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3. E=APIZSETUHE , M [#7] RIRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELIABILT Secretld / SecretKey,

2. ERE R R

BT ZeEiESecretld f SecretKeyfs , MATLAERSZERT. IATREMRSZHIIFMIFE :
BRIZFFHY Secretld # SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

R XERERE , iSRIEAF RSB Secretld 1 SecretKey #HT/EEHRME |
LRSS 28 EELAIFIZR(Describelnstances)iEsk Al , HAFEBX—ZOR , iS5 kESHEaeT:

SHER 3L 248

Action Vakrc =t Describelnstances

Secretld #ZAId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp EEI]:R|E1/=1 1465185768

Nonce PEHLIEEEEY 11886

Region SLIRRTE shjr
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SHETR 3L S¥E

Instancelds.0 FFEIRRILGIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EOWRAS 2017-03-12
2.1. S EHEFF

BAEMEERSERSHEBNFEE ( ASCHRE ) FAFHF. T8 1) RIESHSHTHIRF | SREFRTINET , F&5tA/0 ;
2) #% ASCI 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARREE. ARTLUERRIZES PHIE%
HEFFRESRSLIIX—INAE , 1 php B8 ksort i, HIRRBISEHIHEFRERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

‘Region’ : 'shjr’,

'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

ERAECERRINESAN , X EERAIFRISEEITHIRF | ERIRER—EEA.

2.2. BHEERF R

WEBEMBERFGE. HE L —THERFRIERSEISN R SEBR ="S81E I | W% Action 281 , HSEEFRA "Action”
, BB "Describelnstances" , EIIEXER A Action=Describelnstances . ¥ : “S&E"HERIAETIEur4RREOE.

REBBINENS IS8R HEE—E | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=shjr&Secretld=AK
IDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESEFOFRER
WSBENSERIFRE, SREFHRHEUT/LNSLML:

1. iEKAE: S2RF POST #1 GET 5= , XEB(EM GET i53k , iTRHENEKE.

2. IERENBEESLIFZE (Describelnstances) 19I5 K14 5 : cvm.finance.cloud.tencent.com, SCRRAVIE K RIEEZEOFREERIIAR
EARE |, F S5,

3. BRI HRIMRAZAPIFIERIEREERN / .

4. i{ERFRIE: B E—ERRNERFRIE,

ERFEBRRIHEAN: BRTE + BRIV +EKER + 7 + BERFRES

BIRIHHEER S
WRFRE - BRmERMEX 5528 T 88T
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&\Version=201
7-03-12

24, EpSREA

S BRERSER, BEMER HMAC-SHAL EiEY E—S RSN ERFOIFRFRHTES | ARKBAEMNE S SER Base6s #1745
13, BIEIRIG RIS R A,
BRI | LA PHP IES 96
$secretKey = 'Gu5tIXGARNpPq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE& Timestamp=1465185768&Ver
sion=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBEINEEEN:
EiP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR ARG TERIIE , BRNERHES6IFHhaI—EEE.

3. ERHIwG

ERAIS R BT REEIRIFNIBRESE , FEXHET URL %3,

N F— S RIS Z A EliPOYW3pW28FpsEdkXt/+WcGel= , B{EFIR0RE HRIBREE ( Signature ) 7
EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Ei5RTFEMSRAER URL,

AR NRAPKRISKSER GET , si&iEKA1%58 POST @it Content-Type A application/x-www-form-urlencoded , MI&iXiEK
RAEERSHAEIREM URL RS , SHRN-ASARERG. IF ASCI FFHE URL RISAIFREStLA UTF-8 #{T4%i8.

IR LREIESH http BER2BESFTESEHT urlencode , ZEXMMEN T , MATREXIERBHT URL 3T , BUAX URL 4
HEeSHERLM.

IR RthSBUEbBEARI TR , MESRA RFC 3986, 8 %XY AR FHTES RS  Hp XY A7
(0-9 FIXE=rE A-F) , BRINSESIRER.

4. ZZEM

HRIESSIREN | FEUTERRMANEIRS | SHRIESIREAE

RS fEIREA
AuthFailure.SignatureExpire EHIIH
AuthFailure.SecretldNotFound IR
AuthFailure.SignatureFailure ERHER
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RS HoSEIAR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE ( RE= APl Z3EZEAY )

5. BRIER

TESCRRAFE APL 3.0 Y , i ERRENBRASSMEX SDK 3.0 |, SDK SHETERMTRE , FAM RS- RIghEMEOe, ¥
SESI SDK b, MRTSISORIBRS -

e Python

* Java

* PHP

* Go

e JavaScript
e .NET

ATEBRNFERERTRE , THUSMREES A6, B OANERTERRIIL. BXkES. ERIROMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERMN | TRTAIBRERA SDK.

BEEHAY url BJ8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-
09dx96dg&.Limit=208&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signat
ure=EliPOYW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPRZERENN | HEBEARRSHEIRE |, RIaNSRELL url FEXSEEHF I FEER curl EH<SERISIREESN
Hix | SRH. ATEE—NTLUEERER url |, EEERUREIFH] Secretld F1 SecretKey NESLAVZESE | FHERRFHBIRTEEUE
79 Timestamp ,

IR ETENTRAT  ARREES  EER—ESEXITEREIR url JEEEEMAR , RIASHNINFARR | (EXHAIER
. REMAESHEE  BESITEIERRIE.,

TR LIMURB(ERT APL 3.0 , FEEERATHEMNERRE | BMERIERN APl , BTFEATERBLSHERUEER |, B
XS R BYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);

WS : BRmEmEX 2530 70 88
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// SERRBERur RS SEIRF S B ER

for (String k : params.keySet()) {

/] FEXSEKEB# Turlencode , BT keyEBRRNFH , #ltA I Hvaluei#{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMapa] LB &HEF

// SEFRE RS R 2 EERRREEL , 140 - params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHESE]

// SRR R R 24 e R A2 Bkt ] | 5140 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~NFHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AES%4

params.put("Action"”, "Describelnstances"); // 2"HE%1

params.put("Version", "2017-03-12"); // ~H5%

params.put("Region”, "shjr"); // ~NHESE

params.put("Limit", 20); // \'535%§

params.put("Offset", 0); // 5%

params.put("Instancelds.0", "ins-09dx96dg"); // WEZES#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // A+t
28

System.out.printin(getUrl(params));

}

}

Python

TR (IRETE Python 2 IMEHET , EBESLREE requests (KB :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region' : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IbSCRRER | AShiaaTeer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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2 Ao

EOSHV3

BIFESAYE: 2025-10-20 17:05:52

BH=EMEX APl £XE/MAEEKETEMHIIE |, ED’EA%:J?%BWET"&%E:R%SZEF@@K%F ( Signature ) ASSIEERES

B, EBEEHTEFIIERN , ZEEUEELE Secretld 7 SecretKey ; ERFERSEREFIL , BRIERAPIZSAREERE , SULERE
BZ=APEEO.,

‘EEI—‘—I =
1. HFLEEIE
EFE—RERAZAPIZH , BRI CAPIZENERIELEEIL, LT2EIEIE Secretld 71 SecretKey :

e Secretld FAF#rR APLERESH
o SecretKey FIFINEEE = BIIRS S mICIE S E FATRIEA.
s AFPWIITIRREZSEIE , BRitEE,

RIS ZIENEARLS BT :
1. EZBN=EREX SRR OEFIA.

2. BHE=APIZSBREHI A TE
3. E=APIZSETIHE , mis [F7] RIRJLARYEE—XdSecretld/SecretKey

TR AREKSRESELUABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &L 753%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data PN | json IEXERARTBISEOSTE |, multipart 18z
RENEWSEONE: | IWEHZEOAEEER json 18IUER | &5 BRSO A,

THEURRSSHREA MNXEHFIRIEAFIF  SEBRNBERRHEITRE. BAWBERTERSTAZIZRMNSEL : Limit 7 Offset ,
{£F8 GET 7558,

RiIZFIFHY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAEIE R
RIS HHEHIEIERKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

* HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , AR GET ;
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e CanonicalURI : URI £%§ , API 3.0 EEAERKT (/)

* CanonicalQueryString : &€ HTTP & URL FRINEE=RE , }F POST K , BRENTFRE |, T GET &K, WA URL FF
5 (?) GENFZAERS , ARFIBYES : Limit=10&O0ffset=0, jF= : CanonicalQueryString &4 URL 4R/A3.

e CanonicalHeaders : £5&&ZRILIBEE , EPEE host F content-type FNLER , tBAIIMABEXHLSHSES B IIREEEE
SKEYE—MEFNZ M. HHENN : 1) k&6 key #0 value Si—#ER/\E |, FEISERETIE | 1R key:value\n #8z{HE ; 2) 2/ LE,
HRRBSLER key (/NE ) ROFEEHEFRHITHHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £5&ZAEMER | IRBALXIERBMLLIS S5 TER , #1 CanonicalHeaders B ZHILE N EE—XIMNAY,
content-type #[1 host J9usifEsLEB, HHENN : 1) L3R key ZB—HA/NE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ : content-type;host

* HashedRequestPayload : IEKIEXHIIEHE |, itE /5% Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 33 HTTP i5
KEE/NEX payload fff SHA256 5% , AF+7 #HmD , RERIDHREEMR/NEFE., = : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload Bl HTTP i&SKIEX payload,

HRIELLEAIN | OIRERIRAGEIERENT (ATRNEW , \n BITFREESRITEFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER TR
AU RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BATEEA TC3-HMAC-SHA256 ;

e RequestTimestamp : ERAFEE; , BIiERLERAY X-TC-Timestamp BUE , AN ERBIERS 1539084154 ;

¢ CredentialScope : EIFEE , #&= 9 Date/service/tc3_request , @& HER. FHERARSFIZRIEZFFFE (tc3_request ) , Date 79
UTC tRERTEIREHRE , BYEREMLLSH X-TC-Timestamp #25AY UTC IRAERIBIERE—3 ; service AF-@m& , WASEBNR
BZ—2, 180 cvm, SN ERFLEKR , BYEJ 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASBHHEFTENECIEREBNEHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

P

1. Date /MBS AR X-TC-Timestamp i+E15%) , BRFX UTC+0, WMERIMARFARXEE , FIE/\KX |, BSHEX8E
AR, ERZEMBERVERM. RigiTiE&/s 1551113065 , f£4/\XAYAYEE 2019-02-26 00:44:25 , EEITEEE
#9 Date BY UTC+0 BYEHEARIS 2019-02-25 , MAE 2019-02-26,

WRFRE - BRmERMEX 5834 T0 #£88
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2. Timestamp X/REXRIRFATE , BFEBERRSEHENERAERSH , MREEETASHPNSERM. MNRKAIEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

MR LA | REIPERIRFERFRHRUT (AT RREN , \n RITFAESSRITER—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23. iHESE
1) HEIREREEE , (hRBUIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date =E¥=8. , a0 L5~ , 792018-10-09 ;
e Service : B Credential opY Service FEHEE , A0 LM, 79 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRESZER ;
e StringToSign : AIZB2ATEBRINSFSEFRE ;

2.4. 8 Authorization
AN ™R E Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
o Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M tX , EIEEHE ;

* SignedHeaders : L £ , 258 ZHLIHER ;

* Signature : £

HRIBA AN | IR EEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl174c474
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RETEIERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&80Offset=0

REeREMRST (BMS

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr

. BRERW

RIESSIRER | FAEUTERRMANERG | iSRIESIRIEAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "shjr";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkkkhkkk 55% 2 ;#?%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk ./If_ﬁ 3 o .L-l.%ég kkhkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkhkkk $‘9¥ 4 j:}’fl:g Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkhkkhkkk 53% 1 o ;#;g;m;ﬁi%*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&80ffset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkkkkkk 5% 2 : T#*%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# kkhkkkkhkkkhkkkhkk ig% 3 : H’%Eg kkhkkkkhkkkkhkkkhkk

# ITEESBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk 55;’% 4 : ?#*% Authorization kkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEOMINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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15 KE5H4)

BIFESAYE: 2025-10-20 17:05:52

1. fRSSHbtt

REERS2E (BMS

)

btz (Region ) RIYBERIEHEH OAMIEXE, BRZEMEXZIWIEAREETERE | RIEARtbESERAEEISEE

BiElt. ATRHEHEE. B THRE  @EIEREELEEFRIbE.
ERTLUEIT APIED EiiRSIR B <ARtET xR,

2. BIEhY

BN=ERMEX APl UFFEIEOMNET HTTPS TS | RESZ2HNEEEE.

3. BKITE
S50 HTTP IS0 E:

* POST (##%)
o GET

POST iE3kz#569 Content-Type 28! :

o application/json (7 ) , X/RfEA TC3-HMAC-SHA256 & 757%,
¢ application/x-www-form-urlencoded , %Z{FFE HmacSHAL 8 HmacSHA256 && 757X,
e multipart/form-data ( {NE8EOSF ) , WRER TC3-HMAC-SHA256 &2 5%,

GET B3SRBS RE A/ NARE#BIT 32 KB, POST iERFEAESEAEHN HmacSHAL, HmacSHA256 BAE#8iZ 1 MB, POST i&EKEAE

#&FiEA TC3-HMAC-SHA256 Ffz3% 10 MB,

4, FRIwAS

FEFAUTF-84%%3.
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IR[EIZER

BIFEAYE: 2025-10-20 17:05:52

IF@REIEEER

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HIEFAT) , EeTaerORELIT

{

"Response”: {

"TotalCount": O,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMNERH Requestld REENFE , TiCIHKRHEINEE , RE APIMET , UHESIRE,

* Requestld FBF—1 APLiERAIE—IRIR , W5 API HILRE , SJLABKEREA] , FHREZ ID KRR,

* [RTEEMNFERS  HRIWARKREOENNTER  AENEOMMRENFES IO SXEFREN. HFIHE TotalCount
InstanceStatusSet 59 DescribelnstancesStatus £ OENXIFER , BT EREKRNAFREMEZE=RSTLH , Bl TotalCount
FULCER FEBRENES 0, InstanceStatusSet FIRI9%,

tHIRIREIER
£, SRR

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMEEZISKARKM, Error FEREREAERRY Code 1 Message FERTEERLMAT 2 EIREIRY,

* Code FREMHBIIERID . HiE kBT LS RIBZ RIS E A HEIRSF SRR O M AYE IR IR EmE IR MR EFIRR
BE,

Message BRHTXMEIREENERERE , BESEESAEMN | WAL BFRISTEREH , P ARKEXMRE]
&.

* Requestld FBF— API iEREUE—HIRIR , N5 APL HIIEE , STLABCRIRA] , FHEMIZ ID SEARREE,

RIHTEIRTG

IREIZERPUNIRIFAE Error FER , NIZRBA APLIEOIKM,  Error iy Code FERFRTMEIRD , ATE A SSERBEHINAYEEIRAS A AL
IREG , TRV T ARG,
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure. MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX
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ERAEE (A2 API AR ) |
MFA $5ig,

AR,

R

SEZIULIN

%

SRR

k

token f&i%.

Bk CAM 1Y,

BREEIRSE (BMS)

DryRun #{F , RFBFGSEMING , RRSET DryRun 2.

HERERIL,

REREIR.

EORMFE.

SHIEIR.

SHEYEEIR.

B ECRPRH].
BROSEGEIR.
EOMARFE.
IERAVREGET T IRERPRHE
RiRH G .

BIRE.

BIRMFE.

BIRAEI A,

RIRBUE(E.

RAISEGER.

BRI,
http(s)iERIMMYEEIR . R>2FF GET # POST 15K,

EORSHSRTEhEL,
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\H5

VAN

VTSR SRR 2025-10-20 17:05:52

[BikSS=8 (BMS)

HEYRATRRBFIZOLSNENNSE , WIFE | A MEORBAROAP AR XLSHHTRE  ESRERETEE
}i XL, AREIEBEAREEK.

ERTTE V3

58 TC3-HMAC-SHA256 &&757ART

SHETR St

X-TC-Action String

X-TC-Region String

X-TC-

. Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

alil

alil

i

alil

i

AHBHEES—HEI HTTP Header iEkLE+ , 20T :

fik

BEIEOSR, ESEEOXEPMASEATESE Action B9RE. FIIN=IRSENE
ELFIFIRIZED |, BUYES Describelnstances,

WIS, SRR BRI EI M ERIEE. RORZAEEESE R OXETRRAS
NS4 Region AUGHR, 1R | EEROATFEELEZSY , BOEPIILATHI5R
B9, RSB EEEBIZSHBARERL.

=1 UNIX BJE)E , ElicRAH#S APLiERAGATE), g0 1529223702, & : (IRSMRSS
RHEHEEBE St , 25 EERITHIER,

R APL BURRA, EUESHEOSEHRASRILSE] Version BiRBE. HIAIZARSSERAIR
& 2017-03-12,

HTTP fRAESDIAIESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : €£75,% , BRIEENZE ;

- Credential : £&1EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EFENRHSE X-TC-Timestamp #E/Y UTC FRAERNBEIREE—E ; service AFm& , &
RSB mRIEE—E, flgicvm ;

- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9uwsifksLEp ;

- Signature : EZFWE,

IEEERATAEAY Token , BELERIGIIEE—FEHER. IGHZEF0 Token EEZHAETRIR
SREBZEOKE, KEIZHATEE Token,

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (0T

SHETR &St
Action String

WS : BRmEmEX

=
=

fik

BENEOSIR. BESEEOSETMASENTESE Action B9IREA. FIaN=IRSEE
EIRsLHIZIZREO |, BUEA Describelnstances,
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SHETR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

s

s

String

Integer

Integer

String

String

String

String

String

i

alil

i

il

alil

i

i

BREEIRSE (BMS)

fk

Wi Sy, SRR B EIR MBIEAIEIE. FOESZAMEEESE E O REA
SRS Region RUGER, 1R | BUEOATEECRZSEH , EOEH I
BIRER , LATEMEEEBZS AL,

2457 UNIX FHE)E , AlieR &S APLiEkAYATE], 1901529223702 , N8R 52FiIRTE
HET X , £3[REFTHEIR.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHH_E ERBERIFRREDHY Secretld , —4 Secretld XFRME—HY SecretKey |, i
SecretKey SFRARLIEREE Signature,

BRESR , FRBIERERNGEN | FERFRIELFRBMASEITESEH. Bkt
BREE2NEROSSME,

B{FRY APLESRRA., BUESEROXERASATSL Version B, AIN=RSES
A9RRA 2017-03-12,

25, , BaixiE HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIFER , EttiERISEHAE HmacSHAL I8IEES.

IRESEFRFTAEAY Token , FELSIGRIZHE—EMEA. IGRTEHEM Token FEELRE
ERSERZORE. KEZHERFE Token .

bl (Region ) RIEYIEREUET OAMIEXE, BRZEMEXZMIEAEE TSRS | RIEFRtESERAEREIREE
it ATRENRRE. B8 TEEE 2 GERRFEIIEEFathE.

EEJLAUEIE APIEC ENAMIESIER EEST AT,
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HREeEIRSS
CreateBackupIP

ERITEHHYE): 2025-10-20 17:05:52

1. O

EOBKRIEE : bms.api3.finance.cloud.tencent.com,
BlEEE AP

BOAEZEOISRIRERPRE : 200K/FD,

EOSEFRATAE : 2024-01-19 10:52:13,

EOBFINE R EMN,

2. NS

UTNBERSEGIRGIH T ROERSEHBO LHSE |, TBEAHSHIIRDAHIERSH,

SHER Wik FTFNULL &<t R
Action = B String NHSE, KIZOBYE : CreateBackuplIP
Version 2 S String NHSE, AZEOEYE : 2018-08-13
Region =z = String NS, HiEEEAEIY DescribeRegionsiZ OB A R SSHIMEIET IR
Instanceld 2 & String BMSHRSZEERIID
BackuplP S B String fEEBHIP
Subnetld & & String IEEFX
3. HItHEE
SR ESig) )%
Requestld String W—5K ID , @XIEREPSIRME. EORNBEEREZRIEKE Requestld,

4. R

ZEOGRWSZEEXERD  EtEREF AR,

l_':|
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CreateDisasterRecoverGroup

BIFEAYE: 2025-10-20 17:05:52

=7 A
1. EOEA
EOBEKEE . bms.api3.finance.cloud.tencent.com,
CUIRRDENEEHA | ZINREI BRIk K | BEIEER. SIS RA , JECIEsLFIRTERE.
FNBEOERIRIRS « LOXR/FD,
BEOSEFATE : 2023-06-20 11:24:11,

EOBIIOEE NN,

A sles
2. NS
L BRSSPI TSI T EOE RS ST AL S | SEARSHFIRIALEREH,

BB Ik RIENULL K8 fik
#H

Action = & String NH2SE, KIZEOBYE : CreateDisasterRecoverGroup
Version = &5 String nEs#H | ANEOEYE : 2018-08-13
Region 2 B String  itB%), HbiE(EEaEid DescribeRegionsiE & & RS IFHIHbET IR
Name 2 & String  OHEREFHESBR , KEL-60MNER/ , SUFP. 33,
Type = = String ﬁgﬁ%fﬂﬁéﬂ%ﬁ! , BUESBE : <br> <li_> RACK : HIZRE4 ( BE3SHRML ) <br>
<li>RACK_SAME_SW : #2224 ( FIZHEA)
3. WHEE
SHER St fEA
Requestld String W—iEK ID , ®RiEKEPSIRE]., ERMATEERAZXIEKA Requestld,

4. TR

ZEOERWSZEERERTD , BOERGFEN A AHLERE.
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CreateHeartbeat

BIFESAYE: 2025-10-20 17:05:52

1. #OfEA

EOBEKEE . bms.api3.finance.cloud.tencent.com,

Bl OBERZRE
BONEOIBRIRERIRE] - 200R/F,
BSE#AYE : 2023-08-29 22:08:12,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER ik RIFNULL XE

Action = = String
Version 2 & String
Region P = String
Name = = String

3. S

SHER St fiik
Requestld String

4. FEIRS

ZEOGRWSEERRAERG , AfbERGIFEN A

WS : BRmEmEX

2, ANZEOHYE : CreateHeartbeat

H2#, AZOEYE : 2018-08-13

B

AHESE, iSEAEIE DescribeRegionsiE B & RS iFHItE IR

OBRIBLEZTR

BE—IEK ID , RIEREPIRME., ELIDMATFEERAEZRIBERAI Requestld,

SHEEIR

P4
=
dA
°

PAT T

[BikSS=8 (BMS)
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CreateOutbandIP

BIFEAYE: 2025-10-20 17:05:52

1. #EOfER

EOBEKEE . bms.api3.finance.cloud.tencent.com,
BlEE MRS

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2023-12-07 16:01:48,

EOBIIOEE NN,

A sles
2. NS
LATRERSEFIRNFNE TEOBEKSEFIR S ATSE , TBRAESHTIRN A ALIERSE],

SHETR Wi FRFNULL &3 fik
1t

Action = & String NS, AEOBYE : CreateOutbandIP

Version =2 & String NHES# | ANEOEYE : 2018-08-13

Region 2 B String = itB%), HbiEEEaEid DescribeRegionsiE & & RIS

Instanceld 2 = String BMS3LAIID
FABMZEFMID , 290 subnet-xxx . BAFABME FRIDANETERIZFHIS]E

Subnetld =2 5 String 18 ; BRI LAJAR$EO [DescribeSubnetEx] , MiEOIREIFAT unSubnetld FE&SX
'

Vpcld = = String *ﬁ\ﬁ MIL8ID ' RN vpe-xxx ., BREIVpcldiBISEREEHE1ER ; tLeTLAER
## [DescribeVpcEx] , MEOIREIFHT unVpcld FERFREY,

Vip & 2 String  #ERSIEJoverlay IP

3. IS
SHER it )%
Requestld String W—iEK ID , BRiEKREPSIRE]., EEMATEERAZXIEKA Requestld,

4. D

ZEOGERWSZEEXRAERD  EtEREF A HERE,
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DeleteDisasterRecoverGroups

BIFESAYE: 2025-10-20 17:05:52

<7 A
1. EOEA
EOBEKEE . bms.api3.finance.cloud.tencent.com,

A$%O (DeleteDisasterRecoverGroups) B FMIBR DB ENEFH]. RETHENEFEZ e , IR AEEERENFEBMS
IRSEEE , FEEHITIIRMIRIE | FASF MR EEHELMAIEIR.

RO OIBISRRIRE © 100R/FD,
EOEHATE : 2023-04-06 18:32:11,

EOBRIRES EM,

2. MNSEL

UTNERSEGIRMGIE TEROERSEIPO LIS, TBAHRSEGIRDN TGRS,

SHAR A% AREFNULL  E8Y A
Action =2 & String NS, KEOBYE : DeleteDisasterRecoverGroups

Version 2 & String AHSE, AEOBYE : 2018-08-13

Region = B String AHBE , SR ENEIE DescribeRegionsiEZ &&= RS0t 7%

Array of  DEIEREFEIDSIZE , ali@d[DescribeDisasterRecoverGroups]iEO3REN., &R

Grouplds = = . AR , e
P = = String ISRAVHEER D BB EEE FIRZL0,
A M
3. WHE%
SHETR KA 3%
Requestld String W—iEK ID , 8RiEKREIRE, TR FERHIZRIERE Requestld,

4. FERhG

ZEOERWSZEEXRAERD , EtEREF A HERE,
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DeleteHeartbeats

BIFESAYE: 2025-10-20 17:05:52

1. #OfEA

EOBEKEE . bms.api3.finance.cloud.tencent.com,
IR OB 28 4E

BOAEZEOISRIRERPRE : 200%/F,

EOEFAYE : 2023-08-29 22:20:44,

EOBIIOES &N,

2. NS

UTNBERSEGIRGIH T ROBERSEIRBO DHSE |, TBAHSHFIRDAHERSH,

SEER Wik RIFNULL KR A
Action = & String NHESE , AEOEYE : DeleteHeartbeats
Version 2 & String AHSE, AEOYE : 2018-08-13
NS 1S
Region = = String NEESE, HiES B EEII DescribeRegionsiEz &&= ST b
yZE
Array of -
Heartbeatlds 2 & : HIBRAS BRI 28 ZEID
String
A s
3. HIHSE
SHER E-Sit) R
Requestld String W—i5K ID , @XIEREPSIRE. EORNEEREZRIEKE Requestld,

4. FEIRD

ZEOBE LI SBERXAY SR , EMEREIEN A LR,
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DeleteOutbandIP

BIFEAYE: 2025-10-20 17:05:52

1. #EOfEA

EOBKRIEE : bms.api3.finance.cloud.tencent.com,
AR SN

BOAEZEOIERIRERPRE : 200K/F0,

EOEFRAYE : 2023-12-07 17:01:50,

BRI S-S &N,

2. NS

LINERSEGIRNGIE TEOBRSEFIED AHSE , &

SHBR Wi FPFNULL KA
Action =3 &= String
Version = =5 String
Region = = String
Array of
Inf = S
Outbandlnfos | 2 = DelOutbandInfo
A MM
3. S
SHER St fiiR
Requestld String
H >
. (HIR0D

ZEOE LI SBERXAY SR , M EREEN A LR,

WS : BRmEmEX
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IS, KEOBYE : DeleteOutbandIP

HS%, ANEOEYE : 2018-08-13

5

ANHBE, SR ENE S DescribeRegionsiE & & fsTiF
ROt

FRBRES KRS

H—iEK ID , ERiEKREPIRE]l, EAIRRITEERHIZIRIEKE Requestld,
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DescribeDisasterRecoverGroups

BIFEAYE: 2025-10-20 17:05:52

<7 R
1. #FOEA
EOBEKEE . bms.api3.finance.cloud.tencent.com,
EHBEREIREESIER
FONBEOERIRRS « LOXR/FD.
BEOSEFATE : 2023-04-06 16:59:34,

BRI S-S &N,

A sles
2. NS
L BRSSPI TSI T EOE RS ST AL S | SEARSHFIRIALEREL,

BB ik RVENULL KB 1A
g2

Action = B String  AHE2E, AEOBYE : DescribeDisasterRecoverGroups

Version =2 5 String NHESE | AEOEYE : 2018-08-13

Region = B String  AitEs#, thiEEEaiEid DescribeRegionsiE &&= R iSHIithiE 7%
Array

Grouplds & B of BREHAIdTIER,
String
Array g, <li> Name - String - @&04H : & - (LIEKM ) IRBAIAXKILE,

Filters & & of </li>&RIEKAY Filters B_EPRA10 , FilterValues B LFRA5, SEASIFEITE
Filter % Grouplds 70 Filters

Offset B = Inted w2 , EIAA0,

Limit = = Int64 REEE |, BiAA20 , &A(E/9100,

3. S

SEER ESit) R
. IS HIMRT I,
Groupld DisasterRecoverGrou : .
P P EnmuamsE
B EXIINART L,
TotalCount Int64 i
BFRENETERE.
Requestld String HE—iEK ID , BRIEKREPIRE], EARAFEREIZXIEKE Requestld,
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4. FEIRS

ZEOGRWSZEEXRAERD Bt A SR,

WS : BRmEmEX

HEERSSES (BMS)

553 T +88

=i



X BIHSTCE BLERSE (BMS)

DescribeDisks

BIFESAYE: 2025-10-20 17:05:52

<7 A
1. EOEA
EOBEKEE . bms.api3.finance.cloud.tencent.com,

A4%0 ( DescribeDisks ) FAFEIABMSHELSIZ.

o IJLURIEBMSERIDEHERREIRBMSERIFRES | FRFMZEANSANDRXER | TIRERIFMBENITIES Filter ,
* MRSHHZT , REIHFIAF—ELE ( Limit FFEEIEE | BiA20 ) RIBMSERTIZE.

RONEIERERERIRE]  200%/%0,
HEOSEFHATE : 2021-04-28 19:00:30,

FEOBIINE S EN,

A sles
2. NS
LTRSS TSI T EOE RS M AL S | SEARSHFIRIALEREL,

SHETR ik ARVENULL 3RE fik
1t

Action = S String IS, AEOBYE : DescribeDisks
Version =2 &5 String NHE&# | ANEOEYE : 2018-08-13
Region = ) String AHEHSE , SR @id DescribeRegionsiE &&= AR
A . .
. MY R ARESMEEIDES, BRI : disk-11112222 . SHRKISEIIS
DiskIds &5 &5 of . (. .
. % DiskIds #[ Filters .
String
TR, SEAIERGIEE Disklds 70 Filters . <br><li>disk-id - Array of
Array String - R&WIE : & - (ILIBRM ) 1ZRERIDIIIE, BRIDFYN : disk-
Filters & & of 11112222 <br><li>instance-id - Array of String - 2HBWiE | & - (1ITEEM)
Filter RERERESARESEIAIDITIE. FTHRIELSHERERIEEEN TR,
<br><li>zone - Array of String - 2% : & - (1TE&H)
Offset & & Uinte4  {mEE , BUARO.
Limit B ) Uinte4  REZSE , EBiA920 , &A(E100,
A M2
3. FitH &
SHER St fEA
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SHEIR el Hiok
. BRI,
TotalC t Uint64
orat-oun " ORI,
. . HBEEIHRA T,
DiskSet Disk
Iskoe ° RS R,
Requestld String HE—EK ID , &XiEKESIRE, BRI EEREIZRIEKA Requestld,
tt\
4. F51=5

ZEOGRWSEERRERY , BbERGF N AR
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DescribeFlavors
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1. #FOfEA
EOBEKEE . bms.api3.finance.cloud.tencent.com,
ERERFIFRIFE.
EOMZOERINERS) - 40%/70,
EOSEFRAETAE : 2023-11-02 20:21:19,

EOBIIOEE NN,

A sles
2. NS
L BRSSPI TSI T EOE RS ST AL S | SEARSHFIRIALEREH,

BB ik RPENULL KRB 1A
S

Action = a String  AESE, AEOBYE : DescribeFlavors
Version 2 & String  AHSE, AFOBYE : 2018-08-13
Region = a String B, HbiE{EEA]Eid DescribeRegionsiE & & R IFAIHbEFIZR
A g 1 sC 7 N -
Flavorlds & & S BIRAESMRAIDEN. AU : flavor-11112222 SREREIEIA
: - String FBR79100, S¥ASHFRERIERE Flavorlds # Filters .
g%, <br><li> zone - String - 2&WME : & - (ITIEEM ) KRUTAXT
Amay 8. </li><br><li> flavor-id - String - A : 7 - (IR ) KIELHUDI
Filters B B of &, SCEIIDAZAN : flavor-11112222, </li><br><li> flavor-name - String - 2%
Filter 4 : 3 - (VB ) RIBLHIBRTIE, </li> <br>ERIERAT Filters A9 AR
7910, FilterValues B9 EBR/5, SEAZIFREAIERE Flavorlds 1 Filters ,
Offset & S Inte4  {RBE , I8EOffsetht , MARERIFEELIMIt,
- EEE , BIAK20 , BAMBAL00, %TF Limit (EH—SNBESE API e
Lirnit & = Int64 o
AORERNTS,
-\ s]s
3. FiHESE
BHER KA A
FlavorSet Flavor Wﬂ‘ﬁﬂ.
ERFBIIR
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SEBR ESid)
TotalCount Int64
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DescribeHeartbeats
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1. #FOfEA
EOBEKEE . bms.api3.finance.cloud.tencent.com,
BEEOBMEEER
EOMZECIERINERS) - 200%/70,
EOSEFRATAE - 2023-08-29 22:19:34,

BRI S-S &N,

2. NS

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SHER Wi IFNULL 88 U
Action = & String NS, AEOEYE : DescribeHeartbeats
Version 2 & String NHESE, AEOBYE : 2018-08-13
Region b= B String AHBE, HhiESEANEIE DescribeRegionsiZ & E M HithiEF %
Array
Heartbeatlds & & of 1IHBERIZELRID
String
Arra g, <li> Name - String - 2EWE : & - (TIREM ) IRBETRTIRE.
Filters = == of / </li><li> Vlanld - String - E&WE : & - (3IEEM ) #=iBvianididiE.
= = ilter </li>ERiER Filters BY_EPRA10 , FilterValues FI_EFRAS5. SHATIHE
Af4E5%E Heartbeatlds #] Filters
Offset - - Uint64 fmeE , BAR0, XTF Offset UEH—ENRIESE AP B RIHEFR/N
= = -
.
Limit = = Uint64 REIEE |, BEOAR20 , &EAENL00, XF Limit WEH—ENRBIESE API
a . B PEIER N,
A sl
3. s
SHER it A
HeartbeatSet HeartbeatSet BB EIFRSE
TotalCount Uint64 IR EZE ST
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SEER eS| A

Requestld String H—iEK ID , ®XiEkEPSIRME. BRI EERAIZRIEKE Requestld,
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EllBEﬁE_'J
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Describelnstances
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1. EOEA
EOBEKEE . bms.api3.finance.cloud.tencent.com,

A$EO (Describelnstances) BFEII— 1SN LHIRNFERER.

o AJLURIESLH ID | SLBIBFREE SO BIENSERREALARNFRER. TRERIFMBEINTIESS Filter .
* WMRSHNZ , REISFIAF—EHE ( Limit FriSErvEE | BiAJ920 ) BISEHI.

RONEIERERERIRE] : 40%/7D,
HEOSEFHATE : 2023-04-13 11:50:43,

FEOBIINE S EN,

A sles
2. NS
LTRSS TSI T EOE RS M AL S | SEARSHFIRIALEREL,

SHER Wi IENULL 58 U

Action 2 &= String  AHES#, AEOEYE : Describelnstances
Version =2 & String NHESE, AEOEYE : 2018-08-13
Region 2 B String  AHSE, EESAEII DescribeRegionsiz B AR IFAIMEIETIZR
Array  REB—AEESNLAIDER. LHIDAAN : bms-11112222 , (ISHHIEAK
Instancelds & & of BRATSEAPIENRY idN —15 ) . BRIEKRAIHIRY_LER/9100, SEASTHHR
String B9 Instancelds ] Filters ,
TIEEA. <li> zone - String - E&WE : & - (FIEEN ) HEBIBXIIIE.
</li><li> instance-id - String - EAMIE : & - (1TEEM ) IRIESLAIIDITIE.
SCBIIDFAN : ins-11112222, </li><li> instance-name - String - EARWHIE :
B - (OB ) IRBELFIEFRITSE, </li><li> instance-state - String - &
WIE B - (IDU8EMH ) IREBELAIAVIRZITIE </li> <li> private-ip-address -
Array String - REWIE : & - (IIEEM ) IRIBLHIEN-RIAMIPEIE, </li><li>
Filters & B of vpc-id - String - BEWIE | & - (1EEY ) RIERSLAIFTERvpcid# TdiE
Filter </li><li> subnet-id - String - EFM%E : & - (TIEEMY ) RBLHFENF
KA TILIE - (IS8 ) IRABLAIFRERIgroupid#H TidiE </li> <li>
groupld - String - E&ME : &, </li><li> cpuArch - String - EEMIE : &
- (IS8R ) RBBCPUZBHEITSE, </li><li> operating-system-type - String -
BEVE & - (TREYS) KBRRERAIE. </li>8XEKM Filters AR
7910, FilterValues RY_EPRA5. SEAIFRATHEE Instancelds 1 Filters .
Offset & ) Int64 e , BIAAN0, XTF Offset NEH—SNEIESE API B HRIER/INTI,
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e C Wik FEENULL 288 3%

IREEE | BOAR20 , &RAEHNL00, XT Limit FEH—ENREIESE APLET

Limit &= &= Int64

FRESAESR/NTS,
A sl
3. HiHESE
SHAR S R
WEHOFIMAET L,
TotalCount Int64 e
WESHRIIMAET I,
InstanceSet Instance SIS
Requestld String HE—igX ID , ®XiEKREPSIRE., EuARIEEREZRIEKAY Requestld,
j:t\
EIEEEEE.'J

ZEOE LI SBERXAY SR , B EREEN A LR,
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DescribeOutbandIP
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1. #FOfEA

EOBEKEE . bms.api3.finance.cloud.tencent.com,
ERTE MR

EOMZECIERINERS) - 200%/70,

EOSEFRATE : 2023-08-10 19:36:39,

EOBIIOEE NN,

A sles
2. NS
L BRSSPI TSI T EOE RS ST AL S | SEARSHFIRIALEREH,

SHETR Wi FRFNULL &3 fik
1t

Action = & String NS, AEOBYE : DescribeOutbandIP
Version = &5 String nEs#H | ANEOEYE : 2018-08-13
Region 2 B String  ~itB%, HbiE(EEaEid DescribeRegionsiE & & RS iFHbET IR
Instanceld & = String BMS3LAIID
Offset B = Int64 & , BAN0, XTF Offset FUEH—LNAEIBFSHE APL B HRIER/N,
Limit = = Int64 REEE |, BAAH20 , &AERL00, XTF Limit WEFH—ENEIFSE APL &)
SRRYRER NS,
3. MBS
SHER ESid) R
InstanceSet OutbandInfo BMSBRESIFRER
TotalCount Uint64 SEKEREE
Requestld String W—iEK ID , 8XIEREPSIRE. EERNEEREZRIEKE Requestld,

4. FEIRD
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1. #FOfEA

EOBEKEE . bms.api3.finance.cloud.tencent.com,
BEEBMSHEIMKS D

EOMZECIERINERS) - 200%/70,

EOSEFRATAE : 2023-08-25 17:30:54,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik ARFFNULL i ik
Action 2 & String NS, AEOHBYE : DescribeOutbandInfo
Version 2 & String NHBE, AZOBYE : 2018-08-13
Region = B String A2, higE B aiEiS DescribeRegionsiE &&= B SiSHMtEF IR
Instanceld = B String BMS3LA5IID
A MM
3. S
SHEWR il A

OutbandInfo OutbandInfos HIMSEIES

Requestld String H—EK ID , ®XiEkEPIRE. EURBRNFEERAIZRIEKE Requestld,
T
4. sE1R05

ZEOERWSZEERAERTD , BOERGFEN A ERE.
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ModifyHeartbeat
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1. EOEA
EOBEKEE . bms.api3.finance.cloud.tencent.com,
BF&E—1EEMbmsHEkRZEE
FOANBEOERIRIRS « 200R/FD.
BEOSEFATE : 2023-08-29 22:10:57,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER W% IFENULL K8 U
Action = 5 String NHBE, KZFOBYE : ModifyHeartbeat
Version = &= String NS, ANZEOEYE : 2018-08-13
. . NHSE, iEEREBI DescribeRegionsiz &&=z iFAbE 5
Region = iy String =
Array of ”
Instancelds p= S . BMSHRSZEEID , FZaNBMS-xxx
String
Heartbeatld £ & String IBERILRLRID |, FZENHA-XxxX
A s
3. s
SHER it A
Requestld String W—iEK ID , ®RiEKEPSIRE], ERMATEERAZXIEKE Requestld,

4. TR

ZEOERWSZEERERTD , BOERDFEN A AHERE.
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ModifylnstancesAttribute
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1. EOEA
EOBEKEE . bms.api3.finance.cloud.tencent.com,
AN (ModifyInstancesAttribute) FBHEXELFIREN ( BRIRSHHERELHIRIEFR ) .
FONBEOERIRIRS « LOXR/FD.
BEOEFATE : 2023-04-09 16:44:25,

EOBIIOEE NN,

2. NS

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SHER Wk SRFENULL 38 TR

Action 2 & String AHBE, AEOBYE : ModifylnstancesAttribute

Version 2 & String NHESE, AEORYE : 2018-08-13

Region = B String NESE , SR EEIY DescribeRegionsiEZ &&= R ST

Array . . . v . :

Instancelds = = of — MRS MFERIERILAIID, AIE[ Describelnstances JAPLRENEF
= . String A9 Instanceld 3REX, BRIERFTHEIERISLGIZNE FIRZ100,

InstanceName 2 S String  SEHIERR. EMERSDE , EAEBIE601MFR.

A M2
3. FitH &
SHER St fEA
Requestld String H—iEK ID , ®RiEKREPSIRE]., ERMATEERAZXIEKA Requestld,

4. TR
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ModifylnstancesGroupld
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1. #EOfER

EOBEKEE . bms.api3.finance.cloud.tencent.com,

A0 (ModifylnstancesGroupld) FAFHEXELAIEREEH

FUAZOEISRERIRS - LOR/FD.
ROSE#ATE : 2023-04-10 20:31:13,

EOBIIOEE NN,

2. NS

LINBERSEHGIFRNG I T EOBERSEFIES A

SHBR Wi FPFNULL KA
Action = &= String
Version 2 N String
Region = = String
Instanceld 2 &= String
Groupld = &= String
v X
3. BiHE

SHBR RE R
Requestld String ME—FK ID ,

4. iR

HEH , TBEAHBHGIRDATLERSH,

NHSE, AEOBYE : 2018-08-13
NLBE |, S EENEI DescribeRegionsiE &&= R a0t FI%E

—/EHR(EROSCHIID, BE@id[ Describelnstances JAPLR[EMEA] Instanceld §%
B, SRIERAIFRIERILAIE= LRE100.

PEEREFEID , AN@Eid[DescribeDisasterRecoverGroups]izFRE,

BRERESRE. EMIENFERAIZRIEKAT Requestld,

ZEOERWSZEERERTD , BOERGFEN A AHLERE.
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1. #EOfER

EOBEKEE . bms.api3.finance.cloud.tencent.com,

ZA$#0 (Rebootlnstances) FAFERELf,

* HBEIREI RUNNING HISEFIA RTLAATILIRLE,

o BOARRINET , SEHI#HN REBOOTING JRZ ; EELABIATHRT , SEFISHEN RUNNING IR,
FONROIBRIRERIRE] © L00R/FD,

EOSEFRAETAE - 2022-10-31 18:48:04,

EOBRINE R EM.

2. NS

UTNBERSEGIRGIH T ROBERSHHBO LHSE |, TBAHSHIIRDAHIERSH,

SHEWR Pk IENULL 68 A
Action 2 & String NHSE, KIZOBYE : Rebootlnstances
Version = Fi String NHESE, AEOBYE : 2018-08-13
Region 2 B String NHESE , iEE A Eid DescribeRegionsiz &A= fn s iFAUBIRFIZ
Array ANREM
Instancelds & = of — NS NMFHEERISLHIID, BNIEE[ Describelnstances JAPLREHEH
String 19 Instanceld 3REX, BRIEKIIFIRIEAISLHIEE FIREL00,
A sl
3. WS E
SR ESid] iR
. g2 wap N TR
Taskl
askld Uinted  emiEsfotaskid AEIT taskidE I ESIETER
Requestld String H—iEK ID , ERiEKESIRE], EREEEREZXIEKE Requestld,
H 3=
%EIEE

ZEOERWSZEEXAERTD , BERGFEN A HERE.
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Resetlnstance
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1. EOHAR
EOiEki®& : bms.api3.finance.cloud.tencent.com,
A0 (Resetinstance) BT EIRIEELH) EAIRIERSE.
* WNSYEET OperatingSystem &%y , NERIEENRRER | BNILRURISLHIERNRFHITEE.
* RREBRBSWIEIL , FEE | FRRRREFTEENH,
EOMZOERINERS : LOX/FD,
EOFEHAYE : 2023-02-27 11:39:02,

FEOBIIOE S EN,

2. NS

LITNBERSHGIRNFIE TEOBKRSHFRD NHESH , TEARSHGIRDAHLERSL,
SEEFR W% RENULL 2R A
Action = S String ~HSE, KIZFOBYE : ResetInstance
Version =2 &5 String NHESE | ANEOEYE : 2018-08-13
Region = = String giiﬁﬁggiﬁﬂﬁﬁDescribeRegionsﬁDﬁEF
Instanceld =2 &5 String SCEID, BNE@IT [Describelnstances|&E&
RaidType = &= String raid&8y
OperatingSystemType 2 S String BERGEE
OperatingSystem 2 & String BERFRITIRA
LoginSettings = = LoginSettings SLHIERIRE.
1EERSS. BEZSHAILIEEREHEaR:. ollE
EnhancedService & S EnhancedService RS, BNETZSH , WXAAEZEE. =%2R
3.
3. WHE#
SHER e Sit] fA
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SHE 0 sk
Taskld Uint64 I BHIS AR,

IREYES Htaskid, Bl@iT taskid A ESIE TER

Requestld String HE—IEK ID , BRIEREPSIRE], ECRRNHEREIZIXIEKEN Requestld,

4. iR

ZEOERWSZEERERTD , BOERDFEN A AHERE.
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ReturnBackuplIP
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1. #OfEA

EOBEKEE . bms.api3.finance.cloud.tencent.com,
IBIEEFIP
EOMZECERINERS) - 200%/70,

EOEFATE : 2023-09-20 15:27:33,

EOBRIREE N,
A M2
2. NSEL
UTBERSEGIFRSGIE TIEROBSRSEFIHDALESE , TBEAHSHGIRDATERSEL,
SEER Wik FeIFNULL S R
Action 2 & String  AHSEL, AEOEYE : ReturnBackuplP
Version = S String NHSE, AZEOEYE : 2018-08-13
Region = B String A2, higEEaEig DescribeRegionsiE &&= B SiSHIMtEF IR
Instanceld = S String BMSHRSSE8HYID
BackupIP = 5 String SRIARIZAIP , tN5RO0verlaylpfFfE , BRARERIAREIP
Overlaylp s s String  FEYZEIP
A s
3. WS
SEEFR ekl )
Requestld String W—i5K ID , 8RIEREPSIRE. EEENEEREZRIEKE Requestld,

4. FEIRD

ZEOGLWSZEEXIERTD , BtEREFE A ERE,
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1. EOEA
EOBEKEE . bms.api3.finance.cloud.tencent.com,
A#£0O (Runlnstances) BFOIE— s Z MEETERILA,
FONBEOERIRIRS « LOXR/FD.
BEOSEFATE : 2023-09-07 15:44:11,

EOBIIOEE NN,

2. NS

PITNBERSHGIRNFIE TEOIBERSHFED NHESH , TEARSHGIRDAHLERSE
SHER Wik AEENULL 38 ik
Action = & String nH&E , AEOEBYE : Runlnstances
Version =2 & String NHESE | AEOEYE : 2018-08-13

\N

T SEEE . . .
Region = = String NHESH, RS E A @idDescribeRegionsiz1&EE

FrRRSTIFAI b SR
SRR ENE., <br><Ili>HEE () flfEkEsE (-)
AEEESS HostName HIEE=FRT , FESEELER.
<br><li>Windows Ll : B=FFKER[2, 15] , 70F
- - . FR ( FREXNS ) . HENEESE (-) B, A2
HostName | | = String RS (L), REES RN, <br><li>EfthEn
(Linux & ) L6l : FRAEALR, 301, RiFsdEEH
M5, AZERA—R , BERATFFE ( RBRHIKN
B) . ¥FiemEs (-) Ank.
Placement = = Placement SERIFRERIN E. BTiZSHE LIS ELAIFrErT
= = KX, FriEmE.
Flavorld B &= String EZID,
OperatingSystemType = & String RHFHER | S#ELinux/Windows,
OperatingSystem 2 S String ERNRITHRAS,
FABMERXEERS. BHZ8HLISEAERLE
VirtualPrivateCloud 2 N VirtualPrivateCloud B9ID . FIIDHER. AIEMSHFISE T AR R

ip , InstanceCountS#U R SFAE MLEipAI N E—
.
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SHAER ik SIFNULL
InternetAccessible &= =
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InstanceName B B
LoginSettings = )
EnhancedService S )
RaidType = a
Tags B =
Groupld ) )

A sl
3. s
SHBR E-Sit] A
Taskld String AR,
Requestld String

o m g |
4. s e=hS

s
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LoginSettings

EnhancedService
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Array of Tag

String

REERS2E (BMS

fik

AWHEEXERIRE. EMEEZSE  WEALK
#58/90Mbps,

SLhIEE.
LR RETR,

IHERRE  BIZSHAILUIRELFIRE RS E
.

1EEiRSS. BURZSHAILMEEREGHRARE. ol
EERS. EMEEZEH  URAABRGRE. =
£MRS.

it

RAIDZ:EY
HETESE

DEEWREFAEIDSIZE |, anEd
[DescribeDisasterRecoverGroups]#EZM3KEY,

IREXESSRYtaskid, FIiEE taskid EIESIE TIER

BE—iEK ID , BRIEKREIRE., TR FERHIZRIERE Requestld,

ZEOERWSZEEXANERTD , BOERGFEN A AHERE.
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1. #EOfER

EOIEKRES : bms.api3.finance.cloud.tencent.com,

420 (StartInstances) AT EEI—1NE S NEA,

* RBIREH STOPPED HISLHIA BILABHTILIRLE.

o BOARRINE , LIS STARTING JRZ ; BahsLFIRThRY , SEFISHN RUNNING IR,
FONROIBRIRERIRE] © L00R/FD,

EOSEFRAETAE - 2022-10-28 19:09:38,

EOBFIRE R EM,

2. NS

UTNBERSEGIRGIH T ROBERSHHBO LHSE |, TBAHSHIIRDAHIERSH,

SHEWR Pk IENULL 68 A
Action 2 & String AHSE, AEEOBYE : Startinstances
Version = Fi String NHESE, AEOBYE : 2018-08-13
Region 2 B String NHESE , iEE A @Y DescribeRegionsiz &A= fn s iFAUMBIRFIZ
Array ANREM
Instancelds & = of — NS NMFHEERISLHIID, BNIEE[ Describelnstances JAPLREHEH
String 19 Instanceld 3REX, BRIEKIIFIRIEAISLHIEE FIREL00,
A s
3. WS E
SR S| A
. g2 wap e N DTN
Taskl
askld Uinted  emiEsmotaskid AEIT taski B ESIETER
Requestld String H—iEK ID , ERiEKESIRE], EREEEREZXIEKE Requestld,
H 3=
%EIEE
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EOiEKRES : bms.api3.finance.cloud.tencent.com,

A0 (Stoplnstances) BFRA— N8 Z LA,

* HBEIRESI RUNNING HISEFIA RTLATILIRLE,

o EOVARRIOAY , SEFIS#N STOPPING A7 ; KIASERIRLINRT , SEFISEN STOPPED IR,
FONROIBRIRERIRE] © L00R/FD,

EOSEFRAETAE - 2022-10-28 19:09:27,

EOBFIRE R EM,

2. NS

UTNBERSEGIRGIH T ROBERSBHBO 2HSE |, TBAHSHFIRDAHIERSH,

SHEWR Pk IENULL 68 A
Action 2 & String AHSE, AEOBYE : Stoplnstances
Version = Fi String NHESE, AEOBYE : 2018-08-13
Region 2 B String NHESE , iEE A @Y DescribeRegionsiz &A= fn s iFAUBIRFIZ
Array ANREM
Instancelds & = of — NS NMFHEERISLHIID, BNIEE[ Describelnstances JAPLREHEH
String 19 Instanceld 3REX, BRIEKIIFIRIEAISLHIEE FIREL00,
A s
3. WS E
SR S| A
. g2 wap N IR
Taskl 4
askld Uinted  emiEsfotaskid AEIT taski B ESIETHER
Requestld String HE—iEK ID , ERiEKESIRE], EREEEREZXIEKE Requestld,
H 3=
%EIEE
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nces
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A0 (Terminatelnstances) BFEaEERS,

o FEERISES , eEIAEOESRE.

EOAZ OB ISRERIRE - LOR/FD.

EOSEFTE : 2022-10-28 19:09:11,

EOBRIRER EM,

2. NS

UTERSHGIFGIH T EOBERSHFRBI AHSE

SHATR wiE
Action P! B
Version = &
Region = B
Instancelds 2 &
ReleaseAddress 5 5
DryRun &= &=
gore K
3. ZFHU tH%szﬁ

SEEFR St

TaskId Uint64
Requestld String

4. FEIRD
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PFNULL 258U
String
String
String

Array
of
String

Bool

Bool

1k

HSERIINFAT I,

BREEIRSE (BMS)

AHBE, AZFORE : 2018-08-13

NS, S B eTET DescribeRegionsiEz 1 &&= R STt FI%E

—NEEZMHE(EILFIID, =EH[ Describelnstances JAPLREE
A9 Instanceld SR, BRIERAIFRIERILAIEE LRE100,

RERSEL , BEHGEMIP,

5

HiztT.

REHESAtaskid, ATi@IS taskid EEHESIE TIER

W—isK ID , x5

KREPIRME, EDRASFTEREZRIEKA Requestld,
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IZEOERSSEERXAIERIT , BbERIGIFEN AL

WS : BRmEmEX

HiRAD

U]

°

HEERSSES (BMS)
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S BRTTCE BIRSE (BMS)
UpdateDisasterRecoverGroup
RITEHFATIE: 2025-10-20 17:05:52
7 4
1. EOfAR
EOBEKEE . bms.api3.finance.cloud.tencent.com,
M ENEFRERETR
EOMNZOIERINEIRS : LOX/FD,
EOEFAYE : 2023-04-04 23:29:27,
RO S 2 41N,
A M2
2. WMASE
ATFBRESHGIRIGH TEROBERSHIED AHSEY | TRBAHSHGIRIALERSEH
SEEFR Wik SIEFENULL et A
Action = S String ~HBE, KIZFOBYE : UpdateDisasterRecoverGroup
Version =2 & String NHESE  AEOEYE : 2018-08-13
Region = B String = A&, ihE(SEEE T DescribeRegionsiE & & RS0 IZR
Groupld 2 B String DENEIEHEID
Name = B String DEEETHATR

3. S

SEER St YU
Requestld String W—iEK ID , ®RiEKEPSIRE]., ERMATEERAZXIEKA Requestld,
H >3
4. %EI'EE

ZEOERWSZEEXRAERD  EtEREF AR,

WS : BRmEmEX
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UpdateHeartbeat

BIFEAYE: 2025-10-20 17:05:52

32 L

1. EOHAR

EOiEki®& : bms.api3.finance.cloud.tencent.com,
EFTOBRIRERZFR

BOAEZEOIERIRERPRE : 200K/F0,

EOEFTE : 2023-08-29 22:13:33,

BRI S-S &N,

2. NS

BREEIRSE (BMS)

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SHBR e RFENULL KR

Action = & String
Version = = String
Region = & String
Name = = String
Heartbeatld = "B String

3. S

NHSE, AEOBYE : 2018-08-13

\

A2, higEEaiEig DescribeRegionsiE & &~ RS F IR
IOBERILRERTFTEFR | :KEEL-60

IDBERILELEID |, FZANHA-XXX

SEEFR S Hir
Requestld String W—iEK ID , ®RiEKEPSIRE]., ERMATEERAZXIEKA Requestld,
>3
4. i81x08

ZEOERWSZEEXRAERD  EtEREFEI AL

WS : BRmEmEX
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SRS

BIFEAYE: 2025-10-20 17:05:52

DisasterRecoverGroup

EMEHAER

A0 T™ZO5 |8 : DescribeDisasterRecoverGroups

BR

DisasterRecoverGroupld

Name

Type

CurrentNum
CreateTime

UpdateTime

OutbandiInfo

BMSHEHERIFIE

ali

o  HO

iy

e TEO5| A : DescribeOutbandIP

g i

Instanceld

InstanceName

UnigVpcld

Vip

WS : BRmEmEX

iy

FEEFNULL

Py
[=]

iy

iy

Iy

FBEFNULL

=

iy

iy

iy

ali

i

ok
&2

Array

String

Array
of
String

Array
of
String

Array
of
String

&

%
String

String

String

Int64
Datetime_iso

Datetime_iso

fiik

BMSSLAFIID

BMSLHIE7FR.

BREEIRSE (BMS)

ETi)a

DEEMEFEI,

DHEMEHAER , KE1-60MNFF.

DEEMEHAZRE , BUEBE : <br><li>RACK : H2EEHK
( BE35HaH, ) <br><li>RACK_SAME_SW : #2224 ( 32

1)

DEIBHEHENbmMsIRSZ S MLBTHE,

SEENEALIERTE,

DEENEHEE AT,

FABRILEID , FZ80 vpe-xxx , BRHIVpclda BT ERIEHE1EE ; thalld
VEF#EO [DescribeVpcEx] , MIEOIREIFAY unVpcld ZFERFREY,

HRETAJoverlay IP
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ER Wik IFNULL 5 A
Array
Vport S B of HBRETRIIRSS 2Rim 1S
Int64
EnhancedService

AT LRNEERSERERSHIRE | Inke =ik, =IEEFXLA) Agent

AN T™EOS| A : Resetlnstance. Runlnstances

AR Wi AEFENULL %R ER

SecurityService B a Bool FEn%eiRS. EMNEEZSH WA HEEL2RS
MonitorService = = Bool ~ HRBERIERS. ENEEZESE , NEFARHEREERS.
WhistleService B & Bool  HEBERERERS. EMEEZEEH , WA ERIHLEERS.

Tag

IrERR(ERY

AN T™EOS| A : Describelnstances, Runlnstances

AR AT FEFFNULL Sl fEA
TagKey = & String FRESHE
TagValue = B String B

VirtualPrivateCloud

WATVPCIEX(ER , BFEFM , IPEESE

#aNT™EOS| A : Describelnstances. Runlnstances

2R WSk IEFNULL ESit] A
Vpdld o - String FABRIEID , Fol vpe-xxx , BRHIVpcldaBiTESRIZ4I81E8 ; b
= - ATLAEFRED [DescribeVpcEx] , MEOIREIFHT unVpcld SFERFREN,
FAERBFRID , 240 subnet-xxx ., BHFAB MR FRIDE BTSSR
Subnetld 2 = String  [ZHIB1EE ; tBelLUEREEO [DescribeSubnetEx] , MNEOIR[E]F

B9 unSubnetld SFEEFREN,

PrivatelpAddresses & & NI AR 1P S, TEOSE). BHEApCRIHRERI S
" N g B SRHEOUES ASARISEHENERT RIS IP.
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BFR

Ipv6Address

HeartbeatSet

DBERBAFRER

Wik

W TM3| A : DescribeHeartbeats

BR
Heartbeatld
Name
Vlanld

CurrentNum

CreatedTime

UpdateTime

OutbandInfos

HINNEER

W T3]/ : DescribeOutbandInfo

BFR
Password
Sn

User

Flavor

BEFE

WA T3 |8 : DescribeFlavors

g N
Flavorld
FlavorName

Placement

FBEFNULL 288
) Bool
Wik FEFFNULL
= )
= B
= )
= B
= )
B b=
Wik FEFFNULL
=2 P
= B
= )
FVFNULL 8B
& String
a String
= Placement

WS : BRmEmEX

1t

REeRmIRS=T (BMS)

&

A EIPveitit

KA R
String OBERIZRZEID
String DBEREE TR
String ILBERIZELEFRTEVLAN
String SRREL OB RILRAIBM SETREER
Datetime IOBERIZELE Bl 8]
Datetime (ORI LR AT E)
KA AR
String HINERD
String fRS52sn
String WINEFE
fak
EZID,
EREMW.
LIRS,
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% iis

RaidType

OperatingSystem

Cpu
Memory
SystemDisk

NetSpeed

CreatedTime

FlavorType
CpuArch
Soldout
UserDefined
NetworkPorts

DcosShell

ActionTimer

ERHES

#ANTEOSIA -
SR
TimerAction
ActionTime

Externals

InternetAccessible

AT SR AR AT A | AT SERIRI AR 2R | BRATHEES

AN T™EOS|A : Runinstances

BFR

InternetMaxBandwidthOut

WS : BRmEmEX

il

il

ali

FBEFNULL

oy o o o o

i

i

oy o D HD I

o

T
=

e
Array of String
OperatingSystem
String

String

String

String

Datetime_iso

String
String
Uint64
Uint64
Int64

String

SFNULL

Pz
=
A

Pz
(=)

BIFNULL k8

Int64

BREEIRSE (BMS)

fik
XHFRaidEEY,
SSRGS IR,
cpulsE.
RFER.
ERES.

TS

ik

BlEERYEl, %08 ISO8601 fnfdrx , FFRFMA UTC RtaE, #§
= . YYYY-MM-DDThh:mm:ssZ ,

PBE=olkd

CPU#LEL , X86/ARM
e
EERPEEXNE
BRI 120

dcosfFERIA

Sl ik
String ERTES
String HhATRSE
Externals ¥ REYE

¥

i
5

ARHTEEE LR , 8217 : Mbps, EXIAE : OMbps,

%582 71 188

=i



O BASTCE

BFR 1WAISE

PublicIpAssigned )
InternetServiceProvider &

OperatingSystem

BERFEE
N T#EO2| A : DescribeFlavors

BFR D%3vis
Linux 5
Windows ey
Other =
DelOutbandInfo

MR EIMNRETEE S5
W T3]/ : DeleteOutbandIP

2R Wik
Instanceld =
Vpcld 2
Vport =
Vip =
TagSpecification

Bl = ENSEHIR R RSP BRI EE XA

W™ EOSIA -
BFR WAsE

ResourceType =

WS : BRmEmEX

FEFNULL  2REY

HEERSSES (BMS)

fiik

BERNSENAKIP, BYESEE : <br><li>TRUE : BARSEAK
IP<br> <li>FALSE : FRASELARIP <br> <br> MRS

= 50l FoMbpstt , ETEIHEEFESE , BIAFREARIP ; SARE
BA0 , WARAIFHELMIP,
= String ?R{E?‘:E”,F@{"CTCC"ZEE{% , "CUCC" : BXi@ , "CMCC" : #83 ,
BGP" : 4 CAP}
FEFFNULL St R
2 Array of String XHElinuxR&FIER
B Array of String XFHOwindows RZG5IFR
2 Array of String XHFOther R4t
FBEFNULL S R
& String BMSSLAIID
& String FABRLEID
B String RIS
&5 String #RETAYunderlay IP
FEEFNULL E-Sid] R
& String IS HPERRIREE
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BFR Wik FRIFNULL i U
Tags 2 = Array of Tag TREIIFIZR
Disk
AT BMSIERZANFMEE
AN T™EOS| A : DescribeDisks
2R W% IFNULL 28R )%
Diskld = a5 String ERID,
Placement =2 & Placement  mEEFFERINE.
DiskName = & String EEAFR,
DiskSize = 5 String MR,
Instanceld 2 & String BEEZRN=ENID,
ZRNEEE, BUESEE : <br><li>CLOUD_BASIC : FREiE=E<br>
DiskType 2 & String <li>CLOUD_PREMIUM : SRinmREiE#Z <br> <li>CLOUD_SSD : SSD
FKRSSD=EEE,
CreatedTime £ S Datetime FEERAYCIEERTIAEL,
Externals
T EEYE
U TEOSIA -
BR Witk FeEFNULL St A
Placement
AT LHRHSME  SFEMENTREX , fElNESE
#UN™4EOS|F - DescribeDisks, DescribeFlavors, Describelnstances, Runlnstances
BR Wik FEEFNULL i) A
Zone =2 ES String SLHIRT BRI X,
Projectld & & Int64 SLAIFTEIEID,
LoginSettings

WS : BRmEmEX
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WA T LHERBXREESER.
AN T™EOS| A : Resetlnstance. Runlnstances
B WA BIFNULL KA L)%
LHIERER. FNIRERREEFBEIERTA—EE , BRNOT :

<br><li>LinuxsChlEawn8zI16N; , EOEEME[a-z , A-Z]. [0-9]7F0
[() ~!@#$ %A &amp; * -+ = | {}[]:; 8#39;,.? / |PHIEIHTS.

Password 2 2 String  &lt;br&gt;&lt;li&gt;WindowssEAIZFB4sR1 281647 , E/DEIE=IH[a-
z] , [A-Z] , [0-91F0[() ~'@#$% AN &*-+={}[1:;",.? /1FRY%F
S, <br><br>EBRNEREIZSE , WHRRBNEMZ , FETiEA
EAEMEIER.
Array  ZHEIDFIR, KEXEERE | SR LUEERINASFASASRIG AL ; Keyldali@
Keylds & & of i9#ZODescribeKeyPairsikEY , Z{HSZILARERIHEE , FEFFWindows

String  BERFFSHHEEER. SRCHFMEINRHREE— 28,

RIFRENRIAEE. %S #5PasswordgKeylds. NREERIATIERE. KRB
EREEN RS, HEREESIMSNREGEIEIAIT A sEEEZS
TRUE, BUESEE : <br><li>TRUE : RNMAMFRENEFRIRE <br>
<li>FALSE : FRAARIHREAIERIRE <br> <br>E0ARUE : FALSE,

KeeplmagelLogin &

iy

String

Filter

> EEAREXD SRS, ATFRATIEER. FINTIEID, BfR. REE> * HFES Filter Bt , Filter [BIRIXFREIES ( AND ) X
&, > * BE— Filter TFEZ/ Values , [@— Filter T Values [Bf9XZEiB4Es ( OR ) XK., >> LA[Describelnstances]izE

B9 Filter A6, BRMFEETHTRHK ( zone ) AIIMN—KX FHH sLHRTERED ( instance-charge-type ) AEFEEA BiF 212
RYSCHIAY , BJ9NRSCER : Filters.1.Name=zone&amp;Filters.1.Values.1=ap-guangzhou-1&amp;Filters.2.Name=instance-charge-
type&amp;Filters.2.Values.1=PREPAID&amp;Filters.3.Values.2=POSTPAID_BY_HOUR

#aN OS] A : DescribeDisasterRecoverGroups, DescribeDisks, DescribeFlavors, DescribeHeartbeats, Describelnstances

AR Wiisk FIFNULL ESit) U
Name 2 & String BELENFER,
Values 2 & Array of String FERANLIEE,
Instance
ALY ER
WU T#2O3 |8 : Describelnstances
BR D5V AUFNULL B} A
Placement =2 & Placement SCEIRFERIRIE,
Instanceld = & String scf ID
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BFR Wik AFENULL S8R fER

InstanceName = & String SCHIRFR,

RaidType = B String Raidz&8Y,
OperatingSystemType = 2 & String BERGEEEE,
OperatingSystem 2 & String BERBRITIRA
PrivatelpAddresses 2 2 Array of String SCHER-RRIRR IP FIE,
VirtualPrivateCloud P S VirtualPrivateCloud  SCIFFERRIUFABMEEE.
Flavorld = & String EEER.

CreatedTime 2 S Datetime gﬁggﬁﬁﬂj\:ﬁaﬁgﬂ{fl;%ﬁn_;’miiﬁﬁa uTC &
Status = = String SRS

CpuArch = = String CPUZEE! |, S735X86/ARM
Tag &= = Array of Tag LIRSS

Uuid & &5 String sCEIFAFuuid

Appld & & String SCFIFFAppld
UserDefined & & Uint64 EREENNE
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HIRh

BIFEAYE: 2025-10-20 17:05:52

Il
WSBRELEE Error 268 , MR APLECISN. D

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
13
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}

Error FfY Code FNHIRAS , Message FRNZIB=AIEAEE.

HIRIDFIZR

)\ 3

/A ZS7=]
HiRD izl
AuthFailure.InvalidSecretld FRIEEL (AR API AR ) |
AuthFailure.MFAFailure MFA &R,

B FE. BEEHENEZRESCHRMREESR | ISIER | BaEERES

AuthFailure.SecretldNotFound e
ESIE i TERIEMEEETR.

g T H Az i &= l:l\\ I\ ‘35‘9' HE RIS I_\\‘ -
AuthFailure.SignatureEXpire HRIIH, Timestamp RSB AEENMSBEI RS | BIREAHA B S AR

BREE,
AuthFailure.SignatureFailure BERER. SRIEER  BNBRARARNPIZEOLEERES B It EEE.
AuthFailure.TokenFailure token fHi%,

AuthFailure.UnauthorizedOperation &3k CAM 181X,

DryRunOperation DryRun #{F , RFBFRGSEMINT , RRZET DryRun 24,
FailedOperation BRAER,

InternalError WEREEIR,

InvalidAction EORNFHE,

InvalidParameter SRR,

InvalidParameterValue SHEYEEIR,
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HIRAD 18H
LimitExceeded TR ACEPRE .
MissingParameter ROSEERIR,
NoSuchVersion BEORATRGFE.
RequestLimitExceeded TERADREGET T 3RZRPRS.
ResourcelnUse RIFH SR,
Resourcelnsufficient RIFAE.
ResourceNotFound RIFAFE,
ResourceUnavailable RIFEARTF,
UnauthorizedOperation RIFTURLE,
UnknownParameter RISEEEIR,
UnsupportedOperation BMEARSTHE,
UnsupportedProtocol http(s)iERIPSEIR , R3ZHF GET #1 POST 15K,
UnsupportedRegion BEOARISAEMIE,

A S5HERAS

WS : BRmEmEX

REeREMRST (BMS
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