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e Secretld FBF4RR APL REBH

* SecretKey B FIIEEE F A BMIRS SRS Z FRTRIER.

o FAPRITEEREREEIE , BRtE,

HBELZEEIINEREERIT -

1. EFRtcecloudEBFIEHIE,
2. BHE=APIZSBRNEHI A TUE
3. E=APIZSETUHE , M [#7] RIRJLARYEE—XdSecretld/SecretKey

TR AREKSRESELIABILT Secretld / SecretKey,

2. ERE R R

BT ZeEiESecretld f SecretKeyfs , MATLAERSZERT. IATREMRSZHIIFMIFE :
BRIZFFHY Secretld #1 SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

AR RERERA , SRR RRERIER Secretld f SecretKey B TIREHR(E !
LA=RRSS 2R EEXLfI7IZR(Describelnstances)iEk A6l , SRAFERX—EOR , HiERSHETRENT:

SHER 5354 248

Action Vakrc =t Describelnstances

Secretld #ZAId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp ZRIATIEIRL 1465185768

Nonce PEHLIEEEEY 11886

Region SEAIRRTEXE, ap-guangzhou

WS : BRmEmEX 2828 TW #90
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e C 3L SHE

Instancelds.0 FFEIRRILGIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. S EHEFF

BAEMEERSERSHEBNFEE ( ASCHRE ) FAFHF. T8 1) RIESHSHTHIRF | SREFRTINET , F&5tA/0 ;
2) #% ASCI 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARREE. ARTLUERRIZES PHIE%
HEFFRESRSLIIX—INAE , 1 php B8 ksort i, HIRRBISEHIHEFRERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region'’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

EREEEFRINESAR , X EERGIFRSEHTHR | SRINER—SEH.

2.2, BHEERF R

WWEBERMBERFGER. HE L —THERFRERSEISTN R SRR ="S81E I | 11X Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIAE SR Action=Describelnstances . ¥ : “S&E"HERIAETIEurRREROE.

REBEIHENS IS8R HEE—R | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESEFOFRER
WSBENSERIFRE, SREFHRHEUT/LNSLML:

1. iEKAE: S2RF POST #1 GET 5= , XEB(EF GET i53K , TR HENEKE.

2. IERENBEESLIFIZE (Describelnstances)§9i5K1E4Z 5 : cvm.finance.cloud.tencent.com, SCRREVIE KIS RIEEOFEERIIAR
EARE |, #F S5,

3. BRI HRRAZAPIFIERIEREERN / .

4. iERFRIE: B E—ERRNERFRIE,

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES
TOIRIHERERS

WS : BRmEmEX %29 7@ #90
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REeREMRST (BMS

GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&V

ersion=2017-03-12

24, EpSREA

)

EEBAENSEER, BIEER HMAC-SHAL EiEX E—PiRiSHERIRFRRHTES , ARBEMIESS6ER Base6d #H1T4R

13, BIEIRIG RIS R A,

BB , LA PHPES 41

$secretKey = 'Gu5tIXGARNpPq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651

85768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;
REBEINERHA:

EliP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR ARG TERIIE , BRNERHES6IFHhaI—EEE.

3. ERHIwG

ERRRIS R B TREEIRIFNIBRESE , FEXHEBT URL %3,

N E—HE RIS RSN ElIPIYW3pW28FpsEdkXt/+WcGel=

, BRESEINE R BRIERESE (Signature ) 79

EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , TiSRTFEMSRAER URL,

AR NRAPKRISKSER GET , Bi&iEKA1%58 POST @it Content-Type 3 application/x-www-form-urlencoded , MI&iXiEkK
RAEERSHEIREM URL RS , SHRMN-ASARERIG. IF ASCI FRHE URL fRISAIFREStLL UTF-8 #{T4%i8.

IR FLREIESH http BERBESFTESEHT urlencode , ZEXMMER T , MATREXIERBHT URL 3T , BUAX URL 4

BESHERLM.

IR RittSEERR TR , MISKA RFC 3986, /A %XY MRFHFFRRULIRFHITES RS , B XY 9+ H+F/F
(0-9 KB A-F) , BRINSESIRER.

4. ZZEM

WRIESCRREN | T T ERRAEIRD |

RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound

AuthFailure.SignatureFailure

WS : BRmEmEX
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RS iR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZHRIEE ( RE= API ZHEZERY )
\,—\-. —_—
5. &%&"

FESTRRERD APL 3.0 B , HE7EAIREEItcecloud SDK 3.0 , SDK EEETRRMNLRE , FAN R RRIBMEOE, HMEs
SJ7 SDK iy, SRTSTRAREIES

e Python

* Java

* PHP

* Go

e JavaScript
e .NET

ATEBRNERERTRE , THUSMREES A6, B OANERTERARIIL. BXkES. EREOMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN | TrTAIBRERA SDK.

REEHHAY url TJ8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPRZERENN | HEBEARRSHEIRE |, RIaNSRELL url FEXSEEHF I FEE R curl Em<SERINSIREESN
Hix | SRH. ATEE—NTLUEERER url |, EEERUREIFH Secretld 1 SecretKey NESLAVZESE | FHERRFHBIRTEEUE
79 Timestamp ,

IR A NENTRG , FARREES  BEER—ESSRITEEIR url JEEEEMARE , RMASHIRNFAR |, (BXHAFIER
. REMAESHEE  BESITEIERRIE.

IR LIMURB(ERT APL 3.0 , FEEERATHEMNERRE | BIERIERN APl , BTFEATERBRSHERUEER |, B
XS R BYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);

WS : BRmEmEX 531 T 90
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// SEFRERur RS SEIRF S B ER

for (String k : params.keySet()) {

/] BFEXSEKEB#Turlencode , BT keyEBRRNFH , #ltA NI Hvalueit{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LAEEIHEF

// SCRRVEFBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHESE]

// SEFRE RSN RS E0RTE) |, 130 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~"FHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // A48

params.put("Action"”, "Describelnstances"); // 2NHE%(

params.put("Version", "2017-03-12"); // ~H5%

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // A53&%§

params.put("Offset", 0); // S5

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // "%t
28

System.out.printin(getUrl(params));

}

}

Python

IR (IRETE Python 2 IMEBHEST , EBELREE requests (KIS :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

WS : BRmEmEX £832 71 #90
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IbSSCRRER | AShiaaTeer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)

2
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2 Ao

EOSHV3

BIFEAYE: 2024-09-11 15:04:53

tcecloud API £33 MARIEIFHITEMNILIE , Eﬂ’é/\%ﬁﬁﬁﬁ-ﬁ%ﬁ&%a:R%Sztﬁ’@@xz{* ( Signature ) LISTEBERES D, &

ZIEEHTEEIILER , TeFIEEIE Secretld 71 SecretKey ; ERFPIRRBLZEEIE , BRITF=APIZHETUERE | BSNFEEEA=API
=0,

‘EEI—‘—I =
1. HiFREFIE
EFERERTAPIZAD , BRESAPIEHNEABEREFEIE. REFEIEELE Secretld # SecretKey :

e Secretld FAF#rR APLERESH
o SecretKey FIFINEEE = BFIIRS S mICIE S E FATRAIEA.
s AFPWIIFIRREZSREIE , BRitEE,

RIS ZIENEARLS BT :

1. EFtcecloud BRI ZHIE,

2. BIfE=APIZSERYIEHI & TRE

3. AE=APIZSATIHE , Mz [FiE] BIALAGIEE—XISecretld/SecretKey

TR AREKSRESELUABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data PN | json IEXERARTBISEOSTE |, multipart 18z
RENEWSEONE: | IWEHZEOAEEER json 18IUER | &5 BRSO A,

THEURRSSHREA MNXEHFIRIEAFIF  SEBRNBERRHEITRE. BAWBERTERSTAZIZRMNSEL : Limit 7 Offset ,
{£F8 GET 7558,

BRiIZFIFAY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAEIE R
RIS HHEHIEIERKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , AR GET ;

WS : BRmEmEX 5534 T 90T
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e CanonicalURI : URI £2%§ , API 3.0 EEAERIFT (/)

* CanonicalQueryString : &2 HTTP ik URL FEIEIRFHFE , XF POST 15K , EIEATFRIE , 3F GET iEK , W9 URL Aija)
£ (?) EENEFERS , AREIBYES : Limit=10&0ffset=0, ;£ : CanonicalQueryString EE47 URL 4773,

e CanonicalHeaders : 25&ZRILEHER , ZES host 0 content-type FINLER , tBATIIABEXAELSBS 5E B LIREEEE
SREOME—EFIZ 2, FHEMN @ 1) k26 key 7 value F—4ER/NE |, FHERITEHRETIE | 1KER key:value\n 1&(HHE ; 2) &/ kS0,
HRRBSLER key (/NE ) ROFEEHEFRITHHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £25&ZAEMER | IRBALXIERBMLLIS S5 TER , #1 CanonicalHeaders B ZRILEABE—XIMNAY,
content-type #[1 host J9usifEsLEB, HHENN : 1) L3R key ZB—HA/NG ; 2) Z41KEB key (/NE ) 1RERFEHEF#HITHHE , 7B
25 (;) PR, WHEIFJ . content-type;host

* HashedRequestPayload : IEKIEXHINEHE , itE/5i%/9 Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 33 HTTP i5
KEE/NEX payload fff SHA256 5% , AE+7\#HmS | RERIDHREEM/NEFE., =2 : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload By HTTP i&SKIEX payload,

HRIELLEAIN | OIRERIRAGEIERENT (ATRNEW , \n BITFREESRITEFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER IR
ARSI RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BATEREA TC3-HMAC-SHA256 ;

e RequestTimestamp : EKREFEEE , BIiERLERAY X-TC-Timestamp BUE , AN RGBSR 1539084154 ;

e CredentialScope : EIFEE |, 1829 Date/service/tc3_request , @& HHR. FNEKARSINLRIEFFE (tc3_request ) , Date A
UTC tRERTTEIRBHE , BYEREM LS H X-TC-Timestamp #&5AY UTC FRAERIBIERE—3 ; service AF-RE , WRASEBNR
BEZ—5, 180 cvm, 8N ERFLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASBHHEFTENECIEREBNGHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

P

1. Date /MBS EIEE X-TC-Timestamp i+E15%) , BRFX UTC+0, WMERIMARFAMRXEE , FIE/\KX |, BSEEX8E
AR, EREEMBERMERM. RiZiTE&/s 1551113065 , 4/ \XAYAYEE 2019-02-26 00:44:25 , EEITEEE
#9 Date EXY UTC+0 AYEHEARIS 2019-02-25 , MAE 2019-02-26,

WRFRE - BRmERMEX 28351 #90
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2. Timestamp X/REHRIRFATE , BEBERRSEHENEREERSH , MREEETADHPNSERM. MNRKASEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZSHHER ) .

HRIELA LA | REIFPERIREFERFRHRUT (ATRREN , \n RTFAEESEITENRI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. i8S
1) HEIREREEE , (hRBUIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date =E=8. , a0 L3~ , 792018-10-09 ;
e Service : B Credential g4 Service ZERER. , A L7=0 , 73 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRES ZER ;
e StringToSign : AIZB2ATEBRINSFSEFRE ;

2.4. #H8 Authorization
AN ™RRCHE Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ', '

'Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
e Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M tX , EIEEHE ;

* SignedHeaders : L £ , 258 ZHLIHER ;

* Signature : &8

HRIBLA LA | IR EEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

WS : BRmEmEX 2836 T #90
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RETEIERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&0Offset=0

REeREMRST (BMS

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

HRIESSIRER | FAEUTERKMANERG | iSRIEIRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ;#?%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkikkk ./If_ﬁ 3 o .L-l.%ég khkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkhkkk $‘9¥ 4 j:}’fl:g Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

WS : BRmEmEX 2838 T #90
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkhkkhkkk 53% 1 o ;#;g;m;ﬁi%*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# kkkkkkkkhkkkkk 5% 2 : T#*%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkhkhkk ig% 3 : H’%Eg *khkkkkhkkkhkkkhkk

# ITEESBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *khkkkkhkkkhkhkhkk 552’% 4 : ?#*% Authorization khkkkhkkkhkkkhkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEOMINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}

WS : BRmEmEX
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15 KE5H4)

BIFEAYE: 2024-09-11 15:04:53

1. fRSSHbtt

btz (Region ) RIEYBERIEHEH OAIMIEXE,, tcecloudFIIEARRIHZ EE2RE |, MIEARHRERATEEATSEEINEE

t. ATIHEHRME. RS THEE  ENGERERELEEF I,
ERTLUEIT APIED EiiSIR B ArtETIxR.

2. BEMY

tcecloud API FIFFE#EO@EIE HTTPS IHTE(E | IRIAEREMNEEEE.

\E > :
3. IBKTE
STHEEY HTTP iS5k
e POST (#7F)
o GET
POST iE3kz#569 Content-Type 258! :

* application/json ( ##F ) , ¥4fFA TC3-HMAC-SHA256 && 754,
* application/x-www-form-urlencoded , #%7f#R HmacSHA1 g HmacSHA256 &&75i%.
* multipart/form-data ({X&EBHDEASZE ) , LERA TC3-HMAC-SHA256 E&737%,

GET iERRIBREANAREHBIT 32 KB, POST iER(FEAZEE /55N HmacSHAL, HmacSHA256 BAARE#BiE 1 MB, POST i&EKERAE

#&75iEA TC3-HMAC-SHA256 Aiz3% 10 MB,

4, FRIwAS

FEFAUTF-84%%3.

WS : BRmEmEX

%41 ;@ H#90

2



X BIHSTCE BLERSE (BMS)

IS

BIFEAYE: 2024-09-11 15:04:53

RS

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HIEFAT) , EeTaerORELIT

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMEBH Requestld REERFER , TiCiEKMINSE , RE APIET |, MAERIREL

* Requestld FBF—> APLiEKAIME—IRIR , 2R API HILRE |, STLABKERERA] , FHREZ ID KRR,

* [RTEEMNFERS , HRIWARKREOENNTER  AENEOMMRENFES IO SXEFIEN. HFIHE TotalCount
InstanceStatusSet 5 DescribelnstancesStatus £ OENXFER , BT EREKNAREMEZE=RS2TLH , Bl TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tHIRIREIER
£, SRR

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMEEZISKARKM, Error FEREREAERRY Code 1 Message FERTE LM AT 2 EIREIAY,

e Code FREMHEAEIRD , HiEKH BT RIEZEIRISEA RS Ha0E O RAYE RS R BEEmE R MREFIRR
BE,

Message BRHTXMEIREENERERE , BEISEESAEMN | WAL B FRISTEREH , AP ARRKEIXMRE]
&,

* Requestld FBF— API iEREUE—HIRIR , N8R APL HIIEE , STLABCRIRA] , FHEMIZ ID SEARRBE,

IR (TODO: EEERE, REEENFEER?)

IREIZERPUNRIFAE Error FER , NIZRRBA APLIECIKM,  Error iy Code FERFRTMEIRD , ATB SR REHINAYEIRAS A AL
IREG , TERIIH T ARG,

WS : BRmEmEX 42 70 #90
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

TRIRIEA
ERAEE (A2 API AR ) |
MFA $5iZ,

AR,

k3

SEZIULLN

%

SRR

k

token f&i%.

Bk R CAM 1Y,

BREEIRSE (BMS)

DryRun #{F , RFBFGSEMING , RRSET DryRun 2.

AR

REREIR.

EORMFE.

SHIEIR.

SHEYEEIR.

B ECRPRH].
BROSEGEIR.
EOMANEFE.
IERAVREGET T IRERPRHE
RiRH G .

BIRE.

BIFFE.

BIRAEI A,

RIRBUE(E.

RAISEGER.

BRI,
http(s)iERIMMYEEIR . R>2FF GET # POST iE3K.

EORSHSRTEhEL,
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\H5

VAN

VTERSRATE: 2024-09-11 15:04:53

[BikSS=8 (BMS)

HEYRATRRBFIZOLSNENSE  WIFE | A MEORBRARO AP ABXLSHEHTRE  EERERKIETEE
}E XLESH , FREERKIEIEK.

ERTTE V3

{888 TC3-HMAC-SHA256 && 7507 ,

SHETR St

X-TC-Action String

X-TC-Region String

X-TC-

. Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

alil

alil

el

alil

i

NHBHEBEFZ—HZ) HTTP Header i53KLEBeh , 10T :

%

BERZEOSR, ESEEOXETMASEATESE Action B9RE, FIIN=IRSENE
ESEFI5IZRIED |, BUYE Describelnstances,

WIS SRR BRI EI MbERIEE. RORZAEEESE R OXETRAS
NS4 Region AUGHR, 1R | EEROATFEELEZSY , BOEPIILATHI5R
B9, RSB EEEBIZ S M BARERL.

=1 UNIX BJE)E , ElicRAH#S APLiERAGATE), g0 1529223702, & : (IRSMRSS
RHEMEEBE St , 25 EEERITHIER,

R APL BURRA, EUESHEOSEHRASRILSE] Version BiRBE. HIAIZARSSERAIR
& 2017-03-12,

HTTP fRAESDIAIESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : €£75,% , BRIEENZE ;

- Credential : £&1EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EFENLHSE X-TC-Timestamp 5/ UTC FRAERNBEIREE—E ; service AF=m& , &
RSB mREE—E, flgicvm ;

- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9wsifksLEp ;

- Signature : EZRWE,

IEEERATAAY Token , BEESRIGIIEE—FSER. IGHZEF0 Token EEZHQETRIR
SREBZEOKE, KEIZHEAEE Token,

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—MEEKES , (0T

SHETR RE
Action String

WS : BRmEmEX

=
=

fiik

BENEOSIR. BESEEOSETMASENTESE Action B9IREA. FIaN=IRSEE
REIRsLHIZIZREO , BUEA Describelnstances,
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SHETR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

s IR

s

String

Integer

Integer

String

String

String

String

String

i

alil

il

i

Jalil

oy

i

BREEIRSE (BMS)

fik

Wi Sy, SRR B EI MBIEAIEIE. FOESZHEREESE E O REA
SHNHESE Region RUGER, 1R | BUEONATEECRZSH , EOEP IR
BIRER , LATEMEEEBZS M AL,

2457 UNIX FHE)E , AlieR &S APLiEkAYATE], 1901529223702 , 4NER 5XFiIRTE
HET X , £3REFTHEIR.

BEHNIEEESEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHH_E ERBERIRREDH] Secretld , — Secretld XFRME—HY SecretKey |, i
SecretKey FRARLIEREEE Signature,

BRESR , FRBRIERERNGEN | FERFRIEFRMASEITESEH. Bkt
BREESNEROSRSME,

B{FRY APLESRRA., BUESEROXEPASATSL Version B, AIN=RSES
A9RRA 2017-03-12,

BEZ5, , BaixziE: HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Zf5F HmacSHA256 ELALIIES S , EftBiER9ER HmacSHAL IGIEEE.

IERPEBFTER Token , BEESIGII AR, IGRIEEF0 Token EEEHRE
EIRSTARZEOKE. KEIZHAFZE Token .

i ( Region ) BEMIRAIEIRH ORIEIEXIE. tcecloudAZIIEREIE 2 B2 | RIERREMRBRARERELESE
t. ATREHRRE. B8 TEERE , BERRFELEEFatbE,

EEJ LA APIEC EAMIESIER EESTRAIIETIE.
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ReERS
el AP

BITEFATAE: 2024-09-11 15:04:53

1. O

EOEki® : bms.api3.finance.cloud.tencent.com,

Bl AP
BONROIBRIRERIRE] - 200R/FD,
EOSEHATE : 2023-09-20 15:25:21,

EOBFIRE R EMN.

2. NS

LINERSHGIRNGIH T EOBRSEFIES AHSE , <&

SHEBR i FEFNULL
Action = &
Version 2 &
Region 2 &
Instanceld 2 &
BackuplIP & &

v X

3. BitHE%

SR St R
Requestld String

H >

4. §E5IR1S

ZROERWSZEARAEIRT , EbERGIFENA LS

WS : BRmEmEX

s
String
String
String
String

String

N

[BIRS5EE (BMS)

HBHPIRWAHIBRSL,

224, AEOBYE : CreateBackuplIP

NS, AEOBYE : 2018-08-13

N

NS, FNmSIFOMESIZR(TODO)
BMSARS525AYID

fEEEAIP

WE—iEK ID , BRIEKEIRE, TR FERHIZRIERE Requestld,
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Bl SR ENETHE

BIFEAYE: 2024-09-11 15:04:53

<7 A
1. EOEA
EOBEKEE . bms.api3.finance.cloud.tencent.com,
CUIRRDENEEHA | ZINREXI BRIk K | BEIEFER. ISR RA , JECIEsLFIRRTERE.
FOANBEOERIRIRS « LOXR/FD.
BEOSEHFATE : 2023-06-20 11:24:11,

EOBIIOEE NN,

A sles
2. NS
L BRSSPI TSI T EOE RS ST AL S | SEARSHFIRIALEREH,

BB Ik RIENULL K8 fik
#H

Action = & String NH2SE, KIZEOBYE : CreateDisasterRecoverGroup
Version = &5 String nEs#H | ANEOEYE : 2018-08-13
Region B S String QB FRFRIFHMRFIZR(TODO)
Name 2 & String  OHEREFHEBR , KEL-60MNER , SUFP. 33,
Type 2 = String ﬁgﬁ%fﬂﬁéﬂ%ﬁ! , BUESEE : <br> <li_> RACK : HIZRE4 ( BE3SHRML ) <br>
<li>RACK_SAME_SW : #2224 ( FIZHEA)
3. WHEE
SHER St fEA
Requestld String HE—iEK ID , 8RIEKEPRIRE], EfIEIRRAT R SR fliZRiERKEN Requestld,

4. TR

ZEOERWSZEERERTD , BOERGFEN A AHLERE.
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BIEC\BERIZ8ZE

BIFEAYE: 2024-09-11 15:04:53

1. #EOfER

EOBEKEE . bms.api3.finance.cloud.tencent.com,
B BERZEAE

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2023-08-29 22:08:12,

EOBIIOEE NN,

2. NS

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SHER Wiisk FBEFNULL St A
Action = & String NS, AEOBYE : CreateHeartbeat
Version =2 &5 String NHESE, AEOBYE : 2018-08-13
Region 2 S String RNESH, FENFRSISRMRZIZR(TODO)
Name 2 & String IHBEILREZFR
A s
3. s
SHER il IR
Requestld String W—i5K ID , &XIEREPSIRME. EAEENBEERAZRIEKE Requestld,

4. FEIRD

ZEOGLWSZEEXRIERY  BtEREFE AR,
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BT NRET

BIFEAYE: 2024-09-11 15:04:53

<7 A
1. EOEA
EOBEKEE . bms.api3.finance.cloud.tencent.com,
BRI MRET
FOANBEOERIRIRS « 200R/FD.
BEOSEFATE : 2023-08-08 10:28:12,

EOBIIOES &N,

2. NS

UTNBERSEGIRGIH T ROBERSEIRBO DHSE |, TBAHSHFIRDAHERSH,

SHETR Wi FRIFNULL &3 Tk
1t

Action = & String NS, AEOBYE : CreateOutbandIP

Version 2 & String XS, AEOEYE : 2018-08-13

Region B S String  AHBH, FRFRISHMRZIZR(TODO)

Instanceld 2 = String BMS3LAIID
FABRZF/ID , 280 subnet-xxx . BHAIFAENETFMIDEBIEREHEIE

Subnetld = 5 String 18 ; BT LAJAR$EO [DescribeSubnetEx] , MiEMIREIFAY unSubnetld FE&FX
'

Vpdld 2 & String | TWAREID , A vpeox . BIIVpCIdAIBIT B R IEHIAIES ; GAILIAR
$# [DescribeVpcEx] , MEOIREIFHT unVpcld FERFREY,

Vport = a Int64 IRSS 88 EMETRYIR S BEE0-65535 |, T B IRSSBIEAFERNIRAS

Vip & ! String  #EBREIAJoverlay IP

3. WS
SHER &g R
Requestld String W—iEK ID , &XIEREPSIRE. EEENEEREZRIEKE Requestld,

4. iRt

2
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IZEOERSSBERXAIERT , AbERIGIFEN A S
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FR o B E R

BIFEAYE: 2024-09-11 15:04:53

1. #EOfEA

EOiEki®& : bms.api3.finance.cloud.tencent.com,

ZA$EO (DeleteDisasterRecoverGroups) BBk (DB ERMEFE]. RETHNEMEHEAREMMER , IF=HNEHEFRICHERENFTEBMS
IRS3EE . AREMITIHBRIEIE , ARST-EMIR BB ALMANEIR.

RN OIBISRRIRE © 100R/FD,
EOEHATE : 2023-04-06 18:32:11,

ORISR EM,

2. WNSEL

UTNERSEGIRGIH TEROBRSENPO LIS, mBAHSEPIRDNATLERES,

SHAR Wik FBFNULL SREY A
Action 2 & String NHBE, KZEOBYE : DeleteDisasterRecoverGroups
Version — & String AHSE, AEOBYE : 2018-08-13

Region = = String AHSE, FIFRIFHEHFIZR(TODO)

Array of  DEIEREFEIDSIZE |, ali@I[DescribeDisasterRecoverGroups]iEO3REN, &R

= =
Grouplds 2 & Sting  IERAFRIENS HENEHELE HIREI0,
3. iS4
SHEIR i fitik
Requestld String E—iEK ID , BRIEREPRE., EIERANFEEREEZRIERAT Requestld,

4. FERhG

ZEOE RS ZEEXRAERTD , EtEREF A HERE,
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MBS/ OB Y282

BIFEAYE: 2024-09-11 15:04:53

1. #EOfEA

EOBEKEE . bms.api3.finance.cloud.tencent.com,
IR OB RIZE4E

BOAEZEOIERIRERPRE : 200K/F0,

EOEFAYE : 2023-08-29 22:20:44,

BRI S-S &N,

2. NS

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SHER Wik FEEFNULL Sl Rk

Action = & String NS, AEOEYE : DeleteHeartbeats
Version =2 & String NESE, AEOBYE ; 2018-08-13
Region £ S String RNESH, FEIFRSISMRFIZR(TODO)
Heartbeatlds 2 & Array of String HRIBRAS OBk k£ ZEID

3. S

SEER eS| A

Requestld String W—iEK ID , 8XIEREPSIRME. EBNBEERAZRIEKE Requestld,
-3
EllBEﬁE_'J

ZEOGLWSZEEXRIERY  BtEREFE AR,
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BHFRT S MNERET

BIFEAYE: 2024-09-11 15:04:53

1. #OfEA

EOBEKEE . bms.api3.finance.cloud.tencent.com,
TRIBRTESNIREGS

BOAEZEOISRIRERPRE : 200%/F,

EOEFAYE : 2023-08-11 17:42:17,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SEER WS FEFNULL St R
Action 2 = String NS, AEOHBYE : DeleteOutbandIP
Version 2 & String NHBE, AZOBYE : 2018-08-13
Region = B String AHSE, FENFRSTISHBEFIZR(TODO)
OutbandInfos 2 & Array of DelOutbandInfo HbSIRET X RS 3
A MM
3. WS
SEEFR it R
Requestld String W—i5K ID , &XIEREPSIRME. EAEENBEERAZRIEKE Requestld,

4. FEIRS

ZEOGLWSZEEXAERD , BtEREFE A HER

P4
=
dA
°
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ERERNEFRER
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BIFEAYE: 2024-09-11 15:04:53

1. #OfEA

EOBEKEE . bms.api3.finance.cloud.tencent.com,

EREMEHEEETIR
FOAZOEISRERIRS - LOR/FD.

EOEFTE : 2023-04-06 16:59:34,

EOBIIOES &N,

2. NS

UNBERSEGIFRRGIH T EOERSERIERS

SEER
Action
Version

Region

Grouplds

Filters

Offset

Limit

Wik FBFNULL

=
=

=
=

=
~x=

iy

H

iy

iy

Py
[}

a
(=)

@
[}

iy

H

iy

iy

3. S

SHETR

Groupld

TotalCount

Requestld

A

o

s
String
String
String

Array
of
String

Array
of
Filter

Int64

Int64

DisasterRecoverGroup

Int64

String

WS : BRmEmEX
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HBE , TEAHSHIIRDNATHERSH,

HE80 , AZEORYE : 2018-08-13

B

%

HBE , FERNFRSISAIEEIZR(TODO)

2>

\

BEHRIdIR.

BREEIRSE (BMS)

IEEM. <li> Name - String - B&WE : & - (ITiESME ) IREBTAXIEE.
</li>&rRiERaY Filters BY_EPEF10 , FilterValues B9 LFRA5, SEATIZERTE

%€ Grouplds #0 Filters
fwizE , BEAAO0,

REEE , BiAK20 , &AEHS100,

%

S ERISNART L,
ENEFAERIE

HSEXSSART L,
BFREREERE.

E—IEK ID , &RIERESIRE. EMIAEISFEERAZRIEKRA Requestld,
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4. FEIRS

ZEOGRWSZEEXRAERD  EtEnREF ARG,
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BHiRBMSHERRSZE

BIFEAYE: 2024-09-11 15:04:53

=7 R
1. EOEA
EOBEKEE . bms.api3.finance.cloud.tencent.com,

A#0O ( DescribeDisks ) BFEIABMSHERETIZE,

o HJLURIEBMSERIDEHERREIRBMSERFAES | FRFMZEANSANDRXER | TRERIFMEBENITIES Filter ,
* MRSHHZT , REIHFIAF—ELE ( Limit FTEEIEE | BiA20 ) RIBMSERTIZE.

RONEIERERERIRE]  200%/%0,
HEOSEFHATE : 2021-04-28 19:00:30,

FEOBIINE S EN,

2. BMINSE
UTBREUPITBIH TROBRSKAES AR | RRASHPIRN L EREL,

SHETR Bk ARVENULL 33 fik
1t

Action = S String IS, AEOBYE : DescribeDisks
Version =2 &5 String NS ANEOEYE : 2018-08-13
Region = ) String REBH, FIFRSERMEEZIZR(TODO)
A . .
. MY R ARESMEEIDES, BRIDM : disk-11112222 . SHRKISERIS
DiskIds &5 &5 of . (. .
. 7€ DiskIds #0 Filters ,
String
TR, SEASIERAGIEE Disklds 70 Filters . <br><li>disk-id - Array of
Array String - REWIE : & - (ILIBRM ) 1ZRERIDIIE, BRIDFYN : disk-
Filters & & of 11112222 <br><li>instance-id - Array of String - 2&WiE | & - (1ITEEME)
Filter RERERESAVRESEIAIDITIE. FTHRIELSHEREREEEN TR,
<br><li>zone - Array of String - 2% : & - (1E&H)
Offset s = Uinte4  {m%E , EBIAA0,
Limit B ) Uinte4  IXEE , BUA920 , &RAE100,
A M2
3. FitH &
SHER St fEA

WS : BRmEmEX 2556 T0 90

2



X BIHSTCE BERIRSSE (BMS)

SEER ESid] U
. S ETIM AT,
Total 4
otalCount Uint6 e ST
) ) WESHBIIIAET I,
DiskSet Disk
Iskoe N RS,
Requestld String HE—EK ID , &XiEKESIRE, BRI EEREIZRIEKA Requestld,
+H-
%EIBE

ZEOGLWSZEBERIERD , HtEREF A SR,
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1. #FOfEA
EOBEKEE . bms.api3.finance.cloud.tencent.com,
ERERFIFRIFE.
EOMZOERINERS) - 40%/70,
EOSEFRAETAE - 2023-11-02 20:21:19,

BRI S-S &N,

2. NS

LINERSHGIRNG I T EOBRSEIRD 1S4

W
S
di
figk
>
H
&
><T
=
Wt
=
>
H
il
Xk
><T

BB ik RPENULL KRB 1A
S

Action = a String  AHB¥, AEOBYE : DescribeFlavors
Version | 2 | & String  AtBE, AEOENE : 2018-08-13
Region 2 & String  ARBE | ENFERTEIEEIZTODO)
A g S 1 sC 7 =Nk -
Flavorlds & = Ofrray RE—\HE SN LGIDENR, SLHIDRAN : flavor-11112222 &IRIEKAISLAIRY
: - String FBR79100, S¥ASHFRERIERE Flavorlds # Filters .
JigFM. <br><li> zone - String - 2&X4E : & - (1ITREMG ) REITAXY
Amay 8. </li><br><li> flavor-id - String - A : 7 - (IR ) RILHUDI
Filters S S of &, SCEIIDAZAN : flavor-11112222, </li><br><li> flavor-name - String - &
Filter  WME < 7 - (IR&RM ) RBIHISIRLIE. </li> <br>ERIERA Filters A LIR
7910, FilterValues 89 EFRH5, SHASHFRAIIERE Flavorlds #0 Filters .
Offset & S Int64  {RBE , I8EOffsetht , MARERIFEELIMIt,
. EEE , BOAN20 , BAMEN100, %TF Limit E#—SNMEEES APL i/
Lirnit & = Int64 L
AIRERNTS,
-\ sls
3. FitHESE#
SHBR KA A
FlavorSet Flavor Wﬂ‘ﬁﬂ,
ERFBIIR
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SEBIR ESig)
TotalCount Int64
Requestld String
2
4. 35103

fik

HESEZIIART AL,
BROH

H—iEK ID , &XiE

HEERSSES (BMS)

KEPIRE], EFRTRERMIZRIERE Requestld,

ZEOERSZEERAIERD , BRI HERD
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EOBEKEE . bms.api3.finance.cloud.tencent.com,
BROBMEERER

BOAEZEOISRIRERPRE : 200%/F,

EOEFAYE : 2023-08-29 22:19:34,

EOBIOE R NS,
A s
2. MINSH
TFBERSEGIFRSGE TEROBSRSEFIHDALSE , TBEAHSHIIRIATERSEL,
SEER Wk AEENULL 28 U
Action 2 & String AHBE, AEOBYE : DescribeHeartbeats
Version = S String NHSE, KZEOEYE : 2018-08-13
Region B S String NS, FEIFESIFHOREEIZR(TODO)
Array
Heartbeatlds & & of ILBERIZZ4EID
String
Arra WiESAE. <li> Name - Strlng EEWIE B - (1B ) RRERTE.
Filters = = of Y </li><li> Vlanld - String - 2&%E : & - ( J_J:' {4 ) #&RRvlanididiE.
= = ilter </li>ERIERM Filters EI’JJ:BE7'J10 . FilterValues f_EFRAS5, SHATIER
Af4E5%E Heartbeatlds #[ Filters
Offcet = = Uint64 ﬁfgi ., BUAAN0, XTF Offset NEH—ENRBESE API E1 1 +a9HER NN
e
Limit = = Uintgq  BEESE , BUAN20 , BAEN100, XTF Limit MEH—SNABESE API
- - BN REIHERANTS.
A sl
3. s
SR E:Sid] A
HeartbeatSet HeartbeatSet BB LEIERE S
TotalCount Uint64 IHEkRZ8ZEZ B2

WS : BRmEmEX 5560 T 90T



X BIHSTCE BERIRSSE (BMS)

SHAWR i) A

Requestld String H—EK ID , ®XiEkEPSIRME. BRI EERAIZRIEKE Requestld,
3
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ZEOE LI SBERXAY SR , EEREEN A LR,
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1. EOEA
EOBEKEE . bms.api3.finance.cloud.tencent.com,

A$zO (Describelnstances) FAFEII— 1 Z N LAIRNFEMER.

o AJLURIESLH ID | SLBIBFREE SO BIENSERREALAIRNFRER. TRERIFMBEINTIERS Filter .
* WMRSHNZ , REISFIAF—EHE ( Limit FriSEvEE | BiA7920 ) BISEHI.

RONEIERERERIRE] : 40%/7D,
HEOSEFHATE : 2023-04-13 11:50:43,

FEOBIINE S EN,

2. BMINSE
UTBREUPITBIH TROBRSKAES AR | RRASHPIRN L EREL,

SHER g IFENULL 58 U

Action 2 &= String  AHES#, AEOEYE : Describelnstances
Version =2 & String NHESE, AEOEYE : 2018-08-13
Region 2 £ String  AHSEH, FFRSHFIIRFIZR(TODO)
Array  REB—AEESNLAFIDER. KHIDAAN : bms-11112222 . (ISHAIEAK
Instancelds & & of BRATSEAPIENRY idN —15 ) . BRIBERAIAIRY_ER/9100, SEASTHHR
String  BY3SE Instancelds #[ Filters ,
WiESAE. <li> zone - String - E&WE : & - (TESMS ) REITBXITIE.
</li><li> instance-id - String - EAMIE : & - (1TEEM ) IRIESLAIIDITIE.
SCBIIDFAN : ins-11112222, </li><li> instance-name - String - EARWHIE :
B - (OERE ) IRBLAIEFRTE, </li><li> instance-state - String - &
WIE B - (IDU8EMH ) IREBELAIAVIRZITIE </Ii> <li> private-ip-address -
Array String - REWIE : & - (IIEEM ) IRIBLHIEN-RIAMIPEIE, </li><li>
Filters B B of vpc-id - String - A 1 & - (IDEEM ) RESLAIFTEIvpcidiitTidiE
Filter </li><li> subnet-id - String - E&ME : & - (TIEEMY ) RBLHFRBENF
KA TILIE - (IS8 ) FRABLAIFRERIgroupid#H TidiE </li> <li>
groupld - String - E&ME : &, </li><li> cpuArch - String - EEMIE : &
- (IS8R ) ZRBBCPUZBHEITSE, </li><li> operating-system-type - String -
BEVE & - (TREY) KBRERFAIE. </li>8XEKM Filters AR
7910, FilterValues RY_EPRA5. SEAIFRATHEE Instancelds 1 Filters .
Offset & ) Int64 mEE , BIAAN0., XTF Offset NEH—SNEBIESE API B/ HRIER/INTI,

2
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SHETR Wik FRPENULL K8 1%

IREEE  BOAR20 , &RAEHNL00, XT Limit FEH—ENREIESE APLET

Limit &= &= Int64

FREYAES/NTS,
A s
3. HiIHESE
SHAR St R
WEHOFIMAET L,
TotalCount Int64 e
B EXIINART I,
InstanceSet Instance SIS
Requestld String H—gX ID , ®XiEkEPSIRE, BRI EEREIZRIEKA Requestld,
4. $HIREG

ZEOE LI SBERXAY SR , B EREEN A LR,
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[BikSS=8 (BMS)

EOBEKEE . bms.api3.finance.cloud.tencent.com,

BT MRES
FRAZCEISRERIRS : 200R/7D.

EOEFATE : 2023-08-10 19:36:39,

EOBIIOEE NN,

2. NS

LINERSHGIRNG I TEOBRSEFIRS 2 HS

SHER Wk RIFENULL

Action P )
Version 2 B
Region 2 =
Instanceld & B
Offset a &
Limit & =
gors K
3. mHEE
SEEFR eS|
InstanceSet OutbandInfo
TotalCount Uint64
Requestld String
Fe =]
4. 151=05
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=
di
ik
>
H
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i}
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- Sl A
String  AHESEL, AEOERYE : DescribeOutbandIP

String S, AEOEYE : 2018-08-13

HBE , RN RSISHIRFIZR(TODO)

>

\

String
String  BMSZZ{FIID
Int64 & , BAN0, XTF Offset FUEH—LNAEIBFSHE APL B HRIER/N,

REEE , BOA20 , &AEHNL00, KT Limit NEH—SNRESE APLET

I 4
e
A
BMSHAST AR

SRFEHSHE

H—iEK ID , &RIEKREPIRE]l, EMRRITEERHIZRIEKE Requestld,

ZEOGLWSEEREXIERY , EtEREF A HERD,
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1. #EOfER

EOBEKEE . bms.api3.finance.cloud.tencent.com,

BBMSTHINKSETE

FUAZ OB ISRERIRS : 200R/7D.

EOEFTE : 2023-08-25 17:30:54,

EOBIIOEE NN,

2. NS

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SHER S FEEFNULL &g TR

Action = & String nHE&E , ANEOEYE : DescribeOutbandInfo
Version =2 & String NHESE | AEOEYE : 2018-08-13

Region £ S String AHBH, FERFRSISHMRZIZR(TODO)

Instanceld =

o

3. S

SHER ESit)
OutbandInfo OutbandInfos

Requestld String

4. iR

String BMSSLIID

fik
HIMERIFE

HE—iEK ID , ®RIEKEIRE, TR FERZRIERE Requestld.

ZEOERWSZEERAERTD , BOERGFEN A ERE.
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1. #EOfER

EOBEKEE . bms.api3.finance.cloud.tencent.com,

BTRE— 1 EE T bmsDBMZE
BONEOIERIRERIRE] - 200R/F,
EOEFATE : 2023-08-29 22:10:57,

EOBIIOEE NN,

2. NS

UNBERSEGIFRRGIH T EOERSERIERS

SHER WAsE FIFNULL
Action = )
Version =2 =
Region = =
Instancelds = &=
Heartbeatld =2 =
por K
3. ZFHU ngjszf(
SHER it A
Requestld String
H >3
4. =S

ZEOE RS ZEEXRAERD , BMthEREFEL A
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String AHSE, AEOYE : 2018-08-13
String REBE, FRFESIFHMEFIZR(TODO)
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E—IEK ID , SRIEREPRIRME]., EMEMATFEERALZRIERAI Requestld,

HEEIRG,
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1. EOEA
EOBEKEE . bms.api3.finance.cloud.tencent.com,
AN (ModifyInstancesAttribute) FBHEXELFIREN ( BRIRSHHERELHIRIEFR ) .
FONBEOERIRIRS « LOXR/FD.
BEOEFATE : 2023-04-09 16:44:25,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FBEFNULL k8 ik
Action = & String ~HSE, AEOBYE : ModifylnstancesAttribute
Version = & String nNHESH , ANZEOEYE : 2018-08-13
Region £ & String RS, FEIFRSISHMEHEZIZR(TODO)
Array

— NERSBMEHRVERISLHIID, AJiEId[ Describelnstances JAPLHREIEAH

I I = = f »
nstancelds = | B gtring 9 Instanceld 3KEY, &RIERIALHRIEISCHEER FIRE100,
InstanceName 2 S String  SEHIERR. EMERSDE , EAEBIE601MFR.
A s
3. BiHES#
BHEIR SR R
Requestld String H—iEK ID , ®RiEKREPSIRE]., ERMATEERAZXIEKA Requestld,

4. TR

ZEOERWSZEERERTD , BOERDFEN A AHERE.
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1. #EOfEA

[BikSS=8 (BMS)

EOiEki®& : bms.api3.finance.cloud.tencent.com,

A0 (ModifylnstancesGroupld) FAFHEXELAIEREEH

FUAZOEISRERIRS - LOR/ED.
RS HATE : 2023-04-10 20:31:13,

BRI S-S &N,

2. NS

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SHER Wk IFENULL 58

Action = = String
Version = =5 String
Region = = String

Instanceld 2 &= String
Groupld = &= String
A M
3. HEE
SHBR RE R
Requestld String ME—FK ID ,

4. $5IRMT

OGRS ZEEXRAERD , EMthEREFEIA

WS : BRmEmEX

NHSE, AEOBYE : 2018-08-13
AHBE, FEN T RSIERREREIZR(TODO)

—/EHR(EROSCRIID, BE@id[ Describelnstances JAPLR[EMEA] Instanceld $%
B, SRIERAIFRIERILAIE = LRE100.

SEEREFEID , ali@d[DescribeDisasterRecoverGroups]iEZ3REN,

BRERESRE. EMIENFERAIZRIEKAT Requestld,

HERIRG,
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1. #EOfER

EOBEKEE . bms.api3.finance.cloud.tencent.com,

ZA$E0 (Rebootlnstances) FEFERELHA,

* HBEIRES RUNNING HISEFIA RTLATILIRLE,

o BOARRINET , SEHIFHN REBOOTING JRZ ; EELABIATHRT , SEFISHEN RUNNING KT,
FONROIBRIRERIRE] © L00R/FD,

EOSEFRAETAE - 2022-10-31 18:48:04,

EOBFIRE R EM,

A sl
2. MANSEL
UTNERSEFIRNGIH T EOBEKRSEFESL AHSE , RBAHSHFIRNATERSE],
SHBR Wik YENULL AR R
Action 2 & String NHSE, KIZOBYE : Rebootlnstances
Version =2 & String NS, AEOEBYE : 2018-08-13
Region 2 & String AHBE, U RSTISHIRBISFIZR(TODO)
Array ANREM
Instancelds 2 = of —NERSMFEIERILHIID, BI@Ed[ Describelnstances JAPLREHEH
String A9 Instanceld 3REX. ERIERAIFHRIEAISLHIEZ LFRE100,
A s
3. WS E
SHBR ESid] iR
) g2 wap N IR
Taskld Uinted emiEsaotaskid, AlEit taskidEE ST ER
Requestld String HE—iEK ID , ERiEKESIRE], EREEEREZXIEKE Requestld,
=]
%EIEE

ZEOERWSZEEXAERTD , BERGFEN A HERE.
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1. EOEA
EOBEKEE . bms.api3.finance.cloud.tencent.com,
A$£O (ResetInstance) AT EISELA_ EAVRER S,
o WNER$EET OperatingSystem 224 , NIEFAIEENRAELE ; BNIZIBRAELAFERNR S TELE.
s REBBEBISHM , HEE ; BRERSFEDLTEENY.
FONEOIEREERRS « LOXR/FD,
EOEHE : 2023-02-27 11:39:02,

FEOBIINE S EN,

2. NS

LITNBERSHGIRNFIE TEOBKRSHFRD NHESH , TEARSHGIRDAHLERSE,
SHBR Wik ARYENULL KA R
Action = B String ~HSE, KIZOBYE : ResetInstance
Version =2 &5 String NHESE | ANEOEYE : 2018-08-13
Region = S String REBE, FRFESHSAHIEEIZR(TODO)
Instanceld =2 &5 String sSCFID, BNE@IT [Describelnstances|&EE
RaidType P S String raid3&8y
OperatingSystemType 2 = String BERFr2EE
OperatingSystem 2 & String BERFRITIRA
LoginSettings = = LoginSettings SLHIERIRE.
1EERSS. BEZSHAILIEEREHEaR:. ollE
EnhancedService & B EnhancedService  ZRSS, BNETZSH , WXAAE=EE. =%2k
3.
3. WHEE
SHER & 3it] fEA
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Taskld
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String

HEERSSES (BMS)

fik

HSEXSIATT AL,
R[E{ESSHItaskid, ATiEE taskid EIAESIE TIER

E—IEK ID , &RIERESIRE]. EIARSFERAZRIBERAT Requestld,
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1. #EOfER

EOBEKEE . bms.api3.finance.cloud.tencent.com,
BiREZFAIP

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2023-09-20 15:27:33,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FEEFNULL KA ik
Action = B String ~HSE, KIZFOBYE : ReturnBackuplIP
Version = &= String nNHESH , ANEOEYE : 2018-08-13
Region £ & String AHSE, FIFRIFERFIZRTODO)
Instanceld 2 = String BMSHRSS28HYID
BackupIP = 5 String ERIFHIEZAIP , AN OverlaylpfFfE , BFARERIANEIP
Overlaylp s s String FRYEIP
3. MBS
SHRER &g R
Requestld String W—i5K ID , 8XIEREPSIRE. BRI EEREZRIEKE Requestld,

4. iRk

ZEOGLWSZEEXIERTD , BtEREFE A ERE,
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1. EOEA
EOBEKEE . bms.api3.finance.cloud.tencent.com,
A#£0O (Runlnstances) BFOIE— s Z MEETERILA,
FONBEOERIRIRS « LOXR/FD.
BEOSEFATE : 2023-09-07 15:44:11,

EOBIIOEE NN,

2. NS

LITNBERSHGIRNGIE TEOIBERSHFRID NS, RBAHSHIIR
SHBR Wi FPENULL KA
Action = &= String
Version 2 N String
Region = &= String
HostName = = String
Placement = &= Placement
Flavorld B = String
OperatingSystemType 2 = String
OperatingSystem B &= String
VirtualPrivateCloud 2 = VirtualPrivateCloud
InternetAccessible & &= InternetAccessible

WS : BRmEmEX
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NHESE, AEOBYE : 2018-08-13
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HBE , RN RSISAIEEIZR(TODO)
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=IRBB/IENS. <br><li>m=E () FE#EZE (-)
ABEVEA HostName BVEEFRT , FBEELEFEA.
<br><li>Windows £l : F=FKEA[2, 15] , BF
FH (MNRHEANE ) . HFiE#EE (- ) Bk, A2
FmE (.) , FEELEHF. <br><li>Hftha
(Linux &) 323l - FRHKEA2, 30] , RFIFED
M5, RZEA—E  BEATFFE (RBREIX/N

5) . HFEEsk (-) Apk.

SEAIRRERMYE. BIZSEHALUEESLAIRTER A
X, FriEmE.

E&ID,

RG3EA | ZHsLinux/Windows,

RERIRITIRA S,

FEMSEXEEEE. BEZSHAILUSEAEMNGS
HID , FMIDFHER. BEWSHPIEE TIAEME

ip , InstanceCountS# R SFAE MLEipAI N E—
.

LRMEEAXERIRE. ENMNEEZEE , VEIALW
#85/90Mbps,
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SR Y% MIFENULL R A
InstanceCount & & Int64 SCHIEE,
InstanceName & & String S BREBFR,

IHIERIKE  BEZSHALIRELHINERSVE

LoginSettings B &= LoginSettings -
BERS. BYZsHLIEEEAHEREE. =k
EnhancedService = & EnhancedService BERS. BMNEEIZSE, WRAFERERE. =%
2RSS,
RaidType = &= String RAIDZEEY
Tags S S Array of Tag SREIRESESEL
. DEEMEHAIDZIZ , mhEd
Groupld & & St ~
roup = = nng [DescribeDisasterRecoverGroups]#O3KEY,
A A 24
3. S
SHEWR it ik
. B HIINART L,
Taskld Strin
9 EEMESMtaskid B taski dERHESETIE R
Requestld String W—iEK ID , @XEREPSIRE. EENEERAZRIEKE Requestld,
+ 2
. f51=03

ZEOE TS BERXAY SR , EERBIEN A LR,
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1. #EOfER

EOBEKEE . bms.api3.finance.cloud.tencent.com,
ZA$Z0 (StartInstances) AT EaI— 1SS LH.

o RBEIRZEJ STOPPED RUSLAIA BT LA TR E,
o ZEOVEMAIHAT , SEFIS#E STARTING IR ; BahsEMIRIORT , SEAISHN RUNNING K7,

FUAZ OB ISRERIRS : 10K/,
EOSEFATE : 2022-10-28 19:09:38,

EOBRINE R EM.

A sles
2. NS
LI BRSSPI SI T EOE RS ST AL S | SEARSHFIRIALERE,

SHER g IFENULL 58 U

Action 2 & String AHSE, AEOBYE : Startinstances
Version =2 & String NS, AEOEBYE : 2018-08-13
Region = & String AHBEL, U RSTISHIRBISFIZR(TODO)
Array ANREM
Instancelds 2 = of —NERSMFEIERILHIID, BI@Ed[ Describelnstances JAPLREHEH
String A9 Instanceld 3REX. ERIERAIFHRIEAISLHIEZ LFRE100,
A sl
3. WS
SHEWR S| A
) g2 wap N TR
Taskld Uinted emiEsmotaskid, AlEit taskidEE ST IER
Requestld String H—iEK ID , ERiEKESIRE], EREEEREZXIEKE Requestld,
H-3
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EOiEKRES : bms.api3.finance.cloud.tencent.com,

A% (Stoplnstances) BT XA— &S MSLA.

o RBIRES RUNNING HISEBIA BT LA TIARAE,

* $ECVARRLIOAT , SERIS#EN STOPPING IRZ ; KIISEBIRTIRTS , SR STOPPED (K7,
FONROIBRIRERIRE] © L00R/FD,

EOSEFRAETAE - 2022-10-28 19:09:27,

EOBFIRE R EM,

A sl
2. MANSEL
UTNERSEFIRNGIH T EOBEKRSEFESL AHSE , RBAHSHFIRNATERSE],
SHBR Wik YENULL AR R
Action 2 & String AHSE, AEOBYE : Stoplnstances
Version =2 & String NS, AEOEBYE : 2018-08-13
Region 2 £ String RHEBH, FRFmSIFHOHBIEFIZR(TODO)
Array ANREAM
Instancelds 2 = of —NERSMFEIERISLMIID, TI@d[ Describelnstances JAPLREHEH
String A9 Instanceld 3REX. ERIERAIFHRIEAISLHIEZ LFRE100,
A s
3. WS E
SHEWR S| A
) g2 wap N IR
Taskld Uinted  emiEsaotaskid, AlEit taskidEE ST ER
Requestld String HE—iEK ID , ERiEKESIRE], EREEEREZXIEKE Requestld,
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1. #EOfER

EOBEKEE . bms.api3.finance.cloud.tencent.com,

A0 (Terminatelnstances) BFEaEERS,

o FEERISES , sEEAEOESRE.

EOAZ OB ISRERIRE - LOR/FD.

EOSEFATE : 2022-10-28 19:09:11,

EOBRIRER EM,

2. NS

UTERSEGIFGIH T EROBERSHFRBI AHSE

SHBR Witk
Action =
Version =
Region =
Instancelds =

ReleaseAddress 5

DryRun &=

3. S

SHBR ESit]
TaskId Uint64
Requestld String

4. FEIRD

WS : BRmEmEX

=
FFNULL 28
iy String
& String
iy String
Array
= of
String
5 Bool
S Bool
fk
HSERIIMFAT I,

BREEIRSE (BMS)

NHSE, AEORYE : 2018-08-13

REBE, N RSHSAHIRGIZR(TODO)

—NEEZMHE(EILFIID, =EH[ Describelnstances JAPLREE
A9 Instanceld SR, BRIERAIFRIERILAIEE LRE100,
NERSEL , BRHGERIEIP,

,—

1T,

i

i

REHESAtaskid, ATi@IS taskid EEHESIE TIER

HE—igk ID

ny e

PR= N

KREPIRME, EDRASFTEREZRIEKA Requestld,

%77 ;I 90
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ZEOERISSEERXAIERE , BbERIGIFEN A LS

WS : BRmEmEX

HiRAD

U]

°

HEERSSES (BMS)

278 TW #90
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X BIHSTCE BLERSE (BMS)

(ZEREFRER

BIFEHAYE: 2024-09-11 15:04:54

7 ek p
1. #FOfEA
EOBEKEE . bms.api3.finance.cloud.tencent.com,
BN EREHAEEATR
EOMNZOIERINEIRS : LOX/FD,
EOSEFRATE : 2023-04-04 23:29:27,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WAIFE FE¥FNULL &Sic) fEA
Action P S String NHBE, KIZFOBYE : UpdateDisasterRecoverGroup
Version 2 & String NHBE, AEFOBYE : 2018-08-13
Region B S String NEBH, FEIFRSERIMEEIZR(TODO)
Groupld 2 B String DENEEHEID
Name 2 5 String DEEETEETR
A M
3. FitH &
SHER it fEA
Requestld String H—iEK ID , @XiEREPSIRE. ERENFEERAZRIEKE Requestld,

4. iR

ZEOERWSZEERAERTD , BOERGFEN A ERE.

WS : BRmEmEX 279 ™ #90
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X BIHSTCE BLERSE (BMS)

BEFTOBERIZEEZFR

BIFEHAYE: 2024-09-11 15:04:54

=7 R

1. #FOfEA

EOBEKEE . bms.api3.finance.cloud.tencent.com,
BB EZTR

EOMZECIERINERS) - 200%/70,

EOSEFRAETAE : 2023-08-29 22:13:33,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WAIS FEFNULL E- Sl R
Action 2 B String AHSE, ABEOBYE | UpdateHeartbeat
Version P = String NS, AZFOBYE : 2018-08-13
Region B & String AHBH, FEIFRSISRMRZIZR(TODO)
Name 2 B String DB RERERIFFEFR , IKEEL-60
Heartbeatld 2 & String ILBERIZZAEID |, FZANHA-XXX
A M

3. S
SHER it R
Requestld String W—iEK ID , ®RiEKREPSIRE]., ERMATEERAZXIEKA Requestld,

4. iR

ZEOERWSZEERAERTD , BOERGFEN A ERE.

WS : BRmEmEX 2880 T #90
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SRS

BIFEHAYE: 2024-09-11 15:04:54

Filter

> EARERNTIERE , BTRGETIRER, FILTIEID. 2R, KEEF> * HEFES Filter BF, Filter [ARIXFEES ( AND ) X
&, > * BE— Filter TFEZ/ Values , [E— Filter T Values [Ef9XZE B ( OR ) XK., >> LA[Describelnstances]izZ

9 Filter 7fl, BERMNFEEFTAHX ( zone ) A M—KX HH LHRTEEE ( instance-charge-type ) AEFEA B&F REITE
RYSCHIRT , BTSN SCHR : Filters.1.Name=zone&amp;Filters.1.Values.1=ap-guangzhou-1&amp;Filters.2.Name=instance-charge-
type&amp;Filters.2.Values.1=PREPAID&amp;Filters.3.Values.2=POSTPAID_BY_HOUR

#EN OS] A : DescribeDisasterRecoverGroups, DescribeDisks, DescribeFlavors, DescribeHeartbeats, Describelnstances

BR W% FEEFNULL i DU
Name 2 S String BETIEAIFER.
Values 2 B Array of String FERINIEE.
OutbandInfo
BMSHEHEEI¥E

W T#O3| A : DescribeOutbandIP

BFR Wik FRFNULL 88U A
Array
Instanceld & & of BMSSLAIID
String
Array
InstanceName & & of BMSELHIZFR,
String
A o N, -~ N N
UniaVocld = | = P RETAEID , T vpenex . AV IBINBRIBHIAIE ; thelL
qarp A tring | "APRE] [DescribeVpcEx] , MEHEEIFPEY unVpcld FRFREY.
Array
Vip & & of HRETAJoverlay IP
String
Array
Vport B B of HBRETHIIRSS 2RIm 1S
Inte4
HeartbeatSet

WS : BRmEmEX 2881 @ #90
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DBERBAIFMER

W T3]/ : DescribeHeartbeats

R Wi FEYFNULL St R

Heartbeatld 2 & String B RILELEID

Name 2 S String BRI EZFR

Vlanid = B String IR LEFREVLAN

CurrentNum 2 S String SR OB EZHIBMSEREEL

CreatedTime 2 & Datetime IOBEIZE 4B CUEERTIE)

UpdateTime o b= Datetime BRI LB SR AT E)
DelOutbandInfo

BRI NREHEESEL

W T3]/ : DeleteOutbandIP

ER Wi FEEFNULL KA R

Instanceld = &= String BMSSL{AIID

Vpcld 2 = String FABMLEID

Vport 2 B Int64 WSTR[ S

Vip Z B String HgtHunderlay IP
InternetAccessible
AT EHIRAWETHEE | AT SEAIRIARGERIT R | RAHRS
#Wan O35 : Runlnstances

SR Wik RYFNULL 38 fak

InternetMaxBandwidthOut & & Inte4  LRHHEE LR , 87 : Mbps, EIAE : OMbps,

EB/NEARWIP, BUESEE : <br><li>TRUE : REDEAN
IP<br> <li>FALSE : RADBEAMIP <br> <br> HAMHEEA

PublicIpAssigned & &= Bool . . ool o “w .
pAssig = = FOMbpsh , ATEEEEFTESE , BAFREARIP ; SR
=0, WASETFDEAKIP,
InternetServiceProvider & & String HUESBRN"CTCC AT , "CUCC” : X , "CMCC : Bl ,

"BGP" : SN CAP}

WS : BRmEmEX 2882 T #90
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X BIHSTCE BLERSE (BMS)

VirtualPrivateCloud
EIATVPCHEXER , 81FFM , IP[EEZE
AN T™EOS| A : Describelnstances, Runlnstances
B W% ARIFENULL 38 A

FABRLEID , 280 vpe-xxx . BAIVpdduiBETEREZFHIE1ES ; th

= =~ 1
Vpcd = | B N9 RO [DescribeVpcEx] , MECHEEIHREY unVpeld FERAR,
FABMEFRID , 240 subnet-xxx , BRHIFABMEFRIDEBITESR
Subnetld 2 S String  [ZHIE1EE ; BelLUEREN [DescribeSubnetEx] , MEOIR[E]H

B9 unSubnetld FESFXREN,

orivateloAddresses | & | = ﬁf"ay ST 1P 5028 | TEOIRRSEN). (EXThlvp BIHB FHE BRI S
P N ting e HAIUHBOIES AHRSIHENERF RGOS 1P,
Ipv6Address & & Bool EASEIPV6ibiL
LoginSettings

BT LHIEREXEESER.
AN T™EOS| A : Resetlnstance. Runlnstances
AR Wi AIENULL  ZE A
LHIERER. N ERFEEFBEERFA—RE , BT :

<br> <li> LinuxsCAIZRER8EI164: , =/DEIEMIR[a-z , A-Z]. [0-9]7F0
() ~1@#$ %N &amp; *- + = |{}[]:; &#39;,.? / |PHNHTS.

Password 2 2 String = &lt;br&gt;&t;li&gt;WindowssLBIZZRB0AR12E1607 , B/EIE=10[a-
z], [A-Z], [0-9]FO[() ~'@#$% AN &*-+={}[1]:;",.?/1F0%4F
S, <br><br>ERNEEZSE , WHRFABNEMRERS , FHELHRN
EAEMZIBEF.
Array BERIDFIFR, KEAESAE | BRI LABIE X R AYFASRSRIGIRISES] ; Keylda]E@
Keylds & & of 1d#EMDescribeKeyPairs¥kEN , ZHSZREARERATERE , EETWindows

String  EBMERFASTIHEEEH. SRS FWIARHRIEE— 1 ER.

(RSB ENRAIRE. 1%25815PasswordgKeylds NFEERIRHEE. RE
FREENEG. EEREESINPSNEROIELAIR A BEEEiZe 8N
TRUE, BY&ESBE : <br><li>TRUE : FR{FHEGHNERIZE <br>
<li>FALSE : RRAMAIFEHRAVERIZRE <br> <br>Z0ABUE : FALSE,

i

Keeplmagelogin & String

EnhancedService

AT LRRNESERSEABRSHIRE  Inke , zhifz. =IHFLH) Agent

AN T#EOS|FE : Resetlnstance. Runlnstances

WS : BRmEmEX 2883 T #90
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AR
SecurityService
MonitorService

WhistleService

Tag

IrERR(ERY

H o

iy

FEVFNULL

H O

i

Bool

Bool

Bool

ZSit fik

=

AN T™EOS| A : Describelnstances, Runlnstances

% N
TagKey

TagValue

Externals

I REGR
WA EOSIA -

% N

Instance

ALY ER

#ANTZM3| 8 : Describelnstances

BFR
Placement
Instanceld
InstanceName

RaidType

OperatingSystemType
OperatingSystem
PrivatelpAddresses

VirtualPrivateCloud

WS : BRmEmEX

AIFNULL

P

A0 D O O DY

iy

FBEFNULL

Py

Pz
[=]

BIFNULL

ES

i

Placement
String
String
String
String
String

Array of String

VirtualPrivateCloud

FEmmERSS. HAEE

ZSE , WEARTE

BREEIRSE (BMS)

FEZRERS. EFMEEZEH , WEAFEZZ2RS
=TERSS.

FEDEEERS. HEMNEEZEH , NWEARFERIEEERSS.

KA R
String IR
String REE
KA R

iR

SRR E.

I ID,

SLIETR.

Raid£3,

IRERGFIE,

BRERFRITIRA

SEFIER-REIRIM 1P B,

SEAIRfEREUARAE S (ER.

%84 Tn 90
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BREEIRSE (BMS)

BFR Wik FBFNULL 38 fER
Flavorld = & String EEER,
CreatedTime =2 &5 Datetime gﬁggtﬁﬂj\(l\?&ﬁo’\ﬂlg\ﬁﬁn—;miiﬁﬁa UTC B
Status = = String SLHMRZS
CpuArch & S String CPUZEEY |, 3735X86/ARM
Tag &= = Array of Tag LRSS
Uuid & & String sCEI A Fuuid
Appld = = String LR Appld
UserDefined & & Uint64 REEEME
Disk
AT BMSEEANFMES
AN~ EO5 | : DescribeDisks
R Wik FRIFNULL 388U TR
DiskId = B String FEEID,
Placement = S Placement  MERFIEHIME.
DiskName 2 &= String BB,
DiskSize 2 & String RN,
Instanceld = B String EEERN=ENID,

ZENEEE, BUEBE : <br><li>CLOUD _BASIC : BrREiEaE<br>

DiskType 2 & String <li>CLOUD_PREMIUM : R MAEZREA <br> <li>CLOUD_SSD : SSD
FKRSSD=IEE,
CreatedTime £ S Datetime FEEAYCIRERTEL,

DisasterRecoverGroup

BMEFEER

N T#EO5|A : DescribeDisasterRecoverGroups

BR Wik FPFNULL - K8
DisasterRecoverGroupld 2 a String

WS : BRmEmEX

fiik

DEEEFAId.

%85 90
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BFR ik ARIFENULL KA

Name 2 = String

Type = B String

CurrentNum 2 = Int64

CreateTime &5 = Datetime_iso

UpdateTime a 2 Datetime_iso
Placement

AT PRSIV E [ SREMENTRKX , fENRES

HEERSSES (BMS)

iR

DHEREHHEETR , IKEL-601M=ER.

DENEREFEZEE |, BUYESEE : <br><li>RACK : #ZEE%K
( BER5iEH] ) <br> <li>RACK_SAME_SW : HIZ2E4% ( Fs

HAH1)

SEEMEFENbmMSIRS SR MRIZE.

PR ETEFECIEATA,

DEENEHEERRTE.

AN TEO35| A : DescribeDisks, DescribeFlavors, Describelnstances, Runlnstances

BR Wiisk FEIEFNULL
Zone = &
Projectld = =
OutbandInfos
THIMNERER

W T3]/ : DescribeOutbandInfo

R Whi%E FEYFNULL
Password = iy
Sn = a
User = =

ActionTimer

ERHES

#ANTEOSIA -

BR Wik FREFNULL
TimerAction S B
ActionTime & =

WS : BRmEmEX

KB i)
String SLHIFrENRT AKX,
Int64 SEIRTBIAID.
KA R
String HINETD
String fRS588sn
String wWINEFE
KB iR
String ERTES
String HhATRSIE

%586 Tu 90
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% iis

Externals

OperatingSystem

BIERAER

W T3]/ ; DescribeFlavors

BR Wik
Linux N
Windows &5
Other a
TagSpecification

Bl = ENSLHIR R RSP ERIREX A

#ANTEOSIA -

g N
ResourceType

Tags

Flavor

BEEIFIB

AN T4EMO3 | : DescribeFlavors

BR
Flavorld
FlavorName
Placement

RaidType

OperatingSystem

Cpu

Memory

WS : BRmEmEX

HeEIRSSES (BMS)
DA FEEFNULL ESidl fER
= = Externals i REE
FEEFNULL St R
2 Array of String FHSlinux RS IR
2 Array of String ZHEAwindows &R FeFIZR
g2 Array of String XHFRIOtherR St
Wiisk FREFNULL KA A
£ & String IR ERRIREEY
2 B Array of Tag FREXTFIZER
FFNULL 258 R
& String EZID,
B String EEEWR.
£ Placement SERIRTERINIE.
& Array of String THEHIRaiIdZEEY,
= OperatingSystem ISR FFIE,
& String cpulEi.
& String HEFER.
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BIR WhisE
SystemDisk =
NetSpeed =
CreatedTime 2
FlavorType =
CpuArch =
Soldout 2
UserDefined 2
NetworkPorts a
DcosShell =

WS : BRmEmEX

FBEFNULL

iy

iy

iy

H o o HD DY

iy

St
String

String

Datetime_iso

String
String
Uint64
Uint64
Int64

String

REeREMRST (BMS

BUEERTIE). #ZAR [SO8601 tRfEZRr , FFEMEMA UTC RIIE, 1§

X9 1 YYYY-MM-DDThh:mm:ssZ .
T

CPU#1EY , X86/ARM
EEAFEENIE
HELR %L

dcosfFERIA
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HIRhS

BIFEHAYE: 2024-09-11 15:04:54

TREeRR

BREEIRSE (BMS)

INFRIREERFTFAE Error FER , MIZRZSERA APL KM, 540 :

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

12

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

Error FfJ Code FNHIRAS , Message FRNZIB=AIEAEE.

SHETEVIES
LHERDB
EIRAD
AuthFailure.InvalidSecretld

AuthFailure. MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

WS : BRmEmEX

15488
ZIRAER (2= API B3R ) |
MFA $&i%,

B FE. FEEHENEERESCHMREESR  INSIER | BaEERES
HEIFH  TERIEMEETE.

ERTH. Timestamp MRSZIR[AGEMEENMSBEIODH , IBRERINEEEMNER
BEL.

BELER. SEUEER  BYRBEAANPHIROLICEEES Z I AR,
token $&iR,

Bk CAM 1Y,

DryRun #F , RFRIBERESEMINA . RESET DryRun 24,

(=SS

REBFEIR.

EORFE.

SEGER.

SR EER.
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HIRAD 18H
LimitExceeded BT ACEPRE,
MissingParameter ROSEERIR,
NoSuchVersion BEORATRGFE.
RequestLimitExceeded TERADREGET T 3RZRPRS.
ResourcelnUse RIFR G,
Resourcelnsufficient RIFAE.
ResourceNotFound RIFAFE,
ResourceUnavailable RIFEARTF,
UnauthorizedOperation RIZFIURLE,
UnknownParameter RISEEEIR,
UnsupportedOperation BMEARSTHE,
UnsupportedProtocol http(s)iEkIPGEIR , R3ZHF GET #1 POST 15K,
UnsupportedRegion BEOARISAEMIE,

A S5HERAS

WS : BRmEmEX

REeREMRST (BMS

%90 ;n 90
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