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1. BRWeb MAXEESES , FENSHES , SEEEDD > BiiRe , #AEMTLTH.
2. EEAZRSNE , Bd WEB 2, 7ERIIS[EEmER |, AfLASSIIE T URL FIHLNY ID A9INEE R IRRALE,
3. TEHINSIZE TR | ERATRAIN , AEINERE , BHRIIEEXANEEE,

WRFRE - BRmERMEX 5821 T0 #4445



O BASTCE

4. FERNEENANGEEF |, EEERXSH  BEE.

FRREA
o ARDAIN ID : ESFEMEEIHN ID , —5ERIEANFINLMN D,

URL B&#2 : FEMNEARI URL B&E , B—MEET URL REJESHFIN.
BREFX | OERRRBERTEX | BARFE.

ul

- BRBRNIRE  BEEEERE  ERZARENN , FHITHEXEE.

=FEREA
o PUECEERR : EEMAAY URL B8R , E— M T URL RaTEEHIN.

o IEEESR : A8 URL BREMIIVECS T |, STFST2lvET (20N ) . BUSRICECAIfSERIVED,

o DNEMM ID : FMEEAIINEAN ID |, ATLAEIS Ko B AN SRR,
o FEX : BRERIBERITK.
o EHATE) | RIA—IREEEHERARATRT A,
o B(E : MISRERHITRIETMIBRZE,
o BTWIE  BRUBEXSH , BEHEA  BIRTLASHRNISEHTIEXR,
o TR , LT TRHEAE | ETHBRIZERES.

WS : BRmEmEX

PLEC5= : INE URL BRRRIICECTSEC | STFSTRIUES (BAA ) . RISRICACHISERIVEL.

Webiz B K& (ngwaf)
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X BIHSTCE

APINHH

FhikWeb RZFEBAXAE ( ngwaf )

WA (2018-01-25)
APIHEESE

SIFEERATE: 2024-10-18 10:38:29

APIFRZS

V3

Bot {7 A EEEXE

EOZR
DescribeFlowTrend

ModifyApiAnalyzeStatus

IP SE1EEXEO

EORTR
AddDomainWhiteRule
DeleteDomainWhiteRules
DeletelpAccessControl
DescribeAutoDenylIP
DescribeBatchIpAccessControl
DescribeDomainWhiteRules
DescribelpAccessControl
DescribelpHitltems
DescribeWafAutoDenyRules
DescribeWafAutoDenyStatus
DescribeWafThreatenIntelligence

ModifyDomainWhiteRule

WRFRE - BRmERMEX

Webiz B K& (ngwaf)

EOThaE
KB wafiEinhaas
apiHTIREF X

BEOIRE
BN E RN B
BRI = AN 5 2

Waf IPERE# §iDelete [
HIAWAFBZhEZEIPIFE
Waf Zig&ipBREES2E
FREUEZ AN B2 8

Waf ipBE&E R

Waf IPEHEIRSES
HiflipEToRIN
HEAWAF B EMERIES
HAWAF R BRI SRR A B 15

bes i S
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EOBMR
ModifyWafAutoDenyRules
ModifyWafThreatenIntelligence

UpsertIpAccessControl

HitezO

OB
AddCustomRule
AddCustomWhiteRule
DeleteAntilnfoLeakRule
DeleteCCRule
DeleteCustomRule
DeleteCustomWhiteRule
DeleteHost
DescribeDomainCountInfo
DescribeFindDomainList
DescribeHost
DescribeHostLimit
DescribeHosts
Describelnstances
DescribeTlsVersion
DescribeUserDomainInfo
DescribeWaflnfo
DescribeWebshellStatus
FreshAntiFakeUrl
GetInstanceQpsLimit
ModifyAntiFakeUrlIStatus
ModifyAreaBanStatus

ModifyBotStatus

WRFRE - BRmERMEX

Webiz B K& (ngwaf)

#=OThRE
&2 PSR
BCEWAFEBMEREISMRIRIFIR

Waf IPEEH&ZE Upsertizd

EOThEE

HEmLEEE ( BESERE )
ISR AN

(SR PR pRAT

Waf CC V2 Delete®[
FRBREE AN
fpRASIER 2 AT
fB&CLB-WAFRS#P1E 2
SREUEZ R
SREUR IR 7 2R B2
SRENPHRIER 1S
BIEMINEEEREEFE
SRENPPIE =7 1I2R
HEHRAFPELARFERER
HifBFTLShHRA
EifjsaastliclbfiHBES
SREN A B E S ERIWAFMER
IREUE = webshel HAZS
B url

SRINER LA qps LR
B E TR
[CES A EE=S NG

Bot_V2 bot&EFFxE#H

5524 71 #445m
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EOBMR
ModifyDomainsCLSStatus
ModifyHost
ModifyHostFlowMode
ModifyHostMode
ModifyHostStatus
ModifyInstanceElasticMode
ModifyInstanceName
ModifyInstanceQpsLimit
ModifylnstanceRenewFlag
ModifySpartaProtection
ModifyWebshellStatus
UpsertCCRule
UpsertSession

WafCreateResourceAfterPay

LR EREN

OB
DescribeAttackOverview
DescribeAttackType
DescribeHistogram
DescribePeakPoints
DescribePeakValue
DescribePolicyStatus

DescribeTopAttackDomain

BABXEO

EOZTR

AddSpartaProtection

WRFRE - BRmERMEX

Webiz B K& (ngwaf)

EOThae

e ZFIZRATHIE HEFF X
TRIEFIFIERA
REMFEHZRER
REMFEEPFIRTS
REFEHEWAFFX
1EISEHIRIQP ST 2R FF %
1E2EBIETFR

REEE LIRS qps LR
1E2SLIRI B aNERERFT X
EEERE
‘Ewebshel K7

Waf CC V2 Upsertiz[O]

Waf SiEE N UpsertiE

ST WAF

BOIheg

LGSV

HIFTOP NIZHEE
BEIRSMREDTT

ER SR EREES
FRENL SR EHE LRI (E
IRENB RS AR 3R A9SEFlid
EifTop5SHIBE S

OIhee

NINSaaSEYWAFGHP1E#=
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EORR

CreateHost
DeleteSpartaProtection
DescribeCiphersDetail
DescribeDomainDetailsClb
DescribeDomainDetailsSaas
DescribePorts
DescribeUserCdcClbWafRegions
DescribeUserClbWafRegions
DescribeVipInfo
ModifyDomainlIpv6Status
RefreshAccessCheckResult

SwitchDomainRules

H&iRSHEXEO

OB
CreateAccessExport
DeleteAccessExport
DeleteAttackDownloadRecord
DeleteDownloadRecord
DescribeAccessExports
DescribeAccessFastAnalysis
DescribeAccessHistogram
DescribeAccessIndex
GetAttackDownloadRecords
GetAttackHistogram
GetAttackTotalCount
ModifyAccessPeriod

PostAttackDownloadTask

WRFRE - BRmERMEX

£=OThRE

NS EIE B WAFRSIF1EE
fiERSaasEWAFBH#R1%3
HEINEEMHER
IRENAEIIEEIWAFH Z 15
RN SaasBIWAFHEIFIE

$RENSaasBYWAFHIFi% 55

Webiz B K& (ngwaf)

SRENCDCIp = = BEF AR EIIEEIWAF (cdc-clb-waf)Aystbiz;

RIS = ELF MBI EIIEELWAF (clb-waf)A9ithi

BHFVIPEE
TIRipveFTR
RIFZNGERIESR

YA RIRNUFF R

ZOTheE

SIEILAESS

LA HES

RIS BRS FEUESSICR
MERIGIR BE ISR
SRENTIE HSSHYI%
HR AR RIESHTEELT

A BSAERESE

REUHIAEHSERS IRERER

B THIERSMESICRIIE

WER ST
WERIREL

1EinR BSRFEIREFRER

B ERTHERSES

5526 71 445m
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OB
SearchAccessLog

SearchAttackLog

IHEEXEO

OB
GenerateDealsAndPayNew

ModifyGenerateDeals

BRIz
BOER

DescribeDomains

BhiFiRETERIEO

ORI

AddAntiFakeUrl
AddAntilnfoLeakRules
AddAttackWhiteRule
DeleteAntiFakeUrl
DeleteAttackWhiteRule
DeleteSession
DescribeAntiFakeRules
DescribeAntiFakeUrl
DescribeAntilnfoLeakRules
DescribeAntilnfoLeakageRules
DescribeAttackWhiteRule
DescribeCCAutoStatus

DescribeCCRule

WRFRE - BRmERMEX

Webiz B K& (ngwaf)

fZOT08E

BRBEEE
BRCLSHMRARERE
£ZOTh8E

THERRIRSE, SRER TR

BN

EOIhaEe
SREUE AR

#EOThRE

AINpEERurl

IS SRR

IEAMHANYS [EERE R

AHBREEE X Turl

TRBRAINYS |22 2R
FBRCCIERIsessioniR E
REPHERER

SRENFE X url
SREMEERGthEANGIZR (0]
REYS B2 PathRERNZIR
IRENFBFRINIR & 53R

Waf BiEARAE B cc BalE RS

Waf CC V2 QueryizEQ
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EORR

DescribeCCRuleList
DescribeCertificateVerifyResult
DescribeCustomRuleList
DescribeCustomWhiteRule
DescribeDomainRules
DescribeDomainVerifyResult
DescribeModuleStatus
DescribeObjects
DescribeRuleLimit
DescribeSession
DescribeSpartaProtectionInfo
DescribeUserLevel
DescribeUserSignatureRule
ModifyAntiFakeUrl
ModifyAntilnfoLeakRuleStatus
ModifyAntilnfoLeakRules
ModifyAttackWhiteRule
ModifyCustomRule
ModifyCustomRuleStatus
ModifyCustomWhiteRule
ModifyCustomWhiteRuleStatus
ModifyModuleStatus
ModifyObject
ModifyProtectionStatus
ModifySpartaProtectionMode
ModifyUserLevel
ModifyUserSignatureRule
SwitchElasticMode

UpsertCCAutoStatus

WRFRE - BRmERMEX

Webiz B K& (ngwaf)

EOTEE

EECCHM

SREUEBANGELER
=l

HiFEERR RN

RIE 2 ROBSIFRING R
SRENZR NI R FROESR
EigwafE MEERZEORIFF RS
BEEBNIPYSRIIR

SREDANAE R

Waf £iEE X &gz

waffi A -SREPHFE R EE
SREXFA BRI LR

SRENFE RN 2R
fREERhEXurl

SRR IIHERINF <
JRIBERRtHRA

Ere I E] E{=E=1=2]

fRIBEE XN
FESERLEES ( BENXERE )
RIBREEESZSR
FESEREERRS

RERE N domain TEMZ SRRV X
(EB U SES

wafffi Bk -waffFx
RBwafBAirkE
BB B ARNIE R

1E RPN
UIHRSEMEQPSHIFFR

Waf SEiARAEHcc B RS
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A Y :t ~
ERAI
sz 55
EOEZv]
BTEHATE: 2024-10-18 10:38:29
tcecloud API &£XE/MAEBREITEMHIIE , I NMNEREBEEEALEKRSHPEEEZ(EE ( Signature ) LIGIHERESD. &R

SREREFIEEN , T2 FEIEEE Secretld 7l SecretKey ; ERFERBEREFIL , BRIESAPIZARERE , BNTEBERATAPHE
H.

= .

1. RiEZEFEUE

EE—IRERTAPIZE] , IBRIF=APIZSARNHEEBELZEEIE. L2FIEEIE Secretld 0 SecretKey :
e Secretld HF#rR APl ERESH

o SecretKey BFINZERFREFRSENROIESE FRIEIEH.

* FAFPMRTRIRERSEIE , BiRitEE,

FREREEIENERLSERNT :

1. EFRtcecloudSFEHEHIE.
2. BIfE=APIE AR EHI A TR
3. E=APIZSANE , =i [#r2] BIRILAGIE—XdSecretld/SecretKey

IR FAREKSHRESTLURERYT Secretld / SecretKey,

2. AR

BT R EIFSecretld 7] SecretKey/s , MATMERERET. UFREMSEBIOEMIE -
BHSFIFAY Secretld 1 SecretKey RIE :

e Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

AR | XEBRET , iSRIER PSRRI Secretld 1 SecretKey TSR !
LIRSS 28 EELAIFIZR (Describelnstances)iEsk ol , BRAFEMX—ZOR , HiEkSHETaNT:

SHETR 2574 SHs

Action FiER Describelnstances

Secretld =4AId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp EEIEN 1465185768

Nonce BEANIEEEEL 11886

Region SCAIRFTEX i ap-guangzhou

WS : BRmEmEX 5829 TW #445@
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SHETR X (]

Instancelds.0 FEIBAYSLHIID ins-09dx96dg

Offset REE 0

Limit RASIFHIH 20

Version EORES 2017-03-12
2.1. S HHF

BAAIEIERSEIRS BT ( ASCILEE ) FEHF. T3 . 1) RIRSHRiTHF | SEEESINENT , R&5thA) ;
2 ) 3% ASCI #BEER/)N |, 40 Instancelds.2 EHETE Instancelds. 12 [5H , AREFEER , BAREREE. BRI LMEERIEES PaEHE
FrERESRSEIIX—TIhAE , 40 php HAY ksort R, EiRTRAISEAHIFERNT:

{

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
‘Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'‘Region' : 'ap-guangzhou’,
'Secretld’ : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',

}

FERECEFRINESTAN | X LERFIFISEHTHIR | BRIRVER—XEIH.

2.2. FHEERFFFER

WEEBARIERFR B, BB LE—SHIRFRIERS ISR S8BT ="SEEIIFR | 10X Action 281, HS#EFRA "Action”
, BB "Describelnstances” , EIHIE LS/ Action=Describelnstances . ¥& : "“S#E"EAEMIEurRBEHIE,

RIEBRIERIS N 2R & HEE—E | REENRIBRFFEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208&Nonce=11886& Offset=08Region=ap-guangzhou&Se
cretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. FHESBFRCFRER
WEREMERRFR. SRR FHBHUT/LSEER:

1. iEKk75iA: 323F POST # GET /53 , IXEfER GET i53k , iFRAIEAEKE.

2. IBRENEBLHIFIZR (Describelnstances)BUiEskiEZ A : cvm.finance.cloud.tencent.com, SEBRAYEKIGEARIEZE O FIEERAIAR
EfmAR |, FREREORE,

3. IEREKIZ: HRIIRAZAPIHERIRZEES / .

4. iERFRER: B E— S AERANERFRIR,

ERIFSRATFHERND: IERITE + BKEN HEKIEE + 7 + IBRFHREH
THIRIHHELER A

WS : BRmEmEX 5830 TW #445m
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0
ffset=0&Region=ap-guangzhou&Secretld =AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Versi
on=2017-03-12

24. ERERER

S BARERR. BEERA HMAC-SHAL BiEx E—SdiRSNERFSCARIBHTES | ARIBERMIIEEBGER Base6d HITH
3, BPRIBRIGRERIE R,
BB |, LA PHP IES A6
$secretkKey = 'Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm . finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208&Nonce=
118868 0Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185
768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

RBEINSEET:
EliPOYW3pW28FpsEdkXt/+WcGel=

EREEEFRINES AN , TR LEERGIPRFESHTERIIE  SRINER B SHFPr—EEe.

3. BRI

ERIERBHABERIFNBERSEH , FENEHT URL 5.

W E—EARAE RS EliIPOYW3pW28FpsEdkXt/+WcGel= |, FRABFINIEZFIEKESEL ( Signature ) 9 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BiEATEMFEARIER URL,

IR RAPREKGER GET , 8i&EiBK5i%J9 POST [ERd Content-Type J3 application/x-www-form-urlencoded , MIZAiXER
RFEERSHIEISTEM URL fi3 , SHRN-FFSAREmIG. IF ASCI =FFHE URL HiZRIFRESTLL UTF-8 BT/,

AR : BYREIESH http EEREEIRFESHIHT urlencode , FEXMMERT , ABEXNER BT URL HET , BURK URL 47
BeSEEZLM.

R RtSBEREH{ TR , MESKA RFC 3986, 5 %XY MFHAFRPILRFHTES UM , HP XY I+ BHFrF
(0-9 AKEFH A-F) , BERNEH5I&ER.

4. BREKW

HRIESIRER | AU TERKMANERD | BIRIESCIRE AL E

Hinf Ui SEIRIEIA
AuthFailure.SignatureExpire BEILH
AuthFailure.SecretldNotFound EEAAFE
AuthFailure.SignatureFailure BEER
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R GBS
AuthFailure.TokenFailure token iR
AuthFailure InvalidSecretld BERIEE (AR APl B3R )

5. &RIER

FESCRRIERD API 3.0 B | H7S(EAEE tcecloud SDK 3.0 , SDK SIS TEZMINE , FAM RS- RISMIEINEOEE, $EEa
S0 SDK b, HESHHIRRES

e Python

e Java

* PHP

* Go

e JavaScript
e .NET

ATEFENMBRSEURE , THEUMREES A0 B ORNERTREEATI. BRIES. EREOISHAIBEERIA RES
e, ABRABERSEURE , AFESERN | LFFRIBERE-MA SDK.

=AY url BTBEA ¢ http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208Nonce=11886&Offset=08Region=ap-
guangzhou&Secretld =AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&
Timestamp=1465185768&Version=2017-03-12

IR BT RAPNEEREEN , EBEARRFLANE , BINSREL url FTEXLEERPHIHHER curl EmSERNSIREENSE
% BREH, ATERTLUERRER url |, FEESCRAIGRY Secretld F1 Secretkey NESLRIZTR , FH{ERRFLRIAIERAF
Timestamp ,

IR A TENTGF , ARREES  EEEESEXIUTEERY url AJREEEMAR , RMASHBINFARRE | BXFAFIEIER
. REFESHEME , BERITHEIERHRDA.

IR LAMUB(GERT APL 3.0 , FeEERATRMNERREZ | BMERIBRAY APl , BT FEATERBSSHERITEER | B
NAISERRIE A0 iE,

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
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mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRERSSEFTFEAR | iATreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
/] ERERurlh I ST B EK

for (String k : params.keySet()) {

/] BEXSIEREBH Turlencode , AT keyHBRRNFE , HULMNIIHvaluei#{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMapa]LABEEIHER

// SERTEFERT N 24 (A FAREHNEL , f5IaN : params.put("Nonce", new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // ~AES#

// SCORA RN RS ZHBIRTE |, FIa0 © params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~"E5#

params.put("Secretld", "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESE

params.put("Action”, "Describelnstances"); // AE5#1

params.put("Version®, "2017-03-12"); // AHEES#

params.put("Region”, "ap-guangzhou"); // ~AI&E

params.put("Limit", 20); // W55£51

params.put("Offset", 0); // 521

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature", sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHA1"); // A+t
S

System.out.printin(getUrl(params));

1

1

Python

IR WNERETE Python 2 TNMEHIZTT , BB LS requests (KEE :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE"
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def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =='_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

"Limit" : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12'

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# ILASSORRER | eI R4t 2R

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)

WS : BRmEmEX

Web [ B K& (ngwaf)
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ZEOEZV3

EITEHTATE: 2024-10-18 10:38:29

tcecloud APl £33FMAEAERETHRHIIE , IS MEREBFEALLBERSHTEEER(ER ( Signature ) LUSIEERERD. &5
SRHREFIIER  REFEILEIE Secretld 71 Secretkey ; ZRFNIRARERIL | IBRIERAPIZARERE , BNLEEBRAPHER
H.

s=E [N

1. BHETEeRFIE

EFE—RXERATAPIZE] , BRI SAPIEENEBEBLEEILE, L2EIFEHE Secretld 1 SecretKey :
¢ Secretld FF#rR APl ERESH

o SecretKey BFINZE R FREFIRSENRIESE FRIRIEH.
* FAFPMTRIRERESEI , BRitE,

HEREXINERSERNT

1. EFtcecloudEEHMEHIA,
2. FIERAPIESHEHI G TRE
3. E=APIZSATNE , M [#rE] BIaJLABIEE—XdSecretld/SecretKey

IR FAREIKSRESTLURERYT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &£&753%

IR XWTFGETAHEL , R37dEF Content-Type: application/x-www-form-urlencoded #¥4&=. XIFPOSTA%L , BaEIsz#F Content-
Type: application/json LA Content-Type: multipart/form-data FfYEt |, json &XEARE SO , multipart IR
BEESEOSE | WNZZEOREEER json 1&XEA |, & BRI SEORIRA.

THEURRSSHEA MXSEFFIRIEAFIF , EBRNMBERRHEITRE. F(XBETEILAFIRNA NS : Limit 71 Offset , &
FA GET 75513/,

BRiIZFIFRY Secretld 1 SecretKey 5552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE

2.1 BHEEIERE
AN TEPHENSEIERKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + \n' +
CanonicalQueryString + \n' +
CanonicalHeaders + "\n' +
SignedHeaders + "\n' +
HashedRequestPayload

* HTTPRequestMethod : HTTP i&k75i% ( GET. POST ) , &7=fflFA GET ;
e CanonicalURI : URL £%{ , API 3.0 EEHIERKT (/) ;
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* CanonicalQueryString : &#2 HTTP 153K URL FRINEREFFE , WF POST 5K , BEASFHE , IF GET iEK , WA URL g
5 (?) EEMNERFEARAS , ARFIEYER : Limit=10&O0ffset=0, ;& : CanonicalQueryString &Y URL 47A3.

e CanonicalHeaders : £5&ZRILEER . ZDEA host # content-type FNLED , BAIIIABEN LIS 5E GRS EEIFK
RME—MRR e, FHEMN : 1) 3358 key F value Zi—H/NE |, HEEERSTH | IKER keyvalue\n i8R#HE ; 2 ) S1LEB, 1%
FRSLER key (/NE ) BOFEHERR#ITHHE, B9 ¢ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £25&ZRILEMEE | IBALRIBEREPLLESE5TES |, # CanonicalHeaders BEASLHRNEE—XI AT,
content-type 1 host J9wsigeskaB, HHEMN : 1) L& key F—HLRV/NG ; 2 ) Z40LEB key (INE ) 1RERFHAIFHTHHE , FELL
25 (;) PR, HlFH : content-type;host

e HashedRequestPayload : 15X KIEXAINEFE , 1TEJ55 /9 Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , ¥ HTTP &3k
BAIEX payload ff SHA256 157 | SAIRT7/NHHImS | REMISHREEN/NEFE., 8 | XF GET 5K , RequestPayload EE
ATFRE , X}WTF POST i53K , RequestPayload Bl g HTTP i&KIEX payload,

HRIELLERIN |, REIPEEIRATEIEREBT (AT RREH  \n BTFFBESRITER—TE8R) ¢

GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
€3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, JHEFS RS
A TSR PSS S

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

e Algorithm : €8&% , BRIEIES TC3-HMAC-SHA256 ;

e RequestTimestamp : iERASIEE; , BIERLERAY X-TC-Timestamp BUE , 20 L/RfFlERJS 1539084154 ;

e CredentialScope : EIESBE , 18209 Date/service/tc3_request , @& HE. FrERARSARIEFFE (tc3_request ) , Date A
UTC tRERERBRA , BUEREMAHESH X-TC-Timestamp #EHY UTC #RERBIEEE—3 ; service AF=RE , LASEARBY=5HRE
B8, Bg0 cvm, 0BRSS , BYES 2018-10-09/cvm/tc3_request ;

e HashedCanonicalRequest : BIASEBHHEFTSHEIERERREE  itEHER
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))),

pET=

1. Date H/RMATEIEL X-TC-Timestamp it&EZ] , BRXA UTC+0, WMRIMARAZARNXER , FlUER/\X , ESEERME
LRAMAKDL , BEEEBARVERM, RigidERs 1551113065 , F4&/\ XA ER 2019-02-26 00:44:25 , (BEitEERIN
Date EX UTC+0 RYEHEARJ9 2019-02-25 , A& 2019-02-26,

2. Timestamp WREHRIRFA A , BERHRESN DFNENEEREH , IFREEBE RS HUNERY. MNSRKA EAFIRE
RHEEE |, ATRESEUET—BRINEE  BRUERY (REESEZTEHEER ) .
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HRIELLERIN |, RAIPBEIRSESFRBRINT (ATREREN  \n BITFHBESEITEFN—TER ) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192¢14460df6c1ffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23.iHHEE

1) iHEIREESEESR |, hIBUT
SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : [RiAAY SecretKey ;
e Date : B Credential §f§ Date FE¥=R , @1 L7~ , 792018-10-09 ;
e Service : BJ Credential g3 Service FERER , 0L, I cvm ;

2) HEER , (BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

e SecretSigning : BILA EITEBRINGRESZZA ;
* StringToSign : BIZBATHEIINGFSEFRHE ;

2.4, #t8 Authorization
AN &TEHE Authorization :

Authorization =

Algorithm + ' " +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

‘Signature=" + Signature

e Algorithm : &&75i% , Bl TC3-HMAC-SHA256 ;
e Secretld : ZEXIAY Secretld ;

e CredentialScope : Il E32 , EIFEHE ;

* SignedHeaders : It , 858 ZHIBES

e Signature : £&(&

HRIELLERIN | RBIPEEIRES

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5d
a7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6cbccfl74c474

RETHEOBRERNT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&Offset=0
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Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c47

4

Content-Type: application/x-www-form-urlencoded

Host: cvm.finance.cloud.tencent.com
X-TC-Action: Describelnstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1539084154
X-TC-Region: ap-guangzhou

3. EREKW

HRIESCRRER | FEUTER KRR | BIRIEIREAE

R
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure InvalidSecretld

S o
. BRER
Java

import java.io.BufferedReader;
import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

B fEIA
BRITH
B
BEEIR
token &R

FRIEE (A2 APLEHERE )

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";
private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";

WS : BRmEmEX
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private final static String CT_JSON = "application/json";
private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

[/ ERRK , BNEZHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// kkkkkhkkkhkkkhkx ig% 1 0 ;#;%;m;ﬁiﬁ*% kkkkhkkkkhkkkhkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkkkhkkkk _/I’J‘;g% 2 : ﬁ;%?%ﬁg?%% *kkkkkkkkhkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// kkkkkhkkkhkkkhkk ./I)J;g% 3 : .L_I_%L&g kkkkkkkhkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *kkkkkkkkkhkkk .,IJJEQ;’E 4 : ;#;% Authorization *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
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headers.put("X-TC-Action", action);
headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);
headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# RS
secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# *kkkkkkkkkkikk ig% 1 : ;#;%;mﬁiﬂﬁi*% *kkkkkkkhkhkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host”

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

H KxEEAF KRk kkkk ig% 2: B_ﬁ%?%ég%—-_ﬁ% *hkkkkkhhhrrKx

credential_scope = date + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)
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print(string_to_sign)

# kkkkkhkkkkhkkhkk ig% 3 : i—l—%ég khkkkkkkhkkkhkkk

# ITEEBRERL

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *kkkkkkkkkkkk ig% 4 : ;#;;ﬁz Authorlzatlon kkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHBERINENERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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BITEHTATE: 2024-10-18 10:38:29

1. fRS53tit

Webiz B K& (ngwaf)

i ( Region ) RIEYMIRAIEUET ORIMIEXIE, tcecloud X IIIERRIMRZ FEEMRE |, (RIEREMRERAEREARELMEE

tE. ATHEEHERE. RETHREE , @EITRREIIEEFRItbE.
ERTLABIE AP EIESIER S5,

2. B(EHHY

tcecloud API FFEREOIEIT HTTPS HTE(E | IRESREMIEEEE.

3. 153K A&
A HTTP &K%

e POST (#F)
e GET

POST i&FR3#5H9 Content-Type 38

 application/json (##F ) , WfER TC3-HMAC-SHA256 && /5%,

e application/x-www-form-urlencoded , #/ff&EF HmacSHAL g HmacSHA256 &&757%,
e multipart/form-data ({¥EE2EOSEF ) |, WfFEA TC3-HMAC-SHA256 B&753%,

GET IBKANERBA/NEEIT 32 KB, POST iEKERAEEEN HmacSHAL, HmacSHA256 BtAS#81d 1 MB, POST &K RS

B F5EA TC3-HMAC-SHA256 B137#%F 10 MB,

4, FRImhG

9(sEFUTF-84%A3.

WS : BRmEmEX

5542 ;1 #445m



Q} BIH=TCE Web iz R X & (ngwaf)

IS

BITEHTATE: 2024-10-18 10:38:29

R0 E S

PARBRSS2RAMENEFLAMREFIZR (DescribelnstancesStatus) 2017-03-12 hgA %) , EVEAAL , EAJEERIREIITA

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
1

}

* Response REMELHY Requestld REIENIFER , TiiEKRMINSE , RE APIQET , MMERIRE,

* Requestld FBF— AP iEKAIHE—IRIR , AN API HIIEE |, STLABKRETRA] , FHEMEZ ID SKARRIERA,

o [RTEERNFRI  HRWAEKEOENNFE , ARNEOMREINFERS EOSXAEHIEN, HHIHRY TotalCount
InstanceStatusSet 1479 DescribelnstancesStatus #EOENXNFER , BT RERBEKRNAFERESE IRSELG] , E TotalCount
BN TRIIRENES 0, InstanceStatusSet FIRAZ.

= ESIEILERES
SRS, SRR -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

1
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

e Error HIIRFZEZBEKERALY. Error ZEREREERAY Code 1 Message FERFEERILMAT R EIRERY,
e Code FREMHIEAEIRID , HiBRH B L CRIBZ IS RIDEA RS NN e O ARG R BB MR EF RS

=

E)

* Message B TIXMERRENERRE |, EEUSKESARMN  WATESEBRIFEEREN , BRRAKRBIX M RE
E.

e Requestld FBF— APl iEKEIE—IRR , NR APl HIIRE |, ATLABRERFA] , FHRMZ ID AR,

AHEIRIG (TODO: EEERE, RERENFEE?)

REIEERAPUNRFIE Error 7R, WIZRNEMA AP,  Error 1y Code FERFRNIAIRD , A SSEETREHIANEIRID AN HHER
13, FRIIET AHERG
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FEIRD
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

EiRiiR

FIHIEL (A2 APLESEER ),
MFA $&iR.

BT,

BRI,

BEEIR,

token fHiR.

BEREK CAM 11X,

Web [ B K& (ngwaf)

DryRun ##F , KRIERELZEMINAT , RZSET DryRun 24,

BRI,
RBREEIR.
BRORMFE.
SHGER.
SHEYERIR.
ISR
BROSHGEIR,
EOREFFE.
IERAVRETEIT 7 SR b,
AR A,
BIREARRE.
BIRAFE.
HIFEATA.
RIRBUELE.
RAISEER.

BT,

http(s)iERIMYEIR , R32#F GET # POST &K,

RO G,
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nH2E

T EHAYE: 2024-10-18 10:38:29

&n

HSYEATRRAPMEZEOSNENNSE , NHE | A MEORRAROMEPABXESHHTIRE , BSREKISTEE
XS, FREIERKRIEEK.

3

BB HE V3
{8 TC3-HMAC-SHA256 & 7550 , AHSEEESH—Z HTTP Header i53kLE0 , 20 :
SHEHR s ok A

BFRZOSTR. RESHEROXETRASHAHSE Action B9RA. FINAIRSRITE

- - 1 t H =
XTC-Action  String & oommisr EYEY Describelnstances,

W SEL |, PSRRI IR M ERIETE. EOEZAEEESE RONETERASE

X-TC-Region String =3 AHSE Region BYRBH, TR | RUBEOATEERIZSE |, BEOXEPSXIIASEIRES |
RS BMEEREZ S I ASER,

X-TC- Integer = L/ UNIX BHiE12 , BliCRA#S APLISKAYATE], BiaN 1529223702, jF& : MR SARSSE:

Timestamp 9 = HEtEE@EE S o , 25 IREZISHER.

X-TC-Versi . = BAERY API BORRA, EUESERZONEHPASRHESE Version BUREE, FIEI=IRSRARA

-TC-Version String P

2017-03-12,
HTTP fRESHINIESLER=ZER |, f5ian -
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
HEP I

Authorization  String g2 - TC3-HMAC-SHA256 : &£ 75% , BRIEEBIXE ;
- Credential : &&1EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC #RERTEEIBE] , BYE
REMAHSE X-TC-Timestamp #ER) UTC tRERTBIHEE—3 ; service AF=ma , %
SRR R, fltlcvm ;
- SignedHeaders : 25821 ERISLEHSE |, content-type # host JosisesLEh ;
- Signature : EZHE,

X-TC-Token String = IREHIERFATAERY Token , FELESIGITZB—EFER. IGRTEEF Token HFEZARSER

SRR, KEFZEAEE Token,

BBAiE V]
2 HmacSHAL 1 HmacSHA256 &4k , AREBRES—HElReES , AT
SHEF TR

BERZORTR. RESEROXETRANSHAHSE Action A9RIE. FIINZARS:S

Action N9 R pEmmspIFED , BUED Describelnstances,
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SHEFR it wiE A
S8, FRRRA BRI MR ISR, EOEZRREESERZ O
Region String = SERHSE] Region YRR, TE  REEOATEERIZSH , BOXEPRIES
B5EE , HRTRIEEIRZSHBASE.

57 UNIX B E&; , aicskie APL iERAIETE, $101529223702 , AR5 miRTEHE

Timestamp Integer = migk, salEsmidiEE,

Nonce Integer & BEHEEEEL , 5 Timestamp BX&i#ek , FATFRHLEERIGE.

Secretld Strin o E=APIZSA L ERIBAITRREHY Secretld , — Secretld SFRME—HY SecretKey |,
9 = SecretKey SFIsRARLIEREE Signature,

Signature String = BRER , FREIFIRISKRISEN | EERAFIRIELRVSASEITESH. Bkt

= B8 R OSE0R,

Version Strin = BAER APL B9RRA, BUESEZONEPASATSE] Version AEE. FlUN=iRSS258Y
9 %= hgA 2017-03-12,

SignatureMethod  Strin - &2z, BarsziE HmacSHA256 #1 HmacSHAL1, RAEIEEIES%09 HmacSHA256

g 9 T B, {#M HmacSHA256 EIEIESS , EEERERA HmacSHAL IMFSE,
Token String = IGEFEBFrEERY Token , BELESIGHTZE—EMER. GRS Token EEFNHAE

BIRSERZEORE, KEIZHAAFEE Token ,

shiE%IZR

il ( Region ) EISYIRAEUE-PORMEIERI. tcecloud SAIIIEARIEE H72ME , MIERE RS AEEREIENAE
M. ATHEADIEEE. 128 TREE  EGERESREEE ot

ERILLEIE APLZC ENABIEEIER BETRATEETE.
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Bot {7 AEEEXEL
REXwafiRE D nEsE

BITEHTATE: 2024-10-18 10:38:30

1. R

EOEKIEHS © ngwafapi3.finance.cloud.tencent.com,
SRERwaf R EiniaEss

BONZOIBIERERIRE © 200R%/%5.

EOEFATE : 2023-09-12 03:03:50,

EOBEIEH &~

2. NS

Webiz B K& (ngwaf)

UMBERSEFIRGIH T ROERSEAED AHSE | TBARSHGIRNAHERSL,

SHBR WAL FEFFNULL ESidl
Action = = String
Version = = String
Region = = String
EndTs = &= Int64
Domain = = String
StartTs = & Int64
3. mHESE
SHBR ESis) fER
Data BotStatPointitem mERBHE

Requestld String

4. FEnRG

AHSE, AEOBYE : DescribeFlowTrend
NHESE, AEOEYE : 2018-01-25
AHBH , MEOAFTEERSEH,

ERAIEE , FBER
FERERERBRIEE, ol RFrEiEE
TIRRTIEIEY | KEEERD

H—iEK ID , BIREKREBIRE, EIARAFREREIZREKE Requestld,

UM T A SSIZAEERaEiRg | AtERFE N A HERE.

IR
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FEIRTD 533!

5t

InvalidParameter

InternalError

LimitExceeded

OperationDenied
InvalidParameter.UnknownAction
UnsupportedOperation.InvalidRequest

FailedOperation.ClickHouseOperationFailed
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api T REFX

EITEHTATE: 2024-10-18 10:38:30

Sz L
1. ZEOEA
EOIEKIEE © ngwafapi3.finance.cloud.tencent.com,
apiDHTIREFFK
EOABE B EERPRE : 200R/FD,

EOEHATE - 2023-09-05 09:17:22,

RO E NN,
2. MANSE
LATIBRESHFIRNGIH TEHOBRSHMED AR, RBEAHSHGIRI LGRS
SHEFR WA FIEFNULL it A
Action 2 & String NHESH , AEOBYE : ModifyApiAnalyzeStatus
Version =2 & String NESE, AZOBYE : 2018-01-25
Region £ S String AHBY , MEOFFTEEGRISE,
Domain S & String W%WE.
15
Status =2 & Uint64 ﬁﬁ;ﬁgbﬁm'
Instanceld S & String W : FSMAAT L,
SCfilid
: < < . SIS I,
TargetList & & Array of TargetEntity S BT RSB
A Y 4
3. EtHE#
SR it A
Count Int64 e hap o SR IR
EEFERIHE NMRREWENS ( ATFNEEREHE ) | WFRFFEEN
. . IS HxIIMTT I,
UnS tedList St
nRHpportedte M RemTEEEsIE

WS : BRmEmEX 5849 TN #4451



X BIHSTCE WebRIFEAX 5 (ngwaf)

SHER K R
FailDomainList String :%W%f
FiE/XARMAEZHIR
Requestld String E—iEK ID , ®RERESRE. EITRRNFEREIZRIEKE Requestld,
ﬁ\
4. 5EIREY

ZEAS T SSEEERAERTD , EERGIFEN AR,

WS : BRmEmEX 5850 TW #4450



O BASTCE

IP HEEBXEO
ey neE=g ==y =:I

IS HTATE: 2024-10-18 10:38:31

1. EOHEA

EOIEKIEE © ngwafapi3.finance.cloud.tencent.com,
EIngERNEE R

FOAZEOERIRRE © 200%/70,

EOEHATE : 2023-09-05 09:17:21,

Web [ B K& (ngwaf)

NHBE, AEOEYE : 2018-01-25

14, FEOFFTEGRLSEH.

B

HSERIIMARAT L,
HENIAEE

HSERIIMRT I,
HERINAIAN

S EIINATT I,
SERINASRNurl

HSERIIMART L,
MNE73iE

HSERIIMAT L.
HINIASFFX |, ORISR |, 15T HF

EOBRIeESE SN,
A sl
2. NS
IUTBEKRSEFIRNGIE TEOBEKRSEFT D AESEH , RBAESHTIRI GRS,
SEEIR D4y FEIEFNULL ESid)
Action = = String
Version = = String
Region = = String
Domain = & String
Rules B &= Array of Uint64
Url & = String
Function B &= String
Status B S Uint64
A sl
3. HiHSE
SHEER ESid) i)
y Ui | WBHEIIFEIL,

Alid

WS : BRmEmEX

551 ;1 #445m



X BIHSTCE WebRIFEAX 5 (ngwaf)

SHAR eS| T
Requestld String HE—IEXK ID , ®RiEKREPSIRE., EAMIEEREHZXIEKRAY Requestld,

4. sEIR1G
LATNBIHE T O SZiERRREIRS , EMERSERN A TSR,

HiRED 33!

[

InvalidParameter
FailedOperation.MysqlDBOperationFailed
UnsupportedOperation.InvalidRequest
InvalidParameterValue
UnsupportedOperation

FailedOperation

WS : BRmEmEX 5852 TN #4451



Q} BIH=TCE Web iz R X & (ngwaf)

MFRE= AN EZ R

EITEHTATE: 2024-10-18 10:38:31

1. ZEOfEA

EMOEKEE © ngwafapi3.finance.cloud.tencent.com,
eS| =Et=2)

BONZCERIERIRS] © 200R/%D,

EOEHATE : 2023-09-05 09:17:20.

BN E N,
A M2
2. MASH
PATFERSHGIRNGH TEROBERSEMES D AHSE , RBEAHSHGIRDNAHIEREE,
SHER DA FEYFNULL e i) A
Action 2 B String ~HSE, AZEOBYE : DeleteDomainWhiteRules
Version 2 & String AHSE, AEZEOBYE : 2018-01-25
Region =" S String AHBY , MEOFFTEESRLSE,
. . IS HIIIMATT I,
Dom & = St N
b = o BEMIRHNELS
. IWBESIMATIL,
Id - & A f Uint64
° = = ey erEn BEMIRHEE RN
A M
3. HSE
SHER i i)
. IWBEXIIMAATIL,
Data String s
Requestld String H—IEXK ID , ®RiEKREPSIRE., EAMIEEREHZXIEKRAY Requestld,

4. FEnRG

UM T 2O S IBAEERaEiRg | EtERFE RN AR,

i
4

FEIRD

WS : BRmEmEX 5853 TU #445m



X BIHSTCE WebRIFEAX 5 (ngwaf)

FEIRTD 533!

[

InvalidParameter
FailedOperation.MysqlDBOperationFailed
UnsupportedOperation.InvalidRequest
InvalidParameterValue

FailedOperation

WS : BRmEmEX 5854 TN #4451



X BIHSTCE WebRIFAp k& (ngwaf)

Waf IPEEH% EDeleteizZ[]

EITEHTATE: 2024-10-18 10:38:31

Sz A
1. ZEOEA
EMOEKEE © ngwafapi3.finance.cloud.tencent.com,
Waf IPEEHZ B Deletetz [
EOABE B IEERIRE : 200R/F0,
EOEFERATIE : 2023-09-25 19:15:05,

EOBEIEH &N,

2. INSE]

LATBREHFIRNGIE TEROBRSHMED AR , RBEAHSHGIRI LGRS
SHER Wik AREFNULL 28 A
Action 2 = String NHESE , AEOBYE : DeletelpAccessControl
Version 2 = String ~HESE , AEOBYE : 2018-01-25
Region ! S String AHBY , MEOAFTEEGRLSE,
Domain = & String g’zzwq%mm”
Tterms o - Array of SRS,
= = String PRIBRAYi pEREE
IS HFIIMATT I,
DeleteAll & S Bool EEMBRIINAEE FHFFER/BIPEE | true R~ ZbiiiR |, falseRmR
HprIEEi pR R
SourceType & & String gﬁgﬁgﬁ% @
Isld = = Bool IS HFIIMATT A,
ElsId=EgATrue , MtemsFFETEENId , FUHIP
A Y 4
3. S
SHER it A
. . IWBESIMAATIL.
FailedItems String BT 5 B

WS : BRmEmEX 5855 TN #4450



X BIHSTCE WebRIFEAX 5 (ngwaf)

SEEIR it iR
. e ERIIMTT I,
FailedCount Int64
MIBREMASZEEL
Requestld String H—iEXK ID , ®RiEkEaIRE. EAIAMATEEREMZRIEKE Requestld,
H 3=
4, %EIBEEE.'J

PUMRFIH T O SSBIEERaIERG | BtERE RN A SR,
FEIRD ik
InternalError
UnsupportedOperation
InternalError.DBErr
InvalidParameter

FailedOperation.TheNumberOfOneTimeDeletionsReachedTheUpperLimit

WS : BRmEmEX 5856 T0 #4450



Q} BIH=TCE Web iz R X & (ngwaf)

FEIAWAFBaIEEEIPIFS

EITEHTATE: 2024-10-18 10:38:31

Sz ] A
1. ZEOEA
EOEKIEHS © ngwafapi3.finance.cloud.tencent.com,
HIAWAF BshEZEIPIFE, 377 B o RS
EUABE B ERIRE : 200R/FD,
EOEFHESE : 2023-12-12 15:13:34,

EOBEIEH &/,

2. MANSEY

UMBERSEHFIRNGIH T EROERSEAED AHSE | TBARSEHGIRN A AHERSE,

SHER WAl FEFNULL Y A
Action 2 S String ~H2SE, AEOEYE : DescribeAutoDenylIP
Version 2 & String NHEE, ANEOBYE : 2018-01-25

Region 2 S String AHBH , MEOFFTEERLSEH,

Ip S S String EHIPEHNHERES

Category & & String 2551

VtsMin & & Uint64 E=pGRIEN =N

VitsMax & S Uint64 BRE AR AR R

Domain = & String b4

Count S B Int64 THRR

CtsMin & & Uint64 elfE RN SN |15

CtsMax & S Uint64 BRI IR AR KRR,

Skip & B Uint64 mizE

Limit S B Uint64 PREUZREL

Name & & String RIEE=F

Sort & & String HEFFSE

3. iS4y

WS : BRmEmEX 5857 TW #445m



X BIHSTCE WebRIFAp k& (ngwaf)

SR &S] fA

Data IpHitltemsData EFIPHRSREZER

Requestld String HE—iEK ID , RIBEREPSIRE], EfIAEN TR EIZIRIEKA Requestld,
H

4. FEIREY

PUMGIE T O SSEEERAEIRD | BthEnRGIF N A IR0,

%EBE
InvalidParameter

InternalError

WS : BRmEmEX 5858 TN #4450



O BASTCE

Waf Zi=ipEEREEH

EITEHTATE: 2024-10-18 10:38:31

1. EOfER

BOEKES

ngwaf.api3.finance.cloud.tencent.com,

Waf ZiZipEEEHEER
FOAZCIERITRRE) : 200R/70.

EOEHATE - 2023-09-05 09:17:16.

BOBEIRE 7 A,
A M2
2. MASH
PATERSHFIRNG I TEOIBERSEFESD LS4,
SHER & RWNULL R
Action 2 = String
Version = =5 String
Region = = String
OffSet = & Uint64
Limit = = Uint64
Sort = & String
. Array of
Filt = B
ers = = FiltersIitemNew
A M
3. HSE
BHER % fER
Data BatchIpAccessControlData o
Requestld String ME—15
H 3
4. $EiRIS

UM 72O S EEERAEIRS , BthERGiFER

WS : BRmEmEX

Webiz B K& (ngwaf)

R
NS, AEOBYE : DescribeBatchIpAccessControl
AHSEH, AEOBYE : 2018-01-25

RESH FEOFFEEGRISEL.
w5

PR

HIFSE

THiksR(E | 2% ActionType 40/42 , Ip : ipdtbiit , Domain : 14

=%

, BREKRESIRE], BRI EERAZRIERAY Requestld,

RS ESEN

559 T #445m



X BIHSTCE WebRIFEAX 5 (ngwaf)
HRE sk

InternalError

InternalError.DBErr

WS : BRmEmEX 5860 T0 #4450



X BIHSTCE WebRIFAp k& (ngwaf)

SREEZ RN & R

EITEHTATE: 2024-10-18 10:38:31

1. ZEOEA

EOEKIEHS © ngwafapi3.finance.cloud.tencent.com,
REUHZRIRNEZ R

EOABE B IEERIRE : 200R/F0,

EOEHATE - 2023-09-05 09:17:14,

BOBEIRE 2 A,
A M2
2. WMASE]
LATERSEHFIRNFE TEOBRSEMESD 2 LS |, RBAHSHGIRDAHIERESL,
SHER WAl FEFNULL e i) ik
Action = & String AHESH , AIZEOBYE : DescribeDomainWhiteRules
Version 2 e String AHSH, AEZEORYE : 2018-01-25
Region £ S String AHBY , MEOFFTEESRLSEH,
: SRS I,
Url S B St \
' = = o RIS RIS
_ _ . IBHFIIMT L,
Page 7w B Uint64 /T
_ _ . IBHTIIMA T,
Count = = Uint64 SRR
. iSRSNI,
Sort B S St
or - - fing HEF A=, descRmIER | ascRmFHF
: iSRSNI,
= =
Ruleld A & String UMD
Domain =2 & String gfggggggzm"

3. iS4

SHETR ESit) 1)

[

WS : BRmEmEX 5861 TW #4450



X BIHSTCE WebRIFEAX 5 (ngwaf)

SEEIR i) R
. . IWESHHIMART L,
RulelList RulelList SIFISE
. WEHRISM AR,
Total Uint64 -
Requestld String ME—iEK ID , EXiEREIRE], EfIARINFERIZRIERAY Requestld,
4. FEIRAG

PAIMRBIH T O SSBIEERaIERIG , BtERAEN A E R,

i
=

%EBE
InvalidParameter
InvalidParameterValue

FailedOperation.MysqlDBOperationFailed

WS : BRmEmEX 5862 TN #4450



X BIHSTCE WebRIFAp k& (ngwaf)

Waf ipBRH=ZEREIT

EITEHTATE: 2024-10-18 10:38:31

v e
1. ZEOEA
EOEKIEHS © ngwafapi3.finance.cloud.tencent.com,
Waf ip EAE8EIf
EUABE B ERIRE : 200R/FD,
EOEFHESE : 2023-12-12 15:04:10,

EOBEIEH &/,

2. MANSEY

UMBERSEHFIRNGIH T EROERSEAED AHSE | TBARSEHGIRN A AHERSE,

SEEIR Wi IFENULL KR iR
Action P S String ~HSE, AEOBYE : DescribelpAccessControl
Version 2 &5 String nNHE2E, AEOEYE : 2018-01-25
Region = & String 2HBY , XEOFFTEERBLSEH,
. WEEFIINATT I,
ValidStatus S & Int64
>t = = RS
— . S ERIIMAAT I,
ValidTimeStampMax B = Strin RN N
P Al 9 mxowmEtiEmREE
Domain 2 &= String SRR,
%3
. SRS,
Count = = Uint64 >
oun ® |8 " TR
. SN,
CtsMa S = Uinte4 R N
X Al ' SR QIR ROR R
Ip = = String W%Wm.
p
- . . S ExIIMART I,
ValidTimeStampMin 5 & Strin R N
P =5 |8 9 muNEMESEARTEE
. . WESEFIINATT I,
ActionType & & Uinte4 — .
oniyp Al ' FHE , AFTEAEES , 2ETEEEES
VisMin 5 & Uinta ~ LCBEOISHTAIL

/BT ERIRT IR R,

WS : BRmEmEX 5863 TN #4451



X BIHSTCE WebRIFEAX 5 (ngwaf)

SHEWR W% AEFNULL KR R
- _ _ . SIS I,
Hmit 5 | " Uintet smimmuse
BRI,
OffSet S S Uinted SRR , BLimitEEE. &/IMEN0 , &A{E= Total/Limit[H_LEX
B
Source & & String W%WE.
KR
Sort = = String ﬁzg%mm.
) BRI,
ehax 7| B Uinthd e R
CtsMin = = Uintea ~ WESHISNAHIDL

/eI EIRIRT IR R,

3. iS4

SHER eSS fEiR
Data IpAccessControlData Ai BRI,
i
Requestld String HE—iEK ID , ®XiEkESIRE. EAIIMASEEREZRIEKA Requestld,

4. FEnRG

UM T 2O SSIBAEERaEiRg | EtERE RN AR,

[

IR o
InternalError

InternalError.DBErr

WS : BRmEmEX 5564 TM #4450



O BASTCE

Waf IPEEIRSEE

EITEHTATE: 2024-10-18 10:38:31

1. EOfER

EOEKIEHS © ngwafapi3.finance.cloud.tencent.com,

Waf IPEBIRSEH
FRANEOIBEIRRIRS] : 200R/70,

EOEHRATE - 2023-12-12 15:01:47,

ORI E I,
A M2
2. INSE]
LUTERSHT RIS TEROFKRSHERBL AHESEL
SHBR DAV FBEFNULL
Action = B
Version = &5
Region = =
CtsMin & &
Ip & &
Category = a
VtsMax B B
Skip & &
Sort B =
Count = &=
Limit S B
Name 5 5

WS : BRmEmEX

String
String

String

Uint64

String

String

Uinte4

Uint64

String

Int64

Uint64

String

Web [ B K& (ngwaf)

NH2E, ANEOEYE : 2018-01-25
NHEBH , AEORE2EBILSE.

HSERIIPART I,
Bl RYE) &R/ \Ad[ATRL

HBERIIMRIL.
1P

BTSSRI,

K51

HSERIIMART L,
BB AR AR

SIS R,
(iEZs 5t

HSERIIMRT L,
HEFSE

HSERIIPART L,
THURR

HSERIIPART L,
PREIZH

HSERIIMRT I,
SRERETR

2565 T #445m



O BASTCE

SR WATSE
ValidTimeStampMin B
ValidTimeStampMax =
Domain =
VtsMin B
CtsMax =

A s
3. MIHESE
SHAR et
Data IpHitltemsData

Requestld String

4. FERhg

FIFNULL

P
[}

a
=

o

o

i

fhik

HSERIIMART .

ZR

ok
i

Uint64

Uint64

String

Uint64

Uint64

fHik

HSERIIMRT L.
SRV GRIEI =N 112

HSERIIMART L,
Bt iEERARI B,

HSERIIPART L,
5=

HSERIIMAT I,
SRV GRIET =N 12

HSERIIMRT I,
BRI ER AR )R,

Web [ B K& (ngwaf)

E—EK ID , BRIEREIRE, EIERNFERHEZRIERE Requestld,

UM T O SSBIEERaERD | EtERAE RN A SR,

EIRTD
InternalError
UnsupportedOperation

InternalError.DBErr

WS : BRmEmEX

2566 T 445m



O BASTCE

EiRipAETT RN

EITEHTATE: 2024-10-18 10:38:31

57 ek
1. FOfEA
EOIEKEE © ngwafapi3.finance.cloud.tencent.com,
REipESTRNFRER
BONZEOIBIERERIRE : 200/,

EOEHRATE - 2023-12-12 15:24:12,

EOBIREE SN,
A sl
2. NS
IUTNERSEHIIRNSIE TEOBEKRSEF D AESE
SHEFR WAl FHFNULL il
Action p3 a String
Version = =5 String
Region = = String
Domain = = String
Instanceld &= = String
A sl
3. WS
SHAR i) R
IS EIIN AT,
HWStat Int64
ate g BRPFSEIRES
BRI,
AttackThreshold Int64 T A
. WEHFIINTT I,
TimeThreshold Int64 A
DenyTimeThreshold Int64 gﬁggﬂm’"

WS : BRmEmEX

Web [ B K& (ngwaf)

N

NS, ANEOBYE : 2018-01-25

\

NHBY, FEOTFTEEGRISH.

HSHISNARIIL,
B

HESERIIMAT I,
scfild

567 T 445m



X BIHSTCE WebRIFEAX 5 (ngwaf)

SHBFR i) R
BRI,
DefenseStatus Int64
BHIHERE
Requestld String H—iEXK ID , ®XiEkESIRE. EAIIMASEEREHZRIEKA Requestld,

4. sE1RG
LATNBIHE T OS5 ZIERXREIRS , EMEIRSERN A TR,

FEIRD fEk
UnsupportedOperation

InternalError.DBErr

WS : BRmEmEX 5568 TN #4450



&) BIH=TCE Web iz R X & (ngwaf)

HEIAWAF B oIS SR RIF 15

EITEHTATE: 2024-10-18 10:38:31

Sz A
1. ZEOEA
EMOEKEE © ngwafapi3.finance.cloud.tencent.com,
HIAWAF BohE 2R RIFE
EOABE B IEERIRE : 200R/F0,
EOEHATE - 2023-09-05 09:17:09,

RO E NN,
A M2
2. MANSE
LATIBREHFIRNGIH TEROBRSHIED AHEY , REAHSHGIRNAHERSE,
SHER WAl FEFNULL e i) A
Action 2 & String ~HSE, AEOBYE : DescribeWafAutoDenyStatus
Version 2 & String nNHE2E, AEOEYE : 2018-01-25
Region B B String ~HBY , KEOAFTEERBLSEH,
A A\l 4
3. HItHSEY
SHETR &S] A

WafAutoDenyDetails AutoDenyDetail WAF BniEEiEE

Requestld String HE—iEK ID , RERESIRE], EfIAHNFEREIZIRIEKRA Requestld,

it ~
4. 35 19':'555
UG 7O S ZEERIEIRS , EtERIFE N A SRS,
Himhig R
InvalidParameter

InternalError

WS : BRmEmEX 5569 TW #445m



O BASTCE

Webiz B K& (ngwaf)

FEIAWAFEY S I SR EC EIF B

EITEHTATE: 2024-10-18 10:38:31

1. EOfER

EOEKIEHS © ngwafapi3.finance.cloud.tencent.com,

HRWAFEMERE SHEIREC EIF 5
FOAZCIERITRRE) : 200R/70.
EOSEFRATE : 2023-12-11 20:37:06,

EOBEIEH &/,

2. MANSEY

IUMBERSHFIRNGIH TEROERSEFD AHSE

SHEFR 43vis FEFNULL

Action = -
Version = &
Region = B

3. MBS
S8

WafThreatenIntelligenceDetails

Requestld

4. FEnRG

S

i

WafThreatenIntelligenceDetails

String

String
String

String

RESE, AFORE : 2018-01-25

RESY, FAEOFTEERILSH,

5%
HSERIIIART I,

WAF FifHBIREIEHER

H—iEK ID , BIRIERESIRE], ELICMAEERAZ
MRIERAY Requestld,

UM T 2O SSIZBAEERaEiRg . EtERaE N A S8R,

HiRED

InvalidParameter

FailedOperation.MysqlDBOperationFailed

InternalError

WS : BRmEmEX

5570 7 #445m



X BIHSTCE WebRIFAp k& (ngwaf)

e SYWI

EITEHTATE: 2024-10-18 10:38:31

Sz ] A
1. EFOHAR
EOEKIEHS © ngwafapi3.finance.cloud.tencent.com,
BRE—EN
FOAZEOERIERIRS © 200%/F0,

EOEHATE - 2023-09-05 09:17:06.

BOBEIRE 7 A,
A M2
2. MANSE]
LATBREHGIFRNGIH TEROBRSHMED AHEEH , REAHSHGIRNAHERSE,
SHER WAl FEFNULL &Sl A
Action 2 &= String ~H2E , AEOEBYE : ModifyDomainWhiteRule
Version 2 & String ANHSE, AZOBYE : 2018-01-25
Region 2 S String AHBH , MEOAFTEERLSEH,
. . Jlie "2 papl e SEIDIN
D & B St .
omain = = o BEEMOMNELS
. [l wap] S S IR
a= sy
< < . e HxIIMAT A,
Rules B & Array of Uint64 sAidFISE
S < - Jlie 2 pap/ o SEIDIN
ol = = string NPT
; < < , e oap e S IR
Function = & String SMITSER S 3
. e hop i S PIR
Stat &= &= Uint64
o = = " TSRS | OFTXIIFR | LRTITFIFR
A sMe
3. FHSE
SHAR &3t A
Requestld String HE—IEXK ID , ®RiEKREPSIRE., E M EEREHZXIERAY Requestld,

WS : BRmEmEX SB71 T #4451



X BIHSTCE WebRIFEAX 5 (ngwaf)

4. iRt
PAIMRBIH T 2O S BIEERaEiRg . EtERiERN A SR,

HiRAD

i
5

InvalidParameter
FailedOperation.MysqlDBOperationFailed
UnsupportedOperation.InvalidRequest
InvalidParameterValue

FailedOperation

WS : BRmEmEX 5872 W #4451



O BASTCE

{Z 8 pA&SI ALY

EITEHTATE: 2024-10-18 10:38:31

1. EOfER

EOEKIEHS © ngwafapi3.finance.cloud.tencent.com,

1B &SN
BONMZCERIERIRS] © 200R/%D,
EOSEFRAGE © 2023-09-05 09:17:05.

EOBEIEH &/,

2. MANSEY

IUTNERSEHIIRNSIE TEOBEKRSEF D AESE
SHEFR WhisE FHFNULL
Action = B
Version = 5
Region = =
TimeThreshold 2 &
DenyTimeThreshold = &
DefenseStatus =2 &

Domain P &
AttackThreshold 2 &
A sl

3. HiHSE

SHAR it b9
B EIIATT I,
Success ResponseCode

Int64

Int64

String

Int64

Web [ B K& (ngwaf)

NH2E, ANEOEYE : 2018-01-25
NHBH , AEOAREEEBLSE.

HSERIIMARAT L.
IPHEFEHTE | SEE1-604

HBEFISAATR,
RRIPETSERATETSSETE) | S5~ 36004

HSERISMART L,
BHEEERE , OFRTRKHA , 1557

HSERIIMARAT L,
15#

HSHZISMT I,
RURIPHEZIEIRESIE | SeEN2~1000R%

BRIRPIAZSES , FEISONHEEHEMER  REAMEINR(EHE""RE"} , ISR

Success , EERIAEMAPATSES ( yunapie ANEIRES )

WS : BRmEmEX

573 ;1 #445m



X BIHSTCE WebRIFEAX 5 (ngwaf)

SHAR it} Hmir
Requestld  String W—EK ID , BRiEKREPSIRE], EIARATEERFHZRIERAY Requestld,

il: ~
4. Ella':'EﬁE_'J
A T OS2 ERRAIEIRD . EtEREiEN AR,
eI iR

UnsupportedOperation

WS : BRmEmEX 5874 M #4451



O BASTCE

Ao E WAFEU ST SARIFS

EITEHTATE: 2024-10-18 10:38:31

v H-s
1. ZEOEA
EMOEKEE © ngwafapi3.finance.cloud.tencent.com,
BCE WAFRIMBIREI AR RIFE
EOABE B IEERIRE : 200R/F0,
EOEFERATIE : 2023-12-11 20:36:53,

EOBEIEH &N,

2. INSE]

IUMBERSHFIRNGIH TEROERSEFD AHSE

SHER Wi FBUFNULL AU

Action = & String

Version = &= String

Region = = String
WafThreatenlntelligenceDetails & = WafThreatenIntelligenceDetails

3. S

SHETR St fk
HSERIIIART I,

WafThreatenIntelligenceDetails =~ WafThreatenIntelligenceDetails

Requestld String

4. 5E1R1G
LATAIHE T SZERRREIRS , EMERSERN A TSR,

HiRED

WS : BRmEmEX

Webiz B K& (ngwaf)

Bt
BB

RNHESE, AEORYE -
ModifyWafThreatenIntelligence

NHBE, AEORYE : 2018-
01-25

AHBY, FEOFFEEGRLS
%’&0

HSERIIIART I,
ECEWAFEIMBIREIZHERIFS

SRIWAFEIMBIREIZEERIFS

W—iEXK ID , BIRERESIRE], ELICMEEERAZ
MRIERAY Requestld,

i
4

557570 #445m



X BIHSTCE WebRIFEAX 5 (ngwaf)

[

FEIRD )t
InvalidParameter

FailedOperation.RedisOperationFailed

FailedOperation.MysqlDBOperationFailed

UnsupportedOperation

InvalidParameterValue

InternalError.DBErr

InternalError

WS : BRmEmEX 5876 TN #4450



O BASTCE

Waf IPE2

AR

EITEHTATE: 2024-10-18 10:38:31

1. EOfER

Web [ B K& (ngwaf)

HEBEUpsert#z[

EOEKIEHS © ngwafapi3.finance.cloud.tencent.com,

Waf IPEEHZ B Upsertiz[

FOAZCIERITRRE) : 200R/70.

EOEHATE - 2023-12-12 15:03:39,

UMBERSEHFIRNGIH T EROERSEAED AHSE | TBARSEHGIRN A AHERSE,

EOBIREE SN,
A M2
2. MINSE
SHEER D4yvis
Action 2
Version =
Region =
Domain =
£BiEE
73 : global
Items 2
Edition =
SourceType =
Instanceld &
A M2
3. HHSE

FEFNULL

Py

iy

o

m

iy

iy

iy

H

WS : BRmEmEX

e
String
String

String

String

Array
of
String

String

String

String

H2% , ANEOEYE : 2018-01-25

b

\)

RHBY , FAEOFFTEEGRLSEH,

IEHrIIMTT A,
B2 : test.qcloudwaf.com

HSERISMART L,

ip 28153 |, jsonE{ZBHip , source , note , action , valid_ts#Bp%. ipXIRBCE
BYipitbiit , sourceEEAcustom(B , noteUiFHE , actionBE42 82 FE , 4088
28, valid_tsABHHEER , ERFHRETER ( (10116805704201472023-04-04
09:07:00) )

S EIINARAT I,
WAFSLfIZE%Y | sparta-wafZRRSAASEIWAF |, clb-wafZRRaEIgEEIWAF

HSERIIMART L,
RAENZEHARARER  BHSHBNELRRR , REAbatch , BUHE

HSERIIMARTIL.
sefpild

5577 T H445m



X BIHSTCE WebRIFEAX 5 (ngwaf)

SHERR eSS ik
FailedIltems String iﬁﬂﬂﬁ{légggéﬁ
| HEERISNFATL,
Fail
alledCount N4 e
y Sring | WEHOITFRR.

AN INEL{EBAIIPEEREIdSIZR

Requestld String M—i5k ID , ®RiERESIRE, RN SERAZXIEK Requestld,

4. sE1R19
LAMXFE TEOWSZERRAEIRD |, EiERiER A HHER0,

HEIRD )

[

InternalError

LimitExceeded
UnsupportedOperation
InternalError.DBErr
LimitExceeded.SpecificationErr

FailedOperation.TheNumberOfAddedBlackAndWhiteListExceedsTheUpperLimit

WS : BRmEmEX 5878 TW #4451



O BASTCE

Hitez

Web [ B K& (ngwaf)

IBImaIAEs ( BE RS )

IS HTATE: 2024-10-18 10:38:31

1. FOfmE

EOIEKIEE © ngwafapi3.finance.cloud.tencent.com,

HEImAIRNES ( BESRES )
FRAZ SRR E) : 200R/70.

EOEHATE - 2023-09-05 09:16:59,

EOBEIEH NN,

2. NS

IUNMBERSEFIRGIH TEROERSEFD AHSE

SHEFR g ABIFNULL

Action = B
Version = a
Region 2 B
Edition & N
Bypass = =
Eventld = =
Name P B
Sortld = B
Redirect & =

iy

ExpireTime =

iy

Strategies =

WS : BRmEmEX

s
String
String

String

String

String

String

String

String

String

String

Array of
Strategy

H2% , ANEOEYE : 2018-01-25

b

RHBY, FAEOFFTEEGRLISH,

S ExIIMART I,
WAFSLI2E8Y | sparta-wafZR7RSAASEIWAF |, clb-wafFrak R WAF

HSERIIMRT I,
ATRIFS
HSERISMRT L,
IIANIESETR |, BAAE

HSERISMART L,
HINEFR

SIS,
H55R

HSERIIMRT I,
RMEREED , NFRTREERAML ; EfbiERATLUE

S EIINART I,
ITHARTE) , BRI ORDRATERS , IaN1677254399% T BARTIE)/92023-02-
24 23:59:59. OF~KAITHE

HSERISMRT L,
SRIKIFIS

579 ;0 H445m



X BIHSTCE WebRIFAp k& (ngwaf)

SHBFR Wk RFFNULL 358 DU
. . HBERIINAT I,
Domain = = Strin N
= F 9 BB S
ActionType £ & String ILSHTISHAET I

SRR, LUSRRENT , 2(CRANRS] , 3REWER , 4REREER

3. S

SHETR 15 fiA
HSERIIMART I,

Success ResponseCode  MEAUIRTSHED , ANERFIENERIEIERIINLREIRIZMINFIRS | MRERRBIERMNTZER
HrMessagefIN B REF N RIREM

BRI I,
Ruleld Int64 N 3
A INREIHAETHRIID
Requestld  String H—iEXK ID , ®RiEkEaiRE. EAIIMEEREZRIEK Requestld,

4. TEIRMY
UM T 2O S IBAEERaIERg  BtERE RN A SR,
FEIRG ik
InternalError
LimitExceeded
UnsupportedOperation
InternalError.DBErr

LimitExceeded.SpecificationErr

WS : BRmEmEX 5580 TW #4450



&) BIH=TCE Web iz R X & (ngwaf)

[N Y3 =E A==

EITEHTATE: 2024-10-18 10:38:31

Sz ] A
1. ZEOEA
EOEKIEHS © ngwafapi3.finance.cloud.tencent.com,
IENIE R AN
EUABE B ERIRE : 200R/FD,
EOSEFHAETE : 2023-09-05 09:16:58,

EOBEIEH &/,

2. MANSEY

UMBERSEHFIRNGIH T EROERSEAED AHSE | TBARSEHGIRN A AHERSE,

SHER WAl FEFNULL il A
Action = S String AHSE, AEOBYE : AddCustomWhiteRule
Version =2 5 String 25, ANEOEYE : 2018-01-25
Region g2 & String AHBY , MEOFFTEERLSEH,
Domain 2 = String FEEMNRIRHES
Bypass 2 & String BATHIEE
Name g2 & String HMZFR
Sortld 2 B String SR
ExpireTime 2 & String IS HRRTIE]
Strategies = & Array of Strategy HIRIEE
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AllDomain Uint64 AL

UpdateTime String =aliw gl

WafDomainCount Uint64 N EEASE

LeftDomainCount Uint64 FITECER

OpenWafDomain Uint64 FriabairisZ 1

Requestld String HE—IEXK ID , ®RiEKRESIRE., TR EEREHZXIERKAY Requestld,

4. sE1R19
ARG TEOWSZERRAEIRD |, EiERiER AR,

HIRED fk

WS : BRmEmEX 5892 TW #445m



X BIHSTCE WebRIFEAX 5 (ngwaf)

FEIRD 1)

[

InvalidParameter
InvalidParameterValue
MissingParameter
UnknownParameter

InternalError
UnauthorizedOperation
ResourceNotFound

LimitExceeded
ResourceUnavailable
Resourcelnsufficient
FailedOperation

ResourcelnUse

ResourcesSoldOut
InvalidParameter.InvalidCertificate
InvalidParameter.QueryCertBySSLIDFailed
UnsupportedOperation
AuthFailure
RequestLimitExceeded
DryRunOperation

OperationDenied

WS : BRmEmEX 5893 M #4451



&) BIH=TCE Web iz R X & (ngwaf)

IREURBE &SR E

EITEHTATE: 2024-10-18 10:38:32

v H-s
1. ZEOEA
EMOEKEE © ngwafapi3.finance.cloud.tencent.com,
REURINE 2 72RO
EOABE B IEERIRE : 200R/F0,
EOEHATE : 2023-09-05 09:16:41,

EOBEIEH &N,

2. MANSE]
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ResourceNotFound
LimitExceeded
ResourceUnavailable
Resourcelnsufficient
FailedOperation

ResourcelnUse

ResourcesSoldOut
InvalidParameter.InvalidCertificate
InvalidParameter.QueryCertBySSLIDFailed
UnsupportedOperation
AuthFailure
RequestLimitExceeded
DryRunOperation

OperationDenied
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SRR EIIESIERWARSE

EITEHTATE: 2024-10-18 10:38:32

1. #EOfER

EOEKIEHS © ngwafapi3.finance.cloud.tencent.com,

SRENGAHISESBERIWARSR | JLANRIERR P REISESLAIID, REERITERID, REIEESAERREININIRER WaftPIRSE
2. ERASEE  REISESLAID, RFIGESLAID +ISIFERID, RAHIYESLAID+ISITRRID+HE. ATRERTERED
ResourceNotFound (i#BHKEIRIRAIER ) . UnsupportedRegion ( Haiclb-wafRIZRHER. M. Lig. &b EK. &bt
) .

FRAZCIERIRPRE) : 200R/70.
EOEHRATE : 2023-09-14 14:16:59,

OIS H &N,

2. NS

IUMBERSEFIRGIHE T ROERSEAED AHSE |, TBARSHGIRNAHERSE,

SHER I FEFNULL RE fhik

Action = = String NHESEH , AZEOBYE : DescribeWaflnfo
Version =2 &5 String NESE, AZOBYE : 2018-01-25
Region £ B String AHBH , MEOAFTEESBLSH,
Params =2 & Array of ClbHostsParams CLB[EIEAWAFEZEO ( 3XEX. fii&) 8953

3. iS4

BHAETR sk P
: W%Wm

o Jintet REINWAFMSEHANKE  AONFRRSEEIRINMER

HostList ClbHostResult LB,

XIRWAFMSERIEE.

Requestld String E—iEK ID , BXIEKREIRE, EMEEIFRERAZRIERE Requestld,

4. EiRES

PUMRFIH T OSBRI , BtERERN AR,
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InvalidParameter
InvalidParameterValue
MissingParameter
UnknownParameter
InternalError
UnauthorizedOperation
ResourceNotFound
LimitExceeded
ResourceUnavailable
Resourcelnsufficient
FailedOperation
ResourcelnUse

ResourcesSoldOut
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RBUHZwebshel IRZS

EITEHTATE: 2024-10-18 10:38:32

1. EOfER

EOEKIEHS © ngwafapi3.finance.cloud.tencent.com,
SRENEE Awebshel A7
EOAB B RIERIRE : 200R/F0,

EOEHATE - 2023-10-19 15:37:36,

BB E N,
A M2
2. MASH
LATERSEHFIRNFE TEOBRSEMESD 2 LS |, RBAHSHGIRDAHIERESL,
SHETR D25 FEFNULL RE 155
Action = = String NHBE , AEOBUE : DescribeWebshellStatus
Version 2 & String 2%, ANEOBYE : 2018-01-25
Region £ S String AHEHBH , AEOFFTEEGRLSEH,
Domain = &= String b4

3. iS4y

SEEIR i) ik
. IHEHHSMART I,

Stat Uint64

atus in vy
Domain String IBEFISET IR,

webshellig#3

Requestld String HE—IEK ID , ®RiEKREPSIRE., ERIHEEREZXIEKRKAY Requestld,

j:t\

. FHIRAS

PUMRBIH T O SBIEERAIERID , EtERER A E R,

FEIRD A

InvalidParameter

WS : BRmEmEX 55110 T4 #4451



X BIHSTCE WebRIFEAX 5 (ngwaf)

FEIRTD 1t

e

InvalidParameterValue
MissingParameter
UnknownParameter
InternalError
UnauthorizedOperation
ResourceNotFound
LimitExceeded
ResourceUnavailable
Resourcelnsufficient
FailedOperation
ResourcelnUse
ResourcesSoldOut

UnsupportedOperation
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RlFBAE X url

EITEHTATE: 2024-10-18 10:38:32

1. EOfER

EOEKIEHS © ngwafapi3.finance.cloud.tencent.com,
RIFTBTE S url

BONZOIBIERERIRE © 200R%/F0.

EOEFAETE : 2023-09-07 02:51:53,

RO E NN,
A M2
2. MANSEL
LATIBREHFIRNGIH TEROBRSHIED AHEY , REAHSHGIRNAHERSE,
SHER WAl FBEFNULL e i) A
Action = B String NS, AZEOBUE : FreshAntiFakeUrl
Version 2 & String nNH2E, AEOBYE : 2018-01-25
Region =" S String AHBH , MEOFFTEESRLSH,
Domain = & String b4
Id = = Uint64 Id
A M2
3. S
SHER et fi
. Jlie % papl e SEIDIN
Result St .
! M mmpss
Requestld String ME—IEK ID , ®RIEREIRE., ERIRERAZXIERAT Requestld,
H
4. FEIRAG

PAIMRBIH T 2O SSIBAEERasEiRg | EtERFEN A 5=,
FEIRD R

InternalError
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SRINERSLAIRYEEqps LR

EITEHTATE: 2024-10-18 10:38:33

1. #EOfER

EOIEKIEE © ngwafapi3.finance.cloud.tencent.com,
SRENER AT qps LR
BONZEOIBIERERIRE © 200R/F5,

EOEHATE - 2023-09-14 02:45:10.

BEOBIREE R,
A sl
2. mMANSE
IUFBRSHFIRG B TEOBKSEIIT D AR, RBARSHTIRD LGRS,
SHER WAl FEFNULL e il ik
Action 2 & String PHBE, AMEORYE : GetlnstanceQpsLimit
Version =2 & String 28, AEOEYE : 2018-01-25
Region 2 S String NHEHSH , AEOLTEEBLSEL
Instanceld 2 = String gzgﬁwm.
Type S = String ggiﬁfrmﬂ
A sl
3. HiHESE
SEEIR it} ik
HEERFIM AT,
Dat Dat
QpsData QPSP i EtES
Requestld String H—iEXK ID , ®XiEkEaIRE. EIIMEEREFZRIEKE Requestld,
+ >
%EIBE

ZEAS T SSEEERAERTD , EERGFE N AR,
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IR ESTTR

EITEHTATE: 2024-10-18 10:38:33

Sz A
1. EFOHA
EOEKIEHS © ngwafapi3.finance.cloud.tencent.com,
IR E ST
FOAZEOERIERIRE © 200%/F0,

EOEHATE - 2023-09-05 09:16:30.

BOREIREE A,
A M2
2. MASH
LATIBREHFIRNGIH TEROBRSHIED AHEY , REAHSHGIRNAHERSE,
SHETR Wik FEEFNULL RE fk
Action 2 & String NHSE , AEOBUE : ModifyAntiFakeUrIStatus
Version 2 = String AHSE, AZEOBYE : 2018-01-25
Region £ S String AHBH , MEOAFTEERLSEH,
Status = & Uint64 RE
Ids = = Array of Uint64 Id5I%&
Domain 2 & String i
A M2
3. S
SHETR &Sl R
Requestld String H—IEK ID , ®RiEkEPIRE., EfRNHERAZXIERKAY Requestld,

4. 551R1G
PAIMXAE T OS2 ERIAEIRD , EthiERAmER A L8R 0,

HiRh 5

[

InternalError

ResourceNotFound
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HiRAg A

LimitExceeded
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(ZBUIIRET ZRATE

EITEHTATE: 2024-10-18 10:38:33

7 ] A
1. EOHAR
EOEKIEHS © ngwafapi3.finance.cloud.tencent.com,
(BRI A ERRS
FOAZEOERIERIRE © 200%/F0,
O ERATE : 2023-09-05 09:16:28,

OB H &/,

2. ASEL

UTNBRESHFIFRGIE TEOBRSHISD AHSE , RBARSHIIRI AT,
SHER WAIE FEFNULL e i) ik
Action 2 S String NHSE , AEOEYE : ModifyAreaBanStatus
Version 2 & String NHE2E, ANEOBYE : 2018-01-25
Region 2 B String AHBH , AEOAFTEEGRLSEH,
Domain 2 S String ggﬁgggﬁgm°
Status = & Int64 WBERISHARIL,

W&E , 0OFTKA , 1%R77R

3. S

SHER i i)
Requestld String HE—iEK ID , ERIEREPSIRE], EEMFREREIZIXIERA Requestld,

4. FEnRG

UG T O SSSEERAEIRD | HtEnRIGiF N A R0,

[

FEIRD o

InternalError.DBErr
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1. #EOfER

EOEKIEHS © ngwafapi3.finance.cloud.tencent.com,

Bot_V2 botRFFX&EH
ERANEOIBEIIRRIRS : 200R/70,
EOSEHATE : 2023-12-11 20:25:59,

OB H &/,

2. ASEL

SHER WAl FEFNULL
Action 2 &
Version = a
Region 2 =
Domain = &
Category = &=
Status 2 &5
InstancelD B B
IsVersionFour v )
BotVersion & &

3. mHSE
SHER il iR
Data String IEEER AUl
Requestld String

4. FERE

WS : BRmEmEX

Webiz B K& (ngwaf)

£plid
EAEbot4.0hrA

ENBOthRAS | HRIhRZA/9"4.1.0"

E—IEK ID , BXIEKREIRE, EMEEFRERAZRIERE Requestld,
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PUMGIE T O SSSEEXAEIRD , BtEnRGiFE DA R0,

FRIRTD

%
5

InternalError
UnsupportedOperation.InvalidRequest

AuthFailure.ErrCodeNoPurchased
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1. #EOfER

EOEKIEHS © ngwafapi3.finance.cloud.tencent.com,
IESURFIRATAEBEF X

BONZCERIZRIRS] © 200R/%D,

EOEHATE - 2023-09-05 09:16:24,

EORRIESE SN,
A M2
2. INSE
IUNERSEFIRGIE TEOBEKRSEFT D AESEH , RBAHESHGIRI LGRS,
SHER WE FIFNULL el REA
Action 2 & String ~HSE, AEOBYE : ModifyDomainsCLSStatus
Version 2 &5 String nNHE2E, AEOEYE : 2018-01-25
Region £ & String AHBH , MEOFFTEESRLSEH,
Domains 2 B Array of DomainURI EEERREETIE
Status 2 & Uint64 1EBUEZRIEIR| B EFF X 9Status
A M
3. ImHESH
SHAR St R
Requestld String HE—IEK ID , ®RiEkEPSIRE., EIMIEEREZXIERKAY Requestld,
H X3
. RS

PUMGIE T O SSSEERAEIRD | BthEnRGiFE N A R0,

K

%EB& }ﬁ

InvalidParameter
InvalidParameterValue

MissingParameter

WS : BRmEmEX 119 W H4457



X BIHSTCE WebRIFEAX 5 (ngwaf)
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FEIRED 1
UnknownParameter

InternalError

UnauthorizedOperation
ResourceNotFound

LimitExceeded

ResourceUnavailable

Resourcelnsufficient

FailedOperation

ResourcelnUse

ResourcesSoldOut
InvalidParameter.InvalidCertificate
InvalidParameter.QueryCertBySSLIDFailed
UnsupportedOperation

AuthFailure

RequestLimitExceeded

DryRunOperation

OperationDenied

InternalError.DBErr
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FREERHIP I

EITEHTATE: 2024-10-18 10:38:33

1. EOfER

EOEKIEHS © ngwafapi3.finance.cloud.tencent.com,
clb-waffRiEpIFEZECE

BONZOIBIERERIRE © 200R%/F0.

EOSEFRATE : 2023-09-05 09:16:23,

EOBRIESE SN,
A sl
2. INSE
IUTNERSEIIRGIE TEOBEKRSEFT D AESEH , RBAHESHGIRI LGRS,
SHER WAl FEFNULL il ik
Action = & String NS, AEOEUE : ModifyHost
Version 2 & String 28, AEOEYE : 2018-01-25
Region = & String NHEHSH , ABEOLTEEBLSEL
SIS,
Host = = HostR
o = A ostRecord RO EEEES
InstancelD & & String W%Wm,
sCfhllid
A sl
3. WS
SHAR il R
. . e HRIIMATT I,
DomainId String EEHEZID
Requestld String H—IEXK ID , ®RiEKREPSIRE., EAMIEEREHZXIEKRAY Requestld,
o == |
%EIBE

UM T 2O S IBAEERaEiRg | EtERiE RN AR,

FEIRAD A
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FEIRTD 1t

e

InvalidParameter
InvalidParameterValue
MissingParameter
UnknownParameter
InternalError
UnauthorizedOperation
ResourceNotFound
LimitExceeded
ResourceUnavailable
Resourcelnsufficient
FailedOperation
ResourcelnUse
ResourcesSoldOut

OperationDenied
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1. ZEOEA
EOEKIEHS © ngwafapi3.finance.cloud.tencent.com,
clb-waf IR EFHPEHZRIRERE
EOAB B RIERIRE : 200R/F0,
EOEHAETE : 2023-09-05 09:16:21,

OB H &/,

2. MANSEY

SHER WAl FEFNULL R A
Action 2 S String ~HSE , AEOBYE : ModifyHostFlowMode
Version 2 & String nNHE2E, AEOBYE : 2018-01-25
Region g2 & String AHBH , MEOFFTEESRLSH,
Domain = & String 13
Domainld = & String #HZID
FlowMode = a Uint64 WAFRERT , 1: GRS, 0 REIEI (BOA)
InstancelD B S String 51D
3. WHE%
SHBR eSS fER
Success ResponseCode BRIDAPRESHD
Requestld String W—iEk ID , ®RiEKEPSIRE., EfEMAITHEERAZXIEKA Requestld,

4. s51R19
ARG TEOWSZERRAEIRD |, EiERiER AR,

HIRED AR
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FEIRTD 1t
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InvalidParameter
InvalidParameterValue
MissingParameter
UnknownParameter
InternalError
UnauthorizedOperation
ResourceNotFound
LimitExceeded
ResourceUnavailable
Resourcelnsufficient
FailedOperation
ResourcelnUse

ResourcesSoldOut
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1. #EOfER

Webiz B K& (ngwaf)

EOEKIEHS © ngwafapi3.finance.cloud.tencent.com,

clb-wafiRERSIFEE PR
FUAZCIERIERRRE) : 200R/70.
EOEHAYE : 2023-09-05 09:16:20,

OB H &/,

2. ASEL

SHEFR WE ARYFNULL 28 A

Action = B String ~H2SE , AEOEBYE : ModifyHostMode

Version 2 5 String NHEE, AEOBYE : 2018-01-25

Region 2 e String  AHSBH , MEOFFTEGRLSEL,
PP © <br>10 : SINIERAKALKHET, | 11 : SUMRJJAIERIES, |,

Mode = & Uinte4 12 : SINIMBRAKAL=EIEI <br>20 : HINEHJKALIES, , 21 : HINEE
QATMERIE |, 22 : HINFZEQQATFEEIET

Type = = Uint64 012 HIFET, |, 1(8AI

InstancelD a a String SC{FIID

Edition & & String SCfSEEY

Domain <3 = String hic

Domainld 2 a8 String BHZID

3. IS
BHER St TR
Success ResponseCode EPROISHD |, &E%Fﬁﬁ E’\J’rﬁi@%’ﬁﬁﬁﬂﬂﬂi&lﬁlﬂ’ﬂ%ﬂﬁbE’\Jﬂﬁ?&ﬁg  INRE R ERMN R
HrMessageRIAEREF W EIRE
Requestld  String H—iEK ID , ®RiEKREPSIRE], EIARATEERFHZXIERAY Requestld,

WS : BRmEmEX
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4. SEIRAS

UM T 2O SSBAEERaEiRg | BEtERERN A 5w,

HiRhg
InvalidParameter
InvalidParameterValue
MissingParameter
UnknownParameter
InternalError
UnauthorizedOperation
ResourceNotFound
LimitExceeded
ResourceUnavailable
Resourcelnsufficient
FailedOperation
ResourcelnUse
ResourcesSoldOut

UnsupportedOperation

WS : BRmEmEX
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IRERFER WAFAX
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1. #EOfER

EOEKIEHS © ngwafapi3.finance.cloud.tencent.com,

clb-waf IREIFFEZ WAFFFX STFILEIRE.
BONZCERIZRIRS] © 200R/%D,
EOEHATE - 2023-09-05 09:16:19,

OB H &/,

2. MANSEY

SHER Wi FEYFNULL S
Action = B String
Version = =5 String
Region = = String
HostsStatus = B

3. iS4

SHETR ESig) fA
HESERIIMAT I,

Array of HostStatus

Webiz B K& (ngwaf)

N

NS, ANEOBYE : 2018-01-25

\

NHBY, FEOTTEGRLSH.

e IES

Success ResponseCode  EYIDRGIAZSES , FEJSONMRIBEHMER | IRERMELE HE " " IRE"} . RIIRSREEA
Success , EEHIAEMATKESRD ( yunapiiE X AEEIRD )

Requestld  String H—EK ID , BRiEKREPSIRE], EIARATEERFZXIERAY Requestld,

4. FEnRG

UG T O SSSEERAEIRD | HtEnRIGiF N A R0,

R
InvalidParameter

InvalidParameterValue

WS : BRmEmEX
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HixRAg 1t
MissingParameter
UnknownParameter
InternalError
UnauthorizedOperation
ResourceNotFound
LimitExceeded
ResourceUnavailable
Resourcelnsufficient
FailedOperation
ResourcelnUse

ResourcesSoldOut
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1. #EOfER

EOIEKIEE © ngwafapi3.finance.cloud.tencent.com,
IEEEHIRIQPSIRME T 28X
BONZEOIBIERERIRE © 200R/F5,

EOEHATE - 2023-09-15 11:06:52,

BRI SR,
A Y 4
2. NSE]
LUTERSEHFIRNGIE TEROBFEKRSHEMBO AESE , TEAESHFIRIAHLEKSE,
SHER WAl FEEFNULL Y A
Action 2 B String ~H2E, AEOBYE : ModifylnstanceElasticMode
Version 2 & String NH2E, AEOBYE : 2018-01-25
Region 2 B String NHSH , AEOLEEEBLLSEL
Mode 2 B Int64 ST ERTTR
Instanceld = = String SLHID
A M
3. WS
SHEFR St it
Requestld String H—iEK ID , BRIEREPSIRE. BRI HREREZRIEKA Requestld,
H X3
Z3 %EBE

PUMGIE T O SSSEERAEIRD | BthEnRGiFE N A R0,

FEIRTD )

S

InvalidParameter
InvalidParameterValue

MissingParameter
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FEIRAD 1
UnknownParameter

InternalError

UnauthorizedOperation
ResourceNotFound

LimitExceeded

ResourceUnavailable

Resourcelnsufficient

FailedOperation

ResourcelnUse

ResourcesSoldOut
InvalidParameter.InvalidCertificate
InvalidParameter.QueryCertBySSLIDFailed
UnsupportedOperation

AuthFailure

RequestLimitExceeded

DryRunOperation

OperationDenied

WS : BRmEmEX 55130 T4 H4457



X BIHSTCE WebRIFAp k& (ngwaf)

{ZASLHIATFR
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1. ZEOEA
EMOEKEE © ngwafapi3.finance.cloud.tencent.com,
IEBELBIRIETR
EOABE B IEERIRE : 200R/F0,
EOEHATE - 2023-09-18 11:49:42,

EOBEIEH &N,

2. MANSE]

IUMBERSHFIRGIHE T EROERSEARD AHSE | TBARSHGIRNAHERSE,

SHER WAl FEFNULL -] R
Action 2 = String AHESH , AZOBYE : ModifyInstanceName
Version 2 & String AHSE, AEZEOBYE : 2018-01-25
Region =" S String AHBY , MEOFFTEESRLSE,
. B EIIATT L,
InstanceName ~ & Strin -
= = 9 mEw
InstancelD = & String *i §': AR
Stffllid
" . IS H0 Bl i,
Edition = =5 String Pt AT
A s
3. BiHES
SEEIR it R
. IS EHIMAT L,
ModifyCode Int64
y ISR : O
Requestld String M—iEK ID , ERIEREIRE], EfINRINFERMEIZIRIEKE Requestld,

4. $EixES

UM T OSBRI | BtERAFERN AR,
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$HIRIG TR
InvalidParameter

InvalidParameterValue

InternalError

FailedOperation

InvalidParameter.InvalidCertificate

InvalidParameter.QueryCertBySSLIDFailed
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1. FOfEA

EOIEKIEE © ngwafapi3.finance.cloud.tencent.com,
REEEXAIREMEqps LR

BONZEOIBIERERIRE © 200R/F5,

EOEHATE - 2023-09-15 11:06:29,

Webiz B K& (ngwaf)
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AHSE, ANEOEYE : 2018-01-25

RHBY, AEOFFTEEGRLSH,

BB E N,
A Y 4
2. NS
UTNBRESHFIFRGIE TEOBRSHISD AHSE , RBARSHIIRI AT,
SHER D5 FEHFNULL ESid]
Action = &= String
Version = 5 String
Region = = String
Instanceld = &= String
QpsLimit = = Int64
A M
3. FitHES#
SHETR ESid] fk
Requestld String

4. iR

ZROE R SSIBERXAERTD , AtERIFERN A =R,
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1. EOfER
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IEEHIR B aERER X
BONZCERIERIRS] © 200R/%D,

EOEHATE - 2023-09-15 11:08:52,

RO S NN,
A M2
2. MASH
PUITERSEHFIRNIE TEOBERSENESD 2 LS |, RBAHSHGIRDA GRS,
SHETR WhIE FEVFNULL ESid) R
Action = = String NHSE , AEOBYE : ModifylnstanceRenewFlag
Version 2 & String NESE, AZOEYE : 2018-01-25
Region 2 B String AHBH , MEOAFTEERLSEH,
Instanceld = &= String SEIID
RenewFlag 2 = Int64 SERFFX
A M2
3. HSE
BHER &g R
Requestld String E—EK ID , REKEPIRE]. EMFERMZXIEKRDN Requestld,
>
4. FEIREY

PUMGIE T O SSSEERAEIRD , BthEnRGiFE DA R0,

S

%EIBE }ﬁ
InvalidParameter
InvalidParameterValue

MissingParameter
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FEIRAD 1
UnknownParameter

InternalError

UnauthorizedOperation
ResourceNotFound

LimitExceeded

ResourceUnavailable

Resourcelnsufficient

FailedOperation

ResourcelnUse

ResourcesSoldOut
InvalidParameter.InvalidCertificate
InvalidParameter.QueryCertBySSLIDFailed
UnsupportedOperation

AuthFailure

RequestLimitExceeded

DryRunOperation

OperationDenied
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EBrs =it
FOAZEOIERIERIRS © 20K/,

EOEHATE - 2023-10-18 15:01:19,

EOBIREE SN,
A sl
2. NS
IUTNERSEFIRGIE TEOBEKRSEFI D AESEH , =B AHESE
SHEFR W% RUFNULL 38
Action = &= String
Version = 5 String
Region = = String
IsCdn B & Int64

i
H

LoadBalance Int64

iy
iy

IsGray Int64

iy

ProxySendTimeout &= Int64

IsHttp2

iy
iy

Int64

o
o

IpHeaders

TLSVersion

17
H

Inte4

17|
17|

SniType Int64

WS : BRmEmEX
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NHBY, FEOTFTEGRISH.

S ETIIMART I,
RS TTE T CONE

B HEISAAT L.
REIIEREE | 0FILM , 1=/RIP hash

HSERIIIART L,

=R
EAKE

HEHZISMFATI,
300s

HEHRISATT I,
REFEHTIP2 , 1IR7IFRE | 0FF-AFFBhttp2. FE
HTTP2EEHTTPS 4%

S ETIIMAT I,
IsCdn=3H7 , EEEISE , TREENX header

HBETIMFRT .
TLSERAER

WESHRIINATT L,

0:3[SNI ; 1:FF/ESNI , SNI=jFiEkhost ; 2 FFESNI,
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HttpsRewrite =
Ciphers 5
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XFFReset =
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SniHost =5
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SSLid B
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H
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=
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HSERIIIAT I,

IHOER
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Requestld String H—iEK ID , BXIEkEPSIRE. EATMAITSEEREHZRIEKA Requestld,

4. iRt

UM T 2O S BIEERaERT | BtERAE RN AR,

g

HIRAD 1
InvalidParameter

InvalidParameterValue

MissingParameter

UnknownParameter

InternalError

UnauthorizedOperation

ResourceNotFound

LimitExceeded

WS : BRmEmEX 55138 T H4457



X BIHSTCE WebRIFEAX 5 (ngwaf)

SHIRIG fER
ResourceUnavailable
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InvalidParameter.TLSParameterErr
InvalidParameter.SupportTLSConfFailed
InternalError.AsynchronousCallFailed

FailedOperation.MysqlDBOperationFailed

WS : BRmEmEX 139 0 H4457



O BASTCE

wEwebshel IR

EITEHTATE: 2024-10-18 10:38:33

1. EOfER

EOEKkEE :
REHZNwebshel K7,
ERANEOIBEISRRIRS] : 200R/70,

O ESATE - 2023-10-09 11:03:55,

EOBIREE SN,
A sl

2. MINSE

IUTNERSEHIIRNSIE TEOBEKRSEF D AESE
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Region = = String
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InvalidParameter
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ACLCircleCount Int64 mg;gﬁ'
ApiAssetsCircleCount Int64 m;g?°
IPBlackCircleCount Int64 mgggzm“
LeakCircleCount Int64 gﬁg@%ﬁr‘;
TamperCount Uint64 ggiggwm°
LeakCount Uint64 gg%gﬁwm°
BotCircleCount Int64 mé%?"
TamperCircleCount Int64 gggggm'
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ACLCount Uint64 m@gﬂm
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SHER Wik ARYFNULL %8 A
Action 2 B String NHSE, AEOEYE : DescribeHistogram
Version 2 &5 String NHEEE, AEOEYE : 2018-01-25
Region 2 & String AHBY , AREOTFTEEBLSE.
ToTime 2 & Datetime_iso  £55RAdiE)
Edition e & String REMMEBRL , sparta-waf , clb-waf , AMENARILIE
QueryField £ = String iiigéip?ﬂipﬁé, art ANARFERTER S |, urlAurlEE |, local Hipi&it
Source 2 & String %M, accessHEIAIAE |, attack AIEHEE
InstancelD & & String WAFSZHIID , AAMENAIEE
Domain B B String HEEIE , MEWARTE , BFERHost=FE: , B EiAHost
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ResourceNotFound
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InvalidParameter.QueryCertBySSLIDFailed
UnsupportedOperation

AuthFailure

RequestLimitExceeded

OperationDenied

FailedOperation.CLSInternalError

WS : BRmEmEX 55157 T0 H4451



Q} BIH=TCE Web iz R X & (ngwaf)

SRBQ SIS IE(E

EITEHTATE: 2024-10-18 10:38:33

Sz A
1. ZEOEA
EMOEKEE © ngwafapi3.finance.cloud.tencent.com,
RE ST LTSI (R
EOABE B RIERE : LR/ED,
EOEHATE - 2023-09-05 09:16:10,

EOBEIEH &N,

2. MANSEY
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SHER Wik SRYFNULL 3R 15
Action = & String NHESE , AEOBUE : DescribePeakValue
Version 2 & String NHEEE, AEOEYE : 2018-01-25
Region 2 & String AHSBY , AREOTFTEEBLSE.
FromTime B & Datetime  EE#CyARTIE)
ToTime 2 B Datetime  EiF4EHRATIE
Domain S B String FETIREE , SRIBAFEEELUNME
Edition e ey String REMMEBRL , sparta-waf , clb-waf , MENARILIE
InstancelD & & String WAFSLIID , FMENAITE
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Region = B String NHEHSH , AEOLTEEBRLSEL
Uri = = String tf?wﬁ%mm"
Domain 2 = String W Sp I IR
i%a
Name g2 & String gﬁ%ﬁmﬂ.
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SHEFR P SRIFNULL  2E

Action = = String
Version = 5 String
Region = = String
Uri = = String
Domain = = String
Name 2 & String

ActionType = = Uint64
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H X3
. IE1R0S

UG T O SSSEERAEIRD | BthEnRIGiFE N A R0,

%EEEEE.'J ﬁé

K
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X BIHSTCE WebRIFEAX 5 (ngwaf)

FEIRD )

S

InternalError
LimitExceeded

UnsupportedOperation
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Q} BIH=TCE Web iz R X & (ngwaf)

SRS

BT EATE: 2024-10-18 10:38:38

RiskInfo

W% e X pESEESR AR

W T4EO3| 8 : DescribeRiskInfo

AR WA FSEFNULL 383U A
. AT RERSEIRS R R , B8 ; reject (RN ) | review (ATHIZ)
RiskLevel 2 & of ~
pass ( X )
Entry
prey | PHBSERBIL WSRFHE L1, (RIS 2, RS 2L L
RiskTvpe = - of 522", "BEAKS""3", "TRS 4", "RBR"5", "HRR""201", "KER
ype = = e | B 2011 "JERSRIP " 2012", "IPSE"" 205", "IEARAEp" 206", "iGEE:
/ H""2061", "IEEAIRE""2063", "EHEIRE"
SearchLogsSimpleRsp

SearchLogsSimplefJiR[E{E

WUNITF#EEO31F : DescribeAccessLogs

B WAl FEFNULL e il A
Code = = Int64 ERMIHIT , 0FREIIHIT
Count 2 B Int64 HERYEE
Context 2 & String HEHRWE , AILARIEFR
Data = = Array of String BMIRERSE
CdcResource
EERE2E , (DCRFER
W TEEO51A : DescribeCdcResource
IR WAl FEFNULL &g fER
Id = &= Uint64 HiRid
Status g2 & Uint64 MMPRZ | 0/1
OpAppld =2 & Uint64 FBFid

WS : BRmEmEX 55306 T4 #4450



O BASTCE

BR
Clusterld

Ip

Port

Auth
CreateTime
ModifyTime

Type

ClsPackageNew

clb-waf HEEZE New

#ANTHEOSIA

BFR
Resourcelds
ValidTime
RenewFlag
Count
Region

Used

RuleUpdatelLog

tigas |ZEMUEHNEAE

BIFNULL

A~

A~

[ )

A~

[ )

a~

=

a~

[ )

A~

[ )

~

=
FBEFNULL Sl
B String
=5 String
&5 Int64
a5 Int64
= String
= Float

s
String
String
Uint64

String

Datetime_iso

Datetime_iso

String

1%
HIRID

IS HARTE)

Web [ B K& (ngwaf)

| m|

NEER
ellE=atint=)]
(EZGRlE

GipbESis

EREMEE , 1 BahseEk , 0 . FBzEEk

BB

i, , BaifEcib-wafthiga AR

BE&FEACls

U TEOS|F : DescribeOpRuleUpdatelog. DescribeRuleUpdatelog

BR

Id
CreateTime
ModifyTime
Detail

Language

=
E=
=
=
=
E=
=
E=

=
E=

WS : BRmEmEX

FIFNULL

Py
=

=

H O

i

Uint64
Datetime_iso
Datetime_iso
String

String

1%

id{E
ellfEinll
(EGRlE
FREN NS

en/cn IEIMERIES
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O BASTCE

BFR
LogVersion

Status

i

DomainPackageNew

clb-waf HET BEE

WA T#MO3| A : Describelnstances

BFR WsE
Resourcelds 2
ValidTime =
RenewFlag 2
Count 2
Region =

FailedInfo

ENWETEIU

FFNULL

&

=
FEFNULL KA
= String
= String
= Uint64
b= Uint64
= String

HUN OS5I : AddSpartaProtectionsAuto

BFR
Domain

Message

ApiSecEventKeyValue

apizEHHD KA key-valuet8zl

FIFNULL
=

=
=

AN T#EOS|A : DescribeApiSecEventTypelist

BFR WhisE

Key =

Value =
Amount

WS : BRmEmEX

BEFNULL

=

Py
[}

EEJUN
HIRID

T ERR A

Web [ B K& (ngwaf)

BEB&NRE 1 Bk, 0 1 FENEEEE

ERWLN

EEWHS , clb-wafERTZERE!

sem
String

Uint64

fiiA
&
ESEIS

fk
ESLESiS
He
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PRIECERER

BN T#EEOS|F - CreateRateLimits, DescribeRateLimits, UpdateRateLimits

BFR

MaxAmount

ValidDuration

ThreatlntelligenceStatus

BRI, XiRE

FEFFNULL St

=
=

=
~x=

Uint64

String

AN T#EEOS1A © ModifyThreatIntelligenceStatus

BFR
Value

Status

Type

AutoStat

aPRYERERIHER

=

=
=
=

=
=

AEFNULL

Py

i

i

A T#EEO5| 8 : DescribeBotDetailVersionTwo

BFR
Key
Value

Threshold

Rulelnfo

2R3 H

i

I

I

WA TEO3 | A : DescribeAttackIndex

BFR
FullText

KeyValue

WS : BRmEmEX

FREFNULL
2
=

=
E=

FBEFNULL

=
=

=
=

1A

[EEAPER A ECEEL

Web [ B K& (ngwaf)

[EHRfEIA | STFdurationZBURY= 7R | LEANLs, 1m, 1hE

String
Float

Float

it}
FullTextInfo

KeyValuelnfo

A
BIRNE
true : FF2. false : &7

552

fiik
ARFPRY4EEAFERTR
HEERISCRIHIEE
HENSEE

fik
ENER5IEREE
kv &5 RIEXEE
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X BIHSTCE WebRIFAp k& (ngwaf)

DealData

28 BRI R SLAR

WU TEEOS|F : GenerateDealsAndPay, GenerateDealsAndPayNew, ModifyAllGenerateDeals,
ModifyApiSecurityGenerateDeals, ModifyBotGenerateDeals, ModifyGenerateDeals

EZ Wik FOEFENULL 28 A
DealNames | 7= - Array of ITEESFER | TTENEEEREHgoodsHEIITTE N3, BRiFES
= - String T BZNRFT R
BigDealld = = String KITES , —MNRITESTAUEENFATE | AR TR}
ProductInfo
wafF= 3

BN TEEOS|F - DescribePrice. GenerateDealsAndPay, GenerateDealsAndPayNew, ModifyAllGenerateDeals,
ModifyApiSecurityGenerateDeals, ModifyBotGenerateDeals, ModifyGenerateDeals

BR itk FEFNULL i) R

Name &= = String FEERATR

Value B = String hRA
AccessHistogramItem

FTF#EODescribeAccessHistogram g9t

#aNTEOS|A : DescribeAccessHistogram

AR WhiE AFNULL el A
BTime & & Int64 AE) , BAfZms
Count &5 & Int64 BHEEE

BeginTime = = Int64 i8] , Bfiims

DownloadAccessRecordInfo

TEHEETICREER

U™ EEOS| A : GetAccessDownloadRecords

SR Wik FAFFNULL 83 ik
Id p3 B Uint64 icRID
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X BIHSTCE WebRIFAp k& (ngwaf)

BFR Wik FRFNULL 38 A

TaskName =2 & String TEHESS

Taskld 2 & String {£531ID

QueryString 2 = String & Equery string

Count 2 & Uint64 LRI FEESHIEESRE

Status = = Int64 "F?Efi%iéﬁﬂﬁ%? -1-TEGEEART , O- &S, 1-TFHizehk , 2- &KW | 4-
IEETE

Url 2 & String TESUFURL

CreateTime 2 & Datetime  BIZEATE

ModifyTime £ & Datetime  HREEFIEMAETE

ExpireTime 2 = Datetime  JTHAAYE]

TotalCount = B Uint64 THESETHNAEREH

AddSpartaWafRuleReqStrategy

BENXSHAIRE

WA EOSIA -
BFR A% FEFFNULL B3] fEA
Field = = String PLECFER
CompareFunc 2 & String LESE
Content = S String BERFS
Arg = & String TR PSS

AccessFullTextInfo

DescribeAccessIndex

W TEEO51 A : DescribeAccessIndex
BFR ik SFFNULL ESig 135
CaseSensitive 2 2 Bool EAXNSER
Tokenizer 2 2 String EXESINDIEAT | EREPENEFREZ—N DR
ContainZH = = Bool EAEAPTIER | FRETEERE null , RRNAEIEHE.
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O BASTCE

ActionedIpltem

ipEIASH

WANIT™#EO31 A © DescribeActionedlp

iR WA FEFNULL
Action =2 =
Category = a
Ip 2 ES
Name = &=
Note 2 &
TsVersion 2 &
ValidTs = =

UserInfoQPS

KRR ERERIRERNqpsER

AN T#EO3|A : DescribeSpartUser
BFR whiFE FEFNULL
Count = =
Resourceld b~ =
Deadline = =
Renew = =
Region 2 =

AttackLoglInfo

WEREFE

#ANTEOS| A : SearchAttackLog
BFR whie FEFNULL
Content 2 &=
FileName = &
Source = &

WS : BRmEmEX

s
Uint64
String
String
String
String
Uint64

Uinte4

Web [ B K& (ngwaf)

SEFATERL
Bt

fk
T
&ikid
T HART A
LRERIRIC

X

i)
Wi AEFERE
CLSIREINA

CLSIREINE
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BR Wik FEFFNULL
TimeStamp = &=

FindAlIDomainDetail

&5

WU T#EOS|F : DescribeFindDomainList

BIR WhiE
Appid =3
Domain =
Ips =
FindTime 2
Instanceld =
Domainld =
Edition =
IsWafDomain =2

ActionRulelnfo

FIFNULL

as

oy

m

iy

iy

oy

m

iy

BREMERIRER , BTBOTZRRESITHS | MERIKIDEIRIEZARAVIREY

AN T4EOS| B : DescribeUserScenelnfo

BR Wik FEFFNULL
ActionRuleld = =
ActionRuleName = =

AppletAccessV3

INEFENFHEE

W T#203| A : DescribeAppletAccessV3
BIR Wil FEFFNULL -3t
Name & 2 String
AppletlD = = String

WS : BRmEmEX

WebM ARG X & (ngwa)
Ry fak
Datetime CLSREHRZA
Uint64 FAFid
String 1342
Array of String Ei&ip
String AULATIE]
String Scflid
String H&id
String wafzeEy
Uint64 FEEEAwaf
ESit) R
String s EZRRRID
String S EERIEBFR
fak
INEFENBFR
MISIERID
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Q} BIH=TCE Web iz R X & (ngwaf)

BFR Wi FEFFNULL

ok
e

fiik

Comment N 2 String eSS

i

AccessDomain 2 String PSP Ri%E

AuthAccessStatus

i

2 Uint64 BRI ERATIRE,
0 ¥4 R7E
100 5ER%

ClientTrialStatus

iy

Uint64 BRI BRAPIRS

el

0 #I4ER7S
100 5E6%

ClientPublishStatus & Uint64 ERRBNERAVIAES

fm

0 #IHaRES
100 526k

String INEFFEENRVER R A

Him

EffectiveVersion

N

i

Array of AppletAccessDomainV3 INERSIEHEER

fm

Domains

i

String RIZKID

el

GatewayID

AccessID

i

String BEATRID

Him

Instanceltem

NginxLHHER

#WaNTEOS1/ : QueryConfigDelivery

BFR WAISE FBEFNULL

W
i

5

i

Ip 2 String RedisERHBX A

Version =2 Uint64 1%

o

I

Region 2 String nginxihxX

i

InstanceType =2 String SRR
EngineType iy 2 String 5|EEA

Area

iy

=2 String SLHIRXIE chn(ER). intl(Epx)

Edition

o

2 String WAFZEE! saas, clb, cdn, cdc

Env

o

2 String SLAERIRSEEY Development, Test, Pre. Production

ReportTimeStr a 2 String LiRATE
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ApiSecEventChange

FHTERE

AN T#EOS|A : DescribeApiSecEventChangelist

B WhiE
UserName =
Mode =
Remark &=
Timestamp =
ExpiredInstancelnfo
— NEFIRTFRES

AN T#EO5| A : DescribeExpiredinstances

2R
Instanceld
Resourcelds
RenewFlag
DomainPkg
FraudPkg
BotPkg

BotQPS

QPS

=
E

=
E

=
E

=
=

iy

i

iy

iy

FBEFNULL

P

D RD D D o D

2l

AccessFieldValueRatiolnfo

DescribeAccessFastAnalysisiEORHS

WA TEOS| A : DescribeAccessFastAnalysis

BFR OV
Count =
Ratio =
Value z

WS : BRmEmEX

FBEFNULL

=
[=]
=
[=]

a
[=]

FFNULL

Py

fD

iy

String
String
String
Uint64

s

String

String

Uint64

ExpiredDomainPackage
ExpiredFraudPkg
ExpiredBotPkg
ExpiredBotQPS

ExpiredQPSPackage

Webiz B K& (ngwaf)

AehEIEL

&iRid
SIS
HEER
WE=LE
BotHIRE
botfJqpsiFiE

qQpsELR

KB ik

Int64 BERE

Float XIRZAYValueBRIE DL
String FERXIRAYE
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AddApiRule

FBRFMRARIapifiNSEL

#WHNT™#EO31MA - AddApiRule, DescribeApiRule

BR
Name
Position
Type
Required

Description

AppletAccessDomainV3

INEFENBRER

BN TEEOS|F : DescribeAppletAccessV3, ModifyAppletAccessV3

BFR

Domain
Protocol
Port
AccessStatus
0: RN

1 BEA

alil

i

=

E

=
=

=
E=

=
=

InOutputBotUCBRule

FIFNULL

A

17 B R

iy

FBEFNULL
=
=
=

=
=

ER/FEEENNAS , EHEEXANFIRIIEIHS

AN T#EO5|A : DescribeBotSceneUCBRule, ModifyBotSceneUCBRule

R Wi
Id )
Domain =
Sceneld B
Name =

WS : BRmEmEX

FIFNULL

=

11 B

i

String
String
String

String

String
String
String
Bool

String

String
String
Uint64

Uinte4

Web [ B K& (ngwaf)

A
apigEfR
apisFfIE

apizRy

ZSERYmIA

B
ARSI
IRSSim O

FEWAFRNRPIRTS

17RID

AREZFR
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Q} BIH=TCE Web iz R X & (ngwaf)

AR @ik AEENULL St A

Rule = B Array of InOutputUCBRuleEntry UCBAIEAHIRIIR

Action = =S String QEEE

OnOff 2 & String PR S

RuleType 2 B Int64 P Sis]

Prior 2 S Int64 ALy s

Timestamp = & Int64 1&adiaE,

ValidTime 5 = Int64 = G

Appid & iy Uint64 ERappid

AdditionArg & 2 String NS

Desc & = String HNHEIA

Label 2 sy String o

Ruleld & & String HLID

PreDefine B = Bool true-RAFURKHN false-EEHNY
HybridCluster
BETER

HuN OS5I - DescribeHybridCluster, DescribeHybridClusters

R Wik FSOEFENULL 358U A

Clusterld & = String EF¥ID
ClusterName & = String EEREATR

Region = = String EERFHb
ClusterType B = String EERfERY

State B = Int64 SRS | EREEE | RENBE StateStatusiG HREIREA
TimeoutThreshold B = Int64 TG NFERTASIE
BodyLengthThreshold & 2 Int64 B AbodytGMH<E
HealthyThreshold B =2 Float RERESRE
StateDetail 5 = String SR REIRSNA
NetType B 2 String SEEARR
Instanceld & =2 String SCAIID

WS : BRmEmEX 55317 W #4457



&) BIH=TCE Web iz R X & (ngwaf)

BFR Wk SPENULL 358 A

InstanceName & = String SEIEFR

InstanceLevel S = Int64 wafSEfIELR , ANRALPELHI /90
WafStatus £ = Int64 waffHfRS

VirtualDomain S 2 String SR AV EEIE
PreciseDomains & = Array of String &R BFIE

CLSStatus = =z Int64 WAFEERRRE , OXALFE
PostCLSStatus B = Int64 clb¥ZiBEFF X

PostCKafkaStatus S = Int64 kafka$ZiEBFrx

CreateTime = = String BUFERTE

LatestUpdateTime & b1 String AT E

ClusterStage = = Int64 1. #04R4E 2: RHBERE 3: SeREIRE 4: SRR 5: BRI

Strategy

ERNEIUNI:UTTES R AN

WA T™#O51/A : AddBatchCustomRule, AddCustomRule, AddCustomWhiteRule, DescribeBatchCustomRuleList,
DescribeCustomRuleList, DescribeCustomRules, DescribeCustomWhiteRule, ModifyBatchCustomRule, ModifyCustomRule,
ModifyCustomWhiteRule

BFR DV FEEFNULL eS| i
Field 2 = String PLBC=ER

ICECFERAE |, BNAIESE. BEAFS. NERSEMARIERN IS :

<table> <thead> <tr> <th> ILEEFER < /th> <th > [LEISEI < /th> <th>IBIEFFS < /th> <th> LB ZE </th> </tr> </thead> <tbody >
<tr><td>IP ( SRRIP ) </td> <td>AFFEE </td> <td>ipmatch ( FLEZ ) <br/>ipnmatch ( RELEL ) </td> <td>ZBPMPLATSHESER
FFE&%5204 </td> </tr> <tr> <td>IPV6 ( SBIRIPV6 ) </td> <td>FxiFE#</td> <td>ipmatch ( ITEE ) <br/>ipnmatch ( A<ITER )
</td> <td>37IFE/NPV6IbBHE < /td > < /tr> <tr> <td >Referer ( Referer ) </td> <td> AR 32:FS8</td> <td>empty ( RERT )
<br/>null (R7FE ) <br/>eq (FTF ) <br/>neq ( R7&FTF ) <br/>contains (B8 ) <br/>ncontains ( FE& ) <br/>len_eq ( KEZF
F) <br/>len_gt (KEXTF ) <br/>len_lt (&KE/IVF ) <br/>strprefix ( BIZRICED ) <br/>strsuffix ( [FERICES ) <br/>rematch ( IERY
PTED ) </td> <td>IBEANRNE, S 12 NFFLAR </td> < /tr> <tr> <td>URL (IFKE&R ) </td> <td> A IEFESH</td> <td>eq (£TF)
<br/>neq ( RA&F ) <br/>contains (&8 ) <br/>ncontains (~E& ) <br/>len_eq (KEZEFTF ) <br/>len_gt (KEXTF)
<br/>len_lt (KE/NF ) <br/>strprefix ( BIZRITHEE ) <br/>strsuffix ( JFERITES ) <br/>rematch ( IERJPTEE ) <br/></td> <td>i5LA/
FrL, 512N LAR < /td > < /tr> <tr> <td >UserAgent ( UserAgent ) </td> <td >R TiFES% </td> <td > FEIILE=FER < font
color="Red">Referer</font>BIERFS </td> <td >BWANZS, S12NMNERFLAA < /td > < /tr> <tr> <td >HTTP_METHOD ( HTTPiE3kA
%) </td><td>ASZHFSEI</td> <td>eq (FTF ) <br/>neq ( RFTF ) </td> <td>BERNTTEZTRENAKS </td> </tr> <tr>
<td>QUERY_STRING (iERFZE ) </td> <td> R iH880</td> <td > B ILEIFER <font color="Red" > &K </font>BIEFE

WS : BRmEmEX 55318 T H4457
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</td> <td>IBHMARS, S12MNFERFLAR < /td > < /tr> <tr> <td>GET ( GETESEE ) </td> <td> TS HFAN </td> <td>contains ( 85 )
<br/>ncontains (A~E& ) <br/>len_eq (KEZETF ) <br/>len_gt (IKEKXTF ) <br/>len_It (KE/INF ) <br/>strprefix ( BIZRITAED )
<br/>strsuffix ( [FERICER ) </td> <td>EMARNE, 512 MNFRFLAR </td > < /tr> <tr> <td>GET_PARAMS_NAMES ( GETE&#445 ) </td>
<td> A SHFSE < /td> <td>exsit (TFESEL ) <br/>nexsit ( RAMFESEL) <br/>len_eq (KEET ) <br/>len_gt (KEXTF)
<br/>len_lt (KE/INTF ) <br/>strprefix ( GIEBITED ) <br/>strsuffix ( JFERITED ) </td> <td>BEARZE, S12MFERFLIA </td> < /tr>
<tr><td>POST ( POSTEEE ) </td> <td>TIFSEHFEN </td> <td >BEILEIFER < font color="Red">GETEE{{HE </font>BiEF=
</td> <td > BEAHE, S12PMNFF AR < /td > </tr> <tr> <td>GET_POST_NAMES ( POSTES#4 ) </td> <td> R~ iFS50</td> <td>[F
PLhEi=ER <font color="Red">GETS#{45 < /font>BIEFE </td > <td > IBMARS, S12PNFFLAA < /td > < /tr> <tr>

<td>POST_BODY ( 58#BODY ) </td> <td>R~iFE#</td> <td >FILHEFER <font color="Red" >iERKZ </font>IBIEHFS </td >
<td>iBEHINBODYRZ, 512N FRF LUK </td > </tr> <tr> <td > COOKIE ( Cookie ) </td> <td>AR3zi5E#i</td> <td>empty ( KBS
=) <br/>null ( R<ZFE) <br/>rematch ( IERJITES ) </td> <td><font color="Red">EA3#EH < /font> </td> </tr> <tr>
<td>GET_COOKIES_NAMES ( CookieS#i ) </td> <td>R3giFE#</td> <td>FEILEIFER <font color="Red">GETS#1% </font>
BIERFS </td> <td>TBEMARS, S1I2NFRFLAR < /td> < /tr> <tr> <td > ARGS_COOKIE ( CookieZ#(E ) </td> <td>FBEFAN </td>
<td>HEILELFEE <font color="Red" > GET&#E < /font>BEFE </td> <td > IBEWARNS, S12PNFZRFLAN < /td > < /tr> <tr>
<td>GET_HEADERS_NAMES ( Header&#%3 ) </td> <td>RZIFSE</td> <td>exsit (IZFESEL ) <br/>nexsit ( AMEESEL)
<br/>len_eq (KEZETF ) <br/>len_gt (KEXTF ) <br/>len_It (KENF ) <br/>strprefix ( BISRITES ) <br/>strsuffix ( [FERITED )
<br/>rematch ( IERIILAL ) </td> <td>IEMARE EIVNE, S12PMFRFLAR </td> </tr> <tr> <td>ARGS_HEADER ( Header2%§(8 )
</td> <td>TIESHFEN </td> <td>contains (B8 ) <br/>ncontains ( 788 ) <br/>len_eq (KEZT ) <br/>len_gt (KEAT)
<br/>len_lIt (E/NF ) <br/>strprefix ( BIZITES ) <br/>strsuffix ( [FEITAES ) <br/>rematch ( IENPTALD ) </td> <td>TBHAR

B 5S12DFRLAR </td> </tr> </tbody > </table> | | CompareFunc| & | & | String | BEHS

BEAS—HD AT URRE
empty ( REAZ)

null ( R~z )

eq ( 7F)

neq ( A%F7F)

contains ( €8)

ncontains ( 785 )

strprefix ( BUZRPLERD )

strsuffix ( /SZEICELD )

len_eq ( KEZFT)

len_gt ( KEXTF)

len_It ( KE/NF)

ipmatch ( &F)

ipnmatch ( ~gF)
FZILEFEEX M ANEERFSAR |, FEN EIAIEFERERIE

| | Content| £ | & | String | AR

E#) HITAFEACOOKIE ( Cookie ) Bf , AREMA LENSIHEEE

|| Arg| 2 | 2 | String | [tEZ S

BESH—HD2MEE RS2 H5IFEH
HICECFERALATANE |, MESEARERAN | BUARSTFZEH
GET (GET2#4{E ) 0

POST ( POSTE%4{E ) [

ARGS_COOKIE ( CookieS#{{& ) [

ARGS_HEADER ( Header&#{{g )
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BotAutoStatRule

boti&REREStIT BENEE

#HaNTEOS| A : DescribeBotAutoStatisticRule, ModifyBotAutoStatisticRule

E= WhiE FEFNULL S A

Feature 2 = String SREEBFR Wavg_speed

Status 2 & Bool HIRIRES

Level 2 B Int64 REEER , 100 (B5M8 ) , 200 (%) |, 300(7=4R), 0FR &S
Description P = String EEEA

Timestamp = = Int64 1EBIRTEIR , BIAN0 , RRZHIEKR

ExpiredBotPkg

BotFRISE

WU T#EEOSIF - DescribeExpiredInstances

BFR WhISE FEFFNULL ESis) fER
Resourcelds B = String ZiRid
RenewFlag & = Uinte4 LRERITRE
Type S £ String HEIm

HybridClusterNode

BAETEHTR

#aN OS5I - DescribeHybridClusterNodes

BFR WAsE FIFNULL i) I

Nodeld & =2 String TaID
Name & = String TEBMR
Type & = String T RzEa

P = 2 String TP

Ports B 2 Array of String mEszR
State &5 = Int64 TRERES
StateDetail S 2 String TREERER
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BFR
CreateTime

LatestUpdateTime

PagelnfoForlnt

DRSS ERENR

#2035 | A : DescribeDNSDetectDomainList

% s
PageNumber

PageSize

DescribePieChartRsp

DescribePieChartfJiR[E1{E

WU T#EEO3|F : DescribePieChart
AR AT

Piechart =

FBEFNULL

=
~x=

OpUserSignaturePolicy

FBF BRI

AN TEOS|A : DescribeOpUserSignaturePolicy

BFR OV
OpAppld =
OpDomain =
Level b=
Status =
ModifyTime =

ApiSecCustomSensitiveRule

apiREE A BE XU UAN

WS : BRmEmEX

FEFNULL

=
[}
=
[}
=
[=]}
a=
[=]}

=
[}

Web a5k (ngwaf)
FEFNULL il fER
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BFR WAsE FEEFNULL -]
HWState = = Int64

ThreatIntelligenceData

BBk Data

WA T#EO3| A : DescribeHWInfo

fiA
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AR i FEFNULL Sl iR
Field 2 & String FEg
CompareFunc 2 B String s
Content = & String [ZSES

WS : BRmEmEX

6322 1 H#H445m



O BASTCE

BotDetail

botiFiE

W T#EO3|F : DescribeBotDetail

BFR Wi FEFFNULL
Id = =
Botld = =
Srclp = =
BotAction 2 2
Stat 2 =
RuleName = =
Score = =
SessionDuration = 2
Timestamp 2 b=
BotFeature = =2
IpInfo = =
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#aNTEOS|A : DescribeDomainlnstancelDs
B whise FEFNULL
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Instanceld B = String

PriceDetail

THERAMNMEERLE

AN T#EO31A : DescribePrice
BFR whi% FEFNULL

WS : BRmEmEX

fEk

I

B, 3ZFm, y. d
g

RS

THEERERId

wafF= i3

wafsLfil&

QPSEE

SEMETKER

LEmEEE , 0~ B5hEEk
waflgSLRISCRRithiE =R
WafSEfirg R A — 2R mat3
TR

I EBATHRESEHE | —ARFISvLabelType——33 iz
IECER | SERIZIHART A

XFERSLAIEEbot Brapi 2

26324 1 H445m



O BASTCE

BIR v FFNULL ESid)
SinglePrice = = Float
UsedAmount = 2 Int64
Cost = = Float
SessionData
S
WA T4=O3| B : DescribeSession
BFR WsE FEEFNULL 5]

Res = = Array of Sessionltem

BatchCustomRuleListltem

HEBEMMNFIFRESItem

WA TEOS| A : DescribeBatchCustomRuleList

BFR Wik FEFNULL ESig)

Id ) = Uint64
ActionType = = Int64

Bypass = = String
ExpireTime & = Uint64

Name &= = String
Redirect = = String

Sortld = = Int64

Status = = Uint64
Domains = = Array of String
Remark & 2 String
Strategies = = Array of Strategy
Eventld &= = String
ValidStatus &= 2 Uint64
CreateTime 5 = String

WS : BRmEmEX

Web [ B K& (ngwaf)

ik

sessionTEN.

fk
AnId
HATaE
INEHER
BRI
ARE=FR
BB
SR
FFRIRTES
AR5
&E
SRERYI=
S41d

BlEEaTE)

6325 1 #4451



X BIHSTCE WebRIFAp k& (ngwaf)

BFR whiE FEFNULL St fA
UpdateTime S = String EEATE
LimitRuleStatusUnit
PRIFAEREURLENS , FATHEEE R/ FRIRAN
#WHNTF#EO3|A : EnableRateLimits
BIR whISE FEFFNULL =it f#nA
Id 2 2 String ANID
Status = = Int64 =BER  ORFABR | 1F5~EH
TsResource
EERGSY , B IERRER
#aNTEO3|A : DescribeTsResource
EZ1 WA FEEFNULL KA IR
Id = = Uint64 TiRid
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DescribeDNSDetectDataMapiREHEHITTE=
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Port = B String 7 |
Protocol 2 B String VIS
UpstreamPort 2 B String =S|
UpstreamProtocol = & String Rt
Entry
WEL X B Entry
#aNTEEO51 A : DescribeRiskInfo
BIR WAIE FEFNULL Eis) fEk
Id 2 B String keyl&
Label 2 & String value(&
ApiEvent
APiIZEH7IZR
WU T#EEAS|F - DescribeApiSecEventList
BFR Wik FSIFNULL &g fEk
Eventld = = String ={tid
EventType 2 =2 String ==Y e i)
Level = = String FHEL |, 100,200,3003F MK E

WS : BRmEmEX
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BFR Wik FEFFNULL
Domain = =
Mode = =
StartTime = =
UpdateTime = =
ApiName 2 =
Method 2 =
CustomHeader

BEMIZEMENEENXLEMER

String
String
Uint64
Uint64
String

String

#aNT™EO5|A - AddBlockPage, DescribeBlockPages

B WAL FEYFNULL
Key B =
Value S =
Type = 2

String
String

String

fiA

=

Web [ B K& (ngwaf)

BN , LFHAIR, 2, A, 3, BfIA, 4, BT, 5, BB

RIRAT(E]
BN
KEXAJapi
[R5

fk
BEXLEBKeyfE R

BEMNLEValuel58

BENLEREA « default: KE; custom: BENX

PageForDescribeSpartaProtectionList

PageForDescribeSpartaProtectionListi#[1%& FAIEI ALK

WU T#EEOS|A - DescribeSpartaProtectionList

BFR DA
Count =
Index =
CCRuleltem
cciimy

FIFNULL

Py
=

as
[ ]

WU T#EOS|F : DescirbeCCRule, DescribeCCRule

BR Wik
ActionType =
Advance =

WS : BRmEmEX

FIFNULL

A
=

=
A

S
Uint64

Uint64

b
I

Uint64

Uint64

oE

ERE
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BR Wik
Interval 3
Limit =
MatchFunc =
Name =
Priority =
Status =
TsVersion =
Url 3
ValidTime =
OptionsArr =

ReturnData

API2.0RJIR[EE

HATFEOSIA ;
BR Wit FEFFNULL
Data 2 =

ReqUserRule

FB AU S s L AR 13

AN T#EOS1A - ModifyUserSignatureRule

BFR Wk FBIEFENULL
Id = o
Status = B
Reason & =

UserInfoCls

SRENAEF #ZARHREIRICISER

AN T#£O3|A : DescribeSpartUser

WS : BRmEmEX

=]
String

Int64

Int64

Web [ B K& (ngwaf)

FEEFNULL &S] fA
B Uint64 B ) EIER
& Uint64 PRAEIXREL
& Uint64 ULy apeS
S String BIR
B Uint64 55K
& Int64 W&
S Uint64 EFAdiER,
S String PLBcurl
& Uint64 RISEEREIE
= String (S e
ESid fk
Data "returnData":{"data":{"AutoRenew":"false"}}
A
FHEFS

MIFFRO : K1 : FF2 : REE

IZSUREO - TERFICRAZ)L | ISESFIERRER2 | MINRR L3 : Zikss
MUKES : HE
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BFR WIS FBIEFNULL it R
Count 2 2 String T
Deadline = = String 1S EARTE)
Region 2 2 String X1
Renew = j=3 String LREBIRE
Resourceld =2 =2 String HIEID

WafRuleLimit

waftEHRATHIAE

WA TE03 |8 : DescribeRuleLimit

BR Wik FEEFNULL SHHY i
cC = & Uint64 B X CCHIHINE
CustomRule 2 S Uint64 BE X RREATHIAS
IPControl = = Uint64 EBEEZ RIS
AntiLeak b~ S Uint64 SR RAIRIE
AntiTamper 2 & Uint64 B BHIRIE
AutoCC 2 & Uint64 E2CCRINIE
AreaBan = = Uint64 MU EEATE
CCSession = &= Uint64 BENX CCHEcEsession
Al = & Uint64 ATRIRIE
CustomWhite 2 = Uint64 FEERR BAIRIE
ApiSecurity = S Uint64 apiZElIHIE
ClientMsg = S Uint64 B Fimm e oHIg
TrafficMarking 2 = Uint64 METNCHIRIE
ClsPackage

clb-waf HEER

N TZEOS|F : DescribeSpartUserlnfo, DescribeUserInfo, DescribeUserlnstances

BR Wik FEFFNULL eSS fik

WS : BRmEmEX 55361 T0 H445



O BASTCE

BR WAYSE FIFNULL
Resourcelds = =
ValidTime = =
AutoRenew = )
Count = =
Region 2 &

FiltersitemNew

JisER

s
String
String
Int64
Int64

String

Tk

ZHIBID

IS HART (A

Web [ B K& (ngwaf)

BEEEE 1 Bk, 0 1 FEHEE

BB

iels , BEifEClb-wafri 2B HE|

N T4ZEOS|F : DeleteBatchCustomRule, DescribeAntiFakeRules, DescribeAntilnfoLeakageRules, DescribeApiRuleList,
DescribeAppletAccess, DescribeAppletAccessV3. DescribeAppletAuthorizeV3, DescribeAttackWhiteRule,

DescribeBatchAreaBanList, DescribeBatchCustomRuleList, DescribeBatchIpAccessControl, DescribeCCRuleList,

DescribeCdcResource, DescribeCustomRuleList, DescribeCustomWhiteRule, DescribeDomains, DescribeGlobalWhiteRule,
Describelnstances, DescribeMainClass, DescribeObjects, DescribeOpAttackWhiteRule, DescribeOpAttackWhiteRuleNew,

DescribeOpMainClass, DescribeOpSignatureRule, DescribeOpUserSignaturePolicy, DescribeOpUserSignatureRule,

DescribeRateLimits, DescribeTsResource, DescribeUserSignatureRule, PostDomainsConfigTask

BR A%
Name =
Values =
ExactMatch =
PeakPointsItem

PeakPoints#{¢EIR

N T#EO3|F : DescribePeakPoints

BR A
Time &
Access &
Up B
Down )
Attack 5
Cc =

WS : BRmEmEX

FBEFNULL

=

oy

oy

FIFNULL

A=
[=}
a=
[=]}
=
[}

Py
A

iy

H

St fER
String FERE
Array of String HiE
Bool EEERER

St faR

Uint64 TR BRI,

Uint64 QPs

Uint64 HATHEERIEE |, BB

Uint64 TTHERIEE |, BB

Uint64 WebIZZEiREL

Uint64 CCTFIREL
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BR

BotAccess
StatusServerError
StatusClientError
StatusRedirect
StatusOk
UpstreamServerError
UpstreamClientError
UpstreamRedirect
BlackIP

Tamper

Leak

ACL

WxAccess

WA

BB D O O m B B B I o D

iy

FEFFNULL
as
[=]
=
E=
=
E
=
E
=
=
=
E
=
E
=
=
=
E=
=
E
=
E
=
=

=
=

CopyBotsUCBPreinstallRuleRsp

CopyBotsUCBPreinstallRuleiZzOAYREIR

HaN OS5I : CopyBotUCBPreinstallRule

BR

Code
ErrMsg
SuccessNum
FailedNum

T

CdcRegion

CDCZR MR EWAFRIBIE(ERE

=
E
=
=
=
=
=
=

=
=

FFNULL

=
=
=
[=]
=
[=]
=
=

=
=

WA T#EO5| A : DescribeUserCdcClbWafRegions

A Wi

WS : BRmEmEX

FOEFNULL

XE
&2

i

"
Uint64
Uint64
Uint64
Uint64
Uint64
Uint64
Uint64
Uint64
Uint64
Uint64
Uint64
Uint64

Uint64

=]
Int64
String
Int64
Int64

Array of String

Web [ B K& (ngwaf)

R

Bot qps

WAFREEEZ PR RS S xR ER
IREEEE Fim RS iE400REL

WAFRR[EIAZ FimiR 830 2)%48

WARR B4 FimikiSi5202)R41

TRISREILE WAFIRZSEE 500REL

TR EZE WA PR SIS 4 0REL

TRLEIREEE WAFIRZSAS3020% 51

BERRE

BDEBUREL

(SRDAHEEREL

pallatstsl

IINEERF qps

fA

0FRAT) , HfthFRm KM
HIREE

BRI E

ESVER; (=

PRIRYEESIZR
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BR WAl FEFFNULL il A

Region = S String e

Clusters = = Array of CdcCluster ZHIE X N A EREE R
MatchString
PRI FRASKLINI PSS

BN OS5I - CreateRateLimits, DescribeRateLimits, UpdateRateLimits
BFR Wik IEFENULL 38 R

ULACEAY | 408 , 3TF : EXACT (£IE , BUA) , REGEX ( IERUZRIAZUOCES ) |

Type = = SMING 0T EQUALS (FR2F) | IN (82 ) , NOTIN ( FE&)

Value & = String LEHIBEME , NRIEFENEESTIAES | WETESoEIZME
HybridPkg
BEcTRRREE

#4203 | A : Describelnstances

BFR WAIFE FEFFNULL =it A
Resourcelds = = String HiRid
Status 5 2 Int64 RS
Region B 2 Int64 Hbiaf
BeginTime e P String FreRATE]
EndTime 5 2 String ZERATE]
InquireNum & =2 Inte4 HiEE
UsedNum & = Int64 EREE
RenewFlag = 2 Uint64 RIS

DescribelnstanceDomainListData

RENLd iz Z 57 Data

#anTEOS1A : DescribelnstanceDomainList
BFR WAIS FEFNULL ESig) fER
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&R

Domains

OpUserWhiteRule

BRBERBREANNIEEEEEN

FIFNULL

=
E=

wWUNT#EEAS|F : DescribeOpAttackWhiteRule

BR

OpAppld
OpDomain
WhiteRuleld
Userld
Signatureld
Status
MatchField
MatchMethod
MatchContent
CreateTime

ModifyTime

CacheUrlIltems

PEXurlTTER

W T4=03| 8 : DescribeAntiFakeRules

BFR

Id

Name
Domain
Uri
Protocol

Status

WS : BRmEmEX

FIFNULL

=
=
=
=
=
=

Py
[ ]

117 I 17 IS 17 B 7 I 1

iy

FBEFNULL

Pz

17 I 7 R 1

iy

Array of String

String

String

Uint64
Uint64

String

Int64

String

String

String
Datetime_iso

Datetime_iso

KA
Uint64
String
String
String
String

Uint64

Web iz AR K i (ngwaf)
A
HEE

A

appid

e

id

FFRRNZRRgid

Aid

Ui

UGy

UTTRNES

ez

(ERRE]
fiA
R
B
15
Rt
s
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OptionalGroup

BirEERHER

WA T#EEM3|F : DescribeVIPRS

BR Wiz

Id =

Name 2
BotRegAnalyzeRes
botiERSHIER

W T#EO3|F : DescribeBotDetail

BR
ReqQueryRepeatRate
RegMaxUrl
ReqUrlIRepeatRate
ReqUrlKind
ReqMaxQuery

ReqlnWeeHours

BotListStat

botFlZAIstatEiz

#0351 : DescribeBotTCBRecords, DescribeBotUBRecords,

BR Wi
AvgSpeed 2
Portlnfo
IRSSimOECE

AN T#2O3| A : DescribeDomainDetailsSaas, DescribeDomains

BFR WAIE
NginxServerld =z

WS : BRmEmEX

Web Rz FER5 K i&(ngwaf)
FEEFNULL S iR
2 Int64 £ER¥ID
2 String SERFA
Wisk FEEFNULL eS| iR
2 2 Float BEXKESE
= = String BEkEEHurl
=2 2 Float urlESLLE
2 =2 Int64 urlfpz
= = String RERNEKRSE
= = Bool EAREEEE
DescribeBotUCBRecords
FBIEFNULL St iR
& Float IR
FIFNULL S iR
= Uint64 NginxHIpRS=8id
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BR

Port

Protocol
UpstreamPort

UpstreamProtocol

CopyBotTCBRuleRsp

CopyBotTCBRuleEEAIIREHE

#anTEEO51/A : CopyBotTCBRule

BFR

Code
ErrMsg
SuccessNum
FailedNum

T

=

=
=
=
=
E=
=
E=

=
=

TIGARuleStatusltem

tigafll iU EERR I ik

AN T4EO2|F : DescribeRule

BFR

Id
Version
InUse
Source

Rollback

Status

Progress
ErrorCode

CreateTime

o

i

FBEFNULL
2
2
=
=

=
~x=

Jalil

alil

alil

fim

WS : BRmEmEX

Web iz AR K i (ngwaf)

WAISE FEVFNULL it A
2 & String IR ORS
= & String SiwOXRAIHY
z = String Bl
P S String [EERMY
FFNULL ESid fik
& Int64 0F/mAEt , BfthRmEM
a String HIRER
= Int64 FRIHRIELE
S Int64 ESVERES (S|
& Array of String FXIHRYE R FIZR

ESis) fER

Int64 A EERYid

String AR EERR A

Int64 BEERF , EERT  0RFRER

Int64 HINEESRR , 0f{ZRcos

Int64 EIRFC , IRREL TREIR , 0RFRRBETREIR

64 MMEERTS , OREHE , IRETRRR , 2REFHH | SREC AT

%K, MUREMBR
Int64 FHRGHE
Int64 ZH RS R

Datetime_iso

ellE=atint=))
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BFR Wik RPFNULL 58
ModifyTime & 2 Datetime_iso
FinishedTime & =2 Datetime_iso
Detail B = String
Operator = = String
FileName = = String

ModifyNewOldConfigNew

= EmRA4H

#WAN #0351 : GenerateDealsAndPayNew

BFR Wk REFNULL
ProductCode = =
SubProductCode = =
Pid = =
InstanceName S =
ElasticQps B =z
FlexBill & =
AutoRenewFlag B =
RealRegion B =
Type B =
LabelTypes S Z
LabelCounts S =
CurDeadline B =
Instanceld B =
WafPackageMicroClb S b=
WafPackageClb S =
WafPackagePremiumClb B =
WafPackageEnterpriseClb B =
WafPackagePremium £ =
WafPackageEnterprise B =

WS : BRmEmEX

fik

(e
SERLTHERATIE)
e
HUNUEE_EIREBEA
HINUEESZ 12

St

String

String

Int64

String

Int64

Int64

Int64

Int64

String

Array of String
Array of Int64
String

String

Int64

Int64

Int64

Int64

Int64

Int64

Web [ B K& (ngwaf)

fik

Fermh3

S g

THEERERId

wafsLfl#

QPS#iE

SEMETKER

NS S & NS
waflySERYSERRitbiE =SS
WafSLIsd R A — 4% 7= fnfis
MR A

TR EE | —ARFOSvLabelType—3XdfiL
TECER | SLHIZIERRTIE
XTFERISEAIEbot Bapi &
sv_wsm_waf_package_microit+Z3In
sv_wsm_waf_lightpackage_lightpackage
sv_wsm_waf_package_premium_clb
sv_wsm_waf_package_enterprise_clb
sv_wsm_waf_package_premium

sv_wsm_waf_package_enterprise

26368 T1 445ma



O BASTCE

2R Wi
WafPackageUltimate B
WafSceneBotProtection )
WafSceneBotProtectionClb &=
WafDomain =
WafQps B
WafCls B
WafPackageUIltimateClb )

Rule

MBS

WA T#2M3 |8 : DescribeDomainRules

BIR DASvi
Id )
Type )
Level B
Description =
CVE &
Status &
ModifyTime B
AddTime B

BotSceneActionRule

SREUA R EARIR Y ZRATHIBN AR SEiR

FEVFNULL il

= Int64

= Int64

= Int64

2 Int64

= Int64

= Int64

= String
FEIEFNULL il
= Uint64
= String
= String
= String
P String
S Uint64
= String
= String

WA T#EO3| A : DescribeBotSceneActionRule, DescribeBotScenelist

BFR Wk FEFENULL
Ruleld = &
RuleName = =
Priority P S

WS : BRmEmEX

S
String
String

Inte4

Web [ B K& (ngwaf)

i

[

sv_wsm_waf_package_ultimate
sv_wsm_waf_scene_bot_protection
sv_wsm_waf_scene_bot_protection_clb
sv_wsm_waf_domain
sv_wsm_waf_qps_ep

sv_wsm_waf_scls

sv_wsm_waf_package_ultimate_clb

1%

Alid

PSS

AR

AR
MNBSIFRICVERS
AEPIRTS

AHE SRR TE)

I JFEHA NI /TR B

fik

S EERIRID
S ERARRTR
SRERISER
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2R wagk FRTFNULL 258U
Status = = Bool
Score = =

Level = = String
Scope = =

Type = = String
ScopeType = = String
ActionMatchType & = String

DataSorter

HEFFESHIMR

Array of BotScoreRuleEntry

Webiz B K& (ngwaf)

fiik
PECEE

100-#R2. 200-7, 300-7#4&, 0-BENX

Array of BotActionScopeRuleEntry  £%GEE , AERTRLIHTE

default : BRIALIEE custom : BENBIZE

LECEEEEE : 2B or BENXIUESEE

WA T#EO51A : DescribeBotDetailDownloadTask, ModifyBotDetailDownloadTask

BFR %S AIFNULL
Entity = =
Value = 5
Domaininfo
domain%lF&

W T#EO2|F : DescribeDomains

BR ik SSFFNULL 2R3
Domain = = String
Domainld = iy String
Instanceld = B String
Cname =3 B String
Edition = B String
Region = = String
InstanceName = = String
ClsStatus = B Uint64

WS : BRmEmEX

TSR EI NS ENS S
0

String HEF=FER
Int64 LpER -LFRE

iR

b2

1%Z1D

SCAFIID

cnamettbilt

SCfFIZERY sparta-wafZRsaaswafSLfiig4Z, clb-wafsk
~clbwafsLfiiE43, cdc-clb-wafZ&RRCDCI EE Fclbwaf
SCAlEA, cdn-wafsEcdnwafsLfiiEE

ithizg
L&
BAEE
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BFR Wik FRFNULL 38 fA

FlowMode 2 & Uint64 clbwaffsEFEtE, 0 &g 1iEHEN

Status = B Uint64 waffFx,0%1F 1=

Mode 2 & Uint64 N5 | ZERL PR, OMIERAE T, 1E=8Est
AUS 1 ZEFNALS |ZEPPR B SRS, LOFINY 5 2R
QAT [ZXAET 1IHINIS |ZEER & QAIS | EENERE

Engine = £ Uint64 = 1280015 [EENERAQALS [ 2= EiE=t, 20/IN15 [284=
BQAB|ZXITE 2145 | BB & QAL | IR
T 22005 | = E A QALS |2 EET

CClist 2 B Array of String CChzE

RsList =2 & Array of String [ElRip

Ports 2 & Array of Portinfo RS ImOERE

LoadBalancerSet £ & Array of TEISERR

LoadBalancerPackageNew

Appld 2 sy Uint64 FAFid

State = = Int64 clbwafigi# iU 2R, O FATH 4IE7:T:§I3E‘LB 6IF7E
fRSELB 7HREBLBILN 84BELBLIM 10PIE &R

CreateTime & & String BlzERTE]

Ipv6Status = B Int64 Ipv6 AR, 0K 175

BotStatus = = Int64 BOTHRIRZ, 057 1FF/2

Level & & Int64 IRAER

PostCLSStatus & £ Int64 EARFTEIRECLSINEE 0% 173

PostCKafkaStatus & = Int64 BEEF RIS HECKafkalhgs 0%F 172

CdcClusters & = String cdcELflE 2 NRIERES B, IFcd LI 208

ApiStatus £ 2 Int64 apiIREFRIRE XA 173

AlbType & 2 String N PRI SEEY cIbaEZapisix , ERiAclb

SgState = = Int64 = j;ﬂgg;;jgﬁ LB =R, 22 2B4BERY

SgDetail & = String TR EINSANFHRRRE

CloudType 5 B String gzéﬁﬂ:hybrid%ﬁmmg PublicEm Bz

GoodNews
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& T REOEASGoods

#aNTEOS|A : GenerateDealsAndPayNew

% YK le‘ﬁ j'l:'i«tFNULL *;éﬂ }ﬁﬁ
ITERRID | kR NS H—FES (Rt
GoodsCategoryId = = Int64 ﬂ-ﬁxﬁ:ID ' FsRME—HR] MESESH—MinR (

=M R . ECERE. 49%)

BN 102375 (37), 102376(4%
£8),102377 (35H)

febff : 102378 (), 102379(4%
££),102380(3Ec)

TERRAR : 102369(#), 102370 (4%
%),102371(3%H0)

126 - 1023723 E),102373 (48
#8),102374(ZFE)

WS4 RE - 101040(H), 101041 (4%
£8),101042(35H)

= AR-CLB: $g 101198 £:2 101199 ZfEg 101200 1lkhR-CLB 101204 (#td),101205(£E%%),101206(35Ee) hEARAR-CLB : 101201
3),101202(4E#),101203 (3 HE) 1326 -CLB: 101207 (FtE), 101208 (4:2%),101209(Z L) WS4 FRE-CLB: 101210(#), 101211 (4E
#),101212(357) | | PayMode| 75 | £ | Int64 | (125265 | LIRAE , 0532 | | Platform| 75 | £ | Int64 | TAE | BAL ||
GoodsNum| £ | & | Int64 | FfREE | | GoodsDetail| £ | & | GoodsDetailNew| i5aEE4H | | Regionld| & | £ | Int64 | MISEwafsLfl
XIFHID 1 RAMSEAPERR, IR WLIFFERFERIR | | Projectld| & | 2 | Int64 | BRIASO |

IpInfo

ipERHER

WA T2O3 |8 : DescribeBotDetail

BFR whI%E FEFNULL St fEA

Srclp 2 2 String WEHIRip

IpOwner 2 2 String ipFrE&E

IpType 2 £ String ipsaY

IpArea 2 2 String ipithia

IpOperator 2 2 String iPEERER
CdcCluster

CDCiHR T RESIEWAFRIEERHER
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a0 T#EO5|A : DescribeUserCdcClbWafRegions

BFR WAisk
Id £
Name =

FBEFNULL

P
[}

=
=

CopyBotsUCBFeatureRuleRsp

CopyBotsUCBFeatureRuleffyiR[EHE

AN T#EO3|A - CopyBotUCBFeatureRules

BR Wik

Code =

ErrMsg =

SuccessNum =2

FailedNum =

T Z
BotldDetail

BOT-IDMINIECEF1E

WA TEO3| A : DescribeBotldRule

BFR

Ruleld
Botld

Status
Action

Level
BotldType
ModifyTime
InsertTime
Description

Influence

WS : BRmEmEX

o o oy oy o oy oy oy

i

AEFNULL

=
=
Py
[=]
a
=
=
[

@
[ ]

=]
String
String
=]
Int64
String
Int64
Int64
Array of String
FEFNULL
=
=
=
=
=
=
=
b=
=
=

Web Rz FER5 K i&(ngwaf)
A
cdcHYEEEd
cAdcHIEEREEFR
)%

0FRET) , HfthFR=mKM

HRER

BRZhRO%E

ESVEREE!

FRIHAE =5
KA fEk
String FLWID
String FNZFR
Bool ARFFR
String ARzE
Int64 MR
String FIESis]
Int64 ERGNE]
Int64 EEERNCRE]
String A AR
String A0
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BotHttpHeader

bott&EAIHttpHeader(S 2

W T#EO3|F : DescribeBotDetail

BFR

AcceptExist
AcceptlLanguagekExist
AcceptEncodingExist

ConnectionExist

DescribeAntiFakeUrlPaging

DescribeAntiFakeUr|EiTas#4

W ™EOSIA -
R W%
Index =
Count 2
ExpiredFraudPkg

TS HBRES

WU T#EEOS|F - DescribeExpiredInstances

% vils
Resourcelds

RenewFlag

CreateAccessDownloadRecordRsp

Whise FEEFNULL
2 =
2 P
P! 2
P! =
FBEFNULL
=
a~
[ )
AT FREFNULL
B P!
S =

CreateAccessDownloadRecordiZ[ARENE

A TEEOS |8 : CreateAccessDownloadRecord

BFR D4V
Code =
Flow =

WS : BRmEmEX

FIFNULL

=

a
(=)

Web [ B K& (ngwaf)

=it TR
Bool acceptFEMER
Bool AcceptlLanguagefzEtE
Bool AcceptEncodingfZzEtE
Bool ConnectionfF7E 4
et A
String DL
String REB#HE
ESis) fER
String &iRid
Uint64 ZEIRG
A
=R, IEEERA0
THICRRS
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QPSPackage

clb-waf QPSER

Web [ B K& (ngwaf)

N TZOS|F : DescribeSpartUserinfo, DescribeUserInfo, DescribeUserlnstances

R WAISE FEFNULL il
Resourcelds = = String
ValidTime = 5 String
AutoRenew = = Int64
Count = = Int64
Region = = String

DescribeCachePathRspListltem

DescribeCachePathiR[EIEAHRIEEY

AN T4=O3| 8 : DescribeCachePath

R W% FEFNULL
Id 2 &
Domain = =
Name 2 =
State = =
Path = =
CreateTime = B
ModifyTime 2 =
BotAccessltem
botmERTFIRER

#aNTEZO3|A : DescribeBotAccessLog

BR WAL FEVFNULL
Clientlp = =
url = =
Location 2 =

WS : BRmEmEX

1%

HIRID

IS HARTE)

EEEMEE , 1 Bahsdk , 0 . FBzEEk
BEEMINE

EEWLb , clb-wafEhiRERE

St ik
String ID
String b2
String BFR
String KZE
String B’z
String ClZEERTIE
String (EECRIE
&S] fEA
String IRip
String HAgurl
String prics T IVA=
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BFR WhisE FeEFNULL
TotalCount = =
BotModule = =
BotAction 2 =
MaxLogTime = =
MinLogTime = &
AttackCount = =

Botltem

BFbotHEHHS

WA TEO3 |8 : DescribeBotltems

BFR whi%E FEFFNULL 3]
Id = = String
Botld = = String
Srclp = = String
Action = = String
Stat = = BotStatSt
RuleName = = String
Score = = BotScore
Timestamp = = Uint64
BotFeature = = Array of String
SessionCheckTime p3 P Uint64
Domain = = String

Mapltem

bRy

W TEEA51 A : DescribeAttackWorldMap

BFR whiE FEFFNULL
Country = =

WS : BRmEmEX

3%

=

Web [ B K& (ngwaf)

EIES
LERAT(A]
Frinadia)

WEREL

—&HEIEFHMid , MongoDBIR[H]

botdfdid
WERip
oE
[NEHE
HANZFR
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A E)E
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BFR D
Count =

ApiSecExtractRule

apiREINIAE

BN TEEOS|F : DescribeApiSecSensitiveRuleList, ModifyApiSecSensitiveRule

BFR WAL FEVFNULL
RuleName £ =
ApiName B =
Methods B =
Status B =
Regex B =
UpdateTime B =

ApiStatPointltem

apiREHTEBERIR

AN T™4#£0O3| A : DescribeApiStatPoints

BR Wik
TimeStamp =
Value =
Key =

LoadBalancerIlnner

BRI ITER

WA EOSIA -
BFR WAsE FEFNULL
LoadBalancerld = =
LoadBalancerName = B
Listenerld = B

WS : BRmEmEX

WebM ARG X & (ngwa)
FEEFNULL S fhik
FS Uint64 HE
St TR
String MNZFR
String api&TR
Array of String BEKRAIEFIFR
Int64 FRRE , 02X, 127
String TENCEEAE
Int64 10 FrATEE
FEEFNULL Sl 5
=2 String R
= Uint64 PhAFR
2 String it
&g TR
String ThEISELDAYID
String TREIIELDRIZFR
String TEIIEIEITESAYID
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BFR whiFE FEFFNULL St TR
ListenerName 2 &= String TEIIE R ESAYR TR
Vip = = String TREIIESLFIRIIP
Vport = = Uint64 TR SLAIRR O
Region 2 B String TAIIEL DRI,
Protocol 2 & String WSOFEEHMY | http, https
Zone 2 S String AR ST EEFRTERYZONe
NumericalVpcld B ) Int64 TEIIERIVPCID |, AMA-1 , IMIRSEFRES
LoadBalancerType = = String TAEIIERI R SEEY
AccesslLogltems
H&KeyValuexd#E , AFHEZRIBIEIEE
#WANTEOS| A « SearchAccessLog
R WAIE FEFFNULL &S] fER
Data = = Array of AccessLogltem SITERIRBEIRIKVEREST

DescribeAreaBanAreasRsp

DescribeAreaBanAreasiZf[EI1E

#WANT#EO3| A : DescribeAreaBanAreas

B WA FBIEFNULL i

Status = o) String

Source = = String

Areas 5 & Array of String

SwitchApiRules

BRsEERAPIHINAIZIR

BANREO3IR : SwitchApiRules

SR WA FEFFNULL ESig)
Url = = String

WS : BRmEmEX

iR

W& 0" FIFSHEEEE "1« FriStiEsEEE
FIEEIR custom-BEXERIA). batch-#HEEFHiF
FRIBEUE |, BBt IR

fik

EFEE ERapiFilulgurl

26378 T1 445



O BASTCE
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E=1 W% FeEFNULL et A
Method B S String BRsEEREapiflNANEKGE
DescribeApiRule
BPEE—Sapiin
#WaN #2031/ : DescribeApiRule
E=T D43 FeIEFNULL St A
Domain = = String BREHEENapiHlAEE
Description =2 =2 String Z&kapiFNRYHEA
Method = B String ZFKapifiEkA=
Status 2 =) Uint64 ZEkapifIFF RIS
Action 2 & Uint64 % 5%apiXI R AIENE |, EIENIERFIF=EL
RuleList s = Array of AddApiRule apidXINMAIEARIISEIEE
UserDomainInfo
saasflclbEE

WA T#203| /A : DescribeUserDomainInfo

&R Wi FEFNULL RE
Appid = = Uint64
Domain = = String
DomainId = = String
Instanceld = = String
InstanceName = iy String
Edition = B String
Level = 2 String
WriteConfig & 2 String
Cls ) b3 Uint64
CloudType S = String

WS : BRmEmEX

fak

FBFid

1=

t=id

sflid

Sl

wafZ&E!

hRAS

EEEEhEHSFRIFX
EEEEEAEdHFX 15 055
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OWASPCustomizedData

BriFREIEFIData

AN TEOS| B : DescribeHWInfo

BR Whise FIFNULL
Status S =
Num S =

PartDetailltem

ER{LFBRZAIR
AN T4EO3|F : DescribePrice

BFR Wi FEFFNULL
Pid = =
Price = =z
Value = =
PriceDetail 2 z
BillingItemCode 2 =
SubBillingltemCode = =
TotalCost = =
RealTotalCost 2 =
Policy = =
PolicyDetail = =

ClbHostResult

CLBEIANI RIBEARIWAPIRZSHIE RS EL

W TEEOS|F : DescribeWaflnfo

&R Wik RIFNULL 8B
LoadBalancer = = LoadBalancer
Domain = = String
Domainld = N String

WS : BRmEmEX

s
String
Int64
Int64
Array of PriceDetall
String
String
Int64
Int64
Float

PolicyDetail

fhik

WAFSBERY =8 sEpl

WAF4FERTE

WAF4BERISEAIID

Webz FAB K (ngwaf)

s S
Uint64 RS
Uint64 He
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S
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Status =
FlowMode =

ApiDataFilter

apiF=BIRITiREe

FEEFNULL

=
[

=
=

HE
e

Uint64

Uint64

Web [ B K& (ngwaf)

fik
EEBYEWAF , 1: 45FTWAF , 0 : [RB48EWAF

e TWAFRIERT , WARREE , 1 iEk%El, 0 : FER (3K
\)

#HaNTEO5|A : DescribeApilistVersionTwo, DescribeApiSecAttackSourcelList, DescribeApiSecEventChangelist.
DescribeApiSecEventList, DescribeApiSecEventOverview, DescribeApiSecEventTypelList

BFR
Entity
Operator

Value

BotListData

botFIZREUEE %

=

=
=
=

=
=

FIFNULL

A=
A

iy

I

&St ik

String HERE | EAEK , eeHS
String T

String HER , FS |, #FES

U T™O5| A : DescribeBotTCBRecords, DescribeBotUBRecords, DescribeBotUCBRecords

BR WhiE

Res =

TotalCount =
UAStrategyDetail
UAZKRE 2B ECETSLIR

WA T™EOS| A : DescribeBotGlobalUAStrategy

BFR

UAType
NameCN
NameEN
DescriptionCN

DescriptionEN

iy

m

WS : BRmEmEX

FEFNULL e Sl HA
= Array of BotltemsListltem botFlZE
a Uint64 SR
FEFFNULL el A
=2 Array of String UAZRBEIRXS R A9 EARZEE] , UAName:UATyoe =1 : n
2 String HRZEFR
= String TR
= String shScA
= String BTHEA
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BFR
Status

TimeStamp

Ailnfo

Cilaal:SELERNAEIS)

AN T~EO5| A : DescribeBotDetailVersionTwo

% s
Key

Value

BotSceneMatchCondition

tRICECSRM

oy

FEEFNULL

=
=

=
=

FIFNULL

=
~x=

=
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AN T#EO51A : DescribeBotScenelist, ModifyBotScene

BFR
Key
Op
Value
Name

ValueArray

=
E=

=
=

ABEFNULL

=
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fim
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UserWhiteRuleltem

FEF N B42 B AR+ T

=S
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S
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WA #EO3| A - AddAttackWhiteRule, ModifyAttackWhiteRule

% s
MatchField
MatchMethod

MatchContent

WS : BRmEmEX
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Web [ B K& (ngwaf)

fiik
FRIRES
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BotsGeoStatStyledItem

GetBotsGeoStatStyled#ZAfNRRIEYEHITTEREE

AN T#EO5|A : DescribeBotRegionsStat

BFR W% FeEFNULL
Key = B
Value = &5

ScenelJslnjectRule

BOTRImXITIALNIESHIR

WHNT™#EEO3|F : DescribeScenelsnjectRule

BFR Wik SFFNULL 368
Domain 2 & String
RuleAction = = Int64
Redirect = = String
AutomatedTool = = Bool
CrackBehavior = = Bool
GoodBot 5 2 Array of String
RulelD = a Int64
RasSiteID = = String
Status = = Int64
- Array of
ReqWhiteList = =
eqivhiteLts = = SceneWhiteListltem
- Array of
RspWhitelList =2 =2
P = = SceneWhiteListltem
CheckURL = = String
PreventScanner = = Bool
CheckUrls =2 =2 Array of String
Sceneld = = String

WS : BRmEmEX

Webiz B K& (ngwaf)

St fhk
String B AR
Int64 (=]

filik

AR ML A1a =

AEAYEDD 1 0 (KT ) 1 (PEET) 2 (AHURSEI) 3 (MER)

4 (EE™ )

WEAEEMARHREERAIURL
EAFEEMEIERRS, true : 2, false : &
EEFEREPGEL , true : &, false : &

BERS5|ZaEE , aNEYESR : ["sogou”, "baidu
"360", "yahoo", "bing", "google"]

UZRURABAERFER] ARXIHIANID
HINPAEBID

ARXIFRIFFX , 0 (X ) 1 (FHEF)

IERN=E
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BIRXIHIAIBGIRURL , BIRAER , EEER
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CertDomain
BEIUEPREA
#A A58 : DescribeCertificatedDomain

iR WAL FEFFNULL e St A

Domains 2 a Array of CertDomainltem ZRNEZ5IFE

Certificateld 2 & String ZIE 25 =P ERsslid
ApiPkg
APIZEFRER

WU THEOS|F : Describelnstances

BIR WhIE FEFFNULL el
Resourcelds = = String
Status = = Int64
Region = = Int64
BeginTime = = String
EndTime & 2 String
InquireNum = = Int64
UsedNum &= = Int64
RenewFlag = = Uint64
Billingltem = = String
APICPWaf ) = Int64
APINPWaf & = Int64
2 RRAMFTH

IsAPISecurityTrial = = Int64

DescribeAntilnfoLeakRulesRuleltem

DescribeAntilnfoLeakRulesiREIRHINIFIZFETTE

BN THEOS|F : DescribeAntilnfoLeakRules

&R DAY FEFNULL KRy

WS : BRmEmEX
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&iRid
W&
by
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LEPRATIA]
HiEHE
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BFR U5V IEFNULL it A
Ruleld 2 & String FID
Name 2 & String HNZFR
Status 2 & String RS
ActionType 2 & String ANz ESEEY
CreateTime 2 & String HIRUBIFERRTIE
Strategies =2 & Array of DescribeAntilnfoLeakRulesStrategyltem JELRATANY
QpsData
SREGE#MEqpsHIZRAMEE

BN TEOS|A : GetAllQpsConfig, GetlnstanceQpsLimit

BR WAl FEYFNULL S i}
ElasticBillingDefault S 2 Uint64 st qpsERAE
ElasticBillingMin = 2 Uint64 s qpsE/vE
ElasticBillingMax = 2 Uint64 it qpsiAlE
QPSExtendMax Py =} Uint64 WS RE&EAqps
QPSExtendIntIMax = 2 Uint64 BINIET RE & Agps

FullTextInfo

EXNFIRBEXEE

AN T™EO31A : DescribeAttackIindex
BFR WAl FBEFNULL Sl i}y
CaseSensitive 2 & Bool BAXNSH

Goods
HHETEEOHASGoods

N T4ZEOS|F : DescribePrice, GenerateDealsAndPay, ModifyAllGenerateDeals, ModifyApiSecurityGenerateDeals,
ModifyBotGenerateDeals, ModifyGenerateDeals

BFR i FEFNULL ESit] fk
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BR Wik
GoodsCategoryld =
PayMode =
Platform &=
GoodsNum =
GoodsDetail =
Regionld a
Projectld =

AccessRuleKeyValuelnfo

DescribeAccessindexiZAIHE

N T4=O3 |8 : DescribeAccessIindex

BFR Wik SeIFNULL
CaseSensitive 2 =
KeyValues = =

FEVFNULL St
= Int64
& Int64
= Int64
= Int64
B GoodsDetail
= Int64
= Int64
i
Bool

Array of AccessKeyValuelnfo

BatchCustomRuleListData

HEBEXMNT RS

#A A58 : DescribeBatchCustomRuleList

& D
List B =
Total iy =
MajorEventsPkg
BRSPS

WU TFHEOS|F : Describelnstances

BFR
Resourcelds

Status

WS : BRmEmEX
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Region
BeginTime
EndTime
InquireNum
UsedNum
RenewFlag
BillingItem

HWState

BotWhitelnfo

goodbot FIFFxFIZE

AN TEO3| A : DescribeBotWhiteStatus

B Wi

Name =

Status =

Timestamp =2

Whitelnfo =
GlobalScenelnfo
LB, CRESEEALE. MARRSIITRER

A T™EO3| A : DescribeBotSceneOverview

R
Sceneld
SceneName
Priority

UpdateTime

DownloadTask

WS : BRmEmEX
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=
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=
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TS IFIBER

AN 05| : DescribeBotDetailDownloadTask
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Taskld
TaskName
State
Process

Uri
CreateTime
ExpireTime

Domain

i I B

oy

i
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FBEFNULL

=
=
=
E=
=
E
=
E=
=
E=
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E
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=
=

GlobalWhiteCond

ESS=EA=Fhoy

RE
Int64
String
Int64
Int64
String
Int64
Int64

String

Webiz B K& (ngwaf)

fEA
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ESER
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TEPHE: 0-100%8)

TRk

BIEERTE

BlFEEAT A

TEHAESHEERS

BN TEOS|F - AddGlobalWhiteRule, DescribeGlobalWhiteRule, ModifyGlobalWhiteRule

BFR

Target

Operation

HttpMethodList

Name

CheckValue

Value

Concatenate

Wik
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E=
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WS : BRmEmEX
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String

Array
of
String
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Uint64
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PTECB%R , HTTP-Method,Host,URL FULL-URL,Parameter,Cookie,HTTP-
Header,JSON-Elements

ILECHRME |, String-Match SFRFERICAC , STIFIBACHT , Blk0/floderl/*
/floderl/*/index.htm ; Regular-Expression-Match IERIZFRHAZ(ICET |
Include &% ( HTTP-Method ) , Exclude RAE2& ( HTTP-Method )

&5, "GET", "POST", "HEAD"

TELZIR, i&AETFParameter,Cookie,HTTP-Header,JSON-Elements
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Header,JSON-Elements
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MatchArgument

PRIRFRRISELITED

Web [ B K& (ngwaf)

WA= OS|A : CreateRateLimits, DescribeRateLimits, UpdateRateLimits

BR ik FSIFNULL

Type 2 2
Key B =

Value =

el

AccessValuelnfo

S

String

String

MatchString

AT DescribeAccessindexiZzO0fHE

W T4=O3 |8 : DescribeAccessIindex

1%

SHEER | 5, 3% . CUSTOM , METHOD , HEADER , QUERY ,
CALLER_SERVICE , CALLER_IP

¥ , SYFHEADER, QUERY. CUSTOM , XJRzf2key(d ; X3F
CALLER_SERVICE , SIRAIEIRS I EIEE

S¥E , }WFHEADER, QUERY. CUSTOM , XIRif9EkeyFr.Etivalue ; X3F
CALLER_SERVICE , JIMAIRIRSSE , HithEENEEAINE

BFR WE AIFNULL 28 R
Type b= 2 String  FERSEA!  BRISFAIZEEIE | long. text, double
Tokenizer = = String ;?—"‘:Eﬁlfl'ﬂﬁiﬂﬁ , AEEFEREE HtextiiABREN ; MAFHFEPNENFHAR—
MR
SqlFlag 2 = Bool FRESHESIIEE
ContainZH 2 = Bool EAEAPIGER | WFRARERAE null , RENAZIERE.
Instancelnfo
—LBIRSFRER
W TEEO5| A : Describelnstances
BFR WA FEFNULL ESis) fEA
Instanceld = = String SCA5E—ID
InstanceName = = String SCHIZFR
Resourcelds = & String ST ERIRID |, T2 (ER
Region 2 & String SC{FIRF B e
PayMode 2 B Uint64 (NE-(=0
RenewFlag 2 = Uint64 SSE G

WS : BRmEmEX
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0: X3

1:HE

Mode

0: XM

1:F=E

Level

101 : /MR

102 : #BiEhR

2 BRAR

3 : 1k

4 : TEARAR

6 : JR=hR
ValidTime
BeginTime
DomainCount
SubDomainLimit
MainDomainCount
MainDomainLimit
MaxQPS

QPS

DomainPkg
Appld

Edition
FraudPkg
BotPkg

BotQPS
ElasticBilling
AttackLogPost

MaxBandwidth
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R Wiisk FEFFNULL
APISecurity & )
QpsStandard £ =
BandwidthStandard S =
Status B =
SandboxQps S z
IsAPISecurityTrial B =
MajorEventsPkg = =z
HybridPkg B =
ApiPkg S =z
MiniPkg = 2
MiniQpsStandard B =
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Uint64
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Uint64
MajorEventsPkg
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AN T#EO51A : DescribeAutoDenyIP, DescribelpHitltems

BR WAL FEFFNULL
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AttackIpInfo
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ConfigDeliveryData

ConfigDeliveryData#{iE

#WaNTEOS1/ : QueryConfigDelivery

R WAIS FEIEFNULL ESit fER
CheckAppld & 2 Uint64 &igAppld
Domain & 2 String 13
Module = = String fEth
DeliveryState B = Uint64 BB TRIAE 1-mTh. 2-5K
DeliveryStateName S 2 String FeE FAIRESEFR
DeliveryMsg & =2 String TERE=E
DbVersion 5 2 Uint64 DBhRZAS
DbVersionTs B 2 Uint64 DbVersionHJi&]
DbVersionTsStr & =2 String DbVersionB RS
RedisList & 2 Array of RedisVersionltem [{"Region":"cd","Version":21}]
Instancelist S 2 Array of Instanceltem SIS
AccessLoglnfo
B AEEERL
#aNTEOS|A : SearchAccessLog
BFR Wik SSIENULL 358 R
Time 2 =2 Int64 HERSE , BfIms
Topicld = = String EHEWID
TopicName = = String HEFRZFR
Source 2 =2 String BESERIP
FileName = =2 String BHESHEZFR
Pkgld =z = String  HE LIRIEREAIID
PkglLogld = = String  BEXRERHEEHNID
LogJson 2 2 String HERBHsonFFMEFRFERTR | Ib=ERETagRE] null , RREAZIBHE.
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AN T35 | A : DescribeBotTCBRecords, DescribeBotUBRecords, DescribeBotUCBRecords
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DomainCustomRuleIlnfoData
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e TEEO51A : QueryDomainCustomRulelnfo

% s
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INEFFERUER
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=
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AN T#=O5|A : DescribeAppletAuthorizeV3
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AppletID
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DescribePocTestTaskListltem

DescribePocTestTasksiZ B RIS ZuLEl
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TaskId
Progress

CreateTime
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BFR Wik FEEFNULL
ExpireTime = =
FinishTime 2 )
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Status = =
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N TEO3|F : DescribePrice

BFR Wik SRIFNULL KB

HasUserPrice 52 &= Bool

Price = = Int64

PartDetail = = Array of PartDetall
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Currency = = String
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TimeSpan = = Int64
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FromType 2 2 Int64
ProductCode = = String
SubProductCode = = String

Pid = = Int64
RealTotalCost = = Int64

AmountUnit = = String
HighPrecisionPrice =& = HighPrecisionPrice
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PolicyDetail = = PolicyDetail
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AN T#EO5| A : DescribeRuleTypes

iR WAl FEFNULL e it A
Id 5 = Uint64 Mnid

Name & & String HIMZFR
Description S B String MR
Count B S Uint64 ML E

ThreatlntelligenceEntry

iOSER

AN T#EO5|A : DescribeBotThreatlIntelligence

B Wk EFNULL 2R iR
Status 2 =& Bool BEEREFE , true : FFE |, false : X7

BIREFR , LT RIEREELIRBIRREAINIAKXER, Value': 'amazon.com’,
"Text': 'Aws''Value': 'microsoft.com’, 'Text": 'Azure'Value': 'cloud.google.com’,

‘Text": 'Google"Value': 'ucloud.cn’, 'Text": '‘UCloud"Value': 'aliyun.com’), "Text":

‘PIEEZ="Value': 'baidu.com’, 'Text": "HEZ="Value": 'huawei.com’, 'Text": ')y

Text ~= B Strin
= = 9 ="Value": 'ksyun.com’, 'Text": '&Ll1z="Value": 'pubyun.com’, 'Text": "R
="Value'": 'gingcloud.com’, 'Text": '&2z""Value'": 'tencent.com’, ‘Text": "Bl
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'Aws"Value': ‘'microsoft.com’, 'Text": 'Azure'Value": 'cloud.google.com’, "Text":
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Z="Value': 'bot’, 'Text': 'TEE&ZBOT"Value': 'attack’, 'Text": 'WebI{d;' ' Value'":
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Type = & String 1B/
Timestamp 2 = Int64 1EAIRTIEIE | BIAOFRREBIHITIEN
TypeText 2 S String  typelIBIHER
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WS : BRmEmEX 55395 T H445m



O BASTCE

clb-waf QPSEZE New

WA T#ZMO3 |8 : Describelnstances

BR Wik FEVFNULL RE

Resourcelds = = String
ValidTime = = String
RenewFlag 2 2 Int64
Count = = Int64
Region = = String
BillingItem = = String

BatchAreaBanAppldDomainData

EHIFHFIAppld MR ERE0E
AN T#EEOS1A : QueryBatchAreaBanAppldDomain

&R Wi FYFNULL
Domains B z
AppldDetalil

clb-waf AppldxdRifiEls

W T4=O3|8 : DescribeUserInfo

BFR Wik IFNULL %8

Level = B Uint64
AutoRenew = & Uint64
BeginTime = = String

Cls = = ClsPackage
ValidTime = B String
DomainLimit = = Uint64
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MainDomainCount 2 = Uint64
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RegionLimit 2 S Uint64 EERMIERSI ML
LbLimit = & Uint64 ERRmITERPRE N
QPS 2 2 QPSPackage TWSERIQPSERE
MaxQPS = = Uint64 LETHIQPSIEE
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DomainPkg 2 2 DomainPackage  MIMHBZEE
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s, BUNFHERIMIERLL B,
CCGuardRegions = = String {UK%?FJETCIbwaf!élﬁi%iﬁ'ﬁ’fﬁiﬁﬂ’ﬂﬂﬂﬁ\l‘:’l%% ,gl]%?if?)”\u%%?
REMEARTERER | BUNFFEAtELL B,
BatchIpAccessControlltem
ZERARRTIRIp
#uN OS5I © DescribeBatchIpAccessControl
BIR Wi FEVFNULL i) fER
Id & =2 String mongozkH1Eld
ActionType & & Int64 HEZ 8422540
Ip = = String 2P
Note & S String = pad
Source & & String ISR
TsVersion & = Uint64 (EEGRIE]
ValidTs & & Int64 FBATAE)
Hosts & & Array of String EHEyIE

BotActionScopeRuleEntry
S ERBRAIPCECALN ST
BN T#EEOS|F : DescribeBotSceneActionRule, DescribeBotScenelist, ModifyBotSceneActionRule

BFR Wik FEFFNULL St fk
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Key B =

Op & =

Value B =

Name B =

ValueArray = =
PostPointInfo

RiBESBE RFE

AT T#EO3| A : DescribePostPoints

BFR WAL
TimePoint =
LogCount =
RealTraffic =
CompressionTraffic =
BotUalnfo
botiF¥IEEMualEE

W03\ : DescribeBotDetsail

BFR

UaExist
UaKindRandomRate
UaKind

UaType
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DescribeHWInfoData
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BFR WAIE FEFFNULL i)
HWState = = Uint64
Name = = String
ValidDomainNum &= = Uint64
TotalDomainNum = = Uint64
IpBlackListLimit = = Uint64
TotalStatus &= = Uint64
ValidDomainList &= = Array of String
ThreatIntelligence =5 = ThreatlntelligenceData
AbilityCustomized & = OWASPCustomizedData
MaxBodyDetect S = MaxBodyDetect
BotScore
botsE)

WA TEOS| A : DescribeBotDetail, DescribeBotltems

BFR WisE FBEFNULL et
Total = = Uinte4
DescribeBotUCBRuleRsp
KB EN NGRS
AN TEO5| A : DescribeBotSceneUCBRule
BFR Wisk FEEFNULL B
Res = = Array of InOutputBotUCBRule
TotalCount = a5 Int64

BotDataFilter

RRERS  EShiERkey, ESEEF  ERSE—, B(F (BS) ARESF
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WS : BRmEmEX

$6399 1 #4451



O BASTCE

Web [ B K& (ngwaf)

DescribeBotDetailCountTopN, DescribeBotRequestLog. DescribeBotStatPoints, ModifyBotDetailDownloadTask

BFR DA
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Operator &
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BotQPS
bothIqpsiElE

W T4=03| 8 : Describelnstances

BFR whIE
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ValidTime =
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AN T3] A : DescribeBotAccessStatPoints, DescribeBotStatPoints, DescribeFlowTrend

BIR DAV
TimeStamp =
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Value =
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HighPrecisionPrice

EEEME
A0S |8 : DescribePrice
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DescribeDNSDetectDomainListiR[E{ERITTE=

WA TEEOS| A : DescribeDNSDetectDomainList
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Domain
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CreateTime
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AutoDenyDetail
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=
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=
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#WanT™#O5| A : DescribeWafAutoDenyStatus, ModifyWafAutoDenyStatus

BFR

AttackTags
AttackThreshold
DefenseStatus
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LastUpdateTime

DenyTimeThreshold
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AN TO5| A : DescribeCertificatedDomain

BR WAl FEVFNULL
Domain 2 a
Keepalive 2 =
InstancelD B =
DomainID = =

DownloadAttackRecordInfo

THIEESCREIER

A TEEOS A - GetAttackDownloadRecords

BR Wik FRTFNULL 258U
Id = B Uint64
TaskName = & String
TaskId = B String
Host = B String
Count = = Uint64
Status = = Int64
Url 2 = String
CreateTime = = Datetime
ModifyTime 2 B Datetime
ExpireTime = &= Datetime
TotalCount = = Uint64
QpsConfig
RINENERRAREEqpsEtE
WEAIT™#EOS1A - GetAllQpsConfig
BFR Wi FEFFNULL
SpWafPremiumC = =
SpWafPremium S a
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SpWafUltimate
SpWafExclusive
SpWafHybrid
SpWafHybridEn

SpWafHybridPr

ApiSecUaAbnormalSource

apiREBHTHUaFEIIE

WU T#EEOS|F : DescribeApiSecAttackSourcelist

BR
UserAgent
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StartTime

EndTime

CCRuleltems
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N T4EO2| 8 : DescribeCCRuleList

BFR
Name
Status
Advance
Limit
Interval

Url
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&5 QpsData
) QpsData
) QpsData
5 QpsData
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String
String
Int64
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BB MRS EEREAE
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=
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BFR
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UpstreamPort
UpstreamProtocol
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BotltemRequestBotInfo

botdas R

AN TEO5| A : DescribeBotDetailVersionTwo

BR
BotModule
BotFeature
BotRuleName
BotScore
City
Country
IpType
IpOwner
Tilnfo
Ailnfo
AutoStat
BotLabel

BotRuleld

TargetEntity
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B B B O B B B B B B M

iy
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B T™#EO31A - ModifyApiAnalyzeStatus
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FEFNULL 3] TR
iy String ImimCORCE
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DomainURI

H—EfzDomain

BN T#EO31A : ModifyDomainsCLSStatus
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Edition

InstancelD

BotAiRule

R EENaiiHMERN B R BRIRT IR

FEFFNULL i)
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FEFNULL St
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ExportAccessinfo
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=
E
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AN T™EO3|A : DescribeAccessExports

BFR A%
Exportld =
Query =
FileName =
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INEFFRENFHER
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U T#EEOS|F - DescribeAppletAccess
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Comment
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AccessDomain B = String ST ESEEI 7=
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ClientConfigStatus S = Uint64 BRI EM BRAVATS
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LinkTestStatus £ = Uint64 HEERERIEE
0 ¥IEAIRZ 1-99 IIFLLMYRID
100 3&3ERLTH
GatewayID B = String wJXID
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LogSort
botBFIFRHF
#aNTEO5|A : DescribeBotAccessLogTwo
BFR Whi%E FEYFNULL Sl Rk
Key = & String EHFINSR
Value & B Int64 HF7l
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RuleName =
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Timestamp =
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BFR Wik SFFNULL 38
Domain = = String
RuleAction 2 = Int64
Redirect = = String
AutomatedTool = = Bool
CrackBehavior = N Bool
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RspWhiteList = =
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CheckURL £ &= String
PreventScanner = = Bool
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JsInjectStatus &= &= Bool
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