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2. BFATLAEE " MUER". "BHPERBEN AN ID, IRERE, CVERS ERANE , EEREMUFHITERIE.

WiBA :

FRERNERESIERMERRN , IEERNFREERMN.

ANE 2 AR iRIRANE
L BFRWeb MAXEEGES , AENSHZT , EFEEPD > EiRe  #AEMEZETH.

2. EEMTLNE , E WEB 2, EAINSIERESR , JUSSIETIES URL FI#IA ID AIINAE SRR E,
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3. TE IS IZE TRE | EEATRAIN , AEINERE , BMHRIEEXANEEE.

4. FERINEEXANEEES | BERXSH , BEE.

FRRiEA

o OO ID : HEHEFEINEAIHN ID , —5REKREEENFINLMN D,

URL B&%2 : FEMBR URL B , B—MEET URL RAEJESHIN.

BR8FX | ORRRBERTTX | BASRFE.

i

- BRBERNIE  BEEEERE  ERZARENN , FHTEXEF.

=FERAA -

o DUECESRR : EENIAAY URL B2 , B—MEHE T URL AAEERIN.

o PEECR : I8 URL BRZRRIPCECTSE | STFSTRIUES (BAA ) . RIERICACHISERIVEL.

* DNEHRM ID : ATREAIANEAN 1D , AILAEIE I B SN EEIREN.

o X : BREBRIRENITR.

* (BHATE) | AR EIETAE M ERBRAIRT A,

o BE : MISRERIHITIRIEEMBRRE,

o BE4RE  EXUEXSH , BEEA  BIRTLISRNISEHTIES.

o BAEMRR , 2T TREHING | FIMIBRIZERES.

WS : BRmEmEX

PLEC5= : INE URL BRRRIIVECTSEC | STRFST2IUES (BAA ) . RISRICACHISERIVEL.

Webiz B K& (ngwaf)
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APISZHY

FThRWeb RZFERAXIE ( ngwaf )
AR (2018-01-25)

APHEEES

BRI EEATE: 2024-10-18 10:38:29

APIFRZS

V3

Bot {7 A EIEEXE

EOER
DescribeFlowTrend

ModifyApiAnalyzeStatus

IP SE1EEXEO

EORTR
AddDomainWhiteRule
DeleteDomainWhiteRules
DeletelpAccessControl
DescribeAutoDenylIP
DescribeBatchIpAccessControl
DescribeDomainWhiteRules
DescribelpAccessControl
DescribelpHitltems
DescribeWafAutoDenyRules
DescribeWafAutoDenyStatus
DescribeWafThreatenIntelligence

ModifyDomainWhiteRule

WRFRE - BRmERMEX

Webiz B K& (ngwaf)

ZOT08E
SR wafiREinaasy
apiDHTREF X

EOIRE
BN E N B

llES ez S et

Waf IPEE4Z 8 Deletel ]
HIAWAFBZhEZEIPIFE
Waf Zig=ipREES2EI
FREUEZ AN B2 8

Waf ipBR&E R

Waf IPEHIEIRSEIS
EHifipEToRIN
HEAWAF B EMERIES
HAWAF R BRI SRR A E 115

abes i S
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OB
ModifyWafAutoDenyRules
ModifyWafThreatenIntelligence

UpsertIpAccessControl

HitezO

OB
AddCustomRule
AddCustomWhiteRule
DeleteAntilnfoLeakRule
DeleteCCRule
DeleteCustomRule
DeleteCustomWhiteRule
DeleteHost
DescribeDomainCountInfo
DescribeFindDomainList
DescribeHost
DescribeHostLimit
DescribeHosts
Describelnstances
DescribeTlsVersion
DescribeUserDomainInfo
DescribeWaflnfo
DescribeWebshellStatus
FreshAntiFakeUrl
GetInstanceQpsLimit
ModifyAntiFakeUrIStatus
ModifyAreaBanStatus

ModifyBotStatus

WRFRE - BRmERMEX

Webiz B K& (ngwaf)

#=OThRE
&2 PSRN
BCEWAFEBMBIREISMRIRIFIS

Waf IPEEH&E Upsertizd

EOThEE

HEmsEEE ( BESERE )
ISR 2 AN
(SRR PRI

Waf CC V2 Delete[
FRIBR B2 AN
fpRAEIER 2 AN
fB&CLB-WAFRS#P1E 2
SREUEZ R
SREUR I =7 ZRE2 0]
SRENPHPIE S
WIERMNINEEEREEFE
SRENPPIE =7 1I2R
HEHRAFPELARFERER
ERFFTLShRA
EifjsaastliclbfiHBES
SREN A B E S ERIWAFER
IREUE = webshel HAZS
B url

SRINER LA qps LR
B E TR
[CES A EIE=S e

Bot_V2 bot&@FFxEH
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OB
ModifyDomainsCLSStatus
ModifyHost
ModifyHostFlowMode
ModifyHostMode
ModifyHostStatus
ModifyInstanceElasticMode
ModifyInstanceName
ModifyInstanceQpsLimit
ModifylnstanceRenewFlag
ModifySpartaProtection
ModifyWebshellStatus
UpsertCCRule
UpsertSession

WafCreateResourceAfterPay

MR EREO

OB
DescribeAttackOverview
DescribeAttackType
DescribeHistogram
DescribePeakPoints
DescribePeakValue
DescribePolicyStatus

DescribeTopAttackDomain

BABXEO

EOBFR

AddSpartaProtection

WRFRE - BRmERMEX

Webiz B K& (ngwaf)

EOThRE

e EZFIZRATHIE HEFF X
JRIEFIFIEE
REMFEEBRER
REMFEEPFIRTS
REFEHEWAFFX
1EISEHIRIQP ST 2 FF %
1E2EBIETFR

REEE LIRS qps LR
1ERSLBIRI B aNERERFT X
EEERE
‘Ewebshel K7

Waf CC V2 Upsertiz[O

Waf SiEE N UpsertiE

ST WAF

BOIheg

LGSV

HIFTOP NIZH3EE
BEIRSMREDT

TR SR EREES
FRENL SR EHE LRI (E
IRENB RS AR 3 A9SE Flid
EifTop5SHIBEHS

=OThee

NINSaaSEYWAFGHP1E#=
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EORR

CreateHost
DeleteSpartaProtection
DescribeCiphersDetail
DescribeDomainDetailsClb
DescribeDomainDetailsSaas
DescribePorts
DescribeUserCdcClbWafRegions
DescribeUserClbWafRegions
DescribeVipInfo
ModifyDomainlIpv6Status
RefreshAccessCheckResult

SwitchDomainRules

HEiRSHEXEO

OB
CreateAccessExport
DeleteAccessExport
DeleteAttackDownloadRecord
DeleteDownloadRecord
DescribeAccessExports
DescribeAccessFastAnalysis
DescribeAccessHistogram
DescribeAccessIndex
GetAttackDownloadRecords
GetAttackHistogram
GetAttackTotalCount
ModifyAccessPeriod

PostAttackDownloadTask

WRFRE - BRmERMEX

#=OThRE

NS EIE B WAFRSIF1EE
fiERSaasEWAF B3
HINEEMHER
IRENAEIIEEIWAFH Z 15
BB SaasBIWAFHEIFIE

$RENSaasBYWAFHIFi% 55

Webiz B K& (ngwaf)

SRENCDCIp R M= BEF AR EIIEEIWAF (cdc-clb-waf)AystbiE;

RIS = ELF MBI EIE T WAF (clb-waf) A9t

BHFVIPEE
TIHRipveFTR
RIFZNGERIESR

YA RIRNUFF R

ZOTheE

SIEILAESS

LA HES

RIS BRS FEUESSICR
MERIGIR BE ISR
SRENTIE HSSHYI%
PR = RPSES A iEs Ay

A ASAERESE

REUHIAEHSERS IRERER

B THIERSMESICRIIE

BrG o= et
WERIREL

1EinR BSRFEIREFRIER

SRR T HIER SIS
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EOBMR
SearchAccessLog

SearchAttackLog

IrEEXEO

OB
GenerateDealsAndPayNew

ModifyGenerateDeals

BRIz
BOER

DescribeDomains

BhiFiRETERIEO

ORI

AddAntiFakeUrl
AddAntilnfoLeakRules
AddAttackWhiteRule
DeleteAntiFakeUrl
DeleteAttackWhiteRule
DeleteSession
DescribeAntiFakeRules
DescribeAntiFakeUrl
DescribeAntilnfoLeakRules
DescribeAntilnfoLeakageRules
DescribeAttackWhiteRule
DescribeCCAutoStatus

DescribeCCRule

WRFRE - BRmERMEX

Webiz B K& (ngwaf)

£ZOT08E

BRBEEE

BRCLSHRARERE
#ZOT08E

THERRIRISE. SRER TR

T EEO

EOIhaEe
SREUE AR

#EOThRE

AINpEERurl

IS SRR

IEAMHANYS [EERE R

FBREHE X Turl

TRBRAINYS 2= R

R CCEAIsessioniR E
REPHERER

SRENFE X url

SREMEE RGNSz (EH0]
REUE R PmthRERNZIR
IRENFBFRINIR & 5%k

Waf BiE AR A E B cc BaE RS

Waf CC V2 QueryizEQ
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EORR

DescribeCCRuleList
DescribeCertificateVerifyResult
DescribeCustomRuleList
DescribeCustomWhiteRule
DescribeDomainRules
DescribeDomainVerifyResult
DescribeModuleStatus
DescribeObjects
DescribeRuleLimit
DescribeSession
DescribeSpartaProtectionInfo
DescribeUserLevel
DescribeUserSignatureRule
ModifyAntiFakeUrl
ModifyAntilnfoLeakRuleStatus
ModifyAntilnfoLeakRules
ModifyAttackWhiteRule
ModifyCustomRule
ModifyCustomRuleStatus
ModifyCustomWhiteRule
ModifyCustomWhiteRuleStatus
ModifyModuleStatus
ModifyObject
ModifyProtectionStatus
ModifySpartaProtectionMode
ModifyUserLevel
ModifyUserSignatureRule
SwitchElasticMode

UpsertCCAutoStatus

WRFRE - BRmERMEX

Webiz B K& (ngwaf)

EOTEE

EECCHM

SREUEBANGELER
=l

HiFEERR RN

RIE 2 ROBSIFRING R
SRENZR NI R FROESR
EigwafE MEERZEORIFF RS
BEEBNIPYSRIIR

SREDANAE R

Waf £iEE X &gz

waffi A -SREPHFE R EE
SREXFA BRI LR

SRENFE RN 2R
fREERhEXurl

SRR IIHERINF <
JRIBERRtHRA

Ere I E] E{=E=1=2]

fRIBEE XN
FESERLEES ( BENXERE )
RIBREEESZSR
FESEREERRS

RERE N domain TEMZ SRRV X
(EB U SES

wafffi Bk -waffFx
RBwafBAirkE
BB B ARNIE R

IE RPN
UIHRSEMEQPSHIFFR

Waf SEiARAEHcc B RS
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A Y :t ~
ARSI
ava Vo'
EOEZv]
BTEHATE: 2024-10-18 10:38:29
tcecloud API &£XE/MAEBREITEMHIIE , I NMNEREBEEEALEKRSHPEEEZ(EE ( Signature ) LIGIHERESD. &R

SREREFIEEN , T2 FEIEEE Secretld 7l SecretKey ; ERFERBEREFIL , BRIESAPIZARERE , BNTEBERATAPHE
H.

= .

1. RiEZEFEUE

EE—IRERTAPIZE] , IBRIF=APIZSARNHEEBELZEEIE. L2FIEEIE Secretld 0 SecretKey :
¢ Secretld HF#rR APl ERESH

o SecretKey BFINZERFREFRSENROIESE FRIEIEH.

* AFPMRTRIREREEIE , BiRitE,

FREREEIENERLSERNT :

1. EFRtcecloudSFEHEHIE.
2. BIfE=APIE AR EHI A TR
3. E=APIZSANE , =i [#r2] BIRILAGIE—XdSecretld/SecretKey

IR FAREKSHRESTLURERYT Secretld / SecretKey,

2. AR

BT R EIFSecretld 7] SecretKey/s , MATMERERET. UFREMSEBIOEMIE -
BHSFIFAY Secretld 1 SecretKey RIE :

e Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
¢ SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

AR | XEBRET , iSRIER PSRRI Secretld 1 SecretKey H{TIEEHRME !
LIRSS 28 EELAIFIZR (Describelnstances)iEsk ol , BRAFEMX—ZOR , HiEkSHETaNT:

SHETR 2574 SHs

Action FiER Describelnstances

Secretld =4AId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp EEIEN 1465185768

Nonce BEANIEEEEL 11886

Region SCAIRFTEX i ap-guangzhou

WS : BRmEmEX 5832 T0 #£448m
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SHETR X (]

Instancelds.0 FEIBAYSLHIID ins-09dx96dg

Offset REE 0

Limit RASIFHIH 20

Version EORES 2017-03-12
2.1. S HHF

BAAIEIERSEIRS BT ( ASCILEE ) FEHF. T3 . 1) RIRSHRiTHF | SEEESINENT , R&5thA) ;
2 ) 3% ASCI #BEER/)N |, 40 Instancelds.2 EHETE Instancelds. 12 [5H , AREFEER , BAREREE. BRI LMEERIEES PaEHE
FrERESRSEIIX—TIhAE , 40 php HAY ksort R, EiRTRAISEAHIFERNT:

{

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
‘Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'‘Region' : 'ap-guangzhou’,
'Secretld’ : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',

}

FERECEFRINESTAN | X LERFIFISEHTHIR | BRIRVER—XEIH.

2.2. FHEERFFFER

WEEBARIERFR B, BB LE—SHIRFRIERS ISR S8BT ="SEEIIFR | 10X Action 281, HS#EFRA "Action”
, BB "Describelnstances” , EIHIE LS/ Action=Describelnstances . F& : “S#E"EAEMIEurRBEHIE,

RIEBRIERIS N 2R & HEE—E | REENRIBRFFEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208&Nonce=11886& Offset=08Region=ap-guangzhou&Se
cretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. FHES BT
WEREMERRFR. SRR FHBHUT/LSEER:

1. iEKk75iA: 323F POST # GET /53 , IXEfER GET i53k , iFRAIEAEKE.

2. IBRENEBLHIFIZR (Describelnstances)BUiEskiEZ A : cvm.finance.cloud.tencent.com, SEBRAYEKIGEARIEZE O FIEERAIAR
EfmAR |, FREREORE,

3. IEREKIZ: HRIIRAZAPIHERIRZEES / .

4. iERFRER: B E— S AERANERFRIR,

ERIFSRATFHERND: IERITE + BKEN HEKIEE + 7 + IBRFHREH
THIRIHHELER A

WS : BRmEmEX 5833 T #£448m
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0
ffset=0&Region=ap-guangzhou&Secretld =AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Versi
on=2017-03-12

24. ERERER

EEBARERR. BEER HMAC-SHAL BiE% E—SHiRSNERFOCARIEBHTEE | ARIBERMNIEE BGER Base6d HITH
3, BIRIBRIGRERIE R,
BT |, UL PHP B 461
$secretkKey = 'Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm . finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=
118868 0Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185
768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

RZBEINSEET:
EliPOYW3pW28FpsEdkXt/+WcGel=

EREEEFRINES AN , TR LEERMIPRFEHTERIIE | SRINERBSHFPr—EEIe.

3. BREBRID

ERIERBHABERIFNBERSEH , FENEHT URL FHiS.

W E—EARAERZE S EliIPIYW3pW28FpsEdkXt/+WcGel= |, FRAEBEIIEZFIBEKESEL ( Signature ) 9 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BiEATEMFARIER URL,

1R RAPREKGER GET , 8i&EiBKAi%J9 POST @Rt Content-Type J3 application/x-www-form-urlencoded , MIAiXER
RFEERSHIEISTEM URL fi3 , SHRT-FFSARERIG. 3F ASCI =FFHE URL HiSAIFTESTLL UTF-8 BT/,

AR : BYREIESH http EERBEIRFESHGHT urlencode , FEXMHERT , ABEXNER BT URL HET , FURAX URL 4R
BeSEEZLM.

R RtSBEREHR{ TR , SESKA RFC 3986, 5 %XY MFHFRPILRFHTES MR , HP XF"Y I+ BHFrF
(0-9 AKEFH A-F) , ERINEH5I&ER.

4. BREKW

HRIESCIRER | AU TERKMANERD | BRIESCIRERALE

et SEIRIEA
AuthFailure.SignatureExpire BEILH
AuthFailure.SecretldNotFound EEAATRE
AuthFailure.SignatureFailure BEER

WS : BRmEmEX 5834 TN #448T



Q} BIH=TCE Web iz R X & (ngwaf)

RS GBS
AuthFailure.TokenFailure token iR
AuthFailure InvalidSecretld BERAEE (2= APl BBZERY )

5. ERIER

FESCRRVER APL 3.0 it , #E7EEFIREEtcecloud SDK 3.0 , SDK S TASITE , FIAN RS- SIRMSAEORE, Ems
S0 SDK iy, HATSHHOGRIES

* Python

e Java

* PHP

* Go

e JavaScript
e .NET

ATEFENMERSEURE , THEUKIMREES A0 B ORNERTREEATI. BERIES. ERIEOFISHAIEERIA LRSS
e, MBRABESEURE , AFESERN | LFFRIBERE-MA SDK.

=AY url BTBE ¢ http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208Nonce=11886&Offset=08Region=ap-
guangzhou&Secretld =AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&
Timestamp=1465185768&Version=2017-03-12

IR BT REPNEEEEEN , EBEARRFZ/NE , BINSREL url FTEXLEERPHIHHER curl SEmSERNSIREENSE
% BREH, ATERTLUERRER url |, FEESCRAIFRY Secretld F1 Secretkey NESLRIZR , FHERRFURIAIERAES
Timestamp ,

IR A TENTGF  ARREES  EEEIESEXIUTEEIR url AJREEEMAR , RMASHBINFARRE , BXFAFIEIER
. REFESHEME , BERITHEIERHRDA.

IR LAMUB(GERT AP 3.0, FeEERATRMINERRE | BMERIBMRY APl , BT FEATERBSSHERITERR | B
NAISERRIE A0iE,

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getInstance(method);
SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
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mac.init(secretKeySpec);
byte[] hash = mac.doFinal(s.getBytes(CHARSET));
return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRERSSEFTFEAR | iATreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// EFREKRAurl TSN F R EEK

for (String k : params.keySet()) {

/] BEXSIEREBH Turlencode , AT keyHBRRNFE , HULMNIIHvaluei#{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMapa]LABEEIHER

// SERTEFERT N 24 (A FAREHNEL , f5IaN : params.put("Nonce", new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // ~AES#

// SERRVE AR R 2 E R R FeZHR0ATE |, FIa0 : params.put("Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~"E5#

params.put("Secretld", "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESE

params.put("Action”, "Describelnstances"); // AE5#1

params.put("Version®, "2017-03-12"); // AHEES#

params.put("Region”, "ap-guangzhou"); // ~AI&E

params.put("Limit", 20); // W55£51

params.put("Offset", 0); // 521

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature", sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHA1"); // A+t
S

System.out.printin(getUrl(params));

1

1

Python

IR WNERETE Python 2 TNMEHIZTT , BB LS requests (KEE :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE"
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def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =='_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

"Limit" : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12'

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# ILASSORRER | eI R4t 2R

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)

WS : BRmEmEX
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ZEOEZV3

EITEHTATE: 2024-10-18 10:38:29

tcecloud APl £33FMAEAERETHRHIIE , IS MEREBFEALLBERSHTEEER(ER ( Signature ) LUSIEERERD. &5
SRHREFIIER  REFEILEIE Secretld 71 Secretkey ; ZRFNIRARERIL | IBRIERAPIZARERE , BNLEEBRAPHER
H.

s=E [N

1. BHETEeRFIE

EFE—RXERATAPIZE] , BRI SAPIEENEBEBLEEILE, L2EIEHE Secretld 1 SecretKey :
e Secretld FF#rR APl ERESH

o SecretKey BFINZE R FREFIRSENRIESE FRIRIEH.
* FAFPMATRIRERESEI , BRitE,

HEREXINERSERNT

1. EFtcecloudEEHMEHIA,
2. FIERAPIESHEHI G TRE
3. E=APIZSATNE , M [#rE] BIaJLABIEE—XdSecretld/SecretKey

IR FAREIKSRESTLURERYT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &£&753%

IR XWTFGETAHEL , R37dEF Content-Type: application/x-www-form-urlencoded #¥4&=. XIFPOSTA%L , BaEIsz#F Content-
Type: application/json LA Content-Type: multipart/form-data FfYEt |, json &XEARE SO , multipart IR
BEESEOSE | WNZZEOREEER json 1&XEA |, & BRI SEORIRA.

THEURRSSHEA MXSEFFIRIEAFIF , EBRNMBERRHEITRE. F(XBETEILAFIRNA NS : Limit 71 Offset , &
FA GET 75513/,

BRiIZFIFRY Secretld 1 SecretKey 5552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE

2.1. BHESEIERER
AN TEPHENSEIERKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + \n' +
CanonicalQueryString + \n' +
CanonicalHeaders + "\n' +
SignedHeaders + "\n' +
HashedRequestPayload

* HTTPRequestMethod : HTTP i&k75i% ( GET. POST ) , &7=fflF GET ;
e CanonicalURI : URL £%{ , API 3.0 EEHIERKT (/) ;
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* CanonicalQueryString : &#8 HTTP iE3K URL FRINERFFE , WF POST 5K , BEAZFHE , IF GET iEK , WA URL g
5 (?) EEMNERFEARAS , ARFIEYER : Limit=10&O0ffset=0, ;& : CanonicalQueryString &Y URL 47A3.

e CanonicalHeaders : £25&ZRILEER . ZDEA host F content-type FNSLED , BAIIIABEN LSS 5E B LIRS ESIFK
RME—MRR e, FHEMN : 1) 3358 key F value Zi—H/NE |, HEEERSTH | IKER keyvalue\n i8R#HE ; 2 ) S1LEB, 1%
FRSLER key (/NE ) BOFEHERR#ITHHE, B9 ¢ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £25&ZRILEMEE | IBALRIBEREPLLESE5TES |, # CanonicalHeaders BEALHRNEE—XI AT,
content-type 1 host J9wsigeskaB, HHEMN : 1) L& key F—HLRV/NG ; 2 ) Z40LEB key (INE ) 1RERFHAIFHTHHE , FELL
25 (;) PR, HlFH : content-type;host

e HashedRequestPayload : 15X KIEXAINGFE , 1TE55 /9 Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , ¥J HTTP &3k
BAIEX payload ff SHA256 157 | SAIRT7/NHHImS | REMISHREEN/NEFE., 8 | XF GET 5K , RequestPayload EE
ATFRE , X}WTF POST i53K , RequestPayload Bl g HTTP i&KIEX payload,

HRIELLERIN |, REIPEEIRATEIEREBT (AT RREH  \n BTFFBESRITER—TE8R) ¢

GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
€3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, PHERFS RS
A TSR PSS S

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

e Algorithm : €8&% , BRIEIES TC3-HMAC-SHA256 ;

e RequestTimestamp : iERASIEE; , BIERLERAY X-TC-Timestamp BUE , 20 L/RfFliERJS 1539084154 ;

e CredentialScope : EIE5BHE , 18209 Date/service/tc3_request , @& HE. FrERAURSARIEFFE (tc3_request ) , Date A
UTC tRERERBRA , BUEREMAHESH X-TC-Timestamp #EHY UTC #RERBIREE—3 ; service AF=RE , LASARBY=5HRE
B8, Bg0 cvm, 0BRSS , BYES 2018-10-09/cvm/tc3_request ;

e HashedCanonicalRequest : BIASEBHHZFTSHEIERERGREE  itEHER
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))),

pET=

1. Date H/RMATEIEL X-TC-Timestamp it&EZ] , BRXA UTC+0, WMRIMARAZARNXER , FlUER/\X , ESEERME
LRAMAKDL , BEEEBARVERM, RigidERs 1551113065 , F4&/\ XA ER 2019-02-26 00:44:25 , (BEitEERIN
Date EX UTC+0 RYEHEARJ9 2019-02-25 , A& 2019-02-26,

2. Timestamp WREHRIRFA A , BERHRESN DFNENEEREH , IFREEBE RS HUNERY. MNSRKA EAFIRE
RHEEE |, ATRESEUET—BRINEE  BRUERY (REESEZTEHEER ) .
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HRIELLERIN |, RAIPBEIRSESFRBRINT (ATREREN  \n BITFHBESEITEFN—TER ) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192¢14460df6c1ffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23.iHHEE

1) iHEIREESEESR |, hIBUT
SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : J[RIAAY SecretKey ;
e Date : B Credential §9f§ Date FE¥=R , @1 L7~ , 792018-10-09 ;
e Service : BJ Credential g3 Service FERER , 0L, I cvm ;

2) HEER , (BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

¢ SecretSigning : BILA EITEBRINGRESZZA ;
* StringToSign : BIZBATHEIINGFSEFRHE ;

2.4, #t Authorization
AN &TEHE Authorization :

Authorization =

Algorithm + ' " +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

‘Signature=" + Signature

e Algorithm : &&75i% , Bl TC3-HMAC-SHA256 ;
e Secretld : ZEXIHAY Secretld ;

e CredentialScope : Il E3Z , EIFEHE ;

* SignedHeaders : .t , 858 ZHIBES

e Signature : £&(E

HRIELLERIN |, REIPEEIRES

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5d
a7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6cbccfl74c474

RETHEOBRERNT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&Offset=0
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Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl174c47

4

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

3. EREKW

HRIESCRRER | FEUTERRAIERTD | BIRIESIREAE

RS ER A
AuthFailure.SignatureExpire BEIH
AuthFailure.SecretldNotFound B
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token $5iR

AuthFailure InvalidSecretld BERAEE (2= APL ZiEREY )

I S
BBIER

Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;
private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";
private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";

WS : BRmEmEX
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private final static String CT_JSON = "application/json";
private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

[/ ERRK , BNEZHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// kkkkkhkkkhkkkhkx ig% 1 0 ;#;%;m;ﬁiﬁ*% kkkkhkkkkhkkkhkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkkkhkkkk _/I’J‘;g% 2 : ﬁ;%?%ﬁg?%% *kkkkkkkkhkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// kkkkkhkkkhkkkhkk ./I)J;g% 3 : .L_I_%L&g kkkkkkkhkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *kkkkkkkkkhkkk .,IJJEQ;’E 4 : ;#;% Authorization *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
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headers.put("X-TC-Action", action);
headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);
headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# RS
secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# *kkkkkkkkkkikk ig% 1 : ;#;%;mﬁiﬂﬁi*% *kkkkkkkhkhkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host”

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

H KxEEAF KRk kkkk ig% 2: B_ﬁ%?%ég%—-_ﬁ% *hkkkkkhhhrrKx

credential_scope = date + "/" + service + "/" + "tc3_request”

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)
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print(string_to_sign)

# kkkkkhkkkkhkkhkk ig% 3 : i—l—%ég khkkkkkkhkkkhkkk

# ITEEBRERL

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *kkkkkkkkkkkk ig% 4 : ;#;;ﬁz Authorlzatlon kkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHBERINENERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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EITEHTATE: 2024-10-18 10:38:29

1. fRS53tt

Webiz B K& (ngwaf)

58 ( Region ) RIRYIBIAIRR OIMIEREL, tcecloudsIIERRIBEZ 2R | RERRIEEIRR AR RIS

t. ATHEEHERE. RETHREE , @EITRREIIEEFRItbE,
ERILABIE APLEC] EIESIER S5,

2. B(EHHY

tcecloud APl {9FFE#EEOEIT HTTPS HTiB(E | REBZEMIEEEE.

3. 153K A&
T HTTP &K%

e POST (%)
e GET

POST i&FRk3#5H9 Content-Type 38 :

 application/json (##F ) , WfER TC3-HMAC-SHA256 && /5%,

e application/x-www-form-urlencoded , #/ff&EF HmacSHAL g HmacSHA256 &&757%,
e multipart/form-data ({¥EE2EOSEF) |, WfFEA TC3-HMAC-SHA256 B&753%,

GET IBKANERBA/NEEIT 32 KB, POST iEKERAEETEN HmacSHAL, HmacSHA256 BtAS#81d 1 MB, POST &K RS

BF7EA TC3-HMAC-SHA256 B137#%F 10 MB,

4, FRImG

9(sEFUTF-84%A3.
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IS

EITEHTATE: 2024-10-18 10:38:29

R0 EE S

LU= RS 20RO EFLHMASFIZR (DescribelnstancesStatus) 2017-03-12 kAol , ERAMTD , HelgeRNREITA

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
!

1

* Response REMELHY Requestld REIENIFER , TiLEKRMINSE , RE APIQGET , MMERIRE,

* Requestld FBF— AP iERAIHE—IRIR |, ANR API HIIEE |, sTLABKRETRA] , FHEMEZ ID SRARRIERA,

o RTEEMNFERI  HRWARMEOENNFE , ARNZEOMRENFERS EOSXEFHEN. HHIHE TotalCount 70
InstanceStatusSet 1379 DescribelnstancesStatus #EOENXNFER , BT RERBEKRNAFEESE RIRS LG , El TotalCount
FULER FRIREIES 0, InstanceStatusSet SRS,

THIRIREIZER
SRS, SRR -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."

L
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

e Error HIIRFZEZBEKAALY. Error FERZEREERAY Code 1 Message FERFEEFILMAT R M EIRERY,
e Code FREMHIEAEIRD , HiBRH B LU CRIBZ IS RIBEA RSN aHE OX ARG R Em BRI MR EF IR S

i
=,

* Message B TIXMERRENERRE |, EEUSKESARMN  WATESEBRIFEEREN , BRAKBIX M RE
E.

e Requestld FFF— APL iEKEIE—IRR , 9N APl HIIRE |, ATLABRERFA] , FHRMLZ ID RARRER,

AHEEHRS (TODO: EEER, ERENEE?)

REIZERAPUNRFIE Error PR, WIZRNEMA APLEOIK.  Error 11y Code FERFRNAIRD , A SSEETRE L IANEIRID AN HEEIR
13, FRIIET AHERIG
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e
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

FEIRfEIR

BHIEL (AR APIE$HEEL)

MFA $8i%,

BIRFIE.

ERITH.

BRHER.

token $EiR.

Bk CAM 21,

DryRun #2{F , {RIBERGLZEAINA

(S S

REBFEIR.

EORMFE.

SHIER,

SHEUEEIR,

RIS FCERBRE,

BROSEGEIR,

EORAAFE,
TEREDREGEIT T SRR .

B G,

BRTE.

BRI,

BRI,

RIZRURLE.

RASHGEIR,

BMEARSTE,

http(s)iERIMYEIR , R32#F GET # POST &K,

EOARSTFATEHIE.

Web [ B K& (ngwaf)

HREZET DryRun 2%,

5547 T #448m
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nH2E

<UTEHTAYE: 2024-10-18 10:38:29

&n

HSYEATRRAFPMZEOSNENNSE , HEE | A MEOSRRROSEPABXESHHITIRE |, BSREKISTEE
XS, FREIERKRIEERK.

3

BB HFEV3
{8 TC3-HMAC-SHA256 & 7550 , AHSEEESH—Z HTTP Header i53kLE0 , 20 :
SHEHR s ok A

BFRROSTR. RESEROXETRASHAHSE Action A9, FINAIRSRITE

X-TC-Acti Stri =
ction M9 %= msemipissiEn , BYER Describelnstances,

M SE , FARIRRA R MEIRAVETE. RORZREEESE RO AR SE

X-TC-Region String = AHSEI Region HUiREA, TR | REEOATEEBEZESH  BOXEPIXIIRFRIREA |
LRI EAEBIZSEB AR ERL.

X-TC- Integer 12 LF1 UNIX BHEIE , AlCSAHRS APLIESKRAYRTIE], 690 1529223702, & : MRSHRSSES

Timestamp = REEEBIIS o | &5 [RBER IR,

X-TC-Versi . = ERY APL BORRA, BUBESEREOSHEHRAS QLS Version R9E. BIAI=ARSSERAARA

-TC-Version String P

2017-03-12,
HTTP tRESDIAIELER=ER | fan -
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
HEP I

Authorization  String 2 - TC3-HMAC-SHA256 : &£ 75i% , BRIEEBIXE ;
- Credential : &&EiF , AKIDEXAMPLE 2 Secretld ; Date £ UTC #RERTEEIBE] , BYE
REMNHSE X-TC-Timestamp #EH) UTC tRERJIBIREI—EL ; service SF @ , KR
SEBFmEE—E, flglcvm ;
- SignedHeaders : 25821 ERISLEHSE |, content-type # host JosisesLEh ;
- Signature : EZHE,

X-TC-Token String = IRESEBRTAERY Token , FEEASIGEIEHH—EMEA. IGEEHF0 Token FEZIDEIERR

SRR, KEFZEAEE Token,

BBAHIE V]
2 HmacSHAL 1 HmacSHA256 &4k , AREBRES—HElReES , AT
SHEF EE TR

BERZORTR. RESHROXETRNSHAHSE Action A9RIE. BIINAARS:R

Action N9 R pEmmspIFED , BUED Describelnstances,
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SHEFR St wiE R
S8, FRIRRAEREMEHNENE. EOEZRMREESERZOEREA
Region String = SERHSE] Region YRR, TE | REEOAFTEERIZSEH , BOXEPRIES
B5EE , HRTRIEEIRZSHBASE.

57 UNIX B E&; , aicskie APLiERAIRTE, 4101529223702 , AR5 RiRTEHE

Timestamp Integer = migk, salEsmidiEEE,

Nonce Integer 2 BEHEEEEL , 5 Timestamp BX&i#ek , FATFIHLEERIGE.

Secretld Strin o E=APIZSA L ERIBRITRREHY Secretld , — Secretld SFRME—HY SecretKey |,
9 = SecretKey SFIsRARLIEREE Signature,

Signature String = BRER , FREIFIRIESKRIS LN | EERAFRIEDRYSASEITEESE. BNt

= B8 R OSBR,

Version Strin = BAER APL B9RRA, BUESEZONEPANS AT SE] Version BEA. FlUN=iRSS258Y
9 %= gA 2017-03-12,

SignatureMethod  Strin - &2 75z, BarsziE HmacSHA256 #1 HmacSHAL1, RAEIEEIES%09 HmacSHA256

g 9 T B, {# HmacSHA256 EIEINESS , EEERERA HmacSHAL IIFSE,
Token String = IREFEBFrAERY Token , BELESIGHTZE—EMER. GRS Token EEFNHEE

BIRSEREOAE, KEIZHAAFEE Token .

shiE%IZR

itlsf (Region ) EISYIERVEURRORIMIERL. tcecloud SRRt [ELRE  RIEFRSER AR EIREEAE
M. ATRARIBIORTE, B8 THREE , EVESRREITEEF i,

ERILLEIE APLEC ENABIEEIR BETRATEETIE.
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Bot 1T ABTEME RO
sRENwafimEihaEss

EITEHTATE: 2024-10-18 10:38:30

1. FOfmE

EOEKIEHS © ngwafapi3.finance.cloud.tencent.com,
SRERwaf R Einiaass

BONZOIBIERERIRE © 200R%/%D,

EOSEHAETE : 2023-09-12 03:03:50,

EOBEIEH NN,

2. NS

Webiz B K& (ngwaf)

UMBERSEFIRGIH TEROBERSEAED AHSE |, TBAHSEHGIRNAHERSL,

SHBR WAIE FEFFNULL ESidl
Action = = String
Version = = String
Region = = String
EndTs = &= Int64
Domain = = String
StartTs = = Int64
3. mHESE
SHBR ESis) fER
Data BotStatPointItem mERBHE

Requestld String

4. FEnRG

S¥ , AEOEYE : DescribeFlowTrend

HE#, ANEOEYE : 2018-01-25

>

RHBY, FAEOFTEEGRLSH,

LAY | FRERD
FERNREEBNEE, allRrATEEE
TIARTER | FBERD

BE—EK ID , BXIEREBIRE., EMIARISFEERMHIZXIBERN Requestld,

UM T 2O S IBAEERauEiRg . EtERE RN A HERE.

FEIRD
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FEIRTD 533!

5t

InvalidParameter

InternalError

LimitExceeded

OperationDenied
InvalidParameter.UnknownAction
UnsupportedOperation.InvalidRequest

FailedOperation.ClickHouseOperationFailed
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api T REFX

EITEHTATE: 2024-10-18 10:38:30

Sz L
1. ZEOEA
EMOEKEE © ngwafapi3.finance.cloud.tencent.com,
apiDHTIREFFK
EOABE B IEERIRE : 200R/F0,

EOEHATE - 2023-09-05 09:17:22,

RO E NN,
2. MANSE
LATIBRESHFIRNGIH TEHOBRSHMED AR, RBEAHSHGIRI LGRS
SHER WE FEFNULL KR RA
Action 2 & String NHESH , AEOBYE : ModifyApiAnalyzeStatus
Version =2 & String NESE, AZOBYE : 2018-01-25
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AIFNULL

=
=

a

oy

i

oy

i

i

o

iy

i

i

WS : BRmEmEX

ESid]
String
String

String

Int64

String

Inte4

Int64

String

Inte4

String

String

/,

NS, AEOEYE : 2018-01-25

\)

RHSY, FEOTTEEGRLSH.

S EIIMATT I,

SJLR , NOFHA, FriiAiZEO=ER

e ERIIMTT I,

EREEAINAEERID , 8PEFHENNAI—NER |, FiRAFRIES TS
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BRiASdesc , FTLABYEdescfasc

S EISNARIIL,
SBILI , NOFHA

HESERIIATTIL,
BEiRRER | e ERall

HSEXIIAT I,
EifHCIARTE)
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Requestld String H—iEK ID , ®RiEKREPSIRE]., TR EEREHZXIERAY Requestld,

4. IR

ARG T 2O S5 iEERREIRD |, EERIDIEN A iR,
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FailedOperation
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FailedOperation.CLSInternalError
FailedOperation.CLSDBOperationFailed
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IBHSIMAT L,
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3. S

SHEIR SRy Ak
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InvalidParameter
InvalidParameterValue
MissingParameter
UnknownParameter

InternalError
UnauthorizedOperation
ResourceNotFound
LimitExceeded
ResourceUnavailable
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FailedOperation

ResourcelnUse

ResourcesSoldOut
InvalidParameter.InvalidCertificate
InvalidParameter.QueryCertBySSLIDFailed
UnsupportedOperation
AuthFailure
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DryRunOperation
OperationDenied

FailedOperation.CLSInternalError
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Version =2 & String NHESE, AEOBYE : 2018-01-25
Region 2 & String AHBY , MEOFFTEERLSE,
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ResourceNotFound
LimitExceeded
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InvalidParameter.InvalidCertificate
InvalidParameter.QueryCertBySSLIDFailed
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RequestLimitExceeded
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OperationDenied
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InvalidParameterValue
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InternalError
UnauthorizedOperation
ResourceNotFound

LimitExceeded
ResourceUnavailable
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ResourcesSoldOut
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UMBERSEFIRGIH T ROERSEAED AHSE | TBARSHGIRNAHERSL,

SHEFR WA FEFNULL it A
Action = = String AHESEH , ANZEOBYE : AddAntiFakeUrl
Version 2 & String NESE, AZEOBYE : 2018-01-25
Region =" B String AHBH , MEOFFTEESBLSE,
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Version = = String
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Status = B Uint64
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UnauthorizedOperation
ResourceNotFound
LimitExceeded
ResourceUnavailable
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AuthFailure
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Region 2 B String NHSH , AEOLTEERLSE.
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Requestld String W—iEK ID , ERIEREIRE], EfIARNFERMEIZIRIEKE Requestld,
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Action 2 S String NHSE, AEOEYE : DeleteSession
Version 2 & String AHSE, AEZEOBYE : 2018-01-25
Region £ S String AHBH , MEOFFTEEGRLSEH,
Domain = & String X IR,
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" , IHSERISMAATIL,
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Edit = = St

Hon = - rng heas , ReERsparta-waf, clb-waf, cdn-waf
Mode 2 = Int64 UEBBISNAAIIL.

ORFRXHE , IRFRFTFH

3. S

SHAR eS| TG
Requestld String H—iEK ID , BXIEkEPSIRE. EAITMAITSEEREZRIEKA Requestld,
+ 0
%EEE

UM T 2O SSIBAEERaIEiRg | BEtERE RN A SR,

SHIRIG A

WS : BRmEmEX 55305 70 H448m



X BIHSTCE WebRIFEAX 5 (ngwaf)

HIRAD 1

[

InvalidParameterValue
MissingParameter
InternalError

LimitExceeded
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Q} BIH=TCE Web iz R X & (ngwaf)

Waf 8BRS B ccE a1

EITEHTATE: 2024-10-18 10:38:37

Sz A

1. EFOHA

EOEKIEHS © ngwafapi3.finance.cloud.tencent.com,
Waf BB IAhRAEFcc BaiEiiEis
FOAZEOERIZRIRS : 200%/F0,

EOEHATE - 2023-12-12 15:08:15,

BOBIRESE NN,
2. NS
UTNBRESHFIFRGIE TEOBRSHISD AHSE , RBARSHIIRI AT,
SHER ik FEEFNULL et 3%
Action ] & String ~HBE, AFEORYE : UpsertCCAutoStatus
Version =2 5 String nNHEEE, ANEOBYE : 2018-01-25
Region B & String AHBH , AEOFTEERLSEH,
Domain = & String b
Value = B Int64 WSE
Edition & & String WA~ : clb-waf, spart-waf

3. iS4

SHER sk 5k
. BB RETIL,
Dat St
o M9 FammRmnul
Requestld String  E—ERID , RERGBSRE. EAITEHEER A RER Requestld,

4. FEIRRY
BRI TR AL BIREAOEIRG | SUbERIGEI A H 210,

HIRfD 1%

K

WS : BRmEmEX 55307 T0 H448m



X BIHSTCE WebRIFEAX 5 (ngwaf)

FEIRTD )

S

InternalError
LimitExceeded

UnsupportedOperation

WS : BRmEmEX 55308 T 448



Q} BIH=TCE Web iz R X & (ngwaf)

SRS

EITEHTATIE: 2024-10-18 10:38:38

RiskInfo

B L2 NESEEIRESLIK

I T4EO3| B : DescribeRiskInfo

BFR Wik ARYFNULL 28U R
. AT RERSEIRS R R , B8 ; reject (RN ) | review (ATHIZ)
RiskLevel 2 & of ~
pass ( X )
Entry
prey | PSRBT WSRFHE 1, RIS 2", B 2L L
ciktvoe | B | = . 272", IS 3", A A", "B, " 201", TRER
ype = = ey | B 2011 "JERSERIP" " 2012", "IPSE"" 205", "IEAREp" 206", "IGEE:
Y 061", ERAEEE2063", BHERE
SearchLogsSimpleRsp

SearchLogsSimplefJiR[E{E

a0 T#=O5|A : DescribeAccessLogs

BR AT FEFFNULL e Sl A
Code = = Int64 ERMIHIT , 0FREIIHIT
Count 2 B Int64 HERIEE
Context 2 & String HEHRWE , AILARIEFR
Data = = Array of String BfIRERS
CdcResource
EEEESH , (DCERER
AN T#=O5|A : DescribeCdcResource
R WAlE FEEFNULL A A
Id = &= Uint64 HiRid
Status =2 & Uint64 MAAZS , 0/1
OpAppld =2 & Uint64 FBFid

WS : BRmEmEX 55309 T4 H448m



O BASTCE

BR
Clusterld

Ip

Port

Auth
CreateTime
ModifyTime

Type

ClsPackageNew

clb-waf HEEZE New

#ANTHEOSIA

BIR
Resourcelds
ValidTime
RenewFlag
Count
Region

Used

RuleUpdatelLog

tigas |ZEMUEHNEAE

FEIFNULL

a=

=

[}

Py

=

as

[=])

a=

[ ]

=

[}

A

=
FEFFNULL &g
= String
= String
& Int64
= Int64
= String
= Float

s
String
String
Uint64

String

Datetime_iso

Datetime_iso

String

1%
HIRID

IS HARTE)

Web [ B K& (ngwaf)

UM

NEER
ellE=atint=)]
(EZGhl

GipbESis

EREMEE , 1 Bahsedk , 0 . FBzEEE

BB

i, , BaifEcib-wafthigF AR

BE&FEACls

U TEOS|F : DescribeOpRuleUpdatelog. DescribeRuleUpdatelog

BR

Id
CreateTime
ModifyTime
Detail

Language

=
E
=
=
=
E=
=
E=

=
E=

WS : BRmEmEX

FIFNULL

a
=

=

O

o

Uint64
Datetime_iso
Datetime_iso
String

String

1%

id{E
ellfEinll
(EZGRlE
HFHMESENES

en/cn IMERIES
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O BASTCE

BFR
LogVersion

Status

iy

DomainPackageNew

clb-waf HEZ EBER

WA TEO3| A : Describelnstances

BFR WsE
Resourcelds 2
ValidTime =
RenewFlag 2
Count =
Region =

FailedInfo

ENWETEIU

FIFNULL

&

=
FEFFNULL Sl
= String
= String
= Uint64
= Uint64
= String

HUN OS5I : AddSpartaProtectionsAuto

BFR
Domain

Message

ApiSecEventKeyValue

apizEHHD KA key-valuet8zl

FIFNULL
=

=
=

AN T#EOS|A : DescribeApiSecEventTypelist

BFR WhisE

Key =

Value =
Amount

WS : BRmEmEX

BEFNULL

=

Py
[}

U
HIRID

T ERRE)

Web [ B K& (ngwaf)

BEB&NRE 1 Bk, 0 1 FENEEEE

ERWLN

EEWHS , clb-wafERTZERE!

sem
String

Uint64

fiiA
&
ESEIS

fk
ESLESiS
He
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PRIECERER

BN T#EEOS|F - CreateRateLimits, DescribeRateLimits, UpdateRateLimits

BFR

MaxAmount

ValidDuration

ThreatIntelligenceStatus

BRI, XiRE

=
E=

=
=

AN T#EEOS1A © ModifyThreatIntelligenceStatus

BFR
Value

Status

Type

AutoStat

aPRYERERIHER

=

=
=
=

=
=

#A A58 : DescribeBotDetailVersionTwo

BFR
Key
Value

Threshold

Rulelnfo

2R3 H

i

i

I

WA TEO3 | A : DescribeAttackIndex

BFR
FullText

KeyValue

WS : BRmEmEX

FEFNULL &S]
= Uint64
= String
FEFFNULL
sy
=
[}
=
[=}
FFNULL
=
=
=
FIFNULL
=
=z

1A

[EHARN R KECEEL

Web [ B K& (ngwaf)

[EHRfEIA | STFdurationZBURY= 7R | LEANLs, 1m, 1hE

it}
FullTextInfo

KeyValuelnfo

A

BIRAE

true : FFf3. false : X3
iR 2

flik
ARFPRY4EEAFERTR
HEERISCRIRHIEE
HENSEE

fik
ENE5|RHEREE
kv &5 RIEXEE
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X BIHSTCE WebRIFAp k& (ngwaf)

DealData

BN BIVEEEN

AT O51/A : GenerateDealsAndPay. GenerateDealsAndPayNew, ModifyAllGenerateDeals,
ModifyApiSecurityGenerateDeals, ModifyBotGenerateDeals., ModifyGenerateDeals

BFR Wik AIEFNULL  ER iR

DealNames | 7= . Array of ITBSHIR , TENMISEREMNgoodsHENTEN— , BRiEES
= = String 1T BRI PR R

BigDealld & & String KiTBE , — A KTBHETIUESMFTE | WIEER—X TR, )]

ProductInfo

wafrF= &

BN TEEOS|F - DescribePrice. GenerateDealsAndPay, GenerateDealsAndPayNew, ModifyAllGenerateDeals,
ModifyApiSecurityGenerateDeals, ModifyBotGenerateDeals, ModifyGenerateDeals

BFR WAISE FEYFNULL il R

Name S 2 String FEERATR

Value B = String hRAs
AccessHistogramItem

FTF#EODescribeAccessHistogram g9t

AN T#EOS|A : DescribeAccessHistogram

B Wik FEYFNULL et R

BTime & = Int64 AE) , BAfiZms
Count a a Int64 HESE
BeginTime = = Int64 i8] , BfiIms

DownloadAccessRecordInfo

TEHKEETICREWER

A TEEO5| A : GetAccessDownloadRecords

BR Wik FRFFNULL KA fk
Id = B Uint64 ICRID

WS : BRmEmEX SB313 0 H448m



X BIHSTCE WebRIFAp k& (ngwaf)

BFR Wk RIFNULL %8 )%

TaskName =2 & String THAESA

Taskld 2 & String {£531ID

QueryString 2 = String & Equery string

Count 2 & Uint64 LRI FEESHIEESRE

Status = = Int64 Tiﬁfi%iéﬁ%?& -1-TEGRBRY , O-THER , 1-THS , 2- KW | 4-
IEETE

Url 2 & String TEHUFURL

CreateTime 2 & Datetime  BIZEATE

ModifyTime £ & Datetime  HREEFIEHATE

ExpireTime 2 = Datetime  JTHAAYE]

TotalCount B2 & Uint64 TEIESE FHAEEEE

AddSpartaWafRuleReqStrategy

BEX SRR
#ENTEOSIA

BFR A% FEFFNULL &S] A
Field = = String PLECFER
CompareFunc 2 & String T 3
Content = S String BERFS
Arg = & String CERERE
AccessFullTextInfo
DescribeAccessIndex
#WaNTEEO51 A : DescribeAccessindex
R Wik FIFNULL St Tk
CaseSensitive 2 2 Bool EAXNSER
Tokenizer 2 2 String EXEINDET | FREPENEZAREZ—DDIEF
ContainZH = = Bool EAEAPTIER | FRETEERE null , RRNAEIEHE.

WS : BRmEmEX 55314 0 H448mW



O BASTCE

ActionedIpltem

ipEIASH

WAIT™#EO351 A © DescribeActionedlp

BFR D4yvis FEEFNULL
Action =2 &=
Category = a
Ip 2 ES
Name = &=
Note 2 &
TsVersion = &
ValidTs = &

UserInfoQPS

KRB EEERMRERqpsER

AN T#EO3|A : DescribeSpartUser
BFR whiFE FEFNULL
Count = =
Resourceld = 2
Deadline = =
Renew = =
Region 2 =

AttackLoglInfo

G HERAES

#ANTEOS|A : SearchAttackLog
BFR whise FEFNULL
Content = B
FileName = &
Source 2 &=

WS : BRmEmEX

Uint64
String
String
String
String
Uint64

Uinte4

Web [ B K& (ngwaf)

SEFRTERL
Bt

fk
T4
&ikid
T HART A
LRERIRIC

X

iR
Wi AEFERE
CLSIREINA

CLSIREIRE
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O BASTCE

2R whise FEFFNULL
TimeStamp = =

FindAlIDomainDetall

=GR

#aN O3] A : DescribeFindDomainList
BR Wik FEFFNULL
Appid = &
Domain = a
Ips 2 5
FindTime 2 &
Instanceld = B
DomainId = £
Edition 2 =
IsWafDomain 2 5

ActionRulelnfo

HRAEERIRER , BTBOTZRARESITHS | MERISIDEIREE 2 ARAVIREY

WA T#EO3| A : DescribeUserScenelnfo

BFR sk

ActionRuleld =

ActionRuleName 2
AppletAccessV3

INEFFENFRER

HUNTEOSIF - DescribeAppletAccessV3

EZ D4yvis FEEFNULL
Name B =
AppletID B =

WS : BRmEmEX

FIFNULL

A

=
A

b
e

String

String

WebM ARG X & (ngwa)
-3 ik
Datetime CLSRENZA
Uint64 FAFid
String 1342
Array of String E&ip
String ARIATE]
String Shlid
String H&id
String wafZEEy
Uint64 REEAwaf
String S FRERID
String S FERRE B R
fak
INEFFENEFR
MIS)ERID
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Q} BIH=TCE Web iz R X & (ngwaf)

AR Wi FEFNULL Sl A
Comment & = String eSS
AccessDomain =S = String HEMFKIEANT mlT A
AuthAccessStatus & b=} Uint64 EREE NN ERAVIRE,
0 #D9RT
100 5Shk
ClientTrialStatus B b= Uint64 BEFRIEMERAPIAS
0 ¥R
100 5Shk
ClientPublishStatus S = Uint64 BEFRBMERAGIAES
0 ¥D9RTS
100 FER%
EffectiveVersion 5 2 String INERFENREhRA
Domains & 2 Array of AppletAccessDomainV3 INERSIEHEER
GatewayID = 2 String pJ<ID
AccessID i a2 String BEATRID
Instanceltem
NginxLHlER
WA T™#031A : QueryConfigDelivery
AR D25y FEFFNULL KA fhik
Ip S = String RedisEERHIBX IR A
Version S 2 Uint64 bz
Region FS 2 String nginxihxX
InstanceType & 2 String SR ESid]
EngineType &= 2 String ElE2ESid]
Area B = String SEAIKRXIE chn(EM). intl(EFF)
Edition = = String WAFZEE! saas, clb, cdn, cdc
Env & 2 String SLAEAESERY Development, Test, Pre. Production
ReportTimeStr & =2 String _HRAYE

WS : BRmEmEX 55317 W H448m
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ApiSecEventChange

FHTERE

#HaNTEOS1 A : DescribeApiSecEventChangelist

B Wi
UserName =
Mode =
Remark &=
Timestamp =
ExpiredInstancelnfo
— NEFIRTFRES

#0351/ : DescribeExpiredinstances

BFR Wik
Instanceld =
Resourcelds =
RenewFlag =
DomainPkg =
FraudPkg &=
BotPkg &
BotQPS &
QPS B

FBEFNULL

P

R HD RD O o D

2l

AccessFieldValueRatiolnfo

DescribeAccessFastAnalysisiEORHS

WA TEOS| A : DescribeAccessFastAnalysis

BFR OV
Count =
Ratio =
Value =

WS : BRmEmEX

FBEFNULL

=
=
=
=

=
=

FFNULL

Py

HD D

iy

S
String
String
String
Uint64

S

String

String

Uint64

ExpiredDomainPackage
ExpiredFraudPkg
ExpiredBotPkg
ExpiredBotQPS

ExpiredQPSPackage

Webiz B K& (ngwaf)

ARl

#iRid

S ES
HEER
NE=eesal
BotHIRE
botfyqpsiFE

qQpsELR

KB ik

Int64 BERE

Float XIRZAYValueBRIE DL
String FERYIRAYE
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AddApiRule

FBRPFMRARIapifiNISEL

#WaNTEO31A - AddApiRule, DescribeApiRule

BR
Name
Position
Type
Required

Description

AppletAccessDomainV3

INEFENEEER

BN TEEOS|F - DescribeAppletAccessV3, ModifyAppletAccessV3

BR

Domain
Protocol
Port
AccessStatus
0: REEA
INEIN

il

i

=

E

=
=

=
E=

=
=

InOutputBotUCBRule

FIFNULL

A

117 B

iy

FEEFNULL
=
2
=

=
=

ER/FEEENNAS , EHEEXANFIRIIIHS

#HaNTEOS|A : DescribeBotSceneUCBRule, ModifyBotSceneUCBRule

BFR WAIE
Id )
Domain =
Sceneld B
Name =

WS : BRmEmEX

FIFNULL

=

I B

i

s
String
String
String

String

=S
String
String
Uint64

Uinte4

WebRzFEp5 K iH(ngwaf)
fEk
apigiR
apiZ¥fiE
apizkal
SHEBRYM
ZS IR
fk
f=
ARSS1HY
ARSSImE
FEWAFENRPIRTS
fk
AZID
b2
H=ID
AMZFR
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Q} BIH=TCE Web iz R X & (ngwaf)

BFR WAk FEFFNULL ESig) A
Rule = B Array of InOutputUCBRuleEntry UCBAIEAHIRIIR
Action 2 ES String REE
OnOff 2 & String PR S
RuleType 2 S Int64 P
Prior 2 S Int64 ALy s
Timestamp 2 = Int64 &AL
ValidTime 5 = Int64 = G
Appid & iy Uint64 ERappid
AdditionArg & 2 String NS
Desc & = String HNHEIA
Label = F String FR&E
Ruleld & & String HLID
PreDefine & 2 Bool true-RFEFURHN false- B TESHNY
HybridCluster
BETER

HuNTEOS|F - DescribeHybridCluster, DescribeHybridClusters

2R Wik SRIEFENULL 38 fA

Clusterld & = String EF¥ID
ClusterName & = String EEREATR

Region = = String EERFHb
ClusterType & 2 String LSS St

State B = Int64 SRS | EREEE | RENBE StateStatusiG HREIREA
TimeoutThreshold = = Int64 T2t NFERTASIE
BodyLengthThreshold & 2 Int64 B AbodytGMH<E
HealthyThreshold B =2 Float RERESRE
StateDetail 5 = String SR REIRSNA
NetType B 2 String SEEARR
Instanceld & 2 String SCAIID

WS : BRmEmEX 55320 T4 H448m



&) BIH=TCE Web iz R X & (ngwaf)

BFR Wk SPENULL 358 A

InstanceName & = String SEIEFR

Instancelevel S = Inte4 wafSEFIER , ANERFKLPESLA/90
WafStatus £ = Int64 waffHfRS

VirtualDomain = = String EREI N AV
PreciseDomains & = Array of String &R BFIE

CLSStatus = z Int64 WAFEHERRRE , OXHALFE
PostCLSStatus B = Int64 clb¥ZiBEFF X

PostCKafkaStatus S = Int64 kafka$ZiEBFrx

CreateTime = = String BUFERTE

LatestUpdateTime & b1 String AT E

ClusterStage = = Int64 1. #04R4E 2: RHBERE 3: SeREIRE 4: SRR 5: BRI

Strategy

ERNEIUNI:UTTES R AN

WA T™#O51/A : AddBatchCustomRule, AddCustomRule, AddCustomWhiteRule, DescribeBatchCustomRuleList,
DescribeCustomRuleList, DescribeCustomRules, DescribeCustomWhiteRule, ModifyBatchCustomRule, ModifyCustomRule,
ModifyCustomWhiteRule

BFR DV FEEFNULL eS| i
Field 2 = String PLBC=ER

ICECFERAE |, BNAIESE. BEAFS. NERSEMARIERN IS :

<table> <thead> <tr> <th> ILEEFER < /th> <th > [LEIS 41 < /th> <th > IBIEFF S < /th> <th> LA </th> </tr> </thead > <tbody >
<tr><td>IP ( SRRIP ) </td> <td>AFFEE </td> <td>ipmatch ( FLEZ ) <br/>ipnmatch ( RELEL ) </td> <td>ZBPMPLATSHESER
FFE&%5204 </td> </tr> <tr> <td>IPV6 ( SBIRIPV6 ) </td> <td>FxiFE#</td> <td>ipmatch ( ITEE ) <br/>ipnmatch ( A<ITER )
</td> <td>STHEENPV6itE < /td > </tr> <tr> <td > Referer ( Referer ) </td> <td>FR#FE#</td> <td>empty ( REAZ )
<br/>null (R7FE ) <br/>eq (FTF ) <br/>neq ( R7&FTF ) <br/>contains (B8 ) <br/>ncontains ( FE& ) <br/>len_eq ( KEZF
F) <br/>len_gt (KEXTF ) <br/>len_lt (&KE/IVF ) <br/>strprefix ( BIZRICED ) <br/>strsuffix ( [FERICES ) <br/>rematch ( IERY
PUEE ) </td> <td>IBEARS, S12MNFZFLAR </td > </tr> <tr> <td>URL (iBEKE&R ) </td> <td> R ZiFS#</td> <td>eq (&FTF)
<br/>neq ( RA&F ) <br/>contains (&8 ) <br/>ncontains (~E& ) <br/>len_eq (KEZEFTF ) <br/>len_gt (KEXTF)
<br/>len_lt (KE/NF ) <br/>strprefix ( BIZRITHEE ) <br/>strsuffix ( JFERITES ) <br/>rematch ( IERJPTEE ) <br/></td> <td>i5LA/
Frk, S12ANFRFLAR < /td > < /tr> <tr> <td>UserAgent ( UserAgent ) </td> <td>A3Z3ES 8 </td > <td > FELEFEL < font
color="Red">Referer</font>BIERFS </td> <td >BWANZS, S12NMNERFLAA < /td > < /tr> <tr> <td >HTTP_METHOD ( HTTPiE3kA
%) </td><td>ASZHFSEI</td> <td>eq (FTF ) <br/>neq ( RFTF ) </td> <td>BERNTTEZTRENAKS </td> </tr> <tr>
<td>QUERY_STRING ( iEKFFFE ) </td> <td > RF3FE# < /td> <td > BIEFER <font color="Red">i&EKI&Z < /font > BIEHFS

WS : BRmEmEX 55321 0 H448m



Q} BIH=TCE Web iz R X & (ngwaf)

</td> <td>IBHMARS, S12MNFERFLAR < /td > < /tr> <tr> <td>GET ( GETESEE ) </td> <td> TS HFAN </td> <td>contains ( 85 )
<br/>ncontains (R~E& ) <br/>len_eq (KEZETF ) <br/>len_gt (IKEKXTF ) <br/>len_It (KE/NF ) <br/>strprefix ( BIZRITAELD )
<br/>strsuffix ( JFERITED ) </td> <td>BMARS, 512MNFEFLAAR < /td > </tr> <tr> <td>GET_PARAMS_NAMES ( GETE&#i%8 ) </td>
<td> A SHFSE < /td> <td>exsit (TFESEL ) <br/>nexsit ( RAMFESEL) <br/>len_eq (KEET ) <br/>len_gt (KEXTF)
<br/>len_lt (KE/INTF ) <br/>strprefix ( GIEBITED ) <br/>strsuffix ( FERILED ) </td> <td>BEARZE, S12PNFERFLIR </td> </tr>
<tr><td>POST ( POSTEEE ) </td> <td>TIFSEFEN </td> <td >FILEIFER < font color="Red">GETE#{{H </font>BiEF=
</td> <td > BEAHE, S12PMNFF AR < /td > </tr> <tr> <td>GET_POST_NAMES ( POSTES#4 ) </td> <td> R~ iFS50</td> <td>[F
PCER=RER <font color="Red">GETEEIE < /font > BI8F 2 < /td > <td > BN RE, 5 12 N2 LR < /td > < /tr> <tr>

<td>POST_BODY ( 52#BODY ) </td> <td>A323FSE1</td> <td>EILEFER <font color="Red" >i&EKEEE < /font>BLERFS < /td>
<td>iBEHINBODYRZ, 512N FRF LUK </td > </tr> <tr> <td > COOKIE ( Cookie ) </td> <td>AR3zi5E#i</td> <td>empty ( KBS
=) <br/>null ( RZFTE) <br/>rematch ( IERJITES ) </td> <td><font color="Red">EAIz#EH < /font> </td> </tr> <tr>
<td>GET_COOKIES_NAMES ( CookieS#i4 ) </td> <td>R3iFE#i</td> <td > FIUEIFER <font color="Red">GETS#4% </font>
BIERFS </td> <td>TBEMARS, S1I2NFRFLAR < /td> < /tr> <tr> <td > ARGS_COOKIE ( CookieZ#(E ) </td> <td>FBEFAN </td>
<td>FEPLEFEE <font color="Red" > GETEZ{{E < /font>1BIBFE < /td > <td > IBFBEARNZS, S12PNFHF AR < /td > < /tr> <tr>
<td>GET_HEADERS_NAMES ( Header2#{#% ) </td> <td> R 323FS48</td> <td>exsit ( FESEL ) <br/>nexsit ( FMEFESEL)
<br/>len_eq (KEZETF ) <br/>len_gt (KEXTF ) <br/>len_It (KENF ) <br/>strprefix ( BISRITES ) <br/>strsuffix ( [FERITED )
<br/>rematch ( ITERIPLEL ) </td> <td>BERMARS ZINE, S12PFRFLAR </td> </tr> <tr> <td>ARGS_HEADER ( Header2#§(g )
</td> <td>ZIHEBEFE N </td> <td>contains (8% ) <br/>ncontains ( AE5 ) <br/>len_eq (KEZETF ) <br/>len_gt (KEXTF)
<br/>len_lIt (E/NF ) <br/>strprefix ( BIZITES ) <br/>strsuffix ( [FEITAES ) <br/>rematch ( IENPTALD ) </td> <td>TBHAR
B5S12MNFFLAA < /td> < /tr> < /tbody > </table> | | CompareFunc| £ | £ | String | BEFS

BEAFES—HED AT
empty ( RAEAZT)

null (A7)

eq ( 7F)

neq ( A%F7F)

contains ( €8)

ncontains ( 785 )

strprefix ( BUZRPLELD )

strsuffix ( FEXITAC )

len_eq ( KEZFT)

len_gt ( KEXTF)

len_lt ( KE/NTF)

ipmatch ( &F)

ipnmatch ( ~gF)
FZILEFEEX M ANEERFSAR |, FEN EIAIEFERERIE

| | Content| £ | & | String | ILEAE

E#) HITAFEACOOKIE ( Cookie ) Bf , AREMA LENSIHEEE

|| Arg| £ | £ | String | ItE&%K

BESH—HD2MEE RS2 H5IFEH
HICECFERALATANE |, MESEARERAN | BUARSTFZEH
GET (GET2#4{E ) 0

POST (POSTE#1E ) [0

ARGS_COOKIE ( CookieZS#E ) I

ARGS_HEADER ( Header&#{{g )
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BotAutoStatRule

boti&REREStIT BENEE

AN T#EOS|A : DescribeBotAutoStatisticRule, ModifyBotAutoStatisticRule

B WATSE FEVFNULL it A
Feature 2 = String SREEBAFR Wavg_speed
Status =2 & Bool HIRIRZS
Level = ) Int64 SREEEZR , 100 (BEHa) , 200 (#%F) , 300(7&) 0K EREHER
Description 2 2 String LR U
Timestamp = = Int64 1EBIRTEIR , BIAN0 , RRZHIEKR
ExpiredBotPkg
BotRREE

WU T#EEOSIF - DescribeExpiredInstances

B AT FEVFNULL =it A
Resourcelds = = String ZHigid
RenewFlag & = Uinte4 LRERITRE
Type & =2 String ITERIR

HybridClusterNode

BERERHTR

HaN OS5I - DescribeHybridClusterNodes

BR AT FEFFNULL &S] fA

Nodeld S = String FHmlD
Name S = String TRBFR
Type & 2 String TR

P & 2 String TRIP

Ports & g Array of String inOFIER
State B = Int64 TS
StateDetail & 2 String TREREERRE

WS : BRmEmEX 55323 T0 H448m



O BASTCE

BFR whISE FEFFNULL
CreateTime 5 =2
LatestUpdateTime B =

PagelnfoForInt

DIREHEIREIR

A TEOS|A : DescribeDNSDetectDomainList
AR WG FIFNULL
PageNumber 2 =
PageSize = )

DescribePieChartRsp

DescribePieChartfgiR[EIE

#anTE2O351 A : DescribePieChart
BFR W% FEFNULL
Piechart 2 2

OpUserSignaturePolicy

FAFRaFRRN

AN TEOS|A : DescribeOpUserSignaturePolicy
AR whie FEFFNULL &S]
OpAppld = & Uint64
OpDomain = = String
Level 2 & Int64
Status = = Int64
ModifyTime 2 =

ApiSecCustomSensitiveRule

apiREEF BE RGN

WS : BRmEmEX

Datetime_iso

WebizFRf K & (ngwaf)
String Bl A
String EHTATE
-5t fEk
Uint64 bR
Uint64 BRI
ESid) S
Array of String FHENRE
faik
appid
$EZ]

BriF<ERk 300=FxfE 400=1 /&
PrFR7 0=XiA , 1=FF
(EGRlE
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WebRz Rk (ngwaf)

HaN OS5I - DescribeApiSecSensitiveRuleList, ModifyApiSecSensitiveRule

BR Wik AREFNULL %R ik

Position =2 =2 Array of String SHNE

MatchKey 2 = String UgiES s

MatchCond & g Array of String  INECRFS | HLECSHHXEF ILEAFRFLECRIHMREZ(E AIES1

MatchValue £ = Array of String PLEE

Level =2 = String XS

QueryHWDomainStateData

FRENSCIIdIE & FIIZData

AN T™EO31A © QueryHWDomainState

& W RVENULL R
HWState 5 =2 Int64

ThreatIntelligenceData

BBz Data

WA T#EO3| A : DescribeHWInfo

fHA

HWState ( 1-5kMISE. 2-MSTREGE. 3-MTEME. 4-2i98)

BFR whISE FEFFNULL &S] fER
Status B = Uint64 RE&
IpNum &5 =2 Uint64 IPEE

DescribeAntilnfoLeakRulesStrategyltem

DescribeAntilnfoLeakRulesiRBIRIFLRITTE=R FHIEARATNITTER

HUNTEOS|F : DescribeAntilnfoLeakRules, DescribeAntilnfoLeakageRules
AR i FEFNULL Sl iR
Field 2 & String FEg
CompareFunc 2 B String s
Content = & String [ZSES

WS : BRmEmEX
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BotDetail

botiFiE

W T#EO3|F : DescribeBotDetail

AR Wik FEFFNULL
Id = =
Botld = =
Srclp = =
BotAction 2 =
Stat =2 =
RuleName = =
Score = =
SessionDuration = 2
Timestamp 2 b=
BotFeature = =
IpInfo = 2

InstanceIDName

SEAIdFNSEFIEFRIISR

#0051/ : DescribeDomainlnstancelDs
BFR whise FEFNULL
Name = =
InstancelD 2 =

ClbWafRegionltem

Clb-wafttbisi{E 8

AN T#EO5|A : DescribeUserClbWafRegions
2R Wik FEEFNULL
Id & =
Text &= =

WS : BRmEmEX

Web [ B K& (ngwaf)

&S] TR
String ZICRAIME—Id
String bot_id{RER=FER
String iRip
String bothIaNIE
BotStat botFIHER
String WE=
BotScore o
Float ESJEINNN
Uint64 TR
Array of String stringZ¢4H
IpInfo iplER
&S] TR
String SCRIZFR
String sLflid
&g TR
String HBID
String HE ST e
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BFR D4V FEFNULL
Value S =
Code e =
GoodsDetail
e =

ok
e

Web [ B K& (ngwaf)

R
String Ml 21
String HE RS

HUNTEAS|F : DescribePrice, GenerateDealsAndPay, ModifyAllGenerateDeals, ModifyApiSecurityGenerateDeals,

ModifyBotGenerateDeals, ModifyGenerateDeals

BFR Wik ARFFNULL KB
TimeSpan = = Int64
TimeUnit = &= String
ProductCode = B String
SubProductCode = iy String
Pid b3 B Int64
ProductInfo = p3 Array of Productinfo
InstanceName = = String
ElasticQps &= = Int64
FlexBill = = Int64
AutoRenewFlag = = Int64
RealRegion = = Int64
Type £ 2 String
LabelTypes B P Array of String
LabelCounts = = Array of Int64
CurDeadline iy = String
Instanceld B = String

PriceDetail

THERAMNMEERLE

N ™EOS|F - DescribePrice
B WAYSG FEFFNULL

WS : BRmEmEX
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B, Zm, y. d
e
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THEERERId

wafF= i3

wafsLfil&

QPSEE

SEMETKER

LEmEEE , 0~ B5hEEk
waflgSLRISCRRithiE =R
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BFR v FFNULL ESid)
SinglePrice = = Float
UsedAmount = 2 Int64
Cost = = Float
SessionData
S
AN THEOS| B : DescribeSession
BFR WsE FEEFNULL S

Res = = Array of Sessionltem

BatchCustomRuleListltem

HEBEXMNFIFRESItem

WA TEOS| A : DescribeBatchCustomRuleList

BFR Wik FEFNULL ESig)

Id = = Uint64
ActionType = = Int64

Bypass = = String
ExpireTime & = Uint64

Name &= = String
Redirect = = String

Sortld = = Int64

Status = = Uint64
Domains = = Array of String
Remark 5 = String
Strategies = = Array of Strategy
Eventld = = String
ValidStatus &= 2 Uint64
CreateTime = = String

WS : BRmEmEX

Web [ B K& (ngwaf)
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sessionTEN.

fk
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HATaE
JIISLEES
BRI
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et
SR
FFRIRES
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&/E
SRERYI=
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BFR whiE FEFNULL St fA
UpdateTime & = String SEFRAGE
LimitRuleStatusUnit
PRIATEREURSSNS , T HEEER/ZRRAEAT
#WHNTF#EO3|A : EnableRateLimits
BIR whISE FEFFNULL =it f#nA
Id 2 2 String FNID
Status = 2 Int64 Ty =1== O N =1 == BN kA N =) =2
TsResource
EEEESH , B IZ2RRER
#aNTEO3|A : DescribeTsResource
BIR whiE FFFNULL St A
Id = = Uint64 TiRid
Status 2 = Uint64 HMNPAT |, 0/1
SubRegion = B String FEREd
Ip = B String IP1tdiE
Port =2 & Uint64 ima
Auth 2 & String NIEHES
CreateTime = & Datetime_iso BIZERTE
ModifyTime 2 & Datetime_iso (EBERE]
Type 2 S String AP et
BotUCBPreinstallRuleData
BotUCBPreinstallRuleffzE
#Ha0 =038 : DescribeBotUCBPreinstallRule
BIR whie FEFFNULL =it A
Res = B Array of BotUCBPreinstallRule S EE
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InstancesResult

—PLBIRIER

A T#EEO5 |8 : DescribeUserInstances

BFR WhIE FEFFNULL it
Level = = Uint64
AutoRenew = & Uint64
BeginTime = = String
Cls = = ClsPackage
ValidTime = = String
DomainLimit = iy Uint64
DomainCount = &= Uint64
MainDomainCount = B Uint64
MainDomainLimit = & Uint64
QPS = = QPSPackage
MaxQPS 2 B Uint64
DomainPkg 2 2 DomainPackage
Resourcelds = & String
Instanceld = B String
PayMode = B Uint64
InstanceName = B String
DescribeBotUCBFeatureRuleRsp
DescribeBotUCBFeatureRulefJiR[AIZ4]
AN T#=O5|A : DescribeBotUCBFeatureRule
BFR WhISE FEFNULL el
TotalCount P = Int64
Res 2 & Array of String

AccessLogltem

WS : BRmEmEX

Webiz B K& (ngwaf)
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S HAR A
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HRIAIqpsIEE
WEZHEEE
it#=id

sLflid

(REZEE:e

SEIETFR

fiik
N E

FFARRIANY

6330 1 448m



O BASTCE

H&KeyValuexd

#aNTEOS|A : SearchAccessLog

= 28

Key 2

Value =
BotRequestLogltem
botfyiE=KAJitem

#anTE2O35| A : DescribeBotRequestLog

% s
TimeStamp

Source

DomainCls

HEFclsFFERZS

W T4=O3 |8 : DescribeAllDomain

Status

Domainld

CustomPayload
waf B
T O3

AR
Category
Id

LearnStat

WS : BRmEmEX
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Uint64
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R
HicKey
H&Value
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FIRE
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BR WAIEE FEFFNULL
Remark = &=
Source = =
Timestamp = )
Value = a
ApiSecAttackSource
apiREBEIRIFE

AN TEEOS|F : DescribeApiSecAttackSourcelist

BR Witk FEFFNULL
Srclp = =
EventLevel = iy
BotLabel &= B
Timestamp &= =
City S 2
StartTime = =
LogAnalysisInfo

WHASREDITFE

#WANTEOS| A © GetAttackAnalysis

BIR D3vi FIFNULL
Count 2 =
Ratio 2 B
Value = =
DomainsPartInfo
saasifAiFIE

WA TEEOS| A : DescribeDomainDetailsSaas

BFR Wik REFNULL 8

WS : BRmEmEX
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String
String
String
Uint64
String

Uint64

Int64
Float

String

Web [ B K& (ngwaf)

fpES

KR

SRR AEL
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EFKiRip
FERNER
BOTHR&E
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filik
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BR Wk FRIFNULL 368U fA
Domain &5 & String 33
Domainld &= &= String #&id
Instanceld = = String sf5lid
Edition 5 & String KA
InstanceName S S String S
Cert & & String B
CreateTime B B String ElzEAdE)
Engine &5 & Uint64 AIBHHEE
GrayAreas S S Arr'ay of EABFEGrayAreas
String
HttpsRewrite & & Uint64 EaFFEhttpRewrite
HttpsUpstreamPort =~ & S String https[ElRizE
IsCdn &= &= Uinte4 maecdn
IsGray & & Uint64 25 =gray
IsHttp2 & & Uint64 B Zhttp2
IsWebsocket S S Uint64 EAFBwebsocket
LoadBalance &= &= Uint64 RIS
Mode &5 & Uint64 B
PrivateKey S S String FASR
SSLid S S String ssl id
UpstreamDomain &= &= String BN
UpstreamType S S Uint64 [EINEESEE]
SrcList 5 7 Amray of i
String
Ports 5 & Ay o s
CertType = = Uint64 UEEAY
UpstreamScheme &= &= String EES
Cls & & Uint64 BHEE
Cname &= &= String —#kcname
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IsKeepAlive
ActiveCheck

TLSVersion

Ciphers

CipherTemplate
ProxyReadTimeout

ProxySendTimeout

SniType

SniHost

Weights

IpHeaders

XFFReset
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iy

iy

iy

|

iy
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iy

FEEFNULL
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=
=

=
=

il

fl RO

fim

il

fim

il

fil
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OpUserWhiteRuleNew

BRBERREMNNIEEEEEN

&

s
Uint64
Uint64
Int64

Array of
Int64

Int64
Int64

Inte4

Int64

String

Array of
String

Array of
String

Inte4

WU T#EEOS|F : DescribeOpAttackWhiteRuleNew

BR

OpAppld
OpDomain
WhiteRuleld
Signatureld
Status
MatchField
MatchMethod
MatchContent

CreateTime

WS : BRmEmEX

Web [ B K& (ngwaf)

B
2

REKER
EEFEEMRECN , 1R~ HAR | ORTAFE

NZXES!

MEEHER

&R
300s

300s

0:57SNI ; 1. F7F/=ESNI , SNI=jRigKhost ; 2. FFESNI , SNI={E R
ubhost ; 3 : FFESNI , BEMhost , SNI=SniHost ;

SniType=3RY , FEHILSE , FrEENAIhost

I

IsCdn=3H7 , F=EENX header

0:KIAXfEE ; LFExfEE

FEVFNULL it

= String

= String

&= Uint64

= String

&= Int64

= String

= String

= String

5 Datetime_iso

appid
5=

id

AMid
U
Uy
UTAES
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BFR

ModifyTime

DescribeDNSDetectDataMapRspltem

DescribeDNSDetectDataMapiREHEHITTE=

FEEFNULL

=
[

#HaNT#EOS|A : DescribeDNSDetectDataMap

BFR WAsE
Key =
Value =2

UCBEntryValue

FIFNULL

as
[=]

=
[}

ES

Datetime_iso

String

String

e

Hhisg

Web [ B K& (ngwaf)

fik

(EorGalE

Ui RIED RS

EAPIBRG, A EHYysonK B RIDRstring, FIt B W S ZRENREIE NN AR EELSHE

#uNEOS|F : DescribeBotSceneUCBRule, ModifyBotSceneUCBRule

BR
BasicValue
LogicValue
BelongValue
ValidKey

MultiValue

CountTopNItem

TIES

~
[=]

P

oy

oy

oy

FEEFNULL
=z
=
=
=

=
=

WA T#=EO5|A : DescribeBotDetailCountTopN

BIR WhiE
SrcValue =
Domain =
Count )
Label 5

WS : BRmEmEX

FIFNULL

=

E=

=
E=

=
E

=
=

String

Bool

Array of String
String

Array of String

fik

A
stringz&8YE
T/RKEUE
string#4EZERYE
BRI FER
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ERRAIEE BERipiEtokenYEVE

=
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SrcValueXdRIHJEEY
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DescribeApi

ErapilUFIRER

WA #0031/ : DescribeApilist

iR WAl FEFFNULL KR A

Ruleld = = Int64 apiFlid

Url 2 &5 String apifiurlgz

Description 2 2 String Z£RapiRlNAYEAR

Source = & String % gkapiFlNAIKIR

Method = 5 String ZFkapilASER A

Parameters = & Array of String ZSkapiI IS EFIER

Action 2 B Uint64 Z£RapiXIRAIENIE | EIEIERFIIZE,
Status 2 B Uint64 ZEKapifIMNAIF X |, BIEFX
Timestamp 2 & String Z&Rapi A NAIAT R,

GoodsDetailNew

F=EmRA4H

#WANTEO3|A : GenerateDealsAndPayNew

AR Wik REENULL  3REB 3%

TimeSpan S =z Int64 a1

TimeUnit & = String BB, IEFWSED. m. yBEI(H. B. &)

ProductCode & =2 String FEERRG

SubProductCode & 2 String  FIE@IRE,. W, GEEME |, TECATAFEOldConfig newConfigEEHE

Saas B : sp_wsm_waf_premium SaasfMVhR : sp_wsm_waf_enterprise SaasiEflik : sp_wsm_waf_ultimate Saas WS B :
sp_wsm_waf_qpsep Saas &5 EE : sp_wsm_waf_domain

S AR-CLB:sp_wsm_waf_premium_clb )\liR-CLB : sp_wsm_waf_enterprise_clb iEARkR-CLB:sp_wsm_waf_ultimate_clb \$Z¥ Ea-
CLB : sp_wsm_waf_qpsep_clb 15424 E#£-CLB : sp_wsm_waf_domain_clb | | Pid| & | £ | Int64 | WE =R EiEHpid ( WR—NEMN
AT | B pidit BEERIRMEE SRR : 1000827 MUAR : 1000830 HEAIAR : 1000832 & : 1000834 Wv&SH A : 1000481
=% AR-CLB:1001150 {B)lhR-CLB : 1001152 sEfAkR-CLB:1001154 1572 €-CLB: 1001156 553 EE-CLB : 1001160 | | ProductInfo| &
| 2 | Array of Productinfo| waff=f2#8 | | InstanceName| & | & | String | wafsEf5l%Z | | ElasticQps| & | 2 | Int64 | QPSEi= | | FlexBill|
A | 2| Int64 | SMEMKE | | AutoRenewFlag| & | 2 | Int64 | 1:E514:% |, 0RE5142% | | RealRegion| & | 2 | Int64 | waflgSLRISLFRIE
=R | | Type| & | 2 | String | WafsEAR R — 5 =65 | | LabelTypes| & | & | Array of String | i+ Z4ATHRESE4E Saas SRR
sv_wsm_waf_package_premium Saas 18Ik sv_wsm_waf_package_enterprise Saas &k sv_wsm_waf_package_ultimate Saas 3E
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FREAFERAR sv_wsm_waf_package_premium_intl Saas JEHE KBk AR sv_wsm_waf_package_enterprise_intl Saas IEREAPH
HEARkR sv_wsm_waf_package_ultimate _intl Saas V&4 EE sv_wsm_waf_qps_ep Saas &Y BE sv_wsm_waf_domain

BhRCLB sv_wsm_waf_package_premium_clb {MVhRCLB sv_wsm_waf_package_enterprise_clb jERTARCLB
sv_wsm_waf_package_ultimate_clb JEFEKFEEHRAR CLB sv_wsm_waf_package_premium_clb_intl IErhEAFHEkRCLB
sv_wsm_waf_package_premium_clb_intl JEFEABKIEARIRCLB sv_wsm_waf_package_ultimate_clb _intl W43 E&CLB
sv_wsm_waf_qps_ep_clb &&3 EECLB sv_wsm_waf domain_clb | | LabelCounts| & | & | Array of Int64 | I+ ZBMATUREEE , —h%
#OSvLabelType——=3IRL | | CurDeadline| & | 2 | String | Z2EEF , SCHIEIERRTAE] | | Instanceld| & | 2 | String | XIEFEERISEFIEIEbot
Bapi £ | | WafPackageMicroClb| & | & | Int64 | sv_wsm_waf_package_microit+Z:1a | | WafPackageClb| & | & | Int64 |
sv_wsm_waf_lightpackage_lightpackage | | WafPackagePremiumClb| & | & | Int64 | sv_wsm_waf_package_premium_clb | |

WafPackageEnterpriseClb| & | 2 | Int64 | sv_wsm_waf_package_enterprise_clb | | WafPackagePremium| & | & | Int64 |
sv_wsm_waf_package_premium | | WafPackageEnterprise| & | & | Int64 | sv_wsm_waf_package_enterprise | |
WafPackageUltimate| & | & | Int64 | sv_wsm_waf_package_ultimate | | WafSceneBotProtection| & | & | Int64 |
sv_wsm_waf_scene_bot_protection | | WafSceneBotProtectionClb| & | 2 | Int64 | sv_wsm_waf_scene_bot_protection_clb | |
WafDomain| & | £ | Int64 | sv_wsm_waf_domain | | WafQps| & | & | Int64 | sv_wsm_waf_qps_ep | | WafCls| & | & | Int64 |
sv_wsm_waf_scls | | WafPackageUltimateClb| & | & | String | sv_wsm_waf_package_ultimate_clb | | OldConfig| & | 2 |
ModifyNewOIldConfigNew| ZBe& | | NewConfig| & | & | ModifyNewOIldConfigNew| #iBicE | | Resourceld| & | 2 | String | &igid
I

AiListFilter

TiceiED IR

AN T#EO5|A : DescribeCustomPayloads

EZ WA FEEFNULL i) 0

Key = 2 String [irin=ad=

Value & 2 String TEE(E : |9F8 , or k&
DeleteApi
apifiz , BFRFHREEapiHN
#UNTEOSIF - DeleteApiRules

BR WAl FFFNULL e Sl A

Url 2 & String BFRigEurigvapi

Method 2 & String BFRIksiEEIE KA api
DomainBotStatus

DomainBotStatus

WA T#EO3| A : DescribeBotStatus
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FEEFNULL

=
[=]
=
[=]

Py
A

AN T#=O51A : DescribeAutoDenyIP, DescribelpHitltems
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ValidTs
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=
E
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E
=
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=
E
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117 I 7 B 1
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A T#EEO5 |8 : DescribeUserInfo, DescribeUserInstances
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Resourcelds =
ValidTime 2
AutoRenew =
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Region =
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EHERFRASEKE
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EndTime
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WA T#=O51 A : DescribeBotAccessLogTwo
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BotUa
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VIPEIf

WA T#EO3| A : DescribeVIPState
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ExactMatch =

BatchIpAccessControlData
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HaN OS5I : DescribeBatchIpAccessControl

&R W SENULL
TotalCount =2 &5
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BotActionScope
botEEAXCE R
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=
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Port = B String 7 |
Protocol 2 B String VIS
UpstreamPort 2 B String S|
UpstreamProtocol = & String Rt
Entry
WEL X B Entry
#aNTEEO51 A : DescribeRiskInfo
BFR WAIE FEFNULL Eis) fEk
Id = B String keyl&
Label 2 & String value(&
ApiEvent
APiIZEH7IZR
WU T#EEAS|F - DescribeApiSecEventList
BFR Wik FSIFNULL &g fEk
Eventld = = String EH{Fid
EventType 2 =2 String ==Y e i)
Level =2 2 String 44y | 100,200,30033 MK E

WS : BRmEmEX

26361 1 448m



O BASTCE

BFR WiE FFENULL
Domain 2 =
Mode = =
StartTime £ p=3
UpdateTime = =
ApiName 2 =
Method 2 =
CustomHeader

BEX=ERENBEELEMER

=]
String
String
Uint64
Uint64
String

String

#aNT™EO5|A - AddBlockPage, DescribeBlockPages

B WAL FEYFNULL
Key B =
Value S =
Type a 2

String
String

String

fA

&

Web [ B K& (ngwaf)

BN , LFHAIR, 2, A, 3, BfIA, 4, BT, 5, BB

RIEHIE)

S

KEkA9api

BRAR
iR
BE X LEBKeyfER
BEMLEValuelZR

BENLERZEA « default: KE; custom: BENX

PageForDescribeSpartaProtectionList

PageForDescribeSpartaProtectionListi#[1%& FAIEI LR

AN T#EOS|A - DescribeSpartaProtectionList

BFR DA
Count =
Index =
CCRuleltem
ccHmY

FIFNULL

Py
=

a
=

#0353 | A : DescirbeCCRule, DescribeCCRule

BR Wik
ActionType =
Advance =

WS : BRmEmEX

FIFNULL

A
=

=
[}

Ak
i

Uint64

Uint64

b
I

Uint64

Uint64

oE

BREN

$6362 T1 448m



X BIHSTCE WebRIFAp k& (ngwaf)

BFR whISE FEFFNULL B3] f#nA
Interval 2 & Uint64 inE L
Limit 2 & Uint64 BRERES
MatchFunc = S Uint64 Uy prS
Name = = String B
Priority 2 B Uint64 AR
Status P! B Int64 K&
TsVersion = B Uint64 EFATIEIEL
Url = =5 String PTECurl
ValidTime 2 & Uint64 SREEEM BRI
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CustomRule 2 ES Uint64 BE X RREATHIES
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TrafficMarking B S Uint64 METNCHIRE
ClsPackage

clb-waf HEER

e TZEOS|F : DescribeSpartUserlnfo, DescribeUserInfo, DescribeUserlnstances

BFR A3vis FEFFNULL ESit] fik

WS : BRmEmEX 55364 T0 H448mW



O BASTCE

BFR Wil FEFFNULL
Resourcelds = =
ValidTime = =
AutoRenew = )
Count = =
Region = B

FiltersitemNew

JisEdR

b
&

String
String
Int64
Int64

String

Web [ B K& (ngwaf)

R
ZiEID
1S EARTIE]

HEMEEEE , 1: BagesE | 0 1 e

2l

BB
tois, , BaifEclb-wafFigBE Az

N TZOS|F : DeleteBatchCustomRule, DescribeAntiFakeRules, DescribeAntilnfoLeakageRules, DescribeApiRuleList,
DescribeAppletAccess, DescribeAppletAccessV3, DescribeAppletAuthorizeV3, DescribeAttackWhiteRule,

DescribeBatchAreaBanList, DescribeBatchCustomRuleList, DescribeBatchIpAccessControl, DescribeCCRuleList,

DescribeCdcResource, DescribeCustomRuleList, DescribeCustomWhiteRule, DescribeDomains, DescribeGlobalWhiteRule,
Describelnstances, DescribeMainClass, DescribeObjects, DescribeOpAttackWhiteRule, DescribeOpAttackWhiteRuleNew,

DescribeOpMainClass, DescribeOpSignatureRule, DescribeOpUserSignaturePolicy, DescribeOpUserSignatureRule,

DescribeRateLimits, DescribeTsResource, DescribeUserSignatureRule, PostDomainsConfigTask

BFR WsE
Name 2
Values =
ExactMatch b3
PeakPointsIltem

PeakPoints#{ZEIn

I T4EO2|F : DescribePeakPoints

BIR Wik
Time &
Access )
Up &
Down =
Attack )
Cc &

WS : BRmEmEX

FeIFNULL

=

oy

oy

FEFNULL

=
[=]
=
=
=
[=]}
=
[=]

Py
[=]

iy

St E)a
String FERA
Array of String HiEE
Bool EEERER

KB T

Uint64 FOR BRI,

Uint64 QPS

Uint64 HITHEIEE |, B{uB

Uint64 TTHERIEE |, BB

Uint64 WebXHIRE]

Uint64 CCHIEERE

26365 1 448m



O BASTCE

BR

BotAccess
StatusServerError
StatusClientError
StatusRedirect
StatusOk
UpstreamServerError
UpstreamClientError
UpstreamRedirect
BlackIP

Tamper

Leak

ACL

WxAccess

iy

B B O o m B B B o B M

|

FEFFNULL
as
[=]
=
E=
=
E
=
E
=
=
=
E=
=
E
=
E
=
=
=
E=
=
E
=
=

=
=

CopyBotsUCBPreinstallRuleRsp

CopyBotsUCBPreinstallRuleiZzOA%R[EIR

AN T™#O31/A - CopyBotUCBPreinstallRule

BR

Code
ErrMsg
SuccessNum
FailedNum

T

CdcRegion

CDCZR MBI EWAFRIIEIER

=
E
=
E=
=
E
=
E

=
=

FIFNULL

@
[=]
=
[=]
T
[=]
=
[=]

=
[

WA T#EO5|A : DescribeUserCdcClbWafRegions

&R Wi

WS : BRmEmEX

FOEFNULL

XE
e

i

"
Uint64
Uint64
Uint64
Uint64
Uint64
Uint64
Uint64
Uint64
Uint64
Uint64
Uint64
Uint64

Uint64

&

ES
Int64
String
Int64
Int64

Array of String

Web [ B K& (ngwaf)

WAFIREIZ5 2 PR Sm8 Sx0x
IR[EI4AZ PRI IBAxOREL

B
WAFR[EI45 2 PR i830 2R 21
®

=

ARREIAEFIHASEE 20288
JREREIZE WARIRZSES SR EL
TRIEREILS WAFIRZSFE400REL
TRUGIRES WARIRZRG302)R4L
BERRE

BPHEMUREL

SR DAHEEREL

alEEE

IINEERE gps

fik

OFRmT) , HfthFRmEM
HRER

FRIRYELE

ESVER; (=

BRIRE =GR

26366 T1 1448



X BIHSTCE WebRIFAp k& (ngwaf)

BR WAl FEFFNULL il A

Region 2 B String bl

Clusters 2 2 Array of CdcCluster ZHBIHXIRIAVEERHE R
MatchString
PRI AR ASKLIN PSS

HUN OS5I - CreateRateLimits, DescribeRateLimits, UpdateRateLimits

BFR i FAVENULL - 36

tr#

fiA

ULACEEAY | #502 , 3TRF : EXACT (£Mfg , BUA) , REGEX ( IERIZRIATUOCEL ) |

Type = = SMING 0T EQUALS (FR2F) | IN (82 ) , NOTIN ( FE&)

Value & 2 String CEABERME , REENEESTIAES | NETESoEIZNME
HybridPkg
BEcTRRBREE

#4203 | A : Describelnstances

B D2yvi FEEFNULL e St A
Resourcelds = = String #HiRid
Status 5 2 Int64 IRZS
Region B P Int64 Hbial
BeginTime 5 = String FreRATE]
EndTime = = String ZEERAY(E]
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ReqUrlIRepeatRate
ReqUrlKind
ReqMaxQuery

RegInWeeHours

BotListStat

botFZRAYstatEiE

FEVFNULL it

=z Int64

= String
WA FEVFNULL St
b= b= Float
= = String
= = Float
z b= Int64
= = String
2 =z Bool
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=
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=
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=
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ModifyTime & =2 Datetime_iso
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Detail B = String
Operator iy = String
FileName = = String
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WA T#EOS|A : GenerateDealsAndPayNew
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SubProductCode = =
Pid = =
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AutoRenewFlag B =
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CurDeadline B =
Instanceld B =
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WafPackageClb S =
WafPackagePremiumClb B =
WafPackageEnterpriseClb S b=
WafPackagePremium S =
WafPackageEnterprise B =
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Level B
Description =
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Array of BotScoreRuleEntry

Webiz B K& (ngwaf)

fiaik
PECEE

100-#R2. 200-7, 300-7#4&, 0-BENX
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PostCLSStatus & £ Int64 EARFTEIRECLSINEE 0% 173

PostCKafkaStatus & = Int64 BEEF RIS HECKafkalhgs 0%F 172

CdcClusters & = String cdcELflE 2 NRIERES B, IFcd LI 208

ApiStatus £ 2 Int64 apiIREFRIRE XA 173

AlbType & 2 String N PRI SEEY cIbaEZapisix , ERiAclb
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BFR
AppletID
AuthStatus
0 RIF

1 BN

DescribePocTestTaskListltem

DescribePocTestTasksizZ [ [ EFRIS Z2EEY

W T4=O3| 8 : DescribePocTestTasks

BR
TaskId
Progress

CreateTime

WS : BRmEmEX

=
=
=
=

=
=

FEFNULL
=

=
=

ABEFNULL

=
[=]

=
=]

as
[

s
DomainCustomRulelnfoltem

DomainCustomRulelnfoltem

e
String

Uint64

Web [ B K& (ngwaf)
DU
185>
IR
BN
Eia==ezS I
iR
N3]
BIURES
A
BESRE
1ES TR E
BlEERTIE]
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BFR WhisE FEEFNULL
ExpireTime = =
FinishTime = &
Link = &
Status = =
PriceData
TEEN S

WA T#EM3|F : DescribePrice

BR WaE FRTFNULL 258

HasUserPrice 52 &= Bool

Price = = Int64

PartDetail = = Array of PartDetall
TotalCost 2 2 Int64

Currency = = String

TimeUnit = = String

TimeSpan = = Int64

GoodsNum 5 2 Int64

FromType 2 = Int64
ProductCode = = String
SubProductCode = = String

Pid = = Int64
RealTotalCost = = Int64

AmountUnit = = String
HighPrecisionPrice = 2 = HighPrecisionPrice
Policy = = Float

PolicyDetail = = PolicyDetail
UnitPrice = = Int64

WS : BRmEmEX

String
String
String

Uint64

%

REBAFPNTE

EBIHH B BE4E
BN

SRR

P AR YRR ERLL
[SLEESENEIPNAN
RIRSLHITEL
TR D
TR R mhd

i+2E5RAgid

MBRDER , Bin

INIEEALL , pent : 53

Webiz B K& (ngwaf)

ik

T ERR A
E555ehkATIE)
WHHEESR T e

ESEENTE EERTEMRSEERD EMET—2 i RWE
MRTEEENTE ( RARBEVINGRE/\Z)

SR , 1005R7R100%AFTHr

{LEERA4H
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Q} BIH=TCE Web iz R X & (ngwaf)

Type
MIMERIHERT IS

AN T#EO5| A : DescribeRuleTypes

iR WAl FEFNULL e it A
Id 5 = Uint64 Mnid

Name & & String HIMZFR
Description S B String FMEA
Count B S Uint64 ML E

ThreatIntelligenceEntry

iOSER

AN T#EO5|A : DescribeBotThreatlIntelligence

B Wk EFNULL 2R iR
Status 2 =& Bool BEEREFE , true : FFE |, false : X7

BIREFR , LT RIEREELIRBIRREAINIAKXER, Value': 'amazon.com’,
"Text': 'Aws''Value': 'microsoft.com’, 'Text": 'Azure'Value': 'cloud.google.com’,

‘Text": 'Google"Value': 'ucloud.cn’, 'Text": '‘UCloud"Value': 'aliyun.com’), "Text":

‘PIEEZ="Value': 'baidu.com’, 'Text": "HEZ="Value": 'huawei.com’, 'Text": ')y

Text ~= B Strin
= = 9 ="Value": 'ksyun.com’, 'Text": '&Ll1z="Value": 'pubyun.com’, 'Text": "R
="Value'": 'gingcloud.com’, 'Text": '&2z""Value'": 'tencent.com’, ‘Text": "Bl
='"Value': 'bot’, 'Text": "ZZBOT "Value': 'attack’, 'Text'": 'WebI{z#'"Value":
‘proxy’, "Text": 'MLZZLIR'
Description 2 & String A
BIRAES , L TRBERASHIBREFRNMEPILR, Value': 'amazon.com’, 'Text":
'Aws"Value': ‘'microsoft.com’, 'Text": 'Azure'Value": 'cloud.google.com’, "Text":
'‘Google"Value': 'ucloud.cn’, 'Text": 'UCloud'Value': aliyun.com’), 'Text'": 'fa&
= . = "Value": 'baidu.com’, 'Text": 'BEZ"Value' 'huawei.com’, 'Text": "£Jjg
Value = ) String  _—,, o e ] " R
z"Value': 'ksyun.com’, 'Text": '€LLz=""Value" 'pubyun.com’, 'Text": "=k
='"Value'": 'gingcloud.com’, 'Text": "Bz ""Value': 'tencent.com’, 'Text": 'B&ifl
Z="Value': 'bot’, 'Text': 'TEE&ZBOT"Value': 'attack’, 'Text": 'WebI{d;' ' Value'":
‘proxy’, ‘Text': 'R
Type = & String 1B/
Timestamp 2 = Int64 1EAIRTIEIE | BIAOFRREBIHITIEN
TypeText =2 & String typelIBIHE R

QPSPackageNew

WS : BRmEmEX 55398 TN FH448m
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clb-waf QPSEZE New

AN T#EO3|F : Describelnstances

BR Wik FEVFNULL eSS

Resourcelds = = String
ValidTime = = String
RenewFlag = = Int64
Count = = Int64
Region = = String
BillingItem = = String

BatchAreaBanAppldDomainData

BifHRIAppld M EEEEIE

HuN OS5I - QueryBatchAreaBanAppldDomain

BFR WASE FBEFNULL
Domains & 2
AppldDetail

clb-waf AppldytRzAgiEts

WA T#EEO2|F : DescribeUserInfo

BFR Wk SPENULL K8

Level = = Uint64
AutoRenew = & Uint64
BeginTime 2 & String

Cls — — ClsPackage
ValidTime = = String
DomainLimit = = Uint64
DomainCount = = Uint64
MainDomainCount = iy Uint64
MainDomainLimit = = Uint64

WS : BRmEmEX

Webiz B K& (ngwaf)

fEA
ZHIRID

IS HART (A

iy

Bmhsegd |, 1. Bahses , 0 1 FEERHE

il

EEWINE
ERWSIHE | clb-wafERhSE R

=
THEEI

ESit] fik

Array of String HE7IZ=

fak

EEMA | BRsaas{RIF—5

EEBmEEE , 1 BhEEt, 0 | FEmEEE
ERANILATE

WLHHEER

yui: Gl

EREFEHERENE
EEFIHEBREERIN

EETIEZ RN
ERTHEMRE
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Webiz B K& (ngwaf)

AR ik FRPENULL  2$3 R
RegionLimit 2 B Uint64 EERMIERGI ML
LbLimit = = Uint64 BERAIRITERIRGIEL
QPS =2 2 QPSPackage MERIQPSER
MaxQPS 2 B Uint64 LEIQPSIEE
Resourcelds 2 S String ZHIRID
Type 2 2 String BHRTRAE
DomainPkg = = DomainPackage = MIERUIHZER
Cousrtegors & & siang T TR ST,
BatchIpAccessControlltem
ZEREAZRTIRI
AN T#EEAS|F - DescribeBatchIpAccessControl
BFR WAIE FEVFNULL =it fER
Id & 2 String mongozkEEld
ActionType & & Int64 BZEA28PE 540
Ip & & String EREZaIP
Note & & String = pad
Source & & String INEERR
TsVersion = & Uint64 (EEGRIE]
ValidTs B S Int64 FERTATIE]
Hosts & & Array of String e llES

BotActionScopeRuleEntry

S SRR A PLECARNISE{R

WA T™#O5| A : DescribeBotSceneActionRule, DescribeBotScenelList, ModifyBotSceneActionRule

BHR WA FEFNULL &g

WS : BRmEmEX

1%
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BFR WhIE FEFFNULL

Key B =

Op & =

Value B =

Name B =

ValueArray &= =
PostPointInfo

RBEBE RS

AT T#EO3| A : DescribePostPoints

BFR WAL
TimePoint =
LogCount =
RealTraffic =
CompressionTraffic =
BotUalnfo
botiF¥IEEMualEE

W03\ : DescribeBotDetsail

BFR

UaExist
UaKindRandomRate
UaKind

UaType

UaMax

UaValidRate

DescribeHWInfoData

SRENERIFNECESSEUE

WS : BRmEmEX

String
String
String
String
Array of String
FEFFNULL &S]
S Int64
S Int64
S Int64
S Int64
DASvin FFFNULL
= =
= =
= =
= =
= =
= =

ULECHF

248

Web [ B K& (ngwaf)

TS ER= BB Ioftval uefIRHEF S ERISL 2R Z

470/ (ERILFRFHESE

fhik

Z SRR EIEL | BRI NERD

REBYATREXN , BALAFTS

EZERREIRAN | BAIAFTS

s
Bool
Float
Uint64
String
String

Float

1170
uafFfEtt
uaBEH L ELEEL
uafhsk
uazkf!
Bk&ESHIua
uafFFELL
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WA 42031/ : DescribeHWInfo

BR WA
HWState B
Name )
ValidDomainNum =
TotalDomainNum =
IpBlackListLimit )
TotalStatus )
ValidDomainlList )
ThreatIntelligence =
AbilityCustomized )
MaxBodyDetect B

BotScore

bot{3%k

W T4=03| 8 : DescribeBotDetail.

BFR WisE
Total =

FIFNULL KR

b= Uint64

= String

b= Uint64

b= Uint64

= Uint64

b= Uint64

b= Array of String

Z ThreatIntelligenceData
= OWASPCustomizedData
= MaxBodyDetect

DescribeBotltems

DescribeBotUCBRuleRsp

IRENEE X ANFIRATRI HE

A T™EO3| A : DescribeBotSceneUCBRule

BFR WsE
Res =3
TotalCount 2

BotDataFilter

FEFNULL KB

= Uint64
FEFNULL ESid)
= Array of InOutputBotUCBRule
S Int64

BRIEANS , ESHIEZEkey, ESEEF , ERRE—, #F (S ) MARESE

Webiz B K& (ngwaf)

BRUEEE
R EL
IPERRZHE IR
ISE/ NS
BRUHEYIE
RN B
BaFRESIER!
BatFREE S

B
B

¢
o
o

fk
GRS

EANNSE 34

BN TEOS|F - DescribeApiAggregateTopN, DescribeApiStatPoints, DescribeBotAccessAggregateTopN,
DescribeBotAccessLog. DescribeBotAccessLogTwo, DescribeBotAccessStatPoints, DescribeBotAggregateTopN,

WS : BRmEmEX
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DescribeBotDetailCountTopN. DescribeBotRequestLog. DescribeBotStatPoints, ModifyBotDetailDownloadTask

BFR A% FEFNULL St A
Entity iy & String HIHE
Operator B S String BERT
Value & S String BEE , 2MER
BotQPS
botfqpsiFts

W T4EO3|F : Describelnstances

SR Witk FEEFNULL ESid] f#k
Resourcelds = B String HiRid
ValidTime = ) String BRETE

Count =2 & Uinte4 RiEEE

Region = & String BB EREX
MaxBotQPS 2 & Uint64 {FERqpsHIERAE
RenewFlag 2 2 Uinte4 LRERIRS

BotStatPointltem

botAJEEERISR

AN T35 | A : DescribeBotAccessStatPoints, DescribeBotStatPoints, DescribeFlowTrend

B WAL FEFNULL e it A

TimeStamp 2 P String AR

Key = S String valueRIFTEYIS

Value 2 & Int64 VTIPS

Label = & String KeyX MY HBTRAE

HighPrecisionPrice

SrEEMNE
WA TEEOS|A : DescribePrice
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BR
PriceHigh
TotalCostHigh

RealTotalCostHigh

SREFNULL

=
E=
=
E

=
=

DescribeDNSDetectDomainListDomainListltem

DescribeDNSDetectDomainListiR[E{ERITTE=

WA TEEOS| A : DescribeDNSDetectDomainList

BFR

Id

Domain
HijackRecords
HijackRegions
CreateTime

AuthlIP

AutoDenyDetail

Waf W EHHEEEFE

=
E
=
E
=
=
=
E=
=
E

=
=

FIEFNULL

=
[ ]

=
=

17 I R

iy

ESidl

String
String
String
String
String

Array of String

WA T™EO5|A : DescribeWafAutoDenyStatus, ModifyWafAutoDenyStatus

BFR

AttackTags
AttackThreshold
DefenseStatus
TimeThreshold
LastUpdateTime

DenyTimeThreshold

CertDomainltem

CertDomainfy ER=2ES

WS : BRmEmEX

B A0 RO RD RO

alil

FBEFNULL

=
[}

a

H o o

oy

]
Array of String
Int64

Int64

Int64
Datetime_iso

Inte4

Web R Rk iE (ngwaf)

fifik
s
1
Sy

fk

id

&

hijackRecords

hijackRegions
ellf=2inl

AP

fhik

G EIESSiS o
WERESIE
SEIE= 7N
WERYEEE
/R EHTATIE
SESERIE
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AN TO5| A : DescribeCertificatedDomain

BR WAl FEVFNULL
Domain 2 a
Keepalive 2 =
InstancelD B =
DomainID = =

DownloadAttackRecordInfo

THIEESCREIER

A TEEOS A - GetAttackDownloadRecords

BFR Wik SEFNULL 358

Id = & Uint64
TaskName = & String
TaskId = B String
Host = B String
Count 2 & Uint64
Status 2 B Int64

Url 2 = String
CreateTime =2 B Datetime
ModifyTime 2 B Datetime
ExpireTime = &= Datetime
TotalCount = = Uint64

QpsConfig

KRB NERNRANT R qpsicE
WEAIT™#EOS1A - GetAllQpsConfig

E= Whie FIEFNULL
SpWafPremiumcC B =
SpWafPremium &5 5

WS : BRmEmEX

Webz FAB K (ngwaf)
i f#nA
String %]
Int64 OFFHE KR 1 K
String uin
String 131D
A
icxID
THESSE
£531D
o7

SR HESHIEESRE

TEAESETIRES © -1- T8GR , O-THFRF , 1-TEsehk , 2-THKW , 4-
IEfE T

TESHURL
BlzEEATA)

e EHE A
T HAR A

THAESF THHEELSEH

S b
QpsData sp_wsm_waf_premium_clb 258 3814 qpstBR(E
QpsData sp_wsm_waf_premium &8 s#{4qpstEX(E
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BFR
SpWafEnterpriseC
SpWafEnterprise
SpWafUltimateC
SpWafUltimate
SpWafExclusive
SpWafHybrid
SpWafHybridEn

SpWafHybridPr

ApiSecUaAbnormalSource

apiREBHTHUaFEIIE

Wik

B o O B o B

i

FIFNULL i

) QpsData
B QpsData
&5 QpsData
5 QpsData
) QpsData
B QpsData
5 QpsData
&5 QpsData

W T#2031 A : DescribeApiSecAttackSourcelist

BR
UserAgent
UaType
StartTime

EndTime

CCRuleltems

CCHRIIFIB

O O o

iy

W T#EO3|F : DescribeCCRuleList

BHR
Name
Status
Advance
Limit
Interval

Url

WS : BRmEmEX

iy

11 I 17 R i

iy

FREFNULL
=
=2
2

=
=

FEFNULL

=

oy o o o

oy

fiA

Webiz B K& (ngwaf)

sp_wsm_waf_enterprise_clb &84 3§ttqpsiEX(E

sp_wsm_waf_enterprise 28! 384 qpstER(E

sp_wsm_waf_ultimate_clb 258 3#MqpsiEX{E

sp_wsm_waf_ultimate 2584 58tqpstEX{E

sp_wsm_waf_exclusive 2584 3§tqpstEXE

sp_wsm_waf_hybrid 258 384 qpstBX(E

sp_wsm_waf_hybriden 28 $#MqpstER(E

sp_wsm_waf_hybrid_pr 258 i#4tqpsiE<(E

s
String

Uint64
Uint64
Uint64
Uint64

String

String
String
Int64

Int64

FHoaRTIE]

LEERAT(A]
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BR
MatchFunc
ActionType
Priority
ValidTime
TsVersion
Options
Ruleld
Eventld

SessionApplied

BanArealtem
MR
WO -
&R Wi
EnAbbr =
EN =
ZH =

CCRulelLists

CCHRIMZS

|

B B B I D

|

N T4EO2| 8 : DescribeCCRuleList

% vl
TotalCount

Res

Portltem

PriFE iR EERER

FEFNULL

=

Ao oY o D o o Dy

fim

FFNULL

=

iy

iy

FEFNULL

a=
[}

=
=

WebRzFEp5 K iH(ngwaf)
KA ik
Uint64 Ui
Uint64 oHE
Uint64 SR
Uint64 BXATE
Uint64 A
String NS
Uint64 HRID
String Ff4id
Array of Int64 KEXRISessionFAMY
KB ik
String MRS GRS
String MRS
String bl e v
Sl ik
Uint64 BE
Array of CCRuleltems A

N TEEOS|F : AddSpartaProtection, DescribeSpartaProtectionInfo, DescribeSpartaProtectionList

WS : BRmEmEX
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Web [ B K& (ngwaf)

BFR whi%E FEFFNULL i) A
Port 2 & String BT OECE
Protocol 2 S String SPort——=34RI , FimAXI AL
UpstreamPort 2 & String EPort——=3dz, FnElRinm
UpstreamProtocol 2 & String 5SPort——3xIRz, FREIRIY
NginxServerld 2 B String NginxHIfRs328ID
BotltemRequestBotInfo
botapH{ER
a0 O5| A : DescribeBotDetailVersionTwo
BFR whiE FEFFNULL it A
BotModule & 2 String CPLayhe
BotFeature & 2 String SEHIHEE
BotRuleName &= 2 String PREEER
BotScore 5 2 Int64 bot5 %
City & b=} String ipigk
Country S 2 String ipE=xR
IpType &= = String ipzEEY
IpOwner & =2 String ipFrB&
Tilnfo S = Array of Tilnfo HRNERERER
Ailnfo & 2 Array of Ailnfo P AaiRHIEE R
AutoStat e 2 Array of AutoStat TPIEREFITHER
BotLabel S =2 String botires
BotRuleld = 2 String [ilasiz=i3le
TargetEntity
B ETTR/XIAAPIZ 2R L) +15# HESTIR
B T#O31A - ModifyApiAnalyzeStatus
AR Vv FEEFNULL R

WS : BRmEmEX
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BFR
Instanceld

Domain

DomainURI

H—EfzDomain

BN T#EO31A : ModifyDomainsCLSStatus

% s
Domain
Edition

InstancelD

BotAiRule

P ECERIaiiHERIE S BRRERSIZR

#anTEOS1A - DescribeBotAiRule, ModifyBotAiRule

% vils

Status
Description
Name

Timestamp

ExportAccessinfo

DescribeAccessExportsiz[]

=
=
=
=
=
~x=
=
=

~
[

AN T™EO3|A : DescribeAccessExports

BFR A%
Exportld =
Query =
FileName =

WS : BRmEmEX

FBEFNULL

=

E
=
=

=
E=

]
String
String

String

FEFFNULL i)

= String
) String
FEFNULL St

= String
= String
b~ String

FEFFNULL ESidl
= String
5 Bool
= String
= String
= Int64

ik

AESHESSID

TEHERES
AESHI R

Web [ B K& (ngwaf)

A
SCAID

=

fA
&
R

SEAIID

1235
HEINBRIurl
REFFR
SRERHEIA
SRERER

A IE)EL
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BFR WS
FileSize =
Order =
Format =
Count =
Status 2
From 2
To =
CosPath =

CreateTime =

FEEFNULL
@
[
=
=

=
=

oy

B o o

i

IpAccessControlData

£ GEEIES

ES

e

Int64
String
String

Uint64

String

Int64
Int64
String

String

WU T#EEOS|F - DescribelpAccessControl

% s
Res

TotalCount

AppletAccess

INEFFRENFHER

=
=

=
=

FEFNULL

=
=

a
=

U T#EEOS|F - DescribeAppletAccess

BIR
Name
Type
Domain
Port
Protocol
AppletlD

Comment

WS : BRmEmEX

o o o o

iy

Web [ B K& (ngwaf)

fA
ERSEEININ
AES AR
AESHER

HETEIKT., Processing: S IFE#HITH , Complete:SHH52RY, , Failed:SH
L, Expired: AESHEINH ( =XB%UE )

RS SRR
AESHEERRTE)
AESHEE
AESH 2R
ESidl ik
Array of IpAccessControlltem iPEERE
Uint64 T
FEEFNULL St fk
& String INEFFRNBR
B2 Uint64 INEFREEUEAN 1, MY A
=2 String INERRRUSIE A
= Uint64 ARSSimA
£ String ARSI
=2 String ME/IVERFID
=2 String FIE
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AR Wik FRENULL ESic) 3%
AccessDomain & 2 String S RTIENTI AR
AccessStatus £ = Uint64 BENEREMBRIVRE,
0 ¥D9RTS
100 5Epk
ClientConfigStatus B 2 Uint64 EFiRE EM ERAIRES
0 ¥D9IRTS
100 5Epk
ClientTestStatus & 2 Uint64 ZFimMX RIS
0 ¥D9RIRZ ( RIGIE )
1 BWiE , &%
100 ek ( EWIE , E&RM)
LinkTest = = Uint64 BRI TR 0 AT 1 # T
LinkTestStatus £ = Uint64 HERIRNER
0 #IERIRZS 1-99 IRIESLMZRAD
100 3GiERRIN
GatewayID & =2 String xIFID
AccessID B = String BATRID
LogSort
botBHEFIRHF
WA TEOS| A : DescribeBotAccessLogTwo
2R whiFE FEFNULL Sl A
Key & & String EHFRINSR
Value & B Int64 HF7l

RuleList

AUI=E=

WA TEEOS| A : DescribeDomainWhiteRules

WS : BRmEmEX 411 0 H448mW
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2R Vv
Id <=
Rules 2
Url 2
Function 2
Time <=
Status 2
BotltemsListltem
botFlZTEH

U™ O5| A : DescribeBotTCBRecords, DescribeBotUBRecords, DescribeBotUCBRecords

BR Wik
Action =2
BotFeature =
Id 2
Nums =
RuleName =
Score =2
SessionDuration =
Srclp =z
Stat =
Timestamp =
TcbDetail =
RateLimitCommonRsp
PRIATIESR B FRiR (]

FEIFNULL

a

o o oy o

oy

FEFNULL

=
[}

=
~x=

oy Hn o D

oy

iy

oy

Jalil

S
Uint64

Array of Uint64
String

String

String

Uinte4

RE

String

Array of String
String

Int64

String
BotListScore
Float

String
BotListStat
Uint64

String

Web [ B K& (ngwaf)

TR

Amid
MNFIZRATId
BRurl
BEXRATTIE
AiEIEL
FFRIRE

botfHiE
mongodb id
#A
KERARIZFR
(Eve)

FEEAHE
iRip
FEitHEE
A E)EL

NIFREMIINSEL

WU OS5I : CreateRateLimits, DeleteRateLimits, DescribeRateLimits, EnableRateLimits, UpdateRateLimits

BFR A5G
Code a

WS : BRmEmEX

FIFNULL

Uint64

fk

MRS
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BFR W% FEIFNULL
Info 5 2

JsInjectRule

BOTHUIRRITTALNILEAIIR

#WaNTEO3|A : DescribelslnjectRule

BFR Wik SRFFNULL 38
Domain 2 & String
RuleAction = = Int64
Redirect = = String
AutomatedTool = = Bool
CrackBehavior = a5 Bool
GoodBot = S Array of String
RulelD = a8 Int64
RasSiteIlD = = String
Status = 5 Int64
- Array of
ReqWhiteList = =
eqyvhitetis = = WhiteListltem
- Array of
RspWhiteList = =
sprvhiteLs = | = WhiteListitem
CheckURL = S String
PreventScanner 2 2 Bool

UAStrategy

UASRER 2 BECESLIR
#WANT#EO31M - ModifyBotGlobalUAStrategy

BFR WisE FEEFNULL
UAName = B
Status = =

WS : BRmEmEX

Webiz B K& (ngwaf)

g St R
String RMER
ik
IR BRI

FIEAYEYD 1 0 (FYT) 1 (FEMRT) 2 (AHUREI) 3 (M) 4(&E
EF )

FWENEERRZEEREMAIURL
ERFEBEMETIEIRG , true : 2, false : &
ERFEREBE |, true: &, false 1 &

HRS|ZEa/E , MNENER : ["sogou’, "baidu”, "yandex",
"360", "yahoo", "bing", "google"]

BRXSHIANID
A PAEBID

BIRXITIHIFFR , 0 (XME) 1 (FE)

EREEEA

R)vi=E=2

BUIRXIHIRIBAIRURL , Z4URLLA BB EE

REEHAMTIER ( BRlESUHRE )

3] R
String UAZREEBTR
Bool XIRFFRARTS
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BotldTypeEntity

bot-id#RNISEHY

AN T#EO5|A : DescribeBotldType

BFR DA
Key =
Count =
BotTCBRule
bot tcbFin
W T™EOSIA ¢
BFR
FeedFetcher

LinkChecker
Marketing
ScreenshotCreator
SearchEngineBot
SiteMonitor
SpeedTester

Tool
Uncategorised
VirusScanner
VulnerabilityScanner
WebScraper
Appid

Domain

Timestamp

PolicyDetall

TS BRI

WRFRE - BRmERMEX

FBEFNULL

=
=

=
=

FIFNULL

Py

B o o B o O o B D I B I D

m

s
BotTCBRuleltem
BotTCBRuleltem
BotTCBRuleltem
BotTCBRuleltem
BotTCBRuleltem
BotTCBRuleltem
BotTCBRuleltem
BotTCBRuleltem
BotTCBRuleltem
BotTCBRuleltem
BotTCBRuleltem
BotTCBRuleltem
Uint64

String

Uint64

Webiz B K& (ngwaf)

&
=

W
i

3
il

A
botTCB—Fz:HY
botTCBFAY
botTCBFHY
botTCBFz:HY
botTCBFAY
botTCBFEAY
botTCBFHY
botTCBFz:HY
botTCBFAY
botTCBF£AY
botTCBFZEEY
botTCB—Fz:HY
appid

%]

A E)E
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W TEO2|F : DescribePrice
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= Array of String
= Uint64
= String

Array of DomainCls

Array of DomainCls

Web Rz FER5 K i&(ngwaf)
R
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E=1 D%yvis FEEFNULL
Source 2 =

AccessRulelnfo

DescribeAccessindexiZORIHESEL

WA #2031/ : DescribeAccessIndex

&R ik FRPENULL 283
FullText = = AccessFullTextInfo
KeyValue 2 = AccessRuleKeyValuelnfo
Tag = = AccessRuleTagInfo
Protection
HEEREER

WU TS| - DescribeSpartaProtectionList

BR Wik REFNULL KR

Domain = & String
Domainld = = String

Cname = = String

Status = = String

State = = String
CreateTime = = String

Mode = &= String

Engine = & String

Vip = &= Array of String
IsGray = = String
GrayAreas = S Array of String
CertType = = String

Cert = 5 String
PrivateKey = = String

WS : BRmEmEX

Web M AR K i (ngwaf)
String RFEIERE LN
R

ENFRS|RELE | WFRARERE null | RREAREIERUE.
RERSIEETIR | WFRATRERE null , FRIAZIBE.

TTFREFSIEE LR | WFERATEERME null , RREAZEIE
E.

=
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SSLid

IsCdn

IsHttp2
IsWebsocket
HttpsRewrite
HttpsUpstreamPort
UpstreamType
UpstreamDomain
UpstreamScheme
Cls

CClist
LoadBalance
Ports

RsList

SrcList

IsKeepAlive

ResponseCode

) VAEN: NP E

FFNULL

a
=
@
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=
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[=]
=
=
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7 B i/ B 17 RS 17 B i B 17 B

iy
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String
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String

String

String

String

String

String

String

Array of String
String

Array of Portltem
Array of String
Array of String

String

Webiz B K& (ngwaf)

fER

BRTIEEIERid , HcertType=2R3HE328
1Bcdn , 0Fcdn

1FFEhttp2 , OFRFFE

1FFiZwebsocket , 0ARFFZ
E&httpsaflBkiEhttps , "1" 2. "0" &
https[ElRizE

B0, "0"AipEliER , 1" EiE
BRI

(EIAYIY

&8

CCrz

EISEEE , 04818 , 157%ip hash , BiIA0
RSIHOEE

EliRip

ipFlz

#WENTZEOS|FE : AddCustomRule, AddCustomWhiteRule, AddPocTestTask, CreateCopyCustomWhiteRule, CreateWhiteList,
DeleteCustomWhiteRule, DeleteHost, DeleteHostInner, DeletePocTestTask, DeleteWhiteList, DescribeHostLimit,
ModifyCertificatedDomain, ModifyCustomRuleStatus, ModifyCustomWhiteRule, ModifyCustomWhiteRuleStatus,
ModifyHostFlowMode, ModifyHostFlowModelnner, ModifyHostMode, ModifyHostStatus, ModifyHostStatusInner,

ModifyJsInjectRule, ModifyJsInjectRuleStatus, ModifyPackageRenew, ModifyPocTestAuthorization,
ModifyWafAutoDenyRules, ModifyWebshellStatus, ModifyWhiteList

BR Wik
Code =
Message =

LoadBalancer

FEFNULL

=
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a
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TREIEAIE RS

Webiz B K& (ngwaf)

WU T4EOS|F : CreateHost, CreateHostInner, DescribeHost, DescribeHosts, DescribeWaflnfo, ModifyHost,

ModifyHostInner
BFR
LoadBalancerld
LoadBalancerName
Listenerld
ListenerName
Vip
Vport
Region
Protocol
Zone
NumericalVpcld
LoadBalancerType

LoadBalancerDomain

MiniProgramltem

INEFFRRESB R

N TZEOS|F : DescribeMiniProgramPeakPoint

BFR

Time
AccessBefore
AccessAfter
QpsBefore
QpsAfter
BandWidth
Attack

CcC
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R
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I ELDRIETR
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REIIE IS ITRE AR
TREIIELHIRIIP
ISR O
TAEISETL DAY
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I R RRFT7ERIZoNe
REIGERIVPCID , AF-1 , IMIELIRAS

T ERIREEE

TREIIERIEE
et fnA
Uint64 RO BIRTIEIE,
Uint64 [REPHFRISE
Uint64 REPHFESE
Uint64 JREFHHFRIQPS
Uint64 [RERFFQPS
Uint64 GG
Uint64 webZiZEE
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HostDel

CLB-WAFHFR = 240

WA T#2M3 |8 : DeleteHost. DeleteHostInner

BFR 043
Domain =
Domainld =
InstancelD =
InstanceEvent

—PLBISHRIFRESR

WA T#2M3 |8 : DescribelnstanceEvents

BIR WhIE FEFFNULL
Instanceld = =
Type = B
Level = &=
EventTime = =
Count = B
MaxBandwidth = =
QPSConf = &
Edition = =
MaxQps = B
InstanceTime = &
SandboxValue B =
DayTime B =

FIEFNULL

Py

iy

|

BotsDomainAggStatStyledIitem

S

e

String
Int64
Int64
String
Int64
Uint64
Uint64
String
Uint64
String
Uint64

String

GetBotsDomainAggStatStylediZz AR EIEERI TR LR

HUN OS5I - DescribeBotAggregateDomainStat

&R Wi

WS : BRmEmEX

FIFNULL

WebM ARG X & (ngwa)
E-Sid] ik
String $E 2
String 1&ZID
String SRR

ik

SElid

SCHISEHRRY |, 1 BRI 2:qpsEY
IHEHER K1, h:2,5:3, 0% 4
2022-10-11 00:00:00

HRATREABERIREL

THERIEE

qpsHitE ; HEMAE=qpsHtg/40

SLBIZERY : clb-wafSisparta-waf

qpsi&E
SCEIMSEHER
FERIE
=HHRR
St A
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BFR %yvis
Key 2
Value =

BotTcbRuleData

ESESEYSE

FFNULL

a
=

@
[}

WA TZO3 |8 : DescribeBotTCBRule

R P
Res 2
SubClassltem

Fizm

AN TEO35| A : DescribeMainClass.

FEEFNULL

=
[

DescribeOpMainClass

BFR DAy
SubClassID =
SubClassName =
Description =2
DomainBotStatusData
HESH
W T4=03 |8 : DescribeBotStatus
BR WisE FEFNULL
Res =
BatchAreaBanListltem
HEFIFEEItem

AN T#O5| A : DescribeBatchAreaBanList

BFR Wi

Id =

WS : BRmEmEX

FEFFNULL ESit]

Uint64

FIFNULL

a5
(=)
=z

P
[}

String
Int64
Array of String
String
String
String

Array of DomainBotStatus

fiik

AId
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&
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AR Wi FEFNULL KA R
Name & = String M ZFR
Status B = Uint64 FRIRES
Source & 2 String ARSI custom-BEN(ERIA). batch-HEER5H
Areas & 2 Array of String sy
Domains & = Array of String HEFIER
Remark & 2 String &gF
UpdateTime & < String EEERNE]
RuleEn
MNZIZRIFE

W T4=O3 |8 : DescribeDomainRulesEn

R WhI%E FEFNULL et A
Id = = Uint64 Fmid
Type & = String IS
Level & &5 String Mg,
Description S 2 String FLMEIA
CVE 5 2 String MNBFHFRICVERS
Status S S Uint64 FAPIRS
ModifyTime B B String HIUMESTHIRTTE)
TypeEng ) =2 String FINSEAIZE T
LevelEng B 2 String IS &Ry
DescriptionEng S 2 String FUNEIAZEST
AddTime RS 2 String IR/ SE AT E)
LoadBalancerPackageNew
TREIIERS
#Ha0 =038 : DescribeDomainDetailsClb, DescribeDomains
BFR whI%E FEFFNULL B3] fER
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BFR whI%E FEFFNULL el fA
Listenerld = = String S 0fid
ListenerName =2 2 String =4
LoadBalancerld = = String TREIYEd
LoadBalancerName 2 2 String TEIER
Protocol = = String 1l
Region 2 2 String X

Vip 2 2 String EAIP
Vport <) 2 Uint64 BARA
Zone =2 = String bt
NumericalVpcld = = Int64 VPCID
LoadBalancerType = = String CLBHY
LoadBalancerDomain & 2 String TEIE AT
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BT EATE: 2024-10-18 10:38:38

L=V

Webiz B K& (ngwaf)

SNERIREILESRPIFE Error R , MISRZRERA APL OISR, A4

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

1

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

Error 19 Code F/RHIRA , Message RNZIAIRNIEMRER.

BIRioFZR
LIRS
BIRAG
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

B8
ZERIARE ( ARE= APl Z5EERY ) |
MFA $&i%,

BIRAMFE. RS ONERREACRINMEELRER  IKSIER | FRERHERS
BEIFH , EERIEMEETE.

ERIIH. Timestamp HRSBERAISERENMSGEIADH  BRESHERESHNER
EEE.

EHHR, SEITEHR  BYREAASNPNEOSSCRES ZitEITRE.
token $&iR.

BEXkEk CAM 4,

DryRun 12{F , KFBERBLEMIIN , RESET DryRun %,

(S

IEBEEIR.
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SHEYERIR.
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HIRAS 15288
LimitExceeded BRI BCEpR I,
MissingParameter ROSEERR,
NoSuchVersion BEORAARFE,
RequestLimitExceeded TBERAGREGEIT T SRS,
ResourcelnUse RIFH G,
Resourcelnsufficient RIFARB.
ResourceNotFound BRFIE.
ResourceUnavailable BRAE A,
UnauthorizedOperation FRIFRURLE.
UnknownParameter RISHEER,
UnsupportedOperation BEA .
UnsupportedProtocol http(s)iERIMNEEIR , R3<FF GET #1 POST 53K,
UnsupportedRegion BOASSR S,
W SSEERES
RS izl

UnsupportedOperation.SpecificationErr
FailedOperation.DomainNameVerificationError
FailedOperation.MysqlDBOperationFailed
UnauthorizedOperation
InvalidParameter.QueryStringSyntaxErr
FailedOperation.ClickHouseOperationFailed

AuthFailure
FailedOperation.TheBatchProtectionRuleNameAlreadyExists
FailedOperation.EtcdOperationFailed

Resourcelnsufficient
FailedOperation.TheNameOfTheBatchProtectionRuleCannotBeEmpty
InternalError.UnknownErr

InternalError.DBErr
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FEIRD 1A
InvalidParameter.InvalidAppld

InvalidParameter.UnknownAction
FailedOperation.BlockPageUnVerified
LimitExceeded.SpecificationErr

InvalidParameter.TLSParameterErr

ResourcelnUse

FailedOperation.TheHWInstanceldAlreadyExists
InvalidParameter.BotPriorityRepeatErr
UnsupportedOperation.InvalidRequest
FailedOperation.TheFollowingDomainsHaveExceededTheUpperLimit
InvalidParameterValue.InvalidRequest

InvalidParameter
FailedOperation.TheNumberOfAddedBlackAndWhiteListExceedsTheUpperLimit
RequestLimitExceeded
InternalError.JsonAndStringSerializeJsonFailed
InvalidParameterValue

ResourceUnavailable.DomainIpv6InConfigErr

ResourceUnavailable

DryRunOperation

InternalError

ResourcelnUse.EmptyErr
FailedOperation.TheHWInstanceldHasNoValidPurchaseRecord
ResourcesSoldOut

ResourceNotFound

FailedOperation.SessionInUsed
InvalidParameter.BotSceneNotExistErr
InvalidParameter.TypeMismatch
InvalidParameterValue.JsInjectClientTypeErr

FailedOperation.CLSDBOperationFailed
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FEIRD

LimitExceeded

InvalidParameter.DomainNotRecord
InternalError.AsynchronousCallFailed
InvalidParameter.LogicErr
AuthFailure.ErrCodeNoPurchased
InvalidParameter.SupportTLSConfFailed
FailedOperation.RedisOperationFailed
InvalidParameter.SQLSyntaxErr
FailedOperation.TheRegionListCannotBeEmpty
UnsupportedOperation
FailedOperation.TheFollowingDomainNamesCannotAddBannedZones
FailedOperation.MongoOperationFailed
MissingParameter

FailedOperation.CLSInternalError

OperationDenied
InvalidParameter.UnauthorizedOperationParameterErr
InvalidParameter.XFFResetParameterErr
InvalidParameter.CertificationParameterErr
InvalidParameter.InvalidCertificate
InvalidParameter.QueryCertBySSLIDFailed
InvalidParameter.UpstreamParameterErr
InvalidParameter.PortParameterErr
UnknownParameter
FailedOperation.CKafkalnternalError
InvalidParameter.InvalidUin
FailedOperation.TheHWInstanceldHasDestruction
FailedOperation.TheNumberOfOneTimeDeletionsReachedTheUpperLimit
InvalidParameter.DomainExceedsLimitErr

UnsupportedOperation.BotServiceNotSubscribeErr
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HIRfD izl
FailedOperation.TheDomainNameListCannotBeEmpty
InvalidParameter.ProtectionDomainParameterErr
FailedOperation.GetCKHViewFailed
FailedOperation.TheFollowingDomainsHavelnvalidTheUpperLimit
InvalidParameter.BotNameRepeatErr
FailedOperation
UnsupportedOperation.BotRuleNotExistErr

FailedOperation.ForbidApplyCustomPage
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