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2. NS | BlEdan A= EFfINREEE.

# 1. QB =SiE « tess

# 2. QiEap R Etess FTHETEMAE © tcss-admin

# 3. 4pEfftcss-adminflfA tess

# 4. BIEMABFHEBEIRSMS  tcss-agent-secret , tcss-agent
# 5. B REERVSERFAE | security-clusterrole

# 6. YPEEERF A Esecurity-clusterroleZfREZ M Stcss-agent

apiVersion: vl
kind: Namespace
metadata:

nhame: tcss

apiVersion: rbac.authorization.k8s.io/v1l

kind: Role

metadata:

namespace: tcss

name: tcss-admin

rules:

- apiGroups: ["extensions”, "apps”, ""]

resources: ["*"]

verbs: ["get", "list", "watch", "create”, "update”, "patch”, "delete"]

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding

metadata:

name: tcss-admin-rb

namespace: tcss

subjects:

- kind: User

name: tcss

apiGroup: rbac.authorization.k8s.io
roleRef:

kind: Role

name: tcss-admin

apiGroup: rbac.authorization.k8s.io

apiVersion: vl
kind: Secret
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metadata:

name: tcss-agent-secret

namespace: tcss

annotations:
kubernetes.io/service-account.name: tcss-agent
type: kubernetes.io/service-account-token

apiVersion: v1

kind: ServiceAccount
metadata:

name: tcss-agent
namespace: tcss

secrets:

- hame: tcss-agent-secret
namespace: tcss

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRole

metadata:

name: security-clusterrole

rules:

- apiGroups: ["", "v1"]

resources: ["namespaces”, "pods”, "nodes"]
verbs: ["get", "list"]

- apiGroups: ["apps”]

resources: ["replicasets”, "daemonsets”, "deployments”, "statefulsets"]
verbs: ["get", "list"]

- apiGroups: ["networking.k8s.i0"]

resources: ["networkpolicies"]

verbs: ["get”, "list", "watch", "create", "update”, "patch”, "delete"]
- apiGroups: ["batch"]

resources: ["jobs", "cronjobs"]

verbs: ["get", "list"]

- apiGroups: ["rbac.authorization.k8s.io"]
resources: ["clusterroles”, "clusterrolebindings”]
verbs: ["get"]

- apiGroups: ["networking.k8s.io", "extensions"]
resources: ["ingresses"]

verbs: ["get", "list"]

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
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name: security-clusterrolebinding
roleRef:

apiGroup: rbac.authorization.k8s.io
kind: ClusterRole

name: security-clusterrole
subjects:

- kind: ServiceAccount

name: tcss-agent

namespace: tcss

- kind: User

name: tcss

apiGroup: rbac.authorization.k8s.io

A

W7 EASS |, INREERER pod B ERIHAIMATIH MNRBEXRIE , R NZEHEEZTHEY , &
1% 345 /root/tess.conf BT,

—ERIA
£ mater TR, BATETFUA T —ERIACIE— S uRE SR R E Y -
B8 :

INEFEIRAILE openssl,

#!/bin/bash
set -e;

# API_SERVER FREIRE N M AT a)AtEF iR
# API_SERVER=http://imgcache.finance.cloud.tencent.com:80XX.XX.XX.XX:XXXX

# AT IR BRI SR SO IR ENIR E
KUBECONFIG_TARGET=/root/tcss.conf
CA_FILE=/etc/kubernetes/ca.crt
CAKEY_FILE=/etc/kubernetes/ca.key
TCSS_TMPDIR=/tmp/tcss

# ANEREOpenShiftiits , ATLAF#RA oc
KUBECTL_CMD=kubectl

if [! $API_SERVER ]; then

echo "API_SERVER does not set.";
exit 1;

fi

if | which kubectl ; then
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echo "kubect| does not exist.”;
exit 1;

fi

if [!-f"$CA_FILE" ]; then

echo "$CA_FILE does not exist.";
exit 1;

fi

if [! -f "$CAKEY_FILE" ]; then
echo "$CAKEY_FILE does not exist.";
exit 1;

fi

if [!-d $TCSS_TMPDIR ]; then
mkdir -p $TCSS_TMPDIR;

fi

cat <<EOF > $TCSS_TMPDIR/tcss_res.yaml
apiVersion: v1

kind: Namespace

metadata:

name: tcss

apiVersion: rbac.authorization.k8s.io/v1l
kind: Role

metadata:

namespace: tcss

name: tcss-admin

rules:

- apiGroups: ["extensions”, "apps”, ""]
resources: ["*"]

non non non

verbs: ["get", "list", "watch", "create”, "update”, "patch”, "delete"]

apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding

metadata:

name: tcss-admin-rb

namespace: tcss

subjects:

- kind: User

name: tcss

apiGroup: rbac.authorization.k8s.io
roleRef:

kind: Role

name: tcss-admin

apiGroup: rbac.authorization.k8s.io
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apiVersion: v1

kind: Secret

metadata:

name: tcss-agent-secret

namespace: tcss

annotations:
kubernetes.io/service-account.name: tcss-agent
type: kubernetes.io/service-account-token

apiVersion: v1

kind: ServiceAccount
metadata:

name: tcss-agent
namespace: tcss

secrets:

- name: tcss-agent-secret
namespace: tcss

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole

metadata:

name: security-clusterrole

rules:

- apiGroups: ["", "v1']

resources: ["namespaces”, "
verbs: ["get", "list"]

- apiGroups: ["apps"]
resources: ["replicasets”, "daemonsets”, "deployments”, "statefulsets”]
verbs: ["get", "list"]

- apiGroups: ["networking.k8s.i0"]
resources: ["networkpolicies"]

verbs: ["get”, "list", "watch", "create”, "
- apiGroups: ["batch"]

resources: ["jobs", "cronjobs"]

verbs: ["get", "list"]

- apiGroups: ["rbac.authorization.k8s.i0"]
resources: ["clusterroles”, "clusterrolebindings”]
verbs: ["get"]

- apiGroups: ["networking.k8s.i0", "extensions"]
resources: ["ingresses"]

verbs: ["get”, "list"]

pods”, "nodes"]

update”, "patch”, "delete"]

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
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metadata:

name: security-clusterrolebinding
roleRef:

apiGroup: rbac.authorization.k8s.io
kind: ClusterRole

name: security-clusterrole
subjects:

- kind: ServiceAccount

name: tcss-agent

namespace: tcss

- kind: User

name: tcss

apiGroup: rbac.authorization.k8s.io
EOF

# echo "generate tcss resource file ($TCSS_TMPDIR/tcss_res.yaml) success."
$KUBECTL_CMD apply -f $TCSS_TMPDIR/tcss_res.yami;

# BlEUserfA$E tcss.key,

openssl genrsa -out $TCSS_TMPDIR/tcss.key 2048

# BIEBIEPEZIEK tess.csr

openssl req -new -key $TCSS_TMPDIR/tcss.key -out $TCSS_TMPDIR/tcss.csr -subj "/O=K8s/CN=tcss"
# SBUEP Hhk tess.crt

openssl x509 -req -in $TCSS_TMPDIR/tcss.csr -CA $CA_FILE -CAkey $CAKEY_FILE -CAcreateserial -out
$TCSS_TMPDIR/tcss.crt -days 365

# Sl BRI E

$KUBECTL_CMD config set-cluster tcss --server=$API_SERVER --certificate-authority=$CA_FILE --emb
ed-certs=true --kubeconfig=$KUBECONFIG_TARGET

# QR HRERFEE

$KUBECTL_CMD config set-credentials tcss --client-certificate=$TCSS_TMPDIR/tcss.crt --client-key=$T
CSS_TMPDIR/tcss.key --embed-certs=true --kubeconfig=$KUBECONFIG_TARGET

# g Econtextfc &

$KUBECTL_CMD config set-context tcss@tcss --cluster=tcss --user=tcss --kubeconfig=$KUBECONFIG
_TARGET

# ik contexttl &

$KUBECTL_CMD config use-context tcss@tcss --kubeconfig=$KUBECONFIG_TARGET

echo "generate KUBECONFIG file success. $KUBECONFIG_TARGET"

4 1Y Openshift BRE {4

AIESIEE B BLEEENSH/IMAPR OpenShift BB, SIS BXEBEREENHE , ESD —8
i1
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RIS

1. EEIRSSES LB K8s &£8F. BME(E , 155 K8s A B HY,
2. B%LZ%E Docker RS,
3. E{X324F OpenShift3.0R LA LIRAEN | (R ZIR AT e FEARE AR,

BELTE
WdBA :
BIMENEIEH Kubernetes 351 , RISRABXREEMa ST TRKXS! , WIRERF master TR LEL%IRAY
kubectl TE , MaJL T2 R Kubernetes EE8HEN G TIEN.

1. LA root B{3EF OpenShift ££8F master Fr7ERRSSEE.
2. WA |, Bl A=A IARIEE,

# 1. QUiRapR=SE : tess

# 2. tlgEmBiEtcss FRUEIEMAE  tess-admin

# 3. giERABtcss-adminflEFtcss

# 4. QIEEMSBHYIEIRSUS © tcss-agent-secret , tcss-agent
# 5. BIE RIERVEREAE - security-clusterrole

# 6. GREER A Asecurity-clusterroleEIRSZ M Stcss-agent

apiVersion: v1
kind: Namespace
metadata:

name: tcss

apiVersion: rbac.authorization.k8s.io/v1

kind: Role

metadata:

namespace: tcss

name: tcss-admin

rules:

- apiGroups: ["extensions”, "apps”, ""]

resources: ["*"]

verbs: ["get”, "list", "watch", "create”, "update”, "patch”, "delete"]

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding

metadata:

name: tcss-admin-rb
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namespace: tcss

subjects:

- kind: User

name: tcss

apiGroup: rbac.authorization.k8s.io
roleRef:

kind: Role

name: tcss-admin

apiGroup: rbac.authorization.k8s.io

apiVersion: vl

kind: Secret

metadata:

name: tcss-agent-secret

namespace: tcss

annotations:
kubernetes.io/service-account.name: tcss-agent
type: kubernetes.io/service-account-token

apiVersion: v1

kind: ServiceAccount
metadata:

name: tcss-agent
namespace: tcss

secrets:

- name: tcss-agent-secret
namespace: tcss

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole

metadata:

name: security-clusterrole

rules:

- apiGroups: ["", "v1"]

resources: ["namespaces”, "
verbs: ["get”, "list"]

- apiGroups: ["apps"]

pods”, "nodes"]

resources: ["replicasets”, "daemonsets”, "deployments”, "statefulsets”]

verbs: ["get", "list"]
- apiGroups: ["networking.k8s.i0"]
resources: ["networkpolicies"]

non non

verbs: ["get", "list", "watch", "create”,

update”,

WS : BRmEmEX
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- apiGroups: ["batch"]

resources: ["jobs", "cronjobs"]

verbs: ["get", "list"]

- apiGroups: ["rbac.authorization.k8s.io"]
resources: ["clusterroles”, "clusterrolebindings”]
verbs: ["get"]

- apiGroups: ["networking.k8s.io", "extensions"]
resources: ["ingresses"]

verbs: ["get", "list"]

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:

name: security-clusterrolebinding
roleRef:

apiGroup: rbac.authorization.k8s.io
kind: ClusterRole

name: security-clusterrole
subjects:

- kind: ServiceAccount

name: tcss-agent

namespace: tcss

- kind: User

name: tcss

apiGroup: rbac.authorization.k8s.io

3. NECEHR (/etc/origin/master/ ) , WA T#< , GIESEH.

# BlEUserfAsR tcss.key,
openssl genrsa -out tcss.key 2048

# BIERIEPEZEIEK tess.csr
openssl req -new -key tcss.key -out tcss.csr -subj "/O=K8s/CN=tcss"

# EEUFP AR tess.crt
openssl x509 -req -in tcss.csr -CA ca.crt -CAkey ca.key -CAcreateserial -out tcss.crt -days 365

4. MANIIT S | ISR E S

# QRS ESREICE, HPFETE server HEA A AT i)

KUBECONFIG=/root/tcss.conf oc config set-cluster tcss --server=http://imgcache.finance.cloud.tence
nt.com:80xx.xx.xx.xx:60002 --certificate-authority=/etc/origin/master/ca.crt --embed-certs=true --ku
beconfig=/root/tcss.conf

# QIR ERFEE

WS : BRmEmEX 2553 |1 #139m



X BIHSTCE HELRL (TCSS)

KUBECONFIG=/root/tcss.conf oc config set-credentials tcss --client-certificate=tcss.crt --client-key=tc
ss.key --embed-certs=true --kubeconfig=/root/tcss.conf

# igEcontextfic &
KUBECONFIG=/root/tcss.conf oc config set-context tcss@tcss --cluster=tcss --user=tcss --kubeconfig
=/root/tcss.conf

# t#contextEc &
KUBECONFIG=/root/tcss.conf oc config use-context tcss@tcss --kubeconfig=/root/tcss.conf

5. MANIITFas< | WIESERECE ] LIEECE.

KUBECONFIG=/root/tcss.conf oc -n tcss get pod
eEA

PUTERRS , BB TpodaE BRLAIH SR FRERAARNERTXERRERTRY , HE%X
{4 /root/tcss.conf BPH],

—REE
£ mater TR, BATETFUAT—ERACIE— S uRE B SR B E Y -
aBA :

INEFEIRAILEE openssl,

#1/bin/bash
set -e;

# APL_SERVER FZEIRE N AR AR AR
# API_SERVER=http://imgcache.finance.cloud.tencent.com:80Xx.XX.XX.XX:XXXX

# AT IR BRI S SO IR IR IR E
KUBECONFIG_TARGET=/root/tcss.conf
CA_FILE=/etc/kubernetes/ca.crt
CAKEY_FILE=/etc/kubernetes/ca.key
TCSS_TMPDIR=/tmp/tcss
KUBECTL_CMD=oc

if [! $API_SERVER ]; then

echo "API_SERVER does not set.”;
exit 1;

fi
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if I which $KUBECTL_CMD ; then
echo "$KUBECTL_CMD does not exist.";
exit 1;

fi

if [!-f "$CA_FILE" ]; then

echo "$CA_FILE does not exist.";
exit 1;

fi

if [!-f "$CAKEY_FILE" ]; then

echo "$CAKEY_FILE does not exist.";
exit 1;

fi

if [!-d $TCSS_TMPDIR ]; then
mkdir -p $TCSS_TMPDIR;

fi

cat <<EOF > $TCSS_TMPDIR/tcss_res.yaml
apiVersion: v1

kind: Namespace

metadata:

name: tcss

apiVersion: rbac.authorization.k8s.io/v1l

kind: Role

metadata:

namespace: tcss

name: tcss-admin

rules:

- apiGroups: ["extensions”, "apps”, ""]

resources: ["*"]

verbs: ["get”, "list", "watch", "create”, "update”, "patch”, "delete"]

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding

metadata:

name: tcss-admin-rb

namespace: tcss

subjects:

- kind: User

name: tcss

apiGroup: rbac.authorization.k8s.io
roleRef:

kind: Role

name: tcss-admin

apiGroup: rbac.authorization.k8s.io
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apiVersion: v1

kind: Secret

metadata:

name: tcss-agent-secret

namespace: tcss

annotations:
kubernetes.io/service-account.name: tcss-agent
type: kubernetes.io/service-account-token

apiVersion: v1

kind: ServiceAccount
metadata:

name: tcss-agent
namespace: tcss

secrets:

- name: tcss-agent-secret
namespace: tcss

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRole

metadata:

name: security-clusterrole

rules:

- apiGroups: ["", "v1"]

resources: ["namespaces”, "pods”, "nodes"]
verbs: ["get", "list"]

- apiGroups: ["apps”]

resources: ["replicasets”, "daemonsets”, "deployments”, "statefulsets"]
verbs: ["get", "list"]

- apiGroups: ["networking.k8s.i0"]

resources: ["networkpolicies”]

verbs: ["get”, "list", "watch", "create", "update”, "patch”, "delete"]
- apiGroups: ["batch"]

resources: ["jobs", "cronjobs"]

verbs: ["get", "list"]

- apiGroups: ["rbac.authorization.k8s.io"]
resources: ["clusterroles”, "clusterrolebindings”]
verbs: ["get"]

- apiGroups: ["networking.k8s.io", "extensions"]
resources: ["ingresses"]

verbs: ["get", "list"]

apiVersion: rbac.authorization.k8s.io/v1l
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kind: ClusterRoleBinding
metadata:

name: security-clusterrolebinding
roleRef:

apiGroup: rbac.authorization.k8s.io
kind: ClusterRole

name: security-clusterrole
subjects:

- kind: ServiceAccount

name: tcss-agent

namespace: tcss

- kind: User

name: tcss

apiGroup: rbac.authorization.k8s.io
EOF

# echo "generate tcss resource file ($TCSS_TMPDIR/tcss_res.yaml) success."

$KUBECTL_CMD apply -f $TCSS_TMPDIR/tcss_res.yaml;

$KUBECTL_CMD adm policy add-scc-to-user privileged -n tcss -z tcss-agent;
$KUBECTL_CMD adm policy add-scc-to-user hostaccess -n tcss -z tcss-agent;
$KUBECTL_CMD adm policy add-scc-to-user privileged tcss;

$KUBECTL_CMD adm policy add-scc-to-user hostaccess tcss;

oc adm policy add-cluster-role-to-user cluster-reader tcss;

# BliEUserfA$h tcss.key,

openssl genrsa -out $TCSS_TMPDIR/tcss.key 2048

# BIBIEBEEIEK tess.csr

openssl req -new -key $TCSS_TMPDIR/tcss.key -out $TCSS_TMPDIR/tcss.csr -subj "/O=K8s/CN=tcss"
# SEUEP Shk tess.crt

openssl x509 -req -in $TCSS_TMPDIR/tcss.csr -CA $CA_FILE -CAkey $CAKEY_FILE -CAcreateserial -out
$TCSS_TMPDIR/tcss.crt -days 365

# SRS BRI E

KUBECONFIG=$KUBECONFIG_TARGET $KUBECTL_CMD config set-cluster tcss --server=$API_SERVER
--certificate-authority=$CA_FILE --embed-certs=true --kubeconfig=$KUBECONFIG_TARGET

# QIBHRERFEE

KUBECONFIG=$KUBECONFIG_TARGET $KUBECTL_CMD config set-credentials tcss --client-certificate=
$TCSS_TMPDIR/tcss.crt --client-key=$TCSS_TMPDIR/tcss.key --embed-certs=true --kubeconfig=$KUB
ECONFIG_TARGET

# IR B contextic &

KUBECONFIG=$KUBECONFIG_TARGET $KUBECTL_CMD config set-context tcss@tcss --cluster=tcss --
user=tcss --kubeconfig=$KUBECONFIG_TARGET

# i contextEl B

KUBECONFIG=$KUBECONFIG_TARGET $KUBECTL_CMD config use-context tcss@tcss --kubeconfig=
$KUBECONFIG_TARGET

echo "generate KUBECONFIG file success. $KUBECONFIG_TARGET"
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o BifA\FR : REERER  EhREERNETEREIREY, SREHmERNETRHRLSR , M LE
Fis. SRERER  FRFEFIRAEINEDN  SEFAFERIAIIRELARE ( BERE. aRE

) B,
o REGREEHASEBE !
o Bl : ATHEE Z'_EEITIE_'J/B.P\]E’JE GEHITEE  BULIBHEMREEE BSESE L EEER
E" , EEATSIHEMNAE
o FA2 : BEAGESE" "*@Hﬁ/@ A3 AR TR,

3. EHEAREARIATIIERT | RiF"BrFR RRAT | IHIFRFRTHAEERRFRIFE. BRFRPAR
AR (_source) "Rt , FIFRPRTEIEATFER. FIR&ESR600005%51E.

* BENFERTHIENFR
° B BEEIEREFRLS  EREFRAN , BER ZEEFREHIERTFRT |, 7I5RH(N

FRREERTIIFR , EfttiEEFRARET.
o S BEIENERTFRLET  ARTFRAMN , BEBYH | ZEEFRISERTFRIM  XIRAa

ATIIREABRTZFRAR.
o B EFRIFEALA  RESHSR  ATHONBERRIGEFMAI60000KATSH NG | FiEEH

SRR NEEIAE,
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EEEHE
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BEEA

1. #HESHRE , fENE ESNAEER > BEEA.
2. EESEARTE , >5XE=8 bash BE. BasEaNE#ETT &M Kubernetes APL Bt B SR SRR TE

B, B'BEEAAE ISR , BRIz AEHTRE., KR , BIARTHZEATHITRE,
3. EHEEANE , BHEEENEFFINRE IR EREFEOTAUEE. IEHFEXREATHENTS , &8

TR | BELEY.

A&iEE

L #EEHHRE , BERELSHVATERE > BEEE.
2. EHERFERH , MHRFPEESHEEEREEERE.

s FENWEERE  YHEFHEAZBFESASIE , FTRABEREAE , B2 AFEESEERDtT.
o HFEREEIERT | AHETFRAEAZIFAFEELER , FHREERERE  (NMREBFREEXHIEE
B :

A EEEELNERER , HE—BEHEEIF R AEEE.
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BEEEW EZFRER , EEHPABBIEEAER+IAVECIRE IR RELAZAAE. 8iE. RiE. £AS

ERAERTE. T2, SUMAMENNR. MEEEENER LIS SIFERENERRSEE | FBHE
AP R —EERERR/TE.

DIgettiz

* XFRRSENGITENR. BRENARSHEIRANSHLE.
* XFHEZRSBERSS W WER. WER. A5, Bn. IE#=. UCoud ERRBHFNEATHER
£,

B Fim sz R AN BA

Linux EFSTFhRAS

RHEL: Versions 6 and 7(64 bit),
Ubuntu: 9.10 - 18.04(64 bit),
Debian: 6, 7, 8, 9(64 bit),

CentOS: Versions 6 (64 bit) &AL,
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TR | TR TERSEFin
BREBRLMBRHE | NSHPRTEEE | ¥\ A EENE,

2. ERFEENH  SEARNENPR > LREHELLMRS Agent , TANEEHEFLRESFS.
3. EREIES PR IRS R, RSFmEEFLEN. IRBBETEITER ERIMIE | BRTETE
0 BUEEAMERE .

o BEAKIEEN : BESTHIERHITIEN G | IR ESELLREE i BEamSEsd.
o BUTLEN | HREEESN VPC , BESHERHVTIEN DS , R ERSELLRESE i , e
SBIEE.
iR :

o MF/THELIEX , URETRELRIETHENTSIS.
o WIFTKIERFFMER IP , 2FE RS IP FRHENR.

L2 | ARB LRI
1. RERLRISE [FIMR B ERIINGSHIT | FIFHESEIERRHIA YDLive HiE2HEIE1T | BT,
* H1T7as$ : ps -ef | grep YD &EZ& YDService , YDLive HIEREBIETT.
o HEFIEIT , root BFRIFRIEIER , 11iT@< ¢ /usr/local/qcloud/Yunling/YDEyes/YDService .
2. ZEBNEEENDRRE , BHEEFEETER > IFEERERSEE | BTEEYMNRSS.

3. 3 Agent REBTRAESRRT | BICLERINRSE L,
WalA :

INRIEH L2 | 18 BREHA 3RG>,
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Bl VPC EENEIT RS ERIX () « 24utX (JER ) - Rt ( B, EBER. Bmx) | A
WX (&R ) |, BEFABETSEFIBENEE VPC REE |, JLIERTRE iR,

ERERNBEXAE VPC TELRNSERCA , FEEI KN , FELMX (VPN ) 5 VPC {TiE, LMK
HEEFBITWLAERE TR VPC TLRANRITE.

R FIER

SEL : ARERREITERGHTEA
1 BRRBLRLMBEHG , ELNSHPEEHEFEE AR SERE.

2. ERFEENH  AEARNENTR > LREELLMRS Agent , TANEETEELRIESFS.

3. ERIES | |, IRSHRREPHERIFHNS | TR NRHRETER.
4. WNETELEREIX (T )« feBEX (dER ) - R (BB ) . SR ( EBeRt) . R (R )
AFARIHBIX ( AR ) HBIX

* EEFHFEBRIBEMEERN VPC , NEEEEEEERT VPC ML , ERERTRHITR.
o IREHEFEMNAT VPC MBSERIFBNEIBEMESHTEE , IS5 LR2TEN.,

S : AT EETRITATRS

1 NSESRISERIEX () o S (b)) . REK ( B8) . HREK ( EBeR ) . Rt (F
) PRt (AR ) XIRE VPC W%, NERFAERNKIEFE |, SEFAREMNESHNTAG ML NH.

2. EFAERERRES |, B TR ERAEXE , Bd +5EE , (BT VPC IEE,
3. e VPC 3Bt , MRS EERERE | BInIsohk#EiE VPC,

F$B3 : BERBMSEH VPC MIEEEEMNAEERRISRNETIE

L IEFEFIFBRBBERIREAN |, MIGLSE2FiEE VPC SEARINEIZEAMNG, a. ERFAEMSEES
8 EENSHE | REREK , FEASEKWRE,
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b. EREAMINE , BEAMNEERSLH > XKBELH , HEAKECSCHITRE. c FEXBELEINE , SEFEssl |, &

SE2EEAY VPC SLHERINEIZEAR T , B HBRERN o Rk REASLA.
2. MSKEERBAN , WEEHE. a ERNEMNEIEHE  ELNSHE  RERER , A SBANIE.
b. FEREXMRES , B+ , SMHIEREANSLHSRE. . [EESKRLGEE | MAMES RS
B , BInSeRkiE =BXRIsLfl,
A
o TLEMX  BIEREH SN BBEERINTEMX,
o FAEML : iEIEE SE2 kiR VPC L,
o PNHIN IP #hhEERIhEE | BIRE] £B2 EINEREEE— RS VPC s,

3. B2 (B elRFEEHa]  SELRIRNRRMOHITRE. BRAEBNEEFTEME S BRI EIARY IP
#95574. 8080, 80. 90804 MNmORYAIEL.
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THEEIIRR , BitfTsoRO2s ) ?
55% NER BRI RO, BOERHKIERER,
WdBA :
RN AR 2 A3,

E5MY IDC BESIFLEE Agent?
XIS, BRIREYERMEHN  RARBEER , AURESRLLRS Agent.

L Agent |5 , EHISBRISASRRIFSRENEE ?
B R EFEmE=RaARSS.

IEER=YRE , BEBINETIEHE ?

FREN  R—ENEREHAHITER. T,

B2 IDC Bl= ERRMERAGIESER , Bix IP fliARHA ?
Bir IP BELEGSHRYIP , #%[05574 80 8080 9080,
RIS | TEHAAMEEREEENER FRARTEERER ?

ERIZRT.

BEZHNEF RS Zabbix HEHSRIG ?
HATRERS Zabbix MEFRME , HFEEINT , ALK THIR LREEHAIE iR,
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SAERPSIMEPRRREBIE | flilRESHRLIR. BT T ADRSHERTEESRNERRS. SXka
MR KEEFRNEERR S, REEFNBAEEFNTRFHRREEERISNEAEEE SR , SFXYHENEIX
PSR TSR

=12

R E MBI FA RS M S IERIET , @NEHEANXNESRE. BEEERERERNERIT/HH—
SRS EFIZINRE,

fRE TR

BROEETiiRe. BAMhEsEEREHRESEMEINEE. EARERERZINEERIERERRAR , Bk
WTFERF7 :

*%*

ESPS
BR

TOREEE

Ben

=58
Shell

(=R

gg <br>FEENZEFMHEIREEEAINE | RAOBREILZER/IINEEE | FFRzReS MR rE
i,

X4

825

=
e
S

AT RESRH T REERERmADRENG , AR N ReEHREaRmAE  RREELE
ZBRHNNEEE , EHFASRBZRESHRCAHEE | BRBBENERANADRSHITEMR
BEFRERENSMHIRE.
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BETRREHE R
L. BERBBRLMSEHE  AENSHS  SHETHRE > FERLE,

2. ERRINRNE , IRFESRE  RERFFIAIE.
3. IEERERE | FHESET , BERE

wrrEE
L AR EETNE  SEEE.
2. ERRNHE , IFARERRE  REREEE.

3. AR, SHARE , ARIRIRAEE,
R

NG | BRBLESS  REBEINZSRNEEES | HERERE.

N R
U ERRANE, BIREEEAEER , IO TRRe RN Z S FHPIE | S

BE  EERNREE  EEETEE > 58 BEAEas | RERREE.

o =SR]
BESSRRERS
FemafThige. BEBHSHEEBTRERS  ARERTSEFARRBETBEc — TR, flams
fTiRe > FRLREMFIRPUE—NBEHTMERS | BEAINE /S8 > BEIRPERIZAESE
i, RESACRE. AE RTS8 > FERTIRESHEME , LeEERINETNEZeR =B HNEZ S

HhRERREERS. BRUREYIR ESNERERBERSTHLE |, MARRERSHIE RS Tk,
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BEELLIRS ( Tencent Container Security Service, TCSS ) F=&

Fehe AL
TeE

BRRE (TCSS)

RARIF2 OFRER R EENE, E—RULTE

SCHEISFEPAES R BN EREE. TR, . Kubernetes BF=BENAS. EMNENHHE. EHRERESS

EEXK,

RIE (WNEBRLZLER(FPEAER) (GB/T 22239-2019 ) , BRRLLRESHEEE=RRIUTEZLEK :

FS FHRWERT

REXIFHHR
—AN=B5E

REXIFHHR
—AN\=B5E

REHERR
—REHT

REUTERR
—N=B5E

RETERR
—AN\=B5E
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FRINVERNS
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A, B LEEBREIMAER
KRS TA.

Rz SREFS AN FEHERT K4S
1TTOMT , SEERY
LRI T AU R FH L
BRHTARDT.

NERZEEITINEE |
HitBEIE AR
SEERRFITAME
BReBHHTHIT,

RIRERIMATREFERIE
iR, AELSRED
WA | RAHERS
PN

RIREEBANEIRSEET
RETANERNTH , 7
EREFENZS
RAURE,

XS RITIREfEIA

BT e L IS AR NRIET
7, MRS, mgE. Rk
Shell FRERIFEHIZH TS
ERI=H,

BRLLUNAFEE. FER.
kubernetes &F=IMEHITLATHE
W, NPk, SRR, 127 %
BEMKEHE T AR R T

MWEE,

BRLTEXIFIEEHhS. BeRME
BHTEIT , FHsIFIEEs bash H
&, BesEsAER k8s api i53kH
ERTHEIHNCR (REH) .

BREEIHENRENREH T
RZElRR |, IHMEXRRBIFRAUE
S,

BRREXFHENERANANET
A, TEEEERR 8
Shell, TE3XXHH , BEHERH . X
HEY  SERRARS  BeEE
NER EaH=#BE.
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FRINVERNS

RRARZEEIBI
RIS REECRAE
sy PISIRIEH R
RHRBINEIREAT
73, FHSEBEXEET.

BRRE (TCSS)

xSRI REfEIA
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%%1%1)?51|E_|EE?EEI$DI S5 I|E_| Ef:
BT EHEATE): 2025-10-11 18:10:00
BT ERRRRIE TGS  YEETERSNGR , RIS SEE THARETasES . s
ETSaEt, FmlE HE2E , EXIENEINEEH TR RSITME , BALNKREERNERE,

RETENREESNFR. ASMSRERIR , ETERINRGRENFEREERNRTHER. TR ER
A TIREAEERN , RS ARMIMEBIHTER | LAl L&fa.

o L&A REEHECE  ERREN CERGITEEHITRE.
o e HIBEIRIRSSRIREMRARERS , WSHERHMYSERRR. NaRRSFEasmizTiss
=R,

CEFERTER

B L&A, EPEITEE THFNEEFRECE | A\CHRNIMACHRGHTRAR LI , IFERe
Bl , EBEEEBNCEE.

AN GEERR
BBRRLBSTIHOCERLOE | ZIRSH TCR H1%. ZRSH CCR (&, Harbor Hi%,

 TCR 70 CCRFEETABMAR , HEFFEANCH |, £ [BERENHE] , A LANEIEERI T &R,

o HEFREFHEE Harbor BEERT , EFRFRBFHENCEBABRGR . *] CHERETH] , BNA LANER
SBOEHE > FMEREGC  KEKDICEEARER. EEIEaE.

HESEECERERR

FEICEREGNHE]  AEENHEHERGHTRNFHINES. HETHK , #A (REEEREIEEREHR
H. WREESHRRE  RXRGTRAREINARR  SYERENE  EIRTFEEYNCERENIRRER
o, —RERT , BEARNRREEIERS |, £@FEETIFERA , BUXDHERMKORIEE | Flt0 : KRR
i\, RBH EXP, POC, ImiZFIM. EEFAERES.

» POC ( Proof of Concept ) : ElEBIT— IR HEGISOE AR RIEsTFIE.

o EXP (Exploit) : —BSRRAMTRFBEMERE — NEROBRIENE , TEERE RS TRERN
MR RAIFRS A,

o TIEARR SRS E T B MR SR RS, AR RCE (TR
HT ) IRBENA | KEEAMOFEE R RASTRHE I ITREs kAR Rt R RrEEE
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o AFIFEIRR : BREELREAEGHIISERIEIHRE T4 S HA BRI, RSB/
IRSINEENABIRERR | LARAHSIRIEF R, Gl N R R S EEP R ERe e BERINREER
FEZAIRR,
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SRR

BIHSEIE SR ARR. WATSMSRRHTIRNLE SRRt SHET IR EE N ORI
W SRR SRR TS,

B EXP. POC, MEEFIF. 7EEFRIFISHNE:

NERRIESERME  EREMEHNEES EXP. POC, ImfEFA. EEHFBSFHRENRFRRAIN ARERTE
8. WRGIREHTHE , RESHER  EBENSHFEER  EIXRTEEVNCERGINRR , MNFEXL

TENCERGHITIEE., KRT DMMrE  SFRERECERGRREN AR A XERINRITRAIER
&, "HIER". "CVSSTELERMEHITLRETHIE,

B FRR TR

REZENEABECEFENREIINEMZER | EENAMBRNINER T ERERIIR, SREUE
EERRRRE , JREEE L DIk,

RS HRA RS

BRRZERSSEFRNATENEFH , BAENZRSH LFENRS , TREFFHE. SPNFEXTE
RIVSRENTERG , RIS BIRE

S - TEE

L FOERG  SERE LTRRNEE.
2. EENEENEY , RETEHEEREMCOERKRSHRYANNESR  FHERAEAN P, BEHEXSH , &8

HERASHYL,
S . TihEG
EFRIENURFE | JRIEENIRGOHENT R ENERS | BRGEERFEET, ALRUSEITH , PR
FRGERIETER. BEHE  TBIEAREGIIRETHE. FRAUE [MRGERHE] | BIRMNE IP 1§

R, URERERNRGNL | BEFERERRXRNR RS,
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EESURERR
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IRBEELERR , foXRERERRFINMAERR  SHEERREYIE  EIRPEEZINAEEANR R,
—RIERT  RERENRREERS  £EETHEERK  BNXSMARKXES  HlI0 : ENSRRE , &
BA EXP, POC, iR, EHNAFRES.

R SRR

BN EN SRR MENSRREHTEEZE | SRR ESHER , ERTEENAREGNR

iw, NN SIRRAARGHITIES

REH EXP. POC, mEFIA. EHFFIAFRE

EL%‘&FEW@EF—EE}ZF EFEMLSHNEES EXP. POC, mEFA. EFMBAFRENRFRRMNARRETE
8. WRPGREHTHE , RESHER  EBENSHFEER  EIRPEEVNRTRENRR , WFEXL

MENTRGEHTIES., RT DAMrE  SPEREAMEGEREN  MRAFEETERN N REGRR |

A NERTINEENRRETX |, sESHIREY IR EEREKEE A TR &, FITEALAFIR" S
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BF@RLFRERE. ERNERTSRMUERLE. #EREARR. XHNTEHSFREIe | RIFS=RETH
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RENZER.
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BRRERSMAMBR S METINR ?
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BRI TEAtRWSREFNRT | A E SRR SRR EEME a0l 53,

AR eRBNRREES AEHT—IX ?

BRTZERSOTRE  BREH—X , BRLTERSSINENELKONRRER | fESXEENZERE
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B R 2RSS T RIS EaEEG ?
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