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o EERITEIERMATEIZEERE kube-system fpB A FLEEZFRA cluster-security-defender fY
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# 1. QUERapRB=E : tess

# 2. QA asiEtcss FRUSSTRMA® © tcss-admin

# 3. 4iEMtcss-adminfIAFtess

# 4. CUEETLIAFHHERSMES  tcss-agent-secret , tcss-agent
# 5. B RIERVSERFAE |« security-clusterrole

# 6. YPEEERF A Esecurity-clusterroleZfRFZ M Stcss-agent

apiVersion: v1
kind: Namespace
metadata:

name: tcss

apiVersion: rbac.authorization.k8s.io/v1

kind: Role

metadata:

namespace: tcss

name: tcss-admin

rules:

- apiGroups: ["extensions”, "apps”, ""]

resources: ["*"]

verbs: ["get”, "list", "watch", "create”, "update”, "patch”, "delete"]

apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding

metadata:

name: tcss-admin-rb

namespace: tcss

subjects:

- kind: User

name: tcss

apiGroup: rbac.authorization.k8s.io
roleRef:

kind: Role

name: tcss-admin

apiGroup: rbac.authorization.k8s.io

apiVersion: v1

kind: Secret

metadata:

name: tcss-agent-secret
namespace: tcss

WS : BRmEmEX
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annotations:
kubernetes.io/service-account.name: tcss-agent
type: kubernetes.io/service-account-token

apiVersion: v1

kind: ServiceAccount
metadata:

name: tcss-agent
namespace: tcss

secrets:

- name: tcss-agent-secret
namespace: tcss

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole

metadata:

name: security-clusterrole

rules:

- apiGroups: ["", "v1"]

resources: ["namespaces”, "
verbs: ["get”, "list"]

- apiGroups: ["apps"]
resources: ["replicasets”, "daemonsets”, "deployments
verbs: ["get", "list"]

- apiGroups: ["networking.k8s.i0"]
resources: ["networkpolicies"]

verbs: ["get”, "list", "watch", "create”, "
- apiGroups: ["batch"]

resources: ["jobs", "cronjobs"]

verbs: ["get", "list"]

- apiGroups: ["rbac.authorization.k8s.i0"]
resources: ["clusterroles”, "clusterrolebindings”]
verbs: ["get"]

- apiGroups: ["networking.k8s.io", "extensions"]
resources: ["ingresses"]

verbs: ["get", "list"]

pods”, "nodes"]

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding

metadata:

name: security-clusterrolebinding
roleRef:

apiGroup: rbac.authorization.k8s.io

WS : BRmEmEX
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kind: ClusterRole

name: security-clusterrole
subjects:

- kind: ServiceAccount

name: tcss-agent

namespace: tcss

- kind: User

name: tcss

apiGroup: rbac.authorization.k8s.io

aBA :

BRRE (TCSS)

PIT LIRSS |, MREEER pod BE BRIRIG BT A NIRBEXRR , WRRZEHIKEETHN , L€

1Z 34 /root/tess.conf BT,

—RA
£ mater T, EAETUT—E#EHAMCIB— B RERAE SR BCE Y -
=12

INEFEIRAILEE openssl,

#!/bin/bash
set -e;

# APL_SERVER FEIRE N M ETAEIRMENE RO
# API_SERVER=http://imgcache.finance.cloud.tencent.com:80xx.XX.XX.XX:XXXX

# LT ESR BPRIESERESCIRBnIRE
KUBECONFIG_TARGET=/root/tcss.conf
CA _FILE=/etc/kubernetes/ca.crt
CAKEY_FILE=/etc/kubernetes/ca.key
TCSS_TMPDIR=/tmp/tcss

# YNRZOpenShiftiig , BTLIERA oc
KUBECTL_CMD=kubectl

if [ ! $API_SERVER ]; then

echo "API SERVER does not set.”;
exit 1;

fi

if | which kubect! ; then

echo "kubect| does not exist.”;
exit 1;

fi

WS : BRmEmEX
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if [! -f "$CA_FILE" ]; then

echo "$CA_FILE does not exist.";
exit 1;

fi

if [!-f "$CAKEY_FILE" ]; then
echo "$CAKEY_FILE does not exist.";
exit 1;

fi

if [!-d $TCSS_TMPDIR ]; then
mkdir -p $TCSS_TMPDIR;

fi

cat <<EOF > $TCSS_TMPDIR/tcss_res.yaml
apiVersion: v1

kind: Namespace

metadata:

name: tcss

apiVersion: rbac.authorization.k8s.io/v1

kind: Role

metadata:

namespace: tcss

name: tcss-admin

rules:

- apiGroups: ["extensions”, "apps”, ""]

resources: ["*"]

verbs: ["get", "list", "watch", "create”, "update”, "patch”, "delete"]

apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding

metadata:

name: tcss-admin-rb

namespace: tcss

subjects:

- kind: User

name: tcss

apiGroup: rbac.authorization.k8s.io
roleRef:

kind: Role

name: tcss-admin

apiGroup: rbac.authorization.k8s.io

apiVersion: v1
kind: Secret
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metadata:

name: tcss-agent-secret

namespace: tcss

annotations:
kubernetes.io/service-account.name: tcss-agent
type: kubernetes.io/service-account-token

apiVersion: v1

kind: ServiceAccount
metadata:

name: tcss-agent
namespace: tcss

secrets:

- name: tcss-agent-secret
namespace: tcss

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRole

metadata:

name: security-clusterrole

rules:

- apiGroups: ["", "v1"]

resources: ["namespaces”, "pods”, "nodes"]
verbs: ["get", "list"]

- apiGroups: ["apps"]

resources: ["replicasets”, "daemonsets”, "deployments”, "statefulsets"]
verbs: ["get", "list"]

- apiGroups: ["networking.k8s.i0"]

resources: ["networkpolicies"]

verbs: ["get", "list", "watch", "create”, "update”, "patch”, "delete"]
- apiGroups: ["batch"]

resources: ["jobs", "cronjobs"]

verbs: ["get", "list"]

- apiGroups: ["rbac.authorization.k8s.io"]
resources: ["clusterroles”, "clusterrolebindings”]
verbs: ["get"]

- apiGroups: ["networking.k8s.io", "extensions"]
resources: ["ingresses"]

verbs: ["get", "list"]

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding

metadata:

name: security-clusterrolebinding
roleRef:
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apiGroup: rbac.authorization.k8s.io
kind: ClusterRole

name: security-clusterrole
subjects:

- kind: ServiceAccount

name: tcss-agent

namespace: tcss

- kind: User

name: tcss

apiGroup: rbac.authorization.k8s.io
EOF

# echo "generate tcss resource file ($TCSS_TMPDIR/tcss_res.yaml) success."
$KUBECTL_CMD apply -f $TCSS_TMPDIR/tcss_res.yaml;

# BlliEUserfAR tcss.key,

openssl genrsa -out $TCSS_TMPDIR/tcss.key 2048

# BIEIEREEIBK tess.csr

openssl req -new -key $TCSS_TMPDIR/tcss.key -out $TCSS_TMPDIR/tcss.csr -subj "/O=K8s/CN=tcss"
# SBUEP Gpk tess.crt

openssl x509 -req -in $TCSS_TMPDIR/tcss.csr -CA $CA_FILE -CAkey $CAKEY_FILE -CAcreateserial -out
$TCSS_TMPDIR/tcss.crt -days 365

# QIR ERETECE

$KUBECTL_CMD config set-cluster tcss --server=$API_SERVER --certificate-authority=$CA_FILE --emb
ed-certs=true --kubeconfig=$KUBECONFIG_TARGET

# QIR ERFEE

$KUBECTL_CMD config set-credentials tcss --client-certificate=$TCSS_TMPDIR/tcss.crt --client-key=$T
CSS_TMPDIR/tcss.key --embed-certs=true --kubeconfig=$KUBECONFIG_TARGET

# IxEcontextfic &

$KUBECTL_CMD config set-context tcss@tcss --cluster=tcss --user=tcss --kubeconfig=$KUBECONFIG
_TARGET

# t#contextEc &

$KUBECTL_CMD config use-context tcss@tcss --kubeconfig=$KUBECONFIG_TARGET

echo "generate KUBECONFIG file success. $KUBECONFIG_TARGET"

4Rk Openshift BLE {4

AESERBELLEENTR/IMUR OpenShift BEtEX 4, FoISBRESBEREE ST , sESH —§
B,

RIS
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1. EEIRSSES LB K8s &58F. BME(E , 155 K8s F B,
2. B%LZ%E Docker RS,
3. E{X324F OpenShift3.0R LA EIRAEN | (R ZIR AT e FEARE AR,

BIELR
WA :

BIMENEEH Kubernetes 35 , RISRABXREEMa ST TRKXS! , AIRERF master TR LEEZRIRAY
kubectl TE , MaJL T2 R Kubernetes EE8HEN G TIEN.

1. A root BER OpenShift &£8% master FrfEiR5588.

2. AR a< |, Bl an R EAIMRRSBE.

# 1. QB =SiE : tess

# 2. Gl =iEtcss FETEMAE : tcss-admin

# 3. giERABtcss-adminfIEFtcss

# 4. CUEERIEAFHYPERSIKS « tcss-agent-secret , tcss-agent
# 5. Bl IEHUSERMAE © security-clusterrole

# 6. YPEER A tasecurity-clusterroleEIfRSEZ M Stcss-agent

apiVersion: v1
kind: Namespace
metadata:

name: tcss

apiVersion: rbac.authorization.k8s.io/v1l

kind: Role

metadata:

namespace: tcss

name: tcss-admin

rules:

- apiGroups: ["extensions”, "apps”, ""]

resources: ["*"]

verbs: ["get”, "list", "watch", "create”, "update”, "patch”, "delete"]

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
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metadata:

name: tcss-admin-rb

namespace: tcss

subjects:

- kind: User

name: tcss

apiGroup: rbac.authorization.k8s.io
roleRef:

kind: Role

name: tcss-admin

apiGroup: rbac.authorization.k8s.io

apiVersion: v1

kind: Secret

metadata:

name: tcss-agent-secret

namespace: tcss

annotations:
kubernetes.io/service-account.name: tcss-agent
type: kubernetes.io/service-account-token

apiVersion: v1

kind: ServiceAccount
metadata:

name: tcss-agent
namespace: tcss

secrets:

- name: tcss-agent-secret
namespace: tcss

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole

metadata:

name: security-clusterrole

rules:

- apiGroups: ["", "v1']

resources: ["namespaces”, "
verbs: ["get”, "list"]

- apiGroups: ["apps"]
resources: ["replicasets”, "daemonsets”, "deployments”, "statefulsets"]
verbs: ["get", "list"]

- apiGroups: ["networking.k8s.i0"]

pods”, "nodes"]
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resources: ["networkpolicies”]

verbs: ["get”, "list", "watch", "create", "update”, "patch”, "delete"]
- apiGroups: ["batch"]

resources: ["jobs", "cronjobs"]

verbs: ["get", "list"]

- apiGroups: ["rbac.authorization.k8s.io"]

resources: ["clusterroles”, "clusterrolebindings”]

verbs: ["get"]

- apiGroups: ["networking.k8s.io", "extensions"]

resources: ["ingresses"]

verbs: ["get", "list"]

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:

name: security-clusterrolebinding
roleRef:

apiGroup: rbac.authorization.k8s.io
kind: ClusterRole

name: security-clusterrole
subjects:

- kind: ServiceAccount

name: tcss-agent

namespace: tcss

- kind: User

name: tcss

apiGroup: rbac.authorization.k8s.io

3. NECEBR (/etc/origin/master/ ) , WA T#< , GIESEH.

# BliRUserFA$H tcss.key.,
openssl genrsa -out tcss.key 2048

# BIERIEPEZEIEK tess.csr
openssl req -new -key tcss.key -out tcss.csr -subj "/O=K8s/CN=tcss"

# SBUEP 4R tess.crt
openssl x509 -req -in tcss.csr -CA ca.crt -CAkey ca.key -CAcreateserial -out tcss.crt -days 365

4. WANIIT S | BIEERFEE S

# QRS BRI E, HPFETE server HEA AR A] NI

KUBECONFIG=/root/tcss.conf oc config set-cluster tcss --server=http://imgcache.finance.cloud.tence
nt.com:80xx.xx.xx.xx:60002 --certificate-authority=/etc/origin/master/ca.crt --embed-certs=true --ku
beconfig=/root/tcss.conf
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# QIR ERFEE
KUBECONFIG=/root/tcss.conf oc config set-credentials tcss --client-certificate=tcss.crt --client-key=tc
ss.key --embed-certs=true --kubeconfig=/root/tcss.conf

# igEcontextfic &
KUBECONFIG=/root/tcss.conf oc config set-context tcss@tcss --cluster=tcss --user=tcss --kubeconfig
=/root/tcss.conf

# t#contextfc &
KUBECONFIG=/root/tcss.conf oc config use-context tcss@tcss --kubeconfig=/root/tcss.conf

5. MANIITFa< | WIESERECE X LIEECE,

KUBECONFIG=/root/tcss.conf oc -n tcss get pod
18R

T ER®S | MREERTpodaiE BREHHE SN TR RX A RSN L ENRERTRN , HE%X
{4 /root/tcss.conf BPH],

—RA
£ mater TR, BATETFUAT—ERAIE—EuERE B SR B E Y -
aBA :

INEFEIRAILEE openssl,

#1/bin/bash
set -e;

# APL_SERVER FBZEIRE N AR ATIEAIEIA TR
# API_SERVER=http://imgcache.finance.cloud.tencent.com:80XX.XX.XX.XX:XXXX

# AT IR BRI S SO IR B IR E
KUBECONFIG_TARGET=/root/tcss.conf
CA _FILE=/etc/kubernetes/ca.crt
CAKEY_FILE=/etc/kubernetes/ca.key
TCSS_TMPDIR=/tmp/tcss
KUBECTL_CMD=oc

if [ ! $API_SERVER J; then
echo "API_SERVER does not set.”;
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exit 1;

fi

if I which $KUBECTL_CMD ; then
echo "$KUBECTL_CMD does not exist.";
exit 1;

fi

if [ -f "$CA_FILE" ]; then

echo "$CA_FILE does not exist.";
exit 1;

fi

if [!-f "$CAKEY_FILE" ]; then

echo "$CAKEY_FILE does not exist.";
exit 1;

fi

if [!-d $TCSS_TMPDIR ]; then
mkdir -p $TCSS_TMPDIR;

fi

cat <<EOF > $TCSS_TMPDIR/tcss_res.yaml
apiVersion: vl

kind: Namespace

metadata:

name: tcss

apiVersion: rbac.authorization.k8s.io/v1l

kind: Role

metadata:

namespace: tcss

name: tcss-admin

rules:

- apiGroups: ["extensions”, "apps”, ""]

resources: ["*"]

verbs: ["get”, "list", "watch", "create”, "update”, "patch”, "delete"]

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding

metadata:

name: tcss-admin-rb

namespace: tcss

subjects:

- kind: User

name: tcss

apiGroup: rbac.authorization.k8s.io
roleRef:

kind: Role
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name: tcss-admin
apiGroup: rbac.authorization.k8s.io

apiVersion: v1

kind: Secret

metadata:

name: tcss-agent-secret

namespace: tcss

annotations:
kubernetes.io/service-account.name: tcss-agent
type: kubernetes.io/service-account-token

apiVersion: v1

kind: ServiceAccount
metadata:

name: tcss-agent
namespace: tcss

secrets:

- name: tcss-agent-secret
namespace: tcss

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole

metadata:

name: security-clusterrole

rules:

- apiGroups: ["", "v1"]

resources: ["namespaces”, "
verbs: ["get", "list"]

- apiGroups: ["apps”]

non

non

pods”, "nodes"]

non

resources: ["replicasets”, "daemonsets”, "deployments”, "statefulsets"]

verbs: ["get", "list"]

- apiGroups: ["networking.k8s.i0"]
resources: ["networkpolicies"]

verbs: ["get”, "list", "watch", "create", "
- apiGroups: ["batch"]

resources: ["jobs", "cronjobs"]

verbs: ["get", "list"]

- apiGroups: ["rbac.authorization.k8s.io"]
resources: ["clusterroles”, "clusterrolebindings”]
verbs: ["get"]

- apiGroups: ["networking.k8s.io", "extensions"]
resources: ["ingresses"]

verbs: ["get", "list"]

update”,
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apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:

name: security-clusterrolebinding
roleRef:

apiGroup: rbac.authorization.k8s.io
kind: ClusterRole

name: security-clusterrole
subjects:

- kind: ServiceAccount

name: tcss-agent

namespace: tcss

- kind: User

name: tcss

apiGroup: rbac.authorization.k8s.io
EOF

# echo "generate tcss resource file ($TCSS_TMPDIR/tcss_res.yaml) success."

$KUBECTL_CMD apply -f $TCSS_TMPDIR/tcss_res.yaml;

$KUBECTL_CMD adm policy add-scc-to-user privileged -n tcss -z tcss-agent;
$KUBECTL_CMD adm policy add-scc-to-user hostaccess -n tcss -z tcss-agent;
$KUBECTL_CMD adm policy add-scc-to-user privileged tcss;

$KUBECTL_CMD adm policy add-scc-to-user hostaccess tcss;

oc adm policy add-cluster-role-to-user cluster-reader tcss;

# BliEUserfA$h tcss.key,

openssl genrsa -out $TCSS_TMPDIR/tcss.key 2048

# BIBIEBEZEIEK tess.csr

openssl req -new -key $TCSS_TMPDIR/tcss.key -out $TCSS_TMPDIR/tcss.csr -subj "/O=K8s/CN=tcss"
# SEUEP Shk tess.crt

openssl x509 -req -in $TCSS_TMPDIR/tcss.csr -CA $CA_FILE -CAkey $CAKEY_FILE -CAcreateserial -out
$TCSS_TMPDIR/tcss.crt -days 365

# SR BRI E

KUBECONFIG=$KUBECONFIG_TARGET $KUBECTL_CMD config set-cluster tcss --server=$API_SERVER
--certificate-authority=$CA_FILE --embed-certs=true --kubeconfig=$KUBECONFIG_TARGET

# QIR ERPEE

KUBECONFIG=$KUBECONFIG_TARGET $KUBECTL_CMD config set-credentials tcss --client-certificate=
$TCSS_TMPDIR/tcss.crt --client-key=$TCSS_TMPDIR/tcss.key --embed-certs=true --kubeconfig=$KUB
ECONFIG_TARGET

# IR B contextic &

KUBECONFIG=$KUBECONFIG_TARGET $KUBECTL_CMD config set-context tcss@tcss --cluster=tcss --
user=tcss --kubeconfig=$KUBECONFIG_TARGET

# ik contexttl B

KUBECONFIG=$KUBECONFIG_TARGET $KUBECTL_CMD config use-context tcss@tcss --kubeconfig=
$KUBECONFIG_TARGET
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echo "generate KUBECONFIG file success. $KUBECONFIG_TARGET"

WS : BRmEmEX
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BRMEE E>N
BREIbE E>S
BEHE EPN
MHEK ESS
[ Shell EPN
XHER E>N
S

1. BF (B eREEHa]

2. FERERENH , BEAR" SRS FEEEREE.
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AT

BIREHATE: 2024-10-17 17:10:00

ARG RENBAEAERBRES IR , E558 bash BE. SEEHITHEH Kubernetes API it HE
AR AEX B S ECE N B S 0BiR(F.

6= (=
B =Rlao

BEDHTRALZSEE bash HE. B2EEEIFITHEA Kubernetes APl Bt BESSHERSE , IHETREME
18, FHRERTIIRER. FtoiSHIneE | SRR RENTEIFSEXUS AT, WRERRESMN .,
RIzERE,

* Z%% bash A : 12t bash BERIt , HEAFWREREHE.

o BEREHMHEITES | RESRENATHT  BYAFICRERENTA.

e Kubernetes API i+ HE : FiEB1EFICR k8s API ARKIAZE.

RiE (PEARHKIENSZEZE) . (ERIEFRFRFEEDNE) AE , BEEERRAD TR | EAH
SIZOEFFEESHEITINRE |, (RIECFRATRIESLEE | LERSENBEES %ﬁ?EO

BRTeRBSTUMREHATREDRE | ENAFRWIEWREBWLESEE. SEBXATEE  BHIlsE
BRI | L BEDIRS G E AEEIERTEE | @WAPRETERT &,

BIIRSS4
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HIRHE
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1. B [BRTLRSEFE]  EENSHT  RERSIEE > HED1.

2. EHSHHINE , RRASOITERFHTRKREE.

o IRAJESAFIRARS | EEASHNIRE LTS | SFHEAE (1F155%, E60o#. T12/\g, E24/Mag, SXK.

E7XR. iE14X, IE30K. IE90KRREEX A ) . BERREMEATOTER | ItEFETERIREMBESE
8, TR,

* REFRFRMHILAE  HESHIRE LTS | SIFHZATCRFRMIE , REFNBATFER. BafmAFRHM
73t

-FEMAFER | ERANERUFREMNFRERSIFIBAFTERESNFER , REERIE. IS5 TERER
EEWA.

-BRATR | RERERERR P TEEERNEIRIRETRAE. SREHERNMETIBRLES N EER
™ SRAEER  FRFEFIRAEMEDN  SEFAFERIAIIRELAIRE ( BERE. 0RET) K
HHrY,

o RFMREEATESE !

o A1 . ATHENEENEFEERNBEEHTES | BaLigIRrMEEEREEEE N BetErE"
BERTSHIHEMREE.

o 752 BEATEBE"EEFTE" , JH—IXAEH TR,
3. EATSH AR EETIIERF | RE" BFFRERAS |, MRFRTAEERXFRIFR. BrFRhA R

AHE (_source ) "B} , JIRFPERIEHEFER. JIFRRZER600005KEHE.
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-B7R - BRIEIERETR LT | EREFRAN  fEEs  ZREEFRSHIERTTRT | FIRPNE
TNEERTHIFER , EfttfETRARED.

SN - BRERIERTTFR LS ARTFRAMN , BEBY | ZEEFRISERTFRTME  MEAMNAE
JIRBABRERZFRAS.

o S AFRFFEELA  RESHEN , BESTREHERRFMAI600005XATSH A | FELRLE
25 NEEIA D,

o UMERIRSIRTR | AFRIFHEO LA  BEIIRIE , TERRFRIIRAREIIET.
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BEEA
L 7 [AE&HHRE] , fERELSHEGERE > BEEA.

2. EAEBAINHE , XA bash HE. BFeEa1EITHER Kubernetes APl it HER B EREHRITHT
B, B'EEENANEEFFEFX , ez iHE/ TRE., X% , BIAXhZEAEHITRE.

3. EHEEANE , SHEEENEFFINRE AR EREDTOTFREE. IEHFEXREATHENTS , &8
TR | BELEY.

= Fadid
L. & [B&ESHRE] , BERE LSHESER > BEEE.

2. ZHEBENH , SRPEEOHEEEREEERT.
* FADWEELS  ZATEHREAZIAFKRERSIE , FRBFELERE  FEIAFRERFER DT,
o REFMERIEEDS  AESEHREILZIAFEEEN  FHaEEHEARE  (NMRBRFEEXRHHIAE.
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RS —EENEESRRE,

DIREiiA
. STHERRGLSIHENG, FENARSESIEASERS,

* XFHEBNZRS=: W : BT, WEZ. £hn. Fx. IE#=. UCloud ERRBH[FFIBASTHE
£,

B Fim > RS

Linux RFESIFRA -

RHEL: Versions 6 and 7(64 bit),

Ubuntu: 9.10 - 18.04(64 bit),

Debian: 6, 7, 8, 9(64 bit),

CentOS: Versions 6 (64 bit)&ZLAE.
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3. EREIES PR IRG R, RSFmEEFLELIN. IRBBETEITER ERIMIE | ERTETE
0, BNEEAMEZRERT .

o BIAREN : BESHEFHRITHENGS , R ESRTEeREE in , FISam B,

o BNTLHEAN | IEECETEAM VPC , BESHIEMHTHENGS , MURESHRRERSE i , BLeaw
SV,

aBA :

* MFTHELBX  TRETHRERWETHENETHS.
o WRKIERFMER P, 2FE R3San< IP FROHEER.

1= . A —| 7 =

TR AR STEMID

1. IZIRLEIES FIMTR A LRI G ST  FIFHMESEIEESHMIA YDLive HIEEI1E1T , RIS,
o Hf7@< : ps -ef | grep YD && YDService , YDLive HiZREBIET.

o HIEFIZETT , root BFAFHEMER , #iT@< : /usr/local/qcloud/Yunling/YDEyes/YDService ,
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2. LEMINEE [ENTRITE , BHEFEENRR > EBR=RSE A EERRSS.

3. Y Agent REETNERIRTS | BIELEMINRS B L.
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Bl VPC EENEIT RS ERIX () « 24utX (JER ) - Rt ( B, EBER. Bmx) | A
WX (&R ) |, BEFABETSEFIBENEE VPC REE |, JLIERTRE iR,

ERERNBEXAE VPC TELRNSERCA , FEEI KN , FELMX (VPN ) 5 VPC {TiE, LMK
HEEFBITWLAERE TR VPC TLRANRITE.

ERIY = e
S . HARDEEET=ERHITEN
ER [BRLRESEHE]  EENSh+RGHESE | # SEWME,

2. ERFEENH  SEARNENTR > DRESELLMRS Agent , TANEEHEELRIESFS.

3. EREIES I, IRSBSERARLATRFIENET | EFTR SR HIEEEE.

4. YRR (M) ¢ BHEEX (b))« HREK ( EE) | HREK ( EEeR ) . HREK (FBR)
MIFARgHBIX ( A& ) HBIX

« SHEHBERETEREERN VPC , NERDEREEN VPC M, EEERAREHSRE.

o RERFERN VPC MESEEEREEREHTER , TS5 SE2RIR.

SE2 : T ARTERTRATAE NS

L AETESRIACREIER (SN . SR (165 . ORI ( HE) | #RIK ( HESR) . SRR (7
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2. EAVERMBRES , B TR EEAREXE , BE +HE , SSHE VPC #E,

3. TE5E VPC 3Bt , MINTESEERERE | BlnIsohk#EiE VPC,

F$B3 : BERBMSEH VPC MIEES &N RIS RNEEIE

1. IEFEFIFBRBBERIREAN |, MIGSE2HiERE VPC SLARINEIZEAMNG, a. ERFAEMSEES
8 EENSHE  REREK , FEASEKWRE,
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SER2chIEERY VPC SLBIRINEIREXN G | SAEHRRERD TRl RERSLA,

2. INEARECEREAN , WREEHE. 2 ERFEMZIEHE  AENSi: , BEREKRM , HARBKMIE,
b. EREAWIES , SE+HE , MHITERBKNLOEE. c EMERKWLEREE  MARSSHREHR
B, BIEJSeRlE = EARISEA,
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o TEMX | BEEEAAEN B BEERNT LMK,
o FABEML @ 151k PIR2 FPikERY VPC LA,
* NI IP HBUERRIHER |, 1BIRE] ]2 BEFEEEFETE— M =RRAY VPC 5L,

EE [FELTEREEHE]  SELBIFNLZEGSHITRE, BIEBN VB EENEN SR LA IP
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IEBER=E | BEBINESEHIE ?
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REIT IDC Bl= ERIRSRIROGIEAGR , Bix IP MikORMH4 ?
BiR 1P 2RSSR P, 3305574 80 8080 9080,

RRIFEE | TTEBAAMNERE RSB ETRAER TRARTEERRR ?
ERIZRT.
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R E MBI FA RS M S IERIET , @NEHEANXNESRE. BEEERERERNERIT/HH—
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BERESRTRE
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SCHETfE PRI R, B, FHl. Kubernetes BFEEENIRS. FINEHE. EHHREIRES
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RIE (WNEBRLZLER(FPEAER) (GB/T 22239-2019 ) , BRRLLRESHEEE=RRIUTEZLEK :
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SRV SBT3 O TEOmeRNE, K8
5 NES 8.144f) Pt ) AR Shell , TR, FHEHERD , X
= s HEY | BRAGERS  BEaL
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BHZeNRFEIARRE. RIFSEEREITRE , EFPRINEGREAREERNRTHEE., R GR
A TREINSIEN , FEDAMIMNMEBHITER | L4&E1. £&iE.

o L&A REEHECE  ERRENCERGHITEEHITRIE.

o FH&E  ABEIRRSHBIVRGRARIES  WSHRERMITHEETRRD. NaimRSFEasmEizi TS/
B,

CEFERER

BR LR, EPEHER TERFNEEFHTECE  NCHBURACHRGHTEAZ LT , IFERS
Bl , BElEEEBANCERE.

AN GEERR
BBRRLBSTHOCERDLOE | BNE TCR $E. BRE CCREE. Harbor (.

 TCR 70 CCR FEEVTABMAR , HEFFENCH |, £ [BEREGNHE] , A LANEIEENREI T &R,

o LHEFREFMERE Harbor BEERT , EFRBFHENCERBABRGR . [ CERETHE] , BNA AR
HEEE > MEREC  KEKRWIICEREAERE. EEtIEm.,

S EECERIERR
EICFERETHE] , DEFERFAHERGH TR AERG. BiE<k A (FREERNmEESEENR
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BH EXP, POC, imiEFIA. EFFBFTFES.

POC ( Proof of Concept ) : BIi@Id—EfA S H5IRIEBE IR AAASLIF(E.

* EXP (Exploit) : —EIimEMIFIBANFEREEE — NERRIRREIRE S , TLAMESEE T2 T FRIERY
MEBLARFIRBRITIIE.

o TIEFARE : ENEETUERBE NS KRN EHF B MRRE. fnXsEsaRRTr RCE (IZENE
AT ) IRREERAK , WEEEH OFratEd limA TRt B TIeEES | SRRt R RRETE
FFRRTIEIRE.

* NHAARRE : IBEEGIERNEGHEMRAYRIHE T SIS HA B ERR. iR RIRE M
RSB IhREAIEAR I RR |, LARAARIET R, Al itRNR RIS BRAFRERSEERNIREER
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R =R

BN EN SRR, MENSRRHTEEZE | SRR ESHER , E/RTEENCERGNR
i\, NN SIRRENCERGHITIES.

®EA EXP, POC, i=fEFIA. EHFFIAEFRE

MSimEESETME  EFEMEHNERSR EXP. POC, mfEFIA. EHFBSFRENRFRRAIN BRERTE
8. WRGIREHTHIE , BESHER  EBENSHFEER  7IXRTEEVNCERGINRR , WFEXL
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1. EEERG , PERE LSRRG,
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HHEARI.

B2 : FEG

EFRIERURFE | JRIERNARGOHENT R ENRS | BRGEERRMEET. AXRUSEITE , PR
LRERGEITESR. EEFE | UREERNREGIIRE TI6E.

FFEIE [AREGRE] [ BIAMNS PR, DAERERNRGRIST  EEFEAERRXCH SRS,

EESIRERR
FPRRESTAE | #A (RREERE EEHH R

NESELWRER , RORSTRERRIAERR , SHFERRIE , RS EMNAEGIRRET.
—RIERT  FESEERIRRS | LSS TIFREA , BNKSSRRORIES , FIN | SRR, &
55 EXP. POC, IHEFIF. HHRIBSFES,

AL SRR

ZNEEEN SRR, MrENSRRHTEEZE | SRR ESHER , EIRTEENAREGNR
iH , WEEN SRR SR TIES.
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