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#eatSER)
IRV SMELf

BITEFAYAE: 2025-10-11 18:10:00

EFRWSIINERSE | BidiniEsmisa VPC 89 CVM |, 7£ CVM EZR% VSM ZEFRIREETE , I TE |, MIASURINERS LA
IP NimSHIAsEAIEE. IMEERMSLAY CVM |, ERFIFHUITEE | AR LAEREMENAHEER UKey .

1 7E [(AEE) &, 707 LEmEs)] . biness

2. Dk [REEANIRE] . raik [RSEAIEE)

3. BEIFERE LA VPC 189 CVM |, 7£ CVM %3 VSM ZEFRIREETER , fTATER , MASIEINZRSS LR IP XinOSFHasesl
%EEO

4. BIRIEAERTTRIE R SERIIAILER USB Key FIARSSSLA , FHRIBRMAIFFAFMHTLSHA.

WS : BRmEmEX 24 0 H84
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~ls ] N=1H
7 WAl
B A A): 2025-10-11 18:10:00

SNIEBE =N ?

o MRERNFSHBEESTMENERENTBX , JLUEEIENSEFIIMANZXE VPC &, BB IRMNSEER.
o HftiXiaJ LB VPN BEFERRINEL.

Pl , EAlcERERRIES D= INENSLE ?

EBENMNKERZALARIESNLG , aNREHEREILT SNLA |, BEFRR TR 7RIS,

EhnEZE s Windows Server 2008 IR{ERSNG?

THINEALHISIEE Fim il Windows R4t , EEFIFREMR |, HEZEEER Windows Server 2008 B{ERS.

SNERREX S RBIR (USB key ) ?

EMIRINENLSIE  BEEBSDIRBIF (USB key ) HTLHINEE, BLEERBNZSMEXEN  ESHIBERAE TR
ZEST R , FISRRAELHSMIRBIR (USB key ) BIZFIX.

WS : BRmEmEX 58250 #84
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a5

BRITEHAYE: 2025-10-11 18:10:00

R RR
BB tER ( Hardware Security Module , HSM ) LA AR S 2 2RSS 9IRS IR,
ZINENSLE

TINENEFIRE e E R AR, LIRS SR R INEEIRSS 6.

UKey

UKey (USB Key ) 25 BEARIRSEBRHIINAIE—FMHIRBIAIERE. &5 UKey SIRSZLAIEEE i , STAXIIRSEAINZRE
H,

BRI
FWERE ( Virtual Private Cloud , VPC ) REEBNEIRBHESHNNERATTE. RE. RE. RN LGRS

B SER
R LR 2ER (virtual security module , VSM ) RUAEHMEA/ AR L 2 INEIRSSAIBRSSIEIR,

WS : BRmEmEX 5826 W #84
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5=
EIINETIRNSEHESE

BITEFAYAE: 2025-10-11 18:10:00

EHEA

ezl ->chiERE->SETE-> SRS EYIRP AKX T CLOUDHSM~REEMNETNRESRESE. It SEHEIRAIELN
BHRERE.

EEE

SRR E,

NUER SN

SEFRIIEERA , IS RENIREES | EIIIENVASRBEEMIL S ERIEEZ RO K.

REIR A

1. RERRILRIRE.
2. REEHRE.

QIR

S | EwebREIGEVSMITS , MEFEREREEEVSMER. ESHEEHAESS tdoud-cloudhsm-api F28, $E82 : FifE
VSMIZERS , BHTVSMAGERANE | (RIS, 83 WEBpodKEEEIRunning , ER#<Ekubect! get pod -n tce

lgrep hsm , IEFIRSINTE. 84 : ANRCloudHSMIEIEET(E , HEAEXPODEE BEHAIRIEER | RIBRIEHITHENAYHE |
ERHElogiRfttenFaERHE.

WS : BRmEmEX 5527 I 84T
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INEZHEIEREE

BRITEHAYE): 2025-10-11 18:10:00

EHEA

ezl ->ahiERR->SEaTE-> SREEIRPRAXRTINENLEREE. WEENBEHINZNHSMRESH.

EEIEE

LEZ . TE,

XIERGFERIFN

SRR , IR AR , 2SI A S BRI £ QI B,
RIEEEES

1. PSS

2. PUERBIS,

QIR

NEEHGER. HEBKW  FTERBF”LNS , MUERIINENEHFE. 2. hsmEE-hsmLflFlzk , REREEEINENR

RERER. 3. &FES8hsm , AILIERMhsmitTvsmeli |, PAERHEvsmIE TvsmEBAIE | BRIl SSiEstE. 4. HEpodik

WS : BRmEmEX 5528 TW #84
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X BIHSTCE

APIS A

HURNNZRSS ( cloudhsm )
BRA (2019-11-12)

API #EiS

BITE#AYa): 2025-10-20 17:05:51

APIERZ

V3

HithzO

ORI
DescribeRegions
DescribeSubnet
DescribeSupportedHsm
DescribeUsg
DescribeUsgRule
DescribeVpc

DescribeVsmProperty

REIIENSEAIER RO

AR

CreateResource
DescribeHSMBySubnetld
DescribeHSMByVpcld
DescribeVsmAttributes
DescribeVsms
InquiryPriceBuyVsm

ModifyVsmAttributes

WRFRE - BRmERMEX

=Nz ( CloudHSM

EOIhAEE

SREUthEE 2=

BHiFMIIE

SREN LRI A S AR &SR
IREBFZ 2R

KRR HIFHE
EiArhEREESIZR

IRENVSMEERS =

FEOThRE

BlIEVSM

J@id SubnetIdFkEHsmETRE]
B VpcldZRENHs Mz REL
FEVSMIEH
SRENFFVSM71ZR

13

EVSMIE M

%29 ;0 84

)

=



O BASTCE

EOBTR

TerminateVsm

WS : BRmEmEX

EOT0RE

IREREUINEEA

Z=ANEA ( CloudHSM )
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\ :l: LY
ARSI
=7 A&
EOSEV]
BEEFATE): 2025-10-20 17:05:52
BR=E/MEX APl X8 MAEERETEMHIIE , BIEMEREZTEEATLBERSHPEEEZEE ( Signature ) LUISIEERES

7. ELEEHREEEER , REFEIEELE Secretld ] SecretKey ; EFFEZELEEIL , IBRIESAPIZARNERIE , BUTEAE
FBz=APIEO.

= .

1. RiFReFEiE

HEEIXER=APIZE] , BRIERAPIZSANHRIELEEIE. L2 EIUFELE Secretld 1 SecretKey :
e Secretld FBF#RR APL EREBH

* SecretKey BT ISR F A BMIRS SRS E FRTRIVER.

* FAPRITEEREREEIE , BRtE,

HiBLZEEIINEREERIT -

1. ERBN=EREXEEPOEHIS.
2. BI{E=APIZSARIEHIETAE
3. E=APIESETUHE , M [F7E] RIRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELUBBILT Secretld / SecretKey,

2. ERE R R

BT ZeEiSecretld f SecretKeyfs , MATLAERESEZERT . IUTREERSSHRNIFMSFE :
BRIZFFHY Secretld #1 SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

AR RERERA , SRR RRERIEN Secretld 1 SecretKey B TIREHR(E !
LA=RRSS 2R EEXLIFIZR(Describelnstances)iEk A6l , SRAFERX—EOR , HiERSHETRENT:

SHER 3L 248

Action 555 Describelnstances

Secretld #=AId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E I[N 1465185768

Nonce PEHLIEEEEY 11886

Region SEARRTEXIE, shjr

WS : BRmEmEX 31 #H84
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e C 3L SHE

Instancelds.0 FFEIRRILGIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. SR

BAEMEERSERSHEBNFEE ( ASCHRE ) FAFHF. T8 1) RIESHSHTHIRF | SREFRTINET , F&5tA/0 ;
2) #% ASCI 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARREE. ARTLUERRIZES PHIE%
HEFFRESRSLIIX—INAE , 1 php B8 ksort i, HIRRBISEHIHEFRERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

‘Region’ : 'shjr’,

'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

EREEEFRINESAR , X EERGIFRSEHTHR | SRINER—SEH.

2.2, BHEERF AT

WWEBERMBERFGER. HE L —THERFRERSEISTN R SRR ="S81E I | 11X Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIAE B Action=Describelnstances . ¥ : “S&E"HERIAETIEurRREROE.

REBEIHENS IS8R HEE—R | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=shjr&Secretld=AK
IDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESEFFRER
WSBENSERIFRE, SREFHRHEUT/LNSLML:

1. iEKAE: S2RF POST #1 GET 5= , XEB(EF GET i53K , TR HENEKE.

2. IERENBEESLIFIZE (Describelnstances)§9i5K1E4Z 5 : cvm.finance.cloud.tencent.com, SCRREVIE KIS RIEEOFEERIIAR
EARE |, #F S5,

3. BRI HRRAZAPIFIERIEREERN / .

4. iERFRIE: B E—ERRNERFRIE,

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES
TOIRIHERERS

WS : BRmEmEX 32T #H84

=
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&\Version=201
7-03-12

24, EpSEREA

S BRAERSER, BEEMER HMAC-SHAL EiEY E—S RSN ERFOIFRFRHTES | ARKBEMNE S RER Base6s #1745
13, BIERIGRERIER A,
BRSNS |, LA PHP BS54
$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE& Timestamp=1465185768&Ver
sion=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBEINEEEN:
EiP9YW3pW28FpsEdkXt/+WcGel=

ERRCERRIHESTAN , IR ARG TERIIE , BRNERHS6IFHhaI—EEE.

3. ERRIRG

ERAIS R BT REEIRIFNIBRESE , FEXHET URL %3,

N F— S RIS Z A EliPOYW3pW28FpsEdkXt/+WcGel= , B{EFIR0RE HRIBREE ( Signature ) 7
EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Ei5RTFEMSRAER URL,

AR NRAPKRISKSER GET , Bi&i5K51%58 POST @it Content-Type A application/x-www-form-urlencoded , MI&iXiEK
RAEERSHEIREM URL RS , SHRBN-ASARERG. IF ASCI FFHE URL RISAIFRESELL UTF-8 #{T4%i8.

R | LREIESH http BE2EESFTESEHT urlencode , FEXFMEN T , MATREXIERBHT URL 3T , BUAX URL 4
HeSHERLM.

R RthSBEbBEAR{ TR , MESRA RFC 3986, R %XY MEHFRPUINFHTES RS , HP XY A+
(0-9 KB A-F) , BRINEE5IRER.

4. BZEM

HRIESSIREN | FEUTERRMANEIRS | SHRIESIREAE

RS fEIREA
AuthFailure.SignatureExpire BEILHR
AuthFailure.SecretldNotFound IR
AuthFailure.SignatureFailure ER2HER

WS : BRmEmEX 33T #H84
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RS ISR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 APl ZHE3EAY )

5. BRIER

TESCRRER AP 3.0 BY |, T EFARENBASSHMEX SDK 3.0 , SDK HETEZMITE , FFRIN RS T RRMtiEaEOae, #
MSESI SDK b, MRTSTISIRIBES -

e Python

* Java

* PHP

* Go

e JavaScript
o NET

ATEBRNERERITRE , THUSIMREES A0 B OANERTERRIIL. BXkES. ARIROMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN | TRTAIBRERMA SDK.

REEHHAY url TJ8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-
09dx96dg&.Limit=208&Nonce=118868&Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signat
ure=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPREERENN | HEBEARRSHEIRE |, RIaNSRELL url FEXSEEHH I FEER curl Em<SERISIREESN
Hix | ERH. ATEE—NMTLUEERER url |, FEERUREIFH] Secretld 1 SecretKey NESLAVESE | FHERRFHBIRTEEUE
79 Timestamp ,

IR ETENTRAT  ARREES  EER—ESEXITEREIR url JEEEEMAR , RIASHNINFARR | (EXHAIER
. REMAESHEE  BESITEIERRIE.,

TR LIMURB(ERT APL 3.0 , FEEERATHEMNERRE | BMERIERN APl , BTFEATERBLSHERUEER |, B
XS R BYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);

WS : BRmEmEX 34T H84
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// SEFRERur RS SEIRF S B ER

for (String k : params.keySet()) {

// BEEXFEKBHTUrlencode , BT keyEERRNFE , Bt XIHvalueitfTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LAEEIHEF

// SCRRVEFBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // A&

// SRR R R 2 e R A2 Bkt ] , 5140 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~"FHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // A48

params.put("Action"”, "Describelnstances"); // 2NHE%(

params.put("Version", "2017-03-12"); // ~H5%

params.put("Region”, "shjr"); // ~AHS#

params.put("Limit", 20); // A53&%§

params.put("Offset", 0); // S5

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // "%t
S

System.out.printin(getUrl(params));

}

}

Python
IR (IRETE Python 2 IMEBHEST , EBELREE requests (KIS :  pip install requests
-*- coding: utf8 -*-
import base64
import hashlib

import hmac
import time

import requests

WS : BRmEmEX 5535 W 84
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region' : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IbSSCRRER | AShiaaTeer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)

WS : BRmEmEX 536 T 84
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= Aol

EOSHV3

BIFESAYE: 2025-10-20 17:05:52

B ZEREX APl S8 MAEBERKFITEMEIE , IS MEREPTEET \/itla:k%éizq:’tﬂéxgﬁ ( Signature ) LASIIESKES

B, EBEEHTEFIIERN , ZEEIUEELE Secretld 7 SecretKey ; ERFERSEREFIL , BRIERAPIZSARERE , SNLERE
BZ=APEEO.,

‘EEI—‘—I =
1. HiFREFIE
EFERERTAPIZAD , BRESAPIEHNEABEREFEIE. REFEIEELE Secretld # SecretKey :

e Secretld FAF#rR APLERESH
o SecretKey FIFINEEE Z R BIIRS S ImICIE S E FRTRIEA.
s AFPWIITIRRERTSREIE , BRitEE,

RIS ZIENEARLS BT :
1. EZBN=EREX SRR OEFIA.

2. BHE=APIZSBREHI A TE
3. E=APIZSETIHE , mis [F7] RIRJLARYEE—XdSecretld/SecretKey

TR AREKSRESELUABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data PN | json IEXERARTBISEOSTE |, multipart 18z
RENEWSEONE: | IWEHZEOAEEER json 18IUER | &5 BRSO A,

THEURRSSHREA MNXEHFIRIEAFIF  SEBRNBERRHEITRE. BAWBERTERSTAZIZRMNSEL : Limit 7 Offset ,
{£F8 GET 7558,

BRiIZFIFAY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAEIE R
RIS HHEHIEIERKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , AR GET ;

WS : BRmEmEX 5537 I 84
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e CanonicalURI : URI £%§ , API 3.0 EEAERKT (/)

* CanonicalQueryString : &€ HTTP i&X URL RIEE=RE , }F POST K , BRENTFRE |, T GET &K, WA URL FF
5 (?) GENFZAERS , ARFIBYES : Limit=10&O0ffset=0, jF= : CanonicalQueryString &4 URL 4R/A3.

e CanonicalHeaders : £5&&ZRILIER , EPEE host F content-type LR , BATIMABEXHLSFSES B IIREEEE
SKEYE—MEFNZ M. HHENN : 1) k&6 key #0 value Si—#ER/\E |, FEISERETIE | 1R key:value\n #8z{HE ; 2) 2/ LE,
HRRBSLER key (/NE ) ROFEEHEFRHITHHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £5&ZAEMER | IRBALXIERBMLLIS S5 TER , # CanonicalHeaders B ZRILEAEE—XIMNAY,
content-type #[1 host J9usifEsLEB, HHENN : 1) L3R key ZB—HA/NE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ : content-type;host

* HashedRequestPayload : IEKIEXHIIEHE |, itE /5% Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 33 HTTP i5
KEE/NEX payload fff SHA256 5% , AF+7 #HmD , RERIDHREEMR/NEFE., = : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload Bl HTTP i&SKIEX payload,

HRIELLEAIN | OIRERIRAGEIERENT (ATRNEW , \n BITFHIEESRITEHFI—TEK ) -

GET

/

Limit=10&0ffset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER IR
AU RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BATEREA TC3-HMAC-SHA256 ;

e RequestTimestamp : ERAFEE; , BIERLERAY X-TC-Timestamp BU& , AN ERBIERS 1539084154 ;

¢ CredentialScope : EIFEE , #&= 9 Date/service/tc3_request , @& HER. FHERARSFIZRIEZFFFE (tc3_request ) , Date 79
UTC tRERTEIREHE , BYEREM LS X-TC-Timestamp #25AY UTC iRAERIBIERE—3 ; service AF-@m& , XASEBI5R
BZ—2, 180 cvm, SN ERFLEKR , BYEJ 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASBHHEFTENECIERENEHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

P

1. Date /MBS AR X-TC-Timestamp i+E15%) , BRFX UTC+0, WMERIMARFARXEE , FIE/\KX |, BSHEX8E
AR, ERZEMBERVERM. RigiTiE&/s 1551113065 , f£4/\XAYAYEE 2019-02-26 00:44:25 , EEITEEE
#9 Date BY UTC+0 BYEHEARIS 2019-02-25 , MAE 2019-02-26,

WRFRE - BRmERMEX 538 0 #84

=
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2. Timestamp X/REHRIRFATE , BEBERRSEHENEREERSH , MREEETADHPNSERM. MNRKASEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZSHHER ) .

HRIELA LA | REIFPERIREFERFRHRUT (ATRREN , \n RTFAEESEITENRI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. iH8SE
1) HEIREREEE , (hRBUIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date ==E=8. , a0 L5~ , 792018-10-09 ;
e Service : B Credential g4 Service ZEREE. , A L7R=0 , 79 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRESZER ;
e StringToSign : BIZB2ATEBRINSFSEFRE ;

2.4. #H8 Authorization
AN ™RRCHE Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ', '

'Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
e Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M tX , EIEEHE ;

* SignedHeaders : L £ , 258 ZHLIHER ;

* Signature : £

HRIBLA LA | IR EEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl174c474
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RETREIERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&0Offset=0

=INZAL ( CloudHSM

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr

. BRERW

HRIESSIRER | FAEUTERKMANERG | iSRIEIRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX

I PSS
BRITH
BRI
BRER
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ZRIEE ( RE= API Z$EEHY )
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "shjr";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkkkhkkk 55% 2 ;#?%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk ./If_ﬁ 3 o .L-l.%%g kkhkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkhkkk $‘9¥ 4 j:}’fl:g Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

WS : BRmEmEX 41T H84
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkhkkhkkk 53% 1 o ;#;g;m;ﬁi%*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# kkkkkkkkhkkkkk 5% 2 : T#*%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"

WS : BRmEmEX 420 H84
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkhkhkk ig% 3 : H’%Eg *khkkkkhkkkhkkkhkk

# ITEESBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *khkkkkhkkkhkhkhkk 552’% 4 : ?#*% Authorization khkkkhkkkhkkkhkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEOMINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}

WS : BRmEmEX
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15 KE5H4)

BIFESAYE: 2025-10-20 17:05:52

1. fRsSHbit

=Nz, ( CloudHSM

)

btz (Region ) RIYBERIEHEH OAMIEXE, BRZEMEXZIWIEAREETERE | RIEARtbESERAEEISEE

BiElt. ATRHEHEE. B THRE  @EIEREELEEFRIbE.
ERTLUEIT APIED EiiHbIR B TAritETIxR.

2. BIEhY

BN=SREX APl UFFEIEOMET HTTPS TS | RESR2MNEEEE.

3. BKTE
S50 HTTP IS0 E:

* POST (##%)
o GET

POST iE3kz#569 Content-Type 28! :

* application/json (7 ) , X4RfEA TC3-HMAC-SHA256 & 757%,
¢ application/x-www-form-urlencoded , %Z{FFE HmacSHAL 8 HmacSHA256 && 757X,
e multipart/form-data ( {NE8EOSF ) , WRER TC3-HMAC-SHA256 &2 5%,

GET B3SRBS RE A/ NARE#BIT 32 KB, POST iERFEAESEAEHN HmacSHAL, HmacSHA256 BAE#8iZ 1 MB, POST i&EKEAE

#&FiEA TC3-HMAC-SHA256 Ffz3% 10 MB,

4, FRIRAS

(FEFAUTF-84%%3.

WS : BRmEmEX
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IR[EIZER

BIFEAYE: 2025-10-20 17:05:52

IFfAREIEEER

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HIEFAT) , EeJaerOREIT

{

"Response”: {

"TotalCount": O,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMNERH Requestld REENFE , TiCIFKRHEINEE , RE APIET , UHESIRE,

* Requestld FBF—> APLiERAIE—IRIR , W5 API HILRE |, SJLABKEREA] , FHREZ ID KRRERE,

o [RTEEMNFES , HRIWARKREOENNFER  AENEOMMRENFES IO SXEFREN. HFIHE TotalCount
InstanceStatusSet 59 DescribelnstancesStatus £ OENXIFER , BT EREKRNAFREMEZE=RSTLH , Bl TotalCount
FULCER FEBRENES 0, InstanceStatusSet FIRI9%,

tHIRIREIER
ERRSN , EEEERATN

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMEEZISKARKM, Error FERMEREAERRY Code 1 Message FERTE LM AT 2 EIREIRY,

* Code FREMHBIIERID . B kBT LS RIBZ RIS E A HEIRSF SR O M AYE IR IR EmE IR R EFIRR
BE,

Message BRHTXMEIREENERERE , BESEESAEMN | WAL BFRISTEREH , P ARKEXMRE]
&.

* Requestld FBF— API iEREUE—HIRIR , N5 APL HIIEE , STLABCRIRA] , FHEMIZ ID SEARREE,

NIRRT

IREIZERPUNIRIFAE Error FER , NIZRBA APLIEOIKM,  Error iy Code FERFRTMEIRD , ATE A SSERBEHINAYEEIRAS A AL
IREG , TRV T ARG,
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure. MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

TRIRIEA
ERAEE (A2 API AR ) |
MFA $5ig,

AR,

R

SEZIULIN

%

SRR,

k

token f&iR.

Bk CAM 1Y,

Z=H0ZAH ( CloudHSM)

DryRun #{F , RFBFRGSEMING , RRSET DryRun 2.

HERERIL,

REREIR.

EORMFE.

SHIEIR.

SHEYEEIR.

B ECRPR .
ROSEGEIR.
EOMARFE.
IERAVREGET T IRERPRHE
RiRH G .

BB E.

BIRMFE.

BIRAEI A,

RIRBUE(E.

RASEGER.

BRI,
http(s)iEXIMMYEEIR . R>2FF GET # POST 15K,

EORSHSATEhEL,
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\H5

VAN

VTSR SRR 2025-10-20 17:05:52

Z=H0ZAH ( CloudHSM)

HEYRATRRBFIZOLSNENSE  WIFE | A MEORBRARO AP ABXLSHEHTRE  EERERKIETEE
}E XLESH , FREERKIERIEK.

ERTTE V3

58 TC3-HMAC-SHA256 &&757ART

SHETR St

X-TC-Action String

X-TC-Region String

X-TC-

. Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

alil

alil

el

alil

i

AHBHEES—HEI HTTP Header iEkLE+ , 20T :

%

BEIEOSR, ESEEOXEPMASEATESE Action B9RE. FIIN=IRSENE
EEFIFIRZEO |, BUYES Describelnstances,

WIS SRR BRI EI MbERIEE. RORZAEEESE R OXETRAS
NS4 Region AUGHR, 1R | EEROATFEELEZSY , BOEPIILATHI5R
B9, RSB EEEBIZSHBARERL.

=1 UNIX BfE)E , EliCRAH#E APLiERAIATE), g0 1529223702, & : (IRSMRSS
RHEMEEBE St , 25 EEERITHIER,

R APL BURRA, EUESHEOSEHRASRILSE] Version BiRBE. HIAIZARSSERAIR
& 2017-03-12,

HTTP fRAESHIAIESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : €£75,% , BRIEENZE ;

- Credential : £&1EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EFENRHSE X-TC-Timestamp #E/Y UTC FRAERNBEIREE—E ; service AFm& , &
RSB mREE—E, flgicvm ;

- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9wsifksLEp ;

- Signature : EZFWE,

IREHEBETRE Token , EELESIGIIZA—RER. IGETZ5EF0 Token FEEZ5 0 STEIR
SREBZEOKE, KEIZHEAEE Token,

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (0T

SHETR RE
Action String

WS : BRmEmEX

=
=

fiik

BENEOSIR. BESEEOSETMASENTESE Action B9IREA. FIaN=IRSEE
EIRsLHIZIZREO |, BUEA Describelnstances,
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SHBR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

ss IR

s

String

Integer

Integer

String

String

String

String

String

ali

il

i

i

Z=H0ZAH ( CloudHSM)

fk

Wi Sy, SRR B EI MBIEAIEE. FOESIAMEREESE EZ O REA
S NS Region ROGER, 1R | RUEOATEECRZSEH , EOEP RIS
BIRER , LRSEMEEEBZS AL,

Za0 UNIX Bf[a)8% , FJicRARE APLIERAYRTEL. FI01529223702 , MRS =F1H(E
BETK , 25EERTHER.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHAE_E ERiBERIRREDH] Secretld , —4 Secretld XFRME—HY SecretKey |, i
SecretKey SFRARLIEREE Signature,

BRESR , FRBIERERNGEN | FERFRIELFRBMASEITESH. Bkt
BIEESNEROSSHE,

B{FRY APLESRRA., BUESEROXETASATSL Version B, AIN=RSES
A9RRAS 2017-03-12,

BEZ5, , Baiszi: HmacSHA256 #1 HmacSHAL, REIEEHES%E05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIFER , EttiERIIEHERE HmacSHAL I8IEES.

IRESHEFFTAEAY Token , FELSIRRIEZHE—EMEMA. IRRTEEM Token FEELRE
EIRSSEMEORE. KEARPAFE Token .

bl (Region ) RIEYIERAUET OAMIEXE, BRZEeMEXZMIEAEEZETERE | RIEFREtESERAEREIREE
it ATRENRRE. 25 TEEE 2 GERRFIIEEFaIthE.

R LB APIEDC ENAMIESIER EESTRAIIETISR.

WS : BRmEmEX
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Hftiz
DescribeRegions

ERITEHHYE): 2025-10-20 17:05:52

1. O

BOEREE :
IREN IR
FONROIBRIRERIRE] : 200R/FD,
O SEHAYE : 2020-05-09 15:20:58,

EOBRIRE R EM,

2. NS

LINBERSHGIRNGIH T EOBRSEFIED AHSE , <&

SHER D4y FEFNULL it U

Action = = String
Version = &5 String
Region = =

A Y 24

3. HEE

SHER &Sic) fER
TotalCount Int64 sz E
Regions RegionInfo e dlEs
Requestld String E—iEK ID , 8RiE

H >

4. §EIR1S

UG T 2O SSIZEERAUEIRD | EhERISFEN LS

FEIRD

ResourceNotFound

WS : BRmEmEX

cloudhsm.api3.finance.cloud.tencent.com,

Z=H0ZAH ( CloudHSM)

NHSE, A OHYE : DescribeRegions
REBH, AEOEE : 2019-11-12

String S, iEERENEI DescribeRegionsiE NEE @ SFHIMEZIZR

KREBRE] EFRERRERHIZXIBERE Requestld,

N
iR
BRAFE.
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HIRD
UnauthorizedOperation
InternalError

InvalidParameter

WS : BRmEmEX
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BRI,

SR,
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DescribeSubnet

BIFEAYE: 2025-10-20 17:05:52

AR N

1. EOHAR

EOEkigE : cloudhsm.api3.finance.cloud.tencent.com,
EEFNTIER

BOAEZEOIERIRERPRE : 200K/F0,

EOEFAYE : 2020-01-16 11:01:28,

BRI S-S &N,

2. NS

LINBERSHGIRNGIH T EOBRSEFIED RHSE

SHER Wk FREFNULL &Sic) TR
Action = & String NS
Version = iy String N>
Region = B String V
Limit = a Int64 REIEE.
Offset 2 S Int64 REE.
Vpcld = B String
SearchWord & & String B
3. S
SHER it fEA
TotalCount Int64 REIRSFRIEE.
SubnetList Subnet REIRSFRILHIFIR,
Requestld String
4. ER

UG T 2O SSIBAEERA0EIRD | EfERIRFE R AT HEIRD,

WS : BRmEmEX

Z=H0ZAH ( CloudHSM)

HE%, ANEOEYE : 2019-11-12

AHBE, tuiREEANEd DescribeRegionsiE & &R FHIHBIRTIZ

EEHEEVpd FIFMISE.

E—IEK ID , 8RIERESIRE. EMIARISFEERAZRIEKRR Requestld,
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RS ik
InternalError WEBEEIR,
InvalidParameter SHEEIR.
UnauthorizedOperation RIFURE,
ResourceNotFound RIFAFE,
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DescribeSupportedHsm

BIFESAYE: 2025-10-20 17:05:52

1. #OfEA

EOEkigE : cloudhsm.api3.finance.cloud.tencent.com,

SREN AR AT ST AOIRE IR
BONEOIBRIRERIRE] - 200R/F,
EOEFAYE : 2021-10-11 17:56:40,

EOBIIOEE NN,

2. NS

LINERSEHGIRNGIE TEOBERSEFIED AHSE , &

SHER ik RIFNULL XE 1A
&

Z=H0ZAH ( CloudHSM)

Action 2 S String ~HB2E, KIZEOBYE : DescribeSupportedHsm
Version = &5 String NHESE , NEOBYE : 2019-11-12
Region = & String NS, MiESREEIY DescribeRegionsiEZ &&= R ST

3. BiHSE

SHETR St 1A

DeviceTypes Devicelnfo LRSI ATSFANIRE IR

Requestld String HE—EXK ID , ®XiEKRESIRE, BRI EEREIZRIEKA Requestld,
-3
EllBEﬁE_'J

UG T OSSR A0EIRD | EERDIER AT
FHIRAS

InternalError

InvalidParameter

ResourceNotFound

UnauthorizedOperation

WS : BRmEmEX

fHA
RBREIR.
SEEIR.
RIFAFE.
RIBUELE.
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DescribeUsg

Z=H0ZAH ( CloudHSM)

BIFESAYE: 2025-10-20 17:05:52

1. #OfEA

EOEkigE : cloudhsm.api3.finance.cloud.tencent.com,

IR EIAPPIdIRE R R EsI%

FRAZCEISRERIRS : 200R/7D.

EOEFAYE : 2020-01-16 11:03:14,

EOBIIOES &N,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER whi%E
Action =
Version 2
Region =
Offset =
Limit 2
SearchWord =

3. WS

SHETR ESid
Sglist SgUnit
TotalCount Int64
Requestld String

4. FEIRD

PAIMRFIE 7O SZEEXANERES | EERGFE N ATER

HEIRD

=

oy o oy oY

iy

WS : BRmEmEX

FEFNULL - 58U fak
£

String N

String  AHSE, AEOBYE : 2019-11-12
String A2, SR ENEI DescribeRegionsiE & E R S0 IZR

Int64 fmEe , HOffsetFILimittI N0 E—R R EIFFENZEEs K.
Int64 REE , HOffsetFALimittIH0RTE—R IR EIFFRENZEETIZE.
String  EERXHEF

fik
BRRZREE5ZR
BENZEEHE

BE—EK ID , §REREPRIRE., ELIDRASFERAEZRIBERAT Requestld,

hra)
°
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DescribeUsgRule

BIFEAYE: 2025-10-20 17:05:52

1. #EOfER

EOEkig® : cloudhsm.api3.finance.cloud.tencent.com,

RN EIFE
BONEOIERIRERIRE] - 200R/F,
RESE#AYE : 2020-01-16 11:02:31,

EOBIIOEE NN,

2. NS

LINERSHGIRNGIE TEOBRSEIMO RS, T

SHETR Ik RIFNULL K8 TR
Action P S String nHts
Version 2 N String
Region = B String N
Sglds = )

3. EHSH
SR ESid) R
SgRules UsgRuleDetail REEFF
TotalCount Int64 RREFFHE
Requestld String

4. HRF

UG T Ol SSIBIEERA0EIRD | BERIDEN A THEIRD,

EIRED
InternalError

InvalidParameter

WS : BRmEmEX

Z=H0ZAH ( CloudHSM)

NHSE, KZEOBYE : 2019-11-12
H5¥% , tidSEaNEdDescribeRegionsiE B E =R iM%

Array of String = RIELRSAIGKINLZLEIFE

E—IEK ID , §REREPRIRME., ELIARASFERAEZRIERAT Requestld.
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RBREIR.

SR,
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UnauthorizedOperation

ResourceNotFound

WS : BRmEmEX
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BIRMFE.
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DescribeVpc

Z=H0ZAH ( CloudHSM)

BIFEAYE: 2025-10-20 17:05:52

1. #EOfER

EOEkig® : cloudhsm.api3.finance.cloud.tencent.com,

BEUAFRIFAERERSIZE

FUAZ OB ISRERIRS : 200R/7D.

EOEFAYE : 2020-01-16 11:01:43,

BRI S-S &N,

2. NS

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SHER Whi%E
Action =
Version =
Region =
Offset =
Limit =
SearchWord &=

3. WS

i C RE
TotalCount Int64
VpclList Vpc
Requestld String
H >3
4. 1aiRS

PAIMRFIE 7O SZEEXANERE | EERGFE N SR

FEIRTD

=

o o oy o

iy

WS : BRmEmEX

FEFNULL 358U fk
2

String N

String  RHSEL, FEOBYE : 2019-11-12

\)

String  Atts¥, iiHSEENET DescribeRegionsiE B E R S0 IZ=
Int64 REREE.
Int64 IREIFE,

String = EERXHEF

R
A EARINIFEVpcLflEEL.
VpcI&5IR

BE—IEK ID , §REREPRIRME., ELIORASFERAEZRIERAT Requestld.
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DescribeVsmProperty

BIFESAYE: 2025-10-20 17:05:52

Sz A

1. EOHR

EOEKRER : cloudhsm.api3.finance.cloud.tencent.com,
RENVSMBHIEEFIFR

BOAEZEOISRIRERPRE : 200%/F,

EOEFAYE : 2021-10-11 17:49:53,

EOBIIOES &N,

2. NS

UTNBERSEGIRGIH T ROBERSEIRBO DHSE |, TBAHSHFIRDAHERSH,

SHER W% SRPFNULL 258U fiA

Action 2 & String AHBE, AEOBYE : DescribeVsmProperty

Version 2 &= String NHBE, AFOBYE : 2019-11-12
NS = BB i ioNsE B EF= R TS AHhiE

Region = = String ANHBEL, S B A]E I DescribeRegionsiE 1B E = R SrisAithi
Fz=

. Array of »
VsmTypelDList = & VSMZERIID%IIZE
Int64
A MM
3. S
SHER il fEA

VsmProperties VsmProperty VSMZ#US B

Requestld String H—iEK ID , SRiEKESIRE], B EEREZXIEKE Requestld,
+H O
4. i81x08

LU 7Ol SSBEERAEIRD , EbERAF AR,
HIRAD T

InternalError AEREIR.

WS : BRmEmEX 5560 T0 #84
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FHIRAG fEA
InvalidParameter SRR,
ResourceNotFound RIFEFE,
UnauthorizedOperation RIZRURLE,
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REFAINZEH SLFIFE R
CreateResource

ERITEHHYE): 2025-10-20 17:05:52

v s
1. EOHA
EOEkig® : cloudhsm.api3.finance.cloud.tencent.com,
BlEEvVSM
EOMZCIERINERS : 200%/70,
EOSEFRAETAE : 2020-12-01 16:02:40,

FEOBIINE S EN,

2. NS

=Nz, ( CloudHSM

UTBERSHGIRFIE TEOIBERSHFED NHESH , TEARSHGIRDAHLERSLH
SHER Wik FFNULL 388U fER
Action 2 & String NHSE , AEOBYE : CreateResource
Version =2 &5 String NS ANEOEYE : 2019-11-12
Region = = String RHESY, iEERAE DescribeRegionsiE & E ST
iIES
PayMode = a Int64 NE--E WS = - SIS TURE
GoodsNum 2 B Int64 BEH=
VsmType = &= Int64 VSMZEEY
Vpcld 2 B String REPARAE R4S
Subnetld 2 & String FRIRRILE
Zoneld = S Int64 AAKXID
Tags = & ?;;?’n?: Tag%lz
3. BitH&4
SHRER ESid) R
Billld String RS MEId

WS : BRmEmEX
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SEBR St
DealNames String
Resourcelds String
Requestld String
H >
4. SEIRAS

UG T 2Ol S5BIEERA0EIRD |, BfhiEiRZIFE R

FEIRIG
InternalError
InvalidParameter
ResourceNotFound

UnauthorizedOperation

WS : BRmEmEX

%
ALIES
&Ry

Z=H0ZAH ( CloudHSM)

H—iEK ID , BRIEKEIRE], EAIIRATHREEREIZXIER Requestld,

NHFEIRG,
ik
REBEIR.
SHGEIR,
BRAFE.
RIZBURLE,
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Z=H0ZAH ( CloudHSM)

DescribeHSMBySubnetld

BIFESAYE: 2025-10-20 17:05:52

1. #OfEA

EOEkigE : cloudhsm.api3.finance.cloud.tencent.com,

1Bid SubnetldRENHs & E2)
FOANBEOERIRIRS « 200R/FD.
EOSEFIATAE - 2020-02-27 13:57:58,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHETR Wik ARENULL 3R

Action = = String
Version 2 5 String
Region = = String
Subnetld = = String
A MM

3. S
SHER et fk
TotalCount Int64 HSM#g=
Subnetld String
Requestld String

4. FEIRD

UG T 2O S5BIEERA0EIRD |, BfhERADIFE N A iEiRE

EIRED
InternalError

InvalidParameter

WS : BRmEmEX

NHSE, AEOBYE : 2019-11-12

\

NHBH |, MBS ANEI DescribeRegionsiE (&A= RsTiEHIBETIZR

SubnettFRHF

EREIISEEAISubnetld

W—iEXK ID , BRiEKEPSIRE., EAEATEERAZXIERA Requestld,
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RBREIR.

SR,
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UnauthorizedOperation

ResourceNotFound

WS : BRmEmEX
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RIRBUELE.

RIRMFE.
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DescribeHSMByVpcld

BIFEAYE: 2025-10-20 17:05:52

1. #EOfER

Z=H0ZAH ( CloudHSM)

EOEkig® : cloudhsm.api3.finance.cloud.tencent.com,

BT VpcldFRE Hs MR L
FONBEOIERIEIRS « 200k/FD.
BEOSEFATE : 2020-02-27 13:57:32,

EOBIIOEE NN,

2. NS

LINBERSEHGIFRNG I T EOBERSEFIES A

HEH , TBEAHBHGIRDATLERSH,

SHEWR WA FEFNULL it R

Action = S String NHBE, KIZFOBYE : DescribeHSMByVpcld

Version = &5 String NHESE , NEOBYE : 2019-11-12

Region = ) String AHSE , WiSEAEIE DescribeRegionsiE B E RS2 iFHtE IR

Vpcld 2 S String VPCHRIRTF
A MM

3. WMHEE

SEEFR it b

TotalCount Int64 HSM#&E

Vpcld String EREIFMAIVPcld

Requestld String H—EK ID , ®XiEkEPSIRME. BRI EERAIZRIEKE Requestld,
H
%EIBE

UG T 2O S5BIEERA0EIRD |, BfhERADIFE N A iEiRE

EIRED
InternalError

InvalidParameter

WS : BRmEmEX
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UnauthorizedOperation

ResourceNotFound

WS : BRmEmEX
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RIRBUELE.

BIRMFE.

Z=ANEA ( CloudHSM )

%567 T 84

=



O BASTCE

DescribeVsmAttributes

BIFEAYE: 2025-10-20 17:05:52

AR N
1. EOHAR

EOEkigE : cloudhsm.api3.finance.cloud.tencent.com,
SRERVSMEE

BOAEZEOIERIRERPRE : 200K/F0,

EOEFAYE : 2020-12-01 16:05:58,

=Nz, ( CloudHSM

EORIRESE EN,
2. MINSE
LITNBERSHGIRFIE TEROIBRSHFRD AHESH |, TEARSHGIRDAHLERSEL,
SHER WE AIFENULL 3R A
Action = & String NS, AEOBYE : DescribeVsmAttributes
Version 2 & String NHES# | ANEOEYE : 2019-11-12
Region 2 B String  AHBE, MESAENE S DescribeRegionsiE &&= ST hEFIE
Resourceld =2 &= String #HiRld
3. HItHEE
SR ESis) TR
Resourceld String HiEld
ResourceName String RIRER
Status Int64 BIRRE
Vip String RIRIP
Vpcld String HIERTEVpC
Subnetld String RIEFTE TR
Model String HIEFTEHSMATAIAE
VsmType Int64 RiFRE
Regionld Int64 higld

WS : BRmEmEX
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SHER ESis) TR

Zoneld Int64 XigId

ExpireTime Int64 S HARtE)

SqlList UsgRuleDetail ZEHEFHER

SubnetName String FME

RegionName String s

ZoneName String Xig&

Expired Bool IHIREEEITH

RemainSeconds Int64 PNIEHERREGIRES IS HARTEIRIRIDE | SRR LAI BRI RS DR

VpcName String FAB REURZE 2R

VpcCidrBlock String VPCHYIPv4 CIDR

SubnetCidrBlock String FMIAYCIDR

Tags TagUnit Tag2#4

Requestld String M—igX ID , &XiEkEIREl, BT EERMZXIEK Requestld,
4. 3EIRE5

UG T 2O SSIZAEERA0EIRD | EERIIFEN AT EIRD,

FHIREG iR
InternalError HEBEIR.
InvalidParameter SR,
UnauthorizedOperation RIFURE,
ResourceNotFound RIFEAFIE,
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DescribeVsms

BIFESAYE: 2025-10-20 17:05:52

Sz A
1. EOHR

EOEKRER : cloudhsm.api3.finance.cloud.tencent.com,
IRENFEFVSMEIZR

BOAEZEOISRIRERPRE : 200%/F,

EOEFAYE : 2021-11-01 15:47:50,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

=Nz, ( CloudHSM

SHER Wik FREENULL 38U A
Action = 5 String &8, ANEOEYE : DescribeVsms
Version = &= String NHESE , NZEOBYE : 2019-11-12
Region 2 = String fﬂ;;iﬁ , WS B aTiEid DescribeRegionsiZ &&= fa S iFAiE
Offset = = Int64 w¥
Limit 2 & Int64 RAHE
SearchWord a a String EHARES
TagFilters & & Arra)./ of Tagid sS4
TagFilter
Manufacturer & B String INGESS
3. WS
SHBR it R
TotalCount Int64 SRENEBIRIE NS
VsmlList Resourcelnfo REEE
Requestld String H—iEK ID , ®XIEKREPSIRME., EARENBERMIZRIEKA Requestld,

WS : BRmEmEX
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4. FEIRS

UG T 2O S5BEERA0EIRD | EfhERDIFER At

IR

InternalError
InvalidParameter
UnauthorizedOperation

ResourceNotFound

WS : BRmEmEX

NHEER
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InquiryPriceBuyVsm

BIFEAYE: 2025-10-20 17:05:52

Sz A
1. EOHAR

EOEKRES © cloudhsm.api3.finance.cloud.tencent.com,
MsLEMED

BOAEZEOIERIREPRE : 200K/FD.

EOE#RAYE : 2020-02-19 17:10:30,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER wgk FEFNULL &St fEA
Action P & String NHBE, KIZFOBYE : InquiryPriceBuyVsm
Version = & String NS, ANZEOBYE : 2019-11-12
Region = = String NS, WigSEaEIS DescribeRegionsiE &&= B A7 IR
GoodsNum 2 a Int64 HWSLLIRyEE
PayMode = & Int64 &R | ORNRFITE/fEE | 1R
Currency & B String = HEHEE, BIAACNY
TimeSpan 2 & String  EEAIATEIRN
TimeUnit 2 & String  EERAYAIEIER(
Type & & String  ZXIAJICREATE , AJi%RENEW
3. WHZE
SHBR it fER
TotalCost Float SEA
GoodsNum Int64 TSERYSLAIZE
TimeSpan String P FRAYRT AN
TimeUnit String S ERAYBTIR) R

WS : BRmEmEX 72 #H84

=



X BIHSTCE ZINEEHL, ( CloudHSM )

SEBR St fEik
OriginalCost Float JRIAREEN
Requestld String W—EKX ID , &XiEREIRE, ELIERATHFEREIZRIBFRA Requestld,
H >
4. sEixhs

UG T 2O SSIBAEERA0EIRD | BERISFEN AR,

EiRf iR
InternalError HEREEIR.
InvalidParameter SRR,
UnauthorizedOperation RIFTURE,
ResourceNotFound RIFEAFIE,
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ModifyVsmAttributes

BIFESAYE: 2025-10-20 17:05:52

Sz A
1. EOHAR

EOEKRER : cloudhsm.api3.finance.cloud.tencent.com,
ERVSMEH:

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2020-11-25 14:30:48,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik AEENULL 38 T
Action = & String NHBE, KIZFOBYE : ModifyVsmAttributes
Version = & String NS, ANEOBYE : 2019-11-12
Region = B String NS, WigSEaEIS DescribeRegionsiE &&= R i T IR
Resourceld 2 &= String HiEld
ResourceName & & String BRIBEZR
Array
Sglds B B of Ze4Eld
String
Vpcld a & String Vpcld
Subnetld &= & String FMId
Type = = éfrray UpdateResourceName-{E3&EREHR, <br> Upd?\teSgIds—ﬂéﬂﬁi‘f%ZH%ﬁT\,
String <br>UpdateNetWork-{&5/4, <br> Default-BRAREH
3. BB
SHBIR it &R
Requestld String E—EK ID , SREKRHIRE., EAIEETFEERAHZRIFRAT Requestld,
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ResourceNotFound

WS : BRmEmEX

NHEER
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TerminateVsm

BIFESAYE: 2025-10-20 17:05:52

1. #OfEA

EOBEKEE . cloudhsm.api3.finance.cloud.tencent.com,
BEREHANIZEA

BOAEZEOISRIRERPRE : 200%/F,

EOEFAYE : 2020-11-25 14:28:23,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SEER Wi FRIFNULL S R
Action 2 & String  AHSE, AEORYE : TerminateVsm
Version =2 &= String NHSE, KEOEUE : 2019-11-12
Region = B String AHEBE, S B aiEig DescribeRegionsiE &&= R iSAithE 7%
Resourceld 2 & String BRE—RR
A s
3. WS
SEEFR E-Sit) R
Requestld String W—i5K ID , &XIEREPSIRME. EAEENBEERAZRIEKE Requestld,

4. tER

UG T O SSIBIEERA0EIRD , BfERIE N AR,

FEIRD ik
InternalError REBIEIR.
InvalidParameter SHEIR.
ResourceNotFound BRAFE.
UnauthorizedOperation RIFTURE,
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UsgRuleDetail

LEEMNIFE

A0 T™ZOS | : DescribeUsgRule, DescribeVsmAttributes

=2 Wi
InBound =2
OutBound 2
Sgld =
SgName 2
SgRemark 2
CreateTime 2
Version =2
VsmPropertyUnit
VSMitEESHIER
#an~EOS | : DescribeVsmProperty
SR Wi
PropertyName 2
PropertyValue =
HsmiInfo
XIFHIINENREUER
AN T™ZOS | : DescribeSupportedHsm
BFR WAl FEFNULL
Model 2 &
VsmTypes 2 =

WS : BRmEmEX

FIFNULL
=
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=
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=
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RE
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TagFilter

TagidiE 2441

AN T™EOS|A : DescribeVsms

% N
TagKey

TagValue

Resourcelnfo

BIRER

iy
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FWEN TS| A : DescribeVsms

SR
Resourceld
ResourceName
Status

Vip
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Model
VsmType
Regionld
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ExpireTime
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RemainSeconds
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R
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XizId
RG]
Hhieh =
Xz

EhIZ 2B

FRIEFR

SRR S EETH

%
Tag Key
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E=H W% AREENULL 28U A
VpcName 2 2 String VpcRR
Array of -
T B | & Tagfsa
ags = = TagUnit a9f
VsmInfo
THEHIVsMAEBRUEE

WA T4EO3S | : DescribeSupportedHsm

ZIR 3% FBEFNULL RE fik
TypeName 2 B String VSMZEEIZFR
TypelD = S Int64 VSMEEYE
VsmProperty
VSMEHER
B0 T™ZO5 | : DescribeVsmProperty
&R 1415 FEFFNULL ESid) A
VsmTypelD = & Int64 VSMZERUID
AlgDesclList 2 & VsmAlgDescUnit BEEmAMERYIE
PropertyList 2 B VsmPropertyUnit MRESEUSEYIER
SgUnit
REBEEMER
AN T™ZEOS | : DescribeUsg. DescribeVsms
Sgld = = String ZeiAld
SgName 2 2 String ZEEBR
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CreateTime 2 2 String EUzEERTE)
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Subnet

Subnetidg:

AN TEO3S| A : DescribeSubnet

BFR

Vpcld

Subnetld

SubnetName

CidrBlock

CreatedTime
AvailableIpAddressCount
Ipv6CidrBlock
TotallpAddressCount

IsDefault

Vpc
VPCRIg
#HanHO5|F : DescribeVpc

BR
VpcName
Vpcld
CreatedTime

IsDefault

TagUnit

TagiE{EXS
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TagValue

WS : BRmEmEX
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=
=
=
=
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FREFNULL
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FEIEFNULL

=

iy

2
String
String
String
String
String
Int64

String
Int64
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FRISLHID |, g0 : subnet-bthucmmy,
FRIZFR,

FMEY IPv4 CIDR,

BUEEATE],

BIFIPE,
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UsgPolicy
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Z=H0ZAH ( CloudHSM)

AN TZOS | : DescribeUsgRule, DescribeVsmAttributes

E=H

Ip

Id
AddressModule
Proto

Port
ServiceModule
Desc

Action

Devicelnfo

RE BER

=
=
=
=
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=
=
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=
=
=
=

=
=

A0 T™ZOS | : DescribeSupportedHsm

SR Wiz
Manufacturer 2
HsmTypes =
RegionInfo
HEER

#aNTEOS|A : DescribeRegions

SR

Regionld
RegionCnCode
RegionEnCode

Zones

WS : BRmEmEX

FAEFNULL KA fk
2 String cidrigz{itit
g2 String REEIRRNOMIES
B2 String AR S
g2 String Y
= String i |
& String IRSBAIdARAIMNFIROES
2 String &
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Zonelnfo

TRARER

AN T™#03|F : DescribeRegions

BFR WAlsE FEEFNULL e il A
Zoneld 2 = Int64 AJFEXID
ZoneEnCode P! B String ] XSS 4R AS
ZoneCnCode 2 S String B X RS
VsmAlgDescUnit
VSMEEHMER

AN T4EO3 A : DescribeVsmProperty

EZR Wik FBEFNULL it fEk
AlgType P! S String =Nt
AlgDesc 2 & String BIAREA
ExtraFlags
L

a4 O5|A : DescribeExtraFlags

ER Vi FE¥FNULL ESiS AR
ShowWeakAlgorithm = = Bool EEERSEEE
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HIRh

BIFEAYE: 2025-10-20 17:05:52

Il
WSBRELEE Error 268 , MR APLECISN. D

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
13
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}

Error FfY Code FNHIRAS , Message FRNZIB=AIEAEE.
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HiRD izl
AuthFailure.InvalidSecretld FRIEEL (AR API BERRY ) |
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AuthFailure.SecretldNotFound e
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AuthFailure.SignatureFailure BERER. SRIEER  BNBRARARNPIZEOLEERES B It EEE.
AuthFailure.TokenFailure token fHiR,

AuthFailure.UnauthorizedOperation &3k CAM 181X,

DryRunOperation DryRun #{F , RFBFRGSEMINT , RRZET DryRun 24,
FailedOperation BRAER,

InternalError MEREEIR,
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InvalidParameter SRR,

InvalidParameterValue SHEYEEIR,
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LimitExceeded
MissingParameter
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ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
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