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BUIZINEIRS OIS  BRBACSMERBIBINZRSEEENE | AR EMEMNERSLE , FHARE.
o WSTME : RBWSER | BEWST— SRS NMNEIRSLH.

o MUSFTAX : RIESERERE.

o VSM HH : {RIEFBNSIZRISIFSRIEEEEIEY] EVSM siERIRS2_FHBA GVSM,
L VSMEEY

VSMEEY

o ALK : AIEITEIRSSoALRERTRY VPC R4S, VPC S, LURFAR IP isht,
P TR

FAE RIS

WS : BRmEmEX 5527 T1 86

=i



X BIHSTCE ZINEEHL ( CloudHSM )

¥Rt SER)
IRV SMELf

BITEFAYaE: 2024-06-12 15:06:00

EFRWSIINERSE | BidiniEsmisa VPC 89 CVM |, 7£ CVM EZR% VSM ZEFRIREETE , I TE |, MIASURINERS LA
IP RimOSFIAsEHIEE. IMEERMSLAY CVM |, ERFIFHUITEE | AR LAEREMENHEER UKey .

1 7E [(AEE) &, 707 LEmEs)] . biness

2. Dk [REEANIRE] . raik [RSEAIEE)

3. BEIFERE LA VPC 189 CVM |, 7£ CVM %3 VSM ZEFRIREETER , fTATER , MASIEINZRSS LR IP XinOSFHasesl
%EEO

4. BIRIEAERTTRIE R SERIIAILER USB Key FIARSSSLA , FHRIBRMAIFFAFMHTLSHA.

WS : BRmEmEX 2528 T 86
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X BIHSTCE ZINEEHL ( CloudHSM )

le, ~—1H

=1/

BIFEHAYE: 2024-06-12 15:06:00

WHEIERE=INEM ?

o MNRIEHNI SEEBESZINENERNTEX , ofLUB=IIZENSEAIINZXE VPC |, EEEITARMLZEEER.
o HthXisaTLAEE VPN @EER=INZE.

Pl , RS RERRIBES = INENSLE ?

BEMKERZTLRBES NS, RGNS REIS NS |, BEKE LRI TERE.

EhnEHZ i Windows Server 2008 IRERFND?
INEALHISEE PR Windows R4t , E[EEIFERMR |, HEZEEER Windows Server 2008 B{ERS.

SPRRERE A IRBIR (USB key ) ?

EMIEMENESE | FEERSDIRBIR (USB key ) HTLHINEE, BEERBENSHMEXEN  EERBERAB TR
ZESHERMIE | SRR AELHSDIRBIR (USB key ) BIZFIE.

WS : BRmEmEX %290 #86
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X BIHSTCE ZINEEHL ( CloudHSM )

1\ 3R

BIFEHAYE: 2024-06-12 15:06:00

B RR
iEfFZ2tER ( Hardware Security Module , HSM ) LA R RS 2 2RSS ORISR,
ZINENSLE

TINENEGIRE G R R AR, LIRS SR RIS INEEIRSS LA,

UKey

UKey ( USB Key ) 25 BEARIRSEBRHIINAIE—IMNIRBIAIERSE. &5 UKey SIRSZLAIEER iR , STAXIIRSEAINZRE
H,

BRI
FWERL ( Virtual Private Cloud , VPC ) REEBNEIRBHESHNNERATE. RE. RE. RN LGRS

B SER
AL 2tELR (virtual security module , VSM ) RUAEFMCA AR L 2 INEIRSSAIBRSSIEIR,

WS : BRmEmEX %530 70 #86
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X BIHSTCE

APISTRY

HUENNERSS ( cloudhsm )
ARZAS (2019-11-12)
APIHEYS

ITEHTHYE): 2024-06-18 14:31:20

APIERZ

V3

HithzO

ORI
DescribeRegions
DescribeSubnet
DescribeSupportedHsm
DescribeUsg
DescribeUsgRule
DescribeVpc

DescribeVsmProperty

REUINENSEpIERZO

EORR

CreateResource
DescribeHSMBySubnetld
DescribeHSMByVpcld
DescribeVsmAttributes
DescribeVsms
InquiryPriceBuyVsm

ModifyVsmAttributes

WRFRE - BRmERMEX

=Nz ( CloudHSM

EOIhAEE

SREUthEE 2=

HiFMIIE

SREN SR P S AR B SR
R Z 2P

KRR HIFE

Eiarh ARSI

IRENVSMEEERS =

FEOThRE

BlIEVSM

J@id SubnetIdFXkEYHsmETRE]
B VpcldZRENHs Mz REL
FEVSMIEH
SRENFFVSM71ZR

13

EVSMIEME

%317 86

)
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EOBTR

TerminateVsm

WS : BRmEmEX

EOT0RE

IREREUINZEA

Z=ANEA ( CloudHSM )

532 W 86
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X BIHSTCE ZINEEHL ( CloudHSM )

BB

EOSH7V]

BEEFATE): 2024-06-18 14:31:20

tcecloud APl £XE/MAENIEKIFITEMIIE , BB MNEREBZTEEATBEREHTEEEREE ( Signature ) LISIEEKRES D, &

BIEEHRTEFIEER , T2 FIERE Secretld 7] SecretKey ; ERFPEIREZEFEIE | BRIECAPIZARNHERS , BNTEERATAPI
#ZMO.,

= .

1. RiFReFEiE

HEEIXER=APIZE] , BRIERAPIZSANEBRIELEEIE. L2 EIUFELE Secretld ] SecretKey :
e Secretld FBF#RR APL REBH

* SecretKey BFIIEEE FFBMIRS SRS E FRTRIER.

* APRITEEREREEIE , BRtE,

HBELZEEIINEREERIT -

1. EFRtcecloudEBFIEHIE,
2. BHE=APIZSBRNEHI A TUE
3. E=APIZSETUHE , M [#7] RIRJLARYEE—XdSecretld/SecretKey

TR AREKSRESELIABILT Secretld / SecretKey,

2. ERE R R

BT ZeEiSecretld f SecretKeyfs , MATLAERESEZERT . IUTREERSSHRNIFMSFE :
BRIZFFHY Secretld #1 SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

AR RERERA , SRR RRERIER Secretld 1 SecretKey B TIREHR(E !
LA=RRSS 2R EEXLfI7IZR(Describelnstances)iEk A6l , SRAFERX—EOR , HiERSHETRENT:

SHER 5354 248

Action 555 Describelnstances

Secretld #ZAId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp ZRIATIEIRL 1465185768

Nonce PEHLIEEEEY 11886

Region SEAIRRTEXE, ap-guangzhou

WS : BRmEmEX 2833 0 #86
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X BIHSTCE ZINEEHL ( CloudHSM )

e C 3L SHE

Instancelds.0 FFEIRRILGIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EOWRAS 2017-03-12
2.1. SR

BAEMEERSERSHEBNFEE ( ASCHRE ) FAFHF. T8 1) RIESHSHTHIRF | SREFRTINET , F&5tA/0 ;
2) #% ASCI 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARREE. ARTLUERRIZES PHIE%
HEFFRESRSLIIX—INAE , 1 php B8 ksort i, HIRRBISEHIHEFRERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region'’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

ERAECERRINESAN , X EERAIFRISEEITHIRF | ERIRER—EEA.

2.2, BHEERF AT

WWEBERMBERFGER. HE L —THERFRERSEISTN R SRR ="S81E I | 11X Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIAE LA Action=Describelnstances . ¥ : “S&E"HERIAETIEurRREROE.

REBBINENS IS8R HEE—E | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESEFFRER
WSBENSERIFRE, SREFHRHEUT/LNSLML:

1. iEKAE: S2RF POST #1 GET 5= , XEB(EM GET i53k , iTRHENEKE.

2. IERENBEESLIFZE (Describelnstances) 19I5 K14 5 : cvm.finance.cloud.tencent.com, SCRRAVIE K RIEEZEOFREERIIAR
EARE |, F S5,

3. BRI HRIMRAZAPIFIERIEREERN / .

4. i{ERFRIE: B E—ERRNERFRIE,

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES
TOIRIHERER

WS : BRmEmEX 534 W 86
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O BASTCE

=INZAL ( CloudHSM

GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&V

ersion=2017-03-12

24, EpSREA

)

EEBAENSEER, BIEER HMAC-SHAL EiEX E—PiRiSHSRIRFRRHTES , ARBEMIESS6ER Baseod #H1T4H

13, BIEIRIG RIS R A,

BB , LA PHPES 41

$secretKey = 'Gu5tIXGARNpPq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651

85768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;
REBEINERHA:

EiP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR ARG TERIIE , BRNERHES6IFHhaI—EEE.

3. ERHIwG

ERRRIS R B TREEIRIFNIBRESE , FEXHEBT URL %3,

N E—HE RIS RS ElIPIYW3pW28FpsEdkXt/+WcGel=

, BREESEIRE R BRIERESE (Signature ) 79

EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Ei5RTFEMSRAER URL,

AR NRAPKRISKSER GET , Bi&iEK51%58 POST @it Content-Type A application/x-www-form-urlencoded , MI&iXiEK
RAEERSHEIREM URL RS , SHRMN=-ASARERG. IF ASCI FFHE URL fRISAIFREStLA UTF-8 #1T4%i8.

IR | BLREIESH http BEREESFTESEHT urlencode , ZEXMMEN T , MATREXIERBHIT URL 3T , BUAX URL 4

BESHERLM.

IR RthSBEtbBEARI TR , MESRA RFC 3986, 8 %XY MEHRFRPUINFHTES MRS , HP XY A+
(0-9 FIXE=rE A-F) , BRINSESIRER.

4. ZZEM

HRIESCRRIEN | T T ERRAEIRD |

RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound

AuthFailure.SignatureFailure

WS : BRmEmEX

TBRIESCAR BTt

R
SEiTH
B

BRER
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X BIHSTCE ZINEEHL ( CloudHSM )

RS ISR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 APl ZHE3EAY )

5. BRIER

FESTRREA APL 3.0 B , HEFERIREEItcecloud SDK 3.0 , SDK EEETRRMNLRE , FAN R RRIBMEOET, HMAEE
S0 SDK iy, SATSTRARRIEET |

e Python

* Java

* PHP

* Go

e JavaScript
e .NET

ATEBRNERERITRE , THUSIMREES A0 B OANERTERRIIL. BXkES. ARIROMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN | TRTAIBRERMA SDK.

REEHHAY url TJ8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPREERENN | HEBEARRSHEIRE |, RIaNSRELL url FEXSEEHH I FEER curl Em<SERISIREESN
Hix | ERH. ATEE—NMTLUEERER url |, FEERUREIFH] Secretld 1 SecretKey NESLAVESE | FHERRFHBIRTEEUE
79 Timestamp ,

IR A TENTAT  ARREES [ EER—ESEXITEEIR url JEEEEMAR , RIASHNINFAR | (EXHARIER
. REMAESHEE  BESITEIERRIE.

TR LIMURB(UERT APL 3.0 , FEEERATHEMINERRE | BMERIERN APl , BTFEATERBLSHERUEER | B
XS R BYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);

WS : BRmEmEX 2536 T 86
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X BIHSTCE ZINEEHL, ( CloudHSM )

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// SEFRERur RS SEIRF S B ER

for (String k : params.keySet()) {

/] FEXSEKEB# Turlencode , BT keyEBRRNFH , #ltA{XXIHvalueit{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LABEEIHEF

// SCRRVEFBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHESE]

// SEFRE RN RS ZE0RTE) |, 130 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~"FHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIES5#4

params.put("Action"”, "Describelnstances"); // 2NHE%(

params.put("Version", "2017-03-12"); // ~H5%

params.put("Region”, "ap-guangzhou"); // ~HE#

params.put("Limit", 20); // A53&%§

params.put("Offset", 0); // \E5%1

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // "%t
28

System.out.printin(getUrl(params));

}

}

Python

IR (IRETE Python 2 IMEBHEST , EBELREE requests (KIS :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

WS : BRmEmEX 2537 T1 #86
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X BIHSTCE ZINEH, ( CloudHSM )

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IbSSCRRER | AShiaaTeer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)

=i
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X BIHSTCE ZINEEHL ( CloudHSM )

2 Ak

EOSHV3

BIFEHAYE: 2024-06-18 14:31:20

tcecloud API £33 MARIEIFHITEMNILIE , Eﬂ’é/\%ﬁﬁﬁﬁg?‘ﬁ%ﬁ.Xﬁé&qﬂ’aﬁxz{* ( Signature ) LISTEBERES D, &

ZIEEHTEEIILER , TeFIEEIE Secretld 71 SecretKey ; ERFPIRRBLZEEIE , BRITF=APIZHETUERE | BSNFEEEA=API
=0,

‘EEI—‘—I =
1. HFLEEIE
EFE—RERAZAPIZH , BRI CAPIZENERIELEEIL, LT2EIEIE Secretld 71 SecretKey :

e Secretld FBF#rR APLERES%H
o SecretKey FIFINEE A Z R BIIRS S ImICIE S E FATRIEA.
s AFPWIITIRREZSREIE , BRitEE,

RIS ZIENEARLS BT :

1. EFtcecloud BRI ZHIE,

2. BIfE=APIZSERYIEHI & TRE

3. AE=APIZSATIHE , Mz [FiE] BIALAGIEE—XISecretld/SecretKey

TR AREKSRESELUABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data PN | json IEXERARTBISEOSTE |, multipart 18z
RENEWSEONE: | IWEHZEOAEEER json 18IUER | &5 BRSO A,

THEURRSSHREA MNXEHFIRIEAFIF  SEBRNBERRHEITRE. BAWBERTERSTAZIZRMNSEL : Limit 7 Offset ,
{£F8 GET 7558,

RiIZFIFHY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAEIE R
RIS HHEHIEIERKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

* HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , AR GET ;

WS : BRmEmEX B39 I 86X



X BIHSTCE ZINEEHL ( CloudHSM )

e CanonicalURI : URI 24§ , API 3.0 EEAERIFT (/)

* CanonicalQueryString : &2 HTTP i&Ek URL FEIEIRFHFE , XF POST 15K , EIEATFRIE , 3F GET iEK , W9 URL Aija)
£ (?) EENEFERS , AREIBYES : Limit=10&0ffset=0, ;£ : CanonicalQueryString EE47 URL 4773,

e CanonicalHeaders : 25&ZRILEMER , ZES host 70 content-type FI/NLER , tBATIIABEXAELESBS S5E B LIRS EEE
SREOME—EFIZ 2, FHEMN @ 1) k26 key 7 value F—4ER/NE |, FHERITEHRETIE | 1KER key:value\n 1&(HHE ; 2) &/ kS0,
HRRBSLER key (/NE ) ROFEEHEFRITHHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £5&ZAEMER | IRBALXIERBMLLIS S5 TER , # CanonicalHeaders B ZRILEABE—XIMNAY,
content-type #[1 host J9usifEsLEB, HHENN : 1) L3R key ZB—HA/NG ; 2) Z41KEB key (/NE ) 1RERFEHEF#HITHHE , 7B
25 (;) PR, WHEIFJ . content-type;host

* HashedRequestPayload : IEKIEXHINEHE , itE/5i%/9 Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , X3 HTTP i5
KEE/NEX payload fff SHA256 5% , AE+7\#HmS | RERIDHREEM/NEFE., =2 : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload By HTTP i&SKIEX payload,

HRIELLEAIN | OIRERIRAGEIERENT (ATRNEW , \n BITFREESRITEFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER TR
ARSI RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BATEREA TC3-HMAC-SHA256 ;

e RequestTimestamp : EKREFEE; , BIiERLERHY X-TC-Timestamp BUE , AN ERBIERS 1539084154 ;

e CredentialScope : EIFEE |, 1829 Date/service/tc3_request , @& HHE. FNEKARSINLIEFFE (tc3_request ) , Date A
UTC tRERTEIREHRE , BYEREM LS X-TC-Timestamp #&5AY UTC HRAERIBIHRE—3 ; service AF-RE , WRASEBNR
BEZ—5, 180 cvm, 8N ERFLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : IR BHHZFTENECIERENEHE , 1TEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

P

1. Date /MBS AR X-TC-Timestamp i+E15%) , BRFX UTC+0, WMERIMARFARXEE , FIE/\KX |, BSHEX8E
AR, EREEMBERMERM. RiZiTE&/s 1551113065 , 4/ \XAYAYEE 2019-02-26 00:44:25 , EEITEEE
#9 Date EXY UTC+0 AYEHEARIS 2019-02-25 , MAE 2019-02-26,

WRFRE - BRmERMEX 5540 TW #86
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2. Timestamp X/REXRIRFATE , BFEBERRSEHENERAERSH , MREEETASHPNSERM. MNRKAIEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

MR LA | REIPERIRFERFRHRUT (AT RREN , \n RITFAESSRITER—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23. iH8EE
1) HEIREREEE , (hRBUIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date =E¥=8. , a0 L5~ , 792018-10-09 ;
e Service : B Credential opY Service FEHEE , A0 LM, 9 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BPLA EITEBEINIREESEER ;
e StringToSign : BIE2ITEBRIRGSEFRE

2.4. 8 Authorization
AN ™R E Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ',

‘Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
e Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M X , EIEEH ;

* SignedHeaders : L EX , 258ZHLIHER ;

e Signature : £

HRIBA AN | IR EEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl174c474
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RETEIERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&80Offset=0

=INZAL ( CloudHSM

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

HRIESSIRER | FAEUTERKMANERG | iSRIEIRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX

I PSS
BRITH
AR
BRER
token iR

ZRIEE ( RE= API Z$EEHY )
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkkkhkkk 55% 2 ;#?%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk ./If_ﬁ 3 o .L-l.%ég kkhkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkhkkk $‘9¥ 4 j:}’fl:g Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

WS : BRmEmEX 5843 0 86
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkhkkhkkk 53% 1 o ;#;g;m;ﬁi%*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&80ffset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkkkkkk 5% 2 : T#*%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"

WS : BRmEmEX 5544 0 86
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkhkhkk ig% 3 : H’%Eg *khkkkkhkkkhkkkhkk

# ITEEBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *khkkkkhkkkhkhkhkk 552’% 4 : ?#*% Authorization khkkkhkkkhkkkhkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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15 KE5H4)

BIFEHAYE: 2024-06-18 14:31:20

1. fRsSHbit

btz (Region ) ZIEYBERVEHEH OAIMIEXEL, tcecloudFIIEAREIHZ E7E2RE |, MIEARHERNERATEEATSEENEE

th. ATIHEHRME. RS THEE  ESERERELIEEF I,
ERTLUEIT APIED EiiSIR B TAritbETIxR.

2. BEY

tcecloud API FIFFEEOEIE HTTPS HTE(E | IRIAEREMNEEEE.

\E > :
3. IBEKTE
STHEEY HTTP iS5k
e POST (#7F)
e GET
POST iEkz#569 Content-Type 28! :

* application/json ( ##F ) , ¥4fFEA TC3-HMAC-SHA256 &&75%,
* application/x-www-form-urlencoded , #%7f#R HmacSHA1 g HmacSHA256 &&75i%.
* multipart/form-data ( {X&EB#EOSHRF ) , ER TC3-HMAC-SHA256 &E757%,

GET IERHUEREA/NARE#BIT 32 KB, POST iERFEAESEAEHN HmacSHAL, HmacSHA256 BAE#8iZ 1 MB, POST i&EK{EAE

#&FiEA TC3-HMAC-SHA256 Ffz3% 10 MB,

4, FRIwAS

FEFAUTF-84%%3.
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IS

BIFEHAYE: 2024-06-18 14:31:20

IF@REIEEER

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HIEFAT) , EeTaerORELIT

{

"Response”: {

"TotalCount": O,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMEBH Requestld REERFER , TiCiEKRMINSE , RE APIET |, MAERIREL

* Requestld FBF—> APLiEKAIME—IRIR , W5 API HILRE |, SJLABKERERA] , FHREZ ID KRR,

* [RTEEMNFES  HRIWARKEOENNTER  AENEOMRENFES IO XEFREN. HAFIHE TotalCount
InstanceStatusSet 5 DescribelnstancesStatus £ OENXFER , BT EREKNAREMEZE=RS2TLH , Bl TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tHIRIREIER
£, SRR

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMFEEZISKARKM, Error FEREREAERRY Code 1 Message FERTEERLMAT 2 EIREIAY,

e Code FREMHEAEIRD , HiEKH BT RIEZ B IRISEA RS Ha0E O RAYE RS R BEEmE R MREFIRR
BE,

Message BRHTXMEIREENERERE , BEISEESAEMN | WAL B FRISTEREH , AP ARRKEIXMRE]
&,

* Requestld FBF— API iERAUE—HRIR , N8R APL HIIEE , STLABCRIRA] , FHEMIZ ID SEARRBE,

IR (TODO: EEERE, REEENFEER?)

IREIZERPUNRIFAE Error FER , NIZRRBA APLIECIKM,  Error iy Code FERFRTMEIRD , ATB SR REHINAYEIRAS A AL
IREG , TERFIH T ARG,

WS : BRmEmEX 5847 W #86
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure. MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

TRIRIEA
EIRAEE (A2 API AR ) |
MFA $5ig,

AR,

R

SZZIULLN

%

SRR,

k

token $&iR.

Bk CAM 1L,

Z=H0ZAH ( CloudHSM)

DryRun #{F , RFBFRGSEMING , RRSET DryRun 2.

HERERIL

REREIR.

EORMFE.

SHIEIR.

SR EEIR.

B ECRPR .
ROSEGEIR.
EOMANFE.
IERAVREGET T SRERPRHE]
RiRH G .

BB E.

BIRMFE.

BIRAE A,

RIRBUE(E.

RASEGER.

SIS EEN
http(s)iEXIMMYEEIR . R>2FF GET # POST 15K,

EORSHSATEhEL,
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\H5

VAN

VTSR SR 2024-06-18 14:31:20

Z=H0ZAH ( CloudHSM)

HEYRATRRBFIZOLSNENSE  WIFE | A MEORBAEO AP ABXLSHHTRE  EBRERKIETEE
}i XL, AREIEBEAREEK.

ERTTE V3

58 TC3-HMAC-SHA256 &&757ART

SHETR St

X-TC-Action String

X-TC-Region String

X-TC-

Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

alil

alil

il

alil

i

AHBHEES—HEI HTTP Header iEkLE+ , 20T :

%

BEIEOSR, ESEEOXEPMASEATESE Action B9RE. FIIN=IRSENE
ELFIFIRIZED |, BUYES Describelnstances,

WIS, SRR IR EI MbERIEE. RORZAEEESE R OXETRAS
NS4 Region AUGHR, 1R | EEROATFEELEZSY , BOEPIILATHI5R
B9, RSB EEEBIZSHBARERL.

=41 UNIX BJE)E , EliCRAH#S APLiERAIATE), g0 1529223702, & : (IRSMRSS
RHEMEEBE St , 25 EERITHIER,

R APL BURRA, EUESHEOSEHRASRILSE] Version BiRBE. HIAIZARSSERAIR
& 2017-03-12,

HTTP fRAESHIAIESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : €£75,% , BRIEENZE ;

- Credential : £&1EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EFENRHSE X-TC-Timestamp #E/Y UTC FRAERNBEIREE—E ; service AFm& , &
RSB mREE—E, Flgicvm ;

- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9wsifksLEp ;

- Signature : EZFWE,

IEEERATAEAY Token , BELERIGIIEE—FEHER. IGHZEF0 Token EEZHAETRIR
SREBZEOKE, KEIZHATEE Token,

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (0T

SHETR RE
Action String

WS : BRmEmEX

=
=

fiik

BENEOSIR. BESEEOSETMASENTESE Action B9IREA. FIaN=IRSEE
EIRsLHIZIZREO |, BUEA Describelnstances,
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SHETR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

s IR

s

String

Integer

Integer

String

String

String

String

String

i

alil

oy

i

Z=H0ZAH ( CloudHSM)

fik

Wi Sy, SRR B EI MBIEAIEIE. FOESZHEREESE E O REA
S NS Region RUGRER, R | RUEONATEECRZSEH , EOEP I
BIRER , LATEMEEEBZS AL,

2457 UNIX FHE)E , AlieR &S APLiEkAYATE], 1901529223702 , 4NER 5XFiIRTE
HET X , £3REFTHEIR.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHAE_E ERBERIRREDHY Secretld , —4 Secretld XFRME—HY SecretKey |, i
SecretKey FRARLIEREEE Signature,

BRESR , FRBRIERERNGEN | FERFRIEFRMASEITESEH. Bkt
BREE2NEROSSME,

B{FRY APLESRRA., BUESEROXETASATSL Version BB, AIN=ARSES
A9RRA 2017-03-12,

BEZ5, , Baixi: HmacSHA256 #1 HmacSHAL, REiIETEHES%E05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIFER , EttiERISEHAE HmacSHAL I8IEES.

IERPEBFTER Token , BEESIGII AR, IGRIEEF0 Token EEEHRE
EIRSTARZEOKE. KEIZHAFZE Token .

i ( Region ) BEMIRAIEHR ORIEIE XIS, tcecloudAZMIIERREIE 2 BE2iEE | (RIERRMRBRARERELESE
t. ATREHRRE. B8 TEERE , BERRFELEEFatbE,

EEJ LA APIEC EAMIESIER EESTRAIIETIER.

WS : BRmEmEX
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Hfthiz
IRENBIE 2R

RITEHHYE): 2024-06-18 14:31:20

1. FOfEE

EOiBEKiEE : cloudhsm.api3.finance.cloud.tencent.com,
SREMEE SR

BOAEZEOISRIRERPRE : 200%/FD,

EOSEFATE : 2020-05-09 15:20:58,

EOBFINE S EM,

2. NS

UTNBERSEGIRGIH T ROBERSEBHBO LHSE , TBAHSHFIRDAHERSH,

SHEBR WAL FBEFNULL i R
Action = & String ~HSE, KIZFOBYE : DescribeRegions
Version 2 &5 String NESE, AEOBYE : 2019-11-12
Region 2 S String REBE, FENFESFHIMEEIZR(TODO)
A A\l 24
3. S
SHER RE N
TotalCount Int64 sz E
Regions RegionInfo e dlEs
Requestld String E—iEX ID , SRIEKRESIRE., EURREISFERHIZRIERE Requestld,

4. EREY

PAIMRFIE 7O SZEEXaERS , EEREFE N TSR,
FEIRD 3%

ResourceNotFound
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HIRD
UnauthorizedOperation
InternalError

InvalidParameter
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B FRIFIER

BIFEHAYE: 2024-06-18 14:31:20

Sz A

1. EOHR

EOEKRER : cloudhsm.api3.finance.cloud.tencent.com,
BTN

BOAEZEOISRIRERPRE : 200%/F,

EOE#AYE : 2020-01-16 11:01:28,

EOBIIOEE NN,

2. NS

Z=H0ZAH ( CloudHSM)

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHEBR i FRFNULL S
Action = = String
Version 2 N String
Region = = String
Limit = = Int64
Offset = ) Int64
Vpcld = ) String
SearchWord & & String
3. B S
SHER St fiEA
TotalCount Int64 REIRIFRIEE.
SubnetList Subnet IREIRSFRILHIFIZR,
Requestld String
4. ERG

NHESE, AEORYE : 2019-11-12
RNESH, FIFRSIERIMEEIZR(TODO)
IR[EEE,

ZEa=

HFEEVpcld FRFMER.

BT

E—IEK ID , &RIERESIREl. EMIARISFEERAIZRIEKRA Requestld,

UG T O SSIBAEERA0EIRD | EERITFER ARG,

WS : BRmEmEX
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FHIRAD fEiR
InternalError

InvalidParameter

UnauthorizedOperation

ResourceNotFound
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SREN S B P S i AR R YR

BIFEHAYE: 2024-06-18 14:31:20

1. #EOfER

EOBKES :
SREN SRS A S IR BB S IR
FUAZ OB ISRERIRS : 200R/7D.

cloudhsm.api3.finance.cloud.tencent.com,

EOEFAYE : 2021-10-11 17:56:40,

EOBIIOEE NN,

2. NS

LINERSHGIRMNGIE TEOBRSERMO LIRS, TBAHSS

SHBR Wik FEFFNULL et TR
Action = S String e
Version 2 N String
Region = & String UN
A Y 24
3. e E
SR RE R
DeviceTypes Devicelnfo LRSS AIRE TR
Requestld String
H >
. (HIR0D

UG T O S5 EERA0EIRD | EERDER AT
FHIRAS

InternalError

InvalidParameter

ResourceNotFound

UnauthorizedOperation

WS : BRmEmEX

Z=H0ZAH ( CloudHSM)

NHSE, AEOBYE : 2019-11-12
HEE, R RS EFIZR(TODO)

N

E—EK ID , RIERESIRE. EIERISFEERAZRIEKA Requestld,
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SRR P % 248513

BIFEHAYE: 2024-06-18 14:31:20

Sz A

1. EOHAR

EOEKRES © cloudhsm.api3.finance.cloud.tencent.com,
tRIEFRFAYAPPIdIRENFFR R 2B IR
BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2020-01-16 11:03:14,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik SEENULL 3R T
Action = & String NHBE, KiZFOBYE : DescribeUsg
Version = &5 String NS, ANZEOBYE : 2019-11-12
Region B S String  AHSE, FFRXZRHIMIRFIZR(TODO)
Offset 2 & Int64 (w2 , HOffsetFILimittgHORTE—RIMEREIRAFMBRIZ 2RI,
Limit 2 B Int64 REE , HOffsetFILimitty A0S —RIMEREIFAFBRI%Z 2B .
SearchWord =5 5 String BERXEr
3. MBS
SHER ESig) iR
Sglist SgUnit FRRNZ2ESIZR
TotalCount Int64 RERZSEEE
Requestld String H—iEK ID , ®XIEREPSIRME. EARENBERMZRIEKE Requestld,

4. FEIRD

PAIMRFIE 7O SZEEXANERE | EERGFE N SR

=]
°

IR A
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IR R
InternalError

InvalidParameter

UnauthorizedOperation

ResourceNotFound
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IR L HIFE

BIFEHAYE: 2024-06-18 14:31:20

< 4
1. EOHAR

EOEKRES © cloudhsm.api3.finance.cloud.tencent.com,
IRNLHIFIE

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2020-01-16 11:02:31,

BRI S-S &N,

2. NS

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SHER S FEFNULL &<t TR
Action = S String HSE, KZFOBYE : DescribeUsgRule
Version =2 & String NHES# | AEOEYE : 2019-11-12
Region £ S String RNESH, FEIFRSSRMHZIZR(TODO)
Sglds 2 s Array of String RELBIdFN LS RIFE

3. HItHEE
SR ESid) TR
SgRules UsgRuleDetail REEFSE
TotalCount Int64 RREFFHE
Requestld String H—IEK ID , ®XIEREPSIRME. BRI EERFIZRIEKE Requestld,

4. HRF

UG T O SSIBEERAEIRD , BERITEN A THEIRD,

Jdr

FHIRAD A
InternalError

InvalidParameter
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UnauthorizedOperation

ResourceNotFound
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ERFAE MRS

BIFEHAYE: 2024-06-18 14:31:20

Sz A

1. EOHR

EOEKRER : cloudhsm.api3.finance.cloud.tencent.com,
ERAFIRAENESIR

BOAEZEOISRIRERPRE : 200%/F,

EOEFAYE : 2020-01-16 11:01:43,

EOBIIOES &N,

2. NS

UTNBERSEGIRGIH T ROBERSEIRBO DHSE |, TBAHSHFIRDAHERSH,

SHER WAisk FEIEFNULL it U
Action = & String NHBE, KIEOBYE : DescribeVpc
Version = &5 String NS, ANZEOBYE : 2019-11-12
Region £ & String RNESH, FIFRSIERIMEEIZR(TODO)
Offset = S Int64 REHREE.,
Limit = & Int64 REIEE
SearchWord S B String BRXEy
A s
3. s
SHER St iR
TotalCount Int64 A EAZEINFEVpcLlRE.
VpclList Vpc V[ JOSELIIES
Requestld String W—iEK ID , ®XiEREPSIRME. BRI EERMIZRIEKE Requestld,
+H T
4. 151=05
LU 7O S5ZEERA0EIRD | EftbERiSFE N AR,
IR A
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1. EOHAR

EOEKRES © cloudhsm.api3.finance.cloud.tencent.com,
REINVSMESHIEETIZER

BOAEZEOIERIREPRE : 200K/FD.

EOE#AYE : 2021-10-11 17:49:53,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WAL FEEFNULL it TR
Action 2 & String AHBE, AEOBYE : DescribeVsmProperty
Version = & String NHSE, KZFOBYE : 2019-11-12
Region 2 & String AHBH, FERFRSISHMRZIZR(TODO)
VsmTypelDList 2 & Array of Int64 VSMZERIIDFIZE
A MM
3. FitHSE
SHEWR il A

VsmProperties VsmProperty VSMZ#UE B

Requestld String H—igk ID , ®XiEKEIRE., EAITRATEERALZXIEKA Requestld,
H >3
4. =S

UG T OSSR A0EIRD | BfERISFEN A TR,
HixhD %
InternalError
InvalidParameter

ResourceNotFound
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1. O

EOEkig® : cloudhsm.api3.finance.cloud.tencent.com,

ElIEVSM
FOANEOIERERIRS « 200k/FD.
EOESATE : 2020-12-01 16:02:40,

FEOBEINE S EN,

2. NS

LINBERSEGIRNGIH T EOBRSEFIEDS RS, TEAHS

SHETR Vv FBFNULL
Action = &
Version 2 &
Region = &
PayMode = &
GoodsNum = a
VsmType = &5
Vpcld = &
Subnetld 2 &
Zoneld = a
Tags & &5

3. mHSE

SHEWR Syt A
Billld String R SZMkEId
DealNames String ITETIZE

WS : BRmEmEX

String
String
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Resourcelds String TEHIE
Requestld String H—iEK ID , &RiEKESIRE], EfAMATEERAZXIERKA Requestld,
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4. sE1R05
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EOBIIOEE NN,
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Z=H0ZAH ( CloudHSM)

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WAL FeEFNULL it TR
Action 2 S String ~HSE, AEOBYE : DescribeHSMBySubnetld
Version = &5 String nES# , ANEOEYE : 2019-11-12
Region B S String AHBH, FERFRSISHMRZIZR(TODO)
Subnetld 2 S String SubnetfRRFF
A MM
3. S
SR il A
TotalCount Int64 HSM#&E
Subnetld String EREIIEAAISubnetld
Requestld String H—EK ID , ®XiEkEPSIRME. BRI EERAIZRIEKE Requestld,
H >
4. $ERE

UG T Ol S5 EERA0EIRD | BRI A THEIR

P4
™
dA
°

EIRED
InternalError
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IS VpcldFEEHs ML

cloudhsm.api3.finance.cloud.tencent.com,

RRONEIERERERIRE]  200%/%0,
RO SERATE : 2020-02-27 13:57:32,

BRI S-S &N,

2. NS

LINBERSHGIRNGIE T EOBRSEIRBO 2T S, T,

SHER Whi%E FEFFNULL ESid)
Action = &= String
Version = 5 String
Region = &= String
Vpcld = = String

A MM

3. S

SR il TR
TotalCount Int64 HSM# &=
Vpcld String EREIFMAIVPcld
Requestld String

H >

4. $ERE

PUNBUH T 3O SSIBEERA0EIRD | BfERIDEN AR

EIRED
InternalError

InvalidParameter
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1. EOHR

EOEKRER : cloudhsm.api3.finance.cloud.tencent.com,
IRENVSMEM:

BOAEZEOISRIRERPRE : 200%/F,

EOEFAYE : 2020-12-01 16:05:58,

EOBIIOEE NN,

2. NS

Z=H0ZAH ( CloudHSM)

PITNBERSHGIRNFIE TEROIBERSHFED NHESH , TEARSHGIRDAHLERSLH
SHER Wik FEEFNULL KA T
Action = & String NS, ANEOEYE : DescribeVsmAttributes
Version = & String NHESE , NZEOBYE : 2019-11-12
Region 2 B String AHBE, FEFRSTSHBIRFIZR(TODO)
Resourceld = = String ZiRld
3. MBS
SR ESig) fiR
Resourceld String #HiEld
ResourceName String RIRER
Status Int64 BIRRE
Vip String RIRIP
Vpcld String HIEREVpC
Subnetld String RIEFTE T
Model String RIEFTEHSMASAIAE
VsmType Int64 RiFRE
Regionld Int64 bl
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SHER ESis) TR

Zoneld Int64 XizId
ExpireTime Int64 S HARtE)

SqlList UsgRuleDetail ZEHEFHER
SubnetName String FME
RegionName String s
ZoneName String Xig&

Expired Bool IHIREEEITH
RemainSeconds Int64

VpcName String FABREHAEZFR
VpcCidrBlock String VPCHYIPv4 CIDR
SubnetCidrBlock String FMIAYCIDR

Tags TagUnit TagS#4
Requestld String

4. $EIRY
PAIMRZIE 7O SZEERaERN , BERGFE N SR,
FEIRD
InternalError
InvalidParameter
UnauthorizedOperation

ResourceNotFound

WS : BRmEmEX
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EOEKRES © cloudhsm.api3.finance.cloud.tencent.com,
IRENFEFVSM7IZR

BOAEZEOIERIREPRE : 200K/FD.

EOEFRAYE : 2021-11-01 15:47:50,

EORMER LN,

2. NS

Z=H0ZAH ( CloudHSM)

PITNBERSHGIRNFIE TEROIBERSHFED NHESH , TEARSHGIRDAHLERSLH
SHER WA FEIEFNULL &Sic) fA
Action = & String NS, ANEOBYE : DescribeVsms
Version = & String nEs#H | ANEOBYE : 2019-11-12
Region £ S String RESH, FEIFRSERMEREIZR(TODO)
Offset = = Int64 1w
Limit = ) Int64 BRAHE
SearchWord &= & String HiAXE=F
TagFilters S S Array of TagFilter TagidiES#
Manufacturer S S String GRS
3. WS
SHBR St R
TotalCount Int64 SRENEHIRIENES
VsmList Resourcelnfo HEER
Requestld String W—iEK ID , &XIEKREPSIRME. BRI EERMZRIEKE Requestld,

4. FERG
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%72 71 86

=i



X BIHSTCE ZINEH, ( CloudHSM )

UG T 3Ol S5BIEERA0EIRD |, BRI 2 iR

U]
°

FEIRIG fER
InternalError

InvalidParameter

UnauthorizedOperation

ResourceNotFound

WS : BRmEmEX 2573 1 86

=i



O BASTCE

18

BIFEHAYE: 2024-06-18 14:31:20

1. #EOfER
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BsLEiEn
BONEOIERIRERIRE] - 200R/F,
EOSE#AYE : 2020-02-19 17:10:30,

EOBIIOEE NN,

2. NS

LINERSEHGIRNGIE TEOBERSEFIED AHSE , &

SHBR Wik FEEFNULL et
Action = = String
Version 2 & String
Region = & String
GoodsNum = &= Int64
PayMode = & Int64
Currency ray = String
TimeSpan = & String
TimeUnit 2 & String
Type = & String
3. S
SHER ESig) fEik
TotalCost Float SEA
GoodsNum Int64 TSERYSLAIZE
TimeSpan String P FRAYRT AN
TimeUnit String S ERAYBTIR) R
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Z=H0ZAH ( CloudHSM)

~HESE, AEOBYE : 2019-11-12
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HB¥ , FERNFRSISAIEEIZR(TODO)
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SHRER ESig) fik
OriginalCost Float JRIAREEN
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4. sEixh5

UG T OSSR A0EIRD | EfERISFEN A TR,
HixhD %
InternalError
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ERVSMEH:

BOAEZEOISRIRERPRE : 200%/F,

EOEFAYE : 2020-11-25 14:30:48,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FRFNULL 58 fEA

Action = & String NHBE, KIZFOBYE : ModifyVsmAttributes

Version = & String NS, ANEOBYE : 2019-11-12

Region 2 S String  AHSH, FRFRIZHMIRFIZR(TODO)

Resourceld 2 &= String #iEld

ResourceName & & String BRIBEZR
Array

Sglds B B of Ze4Eld
String

Vpcld a & String Vpcld

Subnetld &= & String FMId

Type = = ,:)\frray UpdateResourceName-{E3&EREHR, <br> Upd?\teSgIds—ﬂéﬂﬁi‘f%ZH%ﬁT\,
String <br>UpdateNetWork-{&5/4, <br> Default-BRAREH

3. BB
SHBIR it &R
Requestld String E—EK ID , SREKRHIRE., EAIEETFEERAHZRIFRAT Requestld,
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InternalError
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ResourceNotFound
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1. #EOfEA

EOBKES :
BEREHIINEA,

cloudhsm.api3.finance.cloud.tencent.com,

FUAZCEISRERIRS © 200R/7D.
BOSEHATE : 2020-11-25 14:28:23,

BRI S-S &N,

2. NS

LATBRESHGIRINGH TEROBERSEIED AHSE |, T8
SHBR Wik FEFFNULL RE
Action = = String
Version = 5 String
Region = = String
Resourceld = = String

A MM

3. S
SHER ESig) fiEiR
Requestld String

H >

4. $EiRS

PUNFUE T 3O S5 EERA0EIRD | BfERIDEN A HHEIR

FEIRIG
InternalError
InvalidParameter
ResourceNotFound

UnauthorizedOperation

WS : BRmEmEX
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HEBHFIRNNTLERSE],
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NESE, AEOBYE : TerminateVsm

NHESE, AEOEYE : 2019-11-12
NHBE, FEWF

BRE—RR
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°
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UsgRuleDetail

LEEMNIFE

A0 T™ZOS | : DescribeUsgRule, DescribeVsmAttributes

SR Wik FEFFNULL RE
InBound = = Array of UsgPolicy
OutBound 2 = Array of UsgPolicy
Sgld = = String
SgName = = String
SgRemark =2 =2 String
CreateTime = = String
Version = = Int64
Vpc
VPCi%R

WA T#EOS A - DescribeVpc

BR A3 FEFNULL St
VpcName p P String
Vpcld = = String
CreatedTime = = String
IsDefault 2 2 Bool
Zonelnfo
AAXER

AN T™#205|F : DescribeRegions

BFR WASE FeEFNULL et
Zoneld 2 = Int64

WS : BRmEmEX
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BFR DAvin

ZoneEnCode =

ZoneCnCode =
HsmInfo

SHFRIINEAISREYER

WA T4EOS | : DescribeSupportedHsm

BFR whIFE FEFFNULL
Model =2 &5
VsmTypes = )
TagUnit
Tagi#(EXd

FIFNULL
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oy

ES

String

Array of VsmiInfo

e

fik

INENES

AN ™EOS| A - CreateResource, DescribeVsmAttributes, DescribeVsms

2R 0 Svin
TagKey =
TagValue &=
Resourcelnfo
RIHMER

WA T3 |8 : DescribeVsms

BFR wE FRFFNULL
Resourceld = =
ResourceName = =
Status 2 =
Vip = =
Vpcld 2 =
Subnetld 2 =
Model = =

WS : BRmEmEX

FREFNULL
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Int64
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fik
Hizld
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RiIRIP
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[
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BFR ik ARIFENULL S
VsmType = = Int64
RegionId = = Int64
Zoneld 2 2 Int64
ExpireTime = = Int64
RegionName = = String
ZoneName = = String
. Array of
Sglist = 8
gHs = = SgUnit
SubnetName 2 2 String
Expired = = Bool
RemainSeconds 2 2 Int64
VpcName = = String
Array of
T i =
a9s . = TagUnit
VsmAlgDescUnit
VSMEAIMER
A0 TZOS | : DescribeVsmProperty
AR WA FIEFNULL
AlgType = B
AlgDesc = =
Devicelnfo
RE BER
AN TZOS | : DescribeSupportedHsm
B WAl FEFNULL
Manufacturer 2 B
HsmTypes 2 &

WS : BRmEmEX
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Xigild
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i

ShIRIZRESIZR

FRIZFR

SRR ECEITH
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SgUnit

ZEHEEMER

AN TZOS | : DescribeUsg. DescribeVsms

E=H

Sgld
SgName
SgRemark

CreateTime

Subnet

Subnetidg:

WENT#EO3|8 : DescribeSubnet

BFR

Vpcld

Subnetld

SubnetName

CidrBlock

CreatedTime
AvailableIpAddressCount
Ipv6CidrBlock
TotallpAddressCount

IsDefault

VsmPropertyUnit

VSM{4RESEUER

#WaN 8O3 : DescribeVsmProperty

% iis
PropertyName
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WS : BRmEmEX

=
=

=
=

FBEFNULL
2
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2

=
~x=

FIFNULL

=
=
=
=
=
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=
=
=
=
=
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=
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=
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FRIZFR,
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eli=npEIe

A FAIPE].
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SHFHIVSmAERYSE

AN T™ZEOS | : DescribeSupportedHsm

= Wit FHFNULL
TypeName 2 &
TypelD = &
RegionInfo
bz

#WanT#EO5|A : DescribeRegions

AR Wi FEEFNULL
Regionld = &=
RegionCnCode = =
RegionEnCode = )
Zones = =
TagFilter
TagiLiES#]

WA THEO3 |8 : DescribeVsms

BFR whIFE FEFFNULL
TagKey & &=
TagValue & &=
UsgPolicy
e A

e M 5| A : DescribeUsgRule, DescribeVsmAttributes
AR WSS FEFFNULL

Ip 2 =

WS : BRmEmEX
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e
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String
String

Array of Zonelnfo
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EFR DA FBEFNULL S ik
Id = = String ZeHIIAROMEUES
AddressModule b= 2 String AR S
Proto 2 2 String Y
Port = = String im0
ServiceModule 2 2 String IRSHEIdFRAINFNIROSES
Desc =2 2 String #giE
Action 2 = String ILEEf517/9:ACCEPT/DROP
ExtraFlags
HENSE

#WaNT#ENO3|A : DescribeExtraFlags

&R Wi FFFNULL Sl iR
ShowWeakAlgorithm 2 2 Bool EARETEEE
VsmProperty
VSMEHHER

#HanT~EA5|F : DescribeVsmProperty

BFR WsE FeEFNULL it iR
VsmTypelD 2 & Int64 VSMZERIID
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Il
WSBRELEE Error 268 , MR APLECISN. D

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
13
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}

Error FfJ Code FNHIRAS , Message FRNZIB=AIEAEE.

HIRIDFIZR

ARG
HiRD izl
AuthFailure.InvalidSecretld FRIEEL (AR API BERRY ) |
AuthFailure.MFAFailure MFA f&iR.

B FE. BEEHENEZRESCHRMREESR | ISIER | BaEERES

AuthFailure.SecretldNotFound e
ESIE , i TERIEMEEER.

g T . Az il &= l:l\\ I\ ‘35‘9' Hia RS I_\\‘ -
AuthFailure.SignatureEXpire HRITH, Timestamp RSB AEENMSBEI RS , BIEEA MBS IR

BEE,
AuthFailure.SignatureFailure BERER. SRIEER  BNBRARARNPIZEOLEERES B It EEE.
AuthFailure.TokenFailure token fHiR,

AuthFailure.UnauthorizedOperation &3k CAM 184X,
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FailedOperation BRAER,

InternalError MEREEIR,

InvalidAction BEORNFHE,

InvalidParameter SRR,

InvalidParameterValue SHEYEEIR,
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ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion
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Hixhg
InvalidParameter
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ResourceNotFound
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EORSHSATEhEL,
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