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FER3 « EENIAIRTE |, BHERISE6S | IS mER. R4 BET—F Tk, WANESUREERES.

SIS WAMERTIRZ /G, BEMER , AARFESHEMIRANERN , WRETIZAESPRIZNEIAER | 58 Linux EHRSINRAT
BEndEREENGS | BHRER=E.

WS : BRmEmEX 541 T H1500
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LZEEHIE
BRITEHAYE): 2025-10-11 18:10:00

ERIMRRAESE XS ERF T A TIER , FERREERFES  AREZ2EHN , TETHEIMRRN T2 RHHITER , £
FRFRIE NI AN BT ER L RIS YERLE.

FRL  TENSHEEHITER > 2IEFT , BEASIEHETH.

FE2  AREFHRITRE , BEERE , JET AP, #8. INS"ERRFUSIEHTEER. PR3 EREEXSEZE  J8BE
MURIEEMIER , B SERRSNESERAFREETL. S84 ERERNEE |, TERAFEEIEST TGS &5

DNEEMRE. RERDFEENERF.

WS : BRmEmEX 542 T FH1500
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= el
===

BITEFAYAE: 2025-10-11 18:10:00

BHLoader R/ MELSAING ?

BHLoader ROEZEINRERARAMNARER  FAEBIAMNBERFOREIER | hREREXIBRER , ELt BHLoader RIZ4EA RPN
BLREMN.

=3 BHLoader [§ , EEXAEELREE SecureCRT , Xshell E&5&
BRI ?

BHLoader ROEZEINRERARAMNARES , RIRASEZETIF , LURMAIRIE CVM HEFZEEERAI SecureCRT & Xshell FER{4HR
B8y, TR EEA LA ER T RN,

%% BHLoader Y , BM{ERAKFREOREESELNIR ?

FEEHEANR , HIREEERNIRSIRIITER

BHLoader f2FRHHINRIBIISR |, Q0{aJ4LbHER ?

me=— 18 Mac BBIRhRA , NRZ13.0R AL | BRI EBRIEF.

1. FEAHBEEAR EH7T8<.  sudovim /etc/ssh/ssh_config
2. EXHREENIN—1T45%. HostKeyAlgorithms +ssh-rsa,ssh-dss
3. R L ERAREE,

MR WNRBEETE (FIIPUTTY ) LERIKEFEERR | ISREBU T LERE
(=8

1. k&l BHLoader 9B R,
2. ELEER TR config.toml,

WS : BRmEmEX 5843 TM #1500
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3. $J7F config.toml X4 , EIEET BLRKFERIER  IRER  TUAEEN  EEERSSISEREMEFEETE , Tl
BB IERANEET BIRE.

FWERB/ VIR CVM _ERNESCRF ?

BEKEFYREBIE CVM _EEBHIER (40 root, administrator ) , E2HRSASASNT CVM BHTRIEFE IR,

HelE® Linux IRGSEFAEHEEEE , RIITRA ?

IREMAR , FARNREREMBOS , BESIBE HEBAIFARER Linux fRSS8S.

WEFINERE LKA ?

SaaS BUERHWRERANETFANLE , BRIMEREMFNERE | ZBi3+0TP 3EE+1EE , HTFReWER , FHFERANEF.

NEE2ERA4A | BRIt 4AEHSBEXA IP it ?
hEEBERRREAFERAA TR (SecureCRT , Xshell , mstsc ) |, EEEL2NAY IP BE , FHUTF CVM NZL2H,
LRAFRIDEEEERERN , KBEHERAFPIARK IP HERINZIEEREH , el LAFa0R0.

EEREHTE T , EFERTIRIGAR , BRIEFEEREKL ?

IERIXFRARATBER R ATIMEHAB SN AMIP S5, ERITHERERINA IP it , FERA i TRIEREZA IP tiEA—5. 7
RBEATEHO P #HAGHEX IP RERFRINEIRERH,

BN EFTLEL Linux FiFRESS ?

gLl SERELE (SEamE) .

SRINESAR , EREHERERAZAETIIFRNZ ?

EAEERERIELNEERE , EHASPRRERASHEIN SRR | 83T EENNENSENE , AIFEslEsunaR.

WS : BRmEmEX 5544 TM #1500
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WinSCP QIEMERISIHE , SR @eyUiE , Simssitos
ST EIRA RN | XANEHHAJRE ?

£ WinSCP Rl st 4RT , tNERARSSEE EBERR XY , B4 WinSCP SEAGXAN Y FE T RFHNRIBET. MRS RET
SFTP REELIEREET R , BPAMS I LIAER.

WS : BRmEmEX 5845 0 #1500



O BASTCE

APIN 14

222%, ( bhsaas )
FRZAS (2019-10-18)

API #£58

BITE#AYa): 2025-10-20 17:05:54

APIERZ

V3

licensefgx

RO

DescribelLicenseUsage

HithzO

EOBRKR
ResetUser

SearchCommand

SLAARR RO

EOBTR

DescribeResources

it
EOBR

SearchFile

NPRECEEXEO

WS : BRmEmEX

#EOIhAEE

&HifllicenseHE

FEOThRE
EERAFER

aLHUTIER

OTheE

BREZHRSBER

ZOT0RE

RESUHHEmIRE

E224, (CBH

546 71 150

)
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BOEMR BEOThRE
CreateAc! AR
DeleteAcls FRIBRITIEIA PR
DescribeAcls EiFhERYIZR
ModifyAcl 1EBLTHIRIER

APfEXEO

EOZFR EOThae
CreateUser AR
DeleteUsers pillESEE
DescribeUsers EAAFYIE
ModifyUser EHRBFER

AFARXED

EORR BEOThEE
AddUserGroupMembers RN R
CreateUserGroup ERFA
DeleteUserGroupMembers MBRFBFZERLR
DeleteUserGroups HBRFF4E
DescribeUserGroupMembers HRRFARRSIER
DescribeUserGroups HRRAFASIE

PE-GERS

BEORWR EOThee
CreateResource BRI AR
DestroyDasbResource HERRIR
InquireCreateDasbResource M
ModifyDasbResource TECRIR

WS : BRmEmEX 5847 T FH1500
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‘- fEREO

EOBWR
BindDeviceResource

DescribeDevices

FrrAmExEn

EOBMR
AddDeviceGroupMembers
CreateDeviceGroup
DeleteDeviceGroupMembers
DeleteDeviceGroups
DescribeDeviceGroupMembers

DescribeDeviceGroups

WRFRE - BRmERMEX

E2241 (CBH )

#EOIhAEE
IR HERE 2RSS

BREIIR

O8RS
AINEFER R
EsrA

PR R 4E R R
pRE 4R
EREFERRYIER
i@ EYIE

5848 T #1501
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\ :l: N
ARSI
v o By
EOSEV]
BEEFATE): 2025-10-20 17:05:54
BR=E£/EX APl £ MAEERETEMIIE , BIEMEREZTEEATLBERSHHEEEZEE ( Signature ) LUISIHERES

7. ELZEEHLREEEER , REFEIEEIE Secretld 1 SecretKey ; EFFEZELREEIL | IBRIESAPIZARNERIE , BUTEAE
FBz=APIEO.

s=E e .

1. iR eFEiE

HEEIXER=APIZE] , BRIERAPIZSANHRIELEEIE. LE2FIUFELE Secretld ] SecretKey :
e Secretld FBF#RR APL & BHD

* SecretKey B FIIEEE F A BMIRS SRS E FRTRIER.

* FAPRITRREREEIE , BRtE,

HBLZeEIINEREERIT -

1. BB =S EXEEPOETHIS.
2. BI{E=APIZSARYIEHIETAE
3. E=APIESETUHE , M [#7] RIRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELIABILT Secretld / SecretKey,

2. ERE R R

BT ZeEiSecretld f SecretKeyfs , MATLAERESEZERT . IUTREERSSHRNIFMSFE :
BRIZFFHY Secretld #1 SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

AR RERERA , SRR RRERIEN Secretld 1 SecretKey B TIREHR(E !
LA=RRSS 2R EEXLfI7IZR(Describelnstances)iEk A6l , SRAFEMRX—EOR , HiERSHERENT:

SHER 3L 248

Action Vakrc =t Describelnstances

Secretld #ZAId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E I[N 1465185768

Nonce PEHLIEEEEY 11886

Region SLIRRTE shjr

WS : BRmEmEX 549 T H150%
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e C 3L SHE

Instancelds.0 FFEIRRILBIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. S EHEFF

EAEMEERSERSHEBNFEE ( ASCHRE ) FAEHF. T8 1) RIESHSHTHIR | SRERTINET , 7&85tA/0 ;
2) #% ASCI 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARREE. ARTLUERRIZES PHIE%
HERFRESRSLIIX—INAE , 1 php B8 ksort i, HIRRBISEIHEFERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

‘Region’ : 'shjr’,

'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

EREEEFRINESAR , T EERGIFRSEHTHR | SRINER—SEH.

2.2. BHEBRF R

WWEBERMBERFGER. HE L —THERFRERSEISTN R SRR ="S81E I | 11X Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIIEEH A Action=Describelnstances . ¥ : “S&E"HERIAETIEurRFREOE.

REBBINENS IS8R HEE—E | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=shjr&Secretld=AK
IDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESEFFRER
WSBENSERIFRE, SREFHRHEUT/LNSLML:

1. iEKAE: S2RF POST #1 GET 5= , XEB(EF GET i53K , TR HENEKE.

2. IERENBEELIFFE (Describelnstances)§9i5 K14 5 : cvm.finance.cloud.tencent.com, SCRRAVIE KIS RIEEOFREERIIAR
EARE |, #F S5,

3. IBKEER: BRIMRAZAPIFIERIEREER / .

4. iERFRIE: B E—ERRNERFRIE,

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES
TOIRIHERERS

WS : BRmEmEX 5550 T #150m
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&\Version=201
7-03-12

24, EpRSREA

SRR ER, EEMER HMAC-SHAL EiEY E—S RSN ERFOIFFRHTES | ARKBEMNE S S Base6s #1745
13, BIEIRIGRERIER A,
BRI | LA PHP BS54
$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&0Offset=0&Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Ver
sion=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBEINEEEN:
EliP9YW3pW28FpsEdkXt/+WcGel=

ERRECERRIHESTAN , IR LERGIFRERGHTERIIE , BRNERHBS6IFHhaI—EEE.

3. ERRIwG

RIS R BT REEIRIFNIBRESE , FEXHET URL %3,

80— RIS R A ElPOYW3pW28FpsEdkXt/+WcGel= , BEFIR0REHRiBREE ( Signature ) 7
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , TiSRTFEMSRAER URL,

AR . MRAFREKRSERR GET , BiEB X758 POST [RY Content-Type 73 application/x-www-form-urlencoded , MI&XiERK
RAEERSHEIREM URL RS , SHRN-ASARERIG. IF ASCI FRHE URL RISAIFRESELL UTF-8 #{T4%88.

IR LREIESH http BEREESFTESEHT urlencode , FEXMMEN T , MATREXIERBHIT URL 3T , BUAX URL 4
HeSHERLM.

AR : RS BEthTER TR , ISR RFC 3986, fEF %XY XFRFRIFIINRFHTE SR , P XY ot/ HErrF
(0-9 FIXE=rE A-F) , BRINEE5ILER.

4. KM

HRIESSIREN | FEUTERRMANEIRS | iSHRIESSIREAE

R fEIREA
AuthFailure.SignatureExpire BEILHR
AuthFailure.SecretldNotFound BIRAFRE
AuthFailure.SignatureFailure EEER

WS : BRmEmEX £551 ;1 #150m
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RS TEIES U
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 API B3R )

5. ERIER

TESCRRARS APL 3.0 Y, i EFRENRTZSREX SDK 3.0 , SDK HETEBNIE , FARRSE - RIgMEMEORT, ¥
SESI SDK b, MRTSISRIRE -

e Python

* Java

* PHP

* Go

e JavaScript
e .NET

ATEBRNERERTRE , THUSIMREES A0, B OANERTERRIIL. BXkES. ERIROMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN , TRTAIBRERA SDK.

REEHHAY url TT8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=208&Nonce=118868&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signat
ure=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPREERENN | HEBEARRSHEIRE |, RIanSRELL url FEXSEEHF I FEE R curl ER<SERISIREESN
Hix | SRH. ATEE—NMTLUEERER url |, EEERUREIFH Secretld 0 SecretKey NESLAVZESE , FHERRFHBIRTEEUE
79 Timestamp ,

IR ETENTAT  ARREES  EER—ESEXITEEIR url JEEEEMAR , RIASHNINFARR | (EXHARIER
. REMESHEE , BESITEIERRIE.,

IR LIMURB(UERT APL 3.0 , FEEERATREMINERRE | BIEZIERN APl , BTFEATERBRSHERUEIER | B
XS R AYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);

WS : BRmEmEX 8552 T #150m
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// SEFRERur RS SEIRF S B ER

for (String k : params.keySet()) {

/] FEXSEKEB# Turlencode , BT keyEBRRNFH , #ltA I Hvaluei#{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMapa LB &HEF

// SEFRE RS R 2 EEFRREEL , 140 - params.put("Nonce", new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // AHESE]

// SRR R R 24 e R A2 Bkt ] | 5140 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~NFHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIES5#4

params.put("Action"”, "Describelnstances"); // 2NHE%(

params.put("Version", "2017-03-12"); // ~H5%

params.put("Region”, "shjr"); // ~NHESE

params.put("Limit", 20); // \'535%§

params.put("Offset", 0); // \E5%1

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // A+t
28

System.out.printin(getUrl(params));

}

}

Python

IR (IRETE Python 2 IMEBHEST , EBELREE requests (KIS :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

WS : BRmEmEX 2553 ;1 #150m
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IbSCRRER | AShiaaTeer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)

WS : BRmEmEX 5854 TM #1500
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2 Aol

EOSHV3

BIFEHAYE: 2025-10-20 17:05:54

BH=EMEX APl £XE/MAEEKETEMHIIE |, ED’@A%:J?%BWET"&;&EX*éﬂz*@@xg{* ( Signature ) ASSIEERES

B, EBEEHTEFIIERN , ZEEUEELE Secretld 7 SecretKey ; ERFERSEREFIL , BRIERAPIZSARERE , SULERE
BZ=APEEO.,

‘EEI—‘—I =
1. FigREeFEiE
EFE—RER=APIZE] , BRIEEAPIZEUERIELZESEIE. LEEIEEIE Secretld 1 SecretKey :

e Secretld FBF#rR APLEFESH
o SecretKey FIFINEE A F R BIIRS S mICIE S E FRTRIEH.
* AFPWIIFIRREZSREIE , BRitEE,

FRIBELZEFIFNERSBT ¢

1. ERBAESHEXEEP RIS,

2. BIE=APIZSBREHI S TRE

3. E=APIZSATRE , =il [#r3E] BIRTLABIE—XdSecretld/SecretKey

IR FREKSRESELUABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &L 753%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data PN | json IEXERARTBISEOSTE |, multipart 8=
RENEWSEONE | IWEHZEOAREEER json 18IUER | &5 BRSO A,

THUSRSHRERT MNXSEGFIREAGIF  DEBNMBERANTEIRE. HAMBETERSAIFIRFANSE : Limit 71 Offset ,
{£F8 GET 73:58R.

RiIZFIFHY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAEIE R
RIS HHEHIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&k/5i% ( GET, POST ) , Awflchg GET ;

WS : BRmEmEX 8555 T4 #150m
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e CanonicalURI : URI £%§ , API 3.0 EEAERKT (/)

* CanonicalQueryString : &€ HTTP i&k URL FIVEIH=RTER , X3F POST ik , BIEAZSFRHE , XITF GET 15K , W9 URL Aid
5 (?) GENFZAERS , ARFIBYES : Limit=10&O0ffset=0, jF= : CanonicalQueryString &4 URL 4R/A3.

* CanonicalHeaders : £25&FR0LEYMEE | 263 host F content-type FINLER , BAIIIANBENXRILESBSEERLIEEEEIE
SKEOME—MFIZ 2. HFHEMN @ 1) k3B key 70 value ZT—8/NE , HXIEEETIE | KR key:value\n 1&=(HH% ; 2) 2/ k&6,
HRRBSLER key (/NE ) ROFEEAFFRB THHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £5&ZAEMER | IRBALXIERBMLLIS 5 TER , #1 CanonicalHeaders B ZHILENEE—XIMNAY,
content-type #[1 host J9usifEsLEB, HHENN : 1) L3R key ZB—HA/NE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ . content-type;host

* HashedRequestPayload : IEKIEXHIIEHE |, itE 5%/ Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 33 HTTP i5
KEE/NEX payload fff SHA256 5% , AE+7 #HlmD , RERIDHREEMR/NEFE., & : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload Bl HTTP i&SKIEX payload,

HRIELLEAIN | OIRERIRAGEIERENT (ATRNEW , \n BITFHIEESRITEHFI—TEK ) -

GET

/

Limit=10&0ffset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER IR
AU RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BATEEA TC3-HMAC-SHA256 ;

e RequestTimestamp : EKRAFEE; , BIiERLERAY X-TC-Timestamp BUE , A1 ERBIERS 1539084154 ;

e CredentialScope : EIEEE |, 1829 Date/service/tc3_request , @& HHR. FNEKARSINLIEFFE (tc3_request ) , Date A
UTC tRERTEIREHRE , BYEREM LS X-TC-Timestamp #25AY UTC FRAERIBIHRE—3 ; service AF-@m& , WRASEBNR
BEZ—5, BIg0 cvm, SN ERALEKR , BYEJ 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASBHHEFTSNECIEREBNGHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date Z/RMBTEIBL X-TC-Timestamp ITE1S2 , BRfX A UTC+0, MNRMARZAHEXER , HIIIFR/\X , ESHEXE
ERERMT , BERREMERGERY. RigifERY 1551113065 , 4/ \XAIRTiELZ 2019-02-26 00:44:25 , (B2 HEE
89 Date BX UTC+0 FYHHARS 2019-02-25 , A2 2019-02-26,

WRFRE - BRmERMEX 5556 T #£150m
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2. Timestamp X/REHRIRFATE , BEBERRSEHENEREERSH , MREEETADHPNSERM. MNRKASEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

HRIELA LA | EIPERIRFERFRHRUT (AT RREN , \n RITFAEESRITERI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. i8S
1) HEIREREEE , (hRBUIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date =E=8. , a0 L5~ , 792018-10-09 ;
e Service : B Credential g4 Service ZERER. , A L7R=0 , /9 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRESZER ;
e StringToSign : BIZB2ATEBRINSFSEFRE ;

2.4. #H8 Authorization
AN ™RRTCHE Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ', '

'Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
e Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M X , EIEEHE ;

* SignedHeaders : L £EX , 258 ZHLIHER ;

* Signature : 28

HRIBA AN | IR SEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

WRFRE - BRmERMEX 8557 T #150m
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RETREIERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&80Offset=0

ER224], (CBH

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr

. BRERW

HRIESSIRER | FEUTERRMANERG | iSRIEIRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX

ES iU
BRILH
AR
BRER
token $Ei%

ZiREE (A2 APL AR )
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "shjr";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ;#?%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkikkk ./If_ﬁ 3 o .L-l.%%g khkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkhkkk $‘9¥ 4 j:}’fl:g Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

WS : BRmEmEX 8559 ;1 #150m
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkhkkkhkkkhkhkkkk 53% 1 o *#;g;m;ﬁiﬁ*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkkkkkk 5% 2 : T#*%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"

WS : BRmEmEX 2560 71 #1503
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkkkkhkkhkhkk ig% 3 : .‘L-I-gég *khkkkkhkkkkhkkkhkk

# ITEEBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk ig;’% 4 : ?#*% Authorization khkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSHRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}

WS : BRmEmEX
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15 KE5H4)

BIFEAYE: 2025-10-20 17:05:55

1. frsSHbit

E224, (CBH

)

btz (Region ) RISYEERVEHEH OAMMIEXE, BRZEMEXRZMIEAREBxERE | RIEARtbESERAEEIEEE

BiEt. ATRHEHEE. S THRE  2EIRERELEEFRIbE.
ERTLUEIT APIED EiibIR B TARtbE xR,

2. BEMY

BN=SREX APl UFFEIEOMET HTTPS TS | RESR2MNEEEE.

3. BKTE
S50 HTTP IS0 E:

* POST (i)
o GET

POST iEkz#569 Content-Type 28! :

e application/json ( ¥#E7F ) , WIFERA TC3-HMAC-SHA256 &&75:%,
¢ application/x-www-form-urlencoded , #ZR{FFE HmacSHAL g HmacSHA256 && 757X,
e multipart/form-data ({XEpo OIS ) |, WREA TC3-HMAC-SHA256 & 75i%.

GET IERHUEREA/NARE#BIT 32 KB, POST iERFEAESEAEHN HmacSHAL, HmacSHA256 BAE#8iZ 1 MB, POST i&EK{EAE

#&F5iEA TC3-HMAC-SHA256 Aiz3% 10 MB,

4, FRIwAS

FEFAUTF-84%%2.

WS : BRmEmEX
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IS

BIFEAYE: 2025-10-20 17:05:55

RS

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HIEFAT) , EeTaerORELIT

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMEBH Requestld REERFER , TiCiEKRMINSE , RE APIET |, MAERIREL

* Requestld FBF—1 APLiEKAIME—IRIR , W5 API HILRE |, SJLABKERERA] , FHREHZ ID KRRERE,

o [RTEEMNFERS  HRIWARKEOENNTFER  AENEOMMRENFES IO XEFREN. HHFIHE TotalCount
InstanceStatusSet 5 DescribelnstancesStatus £ OENXFER , BT EREKNAREMEZE=RS2TLH , Bl TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tHIRIREIER
£, SRR

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMFEEZISKARKM, Error FERXEREAERRY Code 1 Message FERTEERLMAT 2 EIREIAY,

e Code ZREMHEAEIRD , HiEKH BT RIEZEIRISEA RS Ha0E O RAYE RS R BEEmE R MREEFIRR
BE,

Message BRHTXMEIREENERERE , BEISEESAEMN | WAL B FRISTEREH , AP ARRKEIXMRE]
&,

* Requestld FBF— API iERAUE—HIRIR , N5 APL HIIEE , SJLABCRIRA] , FHEMIZ ID SEARRBE,

NIRRT

IREIZERPUNRIFAE Error FER , NIZRRBA APLIECIKM,  Error iy Code FERFRTMEIRD , ATB SR REHINAYEIRAS A AL
IREG , TERFIH T ARG,

WS : BRmEmEX 2563 T #150m
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure. MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

E2241 (CBH )

TRIRIEA
ERAEE (A2 API AR ) |
MFA $5ig,

AR,

R

SZZIULLN

%

SRR,

k

token $&iR,

Bk CAM 1Y,

DryRun #F , RRIEREEEMINA . REZET DryRun &4,
(=SS

REBFEIR.

EORFHE.

SEGER.

SHEYERIR.

FRIS ECEPR S .

BROSEEIR,

EORARFE.

TERADREGET T 3RZPRS.

BIRH G .

RIFAE.

BIRFE.

RIFAETA,

RIZRURLE.

RASHGER.

BEARSHF.

http(s)iERIPSEIR , R3ZHF GET #1 POST 15K,

EORSHSATEhEL,

5864 T 150
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N

7

VTSR SRR 2025-10-20 17:05:55

RHSYEBTHRAFMZOLSNENNSE , MIENE | £ MNENRRIROSME P A ENXESHHI TR |, BERERIFE
EHXLSH , FREIERREBK.

At )

BBHIE V3

{s8F TC3-HMAC-SHA256 25750 , ARSHEZSH—NEI HTTP Header i&3kLE0+ , 407F :
SEEFR ESid) Wik R

BERROSMR. BESESROXETHRASEHALSE Action RO, FINIRIRSSEHNE

X-TC-Acti i =
C-Action String = EEFIFIRZEO |, BUYES Describelnstances,

WIS . SRR B IR EI M ERIEE. RORZAEEESE RO RAS

X-TC-Region String = S8 Region BE, TR | REROAFTEERZSH , BOXEPII IR
B9 | IESBMEEIBIZ S AL,

X-TC- Integer & 2381 UNIX BIEB , e[icRA#S APLiEKAIATIE]L, Ia0 1529223702, T4 : (IR SRS=E

Timestamp T HEEsEEsH , 5SS,

X-TC-Versi , = EER APLRORRAS, EESEREOSERANSLHESEL Version R9REE. BIAN1=BRSSZ/AIMR

-TC-Version String 2

7 2017-03-12,
HTTP fRAESHIAIESLERFER |, g0
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,

Authorization  String 2 - TC3-HMAC-SHA256 : && 7% , BRIEERZE ;
- Credential : &2EiE , AKIDEXAMPLE 2 Secretld ; Date & UTC #rERTEIRIEER , BX
EFENRHSE X-TC-Timestamp #E/Y UTC FRAERNBEIRHE—E ; service AFm& , &
MBI mREE—E, flticvm ;
- SignedHeaders : 25&RITEAISLEMSE , content-type #0 host J9wsifksLEp ;
- Signature : EZWE,

X-TC-T . = IGESERATARY Token , FEEASIGRER—REER. IREIEHF] Token FERHINEERR

-TC-Token String &

SEARBEZORE. KEZAAFE Token,

BEHE V]

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—MEEKES , (0T

SHETR sm Wik A
Action Suing | g CHFEEDEN. BESEEOTRHEHASRAHSH Action WA, PRI

REIsLHIZIZREO |, BUEA Describelnstances,

WS : BRmEmEX 2565 T4 #150m
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SHBR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

ss IR

s

String

Integer

Integer

String

String

String

String

String

i

alil

i

ali

il

i

i

E2241 (CBH )

fk

Wi Sy, SRR B EI MBIEAIEIE. FOESZAMEREESE EZ O REA
S NS Region ROGER, 1R | RUEOATEECRZSEH , EOEP RIS
BIRER , LRSEMEEEBZS AL,

Za0 UNIX Bf[a)8% , FJicRARE APLIERAYRTEL. FI01529223702 , MRS =F1H(E
BETK , 25EERTHER.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHAE_E ERiBERIRREDH] Secretld , —4 Secretld XFRME—HY SecretKey |, i
SecretKey SFRARLIEREE Signature,

BRESR , FRBIERERNGEN | FERFRIELFRBMASEITESH. Bkt
BIEESNEROSSHE,

B{FRY APLESRRA., BUESEROXETASATSL Version B, AIN=RSES
A9RRAS 2017-03-12,

BEZ5, , Baiszi: HmacSHA256 #1 HmacSHAL, REIEEHES%E05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIFER , EttiERIIEHERE HmacSHAL I8IEES.

IRESHEFFTAEAY Token , FELSIRRIEZHE—EMEMA. IRRTEEM Token FEELRE
ERSERZORE. KEZHERFE Token .

bl (Region ) RIEYIERAUET OAMIEXE, BRZEeMEXZMIEAEEZETERE | RIEFREtESERAEREIREE
it ATRENRRE. B8 TEEE 2 GERRFEIIEEFathE.

EaJLAEIY AP ENAMIESIER EESTRAIIETIER.

WS : BRmEmEX
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licensefgx

E2241 (CBH )

DescribelicenseUsage

BITEFATE: 2025-10-20 17:05:55

1. FOfEE

EOEki® : bhsaas.api3.finance.cloud.tencent.com,

HlicenseEE AT EiflicenseAE
FONBEOIERERIRS « 200k/FD.
EOEHATE : 2023-08-24 12:06:12,

EOBFIRE R EMN,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE |, TBEAHSHFIRDAHIERSH,

SHETR Vv FEFNULL
Action = &
Version = =
Region = )

3. S

SHETR ESid)
LicenseUsagelList LicenseUsage
Requestld String
4. $EixtS
E)EE)

UG T OSSR A0EIRD | BERITER A HHEIRD,

RS
InvalidParameter

InternalError

WS : BRmEmEX

RE ik
String ~HBE, KIZFOBYE : DescribelicenseUsage
String NHSE, AEOBYE : 2019-10-18
String NHBY, WEHEEMEOFAFTZEBISEL,
fER
licenseFBEFIFE

W—iEXK ID , BRiEKEPSIRE], EEATEERZXIERKA Requestld,

l_':|

fiik
SEGER,

PRIEREIR.

5867 T #1500
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Hth#z ]
ResetUser

BITE AT E: 2025-10-20 17:05:55

1. FOfEE

EOEKIEE © bhsaas.api3.finance.cloud.tencent.com,
EERFED

BOAEZEOISRIRERPRE : 200%/FD,

EOSEFRAETAE - 2023-02-02 11:16:53,

EOBFINE S EM,

2. NS

UTNBERSEGIRGIH T ROBERSEBHBO LHSE , TBAHSHFIRDAHERSH,

SHEBR WAlE FEEFNULL il R
Action 2 &= String ~HSE, AZEOBYE : ResetUser
Version =2 & String NHESE | ANEOBYE : 2019-10-18
Region = & String AHBY, WEHEERAEOREEERI S,
IdSet =2 & Array of Uint64 HBFIDES

A s
3. HHSE
SHAR S IR
Requestld String W—iEK ID , @XEREPSIRE. EBNSEERAZRIEKE Requestld,

4. ER
UG T OSSR A0EIRD | BERITER A HHEIRD,
FRIRIG fEtk
InvalidParameter SHEER.
FailedOperation BRAFRIL.

WS : BRmEmEX 5568 T #150m



X BIHSTCE @24 (CBH )

SearchCommand

BIFEAYE: 2025-10-20 17:05:55

Sz A
1. EOHAR

EOiEKRES : bhsaas.api3.finance.cloud.tencent.com,
mOHUTIRR

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2023-03-02 11:02:51,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER S FEEFNULL &St fEA

Action = & String nE&E , AEOBYE : SearchCommand
Version = &5 String NS, ANZEOBYE : 2019-10-18

Region 2 & String AHSH  WEHEBAEOAFTEEZSEH.
StartTime 2 & Datetime_iso HERXERFFRATE

EndTime 5 B Datetime_iso RRXERILERATE , AMERIA TR BRI LE
UserName S S String BFR&

RealName & & String a4

Instanceld S S String BFESLIID

DeviceName 5 & String BIEBm

Publiclp = & String BRI AKIP

Privatelp = = String BEFHIPIMIP

Cmd = = String AT S

AuditAction = = Array of Uint64 RIEEEIRSHH TR © 1 - BHUT ., 2 - HFEHT
Limit B B Uint64 BIAE , #iA20 , X200

Offset = a Uint64 DIRBAE |, BIAESO

3. mHESE

WS : BRmEmEX 5869 T #150m
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SEER LRy iR
. e wap N UTR
TotalCount Uint64 o
HICR#
Commands  SearchCommandResult Ai SIS
moyIEE
Requestld String H—EK ID , ®XiEKREPSIRE, BRI EERAIZRIEKA Requestld,
>
4. FiRbS
PUMYEH 7O SZERRAVEIRD |, BRI A HEIRE,
e A
InvalidParameter SHEEIR.
InvalidParameterValue SHBYEREIR.
InternalError HEBHEIR.

WS : BRmEmEX 8570 ;1 #1503
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SKY| ISPl
DescribeResources

BITE AT E: 2025-10-20 17:05:55

1. FOfEE

EOEKIEE © bhsaas.api3.finance.cloud.tencent.com,
EWAFPEENELTRSES  BERRID, #1=%. VPC, SHRTESE,
BOAEZEOISRIRERPRE : 200%/FD,

EOSEFRAETAE : 2022-05-30 20:57:28,

EOBFIRE R EMN,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE |, TBEAHSHFIRDAHIERSH,

SRR WhI%E FEEFNULL &Sic) R

Action = & String ~HSE, KIZFOBYE : DescribeResources
Version 2 = String NHS%, KiZEOEYE : 2019-10-18

Region = & String NHEBY , WEHEEBAEOFARTEERISE,
ApCode S & String HbiEiAS, 40 ap-guangzhou

Vpcld & & String RERE 2 FHERY VPC LAIIDEIR

Resourcelds & &= Array of String REIDES , BIENIDESRZEE ApCode 1 Vpcld

3. S

SHBR il iR
e wap N DTN
ResourceSet Resource e
. B2 RS
Requestld String HE—EXK ID , ®XEkEPIRE, EMRANFHERAEZRIEKA Requestld,
=]
%EI'EE

UG T OSSR A0EIRD | BERIIFEN AT EIRS,

WS : BRmEmEX 2571 TR #150m
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FEIRES
InvalidParameter
InternalError

InvalidParameterValue

WS : BRmEmEX

fik
SR,
REBEIR.

SHEVEEIR.
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it
SearchFile

BITEFATE: 2025-10-20 17:05:55

1. FOfEE

EOEki® : bhsaas.api3.finance.cloud.tencent.com,

E2241 (CBH )

BRESUHERIRE ( BTERAHITERE->BIFRR- > XXHEH )

FRONEIERERERIRE]  200%/%0,
HECSEFHATE : 2023-08-24 12:10:22,

BOBIRESE N EN,

2. NS

ATBRESHGIRIGH TEOBERSHFLO /TS, 7
SHETR Wik FYFNULL
Action pr3 =
Version 2 B
Region = =
StartTime = =5
EndTime & &=
UserName = =
RealName & &=
Instanceld &= =
DeviceName & =
Publiclp = &
Privatelp = =
Method & &=
FileName & &
AuditAction & =

WS : BRmEmEX

String
String
String
Datetime_iso
Datetime_iso
String
String
String
String
String
String

Array of
Uint64

String

Array of
Uint64

[
>
s
%
g
3
it
=
D>
i
at
ok
&
S

HE%, AEOEYE : 2019-10-18

>

H2H | WEEENROFATEEELSEH.

>

BiRFaRd(E
EiREERATIE
]

a2

BRESREL 1 - XM 8, 2 - TSR, 3 - SUHHIBR | 4 - U
&, 5 - XHHEFR)ESR , 6 - FEXUFE , 9 - BFRTFE

AESRERSXM (X) &

1-BHUT . 2-#KBEHT

573 I FH150%



X BIHSTCE 224, (CBH )

SHEWR P AFENULL 58 iR
Limit = = Uint64 STRAIRWNICREL , BA20 , 54200
Offset & B Uint64 PRIRBANE , BUAERO

3. S

SHER il A
TotalCount Uint64 g;gwﬂmmo
Files SearchFileResult m;;gm°
Requestld String E—IEK ID , &RIEREPRIRME., EMIASFERANZRIBERAT Requestld,
j:t\
4. i81=f3

UG T 2O SSIBAEERA0EIRD | BfERIRFE R ARG,

EiRAD A
InvalidParameter SHEER,
InternalError HEREIR.
InvalidParameterValue SHEYEEIR,

WS : BRmEmEX 5574 W #1500



O BASTCE

MR ER RO
CreateAc!

BITE AT E: 2025-10-20 17:05:55

v H-N )
1. ZFOfEA
EOiBKiEE : bhsaas.api3.finance.cloud.tencent.com,
FrEiaaA R
EOMZOERINERS : 200%/70,
EOEFHAIE : 2022-08-29 14:30:51,

FEOBIINE S EN,

2. NS

E2241 (CBH )

UTNBERSEGIRGIH T ROBERSEBHBO LHSE , TBAHSHFIRDAHERSH,

SHETR Wik FBFNULL %R
Action B &= String
Version = &5 String
Region = = String
Name = = String
AllowDiskRedirect = = Bool
AllowClipFileUp = = Bool
AllowClipFileDown = &= Bool
AllowClipTextUp &= &= Bool
AllowClipTextDown &= = Bool
AllowFileUp a & Bool
MaxFileUpSize & & Uint64
AllowFileDown a & Bool
MaxFileDownSize & & Uint64
AllowAnyAccount = B Bool
UserldSet x5 & Cir;a%:f

WS : BRmEmEX

o

Y
AHSE, AEOBYE : CreateAd!

NHSE, AEORYE : 2019-10-18

AHSH  WHERAEOATEGBILSE.
BERER , RA32FHF , FeBRTHAFHA

R EHERGT

AR 1T

EAFEEMHSU T

REFEEMRYA (SEBR ) £17
EEAEEMRNA (S8R ) ™7

BEFFE SFTP X4 EiE

HER EERNBRSE (FREESEL , BRIERER )
E&EFFE SFTP ST &

AHER T EANRE (FTREESEL , BRIERER )

EARHIRKSER

KEHFBFIDES

5875 W FH1500



X BIHSTCE @24 (CBH )

SHER Wik EFENULL  ER iR
UserGroupldSet & & Array of KEXHYFIF4EID
Uint64
DeviceldSet & i A.rray of KEAREF-IDES
Uint64
. Array of s
= = GERFEY
DeviceGroupldSet %5 5 Uint64 KEXRYZR=4HID
Array of eerm =
AccountSet & & : KBRS
String
CmdTemplateldSet & & Array of KBS G mSERID
Uinte4
AllowDiskFileUp = = Bool EARTBrdpld 2 ET 4 HE
AllowDiskFileDown = = Bool AT Erdpl RIS T
AllowShellFileUp & & Bool BEFRrz szx4 g
AllowShellFileDown & & Bool BEAFErz s23ETE;
AllowFileDel S S Bool ERFFE SFTP ST/
. . . PRI RARATE , #0:"2021-09-22T00:00:00+00:00" <br>4=
ValidateFrom a a Datetime_iso N A . N
- - - 2. LA AN AR
. . . IR RACRATE] , #0:"2021-09-23T00:00:00+00:00" <br>4=
ValidateTo & & Datetime_iso N o . ~ N
. . - . EHEENA A PRI EAE Y
Departmentld & & String TAIEIPRET/E SR JRIID
A Y 4
3. s
SHER i) A
. WESHRIHIAET I,
Id Uinte4 N A .
FTEERIOAE A RID
Requestld String H—igK ID , ®XiEKREPSIRE. EuARIEEREZRIEKA Requestld,
H N3
EllBEﬁE_'J

UG T O SSIBIEERA0EIRD , BEIRIDEN A THEIRD,

%EI'L?EEE_'! }ﬁiﬁ

MissingParameter TRDSHEEIR,

WS : BRmEmEX 2576 T #1501



O BASTCE

HIRAD ik

InvalidParameter SRR,

InternalError WEREEIR,
RequestLimitExceeded TBERAOREGERT 7 SE=PRE .
LimitExceeded RIS ECRRBRE
ResourceUnavailable RIFARTH,
ResourceNotFound RIFAFE,
OperationDenied BMEIRE,
InvalidParameterValue SHEYEEIR,
FailedOperation.DuplicateData HEHIE.

WS : BRmEmEX

E224, (CBH )

8877 T #150



X BIHSTCE @24 (CBH )

DeleteAcls

BIFEAYE: 2025-10-20 17:05:55

1. #EOfEA

EOBKRIEE : bhsaas.api3.finance.cloud.tencent.com,
FRIBRIT IR BR

BOAEZEOIERIRERPRE : 200K/F0,

EOEFAYE : 2022-03-14 16:05:18,

BRI S-S &N,

2. NS

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SHER WAisE FEEFNULL Sl A
Action = S String NS, NiEOEYE : DeleteAcls
Version =2 & String NHESE | ANEOEYE : 2019-10-18
Region = & String AHSY, WEHEEARORFTEERI S,
IdSet 2 FS Array of Uint64 SR RIDE S
A s
3. s
SHER il IR
Requestld String W—iEK ID , 8XIEREPSIRME. EBNBEERAZRIEKE Requestld,

4. $E21

AU 7Ol B EER AR | HAERASF A IR,
THIRND A
InvalidParameter SRR,
InternalError REBEEIR,
InvalidParameterValue SHEYERIR.

WS : BRmEmEX 5578 T #150m



O BASTCE

DescribeAcls

BIFEAYE: 2025-10-20 17:05:55

=7 R
1. #FOfEA
EOBEKIER . bhsaas.api3.finance.cloud.tencent.com
EEHEPRIIER
EOMZECIERINERS) - 200%/70,
EOSEFRAETAE - 2022-08-29 14:31:21,

EOBIIOEE NN,

2. NS

°

E2241 (CBH )

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FRPFNULL
Action = =
Version = =
Region ~= )
IdSet ) B
Name B B
Offset & =
Limit & =
Exact & =
AuthorizedUserlIdSet = =
AuthorizedDeviceldSet = =
Status B B
Departmentld B B
3. FitH S
SHER &Sid) N

WS : BRmEmEX

e

String

String

String

Array of Uint64
String

Uint64

Uinte4

Bool

Array of Uint64
Array of Uint64
Uint64

String

NHESE, AEOBYE : 2019-10-18

HE4 | EERRROFFTEEBIL S,

>

IBARIDE S
IERERR , BRREEIE , RIK64AFHT

(REAE

ST
TAREME  BIA20 | BAS00

(=3
EERENametTHEHRAEIR , BiAEfalse
BIHESREABFIDES

BILARIEFIDES

TERRIAE | 1 - BER, 2 - RE, 3 - BiIHS

EBIJID , AT ITEETENER IR

79 I FH1500



O BASTCE

SEER i
TotalCount Uint64
AclSet Acl
Requestld String
M
4. F1=bS

UG T Ol SSIBIEMERA0EIRD | BRI A HHEIRD,

FEIRMG
InvalidParameter
InternalError
ResourceNotFound

InvalidParameterValue

WS : BRmEmEX

3%

HSEXSIATT L,
TR PR ER

S ERISNART I,
PARBUEITIES

E224, (CBH )

E—IEK ID , RERESIRE. EIARIFEERAZRIEKA Requestld,

Jdr

fiik
SR,
REREIR.
BIRFE.

SHIEEIR.

5580 T #150%



X BIHSTCE @24 (CBH )

ModifyAcl

BIFEAYE: 2025-10-20 17:05:55

Sz A
1. EOHR

EOiEKRES : bhsaas.api3.finance.cloud.tencent.com,
1EBLIEI R

BOAEZEOISRIRERPRE : 200%/F,

EOEFAYE : 2022-08-29 14:31:06,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FEFENULL 258U R
Action 2 & String AHSH, AEORE : ModifyAc
Version = &5 String NS, ANEOBYE : 2019-10-18
Region = B String AHBE , WHERMEOATEEBL S,
Name 2 S String IBIARETR , A32FF , FREEETHFR
AllowDiskRedirect =2 & Bool AT EERST
AllowClipFileUp S B Bool AR 1T
AllowClipFileDown & B Bool BT EEMR T
AllowClipTextUp S & Bool EEHEEMRNA (BER ) £17
AllowClipTextDown & B Bool EEHBEEMRNA (S8R ) ™7
AllowFileUp & & Bool A EXHER EE
MaxFileUpSize S S Uint64 HER EERNBRSE (FREESEL , BRIERER )
AllowFileDown & B Bool AT ENHER T
MaxFileDownSize B B Uint64 NS T ERNRS) (TRESE , BRrEARER )
AllowAnyAccount 2 iy Bool BEAFIEKSER
Userldset 5 & Array of XBAHOFIFID

Uint64

WS : BRmEmEX 5881 T #150m



O BASTCE

SR Wik FSIFNULL
UserGroupldSet = =
DeviceldSet & &
DeviceGroupldSet & )
AccountSet = &5
CmdTemplateldSet = B
Id = &=
AllowDiskFileUp = =
AllowDiskFileDown & &
AllowShellFileUp B =
AllowShellFileDown = &=
AllowFileDel = =
ValidateFrom = =
ValidateTo & &
Departmentld = =

A MM

3. HES%L

SR ESig) A
Requestld String

>

. TEHIRAD

UTMMRFIH T Ol S EERa0EIRES . BfhiERFER

FEIRD

InvalidParameter.Resourceld

UnsupportedOpera

RS : Bz

tion

BMEX

St

Array of
Uint64

Array of
Uint6e4

Array of
Uint64

Array of
String

Array of
Uint64

Uint64
Bool
Bool
Bool
Bool

Bool

Datetime_iso

Datetime_iso

String

fiik

E2241 (CBH )

fiik

KEXRIFF4EID

KEXBYEF=ID

KEXRIEF4HID

KEIKS

KBS <SEIRID

iIEABRID

EAFHE RDP BSR4 EE
EAFHS RDP BT S T E
BERFErz sz £
ERFRErz sz T

BEFFE SFTP SU4MIRR

IS BRAESLATIE , 40:"2021-09-22T00:00:00+00:00" <br>4=
. RS EAENIG SRR

TN BREERIAGE) , 40:"2021-09-23T00:00:00+00:00" <br>4
. ESEAMENS AR EARRL

RBRATEERIJAIID , 40 : 1.2.3

WE—EK ID , SRIEREPRIRME., ELIDRATFERAEZRIBERAI Requestld,

ANHEEIR,

FTHIRIRID , BTHREAMFENSIIH.

BREARSHF.

5582 T F150m



O BASTCE

IR
MissingParameter
InvalidParameter
AuthFailure
InternalError
RequestLimitExceeded
LimitExceeded
ResourceUnavailable
ResourceNotFound
OperationDenied
InvalidParameterValue

FailedOperation

FailedOperation.DuplicateData

FailedOperation.DataNotFound

WS : BRmEmEX

fik

ROSEGER,
SEGEIR.
CAME R /SEUEIR.
REREIR.
IERADREGET T SRR b,
RIS ECEIPRS] .
IR,
BIRMFE.
EREHIELE,
SHEAEEIR.
BRI

Bt R,

ER224], (CBH

5883 T #150

)



X BIHSTCE @24 (CBH )

AFHRXZEO

CreateUser

BITEFATE: 2025-10-20 17:05:55

v s
1. EOHA
EOEki® : bhsaas.api3.finance.cloud.tencent.com,
AR
BOAEZEOISRIRERPRE : 200%/FD,
EOSEFRAETAE - 2022-08-29 14:28:48,

FEOBIINE S EN,

2. NS

LITNBERSHGIRFIE TEOIBRSHFRD NHESH , TEARSHGIRDAHLERSEL,
SHER WE AIFENULL R D0
Action 2 & String NHSH, AEOHYE : CreateUser
Version =2 &5 String NHESE, AEOEBYE : 2019-10-18
Region = & String NS, WEHESAEOFARTEERISEL,
UserName 2 = String FRFE, 3-2(34\5‘73??, VRN FEIL , BEAEEEFE. ¥
Fo o -LUMSER
RealName 2 & String ARYE  SAKE20NFR , AR as8FR/
Phone = = String j(lﬁi?’fﬂ'?—ﬁﬁiﬁ—% . ilﬂ%%ﬁ\ﬂi%%‘ iﬂ.’;l%%ﬁ% , RREZERA
BIFENS"BUEZLIN, 20 " +852|xxxxXXXXX
Email & & String EB AR
. . . RUATIE] |, 40:"2021-09-22T00:00:00+00:00" <br>438, LR
ValidateFrom = = Datetime_iso g;;ﬁgg {;Hl; . SRR R
ValidateTo = = Datetime. iso giéﬁggkzgg;;1-09-23TOO:OO:OO+OO:OO"<br>€E§“SL KT
GroupldSet A & Array of FrERFAIDES
Uint64
AuthType & & Uint64 INEAT, 0 - &t , 1-LDAP, 2 - OAuth MERBIASO

WS : BRmEmEX 5584 T F1500



O BASTCE

SHER WE RIFENULL R

ValidateTime = = String

Departmentld & = String
3. EHEEL

SHBR ESic) TR

td intea SRR FE.

Requestld String

4. FEIRD

UG T O SSIBIEERA0EIRD | BERIDEN A THEIRD,

HIRID
InvalidParameter.Resourceld
UnauthorizedOperation.NoPermission
UnsupportedOperation
ResourcelnUse
UnauthorizedOperation
MissingParameter
InvalidParameter
AuthFailure
InternalError
RequestLimitExceeded
Resourcelnsufficient
LimitExceeded
ResourceUnavailable
ResourceNotFound

OperationDenied

WS : BRmEmEX

fik

Fr/E&BIJID , 40 : “1.2.3"

BE—IEK ID , RIEREIRE., EAIARSFEERAZRIEKAT Requestld,

Jdr

A

FTXHERIRID , AT ERANMFER ST,
TR ERUR,

BEARSH,

R S,

RIFURLE,

BROSHEEIR.

BHGEIR,
CAMER/EREIR,
IEBEEIR.

BERADREGEIS TSRS,
BREAE.

BT EABR .

RIRARTF,

BRAFE.

RERRIEYE,

E2241 (CBH )

HERITAIRRBRAE , FHO. 1ERAIFRIER , RKEL68(7 x 24) , FKi%A
FHE—EPARFLRER. FREBRPENDFRHRE—RPIE
NANINES , O - (RAAIFAE | 1 - RERVFLR

5885 T F150%



O BASTCE

HIRID
ResourcesSoldOut
InvalidParameterValue
UnknownParameter

FailedOperation.DuplicateData

WS : BRmEmEX

%

SHEYEEIR.

RASEGER.

EELIE.

E224, (CBH )

5586 T #£150



X BIHSTCE @24 (CBH )

DeleteUsers

BIFEAYE: 2025-10-20 17:05:55

1. #EOfER

EOBEKIER . bhsaas.api3.finance.cloud.tencent.com,
TBRFEF

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2022-03-14 16:05:18,

BRI S-S &N,

2. NS

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SHER WAL FEFNULL -5l N
Action = S String &8, AEOEYE : DeleteUsers
Version 2 F String NHESE, AEORYE : 2019-10-18
Region = & String AHBY, WEHEEAROREEERI S,
IdSet = = Array of Uint64 EHMEREEFIDES
A MM
3. S
SHEWR it A
Requestld String W—iEK ID , 8XIEREPSIRME. EBNBEERAZRIEKE Requestld,

4. tER

AR 7Ol B EERAEIRD |, HAERASF AR,
THIRND A
InvalidParameter SRR,
InternalError REBEEIR,
InvalidParameterValue SHEYERIR.

WS : BRmEmEX 5587 T #150m



O BASTCE

DescribeUsers

BIFEAYE: 2025-10-20 17:05:55

1. #EOfER

EO1Eki®# : bhsaas.api3.finance.cloud.tencent.com,

BWAFYIE

FUAZ OB ISRERIRS : 200R/7D.

EOEFTE : 2022-08-29 14:29:22,

EOBIIOEE NN,

2. NS

E2241 (CBH )

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SEEFR
Action
Version

Region

IdSet

Name

Offset
Limit

UserName

Phone

AuthorizedDeviceldSet

AuthTypeSet

Departmentld

WS : BRmEmEX

=
=

=
=

=
~x=

iy

iy

17

iy

iy

iy

iy

FBEFNULL

o

iy

iy

iy

17

iy

iy

Iy

iy

iy

s
String
String
String

Array
of
Uinte4

String

Uint64
Uinte4

String

String

Array
of
Uint64

Array
of
Uinte4

String

NHSE, AEOEYE : 2019-10-18

\)

H24 | EEERRROFTEEEBL S,

2>

SNRIdSet R A= , NBBEEMNSEL

tRRAEIA , 1dSet. UserName. PhoneAZEIA4ERL , AP E
B TIERAEIR

P, WEAE

BmEBHE | #BiA20, &K500

KEHREIA) | 1dSetZSRYA 43K

FEHREIR) , IdSet, UserName AZEIA4ER, <br> KIEFHISEHRE

HE , NREHMER. XS5 IZE" EREXEFIS A0S
BN, A0 " +852|xxxxxxxx"

BENEBIEERIDIHEMBRAIAEF

INIEFR | 0 - At 1 - LDAP, 2 - OAuth, MEAEER

ZBIJID , BT TEETENER AR

5588 T F150m



O BASTCE

3. iS4

SHAR Sl
TotalCount Uint64
UserSet User
Requestld String
4. $£2715,
S

E224, (CBH )

3%

S EEISNART L,
PR
HSEXSIAAT L,
BRIz

E—EK ID , &RIEREIRE. EIAEISFEERAZRIEKRA Requestld,

UG T OSSR A0EIRD | BERITFER A HHEIRD,

TEIRMG
InvalidParameter
InternalError
ResourceNotFound

InvalidParameterValue

WS : BRmEmEX

BIRAMFE.

SHEVEEIR.

5589 I F150m



O BASTCE

ModifyUser

BIFEAYE: 2025-10-20 17:05:55

Sz A
1. EOHAR

EOIEKRER : bhsaas.api3.finance.cloud.tencent.com,
ERRFER

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2022-08-29 14:29:06,

EOBIIOEE NN,

2. NS

LINERSHGIRNGIE TEOBRSEIMO RS, T

SEEFR Wik FFNULL 388U

Action = &= String

Version 2 & String

Region = = String

Id 2 &5 Uint64

RealName = = String

Phone b3 = String

Email = & String

ValidateFrom B & Datetime_iso

ValidateTo 5 5 Datetime_iso
Array of

GroupldSet ) )

P = = Uint64
AuthType 5 5 Uinte4
ValidateTime = = String
Departmentld 5 5 String

WS : BRmEmEX

E2241 (CBH )

NHESH, AEOBYE : 2019-10-18
AHEBH  WHERAEOATEEGRI S,
FAFID

FBF#%E  RAKE20MNFR |, Feea =K

KEEFHNSERES , IREHMER. X SHEIRE"EREXAH|
FHS"HIEIVEAN. 20: " +852[xxxxxxxX"

R R

BP43aAYE , 70:"2021-09-22T00:00:00+00:00" <br>4%.  Sxaht
[BAEN B ERERL

FBFsesiAdE) |, 40:"2021-09-23T00:00:00+00:00" <br>45%, 45407
B EN AP KB

FTBAFAEIDES

INIEFSTL , 0 - At , 1 - LDAP , 2 - OAuth FAMENZKIAA0

THIRRTEIERPRE . FRO. 1EpAYFFFER | RKEL168(7 x 24) , AFRIZA
FPHE—RAhRirnRretEeR. FAFRTPENDIFFERE—AFE
NN, O - (ERATREFIRIA | 1 - ARAVFLF

FAFFREERIIRYID |, 401.2.3

5890 T #1507



O BASTCE

3. S

SHER ESig) fEik
Requestld String

4. 5=t

UG T 2Ol S5Z AR A0EIRD |, EfhiEiRBiFER

IR
InvalidParameter.Resourceld
UnauthorizedOperation.NoPermission
UnsupportedOperation
ResourcelnUse
UnauthorizedOperation
MissingParameter
InvalidParameter

AuthFailure

InternalError
RequestLimitExceeded
LimitExceeded
ResourceUnavailable
ResourceNotFound
OperationDenied
ResourcesSoldOut
InvalidParameterValue
FailedOperation
UnknownParameter
FailedOperation.DuplicateData

FailedOperation.DataNotFound

WS : BRmEmEX

W—iEXK ID , ®RiEKEIRE, TR FERHIZRIERE Requestld.

R

FTHHRIFID , BTREMFERCIIH.

TR,

BEARSTS.

BR S,

KIFRURLE.

ROSHEER.

SHEEIR,

CAMER/ERGEIR,

REBFEIR.
IERADREGET TSRS,

BT ECAmpR®.

RIFATH,

BRAFE.

BRERIEE,

BREE.

SHEVEEIR.

(=S

RASHGEIR.

EEHIE.

BRI,

E224, (CBH

91 #150

)



X BIHSTCE @24 (CBH )

FAFHEEXREO
AddUserGroupMembers

BITEFAYaE): 2025-10-20 17:05:56

v s
1. EOHA
EO1EK% : bhsaas.api3.finance.cloud.tencent.com,
INFFERR
BOAEZOISRIRERPRE : 200K/FD,
EOSFEHAYE : 2022-05-30 21:15:05,

FEOBEINE S EN,

2. NS

UTNBERSEGIRGIH T ROERSEHBO NHSE |, TBEAHSHIIRNAHIERSH,

SHER WAIE FEYFNULL - il R
Action = S String ~HSE, AZEOBYE : AddUserGroupMembers
Version =2 & String NS ANEOEYE : 2019-10-18
Region = & String RIS, WEHERAREOAFTEERISE,
Id 2 B Uinte4 APF4EID
MemberldSet = &5 Array of Uint64 RERAFIDES
gor X
3. $ﬁu|':|:'.725§51
SEER it A
Requestld String W—iEK ID , @RiEKEPSIRE]., EURMATEERAZXIEKA Requestld,

:tl: ~
4. 3Ei=A5
PATBH T #OWSSZERXRAEIRIE , BEERIGIFN AL ERE,
HIRD T

InvalidParameter SEEEIR.

WS : BRmEmEX 5892 T #150m



X BIHSTCE {REH] (CBH )

HiRAD R
InternalError HEREIR.
InvalidParameterValue SHEUEER.
FailedOperation.DuplicateData EEHUE.

WS : BRmEmEX 2593 ;1 #150m@



X BIHSTCE @24 (CBH )

CreateUserGroup

BIFEAYE: 2025-10-20 17:05:56

1. #EOfER

EOBEKIER . bhsaas.api3.finance.cloud.tencent.com,
FEAPE

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2022-08-29 14:29:47,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER D4 FEIEFNULL ESit) ok
Action 2 = String NHSE, AEOBYE : CreateUserGroup
Version =2 5 String NESE, AEOBYE : 2019-10-18
Region 2 B String AHSH  WEHEBRAEOAFTEEZ S,
Name 2 & String BFEZ , BAKE32ZH
Departmentld = = String FBF4EFRESBIIRYID , 40 : 1.2.3
A s
3. WS
SHER ESid] A
) WESHRIHPAET I,
Id Uint64 N .
' SRR FFEID
Requestld String HE—IEK ID , ®XiEKREPSIRE, BRI EEREIZRIEKA Requestld,
N
4. %EIBE

UG T OS5I EERA0EIRD | BRI A HHEIRD,

%EI'BEEE_’! }ﬁﬁj

InvalidParameter SEEEIR.

WS : BRmEmEX 5594 T H150%



O BASTCE

HIRD
InternalError
LimitExceeded
ResourceNotFound
InvalidParameterValue

FailedOperation.DuplicateData

WS : BRmEmEX

E224, (CBH )

3%
REREEIR.
(N
BIFEAFE.
SHEYEEIR.

EEHIE.

5895 I H150%



O BASTCE

DeleteUserGroupMembers

ERITEFHHYE): 2025-10-20 17:05:56

AR N

1. EOHA

EO1Eki®# : bhsaas.api3.finance.cloud.tencent.com,
HERAAF AR

BOAEZEOISRIREPRE : 200%/FD,

EOEFAYE : 2022-05-30 19:56:58,

EOBEIOES &N,

2. NS

»

E2241 (CBH )

UTNBERSEGIRGIH T ROBERSEHHBO NHSE , TBAHSHFIRDAHIERSH,

\

SHBR Wik SEFNULL et
Action = a String
Version = 5 String
Region = a String
Id = B Uint64
MemberldSet = e Array of Uint64
pr b
3. HEE
SHBR RE R
Requestld String
25
4. 35105

LATAE T O SSBERRAYEIRS , EEREEN AT ERD,
e
InvalidParameter

InternalError

InvalidParameterValue

WS : BRmEmEX

NHESE, AEOBYE : 2019-10-18

7=

\)

\N
7

AHBY , WEHERTROFNTELBISH.
FAF4RID

HHPRAIRRBFIDES

E—IEK ID , BRIEREPRIRME., EMAMATFEERALZRIERAI Requestld,

fik
SR,
REREIR.

SHIEEIR.

5896 T 1500



X BIHSTCE @24 (CBH )

DeleteUserGroups

BIFEAYE: 2025-10-20 17:05:56

Sz A

1. EOHR

EMO1Eki®# : bhsaas.api3.finance.cloud.tencent.com,
MIBRFAFE

BOAEZEOISRIREPRE : 200%/F0.

EOEFATE : 2022-05-30 15:49:51,

EOBEIOE S &N,

2. NS

UTNBERSEGIRGIH T ROBERSHIBO LDHSE , TBEAHSHFIRDAHERSH,

SEER WAsE FEEFNULL St R
Action j=3 S String nHSE, KEOBYE : DeleteUserGroups
Version = B String NHSE, AEORYE : 2019-10-18
Region = S String AHEHSH , MR ERAEOAFTEELRL S,
IdSet 2 & Array of Uint64 FMBRRIFFAIDES
A MM
3. WS
SHAER E-Sit) R
Requestld String W—i5K ID , 8XIEREPSIRE. EENEERAZRIERKE Requestld,

4. FEIRS

PAIMRZIE 7O SSEEXAEIRE , AEREFEN A LSRN,
IR T
InvalidParameter SRR,
InternalError HEREIR.
InvalidParameterValue SHIEEIR,

WS : BRmEmEX 5897 T #150m



O BASTCE

E2241 (CBH )

DescribeUserGroupMembers

BIFEAYE: 2025-10-20 17:05:56

1. #EOfER

EO1Eki®# : bhsaas.api3.finance.cloud.tencent.com,

ERPERRTIE

FUAZ OB ISRERIRS : 200R/7D.

EOEFATE : 2022-08-29 14:30:35,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER
Action
Version
Region
Id

Name
Bound
Offset
Limit

Departmentld

3. S

g C

TotalCount

UserSet

Requestld

=
=
=
=
=
=
=
=
=
[

=
=

iy

i

Uint64

User

String

WS : BRmEmEX

FFFNULL K3 i)

& String AHBE, AEOBYE : DescribeUserGroupMembers

& String = AHSE, FEORYE : 2019-10-18

& String NS, WEHESAEOAFTEERISEL,

= Uinte4 FF4EID

& String FFPE8AFYTE , &IK6ANTR , EHiES

& Bool true - EABFINELZAFAENER | false - E@RMNEZBFENEF
a Uinted  STURBE

£ Uinte4  BTIKBEE , BA20, &A500

B String FR/E3RIJID

1%

SIS AR L,
FAFERLRSEL

HSEXIIAAT L,
FAF4ERLRTIZR

E—IEK ID , &RIERESIRE. EMIARISEERAZRIEKRA Requestld,

5598 T F150%



X BIHSTCE {REH] (CBH )

4. FEIRS

UG T OSSR A0EIRD | BERITFE N A HHEIRD,

$HIRES A
InvalidParameter SR,
InternalError HEREIR.
InvalidParameterValue SHEEEIR.

WS : BRmEmEX 8599 I #1503



O BASTCE

DescribeUserGroups

BIFEAYE: 2025-10-20 17:05:56

Sz A

1. EOHAR

EOiEKREE © bhsaas.api3.finance.cloud.tencent.com,
EEAFASIFR

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2022-08-29 14:30:19,

EOBIIOEE NN,

2. NS

LINERSHGIRNGIE TEOBRSEIMO RS, T

E2241 (CBH )

SHER Wi FEEFNULL Sl A
Action = S String NHBE, KIZFOBYE : DescribeUserGroups
Version 2 &= String NHBE, AEFOBYE : 2019-10-18
Region 2 & String AHSH  WEHEBRANEOAFTEEZSH.
IdSet & & Array of Uint64 BFPAIDES
Name = = String BPER , BHEEKE  0-64%FFF
Offset S a Uint64 DIRBAIE
Limit = = Uint64 Bri&kB#E | th&20 , &=A500
Departmentld B S String EBJID , BFLRETEAN SR INEFE
3. WS

SHBR ESit] R

. 8 CIPLY
TotalCount Uint64 gfggi;ﬂm
GroupSet Group WBBEISAE IR,

FF4AE5IZE

Requestld String HE—iEK ID , &XiEKRESIRE, BRI EERMEZRIEKA Requestld,

WS : BRmEmEX

6100 1 #1501

\|



X BIHSTCE {REH] (CBH )

4. FEIRS

UG T OSSR A0EIRD | EfERIRFER A HHEIRD,

FEIRD fk
InvalidParameter SR,
InternalError HEREIR.
ResourceNotFound RIFAFE.
InvalidParameterValue SHEESER.

WS : BRmEmEX 2101 7@ #1507

\|



O BASTCE

THEExX
CreateResource

BITEFAYa): 2025-10-20 17:05:56

=z R
1. ZFOfEA

EOiBKiEE : bhsaas.api3.finance.cloud.tencent.com,
BB ESNEIR

EOMZOERINERS : 200%/70,

EOEHETE : 2023-08-24 12:07:28,

FEOBIINE S EN,

2. NS

LINERSHGIRNGIH T EOBRSEFIED RHSE

SHETR Wik FBIFNULL %R
Action 5B = String
Version = &5 String
Region = &= String
Vpcld 5 = String
Subnetld = = String
LbVipIsp = B String
ResourceEdition 2 = String
ResourceNode = &= Uinte4
MbpExp ) ) Uint64
NodeExp = = Uint64
TimeUnit = & String
TimeSpan = = Uint64
PayMode & iy Uint64
DeployRegion B &= String
DeployZone = &= String

WS : BRmEmEX

E2241 (CBH )

vpcld
subnetld

Ib vipizER. ERAAZE , WMifEEL. CMCC #4f) CTCC BBfE CUCC BXEB
BGP #MmICAP

BIRFEE, toERR(standard)a & Z bR (pro)

RIFEIAT =% BYE : 10/20/50/100/200/500/1000

THERAT
FEEAR. 0FRNEHRITE/ET2: | 1R #
EBZERregion

EBERYzone

6102 T H#150m

\|



X BIHSTCE 224, (CBH )

3. iS4

SEER i) A
Requestld String H—iEK ID , ®RiEKRESIRE], EMEMATEERAZXIEKA Requestld,
H X3
4. i81x08

UG T OSSR A0EIRD | EfERIRFER A THEIRD,

EiRAD T
InternalError WEREIR.
InvalidParameter SRR,
InvalidParameterValue SHEEEIR,
FailedOperation ERERIL.
TradeUnknownError.RequestBillingFailed BRI EREER

WS : BRmEmEX 2103 7@ #1507

\|



O BASTCE

DestroyDasbResource

BIFEAYE: 2025-10-20 17:05:56

Sz A

1. EOHR

EMO1Eki®# : bhsaas.api3.finance.cloud.tencent.com,
HRESTRIRECD

BOAEZEOISRIREPRE : 200%/F0.

EOEFAYE : 2023-07-20 19:56:16,

EOBEIOE S &N,

2. NS

E2241 (CBH )

UTNBERSEGIRGIH T ROBERSHIBO LDHSE , TBEAHSHFIRDAHERSH,

SHER WA FEFFNULL &St
Action = B String
Version 2 = String
Region = B String
Resourceld = B String
A MM
3. S
SHER ESig) R
Requestld String W—iEk ID , EXIEREPSIRMAE],

4. FEIRS

AR 7OV SSBEERAIERID | BRI N A TSR
tHIRAD
InvalidParameter
InternalError

TradeUnknownError.RequestBillingFailed

WS : BRmEmEX

NHESE , AEOBYE : 2019-10-18
NHBH , WHEBNEORTEEBILSE,

REH3Lfid bh-saas-xxxx

EN AR B ERAHZRIEKE Requestld,

Jila]
°

fik
SEEIR.
REREIR.

BRI EREIR

%6104 1 #1501

\|



O BASTCE

InquireCreateDasbResource

BIFEAYE: 2025-10-20 17:05:56

Sz A
1. EOHAR

EOIEKRER : bhsaas.api3.finance.cloud.tencent.com,
tcefaIZHRAT, (FBE2M8M] 1 [ZEEMN] BREMZED.
BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE - 2023-08-22 12:18:49,

EOBIIOEE NN,

2. NS

E2241 (CBH )

LINBERSHGIRNG I TEOBERSEFIED RHSE

SHER Wik FIFNULL 58 fEA

Action = & String NHBE, KIZFOBYE : InquireCreateDasbResource
Version = &= String NHBE, AFOBYE : 2019-10-18

Region = & String  AHSH, HREEAREOATEERLSEH,

Vpcld B B String FAEMZRvVpCld vpc-xxxx

Subnetld &= = String FMsubnetld subnet-xxxx

LbViplsp = = String LbG\sr;fﬁﬁcﬁp A=, IMIAEE, CMCC 8zl CTCC BB{E CUCC BXiE
ResourceEdition £ & String BIRER, FoEhR(standard)&iZ B AR (pro)
ResourceNode = a Uinte4  ZREATIREL. BYE : 10/20/50/100/200/500/1000
MbpExp S S Uinted Tl BE

NodeExp B B Uinted TRl EE

TimeUnit =2 &5 String TERFEE Rz m

TimeSpan 2 S Uinted  itERT<

PayMode = a Uinte4d &I, ORTNRBITE/EIE , 1R m1#
DeployRegion = = String EBZEregion

DeployZone = = String EREHJzone

WS : BRmEmEX

26105 1 #1501

\|



X BIHSTCE 224, (CBH )

3. iS4

SHER s .
ProductCost ProductCost Wﬂ eI,
FEERINTS
Requestld String KR ID , ERERBLEE, EITENEERERRER Requestld,
H >
4. sEixhs

PIMRFIE 7O SZEEXaERE , B ERGFEN A TERE,

HIRAD R
InternalError MEREEIR,
InvalidParameter SHEEIR.
TradeUnknownError.RequestBillingFailed BERITEEEIR
RS - B e EX 5106 T #1500



O BASTCE

ModifyDasbResource

BIFEAYE: 2025-10-20 17:05:56

1. #OfEA

EMO1Eki®# : bhsaas.api3.finance.cloud.tencent.com,

(B 2hgED
BRIASECBSRIRRIRG - 200/
HEOEHANE : 2023-07-20 19:53:58,

EOBIIOEE NN,

2. NS

E2241 (CBH )

SHER WAIE FEVFNULL i ik
Action = & String NHSE, KZFOBYE : ModifyDasbResource
Version 2 &= String NHBE, AZEOBYE : 2019-10-18
Region = B String AHSH  WEHEBRAEOATEEZ S,
Resourceld = = String R 22H13EHlid bh-saas-xxxx
ResourceEdition = = String BIELE, toERR(standard)gE B AlAR (pro)
ResourceNode ray = Uint64 BRI\ REL. BYE : 10/20/50/100/200/500/1000
MbpExp & & Uint64 il EEHE
NodeExp 5 & Uint64 TR EeHE
A s
3. HESE
SEBR i HnA
Requestld String W—iEK ID , 8RIEREPSIRE. BN EEREZRIERKE Requestld,
H >
4. $EiR5
PAMXBIE T SEEBXNGEIRE , EEREIFEN SR,

HEIRD

WS : BRmEmEX

6107 71 #1501



X BIHSTCE {REH] (CBH )

HiRAD R
InvalidParameter SRR,
ResourceNotFound GALENCZEN
InternalError AEREIR.
TradeUnknownError.RequestBillingFailed BERITEREEIR

WS : BRmEmEX 25108 T@ #1507

\|



X BIHSTCE @24 (CBH )

BreExREl
BindDeviceResource

BITEFAYa): 2025-10-20 17:05:56

v H-N )
1. ZFOfEA
EOiBKiEE : bhsaas.api3.finance.cloud.tencent.com,
IEBURF= 4R ERNE 2RSS
EOMZOERINERS : 200%/70,
EOEFAIAE - 2022-08-29 14:33:33,

FEOBIINE S EN,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE |, TBEAHSHFIRDAHIERSH,

SHETR D2y FEFNULL ESid) 5%

Action = S String ~HBE, KIZFOBYE : BindDeviceResource
Version =2 & String NHESE , AEOEYE : 2019-10-18

Region 2 S String PHSH , WHEERMEOFTEEBLSH,
DeviceldSet 2 & Array of Uint64 ArEIDES

Resourceld = B String E2HIRSID

3. s

SHEWR - il A
Requestld String H—EK ID , @RiEREPIRE. EfRENFEERAZRIEKE Requestld,
+H A
4. s81x08

PAIMRFIE 7O S EEXaERS , BERGFE N SR,
HiRAD fik

InvalidParameter.Resourceld TRBVEIRID , BFRBEAFES ST,

WIS : B emEX 6109 1 #1501

\|



X BIHSTCE 224, (CBH )

FHIRMG ik
UnauthorizedOperation.NoPermission ToEAERUR,
UnsupportedOperation BEARSSS,
UnauthorizedOperation RIFURAE,
MissingParameter ROSEERIR,
InvalidParameter SHEEIR,
AuthFailure CAMEE/ERUEIR,
InternalError WEREIR.
RequestLimitExceeded TERADREGET 7 SRS
Resourcelnsufficient RIFAE.
LimitExceeded IS ECRRBRE .
ResourceUnavailable RIFEATH,
ResourceNotFound RIFAFE,
OperationDenied BFRUEE,
ResourcesSoldOut RIREE,
InvalidParameterValue SHIEREIR,
FailedOperation SRR,
UnknownParameter RINSEEEIR,
FailedOperation.DuplicateData HEHUE.
FailedOperation.DataNotFound BrEEAFE,

WS : BRmEmEX 2110 7@ #1507
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O BASTCE

DescribeDevices

BIFEAYE: 2025-10-20 17:05:56

1. #EOfER

EO1Eki®# : bhsaas.api3.finance.cloud.tencent.com,

BREHIR

BONEOIERIRERIRE] - 200R/F,

EOEFAYE : 2023-03-16 19:08:13,

EOBIIOEE NN,

2. NS

LINERSHGIRNGIE TEOBRSEIRO RS | T,

SEER
Action
Version

Region

IdSet

Name

Ip

ApCodeSet

Kind

Offset

Limit

AuthorizedUserldSet

ResourceldSet

KindSet

=
=

=
E=

=
=

i

Iy

i

iy

i

iy

o

i

|

i

WS : BRmEmEX

FEFNULL

a

iy

Iy

iy

oy

iy

iy

oy

iy

iy

i

oy

i

s
String
String
String

Array of
Uint64

String
String

Array of
String

Uint64

Uinte4
Uint64

Array of
Uint64

Array of
String

Array of
Uint64

E2241 (CBH )

HIIRNAHERSH,

Br-gaErIP , RiER

AL

WSS

BERSEEAY, 1 - Linux, 2 - Windows, 3 - MySQL, 4 -
SQLServer

PR, REAE

BREBHE | BUA20

Biz&E LRI FIDES

TiEFM | Ar-feiE2RSIDES

AIRMHRRRZMZERITIE, 1 - Linux, 2 - Windows, 3 - MySQL,
4 - SQLServer

%111 |1 #1501

\|



O BASTCE

SHEWR WAl
Departmentld =
TagFilters &

3. S

SEER St
TotalCount Uint64
DeviceSet Device
Requestld String
2
4. =S

AIFNULL

a
=

P
=

AreERIR

IE—IEK ID

E2241 (CBH )

St fk
String iEERM |, ATRARER JIDFHTISE
Array of

: B, AHRIRIRES R, RS TR
TagFilter

 BRERESRE. EEEFEEREIZXIEKAT Requestld,

UG T 2O SSIBAEERA0EIRD | BERIBFER AR,

HIRED
InvalidParameter
InternalError
ResourceNotFound

InvalidParameterValue

WS : BRmEmEX

ik
SERIR.
REBEIR.
RIRAMFE.
SHEYEEIR.

%112 |1 #1501

\|



X BIHSTCE @24 (CBH )

AV islEP SN
AddDeviceGroupMembers

BITEFAYa): 2025-10-20 17:05:56

v H-N )
1. ZFOfEA
EOiBKiEE : bhsaas.api3.finance.cloud.tencent.com,
IR
EOMZOERINERS : 200%/70,
EOFEHAYE : 2022-05-30 17:50:19,

FEOBIINE S EN,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE |, TBEAHSHFIRDAHIERSH,

SHER Wi FEFNULL &<t fER

Action = S String AHSE, AEOBYE : AddDeviceGroupMembers
Version =2 &5 String & ANEOEYE : 2019-10-18

Region = & String NHBY, WEHEEAEOFARTEERI S,

Id = = Uint64 #HrF4AID

MemberldSet 2 = Array of Uint64 EERINRETANEASIDES

3. S

SHEWR - il A
Requestld String H—EK ID , @RiEREPIRE. EfRENFEERAZRIEKE Requestld,
H 0
4. i81x08

PAIMRZIE 7O SEEERAEIRE | BERIDF N SR,
HIRD A

InvalidParameter SHGEEIR.

WIS : B emEX %113 |1 #150m

\|



X BIHSTCE {REH] (CBH )

HiRAD iR
InternalError HEREIR.
InvalidParameterValue SHEUEER.
FailedOperation.DuplicateData EEHUE.

WS : BRmEmEX %114 W #1507

\|



O BASTCE

CreateDeviceGroup

ERITEFHHYE): 2025-10-20 17:05:56

1. O

EO1Eki®# : bhsaas.api3.finance.cloud.tencent.com,

R
FOAZCEISRERIRS : 200R/7D.
BOSEHATE : 2022-08-29 14:27:44,

EOBEIOES &N,

2. NS

LINERSHGIRNGIH TEOBRSEFIED RHSE

SHBR Wik FEFNULL et
Action P e String
Version = 5 String
Region = a String
Name = = String
Departmentld ®B B String
pr b
3. HEE
SHER e Sit] fEA
. S HIIMEI L.
Id Uint64 N s
FEERIHRYEEID
Requestld String K—IEK ID , ®IREKRES
H
. FHIR0D

UG T Ol S5BEERA0EIRD | EfhERADIE N At

%EI'BEEE_’!

InvalidParameter.Resourceld

WS : BRmEmEX

SHEEIR

R[], BTSRRI

p= 4
—
dA
°

E2241 (CBH )

HEH, AEOEYE : 2019-10-18

B

H24 | WEEENMEOATEEELSEH.

>

BFER  RAKE32FH

).

BrrBERESRIJID , a0 - 1.2.3

ZRiEKEY Requestld,

fiik

FTHIRIRID , BTHREAMFENSIIH.

115 1 #150m



O BASTCE

FEIRD

UnauthorizedOperation.NoPermission

UnsupportedOperation
ResourcelnUse
UnauthorizedOperation
MissingParameter
InvalidParameter
AuthFailure
InternalError
RequestLimitExceeded
Resourcelnsufficient
LimitExceeded
ResourceUnavailable
ResourceNotFound
OperationDenied
ResourcesSoldOut
InvalidParameterValue

UnknownParameter

FailedOperation.DuplicateData

WS : BRmEmEX

fk

T ERR.

IS TSN

BRIF S,
RIZBURL(E,
BROSEEIR.
SHEIR.
CAMER/EGEIR.
REREIR.
IERAVREGET T IRERPRAE
"IFEAE.
(NG
RIFEAATA.
BRIRMFE.
BRERIEL,
RIREE,
SHEAVEHIR.
RABEGEIR.

EEYIE.

E224, (CBH )

%116

\|

£150m



O BASTCE

DeleteDeviceGroupMembers

BIFEAYE: 2025-10-20 17:05:56

1. #EOfER

EMO1Eki®# : bhsaas.api3.finance.cloud.tencent.com,

R &S 4E Rk R
BONEOIERIRERIRE] - 200R/F,
RESE#AYE) : 2022-05-30 19:00:05,

EOBIIOEE NN,

2. NS

E2241 (CBH )

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR Wik RIFNULL ESit]
Action = a String
Version 2 N String
Region P "B String
Id = B Uint64
MemberldSet P ®B
v X
3. BitHE
SHBR RE R
Requestld String
H >
4. 35103

UG T 2O SSIBAEERA0EIRD , EERIEL L

e
InvalidParameter
InternalError

InvalidParameterValue

WS : BRmEmEX

Array of Uint64

HERIRG,

NHESE, AEOBYE : 2019-10-18

N
e

NHSH , WRERNROATEEGBILSH.
BEF=AID

FEMIRIRIDES

BE—EK ID , SRIEREPIRME., EMDMATFEERALZRIERAI Requestld,

fhik

SERIR.

REBEIR.

SHIEEIR.

%117 T #1503

\|



X BIHSTCE @24 (CBH )

DeleteDeviceGroups

BIFEAYE: 2025-10-20 17:05:56

1. #EOfER

EOBEKIER . bhsaas.api3.finance.cloud.tencent.com,
pREs=4E

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2022-05-30 19:42:36,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WAL FEEFNULL i fA
Action 2 = String NHB2E, KIZEOBYE : DeleteDeviceGroups
Version 2 F String NHESE, AEORYE : 2019-10-18
Region = & String AHBY, WEHEEAROREEERI S,
IdSet 2 & Array of Uint64 FHHPRAOE =AHIDERS
A MM
3. FitHSE
SR it A
Requestld String W—iEK ID , 8XIEREPSIRME. EBNBEERAZRIEKE Requestld,

4. tER

UG T O SSIBIEERA0EIRD , BfERIE N AR,
THIRND A
InvalidParameter SRR,
InternalError REBEEIR,
InvalidParameterValue SHEYERIR.

WS : BRmEmEX 2118 TW #1507



X BIHSTCE @24 (CBH )

DescribeDeviceGroupMembers

BIFEAYE: 2025-10-20 17:05:56

Sz A

1. EOHR

EMO1Eki®# : bhsaas.api3.finance.cloud.tencent.com,
EETH RS

BOAEZEOISRIREPRE : 200%/F0.

EOEFATE : 2023-03-16 19:16:27,

EOBEIOE S &N,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wi FFNULL 58 U
Action = & String NHBE, KIZFOBYE : DescribeDeviceGroupMembers
Version 2 & String AHSE, AEOYE : 2019-10-18
Region = B String AHSH  WEHEBRAEOAFTEEZSH.
Id = = Uint64 &re¢AID
Name & & String BrEREArIP | BRES
Bound 2 = Bool true - THBEZETAHANETE |, false - EAREIZATBIET
Offset & & Uint64 DImFEAIE
Limit S A Uint64 BIEKBEH, BA20, H&A500
Kind = = Uint64 i?;‘;i%e,rl - Linux , 2 - Windows , 3 - MySQL , 4 -
Departmentld & = String FriEERIJID
TagFilters 5 & Array of RS | TTRARIRASR, AR
TagFilter
3. e
SHBIR &S] R
TotalCount Uint64 BrEEmR RS

WIS : B emEX %119 T #1501

\|



O BASTCE

E224, (CBH )

SEER ExSid] U
DeviceSet Device ErARRRYIER
Requestld String H—iEK ID , RiEKESIRE], EfAMATEERAZXIERKE Requestld,
+0
4. i81x08

PAIMRZIE 7O S EERaIERND | BERGFE N AT ERE.
HiRTD
InvalidParameter
InternalError

InvalidParameterValue

WS : BRmEmEX

ik
SERIR.
REREIR.

SHIEEIR.

%6120 T #1501

\|



O BASTCE

DescribeDeviceGroups

ERITEFHHYE): 2025-10-20 17:05:56

AR N

1. EOHA

EO1Eki®# : bhsaas.api3.finance.cloud.tencent.com,
EEEFAYIFR

BOAEZEOISRIREPRE : 200%/FD,

EOEFATE : 2022-08-29 14:28:15,

EOBEIOES &N,

2. NS

E2241 (CBH )

UTNBERSEGIRGIH T ROBERSEHHBO NHSE , TBAHSHFIRDAHIERSH,

SRR WA FEFFNULL ESic) R
Action = & String ~HSE, KIZFOBYE : DescribeDeviceGroups
Version 2 & String NESE, AEOBYE : 2019-10-18
Region 2 = String AHSH , WEHERAEOLTEEZSEH.
IdSet & & Array of Uint64 KBrrEIDES
Name = & String BrrET |, RK6ANFES | EHIES
Offset S B Uint64 D RREAIE
Limit B a Uint64 BIKBHE , RE20, H&A500
Departmentld B B String ZRJID , AFLRE TR INE~EH
3. e

SHRER &g R

. 8 CIPLN
TotalCount Uint64 gigggﬂm
GroupSet Group g%wj%wm'

BwreRyIR

Requestld String HE—EK ID , &XiEKRESIRE, BRI EEREIZRIEKRA Requestld,

WS : BRmEmEX

%121 |1 #1501

\|



X BIHSTCE {REH] (CBH )

4. FEIRS

UG T OSSR A0EIRD | EfERIRFER A HHEIRD,

FEIRD ik
InvalidParameter SR,
InternalError HEREIR.
ResourceNotFound RIFAFE.
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OperationTaskStatistics

EHESSLT

#ENT™EOS(A : DescribeOperationTaskStatistics

BFR whIFE FEFFNULL it

Total =2 &5 Int64
Used 2 & Int64
Periodic =2 & Int64
Manual = = Int64
Running = 5 Int64

CmdTemplate

EEmSEIR

#anT™EOS|F : DescribeAcls, DescribeCmdTemplates

E=H WS FIEFNULL il
Id 2 &= Uint64
Name = = String
CmdList = B String
LDAPSetting
LDAPECE(EE

AN O3S | : DescribeSecuritySetting

B WAL FEVFNULL it
Enable = 5 Bool
Ip = & String
IpBackup = B String
Port = = Uint64
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BFR WA FEVFNULL
Sessions = =
Commands = B
Dangers = =

ExternalDevice

FNSE SAIEBEYRIER

WANT™EO3|F : ImportExternalDevice

Array of KeyCount
Array of KeyCount

Array of KeyCount
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2R Wi FEEFNULL % R
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OsName = &5 String BERFBFR , REgZLinux, WindowsgiMySQL
Ip = & String 1Ptk
Port 2 S Uint64 EimO
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LogOutputSettings
AEINRECE
#WHNTEO3 A : DescribeLogOutputSettings
BFR Wik FEFFNULL E3ic) ik
Enabled 2 &S Bool EREABEETINR
ProductLogin = S Bool ERCHEFRERETRIE
Devicelogin = S Bool EAREHARAFERATRIE
AssetSyncFlags
BrERLRS
AN TEOS | : DescribeAssetSyncFlag
BR Wi FEEFNULL &St fER
RoleGranted 2 S Bool ERCTARABREIN
AutoSync = S Bool ERCHEENE R
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#WaNTEOS | « SearchSubtaskResultByld

BFR WA FEVFNULL
Id = =
Instanceld = B
Name = &
ApCode = B
Publiclp = B
Privatelp = iy
Status = )
Reason = B
ExitCode = =
StartTime = iy
EndTime 2 =
StdOut = =
StdErr = B

DasblInstance

BENUSEESid

WA T™EOSIA -
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PincKey =
PsysName =
Mpubliclp b=
Ppid =
PaddTime =
Mprivatelp =
PsysStatus =
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String EHESHITERER
FEEFNULL i) A
a String SLilkey
a String SERIRFR
& String AT
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BFR WhIE FREFNULL ESid)
PstartTime 2 5 Uinte4
PendTime = S Uint64
Pregion = = Uint64
Pzoneld = S Uint64
CvmlnstanceNames = = Array of String
Cvminstancelds = = Array of String
SessionCommand
aHFTESIE
#HanT™EAS | : SearchCommandSession
BFR WhIFE FEEFNULL ESig)
StartTime = = String
EndTime = "B String
UserName = &= String
RealName = ®a String
DeviceName = & String
Privatelp = = String
Publiclp = = String
Commands =2 & Array of Command
Count = B Uint64
Id 2 &5 String
Instanceld = & String
ApCode = =5 String
KeyCount
SERERAN
e O3 - ShowGraph, ShowTop
SR Wik FEEFNULL ESit]
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AR WA FEVFNULL
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Name = =
Operationld = iy
Type = =
Period = =5
FirstTime = B
Account = iy
Timeout P B
Script = B
Devices = B
NextTime = =
UserName = iy
RealName = )

PwdLog

BETBEEE
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CreateTime =
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AN TEO5 | : DescribeSecuritySetting
R WAISS FEFNULL
AuthMode 5B =
Password 2 &
Login = =
LDAP = B
DatabaseStatement
HIERERE
WA T™O3|F : SearchStatementBySid
R WAL FEIEFNULL ESig)
Statement = B String
Time = = String
Action = = Int64
GroupWithCount
BIEETHRRHE , FTHRFRA. EA
wANTEEOSIA -
AR WA FEVFNULL
Id b= a
Name = =
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SearchFileResult
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Time B &=
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Action &5 &
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FileCurr & &
FileNew & &
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BIR % AFNULL 258 R
AllowDiskRedirect 2 & Bool BAT S 2SS
AllowClipFileUp g2 & Bool EEFEEMHRSUG E1T
AllowClipFileDown 2 & Bool ERFEEMRSG T
AllowClipTextUp = B Bool EEHEEMRNA (BriaBhR ) £17
AllowClipTextDown 2 A Bool EEFEEMRNA (BRiaER ) T
AllowFileUp 2 & Bool EAHREMXHER L&
MaxFileUpSize 2 = Uint64 &R LERNRE (FREESH , ERER )
AllowFileDown 2 & Bool BEF BN ER T
MaxFileDownSize 2 & Uint64 AHER T HANRE (TREESE , ERERA )
AllowAnyAccount = S Bool AR ERKEER
UserSet 2 S Array of User KEXBIARFFIZE
UserGroupSet 2 £ Array of KEXRIFF 4RSI
Group
. Array of R
DeviceSet = a . KRERRIB=512=
Device
DeviceGroupSet 2 & Array of KREANBEF=H5IE
Group
Array of P
AccountSet £ S . KEXRIMKS 53R
String
CmdTemplateset £ & Array of XBEHSTRIE
CmdTemplate
AllowDiskFileUp g2 & Bool EEFF/a RDP #EMET 4 EE
AllowDiskFileDown = S Bool EETTE RDP BRI SUE T
AllowShellFileUp 2 & Bool BEFE rz sz X &
AllowShellFileDown 2 B Bool BATE rz sz XIFTE
AllowFileDel 2 & Bool RBETFE SFTP Xk
ValidateErom = - Datetime iso THIEAPRAERATE , 90:"2021-09-22T00:00:00+00:00" 434,
anaate = | F - SRR A A AR 2
ValidateT = . Datetime iso | PIBIXRIRSAASIE] , 40:"2021-09-23T00:00:00+00:00 34,
aneatelo = |7 - SRS AR B 2
Status 2 & Uint64 IBIERPRIRT | 1 - B4, 2 - REX, 3 - S
Department 2 2 Department FrEZRI JHER
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MR FRRER

#WaNT#EOS|A « SearchFileBySid

BIR ik FRFFNULL
Time 2 &
Method = &
Protocol 2 ray
FileCurr 2 &
FileNew = =2
Size =2 2
Action o &
ActiveDevice
B ENAIENER
WA TEOSIA - ShowTop
2R v
Instanceld =
DeviceName 2
ApCode 2
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SessionResult

Sl

String

Inte4

String

String

String
Int64

Int64

E2241 (CBH )

1%
SAHEAERTE)

1- BB 2- T8 3-MIBRSM 4-R8anSX i 5-Eapa st 6-FmE sk 7-%%a))
M43k 8-Eap Rk 9-MIRRS {4k

XY
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BRFAEERSIERIREIRISessionResulZEHAK
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Account =
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BFR whIFE FEEFNULL ESig) fER
StartTime 2 & String FriaatE)
EndTime 2 & String ZETRATE]
Size =2 B Uint64 KAHEKRN
Instanceld = & String ®’EID
DeviceName 2 S String RER
Privatelp = & String AERIp
Publiclp = B String HMEBIp
Fromlp =2 & String BRlp
Duration 2 & Float SIERHEAHS
Count = = Uint64 ZRERGSHE  BREFSIENZFREIEX
DangerCount = B Uint64 ZEENERmOH , BREMNZFRITENX
Status = = Uint64 RNERS | WIREEIRK 221EE5R 3BHEL 45 bIER
Id = B String 2iFId
ApCode 2 B String REBFTERIIbE
Protocol 2 & String SAFEIY
User
RAFER

HUNT™EEOS|A : CreateUserBatch, DescribeAcls, DescribeUserGroupMembers, DescribeUsers

2R Wik FIFNULL 58 iR
Id & & Uint64 FBFID
_ ANERE AT BT N 2] A= STy

UserName = = String FHF'\%, 3 23 ,lk FRE MR FEL  BARGEEEFE. 8=, .
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AuthType = =
ValidateTime = =
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Dasblnstancelog

DASBLAIHE

wANTEEOSIA -
R WhisE
Logld Z
LogContent =
LogTime =

FileInformation

BERHERTERNRERIMHEE

WU T3]/ : SearchFileSession

R Wik
File 2
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Time =
Size =
Protocol =
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AuthModeSetting
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String FHE—BHAFHENEER. FHRPENDEFRRE—BEFNE
NANNES , 0 - (FRASIFAIE | 1 - REAVFIR
Department FFFESR] (BATHE)
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INIESHIRE

AN~ EO5 | : DescribeSecuritySetting

ER Wi FMFNULL Sl
AuthMode P = Uint64

AssetSyncStatus

RS

#ENT™EO5|A : DescribeAssetSyncStatus

E224, (CBH )
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WHEFIAUE , O-AFF/F , 1-OTP , 2-5515

R whisk FEPFNULL St R
LastTime 2 & String B /NEEZE = ]
LastStatus 2 = Uint64 EF—IREERIER, 0- MRi#T, 1- A, 2- 5K
InProcess 2 & Bool EEESREEEHTH
DasbCvmConfig
DASBF=REHEERER
WA EEOSIA -
BFR Wik FBEFNULL ESidl fER
Name = B String ENER
Cpu B2 = Uint64 EHZEL
Memory 2 B Uint64 PN
NetBand 2 £ Uint64 NI B
SystemDiskSize 2 B Uint64 RFFRK/N
DataDiskSize = S Uint64 R AN
MonthSpan 2 B Uint64 WZB
Pid = & Uint64 B A EEID
Regionld = a Uint64 HbisfID
Region = & String sz
Imageld = £ String ERRYRAID
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% I\ LlZ‘i?_E
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Enabled =

RootManager =
Cvm

cvmSEHISEL , SNEARIER

W0 TFEOSIA : ImportDevices
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Instanceld
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PrivatelpAddresses
Vpcld
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EventResult

XEEHHS
AN T™EOS|A : SearchEvent
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B Wik FSRIEFNULL e it A
Cmd 2 & String  EEWIENIHERMNBIRIERINHE
Time B B String B SHITRIE
Type 2 S Int64 KB |, Wshellfd, XHEHS
Method 2 B Int64 ETypeFrBF2EE , AN TypeISHEREAT |, LFERRRIHRIESEE
PasswordSetting
EREKIRE.

AN TEOS A : DescribeSecuritySetting

MinLength 2 & Uinte4  ZEREE/IMEE , 8-20 , BRIAS,

BEERE , OFRY , 183FENHF  2EPEFEAEFE. N\EFE.
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plexity = = F. FHAS  BOA2,

CheckHistory 2
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Uinte4d  MERINVAERRERSFEEEZERS , 2-10, BOAS.
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WENT#EO2| 8 : SearchTaskResult
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Id 2 5 String BHEESEREEID

Operationld 2 & String IEHEESSID
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Fromlp 2 =& String PUTESSKIRIP

UserName 2 &= String EHEESRRERF

RealName B B String EHEESFTERFRIMSE

Status 2 & Uint64 BEHEESHITIRE 1 - T, 2 - BT, 3 - K, 4 - BRI
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EndTime 2 B String IBHHESEERATIE
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AN T™EO5 | : DescribeOperationType
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ParamDeviceAccount

BEKS, AT RIBIPSAKSZEaZA

AN T™EOS I : ImportDeviceAccount

AR WA FEVFNULL
Ip & =
Account = a
Password &= &=
Instanceld ) =
PrivateKey o) )
PrivateKeyPassword = &

AccountWithDeviceCount

KSR RBRZEBKSHENLE

AN T™IEOS| A : DescribeAccountsWithDeviceCount
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FirstTime =
DeviceAccount
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Instanceld 2
DeviceName P
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AR W% FIENULL 2R A
Privatelp 2 = String IMIIP
ApCode = B String AT
OsName 2 & String BERFZER
Kind 2 = Uint64 BFEEAY 1 - Linux, 2 - Windows, 3 - MySQL, 4 - SQLServer
Port g2 & Uint64 ERiHO
GroupSet 2 S Array of Group FrB&rFHY %
AccountCount =2 S Uint64 BrgbErIk 4
Vpcld = & String VPC ID
Subnetld = B String FKID
Resource 2 = Resource E2HRSBER | TRRBHERSSE Anull
Department = 2 Department BrERrEER ]
TopResult

FF. FH. SeTopHEFIELBF#ILES
AN T™EOS A - ShowTop

BFR whI%E FEVFNULL it fER
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"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,
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}
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