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FRA  BET—F o, WADRINREERES.
SRS WAMERTIRZE  BEMERRT , BAREXHSRANEN , AHESIZLRRENAIRR | e
Linux EHRTIIRATERGSERETNGS |, BHRER=E.
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TZEEHIEY
BRITEHTAYE: 2025-02-18 16:02:00

ERIMRRAEHE XS BRI ERF T A TIER , FERREERFES  AREL2EHH , TETHEIMRRN T2 RHHITER , £
U RFRiE NI AN BN IS YEERLE.

FRL  ENSHEEFITER > 2IEFT , EASIEFETE.

T2 AREHEUTNE  BEERE  TEITBFS. @8, ENS " SEXEFURIEHTIIE.

T3 BEREEXSEZRE  TRENNASEANREL  EESERNSESSIRRAFRETA.

SRA  EREEHNRE  TERAFPEIREIPHIITNGS  GERERRREG. RERGFEENERE.
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BHLoader R MELSEAING ?

BHLoader FOEZEINRERARAMNARER  FABIAMNRERFOREIER | hREREXIBRER , Bt BHLoader RIZ4EA RN
BN,

=3 BHLoader 5§ , EEXAEELRAE SecureCRT , Xshell &%
e =LY

BHLoader ROEZEINRERARAMNARES , RIRASGEZTIF , LURMAIRIE CVM EEFZEAERAI SecureCRT & Xshell FE{4HR
B89, FTUREEAR LA ER TR,

%% BHLoader Bt , BMf{ERAKFEREOREESELNIR ?

FEEERMUR , SIREEERMURARITER

BHLoader fZZFRHHILRIBIISR |, QN{aJ4LbER ?

WE— 108 Mac BINARA , INREL3.0RLAL | BIREBIN T SBRE.
1 AN EITa S,

sudovim /etc/ssh/ssh_config
2. ENHREEIN—T@HL,

HostKeyAlgorithms +ssh-rsa,ssh-dss

3. EE2H L EHHRE,
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R RIBEETE (FIIPUTTY ) LRI ESR  I5REBU T LERE
1E.

1. %% BHLoader FILZEBR.

2. EREERTHEIY config.toml,

3. 77 config.toml 314 , MEIEH T ALERFREEIER  MNRER , TAEEN | BEEFEs ISEFREmMERcETE , thald
BB IERRNIE S T AR,

B ERB/VIE CVM _ERESCRF ?

BEMWEThpREBRRR CVM EEE8FF (4 root. administrator ) , BR2HRBASFENT CVM #HTRIFEFBFEE,

Helg® Linux [RGSEFAEHEEEE , RIS ?

IRERART , FERNREREFBOS AR SSIBTHEERIFARER Linux JRSSES.

WEFAEREATLAKE ?

SaaS BUEZHWRERANETFALE , BRIMEREMINERE | Bi3+0TP BEiB+EE , HTFREWER  FUFERANEF.

HEXKERA4A |, EEHINAt4A2E2EESEEXA IP bt ?
BIEEZBEERSI B EEA M TR (SecureCRT , Xshell , mstsc& ) |, TEEE2HMY IP BE , FUTF CVM IZR24AH,
LRFPAIAIEEERER , SEHERFPIARM IP iR INEIRSBER , A LAFRM.

\— Vo M 37
EBEREHENH 7 , EERATRINAR , BRHERICEERLD ?

ERXMEEATRER R ATME L ARSI RMIP S5, EFc4EREANOAY IP bl , FERR TRIEZREZA P HIEA—5. A
BRABHO IP #tiAIEX IP RERFNRINEIEZ 8.

E2EFTLIHELE Linux fiiTiEx#H<S ?

LA, SERELE (SEamEE) .
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SRINESAR , EREHEREEAZAETIIFRAZ ?

EAEERERIELNEERE , LSRR SHEINISIRSGRE | EHE3LEENNENSENE , ATHEalESiaaeR.

WinSCP BIRMERICAHS , IRBELYIENT , EHEHEIHER
o TR IR , X MRHARE ?

£ WinSCP h8lEESi4RT , IRIRS SR EBBERBMY | BBA WInSCP SERNGIXANE R FRFHNREEN. MR E2RHT
SFTP REE EEARRETH , ARSI LAER.
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APIN 14

R22¥], ( bhsaas )
kRS (2019-10-18)

APIHEYS

EITEHTHYE): 2025-02-18 17:50:29

APIERZ

V3

licensefgx

RO

DescribelLicenseUsage

HithzO

EOBRKR
ResetUser

SearchCommand

LR EO

EOBTR

DescribeResources

it
EOBR

SearchFile

NPRECEEXEO

WS : BRmEmEX

#EOIhAEE

&HifllicenseHE

FEOThRE
EERFEN

aLHUTIER

EOTheE

BREZHRSBER

ZOT0RE

RESUHHEmIRE

E2241 (CBH )
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BOEMR BEOThRE
CreateAcl FrEihaApR
DeleteAcls ARIBRIIEIA PR
DescribeAcls EiFhERYIZR
ModifyAcl 1EBLTIRIR

APfEXEO

EOBFR OThae
CreateUser AR
DeleteUsers il SaE
DescribeUsers EAAFYIE
ModifyUser EHRBFER

AFARXED

EORR EOThEE
AddUserGroupMembers AINFFEMRR
CreateUserGroup ERFA
DeleteUserGroupMembers MBRFBFZERLR
DeleteUserGroups MIpRFF4E
DescribeUserGroupMembers HRRFAMmRSIZER
DescribeUserGroups HRRAFASIE

PE-GERS

BEORWR EOThee
CreateResource BRI EIR
DestroyDasbResource HEREIR
InquireCreateDasbResource M
ModifyDasbResource TECRIR
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‘r-fEXEO

EOBWR
BindDeviceResource

DescribeDevices

FrrAmExEn

OB
AddDeviceGroupMembers
CreateDeviceGroup
DeleteDeviceGroupMembers
DeleteDeviceGroups
DescribeDeviceGroupMembers

DescribeDeviceGroups
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BB

EOSH7V]

BEEFATE): 2025-02-18 17:50:29

tcecloud APl £XE/MAEIEKIFHITEMIGIIE , BB MNEREBZTEELATBERESHTEEEREE ( Signature ) LISIEEKRES D, &

BIERHRTEFIEER , T2 FIERE Secretld 7] SecretKey ; ERFPEIREZEFEIE | BRIECAPIZARNHEES , BNTEERATAP
#ZM.

= .

1. RiFReFEiE

HEEIXER=APIZE] , BRIERAPIZSANHBRIELEEIE. L2 EIUFELE Secretld 1 SecretKey :
e Secretld B F#RR APL & BH

* SecretKey BFIIEEE F A BMIRS SRS E FRTRIVER.

* APRITEEEREEIE , BRtE,

HiBLZeEIINEREERNT -

1. EFRtcecloudEEBFIEHIE,
2. BHE=APIZSRRUEHI A TUE
3. E=APIESETUHE , M [F7] RPRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELIBBIRT Secretld / SecretKey,

2. ERE R R

BT ZeEiESecretld f SecretKeyf5 , MATLAERESZERT. IATREEMRSSHRNIFMSFE :
BRIZFFHY Secretld #1 SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

AR RERERA , ERIERFRRERIEN Secretld f SecretKey B TIREHR(E !
LA=RRSS 2R EEXLfI7IZR(Describelnstances)iEk A6l , SRAFERAX—EOR , iSRS T:

SHER 3L 248

Action 555 Describelnstances

Secretld #=5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E I[Nl 1465185768

Nonce PEHLIEEEEY 11886

Region SCAIRRTEX ap-guangzhou

WS : BRmEmEX 8552 T #153m@
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e C 3L SHE

Instancelds.0 FFEIRRILHBIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. HSEHEF

EEMNEBERSERSHEBNFEE ( ASCHRE ) AFHF. I8 1) RIESHSHTHR | SRERTINETE , F&85tA/0 ;
2) #% ASCI 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARREE. ARTLUERRIZES PHIE%
HERFRECRSLINX—INAE , 1 php B8 ksort R, HIRRBISEHIHEFRERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

ERAECERRINESAN , X EERAIFRISEEITHIRF | ERIRER—EEA.

2.2. BHEBRF AT

WWEBERMBERFGER. HE L —THERFRERSEISTN R SRR ="S81E I | 11X Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIAEXER A Action=Describelnstances . ¥ : “S&E"HERIAETIEur4RREOE.

REBBINENS IS8R HEE—E | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESEFOFRER
WSBENSERIFRE, SREFHRHEUT/LNSLML:

1. iEKAE: S2RF POST #1 GET 5= , XEB(EF GET i53K , TR HENEKE.

2. IERENBEESLIFZE (Describelnstances) 19I5 K14 5 : cvm.finance.cloud.tencent.com, SCRRAVIE K RIEEZEOFREERIIAR
EARE |, #F S5,

3. BRI HRIMRAZAPIFIERIEREERN / .

4. iERFRIE: B E—ERRNERFRIE,

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES
TOIRIHERERS
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&V
ersion=2017-03-12

24, EpSEREA

S BRAERSER, BEMER HMAC-SHAL EiEY E—S RSN ERFOIFFRHTES | ARKBEMINE S SER Base6s #H1T4R
13, BIERIGRERIER A,
BRSNS |, LA PHP BS54
$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651
85768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

BRI E BN
EiP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR ARG TERIIE , BRNERHES6IFHhaI—EEE.

3. ERRIRG

ERRRIS R B TREEIRIFNIBRESE , FEXHEBT URL %3,

80— RIS Z A EliIPOYW3pW28FpsEdkXt/+WcGel= , BEFIRIRBHRiBREE ( Signature ) 7
EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Ei5RTFEMSRAER URL,

AR NRAPKRISKSER GET , si&iEKA1%8 POST @it Content-Type A application/x-www-form-urlencoded , MI&iXiEK
RAEERSHEIREM URL RS , SHRN-ASARERG. IF ASCI FFHE URL fRISAIFREStLL UTF-8 #{T4%i8.

IR BLREIESH http BERBESFTESEHT urlencode , ZEXMMER T , MATREXIERBHT URL 3T , BUAX URL 4
HeSHERLM.

IR RthSBUEbBEHRI TR , MESRA RFC 3986, 8 %XY MEHRFRPUINFHTES MRS  Hp "X M"Y A7
(0-9 FIXE=rE A-F) , BRISESIRER.

4. ZZEM

HRIESSIREN | FEUTERRMANEIRS | SHRIESIREAE

RS fEIREA
AuthFailure.SignatureExpire BEILHR
AuthFailure.SecretldNotFound IR
AuthFailure.SignatureFailure ERHER
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RS iR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 API B3R )
\,—\-. —_—
5. &%&"

fEsChRiERS AP 3.0 BY |, #EFFEAECERItcecloud SDK 3.0 , SDK f#ETERANIRE , FARRXEmIBHAVRMEORD. FMER
S0 SDK iy, HRISHSHIRIZEES

e Python

* Java

* PHP

* Go

* JavaScript
e .NET

ATEBRNERERTRE , THUSMREES A6, B OANERTERARIIL. BXkES. EREOMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN , TRTAIBRERA SDK.

REEHHAY url TT8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPRZERENN | HEBEARRSHEIRE |, RIaNSRELL url FEXSEEHF I FEE R curl Em<SERINSIREESN
Hix | SRH. ATEE—NMTLUEERER url |, EEERUREIFH Secretld 0 SecretKey NESLAVZESE , FHERRFHBIRTEEUE
79 Timestamp ,

IR A NENTRG , FARREES  BEER—ESSRITEEIR url JEEEEMARE , RMASHIRNFAR |, (BXHAFIER
. REMESHEE , BESITEIERRIE.,

IR LIMURB(ERT APL 3.0 , FEEERATHEMNERRE | BIERIERN APl , BTFEATERBRSHERUEER |, B
XS R AYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
/] EFRERur RS SEIRF B ER

for (String k : params.keySet()) {

/] FEXSEKEB# Turlencode , BT keyEBRRNFH , #ltA I Hvaluei#{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LABEEIHEF

// SCRmVEFBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHESE

// EFRE RSN RS ZE0RTE) |, 130 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~NFHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIES5#4

params.put("Action”, "Describelnstances"); // 2"HE%1

params.put("Version", "2017-03-12"); // A5

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // \'535%§

params.put("Offset", 0); // \E5%1

params.put("Instancelds.0", "ins-09dx96dg"); // WEE#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // A%t
28

System.out.printin(getUrl(params));

}

}

Python

TR (IRETE Python 2 IMEHET , EBESLREE requests (KB :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# ISSCRRER | AShiaaTer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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2 Aol

EOSHV3

BIFE#HAYE: 2025-02-18 17:50:29

tcecloud API £33 MAENEIHITEMNIGIE , BB MEKREBBERL ’L\\/itlatjv*éﬂqﬂ’@@x%{* ( Signature ) LESTEERES D, &

ZIEEHTZEeEIIER  TeFIEEIE Secretld 71 SecretKey ; ERFPIRRBLZEEIE , BRIF=APIZHTUERE | BNFEEERAZ=API
=0,

‘EEI—‘—I =
1. FigREeFEiE
EFE—RER=APIZE] , BRIEEAPIZEUERIELZESEIE. LEEIEEIE Secretld 1 SecretKey :

e Secretld FAF#rR APLEFEESH
o SecretKey FIFINEEE Z R BIIIRS S mICIE S E FRTRIEH.
» AFPWIIFIRREZSREIE , BRitEE,

RIS ZIENEARLS BT :

1. EFtcecloud BRI ZHIA,

2. BIfE=APIZSERYIEHI & TRE

3. E=APIZSATIHE , M [FiE] BIALAGIEE—XISecretld/SecretKey

IR FREKSRESELUABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &L 753%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data B , json HXEARTBEISEOYSZE , multipart 8=
RERREWSEOSE: , WRHZEOREEER json 18ZVERA , S5 REMMISEOARA.

THUSRSHRERT MNXSEGFIREAGIF  DEBNMBERANTEIRE. HAMBETERSAIFIRFANSE : Limit 71 Offset ,
{£F8 GET 73508,

RiIZFIFHY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. BHEAEIE R
RATTME X HHEIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3k/5i% ( GET, POST ) , A=flchg GET ;
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e CanonicalURI : URI 2§ , API 3.0 EEAERIFT (/)

* CanonicalQueryString : &2 HTTP i&Ek URL FEIEIRFHFE , XF POST 15K , EIEATFRIE , 3F GET iEK , W9 URL Aija)
5 (?) GENFZAERS , ARFIBYES : Limit=10&O0ffset=0, jF= : CanonicalQueryString &4 URL 4R/A3.

e CanonicalHeaders : 25&ZRILEMER , ZES host 70 content-type FINLER , tBATIIANBEXAELSBS SERBLIREEEEE
SKEYE—MEFNZ M. HHENN : 1) k&6 key #0 value Si—#ER/\E |, FEISERETIE | 1R key:value\n #8z{HE ; 2) 2/ LE,
HRRBSLER key (/NE ) ROFEEHEFRITHHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £25&ZAEMER | IRBALXIERBMLLIS S5 TER , # CanonicalHeaders B ZRILEABE—XIMNAY,
content-type #[1 host J9usifEsLEB, HHENN : 1) L3R key ZB—HA/NE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ . content-type;host

* HashedRequestPayload : IEKIEXHIIEHE |, itE 5%/ Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 33 HTTP i5
KEE/NEX payload fff SHA256 5% , AE+7\#HmS | RERIDHREEM/NEFE., =2 : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload Bl HTTP i&SKIEX payload,

HRIELLEAIN | OIRERIRAGEIERENT (ATRNEW , \n BITFHIEESRITEHFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER TR
ARSI RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BATEREA TC3-HMAC-SHA256 ;

e RequestTimestamp : EKRAFEE; , BIiERLERAY X-TC-Timestamp BUE , A1 ERBIERS 1539084154 ;

e CredentialScope : EIFEE |, 1829 Date/service/tc3_request , @& HHE. FEKARSINLIEFFE (tc3_request ) , Date A
UTC tRERTEIR B , BUEREMALSH X-TC-Timestamp #REH) UTC 1RAERITAIBERE—E ; service AF=mE , RS REAN™Mm
BEZ—5, 180 cvm, 8N ERFLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASEBHHEFTENECIERENGHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

P

1. Date /MBS EIEE X-TC-Timestamp i+E15%) , BRFX UTC+0, WMERIMARFAMRXEE , FIE/\KX |, BSEEX8E
AR, ERZEMBERVERM. RigiTiE&/s 1551113065 , f£4/\XAYAYEE 2019-02-26 00:44:25 , EEITEEE
#9 Date EXY UTC+0 AYEHEARIS 2019-02-25 , MAE 2019-02-26,
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2. Timestamp X/REHRIRFATE , BEBERRSEHENEREERSH , MREEETADHPNSERM. MNRKASEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

MR LA | REIPERIRFERFRHRUT (AT RREN , \n RITFAESSRITER—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. iHESE
1) HEIREREEE , (hRBUIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : JRIARY SecretKey ;
e Date : B Credential 49 Date =E¥=8. , a0 L5~ , 792018-10-09 ;
e Service : B Credential g4 Service ZERER. , A=A, /9 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRES ZER ;
e StringToSign : BIZB2ATEBRINSFEEFRE ;

2.4. #H8 Authorization
AN ™R E Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ', '

'Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
e Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M X , EIEEHE ;

* SignedHeaders : L £ , 258 ZHLIHER ;

* Signature : £

HRIBA AN | IR EEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl174c474

WRFRE - BRmERMEX 5560 T #153m@
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RETEIERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&80Offset=0

E224, (CBH )

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BREW

HRIESSIRER | FEUTERRMANERG | iSRIEIRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpg86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ;#?%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkikkk ./If_ﬁ 3 o .L-l.%ég khkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkkkkkk ig% 4 j:}‘fl:ﬁ Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

WS : BRmEmEX 5562 T1 #153@
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkhkkkk 53% 1 o ;#;g;m;ﬁi%*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkkkkkk 5% 2 : T#*%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"

WS : BRmEmEX 2563 T1 #153m@
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkhkhkk ig% 3 : H’%Eg *khkkkkhkkkhkkkhkk

# ITEERHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *khkkkkhkkkhkhkhkk 552’% 4 : ?#*% Authorization khkkkhkkkhkkkhkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}

WS : BRmEmEX
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15 K451

BIFE#HAYE: 2025-02-18 17:50:29

1. frsSHbit

E2241 (CBH )

btz (Region ) RIEYBERIEHEH OAIMIEXEL, tcecloudFIIEAREIHZ E7E2RE |, MIEAEHERNERATEEATSEENEE

th. ATIHEHRME. RS THEE  ESEREREIIEF I,
ERTLUEIT APIED EiiSIR B TARitE xR,

2. BEMY

tcecloud API RUFRB#EZECIIYEIE HTTPS TIB(E | IRItEZSMIBEEEE.

\E > :
3. IBKITE
ST HTTP ik
e POST (#7F)
e GET
POST iEkz#569 Content-Type 28! :

o application/json (##F ) , X/RfEA TC3-HMAC-SHA256 £E 5%,
* application/x-www-form-urlencoded , #%7f#R HmacSHA1 g HmacSHA256 &&75i%.
e multipart/form-data ({XE2EOZE ) |, WER TC3-HMAC-SHA256 &2 7574,

GET IEkHUERBR/NAEET 32 KB, POST iEKEFERERSES HmacSHAL, HmacSHA256 BSAS#EE 1 MB,

#&F5iEA TC3-HMAC-SHA256 Aiz3% 10 MB,

4, FRIwAS

FEFAUTF-84%%2.

WS : BRmEmEX
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IS

BIFE#HAYE: 2025-02-18 17:50:29

RS

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HEFAT) , EeJaerOREIT )

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMEBH Requestld REERIFER , TiCEKMINSE , RE APIET |, MAERIREL

* Requestld FBF— APLiERAIME—FRIR , W5 APL HIISE , SJLABRREA] , FHRMALZ ID KARREER,

* [RTEEMNFES  HRIWARKEOENNTER  AENEOMRENFES IO XEFREN. HEIHE TotalCount I
InstanceStatusSet 5 DescribelnstancesStatus & OENXIFER , BT EAREKNAFREMEIE=RS2TLH , Bl TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tEHIRIREIER
£, SRR

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMFEEZISKARAKM, Error FEREREAERRY Code 1 Message FERTEERLMAT 2 EIREIRY,

e Code ZREMHEAEIRD , HiEKH BT RIEZEIRIGEA RS Ha0E O RAYERES R EEmE R NREREFIRR
BE,

Message BRHTXMEIREENERRE , BEISEESAEMN | WAL B FRISTEREH , AP ARARKEXMRE]
&,

* Requestld FBF— API iEREUE—HRIR , N8R APL HIIEE , SJLABCRIRA] , FHEMIZ ID SEARREE,

~IIEIRY (TODO: EEERE, REAENEER?)

IREIZERPUNRIFAE Error R , NZRRBA APLIECIKM,  Error iy Code FERFRTMEIRD , ATE SR BEHINAYEEIRAS A AL
IREG , TERFIH T ARG,

WS : BRmEmEX 5566 T #153@
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure. MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

E2241 (CBH )

TRIRIEA
ERAEE (A2 API AR ) |
MFA $5ig,

AR,

R

SZZIULLN

%

SRR,

k

token $&iR,

Bk CAM 1Y,

DryRun #F , RRIEREEEMINA . REZET DryRun &4,
(=SS

REBFEIR.

EORFHE.

SEGER.

SHEYERIR.

RIS ECEIPR S .

BROSEEIR,

EORARFE.

TERADREGET T 3RZRPRS.

BIRH E .

RIFAE.

BIRFE.

RIFEARTF,

RIZRURLE.

RASHGER.

BEARSHF.

http(s)iEkIPGEIR , R3ZHFF GET #1 POST 15K,

EORSHSATEhEL,
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N

7

VTSR SRAE): 2025-02-18 17:50:29

RHSYEBTHRAFMZOLSNENNSE , MIENE | £ MNENRRIROSME P A ENXESHHI TR |, BERERIFE
EHXLSH , FREIERREBK.

A X

BBHIE V3

{8 TC3-HMAC-SHA256 25750 , ARSHEZR—NE HTTP Header i&3kLE0+ , 40F :
SEEFR ESid) Wik R

BERROSMR. BESEROXETRASEHALSE Action RO, FINIRIRSHEHNE

X-TC-Acti i =
C-Action String = EELHIFIZRED |, BYE Describelnstances,

WIS . SRR B IR EI M ERIEE. RORZAEEESE RO RAS

X-TC-Region String = S8 Region BE, TR | REROAFTEERZSH , BOXEPII IR
B9 | IESBMEEBIZ S ARER.

X-TC- Integer & 2481 UNIX BIEB , eliCRARS APLiEKA9ATIE]L, fIa0 1529223702, T4 : WIRERSS=E

Timestamp T HEEsEEsH , S5 EESIEER.

X-TC-Versi , = EER APLRORRAS, EESEREOSERANSLHESEL Version R9REE. BIAN1=BRSSZ/AIMR

-TC-Version String 2

7 2017-03-12,
HTTP fRAESHIAIESLERFER |, g0
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,

Authorization  String 2 - TC3-HMAC-SHA256 : && 7% , BRIEERZE ;
- Credential : £&EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EFENRHESE X-TC-Timestamp #E/Y UTC FRAERNBEIRHE—E ; service AF-m®& , &
MBI mREE—E, flticvm ;
- SignedHeaders : 25&RITEAISLEMSE , content-type #0 host J9wsifksLEp ;
- Signature : EZFHE,

XTC-T , = IEEHIEBETFERY Token | FEEASIGSZR—RGERA. IREIEE Token FEFDEERR

-TC-Token String &

SEARBEZORE. KEZAAFE Token,

BEHE V]

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (T

SHETR sm Wik A
Action Suing | g CHFEEDEN. BESEEOSTREHASRAHSH Action WA, PUNRISE

EIRsLHIZIZREO , BUEA Describelnstances,

WS : BRmEmEX 2568 T #153m@
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SHBR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

ss IR

s

String

Integer

Integer

String

String

String

String

String

i

alil

i

ali

alil

i

i

E2241 (CBH )

fk

Wi Sy, SRR B EI MBIEAIEIE. FOESZAMEREESE EZ O REA
SRS Region RUGER, 1R | BUEOATEECRZSEH , EOEH I
BIRER , LATEMEEEBZS AL,

Za0 UNIX Bf[a)8% , FJicRARE APLIERAYRTEL. FI01529223702 , MRS =F1H(E
BETK , 25EERTHER.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHAE_E ERBERIRREDHY Secretld , —4 Secretld XFRME—HY SecretKey |, i
SecretKey SFRARLIEREE Signature,

BRESR , FRBIERERNGEN | FERFRIELFRBMASEITESEH. Bkt
BREE2NEROSSME,

B{FRY APLESRRA., BUESEROXETASATSL Version B, AIN=RSES
A9RRAS 2017-03-12,

25, , BaixiE HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIFER , EttiERISEHAE HmacSHAL I8IEES.

IRESHEFFTAEAY Token , FELSIRRIEZHE—EMEMA. IRRTEEM Token FEELRE
ERSERZORE. KEZHERFE Token .

i ( Region ) BEMIRAIEHR ORIEIE XIS, tcecloudAZMIIERREIE 2 BE2iEE | (RIERRMRBRARERELESE
t. ATRERRRE. B8 TEERE , BERRFELEEFatbE,

R LAY APIEC ENAMIESIER EESTRAIIETIER.

WS : BRmEmEX
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licensefgx
EHifllicenseHE

RITEHHYE): 2025-02-18 17:50:29

1. O

E2241 (CBH )

EOEki® : bhsaas.api3.finance.cloud.tencent.com,

HlicenseEE AT EiflicenseAE
FOANEOIERERIRS « 200k/FD.
BEOEHATE : 2023-08-24 12:06:12,

EOBRIRE R EM,

2. NS

UTNBERSEGIRGIH T ROERSEHBO LHSE |, TBEAHSHIIRDAHIERSH,

SHETR Vv FEFNULL
Action = &
Version = =
Region = )

3. s

SHETR ESid)
LicenseUsagelList LicenseUsage
Requestld String
4. iRt
E)EE)

UG T OSSR A0EIRD | BERITER A HHEIRD,

RS
InvalidParameter

InternalError

WS : BRmEmEX

E<id) i)
String ~HBE, KIZFOBYE : DescribelicenseUsage
String AHSH, AEOYE : 2019-10-18
String AHEBH  FEOFFEEBLSH,
R
licenseFIE%IZ

W—iEXK ID , BXiEKESIRE]., EEMATEERZXIERKA Requestld,

l_':|
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Hfthiz
BEERFED

RITEHHYE): 2025-02-18 17:50:30

1. FOfEE

EOiBKiEE : bhsaas.api3.finance.cloud.tencent.com,

EERFEE
FRONEIERERERIRE]  200%/%0,
HEOSEHHATE : 2023-02-02 11:16:53,

EOBFIRE R EMN,

2. NS

LINERSEGIRNGIH T EOBRSEFRI 2 HS

SHER Vasis FEFNULL i)
Action = = String
Version = iy String
Region = &= String
IdSet = &

A A g

3. S
SHER KA fik
Requestld String
4. FEIRAS
=R

PANMSH T O S ZEEEXREIRD |, EibERmEiEl
RS
InvalidParameter

FailedOperation

WS : BRmEmEX

Array of Uint64

E2241 (CBH )

NHSE, KIZOBYE : ResetUser
NS, AEOBYE : 2019-10-18
NHESH , KEORSTEEBLLSE,

FFIDES

H—iEK ID , ERIEKREIRE], EAIRRRITREERHIZIRIEKE Requestld,

TR,

l_':|
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mLHUTIRER

BIFEAYE: 2025-02-18 17:50:30

Sz A
1. EOHAR

EOIEKRER : bhsaas.api3.finance.cloud.tencent.com,
mEHUTIOR

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2023-03-02 11:02:51,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Whi%E FEIEFNULL &St U

Action = & String nE&E , AEOBYE : SearchCommand
Version = &5 String NS, ANZEOBYE : 2019-10-18

Region 2 & String AHEBH  FEOFTFEZEBLSE,

StartTime 2 & Datetime_iso HERXERFFRATE

EndTime 5 B Datetime_iso RRXERILERATE , AMERIA TR BRI LE
UserName S B String BFR&

RealName & & String a4

Instanceld S S String BFESLIID

DeviceName & &5 String ABIrBiR

Publiclp = & String BRI AKIP

Privatelp = = String BEFHIPIIP

Cmd = = String AT S

AuditAction = = Array of Uint64 RIEEEIRSHH TR © 1 - BHUT ., 2 - HFEHT
Limit B B Uint64 BIAE , #iA20 , =X200

Offset B S Uint64 DTURBAIE | BUMEAO

3. iS4

WS : BRmEmEX 8872 TR #153@
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SHEFR i iR
TotalCount Uinte4 \g i'![u\j%WHL.
HICR#
BRI,
Commands SearchCommandResult
weAIE
Requestld String H—EK ID , ®XiEKREPSIRE, BRI EERAIZRIEKA Requestld,
M
4. F1=bS

UG T 2Ol S5BIEERA0EIRD | BhERAIFE N A iEiRE

Jdr
°

e A
InvalidParameter
InvalidParameterValue

InternalError
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SEP S
EREZIRSER

RITEHHYE): 2025-02-18 17:50:30

1. O

ZEOBEKEE . bhsaas.api3.finance.cloud.tencent.com,
EWAFPWENELTRSES  BERRID, #1=%. VPC, SHRTESE,
BOAEZEOISRIRERPRE : 200K/FD,

EOSEFRATAE : 2022-05-30 20:57:28,

EOBFIRE R EMN,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE |, TBEAHSHFIRDAHIERSH,

SHER WAL FBEFNULL i R
Action 2 & String ~HSE, KIZFOBYE : DescribeResources
Version =2 & String & AEOEYE : 2019-10-18
Region = & String NHBY , FEOFTEECBILSH.
ApCode S S String HbiEiAS, 40 ap-guangzhou
Vpcld & & String RERESFHER VPC LHIDER
Resourcelds & &= Array of String REIDES , BIENIDESRZEE ApCode 1 Vpcld
A MM
3. S
SHBIR il fER
HSHRIIMRRT L.
ResourceSet Resource
ER2HEIFFIR
Requestld String K—EK ID , ®RBEKREBRIRE]. EMERARERAZRIEKA Requestld,

4. $5IRMG

PAIMRFIE 7O SZEERaERN | BERGFE N AT ERE.

WS : BRmEmEX 74T H153;
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=
InvalidParameter
InternalError

InvalidParameterValue
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BALT
REHE R

RITEHHYE): 2025-02-18 17:50:30

1. O

EOEki® : bhsaas.api3.finance.cloud.tencent.com,

E2241 (CBH )

BRESUHERIRE ( BTERAHITERE->BIFRR- > XXHEH )

FONROIBRIRERIRE] : 200R/FD,

EOSEHAYE : 2023-08-24 12:10:22,

BB E Y,

2. NS
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Departmentld B S String Ar-FrERYERIJID
GraphResult
rEEEOLS
#Wan A5/ : ShowGraph
R WAk FEFNULL E<id)
Sessions Pt & Array of KeyCount
Commands =2 & Array of KeyCount
Dangers = e Array of KeyCount

SubtaskResult

BHEFESHITE

WHITEOS|A © SearchSubtaskResultByld

BFR whI%E FEFFNULL ESig)

Id = B String
Instanceld P = String
Name = iy String
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BFR whIFE FEFFNULL ESig) fER
ApCode = S String PATEN M
Publiclp 2 S String HATENIMRIP
Privatelp 2 B String HATENAKIP
Status 2 & Uint64 BEHEESKS 1 - i, 2- B0, 3 - KW, 4 - &8r
Reason 2 FS String IS EWRR
ExitCode 2 S Int64 EHESHOIRLE
StartTime 2 & String BHHESTIARTE
EndTime 2 = String B ESS LA ERATIE
StdOut = a String EHESHITEREIH
StdErr = & String EHESHITERIEIR
LoginEvent
BRAE
AN T™O3|F : DescribeLoginEvent
R whisE FEFNULL il A
UserName = & String AF&
RealName 2 & String w2
Time 2 & Datetime_iso ERERTE)
Sourcelp 2 S String SEIRIP
Entry 2 & Uint64 BRAO : 1-FRHME 2-EfRE , 3-webIm, 4-API
Result 2 & Uint64 BEER , 1-RI , 2-K
OperationTask
EHEESER
U TEOS | : DescribeOperationTasks
BT 515 FEFNULL ESid 135
Id = = Uint64 IEHHESERID
Operationld 2 & String IEH#EESSID
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RealName = = String
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Period = = Uint64
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FirstTime = & String
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& String MEZL |, 1-64FF
5 String SLAID
& String KS=45H
& String WSZERIZRD
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String mEaARHMERIZREL | 2ISFTP/CLIP/RDP/RZSZ
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WS : BRmEmEX

%149 M

£153m

\|



X BIHSTCE

BLHUTIERER

W3]/ : SearchCommand

R Wi
Time =
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Cmd )
Action )
Sid )
TimeOffset =
Cvm
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INFRIREERFTFAE Error FER , MISRZNERA APLEOKM, 590 :

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

12

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

Error FfY Code FHIRAS , Message FRNZIB=AIEAEE.
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AuthFailure.InvalidSecretld

AuthFailure. MFAFailure
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AuthFailure.TokenFailure
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InternalError
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InvalidParameter

InvalidParameterValue
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HIRAD 1RH
LimitExceeded TR ACEPRE .
MissingParameter ROSEERIR,
NoSuchVersion BEORATRGFE.
RequestLimitExceeded TERADREGET T 3RZRPRS.
ResourcelnUse RIFR G,
Resourcelnsufficient RIFAE.
ResourceNotFound RIFAFE,
ResourceUnavailable RIFARTF,
UnauthorizedOperation RIFTURLE,
UnknownParameter RISEEEIR,
UnsupportedOperation BMEARSTHE,
UnsupportedProtocol http(s)iEkIPGEIR , R3ZHF GET #1 POST 15K,
UnsupportedRegion BEOARISAEMIE,
AV S5HERES
ERAD 508

UnsupportedOperation
InvalidParameter
LimitExceeded
ResourcesSoldOut
FailedOperation.TooFrequent
InternalError
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ResourceUnavailable
ResourceNotFound
UnauthorizedOperation
OperationDenied
FailedOperation.DepartmentExist

UnknownParameter
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FailedOperation.ConnectionFailed
InvalidParameterValue
TradeUnknownError.RequestBillingFailed
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FailedOperation.SearchFailed
AuthFailure
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FailedOperation.VPCDeployed
FailedOperation
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FailedOperation.DataNotFound
FailedOperation.AuthFailed
FailedOperation.DuplicateData

UnauthorizedOperation.NoPermission
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