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RIFAAS
BRITEHTAYE: 2025-02-18 16:02:00
2D

SAPNEKSEHEIFFEZ 2@ , CloudAudit FMCRAIEISRER AR SITRE. til , CloudAudit R IERAFKFBEKSE
RIRME | BERNE. R P bt RERERZSERANLEER , XEHEFMCR , BIXEWICR , BRILUANKS EEFELSE—.

RIFEEIEER

SAPNERBIIREEZER , CloudAudit FNCRAYRFESIGRERBAFHEIRE. i, ZPFAI—E CYM SLHlsIT , BFY
LUEIT CloudAudit #EMERAGR(ERTEL. R [P ithtik , LUSROHTARRAHNSHURIE.

BAERELT

WRAFPIEREZIHR  MERFEEEREFER CAM [RESKEBXEMRNSN |, BBANT HEBFERRNGHEHITE
E , AFEERNE AR FCR. CloudAudit FNiCRIVEFEHHEEREXFESMMERITER.,
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1 EREFCR

L BRETFA  AERE SRR A RET AE.
2 TERFERTET , GBI E AR RS TR IR, Hh

o XEF  JLIERRETIERASEMHERNXBEFHITEMGRR. BNE  cHIPEHTXRFHONESSR , FEFIRTRTEN
AOZEER.

* ASKRE  JLURIERFS. HFEE. WA, SHID. FHER. BFE. BMRSURpHIEFRETHSHER.
EAILAEIR365RLIMANRFICR , FEERNRMFCRERLGIFRNFARRL®R , FETHRESINCR IRERENEES. =Tl

BUA LANTERE | THIRFCR.

2 BEEIFRE

1 ISEREEIEXRATRFCRY IR , MREEA LS THBANMMEACR , JLBREZRMPCRAENNY |, EHSERILRFCRATF
15, BfENEER. Xk ERG. M4 ID . B4R SR SHRE. BXRID . RIPHIE BRE. B, JUSEEES

& | BT T REEMR0RXER.

2 JE'EEEH  TLUSEIEXAEER.

3 [iSRIcRSH

1. mERSEERSH

2. RETERNEHENSHIER , mERESH.

3. B LS ZHITNAB SHECOSH. BRISETHEEEHITSH. FIHERUUSHERENFEREL IS HENRENEME

B, ESHEREE , SEThREHTeIEAR : CloudAudit_QCSRole 45 COSFullAccessi&Hg.
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CloudAudit BIBLELE ?

CloudAudit FIETICRKS EHATAHRIERIREB A EsRITT M. CloudAudit AJiCREBMMENESRER | SIER(FEHE. BR
2. BHER BREE. GREME, XEEEEEHEREENZEMERTRNEERER , FHEEHRIBE I,
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BB

EOSF7V]

BEEFATE): 2024-10-18 10:38:29

tcecloud APl £XE/MAIENEKIFITEMIIIE , BB MNEREBFTEEATLBEREHTEEEREE ( Signature ) LISIEEKRES D, &

BIEEHRTEFIEER , T2 FIERE Secretld ] SecretKey ; ERFPEIREZEFEIE , BRIECAPIZARNHEHRS , BNTEERATAP
#ZM.,

s=E e .

1. RiEReFEiE

HEEIXER=APIZE] , BRIERAPIZSANHBRIELEEIE. L2 FIUFELE Secretld ] SecretKey :
e Secretld FBF#RR APL & BH

* SecretKey BFIIEEE F A BMIRS SRS E FRTRIER.

* FAPRITEREREEIE , BRtE,

HBLZeEIINEREERIT ¢

1. ERtcecloudEBFIEHIE,
2. BHE=APIZBRGEHI A TUE
3. E=APIESETUHE , M [F7] RIRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELIABILT Secretld / SecretKey,

2. ERE R R

BT ZeEiESecretld f SecretKeyfs , MATLAERSZERT. IUTREMRSSHIFMSTE :
BRIZFFHY Secretld # SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

AR RERERA , SRR RRERIER Secretld 1 SecretKey B TIREHR(E !
LA=RRSS 2R EEXLIFIZR(Describelnstances)iEk A6l , SRAFERX—EOR , HiERSHETRENT:

SHER 3L 248

Action Vakrc =t Describelnstances

Secretld #ZAId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp ZRIET AL 1465185768

Nonce PEHLIEEEEY 11886

Region SERRTEXIE, ap-guangzhou
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SHETR 3L SHE

Instancelds.0 FFEIRRILBIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. SR

BAEMEERSERSHEBNFEE ( ASCHRE ) FAFHF. T8 1) RIESHSHTHIRF | SREFRTINET , F&5tA/0 ;
2) #% ASCI 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARREE. ARTLUERRIZES PHIE%
HEFFRESRSLIIX—INAE , 1 php B8 ksort i, HIRRBISEHIHEFRERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region'’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

EREEEFRRIHESAR , T EERGIFRSEHTHR | SRINER—SEH.

2.2. BHEERF R

WWEBERMBERFGER. HE L —THERFRERSEISTN R SRR ="S81E I | 11X Action 281 , HSEEFRA "Action”
, BB "Describelnstances" , EIAE B Action=Describelnstances . ¥ : “S&E"HEIAETIEurRRBEROE.

REBEIHENS IS8R HEE—R | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESEFOFRES
WSBAENS BRI RS, SRELFHREUT/LNSEHI

1. iEKAE: S2RF POST #1 GET 5= , XEB(EM GET i53k , iTRHENEKE.

2. IERENBEESLIFIFE (Describelnstances) 19I5k 5 : cvm.finance.cloud.tencent.com, SERREVIEKIEZRIEEZEOFBERIIAR
EfARE |, F S5,

3. IBKEER: HRIMRAZAPIFIERIEREER / .

4. iERFRIE: B E—ERRNERFRIE,

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES

BIRIHHEER S
WRFRE - BRmERMEX 12 W H34W
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Z=Hit ( CloudAudit

GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&V

ersion=2017-03-12

24, EpSREA

)

EPBAENSEER, BIEER HMAC-SHAL EiEX E—PiRiSHERIRFRRHTES , ARBEMRIESS6ER Base6d #H1T4R

13, BIEIRIG RIS R A,

BB , LA PHPES 41

$secretKey = 'Gu5tIXGARNpPq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651

85768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;
RESEINER RN

EliP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR ARG TERIIE , BRNERHES6IFHhaI—EEE.

3. BRRIRG

ERRRIS R B TREEIRIFNIBRESE , FEXHEBT URL %3,

N E—HAE RIS RS ElIPIYW3pW28FpsEdkXt/+WcGel=

, BREEBEIRE R RIERESE (Signature ) 79

EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , TiSRTFEMSRAER URL,

AR NRAPKRISKSER GET , Bi&i5K51%58 POST @it Content-Type 3 application/x-www-form-urlencoded , MI&iXiEK
RAEERSHEIREM URL RS , SHRN-ASARERIG. IF ASCI FFHE URL RISAIFREStLL UTF-8 #{T4%i8.

IR | LREIESH http BE2EEAFTESEHT urlencode , ZEXMMEN T , MATREXIERBHT URL 3T , BUAX URL 4

BESHERLM.

IR RittSEEtRRH TR , MISKA RFC 3986, /A %XY MRFHFFRRULIRFHTES RS , B XY 9+t HFF/F
(0-9 KB A-F) , BRINSESIRER.

4. BZZEM

WRIESCRREN | T T ERRAEIRD |

RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound

AuthFailure.SignatureFailure
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RS ISR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE ( RE= APl Z3EZEAY )

5. BRIER

fESCPRiERS AP 3.0 BY |, #EFFEAECERItcecloud SDK 3.0 , SDK f#ETERANGRE , FARRXE~mIBHAVRMEORD. FMER
20 SDK iy, HRISTHFHIRIEESH ¢

e Python

* Java

* PHP

* Go

e JavaScript
e NET

ATEBRNFERERTRE , THUSMREES A6, B OANERTERRIIL. BXkES. ERIROMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERMN | TRTAIBRERA SDK.

REEHHAY url TT8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPREERENN | HEBEARRSHEIRTE |, RIaNSRELL url FEXSEEHF I FEER curl En<SERINSIREESN
Hix | SRH. ATEE—NTLUEERER url |, EEERUREIFH Secretld 1 SecretKey NESLAVZESE | FHERRFZHBIRTEEUE
79 Timestamp ,

IR ETENTRAT  ARREES  EER—ESEXITEREIR url JEEEEMAR , RIASHNINFARR | (EXHAIER
. REMAESHEE  BESITEIERRIE.,

TR LIMURB(ERT APL 3.0 , FEEERATHEMNERRE | BMERIERN APl , BTFEATERBLSHERUEER |, B
XS R BYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);

WS : BRmEmEX 14T H34
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// EFRERurRXISEIRF B ER

for (String k : params.keySet()) {

/] BEXSEKEB B Turlencode , BT keyEBRRNFH , #ltA I Hvaluei#{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LAEEIHEF

// SRR FBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextlnt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHESE]

// SEFRE RN RS ZE0TE) |, 130 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~"FHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // A48

params.put("Action"”, "Describelnstances"); // 2NHE%

params.put("Version", "2017-03-12"); // ~H5%

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // A53&%§

params.put("Offset", 0); // S5

params.put("Instancelds.0", "ins-09dx96dg"); // WEE#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // "%t
28

System.out.printin(getUrl(params));

}

}

Python

IR (IRETE Python 2 IMEBHEST , EBELREE requests (KIS :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

WS : BRmEmEX 15 #H34
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit" : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IbSSCRRER | AShiaaTaer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)

=
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w2 S8

EOERV3

B SE#ATA: 2024-10-18 10:38:29

tcecloud API SX$EMARNERE TEBIGIE | ED’@Al%EX%BﬁET"A%EX’*éﬂlﬂP@@K%{* (Signature ) LISIEERESD., &

ZIEEHTEEIILER , TeFIEEIE Secretld 71 SecretKey ; ERFPIRRBLZEEIE , BRITF=APIZHETUERE | BSNFEEEA=API
=0,

‘EEI—‘—I =
1. HiFREFIE
EFEREATAPIZAD , BRESAPIEHNEABEREFEIE. REFEIFELE Secretld # SecretKey :

e Secretld FAF#rR APLEFESH
o SecretKey FIFINEEE F T BFIRS 2 ImIGIE S E FATRIEA.
s AFPWIITISRERZSREIE , BRitEE,

RIS ZIENEARLS BT :

1. EFtcecloudBERFZHIA,

2. BIfE=APIZSRRYEHI S TRE

3. E=APIZSATIHE , mir [FiE] BIALAGIEE—XISecretld/SecretKey

TR AREKSRESELIABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data PN | json IEXERARTBISEOSTE |, multipart 18z
RENEWSEONE: | IWEHZEOAEEER json 18IUER | &5 BRSO A,

THEURRSSHREA MNXEHFIRIEAFIF  SEBRNBERRHEITRE. BAWBERTERSTAZIZRMNSEL : Limit 7 Offset ,
{£F8 GET 7558,

BRiIZFIFAY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. BHEAEIE R
RIS HHEHIEIERKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , AR GET ;

WS : BRmEmEX 517 I 341,
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e CanonicalURI : URI 24§ , API 3.0 EEAERIFT (/)

* CanonicalQueryString : &2 HTTP i&Ek URL FEIEIRFHFE , XF POST 15K , EIEATFRIE , 3F GET iEK , W9 URL Aija)
£ (?) EENEFERS , AREIBYES : Limit=10&0ffset=0, ;£ : CanonicalQueryString EE47 URL 4773,

e CanonicalHeaders : 25&ZRILEMER , ZES host 70 content-type FI/NLER , tBATIIABEXAELESBS 5E B LIRS EEE
SREOME—EFIZ 2, FHEMN @ 1) k26 key 7 value F—4ER/NE |, FHERITEHRETIE | 1KER key:value\n 1&(HHE ; 2) &/ kS0,
HRRBSLER key (/NE ) ROFEEHEFRITHHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £5&ZAEMER | IRBALXIERBMLLIS 5 TER , # CanonicalHeaders B ZRILEABE—XIMNAY,
content-type #[1 host J9usifEsLEB, HHENN : 1) L3R key ZB—HA/NG ; 2) Z41KEB key (/NE ) 1RERFEHEF#HITHHE , 7B
25 (;) PR, WHEIFJ . content-type;host

* HashedRequestPayload : IEKIEXHIIEHE |, itE/5i%/9 Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , ¥F HTTP i5
KEE/NEX payload fff SHA256 5% , AE+7\#HmS | RERIDHREEM/NEFE., =2 : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload By HTTP i&SKIEX payload,

HRIELLEAIN | OIRERIRAGEIERENT (ATRNEW , \n BITFREESRITEFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER TR
ARSI RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BATEREAR TC3-HMAC-SHA256 ;

e RequestTimestamp : EKREFEE; , BIiERLERAY X-TC-Timestamp BU&E , AN ERBIERS 1539084154 ;

e CredentialScope : EIFEE |, 1829 Date/service/tc3_request , @& HHR. FNEKARSINLRIEFFE (tc3_request ) , Date 8
UTC iRERTEIRBHRE , BYEREMLLSH X-TC-Timestamp #25AY UTC FRAERIBIERE—3 ; service AF-@R& , WASEMBNR
BEZ—5, 180 cvm, 8N ERFLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASBHHEFTENECIERENGHE  1TEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

P

1. Date /MBS EIEE X-TC-Timestamp i+E15%) , BRFX UTC+0, WMERIMARFAMRXEE , FIE/\KX |, BSEEX8E
AR, EREEMBERMERM. RiZiTE&/s 1551113065 , 4/ \XAYAYEE 2019-02-26 00:44:25 , EEITEEE
#9 Date EXY UTC+0 AYEHEARIS 2019-02-25 , MAE 2019-02-26,

WRFRE - BRmERMEX 18 T #34

=
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2. Timestamp X/REHRIRFATE , BFEBERRFEHENERAERSH , MREEEThDHPNSERK. NRKAIEAFIIR
EREREY | JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

MR LA | REIPERIRFERFRHRUT (AT RREN , \n RITFAESSRITER—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23. i8S
1) HEIREREE , (hRBUT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date =E=8. , a0 L5~ , 792018-10-09 ;
e Service : B Credential opY Service FEHEE , A0 LM, 9 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRESZER ;
e StringToSign : BIZB2ATEBRINSEEFRE ;

2.4. 8 Authorization
AN ™RRTCHE Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ',

‘Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
o Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M tX , EIEEHE ;

* SignedHeaders : L £ , 258 ZHLIHER ;

* Signature : £

HRIBA AN | IR EEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl174c474

WRFRE - BRmERMEX SS9 #H34

=
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RETREIERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&80Offset=0

=&t ( CloudAudit

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

HRIESSIRER | FAEUTERKMANERG | iSRIEIRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX

I PSS
BRITH
BRI
BRER
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ;#?%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk ./If_ﬁ 3 o .L-l.%%g kkhkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkhkkk $‘9¥ 4 j:}’fl:g Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

WS : BRmEmEX 21 #H34
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TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkhkkkk 53% 1 o *#;%mﬁiﬁ*% *kkkkkhkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# kkkkkkkkhkkkkk 5% 2 : T#*%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"

WS : BRmEmEX 822 #H34
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkkkkhkkkhkk ig% 3 : H’%Eg *khkkkkhkkkkhkkkhkk

# ITEEBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *khkkkkhkkkhkhkhkk 552’% 4 : ?#*% Authorization khkkkhkkkhkkkhkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEOMINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}

WS : BRmEmEX
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15 KE5H4)

BRITEHTAYE: 2024-10-18 10:38:29

1. fRSSHbtt

bt (Region ) ZIEYBERIEHEH OAIMIEXEL, tcecloudFIIEARRIHZ E5E2RE |, MIEARHHERATEEATSEENEE

th. ATIHEHEME. RS THEE  ESERERELIEF I,
ERTLUEIT APIED EiibIR B ARtETIxR.

2. BEMY

tcecloud API FIFFE#EO@EIE HTTPS IHTE(E | IRIAEREMNEEEE.

\E > :
3. IBKTE
STHEEY HTTP iS5k
e POST (#7F)
o GET
POST iE3kz#569 Content-Type 258! :

* application/json ( ##F ) , #4fFA TC3-HMAC-SHA256 &E75%,
* application/x-www-form-urlencoded , %7f#R HmacSHA1 g HmacSHA256 &&75i%,
* multipart/form-data ({X&EBHDEASZE ) , LERA TC3-HMAC-SHA256 E&737%,

GET iERRIBREANAREHBIT 32 KB, POST iER(FEAZEE /55N HmacSHAL, HmacSHA256 BAARE#BiE 1 MB, POST i&EKERAE

#&75iEA TC3-HMAC-SHA256 Aiz3% 10 MB,

4, FRIwAS

FEFAUTF-84%%3.

WS : BRmEmEX
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IR[EIZER

BRITEHTAYE: 2024-10-18 10:38:29

IFfAREIEEER

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HIEFAT) , EeJaerOREIT

{

"Response”: {

"TotalCount": O,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMNEH Requestld REENFE , TiCIFEKRHEINEE , RE APIMET , UHESIRE,

* Requestld FBF— APLiERAIE—IRIR , W5 API HILRE , SJLABKEREA] , FHREZ ID KRR,

o [RTEEMNFERS , HRIWARKEOENNTER  AENEOMRENFES IO SXEFREN. HFIHE TotalCount
InstanceStatusSet 59 DescribelnstancesStatus £ OENXIFER , BT EREKRNAFREMEZE=RSTLH , Bl TotalCount
FULCER FEBRENES 0, InstanceStatusSet FIRI9%,

tHIRIREIER
ERRSN , EEEERATN

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMEEZISKARKM, Error FEREREAERRY Code 1 Message FERTE LM AT 24 EIREIRY,

* Code FREMHBIIERID , HiE kBT LS RIBZ RIS E L HEIRSF S B O M AYE IR IR EmE X R EFIRR
BE,

Message BRHTXMEIREENERERE , BESEESAEMN | WAL BFRISTEREH , P ARKEXMRE]
&.

* Requestld FBF— API iEREUE—HRIR , N5 APL HIIEE , SJLABCRIRA] , FHEMIZ ID SRR,

IR (TODO: EEERE, REEENEER?)

IREIZERPUNIRIFAE Error FER , NIZRBA APLIEOIKM,  Error iy Code FERFRTMEIRD , ATE A SSERBEHINAYEEIRAS A AL
IREG , TRV T ARG,

WS : BRmEmEX 825 #H34
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure. MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

TRIRIEA
ERAEE (A2 API AR ) |
MFA $5ig,

AR,

R

SEZIULIN

%

SRR,

k

token f&iR.

Bk CAM 1Y,

=81t ( CloudAudit)

DryRun #{F , RFBFRGSEMING , RRSET DryRun 2.

HERERIL,

REREIR.

EORMFE.

SHIEIR.

SHEYEEIR.

BT ECRPR .
ROSEGEIR.
EOMARFE.
IERAVREGET T SRERPRA]
RiRH G .

BB E.

BIRMFE.

BIRAEI A,

RIRBUE(E.

RASEGER.

BMEARSHF.
http(s)iERIMMYEEIR . R>2FF GET # POST 15K,

EORSHSATEhEL,

%26 70 H34
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VAN

VTSR A E): 2024-10-18 10:38:29

=81t ( CloudAudit)

HEYRATRRBFIZOLSNENNSE , WIFE | A MEORBAROAP AR XLSHHTRE  ESRERETEE
}i XL, AREIEBEAREEK.

ERTTE V3

58 TC3-HMAC-SHA256 &&757ART

SHETR St

X-TC-Action String

X-TC-Region String

X-TC-

. Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

fil

alil

il

alil

i

AHBHEES—HEI HTTP Header iEkLE+ , 20T :

fik

BEIEOSR, ESEEOXEPMASEATESE Action B9RE. FIIN=IRSENE
ELFIFIRIZED |, BUYES Describelnstances,

WIS, SRR BRI EI M ERIEE. RORZAEEESE R OXETRRAS
R HSH Region f9IREA, R | REROAFTREBIZSH , ZFOXEPRIILASTHR
B9, RSB EEEBIZSHBARERL.

=41 UNIX BJE)E , EliCRAH#S APLiERAIATE), g0 1529223702, & : (IRSMRSS
RHEHEEBE St , 25 EERITHIER,

R APL BURRA, EUESHEOMEHRASLRISE] Version BiRBE. GIAIZARSSERAIR
& 2017-03-12,

HTTP fRAESHIAIESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : €£75,% , BRIEENZE ;

- Credential : £&1EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EFENRHSE X-TC-Timestamp #E/Y UTC FRAERNBEIREE—E ; service AFm& , &
RSB mREE—E, Flgicvm ;

- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9uwsifksLEp ;

- Signature : EZFWE,

IEEERATAEAY Token , BELERIGIIEE—FEHER. IGHZEF0 Token EEZHAETRIR
SREBZEOKE, KEIZHATEE Token,

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (0T

SHETR &St
Action String

WS : BRmEmEX

=
=

fik

BENEOSR. BESEEOSETMASEATESE Action F9IREA. FIaN=IRSEE
EIRsLHIZIZREO |, BUEA Describelnstances,

527 I H34m
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SHETR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

s

s

String

Integer

Integer

String

String

String

String

String

il

alil

i

i

=81t ( CloudAudit)

fk

Wi Sy, SRR B EIR MBIEAIEIE. FOESZAMEEESE E O REA
SRS Region RUGER, 1R | BUEOATEECRZSEH , EOEH I
BIRER , LATEMEEEBZS AL,

2457 UNIX FHE)E , AlieR &S APLiEkAYATE], 1901529223702 , N8R 52FiIRTE
HET X , £5REFTHEIR.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHAE_E ERBERIRREDHY Secretld , —4 Secretld XFRME—HY SecretKey |, i
SecretKey SFRARLIEREE Signature,

BRESR , FRBIERERNGEN | FERFRIELFRMASETESEH. Bkt
BREE2NEROSSME,

B{FRY APLESRRA., BUESEROXETASATSL Version BB, AIN=ARSES
A9RRA 2017-03-12,

25, , BaixiE HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIFER , EttiERISEHAE HmacSHAL I8IEES.

IRESEFRFTAEAY Token , FELSIGRIZHE—EMEA. IGRTEHEM Token FEELRE
ERSERZORE. KEFHERFEE Token .

i ( Region ) BEMIRAIEHR ORIEIE XIS, tcecloudAZMIIERREIE 2 BE2iEE | (RIERRMRBRARERELESE
t. ATREHRRE. B8 TEERE , BEERRFELEEFatbE,

EEJLAEIY AP ENAMIESIER EESTRAIIETIER.

WS : BRmEmEX
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ERITEHHYE): 2024-10-18 10:38:29

v ekl
1. EOHA
EOEkig® : cloudaudit.api3.finance.cloud.tencent.com,
wERATEO
BOAEZEOISRIRERPRE : 200K/FD,
EOSEFRATAE : 2021-05-28 15:20:44,

EOBRIRE R EM,

2. NS

=81t ( CloudAudit)

UTNBERSEGIRGIH T ROERSEHBO LHSE |, TBEAHSHIIRDAHIERSH,

SHBR Wi FEEFNULL KA
Action = = String
Version = iy String
Region = &= String
StartTime = &5 Uint64
EndTime = S Uint64
MaxResults = 5 Uinte4
NextToken B = String
OwnerUin = = String
LookupAttributes B B Array of Attr
LookupType & = String
ContentValue &5 B String

3. S

BB ESig) fEik
Requestld String

WS : BRmEmEX

NHESE, AEOEYE : 2019-03-04

H2H , AEOFFEEEBULSH.

5>

EifFFARTE
B4R
BREAEIIHE
EFHR
EiFAFuin
EEMEAET
KA

ERABTEMER

BE—IEK ID , BRIEREPRIRME., EMDMATFEERALZRIFRAI Requestld,
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4. FEIRS

ZEOGRWSZEEXRAERD Bt A SR,

WS : BRmEmEX

=81t ( CloudAudit)
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BRITEHAYE: 2024-10-18 10:38:29

Attr

EiEtET

AN~ EAS | : LookupEvents

BR
AttributeKey

AttributeValue

Resources

AT EOSIA -
BR
ResourceName

ResourceType

Events

HESEM4

WINTEOSIA -
2R
CloudAuditEvent
Eventld
EventName
EventTime
Secretld
ErrorCode
RequestID

AccountID

WS : BRmEmEX

FBEFNULL

=

a
[}

FBEFNULL

@
[}

a
=

AFNULL

a

B o I o o

ol

ok
=3

String

String

String
String
String
String
String
String
Uinte4

String

=81t ( CloudAudit)

fiik
=Rk

HOIRE

55
BHRE
Eftid
EHETR
E{4adE)
Secretld
FHIRAS
imKID

TAID
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BFR
SourcelPAddress
EventSource
EventRegion
Username

Resources

Attribute

EBHEGED

e O ¢
% I\
AttributeKey

AttributeValue

Data

HUE

W EAOSIA -
% N
Events

NextToken

ListOver

WS : BRmEmEX

il

Jalil

BEFNULL

A

iy

iy

AEFNULL

0 R T

iy

FBEFNULL

@
[}

as
[=]

s
String
String
String
String

Resources

Array of Events
String

Bool
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BRITEHTAYE): 2024-10-18 10:38:29

TREeRR

=81t ( CloudAudit)

INFRIREERFTFAE Error FER , MIZRZSERA APL KM, 540 :

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

12

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

Error FfJ Code FNHIRAS , Message FRNZIB=AIEAEE.

SHETEVIES
LHERDB
HIRAD
AuthFailure.InvalidSecretld

AuthFailure. MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

WS : BRmEmEX

15488
ZIRAER (A2 API B3R ) |
MFA $&i%,

BiAFE. BEEHENEZRESCHMREESR | ISER | BEEERES
HEIFH  TERIEMEETE.

ERTH. Timestamp MRSBIRAGEMEENMSBIODT , IBRERINEERETER
BEL.

B SEUEER  BURBAANPIROLICEEES ST EITRE,
token $&iR,

Bk CAM 1Y,

DryRun #F , RFRIBERESEMINA . RESET DryRun 24,

(=SS

REBFEIR.

EORFE.

SEGEIR.

SR EER.

%33 H34

=



O BASTCE

HIRAD 15t8H
LimitExceeded BT ECEPRE .
MissingParameter ROSEERIR,
NoSuchVersion BEORATFE.
RequestLimitExceeded TBERAREGERT 7 IREPRE .
ResourcelnUse RIFER G,
Resourcelnsufficient RIFAE.
ResourceNotFound RIFAFE,
ResourceUnavailable BB,
UnauthorizedOperation RIFIURLE,
UnknownParameter RISEEEIR,
UnsupportedOperation BMEASTHE,
UnsupportedProtocol http(s)iERIPSEIR , R3ZHF GET #1 POST 15K,
UnsupportedRegion BEOARISAEMIE,

A S5HERS

WS : BRmEmEX

Z=Hit ( CloudAudit

%34 7m H34

)

=



