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R EFURI AR HIRR SR,
TehAdiE] BRI R,
PSR PRI TSRS, , NSRE 1P,
HATEINE PRI AR ORI,
K URI K URL (O,
WM PRI,
o 1P
SRR S
o[ ISTE IP ERIEAES,
IP FFrE&E WLR IP FrEEEE.
E=xR IR IP Fr/ERIERER.

WS : BRmEmEX 5828 T #136m



X BIHSTCE WebRIFERAXHS (WAF )

FERETR FERA
gD WEIR IP FRiERIEMER.
1 WiR IP FERIRHIER.
ZEB® WEIR IP FiBRIZERER.
ZE KR IP IREER.
SE WEIR IP ISEER.
o FEER
FERATR FERIEA
TARAR W IP B9 HTTP il iRAS R,
User-Agent WEEIR IP MARSS SR FAkIRAFE CHINISERRR B AR ERFIRREHEE.

WS : BRmEmEX 8529 ;1 #136m



@ BHETCE WebSI Rk ( WAF )

A5 |2

BRITEHAYE: 2025-10-11 18:10:00

RIHFRIENBIAMAES Web RIFFAXIE (WAF ) BHTRRIBGIFIRE | LARGIR Web Id.

BRER

Web RZFEFGKIE (WAF ) SERETIENAIRINIBGIFS IEEFIETH28 39 ALBSIFS1E | #1T Web ImRAIRAIRENPGIR. WAF ARRIRS
P52, IREETRSE Web BIMNIIBIRINENERANE | Baiphr OWASP TOP10 Iid. BRIBGF Web IiEEEHE : SQLIEAN. XSS
W&, TR, aSiEARE. Web WARR. Webshell L&, REMMN. ABEMNFL2EEAHH Web Id. WAF IRBGIFS|
Z | ENESRL S . BREHRESSRSHEEHATRNGRSRIZE | HSH N ERN SR FAMNETHRIRE | BT WAF
TRIRAIMINEATEEFRIRME | RRHRHEETIEEES URL FIMN ID RS ERES | HITIRRAE.

BELER

R MNIBGIFS ERE

1. B3 Web RFAPIXIEEHE , EAMSHIET | 1EEWeb REF5F > BHFiRE.
2. TEEESIRT  BEFEIFAEE | HAFRERHE.

3. RSP IRETNEA BRI E TRER , A1 Web EftPriF#iTiRE.

=FENAA :

o MNSIEFX : BUAFE. FRXAE , SIWAFRISEIBERERHI TN S R E,

o PPt - MRS I TIRRL , BUOA9I=E. VIR - AREETGEIRK , #HTTT , FAEMREE, 28 - Bl Web I&EEXK |, 7
e == F

o FHIPELR NS IERHIPER  BUASNFEE. 560 ARTIER Web MAKE. ARANAER TEERSIREE , SiZESEER
ZATENBAFBAR ( SEENARIERIONLG ) |, BIVEERZEN, B EBRNER Web NAKE, 48 | SN
SQLIEN. XSS . and#fTH Web MK , BUMER.

o MNERE : EPPERAN  REANER  EYMUNERE  BRUEEANS ZESFHTRINE IZHTRE  GFREENENE. &
EMUEFRESHMURE. RUEEHNE  RIETNBFMUHITRIRE | ETEE URL FIAL ID (IR,

o STRFAURRRDREY | HRTHINYS IZEROASTFLA TGRS , EASHFFaNRE. URL f#13 ( ZEMHT ) . javascript Unicode 3, i/
QR HEESE. UTF-7 f#68. HTML SCORRRES. Multipart f##fr. JSON fi##fr. XML #E4fr. Form fEffr.

BEEMNISYE

L ARSI R E .

o 7RI : BR Web RAXERHE  AEMNSHES , EEWeb RER5F>HINS 8 , HAHNISIZRE.,

WS : BRmEmEX 2830 70 #136m



@ BHETCE WebSI Rk ( WAF )

o B2 aBER Web RAPXIEEHE , EAMNSHES | iEEWeb REFHA>PHARE, b AHEIIFRT , BEFEMHIFES |

HENPIFIRETE. cAEPFREREN BRE TRER , $E] Web ERtpriF&tk , BEANEE , #HAMNS5 0.

2. FEAINS R ETTERY PN TRER |, TEE SR WAF STRISIPRIE D AN EFSMER. =581 WAF STRBGIFAIIL

EORUT :

WiEpk
SQLF
NG

XSS I
&

TEam
O
REIE
FrREM
NG
aIEN
G

WEB Lz

FARIAI
B

XXE ¥
&

ABE]
G0

Xt EfE
G

HitbiziR
G o

FENH
P

WA

ERUESEIE |, MTRASELIEART , T2 SQL HURERNIRESHAREIRE.

SNAEFIFINRPEERZEEN. REIGSIWIEEEE L AVEHE | BiEEATLIEIE HTML 8 JavaScript AINIEEE
API EFIARIRITIRT , SHIL XSS ERPE. XSS ILNEEREBAR SERINERTHRITHAR , FASAPSIE. IR

ey S e i N

RNFRLEEX . SREXMRSEEIE  BEEHEE T,

I Web FHRBMARRERNBE T,

ENKGE—F , B3 shell (85N , PHP REBGEAN | Java RIGINSE | BEWRHEARINFIR | TS HITEG
E=EIN: AR

Web RIFEEFHNZEM (£ Web fRSSE5 EizfTHY Java, ActiveX, PHP, ASP RiBf9Z%=2 ) .

BT XML 2R 7E XML SXAAhTFESNARSLIARS | A, I AT A FBSNARSLIREEBIE A URT SUAAMERRAIP BRI =
X, WITREREERO. FTEEBAIEERe RS I E.

RUARSEBIEIAD L ESERIREETA.

L HEHOERIE R RRIERRNAR | IEE R A SRR TR .

BT Web [RBFHEAFZEMEMRGEER2HIRES KIS,

HTTP ihiXE4) , LEBERSHERE.

3. B PP RS EMIAMNES DS , TEEMUEHNER  BESRENEERIE REQE TEE.

M ER

1. &R Web WAKIEESIE , AEMSHET | EFEWeb RAEFKE> NS IZE , AR5 ZETTE.

WS : BRmEmEX 2831 T #136m



@ BHETCE WebSI Rk ( WAF )

2. NS 1T |, SAEAIRE , A ETR TUER |, IETEE ST SFMNNTFERE | REEANS EhEEERAZAN |

FrEMNERAATTS.
3. BFE LB MR, "o 2 SN AN ID"HHTNERER |, EESENHETIRE.
WiBA :

FEESMNEFR A S EBFMEAMN |, [EBRUSFRE RN,

AN 5 ERERRR AR

1. B3 Web MAXIEEHE , EAMSHET , 1EFWeb BIFERHXE> MG |8 , HNMNYS 1 ZTHE.
2. EMNIS |2 E , REANRE £ RNBRE SR , JLSEIETES URL FIMN ID AIINEE R RIRRAIE,

3. EAIIZIZR ETS , BTN, N IR R EET |, MIINEE 8,

FERAA :

o XN ID : IESEEINEAIHIN ID , —KKEERZERINL0NN ID , 24Nz BAZSLE SR,
o [UEEAT : I8 URL BERAINESS T | SXISc2 i ( 20A ) . BSRIEF IS SR ITEL.

e URIEZRR : BEINEAY URL BER , E—MEET URI ReTEERN,

o AZETTX  HREBEERAENITX , BASXE.

4. BRBERINZERE  IERNGIRT , EEZESBEIN , FHITHEXEE.

=FENBA :

s FS  RIEEIEFS.

o HNEFM ID : FMEERIINEHN ID , ATLABRIS IS A e N SRR,

e TECHR : INH URL BERINLESS T , S22 IES (20N ) . AR ILECFI/E 5 IUES,

e URIE&R : FEMBK URL BER , AB—MHZ T URI ATESHRI0.

* ABEFX  ARPRIRENFFX.

o (EMETIE : BRI —IREIESIEHERREAIRTIE,

o BME  XRISHITRESRMIREE. PRERETLTHNSEFHTIEN. BEEMBRMERZ RS,

WS : BRmEmEX 58320 #136m



@ BHETCE WebSI Rk ( WAF )

S =
= Ul[e)Et
BEEFATE); 2025-10-11 18:10:00

IF=PIRIBRZARRESSER Web RIFBRX % ?

Web RIFPIXESIFAIMIBRFEAN | TLMRPEIARIRSSE  QEENRTETE  SFEEM BHIx , IDCE,

R EREM (KR ) RN S IERR T (SERERIHT ICP B2,

Web RIFERGXIERESZF HTTPS BiiF ?

Web RIFBR KBRS HTTPS Wiss, FFREBHIEIRTR SSLIEBRIAA LS , Web AKX EEIATRGH HTTPS WSS,

Web RZFEB5X AR, IP STLUES IR IP 19 ?

Web RIFIFXEEFINEAR , ESMRSEISARAR IP REEE. ARIPEEMEERHIA.
Web RIFARIKiE—BrFiEaE mT LA B S D> NElR IP ?

Web Rz X — IS SRS FTLUR E 20 ETR IP.

Web RIFARTKEECES NS AR ?

INSRECE TS MNER 1P, Web RIFIFS XSRS IONS = AIaiE R T 619/,

Web RFFTKIERESIHERIOE ?

Web RIFEBFXIEENASARERE. Web NMABXIESIIFIER IP BTRANRSIEN , (NREAN R IP i&EMAL , Web BZFEBAXE
BABEEKRELRIZRL P, BERBEARSKREER.

Web RiFFTK IR ESTIFTRRE ?
Web N FEFKIESIFRIERST | BUATFS.

£ Web RIFSRIXERIEHES , EXNRERANRES PHIEEN ?
—IRERT , ERUEHIEEELOsPEIAT4AL.

Web NFRKIERERXEMEEIR IP BIIAZS4E ?
TREMEEE P BRFNEIZSA, ESEREN HFERMER P IAZIZEA,

SR EAESTHHd=#k , BRBEFE HTTPS 5i#& SFTP LGSR BNSI=EIR ?

HiIRBER Web MAFKIEASHIZE , MRER Web MAPIKIEFBFE TERRI | £/ HTTP 8 HTTPS HERESUHISSHE
& (B SFTP LAESHNIASHI=EL , SFTP 234F HTTP 8¢ HTTPS % , Web RIS,

Web Rz FRRIKESZRABRLL Fimdin T 2
[T im0
HTTP Y 80. 81, 82, 83, 84, 85. 86, 87, 88, 89. 97. 800, 805, 808, 1000, 1090, 2020, 3333, 3501

3601, 5000, 5222, 6001. 6666, 7000, 7001, 7002, 7003, 7004. 7005, 7006, 7007. 7008, 7009,
7010, 7011, 7012, 7013, 7014, 7015, 7016, 7018, 7019, 7020, 7021, 7022, 7023, 7024, 7025,
7026, 7040, 7070, 7081, 7082, 7083, 7088, 7097, 7510, 7621, 7777, 7800. 8000, 8002, 8003,
8004, 8005, 8006, 8007, 8008, 8009, 8010, 8011, 8012, 8020, 8021 . 8022, 8060, 8025,

8026, 8060, 8077. 8078, 8080, 8081, 8082, 8083, 8086. 8087, 8088, 8089, 8090, 8106, 8181,
8182, 8184, 8210. 8215, 8334, 8336. 8445, 8686. 8800. 8888, 8889, 8999, 9000, 9001, 9002,

WS : BRmEmEX 5833 0 #136m



X BIHSTCE WebRIFERAXHS (WAF )

9003, 9021, 9023, 9027, 9037, 9080, 9081, 9082, 9180, 9182, 9200, 9201, 9205, 9207, 9208,
9209, 9210, 9211, 9212, 9213, 9898, 9908, 9916, 9918, 9919, 9928, 9929, 9939, 9999,
10000, 10001, 10080, 10083, 12601, 20080, 20083, 25060, 28080, 28080, 33702, 48800, 52301

443, 4443, 5100, 5200, 5443, 6443, 7443, 8084, 8085, 8091, 8442 8443, 8553, 8663. 9443,

HTTPS 3% 9550, 9553. 9663. 10803. 18980

WS : BRmEmEX 5834 M #1361



O BASTCE
Ex{E3Li%

BEAEIIEREWARIHING

BITEFAYAE: 2025-10-11 18:10:00

R AEINERWARIR TS
MESEcvm

1. SRR , BABICVMITHE |, SR RAbE, , R

2. FriEMEHESCLBRME—E , HRIETURIRSIIMERIERE , Mt T2 | SERE

3. RIRLINEERESE R T8 | TR
4. BRLIRENEFEEIITRRRE , mE 2 | RERSENEN ;
5. RIBLIMERIEELZ2EAENE , WATNES , RETF  BARERER

6. BEZINIAFNERNER , BIALRE , REFHE ;

FRIEEMEARIipiEit , 4BECVM

1 CVMET , mEsEamIP , R SCYMBRANRE  mEEE , RERSSIRIERIAREST ;

2. REHA | REIZEBEEAWIPFIRITE , AILAEEEFEASGEMEANIP 2 RAGERT |

3. MESEEARWIPH R, REES  ERHAE
4. FERBLENCVM |, )REREA
5. BEREMWANGE , FALIREREIHA ;

6. REFREARIPFIETE , B B4R RS ;
ZEEnginx , [BA80IHO

1. RECVYMEIID , #HAZICVMESHE , EHICVMAIIKRSSERID ;

WS : BRmEmEX

WebRFEFGXEE ( WAF)

35 #136



@ BHETCE WebSI Rk ( WAF )

2. HEERPCVM-=EN (FBFER ) T, EFRIEPIEEUUID |, #ERIZ S5IR9RSSEEID , JLAESRIEENIRMIP ;
3. BREIBENIAMIP , A& : ssh BENARKIP , ZR3HFECYMEHENRIZER ;

4. Hi N7 virsh console UUID --force , #lvirsh console 5abelb63-67e9-4fa3-bcf8-10e208bd0c11 --force , HAZICVMH ;
5. HNEMALTHOBTRE | 2% . yum install -y nginx JE&INginxiRS : service nginx start EES0HIEE/EA : netstat

-nap|grep 80

HATFELEFAKipittitEE ] EXG9MFRuRC80F1443 , BE BT natgwiBcvmiy
80um 4L Efthin , $1un788 , HEMHEZRPREKLMK ( 1R E RILTNEZ
BE)

1. FAEMEESEERTIEENATRK | SEIEI AR | A | FTENATRIX ;
2. IRIBFMEMASI , R eIE , REIZEINATRIAZIRTH ;

3. FERTEEAINATRIKR Az IKID ;

4. RmA%K ;

5. FAT#EE ;

6. IR ;

7. ERNEWET | EEIRHR  FEAERAOME T | AR, TR

8. MANSIERELOE , RIGEECSLFINAINATRX ;

9. RTHEXRKTFN , RN FNE , REHEE , REZIEBERYIRTHE ;

1hialhttp://imgcache.finance.cloud.tencent.com:8023ip:788/ I&iiFwebky
LR RIER

FTIECLBSEAIAZ Ealfras ;

WS : BRmEmEX 5536 T #136m



@ BHETCE WebSI Rk ( WAF )

1. REREISE , ELBLEIFIRN AL |
2. FIRIIRENBAST , AEIIERFESCYMNE—, RERAFHE ;

3. EFPAESTIR/ R iRIA

4. mEER
5. FELBSLAIFIRTT A I EEEINIMSEAISLH) , maesEflID ;
6. mGIEITESETE ;

AR E FTAGIRR | QUSRS

8. MINGBIR. iMFIHRAS |, IOSHANATRREERANROS |, AN788 , RTHEE ;
9. mEalTER PRY FHAEIE" , MAERENES , RS RSR TSI ( aEEE ) iR )R TR EIELfIF4E

HTTPEEL ez "SI ERDAT

':'Q—l—i— .
=S =

s INRAEIIEEIWAFRIS

1. BRizEin , cIRESBTHEMNSIE-ZERGR N ESERREE , PESIETAIP;
2. BRWAFIEE T , [EERIEED |, ST,
3. BINBIEEIP , SR IRFF , A

4. FrigERL ;

WS : BRmEmEX 8837 0 #136m



@ BHETCE WebSI Rk ( WAF )

852 SaaSTIWAFRug

BRITEHAYE: 2025-10-11 18:10:00

BESaaSEIWAFRYY

e SaaSEI WA Z RS BN TRub L | RuGHiE RE S5 SaaSEIWAFAYS [EEEERDAT |, TRUGIPETLAERIRIMIP |, tBETLAfEFSMNIP,

TES BIEIE R RIPRERIEFNI NP BRI,

PRIMIPZEEL RS

1. ZRCEmERTRSHREECVM , SHEEmRER , MR ;
2. EHETTEBAS IS | JLEREFIERICVM;

3. EAZFHBRICVM;

4. ECVMeZRZENginx , BINGS yum install -y nginx ; [BEINginxfg55 : service nginx start &E&E80ixH2E

nap|grep nginx
5. #£Saas3|&rhpingftelnet cvmflIPIlt i 1B E 2R HIEH,
6. fEsaasBYWAF g3, FILIPE A B ERiECVMAYIPitEL;

7. BEcEhost , IEJFIEEE , AJLAIIEE] A MIPSRELATIRLY;

FNRIIPSEEY RS

1. B, WSECVM |, HAZRICVMITE |, SeERIRATHEY , i ;

2. FriMETRESCLBRE—E , EREIUERSIINERERE , Mt T | SERE

3. RIBLIRENSRRGE AT T | ISR

4. HRLIRENSFEEEIITRRE , RE T | RERSENEN ;

5. RIELIMERIAELZ2EAENE , MATNES , RET—F  BARERER

WS : BRmEmEX
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@ BHETCE WebSI Rk ( WAF )

6. BEZINIAFMENER  IALIRE . RS ;

7. EEEMEARIPHELL , 43ECVM , CVMEEET |, s3I | iR SCVMIBRIAIMIESS | rteRil , IRRSCIR SRS ;
8. WA , IREIZEHEMEAKIPHIRE , TASERFEGEMEAMIPERAGBERT ;

9. MEHEMEAMIPH B, MEES , EEHE ;

0. IEREHENCVM |, smEfA ;

1. BEEFERANGEE  WATIRERTHA

2. 1REIFEELARIPTIZRTE , B7E4E R ;

3. Z%&Nginx , [FA80ImA , mECVMEID , FARICVMSEE , EHICVMAIIRSSERID ;

4. EEEIRPCVM-TAFHER T , HREFIEREUUID | ¥R SHARSSESID , AILAEIAZEITEEHIAKMIP ;

5. BREBEENANIMIP , A< : ssh IFEENAMIP , ZiE5AFIECYMEHENRZETS ;

6. BINES virsh console UUID --force , #fvirsh console 5abelb63-67e9-4fa3-bcf8-10e208bd0cll --force , HAZFICVMh ;

7 HENEEMAUAT RSO TEREE ; &% yum install -y nginx E5INginxfRS% : service nginx start ZE80IHIEE/EM : netstat
-nap|grep 80

8. HFBELE P A AMipibitZE IEXS5MF iR 80F0443 |, EEIBIT natgwiBcvmBy80im e EIE thim [l , HIaN788 , FEkEHZRPELLY

MK (RS RIS ZRESE2.18-2.26 ) ; FAEMESEETISEENATRX |, IEEIRAVMIERE | MG SENATRX ;
9. IERLIFENBAST , REER , IREIZINATRXSIZRTE ;

0. FEFTZAINATRIK HRERIKID ;

WS : BRmEmEX 58390 #136m



O BASTCE

1 mEEmO%R ;

2. e

3. IR RIRO ;

4. ERVBNEET | EIRERHZR | TEAERAMIER T | SR, EReR

5. MABRIERLRE , RIBSESERNAINATRX ;

6. ITREERB TR |, IEERRNFME , REHRE , IREIZIFEHERYIRRMH ;

7. 18http://imgcache.finance.cloud.tencent.com:80/./ip:788/ I&iFwebMiL E A IEH

8. TESaaSEIWAFrRgTIEIEE, TRUGIPE N\ SEEIPAhLL;

WS : BRmEmEX

WebRFEFGXEE ( WAF)

5840 I H136m



X BIHSTCE

APISZ#Y

RIuAEZR (waf )
B (2018-01-25)
APIHEES

BITEFAYa): 2024-10-18 10:38:27

APIERZ

V3

HithzO

ORI

AddCustomRule
DescribeApiVersion
DescribeRuleVersion
DescribeWhiteByKey
WafCreateResourceAfterPay

WafGetDomainEngineType

HEARSEXEO

EOFWR
CreateAttackDownloadTask

DeleteDownloadRecord

BhiFiREEREO

EOBR
AddUserWhiteRule
CheckUserWhiteRuleName

DeleteSession

WRFRE - BRmERMEX

WebRFEFGXEE ( WAF)

#EOIhAEE

HEINEE A
SRENRGEhRA
SRELANIR A
wafRENE = BR7 IR
TISEWAF

WafGetDomainEngineType

O8RS
SIERERE T ERES
RS T EICR

#ZOThRE
HEINANIS (e &R
BRAFERBERFES

Waf £iFEN Deletetz

%41 ;1 #H136m



X BIHSTCE

EORR
DeleteUserWhiteRule
DescribeCustomRules
DescribeMainClass
DescribeRuleUpdatelLog
DescribeUserEngineType

DescribeUserLevel

DescribeUserSignatureRule

DescribeUserWhiteRule
DescribeWebshellEnable
ModifyCustomRuleStatus
ModifyUserLevel
ModifyUserSignatureRule
ModifyUserWhiteRule

ModifyWebshellEnable

WRFRE - BRmERMEX

BEOIhRY
fHiseBHRER
IRENE B S RREDIZR
RINELRRFEER
SREVEHENSEHT NS
SREXFRF IS [ g 2R
SREXFB RPN
IRENFRFREANGZR
KL BRER
$R1Bwebshel JHERZS
B E ARIFF X
1ER AP BN
&SRB BRI
TELFERAEH

iawebshel FJHIAZES

WebRFEFGXEE ( WAF)
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BB

EOSH7V]

BEEFATE): 2024-10-18 10:38:27

tcecloud APl £XEMAIEIEKIFITEMIIE , BB MNEREBFTEEATBEREHTEEEREE ( Signature ) LISIEEKRES D, &

BIEEHRTEFIEER , T2 FIERE Secretld 7] SecretKey ; ERFPEIRELZEFEIE , BRIECAPIZARNHEHRS , BNTEERATAPI
#ZM.,

s=E e .

1. RiEReFEiE

HEEIXER=APIZE] , BRIERAPIZSANEBRIELEEIE. L2 EIUFELE Secretld ] SecretKey :
e Secretld FBF#RR APL & BHD

* SecretKey BFIIEEE FFBMIRS SRS E FRTRIVER.

* APRTEREREEIE , BRtE,

HBELZEEIINEREERIT -

1. EFRtcecloudEBFIEHIE,
2. BHE=APIZSBRNEHI A TUE
3. E=APIZSETUHE , M [#7] RIRJLARYEE—XdSecretld/SecretKey

TR AREKSRESELIABILT Secretld / SecretKey,

2. ERE R R

BT ZeEiESecretld f SecretKeyfs , MATLAERSZERT. IATREMRSZHIIFMIFE :
BRIZFFHY Secretld # SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

AR RERERA , ERIERFRRERIER Secretld 1 SecretKey B TIREHR(E !
LA=RRSS 2R EEXLfI7IZR(Describelnstances)iEk A6l , SRAFERX—EOR , HiERSHETRENT:

SHER 5354 248

Action Vakrc =t Describelnstances

Secretld #ZAId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp ZRIET AL 1465185768

Nonce PEHLIEEEEY 11886

Region SERRTEXIE, ap-guangzhou

WS : BRmEmEX 543 T 1363



@ BHETCE WebSI Rk ( WAF )

SHETR 3L S¥E

Instancelds.0 FFEIRRILGIID ins-09dx96dg

Offset REE 0

Limit RAIFEIL 20

Version EOWRAS 2017-03-12
2.1. S EHEF

EEMNEBERSERSHEBNFEE ( ASCHRE ) AFHF. I8 1) RIESHSHTHR | SRERTINETE , F&85tA/0 ;
2) #% ASCI 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFHEER |, UARREE., AATLUERRIEES PHIE%
HERFRECRSLINX—INAE , 1 php B8 ksort R, HIRRBISEHIHEFRERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

ERAECERRINESAN , X EERAIFRISEEITHIRF | ERIRER—EEA.

2.2. BHEERF AT

WEBEMBERFGE. HE L —THERFRIERSEISN R SEBR ="S81E I | W% Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIAEXER A Action=Describelnstances . T : “S&E"HEIAETIEurRREROE.

REBBINENS IS8R HEE—E | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHEERIRFHER
WERENRERIR MR, SRIRFAFEHEUTI LI SEHE:

1. iEKAE: S2RF POST #1 GET 5= , XEB(EM GET i53k , iTRHENEKE.

2. IERENBEESLIFZE (Describelnstances) 19I5 K14 5 : cvm.finance.cloud.tencent.com, SCRRAVIE K RIEEZEOFREERIIAR
EARE |, F S5,

3. BRI HRIMRAZAPIFIERIEREERN / .

4. i{ERFRIE: B E—ERRNERFRIE,

ERFEBRRIHEAN: BRTE + BRIV +EKER + 7 + BERFRES
TOIRIHERER

WS : BRmEmEX 44 T H136T



X BIHSTCE WebRIFERAXHS (WAF )

GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&V
ersion=2017-03-12

24, EpSREA

S BRAERSER, BEEMER HMAC-SHAL EiEY E—SREBHNERFOIFFRHTES | ARKBEMNE S REMR Base6s #H1T4R
13, BIEIRIG RIS R A,
BRI | LA PHP IES 96
$secretKey = 'Gu5tIXGARNpPq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651
85768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

BRI E BN
EliP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR ARG TERIIE , BRNERHES6IFHhaI—EEE.

3. BRRIwG

ERRRIS R B TREEIRIFNIBRESE , FEXHEBT URL %3,

80— RIS Z A EliIPOYW3pW28FpsEdkXt/+WcGel= , BEFIRIRBHRiBREE ( Signature ) 7
EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , TiSRTFEMSRAER URL,

AR NRAPKRISKSIER GET , Bi&iEK51%58 POST [[Eit Content-Type A application/x-www-form-urlencoded , MI&iXiEK
RAEERSHEIREM URL RS , SHRN-ASARERIG. IF ASCI FFHE URL RISAIFRESELL UTF-8 #{T4%i8.

IR | LREIESH http BEREESFTESEHT urlencode , ZEXMMERT , MATREXIERBHIT URL 3T , BUAX URL 4
EeSHERLM.

IR RittSEEtRR TR , MISKA RFC 3986, /A %XY MRFHFFRRULIRFHITES RS , HHXF"Y 9+ HFF/F
(0-9 FIAE=rE A-F) , BRINSE5IRER.

4. BZEKM

HRIESSIREN | FEUTERRMANEIRD | SHRIESIIREAE

RS fEIREA
AuthFailure.SignatureExpire EHIIH
AuthFailure.SecretldNotFound BIPAFRE
AuthFailure.SignatureFailure ERHER

WS : BRmEmEX 5845 0 #1361
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RS HoSHEIAR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 APl ZHE3EAY )

(e S a —
5. &7 ER

FESTRREA APL 3.0 B , HEFERIREEItcecloud SDK 3.0 , SDK EEETRRMNLRE , FAN R RRIBMEOET, HMAEE
S0 SDK iy, SATSTRARRIEET |

e Python

* Java

* PHP

* Go

e JavaScript
e NET

ATEBRNERERITRE , THUSIMREES A0 B OANERTERRIIL. BXkES. ARIROMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN | TRTAIBRERMA SDK.

REEHHAY url TJ8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPRZERENN | HEBEARRSHEIRE |, RIaNSRELL url FEXSEEHF I FEE R curl Em<SERINSIREESN
Hix | ERH. ATEE—NMTLUEERER url |, FEERUREIFH] Secretld 1 SecretKey NESLAVESE | FHERRFHBIRTEEUE
79 Timestamp ,

IR A TENTAT  ARREES [ EER—ESEXITEEIR url JEEEEMAR , RIASHNINFAR | (EXHARIER
. REMESHEE , BESITEIERRIE.,

IR LIMURB(ERT APL 3.0 , FEEERATHEMNERRE | BIERIERN APl , BTFEATERBRSHERUEER |, B
XS R BYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);

WS : BRmEmEX 5546 T 1363
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// SEFRERur RS SEIRF S B ER

for (String k : params.keySet()) {

/] FEXSEKEB# Turlencode , BT keyEBRRNFH , #ltA I Hvaluei#{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LABEEIHEF

// SCRRVEFBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHESE]

// EFRE RSN RS ZE0RTE) |, 130 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~NFHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIES5#4

params.put("Action"”, "Describelnstances"); // 2NHE%(

params.put("Version", "2017-03-12"); // ~H5%

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // \'535%§

params.put("Offset", 0); // \E5%1

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // "%t
28

System.out.printin(getUrl(params));

}

}

Python

IR (IRETE Python 2 IMEBHEST , EBELREE requests (KIS :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

WS : BRmEmEX 5847 W #1361
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# ISSCRRER | AShiaaTer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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@ BHETCE WebSI Rk ( WAF )

= VoS

EOSEV3

BEEFATE): 2024-10-18 10:38:27

tcecloud APl £338 MARIERFI TEMDIGIE |, Eﬂ’é/\ﬁ%z‘?%ﬁﬁ-a%?"&%aZR’%ZEPEQK%{E ( Signature ) LIESIEERES D, &

ZIEEHTEEIILER , TeFIEEIE Secretld 71 SecretKey ; ERFPIRRBLZEEIE , BRITF=APIZHETUERE | BSNFEEEA=API
=0,

‘EEI—‘—I =
1. HFLEEIE
EFE—RERAZAPIZH , BRI CAPIZENERIELEEIL, LT2EIEIE Secretld 71 SecretKey :

e Secretld FAF#rR APLEFESH
o SecretKey FIFINEE A Z R BFIIRS S ImICIE S E FATRAIVEH.
s AFPWIIFIRREZSREIE , BRitEE,

RIS ZIENEARLS BT :

1. EFtcecloud BRI ZHIE,

2. BIfE=APIZRRIEHI S TRE

3. AE=APIZSATIHE , Mz [FiE] BIALAGIEE—XISecretld/SecretKey

TR AREKSRESELUABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data P | json IEXERARTBISEOSTE , multipart 18z
RENEWSEONE: | IWEHZEOAEEER json 18IUER | &5 BRSO A,

THEURRSSHREA MNXEHFIRIEAFIF  SEBRNBERRHEITRE. BAWBERTERSTAZIZRMNSEL : Limit 7 Offset ,
{£F8 GET 7558,

RiIZFIFHY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAEIE R
RAITE X HHEHIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

* HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , AR GET ;
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e CanonicalURI : URI £2%§ , API 3.0 EEAERIFT (/)

* CanonicalQueryString : &2 HTTP i&Ek URL FEIEIRFHFE , XF POST 15K , EIEATFRIE , 3F GET iEK , W9 URL Aija)
g (?) EENFHFERS , 2RFBYES : Limit=10&0ffset=0, ;¥ : CanonicalQueryString EE£2id URL 4773,

* CanonicalHeaders : £25&FA0LEYMEE | 283 host F content-type FINLER , BT IIABENRILSPSEERLIEEEEIE
SKEOE—FNZ M. HHEIN : 1) k&6 key #0 value Si—#ER/\E |, HFEISERETIE | 1R key:value\n #8z{HE ; 2) 21 LE0,
HRRBSLER key (/NE ) ROFEEHEFRITHHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £25&ZAEMER | IRBALXIERBMLLIS S5 TER |, # CanonicalHeaders B ZRILENEE—XIMNAY,
content-type #[I host J9usifEsLEB, HHENIN : 1) L3R key ZB—HA/ING ; 2) Z1KEB key (/NE ) 1RERFEHEFFHITHHE , FHELL
25 (;) PR, WHEIFJ . content-type;host

e HashedRequestPayload : {EKIEXAIMGEE |, iTE5E N Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , X HTTP &
KEE/NEX payload fff SHA256 5% , AE+7\#HmS | RERIDHREEM/NEFE., =2 : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload By HTTP i&SKIEX payload,

HRIELLEAIN | OIHERIRAGEIERENT (ATRNEW , \n BITFRIESSRITEHFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER TR
ARSI RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BAUEREA TC3-HMAC-SHA256 ;

e RequestTimestamp : EREFEE; , BIiERLERAY X-TC-Timestamp B , a0 ERBIERS 1539084154 ;

¢ CredentialScope : EIFEE , #&= 9 Date/service/tc3_request , @& HEA. FHERARSFIZRIEZFFFE (tc3_request ) , Date 79
UTC AR EIRBRE , BUEREMATESH X-TC-Timestamp #HAY UTC #RERNBIEEE—3 ; service AF=m& , WRSEABIFMHR
BEZ—5, 180 cvm, 8N ERFLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASBHHEFTENECIEREBNEHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

P

1. Date /MBS EIEE X-TC-Timestamp i+E15%) , BRFX UTC+0, WMERIMARFAMRXEE , FIE/\KX |, BSEEX8E
AR, EREEMBERVERM. RiZiTEE/s 1551113065 , 4/ \XAYAYEE 2019-02-26 00:44:25 , EEiTEEE
#9 Date EXY UTC+0 AYEHEARIS 2019-02-25 , MAE 2019-02-26,

WRFRE - BRmERMEX 8550 T0 #136m
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2. Timestamp X/REXRIRGFATE , BFEBERRFEHENERBERSH , MREEETAS NS ERM. MNRKAIEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZSHHER ) .

MR LA | REIFPERIRFERFRHRUT (AT RRENW , \n RTFAESSRITEFI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. iH8EE
1) HEIREREE , (hRBUT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #7f9 Date =E¥=E. , a0 45~ , 792018-10-09 ;
e Service : B Credential g4 Service ZEREE. , W50, 79 cvm ;

2) iHEESR , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRESZEIR ;
e StringToSign : AIZB2ATEBRINSFEEFRE ;

2.4. #H8 Authorization
AN ™RRCHHE Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ',

‘Signature=" + Signature

* Algorithm : E&75% , EEA TC3-HMAC-SHA256 ;
e Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M tX , EIEEHE ;

* SignedHeaders : W EX , 258 ZHLIBES. ;

e Signature : £

HRIBELA LA | IR ERIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ecfl74c474

WS : BRmEmEX 8551 0 #136m
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RETREIERERAT

WebRFEFmKiE ( WAF

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&80Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

HRIESSIRER | FEUTERRMANERG | iSRIEIRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ;#?%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkikkk ./If_ﬁ 3 o .L-l.%ég khkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkhkkk $‘9¥ 4 j:}’fl:g Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

WS : BRmEmEX 8553 |1 #136m
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkhkkkhkkkhkhkkkk 53% 1 o *#;g;m;ﬁiﬁ*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkkkkkk 5% 2 : T#*%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkkhkk ig% 3 : -‘L-I-gﬁg *hkkkkhkkkkhkkkhkk

# ITEERHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk 552’% 4 : ?#*i?: Authorization khkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}

WS : BRmEmEX
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15 KE5H4)

BT HTAYE): 2024-10-18 10:38:27

1. frsSHbit

btz (Region ) RIEYBERIEHEH OAIMIEXEL, tcecloudFIIEAREIHZ E7E2RE |, MIEAEHERNERATEEATSEENEE

th. ATIHEHRME. RS THEE  ESERERELIEEF I,
ERTLUEIT APIED EiiHSIR B TARtE xR,

2. BEMY

tcecloud API FIFFEEOEIE HTTPS HTE(E | IRIAEREMNEEEE.

\E > :
3. IBKITE
STHEEY HTTP iS5k
e POST (#7F)
e GET
POST iEkz#569 Content-Type 28! :

* application/json ( ##F ) , ¥4fFA TC3-HMAC-SHA256 &E 754,
* application/x-www-form-urlencoded , #7f#R HmacSHAL g HmacSHA256 &&75i%.
e multipart/form-data ( (&3O ) |, WER TC3-HMAC-SHA256 &2 7575,

GET IERHUEREA/NARE#BIT 32 KB, POST iERFEAESEAEHN HmacSHAL, HmacSHA256 BAE#8iZ 1 MB, POST i&EK{EAE

#&F5iEA TC3-HMAC-SHA256 Aiz3% 10 MB,

4, FRIwAS

FEFAUTF-84%%2.
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IS

BRITEHAYE: 2024-10-18 10:38:27

RS

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HIEFAT) , EeTaerORELIT

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMEBH Requestld REERFER , TiCEKRMINSE , RE APIET |, MAERIREL

* Requestld FBF— APLiEKAIME—HRIR , W5 API HILRE |, SJLABKRERA] , FHREZ ID KFRERE,

o [RTEEMNFES  HRIWARKEOENNTER  AENEOMRENFES IO XEFREN. HHFIHE TotalCount
InstanceStatusSet 5 DescribelnstancesStatus £ OENXFER , BT EREKNAREMEZE=RS2TLH , Bl TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tHIRIREIER
£, SRR

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMFEEZISKARKM, Error FEMEREAERRY Code 1 Message FERTEERLMAT 2 EIREIRY,

e Code FREMHEAEIRD , HiEKH BT RIEZ B IRISEA RS Ha0E O RAYE RS R BEEmE R MREFIRR
BE,

Message BRHTXMEIREENERERE , BEISEESAEMN | WAL B FRISTEREH , AP ARRKEIXMRE]
&,

* Requestld FBF— API iEREUE—HRIR , N8R APL HIIEE , STLABCRIRA] , FHEMIZ ID SEARRBE,

~IIEIRY (TODO: EEERE, REAENEER?)

IREIZERPUNRIFAE Error FER , NIZRRBA APLIECIKM,  Error iy Code FERFRTMEIRD , ATB SR REHINAYEIRAS A AL
IREG , TERFIH T ARG,

WS : BRmEmEX 8557 TR #136m
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure. MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

TRIRIEA
EIRAEE (A2 API AR ) |
MFA $5ig,

BRAFE.

kR

SEZIULLN

%

SRR,

k

token $&iR.

Bk CAM 1L,

WebRFEFGXEE ( WAF)

DryRun #{F , RFBFRGLEMING , RRSET DryRun 2,

HERERIL

REREIR.

EORMFE.

SHIEIR.

SR EEIR.

B ECRPR .
FROSEGEIR.
EOMANFE.
IERAVREGET T SRERPRHE]
BRIRKaA.

BB E.

BIRMFE.

BIRAE A,

RIRBUE(E,

RASEGER.

SIS EEN
http(s)iEXIMMYEEIR . R>2FF GET # POST 15K,

BORSHSRTEbEL,
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\H5

VAN

VTSR A E): 2024-10-18 10:38:27

WebRFEFGXEE ( WAF)

HEYRATRRBFIZOLSNENSE  WIFE | A MEORBRARO AP ABXLSHEHTRE  EERERKIETEE
}E XLESH , FREERKIERIEK.

ERTTE V3

58 TC3-HMAC-SHA256 &&757ART

SHETR St

X-TC-Action String

X-TC-Region String

X-TC-

. Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

alil

alil

el

alil

i

AHBHEES—HEI HTTP Header iEkLE+ , 20T :

%

BEIEOSR, ESEEOXEPMASEATESE Action B9RE. FIIN=IRSENE
ELFIFIRIZED |, BUYES Describelnstances,

WIS SRR BRI EI MbERIEE. RORZAEEESE R OXETRAS
NS4 Region AUGHR, 1R | EEROATFEELEZSY , BOEPIILATHI5R
B9, RSB EEEBIZSHBARERL.

=41 UNIX BJE)E , EliCRAH#S APLiERAIATE), g0 1529223702, & : (IRSMRSS
RHEMEEBE St , 25 EEERITHIER,

R APL BURRA, EUESHEOSEHRASRILSE] Version BiRBE. HIAIZARSSERAIR
& 2017-03-12,

HTTP fRAESHIAIESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : €£75,% , BRIEENZE ;

- Credential : £&1EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EFENRHSE X-TC-Timestamp #E/Y UTC FRAERNBEIREE—E ; service AFm& , &
RSB mREE—E, flgicvm ;

- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9wsifksLEp ;

- Signature : EZFWE,

IEEERATAEAY Token , BELERIGIIEE—FEHER. IGHZEF0 Token EEZHAETRIR
SREBZEOKE, KEIZHEAEE Token,

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (0T

SHETR RE
Action String

WS : BRmEmEX

=
=

fiik

BENEOSIR. BESEEOSETMASENTESE Action B9IREA. FIaN=IRSEE
EIRsLHIZIZREO |, BUEA Describelnstances,
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SHETR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

s IR

s

String

Integer

Integer

String

String

String

String

String

i

alil

i

i

alil

oy

i

WebRFEFGXEE ( WAF)

fik

Wi Sy, SRR B EI MBIEAIEIE. FOESZHEREESE E O REA
SRS Region RUGER, 1R | BUEOATEECRZSEH , EOEH I
BIRER , LATEMEEEBZS AL,

2457 UNIX FHE)E , AlieR &S APLiEkAYATE], 1901529223702 , 4NER 5XFiIRTE
HET X , £3REFTHEIR.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHAE_E ERBERIRREDHY Secretld , —4 Secretld XFRME—HY SecretKey |, i
SecretKey FRARLIEREEE Signature,

BRESR , FRBIERERNGEN | FERFRIELFRBMASEITESEH. Bkt
BREE2NEROSSME,

B{FRY APLESRRA., BUESEROXETASATSL Version BB, AIN=ARSES
A9RRA 2017-03-12,

25, , BaixiE HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIFER , EttiERISEHAE HmacSHAL I8IEES.

IERPEBFTER Token , BEESIGII AR, IGRIEEF0 Token EEEHRE
EIRSTARZEOKE. KEIZHAFZE Token .

i ( Region ) BEMIRAIEHR ORIEIE XIS, tcecloudAZMIIERREIE 2 BE2iEE | (RIERRMRBRARERELESE
t. ATRERRRE. B8 TEERE , BERRFELEEFatbE,

EaJLAUEIE APIEEC ENAMIESIER EESTMAIIETISR.

WS : BRmEmEX
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Hfthiz
IYERSYEINL

RITEHHYE): 2024-10-18 10:38:27

v N
1. ZFOfEA
EOiBkig& . wafapi3.finance.cloud.tencent.com,
IS REYEM
BOAEZEOIERIRERPRE : 200K/FD,
EOE#AYE : 2020-03-18 16:51:56,

BRI E S EN,

2. NS

LITNBERSHGIRFIE TEOBKRSHFRD NHESH |, TEARSHGIRDAHLERSL,
SHEBR WE AEFNULL kA R
Action = S String nHSE, AEOBYE : AddCustomRule
Version = & String ANHSE, ANZEOBYE : 2018-01-25
Region = & String NHBY , FEOFFTEEBILSH.
Name = & String N ZFR
Sortld 2 & String 5k
Redirect a a String MREREEM , NFRREEEAMILL | BEttERETLIAE
ExpireTime = & String THARTE)
Strategies = & Array of Strategy HIRIFES
Domain 2 S String BEMIRRERYER
ActionType 2 & String S FRE
Edition 5 & String "clb-waf"gi#& "sparta-waf"
Bypass & & String BATHIFE
3. BitHZ4
SHRER &g R
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SEBR St
Requestld String
H
. (HIR0D

WebRFEFGXEE ( WAF)

fik

E—EK ID , RERESIRE. EAIERISFEERAIZRIEKA Requestld,

UG T OS5I EERA0EIRD | BERIDEN A THEIRD,

HEIRD

InternalError

WS : BRmEmEX
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IRENAR GEhR A

WebRFEFGXEE ( WAF)

BRUTEHTAYE): 2024-10-18 10:38:28

1. #EOfER

EOBEKIEE . wafapi3.finance.cloud.tencent.com,

IRENRGhRA

FUAZ OB ISRERIRS : 200R/7D.

EOEFAYE : 2020-09-17 15:41:10,

EOBIIOEE NN,

2. NS

SHBR Wik
Action =
Version 2
Region =

3. BitH&%

SHBR RE
VersionData String
Requestld String
4. $21270
HIR0

UG T OSSR A0EIRD | BfERISEN A HHEIRD,

FEIRIG
InternalError
InvalidParameter
LimitExceeded

MissingParameter

WS : BRmEmEX

FEFNULL ESid) fik

&5 String NHSE, KIZFOBYE : DescribeApiVersion
a String AHSE, AEOE : 2018-01-25

S String NHSH , AXEOLTEEBLSEH.

1%
ESSNITES

E—EK ID , RERESIRE. EAIARISFEERAZRIEKA Requestld,

Jila]
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IR AR
Resourcelnsufficient

UnauthorizedOperation

FailedOperation

InvalidParameterValue

ResourcelnUse

ResourceNotFound

ResourceUnavailable

ResourcesSoldOut

UnknownParameter
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SREXARN bz

BRUTEHTAYE: 2024-10-18 10:38:28

=7 R
1. #FOfEA
EOBEKREE . wafapi3.finance.cloud.tencent.com,
SRENHEIbRAS
EOMZECIERINERS) - 200%/70,
EOSEFRATE : 2020-09-18 15:13:19,

EOBIIOEE NN,

2. NS

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SEEFR D43vi FIEFNULL Sl R
Action 2 5 String NS, AEOBYE : DescribeRuleVersion
Version 2 & String NHESE, AEOBYE : 2018-01-25
Region 2 & String AHEBH  FEOFTFEEBLSEH,
Rows =2 &5 Uint64 P
por X
3. Eﬂuﬂjé—%yi
SEER it R
RuleVersionData RuleVersionData H&
RuleCount Uinte4 S
Requestld String H—iEK ID , ®RiEKESIRE], EUABATEERAZXIERAY Requestld,
>
4. i81x08

UG T O SSIBIEERA0EIRD , BfERIEN ARG,
HIRAD TN

InternalError

WS : BRmEmEX 5565 0 #136m



X BIHSTCE WebRIFERAXHS (WAF )

HiRtD R
InvalidParameter
LimitExceeded
MissingParameter
Resourcelnsufficient
UnauthorizedOperation
FailedOperation
InvalidParameterValue
ResourcelnUse
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut

UnknownParameter

WS : BRmEmEX 2566 T1 136m



@ BHETCE WebSI Rk ( WAF )

wafSRENEH & BRI

BRUTEHTAYE: 2024-10-18 10:38:28

1. #EOfER

EOBEKREE . wafapi3.finance.cloud.tencent.com,
wafiRENE & 8513k

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2020-09-16 10:28:08,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Whi%E FEEFNULL E3id) TR
Action 2 B String ~HSE, KIZFOBYE : DescribeWhiteByKey
Version = &= String NHESE , ANZEOEBYE : 2018-01-25
Region = = String NHSBY , AEOLFTEEBLSH,
Keys 2 B String 28
3. HItHEE
SR ESig) )%
Data String =Eg==halES
ErrData String HIR{EE
Requestld String W—i5K ID , 8XIEREPSIRE. BRI EEREZRIEKE Requestld,

4. FEIRD

UG T 2O S5BIEERA0EIRD |, BfhERADIFE N A iEiRE

Jdr
°

FHIRAD A
UnauthorizedOperation

FailedOperation

WS : BRmEmEX 5567 T0 #136m



X BIHSTCE WebRIFERAXHS (WAF )

HiRtD i)
InvalidParameter
Resourcelnsufficient
ResourceNotFound
ResourcelnUse
ResourceUnavailable
ResourcesSoldOut
UnknownParameter
InternalError
InvalidParameterValue
LimitExceeded

MissingParameter

WS : BRmEmEX 2568 T1 H136m



O BASTCE

NISCWAF

BRUTEHTAYE): 2024-10-18 10:38:28

=7 R
1. #FOfEA
EOBEKIEE . wafapi3.finance.cloud.tencent.com,
BFBIwafiRs
EOMZECIERINERS) - 200%/70,
EOSEFRAETAE : 2022-12-07 17:27:26,

EORMER LN,

2. NS

UNBERSEGIRGIH T ROBERSEHBO NHSE |, TBEAHSHIIRIL

SHBR Wik FEYFNULL RE fEA

Action = & String yNSS

Version =2 N Z

Region P &= String UN

Regionld S B String X1

PayMode B S String AN =y

Pid = = String pid

InterfaceName & & String EO%

Type & & String By

Projectld & & String mABid

GoodsNum e &= String goodsnum
3. WHEE

SHBR KA R

Code Uint64 /NN

CodeDesc String RSB

Data String REEEE

WS : BRmEmEX

String PHSE, FEORYE : 2018-01-25

H2H  AEOFFEEBULSH,

WebRFEFmKiE ( WAF

5869 T 1136

)



X BIHSTCE WebRIFERAXHS (WAF )

SR =it R
Message String HE
Requestld String HE—iEK ID , BIRIEKESIRE], EARAHEREIZXIBEKA Requestld,

4. $EIRD
PAIMRFIE 7OV S ZEERAEIRND | BERDFE N AT ER.
HiRAD ik
ResourceNotFound
UnauthorizedOperation
FailedOperation
InvalidParameterValue
MissingParameter
Resourcelnsufficient
UnknownParameter
InternalError
InvalidParameter
ResourcesSoldOut
LimitExceeded

ResourceUnavailable

WS : BRmEmEX 570 ;1 #136m



O BASTCE

WebRFEFGXEE ( WAF)

WafGetDomainEngineType

BRUTEHTAYE: 2024-10-18 10:38:28

1. #EOfER

EOBEKREE . wafapi3.finance.cloud.tencent.com,

SREN a2 2 FRRIAIII 5 [ 2268
BONEOIERIRERIRE] - 200R/F,
EOEFYE : 2023-01-04 18:01:16,
EORWBSAREN,

2. NS

LAITBREHGIRIGH TEOBERSEIED AHSE , TBAHSHGIRIALERSE,
SHER WAIS FEFFNULL i fEiA
Action = S String NHBE, KZFOBYE : WafGetDomainEngineType
Version =2 & String NESE  AEOEYE : 2018-01-25
Region 2 & String AHSH  FEOFFEEBLSE,
Domains = = Array of String CIE e
A MM
3. S
SHEWR =it A
CodeDesc  String IRERSEE
Message String REER
Data WafGetDomainEngineTypeData S| ZEHIE
S FEVaIE AL o T EE A EE R LR (2 Y E SR
Requestid  String W—EX ID , &XiEREIRE], ELZERRARERMZRIZKATY
Requestld,
T =
4. FEIRAS

ZEOE RS ZEAEXRAERD  EtEREFI AL

WS : BRmEmEX

TRIRIS.

71T 1363



O BASTCE

H&iksSEXEN
BB HE FEESS

RITEHHYE): 2024-10-18 10:38:28

1. FOfEE

SRS . wafapi3.finance.cloud.tencent.com,
BIEWERT T EES

BOAEZEOISRIRERPRE : 200%/FD,

EOEHETE : 2020-02-17 16:54:23,

EOBFIRE R EMN,

2. NS

WebRFEFGXEE ( WAF)

LINERSHGIRMNGIH T EOBRSERBO LIRS, mBAHSS

SHETR Vv FEFNULL KA
Action 5B &= String
Version = = String
Region = = String
Domain = =5 String
FromTime = &= Datetime
ToTime 2 N Datetime
Name = &= String
RiskLevel = = Uint64
Status = = Uint64
Ruleld &= &= Uint64
AttackIp & & String
AttackType = &= String

3. mHSE

SHETR ESit R

WS : BRmEmEX

230, 2 OBYE : CreateAttackDownloadTask
RESE, FEOBYE : 2018-01-25
REBY , AEOFFTEEGRLSHL,
H# , raEaEsall

EifCIART ()

BRI

THESEF

XBEELR

EEIRS

B W ERERID

WEHEIP

WA

572 M 136



X BIHSTCE WebRIFERAXHS (WAF )

SEER E-Sit) R
Flow String {F551D
Requestld String H—iEK ID , &RiEKESIRE], EfAATEERAZRIERA Requestld,
+H T
4. i81x08

ARG T E O S5iBIEHaRA0EIRD , BEIRMBIEN A R,
FEIR Rk

InternalError

WS : BRmEmEX

73T #136



O BASTCE

MR FEICR

BRUTEHTAYE): 2024-10-18 10:38:28

1. #EOfER

EOBEKIEE . wafapi3.finance.cloud.tencent.com,
pR T EICR

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2020-03-20 17:24:26,

EOBIIOEE NN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

SHBR Wik FEFFNULL et
Action = & String
Version 2 N String
Region = "B String
Flow = = String
A Y g
3. BHBE
SHER St fiik
Requestld String
4 %:I:I:‘l:l
HIR0

PUMNFUH T 2Ol S5BIEERA0EIRD |, BfhiERBiER

HEIRD

InternalError

WS : BRmEmEX

ARG,

WebRFEFGXEE ( WAF)

S¥ , AN OEYE : DeleteDownloadRecord

NHSE, AEOBYE : 2018-01-25

>

H24, FROFFREBLSH.

icRid

BE—IEK ID , RIEREPIRME., ELIDMATFEERAEZRIBERAI Requestld,

Jila]

74 T H136m



@ BHETCE WebSI Rk ( WAF )

BhiFiR ERRZO
IRIIANS |ZEE AR

RITEHHYE): 2024-10-18 10:38:28

=72
1. EFOEA

EOiBkig& . wafapi3.finance.cloud.tencent.com,
A E et =pg=l

FONBEOIERERIRS « 200k/FD.

EEOSEFATE : 2023-01-04 16:16:18,

FEOBIINE S EN,

2. NS

UTNBERSEGIRGIH T ROBERSEBHBO LHSE , TBAHSHFIRDAHERSH,

SRR Wik FSFNULL &St ik
Action = B String ~HBE, KZFOBYE : AddUserWhiteRule
Version =2 &5 String NS, AEOEYE : 2018-01-25
Region 2 & String AHSH  FEOFFEEBLSE,
Ruleld & a Uint64 HNFS
Domain = & String o
Signatureld = = String Md
Status = B Uint64 FRMPRTS
Rules 2 & Array of GlobalWhiteCond PLECHRNI TG
Name & & String MR
3. WHEE
SHER ESit] fEA
Ruleld Uint64 TSt
Requestld String HE—IEK ID , &XiEKREPSIRE, EuARIEEREIZRIEKAY Requestld,

WS : BRmEmEX 8575 T #136m



O BASTCE

4. FEIRS

ZEOGRWSZEEXRAERD Bt A SR,

WS : BRmEmEX

WebRFEFGXEE ( WAF)

5576 T 1363



@ BHETCE WebSI Rk ( WAF )

EIRFEZRRRFES

BRUTEHTAYE: 2024-10-18 10:38:28

1. #EOfER

EOBEKREE . wafapi3.finance.cloud.tencent.com,
EHRFARREFTES

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2023-01-04 16:16:43,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER S FBEFNULL &Sl R
Action = & String NS, AEOBYE : CheckUserWhiteRuleName
Version =2 & String NHES# | ANEOEYE : 2018-01-25
Region = & String 2HESH , ABEORFEGRLSE,
Name = = String B=F
Domain = B String %]
3. WHEE
SHER KA fEA
Duplicate Int64 rRES
Requestld String W—i5K ID , 8XIEREPSIRE. BRI EEREZRIEKE Requestld,

4. iRk

ZEOGLWSZEEXIERTD , BtEREFE A ERE,

WS : BRmEmEX 5577 M #136m



O BASTCE

Waf £95EN. DeleteizZ[]

BRITEHTAYE): 2024-10-18 10:38:29

1. #EOfEA

QSRS : wafapi3.finance.cloud.tencent.com,
Waf £iEENX Deletetzz

BOAEZEOIERIRERPRE : 200K/F0,

EOEFAYE : 2020-03-20 15:29:57,

BRI S-S &N,

2. NS

LINBERSHGIRNGIH T EOBRSEFIED RHSE

SHETR W35 FBEFNULL
Action = &=
Version 2 &=
Region = =
Domain 2 &
Edition & &

-\ kY 74

3. HESE

SHER ESid) R
Data String ZER
Requestld String

H >

4. $ERE

UG T O S5BEERA0EIRD | EfhERAIFE N 2t

HHIRD

InternalError

WS : BRmEmEX

SHEEIR

Jdr
°

WebRFEFGXEE ( WAF)

NHSE, AEZEOEYE : DeleteSession
NEHESE, AEOHYE : 2018-01-25

H2H, FROFFREBSH.

>

=

clb-waf & sprta-waf

BE—EK ID , SRIEREPRIRME., ELIDRAIFERAEZRIBERAI Requestld,

78 T #1363



@ BHETCE WebSI Rk ( WAF )

il S =E ==

EBRUTEHTAYE): 2024-10-18 10:38:29

1. #EOfER

EOBEKREE . wafapi3.finance.cloud.tencent.com,
G S e

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2023-01-04 16:15:23,

EOBIIOEE NN,

2. NS

PITNBERSHGIRNFIE TEROIBERSHFED NHESH , TEARSHGIRDAHLERSLH
SHER whi%E FFFNULL &3ic) fEA
Action 2 = String ~HBE, KIZOBYE : DeleteUserWhiteRule
Version = B String NS, AZFOBYE : 2018-01-25
Region 2 & String 2HBY  AEOFFTEELBLSH,
Domain = = String &3
Ids 2 B Array of Uint64 IDFIZ

3. S

SHAWR S A

Faillds Uint64 S IES

Requestld String HE—IEX ID , ®XiEKREPSIRE, BRI EEREIZRIEKA Requestld,
H 2
EllBEﬁE_'J

ZEOGLWSZEEXIERTD , BtEREFE A ERE,

WS : BRmEmEX 579 T #136m



@ BHETCE WebSI Rk ( WAF )

SRENEE X RIS

BRITEHTAYE): 2024-10-18 10:38:29

=7 R
1. EOEA
EOBEKIEE . wafapi3.finance.cloud.tencent.com,
EIIN= NG S SRS
FONBEOIERIEIRS « 200k/FD.
BEOSEFATE : 2020-03-18 16:51:37,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR Wik AYFENULL KA oA
Action = &5 String &8, ANEOEYE : DescribeCustomRules
Version 2 &= String NHBE, AZEOBYE : 2018-01-25

Region 2 = String AHSH  FEOFFEEBLSE,

Domain 2 &= String &

Edition S S String clb-wafal&sparta-waf

Paging 2 a8 DescribeCustomRulesPagingInfo DTREE

TSRS shESREL : 0BT , 1REMT , 2AHUR%! | 3

ActionType & = Strin
ype | & | B J WE , 4B
Search B S String RS SINBFRE IR
g P
3. IHESEL
SRR ESig) N
RuleList DescribeCustomRulesRspRuleListltem | #iMEE
TotalCount  String ES 51

ME—EX ID , RIEREIIRE. EUDRFEREZRERN

Requestld String Requestld

WS : BRmEmEX 5580 T #136m



O BASTCE

4. FEIRS

UG T OSSR A0EIRD | BERITFE N A HHEIRD,

FEIRD

InternalError

WS : BRmEmEX

[

WebRFEFGXEE ( WAF)

5581 T #1363



@ BHETCE WebSI Rk ( WAF )

RENER N FHRER

EBRUTEHTAYE): 2024-10-18 10:38:29

1. #EOfER

EOBEKREE . wafapi3.finance.cloud.tencent.com,
IRINEERRFRER

BOAEZEOIERIREPRE : 200K/FD.

EOE#RAYE : 2023-01-13 11:20:08,

EORIRESE EN,
2. INBEL
LAITBREHGIRIGH TEOBERSEIED AHSE , TBAHSHGIRIALERSE,
SHER WhI%E FBEFNULL &g fEA
Action = S String ~HBE, KEOBYE : DescribeMainClass
Version 2 & String NESE  AEOEYE : 2018-01-25
Region 2 & String AHSH  FEOFFEEBLSE,
Offset = a Uint64 P2
Limit 2 B Uint64 BREE
Filters a8 & Array of FiltersitemNew TH1ESE ., 235 MainClassID
3. MBS
SHRER ESig) )4
Total Uint64 FERABE
MainClass MainClassItem EEAFEMER
Requestld String H—iFK ID , ®XiEkEPSIRE., BRI EERAIZRIEKA Requestld,

AR

ZEOGLWSEEEXAERD , BtEREFE A HER

p= 4
—
s}
°

WS : BRmEmEX 5882 0 #136m



O BASTCE

5j(Hy£L|"J"f.[E*)U)\JETE E}JIU\

EBRUTEHTAYE): 2024-10-18 10:38:29

1. #EOfER

EOBEKREE . wafapi3.finance.cloud.tencent.com,

SREUSIEAIN EHE07S
BONEOIERIRERIRE] - 200R/F,
EOEHAE : 2022-12-07 15:46:18,

EOBIIOEE NN,

2. NS

WebRFEFGXEE ( WAF)

LATBRESHGIRINGH TEROBERSEFRO NS, NHBHGIRNALERSE
SHER Whi% FEIEFNULL Sl R
Action 2 r String IS, KIEOBYE : DescribeRuleUpdatelLog
Version = & String IS, KEOEYE : 2018-01-25
Region 2 & String NHBH  FEOTFTEZEBULSEH,
Order S & String HEFAT
Offset & & Uint64 mizE
Limit = = Uint64 PR
3. MBS
SHRER &g A
Total Uint64 ¥
List RuleUpdatelLog H&iF4m
Requestld String HE—iEK ID , 8XiEKESIRE, BRI EEREIZRIEKA Requestld,
4. R

ZEOGLWSEERRERID , EtbERIGFER

WS : BRmEmEX

NHEEIRS,

5883 T #136:



O BASTCE

SREXF RIS (2238

EBRUTEHTAYE): 2024-10-18 10:38:29

1. #EOfER

WebRFEFGXEE ( WAF)

EOBEKREE . wafapi3.finance.cloud.tencent.com,

SRENFF NS 2258 Tiga
BONEOIERIRERIRE] - 200R/F,
EOEFATE : 2023-01-04 16:14:43,

EOBIIOEE NN,

2. NS

ATFBRESHGIRIGH TEROBERSHIED AHSEY | TRBAHSHGIRIALERSEH
SHER WAIFE FE¥FNULL et fEA
Action P B String ~HBE, KIZFOBYE : DescribeUserEngineType
Version = &= String NS, ANZEOBYE : 2018-01-25
Region = = String NHBY , AEOFLFTERENSEH.
Domain & = String 2
A MM
3. S
SR ESis) fER
Type Uint64 0 : menshen 1: Tiga
Requestld String HE—EXK ID , ®XiEkEPIRE, EUMRINFEERHZREKA Requestld,
+H NS
4. 35103

ZEOE RS ZEEXRAERD , BMthEREFEL A

WS : BRmEmEX

HEEIRG,

84 T H136m



O BASTCE

SREXF PR R AN ZF 2

EBRUTEHTAYE): 2024-10-18 10:38:29

1. #EOfER

EOBEKREE . wafapi3.finance.cloud.tencent.com,
SREXFEF PP IS

BOAEZEOIERIREPRE : 200K/FD.

EOE#AYE : 2023-01-13 10:58:58,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

WebRFEFGXEE ( WAF)

SHER i FEIEFNULL KR R

Action = 5 String nHE&E , ANiEOEYE : DescribeUserlLevel
Version = &= String nES#H , ANZEOEYE : 2018-01-25
Region B B String AHSH  FEOTFEEBULSH,
Domain =2 &= String b7

3. S

SHER ESit] A
Level Uint64 300:1EE 400:7™=4%
Requestld String H—iEK ID , SRiEKESIRE], EREAEEREZRIEKE Requestld,
H 3=
4. %EI'EE

ZEOERWSZEEXRAERD  EtEREF AR,

WS : BRmEmEX

85 #136



O BASTCE

WebRFEFGXEE ( WAF)

SREXF FFER 1R

BRITEHTAYE): 2024-10-18 10:38:29

1. #EOfER

EOBEKIEE . wafapi3.finance.cloud.tencent.com,

SRENF FPEHEIZIZR Tiga
BONEOIERIRERIRE] - 200R/F,
BOSE#AYE : 2022-10-17 17:50:25,

EOBIIOEE NN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

SHETR Wik AIFNULL
Action 2 =
Version = &
Region = )
Domain = &
By & &
Order &= &
Offset = &
Limit = &
Filters & &
3. HZE
SHER RE
Total Uint64
Rules UserSignatureRule
Requestld String

WS : BRmEmEX

&Sig) TR

String NHSE, AEOBYE : DescribeUserSignatureRule

String AHSE, AEORYE : 2018-01-25

String NHESY , FEOFFEEGBILSEH,

String FEERRES

String HEF=ER , 3235 signature_id, modify_time

String HFm=

Uint64 b2l

Uinte4 BRAE

Array of TEIESE |, 23 MainClassName , SubClassID ,CvelD, Status, ID;

FiltersIitemNew IDAFAid

2
5

LIPS

BE—EK ID , SRIEREPIRME., EMIDMATFEERALZRIBERAI Requestld,

5586 T #1363



O BASTCE

4. FEIRS

ZEOGRWSZEEXRAERD  EtEnREF ARG,

WS : BRmEmEX

WebRFEFGXEE ( WAF)

5587 I #1363



O BASTCE

IRINERBHZS

EBRUTEHTAYE): 2024-10-18 10:38:29

1. #EOfER

EOBEKREE . wafapi3.finance.cloud.tencent.com,

EPNilES o =E

FUAZ OB ISRERIRS : 200R/7D.

EOEFAYE : 2023-01-04 16:15:51,

EOBIIOEE NN,

2. NS

UTNBERSEGIRGIH T ROBERSEBHBO DHSE |, mBAHSE

SHER
Action
Version
Region
Domain
Offset
Limit

By
Order

Filters

Wik FSIFENULL

=
=
=
=
=
=

=
=

B O Ho DA

iy

@
[=]
=
(=]

@

oy o oy o o

iy

3. S

SHAR
Total
List

Requestld

&

s
Uinte4
UserWhiteRule

String

WS : BRmEmEX

s
String
String
String
String
Uinte4
Uint64
String
String

Array of FiltersitemNew

ESrIETIES

WebRFEFGXEE ( WAF)

NS, AEOBYE : 2018-01-25

\)

REBH, FEOFFERERBISE.

FHi/bERr

i85 , SZ#ESignatureld |, Status , Target , TargetValue

E—IEK ID , &RIERESIRE. EIAEISFEERAZRIEKRA Requestld,

5588 T 136X



O BASTCE

4. FEIRS

ZEOGRWSZEEXRAERD Bt A SR,

WS : BRmEmEX

WebRFEFGXEE ( WAF)

5589 T 136X



O BASTCE

_|_|_

$k15webshellJHAES

RITSE#AYE: 2024-10-18 10:38:29

1. #EOfER

EOBEKREE . wafapi3.finance.cloud.tencent.com,
FSwebshel YIRS

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2022-04-06 10:57:30,

EOBIIOEE NN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

WebRFEFGXEE ( WAF)

SHER WA FEVFNULL i fiA
Action P B String ~HBE, KIZFOBYE : DescribeWebshellEnable
Version = & String NHBE, AZEOBYE : 2018-01-25
Region 2 S String AHSH  FEOFFEEBLSEH,
Domain & = String 153
A MM
3. S
SHEWR &<t fEA
Code Uint64 REPRZS
Data Uint64 KE
Msg String REER
Requestld String H—iEK ID , BRiEKESIRE]., EREAEEREZRIEKE Requestld,
2
4. 3E1x03
AT T O SS5ZEBIERREIRD , BRI A iERm,
IR A
ResourceNotFound

WS : BRmEmEX

5890 T #1363



X BIHSTCE WebRIFERAXHS (WAF )

HiRtD R
UnauthorizedOperation
FailedOperation
InvalidParameterValue
MissingParameter
ResourcelnUse
Resourcelnsufficient
ResourcesSoldOut
UnknownParameter
ResourceUnavailable
InvalidParameter
LimitExceeded

InternalError

WS : BRmEmEX

91 #136



@ BHETCE WebSI Rk ( WAF )

IHREE X ANBIFR

ERUTEHTAYE: 2024-10-18 10:38:29

<7 A
1. EFOEA
EOBERIEE . wafapi3.finance.cloud.tencent.com,
TR EE MHNAS T
FNBEOERIEIRS : 200R/FD.
BEOSEFATE : 2020-02-24 11:15:08,

EOBEIOE S &N,

A sles
2. NS
L BRSSPI T EOE RS ST ALSY | SEARSHFIRTALEREL,

SHETR Bk ARVENULL (B Tk
it

Action = & String ANHSE, KZFOBYE : ModifyCustomRuleStatus
Version 2 &= String NISE, KEOEYE : 2018-01-25
Region 2 & String  QHBH, AEOFFTEECBLSH.
Domain = = String b
Ruleld 2 B Uinte4  FIWID
Status 2 ) Uinte4  FFEREORZE , 12FFE. 02X
k _ > o2 A _ s SN=]
Edition = = String WAFRIRRZ |, clb-waff{RREIIEWAF, sparta-waf{{Z&SaaS WAF , ZHAR
sparta-waf,
A M2
3. ®iHSE
SEEFR i) iR
Requestld String H—iEK ID , BRiEKEPSIRE]., EEMATEERAZXIEKA Requestld,

4. SEIRAS
BUFRGI T B LS BB AORARID | RSB A iS00,

FEIR A

WS : BRmEmEX 5892 Th #136m



O BASTCE

FEIRD

InternalError

WS : BRmEmEX

WebRFEFGXEE ( WAF)

593 ;1 136



O BASTCE

(SR RGIPANISER

EBRUTEHTAYE): 2024-10-18 10:38:29

1. #EOfER

EOBEKREE . wafapi3.finance.cloud.tencent.com,
1ER AP PHP ISR

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2023-01-13 11:02:03,

EOBIIOEE NN,

2. NS

LINERSEHGIRNGIE TEOBERSEFIED AHSE , &

SEER D43vis FEFNULL St
Action = &= String
Version = 5 String
Region = &= String
Domain 2 N String
Level = a Uint64
A s
3. ®iHSE
SEEFR it R
Requestld String W—iEK ID , ®RiEKEESIRE]

4. $5IRMT

ZEOE RS ZEEXRAERD  EtEnREF A HERE,

WS : BRmEmEX

WebRFEFGXEE ( WAF)

2%, ANEOBYE : ModifyUserLevel
AHSH , AEOBYE : 2018-01-25
AHESH  FEOFFEEBLSEH,

%S

PEIPHINIEELR 300=standard , 400=extended

. TR FERHZRIERA Requestld.

94 I H136m



@ BHETCE WebSI Rk ( WAF )

{ZS R RGP ALN

EBRUTEHTAYE): 2024-10-18 10:38:29

=7 R

1. EOEA

EOBEKREE . wafapi3.finance.cloud.tencent.com,
& P P BBIRRLI

FONBEOIERIEIRS « 200k/FD.

BEOSEHATE - 2023-01-13 11:11:37,

EOBEIOES &N,

2. NS
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