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2. HiEEmRPCVM-=EH (FAFER ) T, BFRIEFIEEREUVUID , #ERIZ SHIR9ARSSESID , JLAESRIEEHIRKIP ;

3. BREIFENIAMNIP , A& : ssh IFEEHIANIP , Z3AFRCYMEHEANNE ;

4. i \#5<> virsh console UUID --force , #flvirsh console 5abelb63-67e9-4fa3-bcf8-10e208bd0cll --force , IHAZICVM ;
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%% © yum install -y nginx
BEINginxfg5S : service nginx start

BE0IHOREEHA : netstat -nap|grep 80

HFELLEF /A Kipitit 2] FRG9MFRBim[180F1443 | E'E%L_J_nathJEF_J,cvaI’J
80um O EEEIE thin [ , 20788 , FAERHRFRFRELLMK ( NAE RILLTNE2
B )

1. FAERESER TIEENATINK | ISR RAOIES | R, FTENATRX ;

2 BRLIREMASI , e , IREIZINATRXS IR ;

3. TERTERAINATRIK R RERIKID ;

4. _REROEEL ;

5. MR ;

6. L RIRO ;

7. EFVERET | EEIRERER  FEAARAMIE T | R, TERRRER
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8 MASIE LA , SRENAFCEFIAINATRX ;

9. RTHEXRKTFN , BRI FNGE , REHEE , REZIEEEERYIRTHE ;

1hAiElhttp://imgcache.finance.cloud.tencent.com:8022/ip: 788/ &ilFweb
LR RIER

FTIECLBSEAIA Enlfras ;

1. SERESE  ELBLAFIRR aLEE ;

2. FRERENAAST , ARIERESCYMNE—E, RERATHE ;

3. EFPAESTIRZR RS iRIA

4. ek ;

5. fELBSLAIFIR A LIEERINIMSEAISLS) , mESEBIID ;

6. RLIT=REIE ;

WS : BRmEmEX 5840 @ #1420
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R E FHAGIRE | CIRIRINES

8. MINBIR. iNFIROS , IOSMANATRRE RGOS |, 20788 , mTEHERE ;

9. mEITER PRY FHAEE"  MAERENES  FESRSR TIREIIAN ( aEtEE ) HFiR" )R TR BEfIT4E
HTTPEEL R ITaR" C BRI FRDT ;

IR EIIERIWAFR)S

1. BRizEin , ZRSHBPEMNEE- CERKZR , #HIMNEEERPIERE  SESIETRIP

Ry = .
ETR

FAL S WY

2. BRWAFZE, , ESRFEEY , Ly ;

3.MNSIEIP , 2R RI , A

4. FRIEREIN ;
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852 SaaSTIWAFRug

BRITEHTAYE: 2025-02-18 16:02:00

BESaaSEIWAFRYY

e SaaSEYWAFS = IR Em N RbitiE | JRubii RE 5SaaSEIWAFRYS [EE@EPR] |, JRUGIPEILAEFRIMIP , teTLAEFRSMNKIIP,
TES BB MIPAEEYRIAFNINWIPSEEY RS,

PIRJIPEEY g

1. BRIZEMEERRSHREECVM , REEERZR , MR ;

2. IEENEMA SIS |, JLEERFIEAICVM;

3. EAEFRIBICVMA;

4. FECVMeFZRZENginx , HIANGS yum install -y nginx ;

JBaINginxfiRSS : service nginx start

BE0ImHREEEH : netstat -nap|grep nginx

5. £Saas3|Zhpingfitelnet cvmBIIPHEIL R i BB B RIEE;
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6. fEsaasBYWAFHHTIBIE S, IRIGIPEIA B RIS CVMAJIPHAL;

7. EcEhost , DIEJFIEER , AJLAIEIZE] A MIPSREATIRES;

HNRIIPZE ARG

1. B2, WECVM |, HAZICVMEAE |, SRRt | St ;

2. FriEMETRESCLBME—E , ERSIURRSIINERERE , mt T | SRR

3. RIBLIREERRGE R T8 | IS

4. HRLIRENEREEIITNRRE , Ah T | RERSENEN ;

5. RIRLIRERIARRSESEIG  BATHNER  RET—F  WARERER

6. BEEINIAFHENER , BIALIRE , REFHE ;

7. BRIFEEAWIPHELL , 48ECVM , CVMZERT , i3 RIP |, i SCVYMBRABERIE | il , IREBSCARE SRS ;

WS : BRmEmEX 5843 TN #1421
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8. mHIA | IREZEEEMEARWIPFIZRIE , AILAEBRFHEABREARIP B RAHERT |

9. MEEEAIPA RIE 1= | REES | HRPRE |

0. IEFELENCVYM |, mTHiA ;

1 EEFERANER WAL RERGIA ;

2. IREZEEEEARIPFIRNE , B E4E RS

3. Z&Nginx , [FA80ixA , mEHECVMMIID , FARICVMSERE , EHCVYMAYIRSSESID ;

4. FEIEEmPCVYM-EFREIRT , MFREFEZEUUID |, HUERIZ SHIRSEEID , TLIERZIBETIAMIP ;

5. BREBENAMIP , MA@ : ssh BEHAMIP , Z8HFHECYMEHENRIZETS ;

6. INE5< virsh console UUID --force , #fvirsh console 5abelb63-67e9-4fa3-bcf8-10e208bd0cl1l --force , HAZICVM ;

T ENEBANU TGO TRE |

%% . yum install -y nginx
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[BEINginxfgSS : service nginx start

BEESOROESAREA : netstat -nap|grep 80

8. BT HALEFAMipHitEE | FXIFMTHERO80F1443 , EEBEITInatgwiBcvmI80uH 4L RIE bR , 5140788 , FIEESHZRPHKEXLL
KX (MRS RIS ZEELSER2.18-2.26 ) ; FAEMBIER FIEENATIR | IEFMABESE , MR, STENATRX ;

9. IHRIIMENBASIT , REER , IREIZINATRXS IR ;

0. FEAZAINATRIK HRERIKID ;

1 RfEmA%ER ;

2. R

3. s RO

4. EFVERET | EEFIRER | EEMNAET , MG FERREE

5 MASIEREEIE , REBERSEFINAINATRX ;

6. IRRBBERETFN |, IEEXREKNFNE , REHRE , IREIZIIEHZRYIRTH ;

WS : BRmEmEX 5845 T 1427



O BASTCE

7. 3piEhttp://imgcache.finance.cloud.tencent.com:8022fip:788/ ¥ilFwebit 2R IEE

8. TESaaSEIWAFrRETIRIEE, IRUGIPE SR EIPAIthLL;

WS : BRmEmEX

WebRFEFGXEE ( WAF)

5846 T0 H142m



X BIHSTCE

APIS A

kUG EZR (waf)
FRZA ( 2018-01-25)
AP

BITEFAYa): 2024-10-18 10:38:27

APIERZ

V3

HithzO

ORI

AddCustomRule
DescribeApiVersion
DescribeRuleVersion
DescribeWhiteByKey
WafCreateResourceAfterPay

WafGetDomainEngineType

HEARSEXEO

EOFWR
CreateAttackDownloadTask

DeleteDownloadRecord

BhiFiREEREO

EOBR
AddUserWhiteRule
CheckUserWhiteRuleName

DeleteSession

WRFRE - BRmERMEX

WebRFEFGXEE ( WAF)

#EOIhaEE

HEINEE A
SRENRGEhRA
SRENAUNIR A
wafRENE = BR7 I
TISEWAF

WafGetDomainEngineType

O8RS
SIERERE T ERES
RS TSR

#ZOThee
HEINANIS (e &R
BRFERREFES

Waf £iFEN Deletetz

547 ;1 H142m
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EORR
DeleteUserWhiteRule
DescribeCustomRules
DescribeMainClass
DescribeRuleUpdatelLog
DescribeUserEngineType

DescribeUserLevel

DescribeUserSignatureRule

DescribeUserWhiteRule
DescribeWebshellEnable
ModifyCustomRuleStatus
ModifyUserLevel
ModifyUserSignatureRule
ModifyUserWhiteRule

ModifyWebshellEnable

WRFRE - BRmERMEX

BEOThRY
fHiseBRER
IRENE B SRREDZR
RINELRRFEER
SREVEHENSEHT TS
SREXFRF IS [ g 2R
SREXFB RPN
IRENFRFREARG R
KL BRER
$R1Bwebshel JHERZS
B E AAIFF X
1EX AP BN S4R
&SRB B RN
TELEREH

iawebshel FJHIAZES

WebRFEFGXEE ( WAF)

848 T H142m
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BB

EOSH7V]

BEEFATE): 2024-10-18 10:38:27

tcecloud APl £XEMAIEIEKIFITEMIIE , BB MNEREBFTEEATBEREHTEEEREE ( Signature ) LISIEEKRES D, &

BIEEHRTEFIEER , T2 FIERE Secretld 7] SecretKey ; ERFPEIREZEFEIE | BRIECAPIZARNHERS , BNTEERATAPI
#ZM.,

s=E e .

1. iR eFEiE

HEEIXER=APIZE] , BRIERAPIZSANHRIELEEIE. LE2FIUFELE Secretld ] SecretKey :
e Secretld FBF#RR APL & BHD

* SecretKey B FIIEEE F A BMIRS SRS E FRTRIER.

* FAPRITRREREEIE , BRtE,

HBLZeEIINEREERIT -

1. ERtcecloudEEBFIEHIE,
2. BHE=APIZSBRNEHI A TUE
3. E=APIESETUHE , M [#7] RIRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELIABILT Secretld / SecretKey,

2. ERE R R

BT ZeEiSecretld f SecretKeyfs , MATLAERESEZERT . IUTREERSSHRNIFMSFE :
BRIZFFHY Secretld #1 SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

AR RERERA , SRR RRERIEN Secretld 1 SecretKey B TIREHR(E !
LA=RRSS 2R EEXLfI7IZR(Describelnstances)iEk A6l , SRAFEMRX—EOR , HiERSHERENT:

SHER 5354 248

Action Vakrc =t Describelnstances

Secretld #ZAId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp ZRIATIEIRL 1465185768

Nonce PEHLIEEEEY 11886

Region SERRTEXIE, ap-guangzhou
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e C 3L SHE

Instancelds.0 FFEIRRILBIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. SR

EAEMEERSERSHEBNFEE ( ASCHRE ) FAEHF. T8 1) RIESHSHTHIR | SRERTINET , 7&85tA/0 ;
2) #% ASCI 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARREE. ARTLUERRIZES PHIE%
HERFRESRSLIIX—INAE , 1 php B8 ksort i, HIRRBISEIHEFERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region'’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

EREEEFRINESAR , T EERGIFRSEHTHR | SRINER—SEH.

2.2. BHEBRF R

WWEBERMBERFGER. HE L —THERFRERSEISTN R SRR ="S81E I | 11X Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIIEEH A Action=Describelnstances . ¥ : “S&E"HERIAETIEurRFREOE.

REBBINENS IS8R HEE—E | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESEFFRER
WSBENSERIFRE, SREFHRHEUT/LNSLML:

1. iEKAE: S2RF POST #1 GET 5= , XEB(EF GET i53K , TR HENEKE.

2. IERENBEELIFFE (Describelnstances)§9i5 K14 5 : cvm.finance.cloud.tencent.com, SCRRAVIE KIS RIEEOFREERIIAR
EARE |, #F S5,

3. IBKEER: BRIMRAZAPIFIERIEREER / .

4. iERFRIE: B E—ERRNERFRIE,

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES
TOIRIHERERS

WS : BRmEmEX 5850 T #1420
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&V
ersion=2017-03-12

24, EpRSREA

SRR ER, EEMER HMAC-SHAL EiEY E—S RSN ERFOIFFRHTES | ARKBEMNE S S Base6s #1745
13, BIEIRIGRERIER A,
BRI | LA PHP BS54
$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651
85768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

BRI E BN
EliP9YW3pW28FpsEdkXt/+WcGel=

ERRECERRIHESTAN , IR LERGIFRERGHTERIIE , BRNERHBS6IFHhaI—EEE.

3. ERRIwG

RIS R BT REEIRIFNIBRESE , FEXHET URL %3,

80— RIS R A ElPOYW3pW28FpsEdkXt/+WcGel= , BEFIR0REHRiBREE ( Signature ) 7
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , TiSRTFEMSRAER URL,

AR . MRAFREKRSERR GET , BiEB X758 POST [RY Content-Type 73 application/x-www-form-urlencoded , MI&XiERK
RAEERSHEIREM URL RS , SHRN-ASARERIG. IF ASCI FRHE URL RISAIFRESELL UTF-8 #{T4%88.

IR LREIESH http BEREESFTESEHT urlencode , FEXMMEN T , MATREXIERBHIT URL 3T , BUAX URL 4
HeSHERLM.

AR : RS BEthTER TR , ISR RFC 3986, fEF %XY XFRFRIFIINRFHTE SR , P XY ot/ HErrF
(0-9 FIXE=rE A-F) , BRINEE5ILER.

4. KM

HRIESSIREN | FEUTERRMANEIRS | iSHRIESSIREAE

R fEIREA
AuthFailure.SignatureExpire BEILHR
AuthFailure.SecretldNotFound BIRAFRE
AuthFailure.SignatureFailure EEER
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RS TEIES U
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 API B3R )

5. ERIER

FESTRRER APL 3.0 B , HE7EERIREEtcecloud SDK 3.0 , SDK EEETRRANLE , FANRE = RRIBMEOET, HMAEE
S0 SDK iy, SASTRARRIESTS |

e Python

* Java

* PHP

* Go

e JavaScript
e .NET

ATEBRNERERTRE , THUSIMREES A0, B OANERTERRIIL. BXkES. ERIROMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN , TRTAIBRERA SDK.

REEHHAY url TT8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPREERENN | HEBEARRSHEIRE |, RIanSRELL url FEXSEEHF I FEE R curl ER<SERISIREESN
Hix | SRH. ATEE—NMTLUEERER url |, EEERUREIFH Secretld 0 SecretKey NESLAVZESE , FHERRFHBIRTEEUE
79 Timestamp ,

IR ETENTAT  ARREES  EER—ESEXITEEIR url JEEEEMAR , RIASHNINFARR | (EXHARIER
. REMESHEE , BESITEIERRIE.,

IR LIMURB(UERT APL 3.0 , FEEERATREMINERRE | BIEZIERN APl , BTFEATERBRSHERUEIER | B
XS R AYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// SEFRERur RS SEIRF S B ER

for (String k : params.keySet()) {

/] FEXSEKEB# Turlencode , BT keyEBRRNFH , #ltA I Hvaluei#{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LABEEIHEF

// SCRRVEFBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHESE]

// EFRE RSN RS ZE0RTE) |, 130 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~NFHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIES5#4

params.put("Action"”, "Describelnstances"); // 2NHE%(

params.put("Version", "2017-03-12"); // ~H5%

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // \'535%§

params.put("Offset", 0); // \E5%1

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // "%t
28

System.out.printin(getUrl(params));

}

}

Python

IR (IRETE Python 2 IMEBHEST , EBELREE requests (KIS :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IbSCRRER | AShiaaTeer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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w2 S8

EOERV3

B SE#ATA: 2024-10-18 10:38:27

tcecloud API SX$E/MARNERE TEBIGIE | ED’EN%T%BWET"A%EX’*éﬂ@@@xg{* (Signature ) LBSIEERESD, &

ZIEEHTZEeEIIER  TeFIEEIE Secretld 71 SecretKey ; ERFPIRRBLZEEIE , BRIF=APIZHTUERE | BNFEEERAZ=API
=0,

‘EEI—‘—I £
1. RigLEEit
EE—RERTAPIZH] , BRI CAPIZENERIELEEIL, L2EIEIE Secretld 71 SecretKey :

e Secretld FBF#rR APLEFESH
o SecretKey FIFINEE A F R BIIRS S mICIE S E FRTRIEH.
* AFPWIIFIRREZSREIE , BRitEE,

AL EIINERSBUT ¢

1. EFtcecloudBIEFEHIA,

2. BifE=APIZSEUEH G TAE

3. E=APIZSETIHE , M [F7] RIRJLARYEE—XdSecretld/SecretKey

IR FREKSRESELUABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &L 753%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data PN | json IEXERARTBISEOSTE |, multipart 8=
RENEWSEONE | IWEHZEOAREEER json 18IUER | &5 BRSO A,

THUSRSHRERT MNXSEGFIREAGIF  DEBNMBERANTEIRE. HAMBETERSAIFIRFANSE : Limit 71 Offset ,
{£F8 GET 73:58R.

RiIZFIFHY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAEIE R
RIS HHEHIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&k/5i% ( GET, POST ) , Awflchg GET ;
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e CanonicalURI : URI £%§ , API 3.0 EEAERKT (/)

* CanonicalQueryString : &€ HTTP i&k URL FIVEIH=RTER , X3F POST ik , BIEAZSFRHE , XITF GET 15K , W9 URL Aid
5 (?) GENFZAERS , ARFIBYES : Limit=10&O0ffset=0, jF= : CanonicalQueryString &4 URL 4R/A3.

* CanonicalHeaders : £25&FR0LEYMEE | 263 host F content-type FINLER , BAIIIANBENXRILESBSEERLIEEEEIE
SKEOME—MFIZ 2. HFHEMN @ 1) k3B key 70 value ZT—8/NE , HXIEEETIE | KR key:value\n 1&=(HH% ; 2) 2/ k&6,
HRRBSLER key (/NE ) ROFEEAFFRB THHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £5&ZAEMER | IRBALXIERBMLLIS 5 TER , #1 CanonicalHeaders B ZHILENEE—XIMNAY,
content-type #[1 host J9usifEsLEB, HHENN : 1) L3R key ZB—HA/NE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ . content-type;host

* HashedRequestPayload : IEKIEXHIIEHE |, itE 5%/ Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 33 HTTP i5
KEE/NEX payload fff SHA256 5% , AE+7 #HlmD , RERIDHREEMR/NEFE., & : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload Bl HTTP i&SKIEX payload,

HRIELLEAIN | OIRERIRAGEIERENT (ATRNEW , \n BITFHIEESRITEHFI—TEK ) -

GET

/

Limit=10&0ffset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER IR
AU RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BATEEA TC3-HMAC-SHA256 ;

e RequestTimestamp : EKRAFEE; , BIiERLERAY X-TC-Timestamp BUE , A1 ERBIERS 1539084154 ;

e CredentialScope : EIEEE |, 1829 Date/service/tc3_request , @& HHR. FNEKARSINLIEFFE (tc3_request ) , Date A
UTC tRERTEIREHRE , BYEREM LS X-TC-Timestamp #25AY UTC FRAERIBIHRE—3 ; service AF-@m& , WRASEBNR
BEZ—5, BIg0 cvm, SN ERALEKR , BYEJ 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASBHHEFTSNECIEREBNGHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date Z/RMBTEIBL X-TC-Timestamp ITE1S2 , BRfX A UTC+0, MNRMARZAHEXER , HIIIFR/\X , ESHEXE
ERERMT , BERREMERGERY. RigifERY 1551113065 , 4/ \XAIRTiELZ 2019-02-26 00:44:25 , (B2 HEE
89 Date BX UTC+0 FYHHARS 2019-02-25 , A2 2019-02-26,
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2. Timestamp X/REHRIRFATE , BEBERRSEHENEREERSH , MREEETADHPNSERM. MNRKASEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

HRIELA LA | EIPERIRFERFRHRUT (AT RREN , \n RITFAEESRITERI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. i8S
1) HEIREREEE , (hRBUIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date =E=8. , a0 L5~ , 792018-10-09 ;
e Service : B Credential g4 Service ZERER. , A L7R=0 , /9 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRESZER ;
e StringToSign : BIZB2ATEBRINSFSEFRE ;

2.4. #H8 Authorization
AN ™RRTCHE Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ', '

'Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
e Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M X , EIEEHE ;

* SignedHeaders : L £EX , 258 ZHLIHER ;

* Signature : 28

HRIBA AN | IR SEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474
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http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&80Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

HRIESSIRER | FEUTERRMANERG | iSRIEIRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ;#?%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkikkk ./If_ﬁ 3 o .L-l.%%g khkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkhkkk $‘9¥ 4 j:}’fl:g Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkhkkkhkkkhkhkkkk 53% 1 o *#;g;m;ﬁiﬁ*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkkkkkk 5% 2 : T#*%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkkkkhkkhkhkk 55% 3 : .‘L-I-gég *khkkkkhkkkkhkkkhkk

# ITEEBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk ig;’% 4 : ?#*i?: Authorization khkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSHRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}

WS : BRmEmEX
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15 KE5H4)

BT HTAYE): 2024-10-18 10:38:27

1. frsSHbit

btz (Region ) RIEYBERIEHEH OAIMIEXEL, tcecloudFIIEAREIHZ E7E2RE |, MIEAEHERNERATEEATSEENEE

th. ATIHEHRME. RS THEE  ESERERELIEEF I,
ERTLUEIT APIED EiibIR B TARtbE xR,

2. BEMY

tcecloud API FIFFEEOEIE HTTPS HTE(E | IRIAEREMNEEEE.

\E > :
3. IBKITE
STHEEY HTTP iS5k
e POST (#7F)
o GET
POST iEkz#569 Content-Type 28! :

* application/json ( ##F ) , #4fFA TC3-HMAC-SHA256 && 754,
* application/x-www-form-urlencoded , #%7f#R HmacSHA1 g HmacSHA256 &&75i%.
e multipart/form-data ( (&3O ) |, WER TC3-HMAC-SHA256 &2 7574,

GET IERHUEREA/NARE#BIT 32 KB, POST iERFEAESEAEHN HmacSHAL, HmacSHA256 BAE#8iZ 1 MB, POST i&EK{EAE

#&F5iEA TC3-HMAC-SHA256 Aiz3% 10 MB,

4, FRIwAS

FEFAUTF-84%%2.
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IS

BRITEHAYE: 2024-10-18 10:38:27

RS

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HIEFAT) , EeTaerORELIT

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMEBH Requestld REERFER , TiCiEKRMINSE , RE APIET |, MAERIREL

* Requestld FBF—1 APLiEKAIME—IRIR , W5 API HILRE |, SJLABKERERA] , FHREHZ ID KRRERE,

o [RTEEMNFERS  HRIWARKEOENNTFER  AENEOMMRENFES IO XEFREN. HHFIHE TotalCount
InstanceStatusSet 5 DescribelnstancesStatus £ OENXFER , BT EREKNAREMEZE=RS2TLH , Bl TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tHIRIREIER
£, SRR

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMFEEZISKARKM, Error FERXEREAERRY Code 1 Message FERTEERLMAT 2 EIREIAY,

e Code ZREMHEAEIRD , HiEKH BT RIEZEIRISEA RS Ha0E O RAYE RS R BEEmE R MREEFIRR
BE,

Message BRHTXMEIREENERERE , BEISEESAEMN | WAL B FRISTEREH , AP ARRKEIXMRE]
&,

* Requestld FBF— API iERAUE—HIRIR , N5 APL HIIEE , SJLABCRIRA] , FHEMIZ ID SEARRBE,

~IIEIRY (TODO: EEERE, REAENEER?)

IREIZERPUNRIFAE Error FER , NIZRRBA APLIECIKM,  Error iy Code FERFRTMEIRD , ATB SR REHINAYEIRAS A AL
IREG , TERFIH T ARG,
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure. MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

TRIRIEA
ERAEE (A2 API AR ) |
MFA $5ig,

AR,

R

SZZIULLN

%

SRR,

k

token f&i%.

Bk R CAM 1Y,

WebRFEFGXEE ( WAF)

DryRun #{F , RFBFRGSEMING , RRSET DryRun 2.

HERERIL,

REREIR.

EORMFE.

SHIEIR.

SHEYEEIR.

B ECRPRH].
ROSEGEIR.
EOMARFE.
IERAVREGET T IRERPRHE
RiRH G .

BB E.

RIFMFE.

BIRAEI A,

RIRBUE(E.

RASEGER.

BRI,
http(s)iERIMMYEEIR . R>2FF GET # POST iE3K.

EORSHSATEhEL,

5864 T0 H142T
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N

7

VTSR A E): 2024-10-18 10:38:27

RHSYEBTHRAFMZOLSNENNSE , MIENE | £ MNENRRIROSME P A ENXESHHI TR |, BERERIFE
EHXLSH , FREIERREBK.

s N

BBHIE V3

{§F8 TC3-HMAC-SHA256 &2 5750 , ARSEFEES—E) HTTP Header 53L& , a0F -
SHER B} Wik AR

BERROSMR. BESESROXETHRASEHALSE Action RO, FINIRIRSSEHNE

X-TC-Acti i =
C-Action String = EELHIFIZRED |, BYE Describelnstances,

WIS . SRR B IR EI M ERIEE. RORZAEEESE RO RAS

X-TC-Region String = S8 Region BE, TR | REROAFTEERZSH , BOXEPII IR
B9 | IESBMEEIBIZ S AL,

X-TC- Integer & 2381 UNIX BIEB , e[icRA#S APLiEKAIATIE]L, Ia0 1529223702, T4 : (IR SRS=E

Timestamp T HEEsEEsH , 5SS,

X-TC-Versi , = EER APLRORRAS, EESEREOSERANSLHESEL Version R9REE. BIAN1=BRSSZ/AIMR

-TC-Version String 2

7 2017-03-12,
HTTP fRAESHIAIESLERFER |, g0
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,

Authorization  String 2 - TC3-HMAC-SHA256 : && 7% , BRIEERZE ;
- Credential : &2EiE , AKIDEXAMPLE 2 Secretld ; Date & UTC #rERTEIRIEER , BX
EFENRHSE X-TC-Timestamp #E/Y UTC FRAERNBEIRHE—E ; service AFm& , &
MBI mREE—E, flticvm ;
- SignedHeaders : 25&RITEAISLEMSE , content-type #0 host J9wsifksLEp ;
- Signature : EZWE,

X-TC-T . = IGESERATARY Token , FEEASIGRER—REER. IREIEHF] Token FERHINEERR

-TC-Token String &

SEARBEZORE. KEZAAFE Token,

BEHE V]

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—MEEKES , (0T

SHETR sm Wik A
Action Suing | g CHFEEDEN. BESEEOTRHEHASRAHSH Action WA, PRI

REIsLHIZIZREO |, BUEA Describelnstances,
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SHBR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

ss IR

s

String

Integer

Integer

String

String

String

String

String

i

alil

i

ali

il

i

i

WebRFEFGXEE ( WAF)

fk

Wi Sy, SRR B EI MBIEAIEIE. FOESZAMEREESE EZ O REA
S NS Region ROGER, 1R | RUEOATEECRZSEH , EOEP RIS
BIRER , LRSEMEEEBZS AL,

Za0 UNIX Bf[a)8% , FJicRARE APLIERAYRTEL. FI01529223702 , MRS =F1H(E
BETK , 25EERTHER.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHAE_E ERiBERIRREDH] Secretld , —4 Secretld XFRME—HY SecretKey |, i
SecretKey SFRARLIEREE Signature,

BRESR , FRBIERERNGEN | FERFRIELFRBMASEITESH. Bkt
BIEESNEROSSHE,

B{FRY APLESRRA., BUESEROXETASATSL Version B, AIN=RSES
A9RRAS 2017-03-12,

BEZ5, , Baiszi: HmacSHA256 #1 HmacSHAL, REIEEHES%E05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIFER , EttiERIIEHERE HmacSHAL I8IEES.

IRESHEFFTAEAY Token , FELSIRRIEZHE—EMEMA. IRRTEEM Token FEELRE
ERSERZORE. KEZHERFE Token .

i ( Region ) BEMIRAIEHERH ORIIEXIE. tcecloudAZIIERREIS 2 B2 | RIERRMSBRAREELESE
t. ATRERRRE. B8 TEERE , BERRFELEEFatbE,

EaJLAEIY AP ENAMIESIER EESTRAIIETIER.
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HfthizO
YERSYEIWL

RITEHHYE): 2024-10-18 10:38:27

v s
1. EOHA
EOEkig& © wafapi3.finance.cloud.tencent.com,
HEINEE XN
FONROIBRIRERIRE] : 200R/F,
EOFEHAYE : 2020-03-18 16:51:56,

FEOBIINE S EN,

2. NS

LITNBERSHGIRFIE TEOIBRSHFRD NHESH , TEARSHGIRDAHLERSEL,
SHER WE AEFNULL kA fER
Action = S String ~HSE, KZFOBYE : AddCustomRule
Version = & String ANHSE, ANZEOBYE : 2018-01-25
Region = & String RIS, FEOFTEECBILSH.
Name = & String HNZFR
Sortld 2 & String 5k
Redirect B B String WRMMEREER , WRREEANME ; BEftERa LAz
ExpireTime = & String THARTE)
Strategies = & Array of Strategy HIRIFES
Domain 2 5 String SERINZRISAYEZ
ActionType 2 & String =S
Edition 5 & String "clb-waf"gi#& "sparta-waf"
Bypass & & String BATHIFE
3. BitHZ4
SHRAR &g R
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e C St
Requestld String
H >
. eI

WebRFEFGXEE ( WAF)

fik

E—EK ID , RERESIRE. EIERISFEERAZRIEKRA Requestld,

UG T OS5I EERA0EIRD | BERIDEN A HHEIRD,

%EI'L?EEE_,!

InternalError
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IRENAR GEhR A

WebRFEFGXEE ( WAF)

BRUTEHTAYE): 2024-10-18 10:38:28

1. #EOfER

EOBEKIEE . wafapi3.finance.cloud.tencent.com,

IRENRGhRA

FUAZ OB ISRERIRS : 200R/7D.

EOEFAYE : 2020-09-17 15:41:10,

EOBIIOEE NN,

2. NS

SHBR Wik
Action =
Version 2
Region =

3. BitH&%

SHBR RE
VersionData String
Requestld String
4. $21270
HIR0

UG T OSSR A0EIRD | BfERISEN A HHEIRD,

FEIRIG
InternalError
InvalidParameter
LimitExceeded

MissingParameter

WS : BRmEmEX

FEFNULL ESid) fik

&5 String NHSE, KIZFOBYE : DescribeApiVersion
a String AHSE, AEOE : 2018-01-25

S String NHSH , AXEOLTEEBLSEH.

1%
R

E—EK ID , RERESIRE. EAIARISFEERAZRIEKA Requestld,

Jila]
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IR AR
Resourcelnsufficient

UnauthorizedOperation

FailedOperation

InvalidParameterValue

ResourcelnUse

ResourceNotFound

ResourceUnavailable

ResourcesSoldOut

UnknownParameter
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SREXARN bz

BRUTEHTAYE: 2024-10-18 10:38:28

=7 R
1. #FOfEA
EOBEKREE . wafapi3.finance.cloud.tencent.com,
SRENHEIbRAS
EOMZECIERINERS) - 200%/70,
EOSEFRATE : 2020-09-18 15:13:19,

EOBIIOEE NN,

2. NS

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SEEFR D43vi FIEFNULL Sl R
Action 2 5 String NS, AEOBYE : DescribeRuleVersion
Version 2 & String NHESE, AEOBYE : 2018-01-25
Region 2 & String AHEBH  FEOFTFEEBLSEH,
Rows =2 &5 Uint64 P
por X
3. Eﬂuﬂjé—%yi
SEER it R
RuleVersionData RuleVersionData H&
RuleCount Uinte4 S
Requestld String H—iEK ID , ®RiEKESIRE], EUABATEERAZXIERAY Requestld,
>
4. i81x08

UG T O SSIBIEERA0EIRD , BfERIEN ARG,
HIRAD TN

InternalError

WS : BRmEmEX 71T 1427



X BIHSTCE WebRIFERAXHS (WAF )

HiRtD R
InvalidParameter
LimitExceeded
MissingParameter
Resourcelnsufficient
UnauthorizedOperation
FailedOperation
InvalidParameterValue
ResourcelnUse
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut

UnknownParameter

WS : BRmEmEX 5872 W #1421



@ BHETCE WebSI Rk ( WAF )

wafSRENEH & BRI

BRUTEHTAYE: 2024-10-18 10:38:28

1. #EOfER

EOBEKREE . wafapi3.finance.cloud.tencent.com,
wafiRENE & 8513k

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2020-09-16 10:28:08,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Whi%E FEEFNULL E3id) TR
Action 2 B String ~HSE, KIZFOBYE : DescribeWhiteByKey
Version = &= String NHESE , ANZEOEBYE : 2018-01-25
Region = = String NHSBY , AEOLFTEEBLSH,
Keys 2 B String 28
3. HItHEE
SR ESig) )%
Data String =Eg==halES
ErrData String HIR{EE
Requestld String W—i5K ID , 8XIEREPSIRE. BRI EEREZRIEKE Requestld,

4. HRF

UG T 2O S5BIEERA0EIRD |, BfhERADIFE N A iEiRE

hira)
°

FHIRAD A
UnauthorizedOperation

FailedOperation

WS : BRmEmEX 73 W 1427,



X BIHSTCE WebRIFERAXHS (WAF )

HiRtD R
InvalidParameter
Resourcelnsufficient
ResourceNotFound
ResourcelnUse
ResourceUnavailable
ResourcesSoldOut
UnknownParameter
InternalError
InvalidParameterValue
LimitExceeded

MissingParameter

WS : BRmEmEX 5574 W #1421



O BASTCE

M WAF

BRUTEHTAYE: 2024-10-18 10:38:28

=7 R
1. #FOfEA
EOBEKREE . wafapi3.finance.cloud.tencent.com,
BFBIwafiRs
EOMZECIERINERS) - 200%/70,
EOSEFRAETAE : 2022-12-07 17:27:26,

EORWERREN,

2. NS

LINERSHGIRNG I TEOBRSEFIRD AHSH , TERAHSHGIRI L
SHBR Wik FEYFNULL RE TR
Action = &= String YN
Version 2 &5 String nNHES# |, ANEOEYE : 2018-01-25
Region 2 B String /N
Regionld S B String X1
PayMode S S String [[ASE =y
Pid = = String pid
InterfaceName & & String EO%
Type & & String A
Projectld B & String mABid
GoodsNum & &= String goodsnum
3. WS
SHBR ESidl R
Code Uint64 /NN
CodeDesc String JRSIBARRE
Data String REEEE

WS : BRmEmEX

H24  AEOFFEEBULSH,

WebRFEFmKiE ( WAF
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X BIHSTCE WebRIFERAXHS (WAF )

SR =it R
Message String HE
Requestld String HE—iEK ID , BIRIEKESIRE], EARAHEREIZXIBEKA Requestld,

4. $EIRD
PAIMRZIE 7O S EERaIERND | BERGFE N AT ERE.
HiRAD ik
ResourceNotFound
UnauthorizedOperation
FailedOperation
InvalidParameterValue
MissingParameter
Resourcelnsufficient
UnknownParameter
InternalError
InvalidParameter
ResourcesSoldOut
LimitExceeded

ResourceUnavailable

WS : BRmEmEX 5876 TW #1420



@ BHETCE WebSI Rk ( WAF )

WafGetDomainEngineType

BRUTEHTAYE: 2024-10-18 10:38:28

1. #EOfER

EOBEKREE . wafapi3.finance.cloud.tencent.com,
SRENE = SEFR RIS 22255

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2023-01-04 18:01:16,

EORMER LN,

2. NS

LINERSHGIRNGIE TEOBRSEFRO LIRS, RBEAHSHPIRNAHLERSL,

SHER W& AENUL %kE sk

Action = S String NHBE, KZFOBYE : WafGetDomainEngineType
Version =2 & String NESE  AEOEYE : 2018-01-25

Region 2 & String AHSH  FEOFFEEBLSE,

Domains = = Array of String CIE e

3. S

SHER St fk
CodeDesc  String IRERSEE
Message String REER
Data WafGetDomainEngineTypeData S| ZEHIE

E—IEK ID , 8RIEREPRIRME., ENARSFERANZRIERAY

Requestld  String Requestld

4. $5IRMT

ZEOERWSZEEXRAERD  EtEREF A ERE,

WS : BRmEmEX 77 I 1427



O BASTCE

H&RSHEARZO
BIZWEHER S NEESS

RITEHHYE): 2024-10-18 10:38:28

=72 A
1. ZFOfEA

EOiBkig& . wafapi3.finance.cloud.tencent.com,
BB EHE TEIES

BOAEZEOIERIRERPRE : 200K/FD,

EOSEFRATAE - 2020-02-17 16:54:23,

BRI E S EN,

2. NS

WebRFEFGXEE ( WAF)

NHESE, AEOBYE - 2018-01-25
AHEBH  FEOFTFEEBILSE,
%=, FrBiE&ESall
ESRRETE

ELERATE)

THESEF

XL

EERE

BHE X REZID

EHEIP

LG s S

LINBERSEHGIRGIE TEOBERSHFRD NS |, TBAHSE
SHETR Vv FEFNULL eIt
Action 5B &= String
Version = = String
Region = = String
Domain = 5 String
FromTime = &= Datetime
ToTime = = Datetime
Name = = String
RiskLevel = = Uint64
Status = = Uint64
Ruleld &= &= Uint64
AttackIp & & String
AttackType = = String

3. BitHZ4
SHBR xE ik

WS : BRmEmEX
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X BIHSTCE WebRIFERAXHS (WAF )

SEER E-Sit) R
Flow String {F551D
Requestld String H—iEK ID , &RiEKESIRE], EfAATEERAZRIERA Requestld,
+H T
4. i81x08

UG T2 SSIBIEERA0EIRD , BfEIRIEN ARG,
FHIRAS A

InternalError

WS : BRmEmEX

79T #H142



O BASTCE

MR FEICR

BRUTEHTAYE): 2024-10-18 10:38:28

1. #EOfER

EOBEKIEE . wafapi3.finance.cloud.tencent.com,
pR T EICR

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2020-03-20 17:24:26,

EOBIIOEE NN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

SHBR Wik FEFFNULL RE
Action = & String
Version 2 N String
Region = "B String
Flow = = String
A Y g
3. BHBE
SHER St fiik
Requestld String
4 %:I:I:‘l:l
HIR0

PUMNFUH T 2Ol S5BIEERA0EIRD |, BfhiERBiER

HEIRD

InternalError

WS : BRmEmEX

ARG,

WebRFEFGXEE ( WAF)

S¥ , AN OEYE : DeleteDownloadRecord

NHSE, AEOBYE : 2018-01-25

>

H24, FROFFREBLSH.

icRid

BE—IEK ID , RIEREPIRME., ELIDMATFEERAEZRIBERAI Requestld,

Jila]

5880 0 142



@ BHETCE WebSI Rk ( WAF )

BhiFiR ERRZO
YW EEs{=E=2

ERITEHHYE): 2024-10-18 10:38:28

v s
1. EOHA
EOEkig& © wafapi3.finance.cloud.tencent.com,
AN ] = ]
FONROIBRIRERIRE] : 200R/FD,
EOSEHAYE : 2023-01-04 16:16:18,

FEOBEINE S EN,

2. NS

UTNBERSEGIRGIH T ROERSEHBO LHSE |, TBEAHSHIIRDAHIERSH,

SHER WhI%E FEFNULL ESid) R
Action 2 S String ~HSE, KZFOBYE : AddUserWhiteRule
Version =2 &5 String NHESE , AEOEYE : 2018-01-25
Region 2 & String AHSH  FEOFFEEBLSE,
Ruleld & a Uint64 HNFS
Domain = & String 153
Signatureld = = String Md
Status = B Uint64 ARMPRTS
Rules 2 & Array of GlobalWhiteCond PUECALN ISR
Name & & String MR
3. WHEE
SHER it fEA
Ruleld Uint64 St
Requestld String HE—IEK ID , &XiEKREPSIRE, BRI EERAZRIEKA Requestld,

WS : BRmEmEX 5881 T #142m



O BASTCE

4. FEIRS

ZEOGRWSZEEXRAERD  EtEnREF ARG,

WS : BRmEmEX

WebRFEFGXEE ( WAF)
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@ BHETCE WebSI Rk ( WAF )

EIRFEZRRRFES

BRUTEHTAYE: 2024-10-18 10:38:28

1. #EOfER

EOBEKREE . wafapi3.finance.cloud.tencent.com,
EHRFARREFTES

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2023-01-04 16:16:43,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER S FBEFNULL &Sl R
Action = & String NS, AEOBYE : CheckUserWhiteRuleName
Version = &5 String nEs# | ANEOEYE : 2018-01-25
Region = & String 2HESH , ABEORFEGRLSE,
Name = = String B=F
Domain = B String %]
3. WHEE
SHER KA fEA
Duplicate Int64 rRES
Requestld String W—i5K ID , 8XIEREPSIRE. BRI EEREZRIEKE Requestld,

4. iRk

ZEOGLWSZEEXIERTD , BtEREFE A ERE,

WS : BRmEmEX 5883 T #142m



O BASTCE

Waf £95EN. DeleteizZ[]

EBRUTEHTAYE): 2024-10-18 10:38:29

1. #EOfER

EOBEKREE . wafapi3.finance.cloud.tencent.com,
Waf £iEENX Deletetzz

BOAEZEOIERIREPRE : 200K/FD.

EOE#AYE : 2020-03-20 15:29:57,

EOBIIOEE NN,

2. NS

WebRFEFGXEE ( WAF)

UNERSEHFIRNGIH T EOBEKRSEIESS AHSE  TBRAHSEHFIRNAHIE RS
SEEFR Dy FEIEFNULL St A
Action = &5 String &8, ANEOEYE : DeleteSession
Version = & String nEs#H |, ANZEOEYE : 2018-01-25
Region 2 B String AHBH  FEOTFEEBULSH,
Domain = & String 15Z
Edition S S String clb-waf & sprta-waf
A s
3. ®iHSE
SEER it U
Data String ZER
Requestld String W—i5K ID , 8XIEREPSIRE. BRI EEREZRIEKE Requestld,
>
%EIBE

UG T Ol S5BEERA0EIRD |, EfhERADIFE N 24t

HEIRD

InternalError

WS : BRmEmEX

SHEEIR

P4
™
dA
°

5884 T H142m



@ BHETCE WebSI Rk ( WAF )

il S =E ==

EBRUTEHTAYE): 2024-10-18 10:38:29

1. #EOfER

EOBEKREE . wafapi3.finance.cloud.tencent.com,
G S e

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2023-01-04 16:15:23,

EOBIIOEE NN,

2. NS

PITNBERSHGIRNFIE TEROIBERSHFED NHESH , TEARSHGIRDAHLERSLH
SHER whi%E FFFNULL &3ic) fEA
Action 2 = String ~HBE, KIZOBYE : DeleteUserWhiteRule
Version = B String NS, AZFOBYE : 2018-01-25
Region 2 & String 2HBY  AEOFFTEELBLSH,
Domain = = String &3
Ids 2 B Array of Uint64 IDFIZ

3. S

SHAWR S A

Faillds Uint64 S IES

Requestld String HE—IEX ID , ®XiEKREPSIRE, BRI EEREIZRIEKA Requestld,
H 2
EllBEﬁE_'J

ZEOGLWSZEEXIERTD , BtEREFE A ERE,

WS : BRmEmEX 5885 T 142



@ BHETCE WebSI Rk ( WAF )

SRENEE X RIS

BRITEHTAYE): 2024-10-18 10:38:29

=7 R
1. EOEA
EOBEKIEE . wafapi3.finance.cloud.tencent.com,
SREN BB N R8T 2R
FONBEOIERIEIRS « 200k/FD.
BEOSEFATE : 2020-03-18 16:51:37,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR Wik AYFENULL KA oA
Action = &5 String &8, ANEOEYE : DescribeCustomRules
Version 2 &= String NHBE, AZEOBYE : 2018-01-25

Region 2 = String AHSH  FEOFFEEBLSE,

Domain 2 &= String &

Edition S S String clb-wafal&sparta-waf

Paging 2 a8 DescribeCustomRulesPagingInfo DTREE

TSRS shESREL : 0BT , 1REMT , 2AHUR%! | 3

ActionType & = Strin
ype | & | B J WE , 4B
Search B S String RS SINBFRE IR
g P
3. IHESEL
SRR ESig) N
RuleList DescribeCustomRulesRspRuleListltem | #iMEE
TotalCount  String ES 51

ME—EX ID , RIEREIIRE. EUDRFEREZRERN

Requestld String Requestld

WS : BRmEmEX 5586 T #1421



O BASTCE

4. $EIRD
TR T SO S BIERXAEIRE , RABRE
iR

InternalError

WS : BRmEmEX

\

S

WebRFEFGXEE ( WAF)
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@ BHETCE WebSI Rk ( WAF )

RENER N FHRER

EBRUTEHTAYE): 2024-10-18 10:38:29

1. #EOfER

EOBEKREE . wafapi3.finance.cloud.tencent.com,
IRINEERRFRER

BOAEZEOIERIREPRE : 200K/FD.

EOE#RAYE : 2023-01-13 11:20:08,

EORIRESE EN,
2. INBEL
LAITBREHGIRIGH TEOBERSEIED AHSE , TBAHSHGIRIALERSE,
SHER WhI%E FBEFNULL &g fEA
Action = S String ~HBE, KEOBYE : DescribeMainClass
Version 2 & String NESE  AEOEYE : 2018-01-25
Region 2 & String AHSH  FEOFFEEBLSE,
Offset = a Uint64 P2
Limit 2 S Uint64 BREE
Filters a8 & Array of FiltersitemNew TH1ESE ., 235 MainClassID
3. MBS
SHRER ESig) )4
Total Uint64 FERABE
MainClass MainClassItem EEAFEMER
Requestld String H—iFK ID , ®XiEkEPSIRE., BRI EERAIZRIEKA Requestld,

AR

ZEOGLWSEEEXAERD , BtEREFE A HER

p= 4
—
s}
°

WS : BRmEmEX 5588 T 142



O BASTCE

5j(Hy£L|"_l"f.[E*)UJ\JETE E}JIU\

BRITEHTAYE): 2024-10-18 10:38:29

1. #OfEA

EOBEKIEE . wafapi3.finance.cloud.tencent.com,

SREUSIEAI B HE07
BONEOIBRIRERIRE] - 200R/F,
EOEHAE : 2022-12-07 15:46:18,

EOBIIOES &N,

2. NS

WebRFEFGXEE ( WAF)

LATBRESHFIRINGH TEROBERSEFO NS, NHBHGIRNALERSE
SHER Whi%E FEIEFNULL S R
Action 2 B String IS, KIZOBYE : DescribeRuleUpdatelog
Version = & String NS, KEOEYE : 2018-01-25
Region 2 = String AHSH , FEOTFEEBULSH,
Order 5 = String HEFAT
Offset 5 & Uint64 RBE
Limit a a Uint64 Pl
3. MBS
SHER &g i)
Total Uint64 ISt
List RuleUpdatelLog H&iF4H
Requestld String HE—iEK ID , &XiEKESIRE, BRI EERMEIZRIEKA Requestld,
4. tERG

ZEOGLWSEERRERID , EtbERGFER

WS : BRmEmEX

NHEEIRS,
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O BASTCE

SREXF RIS (2238

EBRUTEHTAYE): 2024-10-18 10:38:29

1. #EOfER

WebRFEFGXEE ( WAF)

EOBEKREE . wafapi3.finance.cloud.tencent.com,

SRENFF NS 2258 Tiga
BONEOIERIRERIRE] - 200R/F,
EOEFATE : 2023-01-04 16:14:43,

EOBIIOEE NN,

2. NS

ATFBRESHGIRIGH TEROBERSHIED AHSEY | TRBAHSHGIRIALERSEH
SHER WAIFE FE¥FNULL et fEA
Action P B String ~HBE, KIZFOBYE : DescribeUserEngineType
Version = &= String NS, ANZEOBYE : 2018-01-25
Region = = String NHBY , AEOFLFTERENSEH.
Domain & = String 2
A MM
3. S
SR ESis) fER
Type Uint64 0 : menshen 1: Tiga
Requestld String HE—EXK ID , ®XiEkEPIRE, EUMRINFEERHZREKA Requestld,
+H NS
4. 35103

ZEOE RS ZEEXRAERD , BMthEREFEL A

WS : BRmEmEX

HEEIRG,
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O BASTCE

SREXF PR R AN ZF 2

BRITEHTAYE): 2024-10-18 10:38:29

1. #EOfER

EOBEKIEE . wafapi3.finance.cloud.tencent.com,
SREXFEF PP IS

BOAEZEOIERIREPRE : 200K/FD.

EOE#AYE : 2023-01-13 10:58:58,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

WebRFEFGXEE ( WAF)

SHER i FEIEFNULL KR R

Action = 5 String nHE&E , ANiEOEYE : DescribeUserlLevel
Version = &= String nES#H , ANZEOEYE : 2018-01-25
Region B B String AHSH  FEOTFEEBULSH,
Domain =2 &= String b7

3. S

SHER ESit] A
Level Uint64 300:1EE 400:7™=4%
Requestld String H—iEK ID , SRiEKESIRE], EREAEEREZRIEKE Requestld,
H 3=
4. %EI'EE

ZEOERWSZEEXRAERD  EtEREF AR,

WS : BRmEmEX
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O BASTCE

SREXF FFER 1R

ERUTEHTAYE: 2024-10-18 10:38:29

1. #OfEA

EOBERIEE . wafapi3.finance.cloud.tencent.com,

SRENFB PR Tiga

FUAZ OB ISR : 200R/7D.

EOEFAYE : 2022-10-17 17:50:25,

EOBEIOE S &N,

2. NS

UTNBERSEGIRGIH T ROBERSHIBO LDHSE , TBEAHSHFIRDAHERSH,

SHER
Action
Version
Region
Domain
By
Order
Offset
Limit

Filters

Wik FIFNULL

=
E
=
=
=
E=

=
=

iy

2l

il

iy

Py
[

1 I 17 B 17/ R 17 B i 1

i

iy

3. S

SHAR
Total
Rules

Requestld

ES

e

Uint64
UserSignatureRule

String

WS : BRmEmEX

s
String
String
String
String
String
String
Uinte4
Uint64

Array of
FiltersitemNew

2
5

LIPS

WebRFEFGXEE ( WAF)

/,

NHSE , AEROBYE : 2018-01-25

\|

HEH, FROFFEREGRILSEH.

2>

FETANES
HEFF=2E& , i signature_id, modify_time

HEF75

5:‘\

Py
BREE

%Rt , 24 MainClassName , SubClassID ,CvelD, Status, ID;
ID9ALid

BE—EK ID , RIEREPIRME., EMIDMATFEERALZRIBERAI Requestld,

92 T H142m@
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4. FEIRS

ZEOGRWSZEEXRAERD Bt A SR,

WS : BRmEmEX

WebRFEFGXEE ( WAF)
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@ BHETCE WebSI Rk ( WAF )

IRNERBHES

EBRUTEHTAYE): 2024-10-18 10:38:29

=7 R
1. EOEA
EOBEKREE . wafapi3.finance.cloud.tencent.com,
FHNEBHZHR
FONBEOIERIEIRS « 200k/FD.
BEOSEFATE - 2023-01-04 16:15:51,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER W% RFENULL 8 A

Action = & String NS, NEOEYE : DescribeUserWhiteRule

Version =2 & String NHESE | AEOEYE : 2018-01-25

Region 2 & String AHSH , FEOFFEEGBLSEH,

Domain 2 & String 5Z

Offset & & Uint64 a2

Limit = & Uint64 pary

By & & String HeRm

Order B P String FF/b#R

Filters FS = Array of FiltersitemNew ISEEM , STHFSignatureld |, Status , Target , TargetValue

3. S

SHETR Sl 3%

Total Uint64 B

List UserWhiteRule ESSWILTIES

Requestld String E—i5X ID , §RIEREIRE., TR FERHIZRIERE Requestld.

WS : BRmEmEX 594 T 142
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4. FEIRS

ZEOE LI SBERXA R , EEREiER

WS : BRmEmEX

\

WebRFEFGXEE ( WAF)
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O BASTCE

_|_|_

$x15webshellJHAZES

EITEFATE): 2024-10-18 10:38:29

1. O

EOBKRIEE : wafapi3.finance.cloud.tencent.com,
F5webshel YIRS

BOAEZEOISRIREPRE : 200%/FD,

EOEFAYE : 2022-04-06 10:57:30,

EOBEIOES &N,

2. NS

LINERSHGIRNGIH TEOBRSEFIED RHSE

WebRFEFGXEE ( WAF)

SHER Wiisk FEIEFNULL it b
Action P B String NHBE, KIZFOBYE : DescribeWebshellEnable
Version 2 & String NHESE , AEOEYE : 2018-01-25
Region ~ S String AHSH  FEOFFEEBLSEH,
Domain &5 &= String 153
A sl
3. s
SHER St iR
Code Uinte4 REPMRZS
Data Uinte4 IRE
Msg String REER
Requestld String M—igk ID , ®XiEKEIRE., BT EERAHZXIEKA Requestld,
H >3
4. =S
LUFREIH 73O S5 ZEERAEIRD |, EfthiERDIFE N A =R,
e U
ResourceNotFound

WS : BRmEmEX
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X BIHSTCE WebRIFERAXHS (WAF )

HiRtD R
UnauthorizedOperation
FailedOperation
InvalidParameterValue
MissingParameter
ResourcelnUse
Resourcelnsufficient
ResourcesSoldOut
UnknownParameter
ResourceUnavailable
InvalidParameter
LimitExceeded

InternalError

WS : BRmEmEX
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IHREE X ANBIFR

EBRUTEHTAYE): 2024-10-18 10:38:29

1. #EOfER

WebRFEFGXEE ( WAF)

EOBEKREE . wafapi3.finance.cloud.tencent.com,

PiREE X AUBIFF R

FUAZ OB ISRERIRS : 200R/7D.

EOEFATE : 2020-02-24 11:15:08,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER
Action
Version
Region
Domain
Ruleld

Status

Edition

=

=
=

=
=
=
=
=
=
=
=
E

Pz
[=]

3. iHESE

SHETR

Requestld

4. $5IRMT

FFNULL &3

Py
[

0 R T B

i

iy

String

String
String
String
String
Uint6e4

Uint64

String

i

[

E—EKID,

R
NS, AEOBYE : ModifyCustomRuleStatus
RESE, AFORYE : 2018-01-25

AHEBH , FEOTFEZEBLSEH,

b2

FMID

FRIOGRES |, 12FE. 0K

WAFHIRRZA |, clb-waf{{RGOEHIIEWAF, sparta-wafftzSaaS WAF , Z0AZ
sparta-waf,

BRIEKREBSRE, EUEERERHZIXIERE Requestld,

UG T 2O SSIBAEERA0EIRD | BfERINFER A THEIRD,

RS

WS : BRmEmEX
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FEIRD

InternalError

WS : BRmEmEX

WebRFEFGXEE ( WAF)
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(SR RGIPANISER

ERUTEHTAYE: 2024-10-18 10:38:29

=7 R

1. EOEA

EOBERIEE . wafapi3.finance.cloud.tencent.com,
&M P P BBIP LR

FONBEOIERIEIRS « 200k/FD.

BEOSEHFATE : 2023-01-13 11:02:03,

EOBIIOEE NN,

2. NS

WebRFEFGXEE ( WAF)

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SEER D43vis FEFNULL it
Action = &= String
Version 2 N String
Region = &= String
Domain 2 N String
Level = a Uint64
A s

3. ®iHSE

SEER it R

Requestld String

4. TR

ZEOERWSZEERERTD , BOERDFEN A AHERE.

WS : BRmEmEX

WE—iEK ID , ®RiEKE=IRME,

HEE, AEOEYE : 2018-01-25

>

\N

NHBH , FEOFFREBLUSEH.
5=

PEIPHINIEELR 300=standard , 400=extended

NIRRT RERAZRIERA Requestld,
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@ BHETCE WebSI Rk ( WAF )

{ZS R RGP ALN

ERITEFHYE): 2024-10-18 10:38:29

AR N

1. EOHA

EOEkig® © wafapi3.finance.cloud.tencent.com,
1B B REIFAL

BOAEZEOISRIREPRE : 200%/FD,

EOEFAYE : 2023-01-13 11:11:37,

EOBEIOES &N,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE , TBAHSHFIRDAHIERSH,

SHER whi%E FFFNULL ESic) fEA

Action 2 & String ~HBE, KIZFOBYE : ModifyUserSignatureRule
Version =2 & String NS, AEOEYE : 2018-01-25

Region 2 & String AHESH  FEOFFEEBILSE,

Domain = & String 1543

MainClassID & &5 String F£id

Status S B Int64 FEFEFFRO=XA , 1=F5 , 2=REFE

RuleIlD & & Array of ReqUserRule TRIESATRNIZZR

3. WiHESE

SHEFR il HA
Requestld String HE—iEK ID , ERiEKRESIRE], ENRRITREERHIZIRIEKE Requestld,
O
4. 93RS

ZEOSERWSZEEXRAERD  EtEnREF A HERE,

WS : BRmEmEX 2101 70 #142|
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@ BHETCE WebSI Rk ( WAF )

TEEFHBH

EBRUTEHTAYE): 2024-10-18 10:38:29

=7 R
1. #FOfEA
EOBEKREE . wafapi3.finance.cloud.tencent.com,
TELEARE
EOMZECIERINERS) - 200%/70,
EOSEFRAETAE - 2023-01-04 16:17:11,

EOBIIOEE NN,

2. NS

ITNBERSHGIRNFIE TEOIBERSHFED NS, TEARSHGIRD NSRS
SHER Wik FREFFNULL ESid) R
Action 2 S String ~HSE, KZFOBYE : ModifyUserWhiteRule
Version =2 &5 String NHESE | ANEOEYE : 2018-01-25
Region 2 & String AHSY , FEOFFEEGBILSEH,
Ruleld =z a Uint64 =FMNID
Name & & String FMZAFR
Domain 2 = String b
Signatureld 2 S String Fmid
Status B a Uint64 ARMPRTS
Rules =2 &5 Array of GlobalWhiteCond MNFERER

3. S

SHAWR i A
Ruleld Uint64 2FHMid
Requestld String H—FX ID , &XiEKREPSIRE. BRI EEREIZRIEKA Requestld,
H A3
4. se=hS

WS : BRmEmEX 102 70 #142|
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IZEOERISSEEERAIERG , AbERIGIFEN A HERI,

[Us|

WS : BRmEmEX 103 70 #142m|
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Piawebshel RS

ERUTEHTAYE: 2024-10-18 10:38:29

<7 A

1. ZFOfEA

EOBERIEE . wafapi3.finance.cloud.tencent.com,
PlHawebshel YRS

EOMZECIERINEIRS) : 200%/70,

EOSEFRATE : 2022-04-06 10:57:11,

EOBEIOE S &N,

2. NS

WebRFEFGXEE ( WAF)

UTNBERSEGIRGIH T ROBERSHIBO LDHSE , TBEAHSHFIRDAHERSH,

SHER Whi%E FEFFNULL &St
Action = & String
Version 2 N String
Region = & String
Domain = N String
Status = = Uint64
A M2
3. FitH &
SHER it fEA
Code Uint64 IRERS
Msg String HE
Requestld String
-3
4. 93RS

ZEOGELWSZEBEXRAERD  EtEREF ARG,

WS : BRmEmEX

B}

4
NHSE, AEOBYE : ModifyWebshellEnable
REBH, FFORYE : 2018-01-25

AHSH  FEOFFEEBLSEH,

2

E—IEK ID , &RIERESIRE., EARASFERAZRIBERAT Requestld,
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@ BHETCE WebSI Rk ( WAF )

SRS

EBRUTEHTAYE): 2024-10-18 10:38:29

BotListScore

RBYIREDFR

AN ™4EO5| A ;- DescribeBotTCBRecords, DescribeBotUBRecords, DescribeBotUCBRecords

AR 255 FEFNULL A iR
Total =2 S Int64 Bo

BotUCBPreinstallRuleData

BotUCBPreinstallRulefg3E

AN T™EOS|A : DescribeBotUCBPreinstallRule

R WAl FEYFNULL &<t REA
Res = ) Array of BotUCBPreinstallRule o EIE
DomainBotStatusData
HESH

N3]/ : DescribeBotStatus

ZFR Wiisk FEEFNULL i U
Res = B Array of DomainBotStatus iR

StrategyForAntilnfoLeak

(Wil =Niii=t S U oS RS AT A

#enT#EOS|A : AddAntilnfoLeakRules, ModifyAntilnfoLeakRules

2R Ayvir FBEFNULL it} A
Field = B String PUHC=ER
CompareFunc 2 & String BIEGS
Content P! B String Ui EN
RINFRE : Bl asfEX 28105 ;1 #1421
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CopyBotsUCBFeatureRuleRsp

CopyBotsUCBFeatureRulefJiR[El{E

AN ™ZEO5 |8 : CopyBotUCBFeatureRules

BFR WA
Code =
ErrMsg =
SuccessNum j=3
FailedNum =2
T =

BotUCBPreinstallRule

botREXRE B E MR

FIFNULL
A~
=

Py
[}

iy

oy

iy

AN T™EOS| A : DescribeBotUCBPreinstallRule

BR

Action
AdditionArg
Name
OnOff
Timestamp

ValidTime

Data

API2.0RYiIR[EIZ41

W TEOSIA ¢
BR WAisE

AutoRenew =

Sessionltem

sessioniEN.

WS : BRmEmEX

FBEFNULL

@
A

s
Int64
String
Int64
Int64
Array of String

FBEFNULL

@

A

A

[=]

x=

[}

a

[

=

[}

=

A
S
String

WebRFEFGXEE ( WAF)

fik

OFmALL , EfthRmkM

HERER

FRIIRIEIE

ESVENEE!

FRIIROE =R
ESig) R
String e
String PINSEL
String BiR
String PAS
Uint64 AtiEIEL
Uint64 BRESE)

fEik

{"data":{"AutoRenew":"false"}}}
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#aNT4EO5 A : DescribeSession
BR
Category
KeyOrStartMat
EndMat
StartOffset
EndOffset
Source

TsVersion

P

A0 WD KD KD RD AD

alil

155

MenshenDomainWhiteRule

WEEE=ESUININTIES

AN T™EOS| A : DescribeDomainWhiteRules

=2 Wi
Id 2
Rules 2
Url 2
Function =
Status =
Time =
Searchltem

BNFIREREZEM
#WANTHEA5 A - DescribeHosts
BT
ClsStatus
Status

FlowMode

WS : BRmEmEX

iy

Iy

ABEFNULL
2
2
2
2
2

=
E=

FEFNULL

=

oy oY oY oY oY

iy

BEFNULL

17

iy

ok
&

String
String
String
String
String
String

String

s
Uint64

Array of Uint64
String

String

Uint64

Datetime

WebRFEFGXEE ( WAF)

fiik
UTiveSid
featRt
ZRIEN
tEwnlwiE
ERIm
iR
SEFRAT IR

MidFZ=
pichil
ERT5E

A

iR
HEFX
wafFfFx

RERT
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AppldDetail

clb-waf AppldSdRzAgiEsS

AN TS| A : DescribeUserInfo

BIR Wik ZRIFNULL 388U
Level = = Uint64
AutoRenew = = Uint64
BeginTime 2 = String
Cls = = ClsPackage
ValidTime 2 = String
DomainLimit = & Uint64
DomainCount p3 r Uint64
MainDomainCount = 5 Uint64
MainDomainLimit = = Uint64
RegionLimit = 5 Uint64
LbLimit = B Uinte4
QPS =2 = QPSPackage
MaxQPS 2 & Uinte4
Resourcelds = B String
Type = = String
DomainPkg 2 2 DomainPackage
AllowRegions 2 2 String
CCGuardRegions = = String

DomainBotStatus

DomainBotStatus

#WANTE2O3 A - DescribeBotStatus
AR WAIE FEVFNULL
Category = =

WS : BRmEmEX

WebRFEFGXEE ( WAF)

iR

EBRA | RsaastRiF—H
REBNEEE , 1 BahsEk , 0 1 FEEER
ERAIISCAT R
BINATEE

T ERAIE]
ERFIHBREINEL
EETHECLFERNNE
EETHEZELFERNNE
EETHEZREINE
EEA0MIRBREI N
EEMITERAREI N
WSLRIQPSER
ZRIQPSIE(E

RIRID

Sz

MBI EER

IKSFE T clbwaffIiis 28 |, MNRATENZRTITE T 25
Hhtel , DURIFFEAIMIELLL, BB

IKSTHIE T clbwaffIE R AMIHAR SR | WRATNFRT
IRBEMIEFTE T EREN | BUNFHEATHERLL B,

HE
e
B
[

wn
~+
3.
>
«Q
i
oo
=
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BFR
Domain

Status

CacheUrlItem

PrEXurlrTE=

WENT#EO5| A : DescribeAntiFakeUrl

SR

Id

Name
Domain
Uri
Protocol

Status

Protection

HEEERER

N T™EOS|A : DescribeSpartaProtectionList

SR Wik
Domain =
Domainld =
Chame =
Status =
State =
CreateTime =
Mode Z
Engine =
Vip =
IsGray =

WS : BRmEmEX

WD A0 HD  HD AD

2l

SFNULL

=
(=)

A

B o o o B B o

iy

FREFNULL

iy

m

SEIFNULL

Pz

H o

i

i

&2

s
String
String
String
String
String
String
String
String
Array of String

String

WebRFEFGXEE ( WAF)

sy sk
String b2
Uint64 RS
s R
String Id
String BFR
String 5%
String uri
String hiY
String RE

[

!
55

H&ld

cnamettiit

waffFk 0FRZRKH, 13R7FE

FEPRR - 0 IEERGF 1 RGNZIRE 2 BPEEIEA 3 E2UH3
1522 BlEEATIE)

B

ATR g

EANIPFIZR

REFRR , IREORRE
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@ BHETCE WebSI Rk ( WAF )

R Wik FENULL 388U TR
GrayAreas 2 5 Array of String IREXI , Axf&Eno
CertType = B String WERRE |, IRFEEIER | 25 BNSIEEITES
Cert = = String WBRE
PrivateKey 2 sy String IEBFATA
SSLid 2 & String BRSIEEIERId , YeertType=211E%
IsCdn =2 & String 18cdn , 0Fcdn
IsHttp2 = = String 1FEhttp2 , OFRFE
IsWebsocket =2 & String 1FEBwebsocket , 0OFAFE
HttpsRewrite 2 & String E&httpiEslBkithttps , "1" 2. "0" &
HttpsUpstreamPort = & B String httpsElRiRO
UpstreamType = S String EiEAR  "0"AipElE , "1"AiEEEE
UpstreamDomain 2 & String [alEiE
UpstreamScheme 2 & String [ELRIMY
Cls = S String HES
CClist 2 B Array of String CCrIzR
LoadBalance 2 & String REIEEEL  0FRRRIE , 13=7Rip hash , EiAA0
Ports 2 = Array of Portltem  REZHOERSE
RsList = = Array of String [ERip
SrcList =2 & Array of String ipFlIER
UserSignatureRule
FAFPRAERR N R
AN TZOS |8 - DescribeUserSignatureRule
BFR W% RIFENULL 8 A
ID = = String $FEID
Status & & Int64 PSS
MainClassID = = String FEID
SubClassID & & String FZEID

WS : BRmEmEX %110 7@ #142|
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AR e FBIFNULL 358
CvelD & 5 String
CreateTime & & Datetime_iso
ModifyTime = & Datetime_iso
MainClassName & = String
SubClassName B B String
Description & & String
IpAccessControlData
A EIE S
AN T™ZO5 | : DescribelpAccessControl
AR WA FEIFNULL
Res 2 =z
TotalCount = =

fk
CVEID
BlEEATE]
EHRIIE]

WebRFEFGXEE ( WAF)

FHEF | iRiELanguageF LI /L

FEEF , RiELanguageFEREIL PN/ , HFEidA

00000000 , W=FEA==

g3 5535

S
Array of IpAccessControlltem

Uinte4

PageForDescribeSpartaProtectionList

PageForDescribeSpartaProtectionListiZ1EFRRIEITIEHIR

#ENT™EOS|A : DescribeSpartaProtectionList

BFR WisE
Count =
Index =

RuleUpdatelog

tigas |ZEHMNEFHESHE

a0 ™ZO5 | : DescribeRuleUpdatelLog

BR Wisk
Id S
CreateTime =

WS : BRmEmEX

FEIFNULL

@
=

T
[}

FBEFNULL

=

a
[}

ok
e

Uinte4

Uint64

Uinte4

Datetime_iso

A
ipEARE
T

A

BRI

DR

ik
id&

BlEEATA]
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AR 025w FEEFNULL
ModifyTime = =
Detail B =
Language & )
LogVersion = =
ResponseCode
) Rz NS EI

e
Datetime_iso
String
String

String

WebRFEFGXEE ( WAF)

ik

&A1)
FREES

en/cn XMERIES

HRAER

#UT=OS | : DeleteHost, DescribeHostLimit, ModifyHostFlowMode, ModifyHostMode, ModifyHostStatus,

ModifyPackageRenew, ModifyWebshellStatus

R WA FEVFNULL -t
Code = S String
Message = 5 String
ActionedIpData
HEHE

WA T4EO5 | : DescribeActionedIp

SR Wik FEEFNULL
Res = =
TotalCount =2 &

BotTCBRule

bot tcb#LNl

WINTEOSIA -
2R Wi
FeedFetcher =
LinkChecker =
Marketing =
ScreenshotCreator =

WS : BRmEmEX

ESid]
Array of ActionedIpltem
Uint64
FHHFNULL s
& BotTCBRuleltem
B BotTCBRuleltem
& BotTCBRuleltem
& BotTCBRuleltem

1A

ANERAETHNIREISuccess , S

1R R
AR BIIMRESuccess , KNIIR

ElyunapiE X HI5ERED

EIWAFE X —REIRG

iR
PSR
it

i)

botTCBF5HY
botTCBF£EY
botTCBF5HY

botTCBF£EY
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BFR Wi
SearchEngineBot 2
SiteMonitor =
SpeedTester =
Tool =
Uncategorised =
VirusScanner =
VulnerabilityScanner =
WebScraper =
Appid =
Domain =
Timestamp =
QPSPackage

clb-waf QPSEE

FAEFNULL

11 B 17/ S 17/ R 17/ S 1 I 17 B 1 N 17 I i 1

i

#ENT™EOS|A : DescribeSpartUserinfo, DescribeUserInfo

B WATSE FVFNULL
Resourcelds =2 &
ValidTime P ray
AutoRenew = iy
Count = B
Region = )

DownloadRecordItem

THICR

AN T™EOS| A : DescribeAttackDownloadRecords

E=H WA FFNULL
Name 2 B
Flow = &

WS : BRmEmEX

String
String
Int64
Int64

String

s
String

String

BotTCBRuleltem
BotTCBRuleltem
BotTCBRuleltem
BotTCBRuleltem
BotTCBRuleltem
BotTCBRuleltem
BotTCBRuleltem
BotTCBRuleltem
Uint64

String

Uint64

A
HIRID

IS HARTIE]

WebRFEFGXEE ( WAF)

A
botTCBF&8
botTCBF£EY
botTCBF5EY
botTCBF£EY
botTCBF5HY
botTCBF£EY
botTCBF5HY
botTCBF£EY
appid

1=

A )RR

BEBEEE , 1 B4R, 01 FEEER

BRI

EEWTHE |, clb-wafEhiREEE

fik
55

{£551D
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SR Wik
Host Z
CreateTime =
ExpireTime 2
Count =
Status =
Url =
Id =
ActionedIpltem
ipEIRSE

FEFNULL ESid)

&5 String

= Datetime
& Datetime
B Uint64
= Uint64
= String

= Uint64

WA 405 | : DescribeActionedIp

B WAL FEFFNULL
Action 2 &
Category = =
Ip b= a
Name b~ a
Note = a
TsVersion = &
ValidTs = a

DNSDetectRecord

DNSHIFMIRNCR

wANTEEOSIA -
B WAl FEYFNULL
Id = a
Domain = &
HijackRecords = =
HijackRegions = B

WS : BRmEmEX

WebRFEFGXEE ( WAF)

fik

ESSXIRE =
ES5elIEERTE)
ES5ITEAR A

ESHRANCREE

ESEBITRE , 05179, 1588, 2K

ESSER Tt
HIEEREID
ESic) fEA
Uint64 e
String 251
String ip
String SREREFR
String &t
Uint64 SRR,
Uint64 BeiEE
i fEk
Uint64 ICRAYID
String %S
Uint64 WENFFRICRE
Uint64 ENFRFROMEIEEL
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BFR
CreateTime

AuthlIP

SubClassltem

FRER

#HANTEO3|A : DescribeMainClass

g N
SubClassID
SubClassName

Description

CustomPayload
wafBEE &
WA EOSIA -

BFR

Category

Id

LearnStat

Remark

Source

Timestamp

Value

BotRecordItemRes

botifEiFEFS
B T™ZEOSIE -

WS : BRmEmEX

FBEFNULL
A~
[}
3=
[ )
WhsE SBIEFENULL
é =
B B
" B
FBIFNULL
~
=
[
~
[ )
=
[}
=~
[ )
Pz
=
=
[ )
ABIFNULL
=
[ ]

=il
String
Array of String
String
String
String
s
String
String
String
String
String
Uint64
String
String

WebRFEFGXEE ( WAF)

fik
ICRHER ()

RENCFREE

SEEATERL
BierE

THiRFFS AR

%115 T #1421

\|



O BASTCE

DomainPackage

clb-waf HEZH BREZR

AN TS| A : DescribeUserInfo

BFR D%y
Resourcelds Z
ValidTime P
AutoRenew =
Count =
Region z

FBEFNULL

O D o

iy

2
String
String
Uint64
Uint64

String

AddSpartaWafRuleReqStrategy

BENSERIREE
WA EOSIA -
BR
Field
CompareFunc
Content

Arg

WebRFEFGXEE ( WAF)

%
HIFID

S HAR A

EREWLNE

EEWLH | clb-wafERHSERZ

DescribeAntilnfoLeakRulesStrategyltem

DescribeAntilnfolLeakRulesiREIRIHINITTE= PRI AN TTE

AN T™EOS|A : DescribeAntilnfoLeakRules

% N
Field
CompareFunc

Content

PagelnfoForlnt

DIRSEEREIR

WS : BRmEmEX

Wik
=
=
=
=

=
~x=

REBmMEEE 1 8otk 0 1 FENELE

FEFNULL &Sic) A

B String PLBC=ER

& String ITEESEK

= String BIERTE

B String U
FEVFNULL et R
= String FER
&5 String 44
B String [SE

FEllem
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AN TEMO3| 8 : DescribeDNSDetectDomainlList

BR
PageNumber

PageSize

Piechartltem

THEIEESRE

AN THEO3 | : DescribeAttackType

% N
Type

Count

AttackExportJobInfo

REATSHESEREE

Wik

=
=

=
=

AN T#ZOS | - DescribeExportAttackDetailJobs

2R

Id

CreateTime
FileName
LogsCount
UploadCount
UploadProgress
DeleteFlag
ExpiredDays
ExpiredTime
FileDownloadUrl
TaskType
TaskStatus

QueryParams

WS : BRmEmEX

=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=

=
E

% FEFNULL
ZEE =
= B
FEEFNULL
B
=
FEFFNULL i
= Uint64
= Datetime
) String
) Uint64
) Uinte4
) String
) Uinte4
) Uint64
) Datetime
) String
= Uint64
) Uint64
) String

HE
&2

Uinte4

Uint64

ellkEnE)
ESEBR

AEREE

AEESHHE

AESHEE

WebRFEFGXEE ( WAF)

A B
& B

a
A
2
3

2
5

XE
2

cosfifginzg 097Kk 1A EMIBR

THAREL

I HAR ]

cosIZ{4 T &bt

53268 0fFim iz SR

ESNE 0,

BHSH

BT 1. Fepk 2. KW
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Appld = = Uint64 Appid
Uin = & Uinte4 S

UserWhiteRule

ERMNBERE

AN TEOS| A : DescribeUserWhiteRule

SR Wi FEFFNULL KRB 1%
Id = =B Uint64 F5
Name & & String HNEFR
Domain & i String w2
Signatureld & & String RS
Status S S Uint64 FUMFF o=
CreateTime & & Datetime_iso BIEERTE
ModifyTime & S Datetime_iso 1EATE]
Rules S B Array of GlobalWhiteCond FUMELR
BotItemsListltem
botFlFEtH
AN T35 : DescribeBotTCBRecords, DescribeBotUBRecords, DescribeBotUCBRecords
BR whI%E FEFFNULL &S] TR
Action 2 P String BE
BotFeature = = Array of String bot4FE
Id = = String mongodb id
Nums P! S Int64 #H
RuleName = = String KB ZFR
Score 2 & BotListScore By
SessionDuration 2 S Float FFEEAdE)
Srclp = = String iEip

WS : BRmEmEX %118 Tn #142m|
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BFR FEFNULL

Stat

iy

iy

Timestamp

TcbDetail

alil

RuleVersionData

A
AN~ 2O3|F : DescribeRuleVersion
2R
Id
Appid
Version
Rules
Description
CreateTime

ModifyTime

IpHitltemsData

HESH

AN O3 : DescribelpHitltems

BFR ARIFNULL

Res &

TotalCount

@
[}

KVInt

Key-Valuef9fz(; , ValueAlnt

WA T4EO35 | : DescribeTopAttackDomain

BR Wik FEFFNULL

= =
= =)

Key

WS : BRmEmEX

FeEFNULL
=
A
=
=z
=
=z
=

=
=

St

BotListStat

Uint6e4

String
s
Int64
Int64
String
Int64
String
String
String

Array of IpHitltem

Uint64

b
&2

String

WebRFEFGXEE ( WAF)

fik

FeitEdE

A TEJR%
NIFEIINSEL

EE EE E E EE B
B R R

EE
W

EE
W

fiik
3 USEIES

1%\%& E
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B DASvis AIFNULL St
Value = 5 Uinte4
BotRecordItem

Bot_V2 boticRiAaiF BT RS

W T3]/ : DescribeBotRecordltems

2R Wik FEFFNULL RE
Items p=3 &= String

MenshenDomainRule

IR ANZ IR

N T#EEOS|A : DescribeDomainRules

BFR whiSE FEFFNULL ESic)

Id = = Uint64
Type 2 2 String
Level = = String
Description P P String
CVE = = String
Status = = String
ModifyTime 2 2 Datetime
TypeEn = = String
LevelEn = = String
DescriptionEn = = String

WebshellStatus

HZEwebshel FFERZS
U T™EEOS|A : ModifyWebshellStatus

AR yvir FIFNULL ESit) A
Domain =2 &5 String 153

WS : BRmEmEX

WebRFEFGXEE ( WAF)

1%

Value

5%

RSN

(EBEE
AMISEBIZE T
FREX

R
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BFR Wiisk FEIFNULL St
Status = 5 Uinte4

BotTcbRuleData

HEER

WENT#EO3| A : DescribeBotTCBRule

BFR WA FEFNULL
Res = =

IpAccessControlltem

ipRERR

#eNT™EEO5|A : DescribelpAccessControl

BIR WhisE IFNULL
ActionType P &=
Ip = a
Note = a
Source 2 &
TsVersion = =
ValidTs = &
HostRecord
clb-waffFriE 3

WebRFEFGXEE ( WAF)

fik

webshellFF& , 1: F., 0: 3%, 2: ME

it i)
Array of String tcbFLY

St fEk

Uint64 e

String ip

String &t

String KR

Uint64 SRS ER

Uint64 BRE AT

WA T=O5|F : CreateHost, DescribeHost, DescribeHosts, ModifyHost

BFR Wik FRPENULL KA
Domain = = String
Domainld = = String
MainDomain = = String
Mode = = Uint64
Status = = Uinte4

WS : BRmEmEX

1)

[

=

EHAID

FEFE  A\SHAE

waftiz , Flsaas waf{Rig—E

waffILDEI4BE , 0 : 18848 , 1 : 45
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State = = Uint64
Engine = = Uint64
IsCdn 2 S Uint64
LoadBalancerSet &£ & Array of
LoadBalancer
Region = = String
Edition 2 & String
FlowMode = = Uint64
ClsStatus 2 & Uint64
NetworkType = iy String
Level 2 S Uint64
IpHitltem
ipE RS EEE
WA T™2O3 | : DescribelpHitltems
BFR WA FEEFNULL
Action 2 &
Category = B
Ip = £
Name 2 a
TsVersion 2 &
ValidTs = &
AttackDetalil
W EHUERE
AN T™EO3|F : DescribeAttackDetail
B WA FBIFNULL ESid)
ArgsName = = String
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WSBRELEE Error 268 , MR APLECISN. D

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
13
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}
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