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3. TSP ARIPASEEEE | REES | IEEHE

4. FEEREHFENCVM |, REHA

5. BEFEMANGEE | WIATIRERTEA ;

6. IREFSEMEAWIPFIRTE , B B4FE RS ;

3. ZZEnginx , 580w

1. RECVMHID , HABICVMESETE , EHICVMAIIRSSERID ;

2. HiEEmRPCVM-=EH (FAFER ) T, BFRIEFIEEREUVUID , #ERIZ SHIR9ARSSESID , JLAESRIEEHIRKIP ;

3. BRFIFENIANIP , MA&<S : ssh IFEEHIANIP , ZEHFRCYMEHEANNE ;

4. i \#75<> virsh console UUID --force , #flvirsh console 5abelb63-67e9-4fa3-bcf8-10e208bd0cll --force , IHAZICVMA ;

WS : BRmEmEX 5840 TW #1447
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%% © yum install -y nginx
BEINginxfg5S : service nginx start

BHEOHOREEHA : netstat -nap|grep 80

4. HFBELERP 2 MWipisit 22 EXS/ IR 80F0443 |, FEEEITnatgwiBcvm
A980uR IFERIE fthum [ |, 5140788 , FEHZRAPKELLLMXK (WIS RIS
HE)

1. MBS IAENATINK | ISR RAIIES | MR, FrENATRX ;

2. RRLIREMASI , eI , IREIZINATRXSIRTH ;

3. TERTERAINATRIK R RERIKID ;

4. _REROEE ;

5. mtheE

6. L RIRO ;

7. EFVERET | EEIRRER  FEAARAMIE T | AR, TERERER
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8 MASIE LA , SRENEFCEFIAINATRX ;

9. RTHEXRKTFN , BRI FNGE , REHEE , REZIEHZRYIRTHE ;

5. ¥518]http://imgcache.finance.cloud.tencent.com:802.3/ip:788/ IgiFweb
puE RS IER

6. FHrIECLBSLAR talfras ;

1. SERESE  ELBLAFIRR aLEE ;

2. FIRLRENAAST , ARIERESCYMNE—E, RERATHE ;

3. EFPAESTIR/ R R iRIA

4. mE5eRk ;

5. fELBSLAIFIR A LIEERINIMSEAISLS) , mESEBIID ;

6. RLIT=REIE ;

WS : BRmEmEX 542 T 144
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7. SR E AR | SIESIRES ;

WebRFEFGXEE ( WAF)

8. MINBR. iNFIROS , IOSMANATRRE RGOS |, 20788 , mTEHERE ;

9. mEialTER PR FHACIE" , MAERENES RS RESR T8

HTTPEL TR "SRRI AT

7. BN EISEHEIWAFRIS [ ET A

RG] ( SadaEEY ) F PR S R EIE ST 4EE

1. BRizEin , ZRSHBPEMNEE- CERKZR , #HIMNEEERPIERE  SESIETRIP

2. BRWAFZE , ESRFEEY , LR ;

3.MNSIEIP, 2R RI , A

4. FRIEREIN ;

WS : BRmEmEX

5843 T H144m



X BIHSTCE WebRIFERAXHS (WAF )

852 SaaSTIWAFRug

BIREHAYE: 2024-10-17 17:10:00

BESaaSEIWAF R,

e SaaSEY WA Z IR EM N RbitiE | JRubii RE 5SaaSEIWAFRYS [ZE@EPRT |, JRUGIPEILAEFIRIKIP , teTLAEFRSNKIIP,
TES BB MIPAEELRIAFNI NP EY RS,

1. AKIPSRET RS

1. BRIZEMEERRSHREECVM , REEERZR , MR ;

2. IEENEMA SIS |, JLEERFIEAICVM;

3. EAEFRIBICVMA;

4. FECVMeFZRZENginx , HIANGS yum install -y nginx ;

JBoINginxfiRSS : service nginx start

BE0IHHREEEH : netstat -nap|grep nginx

5. #£Saas3 [E#rhpingfltelnet cvmiIPHEI R ik B E 2 TIES;
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6. fEsaasBYWAFHHTIBIE S, IRIGIPEIA B RIS CVMAJIPHAL;

7. BgEhost , nElFIEEE , AJLABGRIZEIRMIPRELATRL;

2. HNIPSEEY UG

1. B2, WECVM |, HAZICVMEAE |, SRRt | S

2. FriEMETRESCLBME—E , ERSIURRSIINERERE , it T | SRR

3. RIBLIRESRRGE AT | RS

4. HRLIRENEREEIITNRRE , Ah 2 | RERSENEN ;

5. RRLIRERIARRSEGEING  BATHNER  RET—F  WARERER

6. BEEINIAFHENER  BIALIRE , REFHE;

7. RIFEEARIPHELE , 48ECVM , CVMZERT , i3t mIP |, i S5CVYMIBRABERIE | il , FREBSCRREIERSI ;

WS : BRmEmEX 5845 T 144
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8. mHIA , IREEEEMEAWIPFIZRIE , AILAEBRFHEABREARIP B RAHERT |

9. MEEEAIPA RIE 1= | MEES | HEPRE |

0. IEFELENCVYM |, mEHiA ;

1 EEFERANER WAL RERGTA ;

2. IREZEEEEARIPFIRNE , B E4E RS

3. Z&Nginx , [FA80ixA , mEHECVMMIID , FARICVMSERE , EHCVYMAYIRSSESID ;

4. FHIEEmPCYM-EFREIRT , MFREFEZEUUID |, HUERIZ SHIRRSEEID , ATLIERZIEETIAMIP ;

5. BREBENAMIP , MA@ : ssh BEHAMIP , Z8HFHECYMEHENRIZETS ;

6. INE< virsh console UUID --force , #fvirsh console 5abelb63-67e9-4fa3-bcf8-10e208bd0cl1l --force , HAZICVM ;

T ENEBANU TGO TRE |

%% . yum install -y nginx
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[BEINginxfgSS : service nginx start

BEESOROEAREA : netstat -nap|grep 80

8. T HALEFAMipHitEE | FXIFMTHERO80F1443 , EEBIInatgwiBcvmI80uH AL ZIE bR , 180788 , FIEESHZRPHKEXLL
KK (MRS RILTUSZRELSER2.18-2.26 ) ; FAEMEIER FIEENATIR | IEFMABEGE , REREE , STENATREX ;

9. IHRIFMENBMASIT , REEIR , IREIZINATRXSIRITHE ;

0. FEFEAINATRIK HRERIKID ;

1 RfEmA%ER ;

2. SR

3. s RIRO

4. EFVERET | EEFIREAR | EEMASET , MG SRR

5 MASIEREEIE , REEREEFINAINATRX ;

6. IRTRBEREFN |, IEEXRENFNE , REHRE , IREIZIFEHZRYIRTH ;

WS : BRmEmEX 5847 T H144T



O BASTCE

7. 3piEhttp://imgcache.finance.cloud.tencent.com:802fip:788/ ¥ilFweb it 2R IEH

8. TESaaSEIWAFrRETIRIEE, RGP SR EIPAIhLL;

WS : BRmEmEX

WebRFEFGXEE ( WAF)

5848 Tn H144m



X BIHSTCE

APISZ#Y

RIuAEZR (waf )
B (2018-01-25)
APIHEES

BITEFAYa): 2024-10-18 10:38:27

APIERZ

V3

HithzO

ORI

AddCustomRule
DescribeApiVersion
DescribeRuleVersion
DescribeWhiteByKey
WafCreateResourceAfterPay

WafGetDomainEngineType

HEARSEXEO

EOFWR
CreateAttackDownloadTask

DeleteDownloadRecord

BhiFiREEREO

EOBR
AddUserWhiteRule
CheckUserWhiteRuleName

DeleteSession

WRFRE - BRmERMEX

WebRFEFGXEE ( WAF)

#EOIhaEE

HEINEE A
SRENRGEhRA
SRELANIR A
wafRENE = BR7 I
TISEWAF

WafGetDomainEngineType

O8RS
SIERERE T ERES
RS TSR

#ZOThee
HEINANIS (e &R
BRAFERBERFES

Waf £iFEN Deletetz

549 ;1 H144m



X BIHSTCE

EORR
DeleteUserWhiteRule
DescribeCustomRules
DescribeMainClass
DescribeRuleUpdatelLog
DescribeUserEngineType

DescribeUserLevel

DescribeUserSignatureRule

DescribeUserWhiteRule
DescribeWebshellEnable
ModifyCustomRuleStatus
ModifyUserLevel
ModifyUserSignatureRule
ModifyUserWhiteRule

ModifyWebshellEnable

WRFRE - BRmERMEX

BEOIhRY

e S
IRENE B SURREDIZR
RINELRRFEER
SREVEHENSEHT NS
SRENFRF IS [ g 2R
SREXFB RPN
IRENFRFREARGZR
L BRER
$R1Bwebshel HJHERZS
B E ARIFF X
1ER R BN
&R BRI
TELFERAEH

iawebshel FJHIAZES

WebRFEFGXEE ( WAF)

5850 Tn H144m
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BB

EOSH7V]

BEEFATE): 2024-10-18 10:38:27

tcecloud APl £XE/MAEIEKIFHITEMIGIIE , BB MNEREBZTEELATBERESHTEEEREE ( Signature ) LISIEEKRES D, &

BIERHRTEFIEER , T2 FIERE Secretld 7] SecretKey ; ERFPEIREZEFEIE | BRIECAPIZARNHEES , BNTEERATAP
#ZM.

= .

1. RiFReFEiE

HEEIXER=APIZE] , BRIERAPIZSANHBRIELEEIE. L2 EIUFELE Secretld 1 SecretKey :
e Secretld B F#RR APL & BH

* SecretKey BFIIEEE FFBMIRS SRS E FRTRIER.

* APRITEREREEIE , BHRtE,

HiBLZeEIINEREERNT -

1. EFRtcecloudEEBFIEHIE,
2. BHE=APIZSRRNEHI A TUE
3. E=APIESETUHE , M [F7] RPRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELIBBIRT Secretld / SecretKey,

2. ERE R R

BT ZeEiESecretld f SecretKeyf5 , MATLAERESZERT. IATREEMRSSHRNIFMSFE :
BRIZFFHY Secretld #1 SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

AR RERERA , SRR RRERIEN Secretld f SecretKey B TIREHR(E !
LA=RRSS 2R EEXLfI7IZR(Describelnstances)iEk A6l , SRAFERAX—EOR , iSRS T:

SHER 3L 248

Action 555 Describelnstances

Secretld #=5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E I[Nl 1465185768

Nonce PEHLIEEEEY 11886

Region SCAIRRTEX ap-guangzhou
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SHRER 533 S8

Instancelds.0 FSEIARYSCHID ins-09dx96dg

Offset ImiEE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. HBETHEFF

BEEMNEERSERSHEBNFEE ( ASCHRE ) AFHIF. T8 1) RIESHSHTHIF | SRERTINET , 7&85tA/ ;
2) ¥ ASCII 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARIREE, AATLUERRIEES PHIE%
HERFRBSRSLINX—INAE , 1 php B8 ksort i, EIRRBISEHAHEFERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region'’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version'": '2017-03-12',

}

ERAECEFRRINESIAN , X EERAIFRISEEITHIF | BRIRER—EEA.

2.2. BHEBKF AT

WWEBEMBERFGE. HE L —THIRFRIERSEISTN R SRR ="S81E 1 | W% Action 28 , HESEEFRA "Action”
, BHYEA "Describelnstances" , EIAEXEH A Action=Describelnstances . ¥ : “S&E"HERIAETIEur4RREOE.

REBEIHENS IS8R HEE—R | REERIBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHEERIRFHER
WEREMRERIRFMEH. SRIRFAFEHEUT L SEHE:

1. iEKAE: 25 POST #1 GET 5=, XEB(EM GET i53K , TR HENEKE.

2. IERENBEELIFZE (Describelnstances)§9i5K1E4 5 : cvm.finance.cloud.tencent.com, SCRRAVIE KIS RIEEOFBEREIR
EfARE |, FHEEE 5.

3. BRI HRIMRAZAPIFIERIEREER / .

4. {ERFRIE: B E—ERRNERFRIE,

ERFEBRRIHEAN D BRTE + BKREN +IBEKER + 7 + BRFRES
TOIRIHERERD

WS : BRmEmEX 5852 T #1441
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&V
ersion=2017-03-12

24, EpSEREA

S BRERSER, BEEMER HMAC-SHAL EiEY E—S RSN ERFOIFFRHTES | ARKBEMNE S SER Base6s #H1T4R
13, BIERIGRERIER A,
BRSNS |, LA PHP BS54
$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651
85768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

BRI E BN
EiP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR ARG TERIIE , BRNERHES6IFHhaI—EEE.

3. ERRIRG

ERRIS R BT REEIRIFNIBRESEH , FEXNHET URL %3,

8N F— RIS Z A ElIPOYW3pW28FpsEdkXt/+WcGel= , BEFIR0RE HRiBREE ( Signature ) 7
EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Ei5RTFEMSRAER URL,

AR NRAPRISEKSER GET , si&iEK51%5R POST @it Content-Type A application/x-www-form-urlencoded , MI&iXiEkK
RAEERSHEIREM URL RS , SHRBN-ASARERIG. IF ASCI FFHE URL fRISAIFREStLl UTF-8 #{T4%i8.

R | LREIESH http BEREESFTESEHT urlencode , FEXMMENT , MATREXIERBHT URL K37 , BUAX URL 4
HeSHERLM.

IR RthSBEbBEHR{ TR , MESRA RFC 3986, 87 %XY MEHFRPUINFHTES R , HP "X T"Y A7 B
(0-9 KB A-F) , BRINSE5IRER.

4. ZZEM

HRIESSIREN | FEUTERRMANEIRS | SHRIESIREAE

R fEIREA
AuthFailure.SignatureExpire BEILHR
AuthFailure.SecretldNotFound IR
AuthFailure.SignatureFailure ERHER
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RS HoSEIAR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 APl ZHE3EAY )

5. BRIER

fESCPRiERS AP 3.0 BY |, #EFFEAECERItcecloud SDK 3.0 , SDK f#ETERANGRE , FARRXE~mIBHAVRMEORD. FMER
£ SDK iy, HRISTHFAIRIEESH ¢

e Python

* Java

* PHP

* Go

e JavaScript
e .NET

ATEBRNFERERTRE , THUSMREES A6, B OANERTERRIIL. BXkES. ERIROMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN | TRTAIBRERMA SDK.

REEHHAY url TJ8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPRZERENN | HEBEARRSHEIRE |, RIaNSRELL url FEXSEEHF I FEE R curl Em<SERINSIREESN
Hix | ERH. ATEE—NMTLUEERER url |, FEERUREIFH] Secretld 1 SecretKey NESLAVESE | FHERRFHBIRTEEUE
79 Timestamp ,

IR A TENTAT  ARREES [ EER—ESEXITEEIR url JEEEEMAR , RIASHNINFAR | (EXHARIER
. REMAESHEE  BESITEIERRIE.,

TR LIMURB(ERT APL 3.0 , FEEERATHEMNERRE | BMERIERN APl , BTFEATERBLSHERUEER |, B
XS R BYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
/] EFRERur RS SEIRF B ER

for (String k : params.keySet()) {

/] FEXSEKEB# Turlencode , BT keyEBRRNFH , #ltA I Hvaluei#{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LAEEIHEF

// SCRmVEFBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHESE

// SEFREAFRT N X EFRE R SRR |, FI20 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~NFHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIEE5%4

params.put("Action”, "Describelnstances"); // 2"HE%1

params.put("Version", "2017-03-12"); // A5

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // \'535%§

params.put("Offset", 0); // W51

params.put("Instancelds.0", "ins-09dx96dg"); // WEE#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // A%t
28

System.out.printin(getUrl(params));

}

}

Python

TR (IRETE Python 2 IMEHET , EBESLREE requests (KB :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# ISSCRRER | AShiaaTer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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w2 S8

EOZERV3

B SE#AYA: 2024-10-18 10:38:27

tcecloud API SX$E/MARNERE TEBIGIE | ED’EN%T%BWET"A%EX’*éﬂ@@@xg{* (Signature ) LBSIEERESD, &

ZIEEHTZEeEIIER  TeFIEEIE Secretld 71 SecretKey ; ERFPIRRBLZEEIE , BRIF=APIZHTUERE | BNFEEERAZ=API
=0,

‘EEI—‘—I =
1. HFLEEIE
EFE—RERAZAPIZH , BRI CAPIZENERIELEEIL, LT2EIEIE Secretld 71 SecretKey :

e Secretld FAF#rR APLERE S %D
o SecretKey FIFINEE A Z R BFIRS 2 mIGIE S E FRATRIZH.
s AFPWIITIRREZSREIE , BRitEE,

RIS ZIENEARLS BT :

1. EFtcecloud BRI ZHIE,

2. BI{F=APIZSERIIEHI G TRE

3. AE=APIZSATIHE , Mz [FiE] BIALAGIEE—XISecretld/SecretKey

TR AREKSRESELUABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &L 753%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data PN | json IEXERARTBISEOSTE |, multipart 8=
RENEWSEONE: | IWEHZEOAEEER json 18IUER | &5 BRSO A,

THUSRSHRERT MNXSEGFIREAGIF  DEBNMBERANTEIRE. HAMBETERSAIFIRFANSE : Limit 71 Offset ,
{£F8 GET 73:58R.

RiIZFIFHY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAEIE R
RIS HHEHIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , ARfIs GET ;
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e CanonicalURI : URI £%¢ , API 3.0 E@AIERHT (/)

e CanonicalQueryString : &#2 HTTP &K URL FRIUEIH=/FER , 33F POST 5K , BIEAZSFE , 3TF GET &K , WA URL id
£ (?) EENFFERS , AREIBUES : Limit=10&0ffset=0, ;£ : CanonicalQueryString EE437 URL 473,

* CanonicalHeaders : £25&8FA0LEYMEE . 263 host F content-type FINLER , (BRI IIANBENRILESPSEERLIEEEEIE
REOE—MEIR e M, FHERN - 1) SLE8 key 1 value Si—3ER/NE |, HEISEESTHE | 1ZAR key:value\n i8=XHHE ; 2) SMLER,
HZABSLER key (/NE ) ROFEEHAFFRB THHE. A ¢ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £25&ZAEMER | IRBALLXIERBMLLIS S5 TER , # CanonicalHeaders B ZHILEABE—XIMNAY,
content-type [ host JusifEskEB, HHENIN : 1) L3R key ZB—HA/NE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ . content-type;host

* HashedRequestPayload : IEKIEXHIIEHE , itE /5% Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 33 HTTP i5
KEE/NEX payload fff SHA256 5% , AF+7\#HlmD | RERIDHREEM/NEFE., & : XJF GET i53K , RequestPayload [
ERTFRHE , WF POST i5K , RequestPayload By HTTP i53KIEFX payload,

HRIELLEANIN | OIRERIRAGEIERENT (ATRNEW , \n BITFHIESSRITEHFI—TEK ) -

GET

/

Limit=10&0ffset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER IR
RITTMERHHRGER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BATEREH TC3-HMAC-SHA256 ;

e RequestTimestamp : ERAFEE; , BIERLERHY X-TC-Timestamp BUE , A1 ERBIERA 1539084154 ;

e CredentialScope : EIEEE |, 1829 Date/service/tc3_request , @& HHR. FNEKARSINLIEFFE (tc3_request ) , Date A
UTC tRERTTEIREHE , BYEREM LS X-TC-Timestamp #25AY UTC iRAERIBIHRE—3 ; service AF-@mE , XWASEBNR
BEZ—5, g0 cvm, S0 ERBLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASBHHEFTENECIERENRHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date Z/RMBTEIEL X-TC-Timestamp ITE152 , BRfX A UTC+0, MNRMARZAHEKER , HIIIFR/\X , ESHEXE
ERERmI , BERREMERCERY. RigitER/ 1551113065 , 4/ \XAJRTiELE 2019-02-26 00:44:25 , (BRI HEE
89 Date BX UTC+0 FYHHEARS 2019-02-25 , A2 2019-02-26,
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2. Timestamp X/REHRIRFATE , BEBERRSEHENEREERSH , MREEETADHPNSERM. MNRKASEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

MR LA | REIPERIRFERFRHRUT (AT RREN , \n RITFAESSRITER—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. iH8SE
1) HEIREREEE , (hRBUIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date =E¥=8. , a0 L5~ , 792018-10-09 ;
e Service : B Credential g4 Service ZEREE. , A0 L3R=0 , 79 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRES ZER ;
e StringToSign : BIZB2ATEBRINSFSEFRE ;

2.4. 8 Authorization
AN ™R E Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ', '

'Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
e Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M tX , EIEEHE ;

* SignedHeaders : L EX , 258 ZHLIHER ;

e Signature : £

HRIBA AN | IR EEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl174c474
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RETEIERERAT

WebRFEFmKiE ( WAF

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&80Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

RIESSIRER | FAEUTERRMANERG | iSRIESIRIEAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm®;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ?#;%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk 53% 3 o .L-l.%é% *kkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkkkk ig% 4 j:}‘fl:ﬁ Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkhkkkk 53% 1 o ;#;g;m;ﬁi%*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkkkkkk 5% 2 : T#*%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkkhkk ig% 3 : -‘L-I-gﬁg *hkkkkhkkkkhkkkhkk

# ITEERHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk 552’% 4 : ?#*i?: Authorization khkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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15 KE5H4)

BRITEHAYE: 2024-10-18 10:38:27

1. fRSSHbtt

btz (Region ) RIEYBERIEHEH OAIMIEXE,, tcecloudFIIEARRIHZ EE2RE |, MIEARHRERATEEATSEEINEE

th. ATIHEHRME. RS THEE  ESERERELIEEF I,
ERTLUEIT APIED EiigSIR B TAritbEsIxR.

2. BEMY

tcecloud API FIFFEEOEIE HTTPS HTE(E | IRIAEREMNEEEE.

\E > :
3. IBKTE
STHEEY HTTP iS5k
e POST (#7F)
o GET
POST iEkz#569 Content-Type 28! :

* application/json ( ##F ) , ¥4fFA TC3-HMAC-SHA256 && 754,
* application/x-www-form-urlencoded , %7f#R HmacSHA1 g HmacSHA256 &&75i%.
* multipart/form-data ({X&EB#EOSHRF ) |, KER TC3-HMAC-SHA256 &E757%,

GET IERHUEREA/NARE#BIT 32 KB, POST iERFEAESEAEHN HmacSHAL, HmacSHA256 BAE#8iZ 1 MB, POST i&EK{EAE

#&FiEA TC3-HMAC-SHA256 Ffz3% 10 MB,

4, FRIwAS

FEFAUTF-84%%3.
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IS

BT HTAYE): 2024-10-18 10:38:27

RS

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HEFAT) , EeJaerOREIT )

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMEBH Requestld REERFER , TiCiEKRMINSE , RE APIET |, MAERIREL

* Requestld FBF— APLiERAIME—FRIR , W5 APL HIISE , STLABRREA] , FHRMALZ ID KARREEH,

o [RTEEMNFES  HRIWARKEOENNTFER  AENEOMMRENFES IEOXEFREN. HEIHE TotalCount
InstanceStatusSet 5 DescribelnstancesStatus & OENXIFER , BT EAREKNAFREMEIE=RS2TLH , Bl TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tEHIRIREIER
£, EEEERATN

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMEEZISKARKM, Error FERMEREAERRY Code 1 Message FERTE LM AT 2 EIREIRY,

e Code FZREMHEAEIRD , HiEKH BT RIEZEIRISEA TSRS Ha0E O RAYERES R EEmE R MREEFIRR
BE,

Message BRHTXMEIREENERRE , BEISEESAEMN | WAL B FRISTEREH , AP ARARKEXMRE]
&,

* Requestld FFF— API iERAUE—HIRIR , N8R APL HIIEE , SJLABCRIRA] , FHEMIZ ID SkARREE,

~IIEIRY (TODO: EEERE, REAENEER?)

IREIZERPUNRIFAE Error R , NZRRBA APLIECIKM,  Error iy Code FERFRTMEIRD , ATE SR BEHINAYEEIRAS A AL
IREG , TERFIH T ARG,

WS : BRmEmEX 5565 T #1441



O BASTCE

FHIRAD
AuthFailure.InvalidSecretld
AuthFailure. MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

TRIRIEA
ERAEE (A2 API AR ) |
MFA $5ig,

AR,

R

SZZIULLN

%

SRR,

k

token $&iR.

Bk CAM 1L,

WebRFEFGXEE ( WAF)

DryRun #{F , RFBFRGSEMING , RRSET DryRun 2.

HERERIL

REREIR.

EORMFE.

SHIEIR.

SR EEIR.

B ECRPR .
ROSEGEIR.
EOMANFE.
IERAVREGET T SRERPRHE]
RiRH G .

BB E.

BIRMFE.

BIRAE A,

RIRBUE(E.

RASEGER.

SIS EEN
http(s)iEXIMMYEEIR . R>2FF GET # POST 15K,

EORSHSATEhEL,
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\H5

VAN

VTSR A E): 2024-10-18 10:38:27

WebRFEFGXEE ( WAF)

HEYRATRRBFIZOLSNENSE  WIFE | A MEORBRARO AP ABXLSHEHTRE  EERERKIETEE
}E XLESH , FREERKIEIEK.

ERTTE V3

{888 TC3-HMAC-SHA256 && 7507 ,

SHETR St

X-TC-Action String

X-TC-Region String

X-TC-

. Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

fil

alil

el

alil

o

NHBHEBEFZ—HZ) HTTP Header i53KLEBh , 10T :

%

BEREOSR, ESEEOXEPMASEATESE Action A9RE, FIIN=IRESEENE
EEFIFIRZEO |, BUYES Describelnstances,

WIS SRR BRI EI MbERIEE. RORZAEEESE R OXETRAS
NS Region AUGHR. 1R | EEROAFTEELBEZSY , EOEPIIILATHI5R
B9, RSB EEEBIZ S M BARER.

=1 UNIX BfE)E , EliCRAH#E APLiERAIATE), g0 1529223702, & : (IRSMRSS
RHEMEEBE St , 25 EEERITHIER,

R APL BURRA, EUESHEOSEHRASLRISE] Version BiRBE. HIAIZARSSERAIR
& 2017-03-12,

HTTP fRAESHIAIESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : €£75,% , BRIEENZE ;

- Credential : £&1EiUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EFENRHSE X-TC-Timestamp #E/Y UTC FRAERNBEIRHE—E ; service AFm& , &
RSB mREE—E, flgicvm ;

- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9wsifksLEp ;

- Signature : EZWE,

IREHEBETRE Token , EELESIGIIZA—RER. IGETZ5EF0 Token FEEZ5 0 STEIR
SREBZEOKE, KEIZHEAEE Token,

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—MEEKES , (0T

SHETR RE
Action String

WS : BRmEmEX
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BENEOSR. BESEEOSNETEMASENTESE Action B9IREA. HIAN=IRSSE
REIsLHIZIZREO |, BUEA Describelnstances,
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e C
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

MR

S

String

Integer

Integer

String

String

String

String

String

i

alil

i

ali

il

oy

i

WebRFEFGXEE ( WAF)

fik

Wi Sy, SRR B EI MBIEAIEE. FOESIAMEREESE EZ O REA
S NS Region ROGER, 1R | RUEOATEECRZSEH , EOEP RIS
BIRER , LASEMEEEBZS AL,

Za1 UNIX Bf[a)8% , AJicRARE APLIERAYRTEL. FI01529223702 , MRS =F1H(E
BETK , 25EERTHER.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHA_E ERiBERIFRREDH] Secretld , — Secretld XFRME—HY SecretKey |, 7
SecretKey & FRARIEXEH Signature,

BRESR , FRBIERERNGEN | FERFRIELFRBMASEITESH. Bkt
BIEESNEROSSHE,

B{FRY APLESRRA. BUESEROXETASATSL Version BB, AlAN=RSES
A9RRA 2017-03-12,

BEZ5, , Baiszi: HmacSHA256 #1 HmacSHAL, REIEEHES%E05 HmacSHA256
BY , Z{#EF HmacSHA256 EiEIIEER , EttiERIIEHERE HmacSHAL I8IEEE.

IRRSEFRFTAEAY Token , FELSIRRIZHE—EMEMA. IRRTEEM Token FEENLRE
EIRSSEMEORE. KEARPAFE Token .

i ( Region ) EBEWIRAVEHRH ORIEIEXI. tcecloudAZMIIEREIESZ B2 | RIERRSBRARERELESE
t. ATRHEHRRE. 5 TEERE , BERRFELEEFatbE,

EE LB APIEDC ENAMIESIER EEST AT,
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HfthizO
YERSYEIWL

RITEHHYE): 2024-10-18 10:38:27

v s
1. EOHA
EOEkig& © wafapi3.finance.cloud.tencent.com,
HEINEE XN
FONROIBRIRERIRE] : 200R/FD,
EOSEHAYE : 2020-03-18 16:51:56,

EOBRIRE R EM,

2. NS

LITNBERSHGIRFIE TEOIBRSHFRD NHESH , TEARSHGIRDAHLERSEL,
SHER WE AEFNULL kA fER
Action = S String ~HSE, KZFOBYE : AddCustomRule
Version = & String ANHSE, ANZEOBYE : 2018-01-25
Region = & String RIS, FEOFTEECBILSH.
Name = & String HNZFR
Sortld 2 & String 5k
Redirect B B String WRMMEREER , WRREEANME ; BEftERa LAz
ExpireTime = & String THARTE)
Strategies = & Array of Strategy HIRIES
Domain 2 5 String SERINZRISAYEZ
ActionType 2 & String =S
Edition &5 &5 String "clb-waf"gi#& "sparta-waf"
Bypass & & String TR
3. BitHZ4
SRR ESid) R
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SHETR St
Requestld String
H
. (HIR0D

WebRFEFGXEE ( WAF)

fik

E—EK ID , RERESIRE. EAIERISFEERAIZRIEKA Requestld,

UG T 3O SSIBEERA0EIRD | BERIDIEN A THEIRD,

HEIRD

InternalError
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5870 T0 H144m



O BASTCE

IRENAR GEhR A

WebRFEFGXEE ( WAF)

BRUTEHTAYE: 2024-10-18 10:38:28

1. #EOfER

EOBEKREE . wafapi3.finance.cloud.tencent.com,

IRENRGhRA

FUAZ OB ISRERIRS : 200R/7D.

EOEFAYE : 2020-09-17 15:41:10,

EOBIIOEE NN,

2. NS

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SHER S
Action =
Version =
Region =

3. S

SR RE
VersionData String
Requestld String
4. $21270
HIR0

UG T OSSR A0EIRD | BERIDEN A THEIRD,

FEIRIG
InternalError
InvalidParameter
LimitExceeded

MissingParameter

WS : BRmEmEX

FEFNULL ESid) fik
= String AHBE, KEOBYE : DescribeApiVersion
& String AHSE, AEOBYE : 2018-01-25
& String ~HESH , AEORAZEEZRBLLSEL,
R
RGhRA

E—EK ID , RERESIRE. EAIARISFEERAZRIEKA Requestld,

hira
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IR AR
Resourcelnsufficient

UnauthorizedOperation

FailedOperation

InvalidParameterValue

ResourcelnUse

ResourceNotFound

ResourceUnavailable

ResourcesSoldOut

UnknownParameter

WS : BRmEmEX 5872 W #1441



@ BHETCE WebSI Rk ( WAF )

SREXARN bz

BRUTEHTAYE: 2024-10-18 10:38:28

=7 R
1. #FOfEA
EOBEKREE . wafapi3.finance.cloud.tencent.com,
SRENHEIbRAS
EOMZECIERINERS) - 200%/70,
EOSEFRATE : 2020-09-18 15:13:19,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SEEFR D43vi FIEFNULL Sl R
Action 2 5 String NS, AEOBYE : DescribeRuleVersion
Version = &= String NHBE, AZEOBYE : 2018-01-25
Region 2 & String AHEBH  FEOFTFEEBLSEH,
Rows =2 &5 Uint64 P
por X
3. Eﬂuﬂjé—%yi
SEER it R
RuleVersionData RuleVersionData H&
RuleCount Uinte4 S
Requestld String H—iEK ID , ®RiEKESIRE], EUABATEERAZXIERAY Requestld,
+ 0
4. i81x08

UG T O SSIBIEERA0EIRD , BRI ARG,
HIRAD TN

InternalError

WS : BRmEmEX 73 W 144



X BIHSTCE WebRIFERAXHS (WAF )

HiRtD R
InvalidParameter
LimitExceeded
MissingParameter
Resourcelnsufficient
UnauthorizedOperation
FailedOperation
InvalidParameterValue
ResourcelnUse
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut

UnknownParameter

WS : BRmEmEX 5574 W #1441



@ BHETCE WebSI Rk ( WAF )

wafiRENAR EB%Z

BRUTEHTAYE: 2024-10-18 10:38:28

1. #EOfER

EOBEKREE . wafapi3.finance.cloud.tencent.com,
wafiRENE & 8513k

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2020-09-16 10:28:08,

BRI S-S &N,

2. NS

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SHER WAL FEEFNULL il TR
Action = & String HBE, KIZFOBYE : DescribeWhiteByKey
Version =2 5 String NESE | AEOEYE : 2018-01-25
Region 2 & String AHSH  FEOFFEEBLSEH,
Keys 2 B String 28
A MM
3. S
SR ESig) )%
Data String BH&EyIE
ErrData String HIR{EE
Requestld String W—i5K ID , 8XIEREPSIRE. BRI EEREZRIEKE Requestld,
H >
4. $EiR1S

UG T Ol S5BIEERA0EIRD | BfhiERADIFE I A iEiRe

hira
°

FHIRAD A
UnauthorizedOperation

FailedOperation

WS : BRmEmEX SB75 W 144



X BIHSTCE WebRIFERAXHS (WAF )

HiRtD R
InvalidParameter
Resourcelnsufficient
ResourceNotFound
ResourcelnUse
ResourceUnavailable
ResourcesSoldOut
UnknownParameter
InternalError
InvalidParameterValue
LimitExceeded

MissingParameter

WS : BRmEmEX 5876 TN #144T



O BASTCE

NISCWAF

BRUTEHTAYE: 2024-10-18 10:38:28

=7 R
1. #FOfEA
EOBEKREE . wafapi3.finance.cloud.tencent.com,
BFBIwafiRs
EOMZECIERINERS) - 200%/70,
EOSEFRAETAE : 2022-12-07 17:27:26,

EORMER LN,

2. NS

UNBERSEGIRGIH T ROBERSEHBO NHSE |, TBEAHSHIIRIL

SHBR Wik FEYFNULL RE TR

Action = S String NS

Version 2 &5 String nNHES# |, ANEOEYE : 2018-01-25

Region 2 B String /N

Regionld S B String X1

PayMode B S String AN =y

Pid = = String pid

InterfaceName & & String EO%

Type & & String By

Projectld & & String mABid

GoodsNum & &= String goodsnum
3. WS

SHBR ESidl R

Code Uint64 /NN

CodeDesc String RSB

Data String REEEE

WS : BRmEmEX

H24  AEOFFEEBULSH,

WebRFEFmKiE ( WAF

877 T H144

)



X BIHSTCE WebRIFERAXHS (WAF )

SR =it R
Message String BR
Requestld String HE—iEK ID , BIRIEKREPSIRE], EARAHEREIZXIBEKR Requestld,

4. $EIRD
PAIMRFIE 7OV S EERAERND | BERGFE N AT ERE.
HiRAD ik
ResourceNotFound
UnauthorizedOperation
FailedOperation
InvalidParameterValue
MissingParameter
Resourcelnsufficient
UnknownParameter
InternalError
InvalidParameter
ResourcesSoldOut
LimitExceeded

ResourceUnavailable

WS : BRmEmEX 5878 TN #144T



@ BHETCE WebSI Rk ( WAF )

WafGetDomainEngineType

BRUTEHTAYE: 2024-10-18 10:38:28

1. #EOfER

EOBEKREE . wafapi3.finance.cloud.tencent.com,
SRENE = SEFR RIS 22255

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2023-01-04 18:01:16,

EORMER LN,

2. NS

LINERSHGIRNGIE TEOBRSEFRO LIRS, RBEAHSHPIRNAHLERSL,

SHER W& AENUL %kE sk
Action = S String NHBE, KZFOBYE : WafGetDomainEngineType
Version = &5 String NHESE, ANZEOBYE : 2018-01-25
Region 2 & String AHSH  FEOFTFEEBLSE,
Domains = = Array of String CIE e
3. HItHEE
SHER St fk
CodeDesc  String IRERSEE
Message String REER
Data WafGetDomainEngineTypeData S| ZEHIE

E—IEK ID , 8RIEREPRIRME., ENARSFERANZRIERAY

Requestld  String Requestld

4. R

ZEOERWSZEEXRAERD  EtEREF A ERE,

WS : BRmEmEX 79I H144T



O BASTCE

H&iRsSEXEO
BB HE FEESS

ERITEHHYE): 2024-10-18 10:38:28

1. O

EOiSKRIEE . wafapi3.finance.cloud.tencent.com,
BIEWERT T EES

BOAEZEOISRIRERPRE : 200K/FD,

EOEHETE : 2020-02-17 16:54:23,

EOBFIRE R EMN,

2. NS

WebRFEFGXEE ( WAF)

LINERSHGIRMNGIH T EOBRSERBO LIRS, mBAHSS

SHETR Vv FEFNULL KA
Action = &= String
Version = = String
Region = = String
Domain = 5 String
FromTime = &= Datetime
ToTime 2 N Datetime
Name = &= String
RiskLevel = = Uint64
Status = = Uint64
Ruleld &= &= Uint64
AttackIp & & String
AttackType &= &= String

3. mHESE

SHETR ESit R

WS : BRmEmEX

234, ZEOBYE : CreateAttackDownloadTask
RESE, FEOBYE : 2018-01-25
REBY , AEOFFTEEGRLSHL,
H# , raEgEsall

EifCIART ()

BRI

THESEF

XBEELR

EEIRS

B W ERERID

WEHEIP

WA

2580 0 H144



X BIHSTCE WebRIFERAXHS (WAF )

SHER E-Sit) U
Flow String {F551D
Requestld String H—iEK ID , &RiEKESIRE], EfAATEERAZRIERA Requestld,
+H T
4. i81x08

UG T2 SSIBIEERA0EIRD , BfEIRIEN ARG,
FHIRAS A

InternalError

WS : BRmEmEX

81 144



O BASTCE

PR FEICR

BRUTEHTAYE: 2024-10-18 10:38:28

1. #EOfER

EOBEKREE . wafapi3.finance.cloud.tencent.com,
pR T EICR

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2020-03-20 17:24:26,

EOBIIOEE NN,

2. NS

LINERSEGIRNGIE TEOBRSEFIED AHSE , &

WebRFEFGXEE ( WAF)

NHSHFIRDNAHIERSH,

SHER WhIS FEVFNULL it b
Action 2 =S String NS, AEOEYE : DeleteDownloadRecord
Version 2 & String ANHESE, ANEORYE : 2018-01-25
Region 2 B String AHEBH  FEOTFEEBLSEH,
Flow = = String 18%id
A MM
3. S
SHEWR it A
Requestld String W—i5K ID , &XIEREPSIRME. EAEENBEERAZRIEKE Requestld,
N
4. %EIBE

PUNBUE T 3O S5 EERA0EIRD | BfERITE N AR

THIRND

InternalError

WS : BRmEmEX

P4
™
dF
°

5882 T H144m



@ BHETCE WebSI Rk ( WAF )

BhiFiR ERRZO
YW EEs{=E=2

RITEHHYE): 2024-10-18 10:38:28

v s
1. ZFOfEA
EOiBkig& . wafapi3.finance.cloud.tencent.com,
RIS [EEE 8
BOAEZEOISRIRERPRE : 200%/FD,
EOEFAYE : 2023-01-04 16:16:18,

FEOBIINE S EN,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE |, TBEAHSHFIRDAHIERSH,

SRR Wik FSFNULL &St ik
Action = B String ~HBE, KZFOBYE : AddUserWhiteRule
Version =2 &5 String NHESE , AEOEYE : 2018-01-25
Region 2 & String AHSH  FEOFFEEBLSE,
Ruleld & a Uint64 HNFS
Domain = & String o
Signatureld = = String Md
Status = B Uint64 FRMPRTS
Rules 2 & Array of GlobalWhiteCond PLECHRNI TG
Name & & String MR
3. WHEE
SHETR it fEA
Ruleld Uint64 St
Requestld String HE—IEK ID , &XiEKREPSIRE, EuARIEEREIZRIEKAY Requestld,

WS : BRmEmEX 5583 T 144



O BASTCE

4. FEIRS

ZEOGRWSZEEXRAERD  EtEnREF ARG,

WS : BRmEmEX

WebRFEFGXEE ( WAF)

5884 T H144m



@ BHETCE WebSI Rk ( WAF )

HERFEZRRRFES

BRUTEHTAYE: 2024-10-18 10:38:28

1. #EOfER

EOBEKREE . wafapi3.finance.cloud.tencent.com,
EHRFARREFTES

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2023-01-04 16:16:43,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER S FBEFNULL &Sl R
Action = & String NS, AEOBYE : CheckUserWhiteRuleName
Version = &5 String nEs# | ANEOEYE : 2018-01-25
Region = & String NHESH , ABEOAFEZRLSE,
Name = = String B=F
Domain = B String %]
3. WHEE
SHER KA fEA
Duplicate Int64 rRES
Requestld String W—i5K ID , 8XIEREPSIRE. BRI EEREZRIEKE Requestld,

4. FEIRD

ZEOGLWSZEEXIERTD , BtEREFE A ERE,

WS : BRmEmEX 5885 T 144



O BASTCE

Waf £95EN. DeleteizZ[]

BRITEHTAYE): 2024-10-18 10:38:29

1. #EOfER

EOBEKIEE . wafapi3.finance.cloud.tencent.com,
Waf £1EE N Deletetzz

BOAEZEOIERIREPRE : 200K/FD.

EOE#AYE : 2020-03-20 15:29:57,

EOBIIOEE NN,

2. NS

WebRFEFGXEE ( WAF)

UNERSEHFIRNGIH T EOBEKRSEIESS AHSE  TBRAHSEHFIRNAHIE RS
SHER Wiisk FEEFNULL St A
Action = &5 String &8, ANEOEYE : DeleteSession
Version = & String nEs#H |, ANZEOEYE : 2018-01-25
Region 2 B String AHEBH  FEOTFEEBLSH,
Domain 2 & String 15Z
Edition S S String clb-waf & sprta-waf
gorry K
3. Eﬂuﬂjé—%yi
SHER it U
Data String ZER
Requestld String W—i5K ID , 8RIEREPSIRE. EEENEEREZRIEKE Requestld,
>
%EIBE

UG T Ol S5BEERA0EIRD |, EfhERADIFE N 24t

HEIRD

InternalError

WS : BRmEmEX

SHEEIR

P4
™
dA
°

5886 Tu H144m



@ BHETCE WebSI Rk ( WAF )

il S =E= =

EBRUTEHTAYE): 2024-10-18 10:38:29

=7 R
1. EOEA
EOBEKREE . wafapi3.finance.cloud.tencent.com,
BillEES S =E=a=:
FONBEOIERIEIRS « 200k/FD.
BEOSEFATE : 2023-01-04 16:15:23,

BRI S-S &N,

2. NS

PITNBERSHGIRNFIE TEOIBERSHFED NHESH , TEARSHGIRDAHLERSE
SHER whi%E FFFNULL &3ic) fEA
Action = S String NS, AEOEYE : DeleteUserWhiteRule
Version =2 & String NHESE  AEOEYE : 2018-01-25
Region = = String NHBY , AEOLFTERENSEH,
Domain = = String &3
Ids 2 B Array of Uint64 IDFIZ

3. WHEE
SHER e Sit] fEA
Faillds Uint64 SidFIZR
Requestld String HE—IEX ID , ®XiEKREPSIRE, BRI EEREIZRIEKA Requestld,

4. FEIRD

ZEOGRWSEERARAERD , EbERDF N AHER

Jdr
°

WS : BRmEmEX 5887 I 144



O BASTCE

SRENEE X REEFIZR

EBRUTEHTAYE): 2024-10-18 10:38:29

=7 R
1. EOEA
EOBEKREE . wafapi3.finance.cloud.tencent.com,
EIIN= NG S SRS
FONBEOIERIEIRS « 200k/FD.
BEOSEFATE : 2020-03-18 16:51:37,

EOBIIOEE NN,

A sles
2. NS
L BRSSPI T B RS HANES AL

SHETR Wik FBIFENULL 288

Action = e String
Version = =5 String
Region = e String
Domain 2 N String
Edition e a String
Paging = =

ActionType & = String
Search B B String

3. mHSE

SHER ESid

RuleList DescribeCustomRulesRspRuleListltem
TotalCount  String
Requestld String

WS : BRmEmEX

W
%
di
ik

WebRFEFGXEE ( WAF)

AHBE, AEOBYE : DescribeCustomRules
NESEY, AEOEYE : 2018-01-25

AHSH , FEOFFEEGBLSE,

1=

clb-wafal&sparta-waf

DescribeCustomRulesPagingInfo SDTREE

. 1PEHT , 2 AHURA , 3

.
x

ISEEL . MR IS

[t

5%
eSS
MIES 2

E—IEK ID , 8RIEKEPIRE, EIERATHEEREZRIERA
Requestld,

5888 0 H144m



O BASTCE

4. FEIRS

UG T OSSR A0EIRD | BERITFE N A HHEIRD,

FEIRD

InternalError

WS : BRmEmEX

[

WebRFEFGXEE ( WAF)

5889 T H144m



@ BHETCE WebSI Rk ( WAF )

SRENER N FRER

EBRUTEHTAYE): 2024-10-18 10:38:29

1. #EOfER

EOBEKREE . wafapi3.finance.cloud.tencent.com,
IRINEERRFRER

BOAEZEOIERIREPRE : 200K/FD.

EOE#RAYE : 2023-01-13 11:20:08,

EORIRESE EN,
2. INBEL
ATFBRESHGIRIGH TEROBERSHIED AHSEY | TRBAHSHGIRIALERSEH
SHBR Wi FEEFNULL Sl oA
Action = S String ~HBE, KEOBYE : DescribeMainClass
Version = &5 String NHESE , NZEOEBYE : 2018-01-25
Region 2 & String AHSH  FEOFFEEBLSE,
Offset = a Uint64 P2
Limit 2 S Uint64 BREE
Filters a8 & Array of FiltersitemNew TH1ESE , 235 MainClassID
3. MBS
SHER ESid) fER
Total Uint64 FERABE
MainClass MainClassItem EEAFEMER
Requestld String H—iEK ID , ®XiEkEPSIRE, BRI EERAIZRIEKA Requestld,

AR

ZEOGLWSEEEXAERD , BtEREFE A HER

p= 4
—
s}
°

WS : BRmEmEX 5890 T #1441



O BASTCE

5j(Hy£L|"_l"f.[E*)UJ\JETE E}JIU\

BRITEHTAYE): 2024-10-18 10:38:29

1. #EOfER

EOBEKIEE . wafapi3.finance.cloud.tencent.com,

SREUSIEAIN EHE07S
BONEOIERIRERIRE] - 200R/F,
EOEHAE : 2022-12-07 15:46:18,

EOBIIOEE NN,

2. NS

WebRFEFGXEE ( WAF)

LATBRESHGIRINGH TEROBERSEFRO NS, NHBHGIRNALERSE
SHER Whi% FEIEFNULL Sl R
Action 2 r String IS, KIEOBYE : DescribeRuleUpdatelLog
Version = & String IS, KEOEYE : 2018-01-25
Region 2 = String AHSH , FEOTFEEBULSH,
Order S & String HEFAT
Offset & & Uint64 mizE
Limit = = Uint64 PR
3. MBS
SHER &g i)
Total Uint64 ISt
List RuleUpdatelLog H&iF4m
Requestld String HE—iEK ID , 8XiEKESIRE, BRI EEREIZRIEKA Requestld,
4. tERG

ZEOGLWSEERRERID , EtbERIGFER

WS : BRmEmEX

NHEEIRS,

91 T H144m



O BASTCE
SAENFA RIS 22258

ERUTEHTAYE: 2024-10-18 10:38:29

Sz A
1. ZFOfEA

EOBERIEE . wafapi3.finance.cloud.tencent.com,
IREXFAFRIN S 28258 Tiga

EOMZECIERINEIRS) : 200%/70,

EOSEFRATAE : 2023-01-04 16:14:43,

EOBEIOE S &N,

2. NS

WebRFEFGXEE ( WAF)

UTNBERSEGIRGIH T ROBERSHIBO LDHSE , TBEAHSHFIRDAHERSH,

SHBR Whi%E FEFFNULL RE fEiR
Action 2 B String ~HBE, KIZFOBYE : DescribeUserEngineType
Version = & String NS, AZEOBYE : 2018-01-25
Region = B String AHSH  FEOFFEEBLSE,
Domain & a8 String 153
A MM
3. S
SHER St fk
Type Uint64 0 : menshen 1: Tiga
Requestld String W—EK ID , &XiEREIRE, EIERTHRERHIZRIFKRAT Requestld,
+ 21
4. 35103

ZEOERWSZEERERTD , BOERDFEN A AHERE.

WS : BRmEmEX

92 T H144m



O BASTCE

SREXF PR R AN ZF 2

EBRUTEHTAYE): 2024-10-18 10:38:29

1. #EOfER

EOBEKREE . wafapi3.finance.cloud.tencent.com,
SRENFEF PP IS

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2023-01-13 10:58:58,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

WebRFEFGXEE ( WAF)

SHER WA FEIEFNULL Bl R

Action = 5 String &, ANiEOEYE : DescribeUserlLevel
Version 2 & String NHSE, KEOEYE : 2018-01-25
Region = B String AHEBH  FEOTFEEBULSH,
Domain =2 &= String b7

3. S

SEEFR i R
Level Uint64 300:1EE 400:4%
Requestld String HE—EXK ID , ®XiEKkEPIRE., EUMRINFHEERAZRIEKA Requestld,
H 3
4. %EI'EE

ZEOERWSZEEXRAERD  EtEREF AR,

WS : BRmEmEX

5893 T 144



O BASTCE

WebRFEFGXEE ( WAF)

SREXF FFER 1R

EBRUTEHTAYE): 2024-10-18 10:38:29

1. #EOfER

EOBEKREE . wafapi3.finance.cloud.tencent.com,

SREN R PEHERIZIZR Tiga
BONEOIERIRERIRE] - 200R/F,
BOSE#AYE : 2022-10-17 17:50:25,

EOBIIOEE NN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

SHETR Wik ARIFNULL
Action = &
Version 2 &
Region = 5
Domain = &
By & ES
Order &= &
Offset = &
Limit = &
Filters & &
3. WHEE
SHER RE
Total Uint64
Rules UserSignatureRule
Requestld String

WS : BRmEmEX

E3ic) TR

String nHSE, AEOBYE : DescribeUserSignatureRule

String AHSE, AEOEYE : 2018-01-25

String AHSY , FEOFFEEGBILSEH,

String FEERRES

String HEF=ER , 3235 signature_id, modify_time

String HFm=

Uint64 b2l

Uint64 BRBE

Array of TEIESE , 23 MainClassName , SubClassID ,CvelD, Status, ID;

FiltersIitemNew IDAFNid

LIPS

BE—EK ID , RIEREPIRME., EMIDMATFEERALZRIERAI Requestld,

5894 T H144m



O BASTCE

4. FEIRS

ZEOE LI SBERXA R , EEREiER

WS : BRmEmEX

\

WebRFEFGXEE ( WAF)

5895 T H144m



@ BHETCE WebSI Rk ( WAF )

IRINEBHSS

ERITEFHYE): 2024-10-18 10:38:29

AR N
1. EOHA
EOEkig® © wafapi3.finance.cloud.tencent.com,
RKNEBREE
BOAEZEOISRIREPRE : 200%/FD,
EOEFAYE : 2023-01-04 16:15:51,

EOBEIOES &N,

2. NS

ITNBERSHGIRNFIE TEOIBERSHFED NS, TEARSHGIRD NSRS
SHER W% RFENULL 8 A
Action = & String NS, NEOEYE : DescribeUserWhiteRule
Version 2 &5 String NHESE | AEOEYE : 2018-01-25
Region 2 & String AHSH  FEOFFEEGBILSEH,
Domain 2 &= String b
Offset & & Uint64 a2
Limit = = Uint64 PR
By &= & String Hem
Order B P String FF/b#R
Filters & & Array of FiltersitemNew 135844 , Sx#FSignatureld , Status , Target , TargetValue

3. S

SHETR Sl 1%

Total Uint64 BEY

List UserWhiteRule ESSWILTIES

Requestld String E—i5X ID , §RIEREIRE., TR FERHIZRIERE Requestld.

WS : BRmEmEX 5896 T 1441



O BASTCE

4. FEIRS

ZEOGRWSZEEXRAERD Bt A SR,

WS : BRmEmEX

WebRFEFGXEE ( WAF)

5897 T H144m



O BASTCE

_|_|_

$k15webshellJHAES

RITSE#AYE: 2024-10-18 10:38:29

1. #EOfER

EOBEKREE . wafapi3.finance.cloud.tencent.com,
F5webshel YIRS

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2022-04-06 10:57:30,

EOBIIOEE NN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

WebRFEFGXEE ( WAF)

SHER WA FEVFNULL i fiA
Action 2 B String HBE, KIZFOBYE : DescribeWebshellEnable
Version 2 & String AHESE, AEOBYE : 2018-01-25
Region 2 S String AHSH  FEOFFEEBLSEH,
Domain & = String 153
A MM
3. S
SHER it fEA
Code Uint64 REPRZS
Data Uint64 KE
Msg String REER
Requestld String H—iEK ID , BRiEKESIRE]., EREAEEREZRIEKE Requestld,
H >3
4. 3E1x03
LAY T OB EIERREIRD , EftERASiF N AR,
IR A
ResourceNotFound

WS : BRmEmEX

5898 Tn H144m



X BIHSTCE WebRIFERAXHS (WAF )

HiRtD R
UnauthorizedOperation
FailedOperation
InvalidParameterValue
MissingParameter
ResourcelnUse
Resourcelnsufficient
ResourcesSoldOut
UnknownParameter
ResourceUnavailable
InvalidParameter
LimitExceeded

InternalError

WS : BRmEmEX

899 T 144



@ BHETCE WebSI Rk ( WAF )

IHREE X ANBIFR

ERUTEHTAYE: 2024-10-18 10:38:29

=7 R
1. EOEA
EOBERIEE . wafapi3.finance.cloud.tencent.com,
TR EE MHNAS T
FONBEOIERIEIRS « 200k/FD.
BEOSEFATE : 2020-02-24 11:15:08,

EOBIIOEE NN,

A sles
2. NS
L BRSSPI TSI T EOE RS ST AL S | SEARSHFIRIALEREH,

SHETR Bk ARVENULL (B Tk
it

Action = & String ANHSE, KZFOBYE : ModifyCustomRuleStatus
Version 2 &= String NISE, KEOEYE : 2018-01-25
Region 2 & String  QHBH, AEOFFTEECBLSH.
Domain = & String 153
Ruleld 2 S Uinte4  fMID
Status 2 ) Uinte4  FFEREORZE , 12FFE. 02X
k _ > £ T _ S N =
Edition = = String WAFRIRRZ |, clb-waff{RREIIEWAF, sparta-waf{{Z&SaaS WAF , ZHAR
sparta-waf,
A sl
3. s
SHER i) A
Requestld String W—iEK ID , ®RiEKRESIRE]., EEMATEERAZXIEKA Requestld,

4. SEIRAS
BUFRGI T B LS BB AORARID | RSB A iS00,

FHIRAS A

WS : BRmEmEX 55100 T4 #1441
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X BIHSTCE WebRIFERAXHS (WAF )

HiRtD A

InternalError

WS : BRmEmEX 55101 70 #1441

\|



O BASTCE

RSl W2

EBRUTEHTAYE): 2024-10-18 10:38:29

1. #EOfER

EOBEKREE . wafapi3.finance.cloud.tencent.com,
1ER AP PHP ISR

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2023-01-13 11:02:03,

EOBIIOEE NN,

2. NS

LINERSEGIRNGIE TEOBRSEFIED AHSE , &

SEER D43vis FEFNULL St
Action = &= String
Version = 5 String
Region = &= String
Domain 2 N String
Level = a Uint64
A s
3. ®iHSE
SEEFR it R
Requestld String W—iEK ID , ®RiEKEESIRE]
2
4. %EI'EE

ZEOE RS ZEARERD , EhERGEFED
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Region 2 & String AHESH  FEOFFEEBILSE,
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EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR Wik FEYFNULL &St fER
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AR 255 FEFNULL A iR
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BotUCBPreinstallRuleData

BotUCBPreinstallRulefg3E

AN T™EOS|A : DescribeBotUCBPreinstallRule

R WAl FEYFNULL &<t REA
Res = ) Array of BotUCBPreinstallRule o EIE
DomainBotStatusData
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StrategyForAntilnfoLeak
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SuccessNum 2 S Int64 RINAYESHE

FailedNum 2 S Int64 SN E]

T 2 5 Array of String IR S
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botREXE B E MR

AN T™EOS| A : DescribeBotUCBPreinstallRule

e WA FBEFNULL i} A
Action 2 S String ZE
AdditionArg 2 S String BEANSEL
Name 2 B String E=
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Timestamp 2 B Uint64 A [E0Ek
ValidTime = B Uint64 BRgRdiE
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EndMat
StartOffset
EndOffset
Source

TsVersion
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WEEE=ESUNINTIES
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Time =
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BNFIREREZEM
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AppldDetail

clb-waf AppldSSRzAgiEsS

AN TEOS| A : DescribeUserInfo

BIR Wk AIFNULL 2R
Level = = Uint64
AutoRenew = B Uint64
BeginTime 2 = String
Cls = = ClsPackage
ValidTime 2 = String
DomainLimit = iy Uint64
DomainCount p3 = Uint64
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RegionLimit = = Uint64
LbLimit = B Uint64
QPS 2 2 QPSPackage
MaxQPS =2 & Uinte4
Resourcelds = B String
Type = = String
DomainPkg 2 2 DomainPackage
AllowRegions = = String
CCGuardRegions = = String

DomainBotStatus

DomainBotStatus

#WHIT#EO3 | : DescribeBotStatus
AR WA FEVFNULL
Category = =
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BFR W%k
Domain =
Status =
CacheUrlItem
PEXurlTTE

WENT#EO5| A : DescribeAntiFakeUrl

BFR W%
Id 2
Name =
Domain 2
Uri =
Protocol =
Status =

Protection

HEREEE

N T™EOS|A : DescribeSpartaProtectionList

EH WA FeFFNULL
Domain = B
Domainld = =
Cname = B
Status = =
State = B
CreateTime = B
Mode = =
Engine = =
Vip = &
IsGray 2 =

WS : BRmEmEX

FREFNULL
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FIFNULL

Pz
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R Wik FENULL 388U TR
GrayAreas 2 5 Array of String IREXI , Axf&Eno
CertType = B String WERRE |, IRFEEIER | 25 BNSIEEITES
Cert = = String WBRE
PrivateKey 2 sy String IEBFATA
SSLid 2 & String BRSIEEIERId , YeertType=211E%
IsCdn =2 & String 18cdn , 0Fcdn
IsHttp2 = = String 1FEhttp2 , OFRFE
IsWebsocket =2 & String 1FEBwebsocket , 0OFAFE
HttpsRewrite 2 & String E&httpiEslBkithttps , "1" 2. "0" &
HttpsUpstreamPort 2 B String https[Eli&ixmO
UpstreamType = S String EiEAR  "0"AipElE , "1"AiEEEE
UpstreamDomain 2 & String [alEiE
UpstreamScheme 2 & String [ELRIMY
Cls = S String HES
CClist 2 B Array of String CCrIzR
LoadBalance 2 & String REIEEEL  0FRRRIE , 13=7Rip hash , EiAA0
Ports 82 = Array of Portltem  fREZmOERSE
RsList = = Array of String [ERip
SrcList =2 & Array of String ipFlIER
UserSignatureRule
FAPRHERIN ik
AN TZOS |8 - DescribeUserSignatureRule
BFR W% RIFENULL 8 A
ID = = String $FEID
Status & & Int64 PSS
MainClassID = = String FEID
SubClassID & & String FZEID
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CvelD & 5 String
CreateTime & & Datetime_iso
ModifyTime = & Datetime_iso
MainClassName & = String
SubClassName B B String
Description = & String
IpAccessControlData
A EIE S
AN T™ZO5 | : DescribelpAccessControl
AR WA FEIFNULL
Res 2 =z
TotalCount = =

fk
CVEID
BlEEATE]
EHRIIE]

WebRFEFGXEE ( WAF)

FHEF | iRiELanguageF LI /L

FEEF , RiELanguageFEREIL PN/ , HFEidA

00000000 , W=FEA==

35535

S
Array of IpAccessControlltem

Uinte4

PageForDescribeSpartaProtectionList

PageForDescribeSpartaProtectionListiZ1EFRRIEITIEHIR

#ENT™EOS|A : DescribeSpartaProtectionList

BFR WisE
Count =
Index =

RuleUpdatelog

tigas |ZEHMNEFHESHE

#eNT#EOS A : DescribeRuleUpdatelog

BR Wisk
Id S
CreateTime =

WS : BRmEmEX

FEIFNULL
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=
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=
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Uint64
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BFR Wi FEYFNULL
ModifyTime = =
Detail B =
Language & )
LogVersion = =
ResponseCode
M RzAARGER [E1F5

=]
Datetime_iso
String
String

String

WebRFEFGXEE ( WAF)
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&A1)
FRERENS

en/cn IXMERIES

HRAER

WU T#=O5|FB : DeleteHost, DescribeHostLimit, ModifyHostFlowMode, ModifyHostMode, ModifyHostStatus,

ModifyPackageRenew, ModifyWebshellStatus

B WA FEVFNULL it
Code = S String
Message = =5 String
ActionedIpData
HEHE

WA TEO5 | : DescribeActionedIp

2R Wik FEEFNULL
Res = =
TotalCount =2 &

BotTCBRule

bot tcb#N

WA T™EOSIA -
BFR WA
FeedFetcher =
LinkChecker =
Marketing =
ScreenshotCreator =

WS : BRmEmEX
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Array of ActionedIpltem
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AFENULL K7
5 BotTCBRuleltem
) BotTCBRuleltem
5 BotTCBRuleltem
) BotTCBRuleltem
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ANERAETHNIREISuccess , S
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BIR Wik
SearchEngineBot 2
SiteMonitor =
SpeedTester =
Tool =
Uncategorised =
VirusScanner =
VulnerabilityScanner =
WebScraper =
Appid =
Domain =
Timestamp =
QPSPackage

clb-waf QPSEZ

FBEFNULL

B o o o B B o B B D

i

N T™EEOS|A : DescribeSpartUserinfo, DescribeUserInfo

B WATSE FVFNULL
Resourcelds =2 &
ValidTime 2 ray
AutoRenew = iy
Count P &
Region = &

DownloadRecordItem

THICR

AN T™EOS| A : DescribeAttackDownloadRecords

AR WhIE FFNULL
Name 2 B
Flow = &

WS : BRmEmEX
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BotTCBRuleltem
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Uint64
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CreateTime =
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Url =
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ipEIRSE
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Action Z
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Note =2
TsVersion =
ValidTs =

DNSDetectRecord

DNSEFMIRTCR

wANTEEOSIA -
BFR WAsE
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Domain Z
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CreateTime
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Description
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BFR
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DomainPackage

clb-waf HZ REE

AN TEOS| A : DescribeUserInfo

BFR WA
Resourcelds b=
ValidTime P
AutoRenew =
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Region =

FBIEFNULL
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AN TEMO3| 8 : DescribeDNSDetectDomainlList

BR
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THEIEESRE

AN THEO3 | : DescribeAttackType

% N
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AttackExportJobInfo

REATSHESERER
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=
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=
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FileName
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Domain =5
Signatureld =
Status =
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ModifyTime &=
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BFR

Action
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2R % FEFFNULL
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Timestamp = =
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A

W T#£M3| A : DescribeRuleVersion

2R W%
Id =
Appid =z
Version =2
Rules =
Description =
CreateTime =2
ModifyTime =
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HERSH

WA T#EO3 | - DescribelpHitltems
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W T3]/ : DescribeBotRecordItems
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MenshenDomainRule
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N T#EEOS|A : DescribeDomainRules

R Wik FEFFNULL RE
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Level = = String
Description = = String
CVE = = String
Status = = String
ModifyTime =2 =2 Datetime
TypeEn = = String
LevelEn = = String
DescriptionEn = = String

WebshellStatus

HZrwebshel FFEIRZS
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Domain 2 & String b

WS : BRmEmEX

WebRFEFGXEE ( WAF)

%

Value

5%

RSN

(EBEE
AMISEBIZE ST
FREX

R

%122 |1 H144m

\|



O BASTCE
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Status 2 Uint64
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BotTcbRuleData

HEAER

WEN T3]/ : DescribeBotTCBRule

BFR WA FEFNULL
Res b= &

IpAccessControlltem

ipRRERER

WENT4EO3 | : DescribelpAccessControl

BR Wik FEEFNULL
ActionType P =
Ip = a
Note 2 &
Source 2 &
TsVersion = =
ValidTs = &
HostRecord
clb-wafBriE 3

WebRFEFGXEE ( WAF)
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Sl fak
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BFR W% RIFENULL 8 A
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Engine 2 S Uint64 {ERRSAIN |, Elsaas wafffiE—21
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FlowMode 2 B Uint64 WAFRSRERET | 1 iERER |, 0 @ H&iE
ClsStatus 2 & Uint64 BEMFEREEE, 1: 75, 0: X
NetworkType 2 S String PILESEE
Level B & Uint64 I TR R
IpHitltem
ipE IR EEE
WA T™2O3 | : DescribelpHitltems
BFR WA FEFNULL ESid) fER
Action b~ B Uint64 '
Category =2 & String ES5]l
Ip = & String ip
Name =2 & String N EZFR
TsVersion = S Uint64 A eI
ValidTs 2 & Uint64 AR AR
AttackDetail
W EHIERE
AN TEOS | : DescribeAttackDetail
BIR WhISS FEFFNULL ESic) fER
ArgsName = & String WP E

WS : BRmEmEX 124 W H144m

\|



X BIHSTCE WebRIFERAXHS (WAF )

AR Wik FFNULL ESic) 55

AttackContent 2 &5 String WHErPHRS
AttackIp 2 S String WEHEIP

AttackTime 2 S String ITEAYE)

AttackType 2 B String WA

Count 2 & Uint64 WERERE

Domain 2 S String WA=

HttpLog = B String [FIAERF R
IpinfoCity =2 =2 String WHE I

IpinfoDetail 2 B String WEEZEH
IpinfoDimensionality =2 = Float KE

IpinfoLongitude 2 = Float &SHE

Ipinfolsp = S String E5 i

IpinfoNation 2 S String ExR

IpinfoProvince = B String =0}

IpinfoState =2 & String ESEET

Method = = String HTTP/%

RiskLevel = £ Uint64 Dlives27d

Ruleld = &= Uint64 FUID

Status = B Uint64 EERES , 0ZWE , LT
Uri 2 & String BERIUr

UserAgent =2 &5 String &N EgUser Agent
Uuid = = String BKID

RuleName 2 & String WMREEENHN , MBFRMNUHEE , NRAENS-

MonitorDomainltem

USSR

WA T™EOS| A : DescribeMonitorDomains

2R WAL FEFNULL ESig) ik

WS : BRmEmEX 1250 H144m

\|



O BASTCE

BFR WhIE FEYFNULL

Domain = a

Appid 2 B

Edition = =

Domainld = S
Strategy

BE X AR PLECS A EEHE1R

=]
String
Uinte4
Inte4

String

WebRFEFGXEE ( WAF)

5%

BFECE/Appid

HERARRAEE. , 0fFKsaas , 1fXKclb
21D

B T=O5 |8 : AddCustomRule, DescribeCustomRules, ModifyCustomRule

BFR %% FEFFNULL
Field = =
CompareFunc = =
Content = &=
Arg = B
DescribeCachePathPaging
DescribeCachePathFITi&4
#ANTEOSIA -
BFR whIFE FEFFNULL
Index 2 &
Count = B

DescribeAntiFakeUrIPaging

DescribeAntiFakeUrIEiTa&%)

#EANTEOSIA -

BR DSvi FIFNULL
Index = a
Count 2 a

WS : BRmEmEX

St faik

String ILECFER
String BIERFS
String TSN
String ILECS#

e St iR
String FBiam
String e
il R
String put]
String EBEHE
55126 T1 #1441



O BASTCE

PeakPointsltem

PeakPoints#g4B1n

AN TEO3| A : DescribePeakPoints

BT i FEEFNULL
Time = =
Access 2 =
Up = a
Down = )
Attack = &
Cc = a
CCRuleData
A EEIES
#aNTEOSIF : DescirbeCCRule
AR WAL FEFNULL
Res = &
TotalCount = &
AttackIpInfo
WEEIpER | ip , i , WERE
#ANTEOSIA -
BFR whiE FEVFNULL e il
Ip = b= String
Count = = Int64
City = = String

CreateAccessDownloadRecordRsp

CreateAccessDownloadRecord#Z[ORVIREIE

AN T™EOS|A : CreateAccessDownloadRecord

WS : BRmEmEX

WebRFEFGXEE ( WAF)

ESig) ik
Uint64 R BIRT RN,
Uint64 QPS
Uint64 FiTwEgE | 8B
Uint64 TTHEIEE | BB
Uint64 WebXiREL
Uint64 CCiTxEL
&g 0
Array of CCRuleltem ccHim
Int64 AEEE!
fiik
WEHEIP
WEIREL

W& FrEsim) sonfi V=5 e

%127 71 H144m

\|



O BASTCE

BFR D%3vis
Code =
Flow =

AIFNULL

=
=

a
[}

DescribeSpartaProtectionListltem

DescribeSpartaProtectionListi A&

#UNT™EOS|A : DescribeSpartaProtectionList

SR
IsCdn
Status
LogStatus
Mode

State

Mapltem

MR

#WaN O3S | : DescribeAttackWorldMap

% vils
Country

Count

BotTCBRuleltem

bot tcbMNAIEMEFIELE ST
WA EOSIA -

ClbHostsParams

WS : BRmEmEX

DA% FENULL
A a
=]
A =@=
[=] =
s a
=] =]
a @=
= =
s s
=] =]
Rt FEHFNULL
% =
2 &
it FEFNULL
2 &
= &

W
f

3%
Int64

String

String
String
String
String

String

s
String

Uinte4

THICRRS

WebRFEFGXEE ( WAF)

BB, IERERA0

AR

%128 T H#144m

\|



O BASTCE

CLBEIAWAFEO (SREX. MiFR ) BISE

WaN O3]/ : DescribeWaflnfo

WebRFEFGXEE ( WAF)

A

GEIIELHID , MEMERSENFNASRFHIZE N AppldAYEITES |
NRUEESEA NN SR FRI RSN T2t S Er ST,

HISEIRITERID | | WRAMERSEHNETAANRERIR BN R IIEL
B, ARSI AZNEASRERIRR N AR I E R T=S.

WAFSLHIID , , MNERAMERSENEAA IR ERI R R MBI E i rasst

2R Wik FBFNULL %R
LoadBalancerld 2 = String
Listenerld = = String
Domainld &= =

Portltem

poiFEEIRAREER

String  # , ARISEARAZNIA BRI ERIEIS N R EIE R IrEsAIR— R IRIEL
Z.

N EEOS|A : AddSpartaProtection, DescribeSpartaProtectionInfo, DescribeSpartaProtectionList

BR Wik FEFNULL it EEU
Port 2 & String WriROERE
Protocol B B String 5SPort——34Rz , Rk XTRIAIHY
UpstreamPort 2 &5 String SPort——3%Ip, FKnElRRO
UpstreamProtocol 2 S String SPort——=3x3hz, FRENREIMY
NginxServerld 2 iy String NginxHIfRsZE8ID
DescribePieChartRsp
DescribePieChartf9iR[E){&E
AN T4EM3| /A : DescribePieChart
BFR Wiisk FEEFNULL ES U
Piechart 2 2 Array of String AN
MenshenRulesInfo
- ERIAME R
AN TEO3|F : DescribeRulesInfo
BR Wiisk FEFNULL it} A

WS : BRmEmEX

%129 1 H144m

\|



O BASTCE

BFR
Date
Version
Memos

MemosEng

MainClassltem

ERER

#HAN A28 : DescribeMainClass

BFR
MainClassID
MainClassName
Description
SubClass

RuleCount

ClbHostResult

CLBEIEXIRABERIWAPIREAIERSEL

H o

iy

W T3]/ : DescribeWaflnfo

BFR D

LoadBalancer =

Domain =
Domainld =
Status =2
FlowMode 2

AEFNULL

117 7 I

iy

iy

FBEFNULL
B
2
P

=
E=

FIFNULL

=
=

Py
[}

iy

il

il

s
LoadBalancer
String
String

Uint64

Uint64

DescribeBotUCBFeatureRuleRsp

DescribeBotUCBFeatureRulefiR[E] &)

WS : BRmEmEX

s
Date
String
Array of String
Array of String
String
String
String
Array of SubClassltem
Uint64
ik

WAF4BERY tarassLifl
WAFSBERIE=

WAF4B5ERISLAIID

WebRFEFGXEE ( WAF)

%
SE
R
HRMER
TR

fik

F%id

FREF

fik

%

= ETE LS g 3

EEEEWAF , 1: 45FTWAF, 0 : [RB4EWAF

HFETWAFRIIBR T , WARRERE , 1 iE%&RI, 0@ &N

(BOA)

%130 T1 H144m

\|



X BIHSTCE WebRIFERAXHS (WAF )

AN T™EOS| A : DescribeBotUCBFeatureRule

E=3 WAL FEFFNULL it TR
TotalCount 2 £ Int64 EUEEE!
Res 2 S Array of String FELRASHLY
WafGetDomainEngineTypeData
WafGetDomainEngineTypeiR[EIS2]
AN EOS | - WafGetDomainEngineType
BFR Whi%E FEFFNULL ESic) fEiR
EngineType S S String ElesSid
Domain & & String 3
DescribeAreaBanAreasRsp
DescribeAreaBanAreasizOfI[EIE
WA 405 : DescribeAreaBanAreas
2R Wik FEEFNULL eS| R
Status £ B String RS 0" RFFISHEEEES "1 St EE

Areas 2 5 Array of String FRIBEUE |, BBt IR

DescribeCustomRulesRspRuleListltem

DescribeCustomRulesizORIEFRIE SR

W T#EO3| A ; DescribeCustomRules

BR WA FEEFNULL &g R
ActionType 2 & String s FRE
Bypass =} & String BETAISRES
CreateTime = S String BRI
ExpireTime = & String THARTE)
Name 2 S String HRIEER
Redirect =2 i String EEMMbE

WS : BRmEmEX 131 T H144m

\|



O BASTCE

BFR

Ruleld
Sortld
Status

Strategies

DonwloadRecordItem

TEICREIER

AN EMAS| A : DescribeAccessDownloadRecords, DescribeAttackDownloadRecord

BFR

Name
Flowld
Host
CreateTime
ExpireTime
Count
Status

Url

Id

Appid

GlobalWhiteCond

£RA%EMUIT

WA~ EOS |  AddUserWhiteRule, DescribeUserWhiteRule, ModifyUserWhiteRule

BR Wik
Target =
Operation =

WS : BRmEmEX

FBEFNULL

A
[}

H

FEFNULL

iy

oy

iy

oy

FIFNULL

=
(=)

Py
[}

B m o o i o D

iy

KR 1%

String

=i
String
String
String

Array of Strategy

ES

fr#

String
String
String
String
String
String
String
String
String

String

WebRFEFGXEE ( WAF)

fik
SRERID
5k
SRERIFIE

)%
THESE
551D

7
BIE=ATIE]

IS HRRTIE]
ICRFH
TR
TESHURL
iCRID

FEalD

CEZB#R , HTTP-Method,Host,URI, FULL-URL,Parameter,Cookie,HTTP-
Header,JSON-Elements

ULECHER(E , String-Match SFRFERICED , SXFFE@ECHT , HlaN/floderl/*
String /floderl/*/index.htm ; Regular-Expression-Match IERIZRIATICES |,
Include 8% ( HTTP-Method ) , Exclude 7825 ( HTTP-Method )

%132 |1 H144m

\|



O BASTCE

% iis

HttpMethodList &

Name &5
CheckValue ray
Value &
Concatenate =

FEFNULL

iy

m

iy

iy

iy

S
Array

of
String

String

Uint64

String

String

WebRFEFGXEE ( WAF)

fk

FiEFIZR , "GET", "POST", "HEAD"

TEZFR, iEFATFParameter,Cookie,HTTP-Header,JSON-Elements

EREETSE(E , 0:disable, 1: enable,
Header,JSON-Elements

1&FHTFParameter,Cookie,HTTP-

B , i&ETFHost,URL, FULL-URL,Parameter,Cookie,HTTP-
Header,JSON-Elements

£z EfgEES T , LURAND/OR, AND RS E—1&45r9%
R , ORRREL—IMERAEFINXER., SPMRMZENTHERRUT -
C1.AND C2.AND C3.0R C4.0R C5.AND C6.AND, M‘BEHIZEXRERE -
cl and (c2 or c3 or c4) and c5 and c6

DescribeCustomRulesPagingInfo

DescribeCustomRulesiZ[RYEITIS A

W T#O3| A : DescribeCustomRules

BR WAisk

Offset =

Limit =
Pagelnfo
AHERE

FBEFNULL

=

a
=

e A
Int64 HBITIRS
Int64 LR ASIESE

WU TZO S| : DescribeAntiFakeUrl, DescribeAntilnfoLeakRules, DescribeCachePath, DescribeDNSDetectHijackData

% N
PageNumber

PageSize

LoadBalancer

ISR ITER

=
E=

=
=

o

A

=
(=)

PFNULL St T
String g
String EB#HE

WU TEOS | : CreateHost, DescribeHost, DescribeHosts, DescribeWaflnfo, ModifyHost

% N

WS : BRmEmEX

FEVFNULL St iR

%133 1 H144m

\|



O BASTCE

BFR
LoadBalancerld
LoadBalancerName
Listenerld
ListenerName
Vip

Vport

Region

Protocol

Zone
NumericalVpcld

LoadBalancerType

HistogramItem
E
WO -

BR Wik

IP =

Time =

Url 2

City =
CustomPayloadData
HESH

#ANTEOSIA -

BR D5V
Res =
TotalCount 2

WS : BRmEmEX

FBEFNULL
A~
=
=
[ )
A~
[
=
[ )
~
[
=
[ ]
a~
[
=
[}
=
[ )
TEE
2
FBEFNULL
p3
%
p3
ZEE
FBEFENULL
=
A~
=

WebRFEFGXEE ( WAF)

ESig) fER
String ThEIELDAYID
String TEIELDRIRTR
String B E R ITRRAIID
String REIE IS ITESAYZFR
String TREIIESLHIRIIP
Uint64 TEIIELEIRRO
String TAFIEL DAY
String USIREEHY |, http, https
String RIS IRITESFTTERYZoNne
Int64 WILE
String e Sl
it )%
String IP
Float Me) Rz F )
String URL
String b 7ysl
E3ig) fEIR
Array of CustomPayload =70
Uint64 T

%134 |1 H144m

\|



O BASTCE

StatisticType

IERESET

AN TEOS | : DescribeStatisticTypes

BFR WA
Type 2
Count =

FREFNULL

A
(=)

T
[}

CopyBotsUCBPreinstallRuleRsp

CopyBotsUCBPreinstallRuleizORIREIR

AN T™EO5 | : CopyBotUCBPreinstallRule

BFR WhI%E FEFFNULL

Code = B

ErrMsg = ey

SuccessNum = B

FailedNum = B

T =z =
DNSDetectHijackData

DN SEHEMRIE ORI

A0 TZO5 | - DescribeDNSDetectHijackData

2R W%
Domain =z
HijackIP b=
Operator =
HijackRegions =
HijackUsers =
AuthlIP b=
HostDel

WS : BRmEmEX

BEFNULL

A

D o o D

iy

=Sl
String
Int64
Int64
String
Int64
Int64
Array of String
s
String
String
String
Uint64
Uint64
String

WebRFEFGXEE ( WAF)

fik
G S

B

fiik

OFmAIL , EfthFRmkl
HixfEE

FRIIRIELE

ESIVEERE (S|

RN E=TI S

1%

AR
WEDFFIEHIIP

WS ENIPRIZER
WEN RO
WENFFRIFRFE

RECR

%135 T H144m

\|



O BASTCE

CLB-WAFfIpRia = 544

WA ™05 |8 : DeleteHost

BR WAIFE FEFFNULL &g
Domain = N String
Domainld = = String
SpartaProtectionPort
WS k- GRS R 45
WA O3 : ModifySpartaProtection
B WA FEEFNULL ESid)
NginxServerld = B Uint64
Port = = String
Protocol P &= String
UpstreamPort = = String
UpstreamProtocol = B String
BotRecordItemsData
botiEFRFIEERE =
WA T™EOSIA -
AR WA FEFNULL it
Res 2 & BotRecordItemRes
ClsPackage

clb-waf HEEE

AN T™ZOS |8 : DescribeSpartUserinfo, DescribeUserInfo

R WAIFE FEFFNULL ESid)
Resourcelds = =5 String
ValidTime = e String
AutoRenew 2 = Int64

WS : BRmEmEX

fik
HIFID

IS HARTIE]

WebRFEFGXEE ( WAF)

=
5

&
HRID

55
nginx Id
i
718
[EimiRO

[t

BEEMEEE , 1 Bassk , 0 1 FENEEE

%136 T1 H144m)

\|



O BASTCE

B D%
Count =
Region =

FIFNULL

iy

m

s
Int64

String

fk

BRI

WebRFEFGXEE ( WAF)

ihis; , BaifEclb-wafdi& B FRE|

DescribeDNSDetectDomainListDomainListltem

DescribeDNSDetectDomainListiR[EERITTE=

#ANTEMO3|8 : DescribeDNSDetectDomainlList

SR

Id

Domain
HijackRecords
HijackRegions
CreateTime

AuthlIP

BanArealtem

BN ZERY AL
#EAIT™EOSIA

BR DS
EnAbbr 2
EN =
ZH 2
CCRuleltem
ccEImY

N TEO3| A : DescirbeCCRule

% vils
ActionType

Advance

WS : BRmEmEX

Wik
=
E=
=
=
=
E=
=
=
=
=

=
~x=

FIFNULL

Pz

o oy o o

o

SEFNULL

=
E=

iy

iy

BIFNULL

A

P
=

String
String
String
String
String

Array of String

b
&

String
String

String

s
Uint64

Uint64

=
hijackRecords
hijackRegions
BlEEATE

RAXAIIP

3%
R 4B S
HAUFRIZRN S
HAERIHIC

%137 T1 H144m

\|



O BASTCE

BFR whIFE FEFNULL ESig)
Interval 2 = Uint64
Limit = B Uint64
MatchFunc = = Uint64
Name = B String
Priority = ray Uint64
Status = & Int64
TsVersion = = Uint64
Url 2 & String
ValidTime = = Uint64
OptionsArr = = String

BotListStat

botFlZRAYstatEiE

WebRFEFGXEE ( WAF)

fk

AE]EIHA
BRAFIREL

U YSPEN

BR

e
ST
ItEcurl

RIS FBERETE

BREH

AN T™EOS| A : DescribeBotTCBRecords, DescribeBotUBRecords, DescribeBotUCBRecords

% IS

AvgSpeed

SessionData

AN T~EO3 | : DescribeSession

FBEFNULL

iy

AR WAL FBEFNULL
Res = = Array of Sessionltem

DescribeAntilnfoLeakRulesRuleltem

DescribeAntilnfoLeakRulesiREIFGFINIFZE 2=

AN T™EZOS1A : DescribeAntilnfoLeakRules

BFR DA SFNULL S
Ruleld = & String

WS : BRmEmEX

1%

FIGIEE

fik

sessionTEN.

fiik

AID

%138 1 H144m

\|



X BIHSTCE WebRIFERAXHS (WAF )

BFR WAlsE FEFNULL Sl HoR

Name 2 i String HNEZFR
Status = & String MRS
ActionType 2 & String RNz ESREY
CreateTime 2 & String RN B3RS E]
Strategies P = Array of DescribeAntilnfoLeakRulesStrategyltem TFELRASRLIY

ReqUserRule

FBF AR S i AR 15T

WA~ O3 A - ModifyUserSignatureRule

BR Wiisk FREFNULL et} A

Id 2 & String HIEFS

Status 2 & Int64 HUFFX0:%x1:FF2: A&z

Reason & B Int64 EURA 0 : TEFBFICFEAID) 1 ISEaHMH

CopyBotTCBRuleRsp

CopyBotTCBRuleFR#HIRENE

a3 |F - CopyBotTCBRule

R Wi FEFFNULL i) )%

Code = &S Int64 0BT , HftRREM
ErrMsg 2 & String HIREE

SuccessNum 2 B Int64 RINAYESE

FailedNum 2 B Int64 SN ¢E]

T 2 & Array of String [panssicE=IIES

SearchLogsSimpleRsp

SearchLogsSimplefiRE{E
AN TEOS | : DescribeAccessLogs
BR Wik FEFNULL ESic) fEk

WS : BRmEmEX 139 W H144m

\|



O BASTCE

BFR WA FEEFNULL e St

Code = &= Int64

Count = &= Int64

Context = &= String

Data = &= Array of String
BotListData
botFlZREFEEIE

WebRFEFGXEE ( WAF)

fk

REMIHUT , OFRTAIIHAIT
SRR (S|

BHEHRE |, JLARERR
BRNBERE

AN M5 : DescribeBotTCBRecords, DescribeBotUBRecords, DescribeBotUCBRecords

BFR WAisk FEIFNULL ESid) ik
Res = = Array of BotltemsListltem bot%lF&
TotalCount 2 & Uinte4 FITEE
DescribeDNSDetectDataMapRspltem
DescribeDNSDetectDataMapixR[E{EHITTE
AN T™ZO5 | : DescribeDNSDetectDataMap
AR WAl FEFNULL Sl A
Key 2 & String Ittia,
Value = = String MR AT E
HostStatus
REBWARKSHIZEEIR
WENT4EOS | - ModifyHostStatus
BR Wik FBEFNULL it iR
Domain 2 B String %=
Domainld 2 = String #§ZID
Status =2 & Uint64 WAFE9FX ,1:F,0: %
FiltersitemNew
RINFRE : Bl asfEX 5140 T 144



O BASTCE

SLHINST SRR

U T™EEOS|A : DescribeMainClass, DescribeUserSignatureRule, DescribeUserWhiteRule

AR
Name
Values

ExactMatch

Wik
=
=
=
E=

=
~x=

ABEFNULL

i B

oy

BotsDomainAggStatStyleditem

GetBotsDomainAggStatStylediz AR EIEER TR

B0 T™ZOS |8 : DescribeBotAggregateDomainStat

SR Wik

Key =

Value =
BotsGeoStatStyledItem

GetBotsGeoStatStyled#Z RN EIEWEATITTEREY

A0 ™ZOS | : DescribeBotRegionsStat

BFR D%3vis
Key =
Value =

InstancePriceltem

RSN SR

A TEOS | - InquiryPriceWaflnstance

% iis
Pid
RealTotalCost

TotalCost

WS : BRmEmEX

Wik
=
=
=
=

=
~x=

FBEFNULL

P
=

a
[}

FBEFNULL

Py

7T
=

FEFNULL

a

iy

i

e
String
Array of String

Bool

ok
e

String

Int64

WebRFEFGXEE ( WAF)

EERHEK

WEIREL

A
SRS
IHEEINTS
IFrORTAYNTS

%141 |1 H144m

\|



X BIHSTCE WebRIFERAXHS (WAF )

MenshenRuleType

I JH-FINSEEER

#aNTEOS | : DescribeRuleTypes

Id 2 2 Uinte4 Id
Name =2 = String FUMZEBLZFR
Description 2 =2 String FNSEEERA
Count 2 2 Uint64 =
DescriptionEn 2 2 String HINSEEHIATIL
NameEn = = String ISR ZFRIL
ReturnData
API2.0f9iR[EHE

WA T™EOSIA -

E=H WA FBEFNULL ESit] A
Data 2 2 Data "returnData":{"data":{"AutoRenew":"false"}}

DescribeCachePathRspListltem

DescribeCachePathiR[E[{EHAIZEEY

WaNT#EO3| A : DescribeCachePath

R S FEFNULL ESid) R

Id 2 a String ID
Domain 2 & String =
Name = B String BFR
State =2 & String IR
Path 2 B String BE
CreateTime 2 & String CUFERAT A
ModifyTime = & String {EHIATIE)

WS : BRmEmEX 142 M H144W

\|



@ BHETCE WebSI Rk ( WAF )

HIRh

EBRUTEHTAYE): 2024-10-18 10:38:29

Il
WSBRELEE Error 268 , MR APLECISN. D

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
13
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}
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