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2. FERRIEXY, , SEASIREREAERARIERE | EReiEBaaE.
3. 1EBGERE | BREERRE.
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REREE
HBXENX
PR

RIS HATE: 2025-10-11 18:10:00

RURR AR L E M P AR B TR LR BRI R LSRR,

FNMBERT , TKSERRAEE  BEES THEZRIHEINR | FKSIREEHTERIILENR | BREEETENBEMEZERINHIINR , FESRAEE
HATEIN.

RIRRE XA — S Z EMURANEENE. CAM SHFFFPREIAIRER | TURRIRIIEE R, TRRRERSFaZMEERN—LCENINURES | BREE
R, zRREERSE  XEFRREIATE. BELEREHBFUIENERECBATRREENIRES. FURKRIRAEEAERENRR , AERE  MEENXEK
BAILURIEASHE AP RESHUATREEER.

B ERFEEBPEE— N EE N RIS, RN AIREREE AT LR TSR IR th T AR B SRR,

WRFRE - BRmERMEX 5829 TR #156m
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ERILEHATE: 2025-10-11 18:10:00

RISEATEN A — RS FAURIIEENNE. ZHRIEEES ATRRIETIEENRE. CAM NARBETIA  MERHT SMEERCIENEEER. 56F
BCAMBFEAARINR , R AERERERTURRE | Sitl2BE N RIEEHREERIEREKZICAMBFEH. SMERATESSMUR , RATEE LIS SNSRI
F—CAMAFEA.

FiRERRE

USRI EEEE  ERAFSMERN—LEIMRES  BREER. BRSIESNRSE. BIESSEE | BIFNEE. RRIARATNR , ARIHREBA
wiE.

EIRE SR

AP IR ERSMCATHIA R REIEIRIRES | RV EBRIEIIRYS | TURENHERFNERUAUREIEER. fit , MRMIEESERRRIK—FE |, £
HENEERHIERELS , MR EE IR 21TH).

WRFRE - BRmERMEX 5830 T #156m
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RGERE
BlIEE B E SRR

SIAE#AYE: 2025-10-11 18:10:00

ES ST

RN BANTES A ERIEEES AR AR X | BESCRIRATHEBREIRIRNS | IUREREAFNERUSUREETR.

AR

CERNOSEEHE | HARIREERE.

EAFLR

BRI RO
RERRERNEREIERAORES | BRI STIEEIRSIRE  FHFEXER , BaEMRIIEL  BRRE , MITHEEFER.

1. EXREERE |, BEk L AniEaE SRR,
2. TSRO ANE O |, SRREIRIRAEREEIR | M EIRIRSAHRERmE.
3. ISR IRSTIRERE |, HRUTES.

Wi :

MRS5S (whik ) : EIRBERINFGR. BE (%) | EREERNARE. BR (YE)  ENCERNNRRIER R, ERESRER. RSRN
SERAFHESERRIF R E ] BE , SREARRERN AR S NESE 35 CAM K= PXIRr=med haSEsm] Xy, =/
RSIFHMERNETESR S8 CAM RU=5 P9 [ERRE] . &4 (BE) | REFIKS DIASRAVERSM. FHRTS5 3054

il

— RIS LARINZ 570,

4. BEFIIER> T8 |, EA\JRIERIERE.

5. FESRIRGRIETNE , *NAEREREIR. BRER  WAKKAZR | HPRESTRRIEASEEH S 8aER.
88 SREREFREIAA "policygen’ | EEEFIRIECZ AL, BHUHITEEN.
RIESNE TS 3 PHRSTUREIN , BrRIRIEEIRR R TIEN.

6. BATHSERY , SeAIRERAR A PRERCE EITE SURREATIRAE,
ARSI
RITSENARE | SR XS RMRIRRERNE B AFE.

1 FERERETEIA |, Pk RRRTREE SRR,
2. FERRHE RIS N E O, REHERIREEIN , ENRREENCIE.

* WFAF/BRE : DiEHERNBF/AFE. (FEE—)
SR | RRERNAOTER,  (ER)

BEEEIRSE | BERERNREE. (RER)

o HEIR : BUANSERR.

3. TERRIFESIINNESERUTER |, 8T8, #HANGERH.
4 (EETE , WAKIRER, KIENDERETMN  TRIRERINEEEE RISIRIE, HEREARNKRIESRIIRENSHIERSBER  RIESHREIAS
"policygen” , [EEREIFRIEEIE HERERL.

WRFRE - BRmERMEX 2831 T #156m
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RNEE

ERILEHATE: 2025-10-11 18:10:00

BIEn=R

IR BT SREE KB/ /A BB B/ BRE/AaXRECRIR. XEAThE . BFR/AFE/A RSB RIIREI RAIER,

AR

BER HEEEHE.

BFLER

B SRIERE R/ AP E/AE
1 EnR SRS |, REANRKBER , #ARBEERHE.

2. FESRIRETETNE | RIR S R RSB i IR TR SR ARl B i SR,
3. HEIRERITUR SRR | BEAMERMEIIRXEEF/E/58.
4. TESRHARERFRF/A/AENEE | RIBSTEARBTRRERF. BPEsfeE.

5. WREXREAIAF. BRAESAE.
6. PR | SoAEIT SRES REXFIFIRME.

B AP/ R ECERRRE

I AP SRERSRRE

L EpagEzsls  fEANBPEE  #EA\BFPEERE.
2. IEFHEERF , BERFER , EARFEERE.

3. FECKERAUSRIE T | SR oRERERIE | ST RERSRIERIEE.
4. TERERRRESEIET | AISFERINAISRES.

5. BEHTE | STRUEIT A KB EE SRR E.

B FIFERERRRE

L EpagEEEss  fEANBFE  #\BFEERE.

2. HEIFERNOBFA  BERFARR , BEABPEFER.
3. FECKERASRIE T | SR SRERERIR | STHFRECRIEXIEE.

4. TERHAOKBRRIENIEIET | DILFERNAISRES.

5. BEETRRE | STAUBIT AR B K BR TR SRARIRAE.
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BRHIIPI5E]

BRILEHHE: 2025-10-11 18:10:00

BEn=R

iplaEE

RN BRI BE RIERGFWSHE P, REMIE  FIKSHEBEEMREN P EEERS THRR , iR FRSBEIREN P EEEWS TEIR.

AR

HEREMNFmITFHE [P RENSHE |, FHETSE R,

BFLER

1N SRESEERE , SiA ERNATEEE SRR,
2. FESHIER SIS BT, AT RSRIRERROIRE | HENEEIRS TR FIm.
3. FEEARSTHR(FIUE | #FRLUATER.

o MR MEDL, R "RV, WG "RE" , PSR AREERURL.

o BRSS : ED , SHERERINAY M.

o IRMF IR, RIBEIFER T IR,

o WIR : WIED , BELSE BRERSIUES,

o Fff  REEIORERIEERM M IP ik, ATLURINSSIRE]. Blan , SRR 22UF" | (WREEFIX IP shitAIFFElEsREURN.

eI

PATFRBIZFRAFPSATE 10.217.182.3/24 53 111.21.33.72/24 MERABEEAZ APLi5ia) cos:PutObject , 41FE :

SREIEEAT

{

"version": "2.0",
"statement”: [

{

"effect": "allow",
"action": "cos:PutObject”,
"resource": "*",
"condition": {
"ip_equal™: {
"qesiip": [
"10.217.182.3/24",
"111.21.33.72/24"

WS : BRmEmEX
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15 AE e
TTREE

SIAEFATE: 2025-10-11 18:10:00

ERE (policy) BETFITEMR , FSRHIASNEMEE., OTTEIEETA(principal). #{E(action), &iE(resource). 4354 (condition) ARSI (effect), TTE&
REFSHHINE, SIERE DBIRFEK. WTERSERERMARMETR , condition STTEERER. ERHETARRFSA principal TTE |, (SHFEFIRE
18 API FFNFRBSIEAAEFRAISEFEEA principal,

1.k (version)

HRRIIEIARA, ZTTREVER. BRI ER"2.0",

2.&¥6 A (principal)

HARRRIZIISLIR. SRR (FFRE. FKS. ERBRF) . BFRE , XELEEAR. BASNAPEESIR, (U ERIEEIRAPIRRIRE SEXIS i
BiztE.

3.i5f)(statement)

R —EH S ZPPRINFEMER. 1ZTTHREIE action, resource, condition, effect EENMNEMITRIMPRIDIRES. —FREBENE— statement JT&K,

4 32{E(action)
AT EBMEANRIE. BIERTLAZ API ( LAnameRiSMEA ) SRETHAEE (—E4EM APL, L permid BISHER ) . IZTREVER,

5.8&R(resource)

AR LE. TRERBRIEL. SFTRINRREHEREMXE. BXITEERRIES | BERERSHERFPAI NI R3AE. ZTERYNE
.

6.4:3814% 4tk (condition)

HIARIREINRE . SEEIRRIER. RIERNREEEAR. SHETEENE. 1P I ER, BURRSAFSEREPIEEREME. ZTREIEER,
7.3 (effect)

RAEIE SRR R ER BEM", AIE allow(RiF)fIdeny(ZBEL) ISR, ZTREMER,

8. RIS

ZEEGIRIAR © OB T AR ID 1238423 FAYFMS ID 3232523 K%4H ID 18825 , XdibmitigfdcostziEifbucket ARIS HH{iBIEHY cos 7Z#ifE bucketB TAIRISR
object2 , 7EiAA) IP 7910.121.2. */IERAT , HEFE cos i APl FIBIRIARSISAIUR |, IARATLAREE S AFIRIRER.

{

"version": "2.0",
"principal": {
"qes™: [

"qcs::cam::uin/1238423:uin/3232523",
"qcs:cam::uin/1238423:groupid/18825"
|

B
"statement": [

{

"effect": "allow",

"action": [

"name/cos:PutObject”,

"permid/280655"

L

"resource": [
"qcs::cos:bj:uid/1238423:prefix//1238423/bucketA/*",
"qcs:cos:gz:uid/1238423:prefix//1238423/bucketB/object2"
I
"condition": {

"ip_equal": {

"qcsiip™: "10.121.2.10/24"
}

}

By
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{

"effect": "allow",

"action": "name/cmqqueue:Sendmessages”,
"resource": "*"

}

]

}

RPN
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SIS #AYE: 2025-10-11 18:10:00
BANRIRHNE RN TR, 5RB§ policy FRRZ version B4 statement #pY , IRATLIESEIEAER principal , EFEAURTHREREE API chEREIEAEXA

SHPER. 154 statement EHE TN FIEOEMK. BRFEQEERIE action, &R resource, A/ condition LIRS effect I94NTE& , HH condition &
BT,

JSON #&={

SRERIEIALL JSON 13=CuER, CIREERAISRIEAAIE JSON 1&830RT | BTTAIRITATN , FTLAFF/REERRR JSON #830ERS. JSON #&ZUHRAETE RFC7159 REN
1S LAEFRTEL: JSON IIFEFr R B sRmgig .

BENE
EARPEI AR :

o UTFHRESTERMIEETHI JSON FFf

{31

o UTFHRATHARKEZTIEHRT , TEEERKT

=<>()]

* HTEATSMEN , ERESHORANERSHITERR. I :

[<resource_string>, < resource_string>, ...]
<principal_map> = { <principal_map_entry>, > <principal_map_entry>, ... }

RFENMER , EEHLUREE—ME. BTERE—MER | BERIESHAZERE , BHES ('R 640

"resource”: [<resource_string>]
"resource": <resource_string>

* TEENES () FRZTREARER. a0

<condition_block?>

o TRENFENBRT  KEEZERAEE "|" Fx , FHA (" BESEXEEASEE. 50

("allow" | "deny")

° FRBRTEANGISEEEE. i

<version_block> = "version" : "2.0"

EEER

policy={

<version_block> <principal_block?>,

<statement_block>

}<version_block>="version": "2.0" <statement_block>="statement": [
<statement>,

<statement>,

]<statement>={
<effect_block>,
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<action_block>,

<resource_block>,

<condition_block?>

}<effect_block>="effect": ("allow"|"deny")<principal_block> ="principal": ("*"|<principal_map>)<principal_map>={
<principal_map_entry>,

<principal_map_entry>,

}<principal_map_entry>="qcs": [
<principal_id_string>,
<principal_id_string>,

]<action_block>="action": ("*"|[
<action_string>,
<action_string>,

])<resource_block>="resource": ("*"|[
<resource_string>,

<resource_string>,
])<condition_block>="condition": {
<condition_map>

}<condition_map>{

<condition_type_string>: {
<condition_key_string>: <condition_value_list>
b

<condition_type_string>: {
<condition_key_string>: <condition_value_list>

L

}<condition_value_list>=[
<condition_value>,
<condition_value>,

]<condition_value>=("string"|"number")

EiEEA

iplaEE

* —NERHg policy AILIBAERIES statement,  REEIRAKER 4096 MFAF (FRETHE ) | BIMERIESHE R, MR block FERIMFFR. 620,

B , version_block AJLUIRTE effect_block EEZ.
o HRITFHNEEMRAS 2.0,
e principal_block STTHREEHIEFARRITFEN | SCHFERIREE APl FRIRIKIEZEXAISEHEER principal
* IB{E action FIER resource #FFFIFE , B action IETFEF=REXHHERIESE permid,

o EMEMAILIESENEMN  EAESNFRYRNEBEAS. B8N ENSMEEZMHE(ER condition_type, 4 condition_key , &4{& condition_value,

o S&KIBY statement FIEA effect 7y deny & allow . HHEEFEESHIEDHEEEESE allow XBEHE deny i , iB1E deny {L5E/EN,

FRERGEE
TEEERAITTERF AT
action_string

EEIAERREL. BRSSSEELANIRFRARERL.

//FBr= i E R

"action":"*"

"action":"*:*"

// COS F=RRE#HME

"action":"cos:*"

// COS F=R#I%27 GetBucketPolicy HI#E(E

"action":"cos:GetBucketPolicy"

// COS F=g#B5 ILEL Bucket RY#EAE

"action":"cos:*Bucket*"

//424EEE ID 5 280649 HIIR{EFIZE

"action":"permid/280649"

// cos F=& , & GetBucketPolicy\PutBucketPolicy\DeleteBucketPolicy HHRIEFIZE
"action":["cos:GetBucketPolicy","cos:PutBucketPolicy","cos: DeleteBucketPolicy"]

Hep |, permid AEFRENNRESES ID |, BIMERIBESHSIEAF MY,

WS : BRmEmEX
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resource_string

BB 7R,
qcs: project :serviceType:region:account:resource

HIITRR

// COS F=F2f object &R , Lisithls , FRABEEN uid 210001234 , FRZE bucketl/object2 , FFERIZRE prefix
qcs::cos:sh:uid/10001234:prefix//10001234/bucketl/object2

// CMQ F=RAIBAFI , LiSitls, , FRBEER uin 212345678 , BiERRE12345678/queueNamel, BFRIZRE queueName
qcs:cmqaqueue:sh:uin/12345678:queueName/12345678/queueNamel

// CVM FRI=RSSES |, it BRIFEEN uin 212345678 , BIREE ins-abcdefg, BRFIZRE instance
qcs:cvmish:uin/12345678:instance/ins-abcdefg

BEMERIES RS R SHSIBRRIR TENRIREAT A,

condition_type_string

SRR, HHAMBESR(FAVZEEY, ffI4N string_equal, string_not_equal. date_equal. date_not_equal. ip_equal. ip_not_equal. numeric_equal,
numeric_not_equal &. =AM

"condition":{
"string_equal":{"cvm:region":["sh","gz"]},
"ip_equal":{"qcs:ip":"10.131.12.12/24"}

}

condition_key_string

iR | TRBENEERBSIHRERTRE | EREREESHE. CAM BX T —HERET R LIERNEMSE | 81 qesicurrent_time, qcsip . gesuin
#0 qcsiowner_uin &, BNMERIESH £305T.

principal_id_string

XF CAM = , BRBRENRIR. EIEEA principal BRANRIUER. RIINT , BMERIESR SRt 5.

"principal”: {"qcs":["qcs::cam::uin/1238423:uin/3232",
"qcs:cam::uin/1238423:groupid/13"]}
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THZ1E
HIFE#ATE: 2025-10-11 18:10:00

~EERFHEEERE , CAM BELINHEZBERERITSIELE,

1 BOABRT , FrEEREpSHIES.
2. CAM 4B HFIRF KEXAIFTE R,

3. HIMT 2B ICESRES | SN T T—FET ; BURLHBTA deny , FAYFADZER.

4, FIKrREEITE deny 515 , 2NSLHIFES deny , RAFHEDTEE ; BUHT F—SHIET.

5. ¥IKTEAEIVE allow 5 , ENRLHMTH allow , RIFHIEEER ; BURLKHIERN deny , FAFHEDEEE.
R

SHFRIKS |, SHNBEEE T RRSRR,

BB , SBUAKEATE CAM BF. BIREN XN ERFEKE.

HithZRrg &R IIEE | 815 allow 0 deny RES.

NFSHFEWSRFARANLS , FENRMEENZS | AIRKS A FIURKS B THENFIRKSNEERNAENIR. X/ MTE CAM SERREE A 25FIE B
BERIAK B 2EERIUATIKSZIIR , MERMFHEENRHIET , B MFKSAERAER A AR, BrissIUERERIERNT

SRR RIBENX
{
"principal”:"*",

EEEHEES MFA IIE :action":"?(‘:li?unt:QueryKeyBySecretId ",

resource":"*",

"condition":{"string_equal":{"mfa":"0"}}
}
{

"principal":"*",
"action":"account:SetSafeAuthFlag”,
"resource":"*",
"condition":{"string_equal":{"mfa":"0"}}

}

IRESRRERE MFA IGE

{

"principal":"*",
"action":"account:BindToken",
"resource":"*",
"condition":{"string_equal":{"mfa":"0"}}

}

45E token EE MFA I8IIF

{

"principal":"*",
"action":"account:UnbindToken",
"resource":"*",
"condition":{"string_equal":{"mfa":"0"}}

}

fiB4B token F5E MFA I8iE

{

"principal”:"*",
"action":"account:ModifyMail",
"resource":"*",
"condition":{"string_equal":{"mfa":"0"}}

}

1B HRFEEZE MFA JGIE

WS : BRmEmEX 5839 @ #156
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HRAgIRE

IEFHSHFE MFA 1IE

WS : BRmEmEX

SREREN
{

"principal":"*",
"action":"account:ModifyPhoneNum",
"resource":"*",
"condition":{"string_equal":{"mfa":"0"}}

}

pAE
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~ : R e A3 LY

RREAS T

BRIEEFATE: 2025-10-11 18:10:00

iR resource JTTRFIA— NS MREENSR , 31 C(VM &R, COSEHERSE. ANEFENA CAM (R RmIAMEE.

5Bz

&R RATIANSERUEA AT, B REfRaERENE R NANERE N IEE, BRUNTBERENGEE | BN~ RN, ARLEN AN

TR~ -

qcs:project_id:service_type:region:account:resource
Hep

qcs 2 qcloud service IR , RREZFENZEIR. ZFREVMHET,

project_id HAIMBER , {{GfE CAM REfBIE, HRIRKIEEZIESZER.

service_type #IAF &R , 41 CVM, CDN%Z , FRAVSIEAMATISSEXNRA R, B * IHRRRAE M. ZFREVIERT.
region AMINER. EATHMERTEMESL. cFEIitEA—mEHENESE T AK. cFalERttEGERET

Wi 4ES ik
gz Il
sh L
shjr tisemx
bj =
cd BB

account A ERAEENIRKSEE. BasdsmrAUEARRAES |, uin 70 uid A=,

uin A3, BIIREH QQ & , F =4 uin/${uin} , 4 uin/12345678 ;

uid 755 , BIMRMCSHY APPID , 79 uid/${appid} , 4 uid/10001234,

EATHRHRREERIEN CAM BFFTERIRIKS. BRICOSTCASWSHRIRAEE ReEMuidAREA (WRER , TEXE) | bl SHNERAEE REEHE
uin IR,

resource HAZFRIIERERIFRE.

[y

CBIFEAS | ZFEREWIEIT,
RRENRBRTFERTHIER D, 70 VPC 7=5AY instance/ins-abcdefg .

N

<resource_type>/< resource_id>

w

ERENRRTETHIHERARIERID . 10 COS F=&kY prefix//10001234/bucketl/object2 , iZAXT , SZIFE FRAIRISRITE.
20 prefix//10001234/bucketl/* , 7= bucketl THIFFE Object ,

<resource_type>/<resource_path>

N

 BTREANERTFETHRBERR. 2 instance/* ,

<resource_type>/*
5. REFm N FE AR,

*

6. EFLIFET |, &R resource JTREATLIR * SRR , SXEXINT |, FBEE0ESIT MY 5334,
7. 124F action 2FEXREAERAVE(ERT , resource BXA * | BRXKKFIBER.
8. 12(F action ERFEXREKERAVIRIERT , resource BFEENA * .
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CAM HIETREN
CAM B8 T7THRF. H. RIBEER , CAM &ERAVEIAS A TR ¢

RS :
qcs::cam::uin/164256472:uin/164256472
213
qcs::cam::uin/164256472:root
FHKS :
qcs::cam::uin/164256472:uin/73829520
AH:
qcs::cam::uin/164256472:groupid/2340
FrERPF

qcsicamianonymousianonymous

17

SREE

qcs::cam:: uin/12345678:policyid/*
5%

qcs:cam:: uin/12345678:policyid/12423
HRIVEEHA

* WEIAEE—ERRKS. IREREEFKSEN  F2EAERRILIANIR , FEAZRAEE RN
e COS. CASHSSSHHEISEIERATAIIR. HRNKSATLIBIARER SIS RREIAETFIKS.
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S ITRE
iR E
SIFEFATIAE: 2025-10-11 18:10:00

fERimR

FERE  BHREALEEN CAM BFRETHAIEERIHINR. FNEEELE COS BRNLIEE NATIZRRIAIENIR, MRHERAEE RKS)BRRED
BRARRIEE  BURARS  FENEHNRRBRSRIEFIENGEES. EXMERT  SULIBS FERRREERTINENTR, ERBIOEIRE X PIEBINSA
AR AER | ZAAFRERIREE, HENET , RIRRERRER IREBERESN L TXER.

BT OIEE RSN RAORI AT TN T

{
"version":"2.0",
"statement”:

{

"effect":"allow",

"action":"name/cos:Read*",
"resource”:"qcs:cos:uid/1238423:prefix/${uin}/*"
}

}

o RISEEEEMNRRENEE+FHE LEEEAR uin, Wuin 712356 WAFEEETE test B9 bucket , MEXIRAIERIIATT A

qcs::cos::uid/1238423:prefix/12356/test

e uin J3 12356 RORFBIENZEIRRT , SRS EP B NAVKIMER A SR ThEE | B

qcs::cos::uid/1238423:prefix/12356/

o SREEHFRYER qcsicos:uid/1238423:prefix/12356/ BILUBITRIZILASIHIAIRIR qcs:icos:uid/1238423:prefix/12356/test

RIS
BRTRIE | SRTRIUBEER BRRINRE R, RTTRE | RRERARERIHER.
AT sBEsRT VPC Bl ERAEHITR,

{

"version":"2.0",

"statement":

{

"effect":"allow",

"action":"name/vpc:*",
"resource":"qcs:vpciuin/12357:vpc/*"
"condition":{"string_equal":{"qcs:create_uin":"${uin}"}}

}
}
RIBZEESIE
BRISZISIERISEEFIRNT
TEZ TEANY
${uin} LEHAABFNFKE uin . NFHRAEERWSHBER , SRURKS vin —EL.
${owner_uin} HEEAIEEFERIRWS uin ,
${app_id} LENAAEFRERIKSH APPID ,
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R

ERILEHATE: 2025-10-11 18:10:00

fEFRipR
ERZSHRET | A IRECRARIEH—SLIREXAIE M condition .

* 781 : CAM BFERZ= APLRS , TERHIBFIHIERIR , MEREIAISRER 0L P &4,
* IHR2 24 CAM BRI VPC XEERE APLET , BT REHET CAM BFRE2EHEXSEE APl FINSEEERIHEONERI , BRERA CAM BREEHEY
LEEEXREANY VPC B9IAIAUR,

B
EHFEMENEEEEN TR TR, —MRERALIBRET N FEMER sub block 358 , 8F&MHR sub block SWM—NMRAHEFEFIETNSNFME | SDFMEHEY
MTEHFNFEMHE.

28
SHERNHEEEIN RATA

1 £MHREVNEISNFMHHE | RE LT ER PN MREERKAFHEFRHER THEREPEE N FMHHE | WREERL

2. WF P FERIRPEESIFROBR T . RESNRHEXRAVRAEENN | ZFRERTEA.

3. WTFEESNFRERIERN | RESNFRREENRT | BIFHAEN.

4. WTFEE _if_exist FRAFMHBMER | AIE L TXERP IO SRMHRIERITREAISRMER | ZRHRARE.

5. XJF for_all_value : BRAEIFLIRAIFMHEFR , BRT L TXEETHKHREESMENTR. REL LT XEETIRMHRIE MEERKIR MR ERHERTE
A, AR,

6. 33T for_any_value : [RAEIFLIRAIFMHEER , BT EITXEETHZMREEBES MENTR. RE LT XEEPRIRMHRIMER — MEE KIS HR(FRHER
A, BANFARATLIER.

fse Rl

1. U TFREIFREPMMAE 10.217.182.3/24 5¢E& 111.21.33.72/24 MEEAEEEREZ API,

"version": "2.0",
"statement": {

"effect": "allow",
"action": "cos:PutObject",
"resource": "*"
"condition": {

"ip_equal": {

"qes:ip": [
"10.217.182.3/24",
"111.21.33.72/24"

— e o o

2. LUFRBIRRASIT VPC 4BEFSERY NAT WX, VPC pUitis /g Eig.

"version": "2.0",

"statement”: {

"effect": "allow",

"action": "name/vpc:AcceptVpcPeeringConnection”,
"resource”: "qcs:vpcishipex/2341",

"condition": {

"string_equal_if_exist": {

"vpciregion": "sh”

WS : BRmEmEX 544 T H156TT



X BIHSTCE e

}
}
}
FHRMERSIR
TREFMHEEN. FMBLUNRREIRER. B8N REEXAIRMEE | SRR RAT= M.
SAHRIERF =3 FMHE et
string_equal FRHEET(XOANE) qcs:tag {"string_equal":{"qcs:tag/tag_namel":"tag_valuel"}}
string_not_equal FRHERETF(XHANE) qcs:tag {"string_not_equal"{"qcs:tag/tag_namel":"tag_valuel"}}
string_equal_ignore_case FREETARXHANG) qcs:tag {"string_equal_ignore_case"{"qcs:tag/tag_namel":"tag_valuel"}}
string_not_equal_ignore_case =~ FHEAFTFTARXHSANE)  qcsitag {"string_not_equal_ignore_case"{"qcs:tag/tag_namel":"tag_valuel"}}
string_like FREBIUE (XD ANS) qcsitag {"string_like":{"qcs:tag/tag_namel":"tag_valuel"}}

FRBRALESET (RO AN

string_not_like 5 qcs:tag {"string_not_like":{"qcs:tag/tag_namel":"tag_valuel"}}
date_not_equal HEAETF qcs:current_time {"date_not_equal":{"qcs:current_time":"2016-06-01T00:01:00Z"}}
date_greater_than NIEING qcs:current_time {" date_greater_than ":{"qcs:current_time":"2016-06-01T00:01:00Z"}}
date_greater_than_equal BAFET gcs:current_time g'lig:)faifggt;;;than_equal qesicurrent_time":"2016-06-
date_less_than IE qcs:current_time {" date_less_than ":{"qcs:current_time":"2016-06-01T 00:01:00Z"}}
date_less_than_equal ENFETF qcs:current_time {" date_less_than ":{"qcs:current_time":"2016-06-01T 00:01:00Z"}}
date_less_than_equal RIEN = gcs:current_time g'lclf(;g:_(l)els:(s)atzh'i;_equal "{"qesicurrent_time":"2016-06-

ip_equal ipET qcs:ip {"ip_equal™:{"qcs:ip ":"10.121.2.10/24"}}

ip_not_equal ipARET qcsiip {"ip_not_equal":{"qcs:ip ":["10.121.2.10/24", "10.121.2.20/24"1}}
numeric_not_equal BUEARET qcs:mfa {" numeric_not_equal":{"mfa":1}}

numeric_greater_than HERTF {"numeric_greater_than ":{"cvm_system_disk_size":10}}
numeric_greater_than_equal BEXTET {"numeric_greater_than_equal ":{"cvm_system_disk_size":10}}
numeric_less_than HENF {"numeric_less_than ":{"cvm_system_disk_size":10}}
numeric_less_than_equal HENFEF {"numeric_less_than_equal ":{"cvm_system_disk_size":10}}
numeric_equal HESET qcs:mfa {" numeric_equal":{"mfa":1}}

numeric_greater_than FUERTF {"numeric_greater_than "{"some_key":11}}

bool_equal fa/R{EILE - -

null_equal SRR - -

WERA

1. BAAtEURER 1SO8601 iRk , HREHEA UTC At

2. 1P #8={ER& CIDR #5E.

. SRHBIER (null_equalBgsh ) DN EBE if exist , Fon L R SR FEMERED XM EIRALEIL,

. for_all_value : [RAEIFHEECSRIHRIERER , Fr L FXEEPEHBINE MEEHEERITA L.

. for_any_value : [REIFBESIHRERER , T L TERPRFBNER—MERBERHAT AL,
BB WSASTERM | RGHFBH & M. BIMEESE WS iRA.,

(o) IV 2 BN SN OS]
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=5
AEEE
s
AfHLA
RIFEFATE: 2025-10-11 18:10:00
HLo2AmE
ABEILUEFEBNSSHERN" BIKS" , ABEHTEIETRE | HEEBN SR EXFAFHITIIHEEHRITIINIR, AELUIEF—BI=SMEXKSHA |

HARESUSENMKSHERK. ABIREXBAINFALES (BEa8inaEs )  IKSNERERENTEERBALS  ERREEENREN , WashSeline
IERFHARFHITERERHRAEZIGAIES , AIAE T Ine RS2 B FAEMARSHIF APL EHEBFRNE TR,

RBERDR

=HERE
FIKSAEMRTINEBFNRRAE. N—LREE5R , BFATBY ARSI BARARF FRHENER
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E= YN o

ERITEHATE: 2025-10-11 18:10:00

TEHAERARRIRE FF—LEAKNE  GEAe. kShte. BEXNAR. PIRKIE.

p:<i=:
HE—EMIRINENSH. ATNABHENETFBNSMEXPRS. RENZRIVHTMR. XLACRMINZIAE , mMAMWMEIEANREFEEFE.
CAM HELIF 2 Fhss Bt

RS (TR ) A8 HRSHTIMENAE | RESAEFETAFEN | RSARBINERS A e B RIRH THERE.
c BEXAE : HAFBTEXNAE  BFULUBEARERERCHANAEIR. AEATRUTREFERS :
AIEARENEKS.

AIEARENFRFLURINMEE.

RBAE

RS AERS N RIRS EERHEANREEEN CAM TiRfAE. REMEMNXESIRBEXTRRSTMEN , —BERXRRSHERTRSAE , Bz miRSEre
RARERBRS AR EERIEMRIRS. REBEALILEEEIMERIRS  EAERFABIREREAUFNRMUR  RAEREEERAZRSETR
S HRBATERTUR,

SRR IR FIRS AEIRET , IRSABIERTIRMAGRAEEREN  FIFBIMEX | BUNZRSTURAGE. REAENNELSERRER. At
Bk, BPRERRE.

THSHB
ZSHBEAFECY CAM BBHITEX. BEXAENABETR. ABHKLRABSIRIRAFRAE. BEXABAILILEEBRREIER ERIRRAIRER
BURHITHE , ABREAEMEFNERKS

WER T RBINSNEERABATETREBIRGERIUR | BRAEFHARRTERIIZ 2,

PR
JSON #E=AIRBRIY, ERTLERBRERIRE X A BRI ERINRIEEIR. 2RI CAM SREQES AN,

SRS
JSON AR, ERILIEEERIEPE N A EABRNSR AR EACINFRENSM. ZHEHNIRETT CAM SREGESANL.
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BliEAE

ERILEHATE: 2025-10-11 18:10:00

BEgR AN BUELEEE. SlEMihE  ARRLEBRENIIREERNEEEWRS THRIR.

AR
BERLREEEHG A A6 JIRTH.

BEPR

1 AHOEE A ABEENR  HEMERS  REFRERTANENSY , B2ET—5  KEAGKRIE.
2. FESRIEFIRA DGR RA LRIA BRI , BET—5  HEA.

3. WRBEXERMIBAL , BE5EH.

WS : BRmEmEX 5548 T H156T



X BIHSTCE e

(EBNE] )

ERITEHATE: 2025-10-11 18:10:00

BiensR
RN BANHERABXECREE. EXAINE  AEBRESIIREERGINIREEREEERS THER.

HiHRS
EERLREEEFE  #EA B6 JIRTH.

BRIFPR

st
1 IRBEENH , PEFEXNAGER  HABGHFER.

2. ERBRERK , B REABHAMES.
3. BERE  ENAEmAER.

ST RERRRE

1 TABEENHE , PEFENNAGER  HABBHFER.
2. FEERERAOTRIRINES | SR oCHRERNR,
3. TESRHAISKERERIERHIEIE , DYEEALRTHERINAIKES , SREMEE | IFINMAEREERE.

TRRERERSRIE

1 ERBEENH , PEFENNAAER  HABGHFER.
2. FEORERAOSRIRIIE | SRR SRR S I R EDURIRRAR,
3. FESRHIRRBRERIEISIENE | SRERBIARERR | 2 e TR RS AR R AR,
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kR E

ERILEHATE: 2025-10-11 18:10:00

BiensR

FIENBNIMIRAE. AEIRGE | BREBREMERREERS TRIRR.
BELR

1 BRHEEE (CAM) 266 | #ENRBEERE.

2. ATASIRRAI A BB I BRI E RO RR.
3. FERR IR ERIEIE S | BEIRE  MIRZAE , RBRZIRS AEERERARIEREIKR.

WS : BRmEmEX 8550 T #156m



X BIHSTCE e

RNAE

ERITEHATE: 2025-10-11 18:10:00

1. EHEEE A6 -ABRIYIRE  S7HSRFEF TR ENMEARSIR. 2. SERERFIIRENLNE  TIEESFEFT  BLFRFTEThREERe
SERBEIRAEF TRER. 3. WIRMINEZBRITFRF  EERERGE  gLUlikAE. 4. RERAeZE  ILEREEESTIRRes  XERSFIHZT
BREMIRIEesIER.
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AFIRSIH T ERERE
BT EFAYE: 2025-10-11 18:10:00

ERNAEBEFNERSALUAITFREFIKSHABHITING | XERIBI— P EROILEER T BT FIKS Sl F DR A AR,
BRINTZE , 28 A B—MEETENIRG , FEREBZIRUIMIENT B, IZBUREIREAE] A T IHE=RSHFEIR.

AT A 2AIKS CompanyExampleA ( EMKS ID J3 12345) |, QI —MREHERBHKREAHLT B EIWIKS CompanyExampleB ( EMWS ID 75 67890 ) ,

B A (CompanyExampleA ) i&F CreateRole O8I —MAEBEFR (roleName ) 79 DevOpsRole U , A8 A VIS CompanyExampleA JlERufEE
DevOpsRole BN T R,

1. 28 A 2K S CompanyExampleA ((ownerUin 73 12345 ) EF3 CreateRole EO8JE— roleName 75 DevOpsRole It , policyDocument ( FE(EER
i) S8RA

{

"version": "2.0",

"statement”: [

{

"action": "name/sts:AssumeRole",
"effect": "allow",

"principal": {

"qcs": ["qcs::cam::uin/67890:root"]

e e o =

2. 28] A (RIS CompanyExampleA (ownerUin 75 12345 ) FZARIZ SR EMINHNR.

i. A8 A IS CompanyExampleA ( ownerUin 73 12345 ) @55k DevOpsPolicy , $EBREEIT :

{

"version": "2.0",

"statement”: [

{

"effect": "allow",

"action": "cvm:*",

"resource”: "qcs::cvm:ap-guangzhou:*"
}

]

}

ii. 28] A IS CompanyExampleA ( ownerUin 73 12345 ) A AttachRolePolicy ¥ stepl thalliZEAIRIRGBERIfHE DevOpsRole , A&
policyName=DevOpsPolicy , roleName=DevOpsRole,

3. £ EERIEER A8 A RIVIKS CompanyExampleA ((ownerUin J3 12345 ) 52p% 7 FEAIBIERFIRAN.

28] B RIS ( CompanyExampleB ) #iEUXMEE/G  HFEMAFIKS DevB KEMXMIIE. 28 B ( CompanyExampleB ) FEFINFIKS DevB RJLIRIEINE

A& A (CompanyExampleA ) B9 DevOpsRole :
1. BIEESERE AssumeRole , REIGIT :

{

"version": "2.0",

"statement”: [

{

"effect": "allow",

"action": ["name/sts:AssumeRole"],

"resource”: ["gcs::cam::uin/12345:roleName/DevOpsRole"]
}

|

}

WIS : B emEX 2552 ;1 156
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2. BIZERIERIEF S DevB, FIKSEMKIET T#0EFAE DevOpsRole AR,

=Wt ad
E{E3CH
BIRERATE: 2025-10-11 18:10:00

EEEAG , TLUERLERSEARREE. AR  FHACHERIRE. (FARFNERSTLIBT IZIIRER KN ERaItIRETHE CAM FIK

5, Zfa CAM FIKSAILIEES GBI iEAR BRI NI ERSEFRSHUTIRICEERAERE | BalliBI = APl RBEWKSIER.
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BFn=

BRZEWAEKS A FIIKS B BNEKS , PUZRSEERT m EIKS A T8 CAM FEF a, RT m FEFRZFIKSHBRMCEEIEKS B THRLER. XAT
HATTLMZRUATEERHUTIRE ¢ 1. EKS B TRIRREEHAR role , FRABRMMSENERS A. 2. EIKS A TOIZIIRER , RIREN T RETERREN

—TRME , ABRRRRGREREEHEAR role, 3. ANBERERTEL , MHOEENABIIRE , BNAFmnESErole, 4. RT m 5 CAM FAF a,

5. BT m 7EEHGIERIRAE  FRAREAE role BRIEFIA, 6. PUTREEHBEXIRE, 7. MRET m FEENNSNMERSHITREEEERIRE , WET
PSR ERLBEART m BFHNERSHLZEEENR,
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Pl
BEESRIAFRAER
ERITEHATE: 2025-10-11 18:10:00
=R

RN BANITEELRIERAFN APLEZRER.

AR

CERNOSEEEHSG | A APl ZPEE A,

L= (i Nt

BIEPER

FkEaE%S QcloudCollApiKeyReadOnlyAccess g SR FHSAIINEETIEFIHRIMS API Z5HAY Secretld F1 SecretKey {£& , BT Secretld 1 SecretKey £
BURSBREIAER APL SDK siEfFF A TESEEIKS FHRR.

1. BN\ AP BSEETERE , FEREXZIR EiERENEH Secretld,
2. ERSAXGY , BN, SSAEHTRIE , ATLRENEHISecretKey,
WEA - WIS FIKS T EEENEIE API 48 | BTN FS QcloudCollApiKeyManageAccess $fi& 1R,

WRFRE - BRmERMEX 8555 0 #156m
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HEBREPS
AMAITRYES R IR Bl RS

SIAEFAYE: 2025-10-11 18:10:00

SRR SRR SR Ol SR

BFn=

AN BN T R iR I SRR AR | IR B F IS MR BN EE N S EE WS THIRIR.

ANl

218 QcloudCVMReadOnlyAccess SREEHIFIKE S TERERIRSESITEHTUI TR :

BRI F IS HEEHITIME | BOLURESRIREERHEEEA R — B E R,

BFPIR

1 #A CAM B9 SRER-16IG | BEIEEE R,
2. SRR AE S XEOT |, BE [RRBEMSCIRE] | HNGERSFIRIFRE.
- ARSI FRE , HFEUATMER , W TER

w

o MR (wik) : IRIBEICIR | IEEAFERES, TR, EE (2] .

o RS (wif) : IRIEF-MENETREEEERNATR. ERXREF , WREREEERA operation Ay [cvm] |, BIEN=RIIREEE [=IRSEE] .

o BME (k)  EEREERINAVEE. ERXRGG , MRHREER operation 1Y [Resetlnstance]

o BE (WE)  EACERENNERNEEER. BRI , IEHREEERY [resource] | BAIERESH qcsid/1158313:cvm:ap-
guangzhou:uin/2159973417:instance/instance/ins-esuithv2 | 1B\,

o M (EHE) | RETFWS DIAFIIIERSM | HINIERE IP A elipia), EARRREIF , REEEA,

4. BE OREE] > [(T—21 |, BARERIRE.
FERBSRIETNE | A RREER. REEZEES  WARBAT , ETPRBSMIRERSHENaBNER. > R - REEBTRETAR "policygen” | REEFIRIE
UEBERERL. BEHITEEN.

i

° REENBSHR 3 HIRSFHRENILL , BriRIELir R R TIERL.

6. By [OUESRAR] | SoRIRSRIRAEAIRS O B XARRRAERF.
7. AFIRSER , BTG | FIKSHERGERATUR | FIRTE.

FHBAZIGIE SR

B 35S

R THRESEIERFI SIS, EETRERFN , FIUAZEIEHER.
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ETRERES

SHFHWARSIHEENEEREEIE

* FHSHE. XSESHER.
* FNRFREXGA Aol T A,
* FSHESRRSHIEKSE R, NEHEE.

Pl g
L AT SRESHSER,

2, BT,
o &, B EBHFNSHE.

N

. EREEFNEBEE.

© B BHTASEEAFNSH,
.« B BT

w

- BN SR RSB FLIR IS SR,

| TERRBR R PR AT (SR,

=
=
* B BT

>
Z

BERNSEIRSEMEEERE  BRANSENELGFERS.

BRI ARSI ER

Bisdit

FERHTHEREEERTE. EETDSREN , BB ES.

ATRERER

SAERER AR ISIHE R EEREEIE

* ERFEMIHHESEIR,
o ERERGIRIEXER  BallemE T mE.
* ERTERFFAERTAIRG] , SEURIEEN. fin , IR EEERELE KB =TT hp .

stz

EHARREIIE R RIS IR,

=

2 BT,
o &, 15 IEHarEEL,

N

. BN SRR SR EIIR I | FRERIRAET.

, 1548 ( cloud_noreply@tencent.com ) iRBNEZE,

=
=
e &, IBHITT .
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w

- MBBEBRSEATRESEMIMEESX | BRANSENZEFERE.

, EEHREEEE .

=]
=
s &, BT .

4. EHEABMEIIER T A AR | BIRE TS =75 R .

TPAANIPEREIE
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SIS #TAYE: 2025-10-11 18:10:00

BNESF

o DA EEKIBNEREURMHERIRS S
* ZTFENAENETETNEAERIIRSRENL , MRWEREEF  BAEAREWKSER , BNSHTEEREF R .

FENCAS

L HNBRZeREXEFREHE | REnEEE> RINPEREEAE N,

2. BEWAFINECASIEXER,

o FAFSEFERITECHIE N RAE : CAS serverimmEimid CASIIG ticket urlEMkSserverigfI P SRIEATES |, BAEESERFE. PR, FHISHOMMHE. XF
FEH#NER , AREserverREINFERBAIREA—E , MASUEAFEEZRIVEXENFRE ML , 2 |, jsonBfkeyF~FEEBFE | valueRR
serverimREINFERE , FMIF , HserverimRENAFEEER , BRE&FRMENRuser , NvalueEEiEiAvalue , ZENHIFERERuserName , RivalueEIES
userName

o WEREFERENG : serverinmGRPEREETE , FEWservennBZiIRNAFEZE | SCNLEHEFT , ESEBRETHEF  EFAFERETHF .
NWEZZFRAFSNERITE  SLEP TAMERS TR WSHIMIKSESXRETE  ERSEEFAXIR  WFEaESmER TEmeE—

BEFAF , ERSELHXRKE  WFERET  FarFETRER  FREREERNE

3. BeERk CAS &R, R3uitht (LA EurlNERSEISRMEXMEENL ) |, iBXRMIEE LEARETIASE CASTINTE,

4. FREWAFIAL.

5. CASHREG ticket url FiRME xml cas:serviceResponse , FESAFER. PR, FHl. #5E , BUTEBRARY | HEHREAFER. BR. F. 6MEFREFREFT
BEX , AP EEFERICEEMT (SE5E2)

SHER Bt W% R

cas:user_id String 2 A APERER , 1-50MNEFE, HiF , F - =g
cas:user_name String 2 I FFBEFR

cas:email String 2 HBFE , WARFSHBIEIEALE

cas:phone Int = FINSHE

cas:country_code String B FHESEWXS , (+E : 86

2l 75 CAS ticket 136 serviceValidate IRz xml #&T~A :

<cas:serviceResponse xmlns:cas="http://imgcache.finance.cloud.tencent.com:80www.yale.edu/tp/cas'>
<cas:authenticationSuccess>
<cas:user>chopinl</cas:user>
<cas:attributes>
<cas:user_id>chopinl</cas:user_id>
<cas:user_name>chopinl</cas:user_name>
<cas:email>chopinl@qq.com</cas:email>
<cas:phone>13999999999</cas:phonel>
<cas:country_code>86</cas:country_code>
</cas:attributes>
</cas:authenticationSuccess>
</cas:serviceResponse>

WRFRE - BRmERMEX 859 Th #156m
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6. NERBEIEIRE
o HNIBHN=EREXERmastertim , #AZ| ocloud-tcenter-mc-idplogin podZS88 shell £RimHAT :
a. IiFpodi@{Etilcas serverfIBERTNL , £ : LT url EEESIEE cas server validate it
b. curl -v http://imgcache.finance.cloud.tencent.com:80cas.finance.cloud.tencent.com/cas/serviceValidte
o IHIF EIRSEMERETIX , SIREL |, U ESREETM.
° WNRAHIX , W ocloud-tcenter-mc-idplogin pod FeERERILAINNEE EE A iEAIE cas serverfl4 , M4 ERIAlRE EARNL , MifEkube-dnsEtE Fifla)
B9 | ANSRREAR AN BRI B R LR B WS S N EREE R IEE,
7. REHFEZE  BREEFRERN , SRAEKSID , BRItWWANEPERMEREMEFAENEES , I8/ MAFTRERCHWSserver , FRLIESSHAEWKSID ,
FERBEEWSIDERMNserverER ; MALERNEKSIDZF , FESBmEEREIECcas serveris , HFF#cas serverin@BERRES , NERUERSH
NEHIG ; BHRFTECas serverim@2 PSR , WFEARFTF cas serverin&RI , FAFRECas serverimfIERTUMAKSE D EserverinERZ 5 , BUBEREHAN

fclie)

A OAuth

L EANBHAESMEREFREHE | mbhREE> SIAFSREEFHE .

2. BB AP AEOCAUuthiEX EA.
3. FEB ™ OAuth&iE. Clientld. ClientSecret, Oauth3&iEEHY=Rurl, $kEaccess_token url, REXVFEFERurl, WWERSHXEEAFREEFERITE

* APEEFRIVERENIR . Oauth serverimBBIdSKEBAER UK SservermlIBFSEEATS , BREEEERPA. BPRR. FNSIMbE. 3T
FEEREE  AEservenREINFEZTREA—  BMAFAEAFEEFRILEIXEXF A ML , HE | jsonBikeyRmFAIEEINTFE |, valueZiRserverifik
EIN=ERE  2MIF , HserverimREINAFEEE , AFREFEGERuser , MvalueEBE##Avalue , HEBIFERZRuserName , MivalueEiESuserName

s WSRERLFRENHA : serverinBEAFEREETE  FallservernEdRNAFEZE  SONNRIFEFT , EAEEETHF & ¥aFERETHEF . U
BEUZFRAFPSHEREIFE AP TAFEREFAR  USAMKSASHAXESHE  ERSESHXAR  WFEESESmEA TERE— =& F

BF  ERSRSFHXXRA , WFaRRT , FENFETRR , FRAEERE (M TEMT)

4. FEE RPN,

. MEEBERIFE S

o HANZBN=SREXERmastertsis , #AZ ocloud-tcenter-mc-idplogin podzSe§ shell &Ri#HAT
a. WiFpodi@{Ftillcas serverfEE2EMNA |, £ - LUF url EEES B cas server validate bk
b. curl -v http://imgcache.finance.cloud.tencent.com:80cas.finance.cloud.tencent.com/cas/serviceValidte

o IGF FALEMERTENL , WIRANK |, U LS BECETH.

o WNERAFIA , Wi ocloud-tcenter-mc-idplogin pod BEERER LASNNEE 2E A aE R cas serverfi4 , 4 ERIAES AR , MfEkube-dnsEEE Lif(a)
B9 | ANSRREAR AN EX RSB R T LhER B WS S NEREE R IEE,

.EREHAEZE  AFREEFHERE , SRMAEWSID , BRitWWAPERESSEFHENES | RIS/ MEFTE SR CHIKSserver , FRLIESMAERKSID ,

FERBEEWSIDEENMNserverER ; MALERNEKSIDZ G , FEcEmMEEREIEserveris , HRFEserverin@BERRE | NEREUERSHNES

i

<))

& ; BRPEservenmRIFERES , WFERF T servennERA , AP HEserverimiIERTUBNAKS S EserveninE R, BUBERSHENEHE

EA\LDAP

L HANBRzeREREFREHE | REnREE > RNEEREERFE N,
2. EEMWAFAELDAPIEX(ER. He, IRSERE, SRR, BEAER. SERAKS. BERTN. SIBFMHESELDAPHLE
* AFEEFRILEAIEIRE : LDAP serverim®H gk SservermfIMAEREATE  BREEESERFS. BRER. FHSHME. STRHNER , 7E

serverREINFEREATREA—HE , AL AIERAFEERFRILEXEXNFREMILE , HF | jsonBEfkey R FEERNFE | valueRRserverinREINFERS , #4
BIF , BserverimREIWEFESER , BREFEBEGENRuser , NivalueEBE i value , ZEIHIFEEZ 2userName , MlvalueEESuserName
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* WSRALFRENRNA : serverinBEAFEREATE  FallserventfETRNAFRZE  RICNARFEFT  EEBRSFAF  EFaFEREFHER U
BEEUZFREFPSNEREIFE SR TAMFERSFAR , USHIRKSELEFXESHE  EWSRSTXAR , WFaaESaiEr TatIg— REF
R EWSRSFHXRA , WFaKRs , FENFETRR , TRAEERE (W TEMT)

* LDAPIERL BeBEF /G | AT AserverinfIMK S SFNHIBHMINLE | MK , MERMKAL) (WEFR) EMHEW NS RIEANER ST A BRMER

3. BEHAEZE  AFEEFRERE , FRAEIKSID , BRItIMAFEREEZEFENELE | B8 MEFTERER MK Sserver , FTLIBEBATKSID ,

FAREEKSIDEIRNMAIserverfEE
4. MANEWSIDZfE , FRFBMNIZAFTELDAP serverimfIIKS®S , FESAAFBARNIKSEGEserverinlil , MIEAMTHZ & , MUESERSHENEFE | IIEk

WNFEEHNESE

WRFRE - BRmERMEX 2561 T #156m



X BIHSTCE e

EAFRAEKS

ERITEHATE: 2025-10-11 18:10:00

A,

RS

BRI S AR SR RAKSER.

a1 2 (5

1. APSEEEMELAE , FeIRE SN B2RA .

2. KBS R BRI FRROMESA(S A « Corpid, Agentld, CorpSecret,
3. BREFA  BANBREE> KRAKS> EUHEETERE.

4. RERBREWHEKS | E3sH RO RHEK S WIEE,
5. IEXHEE G - AppName, Corpid, Agentld, CorpSecret,

BERIAERR

1 B2=FE , #AGEE> REKS> BUAEEERE.
2. IEESSIERS  mEREES 55 BRNA N HERRR.

FBF

BEAAMERRIIKSEEXKATEAR | LIERGETXEIKSERGEE XA T FaRFRIHIE.

RIS KBRS
L BREFE , #ABREE> AFEETE.

2. EFAFFIRM M ERE RIS | SR SR REE.

3. B E R ERBAI R SRR,

4. RETRESTAECE.

WS : BRmEmEX 5862 T #156m



O BASTCE

ElzEESl
CMQERZES!
RN IKSHEERRSIFRENR

RIS HATE: 2025-10-11 18:10:00

BT IKSRE RS IRSIFREIR

iplaEE

kS CompanyExample FE— M F S Developer , iZFWSHEHEIEIHKS CompanyExample®d FRIEEFIRIFERIR , TitiHEMTIEETHEELEEG
SR, LRSS, HEA . kS CompanyExampleEiEETTZSRIEQCIoudCmgQueueFullAccessf1QCloudCmqTopicFullAccessiE 44 F M S Developer,

WARNBESHIENEE, HEB: stepl : BIIHIKEEHOBELITERRE :

{

"version": "2.0",

"statement":

{

"effect": "allow",

"action": ["cmqtopic:*","camqueue:*"]
"resource": "*"

}

}

step2 | FHZRIBIRIVEFIKS. BNHNESEENEE,

WS : BRmEmEX

5863 T 156



X BIHSTCE e

RINF Ik SHEEEIEYERTIRIFTEIR

ERITEHATE: 2025-10-11 18:10:00

BT IS RERAEEB AT FTE R

kS CompanyExample FE—NFikSDeveloper , iZFWSHEEILIFEIE S EBERIHEEMT). HRA 1 kS CompanyExampleERGTTIZ SRHE
QCloudCmqQueueCreaterFullAccessfIQCloudCmqTopicCreaterFullAccessiEta F kS Developer, ENARIBSEISNETE, HEB : stepl  BIERIE LS
BIFELATERRS -

{

"version": "2.0",

"statement”:

[

{

"effect": "allow”",

"action": "cmqtopic:*",

"resource”: "qcs::cmqtopic::topicName/uin/${uin}/*"
)

{

"effect": "allow",

"action": "cmqqueue:*",

"resource”: "qcs:cmqqueue::queueName/uin/${uin}/*"
}

]

}

step2 : FIZRIRIRIUA FIKS . RIS IBESHRVEE,

WS : BRmEmEX 5564 T F1563



X BIHSTCE e

BRI SHERENERERERH S ATIRNENR

BRILEHHE: 2025-10-11 18:10:00

BT IS RER e EREASHE S AT R

IS CompanyExample ( ownerUin#512345678 ) §—MNEFETERATHEENG , BEHEE— N FUiSDeveloper , ZHEETLISEIZEENGI, stepl : @idsE
BiE AT AR A AR

{

"version": "2.0",

"statement”:

{

"action": "cmqqueue:SendMessage”,
"resource":"qcs::cmqqueue::queueName/uin/12345678/test-caten”,
"effect": "allow"

}

}

step2 : FZRISIRIVEFIKS.

WS : BRmEmEX 2565 T1 H156m



X BIHSTCE e

CVMERZEN
BRNFIKSHECVMBFERIR

BIRERATIE: 2025-10-11 18:10:00

BRFIKSHECVMIERER

kS CompanyExample ( ownerUin912345678 ) FE— TS Developer , iZFWSFEREXEILHKSCompanyExamplefICVMIRSHIZEEIEIUR (€l
# B cRSSETEXTESEHRENR ) .

BEA:
Al S CompanyExampleEIZIETHIZ HRIEQcloudCVMFullAccess, QcloudCVMFinanceAccessiEfU44FMESDeveloper,
FEB :

stepl : BISREIEI LSBT oRES

{

"version": "2.0",
"statement":[

{

"effect": "allow",
"action": "cvm:*",
"resource”: "*"

1

{

"effect”: "allow",
"action": "finance:*",
"resource”: "qcs:icvme*”
}

|

}

step2 | FIZRIBIRIVEFIKS. BNANESEENEHE,

WS : BRmEmEX 5566 T #1561



O BASTCE

BRNFISHBE VMBI RIE R

BRILEHHE: 2025-10-11 18:10:00

BRFIKSHECVMERIERBR

pAE

i

Al kS CompanyExample ( ownerUinig12345678 ) TE— N F S Developer , iZFWSHEHEIEILIKS CompanyExamplefICVMIRSSHIEAICV MLEIRIR

R EEFEEEEE. MR, FFRTAMIR,

FEA:

Pl ik SCompanyExample EiEEEFRIR £ QcloudCVMInnerRead OnlyAccessiEt4A F S Developer,

F=B :

stepl : B HRIGIE XS OIELITERRS ¢

{

"version": "2.0",
"statement":

{

"effect": "allow",
"action": [
"cvm:Describe*",
"cvm:Inquiry*"
b

"resource": "*"

}

}

step2 : BIZRIBIRIUEFIKS.

WS : BRmEmEX

5867 T 156



O BASTCE

I F I SHE CVMIBXE TR RISER

ERILEHATE: 2025-10-11 18:10:00

TS HE CVMIBCRIRI IR

iplaEE

RIS CompanyExample ( ownerUing12345678 ) TE—NF WS Developer , izFWSHEMAEX RIS CompanyExamplefICVMIRSSHIE R CVM LKA

KEIR (VPC . CLB) BIER , (BRAEBCIE. MBR. FFRMAIER.

FEA

kS CompanyExample BT SRIZQcloudCVMReadOnlyAccessiEiE F Mk SDevelope

ES R

stepl : B HRIGIE XS OIRLITERRS ¢

{

"version": "2.0",
"statement": [

{

"action": [
"cvm:Describe*",
"cvm:Inquiry*"

I
"resource": "*",
"effect”: "allow"
b

{

"action": [
"vpc:Describe*",
"vpcInquiry*",
"vpc:Get*"

I
"resource": "*",
"effect”: "allow"
b

{

"action": [
"clb:Describe*"
b

"resource": "*",
"effect”: "allow"
b

{

"effect": "allow",

"action": "monitor:*",

"resource": "*"
}
|
}

step2 : FHZRIBIRIVEFIKS.

WS : BRmEmEX

5868 T 1156



X BIHSTCE e

RINF I SHEREZARFNR

BRILEHHE: 2025-10-11 18:10:00

BT IS RERE TR AR R

IS CompanyExample ( ownerUing12345678 ) FE—F kS Developer , iZFWEEEHAE I IKS CompanyExamplefICVMIRSHIEECVMIEHI &Ry
RIERER , ARTER | FRERITIR,

FEA
kS CompanyExample EiEE TR SIE Qcloud CBSFullAccessiERE F kS Developer,

stepl : IS RIGIE S BIRLIT RIS

{

"version": "2.0",

"statement”: [

{

"action": [
"cvm:CreateCbsStorages”,
"cvm:AttachCbsStorages”,
"cvm:DetachCbsStorages”,
"cvm:ModifyCbsStorageAttributes”,
"cvm:DescribeCbsStorages”,
"cvm:DescribelnstancesCbsNum”,
"cvm:RenewCbsStorage”,
"cvm:ResizeCbsStorage”

I

"resource": "*",

"effect”: "allow"

}

|

}

step2 : FHZRIBIRIVEFIKS.

i RAARFTFUSENERBEN | B DRSRISIEAN" cvm:ModifyCbsStorageAttributes”,

WS : BRmEmEX 5869 T #156m



X BIHSTCE e

RINFIKSHA L BRI FINR

ERILEHATE: 2025-10-11 18:10:00

B FKSRERSENR IR

RIS CompanyExample ( ownerUin/912345678 ) TE— TS Developer , iZFWSHEMEX RIS CompanyExamplefI&EECVMIEHIEFRIZEAE , F
B2 ER,

TSR FIKSTECVM EHIa+EELE | MitReHrINR,
stepl : BIISREGEIES T BIRRLA T 5RER ¢

{

"version": "2.0",
"statement”: [

{

"action": [
"cvm:DeleteSecurityGroup”,
"cvm:CreateSecurityGroup"
I

"resource": "*",

"effect": "allow"

}

|

}

step2 : FZRISIERGFIKS
LITHRBATFFKSECYM EHEHREFIRE. RIRERREERIEHINR,
stepl : BISREIEI LSBT RS

{

"version": "2.0",

"statement": [

{

"action": [
"cvm:ModifySecurityGroupPolicy",
"cvm:CreateSecurityGroupPolicy”,
"cvm:DeleteSecurityGroupPolicy"
b

"resource": "*",

"effect": "allow"

}

]

}

step2 : IBIZRIBIRIUEFIKS.

WS : BRmEmEX 8570 T #156m



X BIHSTCE e

RN FIRSHARMAEIPHIAIE(FABR

BRILEHHE: 2025-10-11 18:10:00

BT IS FEREIPHEIE AR PR

IS CompanyExample ( ownerUing12345678 ) FE—F kS Developer , iZFWEEEHAE I IKS CompanyExamplefICVMIRSHIEECVMIEHI &Ry
SEMEIPHENE | FF B (FERTEMEIPHEUEAIAR,,

stepl : BISSRIGIEIES BRI T 5RRR.

{

"version": "2.0",
"statement”: [

{

"action": [
"cvm:AllocateAddresses”,
"cvm:AssociateAddress”,
"cvm:DescribeAddresses”,
"cvm:DisassociateAddress”,
"cvm:ModifyAddressAttribute”,
"cvm:ReleaseAddresses”

I

"resource": "*",

"effect": "allow"

}

1

}

step2 : FHZRIIFIUEEFIKS.,
LIRS Pk S EE P H AT LIS E D BALAIH S 2 EXEL, FIKSAILUSEGREIPIBIRIEME. BUEEMIPHH A SRER SRR R M IPIEE
stepl : BISREGIEI A T EIELATARES.

{

"version": "2.0",
"statement": [

{

"action": [
"cvm:DescribeAddresses”,
"cvm:AllocateAddresses”,
"cvm:AssociateAddress”
I

"resource": "*",

"effect": "allow"

}

|

}

step2 : EZEIITIUA TS, /64296768352841728/64296770256007168,

WS : BRmEmEX 571 T #156m



X BIHSTCE e

RN FIKSHEITECY MATER{ IR

BRILEHHE: 2025-10-11 18:10:00

RS HRERECVYMATIRIERIR
RIS CompanyExample ( ownerUing12345678 ) TE—NFUSDeveloper , iZFWSHEMEX R IKSCompanyExamplefJiEEECVMILES (idAgins-1,7Jiith
1 ) AR,

stepl : BIREGIEIZ S EIELATERES

{

"version": "2.0",

"statement”: [

{

"action": "cvm:*",

"resource": "gcs:cvm:gziinstance/ins-1",
"effect": "allow"

}

]

}

step2 : FHZRIBIRIVEFIKS.

WS : BRmEmEX 872 ;1 H156m



X BIHSTCE e

RN FIKSHEF ERRICVMATEREINR

BRILEHHE: 2025-10-11 18:10:00

BN FESHEERRCVMASRERER
kS CompanyExample ( ownerUing12345678 ) FE—FSDeveloper , iz FIKSHEREXE L HKS CompanyExampleRI it A28 AIRIERER.
stepl : IS CompanyExampleEEIETRIE A QcloudCVMReadOnlyAccesstEita TS Developer,

step2 : EISRIGIEZS T EIELAT RN

{

"version": "2.0",
"statement”: [

{

"action": "cvm:*",
"resource": "qcs:cvm:gzi*,
"effect”: "allow"

}

|

}

step2 : FHZRIIFUEAFIKS,

WS : BRmEmEX 8573 I #156m



X BIHSTCE e

BRINFIKSHE VMBI AR EARIESTIIR

BRILEHHE: 2025-10-11 18:10:00

B FIKSHECVMERTESBRMER AR

il SCompanyExample ( ownerUing12345678 ) TE— N FHSDeveloper , iZFMSHEHEXI RIS CompanyExamplefCVMIRSHIFFE IR EIERSR
(B2, EESSIHME) | EREEOIER , T FRELERT.

FEA
kS CompanyExample EEE TR SIEQcloudCVMFullAccessiE4E F Mk S Developer,
J3%EB :

stepl : B HRIGIE XS OIELITERRS ¢

{

"version": "2.0",
"statement":[

{

"effect": "allow",
"action": "cvm:*",
"resource": "*"

}

|

}

step2 : FHZRIBIRIVEFIKS.

WS : BRmEmEX 5574 W #1561



O BASTCE

BFFIKSASHFIE™ RIVEENR

BIRERATAE: 2025-10-11 18:10:00

R=pPER

B{rEs

BNFIKE QcloudCVMAccessForNullProject FigsRRg.

WS : BRmEmEX

iplaEE

5875 T 1563



O BASTCE

BELeE
GEeE

SIAEFATE: 2025-10-11 18:10:00

SN camZFERM

reliied
AFHSAcam#BIER |, IRSATW,

R
TG NFRHE.

RN

BERIRBERBRFRIZH , WwhiteKey , SNRFFAENE |, BILFEREHZEIA

mysql> select * from cService where serviceType in (‘dcdb’,'mariadb)\G;
1. row

serviceType: dcdb

serviceName: #az\&EZE DCDB
isDisZone: 1

isDisProject: 1

isSeen: 0

queryAddr: [{"region":"def","url":" "}]
weight: 18

writter: byronzhong

addTime: 2018-04-18 11:00:48
updateTime: 2018-11-22 18:24:36
querylnterface:

syninterface:

isAllowDefProj: 1

serviccEnName: DCDB

colConf: "

defAddr:

whiteKey: dedb_cam
defaultStrategyList:
arnDocument:

2. row
serviceType: mariadb
serviceName: =& MariaDB ( TDSQL )
isDisZone: 1
isDisProject: 1
isSeen: 0
queryAddr: [{"region":"def","url":" "}]
weight: 17
writter: byronzhong
addTime: 2018-04-18 10:56:45
updateTime: 2018-11-22 14:30:19
querylnterface:
syninterface:
isAllowDefProj: 1
serviceEnName: CDB for MariaDB ( TDSQL )
colConf: ""
defAddr:
whiteKey:
defaultStrategyList:
arnDocument:

2 rows in set (0.00 sec)

ERFARREE
RS

WS : BRmEmEX

iplaEE

5576 T H156m



X BIHSTCE e

BIRTUEIRRqcloud.Qsecret.queryKeyt&iR,

A
FRRDUSAER | HIRSEAL.
IR

—RRZ cam IFRTRIEIRSS (sts)HiAHHEEE aREERISAERIRS A HE.

1. #&cam-sts 50020i%0 BEFTLUAE , MRFEHE , REHRZFEFEEHE | LKkcam-stsBEE2T R,
2. NBLBLEER , B cam-apisigilip:portEEaILIARE) , MR R SEHIEYEA RiF1TRME,

EHl e BMHRIEEM
RS

BIRTUERRGET_SESSIONTOKEN_FAILED check sig error,

L2

EHATTA.

sz

HIlZ A RFHE R camEtURS RIS A S K.

1. BESTSIERERE (&R : /data/log/sts/sts/detail/ ) .
2. th&Ecam-apisigilip:port @ SaILAIE , MRGAIRE , METLSEIIEHEA TR | SNIBEEEILSES.
3. faEETHIGE BRI conSecretldfficonSecretKey2E 1M , BRRIZHEA RS ERHHconSecretldflconSecretKey,

RS SRSREN R &

IR

B EHR<GET_SESSIONTOKEN_FAILED system erro,

R
EHIETRATA.

L
Il RIFE R stsiRS5 1 d b & Tl cam IR R SBBER SR,

1. BESTSERADE (B2 : /data/log/sts/sts/detail/ ) , (IRBEERAGEIGEIbAY , EEJbAEEEIEM ;

2. (NRAEERtep error (#%O950023 ) , EEcamiEIM FIRSip:port EREEIEH ( BABE SR
1&/data/release/swoole_sts/application/config/idc/hosts_config.php EZEAREGIONINDEX ) , dNREEIEHE , EACcam-securityfIpod EEIEERBH.
E=.

k|
R
i
oy

ZapiE s

IR
ZmapiREEIEN | #HiR15/94100,

R
TS AR

IR
ISR RE R cam SRS KIS Y.

1. B =apitEREERNSIUARIEEIEM , IEfELE Hauth.cam.logical.server.console.tencentyun.com:9502,
2. B cam&SELRauth.cam.logical.server.console.tencentyun.com:95022 & aT LAiial.
3. MBERREERIp:port2F0 LA

WRFRE - BRmERMEX 8877 TR #156m



SO BRTTCE
4. (NRUA L EESEIR |, {BeEEASRconSecretldflconSecretKey 2B 1EH.

RESRIEFH
RS
HET RIS, (RIS,

R
BRAAIA | SRS AR

iRsLIE

LeEIZWFEPEIRIRER B2 2 NRCHEEIERR , ENAHETSE2.6 3 ABENTRSE AEENEE".

perform operation,

1 ENRSFEE—DITNER B2 HEE=ER.

2. NBRBI—EMBARER , HEtcloud-tcenter-cam-grant-writefJpod & crontab K7

ABENSE

AR

1 BTrAEAFE  RERENREEAR , =Fa Bl S ManReleE.
2. AfEeIRTRAREERORTAMIR  REWSMRERE L RaIERE.
3. ABIRNNBNERRETRNR , FEMEEABIARINERESIER.

FHAZBRIHER

BisdEir
EHTHEREERT S0, SEEDSRE , FIUFIIREES.
TEERE

SHFHWARBSIHEENEEREGE

o FHEMR. XEESHEIR.
o FNRGIREXER , BT A
° FHEREISRRSHIEKNEE  WKE. MEKES,

SELR
1 BEEAF SPESESER.

BT,
o &, iE BHFHSHE.

H]]]

N

BIZELFNREEE.

* B BHTHESERRFNSE.
° B, BT,

d

BRI S SR SN PR SR,

o B BN AR HEEER.
& BIITTI .

4. MEBASETRESKIENEEEL  BWANEBNEEFERRE.

WRFRE - BRmERMEX

HEEE

FHIE& service crond status, FRHITEIXERBpod ;
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O BASTCE

HRFEU ARSI E R

T
TEF TP e S EUIRTE. EEEBHERIER , MEKCRERIEHES.
G s

SEERER AR ISIHE R ERE I

o HRFEMPULIES R,
* BFERFIRIEXER , BalfRE T RE.
o ERERFFERTRIRG] , SEURIEN. Fiin , IR B ERERELE RS =TT hb

SRR
1. AR R TS R,

BT,
. 15 1EIHpRE B,

D}{ Hl]]

N

BRIAIIHE SRR FLIRER | FRAELIRET.

o 2, 1BIBHB%E ( cloudoreply@tencent.com ) iIREANERZE,
. BT,

w

- REBBARETRSIERIMEER | FHANESENEEFERE.

* B FEMRBEHEEEL.
&, BT,

4. EHEABREIIIER T A BRRERE | BIRE TR = TR,

WS : BRmEmEX

HEEE

79 156


mailto:cloudoreply@tencent.com

X BIHSTCE

APISZHY
HIREE (cam )

A (2019-01-16)

AP

BIRERATIE: 2024-10-18 10:38:32

APIhRZAS

V3

Hithz

BROBR
AttachRolePolicies
AttachRolePolicy
AttachRolesPolicy
CreatePolicy

CreateRole

DeletePolicy

DeleteRole
DescribeRolelList
DetachGroupPolicies
DetachGroupsPolicy
DetachUsersPolicy
GetPolicy

GetRole
GetServiceApilist
GetServiceRolelnfo
ListAttachedGroupPolicies
ListAttachedRolePolicies
ListEntitiesForPolicy
ListPolicies
UpdateAssumeRolePolicy

UpdatePolicy

RPEXEO

ROBR

WRFRE - BRmERMEX

EZOIhEE
BESRIEIRE
HEPPRFIREIBE
BES N FAETIHRE

el s

tERe

il g

pilllazs]es]

KBTI
RREES N RIBEIRFE
RIRIERIREIZ NP E
RIRERERIREIZ AR
BEERIKFRE
REBEFE
IRENIRSS R EAPISIZR
RS RaER
EiNAFAXRERIERIRT IR
REN B ESPERIRIRIR
EIRRIERERAISTRT IR
EifRIEIIER

1A BEERE
SEFTHRIR

EOIhEE

pAE

5580 T 156
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O BASTCE

BEOSWR
GetPasswordRules

UpdatePasswordRules

SipiRftEizO

EOSR
CreateOauthProvider
GetUserAccessToken
RefreshUserToken
UpdateOauthProvider

VerifyUserAccessToken

WRFRE - BRmERMEX

#OThaEe
FRENCAMZZRSHANY

BEHIRCAMZERIHN

EOneE

#rifoauthfic &

FREVFAF oauthtRiR
R AP userAccessToken
EFOauthELEER

IGIEFAF userAccessToken

iplaEE

58811 156



O BASTCE

BEAI
EOLFVL

SIAEFATE: 2024-10-18 10:38:32

tcecloud API X MAENERITEMIGE , IS MEREFTEEATLERSHHEAERER ( Signature ) LUSIHERESH.

BIE Secretld 1 SecretKey ; ERFPERERERIL , BRIESAPIREREERTE , SULERBA=APHEO.

N S

1. el

EE—REATAPIZHE , BRIFRAPIESANERIEREEIE. L2EIFEIE Secretld # SecretKey :
o Secretld BFHrR AP EREBHD

* SecretKey FIFINEEE F T RIRS SRS EFFRIZH.

* FAPUAFASIRERSEIE , BRitiE,

FBLZEEIENERESERNT ¢

1. HFtcecloudEBFEHIE,
2. FIE=APIEARHEHI G TAE
3. E=APIESAIE , M [#rE] BDAJLABIiE—XdSecretld/SecretKey

IR FREIKERZTLUAER Secretld / SecretKey,

2. SR

BTZLEFSecretld 7] SecretKeyfg , MAIERSEET. ITFEERSEBIOEMITE ;
BRIZFFHI Secretld #1 SecretKey HBIZ :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
* SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

AR XBERETRG , BRIERFRREEN Secretld # SecretKey #HT/EEHERE !
LU=RSEsEELGIFIZR(Describelnstances)igsk /ol , HEFPERX—ZORN , i5kSA80T:

SHER 22078 SHE
Action TR Describelnstances
Secretld Z5Ald AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E 1465185768
Nonce FEALIEEEE 11886
Region SLIRRTEX IS ap-guangzhou
Instancelds.0 FFEIRRISLHIID ins-09dx96dg
Offset IRiEE 0
Limit BRASIFEH 20
Version EOMREAS 2017-03-12

2.1. WSEHF

iplaEE

BEERHRREEEER  R2EIE

BIFEIERSSUIZRSHENFIHE ( ASCIEE) FFHF. I8 1) RIZSHEHTHF | SEERSXIREIR , R85/ ; 2) #& ASCILEBEE AN, 20
Instancelds.2 ZHFE Instancelds.12 5 , AEEFEER , BARKREE. BRI LMEBRIEES PAVEXHIFRECRSCINX —I08E | W0 php A9 ksort IR&Y, EiRxR

PISERIHF LR RN T:

WRFRE - BRmERMEX

5582 T #1563



X BIHSTCE e

{

'Action' : 'Describelnstances’,
‘Instancelds.0" : 'ins-09dx96dg’,
"Limit' : 20,

'Nonce' : 11886,

'Offset’ : O,

‘Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',

}

ERECERFGHESAN , A EERGIPRSEEITHE | BEIR0ER—ZE0A.

2.2. JHEERFFFER

WEBERIERFRISR, FE L —SHFFERSEUSURL S8BT ="S8E 10 | W05t Action 81, ESHEMRA "Action” , B8(ER
"Describelnstances" , EIER G Action=Describelnstances , F& : "S#UE"HFRBETmIFurifRiSEE.,

REBEHENS M SHA" U HHEE R, SREEMNERFHRN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQp
n74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESE BRI RS

WEBEREZRNFHE., ERENFRIBHUTIINSE96:

1. iK% 328F POST #1 GET A= , IXEEMA GET &K , iF=AGEAEKE.

2. 5 KENEELHIFIZR(Describelnstances)FiEKIH=Z /9 : cvm.finance.cloud.tencent.com, LRSI ZIRIEBZCFABERNARMAR |, RSO,
3. BRI BRIRAZAPIHNERIZRERERN /.

4. ERERTSR: S4B REGTSR,

BRI EBAHERINA: 1BKAE + 15KE +EKERE + ? + 1FKkFRE

RGIHHEERA -

GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08Region=ap-guangzh
ou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&Version=2017-03-12

24, &pERER
I BRAEREZR, iR HMAC-SHAL Bk E—SikEHERRNFREBEHITES | REEEMNEZ SBEA Base64 H{THID , AIFHXERENSE R,
BARRRZA0T | LA PHP B4
$secretKey = 'Gu5t9xGARNpg86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=a
p-guangzhou&Secretld =AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBEINEE SR
EiPOYW3pW28FpsEdkXt/+WcGel=

ERETERNESAN A LERITRRNHITERIIE , S2IER B SHIFHrI—EER.,

3. R BRI

ERIERBFTREERIEABRSH , FEWEHT URL 3.

W E—EA RIS R EN EliPIYW3pW28FpsEdkXt/+WcGel= , BREEERINERZBIBRSE ( Signature ) 3 : EIPIYW3pW28FpsEdkXt%2f%2bWcGel%3d , Bi5H
FAEMELZRIEK URL,
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AR MRAFRERAER GET , &K% POST Rt Content-Type J9 application/x-www-form-urlencoded , MR &R ERSHAVEISREM
URL f31E , S5SNI -FEABER8, JE ASCI FHE URL SRBRTERES L UTF-8 T4,

R FLRBISSH http EE2ENFTESEHT urlencode , FEXMMERT , IARENERHHIT URL HiST , SRR URL RIZSSEERLM.

AR Bt BEthREH TR | MESRA RFC 3986, R %XY SHHARIBILRFH{TEO MRS , " XF"Y 97 S#HFR (0-9 IAEF8 A-F) |, £/
INEREIRER

4. B7ELM

IRIESEIRENR | FAEM FERAMAEIRT | BIRESRERE

RS SRIRAEA

AuthFailure.SignatureExpire BRILH

AuthFailure.SecretldNotFound BEEAEE

AuthFailure.SignatureFailure EEER

AuthFailure.TokenFailure token &R

AuthFailure.InvalidSecretld FIRARE (A2 APL Z5AEEY )
5. EFBER

TESCRRERE API 3.0 Y, #EF(EREIERtcecloud SDK 3.0 |, SDK #ETEZANIFE , FANRAT=RRHANEMZEORT., HAEESN SDK iy, HEISTHEHIRE
B8

* Python

* Java

e PHP

* Go

e JavaScript
* NET

ATEEBNRRERERE , TEUSRREES A0, B OANSEIRERII. SRNES. ERNEDIISHNEEELL bIASRERRE  ABRAmESE
g2, FFEEEmY  KRFRIEREER SDK.

BR&IHAY url TTEES © http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=1188680ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768&Ve
rsion=2017-03-12

: BT RAIPHZAREGN |, A ERERANRINE , BHEEL url FENEEFIFSER curl EHSEARSIRASIGER | £&13H. ATER—T
LAE% REIR url |, BEEBURIFEY Secretld 1 SecretKey AELAESR , FERRFAXURIAIEEIEA Timestamp .

TR EFENRAG , FRREES  EERESSAHUTEEIR url TTREEERARE , RMASENIUFAR |, BXAAHMERYE. REFESHEE , BESIT
HIFREEIE],

TR UTRIB(UERT APl 3.0 , FEEEEBTEMNSERE  BIERIBMN AP | BFFEATERTSSHESITERIR | B MAISERRIAE .,
Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";
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public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getInstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] EZRBERNSEFTFEHF | ItibTreeMap{RiEIRFE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
/] ERERAurI ST EK

for (String k : params.keySet()) {

// BEXGIEKEHTUrlencode , T keyEBRENFH , HULAMIEvalue#tiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMaprILAB&HEF

// SERRVEFRRY R4 EFERENEY | 4140 : params.put("Nonce", new Random().nextInt(java.lang.IntegerMAX_VALUE));
params.put("Nonce", 11886); // AHEEL

// SERREFRRT R 24 EFA RS2 BIRTIE |, 5140 : params.put(*Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // 1"Ht24]

params.put("Secretld", "AKIDz8krbsJ5yKBZQpn74WFkmLPX3EXAMPLE"); // RES%)

params.put("Action”, "Describelnstances"); // AH£&#

params.put("Version", "2017-03-12"); // AE54

params.put("Region”, "ap-guangzhou®); // AHE%]

params.put("Limit", 20); // \/$55#1

params.put("Offset", 0); // WEE#L

params.put("Instancelds.0", "ins-09dx96dg"); // \r55£41

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL"); // AESE
System.out.println(getUrl(params));

}

}

Python

R | WISRZETE Python 2 IBHIETT , TELLREE requests (KIiE :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):

hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)
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if _name__ =='_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg',

'Limit' : 20,

'Nonce' : 11886,

'Offset’ : O,

‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# RS SERRER | ARh/E I REF=AE i 2R

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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EOSHZV3
BRIFEFATE: 2024-10-18 10:38:32

tcecloud API X MAIRNEREHTEMINE , IS MERBRFEZALAHERSHHEEESRER (Signature ) USIBERESH. SHEFHTEFHIIEMN  LLFIE
45 Secretld 1 SecretKey ; ERFERBZRERIE , BRIEAPIZERERE , BULEEB=APIEL.

s s
1. el
EERERTAPIZE , IBRIF=APIZSAUERIEZSEIE. L2EIEE Secretld 1 SecretKey :

o Secretld AFHrR APLERESH
* SecretKey FBFINEEE FFFRMIRS MRS EFHRINZH.
* FAPUAFSIRERSEIE , BRitiE,

RiEZ2FEENERSENT

1. ZERtcecloudFEHINEFHIAE.
2. BIfERAPIE RIS A TA
3. E=APIESHRE , midr [#r] EDAJLABIEE—XdSecretld/SecretKey

R FREIKS RS ETLUEEMY Secretld / SecretKey,

2. TC3-HMAC-SHA256 && 7%

R WTFGETAE , R3zE Content-Type: application/x-www-form-urlencoded tiig=. X FPOST/i% , BEISZHF Content-Type: application/json LAK
Content-Type: multipart/form-data FFFAMAET , json IEHENARB WSO . multipart SRR BRI SHEOSHE | ANZEOABEEER json #&=01ERA |
& BRSSO EA,

TEURRSSHEAT MNXEHFIFREAGT  DEBRNMBERTEERE. (PR TELAIFIRAENSE : Limit # Offset , £/ GET 7357,

RIZFBFHY Secretld 1 SecretKey 35U : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE 1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. HHENTEERR
AN ETUHHEIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + "\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3k75i% ( GET, POST ) , Axfls79 GET ;

e CanonicalURL : URI £%§ , API 3.0 EENIERIAT (/)

* CanonicalQueryString : &2 HTTP i&K URL FIEIAFRFER , 33F POST iE3K , EEATFAE , }WF GET 5K , W URL a5 ( ?) EEMNFEFERS , A%
BIBES : Limit=10&Offset=0, ;& : CanonicalQueryString EE42id URL 4#f3.,

e CanonicalHeaders : 25821 IEE , EEE host F content-type FNLES , BAIINMABEXLHS EE B LIRS ESERNE—ENR S, FHEM
T : 1) k&R key #0 value F—HpINE |, HERERETHS | 1288 key:value\n 18z(0HHE ; 2) S40KE8 , IRERSLED key (/N5 ) IOFHHF#THHE, 1HI+
79 1 content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

e SignedHeaders : £5&ZHILEBER | HIALRIEKREHLLES S5 TESE |, #1 CanonicalHeaders &R BRE—XIMAY. content-type 1 host Jou4isksk
BB, HHERN : 1) 3EB key R—ERUNG ; 2 ) ZLED key (NG ) IREBFEHFRTHHE , FFEUSS () 2R, tHIF75 : content-type;host

e HashedRequestPayload : IERIEXHIIEZE , iHE75%EH Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XF HTTP i5SKEE/NES payload fif SHA256
B, REH/HEHD | SERIEEBIER/NEFE, JT5 | }WTF GET 53K , RequestPayload EEATFRAE , 3F POST i53K , RequestPayload Bl HTTP i5
KIEX payload.

HRIELA LN, ISP ERIRANEIERENT (AT RREN , \n BTIHEBISEITEHIN—T8K) -
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GET

/

Limit=10&0ffset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fclcl49afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2 BHEREETRS
RN ERHRSES TS

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

e Algorithm : €2&% , BAIEE/ TC3-HMAC-SHA256 ;

e RequestTimestamp : i5KEH AR, , BRERLERRY X-TC-Timestamp BU&E , #0_ERAliEskA 1539084154 ;

e CredentialScope : ZIEBE , 1820/ Date/service/tc3_request , @& HER. FMERAIRSFRIEZFFE (tc3_request ) . Date 3 UTC iREERTIEINEER , BUERE
MATESE X-TC-Timestamp IEEH UTC FRERNBIEE—E ; service AF=RE , WRASERNF RIS, HIg0 cvm, @0 ERGEK , BUEA 2018-10-
09/cvm/tc3_request ;

¢ HashedCanonicalRequest : BIALEBHHEMEHSEIERBIGHEE , ITES5ES Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

1. Date /RAMRT[EIEL X-TC-Timestamp I+8E5Z] , BRIXJ UTC+0, MRMARRAMXER , FlIFR/\K |, $SHEXMG DERMT  ERRRERY
ERM, (RIZAIER 1551113065 , 7£4/ \XAYRTELR 2019-02-26 00:44:25 , {ERiTE15ZIAY Date BY UTC+0 RIBHARA 2019-02-25 , A2 2019-02-
26,

2. Timestamp Z/REHFIRSNNE , BRERARRFHEFINENEEELSH , MFEEET RSO ERY. MFKHEAIREREES | JRESEET—R
RIS | IERUERY (REERITHIER ) .

TR LN |, TAIPERIRMEERSFABRUT (ATRREN , \n TREESEITIH—TER) ¢

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91¢9¢192c14460df6c1ffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23 1HEEE
1) EIRESEEE , RBIT

SecretKey = "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : [RURAY SecretKey ;
e Date : Bf Credential 99 Date FE&E8E. , W1 7=l , 792018-10-09 ;
o Service : B Credential {4 Service FEEE. , t0.L5F , J9 cvm ;

2) HEES , (hRBUT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILAL EITEBRIRREESZZH |
e StringToSign : B2 ESEIRFEE TS ;

2.4. g Authorization
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FRANTFRETHHE Authorization :

Authorization =
Algorithm + ' ' +

'Credential="+ Secretld + '/' + CredentialScope + ', ' +

'SignedHeaders=" + SignedHeaders + ',
‘Signature=" + Signature

* Algorithm : £873i% , EE/I TC3-HMAC-SHA256 ;

o Secretld : Z$HXIHRY Secretld ;

e CredentialScope : W EX , EiEEHE ;

e SignedHeaders : I £ , 258 FMLEHMEE
¢ Signature : B&(E

HRIELLERN | IR SEIRgEDS

HEEE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df45

82db9e9bf4672ba50567dbalbc6ccfl74c474

BRETHENERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6cbecfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.finance.cloud.tencent.com
X-TC-Action: Describelnstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1539084154
X-TC-Region: ap-guangzhou

o= SV

IRESCIRENR | AL TSR RMANERD , SRIESSREE

R
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

T

4. ERER
Java

import java.io.BufferedReader;
import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
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import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

/) FRNX , BNESHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// Kkkkkhkkkhhkk 53% 1 0 }%}%im;‘éiﬂﬁs*% *kkkkkkhhkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.println(canonicalRequest);

// *hkkkkkkkkkkkk ./Ij/:g% 2 S ?ﬁ;ﬁ?%%g%’%% *hkkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// Fkkkkkkhkhkhk _}fﬁ 3: .H.%%g *hkkkkhhkhhKk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *hkkkkkkkkkkkk 55% 4 0 ?}FE AUthOI’iZatIOn kkkkkkkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap <String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
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headers.put("X-TC-Version", version);
headers.put("X-TC-Region", region);
}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# BIREH
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNp@86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou”

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

FFFEAFK R IR R AK .}jg 1: ;ﬁ§¥m31§*$ *kkkkkkkkkkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host”

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

FRFEEFIKK KKK K .}jg 2 : ﬁg%&g?ﬁ% Kkkkkkkkkkkkk

credential_scope = date + "/" + service + "/" + "tc3_request”

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# khkkhkkkkkkkk 5% 3 : .‘L_I_%Eg *hkkkkkkkhkkk

# I ESEHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

F FREEEK I KKK .})J;g% 4 - P“’H& Authorization *#*#*#xskkkxsk

authorization = (algorithm + " " +
"Credential="

+ secret_id + "/" + credential_scope + ", " +
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"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)
print(authorization)

# NHESERINENIERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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5 REH

ERITEHATE: 2024-10-18 10:38:32

1. fRSSHbuE

iplaEE

i (Region ) ZFEYIEEAIEIEOAIMIEXIE,. tcecloudZIIIEARIBEZAESIRE | (RIEFRMRERATEEREESEL. ATIHRLRME. E5 T

BE  ENEERRERISEFE.
ERTLAEIS APIEC] EAMBINSIR EETARIbIEZIE.

2. BIEHMY

tcecloud API IRTEREEI9IEIT HTTPS #HTIB(E | IRMtEREHINBEEE.

3. I BKAE

SHEHY HTTP &K%

e POST (##%)

o GET

POST i&KZ 59 Content-Type 28 :

e application/json (¥#E7F) , WIR{ER TC3-HMAC-SHA256 &&757%.
e application/x-www-form-urlencoded , /{5 HmacSHAL & HmacSHA256 &£& 7514,
* multipart/form-data ({XEBDEOSTRF ) , WA TC3-HMAC-SHA256 &2 751X,

GET IEKANERBANAEEBIL 32 KB, POST i5KERESZ/5A/ HmacSHAL, HmacSHA256 RIAS#BIE 1 MB, POST iEKEREE 54/ TC3-HMAC-SHA256

A¥sz#% 10 MB,

4. FRTwmtY

IfEFUTF-847HI,

WS : BRmEmEX

5893 T 156



X BIHSTCE shieE

IR[EIZER

ERITEHATE: 2024-10-18 10:38:32

IEfREIZER

A= BRSS Seh0iE OB ESEHMRZSHIZR (DescribelnstancesStatus) 2017-03-12 kAl , ZEFAL , HATRERIREI T -
{
"Response”: {

"TotalCount": O,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”

* Response REREEH Requestld 2EENFER , TCERMINEE , RE APIMET |, NIHMESIREL.,

* Requestld FFF— AP iEREIME—HRIR , A0SR API HIISE | BILABKEFA] , FHEMIZ ID RRRTM,

° [RTEENFERS , ERIYAEMEOENNFE , ARNEOMRENFES WEOSAEFIEN. HHIsAY TotalCount 1 InstanceStatusSet 973
DescribelnstancesStatus #OENXNFE , BT EREKNAFENIEIE=RSEELA , Bl TotalCount FIER FABRENE 0, InstanceStatusSet FIRJ9
s,

TERREIZER
SRR, EEEERTT -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error IEIIFE ZERARKXY. Error FEOERHEMERN Code 1 Message FERFEARAMAT M EIREIRT,

Code FREMRELBAEIRSE , HiEKHENTTLSSRIBIZERBEL L EIRISMZ O A E RS IR E AR R R ERRS 2.
* Message B TIXMEIREKENERER , BEEWSKERARMN  WAARELEBFRSFEERER , APARKIX MREIE,

¢ Requestld FBF— APL iEKHIME—HRR , A0R AP HIVSE |, STLABAERFA] , FHEMIZ ID kBRI,

AHIEIRAG (TODO: EE(ER, 2RAENFE?)

REIERFUNRIFA Error R, MZFREMA APLEROKM,  Error Y Code FERERTMEIRTD | ATANSEATREHIMAIEIRIGANIHEIRD | TRIIH T QHER

FEIRD SRR

AuthFailure.InvalidSecretld BIHIEE (R2= API Z3ERE ) ,

AuthFailure. MFAFailure MFA iR,

AuthFailure.SecretldNotFound EIRAFE,

AuthFailure.SignatureExpire SEIIH,

AuthFailure.SignatureFailure BEER,

AuthFailure.TokenFailure token &R,

AuthFailure.UnauthorizedOperation BERE CAM 1L,

DryRunOperation DryRun ##E , RFIFRESEMIIN , REZET DryRun 24,

WS : BRmEmEX 5894 T H1563



X BIHSTCE e

$EIRIS SRR

FailedOperation ERERL,

InternalError PIEREIR.

InvalidAction BORFHE,
InvalidParameter SEEER,
InvalidParameterValue SHEYEREIR,
LimitExceeded BRI ECETPR S o
MissingParameter ROSHEIR,
NoSuchVersion BEORARFE,
RequestLimitExceeded TBERADREGEIT T SERPRE.
ResourcelnUse RIEH S,
Resourcelnsufficient RRERE.
ResourceNotFound BRRAFIE,
ResourceUnavailable RIEAET A,
UnauthorizedOperation FRIFRURLE,
UnknownParameter FRASHEEIR,
UnsupportedOperation BEARSS,
UnsupportedProtocol http(s)IERIMSEIR , RSZHKF GET #1 POST &K,
UnsupportedRegion BOARSISFEbE,

WS : BRmEmEX 5895 T4 #156m
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e

N =

>

RUTEFTATIE: 2024-10-18 10:38:32

il
i

HEHERTHRAFIZOSNERNNSE , IS | EENEORIRANRONEPREXESHEH TR  EERERIIFTEEHTXLSLY , TeERKEE

I

pod

BBEE V3
{83 TC3-HMAC-SHA256 & 7550 | AHSHEES—ME HTTP Header IERLEHF , 00T :
SHER B} Wik R

X-TC-Action Strin = BENEOBR. B ESEFROXETHMASEATSE Action BUNEE. FINN=IRSEEMEIALAIFIEED , BUES
9 = Describelnstances,
WS L, AR B ER MBRAEERE. BRI EES EE O XS PEAS NS E] Region AR, i

XTCRegion  Sting B sumrrmmemina , BOXRRARILSANR | ISR SRR,

X-TC- Inteqer £ F7 UNIX BJEIEL |, AliCSAE APLIESREORTEL, Bia0 1529223702, & : IR SRS EEERE S0 , S5ESE
Timestamp 9 = HHAEIR.
X-TC-Version String =z #EERY APLRORRAS. BUESHEOSEP NS AHSE Version RURIA. HIAIZ=IRSS/ARZA 2017-03-12,
HTTP tRAESMINESLERER , fian :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,
Authorization  String 2 - TC3-HMAC-SHA256 : &&75i% , BRIEEBIZ(E ;
- Credential : &EF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC fR/ERTEAIAER , BUEZRE S X-TC-
Timestamp #28AY UTC #RERTBIAEE—EK ; servicelsr=m® , W/RSERAY~mEE—E, flgicvm ;
- SignedHeaders : 258 ZitERISLEHMSERE | content-type #1 host J9wsisksLiEB ;
- Signature : EEZHE,
X-TC-T ) = IGREHIEBATARY Token , RELESIGRIZEE—HCEER, IGATEEF Token HFEZNHASIEERS ARREORE. KPZHEAE
-TC-Token String 5

%= Token,

BRAIE VL

fF3 HmacSHAL #1 HmacSHA256 && 7540 , ARSHEBESR—EIEKRSE+ , IIF

SEER il DZ5vi R 7%
Action Strin = BERNEOSR. BESEEOXEFBASEATESE Action BYIREE. HI=iRSESHNEIILAFIFERZD  BUYES
9 = Describelnstances,
Region String = iS4, FsRImRAB BRI EI MEERAIEEE. EOEZRMEEESE RO XERRASE A S Region AIMAA,
= TR BUREOATEERZSH , ORI IHAFEREE | AR EEEZS SR E.
Timestamp Integer =& 257 UNIX RSEJE , SlieRARE APLiERAORTIE]. 1201529223702 , tNRSHEIRTEEET K , &5 [EERITHIEIR.
Nonce Integer 2 BEHLIEEESY , 5 Timestamp BA&#ER , BFBHLLERIE.
. ECAPIESE L RIBAMRREIHY Secretld , —4 Secretld XYRIME—HY SecretKey , i SecretKey SFIREMBERES
Secretld String p3 .
Signature,

Signature String 2 BERER |, FARWIEERNEE  FERFIRESFIMASEITESE. BRTERES EOSC0HY.,
Version String = BAERY APL BORRAE. EUBESERZOXEPASLESE Version BUi5ER, FIAI=RSZE5A9RA 2017-03-12,
SignatureMethod | Strin = S22, Beisds HmacSHA256 #1 HmacSHAL, REIEEIS#19 HmacSHA256 Bt , A HmacSHA256 &%

d 9 T wires , HibERER HmacSHAL BIFSE,
T . = IREHIERFTRER Token |, FEESIGRIEE—HEFER. IGREHEF0 Token BEZHDSIERSTARREORE. KIS
oken String 7S

AEE Token ,

WRFRE - BRmERMEX 5596 T #156m
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uICRIES

btz ( Region ) RisEAIHIRHOAIMIEXI. tcecloud3IINIERRIEZ [AE2MRE | RIEREIRERAEEIFREMAAEL. ATREERNME. e T
BE , ENEERRERIE PRI,

ERILUE APLEN EAIBIEEIR EESARIMIETIE.

Hite#zO

WS : BRmEmEX 8597 I #156m
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47 /NG Py
PBEZ N RIREIHE
B EFRATE): 2024-10-18 10:38:32
1. #EOEA
EOEKIEA : cam.api3.finance.cloud.tencent.com,
BESNRIBEIRE
AR CERIAERIRS : 200%/70,

EOEHATE : 2022-08-11 19:02:25,

EOBEIOES SN,

2. NSEL

UTERSHIIRIGIH TIROBERSEIRD NHSY |, TEAHSEFIRNALERSH,

W

SHER Wik FEEFNULL it by

Action 2 & String ~HSEH, AEOEYE : AttachRolePolicies
Version 2 B String AHBE, AEOEE : 2019-01-16
Region 2 & String AHBY , FEOTFEERSEH,

Roleld £ a Uint64 ABID(SABERUE—T)

RoleName " B String AEEREHREIDKE—T)

Policyld & & Array of Uint64 ZEMRID list(55R8E listME—IR)
PolicyName & & Array of String SRERE list(SERERID listME—IR)

3. IS

SHER St A
Requestld String E—iEX ID , ®RIERESIRE., BT HEREZRIER Requestld,

4. RS
DU 7 8O SIS EEXRERID , EhERIFE LA HLEIR,
fRIRIG fk
FailedOperation.PolicyFull
InvalidParameter.OperatePoliciesOverLimit
InvalidParameter.PasswordLengthTooShort
InternalError.SystemError
InvalidParameter.ParamError

InvalidParameter.PolicyldNotExist

WS : BRmEmEX 5898 T #156m
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HENRARIEZIRE

ERITEHATE: 2024-10-18 10:38:32

1. wOfER

EOEKEA © cam.api3.finance.cloud.tencent.com,
A%20 ( AttachRolePolicy ) FBF4FEREEIFHE,
BROARECIESRIERIRS] « 200R/%D,

EOEHRATE : 2022-08-11 19:02:25,

RO E &,
A s
2. INSE]
LATFERESHFIRGIE T EOBSKSHEMEO AHSE , RBEAHSEFIRI TGRS,
SHER AT FEFNULL ESic) b
Action = &5 String NHSE, AEOBYE : AttachRolePolicy
Version = a String NHESE, AEOBYE : 2019-01-16
Region 2 & String AHBY , FEOTFEERSEH,
Policyld = = Uint64 HREEID , A& Policyld5PolicyName—it—
AttachRoleld & S String AID , AFHEEMAE , A& AttachRoleld 5 AttachRoleName —i%—
AttachRoleName & = String AEER, BHEEME , NS AttachRoleld 5 AttachRoleName —i%—
PolicyName &= &= String HREEE , A&Policyld5PolicyName —i%k—
A g2
3. imHEE
SEER it A
Requestld String E—iEXK ID , ®RIERESIRE., BT HERMZRIERKA Requestld,

4. RS
DU 7 O SSBIEERRERID |, BRI ARG,
fRIRIG fEk
InvalidParameter.PolicyldNotExist
InternalError.SystemError
InvalidParameter.RoleNotExist

InvalidParameter.AttachmentFull

WS : BRmEmEX 2899 T #156m



X BIHSTCE e

HES T REEIRER

BIREHATE: 2024-10-18 10:38:32

1. #EOEA

EOEKIESZ : cam.api3.finance.cloud.tencent.com,
PBES N AEEIRR

FIABOERIAERIRS : 200%/70,

EOEFRATE : 2023-02-09 15:36:51,

EOBEIOES SN,

2. ANSE

UTERSHIIRIGIH TIROBERSEIRD NHSY |, TEAHSEFIRNALERSH,

W
¥

SRR WAL FYFNULL &St R
Action =2 &5 String NHSE, AEOBYE : AttachRolesPolicy
Version = S String NHESE, AZEOBYE : 2019-01-16
Region 2 = String AHBH, FEOFFEERLSH,
Roleld = = Array of Uint64 AEID(EHEETRUE—IR)
RoleName S S Array of String ABEREABIDYME—IN)
Policyld B B Uint64 SRERID (S ERIg = ME—T)
PolicyName = a String REEE (SREZIDME—TN)

3. B
SHER ESit) ik
Requestld String H—iEK ID , 8REREBSIRE]. ENIAMAHEEREIZRIEKR Requestld,

4. RS
DU 7 8O SIS EEXRERID , EhERIFE LA HLEIR,
fRIRIG fk
FailedOperation.PolicyFull
InvalidParameter.OperatePoliciesOverLimit
InvalidParameter.PasswordLengthTooShort
InternalError.SystemError
InvalidParameter.ParamError

InvalidParameter.PolicyldNotExist

WIS : B emEX 6100 1 15611
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X BIHSTCE shieE

ellfEE

ERITEHATE: 2024-10-18 10:38:32

1. mOfER

EOEKEA © cam.api3.finance.cloud.tencent.com,
A0 ( CreatePolicy ) ATATEIZSRER.
BUAZCIBESIRERIRE : 200%/%,

FEOEFAYE : 2022-12-02 16:17:55,

EOMEINEE NN,
A s
2. INSE]
LAITNERESHFIRGIE TEOBSKSHEIEO AHSE , RBEAHSEFIRIA TGRS,
SHER e EFNULL SRR b
Action = &5 String NHSE, AEOBYE : CreatePolicy
Version 2 & String NHSE, AEOBYE : 2019-01-16
Region 2 & String 2HSY  AEOTFEERNSE.
PolicyName 2 &5 String HIRZ
Description = £ String  SREEHEA
HRBESIRY |, =451 - {"version":"2.0","statement":
[{"action":"name/sts:AssumeRole","effect":"allow","principal":{"service":
. . ["cloudaudit.cloud.tencent.com”,"cls.cloud.tencent.com"]}1} , principal B8 EA GBI, TFKEL
PolicyDocument = 5 Strin . .
Y =T 9 eumsE RIAELE
( http://imgcache.finance.cloud.tencent.com:80cloud.tencent.com/document/product/598/36221 )
imHE#Rolelnfo
CreateMode S & Uinte4  gEEEz(
A s
3. s
SEER ESid) Ak
. . ISEIINATT I,
Policyld Uint64 s1%id
Requestld String H—FXK ID , BRIEKRERE], EMAREEREZRIERKE Requestld,

4. TEIRAY
PUMMRBUH 7 O SSZIERRAIEIRI , BRI ARG,
FEIRAD fER
InvalidParameter.ParamError
ResourceNotFound.UserNotExist

FailedOperation.PolicyFull

WRFRE - BRmERMEX 28101 1 #1563
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HIRED U
InternalError.SystemError

InvalidParameter.ActionNotExist

BlEmE

BT EHTAYE: 2024-10-18 10:38:32

WS : BRmEmEX 2102 7@ #1567

\|



O BASTCE

1. BOEA

EOEKRES © cam.api3.finance.cloud.tencent.com,

AN ( CreateRole ) BFAIEHE.

EOMRCIERERERIRE © 200%/80.

O ERATE : 2022-08-11 19:02:25,

FEOMIOEE EM,

2. INSEL

TNERSHIIFRGIH TROERSEIRI LS,

SHER
Action
Version
Region

RoleName

PolicyDocument

Description
Consolelogin
SessionDuration

RoleType

3. mHSE
SEER
Roleld

Requestld

4. FERS

Wi

WD KD KD

Hm

o

o o o

i

String

String

FENULL k8

=

I |

iy

iy

i B B |

iy

iplaEE

String ~HSE, AEORE : CreateRole
String  A~HBE, AEOEYE : 2019-01-16
String AHSBY , FEOATELRISH,
String AEER
FERIRY |, =5 : {"version":"2.0","statement":
[{"action":"name/sts:AssumeRole","effect":"allow","principal":{"service":
Strin ["cloudaudit.cloud.tencent.com","cls.cloud.tencent.com"]}}1} , principal BFHEEABRIIEIIISR. KA
9 euTsR RMAELE
( http://imgcache.finance.cloud.tencent.com:80cloud.tencent.com/document/product/598/36221 )
S %{Rolelnfo
String fatiEA
Uinte4  EEREFER 1 ARG 0 ARG
Uinte4  ERISABIRIERNSEKESEARTICEE : 0~43200)
String A (system|user)
)
Jlie 2 bap] ¥ IR
fAtlD

B—ER ID , SRERERIRE. ELITRAHRERAZRIERAT Requestld,

UM 7O S B IERRAIEIRT | BtERIF N ATHEIRD,

HIR

InvalidParameter.AttachmentFull

InvalidParameter.ConditionError

InvalidParameter.DescriptionLengthOverlimit

InvalidParameter.PrincipalError

WRFRE - BRmERMEX

%6103 1 #1561

\|
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fRIRIG Hk
InvalidParameter.RoleFull

InvalidParameter.RoleNameError

InvalidParameter.RoleNamelnUse

InvalidParameter.UserNotExist

InternalError.SystemError

InvalidParameter.ParamError

WS : BRmEmEX 2104 T@ #1567
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AR o

ERITEHATE: 2024-10-18 10:38:32

1. mOfER

EOEKEA © cam.api3.finance.cloud.tencent.com,
THBRERHS

BUAZCIBESIRERIRE : 200%/%,

EOFEHAYE : 2022-08-11 19:02:25,

BEOBRIRE S AN,

2. ANSE

UTERSHIIFIG I TIROBERSEIRDI ALY |, TEAHSEFIRIALERSE,

W

SHER Whi%E FEFNULL E<ig) i)

Action =2 = String NHESE, AEOBYE : DeletePolicy
Version 2 &= String NHESE, AEOEYE : 2019-01-16
Region 2 S String PHSH, FEOFFEEEBLSH,
Policyld & & Array of Uint64 R , BUERREER id , SN

3. S

SHER it R
Requestld String —iEK ID , ®RIEKRESIRE]., EMEAHEEREEZRIEK Requestld,

4. tEIRS
UM 7O 3B IERRAIEIRT | BRI M ATEIRD,
FEIRD R
InternalError.SystemError
InvalidParameter.ParamError
InvalidParameter.PolicyldError
InvalidParameter.PolicyldNotExist
ResourceNotFound.NotFound

ResourceNotFound.PolicyldNotFound

WIS : B emEX 26105 1 #1561

\|
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kR E

ERITEHATE: 2024-10-18 10:38:32

1. wOfER

EOEKIEA : cam.api3.finance.cloud.tencent.com,
A$%0 ( DeleteRole ) BTMRMEERE.
BUAZEOIESIRERIRE : 200%/%,

EOEHATE : 2022-08-11 19:02:25,

EOBEIOES SN,

2. NSEL

UTERSHIIRIGIH TIROBERSEIRD NHSY |, TEAHSEFIRNALERSH,

SRR A1 FEFNULL ESit) R

Action = &5 String NIESEY , AEOEYE : DeleteRole

Version = S String NHESE, AEOBYE : 2019-01-16

Region 2 B String AHBH, MEOAFTEGRLSH,

Roleld & & String fArlD , ATEEAE . AZ Roleld 5 RoleName Zi%—
RoleName &5 FS String ABER , BHEE/AR . NS Roleld 5 RoleName Zi%—

3. WS

SEER E- it AR
Requestld String ME—EK ID , BRIEKREIRE], EMRRAHEEREEZRIEKAY Requestld,

ji -~
4. $EIRAG
PUMMRBUE 7 O SSZIERRAIEIRIG | BRI AR,
FEIRAD R
InternalError.SystemError

InvalidParameter.RoleNotExist

InvalidParameter.ParamError

WIS : B emEX 26106 1 15611

\|



X BIHSTCE Tl
-
REFRBSIZR
B EFRATE): 2024-10-18 10:38:32
1. EOfR
EOEKEA © cam.api3.finance.cloud.tencent.com,
A%20 ( DescribeRoleList ) FAFRENKS TR ETIZE,
AR CERIAERIRS : 200%/70,
EOEFRAYE : 2022-12-02 16:09:25,
RO E &,
A s
2. MANSE
LATFERESHFIRGIE T EOBSKSHEMEO AHSE , RBEAHSEFIRI TGRS,
SHER WA FEFNULL i b
Action =2 & String NHESE , ANZEOBYE : DescribeRolelist
Version = &5 String NHSE, AEOBYE : 2019-01-16
Region 2 & String AHBH , FEOFFEERSH,
Page L & Uint64 TS, N1FFER
Rp = & Uint64 U7, A BERTF200
Service & & String RAENRSKSHATIE
Keyword & 5 Array of String ERtESACEHATRE
A g2
3. IS
SEER i R
) Jlie 2 s oapl e SEIIN
List Rolelnfi
* aene FEBIEITIE,
) Jlie 2 oapl o SEIUIR
TotalNum Uint64 -
Requestld String W—EXK ID , ®XIEKEPIRE. EIERAFEEREZRIERD Requestld,
4. 551RE5
PAMBIH T O SSIBERXAERE , EtEREEL A HLERD,
Hiehs R
InternalError.SystemError
InvalidParameter.ParamError
RS - B e EX 8107 Im H156;
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fRREZ T RIERIRFA

BIREHATE: 2024-10-18 10:38:32

1. #EOEA

EOEKIEA : cam.api3.finance.cloud.tencent.com,
FEIRYDES N RIEEIFRF A

FIABOERIAERIRS : 200%/70,

EOEFRATE : 2022-08-11 19:02:25,

EOBEIOES SN,

2. ANSE

UTERSHIIRIGIH TIROBERSEIRD NHSY |, TEAHSEFIRNALERSH,

SRR WAIE FEFNULL ESit) R

Action =2 &5 String NHESE, AEOBYE : DetachGroupPolicies
Version 2 S String NHEHSE, AEOBYE : 2019-01-16

Region 2 & String NHSH, FEOFFEERLSH,

Groupld 2 & Uint64 FAF4RID

Policyld 2 & Array of Uint64 ZRESID list

3. WS

SEER E- it AR
Requestld String ME—EK ID , BRIEKREIRE], EMRRAHEEREEZRIEKAY Requestld,

4. TEIRAY
PUMMRBUE 7 O SSZIERRAIEIRI | BEtERIDF ARG,
FEIRAD TR
InvalidParameter.ParamError
InvalidParameter.PolicyldNotExist
InternalError.SystemError

InvalidParameter.PolicyldError

WIS : B emEX %6108 1 15611

\|
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MRS ERIBEIZ T RFPA

ERITEHATE: 2024-10-18 10:38:32

1. wOfER

EOEKIEA : cam.api3.finance.cloud.tencent.com,
RIEBERIREIZ N AFE

BUAZEOIESIRERIRE : 200%/%,

EOEHRATE : 2022-08-11 19:02:25,

EOBIES SN,

2. NS

UTERSHIIFIGIE TROBERSEIRD ALY |, RBEAHSEFIRNAHLERSH,

SHER Wik FEFNULL E-Sid) ik
Action = &5 String NHSE, AEOBYE : DetachGroupsPolicy
Version = a String NS, AEOBYE : 2019-01-16
Region 2 = String AHBY , AEOTFEERLSH,
Groupld 2 &= Array of Uint64 FF4EID list
Policyld p=3 &= Uint64 ZREZID
A s
3. imHSE
SEER it A
Requestld String ME—EK ID , BRIEKREIRE], EMRRAHEEREEZRIEKAY Requestld,

4. TEIRAY
PUMMRBUE 7 O SSZIERRAIEIRIG | BRI AR,
FEIRD fEk
InvalidParameter.ParamError
InvalidParameter.PolicyldNotExist
InternalError.SystemError

InvalidParameter.PolicyldError

WIS : B emEX %6109 1 #1561

\|
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RRRRIPERISEIZ AR

ERITEHATE: 2024-10-18 10:38:32

1. wOfER

EOEKIEA : cam.api3.finance.cloud.tencent.com,
RAPERIREIZ MR

BUAZEOIESIRERIRE : 200%/%,

EOEHRATE : 2022-08-11 19:02:25,

EOBEIOES SN,

2. NSEL

UTERSHIIRIGIH TIROBERSEIRD NHSY |, TEAHSEFIRNALERSH,

SHER WA FYFNULL 5] R
Action = &5 String NHSE, AEOBYE : DetachUsersPolicy
Version = S String NHESE, AEOBYE : 2019-01-16
Region 2 = String NHBH , FEOFTEERBISE,
TargetUin 2 S Array of Uint64 B#REFID list
Policyld = &= Uint64 TREZID
A s
3. imHSE
SEER E- it A
Requestld String ME—EK ID , BRIEKREIRE], EMRRAHEEREEZRIEKAY Requestld,

4. TEIRAY
PUMMRBUE 7 O SSZIERRAIEIRIG | BRI AR,
FEIRAD TR
InvalidParameter.ParamError
InvalidParameter.PolicyldNotExist
FailedOperation.PolicyFull

InternalError.SystemError

WIS : B emEX %110 T1 #1561

\|
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BEERIFS

ERITEHATE: 2024-10-18 10:38:32

1. wOfER

ZEOEKIES © cam.api3.finance.cloud.tencent.com,
AEO ( GetPolicy ) TRFEREERIEIFE.
BUAZEOIESIRERIRE : 200%/%,

EOEHATE : 2022-08-11 19:03:58,

EOBINER LN,

2. NS

UTERSHIIFIGIE TROBERSEIRD ALY |, RBEAHSEFIRNAHLERSH,

SHER WA FYFNULL i) b
Action = & String NHSE, AEOBYE : GetPolicy
Version = S String NS, AEOBYE : 2019-01-16
Region 2 & String AHBY , AEOTFEERLSH,
Policyld 2 & Uint64 SHRERId
A M
3. mHS
SHER E3id) AR
PolicyName String gzﬁ%%mm-
Description String WFI‘WE.
HEgRA
Type Uint64 WBETIFEIR,
1 FXREENKRE | 2 FRRTR RS
) . IS ETIINATTIL,
AddTime Datetime ol
) . IBERIINAAT I,
UpdateTime Datetime S REE
PolicyDocument String mﬂw}m"
PresetAlias String Wﬂ’ﬁﬂ.
&
IsServiceLinkedRolePolicy Uint64 gﬁiﬁggﬁ'
Requestld String W—iEK ID , ®RIEKREPEIRE]., B EEREZXIERE Requestld,

4. ERS

PUMRBUH 7O SS B IERRAIEIRTG | BRI ISR,

\|

WIS : B emEX %111 |1 #1563
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fRIRIG R
ResourceNotFound.PolicyldNotFound

InvalidParameter.ParamError

InternalError.SystemError

InvalidParameter.PolicyldError

WS : BRmEmEX %112 W #1567

\|



O BASTCE

SRR EIFIS

ERITEHATE: 2024-10-18 10:38:32

1. wOfER

EOEKIEA : cam.api3.finance.cloud.tencent.com,
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BT : 2022-08-11 19:02:25,

EOBIES SN,

2. NSEL
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REESIRY |, =451 - {"version":"2.0","statement":
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{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
%

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
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AuthFailure.InvalidSecretld BIHEL (RET= API BAZA ) ,
AuthFailure.MFAFailure MFA $&i%.

B BlETERE e SIEH , FREREES | R
AuthFailure SecretidNotFound EATEE, WERHARETIRETRIMEERR  MKSER , BRERETESER , ERMETEES

1&.
AuthFailure.SignatureExpire BRI, Timestamp RS SEMNEEEASBIRASH , BOEABRBEEFIRERERS,
AuthFailure.SignatureFailure SHEHER, SEITEER  BURBALSPIOROLESCENES SITEIIRE.
AuthFailure.TokenFailure token &R,

AuthFailure.UnauthorizedOperation  i&53%k>k CAM #E1Y,

DryRunOperation DryRun ##F , RRIFBRESZEMIIN . REZET DryRun S,
FailedOperation BERM,

InternalError AEREEIR,

InvalidAction BEORFE,
InvalidParameter SRR,
InvalidParameterValue SHEVERIR,
LimitExceeded RIS PR .
MissingParameter ROSHERR,
NoSuchVersion BEORARFIE,
RequestLimitExceeded BERADREGERID T SREPRE.
ResourcelnUse RIRH G,
Resourcelnsufficient RETE.
ResourceNotFound RRAFE,
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HEIRED Lz
ResourceUnavailable BRI,
UnauthorizedOperation RIFBURIE.
UnknownParameter RISEGER,
UnsupportedOperation BAEASHS.
UnsupportedProtocol http(s)iERIMSEIR , R52iF GET #1 POST i&E3K,
UnsupportedRegion FEOARIFFE i,
WBSEIRES
HIRAY iz

FailedOperation.UnknownAccountSettingGroup
FailedOperation.AccountSettingConfigError
InvalidParameter.ParamError
FailedOperation.AccountGroupNameNotMatch
FailedOperation.SecretldExist
InvalidParameter.ServiceTypeError
InvalidParameter.ResourceError
ResourceNotFound.IdentityNotExist
FailedOperation.IdentityExist
InvalidParameter.PolicyDocumentError
InvalidParameter.ActionNotExist
InvalidParameter.PolicyNameError
FailedOperation.Accesskey
FailedOperation.UnknownAccountSettingKey
InvalidParameter.PrincipalError
FailedOperation.AccountSettingValueCalculateError
InvalidParameter.OperatePoliciesOverLimit
ResourceUnavailable IDPMaxLimit
ResourceNotFound.PolicyldNotFound
InvalidParameter.PasswordLengthTooShort
FailedOperation.PolicyFull
FailedOperation.InAsyncModifyError
InvalidParameter.DescriptionLengthOverlimit
FailedOperation.NoneValue
UnauthorizedOperation
FailedOperation.AddIdentityError

InvalidParameter.KeywordError
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FEIRED L]
InvalidParameter.ScopeError
InvalidParameter.GroupldError
FailedOperation.RefreshTokenError
InvalidParameter.ActionError
ResourceNotFound.UserNotExist
FailedOperation.SkeyExpired
ResourceNotFound.URLError
InvalidParameter.RoleNotExist
InvalidParameter.PolicyDocumentLengthOverLimit
InvalidParameter.ConditionError
InvalidParameter.PolicyldError
FailedOperation.PolicyNamelnUse
InternalError.SystemError
InvalidParameter.PolicyldNotExist
InvalidParameter.NotSupportProduct
FailedOperation.AuthCodeError
FailedOperation.SetLoginRuleFail
ResourceNotFound.NotFound
FailedOperation.UserrAccessTokenError
InvalidParameter.UserNotExist
InvalidParameter.VersionError
ResourceNotFound.GroupNotExist
InvalidParameter.EffectError
InvalidParameter.AttachmentFull
InvalidParameter.RoleNameError
InvalidParameter.RoleFull
InvalidParameter.RoleNamelnUse
InvalidParameter.UinError
InvalidParameter.StatementError

FailedOperation.SubAccountHasKey
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