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o EERY : [REFEIBSHEENNES , ASRILRAES., (JRAREBIES )
o WISEEH  AFREEN , RUIESRERPRENFHE , RSTURELN

3. BERERERERERERE. NE—REXNEEHATTE  JXEEEEEERN.

WRFRE - BRmERMEX

iplaEE

5528 T #1600



X BIHSTCE e

EAhi e
ERILEHHTE: 2024-09-05 15:09:00

FEDNMBINTRE FAFSIEERE.

BUFRSAG

PR S A R RR TS B A,
BRIFEER

L¢P EE> FPRR , B e,

2. TEREEXE , RERREMMERIRIERE | (SRS,

3. 1EBGERE | BRTERRE.
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REREE
HBXENX
PR

RIS HHTE: 2024-09-05 15:09:00

RURR AR L E M P AR B TR LR BRI R LSRR,

FNMBERT , TKSERRAEE  BEES THEZRIHEINR | FKSIREEHTERIILENR | BREEETENBEMEZERINHIINR , FESRAEE
HATEIN.

RIRRE XA — S Z EMURANEENE. CAM SHFFFPREIAIRER | TURRIRIIEE R, TRRRERSFaZMEERN—LCENINURES | BREE
R, zRREERSE  XEFRREIATE. BELEREHBFUIENERECBATRREENIRES. FURKRIRAEEAERENRR , AERE  MEENXEK
BAILURIEASHE AP RESHUATREEER.

B ERFEEBPEE— N EE N RIS, RN AIREREE AT LR TSR IR th T AR B SRR,

WRFRE - BRmERMEX 5530 T #160m
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ERILEHHTE: 2024-09-05 15:09:00

RISEATEN A — RS FAURIIEENNE. ZHRIEEES ATRRIETIEENRE. CAM NARBETIA  MERHT SMEERCIENEEER. 56F
BCAMBFEAARINR , R AERERERTURRE | Sitl2BE N RIEEHREERIEREKZICAMBFEH. SMERATESSMUR , RATEE LIS SNSRI
F—CAMAFEA.

TS

USRI EEEE  ERAFSMERN—LEIMRES  BREER. BRSIESNRSE. BIESSEE | BIFNEE. RRIARATNR , ARIHREBA
wiE.

EIRE SR

AP IR ERSMCATHIA R REIEIRIRES | RV EBRIEIIRYS | TURENHERFNERUAUREIEER. fit , MRMIEESERRRIK—FE |, £
HENEERHIERELS , MR EE IR 21TH).
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RGERE
BlIEE B E SRR

SIREFATE: 2024-09-05 15:09:00

ES ST

RN BANTES A ERIEEES AR AR X | BESCRIRATHEBREIRIRNS | IUREREAFNERUSUREETR.

Elli=e Sk

CERNOSEEHE | HARIREERE.

EAFLR

BRI RO
RERRERNEREIERAORES | BRI STIEEIRSIRE  FHFEXER , BaEMRIIEL  BRRE , MITHEEFER.

1 FERIREERE , SEAL AN FEaENER] .
2. ERHAIEEROIEAEO S | B UREIRAERSREE] | BNGRIRS IR FIE.
3. FEEARSTHR(FINE | #FUATER.
o RS (wik) "%}ﬁﬁ;ﬁ—giﬁbﬂﬂ’]F:‘F&
o BME (W) : IEREEFEVEE.
o WR (WE)  BANEERNIRRIRR/ R, BEIHENRER. REROZRASHHESEAREREARN & [*] B, SEASRRN=
MEIRATTIURSEY 325 CAM AR FRINF-RE9 [HREEER] . R msdsaIEihERESE 3345 CAM RF-& a9 [RRE] .
o Fif (EEH) IREFWS EIRRBERFM. FETSH £3EMt.

B3
o —FRIRPAILURINZ KA,

4. BE OFER] > [(F—21 |, BNRERKRE.
5. FESRRERIETAE | A FESRREETR. HIAER  FIAREEAS | HP R STRAIRIEASRER & Bahdk.

iR

o HRERZARELAS "policygen” |, REREFIRIEEIZ REIERM. EAIHITEEN.
* RBABS5H 3 LHIRSTHRIEXIN , ErIHRIESChRB Rt TIERL.

6. B [5epk] | SeRURERIRAE RS B B SRR AIRIE.

HRIREE
RITSENRE | SRS SIS RN RRRERE AP A A,

1 7ERISSIENE , REA EAN EEENRRE] .
2. SRR HEN S , B RIFEEN] | NRIRSENTTE.
o MFAF/BFRE : GEFRERNNBAFR/BFRE. (TEE—)
o TEMREE | IIFRERNARER. (WIER )
o HEAREE  SREFEENAREE. (RIER)
°o AR : UANSERUR,
3. ERIGEFENESEUTER | 82 [T—2] | #ANeERH,
4 (EIOETE , ARSI, KIENDERE [Tl | CTAIRRESEINEEEE SCRISRE, HERBUARRIESTRMRIEASEIESEBER | RIEETREAIAN
"policygen” , G IRIEOIZ HHEBARL,

WRFRE - BRmERMEX 5832 0 #160m



X BIHSTCE e

RINEE
BRITEHHTE: 2024-09-05 15:09:00

BEn=R

IR BT SREE KB/ /A BB B/ BRE/AEXRECRIE. XEAMThE | BFR/AFE/A RSB IREIREI MR,

AR

BER HREEEHE.

EEL R
BRI KB/ RFE/f8
L AR | S S | 1\ SR T,

2. FESRISETEDNA | RIR S R RSB i IR TR SR AR al B i SR,

3. HEIRERTIRSRES | BEANEMETIXERF/H/58.

4. ERHAOKERAF/E/ABYIEE | RIBSTEERBNERRA. BREARAE.

5. WIREXREKAAF. BRASAE.
6. REHRRE | STAEIT SRERREXFAF1R(F.

B R/ ERERREE :
PLIVEZE RS 5

L fDpagEEsls  fEANBFEE  #\BFPEERE.
2. IEFEERF , BERFER , AFBFEERE.

3. FECKERAUSRIE T | SR SKBRERI | ST KBRS IEE.

4. TERERREEIET | DISHERNAISRES,

5. BEHE | STRUEIT AP KB EE RIRIRME.

B AP AXRERRRE

L ppaEEEss  EANBFE  #\BFEERE.

2. HEIFERNNBFA | BERFERR  BEABPEIFER.

3. FECKERASRIE T | SR oRERERIE | ST RERSRIEXIEE.

WS : BRmEmEX 2533 T #160m
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4. TESRHARBERIEIIEIET | DR EIRNARES.

5. BEIRRE | STAUBIT AP B KBR TR SRARIRAE.

PR&IIPiAIA]

BT EHAYE: 2024-09-05 15:09:00
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BFn=

RN BRI BE CRIEIREFIKSHE P, REMIE  FIKSHEEBELIMRER P EEERS THRR , i EBEFRKSEIIREN IP EEEWS TEIR.

ARt

FEREIFmIIFHE IP RENSEHE , FESE BRER.

BFLER

1 BN RIREERE , BEA AN [(FEEEXER] .
2. ERHAOEROIESEO S, Bl [RRIRAERRREE] | BAGRIRSAIRIFIE.
3. EIEEIRSTERFRE , #FRUATER.
o RS WMAIN , BEEE "SOUF. QINHE R4, MFEAPEREEREUEN.
o fRSS : WMAIN , EEREMNAI M.
o 12 . WA , IRIBEAIRRIET IR,
o BR : WA , BHLISE RiREdSES.
o Kt IBEEAIRREERSM WA P ik, STLARINSSIRE. a0 , SO 2" |, IXPRERIZ [P ltAIF e EIREURL.

eI

PAFRBIZ R MRTE 10.217.182.3/24 5 111.21.33.72/24 RERA 86 APl i5ia cos:PutObject , tNTFE :

REIERAT

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": "cos:PutObject”,
"resource": "*",
"condition": {
"ip_equal": {
"qes:ip": [
"10.217.182.3/24",
"111.21.33.72/24"
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15 AE e
TTREE

ERITEHATE: 2024-09-05 15:09:00

ERE (policy) BETFITEMR , FSRHIASNEMEE., OTTEIEETA(principal). #{E(action), &iE(resource). 4354 (condition) ARSI (effect), TTE&
REFSHHINE, SIERE DBIRFEK. WTERSERERMARMETR , condition STTEERER. ERHETARRFSA principal TTE |, (SHFEFIRE
18 API FFNFRBSIEAAEFRAISEFEEA principal,

1.4 (version)

HRRIIEIARA, ZTTREVER. BRI ER"2.0",

2.&¥6 A (principal)

HARRRIZIISLIR. SRR (FFRE. FKS. ERBRF) . BFRE , XELEEAR. BASNAPEESIR, (U ERIEEIRAPIRRIRE SEXIS i
BiztE.

3.i5f)(statement)

R —EH S ZPPRINFEMER. 1ZTTHREIE action, resource, condition, effect EENMNEMITRIMPRIDIRES. —FREBENE— statement JT&K,

4 32{E(action)
AT EBMEANRIE. BIERTLAZ API ( LAnameRiSMEA ) SRETHAEE (—E4EM APL, L permid BISHER ) . IZTREVER,

5.8&R(resource)

AR LE. TRERBRIEL. SR RINRREHERERXE. BXUIMTEERRINES | BERERSIERFPAI NI R3AE. ZTERYNE
.

6.4:3814% 4tk (condition)

HIARIREINRE . SEEIRRIER. RIERNREEEAR. SHETEENE. 1P I ER, BURRSAFSEREPIEEREME. ZTREIEER,
7.3 (effect)

RAREIE NSRRI ER BEM", AHE allow(RiF)fIdeny (SR ISR, ZTREMER,

8. RIS

ZEEGIRIAR © OB T AR ID 1238423 FAYFMS ID 3232523 K%4H ID 18825 , XdibmitigfdcostziEifbucket ARIS HH{iBIEHY cos 7Z#ifE bucketB TAIRISR
object2 , 7EiAA) IP 7910.121.2. */IERAT , HEFE cos i APl FIBIRIARSISAIUR |, IARATLAREE S AFIRIRER.

{

"version": "2.0",
"principal": {
"qes™: [

"qcs::cam::uin/1238423:uin/3232523",
"qcs:cam::uin/1238423:groupid/18825"
|

B
"statement": [

{

"effect": "allow",

"action": [

"name/cos:PutObject”,

"permid/280655"

L

"resource": [
"qcs::cos:bj:uid/1238423:prefix//1238423/bucketA/*",
"qcs:cos:gz:uid/1238423:prefix//1238423/bucketB/object2"
I
"condition": {

"ip_equal": {

"qcsiip™: "10.121.2.10/24"
}

}

By
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{

"effect": "allow",

"action": "name/cmqqueue:Sendmessages”,
"resource": "*"

}

]

}

RPN
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SITEFATE: 2024-09-05 15:09:00
BANRIRHNE RN TR, 5RB§ policy FRRZ version B4 statement #pY , IRATLIESEIEAER principal , EFEAURTHREREE API chEREIEAEXA

SHPER. 154 statement EHE TN FIEOEMK. BRFEQEERIE action, &R resource, A/ condition LIRS effect I94NTE& , HH condition &
BT,

JSON #&={

SRERIEIALL JSON 13=CuER, CIREERAISRIEAAIE JSON 1&830RT | BTTAIRITATN , FTLAFF/REERRR JSON #830ERS. JSON #&ZUHRAETE RFC7159 REN
1S LAEFRTEL: JSON IIFEFr R B sRmgig .

BEE
EARPEI AR :

o UTFHREESTERMIEETHI JSON FFf

{31

o UTFHRATHEARBEZTIEHRTR , TEEERKET

=<>()]

* HTEATSMEN , ERESHORANERSHITRR. I :

[<resource_string>, < resource_string>, ...]
<principal_map> = { <principal_map_entry>, > <principal_map_entry>, ... }

RFENMER , EEHLUREE—ME. BTERE—MER | BERIESHAZERE , BHES ('R 640

"resource”: [<resource_string>]
"resource": <resource_string>

* TEENAS () FRZTREARER. N :

<condition_block?>

o TRENFENERT  KEEZEREE "|" Fx , HA (" BESEXEEASEE. a0

("allow" | "deny")

o FRBRTEANGISEEEE. i

<version_block> = "version" : "2.0"

EEER

policy={

<version_block> <principal_block?>,

<statement_block>

}<version_block>="version": "2.0" <statement_block>="statement": [
<statement>,

<statement>,

]<statement>={
<effect_block>,
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<action_block>,

<resource_block>,

<condition_block?>

}<effect_block>="effect": ("allow"|"deny")<principal_block> ="principal": ("*"|<principal_map>)<principal_map>={
<principal_map_entry>,

<principal_map_entry>,

}<principal_map_entry>="qcs": [
<principal_id_string>,
<principal_id_string>,

]<action_block>="action": ("*"|[
<action_string>,

<action_string>,
])<resource_block>="resource": ("*"|[
<resource_string>,
<resource_string>,

])<condition_block>="condition": {
<condition_map>

}<condition_map>{

<condition_type_string>: {
<condition_key_string>: <condition_value_list>
b

<condition_type_string>: {
<condition_key_string>: <condition_value_list>

L

}<condition_value_list>=[
<condition_value>,
<condition_value>,

]<condition_value>=("string"|"number")

" | "
EiEEA

o —/NKEE policy AILAIBA LIS statement, SRESIRAKER 4096 N2 ( FAEESIE) | BNMEEIBESH R, =13 block MERIRFRE. Fg0 , 7=
ZB& , version_block BTLARRTE effect_block [FEZ,

o HRISHSHNEIEMAR 2.0,

e principal_block STTEETEERIGHARITFEN | (CIHERIEEIR APL PRIRIGIEEEXHISEPEER principal .

* 12{F action FI&IR resource FFFFIZR , B action FTIFEF=RE N AHRIEE permid,

o EMRMAILIRSENRG  IEEES N FRHRINBERS, BMENRMEERMHRIER condition_type, £{4E condition_key , &{4#{& condition_value,
o BFKIEH statement RIS effect Jo deny 5 allow . ZRIEHEEHNEDPEELSH allow XEEE deny BT , i&f& deny {L5ERN.

FRYER A
EREATTRF RGBT
action_string

FRfEARIERREL. ARS3SRBUFNIRERTRERL.

V=T =t

"action":"*"

"action":"*:*"

// COS PGB

"action":"cos:*"

// COS =T 5 GetBucketPolicy AIIRE
"action":"cos:GetBucketPolicy"

// COS F=EhE&b53 ILEL Bucket AYER(E

"action":"cos:*Bucket*"

//#EEEE ID 79 280649 HUIRIFSIZR

WS : BRmEmEX 2839 T4 #160m
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"action":"permid/280649"
// cos F=g , A4 GetBucketPolicy\PutBucketPolicy\DeleteBucketPolicy HHZIEFIZE
"action":["cos:GetBucketPolicy","cos:PutBucketPolicy","cos: DeleteBucketPolicy"]

Hrp |, permid AEFRENAURFES ID |, BIMERIBESHSERT M.

resource_string

BREE 7 ERIUEA,
qcs: project :serviceType:region:account:resource

HRITATR

// COS F=gfY object &R , LiStthls; , HRIAAEA uid £10001234 , FiFEZE bucketl/object?2 , FERIRE prefix
qcs:cos:sh:uid/10001234:prefix//10001234/bucketl/object2

// CMQ F=RAIBAG! , Listthlsl , FRIAAEER uin 212345678 , FiRER212345678/queueNamel, FRRIZRE queueName
qcs:cmqqueueish:uin/12345678:queueName/12345678/queueNamel

// CVM F=RI=iRSSES | Listtls , SRIHHEEN uin 212345678 , BIREE ins-abcdefg, RFBISRE instance
qcs::cvm:sh:uin/12345678:instance/ins-abcdefg

BEMERIES RS R SHSIBRAIR TENRIREATE.

condition_type_string

SHRIERT | RN SROZEEY, 5Ig0 string_equal, string_not_equal, date_equal, date_not_equal, ip_equal, ip_not_equal, numeric_equal,
numeric_not_equal &. =GN N

"condition":{
"string_equal":{"cvm:region":["sh","gz"1},
"ip_equal"{"qcs:ip":"10.131.12.12/24"}

}

condition_key_string

£iHE | TREWEERBEHSERTIREE | LERERGESHRE. CAM BX T —HEAE~RTEBRI LAEMRNEMHE , BIE qcsicurrent_time, qesip . qesiuin
0 qcs:owner_uin %, BIMERIESR A3

principal_id_string

T CAM S |, BRIEEEHER. EWEFEA principal iRAB R, =AUNT , BMERIEESR SiRmEAT.

"principal”: {"qcs":["qcs:cam::uin/1238423:uin/3232",
"qcs::cam::uin/1238423:groupid/13"]}
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THZ1E
HIFEHATIE: 2024-09-05 15:09:00

~EERFHEEERE , CAM BELINHEZBERERITSIELE,

1 BOAERT , FrEIEREpSHIES.

2. CAM S HRIFRF XEXHIFTE 5RAE.
i. FEF R ICERRS | RUBHT T —EHIlT ; BURELHRTA deny , FAMFLRIZER.
i. FIMrE AT deny %18 , ENELFIFER deny , RAIFHOSEE ; BUHT F—SHIET,
iii. T2 AEIUE allow 5 , ENRLHIMTS allow , RIFHIERER ; BURLHIES deny , FAFHE=EE.
=0

o MWFRIKS , BUAABES THRERIRSEIR,

o HLLBEASE , SIAXEATE CAM R, BEfsI T EEEEE,

o EfhRIREI/RENIERE , B4E allow 1 deny ZRRS.

o WFHFEWSRIRHENLS , FESIRMEEIZE | AIRKS A SIURKS B FAIENFIKSNEERIVAIERIR, XMIE CAM LERIE A 2ERINE B 1%
BPRLAK: B 2EFIATKSIZAUR , MERHENEHET . B NFKSAERIAE A BER.

BRISHSHIERRIERNT
REEILER HIREN
{

"principal":"*",
"action":"account:QueryKeyBySecretld",
"resource":"*",
"condition":{"string_equal":{"mfa":"0"}}

}

EREERE MFA IE

{

"principal":"*",
"action":"account:SetSafeAuthFlag",
"resource":"*",
"condition":{"string_equal":{"mfa":"0"}}

}

RESURMRFEE MFA IIE

{

"principal":"*",
"action":"account:BindToken",
"resource":"*",
"condition":{"string_equal":{"mfa":"0"}}

}

4BE token TEE MFA IRiF

{

"principal":"*",
"action":"account:UnbindToken",
"resource":"*",
"condition":{"string_equal":{"mfa":"0"}}

}

fiR48 token 2E MFA IGIE

{

"principal":"*",
"action":"account:ModifyMail",
"resource":"*",
"condition":{"string_equal":{"mfa":"0"}}

}

1EIHRFEEE MFA JGiIE
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{

"principal":"*",
"action":"account:ModifyPhoneNum",
"resource":"*",
"condition":{"string_equal":{"mfa":"0"}}

}
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~ : R e A3 LY
RREAS T

BRIEEFATE: 2024-09-05 15:09:00

iR resource JTTRFIA— NS MREENSR , 31 C(VM &R, COSEHERSE. ANEFENA CAM (R RmIAMEE.

7B,

&R RATIANSERUEA AT, B REfRaERENE R NANERE N IEE, BRUNTBERENGEE | BN~ RN, ARLEN AN
TF= :

qcs:project_id:service_type:region:account:resource

Hep:

* qcs 2 qcloud service FOETR , FREFENERR. ZFREVIE.

* project_id FIATEER , (3RS CAM REIBIE, MpikigiE A IHESZER.

* service_type FRFR{EFR , 71 CVM, CDN% , PR IEMMETSIESE RN, BER * NIHRRTEFR. ZFREVER,

* region EAMIRERE. BEATHRHERTIEME, FEIRtEA—mEARIESE T AKX, cFalErttEHEEXT

Wbl 4ES ik
gz Il
sh tis
shjr tisemx
bj It
cd BB

* account REFAEENRIKSER. BRSHFRMUERERAES | uin f uid 5.

o uin A= , ARSI QQ S , T uin/${uin} |, &l uin/12345678 ;
o uid 5=, BMRIKERI APPID , 79 uid/${appid) , 4 uid/10001234,
o (EATHIIHMERTROESIA CAM BFPFFENRIKS. BaiCOSHCASISHIEFREE REEBuidARER (NFER , TEXTE) | HttlSHERBREE R
F uin Az{iEA,
* resource RS BNENERES.

i. BIVEHEATS R | ZFRENIE,
a BRENMNFBRFETHIERID . 20 VPC =AY instance/ins-abcdefg .

<resource_type>/<resource_id>

b. FRENERFRTHIFERZAVEIR ID . 40 COS F=FAY prefix//10001234/bucketl/object2 . ZAXT , ZIFERKAIFISRICEL,
40 prefix//10001234/bucketl/* , F= bucketl FHIEFE Object .

<resource_type>/<resource_path>
b. RENRRFE B ER. W instance/* ,
<resource_type>/*

d XREFm THRERR.

2. EREIHET | &R resource JTRMAILAR KA , XENXNT , #HAERBES A MR,
3. #21F action BEEXECRRAURIERT , resource BYA™ , RA-KBKFIEER.
4. 121 action RABEXRBRFHNRIERT , resource HEEEN ™,
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CAM RIBEREN
CAM 8 TEP. H. FSSE , CAM EEAA R TS |

RS :
qcs::cam::uin/164256472:uin/164256472
5%
qcs:cam:uin/164256472:root
FHKS :
qcs::cam::uin/164256472:uin/73829520
4H:
qcs::cam::uin/164256472:groupid/2340
FrERF :

qcsicamianonymousianonymous

14

SREE

qcs:cam:: uin/12345678:policyid/*
5%

qcs::cam:: uin/12345678:policyid/12423
HRIVEEHA

c WEIAEE—ERRKS. IREREEFKSEN  FLERERRIHIANIR , FEAZRAEERN.
e COS. CASHFWFSHFEMSRIEIRANHANIR. HRIKS LB SREE SIS RIRRIREE TS,
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< IREE
RIERE
LTI 2024-09-05 15:09:00

fEFRipR

FERE  BHRELEEN CAM BFRETHAIEERIHDNIR. FINEEELE COS BRNEIEENAEIZRRIAIIIR, MRHERAEE RKS)BERRED
BRUARREE  BURARS  FEANEHRRBRSRIEF NGRS, EXMERT BB FERRREERTINENTR, ERBIOBIRE N PIEBINSA
FrEARRAER | ZAAFRERIREE, HENET , RIRRERRER REBRESHN L TXER.

BT OIEE RSN RAORI AT TN T

{
"version":"2.0",
"statement”:

{

"effect":"allow",

"action":"name/cos:Read*",
"resource”:"qcs:cos:uid/1238423:prefix/${uin}/*"
}

}

o RISEEEEMNRRENEE+FH LEEEAR uin, Wuin 712356 WAFEEETE test B9 bucket , MEXIRAIERIIATT A

qcs::cos::uid/1238423:prefix/12356/test

* uin J3 12356 RIRFBIENZEIRRS | SRS EP B NAVKIMER A SR TEEE | B

qcs::cos::uid/1238423:prefix/12356/

o SREEHRRYER qcsicos:uid/1238423:prefix/12356/ BILUBITRIZILASIGIAIEIR qcs:icos:uid/1238423:prefix/12356/test

SR RIS
HRTRE | REERALUREER R ORE—R. RTTRAE | RRERALURERIHER.
AT sBEsRT VPC Bl ERAEHITIR,

{

"version":"2.0",

"statement":

{

"effect":"allow",

"action":"name/vpc:*",
"resource":"qcs:vpciuin/12357:vpc/*"
"condition":{"string_equal":{"qcs:create_uin":"${uin}"}}

}
}
RIRZEESIE
BRISZHEVSRIE S EFIRNT ¢
TEZ TEAY
${uin} LEHAABENFKE uin . NFHRAEERWSHBER , SRURKS uin —E.
${owner_uin} HEEAEEFERIRWKS uin ,
${app_id} HEIAAEFREIRIKSH APPID ,
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R

ERILEHHTE: 2024-09-05 15:09:00

fEFRipR
ERZSHRET | A IRERARIEH—SLIREXAIE M condition .

* 781 : CAM BFERZ= APLES , TERHIBFIHIERIR , MEREIAISREM 0L P &4,
* IHR2 24 CAM BRI VPC XEERE APLET , BT REHET CAM BFRE2EHEXESEE APl FINSEEERIHEONERI , BRERA CAM BREEHEY
LB VPC B9IAIAUR,

EAEE
ERFEMENEEEEN TERR, — M RERALIBRET N FEMER sub block 5% , 8F&MHHR sub block SWM—MRAHEFEFIE TSR | SPFMEHEY
MTEHFNFEMHE.

B8
FHERNIHEEEI RATA

=

FHRIVWNEIZNEME , RE LT ER PR EERRNFRHMFFHEA TRERTER— &ME | NRGEN.

N

T AFREERPEESNEMROBRT | RES MR NAIRMEENRS | ZFRERTEN.

w

- HTESSMFEERIER | RSN FREREENE , BIRMAEX.

4. WFEE _if_exist BEIKIHEER | BFELTEEFFAEERHBERFITRBRIRMRE | ZEHRAEL.

5. XJF for_all_value : RAEIFLIRAIFMHE R , BRT L TXEETHXHREESMENZR., RES LT EETIRMMRIE MEERKIR MR ERHERTE
A, AR AER.

6. XJF for_any_value : [RTEIRZIRAIFMHEER , BERT L TXEETHEEREES MENZSR. RE LT XERPREHRIYER — METEREAISHRFRHER
TS BEANEERIATLAERL.

Rl
L L\ FIRRAPSRE 10.217.182.3/24 s 111.21.33.72/24 WERAREERAZ= APIL.

{

"version": "2.0",
"statement”: {
"effect": "allow",
"action": "cos:PutObject”,
"resource": "*"
"condition": {
"ip_equal": {
"qesiip": [
"10.217.182.3/24",
"111.21.33.72/24"

— e o o

2. LITRfER e VPC SBEIEERY NAT RX , VPC AJithisInE L.

{

"version": "2.0",

"statement": {

"effect": "allow”",

"action": "name/vpc:AcceptVpcPeeringConnection”,
"resource": "qcs:vpc:shipex/2341",

WS : BRmEmEX 5546 T 1600



X BIHSTCE e

"condition": {
"string_equal_if_exist": {
"vpcregion": "sh"

}

}

}

}

FHHRERDIR
TREEMHEER. FMELURREINER. BNT-REEXAIRMEE | BEREXIRAT=mXiE.

SFAHEIFRF =34 A =1
string_equal FHEET (XD KRNE) qcs:tag {"string_equal":{"qcs:tag/tag_namel":"tag_valuel"}}
string_not_equal FRHEARET (XD ANE) qcs:tag {"string_not_equal"{"qcs:tag/tag_namel":"tag_valuel"}}
string_equal_ignore_case FHEETARRDANS) qcs:tag {"string_equal_ignore_case"{"qcs:tag/tag_namel":"tag_valuel"}}
string_not_equal_ignore_case FRERET (XD RNE) qcs:tag {"string_not_equal_ignore_case":{"qcs:tag/tag_namel":"tag_valuel"}}
string_like FRRLER(XSANS) qcs:tag {"string_like":{"qcs:tag/tag_namel":"tag_valuel"}}
string_not_like Z-)?%%K[EEE%HZ(ZﬁjC/J\ qcs:tag {"string_not_like":{"qcs:tag/tag_namel":"tag_valuel"}}
date_not_equal AfEAEF qcs:current_time {"date_not_equal":{"qcs:current_time":"2016-06-01T00:01:00Z"}}
date_greater_than AdiEATF qcs:current_time {" date_greater_than ":{"qcs:current_time":"2016-06-01T700:01:00Z"}}
date_greater_than_equal EXFET qcs:current_time g'l(_jrg'zi(_)?l:rgg'cze";;than_equal {qesicurrent time':"2016-06-
date_less_than A E N qcs:current_time {" date_less_than "{"qcs:current_time":"2016-06-01T 00:01:00Z"}}
date_less_than_equal eV NFET qcs:current_time {" date_less_than ":{"qcs:current_time":"2016-06-01T 00:01:00Z"}}
date_less_than_equal BBV NFETF gcs:current_time g'f;(;(e)z_tl)is:(s)z)tzh"e;?_equal "{'qes:current_time":"2016-06-
ip_equal ipET qcsiip {"ip_equal":{"qcs:ip ":"10.121.2.10/24"}}
ip_not_equal ipAET qcs:ip {"ip_not_equal":{"qcs:ip ":["10.121.2.10/24", "10.121.2.20/24"1}}
numeric_not_equal HERET qcs:mfa {" numeric_not_equal":{"mfa":1}}
numeric_greater_than BHUERT {"numeric_greater_than ":{"cvm_system_disk_size":10}}
numeric_greater_than_equal HERTFET {"numeric_greater_than_equal ":{"cvm_system_disk_size":10}}
numeric_less_than HENF {"numeric_less_than ":{"cvm_system_disk_size":10}}
numeric_less_than_equal HENFET {"numeric_less_than_equal ":{"cvm_system_disk_size":10}}
numeric_equal EST qcs:mfa {" numeric_equal":{"mfa":1}}
numeric_greater_than BHUERT {"numeric_greater_than "{"some_key":11}}
bool_equal f/RErtE - -
null_equal E sy Ui - -

ZLZIR
1. HEArE%ER 1SO8601 TR , FFEEFEA UTC RtE,
2. 1P 18 ZERFE CIDR #I5E.

3. KHEER (null_equalfsh ) INEEER _if_exist , R E FXERFAEAS XM ARERAEL.
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4. for_all_value : [REEIFIEECAIHEERER | Tn L TNERPREENS MERHEERN AL,
5. for_any_value : REEIFIEECAIHEFRER  BRETNERREHRIEE—MEBEERMFHAILAER.

6. WO BSASHFRM | BCHFBORM. BIMERSE S TIREA.

RAEEE

WS : BRmEmEX 5848 TW #1600
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AN
AfhA
BRIEEFATE: 2024-09-05 15:09:00
HoEmeE
ABTUESFEEN-SHEXN" EIKS" , ABRHTHIETREE | HEEBNZSMEX P AFHITIIEEHRITIINIR. AETUEE—BI=SMEXKSHA |

HARESENMKSHERK. ABIRERBKANFALS (ZBEa8inaEs )  ERSNERSRENTEERBAILE  ERREEE N REN | NashSelEimet
MERHARBPRHTERERHRAAZIRRHES | AIAIET Ine 2RSSR A AEMARSHIF APL RiHEEFRNE TR,

RS

ZHSHE
ZIKSARBATIEEANRRDE., W—SAs4E75R | APATEY A ERIINEFBRIGRAEF MEEEIR

WS : BRmEmEX 549 T 1600
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E= YN o

BIRERATAE: 2024-09-05 15:09:00

HEHAERARRIRE FF—LEARNE  GEAe. kSt BENAR. PIRKIE.

1)
BE—EIRIENSH. BTHABHKRTENZESRMEXPIRSS. BFIERIHOMR. XESURMMZEIAE  mANINZIEANEIsEBFE.

CAM SHHELUIT 2 fhBImae

o IRSS (TR ) A8 HIRSHITIENNAE , RSHBFTEZIAFEN | RSAIBENRRSAEX AP RIRH TR,
c BENASG  HRFETEXNAE , BFTLUEHREREREEAAENTR,

ARG TRPER

o AERABINEKS.

o EERABIFRFLUARIMES.

e

RS ABES N RIRS EERMHAPRTREN CAM RAE. REBEIXKSURBEXRIRZIEN , —BEXRRSNERTFRSHE Bz~ RikStEEe
RAFEREBRSAESEREERINEMRIRS. REABTLIHEERMMERRS , RAERTASHRETENFNMISIR , RAFEERESAZRSETR
SREREXIR.

SEXTRRSRM T RS AEIET | RESAEHERIIRIABRAEENEN  RIERIMEX , BUNZIRSZALAGE. RESABHNMELSEREER. AE
Bk, BURRES.

TKSHE
ZHSHBEAFECY CAM BBHITEX. BEXAENABETR. ABHKLURABIRIIRAFRE. BEXABAILILEEBRREIER ERFRIARER
BIRHTTHE , ABREAEMEFNERS

WER T ABINSNEERAGIITETREBIRGERIUR | BRAE T RARRATERIIZ 2.

IUBRERHE
JSON #E=ARBRIEY, ERILERIREIR T E X A BRI ERIRIEEIR. 12 NIRET CAM SREQES A,

RIS
JSON #&HIRURICAY, ERILIEEERIEPE XA EABRNR AR EA G FREIRM. ZSHEHNIRETT CAM SREGESMN.

WRFRE - BRmERMEX 5550 T #160m
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BliEAE

ERILEHATE: 2024-09-05 15:09:00
ST
RN BINALEAS. SIEMINE , ABRLTEREISIRNEENSEEIKS THIRIE.

AR
CERNOSEEEHE , HA B8 JIERNE.

BMELR
1 ApNEE- A6 A6EERNH  REMERS  REFERTANENSE , BET—F | KEAGKRE.

2. FESRIESIRA DGR R NRIRBRIARE , BET—5 : HA.

3. WABEXEEMIEASE | B

WS : BRmEmEX 8551 T4 #160m



O BASTCE

(EBNE] )

ERILEHHTE: 2024-09-05 15:09:00

BienR

RN BANHERABRECRE. EXAIE  AERESIIREER G EEREEERS THER.

HiHRSG
EERLREEEFE  #EA B6 JIRTH.

BEPR
ezt

1 ERBEENH , PEFENNAGER  HABGFER.

2. ERBRERKE , 5 REABHAMER

3. BEE , ERAREAER

BB

1 ERBEENH , PEFEXNAGER  HABGHFER.

2. FECRERAOSRIRINES | S SCHRERNR,

3. TESRHAOKERERRERTIEIE | AUBELALRIAEIRINAYKES | SREHRE | IFINMAEKER.
ARRESREXSRES

1 IRBEENH , PEFEXNAGER  HABGHFER.

2. EOREBAOTRIRIE | SRR RIR S I R EDURIRRAR,

3. FESRHAIRRBRERIEISIENE |, SAERIARRER | 2 eSS RIS AR AR,

WS : BRmEmEX

HEEE

5852 I #160
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kR E

ERILEHATE: 2024-09-05 15:09:00

BiensR
FXENBAEARRRE. HEMRE | BTERBERSUREENS THSER.

BMELR
1. SRHUEE (CAM) 68 |, #ENABEERTE.

2. BTSRRI BB ST R FF RO RR.

3. FERHAUMBR A EINEES | REMEE  MNZAE | FNRIRNZIRSHBEXRKARIEREICER.

WS : BRmEmEX 5553 T #160m@
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RNAE

ERILEHHTE: 2024-09-05 15:09:00

1. EHOEE A8 -ABRIGIRE , 27 HNFEFERENFERABIIE.

2, EEREEREIIRENNE  AEESREAT | BT AR T LIBE I EEE A RIAEXI RS TR,
3. HUENUNEZENFAR  EEREHERE  ALNRAEE.

4, RERARZE  ILERESRERNASS  XERRIHZFBERERAeTIR.
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AFIRSI T ERERE
BIAEFAE: 2024-09-05 15:09:00

ERNAEBEFNERSALUAITFREFIKSHABHITING | XERIBI— P EROILEER T BT FIKS Sl F DR A AR,
BRINTZE , 28 A B—MEETENIRG , FEREBZIRUIMIENT B, IZBUREIREAE] A T IHE=RSHFEIR.

A7 A 2lkS CompanyExampleA ( EMKS ID /1 12345) , SlE— MaEHERBHRKNZEANT B M KS CompanyExampleB ( EE ID 75 67890 ) , 2

B A (CompanyExampleA ) i&F CreateRole O8I —MAEBEFR (roleName ) 79 DevOpsRole U , A8 A VIS CompanyExampleA JlERufEE
DevOpsRole BN T R,

1. 28 A 2K S CompanyExampleA ((ownerUin 73 12345 ) EF3 CreateRole EO8JE— roleName 75 DevOpsRole It , policyDocument ( FE(EER
i) S8RA

{

"version": "2.0",

"statement”: [

{

"action": "name/sts:AssumeRole",
"effect": "allow",

"principal": {

"qcs": ["qcs::cam::uin/67890:root"]

e e o =

2. 28] A (RIS CompanyExampleA (ownerUin 75 12345 ) FZARIZ SR EMINHNR.

i. A8 A IS CompanyExampleA ( ownerUin 73 12345 ) @55k DevOpsPolicy , $EBREEIT :

{

"version": "2.0",

"statement”: [

{

"effect": "allow",

"action": "cvm:*",

"resource”: "qcs::cvm:ap-guangzhou:*"
}

]

}

ii. 28] A IS CompanyExampleA ( ownerUin 73 12345 ) A AttachRolePolicy ¥ stepl thalliEAIRIRIBERIfHE DevOpsRole , A&
policyName=DevOpsPolicy , roleName=DevOpsRole,

3. & EEREER A8 A RIVIKS CompanyExampleA ((ownerUin J3 12345 ) 52p% 7 FEAIBIERFIRANL.

23 B IS ( CompanyExampleB ) #SHUXNMAEE | FEHETUWES DevB KFERHIXTITIE. A7 B ( CompanyExampleB ) FERINFME DevB AILARISINE

A& A (CompanyExampleA ) B9 DevOpsRole :
1. BIEESERE AssumeRole , REIGIT :

{

"version": "2.0",

"statement”: [

{

"effect": "allow",

"action": ["name/sts:AssumeRole"],

"resource”: ["gcs::cam::uin/12345:roleName/DevOpsRole"]
}

|

}
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2. BIZERIERIEF S DevB, FIKSEMKIET T#0EFAE DevOpsRole AR,

=Wt ad
E{E3CH
BIREATE: 2024-09-05 15:09:00

EEEAe , TLIELUBNRERSIEARERE. SlEAt  FARRIERIERR. FANANERSTLIET IEMIRER , SinEARRISIRETHE CAM
FIKS | 2/ CAM FIKSALIEER ==t aEd kA ERII M ERSIEH S TIRICEERRNEE | BaLIBT = AP KREIKSER.

WS : BRmEmEX 5556 T #160m
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=

g REKS A FIKS B WANEKS , 2 ZLEERT m £IE A T4 CAM FAF a, AT m FEFEMZFIKSHEBRMNSHZEIEKS B THRLEE. XA
HATATLURIBIA TS BRIUTIRE

1. #IKS B TRELSITHAE role , FSRBRIMSEANEIKS A,

2, RS A TRIEAIRIRES | RISEN T RLIEHMBEEN—TRME | HISRIEXREABRLIEHAR role.

3. AWBERERTES  AHNEENARTIRE , BiRIFmnEfRErole

4, RT m &% CAM FAF a,

5. BT m AEARERAEREGHEE  FRARLMAE role BRBAEHIE.

6. HUTREBEHEXIRIE,

7. MRAT m FERRWS NI ERSHITZRIEEANEREE , WITUSHR EALEART m EFUNERSHZDITLENR.
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AR
BB LRI

ERITEHATE: 2024-09-05 15:09:00

ES 37

RN BANITEESRIERAF APLEZRER.

Elli=eS ks

CERNOSEEEHE A =API ZPEE A,

BFPIR

EKEaES QcloudCollApiKeyReadOnlyAccess g SURAIFIK S AT IAEEFISH2BIME API Z48RY Secretld 71 SecretKey (58 , i

IPRBEIRGER APL SDK SREfFF A TEEEFIKS TAIEIR.

1 #\ APL ZSHEENH , RIS EHEIREEH) Secretld,
2. EZANY , BE (BR] | EREHEIE  ATLERENEHISecretKey,

BEA - WIS FIKSHEEEEIE APl 48 |, BIETFENFUHS QcloudCollApiKeyManageAccess i 156,

WRFRE - BRmERMEX

HEEE

1T Secretld 01 SecretKey 7£

5858 T #1600
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HERREPE
AMAITRYEE R IR Bl RS

SIREFATE: 2024-09-05 15:09:00

QAR SRR SR Ol SR

BFn=

AN BN T IR iR B SRR AR | RIR Y B F IS MR BN EE N S E WS THIRIR.

ANl

218 QcloudCVMReadOnlyAccess SREEHIFIKE S TERRIRSESITSHTUI TR :

BRI F IS HREEHITIME | BOLURESRIREER AR R — B E R,

BFER
1 BN CAM B9 SEE-1261 5 |, BREE BE SR,
2. SRR RO S REOT |, BE RRIRERRRCIR] | HNEEIRS IR ERE.

3. FEEEIRSFIEIFIE , #FRUATER , TNERE

o R (i) : RIBEIGER | MERVRERES. ARSI, SR [RFF] .
o BRSS (W) : RIBEFRIEETRSREERNAT M. EARRGIF  MEHRIEESAY operation 89 [cvm] |, BEN=RIIREIRE [RRSHE] .
o IBME (W) | EEREERINAVEE, ERXRGIT , XYNREER operation HHY [Resetlnstance]
e BR (WE)  EANCEENNRFENRFE BN, TR, SIEHREEERY [resource] |, BAJE#EZEH [qcs:id/1158313:cvm:ap-
guangzhou:uin/2159973417:instance/instance/ins-esuithv2] EA,
o Fi (IHEH)  REFWS EAENIERSM | GISHERE IP AFNEE. ERRREF  RHEEEA,
4. 8% [HEE] > [(F—2] | EAGRERIEIUE.

5. FESRERSRIETNE , HNFERERETR, RIEZEER , FIARIRNS | HhRIR SRR S HES & BahEk.
87 - SREEBFREIAA "policygen” | ERHERIEEIZAIIER. EAIHITEEN.

* REERESHER 3 BIRSTHRIEXIRL , ErIRIBSCARR R TIERL.
6. By [OUSRAR] | SoRURSRARAEAIRS O B AR ATSRE.

7. AFIRSER | BTG | FIKSHERGERATUR | BIRETE.

FHBAZIGIE SR

WRFRE - BRmERMEX 2559 T #160m
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Bisdit

R THEREENFNSHE. EEERSREN , FHURRGEHES.

ATRERR
SHFHNRAZEIHEERNFERREE
o FHSHE. XSEEHER.

o FHARFGIRIEXER  BabER 7 NS,

* FSHESRESHIGEKSE  WRE, NEHEE.

Pl
L AT SBRSASER,

 ERTF—S,

fim

o &, i BHFNSHE.

N

. EREFNEEEE.

* B B THESEERFNSIE.

o B, BT,

w

- BN R R SR FAR IS SR,
° B BHRNAREREEER. BERESRRN BAS.
s & BT,

4. MEZBRRETRSIENEEELX | FHANESENEEFERE.

BRI ARSI R

Pgttid

R THEREIEERTE. EEWDFRIEN , SRR ZIEIEES.

ETRERER
SHERERRESIHEEN T ERHEGE
o HRFEHBIHESEIR,

o ERFERSIRIEXREA Bl T AA.

o ERERGFTAIRG] , SEURICEN. fitn , IR EEERELE LR B =TTlp .

WS : BRmEmEX 5560 T #1603
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ISz
L AN RS S ER,
. B, ETF5

o &, 5 IEMHREELE,

N

AR SRS E TR IR | FRUELIRAEH,

* =2, BERBEMNZAIERE (cloud_noreply@tencent.com ) IREABEE,
o &, BT,

3. MEEERFEATRESIERIMESR | BRAMEEREEFERE.

c 2, BENRNEHEEA.

o &, BT,

4. EFAEREIIE R R M B | BiRE T IR =R,

WS : BRmEmEX 2561 T #160m
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EANIPEREE

ERILEHATE: 2024-09-05 15:09:00

NS
o PV AREEREAEEEURAHARRS S

* ZTFENAENETETNEARIRSIRENS , MRWEREET  BAEAREWKSER  BNSKTEFEREF R .

FENCAS

L HNBRzeREXE RS | REnREE > R NFEREERFE N,

2. BB AFIAECASIEXRER.

* FAFEEFERITEHIE IR
CAS serverimiBd CASIRIGticket urligikSserverimiIEFERELTE | AFEEEERFE. BFPRFR. FUSISHME. X TFRENES  ARserverRER
FEREVREA—H , BEASTUERAFEEFRICVEXENFRE MR , Hf |, jsonBfkey R~ FEERIIFER | valueFrservenmREINFERSE , E#MIF , &
serverimREINEREEE , BRPEFEHmENRuser , NlvalueEEE#EHvalue , ZEEHIFEEZ RuserName , NlvalueEBiESuserName

o WKSRPFERENIRA :
serverimms GRAFERELSETE | FEelservernEIIRNWAFREZE  SANMNEIHEAT , E5BREFAHF & XEeFEREFRF  WERELZFRFSHERE

Fh  EHREPTAFERSFAR  WSAMKSELSFAXESHE  ERSELAXIR  WTFacESsifir TEEE— RAEFAR  EWSESFRX
A, WFERRR  FaFFETRF  BREEERE

BB CAS ER. BIGHE (LA EurRBRSENASRMERWEAIL ) |, XIS BRI LAISE CASIIIGLEA.

w

4 FREWAFIAL,

. CASIZES ticket url Z5iR[E] xml cas:serviceResponse , ZEEMFPETR. TR, FHl. BFFE , TUTTERNEDD !

i

HpBPEiR. iR, F. dEFREFEFTEEN  IERAEEFRIVEEMIRGS (S5LR2)

SEETR ESid) ERWIE R

cas:user_id String = PWAFEREMR, 1-50MNEXFE. #F, F - FUFsK
cas:user_name String 2 A FFRRFR

cas:email String <] HBFE , WIRRFSHBIEIERAIE

WRFRE - BRmERMEX 5562 T #160m
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SEER St REWI%E R
cas:phone Int B FHSH
cas:country_code String & FHEBXE , t1PE : 86

k75 CAS ticket 1238 serviceValidate

MRz xml #8=CRGI

<cas:serviceResponse xmlns:cas="http://imgcache.finance.cloud.tencent.com:80www.yale.edu/tp/cas'>
<cas:authenticationSuccess>
<cas:user>chopinl</cas:user>
<cas:attributes>
<cas:user_id>chopinl</cas:user_id>
<cas:user_name>chopinl</cas:user_name>
<cas:email>chopinl@qqg.com</cas:email >
<cas:phone>13999999999 </cas:phonel>
<cas:country_code>86</cas:country_code>
</cas:attributes>
</cas:authenticationSuccess>
</cas:serviceResponse>

o

. NEEBEWIEETE
o HANZBEN=SRMEXERmastert s , #AZ ocloud-tcenter-mc-idplogin podZS28 shell £RiHHAT :

a. Wikpodi@fEiilcas serverfBREF AL | iF | LT url EEES MBS cas server validate ik

b. curl -v http://imgcache.finance.cloud.tencent.com:80cas.finance.cloud.tencent.com/cas/serviceValidte
o IGIF BASEMKEERNL , MREE , U ELREETMR.

o YNERAEX , IIE ocloud-tcenter-mc-idplogin pod FEEEEI LMY EZE R AR cas serverf4 , ML EaikiEE EAENX , MifEkube-dnsEE Eifla)
B9 | GRS A RNAN B R BB R LR B ML SR MLEREIE F i,

7. BREFAFEZE  BREEFPRERN  SRAEKSID , BRitIWNEEREEEBFRENERE | (e MEFTEEECHSserver , FTABRBAEKSID ,
FEREEKSIDERRI N serverER | MAERIEWRSIDZ /G | FESBmEERZIElcas serverii , HRFfEcas serverim2EEFRE , NERIUEREH

NEHIE ; BREPECcas servenm B EERE , WFESFTHcas serverin=R A , FAFEEcas serverimiIERIUAMAKSEBEserverinE R /g , BUERSHA
B=HE

A\ OAuth

L HEANBRzSREREFREHE | REhEE > RUNEEREERFE N,

2. BB AFIAEOAUthBXIER.

3. BB WOAuth&iE. Clientld, ClientSecret, Oauth¥iFHEASEurl, $%Eaccess_token url, FEXFAFERurl, WERSFXELAPSEFERITA

* FAFPERFRIVEAIRE SRS

WRFRE - BRmERMEX 5563 70 #160m
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S BRASTCE e

i

o

Oauth serveripFBISABAFERUEKSserverisIFEE&ATE  BREEEERFS. AFRER. FNSHEINE. NTFRENES | RRlserveriRER
FEREVREA—H , BEASTUERAFEEFRICVEXENFRE M , Hf |, jsonBfkey R~ FEERIIFER | valueFrservenmREINFERSE , ENMIF , &
serverimREINEFEEE , BPEFEHmENRuser , NlvalueEEEEHvalue , ZEEHIFEEZ 2userName , NlvalueEBiESuserName

ISR FRESRA
serverimBHAFERELTE  FalserverntEid S kBREZ/E  2ENZRIFAFT , EAEES AR  SFaFERE AR  WERIZFRFSHERE

FE  BLUAEFA T NVFERS TRER  NSHEIKSELAXEEHE  ERSELHAAR | NFEELFIHEF TEtIR— BEFAF , EKSELHRX
A WFESRR  FETFEFRF  THRAEERLE (WTERR)

FrEEIAFIAE.

- RS ERBERIEEE

o HAZBH=SMEX SR masteria , #AZ ocloud-tcenter-mc-idplogin pod&zg shell £RimHifT :

a. Wikpodi@{E il cas serverfEEERNXA , i : LAT url FEIESRIEE cas server validate it

b. curl -v http://imgcache.finance.cloud.tencent.com:80cas.finance.cloud.tencent.com/cas/serviceValidte

o WNIE FIRPIRMEESANA , MRANL , LA LS RECE TR,

o WNERAENX , 3IE ocloud-tcenter-mc-idplogin pod B2 EAILAINIEE EE I AREIE L cas serverfsg , W& FaNAEHE EADNA , WEkube-dnsELE Lifa)
B | ANRREAEANER RSB T SChEE B LS SR\l EEREIE LR,

-BEEAFEZE  BREEFRERN , FRAEWSID , BRtIGAEERESEEFNENERE | I8 MEFTREECHKSserver , FILIFBSEMAEWKSID ,

FERBEEWSIDEANNIserver58. ; MAERNEKSIDZ S , FacEmEEmZI®Lserveris , HREFEserverizR2EBERRE | NEEMERSHENES
B BRPEserven#zRIFERE , WEESH T serverinERM , AFFEEserverinERIUMNIKEZBEservenmE R 5 , BUBRSHNEHE

A\ LDAP

1

2.

HEABRZeREXBFRENE | REHEEE> EIGAFSREERHE W,

BeE R AFIAELDAPHEXES.

Hrb , IRSse8itbll, 1EERE, EAER. EEAKS. SEREN. JIERMHESELDAPHNRLEA

FRREEFRICEAIE A

LDAP serveritZZig ik SserveritiIAFEREETE AP EREIERFE. BFRIR. FUSBMAE. WTFRENER , FRserverREIMNFERZATREA—E |, 3
ANFAEAFEEFRICEIX B FREZ MR , 2 |, jsonBfkeyF~FEENNIFE | valuezirserverimREIN=FERS , #MIIF , HserverimREIIAFSE
B, BRE=BRaanRuser , MvalueE B Evalue , EEZERE 2userName , MvalueEBiESuserName

WS : BRmEmEX 5564 T #1600



X BIHSTCE e

* WSRSFRENRA :
serverimBRAFERESTE | FallservernfESRNBFAEZE  SRNLHIEFT  E5ERSFHEF  ETaFERSFAR  WERIZFRFRSHERE
T ELRFER TAFERESFREF  WSAMKSELSAXESHE  EWSELHIAR | NTFacELsifEr TEEIE— REFHER | ERSESFFRX
i, WFESER , FarEETRF  SERREERE (N TEMR)

* LDAPIEEEUK

BEIFZfE , AAserverinfIMKS ZFIETEMNE , W , SRR (2NERTs )

EMHEN , M= WELRE B ELREE

3. BBHAEZGE  BFEEFRERN , SMAEKSID , BRIt IWAIEREEEEFHENES , IS MEFTREE W Sserver , FRUAEHRBAEIKSID ,
FEREEKSIDEITRAYserver5 8

4. MAEKSIDZ /G , TRFBENZAFELDAP serverimfIS®LD , FERARFBANKSERD Eserverinitil , WIERIIZ A , MUBRSHNESNE | WIEXL
MUTTEENE G

WRFRE - BRmERMEX 2565 70 #160m



X BIHSTCE e

EAFRAEKS

ERILEHHTE: 2024-09-05 15:09:00

1 BAKS

BE KSR HERRIKSER.

1.1 s

1. AFPEZEFMEWRIE | FelES RS BENA".

2. SRS R BN ARRIHERE R : Corpid, Agentld, CorpSecret,
3. BREFE A (HI8E] > [BKEaKksS] > [R4RE] SERmE.
4. JiF [KEARWAEKES] | Bsa RERE A ERS SHEIE,

5. FEHEECRUAN - AppName, Corpid, Agentld, CorpSecret

1.2 BEEWHERR
L BRATA , #A (FEEE] > (KAKS] > (SUaE] SERE,

2. RIHEERSIRT , R [(REEE] | B BENA R HERNER.

2. R

BEAAMERRIIKSEEXEATEAR | LIERGETXEIKSERGEEAX AT FERFRIRIE.

2.1 RS KBRS
L gR=TE, #A DIEE] > (] SERE.
2. (ERPFIRN B At (XBALME] | B LR REE,

3. B E SRR RERRIEI AERUR.

4. mif [HE] SohlfcE.

WS : BRmEmEX 5566 T #1603



X BIHSTCE e

ElzEESl
CMQERZES!
RN F I SHERERRSIFENR

SRS HAYE: 2024-09-05 15:09:00

BT S RS IR

ElkSCompanyExample FE—FKkSDeveloper , ZFIKSHEERBXIEILIKSCompanyExampleZ FETHEMFIFIFERIR , FTICH ST R ERMRELEZAT]
BE, FELBKES.

TIEA

AlKS CompanyExampleEIEETRIZ HRAEQCloudCmqQueueFullAccessf1QCloudCmqTopicFull AccessiEfREAF M S Developer, BNANIBESEFNEE,

J3%B :

stepl : BISSHREIIEET T BIRLA TSRS

{

"version": "2.0",

"statement”:

{

"effect": "allow",

"action": ["cmqtopic:*","camqueue:*"]
"resource": "*"

}

}

step2 : FHZRIRIRIUA FIKS. RISTESHRNEE,

WS : BRmEmEX 5567 T #160m



X BIHSTCE e

RN IR SHEEEIZEAYERTIRIFTEER

ERILEHHTE: 2024-09-05 15:09:00

B FiSRERAIENEE SRR

Ak SCompanyExample FE— N F S Developer , ZFWSHEETLUIAEE S OIEAIEET.

TTEA:

IS CompanyExampleE#ZETi& FEEQCloudCmaQueueCreaterFullAccessf1QCloudCmqTopicCreaterFullAccessiEREAF Mk EDeveloper, BRARBESEE
NEHE,

ES R

stepl : B HREIE LA EIEELL T RS

{

"version": "2.0",
"statement":

[

{

"effect": "allow",

"action": "cmqtopic:*”,

"resource”: "qcs:cmqtopic::topicName/uin/${uin}/*"
B

{

"effect": "allow",

"action": "cmqqueue:*",

"resource”: "qcs:cmqqueue::queueName/uin/${uin}/*"
}

]

}

step2 : FHZRIBIRIVEFIKS. BNANBESEENEHE,

WS : BRmEmEX 5568 T #160m



X BIHSTCE e

BRI SHERENERERERH S ATIRNENR

BRITEHHTE: 2024-09-05 15:09:00

BRFIkSREREN EEEER0E BRATIRHENER
kS CompanyExample ( ownerUini912345678 ) §—MNETETHEEAGEEG , ERHME— P FIkSDeveloper , FHEEALISEIZEEF.
stepl : BITHESIE S ORI TR

{

"version": "2.0",

"statement”:

{

"action": "cmgqueue:SendMessage”,
"resource":"qcs::cmqqueue::queueName/uin/12345678/test-caten”,
"effect": "allow"

}

}

step2 : FHZRIIUEFIKS.,

WS : BRmEmEX 2569 T1 #160m



X BIHSTCE e

CVMERZEN
BRNFIKSHECVMBFERIR

BIRERATIE: 2024-09-05 15:09:00

BRFIKSHECVMIERER

kS CompanyExample ( ownerUin912345678 ) FE— TS Developer , iZFWSFEREXEILHKSCompanyExamplefICVMIRSHIZEEIEIUR (€l
# B cRSSETEXTESEHRENR ) .

BEA:
Al S CompanyExampleEIZIETHIZ HRIEQcloudCVMFullAccess, QcloudCVMFinanceAccessiEfU44FMESDeveloper,
FEB :

stepl : BTSRRI LS OB T 5RES

{

"version": "2.0",
"statement":[

{

"effect": "allow",
"action": "cvm:*",
"resource”: "*"

1

{

"effect”: "allow",
"action": "finance:*",
"resource”: "qcs:icvme*”
}

|

}

step2 | FIZRIBIRIVEFIKS. BNANESEENEHE,

WS : BRmEmEX 2570 T #160m



O BASTCE

BRNFISHBE VMBI RIE R

BRITEHHTE: 2024-09-05 15:09:00

BRFIKSHECVMRIEEBR

pAE

i

Al kS CompanyExample ( ownerUinig12345678 ) TE— N F S Developer , iZFWSHEHEIEILIKS CompanyExamplefICVMIRSSHIEAICV MLEIRIR

R EEFEEEEE. MR, FFRAMIR.

FEA:

Pl ik SCompanyExample EiEEEFRIR £ QcloudCVMInnerRead OnlyAccessiEt4A F S Developer,

ES R

stepl : B HREIE LA AR TSRS

{

"version": "2.0",
"statement":

{

"effect": "allow",
"action": [
"cvm:Describe*",
"cvm:Inquiry*"
b

"resource": "*"

}

}

step2 : BIZRIBIRIUEFIKS.

WS : BRmEmEX

71 #160



O BASTCE

T SHE CVMIBXE TR R ISER

BRITEHHTE: 2024-09-05 15:09:00

BT IS HHE CVMIBCRIRI IR

iplaEE

Al kS CompanyExample ( ownerUing12345678 ) TE—NFUSDeveloper , iZFWSHEMBEX RIS CompanyExamplefICVMARSSHIE R CVM LKA

KEIR (VPC . CLB) BIBR , (BRAEBCIE. MBR. FFRIMAIER.

FEA:

kS CompanyExample ISR SRIZQcloudCVMReadOnlyAccessiEis F Mk SDevelope

F=B :

stepl : B HREIE LA AR TSRS

{

"version": "2.0",
"statement": [

{

"action": [
"cvm:Describe*",
"cvm:Inquiry*"

I
"resource": "*",
"effect”: "allow"
b

{

"action": [
"vpc:Describe*",
"vpcInquiry*",
"vpc:Get*"

I
"resource": "*",
"effect”: "allow"
b

{

"action": [
"clb:Describe*"
b

"resource": "*",
"effect": "allow"
b

{

"effect": "allow",

"action": "monitor:*",

"resource": "*"
}
1
}

step2 : FHZRIBIRIVEFIKS.

WS : BRmEmEX

72| 160
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RINF I SHEREZARFNR

BRITEHHTE: 2024-09-05 15:09:00

BT IS RERE TR AR R

Al kS CompanyExample ( ownerUin7912345678 ) TE—NF S Developer , iZFWSHEMEX RIS CompanyExamplefICVMIRFSHIEFCVYMIEHI Y
~ERER , CRERER | ERTEEAER.

FEA
kS CompanyExample EiEE TR SIE Qcloud CBSFullAccessiERE F kS Developer,

stepl : IS RIGIE S BIRLIT RIS

{

"version": "2.0",

"statement”: [

{

"action": [
"cvm:CreateCbsStorages”,
"cvm:AttachCbsStorages”,
"cvm:DetachCbsStorages”,
"cvm:ModifyCbsStorageAttributes”,
"cvm:DescribeCbsStorages”,
"cvm:DescribelnstancesCbsNum”,
"cvm:RenewCbsStorage”,
"cvm:ResizeCbsStorage”

I

"resource": "*",

"effect”: "allow"

}

|

}

step2 : FHZRIBIRIVEFIKS.

i MRAARFTFUSENERBEN | BEE DRSRISIEAN" cvm:ModifyCbsStorageAttributes”,

WS : BRmEmEX 8573 TR #160m



X BIHSTCE e

RINFIKSHA L BRI FINR

BRITEHHTE: 2024-09-05 15:09:00

BFHSREZSENR IR

kS CompanyExample ( ownerUing12345678 ) FE—FlkSDeveloper , iZFIkSHEREW RIS CompanyExamplefIEECVMIZFIEFINZEE |, 7
BFRREAIR.

TSR FIKSTECVM EHIatEELE | MitReHrINR,
stepl : IS RIGIEZD T BILUT SRS

{

"version": "2.0",
"statement”: [

{

"action": [
"cvm:DeleteSecurityGroup”,
"cvm:CreateSecurityGroup"
I

"resource": "*",

"effect": "allow"

}

|

}

step2 : FZKRIGIEREFIKS
PITHRBATFFKSECYM EHEHREFIE. RIREREERIEHINR,
stepl : BTSRRI LS OB LA T 5RER

{

"version": "2.0",

"statement”: [

{

"action": [
"cvm:ModifySecurityGroupPolicy",
"cvm:CreateSecurityGroupPolicy”,
"cvm:DeleteSecurityGroupPolicy"
b

"resource": "*",

"effect": "allow"

}

]

}

step2 : BIZRIBIRIUEFIKS.

WS : BRmEmEX 74 T F1600



X BIHSTCE e

RN FIRSHARMAEIPHIAIE(FABR

BRITEHHTE: 2024-09-05 15:09:00

BT IS FEREIPHEIE AR PR

IS CompanyExample ( ownerUing12345678 ) FE—F kS Developer , iZFWEEEHAE I IKS CompanyExamplefICVMIRSHIEECVMIEHI &Ry
SEMEIPHENE | FF B (FERTEMEIPHEUEAIAR,,

stepl : BISSRIGIEIES BRI T 5RRR.

{

"version": "2.0",
"statement”: [

{

"action": [
"cvm:AllocateAddresses”,
"cvm:AssociateAddress”,
"cvm:DescribeAddresses”,
"cvm:DisassociateAddress”,
"cvm:ModifyAddressAttribute”,
"cvm:ReleaseAddresses”

I

"resource": "*",

"effect": "allow"

}

1

}

step2 : FHZRIIFIUEEFIKS.,
LIRS Pk S EE P H AT LIS E D BALAIH S 2 EXEL, FIKSAILUSEGREIPIBIRIEME. BUEEMIPHH A SRER SRR R M IPIEE
stepl : BISREGIEI A T EIELATARES.

{

"version": "2.0",
"statement": [

{

"action": [
"cvm:DescribeAddresses”,
"cvm:AllocateAddresses”,
"cvm:AssociateAddress”
I

"resource": "*",

"effect": "allow"

}

|

}

step2 : FEIZRIGIEEA TS, /document/product/598/10602),

WS : BRmEmEX 8575 TR #160m



X BIHSTCE e

RN FIKSHEITECY MATER{ IR

BRITEHHTE: 2024-09-05 15:09:00

R FUESHRERECVYMATIRERIR
RIS CompanyExample ( ownerUing12345678 ) TE—NFUSDeveloper , iZFWSHEMEX R IKSCompanyExamplefJiEEECVMILES (idAgins-1,7Jiith
1 ) AR,

stepl : BISRIGEES BRI T 5RRE

{

"version": "2.0",

"statement”: [

{

"action": "cvm:*",

"resource": "gcs:cvm:gziinstance/ins-1",
"effect": "allow"

}

]

}

step2 : FHZRIBIRIVEFIKS.

WS : BRmEmEX 8576 T #160m



X BIHSTCE e

RN FIKSHEF ERRICVMATEREINR

BRITEHHTE: 2024-09-05 15:09:00

BN FESHERERRCVMASRERER
kS CompanyExample ( ownerUing12345678 ) FE—FSDeveloper , iz FIKSHEREXE L HKS CompanyExampleRI it A28 AIRIERER.
stepl : IS CompanyExampleEEIETRIE A QcloudCVMReadOnlyAccesstEita TS Developer,

step2 : IS RIGIE ST BIELIT RS

{

"version": "2.0",
"statement”: [

{

"action": "cvm:*",
"resource": "qcs:cvm:gzi*,
"effect": "allow"

}

|

}

step2 : FHZRIIFUEAFIKS,

WS : BRmEmEX 8577 T #160m
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BRINFIKSHE VMBI AR EARIESTIIR

BRITEHHTE: 2024-09-05 15:09:00

B FIKSHECVMEFTAESBRMER AR

il SCompanyExample ( ownerUing12345678 ) TE— N FHSDeveloper , iZFMSHEHEXI RIS CompanyExamplefCVMIRSHIFFE IR EIERSR
(B2, EESSIHME) | EREEOIER , T FRELERT.

FEA
Rl kS CompanyExample EiZEETRIZSRIEQcloud CVMFullAccesstEtR4a 7l S Developer,
J3%EB :

stepl : B HREIE LA AR TSRS

{

"version": "2.0",
"statement":[

{

"effect": "allow",
"action": "cvm:*",
"resource": "*"

}

|

}

step2 : FHZRIBIRIVEFIKS.

WS : BRmEmEX 2578 T #160m
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BFFIKSASHFIE™ RIVEENR

BIRERATAE: 2024-09-05 15:09:00

RpER

B{rEs

BNFIKS QcloudCVMAccessForNullProject FligRRS.

WS : BRmEmEX

iplaEE
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O BASTCE

BELeE
GEeE

ERITEHATE: 2024-09-05 15:09:00

SN camZFERM

reliied
AFHSAcam#BIER |, IRSATW,

R
TG NFRHE.

RN

BERIRBERBRFRIZH , WwhiteKey , SNRFFAENE |, BILFEREHZEIA

mysql> select * from cService where serviceType in (‘dcdb’,'mariadb)\G;
1. row

serviceType: dcdb

serviceName: #az\&EZE DCDB
isDisZone: 1

isDisProject: 1

isSeen: 0

queryAddr: [{"region":"def","url":" "}]
weight: 18

writter: byronzhong

addTime: 2018-04-18 11:00:48
updateTime: 2018-11-22 18:24:36
querylnterface:

syninterface:

isAllowDefProj: 1

serviccEnName: DCDB

colConf: "

defAddr:

whiteKey: dedb_cam
defaultStrategyList:
arnDocument:

2. row
serviceType: mariadb
serviceName: =& MariaDB ( TDSQL )
isDisZone: 1
isDisProject: 1
isSeen: 0
queryAddr: [{"region":"def","url":" "}]
weight: 17
writter: byronzhong
addTime: 2018-04-18 10:56:45
updateTime: 2018-11-22 14:30:19
querylnterface:
syninterface:
isAllowDefProj: 1
serviceEnName: CDB for MariaDB ( TDSQL )
colConf: ""
defAddr:
whiteKey:
defaultStrategyList:
arnDocument:

2 rows in set (0.00 sec)

ERFARREE
RS

WS : BRmEmEX

iplaEE
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O BASTCE

BlRTAEERqcloud.Qsecret.queryKeyt&iR,

AR
TEIRBUS A |, SRS £,

L s
—HRR cam IGETRIEIRSS (sts) BT H AT SR RIS A B ARSI A,

1. #&cam-sts 50020870 2EFTLAAE , MNRFEAE , REHSFETEEHE | LKkcam-stsBE 25550,

2. MRLTLZBIARE , tEcam-apisighlip:port@ErILAIGIE , BERTReRPUEH A R TR,

s == gnL T v S
EU

B TREZRGET_SESSIONTOKEN_FAILED check sig error,

R
AT,

AL
HINMZERRE R camENIRS RIS S SH K.

1. BESTSIERERE (&R : /data/log/sts/sts/detail/ ) .

2. thEcam-apisighlip:portZBAILURIE , MNRGAFE  MEZZSERIEEA R TR | SNBEEILEERS.

3. ieEiEHl G Bt &R conSecretldficonSecretKey @B IEM , BXRIZH AR D ECHHIconSecretldflconSecretKey,
Y. Yy

~ I = =
|G 2 EREREN R
(il
BUlHTAEHERGET_SESSIONTOKEN_FAILED system erro,
SRR
EHIEARATA.

IR
IR R stsiRS5 51 d bk & iElcam IR RUFBIE BRI,

1. EESTSIERBE (B8R : /data/log/sts/sts/detail/ ) , MNRBEERFHAHAdbEY , BEEIbREEEIER ;

2. iNRAERRtep error (#8O950023 ) , EEcamiBEFI FIRSip:port EREEIFH ( BABE SRR

HEEE

1&/data/release/swoole_sts/application/config/idc/hosts_config.php BZEAREGIONINDEX ) , dNSRECEIEH , & cam-securityfIpod B2BIEFEZ6]. MR

EE,

=i

reliied
ZapiREEIEN | $HiR15/94100,

A
Tl IRSS AR

WRFRE - BRmERMEX

5581 T #1600



O BASTCE

felitis::d
HIERRRE R cam$ERIRSIRIG S0 K.

1. B mapitERECERNERGHIRIEREH , IFHHECE Hauth.cam.logical.server.console.tencentyun.com:9502,

2. B cam&SERauth.cam.logical.server.console.tencentyun.com:9502 2751

3. BT EERIp:port 25 LAIA,

4. MR EXESERR |, istaERERAconSecretldflconSecretKey 2 1EH.

RESRIEFH
[ (I
SET IR , THEESRS

TR
HEARAIFR , BRSSO R,

AR

LEZKFESENRIRER O ZEN 2 MREHEEREKR | ENAHETEISE2.6 3 AEENIRSE AEENEE".

FEIRIR7RIyou are not authorized to perform operation,

1 SRS FE—DHIER | F—HHER=E.

2. MNSRBT—DEMBRER , #Etcloud-tcenter-cam-grant-writefpod = crontab REEE

REENEE

AN

L RAEAIE  REREAKOMAE , ZF A ERELS MR,

2. FREIEUESEORTRAR , RSB REE R B,

3. BBIRRENNERERAAIR  FECERABIAEINRREEIER.

FHUMAZEEUHER

I 3%
TR A R TFNSH. EREDSRE , FIWFIHS,
ATRERE

SHFHWARSIHEENEEREEIE

o FHSHE. XSEEHER.

* FHIAGIREXER , Bl T RE.

* FSHESFRSHIRESE  MRE. MEHEE,

SELR
1 BEHAF SPESESER.

RS - BRmERMEX

HEEE

1EH service crond status, RHYTEIXERpod ;

5882 T #160



X BIHSTCE e

* B BT,

* BB BEFNSEE.

N

BIZELFNREEE.

° B BHTHBRREBRFNSHE.

s &, BT,

w

BN E R RS WA PR ST,
° B ISHRNARMREEEE. BERERXERA BT,
° B BT

4. MBBERNSEARSENREEX  ERANSENZEFERE.

HRFEUI AR

EE
FERHTHERE S ERTE. EETIDHREN , SRR ZIRIEES.
AJREIRE

SEHMER AR ERNEEREE

° ERFEMIHESEIR,

* ERERGIRIEXEA Bl T mE.

o ERERGFITAIRG]  SEURICN. fitn , IR SRR I B =TT lp

Pl
1. AR R IS ER.

EHUT .

D

o & B IEHEREELE,

N

. A SRR SR EIRIB G | FRERIRET.

o 2, IFBBN=RIEFE ( cloud_noreply@tencent.com ) IREANEZE,

s &, BT

w

- REBBARETRIERIMER | FHANESENEEFERE.
c B FEMREEHEET.
e &, BT,

4. EHEABMEIAER T A BRERE | BIRE T RIS =R,

WRFRE - BRmERMEX 5583 T4 #160m


mailto:cloud_noreply@tencent.com

X BIHSTCE

APISZHY
HREHE (cam )

FRA ( 2019-01-16)

AP

BIRERATIE: 2024-09-11 15:05:13

APIhRZAS

V3

Hittz

BROBR
AttachRolePolicies
AttachRolePolicy
AttachRolesPolicy
CreatePolicy

CreateRole

DeletePolicy

DeleteRole
DescribeRolelList
DetachGroupPolicies
DetachGroupsPolicy
DetachUsersPolicy
GetPolicy

GetRole
GetServiceApilist
GetServiceRolelnfo
ListAttachedGroupPolicies
ListAttachedRolePolicies
ListEntitiesForPolicy
ListPolicies
UpdateAssumeRolePolicy

UpdatePolicy

RPEXEO

ROBR

WRFRE - BRmERMEX

EZOIhEE
BESRIEIRE
HEPPRFIREIBE
BES N FAETIHRE

el s

tERe

il g

pilllazs]es]

KBTI
RREES N RIBEIRFE
RIRIERIREIZ NP E
RIRERERIREIZ AR
BEERIKFRE
REBEFE
IRENIRSS R EAPISIZR
RS RaER
EiNFAFAXRERIERIRT IR
REN B ESPERIRIRIR
EIRRIEKERAISTRTIR
EifRIEIIER

1A BEERE
SEFTHRIR

EOIhEE

pAE

5584 T 160
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O BASTCE

BEOSWR
GetPasswordRules

UpdatePasswordRules

SipiRftEizO

EOSR
CreateOauthProvider
GetUserAccessToken
RefreshUserToken
UpdateOauthProvider

VerifyUserAccessToken

WRFRE - BRmERMEX

#OThaEe
FRENCAMZZRSHANY

BEHIRCAMZERIHN

EOneE

#rifoauthfic &

FREVFAF oauthtRiR
R AP userAccessToken
EFOauthELEER

IGIEFAF userAccessToken

iplaEE
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O BASTCE

BEAI
EOLFVL

SIAEFATE: 2024-09-11 15:05:13

tcecloud API X MAENERITEMIGE , IS MEREFTEEATLERSHHEAERER ( Signature ) LUSIHERESH.

BIE Secretld 1 SecretKey ; ERFPERARERIL  BRIESAPIREREERTE , SULERA=APHERO.

N S

1. el

EE—REATAPIZHE , BRIFRAPIESANERIEREEIE. L2EIFEIE Secretld # SecretKey :
o Secretld BFHrR APLERE S KD

* SecretKey FIFINEEE F T RIRS SRS EFRIZH.

o FAPUAFASIRERSEIE , B,

FBLZEEIENERESERNT ¢

1. HFtcecloudEBFEHIE,
2. FIE=APIEARHEHI G TAE
3. E=APIESAIE , M [#rE] BDAJLABIiE—XdSecretld/SecretKey

IR FREIKERZTLUAER Secretld / SecretKey,

2. SR

BTZLEFSecretld 7] SecretKeyfg , MAIERSEET. ITFEERSEBIOEMITE ;
BRIZFFHI Secretld #1 SecretKey HBIZ :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
* SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

AR XBERETRG , BRIERFIRREREN Secretld 1 SecretKey #HT/EEHRE !
LU=RSEsEELGIFIZR(Describelnstances)igsk /ol , HEFPERX—ZORN , i5kSA80T:

SHER 22078 SHE
Action TR Describelnstances
Secretld Z5Ald AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E 1465185768
Nonce FEALIEEEE 11886
Region SLIRRTEX IS ap-guangzhou
Instancelds.0 FFEIRRISLHIID ins-09dx96dg
Offset IRiEE 0
Limit BRASIFEH 20
Version EOMRAS 2017-03-12

2.1. HBEHF

iplaEE

BEERHRREEEER  R2EIE

BIFEIERSSUIZRSHENFIHE ( ASCIEE) FFHF. I8 1) RIZSHEHTHF | SEERSXIREIR , R85/ ; 2) #& ASCILEBEE AN, 20
Instancelds.2 ZHFE Instancelds.12 5 , AEEFEER , BARKREE. BRI LMEBRIEES PAVEXHIFRECRSCINX —I08E | W0 php A9 ksort IR&Y, EiRxR

PISERIHF LR RN T:

WRFRE - BRmERMEX

5586 T #1600



X BIHSTCE e

{

'Action' : 'Describelnstances’,
‘Instancelds.0" : 'ins-09dx96dg’,
"Limit' : 20,

'Nonce' : 11886,

'Offset’ : O,

‘Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',

}

ERECERFGHESAN , A EERGIPRSEEITHE | BEIR0ER—ZE0A.

2.2. JHEERFFFER

WEBERIERFRISR, St L —SHFFERSEUSURL S8BT = "S5I8 10 | W05t Action 81, ESHEMA "Action” , 81BN
"Describelnstances" , EIMER G Action=Describelnstances , ¥ : "S#E"HFRRETmIFuriRiSEE.,

REBEHENS N SHA" U HHEE R, REEMINERFRRN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQp
n74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHEE BRI RS

WEBEREZRNFHE., ERENFRIBHUTIINSE96:

1. iK% 328F POST #1 GET A= , IXEEMA GET &K , iF=AGEAEKE.

2. 5 KENEELHIFIZR(Describelnstances)FiEKIH=Z /9 : cvm.finance.cloud.tencent.com, LRSI ZIRIEBZCFABERNARMAR |, RSO,
3. BREER BRIRAZAPIHNE R RERERN /.

4. ERERTSR: S4B REGTSR,

BRI EBAHERINA: 1BKAE + 15KE +EKERE + ? + 1FKkFRE

RGIHHEERA -

GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08Region=ap-guangzh
ou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&Version=2017-03-12

24, &pERER
I BRAEREZR, iR HMAC-SHAL Bk E—SikEHERRNFREBEHITES | REEEMNEZ SBEA Base64 H{THID , AIRHXERENSE R,
BARRRZa0T | LA PHP B4
$secretKey = 'Gu5t9xGARNpg86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=a
p-guangzhou&Secretld =AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBEINEZ SR
EiPOYW3pW28FpsEdkXt/+WcGel=

ERETERNESAN A LERITRRNHITERIIE , S2IER B SHIFHrI—EER.,

3. R BRI

ERIERBFTREERIEABRSH , FEWEHT URL 3.

W E—EA RIS R EN EliPIYW3pW28FpsEdkXt/+WcGel= , BREEERINERZBIBRSE ( Signature ) 3 : EIPIYW3pW28FpsEdkXt%2f%2bWcGel%3d , Bi5H
FAEMELZRIEK URL,
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AR MRAFRERAER GET , &S R5E7 POST Rt Content-Type Jg application/x-www-form-urlencoded , MR & RIFFEERSHAVEISREM
URL f3iE , S5SNI -FEABER8, JE ASCI FHE URL SRBRTERESLL UTF-8 T4,

R FLRBISSH http EE2ENFTESEHT urlencode , FEXMMERT , IARENERHMIT URL HiST , SRR URL RIZSSEERLM.

AR : Bt BEtREH TR , MESRA RFC 3986, R %XY S RIBIMLRFH{TEO UMD , " XF"Y 97 S#HFRF (0-9 fIAEF8 A-F) |, £/
INEREIRER

4. B7ELM

IRIESEIRENR | FAEM FERAMAEIRT | BIRESRERE

RS SRIRAEA
AuthFailure.SignatureExpire BRILH
AuthFailure.SecretldNotFound BEANFE
AuthFailure.SignatureFailure EEER
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld FIRARE (A2 APL Z5AEEY )

5. BRER

TESCRRERE API 3.0 Y, #EF(EREIERtcecloud SDK 3.0 |, SDK #ETEZANIFE , FANRAT=RRHANEMZEORT., HAEESN SDK iy, HEISTHEHIRE

BEH:

* Python

* Java

* PHP

* Go

* JavaScript
o NET

ATEEBORRERERE , TEUSRREES A0, B OANSESRERII. SRNES. ERNEDIISHNEEERLL bIASRERRE  ABRARESE
g2, FFEEEmY  KRFRIEREER SDK.

BREIHAY url TTEES © http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=1188680ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768&Ve
rsion=2017-03-12

FR  HFRAIRAERREEN | R EARRALRNE , EIHNSEL url FEXREEFITHEE R curl EHSOEANSIREERGER | EFi3H, ATER—Y
PUEEIRERY url |, BEEHIRFITRY Secretld F11 SecretKey ANESLHIZE , FHERRFZLRIRSEEAES Timestamp .

IR ATENTS  ARRRIES | EER-ESSRTEEIN url TRESERAR  RMASHNINFEAR , (BXFAMMERE. RERSSHEME  BEEIT
HIFREEIE],

R LATB(UERTF APL 3.0 , FeEERATEMMNEZRE , BIEZIBR APl , HFFEADERBLSHEZITERIR | BLAIMAYLIR S,
Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX 5588 T #160m



X BIHSTCE e

public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getInstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] EENERGSEHTFEAT | b ATreeMaplRiEIfF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
/] EFRERAuriI ST A EK

for (String k : params.keySet()) {

// BEXIEKEHTUrlencode , T keyEBRENFH , HULAMIEvalue#tiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMaprILAB#IHEF

// SERRE FRRT N 24 sE FEREMNEY | 5190 : params.put("Nonce", new Random().nextInt(java.lang.Integer.MAX_VALUE));
params.put("Nonce", 11886); // AHESE

// SEPREFRRT R 24 E RS2 BIRTIE , 5140 : params.put(*Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // 1"+t244

params.put("Secretld", "AKIDz8krbsJ5yKBZQpn74WFkmLPX3EXAMPLE"); // NES%§

params.put("Action", "Describelnstances"); // AH£%4

params.put("Version", "2017-03-12"); // A5

params.put("Region”, "ap-guangzhou"); // AHEE]

params.put("Limit", 20); // \l555#1

params.put("Offset", 0); // WEE#L

params.put("Instancelds.0", "ins-09dx96dg"); // \r$5£41

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL"); // AESE
System.out.println(getUrl(params));

}

}

Python

R | WISR2ETE Python 2 SEFIETT , TELELREE requests (KIiE :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):

hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)
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if _name__ =='_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg',

'Limit' : 20,

'Nonce' : 11886,

'Offset’ : O,

‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# RS SERRER | ARh/E I REF=AE i 2R

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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EOSHZV3
BRIFEFAE: 2024-09-11 15:05:13

tcecloud API X MAIRNEREHTEMINE , IS MERBRFEZALAHERSHHEEESRER (Signature ) USIBERESH. SHEFHTEFHIIEMN  LLFIE
45 Secretld 1 SecretKey ; ERFERBZRERIE , BRIEAPIZERERE , BULEEB=APIEL.

s s
1. el
EERERTAPIZE , IBRIF=APIZSAUERIEZSEIE. L2EIEE Secretld 1 SecretKey :

o Secretld AFHrR APLERESH
* SecretKey FBFINEEE FFRMIRS MRS EFHRINZH.
* FAFPUAFSIRERSEIE , BRitE,

RiEZ2FEENERSENT

1. ZERtcecloudFEHINEFHIAE.
2. BIfERAPIE RIS A TA
3. E=APIESHRE , midr [#r] EDAJLABIEE—XdSecretld/SecretKey

TR FRERSREZSTLURAERMY Secretld / SecretKey,

2. TC3-HMAC-SHA256 && 7%

R WTFGETAE , B3z Content-Type: application/x-www-form-urlencoded #iig=. X FPOST/i% , BEISZHF Content-Type: application/json LAK
Content-Type: multipart/form-data FFFAMAET , json IEHENARB WSO . multipart SRR BRI SHEOSHE | ANZEOABEEER json #&=01ERA |
& BRSSO EA,

TEURRSSHEAT MNXEHFIFREAGT  DEBRNMBERTEERE. (PR TELAIFIRAENSE : Limit # Offset , £/ GET 7357,

RIZFBFHY Secretld 1 SecretKey 35U : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE 1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. HHENEIERER
AN ETUHHEIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + "\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + '\n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3k75% ( GET, POST ) , Axfls79 GET ;

e CanonicalURL : URI 24§ , API3.0 EENIERIAT (/)

* CanonicalQueryString : &2 HTTP i&K URL FIEIAFRFE | 33F POST iE3K , EEATFAE , }WF GET 5K , W URL a5 ( ?) EEMNFEFERS , &%
BIBES : Limit=10&Offset=0, ;& : CanonicalQueryString EE42id URL 4#f3.

e CanonicalHeaders : £25%8&ZH0IEE , EEE host Fl content-type FNLES , BAIINMABEXLHS E5E B LIRS ESERNE— NS, FHE
T : 1) k&R key #0 value F—HpINE |, HERERETHS | 1288 key:value\n 18z(0HHE ; 2) S40KE8 , IRERSLED key (/N5 ) IOFHHF#THHE, 1HI+
79 1 content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £5&ZHILEBER | HIALRIEKREHLLES S5 TESE |, #1 CanonicalHeaders &8N ABRE—XIMAY. content-type 1 host Jou4isksk
BB, BHERIN : 1) 3EB key R—ERUNG ; 2 ) ZKED key (NG ) IREBFEHFRTHE , FHFEUSS () 2R, tHIF7 : content-type;host

e HashedRequestPayload : IERIEXHIEZE , iHE5%EH Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XF HTTP i5SKEENES payload fif SHA256
B, RET/OFERD | SERIEEBIER/NEFE, JT5 | }WTF GET 5K , RequestPayload EEATF/AE , 3F POST i53K , RequestPayload Bl HTTP i
KIEX payload.

HRIELA LN, ISP ERIRANEIERENT (AT RREN , \n BTIHEBISEITEHIN—T8K) -
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GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fclc149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2 BHEREE TS
RIS HESES TS

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : §88% , BRIEEH TC3-HMAC-SHA256 ;

* RequestTimestamp : EKAEE , BIiERLERHY X-TC-Timestamp BUE , 41_ERAIER S 1539084154 ;

 CredentialScope : FEIEEE , #8209 Date/service/tc3_request , & HEA. FRERIIIRSFILLLEFRrE (tc3_request) . Date 5 UTC fRgRHERBEHE , BUERE
MABE X-TC-Timestamp HEEHH) UTC FRERNAIER—E ; service /=& , WRSERFREE—E, Hl80 cvm, 0 EnGhiEsk , BUEA 2018-10-
09/cvm/tc3_request ;

e HashedCanonicalRequest : BIASEHHEREMTEIERBIIAHE , iTE5EN Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

EE

1. Date /RAMRT[EIEL X-TC-Timestamp I+E5%] , BRIXA UTC+0, MRMARRAMHXER , FlIFR/\K |, $SHEXMG LEBMT  BRERERY
ERM, (RIZAIER 1551113065 , 7£4/ \XAYRTELR 2019-02-26 00:44:25 , {EBRiTE15ZIAY Date BY UTC+0 RIEHARY 2019-02-25 , A2 2019-02-
26,

2. Timestamp Z/REHFIRSNNE , BRHARKFNEFINENEEELSH , MFEEET RSO ERY. MFKHEAIREREES | JRESSET—R
RIS |, IERUERY (REERITHIER ) .

TR LN |, TPIPEEIRGESFFRUT (ATRREN , \n TREESEITIHN—TER) ¢

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91¢9¢192c14460df6c1ffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23 1HEEE
1) EIREREEE , RBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : [RURAY SecretKey ;

e Date : Bf Credential 499 Date FERE8E. , W1 7=l , 792018-10-09 ;
o Service : B Credential shf Service FEEE. , t0.L5RF , J9 cvm ;
2) itEES , HRIBIT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILAL EITEBEIRREESZZH |
* StringToSign : BIE2ITEHERINGEEEFR/E ;

2.4. g Authorization
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AT HHE Authorization :

Authorization =
Algorithm + ' ' +
'Credential="

‘Signature=" + Signature

+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

* Algorithm : £873i% , EE/I TC3-HMAC-SHA256 ;

o Secretld : Z5HXIRY Secretld ;

e CredentialScope : W EX , EiEEHE ;

* SignedHeaders : M EX , 858FMLIBER ;

e Signature : £&(E

HRIELLERN | IR SEIRgEDS

HEEE

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df45
82db9e9bf4672ba50567dbalbcbecfl74ca74

BRETHENERERNT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6cbecfl74c474
Content-Type: application/x-www-form-urlencoded

Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1539084154
X-TC-Region: ap-guangzhou

o= SV

TRESCIRENR | AL TSR K MARIEIRT

R
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

T

4. ERER
Java

import java.io.BufferedReader;
import java.io.InputStream;

import java.io.InputStreamReader;

import java.net.URL;

import java.text.SimpleDateFormat;

import java.util.Date;
import java.util.Map;
import java.util. TimeZone;
import java.util.TreeMap;
import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
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import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou”;

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//FENX , BNESHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// Kkkkkhkkkhhkk 53% 1 0 }%}%im;‘éiﬂﬁs*% *kkkkkkhhkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.println(canonicalRequest);

// *hkkkkkkkkkkkk ./Ij/:g% 2 S ?ﬁ;ﬁ?%%g%ﬁ_}'% *kkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkhkkkhkhkhk 5g¥ 3: .H.%%g *hkkkkhhkhhkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *hkkkkkkkkkkkk 55% 4 0 ?ﬁ% AUthOI’iZatIOn kkkkkkkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
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headers.put("X-TC-Version", version);
headers.put("X-TC-Region", region);
}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIREH
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNp@86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou”

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

FFFEEFK KA AR KK ﬁjg 1: W?&ﬂ?ﬁ%ﬁ?% *kkkkkkkkkkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host”

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

FFREEIRK KA KKK .}jg 2 . ﬁg%&g?ﬁ% Kkkkkkkkkkkkk

credential_scope = date + "/" + service + "/" + "tc3_request”

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# khkkhkkkkkkkk 5% 3 : .‘L_I_%Eg *hkkkkkkkhkkk

# I ESEHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

F FREEEK I KKK .})J;g% 4 - P“’H& Authorization *#*#*#xskkkxsk

authorization = (algorithm + " " +
"Credential="

+ secret_id + "/" + credential_scope + ", " +

WS : BRmEmEX

iplaEE

595 ;1 #160m
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"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)
print(authorization)

# NHESERINENIERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

WS : BRmEmEX 2596 T #160m



O BASTCE

5 REH

BRITEHATE: 2024-09-11 15:05:13

1. fRSSHbuE

iplaEE

i (Region ) ZFEYIEEAIEIEOAIMIEXIE,. tcecloudZIIIEARIBEZAESIRE | (RIEFRMRERATEEREESEL. ATIHRLRME. E5 T

BE  ENEERRERISEFE.
ERTLUEIS APIEC] EAMINSIR EETARIbIEZIE.

2. BIEHMY

tcecloud API IRTEREEI9IEIT HTTPS #HTIB(E | IRMtEREHINBEEE.

3. I BKAE

SHEHY HTTP &K%

e POST (##%)

o GET

POST i&KZ 59 Content-Type 28 :

e application/json (¥ ) , W/R{ER TC3-HMAC-SHA256 &&757%.
e application/x-www-form-urlencoded , #7fF HmacSHAL & HmacSHA256 &£& 7514,
* multipart/form-data ({XEBPDEOSTRF ) , WA TC3-HMAC-SHA256 &2 751X,

GET IEKANERBANAEEBIL 32 KB, POST i5KERESZ/5A/ HmacSHAL, HmacSHA256 RIAS#BIE 1 MB, POST iEKEREE 54/ TC3-HMAC-SHA256

A¥sz#% 10 MB,

4. FRTwmtY

IfEFUTF-847HI,

WS : BRmEmEX

5897 I #160



X BIHSTCE shieE

IR[EIZER

ERITEHATE: 2024-09-11 15:05:13

IEfREIZER

A= BRSS Seh0iE OB ESEHMRZSHIZR (DescribelnstancesStatus) 2017-03-12 kAl , ZEFAL , HATRERIREI T -
{
"Response”: {

"TotalCount": O,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”

* Response REREEH Requestld 2EENFER , TCERMINEE , RE APIMET |, NIMESIREL.,

* Requestld FFF— AP iEREIME—HRIR , A0SR API HIISE | BILABKEFA] , FHEMIZ ID RRRTM,

° [RTEENFERS , ERIYAEMEOENNFE , FARNEOMRENFES WEOSAEFIEN. HHIsAY TotalCount 1 InstanceStatusSet 73
DescribelnstancesStatus #OENXNFE , BT EREKNAFENIEIE=RSEELA , Bl TotalCount FIER FABRENE 0, InstanceStatusSet FIRJ9
s,

TERREIZER
SRR, EEEERTT -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error IEIIFE ZERARKRY. Error FEOEREHEMERN Code 1 Message FERFEARAMAT M EIREIRT,

Code FREMRELBAEIRSE , HiEKHENTTLSSRIBIZERBEL L EIRISMZ O A E RS IR E AR R R ERRS 2.
* Message B TIXMEIREKENERER , EEWSKEHARMN  WAARELEBFSFEERER , APARKX MREIE,

¢ Requestld FBF— APL iEKHIME—HRR , A03R AP HIISE |, STLABAERFA] , FHEMIZ ID sSkEBRTH,

AHIEIRAG (TODO: EE(ER, 2RAENFE?)

REIERFUNRIFA Error R, MZFREMA APLEROKM,  Error Y Code FERERTMEIRTD | ATANSEATREHIMAIEIRIGANIHEIRD | TRIIH T QHER

fHIRIG =S

AuthFailure.InvalidSecretld BIHIEE (R2= API Z3ERE ) ,

AuthFailure. MFAFailure MFA iR,

AuthFailure.SecretldNotFound EIRAFE,

AuthFailure.SignatureExpire SEIIH,

AuthFailure.SignatureFailure BEER,

AuthFailure.TokenFailure token &R,

AuthFailure.UnauthorizedOperation BERE CAM 1L,

DryRunOperation DryRun ##F , RFIFRESEMIIN , REZET DryRun 24,

WS : BRmEmEX 5598 T #160m
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$EIRIS SRR

FailedOperation ERERL,

InternalError HEBFEIR,

InvalidAction BORFHE,
InvalidParameter SEEER,
InvalidParameterValue SHEYEREIR,
LimitExceeded BRI ECETPR S o
MissingParameter ROSHEIR,
NoSuchVersion BEORARFE,
RequestLimitExceeded TBERADREGEIT T SERPRE.
ResourcelnUse RIEH S,
Resourcelnsufficient RRERE.
ResourceNotFound BRRAFIE,
ResourceUnavailable RIEAET A,
UnauthorizedOperation FRIFRURLE,
UnknownParameter FRASHEEIR,
UnsupportedOperation BEARSS,
UnsupportedProtocol http(s)IERIMSEIR , RSZHKF GET #1 POST &K,
UnsupportedRegion BOARSISFEbE,

WS : BRmEmEX 2899 T4 #160m



X BIHSTCE shieE

\/52

BRITEHATIE: 2024-09-11 15:05:13

HEHERTHRAFIZOSNERNNSE , IS | EENEORIRANRONEPREXESHEH TR  EERERIIFTEEHTXLSLY , TeERKEE

I

pod

EBAE V3
{83 TC3-HMAC-SHA256 & 7550 | AHSHEES—ME HTTP Header IERLEHF , 00T :
SHER B} Wik R

X-TC-Action Strin = BENEOBR. B ESEFROXETHMASEATSE Action BUNEE. FINN=IRSEEMEIALAIFIEED , BUES
9 = Describelnstances,
WS L, AR B ER MBRAEERE. BRI EES EE O XS PEAS NS E] Region AR, i

XTCRegion  Sting B sumrrmmemina , BOXRRARILSANR | ISR SRR,

X-TC- Inteqer £ F7 UNIX BJEIEL |, AliCSAE APLIESREORTEL, Bia0 1529223702, & : IR SRS EEERE S0 , S5ESE
Timestamp 9 = HHAEIR.
X-TC-Version String =z EERY AP ROMRAE, BUBSEEOSHEHPAS LRSS Version R9GEE, BIAN=ARSSERAMA 2017-03-12,
HTTP tRAESMINESLERER , fian :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,
Authorization  String 2 - TC3-HMAC-SHA256 : &&75i% , BRIEEBIZ(E ;
- Credential : BZ%EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC ¥RERTIEIIRLEE , BUEEZEEF S X-TC-
Timestamp #2819 UTC FRERTIBIHEB—EL ; service AF=m# , WRSBERINFREE—5 , flflcvm ;
- SignedHeaders : 258 ZitERISLEHMSERE | content-type #1 host J9wsisksLiEB ;
- Signature : EEZHE,
X-TC-T ) = IGREHIEBATARY Token , RELESIGRIZEE—HCEER, IGATEEF Token HFEZNHASIEERS ARREORE. KPZHEAE
-TC-Token String & = Token

BRAIE VL

{53 HmacSHAL #1 HmacSHA256 && 7540 , ARSHEBH—EIEKRSE+ , IIF

SEER il DZ5vi R 7%
Action Strin = BERNEOSR. BESEEOXEFBASEATESE Action BYIREE. HI=iRSESHNEIILAFIFERZD  BUYES
9 = Describelnstances,
Region String = iS4, FsRImRAB BRI EI MEERAIEEE. EOEZRMEEESE RO XERRASE A S Region AIMAA,
= TR BUREOATEERZSH , ORI IHAFEREE | AR EEEZS SR E.
Timestamp Integer =& 257 UNIX RSEJE , SlieRARE APLiERAORTIE]. 1201529223702 , tNRSHEIRTEEET K , &5 [EERITHIEIR.
Nonce Integer 2 BEHLIEEESY , 5 Timestamp BA&#ER , BFBHLLERIE.
. ECAPIESE L RIBAMRREIHY Secretld , —4 Secretld XYRIME—HY SecretKey , i SecretKey SFIREMBERES
Secretld String p3 .
Signature,

Signature String 2 BERER |, FARWIEERNEE  FERFIRESFIMASEITESE. BRTERES EOSC0HY.,
Version String = BAERY APL BORRAE. EUBESERZOXEPASLESE Version BUi5ER, FIAI=RSZE5A9RA 2017-03-12,
SignatureMethod | Strin = S22, Beisds HmacSHA256 #1 HmacSHAL, REIEEIS#19 HmacSHA256 Bt , A HmacSHA256 &%

d 9 T wires , HibERER HmacSHAL BIFSE,
T . = IREHIERFTRER Token |, FEESIGRIEE—HEFER. IGREHEF0 Token BEZHDSIERSTARREORE. KIS

oken String 7S

AEE Token ,

WRFRE - BRmERMEX 25100 1 #1607
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nuicgdlEs

btz ( Region ) RisEAIHIRHOAIMIEXI. tcecloud3IINIERRIEZ [AE2MRE | RIEREIRERAEEIFREMAAEL. ATREERNME. e T
BE , ENEERRERIE PRI,

ERILUE APLEN ENAMBINEIR EESARIMEZIE.

Hite#zO

WS : BRmEmEX 2101 7@ #1607
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47 /NG Py
PBEZ N RIREIHE
B SEFATE): 2024-09-11 15:05:13
1. #EOEA
EOEKIEA : cam.api3.finance.cloud.tencent.com,
BESNRIBEIRE
AR CERIAERIRS : 200%/70,

EOEHATE : 2022-08-11 19:02:25,

EOBEIOES SN,

2. NSEL

UTERSHIIRIGIH TIROBERSEIRD NHSY |, TEAHSEFIRNALERSH,

W

SHER Wik FEEFNULL it by

Action 2 & String ~HSEH, AEOEYE : AttachRolePolicies
Version 2 B String AHBE, AEOEE : 2019-01-16
Region 2 & String AHBY , FEOTFEERSEH,

Roleld £ a Uint64 ABID(SABERUE—T)

RoleName " B String AEEREHREIDKE—T)

Policyld & & Array of Uint64 ZEMRID list(55R8E listME—IR)
PolicyName & & Array of String SRERE list(SERERID listME—IR)

3. IS

SHER St A
Requestld String E—iEX ID , ®RIERESIRE., BT HEREZRIER Requestld,

4. RS
DU 7 8O SIS EEXRERID , EhERIFE LA HLEIR,
fRIRIG fk
FailedOperation.PolicyFull
InvalidParameter.OperatePoliciesOverLimit
InvalidParameter.PasswordLengthTooShort
InternalError.SystemError
InvalidParameter.ParamError

InvalidParameter.PolicyldNotExist

WIS : B emEX 6102 71 16013
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HENRARIEZIRE

BRITEHATE: 2024-09-11 15:05:13

1. wOfER

EOEKEA © cam.api3.finance.cloud.tencent.com,
ZA$Z0 ( AttachRolePolicy ) FAF4BEHIREIFEE,
BUAZEOIESIRERIRE : 200%/%,

EOEHRATE : 2022-08-11 19:02:25,

EOBIES SN,

2. ANSE

PINERSHFIRGE TEOBERSEMHBOIANHLSY | REAHSEGIRNAHLERSEH,
SHER whi%E FEFNULL E<it) fEk
Action = &5 String NHSE, AEOBYE : AttachRolePolicy
Version = a String NHESE, AEOBYE : 2019-01-16
Region 2 & String AHBY , FEOTFEERSEH,
Policyld = = Uint64 HREEID , A& Policyld5PolicyName—it—
AttachRoleld & S String AID , AFHEEMAE , A& AttachRoleld 5 AttachRoleName —i%—
AttachRoleName & = String AEER, BHEEME , NS AttachRoleld 5 AttachRoleName —i%—
PolicyName &= &= String HREEE , A&Policyld5PolicyName —i%k—
3. BitHEE
SHETR ESidl fEk
Requestld String W—EK ID , ®RERBIEE. ERFERAEZXIERA Requestld,

4. ERAG
DU 7 O SSBIEERRERID |, BRI ARG,
fRIRIG fEk
InvalidParameter.PolicyldNotExist
InternalError.SystemError
InvalidParameter.RoleNotExist

InvalidParameter.AttachmentFull

WIS : B emEX 6103 1 16013
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HES T REEIRER

BIREHATE: 2024-09-11 15:05:13

1. #EOEA

EOEKIESZ : cam.api3.finance.cloud.tencent.com,
PBES N AEEIRR

FIABOERIAERIRS : 200%/70,

EOEFRATE : 2023-02-09 15:36:51,

EOBEIOES SN,

2. ANSE

UTERSHIIRIGIH TIROBERSEIRD NHSY |, TEAHSEFIRNALERSH,

W
¥

SRR WAL FYFNULL &St R
Action =2 &5 String NHSE, AEOBYE : AttachRolesPolicy
Version = S String NHESE, AZEOBYE : 2019-01-16
Region 2 = String AHBH, FEOFFEERLSH,
Roleld = = Array of Uint64 AEID(EHEETRUE—IR)
RoleName S S Array of String ABEREABIDYME—IN)
Policyld B B Uint64 SRERID (S ERIg = ME—T)
PolicyName = a String REEE (SREZIDME—TN)

3. B
SHER ESit) ik
Requestld String H—iEK ID , 8REREBSIRE]. ENIAMAHEEREIZRIEKR Requestld,

4. RS
DU 7 8O SIS EEXRERID , EhERIFE LA HLEIR,
fRIRIG fk
FailedOperation.PolicyFull
InvalidParameter.OperatePoliciesOverLimit
InvalidParameter.PasswordLengthTooShort
InternalError.SystemError
InvalidParameter.ParamError

InvalidParameter.PolicyldNotExist

WS : BRmEmEX 25104 T@ #1607
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ellfEE

BRITEHATE: 2024-09-11 15:05:13

1. mOfER

EOEKEA © cam.api3.finance.cloud.tencent.com,
A0 ( CreatePolicy ) ATATEIZSRER.
BUAZCIBESIRERIRE : 200%/%,

FEOEFAYE : 2022-12-02 16:17:55,

EOMEINEE NN,
A s
2. INSE]
LAITNERESHFIRGIE TEOBSKSHEIEO AHSE , RBEAHSEFIRIA TGRS,
SHER e EFNULL SRR b
Action = &5 String NHSE, AEOBYE : CreatePolicy
Version 2 & String NHSE, AEOBYE : 2019-01-16
Region 2 & String 2HSY  AEOTFEERNSE.
PolicyName 2 &5 String HIRZ
Description = £ String  SREEHEA
HRBESIRY |, =451 - {"version":"2.0","statement":
[{"action":"name/sts:AssumeRole","effect":"allow","principal":{"service":
. . ["cloudaudit.cloud.tencent.com”,"cls.cloud.tencent.com"]}1} , principal B8 EA GBI, TFKEL
PolicyDocument = 5 Strin . .
Y =T 9 eumsE RNAELE
( http://imgcache.finance.cloud.tencent.com:80cloud.tencent.com/document/product/598/36221 )
imHE#Rolelnfo
CreateMode & a Uinted  BlEEE=
A s
3. s
SEER ESid) Ak
. . IBEIINATT I,
Policyld Uint64 s1%id
Requestld String H—FXK ID , BRIEKRERE], EMAREEREZRIERKE Requestld,

4. TEIRAY
PUMMRBUH 7 O SSZIERRAIEIRI , BRI ARG,
FEIRAD fER
InvalidParameter.ParamError
ResourceNotFound.UserNotExist

FailedOperation.PolicyFull

WRFRE - BRmERMEX 28105 1 #1607
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HIRED U
InternalError.SystemError

InvalidParameter.ActionNotExist

BlEmE

BT EHAYE: 2024-09-11 15:05:13

WS : BRmEmEX 25106 TW #1607

\|
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1. BOEA

EOEKIEA © cam.api3.finance.cloud.tencent.com,

AN ( CreateRole ) BFAIEHE.

EOMRCIERERERIRE © 200%/80.

O ERATE : 2022-08-11 19:02:25,

FEOMIOEE EM,

2. INSEL

TNERSHIIFRGIH TROERSEIRI LS,

SHER
Action
Version
Region

RoleName

PolicyDocument

Description
Consolelogin
SessionDuration

RoleType

3. mHSE
SEER
Roleld

Requestld

4. FERS

Wi

WD KD KD

Hm

o

o o o

i

String

String

FENULL k8

=

I |

iy

iy

i B B |

iy

iplaEE

String ~HSE, AEORE : CreateRole
String  A~HBE, AEOEYE : 2019-01-16
String AHSBY , FEOATELRISH,
String AEER
FERIRY |, =5 : {"version":"2.0","statement":
[{"action":"name/sts:AssumeRole","effect":"allow","principal":{"service":
Strin ["cloudaudit.cloud.tencent.com","cls.cloud.tencent.com"]}}1} , principal BFHEEABRIIEIIISR. KA
9 euTsR RMAELE
( http://imgcache.finance.cloud.tencent.com:80cloud.tencent.com/document/product/598/36221 )
S %{Rolelnfo
String fatiEA
Uinte4  EEREFER 1 ARG 0 ARG
Uinte4  ERISABIRIERNSEKESEARTICEE : 0~43200)
String A (system|user)
)
Jlie 2 bap] > IR
fAtlD

B—ER ID , SRERERIRE. ELITRAHRERAZRIERAT Requestld,

UM 7O S B IERRAIEIRT | BtERIF N ATHEIRD,

HIR

InvalidParameter.AttachmentFull

InvalidParameter.ConditionError

InvalidParameter.DescriptionLengthOverlimit

InvalidParameter.PrincipalError

WRFRE - BRmERMEX

6107 1 16013

\|
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fRIRIG Hk
InvalidParameter.RoleFull

InvalidParameter.RoleNameError

InvalidParameter.RoleNamelnUse

InvalidParameter.UserNotExist

InternalError.SystemError

InvalidParameter.ParamError

WS : BRmEmEX 25108 TW #1607
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AR o

ERITEHATE: 2024-09-11 15:05:13

1. wOfER

EOEKIEA : cam.api3.finance.cloud.tencent.com,
TR

BUAZEOIESIRERIRE : 200%/%,

EOEHRATE : 2022-08-11 19:02:25,

EOBIES SN,

2. NSEL

UTERSHIIFIGIE TROBERSEIRD ALY |, RBEAHSEFIRNAHLERSH,

SHER Wik FBEFNULL KB i)

Action = = String NHESE, AEOBYE : DeletePolicy
Version 2 sy String AHSE, AEOBYE : 2019-01-16
Region 2 = String PHBH, FEOFFTEERSE,
Policyld & & Array of Uint64 R , SARRERE id , SIS EMERRRS

3. S

SHER i R
Requestld String —iEK ID , ®RIEKRESIRE]., EMEAHEEREEZRIEK Requestld,

4. SERS
UM 7O S B IERRAEIRT | BRI N ATHEIRD,
HIRAY fEk
InternalError.SystemError
InvalidParameter.ParamError
InvalidParameter.PolicyldError
InvalidParameter.PolicyldNotExist
ResourceNotFound.NotFound

ResourceNotFound.PolicyldNotFound

WIS : B emEX %6109 1 16013

\|
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kR E

ERITEHATE: 2024-09-11 15:05:13

1. wOfER

EOEKIEA : cam.api3.finance.cloud.tencent.com,
A$%0 ( DeleteRole ) BTMRMEERE.
BUAZEOIESIRERIRE : 200%/%,

EOEHRATE : 2022-08-11 19:02:25,

EOBEIOES SN,

2. NSEL

UTERSHIIRIGIH TIROBERSEIRD NHSY |, TEAHSEFIRNALERSH,

SRR A1 FEFNULL ESit) R

Action = &5 String NIESEY , AEOEYE : DeleteRole

Version = S String N2, AEOEYE : 2019-01-16

Region 2 B String AHBH, MEOAFTEGRLSH,

Roleld & & String fArlD , ATEEAE . AZ Roleld 5 RoleName Zi%—
RoleName &5 FS String ABER , BHEE/AR . NS Roleld 5 RoleName Zi%—

3. WS

SEER E- it AR
Requestld String ME—EK ID , BRIEKREIRE], EMRRAHEEREEZRIEKAY Requestld,

ji -~
4. $EIRAG
PUMMRBUE 7 O SSZIERRAIEIRIG | BRI AR,
FEIRAD R
InternalError.SystemError

InvalidParameter.RoleNotExist

InvalidParameter.ParamError

WIS : B emEX %110 T1 16013

\|
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-
REFRBSIZR
EIAEFATIA): 2024-09-11 15:05:13
1. EOfR
EOEKEA © cam.api3.finance.cloud.tencent.com,
A%20 ( DescribeRoleList ) FAFRENKS TR ETIZE,
AR CERIAERIRS : 200%/70,
EOEFRAYE : 2022-12-02 16:09:25,
RO E &,
A s
2. MINSE]
LATFERESHFIRGIE T EOBSKSHEMEO AHSE , RBEAHSEFIRI TGRS,
SHER WA FEFNULL i b
Action =2 & String NHESE , ANEOBYE : DescribeRolelist
Version = - String NHEHSE, AMEOBYE : 2019-01-16
Region 2 & String AHBH , FEOFFEERSH,
Page L & Uint64 TS, N1FFER
Rp = & Uint64 U7, A BERTF200
Service & & String RAENRSKSHATIE
Keyword a & Array of String RatIaAaiEfdiE
A g2
3. IS
SEER i R
) Jlie s oapl > SN
List Rolelnfi
* aene FEBIEITIE,
TotalNum Uint64 gggg%mm"
Requestld String W—EXK ID , ®XIEKEPIRE. EIERAFEEREZRIERD Requestld,
4. FRS
PAMBIH T O SSIBERXAERE , EtEREEL A HLERD,
Hiehs R
InternalError.SystemError
InvalidParameter.ParamError
RS - B e EX 111w H160m
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fRREZ T RIERIRFA

BIREHATE: 2024-09-11 15:05:13

1. #EOEA

EOEKIEA : cam.api3.finance.cloud.tencent.com,
FEIRYDES N RIEEIFRF A

FIABOERIAERIRS : 200%/70,

EOEFRATE : 2022-08-11 19:02:25,

EOBEIOES SN,

2. NSEL

UTERSHIIRIGIH TIROBERSEIRD NHSY |, TEAHSEFIRNALERSH,

SRR WAIE FEFNULL ESit) R

Action =2 &5 String NHESE, AEOBYE : DetachGroupPolicies
Version 2 S String NHEHSE, AEOBYE : 2019-01-16

Region 2 & String NHSH, FEOFFEERLSH,

Groupld 2 & Uint64 FAF4RID

Policyld 2 & Array of Uint64 ZRESID list

3. WS

SEER E- it AR
Requestld String ME—EK ID , BRIEKREIRE], EMRRAHEEREEZRIEKAY Requestld,

4. TEIRAY
PUMMRBUE 7 O SSZIERRAIEIRI | BEtERIDF ARG,
FEIRAD TR
InvalidParameter.ParamError
InvalidParameter.PolicyldNotExist
InternalError.SystemError

InvalidParameter.PolicyldError

WIS : B emEX %112 71 #1601

\|
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MRS ERIBEIZ T RFPA

ERITEHATE: 2024-09-11 15:05:13

1. wOfER

EOEKIEA : cam.api3.finance.cloud.tencent.com,
RIEBERIREIZ N AFE

BUAZEOIESIRERIRE : 200%/%,

EOEHRATE : 2022-08-11 19:02:25,

EOBIES SN,

2. NS

UTERSHIIFIGIE TROBERSEIRD ALY |, RBEAHSEFIRNAHLERSH,

SHER Wik FEFNULL E-Sid) ik
Action = &5 String NHSE, AEOBYE : DetachGroupsPolicy
Version = a String NS, AEOBYE : 2019-01-16
Region 2 & String NHBH, FEOTTEEBISE,
Groupld 2 &= Array of Uint64 FF4EID list
Policyld p=3 &= Uint64 ZREZID
A s
3. imHSE
SEER it A
Requestld String ME—EK ID , BRIEKREIRE], EMRRAHEEREEZRIEKAY Requestld,

4. TEIRAY
PUMMRBUE 7 O SSZIERRAIEIRIG | BRI AR,
FEIRD fEk
InvalidParameter.ParamError
InvalidParameter.PolicyldNotExist
InternalError.SystemError

InvalidParameter.PolicyldError

WIS : B emEX %113 71 #1601
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RRRRIPERISEIZ AR

ERITEHATE: 2024-09-11 15:05:13

1. wOfER

EOEKIEA : cam.api3.finance.cloud.tencent.com,
RAPERIREIZ MR

BUAZEOIESIRERIRE : 200%/%,

EOEHRATE : 2022-08-11 19:02:25,

EOBEIOES SN,

2. NSEL

UTERSHIIRIGIH TIROBERSEIRD NHSY |, TEAHSEFIRNALERSH,

SHER WA FYFNULL 5] R
Action = &5 String NHSE, AEOBYE : DetachUsersPolicy
Version = S String NHESE, AEOBYE : 2019-01-16
Region 2 = String NHBH , FEOFTEERBISE,
TargetUin 2 S Array of Uint64 B#REFID list
Policyld = &= Uint64 TREZID
A s
3. imHSE
SEER E- it A
Requestld String ME—EK ID , BRIEKREIRE], EMRRAHEEREEZRIEKAY Requestld,

4. TEIRAY
PUMMRBUE 7 O SSZIERRAIEIRIG | BRI AR,
FEIRD TR
InvalidParameter.ParamError
InvalidParameter.PolicyldNotExist
FailedOperation.PolicyFull

InternalError.SystemError

WS : BRmEmEX %114 W #1607
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BEERIFS

BRITEHATE: 2024-09-11 15:05:13

1. wOfER

ZEOEKIES © cam.api3.finance.cloud.tencent.com,
AEO ( GetPolicy ) TRFEREERIEIFE.
BUAZCIBESIRERIRE : 200%/%,

EOEHATE : 2022-08-11 19:03:58,

EOBINER LN,

2. NS

UTERSHIIFIGIE TROBERSEIRD ALY |, RBEAHSEFIRNAHLERSH,

SHER WA FYFNULL i) HnA
Action = & String NHSE, AEOBYE : GetPolicy
Version = S String NS, AEOBYE : 2019-01-16
Region 2 & String AHBY , AEOTFEERLSH,
Policyld 2 & Uint64 SHRERId
A M
3. mHS
SHER E3id) AR
PolicyName String gzﬁ%%mm-
Description String WFI‘WE.
HEgRA
Type Uint64 ngﬁm' o
1 FXREENKRRE | 2 FoRTRR RS
. . IWSETIINATTIL,
AddTime Datetime ol
. . SRS AT I,
UpdateTime Datetime S REE
PolicyDocument String mﬂw}m’
PresetAlias String Wﬂ’mﬁh
&
IsServiceLinkedRolePolicy Uint64 gﬁiﬁggﬁ'
Requestld String W—iEK ID , ®RIEKREPEIRE]., B EEREZXIERE Requestld,

4. ERS

PUMRBUH 7O SS B IERRAIEIRTG | BRI ISR,

\|
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X BIHSTCE e

fRIRIG R
ResourceNotFound.PolicyldNotFound

InvalidParameter.ParamError

InternalError.SystemError

InvalidParameter.PolicyldError

WS : BRmEmEX %116 W #1607
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O BASTCE

SRR EIFIS

ERITEHATE: 2024-09-11 15:05:13

1. wOfER

EOEKIEA : cam.api3.finance.cloud.tencent.com,
FEO ( GetRole ) BTIRBUEERBINFMAER.
BUAZEOIESIRERIRE : 200%/%,

EOEHATE : 2022-08-11 19:03:58,

EOBIES SN,

2. NSEL

UTERSHIIFIGIE TROBERSEIRD ALY |, RBEAHSEFIRNAHLERSH,

SHER Wi FEFNULL -t b
Action £ & String AHSE, FEOBYE : GetRole
Version = S String NHESE, AZEOBYE : 2019-01-16
Region 2 = String ~HBY  AEOFLFERBISEH,
Roleld &5 = String A 1D, BHEE/AE , AZ Roleld 5 RoleName —i%&—
RoleName &5 &5 String AeE , BFEEA® . NS Roleld 5 RoleName —i%k—
A s
3. imHSE
SEER it A
Jlie ooyl IR
Rolelnfo Rolelnfo
AEIFE
Requestld String W—iEK ID , ®RIEKEPESIRE. EMIRRAFERAHZRIERD Requestld,

j:t A
4. 551R85
PUMMRBUH 7O SSZIERRAIEIRTG , BRI ARG,
FEIRD
InternalError.SystemError

InvalidParameter.ParamError

InvalidParameter.RoleNotExist

WS : BRmEmEX
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\|

£160m



O BASTCE

SRENIRSS R EAPIFIZR

ERITEHATE: 2024-09-11 15:05:13

1. wOfER

EOERISE : cam.api3.finance.cloud.tencent.com.
IRENIRSS R EAPIFIZR

BUAB SRR E - 200R/70,

EOEFHAIE : 2022-12-02 17:17:57,

EOBIES SN,

2. NSEL

iplaEE

LATFERESHFIRGIE T EOBSKSHEMEO AHSE , RBEAHSEFIRI TGRS,
SHER Wi FBIEFNULL 5] b
Action = & String NHSE, AEOBYE : GetServiceApiList
Version = S String NHEHSE, AEOBYE : 2019-01-16
Region 2 B String NHSH, FEOFFTEEBSEH,
IsReturnApi 2 &5 Uint64 EEREapi
A M
3. mHEE
SHER E3id) AR
List ServiceApilnfo ngwml
BRSSLARAPIFIRES
. . B EOIINART L,
Condit| St
ondition ring s S
- . . B EOIINARTIL,
S List S Apilnf
ervicelis erviceApilnfo BEFIE
Requestld String M—iEK ID , ®RIEKRESIRE], EAIRATHEEREZXIERKR Requestld,
30
4. l’EEllBEﬁE_'I

PUNFIE T O S5EEERR0ERTD | BRI AR,
=S
InternalError.SystemError

InvalidParameter.ParamError

InvalidParameter.ServiceTypeError

WS : BRmEmEX
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KBRS HBER

BRITEHATE: 2024-09-11 15:05:13

1. wOfER

ZEOEKIES © cam.api3.finance.cloud.tencent.com,

REURSRBER
BUAZCIBESIRERIRE : 200%/%,
EOEHAYE : 2022-12-27 15:52:05,

EOBINER LN,

2. NS

TFERSHIIFIG I TIROERSEIR D S

SRR A1

Action = 5
Version 2 =
Region = =
RoleName = S
PolicyName & &

3. IS

SHER ESidl
RoleName String
ServiceType String
ServiceTypeEn String
RoleDesc String
RoleDescEn String
PolicyName String
Remark String
EnRemark String
PolicyList RolePolicyList

Requestld String

WS : BRmEmEX

FEFNULL

#, TREAHSHGIRNAHIE RS,

s
String
String
String

String

Array of String

fA

HBEISIART I,
Bes

HAHFISFAIL.
MRS

S HSSMARTI,
Eavalle=pSicl

S HSSMARTI,
e

S HSSMAATI,
REIEA

HSHTSIMAATI,
TR RIS
HSHTSIMAATI,
TR
HSHTSIMARATI,
B84

B EISIARAT I,
SRIRFIZR

B

"
g2

B3, NEOEYE : GetServiceRolelnfo

D)

NHSE, AEOEYE : 2019-01-16

D\

HEE, FEOFFRERLSH,

I>>

aEIe=E
HRIRESIR

W—ERID , ®RERBIIRE. SR FERAZXIERE Requestld.

%119 ™
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H
4. 551xf5
ARG T RO S5 ERXAERD , BRI A SR,
SRS R
InvalidParameter.ParamError

InternalError.SystemError

WS : BRmEmEX 2120 7@ #1607
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EIRFARERAIREEIZR

ERITEHATE: 2024-09-11 15:05:13

1. wOfER

EOEKIEA : cam.api3.finance.cloud.tencent.com,

B E XA IR
EOAZECIERERERIRA] : 200%/%D,
EOEHAYE : 2022-08-11 19:03:58,
EOBINER LN,

2. NSEL

TFERSHIIFIG I TIROERSEIR D S

SRR WAL
Action =
Version =
Region =
TargetGroupld 2
Page =
Rp 2

3. S

SR ESidl
TotalNum Uint64
List AttachPolicyInfo
Requestld String
oz
4. FEIRES

FEFNULL ESic)
= String
S String
& String
= Uint64
B Uint64
= Uint64
ik
HEHSSMATI,
SRERSEL
HEHISMFATI,
SRERFIR

HEEE

#, TREAHSHGIRNAHIE RS,

ANHSE, ANEOBYE : ListAttachedGroupPolicies

, ANEOEYE : 2019-01-16

D\

PNHEBH, FEOTFTEERILSH,
FBF4EID
S, BUAMER 1, N1 FrA
K/, BIAMER 20

E—ER ID , SRERBPSERE. ETRSFERMIZRIEK Requestld.

UM 72O S BERRAIEIRTS | BRI ARG,

FHIREG
InvalidParameter.ParamError

InternalError.SystemError

WS : BRmEmEX
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O BASTCE

SREN A 4P ERIRARYIZR

ERITEHATE: 2024-09-11 15:05:13

1. wOfER

ORI : cam.api3.finance.cloud.tencent.com,

420 ( ListAttachedRolePolicies ) FEF3kEN A E4PERISEIRTIE,
BRI RITRIRS | 200R/F,

SEOEHATE | 2022-08-11 19:03:58,

EOBIES SN,

2. NSEL

UTERSHIIFIGIE TROBERSEIRD ALY |, RBEAHSEFIRNAHLERSH,

SHER Wik FEFNULL E-Sid) R
Action = &5 String NHESE , ANEOEYE : ListAttachedRolePolicies
Version 2 & String AHSE, AEOEYE : 2019-01-16
Region 2 & String AHBH, AEOLTEERLSH,
Roleld & & String A& 1D, BTHiEEAe .,
RoleName S &5 String AeE. BFiEEA® , A& Roleld 5 RoleName Zi%k—
PolicyType = &
Page 2 & Uint64 RS, M 1 FFeR
Rp = B Uint64 BIUTHL, FEEXTF200
A s
3. mHS
SHER ESid) R
. . IWSERIINATT L,
List AttachedPolicyOfRol
* acnedrone e oo SRR HRRF %
. IBERIINATT I,
TotalN Uint64
oramum " PRI
Requestld String H—iEXK ID , BXIEKRERE]., EMARAEEREZRIEKRAY Requestld,
ji\
. FEIRS
ARG 7O 5B EERREIRD | EERISFEN AL EIR,
SRS

InternalError.SystemError

InvalidParameter.ParamError

WS : BRmEmEX

AZ Roleld 5 RoleName Zi%—

String IZRIESENTE | UserRMYXERBENRE | QCSERRNMNEIRITuR R
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O BASTCE

HEEE

BRI RERAYSCIASIZR

BRITEHATE: 2024-09-11 15:05:13

1. mOfER

EOEKEA © cam.api3.finance.cloud.tencent.com,

A0 ( ListEntitiesForPolicy ) AT BT EIAARIEKEAAISLATIZR,
BRAZEOIESRIERIRS : 200%/%0,

EOEHAYE : 2022-08-11 19:03:58,

EOBIES SN,

2. ANSE

UTERSHIIFIGIE TROBERSEIRD ALY |, RBEAHSEFIRNAHLERSH,

SHER Wik FEENULL 3B

fhR

Action =2 3 String NHSE, AEOBYE : ListEntitiesForPolicy
Version = = String AHBE, AEOBYE : 2019-01-16
Region 2 = String  AHSH, MEOATEEBISEL,
Policyld g2 = Uint64 & id
Page B = Uinte4  TIf3, BUAMER 1, W1 FrA
Rp B a Uinte4  BTTA/)N, BHAER 20
EntitvFilter & = Strin EJEYE 'All', 'User', 'Group' #1 'Role’ , 'All' RREFTASLIASER | "User' RRFREVFUS | 'Group' RiniR
Y = | = 9 pEEPE , Role FRRKEAE , BIADUAI
A s
3. WS
SHER ESid) R
TotalNum Uint64 gm%ﬁm.
List AttachEntityOfPolicy ;EMWU%%WW’.
Requestld String H—igXK ID , BXIEKRESRE]., EMARAEEREZRIERKEY Requestld,
o i = |
4. $EiRAG
PATXEIHE 7O S5BEERREIRID | BRI A ERD,
%Elfﬁql .‘J’fﬁﬁ

InvalidParameter.PolicyldError

InvalidParameter.ParamError

InternalError.SystemError

WS : BRmEmEX
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X BIHSTCE e

EfRERSIZR

ERITEHATE: 2024-09-11 15:05:13

1. #EOEA

EOEKIEA : cam.api3.finance.cloud.tencent.com,
A0 ( ListPolicies ) ATATEIASRMLTIE.
FIABOERIAERIRS : 200%/70,

EOEFRAE : 2022-12-02 16:37:36,

EOBEIOES SN,

2. NS

IIFBRSHFIRGIH TEROBRSEFO NS, RBEAHSHTIRDAHLIERSE,
SR W% FOPFNULL 83 fEik
Action g2 & String  NHBE, AEOEYE : ListPolicies
Version = = String NHSE, AEOBYE : 2019-01-16
Region 2 = String  AHBH, MEOFFEECBLLSH.
Rp a B Uinted ~ BTTHE , BUAMER 20 , £4UKTF 0 BAVFEET 200
Page B = Uinte4  TTR3 , BUAMER 1, M 1FHE , ABEXTF 200
Scope = = String ;_I{EXA{% ‘All'l 'QCS' 1 'Local', 'All' SRERFTESRES , 'QCS' FIRENFUIRSRES | 'Local' FERENEESRES | EOA
Keyword 5 = String iz e =quin)
TargetUin B = Uint64  #RUinlLHD
TargetGroupld & S Uint64  1Z4AIdITER
TargetRoleld & = Uinte4  IRfataIdILED
ServiceType S &= String 1 RIdIUES |, fcvm
Client &5 S String VAR |, i=8lE79" console”
FlagUin B = Uint64  ZUIntRICKER
FlagGroupld B " Uinté4  #ZGroupldiRic<Ek
FlagRoleld S a Uinte4  IRFEBIMIREKEL
CreateMode = = Uint64 BUEEEEY | LR mINREa I BRUREIE | 2 REIEACIE ; 3 ERIRAEREREIE ; 4 ITERINOE | 548
IBRIBFTHIN Bl3E
3. BHEE
SHETR ESidl ik
. SEIIUTN
TotalNum Uint64 gzgg%ﬂm

WS : BRmEmEX %124 W #1607
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X BIHSTCE e

SHER ESid) fia
B HSIMAET I,

HIREUE , FESNARELE policyld. policyName, addTime, type. description, createMode FE&, Hr :
<br>policyld : %#& id <br>policyName : 588% <br>addTime : FREEEIZERE <br>type : 1 FREENERE , 2 TRIUL
Mg <br>description : ZREgHEA <br>createMode : 1 FRNMRISTEREIZENIZEE , EfERRILUEERBSEBITR
BRIEI A HTERES <br>Attachments: KEXRIFF £ <br>ServiceType: SREEKELAUF=T <br>IsAttached: HHEEFIRCLIAZE
BEERBKEIIA AN, 0FRTARKIKRRS , 1FRNC KBRS

List StrategyInfo

ServiceTypelList String L BHFISRRT AL,
IRETIE
Requestld String K—iEK ID , SRERGLRE, ERIDEEEIREZRERE Requestld,

4. SERS
PG T O SSIBEERAERID , BRI AR,
FEIRIG ik
InvalidParameter.ParamError
InvalidParameter.UinError
InternalError.SystemError
InvalidParameter.ScopeError
InvalidParameter.KeywordError
InvalidParameter.GroupldError

InvalidParameter.ServiceTypeError

WIS : B emEX %125 1 #1160
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(S A SR

BIREHATE: 2024-09-11 15:05:13

1. EOfR

EOEKIESZ : cam.api3.finance.cloud.tencent.com,

A0 ( UpdateAssumeRolePolicy ) FRTFEX A ESIERIRAIRIE S,
FIABOERIAERIRS : 200%/70,

EOEFRATE : 2022-08-11 19:02:25,

EOBEIOES SN,

2. ANSE

PINERSHFIRGE TEOBERSEMBOI NS, REAHSEGIRNAHLERSEH,
SRR Wik SREENULL 268 R
Action =2 = String NHSE, AEOBYE : UpdateAssumeRolePolicy
Version = S String  AHES%, AEOBYE : 2019-01-16
Region 2 & String  AHSH , AEORFEERBISH.
Roleld S & String fAriD , ATEEAE . AZ Roleld 5 RoleName Zi%—
RoleName & B String  ABER, BTFEEAE , A2 Roleld 5 RoleName Zi—

SRR |, 7~ - {"version":"2.0","statement":
[{"action":"name/sts:AssumeRole","effect":"allow","principal":{"service":
["cloudaudit.cloud.tencent.com"”,"cls.cloud.tencent.com"I}}]} , principal BFgEAmEHIEIITS, FKE

PolicyDocument = 5 Strin R o .
Y = | H 9 suTsE REEEEHE
( http://imgcache.finance.cloud.tencent.com:80cloud.tencent.com/document/product/598/36221 )
i 2%Rolelnfo
v *
3. s
SHETR ESidl fEk
Requestld String ME—iEK ID , ®RIEKRESIRE]., BT HEERMZRIERK Requestld,

4. ERG

PUMRBUH 7O SSBIERRAIEIRT , BRI ARG,

B
4

HIRAS
InvalidParameter.ConditionError
InvalidParameter.VersionError
InternalError.SystemError
InvalidParameter.AttachmentFull
InvalidParameter.PrincipalError

InvalidParameter.RoleNotExist

WS : BRmEmEX 2126 TW #1607

\|



X BIHSTCE e

fRIRIG Hk

InvalidParameter.ParamError

SRR

WS : BRmEmEX 2127 W #1607
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1. EOEA

EOEKRES © cam.api3.finance.cloud.tencent.com,

HEEE

A0 (UpdatePolicy ) ATATEREE. WREFERIIRE  MEOSEEEMRBIBOARE | FSOEHRE , MREAFEEARERE , NERE— A

R,

BROAECIERIRERIRS « 200R/%0,
O ERATE : 2022-08-11 19:02:25,

BROBRESEEN,

2. NS

UTNERSHIIFRGIH TROERSEEI LS,

SHER
Action
Version
Region
Policyld
PolicyName

Description

PolicyDocument

3. FtHS4Y

SHER

Requestld

4. tEHIRES

UG T SO S B IERRAERED | EERETFER

FEIRD

Wik FEFENULL 33

= a String
2 = String
= = String
= = Uint64
& & String
o = String
& & String

ESid) fEk

String E—EKRID ,

InvalidParameter.PolicyNameError

InvalidParameter.PrincipalError

InvalidParameter.ConditionError

InvalidParameter.ParamError

InvalidParameter.PolicyDocumentError

InvalidParameter.ActionError

ResourceNotFound.PolicyldNotFound

WRFRE - BRmERMEX

HMoaES

L=VN

4, 24208VE : UpdatePolicy
AHSE, AEOEE : 2019-01-16
AHBH , AEOTTEERLSH,

SRRSID

SRHEE

REGHIA

REESIRY |, =451 - {"version":"2.0","statement":
[{"action":"name/sts:AssumeRole","effect":"allow","principal":{"service":

["cloudaudit.cloud.tencent.com","cls.cloud.tencent.com"]}}1} , principal B8 EAENBITS. KA

ZSHATSR REARIES

( http://imgcache.finance.cloud.tencent.com:80cloud.tencent.com/document/product/598/36221 )

S E#Rolelnfo

NHLEEIRD,

SKEPRIRE], EAITERTHEERHZXIEKAY Requestld,

S
2
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FEIRD o

=

InvalidParameter.NotSupportProduct
InvalidParameter.PolicyDocumentLengthOverLimit
ResourceNotFound.UserNotExist
InternalError.SystemError
InvalidParameter.StatementError
InvalidParameter.VersionError
InvalidParameter.EffectError
InvalidParameter.PolicyldNotExist
InvalidParameter.PolicyldError
InvalidParameter.ResourceError
InvalidParameter.UserNotExist
ResourceNotFound.GroupNotExist
ResourceNotFound.NotFound
FailedOperation.PolicyNamelnUse
InvalidParameter.AttachmentFull
UnauthorizedOperation

InvalidParameter.DescriptionLengthOverlimit

WS : BRmEmEX 129 W #1607
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FFExEO
SEEVCAMZZRGHIT

SIREFATE: 2024-09-11 15:05:13

1. EOfER

EOiEKHE © cam.api3.finance.cloud.tencent.com,

AfEO{GetPasswordRules} i F3REN P RIZISIZ BRI

BONZONSRIRZLRE] - 200%/7D,
REOE#AIE : 2022-08-11 19:06:02,

EORREZRTEN,

2. NS

LUTERSHFIRGIH TIROBRSEFEL A

SHETR Witk
Action = =
Version p3 =
Region = =
A M
3. FitHEE
SR ESid)
Rules PasswordRules
UpdateTime String
Modifier String
BlackList String
Requestld String
4 %ﬂ:t‘l:l
Hix0D

ZEOE RS BEEXERT  EERIDFEIN

WS : BRmEmEX

FBEFNULL

HEH  REAHSHIIRDA LGRS,

\

il b
String NHESE , AEOEYE : GetPasswordRules
String NHSE, AEOBYE : 2019-01-16
String AHSH , FEOREEERNSE,

b

Jlie s oapl e SN

ERMNIGZE

Jlie 2 papl e SN

SERATA

Jlie 2 papl e SN

B

IHBEIINART L,

BEBFRFEFIFson string

H—EK ID , ®RIEKEPSIRE], EIRREAFEREIZIXIERDN Requestld,

EIES R

%130 ™
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O BASTCE

EFFCAMZE DALY

ERITEHATE: 2024-09-11 15:05:14

1. wOfER

EOEREE :
B TR RIS ENN
BUAZEOIESIRERIRE : 200%/%,
EOEHAYE : 2022-08-11 19:06:02,

EOBEIOES SN,

2. NS

TNERSHIIFRIG I TIROBERSEIR D A HS

SHER WA FEFNULL
Action p=3 =
Version 2 =
Region = a
Rules 2 =
BlackList & &

A s

3. IS

SEER B3] )
Requestld String

H >

. EIRS

ZEOE LS BEEXAERT  EERIER

WS : BRmEmEX

cam.api3.finance.cloud.tencent.com,

String
String
String
PasswordRules

String

AHEERG.

ek
NHS¥, ANEOEYE : UpdatePasswordRules

HS8, AEOBYE : 2019-01-16

NEBY , FEOREESGRIEH.
ERGEEN
BT GEFIF son string

K—ERID , ®RERBRIRE. SR FERAZXIERE Requestld,

%131 ™

HEEE

#1603



X BIHSTCE e

Bt itrsiEr
FriSoauthfic &

SIREFATE: 2024-09-11 15:05:14

1. EOfER

EOiEKHE © cam.api3.finance.cloud.tencent.com,
Frioauthfic &

EOAECIESRIERIRS) : 200R/F,

EOSEHATE : 2022-12-12 19:35:47,

EOBEINES R,

2. NS

TNERSHFIRGIH TEROBRSHIRD AHSY , RBEAHSHIIRDATLERSE,

SHER Wi FEENULL ESid) A
Action 2 S String NHESE , AEOEYE : CreateOauthProvider
Version = = String ~HSE, AEORE : 2019-01-16
Region =1 & String AHSH, FEORFEERLBEL,
Name = B String BHRATE (Bl ) BR
Desc & & String T
Clientld = = String AR AR
ClientSecret 2 S String FERRRFRRYZESE
AuthorizeUri 2 & String oauthIGEERYE S url
AccessTokenUri 2 a String $#Hlaccess_token url
GetUserInfoUri <3 & String SRR ERurl
UserNameField P & String ERMWSINFERZR
NickNameField & & String BERRXS R ERZFR
PhoneNumpField = = String FHNSHRFRETR
EmailField — 5 String HRFERI N FER B R
IsSyncldpUser = = Int64 2ERE idp FF
3. B
SR ESis) fEk
Id Int64 ?wﬁgrmm'
Name String BBEISHEIR,
BR

WIS : B emEX %132 71 H160m
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X BIHSTCE shieE

SEER i A
) . IBERIINAET L,
SAMLProviderArn String SAMLProviderArn
Requestld String H—iEK ID , ®RIEKREPEIRE]., BRI EEREZXIERE Requestld,
:I:t‘l:l
4, %EI =S

PUMRBUE 7O SSZIERRAIEIRIG , BRI A TSR,

fRIRIG Hk

FailedOperation.IdentityExist

WS : BRmEmEX 2133 T #1607
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SREX AP oauthtriR

BIREATE: 2024-09-11 15:05:14

1. wOfER

EOEKIESZ : cam.api3.finance.cloud.tencent.com,
KRS =7 F&kTaccess token
BUAZCIBESSRERIRE : 200%/%,

BEOEHATE : 2022-08-11 19:05:48,

EORREZTEN,

2. NS

UTERSHIIRIGIH TIROBERSEIRD NHSY |, TEAHSEFIRNALERSH,

SRR WAL FEFNULL & <it) A

Action 2 & String NHSH, ANMEOBYE : GetUserAccessToken
Version = S String NHEHSE, ANMZEOBYE : 2019-01-16

Region 2 & String AHBY , AEOTFEERLSH,
UserAuthCode g2 S String auth codefZiEE

OpenAccessToken ) & String S =7Faccess token , SZIEUEAA.

3. S

SHETR ] fk
Appld String :ﬁfﬁaﬁﬂﬁm

UserOpenld String gﬁﬁﬁ‘:ﬁﬂ.

UserUnionld String gﬁg’;gﬁm.

UserAccessToken String ggﬁﬁmk’;n

ExpiresAt Int64 g;ﬁg%mm'

UserRefreshToken String mﬁtﬁm-

Scope String 9"7"—“Jm-

Requestld String H—iEK ID , BREREBIRE], EfERFEERZRIBEKA Requestld,

4. EIRS

UM 7O S BERRAIEIRTT | BRI N ARG,

WS : BRmEmEX %134 W #1607
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HiRhD R
InvalidParameter.ParamError
InternalError.SystemError

FailedOperation.AuthCodeError

WS : BRmEmEX 2135 @ #1607
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RIFETEBFuserAccessToken

ERITEHATE: 2024-09-11 15:05:14

1. wOfER

EOEKIEA : cam.api3.finance.cloud.tencent.com,
RIS =/5access_token

BUAB SRR E - 200R/70,

EOEHATE : 2022-08-11 19:05:48,

EORREZTEN,

2. NS

UTERSHIIRIGIH TIROBERSEIRD NHSY |, TEAHSEFIRNALERSH,

SHER WA FEFNULL E-Sit) b
Action =2 &5 String NHESEY , ANEOEYE : RefreshUserToken
Version = = String NHESE, AEOBYE : 2019-01-16
Region 2 & String NHBH, FEOTTEEBLSH,
UserRefreshToken 2 &5 String AP RIFrtoken
UserOpenld =3 & String FFopenld
A s
3. IS
SEER it A
UserAccessToken String %:i 7_3_; a\cjfstsEtIcT(';n
. HEEBIINAET I,
E At Int64
xpires. n e
Appld String mﬂghmm°
Requestld String W—EK ID , ®XIEKEPEIRE. EIERAFEEREZRIERD Requestld,

4. ERS

UM 7O SS B IERRAIEIRT , BtEREF N ARG,

B
4

HiRhD
FailedOperation.RefreshTokenError
InvalidParameter.ParamError

InternalError.SystemError

WS : BRmEmEX %136 I

iplaEE

\|

£160m



X BIHSTCE e

EFOauthBEE B =R

ERITEHATE: 2024-09-11 15:05:14

1. #EOEA

EOEKIEA : cam.api3.finance.cloud.tencent.com,
E#OauthFL S8

FIABOERIAERIRS : 200%/70,

EOSEFHATE : 2022-11-16 17:05:50,

EOBEIOES SN,

2. NS

UTERSHIIRIGIH TIROBERSEIRD NHSY |, TEAHSEFIRNALERSH,

W

SRR WhisE FEFNULL E-Sit] A
Action g2 & String ANHBE, AEOBYE : UpdateOauthProvider
Version = S String AHBE, AFOEYE : 2019-01-16
Region 2 & String AHBY , AEOTFEERLSH,
Desc &= B String &iE
Name 2 = String Bt (k) BIR
Id 2 = Int64 id
OwnerUin 2 = Int64 OwnerUin
Clientld 2 S String FERRRIFERYId
ClientSecret 2 i String BRI FBRYE R
AuthorizeUri — & String oauthISIHERYEBurl
AccessTokenUri — & String $%HXaccess_token url
GetUserInfoUri 2 & String FREBRERur
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"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
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