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B, FERRAEFREER | MHr- i,

I
é TR A BR FTAERR
Hi SC{BI R AN 241, 28.1 1.1.1
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;g HRELEHY BEME |, L= HEWIES SRR
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HEBAS ( CKafka ) iTZifiA

HEBAFI CKafka LISERIROR/UESE | SOFREHER (/I8 ) (J28iEt.

* FAFTEEI#E CKafka SLAIMAHE , RAKBERWLR , AFEEWER FEZE CKaftka FHESTIGERHS | KRASBEiHEWIZAN
1%. ERFRAMEEHREWSLEINE.

* CKafka FUZRF=KEHER | —SLAHIRVZERRA , BUATHAFISENSAIEE | —BHET 2%  BUR TR EFRAILEIIE LB
INAYRLESE ; = 2EWMEXER Partition &g EURFRFEFURAISEAIRIAES LIENNRY Partition £,

o JEMSLHIRT , BREMIFIISIEETE. Partition SHIHBRENGE  REWINLFINSEA = EELEGZER + Partition
BERMT x ERHh Partition #& + 100 + Eﬁﬁﬁgﬁbl x HEAE + 100) x MWEAHL,

LR

HEBAT CKafka tHRIBIEERIIMEENREESERR , DATRAIEGIZEE, BFHE TCE EERAH EEEREASMASEET N
SN,

FRERR
S IE{ETEERES (MB/s) E4 Partitionfifg (1)
ANIJE 40 60
TR 100 100
FINEL 150 225
BER 180 225
SMELL 300 500
EMEIL2 400 500
EMEL3 600 550
EMEL4 900 700
R 1200 1500
Evhi
Mg IHEFEMEE (MB/s ) E£& Partitionfg (1)
ERtE x =20 400
40 < x<60 800
60 < x<120 900
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)

RO R EENEHTRE. LY SENERI
BE L EANISHMESE. i, BPEE THNESS , #EEE0AJ 1000GB | XEHREF T LUBHET B EI&2 2500GB , A

15 #£327

IRAEHEARSIE | TiEB



O BASTCE

MSEFT(

BRITEHAYE): 2025-10-11 18:10:00

OSLySE

iHEBAFI CKafka RABRFEA-TUTBAGTEL , BARRIUTESRWERS
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* 7f CKafka T , G, HERE. WINKFEE.

s [ERUESAE , Bl (M) | RIERFIEREER IR , BIESERI.
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BIEn=

ZEFIESEEE CKafka Z=HI & EIZSLHIFEREFAB ML,

AR

s EMXTMRSER.
o CEIEMEML,

BIFLE

1. &% CKafka #&=#H&8.
2. EEMSME R LB | BT i #FALFBWIR , RIEESUSHERERUIES.
o ITZMER : IREITE.
o ithiE : EEFAIEE E P imAEIRIEITAT b
o Pl  IRIBIEETEEMEESEIRENNAES,
o HEMRE : SBEfE 24 ~ 2160 /\id, EHWESFEARTE ( BIHEIKLDARI0% ) BT , H&

iHEBAF ( CKafka)

RRIMERIBRSES. | LARRIRSS AT FatE.

o FAEML | IEFRRICIBIFAS CVM —BI0FAE RS, ERFREENEMAERER SE NS ERR 28RN,

o SCAIBFR : WSESNSEART | Sl SLhEREF B AR IEER AR IIRE.

3. B [(W3E] |, REFE3 ~ SO MR AESLAIF IR BRI B FRISEA.
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BEp=
RESIESEES CKafka FHIATEERITASEAI RO Topic,

1. ZF CKafka 1=#l&.
2. TESLBIBISRTT |, BAERICIRIFAISEAIRY ID/BFR" , FENSEHIFER.
3. FESEIFETR , SATTREIRERAY Topic B3 , SR,

4. TE4%48 Topic BOH , 1EES REFEIAHZHEE.
o ZFR : Topic BiR , MABLEEY , BMREEEFE. HF. Tk "-"f".
o HXE  —MIEESXAMEE , — Topic L BE—EEZA Partition , CKafka LA Partition {EA55ECEAL,
o EIA%Y : Partition BEIAMNEL , FAFRIE Partition NERTA , AIREEUER R, SRIASHFRIEEREIA Topic , BIAFFE2E!
A, BIAFBESEN, HIINEFEET 11 Topic, 64MD K. 20EIAR | BPADKEE—HATL* 6 * 2 = 121,
o B FEHERHE  REARKHEFBH IP AaAEIZ Topic , BRURELIELZS (1EHE Topic fI4R1E Topic WEMYAUFFEA
B8,
5. BARRAz5eRY Topic B,
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B{Ens

LRl TeRkfE | BEXILHIRIT—E VPC MEBIRH |, ZESIESEREY CKafka EHETEIZIFAISLARIN VPC MESHH.

RIS

B e,

BESR

1. #£ CKafka SEffI5Iz% TUE , S HEL QUEAISLHIRYID/BFR".

2. fEsLhFBTIm |

RS TR PRI INBSEERRE | Fri%—5 VPC MEERH. FINEIRE VPC MgiHaaRE 0.
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BIEn=

iHEBAF ( CKafka)

ZESLA Java BRImABFESEERVPCREZNEESI CKaftka FKLRIER, BEMESEFimES%E SDKIHY,

AR

o A1 8akLA EhAs JDK
o 22D 5aEill FhRZS Maven
e T#; Demo

BIFLE

HB— : B0 Java #KHEE
£ pom.xml FFRANLATEL,

<dependency>
<groupld>org.apache kafka</groupld >
<artifactld>kafka-clients</artifactld >
<version>0.10.2.2</version>
</dependency>

FB— . HREE
1. BIEEEBNT CKafkafe &34 kafka.properties,

## BEIRANL | =6 SRILAFBIREREA S TRRAINETISH.
bootstrap.servers=ckafka-XxXXXXXXXXXXXXXXX
## FeETopic , 1EizHlE EtopicEEREE.

topic=XXX

## FZ&Consumer Group , A LABEENIRE
group.id=XXX

B8 158

BN | S SRS BRERNSTIRRAIN B IS .

bootstrap.servers
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S 15t88
topicZFR , ERILATEEHIE Ltopic EERmEmSH.
topic
group.id EeIL A BENIRE |, demoiz{THINERILAE Consumer Group TRHIEEIZIBEE .

2. BB E N INEFERCKafkaConfigurerjava,

public class CKafkaConfigurer {
private static Properties properties;

public synchronized static Properties getCKafkaProperties() {
if (null != properties) {

return properties;

}

/FREREE & X {kafka.propertiesHINE.

Properties kafkaProperties = new Properties();

try {
kafkaProperties.load(CKafkaProducerDemo.class.getClassLoader().getResourceAsStream("kafka.properties"));
} catch (Exception e) {
System.out.printin("getCKafkaProperties error");

}

properties = kafkaProperties;

return kafkaProperties;

}
}
FTE= . KXHER

1. RES%F=HEERF CKafkaProducerDemo.java,

public class CKafkaProducerDemo {

public static void main(String argsl]) {
//hn&kkafka.properties,
Properties kafkaProperties = CKafkaConfigurer.getCKafkaProperties();

Properties properties = new Properties();
/RBENR | BRI QIREI M TopicAHEN R,
properties.put(ProducerConfig.BOOTSTRAP_SERVERS_CONFIG, kafkaProperties.getProperty("bootstrap.servers"));

//iBEBAFIKafkahBRHIFZILAR, ttitdemo EFEAYZEStringSerializer,
properties.put(ProducerConfig.KEY_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");
properties.put(ProducerConfig.VALUE_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");
/[TERAIBRAEFATIA],
properties.put(ProducerConfig.MAX_BLOCK_MS_CONFIG, 30 * 1000);
/[ REEFIRREBEINREL.
properties.put(ProducerConfig.RETRIES_CONFIG, 5);
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/REEFimREREIIENE.
properties.put(ProducerConfig.RECONNECT_BACKOFF_MS_CONFIG, 3000);
//¥FE&Producer3ds,

KafkaProducer<String, String> producer = new KafkaProducer<>(properties);

/HFE—NEEBAFIKafkahiiER.
String topic = kafkaProperties.getProperty("topic"); //iHERTENTopic , BERHESHBEZE , EEEXE,
String value = "this is ckafka msg value"; ///HERIRE.

try {

//HEFREXFutureISRATLANNRIZRE, (BIEE, fEEAEAK.
List<Future<RecordMetadata> > futurelList = new ArrayList<>(128);

for (inti=0;i< 10;i++) {

/IRIEBR  FERE— 1 FutureXds,

ProducerRecord <String, String> kafkaMsg = new ProducerRecord <> (topic,
value + "1 " +i);

Future<RecordMetadata> metadataFuture = producer.send(kafkaMsg);

futurelList.add(metadataFuture);

}

producer.flush();

for (Future<RecordMetadata> future : futureList) {

// RSB FutureXI S AVLE R,

RecordMetadata recordMetadata = future.get();
System.out.printIn("produce send ok: " + recordMetadata.toString());

}

} catch (Exception e) {

/IBFImAEERZE | MRAKRERY , WSENITLEEIR,
System.out.printIn("error occurred”);

}
}
}

2. #RiFFHHEIT CKafkaProducerDemo java &Ii%XEA,
3. IE1T4R.

Produce ok:ckafka-topic-demo-0@198
Produce ok:ckafka-topic-demo-0@199

4. 7£ CKafka #=HIGHY topicEENME , EFENMA) topic , REES>HEER , EENRIRXATEE.

$BEN : HEER

1. gEEConsumer 1T EEFER CKafkaConsumerDemo.java,

public class CKafkaConsumerDemo {

public static void main(String args[]) {

//hn#kkafka.properties,

Properties kafkaProperties = CKafkaConfigurer.getCKafkaProperties();

Properties props = new Properties();
/[EREEANR , BB QIRB R TopicAHEA .

WS : BRmEmEX 5822 71 H327m
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props.put(ProducerConfig.BOOTSTRAP_SERVERS_CONFIG, kafkaProperties.getProperty("bootstrap.servers"));
//FEIRPollZ [BRSER A FEFFERR.

/[BEEBIZELEREIO , RBIHAMTEZRELTIFEERS | RSIHEHEZEE M Consumer Group#hiFttizRebalance ,
ZKIA30s,

props.put(ConsumerConfig.SESSION_TIMEOUT_MS_CONFIG, 30000);

//BIRPOIIIGRKREE.

/ERZEAEBISAK |, JIRPoll RSEUE | MAREE MRPollZATEZEST , NSflA —XRAHEIE , F4ERIT,
props.put(ConsumerConfig. MAX_POLL_RECORDS_CONFIG, 30);

//BRARFFIETSZ.

props.put(ConsumerConfig.KEY_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");
props.put(ConsumerConfig.VALUE_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");

/BTE—MERIHELS , SREHRER.

props.put(ConsumerConfig. GROUP_ID_CONFIG, kafkaProperties.getProperty("group.id"));
/IKEHEERSR |, RIER—NEZESLA,

KafkaConsumer<String, String> consumer = new KafkaConsumer<>(props);

/REBEERAT RN Topic , ILATRZAN.

//9NERGROUP_ID_CONFIGE—#F , NIT R TopictBZ IR E R —HF.

List<String> subscribedTopics = new ArrayList<>();

/NRFETFEZ A Topic , MAEXERINFERIA,

/18 TopicRESiEi=H a1 TelE,

String topicStr = kafkaProperties.getProperty("topic");

String[] topics = topicStr.split(",");

for (String topic : topics) {

subscribedTopics.add(topic.trim());

}

consumer.subscribe(subscribedTopics);

//TBIREEER.

while (true) {

try {

ConsumerRecords<String, String> records = consumer.poll(1000);

//WIRFE TR Poll Z BB EREiX LediiE, B ER A SiEid SESSION_TIMEOUT_MS_CONFIG,
[/ — P ERERERE R BERER | RERPIREE

for (ConsumerRecord <String, String> record : records) {

System.out.printin(

String.format("Consume partition:%d offset:%d", record.partition(), record.offset()));

}

} catch (Exception e) {

System.out.printIn("consumer error!");

}

}

}

}
2. fRi¥FHEITCKafkaConsumerDemo java HZEHE.
3. IBf74ER.

Consume partition:0 offset:298
Consume partition:0 offset:299

4. 7£ CKafka =& HIConsumer GrouplRE , iSRS NANHERERIR , FEERAZREN topic BFR , mEFEE  EEHZHTS.
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iz{TkaftkaZ i

BRITEHAYE: 2025-10-11 18:10:00

BIEm=

ZESIBSEEME CKafka fRSSE |, #A Kafka APL, EBIN=E£RMEXRSEE HERE CKafka RIBE , A TFEHFHRE Katka TR
& , 737 Kafka APIL 3Tk,

BIFSE
$EEL : T4 JIDK R
1. 108 Java 8,
A &g, PUTAI T E< -
java -version
SNSRI Java MRAS |, BiHA Java AT ; MNRIRERE Java |, 1§ %% Java REFFREM (JDK)

2. i&i Java ﬂ;ﬁo
IRE JAVA_HOME INEETE , FHEMEWIEE ERY Java ©xBR. LA Java JDK 1.8.0_20 MRAAf) , FERFRIMLINT :

BFRS o]

Windows Set the environment variable JAVA_HOME to
C:\Program Files\Java\jdkjdk1.8.0_20

Linux export JAVA_HOME=/usr/local/java-current

Mac OSX export JAVA_HOME=/Library/Java/Home

1§ Java fmiEssttb bR INE R FEREZ T

RS T

Windows B E",C:\Program Files\Java\jdk1.8.0_20\bin" ;MBI R FZE"Path"lIKE
Linux export PATH=$PATH:$JAVA_HOME/bin/

Mac OSX not required

R LEREIRY java -version #p<$IIE Java TEE,

FB2 . T# Katka TEE
TEHMEE Kafka 226, ( Kafka 20 EM FEHBIE> > )

3 . Kafka API Uiz
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B CL apSAEFFIiHEHER , =2 /bin BRT.
1L THRIREEERE.

bash kafka-console-consumer.sh --bootstrap-server XXXX:port --topic XXXX --consumer.config ../config/consumer.prop
erties

o & XXXX:port Bk VPCRLLIHRNERSE SinO | fEEHALAFEREN [BASR] HEHRIKE,
o topic : & XXXXEipktopicRiR , TiEHE [topicEIE] TREIAEL.

2. RS RIREHREFE.

bash kafka-console-producer.sh --broker-list XXXX:port --topic XXXX --producer.config ../config/producer.properties

o & XXXX:port EipkVPCRLIHIEANEZ SimO , EEHEEAIFRERE EATT] HEHRIRE.
o topic : $§ XXXX&HptopicEfR , TEEHG [topicEE] TEIREL.

MANHRRBZEEREE , BEEZERRT/VFRIEES.
EFEER

HEHE ¢ 3. 7£ CKafka =HIGHEEANE , EERNIAXIEERE.

HEFEWT :

WS : BRmEmEX 5825 TR #327m
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#R{EISrg

LIS

Bl

B8 FAYE): 2025-10-11 18:10:00

BEr=
ZIESIESEEIY CKafka 1% & BIEESLBIF Topic , tRIE T## CKafka =6 SIRIERIE,

1. &R CKafka 48,
2. EEMSivERE [SEBIR] | Bt [FE] HALHIBIR,
3. TEELBIMSER |, RIERSSERIEREWER.

o ITEEER
o FERANIE
o HEMRE
o FAEMLE :
o SLHIEFR

BFERERETEE

REEETH MRS EEENNNES,

SEEE 24 ~ 2160 /i, EHIEEEARR (BIHEKALIEZI0% ) B , HEAMBRIBRTER | LISRIRS B,
ERFBEENEMMIENEETSE N EREE IR AN,

iHEBAF ( CKafka)

WSEZANSEBIRY | SRRl SLhE RS F EMA FLAREERIAIIRE. BMNRMEEE N EEEnEais Rl Hna.

4. B [SZBWE] | SeREhielE.
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WEES A R B EE R HaD

BRITEHAYE: 2025-10-11 18:10:00

BIEn=
fEelEZ M CKafkasLflidizgeh , INRIEFLELAIZIRES—ERIRNYE | BANRAHMECIEIEREF BT IR LAR SRR

88 , 1S LUBIY WLl APL a5 =(SCHL,

o [EEEFEIIFR  RWIZMIBER MEESLAIZTR , BUAER BRI L= Skir& SN CKafkasefl ( Fian
ckafkal, ckafka2, ckafka3 ...... ) o

o e -
o IEERMERE : ERTHEECE n NLHPFHEELAIZFRFEERFSERFSM x FRIRBEIERT ( filgNckafka3. ckafka4.
ckafkab...... ).

o IEEZMEH | BRTHELE n MM RIBREE M EISIYEERSHISEHISFRET (flackafka3-bigl0-test, ckafkad-
bigll-test. ckafka5-bigl2-test......) .

RELR

ERS=aAF

AL EMSCAISLAIR B NRISER |, (XFSatEaIsLH&FR.
R

BURRIIRISEHIRARF SN ITHAEE | BASESETIRRIFS.

A TFRELUEIEE 7 3 CKafkasLffl , HEEAAISFIEHFRA “ckafka+ 2" ( BILEF#RA ckafkal. ckafka2 1 ckafka3 ) Joff.
WESETUR(E

1. ZEABEELFNWSE3NLS , AEMSETRLL RIS + 7S AR MNIESLEIETR |, BMSGEFIRFRMES ckafka . W1 TFERR
2. RIENERTESBRE | F5epsd.

API #8{E 7£= API [ModifyInstanceAttributes] &1 , IRBHEFFER : SEHIBFR : 1§ InstanceName FERISEN ckafka ,

IRz A

R EMIRSLAIRE NSRBI SHISLAIRR. SLOIBMSHFHEER N RES MRS | IERESLAHIBIRAT , iBRIESChr it
TIRE. EERINBIIRE | Rix}, x RRERMSEHIBTRIWIGERFS | RSHFERE , iz,

EEa MR

TR ELUERZECE3NLA , BISELAIRIFSMNIFHREBEufl, MSCIUR(E
1. &% QgEsof) MSESEf) , FHEMEILL RIS +IEERUB R} MG B MNIES LIS , BIEAIEFRES N ckafka{R:3} . WITE

B
2. IRIETUEIRNESIRE | FF5eplszid.
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API #E 7£= API [ModifyInstanceAttributes] & , iIREEXFER : SLEIRHR : 1§ InstanceName ZERIEEA ckafka{R:3}

IRES MR

LUTBELUSTEECIE3NLA , HEBAERMLHETRERE ckafka, big 1 test 5188 , B ckafka #0 big BIgREE®FS , FS0BIM13
FO2FFeRiRE ( BPSLfI&FR7 ckafkal3-big2-test, ckafkal4d-big3-test, ckafkal5-big4-test) o5, RISETTIR{E

1. &% [BIEsLhl] ME3asLhl , HMSEITLA " Fisk + FEREtEIUE{Rix})-AUSE + IEREEUE R} -BUSR A B INRSLAIEHR |, RIREsE

HIBFRES A ckafka{R:13}-big{R:2}-test . {ITFEF:
2. (RETREHETNE IR | Frepsfd.

API #{E £ = API [ModifyInstanceAttributes] & , IREHEXFER : SLHIEFR : #F InstanceName FEHEESN ckafka{R:13}-big{R:2}-
test,

KUETRE
LR ERYF R FaEEE BRI ECEAE | TBE U TREIERELAIEFR, BR CKafka iEHEEEH AT

B, BIRT AR EMWSERYSEAIARER ERIMNIH TR, B
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==l

BRITEHAYE): 2025-10-11 18:10:00

ZESIESEBIY CKafkalzH EEBLAINEREEEIRERS. CKaftka WENLFRIREBKIRER | KQEFSEIZELFINER
. HEERAESL. £FIEETHE. HREETE  SXYENET—ENRERSERREERNE. HIRWT

(a3 & KSHA

N < 80% <br>fEE
R ( BRARA{E5000 ) 80% < N < 95% e

N > 95% L

N < 80% R
<br>R#&fEREStL<br> 80% < N < 95% fha

N > 95% B8

N < 80% e
<br>EFTIREEE ( ASBIAEES ) <br> 80% < N < 100% HE

N > 100% 58

N < 80% e
<br>HZBIEEEE<br> 80% < N < 100% HZ

N > 100% BE
i8R

ERAEOARAER5000 , BEFIMEETRAENES LT, LAEEBIZRAESSHEF IR ELIEMMINERE , (T
EZEXEELRWSHASERLL (B2 TH] BRig K.

1. &5 CKafka =8,
2. EEMSHWRE (SEAFIR] | BEEFSOIRID/ETR", £ [(BXER] 1, IEEXLfRERE. EEER. BN, EE

REBHER.
WiBA :

(EREER] FAK IP SigH (4120 10.6.206.110:9092 ) , FRATHREUERIRS GBI , ESLipRti s ORI 8EEE
24, MRIEHIIRSESEE TihIRE |, BEIRSSES LAUE0092 - 9192i%x ( broker AIREREN & |, ¥ BEBEMENIKAS
12N, FEMEBEREHE ) .
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THER_IRIASL

BRITEHAYE: 2025-10-11 18:10:00

BIEm=

FFABREREY CKafka LIRS , AJLAHERARRHBIZSEA,

&, BINLOINEHEIHERPENSENEE | JRRETT 0 LN AEFESE IR ERSS . SOBLITIRE

WE&2
elgsh
IEfEisfT
il
EfRE
BRI
eSS

BIFLE

R

FRIEPRZS
FRIEMRZS
SRlEAE
SREMAE

RVNEON DS

SIhelEfE | EABITHRZARPRE.

SEHIERBEITAES , RPEIHER. RE. EEAECTHLEER.
SEhISZsH A EEIE AP HUTHIBRIRIE.

LRSI AEGET APl HUTHEIRFEBRISEAIBERET , HATREERE.

LRI aERET APl FUTWSHRIENZRMTINHESECSLFILN | NBRIXFHEIRISEKRIZHEA R,

SCHREF AR e EERIEA1ARIE ( BFESE14X ) R 742 , CKafka HUTEIFRERETRML.

MR ERTE RIS B EATIRE | BIEATEDEE.

1. Z3F CKafka 1=#l&.
2. TESLBIFIRTTAGRIFL: | IERRIFR HEB/RE.

3. FEHIAHERAGSHE T | BT 83X | RORTSEERZsLl.

WRFRE - BRmERMEX

iHEBAFY CKafka SCAIRYAEAREHA RIS SCAIMN BN IR AT AR

830 T #327



X BIHSTCE BB ( CKafka )

AN DS FRERERS
BRITEHAYE: 2025-10-11 18:10:00
BIEn=

ZAESIESEEERBRAY CKafka By , BITIEHSECERRBEAMN | @I P ER P RE P MEEEES.
il :
R SESCAIRTEIRFAB MR SR 7MY VPC I/E (fIa0 VPC A) |, F~NEErmERERY VPC A FaE0iEER% CKafka JRSE

(EF8RE. HEMES ) | BREERTRETAIERM VPC IR (Fia0 VPC B ) BFEKAE VPC A WAJHEEBAY!I CKafka BRSS |
WAL R ERANTIZ | 5% VPC REBHITEEHRES.

EET R
1. &F CKafka BHIE.
2. EEMISAZEas [SLFFIR] | BEREAIRYID/ER"  HAEKREER.

3. ELPIRAERNE , SAEHEALGTURRFE [RINSERE] .

4. TEHET | SRR RS .
WiBg :

E=hlE BRI VPC MZZipiatit (fign 172.16.0.12:9092 ) , BFREEmRSAIBERMEI , BDiialth s T8 E
24, BEEAIIRSS R L B0 2/ERIFTE RO |, LAMEIRSS A LAEE (A,

5. B [1832] | SoheEsEsREAIN.
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Consumer Group
A%

BITEFAYAE: 2025-10-11 18:10:00

Consumer Group RZ&iTEH

HZRERFIZET S Consumer Group HRZEERS Dead. Empty. PreparingRebalance, AwaitingSync, Stable JUih , Eh&E K
£ Empty. Stable #1 Dead =R, Consumer Group HHPRZSHIEEEIN TR

* Dead : HBEEHRLMRFE Metadata BEFZIR,

e Empty : [BESHARIEIKBEHIMR. WRARFRE offset ELH , NS Dead K&, —RRHTEIEAY Group BAIAJ Empty
RS, FHR Kafka 0.10.x iiAHIE , HiHBROENRBEIRRERSHERETX | WiHBRSAEWE R,

* Stable : HESAPZNEEECEMA | ATRERTS.

Rebalance JRZ&IFEAE

Rebalance K4RE

IRIE Consumer Group RIRZSHATED , 24 Consumer Group J3 Empty, AwaitSync &Y Stable JX7ZSHT , Group AJgES# T
Rebalance, LA FERAIEESALE Rebalance :

o —NBEEITIHT Topic,

o IHBEWKA,

e HA Consumer # Group Coordinator ( #1888 ) IA\J9/2 Dead A7ERS. GNREFEAConsumer 7£ session.timeout.ms BI[EIIRHL%
Group Coordinator &8k , iz Consumer EHIANE Dead 87 , FE AR Rebalance, #5520 [CKafka ERESEE EISRR]

o SXEUEI0.

o ITRT AFIER Topic, NERIEITT—MNERBIZR Topic , ARAZIXA Topic BIEfEE &4 Rebalance ; FIE , NIR—MNELHIT
589 Topic #EMikR , B&&4E Rebalance,

o RIFEEER.

Rebalance SRS
A0.10kwAsKafka B9HEI /945 , Rebalance iISf23 a0 T :

1. {Efa— Consumer AEZANANZEI—4 Consumer Group T , K&IE— JoinGroup HIiERKLS Group Coordinator, F—MIA
Group BY Consumer 355§ Group Leader,

2. Leader =M\ Group Coordinator 2MSZEIXA Group FATHE Consumer FI3R , FEHTEHRLS Group FAY Consumer 3¢ partition,
RIS ECT LA PartitionAssignor #135EsEH,

3. PECEALE | Leader 2ESEIER KL Group Coordinator , Coordinator &4BEERKIELSATER Consumer, EEAD
Consumer REEEEEIECHEDERY partition , Leader ZM—5EIEZZ]Consumer Group i Consumer LARES XIERATT =89
Consumer, HIRIFESERIR Rebalance Z&ERHIT—IR.
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&iflConsumer Group

BRITEHAYE): 2025-10-11 18:10:00

37—

ZEFIESEECKafkaiZHI aEE LI THIHREAREE.

BIFLE

EfiEHEE
1. &F CKafka BHIE.

2. EEMSHEREERFIR , BEBRIHRYID/EFR" , BENLAFER,

3. TESLflFEET |, =i Consumer Group TR&ET , BEZI2AT CKafka SLAIRTHEBAER.

iHEBAZ ( CKafka

)

e 7£ Consumer Group 73X , BHRMEPINESEREFHE  TUESZEBETHEEREEE | BINESBETNTIN topic IR

/%\o

* 7£ Consumer Group FIRR , BEHBESMIENN=fA , TURTHZERERTRNEREE  BSEESR. SXHE.
1R3ZHY offsetfUE , &AH offset (UBLIRKHEBHBREE., RTREFINEREFETUEES KRN offset JHEENR.

WiBA :

BT offset (EEEEBZIHRAINN , ELt offset BNBEFHEFIRR offset AHEX ,

B,

WRFRE - BRmERMEX

Y, FA—ERIAAYHE

S833 T #327
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1B Offset

BRITEHAYE): 2025-10-11 18:10:00

BIEm=

TEELHIRMESIZET , BRNEEX offset HTEE , BT EZEI—ERITES.

BIFLE

1. &xCKafka &EHIE .

2. EEMSHEREEAFIR | BEBIRLAIN ID/EFR" , MNLARFER,

3. TESLIFIET |, s Consumer Group 1RET , BTHIRIEFIRY offset R E.

4. 7 offset IREBEO , R Topic MEREHITIRS , BB 4.

5. EEFREEE offset B9 Topic (F2 ( NENEIALED Topic Y offset 19EH ) |, BET—H.
6. X7 offset #H{THERE.

R

o offset IRETBEEIER/\ offset FIFK offset Z |8, EECER , MNE/NTFH/\ offset M/ offset HITIHEE , NERAFEX
offset &M offset HHTIHZS,
o EEEHDEN , BRIIDREEEESEHEDEHATEHITES | BUFEHTES.
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fipRConsumer Group

BRITEHAYE): 2025-10-11 18:10:00

BIEm=

EHHmET , Consumer Group 2 RIK—ERITERNEZEENEE , iEEREEN:  EPEREEREnER , 288 Offset,
MELTFIRTEZ.
WiBA :

Broker fRAAMEF1.1.1 , HConsumer GroupAPRESHEmMptyRT |, jEZR4E A BEM IS

RS TR
1. ZFCKafka 12515,

2. EEMSHAv= e SefiFIR | BEBiRsLFIR ID/ERR" , HALAEBER.
3. TESLHIFET |, B B4R Consumer Group EBIEF=AIMIER , TEIEMIER Consumer Group,
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W
EE S

|:|II_J\

BITEFAYAE: 2025-10-11 18:10:00

BIEn=

iHEBAF ( CKafka)

EEBAT CKafkaSziF ik A R EUERRORIR | B4ESLBI. Topic. Consumer GroupZ , EHENESIHEREERIRG | FHIET8FERNIT)
FRATME | (REEFREIET. ANXAENEET CKafka 248 EE RIS SRR EFIS SRS X,

W ER e SR A

LT RCKafkalist=igtnBExiiil. Hh& HEFEFFI0sn2 R En AP RIRFEHEITHE B s EERE | BEIREIRERS

BB IS TR,
SChli
USTEIEIR
SLpIR R S A& (MB)
WEFERABDLL (%) (#F)
SLAIEREEL (Count) (34 )

SLAIRKEFRE (MB) (¥
=)

SLAIRAEZERE (MB) (3
=)

SCHEZEBRIAREY (Count)
SEAIEFEPRIREL (Count)

LHEFBERIEETSE
(MBytes/s)

SLHFERATEEE &L
(Count)

SLHEZERRE (MB)
SCHIAEF=EREEE] (Count)
SCHIEF=RE (MB)

SCHEZEREREEL (Count)

Topic ¥l

USTEIEIR

WS : BRmEmEX

15283

SR GRE (BRRIE) | RRImMEEIRER R ERHTE.
LRTH R SRS EAINISHR RS ENE D,

EFIRMIIRSS ARAUEREL.

LHIBNRIFHEFHRIEERS , 78
ERIE) .

BRIAEFIHE (HHELAEFFEERE OIS

LHIEBERIRETE  HENERANRS. (TELAERTEERE DRSS RKE) .

SLAEZRBRIFUREL

SEBIEFBRITREL.

LHEFERIEETS (ERRIREF TS )

LHFERIEERFE (FRERIF ) | RIRATERIIR AR R (E.

SLHIHEZRE (FERRIAFENRE ) | RBAMERRERIEST R,
SEAIEFERERE | RIRATE AR R E KA.
SEBIAEFRE (AEIBIRFEORE ) | RRAMARAIR R E ST R,

SEAHZRHESRE  RIRATE AR R E e RA.

5iAA

536 I 327
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RS2 =

RAEFRE (MB/s)
BRAHERE (MB/s)
HBHERH (K)

HERRE (MB)
CRHEEEEE (MB) (#F)
EF-HRE (F)

&g (MB)

EENHEEREH (K)

Consumer Group-Topic &= :
IEFSiERR
FEEHAK offset
FRAEZE offset ( X4 offset HK{H )
FREKHEHEEE (K)

EMEBRE (5/28)

Consumer Group-Partition ¥ :
IEFsiEiR
DEHEERE (F/9H)
HBIEE offset
LD XEK offset

RHBOHBRIE () (#HEF)

BIFSR

1. 5 CKafka 48,

iHEBAF ( CKafka)

5388

Topic RREFREBASEIXRRE).

Topic RKBERE.

Topic BISEPRHEREE SRS , FRERFTERAIR R ESTHRAD,

Topic HELIRHBERE (FAEIBAFENRE ) | RBAMEENE R ESTT R,
Topic TR ARENEELSE (FABIEIAX ) | REBFMAFII AR ERSE.
Topic RUSERRAEF=HESRE | RERFMARRIBI AR E ST KA.

Topic BISEIRAEF=RE ( AESEAFERE ) | REBFMAEIE ARSI R,
Topic RUSCIFAYEEREE SR (FEEEIK ) | REBFTARAN I E RS E.

15288

LRIERETATE S XAISK offset,
SRIERE D X FEZEEREZENRX offset,
LRIERTE S KIHBARHEERHEE.

HRIERATE D KB AR R,

15i88

HEDETZD XATHZHERR (F/9H) .
HBEDHIZS X HRTEZ offset,

il DX &K offset,

HEDEEZD K TRBEEHEE.

2. TELfIFIRT , BEFEEERN SIH) ID/ATR" , HALHIFER.

3. TESLHIFIRTUINER , B (ir] | GEESENLIERRE

o BE  AEEREERRELL.

o B, AIRIFERENERFTAI I T ETE.

WS : BRmEmEX

IREFHIEFEE |, ATIEELAREEIE.
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o B  AIEEFESSIZIDashboard , XFDashboardis&E[{+A R Dashboard] ,

o &, IEERLETEMIER

WS : BRmEmEX
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B EEN

BRITEHAYE): 2025-10-11 18:10:00

iHEBAF ( CKafka)

HEBATICKafka MR izfTHAY CKafka SERFHRM T STSRIER , ATINERNETER | BRHT —LXRSTEESEIRE
AR AR HITLIE. BIMERSETSE (E8RE] f [BRESE] .

R NENEEER CKafka IREPHFEERKIN—LIEIRESERINEGE ¢

ISR EIENC BN TR

=

CPUfEFR
(%)

REFFIA

(%)

Wi {ER
ZR(%)

RIHZERY
B
(Count)

SrEIEE
HE

(MB/s)

HEENEE

Gt , >90% ,
SN | 3094
TR

GRRBLAH , >85%,
S5, 305 HS
R

StREER1SE , >80% ,
SEESNEEE | 300G
gR

GRS S , >8000,
S0V, S04
EE—R

FITERLDE , >
HOSEHIFEERING | FFEESD
[EH , §105MEE—IX

WS : BRmEmEX

AR

CPU ERERXRTRERSTIR CPU ERAXME. ZESSSSEERTALERNT
b, BEEEN. KU CPU ISR , MARESEHIR T REERILSER 5T
RASERE R S5 TERE.

VM REERERTERSTR VM AEERENE. VM AFERREE RS
EEERMERUES , 8 GCHIE , EEHY OOM Fajl, HAW VM WFERZE
TEERS , EETNET SRS RBERF T REIRUE.

I EERRE RS T AEAERRITIIE. BEFARIERSHTRAIR

EBHESASROEIZTRLE , NISERELESE BT EERR
BT 7 5% R AT B IR BEET.

R ZHIER S broker TImBEERARIUE LK , TEBRAESHEE | RS
2fFlE. FEHITT S

—oHA , ERENIRESRAE. AMESEHSRELARE LR, AIRIELI
ELEETHECRM S
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BESE
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R E

SFEHIANFTERPRERIEEIEE | TERAFRFTE. APEFERTZFEEEN"RE . siaiEd LR EREENE. BEN
FlCKafkasHH IS ENK P T EIRRHIRIER , B4ELBI. Topic. Consumer Group , FEIERSEITEIBERATS, Bl sisEini g S
M, HISEERAZIRENIRESIER , =ISEaTLABSAME. BESFHNEMNE  BEERIRIREBR.

BIFLE

SRS ESR— ARSI SR ERENERHITILY , NTFEEFEMAEREN. HCKafka KEKEMSHEEMA
& R LR B TR R AITRELEA MG | SR AR H R B R S N AR RO M AT T SR

R

BEULAEREEE , BIEEREREREZNEMSRFIMENEE.
1. &5 CKafka =514 .
2. TESEHBIER G |, BATRIRIERINY (BB ] oI Bt S iR B m.

3. EEERIEINE , T RIREEMNERE RIS , REFEEMUASEBARIR,

o

SRREAA | iR [(HEIRSCKafka]

o

EERR | HERERR SRRk AR,

o

RS - S EFER] 0 [(FahEE] | BOASEFDES |, FoRBES NI TRE | FdiEiks IR ie SR,
B :
v i5FR B RERERESLL | EREITRIE LS, WELSSR |, MERERE D HEENMURRBITRE , itk
g SRR G E309MELE R | I8E309MR | EES NS EREIREEE TRE , NRE—REE , 305
RSB TEE , BRI T30 , NRERKARBIYRE , TeBEREE,

o

IERMRAR « IERBAIENR , BRTLAEEAIELR | RE E R SRAHEECRE.
4. B [5epkl .

A SRR

1 BF [zisk=iEdal.

2. EEMSHEF |, B (ARMHER] | EAMAREFIRTTE.
3. TERARFMHER RS (#2] .

4. TERTERIEIRIT | BCESRARSEEL.
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o SRmENE . 1% [HEMRSCKafka] .
o (FRMEBMASRMY @ AIRILER , SHMRAEINATEERE.
5. WATIRIG , B (RF] .
6. IREFTEREERIET , BE (RIFET] | SSHIINEENSERBER.
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TopicEH

BRITEHAYE): 2025-10-11 18:10:00

37—

Topic ( £/ ) EE—Fo3a8=F , IHETE Topic oL AFME A, CKafka X39MER Topic RIS | 4£7=&1F Topic R EiER |, iH
#E M Topic FIEEER. ATHEVKET R , — Topic SEFREHEESA Partition ( £9X ) 1485 , BEEIET . ATLABIEIEN Partition Y
HEHTHEEY S, ZISESEEY CKatka #5414 , EEELAT Topic HHTEIE,

BIFSE

Bl Topic

1. & CKafka 48,
2. TESCBIBIZRT | AT BFRSLBIRY ID/EFR” , HNSLEEBR.
3. TESLHIFETR |, BRETREINERR Topic B8 |, BAThHER.

4. TE4R48 Topic BOF , EED REFEIAHHEE.
o FHR : Topic B} , MANGTEEY , BMRREBEFE. #F. TU&E. -/,
o DXE : —MIE ESRAMES , — Topic JLABE—EHEZA partition , CKafka LA partition {EASECERAL,
o BIAZY : partition BIBIANER , FBTFREE partition ERTA , AIREEIEDTSREN | BRIASFFEIEREIA Topic , BIAFFE2E!
A, BIARHEESRXNE , FINEFEIET 14 Topic, 64092 K. 20EIA , BBADKEE—HAT1I*6*2 = 1219,
o BER  AERERE , RERERYH ip A iEEi% Topic,

5. B [$252] 52k Topic Bl

fflB& Topic
=3
o Hp& Topic FOEIRT , FRAETEIL Topic PEOEE IS | BEERIE.

* Topic HIfREFHIRIE | BEEMBREING . ZooKeeper BEEBSELIDFHEE. EULLEAEIGIERR Topic , RRASIRRNEIRE
[4000]10011 , [BREEMEEE.

1. fESEfIFIRA , BREBIREFIRY ID/EFR"  HALAIFER.
2. ESCHIEETR , B topicEIRIRET |, FERIF= S EibR.
3. ESRHE R EREIA | Topic BHMIRR,

EE Topic BHREH

L. fEsChIFIzRm , BT RRsEBIRY ID/BRR" , HENSEHIFIBRA.
2. FESEHIFIETT | B topicEERIRE R,
3. BAEIRMETIRIE > BRTRAREE  RENTSH

SERBAT
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cleanup.policy

min.insync.replicas
unclean.leader.election.enable

segment.ms
retention.ms

max.message.bytes

WS : BRmEmEX

EAE

delete

true

BN SISEBIRY
S RERRTIE]

£ el

delete/compact

true/false

1day - 90days

60000ms -
90days

0B - 8MB

iHEBAZ ( CKafka)

158A

TR AHIREEAEME | 5B BEE key [E4E
( Kafka Connect BSEEZE(FER compact £z ) .

& producer &8 request.required.acks J91AY ,
min.insync.replicas 85 replicas F95&/\8.

IEERBEUEIREATE ISR 7 replicas {E/9 leader,

Segment 5 FIRIAOETS | B ms , &/IMES
86400000ms,

Topic 4EEEAO R,

Topic &EEMRAEER/N. NESNEASLAILEREH
BEX/INA1IMB,
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PRSI
HaEE CAM

BITEFAYAE: 2025-10-11 18:10:00

CAM EARHEE

FWSBEBILFICSHERRTIIN , REORE TSI [APL, 8K , BF/BFE , Rir/E% , &4 4=,

ULy

o XS HEREER , ILMERIREETER.

FS : SiEFRPMMES.

FRFP : BaEWS6EE =2 ARTFEEZTAFNEKS.

MEE | ASHBEEKRSSH  WHRIMEALRIERSHMMESR | WALRERSHFRSZ— , AIHREIEKRS 5.
BpRHIE | GEEFEIRNAEIERREM , BREIL ISP ERSFEE |, HIEED 15= API Z48 ( Secretld # SecretKey )

BRSHHR

* iR BRESRSPRIBEINIR , I— P =IRSEELA. COS FFiEHE. VPC L%,

o BUR : RRZBIEATHIRERLEAFHUTRLRE, ABERT , EXKSHERI THERIRIGEISER , MFKSREEMS ™EHT
BERATTEASR,

o R RERRENFHHA— RS FAURMIEENE. EWSEDISRIERERE AR/ A E5SRIEN.

1Al SRES 151

CKafka £ESRIE
BR—1FRFLA CKafka IRSZHITTEEENR ( SlE. SBS2ERHME) .

{

"version": "2.0",
"statement”: [

{

"action": [
"name/ckafka:*",
"name/monitor:GetMonitorData"
Ik

"resource": "*"
"effect”: "allow”
}

]

}

B LIBT IR E R AN IEE RIS,

1. ERpAHREEEE.
2. EAMZSEG | B [RRER] .
3. FEREgY RS | BB [(FrERENRE] .
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4. IEEROIERIEARAEES |, SR RIS E0E] .
5. TEfERSEAG | R CKafka” |, EIFHEIRS ( CKafka ) £iEBiHaSR [QcloudCKafkaFullAccess] , Bdr [F—4] .
6. By [UEEERRR] .

CKafka SCfil RisEEsng
1. R PESRIRAE AR IR | IS IG 2RSSR R SR,

{
"version": "2.0",
"statement”: [

{

"effect": "allow",

"action": [
"name/ckafka:ListInstance”,
"name/monitor:GetMonitorData"

1,

"resource": [
Do

]
}
]
}

2. I RS ISR,
R

List* SEOARSTSATRRLE IS,

{
"version": "2.0",
"statement”: [

{

"effect": "allow",

"action": [
"name/monitor:GetMonitorData",
"name/ckafka:Get*"

1,

"resource": [
"qcs:ckafka:gz:ckafkald/uin/$createUin/$instanceld"

]
}
]
}

R LIET IR B R G RIERIE SIS,

1. B HOEEEHE

2. EAEMEERES , B [5RR] .

3. TESRRET IR | Brh [FREBENREE] .

4. TEEF AR RAR D TURSEES P | 151 (IRSRIIBIACIE] .

5. TEIERZERIAF | %" CKafka” , EIREEIRS ( CKafka ) RiEifiasEeg [QcloudCkafkaReadOnlyAccess] |, &t [T—#] .
6. B [BUESRRE] .
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BCEACLIRHE

BRITEHAYE: 2025-10-11 18:10:00

37—

ZESESEEEREES CKafka B , BISEHIGECE SASL S0 ACL I |, HESERIMLEH-RRIBF S | 1EI0RY Topic &
BRI H 2 AR H].

WiBA :

ACL 15[a)#zH51ZR ( Access Control List ) , BBIFFENX—HBERMN , oiF/4a48HF user @1 IP 1%/5 Topic &R,

BFTR

ECE ACL REE

1. &5 CKafka #5414,
2. TETRARSEERAS | EIRMIES | SRR EiRLf) ID/BFR .
3. TELGI¥IETRE , BERE AFEE 1%,
4 ERFEERE , B2F g | ESRPEEEES | SRR,
5. BAERTHER ACLERRRETE,
6. 7£ ACL SREGFIBTRE , BEEEFIRIESIRY JR18 ACL SRR,
7. BEEE , ARFETUR.
iR :
HIRERVFHIN , NIBRFIFAIRRRIS MBI PER T A1 ST A,
Rig BN |, MR MIEARIPES AT LAZERESLA,
o EHRIZERIFHNFHELERN , MRBERIFHRISRAIPETLUERESLS] , BEABIPERTIAIERESLAl,

o

oo o

o

JEERAbIE

SeRiEE | BFELUEE SASL ARIENERIGI CKafka FEF PLAIN HlEIEZEREE.
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Eikl)

iHEBAF ( CKafka)

IrE R FERENATIRAE LERIVIRS , 2—ME-EX (Key-Value ) . EAILURIESIHER (LS. MR, REAF) EH
&S CKafka HEMFIRRIHITHREE | BURSIFESEMFETRHYNNER. FERENZFRIRBEMHENEX 28

BT R TRETICAC

{sE FEPR

o HERH
o BN RRBRAFHIRAIREEZESO.
o IREHEIRE!

o qcloud. tencent. project FFELARSRTRNEBITESHE , ZEIECIE.
o REEAFH, #F. SHHXF , XHF+. -, =, .. _. . /. @,
o IRERIKERAN255MNFH.
o IRE(EPRE
o HEghFs. #F. THHNF , XIF+. -, =, .. _. . /. @,
o IRESERAKENL2ZINFR,

{ER7A

=pER

RATHERFE LRE101 CKatka [HEBAFISER , DEEE. k. SR=1E0] , RS TEHE. #xk A
5 ENERIYMANEERERANK=. FM. £h.

RERE
RNTHEERE | ZATEHERITEDESIENIMNAY CKafka HEMFIEIR , X T TRaESE/E,

IRESE REE

= FER. PRk, SR

N2 EHEE. kAL K B, [EHATIE
EHEREA K=, M. £A

B EARESR/E40ER] CKatka |, BIRSFER/ENXRUNTRAR :
iD = N2y EHERE

ckafka-1jqwvl B EHE ol

WS : BRmEmEX

WXk B, SEEAHIEZRL
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iD #BiJ s
ckafka-1jqwv12 ==K ] EHiE
ckafka-1jqwv13 is2s4 B A
ckafka-1jqwv13 R X% B
ckafka-1jqwv14 is2y4 iRk B
ckafka-1jqwv15 WK iR B
ckafka-1jqwv16 is2y4 iRk B
ckafka-1jqwv17 WK iRk B
ckafka-1jqwv18 MR [EERHIE
ckafka-1jqwv19 IR [SERENE
ckafka-1jqwv110 X8 [EEBHIE
(et

o fietH ERHRERAY CKafka LA EERTEIEMNIFEHIZHERIZAN"ER "R CKafka FIREAT , BIATHEE

iHEBAF ( CKafka)

EHEREA
Ea
K=
K=

BsS% ERRE .

. T%&H:‘.ﬁ?i*zﬁBIUEF'sclElﬁ A9 CKafka &5l : RERIFEANITHEIELER 10"k . EHEREAN"FIN"R CKatka BIREIAS , B{ATHE

TRIESE (RS .

REIRE
B :
SRS SN SEHIREEIRES | B SIERI 20N L TR B 5miEIRE.

1. &5 CKafka B4IE.

2. EEMISHE RS EHBIER | DSETFRRIEFRSHLA , BEFIER LR KBRS,

3. TEARIBIRERVIRIFED | N0, IEBEMIRRTE.

o RIMRES : TR0, IR EIIRSE.

o MRS | REEMRAREESIXS.

o IENE | mEnEEERATE SR A MERE.
4. BEHERE | SRR,

(EFRE IR

AR R EXS L TRIRTSLE , SIS AIE IR,

1. &% CKafka =#l8.
2. EEMSAVERELHIBIRER | FESCAIFIZRITRER | b,
3. FEsEfIFIRA LAERE , BETEL | B RE.

4. FEHREE | BRNIRERE, GIE0 , THIEHAPE T REMRERE (420 name ) BIEBI , BIN"name” (RHANE ) .

WS : BRmEmEX
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5. BIFESEBRERER icon , #HTEER,
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£ [0

E§1 :tikf't)%

Stormi#z N\ CKafka

BEEFATE): 2025-10-11 18:10:00

Storm E— MO mIEEATEELE |, s EuEH TRTUMEFIRLERE S %, RPC AR , ATLACIAMESAHTMRAGER | ERETXT

IEREK IS AISCRI SRR R

Storm LT{F/RIE

£ Storm HYERER AT A , IHT5 R Master Node F1T {15 Worker Node , Master Node _HizfT Nimbus #12 , BF&IRES
F Sk ats, Worker Node _Ei=fT Supervisor ##2 , MITT/E(ESS | 250 executor 14T, EA Storm EEEE{KEH zookeeper A=A
HEGEFR. SEPIRSIER. (ES5oE0EIN8E.

FAF1R324s Storm BIXGREAMEFZFAR topology |, BAMERIS/INEESRLE tuple | —MEBXIRAIEL

“H, topology Hi spout #1 bolt ¥95% , spout 274 tuple BYRESL , bolt ATLLUTIRNER spout &% bolt & HAY tuple H1TRME,

Storm with CKafka

Storm FILUE CKafka {F79 spout , iHZEUEHITALE ; tBATLMEA bolt |, FETIEERSIRRISHEHHHZ.

pl=EZN

Centos6.8 &4t
package version
maven 3.5.0
storm 210
ssh 5.3
Java 1.8

Bl e

* TEHZHEIDK 8, BEMNE(E, E& NI Download JDK 8,
o TEFZEEStorm , & Apache Storm downloads,
e B8lFE CKafka LA,

BIFTR

1. $KEN CKafka SCliE A\ttt
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1. B [CKafka =HI8] .
2. EEMSHEERE [SLhFIR] | BESLAIRYID" , HALAIESMSERHE.

3. HELPINEAEEREN [BAG] R |, ATREECAIRgASELE,

2. Gl Topic

1. ELAIEAEERNE , IEEINED [TopicEIE] I,
2. TETopic WA , B [FHEE] | elE—1 Topic,

B3, iFh0 Maven 4kt
pom.xml BEEINTF :

<project xmlIns="http://imgcache.finance.cloud.tencent.com:80maven.apache.org/POM/4.0.0" xmlns:xsi="http://imgcach
e.finance.cloud.tencent.com:80www.w3.0rg/2001/XMLSchema-instance" xsi:schemalocation="http://imgcache.finance.clo
ud.tencent.com:80maven.apache.org/POM/4.0.0 http://imgcache.finance.cloud.tencent.com:80maven.apache.org/xsd/mav
en-4.0.0.xsd" >

<modelVersion>4.0.0</modelVersion>

<groupld>storm</groupld>

<artifactld>storm</artifactld>

<version>0.0.1-SNAPSHOT </version>

<name>storm</name>

<properties>

<project.build.sourceEncoding>UTF-8 </project.build.sourceEncoding >
</properties>

<dependencies>

<dependency>

<groupld>org.apache.storm</groupld>
<artifactld>storm-core</artifactld >

<version>2.1.0</version>

</dependency>

<dependency>

<groupld>org.apache.storm</groupld>

<artifactld > storm-kafka-client</artifactld >

<version>2.1.0</version>

</dependency>

<dependency>

<groupld>org.apache.kafka</groupld >
<artifactld>kafka_2.11</artifactld>

<version>0.10.2.1</version>

<exclusions>

<exclusion>

<groupld>org.slf4j</groupld>

<artifactld>slf4j-log4j12 </artifactld>

</exclusion>

</exclusions>

</dependency>

<dependency>

<groupld>junit</groupld>

<artifactld>junit</artifactld>

<version>4.12</version>
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<scope>test</scope>
</dependency>
</dependencies>

<build>

<plugins>

<plugin>
<artifactld>maven-assembly-plugin</artifactld >
<configuration>

<descriptorRefs>
<descriptorRef>jar-with-dependencies </descriptorRef>
</descriptorRefs>

<archive>

<manifest>

<mainClass>ExclamationTopology </mainClass>
</manifest>

</archive>

</configuration>

<executions>

<execution>

<id>make-assembly</id>
<phase>package</phase>

<goals>

<goal>single</goal>

</goals>

</execution>

</executions>

</plugin>

<plugin>
<groupld>org.apache.maven.plugins</groupld>
<artifactld>maven-compiler-plugin</artifactld>
<configuration>

<source>1.8</source>

<target>1.8</target>

</configuration>

</plugin>

</plugins>

</build>

</project>

$BA. EFHR

f5F8 spout/bolt
topology %2 :

//TopologyKafkaProducerSpout.java

import org.apache.storm.Config;

import org.apache.storm.LocalCluster;

import org.apache.storm.StormSubmitter;

import org.apache.storm.kafka.bolt.KafkaBolt;

import org.apache.storm.kafka.bolt.mapper.FieldNameBasedTupleToKafkaMapper;
import org.apache.storm.kafka.bolt.selector.DefaultTopicSelector;

import org.apache.storm.topology.TopologyBuilder;

import org.apache.storm.utils.Utils;
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import java.util.Properties;

public class TopologyKafkaProducerSpout {

//FRiBRYckafkastflip:port

private final static String BOOTSTRAP_SERVERS = "XX.XX.XX.XX:XXXX";

/[FEEERHRE NHtopic

private final static String TOPIC = "storm_test";

public static void main(String[] args) throws Exception {

//i&Eproducer/gft

//RES%E : http://imgcache.finance.cloud.tencent.com:80kafka.apache.org/0100/javadoc/index.html?org/apache/kafka/cli
ents/consumer/KafkaConsumer.html

//BES% : http://imgcache.finance.cloud.tencent.com:80kafka.apache.org/0102/documentation.html
Properties properties = new Properties();

properties.put("bootstrap.servers”, BOOTSTRAP_SERVERS);

properties.put("acks", "1");

properties.put("key.serializer", "org.apache.kafka.common.serialization.StringSerializer");
properties.put("value.serializer", "org.apache.kafka.common.serialization.StringSerializer");

//83ES Nkafkafgbolt , BRIAfFEfields("key" "message")F AL =iEE Ikeyfimessage , taJLA#EFieldNameBasedTupleToKaf
kaMapper()=igE

KafkaBolt kafkaBolt = new KafkaBolt()
.withProducerProperties(properties)

.withTopicSelector(new DefaultTopicSelector(TOPIC))
.withTupleToKafkaMapper(new FieldNameBasedTupleToKafkaMapper());
TopologyBuilder builder = new TopologyBuilder();

//— NI RGEERspouts |, tifield2sentence

SerialSentenceSpout spout = new SerialSentenceSpout();
AddMessageKeyBolt bolt = new AddMessageKeyBolt();
builder.setSpout("kafka-spout", spout, 1);
//73tuplefil L& 7=l ckafkaprEERfields

builder.setBolt("add-key", bolt, 1).shuffleGrouping("kafka-spout");

//B Nckafka

builder.setBolt("sendToKafka", kafkaBolt, 8).shuffleGrouping("add-key");

Config config = new Config();

if (args !'= null && args.length > 0) {

//ERHER, , BTFFI8)ar . FrEIstormiz T
config.setNumWorkers(1);
StormSubmitter.submitTopologyWithProgressBar(args[0], config, builder.createTopology());
} else {

WZS: 5

LocalCluster cluster = new LocalCluster();
cluster.submitTopology("test”, config, builder.createTopology());
Utils.sleep(10000);

clusterkillTopology("test");

cluster.shutdown();

}

}
}

BlE—MRFLERBEER spout 25

import org.apache.storm.spout.SpoutOutputCollector;
import org.apache.storm.task.TopologyContext;

import org.apache.storm.topology.OutputFieldsDeclarer;
import org.apache.storm.topology.base.BaseRichSpout;
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import org.apache.storm.tuple.Fields;
import org.apache.storm.tuple.Values;
import org.apache.storm.utils.Utils;

import java.util.Map;
import java.util.UUID;

public class SerialSentenceSpout extends BaseRichSpout {
private SpoutOutputCollector spoutOutputCollector;

@Override
public void open(Map map, TopologyContext topologyContext, SpoutOutputCollector spoutOutputCollector) {
this.spoutOutputCollector = spoutOutputCollector;

}

@Override

public void nextTuple() {

Utils.sleep(1000);

[/EF—PNUUIDFEF R RIELS T — MM

spoutOutputCollector.emit(new Values(UUID.randomUUID().toString()));
}

@Override

public void declareOutputFields(OutputFieldsDeclarer outputFieldsDeclarer) {
outputFieldsDeclarer.declare(new Fields("sentence"));

}

}

73 tuple kL key, message FMFER | 3 key A null Y, &F=AIBEHSSEEIZA partition , I8ET key FHIZER key (& hash Z|
¥55E partition L :

//AddMessageKeyBolt.java

import org.apache.storm.topology.BasicOutputCollector;
import org.apache.storm.topology.OutputFieldsDeclarer;
import org.apache.storm.topology.base.BaseBasicBolt;
import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Tuple;

import org.apache.storm.tuple.Values;

public class AddMessageKeyBolt extends BaseBasicBolt {

@Override

public void execute(Tuple tuple, BasicOutputCollector basicOutputCollector) {
/[BRHE—MiledE

String messae = tuple.getString(0);

// System.out.printin(messae);

/I REE TR

basicOutputCollector.emit(new Values(null, messae));

}

@Override
public void declareOutputFields(OutputFieldsDeclarer outputFieldsDeclarer) {
/1B RIFEE T— M EHAIschema

outputFieldsDeclarer.declare(new Fields("key

, "message"));
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{#5F trident
fs5FE trident 2845 topology

//TopologyKafkaProducerTrident.java

import org.apache.storm.Config;

import org.apache.storm.LocalCluster;

import org.apache.storm.StormSubmitter;

import org.apache.storm.kafka.trident.TridentKafkaStateFactory;
import org.apache.storm.kafka.trident.TridentKafkaStateUpdater;
import org.apache.storm.kafka.trident.mapper.FieldNameBasedTupleToKafkaMapper;
import org.apache.storm.kafka.trident.selector.DefaultTopicSelector;
import org.apache.storm.trident.TridentTopology;

import org.apache.storm.trident.operation.BaseFunction;

import org.apache.storm.trident.operation.TridentCollector;

import org.apache.storm.trident.tuple.TridentTuple;

import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Values;

import org.apache.storm.utils.Utils;

import java.util.Properties;

public class TopologyKafkaProducerTrident {

//EiER ckafkasLflip:port

private final static String BOOTSTRAP_SERVERS = "XX.XX.XX.XX:XXXX";

/[FEEERHRE NHtopic

private final static String TOPIC = "storm_test";

public static void main(String[] args) throws Exception {

//i&&producer/@tt

//RES%E : http://imgcache.finance.cloud.tencent.com:80kafka.apache.org/0100/javadoc/index.html?org/apache/kafka/cli
ents/consumer/KafkaConsumer.html

//BES% : http://imgcache.finance.cloud.tencent.com:80kafka.apache.org/0102/documentation.html
Properties properties = new Properties();

properties.put("bootstrap.servers”, BOOTSTRAP_SERVERS);

properties.put("acks", "1");

properties.put("key.serializer", "org.apache. kafka.common.serialization.StringSerializer");
properties.put("value.serializer", "org.apache.kafka.common.serialization.StringSerializer");
/& E&ETrident

TridentKafkaStateFactory stateFactory = new TridentKafkaStateFactory()
.withProducerProperties(properties)

.withKafkaTopicSelector(new DefaultTopicSelector(TOPIC))

// & EEfields("key", "value"WEEEB N FM&FieldNameBasedTupleToKafkaMapper&Z2iAME
.withTridentTupleToKafkaMapper(new FieldNameBasedTupleToKafkaMapper("key", "value"));
TridentTopology builder = new TridentTopology();

//— ™ EEFEaFHspout Hitifield/9sentence

builder.newStream("kafka-spout", new TridentSerialSentenceSpout(5))

.each(new Fields("sentence"), new AddMessageKey(), new Fields("key", "value"))

.partitionPersist(stateFactory, new Fields("key", "value"), new TridentKafkaStateUpdater(), new Fields());

Config config = new Config();

if (args !'= null && args.length > 0) {
//5RHE , BTFHT8jar , HiEIstormizfT
config.setNumWorkers(1);
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StormSubmitter.submitTopologyWithProgressBar(args[0], config, builder.build());
} else {

/AR

LocalCluster cluster = new LocalCluster();

cluster.submitTopology("test", config, builder.build());

Utils.sleep(10000);

clusterkillTopology("test");

cluster.shutdown();

}
}

private static class AddMessageKey extends BaseFunction {

@Override

public void execute(TridentTuple tridentTuple, TridentCollector tridentCollector) {
[/BUHE—MiledE

String messae = tridentTuple.getString(0);

//System.out.printIn(messae);

[IRIEET— B

//tridentCollector.emit(new Values(Integer.toString(messae.hashCode()), messae));
tridentCollector.emit(new Values(null, messae));

}

}

}

BlE—MtELRHER] spout 3£

//TridentSerialSentenceSpout.java

import org.apache.storm.Config;

import org.apache.storm.task.TopologyContext;

import org.apache.storm.trident.operation.TridentCollector;
import org.apache.storm.trident.spout.IBatchSpout;

import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Values;

import org.apache.storm.utils.Utils;

import java.util.Map;
import java.util.UUID;

public class TridentSerialSentenceSpout implements IBatchSpout {
private final int batchCount;

public TridentSerialSentenceSpout(int batchCount) {
this.batchCount = batchCount;
}

@Override
public void open(Map map, TopologyContext topologyContext) {

}

@Override

public void emitBatch(long |, TridentCollector tridentCollector) {
Utils.sleep(1000);

for(inti = 0; i < batchCount; i++){
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tridentCollector.emit(new Values(UUID.randomUUID().toString()));
}
}

@Override
public void ack(long ) {

}

@Override
public void close() {

}

@Override

public Map<String, Object> getComponentConfiguration() {
Config conf = new Config();

conf.setMaxTaskParallelism(1);

return conf;

}

@Override

public Fields getOutputFields() {
return new Fields("sentence");

}

}

TS, HEER
58 spout/bolt

//TopologyKafkaConsumerSpout.java

import org.apache.kafka.clients.consumer.ConsumerConfig;
import org.apache.storm.Config;

import org.apache.storm.LocalCluster;

import org.apache.storm.StormSubmitter;

import org.apache.storm.kafka.spout.*;

import org.apache.storm.task.OutputCollector;

import org.apache.storm.task.TopologyContext;

import org.apache.storm.topology.OutputFieldsDeclarer;
import org.apache.storm.topology.TopologyBuilder;
import org.apache.storm.topology.base.BaseRichBolt;
import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Tuple;

import org.apache.storm.tuple.Values;

import org.apache.storm.utils.Utils;

import java.util.HashMap;
import java.util.Map;

import static org.apache.storm.kafka.spout.FirstPollOffsetStrategy.LATEST;
public class TopologyKafkaConsumerSpout {
//8iEHckafkasLflip:port

private final static String BOOTSTRAP_SERVERS = "XX.XX.XX.XX:XXXX";
/HEEEEHRE Niitopic
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private final static String TOPIC = "storm_test";

public static void main(String[] args) throws Exception {

/R EERREE

KafkaSpoutRetryService kafkaSpoutRetryService = new KafkaSpoutRetryExponentialBackoff(
KafkaSpoutRetryExponentialBackoff.Timelnterval.microSeconds(500),
KafkaSpoutRetryExponentialBackoff.Timelnterval.milliSeconds(2),

Integer MAX_VALUE,

KafkaSpoutRetryExponentialBackoff.Timelnterval.seconds(10)

)i

ByTopicRecordTranslator<String, String> trans = new ByTopicRecordTranslator<>(

(r) -> new Values(r.topic(), r.partition(), r.offset(), r.key(), r.value()),

new Fields("topic", "partition", "offset", "key", "value"));

//iIZEconsumer£4{
//RESEhttp://imgcache.finance.cloud.tencent.com:80storm.apache.org/releases/1.1.0/javadocs/org/apache/storm/kafk
a/spout/KafkaSpoutConfig.Builder.html
//E285%nhttp://imgcache.finance.cloud.tencent.com:80kafka.apache.org/0102/documentation.html
KafkaSpoutConfig spoutConfig = KafkaSpoutConfig.builder(BOOTSTRAP_SERVERS, TOPIC)
.setProp(new HashMap <String, Object> (){{

put(ConsumerConfig.GROUP_ID_CONFIG, "test-groupl"); //i{&&group
put(ConsumerConfig.SESSION_TIMEOUT_MS_CONFIG, "50000"); //i&&sessioni#aHT
put(ConsumerConfig.REQUEST_TIMEOUT_MS_CONFIG, "60000"); //i& &isKiBAt

)

setOffsetCommitPeriodMs(10_000) //i&E E=IFEIART A

setFirstPollOffsetStrategy(LATEST) //iR BRIENGRITEE

.setRetry(kafkaSpoutRetryService)

.setRecordTranslator(trans)

build();

TopologyBuilder builder = new TopologyBuilder();
builder.setSpout("kafka-spout", new KafkaSpout(spoutConfig), 1);
builder.setBolt("bolt", new BaseRichBolt(){

private OutputCollector outputCollector;

@Override

public void declareOutputFields(OutputFieldsDeclarer outputFieldsDeclarer) {

}

@Override
public void prepare(Map map, TopologyContext topologyContext, OutputCollector outputCollector) {
this.outputCollector = outputCollector;

}

@Override

public void execute(Tuple tuple) {
System.out.printIn(tuple.getStringByField("value"));
outputCollector.ack(tuple);

}
}, 1).shuffleGrouping("kafka-spout”);

Config config = new Config();

config.setMaxSpoutPending(20);

if (args != null && args.length > 0) {

config.setNumWorkers(3);

StormSubmitter.submitTopologyWithProgressBar(args[0], config, builder.createTopology());
}

else {
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LocalCluster cluster = new LocalCluster();
cluster.submitTopology("test”, config, builder.createTopology());
Utils.sleep(20000);

clusterkillTopology("test");

cluster.shutdown();

}

}

}

{58 trident

//TopologyKafkaConsumerTrident.java

import org.apache.kafka.clients.consumer.ConsumerConfig;

import org.apache.storm.Config;

import org.apache.storm.LocalCluster;

import org.apache.storm.StormSubmitter;

import org.apache.storm.generated.StormTopology;

import org.apache.storm.kafka.spout.ByTopicRecordTranslator;

import org.apache.storm.kafka.spout.trident.KafkaTridentSpoutConfig;
import org.apache.storm.kafka.spout.trident.KafkaTridentSpoutOpaque;
import org.apache.storm.trident.Stream;

import org.apache.storm.trident.TridentTopology;

import org.apache.storm.trident.operation.BaseFunction;

import org.apache.storm.trident.operation.TridentCollector;

import org.apache.storm.trident.tuple.TridentTuple;

import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Values;

import org.apache.storm.utils.Utils;

import java.util.HashMap;

import static org.apache.storm.kafka.spout.FirstPollOffsetStrategy.LATEST;

public class TopologyKafkaConsumerTrident {
//FRisHckafkasLflip:port

private final static String BOOTSTRAP_SERVERS = "XX.XX.XX.XX:XXXX";
//fEEERHHEE \Ritopic

private final static String TOPIC = "storm_test";

public static void main(String[] args) throws Exception {

ByTopicRecordTranslator<String, String> trans = new ByTopicRecordTranslator<>(

(r) -> new Values(r.topic(), r.partition(), r.offset(), r.key(), r.value()),

new Fields("topic", "partition", "offset", "key", "value"));

/& Econsumer&§
//RESZEnttp://imgcache.finance.cloud.tencent.com:80storm.apache.org/releases/1.1.0/javadocs/org/apache/storm/kafk
a/spout/KafkaSpoutConfig.Builder.html
//E285%nhttp://imgcache.finance.cloud.tencent.com:80kafka.apache.org/0102/documentation.html
KafkaTridentSpoutConfig spoutConfig = KafkaTridentSpoutConfig.builder(BOOTSTRAP_SERVERS, TOPIC)
.setProp(new HashMap <String, Object>(){{

put(ConsumerConfig.GROUP_ID_CONFIG, "test-groupl"); //ix&Egroup
put(ConsumerConfig.ENABLE_AUTO_COMMIT_CONFIG, "true"); //i& & B A
put(ConsumerConfig.SESSION_TIMEOUT_MS_CONFIG, "50000"); //i& & sessioni#2RT
put(ConsumerConfig.REQUEST_TIMEOUT_MS_CONFIG, "60000"); //i&&iEkiBRT

0

setFirstPollOffsetStrategy(LATEST) //iR BHENGRITEE
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.setRecordTranslator(trans)
.build();

TridentTopology builder = new TridentTopology();

// Stream spoutStream = builder.newStream("spout”, new KafkaTridentSpoutTransactional(spoutConfig)); //555EY
Stream spoutStream = builder.newStream("spout”, new KafkaTridentSpoutOpaque(spoutConfig));
spoutStream.each(spoutStream.getOutputFields(), new BaseFunction(){

@Override

public void execute(TridentTuple tridentTuple, TridentCollector tridentCollector) {
System.out.printIn(tridentTuple.getStringByField("value"));

tridentCollector.emit(new Values(tridentTuple.getStringByField("value")));

}

}, new Fields("message"));

Config conf = new Config();
conf.setMaxSpoutPending(20);conf.setNumWorkers(1);
if (args !'= null && args.length > 0) {
conf.setNumWorkers(3);
StormSubmitter.submitTopologyWithProgressBar(args[0], conf, builder.build());
}

else {

StormTopology stormTopology = builder.build();
LocalCluster cluster = new LocalCluster();
cluster.submitTopology("test", conf, stormTopology);
Utils.sleep(10000);

clusterkillTopology("test");
cluster.shutdown();stormTopology.clear();

}

}

}

HB6. #&3Z Storm
{28 mvn package f@i¥/5 , FTLURAEIAMESE 1T debug M , tBRJ LRSI ERFHITIZIT.

storm jar your_jar_name.jar topology_name

storm jar your_jar_name.jar topology_name tast_name
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Spark Streaming## A\ CKafka

BRITEHTAYE): 2025-10-11 18:10:00

Spark Streaming 2 Spark Core B9—1N 8 , BTt BREESEEMAIEUE | BRsTSAINEREAT Kafka, Flume,
HDFS/S3. Kinesis. Twitter §] TCP socket,

Spark Streaming 1L RIS AL DStream ( Discretized Stream ) , ffj DStream FI—ZFIELEAY RDD ( M-S HICEURE ) BhY |,
£ RDD E—Er a8 afRARr=ErIEERE, ERARERT DStream HHTAMEESCRD XX EE RDD #HT4ME,

{53 Spark Streaming {E/ Kafka RUEHRIMINGTS , AJ3Z#5 Kafka FoEMRAS SSLIGhRAS

Kafka Version spark-streaming-kafka-0.8 spark-streaming-kafka-0.10
Broker Version 0.8.2.1 or higher 0.10.0 or higher

Api Maturity Deprecated Stable

Language Support Scala, Java, Python Scala, Java

Receiver DStream Yes No

Direct DStream Yes Yes

SSL / TLS Support No Yes

Offset Commit Api No Yes

Dynamic Topic Subscription No Yes

Bail CKafka 3 0.9& LA ERYRRA , AORSCHEGERA 0.10.2.1 MrASAY Kafka 4k, ttHh , EMR =AY Spark Streaming tB373FE 11
CKafka , ¥ [SparkStreaming X34 CKafka fg53] .

BIFLR

EEL. IR CKafka SClEAMEHE

1. &5 [CKafka 54141 .
2. FEEMISARF=sEE [SLfIFIR] |, BasLfifgID” |, FNLAIEASERE.

3. EEHINEARERREN (EATT] &R |, AIERESEAIRGEANAL | MU R A HZRFERZIR bootstrap-server,

$B2. gE Topic

L. FECHIEAEERNE | EEIRER [TopicEIE] RE.
2. FETopicEETH , B (] | QIE—Etestl Topic , BETRIGLIZ Topic AFINBUTEF=HZ,
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$3. HEERIRSEINE
Centos6.8 &4t
package version
sbt 0.13.16
hadoop 273
spark 210
protobuf 2.5.0
ssh CentOS BhAL%E
Java 1.8

B LRLREEIENE,

FB4. JHECKafka
[FICKafkamh&ErE A BaT CKafka 3235 0.9.0.x. 0.10.0.x. 0.10.1.x. 0.10.2.x ixA, 3XEE{#A 0.10.2.1 krAfY Kafka ki,

1. £ build.sbt JFRO0#KE

name := "Producer Example"

version := "1.0"

scalaVersion := "2.11.8"

libraryDependencies += "org.apache.kafka" % "kafka-clients" % "0.10.2.1"

2. B& producer_example.scala :

import java.util.Properties

import org.apache.kafka.clients.producer._

object ProducerExample extends App {

val props = new Properties()

props.put("bootstrap.servers”, "172.16.16.12:9092") //sLHHEEFHIAN IP S5m0

props.put("key.serializer", "org.apache.kafka.common.serialization.StringSerializer")

props.put("value.serializer", "org.apache.kafka.common.serialization.StringSerializer")

val producer = new KafkaProducer[String, String](props)

val TOPIC="test" /18 EE4r=HY Topic

for(i<- 1 to 50){

val record = new ProducerRecord(TOPIC, "key", s"hello $i") //4F= key 2"key" ,value £ hello i FSiEE
producer.send(record)

}

val record = new ProducerRecord(TOPIC, "key", "the end "+new java.util.Date)
producer.send(record)

producer.close() //EREZHFF

}
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T2 H% ProducerRecord BIFEiEEE% [ProducerRecord] 3744, MCKafkajisZeiEa

DirectStream

1. £ build.sbt FRA0#KER

name := "Consumer Example"

version := "1.0"

scalaVersion := "2.11.8"

libraryDependencies += "org.apache.spark” %% "spark-core" % "2.1.0"
libraryDependencies += "org.apache.spark” %% "spark-streaming” % "2.1.0"
libraryDependencies += "org.apache.spark"” %% "spark-streaming-kafka-0-10" % "2.1.0"

2. BE& DirectStream_example.scala :

import org.apache.kafka.clients.consumer.ConsumerRecord
import org.apache.kafka.common.serialization.StringDeserializer
import org.apache.kafka.common.TopicPartition

import org.apache.spark.streaming.kafka010._

import org.apache.spark.streaming.kafka010.LocationStrategies.PreferConsistent
import org.apache.spark.streaming.kafka010.ConsumerStrategies.Subscribe
import org.apache.spark.streaming.kafka010.KafkaUtils

import org.apache.spark.streaming.kafka010.OffsetRange
import org.apache.spark.streaming.{Seconds, StreamingContext}
import org.apache.spark.SparkConf

import org.apache.spark.SparkContext

import collection.JavaConversions._

import Array._

object Kafka {

def main(args: Array[String]) {

val kafkaParams = Map[String, Object](

"bootstrap.servers" -> "172.16.16.12:9092",

"key.deserializer" -> classOf[StringDeserializer],
"value.deserializer" -> classOf[StringDeserializer],

"group.id" -> "spark_stream_test1",

"auto.offset.reset" -> "earliest”,

"enable.auto.commit” -> "false"

)

val sparkConf = new SparkConf()
sparkConf.setMaster("local")
sparkConf.setAppName("Kafka")

val ssc = new StreamingContext(sparkConf, Seconds(5))
val topics = Array("spark_test")

val offsets : Map[TopicPartition, Long] = Map()

for (i <- 0 until 3){

val tp = new TopicPartition("spark_test", i)
offsets.updated(tp , OL)

}

val stream = KafkaUtils.createDirectStream[String, String](
SSC,

PreferConsistent,

Subscribe[String, String](topics, kafkaParams)
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)

printIn("directStream")

stream.foreachRDD{ rdd=>

/BHIRERTER

rdd.foreach{iter =>

val i = itervalue

printin(s"${i}")

}

//3%18Boffset

val offsetRanges = rdd.asInstanceOf[HasOffsetRanges].offsetRanges
rdd.foreachPartition { iter =>

val o: OffsetRange = offsetRanges(TaskContext.get.partitionld)
printin(s"${o.topic} ${o.partition} ${o.fromOffset} ${o.untilOffset}")
}

}

// Start the computation
ssc.start()
ssc.awaitTermination()

}

}

RDD

1. & build.sbt (E&EREL , BEFEE) .
2. Bitc& RDD_example :

import org.apache.kafka.clients.consumer.ConsumerRecord

import org.apache.kafka.common.serialization.StringDeserializer

import org.apache.spark.streaming.kafka010._

import org.apache.spark.streaming.kafka010.LocationStrategies.PreferConsistent
import org.apache.spark.streaming.kafka010.ConsumerStrategies.Subscribe
import org.apache.spark.streaming.kafka010.KafkaUtils

import org.apache.spark.streaming.kafka010.0OffsetRange

import org.apache.spark.streaming.{Seconds, StreamingContext}

import org.apache.spark.SparkConf

import org.apache.spark.SparkContext

import collection.JavaConversions._

import Array._

object Kafka {

def main(args: Array[String]) {

val kafkaParams = Map[String, Object](

"bootstrap.servers" -> "172.16.16.12:9092",

"key.deserializer" -> classOf[StringDeserializer],

"value.deserializer" -> classOf[StringDeserializer],

"group.id" -> "spark_stream",

"auto.offset.reset" -> "earliest”,

"enable.auto.commit” -> (false: java.lang.Boolean)

)

val sc = new SparkContext("local”, "Kafka", new SparkConf())

val java_kafkaParams : java.util. Map[String, Object] = kafkaParams

/AR aFFR) parition RIEVER offset SEERNER , AIRABAZINEEE R BT SHFIEEE HiEr - HRARHEAVEE
val offsetRanges = Array[OffsetRange](

OffsetRange("spark_test", 0, 0, 5),

OffsetRange("spark_test", 1, 0, 5),
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OffsetRange("spark_test", 2, 0, 5)

)

val range = KafkaUtils.createRDD[String, String](
e

java_kafkaParams,

offsetRanges,

PreferConsistent

)
range.foreach(rdd=>printIn(rdd.value))
sc.stop()

}

}

B kafkaParams FBi££&% kafkaParams 324,
[T=F N

228 sbt

1. 7£ sbt B/ £ T sbt &,
2. fRIERTE sbt WERTOIEE— sbt_run.sh IAFHEMNAT TR , HARSIOT :

#1/bin/bash
SBT_OPTS="-Xms512M -Xmx1536M -Xss1M -XX:+CMSClassUnloadingEnabled -XX:MaxPermSize=256M"
java $SBT_OPTS -jar ‘dirname $0°/bin/sbt-launch jar "$@"

chmod u+x ./sbt_run.sh

3. PUTLAT <.

./sbt-run.sh sbt-version
EHEEE sbt KRARBIRILAERIELT.

2% protobuf

1. & protobuf ERIARA.
2. REEHNER.

.Jconfigure
make && make install

BEMS L gec-g++ , FUTHAIREEE root IR, 3. EFFER , EHSTHHATIARS.

protoc --version

4. £#8eEE| protobuf WRAGRIBRILAERIETT.

Z% Hadoop

1. 1518 Hadoop B TEAEERRRA.
2. 10 Hadoop FBF.
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useradd -m hadoop -s /bin/bash

3. EINEERR.

visudo

4. £ root ALL=(ALL) ALL I0—1T7. hadoop ALL=(ALL) ALL {RFELE.
5. {8 Hadoop #HTH8(E,

su hadoop
6. SSH TEIBER.
cd ~/.ssh/ # ERBIZER , iBHIT—IRssh localhost
ssh-keygen -t rsa # 2B , FREZFEFHATLL
cat id_rsa.pub >> authorized_keys # IIN\IZ
chmod 600 ./authorized_keys # {&XSTEA R

7. &% Java,

sudo yum install java-1.8.0-openjdk java-1.8.0-openjdk-devel

8. it& ${JAVA_HOME},

vim /etc/profile

SR ETARE :

export JAVA_HOME=/usr/lib/jvm/java-1.8.0-openjdk-1.8.0.121-0.b13.el6_8.x86_64/jre
export PATH=$PATH:$JAVA_HOME

TRIBLEEERINIZR, 9. fi#/E Hadoop , HABZR.
./bin/hadoop version
EHRE B TR A ERIRBEREIE BB T,

0. KEBNnH ( IRIEREEEAERER) .

vim /etc/profile

TSR ETHARE -

export HADOOP_HOME=/usr/local/hadoop
export PATH=$HADOOP_HOME/bin:$PATH

TRIRLEE SR RERZ, 11. 188 /etc/hadoop/core-site.xml ,
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<configuration>

<property>
<name>hadoop.tmp.dir</name>
<value>file:/usr/local/hadoop/tmp</value>
<description>Abase for other temporary directories.</description>
</property>

<property>

<name>fs.defaultFS</name>
<value>hdfs://localhost:9000</value>
</property>

</configuration>

2. 1834 /etc/hadoop/hdfs-site.xml ,

<configuration>

<property>

<name>dfs.replication</name>

<value>1</value>

</property>

<property>
<name>dfs.namenode.name.dir</name>
<value>file:/usr/local/hadoop/tmp/dfs/name</value>
</property>

<property>

<name>dfs.datanode.data.dir</name>
<value>file:/usr/local/hadoop/tmp/dfs/data</value>
</property>

</configuration>

3. {8 /etc/hadoop/hadoop-env.sh #fg JAVA_HOME JgJava RUEE1R.

export JAVA_HOME=/usr/lib/jvm/java-1.8.0-openjdk-1.8.0.121-0.b13.el6_8.x86_64/jre

4. #1947 NameNode &z{{t.

/bin/hdfs namenode -format

&7R Exitting with status 0 MIF/RALTH. 15. 550 Hadoop.

./sbin/start-dfs.sh
RRINEHETFE NameNode #7#2 , DataNode ##2 , SecondaryNameNode ##2.

2% Spark

518 Spark EM TEFFEERRDE, FAZEIZREE T Hadoop , ARLUEIRER Pre-build with user-provided Apache Hadoop, 4=
FiEEEER hadoop FAFBHTIRME.

1 BEHENER.
2 (EMECEN .
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cp ./conf/spark-env.sh.template ./conf/spark-env.sh
vim ./conf/spark-env.sh

ESE AT TERE -

export SPARK_DIST_CLASSPATH=$(/usr/local/hadoop/bin/hadoop classpath)

3. tR#E hadoop ZEEIBERERER. BT,

bin/run-example SparkPi

ERIhZIRFILIERRE @ T AEIME.
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EFTIH TR ERIESC
BRITEHAYE): 2025-10-11 18:10:00

REBENBHEST CKafka EF-FIHZHERIRESSE, | BENREERE LB,

ErEHE

Topic {EFHEREF

e REEXK : HEF3EA , BLEY  &/\BLEIAE2 , BRLEIFHAESTT Topic BIFE , BUENINEIFSSEEEEH
2.

o SIS SHFEFRREETE CKaftka Bt Topic WFFX. EFEHER , FrEraiEZE— 1 AReI&H Topic i , 2BIEE—D
BE31M D XH3MEIAH Topic,

* B Topic &R XEGEN100,

* Topic BIAEN3 ( SRIARAIRE] , AATER ) .

SKWE

PHIVMET , BT WEFRE , BRERESHIAERMIER , AREIUERERCEREMINMERACKTIHIKMEE BRHELS
RIERH.  ERILMRIEWSER  REUTELSEH

24 Rzl
retries BEIUREL , BOMER 3 | I TEIRELTRPHINAMS | IBERIREN IntegerMAX_VALUE ( BXH&
K)o

retry.backoff.ms Eifiake , EiKER 1000,

IXFEIGEEIERIXT Broker fY Leader 5 XHIFSZM ZINERL Producer i5KAIIE R,

BERIE
REEOZREN , NREBIERRENESR , JLUAR metadataFuture.get(timeout, TimeUnit. MILLISECONDS),
— 1 ProducerXRi—{ N

Producer 2722/ , BEALUERA Topic KIXER. BEBERT , B—1EANM— Producer,

Acks

Kafka 9 ACK #1%ll , 3§ Producer RSB REREANE , 7 Kafka £9 0.10.x frA Lt , HISBEE Acks , TifE 0.8.x BxAL , MH
request.required.acks , Acks RIIREEEREFINEI Kafka SEEFIEHEFIHETEML.

Acks RISEQHBAANT
24 iR

acks=0 ToEIRSSImAY Response, MERERE. EEUBEXILIA,

acks=1 RS ImET RERIIELRE] Response, MEREHFZE. FHENLTE. EHREVAESEEUEEREX.
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s 558
ks | ESRESASANEESARSANAIEE Response, HHEIRE. MBRARE, EHATIETRBEIALSE
HIEE,

—RREINEE acks=1 , EERIRSZAILURE acks=all ,

Batch

—fgIERT , IHEBASI CKafka B9 Topic 2BZ 13X , Producer EFIHERIRS IR ARIEHEER , TELHFHAEIE Topic AN XK
%, FLERA—NDXKRIESHKEEN , Producer BFiREEXERITEM— Batch , #tERXZHIIRSS iR, Producer ZFimERhE
Batch AY , 2EBTUIMTHEM., —MRIERT , J\ Batch £53 Producer ZFURF=4EARIER , IEMBERAFIERFPRFIIRSHAHA | 3
IERBEXNESH CPU S , NMEAES 7TIHRAEMIBZEER. —MEER Batch KN, BILURN RIXTHE BRI Fim M AR SS i AR
BERORE , ERR HESERRXINEILFIRER.

Batch £5BBUNT :

S Sl

batch.size RIEFIPEX (Partition ) FEEERFE (HEABNFTEZM , FE2EKE) . KFLENSEN , Miakts
. —IRMEIER , JAfF Producer ZFiRIEEH B A FIRSZEE,

i BREEAESFETHNSEKE, EBEXNTE , Producer EFRFSZRE batch.size RIFRF , SZEMEHEE

inger.ms - -

RIFIRSSES.

T — FrEEEERIERA/NBDXNER | e AICEHERERSSS | S ZEE batch.size 1 lingerms
i HIBR%Y, buffermemory BUBAEIER 32MB , XT84 Producer TS , JLURIERIBHIMEE,

1A :

WERIEER— VM F/F5hZ24 Producer , BBAEA™ Producer #ER 88532 MBEF=E , tRMEHGIEELA OOM ( Out of

Memory ) , IWEHEEE=EFE buffermemory AIK/N , BERfHEA OOM,

ERILMRIEE R S TR TSI EEEE.

Key #1 Value

iHEBAZ! CKafka BIHEAE Key (iHRWRR ) 1 Value ((FBRARE ) MIFRR.

ATETER , BAESIRE—ME—H Key, ETLUEIT Key IBEREHEE , ITMAZASEERE | TRZESHNEEEBR.
MRHBRIXBRK , BINABIRE Key , FHERFED XA,

o

RERFEHERESXAER , Z72WEIR— Batch 1, EILRE— Batch aIAFZAEI— M EZ=EESBFI Kafka Producer ik &
D XREE. HEBAFI Kafka Producer o¥FBITIRE Partitioner ISLISKIAREEHSWSHIHK. HHEIETE Key IERT , iIHR
BAZ! Kafka Producer RIBCASRERZXSHRAIKey#HTI5% | AERBERFEREESX , RIEER Key FERSKEEIR— 7 X.

TEREISEIEE Key BBRT , ISEIAT Kafka 2 ARAZ SINEASIREEFERETNFRES K , SEEUSENA TS ERE—
SR, BR , XA Batch BRRAIERE | EXMFERT , AIAEAT-EARAY) Batch , MTHEESIERERIEM, STXeH
SASBERITE Key MBI RN , HEIAF Kafka 1245258 \ TE6E5 X458 ( Sticky Partitioning Strategy ) .
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D KRBEERRT Key HEDHEIARSKX | &A/ Batchiail, HFEEHRIKEMR—2XAI Batch FeplfE | BRETERS—1
AKX, REREMNERRIEERZO K. XMRBEERERNE  SBERREERE— DK , IRAKEMNETHIE , HEEER
USSR HBREIE MR BN, XEFTLIEREREISXIRM , BRHETLHEER | 2RSS B ERE.

WNERIEFERRGEERAS Kafka Producer ZPimE2. 4% LA EIRA | BROIARISD XSRS SRR XERAS. ANEREFERRY Producer Z i
FRAINF2.4 , AJLGARIBRE G D XERIRIRIE , BITSCIO XS | AEIBITSEL partitioner.class IREIBEND XK.

KM XERIESTI , BALASEINT Java UIEBSCIL. 1ZABRISCIBEF 22 RIE—EREERE | thiE—Ro X,
public class MyStickyPartitioner implements Partitioner {

// iBF E—RHES XAiE),

private long lastPartitionChangeTimeMillis = OL;

// iERERIDKX,

private int currentPartition = -1;

// SR ENERE | ATLARIESERR L S35 #5255 K AORT A ElfR.
private long partitionChangeTimeGap = 100L;

public void configure(Map <String, ?> configs) {}

/**

* Compute the partition for the given record.

*

* @param topic The topic name

* @param key The key to partition on (or null if no key)

* @param keyBytes serialized key to partition on (or null if no key)
* @param value The value to partition on or null

* @param valueBytes serialized value to partition on or null

* @param cluster The current cluster metadata

*/

public int partition(String topic, Object key, byte[] keyBytes, Object value, byte[] valueBytes, Cluster cluster) {

/1 KBS RER.
List<PartitionInfo> partitions = cluster.partitionsForTopic(topic);
int numPartitions = partitions.size();

if (keyBytes == null) {
List<PartitionInfo> availablePartitions = cluster.availablePartitionsForTopic(topic);
int availablePartitionSize = availablePartitions.size();

// FIT SRR B X,

if (availablePartitionSize > 0) {
handlePartitionChange(availablePartitionSize);

return availablePartitions.get(currentPartition).partition();
} else {

handlePartitionChange(numPartitions);

return currentPartition;

}

} else {

// 3 FBkeyRTER | tRiEkeyRIIEHEIEZES X,

return Utils.toPositive(Utils.murmur2(keyBytes)) % numPartitions;
}

}

private void handlePartitionChange(int partitionNum) {
long currentTimeMillis = System.currentTimeMillis();
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// NSRBI S XIDEEEERE , R T—1PM oK |, BUEREEZ RN X,

if (currentTimeMillis - lastPartitionChangeTimeMillis > = partitionChangeTimeGap

|| currentPartition < 0 || currentPartition >= partitionNum) {

lastPartitionChangeTimeMillis = currentTimeMillis;

currentPartition = Utils.toPositive(ThreadLocalRandom.current().nextInt()) % partitionNum;
}

}

public void close() {}

}

papd =2

NS (Partition) A, iBERRIRBREINFEEN  2EAEFN. 8N EE MESEETAK  REBEEESTREAENSXF ,
RE Partition Z B ABEFUENTRR.

MRFEHTEHEEGHERINFY | AILEEFHIEEX—RKEER key , XEEEEMERN key HTHE R , CKatka FAAIRIE key
IEHBEEINEF— MR TEE , BT o RREHE—NEEREHTRITEE , LEEEEEREENIFIET .

HEEHE

HEEREATRE
1. Poll 2,

2. PUTIHZRIZEE,

3. FIR poll .

PiE=asli

&> Consumer Group FILABEZA Consumer , FHE244 group.id REMERRIE , BFE—" Consumer Group #J Consumer
SHREBFEITIFN Topic,

f5Ign : Consumer Group A 15T Topic A , HFFE=ANEZSEA C1, C2. C3, MAIER Topic A IEEEERARRSEE C1. C2,
C3 f9FE—1. CKafka BUASIIOMIEEHREAZNBEESS] , LMKEIEER R EI9E.

CKafka G 9EAIAEREFRIER  BITHENTopicIP X |, 5 ELAE N Consumer, EL , Consumer PIPMIABERTFOXIIEE &
NEBBEHELHIDBAZNHTS XM TR, BTERE LS BEESHLARESR. BN, BOEEER |, #Hafik
—IRGEIIE,

TRXR
[E— Consumer Group A , EINEINHERLFRTIRAY Topic (RIF— , BRAHIE TR,

» Consumer Group i Topic,

— Consumer Group FJLATEEZ M opic , 4 Topic BIEE# Cosumer Group FRJ Consumer 45JE2ZE, 410 Consumer
Group A T 7T Topic A, Topic B, Topic C, MEX=4 Topic FASHEE , # Consumer Group F#J Consumer 1535428,

Consumer Group 1J[EZ4 Topic BI7RHULIEANT :
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String topicStr = kafkaProperties.getProperty("topic");
String([] topics = topicStr.split(",");

for (String topic: topics) {
subscribedTopics.add(topic.trim());

}

consumer.subscribe(subscribedTopics);

 Topic #Z4* Consumer Group iJ i3,

— Topic ATLA#EZ A Consumer Group 115 , B&1 Consumer Group IR ZE Topic FHIFFEEE. flZ0 Consumer Group A
1715 Topic A, Consumer Group BT 7 Topic A , MI&iXE|Topic ANESEHER , MISE—pLEConsumer Group ARJEZERSE
B, B=tE—{pLaConsumer Group BRYEZELHI , BIXFNIFRIEEMY , HEIRBIHTRE.

—A Consumer Group X$R—/NRIFE

I — Consumer Group XYN—MA , BIARBMAXNNARENRE, MREEEEARMBEER—MAY |, BEEEZHAR

Y kafka.properties, 540 kafkal.properties. kafka2.properties,

HERALR Offset

81 Topic BZNMPKX , BNMD RS HATHRNESFEE , XMRARAALSR MaxOffset,

HEBAI CKafka f9 Consumer SARIMFHRRIEZES KANEBRIES | ICRELHE TRIHESRE , FRAEZELS ConsumerOffset,
FIRAARHZEIFE (RFRAERHIRE ) =MaxOffset-ConsumerOffset,

offset &3z

HEBAFI CKafka B9 Consumer BRI MEXSEL

¢ enable.auto.commit : BRIA(EHtrue,
* auto.commit.interval.ms : EKIAE/91000 , Blls. XM PNSEEGHIERS : IR poll BUERISTAE DRI RAIATE , JNR
IEE AR B2 &#BIT 241 auto.commit.interval.ms ¥IERIATK , MEFIRRBEMNAAIRRHE.

At , 4054 enable.auto.commit IREA true , MFBEEER poll FHERT , FHIREI—IX poll HRAEIECEHETEE , BUTTEESE
RIFaBER,

WRAEE CIEFIAIERE | 1518 enable.auto.commit i35 false , AR commit(offsets) KEE TR AR,
BEE offset
LUTRfMER , SRS ESEMEES

* IRSIHAMFESLIRDINNIRRT (FIIEFiRSE—REE) .

o IMIFAURAEGERR (IR D KEAMARL0 , BEFRAMILFHAAEESE ) . Java EFIRAILUEY auto.offset.reset 3k
EEEERE , TEG=FRE

* latest : NRAMIRFHAHZE.

o earliest : NERIMURFFIRIEZE:.
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* none : RNMYHTRIE , BIREE.

?

o FEWIRERK latest , MAEIRER earliest , BRENM AIEERTMLTFIRIEZE , NMMERAEES.
o WMREHACSEENMNA , JLURER none,

AIAGHE
HEIERHEFIRENERSIHAEIEER  AECEE R REEHREERE , R TSHIRE

e max.poll.records : {NERELHEFRIT IMB , EIEE N1,

* max.partition.fetch.bytes : {§ BtV RKEBAIR/NIEK—.
o fetch.max.bytes : IREWBAZKBRNA/NERA—R, BEILANERERE , BESEALWEEAIIRG SEUEERMTT , INFEE

BIEHIREERE  TRIATSHRE

o fetch.max.bytes : BIIRER AT RII—F (FRIZSHNRAIZE bytes , AMHERAIRRLE bits )

* max.partition.fetch.bytes : EIIFERL fetch.max.bytes W=p2Z—aHEH NS Z—.

HEESHHARS
HEIAF CKafka EEAGENE at least once , HFEEMRE—R , MEEEFREX , BERMPEEEFES. EHINEGHE, &
PIREERYE TSRO BESHE | LN ANERIRHEES RO (PULTERSE) |, MEZMEERES.

VABHRRRSRI A9 |, ERBIED -

o RIXHBRT , &N key {EAME—RIKS ID,
o HEBHERS , FIiT key ERCEHEET , MRCKHEFIT , WK  WRKEEY , WHEE—R. 3% IRNAFSXNPOEHEE
SRR, WAREMISESFHE.

jick S

iHEBAFI CKafka B0 KEFHEIMFFRBHEEHEZER  MREBRREZNFEFHERITHEZERW | FINNRIRSS2EHI T IEE
7 SEEFHEBLERY , SHEATTM , BBABLATRMALES :

o KME—E=AERITHEREE, XMAONEUEMBERLIEEETIRNER , TiEMRHEE | EEEHER,
o BTHERRSI CKafka iRBAMERMGESRIRIT | LEHBEHESFTENIRMAGHEEBEFHEEIRE MRS (HlanelE—1 Topic L IBKK
KWHIHR ) | ARERHRERKERRIER , ST EMRRE | RIEERLE.

HEEER
HBIEREEFIRENERSIHUAES. —REAT  WREFHREEERATEE , WRSFERAER, BF-ETRAER , HEX
EREEHEN  HINESNREE.

HEHER

EREREEIERRRER

o HEIEERA LEFHRE | R NIZIREEEERE.
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o HBRTAETIEE., HBREINESE  PUTHEERE  BESIT LTEER , MRXNMHRESFHHFER  WETRER—BEF
5 IHBRHETIAA R,

HERIIZR BRI RAR | MRFESSRAERNER , BURESSIBINIE , BREEHRAR TAE,
REiHREE

o HNConsumersEfNEL, ATLMEHEREREN ( EBERIEE ML —NMEE ) |, A USBE S NEELEIHE.
WiBA :

LHN BT D XMERHMABEESEE , SBHELAATIE.
o IEINEZRLAR.

1 B Gz,

2. PolliE,

3. IEAURIRA B AR I TR SR,

4. SHEERERRBIINE  BRpol EiEHR T,

EREENIX ( socket buffers )

7 Kafka B9 0.10.x kxR , 244 receive.buffer.bytes BIZMIAE 64KB, Ti7E Kafka BY 0.8.x kA , %4
socket.receive.buffer.bytes FIEKIAE 100KB,

XENERANEN T EEIERNEMSEANT |, F55I2ER Broker 1 Consumer Z BRI/ ERAEIRFH ( bandwidth-delay
product ) KFBiE ( local areanetwork , LAN ) i,

STFERA1Msa B SR EIMNLE (40 10Gbps FS ) |, BIEEREFENKIZE H8H16MB,
WREHARERE , BEDEEIZREN IMB, EEAILURERN -1, B EERRERFHIRIEMERISEFRER , RFEEENXKAIAN,
BE , WFEEZD"HSXA Consumers i , BaAEOIEERSEBARE,
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Logstashiz A\ CKafka

BRITEHAYE): 2025-10-11 18:10:00

Logstash 2— MFFEHESHIETER , JLIMSNRLNEETE. SRSV EIRAIEURRTEEFARMAIE. Logstash RiEMHE
3, FEBRARNEESTINE  EHFE  SHFSTHAABLIR. Logstash {EAKFAIH4ERIEIEEE , 5 Elasticsearch # Kibana
B | EATIERRSEWREGEA.

Logstash T{E/RIE

Logstash FIBAMERTLAD A=AER : inputs — filters — outputs,

1 inputs : FFEBUERIR |, 03244, syslog. redis #1 beats LSRR,

2. filters : {EBUTLIREHE , 7E Logstash FIEEEFETRIEAT , JLURERMENSEMHHITEN, —LEIANTIRESEE : grok,
mutate. drop #1 clone &.

3. outputs : BHUREMBIEMIETT , —MEHITLMEREIZ A outputs , HEMFTHRBEXNMEMHHMER. Elasticsearch ERELA

outputs, [EHT Logstash SZIFmASAERS , BILATE inputs 1 outputs ixfgEIE.

Logstash £\ Kafka BY{LE

o ALISEAMERIE : BFLERARE.
° fi##8 : & Elasticsearch REIRMERSEIW_EHFTLE.
R

Logstash [SIEHFERIR , MNREBBELEF” server ELFNHEMRE,

EELE

HEETE

° TEFrZL&ELogstash , &% Download Logstash,
o TEFHZLEEIDK 8, &% Download JDK 8,
o B8l CKafka 3451,

$EEL. 3R CKafka SClEAMBHE

1. &5 [CKafka 54141 .
2. EEMISHRF=EE [SLfFIR] |, BasLfiRg ID” |, ANLHIEASERE

3. HELPINEAEERER [BATS] &R |, ATREECAIRgAIELE,

$B2. gE Topic
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1 ELHIEAEENE |, EEINES [TopicBIE] &,
2. ETopicEENE , BF [FE] | liE—PEAlogstash_testhy Topic,

3. N\ CKafka
inputs A

1. $147 bin/logstash-plugin list , EE &SR EESH logstash-input-kafka,

2. £ bin/BR TREEENH input.conf, IAMSIRERBIFARIRRS | 1§ Kafka (EAEIEER.

input {

kafka {

bootstrap_servers => "xx.xx.xx.xx:xxxxx" // ckafka SCIHEE Ntk
group_id => "logstash_group" // ckafka groupid &FR

topics => ["logstash_test"] // ckafka topic B#R

consumer _threads => 3 // jHZR&F2E , —PRE ckafka P XE—E
auto_offset_reset => "earliest”

}

}

output {

stdout{codec=>rubydebug}

}

3. TLA T @</ Logstash , #HTIEREIEZ.

./logstash -f input.conf

REIERINT AJLABZIRIA Topic RRIEIREIHZR K,

outputs EAN

1. #1147 bin/logstash-plugin list , EEBEIFINEHFESEE logstash-output-kafka,
2. . bin/IREEEXH output.conf, IAMSTRERANIENEIERIR , & Kafka {E %R BRI,

input {
input {
stdin{}
}
}

output {

kafka {

bootstrap_servers => "xx.xx.xx.xx:xxxx" // ckafka Lz A\ttt
topic_id => "logstash_test" // ckafka topic BFR

}

}

3. BTN T a< /35D Logstash , MEIEEAY Topic KIXHE.
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/logstash -f output.conf

4. BEnCKafkaiH#eE | 1630 E—SRIEFEUE.
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Kafka ConnectiZE A\ CKafkazCtik

BT HAYE: 2025-10-11 18:10:00

Kafka Connect BEISZIERFH11 T : standalone [ distributed,

LA standalone #&=,/55) connect
BidLA T a2 LA standalone #=[350 connect :

bin/connect-standalone.sh config/connect-standalone.properties connectorl.properties [connector2.properties ...]

#EA CKatka SEAFFR Kafka i[8EXE! , (NFEE(EK bootstrap.servers JFRIELFIRTHSEAY IP.

LA distributed #3351 connect
BISLATESLL distributed #XEED connect :

bin/connect-distributed.sh config/connect-distributed.properties

ZiE T |, kafka connect £3% offsets. configs # task status (FEFETE kafka topic & , TFERY topic 7E connect-distributed HfY
LU TF=ERECE -

config.storage.topic
offset.storage.topic
status.storage.topic

X=" topic FEFHOIE , FRERIEBIZAIBEMRFS connect RIZEK,

* config.storage.topic FFERIERBE—" partition , ZEIABRZ compact &z,
¢ offset.storage.topic EEHZ partition , ZEIAEJ compact #zf,
e status.storage.topic EEHFZ partition , ZRIAB} compact iz, ELE bootstrap.servers IEBELHIEDERI P ;

BLE group.id , FAF#RIR connect &£8F | FESHHEDEX STk,
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Filebeats ##Z ) CKafka

BRITEHAYE): 2025-10-11 18:10:00

Beats &5 AT SME—FHREIERES. XERERTEETRIFERERNAE , NBE LTEMT L assm BirAaERELEE.

Beats BEMPRERS | S LURIEE BRIBR T RIIMATSRERS. AL Filebeat (iZEBRIATRERR ) A, &

CKafka BUB{EIETTi% . RIENGE WIAEAIRERTTE.

AR SR

o TEHZLEFilebeat, &0 Download Filebeat,
° TEHZLEIDK 8, &) Download JDK 8,
o B6I# CKafka 3L

BIFLE

1. 3K CKafka SClga N\t
1. &F CKafka 124148,

2. EEMSHEERE [SEAIFIR] | BESLAHIRYID" , HALAIEAMSERHE.

3. ELHINEARERIREN [(BATT(] &R, eJERESEAIRgE AL,

B2, G Topic

1. ELBEAEERE , RIS (TopicEIE] R,
2. ETopicEETE , B [FE2] | elg— & Itesthy Topic,

B3, EEmE
B\ filebeatiZ AR , SIEEE IR #Hilebeatyml,

#======= Filebeat prospectors ==========
filebeat.prospectors:

- input_type: log
# AT SRR

paths:
- /var/log/messages

H======= Outputs S
Hmmmmmmmmm kafka -----------m oo
output.kafka:

version:0.10.2 // #RiEARE CKafka SLAIFFRRAE S

WS : BRmEmEX
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# 18 5B 9CKafkasLfagis Attt
hosts: ["XX.XX.XX.XX:XXXX"]

# 1R B BirtopiclIZTR

topic: 'test’
partition.round_robin:
reachable_only: false

required_acks: 1
compression: none
max_message_bytes: 1000000

# SASL ZERETNER | MRAFENTEHR MERAIALRE
username: "yourinstance#yourusername" //username EEELAIIDFIAF S
password: "yourpassword"

S BA4. Filebeat ZiEEHB

1 PTU e /BaE iR,  sudo /filebeat -e -c filebeat.yml
2. NS AR (RPIABANEITH testlog 324 ) .

echo ckafkal >> testlog
echo ckafka2 >> testlog
echo ckafka3 >> testlog

3. = Consumer jEZIINAY Topic , SRIELATEIRE.

{"@timestamp":"2017-09-29T10:01:27.936Z","beat":{"hostname":"10.193.9.26","name":"10.193.9.26","version":"5.6.2"},"inpu
t_type":"log","message":"ckafkal","offset":500,"source":"/data/ryanyyang/hcmaq/beats/filebeat-5.6.2-linux-x86_64/testlo

g","type":"log"}
{"@timestamp":"2017-09-29T10:01:30.936Z","beat":{"hostname":"10.193.9.26","name":"10.193.9.26","version":"5.6.2"},"inpu

t_type":"log","message":"ckafka2","offset":508,"source":"/data/ryanyyang/hcmaq/beats/filebeat-5.6.2-linux-x86_64/testlo

g","type":"log"}
{"@timestamp":"2017-09-29710:01:33.937Z","beat":{"hostname":"10.193.9.26","name":"10.193.9.26","version":"5.6.2"},"inpu

t_type":"log","message":"ckafka3","offset":516,"source":"/data/ryanyyang/hcmaq/beats/filebeat-5.6.2-linux-x86_64/testlo

g""type":"log"}

SASL/PLAINTEXT &=,
WIRIBEEE 1T SALS/PLAINTEXT B2 | WFEERERAFZ 5%, 7 Kafka BEeEXIFFMIENN username F1 password EeEBRIA],

# SASL FERETINER | WRAFENTER MERA AEE
username: "yourinstance#yourusername" //username EEHELAIIDFIAFSA
password: "yourpassword"

a1 V=
= WAt
f£ Filebeat HE ( BRIABRAR /var/log/filebeat/filebeat ) & , KIEAE INFO B , 50 :

2019-03-20T08:55:02.198+0800 INFO kafka/log.go:53 producer/broker/544 starting up
2019-03-20T08:55:02.198+0800 INFO kafka/log.go:53 producer/broker/544 state change to [open] on wp-news-filebeat/4
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2019-03-20T08:55:02.198+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/4 selected broker 544
2019-03-20T08:55:02.198+0800 INFO kafka/log.go:53 producer/broker/478 state change to [closing] because EOF
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 Closed connection to broker bitar1d12:9092
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/5 state change to [retrying-3]
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/4 state change to [flushing-3]
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/5 abandoning broker 478
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/2 state change to [retrying-2]
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/2 abandoning broker 541
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/3 state change to [retrying-2]
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/broker/478 shut down

HILAE INFO HJBER Filebeat hiiABIE , [H79 Elastic RIERAFMAIREERINE , MEARARFIERSTFRE. FI0 : 6.5 FA
3%§F Kafka ROMRASZ 0.9, 0.10, 1.1.0, 2.0.0, i 5.6.x BUIASZHFHIZR0.8.2.0., BHFEMNEREXHFRIMAEE :

output.kafka:
version:0.10.2 // t#R¥EARRE CKafka SLHIFFEIRAE S
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Schema Registry ## A\ CKafka

BT HAYE: 2025-10-11 18:10:00

ToCRERESRY Avro APl BENFFWESRFFILSE | X2 Twitter B9 Bijection Z5EESCHL Avro IFRFIC SRFFIE | TS
EFEHEEREHR | 7555 Kafka iEREBEEAT Schema , NTISEUCRAIA/NEEIN. EEAEEE  MEBUCRINAEERTE
/" Schema , FRLAEESEHE] Schema, CKafka 12 THUEIEE— Schema B957% : & Schema HIRZEEAEI Confluent Schema

Registry , Kafka Producer #1 Kafka Consumer 1&131R%! Confluent Schema Registry Y schema WEHRITFFIAFIRFFIL.

B

* T#; Download JDK 8,
* T# Confluent oss 4.1.1,
o SeEsLAIl.

BIFSE

SEL. REELGHEZ TS bl Topic
1. &R CKafka =HI&.
2. (EESHVERE (SERFIR] | SBERspIf D", BEALAEAEREE.

3. FELHINEAREERER [EATI] &R |, ATERECTHIRHEAIEIE,

4. 7 [B5helEE Topic] #HHRIFEBRNEIE Topic.
R

[55h oss 2Bl schemas £/ , ATLALAIHREFEBNEIEER.
$B. EZConfluentil B
1. {82 oss FRBXHRY server HlHE(EE, RBEEWT :

kafkastore.bootstrap.servers=PLAINTEXT://xxxx
kafkastore.topic=schemas
debug=true

Wb :
bootstrap.servers : IEAMLE , TELEIFBETE BASA] ERAMLHISHE,

2. UTW &< 350 Schema Registry,

bin/schema-registry-start etc/schema-registry/schema-registry.properties
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BATERAT

B3, KAHER
WA schema X , EFRBWNT :

{

"type": "record”,
"name": "User",
"fields": [

{"name": "id", "type": "int"},
{"name": "name", "type": "string"},
{"name": "age", "type": "int"}

]
}

1. jEff schema ZEIXIRZ Topic (i3 Topic &9 test) TEAVEIARZERETE Schema Registry EBEAIFERER curl F<STEAREXIRL AP
SCEERAS— Nl

curl -X POST -H "Content-Type: application/vnd.schemaregistry.vl+json" \

--data '{"schema": "{\"type\": \"record\", \"name\": \"User\", \"fields\": [{\"name\": \"id\", \"type\": \"int\"}, {\"name\": \"nam
e\", \"type\": \"string\"}, {\"name\": \"age\", \"type\": \"int\"}1}"}" \
http://imgcache.finance.cloud.tencent.com:80127.0.0.1:8081/subjects/test/versions

2. Kafka Producer &1X&0E :

package schemaTest;

import java.util.Properties;

import java.util.Random;

import org.apache.avro.Schema;

import org.apache.avro.generic.GenericData;

import org.apache.avro.generic.GenericRecord;

import org.apache.kafka.clients.producer.KafkaProducer;

import org.apache.kafka.clients.producer.Producer;

import org.apache.kafka.clients.producer.ProducerRecord;

public class SchemaProduce {

public static final String USER_SCHEMA = "{\"type\": \"record\", \"name\": \"User\", " +
"\"fields\": [{\"name\": \"id\", \"type\": \"int\"}, " +

"{\"name\": \"name\", \"type\": \"string\"}, {\"name\": \"age\", \"type\": \"int\"}]}";
public static void main(String[] args) throws Exception {

Properties props = new Properties();

// @ INCKafkasLfFlaTEe N ithik

props.put("bootstrap.servers”, "Xx.XX.XX.XX:XXxx");

props.put("key.serializer", "org.apache.kafka.common.serialization.StringSerializer");
// {#H Confluent LI KafkaAvroSerializer

props.put("value.serializer", "io.confluent kafka.serializers.KafkaAvroSerializer");

/1 %N schema BRSSAYBAE , F3T3REN schema

props.put("schema.registry.url”, "http://imgcache.finance.cloud.tencent.com:80127.0.0.1:8081");
Producer<String, GenericRecord> producer = new KafkaProducer<>(props);
Schema.Parser parser = new Schema.Parser();

Schema schema = parser.parse(USER_SCHEMA);

Random rand = new Random();

intid = 0;
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while(id < 100) {

id++;

String name = "name" + id;

int age = rand.nextInt(40) + 1;

GenericRecord user = new GenericData.Record(schema);
user.put("id", id);

user.put("name”, name);

user.put("age", age);

ProducerRecord <String, GenericRecord> record = new ProducerRecord <> ("test", user);
producer.send(record);

Thread.sleep(1000);

}

producer.close();

}

}

BT —ERAEJIEE | #£CKafka =HI6HY [topicETE] WH , EFEXINAY Topic , BE [E£] > [BE&ENR]  EERINAXRTES.

3. Kafka Consumer jEZEE0E

package schemaTest;

import java.util.Collections;

import java.util.Properties;

import org.apache.avro.generic.GenericRecord;

import org.apache.kafka.clients.consumer.ConsumerRecord;

import org.apache.kafka.clients.consumer.ConsumerRecords;

import org.apache.kafka.clients.consumer.KafkaConsumer;

public class SchemaProduce {

public static void main(String[] args) throws Exception {

Properties props = new Properties();

props.put("bootstrap.servers”, "xx.xx.xx.xx:xxxx"); //CKafkaSCfFlfsz A\ttt
props.put("group.id”, "schema");

props.put("key.deserializer", "org.apache. kafka.common.serialization.StringDeserializer");
// {EHEConfluentsLIfYKafkaAvroDeserializer

props.put("value.deserializer", "io.confluent.kafka.serializers.KafkaAvroDeserializer");

// #iNschemafRS5AMtENE , FAF3REXschema

props.put("schema.registry.url”, "http://imgcache.finance.cloud.tencent.com:80127.0.0.1:8081");
KafkaConsumer<String, GenericRecord> consumer = new KafkaConsumer< > (props);
consumer.subscribe(Collections.singletonList("test"));

try {

while (true) {

ConsumerRecords <String, GenericRecord> records = consumer.poll(10);

for (ConsumerRecord <String, GenericRecord > record : records) {

GenericRecord user = record.value();

System.out.printIn("value = [user.id = " + user.get("id") + ", " + "user.name ="

+ userget("name") + ", " + "userage = " + user.get("age") + "], "

+ "partition = "
}

}

} finally {
consumer.close();
}

}

}

+ record.partition() + ", " + "offset = " + record.offset());
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£ CKafka #=#I& 89 [Consumer Group] TUE , ¥ schemaiBFEERTR , HEAFTREAN Topic B , BE [EEFE]  EEHEZE
ES

EEiEBEHITHSE , TENEZASEE !
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Flume#z \ CKafkafR{ESLiE

BT HAYE: 2025-10-11 18:10:00

Apache Flume 2— 2%, A%, SUBNEEKERSR , SHFSMEHA0EIESKIR (40 HTTP, Log X4, IMS, aifminEdE
F) , ERXEHUERSEATAIERITRIWE. RE. B, REEMEHEEFMERST (W Kafka, SHAXMARL. Solr BR
RBS=HEF) .

Flume EAREENT :

Flume L\ agent IE/NIBSTIE{TENI, — agent Fi2— JVM , B4 agent B Source, Sink ] Channel = AXB4#3pk,

Flume 5 Kafka #B#uEfFi#%] HDFS 5# HBase & NiFFiftER S Z T BIERINEEE BSHERNHR | HINHABENNELIRZRESR
EHEN. MEBIEHRERRR, Flume (EARENSHRRREGSHED , REHRHERTESCNEE. FEFGERTS , SEF-500E
BREA—EAT , Kafka ATLAFEYEFAE. Kafka #E partition Z5HALAKRA append 1BINEHE | (F Kafka EBMFHIENILEES ; BT
HIfA replication 4543 , & Kafka BEERBHBIEM. FLUE Flume #0 Kafka &K |, AILIBRAET M EHE RS TR,

Flume #EZA\FFR Kafka

HEETE

e T2 Apache Flume ( 1.6.0LALERAGEZ Kafka )
o T KafkaTEE (0.9xLAERRA , 0.8BEATIF)
o T\ Kafka 9 Source, Sink B{FE427E Flume &,

WA

Kafka BI{EJ9 Source 83 Sink iy BB TSN ESH. Kafka Source EcE kafka fEAEEFRIR , EEECSIENIEZESE |, M Kafka
FRHIEVEURENZHERE Sink b, FEEEETT :

FCEIN 108
channels HCoEER Channel
type AR« org.apache.flume.source.kafka.KafkaSource
kafka.bootstrap.servers Kafka Broker B9fRS388HBHE
kafka.consumer.group.id 1A Kafka jEZ5imAY Group ID
kafka.topics Kafka sh#iESR Topic
batchSize RSN Channel BN
batchDurationMillis BIRE N KIEFRRTE
B
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tierl.sources.sourcel.type = org.apache.flume.source.kafka.KafkaSource
tierl.sources.sourcel.channels = channell
tierl.sources.sourcel.batchSize = 5000
tierl.sources.sourcel.batchDurationMillis = 2000
tierl.sources.sourcel.kafka.bootstrap.servers = localhost:9092
tierl.sources.sourcel.kafka.topics = testl, test2
tierl.sources.sourcel.kafka.consumer.group.id = custom.g.id

EZHBIBESE Apache Flum B/,

Kafka Sink Ec& Kafka fEARBIEKDT | BIGECIEAEFE | #E3) Kafka Server hEfFREUR(F. TEREIRIAT :

BCEIN ULz
channel HolEcE/R Channel
type WA - org.apache.flume.sink.kafka.KafkaSink
kafka.bootstrap.servers Kafka Broker B9pR5558
kafka.topics Kafka =r#iEsRIR Topic
kafka.flumeBatchSize BIRERY Bacth K
kafka.producer.acks Kafka &F=&HI4F~5REE
B

al.sinks.kl.channel = c1

al.sinks.kl.type = org.apache.flume.sink.kafka.KafkaSink
al.sinks.k1.kafka.topic = mytopic
al.sinks.kl.kafka.bootstrap.servers = localhost:9092
al.sinks.kl.kafka.flumeBatchSize = 20
al.sinks.k1.kafka.produceracks = 1

BEEZAF/IEESE Apache Flum EM,

Flume A\ CKafka

f#5F8 CKafka {E/3 Sink

1. $REN CKafka SCfilise \ bt
1. ZFCKafka =418,
2. EAMSAESER [SoFFIR] |, BEsfiiy D", BNSLEIEASERE,

3. ELHINEAERITEN (AT(] &R, aJEREELAIRgEAbLL,

2. Bl Topic

1. ELBEAEERE , EEIRER (TopicEIE] RE.
2. ETopic A , SE [HE2] | elE—1 27 flume_test AY Topic,
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$23. ficBFlume
1. & Apache Flume TEGFHHEE .

2. REEEMHflume-kafka-sink.properties , LAFE—MEIEEAY Demo ( EeBEMRERRM conf XEET ) |, ELEHEXRNIEES
RISEA IP 5 Topic BHREIECE A4 ENE], ZANFIfERRY source 79 tail -F flume-test , BISZ4F3riEHIE S,

3. JUTA T d<BE0 Flume,

./bin/flume-ng agent -n agentckafka -c conf -f conf/flume-kafka-sink.properties

4. ENHEZ| flume-test X |, LA EEISH Flume SAZF) CKafka,
5. [B5h CKafka Z iR TiEER,

./kafka-console-consumer.sh --bootstrap-server xx.xx.xx.xx:xxxxx --topic flume_test --from-beginning --new-consumer
58A :

bootstrap-serverlESNIBIZAICKafkaSLFIRTEAIMLE , topicESRINIEEZAITopicEFR,

ALLEZINIA RS ERREZE K.,
{85Fg CKafka {EJ3 Source

1. $REN CKafka SClE\thiE

1. &xRCKafka 1=HIE.
2. EEMSHEER (SEAFIR] | BESLARYID" , MASLAIEAEERH.

3. HELPINEAREERER [EATS] &R |, ATEREECAIRGAIEIE,

$B2. gIE Topic
1 ELHIEAERTE , SRR [TopicEE] WM.

2. fETopicEIEMm , B [FiE] | GIE—1E7 flume_test B Topic,

$23. icBFlume

1. 7% Apache Flume TE&HHE .
2. WEFEXHflume-kafka-source.properties , LAF2—MEEA Demo ( BEEEMEE R conf LT ) . EFLFHREKRNIEG
BCRISLH IP 55 Topic BiRIEE S 4FX4REIE], tAMERRY sink 9 logger,

3. PUTAI <=5 Flume,
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./bin/flume-ng agent -n agentckafka -c conf -f conf/flume-kafka-source.properties

4. % logger HHER ( BUARERES logs/flume.log ),
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Flink # )\ CKafka

BRITEHAYE): 2025-10-11 18:10:00

Apache Flink 2— Al LUMBREGEAISCRAMEESE | BTALRFIEREER LHTEREAITE. Flink 88EMERIERNEFIZE
17 . FRELIRFEEMESAEETITE.

Apache Flink {BIRMETSFAE REFESS. Flink runtime BES5EE XA EFPIRSAVSHHIEHAIERREGER | RSB ERNEREA/N
RERITHE A SRS B ARSI TANE | FHARIHBAIMESE.

N AR AR B SRR (WEESIE5fH=H7E | 20 Apache Kafka 8% Kinesis ) B9sEATEE. Flink 127 Apache
Kafka j&#z28 , FBFM Kafka topic EENEREREFRSENEIE , FHREEH RIS,

BESR

B : FEEN CKafka STl A\t
1. BFRCKafka 1244,
2. EEMISAZEE [SERFIR] |, BEsLFIfID” , SANLAIEANSERE.

3. ELHINEAERITEN [(BATT(] &R |, AIREELAIRG AL | AMBIER A H 2R ERZIR bootstrap-server,

$E]2 : BIE Topic
1. ELBEAEERE , RN [TopicEE] R,

2. 7£ Topic EHETHE , 8 [FHE] | QIE—1 B test BY Topic , ETHRIBLLIZ Topic AFINBINIEEZ,

HB3 : #I0 Maven {35
pom.xml BEEUNTF :

<?xml version="1.0" encoding="UTF-8"?>

<project xmIns="http://imgcache.finance.cloud.tencent.com:80maven.apache.org/POM/4.0.0"
xmlns:xsi="http://imgcache.finance.cloud.tencent.com:80www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://imgcache.finance.cloud.tencent.com:80maven.apache.org/POM/4.0.0 http://imgcache.finance.
cloud.tencent.com:80maven.apache.org/xsd/maven-4.0.0.xsd" >

<modelVersion>4.0.0</modelVersion>

<groupld>org.example </groupld>
<artifactld>Test-CKafka</artifactld >
<version>1.0-SNAPSHOT < /version>
<dependencies>

<dependency>
<groupld>org.apache kafka</groupld >
<artifactld>kafka-clients</artifactld >
<version>0.10.2.2</version>
</dependency>

<dependency>
<groupld>org.slf4j</groupld >
<artifactld >slf4j-simple</artifactld >
<version>1.7.25</version>
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<scope>compile</scope>

</dependency>

<dependency>
<groupld>org.apache.flink</groupld>
<artifactld>flink-java</artifactld>
<version>1.6.1</version>

</dependency>

<dependency>
<groupld>org.apache.flink</groupld>
<artifactld>flink-streaming-java_2.11 </artifactld >
<version>1.6.1</version>

</dependency>

<dependency>
<groupld>org.apache.flink</groupld>
<artifactld>flink-connector-kafka_2.11 </artifactld>
<version>1.7.0</version>

</dependency>

</dependencies>

<build>

<plugins>

<plugin>
<groupld>org.apache.maven.plugins</groupld>
<artifactld>maven-compiler-plugin</artifactld>
<version>3.3</version>

<configuration>

<source>1.8</source>

<target>1.8</target>

</configuration>

</plugin>

</plugins>

</build>

</project>

$B4 : EFCKafkaPASER
o BITVPCAHIHE: :

import org.apache.flink.api.common.serialization.SimpleStringSchema;

import org.apache.flink.streaming.api.datastream.DataStream;

import org.apache.flink.streaming.api.environment.StreamExecutionEnvironment;
import org.apache.flink.streaming.connectors.kafka.FlinkKafkaConsumer;

import java.util.Properties;

public class CKafkaConsumerDemo {

public static void main(String args|[]) throws Exception {

StreamExecutionEnvironment env = StreamExecutionEnvironment.getExecutionEnvironment();
Properties properties = new Properties();

1/ RIS A ik, B2 0 B FR bt 7ESCAIE B TRASE N S B HSAEY,
properties.setProperty("bootstrap.servers”, "IP:PORT");

/iEEEHEd,

properties.setProperty("group.id", "testConsumerGroup");

DataStream<String> stream = env

.addSource(new FlinkKafkaConsumer<>("topicName", new SimpleStringSchema(), properties));
stream.print();

env.execute();
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= WAl
INEEREDS

BITEFAYAE: 2025-10-11 18:10:00

Cloud Kafka FEB—hRAOFFIR Kafka ? ( 2480189 CKafka BEFFFR Kafka BIBFNRES ? )
2477 CKafka 3®Z Apache Kafka 1.1-2.8 REATFhRA | #EFAF-HEmt A RIFFHERA SDK,

H4RER (TOPIC) ?
Topic 285 %72 Cloud Kafka SREHOEEFRBARYZES] , B Cloud Kafka 2 topic . BPEES LR topic AEAEHEE.

H425X (PARTITION ) ?

Partition 248 EAIHEE , B topic 2IFDAL—PESA partition, partition BILARSRKIE & topic (IFL , AHENERBEHESEAN
AR partition , FETHEERME. BT Cloud Kafka ERIENIZ partition , EIAEAR L |, topic RIFHTHILER partition
MNEBRIELL.

Cloud Kafka 1 CMQ BHHAXEI ?

CMQ RESRRNEARE. SEIERAMEEEER  REEUER—EE. Cloud Kafka EATFERESELE , WAIEHERETRE
AR (NEHEREFWS ) . HHh, Cloud Kafka T35k A katka FIZFF , TLUMBRITIERRAA |, SLAIS2IMA,

Kafka ZEFinEETLABERSER Cloud Kafka BRSS ?

Cloud Kafka BILA3&Z Apache Kafka 1.1-2.8k5A , SaILAEIT Kafka ZFimEsEahl) , HEIBRBHEEST RSP aHZ
HE.

EBBA%I CKafka BEBRSRE ZooKeeper ?

AT ZooKeeper , AH2MHE zk bk,

CKafka BESHFHEESE ?

L@ CKafka STHFFERY snappy 1 124 ROEBEEREE. BT Gzip FE4E3T CPU BSEFERS , BhdE. WidHe@iNErXimEa
EESEHTR. EBEEHFEIE : Producer EEEX 4221 compression.type = snappy 2i& 1z4 , BRIAJIXF] none,

CKafka anfAifRilFsze4t: ?
CKafka BTN T2 EMRT 2
o THFIRE @ OIRMSITHEERFEROARRRE.

o IR : CKafka SHMFIE HI TSR 1P EIG BA0ASATHLS) | 23 SASL S5HY,
o REDSP  RBUSEEINRLRD. B DDoS Bk,

CKafka BESELER ?

1. FF5AY Apache Kafka MRIEAZHEE ; CKafka $tXIRTRMM T | =FAEE CKafka RIRTAIMEAR 99.95%.

2. CKafka ZFRALUBIEAEFIFE ACK |, REREAZXRNOELHEE  BIHRIRMK.

3. TEEREFHRIENZFIER |, RETE,

4. CKafka ERREMRZSEIERFTESETL. SHENAMEGELS | MEETEMEERTT2EZ  Winnf TIRESE ENE
BEX  EFRETEFAELNHE  EMREERFRIFESNnS | #5ER CMQ.
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CKafkaf9r=GapRiEIRHRLE ?
PRSI -

1. 81 TopicRZRILAFEE 244 Partition , — 3EIA AT TopicZBliE8MPartition , —M2EIAR TopicRZElIEE 124 Partition
2. consumer group ZREEEN 7 X
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BcEMEX

ERITEFAYE): 2025-10-11 18:10:00

HENHEEY CKafka Bll4# ?
FEINELIZE Topic BHERNEI A =RIATFEEUE | (RESUETTEM. 270 CKafka BEZEIEHEIA Topic IBIE , (NS TEREIA
B9 Topic , ENGRA BT ¢

1. BUEHRY Topic , IEFERMNDX , IEBONEIA ;
2. EFFHREIHHR Topic &, FERSREIA Topic HEAKIHZ ;
3. HESTRERIZSGHBREBEE | TTIEHRY Topic #ATIHE.

HRBATIRTE N iR 47 BRI AL ?

o G telnet 251E ( WA , 27 Kafka fIEEEHEEMEINET ) .
o EIHEIAY vip - port EEEEIFH,
* 1OE Topic HRRERHE  NRFESZEMEIEMRRY IP Faeinal.

CKafka HE{REBRIEEE 1min , EESE 1min FIEPHERERER ?

F—E. EEMBANMUIMRBHEEEEX  HNE-EENEIEEREX. CKafka HRHEIREBRIR/NRRLZE partition HKBIAISCH5
A, BEISUED R RINALGB | #HERRRIAEI— NS F 2SR, 20582810 partition , FEL ARG EIAEI10GBIE | FifAs
BXERD , AR,

CKafka jHBIH T RS TR ?

CKafka BRFFIRAD Kafla B—ii—REAONBIFURIE, GAILUBYIATHHRHHE -

L RSB NERETEHE.
2. HRBRERFENORE  ERINEZEERE.

CKafka #{ei#4TPRIA ?

FFERSATaEM , CKafka IEEHR BN LEH T RESE.

* BFERIAREZEEWINMIEEREN , SRERR.

o TEEFIRKRAIRIRAY , CKafka SIEK— TCP $EHERIEIRAYE , FERAEBIRAT BB REEE RGN, FIEEEERNR

HERZEN , REEEHs | ENEESHRNENEES , RE5PH.

o TEHERIBALIRIRAT , CKafka £48/VEK fetch.request. max.bytes B/ , E4HERIRHIRE,
IR [RRETEHEERESHEERT AL , AEEENERFERRFEEHRFIENER | FIEERATHIIEREIR
RS IEERE,

PRASIMIR N HB AL HER ?
IRAFBFNEENRE  REFIMEEIURINER,

WA CKafka BEKZLERT ?

L fEehipiR b, SNEEENNAERERT. SERERTAEE"FHE , LSRR EE LEERHTFEIE. XN EE
SERTERAFPNEEREUNR A ERTANRE . BRI LMREXESIEANZ LR SR ET IR,
2. BFE LT EESEEERENSAE 1R (RENSAE x BIFE) > WSTRIRNIEEREE , NREEDREIT KRR,
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sJs A .
ZE DT SEME A

BEEFATE): 2025-10-11 18:10:00

AIEHS BT AE iR, IRSim ( CKafka ) FliEZERIRNEINEENS CKafka AfSRENEZE |, FHIEHEXI ARG X,
iR SRR TR ?

HEEXRE
EFE R REEIHERNG CKafka Bt , #UEFTRERE IS EIENMESR | LRHEEBAS CKafka RILEZESE. ATREEMR |

o WERHEHEMEZITH , £F=FAFRNE,

o HEEIWISTAUEHIBRE] , GIANSCAFLENIIE/I9000GB , HHESHEANI & , RSSEUELEZSNEIEEY! CKafka,

* RAREFFEIERIEEREBIMSTEAIRS] | FINEHIHERIIMIEH100MB/s , ERISEEEEFETBIREERNRET S , 2%
RS NHEBT CKafka 18 , £F-EBHBERFIN , SEEUELESNEIHENS] CKafka,

RRITE

o A£FEWBCEENEIE  FFREMERIH.

o EXIWIEREA , EECELOIFREF NS SEREE | TLUMEISSSE. BREIMESHE , sTLEESIEe RITE (HES
CKafka FF SLHIEFECAHFEBHEAMENE BT ARMARCHE ) siE B ESUE SR E R PR RHE,

o ATRABERHVEFHEEESL , HaILUBIY buffermemory F batch.size ( LAFTTAENM ) BB PRAIA/N, EhXHIEHAR
% MRHTFEMERAFEST | BABTXEFENSERS  SERKNLIRES | WEHMaHE. MiZzNREREF=ENEr™
HEEER. HOEEXNE (EHES CKafka IiEFEFEMMEEER) .

o FERE4F=in ACK 25 producer [A leader &IXE0ERT , SJLUEID request.required.acks 824K min.insync.replicas iR EEIEA 1%
ENEA G

* Facks = 18F (EUAE ) , £7=E7E ISR 1 leader BAAINEIBUERT AL RIE T —5EUE. AR leader EHl , B TEUERIREAR
KIEREHLEHE follower , MIESEKLEIE.

* X acks = OBY , EF=EAERKE broker FIFIARIAE T —RHEE. XMER FEEERNERES | BEETRUERRIT.

* Hacks = -15E all Y , &EF-EFEEF ISR FHIETE follower FHAZKEIBEEEABERAE T —RER  IRtR=. BIFERRLE
ABCE ACK , tBARBHFRIEEURAE |, Hla0 , 24 ISR FRH leader A (ISR R RHATREEBERSEMELHLD | R/ ORRF—D
leader ) , ItLAFSZSRE acks = 1H9IER. FRAEERITEELS min.insync.replicas 228 ( LLSEETLAEEEBAG! CKafka =414 Topic
REFESREETHITESE ) , mininsyncreplicas F7fE ISR FE/NEIARMNR , BUMERL , ZEXH acks = -1 all B34
v

BVERENSHE
SHERESE | ThREEFERSIRMERME.

o FHid#lH : message.send.max.retries=3;retry.backoff.ms=10000;

o SHFEAYRIE : request.required.acks=-1;min.insync.replicas=2;
e SMHA

==
=

o TIEEME+MEBE ¢ request.required.acks=1;

E
EAYIRILE © request.required.acks=0;

al g g

FR95tR ( CKafka ) BuEZRSUMTLLE ?

HiEEXFRHA
* partition #Y leader TEFRSEALEIAEL followers RIRMNBTRAEH , BIEEZEH T leader (EREIRER AXREREFNHHMER.
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o FHR Kafka AUSEENBINEEERE | W EEUERSIFE PageCache Y , MIKRBIEDELEAT , broker BB mEiE BRSNS
it , PageCache FHIEERTIRBE RN B EHTIEL.
° WERHMIESHELZEBIISIEEL.

RRITE

* FHIR Kafka RZEIAH , ESEFELEARREEUENTEY | ITNRESEIR , RRTHIZSEIARZ broker FRHEEASEE
&, CREIASIENT USRS | FTLUBSEBRA% CKafka 3&H] Topic 2XWEIZ , PIECE3EIA.

o HEPRAT CKafka fRSELE TEAERSEL log.flush.interval.messages # log.flush.interval.ms , J3&UEH1TRIZR,

* HRBAF! CKafka SIBEEM THFFALLER | (RIERRD AR L ARSI EIRII AT S,

BVEBNSHIE
JERSIRSHIRIARTTLAESE A leader : unclean.leader.election.enable=false // %A

N IREIRERAIAbE ?

HEEKRRE

o IEREIFHZRZIEIEHIER commit T offset , ZIiEFiEZEREEE |, (B offset BERIFET , HBEEIY T —REE , EEEBROEEH
& offset A 8L EIEME.
o HERETETEREHBEAA , MBEEREHEKRE , SEERIARN AT EEMARTEAMER.

fBRTSx

o AIEFLEZSE auto.commit.enable , &F true FFRREINER, BIVFHEIIES , BBITE commit offset,

o lshspuznpgiEnl  TEHEVEERAGIENGRERTE)., W ETEEE offset LURSREBIGEESE , HESSE , IR T eSS EETIESH
BT HAmIRR.

BiEEREHESR
EXMFTEDD K partitionf{R#s R of fsetdt{THEE

FIEMSRMRRBANT -

Future<RecordMetadata> future = producer.send(new ProducerRecord < >(topic, messageKey, messageStr));
RecordMetadata recordMetadata = future.get();

log.info("partition: {}", recordMetadata.partition());

log.info("offset: {}", recordMetadata.offset());

SNERBETSFTENH partitionflloffset , NI RIERIAIZATHEERS HEERKERRT. W LIBEEEEERN T EEEREXARAH
SBPRI. SNSRFTENAtpartitionfloffset , MFRNEEIRBHIRS HRT | BFIhTH EE .
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BRZE
SRR FEMEIRAR

BT EESATE): 2025-10-11 18:10:00
FEH BB E . BRSSi ( CKafka ) FIEZEIRMERIDHES CKafka ATSRMAEZR | FHREEXIMAMERTTE.
IR R R SAILLE ?

HEEXRRE
BRI REEIEEG CKafka B , EUEFTRERE IS EIENMESR | LRHEEBAS CKafka RICEZEE. ATREEMR :

o WBHRHEHEUEEITH , £F=FAFRNE,

o HEEIIWSTAUEHIBRE] , GIANSCAFLENITS/99000GB , HHESHEARNI & , RSEEUELEZENEIHEY! CKafka,

o FENIFSEIEKIGEREBRTESTHIEAIRE] , FIINLFIERITHIEAH100MB/s , TR EIEETHBIERFIEEARNT S , 28
RS NHET CKafka 218 , EF-EBHBERFIR , SEEUELESNZIHENS] CKafka,

BRITE

o 4£FEWBCEENEIE  FREMERIH.

o FINHERER , ARSI BTN SZHRE | TTLUMEISATL. BEHESH , JLEESIERETE (GBS
CKafka FE3 GLHIEFECAHFEBHAEAMENE BRI LARMAECHE ) SiE B EXUHE SR E R PR ETE,

o NTRIREHLEFTHEEES , EALUET buffermemory F batch.size ( LAFTAEAL ) BREDXAIA/N, EhXFHEiA
%, MRBETFEMRREESIT | BARTXEFENVEENS , FERKNLIRES | SIS, MZzRREFREr~ENEr
HEEIER. HOHRANE (HEBAYI CKafka isi=hBEERIEIER) .

o FERE4rTim ACK 24 producer [A] leader &ZiZEEHERT , FJLUEID request.required.acks B2LAK min.insync.replicas iR BEIET =it
NG

o X acks = 1Af (BUME ) , £FE7E ISR FRY leader ERIIEISUERTLAMERRIE T —REHE. R leader i/l , HTEUERTAEER
FKIERELLEH follower , MSESLEE.

* X acks = OBY , EF=EAERKE broker FIFIARIAE T —RHE. XMER FTEEENNERS | BEET RS,

* X acks = -18¢F all B , £=EFEZHF ISR FRIFTE follower FFIARKEIEREABEAET—RER , iiREtRES. BMHERELE
ABLE ACK , tBARBHFEIESURAZE |, Hlt0 , 25 ISR FRH leader A ( ISR FRIRRBATREEBERSEMNELSHLD | R/ORRF—D
leader ) , ItbATSZTRE acks = 1H91ER. FRAEERRNTEELS min.insync.replicas 248 ( LtSEETLAEEEBAG! CKafka 1=#14 Topic
EEFEEREETHITAE ) . mininsync.replicas 7L ISR FE/NEIARRINE , BUAMERL , BB acks = -18¢F all B4
v

B EBENSHE

SHERMESE | TRERER I SLRERME.

o FHid#H : message.send.max.retries=3;retry.backoff.ms=10000;
o SHFEAYRIE : request.required.acks=-1;min.insync.replicas=2;

o ESMERCAYRIE : request.required.acks=0;

BIEEME+14BE © request.required.acks=1;

RS54 ( CKafka ) BuRESUHTLLE ?
YaEEARE
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* partition Y leader TEFRSTALEIAEL followers RIRMBIFAEH , BIEESEH T leader (EREIREE AXFKEREFMHHMER.

o FFE Kafka BOERHEI0RE55E | BESUER ST PageCache Bl , MRS EIERTERAT , broker HIIMT ek & B e E
B, PageCache FRYSURHTIREREHAFHTIER,

* HERHIESHEEERIEIEEX.

RERTTE

* FHR Kafka RZEIAN , ESFEFBEEIAKRIEEUENTEY | INRELAIAR , R HIMZEIARZ broker FRHEEASEEL
& LCREIASIENT NSRS | FLUESEBA% CKafka 3&#) Topic 2XEIZ , AJECE3EIA.

o HEPBAF CKafka IREEE T ESEAISEL log.flush.interval.messages #1 log.flush.interval.ms , JIEIRHITRIZE.

* HEBAFI CKafka YIREE M THRIAEIE |, (RIES D HEIRIARH B A SR INEUERY AT S,

BiNEBNSHIE
FEEEIRESHIBIAATLAESS S leader : unclean.leader.election.enable=false // %7

R SRR AL ?

HEELRE

o FKREIFHZHRIIEIEFMIER commit T offset , HiSiEhiE#EREEE | (B offset BERIFET , HBEEI T —REE  EEHEBROEEN
®E offset A BEKEIEME.

o HERETEREHEEAA  MBEERENERNE , SEERIA KK EEHRTHARIER.

fBRTTE

o SIEFCEZSE auto.commit.enable , &F true FFRREIHRER, BIVFFHEITIRS |, BEBINE commit offset,

o lASHEREAGEET  TFIREEEUEAREERTE), WIS MATEZ offset LURSEEEBIVHESLSE , HESEE , LR TF EBEETHESH
THEID AR,

BoEEEHEAR
EAMFTENS Kpartitionfl{RES R offsetift{THEE
FIEMERMRBT -

Future<RecordMetadata> future = producer.send(new ProducerRecord < >(topic, messageKey, messageStr));
RecordMetadata recordMetadata = future.get();

log.info("partition: {}", recordMetadata.partition());

log.info("offset: {}", recordMetadata.offset());

SNEREETEFTENH partitionfloffset , MR RHRIRIXATHEERS HEERKERRT. WHTLIBLEERERN T EEEREXARAHE
SEIRT, GNSRFTENAtipartitionfloffset , MFRTNEEIRBHRRS AT , EFIRTEE.
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SDK3#4
Java SDK

VPCRIZZIZN

I8 FAYE): 2025-10-11 18:10:00

BIEn=

ZESLA Java BFImABIESEERVPCREZNEEBT!I CKaftka FKIRIHR.

AR

o L1 8Ll EhAs JDK
o £24ED SERLAERRAS Maven
e T#; Demo

EREEER

$B—  HREE

1. BT ERYdemorhfyjavakafkademo HEZEIinuxfRS3ES.

2. BpHlinuxfRS3E8 , #\javakafkademo B R , HELBIEXSH,

3. £ pom.xml SFINLA KR,

<dependency>
<groupld>org.apache.kafka</groupld>
<artifactld >kafka-clients</artifactld >
<version>0.10.2.2</version>
</dependency>

4. BEEERERNGI CKafkaBc B {4 kafka.properties,

## EEEIRANSE | EEH SRIEAFBREEA S TUERAINESISH,
bootstrap.servers =ckafka-XxXXXXXXXXXXXXXXX
## BeE Topic , TEIEFIE EtopicEIEMEEH.

topic=XXX
## EZ&Consumer Group , EEJLAEENIRE
group.id=XXX

B8 158
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28 15288
BN, fEEHarsehliFEim EASI] ERAINEFISH.

bootstrap.servers

topicETR , BRILMEEHIE L [topicEE] mESH.

topic
group.id FEILIBRENIRE | demoiz{THINERILAE [Consumer Group] WEERIZEES.

5. BIEECE U4 INEFER: CKafkaConfigurerjava,

public class CKafkaConfigurer {
private static Properties properties;

public synchronized static Properties getCKafkaProperties() {
if (null != properties) {

return properties;

}

/3RENBEE X {4 kafka.propertiesfIN A,

Properties kafkaProperties = new Properties();

try {
kafkaProperties.load(CKafkaProducerDemo.class.getClassLoader().getResourceAsStream("kafka.properties"));
} catch (Exception e) {
System.out.printIn("getCKafkaProperties error");

}

properties = kafkaProperties;

return kafkaProperties;

}

}

BB . BEER

1. IREEFHEFER CKafkaProducerDemo java,

public class CKafkaProducerDemo {

public static void main(String argsl]) {
//hnEkkafka.properties,
Properties kafkaProperties = CKafkaConfigurer.getCKafkaProperties();

Properties properties = new Properties();
/MREENR , B GIREXI M TopicAHENR.
properties.put(ProducerConfig.BOOTSTRAP_SERVERS_CONFIG, kafkaProperties.getProperty("bootstrap.servers"));

//iBRBAFIKafkahHRAIFRZILA R, titdemo EFEAYZEStringSerializer,
properties.put(ProducerConfig.KEY_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");
properties.put(ProducerConfig.VALUE_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");

WS : BRmEmEX 102 Tm #327]
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/[TERAIRAKEHATIE,
properties.put(ProducerConfig.MAX_BLOCK_MS_CONFIG, 30 * 1000);
/REEFimREREIRIREL,

properties.put(ProducerConfig.RETRIES_CONFIG, 5);
/(REEFinREER R,
properties.put(ProducerConfig.RECONNECT_BACKOFF_MS_CONFIG, 3000);
//¥E&Producer3dg,

KafkaProducer<String, String> producer = new KafkaProducer<>(properties);

//FIE—NBEB T KafkahiiE R
String topic = kafkaProperties.getProperty("topic"); //iHERTERNTopic , BERHESHBEZE , HEEEXE,
String value = "this is ckafka msg value"; ///BERIAE.

try {

[/ EIRENFutureXdSREI LUIIHUERE, (B S, #tEFAELRK,
List<Future<RecordMetadata> > futurelList = new ArrayList<>(128);

for (inti=0;i<10;i++) {

//REEE , FIRE— M FutureXdsR,

ProducerRecord<String, String> kafkaMsg = new ProducerRecord < >(topic,
value + ": " +i);

Future<RecordMetadata> metadataFuture = producer.send(kafkaMsg);

futurelList.add(metadataFuture);

}

producer.flush();

for (Future<RecordMetadata> future : futureList) {
//BE3EEFutureXI S AVLEER,

RecordMetadata recordMetadata = future.get();
System.out.printIn("produce send ok: " + recordMetadata.toString());

}
} catch (Exception e) {

//EFIRREREIRZ T | ARRIERN , WSSENITIEEIR.
System.out.printIn("error occurred");

}

}

}

2. FiFFiE{T CKafkaProducerDemo.java &IXEE.
3. IB1TER,

Produce ok:ckafka-topic-demo-0@198
Produce ok:ckafka-topic-demo-0@199

4. 7 CKafka =HIGH [topicEIR] WHE , IBEXMMM topic , mE [EE] > [(BEE&EHA] , EERRILKXEINES.

FB=  HEHR

1. 8l Consumer IJFEE R CKafkaConsumerDemo java,

public class CKafkaConsumerDemo {

public static void main(String argsl]) {
//Nn&kafka.properties,
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Properties kafkaProperties = CKafkaConfigurer.getCKafkaProperties();

Properties props = new Properties();

/REENR , BETEHQIRBOI R TopicAEAR.
props.put(ProducerConfig.BOOTSTRAP_SERVERS_CONFIG, kafkaProperties.getProperty("bootstrap.servers"));
//FRPoll Z BRI A SeIFIEIRR.

/[EEEETZEIEREOH , RESHAMBZEELTIFFERTS | IRSiHEEZEE M Consumer GroupfZfrtifiARebalance ,
ZKIA30s,

props.put(ConsumerConfig.SESSION_TIMEOUT_MS_CONFIG, 30000);

/IR PollBIERREE.

/[ EFRZEREBRIEAK | SNRPoIIKZHYE | TIAREE TXPOllZATEZEST | Ntk —RaESE , PR,
props.put(ConsumerConfig.MAX_POLL_RECORDS_CONFIG, 30);

//BRBRFIE.

props.put(ConsumerConfig.KEY_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");
props.put(ConsumerConfig.VALUE_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");

//BTFE—MERGEELS , RREHERER.

props.put(ConsumerConfig. GROUP_ID_CONFIG, kafkaProperties.getProperty("group.id"));
//FSEHEENSR |, BRPAER—NEZESLA,

KafkaConsumer<String, String> consumer = new KafkaConsumer<> (props);

/R EEEEITRTopic , ATLATIRSAN,

//A15RGROUP_ID_CONFIGE—#¥ , MITREATopictb i B —1F.

List<String> subscribedTopics = new ArrayList<>();

[/ANREBEITHSMNopic , MFEXERINEZEENA,

/1B TopicRESriEH a1 TEIE,

String topicStr = kafkaProperties.getProperty("topic");

String([] topics = topicStr.split(",");

for (String topic : topics) {

subscribedTopics.add(topic.trim());

}

consumer.subscribe(subscribedTopics);

VL NE IS

while (true) {

try {

ConsumerRecords<String, String> records = consumer.poll(1000);

//WIRTE TR PollZ BT HERSSIX LedsiR, BS R ASBIZ SESSION_TIMEOUT_MS_CONFIG,
[[ENF— BN REERER | AERSREER.

for (ConsumerRecord <String, String> record : records) {

System.out.printin(

String.format("Consume partition:%d offset:%d", record.partition(), record.offset()));
}

} catch (Exception e) {

System.out.printIn("consumer error!");

}

—

2. f@iFEFE1TCKafkaConsumerDemo.java iEZRER.
3. IB1T4R.

Consume partition:0 offset:298
Consume partition:0 offset:299
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4. 7ECKafka =#I18HI [Consumer Group] TUH , R NAGHBARTR , EERBTREA topic BiR , RE [(BEWFRE]  E5HE

5.
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Go SDK
01 VPC MZRIEN

BITEFAYAE: 2025-10-11 18:10:00

BIFE=R

ZIESLL Go BEFImAFIESEERVPCMERENEENG CKafka FHKEHBER.

AR

s & Go
¢ T#Hdemo

BIFLE

ST HEEKE :

1. B TEdemoigokatkademo HEZElinuxiRS3EE,
2. BEflinuxRSF |, H\gokafkademoBR , HUTLA TSR IMKIEIEE,

go get -v gopkg.in/confluentinc/confluent-kafka-go.v1l/kafka

3. (EMECE Y kafka.json,

{
"topic"™: [
"test”

I,
"bootstrapServers": [
"xxx-.ap-changsha-ec.ckafka.tencentcloudmqg.com:6000"

1,
"consumerGroupld”: "yourConsumerld"
2 ik
Topic&FR , RIS G L [topicEIE] NEEH.

I,
Limg

BN, fEEHarseriFEmm EASI] ERAMNEFISH.

bootstrapServers
P lslimg
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S fEA
consumerGroupld EAILABENIRE | demoz{THIERILAE [Consumer Group] MEERIZEES.
PBR_ : RILXHR

1. WEEFHBER.

package main

import (

"fmt"

"gokafkademo/config"

"log"

"strings”
"github.com/confluentinc/confluent-kafka-go/kafka"
)

func main() {

cfg, err := config.ParseConfig("../../config/kafka.json")
if err = nil {

log.Fatal(err)

}

p, err := kafka.NewProducer(&kafka.ConfigMap{

[/ REERANR |, BRI SIRERI M TopicAHEN R,
"bootstrap.servers": strings.Join(cfg.Servers, ","),

// BRAEREER , BOMEANL. AFREECHWSEREITIRE

"acks": 1,
/] EREEERNEIIRE , BEZERENATO , NEXRAEEREEEARESLK
"retries": 0,

/] BEFRKIYATEI TR EIXE K BRI ]
"retry.backoff.ms": 100,

// producer R4&IERATERRTAT AL,
"socket.timeout.ms": 6000,

// BEEFinAEREIER.
"reconnect.backoff.max.ms": 3000,

)i

if err = nil {

log.Fatal(err)

}

defer p.Close()

/] FFERNER GRS REGIEERF

go func() {

for e := range p.Events() {

switch ev := e.(type) {

case *kafka.Message:

if ev.TopicPartition.Error != nil {
fmt.Printf("Delivery failed: %v\n", ev.TopicPartition)
} else {

fmt.Printf("Delivered message to %v\n", ev.TopicPartition)
}

}

}

10

/] BEREER

topic := cfg.Topic[0]

for _, word := range [Jstring{"Confluent-Kafka", "Golang Client Message"} {
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_ = p.Produce(&kafka.Message{

TopicPartition: kafka.TopicPartition{Topic: &topic, Partition: kafka.PartitionAny},
Value: []byte(word),

}, nil)

}

/] EREEEEE

p.Flush(10 * 1000)

2. RFHBITERREHER.

go run main.go

3. BEIETER AT,

Delivered message to test[0]@628
Delivered message to test[0]@629

4. 7£ CKafka =HIEHY [topicEIE] TUAE , EEXNMA Topic , Mt [E£] > [BEEA] , EENNIAXNER.

SR=  HEHE
1 REHEHSER. .

package main

import (

"fmt"
"gokafkademo/config"
log"

"strings”

"github.com/confluentinc/confluent-kafka-go/kafka"

)
func main() {

cfg, err := config.ParseConfig("../../config/kafka.json")
if err = nil {

log.Fatal(err)

}

¢, err := kafka.NewConsumer(&kafka.ConfigMap{

"bootstrap.servers": strings.Join(cfg.Servers, ","),
/1 RERHEEIHZEE

"group.id": cfg.ConsumerGroupld,
"auto.offset.reset": "earliest",

// (£F8 Kafka iHZ2 D EHIHIRS , HZREEAIAIE. =3 Broker FEIZAAINIRBWEIERZIVOBT | INZHZEE PSR , Broker
// KRiCEFT Rebalance 1372, HENZERIECE WML Broker EZEgroup.min.session.timeout.ms=6000F1group.max.session.tim
eout.ms=300000 Z g

"session.timeout.ms": 10000,

)
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if err = nil {

log.Fatal(err)

}

// iTERGE S topic Bl

err = c.SubscribeTopics(cfg.Topic, nil)
if err = nil {

log.Fatal(err)

}

for {

msg, err := c.ReadMessage(-1)

if err == nil {

fmt.Printf("Message on %s: %s\n", msg.TopicPartition, string(msg.Value))
} else {

/] EFImE B IRERTERY error

fmt.Printf("Consumer error: %v (%v)\n", err, msg)

}

}

c.Close()

}

2. RWFHEITEREERES.

go run main.go

3. BEIETER TN,

Message on test[0]@628: Confluent-Kafka
Message on test[0]@629: Golang Client Message

4. 7ECKafka z#IE5HY [Consumer Group] TUH , IEEWNAGHBRARTR , EERBRBAtopicEiR , RE (ERFE]  EEHEF
5.
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Python SDK
01 VPC RJ4&IEN

BITEFAYAE: 2025-10-11 18:10:00

BIFE=R

ZfESLA Python B9 SEERVPCRLZENEEBAGI CKafka FHBURES.

AR

o L% Python
2ot

* LXK pip
e T#&demo

= 1=
B TEHAdemoshpythonkafkademo EEZEIinuxfiRSS 88 , EfFlinuxfiRSSEE | A\ pythonkafkademoBR.

B : b0 Python #KiEE
PUTIAT SRS .

pip install kafka-python

LB £75ER
1. & ErmE R producer.pyhEIESE].

#coding:utf8
from kafka import KafkaProducer

producer = KafkaProducer(

bootstrap_servers = ['$domainName:$port'],
api_version = (0,10,0)

)

message = "Hello World! Hello Ckafka!"

msg = json.dumps(message).encode()
producer.send('topic_name',value = msg)
print("produce message " + message + " success.");
producer.close()

24 A
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24 fiik

BARSE , EEarsepliFEEm EAS] ERAINEFTISH.

bootstrap_servers

lslimg
topic_name Topic&#R , IGETLAERSIA L [topicEiE) RES4H, wimg
2. wiFFiEiTproducer.py.
3. BEGITER.
4. 7£ CKafka f=HI6RY [topicEIR] TUE , IBEXINAY Topic , RE [EE] > [(HE&EA]  EERRIAXINES.

TER= : HEEHR
1. (ERCEZE AR/ consumer.pyHELE S,

#coding:utf8
from kafka import KafkaConsumer

consumer = KafkaConsumer(

'$topic_name’,

group_id = "$group_id",

bootstrap_servers = ['$domainName:$port'],
api_version = (0,10,0)

)

for message in consumer:
print ("Topic:[%s] Partition:[%d] Offset:[%d] Value:[%s]" % (message.topic, message.partition, message.offset, message.valu

e))

24 R

bootstrap_servers BRI | I ARSLEERE (BASR] ERIMESISE. bimg
group_id HEERE ID , RIEVSEFEREEN

topic_name Topic&#R , BaEILIIEEHIE L [topicETE) TESH. w.img

2. f@iFFHIE Tconsumer.py,

3. BEEIETER.
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4. 7t CKafka #=HI5H9 [Consumer Group] TRHE , IEFEXNATHEZARTR , TERBTRAA topic BIR , _E [(EiFFE]  E5H%

5.
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C++ SDK
01 VPC RZ&#EN

BITEFAYAE: 2025-10-11 18:10:00

BIEn=

ZIESIA C++ BRIRABRESEERVPCRZENBEBAY CKatka FUCLIER.

AR

o Z4E GCC
¢ T#demo

BIFLE

FTB— : T C/C++ {KIIE

1. B TEdemocppkafkademo HEEinuxfiRs3 88 |,
2. EffilinuxfRsses | &3 librdkafka,

$EBE— : Ri%HR
1. Bl producer.c 14,

/*

* librdkafka - Apache Kafka C library

*

* Copyright (c) 2017, Magnus Edenhill

* All rights reserved.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions are met:

*

* 1. Redistributions of source code must retain the above copyright notice,

* this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright notice,

* this list of conditions and the following disclaimer in the documentation

* and/or other materials provided with the distribution.

* THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
* AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE
* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR

* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF

* SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS

* INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
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* CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
* POSSIBILITY OF SUCH DAMAGE.

*/

/**

* Simple Apache Kafka producer

* using the Kafka driver from librdkafka

* (http://imgcache.finance.cloud.tencent.com:80github.com/edenhill/librdkafka)
*/

#include <stdio.h>
#include <signal.h>
#include <string.h>

#include <librdkafka/rdkafka.h>

static volatile sig_atomic_t run = 1;

/**

* @brief Signal termination of program
*/

static void stop (int sig) {

run = 0;

fclose(stdin); /* abort fgets() */

}

/**

* @brief Message delivery report callback.

*

* This callback is called exactly once per message, indicating if

* the message was succesfully delivered

* (rkmessage->err == RD_KAFKA_RESP_ERR_NO_ERROR) or permanently
* failed delivery (rkmessage->err |= RD_KAFKA_RESP_ERR_NO_ERROR).
* The callback is triggered from rd_kafka_poll() and executes on

* the application's thread.

*/

static void dr_msg_cb (rd_kafka_t *rk,

const rd_kafka_message_t *rkmessage, void *opaque) {

if (rkmessage->err)

fprintf(stderr, "%% Message delivery failed: %s\n",
rd_kafka_err2str(rkmessage->err));

else

fprintf(stderr,

"%% Message delivered (%zd bytes, "

"partition %"PRId32")\n",

rkmessage->len, rkmessage->partition);

/* The rkmessage is destroyed automatically by librdkafka */
}
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int main (int argc, char **argv) {

rd_kafka_t *rk; /* Producer instance handle */
rd_kafka_conf_t *conf; /* Temporary configuration object */
char errstr[512]; /* librdkafka API error reporting buffer */
char buf[512]; /* Message value temporary buffer */

const char *brokers; /* Argument: broker list */

const char *topic; /* Argument: topic to produce to */
const char *user; /* Argument: sasl username */

const char *passwd; /* Argument: sasl password */

/*

* Argument validation

*/

if (argc < 3) {

fprintf(stderr, "%% Usage: %s <broker> <topic> <username> <password> \n Optional:username password\n", argv[0]);
return 1;

}

brokers = argv[1];
topic = argv[2];

if(argc == 5) {
user = argv[3];
passwd = argv[4];
}

/*
* Create Kafka client configuration place-holder
*/

conf = rd_kafka_conf_new();

/* Set bootstrap broker(s) as a comma-separated list of

* host or host:port (default port 9092).

* librdkafka will use the bootstrap brokers to acquire the full
* set of brokers from the cluster. */

if (rd_kafka_conf_set(conf, "bootstrap.servers”, brokers,
errstr, sizeof(errstr)) '= RD_KAFKA_CONF_OK) {
fprintf(stderr, "%s\n", errstr);

return 1;

}

/* Set sasl config*/

if( user && passwd ) {

if(rd_kafka_conf_set(conf,"security.protocol”,"sasl_plaintext",errstr,sizeof(errstr)) !=RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

if(rd_kafka_conf_set(conf, "sasl.mechanisms”, "PLAIN", errstr, sizeof(errstr)) = RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

if(rd_kafka_conf_set(conf,"sasl.username",user,errstr,sizeof(errstr)) !=RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}
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if(rd_kafka_conf_set(conf,"sasl.password",passwd,errstr,sizeof(errstr)) |=RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);
return 1;

}

}

/* Tencent Cloud recommended configuration parameters

* http://imgcache.finance.cloud.tencent.com:80cloud.tencent.com/document/product/597/30203

*/

//if(rd_kafka_conf_set(conf,"debug”,"none" errstr,sizeof(errstr))!= RD_KAFKA_CONF_OK) { // & & FINSEEEETEFE
ebug,

//fprintf(stderr,"%s\n" errstr);

//return 1;

//}

if(rd_kafka_conf_set(conf,"acks","1" errstr,sizeof(errstr)) '= RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

if(rd_kafka_conf_set(conf,"request.timeout.ms","30000" errstr,sizeof(errstr)) != RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

if(rd_kafka_conf_set(conf,"retries","3" errstr,sizeof(errstr)) = RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

if(rd_kafka_conf_set(conf, "retry.backoff.ms","1000" errstr,sizeof(errstr)) |= RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);
return 1;

}

/* Set the delivery report callback.

* This callback will be called once per message to inform
* the application if delivery succeeded or failed.

* See dr_msg_cb() above.

* The callback is only triggered from rd_kafka_poll() and
* rd_kafka_flush(). */

rd_kafka_conf_set_dr_msg_cb(conf, dr_msg_cb);

/*

* Create producer instance.

*

* NOTE: rd_kafka_new() takes ownership of the conf object
* and the application must not reference it again after

* this call.

*/

rk = rd_kafka_new(RD_KAFKA_PRODUCER, conf, errstr, sizeof(errstr));
if (Irk) {

fprintf(stderr,

"%% Failed to create new producer: %s\n", errstr);

return 1;

}

/* Signal handler for clean shutdown */
signal(SIGINT, stop);
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fprintf(stderr,

"%% Type some text and hit enter to produce message\n"
"%% Or just hit enter to only serve delivery reports\n"
"%% Press Ctrl-C or Ctrl-D to exit\n");

while (run &8& fgets(buf, sizeof(buf), stdin)) {
size_t len = strlen(buf);
rd_kafka_resp_err_t err;

if (buf[len-1] == "\n') /* Remove newline */
buf[--len] = "\0’;

if (len == 0) {

/* Empty line: only serve delivery reports */
rd_kafka_poll(rk, 0/*non-blocking */);
continue;

}

/*

* Send/Produce message.

* This is an asynchronous call, on success it will only

* enqueue the message on the internal producer queue.
* The actual delivery attempts to the broker are handled
* by background threads.

* The previously registered delivery report callback

* (dr_msg_cb) is used to signal back to the application
* when the message has been delivered (or failed).

*/

retry:

err = rd_kafka_producev(

/* Producer handle */

rk,

/* Topic name */

RD_KAFKA_V_TOPIC(topic),

/* Make a copy of the payload. */
RD_KAFKA_V_MSGFLAGS(RD_KAFKA_MSG_F_COPY),
/* Message value and length */
RD_KAFKA_V_VALUE(buf, len),

/* Per-Message opaque, provided in

* delivery report callback as

* msg_opaque. */

RD_KAFKA_V_OPAQUE(NULL),

/* End sentinel */

RD_KAFKA_V_END);

if (err) {

/*

* Failed to *enqueue* message for producing.
*/

fprintf(stderr,

"%% Failed to produce to topic %s: %s\n",
topic, rd_kafka_err2str(err));

if (err == RD_KAFKA_RESP_ERR__QUEUE_FULL) {

/* If the internal queue is full, wait for
* messages to be delivered and then retry.
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* The internal queue represents both

* messages to be sent and messages that have

* been sent or failed, awaiting their

* delivery report callback to be called.

*

* The internal queue is limited by the

* configuration property

* queue.buffering.max.messages */
rd_kafka_poll(rk, 1000/*block for max 1000ms*/);
goto retry,;

}

} else {

fprintf(stderr, "%% Enqueued message (%zd bytes) "
"for topic %s\n",

len, topic);

}

/* A producer application should continually serve

* the delivery report queue by calling rd_kafka_poll()

* at frequent intervals.

* Either put the poll call in your main loop, or in a

* dedicated thread, or call it after every

* rd_kafka_produce() call.

* Just make sure that rd_kafka_poll() is still called

* during periods where you are not producing any messages
* to make sure previously produced messages have their
* delivery report callback served (and any other callbacks
* you register). */

rd_kafka_poll(rk, 0/*non-blocking*/);

}

/* Wait for final messages to be delivered or fail.

* rd_kafka_flush() is an abstraction over rd_kafka_poll() which
* waits for all messages to be delivered. */

fprintf(stderr, "%% Flushing final messages..\n");
rd_kafka_flush(rk, 10*1000 /* wait for max 10 seconds */);

/* If the output queue is still not empty there is an issue
* with producing messages to the clusters. */

if (rd_kafka_outq_len(rk) > 0)

fprintf(stderr, "%% %d message(s) were not delivered\n",
rd_kafka_outq_len(rk));

/* Destroy the producer instance */
rd_kafka_destroy(rk);

return O;

}

2. PUTLAT e 4miFE producer.c,

gcc -Irdkafka ./producer.c -o producer

3. YT T @ RIEHR.

WS : BRmEmEX

iHEBAZ ( CKafka)

%118 ™

\|

£327m



O BASTCE MBI ( CKafka )

./produce <broker> <topic>

2% ik
B, EEHIERISTAFRBTIE [RALIN] BRREIMEFISH].

broker Lrjimg

img

TopicEFR , BRILIEEHIELE [topicEIE] mESH.
topic leiimg

img

EITERAT © 4. 7 CKafka =HlEe [topic &) HE , IEFEWIMNAY Topic, =& [EZ] > [(BRER] , EENINILEIHER.

TE= . HEEHR
1. Bl consumer.c 314,

/*

* librdkafka - Apache Kafka C library

*

* Copyright (c) 2019, Magnus Edenhill

* All rights reserved.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions are met:

*

* 1. Redistributions of source code must retain the above copyright notice,

* this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright notice,

* this list of conditions and the following disclaimer in the documentation

* and/or other materials provided with the distribution.

* THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
* AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE
* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR

* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF

* SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS

* INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
* CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE

* POSSIBILITY OF SUCH DAMAGE.

*/

/*'k

WS : BRmEmEX %119 @ #327]

\|



O BASTCE MBI ( CKafka )

* Simple high-level balanced Apache Kafka consumer

* using the Kafka driver from librdkafka

* (http://imgcache.finance.cloud.tencent.com:80github.com/edenhill/librdkafka)
*/

#include <stdio.h>
#include <signal.h>
#include <string.h>
#include <ctype.h>

#include <librdkafka/rdkafka.h>

static volatile sig_atomic_t run = 1;

/**

* @brief Signal termination of program
*/

static void stop (int sig) {

run = 0;

}

/**

* @returns 1 if all bytes are printable, else 0.

*/

static int is_printable (const char *buf, size_t size) {
size ti;

for(i=0;i < size;i++)
if (lisprint((int)buf[i]))
return O;

return 1;

}

int main (int argc, char **argv) {

rd_kafka_t *rk; /* Consumer instance handle */
rd_kafka_conf_t *conf; /* Temporary configuration object */
rd_kafka_resp_err_t err; /* librdkafka API error code */

char errstr[512]; /* librdkafka API error reporting buffer */
const char *brokers; /* Argument: broker list */

const char *groupid; /* Argument: Consumer group id */
char **topics; /* Argument: list of topics to subscribe to */
int topic_cnt; /* Number of topics to subscribe to */
rd_kafka_topic_partition_list_t *subscription; /* Subscribed topics */
inti;

/*

* Argument validation
*/

if (argc < 4) {
fprintf(stderr,

"%% Usage: "
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"%s <broker> <group.id> <topicl> <topic2>.\n",
argv[0]);
return 1;

}

brokers = argv[1];
groupid = argv[2];
topics = &argv[3];
topic_cnt = argc - 3;

/*

* Create Kafka client configuration place-holder
*/

conf = rd_kafka_conf_new();

/* Set bootstrap broker(s) as a comma-separated list of

* host or host:port (default port 9092).

* librdkafka will use the bootstrap brokers to acquire the full
* set of brokers from the cluster. */

if (rd_kafka_conf_set(conf, "bootstrap.servers”, brokers,
errstr, sizeof(errstr)) '= RD_KAFKA_CONF_OK) {
fprintf(stderr, "%s\n", errstr);

rd_kafka_conf_destroy(conf);

return 1;

}

/* Set the consumer group id.

* All consumers sharing the same group id will join the same

* group, and the subscribed topic' partitions will be assigned

* according to the partition.assignment.strategy

* (consumer config property) to the consumers in the group. */
if (rd_kafka_conf_set(conf, "group.id", groupid,

errstr, sizeof(errstr)) = RD_KAFKA_CONF_OK) {

fprintf(stderr, "%s\n", errstr);

rd_kafka_conf_destroy(conf);

return 1;

}

/* If there is no previously committed offset for a partition

* the auto.offset.reset strategy will be used to decide where

*in the partition to start fetching messages.

* By setting this to earliest the consumer will read all messages
* in the partition if there was no previously committed offset. */
if (rd_kafka_conf_set(conf, "auto.offset.reset", "earliest",

errstr, sizeof(errstr)) = RD_KAFKA_CONF_OK) {

fprintf(stderr, "%s\n", errstr);

rd_kafka_conf_destroy(conf);

return 1;

}

/* Tencent Cloud recommended configuration parameters

* http://imgcache.finance.cloud.tencent.com:80cloud.tencent.com/document/product/597/30203

*/

if(rd_kafka_conf_set(conf,"debug","all" errstr,sizeof(errstr))!= RD_KAFKA_CONF_OK) {

fprintf(stderr,"%s\n" errstr);
return 1;

}
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if(rd_kafka_conf_set(conf,"session.timeout.ms","10000" errstr,sizeof(errstr)) '= RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

if(rd_kafka_conf_set(conf,"heartbeat.interval.ms","3000" errstr,sizeof(errstr)) |= RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

/*

* Create consumer instance.

*

* NOTE: rd_kafka_new() takes ownership of the conf object
* and the application must not reference it again after

* this call.

*/

rk = rd_kafka_new(RD_KAFKA_CONSUMER, conf, errstr, sizeof(errstr));
if (Irk) {

fprintf(stderr,

"%% Failed to create new consumer: %s\n", errstr);

return 1;

}

conf = NULL; /* Configuration object is now owned, and freed,
* by the rd_kafka_t instance. */

/* Redirect all messages from per-partition queues to

* the main queue so that messages can be consumed with one
* call from all assigned partitions.

*

* The alternative is to poll the main queue (for events)

* and each partition queue separately, which requires setting

* up a rebalance callback and keeping track of the assignment:
* but that is more complex and typically not recommended. */
rd_kafka_poll_set_consumer(rk);

/* Convert the list of topics to a format suitable for librdkafka */
subscription = rd_kafka_topic_partition_list_new(topic_cnt);

for (i=0;i < topic_cnt; i++)
rd_kafka_topic_partition_list_add(subscription,

topicsi],

/* the partition is ignored

* by subscribe() */

RD_KAFKA_PARTITION_UA);

/* Subscribe to the list of topics */

err = rd_kafka_subscribe(rk, subscription);

if (err) {

fprintf(stderr,

"%% Failed to subscribe to %d topics: %s\n",
subscription->cnt, rd_kafka_err2str(err));
rd_kafka_topic_partition_list_destroy(subscription);
rd_kafka_destroy(rk);

return 1;
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}

fprintf(stderr,

"%% Subscribed to %d topic(s), "

"waiting for rebalance and messages..\n",
subscription->cnt);

rd_kafka_topic_partition_list_destroy(subscription);

/* Signal handler for clean shutdown */
signal(SIGINT, stop);

/* Subscribing to topics will trigger a group rebalance

* which may take some time to finish, but there is no need

* for the application to handle this idle period in a special way
* since a rebalance may happen at any time.

* Start polling for messages. */

while (run) {
rd_kafka_message_t *rkm;

rkm = rd_kafka_consumer_poll(rk, 100);

if (Irkm)

continue; /* Timeout: no message within 100ms,
* try again. This short timeout allows

* checking for ‘run’ at frequent intervals.

*/

/* consumer_poll() will return either a proper message
* or a consumer error (rkm->err is set). */

if (rkm->err) {

/* Consumer errors are generally to be considered
* informational as the consumer will automatically
* try to recover from all types of errors. */
fprintf(stderr,

"%% Consumer error: %s\n",
rd_kafka_message_errstr(rkm));
rd_kafka_message_destroy(rkm);

continue;

}

/* Proper message. */

printf("Message on %s [%"PRId32"] at offset %"PRId64":\n",
rd_kafka_topic_name(rkm->rkt), rkm->partition,
rkm->offset);

/* Print the message key. */

if (rkm->key && is_printable(rkm->key, rkm->key_len))
printf(" Key: %.*s\n",

(int)rkm->key_len, (const char *)rkm->key);

else if (rkm->key)

printf(" Key: (%d bytes)\n", (int)rkm->key_len);

/* Print the message value/payload. */
if (rkm->payload && is_printable(rkm->payload, rkm->len))
printf(" Value: %.*s\n",
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(int)rkm->len, (const char *)rkm->payload);
else if (rkm->payload)

printf(" Value: (%d bytes)\n", (int)rkm->len);
rd_kafka_message_destroy(rkm);

}

/* Close the consumer: commit final offsets and leave the group. */
fprintf(stderr, "%% Closing consumer\n");
rd_kafka_consumer_close(rk);

/* Destroy the consumer */
rd_kafka_destroy(rk);

return O;

}

2. PUTLA &S 4Ri% consumer.c,

gcc -Irdkafka ./consumer.c -o consumer

3. YT @ RIEHR.

.Jconsumer <broker> <group.id> <topicl> <topic2>..

2% 1%
BN, fEEHarsehliFEmm EAS] SERAMNEFISH.

broker lelimg
img
group.id HEDEER , BAILIBEENRE | demolzfTAINERILAE [Consumer Group] WHEERZIHZE.,

TopicE#R , BEILITEEHIG L [topicEIR] MESH,
topicl topic2.. leiimg

img

BITERWT ¢ 4. 7E CKaftka #=#I& [Consumer Group] TUE , EENMANEREHR , TERSREA Topic B8R , BE [EimiF

5] EEHETFE.
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PHP SDK
01 VPCRIZEIEEN

BITEFAYAE: 2025-10-11 18:10:00

BIEn=

ZfES LA PHP ERImABFESEERVPCREZNEEBT!I CKaftka FKIRIHR.

AR

22 librdkafka

2% PHP 5.6 i iR
L% PEAR

T#demo

EREL R
$B— : N Rakafka 1B

1. 7£ rdkafka B TAE EKE&HH rdkafka php ¥ BEIHRAE.
Wb :
AERAREST PHP MRAERAR , XENLEL 4.1.2 A5p,

2. BRlinuxfR53es | L% rdkaftka ¥ E.

iHEBAF ( CKafka)

wget --no-check-certificate http://imgcache.finance.cloud.tencent.com:80pecl.php.net/get/rdkafka-4.1.2.tgz

pear install rdkafka-4.1.2.tgz

# TEMINSIRTR "install ok" #1 "You should add "extension=rdkafka.so" to php.ini"

# MRLHERY | BIRERTRRR
# LEERYINFETE php.ini 350 extension=rdkafka.so

# 14T php --ini J§ , Loaded Configuration File: 27RAIFLE php.ini FIERE

echo 'extension=rdkafka.so' >> /etc/php.ini

TR . REkE
1. B TFERdemorhigphpkafkademo EEElinuxfRSS 28,

2. ZFRlinuxigsses , #H A\ phpkafkademoB % |, 18 CKafkaSetting.phpBEt& (4.

<?php
return [

'bootstrap_servers' => 'bootstrap_serversl:port,bootstrap_servers2:port’,

'topic_name' => 'topic_name’,
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roup_id' => 'php-demo’,
l;

24 fiik
bootstrap_servers AR , FEEHIGHSTFREETE UEASR] EHRONEFISH. Wimg

Topic&R , ERILERSIG | [topicEIR] THEH.

topic_name

lslimg
group_id HEEERVA Id , BILIBENIRE | demoiz{TaINERILAE [Consumer Group] WHERZIHZEE.
FTER=  KXHR

1. WE4F=EBFER Producerphp,

<?php
$setting = require __DIR__. '/CKafkaSetting.php’;

$conf = new RdKafka\Conf();

//RENARS | BEdiEH SIRERI MAYIRSS bk,

$conf->set('bootstrap.servers', $setting['bootstrap_servers']);

// Kafka producer 89 ack & 3 #WlH , 23RN :

// -1 8% all : Broker £ leader WZEIEHEHFIZLERTE ISR R follower f5 , ARE4S Producer #4ERIXT—5 (#t) iIBR.
/] EMRERETRENEETESE | REF I ERSNEIAEENASBEEEERR. TR | XMEERHRFIBIEIAESA
ZEUEAIRME]

// AILABEE Topic BI2%4 min.insync.replicas {#F3,

/] 0 : £EF=EARERRE broker BESERMRIMIA , BETREXET—5K (#it) HR. XMEEL~MeeRs  BEETREREME
// ( RSB EHFER RSB EIERSL | 1R leader BFEER producer 4015 , M broker IAZIHER )

//1: E£F=ETE leader ERTHKEIREUEFHBEMIAGEERET—5K (i) BE. XMEEEES SR BRI
// (SNRleaderEFEERHAEH , MIEEATHEESX )

// BRPAEREER , BWAMENL. APREECHISERHTRE

$conf->set(‘acks’, '1");

[/ EREEBRNETUREL , BEZERENATO , ANERXEAEERIEEEARESLK

$conf->set('retries', '0");

// BRIEERKMAS R F—REIfiE K Z [BRIATE

$conf->set('retry.backoff.ms’, 100);

// producer RZ&IEKAJEEATATE,

$conf->set('socket.timeout.ms’, 6000);

$conf->set('reconnect.backoff.max.ms', 3000);

[/ FERREEERERE

$conf->setDrMsgCh(function ($kafka, $message) {

echo ' [Producer] &IiXHE : message="'. var_export($message, true) . "\n";
Dk

// ER RS EREIRAIENE

$conf->setErrorCb(function ($kafka, $err, $reason) {

echo " [Producer] &iEBESER : err=$err reason=$reason \n";

N
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$producer = new RdKafka\Producer($conf);

// Debug RHEIRE/ LOG_DEBUG
//$producer->setLoglLevel(LOG_DEBUG);

$topicConf = new RdKafka\TopicConf();

$topic = $producer->newTopic($setting['topic_name'], $topicConf);
/] EFFBRHRIE

for ($i = 0; $i < 5; $i++) {

// RD_KAFKA_PARTITION_UA it kafka BHi%EFED X
$topic->produce(RD_KAFKA_PARTITION_UA, 0, "Message $i");
$producer->poll(0);

}

while ($producer->getOutQLen() > 0) {
$producer->poll(50);
}

echo " [Producer] BE&ERKII\N";

2.1&1T Producer.php Bi%EA,

php Producer.php

3. BERE(TER | THIAT.

[Producer] RiXEE : message=RdKafka\Message::__set_state(array(
‘err' => 0,

'topic_name' => 'topic_name’,
'timestamp’' => 1618800895159,
'partition’ => 0,

'payload' => 'Message 0',

'len' => 9,

'key' => NULL,

'offset’' => 0,

'headers' => NULL,
)

[Producer] &iXEE : message=RdKafka\Message::__set_state(array(
‘err' => 0,

'topic_name' => 'topic_name’,
‘timestamp’' => 1618800895159,
'partition’ => 0,

'payload’ => 'Message 1',

'len' => 9,

'key' => NULL,

‘offset' => 1,

'headers' => NULL,
>))

V V.V V V V V V V V V

V VV V V V V V V V

> [Producer] BE&RIZRMID

4. £ CKafka =66 [topic BH] WHE , EEXYMNAY Topic , RE [E£] > [(BREA] , EENIRIKXATER.
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FBY : HEEEHS
1. WEHERIJAiEZER Consumer.php,

<?php
$setting = require __DIR__. '/CKafkaSetting.php’;

$conf = new RdKafka\Conf();

$conf->set(‘group.id’, $setting['group_id']);

/RBNORS | isEEiEs SR M ARSI,
$conf->set('bootstrap.servers', $setting['bootstrap_servers']);

// fEF8 Kafka B2 4EAHIRT , IEZEEHEATATE, = Broker FEIZAYAINIRBNEEZEE AV OBEET |
/] INJNZHERE SRR , Broker REEEHT Rebalance 378,
$conf->set('session.timeout.ms', 10000);

// EFumEIERATE |, (IREEX N EIRBUIEINE |, NIESKERT M
$conf->set('request.timeout.ms’, 305000);

/] ZEEFimAEER M.

$conf->set('reconnect.backoff. max.ms', 3000);

$topicConf = new RdKafka\TopicConf();
#$topicConf->set(‘auto.commit.interval.ms', 100);

// offsetEBEHRRE , IBRIBWSIHENIFTRE. REFASRESEEUE AT,
$topicConf->set('auto.offset.reset’, 'earliest’);
$conf->setDefaultTopicConf($topicConf);

$consumer = new RdKafka\KafkaConsumer($conf);
// Debug Ri&i&EH LOG_DEBUG
//$consumer->setLoglLevel(LOG_DEBUG);
$consumer->subscribe([$setting['topic_name']]);

$isConsuming = true;

while ($isConsuming) {

$message = $consumer->consume(10 * 1000);

switch ($message->err) {

case RD_KAFKA RESP_ERR_NO_ERROR:

echo " [EZ&] EWERER : " . var_export($message, true) . "\n";
break;

case RD_KAFKA_RESP_ERR__PARTITION_EOF:

echo " [[H#&#E] SRHEREEH\n";

break;

case RD_KAFKA_RESP_ERR__TIMED_OUT:

echo " [[H#&#&] SF5@AT\n";

$isConsuming = false;

break;

default:

throw new \Exception($message->errstr(), $message->err);
break;

}

}

2. 3547 Consumer.php j&ZHEE,

php Consumer.php

WS : BRmEmEX %128 W #327]

\|



O BASTCE MBI ( CKafka )

[[BE#&E] ZWEES : RdKafka\Message::__set_state(array(
‘err' => 0,
'topic_name' => 'topic_name’,
'timestamp’' => 1618800895159,
'partition’ => 0,
'payload' => 'Message 0',
'len' => 9,
'key' => NULL,
'offset' => 0,
'headers’ => NULL,
)
[EZ%&] ZWEER | RdKafka\Message::_ set_state(array(
‘err' => 0,
'topic_name' => 'topic_name’,
‘timestamp' => 1618800895159,
'partition’ => 0,
'payload' => 'Message 1,
'len' => 9,
'key' => NULL,
'offset' => 1,
'headers' => NULL,
>))

V V V V V V V V V V V

V V.V V V V V V V V

4. f£ CKafka Z=HI&#Y [Consumer Group] TUH , IEEXIMAGHEEBER , EEEBRBA topic 8%, /i [(EWFR] E5EE

F15.
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Node
01 VPC RZ&#EN

BITEFAYAE: 2025-10-11 18:10:00

BIEn=

ZIESSLA Node js ZRImAGHESEERVPCREIZNEERS CKafka FITAIHER.

AR

o 4 GCC
o L4 Node,js
e T#&demo

BIFLE

HEETE

1. B TERdemorAInodejskafkademo HEEIinuxiRSS 85
2. EfFlinuxfgR$3E8 | #HAnodejskafkademoBR.

SB— : T C++ HaEF

1 T TSR] yum JRECEBR /etc/yum.repos.d/ .

cd /etc/yum.repos.d/

2. Bl yum JEECE {4 confluent.repo.

[Confluent.dist]
name=Confluent repository (dist)

baseurl=http://imgcache.finance.cloud.tencent.com:80packages.confluent.io/rpm/5.1/7

gpgcheck=1

gpgkey=http://imgcache.finance.cloud.tencent.com:80packages.confluent.io/rpm/5.1/archive.key

enabled=1
[Confluent]
name=Confluent repository

baseurl=http://imgcache.finance.cloud.tencent.com:80packages.confluent.io/rpm/5.1

gpgcheck=1

gpgkey=http://imgcache.finance.cloud.tencent.com:80packages.confluent.io/rpm/5.1/archive. key

enabled=1
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3. FUTIAT an S 2 C+ + (R,

yum install librdkafka-devel

$E— : 2% Node js ki
1. PUTLL TS HFRHEERIER OpenSSL Sk #HIR1Z,

export CPPFLAGS=-I/usr/local/opt/openssl/include

2. PUTLA T an S iR IERE OpenSSL Erg1Z.

export LDFLAGS=-L/usr/local/opt/openssl/lib

3. PUTLA T an <%= Node js (A,

npm install i --unsafe-perm node-rdkafka

TR= . FREKE
BIEIHRRN! CKafka BECESIfH setting js.
module.exports = {
'bootstrap_servers': ["xxx.ckafka.tencentcloudmg.com:6018"],

'topic_name": 'xxx’,
‘group_id": "xxx'

24 fik
BARLE , FEEHansEpliFEm EAS] ERAINEBFTISH.

bootstrap_servers .
P- lsimg

TopicE#R , A LTEEHIE L [topicEIE] MEEH.

topic_name

leiimg
group_id EAILAEENIRE | demoizfTANERILAE [Consumer Group] WEERIZIHZE.
RN : RXHR

1. WEEF-EEFER producer;s,

const Kafka = require('node-rdkafka');
const config = require('./setting’);
console.log("features:" + Kafka.features);
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console.log(Kafka.librdkafkaVersion);

var producer = new Kafka.Producer({
‘api.version.request": 'true’,

/) RBANORS | BRI SIREBS R AIRRSS L,
'bootstrap.servers': config['bootstrap_servers'],
'dr_cb": true,

‘dr_msg_cb': true,

/] EREEEIRNEIIURE , BIEZERENATO , ANEXRAEERIEEEARESLK
'retries: '0",

/] BEEREMETEI F—RER ISR ZERIRTE

"retry.backoff.ms": 100,

// producer M£&iEKAVERRTHT ],

'socket.timeout.ms": 6000,

N

var connected = false
producer.setPollInterval(100);
producer.connect();

producer.on(‘ready’, function() {
connected = true
console.log("connect ok")

D

producer.on("disconnected”, function() {
connected = false;
producer.connect();

)

producer.on('event.log’, function(event) {
console.log("event.log”, event);

D

producer.on("error", function(error) {
console.log("error:" + error);

D

function produce() {

try {

producer.produce(
config['topic_name'],

null,

new Buffer('Hello CKafka Default'),
null,

Date.now()

)i

} catch (err) {

console.error('Error occurred when sending message(s)’);
console.error(err);

}

}

WS : BRmEmEX %132 @ #327]

\|



O BASTCE MBI ( CKafka )

producer.on('delivery-report’, function(err, report) {
console.log("delivery-report: producer ok");

N

producer.on('event.error’, function(err) {
console.error(‘event.error:' + err);

)

setInterval(produce, 1000, "Interval");

2. PATLA T a S RIEER.

node producer.js

3. EEEITAR.

4. 7t CKafka #=#1& [topicBIE] TUm , WEEXWRAY topic , B [E£] > [BEEA] , EENNAENES.

SBA : iTEEE
1. BlEEIEZEEERER consumer;js,

const Kafka = require('node-rdkafka');
const config = require('./setting’);
console.log(Kafka.features);
console.log(Kafka.librdkafkaVersion);
console.log(config)

var consumer = new Kafka.KafkaConsumer({
‘api.version.request": 'true’,

/1 RENORS | BB H SIRES R AIBRSS HELIE .
'bootstrap.servers': config['bootstrap_servers'],
‘group.id’ : config['group_id'],

// $6F8 Kafka iBZ2ENGIRT |, iBFEBATAE, = Broker TEIZATEINIRBWEBZERERIOBERT |
1/ INNZIBEEEFERY | Broker RHCEEHT Rebalance 1378,

'session.timeout.ms': 10000,

// BEFIREIENETE , NSRBI EEEWEINE |, NiEKERTEM
'metadata.request.timeout.ms': 305000,

// BEEFiRAEREILERE.

'reconnect.backoff.max.ms': 3000

Dk
consumer.connect();

consumer.on(‘ready’, function() {
console.log("connect ok");
consumer.subscribe([config['topic_name']]);
consumer.consume();
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)

consumer.on(‘data’, function(data) {
console.log(data);

N

consumer.on(‘event.log’, function(event) {
console.log("event.log”, event);

Dk

consumer.on('error’, function(error) {
console.log("error:" + error);

Dk

consumer.on(‘event’, function(event) {

console.log("event:" + event);

N

2. PUTLA T e SiEERHR.

node consumer.js

4. 7£ CKafka #=#l& [Consumer Group] TH , FEEXINANEZRE , EEAZFRAA topic BiR , BE: [EEIFE]  BEEHFS.
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API 4

iHEBAF ( CKafka)

BEBAFI ( CKafka ) fHFum ( ckafka )

ARAS (2019-08-19)

APIESS

BITE#AYa): 2022-05-10 11:14:34

APIERZ

V3

ACL#EXIEO

BEORMR
CreateAcl
CreateUser
DeleteAcl
DeleteUser
DescribeACL
DescribeUser

ModifyPassword

FREMEXEO

BEORMR
CreatePartition
CreateTopic
CreateTopiclpWhiteList
DeleteTopic
DeleteTopiclpWhiteList
DescribeTopic

DescribeTopicAttributes

WRFRE - BRmERMEX

OThae

NN ACL 5588
AR
FRBRACL
BRFEF
MEEACL
HEEABFER

(ERGAT

EEOThRE
EInFEES X
BIEER
BlEERIPHEZE
fRIpRERT

M ERIPHZER
IRENERRFIZR

SRENERRE

%135
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RO ROIT0RE
DescribeTopicDetail SRENERRTIRIFE
ModifyTopicAttributes REFEMY

HithzO

EOZR ROThee
DescribeApplInfo HiIRPSIE
DescribeConsumerGroup HEEESEER
DescribeGroup WEHZR D H(FEEhR)

SYlEP S

OSSR REOThEE
DescribeGrouplnfo REUBERDEER
DescribeGroupOffsets SRENH#Z 7> Hoffset
DescribelnstanceAttributes SRENEAIE
Describelnstances SRENSEHIZIZR
DescribelnstancesDetail SRENSLHIZIRIFE
ModifyGroupOffsets ®EGroups iB#E D Hoffset
ModifylnstanceAttributes RELHIEM
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\ :l: N
ARSI
=7 A&
O3V
BEEFATE): 2022-05-10 11:14:34
tcecloud APl £ E/MAEBEREFITRHDIIE , BMEMEREZTEEATLIERSHTEEEREE (Signature ) LISIEEREBH, &

BIEEHRTEFIEER , T2 FIERE Secretld 7] SecretKey ; ERFPEIREZEFEIE | BRIECAPIZARNHERS , BNTEERATAPI
#ZM.,

= .
1. RiEREEIE
FEERERTAPIZAE] , BRHESAPIZHRERELESEIE., T2EIUFEHE Secretld #] SecretKey :

e Secretld FBF#rR APLERESH
o SecretKey FIFINEE A EBFIIRS 2 mIIE S FRTRIEA.
s FHRPWITERRELSEIE , BattE,

REREFIERNERLRINT

1. ERtcecloudEEBFIEHIE,
2. BHE=APIZSBRNEHI A TUE
3. E=APIESETUHE , M [F7] RPRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELIABILT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &&Z753%

ER  XWTFGETAE , R3Z#EF Content-Type: application/x-www-form-urlencoded #mM¥i&=. X3FPOST/AE , BRISZIF Content-
Type: application/json LA Content-Type: multipart/form-data B , json HXEARTBEISEOYSZF , multipart 8=
RESEISEOSS  WAHZEOTREEER json 1UER |, £F BRSO iHA.

THUSRSHRERT MNXZGFIREAGIF  DEBNMBERANTEIRE. HAMBETERSAIFIRANESE : Limit 71 Offset ,
(M GET Ai&iEmA.

BRiIZFIFAY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNp86cd98joQYCN3EXAMPLE

2.1. HHEALBIERESA
RANTTMETUHERAIBBIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload
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e HTTPRequestMethod : HTTP i&k75i% ( GET, POST ) , AxflFA GET ;

e CanonicalURI : URI &%, API 3.0 EZAERKT (/)

* CanonicalQueryString : &2 HTTP iE3K URL RIVEIAFFFE , 34F POST 15K , EEATFHE , I9F GET K , W URL ia
£ (?) GENZFEAS , 2RFIEYES : Limit=10&0ffset=0, ;¥ : CanonicalQueryString EE42id URL 4wA3.

* CanonicalHeaders : £5&ZRILEMER | ZES host # content-type WLED , tLETIIANBEXALESSEBIUREETE
KEOE—MFIZ e, BHENN : 1) 3LE8 key # value Fi—4ER/NG |, FEEERTIE |, 1RE8 key:value\n #=(HHE ; 2) SR,
HRRBSLER key (/NE ) ROFEEHEFRITHHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £25&&ZMLEHER. | IRBBLLRIERBHLLES5TESF |, 1 CanonicalHeaders G &HILEBRTE—XI AT,
content-type #[1 host J9uwsifELEB, HHENN : 1) k3B key ZB—HM/INE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ : content-type;host

e HashedRequestPayload : {EKIEXAIMAEE |, iTE5E N Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , X HTTP &
KEE/NEX payload fff SHA256 t5% , AE+7 #HlmS | RiERIDHEEEM/NEFE, = : XJF GET i53K , RequestPayload [
EATFHE , WF POST 53K , RequestPayload Bl HTTP i&SKIEX payload,

HRIELLEAIN | OIREREIRAGEIERENT (ATRNEW , \n BITFRIESSRITEHI— &K ) -

GET

/

Limit=108&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, PSS B REH
TS HHE S S 2=/ S

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : £8&% , BRIEESN TC3-HMAC-SHA256 ;

* RequestTimestamp : EKEFEIE; , BNiERLERAY X-TC-Timestamp BUE , N_E7RFIERS 1539084154 ;

¢ CredentialScope : EIFEE |, 1829 Date/service/tc3_request , @& HHR. FEKARSINLRIEFFE (tc3_request ) , Date A
UTC fRAEREIR B , BUEREMAHSH X-TC-Timestamp #EH9 UTC fRERIEIRI—3 ; service IF-m®& , LASTER™ &
5, Fa0 cvm, g0 7RG , BYE 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASEHHEMEIICIEREBNREHE , TEGER
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date /RMBTEIEL X-TC-Timestamp ITE152 , BRfXA UTC+0, MNRMARZAHEKES , HIIIFR/\X , ESHEXG
AR , BREEMTERUERY. BigEE 1551113065 , 724/ \KAYATEIR 2019-02-26 00:44:25 , BEITEEER]
89 Date BX UTC+0 FYHHEARS 2019-02-25 , A2 2019-02-26,

WS : BRmEmEX 138 T #327|
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2. Timestamp X/REHRIRFATE , BFEBERRFEHENEREERSH , MREEETASHPNSERM. NRKAHEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

HRIELA LA | EIPERIRFERFRHRUT (AT RREN , \n RITFAEESRITERI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. iH8SE
1) HEIREREE , (hRBUT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #9f9 Date =E=8. , a0 L5~ , 792018-10-09 ;
e Service : B Credential g4 Service ZERER. , A L7=0 , 53 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRESZER ;
e StringToSign : BIZB2ATEBRINSSEFRE ;

2.4. 8 Authorization
AN ™R E Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ', '

'Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
e Secretld : ZEEXIHAY Secretld ;

e CredentialScope : M tX , EIEEHE ;

* SignedHeaders : L £ , 258 ZHLIHER ;

* Signature : £

HRIBA AN | IR SEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl174c474
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RETREIERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&80Offset=0

iHEBAZ ( CKafka)

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

HRIESSIRER | FEUTERRMANERG | iSRIEIRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpg86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERKX , BUEZHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ?#;%?%gg?f{r% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk i_ﬁ 3 o .‘L_l_%ég kkhkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkkkkkk ig% 4 j:}‘fl:ﬁ Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

-*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSH
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkhkkkhkkkhkkhkkhkkk 55% 1 }#}%m?ﬁiﬁ*% *kkkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"”

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *hkkkkhkkkhkkkkk i% 2 : ?#*%%5%?%% *hkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkkhkk ig% 3 : -‘L-I-gﬁg *hkkkkhkkkkhkkkhkk

# ITEEBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk 552’% 4 : ?#*% Authorization khkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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15 KE5H4)

BRUTEHAYE: 2022-05-10 11:14:34

1. frsSHbit

ot ( Region ) EISIRIOSIEROMMEIRRY, tcecloud S TIMERRMEZ B£8R | (RIENRiEaR AR BRI
t, ATRHGAIERIE, 12 TR , BEEREMEEE e,

ERTLUEIT APIED EiiSIR B mArtbETIxR.

2. BEMY

tcecloud API FIFREREOIIEIE HTTPS HTE(E | IRIAELREMNEEEE.

3. BKTE
S0 HTTP I35

* POST (i)
o GET

POST iE3kz#569 Content-Type 258! :

* application/json ( ##F ) , #4fFA TC3-HMAC-SHA256 && 754,

 application/x-www-form-urlencoded , %4Z{FFE HmacSHAL 8 HmacSHA256 && 757X,

e multipart/form-data ( {NEBEOSE ) , WREER TC3-HMAC-SHA256 &2 75%.

GET i KHGIEREANARE#BIT 32 KB, POST i&Kk{FEAER/TEN HmacSHAL, HmacSHA256 BfAR1E#8iT 1 MB, POST i&kEEA%
27358 TC3-HMAC-SHA256 B4373#%F 10 MB,

4, FRIwAS

FEFAUTF-84%%2.
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IS

BRUTEHAYE: 2022-05-10 11:14:34

RS

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HEFAT) , EeJaerOREIT )

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
1

}

* Response REMEBH Requestld REERIFER , TiCiEKRMINSE , RE APIET |, MHERIREL

* Requestld FBF— APLiERAIME—FRIR , W5 APL HIISE , STLABRREA] , FHRMALZ ID KARREER,

o [RTEEMNFERS  HRIWARKEOENNTFER  AENEOMRENFES NEOXEFREN. HEIHE TotalCount 1
InstanceStatusSet 5 DescribelnstancesStatus £ OENXFER , BT EREKNAREMEZE=RS2TLH , Bl TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tEHIRIREIER
£, EEEERATN

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMEEZISKARAKM, Error FEREREERRY Code 1 Message FERTEERLMAT 2 EIREIAY,

e Code FREMRHIEAIEIRID , LB RHER A L RIEZ IS RIDE A RS e O M A EIRAS S R B m e X MR EFfER
.

Message BRHTIXMEREENERER , EVSERSREIL , WX ATEESELBFRFTERFTH , AP AKX MER(E
E.

* Requestld FBF— API iERIUE—HRIR , N8R APL HIIEE , STLABCRIRA] , FHEMIZ ID SEARREIE,

~IIEIRY (TODO: EEERE, REAENEER?)

IREIZERPUNRIFAE Error R , NZRRBA APLIECIKM,  Error iy Code FERFRTMEIRD , ATE SR BEHINAYEEIRAS A AL
IREG , TERFIH T ARG,

WS : BRmEmEX 145 @ #327]
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX
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BIRAEE (A2 API AR ) |
MFA $5ig,

AR

R

SZZIULLN

%

SRR,

k

token f&i%.

Bk R CAM 1Y,

DryRun #F , RFBFGLEMIN , RERSET DryRun 2.

BRI
RERHEIR.
EORMFE.
SHIEIR.
SHEYEEIR.
B ECRPRH].
FROSEGEIR.
EOMARFE.
IERAVREGET T IRE=PRHE]
RiRH G .
RIFEAE.
BIRMFE.
BIRAEI A,
RIRBUE(E.
RASEGER.

IERSEHS,

http(s)IEXRIMIEEIR , R3ZHF GET #1 POST 153K,

EORSHSATEhEL,

%146 T
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\H5

VAN

VTERHAYE): 2022-05-10 11:14:34

iHEBAF ( CKafka)

HEYRATRRBFIZOLSNENSE  WIFE | A MEORBRARO AP ABXLSHEHTRE  EERERKIETEE
}E XLESH , FREERKIERIEK.

ERTTE V3

58 TC3-HMAC-SHA256 &&757ART

SHBR St

X-TC-Action String

X-TC-Region String

X-TC-

. Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

=
=

alil

alil

el

alil

o

AHBHEES—HEI HTTP Header iEkLE+ , 20T :

%

BEREOSR, ESEEOXEPMASEATESE Action A9RE, FIIN=IRESEENE
EEFIFIRZEO |, BUYES Describelnstances,

WIS SRR BRI EI MbERIEE. RORZAEEESE R OXETRAS
NS4 Region AUGHR, 1R | EEROATFEELEZSY , BOEPIILATHI5R
B9, RSB EEEBIZSHBARERL.

=1 UNIX BJ[E)E , ElicRAH#S APLiERAIETE), g0 1529223702, & : (IRSMRSS
RHEMEEBI St , 25 EEERITHIER,

R APL BURRA, EUESHEOSEHRASLRISE] Version BiRBE. HIAIZARSSERAIR
& 2017-03-12,

HTTP fRAESHIAIESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : ££75)% , BRIEENZE ;

- Credential : £&1EiUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EFENRHSE X-TC-Timestamp #E/Y UTC FRAERNBEIRHE—E ; service AFm& , &
RSB mREE—E, flgicvm ;

- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9wsifksLEp ;

- Signature : EZFWE,

IGRSEFFTAEAY Token , FELSIRRIER—EMEMA. IRRIER Token FEZNHDEER
SEARBEZORE. KEZAAFE Token,

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (0T

SHETR St
Action String

WS : BRmEmEX
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e C
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

HiEGER

String

Integer

Integer

String

String

String

String

String

ali

alil

i

alil

ali

oy

i
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fiik

Wi Sy, FSRIRRR B EI MBIERIEIE. FOESAMREESE Z O REA
SRS Region RUGER, R | RUEOATEECERZSEH , EOEP RIS
BIRER , LRSEMEEEBZS AL,

Za0 UNIX Bf[a)8% , FJicRARE APLIERAYRTEL. FI01529223702 , MRS =RF1HE
BETK , 25EERTHHER.

BEHNIEEESY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

E=APIZHE_E ERiBHIRREH] Secretld , —4 Secretld XFRME—HY SecretKey |, i
SecretKey = FRA RIS Signature,

BRESR , ARBRIERERNGEN | FERFRIELFRBMASEITESEH. Bkt
B5ESIEOLERCH,

R APL BORRA, EUESHEOMEHASLRHSE] Version fikBE. GIMIZ=RSSER
AORRZS 2017-03-12,

25, , BaixiE HmacSHA256 #1 HmacSHAL, REIEEHES%E05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIEER , EttiERISEHAE HmacSHAL I8IEEE.

IERPIERFRFER Token , BEESIGIIEHE—EHFER, GRS Token EEEHRE
HIRSEARZOREL. KEIZSEAEE Token ,

i ( Region ) EBEMIRAVEIER ORIIEXIE. tcecloudAZIIEREIS 2 BE2iEE | RIEARSBRARERELESE
t. ATREHRRE. B8 THEE  BERRFELEEFatbE,

R LAY AP ENAMIESIER EESTRAIETISR.

WS : BRmEmEX
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ACLIEXR
a0 ACL ZRHE

BITE AT a: 2022-05-10 11:14:34

v ekl
1. ZFOfEA
EOiBEKigE : ckafka.api3.finance.cloud.tencent.com,
NN ACL 5588
BOAEZEOISRIRERFRE © 100X/FD,

EOFEHAYE : 2020-03-09 15:21:34,

RO E N EN,
2. NS
UTNBERSHGIRNFIE TEOIBRSHFRD AHSH , TEARSHIIRDAHLERSL
SRR Wik KA fER
Action 2 String  AHSH, AEOEYE : CreateAc!
Version =2 String NHESE | AEOEYE : 2019-08-19
Region & String RS, FIFRSISAMEHEIZR(TODO)
Instanceld =2 String sCEd{ER
ResourceType 2 Int64 AclZReEE (OZUNKNOV\{ITI; 1:ANY , 2:TOPIC , 3:GROUP , 4£LU\STER ,
5:TRANSACTIONAL_ID) , H#BIRABTOPIC , HEFRATELEFRAFiRkafkafaclFifEF
ResourceName £ String ’ﬁ,}?%f?]‘( , ﬂ]resourseType*E?E , izl}l%resour_ceTypeﬂgTOPICHT_f . MiZ=FEERtopicE
R, HresourceTypeIGROUPHT , iZ=FERZR/RgroupZiR
Acl#2fEA=L , (0:UNKNOWN , 1:ANY , 2:ALL, 3:READ , 4:WRITE , 5:CREATE ,
Operation = Int64 6:DELETE , 7:ALTER , 8:DESCRIBE , 9:CLUSTER_ACTION , 10:DESCRIBE_CONFIGS ,

11:ALTER_CONFIGS)

IPRZEEY , (0:UNKNOWN , 1:ANY , 2:.DENY , 3:ALLOW) , ¥gickakfaSZ#FALLOW(tH2

PermissionType . = I4  picw) HemTELEEATRKafkataclETRERD

Host 5 sung | AN BREEhoSHILIAR , ickafkeRshost" , ERBEFRkafkal R
A amEs

Principal = Sting  FIFBIE . A, EREFuserEAILIAR , MEIER R RS AR

3. mHSE

WS : BRmEmEX %149 Tm #327]
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SHEWR &S] A
Result JgwOperateResponse IREIZER

Requestld String W—iEK ID , ®RiEKESIRE], EEMATEERAZXIERKA Requestld,

4. TR

UG T OSSR A0EIRD | EfERISFEN A TR,

HIRD R
InvalidParameter SHEEIR,
InvalidParameterValue.RepetitionValue EFEERESH,
InvalidParameterValue.WrongAction ActionZ#EUERIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RISDURME,
UnsupportedOperation.OssReject OssE4aiZiR(E
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoH Vpe Id
InvalidParameterValue.SubnetldInvalid T FMid
InvalidParameterValue.ZoneNotSupport zoneAfR %
UnsupportedOperation.BatchDellnstanceLimit St EAMBRSTGIPR
InternalError WEREIR.
ResourceUnavailable RIFEATH,

WS : BRmEmEX
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NN

BRITEHAYE: 2022-05-10 11:14:34

=7 R
1. #FOfEA
EOBEKIEE : ckafka.api3.finance.cloud.tencent.com,
IR
EONZOERINZRS : 1000%/FD,
EOSEFRATE : 2019-12-09 10:50:56,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER whisk ESic) iR
Action 2 String AHESE, AEOBYE : CreateUser
Version = String ~HSE, AEORYE : 2019-08-19
Region & String NHBH, FETF-RXFFIHEZIZR(TODO)
Instanceld = String SCf5ild
Name = String P&
Password 2 String BFZERE
3. MBS
SHAR &g TR
Result JgwOperateResponse IREIRIZER
Requestld String H—EK ID , ®XiEREPIRE. ERBNHEERAZRIEKE Requestld,

4. FEIRMS

UG T OSSR A0EIRD | BfERIRFEN AT HEIRD,

HIRAD T
InvalidParameter SEEER,

WIS : B emEX %151 |1 #327m
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FHIRAD i)
InvalidParameterValue.RepetitionValue EFEHEESEL.
InvalidParameterValue.WrongAction ActionSHEVEEIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RIFBURAE,
UnsupportedOperation.OssReject OssIE#IZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InvalidParameterValue.VpcldInvalid FoBY Vpe Id
InvalidParameterValue.SubnetldInvalid TB9FMid
InvalidParameterValue.ZoneNotSupport zoneAsziF
UnsupportedOperation.BatchDellnstanceLimit S EMIBRSLBIPRE
InternalError WEREIR.
ResourceUnavailable RIFARTH,
WIS : B emEX 5152 1 #327]
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IFRACL

BRUTEHAYE: 2022-05-10 11:14:34

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
FRIBRACL
EONZOERINZRS : 1000%/FD,

EOEFATE : 2020-03-09 15:16:53,

EOBIREE NS,
A M2
2. NS
LATERSEHFIRNGIE TEROBRESEFNR O NS, RBEAHSHGIRDATERSE,
SHEWR Wik B R
Action = String &8, AEOEYE : DeleteAcl
Version 2 String  AHSE, AEOEYE : 2019-08-19
Region & String RS, FIFRSIFHMEHEIZR(TODO)
Instanceld 2 String  SCHidSR
ResourceTvbe = Int64 AclETRSERY |, (0:UNKNOWN , 1:ANY , 2:TOPIC, 3:GROUP , 4:CLUSTER ,
yp = 5:;TRANSACTIONAL_ID) , 3431RAETOPIC , HETERATIEsEeaTFakafkatacliEm
ResourceName £ Strin BIRBTR , FresourceTypetdxk , tNresourceType STOPICRT , MiZ=FERZE~topicsE
= g TR, HresourceTypeIGROUPHY , iZ=FERZFR~group&FR
AcliB{ERZL , (0:.UNKNOWN , 1:ANY , 2:ALL , 3:READ , 4:WRITE , 5:CREATE ,
. 6:DELETE , 7:ALTER , 8:DESCRIBE , 9:CLUSTER_ACTION , 10:DESCRIBE_CONFIGS ,
Operation = Int64 o .
11:ALTER_CONFIGS , 12.IDEMPOTEN_WRITE) , 2gickafka R3Z#FREADWRITE , EEFH
FRgRAFEkafkafaclr{#EA
PermissionTvoe | 2 s | DURSEEL, (OUNKNOWN , LANY, 2DENY , 3:ALLOW) , %gickakfa3ziSALLOW(1HS
ype | = FEEE) , HCATESGERkafkatacliTiEr
Host = String AR, FREHfahostEBRILAGIE) , HFlckatkafsziFhosta* | (BR/SEFFRkafkaf =5
- HaERESE
Principal S String  FP%IE  BOASY , FRnE(AuserdgfAILAIAIE , HRIFAF RERAFYIRPEENER

3. mHESE

WIS : B emEX %153 1 #327m
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SHBR il R
Result JgwOperateResponse IREIZER

Requestld String W—iEK ID , ®RiEKESIRE], EEMATEERAZXIERKA Requestld,

4. iR

UG T 2O SSIZAEERA0EIRD | EERIBFER AT HEIRD,

HIRD R
InvalidParameter SHEEIR,
InvalidParameterValue.RepetitionValue EFEERESH,
InvalidParameterValue.WrongAction ActionZ#EUERIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RIZFRURLE,
UnsupportedOperation.OssReject OssE4aiZIR(E
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoH Vpe Id
InvalidParameterValue.SubnetldInvalid ToRHIFRid
InvalidParameterValue.ZoneNotSupport zoneAfR %
UnsupportedOperation.BatchDellnstanceLimit S EMIPRSLBIRRE
InternalError WEREEIR.
ResourceUnavailable RIFEATH,

WS : BRmEmEX
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BITEFATAE: 2022-05-10 11:14:34

1. O

EOEREE :
xR

BN OIBRIRERIRS] © 1000%/70,
EOEFATE : 2019-12-09 10:50:41,

EOBEIOES &N,

2. NS

iHEBAF ( CKafka)

ckafka.api3.finance.cloud.tencent.com,

SHER WAL i R
Action 2 String nHSE, KZEOBYE : DeleteUser
Version 2 String NHESE, AEOBYE : 2019-08-19
Region & String AHBH, FERFRSISHMRZIZR(TODO)
Instanceld = String f5Id
Name = String P&
A M
3. HESE
SHER &g fEA
Result JgwOperateResponse IREIER
Requestld String H—i5K ID , ®XIEREPSIRME. EEENEERAZRIEKE Requestld,
H
4. $EiRS

PUNFUH T OS5I EERA0EIRD | BfERIDEN AR

EIREE
InvalidParameter

InvalidParameterValue.RepetitionValue

WS : BRmEmEX
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—
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FHIRAD i)
InvalidParameterValue.WrongAction ActionS#EUEEIR,
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation HRISURME,
UnsupportedOperation.OssReject OssE4EIZ IR E
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoH9 Vpe Id
InvalidParameterValue.SubnetldInvalid ToHIFRid
InvalidParameterValue.ZoneNotSupport zoneAfszhs
UnsupportedOperation.BatchDellnstanceLimit HEEMIPRSTEIPRE!
InternalError EBEEIR,
ResourceUnavailable RIFATH.

WS : BRmEmEX 28156 TW #327]
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BEEACL

BRUTEHAYE): 2022-05-10 11:14:35

v -
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
HEEACL
EONZOERINZRS : 1000%/FD,
EOSEFRATAE : 2020-03-02 18:29:29,

EOBIIOEE NN,

2. NS

SHER Wik KB TR

Action = String  AHSE, AEOBYE : DescribeACL

Version =2 String NHESE | ANEOEYE : 2019-08-19

Region & String RS, FIFRSIFHMRZIZR(TODO)

Instanceld = String sCfild

ResourceType = Int64 AclZiREE (OZUNKNOV\{II\I_“,_ 1:ANY , 2:TOPIC, 3:GROUP, 4£LU§TER ,
5:TRANSACTIONAL_ID) , 4giRETOPIC , HE =BT ELFATT EkafkafacltEH

ResourceName | £ String ﬁ,}?%flj’”\ , %DresourgeType*E?é , izlSl%resour_ceTypeﬂgTOPICHﬁ , MiZFERFRRtopicE
R, HresourceTypeIGROUPRY , iZFERZRRgroupZ i

Offset & Inted  (RBAIE

Limit S Inted  NEBRE

SearchWord & String  XiEFIUED

3. FitHEE

SHBR il A

Result AclResponse IRERIACLERENIR

Requestld String H—iEK ID , ®XIEREPSIRME. EBARENEERMZRIEKE Requestld,

WIS : B emEX %157 T #327m)
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4. FEIRS

UG T OSSR A0EIRD | EfERIRFER A HHEIRD,

FEIRD AR
InvalidParameter SHEEIR.
InvalidParameterValue.RepetitionValue EFEEESH,
InvalidParameterValue.WrongAction ActionZ#EUERIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RIFRURAE,
UnsupportedOperation.OssReject OsstE#IZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InvalidParameterValue.VpcldInvalid Fox4AY Vpce Id
InvalidParameterValue.SubnetldInvalid TB9Fmid
InvalidParameterValue.ZoneNotSupport zone s FF
UnsupportedOperation.BatchDellnstanceLimit S EMIBRSLBIRRE
InternalError WEREIR.
ResourceUnavailable RIFARTF,

WS : BRmEmEX
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BRUTEHAYE): 2022-05-10 11:14:35

1. #EOfER

EOEREE :
HIRFER
BN OIBRIRERIRS] © 1000%/70,
EOEFATE : 2019-12-06 16:30:42,

EOBIIOEE NN,

2. NS

ckafka.api3.finance.cloud.tencent.com,

iHEBAF ( CKafka)

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR Wik RE
Action = String
Version = String
Region = String
Instanceld = String
SearchWord B String
Offset S Int64
Limit = Int64
A M2
3. IHSE
SHER it f#A
Result UserResponse REIZERFIZE
Requestld String
H >
4. $EiRE

PAIMRFIH 7O SZEEXANERE | BfERGEFEL

NSRS ESTEN

HEIRD

WS : BRmEmEX

U
NHSE, AZEOBYE : DescribeUser

H&% , AEOEYE : 2019-08-19

>

H2¥ , FNRSIHIMIESIZR(TODO)

>

scild
RRRERITIE
iE2
RIRRENEL

E—EK ID , 8REREPRIRME., ELIRASFERAEZRIFERAT Requestld.

=]
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IR

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

3%

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssIE4EIZIZIE
FMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
EREIR.

RIRA A,

%160 @
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O BASTCE SEIAFI ( CKafka)

ERRAT

BRUTEHAYE): 2022-05-10 11:14:35

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,

FOAZCEISRERIRS] © 100R/FD,
REOSE#AYE : 2019-12-09 10:56:50,

EOBIIOEE NN,

2. NS

SHER WAl i fEA
Action 2 String NHBE, KZFOBYE : ModifyPassword
Version 2 String NS, AEFOBYE : 2019-08-19
Region & String AHSE, FIFRIFERFIZR(TODO)
Instanceld = String sfpiid
Name = String P&
Password = String BFEEZE
PasswordNew 2 String PR
A M2
3. mHESE
SHEFR &St A
Result JgwOperateResponse IREIEER
Requestld String H—iEK ID , &RIEREPSIRME. BRI EERMZRIEKE Requestld,
H >
4. $ERE

PAIMRFIE 7O SZEEXANERE | EERGFEN A ATERE,

hra)

FHIRAD A

WS : BRmEmEX 161 T #H327]
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FHIRAD

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

3%

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssIE4EIZIZIE
FMARETFzone
To3889 Vpe Id
FoXBIFMid
zone R iHF
SEMPRSLBIRHE!
EREIR.

RIRA A,

%162 ™

\|
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O BASTCE SEIAFI ( CKafka)

FRUEXEO
HENERS X

BITEFATE: 2022-05-10 11:14:35

v s
1. ZFOfEA
EOiBEKig - ckafka.api3.finance.cloud.tencent.com,
REORTEMERSAISX
BOAEZOISRIRERPRE © 100X/FD,
EOE#RAYE : 2020-03-02 18:01:29,

FEOBIINE S EN,

2. NS

UTNBERSEGIRGIH T ROBERSBHBO LHSE , TBAHSHFIRDAHIERSL,

SRR Whi%E E<ic) fER
Action 2 String ~HBE, AEORYE : CreatePartition
Version =2 String NS ANEOEYE : 2019-08-19
Region S String RNEBE, FRFRSHFIBIEFIZR(TODO)
Instanceld =2 String sC{5iId
TopicName = String FERAETR
PartitionNum 2 Int64 FHDEANEL
3. FitHEE
SHBIR &g R
Result JgwOperateResponse IREIEERE
Requestld String —igK ID , &XiEkEbiREl, EAIRATEERMZXIEKA Requestld,

4. FERhG

UG T 2O SSIZAEERA0EIRED | BfERIIFEN A TR,

WIS : B emEX %163 1 #327m

\|
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FEIRD

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

fk

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssELEIZIRIE
TFMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
EREIR.

BIRAAI A,

%164 M

\|
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O BASTCE SEIAFI ( CKafka)

Bl RN

BRUTEHAYE): 2022-05-10 11:14:35

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
tlzEckafka==8R
EONZOERINZRS : 1000%/FD,
EOSEFRATAE : 2020-03-02 18:33:15,

EOBIIOEE NN,

2. NS

LATERSEHFIRNGIE TEROBRESEFNR O NS, RBEAHSHGIRDATERSE,
SHER Wik KB Tk
Action 2 String  AHS%, AEOEYE : CreateTopic
Version =2 String NESE  AEOEYE : 2019-08-19
Region S String RS, FIFRSIFAIMEEIZR(TODO)
Instanceld = String  SCflld
TopicName = String FRAER , B2— M AET 64 NMFRIFRS | WRUFEBAEFR  ®IREE
= DAUBEFE, HFIMERILC)
PartitionNum P Int64 Partition™N , XF0
ReplicaNum 2 Int64 BIARNEL , RNBEZTF broker #7 , &K93
EnableWhiteList S Int64 ipAREFTR, LFIFF 0:%04 , BUARFTFF
Array
IpWhitelList & of IpBAREFIER |, E&IRE , enableWhileList=1031415%
String

EIEHTRE  BEEEEL , AR delete”, "delete” : HEIR{RIFAIE
CleanUpPolicy & String  MIER , "compact" : B key [£48 , "compact, delete" : &% key [£48

BiRRFR EER.
Note = String FEFE  B—IAEE 64 NMFERNFRSR | WAUFBAEFR , FIRED

- DAUSEFE, HFAERIL)

MinInsyncReplicas 7 Int64 FiAml
UncleanLeaderElectionEnable & Int64 B kRENEIAEAleader |, false ABIF , true:tiF , BRARTIF

WIS : B emEX %165 1 #327m

\|
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SR Wik KB
RetentionMs = Int64
SegmentMs &= Int64
MaxMessageBytes = Int64
A MM

3. HESE
SHBIR ESig) TR
Result CreateTopicResp IREIGFELE
Requestld String ME—ig=k ID

4. iR

iHEBAF ( CKafka)

R
AiEEE. (REBRTE , Bfums , HREIHR/IMESI60000ms
Segmentsy FIRAAYEHK , Bfims , ZFTE/\/93600000ms

FRHHBERAE , B Byte , &RA(E/I12582912Byte ( EI12MB ) ,

, BIRERESRE. EMEENFRERAIZRIEKAY Requestld,

UG T 2O SSIZAEERA0EIRD | BERIIFER AT HEIRD,

IR

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

ik

SEGEIR,
EFEERSH.
ActionS#EVEEIR.
SEHIRFE.
RIZBURLE,
OsstE4EiZIRIE
FMAEFzone
TS Vpc Id
FoRIHIFMid
zone R 3ZHF

S EMIPRSLBIRRE
MEBEIR.

BRI,

6166 T1 H327m

\|
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BlEFMIPHZ A

BRUTEHAYE): 2022-05-10 11:14:35

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
BIEFERipHZER
EONZOERINZRS : 1000%/FD,
EOSEFRATAE : 2020-03-02 18:06:20,

EOBIIOEE NN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

iHEBAF ( CKafka)

SHER S Sl ik
Action 2 String AHBE, AEOBYE : CreateTopiclpWhiteList
Version =2 String NHESE | AEOEYE : 2019-08-19
Region & String AHBH, FEIFRSISHMERZIZR(TODO)
Instanceld = String SCfpiid
TopicName 2 String ERTEFR
IpWhiteList £ Array of String ipE&ZRTIE
3. FitHSE
SHRER &g TR
Result JgwOperateResponse MIps=ERRIPE &2 BaLt R

Requestld String

4. TR

E—EK ID , SRIEREPRIRME., EMAMATFEERALZRIBZRAI Requestld,

UG T OSSR A0EIRD | BfERISFER A IR,

FEIRD

InvalidParameter

WS : BRmEmEX

%

SEER.

%167 T #327m)
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O BASTCE MBI ( CKafka )

FHIRAD i)
InvalidParameterValue.RepetitionValue EFEHEESEL.
InvalidParameterValue.WrongAction ActionSHEVEEIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RIFBURLE,
UnsupportedOperation.OssReject OsstE#IZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InvalidParameterValue.VpcldInvalid FoEY Vpe Id
InvalidParameterValue.SubnetldInvalid TB9FMid
InvalidParameterValue.ZoneNotSupport zoneAsziF
UnsupportedOperation.BatchDellnstanceLimit S EMIBRSLBIPRE
InternalError NEREIR.
ResourceUnavailable RIFEARTH,
WIS : B emEX 5168 T1 #£327]



O BASTCE SEIAFI ( CKafka)

MPR=ERL

BRUTEHAYE): 2022-05-10 11:14:35

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
Mipsckafkazd= @R

BOAEZOISRIREPRE © L00X/FD,

EOEFAYE : 2020-03-02 18:34:34,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER whi%E ESic) A

Action 2 String NHBE, KIZFOBYE : DeleteTopic
Version =2 String NESE, AEOBYE : 2019-08-19
Region S String RNESH, FEIFRSISMEFIZR(TODO)
Instanceld = String ckafka 3&f5i1d

TopicName =2 String ckafka MR

3. S

SHER &g R
Result JgwOperateResponse IREIREERSE
Requestld String W—i5K ID , ®XIEREPSIRME. BRI EERAZRIERE Requestld,
4. $Ei=is
PN 7O SEEEXAEIRE , AfERIEFEN A LSRR,
FHIRAG R
InvalidParameter SR,
InvalidParameterValue.RepetitionValue EFEERSE.

WS : BRmEmEX %169 T #H327]



O BASTCE MBI ( CKafka )

FHIRAD i)
InvalidParameterValue.WrongAction ActionS#EUEEIR,
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation HRISURME,
UnsupportedOperation.OssReject OssE4EIZ IR E
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoH Vpe Id
InvalidParameterValue.SubnetldInvalid T FMid
InvalidParameterValue.ZoneNotSupport zoneAfszhs
UnsupportedOperation.BatchDellnstanceLimit R EMIBRSTAIPR
InternalError EBEEIR,
ResourceUnavailable RIFATH.

WS : BRmEmEX %170 W #327]

\|



O BASTCE

MR FEMIPRZ A

BRUTEHAYE): 2022-05-10 11:14:35

1. #EOfER

EOEREE :
M ERIPHZ R
BONEOIERIRERIRE] - 200R/F,
EOEFATE : 2020-03-02 18:07:14,

EOBIIOEE NN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

ckafka.api3.finance.cloud.tencent.com,

iHEBAF ( CKafka)

SHER Wi ESic) fEiR
Action = String ~HBE, KIZFOBYE : DeleteTopiclpWhitelList
Version =2 String NHESE | AEOEYE : 2019-08-19
Region & String AHBH, FEIFRSISHMERZIZR(TODO)
Instanceld = String SCHID
TopicName 2 String ERTEFR
IpWhiteList £ Array of String ipE&ZRTIE
3. MBS
SHRER &g TR
Result JgwOperateResponse MIps=ERRIPE &2 BaLt R
Requestld String —igK ID , &XiEkEiREl, EAIMATEERMZXIEK Requestld,

4. $5IRMG

UG T 2O SSIBEERA0EIRD | BfERIFEN L

FEIRD

InvalidParameter

WS : BRmEmEX

BRI,

%

SEER.

%171 |1 #327m)



O BASTCE MBI ( CKafka )

FHIRAD i)
InvalidParameterValue.RepetitionValue EFEHEESEL.
InvalidParameterValue.WrongAction ActionSHEVEEIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RIFBURAE,
UnsupportedOperation.OssReject OssIE#IZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InvalidParameterValue.VpcldInvalid FoEY Vpe Id
InvalidParameterValue.SubnetldInvalid TB9FMid
InvalidParameterValue.ZoneNotSupport zoneAsziF
UnsupportedOperation.BatchDellnstanceLimit S EMIBRSLBIPRE
InternalError WEREIR.
ResourceUnavailable RIFARTH,
WIS : B emEX 5172 T #327]



O BASTCE SEIAFI ( CKafka)

IR EFIZ

ERITEFHYE): 2022-05-10 11:14:35

=7 A
1. EOHA
EOEkig® : ckafka.api3.finance.cloud.tencent.com,

EOEKIEA © http://imgcache.finance.cloud.tencent.com:80ckafka.tencentcloudapi.com Z#EO ( DescribeTopic ) BFERF%L
EGEEBAG! CKafka SLAIRYEDAZR

FOAROIERIRERIRSE] © 1002%/70,
ZEOEHATE : 2020-03-09 16:58:46,

EOBFIRE S EM,

2. WNSEL

UTNERSEGIRGIH TEROBRSENPO LIS, mBAHSEPIRDNATLERES,

SR WAISE &S] i)
Action =2 String NHBE, KZEOBUE : DescribeTopic
Version 2 String NHSE, AEOBYE : 2019-08-19
Region & String NHSE, FINFRIFHEHFIZR(TODO)
Instanceld = String S5 ID
SearchWord & String R | 1208 topicName 198 , STFRMIES
Offset & Int64 REE , NEEARO
Limit o) Int64 REFE , NENEKIASL0 , HAENS0
3. MBS
SHER ESid) TR
Result TopicResult IREIRIEER
Requestld String W—iEXK ID , ®RiEKESIRE], EEMATEERAZXIERKA Requestld,

4. $EIRS

UG T 2O SSIBAEERA0EIRD | BfERINFER AT HEIRD,

WIS : B emEX %173 1 #327m

\|
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FEIRD

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

fak

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssELEIZIRIE
FMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
EREIR.

BIRAAI A,

%174 ™

\|
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O BASTCE

SRENE RN

BRUTEHAYE): 2022-05-10 11:14:35

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
RENET R
EONZOERINZRS : 1000%/FD,
EOSEFRAETAE : 2019-12-09 10:47:39,

EOBEIOES &N,

2. NS

iHEBAF ( CKafka)

LINBERSHGIRFIE TEOIBRSHFRD NS |, TEARSHGIRDAHLERSE,
SHER WA it R
Action P String NHSE, KIZFOBYE : DescribeTopicAttributes
Version =2 String nNHE&# , AEOEYE : 2019-08-19
Region & String NHBH, FENF-RXISIHEFIZR(TODO)
Instanceld = String S5 ID
TopicName — String ERRER
3. FitH &
SHER &g R
Result TopicAttributesResponse IREIRIZERITR
Requestld  String BE—IEK ID , RIEREIRE., BRI FERAZRIEKAT Requestld,
4. 5
PATBH 7O SSZEEXAEIRIE , BfbERGIF A =R,
FHIRAG R
InvalidParameter SRR,
InvalidParameterValue.RepetitionValue EFEERSE.

WS : BRmEmEX

%175 T #327m

\|



O BASTCE MBI ( CKafka )

FHIRAD i)
InvalidParameterValue.WrongAction ActionS#EUEEIR,
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation HRISURME,
UnsupportedOperation.OssReject OssE4EIZ IR E
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoH9 Vpe Id
InvalidParameterValue.SubnetldInvalid ToEFMid
InvalidParameterValue.ZoneNotSupport zoneAfszhs
UnsupportedOperation.BatchDellnstanceLimit R EMIBRSTAIPR
InternalError EBEEIR,
ResourceUnavailable RIFATH.

WS : BRmEmEX %176 TW H#327]

\|



O BASTCE SEIAFI ( CKafka)

SRENE RS ZRIF B

EBRUTEHAYE: 2022-05-10 11:14:35

<7 A
1. ZFOfEA
EOBEKIEE : ckafka.api3.finance.cloud.tencent.com,
RENERRFIZRIFE ((MEHEER )
EONZCERINZRS - 1000%/FD,
EOSEFRATAE : 2019-12-06 16:48:46,

EOBEIOE S &N,

2. NS

UTNBERSEGIRGIH T ROBERSHIBO LDHSE , TBEAHSHFIRDAHERSH,

SHER WhI%E &Sic) fEA

Action = String NHBE, KIZFOBYE : DescribeTopicDetail

Version = String NS, AZEOBYE : 2019-08-19

Region & String AHSE, FIFRIFERFIZRTODO)

Instanceld = String sfhlid

SearchWord = String (LB ) #BBtopicNameidlE , STHEHAEHAZIA

Offset B Int64 RIEE , NEZOASRO0

Limit B Int64 REEE , FMEUEIA 10, &=KAE20 , BYEEXTFO
3. B S

SHER Sl R

Result TopicDetailResponse IREIRYERREBLAR

Requestld String H—iEK ID , ®XIEREPSIRME. EARENEERAIZRIEKE Requestld,

4. iRt

PAIMRFIE 7O SZEEXANERE | EERGFEN A SR,

U]

IR FHA

WIS : B emEX %177 T #327m]
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O BASTCE MBI ( CKafka )

FHIRAG i)
InvalidParameter SR,
InvalidParameterValue.WrongAction ActionS#EUEEIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RIFBURLE,
UnsupportedOperation.OssReject OsstE#IZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InternalError WEREEIR.
ResourceUnavailable RIFEATH,

WRIFRA : Bl emEX %178 Tn #327]



O BASTCE SEIAFI ( CKafka)

IRETREE

BRUTEHAYE): 2022-05-10 11:14:35

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
AEORTELEREL.
EONZOERINZRS : 1000%/FD,
EOSEFRATAE : 2020-03-02 18:31:52,

EORIRESE EN,

2. BMINSE

LITNBERSHGIRNFIE TEROIBERSHFRD NHESH |, TEARSHGIRDAHLERSE,
SHER Wik KRB fEA
Action 2 String NHBE, KZFOBYE : ModifyTopicAttributes
Version =2 String NESE , AEOEYE : 2019-08-19
Region & String AHSE, FIFRIFERFIZR(TODO)
Instanceld = String S8 ID,
TopicName =2 String FRAZFR,

FHEEE B NBEANFRNFRS , UALFEAEFR , ®RIR

Note BN msamaTEs. MR-

EnableWhiteList & Int64 IP BREIFX, 1§15 ; 0 : XA,

IpWhiteList = g\trrr:;d IpEI S5 | BATIRS , enableWhileList=18345%
MinInsyncReplicas &5 Int64 ZRIAAL,

UncleanLeaderElectionEnable & Int64 2HASN 0, 0: false ; 1: true,

RetentionMs & Int64 SEE(REEAYE , B : ms , HEiEs/IMEA~60000ms,

SegmentMs & Int64 Segment 5 HIRENHIATS |, B4 : ms , REiIE/)N\/986400000ms,
MaxMessageBytes = Int64 FEHERAE , B8 Byte , 2 A{E/912582912Byte ( BJ12MB ),
CleanUpPolicy & String HEMBRERRE , AILA%Edelete B# compact

WIS : B emEX %179 1 #327m

\|
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3. S

SHER Sl HEAR
Result JgwOperateResponse IREIERE

Requestld String

4. FEnRhg

PIMRFIE 7O SZEEXANERE | EERGFEN A SR,

iHEBAZ ( CKafka)

W—iEXK ID , BREKESIRE., EMEMITEERAZXIEKAI Requestld,

HIRAD

InvalidParameter

InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation

UnsupportedOperation.OssReject

InvalidParameterValue.SubnetNotBelongToZone

InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid

InvalidParameterValue.ZoneNotSupport

UnsupportedOperation.BatchDellnstanceLimit

InternalError

ResourceUnavailable

WS : BRmEmEX

ik

SHIER.
EFEHERSH.
ActionS#BUEIHIR.
SEHIAFE,
ARIZRURLE,
OsstEEIZIRE
FMARETFzone
FoRH9 Vpe Id
FoRIHIFRid
Zone Rz HF
SEMPRSTBIRSE]
REBIEIR.

BRAATA.

%180 @

\|
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O BASTCE SEIAFI ( CKafka)

Hfthiz
EERFSIER

BITEFATa: 2022-05-10 11:14:35

1. O

EOiBEKigE : ckafka.api3.finance.cloud.tencent.com,
HAFYIZR

BN OIBRIRERIRS] © 1000%/70,

EOEFRAYE : 2019-12-09 11:00:06,

EOBRIRE R EM,

A M2
2. WMASE
ATBRESHGIRINGE TEOBERSHIED AHSE | TBAHSHGIRDALERSH,
SHEBR WAISS i R
Action = String NHESE , KIZEOBYE : DescribeApplnfo
Version =2 String NS ANEOEYE : 2019-08-19
Region & String REBH, R ESISAHBIEEIZR(TODO)
Offset 5 Inte4 IRBNE
Limit ) Int64 NREHRAFHBRAHERS , &AE/950 , EIAS0
A Y 24
3. IHEE
SHER i A
Result AppldResponse REINFEERApp dFIZE
Requestld String H—EK ID , ®XiEkEPSIRME. EURRATEERAIZRIEKE Requestld,

4. FEIRS

UG T OSSR A0EIRD | BEERITER A HHEIRD,

l_':|

THIRD ik

WS : BRmEmEX 181 T #327|
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IR

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

3%

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssIE4EIZIZIE
FMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
EREIR.

RIRA A,

%182 ™
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O BASTCE SEIAFI ( CKafka)

HEHEEDEER

EBRUTEHAYE: 2022-05-10 11:14:35

L. g

ZEOBEKIES © ckafka.api3.finance.cloud.tencent.com,
EEEESEER

BOAEZOISRIRERPRE © 100X/FD,

EOSEHATE : 2020-03-02 18:46:04,

ORI E S &N,

2. NS

SHER Wik KA fER

Action 2 String  AHBE, AEOBYE : DescribeConsumerGroup
Version = String  AHSE, AEOEYE : 2019-08-19

Region & String RS, FIFRSIFAMHEIZR(TODO)
Instanceld = String ckafkasLflid,

GroupName & String  Hi% , APRESANgroupER.

ik, BPEEEIgroupRIIRATtopicETR , MISRISE T1Z24 , MgroupXRigENZ

TopicName B Strin
P a 9 mzes
Limit & Int64d  ARIRENEBRE
Offset & Int64 {2V
& ¥
3. HESEL
SHEBR i R
Result ConsumerGroupResponse BRERHEZESEER
Requestld  String E—ER ID , BREKREBRE, ELIDHATFEERMIZRIBFRAT Requestld,

4. iRt

WS : BRmEmEX 183 T #327|
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UG T 3Ol S5 IEERA0EIRD , BRI A HHEIRD,

HIRID
InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

ik

SR,
EFEEESH.
ActionZ#BUEIHIR.
SLHIRFIE.
RIZRURLE,
OsstEEIZIRE
FRAETFzone
FoRH9 Vpe Id
FoXBIFmid
ZOnNeRZHF
HEEMIBRSTBIPRE
REBIEIR.

BRI,

25184 Tn #327m)

\|



O BASTCE SEIAFI ( CKafka)

WEBZR 7 H S EMR)

EBRUTEHAYE: 2022-05-10 11:14:35

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
B EE D (FEER)

BN OIBRIRERIRS] © 1000%/70,

EOEFAYE : 2020-02-17 17:03:28,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER whIE it fEA
Action = String NHBE, KiZOBYE : DescribeGroup
Version 2 String NHBE, AEFOBYE : 2019-08-19
Region & String NESBH, FIFRSIFRIMEHEIZR(TODO)
Instanceld = String SLHID
SearchWord & String HRXET
Offset S Int64 ImzE
Limit & Int64 RAREEE
A M2
3. IHSE
SHER =it A
Result GroupResponse IREIZERETIZR
Requestld String W—iEK ID , &RIEREPSIRE. BRI EERMZRIEKE Requestld,
H >
HIR0

p= 4
—
s}
°

PAIMRFIE 7O SZEERaIEReS , EEREFE A ER

IR FHA

WS : BRmEmEX 28185 T #327|
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IR

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

3%

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssIE4EIZIZIE
FMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
EREIR.

BIRAAI A,

%186 @
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O BASTCE SEIAFI ( CKafka)

SLIMER RO
IRENHZR T EER

BITEFATE: 2022-05-10 11:14:35

= =

1. ZFOfEA

EOiBEKigE : ckafka.api3.finance.cloud.tencent.com,
RECHBEDEER

BOAEZOISRIRERPRE © 100X/FD,

EOSEFRAETAE : 2020-01-07 11:26:49,

EOBRIRE R EM,

2. MINSE
UTBR PRI TROBRSKIES AR | RRASHPIRN L EREL,

BHER Mk %A

o

&

Action = String ~HSE, KZOBYE : DescribeGrouplnfo

Version =2 String NHESE | ANEOEYE : 2019-08-19

Region S String  AHBH, EIFTRRHOMEFIZR(TODO)

Instanceld 2 String (I E ) R8s ID 97,

Grouplist | & g\fr r Kaflca J4245348, Consumer-group , BRI, WREMIHEBATIOTEN (—k
String GET &K ) , FTLAMER#E : GroupList.0=xxx&GrouplList.1=yyy.

3. s

SHER ESic) R

Result Array of GroupInfoResponse REIRVER

Requestld  String HE—EKR ID , BRiEKREBIRE, ELIERRATREEREIZRIFRAT Requestld,
H >0
. eI

UG T OS5I EERA0EIRD | BEERITEN A HHEIRD,

l_':|

WS : BRmEmEX 187 W #327|
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FEIRD

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

R

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
RIRURAE.
OssiE4EIZIRIE
T BT zone
T3 Vpe Id
ToRHFMid
zone 3T

L EMIBRSTHIBR S
IEREEIR,

BIRAAI A,

%188

\|
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O BASTCE SEIAFI ( CKafka)

SRE B R Hoffset

ERITEFHYE): 2022-05-10 11:14:35

ARy N
1. EOHA
EOEkiEE . ckafka.api3.finance.cloud.tencent.com,
IREGEZEE D Hoffset
BOAEZEOISRIRERPRE © 100X/FD,
EOEFAYE : 2019-12-06 16:51:35,

EOBEIOES NN,

2. NS

UTNBERSEGIRGIH T ROBERSHHBO NHSE | TBAHSHFIRDAHIERSH,

SRR Wik KRB R

Action P String HSE, KIZEOBYE : DescribeGroupOffsets

Version 2 String NESE, AEOBYE : 2019-08-19

Region & String NHBH, FETNF R ISIHEZIZR(TODO)

Instanceld 2 String (L& ) 1RIRsLf) ID 1958

Group = String Kafka jgi#555¢H

Topics = Arr'ay of group TR ERBZREE , MNEREZEE , NFRRIEEM group TAFA topic 5
String B

SearchWord & String TEHAPLED topicName

Offset B Int64 RRERRBAE , BOAJ0

Limit a Int64 RRIREIEROEAMEL  BIAA50 , &AEHS0

3. S

SHER =it R
Result GroupOffsetResponse IREIRERITR
Requestld String H—i5K ID , &RIEREPSIRE. EARENBERMZRIEKE Requestld,

WIS : B emEX %189 1 #327m
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iHEBAZ ( CKafka)

4. FEIRS

UG T OSSR A0EIRD | EfERIRFER A HHEIRD,

FEIRD AR
InvalidParameter SHEEIR.
InvalidParameterValue.RepetitionValue EFEEESH,
InvalidParameterValue.WrongAction ActionS#EUEEIR.
InvalidParameterValue.InstanceNotExist SLHIARFTE.
UnauthorizedOperation RIFBURLE,
UnsupportedOperation.OssReject OsstEIZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InvalidParameterValue.VpcldInvalid Fox4AY Vpce Id
InvalidParameterValue.SubnetldInvalid T+ mid
InvalidParameterValue.ZoneNotSupport zoneAsziF
UnsupportedOperation.BatchDellnstanceLimit S EMIBRSLBIPRE
InternalError WEREIR.
ResourceUnavailable RIFARTF,

WS : BRmEmEX
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O BASTCE

SRENSLHETE

ERITEFHYE): 2022-05-10 11:14:35

1. FOfEE

iHEBAF ( CKafka)

EOEkiEE . ckafka.api3.finance.cloud.tencent.com,

SRENSCHI/E
FOAEOIBRIRERIRS] © 1000%/70,
EOEFAYE : 2019-12-09 10:52:05,

EOBEIOES NN,

2. NS

UTNBERSEGIRGIH T ROBERSHHBO NHSE | TBAHSHFIRDAHIERSH,

BHER £k s
Action = String
Version =2 String
Region & String
Instanceld 2 String

3. S

e C St
Result InstanceAttributesResponse
Requestld String

4. iR

A

\N

NEES¥ |, AEOEYE : DescribelnstanceAttributes

NESE, AEOBYE : 2019-08-19
AHBE, FENFFRSIERREREIZR(TODO)
seplid

A

LABEMREERYS:

E—IEK ID , ®RIERESIRE]. EMIAEISFERAIZRIBERAT Requestld,

UG T 2O SSIZAEERA0EIRD , BERIRFEN A TR,

HIRD
InvalidParameter
InvalidParameterValue.RepetitionValue

InvalidParameterValue.WrongAction

WS : BRmEmEX

fik
SHEIR.
EFEHEESEH

ActionS#EUEEIR.

%191 |1 #327m
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FHIRAD i)
InvalidParameterValue.InstanceNotExist SLHIAFTE.
UnauthorizedOperation RIFBURLE,
UnsupportedOperation.OssReject OsstEIZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InvalidParameterValue.VpcldInvalid FoE9 Vpe Id
InvalidParameterValue.SubnetldInvalid TB9Fmid
InvalidParameterValue.ZoneNotSupport zoneAsziF
UnsupportedOperation.BatchDellnstanceLimit S EMIBRSLBIPRE
InternalError WEREEIR.
ResourceUnavailable RIFEART A,

WS : BRmEmEX 192 Tm #327]
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O BASTCE SEIAFI ( CKafka)

SREXSLAIFZR

EBRUTEHAYE: 2022-05-10 11:14:35

32

1. #EOEA

ZEOBEKIES © ckafka.api3.finance.cloud.tencent.com,

A#0O ( Describelnstance ) BFERFPKF NABUERBASI CKafka SLfIZIZE
FNBEOERIEIRS : 200R/FD.

BEOSEHFATE : 2019-12-19 11:23:20,

EORBER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik KA fER

Action = String n"HE&E, AEOEYE : Describelnstances
Version 2 String AHSE, AEOHE : 2019-08-19

Region & String AHSE, FIFRIFERFIZRTODO)
Instanceld & String (U8R ) HRBRLAIDILTE

SearchWord & String (ITIEEM ) IREBRLAIBTRTIE | STFRMES

Status B Array of Int64 (IR ) SEHIRIRE. 0: BlEEF , 15179, 2 : ik , FEKAREZER
Offset & Int64 m%E , NEBRIAA0
Limit & Int64 REEE , AENEIAL0 , &AE20
TagKey & String ILEciReskeylE,
A M2
3. HESE
SHER E i) R
Result InstanceResponse IREIRYLER
Requestld String H—iEK ID , ERiEKESIRE], EfAEATEERAZRIERKE Requestld,
H
%3 %EBETJE_'J
RS : B mERmEX 5193 T #327m
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AR 7OV S EERAIERID | BERIDFE N A EIRE,
ERtD fatk
InvalidParameter SHGEIR.
InvalidParameterValue.RepetitionValue EFEERSE.
InvalidParameterValue.WrongAction ActionS#EUEEIR.
InvalidParameterValue.InstanceNotExist SERIATFIE,
UnauthorizedOperation RIFRURLE,
UnsupportedOperation.OssReject OsstE4EIZIRE
UnsupportedOperation.BatchDellnstanceLimit HEEMIBRSTBIRE!
InternalError WEREEIR,
ResourceUnavailable RIFARTF,

WS : BRmEmEX 194 Tm #H327]

\|



O BASTCE SEIAFI ( CKafka)

Y= < > ==

SREN LA ZRIF B

BT EHETE): 2022-05-10 11:14:35

1. EOfA

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
FAFP K R 3RBNL B RIF 1S

EOMZECIERINEIRS) : 200%/70,

EOEFTE : 2019-12-19 11:22:28,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik KA fER

Action = String nHESE, ANEOEYE : DescribelnstancesDetail
Version 2 String AHSE, AEOHE : 2019-08-19

Region & String AHSE, FIFRIFEFIZRTODO)
Instanceld & String (U8R ) HRBRLAIDILTE

SearchWord & String (ITIEEM ) IREBRLAIBTRTIE | STFRMES

Status ) Array of Int64 (SUEFM ) EHRPRE. 0 : gl , 1:im(79, 2 : kRt , MEERGARREZET
Offset & Int64 REE , ANEBEIAN0

Limit & Int64 REEE , AMENEGALO , &A(E20

TagKey & String ILEciREEkeylE,

Filters S Array of Filter JORe

3. mHSE

SHEWR i R
Result InstanceDetailResponse IREIRISLAIEBER IS
Requestld  String BE—EKR ID , 8XEREBIRE, ELIERATHRERMIZRIFRAT Requestld,

WIS : B emEX 6195 1 #327m

\|



iHEBAZ ( CKafka)

O BASTCE

4. FEIRS

UG T 2O SSIBAEERA0EIRD | EfERITFER A THEIRD,

HiIRD R
InvalidParameter SRR,
InvalidParameterValue.RepetitionValue EFEERSE,
InvalidParameterValue.WrongAction ActionZ#EUERIR.
InvalidParameterValue.InstanceNotExist IHIRFTE.
UnauthorizedOperation RIZRURLE,
UnsupportedOperation.OssReject OsstEIZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMAETFzone
InvalidParameterValue.Vpcldinvalid Fox4AY Vpce Id
InvalidParameterValue.SubnetldInvalid TR FMid
InvalidParameterValue.ZoneNotSupport zoneAsziF
UnsupportedOperation.BatchDellnstanceLimit S EMIPRSLBIPRE
InternalError WEREEIR.
ResourceUnavailable RIFEATH,

WS : BRmEmEX

%196 T
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O BASTCE SEIAFI ( CKafka)

IZEGroups jHZEoHoffset

EBRUTEHAYE: 2022-05-10 11:14:35

v =N
1. #EOEA
ZEOBEKIES © ckafka.api3.finance.cloud.tencent.com,
®EGroups iBZ D ¢Hoffset
FONBEOERIERS « L000K/FD.
BEOSEFATE : 2019-12-09 10:54:37,

ORI E S &N,

2. NS

LITNBERSHGIRNFIE TEOIBRSHFED NS |, TEARSHGIRDAHLERSE,
SHER Wik KRB fiA
Action 2 String  AHSH, AEOBYE : ModifyGroupOffsets
Version 2 String  AHSE, AEOEYE : 2019-08-19
Region & String QB , FERFRISHMRZIZR(TODO)
Instanceld = String kafkasLflid
Group =2 String kafka Bz 2H
EHBoffsetfI5ME , AN 0. XW35shift-by2#y , KFECoffsetmpisimEHashifts 1.
Strategy 2 Int64 33352% (by-duration,to-datetime, to-earliest,to-latest) A KB of fsetiETNEHEE

timestampfIRIE 2. X375% (to-offset) , (XFiEoffsetiBEhZEIgsEMN offset B

Array
Topics a of RrmEEEMNtopics, NMERT2EB
String
Hstrategy HORT , HMEEZFER , AILAXTFENFRSIBoffsetma#anshiftsk , INFEN
Shift = Int64 BoffsetmmiElshiftisl, EREERFIoffsetiiZE(old_offset + shift) , EEFEAY

EUNERHFAYoffset/NFpartitionfYearliestl &g E Mearliest , WNERAFpartition Blatest
NI&iRE Hlatest

Bfums, HstrategyN1RY , WRBZZFER , HP-2FrEBoffsetZIRFFAIIMNE | -1
ShiftTimestamp & Inted  FREEISRHAIMBERESTED) , HEBEURKSENE , SIKEtopichigEREAY
offset AEHITEE , FE LAY , MRISEAIRSEAFERR | NEKEERREIoffset,

Offset & Int64 EEHEINREMoffseti[E., strategy 2 , BREZZFER,
A Y 4
3. WS
RIS : Bl =EmEX %197 Tn #327]
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O BASTCE

SHER St R
Result JgwOperateResponse IREIEER

Requestld String W—iEK ID , ®RiEKEPSIRE], EEMATEERAZXIEKA Requestld,

4. TR

UG T OSSR A0EIRD | EfERISFEN A TR,

HIRD R
InvalidParameter SHEEIR,
InvalidParameterValue.RepetitionValue EFEEESH,
InvalidParameterValue.WrongAction ActionZ#EUEREIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation KRISTURME,
UnsupportedOperation.OssReject OssE4aiZiR(E
InvalidParameterValue.SubnetNotBelongToZone FMAETFzone
InvalidParameterValue.VpcldInvalid FoH Vpe Id
InvalidParameterValue.SubnetldInvalid T FMid
InvalidParameterValue.ZoneNotSupport zoneAfR %
UnsupportedOperation.BatchDellnstanceLimit St EAMBRSTGIPR
InternalError WEREIR.
ResourceUnavailable RIFEATH,

WS : BRmEmEX

%198 I
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O BASTCE SEIAFI ( CKafka)

R ESCAIRE:

EBRUTEHAYE: 2022-05-10 11:14:35

=7 R

1. #FOfEA

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
RELHIEM

EONZCERINZRS - 1000%/FD,

EOSEFRATE : 2019-12-09 10:52:33,

EOBIIOEE NN,

2. NS

SHER Wik RE ik

Action 2 String NHESE, AEOBYE : ModifylnstanceAttributes

Version 2 String NHESE, AEOBYE : 2019-08-19

Region & String NESH, FIFRSIFRIMEHEIZR(TODO)

Instanceld = String sfAlid

isgretntontime | & | st EHEERRKERD WS BAOK O

InstanceName & String %"E{ﬁﬂ%ﬁﬂ ' %_Tzzﬁi:i o4 /|\:‘7"_f—’}|;|g:‘7"_f-’}$ . M\Z A
NEFHR  FRBOTUBSFE. ML)

Config S ModifyInstanceAttributesConfig ~ SCHIBCE

3. S

SHER St A
Result JgwOperateResponse IR[EILER
Requestld String W—iEK ID , &XIEREPSIRE. EAEENBERMZRIEKE Requestld,

4. FERhG

PAIMRFIE 7O SZEEXANERE | EtERGFEN A TERE.

U]

WIS : B emEX %199 1 #327m
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HIRD
InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

3%

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssIE4EIZIZIE
FMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
IEREEIR,

BIRAAI A,

26200 @
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SRS

BITEFATE: 2022-05-10 11:14:35

TopicPartitionDO

DXIFE

N T™EEO5|A : DescribeTopicAttributes

AR xE fiA
Partition Long Partition ID
LeaderStatus Long Leader IZ1TIRE
IsrNum Long ISR N84
ReplicaNum Long BIANEY
PartitionOffset
o XA

#HanT™EA5|F : DescribeConsumerGroup

HR =i jisiA
Partition String Partition,l%0"0"&%" 1"
Offset Long Offset,f550100

DescribeBrokersResponses

DescribeBrokersResponses

WaN O3] A : DescribeBrokers

2R St ik
TotalCount Long BE
Brokers Array of DescribeBrokerResponse Brokers

DescribeGroup

DescribeGroupiR[E]SLiA

e TEOS | : DescribeGroup

WS : BRmEmEX 5201 @
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O BASTCE MBI ( CKafka )

2R ESit] iR

Group String groupld

Protocol String iZ group {ERARIIY,
Error
REERES

AT EOSIA -

ZFR St fak
Code String EIR
Message String HIR(EE
Acl
ACLRYZRL{K

WA T4EO35 | - DescribeACL

BR St fk
Acli&ZEZEES , (0:UNKNOWN , 1:ANY , 2:TOPIC , 3:GROUP , 4:CLUSTER ,
ResourceType Long

5:TRANSACTIONAL_ID ) H#giRETOPIC ,

FIREFR , FlresourceTypetBxinHresourceTypeITOPICHT , NiZFERFERRtopicBHR , 24

R N Stri
esourceiame nng resourceTypeAGROUPHT , 1Z=EREZR"groupZfR

Principal String  FAF%IE , BlikAUser* , RoxEHEluser&BaILAAIE) , HRTAF REEEAFFIRFEE/AR
Host String BONS , FEThostEBETLAEIE] , 2FickafkaFsetFhostyy , (BREERkafkafIF Rt 2B

<FF

AclBfESZL(0:UNKNOWN , 1:ANY , 2:ALL, 3:READ , 4:WRITE , 5:CREATE , 6:DELETE ,
Operation Long 7:ALTER , 8:DESCRIBE , 9:CLUSTER_ACTION , 10:DESCRIBE_CONFIGS , 11:ALTER_CONFIGS ,
12:IDEMPOTEN_WRITE)

PermissionType Long PRZERY(0:UNKNOWN , 1:ANY, 2:DENY , 3:ALLOW)

CreateTopicResp

BIEFR(E]
e TEOS | « CreateTopic

BR

b
=
B
Bt

WS : BRmEmEX 5202 70 #327]
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g iis

Topicld

InstanceDetalil

SLHFE

WA TEO3| A : DescribelnstanceDetail,

2R ESid)
Instanceld String
InstanceName String
Vip String
Vport String
VipList Clr;gtc:‘fy
Status Long
Bandwidth Long
DiskSize Long
Zoneld Long
Vpcld String
Subnetld String
RenewFlag Long
Healthy Long
HealthyMessage  String
CreateTime Long
ExpireTime Long
IsInternal Long
TopicNum Long
Tags Array of Tag
Version String
Zonelds Array of Long
Cvm Long

WS : BRmEmEX

iHEBAZ ( CKafka)

it i)
String Faaud

DescribelnstancesDetail
fEk

hlid

SLRIZFR

AAsEBIROvip (8

R AIRROEE

REIPFIZR

SCHIRPRTS. 0 : G, 1:iEf7h, 2 : MBRR - SBRE , -1 SEKM
LIS, BMuMbps

SEIRSTERE RN |, BRRIGB

BIFEXIHID

vpcld , SNRAZ | HABEERMLE

FMid

LR EEREE | int A | 1RBEE | 2R a5
LR int : OFRTMERR | 1R EE | 2 ZFRLIRERE
LHRER

SRR )R E)

LS AR (A)

ERARHER. BEH RTHHER

Topic/ N

FRiRtag

kafkahR A4S 2

BARAX

ckafkaEssE3EE

%203 @
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AR St fik

iHEBAZ ( CKafka)

EEEFAY CPU 2843, 1:x86; 2:arm; 1ZUARCEAIZERY | 4 : 3 il 0011 , i x86.

CpuArch Long S

SoldOut

EETE
#AOT™EOSIA -

BFR e

Cvm String

DescribeClustersResponses

DescribeClustersResponses

#ANTEOSIA -

BR RE
Brokers Array of DescribeClustersResponse
TotalCount Long

SubscribedInfo

W IERSER

#ANT~EOS | : DescribeConsumerGroup

BR et
TopicName String
Partition Array of Long
PartitionOffset Array of PartitionOffset
Group
LEIRYN

AN T™ZO5 |8 : DescribeConsumerGroup

BR St

WS : BRmEmEX

A

ERHER

IE%&
)%
TR0 ERRZ
RN X
PXoffset=E
A

%204 Tn #327]
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BFR -] R
GroupName String HEZFR
Assignment

FHEESEAIZETEER partition 58

WA T™20O3|F : DescribeGrouplnfo

BFR ESid) fER
Version Long assingmenthR A5 2
Topics Array of GrouplInfoTopics topic(EE%IZE
Instance
SEIRISR

WENT4EM3| A : Describelnstances

B &S] A
Instanceld String 5l
InstanceName String SLAFIZFR
Status Long TR, O : Bl , 1:izf79, 2 kR , 5B, -1 BIEEM
IfCommunity Boolean EETHRELAI, FHR : true , AFFR : false
ConsumerGroup
FAP4ESCiR

#aNTEOS|A : DescribeConsumerGroup

B il R
ConsumerGroupName String FREER
SubscribedInfo Array of SubscribedInfo 1TEE RS
User
FAFPSEiR

AN T#EOS| A : DescribeUser

WS : BRmEmEX 58205 T #327|
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AR
Userld
Name
CreateTime

UpdateTime

Tag

SEHRFIBRAMRERISR

iHEBAZ ( CKafka)

fik
FAFid
AR
ellEEn )

REEHATE

AN M5 : DescribelnstanceAttributes, DescribelnstanceDetail, DescribelnstancesDetail

% iis
TagKey

TagValue

Partition

PXER

AN T™ZO5 |8 : DescribeConsumerGroup

g N

Partitionld

PriceObject

UISSES

a3 | A : DescribeCkafkaPrice

E=H

Pid

Price

Value
PriceModel
PriceDetail

TotalCost

WS : BRmEmEX

&2

String

String

ok
5

Long

s
String

Long

Long

String

Array of PriceDetail

Long

R
REEHIkey

IRERE

gt
MSIFEEA

SYEE

28206 T #327m
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BFR
BillingltemCode
SubBillingltemCode
RealTotalCost

Policy

PolicyDetail

InstanceTypeConfigDO

SEHRMEECERXISR
AN T#ZO5 | - DescribeCkafkaTypeConfigs
BR
Type
Desc
Bandwidth
DiskSize
Pid
MaximumlInstancePartition

MaximumlInstanceTopic

InstanceConfigDO

SEAIECESLIR

AN T™EOS|A : DescribelnstanceAttributes

% N
AutoCreateTopicsEnable
DefaultNumPartitions

DefaultReplicationFactor

GrouplInfoTopics

GroupInfolgEBtopiciise

WS : BRmEmEX

s
String
String
Float

Float

PolicyDetail

St

Boolean
Long

Long

iHEBAZ ( CKafka)

1%
TEAFED
FIKEHS

SCRRETEER

B
[

¥
d

ok
e

A

Bt

J

BREX/N , BfuMbgs

B

BAN, BUGB
REXIMWAIpIdER
ZAE AT LABIEERY > X ELEBCER

ZAE AT LABI A E R £ E BCAR

%
EEENeIEER
DXE

FAREHIFactor

56207 71 #327m
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AN TEO3 | : DescribeGrouplnfo

IR it f#EA

Topic String S EH) topic ZFR

Partitions Array of Long EH partition (58
ConnectorStatus

REEUER S ESNSRERIS

WaN O3]/ : DescribeConnectorStatus

2R KA
State  String

Type String

Region

M SEAARI SR

WA EOSIA -
BT
Regionld
RegionName
AreaName
RegionCode
RegionCodeV3

Support

TopicResult

fik

connector JRZ&. UNASSIGNED : {F&iA%&%5EE ; RUNNING : connector IFfEIE{T ; PAUSED

BEE(S ; FAILED : {£535K0 ; DESTROYED : {£558H8.

connector 258 | 7§ source [ sink FEFPSEEY,

#Z—iR[ElAYTopicResponse

#HaN O35 | : DescribeTopic

BFR

TopicList

=

Array of Topic

WS : BRmEmEX

1%

HbEID

HIEATR

XIZFR

XA

HuAERACES (V3RRAS)

NONEZUMERSHHE TN E\NCVM:SZHFCVMEEEL

1%
REINEREEFIZR

iHEBAZ ( CKafka)

%208 @

\|
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ZR et U

TotalCount Long AR topic B2
Connector
s Se ST

W T#M3| 8 : DescribeConnector

2R RE 1%

Connectorld String  connectorld,

Name String connector Z#R.

Type String  connector 258, source : S AFHEZ] Kafka ; sink : 1EEHEM Kafka SH.

ConnectorClass ~ String = HUTIZ(ESHY class &R,

SourceRegion String  JRFRTEMEIE,

Source String B,
SinkRegion String  BRIFRTEHBIR.
Sink String B AIHELE,

connector HEPAE. 1ZRSETRE—ERBER , ESEAEE GetConnectorStatus #1 3X
Status String  BY, UNASSIGNED : {E5ZiXx%k5HE ; RUNNING : connector IE#EE{T ; PAUSED : connector &
ZE{Z ; FAILED : {F555< ; DESTROYED : {E533HER.

Description String  connector MR,
CreateTime String  GUEERTAEL.
UpdateTime String  {&2ZATEL.
GroupInfoMember
consumer{S&

#WHIT™EOS A - DescribeGrouplnfo

R St fak

Memberld String coordinator AB#EZHFPRIHZEELEKAIE— ID
Clientld String EFiE#EE SDK BCIREM client.id (58
ClientHost String —MRTFEZ AT IP itk

Assignment Assignment FEE D ECLAIZHERER partition 52

WS : BRmEmEX 209 Tn #327m|
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Route

BRFRSCIARISR

AN TEOS| A : DescribeRoute

BFR 2

fr#

3%

SLHIEANTIZN0 - PLAINTEXT (A5 | IREHRFERERARAL XA :
SASL_PLAINTEXT ( BB 750 , MIEEEF AR , SBISASLEHEREN | (LKA )

2 : SSL ( SSLIN®iE(S | IREHAFER | BRAMALRMRAELSSF ) 3 : SASL_SSL ( SSLINEIE(S |
EEUET AR, RBISASLTHEREN | (AEXKIRASHF )

AccessType Long

Routeld Long iz3=z))

VipType Long YiPM?§§@ ( LAMITGW 2: B4R 3:VPCRILS 4B =SNG (—ARF T RERSLAI) 5:SSLINKIT
[BI75 =017 6:FBEFMEvpC )

VipList C:;ﬁ:y ERIPFIE

Domain String eI

DomainPort  Long & port

DescribeClustersController

DescribeClustersController

AT EOSIA -

BFR ESig) fER
Id Long id
Ip String ip
Epoch Long epoch
Filter
HIES R

ARREXNTIEE , BTRBLIRER. FILTIEID, B, REF

o EBFESA Filter B, Filter [EEUXRABIBS ( AND ) (&K,
o EE—" Filter ZFESA Values , E— Filter T Values [EJfIXZ0iBi8a ( OR ) X&K.

U025 : DescribelnstanceDetail. DescribelnstancesDetail

BFR 23

1]
&
[

WS : BRmEmEX 210 @ #327]
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EFR e 135
Name String SELENFE.
Values Array of String FERRTIEE.

GroupOffsetPartition

HRBEDXIIR

e T™EOS|A : DescribeGroupOffsets

BFR il fER

Partition Long topic A9 partitionld

Offset Long consumer 232RY offset (V&

Metadata String XFERHBERZHER |, £ metadata fEAER , HAI—RATFAH
ErrorCode Long BRI

LogEndOffset Long L] partition HETHY offset

Lag Long FRHZRIHEN L

GroupOffsetTopic

HBEDEEIIR

N T™EOS|A : DescribeGroupOffsets

BFR &S] TR
Topic String ERRZFR
Partitions Array of GroupOffsetPartition ZEESXEA , HHENITEI— json object

VipEntity

REUIPSLAR

U258 : DescribelnstanceAttributes, DescribelnstanceDetail. DescribelnstancesDetail, DescribeRoute

BFR it fEA
Vip String REHAIP
Vport String REP iRl

WS : BRmEmEX %2113\
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OperateResponseData

EMFRENREIRIDatasity

iHEBAZ ( CKafka)

WUNT™EEOS|A : CreateAcl, CreateConnector, CreatePartition, CreateRoute, CreateTopiclpWhitelList, CreateUser,
DeleteAcl, DeleteConnector, DeleteRoute, DeleteTopic. DeleteTopiclpWhiteList, DeleteUser, ModifyGroupOffsets,

ModifylnstanceAttributes, ModifyPassword, ModifyResourceTce, ModifyTopicAttributes, PauseConnector,

ResumeConnector

% I\

FlowId

TopicDetail

ERTFB

AN 43| : DescribeTopicDetail

BR KA
TopicName String
Topicld String
PartitionNum Long
ReplicaNum Long
Note String
CreateTime Long
EnableWhitelList Boolean
IpWhiteListCount Long
ForwardCosBucket String
ForwardStatus Long
ForwardInterval Long
Config Config

Topic

REIftopicRIER

AN~ EO5 | : DescribeTopic

BFR

WS : BRmEmEX

BUFERATIE]

EEFEIpLSINEAZE | truexnFS |, falsekmAFE
ipA& Eip N

#EEE i cos bucket: #77Ecos Fbucketitiiit
HiEEincos K& . 1 FHBEIESD | 0 FFEEdEEN
HUEE (D ElcosHIEIHRIRER

SREE

5212 1 #3227
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ER &St TN
Topicld String FFAIID
TopicName String FERRAIZFR
Note String &iE

CreatelnstancePreData

BT B OIREIRIData
#AT™EOSIA -

BFR Sl A
CreatelnstancePreiR[E|EEHO , AABEEACheckTaskStatusfIEIAS . RENTIRIFFIGE%
Flowld Long
BEEMXIT.
DealNames Arr.ay of TSR
String
PriceDetail
IMEIFIB

W T3]/ : DescribeCkafkaPrice

iR il R
SinglePrice Long B
UsedAmount Long ERME
Cost Long V=
Price
THEMIESLK

N TR#EEOS|A : DescribeCkafkaZone

ZFR B} R

RealTotalCost Float O

TotalCost Float R
PolicyDetail

WS : BRmEmEX 213 T #327]
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IriiFs

W T#O3| A : DescribeCkafkaPrice

BFR

Total

User

Common

Activity
DiscountType
Discountld
PreferentialType
DiscountSpecifiedPid

Combine

Zonelnfo

zone{SEELIK

N TEO3S| A : DescribeCkafkaZone

SR

Zoneld
IsInternalApp
Appld

Flag
ZoneName
ZoneStatus
Exflag

SoldOut

S

fi

String
Long
Long
Boolean
String
Long
String

String

iHEBAZ ( CKafka)

St ik

Float SSE

Float RPN AS
Long BEMERTN
Long Activity
String IR
Long 301D

Long ot St
Long i rilpid
Float Combine

TR
zonefdid
EEREBAPP
app id

FRIR
zoneZFR
zonelRZS
EIMTIR

json¥ige , keyIMNEY | value trueJEEER |, falseoskER

ModifyInstanceAttributesConfig

B EhIB MR ENSR

WA O3 : ModifylnstanceAttributes

WS : BRmEmEX

28214 ;0 #3271
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R ESit] fER
AutoCreateTopicEnable Boolean BnielfE true RIS | false BRAFF
DefaultNumPartitions Long
DefaultReplicationFactor Long
PartDetall
VIX=YSESES

W T#£MO3| A : DescribeCkafkaPrice

iHEBAZ ( CKafka)

A% , @SR auto.create.topic.enableiR B Ntruei@EIREIZER , BHAREN3

YNFRauto.create.topic.enableiR B Ftrue;SEIgEIZERNENAIZE /2

BR ESit] ik
Disk PriceObject TERNTE
CloudKafka PriceObject ckafkaff &
ConsumerGroupTopic
HERA ISR
#Han~EO5 | : DescribeConsumerGroup
BIR St fk
Topicld String ERAID
TopicName String FRREZFR

Config

BRECENTR

AN T™ZEOS |8 : DescribeTopicAttributes, DescribeTopicDetail

BFR
Retention

MinInsyncReplicas
CleanUpPolicy

SegmentMs

UncleanLeaderElectionEnable

WS : BRmEmEX

Long

Long

String

Long

Long

fik
HERER(E)
RN\EEEHIE

HESEES | B0A delete, delete : HEIZRFATIEMER ; compact : BEIR key
[E45 ; compact, delete : BiEi% key E45ESRFATEIMIER.

Segment 73 FiRaIRIATE

0% false, 137: true,

5215 1 #327m
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% N
SegmentBytes

MaxMessageBytes

ClusterInfo

SRHERA

#WaN OS] A : DescribeCkafkaZone

% N
Clusterld
ClusterName

Zoneld

Zonelds

CpuArch

MaxDiskSize
MaxBandWidth
AvailableDiskSize

AvailableBandWidth

S

&2

Long
String
Long

Array of
Long

Long

Long
Long
Long

Long

WS : BRmEmEX

fik

Segment 43 FHARIRIT 5%

BRAHBFTE

1%
gAfld
SRFRIR

EHTAK

Broker BYRJFBX %3

iHEBAZ ( CKafka)

SERFAY CPU 2844, 1:x86; 2:arm; IR{UARCIMASREL | I : 3 Z#tHl)9 0011, 7R x86.,

arm JBE&Z344
ERER AR BAIGB
SRR AT BAIMB/s

ST AT AR BA{UGB

SRF=RIIATE BAMB/s

%216 M
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HIRhS

ERITEFHYE): 2022-05-10 11:14:35

Il
WSBRELEE Error 268 , MR APLECISN. D

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
12
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}

Error FfY Code FNHIRAS , Message FRNZIB=AIEAEE.

HIRIDFIZR

N\ 3

L7
EiRD izl
AuthFailure.InvalidSecretld FRIEEL (AR API AR ) |
AuthFailure.MFAFailure MFA &R,

B FE. BEEHENEZRESCHRMREESR | ISIER | BaEERES

AuthFailure.SecretldNotFound e
ESIE , i TERIEMEEER.

. . . BRIIHA. Timestamp MIRSHRESEREAGBI LS , BICERAIREEFRER
AuthFailure.SignatureExpire

BREE,
AuthFailure.SignatureFailure BERER. SBRITEER  BYBRARARNPHNZEOLEHERES Bt EEE.
AuthFailure.TokenFailure token $&iR.

AuthFailure.UnauthorizedOperation &3k CAM 181X,

DryRunOperation DryRun #{F , RFBIGSEMINT , RRSET DryRun 24,
FailedOperation BRAER,

InternalError MEREEIR,

InvalidAction BEORNFE,

InvalidParameter SHEIR,

InvalidParameterValue SHEYEEIR,

WIS : B emEX 56217 T #327m
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IR

LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

A BSEIRED

HiRAD

izl

B ECRPRH].
BROSEGER.
EOMARFE.
IERAVREGET T SRERPRHE
RiRH G .
BIRE.
RIFFE.
BIRAE A,
RIRBUE(E.
RASHGER.

SIS TN

iHEBAZ ( CKafka)

http(s)IEXRIMXIEIR , R3ZHF GET #1 POST 153K,

EORSHSATEhEL,

UnsupportedOperation.BatchDellnstanceLimit

InvalidParameterValue.NotAllowedEmpty

InvalidParameterValue.ZoneNotSupport

InvalidParameterValue.Vpcldinvalid

InvalidParameter

InvalidParameterValue.SubnetNotBelongToZone

UnsupportedOperation.OssReject
InvalidParameterValue.RepetitionValue
ResourceUnavailable

InvalidParameterValue.WrongAction

InvalidParameterValue.InstanceNotExist

InvalidParameterValue.SubnetldInvalid

UnauthorizedOperation

WS : BRmEmEX

kil

L EMIPRSTHIBR !
BHARRITRZ,
zoneR3THF
o9 Vpe Id
SHEEIR.
TMAETzone
OssE4EIZIRE
EFEERSH,
BRI A,
ActionSHEVEIEIR.
SLHIAFE.
FToXBgFmid
KIFURLE.

%218 T #327m
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HiRAD iEA

InternalError AEBEEIR.

WS : BRmEmEX 219 @ #327]
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SEEPAFI ( CKafka ) ( ckafka)
bR ( 2019-08-19 )

APL LS

BITE At a): 2025-10-20 17:05:54

APIERZ

V3

ACL#EX#EO

BEORMR
CreateAc|
CreateUser
DeleteAcl
DeleteUser
DescribeACL
DescribeUser

ModifyPassword

FRAXREO

EORR
CreatePartition
CreateTopic
CreateTopiclpWhiteList
DeleteTopic
DeleteTopiclpWhiteList
DescribeTopic
DescribeTopicAttributes

DescribeTopicDetall

WRFRE - BRmERMEX

iHEBAF ( CKafka)

EOThRE

NN ACL 5588
INFRR
FRBRACL
BRFEF
REEEACL
HEAFER

&

EOT8E
EINERDX
ellfEES
BIEERIPEHER
ARBRERT
fpRERRIPHEZ R
SRENERRSZR
SRENER B

SRENERRSIRIFIE

6220 T #327m
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EORBMR EOThEE
FetchMessageByOffset HEHE
FetchMessageListByOffset R AERERSIE
FetchMessagelListByTimestamp RIER B EEEESIE
ModifyTopicAttributes wETHEMN

HithzO

EOZR ROThee
DescribeApplInfo HiIRPYIE
DescribeConsumerGroup HEEESEER
DescribeGroup WEE 2R H (FEEIR)

SYlEP S

BOSR BEOThRE
DescribeGroupInfo RENHZEDHER
DescribeGroupOffsets SREVH#Z 7> Hoffset
DescribelnstanceAttributes SRENSLAIE M
Describelnstances SREXNSLHIZIZR
DescribelnstancesDetail IRENSLHIZIRIFE
ModifyGroupOffsets RE&EGroups jEZESHoffset
ModifylnstanceAttributes RELHIEM

WS : BRmEmEX 221 T #327]
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\ :l: LY
ARSI
= 55
EOSEV1
BEEFATE): 2025-10-20 17:05:54
BR=E/MEX APl £ MAEEREITEMIIE , BIEMEREZTEEATLBTRSHHPEEEZEE ( Signature ) LUISIEERES

7. ELEEHLTEEEER , REFEIEEIE Secretld ] SecretKey ; EFFEZELEEIL , IBRIESAPIZARNERIE , BUTEAE
FBz=APIEO.

= .

1. RiFReFEiE

HEEIXER=APIZE] , BRIERAPIZSANHBRIELEEIE. L2 EIUFELE Secretld 1 SecretKey :
e Secretld FBF+RR APL & BHD

* SecretKey BFIIEEE FFBMIRS SRS E FRIRAER.

* APRITEREREEIE , BRtE,

HBLZeEIINEREERIT -

1. ZREN=ESMEXEEROEHS.
2. BIfE=APIZEINEH G TAE
3. E=APIZSARE , =i [#r3E] BRI LAGIE—XdSecretld/SecretKey

IR AREKSRESELIBBIRT Secretld / SecretKey,

2. ERE R R

BT ZeEiESecretld f SecretKeyf5 , MATLAERESZERT. IATREEMRSSHRNIFMSFE :
BRIZFFRY Secretld # SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

R XERER , ERIEAF RSN Secretld F1 SecretKey #HT/EEHRME |
LIRSS 2EEELAIFIZR(Describelnstances)iEsk Al , HAFEBX—ZOR , iS5 kESHEaeT:

SHER 3L 248

Action 555 Describelnstances

Secretld #=5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp MBIt EEE 1465185768

Nonce PEHLIEEEEY 11886

Region SCAIRFAERX I, shjr

WIS : B emEX 6222 1 #327m
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e C 3L SHE

Instancelds.0 FFEIRRILBIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. S ETHEFF

EEEERSERSHEBNFEE ( ASCHRE ) FEHF. T8 1) RESHSHTHIR | SREFRTINET , F&85tA/ ;
2) ¥ ASCII 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARIREE, AATLUERRIEES PHIE%
HERFRECRSLINX—INAE , 1 php B8 ksort R, HIRRBISEHIHEFRERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
"Limit" : 20,

‘Nonce' : 11886,

'Offset' : 0,

‘Region'’ : 'shjr',

'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

EREEEFRINESAR , X EERGIFRSEHTHR | SRINER B,

2.2, BHEBRF R

WWEBERMBERFGER. HE L —THERFRERSEISTN R SRR ="S81E I | 11X Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIAEEH A Action=Describelnstances . T8 : “S&E"HERIAETIEurRRBEROE.

REBBINENS IS8R HEE—E | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=shjr&Secretld=AK
IDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3, PHESRBRCFRHE

WEBERERRENFME, SBRENEHFBEUTUNSEGE:

1. &K% 285 POST #1 GET A= , IXEB(FER GET &K , iFEHEAEXE.

2. IERENBEELIFFE (Describelnstances)§9i5 K14 5 : cvm.finance.cloud.tencent.com, SCRRAVIE KIS RIEEOFREERIIAR
BfmAR | FERSECRE,

3. BRI YRR A=APIHIERIEZREZEN / .

4 15K=FER: B E—ERANERFRTE,

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES
TOIRIHERER

WIS : B emEX 6223 1 #327m
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&\Version=201
7-03-12

24, EpSREA

S BRERSER, EEMER HMAC-SHAL EiEY E—SREBHNERFIFRFRHTES | ARKBAEMNES SR Base6s #1745
3, BIERIGRERIER A,
BMRSINT | LA PHP IES 96
$secretKey = 'Gu5tIXGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=08&Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&Ver
sion=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBRINEEEN:
EiP9YW3pW28FpsEdkXt/+WcGel=

ERRCERRIHESTAN , IR LERGIFRRGHTERIIE , BRNERHS6IFHhaI—EEa.

3. BRRIwG

RIS R BT REEIRIFNIBRESE , FEXNHEBT URL %3,

80— R Z A ElIPOYW3pW28FpsEdkXt/+WcGel= , S{EFIR0RREHBIBREE ( Signature ) 7
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Ti5RTFEMSRAER URL,

IR MRAFREKSER GET , BiEBXR7A:%58 POST [RY Content-Type 73 application/x-www-form-urlencoded , MI&XiERK
RAEERSHEIREM URL RS , SHRBN-ASARERIG. IF ASCI FFHE URL RISAIFRESELl UTF-8 #{T4%i8.

IR | LREIESH http BE2EESFTESEHT urlencode , ZEXMMENT , MATREXIERBHIT URL 3T , BUAX URL 4
HeSHERLM.

IR : RS BEthTER TR , ISR RFC 3986, fEF %XY XZRFRIFIINRFHTE SR , AP XY ot/ HsrrF
(0-9 IAEFE A-F) , ER/INEKSILER.

4. 7K

HRIESCRREN | T TERRMAEIRD | SRIECIREAE

RIS FEIRfEA
AuthFailure.SignatureExpire BRITH
AuthFailure.SecretidNotFound BEAEE
AuthFailure.SignatureFailure EEER
RS - B e EX 224 H327m
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RS HoSEIAR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 APl ZFEZERY )

5. ERIER

TESCRRARS APL 3.0 Y, i EFRENRTZSREX SDK 3.0 , SDK HETEBNIE , FARRSE - RIgMEMEORT, ¥
SESI SDK b, MRTSISRIRE -

e Python

* Java

* PHP

* Go

* JavaScript
e NET

ATEBRNERERTRE , THUSIMREES A0, B OANERTERRIIL. BXkES. ERIROMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN , TRTAIBRERA SDK.

REEHHAY url TT8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=208&Nonce=118868&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signat
ure=EliPOYW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPREERENN | HEBEARRSHEIRE |, RIanSRELL url FEXSEEHF I FEE R curl ER<SERISIREESN
Hix | SRH. ATEE—NMTLUEERER url |, EEERUREIFH Secretld 0 SecretKey NESLAVZESE , FHERRFHBIRTEEUE
79 Timestamp ,

IR ETENTAT  ARREES  EER—ESEXITEEIR url JEEEEMAR , RIASHNINFARR | (EXHARIER
. REMESHEE , BESITEIERRIE.,

IR LIMURB(UERT APL 3.0 , FEEERATREMINERRE | BIEZIERN APl , BTFEATERBRSHERUEIER | B
XS R AYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);

WIS : B emEX 6225 1 #327m
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// EZBRERNurl P SEInF B 2K

for (String k : params.keySet()) {

/] BEXFIEK BB TUrlencode , AT keyEBRENFH , HULAMIIEvaluei#tiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMapa LB &HEF

// SEFRE RS R 24 EEFRREEL , 140 - params.put("Nonce", new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // AHESE

// SRR R R 2 e R A2 Bkt ) | 5140 : params.put("Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // "\ &%

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIEE5%4

params.put("Action"”, "Describelnstances"); // 2NHE%(

params.put("Version", "2017-03-12"); // "5

params.put("Region”, "shjr"); // ~NFHEE

params.put("Limit", 20); // 53888

params.put("Offset", 0); // \E2%1

params.put("Instancelds.0", "ins-09dx96dg"); // WEZE#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // A+t
245

System.out.printin(getUrl(params));

}

}

Python

IR ANRETE Python 2 IMBEFIETT , BEEALE requests (K :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

WS : BRmEmEX 58226 TW #327]
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region'’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# ISSCRRER | AShiaaTer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)

WS : BRmEmEX 58227 TW #327W
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2 Ao
EOSHV3

BIFEAYE: 2025-10-20 17:05:54

B ZERERX APl S8 MAEBERFTEMIIIE , BIEMEKREBEECTLATLBERSHTEBEERZER (Signature ) LISIEEKRES

B, BREEHZLETER , LL2ENEIE Secretld § SecretKey ; ZRFPIEEELZLEL , BRIt =APIZARERS , BNTER
BZ=APEEO.,

N - .
1. BigZeFEut

HEEIXER=APIZE] , BRIERAPIZSANERIELEEIE. TE2EIFELE Secretld ] SecretKey :
e Secretld FAF#rR APLERESH

o SecretKey FIT I B BRSBTS BRI,
. BPUTREERSET , BRTE,

REREFIENERLERINT

1. BBl zefEXEEP TS,
2. BIfE=APIZRRIEHIETRE
3. E=APIESATUE , M [#r3E] BInTLAGI#E—XISecretld/SecretKey

TR AREKSRESELUABRRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

ERE  WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥i&=. 33FPOST/% , BREISZIF Content-
Type: application/json LA} Content-Type: multipart/form-data FFMMMYIES | json HERERAFB I SEOHESIF , multipart 18z
REFEWSEONE , WEHZEORREER json 8IUER , SF BRSO IRA,

TEUZRSHRERT MXLHFIREAGIF  DEBRNMEERRNTETRE. BAMXBEITERSLAIFIRIIFMNESE : Limit 7 Offset ,
{£F3 GET 75i%1AA.

RiIZFIFAY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAEIE R
RIS HHEHIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

* HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , AR GET ;

WIS : B emEX 6228 T1 #327m
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e CanonicalURI : URI 244 , API 3.0 EEANIERIAT (/)

e CanonicalQueryString : &#2 HTTP &K URL FFIUEIEZ/FER , 33F POST 5K , BIEAZSFE , }TF GET iEK , N9 URL i
£ (?) EENFERFERS , AREIBUES : Limit=10&0ffset=0, ;£ : CanonicalQueryString EE47 URL 473,

* CanonicalHeaders : £25&FRLEYMEE | 283 host # content-type FINLER , (BATIIABENRILESPSEEBLIESEEIE
KREgE—MFIZ e, BHENN : 1) 3LE8 key # value Fi—4ER/NG |, FEEERTHE |, IREE key:value\n #&=UHHE ; 2) SLER,
HRABSLER key (/NE ) ROFEEHFFRB THHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £5&ZRILEMER | IRBALLXIERAMPLLES S5 TES , # CanonicalHeaders BERILEBRETE—XI AT,
content-type #[I host J9usifkaB, HHENIN : 1) k3B key ZB—HMINE ; 2 ) Z1KEB key (/NE ) 1RERFEHERFHITHHE | FELL
25 (;) PkR. WHEIFA : content-type;host

¢ HashedRequestPayload : {&RIEXHINSEE |, itE /5% Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , X HTTP &
KEE/NEX payload ffff SHA256 157% , AE+7NHEIRS | REwIDHEREA/NEFE. 18 | X}TF GET 153X , RequestPayload
ERTFRHE , WF POST 5K , RequestPayload By HTTP i53KIEX payload,

HRIELLEAIN | OIRERIRAGEIERENT (ATRmEW , \n BITFHESSBERITEHFI—TEK ) -

GET

/

Limit=108&0ffset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, PSS 2 FREH
PSS S 2= /E

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BAUEEA TC3-HMAC-SHA256 ;

e RequestTimestamp : ERAFEE; , BIERLERHY X-TC-Timestamp BUE , AN ERBIERS 1539084154 ;

e CredentialScope : EIFEE |, 1829 Date/service/tc3_request , @& HHER. FNEKARSINLIEFFE (tc3_request ) , Date A
UTC #ReEREI B3 | EMEMREAILSH X-TC-Timestamp #EE UTC fRAERTTEIRIE—EL | service IF=mE , ¥ASHEBI R
BEZ—5, 180 cvm, 8N ERBLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASEBHHEFTENECIERENRHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date W/RMATEIEL X-TC-Timestamp ITE52] , BRFX UTC+0, MIRMARFANXER | FIUNFE/\K |, BSEB XN
LIEERTL , BREZERERNERY. BIRATEEA 1551113065 , £/ \XKAATEIR 2019-02-26 00:44:25 , (BEITEEZ
89 Date BX UTC+0 FYHHAR 2019-02-25 , A2 2019-02-26,

WS : BRmEmEX 58229 Tn #327W
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2. Timestamp X/REXRIRGFATE , BFEBERRFEHENERBERSH , MREEETAS NS ERM. MNRKAIEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

HRIELA LA | REIPERIRFERFRHRUT (AT RREN , \n RTFAESSRITENFI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. iH8EE
1) HEREREEE , (hRBUIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date =ER=8. , a0 L5~ , 792018-10-09 ;
e Service : B Credential g4 Service ZERER. , A0 L7=0 , 73 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRESZER ;
e StringToSign : BIZB2ATEBRINSFSEFRE ;

2.4. #H8 Authorization
AN ™R E Authorization :

Authorization =

Algorithm + "' +

'Credential="+ Secretld + '/ + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
e Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M X , EIEEHE ;

* SignedHeaders : L £ , 258 ZHLIHER ;

e Signature : &8

HRIBA AN | IR SEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

WIS : B emEX %6230 1 #327m
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RESTENERERNT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=1080Offset=0

iHEBAZ ( CKafka)

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr

3. BEBEM

HRIESSIRER | FEUTERRMANERG | iSHRIEIRERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

4 7 N S—

. ’\ﬁ JE7R
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util. Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX

ES U
BRILH
BRAFE
BREIR
token 5%
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "shjr";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkkkkhkkk i‘B% 2 ;ﬁ%ﬁ%g?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printin(stringToSign);

// *kkkkkkkhkkkkk ./Ifg% 3 o .‘L_l_%%g kkhkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkhkkk ig% 4 j:}’fl:g Authorizatlon *kkkkhkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

WS : BRmEmEX 58232 T #327]
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TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# Kkhkkkhkkkhkkhk 53?2 1 o *#;%m;ﬁiﬁ*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkhkkhkkk 5% 2 o ?#*%4%%%?%% kkkhkkkhkkkkkhkkk
credential_scope = date + "/" + service + "/" + "tc3_request"

WS : BRmEmEX 233 T #327]
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkkhkk 5% 3 : .‘L-I_Eﬁg *khkkkkhkkkhkkkhkk

# ITEEBHERE

def sign(key, msqg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk ig;’% 4 : *#;% Authorization *kkkkkkkhkkkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEONINENSHRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}

WS : BRmEmEX 234 W #327W
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15 KE5H4)

BITEFAYE: 2025-10-20 17:05:54

1. frsSHbit

iHEBAF ( CKafka)

btz (Region ) RISYEERVEHEH OAMMIEXE, BRZEMEXRZMIEAREBxERE | RIEARtbESERAEEIEEE

BiEt. ATRHEHEE. S THRE  2EIRERELEEFRIbE.
ERTLUEIT APIED EiiHSIR B ARtET xR,

2. BEMY

BHZERMEX APl FIFrEREOIET HTTPS TS | RESZEMNBEEE,

3. BKTE
S0 HTTP I35

* POST (i)
o GET

POST iE3kz#569 Content-Type 258! :

e application/json ( ¥#E7F ) , WIFERA TC3-HMAC-SHA256 &&75:%,
¢ application/x-www-form-urlencoded , ZR{FFE HmacSHAL 8 HmacSHA256 && 757X,
* multipart/form-data ( {XEBD#EOSTHRF ) |, WFERA TC3-HMAC-SHA256 && 7574,

GET B3SRBS RE A/ NARE#BIT 32 KB, POST iERFEAEEAEHN HmacSHAL, HmacSHA256 BfAE#8iZ 1 MB, POST i&EK{EAE

#&F5iEA TC3-HMAC-SHA256 Aiz3% 10 MB,

4, FRIwAS

FEFAUTF-84%%2.

WS : BRmEmEX
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IS

BITEFAYa: 2025-10-20 17:05:54

IFRREIEEER

RS 50E OB LAIMRESIZR (DescribelnstancesStatus) 2017-03-12 i, EVEMMALI , HATSEANREIITA :

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMAEBH Requestld REERFER , TiCEKRMINEE , RE APILET |, NHERIREL,

* Requestld FBF— APLiEKHIME—HRR |, WN5R APL HIISE , STLABARI] , FHEAHZ ID SRR,

s RTEENFES  HRIWARMEOENHFE , AEEOMRENFERS O TREN., WHIFH TotalCount #0
InstanceStatusSet 55 DescribelnstancesStatus £ OEXIFER , BT EAREKNAFREEIE=RS2ELH , Eilt TotalCount
AFERTRBREIEA 0, InstanceStatusSet FIZRAZS,

tEIRIREIER
SRS, BRI

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error WHIIREREZIEKERLM. Error FEXERIENEPAY Code F1 Message FERETARLMAT R ERE.

e Code ZREMHIEAEIRD , HiEKH BT RIEZ B IRISEA RS Ha0E O RAYERBS R BEEE R MRERERFIRR
BE,

Message BRHTXMEIREENERRE , BEUSEESAEMN | WAL BFRISTEREN , P ARRKEIXMRE]
E.

* Requestld FBF— API iEREUE—HIRIR , 1R APL HIIEE , STLABCRTA] , FHEMIZ ID KRR,

i':\
/L\\:/I:'\:$E 1%1—15
IREIERUNRTIFAE Error FEE , MIZFRRER APL 05K, Error A Code FERERTMEIRY , FraSEATaELIIAYEIRIE S TS

IRE3 , TERIIH T ARG,

WIS : B emEX 6236 1 #327m
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

TRIRIEA
BIRAEE (A2 API AR ) |
MFA $5ig,

AR

3

SEZIULLN

%

SRR,

k

token f&iR.

iBEkEk CAM 1Y,

DryRun #{F , RFBFGLEMIN , RRZET DryRun 2,

HERERIL
REREIR.
EORMFE.
SHIEIR.
SHEYEEIR.
B ECRPRH].
FROSEGEIR.
EOMARFE.
IERAVREGET T IRE=PRHE]
RiRH G .
BIFEAE.
RIFMFE.
BIRAEI A,
RIRBUE(E,
RASEGER.

IERSTHS,

http(s)IEXRIMIEEIR , R3ZHF GET #1 POST 153K,

EORSHSATEhEL,

%237
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\H5

VAN

VT ESATE): 2025-10-20 17:05:54

RHSYEBTHRAFMZOLSNENNSE , MIENE | £ MNEORRIROSME P ARSI TR |, EERERIIFE
EHXLSH , FREIERREBK.

s X

BBHIE V3

{8 TC3-HMAC-SHA256 825750 , ARSHEZH—NEI HTTP Header i&3k3LE0+ , 40F :
SEEFR ESid) Wik R

BERROSMR. BESEROXETHRASEHALSE Action RORIA. FINIRIRSHEHNE

X-TC-Acti i =
C-Action String = EELHIFIZRIED |, BYE Describelnstances,

WIS, FSRITRA BRI EI MbERIEE. RORZAEEESE R OXETRAS

X-TC-Region String 2 HNHSE Region BEA. ER | REEOARTEERZSH , EOSHEPRXIURRINR
B9 | IESBMEEBIZ S ARER.
X-TC- Integer & 23/01 UNIX BIEB , elicRA#S APLiEKAIRTIE]L, 90 1529223702, & : (IR SRSS=E
Timestamp T HEEsEsH , SSESESER.
Bent ¢ Sacege sk N S/ NS ion 43 —RR4zEEpt
X-TC-Version  String = EFRY APL RORRA. BUESHEOSEPAS LIS Version R, FIANI=ARSS /AR
A& 2017-03-12,
HTTP fRAESHIAIESLERFER |, g0
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : €& 7% , BRIEERZE ;
- Credential : £&1EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIEER , BX
EFEMAHSE X-TC-Timestamp 28/ UTC tRERNRIHEI—E ; service i ma& , &
MBI mEE—E, flgicvm ;
- SignedHeaders : 25&RITEAISLEMSE , content-type #0 host J9wsifksLEp ;
- Signature : EZFHE,
XTC-T . = IGESERATARY Token , FEEASIGRER—REER. IREIEHF0 Token BWERHINEERR
-TC-Token String A

SREBZEOKE, KEIZEEAEE Token,

EBAE VL

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEIEKES , (0T

BEERR 3] Vi A
Acti . = BEREOER. RESEROXEPRASHATLSE Action BRI, FlIIN=IRSSEE
ction String 2

REIsLHIZIZRZEO , BUES Describelnstances,

WS : BRmEmEX 58238 T #327|
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SHETR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

MR

ESidl

String

Integer

Integer

String

String

String

String

String

i

alil

ali

2l

alil

oy

i

iHEBAF ( CKafka)

fik

Wi Sy, SRR B EI MBIEAIEIE. FOESZHEREESE E O REA
S NS Region RUGRER, R | RUEONATEECRZSEH , EOEP I
BIRER , LATEMEEEBIZS AL,

2457 UNIX FHE)&; , AlieSR &S APLiEkAYATE], 1901529223702 , N8R 5FiIRTIE
HET K , £3REFTHEIR.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHA_E ERiBERIFRREDH] Secretld , — Secretld XFRME—HY SecretKey |, 7
SecretKey & FRARIEXEH Signature,

BRESR , FRBIERERNGEN | FERFRIELFRBMASEITESH. Bkt
BIEESNEROSSHE,

B{FRY APLESRRA., BUESEROXETASATSL Version B, AIN=RSES
A9RRAS 2017-03-12,

25, , BaixiE HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIFER , EttiERISEHAE HmacSHAL I8IEES.

IERPEBFTER Token , BEESIGII AR, IGRIEEF0 Token EEEHRE
EIRSTARZEOKE. KEIZHAFZE Token .

hief ( Region ) RIEYIEAEUET OAMIEXE, BRZEeMEXZMIEAEESETERE | RIEFRtESERAEREISEE
it ATRENRRE. 25 TEEE 2 GERRFIIEEFaIthE.

Ea LB AP ENAMIESIER EESTRAIIETISR.

WS : BRmEmEX

5239 1 #327m

\|



O BASTCE SEIAFI ( CKafka)

ACL#EX=O
CreateAc|

BITEFAYE: 2025-10-20 17:05:54

=7 R A
1. ZFOfEA

EOiBEKigE : ckafka.api3.finance.cloud.tencent.com,
700 ACL ZRRE

BOAEZOISRIRERPRE © 100X/FD,

EOFEHAYE : 2020-03-09 15:21:34,

EOBRIaEs 3 NS,
A M2
2. MASH
ATBRESHGIRINGE TEOBERSHIED AHSE | TBAHSHGIRDALERSH,
SHBR Wik AYFENULL 3R 5%
Action 2 & String  AHSH, AEOEYE : CreateAc!
Version =2 & String NS ANEOEYE : 2019-08-19
Region = B String 5, (SR ANEd DescribeRegionsiEz & E R AT IR
Instanceld =2 & String sCElid{ER
AclERZEE |, (0:UNKNOWN , 1:ANY , 2:TOPIC , 3:GROUP,
ResourceType = = Int64 4:CLUSTER , 5:TRANSACTIONAL_ID) , HriRBTOPIC , HEE=EERAT/a%E
S TFEkafkafaclAd{ER
ResourceName = - Strin HIREFR , FresourceTypetBx , a1 resourceTypeATOPICHY , MiZ=FER
= = g FRIRtopicEFR , HYresourceType AGROUPHT |, 1Z=ERZRRgroupZFR
Acl#2{EA , (0:.UNKNOWN , 1:ANY , 2:ALL, 3:READ , 4:WRITE ,
Operation = = Int64 5:CREATE , 6:DELETE , 7:ALTER , 8:DESCRIBE , 9:CLUSTER_ACTION ,
10:DESCRIBE_CONFIGS , 11:ALTER_CONFIGS)
PermissionTvpe = = Int64 BPRZERY | (0:UNKNOWN , 1:ANY, 2:DENY , 3:ALLOW) , HgickakfasziF
weEL= | F ALLOW(ESTE5E) , HERTREHaTRkafkatgaclk
Host = = String FIAT* , FEHThostEBAILASIA) , HaickafkaAszikhostis* , (BEFEFF
- - TkafkafIF RIS ERESS
Princi - - . FF%IZ , BiAR*Y , RonfHausergBrILAGIE] , HREIAFREERAFZIERF
rincipal A A String

BEAEF

WS : BRmEmEX 8240 TW #327]

\|



O BASTCE

iHEBAF ( CKafka)

3. lHESE

SHER Sl R
Result JgwOperateResponse IRELER

Requestld String W—iEK ID , &XIEREPSIRME. BRI EERMZRIEKE Requestld,

4. FEIRD

PAIMRFIE 7O SZEEXaERE , EERGFE N ATERE.

HIRD fEA
InvalidParameter SR,
InvalidParameterValue.RepetitionValue EFEERSE.
InvalidParameterValue.WrongAction ActionS#EVELEIR.
InvalidParameterValue.InstanceNotExist SLRIATFIE,
UnauthorizedOperation RIFHURLE,
UnsupportedOperation.OssReject OssE4EIZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoEY Vpe Id
InvalidParameterValue.SubnetldInvalid T FMid
InvalidParameterValue.ZoneNotSupport zoneAf szt
UnsupportedOperation.BatchDellnstanceLimit HEEMIPRSLAIPRE
InternalError EBFEIR,
ResourceUnavailable RIFARTH,

WS : BRmEmEX

%241

\|
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O BASTCE SEIAFI ( CKafka)

CreateUser

BIFEAYE: 2025-10-20 17:05:54

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
AN
EONZCERINZRS - 1000%/FD,
EOSEFRATE : 2019-12-09 10:50:56,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik AEFNULL KR A
Action = 5 String NS, AEOEYE : CreateUser
Version 2 & String  AHESE, AEOEE : 2019-08-19
Region 2 & String NS, S E @IS DescribeRegionsiE &&= R it FI=
Instanceld = B String SAiId
Name = a String BARP&R
Password 2 &= String A%
3. MBS
e C ESid] R
Result JgwOperateResponse IREIRVER
Requestld String W—iEXK ID , ®RiEKESIRE], ERMATEERAZXIERKA Requestld,

4. FEIRAS

UG T OSSR A0EIRD | EfERITFE R A THEIRD,

HIRAD T
InvalidParameter SEEER,
RIS : Bl =EmEX 56242 71 #3271



O BASTCE MBI ( CKafka )

FEIRAG i)
InvalidParameterValue.RepetitionValue EFEERS,
InvalidParameterValue.WrongAction ActionS#EUEEIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RIFBURLE,
UnsupportedOperation.OssReject OsstE#IZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InvalidParameterValue.Vpcldinvalid Fox4AY Vpc Id
InvalidParameterValue.SubnetldInvalid T+ mid
InvalidParameterValue.ZoneNotSupport zoneAsziF
UnsupportedOperation.BatchDellnstanceLimit S EMIBRSLBIPRE
InternalError WEREEIR.
ResourceUnavailable RIFEARTH,
WIS : B emEX 5243 1 $#327]



O BASTCE

DeleteAcl|

BIFEAYE: 2025-10-20 17:05:54

1. #EOfER

iHEBAF ( CKafka)

EOBKIER : ckafka.api3.finance.cloud.tencent.com,

HIBRACL

FOAZCEISRERIRS] © 100R/FD,

EOEFATE : 2020-03-09 15:16:53,

BRI E S EN,
A M2

2. NS

PATNBERSHGIRNGIE TEOIERSEFIERS
SHBR Whi%E
Action =
Version =
Region =
Instanceld z
ResourceType P
ResourceName =
Operation =
PermissionType 2
Host =
Principal e

WS : BRmEmEX

FBEFNULL

Py
[}

H o

iy

iy

iy

iy

1y

iy

iy

AN

=

S
String
String
String

String

Int64

String

Int64

Int64

String

String

HEH , MRS E )@ DescribeRegionsiz B &~ f sz iFHIhIRFIZR

2>

\

SLEdERE

AclERZERY |, (0:UNKNOWN , 1:ANY , 2:TOPIC , 3:GROUP,
4:CLUSTER , 5:TRANSACTIONAL_ID) , H#riRABTOPIC , HEE=EERAT/a%:
s EkafkafyaclAd{ER

FIRZFR , flresourceTypetBx , fNXresourceType ATOPICAT , MiZ=ER
FrtopicATR , HresourceTypeIGROUPHT , 1ZFERZR"group &R

Acli2{ER= , (0:UNKNOWN , 1:ANY, 2:ALL, 3:READ , 4:WRITE,
5:CREATE , 6:DELETE , 7:ALTER , 8:DESCRIBE , 9:CLUSTER_ACTION ,
10:DESCRIBE_CONFIGS , 11:ALTER_CONFIGS ,
12:IDEMPOTEN_WRITE) , Zgijckafka R3z#FREAD,WRITE , EERT/R4E
A FREkafkafaclATEEFE

IPRZEEY , (0:UNKNOWN , 1:ANY , 2:.DENY , 3:ALLOW) , HgickakfasziF
ALLOW(EETHERR) , HERTREGRSHRkafkarJaclifER

BIAT* , FEHThostEBAILAAIA) , ZHaickafkaqszikhostis* , (BRFEFF
iRkafkafUr Mt S EESTF

AR5z, BOAR* , FiETuser#BAILUGIR , SRR REERBFSIZERF
BEAEF

5244 T H327m

\|



O BASTCE

3. iS4

SHBIR il fER
Result JgwOperateResponse IR[EILER
Requestld String E—iEK ID , ®RiEREIRE, TR FERMHLZ

4. FERG

PIMRFIE 7O SZEEXAERES | EERGFEN A SR,

N

iHEBAF ( CKafka)

kA9 Requestld,

HIRD R
InvalidParameter SRR,
InvalidParameterValue.RepetitionValue EFEHEESE,
InvalidParameterValue.WrongAction ActionS#EUEEIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation FIZRURAE,
UnsupportedOperation.OssReject OsstE4EIZIR(E
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoHY Vpe Id
InvalidParameterValue.SubnetldInvalid TR FMid
InvalidParameterValue.ZoneNotSupport zoneAf szt
UnsupportedOperation.BatchDellnstanceLimit HEEMIPRSCAIPR
InternalError EBEEIR,
ResourceUnavailable RIFATH.

WS : BRmEmEX

6245 1 #327m

\|



O BASTCE SEIAFI ( CKafka)

DeleteUser

BITEFAYE: 2025-10-20 17:05:54

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
IBRFRF
EONZCERINZRS : 1000%/FD,

EOEFATE : 2019-12-09 10:50:41,

EORKREEREN,
A M2
2. MASH
LATERSHFIRNGIE TEROBRSEINRO 2 HESE , RBEAHSHGIRDATERSE,
SHER WhIS FEVFNULL i HA
Action = B String NHSE, KZFOBYE : DeleteUser
Version 2 S String NHBE, AZOBYE : 2019-08-19
Region = B String A2, higS B aEig DescribeRegionsiE & &~ B SiSHMtET R
Instanceld = B String A
Name = &5 String BFRE&R
A M
3. IHEE
SHER i) b
Result JgwOperateResponse IREIER
Requestld String H—i5K ID , ®XIEREPSIRME. EEENEERAZRIEKE Requestld,

4. R
UG T O SSIBIEERA0EIRD | BfERIE N AR,
FEIR ik
InvalidParameter SRR,
InvalidParameterValue.RepetitionValue EFEERSE.

WS : BRmEmEX 58246 TW #H327W



O BASTCE MBI ( CKafka )

FHIRAD i)
InvalidParameterValue.WrongAction ActionS#EUEEIR,
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation KRISFTURME,
UnsupportedOperation.OssReject OssE4EIZIR(E
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoHY Vpe Id
InvalidParameterValue.SubnetldInvalid TSI FRid
InvalidParameterValue.ZoneNotSupport zoneAfzhy
UnsupportedOperation.BatchDellnstanceLimit HEEMPRSTBIPRHE!
InternalError EBEEIR,
ResourceUnavailable RIFATH.

WS : BRmEmEX 58247 W #H327W
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O BASTCE SEIAFI ( CKafka)

DescribeACL

BITEFAYE: 2025-10-20 17:05:54

=7 A
1. EOHA
EOEkiEE . ckafka.api3.finance.cloud.tencent.com,
BEEACL

FOAZCEISRERIRS] © 100R/FD.
RESE#ATE : 2020-03-02 18:29:29,

BEORGEE LN,
A M2
2. MANSE
LATBREHGIRINGH TEOBERSHIED AHSE , TBAHSHGIRDALERSE,
SRR W%k SRFENULL 28 fER
Action = S String  AHESH, AEOBYE : DescribeACL
Version 2 & String NHESE | ANEOEYE : 2019-08-19
Region =z = String  AHESE, R(EEAEZ DescribeRegionsiE &&= RS IFAIMISIZR
Instanceld = &= String  3Cflld

AcliZiEZEE , (0:.UNKNOWN , 1:ANY , 2:TOPIC , 3:GROUP ,

ResourceType = £ = Int64  4:CLUSTER , 5:TRANSACTIONAL_ID) , 34g1RETOPIC , HE AT /ES:
sAFrEkafkafaclFIEEEE
. HIRZR , FresourceTypetEx , WXresourceTypeATOPICAT , MIi%=FER
ResourceName £ 5 Strin - '
= = g FRIRtopIcETR , HresourceTypeIGROUPHT , iZ=ERZE~RgroupEZFR
Offset & & Int64 IRBhE
Limit S B Int64 DEIBR
SearchWord 5 5 String FKEE=ILRED
A sl
3. ®HSE
SEEFR it R
Result AclResponse IREIPACLERENS
Requestld String H—iEK ID , ®XIEKREPSIRME. EBARRNEERMIZRIEKE Requestld,

WS : BRmEmEX 58248 TW #327MW

\|



O BASTCE

iHEBAZ ( CKafka)

4. FEIRS

UG T OSSR A0EIRD | EfERIRFER A HHEIRD,

FEIRD AR
InvalidParameter SHEEIR.
InvalidParameterValue.RepetitionValue EFEEESH,
InvalidParameterValue.WrongAction ActionS#EUEEIR.
InvalidParameterValue.InstanceNotExist SLHIARFTE.
UnauthorizedOperation RIFBURLE,
UnsupportedOperation.OssReject OsstEIZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InvalidParameterValue.VpcldInvalid Fox4AY Vpce Id
InvalidParameterValue.SubnetldInvalid T+ mid
InvalidParameterValue.ZoneNotSupport zone s FF
UnsupportedOperation.BatchDellnstanceLimit S EMIBRSLBIRRE
InternalError WEREIR.
ResourceUnavailable RIFARTF,

WS : BRmEmEX

%249 M
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O BASTCE

DescribeUser

BITEFAYa: 2025-10-20 17:05:54

1. FOfEE

iHEBAF ( CKafka)

EOEkiEE . ckafka.api3.finance.cloud.tencent.com,

EIRFER
FOAEOIBRIRERIRS] © 1000%/70,
EOEFATE : 2019-12-06 16:30:42,

BORMER LN,

2. NS

LINBERSHGIRNG I TEOBRSEIRI 1S

S8 TBAHSHPIRDALERSL,

SEER Wik FIFENULL S iR
Action 2 = String n~HSE, AEZEOBYE : DescribeUser
Version =2 & String NS ANEOEYE : 2019-08-19
Region = = String NHSE , SRR BidDescribeRegionsiZz &&= RS SHIbETIZ
Instanceld 2 & String sC{5IId
SearchWord &= & String RRETRILE
Offset &5 &5 Int64 124
Limit & B Int64 RRREINEL
A s
3. ®iHSE
SEER it A
Result UserResponse IREIZERFIE
Requestld String H—iEK ID , ®XiEREPSIRME. BRI EERAIZRIEKE Requestld,
H
4, %EIBE

UG T 3Ol S5BIEERA0EIRT |, EAhiEiRAGiF I

HEIRD

WS : BRmEmEX

NI

hira
°

%250 T #327m



O BASTCE

FHIRAD

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

3%

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssIE4EIZIZIE
FMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
EREIR.

RIRAA A,

%251 ™
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O BASTCE SEIAFI ( CKafka)

ModifyPassword
RITEHATIE: 2025-10-20 17:05:54
L ZOHA

EOBKIER : ckafka.api3.finance.cloud.tencent.com,

FOAZCEISRERIRS] © 100R/FD,
REOSE#AYE : 2019-12-09 10:56:50,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik RIFNULL - kB f#EA
Action = & String NHSE, KZFOBYE : ModifyPassword
Version 2 & String RS, AEORYE : 2019-08-19
Region b B String = S, isSEAEd DescribeRegionsiE & E7 A iSH0bEFIR
Instanceld = = String SfpiId
Name =2 5 String BF&R
Password 2 & String AR Y4B
PasswordNew =2 & String |2z) =)
3. B S
SHER Sl A
Result JgwOperateResponse IREIER
Requestld String H—iEK ID , &XIEREPSIRE. BRI BERMZRIEKE Requestld,

4. FEIRD

PAIMRFIE 7O SZEEXANERE | EERGFEN A ATERE,

hra)

IR FHA

WIS : B emEX 6252 71 #327m
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O BASTCE

HIRD
InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

3%

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssiE4EIZIRIE
FMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
IEREEIR,

BIRAAI A,

%253 @™
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O BASTCE SEIAFI ( CKafka)

FRExEO
CreatePartition

BITEFAYE: 2025-10-20 17:05:54

v s
1. EOHA
EOEkigE . ckafka.api3.finance.cloud.tencent.com,
FEORTIEMERFHISX
BN OIBRIRERIRS] © 1000%/70,
EOFEHAYE : 2020-03-02 18:01:29,

EORBESREN.

2. NS

UTNBERSEGIRGIH T ROBERSBHBO LHSE , TBAHSHFIRDAHIERSL,

SRR Wk AIFNULL KR ik
Action 2 s String  RESE, AEORYE : CreatePartition
Version =2 & String NS ANEOEYE : 2019-08-19
Region = B String = itEs#y, iiE{SEa@id DescribeRegionsiE & & R AT
Instanceld 2 & String sC{5ild
TopicName 2 S String  EEFR
PartitionNum 2 & Int64 FHDENEL
3. FitHEE
SHBIR &g R
Result JgwOperateResponse IREIEERE
Requestld String —igK ID , &XiEkEbiREl, EAIRATEERMZXIEKA Requestld,

4. iR

PAIMRFIE 7OV SZEERaERN , BERGFE N AT ERE,

WS : BRmEmEX 8254 TW #327]
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FEIRD

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

fik
SHEIR.

EFEERSH

ActionSHEVEEIR

SLHIRFTE.
RIRURLE.
OssiE4EIZIZIE
FMARETFzone
To3889 Vpc Id
oI FMid
zone R iHF

L EMIBRSTHIBR !
BRI,

RIRAA A,

%255 ™
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O BASTCE

CreateTopic

BITEFAYE: 2025-10-20 17:05:54

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
tlzEckafka==8R
EONZCERINZRS : 1000%/FD,
EOSEFRATAE - 2020-03-02 18:33:15,

EOBIIOEE NN,

2. NS

iHEBAF ( CKafka)

UTNBERSEGIRGIH T ROBERSHHBO NHSE | TBAHSHFIRDAHIERSH,

SRR Wik FREFNULL
Action = &
Version = &
Region = &
Instanceld z a
TopicName b= a
PartitionNum = a
ReplicaNum = B
EnableWhiteList & a
IpWhiteList B a
CleanUpPolicy B &
Note ) a
MinInsyncReplicas B a

WS : BRmEmEX

s
String

String

String

String

String

Int64
Int64
Int64

Array
of
String

String

String

Int64

NHESE, AEOEYE : 2019-08-19

AHSE , HiESEaEidDescribeRegionsiZ & &M
R ZlIES

SEfild

FRER , R— BT 64 NMFHIFRHER | KAUFEA
BT, RRBOILUEETFE. s

Partition/Mg% , XF-0
BIANEY , ARBES T broker 21 , K793
ipPEREFR, 13TH 0:%iF , BUARFTFF

IpE&EFIZE , BECRE , enableWhileList=1A74%i%

EIEHTRE  BEEEEL | BOA delete”, "delete” :
A IR{REATIEMIES | "compact” : B key E

45 , "compact, delete" : HEIR key [E48 B St% R 7R A
B/%o

FEEE , B— BT 64 NFRAVFRS , WALIFEH
B, RRBOTLUEETE. s

AL

6256 T #327m
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O BASTCE SEIAFI ( CKafka)

SHBR wasE FBIFNULL 358 U
UncleanLeaderElectionEnable &5 &5 Int64 RESARRLAIRI AL sleader , falseRIeiT | trueiss
[} [}

7, AT

RetentionMs & S Inte4  ENHERIE, (REBRYIA), BA{Ums , ZRTER/JVE/I60000ms
SegmentMs & & Int64 Segments FREIAIATEE , Bfums , ZF15/\/33600000ms
MaxMessageBytes & & Int64 i%f')%;%jcﬁ L7 Byte , BIKEA125829128yte (B]
3. FitHEE
SHER Sl f#EA
Result CreateTopicResp IR[EIBIFELE
Requestld String H—IEK ID , ®XIEREPSIRME., EURRNEERAIZRIEKE Requestld,
4. tER
PATMBH 7O SSZEEXAEIRIE , BfbERGIF A HERE,
HIRD R
InvalidParameter SRR,
InvalidParameterValue.RepetitionValue EFEERSE.
InvalidParameterValue.WrongAction ActionSHEVEIEIR.
InvalidParameterValue.InstanceNotExist SLRIATFIE,
UnauthorizedOperation RIZBURLE,
UnsupportedOperation.OssReject OssE4EIZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoBY Vpe Id
InvalidParameterValue.SubnetldInvalid T FMid
InvalidParameterValue.ZoneNotSupport zoneA szt
UnsupportedOperation.BatchDellnstanceLimit HEEMIBRSCAIPRE
InternalError EBFEIR,
ResourceUnavailable RIFARTH,

WIS : B emEX 6257 T1 #327m
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O BASTCE SEIAFI ( CKafka)

CreateTopiclpWhiteList

BIFEAYE: 2025-10-20 17:05:54

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
BIEFERipHZER
EONZCERINZRS - 1000%/FD,
EOSEFRATE : 2020-03-02 18:06:20,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER wasE FIFENULL 58 TR
Action =2 & String ~HSE, KIEOBYE : CreateTopiclpWhitelList
Version = &= String ~HSE, AEOBYE : 2019-08-19
NS S AT - C R
Region = = String %A/éﬂl , S B E)iE g DescribeRegionsiZ &&= M Sz 0thiE 5
Instanceld = & String SC5ild
TopicName 2 S String FRAEFR
- Array of .
IpWhiteList £ & . ipERBRFIR
String
A s
3. HESEL
SHBR i A
Result JgwOperateResponse PR ERIPZBLER
Requestld String H—EK ID , XEREPSIRE. ENBRNEERAZRIEKE Requestld,
H S
4. 3EiRhS

UG T OSSR A0EIRD | BfERINFEN ARG,

WIS : B emEX 6258 T #327m
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FEIRD

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

fk

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssIE4EIZIZIE
FMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
EREIR.

BIRAAI A,

%259 ™
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O BASTCE SEIAFI ( CKafka)

DeleteTopic

BITEFAYE: 2025-10-20 17:05:54

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
Mipsckafkaz= @R

BOAEZEOISRIRERPRE © 100X/FD,

EOEFRAYE : 2020-03-02 18:34:34,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik ARIFNULL et fEA
Action = i String ~HSE, KIZOBYE : DeleteTopic
Version =2 &5 String NESE, AEOEYE : 2019-08-19
Region = = String NS, WigEEaEIS DescribeRegionsiE &&= B SiSHIMtE7 IR
Instanceld = &= String ckafka s&f511d
TopicName = &= String ckafka MR
3. BitHZE
SHER &g fEA
Result JgwOperateResponse REIRVEERE
Requestld String H—i5K ID , ®XIEREPSIRME. EEENEERAZRIEKE Requestld,

4. R

UG T O SSIBIEERA0EIRD | BfERIE N AR,
FEIR ik
InvalidParameter SRR,
InvalidParameterValue.RepetitionValue EFEERSE.

WS : BRmEmEX 28260 W #327]



O BASTCE MBI ( CKafka )

IR i)
InvalidParameterValue.WrongAction ActionS#EVEEIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation FIZRURAE.
UnsupportedOperation.OssReject OsstE4EIZIR(E
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoH Vpe Id
InvalidParameterValue.SubnetldInvalid T FMid
InvalidParameterValue.ZoneNotSupport zoneAfszhs
UnsupportedOperation.BatchDellnstanceLimit R EMIBRSTAIPR
InternalError EBEEIR,
ResourceUnavailable RIFATH.

WS : BRmEmEX 28261 T #327]
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O BASTCE SEIAFI ( CKafka)

DeleteTopiclpWhitelList

BITEFAYE: 2025-10-20 17:05:54

ARy N

1. EOHA

EOEkiEE . ckafka.api3.finance.cloud.tencent.com,
kR FRIPHZ R

BOAEZEOISRIREPRE : 200%/FD,

EOEFATE : 2020-03-02 18:07:14,

BEORGEE LN,
A M2
2. MASH
LUTERSEFIRNGIE TEROBRESHINRL 2 1S |, RBEAHSHGIRNALERSE]
SHER wasE FIFENULL 58 R
Action 2 & String ~HSE, KZEOBYE : DeleteTopiclpWhitelList
Version =2 &5 String NHESE | ANEOEYE : 2019-08-19
T SR EER . ionSEL B E = R
Region = = String %/véﬂl , SR ElE g DescribeRegionsiz &&= M Sz H0ithiE 5
Instanceld = = String SCHHID
TopicName £ FS String FRAETR
- Array of .
IpWhiteList 2 & . TISE=VIIES
String
A MM
3. HESE
SR &S] A
Result JgwOperateResponse s ERIPHZEER
Requestld String H—iEK ID , ®RiEKESIRE], ERMATEERAZXIERKA Requestld,

4. TR

UG T 2O SSIBAEERA0EIRD | BERISFER A TR,

WIS : B emEX 6262 T #327m

\|



O BASTCE

FEIRD

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

fk

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssIE4EIZIZIE
FMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
IEREEIR,

BIRAAI A,

%263

\|
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O BASTCE SEIAFI ( CKafka)

DescribeTopic

BITEFAYa: 2025-10-20 17:05:54

=7 A
1. EOHA
EOEkiEE . ckafka.api3.finance.cloud.tencent.com,

EOEKIEA © http://imgcache.finance.cloud.tencent.com:80ckafka.tencentcloudapi.com ZA#O ( DescribeTopic ) BFERF3L
EGEEBAG! CKafka SLAIRYEAZR

BUAZCEISREIRS © 100XR/FD,
EOEHATE : 2020-03-09 16:58:46,

EORBESRER,

2. WNSEL

UTNERSEGIRMGIH TEROBERSENBO LIS | mBAHKSEGIRDNATLERES,

SHETR Wik FYFNULL  KEY fik
Action =2 & String NHBE, KIZEOBYE : DescribeTopic
Version =2 & String ~HSE, AZEOBYE : 2019-08-19
Region = S String RIS, SR ENEID DescribeRegionsiEEE M AT IZR
Instanceld 2 &= String 3L/ ID
SearchWord & & String eSS |, 158 topicName 1938 , STFERIES
Offset & & Int64 mzE , TEEARO0
Limit ) 5 Int64 REEE , AMENEIA10 , &X(EHS0
3. MBS
SR ESig) TR
Result TopicResult IREIRER
Requestld String M—iEXK ID , ®RiEKESIRE], EURBATEERAZXIERA Requestld,

4. TR

UG T 2O SSIBAEERA0EIRD | BERISFER A TR,

WS : BRmEmEX 28264 TW #H327]

\|



O BASTCE

FEIRD

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

ik

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssIE4EIZIZIE
FMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
EREIR.

BIRAAI A,

%265

\|

£327m



O BASTCE

DescribeTopicAttributes

BITEFAYE: 2025-10-20 17:05:54

=7 R

1. #FOfEA

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
RENET R

EONZCERINZRS : 1000%/FD,

EOSEFRAETAE : 2019-12-09 10:47:39,

EORKREEREN,
A M2
2. MASH
LATERSEFIRNGIE TEROBRESEFIR O A HSE |, =E2
SHER Wik FFFNULL it R
Action = = String UNSES
Version = = String
Region B B String  AHSEH, HEE)
Instanceld = &= String 5 ID
TopicName £ B String  FAER
A M
3. IHEE
SHER it N
Result TopicAttributesResponse IREIFILERIIS
Requestld String ME—iEsk ID

4. FEIRD

UG T Ol S5BIEERA0EIRD | BfhiERADIFE I A iEiRe

hira
°

EIRED
InvalidParameter

InvalidParameterValue.RepetitionValue

WS : BRmEmEX

iHEBAF ( CKafka)

 BRIEREBIRE, EUERERERMIZRIERE Requestld,

5%
SHGEIR.

EFEERSH

26266 T1 H327m

\|



O BASTCE MBI ( CKafka )

FHIRAD i)
InvalidParameterValue.WrongAction ActionS#EUEEIR,
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation KRISFTURME,
UnsupportedOperation.OssReject OssE4EIZIR(E
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoHY Vpe Id
InvalidParameterValue.SubnetldInvalid T FMid
InvalidParameterValue.ZoneNotSupport zoneAfszhs
UnsupportedOperation.BatchDellnstanceLimit R EMIBRSTAIPR
InternalError EBEEIR,
ResourceUnavailable RIFATH.

WS : BRmEmEX 58267 TW #327]

\|



O BASTCE

DescribeTopicDetail

BIFEAYE: 2025-10-20 17:05:54

1. #EOfER

iHEBAF ( CKafka)

EOBKIER : ckafka.api3.finance.cloud.tencent.com,

REVERRFIRFE ((IZHEEA )
BN OIBRIRERIRS] © 1000%/70,
EOEFATE : 2019-12-06 16:48:46,

EORMER LN,

2. NS

LINERSHGIRNGIE TEOBRSEFRO LIRS, RBEAHSHPIRNAHLERSL,

SHBR Wik ARFFNULL
Action 2 &
Version = ey

Region 2 =
Instanceld = =
SearchWord & &

Offset & &

Limit & &

3. WS
SHBR E3id)
Result TopicDetailResponse

Requestld String

4. 4S5

PAIMRFIH 7O SZEEXANERE | BfERGEFEL

HEIRD

WS : BRmEmEX

&Sic) TR
String HSE, KEOBYE : DescribeTopicDetail
String AHESH, FEORYE : 2019-08-19
String NHSE , SRR BidDescribeRegionsiZz &&= RS SHIbETIZR
String scflid
String (LR ) #RBBtopicNameidiE , STFEHIEIA
Int64 RiEE , ANEEIAA0
Int64 REEE , NEUEIA 10, &=KA(E20 , BYEEATFO
f#EA
R AN ERTFELR

W—iEK ID , ®RiEKREPIRE], EMRRTEEREIZRIEKE Requestld,

NSRS ESTEN

hra)

56268 T #327m



O BASTCE MBI ( CKafka )

FEIRAG i)
InvalidParameter SRR,
InvalidParameterValue.WrongAction ActionS#EUEEIR.
InvalidParameterValue.InstanceNotExist SLHIARFTE.
UnauthorizedOperation RIFRURLE,
UnsupportedOperation.OssReject OsstE#IZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InternalError WEREEIR.
ResourceUnavailable RIFEARTH,

WRIFRA : Bl emEX %269 Tn #327]



O BASTCE SEIAFI ( CKafka)

FetchMessageByOffset

BITEFAYE: 2025-10-20 17:05:54

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
IRIEIEEoffset (I BRI

BOAEZEOISRIRERPRE © 100X/FD,

EOEFRAYE : 2022-07-21 11:58:25,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SEER WS FEIFNULL St U
Action 2 S String ~HBE, KIZFOBYE : FetchMessageByOffset
Version =2 &5 String NHESE | ANEOEYE : 2019-08-19
Region = ) String NS, MiESREEIY DescribeRegionsiEZ 1B & RS TI=
Instanceld = = String sfpiid
Topic =2 S String FE
Partition 2 & Uint64 SXid
Offset = & Uint64 RIREE
A M2
3. ®iHSE
SEEFR it A
Result ConsumerRecord IR[EIZEER
Requestld String H—i5K ID , ®XiEKREPSIRME. BRI EERMIZRIEKE Requestld,
H
4, %EIBE

PAIMRFIE 7O SZEEXANERE | EERGFEN A ATERE,

hra)

FHIRAD A

WS : BRmEmEX 8270 W #327]



O BASTCE MBI ( CKafka )

EiRhD iR
InvalidParameter SR,
InvalidParameterValue.WrongAction ActionSHEVEEIR.
InvalidParameterValue.InstanceNotExist SLHIRFIE,
UnauthorizedOperation RIZRURE,
InternalError WEREIR.
ResourceUnavailable RIFEAATH,

WS : BRmEmEX 271 T #327]

\|



O BASTCE SEIAFI ( CKafka)

FetchMessageListByOffset

BIFEAYE: 2025-10-20 17:05:54

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
R REIEETIE

BOAEZOISRIRERPRE © 100X/FD,

EOE#AYE : 2022-07-21 11:55:15,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER W%k SRFENULL 28 fA
Action = S String ~HSE, KIEOBYE : FetchMessagelListByOffset
Version 2 &= String NHSE, AEORYE : 2019-08-19

. . NHBH, iR AEd DescribeRegionsiE & &
Region = = Strin n

g = | " O sustonEsE
Instanceld = = String 5iId
Topic 2 ES String FE
Partition 2 = Uinte4d  oXid
Offset = B Uinte4 =52
SinglePartitionRecordNumber & B Uinted  BEXEIAFE, 20A20 , &=K20

A s

3. S
SRR St ik
IEI HER. TR IRPAREIEFEEAS (key, value) , INRFEFHRMKHEEA

Result ConsumerRecord

=, i5ER FetchMessageByOffsetE‘l:l

Requestld  String HE—IEXK ID , BRIEREPIRE], EARRAHEREIZXIEKE Requestld,
+H 0
4. 3ERS

WS : BRmEmEX 8272 W #327W



O BASTCE MBI ( CKafka )

UG T 3Ol S5 IEERA0EIRD , BRI A HHEIRD,

$HIRMS R
InvalidParameter SHEEIR.
InvalidParameterValue.WrongAction ActionS#EVBEIR.
InvalidParameterValue.InstanceNotExist IHIRFIE,
UnauthorizedOperation RIZFRURLE,
InternalError MEREIR.
ResourceUnavailable RIRAATH,

WS : BRmEmEX 8273 T #327]

\|



O BASTCE

FetchMessageListByTimestamp

BITEFAYE: 2025-10-20 17:05:54

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
RIENEBETEESIR

BN OIBRIRERIRS] © 1000%/70,

EOSEHAYE : 2022-07-21 11:53:04,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

iHEBAF ( CKafka)

NHEBE, tiESEaiEid DescribeRegionsiZ & E 4

 IRFETRENEEAR

SEER Wik FRFNULL 88U A
Action = S String s
Version =2 & String NHESE | ANEOEYE : 2019-08-19
Region = & Strin
J = | B O s
Instanceld = = String sf5iId
Topic 2 ES String FE
Partition & & uinted o Xid
StartTime & & Uinte4d  EiAFFARATE , 13{ATEEL
SinglePartitionRecordNumber & B Uinted  BEXEIAFE, 20A20 , &=K20
gor s X
3. HIHSE
SHEWR i DU
| SEEEAIEERS
Result ConsumerRecord @ ER, IR, FIRTFNREREIIEEAS (key, value)

1B5ER FetchMessageByOffsetE‘El

Requestld  String E—iEK ID , ®RIEKREIRE, TR FERHIZRIERE Requestld.,

4. $IRT

WS : BRmEmEX

5274 71 #3271



O BASTCE MBI ( CKafka )

UG T 3Ol S5 IEERA0EIRD , BRI A HHEIRD,

FEIRIG R
InvalidParameter SHEEIR.
InvalidParameterValue.WrongAction ActionSHEUBEIR.
InvalidParameterValue.InstanceNotExist ITHIRFTE,
UnauthorizedOperation RIFTURLE,
InternalError MEREIR.
ResourceUnavailable RIRAATH,

WS : BRmEmEX 282750 #H327]

\|



O BASTCE SEIAFI ( CKafka)

ModifyTopicAttributes

BITEFAYa: 2025-10-20 17:05:54

=7 R
1. ZFOfEA

EOiEKigE : ckafka.api3.finance.cloud.tencent.com,
REORTENERREL.

BOAEEOISRIRERPRE © 100X/FD,

EOEFRAYE : 2020-03-02 18:31:52,

EORERREN.

2. NS

UTNBERSEGIRGIH T ROBERSBHBO OHSE , TBAHSHFIRDNAHIERSH,

SHER Wik FFNULL 388U AR
Action = & String ~HSE, KZROBYE : ModifyTopicAttributes
Version =2 & String NHES# | ANEOEYE : 2019-08-19
Region = = String ’A!Pﬁ}%ﬂ , MRS S RN@id DescribeRegionsE N EE~MX
FEROSbEZ R
Instanceld 2 5 String soffl ID,
TopicName 2 S String FERAETR,
Note - - String FREE E—ﬁ\fﬁﬁﬁMﬁ\?ﬁE’ﬂ?ﬂ% . VRAFRAE
FH RRBOEULEESFE. BFENL-.
EnableWhiteList B B Int64 IPABEFX, 1:$J7F; 0 : X,
Array
IpWhiteList & & of IpE&RFIZFR , ECERS , enableWhileList=1RJwi%
String
MinInsyncReplicas S S Int64 ZHAAL,
UncleanLeaderElectionEnable & & Int64 2N 0, 0: false ; 1: true,
RetentionMs & & Inte4 EE(REERYE , BRI : ms , HEiR/)ME~60000ms,
SegmentMs = = Int64 ZZi&zrétoﬁm‘iiﬁEbE’ﬂﬁa‘tﬁ BRI : ms , HETRANA
MaxMessageBytes = = Int64 FREEE&AE , BA Byte , &A(E/912582912Byte (AP

12MB) ,

WIS : B emEX 56276 T H327m

\|



O BASTCE

SHEWR Wik FeIFNULL
CleanUpPolicy = &=

3. iS4

SHER St fik
Result JgwOperateResponse IR[AIEEERE
Requestld String HE—iFK ID , BIRIERED

4. TR

PAIMRZIE T OV S ZEERAERND | BERGFE N A ERE.

HIRD

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAF ( CKafka)

HEMBRERRS | BTLAIE R delete B compact

REl. EMIEEFRERAIZRIEKAY Requestld,

A

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFTE.
RIRURLE.
OssiE4EIZIZIE
FMARETzone
Fo3IH9 Vpe Id
oA FMid
zoneAR3THF
SEMPRSLBIRH!
EREEIR,

BIRAAI A,

56277 T #327m)

\|



O BASTCE SEIAFI ( CKafka)

Hfthz
DescribeApplnfo

BITEFAYE: 2025-10-20 17:05:54

1. O

EOEkigE . ckafka.api3.finance.cloud.tencent.com,
S TRUTIES

BN OIBRIRERIRS] © 1000%/70,

EOEFRAYE : 2019-12-09 11:00:06,

EOBFINE R EM.

A sz
2. NS
L BRSSPI BI T EOE RS S ALSY | SEARSHFIRTALERE,

SHER D4 FREFNULL it U
=

Action = = String NHESE, KIEZEOBYE : DescribeApplnfo
Version =2 &5 String NHESE  AEOEYE : 2019-08-19
Region = B String AHSE , SR rTEId DescribeRegionsiE &&= TiHAIMIEHSIFR
Offset & & Int64 mEhE
Limit B ) Int64 NREHRAFHBESRAEERS , &AE/950 , EIAS0
A Y 24
3. FitH &
SHER i R
Result AppldResponse RERFFEEKRIApp IdFIE
Requestld String E—iEXK ID , ®RiEREIRE., TR FERMIZRIER Requestld.

4. FEIRD

UG T OS5I EERA0EIRD | BERISER A HHEIRD,

l_':|

RS HEA

WS : BRmEmEX 8278 TW #327W



O BASTCE

IR

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

3%

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssIE4EIZIZIE
FMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
EREIR.

BIRAAI A,

%279 ™

\|
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O BASTCE

iHEBAF ( CKafka)

DescribeConsumerGroup

ERITEFHYE): 2025-10-20 17:05:55

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,

BiHBESHER

BN OIBRIRERIRS] © 1000%/70,

EOEFATE : 2020-03-02 18:46:04,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR Wi FVFNULL k3
Action = & String
Version = =5 String
Region = a String
Instanceld = = String
GroupName & = String
TopicName B B String
Limit = = Int64
Offset S S Int64
o x

3. FitH 2
SHBR RE
Result ConsumerGroupResponse

Requestld String

4. FEIRMS

WS : BRmEmEX

o

&
3t

>

t24) , AEOEYE : DescribeConsumerGroup

N

NIESE, AEOBYE : 2019-08-19

\)

\N

NHBE, HE{EEaEId DescribeRegionsiZ &&= R SFAUbE T =
ckafkascfglid,
Ak, BREEAIRIgroupBFR.

% , AFRRZEEINgroupRINRAtopicETR , NFHEE T1ZS4 , M
group 3 RISEN 2EEIZSEL.

RIRREINEPRE]
IREE

%
REIRYHEZEDEESE

E—IEK ID , 8RIERESIRE. EIAEISFERAZRIBERAT Requestld,

6280 1 H#327m

\|



O BASTCE

UG T 3Ol S5 IEERA0EIRD , BRI A HHEIRD,

HIRID
InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

ik

SR,
EFEEESH.
ActionZ#BUEIHIR.
SLHIRFIE.
RIZRURLE,
OsstEEIZIRE
FRAETFzone
FoRH9 Vpe Id
FoXBIFmid
ZOnNeRZHF
HEEMIBRSTBIPRE
REBIEIR.

BRI,

58281 T #327m)

\|



O BASTCE

DescribeGroup

BIFEAYE: 2025-10-20 17:05:55

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
B EE D (FEER)

BOAEZOISRIRERPRE © 100X/FD,

EOEFAYE : 2020-02-17 17:03:28,

EORMER LN,

2. NS

iHEBAF ( CKafka)

LINERSHGIRNGIE TEOBRSEFRO LIRS, RBEAHSHPIRNAHLERSL,

SHER Wik FRYFNULL 3R ik

Action = & String S

Version = B

Region = B Y.

Instanceld 2 S String SCAAID

SearchWord & & String R r

Offset B a Int64 RZE

Limit = = Int64 BRAIREIHE
3. B S

SHER =it iR

Result GroupResponse IREIZERESIZR

Requestld String

4. FEIRAS
LRGBS BARIE ORI |, EAHRIORE I i

HEIRD

WS : BRmEmEX

H—iEk ID , &XiEkESIRMEL.

=]
°

2, A OBYE : DescribeGroup
String  AHS#, AEOEYE : 2019-08-19

String  AHSE, iEES B DescribeRegionsiz &G M iSHIMEESIZR

TR ERAZXIERAY Requestld,

56282 1 #327m



O BASTCE

FHIRAD

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

A

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFTE.
RIRURLE.
OssiE4EIZIZIE
FMARETFzone
To3889 Vpc Id
oI FMid
zone R iHF

L EMIBRSTHIBR !
BRI,

RIRAA A,

%283

\|
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O BASTCE SEIAFI ( CKafka)

SRYEP SN
DescribeGrouplnfo

BITE AT E: 2025-10-20 17:05:55

= =

1. ZFOfEA

EOiBEKigE : ckafka.api3.finance.cloud.tencent.com,
RECHBEDEER

BOAEZOISRIRERPRE © 100X/FD,

EOSEFRAETAE : 2020-01-07 11:26:49,

EORWERREN.

2. MINSE
UTBR PRI TROBRSKIES AR | RRASHPIRN L EREL,

SHER Wik AENULL 58 iR
+&

Action = S String  AHSE, AFEOEYE : DescribeGrouplnfo
Version 2 = String  AHESE, AEOEYE : 2019-08-19
Region 2 a String 2%, HiEEEaNEiIDescribeRegionsiE &&= M iFHUbEFIZE
Instanceld 2 ) String (1TEEM4 ) $=BRLI 1D =38,
Array Kafka iE#&24H , Consumer-group , IXEEAR (. WRERHELETES
GrouplList & B of EE (—HR GET IBKA ) |, BJLAERER :
String GrouplList.0=xxx&GroupList.1=yyy,
3. S
SHER &<t fEk
Result GrouplInfoResponse IREIRIZER
Requestld String E—iEXK ID , ®RiEREIRE, TR FERMIZRIBERA Requestld.

4. FEIRS

UG T OS5I EERA0EIRD | BEERITEN A HHEIRD,

l_':|

WS : BRmEmEX 58284 TW #H327W



O BASTCE

FEIRD

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

ik

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssIE4EIZIZIE
FMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
BRI,

RIRAA A,

%285

\|
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O BASTCE SEIAFI ( CKafka)

DescribeGroupOffsets

BIFEAYE: 2025-10-20 17:05:55

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
REUEZE S Hoffset
EONZCERINZRS - 1000%/FD,
EOSEFRATAE : 2019-12-06 16:51:35,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FSIFNULL 388U ik
Action = & String NHSE, KIZFOBYE : DescribeGroupOffsets
Version 2 & String AHSE, AEOE : 2019-08-19

NHs = i i =3 RS EOE
Region = = String %,Véil , HE{S B ETEid DescribeRegionsizZ &&= sz 0itiE 5
Instanceld 2 B String (18 ) HRRsLH) ID 138
Group P B String Kafka iH#ED4H
Tobi - - Array of group ITRNEMEFREE , WRILEZEE , NFRREEMN group TFT
opics A A . T

String B topic ER
SearchWord & & String TEHAPLED topicName
Offset B ) Int64 RrREHREAE | BIAA0
Limit ) ) Int64 RRREERNEANEL , BAIAS50 , ZAEHS0
A M2
3. HESE

SHAEWR i) IR
Result GroupOffsetResponse IREINERITR
Requestld String M—iEK ID , @RiEkEPSIRE]., EURSIEERAZXIEKA Requestld,

WIS : B emEX 26286 T #327m

\|



O BASTCE

iHEBAZ ( CKafka)

4. FEIRS

UG T OSSR A0EIRD | EfERIRFER A HHEIRD,

FEIRD AR
InvalidParameter SHEEIR.
InvalidParameterValue.RepetitionValue EFEEESH,
InvalidParameterValue.WrongAction ActionS#EUEEIR.
InvalidParameterValue.InstanceNotExist SLHIARFTE.
UnauthorizedOperation RIFBURLE,
UnsupportedOperation.OssReject OsstEIZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InvalidParameterValue.VpcldInvalid Fox4AY Vpce Id
InvalidParameterValue.SubnetldInvalid T+ mid
InvalidParameterValue.ZoneNotSupport zoneAsziF
UnsupportedOperation.BatchDellnstanceLimit S EMIBRSLBIPRE
InternalError WEREIR.
ResourceUnavailable RIFARTF,

WS : BRmEmEX
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O BASTCE SEIAFI ( CKafka)

DescribelnstanceAttributes

BIFEAYE: 2025-10-20 17:05:55

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
IRENEHIEME
EONZCERINZRS : 1000%/FD,
EOSEFRATAE : 2019-12-09 10:52:05,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SEER D%3vis FEEFNULL S R
Action = 5 String NS, AEOBYE : DescribelnstanceAttributes
Version 2 & String  AHESE, AEOEE : 2019-08-19
Region 2 5 String AHSH, HiEHSEEEIE DescribeRegionsiEZ B &~ RSzt FI%
Instanceld = B String sf5lid
A MM
3. BiES#
SEEFR ESit] R
Result InstanceAttributesResponse L EMEREIEE RN S
Requestld  String H—iEK ID , RiEKESIRE], BT EERAZXIERKE Requestld,

4. TR

PAIMRFIE 7O SSZEERaERND | BERGFE N AT ER.

HIRD R
InvalidParameter SHIEIR.
InvalidParameterValue.RepetitionValue EFEEESH,
InvalidParameterValue.WrongAction ActionZ#EUERIR.

WIS : B emEX 5288 Tm H327m
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IR i)
InvalidParameterValue.InstanceNotExist SLHIARFE.
UnauthorizedOperation RIFRURAE,
UnsupportedOperation.OssReject OsstE#IZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMAETFzone
InvalidParameterValue.VpcldInvalid Fox4AY Vpce Id
InvalidParameterValue.SubnetldInvalid T Fmid
InvalidParameterValue.ZoneNotSupport zoneAsziF
UnsupportedOperation.BatchDelInstanceLimit HEEMPRSTEIPR !
InternalError WEREIR.
ResourceUnavailable RIFEARTH,

WS : BRmEmEX 58289 T #327m
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O BASTCE SEIAFI ( CKafka)

Describelnstances

BITEFATa: 2025-10-20 17:05:55

ARy N
1. #E=OfAR

EOEkiEE . ckafka.api3.finance.cloud.tencent.com,

A#20 ( Describelnstance ) FBFERF MK TREGEEBASY CKafka LAz
EOMZCERINERS) : 200%/70,

EOSEFRATAE - 2019-12-19 11:23:20,

BORMER LN,

2. NS

UTNBERSEGIRGIH T ROBERSBHBO OHSE , TBAHSHFIRDNAHIERSH,

SHEBR Wik FOPFNULL  3RAY 155
Action = a String ~HSE, KIZOBYE : Describelnstances
Version =2 &5 String NHESE, AEOEBYE : 2019-08-19
Region = = String ~HESE, RS EAEd DescribeRegionsiE &A= fasciFHUEIEF
x
Instanceld B ) String (IR ) IRIRSLBIIDIEIE
SearchWord & & String (LB ) IRIBLFIBIRITIR | SHHEHER
Status e = Array of (ﬁiﬁﬁ%ﬁ) SEHIRPIRES. O : el , 1:i&f7h, 2 : bk , RNEERA
Int64 REEED
Offset & & Int64 e , EEIA0
Limit B a Int64 REEE , AMENEIALO , &AE20
TagKey & & String ILfeineskeylE,
3. S
SHER xE fEA
Result InstanceResponse IR ERYZE
Requestld String HE—IEK ID , @RERESIRE], EfIT@MHERHIZRIEKA Requestld,

WIS : B emEX 6290 T #327m
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4. FEIRS

PUMNBUH T OSSR A0EIRD | BERITER A THEIRD,

FEIRD A
InvalidParameter SHEER.
InvalidParameterValue.RepetitionValue EFEEES,
InvalidParameterValue.WrongAction ActionSEEUEEIR.
InvalidParameterValue InstanceNotExist SLHIATFHE,
UnauthorizedOperation RIZRURLE,
UnsupportedOperation.OssReject OssiEfaiziRE
UnsupportedOperation.BatchDellnstanceLimit REEMIPRSLBIFRE!
InternalError HEBEIR.
ResourceUnavailable RIFARTF,

WS : BRmEmEX 291 Tm #327|
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DescribelnstancesDetail

BIFEAYE: 2025-10-20 17:05:55

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
FAFP K R 3RBNL B RIF 1S
EOMZECIERINEIRS) : 200%/70,
EOSEFRAETE - 2019-12-19 11:22:28,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wi FBIFNULL 58 A
Action = & String NS, AEOBYE : DescribelnstancesDetail
Version 2 & String AHSE, AEOE : 2019-08-19

NHs = i i =3 RS EOE
Region = = String %,Véil , E{S B ETEid DescribeRegionsiz &&= sz 0itiE 5
Instanceld B B String (ILTERM ) IREESLBIIDEIE
SearchWord & & String (18 ) IRBBRELAIBFRITIE | STFEMER
Status P = Array of (L& ) SEHRVRS. 0: QI , 1379, 2 : fikgP , FEEOA

= = Int64 REISER
Offset = & Int64 REE , FAEEIAN0
Limit &= B Int64 REEE , FMEUEAALO , 5RAE20
TagKey B B String ILftineskeylE,
Filters = = Array of e
Filter
A s
3. WS

SHER St DU
Result InstanceDetailResponse IREIRISEAIEBLERITSR

WIS : B emEX 6292 T #327m
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SHETFR St iR
Requestld String H—iEK ID , BRiEKEPSIRE., EEEAEEREZRIEKE Requestld,

4. FEIRD

UG T OS5I EERA0EIRD | BERIDEN A HHEIRD,

HIRID R
InvalidParameter SRR,
InvalidParameterValue.RepetitionValue EFEERSE.
InvalidParameterValue.WrongAction ActionSHEVEIEIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RIFBURAE,
UnsupportedOperation.OssReject OssE4EIZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoBY Vpe Id
InvalidParameterValue.SubnetldInvalid T Fmid
InvalidParameterValue.ZoneNotSupport zoneA szt
UnsupportedOperation.BatchDellnstanceLimit R EMIPRSTIEIPR
InternalError BRI,
ResourceUnavailable BRI A,
WIS : B emEX 5293 1 #327]



O BASTCE SEIAFI ( CKafka)

ModifyGroupOffsets

ERITEFHYE): 2025-10-20 17:05:55

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
®EGroups iBZ¢Hoffset
AR OIERINZIRS : 1000%/FD,
EOSEFRAETAE - 2019-12-09 10:54:37,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SEER Wik FFNULL 88U A
Action P S String NHSE, KZOBYE : ModifyGroupOffsets
Version 2 &5 String NHES# | ANEOEYE : 2019-08-19
Region = B String A3, higE B aiEig DescribeRegionsiE & &~ RSt T R
Instanceld = = String kafkasLflid
Group = B String kafka jB#54H
EHEoffsetlIZRES , ASE X 0. X35shift-by2#y , KFIBoffsetmpisia/E
#ashiftsg 1. X358 (by-duration, to-datetime, to-earliest,to-latest) {X;
Strat 2 & Int64
rategy = = " FiBoffsetlEaZIfEEtimestampfIfiIE 2. JFF5%E (to-offset) , AFIB
offsetfEaNZIfEERoffset(E
Array
Topics B B of FrnEEENtopics, NERREED
String
Hstrategy NORT , MMBEAZFER , AILAKFERERSIBoffsetA/EH
Shift - - Int64 shiftg , INFENKoffsetmFIEIMEshiftiZEl. [ERBEEEHNoffsethiiZE
= = (old_offset + shift) , EEFERIERWNRFFAYoffset N FpartitionfJearliest
N&igEHearliest , TR ATF partition filatestN &G E Hlatest
BAfms, HstrategyN1RT , WRERIZFE , HP-2FrESoffsetZIRFF
ShiftTimestamp 7 = Int64 RIS | -IRREEIRFNUEHESTEDS)  HEeENRFEEhIT
= = 18 , £3kEtopicthisERtEoffset AEHITES , EETEANT , MRS
ERNREAFEER |, NEREERERoffset.,
Offset S ) Int64 HEEMLEROffset\[B, Hstrategy 2 , WREEIZFER,

WS : BRmEmEX 58294 TW #327W
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SHBR sk AIFNULL

W
i

fik

Array FEEHIRENpartitionfV%IF , NRIKBIEETopicsBE, NEELE
Partitions &5 &5 of topicsHIXIRzAYPartitionFIZFRERpartition, 18xETopicsEINIEEISER
Uinted  topickZRAIRIRIAYPartitionsFlZRApartition,

3. S

SHBIR &S] f#R
Result JgwOperateResponse IR[EE
Requestld String W—EX ID , &RiEREIRE, ELIERRATHREREIZRIBFRE Requestld,

4. {51RE5

PAIMRFIE 7O SZEERaERN | BERGFE N AT ERE.

HIRD fER
InvalidParameter SEEIR,
InvalidParameterValue.RepetitionValue EFEEESH,
InvalidParameterValue.WrongAction ActionS#EUEEIR,
InvalidParameterValue.InstanceNotExist IHIREFTE,
UnauthorizedOperation RISTURME,
UnsupportedOperation.OssReject OssE4EIZ IR E
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoH Vpe Id
InvalidParameterValue.SubnetldInvalid T FMid
InvalidParameterValue.ZoneNotSupport zoneAsziF
UnsupportedOperation.BatchDellnstanceLimit HEEMPRSTBIPRE!
InternalError WEREEIR.
ResourceUnavailable RIFAATH,

WS : BRmEmEX

6295 1 #327m
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O BASTCE SEIAFI ( CKafka)

ModifylnstanceAttributes

BIFEAYE: 2025-10-20 17:05:55

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
RELHIEM
EONZCERINZRS - 1000%/FD,
EOSEFRATE : 2019-12-09 10:52:33,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER W%k SRFENULL 268U R
. . AHSE, AEORE :
Act = = St AISEEL
ction = = g ModifylnstanceAttributes
Version 2 & String AHSE, AEOYE : 2019-08-19
: . AHSE , SR @i DescribeRegions
Region = = Strin i = N
g = B d OSBRSS
Instanceld = = String sfAlid

LA BEHIRIIREERTE) , BAUDH , &K

MsgRetentionTime = = Int64 N
9 N 30K , ORZARTFS B (R A E RS
SLHIEFR , B— M AEY 64 NERFNZER
InstanceName B B String B, WALFEBAEFR , FRSSEILIES
FE HFIMERIZ()
Config &5 &5 ModifyInstanceAttributesConfig SCAIERE
A sl
3. s
SHBR ESit) AR
Result JgwOperateResponse IR[EIZE
Requestld String H—iEK ID , &XIEREPSIRE. BRI EERMZRIEKE Requestld,

WIS : B emEX 6296 T H#327m
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iHEBAZ ( CKafka)

O BASTCE

4. FEIRS

UG T 2O SSIBAEERA0EIRD | EfERITFER A THEIRD,

HiIRD R
InvalidParameter SRR,
InvalidParameterValue.RepetitionValue EFEERSE,
InvalidParameterValue.WrongAction ActionZ#EUERIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RIZRURLE,
UnsupportedOperation.OssReject OsstEIZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMAETFzone
InvalidParameterValue.Vpcldinvalid Fox4AY Vpce Id
InvalidParameterValue.SubnetldInvalid FTB9Fmid
InvalidParameterValue.ZoneNotSupport zone s FF
UnsupportedOperation.BatchDellnstanceLimit S EMIPRSLBIPRE
InternalError WEREEIR.
ResourceUnavailable RIFEATH,

WS : BRmEmEX

%297

\|

£327m



O BASTCE SEIAFI ( CKafka)

SRS

ERITEFHYE): 2025-10-20 17:05:55

InstanceDetalil

SLHNFIE

AN TE2O5| A : DescribelnstanceDetail, DescribelnstancesDetail

BFR Wik FSIFNULL 388U fEIR
Instanceld = & String Sfhlid
InstanceName 2 & String SCHIRFR
Vip 2 S String iBIAISLBIRvip EE
Vport = B String EEEAINHOES
VipList g & Array of EHlIPFIE
VipEntity
Status = = Int64 iﬂﬂﬁ%? 0: ¢, 1:iz17%, 2: ks : SPRE , -1 eI
Bandwidth =2 & Int64 SRS |, BASIMbps
DiskSize = = Int64 SCRIRGTRRER N | BR{UGB
Zoneld =2 & Int64 ATFAXIEHID
Vpcld 2 B String vpcld , ANERAZ |, ISR
Subnetld = = String FRid
RenewFlag =" B Int64 SCRIRELEE | int 3ME | LRBmhEE | 2R RNBHA L
Healthy b= a Int64 SLHMAZ int : ORRRER |, 1R EE | 2 TaLHMREERE
HealthyMessage 2 S String SLHPRSER
CreateTime 2 = Int64 SRR [ER 8]
ExpireTime 2 & Int64 ST HAR A
IsInternal = = Int64 ERAREER. BEAL XTRREER
TopicNum = &= Int64 Topic Nl
Tags =2 & %r;ay of fRiRtag
Version = 2 String kafkahRA&(EE

WIS : B emEX 6298 T #327m
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BFR Wik FSIFNULL 358U
Array of
Z I = =
onelds = T Int64

Cvm = = Int64
CpuArch & £ Int64
Clusterld &= = Int64
ClusterName B = String
PayMode & & Int64

PolicyDetail

ST

AN T™O5 | : DescribeCkafkaPrice
% I\ LZ‘J\i
Total g2
User =2
Common =2
Activity =2
DiscountType =
Discountld =2
PreferentialType =
DiscountSpecifiedPid =
Combine 2

GroupResponse

DescribeGroupHJiR[a]

WRIT#EOS|A - DescribeGroup
AR 3V AEFNULL
TotalCount = =2
Grouplist = 2

WS : BRmEmEX

iHEBAZ ( CKafka)

A
BaRX
ckafka&ssE3EE

EER¥AY CPU 2844, 1:x86; 2:arm; IZ{UARCEEMREY |, I : 3 Tkl
0011, =7~ x86. arm ;B&ZEH

SLIRfESERFAYId
SLOIRRTESERFRIRTR

2&1E. -LAMTZRLBIEON) ; OFRITERSERI ; 1FRfI 2Rl

FEEFNULL By} AR

& Float ISEigiN

& Float FARPAA0

&= Int64 ERERHT

B Int64 Activity

= String frinseay

2 Int64 #r0ID

= Int64 e Sis)

z Int64 HEEHTpid

= Float Combine
KA fER
Int64 i
Array of DescribeGroup Grouplist

28299 I #327m
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ClusterInfo

SERHERR

TS|/ : DescribeCkafkaZone

E=H e RIFENULL 38
Clusterld 2 B Int64
ClusterName = = String
Zoneld & = Int64
Array of
Zoneld & &
oneds = = Int64

CpuArch B e Int64
MaxDiskSize =2 = Int64
MaxBandWidth j= = Int64
AvailableDiskSize =2 =2 Int64
AvailableBandWidth = = Int64

GoodsInfo

ENEERASER

A0 ™ZO5 |8 : HourCreate, HourModify
BFR Wik FNULL 58U
GoodsCategoryld & = Int64
Regionld g3 = Int64
Zoneld & iy Int64
GoodsNum = & Int64
Projectld 5 5 Int64
PlatformProjectld = = String
PayMode 2 5 Int64
Platform & & Int64
GoodsDetail 2 & String

WS : BRmEmEX

fiik

R RREmE

iHEBAF ( CKafka)

fik
g#fld
SREMR

ERTAX
Broker FYRJFEX %3

EERFRY CPU Z2%3, 1:x86; 2:arm; IR IFRCERHISEEY |
0011, 37~ x86. arm ;B&ZEH

B : 3 ZiE

SERFERKHIER BAIGB
SRRATE BUMB/s
SERF AU AR SA{UGB

SRR AT BAMB/s

TJERSREID , AU BB REE D
XiID

AAKID , e ARESNAME

GZBR SR ETEREEE]

EID , ERATABET

MEID , EATEE=. WBEFBaTE
2&tE | OfRfI 28/ 17Mf1 28

& OFFa/1aFa REUAME

BIRIFRE | timeSpanFRWIATENLE |, timeUnitFR/~IGSCATEI (T |,
pidRzENAIID

6300 1 #327m
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O BASTCE

AR Wik FFFNULL

Type S a
JgwOperateResponse
IR RREE

ESid) fER
String A

iHEBAF ( CKafka)

AN~ EEOS|A : CreateAcl, CreateConnector, CreatePartition, CreateRoute, CreateTopiclpWhitelList, CreateUser,
DeleteAcl, DeleteConnector, DeleteRoute, DeleteTopic, DeleteTopiclpWhitelList, DeleteUser. ModifyGroupOffsets,
ModifyInstanceAttributes, ModifyPassword, ModifyResourceTce, ModifyTopicAttributes. PauseConnector,

fik
EERJcode , OMIERE , IFOSEEIR
PRIIHE

BFEUREIRDataiE AT aEA flowldZ

BT, 2 kR, SERET, -1 8RR

DU
zoneFlzR
EBRAMSESLAIANEL

ResumeConnector
BFR WAI%E FEFFNULL it
ReturnCode = & String
ReturnMessage P &= String
Data = = OperateResponseData
Instance
SERIRIR
#WaNTEOS A : Describelnstances
BT WiE SRVFNULL KA 55
Instanceld = & String sLf5lid
InstanceName =2 & String SCAIEFR
Status 2 =) Inte4  SEFIRPRES. 0: gl , 1:
IfCommunity =2 =2 Bool ERFRESCE, FRE : true , A<FFJE : false
ZoneResponse
HiflkafkafyzonelS IR EIRISLIR
#aNTEOS|A : DescribeCkafkaZone
AR Wik FEVFNULL g
Zonelist 2 g Array of Zonelnfo
MaxBuyInstanceNum = B Int64
MaxBandwidth = = Int64

WS : BRmEmEX

BAMLHE BAMIMb/s

6301 |1 #327m

\|



O BASTCE

% N
UnitPrice
MessagePrice

ClusterInfo

Partition

PXER

#WaN O3 : DescribeConsumerGroup

% N

Partitionld

Zonelnfo

zonefSE3L{K

=
~x=

N TREEOS|A : DescribeCkafkaZone

AR Wi
Zoneld =
IsInternalApp 2
Appld 3
Flag 2
ZoneName =
ZoneStatus =z
Exflag 2
SoldOut =
CreateTopicResp
B ERUR(E]

e TEOS A : CreateTopic

g N

Topicld

WS : BRmEmEX

FBEFNULL

Py
=

a

17 17 S 1 T I

iy

iHEBAZ ( CKafka)

1%
[EASEREANS
IS REHCISEUT
BFIRAERHER

A

2XID

jsonIdge , key AHNE! , value trueNEER | false I REE

FEIEFNULL i}
) Price
) Price
= Array of ClusterInfo
FEFNULL SR
) Int64
it A
String zonefdid
Inte4 EEREBAPP
Int64 app id
Bool R
String zoneZFR
Int64 zonejRz&
String BHMRIR
String
FRFNULL Ay
B String

B
B

FRAId

%302 @™
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O BASTCE

TopicAttributesResponse

FREMHREIERLR

WA T™0O3 | : DescribeTopicAttributes

BFR WhisE FEYFNULL

Topicld = )

CreateTime = =

Note = =

PartitionNum = )

EnableWhitelList = B

IpWhiteList = =

Config = =

Partitions = )
TradeCreateResponse

ellfE1A B ah pesih e e SN N D S ES
e TEOS | : HourCreate, HourModify

E=H WAL FEFNULL

DealNames B B

FlowId a a

Flowlds = B

Resourcelds & &

Billld & &
CommunityResponse
EEXIRAIREXS

#aNT#EOS A : DescribelfCommunity

BFR D4yvis
Instanceld =
IfCommunity =

WS : BRmEmEX

s
String
Inte4
String
Int64
Int64
Array of String

Config

Array of TopicPartitionDO

7
Array of String
String

Array of String
Array of String

String

FEEFNULL

=

iy

iHEBAZ ( CKafka)

U
EEH D

BlEERTE]
ST
SR

IPEREFX, 1: 7 ; 0: X

IP A& 85I
topic BcEEA
DXIFE

A

EITETEYIR

REESBIDS ( IREFBIEFITERRRE )
REESIDEFIE
‘iRz

RBIKS (—RAKITES )

e LU
String SEAIID
Bool EETXR

6303 1 #327m
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O BASTCE

GrouplnfoTopics

GroupInfog&Btopicids:

WA T™03|F : DescribeGrouplnfo

% I\ LZ‘iﬁ

Topic =

Partitions =
SubscribedInfo
TS EEHA

FBEFNULL

iy

il

#HanT~EA5|F : DescribeConsumerGroup

BR WhisE
TopicName =
Partition =
PartitionOffset 2

PartDetail

MERIRIFE

T3] : DescribeCkafkaPrice

BFR WS
Disk =
CloudKafka =

IFNULL

Py
(=)

=
~x=

=
=

ABEFNULL
2

=
E=

DescribeClustersResponses

DescribeClustersResponses

WA EOSIA -

BFR

Wy FBEFNULL E-Sit)
Brokers 2 B
TotalCount = F Int64

WS : BRmEmEX

String

Array of Int64

S

&2

String
Array of Int64

Array of PartitionOffset

s
PriceObject

PriceObject

Array of DescribeClustersResponse

iHEBAF ( CKafka)

%
B topic ZFR

SERY partition {58

fiik
R ERS
TRENDX

SXoffsetiSE

fk
BEERANS

ckafkaff &

W om
b
3
allly

o
&

%6304 T #327m
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O BASTCE

Region

HBIERSEAARI SR
#EAOT™EOSIA -

BiR WhisE FEFNULL e St A
Regionld 2 B Int64 pich (D)
RegionName =2 &= String HBtEZFR
AreaName 2 & String XiagZFR
RegionCode 2 2 String ot S
RegionCodeV3 2 2 String RS (V3hRA )
Support = =

AppldResponse

AppldEIALER

AT O3 : DescribeApplnfo

BFR whIFE FEFFNULL ESig)
TotalCount = = Int64
AppldList = = Array of Int64

InstanceDetailResponse

ELHNFIBRELESR

U251 : DescribelnstanceDetail, DescribelnstancesDetail

BR 3 FEFFNULL ESid)

TotalCount 2 5 Int64

InstancelList = S Array of InstanceDetall
Group
LEERYN

A0 ™ZO5 |8 : DescribeConsumerGroup

WS : BRmEmEX

iHEBAZ ( CKafka)

String NONEZMEARSZFHHIRTANEN\NCVM:STHFCVMEERY

fik
FEEKRAIFTEAppldiE

FHEEKAIApp [dFIZR

3%
FFERMHIThIEE

FFEFMRISONFIBYIE

6305 1 #327m
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O BASTCE MBI ( CKafka )

AR WAISE FEFNULL i R
GroupName 2 = String HEZFR
Filter

EESERE > EAEERNYERS , BTF&ETEESE, GIaLEEID. &R, KESE > * EFESA Filter B, Filter [BINXRBIES
( AND ) k&R, > *&R— Filter ZFEZ Values , [@— Filter T Values [BIfYXE NZtEE, ( OR ) K&K, >

AN T™2O5| A : DescribelnstanceDetail, DescribelnstancesDetail

B WhisE FEEFNULL E it faR
Name 2 & String BELENFER,
Values = & Array of String FERANLIEE,
InstanceTypeConfigDO
SCHHMEECEX SR
e TN : DescribeCkafkaTypeConfigs
EZ1 T WAIE FEVFNULL e i) RA
Type = = String BE
Desc = = String KRR
Bandwidth =2 FS Int64 s AN , BfIMbgs
DiskSize = & Int64 HWEXN , BUGB
Pid 2 B Int64 EERIMAIpiIdER
MaximumInstancePartition 2 & Int64 ZAMSH AR D X EE TR
MaximumInstanceTopic = B Int64 ZHAEET LAGIFRAY - RS 2 ECAR
TaskStatusResponse
ESKSRERISR

WENTEO3| A : DescribeTaskStatus

BFR WAISS FEFNULL E il A
Status 2 B Int64 ESIRA0 A1 K2 # T
Output 2 2 String WHEE
RS - B e EX 306 T0 #£327]



O BASTCE

DescribeClustersController

DescribeClustersController

WA T™EOSIA -

2R Wik FBEFNULL RE
Id = = Int64
Ip = = String
Epoch = = Int64
GroupOffsetPartition
BlREES XK

AN TEOS | - DescribeGroupOffsets

R Wk FRTFNULL 368
Partition = e Int64
Offset 2 B Int64
Metadata = = String
ErrorCode = = Int64
LogEndOffset = a Int64
Lag = = Int64

DescribeBrokersResponses

DescribeBrokersResponses

W T3]/ : DescribeBrokers

R WAISS SBIFNULL
TotalCount = &
Brokers = =5

AclResponse

ACLIR[AIZERE

AN T™EOS| A : DescribeACL

WS : BRmEmEX

TR
topic A partitionId

consumer 1232HY offset \[&

iHEBAZ ( CKafka)

IS HBEIREEA | 8\ metadata fEAEH , BAI—RATFREH

HIRAD
7] partition ExFAY offset

RHEBATHE N

Int64

Array of DescribeBrokerResponse

Brokers

6307 T #327m
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O BASTCE

BFR
TotalCount

AclList

Route

BRFRSLIARISR

WA T™EZMO2|H8 : DescribeRoute

&R i
AccessType =
Routeld j=3
VipType =
VipList =
Domain 2

DomainPort =

SoldOut

B8RS

#ANTEOSIA -

BR Wik
Cvm =
Acl
ACLRIZRL{K

SFNULL

iy

iy

iy

iy

alil

i

AN T™EOS|A : DescribeACL

% N

BIFNULL

WS : BRmEmEX

FEFNULL

iy

2l

Inte4

Int64

Int64

Array of
VipEntity

String

Int64

FIFNULL

=
=

ESa

iHEBAF ( CKafka)

St fEik
Int64 REFHREIRSRE
Array of Acl ACLFIZE

3%

SLIFEATIZCO © PLAINTEXT (BAX 5T | iIREHRAPEREMARKIEA
#BZF5)1 : SASL_PLAINTEXT ( B35 , MIEEIEF AT , RIBITSASL
HREREN , ERIRASFRF) 2 1 SSL ( SSLINEIE(S | IREHAFER
BIRRPALXIRAEDSHF ) 3 : SASL_SSL ( SSLINZE(E | EEuEH e, &
BEISASLIHEREN | (ERIRASHF )

BEEHID

VipRIZESEEY ( 1AMYTGW 2:EAtRZS 3:VPCRZE 4B =I5 (—R AT

EIPFIZE
3%
& port
i R
String falseEE2
)
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SR ik FYFNULL
ResourceType = &
ResourceName = &
Principal 2 2
Host =2 =2
Operation 2 &
PermissionType 2 &

UserResponse

FFIRESLA
AN TEOS| A : DescribeUser

BFR WAL

Users =2

TotalCount =
InstanceConfigDO
SRR

#HAN O3] A : DescribelnstanceAttributes

SR
AutoCreateTopicsEnable
DefaultNumPartitions

DefaultReplicationFactor

Price

HEMISLK
W T3] A : DescribeCkafkaZone

WS : BRmEmEX

b
&3

Int64

String

String

String

Int64

Int64

AIFNULL

=
E=

@
[}

iHEBAZ ( CKafka)

fik

AcliZiR3EES , (0:UNKNOWN , 1:ANY , 2:TOPIC , 3:GROUP ,
4:CLUSTER , 5:TRANSACTIONAL_ID ) 2351RETOPIC,

BIRBAFR , FresourceTypetEXilHresourceType ATOPICHY , NIZFERZFE
TRtopicBFR , HresourceTypeIGROUPHT , iZFERZFgroupZ R

BF5ISE |, BRiARUser:* |, B TusergBal LABE , MaiER ReE2EP%)
=HhEEER

NS , FHahostEBETLIEE] , ZBickafkatszizhost)y , (BREEFF
JEkafkafF= RS EESF

AcliBfEFZL(0:UNKNOWN , 1:ANY , 2:ALL, 3:READ , 4:WRITE ,
5:CREATE , 6:DELETE , 7:ALTER , 8:DESCRIBE , 9:CLUSTER_ACTION ,
10:DESCRIBE_CONFIGS , 11:ALTER_CONFIGS , 12:IDEMPOTEN_WRITE)

FUPRZEEY(0:UNKNOWN , 1:ANY , 2:DENY , 3:ALLOW)

KR R
Array of User ME&MHIARIER
Int64 FERMIS AP
FEFFNULL St 10
& Bool EABeIEER
= Int64 SEE
ES Int64 EUARISHIFactor
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BFR
RealTotalCost

TotalCost

ConsumerGroupTopic

IHEREFINR

AN T™ZO5 |8 : DescribeConsumerGroup

g N
Topicld

TopicName

ConsumerRecord

HEICR

AIFNULL

Pz
[=]

=
A

FeIFNULL

=

Py
[}

Pk
fi2

Float

Float

b
&3

String

String

iHEBAZ ( CKafka)

3%
0

R

FERRID

ERBZFR

HUNTEEOS|A : FetchMessageByOffset, FetchMessagelistByOffset, FetchMessagelListByTimestamp

BR

Topic
Partition
Offset

Key

Value
Timestamp

Headers

Config

BRECENTR

Whisk

=
E=
=
E

=
=

117 7 R 17

iy

AN T™ZOS |8 : DescribeTopicAttributes, DescribeTopicDetail

% vils

Retention

MinInsyncReplicas

WS : BRmEmEX

=
=

=
E

=
=

FOEFNULL it
& String
= Uint64
& Uint64
2 String
2 String
2 Uint64
2 String
FEEFNULL (8 fiA
Inte4  HELREBHTE)
Inted  SNEFEHE

=
=

A
FEE
Xid
=
iBRkey
jBERvalue
R AT AR,

igiBheaders
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2R Wik IFNULL
CleanUpPolicy 2 2
SegmentMs = =
UncleanLeaderElectionEnable 2 =
SegmentBytes = =
MaxMessageBytes = =

RouteResponse

BHERRERIS

#WEI O3 : DescribeRoute
B WAIE FEFFNULL
Routers B =

Connector

SRR

e T4EO3 (A : DescribeConnector
AR W%k FSIFNULL 383
Connectorld =2 & String
Name = ) String
Type = = String
ConnectorClass 2 B String
SourceRegion = 5 String
Source = a String
SinkRegion = = String
Sink P B String
Status = B String

WS : BRmEmEX

iHEBAF ( CKafka)

ESid) A
HESEEL , BUA delete, delete : HEIR(RFATEMMER ;
String  compact : B key [E4E ; compact, delete : &% key
[E4E B R EMER.
Int64 Segment 43 FiREIAYATES
Int64 0% false, 13R7x true,
Int64 Segment 73 FRFIIFET %
Int64 BABEEFHE
et TR
Array of Route EHBESIE
fEA
connectorld,
connector &R,

connector 28, source : EAZUEZ Kafka ; sink : 15#dEM Kafka &
H.

FUTZ(ESEH class BR.

TRRRTE b,

TR,

B RYRTTE b,

=]jichil

connector HEPAZ. ZREERE—EAER , (ESIREIEY
GetConnectorStatus %M 3XEl. UNASSIGNED : {E551AKDEe ;

RUNNING : connector IE#Eiz{T ; PAUSED : connector B4 ;
FAILED : {E£35< ; DESTROYED : {F53455%,
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BFR W%
Description =
CreateTime =
UpdateTime =
User
FPLR

FBEFNULL
2
=2

=
=

WA T™EOS|A : DescribeUser

BFR
Userld
Name
CreateTime

UpdateTime

St %

String ~ connector HEAEE.

String BRI,

String  {E2XATEL.

DescribeClustersResponse

DescribeClustersResponse

WA EOSIA -
BFR
Clusterld
Zoneld
Type
Flag
TypeDescriptor
BindAppld
Status
Controller
ClusterName

Ips

WS : BRmEmEX

DescribeClustersController

FEFFNULL

=

B

a

B
FEFFNULL St
& Int64
S Int64
&= Int64
S Int64
= String
B Int64
= String
=
= String
= String

s
Int64
String
Datetime

Datetime

iHEBAZ ( CKafka)

55
FAFid
FBR&ETR
BlEEAT(A]

e (A)

fEk

Clusterld
Zoneld

Type

Flag
TypeDescriptor
BindAppld
Status
Controller
ClusterName

Ips
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Assighment

TFEE D ECAIZEZEERT partition 58

WA T™03|F : DescribeGrouplnfo

BIR Wik FBEFNULL ESisl ik

Version 2 & Int64 assingmenthii A2

Topics 2 2 Array of GroupInfoTopics topic{EE%IZ&
PriceDetail

INMBIFE

#WaN TS| A : DescribeCkafkaPrice

BR DA FE¥FNULL KA T
SinglePrice = & Int64 B
UsedAmount 2 S Int64 ERHE
Cost 2 S Int64 Te#k

InstanceAttributesResponse

SLHIBMHEREIERISR

AN T™EOS| A : DescribelnstanceAttributes

BR Wik SRFNULL 2R3 fER

Instanceld P = String SLAHIID

InstanceName = & String S FR

VipList 2 £ Array of VipEntity A VIP FIXK(EE

Vip = S String AP

Vport 2 B String ElimO

Status = a Int64 SEHIRPRTS, 0@ B, 15179, 2 : MikR
Bandwidth 2 i Int64 LIRSS |, BRfSL : Mbps
DiskSize 2 & Int64 SCRITFRE AN | BT @ GB
Zoneld = S Int64 ATAX

Vpcld 2 = String VPCHY ID , ATFEEMMLE

WS : BRmEmEX %313 T #327]
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BFR ik ARIFENULL it
Subnetld = =5 String
Healthy = B Int64
HealthyMessage = B String
CreateTime = F Uint64
MsgRetentionTime = = Int64
Config 2 &= InstanceConfigDO
RemainderPartitions = = Int64
RemainderTopics =2 & Int64
CreatedPartitions p= B Int64
CreatedTopics = 5 Int64
Tags = = Array of Tag
ExpireTime = = Uint64
Zonelds = = Array of Int64
Version 2 2 String
MaxGroupNum = = Int64
Cvm 2 2 Int64
CpuArch & & Int64
Clusterld S 2 Int64
ClusterName & = String
PayMode B e Int64

GroupOffsetTopic

HEBSEETESR

a3 | : DescribeGroupOffsets
SR Wi SUFNULL B
Topic p=3 a String
Partitions = = Array of GroupOffsetPartition

WS : BRmEmEX

iHEBAF ( CKafka)

TR

FM D, ATRRENLE

IHERAS, 1: @R, 2. 5%, 3 . BE
IHERER  SRISRTHEFNRE , FAKEN256
BIIEERTIE]

HEMRIFETE), BB Fh

BshelE Topic BB , E2FRAT , WERFAFEED
ellf

TR XL
FIREIZEEAEL
HRIEIE S XE
LRI EREL
aRor el

IS EARE)
ErAK
kafkahRAME 2
BRADEE
Sl

EERHAY CPU 2844, 1:x86; 2:arm; IZ{ARCEeaRE |, fl :
3 Tl 0011 , /7= x86. arm ;ESLEH

SLIRRTESERAYId
SLBIRFEEEREFAIRTR

B, -LAMTERSLGIEIA) 5 0S(J28Lh ; Linfd#s
LA

N
H.|.
o
&
X
&
mm

FENITEA— json object
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InstanceResponse

REAILHMRSREILER

AN TEOS| /A : Describelnstances

BFR DAy
InstancelList 2
TotalCount =

FIFNULL it
2 Array of Instance
= Int64

InstanceTypeConfigResponse

SRENSL BB ECEIR AR

#Han~EAS|F : DescribeCkafkaTypeConfigs

g N
InstanceTypeConfigSet
MaximumTopicPartition

MaximumInstanceConsumerGroup

VipEntity

FEHAIPSLiA

iHEBAF ( CKafka)

3%
FFERMHITHIZIZR

FEFMNEREE

AUFNULL 28 TR
2 2 Array of InstanceTypeConfigDO LHHWEE B ERES
=z = Int64 BRATESX
= = Int64 RALHEZRAE

AN TEOS| A : DescribelnstanceAttributes, DescribelnstanceDetail, DescribelnstancesDetail, DescribeRoute

SR Wi
Vip =
Vport <3

TopicResult

#Zr—iREIRYTopicResponse

#HanT~EO5 | : DescribeTopic

BFR WAsE
TopicList =
TotalCount =

WS : BRmEmEX

FEEFNULL St
) String
B String

FEFNULL ESid)

= Array of Topic

2 Int64

fk

REUIP

R
fik
ERENEREEFIZR

FFASLIHRY topic 2
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ConnectorStatus
REEUER S ESINSIRERTS
AN T™EOS| A : DescribeConnectorStatus

BFR Wk RIEENULL R HEA

connector JRZ&. UNASSIGNED : {E&Z1Ak45HEE ; RUNNING : connector IFfEIEST ;

= a i
State = = String PAUSED : connector B&E1E ; FAILED : {£555K0 ; DESTROYED : {£55455%.
Type 2 & String ~ connector 258! , & source 0 sink FIFPSEEL,
PriceResponse
MBIREILER

e TS| A : DescribeCkafkaPrice

BR Wik FEFFNULL ESid] fk

Price = & Int64 Mg

PartDetail = S PartDetail HRFRE
HasUserPrice = P Bool EEAPNE
TotalCost 2 & Int64 B
Currency =2 & String <l

TimeUnit 2 B String [ELn R =Y
TimeSpan = & Int64 T ERAYRTTEI AN
GoodsNum = ) Int64 BIRSLBINEL
FromType 2 & Int64 i)

Pid =2 & Int64 pid
RealTotalCost 2 S Int64 HiLEeE
ProductCode = = String TR
SubProductCode 2 & String FreRns
Policy 2 B Float L=
PolicyDetail P & PolicyDetail REFIE
UnitPrice 2 & Int64 B

Tag

WIS : B emEX %316 1 #327m
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SLHRFBEPRITRENIR

AN T™EOS| A : DescribelnstanceAttributes, DescribelnstanceDetail.,

% N
TagKey

TagValue

ConsumerGroupResponse

HZR IR BIARSLR

#Han O3S : DescribeConsumerGroup

2R

TotalCount

TopicList

Grouplist
TotalPartition
PartitionListForMonitor
TotalTopic
TopicListForMonitor

GrouplListForMonitor

TopicPartitionDO

PXIFE

WANT™20O3 | : DescribeTopicAttributes

BR
Partition
LeaderStatus
IsrNum

ReplicaNum

GroupInfoMember

WS : BRmEmEX

=
=
=
=
=
=
=
E
=
=
=
E
=
=

=
E=

=

E

=
E=

=
E

=
E=

ABEFNULL
=
[ )
=
[}
ABEFNULL
=~
[ )
=
2
=
2
=
2
=
AFNULL
=
Pz
=
@
[ )
-~
=

s

String

String
Inte4

Array of ConsumerGroupTopic
Array of ConsumerGroup
Int64

Array of Partition

Int64

Array of ConsumerGroupTopic

Array of Group

iHEBAF ( CKafka)

DescribelnstancesDetail

stk
FrasHokey

IRERYE

A
FERMAIHERELHE
ERTFIFR

HER D AList
FrEsXEE
RS X%
FRASE

Wi ERRS IR
IR

R

Partition ID
Leader iIzfTIRTS
ISR MY

BIANE
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consumer{s &

WA~ 20O3|F : DescribeGrouplnfo

iHEBAF ( CKafka)

B WAsE AFNULL Sl )
Memberld 2 & String coordinator EESEPHIEEEE ERMAIE— ID
Clientld s &= String ZPE#EE SDK H2IRER clientid 58
ClientHost 2 & String —RRTFE= AT IP ik
Assignment 2 & Assignment FEEDIAIZEEEN partition (58
PriceObject
X=SES

W T3] : DescribeCkafkaPrice

2R Wi FEEFNULL ESi
Pid p=3 = String
Price = = Int64
Value = & Int64
PriceModel = 5 String
PriceDetail = = Array of PriceDetail
TotalCost = 5 Int64
BillingltemCode = = String
SubBillingltemCode = = String
RealTotalCost = = Float
Policy = = Float
PolicyDetail = = PolicyDetail
ConsumerGroup
FAF4ASCiR
#Han~EA5|F : DescribeConsumerGroup
BR whIFE FEFFNULL ESid)
ConsumerGroupName = =5 String

WS : BRmEmEX

fstEl
MsiFBEE
ISHEE
TREAFCAD
FIKEA{CES
RNSYEZ
a3

YSESES ]

%

FFEZR
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iHEBAZ ( CKafka)

AR Wik FEFNULL it iR
SubscribedInfo 2 &= Array of SubscribedInfo 1T RS ESLIR
DescribeGroup
DescribeGroupiR[E|SL{K
e TEOS | : DescribeGroup
BIR W43 FREFNULL SRy A
Group 2 £ String groupld
Protocol = & String iZ group fFRAGTMNYL,
OperateResponseData

B FRENREIRIDataity

HWUNT™EEOS|A : CreateAcl, CreateConnector, CreatePartition, CreateRoute, CreateTopiclpWhiteList, CreateUser,
DeleteAcl, DeleteConnector, DeleteRoute, DeleteTopic. DeleteTopiclpWhiteList, DeleteUser, ModifyGroupOffsets,
ModifylnstanceAttributes, ModifyPassword, ModifyResourceTce, ModifyTopicAttributes, PauseConnector,

ResumeConnector
EZ2T WhlsE FEFNULL
Flowld 2 =

CreatelnstancePreResponse

BUEFI 2R SLHIR B

HanT™EOSIA -

BFR WASE FeEFNULL i

ReturnCode =2 5 String

ReturnMessage = = String

Data = = CreatelnstancePreData
GroupOffsetResponse
AR RS

WA T™2O3|F : DescribeGroupOffsets

WS : BRmEmEX

eS| A
Int64 FlowId
EEPU

REAYcode , OMIEE , FJEOEEIR
BIEE

EFELREIRYDataZidz
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g iis LZ‘\LE ﬁ‘,ﬁN ULL
TotalCount 2 &
TopicList = z

CreatelnstancePreData

BlETT i OIREIRIData
#ANTEOSIA -

B Wik IEFENULL
Flowld = =
DealNames = 2
PartitionOffset
o XFOIFE

B0 T™ZOS | : DescribeConsumerGroup

AR WAl
Partition =
Offset =2
Topic
RERItopicids:

#Wan O35 : DescribeTopic

R Witk
Topicld =
TopicName Z
Note =

TopicDetailResponse

WS : BRmEmEX

iHEBAZ ( CKafka)

il iR
Int64 AEETHRERY
Array of GroupOffsetTopic ZERHREAE , HhEPTTER— json object
ESit) A
Int64 CreatelnstancePreiR[EIEE N0 , A8e{EoCheckTaskStatusfI&EAZ M, R
BT R E SRS,
A f .
Mol yremepz

String

FREFNULL it A

2 String Partition, 50" 0"gk"1"

2 Int64 Offset, 45120100
FBEFNULL St A
S String FERIAYID
= String FRHIEFR
= String T
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FERAFEIREISLOR

AN~ 20O3|F : DescribeTopicDetail

iHEBAF ( CKafka)

2R Whisk AFNULL B it AR
TopicList g2 g2 Array of TopicDetail REINFRRFET IR
TotalCount = B Int64 REfUEERFENE
Con nectorResponse
ConnectonREIZRETS
AN T™EEOS|A : DescribeConnector
BR WAl FEFNULL - it G
TotalCount 2 & Int64 BN connector #(&,
ConnectorlList 2 2 Array of Connector HUERISESTIR.
GroupInfoResponse

GroupInfoiR EIZHRAISLIR

WA T™#0O3|F : DescribeGrouplnfo

BFR WiE FSIFENULL  3EEY

ErrorCode = = String

State = B String
ProtocolType 2 & String

Protocol = = String

Array of
Members = ®
= = GroupInfoMember

Group = = String

WS : BRmEmEX

fik
RS, IEE A0

group JRZEHIA ( EAIA Empty, Stable, Dead =#uik

&) : Dead : HEBSERFIEEMpty : HERSHE , LaKgEEHT
R ITEPreparingRebalance : jE#554E4F rebalance K7
CompletingRebalance : jEZ253B4bF rebalance R3S Stable :

HESEPZNEERECENAN |, OTFRERS

BB AIERAIIMCERE ERNEERE —MRI consumer {(BELL
RGeS T Bl kafka-connect ABRYFLE connect, R
BIVER consumer 1Y, ANEOAFNEERRISE S VAE
o, AeERETRIERRY partition B9 ECIER

iH#E partition DECEIEZENAIEUI T/ Ui (Kafka jE28& SDK
ERIARUIEIRIIA range) : range. roundrobin,  sticky

{¥= state 5 Stable B protocol_type /9 consumer B, %%
BAABEER

Kafka jHZ2534H
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CreateTcelnstanceResponse

CreateTcelnstance[a|£&

AN TEOS| /A : CreatelnstanceTce

% N
Flowld

Resourcelds

TopicDetail

ERFIE

WAk FEFFNULL
= a
= =

#WHNTEOS A - DescribeTopicDetail

BR Wik FEFFNULL ESis)
TopicName = iy String
Topicld = B String
PartitionNum 2 = Int64
ReplicaNum = B Int64
Note = = String
CreateTime = B Int64
EnableWhitelList = = Bool
IpWhiteListCount = & Int64
ForwardCosBucket = = String
ForwardStatus 2 & Int64
ForwardInterval 5B = Int64
Config =2 =2 Config

AppldIsVipResponse

RAEAREFERER

W0 T#EOS A : DescribeAppldIsVip
SR Wik FEEFNULL RE
VipFlag = = Int64

WS : BRmEmEX

iHEBAZ ( CKafka)

S U
Int64 flowld

Array of String instanceld#{¢H

iR

FERREFR

F/ID

DXE

BIAEY

/T

BlEEATIE]

REFBIpENEEER | trueRTFE |, falseRRAFE
ipA& Eip N

¥R cos bucket: #77E|cos Abucketithilt
RSN cos K& . 1 FHBEIESD , 0 FREIEEN
HuEE (D ElcosHIEIHRIRER

BREE
%
0FRTVINER 1 RAEF
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BFR WAISE

i

InternalApp

@
(=)

FIFNULL

ModifyInstanceAttributesConfig

EEhIBEMAYECE ISR

WA O3 : ModifylnstanceAttributes

iHEBAZ ( CKafka)

3%

Int64 0: BRANBRER, 1EFFAEER

BR e AIFNULL 2R i)
AutoCreateTopicEnable & S Bool Bt true XIS | false BRAFFE
DefaultNumPartitions - = Int6a Ejﬁj Zzl]j%auto.create.topic.enabIei’i%?:‘ltruei’x‘ﬁiﬁ%ﬁﬁﬂaL ,
IANRE N3
DefaultReplicationFactor & B Int64 i/z‘g?)’(auto.create.topic.enabIeiﬁ%?ﬂtrueiﬁﬁ?‘éi‘éiﬁ{ﬁﬂa‘%ﬁ}dﬁ%
DescribeBrokerResponse
DescribeBrokerResponse
#WEIT™EOS A - DescribeBrokers
B WA FEFNULL B yiv AR
Clusterld = &= Int64 Clusterld
Zoneld = = Int64 Zoneld
ClusterName =2 = String ClusterName
Brokerlp = = String Brokerlp
Brokerld =2 & Int64 Brokerld
MaxNetworkFlow = = Uint64 MaxNetworkFlow
MaxDiskSpace =2 & Uint64 MaxDiskSpace
MinPort = = Uint64 MinPort
MaxPort = 5 Uinte4 MaxPort
AvailableNetworkFlow = &= Uint64 AvailableNetworkFlow
AvailableDiskSpace = &= Uint64 AvailableDiskSpace

ConnectorConfigsResponse

WS : BRmEmEX
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Connectorfit B B35

#HaN O35 : DescribeConnectorConfigs

iHEBAZ ( CKafka)

B Wik FEFFNULL 2R3 535
ConnectorClass 2 & String  HUTIZIESHY class BFR.
Destlnstance g2 & String BRILHIZFR,
TopicConfig 2 ES String FERE.
ConnectorVersion = B String connector g7,
SrcInstance = B String RS,
OffsetReset 2 & String  {ESELEATRR offset IRE
SourceBroker = & String  JRSCHIAE broker HEtEFIRO.,
KeepPartition = = Bool leiﬁﬂit_cgc Y partition HERGERFF—EL. true : RISF—E;
Name =2 & String connector Z#R.
AutoCreate 2 & Bool ERFREEFEMEE, true RS | false RRAFE,
Error
RERSHRER
wANTEEOSIA -
ZFR A% FEEFNULL it N
Code 2 S String iR
Message b~ B String HIREE
InstanceDeleteResponse
BRSCHIR [EHESS
WA T#ENO3|A : Deletelnstance
R Whi%E FEEFNULL il R
Flowld = = Int64 BRSEAR EIAYESSI

WS : BRmEmEX
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HIRhS

ERITEFHYE): 2025-10-20 17:05:55

IRV

iHEBAF ( CKafka)

SNRREIEERHPTFE Error B2, MIRER APLEROKN. Fia0

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

}

}
}

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error Y Code FRHIRAS , Message FRNZIBRAIEAEE.

HIRIDYIZR

/A\E

HIRAD
AuthFailure.InvalidSecretld

AuthFailure. MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

WS : BRmEmEX

=l
ZIRIEE (A2 API BHE3EAY ) |
MFA $&i%,

B FE. BEEHENEZRESCHRMREESER | ISIER | BEEERES
BEIFH  TERIREMEETE.

ERTH. Timestamp MIRSBIRAGEMEENMEGBIODH , IBRERINERENER
BEL.

B SEUEER  AYRBEAANPRROLICEEES Z I EITRE.
token &R,

Bk CAM =L,

DryRun #F , RRIBERESEMINA . RESET DryRun 24,

S S

REBFEIR.

EORNFE.

SHGEIR.

SR EEIR.
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HIRD

LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

A BFEIRED

HiRAD

FailedOperation.TradeFailed

ResourceUnavailable

InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction

InvalidParameterValue.InstanceNotExist

izl

B ECRPRH].
BROSEGER.
EOMARFE.
IERAVREGET T SRERPRHE
RiRH G .
BB E.
BIRMFE.
BIRAET A,
RIRBUEL(E.
RASHGER.

SIS TN

iHEBAZ ( CKafka)

http(s)IEXRIMXIEIR , R3ZHF GET #1 POST 153K,

EORSHSATEhEL,

InvalidParameterValue.SubnetNotBelongToZone

InvalidParameterValue.VpcldInvalid

InvalidParameterValue.ZoneNotSupport

InvalidParameterValue.NotAllowedEmpty

InternalError

UnsupportedOperation.BatchDellnstanceLimit

UnsupportedOperation.OssReject

InvalidParameter

WS : BRmEmEX

538
AR R EROKY
RIRAAT A,
EFEEESH.
ActionS#EVERIR.
SEHIAFE.
FMARETFzone
Fox489 Vpce Id
ZOne R HF
SBHARIFAZ,
REBIEIR.

S EMIBRSLBIRRS
OssIE4EIZIRIE

SEEIR.
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fEIRID 1B
UnauthorizedOperation RIZRURLE,
InvalidParameterValue.SubnetldInvalid TG FRid

WS : BRmEmEX 28327 W #327]
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