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TR
HtE BTN (MB/s) E4 PartitionfIg (1)
AR 40 60
ARAERY 100 100
BHNE 150 225
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SMEL4 900 700
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Evhi
S IE{EFEEMER (MB/s) E4 PartitionfIg (1)
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120 < x< 180 1200
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S]]
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x = 2800 5500
x > 3200 6000
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1. &5 CKafka =518,

2. 7ESLBIBIZRTT | BRENIBUERSFRISCAEIRY ID/BFR" , BENSLAHFBER.
3. TESLHIFIER |, B TUmEIRARR Topic B | BAEHTEE.

4. TE4wiE Topic O , iEED REFIRIAHEFER.

o ZFR : Topic &R , MAELEEN , EMRELAEFE. HF. T&E. """,

o DXE  —MIE LS XAMES , —1 Topic AILIBE—NEE S Partition , CKafka LA Partition {E0 ELEa iz,

o EIAZ : Partition BIEIA N , FBFREE Partition ERTA , AMREHIET RN | HRIASHFEIZREREIA Topic , BIAFFE2EIA.
BIASbES RN, AIINZFEIET 1A Topic, 60D, 240EIA , BBADKEE—HLEATL* 6 *2 = 129,

s HER : FEAREE , REARHETH IP AHHEIZ Topic , BMRESIERS ( 1E#E Topic Fl4RiE Topic RERILIFFEEE
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BIEn=

ZESLA Java BFImABIESEERVPCREZNEES!I CKaftka FKIRIHR.

HitlE == Finis2% SDKIMH.

AR

o &1 .88 LA EhRAS JDK
o 4L 5ail RRA Maven
e & Demo

BIFLR

HB— : 7H™h0 Java #KEtEE
£ pom.xml HZRANLATKER,

<dependency>
<groupld>org.apache.kafka</groupld >
<artifactld > kafka-clients </artifactld >
<version>0.10.2.2</version>
</dependency>

TR EREKE
1. CIEEHEBNG CKafkaFe &S24 kafka.properties,

## ECERANNE | EH SRISEAIFBREREAN TS TURRAINE SIS H].
bootstrap.servers =ckafka-XxXxxxXXxxXxXxxxxx

## BeETopic , 7EfEHIE LtopicBEEREER.

topic=XXX

## EEEConsumer Group , EEILIEENIRE
group.id=XXX

24 iRE
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24 15288
BN | RS SRISSOF BRI TR MBIIS .

&

bootstrap.servers

topicZFR , BRILATEREHIS Ltopic EEESH.

5
topic
group.id AL ABENIRE , demoizfTRIhfRRILATE Consumer Group WEIEZNZHEEE,

2. BlEEEL B INEFER CKafkaConfigurerjava,

public class CKafkaConfigurer {
private static Properties properties;

public synchronized static Properties getCKafkaProperties() {
if (null = properties) {

return properties;

}

/BREXECE M {kafka.propertiesfIRE.

Properties kafkaProperties = new Properties();

try {
kafkaProperties.load(CKafkaProducerDemo.class.getClassLoader().getResourceAsStream("kafka.properties"));
} catch (Exception e) {
System.out.printin("getCKafkaProperties error");

}

properties = kafkaProperties;

return kafkaProperties;

}

}

PE= . BEEHR
1. ‘REEFHEER CKafkaProducerDemo java,
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public class CKafkaProducerDemo {

public static void main(String args[]) {

//hn#kkafka.properties,
Properties kafkaProperties = CKafkaConfigurer.getCKafkaProperties();

Properties properties = new Properties();
/REEANR | BETEHSRBT R TopicAEA R,
properties.put(ProducerConfig.BOOTSTRAP_SERVERS_CONFIG, kafkaProperties.getProperty("bootstrap.servers"));

//iBEBAFIKafkahRiBERRIFFILE R, hkdemo ERRIZEStringSerializer,
properties.put(ProducerConfig.KEY_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");
properties.put(ProducerConfig.VALUE_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");
/[TERAIRASEASATA,
properties.put(ProducerConfig.MAX_BLOCK_MS_CONFIG, 30 * 1000);
/REEFimREEIRIREL.
properties.put(ProducerConfig.RETRIES_CONFIG, 5);
/REEFimREREIEE.
properties.put(ProducerConfig.RECONNECT_BACKOFF_MS_CONFIG, 3000);
//¥3i&Produceriig,

KafkaProducer<String, String> producer = new KafkaProducer<>(properties);

/HFE—NHEBAFIKafkahiiHR.
String topic = kafkaProperties.getProperty("topic"); //iHEFrEH Topic , IBTERHIERIEZE , EEMEXE,
String value = "this is ckafka msg value"; //iIBEAIAE.

try {

//HEEIRENFutureXI A LUINRIEE, (BiER, #IERELK.
List<Future<RecordMetadata> > futurelList = new ArrayList<>(128);

for (inti=0;i < 10; i++) {

/IRIERR , FERE— " FutureXI%,

ProducerRecord <String, String> kafkaMsg = new ProducerRecord < > (topic,
value + ": " +i);

Future<RecordMetadata> metadataFuture = producer.send(kafkaMsg);
futureList.add(metadataFuture);

}

producer.flush();

for (Future<RecordMetadata> future : futureList) {
//BE5REFuturexIRAIER,

RecordMetadata recordMetadata = future.get();
System.out.printIn("produce send ok: " + recordMetadata.toString());
}

} catch (Exception e) {

/IEFIRRBERZE , RARERN | WSERXIEER.
System.out.printIn("error occurred”);

}

}

}

2. f@iFFiz1T CKafkaProducerDemo.java KX HEE.
3. IB1THER.
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Produce ok:ckafka-topic-demo-0@198
Produce ok:ckafka-topic-demo-0@199

4. 7£ CKafka #=HIEH9 topic MM , HEEXIRA topic , mEES>HEER , BEENINIREES.

$BN : HEHR

1. glEConsumer iTJHEFER CKafkaConsumerDemo.java,

public class CKafkaConsumerDemo {

public static void main(String argsl]) {
//hN&Ekafka.properties,
Properties kafkaProperties = CKafkaConfigurer.getCKafkaProperties();

Properties props = new Properties();

/MREENR , BEEH QIRBXI N TopicAHEANR.
props.put(ProducerConfig.BOOTSTRAP_SERVERS_CONFIG, kafkaProperties.getProperty("bootstrap.servers"));
//FEIRPollZ BRI ER K e HFIEIRR.

/[EEEETZEIEREOH , REHAMBEELCTIFFERTS | RSHEEZEE M Consumer GroupiZfriit/ZRebalance ,
2KIA30s,

props.put(ConsumerConfig.SESSION_TIMEOUT_MS_CONFIG, 30000);

//BIRPOIIRIGRKREIE,

/ER%EREBIGKK |, SNRPolXZEUE | MABEE NXPollZENEZ T , MEfA—RAESE , FERI.
props.put(ConsumerConfig.MAX_POLL_RECORDS_CONFIG, 30);

/BRI FFUETTEC.

props.put(ConsumerConfig.KEY_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");
props.put(ConsumerConfig.VALUE_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");

//BTE—MERGHELS , SREHEER.

props.put(ConsumerConfig. GROUP_ID_CONFIG, kafkaProperties.getProperty("group.id"));
/FTEHENSR , BRI —NEZELA,

KafkaConsumer<String, String> consumer = new KafkaConsumer<>(props);

/[EEEERETFENTopic , LTS,

//ANSRGROUP_ID_CONFIGE—#* , MITEA TopictBE IR E R —HF.

List<String> subscribedTopics = new ArrayList<>();

//ANREETFZ Mopic , MIEXEFRILHZEEI,

/18 TopicR B HI At ToIE.

String topicStr = kafkaProperties.getProperty("topic");

String[] topics = topicStr.split(",");

for (String topic : topics) {

subscribedTopics.add(topic.trim());

}

consumer.subscribe(subscribedTopics);

//TERNEERE.

while (true) {

try {

ConsumerRecords<String, String> records = consumer.poll(1000);

/1IRFE IR POl Z B2 SeiX LR, BRI ASBId SESSION_TIMEOUT_MS_CONFIG,
/BT — P ERZETREEER | AEFLRREIER,

for (ConsumerRecord <String, String> record : records) {

System.out.printin(
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String.format("Consume partition:%d offset:%d", record.partition(), record.offset()));

}

} catch (Exception e) {

System.out.printIn("consumer error!");

}

}

}

}
2. fRiFFHE TCKafkaConsumerDemo java HZEHE.
3.

BITER.

Consume partition:0 offset:298
Consume partition:0 offset:299

4. 7£ CKafka #Z=HlEAIConsumer GroupITE , S MANHEIARTR , AEEEFREA topic BIR , MEEEFE , BEEHEFIFR.
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iz{TkaftkaZ i

BRITEHTAYE: 2025-02-18 16:02:00

BIEm=

ZESIBSEEME CKafka fRSSE |, #A Kafka APL, EBIN=E£RMEXRSEE HERE CKafka RIBE , A TFEHFHRE Katka TR
& , 737 Kafka APIL 3Tk,

BIFSE
$EEL : T4 JIDK R
1. 108 Java 8,
A &g, PUTAI T E< -
java -version
SNSRI Java MRAS |, BiHA Java AT ; MNRIRERE Java |, 1§ %% Java REFFREM (JDK)

2. i&i Java ﬂ;ﬁo
IRE JAVA_HOME INEETE , FHEMEWIEE ERY Java ©xBR. LA Java JDK 1.8.0_20 MRAAf) , FERFRIMLINT :

BFRS o]

Windows Set the environment variable JAVA_HOME to
C:\Program Files\Java\jdkjdk1.8.0\_20

Linux export JAVA_HOME=/usr/local/java-current

Mac OSX export JAVA_HOME=/Library/Java/Home

1§ Java fmiEssttb bR INE R FEREZ T

RS et

Windows = FER";,C:\Program Files\Java\jdk1.8.0\_20\bin";FINEIR S E"Path"HIKE
Linux export PATH=$PATH:$JAVA_HOME/bin/

Mac OSX not required

R LEREIRY java -version #p<$IIE Java TEE,

FB2 . T# Katka TEE
TEHMEE Kafka 226, ( Kafka 20 EM FEHBIE> > )

3 . Kafka API Uiz

WS : BRmEmEX 524 T $328T
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B CL apSAEFFIiHEHER , =2 /bin BRT.
1L THRIREEERE.

bash kafka-console-consumer.sh --bootstrap-server XXXX:port --topic XXXX --consumer.config ../config/consumer.prop
erties

o & XXXX:port EigpkVPCRLHIEANEHZ Sim O , EEHEEAIFEERE (EATGI] EHRIREL.

o topic : 5 XXXXEiaptopicEFR , TizHla [topicEE] TTMEIREL.
2. BIMF—MERHEOBSETE,

bash kafka-console-producer.sh --broker-list XXXX:port --topic XXXX --producer.config ../config/producer.properties

o & XXXX:port EifpkVPCRLIHIEANES Sim , TEEHELEFERE EASGR] EHIRE,

o topic : 1§ XXXX&HptopicEfR , TEEHG [topicEE] TUEmIREL.

MNHERSZEEEE , PTERESHRD L FRKEHEE.
E£rEER

3. £ CKafka IHIGHEERTE , EININIZEREERE.

HEFEWT -
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#R{EISrg

LIS

Bl

=ITEHTHYE): 2025-02-18 16:02:00

BEr=
ZIESIESEEIY CKafka 1% & BIEESLBIF Topic , tRIE T## CKafka =6 SIRIERIE,

1. &R CKafka 48,
2. EEMSivERE [SEBIR] | Bt [FE] HALHIBIR,
3. TEELBIMSER |, RIERSSERIEREWER.

o ITEEER
o FERANIE
o HEMRE
o FAEMLE :
o SLHIEFR

BFERERETEE

REEETH MRS EEENNNES,

SEEE 24 ~ 2160 /i, EHIEEEARR (BIHEKALIEZI0% ) B , HEAMBRIBRTER | LISRIRS B,
ERFBEENEMMIENEETSE N EREE IR AN,

iHEBAF ( CKafka)

WSEZANSEBIRY | SRRl SLhE RS F EMA FLAREERIAIIRE. BMNRMEEE N EEEnEais Rl Hna.

4. B [SZBWE] | SeREhielE.
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WEES A R B EE R HaD

BRITEHTAYE: 2025-02-18 16:02:00

BIEn=
fEelEZ M CKafkasLflidizgeh , INRIEFLELAIZIRES—ERIRNYE | BANRAHMECIEIEREF BT IR LAR SRR

88 , 1S LUBIY WLl APL a5 =(SCHL,

o [EEEFEIIFR  RWIZMIBER MEESLAIZTR , BUAER BRI L= Skir& SN CKafkasefl ( Fian
ckafkal, ckafka2, ckafka3 ...... ) o

o e -
o IEERMERE : ERTHEECE n NLHPFHEELAIZFRFEERFSERFSM x FRIRBEIERT ( filgNckafka3. ckafka4.
ckafkab...... ).

o IEEZMEH | BRTHELE n MM RIBREE M EISIYEERSHISEHISFRET (flackafka3-bigl0-test, ckafkad-
bigll-test. ckafka5-bigl2-test......) .

RELR

ERS=aAF

AL EMSCAISLAIR B NRISER |, (XFSatEaIsLH&FR.
R

BURRIIRISEHIRARF SN ITHAEE | BASESETIRRIFS.

A TFRELUEIEE 7 3 CKafkasLffl , HEEAAISFIEHFRA “ckafka+ 2" ( BILEF#RA ckafkal. ckafka2 1 ckafka3 ) Joff.
WISETHR(E

1. SEABELFNMWSE3NES) , FAAEMSIIRLL RIS + 7S AR MNIESLEIETR , AMSGSEFIRFRMES ckafka . WITFERR

2. (RIETERTNE SR | Feplisfd.

API #4E 7= API [ModifyInstanceAttributes] & , {ZEBHEXFER :

SCHIZFR 95 InstanceName FEEES ckafka .

T

RSSO BN SR RIS SRS, SO ERR SES Mt | ERBRAIETRY , WRIETRER
(TRE, EREBORE | RY) , x RREASPIETOERFS , RS TSR fEa.

g S

IUTRELUEREECIZEINELA , BISELAIRIFSM3FFIREE ol
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WSETTRAE

1. 2% QEEsLfl WL , HEWITLL RIS HEEERBRX NS BMNIESLHIEFR , BGLAIEFRIESH ckafka{R:3} . I0TE
Fs -

2. RIETUEIRNESIRIE | Frepksfd.
API#4E 7= API [ModifyInstanceAttributes] 1 , IRBHEXFER :
SCHIBFR ¥ InstanceName FE&ISES ckafka{R:3} .

BES MR

IATERELUGHEERIE3INELA |, FHELEERSLHIBFRAE ckafka, big #1 test Big% , B ckafka 0 big BIZREE®FS , FSo5IM13
027 oaiEEE ( BPSCIRFRA ckafkal3-big2-test, ckafkal4d-big3-test, ckafkal5-big4d-test) Joffl,

WOSETUR(E

1. 2% [GIEEsLfl] WT3ELB , FFWSLIL* Figk + 1B B R} -BISR + FE BRIV B R -AIER I B MNBES SLAIZFR | RIEsC
BIBFRESA ckafka{R:13}-big{R:2}-test , fITFEF: :

2. (RETREHETNER SR | Frepsfd.

API #{E 7£= API [ModifyInstanceAttributes] & , IREHRFFER :

SEAIBFR - 45 InstanceName ZE3EES ckafka{R:13}-big{R:2}-test ,

IS UFINRE

LSBT RRYFEMTFIEERNBTIM ECIESAE | B LA MM ERIEIRELFIER,
C

B3R CKafka Z£HIEEEHCIEAISLH , BIET R EESTASLHISRIERERNMUEHTHE. WTEFR
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-
=&
SIS EATE): 2025-02-18 16:02:00
ZESIESEEIY CKafkalzH EEBLAINEBEBIRERES,

CKafka M PLAITRERKIGER | KTEFSREIZLAIRERE. HEFEREOtL. £ IEETE. HRIEETR , JXLENE
T—ENREESFERRREERE. HBWT

= M IRZSHEAR
N < 80%
° e
EEE ( BUAR 5000
EEE ( BWARKE ) 80% < N < 95% o
N > 95% 2%
N < 80% e
80% < N < 95% g
RLAERESL ° ° =
N > 95% B8
N < 80% e
— - 80% < N < 100% s
EFEI BT ( FSREIAEE ) ’ ’ =
N > 100% 2%
N < 80% R
- 80% < N < 100% =11
BRI ESE ° ° =
N > 100% 88
ER :

EREBEOARAER5000 , BEFIMEETRAENES LT, LAERBIXRAESSHEFIRTALIEIINER | (T
EZEKEESERISHASERLL (B2 T8 Big K.

1. & CKafka B4I8.
2. EEMSH R EE [SEHFIR] | BERRLFIR ID/ER" |, £ [(EAEE] I, IEELANEERRS. BEER. BAAR. HE
REBEEE.

B :

[EcEEE] AR IP S5i%0 (a0 10.6.206.110:9092 ) , FrATHEEIRIRS SN | EsCipattitchis O e asFES
AN, MRS SRS TiHORS |, iS1EIRSEE FHGE9092 - 9192i% 0 ( broker AJERELBY S , ¥ A EENENHOSHE
n, EEMBRENHZ ) .
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THER_IRIASL

BRITEHTAYE: 2025-02-18 16:02:00

BIEm=

FFABREREY CKafka LIRS , AJLAHERARRHBIZSEA,

HEBAFI CKafka SEAIRIAE A EIHARIESLHINEHNEIRMATEHAVAS. BIEXISTHINEEIERBENSENESE | AIHRIE T30
LRI PR RE SRR TR IARSS . SEHBLITIRE ¢

WE&B2 REEE &L

ellfees FIEMRS  SERIBBEE , BENIETHZRIRPRE.

AT BRERS IAERETRES  fPEOHE. RE. EESEMTHLEER.

pillEaes FEPATS  SERIZEHSEEE APL TR EE.

ERs PEMRE  LAIREFIGEIET AP FUTHBRIRMESSAILAISERET | HNTRREERE.

SRR PEMRE SLAREFIGEIET AP HFUTWSHR(EIIZE MBS BESLHIRN |, AMBEIXFMEIBIR R G4 A RINE,

MRRR  RERS  EARRFIIMRREETERIEILARE (BES14R ) K74 | CKafka HUTRIRRRIRETRL.

BFER

AR
MBS EErEEIRGEH SR EARTIRE | BIRIIRDEIE.

1. & CKafka 48,
2. FESCIBRTAAIRERS | SR ERER HERBIE.
3. EREASEERAVREE T |, Bk 1832 , RIRTHEEZsLf.
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AN DS FRERERS

BRITEHAYE: 2025-02-18 16:02:00

37—

ZAESIESEEERBRAY CKafka By , BITIEHSECERRBEAMN | @I P ER P RE P MEEEES.
il :
SR SESLFIRNISIERAE MR IR THENAY VPC IKE (a0 VPC A) |, F{NEERmEE VPC A 5800 EERAG CKafka RS

(EF8RE. HEMES ) | BREERTRETAIERM VPC IR (Fia0 VPC B ) BFEKAE VPC A WAJHEEBAY!I CKafka BRSS |
WAL R ERANTIZ | 5% VPC REBHITEEHRES.

BIFTR

1. &R CKafka &=HIB.

2. EEMSH=ERE (SLAFIR] | BEEFSEHIRID/ETR" , HEABRKNERER.
3. ELHIEAERTE , BERAGIUERSBE [RINSEEREE] .

4. oA |, R EREAIENTT .

B :

=HlE EIRAAY VPC MZIAIHEIE (fI20 172.16.0.12:9092 ) , BTABURIRIRSAUERMELL , Bt his O 8EFES
A EEEAIIRSS R L IE9092/ERIATE RO |, LAMEIRSSILUES (A,

5. BT [#832] | SohuEsEsRERAIN.
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TopicEH

BRITEHTAYE: 2025-02-18 16:02:00

BIEm=

Topic (& ) RE—MDENEF , IHETE Topic FALIBHFHEIIART. CKafka 335MER Topic RIS | 4E7=E 1% Topic HEHER | iH
Z8E M Topic FEEHE. NTHMEIKF R , — Topic SLPREMZ Partition (X ) 1485 , BEFRIRS , FTLUEZIEM Partition &Y
HEHTHERT B,

ZESIESEEY CKafka I=HlG , EEBLAIT Topic HTERE,

BFTR

BllE Topic

1. B3 CKafka =414,

2. TELBIFIRTT | BEBIRSCHIRY ID/EFR" , ENLAFER,
3. TESCHFIBT , BAEETREIRERAY Topic B , SAd-#RE.

4. 7E44E Topic BOF |, EED XEFNRIAHEER,

o FFR : Topic BfR , MAGETEEN , BMREAESFE. #HF. TU&E. """

o DXE  —MIE S XKAIMES: , —1 Topic AILABE—NEEZ partition , CKafka LA partition {EADBCER(L,

o BIAZEL : partition BEIAMEL , FAFRIE partition RFISATA , AREHIETEN | SRIASIFOIEEREIZ Topic , BIAFFE2EIA. &l
AEEEDSRANE , FINEFEET 1A Topic, 602K, 2PEIR , BADKEE—HAT1L*6* 2 = 1219,

s BER  AERERE , REBEREPN ip A E5iEIZ Topic,
v. BB [183] Ferk Topic B,

fiflE& Topic
AR
* fHi& Topic MEIRT , ZEHETELL Topic RYESMISHEMER , FEERE,

* Topic WEREFLE(E , BCEMPRAINE . ZooKeeper EEERSELIDHEEN. HILHAELERR Topic , RARIRTEIRT
[4000]10011 , fEATIEERHEEE.

1. 7ESCAIIRT | B BARSLBIRY ID/EFR" , ASLAERER.
2. TESCHFIET , B topicBERInE TR | 1EiRfErsadiER.
3. ERHE O LA | Topic KB,

ECE Topic BRE2¥
1. TEsLHFIERTR |, BT EARSLBIRY ID/EFR" |, ENSLAFIEE,
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2. TELBIFETR | B topicERIRE T,

3. BEHIRMETINE > RTARAEE  RENTSH

SENRBRAIT ¢

282

cleanup.policy

min.insync.replicas

unclean.leader.election.enable

segment.ms

retention.ms

max.message.bytes

WS : BRmEmEX

BINME

delete

true

ERATISLAIRY
HERERT(A)

delete/compact

true/false

1day - 90days

60000ms -
90days

0B - 8MB

iHEBAZ ( CKafka)

izl

IFREIR R AR |, 2iE BER key 45
( Kafka Connect FYEEE(EMA compact #1 ) .

2 producer i¥& request.required.acks 1A,
min.insync.replicas 5% replicas BIR/\EE.

IEERBRUEIREATE ISR H replicas {E/9 leader,

Segment I FRFAIEHS | BALA ms , &/IMER
86400000ms,

Topic 4EERGHEREBATE.

Topic #EERIRKHEA/N. NMESNEIASLAI4ERH
BA/NA1IMB,

$833 T #£328W
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Consumer Group
A%

RITEHHYE): 2025-02-18 16:02:00

Consumer Group RZ&iTEH

HZRERFIZET S Consumer Group HRZEERS Dead. Empty. PreparingRebalance, AwaitingSync, Stable JUih , Eh&E K
£ Empty. Stable #1 Dead =R, Consumer Group HHPRZSHIEEEIN TR

* Dead : HB#EEHRLMRFE Metadata BEEZIR.

e Empty : [BESHRIEIRBEHIMR. WNRARFRE offset ELH , NS Dead K&, —ARHTEIEAY Group BAIAJ Empty
RS, FHR Kafka 0.10.x iiAHIE , HiKBROENRBEURRERSEEBETX | WiHBRSAEWE R,

* Stable : HESAPZNEEECEMA | ATRERTS.

Rebalance JRZ&IFEAE

Rebalance K4RE

IRIE Consumer Group RIRZSHATED , 24 Consumer Group J3 Empty, AwaitSync &Y Stable JX7ZSHT , Group AJgES# T
Rebalance, LA FERAIEESALE Rebalance :

o —NB#EEITIT Topic,

o HEBEEBKMA.

e HA Consumer # Group Coordinator ( 11828 ) A2 Dead JRESET, FNERFEAConsumer 1E session.timeout.ms BHEIRIZEL
Group Coordinator &8k , MiZ Consumer JEHIAAE Dead K7 , FHEKIE Rebalance, #iE£MN [CKafka ERSHEESH]

o SXEULI0.

o ITIRT AFIER Topic, NERIEITT—MNERBIZER Topic , ARAZIXA Topic BIEfEE &4 Rebalance ; FIE , NR—MNELHIT
589 Topic #EMikR , B&&4E Rebalance,

o RIFEEER.

Rebalance SRS
A0.10kwAsKafka B9HEI /945 , Rebalance iISf23 a0 T :

1. {Efa—4 Consumer AEZANANZEI—4 Consumer Group i , K&IE— JoinGroup HIiERLS Group Coordinator, F—MIA
Group BY Consumer 355§ Group Leader,

2. Leader =M Group Coordinator 2MZEIXA Group FATHE Consumer FI3R , FEHREHRLS Group FAY Consumer 43¢ partition,
RIS ECT AT PartitionAssignor #E35ESCH,

3. PECEALE | Leader 2IESEIER KL Group Coordinator , Coordinator &4BEERKIELSATER Consumer, EEAD
Consumer REEEEEIECHEDERY partition , Leader ZM—5EEZE]Consumer Group i Consumer LARES XIERATT =AY
Consumer,
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R SRLES X Rebalance KERHITIX,
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&iflConsumer Group

BRITEHTAYE: 2025-02-18 16:02:00

37—

ZEFIESEECKafkaiZHI aEE LI THIHREAREE.

BIFLE

BEfiEHEE

1. &5 CKafka 2414,

2. NS aEEAFIR | sadBinstfny ID/BR" , HASLAREBR,

3. TESC#E™ |, sy Consumer Group FR&ET , EEZEI2ET CKafka SLAIRGHZBAER.

* 1E Consumer Group 53R , BHRMEFINEEEREFE  TUEELERATNEERSER | BINEERETTIE topic FORIRX
o

* 7£ Consumer Group FIRI , BHEHEBFESHIIEMIVN=MA , JURTHZHEZEETRNEREE  BEEASR. oXHE.
1R32HY offsetfUE , &AM offset (UBLURKHBHERHE., RHERFFINERHIUTUEIS KRR offset IHEHER.

B :

T offset (FREMEHTEIR4EINEY , El offset BUBEEERR offset WHINEX , RRERTH , AF—ENERLHIEE
B,
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12 EOffset

BRITEHTAYE: 2025-02-18 16:02:00

BIEm=

TEELHIRMESIZET , BRNEEX offset HTEE , BT EZEI—ERITES.

BIFLE

1. &xCKafka &EHIE .

2. EEMSHEREEAFIR | BEBIRLAI ID/EFR" , BNLARFER,

3. TESLIFIETR , s Consumer Group 1R , BTHIRIEFIRY offset IR E.

4. 7 offset REBEO , R UTopic MEEHITIRS , BB 4.

5. EEFREEE offset A9 Topic (F2 ( NENEIALED Topic A9 offset 19EH ) |, BET—H.
6. X7 offset #H{THERE.

R

o offset IRETBEEIER/\ offset FIFK offset Z |8, EECER , MNE/NTFH/\ offset M/ offset HITIHEE , NERAFEX
offset &M offset HHTIHZS,
o EEEHDEN , BRIIDREEEESEHEDEHATEHITES | BUFEHTES.
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fipRConsumer Group

BRITEHAYE: 2025-02-18 16:02:00

37—

EHIHET , Consumer Group 2 RIK—ERITERNEZEENEE , G EREEN:  EPEEREEREDERn , 258 Offset,
MELTFIRTEZ.
WiBA :

Broker fRAAMEF1.1.1 , HConsumer GroupAPRESHEmMptyRT |, jEZR4E A BEM MRS

BREDE
1. ZFCKafka 12515,

2. EEMSHv= e SEFFIR | BEBiRsLFIR ID/EFR" , HALAEBER.
3. TESLHIFET |, B B4R Consumer Group EBIEF=AIMIBR , eTEIZEMIER Consumer Group,
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| oo o e 3074
.Ellillj:fl:l:l%

BELEER

ERITEHHYE): 2025-02-18 16:02:00

BIEn=

iHEBAF ( CKafka)

HEBATICKafkasZiF i@ FRIZRIRIR , BELHI. Topic. Consumer Group% , FEENESRIERTRIES | SIITTEEFEIE

AN ATRNE | (RIERREET.

R NENEBET CKafka =H BB NI EIRAURE AR EmRAIE X,

MR SRR

AT RCKafkalSi=igtrBRiiil. Hh&HEErHrEindfiEn RAF RIRGEIHEN I HR B RS ERE | BEREDNMERE

ERE N EIE TR,
Sl
USTEIEIR
LR S FBE (MB)
HRERESL (%) (#F)
SEHIEREE (Count) (#EF )

SLHIRAEFRE (MB) (#E
=)

SEHIBRAHZRRE (MB) (#E
=)

SCHEZEBRVAES (Count)
SCHIAEFBRIFVARES (Count)

LB R ET
(MBytes/s)

LHFERIER RS
(Count)

SLHIHZRRE (MB)
SERIEF-HRSFE (Count)
SEIEFERE (MB)

SEHEZEHRFE (Count)

Topic ¥&i

WS : BRmEmEX

B

SEhlERORE (BAEIA) | RIRATEEAR AR R RHTE.
SRR SRS LAIAEH RS EBIE D,

BFIRFIIRSS ARATEREEL.

SEHIEANBIRNEF-HEIEETRER | AMESRIAEFIHE (HEAIEFHRERB OIS
EiRAE) .

LHIEEREREETS  BENARANES. ((HELEETEEREDRINSEEE ) .

SLHEZEPRATREL.

SEBIAEFBRIATREL

LHIEFHRIEETER (B3R REFIIHE )

LHFERINEERFE (FRERIE ) | RIRATGREIIR AR R R (E.

IHTEERE (FMESEIATERRE ) | RIRATERIIR AR E ST R,
SLHIEFER SR, RIRATE AR R E S RA.
IHIEFRE (FESEIATERRE ) | RIRAMEEAIR AR RS R,

SRVINEEHEISES G e Clipvia 2= NN IV R
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USTEIEIR

RAEFRE (MB/s)
BRAHERE (MB/s)
HBHERH (K)

HERRE (MB)
CRHEEEEE (MB) (#F)
EF-HRE (F)

&g (MB)

EENHEEREH (K)

Consumer Group-Topic &= :
IEFSiERR
FEEHAK offset
FRAEZE offset ( X4 offset HK{H )
FREKHEHEEE (K)

EMEBRE (5/28)

Consumer Group-Partition ¥ :
IEFsiEiR
DEHEERE (F/9H)
HBIEE offset
LD XEK offset

RHBOHBRIE () (HEF)

BIFSR

1. 5 CKafka 48,

iHEBAF ( CKafka)

588

Topic RREFREBASEIXRRE).

Topic RKBERE.

Topic BISEPRHEREE SRS , FRERFTERAIR R ESTHRAD,

Topic HELIRHBERE (FAEIBAFENRE ) | RBAMEENE R ESTT R,
Topic TR ARENEELSE (FABIEIAX ) | REBFMAFII AR ERSE.
Topic RUSERRAEF=HESRE | RERFMARRIBI AR E ST KA.

Topic BISEIRAEF=RE ( AESEAFERE ) | REBFMAEIE ARSI R,
Topic RUSCIFAYEEREE SR (FEEEIK ) | REBFTARAN I E RS E.

15288

LRIERETATE S XAISK offset,
SRIERE D X FEZEEREZENRX offset,
LRIERTE S KIHBARHEERHEE.

HRIERATE D KB AR R,

1588

HEDETZD XATHZHERR (F/9H) .
HBEDHIZS X HRTEZ offset,

il DX &K offset,

HEDEEZD K TRBEEHEE.

2. TELfIFIRT , BEFEEERN SIH) ID/ATR" , HALHIFER.

3. TESLHIFIRTUINER , B (ir] | GEESENLIERRE

o BE  AEEREERRELL.

o B, AIRIFRENERFTAI I ETE.

WS : BRmEmEX

IREFHIEFEE |, ATIEELAREEIE.
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o B  AEEFRSSIZIDashboard , XFDashboardis&E [{+A R Dashboard] ,

o &, IEERELETEMIER
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B EEN

BRITEHTAYE: 2025-02-18 16:02:00

iHEBAF ( CKafka)

HEBATICKafka MR izfTHAY CKafka SERFHRM T STSRIER , ATINERNETER | BRHT —LXRSTEESEIRE
AR AR HITLIE. BIMERSETSE (E8RE] f [BRESE] .

R NENEEER CKafka IREPHFEERKIN—LIEIRESERINEGE ¢

ISR EIENC BN TR

=

CPUfEFR
(%)

REFFIA

(%)

Wi {ER
ZR(%)

RIHZERY
B
(Count)

SrEIEE
HE

(MB/s)

HEENEE

Gt , >90% ,
SN | 3094
TR

GRRBLAH , >85%,
S5, 305 HS
R

StREER1SE , >80% ,
SEESNEEE | 300G
gR

GRS S , >8000,
S0V, S04
EE—R

FITERLDE , >
HOSEHIFEERING | FFEESD
[EH , §105MEE—IX

WS : BRmEmEX

AR

CPU ERERXRTRERSTIR CPU ERAXME. ZESSSSEERTALERNT
b, BEEEN. KU CPU ISR , MARESEHIR T REERILSER 5T
RASERE R S5 TERE.

VM REERERTERSTR VM AEERENE. VM AFERREE RS
EEERMERUES , 8 GCHIE , EEHY OOM Fajl, HAW VM WFERZE
TEERS , EETNET SRS RBERF T REIRUE.

I EERRE RS T AEAERRITIIE. BEFARIERSHTRAIR

EBHESASROEIZTRLE , NISERELESE BT EERR
BT 7 5% R AT B IR BEET.

R ZHIER S broker TImBEERARIUE LK , TEBRAESHEE | RS
2fFlE. FEHITT S

—oHA , ERENIRESRAE. AMESEHSRELARE LR, AIRIELI
ELEETHECRM S

842 T #328m™
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BESE

BRITEHTAYE: 2025-02-18 16:02:00

BIEm=

ZFEMANMERFRERGRINEE , TREAFFIHE. BREERTZFaR N mE  chEd JLFHel R EE.

HEBAFICKafkasZisis =Mk T RIRZAVRIR , B4ELG). Topic, Consumer Group , HENGLREREIRAS. ERJLUAIEIEERT
EEENN , HESRATIRERIRERERN , cmiErf IR, BEFANBRE , BN FEER.

BIFLE

NS ESR—ERPR GBS S ERENIBNETILY , NTAMEEREMAEREN. HCKafka KENEMSHEEMA
& G LR B TAE R AITRRhEA MG | SR OE H R AR B R S N AR AR AT T SR

AR

IBSLNLPIRESE | HLLERARESEZIAMEREIMSHHIRE.

1. &F CKafka =45 .
2. TEELHIFIZRT | BREIRERIN [BREBESE) o BN R ETE.
3. TR ERISTAE | IIRIT RIS R B EIG BN | IR EF S SN S ERIER,
o SREEAE : %1F [HEMRSCKafka] .
o HENR  EEREERESELRMICKatka iR,
o RS : F [IEFER] 1 (FaiiE) | BAEEFFIES , FaIRESWLATRE |, FiEERS DR SRR,

B :

o I8fR PN HEERBRSD"  BREITTUENLSTR , WELISHR |, HMEERESILESNMERBEIRE , bR EE.
BEHOR : G0 G300 ES X", I5E300 R , EES M RITEEREREREL TEE , IREREE , 300 HRHMAE
BRHTEE BRI T3040 , SREMRABIRE  72BREE.

I

T

S

o ERMER : SEERERIEN I LSTRENRR | RE S E RIS FHREERE.
iv. B (5epk] .

FTEERA SRAHRAR

1 BR [=EEEHSR] .
2. EEMSHES , BE [MARHER] | BAERAFIRTE,
3. TERRFRHEIRTERE [FrE] .
A, TERTIEARIRTT |, BoETRIESEL,
o SREEAE! : %1E [[HREMRSCKafka] .
o (HFEFEMASRM | LA , SHIRIGEINAVEEREL.
5. WATIRE | B [RF] .
6. REFFESZHRIER , BE (FIF] | BSLINIE S SRR,

WS : BRmEmEX 5843 T $£328T
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PRSI
HaEE CAM

ERITEHHYE): 2025-02-18 16:02:00

CAM EARHEE

FWSBEBILFICSHERRTIIN , REORE TSI [APL, 8K , BF/BFE , Rir/E% , &4 4=,

ULy

o XS HEREER , ILMERIREETER.

FS : SiEFRPMMES.

FRFP : BaEWS6EE =2 ARTFEEZTAFNEKS.

MEE | ASHBEEKRSSH  WHRIMEALRIERSHMMESR | WALRERSHFRSZ— , AIHREIEKRS 5.
BpRHIE | GEEFEIRNAEIERREM , BREIL ISP ERSFEE |, HIEED 15= API Z48 ( Secretld # SecretKey )

BRSHHR

* iR BRESRSPRIBEINIR , I— P =IRSEELA. COS FFiEHE. VPC L%,

o BUR : RRZBIEATHIRERLEAFHUTRLRE, ABERT , EXKSHERI THERIRIGEISER , MFKSREEMS ™EHT
BERATTEASR,

o R RERRENFHHA— RS FAURMIEENE. EWSEDISRIERERE AR/ A E5SRIEN.

1Al SRES 151

CKafka £ESRIE
BR—1FRFLA CKafka IRSZHITTEEENR ( SlE. SBS2ERHME) .

{

"version": "2.0",
"statement”: [

{

"action": [
"name/ckafka:*",
"name/monitor:GetMonitorData"
Ik

"resource": "*"
"effect”: "allow”
}

]

}

B LIBT IR E R AN IEE RIS,

1. ERpAHREEEE.
2. EAMZSEG | B [RRER] .
3. FEREgY RS | BB [(FrERENRE] .

WS : BRmEmEX 544 T $328T
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4. IEEROIERIEARAEES |, SR RIS E0E] .
5. TEfERSEAG | R CKafka” |, EIFHEIRS ( CKafka ) £iEBiHaSR [QcloudCKafkaFullAccess] , Bdr [F—4] .
6. By [UEEERRR] .

CKafka SCfil RisEEsng
1. R PESRIRAE AR IR | IS IG 2RSSR R SR,

{

"version": "2.0",

"statement”: [

{

"effect": "allow",

"action": [
"name/ckafka:ListInstance”,
"name/monitor:GetMonitorData"

1,

"resource": [
Do

]
}
]
}
2. IRANEASLHIRISEAR,

R
List* IO SIFRIFERIERIEIN,

{
"version": "2.0",
"statement”: [

{

"effect": "allow",

"action": [
"name/monitor:GetMonitorData",
"name/ckafka:Get*"

1,

"resource": [
"qcs::ckafka:gz::ckafkald/uin/$createUin/$instanceld"

]
}
]
}

R LUET IR B R GRI IR SIS,

1. B HOEEEHE

2. EEMBERES , B [5RER] .

3. TESRRET IR | B [FEBENREE] .

4. EIEROIERIE A TUARE T |, 1R [EREEACIRE] .

5. FERERRE | 8 "CKafka” |, IEEHRBARSS ( CKafka ) RiEipa)%EE [QcloudCkafkaReadOnlyAccess] |, & [F—#] .
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6. B [BUZRER] .
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BCEACLIRHE

BRITEHTAYE: 2025-02-18 16:02:00

BIEm=

iHEBAF ( CKafka)

ZESESEEEREES CKafka B , BISEHIGECE SASL S0 ACL I | HESERIMLEE-RRIBF S | 1EI0RY Topic &

BRI T= H BRI,
WiBA :

ACL 15[a)#zH51ZR ( Access Control List ) , BBIFFENX—HBERMN , oiF/4a48HF user @1 IP 1%/5 Topic &R,

BIFSE

ECE ACL 5RRE

1. 5 CKafka #5414,

2. TETRARSEERAS | EIRMIES | SRR EiRLf) ID/BFR .

3. TELGI¥IETRE , BERE AFEE 1%,

4. ERFEERE , B2F g | ESRPEEEGES | SRR,
5. BaERTHER ACLERRRETE,

6. 7E ACL SREGFIBTRE , BEEEFIRIESIRY JRi8 ACL SREER,

7. IR, ARFETAUR.

B :

o HRIZEARVFIN , NBRATFAHINISMIEABIPERT RERSLA).
ERIRERERN , NPREEAGRNIINIEABIPERRT LIERZSLA.

o ERMNRERIFRNAHEERN , WRBRIFRRRRIPETLIERSEA] , BEfbIPERTIRERZSLA.

JeERALIE

FeRiEE . BFELUEE SASL ARIENERIGI CKafka F{EF PLAIN HlEIEZERER.

WRFRE - BRmERMEX
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s o
7|:/_.F\_\L 'E'IE
BRIAEFATE: 2025-02-18 16:02:00

Eikl)

iHEBAF ( CKafka)

IrE R FERENATIRAR LERIVRC , 2—ME-EX (Key-Value ) . EAILURIESIHER (LS. MR, REAF) EH
&S CKafka HEMFIRRIHITHOREE | BURSIFESEMHFETRHYNNER. FERENZFRIREEMHENEX 28

R TR TRETICAC.

{sE FEPR

o HERH
o BN RRBRAIFRIRAIREEZSO.
o IREHEIRE!

o qcloud. tencent. project FFELARSRTNEBITESHE , ZEIECIE.
o REEANFH, #F. SHHXF, XHF+. -, =, .. _. . /. @,
o IRERIKERAN255MFH.
o IRE(EPRE
o HEghFs. #F. THNF , IF+. -, =, .. _. . /. @,
o IESERAKENL2ZINFH,

{ER7A

=pER

RATHERFALRE101 CKatka [HEBAFISER] , DEEBE. k. SER=1E0] , RS TEHE. #xk A
5 ENERIYMANEERERANK=. M. £h.

REFRE
HNTHEERE | ZATHERIREDESIENINAY CKafka HEMFIEIR , EX T TRaSE/E,

IRESE REE

= FER. WXk, MR

N2> EHEIED. kAL ik B, [EHATIE
EHEREA K=, M. £A

B EARESR/E40ER] CKatka |, BIRSHAER/ENXRUN TR :
iD = N2y EHERE

ckafka-1jqwvl B EHE ol

WS : BRmEmEX

WXk B, JEEAHIEZRL
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iD #BIJ s
ckafka-1jqwv12 ==K] EHiE
ckafka-1jqwv13 is2y4 R A
ckafka-1jqwv13 R X% B
ckafka-1jqwv14 is2y4 iRk B
ckafka-1jqwv15 WK iR B
ckafka-1jqwv16 i3y Xk B
ckafka-1jqwv17 WK %% B
ckafka-1jqwv18 MR [EERHIE
ckafka-1jqwv19 R [SEREIE
ckafka-1jqwv110 R [EERHIE
{(EFRtRSE

o fietH ERHRERAY CKafka LA EERIEIEMNIFEHIZHERIZAN"ER "R CKafka FIREIAT , BIATHELE

iHEBAF ( CKafka)

EHEREA
Fh
K=
K=

BsS% ERRE .

. ’)’%&Hﬂﬁ?iﬂ&ﬁﬁquﬂq—@ﬁ A9 CKafka SLffl : RERIHEANITHEIELER 10" . EHEREAN"FIN"H CKatka FIREIAS , BIKTHiE

TRIESE (RS .

REIRE
B :
RIS RS P TPURISIRES | BSXI20 NPT RS RRIEIR(T.

1. &35 CKafka E4I8.

2. EEMISHE RS EHBIER | DSETFRRIEFRSHLA , BEFIER ET5H) KBRS,

3. TEARIBIRERVIRIEED | N0, IEBEMIRRTE.

o RIMRES : MR, IR EIIRSE.

o MRITE | REEMRIREESIXS.

o FENE | mEnEEERATEEEEH A MERE.
4. BEHARE | SoRRIE.

{EFIRE IR

AR EXS L TRIRTSEE , SIS AR IR,

1. &5 CKafka =#l8.
2. EEMSAVEREEHIBIRER | FESLAIFIZRITRER | Kb,
3. FESLfIFIRA LAERE , BETEL | B RE.

4. FENREE | BRI, GIE0 , TRIEHAPE T REMRERE (40 name ) B9EAI , BIN"name” (RHANE ) .

WS : BRmEmEX
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5. BIFESEBRERER icon , #HTEER,

WS : BRmEmEX
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Ex{E3Li%
Kafka ConnectiZ A\ CKafkaztik

RITEFHHYE): 2025-02-18 16:02:00

Kafka Connect BHRISZEMMH{TET : standalone 1 distributed,

' standalone #&={/35 connect

BT TS standalone #2253 connect :

iHEBAS ( CKafka

bin/connect-standalone.sh config/connect-standalone.properties connectorl.properties [connector2.properties ...]

N CKatka SEAFFR Kafka i[8EX5! , (NFE(E bootstrap.servers JERIELAIRTHSECHY IP.

LA distributed #&=.[25] connect
BITLA TGS LA distributed 250 connect :

bin/connect-distributed.sh config/connect-distributed.properties

)

ZEIT |, kafka connect &35 offsets. configs 1 task status {EEFETE kafka topic A, Z#EAY topic & connect-distributed HfY

I FREE :

config.storage.topic
offset.storage.topic
status.storage.topic

X=A topic FEFMEE , FRARIEESENEMERS connect RIZEX,

* config.storage.topic BERIERBE— partition , ZEIAEJ) compact &=,
¢ offset.storage.topic EEHZ partition , ZEIAEJ compact #zf,
e status.storage.topic EEHF S partition , ZREIAE} compact &z,

ECE bootstrap.servers JIERIFLHIZ S ERY IP ;

BtE group.id , FBF#RIR connect £8f , FESHHEDEXDTE.

WS : BRmEmEX
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Storm#z A\ CKafka

BRUTEHTAYE: 2025-02-18 16:02:00
Storm 2— MO HIERIIHEER | BEBXIEEH TR EEMRM S RPC B |, ITLISCIMESEM TR RASBER | ERT
SERE RIS AISERTEENE R,

Storm T{F/RIE

7 Storm WIEEEFh AT & , =457 Master Node F1T{ET5 s Worker Node , Master Node izfT Nimbus #f8 , BF&ES
EoSIASEEE.  Worker Node _EIE1T Supervisor 2 , MsIr T/E(ESS | /350 executor #1417, EA Storm EEEHKH zookeeper faE=A
HEORER. SEREIEIEIR. (FSHOESIEE.

FAF1E324S Storm HIEURAMEIRFFR topology , BAMERNSR/INEEBEAE tuple , —MEEWSAIEL

45, topology H spout #1 bolt #45% , spout 274 tuple B9iEL , bolt BTLLTRMER spout 5 bolt & HAT tuple BT,

Storm with CKafka

Storm BILUE CKafka {E79 spout , iHZEEUEFHITALE ; tBAJLMEA bolt |, FHEEIIEERISIRIRISHEHHHZ.

plj=EZN

Centos6.8& 4t
package version
maven 3.5.0
storm 2.1.0
ssh 5.3
Java 1.8

BIIRSMG

o TEFFZEIDK 8, BINE(F , 1ESM Download JDK 8,
o TEFZLEEStorm , & Apache Storm downloads,
e B8l CKafka LA,

IREL R
1. FREN CKafka SCiise A\ttt

1. && [CKafka 1=HIA] .

WS : BRmEmEX 8552 TR #328m
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2. EEMSHEER (SEAFIR] | BESLHIRYID" , MALAIEAEERH.

3. ELHINEAERIEN (BAT5(] &R, aJERELAIRgEAbL,

FE2. Bl Topic

1. ELBEAEERE , EEIRER (TopicEIE] RE.
2. fETopic B IE , BE [#ge] |, elE— Topic,

3. RN Maven kit
pom.xml BEEUWITF :

<project xmlIns="http://imgcache.finance.cloud.tencent.com:80maven.apache.org/POM/4.0.0" xmlns:xsi="http://imgcach
e.finance.cloud.tencent.com:80www.w3.0rg/2001/XMLSchema-instance" xsi:schemalocation="http://imgcache.finance.clo
ud.tencent.com:80maven.apache.org/POM/4.0.0 http://imgcache.finance.cloud.tencent.com:80maven.apache.org/xsd/mav

en-4.0.0.xsd" >
<modelVersion>4.0.0</modelVersion>
<groupld>storm</groupld>
<artifactld>storm</artifactld >
<version>0.0.1-SNAPSHOT < /version>
<name>storm</name>

<properties>
<project.build.sourceEncoding>UTF-8 </project.build.sourceEncoding >
</properties>

<dependencies>

<dependency>
<groupld>org.apache.storm</groupld >
<artifactld>storm-core </artifactld >
<version>2.1.0</version>
</dependency>

<dependency>
<groupld>org.apache.storm</groupld >
<artifactld >storm-kafka-client</artifactld>
<version>2.1.0</version>
</dependency>

<dependency>
<groupld>org.apache kafka</groupld >
<artifactld>kafka_2.11</artifactld>
<version>0.10.2.1</version>
<exclusions>

<exclusion>
<groupld>org.slf4j</groupld>
<artifactld >slf4j-log4j12 </artifactld >
</exclusion>

</exclusions>

</dependency>

<dependency>
<groupld>junit</groupld>

WS : BRmEmEX
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<artifactld>junit</artifactld>
<version>4.12</version>
<scope>test</scope>
</dependency>
</dependencies>

<build>

<plugins>

<plugin>
<artifactld>maven-assembly-plugin</artifactld >
<configuration>

<descriptorRefs>
<descriptorRef>jar-with-dependencies </descriptorRef>
</descriptorRefs>

<archive>

<manifest>

<mainClass>ExclamationTopology </mainClass>
</manifest>

</archive>

</configuration>

<executions>

<execution>

<id>make-assembly</id>
<phase>package</phase>

<goals>

<goal>single</goal>

</goals>

</execution>

</executions>

</plugin>

<plugin>
<groupld>org.apache.maven.plugins</groupld >
<artifactld>maven-compiler-plugin</artifactld>
<configuration>

<source>1.8</source>

<target>1.8</target>

</configuration>

</plugin>

</plugins>

</build>

</project>

$BA. £75HB

58 spout/bolt
topology %8 :

//TopologyKafkaProducerSpout.java

import org.apache.storm.Config;

import org.apache.storm.LocalCluster;

import org.apache.storm.StormSubmitter;

import org.apache.storm.kafka.bolt.KafkaBolt;

import org.apache.storm.kafka.bolt. mapper.FieldNameBasedTupleToKafkaMapper;
import org.apache.storm.kafka.bolt.selector.DefaultTopicSelector;

import org.apache.storm.topology.TopologyBuilder;
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import org.apache.storm.utils.Utils;
import java.util.Properties;

public class TopologyKafkaProducerSpout {

//FRisckafkastflip:port

private final static String BOOTSTRAP_SERVERS = "XX.XX.XX.XX:XXXX";

/HEEERBRE Niitopic

private final static String TOPIC = "storm_test";

public static void main(String[] args) throws Exception {

/& E&producer/gE

//RES%E : http://imgcache.finance.cloud.tencent.com:80kafka.apache.org/0100/javadoc/index.html?org/apache/kafka/cli
ents/consumer/KafkaConsumer.html

//BMS%E : http://imgcache.finance.cloud.tencent.com:80kafka.apache.org/0102/documentation.html
Properties properties = new Properties();

properties.put("bootstrap.servers”, BOOTSTRAP_SERVERS);

properties.put("acks", "1");

properties.put("key.serializer", "org.apache kafka.common.serialization.StringSerializer");

properties.put("value.serializer", "org.apache.kafka.common.serialization.StringSerializer");

/18525 Nkafkafbolt , BRIA{EFfields("key" "message” WAL= iHRAkeyfimessage , tATLATEFieldNameBasedTupleToKaf
kaMapper()H$gE

KafkaBolt kafkaBolt = new KafkaBolt()
.withProducerProperties(properties)

.withTopicSelector(new DefaultTopicSelector(TOPIC))
.withTupleToKafkaMapper(new FieldNameBasedTupleToKafkaMapper());
TopologyBuilder builder = new TopologyBuilder();
//—MRFERLERRIspoutst | Hiltifield@sentence

SerialSentenceSpout spout = new SerialSentenceSpout();
AddMessageKeyBolt bolt = new AddMessageKeyBolt();
builder.setSpout("kafka-spout", spout, 1);

//73tuplefn E4F=ZlckafkafrREERYfields

builder.setBolt("add-key", bolt, 1).shuffleGrouping("kafka-spout");

//5 Ackafka

builder.setBolt("sendToKafka", kafkaBolt, 8).shuffleGrouping("add-key");

Config config = new Config();

if (args !'= null && args.length > 0) {

//EEHET , BFHI8jar , HiEIstormiztT
config.setNumWorkers(1);
StormSubmitter.submitTopologyWithProgressBar(args[0], config, builder.createTopology());
} else {

/1A

LocalCluster cluster = new LocalCluster();
cluster.submitTopology("test”, config, builder.createTopology());
Utils.sleep(10000);

clusterkillTopology("test");

cluster.shutdown();

}

}
}

BUEE—NIRFAERERRY spout 25 :

import org.apache.storm.spout.SpoutOutputCollector;
import org.apache.storm.task.TopologyContext;

WS : BRmEmEX 8555 T #328m



O BASTCE

import org.apache.storm.topology.OutputFieldsDeclarer;
import org.apache.storm.topology.base.BaseRichSpout;
import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Values;

import org.apache.storm.utils.Utils;

import java.util.Map;
import java.util. UUID;

public class SerialSentenceSpout extends BaseRichSpout {
private SpoutOutputCollector spoutOutputCollector;

@Override

iHEBAS ( CKafka

public void open(Map map, TopologyContext topologyContext, SpoutOutputCollector spoutOutputCollector) {

this.spoutOutputCollector = spoutOutputCollector;
}

@Override

public void nextTuple() {

Utils.sleep(1000);

[/EFF— N UUIDZFRF B RIEA T —MAN

spoutOutputCollector.emit(new Values(UUID.randomUUID().toString()));
}

@Override

public void declareOutputFields(OutputFieldsDeclarer outputFieldsDeclarer) {
outputFieldsDeclarer.declare(new Fields("sentence"));

}

}

)

73 tuple fE key. message BNFER , 2 key 9 null BY , £FRIBEIISDEEIZA partition , I8ET key /5154288 key {& hash F|

453 partition L :

//AddMessageKeyBolt.java

import org.apache.storm.topology.BasicOutputCollector;
import org.apache.storm.topology.OutputFieldsDeclarer;
import org.apache.storm.topology.base.BaseBasicBolt;
import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Tuple;

import org.apache.storm.tuple.Values;

public class AddMessageKeyBolt extends BaseBasicBolt {

@Override

public void execute(Tuple tuple, BasicOutputCollector basicOutputCollector) {
//BHE—MiledE

String messae = tuple.getString(0);

// System.out.printin(messae);

[/ RIEEET— AN

basicOutputCollector.emit(new Values(null, messae));

}
@Override

public void declareOutputFields(OutputFieldsDeclarer outputFieldsDeclarer) {
/1B RIELE T — A HRIschema

WS : BRmEmEX
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outputFieldsDeclarer.declare(new Fields("key", "message"));

}
}

{58 trident
{5 trident 2845 topology

//TopologyKafkaProducerTrident.java

import org.apache.storm.Config;

import org.apache.storm.LocalCluster;

import org.apache.storm.StormSubmitter;

import org.apache.storm.kafka.trident.TridentKafkaStateFactory;
import org.apache.storm.kafka.trident.TridentKafkaStateUpdater;
import org.apache.storm.kafka.trident.mapper.FieldNameBasedTupleToKafkaMapper;
import org.apache.storm.kafka.trident.selector.DefaultTopicSelector;
import org.apache.storm.trident.TridentTopology;

import org.apache.storm.trident.operation.BaseFunction;

import org.apache.storm.trident.operation.TridentCollector;

import org.apache.storm.trident.tuple.TridentTuple;

import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Values;

import org.apache.storm.utils.Utils;

import java.util.Properties;

public class TopologyKafkaProducerTrident {

//8RiERckafkasLflip:port

private final static String BOOTSTRAP_SERVERS = "XX.XX.XX.XX:XXXX";

/FEEERBRE NHtopic

private final static String TOPIC = "storm_test";

public static void main(String[] args) throws Exception {

//i&&EproducerfE it

//RES% © http://imgcache.finance.cloud.tencent.com:80kafka.apache.org/0100/javadoc/index.html?org/apache/kafka/cli
ents/consumer/KafkaConsumer.html

/S  http://imgcache.finance.cloud.tencent.com:80kafka.apache.org/0102/documentation.html
Properties properties = new Properties();

properties.put("bootstrap.servers”, BOOTSTRAP_SERVERS);

properties.put("acks”, "1");

properties.put("key.serializer", "org.apache. kafka.common.serialization.StringSerializer");
properties.put("value.serializer", "org.apache.kafka.common.serialization.StringSerializer");
//&E&Trident

TridentKafkaStateFactory stateFactory = new TridentKafkaStateFactory()
.withProducerProperties(properties)

.withKafkaTopicSelector(new DefaultTopicSelector(TOPIC))

/iR EEfields("key", "value"WESBEBE N A& FieldNameBasedTupleToKafkaMapperGEiAME
.withTridentTupleToKafkaMapper(new FieldNameBasedTupleToKafkaMapper("key", "value"));
TridentTopology builder = new TridentTopology();

[/— MBS FHspout it field /gsentence

builder.newStream("kafka-spout", new TridentSerialSentenceSpout(5))

.each(new Fields("sentence"), new AddMessageKey(), new Fields("key", "value"))

.partitionPersist(stateFactory, new Fields("key", "value"), new TridentKafkaStateUpdater(), new Fields());
Config config = new Config();

if (args != null && args.length > 0) {
//EEHES , BFTEjar , HiEIstormiz T
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config.setNumWorkers(1);
StormSubmitter.submitTopologyWithProgressBar(args[0], config, builder.build());
} else {

/1A

LocalCluster cluster = new LocalCluster();

cluster.submitTopology("test", config, builder.build());

Utils.sleep(10000);

clusterkillTopology("test");

cluster.shutdown();

}

}

private static class AddMessageKey extends BaseFunction {

@Override

public void execute(TridentTuple tridentTuple, TridentCollector tridentCollector) {
//BEHE—MiledE

String messae = tridentTuple.getString(0);

//System.out.printIn(messae);

[IRIFLET— B

//tridentCollector.emit(new Values(Integer.toString(messae.hashCode()), messae));
tridentCollector.emit(new Values(null, messae));

}

}

}

BlE—MEAEREEAY spout 25

//TridentSerialSentenceSpout.java

import org.apache.storm.Config;

import org.apache.storm.task.TopologyContext;

import org.apache.storm.trident.operation.TridentCollector;
import org.apache.storm.trident.spout.IBatchSpout;

import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Values;

import org.apache.storm.utils.Utils;

import java.util.Map;
import java.util. UUID;

public class TridentSerialSentenceSpout implements IBatchSpout {
private final int batchCount;

public TridentSerialSentenceSpout(int batchCount) {
this.batchCount = batchCount;

}

@Override
public void open(Map map, TopologyContext topologyContext) {

}
@Override

public void emitBatch(long |, TridentCollector tridentCollector) {
Utils.sleep(1000);
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for(inti = 0; i < batchCount; i++){

tridentCollector.emit(new Values(UUID.randomUUID().toString()));
}

}

@Override
public void ack(long ) {

}

@Override
public void close() {

}

@Override

public Map<String, Object> getComponentConfiguration() {
Config conf = new Config();

conf.setMaxTaskParallelism(1);

return conf;

}

@Override

public Fields getOutputFields() {
return new Fields("sentence");

}

}

FHS. HEEHR
{5/ spout/bolt

//TopologyKafkaConsumerSpout.java

import org.apache.kafka.clients.consumer.ConsumerConfig;
import org.apache.storm.Config;

import org.apache.storm.LocalCluster;

import org.apache.storm.StormSubmitter;

import org.apache.storm.kafka.spout.*;

import org.apache.storm.task.OutputCollector;

import org.apache.storm.task.TopologyContext;

import org.apache.storm.topology.OutputFieldsDeclarer;
import org.apache.storm.topology.TopologyBuilder;
import org.apache.storm.topology.base.BaseRichBolt;
import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Tuple;

import org.apache.storm.tuple.Values;

import org.apache.storm.utils.Utils;

import java.util.HashMap;
import java.util.Map;

import static org.apache.storm.kafka.spout.FirstPollOffsetStrategy.LATEST;
public class TopologyKafkaConsumerSpout {

//FRisHckafkastflip:port
private final static String BOOTSTRAP_SERVERS = "XX.XX.XX.XX:XXXX";

WS : BRmEmEX 8559 I #328m



O BASTCE MBI ( CKafka )

/IEEERBRE N\iTtopic
private final static String TOPIC = "storm_test";

public static void main(String[] args) throws Exception {

/& EERX R

KafkaSpoutRetryService kafkaSpoutRetryService = new KafkaSpoutRetryExponentialBackoff(
KafkaSpoutRetryExponentialBackoff.Timelnterval.microSeconds(500),
KafkaSpoutRetryExponentialBackoff.Timelnterval.milliSeconds(2),

IntegerMAX_VALUE,

KafkaSpoutRetryExponentialBackoff.Timelnterval.seconds(10)

)i

ByTopicRecordTranslator<String, String> trans = new ByTopicRecordTranslator<>(

(r) -> new Values(r.topic(), r.partition(), r.offset(), r.key(), rvalue()),

new Fields("topic”, "partition”, "offset", "key", "value"));

/& & consumer&§
//BRESZEhttp://imgcache.finance.cloud.tencent.com:80storm.apache.org/releases/1.1.0/javadocs/org/apache/storm/kafk
a/spout/KafkaSpoutConfig.Builder.html

/12815 nhttp://imgcache.finance.cloud.tencent.com:80kafka.apache.org/0102/documentation.html
KafkaSpoutConfig spoutConfig = KafkaSpoutConfig.builder(BOOTSTRAP_SERVERS, TOPIC)
.setProp(new HashMap <String, Object>(){{

put(ConsumerConfig.GROUP_ID_CONFIG, "test-groupl"); //i&&group
put(ConsumerConfig.SESSION_TIMEOUT_MS_CONFIG, "50000"); //i&&sessioni#2AT
put(ConsumerConfig.REQUEST_TIMEOUT_MS_CONFIG, "60000"); //i& &i5KiEHT

)

.setOffsetCommitPeriodMs(10_000) //i& & B &IEIARTIE

.setFirstPollOffsetStrateqy(LATEST) //i2 BH ENGRHTEE

.setRetry(kafkaSpoutRetryService)

.setRecordTranslator(trans)

build();

TopologyBuilder builder = new TopologyBuilder();
builder.setSpout("kafka-spout", new KafkaSpout(spoutConfig), 1);
builder.setBolt("bolt", new BaseRichBolt(){

private OutputCollector outputCollector;

@Override

public void declareOutputFields(OutputFieldsDeclarer outputFieldsDeclarer) {

}

@Override
public void prepare(Map map, TopologyContext topologyContext, OutputCollector outputCollector) {
this.outputCollector = outputCollector;

}

@Override

public void execute(Tuple tuple) {
System.out.printin(tuple.getStringByField("value"));
outputCollector.ack(tuple);

}
}, 1).shuffleGrouping("kafka-spout”);

Config config = new Config();

config.setMaxSpoutPending(20);

if (args !'= null && args.length > 0) {

config.setNumWorkers(3);

StormSubmitter.submitTopologyWithProgressBar(args[0], config, builder.createTopology());

}
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else {

LocalCluster cluster = new LocalCluster();
cluster.submitTopology("test”, config, builder.createTopology());
Utils.sleep(20000);

clusterkillTopology("test");

cluster.shutdown();

}

}

}

&8 trident

//TopologyKafkaConsumerTrident.java

import org.apache.kafka.clients.consumer.ConsumerConfig;

import org.apache.storm.Config;

import org.apache.storm.LocalCluster;

import org.apache.storm.StormSubmitter;

import org.apache.storm.generated.StormTopology;

import org.apache.storm.kafka.spout.ByTopicRecordTranslator;

import org.apache.storm.kafka.spout.trident.KafkaTridentSpoutConfig;
import org.apache.storm.kafka.spout.trident.KafkaTridentSpoutOpaque;
import org.apache.storm.trident.Stream;

import org.apache.storm.trident.TridentTopology;

import org.apache.storm.trident.operation.BaseFunction;

import org.apache.storm.trident.operation.TridentCollector;

import org.apache.storm.trident.tuple.TridentTuple;

import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Values;

import org.apache.storm.utils.Utils;

import java.util. HashMap;

import static org.apache.storm.kafka.spout.FirstPollOffsetStrategy.LATEST;

public class TopologyKafkaConsumerTrident {
//BRiERYckafkasLllip:port

private final static String BOOTSTRAP_SERVERS = "XX.XX.XX.XX:XXXX";
//fEEEHBEE \Ritopic

private final static String TOPIC = "storm_test";

public static void main(String[] args) throws Exception {

ByTopicRecordTranslator<String, String> trans = new ByTopicRecordTranslator<>(

(r) -> new Values(r.topic(), r.partition(), r.offset(), rkey(), rvalue()),

new Fields("topic”, "partition", "offset", "key", "value"));

/& & consumer&g
//RESEhttp://imgcache.finance.cloud.tencent.com:80storm.apache.org/releases/1.1.0/javadocs/org/apache/storm/kafk
a/spout/KafkaSpoutConfig.Builder.html

/18815 http://imgcache.finance.cloud.tencent.com:80kafka.apache.org/0102/documentation.html
KafkaTridentSpoutConfig spoutConfig = KafkaTridentSpoutConfig.builder(BOOTSTRAP_SERVERS, TOPIC)
.setProp(new HashMap <String, Object> (){{

put(ConsumerConfig. GROUP_ID_CONFIG, "test-groupl"); //i&E&group
put(ConsumerConfig.ENABLE_AUTO_COMMIT_CONFIG, "true"); //i& BB =0
put(ConsumerConfig.SESSION_TIMEOUT_MS_CONFIG, "50000"); //i&&sessioni#aHT
put(ConsumerConfig.REQUEST_TIMEOUT_MS_CONFIG, "60000"); //i& &Ei5Ki#BRT

)
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.setFirstPollOffsetStrategy(LATEST) /AR BEHIENGFTHE
.setRecordTranslator(trans)
.build();

TridentTopology builder = new TridentTopology();

// Stream spoutStream = builder.newStream("spout"”, new KafkaTridentSpoutTransactional(spoutConfig)); //Z558Y
Stream spoutStream = builder.newStream("spout”, new KafkaTridentSpoutOpaque(spoutConfig));
spoutStream.each(spoutStream.getOutputFields(), new BaseFunction(){

@Override

public void execute(TridentTuple tridentTuple, TridentCollector tridentCollector) {
System.out.printin(tridentTuple.getStringByField("value"));

tridentCollector.emit(new Values(tridentTuple.getStringByField("value")));

}

}, new Fields("message"));

Config conf = new Config();
conf.setMaxSpoutPending(20);conf.setNumWorkers(1);
if (args !'= null && args.length > 0) {
conf.setNumWorkers(3);
StormSubmitter.submitTopologyWithProgressBar(args[0], conf, builder.build());
}

else {

StormTopology stormTopology = builder.build();
LocalCluster cluster = new LocalCluster();
cluster.submitTopology("test”, conf, stormTopology);
Utils.sleep(10000);

clusterkillTopology("test");
cluster.shutdown();stormTopology.clear();

}

}

}

$26. 23z Storm
{#M mvn package fRi%fE , TLURRRIAHEES#H1T debug iz , BRI LURSSRIEX ERHHITEIT.

storm jar your_jar_name.jar topology_name

storm jar your_jar_name.jar topology_name tast_name
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BRITEHTAYE: 2025-02-18 16:02:00

Beats &5 AT SME—FHREIERES. XERERTEETRIFERERNAE , NBE LTEMT L assm BirAaERELEE.

Beats BEMPRERS | S LURIEE BRIBR T RIIMATSRERS. AL Filebeat (iZEBRIATRERR ) A, &

CKafka BUB{EIETTi% . RIENGE WIAEAIRERTTE.

AR SR

o TEHZLEFilebeat, &0 Download Filebeat,
° TEHZLEIDK 8, &) Download JDK 8,
o B6I# CKafka 3L

ELR
1. FREY CKafka SCiise it

1. 3 CKafka 48,

2. EEMSHEERE [SLhFIR] | BEHESLAIRYID”  HALAIEAMSERNHE.

3. EERHINEARERIREN (BAT5(] &R |, eJERESLAIRgE AL,

B2, G Topic

1. ELBEAEERE , EEIRER (TopicEIE] R,
2. ETopicEHETE , B [FE2] | elg— & utesthy Topic,

SB3. EEmE
B\ filebeatfiZ AR , SIEEE IR #Hilebeatyml,

#======= Filebeat prospectors ==========
filebeat.prospectors:

- input_type: log
# AL ISR R

paths:
- /var/log/messages
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H======= Outputs =SSS5583858
ffemmcccccmcmmcoce-s e kAR
output.kafka:

version:0.10.2 // #R#EARE CKafka SLHITFHRIRAECE
# iR B9 CKafkasLHa \itbtik

hosts: ["XX.XX.XX.XX:XXXX"]

# 18 B BiRtopiciIBTR

topic: 'test’

partition.round_robin:

reachable_only: false

required_acks: 1
compression: none
max_message_bytes: 1000000

# SASL ZERETIIER | IRAFENTERMNERA A EE
username: "yourinstance#yourusername" //username EEHHELAIIDFIAFE
password: "yourpassword"

$BA4. Filebeat RiEERB

1 JTU T a</3aEFim.  sudo /filebeat -e -c filebeat.yml
2. NEEESHEINEEE (REIAB AR testlog X4 ) .

echo ckafkal >> testlog
echo ckafka2 >> testlog
echo ckafka3 >> testlog

3. FFi2 Consumer JEZEIIRIAY Topic , SRIELATEIRE.

{"@timestamp":"2017-09-29710:01:27.936Z","beat":{"hostname":"10.193.9.26","name":"10.193.9.26","version":"5.6.2"},"inpu

t_type":"log","message":"ckafkal","offset":500,"source":"/data/ryanyyang/hcmaq/beats/filebeat-5.6.2-linux-x86_64/testlo

g","type":"log"}
{"@timestamp":"2017-09-29710:01:30.936Z","beat":{"hostname":"10.193.9.26","name":"10.193.9.26","version":"5.6.2"},"inpu

t_type":"log","message":"ckafka2","offset":508,"source":"/data/ryanyyang/hcmaq/beats/filebeat-5.6.2-linux-x86_64/testlo

9" "type":"log"}
{"@timestamp":"2017-09-29T10:01:33.937Z","beat":{"hostname":"10.193.9.26","name":"10.193.9.26","version":"5.6.2"},"inpu

t_type":"log","message":"ckafka3","offset":516,"source":"/data/ryanyyang/hcmgq/beats/filebeat-5.6.2-linux-x86_64/testlo
g"."type":"log"}

SASL/PLAINTEXT &=,
WSRIBFEE AT SALS/PLAINTEXT B , NEEREFAFEZS5%E. 7 Kafka BeEXIEFMIENN username #1 password EEERIA],
# SASL EERETIIER , MRAEZEN TEMMETRA A RS

username: "yourinstance#yourusername" //username FEEHHESLHIIDFIAFA
password: "yourpassword"

&

O
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f£ Filebeat HE ( BAIAERAR /var/log/filebeat/filebeat ) & , KIIEAE INFO HE , 5i0 :

2019-03-20T08:55:02.198+0800 INFO kafka/log.go:53 producer/broker/544 starting up
2019-03-20T08:55:02.198+0800 INFO kafka/log.go:53 producer/broker/544 state change to [open] on wp-news-filebeat/4
2019-03-20T08:55:02.198+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/4 selected broker 544
2019-03-20T08:55:02.198+0800 INFO kafka/log.go:53 producer/broker/478 state change to [closing] because EOF
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 Closed connection to broker bitar1d12:9092
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/5 state change to [retrying-3]
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/4 state change to [flushing-3]
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/5 abandoning broker 478
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/2 state change to [retrying-2]
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/2 abandoning broker 541
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/3 state change to [retrying-2]
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/broker/478 shut down

HIIAE INFO AJEER Filebeat iRABIRRR , FA Elastic RIRHF=RAMREERITE , MEARKRAERSATRS. FI80 : 6.5.x ZIA
X4F Kafka BORRASE 0.9, 0.10. 1.1.0. 2.0.0, M 5.6.x BRIAIFAVE0.8.2.0,

ERERERENHTIRALTE

output.kafka:
version:0.10.2 // #R¥EARRE CKafka SLHIFREIRAE S
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EFH TR RIESC
BRUTEHTAYE: 2025-02-18 16:02:00

REBENBHEST CKafka EF-FIHZHERIRESSE, | BENREERE LB,

ErEHEE

Topic {EFHERF

e REEXK : HEF3EA , BLEY , &/\BLEIAE2 , BRLRIFHAESTT Topic BIFE , BUENINEIFSSHEEEH
2.

o SIS | SHFEEREAIE CKafka Bt Topic WFFEXK. EFEHERE , FrEFa8iEZE— 1 AReIZH Topic i , 2BEE—D
BE3MDEFI3MEIAR Topic,

* B Topic &R XEGEN9100,

* Topic BIAEN3 ( SRIARAIRE] , AATER ) .

SKWE

HERMET , BT NESER , HRERHIAEENER , HRETaENE R REAINERACKH AN E EETDR
RIERI.
GEILMRBI S TR | KB TELSS

24 15288
‘retries' EiRE  BOMERN'S | BN THIEEAZSPHINAMNS | EERIRER Integer MAX_VALUE ( BXE&
K.

‘retry.backoffms’  EiX[EE , BIGEEN 1000,

XEGREIE RIS Broker By Leader 73 XHIIAIASZIZINEAL Producer i53KRIEIR.

FERIE

RiEEORRLHN , NREERKAIENESR , oTLUAR metadataFuture.get(timeout, TimeUnit.MILLISECONDS),
—/ProducerXR—/ "R

Producer 2&52% 2 , BALUEEA Topic KIXBER. BEBER T  @— MR AWK — Producer,

Acks

Kafka f9 ACK H141 , $§ Producer ROEE REHEANE] , 7 Kafka B9 0.10.x fRA £ , EIRBER Acks , TI7E 0.8.x fRA L , WA
request.required.acks , Acks FIREEEEFINZ Kafka SEEFIEHEMBESTEM,

Acks BISE0RBEANT -
24 1BA

‘acks=0" FoBIRSSImAY Response, MERERS. EEHEMILEA.

“acks=1" IRSZIRET RERIIBMRE] Response, MHaEHFE, EHENKTE. ETTRENTRSEEERX.
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24 1iRA

RBIHET RERRNEE T RELRIIZAIRE Response, MEERE. HERARE. THRMIETREENAES
HFRER.

‘acks=all’

—RREINERF acks=1 , EERIRSZAILURE acks=all

Batch

—fgIERT , IHEBASI CKafka B9 Topic 2BZ 13X , Producer EFIHERIRS IR ARIEHEER , TELHFHAEIE Topic AN XK
%, FLERA—DXKRIESHKEEN , Producer BFiREEXERITEM— Batch , #tERIXZIIRSS iR, Producer ZFimERhE
Batch AY , 2EBTUIMTHEM., —MRIERT , J\ Batch £53 Producer ZFURF=4EARIER , IEMBERAFIERFPRFIIRSHAHA | 3
IEREXNEEH CPU R , NMEAES 7TIHRAEMIBZEER. —MEER Batch KN, BILURNRIXTHE BRI Fimn MRS i LRI
BERORE , ERR HESERRXINEILFIRER.

Batch £5BBUNT :
28 WiRH

BESIHOKX (Partition ) FEEERFE ((BEABTHFTEZMN  AEFE) . KENRENEUER Motk

‘batch.size’ R . T TN
—IRMEEIEXK , 2ARE Producer ZFIHIEERHERITIRSSES.

BEREEEETPIRKAE, EBEXMIE , Producer BFIRFHAZEE batch.size® FIFRE , IZBENEES

linger.ms EIRsEEe

‘buffermemory’ FrERFEBNEAX/NETXNMES | BiaMAIBEERERSSE | WATS28 "batch.size” #1 “linger.ms’
' Y HomRs. buffermemory BBLAZIER 32MB , J9FEA Producer s , ST RISH0LAE,

WilA :

WRIEFER— IVM FRZENZEA4 Producer , BBAEA Producer #387884 32 MBEF=IE , LERMEGA &84 OOM ( Out of

Memory ) , IEAHEREEEE buffermemory YA/ , EEEAHA OOM,

ERILMRIEE R S TR TSI EEEE.

Key #1 Value

iHE2BAZ! CKafka BHEE Key (iBBWRR ) 1 Value (FBRBARE ) MIMFRR.

ATETERE , BAESIRE—ME—H Key, ETLUEIT Key IBEREHEE , FTNAXASMEERRE | TRZESHNEEEBR.
MEHBRIXBRK , BINABIRE Key , FHERFED XK.

Bt

RERFEHERESXAER , Z72WEIR— Batch 1, EILRE— Batch aIAFZAEI— M EZ=EESBFI Kafka Producer ik &
D XREE. HEBAFI Kafka Producer R¥FBITIRE Partitioner ISLIEKIAREEHSWSHIHK. HHEIEE Key IERT , iIHR
BAZ! Kafka Producer RIBCASRERZXSHRAIKey#HTI5% | AERBERFEREESX , RIEER Key FERSKEEIR— 7 X.

EHEIRBIERE Key BIBRT , iBES Kafka 2 ARAZRIBIFOARBRIEMERERNMES X | KBRS ULEEIE—
PR E. BR , XFEOAKRE Batch FIMRAURE | AESChMERYT , ATRERF 4 KEAY)\ Batch , NI{E/SEIRAIZERIEN. LT3
INRBERIT Key iHERID XE(KRIRA |, iHERAT Kafka 7E2.4ARASIN T RS X SRRE ( Sticky Partitioning Strategy ) .
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D KRBEERRT Key HEDHEIARSKX | &A/ Batchiail, HFEEHRIKEMR—2XAI Batch FeplfE | BRETERS—1
AKX, REREMNESRITEERZO K. XMRBEERERNE  SBERREER— DK , IRAKEMNETHE , HEEER
USSR HBREIE MR BN, XEFTLIEREREISXIRM , BRHETLHEER | 2RSS B ERE.

WNERIEFERRGEERAS Kafka Producer ZPimE2. 4% LA EIRA | BROIARISD XSRS SRR XERAS. ANEREFERRY Producer Z i
FRAINF2.4 , JLGARIBREE D XERIRRIE | BITSCIO XS | AEIBITSEL partitioner.class REIBEND XK.

KFAMD XERIELH , B LASEIT Java IRAUBSEHL, iZARBRICIlZ BT ERRIE—ERIETEIERE |, tHE—RD X,
public class MyStickyPartitioner implements Partitioner {

// iBF E—RHES XAiE),

private long lastPartitionChangeTimeMillis = OL;

// iERERIDKX,

private int currentPartition = -1;

// SR ENERE | ATLARIESERR L S35 #5255 K AORT A ElfR.
private long partitionChangeTimeGap = 100L;

public void configure(Map <String, ?> configs) {}

/**

* Compute the partition for the given record.

*

* @param topic The topic name

* @param key The key to partition on (or null if no key)

* @param keyBytes serialized key to partition on (or null if no key)
* @param value The value to partition on or null

* @param valueBytes serialized value to partition on or null

* @param cluster The current cluster metadata

*/

public int partition(String topic, Object key, byte[] keyBytes, Object value, byte[] valueBytes, Cluster cluster) {

/1 FEBFE D XER.
List<PartitionInfo> partitions = cluster.partitionsForTopic(topic);
int numPartitions = partitions.size();

if (keyBytes == null) {
List<PartitionInfo> availablePartitions = cluster.availablePartitionsForTopic(topic);
int availablePartitionSize = availablePartitions.size();

// FIT SRR B X,

if (availablePartitionSize > 0) {
handlePartitionChange(availablePartitionSize);

return availablePartitions.get(currentPartition).partition();
} else {

handlePartitionChange(numPartitions);

return currentPartition;

}

} else {

// 3 FBkeyRTER | tRIEkeyHIIEHEIEES X,

return Utils.toPositive(Utils.murmur2(keyBytes)) % numPartitions;
}

}

private void handlePartitionChange(int partitionNum) {
long currentTimeMillis = System.currentTimeMillis();

WS : BRmEmEX 2568 T1 #328m



O BASTCE SEIAFI ( CKafka)

// NSRBI S XIDIERES ARG , R T— oK, BUEREEZ RN X,

if (currentTimeMillis - lastPartitionChangeTimeMillis > = partitionChangeTimeGap

|| currentPartition < 0 || currentPartition >= partitionNum) {

lastPartitionChangeTimeMillis = currentTimeMillis;

currentPartition = Utils.toPositive(ThreadLocalRandom.current().nextInt()) % partitionNum;
}

}

public void close() {}

}

papd =2

BANSX (Partition) A, IBERRIRBREINFEEN  2EEAEFN. 8N ER MESEETAK  IREBEEESTEAENSXF ,
RE Partition Z B ABEFUENTRR.

MRFEHTEHEEGHERINFY | AILEEF-RIEEX—REER key , XEHEEERERN key HTHEREX , CKatka FEAIRIE key
IEHBEEINEF— MR TEE , BT o RREHE—NEEREHTRITEE , LEEEEEREENIFIET .

HEEHE

HEEREATRE
1. Poll 2,

2. PUTIHZRZEE,

3. FIR poll .

piE=asli

4> Consumer Group BJLABEEA Consumer , Fi58# group.id RERMEREINE , BFE— Consumer Group i Consumer
SHREBFEITIFN Topic,

540 : Consumer Group A iJ[7T Topic A , FFFE="NEZsf C1, C2. C3, NIAi%EE Topic A WESKEERKRASEE C1. C2,
C3 HIE—. CKafka ZMASIISMIEHEEA S NEERSLA , LUMREZERREIYE.

CKafka Sa#t9EHINERFIER « IBIT N TopicID K |, 9D ELLE M Consumer, AL, Consumer FINMNIARBERTF O RIEE | &
NESBHEBELHDEAZNHTD KM TFEERES. BRTEREs L&/ BEEEIARESRE. N, HOSTEN , Hak
—IREE,

XA

E— Consumer Group I , BINEZNEZELHRTRA Topic (RiF—8 , BRAHE AT TH.

 Consumer Group iJ 34 Topic,

— Consumer Group FTLAITEZ N Topic , 4 Topic RIEEME Cosumer Group FH Consumer 943i52%, 520 Consumer Group
A 1TIEY Topic A, Topic B, Topic C, MIX=A Topic HATER , # Consumer Group #fJ Consumer 15582,

Consumer Group T34 Topic BIREULEZINT :
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String topicStr = kafkaProperties.getProperty("topic");
String([] topics = topicStr.split(",");

for (String topic: topics) {
subscribedTopics.add(topic.trim());

}

consumer.subscribe(subscribedTopics);

* Topic #24 Consumer Group 1T,

— Topic BILA#Z 4 Consumer Group iJ5 , B&4 Consumer Group JR37E 2 Topic FRIRTEEE., 0 Consumer Group A iJ
%Y Topic A, Consumer Group B3iT 5T Topic A , N&iXE|Topic ANEEER , MY&fE—ntaConsumer Group ARJEZESCHE
theE—ptaConsumer Group BRGEZESSLA] , BIXF/NIEEEMN , HEISEE AR,

—A* Consumer Group SIR—/“RIFg

#RI— Consumer Group XR—NRF , BRI XN MARNRE, MREEEEAENREEER— AT |, BEEZHARE
By kafka.properties, 540 kafkal.properties. kafka2.properties,

jHERAIR Offset

81 Topic BZNMPKX , BNMD RS HAIBRNSFEE , XMRARAALSR MaxOffset,

HEBAFI CKafka B9 Consumer SIZIMFRREER D XANNERES  ICREEERETHIEERE  FRABEZERLR ConsumerOffset,
FIRAIRIHZERISE (BFRAHEHBHERE ) =MaxOffset-ConsumerOffset,

offset &3z

iHEPBAFI CKafka B9 Consumer BFMEXRSEL

¢ enable.auto.commit : BRIA(EHtrue,
e auto.commit.interval.ms : BRIA{E1000 , Bls,

XPANSEERHERS - 8K poll BEMRFTEE DXIBRARAIETE , NRIEE AR EEEBE S auto.commitinterval.ms #
ERETS , NEFRES RN RIERZE,

E , 2154 enable.auto.commit IREA true , MIFEEEIX poll FUERS , HRAI—X poll HRAEIREESLIHZTEE , BURRESE
(IrBLER.

INFIEE SRR |, 1BIE enable.auto.commit iRJ9 false , FER commit(offsets) BREB{TIEHINRIE3L.
HE offset

LITHRMER , SREBBRURES

o LRBISEMMALDEIRISIIIRET (FINEFiRSE—R L) .

o INIFERABUERR (RN D REAMARZL0 , BEFIHEIMNLIIFHAAEER ) .

Java ZFIHATLAUET auto.offset.reset SRECEEERME , TEH=FRAS :

o latest : NERARIRTTIRIHZS.
e earliest : NR/IMIBRFFIAEZ,
* none : ANMYHITIRIE , BIREE.
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o EWIRERL latest , MAEIRER earliest , BRENMRIEEIMNLFFIREZE  NMIERKEEE.
s MRBEECEER , JLURER none,

HIAGHE

HEBITERBEFIREMERSIHUBIERN , EUBCESRREESABEE , TR TSHIRE -

e max.poll.records : JNREPLZEEFRIT IMB , BiIRE N,
o fetch.max.bytes : IF B BLHBA/NMER—.

BEAMEZHEER , BEREALWHENMRGSEUEERITT , RS TRt EEE | TRLUTSHIRE !
o fetch.max.bytes : BIIREMAKTREN—F (IETRZSHNRLLE bytes , ANWHEEHIRALZ bits )

e max.partition.fetch.bytes : EIIRERY fetch.max.bytes =52z —aENHSZ—.

HEESTMHARS

iHEBAZI CKafka iHZANENZ at least once , HFIRZEMBE—IR , RIEEEAEX , BERELAHREEEAEE. THUNE R, &
FinEEYEasERDEESHE , TN AHSIRNENSHEESEUR (AT ERFE) |, INZEERE.

VARGRRESEN /0 |, BRRIER -
o RIXHEHRT , & key fEAME—/KS ID,
o HEBHERT , T key ERCEEEY  MRESZHEBL T , WRK  REET , WiHE—X.

IR MRNAASHOEERESEFAHR , WAFEMUEREFIOE.

ik S
iHEBATI CKafka RO KEFHEIMFFRBHEEHEZER  MRHEBRREZNFEFHERIITHEZERW | FINNRIRSS2EHI T AEE
7 SEEFHEBLERY , SHEATTMR , BBABLATRMALES :

* KWE—E=AEAITIEZREE. XMAONEIERRERLIEREESANER. | TAFRHEE | IEREEHER.
o BTFHESBAYI CKafka IRBLMBAMGESANRIT , TRPBERFTEIAMATEEREFEEIFR MRS (HlantlE—1 Topic T JAHM
KWHIHR ) | ARERHRERKERRIER  STEMRRE | RIEERLE.

HEER

HBIERBAEFIREMERBIHEES. —RIERT | IREFIREEERIEZE , WASFERAIER. &E TRAER | 55X
TEEEHR  HIEREEHREE.

HBRHERR

BEIENHRHERRNRER

o HEEERA LEFHERE | R NIZIRSEEERE.

o BEIRTETIHE,

HEREIHEEE  UTHREE  BESNT -ETERA  IRXMHERSEEFER  WEIRER BT , HBHELEER
M.

HEIRNIZ R R RIEERRLE | MRFESHERERNER | @RESHFIGENE | B ERERR RN TR,
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EEEHEEE
o HANConsumersLfINEl, BILAEHERNERIEN ( EEFRIEEBNLFIN— MR ) |, B ESESNEELAHE.,
WiBA :

SEHIMNEEE D XM BEHMABEIESEE , BB HEELHIARTIE.
o IEINEZRLAR.

- BX—NEAEith.

. Poll#E.

- EEERREILAR I TR,
 FEFRERIRREIRINE | BRpollBHEHAT.

A W N R

EREFENIX ( socket buffers )

7 Kafka B9 0.10.x kxR , 284 receive.buffer.bytes BIZMIAE 64KB, M7E Kafka B9 0.8.x kA , %4
socket.receive.buffer.bytes FIEKIAE 100KB,

XAPEBAEN TFoEHENIMEMSEANT |, 155I2R Broker F1 Consumer Z[ARIMEEHEZERTR ( bandwidth-delay
product ) KFBiE ( local areanetwork , LAN ) i,

FIERA1MsEEZ A EAIMLS (10 10Gbps 5E S ) |, BVEEREFENXIZE N8 16MB,
MREHAREAR , BEDEEIZREN IMB, BEEILURERN -1, ESEERERFHRIEMERISEFRER , REEEEMXAIAN,
BE , WFEEZD"HS XA Consumers 3K , BaiAEOIEERSERAR,
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Spark Streaming## A\ CKafka

BRUTEHTAYE: 2025-02-18 16:02:00

Spark Streaming 2 Spark Core F9—1N 8 , BTt BREEEEEMAIEYE | BRisTSAMEEEmAT Kafka, Flume,
HDFS/S3. Kinesis. Twitter §] TCP socket,

Spark Streaming 1SS RIS AL DStream ( Discretized Stream ) , ffj DStream FI—ZFIELEAY RDD ( M-S HICEURE ) BhY |,
1 RDD E—Er a8 afRARr=ErIEERE, ERARERT DStream HHTAMEESCRD XX EE RDD #HT4ME,

{53 Spark Streaming {E/9 Kafka RUEHRIMIAGY , AJ3Z#5F Kafka FoEhRAS SSLIGhRAS

Kafka Version spark-streaming-kafka-0.8 spark-streaming-kafka-0.10
Broker Version 0.8.2.1 or higher 0.10.0 or higher

Api Maturity Deprecated Stable

Language Support Scala, Java, Python Scala, Java

Receiver DStream Yes No

Direct DStream Yes Yes

SSL / TLS Support No Yes

Offset Commit Api No Yes

Dynamic Topic Subscription No Yes

BHAi CKafka & 0.9% LA EAIRRAS |, ZRSEHEfER 0.10.2.1 higA<hY Kafka i,

ItE5h , EMR hfY Spark Streaming th3735E X% CKafka , %0 [SparkStreaming 331 CKafka fRSS] .

RIS

1. KA CKafka S \tbhE

1. ZF [CKafka =48] .

2. BEMISAHEIERE [TFFIR] | BEEHIRYID" , HALFIERSERHE,

3. ELHINEARERREN (EATTH] &R |, AIEREEEAIRGENIIE |, BN R AT HZRFERZIR bootstrap-server,
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$B2. gE Topic

1. ELBEAEERNE , EEIRER (TopicEIE] R,
2. FETopicBEIH , B [FE] | QIE— 1 Etestl Topic , BETRIELIZ Topic ABINBITEF=HZE,

S]3. EERIRSIFER
Centos6.8 &%
package version
sbt 0.13.16
hadoop 273
spark 210
protobuf 2.5.0
ssh CentOS BRiAZ%
Java 1.8

BRLRSREEIENE,

B4, 3ECKafka
ECKafkarp4EF=iER

Bay CKafka 37#%F 0.9.0.x, 0.10.0.x. 0.10.1.x. 0.10.2.x kA, XEEfFEFA 0.10.2.1 hixAHY Kafka ki,

1. 7£ build.sbt FRA0ER

name := "Producer Example"

version := "1.0"

scalaVersion := "2.11.8"

libraryDependencies += "org.apache kafka" % "kafka-clients" % "0.10.2.1"

2. Fig& producer_example.scala :

import java.util.Properties

import org.apache.kafka.clients.producer._

object ProducerExample extends App {

val props = new Properties()

props.put("bootstrap.servers", "172.16.16.12:9092") //sLEHSEHRIARK IP Sik0l

props.put("key.serializer", "org.apache.kafka.common.serialization.StringSerializer")

props.put("value.serializer”, "org.apache.kafka.common.serialization.StringSerializer")
val producer = new KafkaProducer[String, String](props)

val TOPIC="test" //AEEE4r=HY Topic
for(i<- 1 to 50){

WS : BRmEmEX
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val record = new ProducerRecord(TOPIC, "key", s"hello $i") //47= key 2"key",value £ hello i BiER

producer.send(record)

}

val record = new ProducerRecord(TOPIC, "key", "the end "+new java.util.Date)
producer.send(record)

producer.close() //BREEMTFT

}

BEZH% ProducerRecord HIFE;£iEE% [ProducerRecord] 3244,
MCKafkajsEsm

DirectStream

1. 7£ build.sbt FROORER

name := "Consumer Example"

version := "1.0"

scalaVersion := "2.11.8"

libraryDependencies += "org.apache.spark” %% "spark-core" % "2.1.0"
libraryDependencies += "org.apache.spark” %% "spark-streaming” % "2.1.0"

libraryDependencies += "org.apache.spark” %% "spark-streaming-kafka-0-10" % "2.1.0"

2. B & DirectStream_example.scala :

import org.apache.kafka.clients.consumer.ConsumerRecord
import org.apache.kafka.common.serialization.StringDeserializer
import org.apache.kafka.common.TopicPartition

import org.apache.spark.streaming.kafka010._

import org.apache.spark.streaming.kafka010.LocationStrategies.PreferConsistent
import org.apache.spark.streaming.kafka010.ConsumerStrategies.Subscribe
import org.apache.spark.streaming.kafka010.KafkaUtils

import org.apache.spark.streaming.kafka010.OffsetRange
import org.apache.spark.streaming.{Seconds, StreamingContext}
import org.apache.spark.SparkConf

import org.apache.spark.SparkContext

import collection.JavaConversions._

import Array._

object Kafka {

def main(args: Array[String]) {

val kafkaParams = Map[String, Object](

"bootstrap.servers" -> "172.16.16.12:9092",

"key.deserializer" -> classOf[StringDeserializer],
"value.deserializer" -> classOf[StringDeserializer],

"group.id" -> "spark_stream_test1",

"auto.offset.reset" -> "earliest",

"enable.auto.commit"” -> "false"

)

val sparkConf = new SparkConf()
sparkConf.setMaster("local")
sparkConf.setAppName("Kafka")

val ssc = new StreamingContext(sparkConf, Seconds(5))
val topics = Array("spark_test")

val offsets : Map[TopicPartition, Long] = Map()

WS : BRmEmEX

5575 £328

iHEBAZ ( CKafka)



O BASTCE MBI ( CKafka )

for (i <- 0 until 3){

val tp = new TopicPartition("spark_test", i)

offsets.updated(tp , OL)

}

val stream = KafkaUltils.createDirectStream[String, String](

Ssc,

PreferConsistent,

Subscribe[String, String](topics, kafkaParams)

)

printIn("directStream")

stream.foreachRDD{ rdd=>

//BHIRERTER

rdd.foreach{iter =>

val i = itervalue

printin(s"${i}")

}

//3%1Boffset

val offsetRanges = rdd.asInstanceOf[HasOffsetRanges].offsetRanges
rdd.foreachPartition { iter =>

val o: OffsetRange = offsetRanges(TaskContext.get.partitionld)
printin(s"${o.topic} ${o.partition} ${o.fromOffset} ${o.untilOffset}")
}

}

// Start the computation
ssc.start()
ssc.awaitTermination()

}

}

RDD

1. Be& build.sbt (BERL , 2FHEE) .
2. fic& RDD_example :

import org.apache.kafka.clients.consumer.ConsumerRecord

import org.apache.kafka.common.serialization.StringDeserializer

import org.apache.spark.streaming.kafka010._

import org.apache.spark.streaming.kafka010.LocationStrategies.PreferConsistent
import org.apache.spark.streaming.kafka010.ConsumerStrategies.Subscribe
import org.apache.spark.streaming.kafka010.KafkaUtils

import org.apache.spark.streaming.kafka010.OffsetRange

import org.apache.spark.streaming.{Seconds, StreamingContext}

import org.apache.spark.SparkConf

import org.apache.spark.SparkContext

import collection.JavaConversions._

import Array._

object Kafka {

def main(args: Array[String]) {

val kafkaParams = Map[String, Object](

"bootstrap.servers” -> "172.16.16.12:9092",

"key.deserializer" -> classOf[StringDeserializer],

"value.deserializer" -> classOf[StringDeserializer],

"group.id” -> "spark_stream",
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"auto.offset.reset" -> "earliest",

"enable.auto.commit” -> (false: java.lang.Boolean)

)

val sc = new SparkContext("local", "Kafka", new SparkConf())

val java_kafkaParams : java.util. Map[String, Object] = kafkaParams

//3ZNaFRE parition AIEVER offset SEEIRVER | SIRAENAZEINFEE S EIBIT S RSE e B RIA R AR E
val offsetRanges = Array[OffsetRange](

OffsetRange("spark_test", 0, 0, 5),

OffsetRange("spark_test", 1, 0, 5),

OffsetRange("spark_test", 2, 0, 5)

)

val range = KafkaUtils.createRDD[String, String](
e

java_kafkaParams,

offsetRanges,

PreferConsistent

)
range.foreach(rdd=>printIn(rdd.value))
sc.stop()

}

}

8% kafkaParams FBj£&% kafkaParams 3,

[T—£7N

ZEE sbt

1. 7 sbt ER £ & sbt &,
2. fRIEGTE sbt IBRTOIEE— sbt_run.sh FIAFHENMATHITIIR , HIARSIAT :

#1/bin/bash
SBT_OPTS="-Xms512M -Xmx1536M -Xss1M -XX:+CMSClassUnloadingEnabled -XX:MaxPermSize=256M"
java $SBT_OPTS -jar ‘dirname $0°/bin/sbt-launch jar "$@"

chmod u+x ./sbt_run.sh

3. PUTLA TR,

./sbt-run.sh sbt-version
EHoead! sbt IRAHBARTLUEFEIETT,

% protobuf

1. % protobuf ARARZA,
2. RIERHANE R,

.Jconfigure
make && make install

TR TR gee-g++ , FUTHAIBEREE root R,
3. BB R , EaTHRATERR.
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protoc --version
4. H58eEE| protobuf frAIREBRLUIERIE!T.

Z2%E Hadoop

1. 1518 Hadoop B/ TEHEINRA.
2. 190 Hadoop FAF,

useradd -m hadoop -s /bin/bash

3. IENNEERR,

visudo

4. £ root ALL=(ALL) ALL &i0—1T. hadoop ALL=(ALL) ALL {RIFIELE.
5. {8 Hadoop #/T18(E.

su hadoop

6. SSH TEIEER,
cd ~/.ssh/ # FERBZBR , iB%HUT—/Rssh localhost
ssh-keygen -t rsa # SH1Em , FIREIFEFHATLL
cat id_rsa.pub >> authorized_keys # IN\ZH
chmod 600 ./authorized_keys # {&X34 R

7. L% Java,

sudo yum install java-1.8.0-openjdk java-1.8.0-openjdk-devel

8. Bt& ${JAVA_HOME},

vim /etc/profile

SR ETHARE ¢

export JAVA_HOME=/usr/lib/jvm/java-1.8.0-openjdk-1.8.0.121-0.b13.el6_8.x86_64/jre
export PATH=$PATH:$JAVA_HOME

TRIELREE BRI BRI R ER IR,
9. g% Hadoop , HABR.

./bin/hadoop version

ERE R TNRANME R BBREE BT,
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0. BEEEN AN ( UIRIEEEEEANE ISR ) .

vim /etc/profile

SR E AR :

export HADOOP_HOME=/usr/local/hadoop
export PATH=$HADOOP_HOME/bin:$PATH

IR IR BRSSO N,

1. {824 /etc/hadoop/core-site.xml

<configuration>

<property>
<name>hadoop.tmp.dir</name>
<value>file:/usr/local/hadoop/tmp</value>
<description>Abase for other temporary directories.</description>
</property>

<property>

<name>fs.defaultFS</name>
<value>hdfs://localhost:9000</value>
</property>

</configuration>

2. 1824 /etc/hadoop/hdfs-site.xml ,

<configuration>

<property>

<name>dfs.replication</name>

<value>1</value>

</property>

<property>
<name>dfs.namenode.name.dir</name>
<value>file:/usr/local/hadoop/tmp/dfs/name</value>
</property>

<property>

<name>dfs.datanode.data.dir</name>
<value>file:/usr/local/hadoop/tmp/dfs/data</value>
</property>

</configuration>

3. {8 /etc/hadoop/hadoop-env.sh #1fY JAVA_HOME JgJava RIESR.

export JAVA_HOME=/usr/lib/jvm/java-1.8.0-openjdk-1.8.0.121-0.b13.el6_8.x86_64/jre

4. #1947 NameNode &z {t.

./bin/hdfs namenode -format

&7 Exitting with status 0 MIZRRELIH.
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5. [z Hadoop.

./sbin/start-dfs.sh
RRINEHETFE NameNode ##2 , DataNode ##2 , SecondaryNameNode #7g.

2% Spark

518 Spark EMN TERAIBEAMA. RAZEIZLET Hadoop , FILUSESER Pre-build with user-provided Apache Hadoop, #7R
BIREEER hadoop FAFEHTIRME.

1 BEHENER.
2 (EMECEN .

cp ./conf/spark-env.sh.template ./conf/spark-env.sh
vim ./conf/spark-env.sh

EF AT TERE

export SPARK_DIST_CLASSPATH=$(/usr/local/hadoop/bin/hadoop classpath)

3. 1R#E hadoop ZEBIEREER, BITHAI.

bin/run-example SparkPi

ERNREDLEERERFRH T A IUE.

WS : BRmEmEX 2580 T1 #328m



O BASTCE SEIAFI ( CKafka)

Flume#z \ CKafkafz{ESLiE

BRITEHTAYE: 2025-02-18 16:02:00

Apache Flume 2— 1Moz, 9%, SUBNBEERERS: , SUFSHBEREUERIR (20 HTTP, Log X4, JMS, IEImimOEEE
%) | EBEXEHIBRIESENEHIEHTENNE. RE. B, REFMEIIEEEERAT (10 Kaftka, SHAXMERS. Solr BER
IRSE8%E) .

Flume EAREHEINT :

Flume LA agent A&/NAPIRIIIEITERY, — agent Fi2—1 JVM , B4~ agent | Source, Sink #1 Channel = KB {HHap%.

Flume 5 Kafka

IE&ETFIEE HDFS B HBase F NFfFERREE T ERRINTELSRSMERNIDSR | IFARSNNEURRGREED. WS
SERFARE. Flume (FARENSMRRREESIEZD , RRMUATESCHNEE. EEFAUNEIATS 34 SMRRER—E
Kafka RILATEZHEFRAE. Kafka 5 partition LUK KA append 1BII4E | E Kafka BEANFHIRMEES | RISEHFHE
replication #5143 , fif Katka EEREEMEEM. FTLUE Flume 71 Kafka Z5&i#EE , AILARBEFIMNEDEASEHERK,

Flume #A\FFR Kafka

HEETE

» & Apache Flume ( 1.6.0L0 EARAFEZ Kafka )
o T Kafka TE®R (0.9xLALERA , 0.8BEALIE)
o T\ Kafka B9 Source. Sink B4E47E Flume /1,

BAB
Kafka BI{EJS Source & Sink IS EEHITEARESH.
Kafka Source E2& kafka {E/EENR , BNEBECSIENEZEEE |, M Kafka RHIENEIRENEREE Sink th, FEEREIRTHOT :

BCEIN 18

channels BB &/ Channel

type WA - org.apache.flume.source.kafka.KafkaSource
kafka.bootstrap.servers Kafka Broker HIfRS388HbE

kafka.consumer.group.id 1 Kafka jEZ8u%AY Group ID

kafka.topics Kafka sh#iESR Topic

batchSize BRBA Channel AN

batchDurationMillis BRE R AEFREE
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=~

tierl.sources.sourcel.type = org.apache.flume.source.kafka.KafkaSource
tierl.sources.sourcel.channels = channell
tierl.sources.sourcel.batchSize = 5000
tierl.sources.sourcel.batchDurationMillis = 2000
tierl.sources.sourcel.kafka.bootstrap.servers = localhost:9092
tierl.sources.sourcel.kafka.topics = testl, test2
tierl.sources.sourcel.kafka.consumer.group.id = custom.g.id

BEEZWFIESE Apache Flum EN,

Kafka Sink BcE Kafka fEAREENTT | BIGBECIEALFE | #Z] Katka Server hEFEEUR(F, TERCEIXRIUNT :

[T=101 iR
channel BCEER Channel
type WIRA : org.apache.flume.sink.kafka.KafkaSink
kafka.bootstrap.servers Kafka Broker B9pR53E8
kafka.topics Kafka sh#EsRIR Topic
kafka.flumeBatchSize ERE AT Bacth K
kafka.producer.acks Kafka &F=&HI4EF~5RHER
=~

al.sinks.kl.channel = c1

al.sinks.kl.type = org.apache.flume.sink.kafka.KafkaSink
al.sinks.k1.kafka.topic = mytopic
al.sinks.kl.kafka.bootstrap.servers = localhost:9092
al.sinks.k1.kafka.flumeBatchSize = 20
al.sinks.kl.kafka.produceracks = 1

BEEZRFIEESE Apache Flum BN,

Flume A\ CKafka

{85 CKafka {79 Sink

1. $KEN CKafka SClE\thE

1. E&xRCKafka 1=HIE.
2. EEMSHEER (SEAIFIR] | BESLARYID" , MALAIEAEERH.
3. ELHINEAERTEN [(BAT(] &R, aJEREELAIRgE AL,

2. Bl Topic
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1. EEBIEAEERE , RN [TopicEHE] &L,
2. ETopicBIENE , B [FE] | GlEE—1E5 flume_test B9 Topic,

$23. BcBFlume

1. 7% Apache Flume TE&HHE .
2. IREEEM Hflume-kafka-sink.properties , LATF@—M&EERY Demo ( EEEMRERRM conf XHET ) , EXLFFHFEKRNIEES
HISLH IP 5 Topic BiBIEE 44 hEIE]., ABIFEARY source A tail -F flume-test , BISUAF3HEHISE.

3. T T ap< B0 Flume,

./bin/flume-ng agent -n agentckafka -c conf -f conf/flume-kafka-sink.properties

4. ENEEE flume-test 3214 |, IEAHERIGH Flume SAZ| CKafka,

5. Bs CKafka ZFImEHITIHE,
./kafka-console-consumer.sh --bootstrap-server xx.xx.xx.xx:xxxxx --topic flume_test --from-beginning --new-consumer
i8R
bootstrap-serveriESRIBIERICKafkaSLHIRHENIEIL | topicEERIRIBIEERI TopicETR,

HJLIEZINIZ BB S HGE 2R sk,

{#5Fg CKafka {EJ3 Source

1. FREN CKafka SCiise A\ttt

1. E&xRCKafka 1=HIE.
2. EEMSHEER (SEAFIR] | BESLARY'ID" , MALAIEAEERH.
3. ELHINEAERTREN [(BATT(] &R |, aJEREELAIRgEAtbL,

B2, BlIEE Topic
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1. EEBIEAEERE , RN [TopicEHE] &L,
2. ETopicBIENE , B [FE] | GlEE—1E5 flume_test B9 Topic,

$23. BcBFlume

1. 7% Apache Flume TE&HHE .

2. RS EM Hflume-kafka-source.properties , LIT2—/MEEA Demo ( BeEEMEBRAT conf LT ) . EFLFFHERNE
BCRISLA IP 55 Topic BiRIEE S 4FX4REIE], thAMERRY sink 9 logger,

3. PUTAI T as <=5 Flume,

./bin/flume-ng agent -n agentckafka -c conf -f conf/flume-kafka-source.properties

4. &5F logger WHER ( BUAREREA logs/flume.log ) .
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Flink # )\ CKafka

BRUTEHTAYE: 2025-02-18 16:02:00

Apache Flink 2— Al LUMBREGEAISCRAMEESE | BTALRFIEREER LHTEREAITE. Flink 88EMERIERNEFIZE
17 . FRELIRFEEMESAEETITE.

Apache Flink {BIRMETSFAE REFESS. Flink runtime BES5EE XA EFPIRSAVSHHIEHAIERREGER | RSB ERNEREA/N
RERITHE A SRS B ARSI TANE | FHARIHBAIMESE.

N AR AR B SRR (WEESIE5fH=H7E | 20 Apache Kafka 8% Kinesis ) B9sEATEE. Flink 127 Apache
Kafka j&#z28 , FBFM Kafka topic EENEREREFRSENEIE , FHREEH RIS,
BMEPR

1 : FREN CKafka SCifE Mttt

1. BFRCKafka 1414,
2. EEMSHEER [SEAFIR] | BasLfIm D", ALAIEA S S RmE.

3. ELHINEAERITEN [(BATTN] &R |, AIREELAIRUAMBIL | AR A 2R ERZIR bootstrap-server,

$E]2 : BIE Topic
1. ELBEAEERE , RN [TopicEE] R,

2. 7£ Topic EET@E , 8 [FE] | SIE— 1B test BY Topic , ETHRIBLLIZ Topic AFINBIN{EEZE,

HBE3 : #I0 Maven {3
pom.xml BEEWNTF :

<?xml version="1.0" encoding="UTF-8"?>

<project xmIns="http://imgcache.finance.cloud.tencent.com:80maven.apache.org/POM/4.0.0"
xmlns:xsi="http://imgcache.finance.cloud.tencent.com:80www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://imgcache.finance.cloud.tencent.com:80maven.apache.org/POM/4.0.0 http://imgcache.finance.
cloud.tencent.com:80maven.apache.org/xsd/maven-4.0.0.xsd" >

<modelVersion>4.0.0</modelVersion>

<groupld>org.example </groupld>
<artifactld>Test-CKafka</artifactld >
<version>1.0-SNAPSHOT < /version>
<dependencies>

<dependency>
<groupld>org.apache kafka</groupld >
<artifactld>kafka-clients</artifactld >
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<version>0.10.2.2</version>

</dependency>

<dependency>

<groupld>org.slf4j</groupld >

<artifactld >slf4j-simple</artifactld >
<version>1.7.25</version>
<scope>compile</scope>

</dependency>

<dependency>
<groupld>org.apache.flink</groupld>
<artifactld>flink-java </artifactld >
<version>1.6.1</version>

</dependency>

<dependency>
<groupld>org.apache.flink</groupld>
<artifactld>flink-streaming-java_2.11</artifactld >
<version>1.6.1</version>

</dependency>

<dependency>
<groupld>org.apache.flink</groupld>
<artifactld>flink-connector-kafka_2.11</artifactld>
<version>1.7.0</version>

</dependency>

</dependencies>

<build>

<plugins>

<plugin>
<groupld>org.apache.maven.plugins</groupld>
<artifactld>maven-compiler-plugin </artifactld >
<version>3.3</version>

<configuration>

<source>1.8</source>

<target>1.8</target>

</configuration>

</plugin>

</plugins>

</build>

</project>

$B4 . iHEECKatkarPASHER
o BIVPCHREZ :

import org.apache.flink.api.common.serialization.SimpleStringSchema;

import org.apache.flink.streaming.api.datastream.DataStream;

import org.apache.flink.streaming.api.environment.StreamExecutionEnvironment;
import org.apache.flink.streaming.connectors.kafka.FlinkKafkaConsumer;

import java.util.Properties;

public class CKafkaConsumerDemo {

public static void main(String args[]) throws Exception {

StreamExecutionEnvironment env = StreamExecutionEnvironment.getExecutionEnvironment();
Properties properties = new Properties();

/1AW NIZ 2 1, B2 R BE ER b, FESCAF B TTRTREN S TURHIREY.,
properties.setProperty("bootstrap.servers"”, "IP:PORT");
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//iBEEAId,

properties.setProperty("group.id", "testConsumerGroup");

DataStream<String> stream = env

.addSource(new FlinkKafkaConsumer<>("topicName", new SimpleStringSchema(), properties));
stream.print();

env.execute();

}

}
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Logstashz A CKafka

BRUTEHTAYE: 2025-02-18 16:02:00

Logstash 2—MFFEIESEETER | AJLIMSNRCNEETR. SR SaVEiRFA IR TEREF AR AIE.

Logstash RiEMHE , HEBEAMIE LD , BHEEE |, SHFSMEHAFIEEIR. Logstash {EAKFERIH4EHEIESE , 5
Elasticsearch #1 Kibana Bt& , EHEWER RS EINEEEK,

Logstash T{F/&RIE

Logstash ZHEAMIERILAS A=MER © inputs — filters — outputs,

1 inputs : PEBUERIR |, FIANSZ4E. syslog. redis # beats IZERIR.
2. filters : {EBULIEEYE , 7 Logstash #HIEEEFETHERT , JLURBRGENEMHHTEN, —LENRNTIEEEEE : grok,
mutate. drop #1 clone &,

3. outputs : BEUEERRIEMIS , — N NEHILUERZIZA outputs , LBEMTEREX N ST H, Elasticsearch FEREE A
outputs,

[EfY Logstash SZi54mASARES , RILATE inputs 1 outputs imfSEIST.

Logstash A\ Kafka B9(LE

o ALIRSAMBEIE : BIlERARE.
o 748 . & Elasticsearch EHIIHERSR/E_EHETIE.

S = g

Logstash {TIEHERIR | AIRABBIELF" server LRFIBEMEEE.

BFLER
A

° THEFZELogstash , &% Download Logstash,
o TEHZLEIDK 8, &# Download JDK 8,
o B8 CKafka 3L,

311 $KEN CKafka SCflge N\ttt

1. &5 [CKafka =414] .
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2. EEMSHEER (SEAFIR] | BESLHIRYID" , MALAIEAEERH.

3. ELHINEAERIEN (BAT5(] &R, aJERELAIRgEAbL,

FE2. Bl Topic

1. EEHIEAERIE , SR [TopicEE] WL,
2. ETopicBIEN@E , B (8] | tliE— 1= Alogstash_testhy Topic,

B3, TN CKafka
inputs A

1. #4147 bin/logstash-plugin list , EEEE&XIFHREGEERE logstash-input-kafka,
2. E.bin/BR TREBEX input.conf, HAMEIRERBIENEIELERS | 1 Kafka fE/0¥UEFRIR.

input {

kafka {

bootstrap_servers => "xx.xx.xx.xx:xxxx" // ckafka SEFEEBE
group_id => "logstash_group" // ckafka groupid &FR

topics => ["logstash_test"] // ckafka topic BFR
consumer_threads => 3 // iHER&LES , —h%5 ckafka 9 XE—E
auto_offset_reset => "earliest"

}

}

output {

stdout{codec=>rubydebug}

}

3. PUTLAT &S /35 Logstash |, HTiHEEZ,
Jlogstash -f input.conf

IREIERIT

AJLABEINIZ Topic RIBIRHIEZELE.

outputs EAN

1. #147 bin/logstash-plugin list , EEBEFFINEHFEERE logstash-output-kafka,
2. TE.bin/fREEEI M output.conf, IHAMSTRERMANEASUERIR |, 15 Kafka {EAEURE BRI,

WS : BRmEmEX 2589 I #328m



O BASTCE

input {
input {
stdin{}
}
}

output {

kafka {

bootstrap_servers => "xx.xx.xx.xx:xxxxx" // ckafka SCfI#EE Ntk
topic_id => "logstash_test" // ckafka topic Z#R

}

}

3. PUTAI TS5 Logstash , @A) Topic RiEEA.,

J/logstash -f output.conf

4. BsCKafkaiH#EE |, 1630 E—PRIEFHUE.
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Schema Registry ## A\ CKafka

BRITEHTAYE: 2025-02-18 16:02:00

FTCEERESRY Avro API BREM TSNS RFFINSE |, R2(ER Twitter A Bijection 28ESLHL Avro RGNS RFFIML , PIFHTS
EEHERRNRR : £585% Katka ISREEHRAN T Schema , NTISEUCRAIA/NAEEN. EEFEERF  EZBICRINATERRIE
A Schema , FrLAERSCHER Schema, CKafka BT #IEHE—1 Schema fY753% : & Schema BIRZEEAREI Confluent Schema
Registry , Kafka Producer #1 Kafka Consumer i&@diR5l Confluent Schema Registry f schema REHTFFIIHFIRFFI.

AR SR

* TZ; Download JDK 8,
* T# Confluent oss 4.1.1,
* SelgEEsfl.

BIFLR

HTRL. FRECHHEN I HFT IR B e Topic

1. Z&F CKafka 1=#l&.
2. EEMSHEERE [SEhFIR] | BESLHIRYID" , HALAIESMSERHE.
3. ELHINEAERITEN (BATG(] &R, aTEREELAIRgEABLL,

4. 7= [BahelE Topic] BERFFZE LI Topic,

-
J25/ oss £8lfE schemas £/ , FRLASLAIGEEFEEEIRIETER,

$B2. A Confluentil B
1. {83 oss R {HEY server EHHE(EE, MBEEWT :

kafkastore.bootstrap.servers=PLAINTEXT://xxxx
kafkastore.topic=schemas
debug=true

Wil :
bootstrap.servers : IEAMLE , TELHIEETE BASN] EREMETISHE,
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2. FTU &< 350 Schema Registry,

bin/schema-registry-start etc/schema-registry/schema-registry.properties

BITERNT

B3, WERER
A schema X4, EFRTWTF :

{

"type": "record",

"name": "User",

"fields": [

{"name": "id", "type": "int"},
{"name": "name", "type": "string"},
{"name": "age”, "type": "int"}

]
}

1. /EAf schema ZXSRL Topic (iERR Topic B9 test) THEHHMAZEREE Schema Registry BRERIIMEAERA curl apSTERRIL. API
SCHERAS— N

curl -X POST -H "Content-Type: application/vnd.schemaregistry.vl+json" \

--data '{"schema": "{\"type\": \"record\", \"name\": \"User\", \"fields\": [{\"name\": \"id\", \"type\": \"int\"}, {\"name\": \"nam
e\", \"type\": \"string\"}, {\"name\": \"age\", \"type\": \"int\"}]}"}" \
http://imgcache.finance.cloud.tencent.com:80127.0.0.1:8081/subjects/test/versions

2. Kafka Producer &i%#0E :

package schemaTest;

import java.util.Properties;

import java.util.Random;

import org.apache.avro.Schema;

import org.apache.avro.generic.GenericData;

import org.apache.avro.generic.GenericRecord;

import org.apache.kafka.clients.producer.KafkaProducer;

import org.apache kafka.clients.producer.Producer;

import org.apache.kafka.clients.producer.ProducerRecord;

public class SchemaProduce {

public static final String USER_SCHEMA = "{\"type\": \"record\", \"name\": \"User\", " +
"\"fields\": [{\"name\": \"id\", \"type\": \"int\"}, " +

"{\"name\": \"name\", \"type\": \"string\"}, {\"name\": \"age\", \"type\": \"int\"}]}";
public static void main(String[] args) throws Exception {

Properties props = new Properties();

// INCKafkasLfIfgiz \itbit
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props.put("bootstrap.servers”, "Xx.XX.XX.XX:XXXX");

props.put("key.serializer", "org.apache.kafka.common.serialization.StringSerializer");

// {#F8 Confluent SEEIAY KafkaAvroSerializer

props.put("value.serializer", "io.confluent.kafka.serializers.KafkaAvroSerializer");

// #h0 schema FRS3A9MEHE , FBF3KEY schema

props.put("schema.registry.url”, "http://imgcache.finance.cloud.tencent.com:80127.0.0.1:8081");
Producer<String, GenericRecord> producer = new KafkaProducer<>(props);

Schema.Parser parser = new Schema.Parser();

Schema schema = parser.parse(USER_SCHEMA);

Random rand = new Random();

intid = 0;
while(id < 100) {
id++;

String name = "name" + id;

int age = rand.nextInt(40) + 1;

GenericRecord user = new GenericData.Record(schema);
user.put("id", id);

user.put("name”, name);

user.put("age”, age);

ProducerRecord <String, GenericRecord> record = new ProducerRecord <> ("test", user);
producer.send(record);

Thread.sleep(1000);

}

producer.close();

}

}

BT —ERAESE , fECKafka #=HI6H9 (topicEIE] WA , EEXMMA Topic , BE [EZ] > (BRER] , EENINIRXIGHER.

3. Kafka Consumer jEZEE0E

package schemaTest;

import java.util.Collections;

import java.util.Properties;

import org.apache.avro.generic.GenericRecord;

import org.apache.kafka.clients.consumer.ConsumerRecord;

import org.apache.kafka.clients.consumer.ConsumerRecords;

import org.apache kafka.clients.consumer.KafkaConsumer;

public class SchemaProduce {

public static void main(String[] args) throws Exception {

Properties props = new Properties();

props.put("bootstrap.servers”, "xx.xx.xx.xx:xxxx"); //CKafkaSCfFlRg#z A\ttt
props.put("group.id”, "schema");

props.put("key.deserializer", "org.apache. kafka.common.serialization.StringDeserializer");
// {EHEConfluentsLIfYKafkaAvroDeserializer

props.put("value.deserializer", "io.confluent.kafka.serializers.KafkaAvroDeserializer");
/1 #MschemafRSSAIMBIE , AT 3kENschema

props.put("schema.registry.url”, "http://imgcache.finance.cloud.tencent.com:80127.0.0.1:8081");
KafkaConsumer<String, GenericRecord> consumer = new KafkaConsumer< > (props);
consumer.subscribe(Collections.singletonList("test"));

try {

while (true) {

ConsumerRecords <String, GenericRecord> records = consumer.poll(10);
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for (ConsumerRecord <String, GenericRecord> record : records) {
GenericRecord user = record.value();

System.out.printIn("value = [user.id = " + user.get("id") + ", " + "user.name ="
+ userget("name") + ", " + "userage = " + user.get("age") + "], "

+ "partition = " + record.partition() + ", " + "offset = " + record.offset());
}

}

} finally {

consumer.close();

}

}

}

£ CKafka #=#l& B9 [Consumer Group] ITHE , #6#F schemaiBEAETR , HEABFREA Topic BFR , B [EEFE]  EEHE
#i5.

[EEliBZEERHTIES: , TENEZAGEE
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= WA
INEEREDS

RITEFHHYE): 2025-02-18 16:02:00

Cloud Kafka F#SB—hRAOFFIR Kafka ? ( 2480189 CKafka BEFFFR Kafka BIBFNREAS ? )
2477 CKafka 3&Z Apache Kafka 1.1-2.8 REATFhRA | #EF4F-HEmt A RIFFRERA SDK,

H+4RER (TOPIC) ?
Topic 285472 Cloud Kafka SREHOEEFRBARYZEEI , B Cloud Kafka 2 topic . BPEES LR topic AEAEEHEE.

HARSEX (PARTITION ) ?

Partition 248 EAIHEE , B topic 2IFDAL—PESA partition, partition BILARSRKIE & topic (IFL , AHENERBEHESEAN
[ partition , FFE T EERERIEN. BT Cloud Kafka S EHIERLE partition , EIEARR L | topic BIHTEILER partition
NEIRLIELL.

Cloud Kafka 1 CMQ BHHAXEI ?

CMQ USRNSSR, SEEBAMEEER , (RIESIEE—3. Cloud Kaftka BRFEXRESHMR , W EMHEREIIBAR
HA8 (WMHEREZWSS ) . sk, Cloud Kafka 755382 kafka FUERF  TLMMEIZERMA |, LS5,

Kafka ZFimEE LAERSERE Cloud Kafka RS ?

Cloud Kafka BJLAFEZ Apache Kafka 1.1-2.8hgAs , #8EJLAEIT Katka ZRmEEHEFL , FRIDRIEHREESTARS A~ SHE
BE.

EBBA%I CKafka BBRSFRE ZooKeeper ?

AT ZooKeeper , AI2MHE zk bk,

CKafka BESHFHEESE ?

L@ CKafka STHFFFERY snappy 0 124 ROEBEEREE. BT Gzip FE4EdT CPU fSEFERS , BhYE. MidHE@iNErXimEa
EESEHTR. EBEEHFEIE : Producer EEEX 4221 compression.type = snappy 2i& 1z4 , BRIAJIXF] none,

CKafka W{EHHER SN ?
CKafka BTN P2 A RR 2 -
o FHFRE : SCOIRORLIAIEENF BEARRE.

o IR : CKafka SHMFIE TSR 1P EIG BA0ASATHE) | 23 SASL S5HY,
o LD RBUSEEIRLRD. B DDoS BEERS,

CKafka BESELER ?

1. FF5AY Apache Kafka MRIEAZHEE ; CKafka $tXIRTRMM T | =FAEE CKafka RIRTAIMEAR 99.95%.

2. CKafka ZFALUBIEAEF IS ACK |, REREAZRNOERHEE | BITERTRMK.

3. TEEREFHRIENZFIER |, RETE,

4. CKafka ERREMRZSEIERFTESETL. SHENAMEGELS | MEETEMEERTT2EZ  Winnf TIRESE ENE
BEX  EFRETEFAELNHE  EMREERFRIFESNnS | #5ER CMQ.
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CKafkaf9r=GapRiIRHRLE ?
PR AR

1. 81 TopicRZRILAFEE 244 Partition , — 3EIA AT TopicZBliE8MPartition , —M2EIAR TopicRZElIEE 124 Partition
2. consumer group ZREEEN 7 X
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EW=CEPS

RITEHAYE: 2025-02-18 16:02:00

ANfrTZEER CKafka Bl ?
VG Topic FIERENEIAE S RIATFIENIE | (RISSUETT SR, 280 CKafka BESIESEIA Topic IGIR , AEIKF FEEEIA
{9 Topic , BRI THBER |

1. BUEHRY Topic , IEFERNDX , IEEONEIA ;
2. EFFHREIFHR Topic &, FERSEIA Topic HEAKIHZ ;
3. HEESTRERIESGHB B E | 1TIEHRY Topic #HTIHE.

HBBATIRTE N iR 47 BRI ?

o & telnet 251B (WA , 22 Kafka FIEF=EETHEREMNEZINET ) .
* IEEIFAY vip - port 2ARECEIEH.
o E Topic HRRESRTE , MRFABZEEHEIEMAY IP Faeihal.

CKafka iHBREREIEER 1min , RERLE 1min [FIZEMFRIEFRER ?

T, OB IREIRRES. , b HESIRRREX, CKafka BIREFSEIIRIBGIR partition RBIIHS
Fr MBI HANRIGE | BISRATI NS REFRMIR. MSE10 partition , FE1SFHRNSSEATIL0GBIE , HF2
BT | BRI,

CKafka iB/RMER 7 RS UL ?

CKafka BRFFIRH) Kafka —i—HEAOMEIFIBIE, EETLUBILITEBRHE -

L RSB NERETEHE.
2. HRBRERFENORE  ERINEZRERE.

CKafka S{aTBHTPRIA ?

HRERSHISENY |, CKafka TEEEEN LEM T REEE.

* BFAMERIAREZIIETWINNIEEREN , SKRERR.

o FEAEFImKREMRMAS , CKafka SHER—> TCP §EEZRIBEINATIE , FEIRAHEEBUR T A BRITREBIREIRIAN. FIERIBEEHR
BEREN , REREHS |, ENEASHRNENENS | &E55 .

» HEHEZEmKREMRMAE , CKaftka S48/)VEIR fetch.request. max.bytes RYK/)N , #=FIiHZRIRATRE.

TR RARMRHEERRHARETIARE | R TGN AR ERRRE HRIENER | FIRERA A AR
STEERE,
PRSI IRHB TR ?
RAFSTHIMHENNE | RRFITHESIRIEE,
anferFllT CKafka RERLEMRI ?

L ELfFIRE , SN EREENNARRERT. SREERTAEE"FHE , ILUSEIFSERE LEERHANFMETE. XMEE
SRTERAFNEEREUNRAERTANRE . BRI LIREX ERESIEA N2 LIRS R ET IR,
2. BFRELETHEESIEEERENSEAE 1R (RENSAE x BIFE) > BWSTRIRNIEEEEE , NREEDREIT KRR,
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sJs A .
ZE DT SEME A

BEEFATE): 2025-02-18 16:02:00

AIEHS BT AE iR, IRSim ( CKafka ) FliEZERIRNEINEENS CKafka AfSRENEZE |, FHIEHEXI ARG X,
iR SRR TR ?

HEEXRE
EFE R REEIHERNG CKafka Bt , #UEFTRERE IS EIENMESR | LRHEEBAS CKafka RILEZESE. ATREEMR |

o WEBRHEHEUEZICH , £F=FBERNE,

o HEEIWSTAUEHIBRE] , GIANSCAFLENIIE/99000GB , EHESHEANTT & , RSSEUELEZSNEIEEY! CKafka,

* RAREFFEIERIEEREBIMSTEAIRS] , FINEAIHERIIMIEH100MB/s , ERISEEEETBIREERNET S , 2%
RS NHETY CKafka 1 , EF-EBHBERFIN , SEEUELESNEIHENS] CKafka,

BRITE

o A£FEWBCEENEIE  FFREMERIH.

o SIXIWEREA , EECELOIFREF NS SEREE | TLUMEISSSRL. BREIMESH , aTLAEESIE RAITE (HES
CKafka FF SLHIEFECAHFEBHEAMENE BT ARMARCHE ) siE B ESUE SR E R PR RHE,

o ATRABERM/DEFIRERESL , FRJLUBIT buffermemory #1 batch.size ( AT AN ) BAERXATAR/N, EhXHIEHAH
% MRHTFEMERAFEST | PABTXFENSERS  SERKNLIRES | WEHMaHE. MiZzNREREF=ENEr™
HEEER. HOEEXNE (BHES CKafka BiEFEFEMMEEER) .

o FERE4r=in ACK 25 producer [A] leader &IXE0ERT , SJLUEID request.required.acks B#LAK min.insync.replicas iR BB S21E
NI

* FHacks = 18F (ENIAE ) , £7=E7E ISR 1 leader BAAINEIBUERT AL RIE T —5EUE. AR leader 1 , B THUERIREAR
KIEREHLEHE follower , MIESEKLEIE.

* X acks = OBY , EF=EAERFKE broker FIFIARIAE T —RHEE. XMER FEEERNERES |, BEETRUERRIT.

* Hacks = -15F all Y , &EF-EFEEF ISR FHIFTE follower FHAZKEIBEEEABEAE T —RER  IRtR=. BMFERRLE
ABCE ACK , tBARBHFRIEEURAE |, Hla0 , 24 ISR FRH leader A (ISR R RHATREEBERSEMELHLD | R/ ORRF—D
leader ) , ItLAFSZSRE acks = 1H9IER. FRAEERITEELS min.insync.replicas 228 ( LLSEETLAEEEBAG! CKafka =414 Topic
REFESREETHITESE ) , mininsyncreplicas F7fE ISR FE/NEIARMNR , BUMERL , ZEXH acks = -1 all B34
v

BVERENSHIE
SHERESE | ThREEFERSIRMERME.

o FHid#H : message.send.max.retries=3;retry.backoff.ms=10000;

° SHAFEAYRIE : request.required.acks=-1;min.insync.replicas=2;
o SMHA

==
=

o TIEEME+MEBE ¢ request.required.acks=1;

E
EAYIRILE © request.required.acks=0;

al g g

FR95HR ( CKafka ) #uEZRSHMTLLE ?

HiEEXFRR
* partition B9 leader TEFRSEALEIAEL followers RIRDBTRAEH , BIEEZEH T leader (EREIRE AAREREFMNHHMER.
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* FHR Kafka BEEIEIAREER | UHEEIER I PageCache Y , MRS EIEIERER , broker BT REE EiGsE IR
it , PageCache FHIEERTIRB RN B EHTIEL.
* WBHMIESHELEEIISIEEL.

RRITE

* FHIR Kafka RZEIAH , ESEFBELEARREEUENREY | ITNRESEIR , R HIZSEIARZ broker FRHEEA SEE
&, CREIASIENT USRS | FTLUBSEBA%I CKafka 3&H] Topic 2XEIZA , PIECE3EIA.

o HERAY CKafka fRSBELE TEAERSE] log.flush.interval.messages # log.flush.interval.ms , J3&EH1TRIZR,

* HRBAF! CKafka SIHEM THFFALLE | (RIEERD AR LA ImEIR AT S,

#ENRBENSHE
JEREARSHIRIATT LSS/ leader : unclean.leader.election.enable=false // %

N IREIRRANIAbE ?

YoREKLRE

o IEKREIFHZRZIEIEFIER commit T offset , ZiiEFiEZREEE |, (B offset BERIFET , HBEEBIY T —REE , EEEBROEEN
BE offset A 8L EIEME.
o HERETETTREBEAA , MBEEREHEKRE , SEERIAKRN I EEMARTEARER.

fBRx

o AIEFIESE auto.commit.enable , &7 true FFRREINER, BIVFFHEIIRS |, BEBITE commit offset,

o lshspuznpgiEnl  TEHETEERAIENGRERTE), MRS offset LURSREBIGEESE , HESSE , HItR T EESEETIESH
BT HAmIRR.

BiEEEHESR
EXHFTENS Kpartitionf{RES Boffseti#H{THEE

FIEMSRMRRBANT -

Future<RecordMetadata> future = producer.send(new ProducerRecord < >(topic, messageKey, messageStr));
RecordMetadata recordMetadata = future.get();

log.info("partition: {}", recordMetadata.partition());

log.info("offset: {}", recordMetadata.offset());

SNERBETSFTENH partitionflloffset , NI RIERIAIZATHEERS HEERKERRT. W LIBEEEEERN T EEEREXARAH
SBPRI. SNSRFTENAtpartitionfloffset , MFRNEEIRBHIRS HRT | BFIhTH EE .
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SDK3#4
Java SDK

VPCRIZZIZN

=ITEHHYE): 2025-02-18 16:02:00

BIEn=

ZfESLA Java B ABIESEERVPCRERNEEGI CKatka FHKLEHR.

AR

o &1 8L EhRAS JDK
o £24ED SERLA ERRAS Maven
e T#; Demo

ER{FLR

SH—  fEkE

1. T EHAIdemorhfljavakafkademo EEElinuxBRSS 8.

2. EElinuxfRS3EE |, i \javakatkademo B R , HEBIEFSH.

3. 7& pom.xml SERINL K,

<dependency>
<groupld>org.apache.kafka</groupld>
<artifactld >kafka-clients </artifactld >
<version>0.10.2.2</version>
</dependency>

4. BEEERERSI CKafkaBEX{4 kafka.properties,

## ECEIRANS | EEH SRIEAFBREEA ST UERAINES IS H,
bootstrap.servers =ckafka-XXXXXXXXXXXXXXXXX
## BeETopic , fEIEHIE LtopicEIETMmEEH.

topic=XXX

## EZ&Consumer Group , EJLAEENIRE
group.id=XXX

24 15188
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24 15388
BN, i arIsehiFEmm (EASI] ERAMNEFISH.

&

bootstrap.servers

topicETR , BRILIEESIE L [topicEE] mESH.

e
topic
group.id EeILABENIRE |, demoz{THINERILAE [Consumer Group] WEEEIZEZES .

5. RIEEEC & 4 INEFER CKafkaConfigurerjava,

public class CKafkaConfigurer {
private static Properties properties;

public synchronized static Properties getCKafkaProperties() {
if (null != properties) {

return properties;

}

/AR ECE X kafka.propertiesINA.

Properties kafkaProperties = new Properties();

try {
kafkaProperties.load(CKafkaProducerDemo.class.getClassLoader().getResourceAsStream("kafka.properties"));
} catch (Exception e) {
System.out.printIn("getCKafkaProperties error");

}

properties = kafkaProperties;

return kafkaProperties;

}

}

B . BEEHR
1. RE4FSHERER CKafkaProducerDemo java,

public class CKafkaProducerDemo {

WS : BRmEmEX 2101 7@ #328m|
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public static void main(String argsl]) {
//hn&kafka.properties,
Properties kafkaProperties = CKafkaConfigurer.getCKafkaProperties();

Properties properties = new Properties();
/RBENR | BRI QIREI M TopicAHEN .
properties.put(ProducerConfig.BOOTSTRAP_SERVERS_CONFIG, kafkaProperties.getProperty("bootstrap.servers"));

//iBRBAFIKafkahHRHIFFILTE R, titdemo EFEAYZEStringSerializer,
properties.put(ProducerConfig.KEY_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");
properties.put(ProducerConfig.VALUE_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");
[ERRRFFFRIIE,
properties.put(ProducerConfig.MAX_BLOCK_MS_CONFIG, 30 * 1000);
/REEFinREREIRIREL.
properties.put(ProducerConfig.RETRIES_CONFIG, 5);
/(REEFinREER MR,
properties.put(ProducerConfig.RECONNECT_BACKOFF_MS_CONFIG, 3000);
//¥gE&EProduceridg,

KafkaProducer<String, String> producer = new KafkaProducer<>(properties);

//FIE—NBEBAT KafkahiiE R
String topic = kafkaProperties.getProperty("topic"); //iERFTE N Topic , IBEEFIERIEZE , BEEEXE,
String value = "this is ckafka msg value"; ///BERIAE.

try {

//MEZRERFutureXIRAILANNRIERE, (BiER, HHEAELRK,

List<Future <RecordMetadata> > futureList = new ArrayList<>(128);

for (inti=0;i<10;i++) {

/IRIEBE , FHEE— 1 FutureXygR,

ProducerRecord <String, String> kafkaMsg = new ProducerRecord < >(topic,
value + ": " +i);

Future<RecordMetadata> metadataFuture = producer.send(kafkaMsg);

futurelList.add(metadataFuture);

}

producer.flush();

for (Future<RecordMetadata> future : futureList) {
//EIEFREFutureX SRV R,

RecordMetadata recordMetadata = future.get();
System.out.printIn("produce send ok: " + recordMetadata.toString());
}

} catch (Exception e) {

//BRIRREERZ G | MFARIERY , WSERXIIHEEIR.
System.out.printIn("error occurred");

}

o

2. F@iFEFiE1T CKafkaProducerDemo.java &iXEE.

Produce ok:ckafka-topic-demo-0@198
Produce ok:ckafka-topic-demo-0@199

WS : BRmEmEX 2102 70 #328m
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4. 7£ CKafka #=HIEH [topicEIE] WA , EEXIRM topic , | [E£] > [(HEEA] , EENRIZEIES.

$E= : HEHER

1. 8l Consumer iTiHEFER CKafkaConsumerDemo java,

public class CKafkaConsumerDemo {

public static void main(String args[]) {
//hn#kkafka.properties,
Properties kafkaProperties = CKafkaConfigurer.getCKafkaProperties();

Properties props = new Properties();
/[EEENR , BB QIRB R TopicAHEA R,

props.put(ProducerConfig.BOOTSTRAP_SERVERS_CONFIG, kafkaProperties.getProperty("bootstrap.servers"));

/PR PollZ BB R FeIFEIRR.

/[BBEEBSZEBREOM , RBWHBNEEELCTIFFEERS | RS mIGHZEE M Consumer Group#giaFtiARebalance ,

2XIA30s,

props.put(ConsumerConfig.SESSION_TIMEOUT_MS_CONFIG, 30000);
//8IRPollIEAEIE.

/ERZEAEBISAK |, AIRPoll RSEE | MARERE MXPollZATEZEST , MR —RAEIIE , F4ERIT,
props.put(ConsumerConfig.MAX_POLL_RECORDS_CONFIG, 30);
/[ERRIRFIMETTR.
props.put(ConsumerConfig.KEY_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");
props.put(ConsumerConfig.VALUE_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");
//BTFE—MERSEELS] , 2REHEER.

props.put(ConsumerConfig. GROUP_ID_CONFIG, kafkaProperties.getProperty("group.id"));
/IKNEHEENISR |, HRIER—NEZELA,

KafkaConsumer<String, String> consumer = new KafkaConsumer<>(props);
//ZBBFERIT N Topic , ATLUTREZAN,

//3AERGROUP_ID_CONFIGE—# , NLT R TopictBZ IR E R —HF.
List<String> subscribedTopics = new ArrayList<>();

[/ANRFEELTFZ N Topic , MEXERINEHERIE.

/1B TopicR B HI At TR,

String topicStr = kafkaProperties.getProperty("topic");

String[] topics = topicStr.split(",");

for (String topic : topics) {

subscribedTopics.add(topic.trim());

}

consumer.subscribe(subscribedTopics);

/IEREEER.

while (true) {

try {

ConsumerRecords<String, String> records = consumer.poll(1000);

[/ 5E TR PollZ Bl E 2R 5o tediiE, BRI ASBId SESSION_TIMEOUT_MS_CONFIG,
/[T ERHNSAEEREEER | AEFLREER.

for (ConsumerRecord <String, String> record : records) {

System.out.printin(

String.format("Consume partition:%d offset:%d", record.partition(), record.offset()));
}

} catch (Exception e) {

System.out.printIn("consumer error!");
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2. IiFFHz1TCKafkaConsumerDemo java JBEZERE.
3. IB1TER.

Consume partition:0 offset:298
Consume partition:0 offset:299

4. 7£CKafka =#I5H) [Consumer Group] TUH , BRI NAGHBARTR , EERBTREA topic BiR , _E [(EHFRE]  EEHE
Fi5.
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Go SDK
01 VPC MZRIEN

RITEHHYE): 2025-02-18 16:02:00

BIFE=R

ZIESSIA Go BEFInAHESEERVPCREZNBERRS CKafka HIAES.

AR

s & Go
¢ T#demo

BIFLE

ST HEEKE :

1. B TEdemoigokatkademo HEZElinuxiRS3EE,
2. BEflinuxRSF |, H\gokafkademoBR , HUTLA TSR IMKIEIEE,

go get -v gopkg.in/confluentinc/confluent-kafka-go.v1l/kafka

3. & BEE 4 kafka.json,

{
"topic"™: [
"test”

I,
"bootstrapServers": [
"xxx-.ap-changsha-ec.ckafka.tencentcloudmg.com:6000"

1,
"consumerGroupld”: "yourConsumerld"
2 ik
Topic&FR , RIS G L [topicEIE] NEEH.

1%
Limg

BN, i arsehiFEmm EAS] ERAMNEFISH.

bootstrapServers
P lslimg

WS : BRmEmEX
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28 A
consumerGroupld EALABENIRE | demoiz{THINERILAE [Consumer Group] MEERIZEES.
PB” . RiXER

1. WEEFHBER.

package main

import (

"fmt"

"gokafkademo/config"

log"

"strings”
"github.com/confluentinc/confluent-kafka-go/kafka"
)

func main() {

cfg, err := config.ParseConfig("../../config/kafka.json")
if err = nil {

log.Fatal(err)

}

p, err := kafka.NewProducer(&kafka.ConfigMap{

[/ REERAR , BB SIRERI M TopicAHEEAN R,
"bootstrap.servers": strings.Join(cfg.Servers, ","),

// BRAEREER , BUMEANL. BFREECHSERHITIRE

"acks": 1,
/] EREEERNEIIRE , BEZERENATO , ANEXRAEEREEEARESLK
"retries": 0,

/] BEFRKIYATEI TR EIXE K BRI ]
"retry.backoff.ms": 100,

// producer R4&IERATERRTAT AL,
"socket.timeout.ms": 6000,

// BEEFinAEREIER.
"reconnect.backoff.max.ms": 3000,

b

if err = nil {

log.Fatal(err)

}

defer p.Close()

/] FEREE RREIRENIEER

go func() {

for e := range p.Events() {

switch ev := e.(type) {

case *kafka.Message:

if ev.TopicPartition.Error != nil {
fmt.Printf("Delivery failed: %v\n", ev.TopicPartition)
} else {

fmt.Printf("Delivered message to %v\n", ev.TopicPartition)
}

}

}

10

[/ BEREER

topic := cfg.Topic[0]

for _, word := range [Jstring{"Confluent-Kafka", "Golang Client Message"} {

WS : BRmEmEX 25106 TW #£328™
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_ = p.Produce(&kafka.Message{

TopicPartition: kafka.TopicPartition{Topic: &topic, Partition: kafka.PartitionAny},
Value: [Jbyte(word),

}, nil)

}

/] FEHERE®

p.Flush(10 * 1000)

2. RFFBITEFRREER.

go run main.go

3. BEEIETER AT,

Delivered message to test[0]@628
Delivered message to test[0]@629

4. 7£ CKafka =HIEHY [topicEIE] TUAE , EEXNMA Topic , Mt [E£] > [BEEA]  EENNIAXNER.

SH= : iHRES
1. REHEHSER. .

package main

import (

"fmt"
"gokafkademo/config"
log"

"strings”

"github.com/confluentinc/confluent-kafka-go/kafka"

)
func main() {

cfg, err := config.ParseConfig("../../config/kafka.json")
if err = nil {

log.Fatal(err)

}

¢, err := kafka.NewConsumer(&kafka.ConfigMap{
/] REENR , BB SRS TopicAHEA .
"bootstrap.servers": strings.Join(cfg.Servers, ","),
/1 RERHEEIHZEE

"group.id": cfg.ConsumerGroupld,
"auto.offset.reset": "earliest",

iHEBAZ ( CKafka)

// F Kafka iHZR o BHEIRTS , IHZEEBATAIEL. =5 Broker FEIZATIRINIRBWEIRZEAVOBKET |, INZIBZEEEIERM , Broker
// KRiCEF Rebalance 1372, HENZERIECE WML Broker EZEgroup.min.session.timeout.ms=6000F1group.max.session.tim

eout.ms=300000 &)
"session.timeout.ms": 10000,

)
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if err = nil {

log.Fatal(err)

}

// iTERGE S topic Bl

err = c.SubscribeTopics(cfg.Topic, nil)
if err = nil {

log.Fatal(err)

}

for {

msg, err := c.ReadMessage(-1)

if err == nil {

fmt.Printf("Message on %s: %s\n", msg.TopicPartition, string(msg.Value))
} else {

/] ERinEEMERIRERERT error

fmt.Printf("Consumer error: %v (%v)\n", err, msg)

}

}

c.Close()

}

2. RWFHEITEREERES.

go run main.go

3. BEIETER TN,

Message on test[0]@628: Confluent-Kafka
Message on test[0]@629: Golang Client Message

4. 7ECKafka $=#IE5HY [Consumer Group] TUH , IEENAGHBRARTR , EERBRBAtopicEiR , RE (ERFE]  EEHEF
5.
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Python SDK
01 VPC RJ4&IEN

RITEFHHYE): 2025-02-18 16:02:00

BIFE=R

ZfESLA Python B/ SEMERVPCRLZENEREBAGI CKafka FHBURES.

AR

o L4 Python
2ot

* LXK pip
e T#demo

L (g
BT EAIdemoAYpythonkafkademo EAEZEinuxfiRs32s | EpffilinuxiR$38S | #H A pythonkafkademo B R,

B : b0 Python #KEE
PUTIAT SR :

pip install kafka-python

$E— &5
1. (M= EEEFproducer.pyhELE S,

#coding:utf8
from kafka import KafkaProducer

producer = KafkaProducer(

bootstrap_servers = ['$domainName:$port'],
api_version = (0,10,0)

)

message = "Hello World! Hello Ckafka!"

msg = json.dumps(message).encode()
producer.send('topic_name',value = msg)
print("produce message " + message + " success.");
producer.close()

24 35
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28 fik

BRI , EEHarsepliFEim EAS] ERAINETISH.

bootstrap_servers

lslimg
topic_name TopicBHR , EaEILIIERSIA L [topicEH] @SS, leimg

2. wiFFiEiTproducer.py.
3. BRETER.

4. 7£ CKafka #=HIEH [topicETE] WA , EEXIRM Topic , mt [E£] > [HE&EA] | EERNRIREIES.

TE=  HHEHR
1. (ERCEEIBE R consumer.pyHECESE],

#coding:utf8
from kafka import KafkaConsumer

consumer = KafkaConsumer(

'‘$topic_name’,

group_id = "$group_id",

bootstrap_servers = ['$domainName:$port’],
api_version = (0,10,0)

)

for message in consumer:
print ("Topic:[%s] Partition:[%d] Offset:[%d] Value:[%s]" % (message.topic, message.partition, message.offset, message.valu

e))

28 10

bootstrap_servers BN , R ANSARHETE (BAS] BRIONETISH. wimg
group_id HEFENVAE ID |, IRIBUSHERBEN

topic_name TopicZ#R , BEILUFERSIA b [topicE®] MESHl. le.img
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2. f@iFFHis{Tconsumer.py,
3. BEEGITEAR.

4. 7 CKafka =H&H [Consumer Group] TRHE , RN NASHBARIR , AERBZTREA topic BiR , /T [EIWFR]  BEHE

5.

WS : BRmEmEX %111 7@ #328m|

\|



O BASTCE MBI ( CKafka )

C++ SDK
01 VPC RZ&#EN

RITEHHYE): 2025-02-18 16:02:00

37—

ZIESIA C++ BRIRABRESEERVPCRZENBEBAY CKatka FUCLIER.

ARSI

o Z4E GCC
¢ T#demo

BIFLE

FTB— : T C/C++ {KiE

1. B TEdemocppkafkademo HEEinuxfiRs3 88 |,
2. EffilinuxfRsses | &3 librdkafka,

TB . BEER
1. Bl producer.c 14,

/*

* librdkafka - Apache Kafka C library

*

* Copyright (c) 2017, Magnus Edenhill

* All rights reserved.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions are met:

*

* 1. Redistributions of source code must retain the above copyright notice,

* this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright notice,

* this list of conditions and the following disclaimer in the documentation

* and/or other materials provided with the distribution.

* THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
* AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE
* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR

* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF

* SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS

* INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN

WS : BRmEmEX %112 T #328m|
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* CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
* POSSIBILITY OF SUCH DAMAGE.

*/

/**

* Simple Apache Kafka producer

* using the Kafka driver from librdkafka

* (http://imgcache.finance.cloud.tencent.com:80github.com/edenhill/librdkafka)
*

/

#include <stdio.h>
#include <signal.h>
#include <string.h>

#include <librdkafka/rdkafka.h>

static volatile sig_atomic_t run = 1;

/**

* @brief Signal termination of program
*/

static void stop (int sig) {

run = 0;

fclose(stdin); /* abort fgets() */

}

/**

* @brief Message delivery report callback.

*

* This callback is called exactly once per message, indicating if

* the message was succesfully delivered

* (rkmessage->err == RD_KAFKA_RESP_ERR_NO_ERROR) or permanently
* failed delivery (rkmessage->err |= RD_KAFKA_RESP_ERR_NO_ERROR).
* The callback is triggered from rd_kafka_poll() and executes on

* the application's thread.

*/

static void dr_msg_cb (rd_kafka_t *rk,

const rd_kafka_message_t *rkmessage, void *opaque) {

if (rkmessage->err)

fprintf(stderr, "%% Message delivery failed: %s\n",
rd_kafka_err2str(rkmessage->err));

else

fprintf(stderr,

"%% Message delivered (%zd bytes, "

"partition %"PRId32")\n",

rkmessage->len, rkmessage->partition);

/* The rkmessage is destroyed automatically by librdkafka */
}
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int main (int argc, char **argv) {

rd_kafka_t *rk; /* Producer instance handle */
rd_kafka_conf_t *conf; /* Temporary configuration object */
char errstr[512]; /* librdkafka API error reporting buffer */
char buf[512]; /* Message value temporary buffer */

const char *brokers; /* Argument: broker list */

const char *topic; /* Argument: topic to produce to */
const char *user; /* Argument: sasl username */

const char *passwd; /* Argument: sasl password */

/*

* Argument validation

*/

if (argc < 3) {

fprintf(stderr, "%% Usage: %s <broker> <topic> <username> <password> \n Optional:username password\n", argv[0]);
return 1;

}

brokers = argv[1];
topic = argv[2];

if(argc == 5) {
user = argv[3];
passwd = argv[4];
}

/*
* Create Kafka client configuration place-holder
*/

conf = rd_kafka_conf_new();

/* Set bootstrap broker(s) as a comma-separated list of

* host or host:port (default port 9092).

* librdkafka will use the bootstrap brokers to acquire the full
* set of brokers from the cluster. */

if (rd_kafka_conf_set(conf, "bootstrap.servers”, brokers,
errstr, sizeof(errstr)) '= RD_KAFKA_CONF_OK) {
fprintf(stderr, "%s\n", errstr);

return 1;

}

/* Set sasl config*/

if( user && passwd ) {

if(rd_kafka_conf_set(conf,"security.protocol”,"sasl_plaintext",errstr,sizeof(errstr)) !=RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

if(rd_kafka_conf_set(conf, "sasl.mechanisms", "PLAIN", errstr, sizeof(errstr)) = RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

if(rd_kafka_conf_set(conf,"sasl.username",user,errstr,sizeof(errstr)) !=RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}
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if(rd_kafka_conf_set(conf,"sasl.password",passwd,errstr,sizeof(errstr)) |=RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);
return 1;

}

}

/* Tencent Cloud recommended configuration parameters

* http://imgcache.finance.cloud.tencent.com:80cloud.tencent.com/document/product/597/30203

*/

//if(rd_kafka_conf_set(conf,"debug","none" errstr,sizeof(errstr))!= RD_KAFKA_CONF_OK) { // & & FINEEEEETEFRE
ebug,

//fprintf(stderr,"%s\n" errstr);

//return 1;

//}

if(rd_kafka_conf_set(conf,"acks","1" errstr,sizeof(errstr)) '= RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

if(rd_kafka_conf_set(conf,"request.timeout.ms","30000" errstr,sizeof(errstr)) != RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

if(rd_kafka_conf_set(conf,"retries","3" errstr,sizeof(errstr)) = RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

if(rd_kafka_conf_set(conf, "retry.backoff.ms","1000" errstr,sizeof(errstr)) |= RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);
return 1;

}

/* Set the delivery report callback.

* This callback will be called once per message to inform
* the application if delivery succeeded or failed.

* See dr_msg_cb() above.

* The callback is only triggered from rd_kafka_poll() and
* rd_kafka_flush(). */

rd_kafka_conf_set_dr_msg_cb(conf, dr_msg_cb);

/*

* Create producer instance.

*

* NOTE: rd_kafka_new() takes ownership of the conf object
* and the application must not reference it again after

* this call.

*/

rk = rd_kafka_new(RD_KAFKA_PRODUCER, conf, errstr, sizeof(errstr));
if (Irk) {

fprintf(stderr,

"%% Failed to create new producer: %s\n", errstr);

return 1;

}

/* Signal handler for clean shutdown */
signal(SIGINT, stop);

WS : BRmEmEX 2115 @ #328m|

\|



O BASTCE

fprintf(stderr,

"%% Type some text and hit enter to produce message\n"

"%% Or just hit enter to only serve delivery reports\n"
"%% Press Ctrl-C or Ctrl-D to exit\n");

while (run && fgets(buf, sizeof(buf), stdin)) {
size_t len = strlen(buf);
rd_kafka_resp_err_t err;

if (buf[len-1] == "\n") /* Remove newline */
buf[--len] = "\0";

if (len == 0) {

/* Empty line: only serve delivery reports */
rd_kafka_poll(rk, 0/*non-blocking */);
continue;

}

/*

* Send/Produce message.

* This is an asynchronous call, on success it will only

* enqueue the message on the internal producer queue.
* The actual delivery attempts to the broker are handled
* by background threads.

* The previously registered delivery report callback

* (dr_msg_cb) is used to signal back to the application
* when the message has been delivered (or failed).

*/

retry:

err = rd_kafka_producev(

/* Producer handle */

rk,

/* Topic name */

RD_KAFKA_V_TOPIC(topic),

/* Make a copy of the payload. */
RD_KAFKA_V_MSGFLAGS(RD_KAFKA_MSG_F_COPY),
/* Message value and length */
RD_KAFKA_V_VALUE(buf, len),

/* Per-Message opaque, provided in

* delivery report callback as

* msg_opaque. */

RD_KAFKA _V_OPAQUE(NULL),

/* End sentinel */

RD_KAFKA_V_END);

if (err) {

/*

* Failed to *enqueue* message for producing.
*/

fprintf(stderr,

"%% Failed to produce to topic %s: %s\n",
topic, rd_kafka_err2str(err));

if (err == RD_KAFKA_RESP_ERR__QUEUE_FULL) {

/* If the internal queue is full, wait for
* messages to be delivered and then retry.

WS : BRmEmEX

iHEBAZ ( CKafka)

%116

\|

£328m



O BASTCE

* The internal queue represents both

* messages to be sent and messages that have

* been sent or failed, awaiting their

* delivery report callback to be called.

*

* The internal queue is limited by the

* configuration property

* queue.buffering.max.messages */
rd_kafka_poll(rk, 1000/*block for max 1000ms*/);
goto retry,;

}

} else {

fprintf(stderr, "%% Enqueued message (%zd bytes) "
"for topic %s\n",

len, topic);

}

/* A producer application should continually serve

* the delivery report queue by calling rd_kafka_poll()

* at frequent intervals.

* Either put the poll call in your main loop, or in a

* dedicated thread, or call it after every

* rd_kafka_produce() call.

* Just make sure that rd_kafka_poll() is still called

* during periods where you are not producing any messages
* to make sure previously produced messages have their
* delivery report callback served (and any other callbacks
* you register). */

rd_kafka_poll(rk, 0/*non-blocking*/);

}

/* Wait for final messages to be delivered or fail.

* rd_kafka_flush() is an abstraction over rd_kafka_poll() which
* waits for all messages to be delivered. */

fprintf(stderr, "%% Flushing final messages..\n");
rd_kafka_flush(rk, 10*1000 /* wait for max 10 seconds */);

/* If the output queue is still not empty there is an issue
* with producing messages to the clusters. */

if (rd_kafka_outq_len(rk) > 0)

fprintf(stderr, "%% %d message(s) were not delivered\n",
rd_kafka_outq_len(rk));

/* Destroy the producer instance */
rd_kafka_destroy(rk);

return O;

}

2. PUTLAT e 4miFE producer.c,

gcc -Irdkafka ./producer.c -o producer

3. FUTUA T @S RIEHR.
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./produce <broker> <topic>

2% ik
B, EEHIERISTAFRBTIE [RALIN] BRREIMEFISH].

broker
lrlimg
Topic&R , BRILMEEHIG L [topicEIE] NEEH.
topic
leiimg
BITERT -

4. £ CKafka =& [topic ] IHE , IEEMNA Topic , Rtz [EZ] > [(HE&ER] , EERNIRNIRXATHEE.

TE=  HEEHR
1. 6lE consumer.c 344,

/*

* librdkafka - Apache Kafka C library

*

* Copyright (c) 2019, Magnus Edenhill

* All rights reserved.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions are met:

* 1. Redistributions of source code must retain the above copyright notice,

* this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright notice,

* this list of conditions and the following disclaimer in the documentation

* and/or other materials provided with the distribution.

*

* THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
* AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE
* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR

* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF

* SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS

* INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
* CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
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* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
* POSSIBILITY OF SUCH DAMAGE.
*/

/*'k

* Simple high-level balanced Apache Kafka consumer

* using the Kafka driver from librdkafka

* (http://imgcache.finance.cloud.tencent.com:80github.com/edenhill/librdkafka)
*/

#include <stdio.h>
#include <signal.h>
#include <string.h>
#include <ctype.h>

#include <librdkafka/rdkafka.h>

static volatile sig_atomic_t run = 1;

/**

* @brief Signal termination of program
*/

static void stop (int sig) {

run = 0;

}

/**

* @returns 1 if all bytes are printable, else 0.

*/

static int is_printable (const char *buf, size_t size) {
size ti;

for(i=0;i < size;i++)
if (lisprint((int)buf[i]))
return O;

return 1;

}

int main (int argc, char **argv) {

rd_kafka_t *rk; /* Consumer instance handle */
rd_kafka_conf_t *conf; /* Temporary configuration object */
rd_kafka_resp_err_t err; /* librdkafka API error code */

char errstr[512]; /* librdkafka API error reporting buffer */
const char *brokers; /* Argument: broker list */

const char *groupid; /* Argument: Consumer group id */
char **topics; /* Argument: list of topics to subscribe to */
int topic_cnt; /* Number of topics to subscribe to */
rd_kafka_topic_partition_list_t *subscription; /* Subscribed topics */
int i

/*
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* Argument validation

*/

if (argc < 4) {

fprintf(stderr,

"%% Usage: "

"%s <broker> <group.id> <topicl> <topic2>.\n",
argv[0]);

return 1;

}

brokers = argv[1];
groupid = argv[2];
topics = &argv[3];
topic_cnt = argc - 3;

/*

* Create Kafka client configuration place-holder
*/

conf = rd_kafka_conf_new();

/* Set bootstrap broker(s) as a comma-separated list of

* host or host:port (default port 9092).

* librdkafka will use the bootstrap brokers to acquire the full
* set of brokers from the cluster. */

if (rd_kafka_conf_set(conf, "bootstrap.servers”, brokers,
errstr, sizeof(errstr)) '= RD_KAFKA_CONF_OK) {
fprintf(stderr, "%s\n", errstr);

rd_kafka_conf_destroy(conf);

return 1;

}

/* Set the consumer group id.

* All consumers sharing the same group id will join the same

* group, and the subscribed topic' partitions will be assigned

* according to the partition.assignment.strategy

* (consumer config property) to the consumers in the group. */
if (rd_kafka_conf_set(conf, "group.id", groupid,

errstr, sizeof(errstr)) = RD_KAFKA_CONF_OK) {

fprintf(stderr, "%s\n", errstr);

rd_kafka_conf_destroy(conf);

return 1;

}

/* If there is no previously committed offset for a partition

* the auto.offset.reset strategy will be used to decide where

*in the partition to start fetching messages.

* By setting this to earliest the consumer will read all messages
* in the partition if there was no previously committed offset. */
if (rd_kafka_conf_set(conf, "auto.offset.reset", "earliest",

errstr, sizeof(errstr)) '= RD_KAFKA_CONF_OK) {

fprintf(stderr, "%s\n", errstr);

rd_kafka_conf_destroy(conf);

return 1;

}

/* Tencent Cloud recommended configuration parameters

* http://imgcache.finance.cloud.tencent.com:80cloud.tencent.com/document/product/597/30203
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*/

if(rd_kafka_conf_set(conf,"debug","all" errstr,sizeof(errstr))!= RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

if(rd_kafka_conf_set(conf,"session.timeout.ms","10000" errstr,sizeof(errstr)) '= RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

if(rd_kafka_conf_set(conf,"heartbeat.interval.ms","3000" errstr,sizeof(errstr)) |= RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

/*

* Create consumer instance.

*

* NOTE: rd_kafka_new() takes ownership of the conf object
* and the application must not reference it again after

* this call.

*/

rk = rd_kafka_new(RD_KAFKA_CONSUMER, conf, errstr, sizeof(errstr));
if (Irk) {

fprintf(stderr,

"%% Failed to create new consumer: %s\n", errstr);

return 1;

}

conf = NULL; /* Configuration object is now owned, and freed,
* by the rd_kafka_t instance. */

/* Redirect all messages from per-partition queues to

* the main queue so that messages can be consumed with one
* call from all assigned partitions.

*

* The alternative is to poll the main queue (for events)

* and each partition queue separately, which requires setting

* up a rebalance callback and keeping track of the assignment:
* but that is more complex and typically not recommended. */
rd_kafka_poll_set_consumer(rk);

/* Convert the list of topics to a format suitable for librdkafka */
subscription = rd_kafka_topic_partition_list_new(topic_cnt);

for (i=0;i < topic_cnt; i++)
rd_kafka_topic_partition_list_add(subscription,

topicsi],

/* the partition is ignored

* by subscribe() */

RD_KAFKA_PARTITION_UA);

/* Subscribe to the list of topics */

err = rd_kafka_subscribe(rk, subscription);
if (err) {

fprintf(stderr,
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"%% Failed to subscribe to %d topics: %s\n",
subscription->cnt, rd_kafka_err2str(err));
rd_kafka_topic_partition_list_destroy(subscription);
rd_kafka_destroy(rk);

return 1;

}

fprintf(stderr,

"%% Subscribed to %d topic(s), "

"waiting for rebalance and messages..\n",
subscription->cnt);

rd_kafka_topic_partition_list_destroy(subscription);

/* Signal handler for clean shutdown */
signal(SIGINT, stop);

/* Subscribing to topics will trigger a group rebalance

* which may take some time to finish, but there is no need

* for the application to handle this idle period in a special way
* since a rebalance may happen at any time.

* Start polling for messages. */

while (run) {
rd_kafka_message_t *rkm;

rkm = rd_kafka_consumer_poll(rk, 100);

if ('rkm)

continue; /* Timeout: no message within 100ms,
* try again. This short timeout allows

* checking for “run’ at frequent intervals.

*/

/* consumer_poll() will return either a proper message
* or a consumer error (rkm->err is set). */

if (rkm->err) {

/* Consumer errors are generally to be considered
* informational as the consumer will automatically
* try to recover from all types of errors. */
fprintf(stderr,

"%% Consumer error: %s\n",
rd_kafka_message_errstr(rkm));
rd_kafka_message_destroy(rkm);

continue;

}

/* Proper message. */

printf("Message on %s [%"PRId32"] at offset %"PRId64":\n",
rd_kafka_topic_name(rkm->rkt), rkm->partition,
rkm->offset);

/* Print the message key. */

if (rkm->key && is_printable(rkm->key, rkm->key_len))
printf(" Key: %.*s\n",

(int)rkm->key_len, (const char *)rkm->key);

else if (rkm->key)
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printf(" Key: (%d bytes)\n", (int)rkm->key_len);

/* Print the message value/payload. */

if (rkm->payload && is_printable(rkm->payload, rkm->len))
printf(" Value: %.*s\n",

(int)rkm->len, (const char *)rkm->payload);

else if (rkm->payload)

printf(" Value: (%d bytes)\n", (int)rkm->len);

rd_kafka_message_destroy(rkm);

}

/* Close the consumer: commit final offsets and leave the group. */
fprintf(stderr, "%% Closing consumer\n");
rd_kafka_consumer_close(rk);

/* Destroy the consumer */
rd_kafka_destroy(rk);

return O;

}

2. PUTLA TGS YmIFE consumer.c,

gcc -Irdkafka ./consumer.c -o consumer

3. PUTLA T @S RIEHR.

.Jconsumer <broker> <group.id> <topicl> <topic2>..

o it
AN , EEHErIsSfiFEERE [BAGR] ERINEFISH.
broker Lrjimg
group.id HBDEER , BRLIBENIRE , demoizfTAkINEALATE [Consumer Group] WEIEEIZIBEFEE.
TopicER , BRILAEEFIA L [topicEE] TtmEH,
topicl topic2.. l.-jimg
EITERAT

4. 7 CKafka =& [Consumer Group] TRHE , IEENNASHEEER , TERASFEA Topic 2% , BE [EFE] EEREEFR.
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PHP SDK
01 VPCRIZEIEEN

RITEFHHYE): 2025-02-18 16:02:00

BIEn=

ZfES LA PHP ERImABFESEERVPCREZNEEBT!I CKaftka FKIRIHR.

AR

22 librdkafka

2% PHP 5.6 i iR
L% PEAR

T#demo

BIFLE

$B— : 00 Rdkafka /&
1. 7£ rdkafka B TAHE B rdkafka php ¥ BEIHRAE.

B :
REMRAREST PHP IRAERARE , XE(XLA 4.1.2 J7wfl,

2. BRlinuxfR$3EE , &% rdkafka &,

iHEBAF ( CKafka)

wget --no-check-certificate http://imgcache.finance.cloud.tencent.com:80pecl.php.net/get/rdkafka-4.1.2.tgz

pear install rdkafka-4.1.2.tgz

# LERINSIRT "install ok” #1 "You should add "extension=rdkafka.so" to php.ini"

# WIRLERW |, ISRIERERRR
# LEERINETE php.ini 700 extension=rdkafka.so

# $14T php --ini [ , Loaded Configuration File: B7=AI8E php.ini FFEMIE

echo 'extension=rdkafka.so' >> /etc/php.ini

$B_ . HRERE
1. B THEMdemoshfIphpkafkademo EfEZElinuxfiRSS 88,

2. BEFlinuxfg$Ees | HtA\phpkafkademoBR |, 182 CKafkaSetting.phpBt& 14,

<?php
return [

'bootstrap_servers' => 'bootstrap_serversl:port,bootstrap_servers2:port’,

'topic_name' => 'topic_name’,
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roup_id' => 'php-demo’,
l;

24 fiik
bootstrap_servers AR , FEEHIGHSTFREETE UEASR] EHRONEFISH. Wimg

Topic&R , ERILERSIG | [topicEIR] THEH.

topic_name

lslimg
group_id HEEERVA Id , BILIBENIRE | demoiz{TaINERILAE [Consumer Group] WHERZIHZEE.
FTER=  KXHR

1. WE4F=EBFER Producerphp,

<?php
$setting = require __DIR__. '/CKafkaSetting.php’;

$conf = new RdKafka\Conf();

//RENARS | BEdiEH SIRERI MAYIRSS bk,

$conf->set('bootstrap.servers', $setting['bootstrap_servers']);

// Kafka producer 89 ack & 3 #WlH , 23RN :

// -1 8% all : Broker £ leader WZEIEHEHFIZLERTE ISR R follower f5 , ARE4S Producer #4ERIXT—5 (#t) iIBR.
/] EMRERETRENEETESE | REF I ERSNEIAEENASBEEEERR. TR | XMEERHRFIBIEIAESA
ZEUEAIRME]

// AILABEE Topic BI2%4 min.insync.replicas {#F3,

/] 0 : £EF=EARERRE broker BESERMRIMIA , BETREXET—5K (#it) HR. XMEEL~MeeRs  BEETREREME
// ( RSB EHFER RSB EIERSL | 1R leader BFEER producer 4015 , M broker IAZIHER )

//1: E£F=ETE leader ERTHKEIREUEFHBEMIAGEERET—5K (i) BE. XMEEEES SR BRI
// (SNRleaderEFEERHAEH , MIEEATHEESX )

// BRPAEREER , BWAMENL. APREECHISERHTRE

$conf->set(‘acks’, '1");

[/ EREEBRNETUREL , BEZERENATO , ANERXEAEERIEEEARESLK

$conf->set('retries', '0");

// BRIEERKMAS R F—REIfiE K Z [BRIATE

$conf->set('retry.backoff.ms’, 100);

// producer RZ&IEKAJEEATATE,

$conf->set('socket.timeout.ms’, 6000);

$conf->set('reconnect.backoff.max.ms', 3000);

[/ FERREEERERE

$conf->setDrMsgCh(function ($kafka, $message) {

echo ' [Producer] &IiXHE : message="'. var_export($message, true) . "\n";
Dk

// ER RS EREIRAIENE

$conf->setErrorCb(function ($kafka, $err, $reason) {

echo " [Producer] &iEBESER : err=$err reason=$reason \n";

N
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$producer = new RdKafka\Producer($conf);

// Debug RHEIRE/ LOG_DEBUG
//$producer->setLoglLevel(LOG_DEBUG);

$topicConf = new RdKafka\TopicConf();

$topic = $producer->newTopic($setting['topic_name'], $topicConf);
/] EFFBRHRIE

for ($i = 0; $i < 5; $i++) {

// RD_KAFKA_PARTITION_UA it kafka BHi%EFED X
$topic->produce(RD_KAFKA_PARTITION_UA, 0, "Message $i");
$producer->poll(0);

}

while ($producer->getOutQLen() > 0) {
$producer->poll(50);
}

echo " [Producer] BE&ERKII\N";

2.1&1T Producer.php Bi%EA,

php Producer.php

3. BERE(TER | THIAT.

[Producer] RiXEE : message=RdKafka\Message::__set_state(array(
‘err' => 0,

'topic_name' => 'topic_name’,
'timestamp’' => 1618800895159,
'partition’ => 0,

'payload' => 'Message 0',

'len' => 9,

'key' => NULL,

'offset’' => 0,

'headers' => NULL,
)

[Producer] &iXEE : message=RdKafka\Message::__set_state(array(
‘err' => 0,

'topic_name' => 'topic_name’,
‘timestamp’' => 1618800895159,
'partition’ => 0,

'payload’ => 'Message 1',

'len' => 9,

'key' => NULL,

‘offset' => 1,

'headers' => NULL,
>))

V V.V V V V V V V V V

V VV V V V V V V V

> [Producer] BE&RIZRMID

4. f£ CKafka f=HIERY [topic EIE] E , EEXINAY Topic , mEr [EZ] > [BEER] , EENINIAIXIHES.
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FRN : HEEHR
1. WEBRVIFE#EFER Consumer.php,

<?php
$setting = require _ DIR__ . '/CKafkaSetting.php’;

$conf = new RdKafka\Conf();

$conf->set('group.id’, $setting['group_id']);

/RBNORS | sl iE6 SIREI M AR SS it

$conf->set('bootstrap.servers', $setting['bootstrap_servers']);

// 6F8 Kafka iBZ2ENGIRT |, iBFE BT E, =5 Broker TEIZATEINIRBWEBZERE RV OB |
/1 INZEEEHERM , Broker ZISEHT Rebalance iH7&,

$conf->set('session.timeout.ms', 10000);

// BEFEIGERAYE |, (RESHX N ERB RN | NIEKERRK
$conf->set('request.timeout.ms’, 305000);

// BEEFiRAEREILENRE.

$conf->set('reconnect.backoff.max.ms', 3000);

$topicConf = new RdKafka\TopicConf();
#$topicConf->set(‘auto.commit.interval.ms', 100);

// offsetEBERRE , IBIRIESHENBERE. REFAHESEEUEBETL,
$topicConf->set(‘auto.offset.reset’, 'earliest’);
$conf->setDefaultTopicConf($topicConf);

$consumer = new RdKafka\KafkaConsumer($conf);
// Debug &€&} LOG_DEBUG
//$consumer->setLoglLevel(LOG_DEBUG);
$consumer->subscribe([$setting['topic_name']);

$isConsuming = true;

while ($isConsuming) {

$message = $consumer->consume(10 * 1000);

switch ($message->err) {

case RD_KAFKA_RESP_ERR_NO_ERROR:

echo " [[HZE] EWERER : " . var_export($message, true) . "\n";
break;

case RD_KAFKA_RESP_ERR__PARTITION_EOF:

echo " [(F#E] SHHERBEEH\n";

break;

case RD_KAFKA _RESP_ERR__TIMED_OUT:

echo " [(B#&E] SHEAN\n";

$isConsuming = false;

break;

default:

throw new \Exception($message->errstr(), $message->err);
break;

}

}

2.3&47 Consumer.php EZHEE,
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php Consumer.php

3. BEIETER.

[EZ%#&] BWEER : RdKafka\Message::_set_state(array(
‘err' => 0,
'topic_name' => 'topic_name’,
‘timestamp' => 1618800895159,
'partition’ => 0,
'payload' => 'Message 0',
‘len' => 9,
'key' => NULL,
'offset’' => 0,
'headers' => NULL,
)
[(H#EE] 2K EEE - RdKafka\Message::__set_state(array(
‘err' => 0,
'topic_name' => 'topic_name’,
‘timestamp’' => 1618800895159,
'partition’ => 0,
'‘payload’ => 'Message 1',
'len' => 9,
'key' => NULL,
'offset' => 1,
'headers' => NULL,
>))

V V.V V V V V V V V V

V VV V V V V V V V

4. f£ CKafka =GR [Consumer Group] TUH , HEHEXIMATHEEBRER , EEEBHBA topic 8%, _E (EWFE] E5HE
5.
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Node
01 VPC RZ&#EN

RITEFHHYE): 2025-02-18 16:02:00

BIEn=

ZIESSLA Node js ZRImAGHESEERVPCREIZNEERS CKafka FITAIHER.

AR

o 4 GCC
o L4 Node,js
e T#&demo

BIFLE

HEETE

1. B TERdemorAInodejskafkademo HEEIinuxiRSS 85
2. EfFlinuxfgR$3E8 | #HAnodejskafkademoBR.

SB— : T C++ HaEF

1 T TSR] yum JRECEBR /etc/yum.repos.d/ .

cd /etc/yum.repos.d/

2. Bl yum JEECE {4 confluent.repo.

[Confluent.dist]
name=Confluent repository (dist)

baseurl=http://imgcache.finance.cloud.tencent.com:80packages.confluent.io/rpm/5.1/7

gpgcheck=1

gpgkey=http://imgcache.finance.cloud.tencent.com:80packages.confluent.io/rpm/5.1/archive.key

enabled=1
[Confluent]
name=Confluent repository

baseurl=http://imgcache.finance.cloud.tencent.com:80packages.confluent.io/rpm/5.1

gpgcheck=1

gpgkey=http://imgcache.finance.cloud.tencent.com:80packages.confluent.io/rpm/5.1/archive. key

enabled=1
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3. FUTIAT an S 2 C+ + (R,

yum install librdkafka-devel

$E— : 2% Node js ki
1. PUTLL TS HFRHEERIER OpenSSL Sk #HIR1Z,

export CPPFLAGS=-I/usr/local/opt/openssl/include

2. PUTLA T an S iR IERE OpenSSL Erg1Z.

export LDFLAGS=-L/usr/local/opt/openssl/lib

3. PUTLA T an <%= Node js (A,

npm install i --unsafe-perm node-rdkafka

TR= . FREKE
BIEIHRRN! CKafka BECESIfH setting js.
module.exports = {
'bootstrap_servers': ["xxx.ckafka.tencentcloudmg.com:6018"],

'topic_name": 'xxx’,
‘group_id": "xxx'

24 fik
BARLE , FEEHansEpliFEm EAS] ERAINEBFTISH.

bootstrap_servers .
P- lsimg

TopicE#R , A LTEEHIE L [topicEIE] MEEH.

topic_name

leiimg
group_id EAILAEENIRE | demoizfTANERILAE [Consumer Group] WEERIZIHZE.
RN : RXHR

1. WEEF-EEFER producer;s,

const Kafka = require('node-rdkafka');
const config = require('./setting’);
console.log("features:" + Kafka.features);

WS : BRmEmEX %131 7@ #328m
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console.log(Kafka.librdkafkaVersion);

var producer = new Kafka.Producer({
‘api.version.request": 'true’,

/) RBANORS | BRI SIREBS R AIRRSS L,
'bootstrap.servers': config['bootstrap_servers'],
'dr_cb": true,

‘dr_msg_cb': true,

/] EREEEIRNEIIURE , BIEZERENATO , ANEXRAEERIEEEARESLK
'retries: '0",

/] BEEREMETEI F—RER ISR ZERIRTE

"retry.backoff.ms": 100,

// producer M£&iEKAVERRTHT ],

'socket.timeout.ms": 6000,

N

var connected = false
producer.setPollInterval(100);
producer.connect();

producer.on(‘ready’, function() {
connected = true
console.log("connect ok")

D

producer.on("disconnected”, function() {
connected = false;
producer.connect();

)

producer.on('event.log’, function(event) {
console.log("event.log”, event);

D

producer.on("error", function(error) {
console.log("error:" + error);

D

function produce() {

try {

producer.produce(
config['topic_name'],

null,

new Buffer('Hello CKafka Default'),
null,

Date.now()

)i

} catch (err) {

console.error('Error occurred when sending message(s)’);
console.error(err);

}

}

WS : BRmEmEX %132 T #328m
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producer.on('delivery-report’, function(err, report) {
console.log("delivery-report: producer ok");

N

producer.on('event.error’, function(err) {
console.error(‘event.error:' + err);

)

setInterval(produce, 1000, "Interval");

2. PATLA T a S RIEER.

node producer.js

3. EEEITAR.

4. 7t CKafka #=#1& [topicBIE] TUm , WEEXWRAY topic , B [E£] > [BEEA] , EENNAENES.

SBA : iTEEE
1. BlEEIEZEEERER consumer;js,

const Kafka = require('node-rdkafka');
const config = require('./setting’);
console.log(Kafka.features);
console.log(Kafka.librdkafkaVersion);
console.log(config)

var consumer = new Kafka.KafkaConsumer({
‘api.version.request": 'true’,

/1 RENORS | BB H SIRES R AIBRSS HELIE .
'bootstrap.servers': config['bootstrap_servers'],
‘group.id’ : config['group_id'],

// $6F8 Kafka iBZ2ENGIRT |, iBFEBATAE, = Broker TEIZATEINIRBWEBZERERIOBERT |
1/ INNZIBEEEFERY | Broker RHCEEHT Rebalance 1378,

'session.timeout.ms': 10000,

// BEFIREIENETE , NSRBI EEEWEINE |, NiEKERTEM
'metadata.request.timeout.ms': 305000,

// BEEFiRAEREILERE.

'reconnect.backoff.max.ms': 3000

Dk
consumer.connect();

consumer.on(‘ready’, function() {
console.log("connect ok");
consumer.subscribe([config['topic_name']]);
consumer.consume();
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)

consumer.on(‘data’, function(data) {
console.log(data);

N

consumer.on(‘event.log’, function(event) {
console.log("event.log”, event);

Dk

consumer.on('error’, function(error) {
console.log("error:" + error);

Dk

consumer.on(‘event’, function(event) {

console.log("event:" + event);

N

2. PUTLA T e SiEERHR.

node consumer.js

4. 7£ CKafka #=#l& [Consumer Group] TH , FEEXINANEZRE , EEAZFRAA topic BiR , BE: [EEIFE]  BEEHFS.
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API 4

iHEBAF ( CKafka)

BEBAFI ( CKafka ) fHFum ( ckafka )

ARAS (2019-08-19)

APIESS

BITE#AYa): 2022-05-10 11:14:34

APIERZ

V3

ACL#EXIEO

BEORMR
CreateAcl
CreateUser
DeleteAcl
DeleteUser
DescribeACL
DescribeUser

ModifyPassword

FREMEXEO

BEORMR
CreatePartition
CreateTopic
CreateTopiclpWhiteList
DeleteTopic
DeleteTopiclpWhiteList
DescribeTopic

DescribeTopicAttributes

WRFRE - BRmERMEX

OThae

NN ACL 5588
AR
FRBRACL
BRFEF
MEEACL
HEEABFER

(ERGAT

EEOThRE
EInFEES X
BIEER
BlEERIPHEZE
fRIpRERT

M ERIPHZER
IRENERRFIZR

SRENERRE

%135
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RO ROIT0RE
DescribeTopicDetail SRENERRTIRIFE
ModifyTopicAttributes REFEMY

HithzO

EOZR ROThee
DescribeApplInfo HiIRPSIE
DescribeConsumerGroup HEEESEER
DescribeGroup WEHZR D H(FEEhR)

SYlEP S

OSSR REOThEE
DescribeGrouplnfo REUBERDEER
DescribeGroupOffsets SRENH#Z 7> Hoffset
DescribelnstanceAttributes SRENEAIE
Describelnstances SRENSEHIZIZR
DescribelnstancesDetail SRENSLHIZIRIFE
ModifyGroupOffsets ®EGroups iB#E D Hoffset
ModifylnstanceAttributes RELHIEM
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\ :l: N
ARSI
=7 A&
O3V
BEEFATE): 2022-05-10 11:14:34
tcecloud APl £ E/MAEBEREFITRHDIIE , BMEMEREZTEEATLIERSHTEEEREE (Signature ) LISIEEREBH, &

BIEEHRTEFIEER , T2 FIERE Secretld 7] SecretKey ; ERFPEIREZEFEIE | BRIECAPIZARNHERS , BNTEERATAPI
#ZM.,

= .
1. RiEREEIE
FEERERTAPIZAE] , BRHESAPIZHRERELESEIE., T2EIUFEHE Secretld #] SecretKey :

e Secretld FBF#rR APLERESH
o SecretKey FIFINEE A EBFIIRS 2 mIIE S FRTRIEA.
s FHRPWITERRELSEIE , BattE,

REREFIERNERLRINT

1. ERtcecloudEEBFIEHIE,
2. BHE=APIZSBRNEHI A TUE
3. E=APIESETUHE , M [F7] RPRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELIABILT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &&Z753%

ER  XWTFGETAE , R3Z#EF Content-Type: application/x-www-form-urlencoded #mM¥i&=. X3FPOST/AE , BRISZIF Content-
Type: application/json LA Content-Type: multipart/form-data B , json HXEARTBEISEOYSZF , multipart 8=
RESEISEOSS  WAHZEOTREEER json 1UER |, £F BRSO iHA.

THUSRSHRERT MNXZGFIREAGIF  DEBNMBERANTEIRE. HAMBETERSAIFIRANESE : Limit 71 Offset ,
(M GET Ai&iEmA.

BRiIZFIFAY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNp86cd98joQYCN3EXAMPLE

2.1. HHEALBIERESA
RANTTMETUHERAIBBIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

WIS : B emEX %137 T1 #328m
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e HTTPRequestMethod : HTTP i&k75i% ( GET, POST ) , AxflFA GET ;

e CanonicalURI : URI &%, API 3.0 EZAERKT (/)

* CanonicalQueryString : &2 HTTP iE3K URL RIVEIAFFFE , 34F POST 15K , EEATFHE , I9F GET K , W URL ia
£ (?) GENZFEAS , 2RFIEYES : Limit=10&0ffset=0, ;¥ : CanonicalQueryString EE42id URL 4wA3.

* CanonicalHeaders : £5&ZRILEMER | ZES host # content-type WLED , tLETIIANBEXALESSEBIUREETE
KEOE—MFIZ e, BHENN : 1) 3LE8 key # value Fi—4ER/NG |, FEEERTIE |, 1RE8 key:value\n #=(HHE ; 2) SR,
HRRBSLER key (/NE ) ROFEEHEFRITHHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £25&&ZMLEHER. | IRBBLLRIERBHLLES5TESF |, 1 CanonicalHeaders G &HILEBRTE—XI AT,
content-type #[1 host J9uwsifELEB, HHENN : 1) k3B key ZB—HM/INE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ : content-type;host

e HashedRequestPayload : {EKIEXAIMAEE |, iTE5E N Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , X HTTP &
KEE/NEX payload fff SHA256 t5% , AE+7 #HlmS | RiERIDHEEEM/NEFE, = : XJF GET i53K , RequestPayload [
EATFHE , WF POST 53K , RequestPayload Bl HTTP i&SKIEX payload,

HRIELLEAIN | OIREREIRAGEIERENT (ATRNEW , \n BITFRIESSRITEHI— &K ) -

GET

/

Limit=108&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, PSS B REH
TS HHE S S 2=/ S

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : £8&% , BRIEESN TC3-HMAC-SHA256 ;

* RequestTimestamp : EKEFEIE; , BNiERLERAY X-TC-Timestamp BUE , N_E7RFIERS 1539084154 ;

¢ CredentialScope : EIFEE |, 1829 Date/service/tc3_request , @& HHR. FEKARSINLRIEFFE (tc3_request ) , Date A
UTC fRAEREIR B , BUEREMAHSH X-TC-Timestamp #EH9 UTC fRERIEIRI—3 ; service IF-m®& , LASTER™ &
5, Fa0 cvm, g0 7RG , BYE 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASEHHEMEIICIEREBNREHE , TEGER
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date /RMBTEIEL X-TC-Timestamp ITE152 , BRfXA UTC+0, MNRMARZAHEKES , HIIIFR/\X , ESHEXG
AR , BREEMTERUERY. BigEE 1551113065 , 724/ \KAYATEIR 2019-02-26 00:44:25 , BEITEEER]
89 Date BX UTC+0 FYHHEARS 2019-02-25 , A2 2019-02-26,

WS : BRmEmEX 25138 Tn #328m
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2. Timestamp X/REHRIRFATE , BFEBERRFEHENEREERSH , MREEETASHPNSERM. NRKAHEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

HRIELA LA | EIPERIRFERFRHRUT (AT RREN , \n RITFAEESRITERI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. iH8SE
1) HEIREREE , (hRBUT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #9f9 Date =E=8. , a0 L5~ , 792018-10-09 ;
e Service : B Credential g4 Service ZERER. , A L7=0 , 53 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRESZER ;
e StringToSign : BIZB2ATEBRINSSEFRE ;

2.4. 8 Authorization
AN ™R E Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ', '

'Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
e Secretld : ZEEXIHAY Secretld ;

e CredentialScope : M tX , EIEEHE ;

* SignedHeaders : L £ , 258 ZHLIHER ;

* Signature : £

HRIBA AN | IR SEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl174c474

WIS : B emEX %139 1 #328m
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RETREIERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&80Offset=0

iHEBAZ ( CKafka)

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

HRIESSIRER | FEUTERRMANERG | iSRIEIRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX

I PSS
BRITH
AR
BRER
token iR

ZiREE (A2 APL AR )

%140 @

\|

£328m



O BASTCE MBI ( CKafka )

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpg86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERKX , BUEZHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ?#;%?%gg?f{r% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk i_ﬁ 3 o .‘L_l_%ég kkhkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkkkkkk ig% 4 j:}‘fl:ﬁ Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

-*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSH
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkhkkkhkkkhkkhkkhkkk 55% 1 }#}%m?ﬁiﬁ*% *kkkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"”

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *hkkkkhkkkhkkkkk i% 2 : ?#*%%5%?%% *hkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkkhkk ig% 3 : -‘L-I-gﬁg *hkkkkhkkkkhkkkhkk

# ITEEBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk 552’% 4 : ?#*% Authorization khkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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15 KE5H4)

BRUTEHAYE: 2022-05-10 11:14:34

1. frsSHbit

ot ( Region ) EISIRIOSIEROMMEIRRY, tcecloud S TIMERRMEZ B£8R | (RIENRiEaR AR BRI
t, ATRHGAIERIE, 12 TR , BEEREMEEE e,

ERTLUEIT APIED EiiSIR B mArtbETIxR.

2. BEMY

tcecloud API FIFREREOIIEIE HTTPS HTE(E | IRIAELREMNEEEE.

3. BKTE
S0 HTTP I35

* POST (i)
o GET

POST iE3kz#569 Content-Type 258! :

* application/json ( ##F ) , #4fFA TC3-HMAC-SHA256 && 754,

 application/x-www-form-urlencoded , %4Z{FFE HmacSHAL 8 HmacSHA256 && 757X,

e multipart/form-data ( {NEBEOSE ) , WREER TC3-HMAC-SHA256 &2 75%.

GET i KHGIEREANARE#BIT 32 KB, POST i&Kk{FEAER/TEN HmacSHAL, HmacSHA256 BfAR1E#8iT 1 MB, POST i&kEEA%
27358 TC3-HMAC-SHA256 B4373#%F 10 MB,

4, FRIwAS

FEFAUTF-84%%2.

WS : BRmEmEX %144 TW #328MW

\|



O BASTCE SEIAFI ( CKafka)

IS

BRUTEHAYE: 2022-05-10 11:14:34

RS

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HEFAT) , EeJaerOREIT )

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
1

}

* Response REMEBH Requestld REERIFER , TiCiEKRMINSE , RE APIET |, MHERIREL

* Requestld FBF— APLiERAIME—FRIR , W5 APL HIISE , STLABRREA] , FHRMALZ ID KARREER,

o [RTEEMNFERS  HRIWARKEOENNTFER  AENEOMRENFES NEOXEFREN. HEIHE TotalCount 1
InstanceStatusSet 5 DescribelnstancesStatus £ OENXFER , BT EREKNAREMEZE=RS2TLH , Bl TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tEHIRIREIER
£, EEEERATN

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMEEZISKARAKM, Error FEREREERRY Code 1 Message FERTEERLMAT 2 EIREIAY,

e Code FREMRHIEAIEIRID , LB RHER A L RIEZ IS RIDE A RS e O M A EIRAS S R B m e X MR EFfER
.

Message BRHTIXMEREENERER , EVSERSREIL , WX ATEESELBFRFTERFTH , AP AKX MER(E
E.

* Requestld FBF— API iERIUE—HRIR , N8R APL HIIEE , STLABCRIRA] , FHEMIZ ID SEARREIE,

~IIEIRY (TODO: EEERE, REAENEER?)

IREIZERPUNRIFAE Error R , NZRRBA APLIECIKM,  Error iy Code FERFRTMEIRD , ATE SR BEHINAYEEIRAS A AL
IREG , TERFIH T ARG,

WS : BRmEmEX 28145 T #328m|
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

TRIRIEA
BIRAEE (A2 API AR ) |
MFA $5ig,

AR

R

SZZIULLN

%

SRR,

k

token f&i%.

Bk R CAM 1Y,

DryRun #F , RFBFGLEMIN , RERSET DryRun 2.

BRI
RERHEIR.
EORMFE.
SHIEIR.
SHEYEEIR.
B ECRPRH].
FROSEGEIR.
EOMARFE.
IERAVREGET T IRE=PRHE]
RiRH G .
RIFEAE.
BIRMFE.
BIRAEI A,
RIRBUE(E.
RASEGER.

IERSEHS,

http(s)IEXRIMIEEIR , R3ZHF GET #1 POST 153K,

EORSHSATEhEL,

%146 T

\|

iHEBAF ( CKafka)

£328m



O BASTCE

\H5

VAN

VTERHAYE): 2022-05-10 11:14:34

iHEBAF ( CKafka)

HEYRATRRBFIZOLSNENSE  WIFE | A MEORBRARO AP ABXLSHEHTRE  EERERKIETEE
}E XLESH , FREERKIERIEK.

ERTTE V3

58 TC3-HMAC-SHA256 &&757ART

SHBR St

X-TC-Action String

X-TC-Region String

X-TC-

. Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

=
=

alil

alil

el

alil

o

AHBHEES—HEI HTTP Header iEkLE+ , 20T :

%

BEREOSR, ESEEOXEPMASEATESE Action A9RE, FIIN=IRESEENE
EEFIFIRZEO |, BUYES Describelnstances,

WIS SRR BRI EI MbERIEE. RORZAEEESE R OXETRAS
NS4 Region AUGHR, 1R | EEROATFEELEZSY , BOEPIILATHI5R
B9, RSB EEEBIZSHBARERL.

=1 UNIX BJ[E)E , ElicRAH#S APLiERAIETE), g0 1529223702, & : (IRSMRSS
RHEMEEBI St , 25 EEERITHIER,

R APL BURRA, EUESHEOSEHRASLRISE] Version BiRBE. HIAIZARSSERAIR
& 2017-03-12,

HTTP fRAESHIAIESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : ££75)% , BRIEENZE ;

- Credential : £&1EiUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EFENRHSE X-TC-Timestamp #E/Y UTC FRAERNBEIRHE—E ; service AFm& , &
RSB mREE—E, flgicvm ;

- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9wsifksLEp ;

- Signature : EZFWE,

IGRSEFFTAEAY Token , FELSIRRIER—EMEMA. IRRIER Token FEZNHDEER
SEARBEZORE. KEZAAFE Token,

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (0T

SHETR St
Action String

WS : BRmEmEX

=
=

fik

BENEOSR. BESEEOSNETEMASENTESE Action B9IREA. HIAN=IRSSE
REIsLHIZIZREO |, BUEA Describelnstances,

%147 T1 #328m
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e C
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

HiEGER

String

Integer

Integer

String

String

String

String

String

ali

alil

i

alil

ali

oy

i

iHEBAF ( CKafka)

fiik

Wi Sy, FSRIRRR B EI MBIERIEIE. FOESAMREESE Z O REA
SRS Region RUGER, R | RUEOATEECERZSEH , EOEP RIS
BIRER , LRSEMEEEBZS AL,

Za0 UNIX Bf[a)8% , FJicRARE APLIERAYRTEL. FI01529223702 , MRS =RF1HE
BETK , 25EERTHHER.

BEHNIEEESY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

E=APIZHE_E ERiBHIRREH] Secretld , —4 Secretld XFRME—HY SecretKey |, i
SecretKey = FRA RIS Signature,

BRESR , ARBRIERERNGEN | FERFRIELFRBMASEITESEH. Bkt
B5ESIEOLERCH,

R APL BORRA, EUESHEOMEHASLRHSE] Version fikBE. GIMIZ=RSSER
AORRZS 2017-03-12,

25, , BaixiE HmacSHA256 #1 HmacSHAL, REIEEHES%E05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIEER , EttiERISEHAE HmacSHAL I8IEEE.

IERPIERFRFER Token , BEESIGIIEHE—EHFER, GRS Token EEEHRE
HIRSEARZOREL. KEIZSEAEE Token ,

i ( Region ) EBEMIRAVEIER ORIIEXIE. tcecloudAZIIEREIS 2 BE2iEE | RIEARSBRARERELESE
t. ATREHRRE. B8 THEE  BERRFELEEFatbE,

R LAY AP ENAMIESIER EESTRAIETISR.

WS : BRmEmEX

%148 T1 #328m
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ACLIEXR
a0 ACL ZRHE

BITE AT a: 2022-05-10 11:14:34

v ekl
1. ZFOfEA
EOiBEKigE : ckafka.api3.finance.cloud.tencent.com,
NN ACL 5588
BOAEZEOISRIRERFRE © 100X/FD,

EOFEHAYE : 2020-03-09 15:21:34,

RO E N EN,
2. NS
UTNBERSHGIRNFIE TEOIBRSHFRD AHSH , TEARSHIIRDAHLERSL
SRR Wik KA fER
Action 2 String  AHSH, AEOEYE : CreateAc!
Version =2 String NHESE | AEOEYE : 2019-08-19
Region & String RS, FIFRSISAMEHEIZR(TODO)
Instanceld =2 String sCEd{ER
ResourceType 2 Int64 AclZReEE (OZUNKNOV\{ITI; 1:ANY , 2:TOPIC , 3:GROUP , 4£LU\STER ,
5:TRANSACTIONAL_ID) , H#BIRABTOPIC , HEFRATELEFRAFiRkafkafaclFifEF
ResourceName £ String ’ﬁ,}?%f?]‘( , ﬂ]resourseType*E?E , izl}l%resour_ceTypeﬂgTOPICHT_f . MiZ=FEERtopicE
R, HresourceTypeIGROUPHT , iZ=FERZR/RgroupZiR
Acl#2fEA=L , (0:UNKNOWN , 1:ANY , 2:ALL, 3:READ , 4:WRITE , 5:CREATE ,
Operation = Int64 6:DELETE , 7:ALTER , 8:DESCRIBE , 9:CLUSTER_ACTION , 10:DESCRIBE_CONFIGS ,

11:ALTER_CONFIGS)

IPRZEEY , (0:UNKNOWN , 1:ANY , 2:.DENY , 3:ALLOW) , ¥gickakfaSZ#FALLOW(tH2

PermissionType . = I4  picw) HemTELEEATRKafkataclETRERD

Host 5 sung | AN BREEhoSHILIAR , ickafkeRshost" , ERBEFRkafkal R
A amEs

Principal = Sting  FIFBIE . A, EREFuserEAILIAR , MEIER R RS AR

3. mHSE

WS : BRmEmEX %149 Tn #328m
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SHEWR &S] A
Result JgwOperateResponse IREIZER

Requestld String W—iEK ID , ®RiEKESIRE], EEMATEERAZXIERKA Requestld,

4. TR

UG T OSSR A0EIRD | EfERISFEN A TR,

HIRD R
InvalidParameter SHEEIR,
InvalidParameterValue.RepetitionValue EFEERESH,
InvalidParameterValue.WrongAction ActionZ#EUERIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RISDURME,
UnsupportedOperation.OssReject OssE4aiZiR(E
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoH Vpe Id
InvalidParameterValue.SubnetldInvalid T FMid
InvalidParameterValue.ZoneNotSupport zoneAfR %
UnsupportedOperation.BatchDellnstanceLimit St EAMBRSTGIPR
InternalError WEREIR.
ResourceUnavailable RIFEATH,

WS : BRmEmEX
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NN

BRITEHAYE: 2022-05-10 11:14:34

=7 R
1. #FOfEA
EOBEKIEE : ckafka.api3.finance.cloud.tencent.com,
IR
EONZOERINZRS : 1000%/FD,
EOSEFRATE : 2019-12-09 10:50:56,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER whisk ESic) iR
Action 2 String AHESE, AEOBYE : CreateUser
Version = String ~HSE, AEORYE : 2019-08-19
Region & String NHBH, FETF-RXFFIHEZIZR(TODO)
Instanceld = String SCf5ild
Name = String P&
Password 2 String BFZERE
3. MBS
SHAR &g TR
Result JgwOperateResponse IREIRIZER
Requestld String H—EK ID , ®XiEREPIRE. ERBNHEERAZRIEKE Requestld,

4. FEIRMS

UG T OSSR A0EIRD | BfERIRFEN AT HEIRD,

HIRAD T
InvalidParameter SEEER,

WIS : B emEX %151 |1 #328m
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FHIRAD i)
InvalidParameterValue.RepetitionValue EFEHEESEL.
InvalidParameterValue.WrongAction ActionSHEVEEIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RIFBURAE,
UnsupportedOperation.OssReject OssIE#IZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InvalidParameterValue.VpcldInvalid FoBY Vpe Id
InvalidParameterValue.SubnetldInvalid TB9FMid
InvalidParameterValue.ZoneNotSupport zoneAsziF
UnsupportedOperation.BatchDellnstanceLimit S EMIBRSLBIPRE
InternalError WEREIR.
ResourceUnavailable RIFARTH,
WIS : B emEX 5152 1 #£328™
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IFRACL

BRUTEHAYE: 2022-05-10 11:14:34

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
FRIBRACL
EONZOERINZRS : 1000%/FD,

EOEFATE : 2020-03-09 15:16:53,

EOBIREE NS,
A M2
2. NS
LATERSEHFIRNGIE TEROBRESEFNR O NS, RBEAHSHGIRDATERSE,
SHEWR Wik B R
Action = String &8, AEOEYE : DeleteAcl
Version 2 String  AHSE, AEOEYE : 2019-08-19
Region & String RS, FIFRSIFHMEHEIZR(TODO)
Instanceld 2 String  SCHidSR
ResourceTvbe = Int64 AclETRSERY |, (0:UNKNOWN , 1:ANY , 2:TOPIC, 3:GROUP , 4:CLUSTER ,
yp = 5:;TRANSACTIONAL_ID) , 3431RAETOPIC , HETERATIEsEeaTFakafkatacliEm
ResourceName £ Strin BIRBTR , FresourceTypetdxk , tNresourceType STOPICRT , MiZ=FERZE~topicsE
= g TR, HresourceTypeIGROUPHY , iZ=FERZFR~group&FR
AcliB{ERZL , (0:.UNKNOWN , 1:ANY , 2:ALL , 3:READ , 4:WRITE , 5:CREATE ,
. 6:DELETE , 7:ALTER , 8:DESCRIBE , 9:CLUSTER_ACTION , 10:DESCRIBE_CONFIGS ,
Operation = Int64 o .
11:ALTER_CONFIGS , 12.IDEMPOTEN_WRITE) , 2gickafka R3Z#FREADWRITE , EEFH
FRgRAFEkafkafaclr{#EA
PermissionTvoe | 2 s | DURSEEL, (OUNKNOWN , LANY, 2DENY , 3:ALLOW) , %gickakfa3ziSALLOW(1HS
ype | = FEEE) , HCATESGERkafkatacliTiEr
Host = String AR, FREHfahostEBRILAGIE) , HFlckatkafsziFhosta* | (BR/SEFFRkafkaf =5
- HaERESE
Principal S String  FP%IE  BOASY , FRnE(AuserdgfAILAIAIE , HRIFAF RERAFYIRPEENER

3. mHESE

WIS : B emEX %153 1 #328m
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SHBR il R
Result JgwOperateResponse IREIZER

Requestld String W—iEK ID , ®RiEKESIRE], EEMATEERAZXIERKA Requestld,

4. iR

UG T 2O SSIZAEERA0EIRD | EERIBFER AT HEIRD,

HIRD R
InvalidParameter SHEEIR,
InvalidParameterValue.RepetitionValue EFEERESH,
InvalidParameterValue.WrongAction ActionZ#EUERIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RIZFRURLE,
UnsupportedOperation.OssReject OssE4aiZIR(E
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoH Vpe Id
InvalidParameterValue.SubnetldInvalid ToRHIFRid
InvalidParameterValue.ZoneNotSupport zoneAfR %
UnsupportedOperation.BatchDellnstanceLimit S EMIPRSLBIRRE
InternalError WEREEIR.
ResourceUnavailable RIFEATH,

WS : BRmEmEX
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MIFRFEF

BITEFATAE: 2022-05-10 11:14:34

1. O

EOEREE :
xR

BN OIBRIRERIRS] © 1000%/70,
EOEFATE : 2019-12-09 10:50:41,

EOBEIOES &N,

2. NS

iHEBAF ( CKafka)

ckafka.api3.finance.cloud.tencent.com,

SHER WAL i R
Action 2 String nHSE, KZEOBYE : DeleteUser
Version 2 String NHESE, AEOBYE : 2019-08-19
Region & String AHBH, FERFRSISHMRZIZR(TODO)
Instanceld = String f5Id
Name = String P&
A M
3. HESE
SHER &g fEA
Result JgwOperateResponse IREIER
Requestld String H—i5K ID , ®XIEREPSIRME. EEENEERAZRIEKE Requestld,
H
4. $EiRS

PUNFUH T OS5I EERA0EIRD | BfERIDEN AR

EIREE
InvalidParameter

InvalidParameterValue.RepetitionValue

WS : BRmEmEX

p= 4
—
dA
°

1%
SHGEIR.

EFEERSH.
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FHIRAD i)
InvalidParameterValue.WrongAction ActionS#EUEEIR,
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation HRISURME,
UnsupportedOperation.OssReject OssE4EIZ IR E
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoH9 Vpe Id
InvalidParameterValue.SubnetldInvalid ToHIFRid
InvalidParameterValue.ZoneNotSupport zoneAfszhs
UnsupportedOperation.BatchDellnstanceLimit HEEMIPRSTEIPRE!
InternalError EBEEIR,
ResourceUnavailable RIFATH.

WS : BRmEmEX 28156 TW #£328™
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BEEACL

BRUTEHAYE): 2022-05-10 11:14:35

v -
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
HEEACL
EONZOERINZRS : 1000%/FD,
EOSEFRATAE : 2020-03-02 18:29:29,

EOBIIOEE NN,

2. NS

SHER Wik KB TR

Action = String  AHSE, AEOBYE : DescribeACL

Version =2 String NHESE | ANEOEYE : 2019-08-19

Region & String RS, FIFRSIFHMRZIZR(TODO)

Instanceld = String sCfild

ResourceType = Int64 AclZiREE (OZUNKNOV\{II\I_“,_ 1:ANY , 2:TOPIC, 3:GROUP, 4£LU§TER ,
5:TRANSACTIONAL_ID) , 4giRETOPIC , HE =BT ELFATT EkafkafacltEH

ResourceName | £ String ﬁ,}?%flj’”\ , %DresourgeType*E?é , izlSl%resour_ceTypeﬂgTOPICHﬁ , MiZFERFRRtopicE
R, HresourceTypeIGROUPRY , iZFERZRRgroupZ i

Offset & Inted  (RBAIE

Limit S Inted  NEBRE

SearchWord & String  XiEFIUED

3. FitHEE

SHBR il A

Result AclResponse IRERIACLERENIR

Requestld String H—iEK ID , ®XIEREPSIRME. EBARENEERMZRIEKE Requestld,

WIS : B emEX %157 T1 #328m
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4. FEIRS

UG T OSSR A0EIRD | EfERIRFER A HHEIRD,

FEIRD AR
InvalidParameter SHEEIR.
InvalidParameterValue.RepetitionValue EFEEESH,
InvalidParameterValue.WrongAction ActionZ#EUERIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RIFRURAE,
UnsupportedOperation.OssReject OsstE#IZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InvalidParameterValue.VpcldInvalid Fox4AY Vpce Id
InvalidParameterValue.SubnetldInvalid TB9Fmid
InvalidParameterValue.ZoneNotSupport zone s FF
UnsupportedOperation.BatchDellnstanceLimit S EMIBRSLBIRRE
InternalError WEREIR.
ResourceUnavailable RIFARTF,

WS : BRmEmEX
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BRUTEHAYE): 2022-05-10 11:14:35

1. #EOfER

EOEREE :
HIRFER
BN OIBRIRERIRS] © 1000%/70,
EOEFATE : 2019-12-06 16:30:42,

EOBIIOEE NN,

2. NS

ckafka.api3.finance.cloud.tencent.com,

iHEBAF ( CKafka)

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR Wik RE
Action = String
Version = String
Region = String
Instanceld = String
SearchWord B String
Offset S Int64
Limit = Int64
A M2
3. IHSE
SHER it f#A
Result UserResponse REIZERFIZE
Requestld String
H >
4. $EiRE

PAIMRFIH 7O SZEEXANERE | BfERGEFEL

NSRS ESTEN

HEIRD

WS : BRmEmEX

U
NHSE, AZEOBYE : DescribeUser

H&% , AEOEYE : 2019-08-19

>

H2¥ , FNRSIHIMIESIZR(TODO)

>

scild
RRRERITIE
iE2
RIRRENEL

E—EK ID , 8REREPRIRME., ELIRASFERAEZRIFERAT Requestld.

=]
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IR

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

3%

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssIE4EIZIZIE
FMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
EREIR.

RIRA A,
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ERRAT

BRUTEHAYE): 2022-05-10 11:14:35

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,

FOAZCEISRERIRS] © 100R/FD,
REOSE#AYE : 2019-12-09 10:56:50,

EOBIIOEE NN,

2. NS

SHER WAl i fEA
Action 2 String NHBE, KZFOBYE : ModifyPassword
Version 2 String NS, AEFOBYE : 2019-08-19
Region & String AHSE, FIFRIFERFIZR(TODO)
Instanceld = String sfpiid
Name = String P&
Password = String BFEEZE
PasswordNew 2 String PR
A M2
3. mHESE
SHEFR &St A
Result JgwOperateResponse IREIEER
Requestld String H—iEK ID , &RIEREPSIRME. BRI EERMZRIEKE Requestld,
H >
4. $ERE

PAIMRFIE 7O SZEEXANERE | EERGFEN A ATERE,

hra)

FHIRAD A

WS : BRmEmEX 161 T #328m|
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FHIRAD

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

3%

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssIE4EIZIZIE
FMARETFzone
To3889 Vpe Id
FoXBIFMid
zone R iHF
SEMPRSLBIRHE!
EREIR.

RIRA A,
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FRUEXEO
HENERS X

BITEFATE: 2022-05-10 11:14:35

v s
1. ZFOfEA
EOiBEKig - ckafka.api3.finance.cloud.tencent.com,
REORTEMERSAISX
BOAEZOISRIRERPRE © 100X/FD,
EOE#RAYE : 2020-03-02 18:01:29,

FEOBIINE S EN,

2. NS

UTNBERSEGIRGIH T ROBERSBHBO LHSE , TBAHSHFIRDAHIERSL,

SRR Whi%E E<ic) fER
Action 2 String ~HBE, AEORYE : CreatePartition
Version =2 String NS ANEOEYE : 2019-08-19
Region S String RNEBE, FRFRSHFIBIEFIZR(TODO)
Instanceld =2 String sC{5iId
TopicName = String FERAETR
PartitionNum 2 Int64 FHDEANEL
3. FitHEE
SHBIR &g R
Result JgwOperateResponse IREIEERE
Requestld String —igK ID , &XiEkEbiREl, EAIRATEERMZXIEKA Requestld,

4. FERhG

UG T 2O SSIZAEERA0EIRED | BfERIIFEN A TR,

WIS : B emEX %6163 1 #328m
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FEIRD

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

fk

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssELEIZIRIE
TFMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
EREIR.

BIRAAI A,

%164 M
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Bl RN

BRUTEHAYE): 2022-05-10 11:14:35

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
tlzEckafka==8R
EONZOERINZRS : 1000%/FD,
EOSEFRATAE : 2020-03-02 18:33:15,

EOBIIOEE NN,

2. NS

LATERSEHFIRNGIE TEROBRESEFNR O NS, RBEAHSHGIRDATERSE,
SHER Wik KB Tk
Action 2 String  AHS%, AEOEYE : CreateTopic
Version =2 String NESE  AEOEYE : 2019-08-19
Region S String RS, FIFRSIFAIMEEIZR(TODO)
Instanceld = String  SCflld
TopicName = String FRAER , B2— M AET 64 NMFRIFRS | WRUFEBAEFR  ®IREE
= DAUBEFE, HFIMERILC)
PartitionNum P Int64 Partition™N , XF0
ReplicaNum 2 Int64 BIARNEL , RNBEZTF broker #7 , &K93
EnableWhiteList S Int64 ipAREFTR, LFIFF 0:%04 , BUARFTFF
Array
IpWhitelList & of IpBAREFIER |, E&IRE , enableWhileList=1031415%
String

EIEHTRE  BEEEEL , AR delete”, "delete” : HEIR{RIFAIE
CleanUpPolicy & String  MIER , "compact" : B key [£48 , "compact, delete" : &% key [£48

BiRRFR EER.
Note = String FEFE  B—IAEE 64 NMFERNFRSR | WAUFBAEFR , FIRED

- DAUSEFE, HFAERIL)

MinInsyncReplicas 7 Int64 FiAml
UncleanLeaderElectionEnable & Int64 B kRENEIAEAleader |, false ABIF , true:tiF , BRARTIF

WIS : B emEX 6165 1 #328m

\|
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SR Wik KB
RetentionMs = Int64
SegmentMs &= Int64
MaxMessageBytes = Int64
A MM

3. HESE
SHBIR ESig) TR
Result CreateTopicResp IREIGFELE
Requestld String ME—ig=k ID

4. iR

iHEBAF ( CKafka)

R
AiEEE. (REBRTE , Bfums , HREIHR/IMESI60000ms
Segmentsy FIRAAYEHK , Bfims , ZFTE/\/93600000ms

FRHHBERAE , B Byte , &RA(E/I12582912Byte ( EI12MB ) ,

, BIRERESRE. EMEENFRERAIZRIEKAY Requestld,

UG T 2O SSIZAEERA0EIRD | BERIIFER AT HEIRD,

IR

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

ik

SEGEIR,
EFEERSH.
ActionS#EVEEIR.
SEHIRFE.
RIZBURLE,
OsstE4EiZIRIE
FMAEFzone
TS Vpc Id
FoRIHIFMid
zone R 3ZHF

S EMIPRSLBIRRE
MEBEIR.

BRI,

26166 1 328m

\|
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BlEFMIPHZ A

BRUTEHAYE): 2022-05-10 11:14:35

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
BIEFERipHZER
EONZOERINZRS : 1000%/FD,
EOSEFRATAE : 2020-03-02 18:06:20,

EOBIIOEE NN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

iHEBAF ( CKafka)

SHER S Sl ik
Action 2 String AHBE, AEOBYE : CreateTopiclpWhiteList
Version =2 String NHESE | AEOEYE : 2019-08-19
Region & String AHBH, FEIFRSISHMERZIZR(TODO)
Instanceld = String SCfpiid
TopicName 2 String ERTEFR
IpWhiteList £ Array of String ipE&ZRTIE
3. FitHSE
SHRER &g TR
Result JgwOperateResponse MIps=ERRIPE &2 BaLt R

Requestld String

4. TR

E—EK ID , SRIEREPRIRME., EMAMATFEERALZRIBZRAI Requestld,

UG T OSSR A0EIRD | BfERISFER A IR,

FEIRD

InvalidParameter

WS : BRmEmEX

%

SEER.

%167 1 #328m

\|



O BASTCE MBI ( CKafka )

FHIRAD i)
InvalidParameterValue.RepetitionValue EFEHEESEL.
InvalidParameterValue.WrongAction ActionSHEVEEIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RIFBURLE,
UnsupportedOperation.OssReject OsstE#IZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InvalidParameterValue.VpcldInvalid FoEY Vpe Id
InvalidParameterValue.SubnetldInvalid TB9FMid
InvalidParameterValue.ZoneNotSupport zoneAsziF
UnsupportedOperation.BatchDellnstanceLimit S EMIBRSLBIPRE
InternalError NEREIR.
ResourceUnavailable RIFEARTH,
WIS : B emEX 5168 Th £328™



O BASTCE SEIAFI ( CKafka)

MPR=ERL

BRUTEHAYE): 2022-05-10 11:14:35

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
Mipsckafkazd= @R

BOAEZOISRIREPRE © L00X/FD,

EOEFAYE : 2020-03-02 18:34:34,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER whi%E ESic) A

Action 2 String NHBE, KIZFOBYE : DeleteTopic
Version =2 String NESE, AEOBYE : 2019-08-19
Region S String RNESH, FEIFRSISMEFIZR(TODO)
Instanceld = String ckafka 3&f5i1d

TopicName =2 String ckafka MR

3. S

SHER &g R
Result JgwOperateResponse IREIREERSE
Requestld String W—i5K ID , ®XIEREPSIRME. BRI EERAZRIERE Requestld,
4. $Ei=is
PN 7O SEEEXAEIRE , AfERIEFEN A LSRR,
FHIRAG R
InvalidParameter SR,
InvalidParameterValue.RepetitionValue EFEERSE.

WS : BRmEmEX 169 TW #328m™



O BASTCE MBI ( CKafka )

FHIRAD i)
InvalidParameterValue.WrongAction ActionS#EUEEIR,
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation HRISURME,
UnsupportedOperation.OssReject OssE4EIZ IR E
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoH Vpe Id
InvalidParameterValue.SubnetldInvalid T FMid
InvalidParameterValue.ZoneNotSupport zoneAfszhs
UnsupportedOperation.BatchDellnstanceLimit R EMIBRSTAIPR
InternalError EBEEIR,
ResourceUnavailable RIFATH.

WS : BRmEmEX %170 W #328m|

\|



O BASTCE

MR FEMIPRZ A

BRUTEHAYE): 2022-05-10 11:14:35

1. #EOfER

EOEREE :
M ERIPHZ R
BONEOIERIRERIRE] - 200R/F,
EOEFATE : 2020-03-02 18:07:14,

EOBIIOEE NN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

ckafka.api3.finance.cloud.tencent.com,

iHEBAF ( CKafka)

SHER Wi ESic) fEiR
Action = String ~HBE, KIZFOBYE : DeleteTopiclpWhitelList
Version =2 String NHESE | AEOEYE : 2019-08-19
Region & String AHBH, FEIFRSISHMERZIZR(TODO)
Instanceld = String SCHID
TopicName 2 String ERTEFR
IpWhiteList £ Array of String ipE&ZRTIE
3. MBS
SHRER &g TR
Result JgwOperateResponse MIps=ERRIPE &2 BaLt R
Requestld String —igK ID , &XiEkEiREl, EAIMATEERMZXIEK Requestld,

4. $5IRMG

UG T 2O SSIBEERA0EIRD | BfERIFEN L

FEIRD

InvalidParameter

WS : BRmEmEX

BRI,

%

SEER.

%171 |1 #328m



O BASTCE MBI ( CKafka )

FHIRAD i)
InvalidParameterValue.RepetitionValue EFEHEESEL.
InvalidParameterValue.WrongAction ActionSHEVEEIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RIFBURAE,
UnsupportedOperation.OssReject OssIE#IZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InvalidParameterValue.VpcldInvalid FoEY Vpe Id
InvalidParameterValue.SubnetldInvalid TB9FMid
InvalidParameterValue.ZoneNotSupport zoneAsziF
UnsupportedOperation.BatchDellnstanceLimit S EMIBRSLBIPRE
InternalError WEREIR.
ResourceUnavailable RIFARTH,
WIS : B emEX 5172 1 $#328™



O BASTCE SEIAFI ( CKafka)

IR EFIZ

ERITEFHYE): 2022-05-10 11:14:35

=7 A
1. EOHA
EOEkig® : ckafka.api3.finance.cloud.tencent.com,

EOEKIEA © http://imgcache.finance.cloud.tencent.com:80ckafka.tencentcloudapi.com Z#EO ( DescribeTopic ) BFERF%L
EGEEBAG! CKafka SLAIRYEDAZR

FOAROIERIRERIRSE] © 1002%/70,
ZEOEHATE : 2020-03-09 16:58:46,

EOBFIRE S EM,

2. WNSEL

UTNERSEGIRGIH TEROBRSENPO LIS, mBAHSEPIRDNATLERES,

SR WAISE &S] i)
Action =2 String NHBE, KZEOBUE : DescribeTopic
Version 2 String NHSE, AEOBYE : 2019-08-19
Region & String NHSE, FINFRIFHEHFIZR(TODO)
Instanceld = String S5 ID
SearchWord & String R | 1208 topicName 198 , STFRMIES
Offset & Int64 REE , NEEARO
Limit o) Int64 REFE , NENEKIASL0 , HAENS0
3. MBS
SHER ESid) TR
Result TopicResult IREIRIEER
Requestld String W—iEXK ID , ®RiEKESIRE], EEMATEERAZXIERKA Requestld,

4. $EIRS

UG T 2O SSIBAEERA0EIRD | BfERINFER AT HEIRD,

WIS : B emEX %173 T1 #328m

\|
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FEIRD

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

fak

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssELEIZIRIE
FMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
EREIR.

BIRAAI A,

%174 ™

\|

£328m



O BASTCE

SRENE RN

BRUTEHAYE): 2022-05-10 11:14:35

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
RENET R
EONZOERINZRS : 1000%/FD,
EOSEFRAETAE : 2019-12-09 10:47:39,

EOBEIOES &N,

2. NS

iHEBAF ( CKafka)

LINBERSHGIRFIE TEOIBRSHFRD NS |, TEARSHGIRDAHLERSE,
SHER WA it R
Action P String NHSE, KIZFOBYE : DescribeTopicAttributes
Version =2 String nNHE&# , AEOEYE : 2019-08-19
Region & String NHBH, FENF-RXISIHEFIZR(TODO)
Instanceld = String S5 ID
TopicName — String ERRER
3. FitH &
SHER &g R
Result TopicAttributesResponse IREIRIZERITR
Requestld  String BE—IEK ID , RIEREIRE., BRI FERAZRIEKAT Requestld,
4. 5
PATBH 7O SSZEEXAEIRIE , BfbERGIF A =R,
FHIRAG R
InvalidParameter SRR,
InvalidParameterValue.RepetitionValue EFEERSE.

WS : BRmEmEX

%175 1 #328m

\|



O BASTCE MBI ( CKafka )

FHIRAD i)
InvalidParameterValue.WrongAction ActionS#EUEEIR,
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation HRISURME,
UnsupportedOperation.OssReject OssE4EIZ IR E
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoH9 Vpe Id
InvalidParameterValue.SubnetldInvalid ToEFMid
InvalidParameterValue.ZoneNotSupport zoneAfszhs
UnsupportedOperation.BatchDellnstanceLimit R EMIBRSTAIPR
InternalError EBEEIR,
ResourceUnavailable RIFATH.

WS : BRmEmEX %176 TW #328M|

\|



O BASTCE SEIAFI ( CKafka)

SRENE RS ZRIF B

EBRUTEHAYE: 2022-05-10 11:14:35

<7 A
1. ZFOfEA
EOBEKIEE : ckafka.api3.finance.cloud.tencent.com,
RENERRFIZRIFE ((MEHEER )
EONZCERINZRS - 1000%/FD,
EOSEFRATAE : 2019-12-06 16:48:46,

EOBEIOE S &N,

2. NS

UTNBERSEGIRGIH T ROBERSHIBO LDHSE , TBEAHSHFIRDAHERSH,

SHER WhI%E &Sic) fEA

Action = String NHBE, KIZFOBYE : DescribeTopicDetail

Version = String NS, AZEOBYE : 2019-08-19

Region & String AHSE, FIFRIFERFIZRTODO)

Instanceld = String sfhlid

SearchWord = String (LB ) #BBtopicNameidlE , STHEHAEHAZIA

Offset B Int64 RIEE , NEZOASRO0

Limit B Int64 REEE , FMEUEIA 10, &=KAE20 , BYEEXTFO
3. B S

SHER Sl R

Result TopicDetailResponse IREIRYERREBLAR

Requestld String H—iEK ID , ®XIEREPSIRME. EARENEERAIZRIEKE Requestld,

4. iRt

PAIMRFIE 7O SZEEXANERE | EERGFEN A SR,

U]

IR FHA

WIS : B emEX %177 T #328m

\|



O BASTCE MBI ( CKafka )

FHIRAG i)
InvalidParameter SR,
InvalidParameterValue.WrongAction ActionS#EUEEIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RIFBURLE,
UnsupportedOperation.OssReject OsstE#IZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InternalError WEREEIR.
ResourceUnavailable RIFEATH,

WRIFRA : Bl emEX %178 Tn $#328™



O BASTCE SEIAFI ( CKafka)

IRETREE

BRUTEHAYE): 2022-05-10 11:14:35

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
AEORTELEREL.
EONZOERINZRS : 1000%/FD,
EOSEFRATAE : 2020-03-02 18:31:52,

EORIRESE EN,

2. BMINSE

LITNBERSHGIRNFIE TEROIBERSHFRD NHESH |, TEARSHGIRDAHLERSE,
SHER Wik KRB fEA
Action 2 String NHBE, KZFOBYE : ModifyTopicAttributes
Version =2 String NESE , AEOEYE : 2019-08-19
Region & String AHSE, FIFRIFERFIZR(TODO)
Instanceld = String S8 ID,
TopicName =2 String FRAZFR,

FHEEE B NBEANFRNFRS , UALFEAEFR , ®RIR

Note BN msamaTEs. MR-

EnableWhiteList & Int64 IP BREIFX, 1§15 ; 0 : XA,

IpWhiteList = g\trrr:;d IpEI S5 | BATIRS , enableWhileList=18345%
MinInsyncReplicas &5 Int64 ZRIAAL,

UncleanLeaderElectionEnable & Int64 2HASN 0, 0: false ; 1: true,

RetentionMs & Int64 SEE(REEAYE , B : ms , HEiEs/IMEA~60000ms,

SegmentMs & Int64 Segment 5 HIRENHIATS |, B4 : ms , REiIE/)N\/986400000ms,
MaxMessageBytes = Int64 FEHERAE , B8 Byte , 2 A{E/912582912Byte ( BJ12MB ),
CleanUpPolicy & String HEMBRERRE , AILA%Edelete B# compact

WIS : B emEX %179 T1 H#328m

\|
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3. S

SHER Sl HEAR
Result JgwOperateResponse IREIERE

Requestld String

4. FEnRhg

PIMRFIE 7O SZEEXANERE | EERGFEN A SR,

iHEBAZ ( CKafka)

W—iEXK ID , BREKESIRE., EMEMITEERAZXIEKAI Requestld,

HIRAD

InvalidParameter

InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation

UnsupportedOperation.OssReject

InvalidParameterValue.SubnetNotBelongToZone

InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid

InvalidParameterValue.ZoneNotSupport

UnsupportedOperation.BatchDellnstanceLimit

InternalError

ResourceUnavailable

WS : BRmEmEX

ik

SHIER.
EFEHERSH.
ActionS#BUEIHIR.
SEHIAFE,
ARIZRURLE,
OsstEEIZIRE
FMARETFzone
FoRH9 Vpe Id
FoRIHIFRid
Zone Rz HF
SEMPRSTBIRSE]
REBIEIR.

BRAATA.

%180 @

\|
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O BASTCE SEIAFI ( CKafka)

Hfthiz
EERFSIER

BITEFATa: 2022-05-10 11:14:35

1. O

EOiBEKigE : ckafka.api3.finance.cloud.tencent.com,
HAFYIZR

BN OIBRIRERIRS] © 1000%/70,

EOEFRAYE : 2019-12-09 11:00:06,

EOBRIRE R EM,

A M2
2. WMASE
ATBRESHGIRINGE TEOBERSHIED AHSE | TBAHSHGIRDALERSH,
SHEBR WAISS i R
Action = String NHESE , KIZEOBYE : DescribeApplnfo
Version =2 String NS ANEOEYE : 2019-08-19
Region & String REBH, R ESISAHBIEEIZR(TODO)
Offset 5 Inte4 IRBNE
Limit ) Int64 NREHRAFHBRAHERS , &AE/950 , EIAS0
A Y 24
3. IHEE
SHER i A
Result AppldResponse REINFEERApp dFIZE
Requestld String H—EK ID , ®XiEkEPSIRME. EURRATEERAIZRIEKE Requestld,

4. FEIRS

UG T OSSR A0EIRD | BEERITER A HHEIRD,

l_':|

THIRD ik

WS : BRmEmEX 2181 T #328m
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IR

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

3%

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssIE4EIZIZIE
FMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
EREIR.

RIRA A,

%182 ™

\|
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O BASTCE SEIAFI ( CKafka)

HEHEEDEER

EBRUTEHAYE: 2022-05-10 11:14:35

L. g

ZEOBEKIES © ckafka.api3.finance.cloud.tencent.com,
EEEESEER

BOAEZOISRIRERPRE © 100X/FD,

EOSEHATE : 2020-03-02 18:46:04,

ORI E S &N,

2. NS

SHER Wik KA fER

Action 2 String  AHBE, AEOBYE : DescribeConsumerGroup
Version = String  AHSE, AEOEYE : 2019-08-19

Region & String RS, FIFRSIFAMHEIZR(TODO)
Instanceld = String ckafkasLflid,

GroupName & String  Hi% , APRESANgroupER.

ik, BPEEEIgroupRIIRATtopicETR , MISRISE T1Z24 , MgroupXRigENZ

TopicName B Strin
P a 9 mzes
Limit & Int64d  ARIRENEBRE
Offset & Int64 {2V
& ¥
3. HESEL
SHEBR i R
Result ConsumerGroupResponse BRERHEZESEER
Requestld  String E—ER ID , BREKREBRE, ELIDHATFEERMIZRIBFRAT Requestld,

4. iRt

WS : BRmEmEX 25183 T #328m
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UG T 3Ol S5 IEERA0EIRD , BRI A HHEIRD,

HIRID
InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

ik

SR,
EFEEESH.
ActionZ#BUEIHIR.
SLHIRFIE.
RIZRURLE,
OsstEEIZIRE
FRAETFzone
FoRH9 Vpe Id
FoXBIFmid
ZOnNeRZHF
HEEMIBRSTBIPRE
REBIEIR.

BRI,

25184 T #328™

\|



O BASTCE SEIAFI ( CKafka)

WEBZR 7 H S EMR)

EBRUTEHAYE: 2022-05-10 11:14:35

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
B EE D (FEER)

BN OIBRIRERIRS] © 1000%/70,

EOEFAYE : 2020-02-17 17:03:28,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER whIE it fEA
Action = String NHBE, KiZOBYE : DescribeGroup
Version 2 String NHBE, AEFOBYE : 2019-08-19
Region & String NESBH, FIFRSIFRIMEHEIZR(TODO)
Instanceld = String SLHID
SearchWord & String HRXET
Offset S Int64 ImzE
Limit & Int64 RAREEE
A M2
3. IHSE
SHER =it A
Result GroupResponse IREIZERETIZR
Requestld String W—iEK ID , &RIEREPSIRE. BRI EERMZRIEKE Requestld,
H >
HIR0

p= 4
—
s}
°

PAIMRFIE 7O SZEERaIEReS , EEREFE A ER

IR FHA

WS : BRmEmEX 25185 T #£328m



O BASTCE

IR

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

3%

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssIE4EIZIZIE
FMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
EREIR.

BIRAAI A,

%186 @

\|

£328m



O BASTCE SEIAFI ( CKafka)

SLIMER RO
IRENHZR T EER

BITEFATE: 2022-05-10 11:14:35

= =

1. ZFOfEA

EOiBEKigE : ckafka.api3.finance.cloud.tencent.com,
RECHBEDEER

BOAEZOISRIRERPRE © 100X/FD,

EOSEFRAETAE : 2020-01-07 11:26:49,

EOBRIRE R EM,

2. MINSE
UTBR PRI TROBRSKIES AR | RRASHPIRN L EREL,

BHER Mk %A

o

&

Action = String ~HSE, KZOBYE : DescribeGrouplnfo

Version =2 String NHESE | ANEOEYE : 2019-08-19

Region S String  AHBH, EIFTRRHOMEFIZR(TODO)

Instanceld 2 String (I E ) R8s ID 97,

Grouplist | & g\fr r Kaflca J4245348, Consumer-group , BRI, WREMIHEBATIOTEN (—k
String GET &K ) , FTLAMER#E : GroupList.0=xxx&GrouplList.1=yyy.

3. s

SHER ESic) R

Result Array of GroupInfoResponse REIRVER

Requestld  String HE—EKR ID , BRiEKREBIRE, ELIERRATREEREIZRIFRAT Requestld,
H >0
. eI

UG T OS5I EERA0EIRD | BEERITEN A HHEIRD,

l_':|

WS : BRmEmEX 25187 T #328m
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FEIRD

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

R

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
RIRURAE.
OssiE4EIZIRIE
T BT zone
T3 Vpe Id
ToRHFMid
zone 3T

L EMIBRSTHIBR S
IEREEIR,

BIRAAI A,

%188

\|
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O BASTCE SEIAFI ( CKafka)

SRE B R Hoffset

ERITEFHYE): 2022-05-10 11:14:35

ARy N
1. EOHA
EOEkiEE . ckafka.api3.finance.cloud.tencent.com,
IREGEZEE D Hoffset
BOAEZEOISRIRERPRE © 100X/FD,
EOEFAYE : 2019-12-06 16:51:35,

EOBEIOES NN,

2. NS

UTNBERSEGIRGIH T ROBERSHHBO NHSE | TBAHSHFIRDAHIERSH,

SRR Wik KRB R

Action P String HSE, KIZEOBYE : DescribeGroupOffsets

Version 2 String NESE, AEOBYE : 2019-08-19

Region & String NHBH, FETNF R ISIHEZIZR(TODO)

Instanceld 2 String (L& ) 1RIRsLf) ID 1958

Group = String Kafka jgi#555¢H

Topics = Arr'ay of group TR ERBZREE , MNEREZEE , NFRRIEEM group TAFA topic 5
String B

SearchWord & String TEHAPLED topicName

Offset B Int64 RRERRBAE , BOAJ0

Limit a Int64 RRIREIEROEAMEL  BIAA50 , &AEHS0

3. S

SHER =it R
Result GroupOffsetResponse IREIRERITR
Requestld String H—i5K ID , &RIEREPSIRE. EARENBERMZRIEKE Requestld,

WIS : B emEX %6189 1 #328m

\|



O BASTCE

iHEBAZ ( CKafka)

4. FEIRS

UG T OSSR A0EIRD | EfERIRFER A HHEIRD,

FEIRD AR
InvalidParameter SHEEIR.
InvalidParameterValue.RepetitionValue EFEEESH,
InvalidParameterValue.WrongAction ActionS#EUEEIR.
InvalidParameterValue.InstanceNotExist SLHIARFTE.
UnauthorizedOperation RIFBURLE,
UnsupportedOperation.OssReject OsstEIZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InvalidParameterValue.VpcldInvalid Fox4AY Vpce Id
InvalidParameterValue.SubnetldInvalid T+ mid
InvalidParameterValue.ZoneNotSupport zoneAsziF
UnsupportedOperation.BatchDellnstanceLimit S EMIBRSLBIPRE
InternalError WEREIR.
ResourceUnavailable RIFARTF,

WS : BRmEmEX

%190 @
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O BASTCE

SRENSLHETE

ERITEFHYE): 2022-05-10 11:14:35

1. FOfEE

iHEBAF ( CKafka)

EOEkiEE . ckafka.api3.finance.cloud.tencent.com,

SRENSCHI/E
FOAEOIBRIRERIRS] © 1000%/70,
EOEFAYE : 2019-12-09 10:52:05,

EOBEIOES NN,

2. NS

UTNBERSEGIRGIH T ROBERSHHBO NHSE | TBAHSHFIRDAHIERSH,

BHER £k s
Action = String
Version =2 String
Region & String
Instanceld 2 String

3. S

e C St
Result InstanceAttributesResponse
Requestld String

4. iR

A

\N

NEES¥ |, AEOEYE : DescribelnstanceAttributes

NESE, AEOBYE : 2019-08-19
AHBE, FENFFRSIERREREIZR(TODO)
seplid

A

LABEMREERYS:

E—IEK ID , ®RIERESIRE]. EMIAEISFERAIZRIBERAT Requestld,

UG T 2O SSIZAEERA0EIRD , BERIRFEN A TR,

HIRD
InvalidParameter
InvalidParameterValue.RepetitionValue

InvalidParameterValue.WrongAction

WS : BRmEmEX

fik
SHEIR.
EFEHEESEH

ActionS#EUEEIR.

6191 1 #328m
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FHIRAD i)
InvalidParameterValue.InstanceNotExist SLHIAFTE.
UnauthorizedOperation RIFBURLE,
UnsupportedOperation.OssReject OsstEIZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InvalidParameterValue.VpcldInvalid FoE9 Vpe Id
InvalidParameterValue.SubnetldInvalid TB9Fmid
InvalidParameterValue.ZoneNotSupport zoneAsziF
UnsupportedOperation.BatchDellnstanceLimit S EMIBRSLBIPRE
InternalError WEREEIR.
ResourceUnavailable RIFEART A,

WS : BRmEmEX 2192 Tn #328m
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O BASTCE SEIAFI ( CKafka)

SREXSLAIFZR

EBRUTEHAYE: 2022-05-10 11:14:35

32

1. #EOEA

ZEOBEKIES © ckafka.api3.finance.cloud.tencent.com,

A#0O ( Describelnstance ) BFERFPKF NABUERBASI CKafka SLfIZIZE
FNBEOERIEIRS : 200R/FD.

BEOSEHFATE : 2019-12-19 11:23:20,

EORBER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik KA fER

Action = String n"HE&E, AEOEYE : Describelnstances
Version 2 String AHSE, AEOHE : 2019-08-19

Region & String AHSE, FIFRIFERFIZRTODO)
Instanceld & String (U8R ) HRBRLAIDILTE

SearchWord & String (ITIEEM ) IREBRLAIBTRTIE | STFRMES

Status B Array of Int64 (IR ) SEHIRIRE. 0: BlEEF , 15179, 2 : ik , FEKAREZER
Offset & Int64 m%E , NEBRIAA0
Limit & Int64 REEE , AENEIAL0 , &AE20
TagKey & String ILEciReskeylE,
A M2
3. HESE
SHER E i) R
Result InstanceResponse IREIRYLER
Requestld String H—iEK ID , ERiEKESIRE], EfAEATEERAZRIERKE Requestld,
H
%3 %EBETJE_'J
RS : B mERmEX 55193 T 328



O BASTCE MBI ( CKafka )

AR 7OV S EERAIERID | BERIDFE N A EIRE,
ERtD fatk
InvalidParameter SHGEIR.
InvalidParameterValue.RepetitionValue EFEERSE.
InvalidParameterValue.WrongAction ActionS#EUEEIR.
InvalidParameterValue.InstanceNotExist SERIATFIE,
UnauthorizedOperation RIFRURLE,
UnsupportedOperation.OssReject OsstE4EIZIRE
UnsupportedOperation.BatchDellnstanceLimit HEEMIBRSTBIRE!
InternalError WEREEIR,
ResourceUnavailable RIFARTF,

WS : BRmEmEX 2194 Tn #328m
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O BASTCE SEIAFI ( CKafka)

Y= < > ==

SREN LA ZRIF B

BT EHETE): 2022-05-10 11:14:35

1. EOfA

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
FAFP K R 3RBNL B RIF 1S

EOMZECIERINEIRS) : 200%/70,

EOEFTE : 2019-12-19 11:22:28,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik KA fER

Action = String nHESE, ANEOEYE : DescribelnstancesDetail
Version 2 String AHSE, AEOHE : 2019-08-19

Region & String AHSE, FIFRIFEFIZRTODO)
Instanceld & String (U8R ) HRBRLAIDILTE

SearchWord & String (ITIEEM ) IREBRLAIBTRTIE | STFRMES

Status ) Array of Int64 (SUEFM ) EHRPRE. 0 : gl , 1:im(79, 2 : kRt , MEERGARREZET
Offset & Int64 REE , ANEBEIAN0

Limit & Int64 REEE , AMENEGALO , &A(E20

TagKey & String ILEciREEkeylE,

Filters S Array of Filter JORe

3. mHSE

SHEWR i R
Result InstanceDetailResponse IREIRISLAIEBER IS
Requestld  String BE—EKR ID , 8XEREBIRE, ELIERATHRERMIZRIFRAT Requestld,

WIS : B emEX 6195 1 #328m
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O BASTCE

4. FEIRS

UG T 2O SSIBAEERA0EIRD | EfERITFER A THEIRD,

HiIRD R
InvalidParameter SRR,
InvalidParameterValue.RepetitionValue EFEERSE,
InvalidParameterValue.WrongAction ActionZ#EUERIR.
InvalidParameterValue.InstanceNotExist IHIRFTE.
UnauthorizedOperation RIZRURLE,
UnsupportedOperation.OssReject OsstEIZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMAETFzone
InvalidParameterValue.Vpcldinvalid Fox4AY Vpce Id
InvalidParameterValue.SubnetldInvalid TR FMid
InvalidParameterValue.ZoneNotSupport zoneAsziF
UnsupportedOperation.BatchDellnstanceLimit S EMIPRSLBIPRE
InternalError WEREEIR.
ResourceUnavailable RIFEATH,

WS : BRmEmEX

%196 T
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O BASTCE SEIAFI ( CKafka)

IZEGroups jHZEoHoffset

EBRUTEHAYE: 2022-05-10 11:14:35

v =N
1. #EOEA
ZEOBEKIES © ckafka.api3.finance.cloud.tencent.com,
®EGroups iBZ D ¢Hoffset
FONBEOERIERS « L000K/FD.
BEOSEFATE : 2019-12-09 10:54:37,

ORI E S &N,

2. NS

LITNBERSHGIRNFIE TEOIBRSHFED NS |, TEARSHGIRDAHLERSE,
SHER Wik KRB fiA
Action 2 String  AHSH, AEOBYE : ModifyGroupOffsets
Version 2 String  AHSE, AEOEYE : 2019-08-19
Region & String QB , FERFRISHMRZIZR(TODO)
Instanceld = String kafkasLflid
Group =2 String kafka Bz 2H
EHBoffsetfI5ME , AN 0. XW35shift-by2#y , KFECoffsetmpisimEHashifts 1.
Strategy 2 Int64 33352% (by-duration,to-datetime, to-earliest,to-latest) A KB of fsetiETNEHEE

timestampfIRIE 2. X375% (to-offset) , (XFiEoffsetiBEhZEIgsEMN offset B

Array
Topics a of RrmEEEMNtopics, NMERT2EB
String
Hstrategy HORT , HMEEZFER , AILAXTFENFRSIBoffsetma#anshiftsk , INFEN
Shift = Int64 BoffsetmmiElshiftisl, EREERFIoffsetiiZE(old_offset + shift) , EEFEAY

EUNERHFAYoffset/NFpartitionfYearliestl &g E Mearliest , WNERAFpartition Blatest
NI&iRE Hlatest

Bfums, HstrategyN1RY , WRBZZFER , HP-2FrEBoffsetZIRFFAIIMNE | -1
ShiftTimestamp & Inted  FREEISRHAIMBERESTED) , HEBEURKSENE , SIKEtopichigEREAY
offset AEHITEE , FE LAY , MRISEAIRSEAFERR | NEKEERREIoffset,

Offset & Int64 EEHEINREMoffseti[E., strategy 2 , BREZZFER,
A Y 4
3. WS
RIS : Bl =EmEX %197 Tn #328™



iHEBAZ ( CKafka)

O BASTCE

SHER St R
Result JgwOperateResponse IREIEER

Requestld String W—iEK ID , ®RiEKEPSIRE], EEMATEERAZXIEKA Requestld,

4. TR

UG T OSSR A0EIRD | EfERISFEN A TR,

HIRD R
InvalidParameter SHEEIR,
InvalidParameterValue.RepetitionValue EFEEESH,
InvalidParameterValue.WrongAction ActionZ#EUEREIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation KRISTURME,
UnsupportedOperation.OssReject OssE4aiZiR(E
InvalidParameterValue.SubnetNotBelongToZone FMAETFzone
InvalidParameterValue.VpcldInvalid FoH Vpe Id
InvalidParameterValue.SubnetldInvalid T FMid
InvalidParameterValue.ZoneNotSupport zoneAfR %
UnsupportedOperation.BatchDellnstanceLimit St EAMBRSTGIPR
InternalError WEREIR.
ResourceUnavailable RIFEATH,

WS : BRmEmEX

%198 I
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O BASTCE SEIAFI ( CKafka)

R ESCAIRE:

EBRUTEHAYE: 2022-05-10 11:14:35

=7 R

1. #FOfEA

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
RELHIEM

EONZCERINZRS - 1000%/FD,

EOSEFRATE : 2019-12-09 10:52:33,

EOBIIOEE NN,

2. NS

SHER Wik RE ik

Action 2 String NHESE, AEOBYE : ModifylnstanceAttributes

Version 2 String NHESE, AEOBYE : 2019-08-19

Region & String NESH, FIFRSIFRIMEHEIZR(TODO)

Instanceld = String sfAlid

isgretntontime | & | st EHEERRKERD WS BAOK O

InstanceName & String %"E{ﬁﬂ%ﬁﬂ ' %_Tzzﬁi:i o4 /|\:‘7"_f—’}|;|g:‘7"_f-’}$ . M\Z A
NEFHR  FRBOTUBSFE. ML)

Config S ModifyInstanceAttributesConfig ~ SCHIBCE

3. S

SHER St A
Result JgwOperateResponse IR[EILER
Requestld String W—iEK ID , &XIEREPSIRE. EAEENBERMZRIEKE Requestld,

4. FERhG

PAIMRFIE 7O SZEEXANERE | EtERGFEN A TERE.

U]

WIS : B emEX %6199 1 #328m
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HIRD
InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

3%

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssIE4EIZIZIE
FMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
IEREEIR,

BIRAAI A,

26200 @
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SRS

BITEFATE: 2022-05-10 11:14:35

TopicPartitionDO

DXIFE

N T™EEO5|A : DescribeTopicAttributes

AR xE fiA
Partition Long Partition ID
LeaderStatus Long Leader IZ1TIRE
IsrNum Long ISR N84
ReplicaNum Long BIANEY
PartitionOffset
o XA

#HanT™EA5|F : DescribeConsumerGroup

HR =i jisiA
Partition String Partition,l%0"0"&%" 1"
Offset Long Offset,f550100

DescribeBrokersResponses

DescribeBrokersResponses

WaN O3] A : DescribeBrokers

2R St ik
TotalCount Long BE
Brokers Array of DescribeBrokerResponse Brokers

DescribeGroup

DescribeGroupiR[E]SLiA

e TEOS | : DescribeGroup

WS : BRmEmEX 5201 @
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O BASTCE MBI ( CKafka )

2R ESit] iR

Group String groupld

Protocol String iZ group {ERARIIY,
Error
REERES

AT EOSIA -

ZFR St fak
Code String EIR
Message String HIR(EE
Acl
ACLRYZRL{K

WA T4EO35 | - DescribeACL

BR St fk
Acli&ZEZEES , (0:UNKNOWN , 1:ANY , 2:TOPIC , 3:GROUP , 4:CLUSTER ,
ResourceType Long

5:TRANSACTIONAL_ID ) H#giRETOPIC ,

FIREFR , FlresourceTypetBxinHresourceTypeITOPICHT , NiZFERFERRtopicBHR , 24

R N Stri
esourceiame nng resourceTypeAGROUPHT , 1Z=EREZR"groupZfR

Principal String  FAF%IE , BlikAUser* , RoxEHEluser&BaILAAIE) , HRTAF REEEAFFIRFEE/AR
Host String BONS , FEThostEBETLAEIE] , 2FickafkaFsetFhostyy , (BREERkafkafIF Rt 2B

<FF

AclBfESZL(0:UNKNOWN , 1:ANY , 2:ALL, 3:READ , 4:WRITE , 5:CREATE , 6:DELETE ,
Operation Long 7:ALTER , 8:DESCRIBE , 9:CLUSTER_ACTION , 10:DESCRIBE_CONFIGS , 11:ALTER_CONFIGS ,
12:IDEMPOTEN_WRITE)

PermissionType Long PRZERY(0:UNKNOWN , 1:ANY, 2:DENY , 3:ALLOW)

CreateTopicResp

BIEFR(E]
e TEOS | « CreateTopic

BR

b
=
B
Bt

WS : BRmEmEX 58202 70 #328m
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g iis

Topicld

InstanceDetalil

SLHFE

WA TEO3| A : DescribelnstanceDetail,

2R ESid)
Instanceld String
InstanceName String
Vip String
Vport String
VipList Clr;gtc:‘fy
Status Long
Bandwidth Long
DiskSize Long
Zoneld Long
Vpcld String
Subnetld String
RenewFlag Long
Healthy Long
HealthyMessage  String
CreateTime Long
ExpireTime Long
IsInternal Long
TopicNum Long
Tags Array of Tag
Version String
Zonelds Array of Long
Cvm Long

WS : BRmEmEX

iHEBAZ ( CKafka)

it i)
String Faaud

DescribelnstancesDetail
fEk

hlid

SLRIZFR

AAsEBIROvip (8

R AIRROEE

REIPFIZR

SCHIRPRTS. 0 : G, 1:iEf7h, 2 : MBRR - SBRE , -1 SEKM
LIS, BMuMbps

SEIRSTERE RN |, BRRIGB

BIFEXIHID

vpcld , SNRAZ | HABEERMLE

FMid

LR EEREE | int A | 1RBEE | 2R a5
LR int : OFRTMERR | 1R EE | 2 ZFRLIRERE
LHRER

SRR )R E)

LS AR (A)

ERARHER. BEH RTHHER

Topic/ N

FRiRtag

kafkahR A4S 2

BARAX

ckafkaEssE3EE

%203 @

\|
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AR St fik

iHEBAZ ( CKafka)

EEEFAY CPU 2843, 1:x86; 2:arm; 1ZUARCEAIZERY | 4 : 3 il 0011 , i x86.

CpuArch Long S

SoldOut

EETE
#AOT™EOSIA -

BFR e

Cvm String

DescribeClustersResponses

DescribeClustersResponses

#ANTEOSIA -

BR RE
Brokers Array of DescribeClustersResponse
TotalCount Long

SubscribedInfo

W IERSER

#ANT~EOS | : DescribeConsumerGroup

BR et
TopicName String
Partition Array of Long
PartitionOffset Array of PartitionOffset
Group
LEIRYN

AN T™ZO5 |8 : DescribeConsumerGroup

BR St

WS : BRmEmEX

A

ERHER

IE%&
)%
TR0 ERRZ
RN X
PXoffset=E
A

%6204 Tn $#328™
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BFR -] R
GroupName String HEZFR
Assignment

FHEESEAIZETEER partition 58

WA T™20O3|F : DescribeGrouplnfo

BFR ESid) fER
Version Long assingmenthR A5 2
Topics Array of GrouplInfoTopics topic(EE%IZE
Instance
SEIRISR

WENT4EM3| A : Describelnstances

B &S] A
Instanceld String 5l
InstanceName String SLAFIZFR
Status Long TR, O : Bl , 1:izf79, 2 kR , 5B, -1 BIEEM
IfCommunity Boolean EETHRELAI, FHR : true , AFFR : false
ConsumerGroup
FAP4ESCiR

#aNTEOS|A : DescribeConsumerGroup

B il R
ConsumerGroupName String FREER
SubscribedInfo Array of SubscribedInfo 1TEE RS
User
FAFPSEiR

AN T#EOS| A : DescribeUser

WS : BRmEmEX 25205 T #£328m
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AR
Userld
Name
CreateTime

UpdateTime

Tag

SEHRFIBRAMRERISR

iHEBAZ ( CKafka)

fik
FAFid
AR
ellEEn )

REEHATE

AN M5 : DescribelnstanceAttributes, DescribelnstanceDetail, DescribelnstancesDetail

% iis
TagKey

TagValue

Partition

PXER

AN T™ZO5 |8 : DescribeConsumerGroup

g N

Partitionld

PriceObject

UISSES

a3 | A : DescribeCkafkaPrice

E=H

Pid

Price

Value
PriceModel
PriceDetail

TotalCost

WS : BRmEmEX

&2

String

String

ok
5

Long

s
String

Long

Long

String

Array of PriceDetail

Long

R
REEHIkey

IRERE

gt
MSIFEEA

SYEE

285206 T #328™

\|
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BFR
BillingltemCode
SubBillingltemCode
RealTotalCost

Policy

PolicyDetail

InstanceTypeConfigDO

SEHRMEECERXISR
AN T#ZO5 | - DescribeCkafkaTypeConfigs
BR
Type
Desc
Bandwidth
DiskSize
Pid
MaximumlInstancePartition

MaximumlInstanceTopic

InstanceConfigDO

SEAIECESLIR

AN T™EOS|A : DescribelnstanceAttributes

% N
AutoCreateTopicsEnable
DefaultNumPartitions

DefaultReplicationFactor

GrouplInfoTopics

GroupInfolgEBtopiciise

WS : BRmEmEX

s
String
String
Float

Float

PolicyDetail

St

Boolean
Long

Long

iHEBAZ ( CKafka)

1%
TEAFED
FIKEHS

SCRRETEER

B
[

¥
d

ok
e

A

Bt

J

BREX/N , BfuMbgs

B

BAN, BUGB
REXIMWAIpIdER
ZAE AT LABIEERY > X ELEBCER

ZAE AT LABI A E R £ E BCAR

%
EEENeIEER
DXE

FAREHIFactor

26207 T1 #328m
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AN TEO3 | : DescribeGrouplnfo

IR it f#EA

Topic String S EH) topic ZFR

Partitions Array of Long EH partition (58
ConnectorStatus

REEUER S ESNSRERIS

WaN O3]/ : DescribeConnectorStatus

2R KA
State  String

Type String

Region

M SEAARI SR

WA EOSIA -
BT
Regionld
RegionName
AreaName
RegionCode
RegionCodeV3

Support

TopicResult

fik

connector JRZ&. UNASSIGNED : {F&iA%&%5EE ; RUNNING : connector IFfEIE{T ; PAUSED

BEE(S ; FAILED : {£535K0 ; DESTROYED : {£558H8.

connector 258 | 7§ source [ sink FEFPSEEY,

#Z—iR[ElAYTopicResponse

#HaN O35 | : DescribeTopic

BFR

TopicList

=

Array of Topic

WS : BRmEmEX

1%

HbEID

HIEATR

XIZFR

XA

HuAERACES (V3RRAS)

NONEZUMERSHHE TN E\NCVM:SZHFCVMEEEL

1%
REINEREEFIZR

iHEBAZ ( CKafka)

%208 @

\|
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ZR et U

TotalCount Long AR topic B2
Connector
s Se ST

W T#M3| 8 : DescribeConnector

2R RE 1%

Connectorld String  connectorld,

Name String connector Z#R.

Type String  connector 258, source : S AFHEZ] Kafka ; sink : 1EEHEM Kafka SH.

ConnectorClass ~ String = HUTIZ(ESHY class &R,

SourceRegion String  JRFRTEMEIE,

Source String B,
SinkRegion String  BRIFRTEHBIR.
Sink String B AIHELE,

connector HEPAE. 1ZRSETRE—ERBER , ESEAEE GetConnectorStatus #1 3X
Status String  BY, UNASSIGNED : {E5ZiXx%k5HE ; RUNNING : connector IE#EE{T ; PAUSED : connector &
ZE{Z ; FAILED : {F555< ; DESTROYED : {E533HER.

Description String  connector MR,
CreateTime String  GUEERTAEL.
UpdateTime String  {&2ZATEL.
GroupInfoMember
consumer{S&

#WHIT™EOS A - DescribeGrouplnfo

R St fak

Memberld String coordinator AB#EZHFPRIHZEELEKAIE— ID
Clientld String EFiE#EE SDK BCIREM client.id (58
ClientHost String —MRTFEZ AT IP itk

Assignment Assignment FEE D ECLAIZHERER partition 52

WS : BRmEmEX 28209 Tn #328m
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Route

BRFRSCIARISR

AN TEOS| A : DescribeRoute

BFR 2

fr#

3%

SLHIEANTIZN0 - PLAINTEXT (A5 | IREHRFERERARAL XA :
SASL_PLAINTEXT ( BB 750 , MIEEEF AR , SBISASLEHEREN | (LKA )

2 : SSL ( SSLIN®iE(S | IREHAFER | BRAMALRMRAELSSF ) 3 : SASL_SSL ( SSLINEIE(S |
EEUET AR, RBISASLTHEREN | (AEXKIRASHF )

AccessType Long

Routeld Long iz3=z))

VipType Long YiPM?§§@ ( LAMITGW 2: B4R 3:VPCRILS 4B =SNG (—ARF T RERSLAI) 5:SSLINKIT
[BI75 =017 6:FBEFMEvpC )

VipList C:;ﬁ:y ERIPFIE

Domain String eI

DomainPort  Long & port

DescribeClustersController

DescribeClustersController

AT EOSIA -

BFR ESig) fER
Id Long id
Ip String ip
Epoch Long epoch
Filter
HIES R

ARREXNTIEE , BTRBLIRER. FILTIEID, B, REF

o EBFESA Filter B, Filter [EEUXRABIBS ( AND ) (&K,
o EE—" Filter ZFESA Values , E— Filter T Values [EJfIXZ0iBi8a ( OR ) X&K.

U025 : DescribelnstanceDetail. DescribelnstancesDetail

BFR 23

1]
&
[

WS : BRmEmEX 2210 7@ #328m
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EFR e 135
Name String SELENFE.
Values Array of String FERRTIEE.

GroupOffsetPartition

HRBEDXIIR

e T™EOS|A : DescribeGroupOffsets

BFR il fER

Partition Long topic A9 partitionld

Offset Long consumer 232RY offset (V&

Metadata String XEHHBERTHER , €N metadata fENER | BRI—RATFRH
ErrorCode Long BRI

LogEndOffset Long LEl partition FFAY offset

Lag Long FRHZRIHEN L

GroupOffsetTopic

HBEDEEIIR

N T™EOS|A : DescribeGroupOffsets

BFR &S] TR
Topic String ERRZFR
Partitions Array of GroupOffsetPartition ZEESXEA , HHENITEI— json object

VipEntity

REUIPSLAR

U258 : DescribelnstanceAttributes, DescribelnstanceDetail. DescribelnstancesDetail, DescribeRoute

BFR it fEA
Vip String REHAIP
Vport String REP iRl

WS : BRmEmEX %2113\
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OperateResponseData

EMFRENREIRIDatasity

iHEBAZ ( CKafka)

WUNT™EEOS|A : CreateAcl, CreateConnector, CreatePartition, CreateRoute, CreateTopiclpWhitelList, CreateUser,
DeleteAcl, DeleteConnector, DeleteRoute, DeleteTopic. DeleteTopiclpWhiteList, DeleteUser, ModifyGroupOffsets,

ModifylnstanceAttributes, ModifyPassword, ModifyResourceTce, ModifyTopicAttributes, PauseConnector,

ResumeConnector

% I\

FlowId

TopicDetail

ERTFB

AN 43| : DescribeTopicDetail

BR KA
TopicName String
Topicld String
PartitionNum Long
ReplicaNum Long
Note String
CreateTime Long
EnableWhitelList Boolean
IpWhiteListCount Long
ForwardCosBucket String
ForwardStatus Long
ForwardInterval Long
Config Config

Topic

REIftopicRIER

AN~ EO5 | : DescribeTopic

BFR

WS : BRmEmEX

BUFERATIE]

EEFEIpLSINEAZE | truexnFS |, falsekmAFE
ipA& Eip N

#EEE i cos bucket: #77Ecos Fbucketitiiit
HiEEincos K& . 1 FHBEIESD | 0 FFEEdEEN
HUEE (D ElcosHIEIHRIRER

SREE

6212 71 #328m
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ER &St TN
Topicld String FFAIID
TopicName String FERRAIZFR
Note String &iE

CreatelnstancePreData

BT B OIREIRIData
#AT™EOSIA -

BFR Sl A
CreatelnstancePreiR[E|EEHO , AABEEACheckTaskStatusfIEIAS . RENTIRIFFIGE%
Flowld Long
BEEMXIT.
DealNames Arr.ay of TSR
String
PriceDetail
IMEIFIB

W T3]/ : DescribeCkafkaPrice

iR il R
SinglePrice Long B
UsedAmount Long ERME
Cost Long V=
Price
THEMIESLK

N TR#EEOS|A : DescribeCkafkaZone

ZFR B} R

RealTotalCost Float O

TotalCost Float R
PolicyDetail

WS : BRmEmEX 213 T #328m|
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IriiFs

W T#O3| A : DescribeCkafkaPrice

BFR

Total

User

Common

Activity
DiscountType
Discountld
PreferentialType
DiscountSpecifiedPid

Combine

Zonelnfo

zone{SEELIK

N TEO3S| A : DescribeCkafkaZone

SR

Zoneld
IsInternalApp
Appld

Flag
ZoneName
ZoneStatus
Exflag

SoldOut

S

fi

String
Long
Long
Boolean
String
Long
String

String

iHEBAZ ( CKafka)

St ik

Float SSE

Float RPN AS
Long BEMERTN
Long Activity
String IR
Long 301D

Long ot St
Long i rilpid
Float Combine

TR
zonefdid
EEREBAPP
app id

FRIR
zoneZFR
zonelRZS
EIMTIR

json¥ige , keyIMNEY | value trueJEEER |, falseoskER

ModifyInstanceAttributesConfig

B EhIB MR ENSR

WA O3 : ModifylnstanceAttributes

WS : BRmEmEX

28214 T8 #328™
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R ESit] fER
AutoCreateTopicEnable Boolean BnielfE true RIS | false BRAFF
DefaultNumPartitions Long
DefaultReplicationFactor Long
PartDetall
VIX=YSESES

W T#£MO3| A : DescribeCkafkaPrice

iHEBAZ ( CKafka)

A% , @SR auto.create.topic.enableiR B Ntruei@EIREIZER , BHAREN3

YNFRauto.create.topic.enableiR B Ftrue;SEIgEIZERNENAIZE /2

BR ESit] ik
Disk PriceObject TERNTE
CloudKafka PriceObject ckafkaff &
ConsumerGroupTopic
HERA ISR
#Han~EO5 | : DescribeConsumerGroup
BIR St fk
Topicld String ERAID
TopicName String FRREZFR

Config

BRECENTR

AN T™ZEOS |8 : DescribeTopicAttributes, DescribeTopicDetail

BFR
Retention

MinInsyncReplicas
CleanUpPolicy

SegmentMs

UncleanLeaderElectionEnable

WS : BRmEmEX

Long

Long

String

Long

Long

fik
HERER(E)
RN\EEEHIE

HESEES | B0A delete, delete : HEIZRFATIEMER ; compact : BEIR key
[E45 ; compact, delete : BiEi% key E45ESRFATEIMIER.

Segment 73 FiRaIRIATE

0% false, 137: true,

6215 1 #328m
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% N
SegmentBytes

MaxMessageBytes

ClusterInfo

SRHERA

#WaN OS] A : DescribeCkafkaZone

% N
Clusterld
ClusterName

Zoneld

Zonelds

CpuArch

MaxDiskSize
MaxBandWidth
AvailableDiskSize

AvailableBandWidth

S

&2

Long
String
Long

Array of
Long

Long

Long
Long
Long

Long

WS : BRmEmEX

fik

Segment 43 FHARIRIT 5%

BRAHBFTE

1%
gAfld
SRFRIR

EHTAK

Broker BYRJFBX %3

iHEBAZ ( CKafka)

SERFAY CPU 2844, 1:x86; 2:arm; IR{UARCIMASREL | I : 3 Z#tHl)9 0011, 7R x86.,

arm JBE&Z344
ERER AR BAIGB
SRR AT BAIMB/s

ST AT AR BA{UGB

SRF=RIIATE BAMB/s

%216 M

\|
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HIRhS

ERITEFHYE): 2022-05-10 11:14:35

Il
WSBRELEE Error 268 , MR APLECISN. D

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
12
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}

Error FfY Code FNHIRAS , Message FRNZIB=AIEAEE.

HIRIDFIZR

N\ 3

L7
EiRD izl
AuthFailure.InvalidSecretld FRIEEL (AR API AR ) |
AuthFailure.MFAFailure MFA &R,

B FE. BEEHENEZRESCHRMREESR | ISIER | BaEERES

AuthFailure.SecretldNotFound e
ESIE , i TERIEMEEER.

. . . BRIIHA. Timestamp MIRSHRESEREAGBI LS , BICERAIREEFRER
AuthFailure.SignatureExpire

BREE,
AuthFailure.SignatureFailure BERER. SBRITEER  BYBRARARNPHNZEOLEHERES Bt EEE.
AuthFailure.TokenFailure token $&iR.

AuthFailure.UnauthorizedOperation &3k CAM 181X,

DryRunOperation DryRun #{F , RFBIGSEMINT , RRSET DryRun 24,
FailedOperation BRAER,

InternalError MEREEIR,

InvalidAction BEORNFE,

InvalidParameter SHEIR,

InvalidParameterValue SHEYEEIR,

WIS : B emEX 6217 T1 #328m
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IR

LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

A BSEIRED

HiRAD

izl

B ECRPRH].
BROSEGER.
EOMARFE.
IERAVREGET T SRERPRHE
RiRH G .
BIRE.
RIFFE.
BIRAE A,
RIRBUE(E.
RASHGER.

SIS TN

iHEBAZ ( CKafka)

http(s)IEXRIMXIEIR , R3ZHF GET #1 POST 153K,

EORSHSATEhEL,

UnsupportedOperation.BatchDellnstanceLimit

InvalidParameterValue.NotAllowedEmpty

InvalidParameterValue.ZoneNotSupport

InvalidParameterValue.Vpcldinvalid

InvalidParameter

InvalidParameterValue.SubnetNotBelongToZone

UnsupportedOperation.OssReject
InvalidParameterValue.RepetitionValue
ResourceUnavailable

InvalidParameterValue.WrongAction

InvalidParameterValue.InstanceNotExist

InvalidParameterValue.SubnetldInvalid

UnauthorizedOperation

WS : BRmEmEX

kil

L EMIPRSTHIBR !
BHARRITRZ,
zoneR3THF
o9 Vpe Id
SHEEIR.
TMAETzone
OssE4EIZIRE
EFEERSH,
BRI A,
ActionSHEVEIEIR.
SLHIAFE.
FToXBgFmid
KIFURLE.

6218 1 #328m
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HiRAD iEA

InternalError AEBEEIR.

WS : BRmEmEX 2219 T #328m
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X BIHSTCE

SEEPAFI ( CKafka ) ( ckafka)
bR ( 2019-08-19 )

APIESS

RITEHHYE: 2025-02-18 17:50:22

APIERZ

V3

ACL#EX#EO

BEORMR
CreateAc|
CreateUser
DeleteAcl
DeleteUser
DescribeACL
DescribeUser

ModifyPassword

FRAXREO

EORR
CreatePartition
CreateTopic
CreateTopiclpWhiteList
DeleteTopic
DeleteTopiclpWhiteList
DescribeTopic
DescribeTopicAttributes

DescribeTopicDetall

WRFRE - BRmERMEX

iHEBAF ( CKafka)

EOThRE

NN ACL 5588
INFRR
FRBRACL
BRFEF
REEEACL
HEAFER

&

EOT8E
EINERDX
ellfEES
BIEERIPEHER
ARBRERT
fpRERRIPHEZ R
SRENERRSZR
SRENER B

SRENERRSIRIFIE

6220 71 #328m
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EORBMR EOThEE
FetchMessageByOffset HEHE
FetchMessageListByOffset R AERERSIE
FetchMessagelListByTimestamp RIER B EEEESIE
ModifyTopicAttributes wETHEMN

HithzO

EOZR ROThee
DescribeApplInfo HiIRPYIE
DescribeConsumerGroup HEEESEER
DescribeGroup WEE 2R H (FEEIR)

SYlEP S

BOSR BEOThRE
DescribeGroupInfo RENHZEDHER
DescribeGroupOffsets SREVH#Z 7> Hoffset
DescribelnstanceAttributes SRENSLAIE M
Describelnstances SREXNSLHIZIZR
DescribelnstancesDetail IRENSLHIZIRIFE
ModifyGroupOffsets RE&EGroups jEZESHoffset
ModifylnstanceAttributes RELHIEM

WS : BRmEmEX 58221 T #328m@
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ARG

EOSTEVL

SRS E: 2025-02-18 17:50:22

tcecloud API £XBNMAEEKEHTEHIGE , B NERETEELAHLBERSHHESEEIER (Signature ) LISIFERES R, &

BIERHRTEFIEER , T2 FIERE Secretld ] SecretKey ; ERFPRIRERZEFEIE | BRIECAPIZARNHEES , BNTEERATAP
#ZM.

= .

1. RiFReFEiE

HEEIXER=APIZE] , BRIERAPIZSANHBRIELEEIE. L2 EIUFELE Secretld 1 SecretKey :
e Secretld FBF+RR APL & BHD

* SecretKey BFIIEEE FFBMIRS SRS E FRIRAER.

* APRITEREREEIE , BRtE,

HBLZeEIINEREERIT -

1. EFtcecloud FTEPEHIA,
2. BHE=APIZSRRUEHI A TR
3. E=APIESETUHE , M [#7] RPRJLARYEE—XISecretld/SecretKey

IR AREKSRESELIBBIRT Secretld / SecretKey,

2. ERE R R

BT ZeEiESecretld f SecretKeyf5 , MATLAERESZERT. IATREEMRSSHRNIFMSFE :
BRIZFFRY Secretld # SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

R XERER , ERIEAF RSN Secretld F1 SecretKey #HT/EEHRME |
LIRSS 2EEELAIFIZR(Describelnstances)iEsk Al , HAFEBX—ZOR , iS5 kESHEaeT:

SHBIR Hh3Z S8

Action 555 Describelnstances

Secretld #=5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp MBIt EEE 1465185768

Nonce PEHLIEEEEY 11886

Region SCHIRRTEX ap-guangzhou

WIS : B emEX 6222 1 #328m
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e C 3L SHE

Instancelds.0 FFEIRRILBIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. S ETHEFF

EEEERSERSHEBNFEE ( ASCHRE ) FEHF. T8 1) RESHSHTHIR | SREFRTINET , F&85tA/ ;
2) ¥ ASCII 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARIREE, AATLUERRIEES PHIE%
HERFRECRSLINX—INAE , 1 php B8 ksort R, HIRRBISEHIHEFRERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
"Limit" : 20,

‘Nonce' : 11886,

'Offset' : 0,

‘Region'’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

EREEEFRINESAR , X EERGIFRSEHTHR | SRINER B,

2.2, BHEBRF R

WWEBERMBERFGER. HE L —THERFRERSEISTN R SRR ="S81E I | 11X Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIAEEH A Action=Describelnstances . T8 : “S&E"HERIAETIEurRRBEROE.

REBBINENS IS8R HEE—E | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3, PHESRBRCFRHE

WEBERERRENFME, SBRENEHFBEUTUNSEGE:

1. &K% 285 POST #1 GET A= , IXEB(FER GET &K , iFEHEAEXE.

2. IERENBEELIFFE (Describelnstances)§9i5 K14 5 : cvm.finance.cloud.tencent.com, SCRRAVIE KIS RIEEOFREERIIAR
BfmAR | FERSECRE,

3. BRI YRR A=APIHIERIEZREZEN / .

4 15K=FER: B E—ERANERFRTE,

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES
TOIRIHERER

WIS : B emEX 6223 1 #328m
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&V
ersion=2017-03-12

24, EpSREA

S BRERSER, EEMER HMAC-SHAL EiEY E—SREBHNERFIFRFRHTES | ARKBAEMNES SR Base6s #1745
3, BIERIGRERIER A,
BMRSINT | LA PHP IES 96
$secretKey = 'Gu5tIXGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=08&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE&Timestamp=14651
85768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBEINEEEN:
EiP9YW3pW28FpsEdkXt/+WcGel=

ERRCERRIHESTAN , IR LERGIFRRGHTERIIE , BRNERHS6IFHhaI—EEa.

E 2RI

RIS R BT REEIRIFNIBRESE , FEXNHEBT URL %3,

N E—H RIS EE S ElIPOYW3pW28FpsEdkXt/+WcGel= , SEEFINEZEIERESEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BT AERRLNIEK URL,

IR MRAFREKSER GET , BiEBXR7A:%58 POST [RY Content-Type 73 application/x-www-form-urlencoded , MI&XiERK
RAEERSHEIREM URL RS , SHRBN-ASARERIG. IF ASCI FFHE URL RISAIFRESELl UTF-8 #{T4%i8.

IR | LREIESH http BE2EESFTESEHT urlencode , ZEXMMENT , MATREXIERBHIT URL 3T , BUAX URL 4
HeSHERLM.

IR : RS BEthTER TR , ISR RFC 3986, fEF %XY XZRFRIFIINRFHTE SR , AP XY ot/ HsrrF
(0-9 IAEFE A-F) , ER/INEKSILER.

4. 7K

HRIESSIRENR | FEUTERRMANERS | SRIESIREAE

RIS FEIRfEA
AuthFailure.SignatureExpire BRITH
AuthFailure.SecretidNotFound BEAEE
AuthFailure.SignatureFailure EEER

WS : BRmEmEX 58224 TW #328m@
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RS HoSEIAR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 APl ZFEZERY )

5. ERIER

FESTRRER APL 3.0 B , HE7EERIREEtcecloud SDK 3.0 , SDK EEETRRANLE , FANRE = RRIBMEOET, HMAEE
S0 SDK iy, SASTRARRIESTS |

e Python

* Java

* PHP

* Go

* JavaScript
e NET

ATEBRNERERTRE , THUSIMREES A0, B OANERTERRIIL. BXkES. ERIROMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN , TRTAIBRERA SDK.

REEHHAY url TT8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPREERENN | HEBEARRSHEIRE |, RIanSRELL url FEXSEEHF I FEE R curl ER<SERISIREESN
Hix | SRH. ATEE—NMTLUEERER url |, EEERUREIFH Secretld 0 SecretKey NESLAVZESE , FHERRFHBIRTEEUE
79 Timestamp ,

IR ETENTAT  ARREES  EER—ESEXITEEIR url JEEEEMAR , RIASHNINFARR | (EXHARIER
. REMESHEE , BESITEIERRIE.,

IR LIMURB(UERT APL 3.0 , FEEERATREMINERRE | BIEZIERN APl , BTFEATERBRSHERUEIER | B
XS R AYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);

WIS : B emEX 6225 1 #328m
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// EZBRERNurl P SEInF B 2K

for (String k : params.keySet()) {

/] BEXFIEK BB TUrlencode , AT keyEBRENFH , HULAMIIEvaluei#tiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LABEIHEF

// SCRmVE FBR N 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextint(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // ~AHS#L

// SRR R R 2 e R A2 Bkt ) | 5140 : params.put("Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // "\ &%

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIEE5%4

params.put("Action"”, "Describelnstances"); // 2NHE%(

params.put("Version", "2017-03-12"); // "5

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // \'535%§

params.put("Offset", 0); // \E2%1

params.put("Instancelds.0", "ins-09dx96dg"); // WEZE#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // A%t
245

System.out.printin(getUrl(params));

}

}

Python

IR ANRETE Python 2 IMBEFIETT , BEEALE requests (K :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

WS : BRmEmEX 58226 TW #328m@
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region'’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# ISSCRRER | AShiaaTer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)

WS : BRmEmEX 58227 TW #328m
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= Ao
EOZERV3

BIFEAYE: 2025-02-18 17:50:22

tcecloud API £33/ MARIERFTEMNIGIE , BB NMNEKREZTEEAHIERESHFEEER(ERE ( Signature ) LESIEERES D, &

BIERHREFEIER , TEFILEE Secretld 7 SecretKey ; ZRFRREREFIL , BRIERAPIZARNEERS , BNEEEA=AP
#=O.

N - .
1. BigZeFEut

HEEIXER=APIZE] , BRIERAPIZSANERIELEEIE. TE2EIFELE Secretld ] SecretKey :
e Secretld FAF#rR APLERESH

o SecretKey FIT I B BRSBTS BRI,
. BPUTREERSET , BRTE,

REREFIENERLERINT

1. EFtcecloud BRI ZHIE,
2. BIfE=APIZRRIEHIETRE
3. E=APIZSATIHE , M [FiE] BIALAGIEE—XISecretld/SecretKey

TR AREKSRESELUABRRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

ERE  WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥i&=. 33FPOST/% , BREISZIF Content-
Type: application/json LA} Content-Type: multipart/form-data FFMMMYIES | json HERERAFB I SEOHESIF , multipart 18z
REFEWSEONE , WEHZEORREER json 8IUER , SF BRSO IRA,

TEUZRSHRERT MXLHFIREAGIF  DEBRNMEERRNTETRE. BAMXBEITERSLAIFIRIIFMNESE : Limit 7 Offset ,
{£F3 GET 75i%1AA.

RiIZFIFAY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAEIE R
RIS HHEHIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

* HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , AR GET ;

WIS : B emEX £6228 T1 #328m
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e CanonicalURI : URI 244 , API 3.0 EEANIERIAT (/)

e CanonicalQueryString : &#2 HTTP &K URL FFIUEIEZ/FER , 33F POST 5K , BIEAZSFE , }TF GET iEK , N9 URL i
£ (?) EENFERFERS , AREIBUES : Limit=10&0ffset=0, ;£ : CanonicalQueryString EE47 URL 473,

* CanonicalHeaders : £25&FRLEYMEE | 283 host # content-type FINLER , (BATIIABENRILESPSEEBLIESEEIE
KREgE—MFIZ e, BHENN : 1) 3LE8 key # value Fi—4ER/NG |, FEEERTHE |, IREE key:value\n #&=UHHE ; 2) SLER,
HRABSLER key (/NE ) ROFEEHFFRB THHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £5&ZRILEMER | IRBALLXIERAMPLLES S5 TES , # CanonicalHeaders BERILEBRETE—XI AT,
content-type #[I host J9usifkaB, HHENIN : 1) k3B key ZB—HMINE ; 2 ) Z1KEB key (/NE ) 1RERFEHERFHITHHE | FELL
25 (;) PkR. WHEIFA : content-type;host

¢ HashedRequestPayload : {&RIEXHINSEE |, itE /5% Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , X HTTP &
KEE/NEX payload ffff SHA256 157% , AE+7NHEIRS | REwIDHEREA/NEFE. 18 | X}TF GET 153X , RequestPayload
ERTFRHE , WF POST 5K , RequestPayload By HTTP i53KIEX payload,

HRIELLEAIN | OIRERIRAGEIERENT (ATRmEW , \n BITFHESSBERITEHFI—TEK ) -

GET

/

Limit=108&0ffset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, PSS 2 FREH
PSS S 2= /E

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BAUEEA TC3-HMAC-SHA256 ;

e RequestTimestamp : ERAFEE; , BIERLERHY X-TC-Timestamp BUE , AN ERBIERS 1539084154 ;

e CredentialScope : EIFEE |, 1829 Date/service/tc3_request , @& HHER. FNEKARSINLIEFFE (tc3_request ) , Date A
UTC #ReEREI B3 | EMEMREAILSH X-TC-Timestamp #EE UTC fRAERTTEIRIE—EL | service IF=mE , ¥ASHEBI R
BEZ—5, 180 cvm, 8N ERBLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASEBHHEFTENECIERENRHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date W/RMATEIEL X-TC-Timestamp ITE52] , BRFX UTC+0, MIRMARFANXER | FIUNFE/\K |, BSEB XN
LIEERTL , BREZERERNERY. BIRATEEA 1551113065 , £/ \XKAATEIR 2019-02-26 00:44:25 , (BEITEEZ
89 Date BX UTC+0 FYHHAR 2019-02-25 , A2 2019-02-26,

WS : BRmEmEX 58229 T #328m
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2. Timestamp X/REXRIRGFATE , BFEBERRFEHENERBERSH , MREEETAS NS ERM. MNRKAIEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

HRIELA LA | REIPERIRFERFRHRUT (AT RREN , \n RTFAESSRITENFI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. iH8EE
1) HEREREEE , (hRBUIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date =ER=8. , a0 L5~ , 792018-10-09 ;
e Service : B Credential g4 Service ZERER. , A0 L7=0 , 73 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRESZER ;
e StringToSign : BIZB2ATEBRINSFSEFRE ;

2.4. #H8 Authorization
AN ™R E Authorization :

Authorization =

Algorithm + "' +

'Credential="+ Secretld + '/ + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
e Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M X , EIEEHE ;

* SignedHeaders : L £ , 258 ZHLIHER ;

e Signature : &8

HRIBA AN | IR SEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

WIS : B emEX 6230 1 #328m
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RESTENERERNT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=1080Offset=0

iHEBAZ ( CKafka)

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

3. BEBEM

HRIESSIRER | FEUTERRMANERG | iSHRIEIRERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

4 7 N S—

. ’\ﬁ JE7R
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util. Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX

ES U
BRILH
BRAFE
BREIR
token 5%

FIRIEE (2= APL ZHRE )
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkkkkhkkk i‘B% 2 ;ﬁ%ﬁ%g?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printin(stringToSign);

// *kkkkkkkhkkkkk ./Ifg% 3 o .‘L_l_%%g kkhkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkhkkk ig% 4 j:}’fl:g Authorizatlon *kkkkhkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

WS : BRmEmEX 58232 T #328m
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TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# Kkhkkkhkkkhkkhk 53?2 1 o *#;%m;ﬁiﬁ*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkhkkhkkk 5% 2 o ?#*%4%%%?%% kkkhkkkhkkkkkhkkk
credential_scope = date + "/" + service + "/" + "tc3_request"

WS : BRmEmEX 28233 T #328m
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkkhkk 5% 3 : .‘L-I_Eﬁg *khkkkkhkkkhkkkhkk

# ITEEBHERE

def sign(key, msqg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk ig;’% 4 : *#;% Authorization *kkkkkkkhkkkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEONINENSHRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}

WS : BRmEmEX 58234 Tn #328m
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15 KE5H4)

BITEAYE: 2025-02-18 17:50:22

1. frsSHbit

ot ( Region ) EISIRIOSIEROMMEIRRY, tcecloud S TIMERRMEZ B£8R | (RIENRiEaR AR BRI
t, ATRHGAIERIE, 12 TR , BEEREMEEE e,

ERTLUEIT APIED EiiHSIR B ARtET xR,

2. BEMY

tcecloud API RIFFEREIY@IT HTTPS HTIE(E | RHEREMHNBEEE.

3. BKTE
S0 HTTP I35

* POST (i)
o GET

POST iE3kz#569 Content-Type 258! :

e application/json (7 ) , X/RfEA TC3-HMAC-SHA256 £E 5%,

* application/x-www-form-urlencoded , %7f#R HmacSHA1 g HmacSHA256 &&75i%.

e multipart/form-data ( {NE8EOSE ) , WREER TC3-HMAC-SHA256 &2 5%,

GET i5KHIEREKNAE#BIT 32 KB, POST iE5KFAER7EN HmacSHAL, HmacSHA256 BIAE#BiT 1 MB, POST iR
B TC3-HMAC-SHA256 B3373% 10 MB,

4, FRIwAS

FEFAUTF-84%%2.

WIS : B emEX 6235 1 #328m
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IS

BITEAYE: 2025-02-18 17:50:22

IFRREIEEER

RS 50E OB LAIMRESIZR (DescribelnstancesStatus) 2017-03-12 i, EVEMMALI , HATSEANREIITA :

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMAEBH Requestld REERFER , TiCEKRMINEE , RE APILET |, NHERIREL,

* Requestld FBF— APLiEKHIME—HRR |, WN5R APL HIISE , STLABARI] , FHEAHZ ID SRR,

s RTEENFES  HRIWARMEOENHFE , AEEOMRENFERS O TREN., WHIFH TotalCount #0
InstanceStatusSet 55 DescribelnstancesStatus £ OEXIFER , BT EAREKNAFREEIE=RS2ELH , Eilt TotalCount
AFERTRBREIEA 0, InstanceStatusSet FIZRAZS,

tEIRIREIER
SRS, BRI

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error WHIIREREZIEKERLM. Error FEXERIENEPAY Code F1 Message FERETARLMAT R ERE.

e Code ZREMHIEAEIRD , HiEKH BT RIEZ B IRISEA RS Ha0E O RAYERBS R BEEE R MRERERFIRR
BE,

Message BRHTXMEIREENERRE , BEUSEESAEMN | WAL BFRISTEREN , P ARRKEIXMRE]
E.

* Requestld FBF— API iEREUE—HIRIR , 1R APL HIIEE , STLABCRTA] , FHEMIZ ID KRR,

NHEERES (TODO: EE(EE, EFENEER?)

IREIZERPUNRIFAE Error R , NIFRBA APLIEOIKM,  Error iy Code FERFRTMEIRD , ATE A SSERAIREHINAYEIRAS A AL
IRE3 , TERIIH T ARG,

WIS : B emEX 6236 T1 #328m
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

TRIRIEA
BIRAEE (A2 API AR ) |
MFA $5ig,

AR

3

SEZIULLN

%

SRR,

k

token f&iR.

iBEkEk CAM 1Y,

DryRun #{F , RFBFGLEMIN , RRZET DryRun 2,

HERERIL
REREIR.
EORMFE.
SHIEIR.
SHEYEEIR.
B ECRPRH].
FROSEGEIR.
EOMARFE.
IERAVREGET T IRE=PRHE]
RiRH G .
BIFEAE.
RIFMFE.
BIRAEI A,
RIRBUE(E,
RASEGER.

IERSTHS,

http(s)IEXRIMIEEIR , R3ZHF GET #1 POST 153K,

EORSHSATEhEL,

%237

\|
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\H5

VAN

VT ESATE): 2025-02-18 17:50:22

RHSYEBTHRAFMZOLSNENNSE , MIENE | £ MNEORRIROSME P ARSI TR |, EERERIIFE
EHXLSH , FREIERREBK.

s X

BBHIE V3

{8 TC3-HMAC-SHA256 825750 , ARSHEZH—NEI HTTP Header i&3k3LE0+ , 40F :
SEEFR ESid) Wik R

BERROSMR. BESEROXETHRASEHALSE Action RORIA. FINIRIRSHEHNE

X-TC-Acti i =
C-Action String = EELHIFIZRIED |, BYE Describelnstances,

WIS, FSRITRA BRI EI MbERIEE. RORZAEEESE R OXETRAS

X-TC-Region String 2 HNHSE Region BEA. ER | REEOARTEERZSH , EOSHEPRXIURRINR
B9 | IESBMEEBIZ S ARER.
X-TC- Integer & 23/01 UNIX BIEB , elicRA#S APLiEKAIRTIE]L, 90 1529223702, & : (IR SRSS=E
Timestamp T HEEsEsH , SSESESER.
Bent ¢ Sacege sk N S/ NS ion 43 —RR4zEEpt
X-TC-Version  String = EFRY APL RORRA. BUESHEOSEPAS LIS Version R, FIANI=ARSS /AR
A& 2017-03-12,
HTTP fRAESHIAIESLERFER |, g0
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : €& 7% , BRIEERZE ;
- Credential : £&1EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIEER , BX
EFEMAHSE X-TC-Timestamp 28/ UTC tRERNRIHEI—E ; service i ma& , &
MBI mEE—E, flgicvm ;
- SignedHeaders : 25&RITEAISLEMSE , content-type #0 host J9wsifksLEp ;
- Signature : EZFHE,
XTC-T . = IGESERATARY Token , FEEASIGRER—REER. IREIEHF0 Token BWERHINEERR
-TC-Token String A

SREBZEOKE, KEIZEEAEE Token,

EBAE VL

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEIEKES , (0T

BEERR 3] Vi A
Acti . = BEREOER. RESEROXEPRASHATLSE Action BRI, FlIIN=IRSSEE
ction String 2

REIsLHIZIZRZEO , BUES Describelnstances,

WS : BRmEmEX 55238 T #328m
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SHETR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

MR

s

String

Integer

Integer

String

String

String

String

String

i

alil

ali

2l

alil

oy

i

iHEBAF ( CKafka)

fik

Wi Sy, SRR B EI MBIEAIEIE. FOESZHEREESE E O REA
S NS Region RUGRER, R | RUEONATEECRZSEH , EOEP I
BIRER , LATEMEEEBIZS AL,

2457 UNIX FHE)&; , AlieSR &S APLiEkAYATE], 1901529223702 , N8R 5FiIRTIE
HET K , £3REFTHEIR.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHA_E ERiBERIFRREDH] Secretld , — Secretld XFRME—HY SecretKey |, 7
SecretKey & FRARIEXEH Signature,

BRESR , FRBIERERNGEN | FERFRIELFRBMASEITESH. Bkt
BIEESNEROSSHE,

B{FRY APLESRRA., BUESEROXETASATSL Version B, AIN=RSES
A9RRAS 2017-03-12,

25, , BaixiE HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIFER , EttiERISEHAE HmacSHAL I8IEES.

IERPEBFTER Token , BEESIGII AR, IGRIEEF0 Token EEEHRE
EIRSTARZEOKE. KEIZHAFZE Token .

i ( Region ) EBEWIRAVEHRH ORIEIEXI. tcecloudAZMIIEREIESZ B2 | RIERRSBRARERELESE
t. ATRHEHRRE. 5 TEERE , BERRFELEEFatbE,

Ea LB AP ENAMIESIER EESTRAIIETISR.

WS : BRmEmEX
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ACLIEXR#Z
a0 ACL ZRHE

BITEAYE: 2025-02-18 17:50:22

=7 R A
1. ZFOfEA

EOiBEKigE : ckafka.api3.finance.cloud.tencent.com,
700 ACL ZRRE

BOAEZOISRIRERPRE © 100X/FD,

EOFEHAYE : 2020-03-09 15:21:34,

EOBIOE R S,
A M2
2. NS
UTBERSEGIFRGIE TEROBSKRSEFIHDANLESE , TEAHSHGIRDATERSEL,
SRR Wk FREENULL K8 T
Action 2 & String  AHSH, AEOEYE : CreateAc!
Version =2 & String NS ANEOEYE : 2019-08-19
Region 2 & String NS, FIFRITFIBIEEIZR(TODO)
Instanceld =2 & String sCElid{ER
Acl&ETRSERY |, (0:UNKNOWN , 1:ANY , 2:TOPIC, 3:GROUP,
ResourceType = = Inte4 4:CLUSTER , 5:TRANSACTIONAL_ID) , H#iRBTOPIC , HEFERATFREL
FAFRkafkapgaclpt{EFe
ResourceName = - Strin TIEZFR , FlresourceTypetBk , a1HresourceType ATOPICHT , NZ=FER
= = g FRIRtopicEFR , HYresourceType AGROUPHT |, 1Z=ERZRRgroupZFR
Acli{ERZ , (0:UNKNOWN , 1:ANY , 2:ALL, 3:READ , 4:WRITE ,
Operation =2 & Inte4 5:CREATE , 6:DELETE , 7:ALTER , 8:DESCRIBE , 9:CLUSTER_ACTION ,
10:DESCRIBE_CONFIGS , 11:ALTER_CONFIGS)
PermissionTvpe = = Int64 PRZERY |, (:UNKNOWN , 1:ANY , 2:DENY , 3:ALLOW) , HaijckakfasziF
PELE B ALLOW(IEATEES) , HERTREEEaTkafkatacli A
Host = = String FIAT* , FEHThostEBAILASIA) , HaickafkaAszikhostis* , (BEFEFF
- - TekafkafUF RS BRI
Princi - - . FF%IE  BiAR* , BnfEHFusergBaILAGE , BRI ReERAF7IERT
rincipal A A String

BEAEF

WS : BRmEmEX 28240 TW #328m
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3. lHESE

SHER Sl R
Result JgwOperateResponse IRELER
Requestld String W—iEK ID , &XIEREPSIRME. BRI EERMZRIEKE Requestld,

4. tERG

PATMBH 7O SSZEERRERID | BfbiERIGIF I 2 TR,
EiRtD fER
InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 8241 T #328m@
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NN

BIFEAYE: 2025-02-18 17:50:22

=7 R

1. #FOfEA

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
AN

EONZCERINZRS - 1000%/FD,

EOSEFRATE : 2019-12-09 10:50:56,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wi FEEFNULL KA ik
Action = & String &8, ANEOEYE : CreateUser
Version 2 & String AHSE, AEOHYE : 2019-08-19
Region B S String AHBH, FERFRSISRMRZIZR(TODO)
Instanceld = = String SCfpiid
Name 2 & String RBFEFR
Password 2 & String FFPZS
3. MBS
e C St R
Result JgwOperateResponse IREIRVER
Requestld String W—iEXK ID , ®RiEKESIRE], ERMATEERAZXIERKA Requestld,

4. FEIREE

LA T OS5 EERAYEIRD |, EEREEFEN AT ERD.
e A
InvalidParameter

WS : BRmEmEX 58242 TW #328m|
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FEIRD 5

[

InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable
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MIFRACL

BIFEAYE: 2025-02-18 17:50:22

1. #EOfER

iHEBAF ( CKafka)

EOBKIER : ckafka.api3.finance.cloud.tencent.com,

HIBRACL

FOAZCEISRERIRS] © 100R/FD,

EOEFATE : 2020-03-09 15:16:53,

BRI E S EN,
A M2

2. NS

PATNBERSHGIRNGIE TEOIERSEFIERS
SHBR Whi%E
Action =
Version =
Region =
Instanceld z
ResourceType P
ResourceName =
Operation =
PermissionType 2
Host =
Principal e

WS : BRmEmEX

FBEFNULL

Py
[}

H o

iy

iy

iy

iy

1y

iy

iy

AN

=

S
String
String
String

String

Int64

String

Int64

Int64

String

String

SLEdERE

AclERZERY |, (0:UNKNOWN , 1:ANY , 2:TOPIC , 3:GROUP,
4:CLUSTER , 5:TRANSACTIONAL_ID) , H#riRABTOPIC , HEE=EERAT/a%:
s EkafkafyaclAd{ER

FIRZFR , flresourceTypetBx , fNXresourceType ATOPICAT , MiZ=ER
FrtopicATR , HresourceTypeIGROUPHT , 1ZFERZR"group &R

Acli2{ER= , (0:UNKNOWN , 1:ANY, 2:ALL, 3:READ , 4:WRITE,
5:CREATE , 6:DELETE , 7:ALTER , 8:DESCRIBE , 9:CLUSTER_ACTION ,
10:DESCRIBE_CONFIGS , 11:ALTER_CONFIGS ,
12:IDEMPOTEN_WRITE) , Zgijckafka R3z#FREAD,WRITE , EERT/R4E
A FREkafkafaclATEEFE

IPRZEEY , (0:UNKNOWN , 1:ANY , 2:.DENY , 3:ALLOW) , HgickakfasziF
ALLOW(EETHERR) , HERTREGRSHRkafkarJaclifER

BIAT* , FEHThostEBAILAAIA) , ZHaickafkaqszikhostis* , (BRFEFF
iRkafkafUr Mt S EESTF

AR5z, BOAR* , FiETuser#BAILUGIR , SRR REERBFSIZERF
BEAEF

56244 1 H#328m

\|



O BASTCE MBI ( CKafka )

3. iS4

SHBIR il A
Result JgwOperateResponse IR[EILER
Requestld String W—iEk ID , ®RIEREPSIRE. BRI BERMZRIEKE Requestld,

4. $EIRMS

PATMBH 7O SSZEERRIEIRND , BfbsERAGIF I 2 HEIRE,
HIRD fER
InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 58245 T #328m™

\|



O BASTCE

MIFRFEF

BITEAYE: 2025-02-18 17:50:22

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
BRFEF

BOAEZEOISRIRERPRE © 100X/FD,

EOEFRAYE : 2019-12-09 10:50:41,

iHEBAF ( CKafka)

a

&

\N

AHESE, AZEOEYE : DeleteUser

N

NIESE, AEOBYE : 2019-08-19

D\

NS, FIF RS BIEEIZR(TODO)
schild

FBP&FR

BORWSEREN,
A M2
2. MASE
LITNBERSHGIRNFIE TEROIBERSHFRD NHESH |, TEARSHGIRDAHLERSE,
SHBR Wik FEFFNULL e
Action = &= String
Version = 5 String
Region = &= String
Instanceld = &= String
Name = &= String
A M
3. BitHZE
SHBR RE &R
Result JgwOperateResponse IREIER

Requestld String

4. iRk

PUNBUH T 3O SSIBEERA0EIRD | BfERIDEN AR

EIRED
InvalidParameter

InvalidParameterValue.RepetitionValue

WS : BRmEmEX

Jdr
°

BE—EK ID , SRIEREPRIRME., ELIRASFERAEZRIERAI Requestld,

56246 T1 #328m



O BASTCE MBI ( CKafka )

FEIRD it

K

InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 58247 TW #328m|

\|



O BASTCE

BEACL

BITEAYE: 2025-02-18 17:50:22

=7 A
1. EOHA
EOEkiEE . ckafka.api3.finance.cloud.tencent.com,
BEEACL

FOAZCEISRERIRS] © 100R/FD.
RESE#ATE : 2020-03-02 18:29:29,

iHEBAF ( CKafka)

EORKWSEREN.
2. MINSE
LITNBERSEHGIRFIE TEOIBRSHFRD AHESH |, TEARSHIIRDAHLERSEL,
SRR Wik AEENULL k8 Ak
Action = &5 String nNHE&E8, ANEOEYE : DescribeACL
Version 2 & String NHESE | ANEOEYE : 2019-08-19
Region 2 S String  RHSE, FENFFRXFHIMIEZIZR(TODO)
Instanceld = = String Sl
AclFiR2EE |, (0:UNKNOWN , 1:ANY , 2:TOPIC , 3:GROUP
ResourceType = e Int64 4:CLUSTER , 5:TRANSACTIONAL_ID) , #5451 RBTOPIC , HE=FERATF/R%EL
A EkafkafaclBffEF
ResourceName 2 = String ﬁ,};ﬁ%flj’*\ , %Dres?,urceTypeffE?E . tll]%resourcejl’ype?gT(iPICHif . MIiZ=ER
ZRRtopicETR , HresourceType AGROUPHT , 1Z=FERZRRgroup&ZFR
Offset B S Inted  (RBAIE
Limit & a Inted  NEBRE
SearchWord & & String  XEFIUHET
3. MHEE
SHER Sl fER
Result AclResponse IREIPACLERENS
Requestld String H—iEK ID , ®XIEKREPSIRME. EBARRNEERMIZRIEKE Requestld,

WS : BRmEmEX

56248 T1 #328m

\|



@ BIH=TCE BRAFI ( CKafka )

4. SRR
BUFRGI T B LS BRI AORARID | RSB A 41200,

IR 33!

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 58249 TW #328m



O BASTCE

E'L’jﬁﬁ}jﬂ:.,u\

BITEAYE: 2025-02-18 17:50:22

1. FOfEE

EOERES :
EIRFER
FOAEOIBRIRERIRS] © 1000%/70,
EOEFATE : 2019-12-06 16:30:42,

BORMER LN,

2. NS

LINERSEGIRNG I T EOBRSEFIED RHSE

SHBR Wik FEEFNULL
Action = &
Version 2 &
Region = )
Instanceld 2 &
SearchWord & =
Offset & &
Limit & &
v b
3. &y ngjszf(
SHER it b
Result UserResponse REIZERFIE
Requestld String
H >
4. $ERE

ckafka.api3.finance.cloud.tencent.com,

UG T 2Ol S5BIEERA0IRD |, BfhERATIFE N 24t

HEIRD

WS : BRmEmEX

SHEEIR

Jdr
°

iHEBAF ( CKafka)

U
NHSE, AEOBUE : DescribeUser

HE%, A9EOEYE : 2019-08-19

>

2%, FURSIFIMIESIR(TODO)

>

SEfild
EAREIRITIE
iE2
RIRREINNE

H—iEXK ID , ERiEKREPIRE], EMRRTEERHEIZIRIEKE Requestld,

26250 T #328m



O BASTCE MBI ( CKafka )

FEIRD 5

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 2251 T #328m

\|



O BASTCE SEIAFI ( CKafka)

ERRAT

BIFEAYE: 2025-02-18 17:50:22

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,

FOAZCEISRERIRS] © 100R/FD,
REOSE#AYE : 2019-12-09 10:56:50,

EOBIIOEE NN,

2. NS

SHER whi%E FEEFNULL &3ic) fEiR
Action 2 = String ~HSE, KZFOBYE : ModifyPassword
Version 2 B String NHSE, AEOBYE : 2019-08-19
Region = B String AHBH, FENFRSISRMHZIZR(TODO)
Instanceld = = String sCfpiid
Name =2 & String FBFER
Password = &= String BFHEaIE
PasswordNew 2 B String FBPFHER
A M2
3. IHSE
SHER ESic) fER
Result JgwOperateResponse IREIER
Requestld String H—iEK ID , &XIEREPSIRE. BRI BERMZRIEKE Requestld,
H >
HIR0

PAIMRFIE 7O SZEEXANERE | EERGFEN A ATERE,

FHIRAD A

WS : BRmEmEX 58252 T #328m|



O BASTCE MBI ( CKafka )

FEIRD 5

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 28253 T #328m

\|



O BASTCE

FRUEXEO
HENERS X

BITEAYE: 2025-02-18 17:50:22

v s
1. EOHA
EOEkigE . ckafka.api3.finance.cloud.tencent.com,
FEORTIEMERFHISX
BN OIBRIRERIRS] © 1000%/70,
EOFEHAYE : 2020-03-02 18:01:29,

EORBESREN.

2. NS

iHEBAF ( CKafka)

UTNBERSEGIRGIH T ROBERSBHBO LHSE , TBAHSHFIRDAHIERSL,

SHBR Wik FEFNULL KA
Action P r String
Version = 5 String
Region = = String
Instanceld = &5 String
TopicName = B String
PartitionNum = = Int64
A A g
3. S
SHER St fik
Result JgwOperateResponse IR[EIRYLESRE
Requestld String HE—iFK ID , BIRIERED
H >
4. 35103

UG T 2O SSIZEERA0EIRD , BfERDEL L

WS : BRmEmEX

HERIRG,

: CreatePartition
NHESE, AEOBE : 2019-08-19

R, R ERSTRFAOHBIEEIZR(TODO)

FED XN

SIRE], AR RERHZIXIERE Requestld,

%6254 1 H#328m

\|
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RS 5

>4

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 28255 T #328m

\|



O BASTCE

Bl RN

BITEAYE: 2025-02-18 17:50:22

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
tlzEckafka==8R
EONZCERINZRS : 1000%/FD,
EOSEFRATAE - 2020-03-02 18:33:15,

EOBIIOEE NN,

2. NS

iHEBAF ( CKafka)

UTNBERSEGIRGIH T ROBERSHHBO NHSE | TBAHSHFIRDAHIERSH,

SRR Wik FREFNULL
Action = &
Version = &
Region = &
Instanceld =z a
TopicName Z2 a
PartitionNum = a
ReplicaNum = B
EnableWhiteList & a
IpWhiteList & a
CleanUpPolicy B &
Note ) a
MinInsyncReplicas B B

WS : BRmEmEX

s
String
String
String

String

String

Int64
Int64
Int64

Array
of
String

String

String

Int64

HEH, AEOEYE : 2019-08-19

>

2%, FNRSIHIMIESIR(TODO)

N

SEfild

FRER , R— BT 64 NMFHFRHER | KAUFEA
BFFT , RRBOILUEETFE. s

Partition/M&% , X3F-0
BIANEY , ARBES T broker 27 , K793
ipPABERFFXR, LFTFF 0:xi) , BRARFTFF

IpEEEFIZE , BECLIRE , enableWhileList=1A74%i%

EIEHTRE , HEEEEL , AN delete”, "delete” :
AIR{REATIEMIES | "compact” : B key E

45 , "compact, delete" : HEIR key &8 B St% R 7R A
B/%o

FEEE , B— BT 64 NFRAVFRS , WALIFEH
BT, RRBOTLUEETE. (-

AL

26256 T1 #328m

\|



O BASTCE SEIAFI ( CKafka)

SHBR wasE FBIFNULL 358 U
UncleanLeaderElectionEnable &5 &5 Int64 RESARRLAIRI AL sleader , falseRIeiT | trueiss
[} [}

7, AT

RetentionMs & & Int64 AEE%k, {REBRTE , BiIms , ZET5H/J\VE~60000ms
SegmentMs &= & Int64 Segmenty FiRSIA9EHE |, Bafiims , aE1E&/)N\3600000ms
Elﬁ =]
MaxMessageBytes = = Int64 FRUHB&EAE , B8 Byte , &&A{E/912582912Byte ( B
12MB) ,
A M
3. BitHE%
SHEWR i) R
Result CreateTopicResp IR[EIBIFELE
Requestld String H—IEK ID , ®XIEREPSIRME., EURRNEERAIZRIEKE Requestld,
g |
. THIR0S
UMMRBIE T EONSEEEXNEIRE , HERBIENAEERE,
EiRD R

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 58257 TW #328m@



O BASTCE SEIAFI ( CKafka)

BlEFMIPHZ A

BIFEAYE: 2025-02-18 17:50:22

=7 R

1. #FOfEA

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
BIEFERipHZER

EONZCERINZRS - 1000%/FD,

EOSEFRATE : 2020-03-02 18:06:20,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR 3% FEEFNULL Sl R
Action =3 S String ~HSE, KIEOBYE : CreateTopiclpWhitelList
Version 2 & String AHSE, AEEOEYE : 2019-08-19
Region £ S String RNESH, FENFRSIERIMEEIZR(TODO)
Instanceld = = String SCf5ild
TopicName =2 & String FRABZTR
IpWhitelList = B Array of String T=E==:¥lFS
3. MBS
e C ESid] R
Result JgwOperateResponse MFRERMIPHFRLER
Requestld String —igK ID , BXiEkEIREl, EAAMATEERMZXIEK Requestld,

4. $EiRtS
AT T O SBIEAESEAOSEIRD | R A IR0,
£270 ik

InvalidParameter

WIS : B emEX 6258 T1 #328m
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O BASTCE MBI ( CKafka )

FEIRD 5

[

InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 28259 T #328m

\|



O BASTCE

MPR=ERL

BITEAYE: 2025-02-18 17:50:22

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
Mip&ckafkaz=gR
EONZCERINZRS : 1000%/FD,
EOSEFRAETAE : 2020-03-02 18:34:34,

EORMER LN,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE |, TBAHSH

SHER Wi FFFNULL ESid)
Action = = String
Version = =5 String
Region = 5 String
Instanceld = = String
TopicName = &= String
A M
3. FitH &
SHER RE &R
Result JgwOperateResponse REIRVEERE

Requestld String

4. FEIRD

UG T Ol S5BIEERA0EIRD | BfhiERADIFE I A iEiRe

HIRAD
InvalidParameter

InvalidParameterValue.RepetitionValue

WS : BRmEmEX

hira
°

iHEBAF ( CKafka)

g
it
&
>
is3
it
%
&
&

ckafka s&f5illd

ckafka EIZFR

BE—EK ID , SRIEREPRIRME., ELIRASFERAEZRIERAI Requestld,

26260 1 #328m
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FEIRD 5

[

InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 28261 T #328m™

\|



O BASTCE SEIAFI ( CKafka)

MR ERIPEZ &

BITEAYE: 2025-02-18 17:50:22

ARy N

1. EOHA

EOEkiEE . ckafka.api3.finance.cloud.tencent.com,
kR FRIPHZ R

BOAEZEOISRIREPRE : 200%/FD,

EOEFATE : 2020-03-02 18:07:14,

EORKWSEREN.
2. MINSE
LITNBERSEHGIRFIE TEOIBRSHFRD AHESH |, TEARSHIIRDAHLERSEL,
SHBR Wi FEEFNULL Sl R
Action = S String NHSE, KZEOBYE : DeleteTopiclpWhitelList
Version =2 &5 String NHESE | ANEOEYE : 2019-08-19
Region £ S String AHBH, FERFRISHMRZIZR(TODO)
Instanceld = = String SLAID
TopicName =2 & String FRAZTR
IpWhiteList 2 &= Array of String [[o]=F=4=:V1E3

3. WS

SR ESid) TR
Result JgwOperateResponse MR ERIPHZERLER
Requestld String W—iEK ID , ®RiEKEPSIRE], EEMATEERAZXIEKA Requestld,
H 33
4. 35103

UG T 2O SSIBAEERA0EIRD | BERIBFEN A TR,

HIRAD T

InvalidParameter

WIS : B emEX 6262 1 #328m
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O BASTCE MBI ( CKafka )

FEIRD 5

[

InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 28263 T #£328M@
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O BASTCE SEIAFI ( CKafka)

IR EFIZ

BITEAYE: 2025-02-18 17:50:22

=7 A
1. EOHA
EOEkiEE . ckafka.api3.finance.cloud.tencent.com,

EOEKIEA © http://imgcache.finance.cloud.tencent.com:80ckafka.tencentcloudapi.com ZA#O ( DescribeTopic ) BFERF3L
EGEEBAG! CKafka SLAIRYEAZR

BUAZCEISREIRS © 100XR/FD,
EOEHATE : 2020-03-09 16:58:46,

EORBESRER,

2. WNSEL

UTNERSEGIRMGIH TEROBERSENBO LIS | mBAHKSEGIRDNATLERES,

SEEFR AT FEFNULL eS| R
Action =2 & String NHBE, AZEOBYE : DescribeTopic
Version 2 i String ~HBE, KZFOBYE : 2019-08-19
Region 2 S String NHBE, FINFRIFAEHZIZR(TODO)
Instanceld = S String 345 ID
SearchWord B = String R | 1208 topicName 198 , STFEMIES
Offset & & Int64 IRz , TEEIAA0
Limit = & Int64 REFE , NENEKIASL0 , HKRENS0
3. MBS
SR ESig) TR
Result TopicResult IREIRER
Requestld String M—iEXK ID , ®RiEKESIRE], EURBATEERAZXIERA Requestld,

4. TR

UG T 2O SSIBAEERA0EIRD | BERISFER A TR,

WS : BRmEmEX 28264 TW #328M@

\|



O BASTCE MBI ( CKafka )

RS 5

>4

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 28265 T #328m@

\|



O BASTCE SEIAFI ( CKafka)

v S H
SR ERUE M
B EFETE): 2025-02-18 17:50:22
=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
RENET R
EONZCERINZRS : 1000%/FD,

EOEFATE : 2019-12-09 10:47:39,

BORMER LN,

2. NS

UTNBERSEGIRGIH T ROBERSHHBO NHSE | TBAHSHFIRDAHIERSH,

»

SRR Wi FEEFNULL KA T

Action P S String ~HSE, KIZFOBYE : DescribeTopicAttributes
Version 2 & String NHESE, AEOBYE : 2019-08-19

Region ! S String AHBH, FIFRSISHMRZIZR(TODO)
Instanceld = = String S5 ID

TopicName 2 S String FREFR

3. S

SHER &g fER
Result TopicAttributesResponse IREIFILERIIS
Requestld  String W—iEK ID , ®RiEREIRE, ELIERRAEERMIZRIFRAT Requestld,

4. FEIRD

UG T Ol S5BIEERA0EIRD | BfhiERADIFE I A iEiRe

hira
°

EIRED A
InvalidParameter

InvalidParameterValue.RepetitionValue

WIS : B emEX 26266 T1 328m
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O BASTCE MBI ( CKafka )

FEIRD it

K

InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 58267 TW #328M@
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O BASTCE

SRENE RS ZRIF B

BIFEAYE: 2025-02-18 17:50:22

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,

REVERRFIRFE ((IZHEEA )
BN OIBRIRERIRS] © 1000%/70,
EOEFATE : 2019-12-06 16:48:46,

EORMER LN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

iHEBAF ( CKafka)

SHER WAIS FBEFNULL it b
Action 2 S String nHSE, AEOBYE : DescribeTopicDetail
Version = &= String NHSE, AEORYE : 2019-08-19
Region <! S String NESH, FENFRSERIMEEIZR(TODO)
Instanceld = = String 5l
SearchWord & & String (ITIEKA ) $ZRRtopicNameldiE |, STIFIEHIEIR
Offset & B Int64 fmEE , TERIAARO
Limit & S Int64 REEE , AEVEIA 10 , RAE20 , BUEEATO
A M2
3. mHESE
SHER St f#EA
Result TopicDetailResponse IR ERFRTFESLR
Requestld String H—iEK ID , ®XIEREPSIRME. EARENEERAIZRIEKE Requestld,
H >
4. $ERE

PAIMRFIE 7O SZEERANERE , BERGEFER

HEIRD

WS : BRmEmEX

ANHEEIR,

26268 T1 #328m
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HIRAS ik
InvalidParameter
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InternalError

ResourceUnavailable

WS : BRmEmEX 28269 T #328m
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O BASTCE

ENEN=]S

BITEAYE: 2025-02-18 17:50:22

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
IRIEIEEoffset (I BRI

BOAEZEOISRIRERPRE © 100X/FD,

EOEFRAYE : 2022-07-21 11:58:25,

EOBIIOEE NN,

2. NS

SRR i FEFFNULL ESic)
Action = B String
Version = =5 String
Region = B String
Instanceld = B String
Topic = B String
Partition = = Uint64
Offset = B Uint64
3. S
SHETR St TR
Result ConsumerRecord IREZEER

Requestld String

AR

iHEBAF ( CKafka)

S¥ , AEOBYE : FetchMessageByOffset
NESEY, ABEOEYE : 2019-08-19

D= FRSTRFATIBIBIZR(TODO)

H—iEXK ID , ®RiEREPIRE], EAMRTEEREIZIXIEKE Requestld,

PAIMRFIE 7O SZEEXANERE | EERGFEN A ATERE,

HEIRD

WS : BRmEmEX

6270 71 #328m



O BASTCE MBI ( CKafka )

FEIRD

53
4

InvalidParameter
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation

InternalError

ResourceUnavailable

WS : BRmEmEX 271 T #328m|

\|



O BASTCE

IR RERBEEYIER

BIFEAYE: 2025-02-18 17:50:22

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
R AETEETIE
EONZCERINZRS - 1000%/FD,
EOSEFRATAE : 2022-07-21 11:55:15,

EOBIIOEE NN,

2. NS

UNBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHIIE

SHER Wk FSIFNULL
Action = =
Version = =
Region = =
Instanceld z =
Topic =2 &
Partition = iy
Offset = =
SinglePartitionRecordNumber B )

3. mHESE

ESid)
String
String
String
String
String
Uint64
Uinte4

Uint64

iHEBAF ( CKafka)

RER

BRAERSFE , BOA20 , &K20

RELER, T8, JIRPREEEFRIGEERS (key. value) , IRFEFHRKHEER

& , i5f#AFetchMessageByOffset}Z[]

SEEFR ESit] A
Result ConsumerRecord
Requestld  String W—iEXk ID , ®Xi5

4. FEIRS

WS : BRmEmEX

KERE, EAERFRERHIZXIERE Requestld,

56272 71 #328m

\|



O BASTCE MBI ( CKafka )

UG T 3Ol S5 IEERA0EIRD , BRI A HHEIRD,

HEIRD 5

2

InvalidParameter
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation

InternalError

ResourceUnavailable

WS : BRmEmEX 58273 TW #328m
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O BASTCE

RIENREEEREEYIR

BITEAYE: 2025-02-18 17:50:22

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
REEEE ISR
EONZCERINZRS : 1000%/FD,
EOSEFRATE : 2022-07-21 11:53:04,

EOBIIOEE NN,

2. NS

iHEBAF ( CKafka)

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR ik FENULL
Action = =
Version = )
Region = =
Instanceld Z =
Topic = =
Partition = &=
StartTime & &
SinglePartitionRecordNumber ) )

3. WS
suEm sk

Result ConsumerRecord

KA
String
String
String
String
String
Uint64
Uint64

Uint64

>
\|

/|

0
%
o
G
O
|
[t
N
o
=
S
o
oo
—
(Vo)

Xid
ERFFRRIIE |, 13(7ATEE,

RAEIRFRE , BUA20 , &K20

REER, T8, JIRPRRERAIGHERS (key. value) , IRFEFHRIKHEER

& , i5f#AFetchMessageByOffsetfZ

Requestld  String

4. FEIRS

WS : BRmEmEX

E—IEK ID , 8RIEREZIRE., EAIARASFERAZRIBEKAT Requestld,

5274 71 #328m

\|



O BASTCE MBI ( CKafka )

UG T 3Ol S5 IEERA0EIRD , BRI A HHEIRD,

HEIRD 5

2

InvalidParameter
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation

InternalError

ResourceUnavailable

WS : BRmEmEX 282750 #328m

\|



O BASTCE SEIAFI ( CKafka)

IRETHEM

BITEAYE: 2025-02-18 17:50:22

=7 R
1. ZFOfEA

EOiEKigE : ckafka.api3.finance.cloud.tencent.com,
REORTENERREL.

BOAEEOISRIRERPRE © 100X/FD,

EOEFRAYE : 2020-03-02 18:31:52,

EORERREN.

2. NS

UTNBERSEGIRGIH T ROBERSBHBO OHSE , TBAHSHFIRDNAHIERSH,

SHEWR Wik RIFNULL 258 G
Action = & String ~HSE, KZROBYE : ModifyTopicAttributes
Version =2 & String NHES# | ANEOEYE : 2019-08-19
Region b~ A String RIS, FIFRSIFAIBIHEIZR(TODO)
Instanceld =2 5 String {51 ID,
TopicName 2 S String FAEFR,
R T BB SRS | SRS

Note = = String - /AT N oy el s 1

FH, FREBLOTUERFE. HFEE-.
EnableWhiteList & & Int64 IPAREFX, 1:$TF; 0: X4,

Array
IpWhiteList & & of IpEERFIZFR , ECRRS , enableWhileList=1RJw4i%
String

MinInsyncReplicas B S Int64 HiAA1,
UncleanLeaderElectionEnable & & Int64 KA 0, 0 : false ; 1 : true,
RetentionMs & & Inte4 EE(REERYE , B : ms , H¥EiR/)ME~60000ms,

Segment 73 FIRFIAIATS , B : ms , ZHRIER/ANT
S t™M & & Int64

egmentivs = | = " 86400000ms,
B e 2 o = o+

MaxMessageBytes = = Int64 HBERAE , BALA Byte , &ixK{E/912582912Byte ( AP

12MB) .
CleanUpPolicy & & String HEMBRRRE | ATLAERRdelete BiE compact

WIS : B emEX 6276 T1 #328m

\|



O BASTCE MBI ( CKafka )

3. iS4

SHBIR il A
Result JgwOperateResponse IR[EISEEREE
Requestld String W—iEk ID , ®RIEREPSIRE. BRI BERMZRIEKE Requestld,

4. $5IRMS

PATMBH 7O SSZEERRIEIRID , BfbsERAGIF I HEIRE,
HIRD fER
InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 58277 TW #328M|
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O BASTCE SEIAFI ( CKafka)

HfthizO
EERFSIER

BITEAYE: 2025-02-18 17:50:22

1. O

EOEkigE . ckafka.api3.finance.cloud.tencent.com,
S TRUTIES

BN OIBRIRERIRS] © 1000%/70,

EOEFRAYE : 2019-12-09 11:00:06,

EOBFINE R EM.

2. NS

UTNBERSEGIRGIH T ROERSEHBO NHSE |, TBEAHSHIIRNAHIERSH,

SHEWR WAl FYFNULL E St A

Action b B String NHSE , KIZEOBYE : DescribeApplnfo

Version =2 & String NHESE, AEOBYE : 2019-08-19

Region B S String REBH, FIFRSSRMRFIZR(TODO)

Offset & s Int64 BB

Limit ) = Int64 RREARFHERRHERS , &AE/I50 , BUAS0
3. IS

SHER E3id) R

Result AppldResponse RERFFEEKRIApp IdFIE

Requestld String W—EKR ID , BREKREBRE, ELICRATHEERMEIZRIBERE Requestld,

4. FEIRD

UG T OS5I EERA0EIRD | BERISER A HHEIRD,

l_':|

THIRD fik

WS : BRmEmEX 28278 TW #328m



O BASTCE MBI ( CKafka )

FEIRD 5

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 28279 T #328m
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O BASTCE

HEHEEDEER

BITEAYE: 2025-02-18 17:50:22

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,

BiHBESHER

BN OIBRIRERIRS] © 1000%/70,

EOEFATE : 2020-03-02 18:46:04,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

iHEBAF ( CKafka)

SRR Wik FRIFNULL K8 T
Action = S String  AHSE, AEOEYE : DescribeConsumerGroup
Version =2 & String NHESE | ANEOEYE : 2019-08-19
Region £ & String RS, FIFRSIFAMHEZIZR(TODO)
Instanceld = = String ckafkasLflid,
GroupName & B String  Hi% , APREEAENgroupEFR,
TopicName = = String Ak, %F.—T%%ﬁi@ﬂ’ﬂgroqpﬂF‘E’ﬂXﬂ‘ﬁﬁE’\Jtopic%ﬂ*\ NERIEE T IZSE , M
group X RIEENBERIZSEL.
Limit = = Int64 RRIREBIN PR
Offset B = Inted  (RBEAIE
3. EitHZ4
SHER E3id) fER
Result ConsumerGroupResponse REREERSHEE
Requestld  String HE—iEK ID , BRIEKREPIRE], EARANFHEREIZXIBEKE Requestld,

4. FEIRMS

WS : BRmEmEX

£6280 1 #328m
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O BASTCE MBI ( CKafka )

UG T 3Ol S5 IEERA0EIRD , BRI A HHEIRD,

HIRGD 5

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 28281 T #328m
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O BASTCE

WEBZR 7 H S EMR)

BIFEAYE: 2025-02-18 17:50:22

1. #EOfER

EOBKES :
WESEEDEREER)
FOAZCEISRERIRS] © 100R/FD,
EOEFATE : 2020-02-17 17:03:28,

EORMER LN,

2. NS

ckafka.api3.finance.cloud.tencent.com,

iHEBAF ( CKafka)

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR Witk FEFFNULL RE
Action = = String
Version 2 N String
Region = &= String
Instanceld = = String
SearchWord = = String
Offset & B Int64
Limit & = Int64
A M2
3. FitH &
SHBR RE T
Result GroupResponse IREIZERETIZR
Requestld String
H >
4. $EiRE

PAIMRFIH 7O SZEEXANERE | BEERGEFEN AT

HEIRD

WS : BRmEmEX

MR

hra)
°

R
AHSE, AEOBYE : DescribeGroup

HB% , KiZOEBYE : 2019-08-19

>

2%, FRRSIHIMIESIZR(TODO)

>

LI
BRXgET
ImizE
BAREEE

W—iEXK ID , BRiEKESIRE., EMEMATEERAZXIEKA Requestld,

6282 1 #328m



O BASTCE MBI ( CKafka )

FEIRD 5

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 28283 T #328m
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O BASTCE SEIAFI ( CKafka)

SLIMER RO
IRENHZR T EER

BITEAYE: 2025-02-18 17:50:22

= =

1. ZFOfEA

EOiBEKigE : ckafka.api3.finance.cloud.tencent.com,
RECHBEDEER

BOAEZOISRIRERPRE © 100X/FD,

EOSEFRAETAE : 2020-01-07 11:26:49,

EORWERREN.

2. MINSE
UTBR PRI TROBRSKIES AR | RRASHPIRN L EREL,

SHER Wik AENULL 58 iR
+&

Action = S String  AHSE, AFEOEYE : DescribeGrouplnfo
Version 2 = String  AHESE, AEOEYE : 2019-08-19
Region = B String  AHBH, FRFRISHMRFIZR(TODO)
Instanceld 2 ) String (1TEEM4 ) $=BRLI 1D =38,
Array Kafka iE#&24H , Consumer-group , IXEEAR (. WRERHELETES
Grouplist 2 = of EE (—HR GET IBKA ) |, BJLAERER :
String GrouplList.0=xxx&GroupList.1=yyy,
3. S
SHER &<t R
Result GrouplInfoResponse IREIRIZER
Requestld String W—iEKR ID , 8REKREBRE, ELICRATFERMEIZRIBERE Requestld,

4. FEIRS

UG T OS5I EERA0EIRD | BEERITEN A HHEIRD,

l_':|

WS : BRmEmEX 28284 TU #328m™



O BASTCE MBI ( CKafka )

RS 5

>4

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 282850 #£328m
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O BASTCE SEIAFI ( CKafka)

== haY 4
SR EZE o Hoffset
I EEFRATIE: 2025-02-18 17:50:22
=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
REUEZE S Hoffset
EONZCERINZRS - 1000%/FD,

EOEFATE : 2019-12-06 16:51:35,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wi FBIFNULL 58 A
Action = & String NHSE, KIZFOBYE : DescribeGroupOffsets
Version 2 & String AHSE, AEOE : 2019-08-19
Region B S String AHBE, FENF- R ISHIREHFIZR(TODO)
Instanceld 2 & String (IFUBEM ) HRERSLHY ID 138
Group 2 S String Kafka jB#&54H
Topics = = Arr'ay of group.ﬂl‘%lﬂ'ﬂiﬂﬂgfﬂ'iﬁiﬁ , WIRIRBIZEE , NFRIEER group AT
String A topic ER
SearchWord & B String TEHAPLED topicName
Offset ) = Int64 RREFRRBAE , BOAJ0
Limit a a Int64 RRREERIEANEL , BIAN50 , &RKAEHS0
3. WHEE
SHBIR it R
Result GroupOffsetResponse IREIERITR
Requestld String M—iEK ID , @RiEkEPSIRE]., EURSIEERAZXIEKA Requestld,

WIS : B emEX £6286 T1 #328m

\|



@ BIH=TCE BRAFI ( CKafka )

4. SRR
BUFRGI T B LS BRI AORARID | RSB A 41200,

IR 33!

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 58287 T #328m



O BASTCE

SRENSCHETE

BIFEAYE: 2025-02-18 17:50:22

1. #EOfER

BEOIERES
SRENSLHI/E
BOAEZEOISRIRERPRE © 100X/FD,

O SEHAYE : 2019-12-09 10:52:05.

EORMER LN,

2. NS

ckafka.api3.finance.cloud.tencent.com,

LINBERSHGIRNG I TEOBERSEFIED RHSE

SHETR Vv FEEFNULL
Action = &
Version = =
Region = a
Instanceld = =

3. S

SHETR St

Result InstanceAttributesResponse
Requestld String
2
4. 5EIR1S

PAIMRZIE 7O S35 EERaIEiRe |, BfhiE:
TEIRD

InvalidParameter
InvalidParameterValue.RepetitionValue

InvalidParameterValue.WrongAction

WS : BRmEmEX

iHEBAF ( CKafka)

it fEA

String NHBE, KIZFOBYE : DescribelnstanceAttributes

String AHSE, AEOHE : 2019-08-19

String NHBH, FIFRSERIMHEIZR(TODO)

String scflid

fER

IHIBMHRELERTSR

HE—15s , BIRERERIRE], EMOMARERAIZRIEKAY Requestld,
RAGIF A HEFEIRAD,

£6288 1 #328m



O BASTCE MBI ( CKafka )

FEIRD 5

[

InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 28289 T #328m
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O BASTCE SEIAFI ( CKafka)

SRENSLAIFZR

BITEAYE: 2025-02-18 17:50:22

ARy N
1. #E=OfAR

EOEkiEE . ckafka.api3.finance.cloud.tencent.com,

A#20 ( Describelnstance ) FBFERF MK TREGEEBASY CKafka LAz
EOMZCERINERS) : 200%/70,

EOSEFRATAE - 2019-12-19 11:23:20,

BORMER LN,

2. NS

LINBERSHGIRFIE TEOBRSHFRD NHESH |, TEARSHIIRDAHLERSE,
SHER WIE FIFNULL R A
Action = a String ~HSE, KIZOBYE : Describelnstances
Version =2 &5 String NHESE, AEOEBYE : 2019-08-19
Region B S String RNEBH, FIFRSSMEFIZR(TODO)
Instanceld 5 ) String (L& ) IRIRSLBIIDIEIE
SearchWord & & String (184 ) IRBRELAIBFRITIE | SFRMER
Status = = Array of (SiERM ) THRPRE. 0: eI, 1: 5179, 2 : bR , NIEEGA
Int64 RE2E
Offset & & Int64 RigE , NMEEANO0
Limit S B Int64 IREEE , MENBGAL0 , &A(E20
TagKey & & String ILftineskeylE,
3. S
SHER St fEA
Result InstanceResponse REIRIZER
Requestld String HE—EK ID , @RERESIRE], EfIT@MHERHIZRIEKA Requestld,

WIS : B emEX 6290 1 #328m
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O BASTCE MBI ( CKafka )

4. ERG
WG T B LS BRI AR |, RSB A 41200,

FEIRD

=
5

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 2291 T #328m
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O BASTCE SEIAFI ( CKafka)

Y= < > ==

SREN LA ZRIF B

I EEFRATIE: 2025-02-18 17:50:22

1. EOfA

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
FAFP K R 3RBNL B RIF 1S

EOMZECIERINEIRS) : 200%/70,

EOEFTE : 2019-12-19 11:22:28,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik AEENULL 28 ik

Action = & String NS, AEOBYE : DescribelnstancesDetail

Version 2 & String AHSE, AEOE : 2019-08-19

Region B S String NHBH, FENF- R ISHIEHFIZR(TODO)

Instanceld 5 & String (ILTERM ) IRERSLBIIDEIE

SearchWord & & String (SiEFM ) IRIBLFIBFRITLIR | SHHEER

Status = = Array of (iEEM ) THRPRTE. 0: G, 1574, 2 : fibR , EEA
Int64 REEED

Offset & & Int64 m%E , NEEIA0

Limit S S Int64 REEE , NENEGAL0 , &AE20

TagKey & & String ILfcineskeylE,

Filters 5 & Array ol igyges
Filter

3. S

SHER ESic) fER

Result InstanceDetailResponse IREIRISEHIFBLERITR

Requestld String HE—ER ID , BREREBIRE, ELIERATHRERMIZRIFKRAT Requestld,

WIS : B emEX 6292 71 #328m
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@ BIH=TCE BRAFI ( CKafka )

4. SRR
BUFRGI T B LS BRI AORARID | RSB A 41200,

IR 33!

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 28293 T #328m



O BASTCE SEIAFI ( CKafka)

1ZEGroups i§#oHoffset

ERITEFHYE): 2025-02-18 17:50:23

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
®EGroups iBZ¢Hoffset
AR OIERINZIRS : 1000%/FD,
EOSEFRAETAE - 2019-12-09 10:54:37,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHEWR Wik FFNULL 88U R
Action P S String NHSE, KZOBYE : ModifyGroupOffsets
Version 2 &5 String NHES# | ANEOEYE : 2019-08-19
Region 2 S String RS, FIFRSISMRZIZR(TODO)
Instanceld = = String kafkasLflid
Group = B String kafka jB#54H
EHEoffsetlIZRES , ASE X 0. X35shift-by2#y , KFIBoffsetmpisia/E
#ashiftsg 1. X358 (by-duration, to-datetime, to-earliest,to-latest) {X;
Strat 2 & Int64
rategy = = " FiBoffsetlEaZIfEEtimestampfIfiIE 2. JFF5%E (to-offset) , AFIB
offsetizrhZtgEfJoffset(E
Array
Topics B B of FrnEEENtopics, NERREED
String
Hstrategy NORT , MMBEAZFER , AILAKFERERSIBoffsetA/EH
Shift - - Int64 shiftsk , INFEUEoffsetmFiEIshiftscE), EREERHIffsetfiizE
= = (old_offset + shift) , EEFERIERWNRFFAYoffset N FpartitionfJearliest
N&igEHearliest , TR ATF partition filatestN &G E Hlatest
Bfims, Hstrategy N1RT , WREERZFER , H-2FnESoffsetZIRF
ShiftTimestamp 7 = Int64 WME | -IRAEESRFNME R TED) , HEENRFIEERIRT
= = 18 , £3kBEtopicrhigER B offset AIBHHTESR , BETEMNT , IR
ENRERFEER | WEREGRFRENoffset,
Offset B B Int64 wEEIMREMNOffsetI&, Zstrategy 2 , WRBZZFER.

WS : BRmEmEX 28294 Tn #328m
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O BASTCE SEIAFI ( CKafka)

SHBR sk AIFNULL

W
i

HHAR
Array EEEFNLENpartitionfI53% , ARIZEIEETopicsSE, NESLH

Partitions &5 &5 of topicsHIXIRzAYPartitionFIZFRERpartition, 18xETopicsEINIEEISER
Uint64 topickZRAIXI RzAYPartitions%ZRApartition,

3. S

SHBIR &S] f#R
Result JgwOperateResponse IR[EE
Requestld String W—EX ID , &RiEREIRE, ELIERRATHREREIZRIBFRE Requestld,

4. $5IRMS

PAIMRFIE 7O SZEERaERN | BERGFE N AT ERE.
FHIRAD fk
InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WIS : B emEX £6295 1 #328m
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O BASTCE SEIAFI ( CKafka)

S LED
IRESLHIEE
I EEFRATIE: 2025-02-18 17:50:23
=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
REXFIEME
EONZCERINZRS - 1000%/FD,

EOEFATE : 2019-12-09 10:52:33,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER W%k SRFENULL 268U fEA
. . AHSE, AEORE :
Act = = St DTSR
ction = = g ModifylnstanceAttributes
Version 2 &= String NHBE, AZEOBYE : 2019-08-19
Region 2 & String REBE, FRFEESIFHMIEFIZR(TODO)
Instanceld = = String sfAlid

LA ATHIRIIREERTE) , BUDH , &K

MsgRetentionTime = = Int64 N
9 N 30K , ORFARTFE B (REE AE RS
SLHIEFR , B— N AEY 64 NERFRNZERT
InstanceName B S String B, WALFEBAEFR , FRSSEILIES
F, HEFIEZ(-)
Config & & ModifyInstanceAttributesConfig SCIERE
A s
3. s
SHBR ESit) AR
Result JgwOperateResponse IREILER
Requestld String H—iEK ID , &XIEREPSIRME. BRI EERMZRIEKE Requestld,

4. FERG

WIS : B emEX £6296 1 #328m

\|



O BASTCE MBI ( CKafka )

UG T OS5I EERA0EIRD | BERIDEN A HHEIRD,

HIRGD 5

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 58297 TW #328m
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O BASTCE

SRS

ERITEFHYE): 2025-02-18 17:50:23

CommunityResponse

R KRR EIRISR

#WANTEO3|A : DescribelfCommunity

g N
Instanceld =
IfCommunity =
VipEntity
REHAIPSL{R

FEFFNULL

=

as
A

iHEBAZ ( CKafka)

String SCIID
Bool EETXIR

AN TEZO35| 8 : DescribelnstanceAttributes, DescribelnstanceDetail, DescribelnstancesDetail, DescribeRoute

R Wik FEFFNULL
Vip 2 =
Vport 2 =
Assignment
FEEDEGIZEZRER partition F2
WA T™0O3|F : DescribeGrouplnfo
2R Wik FEEFNULL et
Version = a Int64
Topics = = Array of GroupInfoTopics

DescribeGroup

DescribeGroupiR[E|SLiA

e T4EOS | : DescribeGroup

BFR WSS

WS : BRmEmEX

AEFNULL

=SS fiEik

EHUIP

REHAIHR O

i)
assingmenthRAMER

topic{ER5IFE

28298 T #328™

\|



O BASTCE

iHEBAZ ( CKafka)

EFR Wik FEFFNULL &St ik
Group = &= String groupld
Protocol 2 & String % group {FERAIMN.
AppldIsVipResponse
EAREFERER
WA A5 - DescribeAppldIsVip
AR WAl FEEFNULL e Sl R
VipFlag 2 & Int64 0FRTVINER 1 RTAEFR
InternalApp 2 & Int64 0: RA-NBREF, 1 RXT-AHER
CreateTopicResp
Bl
WA TEO3 | - CreateTopic
R Wik FEFFNULL E3is) fatk
Topicld 2 S String FRad
TopicDetailResponse
FERTFBIREISLOR
#ANT™ O3 : DescribeTopicDetail
ER Wik FEFFNULL ESis] fak
TopicList s s Array of TopicDetail IREINFEEETIE
TotalCount 2 £ Int64 REFHRMEERFIBEHE
ConsumerGroupResponse
THZRRIR [EIZERSLIR
AN T™ZO5 |8 : DescribeConsumerGroup
ER Wik FEFFNULL RE ik

WS : BRmEmEX
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TotalCount

TopicList

Grouplist
TotalPartition
PartitionListForMonitor
TotalTopic
TopicListForMonitor

GrouplListForMonitor
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=
=
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E=
=
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E=
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E
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=
=

ConnectorConfigsResponse

Connectorfit BB

#anT~EO5|F : DescribeConnectorConfigs

BFR D43vis
ConnectorClass =
DestInstance =
TopicConfig =

ConnectorVersion =

Srclnstance 2
OffsetReset =
SourceBroker 2

KeepPartition 2
Name =
AutoCreate =

DescribeBrokerResponse

DescribeBrokerResponse

FREFNULL
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WA TEO3| A ; DescribeBrokers
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S]]
String
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Bool
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Array of ConsumerGroup
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Array of Partition
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%
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BRYSEHIEFR.
FREECE.
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FFERMHIHZERELHE
ESIUIES
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FrEsXEHE
DX
EREEL
USERERRSIZR
WSERYLRSIZR
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BrokerIp = = String Brokerlp

Brokerld 2 & Int64 Brokerld

MaxNetworkFlow 2 & Uint64 MaxNetworkFlow

MaxDiskSpace P &= Uint64 MaxDiskSpace

MinPort = = Uint64 MinPort

MaxPort = = Uint64 MaxPort

AvailableNetworkFlow =2 5 Uint64 AvailableNetworkFlow

AvailableDiskSpace = S Uint64 AvailableDiskSpace
OperateResponseData

BFRBYREIRIDataZsty

AN TEOAS| A : CreateAcl, CreateConnector, CreatePartition, CreateRoute, CreateTopiclpWhiteList, CreateUser,
DeleteAcl, DeleteConnector, DeleteRoute, DeleteTopic. DeleteTopiclpWhiteList, DeleteUser, ModifyGroupOffsets,
ModifylnstanceAttributes, ModifyPassword, ModifyResourceTce, ModifyTopicAttributes, PauseConnector,

ResumeConnector
BFR WASE FEFNULL i U
Flowld 2 2 Int64 Flowld
ConsumerRecord
HRIER

B TZEOS | : FetchMessageByOffset, FetchMessagelListByOffset, FetchMessagelListByTimestamp

R WA FEFFNULL &<t fEA
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TotalCount

Connector

ARSI

AN T4EO3| A : DescribeConnector

E=H 7yvi
Connectorld =
Name =
Type =
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SourceRegion =
Source =2
SinkRegion =
Sink 2
Status =
Description =
CreateTime =
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String ~ connectorld,
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tH,
String  HUTIZIESSHI class EFR.
String  JRFR{EMEIEL.
String  JRiEHE,
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String  BAYibhL,
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RUNNING : connector IEFFIE{T ; PAUSED : connector EEE(= ;
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B W% IFENULL 3R A
UpdateTime 2 2 String  {&XATIE.
GrouplnfoTopics

GroupInfopgEBtopiciis:

WA T™20O3|F : DescribeGrouplnfo

R WAIFE FEEFNULL i R
Topic 2 & String SEHI topic BFR
Partitions = = Array of Int64 ECAY partition (58
Instance
SNMOES

AN T4EM3| A : Describelnstances

BFR Wik AFENULL 3 fER

Instanceld 2 a String scfalid

InstanceName =2 & String SCHBFR

Status = = Int64 SEHIRPIRTS. 0@ BlEEeh , 115179, 2 fikkeh |, SFREH , -1 SUEKW

IfCommunity 2 Bool BEFFRLAI. FHR : true , AFFR : false
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InstanceDeleteResponse

HHBRSEAIREHESS

AN TEOS| A : Deletelnstance

BFR WA FEFNULL e il R
Flowld 2 = Int64 TR SEAR EIAHMESSId
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IEELBIBIERIBECENISR

WA~ O3 A - ModifylnstanceAttributes
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Error
RERSHRER
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BRI RIRENE

WU~ EEOS|A : CreateAcl, CreateConnector, CreatePartition, CreateRoute, CreateTopiclpWhitelList, CreateUser,
DeleteAcl, DeleteConnector, DeleteRoute, DeleteTopic., DeleteTopiclpWhiteList, DeleteUser, ModifyGroupOffsets,
ModifylnstanceAttributes, ModifyPassword, ModifyResourceTce, ModifyTopicAttributes, PauseConnector,
ResumeConnector

B WA FEFFNULL it b

ReturnCode = B String R[EAcode , ORNIEE , IFOIHEIR

ReturnMessage 2 & String BINHR

Data =2 =2 OperateResponseData BERLREIRDatagidE, nlgea flowldZ
Filter
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( AND ) k&, > * &RE— Filter ZEEZ Values , @E— Filter T Values [BfYXZRIB4ER;, ( OR ) K&, >

AN EMO35| A : DescribelnstanceDetail, DescribelnstancesDetail

B WAl FEVFNULL it A
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PartDetail
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W T3] A : DescribeCkafkaPrice

BFR WAisE AEFNULL
Disk 2 =
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ACLIREIEERE
AN T™EOS| A : DescribeACL
E=H DAy FEFNULL
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AclList 2 =
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#aNTEOS A : DescribeApplnfo
AR WsE FeEFNULL
TotalCount 2 &
AppldList 2 z
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SubscribedInfo
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AN T™ZEOS |8 : DescribeConsumerGroup

BFR WAISE FEFFNULL it
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Partition = = Array of Int64
PartitionOffset 2 =2 Array of PartitionOffset

DescribeClustersResponse
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BR WA FEEFNULL ESit]
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Type 2 & Int64
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TypeDescriptor =3 &= String
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Controller = = DescribeClustersController
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iHEBAF ( CKafka)

FFERMHISTHIZIZR
BRMHIERDE

fik
R ERS
RS X

SXoffsetiSE

fiEk

Clusterld
Zoneld

Type

Flag
TypeDescriptor
BindAppld
Status
Controller
ClusterName

Ips

26306 1 #328m

\|



O BASTCE

#ANTEOSIA -

iHEBAZ ( CKafka)

g N le\ji ﬁ‘,i?NULL %i—ﬂ Fﬁfﬁ
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B Wik FAFNULL s WA
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DescribeBrokersResponses
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AN T™0O3|F : DescribeBrokers
&R Wi FFNULL 2 #iR
TotalCount 2 & Int64 BEL
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GroupOffsetResponse
HEARERIREIZER
AN T™2O3|F : DescribeGroupOffsets
2R Wik FBEENULL KA 110
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AR WA FEFFNULL it A
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TotalCost
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ClusterInfo
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#aNTEOS | : DescribeCkafkaPrice
=2
Total
User
Common
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DiscountType
Discountld
PreferentialType
DiscountSpecifiedPid

Combine

User

FBFSE(R

N T™EEO5|FA : DescribeUser

BFR WAiE
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Name =2
CreateTime =
UpdateTime =2
PriceDetail
MIEFIE

W T3]/ : DescribeCkafkaPrice

BR Wiisk
SinglePrice 2
UsedAmount 2

WS : BRmEmEX
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=
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AR Vv FEFFNULL ESic) 35
Cost 2 B Int64 1w
PriceObject
MERIR
#WaNTEO5 | : DescribeCkafkaPrice
BR Whi%E FEFNULL ESid) i)
Pid p=3 = String pid
Price 2 & Int64 Mg
Value P B Int64 =]
PriceModel 2 & String MBI
PriceDetail = = Array of PriceDetail IMEFEIBEE
TotalCost 2 & Int64 SN
BillingltemCode = = String MK ERAD
SubBillingltemCode 2 b~ String TR
RealTotalCost 2 2 Float SCFREEER
Policy 2 2 Float FE
PolicyDetail = 2 PolicyDetail VRESES
TradeCreateResponse
ellfE1A B ah g g e SR N D ASES
#aNTEOS|A : HourCreate, HourModify
BFR 31 FEFFNULL ESid) TR
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Flowld & = String KREESIDS ( AFREBRNRRTBERRE )
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FAP4RSLiR

#Han O35 : DescribeConsumerGroup
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=
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CreateTcelnstanceResponse
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AN TEOS| A : CreatelnstanceTce

BFR A5G
Flowld =2
Resourcelds =
Route
EEERSC{ART SR

WA =218 : DescribeRoute
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AccessType = =B
Routeld = &=
VipType = &
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DomainPort = =
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Array of SubscribedInfo ALESERS
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R
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BFR

Zoneld
IsInternalApp
Appld

Flag
ZoneName
ZoneStatus
Exflag

SoldOut

CreatelnstancePreData

Wik FEFFNULL
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BlEfI 2R OIREIRIData
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BFR WAsE

Flowld =
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FBEFNULL

=
=
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fk

CreatelnstancePreiR[BIEEHO , AABE{EACheckTaskStatusfIE RIS 4. R
BT R IE S EIREHEXIST.
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Array of DescribeClustersResponse EB=R
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SRENSLAINSEC IR ISR

A0 TEO5 | - DescribeCkafkaTypeConfigs

R Wik FSEFNULL ESis) R
InstanceTypeConfigSet = = Array of InstanceTypeConfigDO SLHNSECESERES
MaximumTopicPartition 2 2 Int64 BRAFIESX
MaximumInstanceConsumerGroup 2 2 Int64 RASLAIEZERA

ConsumerGroupTopic

HERETINR

BN T™ZO5 |8 : DescribeConsumerGroup

BiR WA FEFNULL ESid) A
Topicld =2 S String /D
TopicName 2 = String FEREZR

DescribeClustersController

DescribeClustersController

WIT™EOSIA -
2R D%y FEFFNULL it fiA
Id = B Int64 id
Ip 2 S String ip
Epoch = = Int64 epoch
InstanceDetail
SVHIE

U025 : DescribelnstanceDetail. DescribelnstancesDetail

BFR ke SBFNULL 358 iR
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Zoneld 2 & Int64 BIFAXIEID
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RenewFlag =z = Int64 SCHIRELEE | int (34E | LRBEE | 2RTPHABhEE
Healthy = = Int64 SIHPAT int : ORTMERR | IIREE | 2 RELHINESHEE
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TopicName 2 = String FRARIBFR
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TagValue P S String RERE
TopicAttributesResponse
FHBMHREZERLR
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PAUSED : connector B£2%5= : FAILED : {535 ; DESTROVYED : {F5544e8.

connector &I | & source F sink FEFRZEEY,

FBEFNULL
2

=
=
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=
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AN T™EO3|F : DescribeGroupOffsets
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TS| A : DescribeCkafkaZone
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TotalCost B
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BR DAy FeFFNULL
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AN TEOS| A : DescribeConnector
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AN T™EOS| A : DescribeACL
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iRkafkafUr- It S EESTF

Aclig2fErAZL(0:UNKNOWN , 1:ANY , 2:ALL , 3:READ , 4:WRITE ,
5:CREATE , 6:DELETE , 7:ALTER , 8:DESCRIBE , 9:CLUSTER_ACTION ,
10:DESCRIBE_CONFIGS , 11:ALTER_CONFIGS , 12:IDEMPOTEN_WRITE)

BPRSEEY(0:UNKNOWN , 1:ANY , 2:DENY , 3:ALLOW)

E-Sid] fEk
Array of Topic REINEREETIFR
Int64 FFESMR topic &
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#HANTEZMO3| A : DescribelnstanceAttributes

% N
AutoCreateTopicsEnable
DefaultNumPartitions

DefaultReplicationFactor

Region

HBIERSEAARI SR
#AOT™EOSIA -

BIR WhIE FEFNULL
Regionld = =
RegionName = =
AreaName = =
RegionCode = =
RegionCodeV3 = =
Support = =

TopicDetail

FERAFE

#WaNT™ O3 : DescribeTopicDetail

BIR WhiE
TopicName z
Topicld =
PartitionNum 2
ReplicaNum =
Note b=
CreateTime =
EnableWhitelList =
IpWhiteListCount 2

WS : BRmEmEX

FIFNULL

as

B m H o o D

iy

s
Int64
String
String
String
String

String

e
String
String
Int64

Int64

String
Int64

Bool

Inte4

FEFFNULL ESig)
= Bool
& Int64
a Int64

fk

HID

iR TR

XIE=FR

e AD

HiERAD (V3RRAS )

iHEBAZ ( CKafka)

fiik
EEBeIEER
oXE

EIABYEHFactor

NONEBRAEARSTHHESHAEANCVM ST CVMEKES

3%
FEREBFR

FERAD

ellE=in)

BEEFEIpSENELEE |, truek~FR |, false&rmAFE

P& EFip N

28320 T #328™

\|



O BASTCE

iHEBAF ( CKafka)

B WAl FEFNULL e St A
ForwardCosBucket 2 2 String HUEZ D cos bucket: #7FZ!cos fbucketitsiit
ForwardStatus 2 = Int64 HiEEDcos W& 1 AHBEIESED | 0 AEEESD
ForwardInterval 2 B Int64 RSN EIcosHIFERARER
Config = = Config BREE
ClusterInfo
SRHERTK
WA T™EO3 | : DescribeCkafkaZone
BFR Wik SRFENULL K8 TR
Clusterld =2 & Int64 E8¥Id
ClusterName 2 S String EERFRTR
Zoneld = = Int64 SR AKX
Zonelds & & Array of Broker B9R] FBX %Iz
Int64
CpuArch = = Int64 é%oﬁlilﬂﬁ ;;_Li ii’féﬂ alr::;S;iEll;5 ;;;zj RAFRCHRIGREY |, Bl - 3 TR
MaxDiskSize 2 2 Int64 SRR KA BGB
MaxBandWidth P P Int64 R AT BBIMB/s
AvailableDiskSize 2 2 Int64 SR RIT] FREAE BA(GB
AvailableBandWidth £ = Int64 SRR AR BAIMB/s

Config

BRECENTR

N T™EO5|A : DescribeTopicAttributes, DescribeTopicDetail

R Wik FRVFNULL KB

Retention = = Int64
MinInsyncReplicas = = Int64
CleanUpPolicy = = String

WS : BRmEmEX

1%
iHERERRTIE]
RINELEHIE

HESIEET , BAIA delete, delete : BHEIR(RIEATEME ;
compact : H&#% key JE48 ; compact, delete : Hi&#z key
EaEESRFRTEMER.
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AR Wi AFENULL 88 R

SegmentMs 2 2 Int64 Segment 5 FiREIAORTE
UncleanLeaderElectionEnable 2 2 Int64 0% false, 137w true,
SegmentBytes = = Int64 Segment 5 HiRSIN=FT%
MaxMessageBytes £ = Inted  EXNBEERFTH

PartitionOffset

PRFONIE

#Han A5 : DescribeConsumerGroup

£ Wik FEFFNULL ESid] fk
Partition = = String Partition,f5l%n"0"a"1"
Offset 2 2 Int64 Offset, {50100
GroupInfoResponse
GroupInfoiR BIZHRAISLIR
#AN O3 : DescribeGrouplnfo
AR %vir FIFNULL ESit) A
ErrorCode =2 " String RS , IEE A0
group JRZSHEA ( EIUAYS Empty, Stable, Dead =Fuik
&) : Dead : HBHHEAFEEMpty | HESH , SELKBEA
State = & String iBE&ETT@PreparingRebalance : jBZ#54HLTF rebalance K&
CompletingRebalance : j5§Z:554B4F rebalance JAZStable :
HEDEPZNEBRECSENA |, A TFRERS
BB RIEINIYEEIERIEZEE AR consumer (BHL
ProtocolType 2 = String IR T RN kafka-connect FIRJHLE connect, R
=7 BT consumer Y, AN AERANS EITTAE
X, ZEEFTEIRMRY partition IS ECER
Protocol = 7= Strin iH# & partition HEEXE NG T/ UM (Kafka jEZ# SDK
= - g BRIARUERINA range) : range, roundrobin, sticky
Array of {¥24 state ;4 Stable B protocol_type 79 consumer B, 1%
M = @
embers = = GroupInfoMember = HABEER
Group 2 sy String Kafka JHZ2 5 4E
WIS : B emEX 322 T #328m
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InstanceAttributesResponse

SHIBEMHREERSR

#HUN O3] 8 : DescribelnstanceAttributes

AR W%k FRVFNULL 23R8
Instanceld = &5 String
InstanceName = B String
VipList = )

Vip = B String
Vport = = String
Status =2 & Int64
Bandwidth = = Int64
DiskSize =2 & Int64
Zoneld = = Int64
Vpcld =2 & String
Subnetld = B String
Healthy = 5 Int64
HealthyMessage = e String
CreateTime = = Uint64
MsgRetentionTime = e Int64
Config = =
RemainderPartitions & B Int64
RemainderTopics = = Int64
CreatedPartitions =2 & Int64
CreatedTopics = B Int64
Tags = =

ExpireTime = = Uint64
Zonelds 2 2

Version = = String
MaxGroupNum = = Int64

WS : BRmEmEX

Array of VipEntity

InstanceConfigDO

Array of Tag

Array of Int64

iHEBAF ( CKafka)

R

SEAIID

SLIEFR

BNA VIP FIRER

REIP

FEflimO

SEEIRDIRTS. O : G, 111517, 2 : HikReR
LIS , B4 - Mbps

SLEIRSTRRE RN | BAf - GB

AREX

VPC I ID , AEFRREERIMLE

FRID , STFRERRLS

SIHRRRS, 18R, 2: 5%, 3. BRE
LHNERER . BRISERHETAER , ZXKEH256
ellfEL: )

HERAFRT ), B 9 5 5

Bt Topic BKE , HxFRAT , WERFFFEEH
ellF<S

FIRCEDXE
FIROIEEERREY
HATeIE S XE
EEMeliEESt
RS

IS HART )
BrAX
kafkahR =R

BADEE
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iHEBAF ( CKafka)

B

A

i

i

EEREAY CPU 2284, 1:x86; 2:arm; ILAAFCERMIZERE | 5l :
3 i 0011, iR x86, arm ;BEZEH

SLIRRTESERAYId
SLIRFTESERFAYRTR

B, -LAMTERSLEIEIA) ; 0S(J28Lhl ; Lnfd2s
LAl

&g fEA

String s

String KEMEA

Int64 weemeA/)\ , BfIMbgs
Int64 WEXRN , BIGB

Int64 KEIRATPIdER

Int64 ZAE AT LRI Ay XEERCER
Int64 ZFHEET LABEERYE R EL B BCER

topic A3 partitionId

consumer 23z offset &

BFR Wik SRFENULL 38
Cvm = = Int64
CpuArch B B Int64
Clusterld & = Int64
ClusterName B = String
PayMode = = Int64

InstanceTypeConfigDO

SLARSECEXISR

AT O3 | - DescribeCkafkaTypeConfigs
BR DSvi FBEFNULL
Type = &
Desc = A
Bandwidth = =
DiskSize =z a
Pid = &
MaximumlInstancePartition = =
MaximumlInstanceTopic = &=

GroupOffsetPartition

BlRFES XK

AN T™ZEOS | : DescribeGroupOffsets
BFR Wik SRFFNULL it fER
Partition = = Int64
Offset = B Int64
Metadata = = String
ErrorCode 2 ES Int64 iR
LogEndOffset 2 S Int64

WS : BRmEmEX

THSHBRHIRHEN | £\ metadata fEATEH . UpI—RASZFHH

a7 partition &Y offset

%6324 1 #328m

\|



O BASTCE MBI ( CKafka )

BFR Wi AENULL el A

Lag 2 & Int64 ESEEINEIS A
TopicPartitionDO

PXIFE

WA T™20O3 | : DescribeTopicAttributes

BIR whi%E FEEFNULL ESic) i)
Partition = &= Int64 Partition ID
LeaderStatus =2 & Inte4 Leader I=fTIRZS
IsrNum = & Int64 ISR N
ReplicaNum = & Int64 BN
WIS : B emEX 5325 T £328™
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HIRhS

BIFEAYE: 2025-02-18 17:50:23

Il
WSBRELEE Error 268 , MR APLECISN. D

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}

Error FfY Code FNHIRAS , Message FRNZIB=AIEAEE.

HIRIDFIZR

A 3

L7
EiRD izl
AuthFailure.InvalidSecretld FRIEEL (AR API AR ) |
AuthFailure.MFAFailure MFA &R,

B FE. BEEHENEZRESCHRMREESR | ISIER | BaEERES

AuthFailure.SecretldNotFound e
ESIE , i TERIEMEEER.

g T . Az il &= l:l\\ I\ ‘35‘9' Hia RS I_\\‘ -
AuthFailure. SignatureExpire FRITH, Timestamp FIRSESAEEEAGEI R | iBIEEA MBS N ER

BEE,
AuthFailure.SignatureFailure BERER. SRITEER  BYBRARARNPIZEOLECERES Bt EEE.
AuthFailure.TokenFailure token fHiR,

AuthFailure.UnauthorizedOperation &3k CAM 181,

DryRunOperation DryRun #{F , RFBFIGLEMING , RRSET DryRun 2.
FailedOperation BRAER,

InternalError MEREEIR,

InvalidAction BEORNFE,

InvalidParameter SHEIR,

InvalidParameterValue SHEYEEIR,

WIS : B emEX 26326 T1 #328m
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HIRD

LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

A BHEIRED

HiRAD

InvalidParameterValue.WrongAction

ResourceUnavailable

InvalidParameterValue.RepetitionValue

InvalidParameterValue.InstanceNotExist

izl

B ECRPRH].
BROSEGER.
EOMARFE.
IERAVREGET T IRERPRAE
BRI,
BB E.
BIRMFE.
BIRAET A,
RIRBUEL(E.
RASHGER.

SIS TN

http(s)IEXRIMXIEIR , R3ZHF GET #1 POST 153K,

EORSHSATEhEL,

UnsupportedOperation.BatchDellnstanceLimit

FailedOperation.TradeFailed

InvalidParameterValue.ZoneNotSupport

InvalidParameterValue.SubnetldInvalid

InvalidParameterValue.NotAllowedEmpty

UnsupportedOperation.OssReject

InternalError
UnauthorizedOperation

InvalidParameter

WS : BRmEmEX

iHEBAZ ( CKafka)

izt
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HIRD iRE
InvalidParameterValue.VpcldInvalid

InvalidParameterValue.SubnetNotBelongToZone

WS : BRmEmEX $5328 TW #328m
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