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* CKafka RUZRA=KEBD4EM : —RLBIVERR , BURTRFIGRAISLAIZRE | —RHET %A , BURTRFERIRIISEAINS LB
e EE ; =REMNESLRY Partition 18 , BURTRFEFURAISCAIMIE LIENRY Partition ¥&.
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60 < x<120 900
120 < x< 180 1200
180 < x <240 1400
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o FABML | EIRRRICIEIFAS CVM —BI0FAE ML, ERFEERAEMAENERSE FINESHRE EXERHEARD,
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BEp=
RESIESEES CKafka FHIATEERITASEAI RO Topic,

1. 25 CKafka 48,

2. TEEBIFIRTT |, BRI IFAISCBIAY ID/BFR" , BENSEHIFEI.

3. FESEFETR , BATTUEIRERAY Topic B3 , BdiR.

4. 1e4w4E Topic BAF , EED REFIRIFHEER.

o FFR: Topic Bk , MANELEEY , BMREESFE. HF. THL. "-"f0".

iHEBAF ( CKafka)

o DXEH  —MIEESKAMEE , — Topic AILABE—NEE S Partition , CKafka LA Partition {EASECE(,

o BIAEL : Partition BUBIANEL , FBTHRIE Partition SRR | NREEIETRM | SRIASHSCIZEEIR Topic , FUAFFE2EIA.
BIREES XA, HlIEFEIET 1A Topic, 60DK. 29EIE , BBADRBME—HATL*6* 2 = 1249,

s ARHE : FEARHEE , REEZ8PH IP AahEix Topic , BRRIEREZS ( E#HEE Topic #4wiE Topic REIIALAFEES

B).

(9]

. BEHRAR e Topic BlEE,
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LRl TeRkfE | BEXILHIRIT—E VPC MEBIRH |, ZESIESEREY CKafka EHETEIZIFAISLARIN VPC MESHH.

RIS

B e,

BESR
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BIEn=

ZIESSIA Java BFiRAHIIESEERVPCREENIHET! CKafka FHKURIEE.

HitiESZFinisS% SDKIXHY,

AR

o L4188l ERRA JDK
o %D 5l FhRZS Maven

e T#; Demo

IRIEETE

HT— : 0 Java HiEEE
£ pom.xml HFRIALA RS,

<dependency>
<groupld>org.apache.kafka</groupld >
<artifactld>kafka-clients</artifactld >
<version>0.10.2.2</version>
</dependency>

TE— . HEEkE
1. BIEEIEEBAT CKafkafie B34 kafka.properties,

## EEEIRANE | I SRIEFIFBREREAN S TUERAINES IS,

bootstrap.servers=ckafka-XxXXxxXXXXXXXXXXx
## BgETopic , FEEHE LtopicBERHEEH.

topic=XXX

## EEEConsumer Group , EEILIEENIZE
group.id=XXX

2 5488
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28 15288
AR | RS SRISEAFBRERNSTTERAIN RIS ).

bootstrap.servers

topicBFR , BRILATEREHIS L topic EENESH.

topic
group.id EILABENIRE | demoiz{THINERILATE Consumer Group TRHEIEEZIBEESE.

2. BIEFR B INEFERCKafkaConfigurerjava,

public class CKafkaConfigurer {
private static Properties properties;

public synchronized static Properties getCKafkaProperties() {
if (null != properties) {

return properties;

}

/BREXER & {kafka.propertiesfIN A,

Properties kafkaProperties = new Properties();

try {

kafkaProperties.load(CKafkaProducerDemo.class.getClassLoader().getResourceAsStream("kafka.properties"));

} catch (Exception e) {
System.out.printin("getCKafkaProperties error");

}
properties = kafkaProperties;
return kafkaProperties;

}
}
TE=  KiXEHR
1. ‘REEFHERER CKafkaProducerDemo java,

public class CKafkaProducerDemo {

public static void main(String argsl]) {
//hN#kafka.properties,
Properties kafkaProperties = CKafkaConfigurer.getCKafkaProperties();

Properties properties = new Properties();
/REENR , BETEHSIRBOT R TopicAHEAR.

properties.put(ProducerConfig.BOOTSTRAP_SERVERS_CONFIG, kafkaProperties.getProperty("bootstrap.servers"));

//iBEBATIKafkahRiBERIFFIE S, tikdemo {FREAYZStringSerializer,
properties.put(ProducerConfig.KEY_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");
properties.put(ProducerConfig.VALUE_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");
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/[TERAIERAKEFATIA,
properties.put(ProducerConfig.MAX_BLOCK_MS_CONFIG, 30 * 1000);
/REEFimREREIRIREL,

properties.put(ProducerConfig.RETRIES_CONFIG, 5);
/REEFimREEIRERE.
properties.put(ProducerConfig.RECONNECT_BACKOFF_MS_CONFIG, 3000);
//¥gg&EProducer3ds,

KafkaProducer<String, String> producer = new KafkaProducer<>(properties);

//FE—NBEB T KafkahiiE R,
String topic = kafkaProperties.getProperty("topic"); //iHERTERTopic , BERHESHBEZE , EEEXE,
String value = "this is ckafka msg value"; ///BEAIAE.

try {

[/ EFRERFutureXIRATLANNRIERE, (BiE5R, #HHEAELRK,
List<Future<RecordMetadata> > futurelList = new ArrayList<>(128);

for (inti=0;i<10;i++) {

[/REBE , FRE— M FutureXdsR,

ProducerRecord <String, String> kafkaMsg = new ProducerRecord < >(topic,
value + ": " +i);

Future<RecordMetadata> metadataFuture = producer.send(kafkaMsg);

futurelList.add(metadataFuture);

}

producer.flush();

for (Future<RecordMetadata> future : futureList) {
//BE5EEFutureXI S AVLER,

RecordMetadata recordMetadata = future.get();
System.out.printIn("produce send ok: " + recordMetadata.toString());
}

} catch (Exception e) {

//EFIRAEBEIRZ S | PPARIERY , WSENXT ISR,
System.out.printIn("error occurred");

}

}

}

N~

2. @iFEFIE1T CKafkaProducerDemo.java KIXEE.

Produce ok:ckafka-topic-demo-0@198
Produce ok:ckafka-topic-demo-0@199

4. 7£ CKafka =I5/ topic BN , SEEXIMAT topic , MEES>HEER , EENINIREINHEE.

BN : HEER
1. i Consumer 1T EEETER CKafkaConsumerDemo.java,

public class CKafkaConsumerDemo {
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public static void main(String argsl]) {
//hn&kkafka.properties,
Properties kafkaProperties = CKafkaConfigurer.getCKafkaProperties();

Properties props = new Properties();

/REENR , BETEHSIRERI R TopicAHEAR.
props.put(ProducerConfig.BOOTSTRAP_SERVERS_CONFIG, kafkaProperties.getProperty("bootstrap.servers"));
//FEIRPollZ BB FeEFIEIRR.

/BBEEBSZESEREOH  BSimAMEERELGTIEFFEERS | RSmEEZEE M Consumer GroupiBiRFtit/ARebalance ,
2RIA30s,

props.put(ConsumerConfig.SESSION_TIMEOUT_MS_CONFIG, 30000);

/IR PollRERREE.

/[ EFRREREBSIEAK , SIRPolIKZEE | TAREE NXPollZRATiEZET | Nahth—RTaEtgE | PR,
props.put(ConsumerConfig. MAX_POLL_RECORDS_CONFIG, 30);

/[BRRIRFIMETTR.

props.put(ConsumerConfig.KEY_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");
props.put(ConsumerConfig.VALUE_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");

//BTFE—MERSEELS , 2REiHEER.

props.put(ConsumerConfig. GROUP_ID_CONFIG, kafkaProperties.getProperty("group.id"));
//FSERENISR | BRI —NEZESLA,

KafkaConsumer<String, String> consumer = new KafkaConsumer<>(props);

/RERFEET R Topic , AJLUTRZAN.

//ANERGROUP_ID_CONFIGR—#¥ , MITER TopictBE iR B —H¥.

List<String> subscribedTopics = new ArrayList<>();

//ARFBETEZ M opic , MIEXERINHERDA.

/1B TopicR B HI At ToIE.

String topicStr = kafkaProperties.getProperty("topic");

String([] topics = topicStr.split(",");

for (String topic : topics) {

subscribedTopics.add(topic.trim());

}

consumer.subscribe(subscribedTopics);

/IEREEER.

while (true) {

try {

ConsumerRecords<String, String> records = consumer.poll(1000);

//RIE TRPOll Z BB FSX LR, B AMSHBIISESSION_TIMEOUT_MS_CONFIG,
/[T ERNEFEEREEER | AEFRPIREER.

for (ConsumerRecord <String, String> record : records) {

System.out.printin(

String.format("Consume partition:%d offset:%d", record.partition(), record.offset()));
}

} catch (Exception e) {

System.out.printIn("consumer error!");

}

}
}
}

2. w@iFFiz{TCKafkaConsumerDemo.java JHERHE.
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Consume partition:0 offset:298
Consume partition:0 offset:299

4. 7£ CKafka #=HIEAIConsumer GroupTTE , S MAYHIHASTR , AEAEFREA topic IR , MEEEFR , EEHEHITRS.
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i=fTkafkaZ i

B EAYE: 2024-10-17 17:10:00

37—

ZESIBSEEME CKafka fRSSE |, #A Kafka APL, EBIN=E£RMEXRSEE HERE CKafka RIBE , A TFEHFHRE Katka TR
& , 737 Kafka APIL 3Tk,

BIFSE
$E1 : 235 DK i
1. 108 Java 28,
A &g, PUTAI T E< -
java -version
SNSRI Java WRAS |, BiHA Java AT ; MNRIRERE Java |, 1§ THiZE Java AT REM (JDK)

2.1%% Java }xE,
®RE JAVA_HOME INEZTE , FHEREHEE LAY Java Z&EBR. LA Java JDK 1.8.0_20 hrAAH5I , RERFHVERHIT -

BFRS o]

Windows Set the environment variable JAVA_HOME to
C:\Program Files\Java\jdkjdk1.8.0_20

Linux export JAVA_HOME=/usr/local/java-current

Mac OSX export JAVA_HOME=/Library/Java/Home

1§ Java fmiEssttb bR INE R FEREZ T

RS T

Windows B E",C:\Program Files\Java\jdk1.8.0_20\bin"}FINZ R FZE"Path"lIKE
Linux export PATH=$PATH:$JAVA_HOME/bin/

Mac OSX not required

R LEREIRY java -version #p<$IIE Java TEE,

$B2 . % Katka TEE
TEHMEE Kafka 226, ( Kafka 20 EM FEHBIE> > )

3 . Kafka API Uiz
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B CL apSAEFFIiHEHER , =8 /bin BRT.
1 THRImEEERE.

bash kafka-console-consumer.sh --bootstrap-server XXXX:port --topic XXXX --consumer.config ../config/consumer.prop
erties

o & XXXX:port EipkVPCRLIHIEANEZ SimO , EEHELAIFEREREN (EATGI] EHRIRE.

o topic : 5 XXXXEiEptopicEFR , TizHle [topicEE] TMEIREL.
2. BIMF—MERHEOBETE,

bash kafka-console-producer.sh --broker-list XXXX:port --topic XXXX --producer.config ../config/producer.properties

o & XXXX:port EifpkVPCRLIHIEANES Sim , TEEHELEFERE EASGR] EHIRE,

o topic : 1§ XXXX&Heptopic&R , TEEHG [topicEE] TUEmIREL.

MNHERBSZEEEE , PTERESRD L FRKEHEE.
E£rEER

3. £ CKafka IzHIGHEERTE , EININIZEREERE.

HEFEWT :
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#R{EIErg
SLHIEE
Bl

BITE AT a): 2024-10-17 17:10:00

ZESIES @I CKafka #ZHIEBIESLHIF Topic , HRIE THE CKafka =6 SIRIERIE,

1. ZF CKafka =414,
2. EEMISH=RE [TFFIR] | B (FE] AR,
3. ELAIGER , RIERSUSHERERULEE.
o it#ET . BFRANEREITE
o FrMAE  RIEEEFEMMES BISEYNAIES,
o JHEMRE : SBEITE 24 ~ 2160 /N, EHMEBEARTE (IHEKLDEEI0% ) B , BARRIMFRIBRTES | LAFRIRS AT A,
o FAEML : ERFEEERANEMIAENEISE HINEHERES KB MN,

o SLIETR | WESPLBIRTS | SHFEIRESLAESREF BT FLARISEE RN, BB FSEIEEanEaisEElfnd.

4. B [SZRIWE] | SepksEfielz.
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WEEL A R B EE R FaD

BIREHAYE: 2024-10-17 17:10:00

BIEm=

fEelEZ M CKafkasLflidizeh | INRIEFLELAIZIRES—ERIMNYE | BANRAMECIE ISR F BT IR AR ISR AR
g8, ERTLABEMSERAN A APl JEFF 75 TUSEHL.

o EEHFEMARF  RBIS/MIBER FRELFIER , ZMAERESREININ _EEHF=AIRSRES N CKafkasLf ( Fik0
ckafkal, ckafka2. ckafka3 ...... ) .

o fEREMRER

o IBERMEXE | ERTHEELE n MNLfIFHEEAIERTEFSEFSM x FHAEERT ( fitlckatka3, ckafkad.
ckafkab...... ) .

o IBEZMRIE | BRETHELE n MEZS T RIRES M EIEIEEFSHISERIETRET ( Hldckafka3-bigl0-test, ckafkad-
bigll-test. ckafka5-bigl2-test......) .

HEP R

= A=Ay

AT EMSEAISLHIR ENRISRIER |, (NFSiBEHIsLAIZ TR,
AR

BURRIIRISEHIRIA R S MRS | BARSEIRAIFS.

AT ELUSISE 7 31 CKafkaSLfl , FFAEEAEMMISEAIEFRA “ckaftka+ S ( BISLAIEFRA ckafkal. ckafka2 #1 ckafka3 ) Jaffl,
TSR

1. 2E 0@ sLBMESE3NSLh , AEWSERLL B+ 7S " HIa B MBS SLHIETR , BISSLHIRTRES A ckafka . SITNER7R

2. (RETUEE TR SR | Freplisfd.

API #4E 7= API [ModifyInstanceAttributes] /1 , IREHEXFER :

SCAIEFR 45 InstanceName FEZIEES ckafka .

IRz A
R EMIRSLAIRE NSRBI SHISLAIRR. LAIBSFHEER N RES MRS | IERESLHIBRAT , iBRIESChrR kit
TIRE. EERIUBIIRE | Rx} , x RRERMSHIBTRIWIGERFS | ROUFERE , iz,
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iEER MR
TR ELUERZERE 3L, BISESLHIRIFSM3FHREBE s,
TESETURME

1. &% QUL MESLR) , HAEMERLL" RS +EERE B R NGB MUIES LIS | BIGSLAIERES) ckafka{R:3} . W1TFE
A

2. RIERERTESRE | F5epsfd.

API #4E 7= API [ModifyInstanceAttributes] 1 , IRBHEXFER :
SLAHIZFR - 45 InstanceName FEEES ckafka{R:3} .

EES MR

AT ELUSEEQE3NLA |, HAEEERLGIZTRAHE ckafka, big f test B4 , B ckafka 7 big BIBEEHEFS , FSHEIML3
F2FFpRiEt ( BPSLBIBFRA ckafkal3-big2-test, ckafkald-big3-test, ckafkal5-big4-test) J9fl,

WOSETTRAE

1. &% [QIEEsLf] WE3ALA , AL "B +EERIVER{RX)-RIE +HEERIVE{RX)-RIE RS B MNIES LFIZ R , BPESE
FIBFRES A ckafka{R:13}-big{R:2}-test , I TFEFS :

2. (RETUEETNE SR | Feplisfd.

API #4E 7= API [ModifyInstanceAttributes] 1 , IRBHEXFER :

SEAIBFR - 45 InstanceName ZEHEEA ckafka{R:13}-big{R:2}-test ,

IUETIRE
LEEN ERYF BT FaiEEE BRI ECEINE | B A TRFRIERELHIETR,
BR CKafka Z=HIGEEHCIEAISTH , BT R EWSLASTHISRIEERENMNH TS, WTEFR
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==l

B EAYE: 2024-10-17 17:10:00

ZES RSB CKafkalzH BB LA EE BRI,

CKafka WEANLHITREBKIGIERF | KIGTEFRIGEIZLAIRNERE. MEERaotl. ErrIgET:Es.

T—ENREESFERRREERE. HBWT
b= BE
B ( BUARA(ES000 ) N < 80%
80% < N < 95%

N > 95%

BEAEFIES L N =< 80%

80% < N < 95%

N > 95%

N < 80%

i
T
&
il
3
!
N
i
m
N
3
S

80% < N < 100%

N > 100%

N < 80%

80% < N < 100%

N > 100%

B :

RV T4

#

o
it

of
i

il
B3

W
i

of
g

bl
k

B
S

i
g

0
B3

W
b

of
g

il
ik

ERHEUARAERS000 , BEAMEETRAENESEHTAR. LAERBSZEXESSHEFinAACIERIERR , ¥

EZEKREELRSHASERLL (B2 TH] Big K.

1. &5 CKafka B4IE.

iHEBAF ( CKafka)

HERIRETERE , SXELISNE

2. EEMSHMRE (SEFIFIR] | BEBREARYID/ZM" , £ [(BEAER] I, IEELfRERRS. BEER. BALI. HR

REFHER.

AR :
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)

(EREfEE] PR IP S0 (FlE0 10.6.206.110:9092 ) , ERATHRIVSHIRSMEN I , DA RO TAEES

A NRIGHIIRSEEECE TIHIRRRE | BTEIRSSEE LAUE9092 - 9192i%0 ( broker AIBESEFT B | ¥ BEEEMBNIROSE

N, FEMEFLCHIHE ) .
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THER_IRIASL

BIREHAYE: 2024-10-17 17:10:00

BIEm=

FAFABREREY CKafka LIRS , AJLAHERARRHBIZSEA,

HEBAFI CKafka SEAIRIAE A EIHARIESLHINEHNEIRMATEHAVAS. BIEXISTHINEEIERBENSENESE | AIHRIE T30
LRI PR RE SRR TR IARSS . SEHBLITIRE ¢

WE&B2 REEE &L

ellfees FIEMRS  SERIBBEE , BENIETHZRIRPRE.

AT BRERS IAERETRES  fPEOHE. RE. EESEMTHLEER.

pillESes REMATS  SERISZEHIEEEE APL TR E(E.

ERs PEMRE  LAIREFIGEIET AP FUTHBRIRMESSAILAISERET | HNTRREERE.

SRR PEMRE LAREFIGEIET AP HFUTWSHREIIZRAINE S BESLHIRN |, AMBEIXFMEIBIRFRIE4EA RANE,

MRRR  RERS  EARRFIIMRREETERIEILARE (BES14R ) K74 | CKafka HUTRIRRRIRETRL.

BFLR

AR
SRR EEIREHEREARTIRE | BIRIIRDEIE.

1. & CKafka 48,
2. FESCIBSRTAAIRERS | SR EER HERBIE.

3. FERRIATHERAGSEE T | BT 183X | RDRTEERZsLl.
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MBS R SRS
SIS AT A: 2024-10-17 17:10:00
BR{Em=

ZAESIESEEERBRAY CKafka By , BITEHSEERRBEAMN |, @S ER I AP M EEES.
il :

1ESESLAIRTEIRRAE R FHEIR THEMAY VPC /45 (BN VPC A ) |, FRR{NBEFMERAT VPC A 5Ia8ATEES! CKafka IRS
(EF8RE. HEMES ) | BREERTRETAIERM VPC IR (Fia0 VPC B ) BFEKAE VPC A WAJHEEBAY!I CKafka BRSS |
WAL R ERANTIZ | 5% VPC REBHITEEHRES.

ERFLR

1 85 CKafka 525122,

2. (ISR (SEAIIE] | S ESERIRY I/ | HABASR,
3. TESEPIEAEROTE , SN SURReE) (FRIBSEasEns] |

4. fESEET |, EEREREIENTT .

Wil :

EHlE EIRAAY VPC MZIAHEIE (fI20 172.16.0.12:9092 ) , BTABURIRARSSAUERMELL , ESLipiatbit s 8EFES
A ISR R ERUE9092/5R9FT AR |, LMEIRS A LAERIE,

5. B (1832] | SeAkESESRRRAIL.
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L. -
TopicEE
BIREHAYE: 2024-10-17 17:10:00
S
Topic ( & ) ER—FMHREF |, BEE Topic FRJLHKFMEFIAM. CKafka X39MsEFE Topic BOMES: , 47=E&1E Topic F5ER , iH

#E M Topic FIEEER. ATHEVKET R , — Topic SEFREHEESA Partition ( £9X ) 1485 , BEEIET . ATLABIEIEN Partition Y
HERTHELDY B,

ZESIESEEY CKafka I=HlG , EEBLAIT Topic HTERE,

BRFLER

BllE Topic

1. B CKafka 1z#l4.

2. TESLHIBISRTT | B BARSEfIRY ID/EFR" , BENSEHIFER,
3. FESEIFETR , BATTUEIRERAY Topic B3 , SR,

4. 7e4w18 Topic BOH , EFEOREMBEIRHFEE.

° ZFR : Topic BR , MIANELEEN , BRREEEFE. HF. Tk, -"F"",
o DXE  —MIE LS XKAMES: , — Topic AILABE—NEEZ partition , CKafka LA partition {EADBCER(L,

o BIAEL : partition RIBIANE , TR partition (SRR , AIRESIET RN | SRIASHFEIZEEIR Topic , BUAFFE2EIA. Bl
FEBESXANE , HIIIEFEIET 1A Topic, 6MPX. 20EIAE , BBADKEE—HATL 6% 2 = 121,

c BRE : AEARBRE , REAREHH ip ZAHikiEix Topic,

(92

- B [1R3Z] epk Topic Bl

B Topic
AR
iR Topic MERT , FFHETEL Topic FRIERBEHEMER , ISEERIE.
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iHEBAF ( CKafka)

* Topic WEREFLE(E , BCEMBRAINE . ZooKeeper BEERSELIDHEEN. HILHAELEERR Topic , RAERIRTIHIRG

[4000]10011 , EAHBHERIEER,
1. 7ESEAIBIRR , B BRSEBIRY ID/ZFR" , EANEAIIFEER.
2. TEELHIEIBTR , B topicBERIRES TR |, TEIR(Fi= s aoiER.
3. e E O RTHEIA |, Topic MR,
BB Topic BREH
1. 7EsLhIBIRR |, B BRLBIRY ID/ZFR" , EANLAIFER.
2. FESLEIBTT |, B topic IR,

3. BEHERMFTINME > RTRAEE  RENTSH

SENRBRINE ¢
SH& BANE SHCeE
cleanup.policy delete delete/compact
min.insync.replicas 1
unclean.leader.election.enable  true true/false
segment.ms - 1day - 90days

ZRIASISLAHIRY 60000ms -

retention.ms -
HEREBRIE 90days

max.message.bytes - 0B - 8MB

WRFRE - BRmERMEX

izl

T HSIRRERTEME |, 2iE &% key E45
( Kafka Connect RFYEEE(EMA compact #1 ) .

24 producer % & request.required.acks A107 ,
min.insync.replicas 5% replicas IR/ E.

IEERRREIRE AT ISR H replicas {E/ leader,

Segment 5 FRFAIEHK , BALA ms | &/IMER
86400000ms,

Topic #EERYEERERTIE.

Topic ERRIRAHERA/N. NESNBUASTHI4ERS
BEXNALIMB,

SB35 333
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Consumer Group
A%

EITEFAYE): 2024-10-17 17:10:00
Consumer Group RZ&iTEH

iEZBEAFIETIHR Consumer Group APRZSEER Dead. Empty, PreparingRebalance, AwaitingSync, Stable JUih , EdhEE K
£ Empty. Stable #1 Dead =ik, Consumer Group HHPIRZSHIEEEIN FEFTR

* Dead : [BE#EHALHRAFFE Metadata EEIFREER.

e Empty : [HESERLURIREEEIKRR. WREARAME offset FEIIHY , NEE) Dead KT, —AHEIERT Group BUAJ Empty
K. FHR Kafka 0.10.x fRA#E , HEBOERBEHIRRBERSFEET7X | WiERSBRSB SR

e Stable : HBDAPZNEHBRESEMAN , ATRERTS.

Rebalance JRZF#7

Rebalance Z&RE

IR#E Consumer Group BPRZSHLATAD , =5 Consumer Group J3 Empty, AwaitSync g Stable JAZSHT , Group ATRES#HIT
Rebalance, LAFIERAI8ES &4 Rebalance :

o —NB#EEITIT Topic,

o IHEZEWXA.

e FA Consumer # Group Coordinator ( #19/82§ ) IAJ9/2 Dead KSR,  4ISREMConsumer £ session.timeout.ms BHEIRIRBLS
Group Coordinator &8k , MiZ Consumer SN AR Dead A% , FE LIS Rebalance, #iE£ M [CKafka EESHEEISE]

o SREUENN,

° JTRTAFER Topic, MRETERT —MNERBIZER Topic , BPAZIXA Topic BIEESA4E Rebalance ; FIE , tR—EEHIT
iJRY Topic #EMkR , R&&4 Rebalance,

o NFEEER.
Rebalance 329

A0.10kAKafka B9HLHI A5 , Rebalance iISF25 a0 :
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1. {HFg— Consumer ZBEAINE]— Consumer Group FRT , £&i%F— JoinGroup BIiERES Group Coordinator, F—/MIIA
Group #9 Consumer =355} Group Leader,

2. Leader £M Group Coordinator &bEX 4 Group RS Consumer 73 , FE ML Group 9 Consumer 9Eg partition,
SIS ECHLAET PartitionAssignor $35kSEH,

3. HEERE | Leader £IESELER A4S Group Coordinator , Coordinator SR EIXARTEN Consumer, EIEAHN
Consumer REEEEFIB KD EAY partition , Leader EHE—REIEZZConsumer Group HHJ Consumer LARE S XGRS/

Consumer,

HARSTESESR Rebalance A4ERHIT—IR,
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&iflConsumer Group

BIFEAYE: 2024-10-17 17:10:00

37—

ZEFIESEECKafkaiZHI aEE LI THIHREAREE.

EEEER

EaEREE

1. B3 CKafka 414,

2. HEMSHERTEEFIFIZR | BB ID/ER , HEALAIFBER,

3. 7EsLflEET , mits Consumer Group #R&TH , BEEZIZ4ET CKafka SEAIRYEZREER.

* 1£ Consumer Group ¥IZRMA , BHRMEFINEEEREFE  TUEELEBREATHEESEE | BINEEETITIY topic FORIRX
/?\0

* 7£ Consumer Group FIRR , BEHBESMIENVN=f , TURTHZERERITRANEREE  BSEEBR. oXHE.
HR3ZHY offsetfUE , &AM offset (UBLURKHBHERHEE. RERFFINEEFEUUEES KRN offset JHEHENR.

WiBA :

T offset (EREEHBIR4EIFN , Bt offset FINEMIEZEERR offset WHIAX | BRERETH , AA—ENFRENANEZ
&5,

WRFRE - BRmERMEX 5538 T0 #333m



X BIHSTCE BB ( CKafka )

1R EOffset
BIREHAYE: 2024-10-17 17:10:00

37—

TEELHIRMESIZET , BRNEEX offset HTEE , BT EZEI—ERITES.

EEEER

1. BRCKafka =414 .

2. EEMSHEREEAFIR , BEBFRIHIRYID/EFR" , HALAFER,

3. eSS |, s Consumer Group FR&ET |, BBEHRIEFIN offset iFE,

4. 7f offset IREEO , AU Topic MEEHTIRE , BEFT—.

5. YEEREEE offset # Topic {58 ( REMBVALES Topic i offset YHE ) |, BET—.

6. Xt offset HITEE.

AR

o offset IRESBEEER/ offset FIFZK offset Zia), FEECERT , WR/NFE/\ offset &ME/\ offset HITIHER
offset @ MEK offset H1TIHZE.
s EEEHDEN , BRIDREERESTHEDEHARNSEHITESR | BNFEHITES.

WRFRE - BRmERMEX

 SIRATHERK
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fipRConsumer Group

BIREHAYE: 2024-10-17 17:10:00

BIEm=

HOHRET , Consumer Group RRK—RIGEANBEEREEINEE , THEEEERMR  APEREEMELERN , REE Offset,
MEFHRIEZR.

ieA
Broker fRAAMEF1.1.1 , HConsumer GroupAPRESHEmMptyRT |, jEZR4E A BEM IS
= 1=
EAETR
1. &R CKafka =#I8,
2. NSRS sSEfiFlFR | B BinsLfIf ID/ERR" , HNLHRFBER.

3. 7ESLfiFEIR |, BEEHR Consumer Group BRAEFZAYMIER . TEEMIR Consumer Group,
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| o o e 774
JIIIIIJ:EEI:I%

BEREER

RITEFHHYE): 2024-10-17 17:10:00

BIEn=

iHEBAF ( CKafka)

THEBATICKafkasZiF i@ FEIZRIRIR , B4ELHI. Topic. Consumer Group% , FEENESIRIERTRINS | SIITTEEFEIT

AN ATRNE | (RIERREET.

R NENEBEI CKafka ZH BB NI EIRAURE AR BRI X,

MRt SRR

AT RCKafkalSi=igtrBRiiil. Hh&HEErHrEindfiEn RAF RIRGHEN I HR B IS ERE | BEREDNMERES

R E N EIE TR,
SCpisE
USTEIEIR
LR S FBE (MB)
HRERESDL (%) (#F)
SEHIEREEL (Count) (H#EF )

SEHIERAREF=RE (MB) (#E
=)

SEHIBRAHZRRE (MB) (#E
=)

SCHEZEBRVAES (Count)
SCHIAEFBRIFVARES (Count)

LB R ET
(MBytes/s)

LHFERIER RS
(Count)

SLHHZRRE (MB)
SERHIEFEHREFEL (Count)
SEIEFERE (MB)

SEHEZEHRFE (Count)

Topic ¥

WS : BRmEmEX

B

SEhlERORE (BAEIA) | RIRATEEAR AR R RHTE.
SRR SRS LAAEHE SRS EBIE D,

BFIRFIIRSS ARAEREEL.

OB RIANEFHRIEERE , AESEIREFITEE (IHELIEHRERR S NS
ERIE) .

LHIEEREREETS  BENARANES. ((HELEETEEREDRINSEEE ) .

SLHEZEPRATREL.

SEBIAEFBRIATREL.

LHIEFERIEETER (B3R REFIIHE )

IHFERIEE R (FRERIE) | RIRATGEIIR AR R (E.

IHTEERE (FESEIATERE ) | RIRATEEIIR AR RS,
SLHIEFER R, RIRAmE AR R E e RA.
IHIEFRE (FESEIATERRE ) | RIRAEEAIR AR RS R,

SRVINEEHEISES G e Clipvia 2= NN IV R

41T #H333m
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USTEIEIR

RAEFRE (MB/s)
BRAHERE (MB/s)
HBHERH (K)

HERRE (MB)
CRHEEEEE (MB) (#F)
EF-HRE (F)

&g (MB)

EENHEEREH (K)

Consumer Group-Topic &= :
IEFSiERR
FEEHAK offset
FRAEZE offset ( X4 offset HK{H )
FREKHEHEEE (K)

EMEBRE (5/28)

Consumer Group-Partition ¥ :
IEFsiEiR
DEHEERE (F/9H)
HBIEE offset
LD XEK offset

RHBOHBRIE () (HEF)

BIFSR

1. &5 CKafka E4IE.

iHEBAF ( CKafka)

5288

Topic BEXEFREAREIRRR).

Topic RKBERE.

Topic BISEPRHEREE SRS , FRERFTERAIR R ESTHRAD,

Topic HELIRHBERE (FAEIBAFENRE ) | RBAMEENE R ESTT R,
Topic TR ARENEELSE (FABIEIAX ) | REBFMAFII AR ERSE.
Topic RUSERRAEF=HESRE | RERFMARRIBI AR E ST KA.

Topic BISEIRAEF=RE ( AESEAFERE ) | REBFMAFIRIALESTT R,

Topic RUSERRAYERAVEE SR (FEIEIEF ) | RERFMERAN R EERHTE.

15288

LRIERETATE S XAISK offset,
SRIERE D X FEZEEREZENRX offset,
LRIERTE S KIHBARHEERHEE.

HRIERATE D KB AR R,

15i88

HEDETZD XATHZHERR (F/9H) .
HBEDHIZS X HRTEZ offset,

il DX &K offset,

HEDEEZD K TRBEEHEE.

2. ELpIpIERT | BERETER LA ID/AFR"  EASLHIFETR.

3. TELFIBIINER , B (ir] | SRESENLAIERGE  REFIEEE , I EELGREEUE.

o B, EERESIRELL.

WS : BRmEmEX
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o B, AIRIFIRBERIISISEUE.
o B  AIEEFESSIZIDashboard , XFDashboardis&E [{+A R Dashboard] ,

o &, AEER LETENIER
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iHEBAZ ( CKafka)

5843 T #333m



O BASTCE

B EEN

BIREHAYE: 2024-10-17 17:10:00

iHEBAF ( CKafka)

HEBATICKafka MRz THAY CKafka SERFHRM T STSRIER , ATINERNETER | BRHT —LXRISTEESEIRE |
HENERIT RIS HITAIE. BIMERSETSS (E8RE] f [BESE] .

R NENEEER CKafka IREPHFEERKIN—LIEIRESERINEGE ¢

ISR EIENC BN TR

=

CPUfEFR
(%)

REFFIA

(%)

Wi {ER
ZR(%)

RIHZERY
B
(Count)

SrEIEE
HE

(MB/s)

HEENEE

AL, >90% ,
SR | 3094
TR

GRRBLAH , >85%,
S5, 305 HS
R

StREER1SE , >80% ,
SEESNEEE | 300G
gR

GRS S , >8000,
S0V, S04
HE—R

FITERLDE , >
HOSERIFEEAINS | FFEESD
[EH , §105MEE—IX

WS : BRmEmEX

AR

CPU ERERXRTRERSTIR CPU ERAXE. ZEISSSEERTALERENT
b, BEEEN. KU CPU ISR , MARESEHIR T REERILSER 5T
RASERE R S5 TERE.,

VM REERERTERSTR VM AEERENE. VM AFERREE RS
EEERMERUES , 8 GCHIE , EEHY OOM Fajl, HAW VM WFERZE
TEERS , EETNET SRS RBERF T REIRUE.

I EERRE RS T AEAERRITIIE. BEFARIERSHTRAIR

EBHESASROEIZTRLE , NISERELESE BT EERR
BT 7 5% R AT B IR BEET.

R ZRIER S S broker TImEERARIUE LK , TEBRAESHE | RS
2fFlE. FEHITT S

—oHA , ERENIRESRAE. AMESEHSRELARE LR, AIRIELI
ELEETHECRM S

844 T H333mW
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B0 H= B8
LB EE
SIS AT A: 2024-10-17 17:10:00
BR{Em=

FEMANMERFRERRRINE , TREAFFIHE. BREERTZFaR N TmE  chEd JLFHe s R EE.
HEBAFICKafkasZisis = EMk A T RIRZAVRIR , B4ELG). Topic, Consumer Group , HENELRERTIRRS. G IEIEERT

B, SURSRATIREIIREEER | FUETLIETI, SR , B RN R,
L (g el B ek
EEEER

NS ESR—ERPR GBS S ERENIBNETILY , NTAMEEREMAEREN. HCKafka KENEMSHEEMA
& G LR B TAE R AITRRhEA MG | SR OE H R AR B R S N AR AR AT T SR

AR

ESUIHIRESE | BLLERRRERETIEEREMSBNRE.
1. BF CKafka =44 .
2. ELfIFIRG , BERFIIN (RESE] TSRS SERENH.
3. EEERIETNE , IERFRISEEMEBREEENLA , REF EEMUASEBRIRNR,
o SRmESEY . 1% [(HEMRSCKafka] .
o HENR  EEFEFERETELRIAICKatka TR,
o MRFM . 5 [EFEIR] 1 [(FaEE] | BASEFIERE , FIRES LT , FEEis it s~ aHER.

B :
o ighR : BIUN'HERERAESLL" | EREITRIERLISM , WELSSR |, #ERERAEDHEENNMURRBIYRE , iR EE,

BEIOR : FlaN G300 HER X", 188300 A |, EERS N RITEREREEL THRE , IREREE | 300HAHAE
BXHTEE  BEIT—1 300 , iNRIEFABERE 2B REE.

o ERMER : SREREN O LSTRERER  RE S ERICISIIREERE,
4. B (5] .

A RAHRAR

1. BR [ziisiEHa] .

2. FEMSHES , BE [MAFRMHEIR] | EAMARMASIRTTE.

WS : BRmEmEX 5845 T 333,
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3. TERARFIHER RS (#E] .
4. TERTEEIEIRTT , BCERARSEEL,

o SREENE . 1%F [HEMRSCKafka] .

o (HRTMBEMARKY : TEIER , SHNARENOEERE.
5. WATIRE , B (RE] .

6. IREIFEREERIRA , BE (FlET] | SHSHIINESHNSERIRER.

WS : BRmEmEX 5846 TN #3331
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PR
HEEE CAM
BEEFATE): 2024-10-17 17:10:00
CAM EAHES

FRSESHEFISHBERIESSIUEN | RISIRETEHE [APL, IR , BF/BFRE , RF/ARSE , & £,
g

EWS  BHEFMERR  JLUERIREEETREIR.

TS : BETFRPIMMES.

FHF . BEKSEIE , T2 RRTARIZFRFNEKS.

MEE | ABHEEWSSH  WHRIMEASREKSHIMES | WAKIERSHFHRSZ— , TIREERSSH.

BRI : GESREIERNLHEERHM , BREIE ISR ERENER , HIEMES 15= API %% ( Secretld ] SecretKey ) ,
BRSHBR
* R BRECRSPHIRIENNS , II— 1 =IRSSEELG]. COS i, VPC A%,

o BIR : MIRZISAIFSHEERLAFITRLEE. BABRT , EKSHERS TRARRNHENR , MFKSIREERS T™EY
BRATAIEASR,

o REE : RERERENFHA— RS FAURMIEENE. EWSEDISRIERERE B/ A E5SRIEN.

1Al SRES 151

CKafka £ESRIE
BN—1FRFLA CKatka IRSZHISTEEENR ( EIE. SERE2ERERE) .

{

"version": "2.0",

"statement”: [

{

"action": [

"name/ckafka:*",
"name/monitor:GetMonitorData"
Ik

"resource": "*",

"effect”: "allow"

}

WS : BRmEmEX 5847 T #3331
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]
}

AR E R AN SIEE RIS,

1. ERpiEnhaEEEE.

2. EEMZESEF , B [5KREE] .

3. fESRIRS IR |, B (FFEZEENGREE] .

4. TEEIZOIERIE S URRE S | 5IR URRIEEEE] .

5. TEIEIREEF |, B CKafka” , iEIRIERMRSS ( CKafka ) £ESiHAMER [QcloudCKafkaFullAccess] |, B [F—#1 .
6. By [BIERERER] .

CKafka L5 _isEsRmg
1. 3R PECRIRAE AR O | I IGZRSEPRAN = R SR,

{

"version": "2.0",

"statement”: [

{

"effect”: "allow",

"action": [
"name/ckafka:ListInstance",
"name/monitor:GetMonitorData"
Ik

"resource": [
o0

]
}
]
}
2. RSB RIEAR.

=3 N
List* #FOARSHFRIRR E RIS,

{

"version": "2.0",

"statement”: [

{

"effect”: "allow",

"action": [
"name/monitor:GetMonitorData",
"name/ckafka:Get*"

1,

WS : BRmEmEX 5848 TN #3331
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"resource": [
"qcs:ckafka:gz:ckafkald/uin/$createUin/$instanceld"

]
}
]
}
SO LIBITIR E R RISE RIS,
1. BF ipREEEHE
2. Az, B (PRER] .
3. [ERRRAIRF |, B [FFEEENRE] .
4. IEEROIERIE A ARET |, R REIEL0IE] .
5. TERSHEERF | R CKafka” | iBIREBIRS ( CKafka ) RiEifia)sE [QcloudCkafkaReadOnlyAccess] |, Bd [T—#] .

6. B [BUERIR] .

WS : BRmEmEX 5849 TN #4333
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BCEACLIRHE

BIREHAYE: 2024-10-17 17:10:00

BIEm=

iHEBAF ( CKafka)

ZESESEEEREES CKafka B , BISEHIGECE SASL S0 ACL I | HESERIMLEE-RRIBF S | 1EI0RY Topic &

BRI T= HE PRI,
WihA :

ACL 15[a)#zHI51ZR ( Access Control List ) , BB ENX—HBIRMN , foiF/4a48F user @1 IP 1%/5 Topic &R,

EMELR
BB ACL 5H%
1. &R CKafka =414,
2. EIMERERLS | ISEMIESE | SR ENRSEAI ID/BFR .
3. TESLAIFIETIE |, BEIER AP EE I,
4. ERAFSERH B g , ESAPENERER , SRR,
5. BAFRTRER ACLERRRETE,
6. 7E ACL SRREIFIENME , BRERIFIRIESIR w18 ACL SRIE,
7. B | ARPEFIUR.
7!

o BRIZREARVFIN , NBRATFATHNISMIEMBIPER RERSLH).
ERIRERENN , NPREEAIRNIINIEABIPERAT LUIEZSLA.

&

o ERMNRERTFRNAHEERN , WRBRIFRNPRIPETLUERSEA] , EAbIPERTIZERZSLA.

JEERALIE

FeRRINE , BFRTLAEID SASL BNRIENHEREBASI CKafka F£R3 PLAIN HlHEEZHE.

WRFRE - BRmERMEX
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oA =pLi

BIFEAYE: 2024-10-17 17:10:00

3

It

S

i

TERRTERHEINATIFIRZ LRIFARS , 2—ME-E% (Key-Value ) . EAILURESFEE (Hlals. Big. REAF) R
&S CKafka HEMFIRRIHITHOREE | BURSIFESEMHFETRHYNNER. FERENZFRIREEMHENEX 28
R TR TRETICAC.

{sEFEPR !

o HEMRH

o BNRIRATFHIRAIRSEESO,
o IRESEEPRE
o qcloud. tencent. project FFELARSATRNEBIRES T , ZEIECIE.
o HEEAFHE, HF THEHINF , XFF+. -. =, .. _. 1. /. @,
o IRERKERAN255NFH.
o RSB
o HEEAFHE, ¥F TEHINF , ZFF+. -. =, .. _. 1. /. @,

o IEERKIKENI2TPMFH.

(e

RpER

RATEZFE L1010 CKafka iBBBASISER , SEERA. k. SIR=1ER1] , RS TEHIEN. Bk A isxk B. [REAGHES L
5 ZNERIYMASEHERSEANK=. =N, E£h.

e (ol
ATHEEE | ZAEERRED KEENINA CKafka JHEFIRIR , EX T TRRER/(E.

IR REE
=1 FERS. WXk, MR
N2 EHEsN. I AL Rk B, [EEAHIME
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IR RE(E
IEHREA K=, =M. £A

xRS /ES0ER CKafka £, BIRSIFER/(BRIXFRUN TR

iD
ckafka-1jqwvl
ckafka-1jqwv12
ckafka-1jqwv13
ckafka-1jqwv13
ckafka-1jqwv14
ckafka-1jqwv15
ckafka-1jqwv16é
ckafka-1jqwv1l7
ckafka-1jqwv18
ckafka-1jqwv19

ckafka-1jqwv110

fEFatREE

#Bi)
FER
FER
is2s3
ii2s4
is2e3
iids3
is283
isdsd
MR
o=
MR

N2
EiHiE
EHEED
X A
X% B
X% B
¥k B
X% B
ik B
[EEAHIE
[EEAHIE
[EAHIE

B4R

2t

=5 a]
5

K=

iHEBAF ( CKafka)

o fHEHERRERA CKafka LA - REREEMNITFEELIZERSZ AN TR "M CKafka BRI , BAHIERLRIESE RN .

Fote,
o

=

TEEEE ERRE .

REIRES
WiBA :

EALIBANE S NLPIRERS | RS20 LA TR At BAmIEIR(E.

1. &5 CKafka 48,

2. EEMISHERE SLAPIER | DEFEREFSHLA , BEFIER LT5H) RERS.

3. TEURIEREEAOIRIFIER | N, (E2EMIPRIRES.

o PIIHRE : AN, RS EARE(E.

WS : BRmEmEX

AL HEGER 2Pt sRAY CKafka SEf) : FRARIFIEANITHEELER I K"
ER.

EHERERAN " FIN"RY CKatka HIRRIAS , B{AHE
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o MRS | REEMRAIRERELIXS.
o IENE | mEnEEERATE SR A MERE.

4. BEIRRE | SohdwiE.

(ERRESTHILRIR
IR ST AR | SR,

1. & CKafka 48,

2. EEMSAVEREEHIPIER | ESCAIFIZRIURER | Kb,

3. ELHIFIRA LARERE , BETAL | BF RE.

4. FEHREE | BRI, BIE0 , TRIEHEPE T REMRERE (420 name ) BILAI , BIN"name” (RHANE ) .

5. BIZFESBEEHRR icon , #HTEER,

WS : BRmEmEX
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Ex{E3Li%
Kafka ConnectiZE A\ CKafkaztik

RITEHHYE): 2024-10-17 17:10:00

Kafka Connect BHRISZIEMMHITET, : standalone 1 distributed,

'\ standalone #&={/35 connect

BT TS standalone == connect :

iHEBAS ( CKafka

bin/connect-standalone.sh config/connect-standalone.properties connectorl.properties [connector2.properties ...]

N CKatka S AFFR Kafka i[8BX5! , (NFEE(E bootstrap.servers JERIELAIRTSECHY IP.

LA distributed #&=.[25] connect
BITLA TGS LA distributed 250 connect :

bin/connect-distributed.sh config/connect-distributed.properties

)

ZIEXT |, kafka connect %5 offsets, configs 1 task status {SEfF#ETE kafka topic 1 , 72t#EHY topic & connect-distributed FEJ

UTFREE :

config.storage.topic
offset.storage.topic
status.storage.topic

X=A topic FEFMEE , FRRIECIENEMMS connect RIZEX,

* config.storage.topic BERIERE—" partition , ZEIAEJ) compact &=,
e offset.storage.topic EEHZ partition , ZEIAEJ compact #zf,
e status.storage.topic EEHZA partition , ZAIAKES compact &z,

EEE bootstrap.servers JIERIFLBIZ S ERY IP ;

BE group.id , B FHRA connect 8% | BESEHBEEDEXDFE.

WS : BRmEmEX
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Storm#z A\ CKafka

BIFEAYE: 2024-10-17 17:10:00
Storm 22— Mo EATEIESR |, SEBXIERHTRIUNEFREERMS =0 RPC B | o LASCHIMESATIFRAVZER | ERTX
HEREKV S SRISCRT SR IR S

Storm T{F/RIE

£ Storm HYEERFPERFITI & |, 35 T5 5 Master Node F1T#EF5 51 Worker Node , Master Node Hiz1T Nimbus #i2 , BF&IERED
FoSikEats, Worker Node _Ei=fT Supervisor #2 , MITT/E(ESS | 250 executor 14T, EA Storm EE¥{KEH zookeeper A=A
HEERER. SRS, (£S5 2 EEINRE.

FAF$R3Z4S Storm HIEUEAMEZERFFRIT topology |, BAMEHSR/INEEBAME tuple , —MEEXISATEL

45, topology H spout #1 bolt #45% , spout 274 tuple B9iEL , bolt BTLLTRMER spout 5 bolt & HAT tuple BT,

Storm with CKafka

Storm BILUE CKafka {E79 spout , iHZEEUEFHITALE ; tBATLMEA bolt |, FHEETIEERSIRIRISHEHHHZ.

pl)=EZN

Centos6.8&4t
package version
maven 3.5.0
storm 2.1.0
ssh 5.3
Java 1.8

BIIRSMG

° TEFHLEIDK 8, BE(E, &N Download JDK 8,
o TEFHZLEEStorm , &% Apache Storm downloads,

o D65 CKafka ST/,

BELSTE
1. $KEN CKafka SClg A\t
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1. B [CKafka =HI8] .
2. EEMSHEERE [SEhFIR] | BESLAIRYID" , HALAIEAMSE .

3. HELPINEAEERER [BAS] &R |, ATREECAIRgEAIEIE,

$E2. gE Topic
1. ELHIEASERE | EEINER [TopicEIE] LS.

2. fETopicEHIETTE , B [FrE] | € — Topic.

B3, 0 Maven 4k
pom.xml LB :

<project xmlIns="http://imgcache.finance.cloud.tencent.com:80maven.apache.org/POM/4.0.0" xmlns:xsi="http://imgcach
e.finance.cloud.tencent.com:80www.w3.0rg/2001/XMLSchema-instance" xsi:schemalocation="http://imgcache.finance.clo
ud.tencent.com:80maven.apache.org/POM/4.0.0 http://imgcache.finance.cloud.tencent.com:80maven.apache.org/xsd/mav
en-4.0.0.xsd" >

<modelVersion>4.0.0</modelVersion>

<groupld>storm</groupld>

<artifactld>storm</artifactld>

<version>0.0.1-SNAPSHOT </version>

<name>storm</name>

<properties>

<project.build.sourceEncoding>UTF-8 </project.build.sourceEncoding >
</properties>

<dependencies>

<dependency>

<groupld>org.apache.storm</groupld>
<artifactld>storm-core</artifactld>

<version>2.1.0</version>

</dependency>

<dependency>

<groupld>org.apache.storm</groupld>

<artifactld >storm-kafka-client</artifactld >

<version>2.1.0</version>

</dependency>

<dependency>

<groupld>org.apache kafka</groupld>
<artifactld>kafka_2.11</artifactld>

<version>0.10.2.1</version>

<exclusions>

<exclusion>

<groupld>org.slf4j</groupld>

<artifactld>slf4j-log4j12 </artifactld>
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</exclusion>

</exclusions>
</dependency>
<dependency>
<groupld>junit</groupld>
<artifactld>junit</artifactld >
<version>4.12</version>
<scope>test</scope>
</dependency>
</dependencies>

<build>

<plugins>

<plugin>
<artifactld>maven-assembly-plugin</artifactld >
<configuration>

<descriptorRefs>
<descriptorRef>jar-with-dependencies </descriptorRef>
</descriptorRefs>

<archive>

<manifest>

<mainClass>ExclamationTopology </mainClass>
</manifest>

</archive>

</configuration>

<executions>

<execution>

<id>make-assembly</id>
<phase>package</phase>

<goals>

<goal>single</goal>

</goals>

</execution>

</executions>

</plugin>

<plugin>
<groupld>org.apache.maven.plugins</groupld >
<artifactld>maven-compiler-plugin</artifactld>
<configuration>

<source>1.8</source>

<target>1.8</target>

</configuration>

</plugin>

</plugins>

</build>

</project>

FB4. £FHR
58 spout/bolt

topology %8 :

//TopologyKafkaProducerSpout.java
import org.apache.storm.Config;
import org.apache.storm.LocalCluster;

WS : BRmEmEX

iHEBAS ( CKafka
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import org.apache.storm.StormSubmitter;

import org.apache.storm.kafka.bolt.KafkaBolt;

import org.apache.storm.kafka.bolt. mapper.FieldNameBasedTupleToKafkaMapper;
import org.apache.storm.kafka.bolt.selector.DefaultTopicSelector;

import org.apache.storm.topology.TopologyBuilder;

import org.apache.storm.utils.Utils;

import java.util.Properties;

public class TopologyKafkaProducerSpout {

//FRisHckafkastflip:port

private final static String BOOTSTRAP_SERVERS = "XX.XX.XX.XX:XXXX";

/ABEEBBES NfYtopic

private final static String TOPIC = "storm_test";

public static void main(String[] args) throws Exception {

/& E&producer/gE

//RES%E : http://imgcache.finance.cloud.tencent.com:80kafka.apache.org/0100/javadoc/index.html?org/apache/kafka/cli
ents/consumer/KafkaConsumer.html

//BEE% : http://imgcache.finance.cloud.tencent.com:80kafka.apache.org/0102/documentation.html
Properties properties = new Properties();

properties.put("bootstrap.servers”, BOOTSTRAP_SERVERS);

properties.put("acks", "1");

properties.put("key.serializer", "org.apache kafka.common.serialization.StringSerializer");

properties.put("value.serializer", "org.apache.kafka.common.serialization.StringSerializer");

//RIES Nkafkafigbolt , ERAfERfields("key" "message"WENEF-EHERkeyFImessage , tBaJLAfEFieldNameBasedTupleToKaf
kaMapper()=$85E

KafkaBolt kafkaBolt = new KafkaBolt()
.withProducerProperties(properties)

.withTopicSelector(new DefaultTopicSelector(TOPIC))
.withTupleToKafkaMapper(new FieldNameBasedTupleToKafkaMapper());
TopologyBuilder builder = new TopologyBuilder();
//—MNIRFRERGEERspoutss |, fHitifieldEsentence

SerialSentenceSpout spout = new SerialSentenceSpout();
AddMessageKeyBolt bolt = new AddMessageKeyBolt();
builder.setSpout("kafka-spout", spout, 1);

//Btuplefin E&F=%E|ckafkafrR Efdfields

builder.setBolt("add-key", bolt, 1).shuffleGrouping("kafka-spout");

//5 Ackafka

builder.setBolt("sendToKafka", kafkaBolt, 8).shuffleGrouping("add-key");

Config config = new Config();

if (args !'= null && args.length > 0) {

//EEEHEL , T ¥T8jar , HEEIstormiz T
config.setNumWorkers(1);
StormSubmitter.submitTopologyWithProgressBar(args[0], config, builder.createTopology());
} else {

J7Z:S: ke

LocalCluster cluster = new LocalCluster();
cluster.submitTopology("test”, config, builder.createTopology());
Utils.sleep(10000);

cluster.killTopology("test");

cluster.shutdown();

}

}
}
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BIE—MRFFAEREEAT spout 25

import org.apache.storm.spout.SpoutOutputCollector;
import org.apache.storm.task.TopologyContext;

import org.apache.storm.topology.OutputFieldsDeclarer;
import org.apache.storm.topology.base.BaseRichSpout;
import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Values;

import org.apache.storm.utils.Utils;

import java.util.Map;
import java.util. UUID;

public class SerialSentenceSpout extends BaseRichSpout {
private SpoutOutputCollector spoutOutputCollector;

@Override

iHEBAS ( CKafka

public void open(Map map, TopologyContext topologyContext, SpoutOutputCollector spoutOutputCollector) {

this.spoutOutputCollector = spoutOutputCollector;
}

@Override

public void nextTuple() {

Utils.sleep(1000);

/[EFF—NUUIDFRERRIXE T—MEM

spoutOutputCollector.emit(new Values(UUID.randomUUID().toString()));
}

@Override

public void declareOutputFields(OutputFieldsDeclarer outputFieldsDeclarer) {
outputFieldsDeclarer.declare(new Fields("sentence"));

}

}

)

73 tuple kL key, message BMFER , 3 key A null Y, &F=AIEEHESTSEEIZA partition , 18T key EHIZER key (& hash Z|

I5E partition L :

//AddMessageKeyBolt.java

import org.apache.storm.topology.BasicOutputCollector;
import org.apache.storm.topology.OutputFieldsDeclarer;
import org.apache.storm.topology.base.BaseBasicBolt;
import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Tuple;

import org.apache.storm.tuple.Values;

public class AddMessageKeyBolt extends BaseBasicBolt {

@Override
public void execute(Tuple tuple, BasicOutputCollector basicOutputCollector) {

/[BRHE—MiledE

String messae = tuple.getString(0);

// System.out.printin(messae);

/I REET— A

basicOutputCollector.emit(new Values(null, messae));

WS : BRmEmEX
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}

@Override

public void declareOutputFields(OutputFieldsDeclarer outputFieldsDeclarer) {
/1R RIEEE T — B HHIschema
outputFieldsDeclarer.declare(new Fields("key
}

}

, "message"));

{58 trident
{5 trident 2845 topology

//TopologyKafkaProducerTrident.java

import org.apache.storm.Config;

import org.apache.storm.LocalCluster;

import org.apache.storm.StormSubmitter;

import org.apache.storm.kafka.trident.TridentKafkaStateFactory;
import org.apache.storm.kafka.trident.TridentKafkaStateUpdater;
import org.apache.storm.kafka.trident.mapper.FieldNameBasedTupleToKafkaMapper;
import org.apache.storm.kafka.trident.selector.DefaultTopicSelector;
import org.apache.storm.trident.TridentTopology;

import org.apache.storm.trident.operation.BaseFunction;

import org.apache.storm.trident.operation.TridentCollector;

import org.apache.storm.trident.tuple.TridentTuple;

import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Values;

import org.apache.storm.utils.Utils;

import java.util.Properties;

public class TopologyKafkaProducerTrident {

//8RiEHckafkasLflip:port

private final static String BOOTSTRAP_SERVERS = "XX.XX.XX.XX:XXXX";

/FEEERBRE NHtopic

private final static String TOPIC = "storm_test";

public static void main(String[] args) throws Exception {

/& &EproducerfE it

//BRES% : http://imgcache.finance.cloud.tencent.com:80kafka.apache.org/0100/javadoc/index.html?org/apache/kafka/cli
ents/consumer/KafkaConsumer.html

//BES%  http://imgcache.finance.cloud.tencent.com:80kafka.apache.org/0102/documentation.html
Properties properties = new Properties();

properties.put("bootstrap.servers”, BOOTSTRAP_SERVERS);

properties.put("acks”, "1");

properties.put("key.serializer", "org.apache. kafka.common.serialization.StringSerializer");
properties.put("value.serializer", "org.apache.kafka.common.serialization.StringSerializer");
//i&&Trident

TridentKafkaStateFactory stateFactory = new TridentKafkaStateFactory()
.withProducerProperties(properties)

.withKafkaTopicSelector(new DefaultTopicSelector(TOPIC))

/iR EEfields("key", "value"WESBEE N A&FieldNameBasedTupleToKafkaMapperGEiAE
.withTridentTupleToKafkaMapper(new FieldNameBasedTupleToKafkaMapper("key", "value"));
TridentTopology builder = new TridentTopology();

//— ™ EEFEEFHspout ftifield/9sentence

builder.newStream("kafka-spout", new TridentSerialSentenceSpout(5))

.each(new Fields("sentence"), new AddMessageKey(), new Fields("key", "value"))
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.partitionPersist(stateFactory, new Fields("key", "value"), new TridentKafkaStateUpdater(), new Fields());

Config config = new Config();

if (args != null && args.length > 0) {

J/ERHER, , BTHI8jar , HiEIstormizfT
config.setNumWorkers(1);
StormSubmitter.submitTopologyWithProgressBar(args[0], config, builder.build());
} else {

IS

LocalCluster cluster = new LocalCluster();
cluster.submitTopology("test", config, builder.build());
Utils.sleep(10000);

cluster.killTopology("test");

cluster.shutdown();

}

}

private static class AddMessageKey extends BaseFunction {

@Override

public void execute(TridentTuple tridentTuple, TridentCollector tridentCollector) {
/B E—Miled(E

String messae = tridentTuple.getString(0);

//System.out.printin(messae);

[/ RIEET— A

//tridentCollector.emit(new Values(Integer.toString(messae.hashCode()), messae));
tridentCollector.emit(new Values(null, messae));

}

}

}

BIE—MEARHEERT spout 3£

//TridentSerialSentenceSpout.java

import org.apache.storm.Config;

import org.apache.storm.task.TopologyContext;

import org.apache.storm.trident.operation.TridentCollector;
import org.apache.storm.trident.spout.IBatchSpout;

import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Values;

import org.apache.storm.utils.Utils;

import java.util.Map;
import java.util. UUID;

public class TridentSerialSentenceSpout implements IBatchSpout {
private final int batchCount;
public TridentSerialSentenceSpout(int batchCount) {

this.batchCount = batchCount;
}

@Override
public void open(Map map, TopologyContext topologyContext) {
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}

@Override

public void emitBatch(long |, TridentCollector tridentCollector) {
Utils.sleep(1000);

for(inti = 0; i < batchCount; i++){

tridentCollector.emit(new Values(UUID.randomUUID().toString()));
}

}

@Override
public void ack(long ) {

}

@Override
public void close() {

}

@Override

public Map<String, Object> getComponentConfiguration() {
Config conf = new Config();

conf.setMaxTaskParallelism(1);

return conf;

}

@Override

public Fields getOutputFields() {
return new Fields("sentence");

}

}

FRS. HEEHR
{5F3 spout/bolt

//TopologyKafkaConsumerSpout.java

import org.apache.kafka.clients.consumer.ConsumerConfig;
import org.apache.storm.Config;

import org.apache.storm.LocalCluster;

import org.apache.storm.StormSubmitter;

import org.apache.storm.kafka.spout.*;

import org.apache.storm.task.OutputCollector;

import org.apache.storm.task.TopologyContext;

import org.apache.storm.topology.OutputFieldsDeclarer;
import org.apache.storm.topology.TopologyBuilder;
import org.apache.storm.topology.base.BaseRichBolt;
import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Tuple;

import org.apache.storm.tuple.Values;

import org.apache.storm.utils.Utils;

import java.util.HashMap;
import java.util.Map;
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import static org.apache.storm.kafka.spout.FirstPollOffsetStrategy.LATEST;

public class TopologyKafkaConsumerSpout {

//EiER ckafkasLflip:port

private final static String BOOTSTRAP_SERVERS = "XX.XX.XX.XX:XXXX";
/[FEEERHRE NHtopic

private final static String TOPIC = "storm_test";

public static void main(String[] args) throws Exception {

/& EERX R

KafkaSpoutRetryService kafkaSpoutRetryService = new KafkaSpoutRetryExponentialBackoff(
KafkaSpoutRetryExponentialBackoff.Timelnterval.microSeconds(500),
KafkaSpoutRetryExponentialBackoff.Timelnterval.milliSeconds(2),

IntegerMAX_VALUE,

KafkaSpoutRetryExponentialBackoff.Timelnterval.seconds(10)

)i

ByTopicRecordTranslator<String, String> trans = new ByTopicRecordTranslator<>(

(r) -> new Values(r.topic(), r.partition(), r.offset(), r.key(), rvalue()),

new Fields("topic”, "partition”, "offset", "key", "value"));

/& & consumer&g
//BRESZEnhttp://imgcache.finance.cloud.tencent.com:80storm.apache.org/releases/1.1.0/javadocs/org/apache/storm/kafk
a/spout/KafkaSpoutConfig.Builder.html

/12815 nttp://imgcache.finance.cloud.tencent.com:80kafka.apache.org/0102/documentation.html
KafkaSpoutConfig spoutConfig = KafkaSpoutConfig.builder(BOOTSTRAP_SERVERS, TOPIC)
.setProp(new HashMap <String, Object>(){{

put(ConsumerConfig. GROUP_ID_CONFIG, "test-groupl"); //i&&group
put(ConsumerConfig.SESSION_TIMEOUT_MS_CONFIG, "50000"); //i&&sessioniBRT
put(ConsumerConfig.REQUEST_TIMEOUT_MS_CONFIG, "60000"); //i& &Ei5KiERT

)

setOffsetCommitPeriodMs(10_000) //i&E E=hFEIART A

.setFirstPollOffsetStrategy(LATEST) //iR BRI HEFHEHE

.setRetry(kafkaSpoutRetryService)

.setRecordTranslator(trans)

.build();

TopologyBuilder builder = new TopologyBuilder();
builder.setSpout("kafka-spout”, new KafkaSpout(spoutConfig), 1);
builder.setBolt("bolt", new BaseRichBolt(){

private OutputCollector outputCollector;

@Override

public void declareOutputFields(OutputFieldsDeclarer outputFieldsDeclarer) {

}

@Override
public void prepare(Map map, TopologyContext topologyContext, OutputCollector outputCollector) {
this.outputCollector = outputCollector;

}

@Override

public void execute(Tuple tuple) {
System.out.printin(tuple.getStringByField("value"));
outputCollector.ack(tuple);

}
}, 1).shuffleGrouping("kafka-spout”);

Config config = new Config();
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config.setMaxSpoutPending(20);

if (args !'= null && args.length > 0) {

config.setNumWorkers(3);
StormSubmitter.submitTopologyWithProgressBar(args[0], config, builder.createTopology());
}

else {

LocalCluster cluster = new LocalCluster();
cluster.submitTopology("test”, config, builder.createTopology());
Utils.sleep(20000);

clusterkillTopology("test");

cluster.shutdown();

}

}

}

&8 trident

//TopologyKafkaConsumerTrident.java

import org.apache.kafka.clients.consumer.ConsumerConfig;

import org.apache.storm.Config;

import org.apache.storm.LocalCluster;

import org.apache.storm.StormSubmitter;

import org.apache.storm.generated.StormTopology;

import org.apache.storm.kafka.spout.ByTopicRecordTranslator;

import org.apache.storm.kafka.spout.trident.KafkaTridentSpoutConfig;
import org.apache.storm.kafka.spout.trident.KafkaTridentSpoutOpaque;
import org.apache.storm.trident.Stream;

import org.apache.storm.trident.TridentTopology;

import org.apache.storm.trident.operation.BaseFunction;

import org.apache.storm.trident.operation.TridentCollector;

import org.apache.storm.trident.tuple.TridentTuple;

import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Values;

import org.apache.storm.utils.Utils;

import java.util. HashMap;

import static org.apache.storm.kafka.spout.FirstPollOffsetStrategy.LATEST;

public class TopologyKafkaConsumerTrident {
//BRiERYckafkasLllip:port

private final static String BOOTSTRAP_SERVERS = "XX.XX.XX.XX:XXXX";
//fEEEHBEE \Ritopic

private final static String TOPIC = "storm_test";

public static void main(String[] args) throws Exception {

ByTopicRecordTranslator<String, String> trans = new ByTopicRecordTranslator<>(

(r) -> new Values(r.topic(), r.partition(), r.offset(), rkey(), r.value()),

new Fields("topic”, "partition", "offset", "key", "value"));

/& & consumer&g
//RESEhttp://imgcache.finance.cloud.tencent.com:80storm.apache.org/releases/1.1.0/javadocs/org/apache/storm/kafk
a/spout/KafkaSpoutConfig.Builder.html

/18815 nhttp://imgcache.finance.cloud.tencent.com:80kafka.apache.org/0102/documentation.html
KafkaTridentSpoutConfig spoutConfig = KafkaTridentSpoutConfig.builder(BOOTSTRAP_SERVERS, TOPIC)

.setProp(new HashMap <String, Object>(){{
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put(ConsumerConfig.GROUP_ID_CONFIG, "test-groupl"); //i&&Egroup
put(ConsumerConfig.ENABLE_AUTO_COMMIT_CONFIG, "true"); //iREBERIHHIA
put(ConsumerConfig.SESSION_TIMEOUT_MS_CONFIG, "50000"); //i&&sessioni#aHT
put(ConsumerConfig.REQUEST_TIMEOUT_MS_CONFIG, "60000"); //i& &Ei5K#BRT
1))

.setFirstPollOffsetStrategy(LATEST) //AR BHIENGHTHE

.setRecordTranslator(trans)

build();

TridentTopology builder = new TridentTopology();

// Stream spoutStream = builder.newStream("spout”, new KafkaTridentSpoutTransactional(spoutConfig)); //Z5558Y
Stream spoutStream = builder.newStream("spout”, new KafkaTridentSpoutOpaque(spoutConfig));
spoutStream.each(spoutStream.getOutputFields(), new BaseFunction(){

@Override

public void execute(TridentTuple tridentTuple, TridentCollector tridentCollector) {
System.out.printIn(tridentTuple.getStringByField("value"));

tridentCollector.emit(new Values(tridentTuple.getStringByField("value")));

}

}, new Fields("message"));

Config conf = new Config();
conf.setMaxSpoutPending(20);conf.setNumWorkers(1);
if (args !'= null && args.length > 0) {
conf.setNumWorkers(3);
StormSubmitter.submitTopologyWithProgressBar(args[0], conf, builder.build());
}

else {

StormTopology stormTopology = builder.build();
LocalCluster cluster = new LocalCluster();
cluster.submitTopology("test”, conf, stormTopology);
Utils.sleep(10000);

clusterkillTopology("test");
cluster.shutdown();stormTopology.clear();

}

}

}

$26. 23z Storm
{#F mvn package fRi%fE , TLURRRIAHERE#H1T debug i , BRI LURSSRIEX ERHHITIEIT.

storm jar your_jar_name.jar topology_name

storm jar your_jar_name.jar topology_name tast_name
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Filebeats ##Z )\ CKafka

BIFEAYE: 2024-10-17 17:10:00

Beats &5 AT SME—HREIERES. XERERTEETRFRERAE , NE LTEMT L alssm BiraERELTE.

Beats BEMPRESRS | EAILURIEE BRIBR T HIIMNATRESRS. AL Filebeat (RERATRERR ) A, HE
CKafka ROBMEIETIE | REBENGENIERRAIERTTIE.

AR SR

o TEFHZLZEFilebeat, &I Download Filebeat,
o THEHHZLEIDK 8, &M Download JDK 8,

* B8l CKafka 3Lfl .

BMEL R

1. $KEY CKafka SCRlEAMHE

1. &5 CKafka 2414,

2. EEMISASIERE [TFFIR] | BEEHIRYID" , EALFIERNMSERTHE,

3. HELPINEAEERER [EAT] RR |, ATREECAIRGENIELE,

FB2. Bl Topic
1. FELHEASETNE | SEEIED [TopicEH] .

2. ETopicEETE , B [FE] | elg—1 & utesthy Topic,

SB3. EEmE Mt
Bt \filebeatfiiZ AR , SIEEE IR #Hilebeatyml,

#======= Filebeat prospectors ==========
filebeat.prospectors:

- input_type: log
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# ISR
paths:
- /var/log/messages

#======= Outpu‘ts Sesssssss
L kafka ------------------m -
output.kafka:

version:0.10.2 // #RiEARRE CKafka SEHIFFEIRAE S
# 188 ACKafkasLllaTE A\ttt

hosts: ["XX.XX.XX.XX:XXXX"]

# i85 BFRtopiclIETR

topic: 'test’

partition.round_robin:

reachable_only: false

required_acks: 1
compression: none
max_message_bytes: 1000000

# SASL FERE TINER | RAFENTER MERA AEE
username: "yourinstance#yourusername" //username EEHIELAIIDFIAF S
password: "yourpassword"

$BA. Filebeat BiXiHR
1 TS <SBHE K. sudo /filebeat -e -c filebeat.yml

2. PSS HENNEE (REIABANEITH] testlog X4 ) .

echo ckafkal >> testlog
echo ckafka2 >> testlog
echo ckafka3 >> testlog

3. FFiE Consumer jEZEIINAY Topic , SRIELATEIE.

{"@timestamp":"2017-09-29710:01:27.936Z","beat":{"hostname":"10.193.9.26","name":"10.193.9.26","version":"5.6.2"},"inpu

t_type":"log","message":"ckafkal","offset":500,"source":"/data/ryanyyang/hcmgq/beats/filebeat-5.6.2-linux-x86_64/testlo
g"."type":"log"}
{"@timestamp":"2017-09-29T10:01:30.936Z","beat":{"hostname":"10.193.9.26","name":"10.193.9.26","version":"5.6.2"},"inpu

t_type":"log","message":"ckafka2","offset":508,"source":"/data/ryanyyang/hcmaq/beats/filebeat-5.6.2-linux-x86_64/testlo

g"."type’:"log"}
{"@timestamp":"2017-09-29T10:01:33.937Z","beat":{"hostname":"10.193.9.26","name":"10.193.9.26","version":"5.6.2"},"inpu
t_type":"log","message":"ckafka3","offset":516,"source":"/data/ryanyyang/hcmaq/beats/filebeat-5.6.2-linux-x86_64/testlo

g"."type""log"}

SASL/PLAINTEXT #&=5{
SNERMGEERST SALS/PLAINTEXT B8 , NEEREMFE5EM, 7 Kafka BB XN username F password EREEDE],
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# SASL FERE TIIEE | WRAFEN TER NS AEE
username: "yourinstance#yourusername" //username EEHHELAIIDFIAFS
password: "yourpassword"

L4 r—18
= Da)ER
7t Filebeat A& ( EAIAE&TR /var/log/filebeat/filebeat ) & , KIMBEAE INFO BHE , 0 :

2019-03-20T08:55:02.198+0800 INFO kafka/log.go:53 producer/broker/544 starting up
2019-03-20T08:55:02.198+0800 INFO kafka/log.go:53 producer/broker/544 state change to [open] on wp-news-filebeat/4
2019-03-20T08:55:02.198+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/4 selected broker 544
2019-03-20T08:55:02.198+0800 INFO kafka/log.go:53 producer/broker/478 state change to [closing] because EOF
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 Closed connection to broker bitar1d12:9092
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/5 state change to [retrying-3]
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/4 state change to [flushing-3]
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/5 abandoning broker 478
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/2 state change to [retrying-2]
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/2 abandoning broker 541
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/3 state change to [retrying-2]
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/broker/478 shut down

)

HILAE INFO HJEER Filebeat AR , F79 Elastic HRIFRIFmAREERNE , MEARARFBREATRE. HI0 @ 6.5.x A

wiE Kafka B9RRZAE 0.9, 0.10. 1.1.0. 2.0.0, i 5.6.x BRAZIERIZ20.8.2.0,

ERERERENHTINRALRE :

output.kafka:
version:0.10.2 // #RiEARRE CKafka SEHIFFEIRAE S
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e BTERIELE
SIS AT A: 2024-10-17 17:10:00

REBENBHEST CKafka EF-FIHZHERIRESSE, | BENREERE LB,

EFEHEHR
Topic fEFA#ER

e REEX : HEF3EA , BSEH  /\ELEIAED2 , BRLEIFHAESTT Topic BIFE , BUENINEIFSSEEEEH
B

o SIS | SHFEEEETE CKaftka Bitl& Topic TR, EEARRE , FrEFSUHE— M REIZEN Topic i , 2BEMEE—D
BE3INDR3INEIFE Topic.

o B Topic BASREFILA100,
o Topic BIZAEN3 ( MERRAIRS , FaEE) .

SKEE,

PHIMET , BTNEFRE , HEERSHIARLWNER , EREATEEEEEEREAINERACKHHILMEE B EHHLR
KIERIH
EELRELSHER  REUTERSH

58 Lz
retries EUREL, BOMER 3 | N TEIREEATEPHNAMS | BERIRES IntegerMAX_VALUE ( B ER
x).

retry.backoftms  FidaE , #iigEH 1000 .

IXEEEREIEMIXS Broker fY Leader X BTG A ZINER Producer iEKAIET.

SERIX

RIEFEORREHN , NREEEKARENESR , oTLUAR metadataFuture.get(timeout, TimeUnit.MILLISECONDS),
—/“ProducerXRi— N FH

Producer 2£#2% 2R , BALUERA Topic KIXER. BEBERT , B—EANM— Producer,

Acks

Kafka B9 ACK #/1%l , 3§ Producer BiBE&EMIANE , 7 Kafka #9 0.10.x fixA L , HIREBER Acks , TE 0.8.x kAL , M%H
request.required.acks , Acks FIRESEEREINE Kafka SEEFNBFHENBESTSEM,

Acks B9SE0RBBINT :
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24 15288

acks=0 ToERSIRAY Response, HaEE. EEHIRKGEA,

acks=1 RS ImET RERIIENRE] Response, HEEEHFE. EHENLTE. EHREVAESEEEEREX.
acks=all RS ImED RERINEE T RRELMIIZIRE Response, MEERE. HIERARE. EPRMETRHBENASEE
HEER.

—RREENOER acks=1 , EERIRSAILAKE acks=all ,
Batch

—fgIERT , IBEBASI CKafka B9 Topic 2BZ 13X , Producer EFImERIRS IR AIEEER , TELHFHATE Topic BN XK
%, FEERA—NDXKRIESHKEEN , Producer BFiREEXERITEM— Batch , #tERIXZFIIRSS iR, Producer ZFimERhE
Batch AY , 2BHIIMTHEM., —MRIERT , J\ Batch 253 Producer ZFUHF=4EARIER | EMBERIFIERFRFIIRSHAHRA | 3
IEREXNEEH CPU S , NMEARES 7TIHRAEMIBZEER. —MEER Batch KN, BILURN RIXTEBRIE Fim MR SS i A ERd
BERRE , ERR HESERRENEILFRER.,

Batch £#5BBUNT :

28 ALz

batch size RIEFNHEX (Partition ) FIEEERFE (HEABNFETEZMN , AE2KE) . KFZENSEN , etk
’ —RMEEEK , 2JG Producer EFIHIEHEHEREIRSES.

i EBEEERERTNSKNE, EBMXNTE , Producer EFiRiSZEE batch.size BIFRS , STEMEHE

inger.ms ‘, -

RIERSSEE.

N ——— FrEEFERNRAX/NEDXNMNUER | eiAIBEEAERSSE | IS8 batch.size 0 lingerms
. FIBRE, buffermemory FIZRAZUER 32MB , 3T B Producer TS , AJLARIEEIEHIILERE,

B :

NREER— VM HFE5224 Producer , BBAEA Producer #ERI8ES 32 MB&EF=A , EHERAIEEfMA OOM ( Out of
Memory ) , EHEEEEE buffermemory BIK/)N | EERfLA OOM,

ERILARIERMR S B RHI TSR EBRIEE,.

Key #1 Value

iHEBAFI CKafka BSHE®E Key (iHEMRR ) 1 Value (JERAE ) BMFR.

ATETFIER , BRHERIRE—E— Key, EAILUET Key BIsFEHER | FIEAZEEMBERAT | THRZERNESIIEZEBER.

MRBEBREERK , BNAEIRE Key , FHERRMED XKL,

SR

RERFEHERESXAGER , Z2WEIR— Batch 1, EILRE— Batch aIMATFZAEI— M EZ=EESBAFI Kafka Producer ixik &
D XREE. HEBAFI Kafka Producer R¥FBITIRE Partitioner ISLIKIMFEEHSWSHIHK. FHHBIETE Key IERT , iIHR
BAZ! Kafka Producer RIBCASRERZXSHERAIKey 1 TI5% | AERBERFEREESX , RIEER Key FEBRSKEEIR— 7 X.
EHRIRBIEE Key RUBRT , iHEBAY! Kafka 2 4MRAZBIRIEUARIRZEIMERERMAE SR , RIS E—
PXRE, B2, XMECASKE Batch FRAURE | ELFREAT , JRESFEAERV Batch , NTIEELIRATEIRIENN. ET%EK
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INREERI T Key EERID KAEREIRIER |, EEBATI Kafka 722 4MRASIN T R4 X 5K ( Sticky Partitioning Strategy ) .

HMEDRERIBEERRT Key HEDBEIFRRSKX |, &M/ Batchjal@l, HFERBRMNR—MDXAY Batch Fepkfs |, HBBHIERES—
DX, KRB ERZOX. XMRBEEIRERNE  SBREEREEIR—IDKX , IRAKEMNEITHE , HEEE
LSS RHEIZE MR ER, SXETLIERERHIS XA , BRHETLHEER | 2RSS B ERE.

WNEREFEFARGEEBASI Kafka Producer Z2Fim22 4R LA EMRA | BRARD KRS RARIME S X5, WEREHEAR Producer ZF i
IRANTF2.4 , oTLGRIEESME D XERIE/RIE , BT S XERRE , RGBT S48 partitioner.class REIBERID XK.

KT EMD KRB, ERLISEAT Java MiUA3sEil, ZABHIZEEERRIE—ERIEER | IR—RIX.

public class MyStickyPartitioner implements Partitioner {

// iR RIS XA,

private long lastPartitionChangeTimeMillis = OL;

// ERERD X,

private int currentPartition = -1;

// XD IENERE | ATLARIESERRIL S35y K AORT A AlfR.
private long partitionChangeTimeGap = 100L;

public void configure(Map<String, ?> configs) {}

/**

* Compute the partition for the given record.

* @param topic The topic name

* @param key The key to partition on (or null if no key)

* @param keyBytes serialized key to partition on (or null if no key)

* @param value The value to partition on or null

* @param valueBytes serialized value to partition on or null

* @param cluster The current cluster metadata

*/

public int partition(String topic, Object key, byte[] keyBytes, Object value, byte[] valueBytes, Cluster cluster) {

/1 BB S XER.
List<PartitionInfo> partitions = cluster.partitionsForTopic(topic);
int numPartitions = partitions.size();

if (keyBytes == null) {
List<PartitionInfo> availablePartitions = cluster.availablePartitionsForTopic(topic);
int availablePartitionSize = availablePartitions.size();

// FIETERIRI Ao X,

if (availablePartitionSize > 0) {
handlePartitionChange(availablePartitionSize);

return availablePartitions.get(currentPartition).partition();
} else {

handlePartitionChange(numPartitions);

return currentPartition;

}

}else {

// S FBkeyRGiER | {RiEkeyHIIEHEIEED X,

return Utils.toPositive(Utils.murmur2(keyBytes)) % numPartitions;
}

}
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private void handlePartitionChange(int partitionNum) {
long currentTimeMillis = System.currentTimeMillis();

// AISREIE S XYBERHEER , MR T— MoK, SUEREEZBINS X,

if (currentTimeMillis - lastPartitionChangeTimeMillis > = partitionChangeTimeGap

|| currentPartition < 0 || currentPartition >= partitionNum) {

lastPartitionChangeTimeMillis = currentTimeMillis;

currentPartition = Utils.toPositive(ThreadLocalRandom.current().nextInt()) % partitionNum;

}
}

public void close() {}

}

papd s 2

BASK (Partition) i, iIHEERBAXINFEEFN , EEAEFN. 8MTETRTESEETIX  IREEHSEIIAENS XS ,
@ Partition Z [AIARBERIEIRFE.

MRFEHTHEEGHEINFY | sILEEF=REEX—KEER key , XEHEEERER key HTHERIX , CKaftka FAIRIE key
IR BUEEIEF— MO RETERE , BT — Mo XREHE—NEEEHTRITEE | LB MEEEREENIFIET .

HERHR
HEHEREATRE
1. Poll %,

2. PUTIHERIZIE,

3. ER poll #iE,

GBI

& Consumer Group FILABEEA Consumer , 7§25 group.id &ERAERANE , BFTE—4 Consumer Group J Consumer
SEEHEIT I Topic,

{5140 : Consumer Group A iJT Topic A, FFBE=/NEZESLAI C1, C2, C3, MKIXE Topic A IBHRERRER &S CL. C2,
C3 HUE—. CKafka BUASISIMEIHREAR NEELS , LMHEHZR R EITE.

CKafka REISEHRINEBRIER  IEITRTopiclID X |, FiYoELESZ N Consumer, EL , Consumer UNMNEARERF DX ZE | &
NSEEELHDEAZNE IS KM FEHIRES. BTEREe LI BEEBLHIRESR. 18N, BOSTER |, HBaftk
—IRGAEIIE.

TR
E— Consumer Group A , EINEMNEZRLANTRAY Topic (RIF—8 , ERAHIE TSR TH.

» Consumer Group T4 Topic,
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—A Consumer Group BILAITEZ N Topic , £ Topic HIEE#E Cosumer Group 51 Consumer 435825, f5la0 Consumer Group
AiTET Topic A, Topic B, Topic C, MiX=4 Topic FHJHEE , # Consumer Group Ff Consumer 5742,

Consumer Group 1T @24 Topic B7RBHILEEENT :

String topicStr = kafkaProperties.getProperty("topic");
String[] topics = topicStr.split(",");

for (String topic: topics) {
subscribedTopics.add(topic.trim());

}

consumer.subscribe(subscribedTopics);

* Topic #Z4* Consumer Group iJ 3,

— Topic ATLA#Z A Consumer Group iT5d , H& Consumer Group IR ZETopic FHIFRFEEE. 20 Consumer Group A iT
7Y Topic A , Consumer Group BtBiJ[E 7T Topic A , MI&i%XZE|Topic ANEFKIBRE. | MYEE—mtaConsumer Group ARJEZESLA
BEE—pE5Consumer Group BAGEZERSLHI , BIXM/MIFEEEIN , {HEISBIHIRM.

—A* Consumer Group SIR—/ RIF3

£ — Consumer Group XA —EA , BIARRIR XM ARRINE. MREFEFAENABEER— AT  EEEEZHAE
Y kafka.properties, a0 kafkal.properties, kafka2.properties,

HEALR Offset

81 Topic REZMOK , BMD RS HRIEERNERE , XNMRARAALR MaxOffset,

iHEPBFI CKafka B9 Consumer KIZIMFHFORBEE D XANEEES | ICREEBEE THNEERE , TRABZEAR ConsumerOffset,
FIRAIRHZEIISE (BFRUEBHRE ) =MaxOffset-ConsumerOffset,

offset &3z

iHEBA%Y CKafka B9 Consumer B MEXSE

e enable.auto.commit : BRAEtrue,
e auto.commit.interval.ms : BAIA{E/91000 , BPls,

XENSEESHERN 8K poll BUERISTIEE DRIRR A AAYETE , tNERIEE HEIRTEE&BIT 241 auto.commit.interval.ms #}
TEHIATS , MZFims B R E.

FELt , 20595 enable.auto.commit IRE 7 true , WEBFEEIX poll #EEAT , FFRT—X poll HRAIEIEEZEEE , BNETEESE
NIRBER,

WISRIEE CIEFI AR | 1518 enable.auto.commit 179 false , AR commit(offsets) REIETIEHIU IR,
EE offset
LUTRfER , SRS ESEMEES

* IRBIHAMFEERLIRDINNRRT (FIIEFiRSE—REE) .

o SMIFAURAEGEER (IR D KEAMSRRZL0 , BEFRAMILFHAAEES ) .
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Java ZEFIRATLAEIT auto.offset.reset RECEEEREE , TEE=FPHRAS :
* latest : NRANRFFIRIEZ.

* earliest : NG/MIRFHIAIEE,

* none : AMHIEHEE(E , AIAEE.

?

o HEWIRERL latest , MAEIRER earliest , BRENRIEEIMNLIFIREZE  NMIERKEEE.
* MRZEECEEMR , JLUKER none,

AEGHE
MBS REE IR ERSIRRETESE , ERRCE SN EREHREEE | TR ToMRE

e max.poll.records : {NEREALZEEREIT IMB , BiVigE N1,

BERMBEZBER , BEREALNHEENIRGSEIEERITT , IREEREtREERE | TR TSHIRE
* fetch.max.bytes : BIIREMANTREN—F (IETRZSHNRLLE bytes , AMHEEEAIRALZ bits )

* max.partition.fetch.bytes : EIURER fetch.max.bytes I=Hz—aHENSZ—.

HEESTMHARS

HEBAZI CKafka iHZEHNENZ at least once , HFIRZEMOE—IR , RIEEEAEX , BERELAHREEEAEE. THUNE R, &
FinEEYEasEER/CEESHE , TN AHSIRNENHEESER (AT EFE) |, INZEERSE.

VARGRRESEN /0 |, BRRIER -

o RIXHBHES , &N key fEAME—KS ID,

o HENHTE , #HT key EEELERY , MRELHEBT T , W2 , MRQHEY , WiHER.
SR MRNAASHOEEERESEFAR , WAFEMUUERFOE.

HERM
HEMFI CKafka 225 KERHESITFHRTHHHEL , MREBRRSDRRMESEHTHEBERN , FIRIN RS SHIL T
1B SHESHBERN , SHATTR , BABUFRFNES :

s KWE—E=ABRPUTHEEE. XMANAYIENHEERLIEREALRNTER | TAERHER | ERHEHER.
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* HTHEBSI CKafka iREMERMIEERIRIT , SEEPBESFTENLMRIEEEEFHEEIRE MRS ( flanelg—" Topic £ IARK
KWEGER ) | AEEIGERMESRIER , DHTRBREE | RIEERGE.

HERIER

HBITERBEEFIREMERSIHEEE. —RIERT | IREFIREEERIEE  WASFERAER. SrETRAER | 55X

IREGEHRA  FITRESHEERE.

HEER
BEIERERHERINRER
o HEWEERALEFERE , WRNIZESHEEREE.
o HZRIHTE T IHE,
HEBEREEHEE  UTHEEE , BESIT LR  IRXMHERSEEER  WETRER B , IHBRHELEER
HEE,
HBIMMNIZRERRIEEERERE | MRFESHREAERNER , @NRESFHRGERTTE , BraEEERRNH T,
R
o iZfNConsumersLHlNEY, FILIEHZNERIEN ( FEMRESDIANN—EFE ) | tBrlLIERE S NEERSLAIHTE.
i8R :
OB D XEMERHMABREIESERE , KA RELAIA I,

o IEIMEZRLAR.

1 B EAgih,

2. PollizE,

3. IEAURIRA B AR I TR SR,

4. FHRERREIRINE , BRpollEBHEHNAT.

EiE=rEMX ( socket buffers )

£ Kafka 9 0.10.x kA , £ receive.buffer.bytes FIZRAES 64KB, TM7E Kafka A9 0.8.x hivddr , 241
socket.receive.buffer.bytes FUBAIAEFI 100KB,

XANEAMENTESEHENREMSEANT | F5312058R Broker #1 Consumer Z AL HEEIEIRTR ( bandwidth-delay
product ) KFBEiE ( local areanetwork , LAN ) A,

S TFIERALMsEE S A B EAIML (40 10Gbps 58 ) |, BEEREFENXIRE H8E16MB,
MRENREFEARR , BEDERIREN IMB, BHALURER -1, ESUERERERFRIEMEIIRER | ZRAEEPXAK/N.
B , WTFEEE"H'S XA Consumers ki, BIERATREASTIBAR.
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Spark Streaming## A\ CKafka

BIREHAYE: 2024-10-17 17:10:00

Spark Streaming 2 Spark Core F9—1N 8 , BTt BREEEEEMAIEYE | BRisTSAMEEEmAT Kafka, Flume,
HDFS/S3. Kinesis. Twitter §] TCP socket,

Spark Streaming 1SS RIS AL DStream ( Discretized Stream ) , ffj DStream FI—ZFIELEAY RDD ( M-S HICEURE ) BhY |,
£ RDD E—EraafRARr=ErIEEE, ERARERT DStream HHTAMEESCRD XX EE RDD #HTRME,

{53 Spark Streaming {E/9 Kafka RUEHRIMIAGY , AJ3Z#5F Kafka FoEhRAS SSLIGhRAS

Kafka Version spark-streaming-kafka-0.8 spark-streaming-kafka-0.10
Broker Version 0.8.2.1 or higher 0.10.0 or higher

Api Maturity Deprecated Stable

Language Support Scala, Java, Python Scala, Java

Receiver DStream Yes No

Direct DStream Yes Yes

SSL / TLS Support No Yes

Offset Commit Api No Yes

Dynamic Topic Subscription No Yes

BHAi CKafka & 0.9% LA EAIRRAS |, ZRSEHEfER 0.10.2.1 higA<hY Kafka i,

ItE5h , EMR hfY Spark Streaming th3735E X% CKafka , %0 [SparkStreaming 331 CKafka fRSS] .

IRIES TR

1. IKEN CKafka S \tbhE

1. ZF [CKafka =441 .

2. BEMISAHEIERE [TFFIR] | BEEHIRYID" , HALFIERSERHE,

3. ELHINEARERREN (EATTH] &R |, AIEREEEAIRGENIIE |, BN R AT HZRFERZIR bootstrap-server,
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$B2. gE Topic
1. ELHIEASERE | EEINER [TopicEIE] LS.

2. fETopicBIETNH , B [FrE] | SE—1&htestdy Topic , B TRIGLAZ Topic ABINMBITE=HZE.

S]3. EERIRSIFER
Centos6.8 &4t
package version
sbt 0.13.16
hadoop 273
spark 2.1.0
protobuf 250
ssh CentOS ERIAL %
Java 18

BRI REETENE,

$B4. 3ECKafka

MCKafkasp4Er=iER

Hai CKafka 37#5 0.9.0.x, 0.10.0.x, 0.10.1.x, 0.10.2.x hixA, XEBfEH 0.10.2.1 hixAAY Kafka &k,
1. 7 build.sbt ZRIN#KER

name := "Producer Example"

version := "1.0"

scalaVersion := "2.11.8"

libraryDependencies += "org.apache.kafka" % "kafka-clients" % "0.10.2.1"

2. Fit& producer_example.scala :

import java.util.Properties

import org.apache.kafka.clients.producer._

object ProducerExample extends App {

val props = new Properties()

props.put("bootstrap.servers”, "172.16.16.12:9092") //sLHHSEFHIAN IP S5m0

props.put("key.serializer", "org.apache.kafka.common.serialization.StringSerializer")

props.put("value.serializer", "org.apache.kafka.common.serialization.StringSerializer")

val producer = new KafkaProducer[String, String](props)
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val TOPIC="test" //ABREE4£F=RJ Topic

for(i<- 1 to 50){

val record = new ProducerRecord(TOPIC, "key", s"hello $i") //4F= key 2"key",value £ hello i FSiEE
producer.send(record)

}

val record = new ProducerRecord(TOPIC, "key", "the end "+new java.util.Date)
producer.send(record)

producer.close() //&EEMFF

}

BEZH% ProducerRecord FIFEiLIEE% [ProducerRecord] 34,
MCKafkaiHZiER

DirectStream

1. £ build.sbt FRO0#KE

name := "Consumer Example"

version := "1.0"

scalaVersion := "2.11.8"

libraryDependencies += "org.apache.spark” %% "spark-core" % "2.1.0"
libraryDependencies += "org.apache.spark” %% "spark-streaming” % "2.1.0"
libraryDependencies += "org.apache.spark” %% "spark-streaming-kafka-0-10" % "2.1.0"

2. Be& DirectStream_example.scala :

import org.apache.kafka.clients.consumer.ConsumerRecord
import org.apache.kafka.common.serialization.StringDeserializer
import org.apache.kafka.common.TopicPartition

import org.apache.spark.streaming.kafka010._

import org.apache.spark.streaming.kafka010.LocationStrategies.PreferConsistent
import org.apache.spark.streaming.kafka010.ConsumerStrategies.Subscribe
import org.apache.spark.streaming.kafka010.KafkaUtils

import org.apache.spark.streaming.kafka010.0OffsetRange
import org.apache.spark.streaming.{Seconds, StreamingContext}
import org.apache.spark.SparkConf

import org.apache.spark.SparkContext

import collection.JavaConversions._

import Array._

object Kafka {

def main(args: Array[String]) {

val kafkaParams = Map[String, Object](

"bootstrap.servers" -> "172.16.16.12:9092",

"key.deserializer" -> classOf[StringDeserializer],
"value.deserializer" -> classOf[StringDeserializer],

"group.id" -> "spark_stream_test1",

"auto.offset.reset" -> "earliest”,

"enable.auto.commit” -> "false"

)

val sparkConf = new SparkConf()
sparkConf.setMaster("local")
sparkConf.setAppName("Kafka")

val ssc = new StreamingContext(sparkConf, Seconds(5))
val topics = Array("spark_test")
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val offsets : Map[TopicPartition, Long] = Map()

for (i <- 0 until 3){

val tp = new TopicPartition("spark_test", i)

offsets.updated(tp , OL)

}

val stream = KafkaU'tils.createDirectStream[String, String](

SsC,

PreferConsistent,

Subscribe[String, String](topics, kafkaParams)

)

printIn("directStream")

stream.foreachRDD{ rdd=>

//EEIRERTER

rdd.foreach{iter =>

val i = itervalue

printin(s"${i}")

}

//3%8offset

val offsetRanges = rdd.asInstanceOf[HasOffsetRanges].offsetRanges
rdd.foreachPartition { iter =>

val o: OffsetRange = offsetRanges(TaskContext.get.partitionld)
printin(s"${o.topic} ${o.partition} ${o.fromOffset} ${o.untilOffset}")
}

}

// Start the computation
ssc.start()
ssc.awaitTermination()

}

}

RDD
1. BcE& build.sbt (EEERL , F5EEF) .

2. Bit& RDD_example :

import org.apache.kafka.clients.consumer.ConsumerRecord

import org.apache.kafka.common.serialization.StringDeserializer

import org.apache.spark.streaming.kafka010._

import org.apache.spark.streaming.kafka010.LocationStrategies.PreferConsistent
import org.apache.spark.streaming.kafka010.ConsumerStrategies.Subscribe
import org.apache.spark.streaming.kafka010.KafkaUtils

import org.apache.spark.streaming.kafka010.OffsetRange

import org.apache.spark.streaming.{Seconds, StreamingContext}

import org.apache.spark.SparkConf

import org.apache.spark.SparkContext

import collection.JavaConversions._

import Array._

object Kafka {

def main(args: Array[String]) {

val kafkaParams = Map[String, Object](
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"bootstrap.servers” -> "172.16.16.12:9092",

"key.deserializer" -> classOf[StringDeserializer],
"value.deserializer" -> classOf[StringDeserializer],

"group.id" -> "spark_stream",

"auto.offset.reset" -> "earliest”,

"enable.auto.commit” -> (false: java.lang.Boolean)

)

val sc = new SparkContext("local", "Kafka", new SparkConf())

val java_kafkaParams : java.util. Map[String, Object] = kafkaParams
/&G parition FEVEMN offset SEERNER , MNSRAEAZINIEEEREE SANEEE HE T HRAZIRERIEHE
val offsetRanges = Array[OffsetRange](

OffsetRange("spark_test", 0, 0, 5),

OffsetRange("spark_test", 1, 0, 5),

OffsetRange("spark_test", 2, 0, 5)

)

val range = KafkaUtils.createRDD[String, String](
sc,

java_kafkaParams,

offsetRanges,

PreferConsistent

)
range.foreach(rdd=>printin(rdd.value))
sc.stop()

}

}

B kafkaParams FBi£&% kafkaParams 328,

ECERE
=28 sbt

1. 7£ sbt B/ £ T sbt &,

2. fRIEISTE sbt IERTOIE— sbt_run.sh IAFHEINTHITRSR , HARSWT :

#1/bin/bash
SBT_OPTS="-Xms512M -Xmx1536M -Xss1M -XX:+CMSClassUnloadingEnabled -XX:MaxPermSize=256M"
java $SBT_OPTS -jar ‘dirname $0°/bin/sbt-launch jar "$@"

chmod u+x ./sbt_run.sh

3. PUTLAT A<,

./sbt-run.sh sbt-version
HHCET sbt AR LAEEIRTT.

Z24¢ protobuf
1. % protobuf HERARZA,

2. RERHNER.
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.Jconfigure
make && make install

FEMERE gcc-g++ , FIUTHEIRERE root fUR,

3. BFER , o diTHRATERE.
protoc --version

4. £8EBE| protobuf IRA BB LAEFIZIT.

%% Hadoop

1. 1318 Hadoop BN THATREEIMRA.

2. #110 Hadoop AF.

useradd -m hadoop -s /bin/bash

3. EINEERUR.

visudo

4. #£ root ALL=(ALL) ALL FiEI—47. hadoop ALL=(ALL) ALL {R{FiRH.

5. i Hadoop #H1T2(E.

su hadoop

6. SSH TEIBER.
cd ~/.ssh/ # EREZER , B T—IRssh localhost
ssh-keygen -t rsa # 2B , #FIZEIEHATLL
cat id_rsa.pub >> authorized_keys # A
chmod 600 ./authorized_keys # {&X34 PR

7. &% Java,

sudo yum install java-1.8.0-openjdk java-1.8.0-openjdk-devel

8. Bt& ${JAVA_HOME},

vim /etc/profile

ERINETARS :
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export JAVA_HOME=/usr/lib/jvm/java-1.8.0-openjdk-1.8.0.121-0.b13.el6_8.x86_64/jre
export PATH=$PATH:$JAVA_HOME

RIE LR ERER RIS,
9. g% Hadoop , HEABER.

./bin/hadoop version
ERER AN SRR BEREEFIEIT.

0. KEBNnH ( IRIEREEEAERER) .

vim /etc/profile

SR ETHARE ¢

export HADOOP_HOME=/usr/local/hadoop
export PATH=$HADOOP_HOME/bin:$PATH

RELRIBESI NS,

1. 1824 /etc/hadoop/core-site.xml

<configuration>

<property>
<name>hadoop.tmp.dir</name>
<value>file:/usr/local/hadoop/tmp </value>
<description>Abase for other temporary directories.</description>
</property>

<property>

<name>fs.defaultFS</name>
<value>hdfs://localhost:9000</value>
</property>

</configuration>

2. {8 /etc/hadoop/hdfs-site.xml ,

<configuration>

<property>

<name>dfs.replication</name>

<value>1</value>

</property>

<property>
<name>dfs.namenode.name.dir</name>
<value>file:/usr/local/hadoop/tmp/dfs/name</value>
</property>

<property>

<name>dfs.datanode.data.dir</name>
<value>file:/usr/local/hadoop/tmp/dfs/data</value>
</property>

</configuration>
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3. {8 /etc/hadoop/hadoop-env.sh Ffg JAVA_HOME JoJava RIESTR,

export JAVA_HOME=/usr/lib/jvm/java-1.8.0-openjdk-1.8.0.121-0.b13.el6_8.x86_64/jre

4. #1947 NameNode #&z{{t.

./bin/hdfs namenode -format
7= Exitting with status 0 MZ&RAIN.

5. [z Hadoop.

./sbin/start-dfs.sh

FIhEsh&7FE NameNode ##2 , DataNode ##2, SecondaryNameNode #f2,

2% Spark

518 Spark EMN TERAIBEAMA. RAZEIZLET Hadoop , FTLUEESER Pre-build with user-provided Apache Hadoop, #7R
FIREER hadoop FAFETIRME.

1 BEHENER.

2 (EMECEN .

cp ./conf/spark-env.sh.template ./conf/spark-env.sh
vim ./conf/spark-env.sh

ES—ATRITERE

export SPARK_DIST_CLASSPATH=$(/usr/local/hadoop/bin/hadoop classpath)

3. tR4E hadoop ZEIBUERERR. BT,

bin/run-example SparkPi

ERNEEDLEERERFRH T AAIUE.
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Flume#z \ CKafkafz{ESLiE

BIFEAYE: 2024-10-17 17:10:00

Apache Flume 2— 1Moz, 9%, SUBNBEERERS: , SUFSHBEREUERIR (20 HTTP, Log X4, JMS, IEImimOEEE
%) | EBXEHIBRIESEEHIEHTENNE. RE. B, REFHEEIEEEERST (10 Kaftka, SHAXERS. Solr BER
IRSE8%E) .

Flume EAREHEINT :
Flume LA agent A&/NAPIRIIIEITERY, — agent Fi2—1 JVM , B4~ agent H Source, Sink #1 Channel = KB {HHap%.

Flume 5 Kafka

IBEURETFER HDFS 8i% HBase & NiiHFiEtEReE T EERITEEE REMEIMIFSE | HIFHEBSNNEURRGREED. MK
IERERM, Flume (EARFENSHREAREESMZED , FERHTERICIEE. EE-MERTH , BEFSIMEEEARA—EET
Kafka ATLAZE &7 E. Kafka A partition Z5ELAN K append IBINEHYE |, 5§ Kaftka EEMFHNEILEES ; ARNEHEES
replication 453 , {& Kafka EEREMSEM. FTLUE Flume 1 Kafka £58#EE , SILUBREFINEhEASHERK,

Flume #ZEAFFR Kafka

HETE

o T# Apache Flume ( 1.6.0L0 EARAFEZ Kafka )

o T Kafka TEE (0.9xLALERA , 0.8BEEATIE)

o T\ Kafka B9 Source, Sink BFE427E Flume &,

BAF
Kafka BI{EZ Source Ei& Sink I HHETEASREZEE.

Kafka Source ECE kafka {EAHERIR , BMSECIEAEEE | M Kafka PHRIBEGEENZNERE Sink th. EEFREIRTAT :

BCEI 15388

channels BCEER Channel

type WA - org.apache.flume.source.kafka.KafkaSource
kafka.bootstrap.servers Kafka Broker H9fRS3881bHE

kafka.consumer.group.id 17 Kafka jEZ5imA0 Group ID

kafka.topics Kafka sh#iESR Topic
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ELEIN 5488

batchSize 8RB Channel g9/

batchDurationMillis BRENEXIEFEE
|

tierl.sources.sourcel.type = org.apache.flume.source.kafka.KafkaSource
tierl.sources.sourcel.channels = channell
tierl.sources.sourcel.batchSize = 5000
tierl.sources.sourcel.batchDurationMillis = 2000
tierl.sources.sourcel.kafka.bootstrap.servers = localhost:9092
tierl.sources.sourcel.kafka.topics = testl, test2
tierl.sources.sourcel.kafka.consumer.group.id = custom.g.id

BEEZWFIBESE Apache Flum BN,

Kafka Sink Et& Kafka EAREFIZEKTT , BUSECIERSEFE |, #E Kafka Server heESFREHEIE, FEREXRINAOT ¢

=101 L]
channel BCEER Channel
type WA« org.apache.flume.sink.kafka.KafkaSink
kafka.bootstrap.servers Kafka Broker HIpR5328
kafka.topics Kafka =r#iEsRiR Topic
kafka.flumeBatchSize FXRB K] Bacth K/
kafka.producer.acks Kafka P& HIEFRER
A

al.sinks.kl.channel = c1

al.sinks.kl.type = org.apache.flume.sink.kafka.KafkaSink
al.sinks.k1.kafka.topic = mytopic
al.sinks.k1.kafka.bootstrap.servers = localhost:9092
al.sinks.k1.kafka.flumeBatchSize = 20
al.sinks.k1.kafka.produceracks = 1

BEEZREFIFSF Apache Flum BN,

Flume A CKafka

{5/ CKafka ¥E9 Sink
1. FREN CKafka SCiise A\ttt

1. E&xRCKafka 1=HE.
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2. EEMSHEER (SEAFIR] | BESLHIRYID" , MALAIEAEERH.

3. ELHINEAERIEN (BAT5(] &R, aJERELAIRgEAbL,

2. Bl Topic
1 ELPHIERNSENE , IEENER [TopicEIE] IE,

2. fETopicBIENmE , B [#7E] | SIE—1E7 flume_test B9 Topic,

$23. BcBFlume
1. 7% Apache Flume TE&HHE .

2. fREEEENHflume-kafka-sink.properties , LIT2—ME8A) Demo ( ECEEAREBRAY conf IKHET ) |, ELEFHERNKEES
AYSLH IP 5 Topic BHREIBCEX R, AFIERRY source 79 tail -F flume-test , BISZHFHIZHIES.

3. PUTIN T eR<L /=5 Flume,

./bin/flume-ng agent -n agentckafka -c conf -f conf/flume-kafka-sink.properties

4. ENEEE flume-test X145 |, LEAHEEIGH Flume SAZE| CKafka,

5. [Fa CKafka ZFumit i TiHZR.

./kafka-console-consumer.sh --bootstrap-server xx.xx.xx.xx:xxxx --topic flume_test --from-beginning --new-consumer
18R
bootstrap-servertEENIEIZAICKafkaSEFIRIEAMIL , topicEERINIBIZEAYTopicEFR.

HJLIEZINIZ BB S HEEZR .

{85Fg CKafka {EJ3 Source
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1. $KEN CKafka SClge N\t
1. B5RCKafka 2414,
2. EEMISHF=ER [SLFFIER] |, BERsLfIRY ID” |, HALHERESETE.

3. ELHINEAERIREN [(BAT5(] &R, aJERELAIRgE AL,

2. Bl Topic
1 ELHIERNSENE , IEENED [TopicEE] RE,

2. ETopicEBIENHE , B [FE] |, GlEE—1EA flume_test B9 Topic,

$23. ficBFlume
1. 7% Apache Flume TE&HFE .

2. IREEEM Hflume-kafka-source.properties , LIF2—/MEEAY Demo ( BeEEMEBRAT conf LT ) ., EFFFHRERNE
BCRISLA IP 5 Topic BiRIEEHFX4EIE], AMERR sink 9 logger,

3. T T es< B0 Flume,

./bin/flume-ng agent -n agentckafka -c conf -f conf/flume-kafka-source.properties

4. B logger SR ( BUAESRA logs/flume.log ) .
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Flink # )\ CKafka

BIFEAYE: 2024-10-17 17:10:00

Apache Flink 2— A LUMEREGEAISCRAMEESE | BTALRFAIEREER LHTEREITE. Flink 8B R IERNEFIZE
17 . FRELIRFEEMESAEETITE.

Apache Flink {BIRQMETSFAE REFESS. Flink runtime BES5EE IR EFPIRSAISHHIEHI IR REIER | RSB ERNEREA/N
RERITHE A SRS B ARSI TANE | FHARIHBAIMESE.

N AR AR B SRR (WEESIE5fH=H7E | 20 Apache Kafka 8% Kinesis ) B9sEATEE. Flink 127 Apache
Kafka j&#z28 , FBFM Kafka topic EENEREREFENEIRE , FHREEH RIS,

BIELHR
S$B1 : KA CKafka SCHHENMH

1. BFRCKafka 1414,
2. EEMSHEER [SEAFIR] | BasLfIm D", ALAIEA S S RmE.

3. ELHINEAERITEN [(BATTN] &R |, AIREELAIRUAMBIL | AR A 2R ERZIR bootstrap-server,

$E]2 : BIE Topic

1. ELBEAEERE , EEIRER (TopicEIE] RE.

2. 7t Topic BIERME , B [Fr2] | BIEE—EJ9 test BY Topic , BTRIGLUZ Topic ABINEINETHZE.

$B3 : #¥IN Maven #35i
pom.xml BEEUWNTF :

<?xml version="1.0" encoding="UTF-8"?>

<project xmIns="http://imgcache.finance.cloud.tencent.com:80maven.apache.org/POM/4.0.0"
xmlns:xsi="http://imgcache.finance.cloud.tencent.com:80www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://imgcache.finance.cloud.tencent.com:80maven.apache.org/POM/4.0.0 http://imgcache.finance.
cloud.tencent.com:80maven.apache.org/xsd/maven-4.0.0.xsd" >

<modelVersion>4.0.0</modelVersion>

<groupld>org.example</groupld >
<artifactld > Test-CKafka </artifactld >
<version>1.0-SNAPSHOT < /version>
<dependencies>

<dependency>
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<groupld>org.apache.kafka</groupld >
<artifactld >kafka-clients </artifactld >
<version>0.10.2.2</version>

</dependency>

<dependency>

<groupld>org.slf4j</groupld>

<artifactld >slf4j-simple</artifactld >
<version>1.7.25</version>
<scope>compile</scope>

</dependency>

<dependency>
<groupld>org.apache.flink</groupld>
<artifactld>flink-java</artifactld>
<version>1.6.1</version>

</dependency>

<dependency>
<groupld>org.apache.flink</groupld>
<artifactld>flink-streaming-java_2.11 </artifactld >
<version>1.6.1</version>

</dependency>

<dependency>
<groupld>org.apache.flink</groupld>
<artifactld>flink-connector-kafka_2.11</artifactld>
<version>1.7.0</version>

</dependency>

</dependencies>

<build>

<plugins>

<plugin>
<groupld>org.apache.maven.plugins</groupld>
<artifactld>maven-compiler-plugin</artifactld>
<version>3.3</version>

<configuration>

<source>1.8</source>

<target>1.8</target>

</configuration>

</plugin>

</plugins>

</build>

</project>

$B4 : EFHCKafkahASEE
o EMVPCAHIEZ :

import org.apache.flink.api.common.serialization.SimpleStringSchema;

import org.apache.flink.streaming.api.datastream.DataStream;

import org.apache.flink.streaming.api.environment.StreamExecutionEnvironment;
import org.apache.flink.streaming.connectors.kafka.FlinkKafkaConsumer;

import java.util.Properties;

public class CKafkaConsumerDemo {

public static void main(String args|[]) throws Exception {

StreamExecutionEnvironment env = StreamExecutionEnvironment.getExecutionEnvironment();
Properties properties = new Properties();
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/1R NIEAZ L, BP 22 R B R EE, A SEBHF B TR N T TURIRIREN.,
properties.setProperty("bootstrap.servers", "IP:PORT");

//iHZEEHId,

properties.setProperty("group.id”, "testConsumerGroup");

DataStream<String> stream = env

.addSource(new FlinkKafkaConsumer<>("topicName", new SimpleStringSchema(), properties));
stream.print();

env.execute();

}

}

WS : BRmEmEX
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Logstashiz A\ CKafka

BIREHAYE: 2024-10-17 17:10:00

Logstash 2— M FFEIESHIETER | AJLIMSNRLNEETE. SRS avERAIEIRH TEREF AR AIE.

Logstash RiEMHE , HEBEAMIE LD , BHEEE |, SHFSMEHAFIEEIR. Logstash {EAKFERIH4EHNEIESEE , 5
Elasticsearch #1 Kibana Bt& , EHEWER RS EINEEEK,

Logstash T{F/RIE
Logstash ZHEAMIERILAS A=MER © inputs — filters — outputs,
1. inputs : FFEEERESRIR | 1903244, syslog. redis #0 beats LKA,

2. filters : {EBULIEEURE , £ Logstash FHIEHEFBETHRERT , ILURBRGENSHHTEN. —LENRNTIEEEIE : grok,
mutate, drop #0 clone &,

3. outputs : BEUREMBIEMIbTT , — M EHTLUEREIZ A outputs , HERSTAEXMNEHRIZER. Elasticsearch EEELHN
outputs,

[T Logstash STIFRABARED . ATLATE inputs #1 outputs imiEEIS.

Logstash £\ Kafka BY{LE
o TILISEAMERIE | BHERARE.
o fi##% . & Elasticsearch FERIIHERSR/NE_LHETIE.

AR

Logstash iSyEIBFERIR , NREBBELEF" server ELFIMHEMEE.

BIFTR
A

* TEHZLELogstash , 2% Download Logstash,

o TEFZLEEIDK 8, &% Download JDK 8,
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* 2RIz CKafka L,

HB1. 3KAN CKafka SCHHEN It

1. 25 [CKafka 245141

2. TSRS ERE (SFIFIR) |, Barstpiny'ID” , BENSCHIEA(SEIE.

3. EERHINERERIREN (EATT] &R |, aJERESEAIRgE L,

TER2. BlIEE Topic
1. ELHIEAEENE , IEENED [TopicBIE] WL,

2. xTopicBEEIAE , BE [FrE] | fIE—1 & Alogstash_testfd Topic,

3. A CKafka
inputs A

1. #1417 bin/logstash-plugin list , BEE&FINEHFEEEE logstash-input-kafka,

2. fEbin/BR MREECEXH input.conf, IEAMSIRERBIEAEIRERR | 1§ Kafka (EAEIERR.

input {

kafka {

bootstrap_servers => "xx.xx.xx.xx:xxxx" // ckafka SCEIEENMELE
group_id => "logstash_group" // ckafka groupid &FR

topics => ["logstash_test"] // ckafka topic BFR
consumer_threads => 3 // iHZ25F24 , —RS ckafka D XE—EL
auto_offset_reset => "earliest"

}

}

output {

stdout{codec=>rubydebug}

}

3. PUTA T &< BEN Logstash |, #HTIHEEZ,

Jlogstash -f input.conf

IREIERIT

WS : BRmEmEX
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BILABEIRIZ Topic RRUEHEHGHZR LR,

outputs EA

1. #1417 bin/logstash-plugin list , BEEEAXIFAEHFREESE logstash-output-kafka,

2. . bin/fREECEM 4 output.conf,  IAMSIRERAEAEIERIR | 1§ Kafka (FAEUERRIM.

input {
input {
stdin{}
}
}

output {

kafka {

bootstrap_servers => "xx.xx.xx.xx:xxxxx" // ckafka SCIHEEtIE
topic_id => "logstash_test" // ckafka topic B#R

}
}

3. PUTAI TS5 Logstash , @AIEEHY Topic RiEEA,

J/logstash -f output.conf

4. BsCKafkaiH#eE |, 1630 E—SRIEFEUE.

WS : BRmEmEX
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Schema Registry ## A\ CKafka

BIFEAYE: 2024-10-17 17:10:00

iHEBAF ( CKafka)

FTCEERESRY Avro API BREM TSNS RFFINSE |, R2(ER Twitter A Bijection 28ESLHL Avro RGNS RFFIML , PIFHTS
EEHERRNRR : £585% Kafka ISREEHRAN T Schema , NTISEUCRAIA/NEEN. EEFEERF  EZBUCRINATERRIE
A Schema , FrLAERSCHEE] Schema, CKafka LT #IEHE—1 Schema fY753% : & Schema BIRZEEAEI Confluent Schema
Registry , Kafka Producer #1 Kafka Consumer i&@diR5l Confluent Schema Registry f schema REHTFFIIHFIRFFI.

AR SR

e T#; Download JDK 8,
¢ & Confluent oss 4.1.1,

o SelEsEpll.

BIFLER
S TRENSCAE A\t H TR D eI = Topic

1. &5 CKafka =514,

2. EEMSHEERE [SEAFIR] | BESLAIRYID" , HALAIESMSERHE.

3. FELHINEAREERER [EATIR] &R |, ATRECTHIRAIEIE,

4. 7 [BshelE Topic] HRIFZEEaNENE Topic,

AR

j35 oss 8l schemas I , FTLASLHIFEZEFSEoNeIE T,

$E2. fEFEConfluentiE
1. {83 oss ECESM4HY server HlEE(ER, REEBWUT :

kafkastore.bootstrap.servers=PLAINTEXT://xxxx
kafkastore.topic=schemas
debug=true
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WiBA :
bootstrap.servers : AWML , FELHIFBERE BEASR] BERAOMEISSH],

2. PUTU T /350 Schema Registry,

bin/schema-registry-start etc/schema-registry/schema-registry.properties

BITERNT

B3, WERHER
WA schema X4 , EFRBUTF :

{

"type": "record",

"name": "User",

"fields": [

{"name": "id", "type": "int"},
{"name": "name", "type": "string"},
{"name": "age”, "type": "int"}

]
}

1. 7EAf schema ZIXIRL Topic (£ Topic B test) THHMAZEREE Schema Registry BRERIIMEAERA curl apSTARRIL. API
SCHERAS— N

curl -X POST -H "Content-Type: application/vnd.schemaregistry.vl+json" \

--data '{"schema": "(\"type\": \"record\", \"name\": \"User\", \"fields\": [{\"name\": \"id\", \"type\": \"int\"}, {\"name\": \"nam
e\", \"type\": \"string\"}, {\"name\": \"age\", \"type\": \"int\"}]}"}" \
http://imgcache.finance.cloud.tencent.com:80127.0.0.1:8081/subjects/test/versions

2. Kafka Producer &i%#0E :

package schemaTest;

import java.util.Properties;

import java.util.Random;

import org.apache.avro.Schema;

import org.apache.avro.generic.GenericData;

import org.apache.avro.generic.GenericRecord;

import org.apache.kafka.clients.producer.KafkaProducer;
import org.apache.kafka.clients.producer.Producer;
import org.apache.kafka.clients.producer.ProducerRecord;
public class SchemaProduce {

public static final String USER_SCHEMA = "{\"type\": \"record\", \"name\": \"User\", " +
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"\"fields\": [{\"name\": \"id\", \"type\": \"int\"}, " +

"\"name\": \"name\", \"type\": \"string\"}, {\"name\": \"age\", \"type\": \"int\"}}";
public static void main(String[] args) throws Exception {

Properties props = new Properties();

// FINCKafkaSCHIRgHEE N ithiE

props.put("bootstrap.servers”, "Xx.XX.XX.XX:XXXX");

props.put("key.serializer", "org.apache.kafka.common.serialization.StringSerializer");
// &8 Confluent SCIAY KafkaAvroSerializer

props.put("value.serializer", "io.confluent.kafka.serializers.KafkaAvroSerializer");

// %A schema BRS3AYBLE , F3T3REN schema

props.put("schema.registry.url”, "http://imgcache.finance.cloud.tencent.com:80127.0.0.1:8081");
Producer<String, GenericRecord> producer = new KafkaProducer<>(props);
Schema.Parser parser = new Schema.Parser();

Schema schema = parser.parse(USER_SCHEMA);

Random rand = new Random();

intid = 0;
while(id < 100) {
id++;

String name = "name” + id;

int age = rand.nextInt(40) + 1;

GenericRecord user = new GenericData.Record(schema);
user.put("id", id);

user.put("name”, name);

user.put("age”, age);

ProducerRecord <String, GenericRecord> record = new ProducerRecord <> ("test", user);
producer.send(record);

Thread.sleep(1000);

}

producer.close();

}

}

BT —ERAYESE , fECKafka I=HI6HY (topicEIE] WE , EEXMNA Topic , BE [EZ] > (HRER] , EENINIAXIGHER.

3. Kafka Consumer JHZEEUE :

package schemaTest;

import java.util.Collections;

import java.util.Properties;

import org.apache.avro.generic.GenericRecord;

import org.apache.kafka.clients.consumer.ConsumerRecord;
import org.apache.kafka.clients.consumer.ConsumerRecords;
import org.apache kafka.clients.consumer.KafkaConsumer;
public class SchemaProduce {

public static void main(String[] args) throws Exception {
Properties props = new Properties();
props.put("bootstrap.servers”, "xx.xx.xx.xx:xxxx"); //CKafkasLAIIE A\ Bk

props.put("group.id”, "schema");
props.put("key.deserializer", "org.apache kafka.common.serialization.StringDeserializer");
// {EEConfluentsLIfYKafkaAvroDeserializer

props.put("value.deserializer", "io.confluent.kafka.serializers.KafkaAvroDeserializer");

// @ MschemafRSSAIMBIE , FAT3kENschema
props.put("schema.registry.url”, "http://imgcache.finance.cloud.tencent.com:80127.0.0.1:8081");
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KafkaConsumer<String, GenericRecord> consumer = new KafkaConsumer< > (props);
consumer.subscribe(Collections.singletonList("test"));

try {

while (true) {

ConsumerRecords <String, GenericRecord> records = consumer.poll(10);

for (ConsumerRecord <String, GenericRecord> record : records) {
GenericRecord user = record.value();

System.out.printIn("value = [user.id = " + user.get("id") + ", " + "user.name ="
+ userget("name") + ", " + "userage = " + user.get("age") + "], "

+ "partition = " + record.offset());

}

}

} finally {

consumer.close();

}

}

}

+ record.partition() + ", " + "offset =

£ CKafka #=#l& B9 [Consumer Group] ITH , #6#E schemaiBEARTR , HEABFREA Topic BFR , B [EEFE]  EEHE

#I8.

[EEnEBEHITIHE , TE/HEEESEHE
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Ale, M A1 H
= W a)ET
ab
INEEGEDS
EiFEAdE: 2024-10-17 17:10:00
Cloud Kafka F*&B—hREFFIR Kafka ? ( 28180 CKafka BEFFHIR Kafka BB NRES ? )

2477 CKafka 3®Z Apache Kafka 1.1-2.8 REATFhRA | #EFAF-HEmt A RIFFHERA SDK,

42/ (TOPIC) ?
Topic 285 %72 Cloud Kafka SREHOEEFRBARYZES] , B Cloud Kafka 2 topic . BPEES LR topic AEAEHEE.

H485X (PARTITION ) ?

Partition 243 FRIHES: , B topic 2D B—PNEE partition, partition BJLARRKI & topic NEL , RHHIBEEEHEEA
A[E partition , F#ETHEZRIERN, BT Cloud Kafka SEHIEAIR partition , FILERE E | topic BIF{TEITEF] partition
MNEBRIELL.

Cloud Kafka 1 CMQ BHHAXEI ?

CMQ Rt ERANETE. SEESALEERER  RIEEE—XE. Cloud Katka BRETEXRESEUR , WA FEEEREIRIE
FI78 (WMEERESWSE ) . 15, Cloud Kafka F5£38A kafka UEZRBEF , JLMBEITERAA |, LD,

Kafka ZEFinEELAERSERE Cloud Kafka RS ?

Cloud Kafka BJLAF&Z Apache Kafka 1.1-2.8hgA , #&ALAEIT Katka ZRmEZEHEHL , FRIBREBEESFERS PE=SiEZE
iHE.

EBBA%I CKafka BBRSRE ZooKeeper ?
AT ZooKeeper , AH2MHE zk bk,

CKafka BESHFHEESE ?

L@ CKafka STHFFERY snappy 1 124 ROEBEEREE. BT Gzip FE4E3T CPU BSEFERS , BhdE. WidHe@iNErXimEa
[ERSEuH TR, BEEHETE : Producer RUECE S compression.type = snappy 8(& 1z4 , BRIA/IXE] none,

CKafka anfAfRilFsz et ?
CKafka BTN T2 EMRT 2

o THPIRE : LAIMKIHEEKFEROAMRE.

o MPRIZH : CKafka BRHMIAE LM T RIR IP B2 SRAVERWE] | STF SASL 1%,

o 2R IRHESHENZ LR, B DDoS WEHRS.

CKafka RERELHER ?

1. FFRAY Apache Kafka AMRIEAREER ; CKafka ST MM T 1E . =F&7HE CKafka BIRT MR 99.95%,

2. CKafka ZEFAJLUBITEF RS ACK |, REREAELMDELHER | BFHE TSR,
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3. TEEHAFRIENEFER , HREE,

4. CKafka ERREMAZSIERFTESEL. SHENAMEGELS | MEETEMERTT2EZ  Rinnf TIRESE ENE
BEX  EFFRETEAERNHEE  EMREERFIRIFESS | #EEER CMQ,

CKafkapt7=AmPREEHHL ?
FeERTASIR -

1. B MopicRZaILATFE24 M Partition , —N3EIAAYTopicRZElIE8 Partition , — 1 2EIAAITopicERZEliE12 Partition

2. consumer group ZRFEERNEIA 7 K
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EW=CEPS

BIFEAYE: 2024-10-17 17:10:00

SMMiEEN CKafka BlIZ4<% ?

2B Topic RHEENEIAS = BIAFELUE  (RIESUETSREM. 2580 CKaftka BEZEIEHEIZ Topic (9B | WK TEREIE
9 Topic , EMIRAN T BRI

1. BUEEHRAY Topic , EFERNDX | EENEIA ;
2. EFFHBEIFHRY Topic &, FERIEEIA Topic BEMKIHZE ;

3. BETEREMETRERE | (TN Topic HITIHE,
HEBAFIRTRE N it 47/ iH B SR AL ?
* 1E telnet 2EE (METE , BF Kafka FIEFEEHEEMEIMET ) .
o EIHTAI vip - port EEBECEIEH.
* 10E Topic ABRBREEHE | MIRFASHFELCEIERAY IP A REIE,

CKafka iH/SRERRIECE) 1min , 2B 1min FIAMIRIEFER ?

=i, HEMRAMXFAREEAEERX  E-HEREIEEREX. CKafka BIFREFESRISR/NRALLZ partition RBIRIXHS
R, BRI RR/NALGE | HRRRIERI—A MDA 2R, Q15RE10 partition , 1S HPRINRIRBILZEIL0GBHE |, HiA=
BYHR AR

CKafka BB T RBSUHTE ?
CKafka ERFFIERY Kafka B2—E—FAUNSIFIRE. ETLUBE A TS BRRHHS :

1. BEBRINSEILNEREEHE,
2. EHBERBEEORE | ERITERERR.

CKafka S{alH{TPRIA ?
HRIERSZAVREEM | CKafka TEEREN LB T RESE.

* BFMAERIRREZABIMIRNIEERER , SRERTR.

o EEFIRALERARS , CKafka RFER— TCP HHZAIBINATE , FEIRASEIBURTAFBIREBIREIFIAN. FEEEEHRIR
BEREMN , REBEENS | ENEAEHRAERENS &S50,

* EE#FIRKRLEMRAAT , CKafka 248/V@IR fetch.request.max.bytes BIX/ , E=HIHZERATRE.
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IR RRREEHEERESHEREAMA , FtFEERaRERRIREHREENER | MIEERRSMERRIRGE
%K g@?no

PRIAASAMARREIS B4 HEE ?
IRAASFHITHENNE , RREHEMRINEE,

WHETHIET CKafka BRERLER ?

1 ELppZEE  SNEREBEXNNRREERR. SRREESTAN'EE THE LR ERE FEERHANFEETE. XPEE
SETREFBEFNIEEREBURKERRINAE , BRI LUMRIEX EHSEFIMNZ LA ST L ET IR,

2. BFRYLETEESEEERENSAE IR (RENSRAE x BIFE) > WSTRINIEERERE , NREEDREIS KR,
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sz £ NS
FUE AT MU A

BIFEAYE: 2024-10-17 17:10:00

AL RETEn. RS ( CKafka ) FIIBEBIRNAFMIEENG CKafka ATSEMAIEER | FHRMEXI AR X,
EFiREUEESAEAME ?

HEEXRRE
BRI RREIHEG CKafka Bt , EUEFTREE IS EIENMESR | LRHHEBAS CKafka RISEZESE. ATREEMR :

* WMBHHEHEBEEITH , £F-&EEHE,
o WEEIWISTHEHIBRE] , GIANSCAIRLEHIIE/99000GB , EHESHEANIYT & , SSEEUEL EENRIEES! CKafka,

* RREFFHUEKIEEREBIMTASHIRS , FIAISLHIEEFHZAH100MB/s , ERINBEEFHEIRFERNET &, 255K
HIRENBEREB\T CKatka 18 , £F-ZEHBAERHIHIEN , SBEIELESNZHERBAF CKafka,

RRERITIE
* AFEMECERNENE  FERMENE.

o FXHEMER  ARELOINREF NN SEREE | JLUMEISAT. BEHESHN LRSI e R (SN
CKafka 38 (GSLBIEIFECAFBFHECAMEIE R LASRMTHECHER ) SiE BT IES0R R E R R R 2T,

* ATRABEMILEFmBERESR , BAILUEE buffermemory # batch.size ( LAFHASAL ) BERERKAIAN, FidERKFRHAH
8, MRATEMREREFEENT , PARTRFENESS , FERKRAIRES | (KSR, zRERETENE™
HREIER. HHERK/INE (HERAY CKafka YSiEhEFERMEIRER ) .

o FESEFTIR ACK 24 producer [ leader &IEEUERT , AILUEIY request.required.acks 2E{LAK min.insync.replicas iIREBEIERIE=1E
:ESEIR

° Hacks = 18F ( BRIME ) |, &7=E1E ISR F1y leader ERIINEIEIREAT AR X T—REUE. WR leader &1 , BTFEUETI LR
kERELLEHE follower , MSEKREIE.

e Hacks = OB , EF-EARFRKRE broker HARUAE F—FHER. XMER MUREHNERRS | (BUETFIEHRR(T.

e Hacks = -15# all BY , EF=EFEEF ISR FRIFFE follower FFHARKEIEEETRAE T —RER , URMES. BFERELE
WELE ACK , BREHBIESUBEAZE , a0 , 24 ISR hRA leader Bt (ISR IR RETFHLERLEMBLRL |, B/ RE—
leader) , HATSERRY acks = 198, FILABZERINEES min.insync.replicas 221 ( ttS#ALITEBERSI CKafka $=H& Topic
BB ESREEFTHITAE ) , mininsync.replicas F/~E ISR FE/NEIARRINEL , BUAMBRL , HBXE acks = -18:F all B4
o

N EENSHIE
WEHERHSE | LRBEFTERISTMERTE.

o FHid#lE : message.send.max.retries=3;retry.backoff.ms=10000;
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SEEAYRIE © request.required.acks=-1;min.insync.replicas=2;

°
I

at

SMEBEAYRIE : request.required.acks=0;

o TIEEME+1ERE ¢ request.required.acks=1;
S5 ( CKafka ) #uEESUMAILLE ?
HEEXRRE

* partition Y leader FERSTREIZAEL followers BIBMHATRIEH] , BIEIREH THHY leader (EREIER AFRFEREMHMEK.

o FFiR Kafka BEENFINREER |, UHREIER/EE PageCache Y , HIKSHIEELRT , broker HIKTmEE BESaEHE
At . PageCache LRUSURHTIRERICEHEHTIER.

* HENIESHEEERIEIEESL.
RRERITIE

e FHR Katka RZEIAR , EFSHEFETRIARMIESIEITEN | WINREZEAE |, BRHINZEIEZS broker RIIEEASEE
17 ERIAEIER A SEMESRE | ATLUEEBASY CKafka 38 Topic 2WEIA , AJECE3EIA,

* HEPBAF CKafka IREZEE T ESIEAISEL log.flush.interval.messages #1 log.flush.interval.ms , JIEIEFHITRIZ.
* HEBAFI CKafka YIREE M THRAANE | (RIES D HEIRIARH B A SR N EUERT T S,

BRENSYE
EREIRSHIRIATTLAIESE S leader : unclean.leader.election.enable=false // %]

iR IR EER AL ?
HEEXRE

o AREIDHZFEIBHIEIL commit T offset , ZITFEFHZREIER |, (B offset BERIFT , IHBBEL 7T —5EUE , EEHEDHEHEH
/& offset Z 8L EIEME.

o HEMEEFATIEEEEAA  MEHEREREARE , SEEEIRR NS HZEMRIT 2R,
fBRx
o AIEFLEZSE auto.commit.enable , &F true FFRREINER, BIVFFHEIIRS |, BEBITE commit offset,

o INIESHBZRENER  EREREEIERRENRE. NEXNENEEE offset IRKHEZITEHERE , HERESE , HLEHTHREREIIESE
ST EAMER .

BoEEEHEAR
EAMITENS Kpartitionfl{RES Roffsetift{THEE
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FIENMSRMRBANT -

Future<RecordMetadata> future = producer.send(new ProducerRecord < >(topic, messageKey, messageStr));
RecordMetadata recordMetadata = future.get();

log.info("partition: {}", recordMetadata.partition());

log.info("offset: {}", recordMetadata.offset());

SNEREETEFTENH partitionflloffset , MR RHRIRIXATHEERS HEERKERRT. WHTLIBEEERERN T EEEREXARA0HE
SEIRT. GNSRFTENAtipartitionfloffset , MFRFNEEIRBHMIRS MART , EFIHTEE.
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SDK3#4
Java SDK

VPCRIZZIZN

BITE AT a): 2024-10-17 17:10:00

BIEn=

ZfESLA Java B ABIESEERVPCRERNEEGI CKatka FHKLEHR.

AR

o 2221 8ajl FiRAS JDK
o L4ED SR EhRAS Maven

e TZ; Demo

BR{ELER

TB— . HERE

1. BT #EMIdemorfYjavakafkademo HEZEIinuxfRSSEE,

2. EfklinuxfRs328 |, #t\javakafkademoBR , HECEHEXSEL.
3. £ pom.xml HFINLA T KE,

<dependency>
<groupld>org.apache.kafka</groupld>
<artifactld >kafka-clients </artifactld >
<version>0.10.2.2</version>
</dependency>

4. 8IEEEERS CKafkaBL &34 kafka.properties,

## BEERANE |, EEHSREOF BRI TURIRAINEFIS .
bootstrap.servers=ckafka-XxXxxxXxxXxxxxxxx
## BcE Topic , TEEFIE Ltopic EENH S,

topic=XXX
## EZ&Consumer Group , EEJLAEENIRE
group.id=XXX

WIS : B emEX 6105 1 #333m
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28 15288
BN, fEEHarsehliFEim EASI] ERAINEFISH.

bootstrap.servers

topicETR , BRILMEEHIE L [topicEE] mESH.

topic
group.id FEILIBRENIRE | demoiz{THINERILAE [Consumer Group] WEERIZEES.

5. BIEECE SUA4INEFER: CKafkaConfigurerjava,

public class CKafkaConfigurer {
private static Properties properties;

public synchronized static Properties getCKafkaProperties() {
if (null != properties) {

return properties;

}

/3RENBEE X {4 kafka.propertiesfIN A,

Properties kafkaProperties = new Properties();

try {
kafkaProperties.load(CKafkaProducerDemo.class.getClassLoader().getResourceAsStream("kafka.properties"));
} catch (Exception e) {
System.out.printIn("getCKafkaProperties error");

}

properties = kafkaProperties;

return kafkaProperties;

}

}

BB . BEER

1. IREEFHEFER CKafkaProducerDemo java,

public class CKafkaProducerDemo {

public static void main(String argsl]) {
//hnEkkafka.properties,
Properties kafkaProperties = CKafkaConfigurer.getCKafkaProperties();

Properties properties = new Properties();
/MREENR , B GIREXI M TopicAHENR.
properties.put(ProducerConfig.BOOTSTRAP_SERVERS_CONFIG, kafkaProperties.getProperty("bootstrap.servers"));

//iBRBAFIKafkahHRAIFRZILA R, titdemo EFEAYZEStringSerializer,
properties.put(ProducerConfig.KEY_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");
properties.put(ProducerConfig.VALUE_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");
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/[TERAIERAKEFATIA,
properties.put(ProducerConfig.MAX_BLOCK_MS_CONFIG, 30 * 1000);
/REEFimREREIRIREL,

properties.put(ProducerConfig.RETRIES_CONFIG, 5);
/REEFimREEIRERE.
properties.put(ProducerConfig.RECONNECT_BACKOFF_MS_CONFIG, 3000);
//¥giE&EProducer3ds,

KafkaProducer<String, String> producer = new KafkaProducer<>(properties);

/MEBE—NEEFIKafkahRiHE.

iHEBAZ ( CKafka)

String topic = kafkaProperties.getProperty("topic"); //iHERTERNTopic , BERHESHBEZRE , HEEEXE,

String value = "this is ckafka msg value"; //iBERIAE.

try {

[/ EFRERFutureXIREILANNRIERE, (BiE5, HHEAELRK.,
List<Future<RecordMetadata> > futurelList = new ArrayList<>(128);

for (inti=0;i<10;i++) {

[/REER , FRE— M FutureXdsR,

ProducerRecord <String, String> kafkaMsg = new ProducerRecord < >(topic,
value + ": " +i);

Future<RecordMetadata> metadataFuture = producer.send(kafkaMsg);

futurelList.add(metadataFuture);

}

producer.flush();

for (Future<RecordMetadata> future : futureList) {
//EHFREFutured ISR,

RecordMetadata recordMetadata = future.get();
System.out.printIn("produce send ok: " + recordMetadata.toString());
}

} catch (Exception e) {

//BRIRAEEIRZ G | FARIERY , WSERXIIHEEIR.
System.out.printIn("error occurred");

}

}

}

N~

2. F@iFFiE1T CKafkaProducerDemo.java KX EE.

Produce ok:ckafka-topic-demo-0@198
Produce ok:ckafka-topic-demo-0@199

4. 7 CKafka Z=HI1EH9 [topicEIR] THE , EEXIM topic , R [E£] > [(BEEEA] , EERRILXIES.

TE=  HEEHR
1. 8 Consumer IJFHERER CKafkaConsumerDemo java,

public class CKafkaConsumerDemo {
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public static void main(String argsl]) {
//hn&kkafka.properties,
Properties kafkaProperties = CKafkaConfigurer.getCKafkaProperties();

Properties props = new Properties();

/RBENR | BRI QIREI M TopicAHEN .
props.put(ProducerConfig.BOOTSTRAP_SERVERS_CONFIG, kafkaProperties.getProperty("bootstrap.servers"));
//FEIRPollZ [BRSER A FeEFIERR.

/BBEEBTZESEREOH , BSimAMEERELGTIEFFEERES | RSmEEZEE M Consumer GroupiBiRFHit/ARebalance ,
2XIA30s,

props.put(ConsumerConfig.SESSION_TIMEOUT_MS_CONFIG, 30000);

/IR PollRERREE.

/EFRREFREBISAK | SNRPolKZEE | MAREE NXPollZRATiEZET | Nafth—RTaEtgE , PR,
props.put(ConsumerConfig. MAX_POLL_RECORDS_CONFIG, 30);

/[BERIRFIMETTR.

props.put(ConsumerConfig.KEY_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");
props.put(ConsumerConfig.VALUE_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");

//BTFE—MERSEELS , 2REiHEER.

props.put(ConsumerConfig. GROUP_ID_CONFIG, kafkaProperties.getProperty("group.id"));
[HFEHERISR | BEPER—NEZRSEA,

KafkaConsumer<String, String> consumer = new KafkaConsumer<>(props);

//ZBBFERITENTopic , ATLUTRZA,

//ANERGROUP_ID_CONFIGE—#¥ , MITREATopictB iR Bk —HF.

List<String> subscribedTopics = new ArrayList<>();

/IAIRFEIT SN Topic , MIEXERINHERIA].

/18 TopicR B HI At ToIE.

String topicStr = kafkaProperties.getProperty("topic");

String[] topics = topicStr.split(",");

for (String topic : topics) {

subscribedTopics.add(topic.trim());

}

consumer.subscribe(subscribedTopics);

//TBREFEES.

while (true) {

try {

ConsumerRecords<String, String> records = consumer.poll(1000);

//WIRAE TR Poll Z B BB SSIX Le g, BT R AMEBIZ SESSION_TIMEOUT_MS_CONFIG,
/BN BN REERER | AERSREER.

for (ConsumerRecord <String, String> record : records) {

System.out.printin(

String.format("Consume partition:%d offset:%d", record.partition(), record.offset()));
}

} catch (Exception e) {

System.out.printIn("consumer error!");

}

}
}
}

2. wiFFiE{TCKafkaConsumerDemo.java JHERHE.
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Consume partition:0 offset:298
Consume partition:0 offset:299

4. f£CKafka f=HI&H9 [Consumer Group] TH , IEFEXNATHEESRTR , EERESEA topic B8R, [/ [EFFR]  BEEE
5.
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Go SDK
01 VPC MZRIEN

RITEFHHYE): 2024-10-17 17:10:00

BIFE=R

ZIESSIA Go BEFInAHESEERVPCREZNBERRS CKafka HIAES.

AR

* T4 Go

e T demo

BIESER
$B—  HEEE:
1. B TEHMdemofigokatkademo L{EZElinuxfgs52s.

2. BHlinuxZR% , i AgokafkademoBR , HUTLA TSR IIKERE,

go get -v gopkg.in/confluentinc/confluent-kafka-go.v1l/kafka

3. & BEE Y kafka.json,

{
"topic"™: [
"test"

1,
"bootstrapServers": |
"xxx-.ap-changsha-ec.ckafka.tencentcloudmg.com:6000"

Ik
"consumerGroupld": "yourConsumerId"
28 ik
TopicETR , EalLAEEHIG £ [topicEE] TMEmEH.

lelimg
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28 %

BN, i arIsehiFEmm (EAS] ERAMNEFISH.

bootstrapServers Lrjimg
consumerGroupld I LABENIRE | demoiz{TRMIERILAE [Consumer Group] MEEZIZEZES.
FB_ . BEHR
1. WEEFHERER.
package main
import (
"fmt"
"gokafkademo/config”
Illogll
"strings”
"github.com/confluentinc/confluent-kafka-go/kafka"
)

func main() {

cfg, err := config.ParseConfig("../../config/kafka.json")

if err 1= nil {

log.Fatal(err)

}

p, err := kafka.NewProducer(&kafka.ConfigMap{

/] BEEAR , BB SRS N TopicAHEA R,
"bootstrap.servers": strings.Join(cfg.Servers, ","),

/] BRARREER , BAMENL, AFREESHIVSERHTIRE

"acks": 1,
[/ BREEERMELIRE , BEZEREAKRTO , KNELHEARERIEEEARESK
"retries": 0,

/] REBFRKIYETEI TR EIX B R Z BRI 8]
"retry.backoff.ms": 100,

// producer RLEIERASERRTHI A,
"socket.timeout.ms": 6000,

// REEFinREEILERR.

"reconnect.backoff.max.ms": 3000,

D
if err = nil {
log.Fatal(err)
}

defer p.Close()

/] FFERTEE (BB EIR SRR

go func() {

for e := range p.Events() {

switch ev := e.(type) {

case *kafka.Message:

if ev.TopicPartition.Error != nil {
fmt.Printf("Delivery failed: %v\n", ev.TopicPartition)
} else {

fmt.Printf("Delivered message to %v\n", ev.TopicPartition)
}

}
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}
10
/| RERIEHERE

topic := cfg.Topic[0]

for _, word := range [Jstring{"Confluent-Kafka", "Golang Client Message"} {

_ = p.Produce(&kafka.Message{

TopicPartition: kafka.TopicPartition{Topic: &topic, Partition: kafka.PartitionAny},
Value: []byte(word),

} nil)

}

/] EFERES

p.Flush(10 * 1000)

2. RFHBITERREHER.

go run main.go

3. BRETER | THIAT.

Delivered message to test[0]@628
Delivered message to test[0]@629

4. 7£ CKafka =HIEHY [topicEIE] TUAE , EEXNMA Topic , Mt [E£] > [BEEA]  EENNIAXNER.

SR=  HEHE
1 REHEHSER. .

package main

import (

"fmt"
"gokafkademo/config"
"log"

"strings”

"github.com/confluentinc/confluent-kafka-go/kafka"

)
func main() {

cfg, err := config.ParseConfig("../../config/kafka.json")
if err = nil {

log.Fatal(err)

}

¢, err := kafka.NewConsumer(&kafka.ConfigMap{
[/ REENR , BRI SIREI N TopicAHEAR.
"bootstrap.servers": strings.Join(cfg.Servers, ","),
// RERHEIHZEE

"group.id": cfg.ConsumerGroupld,
"auto.offset.reset": "earliest",
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// 55F3 Kafka iBZ2 ENHIRT , iBZEEBAEN A, = Broker fTEIZATEINIRBWEIBZEEZERVOBRT , IANZIBZREHPFRELY , Broker
// KiCEFT Rebalance 1372, HENZERIEE W ME Broker EZEgroup.min.session.timeout.ms=6000F1group.max.session.tim
eout.ms=300000 &)

"session.timeout.ms": 10000,

D
if err = nil {
log.Fatal(err)
}

// TIRE topic FIFE
err = c.SubscribeTopics(cfg.Topic, nil)

if err = nil {
log.Fatal(err)
}

for {

msg, err := c.ReadMessage(-1)

if err == nil {

fmt.Printf("Message on %s: %s\n", msg.TopicPartition, string(msg.Value))
} else {

/] ERinEEMERIRERERY error

fmt.Printf("Consumer error: %v (%v)\n", err, msg)

}

}

c.Close()

}

2. wWFHEITIERHEEREE.

go run main.go

3. BEIETER AT,

Message on test[0]@628: Confluent-Kafka
Message on test[0]@629: Golang Client Message

4. 7ECKafka =#IEG#Y [Consumer Group] TNH , IR NAGHBRARTR , FERBTREAtopicEiR , mE (EfFE] A EEHEF
5.
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O BASTCE MBI ( CKafka )

Python SDK
01 VPC RJ4&IEN

RITEHHYE): 2024-10-17 17:10:00

BIFE=R

ZfESLA Python B/ SEMERVPCRLZENEREBAGI CKafka FHBURES.

AR

L] 1=
HBAECR
B TERIdemorAYpythonkafkademo HEZEIinuxiRSES 28 , EhklinuxiRSSEE , #H A\ pythonkafkademoB R,

B : 7NN Python ki
HUTIA TR :

pip install kafka-python

FE—  £F5ER
1. e A= E B producer py R ES L,

#coding:utf8
from kafka import KafkaProducer

producer = KafkaProducer(

bootstrap_servers = ['$domainName:$port’],
api_version = (0,10,0)

)

message = "Hello World! Hello Ckafka!"

msg = json.dumps(message).encode()
producer.send('topic_name',value = msg)
print("produce message " + message + " success.");
producer.close()
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24 35

BARSE , EEarsepliFEEm EAS] ERAINEFTISH.

bootstrap_servers

lslimg
topic_name TopicBHR , EATLIFESHIA L [topicEHE ] TAESH. leimg

2. fRiFFiEfTproducer.py.

4. 7z CKafka f=HIERY [topicEIE] TTE , EFEMMNA) Topic , Rdr [BZ] > [[ERER] , EERNRILEIHES.

TE=  HHEEHR
1. (EBCEE BB REFconsumer.pyHECESE],

#coding:utf8
from kafka import KafkaConsumer

consumer = KafkaConsumer(

‘$topic_name’,

group_id = "$group_id",

bootstrap_servers = ['$domainName:$port’],
api_version = (0,10,0)

)

for message in consumer:
print ("Topic:[%s] Partition:[%d] Offset:[%d] Value:[%s]" % (message.topic, message.partition, message.offset, message.valu

e))

28 R

bootstrap_servers BARE | ERHIANSSAREETE (EASR] BIRENKSISH. lrimg
group_id HZRENIAE ID |, IRIBUSHERBEN

topic_name Topic&FR , BaETILIEREHIE L [topicETE) TESH. w.img
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4. 7t CKafka #=HI5H9 [Consumer Group] TRHE , IEFEXNATHEERARTR , TERBTRAA topic BIR , _E [EifFE]  E5H%

5.
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C++ SDK
01 VPC RZ&#EN

RITEFHHYE): 2024-10-17 17:10:00

37—

ZIESIA C++ BRIRABRESEERVPCRZENBEBAY CKatka FUCLIER.

ARSI

* T4 GCC

e T demo

BIESER
PBE— : 4 C/C++ {KIEE
1. B THEMdemohficppkaftkademo EEZElinuxfiRSSES |

2. EbRlinuxfRS3E8 |, &3 librdkafka,

SB_  RLHER
1. €l## producer.c 314,

/*

* librdkafka - Apache Kafka C library

*

* Copyright (c) 2017, Magnus Edenhill

* All rights reserved.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions are met:

* 1. Redistributions of source code must retain the above copyright notice,

* this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright notice,

* this list of conditions and the following disclaimer in the documentation

* and/or other materials provided with the distribution.

*

* THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
* AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE
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* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR

* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF

* SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS

* INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
* CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
* POSSIBILITY OF SUCH DAMAGE.

*/

/**

* Simple Apache Kafka producer

* using the Kafka driver from librdkafka

* (http://imgcache.finance.cloud.tencent.com:80github.com/edenhill/librdkafka)

*/

#include <stdio.h>
#include <signal.h>
#include <string.h>

#include <librdkafka/rdkafka.h>

static volatile sig_atomic_t run = 1;

/**
* @brief Signal termination of program
*
/
static void stop (int sig) {
run = 0;
fclose(stdin); /* abort fgets() */
}

/**

* @brief Message delivery report callback.

*

* This callback is called exactly once per message, indicating if
* the message was succesfully delivered

* (rkmessage->err == RD_KAFKA_RESP_ERR_NO_ERROR) or permanently
* failed delivery (rkmessage->err != RD_KAFKA_RESP_ERR_NO_ERROR).
*

* The callback is triggered from rd_kafka_poll() and executes on
* the application's thread.

*/

static void dr_msg_cb (rd_kafka_t *rk,

const rd_kafka_message_t *rkmessage, void *opaque) {

if (rkmessage->err)

fprintf(stderr, "%% Message delivery failed: %s\n",
rd_kafka_err2str(rkmessage->err));

else

fprintf(stderr,

"%% Message delivered (%zd bytes, "

"partition %"PRId32")\n",

rkmessage->len, rkmessage->partition);

/* The rkmessage is destroyed automatically by librdkafka */
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int main (int argc, char **argv) {

rd_kafka_t *rk; /* Producer instance handle */
rd_kafka_conf_t *conf; /* Temporary configuration object */
char errstr[512]; /* librdkafka API error reporting buffer */
char buf[512]; /* Message value temporary buffer */

const char *brokers; /* Argument: broker list */

const char *topic; /* Argument: topic to produce to */
const char *user; /* Argument: sasl username */

const char *passwd; /* Argument: sasl password */

/*

* Argument validation

*/

if (argc < 3) {

fprintf(stderr, "%% Usage: %s <broker> <topic> <username> <password> \n Optional:username password\n", argv[0]);
return 1;

}

brokers = argv[1];
topic = argv[2];

if(argc == 5) {
user = argv[3];
passwd = argv[4];
}

/*

* Create Kafka client configuration place-holder
*/

conf = rd_kafka_conf_new();

/* Set bootstrap broker(s) as a comma-separated list of

* host or host:port (default port 9092).

* librdkafka will use the bootstrap brokers to acquire the full
* set of brokers from the cluster. */

if (rd_kafka_conf_set(conf, "bootstrap.servers", brokers,
errstr, sizeof(errstr)) '= RD_KAFKA_CONF_OK) {
fprintf(stderr, "%s\n", errstr);

return 1;

}

/* Set sasl config*/

if( user && passwd ) {

if(rd_kafka_conf_set(conf,"security.protocol”,"sasl_plaintext",errstr,sizeof(errstr)) !=RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

if(rd_kafka_conf_set(conf, "sasl.mechanisms", "PLAIN", errstr, sizeof(errstr)) = RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}
if(rd_kafka_conf_set(conf, "sasl.username",usererrstr,sizeof(errstr)) |=RD_KAFKA_CONF_OK) {
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fprintf(stderr,"%s\n" errstr);
return 1;

}

if(rd_kafka_conf_set(conf,"sasl.password",passwd,errstr,sizeof(errstr)) |=RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

}
/* Tencent Cloud recommended configuration parameters
* http://imgcache.finance.cloud.tencent.com:80cloud.tencent.com/document/product/597/30203
*
/
//if(rd_kafka_conf_set(conf,"debug","none" errstr,sizeof(errstr))!= RD_KAFKA_CONF_OK) { // = & FINESEEEEHHEARd
ebug.
//fprintf(stderr,"%s\n" errstr);
//return 1;
/1}

if(rd_kafka_conf_set(conf,"acks","1" errstr,sizeof(errstr)) '= RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

if(rd_kafka_conf_set(conf,"request.timeout.ms","30000" errstr,sizeof(errstr)) != RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

if(rd_kafka_conf_set(conf,"retries","3" errstr,sizeof(errstr)) = RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

if(rd_kafka_conf_set(conf,"retry.backoff.ms","1000" errstr,sizeof(errstr)) != RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);
return 1;

}

/* Set the delivery report callback.

* This callback will be called once per message to inform
* the application if delivery succeeded or failed.

* See dr_msg_cb() above.

* The callback is only triggered from rd_kafka_poll() and
* rd_kafka_flush(). */

rd_kafka_conf_set_dr_msg_cb(conf, dr_msg_cb);

/*

* Create producer instance.

* NOTE: rd_kafka_new() takes ownership of the conf object
* and the application must not reference it again after

* this call.

*/

rk = rd_kafka_new(RD_KAFKA_PRODUCER, conf, errstr, sizeof(errstr));
if (rk) {

fprintf(stderr,

"%% Failed to create new producer: %s\n", errstr);

return 1;
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}

/* Signal handler for clean shutdown */
signal(SIGINT, stop);

fprintf(stderr,

"%% Type some text and hit enter to produce message\n"

"%% Or just hit enter to only serve delivery reports\n"
"%% Press Ctrl-C or Ctrl-D to exit\n");

while (run && fgets(buf, sizeof(buf), stdin)) {
size_t len = strlen(buf);
rd_kafka_resp_err_t err;

if (buf[len-1] == "\n") /* Remove newline */
buf[--len] = "\0";

if len == 0) {

/* Empty line: only serve delivery reports */
rd_kafka_poll(rk, 0/*non-blocking */);
continue;

}

/*

* Send/Produce message.

* This is an asynchronous call, on success it will only

* enqueue the message on the internal producer queue.
* The actual delivery attempts to the broker are handled
* by background threads.

* The previously registered delivery report callback

* (dr_msg_cb) is used to signal back to the application
* when the message has been delivered (or failed).

*/

retry:

err = rd_kafka_producev(

/* Producer handle */

rk,

/* Topic name */

RD_KAFKA_V_TOPIC(topic),

/* Make a copy of the payload. */
RD_KAFKA_V_MSGFLAGS(RD_KAFKA_MSG_F_COPY),
/* Message value and length */
RD_KAFKA_V_VALUE(buf, len),

/* Per-Message opaque, provided in

* delivery report callback as

* msg_opaque. */

RD_KAFKA_V_OPAQUE(NULL),

/* End sentinel */

RD_KAFKA_V_END);

if (err) {

/*

* Failed to *enqueue* message for producing.
*/

fprintf(stderr,

"%% Failed to produce to topic %s: %s\n",
topic, rd_kafka_err2str(err));
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if (err == RD_KAFKA_RESP_ERR__QUEUE_FULL) {
/* If the internal queue is full, wait for

* messages to be delivered and then retry.

* The internal queue represents both

* messages to be sent and messages that have

* been sent or failed, awaiting their

* delivery report callback to be called.

* The internal queue is limited by the

* configuration property

* queue.buffering.max.messages */
rd_kafka_poll(rk, 1000/*block for max 1000ms*/);
goto retry,;

}

} else {

fprintf(stderr, "%% Enqueued message (%zd bytes) "
"for topic %s\n",

len, topic);

}

/* A producer application should continually serve

* the delivery report queue by calling rd_kafka_poll()

* at frequent intervals.

* Either put the poll call in your main loop, orin a

* dedicated thread, or call it after every

* rd_kafka_produce() call.

* Just make sure that rd_kafka_poll() is still called

* during periods where you are not producing any messages
* to make sure previously produced messages have their
* delivery report callback served (and any other callbacks
* you register). */

rd_kafka_poll(rk, 0/*non-blocking*/);

}

/* Wait for final messages to be delivered or fail.

* rd_kafka_flush() is an abstraction over rd_kafka_poll() which
* waits for all messages to be delivered. */

fprintf(stderr, "%% Flushing final messages..\n");
rd_kafka_flush(rk, 10*1000 /* wait for max 10 seconds */);

/* If the output queue is still not empty there is an issue
* with producing messages to the clusters. */

if (rd_kafka_outq_len(rk) > 0)

fprintf(stderr, "%% %d message(s) were not delivered\n",
rd_kafka_outq_len(rk));

/* Destroy the producer instance */
rd_kafka_destroy(rk);

return O;

}

2. PUTLA TS 4miE producer.c,
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gcc -Irdkafka ./producer.c -o producer

3. T e RIEER.

./produce <broker> <topic>

2% 1743
BARSE , EEflarsefliFsim (BEAS] ERAINEFIISH.

broker Lrjimg
img
TopicETR , EalLATEEHIG £ [topicETE] TREEH.
topic lrlimg
img
EITERAT

4. 7£ CKafka =& [topic BIE] TUH , EEXWMNAY Topic , M [E£] > [BEEA]  EENINIAXNER.

TE= . HEER
1. Bl consumer.c 314,

/*

* librdkafka - Apache Kafka C library

* Copyright (c) 2019, Magnus Edenbhill

* All rights reserved.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions are met:

*

* 1. Redistributions of source code must retain the above copyright notice,

* this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright notice,

* this list of conditions and the following disclaimer in the documentation

* and/or other materials provided with the distribution.

*

* THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
* AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
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* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE

* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR

* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF

* SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS

* INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN

* CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE

* POSSIBILITY OF SUCH DAMAGE.

*/

/**

* Simple high-level balanced Apache Kafka consumer

* using the Kafka driver from librdkafka

* (http://imgcache.finance.cloud.tencent.com:80github.com/edenhill/librdkafka)
*/

#include <stdio.h>
#include <signal.h>
#include <string.h>
#include <ctype.h>

#include <librdkafka/rdkafka.h>

static volatile sig_atomic_t run = 1;

/**

* @brief Signal termination of program
*/

static void stop (int sig) {

run = 0;

}

/**

* @returns 1 if all bytes are printable, else 0.

*/

static int is_printable (const char *buf, size_t size) {
size_ti;

for(i=0;i< size;i++)
if (lisprint((int)buf[i]))
return O;

return 1;

}

int main (int argc, char **argv) {

rd_kafka_t *rk; /* Consumer instance handle */
rd_kafka_conf_t *conf; /* Temporary configuration object */
rd_kafka_resp_err_t err; /* librdkafka API error code */

char errstr[512]; /* librdkafka API error reporting buffer */
const char *brokers; /* Argument: broker list */

WS : BRmEmEX %124 Tn #333m|

\|



O BASTCE MBI ( CKafka )

const char *groupid; /* Argument: Consumer group id */

char **topics; /* Argument: list of topics to subscribe to */

int topic_cnt; /* Number of topics to subscribe to */
rd_kafka_topic_partition_list_t *subscription; /* Subscribed topics */
inti;

/*

* Argument validation

*/

if (argc < 4) {

fprintf(stderr,

"%% Usage: "

"%s <broker> <group.id> <topicl> <topic2>.\n",
argv[0]);

return 1;

}

brokers = argv[1];
groupid = argv[2];
topics = &argv[3];
topic_cnt = argc - 3;

/*

* Create Kafka client configuration place-holder
*/

conf = rd_kafka_conf_new();

/* Set bootstrap broker(s) as a comma-separated list of

* host or host:port (default port 9092).

* librdkafka will use the bootstrap brokers to acquire the full
* set of brokers from the cluster. */

if (rd_kafka_conf_set(conf, "bootstrap.servers”, brokers,
errstr, sizeof(errstr)) = RD_KAFKA_CONF_OK) {
fprintf(stderr, "%s\n", errstr);

rd_kafka_conf_destroy(conf);

return 1;

}

/* Set the consumer group id.

* All consumers sharing the same group id will join the same

* group, and the subscribed topic' partitions will be assigned

* according to the partition.assignment.strategy

* (consumer config property) to the consumers in the group. */
if (rd_kafka_conf_set(conf, "group.id", groupid,

errstr, sizeof(errstr)) = RD_KAFKA_CONF_OK) {

fprintf(stderr, "%s\n", errstr);

rd_kafka_conf_destroy(conf);

return 1;

}

/* If there is no previously committed offset for a partition

* the auto.offset.reset strategy will be used to decide where

* in the partition to start fetching messages.

* By setting this to earliest the consumer will read all messages
* in the partition if there was no previously committed offset. */

if (rd_kafka_conf_set(conf, "auto.offset.reset", "earliest",
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errstr, sizeof(errstr)) '= RD_KAFKA_CONF_OK) {

fprintf(stderr, "%s\n", errstr);

rd_kafka_conf_destroy(conf);

return 1;

}

/* Tencent Cloud recommended configuration parameters

* http://imgcache.finance.cloud.tencent.com:80cloud.tencent.com/document/product/597/30203
*/

if(rd_kafka_conf_set(conf,"debug","all" errstr,sizeof(errstr))!= RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

if(rd_kafka_conf_set(conf,"session.timeout.ms","10000" errstr,sizeof(errstr)) = RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

if(rd_kafka_conf_set(conf,"heartbeat.interval.ms","3000" errstr,sizeof(errstr)) |= RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

/*

* Create consumer instance.

* NOTE: rd_kafka_new() takes ownership of the conf object
* and the application must not reference it again after

* this call.

*/

rk = rd_kafka_new(RD_KAFKA_CONSUMER, conf, errstr, sizeof(errstr));
if (rk) {

fprintf(stderr,

"%% Failed to create new consumer: %s\n", errstr);

return 1;

}

conf = NULL; /* Configuration object is now owned, and freed,
* by the rd_kafka_t instance. */

/* Redirect all messages from per-partition queues to

* the main queue so that messages can be consumed with one
* call from all assigned partitions.

*

* The alternative is to poll the main queue (for events)

* and each partition queue separately, which requires setting

* up a rebalance callback and keeping track of the assignment:
* but that is more complex and typically not recommended. */
rd_kafka_poll_set_consumer(rk);

/* Convert the list of topics to a format suitable for librdkafka */
subscription = rd_kafka_topic_partition_list_new(topic_cnt);

for (i=0;i < topic_cnt; i++)
rd_kafka_topic_partition_list_add(subscription,

topicsli],

/* the partition is ignored
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* by subscribe() */
RD_KAFKA_PARTITION_UA);

/* Subscribe to the list of topics */

err = rd_kafka_subscribe(rk, subscription);

if (err) {

fprintf(stderr,

"%% Failed to subscribe to %d topics: %s\n",
subscription->cnt, rd_kafka_err2str(err));
rd_kafka_topic_partition_list_destroy(subscription);
rd_kafka_destroy(rk);

return 1;

}

fprintf(stderr,

"%% Subscribed to %d topic(s), "

"waiting for rebalance and messages...\n",
subscription->cnt);

rd_kafka_topic_partition_list_destroy(subscription);

/* Signal handler for clean shutdown */
signal(SIGINT, stop);

/* Subscribing to topics will trigger a group rebalance

* which may take some time to finish, but there is no need

* for the application to handle this idle period in a special way
* since a rebalance may happen at any time.

* Start polling for messages. */

while (run) {
rd_kafka_message_t *rkm;

rkm = rd_kafka_consumer_poll(rk, 100);

if (‘'rkm)

continue; /* Timeout: no message within 100ms,
* try again. This short timeout allows

* checking for ‘run’ at frequent intervals.

*/

/* consumer_poll() will return either a proper message
* or a consumer error (rkm->err is set). */

if (rkm->err) {

/* Consumer errors are generally to be considered
* informational as the consumer will automatically
* try to recover from all types of errors. */
fprintf(stderr,

"%% Consumer error: %s\n",
rd_kafka_message_errstr(rkm));
rd_kafka_message_destroy(rkm);

continue;

}

/* Proper message. */
printf("Message on %s [%"PRId32"] at offset %"PRId64":\n",
rd_kafka_topic_name(rkm->rkt), rkm->partition,
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rkm->offset);

/* Print the message key. */

if (rkm->key &8& is_printable(rkm->key, rkm->key_len))
printf(" Key: %.*s\n",

(int)rkm->key_len, (const char *)rkm->key);

else if (rkm->key)

printf(" Key: (%d bytes)\n", (int)rkm->key_len);

/* Print the message value/payload. */

if (rkm->payload &8& is_printable(rkm->payload, rkm->len))
printf(" Value: %.*s\n",

(int)rkm->len, (const char *)rkm->payload);

else if (rkm->payload)

printf(" Value: (%d bytes)\n", (int)rkm->len);

rd_kafka_message_destroy(rkm);

}

/* Close the consumer: commit final offsets and leave the group. */
fprintf(stderr, "%% Closing consumer\n");
rd_kafka_consumer_close(rk);

/* Destroy the consumer */
rd_kafka_destroy(rk);

return O;

}

2. PUTLA T @S 4RiE consumer.c,

gcc -Irdkafka ./consumer.c -o consumer

3. T e RIEER.

.Jconsumer <broker> <group.id> <topicl> <topic2>..

2% 1753
BANZE , fEEHaasehiFmmm (BASI] ERAMNEFISH.

broker limg
img
group.id HBDBER , BRLUBENIRE , demoizfTAINEALAE [Consumer Group] TWEIEZIZIEEE.

TopicBfR , BRI LAEIEFIE £ [topicEE] TTmEH.

topicl topic2.. limg

img
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BITERITE ¢

4. 7£ CKafka #z=#l& [Consumer Group] TUM , IEFXNNAVEESRA , EFEBFEAN Topic 2R, BE [EEFE] EEEHETS.
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PHP SDK
01 VPCRIZ&IEN

RITEHHYE): 2024-10-17 17:10:00

BIEn=

ZfES LA PHP ERImABFESEERVPCREZNEEBT!I CKaftka FKIRIHR.

AR

* 4 librdkafka

o 2% PHP 5.6 BRLA_ERRA

BIFLE

F$8B— : =0 Rdkafka @
1. 7£ rdkafka B TAHE BEEHHHY rdkafka php ¥ BEIHRAE.

WilA :
FERRARIERT PHP MRAEKRAR , XBRIA 4.1.2 97541,

2. BRlinuxfRs3es , L% rdkaftka ¥ E.

iHEBAF ( CKafka)

wget --no-check-certificate http://imgcache.finance.cloud.tencent.com:80pecl.php.net/get/rdkafka-4.1.2.tgz

pear install rdkafka-4.1.2.tgz

# LEMINSIRTR "install ok" #1 "You should add "extension=rdkafka.so" to php.ini"

# NRLERY | BIRERTRR
# LEERYINFETE php.ini ;70 extension=rdkafka.so

# 14T php --ini J§ , Loaded Configuration File: 7RAYFLE php.ini FIERIE

echo 'extension=rdkafka.so' >> /etc/php.ini

B EREE

1. B THEMdemohfIphpkafkademo EfEZElinuxfiRSS 88,

2. BFRlinuxfRs538 , A\ phpkafkademoB S , 1&8 CKafkaSetting.phpEt&E3{4,

WRFRE - BRmERMEX

%130 ™
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<?php

return [

'bootstrap_servers' => 'bootstrap_serversl:port,bootstrap_servers2:port’,
'topic_name' => 'topic_name’,

'group_id' => 'php-demo’,

5

24 fik
bootstrap_servers AR , FERHIGHISSHRHERE RN EHRIONEFISH. leimg

TopicE#R , BRI LAEESIG £ [topicEE] TWEEH.

topic_name

leaimg
group_id BEENE I, BILIEENIEE , demolzfTHINEALE [Consumer Group) TNHEEIZEES.
$B= . RiXER

1. WEATFSEERER Producer.php,

<?php
$setting = require _ DIR__. '/CKafkaSetting.php’;

$conf = new RdKafka\Conf();

[/ EENARS | EEdEH S RERI M AYARSS ik,

$conf->set('bootstrap.servers', $setting['bootstrap_servers']);

// Kafka producer #9 ack 5 3 #l# , 2 BI5BAAIT :

// -1 8 all : Broker 7£ leader INEIEHRFHREISLAFTE ISR b follower [5 , ARIELS Producer 415 T—5% (i) EE.
// EMRERETESNEETEYE  REE N ERSHNEINFERASEEHEER. IR | XMEERERRFIBINEIAESA
ZEWEAIRE]

// AILAER S Topic HBIEE min.insync.replicas {#F,

// 0 : £F=ERERFRE broker BESERAIIA , BELRXT—5 (#) IBR. XMEREL MRS , BHETEERK
// ( BIRSEHIEITTTaE B HURESL |, WR leader BFHER producer A%&01E , U broker NARZEE )

//1: &F=ETE leader ERIHKEINEIEFSEMIAEEAET—5% (it ) BE. XMEEREEFFHSET Sz BaotiE
// (9nRleaderEFEREEKEH , NEEATEEESK )

// BRFASRERER , BWAMENL. BARRESCHISERIFTRE

$conf->set(‘acks', '1");

/] EREEBRNEIIURE , BEZERENATO , KNEXRAEERIEEEARESLK

$conf->set('retries’, '0");

/] BIEREREMATEI F—RER G Z BAIRTE]

$conf->set('retry.backoff.ms’, 100);

// producer REEIERAVERIAIE],

$conf->set('socket.timeout.ms', 6000);

$conf->set('reconnect.backoff.max.ms', 3000);

// R AEEERIEE

$conf->setDrMsgCb(function ($kafka, $message) {

echo ' [Producer] &i%HE : message=". var_export($message, true) . "\n";
i

[/ FEMAREEEERAIEE
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$conf->setErrorCb(function ($kafka, $err, $reason) {
echo " [Producer] &iZBEE4EIR : err=$err reason=$reason \n";

N

$producer = new RdKafka\Producer($conf);

// Debug R1&i&EH LOG_DEBUG
//$producer->setLoglevel(LOG_DEBUG);

$topicConf = new RdKafka\TopicConf();

$topic = $producer->newTopic($setting['topic_name'], $topicConf);
/] EFFEEFRE

for ($i = 0; $i < 5; $i++) {

// RD_KAFKA_PARTITION_UA it kafka BHEZES X
$topic->produce(RD_KAFKA_PARTITION_UA, 0, "Message $i");
$producer->poll(0);

}

while ($producer->getOutQLen() > 0) {
$producer->poll(50);
}

echo " [Producer] ;BEAZEMRII\N";

2. 1517 Producer.php &i%HEE.

php Producer.php

3. BEEIBITER AT,

[Producer] &iZEBR : message=RdKafka\Message::__set_state(array(
‘err' => 0,
'topic_name' => 'topic_name’,
'timestamp' => 1618800895159,
'partition’ => 0,
'payload’ => 'Message 0',
‘len' => 9,
'key' => NULL,
‘offset’ => 0,
'headers' => NULL,
)
[Producer] &iXEE. : message=RdKafka\Message::__set_state(array(
‘err' => 0,
'topic_name' => 'topic_name’,
'timestamp' => 1618800895159,
'partition’ => 0,
'payload' => 'Message 1,
len' => 9,
'key' => NULL,
'offset' => 1,
'headers' => NULL,
>))

V V. V V V V V V V V V

V V.V V V V V V V V

> [Producer] jBE&IERKIN
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4. 7 CKafka =HIGH [topic BIE] IHE , EEXNAY Topic , RE [E£] > [(BREA] , EBNIRIKXATER.

FBY : HEEEHS
1. WEHERIJAEZER Consumer.php,

<?php
$setting = require __DIR__ . '/CKafkaSetting.php’;

$conf = new RdKafka\Conf();

$conf->set(‘group.id’, $setting['group_id']);

/RBNORS | isEEiEs SR R ARSI,
$conf->set('bootstrap.servers', $setting['bootstrap_servers']);

// 5F3 Kafka iBZ2EHIRT , iBFEEAEE. = Broker fTEZATEINIRBUEIBEZERERIOBERT |
[/ INRZHEEHPERM |, Broker &ECEHT Rebalance 1972,
$conf->set('session.timeout.ms’, 10000);

/] BFImEXRERATE , (NRESX N ERBWEINE | NIEKERTAH
$conf->set('request.timeout.ms’, 305000);

/] ZEEFimAEE M.

$conf->set('reconnect.backoff.max.ms', 3000);

$topicConf = new RdKafka\TopicConf();
#$topicConf->set(‘auto.commit.interval.ms', 100);

// offsetEERME , BIREUVSHENBRE. REFSIRESEEUREZRK,
$topicConf->set('auto.offset.reset’, 'earliest’);
$conf->setDefaultTopicConf($topicConf);

$consumer = new RdKafka\KafkaConsumer($conf);
// Debug EHEIRE /I LOG_DEBUG
//$consumer->setLoglLevel(LOG_DEBUG);
$consumer->subscribe([$setting['topic_name']]);

$isConsuming = true;

while ($isConsuming) {

$message = $consumer->consume(10 * 1000);

switch ($message->err) {

case RD_KAFKA RESP_ERR_NO_ERROR:

echo " [E#&] BWERER : " . var_export($message, true) . "\n";
break;

case RD_KAFKA_RESP_ERR__PARTITION_EOF:

echo " [[H#&#E] SRHEREEH\n";

break;

case RD_KAFKA_RESP_ERR__TIMED_OUT:

echo " [[H#&E] EfF@AT\n";

$isConsuming = false;

break;

default:

throw new \Exception($message->errstr(), $message->err);
break;

}

}
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2. 1517 Consumer.php jEZHEE.

php Consumer.php

3. BEEEITEAR.

[(H#EE] ZEEE - RdKafka\Message::__set_state(array(
‘err' => 0,
'topic_name' => 'topic_name’,
'timestamp' => 1618800895159,
'partition’ => 0,
'payload’ => 'Message 0',
'len' => 9,
'key' => NULL,
'offset' => 0,
'headers' => NULL,
)
[(EZE] ZWEEE : RdKafka\Message::__set_state(array(
‘err' => 0,
'topic_name' => 'topic_name’,
'timestamp' => 1618800895159,
'partition’ => 0,
'payload' => 'Message 1,
len' => 9,
'key' => NULL,
‘offset' => 1,
'headers' => NULL,
>))

V V.V V V V V V V V V

V V.V V V V V V V V

4. 7t CKafka #=HIEHT [Consumer Group] TUHE , IEEXINAGHEERZERTR , EERBIREA topic &R, /i [EiRFIE] EE5E%E
Fi5.
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Node
01 VPC RZ&#EN

BITEFATaE: 2024-10-17 17:10:00

BIEn=

ZESLA Node js EF /98 SEMERVPCRLZENEEBAGI CKafka FHIBURIES.

AR

o 4 GCC
o T4 Node,js
e T#demo

BRAFLER

HEETE

1. BT ERIdemorhfgnodejskafkademo_E{EZinuxBRSS588
2. EfFlinuxfiR$388 | #HtAnodejskafkademoBR.

SB— : T C++ HEE

1 T TSR] yum JRECEBR /etc/yum.repos.d/ .

cd /etc/yum.repos.d/

2. Bl yum JRECE 14 confluent.repo.

[Confluent.dist]
name=Confluent repository (dist)

baseurl=http://imgcache.finance.cloud.tencent.com:80packages.confluent.io/rpm/5.1/7

gpgcheck=1

gpgkey=http://imgcache.finance.cloud.tencent.com:80packages.confluent.io/rpm/5.1/archive.key

enabled=1
[Confluent]
name=Confluent repository

baseurl=http://imgcache.finance.cloud.tencent.com:80packages.confluent.io/rpm/5.1

gpgcheck=1

gpgkey=http://imgcache.finance.cloud.tencent.com:80packages.confluent.io/rpm/5.1/archive.key

enabled=1
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3. FUTIAT an S 2 C+ + (R,

yum install librdkafka-devel

$E— - 2% Node js kit
1. PUTLL TS HFRHEERIER OpenSSL Sk #HIR1Z,

export CPPFLAGS=-I/usr/local/opt/openssl/include

2. PUTLA T an S iR IERE OpenSSL Erg1Z.

export LDFLAGS=-L/usr/local/opt/openssl/lib

3. PUTLA T an <%= Node js (A,

npm install i --unsafe-perm node-rdkafka

TR= . FREKE
BIEIHRRN! CKafka BECESIfH setting js.
module.exports = {
'bootstrap_servers': ["xxx.ckafka.tencentcloudmg.com:6018"],

'topic_name": 'xxx’,
‘group_id": "xxx'

24 fik
BARLE , FEEHansEpliFEm EAS] ERAINEBFTISH.

bootstrap_servers .
P- lsimg

TopicE#R , A LTEEHIE L [topicEIE] MEEH.

topic_name

leiimg
group_id EAILAEENIRE | demoizfTANERILAE [Consumer Group] WEERIZIHZE.
RN : RXHR

1. WEEF-EEFER producer;s,

const Kafka = require('node-rdkafka');
const config = require('./setting’);
console.log("features:" + Kafka.features);
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console.log(Kafka.librdkafkaVersion);

var producer = new Kafka.Producer({
‘api.version.request": 'true’,

/) RBANORS | BRI SIREBS R AIRRSS L,
'bootstrap.servers': config['bootstrap_servers'],
'dr_cb": true,

‘dr_msg_cb': true,

/] EREEEIRNEIIURE , BIEZERENATO , ANEXRAEERIEEEARESLK
'retries: '0",

/] BEEREMETEI F—RER ISR ZERIRTE

"retry.backoff.ms": 100,

// producer M£&iEKAVERRTHT ],

'socket.timeout.ms": 6000,

N

var connected = false
producer.setPollInterval(100);
producer.connect();

producer.on(‘ready’, function() {
connected = true
console.log("connect ok")

D

producer.on("disconnected”, function() {
connected = false;
producer.connect();

)

producer.on('event.log’, function(event) {
console.log("event.log”, event);

D

producer.on("error", function(error) {
console.log("error:" + error);

D

function produce() {

try {

producer.produce(
config['topic_name'],

null,

new Buffer('Hello CKafka Default'),
null,

Date.now()

)i

} catch (err) {

console.error('Error occurred when sending message(s)’);
console.error(err);

}

}
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producer.on('delivery-report’, function(err, report) {
console.log("delivery-report: producer ok");

N

producer.on('event.error’, function(err) {
console.error(‘event.error:' + err);

)

setInterval(produce, 1000, "Interval");

2. PATLA T a S RIEER.

node producer.js

3. EEEITAR.

4. 7t CKafka #=#1& [topicBIE] TUm , WEEXWRAY topic , B [E£] > [BEEA] , EENNAENES.

$BA : iTEEE
1. BlEEIEZEEERER consumer;js,

const Kafka = require('node-rdkafka');
const config = require('./setting’);
console.log(Kafka.features);
console.log(Kafka.librdkafkaVersion);
console.log(config)

var consumer = new Kafka.KafkaConsumer({
‘api.version.request": 'true’,

/1 RENORS | BB H SIRES R AIBRSS HELIE .
'bootstrap.servers': config['bootstrap_servers'],
‘group.id' : config['group_id'],

// $6F8 Kafka iBZ2ENGIRT |, iBFEBATAE, = Broker TEIZATEINIRBWEBZERERIOBERT |
1/ INNZIBEEEFERY | Broker RHCEEHT Rebalance 1378,

'session.timeout.ms': 10000,

// ZEFURERERATE , NRBIDX/ N EEEIEINE |, NIESKETRK
'metadata.request.timeout.ms': 305000,

// BEEFiRAEREILERE.

'reconnect.backoff.max.ms': 3000

Dk
consumer.connect();

consumer.on(‘ready’, function() {
console.log("connect ok");
consumer.subscribe([config['topic_name']]);
consumer.consume();
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)

consumer.on(‘data’, function(data) {
console.log(data);

N

consumer.on(‘event.log’, function(event) {
console.log("event.log”, event);

Dk

consumer.on('error’, function(error) {
console.log("error:" + error);

Dk

consumer.on(‘event’, function(event) {

console.log("event:" + event);

N

2. PUTLA T e SiEERHR.

node consumer.js

4. 7£ CKafka #=#l& [Consumer Group] TH , FEEXINANEZRE , EEAZFRAA topic BiR , BE: [EEIFE]  BEEHFS.
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APIN 14

iHEBAF ( CKafka)

BEBAFI ( CKafka ) fHFum ( ckafka )

ARAS ( 2019-08-19)

APIESS

BITEFAYa): 2022-05-10 11:14:34

APIERZ

V3

ACLFEXED

EORMR
CreateAcl
CreateUser
DeleteAc!
DeleteUser
DescribeACL
DescribeUser

ModifyPassword

FREAXREO

BEORMR
CreatePartition
CreateTopic
CreateTopiclpWhiteList
DeleteTopic
DeleteTopiclpWhiteList
DescribeTopic

DescribeTopicAttributes

WRFRE - BRmERMEX

EOThRE

FNIN ACL 5508
AR
FRBRACL
BRFEF
MEEACL
HEEAFER

&

FEOIhAEE
EINERDX
ellf= =51
BlEERIPEHEZR
pillE=S

B ERRIPEZ 8
SRENERRYZR

SRENERE

%140 @
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RO ROIT0RE
DescribeTopicDetail SRENERRTIRIFE
ModifyTopicAttributes REFEMY

HithzO

EOZR ROThee
DescribeApplInfo HiIRPSIE
DescribeConsumerGroup HEEESEER
DescribeGroup WEHZR D H(FEEhR)

SYlEP S

OSSR REOThEE
DescribeGrouplnfo REUBERDEER
DescribeGroupOffsets SRENH#Z 7> Hoffset
DescribelnstanceAttributes SRENEAIE
Describelnstances SRENSEHIZIZR
DescribelnstancesDetail SRENSLHIZIRIFE
ModifyGroupOffsets ®EGroups iB#E D Hoffset
ModifylnstanceAttributes RELHIEM
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\:t RS
AR
< V=
EOZ7V3
BITE AT a: 2022-05-10 11:14:34
tcecloud API 3 MARIERFTEMNITIE BB NMNEKREBTEEAHIEREHFEEIETR(EE ( Signature ) LESIEERES D, &

BIERHRTEFIEER , T2 FIERE Secretld ] SecretKey ; ERFPRIRERZEFEIE | BRIECAPIZARNHEES , BNTEERATAP
#ZM.

soE e .
1. RiEREEIE
HEEIRERTAPIZAET , BRHESAPIZHRERELEEIE., L2FEUFEHE Secretld #] SecretKey :

e Secretld BF#HrR APLERRESHD
o SecretKey FIFINEEE R BFIIRS e inISIE S E FATRIEA.
°» ARPWITIRRERZSREIE , ERitEE,

REREFIERNERLRINT

1. EFRtcecloudEEBFEHIE,
2. BHE=APIZSRRNEHI A TUE
3. E=APIESETUHE , M [#7] RPRJLARYEE—XISecretld/SecretKey

IR AREKSRESELIBIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &&Z753%

ER  XWFGETAE , 378 Content-Type: application/x-www-form-urlencoded #M¥i&=. X3FPOSTAE , BRISZIF Content-
Type: application/json LA Content-Type: multipart/form-data FFMMYAE | json IBLBRARRE SO |, multipart 1824
REFEWSZEOSEE | WRZEOAREEER json #8XLER , 2 BRI iE0O 508,

THEUSRSHFERT MNXEFFIREAGF , DEBNMBELRATEIRE. HIUBEITERSLAIFIRIA NS : Limit 71 Offset
(M GET Ai&iEmA.

BRiIZFIFAY Secretld #0 SecretKey 43512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

2.1. HHEHGBHEREA
RANTTMETIH RGBSR ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload

WS : BRmEmEX 142 Tn #333|
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e HTTPRequestMethod : HTTP i&Xk75i% ( GET, POST ) , Axfl4A GET ;

e CanonicalURI : URI 2%, API 3.0 EZAERKT (/)

* CanonicalQueryString : &2 HTTP iE3K URL RIVEIAFAFE , 34F POST 15K , EEATFHE , I9F GET K , W URL ia
£ (?) GENZFEAS , 2RFIEYES : Limit=10&0ffset=0, ;¥ : CanonicalQueryString EE42id URL 4wA3.

* CanonicalHeaders : £5&ZRILEMER . ZOES host F content-type WLED , tLETIIANBEXALESSEBIUREETE
KEOE—MFIZ e, BHENN : 1) 3LE8 key # value Fi—4ER/NG |, FEEERTIE |, 1RE8 key:value\n #=(HHE ; 2) SR,
HRRBSLER key (/NE ) ROFEEHEFRITHHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £5&&ZMLEHER. | IRBBLLRIERBPL LIS 5TESF |, 1 CanonicalHeaders & HILEATE—XINHAY.
content-type #[1 host J9uwsifELEB, HHENN : 1) k3B key ZB—HM/INE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ . content-type;host

e HashedRequestPayload : {EKIEXAIMAE{E |, iTE5E N Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , X HTTP &
KEE/NEX payload fff SHA256 t5% , AE+7 #HlmS | RiERIDHEEEM/NEFE, = : XJF GET i53K , RequestPayload [
EATFHE , WF POST 53K , RequestPayload Bl HTTP i&SKIEX payload,

HRIELLEAIN | OIREREIRAGEIERENT (ATRNEW , \n BITFRIESSRITEHI— &K ) -

GET

/

Limit=108&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, PSS B RER
TS HHE S S 2=/ S

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : £8&% , BRIEESN TC3-HMAC-SHA256 ;

* RequestTimestamp : EKETEIE; , BNiERLERAY X-TC-Timestamp BUE , N_E7RFIERS 1539084154 ;

¢ CredentialScope : EIEEE |, 1829 Date/service/tc3_request , @& HHR. FEKARSINLRIEFFE (tc3_request ) , Date A
UTC tRERTEIR B , BUEREMALSH X-TC-Timestamp REH) UTC 1RAERITAIERE—E ; service AF=mE , ¥RSBAN™MR
5, Fa0 cvm, g0 7RG , BYE 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASEHHEMEIICIEREBREHE , TEGER
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date /RMBTEIEL X-TC-Timestamp ITE152 , BRfXA UTC+0, MNRMARZAHEKES , HIIIFR/\X , ESHEXG
AR , BREEMTERUERY. BigEE 1551113065 , 724/ \KAYATEIR 2019-02-26 00:44:25 , BEITEEER]
89 Date BX UTC+0 FYHHEARS 2019-02-25 , A2 2019-02-26,

WS : BRmEmEX %143 T #333m
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2. Timestamp X/REXRIRGFATE , BFEBERRFEHENERBERSH , MREEETAS NS ERM. MNRKAIEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

HRIELA LA | EIPERIRFERFRHRUT (AT RREN , \n RITFAEESRITERI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. iH8SE
1) HEIREREE , (hRBUT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential 49 Date =E=8. , a0 L5~ , 792018-10-09 ;
e Service : B Credential g4 Service ZERER. , A L3R=0 , 79 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRESZER ;
e StringToSign : BIZB2ATEBRINSFSEFRE ;

2.4. 8 Authorization
AN ™R E Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ', '

'Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
o Secretld : ZEEXIHAY Secretld ;

e CredentialScope : M X , EIEEH ;

* SignedHeaders : W EX , 258 ZHLIBES ;

* Signature : £

HRIBA AN | IR SEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl174c474
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RETREIERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&80Offset=0

iHEBAZ ( CKafka)

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

HRIESSIRER | FEUTERRMANERG | iSRIEIRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpg86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ;#?%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk ./Ifg% 3 o .\L-l-%%g kkhkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkkkkkk ig% 4 j:}‘fl:ﬁ Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);
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TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkhkkkk 53% 1 o ;#;g;m;ﬁi%*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkhkkhkkk 5% 2 o ?#*%4%%%?%% kkkhkkkhkkkkkhkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkkhkk ig% 3 : .‘L-I-Eég *hkkkkhkkkkhkkkhkk

# ITEEBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk ig;’% 4 : ?#*% Authorization *hkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEONINENSHRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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15 K451

BITEFATAE: 2022-05-10 11:14:34

1. fRSSHbiE

355l ( Region ) EASIERIGKIEOMMIERI. tcecloudSTIERRIEEZ B2 IER | (RN RbaR AR BRI
P, ATRHGAIERIE, 1R TR , BGERE MG,

ERTLUEIT APIED EiiSIR B TARitET xR,

2. SEEHY

tcecloud API RIFFEREIY@IT HTTPS #TIR(E | RHEREMHNBEEE.

3. 1BKITE
S50 HTTP B5057%:

e POST (#7%)
e GET

POST iE3ksz#569 Content-Type 258! :

* application/json (#7F) , RER TC3-HMAC-SHA256 B& 5%,

* application/x-www-form-urlencoded , #%7f#R HmacSHA1 g HmacSHA256 &&755%.

e multipart/form-data ( {NE8EOSF ) |, WRER TC3-HMAC-SHA256 &2 75%.

GET iERRIEREA/NFE#BIT 32 KB, POST iEXRFAEREA HmacSHAL, HmacSHA256 BFAR5#Bid 1 MB, POST iEKERE
BiER TC3-HMAC-SHA256 Bs73F 10 MB,

4. FrFmhS

IFEFAUTF-84%%3.
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IS

BRUTEHAYE: 2022-05-10 11:14:34

RS

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HEFAT) , EeJaerOREIT )

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMEBH Requestld REERFER , TiCiEKRMINESE , RE APIET |, MHERIREL

 Requestld FFF— APLiEKHIME—HRR |, AN APL HIISE , STLABARI] , FHEAHZ ID SRR,

s RTEENFES , ERWAEMEONENHNFE , AREOMRENFERS O FIEN., WHIFH TotalCount #0
InstanceStatusSet $5/9 DescribelnstancesStatus £ OEXIFER , BT EAREKNAFREMEZE=RSTLH , Et TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tEHIRIREIER
£, EEEERATN

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMFEEZISKARKM, Error FEREREAERRY Code 1 Message FERTE LM AT 2 EIREIAY,

e Code FREMRHIEAIEIRID , LB RHER T LS RIEZ IS RIDE A RS L e O M AR R B m e X MR EFfER
.

Message BRHTIXMEREENERER , EVSERSREIL , WX ATEESELBFRFTERFTH , AP AKX MER(E
E.

* Requestld FBF— API iEREUE—HIRIR , N8R APL HIIEE , SJLABCRIRA] , FHEMIZ ID SkARREIE,

~IIEIRY (TODO: EEERE, REAENEER?)

IREIZERPUNRIFAE Error R , NZRRBA APLIECIKM,  Error iy Code FERFRTMEIRD , ATE SR BEHINAYEEIRAS A AL
IREG , TERFIH T ARG,

WIS : B emEX %150 T #333m

\|
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

TRIRIEA
BIRAEE (A2 API AR ) |
MFA $5ig,

AR,

R

SZZIULLN

%

SRR,

k

token f&i%.

Bk R CAM 1Y,

DryRun #F , RFBFGLEMIN , RERSET DryRun 2.

BRI
RERHEIR.
EORMFE.
SHIEIR.
SHEYEEIR.
B ECRPRH].
FROSEGEIR.
EOMARFE.
IERAVREGET T IRE=PRHE]
RiRH G .
RIFEAE.
BIRMFE.
BIRAEI A,
RIRBUE(E.
RASEGER.

IERSEHS,

http(s)IEXRIMIEEIR , R3ZHF GET #1 POST 153K,

EORSHSATEhEL,

%151 @™

\|
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\H5

VAN

VTERHAYE): 2022-05-10 11:14:34

iHEBAF ( CKafka)

HEYRATRRBFIZOLSNENSE  WIFE | A MEORBRARO AP ABXLSHEHTRE  EERERKIETEE
}E XLESH , FREERKIERIEK.

ERTTE V3

{888 TC3-HMAC-SHA256 && 7507 ,

SHBR St

X-TC-Action String

X-TC-Region String

X-TC-

. Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

=
=

alil

alil

el

alil

o

AHSHFEES—HE HTTP Header IEKLEBF , 40T :

%

BEREOSR, ESEEOXEPMASEATESE Action A9RE, FIIN=IRESEENE
EEFIFIRZEO |, BUYES Describelnstances,

WIS SRR BRI EI MbERIEE. RORZAEEESE R OXETRAS
NS4 Region AUGHR, 1R | EEROATFEELEZSY , BOEPIILATHI5R
B9, RSB EEEBIZSHBARERL.

=1 UNIX BJ[E)E , ElicRAH#S APLiERAIETE), g0 1529223702, & : (IRSMRSS
RHEMEEBI St , 25 EEERITHIER,

R APL BURRA, EUESHEOSEHRASLRISE] Version BiRBE. HIAIZARSSERAIR
& 2017-03-12,

HTTP fRAESHIAIESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : ££75)% , BRIEENZE ;

- Credential : £&1EiUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EFENRHSE X-TC-Timestamp #E/Y UTC FRAERNBEIRHE—E ; service AFm& , &
RSB mREE—E, flgicvm ;

- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9wsifksLEp ;

- Signature : EZFWE,

IGRSIEFFTAEAY Token , FELSIRRIER—EMEMA. IRRIER Token FEZNHDEER
SEARBEZORE. KEZAAFE Token,

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (0T

SHETR St
Action String

WS : BRmEmEX

=
=

fik

BENEOSR. BESEEOSNETEMASENTESE Action B9IREA. HIAN=IRSSE
REIsLHIZIZREO |, BUEA Describelnstances,

%152 71 #333m
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e C
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

MR

S

String

Integer

Integer

String

String

String

String

String

el

alil

i

ali

alil

oy

i

iHEBAF ( CKafka)

fik

Wi Sy, SRR B EI MBIEAIEE. FOESIAMEREESE EZ O REA
S NS Region ROGER, 1R | RUEOATEECRZSEH , EOEP RIS
BIRER , LRSEMEEEBZS AL,

Za0 UNIX Bf[a)8% , FJicRARE APLIERAYRTEL. FI01529223702 , MRS =F1H(E
BETK , 25EERTHER.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHA_E ERiBERIFRREDH] Secretld , — Secretld XFRME—HY SecretKey |, 7
SecretKey & FRARIEXEH Signature,

BRESR , FRBIERERNGEN | FERFRIELFRBMASEITESH. Bkt
BIEESNEROSSHE,

R APL BORRAE, EUESHEOMEHRASRHSE] Version HiRBE. GIMI=RSSER
AORRZS 2017-03-12,

B2Z5, , Baixi: HmacSHA256 #1 HmacSHAL, REiIETEHES%E05 HmacSHA256
BY , Z{#EF HmacSHA256 EiEIIEER , EttiERIIEHERE HmacSHAL I8IEEE.

IRRSEFRFTAEAY Token , FELSIRRIZHE—EMEMA. IRRTEEM Token FEENLRE
EIRSSEMEORE. KEARPAFE Token .

i ( Region ) EBEWIRAVEHRH ORIEIEXI. tcecloudAZMIIEREIESZ B2 | RIERRSBRARERELESE
t. ATRHEHRRE. 5 TEERE , BERRFELEEFatbE,

Ea LAY APIEDC ENAMIESIER EESTRAIIETISR.

WS : BRmEmEX

%153 1 #333m
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ACLIEXR#Z
a0 ACL ZRHE

BITEFAYE: 2022-05-10 11:14:34

v s
1. ZFOfEA
EOiBEKig - ckafka.api3.finance.cloud.tencent.com,
700 ACL ZRRE
BOAEZOISRIRERPRE © 100X/FD,

EOFEHAYE : 2020-03-09 15:21:34,

BOBIRESE N EN,
2. ]MINSE
UTBERSHGIRFIE TEOIBERSHFED NHESH , TEARSHGIRDAHLERSLH
SHER Wik KA fER
Action 2 String  AHSH, ANEOEYE : CreateAc!
Version =2 String NS ANEOEYE : 2019-08-19
Region & String RS, FIFRSISAMEHEIZR(TODO)
Instanceld =2 String sCElid{ER
ResourceType 2 Int64 AclZReEE (OZUNKNOV\{ITI; 1:ANY , 2:TOPIC , 3:GROUP 4:£LU\STER ,
5:TRANSACTIONAL_ID) , HaIRBTOPIC , HEFRBFa4raFiRkaftkafYaclid{#E A
ResourceName £ String ﬁ,}?%ﬁr\ , ﬂ]resourchype’fE?E , ilFlé’lresouEeType?gTOPICET_f , MiZFERFRRtopicE
R, HresourceTypeIGROUPHT , iZ=FERZR/RgroupEiR
AcligfErszl , (:UNKNOWN , 1:ANY , 2:ALL, 3:READ , 4:WRITE , 5:CREATE ,
Operation = Int64 6:DELETE , 7:ALTER , 8:DESCRIBE , 9:CLUSTER_ACTION , 10:DESCRIBE_CONFIGS ,

11:ALTER_CONFIGS)

IPRZEEY , (0:UNKNOWN , 1:ANY , 2:DENY , 3:ALLOW) , ¥gickakfaSZ#FALLOW(tHZ

PermissionType . = I4  picw) HemTELEATRKafkatacIETRERD

Host 5 swing AN EREEhosHIRILIAR , MpickakaRESShosty , BRREFRkelkalFR
- WeEREYTS

Principal = Sting  FIFRIE . A, EREFuserEAILIAR , MEIER R RIS AR

3. mHSE

WS : BRmEmEX 154 Tn #333m|
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O BASTCE

SHER St R
Result JgwOperateResponse IREIEER

Requestld String W—iEK ID , ®RiEKEPSIRE], EEMATEERAZXIEKA Requestld,

4. iR

PAIMRFIE 7OV S ZEERaERN , BERGFE N AT ERE.

HIRD R
InvalidParameter SHEEIR,
InvalidParameterValue.RepetitionValue EFEEESH,
InvalidParameterValue.WrongAction ActionZ#EUERIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation KRISTURME,
UnsupportedOperation.OssReject OssE4aiZiR(E
InvalidParameterValue.SubnetNotBelongToZone FMAETFzone
InvalidParameterValue.VpcldInvalid FoH Vpe Id
InvalidParameterValue.SubnetldInvalid T FMid
InvalidParameterValue.ZoneNotSupport zoneAfR %
UnsupportedOperation.BatchDellnstanceLimit HtEAMBRSTIPR !
InternalError WEREEIR.
ResourceUnavailable RIFATH,

WS : BRmEmEX

%155 ™

\|
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NN

BRUTEHAYE: 2022-05-10 11:14:34

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
IR
EONZOERINZRS : 1000%/FD,
EOSEFRATE : 2019-12-09 10:50:56,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER whisk ESic) iR
Action 2 String AHESE, AEOBYE : CreateUser
Version = String ~HSE, AEORYE : 2019-08-19
Region & String NHBH, FEINF-RXFFIHEZIZR(TODO)
Instanceld = String SCf5ild
Name = String P&
Password 2 String BFZERE
3. MBS
SHAR &g TR
Result JgwOperateResponse IREIRIEER
Requestld String H—EK ID , ®XiEREPIRE. ERBNHEERAZRIEKE Requestld,

4. $EIRAS

UG T OSSR A0EIRD | BfERIRFEN AT HEIRD,

HIRAD T
InvalidParameter SEEER,

WIS : B emEX %6156 T #333m

\|
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FHIRAD i)
InvalidParameterValue.RepetitionValue EFEHEESEL.
InvalidParameterValue.WrongAction ActionSHEVEEIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RIFBURAE,
UnsupportedOperation.OssReject OssIE#IZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InvalidParameterValue.VpcldInvalid FoEY Vpe Id
InvalidParameterValue.SubnetldInvalid TB9FMid
InvalidParameterValue.ZoneNotSupport zoneAsziF
UnsupportedOperation.BatchDellnstanceLimit S EMIBRSLBIPRE
InternalError WEREIR.
ResourceUnavailable RIFARTH,
WIS : B emEX 5157 Ta #333:|
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IFRACL

BRUTEHAYE: 2022-05-10 11:14:34

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
FRIBRACL
EONZOERINZRS : 1000%/FD,

EOEFATE : 2020-03-09 15:16:53,

EOBIREE NS,
A M2
2. NS
LATERSEHFIRNGIE TEROBRESEFNR O NS, RBEAHSHGIRDATERSE,
SHEWR Wik B R
Action = String &8, AEOEYE : DeleteAcl
Version 2 String  AHSE, AEOEYE : 2019-08-19
Region & String QB FIFRSIFHMEHEIZR(TODO)
Instanceld 2 String  SCHidSR
ResourceTvbe = Int64 AclETRSERY |, (0:UNKNOWN , 1:ANY , 2:TOPIC, 3:GROUP , 4:CLUSTER ,
yp = 5:;TRANSACTIONAL_ID) , 3431RAETOPIC , HETERATIEsEeaTFakafkatacliEm
ResourceName £ Strin BIRBTR , FresourceTypetdxk , tNresourceType STOPICRT , MiZ=FERZE~topicsE
= g TR, HresourceTypeIGROUPHY , iZ=FERZFR~group&FR
AcliB{ERZL , (0:.UNKNOWN , 1:ANY , 2:ALL , 3:READ , 4:WRITE , 5:CREATE ,
. 6:DELETE , 7:ALTER , 8:DESCRIBE , 9:CLUSTER_ACTION , 10:DESCRIBE_CONFIGS ,
Operation = Int64 o .
11:ALTER_CONFIGS , 12.IDEMPOTEN_WRITE) , 2gickafka R3Z#FREADWRITE , EEFH
FlRgRAFEkafkafaclr{EA
PermissionTvoe | 2 s | DURSEEL, (OUNKNOWN , LANY, 2DENY , 3:ALLOW) , %gickakfa3ziSALLOW(1HS
ype | = FEEE) , HCATESGERkafkatacliTiEr
Host = String AR, FREHfahostEBRILAGIE) , HFlckatkafsziFhosta* | (BR/SEFFRkafkaf =5
- HaERESE
Principal S String  FP%IE  BOASY , FRnE(AuserdgfAILAIAIE , HRIFAF RERAFYIRPEENER

3. mHESE

WIS : B emEX %158 T #333m

\|
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SHBR il A
Result JgwOperateResponse IREIZER

Requestld String W—iEK ID , ®RiEKESIRE], EEMATEERAZXIERKA Requestld,

4. TR

UG T 2O SSIZAEERA0EIRD | EERIBFER AT HEIRD,

HIRD R
InvalidParameter SHEEIR,
InvalidParameterValue.RepetitionValue EFEERESH,
InvalidParameterValue.WrongAction ActionZ#EUERIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RIZFRURLE,
UnsupportedOperation.OssReject OssE4aiZiR(E
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoH Vpe Id
InvalidParameterValue.SubnetldInvalid ToRHIFRid
InvalidParameterValue.ZoneNotSupport zoneAfR %
UnsupportedOperation.BatchDellnstanceLimit S EMIPRSLBIRRE
InternalError WEREEIR.
ResourceUnavailable RIFEATH,

WS : BRmEmEX

%159 ™

\|
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MIFRFEF

BIFEHAYE: 2022-05-10 11:14:34

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
BRFEF

BOAEZOISRIREPRE © L00X/FD,

EOEFAYE : 2019-12-09 10:50:41,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER whi%E &Sic) TR
Action = String &8, NEOEYE : DeleteUser
Version =2 String NHES# | ANEOEYE : 2019-08-19
Region & String AHSH, FIFRZIFRFIZR(TODO)
Instanceld = String sf5Id
Name =2 String BF&R
3. WHEE
SHER St A
Result JgwOperateResponse REIEER
Requestld String W—i5K ID , ®XIEREPSIRME. BRI EERAZRIERE Requestld,

4. R
UG T O SSIBIEERA0EIRD | BfERIE N AR,
FEIR ik
InvalidParameter SRR,
InvalidParameterValue.RepetitionValue EFEERSE.

WS : BRmEmEX 2160 70 #333m|
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FHIRAD i)
InvalidParameterValue.WrongAction ActionS#EUEEIR,
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation HRISURME,
UnsupportedOperation.OssReject OssE4EIZ IR E
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoH9 Vpe Id
InvalidParameterValue.SubnetldInvalid ToHIFRid
InvalidParameterValue.ZoneNotSupport zoneAfszhs
UnsupportedOperation.BatchDellnstanceLimit HEEMIPRSTEIPRE!
InternalError EBEEIR,
ResourceUnavailable RIFATH.

WS : BRmEmEX 161 T #333m|
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BEEACL

ERITEFHYE): 2022-05-10 11:14:35

AR N

1. EOHA

EOEkig® : ckafka.api3.finance.cloud.tencent.com,
HEEACL

BOAEZEOISRIRERPRE © 100X/FD,

EOEFATE : 2020-03-02 18:29:29,

EOBEIOES &N,

2. NS

SRR Wik KRB fER

Action = String  AHSH, AEOBYE : DescribeACL

Version 2 String NHESE | ANEOEYE : 2019-08-19

Region & String  RHSE, FENFFRXFHIMIEZIZR(TODO)

Instanceld = String sCfild

ResourceType 2 Int64 AclZiREE (OZUNKNOV\{II\I_“,_ 1:ANY , 2:TOPIC , 3:GROUP, 4£LU§TER ,
5:TRANSACTIONAL_ID) , #giRETOPIC , HE=RBRBATFREFRA T RkafkafJaclt A

ResourceName | £ String ﬁ,}?@flj’*\ , *DresoureeType*E?& , illSl%resour_ceTypeﬂgTOPICﬂif , MiZFERFRRtopicE
R, HresourceTypeIGROUPHT , iZ=FERFR/RgroupZiR

Offset & Inted  (RBAIE

Limit S Inted  NEEBRE

SearchWord & String  XiEFIUHET

3. MHEE

SHER Sl f#A

Result AclResponse RERIACLERENTSR

Requestld String W—iEK ID , &XIEREPSIRME. EARENEERMIZRIEKE Requestld,

WIS : B emEX %162 1 #333m
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iHEBAZ ( CKafka)

4. FEIRS

UG T OSSR A0EIRD | EfERIRFER A HHEIRD,

FEIRD AR
InvalidParameter SHEEIR.
InvalidParameterValue.RepetitionValue EFEEESEH,
InvalidParameterValue.WrongAction ActionZ#EUERIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RIFRURAE,
UnsupportedOperation.OssReject OsstE#IZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InvalidParameterValue.VpcldInvalid Fox4AY Vpce Id
InvalidParameterValue.SubnetldInvalid FTB9Fmid
InvalidParameterValue.ZoneNotSupport zone s FF
UnsupportedOperation.BatchDellnstanceLimit S EMIBRSLBIRRE
InternalError WEREIR.
ResourceUnavailable RIFARTF,

WS : BRmEmEX

%163

\|
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Elljﬁﬁ)jﬁzmﬁ

BRUTEHAYE): 2022-05-10 11:14:35

1. #EOfER

EOEREE :
HIRFER
BN OIBRIRERIRS] © 1000%/70,
EOEFATE : 2019-12-06 16:30:42,

EOBIIOEE NN,

2. NS

ckafka.api3.finance.cloud.tencent.com,

iHEBAF ( CKafka)

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR Whi%E RE
Action = String
Version = String
Region = String
Instanceld = String
SearchWord B String
Offset S Int64
Limit = Int64
A M2
3. IHSE
SHER it f#A
Result UserResponse REIZERFIZE
Requestld String
H >
4. $EiRE

PAIMRFIH 7O SZEEXANERE | BfERGEFEL

NSRS ESTEN

HEIRD

WS : BRmEmEX

U
NHSE, KEOBUE : DescribeUser

H&% , AEOEYE : 2019-08-19

>

2%, FNRSIFIMIESIR(TODO)

>

scild
RRRERITIE
iE2
RIRRENEL

E—EK ID , 8REREPRIRME., ELIRASFERAEZRIFERAT Requestld.

=]

%164 T1 H#333m
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IR

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

3%

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssIE4EIZIZIE
FMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
EREIR.

RIRA A,

%165
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ERRAT

BRUTEHAYE): 2022-05-10 11:14:35

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,

FOAZCEISRERIRS] © 100R/FD,
REOSE#AYE : 2019-12-09 10:56:50,

EOBIIOEE NN,

2. NS

SHER WAl i fEA
Action 2 String NHBE, KZFOBYE : ModifyPassword
Version 2 String NS, AEFOBYE : 2019-08-19
Region & String AHSE, FIFRIFERFIZR(TODO)
Instanceld = String sfpiid
Name = String P&
Password = String BFEEZE
PasswordNew 2 String PR
A M2
3. mHESE
SHEFR &St A
Result JgwOperateResponse IREIEER
Requestld String H—iEK ID , &RIEREPSIRME. BRI EERMZRIEKE Requestld,
H >
4. $ERE

PAIMRFIE 7O SZEEXANERE | EERGFEN A ATERE,

hra)

FHIRAD A

WS : BRmEmEX 28166 TW #333M|
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IR

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

3%

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssIE4EIZIZIE
FMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
EREIR.

RIRA A,

%167 ™
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FRUEXEO
HENERS X

BITEFATE: 2022-05-10 11:14:35

v s
1. ZFOfEA
EOiBEKig - ckafka.api3.finance.cloud.tencent.com,
REORTEMERSAISX
BOAEZOISRIRERPRE © 100X/FD,
EOE#RAYE : 2020-03-02 18:01:29,

EEOBIIOE S N,

2. NS

UTNBERSEGIRGIH T ROBERSBHBO LHSE , TBAHSHFIRDAHIERSL,

SRR Whi%E E<ic) fER
Action 2 String ~HBE, AEORYE : CreatePartition
Version =2 String NS ANEOEYE : 2019-08-19
Region S String RNEBE, FRFRSHFBIEFIZR(TODO)
Instanceld =2 String sC{5iId
TopicName = String FRAETR
PartitionNum 2 Int64 FHDEANEL
3. FitHEE
SHBIR &g R
Result JgwOperateResponse IREIEERE
Requestld String —igK ID , &XiEkEbiREl, EAIRATEERMZXIEKA Requestld,

4. FERhG

UG T 2O SSIZAEERA0EIRED | BfERIIFEN A TR,

WIS : B emEX %168 T1 #333m
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FEIRD

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

fak

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssELEIZIRIE
TFMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
EREIR.

BIRAAI A,

%169 I
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Bl RN

BRUTEHAYE): 2022-05-10 11:14:35

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
tlzEckafka==8R
EONZOERINZRS : 1000%/FD,
EOSEFRATAE : 2020-03-02 18:33:15,

EOBEIOES &N,

2. NS

LATERSEHFIRNGIE TEROBRESEFNR O NS, RBEAHSHGIRDATERSE,
SHER Wik KB Tk
Action 2 String  AHS%, AEOEYE : CreateTopic
Version =2 String NESE  AEOEYE : 2019-08-19
Region S String RS, FIFRSIFAIMEEIZR(TODO)
Instanceld = String  SCflld
TopicName = String FRER , B2— M AET 64 MFRFRS | WRUFEBAEFR  ®IREE
= DAUBEFE, HFIMERILC)
PartitionNum P Int64 Partition™N , XF0
ReplicaNum 2 Int64 BIARNEL , RNBEZTF broker #7 , &K93
EnableWhiteList S Int64 ipAREFTR, LFIFF 0:%04 , BUARFTFF
Array
IpWhitelList & of IpBAREFIER |, E&IRE , enableWhileList=1031415%
String

EIEHTRE  BEEEEL , AR delete”, "delete” : HEIR{RIFAIE
CleanUpPolicy & String  MIER , "compact" : B key [£48 , "compact, delete" : &% key [£48

BiRRFR EER.
Note = String FEFE  B—IAEE 64 NMFERNFRSR | WAUFBAEFR , FIRED

- DAUSEFE, HFAERIL)

MinInsyncReplicas 7 Int64 FiAml
UncleanLeaderElectionEnable & Int64 B kRENEIAEAleader |, false ABIF , true:tiF , BRARTIF

WIS : B emEX %170 T H#333m

\|
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SR Wik KB
RetentionMs = Int64
SegmentMs &= Int64
MaxMessageBytes = Int64
A MM

3. HESE
SHBIR ESig) TR
Result CreateTopicResp IREIGFELE
Requestld String ME—ig=k ID

4. iR

iHEBAF ( CKafka)

R
AiEEE. (REBRTE , Bfums , HREIHR/IMESI60000ms
Segmentsy FIRAAYEHK , Bfims , ZFTE/\/93600000ms

FRHHBERAE , B Byte , &RA(E/I12582912Byte ( EI12MB ) ,

, BIRERESRE. EMEENFRERAIZRIEKAY Requestld,

UG T 2O SSIZAEERA0EIRD | BERIIFER AT HEIRD,

IR

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

ik

SEGEIR,
EFEERSH.
ActionS#EVEEIR.
SEHIRFE.
RIZBURLE,
OsstE4EiZIRIE
FMAEFzone
TS Vpc Id
FoRIHIFMid
zone R 3ZHF

S EMIPRSLBIRRE
MEBEIR.

BRI,

%171 |1 #333m

\|



O BASTCE

Bl FMIPHZ A

BRUTEHAYE): 2022-05-10 11:14:35

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
BIEFERipHZER
EONZOERINZRS : 1000%/FD,
EOSEFRATAE : 2020-03-02 18:06:20,

EOBIIOEE NN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

iHEBAF ( CKafka)

SHER S Sl ik
Action 2 String AHBE, AEOBYE : CreateTopiclpWhiteList
Version =2 String NHESE | AEOEYE : 2019-08-19
Region & String AHBH, FENFRSISHMEREZIZR(TODO)
Instanceld = String SCfpiid
TopicName 2 String ERTEFR
IpWhiteList £ Array of String ipE&ZRTIE
3. FitHSE
SHRER &g TR
Result JgwOperateResponse MIps=ERRIPE &2 BaLt R

Requestld String

4. TR

E—EK ID , SRIEREPRIRME., EMAMATFEERALZRIBZRAI Requestld,

UG T OSSR A0EIRD | BfERISFER A IR,

FEIRD

InvalidParameter

WS : BRmEmEX

%

SEER.

%172 71 #333m

\|



O BASTCE MBI ( CKafka )

FHIRAD i)
InvalidParameterValue.RepetitionValue EFEHEESEL.
InvalidParameterValue.WrongAction ActionSHEVEEIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RIFBURLE,
UnsupportedOperation.OssReject OsstE#IZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InvalidParameterValue.VpcldInvalid FoEY Vpe Id
InvalidParameterValue.SubnetldInvalid TB9FMid
InvalidParameterValue.ZoneNotSupport zoneAsziF
UnsupportedOperation.BatchDellnstanceLimit S EMIBRSTBIRRE
InternalError NEREIR.
ResourceUnavailable RIFEARTH,
WIS : B emEX 5173 T #3337|



O BASTCE SEIAFI ( CKafka)

MPR=ERL

BRUTEHAYE): 2022-05-10 11:14:35

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
Mipsckafkaz= @R

BOAEZOISRIREPRE © L00X/FD,

EOEFAYE : 2020-03-02 18:34:34,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER whi%E ESic) A

Action 2 String NHBE, KIZFOBYE : DeleteTopic
Version =2 String NESE, AEOBYE : 2019-08-19
Region S String RNESBH, FEIFRSSMEFIZR(TODO)
Instanceld = String ckafka 3&f5i1d

TopicName =2 String ckafka MR

3. S

SHER &g R
Result JgwOperateResponse IREIREERSE
Requestld String W—i5K ID , ®XIEREPSIRME. BRI EERAZRIERE Requestld,
4. $Ei=is
PN 7O SEEEXAEIRE , AfERIEFEN A LSRR,
FHIRAG R
InvalidParameter SR,
InvalidParameterValue.RepetitionValue EFEERSE.

WS : BRmEmEX %174 T #333|



O BASTCE MBI ( CKafka )

FHIRAD i)
InvalidParameterValue.WrongAction ActionS#EUEEIR,
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation HRISURME,
UnsupportedOperation.OssReject OsstE4EIZIR(E
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoH Vpe Id
InvalidParameterValue.SubnetldInvalid T FMid
InvalidParameterValue.ZoneNotSupport zoneAfszhs
UnsupportedOperation.BatchDellnstanceLimit R EMIBRSTAIPR
InternalError EBEEIR,
ResourceUnavailable RIFATH.

WS : BRmEmEX 175 @ #333m

\|



O BASTCE

MR FEMIPRZ A

BRUTEHAYE): 2022-05-10 11:14:35

1. #EOfER

EOEREE :
M ERIPHZ R
BONEOIERIRERIRE] - 200R/F,
EOEFATE : 2020-03-02 18:07:14,

EOBIIOEE NN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

ckafka.api3.finance.cloud.tencent.com,

iHEBAF ( CKafka)

SHER Wi ESic) fEiR
Action = String ~HBE, KIZFOBYE : DeleteTopiclpWhitelList
Version =2 String NHESE | AEOEYE : 2019-08-19
Region & String AHBH, FENFRSISHMERZIZR(TODO)
Instanceld = String SCHID
TopicName 2 String ERTEFR
IpWhiteList £ Array of String ipE&ZRTIE
3. MBS
SHRER &g TR
Result JgwOperateResponse MIps=ERRIPE &2 BaLt R
Requestld String —igK ID , &XiEkEiREl, EAIMATEERMZXIEK Requestld,

4. $5IRMG

UG T 2O SSIBEERA0EIRD | BfERIFEN L

FEIRD

InvalidParameter

WS : BRmEmEX

BRI,

%

SEER.

%176 T1 H#333m



O BASTCE MBI ( CKafka )

FHIRAD i)
InvalidParameterValue.RepetitionValue EFEHEESEL.
InvalidParameterValue.WrongAction ActionS#EUEEIR.
InvalidParameterValue.InstanceNotExist SLRIATFIE,
UnauthorizedOperation RIZBURAE,
UnsupportedOperation.OssReject OssIE#IZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InvalidParameterValue.VpcldInvalid FoBY Vpe Id
InvalidParameterValue.SubnetldInvalid TB9Fmid
InvalidParameterValue.ZoneNotSupport zoneAz¥E
UnsupportedOperation.BatchDellnstanceLimit HEMIBRSTBIRRE
InternalError REBFEIR,
ResourceUnavailable RIFEARTH,
WIS : B emEX 5177 T1 #3337|



O BASTCE SEIAFI ( CKafka)

IR EFIZ

ERITEFHYE): 2022-05-10 11:14:35

=7 A
1. EOHA
EOEkig® : ckafka.api3.finance.cloud.tencent.com,

EOEKIEA © http://imgcache.finance.cloud.tencent.com:80ckafka.tencentcloudapi.com Z#EO ( DescribeTopic ) BFERF%L
EGEEBAG! CKafka SLAIRYEDAZR

FOAROIERIRERIRSE] © 1002%/70,
EOEHATE : 2020-03-09 16:58:46,

EOBFIRE S EM,

2. WNSEL

UTNERSEGIRGIH TEROBRSENPO LIS, mBAHSEPIRDNATLERES,

SR WAISE &S] i)

Action =2 String NHBE, KEOBYE : DescribeTopic

Version 2 String NHSE, AEOBYE : 2019-08-19

Region & String NHSE, FINFRIFHEHFIZR(TODO)
Instanceld = String S5 ID

SearchWord S String ISR, 1208 topicName 958 , SiHEHIEH
Offset & Int64 REE , NEEARO

Limit o) Int64 REFE , NENEKIASL0 , HAENS0

3. S

SHBR St R
Result TopicResult IREIRIEER
Requestld String W—EKX ID , BXEREBIRME, ELIDRATFERMIZRIBFRA Requestld,

4. $EIRS

UG T 2O SSIBAEERA0EIRD | BfERINFER AT HEIRD,

WIS : B emEX %178 T #333m

\|
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FEIRD

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

fak

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssELEIZIRIE
FMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
EREIR.

BIRAAI A,

%179 ™

\|
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O BASTCE

SRENERNE

ERITEFHYE): 2022-05-10 11:14:35

=7 A

1. EOHA

EOEkig® : ckafka.api3.finance.cloud.tencent.com,
IRENERE M

BN OIBRIRERIRS] © 1000%/70,

EOEFATE : 2019-12-09 10:47:39,

iHEBAF ( CKafka)

BEORIOS 3 Y,
2. WMANSE
LITNBERSEHGIRFIE TEOIBRSHFRD AHESH |, TEARSHIIRDAHLERSEL,
SRR WA &<t R
Action P String ~HSE, KIZEOBYE : DescribeTopicAttributes
Version 2 String nNHEE&# , AEOEYE : 2019-08-19
Region & String NHBH, FETNF R ISIHEZIZR(TODO)
Instanceld = String 35 ID
TopicName 2 String ERRER
3. EtHESE
SHER &g fER
Result TopicAttributesResponse IREIRIZERITR
Requestld  String BE—IEK ID , RIEREZIRE., EAIARSFEERAZRIEKA Requestld,
4. FEiRhY
PATBH 7O SSZEEXAEIRID | BfbiEnRGIF AR,
FHIRAG R
InvalidParameter SR,
InvalidParameterValue.RepetitionValue EFEERSE.

WS : BRmEmEX

6180 1 #333m

\|



O BASTCE MBI ( CKafka )

IR i)
InvalidParameterValue.WrongAction ActionS#EVEEIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation FIZRURAE.
UnsupportedOperation.OssReject OssiEI%IRIE
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoH Vpe Id
InvalidParameterValue.SubnetldInvalid T FMid
InvalidParameterValue.ZoneNotSupport zoneAfszhs
UnsupportedOperation.BatchDellnstanceLimit R EMIBRSTAIPR
InternalError EBEEIR,
ResourceUnavailable RIFATH.

WS : BRmEmEX 181 T #333m|

\|



O BASTCE

SRENE RS ZRIF B

BRUTEHAYE): 2022-05-10 11:14:35

1. #EOfER

iHEBAF ( CKafka)

EOBKIER : ckafka.api3.finance.cloud.tencent.com,

REVER RS ((=HaREA )
FOAZCEISRERIRS] © 100R/FD,

EOEFAYE : 2019-12-06 16:48:46,

UTNBERSEGIRGIH T ROBERSEHHBO NHSE , TBAHSHFIRDAHIERSH,

BRI E S EN,
A M
2. NS
Action = String
Version = String
Region &= String
Instanceld = String
SearchWord B String
Offset & Int64
Limit & Int64
A M
3. FitH &
SHBR ESic) fEIR
Result TopicDetailResponse

Requestld String

4. FEIRD

PAIMRFIE 7O SZEEXANERE | EERGFEN A ATERE,

HEIRD

WS : BRmEmEX

NHESE, AEOEYE : 2019-08-19

\|

RHEBH, FRFEESISHRBIEEIZR(TODO)

hlid

(TR ) #EPBtopicNameidiE , STiFEHAEH
mizE , MEEIAAO0

REIEE , FEUBKA 10, FAE20 , BUEEATO

IREIRFERTFESLAR

E—IEK ID , §REREPRIRME, ELIRASFERAEZRIERAT Requestld.

hra)

%6182 1 #333m

\|



O BASTCE MBI ( CKafka )

FHIRMG i)
InvalidParameter SHEIR,
InvalidParameterValue.WrongAction ActionS#EUEEIR.
InvalidParameterValue.InstanceNotExist SLRIATFIE,
UnauthorizedOperation RIZBURAE,
UnsupportedOperation.OssReject OssIEIZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNARETFzone
InternalError WEREIR.
ResourceUnavailable RIFEARTH,

WRIFRA : Bl emEX %183 Tn #333m



O BASTCE SEIAFI ( CKafka)

IREEHEE

ERITEFHYE): 2022-05-10 11:14:35

ARy N

1. EOHA

EOEkiEE . ckafka.api3.finance.cloud.tencent.com,
AEORTENERREL.

BOAEZEOISRIRERPRE © 100X/FD,

EOEFAYE : 2020-03-02 18:31:52,

EORIRESE NEN,
2. MINSE
UTNBERSHGIRNFIE TEOIBRSHFED AHESH , TEARSHIIRDAHLERSLH
SRR Wik KRB R
Action j=3 String NHBE, KZFOBYE : ModifyTopicAttributes
Version =2 String NESE , AEOEYE : 2019-08-19
Region & String AHSE, FIFRIFERFIZR(TODO)
Instanceld = String S5 ID,
TopicName = String FRAER.
Note = String %@%i\i . %—4\*@%64/|\??"—§E'\Jf?‘—ﬁ$  WRLIFEAEFR , FR
HoAUEEFE. HFE%-.
EnableWhiteList & Int64 IP BREIFX, 1§15 ; 0 : XA,
IpWhiteList & ?{:;é“ IpFIE#5% , BUATIRS , enableWhileList=1A714%
MinInsyncReplicas S Int64 ZAML,
UncleanLeaderElectionEnable & Int64 2HAS 0, 0: false ; 1: true,
RetentionMs &5 Inte4 HERERE , B47 : ms , HEim/IME60000ms,
SegmentMs & Int64 Segment 7 FiREAIETS , B85 : ms , 2EI&//\/386400000ms,
MaxMessageBytes = Int64 FEHERAE , B8 Byte , 2 A{E/912582912Byte ( BJ12MB ),
CleanUpPolicy & String HEMBRIRRS | ATLA%EE delete B compact

WS : BRmEmEX 184 Tn #333m|

\|
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3. iS4

SHBIR il fER
Result JgwOperateResponse IR[EISEEREE
Requestld String E—iEK ID , ®RiEREIRE, TR FERMHLZ

4. FERG

UG T OSSR AUEIRED | BERIBFEN AT HEIRS,

N

iHEBAZ ( CKafka)

kA9 Requestld,

EiRfD ik
InvalidParameter SRR,
InvalidParameterValue.RepetitionValue EFEHEESE,
InvalidParameterValue.WrongAction ActionS#EUEEIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation FIZRURAE,
UnsupportedOperation.OssReject OsstE4EIZIR(E
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoHY Vpe Id
InvalidParameterValue.SubnetldInvalid iy (: e le
InvalidParameterValue.ZoneNotSupport zoneAszHs
UnsupportedOperation.BatchDellnstanceLimit R EMIBRSCAIPR
InternalError EBEEIR,
ResourceUnavailable RIFATH.

WS : BRmEmEX

6185 1 #333m

\|



O BASTCE SEIAFI ( CKafka)

HfthizO
EERFSIER

BITEFATE: 2022-05-10 11:14:35

1. O

EOEkigE . ckafka.api3.finance.cloud.tencent.com,
S TRUTIES

BN OIBRIRERIRS] © 1000%/70,

EOEFRAYE : 2019-12-09 11:00:06,

EOBFINE R EM.

2. NS

UTNBERSEGIRGIH T ROBERSBHBO LHSE , TBAHSHFIRDAHIERSL,

SRR WhI%E &Sic) fER
Action = String NHESE , KIZEOBYE : DescribeApplnfo
Version =2 String NS ANEOEYE : 2019-08-19
Region & String REBH, FRFESHFHIRFIZR(TODO)
Offset & Inte4 IRBAE
Limit B Int64 NREHAFHERAHERT , &AE50, FIAS0
3. IS
SHER E3id) fEk
Result AppldResponse RERIFFESEKAIApp 1dFIR
Requestld String E—IEK ID , SREREIRME., ELIARSFEERAEZRIERAT Requestld,

4. FEIRD

UG T OS5I EERA0EIRD | BERISER A HHEIRD,

l_':|

RS HEA

WS : BRmEmEX 25186 T #333m
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IR

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

3%

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssIE4EIZIZIE
FMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
EREIR.

BIRAAI A,

%187

\|

£333m



O BASTCE

HEHEEDEER

EBRUTEHAYE: 2022-05-10 11:14:35

L. g

EOERES :
BEEDAERER
FOAZCEISRERIRS] © 100R/FD,
EOEFATE : 2020-03-02 18:46:04,

ORI E S &N,

2. NS

SHER Wik KA fEA

Action = String AHS

Version = String  AHSE

Region & String  HBE, iF
Instanceld = String ckafkasLflid,
GroupName & String

TopicName & String BB

Limit & Inte4  ARIREM MRS
Offset & Inted  (REAIE

3. mHESE

ckafka.api3.finance.cloud.tencent.com,

a1k, BPEEEEINgroupRIIRATtopicETR , WERIEE

iHEBAF ( CKafka)

2, A#ZOBYE : DescribeConsumerGroup
. AEEOEYE : 2019-08-19

=S HIESIZR(TODO)

Nk, AR EEEIENgroup&TR.

TiZBE , Mgroup X KRIEENZ.

SHEBR E<id) R

Result ConsumerGroupResponse BRERHEZESEER

Requestld  String E—ER ID , BREKREBRE, ELIDHATFEERMIZRIBFRAT Requestld,
+H 0
4. $EiRtS

WS : BRmEmEX

6188 1 #333m
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UG T OS5I EERA0EIRD | BERIDEN A HHEIRD,

HIRID
InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

ik

SR,
EFEEESH.
ActionZ#BUEIHIR.
SLHIRFIE.
RIZRURLE,
OsstEEIZIRE
FRAETFzone
FoRH9 Vpe Id
FoXBIFmid
ZOnNeRZHF
HEEMIBRSTBIPRE
REBIEIR.

BRI,

25189 T #333m

\|



O BASTCE SEIAFI ( CKafka)

WEBZR 7 H S EMR)

EBRUTEHAYE: 2022-05-10 11:14:35

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
B EE D (FEER)

BN OIBRIRERIRS] © 1000%/70,

EOEFAYE : 2020-02-17 17:03:28,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER whIE it fEA
Action = String NHBE, KiZOBYE : DescribeGroup
Version 2 String NHBE, AEFOBYE : 2019-08-19
Region & String NESBH, FIFRSIFRIMEEIZR(TODO)
Instanceld = String SLHID
SearchWord & String HRXET
Offset B Int64 ImzE
Limit & Int64 EAREEE
A M2
3. IHSE
SHER it HEA
Result GroupResponse IREIZERETIZR
Requestld String W—iEK ID , &RIEREPSIRE. BRI EERMZRIEKE Requestld,
+H 2
HIR0

p= 4
—
s}
°

PAIMRFIE 7O SZEERaIEReS , EEREFE A ER

IR FHA

WS : BRmEmEX 2190 Tm #333m



O BASTCE

FHIRAD

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

%
SHBER.

EFEHERSEH

ActionSHEVEEIR

SLHIRFTE.
RIRURLE.
OssiE4EIZIZIE
FMARETFzone
To3889 Vpc Id
oI FMid
zone R iHF

L EMIBRSTHIBR !
BRI,

RIRAA A,

%191 @™

\|
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O BASTCE SEIAFI ( CKafka)

SLIMER RO
IRENHZR T EER

ERITEHHYE): 2022-05-10 11:14:35

e =
1. EOHA

EOEkigE . ckafka.api3.finance.cloud.tencent.com,
IREVHBESBER

BOAEZOIERIRERPRE © L00X/FD,

EOEFAYE : 2020-01-07 11:26:49,

EOBFINE R EM.

2. NS

UTNBERSEGIRGIH T ROERSEHBO NHSE |, TBEAHSHIIRNAHIERSH,

\

SHETR ik KB 35
s

Action P String ~HE2E, AZEOBYE : DescribeGrouplnfo

Version = String NHESE | ANEOEYE : 2019-08-19

Region & String AHSE, FIFRIFHERFIZRTODO)

Instanceld = String (ISR ) $RRBSLHI ID 938,

Grouplist | & g‘fr Y Kafka  ESE, Consumer-group , KERMIE. REMIEMATEIEE (—
String GET &K ) , FTLAMER#EE : GroupList.0=xxx&GrouplList.1=yyy.

3. BiHSE

SHER ESid) A

Result Array of GroupInfoResponse  IR[EIRVZEER

Requestld  String H—EK ID , ®XiEKREPSIRE., EARIEEREZRIEKAY Requestld,
N
. SHIR0D

UG T OSSR A0EIRD | BERITER A HHEIRD,

WS : BRmEmEX 192 Tn #333m



O BASTCE

FEIRD

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

R

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
RIRURAE.
OssiE4EIZIRIE
T BT zone
T3 Vpe Id
ToRHFMid
zone 3T

L EMIBRSTHIBR S
IEREEIR,

BIRAAI A,

%193 ™

\|
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O BASTCE SEIAFI ( CKafka)

SRE B R Hoffset

ERITEFHYE): 2022-05-10 11:14:35

ARy N
1. EOHA
EOEkiEE . ckafka.api3.finance.cloud.tencent.com,
IREGEZEE D Hoffset
BOAEZEOISRIRERPRE © 100X/FD,
EOEFAYE : 2019-12-06 16:51:35,

EOBEIOES NN,

2. NS

UTNBERSEGIRGIH T ROBERSHHBO NHSE | TBAHSHFIRDAHIERSH,

SRR Wik KRB R

Action P String HSE, KIZEOBYE : DescribeGroupOffsets

Version 2 String NESE, AEOBYE : 2019-08-19

Region & String NHBH, FERF R ISIREZIZR(TODO)

Instanceld 2 String (L& ) 1RIRsLf) ID 1958

Group = String Kafka jgi#555¢H

Topics = Arr'ay of group TR ERBZREE , MNEREZEE , NFRRIEEM group TAFA topic 5
String B

SearchWord & String TEHAPLED topicName

Offset B Int64 RRERRBAE , BOAJ0

Limit a Int64 RRIREIEROEAMEL  BIAA50 , &AEHS0

3. S

SHER =it R
Result GroupOffsetResponse IREIRERITR
Requestld String H—i5K ID , &RIEREPSIRE. EARENBERMZRIEKE Requestld,

WS : BRmEmEX 194 Tn #333m|

\|



O BASTCE

iHEBAZ ( CKafka)

4. FEIRS

UG T OSSR A0EIRD | EfERIRFER A HHEIRD,

FEIRD AR
InvalidParameter SHEEIR.
InvalidParameterValue.RepetitionValue EFEEESH,
InvalidParameterValue.WrongAction ActionS#EUEEIR.
InvalidParameterValue.InstanceNotExist SLHIARFTE.
UnauthorizedOperation RIFBURLE,
UnsupportedOperation.OssReject OsstEIZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InvalidParameterValue.VpcldInvalid Fox4AY Vpce Id
InvalidParameterValue.SubnetldInvalid T+ mid
InvalidParameterValue.ZoneNotSupport zoneAsziF
UnsupportedOperation.BatchDellnstanceLimit S EMIBRSLBIPRE
InternalError WEREIR.
ResourceUnavailable RIFARTF,

WS : BRmEmEX

%195 ™

\|
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O BASTCE

SRENSLHETE

BITEFATE: 2022-05-10 11:14:35

1. FOfEE

iHEBAF ( CKafka)

EOEkiEE . ckafka.api3.finance.cloud.tencent.com,

SRENSCHI/E
FOAEOIBRIRERIRS] © 1000%/70,
EOEFAYE : 2019-12-09 10:52:05,

EOBEIOES NN,

2. NS

UTNBERSEGIRGIH T ROBERSHHBO NHSE | TBAHSHFIRDAHIERSH,

BHER £k s
Action = String
Version =2 String
Region & String
Instanceld 2 String

3. S

e C St
Result InstanceAttributesResponse
Requestld String

4. iR

A

\N

NEES¥ |, AEOEYE : DescribelnstanceAttributes

NESE, AEOBYE : 2019-08-19
AHBE, FENFFRSIERREREIZR(TODO)
seplid

A

LABEMREERYS:

E—IEK ID , ®RIERESIRE]. EMIAEISFERAIZRIBERAT Requestld,

UG T 2O SSIZAEERA0EIRD , BERIRFEN A TR,

HIRD
InvalidParameter
InvalidParameterValue.RepetitionValue

InvalidParameterValue.WrongAction

WS : BRmEmEX

fik
SHEIR.
EFEHEESEH

ActionS#EUEEIR.

26196 T1 #333m
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FHIRAD i)
InvalidParameterValue.InstanceNotExist SLHIAFTE.
UnauthorizedOperation RIFBURLE,
UnsupportedOperation.OssReject OsstEIZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InvalidParameterValue.VpcldInvalid FoE9 Vpe Id
InvalidParameterValue.SubnetldInvalid TB9Fmid
InvalidParameterValue.ZoneNotSupport zoneAsziF
UnsupportedOperation.BatchDellnstanceLimit S EMIBRSLBIPRE
InternalError WEREEIR.
ResourceUnavailable RIFEART A,

WS : BRmEmEX 2197 Tm #333m

\|



O BASTCE

SREXSLAIFZR

ERITEFHYE): 2022-05-10 11:14:35

7

1. #FO#R

EOBKIER : ckafka.api3.finance.cloud.tencent.com,

ZA$#0 ( Describelnstance ) BFAERAFIKF TREGHERBAF CKafka SLAIFIZR
EAREOIERINEIRS : 200R/FD,

EOSEFRAETAE : 2019-12-19 11:23:20,

BORMER LN,

2. NS

UTNBERSEGIRGIH T ROERSHBDO LHSE , TBAHSHFIRDATIERK

iHEBAF ( CKafka)

SRR Wk KA R
Action = String NS, AEOEYE : Describelnstances
Version 2 String NHESE | AEOEYE : 2019-08-19
Region & String AHSE, FIFRIFERFIZRTODO)
Instanceld & String (L& ) IRRRSCBIIDILIE
SearchWord & String (LB ) IRBLBILFRILIE | STRHAEHER
Status = Array of Int64 (IR ) SEAIRRE. 0: BliE+ , 1: o, 2 kR, NEBGAREIZED
Offset & Int64 REE , ANEBEIAN0
Limit S Int64 REIEE , AMEVEGALO , H&AE20
TagKey & String IEttREkey(E,
3. IS
SHER E3ic) R
Result InstanceResponse REIRYLER
Requestld String E—IEK ID , @RERESIRE], EfITRAHERHIZRIEKA Requestld,

4. FEIRD

WS : BRmEmEX

6198 T #333m
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AN 7OV S EERAERID | BEERIDFE N HEIRTE,
FHIRAS fatk
InvalidParameter SHGEIR.
InvalidParameterValue.RepetitionValue EFEERSE,
InvalidParameterValue.WrongAction ActionSHEUEEIR.
InvalidParameterValue.InstanceNotExist SEHIATFE,
UnauthorizedOperation RIFBURLE,
UnsupportedOperation.OssReject OsstE4EIZIRE
UnsupportedOperation.BatchDellnstanceLimit HEEMIBRSTBIPRE!
InternalError WEREEIR,
ResourceUnavailable BIRAATA,

WS : BRmEmEX 199 T #333m
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O BASTCE SEIAFI ( CKafka)

Y= < > ==

SREN LA ZRIF B

BT EHETE): 2022-05-10 11:14:35

1. EOfA

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
FAFP K R 3RBNL B RIF 1S

EOMZECIERINEIRS) : 200%/70,

EOEFTE : 2019-12-19 11:22:28,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik KA fER

Action = String nHESE, ANEOEYE : DescribelnstancesDetail
Version 2 String AHSE, AEOHE : 2019-08-19

Region & String AHSE, FIFRIFERFIZRTODO)
Instanceld & String (U8R ) HRBRLAIDILTE

SearchWord & String (ITIEEM ) IREBRLAIBTRTIE | STFRMES

Status = Array of Int64 (VRS ) EAIRIRE. 0 : BlEEF , 15179, 2 : ik , FERKARE2ER
Offset & Int64 REE , ANEBEIAN0

Limit B Int64 REEE , AMENEGALO , &A(E20

TagKey & String ILEciREEkeylE,

Filters S Array of Filter JORe

3. mHSE

SHEWR i R
Result InstanceDetailResponse IREIRISLAIEBER IS
Requestld  String BE—EKR ID , 8XEREBIRE, ELIERATHRERMIZRIFRAT Requestld,

WIS : B emEX 26200 1 #333m

\|
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O BASTCE

4. FEIRS

UG T 2O SSIBAEERA0EIRD | EfERITFER A THEIRD,

HiIRD R
InvalidParameter SRR,
InvalidParameterValue.RepetitionValue EFEERSE,
InvalidParameterValue.WrongAction ActionZ#EUERIR.
InvalidParameterValue.InstanceNotExist IHIRFTE.
UnauthorizedOperation RIZRURLE,
UnsupportedOperation.OssReject OsstEIZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMAETFzone
InvalidParameterValue.VpcldInvalid Fox4AY Vpce Id
InvalidParameterValue.SubnetldInvalid TR FMid
InvalidParameterValue.ZoneNotSupport zoneAsziF
UnsupportedOperation.BatchDellnstanceLimit S EMIPRSLBIPRE
InternalError WEREEIR.
ResourceUnavailable RIFEATH,

WS : BRmEmEX

%201 ™

\|

£333m
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IZEGroups jHZEoHoffset

EBRUTEHAYE: 2022-05-10 11:14:35

v =N
1. #EOEA
ZEOBEKIES © ckafka.api3.finance.cloud.tencent.com,
®EGroups iBZ D ¢Hoffset
FONBEOERIERS « L000K/FD.
BEOSEFATE : 2019-12-09 10:54:37,

ORI E S &N,

2. NS

LITNBERSHGIRNFIE TEOIBRSHFED NS |, TEARSHGIRDAHLERSE,
SHER Wik KRB TR
Action 2 String  AHSH, AEOBYE : ModifyGroupOffsets
Version 2 String  AHSE, AEOEYE : 2019-08-19
Region & String QB , FERFRSISHMRZIZR(TODO)
Instanceld = String kafkasLflid
Group =2 String kafka Bz 2H
EHBoffsetfI5ME , AN 0. XW35shift-by2#y , KFECoffsetmpisimEHashifts 1.
Strategy 2 Int64 33352% (by-duration,to-datetime, to-earliest,to-latest) A KB of fsetiETNEHEE

timestampfIRIE 2. X375% (to-offset) , (XFiEoffsetiBEhZEIgsEMN offset B

Array
Topics a of RrmEEEMNtopics, NMERT2EB
String
Hstrategy HORT , HMEEZFER , AILAXTFENFRSIBoffsetma#anshiftsk , INFEN
Shift - Int64 BoffsetmmiElshiftisl, EREERFIoffsetiiZE(old_offset + shift) , EEFEAY
[

EUNERHFAYoffset/NFpartitionfYearliestl &g E Mearliest , WNERAFpartition Blatest
NI&iREHlatest

Bfums, HstrategyN1RY , WRBZZFER , HP-2FrEBoffsetZIRFFAIIMNE | -1
ShiftTimestamp & Inted  FREEISRHAIMBERESTED) , HEBEURKSENE , SIKEtopichigEREAY
offset AEHITEE , FE LAY , MRISEAIRSEAFERR | NEKEERREIoffset,

Offset

Iy

Int64 EEHEINREMoffseti[E., strategy 2 , BREZZFER,

3. s

WIS : B emEX 6202 T #333m
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O BASTCE

SHER St R
Result JgwOperateResponse IREIEER

Requestld String W—iEK ID , ®RiEKEPSIRE], EEMATEERAZXIEKA Requestld,

4. TR

UG T OSSR A0EIRD | EfERISFEN A TR,

HIRD R
InvalidParameter SHEEIR,
InvalidParameterValue.RepetitionValue EFEEESH,
InvalidParameterValue.WrongAction ActionZ#EUEREIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation KRISTURME,
UnsupportedOperation.OssReject OssE4aiZiR(E
InvalidParameterValue.SubnetNotBelongToZone FMAETFzone
InvalidParameterValue.VpcldInvalid FoH Vpe Id
InvalidParameterValue.SubnetldInvalid T FMid
InvalidParameterValue.ZoneNotSupport zoneAfR %
UnsupportedOperation.BatchDellnstanceLimit St EAMBRSTGIPR
InternalError WEREIR.
ResourceUnavailable RIFEATH,

WS : BRmEmEX

%203 @
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O BASTCE SEIAFI ( CKafka)

R ESCAIRE:

EBRUTEHAYE: 2022-05-10 11:14:35

=7 R

1. #FOfEA

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
RELHIEM

EONZCERINZRS - 1000%/FD,

EOSEFRATE : 2019-12-09 10:52:33,

EOBIIOEE NN,

2. NS

SHER Wik RE ik

Action 2 String NHESE, AEOBYE : ModifylnstanceAttributes

Version 2 String NHESE, AEOBYE : 2019-08-19

Region & String NESH, FIFRSIFRIMEHEIZR(TODO)

Instanceld = String sfAlid

isgretntontime | & | st EHEERRKERD WS BAOK O

InstanceName & String %"E{ﬁﬂ%ﬁﬂ ' %_Tzzﬁi:i o4 /|\:‘7"_f—’}|;|g:‘7"_f-’}$ . M\Z A
NEFHR  FRBOTUBSFE. ML)

Config S ModifyInstanceAttributesConfig ~ SCHIBCE

3. S

SHER St A
Result JgwOperateResponse IR[EILER
Requestld String W—iEK ID , &XIEREPSIRE. EAEENBERMZRIEKE Requestld,

4. FERhG

PAIMRFIE 7O SZEEXANERE | EtERGFEN A TERE.

U]

WS : BRmEmEX 28204 T0 #333m|
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FHIRAD

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

A

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
RIRURLE.
OssiE4EIZIZIE
FMARETFzone
To3889 Vpc Id
oI FMid
zone R iHF

L EMIBRSTHIBR !
BRI,

RIRAA A,

%205 @

\|
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SRS

ERITEFHYE): 2022-05-10 11:14:35

TopicPartitionDO

SXEE
N T™EEO5|A : DescribeTopicAttributes

BR

ok
&

TR

Partition Long Partition ID
LeaderStatus Long Leader IZ1TIRE
IsrNum Long ISR N84

ReplicaNum Long BIANEY

PartitionOffset

DRAULRE

A0 T™ZO5 | : DescribeConsumerGroup

E el i

[

Partition String Partition,l%0"0" &% " 1"

Offset Long Offset 550100

DescribeBrokersResponses

DescribeBrokersResponses

WA T™0O3|F : DescribeBrokers
B i R
TotalCount Long BE

Brokers Array of DescribeBrokerResponse Brokers

DescribeGroup

DescribeGroupiR[E]SLiA

e TEOS | : DescribeGroup

WS : BRmEmEX 55206 I

\|
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2R ESit] iR

Group String groupld

Protocol String iZ group {ERARIIY,
Error
REERES

AT EOSIA -

ZFR St fak
Code String EIR
Message String HIR(EE
Acl
ACLRYZRL{K

WA T4EO35 | - DescribeACL

BR St fk
AcliZEZEES , (0:UNKNOWN , 1:ANY , 2:TOPIC , 3:GROUP , 4:CLUSTER ,
ResourceType Long

5:TRANSACTIONAL_ID ) H#giRETOPIC ,

FIREFR , FlresourceTypetBxinHresourceTypeITOPICHT , NiZFERFERRtopicBHR , 24

R N Stri
esourceiame nng resourceTypeAGROUPHT , 1Z=EREZR"groupZfR

Principal String  FAF%IE , BlikAUser* , RoxEHEluser&BaILAAIE) , HRTAF REEEAFFIRFEE/AR
Host String BONS , FEThostEBETLAEIE] , 2FickafkaFsetFhostyy , (BREERkafkafIF Rt 2B

<FF

AclBfESZL(0:UNKNOWN , 1:ANY , 2:ALL, 3:READ , 4:WRITE , 5:CREATE , 6:DELETE ,
Operation Long 7:ALTER , 8:DESCRIBE , 9:CLUSTER_ACTION , 10:DESCRIBE_CONFIGS , 11:ALTER_CONFIGS ,
12:IDEMPOTEN_WRITE)

PermissionType Long PRZERY(0:UNKNOWN , 1:ANY, 2:DENY , 3:ALLOW)

CreateTopicResp

BIEFR(E]
e TEOS | « CreateTopic

BR

b
=
B
Bt

WS : BRmEmEX 5207 7@ #333m|
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g iis

Topicld

InstanceDetalil

SLHFE

WA TEO3| A : DescribelnstanceDetail,

2R ESid)
Instanceld String
InstanceName String
Vip String
Vport String
VipList Clr;aEﬁtc:‘fy
Status Long
Bandwidth Long
DiskSize Long
Zoneld Long
Vpcld String
Subnetld String
RenewFlag Long
Healthy Long
HealthyMessage  String
CreateTime Long
ExpireTime Long
IsInternal Long
TopicNum Long
Tags Array of Tag
Version String
Zonelds Array of Long
Cvm Long

WS : BRmEmEX

iHEBAZ ( CKafka)

it i)
String Faaud

DescribelnstancesDetail
fEk

hlid

SLRIZFR

AAsEBIROvip (8

R AIRROEE

REIPFIZR

SCHIRPRTS. 0 : G, 1:iEf7h, 2 : MBRR - SBRE , -1 SEKM
LIS, BMuMbps

SEIRSTERE RN |, BRRIGB

BIFEXIHID

vpcld , SNRAZ | HABEERMLE

FMid

LR EEREE | int A | 1RBEE | 2R a5
LR int : OFRTMERR | 1R EE | 2 ZFRLIRERE
LHRER

SRR )R E)

LS AR (A)

ERARHER. BEH RTHHER

Topic/ N

FRiRtag

kafkahR A4S 2

BARAX

ckafkaEssE3EE

%208 @
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AR St fik

iHEBAZ ( CKafka)

EEEFAY CPU 2843, 1:x86; 2:arm; 1ZUARCEAIZERY | 4 : 3 il 0011 , i x86.

CpuArch Long S

SoldOut

EBTE
#AOT™EOSIA -

BFR e

Cvm String

DescribeClustersResponses

DescribeClustersResponses

#ANTEOSIA -

BR RE
Brokers Array of DescribeClustersResponse
TotalCount Long

SubscribedInfo

W IERSER

#ANT~EOS | : DescribeConsumerGroup

BR et
TopicName String
Partition Array of Long
PartitionOffset Array of PartitionOffset
Group
LEIRYN

AN T™ZO5 |8 : DescribeConsumerGroup

BR St

WS : BRmEmEX

A

ERHER

IE%&
)%
TR0 ERRZ
RN X
PXoffset=E
A

%209 Tn #333m
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BFR -] R
GroupName String HEZFR
Assignment

FHEESEAIZETEER partition 58

WA T™20O3|F : DescribeGrouplnfo

BFR ESid) fER
Version Long assingmenthR A5 2
Topics Array of GrouplInfoTopics topic(EE%IZE
Instance
SEIRISR

WENT4EM3| A : Describelnstances

B &S] A
Instanceld String 5l
InstanceName String SLAFIZFR
Status Long TR, O : Bl , 1:izf79, 2 kR , 5B, -1 BIEEM
IfCommunity Boolean EETHRELAI, FHR : true , AFFR : false
ConsumerGroup
FAP4ESCiR

#aNTEOS|A : DescribeConsumerGroup

B il R
ConsumerGroupName String FREER
SubscribedInfo Array of SubscribedInfo 1TEE RS
User
FAFPSEiR

AN T#EOS| A : DescribeUser

WS : BRmEmEX 2210 T #333m
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AR
Userld
Name
CreateTime

UpdateTime

Tag

SEHRFIBRAMRERISR

iHEBAZ ( CKafka)

fik
FAFid
AR
ellEEn )

REEHATE

AN M5 : DescribelnstanceAttributes, DescribelnstanceDetail, DescribelnstancesDetail

% iis
TagKey

TagValue

Partition

PXER

AN T™ZO5 |8 : DescribeConsumerGroup

g N

Partitionld

PriceObject

UISSES

a3 | A : DescribeCkafkaPrice

E=H

Pid

Price

Value
PriceModel
PriceDetail

TotalCost

WS : BRmEmEX

&2

String

String

ok
5

Long

s
String

Long

Long

String

Array of PriceDetail

Long

R
REEHIkey

IRERE

gt
MSIFEEA

SYEE

28211 7 #333m)
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BFR
BillingItemCode
SubBillingltemCode
RealTotalCost

Policy

PolicyDetail

InstanceTypeConfigDO

ST E B
WA~ EO3|F : DescribeCkafkaTypeConfigs
BR
Type
Desc
Bandwidth
DiskSize
Pid
MaximumlnstancePartition

MaximumlInstanceTopic

InstanceConfigDO

SEAIECESE(R

#HUN O3] 8 : DescribelnstanceAttributes

g ils
AutoCreateTopicsEnable
DefaultNumPartitions

DefaultReplicationFactor

GrouplInfoTopics

GroupInfopgEBtopiciis:

WS : BRmEmEX

String
String
Float
Float

PolicyDetail

ok
2

Boolean
Long

Long

iHEBAZ ( CKafka)

1%
TREAFCED
FIKEHS

\IE\TEE

o
i

huy s
M

VESES

HEREAN , BUMbgs

B

BA/N, B{UGB
REIMAIpIdER
ZAE AT LABIERY > X ELEECER

ZAE AT LABI A E R AN E BCER

%
EEBEHEER
DXE

FAREHIFactor

56212 71 #333m
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AN TEOS | : DescribeGrouplnfo

AR ESic

Topic String

Partitions Array of Long
ConnectorStatus

REBUER S ESNSREIRIS

WA T™EOS| A : DescribeConnectorStatus

2R KA
State  String

Type String

Region

MR SEAARISR

#AT™EOSIA -
2R
Regionld
RegionName
AreaName
RegionCode
RegionCodeV3

Support

TopicResult

1

[

connector RZ&. UNASSIGNED : {F&iA%&%5EE ; RUNNING : connector IF#EiE{T ; PAUSED

fiik

SECHY topic BFR

RS partition {58

B&2E(F ; FAILED : {E555KM ; DESTROYED : {E55H5,

connector 28 | F source F] sink FRIFREEY,

KA fEk

Long HsID

String M ZFR

String X ZFR

String ol CAS

String HEAES (VIRRA )

String NONEEUMEARSHHEAETANEN\NCVM:SHFCVMERY

#Z—iR[ElAYTopicResponse

AN~ #EO5 | : DescribeTopic

% N

TopicList

e

Array of Topic

WS : BRmEmEX

B
5

5

[EIRIE,

[

EE7I%

iHEBAZ ( CKafka)

%213 ™

\|
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ZR et U

TotalCount Long AR topic B2
Connector
s Se ST

W T#M3| 8 : DescribeConnector

2R RE 1%

Connectorld String  connectorld,

Name String connector Z#R.

Type String  connector 258, source : S AFHEZ] Kafka ; sink : 1EEHEM Kafka SH.

ConnectorClass ~ String = HUTIZ(ESHY class &R,

SourceRegion String  JRFRTEMEIE,

Source String B,
SinkRegion String  BRIFRTEHBIR.
Sink String B AIHELE,

connector HEPAE. 1ZRSETRE—ERBER , ESEAEE GetConnectorStatus #1 3X
Status String  BY, UNASSIGNED : {E5ZiXx%k5HE ; RUNNING : connector IE#EE{T ; PAUSED : connector &
ZE{Z ; FAILED : {F555< ; DESTROYED : {E533HER.

Description String  connector MR,
CreateTime String  GUEERTAEL.
UpdateTime String  {&2ZATEL.
GroupInfoMember
consumer{S&

WA~ O3 : DescribeGrouplnfo

R St fak

Memberld String coordinator AB#EZHFPRIHZEELEKAIE— ID
Clientld String EFiE#EE SDK BCIREM client.id (58
ClientHost String —MRTFEZ AT IP itk

Assignment Assignment FEE D ECLAIZHERER partition 52

WS : BRmEmEX 214 T #333|
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Route

BRFRSCIARISR

WA ™M 2|8 : DescribeRoute

BFR 2

fr#

3%

SLHIEANTIZN0 - PLAINTEXT (A5 | IREHRFERERARAL XA :
SASL_PLAINTEXT ( BB 750 , MIEEEF AR , SBISASLEHEREN | (LKA )

2 : SSL ( SSLIN®iE(S | IREHAFER | BRAMALRMRAELSSF ) 3 : SASL_SSL ( SSLINEIE(S |
EEUET AR, RBISASLTHEREN | (AEXKIRASHF )

AccessType Long

Routeld Long iz3=z))

VipType Long YiPM?§§@ ( LAMITGW 2: B4R 3:VPCRILS 4B =SNG (—ARF T RERSLAI) 5:SSLINKIT
[BI75 =017 6:FBEFMEvpC )

VipList C:;ﬁ:y ERIPFIE

Domain String eI

DomainPort  Long & port

DescribeClustersController

DescribeClustersController

AT EOSIA -

BFR ESig) fER
Id Long id
Ip String ip
Epoch Long epoch
Filter
HIES R

ARREXNTIEE , BTRBLIRER. FILTIEID, B, REF

o EBFESA Filter B, Filter [EEUXRABIBS ( AND ) (&,
o EE—" Filter ZFESA Values , E— Filter T Values [EJfIXZ 0iBi8ak ( OR ) X&K.

U025 : DescribelnstanceDetail. DescribelnstancesDetail

BFR 23

1]
&
[

WS : BRmEmEX 28215 @ #333m
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O BASTCE MBI ( CKafka )

EFR e 135
Name String FRLIRFER,
Values Array of String FERRTIEE.

GroupOffsetPartition

HRBEDXIIR

e T™EOS|A : DescribeGroupOffsets

BFR il fER

Partition Long topic A9 partitionld

Offset Long consumer 232RY offset (V&

Metadata String XEHHBERTHER , €N metadata fENER | BRI—RATFRH
ErrorCode Long BRI

LogEndOffset Long LEl partition FFAY offset

Lag Long FRHZRIHEN L

GroupOffsetTopic

HBEDEEIIR

N T™EOS|A : DescribeGroupOffsets

BFR &S] TR
Topic String ERRZFR
Partitions Array of GroupOffsetPartition ZEESXEA , HHENITEI— json object

VipEntity

REUIPSLAR

U258 : DescribelnstanceAttributes, DescribelnstanceDetail. DescribelnstancesDetail, DescribeRoute

BFR it fEA
Vip String REHAIP
Vport String REP iRl

WS : BRmEmEX 216 I
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OperateResponseData

EMFRENREIRIDatasity

iHEBAZ ( CKafka)

WUNT™EEOS|A : CreateAcl, CreateConnector, CreatePartition, CreateRoute, CreateTopiclpWhitelList, CreateUser,
DeleteAcl, DeleteConnector, DeleteRoute, DeleteTopic. DeleteTopiclpWhiteList, DeleteUser, ModifyGroupOffsets,

ModifylnstanceAttributes, ModifyPassword, ModifyResourceTce, ModifyTopicAttributes, PauseConnector,

ResumeConnector

% I\

FlowId

TopicDetail

ERTFB

AN 43| : DescribeTopicDetail

BR KA
TopicName String
Topicld String
PartitionNum Long
ReplicaNum Long
Note String
CreateTime Long
EnableWhitelList Boolean
IpWhiteListCount Long
ForwardCosBucket String
ForwardStatus Long
ForwardInterval Long
Config Config

Topic

REIftopicRIER

AN~ EO5 | : DescribeTopic

BFR

WS : BRmEmEX

BUFERATIE]

EEFEIpLSINEAZE | truexnFS |, falsekmAFE
ipA& Eip N

#EEE i cos bucket: #77Ecos Fbucketitiiit
HiEEincos K& . 1 FHBEIESD | 0 FFEEdEEN
HUEE (D ElcosHIEIHRIRER

SREE

6217 T #333m
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ER &St TN
Topicld String FFAIID
TopicName String FERRAIZFR
Note String &iE

CreatelnstancePreData

BT B OIREIRIData
#AT™EOSIA -

BFR Sl A
CreatelnstancePreiR[E|EEHO , AABEEACheckTaskStatusfIEIAS . RENTIRIFFIGE%
Flowld Long
BEEMXIT.
DealNames Arr.ay of TSR
String
PriceDetail
IMEIFIB

W T3]/ : DescribeCkafkaPrice

iR il R
SinglePrice Long B
UsedAmount Long ERME
Cost Long V=
Price
THEMIESLK

N TR#EEOS|A : DescribeCkafkaZone

ZFR B} R

RealTotalCost Float O

TotalCost Float R
PolicyDetail

WS : BRmEmEX 2218 Tn #333m
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IriiFs

W T#O3| A : DescribeCkafkaPrice

BFR

Total

User

Common

Activity
DiscountType
Discountld
PreferentialType
DiscountSpecifiedPid

Combine

Zonelnfo

zone{SEELIK

N TEO3S| A : DescribeCkafkaZone

SR

Zoneld
IsInternalApp
Appld

Flag
ZoneName
ZoneStatus
Exflag

SoldOut

S

fi

String
Long
Long
Boolean
String
Long
String

String

iHEBAZ ( CKafka)

St ik

Float SSE

Float RPN AS
Long BEMERTN
Long Activity
String IR
Long 301D

Long ot St
Long i rilpid
Float Combine

TR
zonefdid
EEREBAPP
app id

FRIR
zoneZFR
zonelRZS
EIMTIR

json¥ige , keyIMNEY | value trueJEEER |, falseoskER

ModifyInstanceAttributesConfig

B EhIB MR ENSR

WA O3 : ModifylnstanceAttributes

WS : BRmEmEX

28219 I #333m|
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R ESit] fER
AutoCreateTopicEnable Boolean BnielfE true RIS | false BRAFF
DefaultNumPartitions Long
DefaultReplicationFactor Long
PartDetall
VIX=YSESES

W T#£MO3| A : DescribeCkafkaPrice

iHEBAZ ( CKafka)

A% , @SR auto.create.topic.enableiR B Ntruei@EIREIZER , BHAREN3

YNFRauto.create.topic.enableiR B Ftrue;SEIgEIZERNENAIZE /2

BR ESit] ik
Disk PriceObject TERNTE
CloudKafka PriceObject ckafkaff &
ConsumerGroupTopic
HERA ISR
#Han~EO5 | : DescribeConsumerGroup
BIR St fk
Topicld String ERAID
TopicName String FRREZFR

Config

BRECENTR

WU T=O5 | : DescribeTopicAttributes, DescribeTopicDetail

BFR
Retention

MinInsyncReplicas
CleanUpPolicy

SegmentMs

UncleanLeaderElectionEnable

WS : BRmEmEX

Long

Long

String

Long

Long

fik
HERER(E)
RN\EEEHIE

HESEES | B0A delete, delete : HEIZRFATIEMER ; compact : BEIR key
[E45 ; compact, delete : BiEi% key E45ESRFATEIMIER.

Segment 73 FiRaIRIATE

0% false, 137: true,

6220 T #333m
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% N
SegmentBytes

MaxMessageBytes

ClusterInfo

SRHERA

#WaN OS] A : DescribeCkafkaZone

% N
Clusterld
ClusterName

Zoneld

Zonelds

CpuArch

MaxDiskSize
MaxBandWidth
AvailableDiskSize

AvailableBandWidth

S

&2

Long
String
Long

Array of
Long

Long

Long
Long
Long

Long

WS : BRmEmEX

fik

Segment 43 FHARIRIT 5%

BRAHBFTE

1%
gAfld
SRFRIR

EHTAK

Broker BYRJFBX %3

iHEBAZ ( CKafka)

SERFAY CPU 2844, 1:x86; 2:arm; IR{UARCIMASREL | I : 3 Z#tHl)9 0011, 7R x86.,

arm JBE&Z344
ERER AR BAIGB
SRR AT BAIMB/s

ST AT AR BA{UGB

SRF=RIIATE BAMB/s

%221

\|
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HIRhS

ERITEFHYE): 2022-05-10 11:14:35

Il
WSBRELEE Error 268 , MR APLECISN. D

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
12
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}

Error FfY Code FNHIRAS , Message FRNZIB=AIEAEE.

HIRIDFIZR

)\ 3

VA N7
EiRD izl
AuthFailure.InvalidSecretld FRIEEL (AR API AR ) |
AuthFailure.MFAFailure MFA &R,

B FE. BEEHENEZRESCHRMREESR | ISIER | BaEERES

AuthFailure.SecretldNotFound e
ESIE , i TERIEMEEER.

. . . BRIIHA. Timestamp MIRSHRESEREAGBI LS , BICERAIREEFRER
AuthFailure.SignatureExpire

BREE,
AuthFailure.SignatureFailure BERER. SBRITEER  BYBRARARNPHNZEOLEHERES Bt EEE.
AuthFailure.TokenFailure token $&iR.

AuthFailure.UnauthorizedOperation &3k CAM 181X,

DryRunOperation DryRun #{F , RFBIGSEMINT , RRSET DryRun 24,
FailedOperation BRAER,

InternalError MEREEIR,

InvalidAction BEORNFE,

InvalidParameter SHEIR,

InvalidParameterValue SHEYEEIR,

WIS : B emEX 6222 71 #333m
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HIRD

LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

A BSEIRED

HiRAD

izl

B ECRPRH].
BROSEGER.
EOMARFE.
IERAVREGET T SRERPRHE
RiRH G .
BIRE.
RIFFE.
BIRAE A,
RIRBUEL(E.
RASHGER.

SIS TN

iHEBAZ ( CKafka)

http(s)IEXRIMXIEIR , R3ZHF GET #1 POST 153K,

EORSHSATEhEL,

UnsupportedOperation.BatchDellnstanceLimit

InvalidParameterValue.NotAllowedEmpty

InvalidParameterValue.ZoneNotSupport

InvalidParameterValue.Vpcldinvalid

InvalidParameter

InvalidParameterValue.SubnetNotBelongToZone

UnsupportedOperation.OssReject
InvalidParameterValue.RepetitionValue
ResourceUnavailable
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
InvalidParameterValue.SubnetldInvalid

UnauthorizedOperation

WS : BRmEmEX

kil

L EMIPRSTHIBR !
BHARRITRZ,
zoneR3THF
o9 Vpe Id
SHEEIR.
TMAETzone
OssE4EIZIRE
EFEERSH,
BRI A,
ActionSHEVEIEIR.
SLHIAFE.
FToXBgFmid
KIFURLE.

6223 1 #333m
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HiRAD iR

InternalError AEBEEIR.

WIS : B emEX 58224 71 #3331

\|



X BIHSTCE

SEEPAFI ( CKafka ) ( ckafka)
FRZS (2019-08-19)

APIESS

BITEFAYa): 2024-10-18 10:38:33

APIhRZAS

V3

ACL#EXEEO

OB
CreateAc!
CreateUser
DeleteAcl
DeleteUser
DescribeACL
DescribeUser

ModifyPassword

FRAXREO

EORR
CreatePartition
CreateTopic
CreateTopiclpWhiteList
DeleteTopic
DeleteTopiclpWhiteList
DescribeTopic
DescribeTopicAttributes

DescribeTopicDetalil

WRFRE - BRmERMEX

iHEBAF ( CKafka)

EOThee

FNIN ACL 5588
I0FBR
HIBRACL
BRFEF
RLEEACL
HEEAFER

(EBAT

ZOT8E
EINETSX
ellfEES
BIEERPHER
ABRERT
fpRERRIPHEZ R
SRENERRZ 2R
SRENERE %
SRENERRSIRIFIE

6225 1 #333m
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X BIHSTCE BB ( CKafka )

EO|R EOIhEE
FetchMessageByOffset HEHE
FetchMessageListByOffset R AERERSIE
FetchMessagelListByTimestamp RIER B EEEESIE
ModifyTopicAttributes wETHEMN

HithzO

EOZR ROThee
DescribeApplInfo HiIRPYIE
DescribeConsumerGroup HEEESEER
DescribeGroup WEE 2R H (FEEIR)

SYlEP S

BOSR BEOThRE
DescribeGroupInfo RENHZEDHER
DescribeGroupOffsets SREVH#Z 7> Hoffset
DescribelnstanceAttributes SRENSLAIE M
Describelnstances SREXNSLHIZIZR
DescribelnstancesDetail IRENSLHIZIRIFE
ModifyGroupOffsets RE&EGroups jEZESHoffset
ModifylnstanceAttributes RELHIEM

WS : BRmEmEX 58226 TW #333m
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BB

EOSH7V]

BEEFATE): 2024-10-18 10:38:33

tcecloud API £XE/MAEIEKRIFITEMIIE , BB MNERBZTEEATIBEREHTEEEREE ( Signature ) LISIHEKRES D, &

BIERHRTEFIEER , T2 FIERE Secretld ] SecretKey ; ERFPRIRERZEFEIE | BRIECAPIZARNHEES , BNTEERATAP
#ZM.

= .

1. RiFReFEiE

HEEIXER=APIZE] , BRIERAPIZSANHBRIELEEIE. L2 EIUFELE Secretld 1 SecretKey :
e Secretld B F4RR APL REBH

* SecretKey BFIIEEE FFBMIRS SRS E FRTRIER.

* APRTEREREEIE , BRtE,

HBLZeEIINEREERIT -

1. EFtcecloud FTEPEHIA,
2. BHE=APIZSRRUEHI A TR
3. E=APIESETUHE , M [#7] RPRJLARYEE—XISecretld/SecretKey

IR AREKSRESELIBBIRT Secretld / SecretKey,

2. ERE R R

BT ZeEiESecretld f SecretKeyf5 , MATLAERESZERT. IATREEMRSSHRNIFMSFE :
BRIZFFRY Secretld # SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

R XERERE , iERIEAF RSN Secretld f1 SecretKey #HTIEEHRME |
LIRSS 2EEELAIFIZR(Describelnstances)iEsk Al , HAFEBX—ZOR , iS5 kESHEaeT:

SHBIR Hh3Z S8

Action 555 Describelnstances

Secretld #=5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp MBIt EEE 1465185768

Nonce PEHLIEEEEY 11886

Region SCHIRRTEX ap-guangzhou

WIS : B emEX 56227 T #333m
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e C 3L SHE

Instancelds.0 FFEIRRILBIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. HSETHEFF

BEEMNEERSERSHEBNFEE ( ASCHRE ) AFHIF. T8 1) RIESHSHTHIF | SRERTINET , 7&85tA/ ;
2) ¥ ASCII 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARIREE, AATLUERRIEES PHIE%
HERFRECRSLINX—INAE , 1 php B8 ksort R, HIRRBISEHIHEFRERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
"Limit" : 20,

‘Nonce' : 11886,

'Offset' : 0,

‘Region'’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

EREEEFRINESAR , X EERGIFRSEHTHR | SRINER B,

2.2, BHEBKF AT

WWEBERMBERFGER. HE L —THERFRERSEISTN R SRR ="S81E I | 11X Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIAEEH A Action=Describelnstances . ¥ : “S&E"HERIAETIEurRREOE.

REBBINENS IS8R HEE—E | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3, PHESRBRCF/HE

WEBERERRENFME, SBRENEHFBEUTUNSEGE:

1. &K% 285 POST #1 GET A= , IXEB(FER GET &K , iFEHEAEXE.

2. IERENBEELIFFE (Describelnstances)§9i5 K14 5 : cvm.finance.cloud.tencent.com, SCRRAVIE KIS RIEEOFREERIIAR
BfmAR | FERSECRE,

3. BRI YRR A=APIHIERIEZREZEN / .

4 15K=FER: B E—ERANERFRTE,

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES
TOIRIHERER

WIS : B emEX 6228 T #333m
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&V
ersion=2017-03-12

24, EpSREA

S BREMSER, EEMER HMAC-SHAL EiEY E—S RSN ERFIFFRHTES | ARBAEMINE RS Base6s #1745
3, BIERIGRERIER A,
BMRSINT | LA PHP IES 96
$secretKey = 'Gu5tIXGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=08&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE&Timestamp=14651
85768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBRINEEEN:
EiP9YW3pW28FpsEdkXt/+WcGel=

ERRCERRIHESTAN , IR LERGIFRRGHTERIIE , BRNERHS6IFHhaI—EEa.

3. BRRIwG

RIS R BT REEIRIFNIBRESE , FEXNHEBT URL %3,

80— R Z A ElIPOYW3pW28FpsEdkXt/+WcGel= , S{EFIR0RREHBIBREE ( Signature ) 7
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Ti5RTFEMSRAER URL,

IR WMRAFREKSER GET , BiEBR7F:%58 POST [RY Content-Type 73 application/x-www-form-urlencoded , MI&XiERK
RAEIERSHAEIREM URL RS , SHRBN=-ASARERIG. IF ASCI FRHE URL RISAIFESELL UTF-8 #{T4%88.

IR | LREIESH http BEREESFTESEHT urlencode , FEXMMENT , MATREXIERBHIT URL 3T , BUAX URL 4
HeSHERLM.

IR : RS BEthTER TR , ISR RFC 3986. fEA %XY MFRFRIFINIRFHTE SR , AP XY ot/ HsrrF
(0-9 IXEFE A-F) , ER/INEHSILER.

4. 7K

HRIESCRREN | T TERRMAEIRD | SRIECIREAE

RIS FEIRfEA
AuthFailure.SignatureExpire BRITH
AuthFailure.SecretidNotFound BEAEE
AuthFailure.SignatureFailure EEER
RS - B e EX 229 T #333m
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RS HoSEIAR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 APl ZFEZERY )

5. ERIER

FESTRRER APL 3.0 B , HE7EERIREEtcecloud SDK 3.0 , SDK EEETRRANLE , FANRE = RRIBMEOET, HMAEE
S0 SDK iy, SASTRARRIESTS |

* Python

* Java

* PHP

* Go

e JavaScript
e NET

ATEBRNERERTRE , THUSIMREES A0, B OANERTERRIIL. BXkES. ERIROMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN , TRTAIBRERA SDK.

REEHHAY url TT8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPREERENN | HEBEARRSHEIRE |, RIanSRELL url FEXSEEHF I FEE R curl ER<SERISIREESN
Hix | SRH. ATEE—NMTLUEERER url |, EEERUREIFH Secretld 0 SecretKey NESLAVZESE , FHERRFHBIRTEEUE
79 Timestamp ,

IR ETENTAT  ARREES  EER—ESEXITEEIR url JEEEEMAR , RIASHNINFARR | (EXHARIER
. REMESHEE , BESITEIERRIE.,

IR LIMURB(UERT APL 3.0 , FEEERATREMINERRE | BIEZIERN APl , BTFEATERBRSHERUEIER | B
XS R AYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);

WIS : B emEX 6230 1 #333m
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] EBRNEKRSSEH TR | tatATreeMapfRiElnAs

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// EBRERurl TS EINF B 2K

for (String k : params.keySet()) {

/] BEXSEKE#H Turlencode , AT keyEBRENFH , tUtA (St valueit{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LABEIHEF

// SEFRE RS R 24 EERREEL , 140 - params.put("Nonce", new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // A5

// SEFRE RN RS ZE0RTE) |, 130 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~NFHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // A48

params.put("Action"”, "Describelnstances"); // 2"H5%(

params.put("Version", "2017-03-12"); // AHEES#

params.put("Region”, "ap-guangzhou"); // AH&%

params.put("Limit", 20); // '535%§

params.put("Offset", 0); // 5354k

params.put("Instancelds.0", "ins-09dx96dg"); // W&

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // A+t
28

System.out.printin(getUrl(params));

}

}

Python
IR WRETE Python 2 IMETIETT , BEERLEE requests (K :  pip install requests

-*- coding: utf8 -*-
import base64
import hashlib
import hmac
import time

import requests

WS : BRmEmEX 231 0 #333m
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secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IbSSCRRER | AShiaaTeer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)

WS : BRmEmEX 58232 T #333m
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w2 S8
EOZERV3
BT SE#AYA: 2024-10-18 10:38:33
tcecloud API SX$EMARIERETHBIGE , S MNERBFRELLEREHTHEIERER (Signature ) LISEERESD. #

BIERHREFEIER , TEFILEE Secretld 7 SecretKey ; ZRFRREREFIL , BRIERAPIZARNEERS , BNEEEA=AP
#=O.

N - .
1. BigZeFEut

HEEIXER=APIZE] , BRIERAPIZSANERIELEEIE. TE2EIFELE Secretld ] SecretKey :
e Secretld FAF#rR APLERESH

o SecretKey FIT N B BRSSO B R0EA.
. BPUTREERSET , BRTE,

REREFIENERLERINT

1. EFtcecloud BRI ZHIE,
2. BIfE=APIZRRIEHIETRE
3. E=APIZSATIHE , M [FiE] BIALAGIEE—XISecretld/SecretKey

TR AREKSRESELUABRRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

ERE  WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥i&=. 33FPOST/% , BREISZIF Content-
Type: application/json LA} Content-Type: multipart/form-data FFMMMYIES | json HERERAFB I SEOHESIF , multipart 18z
REFEWSEONE , WEHZEORREER json 8IUER , SF BRSO IRA,

TEUZRSHRERT MXLHFIREAGIF  DEBRNMEERRNTETRE. BAMXBEITERSLAIFIRIIFMNESE : Limit 7 Offset ,
{£F3 GET 75i%1AA.

RiIZFIFAY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEHEIERER
RIS HHEHIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

* HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , AR GET ;

WIS : B emEX 6233 1 #333m
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e CanonicalURI : URI 247 , API 3.0 EEANIERIAT (/)

* CanonicalQueryString : &#2 HTTP i&X URL FFIUEIEZ/FER , 33F POST ik , BIEAZSFE , 3TF GET &K , W9 URL i
£ (?) EENFERFERS , AREIBUES : Limit=10&0ffset=0, ;£ : CanonicalQueryString EE47 URL 473,

* CanonicalHeaders : £25&ZRLEYMEE | 283 host # content-type FINLER , BATIIABENRILESBSEEBLIESEEIE
KREgE—MFIZ e, BHENN : 1) 3LE8 key # value Fi—4ER/NG |, FEEERTHE |, IREE key:value\n #&=UHHE ; 2) SLER,
HRABSLER key (/NE ) ROFEEHFFRB THHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £5&ZRILEMER | IRBALLXIERAMPLLES S5 TES , # CanonicalHeaders BEZAILEBRETE—XI AT,
content-type #[I host J9usifkaB, HHENIN : 1) k3B key ZB—HMINE ; 2 ) Z1KEB key (/NE ) 1RERFEHERFHITHHE | FELL
25 (;) PkR. WHEIFA : content-type;host

¢ HashedRequestPayload : {&RIEXHINSFE |, itE /5% Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , X HTTP &
KEE/NEX payload ffff SHA256 157% , AE+7NHEIRS | REwIDHEREA/NEFE. 18 | X}TF GET 153X , RequestPayload
ERTFRHE , WF POST 5K , RequestPayload By HTTP i53KIEX payload,

HRIELLEAIN | OIRERIRAGEIERENT (ATRmEW , \n BITFHESSBERITEHFI—TEK ) -

GET

/

Limit=108&0ffset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, PSS 2 REH
PSS S 2= /E

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BAUEEA TC3-HMAC-SHA256 ;

e RequestTimestamp : ERAFEE; , BIiERLERHY X-TC-Timestamp BUE , AN ERHIERS 1539084154 ;

e CredentialScope : EIEEE |, 1829 Date/service/tc3_request , @& HHER. FNEKAIRSINLIEFFE (tc3_request ) , Date 8
UTC #ReEREIR B3 | EMEMREAILSH X-TC-Timestamp $EE UTC fRAERTEIBIE—EL | service IF=mE , “ASHEBI R
BEZ—5, 180 cvm, 8N ERBLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASBHHEFTENECIERENRHE  1HEHES
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date W/RMATEIEL X-TC-Timestamp ITE52] , BRFX UTC+0, MIRMARFANXER | FIUNFE/\K |, BSEB XN
LIEERTL , BREZERERNERY. BIRATEEA 1551113065 , £/ \XKAATEIR 2019-02-26 00:44:25 , (BEITEEZ
89 Date BX UTC+0 FYHHAR 2019-02-25 , A2 2019-02-26,

WS : BRmEmEX 5234 Tn #333m
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2. Timestamp X/REXRIRGFATE , BFEBERRFEHENERBERSH , MREEETAS NS ERM. MNRKAIEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

HRIELA LA | REIPERIRFERFRHRUT (AT RREN , \n RTFAESSRITENFI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. iH8SE
1) HEREREEE , (hRBUIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date =E=8. , a0 45~ , 792018-10-09 ;
e Service : B Credential g4 Service ZEREE. , A=A, 79 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRES ZER ;
e StringToSign : BIZB2ATEBRINSFSEFRE ;

2.4. 8 Authorization
AN ™R E Authorization :

Authorization =

Algorithm + "' +

'Credential="+ Secretld + '/ + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
e Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M tX , EIEEHE ;

* SignedHeaders : I £ , £5&ZRFER |

e Signature : &

HRIBA AN | IR SEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

WIS : B emEX 6235 1 #333m
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RESTENERERNT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=1080Offset=0

iHEBAZ ( CKafka)

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

3. BEBEM

HRIESSIRER | FEUTERRMANERG | iSHRIEIRERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

4 7 N S—

. ’\ﬁ JE7R
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util. Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX

ES U
BRILH
BRAFE
BREIR
token 5%

FIRIEE (2= APL ZHRE )
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkkkkhkkk i‘B% 2 ;ﬁ%ﬁ%g?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printin(stringToSign);

// *kkkkkkkhkkkkk ./Ifg% 3 o .\L-l-%%g kkhkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkhkkk ig% 4 j:}’fl:g Authorizatlon *kkkkhkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

WS : BRmEmEX 58237 T #333m|
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TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

-*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSH
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkhkkkhkkkhkkhkkhkkk 53% 1 }#}gm;ﬁiﬁ*% *kkkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *hkkkkhkkkhkkkkk i% 2 : ?#*%%E%?ﬁ% *hkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"

WS : BRmEmEX $8238 T #333m
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkkhkk ig% 3 : -‘L-I-gﬁg *hkkkkhkkkkhkkkhkk

# ITEEBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk 552’% 4 : ?#*% Authorization khkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}

WS : BRmEmEX 28239 0 #333m
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15 KE5H4)

ERITEFHYE): 2024-10-18 10:38:33

1. frsSHbit

ot ( Region ) EISIRIOSIEROMMEIRRY, tcecloud S TIMERRMEZ B£8R | (RIENRiEaR AR BRI
t, ATRHGAIERIE, 12 TR , BEEREMEEE e,

ERTLUEIT APIED EiiHSIR B TARItET xR,

2. BEMY

tcecloud API RIFFEREIY@IT HTTPS HTIE(E | RHEREMHNBEEE.

3. BKTE
S0 HTTP I35

* POST (i)
o GET

POST iE3kz#569 Content-Type 258! :

* application/json (7 ) , X/RfEA TC3-HMAC-SHA256 £E757%,

* application/x-www-form-urlencoded , %7f#R HmacSHA1 g HmacSHA256 &&75i%.

e multipart/form-data ( {NE8EOSE ) , WREER TC3-HMAC-SHA256 &2 5%,

GET i5KHIEREKNAE#BIT 32 KB, POST iE5KFAER7EN HmacSHAL, HmacSHA256 BIAE#BiT 1 MB, POST iR
B TC3-HMAC-SHA256 B3373% 10 MB,

4, FRIwAS

FEFAUTF-84%%2.

WS : BRmEmEX 58240 TW #333m|
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IS

ERITEHHYE): 2024-10-18 10:38:33

IFRREIEEER

RS 50E OB LAIMRESIZR (DescribelnstancesStatus) 2017-03-12 i, EVEMMALI , HATSEANREIITA :

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMAEBH Requestld REERIFER , TiCiEKRMINEE , RE APIET |, NIHERIREL

* Requestld FFF— APLiEKHUME—HRR |, AN APL HIISE , STLABARI] , FHEAEZ ID @R,

s RTEENFES  HRIWARMEONENHNFE , AEEOMRENFERS O TREN., HFHIFH TotalCount #0
InstanceStatusSet 55 DescribelnstancesStatus £ OEXIFER , BT EAREKNAFREEIE=RS2ELH , Eilt TotalCount
AFERTRBREIEA 0, InstanceStatusSet FIZRAZS,

tEIRIREIER
SRS, BRI

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

e Error WHIIREREZIESKERLM. Error FEXERIENEPAY Code F1 Message FERETARLMAT R ERE.

e Code ZREMHIEAEIRD , HiEKH BT RIEZ B IRISEA RS Ha0E O RAY SRS R EEE R NRERERFIRR
BE,

Message BRHTXMEIREENERRE , BEEUVSEESAEMNE | WXATTRESEBFRISTEREN , P ARMKEIXMRE]
E.

* Requestld FBF— API iEREUE—HIRIR , 1N APL HIIEE , STLABCRTA] , FHEMIZ ID KRR,

NHEERES (TODO: EE(EE, EFENEER?)

IREIZERPUNRIFAE Error R , NIFRBA APLIEOIKM,  Error iy Code FERFRTMEIRD , ATE A SSERAIREHINAYEIRAS A AL
IRE3 , TERIIH T ARG,

WS : BRmEmEX 241 T #333m|
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

TRIRIEA
BIRAEE (A2 API AR ) |
MFA $5ig,

AR

3

SEZIULLN

%

SRR,

k

token f&iR.

iBEkEk CAM 1Y,

DryRun #{F , RFBFGLEMIN , RRZET DryRun 2,

HERERIL
REREIR.
EORMFE.
SHIEIR.
SHEYEEIR.
B ECRPRH].
FROSEGEIR.
EOMARFE.
IERAVREGET T IRE=PRHE]
RiRH G .
BIFEAE.
RIFMFE.
BIRAEI A,
RIRBUE(E,
RASEGER.

IERSTHS,

http(s)IEXRIMIEEIR , R3ZHF GET #1 POST 153K,

EORSHSATEhEL,

%242 M

\|
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\H5

VAN

VTS FTATIE): 2024-10-18 10:38:33

RHSYEBTHRAFMZOLSNENNSE , MIENE | £ MNEORRIROSME P ARSI TR |, EERERIIFE
EHXLSH , FREIERREBK.

s X

BBHIE V3

{8 TC3-HMAC-SHA256 825750 , ARSHEZH—NEI HTTP Header i&3k3LE0+ , 40F :
SEEFR ESid) Wik R

BERROSMR. BESEROXETHRASEHALSE Action RORIA. FINIRIRSHEHNE

X-TC-Acti i =
C-Action String = EELHIFIZRIED |, BYE Describelnstances,

WIS, FSRITRA BRI EI MbERIEE. RORZAEEESE R OXETRAS

X-TC-Region String 2 HNHSE Region BEA. ER | REEOARTEERZSH , EOSHEPRXIURRINR
B9 | IESBMEEBIZ S ARER.
X-TC- Integer & 23/01 UNIX BIEB , elicRA#S APLiEKAIRTIE]L, 90 1529223702, & : (IR SRSS=E
Timestamp T HEEsEsH , SSESESER.
Bent ¢ Sacege sk N S/ NS ion 43 —RR4zEEpt
X-TC-Version  String = EFRY APL RORRA. BUESHEOSEPAS LIS Version R, FIANI=ARSS /AR
A& 2017-03-12,
HTTP fRAESHIAIESLERFER |, g0
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : €& 7% , BRIEERZE ;
- Credential : £&1EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIEER , BX
EFEMAHSE X-TC-Timestamp 28/ UTC tRERNRIHEI—E ; service i ma& , &
MBI mEE—E, flgicvm ;
- SignedHeaders : 25&RITEAISLEMSE , content-type #0 host J9wsifksLEp ;
- Signature : EZFHE,
XTC-T . = IGESERATARY Token , FEEASIGRER—REER. IREIEHF0 Token BWERHINEERR
-TC-Token String A

SREBZEOKE, KEIZEEAEE Token,

EBAE VL

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEIEKES , (0T

BEERR 3] Vi A
Acti . = BEREOER. RESEROXEPRASHATLSE Action BRI, FlIIN=IRSSEE
ction String 2

REIsLHIZIZRZEO , BUES Describelnstances,

WS : BRmEmEX 58243 Tn #333m



O BASTCE

SHETR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

MR

s

String

Integer

Integer

String

String

String

String

String

i

alil

ali

2l

alil

oy

i

iHEBAF ( CKafka)

fik

Wi Sy, SRR B EI MBIEAIEIE. FOESZHEREESE E O REA
S NS Region RUGRER, R | RUEONATEECRZSEH , EOEP I
BIRER , LATEMEEEBIZS AL,

2457 UNIX FHE)&; , AlieSR &S APLiEkAYATE], 1901529223702 , N8R 5FiIRTIE
HET K , £3REFTHEIR.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHA_E ERiBERIFRREDH] Secretld , — Secretld XFRME—HY SecretKey |, 7
SecretKey & FRARIEXEH Signature,

BRESR , FRBIERERNGEN | FERFRIELFRBMASEITESH. Bkt
BIEESNEROSSHE,

B{FRY APLESRRA., BUESEROXETASATSL Version B, AIN=RSES
A9RRAS 2017-03-12,

25, , BaixiE HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIFER , EttiERISEHAE HmacSHAL I8IEES.

IERPEBFTER Token , BEESIGII AR, IGRIEEF0 Token EEEHRE
EIRSTARZEOKE. KEIZHAFZE Token .

i ( Region ) EBEWIRAVEHRH ORIEIEXI. tcecloudAZMIIEREIESZ B2 | RIERRSBRARERELESE
t. ATRHEHRRE. 5 TEERE , BERRFELEEFatbE,

R LAY AP ENAMIESIER EESTRAIIETISR.
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ACLIEXR#Z
a0 ACL ZRHE

BITEFATE: 2024-10-18 10:38:33

=7 R A
1. ZFOfEA

EOiBEKigE : ckafka.api3.finance.cloud.tencent.com,
700 ACL ZRRE

BOAEZOISRIRERPRE © 100X/FD,

EOFEHAYE : 2020-03-09 15:21:34,

EOBIOE R S,
A M2
2. NS
UTBERSEGIFRGIE TEROBSKRSEFIHDANLESE , TEAHSHGIRDATERSEL,
SRR Wk FREENULL K8 T
Action 2 & String  AHSH, AEOEYE : CreateAc!
Version =2 & String NS ANEOEYE : 2019-08-19
Region 2 & String NS, FIFRITFIBIEEIZR(TODO)
Instanceld =2 & String sCElid{ER
Acl&ETRSERY |, (0:UNKNOWN , 1:ANY , 2:TOPIC, 3:GROUP,
ResourceType = = Inte4 4:CLUSTER , 5:TRANSACTIONAL_ID) , H#iRBTOPIC , HEFERATFREL
FAFRkafkapgaclpt{EFe
ResourceName = - Strin TIEZFR , FlresourceTypetBk , a1HresourceType ATOPICHT , NZ=FER
= = g FRIRtopicEFR , HYresourceType AGROUPHT |, 1Z=ERZRRgroupZFR
Acli{ERZ , (0:UNKNOWN , 1:ANY , 2:ALL, 3:READ , 4:WRITE ,
Operation =2 & Inte4 5:CREATE , 6:DELETE , 7:ALTER , 8:DESCRIBE , 9:CLUSTER_ACTION ,
10:DESCRIBE_CONFIGS , 11:ALTER_CONFIGS)
PermissionTvpe = = Int64 PRZERY |, (:UNKNOWN , 1:ANY , 2:DENY , 3:ALLOW) , HaijckakfasziF
PELE B ALLOW(IEATEES) , HERTREEEaTkafkatacli A
Host = = String FIAT* , FEHThostEBAILASIA) , HaickafkaAszikhostis* , (BEFEFF
- - TekafkafUF RS BRI
Princi - - . FF%IE  BiAR* , BnfEHFusergBaILAGE , BRI ReERAF7IERT
rincipal A A String

BEAEF

WS : BRmEmEX 28245 T #333m|
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3. iS4

SHBIR E3id) AR
Result JgwOperateResponse IREIER
Requestld String H—iEK ID , &XIEREPSIRE. EAEENBEERMZRIEKE Requestld,

4. $EIRMS

PATMBH 7O SSZEERRIEIRND , BfbsERAGIF I 2 HEIRE,
HIRD fER
InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 28246 TL #333m
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NN

ERUTEHTAYE: 2024-10-18 10:38:33

=7 R

1. #FOfEA

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
AN

EONZCERINZRS - 1000%/FD,

EOSEFRATE : 2019-12-09 10:50:56,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wi FEEFNULL KA ik
Action = & String &8, ANEOEYE : CreateUser
Version 2 & String AHSE, AEOHYE : 2019-08-19
Region B S String AHBH, FERFRSISRMERZIZR(TODO)
Instanceld = = String SCfpiid
Name 2 & String RBFEFR
Password 2 & String FFPZS
3. MBS
e C St R
Result JgwOperateResponse IREIRVER
Requestld String W—iEXK ID , ®RiEKESIRE], ERMATEERAZXIERKA Requestld,

4. FEIREG

LA T OS5 EERAYEIRD |, EEREEFEN AT ERD.
e A
InvalidParameter

WS : BRmEmEX 58247 TW #333m|
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FEIRD 5

[

InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable
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MIFRACL

ERUTEHTAYE: 2024-10-18 10:38:33

1. #EOfER

iHEBAF ( CKafka)

EOBKIER : ckafka.api3.finance.cloud.tencent.com,

HIBRACL

FOAZCEISRERIRS] © 100R/FD,

EOEFATE : 2020-03-09 15:16:53,

BRI E S EN,
A M2

2. NS

PATNBERSHGIRNGIE TEOIERSEFIERS
SHBR Whi%E
Action =
Version =
Region =
Instanceld z
ResourceType P
ResourceName =
Operation =
PermissionType 2
Host =
Principal e

WS : BRmEmEX

FBEFNULL

Py
[}

H o

iy

iy

iy

iy

1y

iy

iy

AN

=

S
String
String
String

String

Int64

String

Int64

Int64

String

String

SLEdERE

AclERZERY |, (0:UNKNOWN , 1:ANY , 2:TOPIC , 3:GROUP,
4:CLUSTER , 5:TRANSACTIONAL_ID) , H#riRABTOPIC , HEE=EERAT/a%:
s EkafkafyaclAd{ER

FIRZFR , flresourceTypetBx , fNXresourceType ATOPICAT , MiZ=ER
FrtopicATR , HresourceTypeIGROUPHT , 1ZFERZR"group &R

Acli2{ER= , (0:UNKNOWN , 1:ANY, 2:ALL, 3:READ , 4:WRITE,
5:CREATE , 6:DELETE , 7:ALTER , 8:DESCRIBE , 9:CLUSTER_ACTION ,
10:DESCRIBE_CONFIGS , 11:ALTER_CONFIGS ,
12:IDEMPOTEN_WRITE) , Zgijckafka R3z#FREAD,WRITE , EERT/R4E
A FREkafkafaclATEEFE

IPRZEEY , (0:UNKNOWN , 1:ANY , 2:.DENY , 3:ALLOW) , HgickakfasziF
ALLOW(EETHERR) , HERTREGRSHRkafkarJaclifER

BIAT* , FEHThostEBAILAAIA) , ZHaickafkaqszikhostis* , (BRFEFF
iRkafkafUr Mt S EESTF

AR5z, BOAR* , FiETuser#BAILUGIR , SRR REERBFSIZERF
BEAEF

56249 T H#333m

\|



O BASTCE MBI ( CKafka )

3. lHESE

SHEWR E- Sl A
Result JgwOperateResponse IREIER
Requestld String H—iEK ID , &XIEREPSIRE. EAEENBEERMZRIEKE Requestld,

4. tERG

PATMBH 7O SSZEERRERID | BfbiERIGIF I 2 TR,
HIRD fER
InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 2250 70 #333m|

\|



O BASTCE

MIFRFEF

ERITEFHYE): 2024-10-18 10:38:33

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
BRFEF

BOAEZEOISRIRERPRE © 100X/FD,

EOEFRAYE : 2019-12-09 10:50:41,

iHEBAF ( CKafka)

a

&

\N

AHESE, AZEOEYE : DeleteUser

N

NIESE, AEOBYE : 2019-08-19

D\

NS, FIF RS BIEEIZR(TODO)
schild

FBP&FR

BORWSEREN,
A M2
2. MASE
LITNBERSHGIRNFIE TEROIBERSHFRD NHESH |, TEARSHGIRDAHLERSE,
SHBR Wik FEFFNULL e
Action = &= String
Version = 5 String
Region = &= String
Instanceld = &= String
Name = &= String
A M
3. BitHZE
SHBR RE &R
Result JgwOperateResponse IREIER

Requestld String

4. iRk

PUNBUH T 3O SSIBEERA0EIRD | BfERIDEN AR

EIRED
InvalidParameter

InvalidParameterValue.RepetitionValue

WS : BRmEmEX

Jdr
°

BE—EK ID , SRIEREPRIRME., ELIRASFERAEZRIERAI Requestld,

6251 |1 #333m



O BASTCE MBI ( CKafka )

FEIRD it

K

InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 28252 T #333m|

\|



O BASTCE

BEEACL

ERUTEHTAYE: 2024-10-18 10:38:33

1. #EOfER

iHEBAF ( CKafka)

EOBKIER : ckafka.api3.finance.cloud.tencent.com,

REEACL

FOAZCEISRERIRS] © 100R/FD,

EOEFATE : 2020-03-02 18:29:29,

EORSEREN,
2. BMINSE
LITNBERSHGIRNFIE TEROIBERSHFRD NHESH |, TEARSHGIRDAHLERSE,
SHER Wik ABEFNULL k8 T
Action = & String nNHE&E8, ANEOEYE : DescribeACL
Version 2 & String XS, AEOEYE : 2019-08-19
Region 2 S String RS, FIFRSIFHMRZIZR(TODO)
Instanceld = = String sf5iId
AclFiR2EE |, (0:UNKNOWN , 1:ANY , 2:TOPIC , 3:GROUP
ResourceType 2 & Int64 4:CLUSTER , 5:;TRANSACTIONAL_ID) , 4riRETOPIC , EE=BRATE4E:
A EkafkafaclBffEF
ResourceName 2 = String ﬁ,}i&i%ﬁ*\ , %DresaurceType*E?& . izl]%resource:rypeﬂgT(zPICHﬁ . MIZ=ER
FrtopicETR , HresourceTypeIGROUPHT , 1ZFERFR"group &R
Offset & & Int64 RBhE
Limit & a Inted  NEBRE
SearchWord & &5 String FKEE=ILRD
3. MHEE
SHBIR Sl f#EA
Result AclResponse IREIRIACLEEREEX TSR

Requestld String

WS : BRmEmEX

BE—EK ID , 8REREPRIRE, ELIERRASFERAEZRIFERAT Requestld.

%253 1 #333m

\|



@ BIH=TCE BRAFI ( CKafka )

4. SRR
BUFRGI T B LS BRI AORARID | RSB A 41200,

IR 33!

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 28254 TW #333m|



O BASTCE

E'L’jﬁﬁ}jﬂ:.,u\

ERITEHHYE): 2024-10-18 10:38:33

1. FOfEE

iHEBAF ( CKafka)

EOEkiEE . ckafka.api3.finance.cloud.tencent.com,

BHAFER
FRAZCEISRERIRS] © L00R/FD.

EOSEHAYE : 2019-12-06 16:30:42,

EORKEEREN,
A sl
2. NSEL
UTNERSEFIRNGIH T EOBEKRSEIIESS AHSE | RBAHSHFIRNATIE RS
SEER WA FEIFNULL i) U
Action = S String ~HSE, KIZOBYE : DescribeUser
Version =2 &5 String NHESE, AEOEYE : 2019-08-19
Region = ) String AHBE, FEFRSTISH0RBISSIZR(TODO)
Instanceld 2 5 String sC{5IId
SearchWord & & String IRIREFRTE
Offset B B Int64 1w
Limit & S Int64 RRIRENEL
A s
3. ®iHSE
SEER it A
Result UserResponse IREIZERFIE
Requestld String H—iEK ID , ®XiEREPSIRME. BRI EERAIZRIEKE Requestld,
H
4, %EIBE

UG T 3Ol S5BIEERA0EIRT |, EAhiEiRAGiF I

HEIRD

WS : BRmEmEX

Jdr

NPRSTESTEN

26255 1 #333m
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FEIRD 5

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 28256 TL #333m|

\|



O BASTCE SEIAFI ( CKafka)

(ZERS

ERITEFHYE): 2024-10-18 10:38:33

=7 A

1. EOHA

EOEkiEE . ckafka.api3.finance.cloud.tencent.com,
(EBIEAT

FOAZCEISRERIRS] © 100R/FD.
BOSE#AYE : 2019-12-09 10:56:50,

EOBIREE NS,
A M2
2. MASH
LUTERSEHFIRNGIE TEROBRESEINR O LS, RBEAHSHGIRDATERSE,
SHER WAL FEFNULL i R
Action 2 &= String ~HSE, KZROBYE : ModifyPassword
Version =2 & String NHESE | ANEOBYE : 2019-08-19
Region B & String AHBH, FIFRSISRMREZIZR(TODO)
Instanceld = B String sfpiid
Name = & String FRFEFR
Password = = String HFEEIZEE
PasswordNew = & String P
A M2
3. HSE
SEEFR St HA
Result JgwOperateResponse IRELER
Requestld String W—i5K ID , &XIEREPSIRME. BRI EERMZRIEKE Requestld,
H >
4. 3E1xA5
PARYFIE T OS5 B EIERREIRS , Bt EnRSiF N AR,
IR A

WIS : B emEX 6257 71 #333m

\|



O BASTCE MBI ( CKafka )

FEIRD 5

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 28258 TW #333m|

\|



O BASTCE

FRUEXEO
HENERS X

BITEFATE: 2024-10-18 10:38:33

v s
1. EOHA
EOEkigE . ckafka.api3.finance.cloud.tencent.com,
FEORTIEMERFHISX
BN OIBRIRERIRS] © 1000%/70,
EOFEHAYE : 2020-03-02 18:01:29,

EORGERREN.

2. NS

iHEBAF ( CKafka)

UTNBERSEGIRGIH T ROBERSBHBO LHSE , TBAHSHFIRDAHIERSL,

SHBR Wik FEFNULL KA
Action P r String
Version = 5 String
Region = = String
Instanceld = &5 String
TopicName = B String
PartitionNum = = Int64
A A g
3. S
SHER St fik
Result JgwOperateResponse IR[EIRYLESRE
Requestld String HE—iFK ID , BIRIERED
H >
4. 35103

UG T 2O SSIZEERA0EIRD , BfERDEL L

WS : BRmEmEX

HERIRG,

: CreatePartition
NHESE, AEOBE : 2019-08-19

R, R RS AOHBIEEIZR(TODO)

FED XN

SIRE], AR RERHZIXIERE Requestld,

6259 T #333m
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RS 5

>4

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 25260 70 #333m|

\|



O BASTCE

Bl RN

ERITEFHYE): 2024-10-18 10:38:33

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
tlzEckafka==8R
EONZCERINZRS : 1000%/FD,
EOSEFRATAE - 2020-03-02 18:33:15,

EOBEIOES NN,

2. NS

iHEBAF ( CKafka)

UTNBERSEGIRGIH T ROBERSHHBO NHSE | TBAHSHFIRDAHIERSH,

SRR Wik FREFNULL
Action = &
Version = &
Region = &
Instanceld =z a
TopicName Z2 a
PartitionNum = a
ReplicaNum = B
EnableWhiteList & a
IpWhiteList & a
CleanUpPolicy B &
Note ) a
MinInsyncReplicas B B

WS : BRmEmEX

e
String
String
String

String

String

Int64
Int64
Int64

Array
of
String

String

String

Int64

HEH, AEOEYE : 2019-08-19

>

2%, FNRSIHIMIESIZR(TODO)

N

SEfild

FRER , R— BT 64 NMFHFRHER | KAUFEA
BFFT , RRBOILUEETFE. s

Partition/M&% , X3F-0
BIANEY , ARBES T broker 27 , K793
ipPABERFFXR, LFTFF 0:xi) , BRARFTFF

IpEEEFIZE , BECLIRE , enableWhileList=1A74%i%

EIEHTRE , HEEEEL , AN delete”, "delete” :
AIR{REATIEMIES | "compact” : B key E

45 , "compact, delete" : HEIR key &8 B St% R 7R A
B/%o

FEEE , B— BT 64 NFRAVFRS , WALIFEH
BT, RRBOTLUEETE. (-

AL

6261 T #333m

\|



O BASTCE SEIAFI ( CKafka)

SHBR wasE FBIFNULL 358 U
UncleanLeaderElectionEnable &5 &5 Int64 RESARRLAIRI AL sleader , falseRIeiT | trueiss
[} [}

7, AT

RetentionMs & & Int64 AEE%k, {REBRTE , BiIms , ZET5H/J\VE~60000ms
SegmentMs &= & Int64 Segmenty FiRSIA9EHE |, Bafiims , aE1E&/)N\3600000ms
Elﬁ =]
MaxMessageBytes = = Int64 FRUHB&EAE , B8 Byte , &&A{E/912582912Byte ( B
12MB) ,
A M
3. BitHE%
SHEWR i) R
Result CreateTopicResp IR[EIBIFELE
Requestld String H—IEK ID , ®XIEREPSIRME., EURRNEERAIZRIEKE Requestld,
g |
. THIR0S
UMMRBIE T EONSEEEXNEIRE , HERBIENAEERE,
EiRD R

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 58262 T #333m|



O BASTCE SEIAFI ( CKafka)

BlEFMIPHZ A

ERUTEHTAYE: 2024-10-18 10:38:33

=7 R

1. #FOfEA

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
BIEFERipHZER

EONZCERINZRS - 1000%/FD,

EOSEFRATE : 2020-03-02 18:06:20,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR 3% FEEFNULL Sl R
Action =3 S String ~HSE, KIEOBYE : CreateTopiclpWhitelList
Version 2 & String AHSE, AEEOEYE : 2019-08-19
Region £ S String RNESH, FENFRSIERIMEEIZR(TODO)
Instanceld = = String SCf5ild
TopicName =2 & String FRABZTR
IpWhiteList 2 &= Array of String [[o]=F=4=:V1E3
3. MBS
e C ESid] R
Result JgwOperateResponse MFRERMIPHFRLER
Requestld String —igK ID , BXiEkEIREl, EAAMATEERMZXIEK Requestld,

4. $EiRtS
AT T O SBIEAESEAOSEIRD | R A IR0,
£270 ik

InvalidParameter

WIS : B emEX 6263 T1 #333m

\|



O BASTCE MBI ( CKafka )

FEIRD 5

[

InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 28264 TL #333M|

\|



O BASTCE

MPR=ERL

ERITEFHYE): 2024-10-18 10:38:33

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
Mip&ckafkaz=gR
EONZCERINZRS : 1000%/FD,
EOSEFRAETAE : 2020-03-02 18:34:34,

EORMER LN,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE |, TBAHSH

SHETR Vv FEEFNULL KA
Action = = String
Version = =5 String
Region = 5 String
Instanceld = = String
TopicName = &= String
A M
3. FitH &
SHER &g &R
Result JgwOperateResponse REIRVEERE

Requestld String

4. FEIRD

UG T Ol S5BIEERA0EIRD | BfhiERADIFE I A iEiRe

HIRAD
InvalidParameter

InvalidParameterValue.RepetitionValue

WS : BRmEmEX

hira
°

iHEBAF ( CKafka)

g
it
&
>
is3
it
%
&
&

ckafka s&f5illd

ckafka EIZFR

BE—EK ID , SRIEREPRIRME., ELIRASFERAEZRIERAI Requestld,

26265 1 #333m

\|



O BASTCE MBI ( CKafka )

FEIRD 5

St

InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 58266 T #333M|

\|



O BASTCE SEIAFI ( CKafka)

MR FEMIPRZ A

ERUTEHTAYE: 2024-10-18 10:38:33

=7 R

1. #FOfEA

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
MBS ERRIPHZ

EOMZECIERINEIRS) : 200%/70,

EOSEFRATE : 2020-03-02 18:07:14,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR 3% FEEFNULL Sl R
Action =3 S String NHSE, KEOBYE : DeleteTopiclpWhitelList
Version 2 & String AHSE, AEEOEYE : 2019-08-19
Region £ S String RESH, FENFRSERIMEEIZR(TODO)
Instanceld = = String SLAID
TopicName =2 & String FRABZTR
IpWhitelList = B Array of String T=E==:¥lFS
3. MBS
e C ESid] R
Result JgwOperateResponse MFRERMIPHFRLER
Requestld String —igK ID , BXiEkEIREl, EAAMATEERMZXIEK Requestld,

4. $EiRtS
AT T O SBIEAESEAOSEIRD | R A IR0,
£270 ik

InvalidParameter

WIS : B emEX 6267 T H#333m

\|



O BASTCE MBI ( CKafka )

FEIRD 5

[

InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 25268 TW #333m|

\|



O BASTCE SEIAFI ( CKafka)

IR EFIZ

ERITEHHYE): 2024-10-18 10:38:33

=7 A
1. EOHA
EOEkiEE . ckafka.api3.finance.cloud.tencent.com,

EOEKIEA © http://imgcache.finance.cloud.tencent.com:80ckafka.tencentcloudapi.com ZA#O ( DescribeTopic ) BFERF3L
EGEEBAG! CKafka SLAIRYEAZR

ERANZOIE RIS © 1002R/70,
EOESATE : 2020-03-09 16:58:46,

EORBESRER,

2. WNSEL

UTNERSEGIRMGIH TEROBERSENBO LIS | mBAHKSEGIRDNATLERES,

SEEFR AT FEFNULL eS| R
Action =2 & String NHBE, KZEOBYE : DescribeTopic
Version 2 i String ~HBE, KZFOBYE : 2019-08-19
Region 2 S String AHBE, N RIFAEHFIZR(TODO)
Instanceld = S String 345 ID
SearchWord B = String R | 1208 topicName 198 , STFEMIES
Offset & & Int64 IRz , TEEIAA0
Limit = & Int64 REFE , NENEKIASL0 , HKRENS0
3. MBS
SR ESig) TR
Result TopicResult IREIRER
Requestld String M—iEXK ID , ®RiEKESIRE], EURBATEERAZXIERA Requestld,

4. TR

UG T 2O SSIBAEERA0EIRD | BERISFER A TR,

WIS : B emEX 6269 1 #333m

\|



O BASTCE MBI ( CKafka )

RS 5

>4

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 8270 TW #333m|

\|



O BASTCE SEIAFI ( CKafka)

v S H
SR ERUE M
IFEFATE): 2024-10-18 10:38:33
< A
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
RENET R
EONZCERINZRS : 1000%/FD,

EOEFATE : 2019-12-09 10:47:39,

BORMER LN,

2. NS

UTNBERSEGIRGIH T ROBERSHHBO NHSE | TBAHSHFIRDAHIERSH,

»

SRR Wi FEEFNULL KA T

Action P S String ~HSE, KIZFOBYE : DescribeTopicAttributes
Version 2 & String NHESE, AEOBYE : 2019-08-19

Region ! S String AHBH, FEIFRSISHMRZIZR(TODO)
Instanceld = = String S5 ID

TopicName 2 S String FREFR

3. S

SHER &g fER
Result TopicAttributesResponse IREIFILERIIS
Requestld  String W—iEK ID , ®RiEREIRE, ELIERRAEERMIZRIFRAT Requestld,

4. FEIRD

UG T Ol S5BIEERA0EIRD | BfhiERADIFE I A iEiRe

hira
°

EIRED A
InvalidParameter

InvalidParameterValue.RepetitionValue

WIS : B emEX 5271 71 #333m
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O BASTCE MBI ( CKafka )

FEIRD it

K

InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 8272 T #333m

\|



O BASTCE

SRENE RS ZRIF B

ERUTEHTAYE: 2024-10-18 10:38:33

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,

REVERRFIRFE ((IZHEEA )
BN OIBRIRERIRS] © 1000%/70,
EOEFATE : 2019-12-06 16:48:46,

EORMER LN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

iHEBAF ( CKafka)

SHER WAIS FBEFNULL it b
Action 2 S String nHSE, AEOBYE : DescribeTopicDetail
Version = &= String NHSE, AEORYE : 2019-08-19
Region <! S String NESH, FENFRSERIMEHEIZR(TODO)
Instanceld = = String 5l
SearchWord = & String (ITIEKA ) $ZARtopicNameldiE |, STIFEHIEIR
Offset & B Int64 fmEE , TERIAARO
Limit & S Int64 REEE , AEVEIA 10 , RAE20 , BUEEATO
A M2
3. mHESE
SHER St f#EA
Result TopicDetailResponse IR ERFRTFESLR
Requestld String H—IEK ID , ®XIEREPSIRME. ERENEERAIZRIEKE Requestld,
H 30
4. $ERE

PAIMRFIE 7O SZEERANERE , BERGEFER

HEIRD

WS : BRmEmEX

ANHEEIR,

5273 T1 #333m



O BASTCE MBI ( CKafka )

HiRtD fk
InvalidParameter
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InternalError

ResourceUnavailable

WS : BRmEmEX 274 T #333|

\|



O BASTCE

ENEN=]S

ERITEFHYE): 2024-10-18 10:38:33

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
IRIEIEEoffset (I BRI

BOAEZEOISRIRERPRE © 100X/FD,

EOEFRAYE : 2022-07-21 11:58:25,

EOBIIOEE NN,

2. NS

SRR i FEFFNULL ESic)
Action = B String
Version = =5 String
Region = B String
Instanceld = B String
Topic = B String
Partition = = Uint64
Offset = B Uint64
3. S
SHETR St TR
Result ConsumerRecord IREZEER

Requestld String

AR

iHEBAF ( CKafka)

S¥ , AEOBYE : FetchMessageByOffset
NESEY, ABEOEYE : 2019-08-19

D= FRSTRFATIBIBIZR(TODO)

H—iEXK ID , ®RiEREPIRE], EAMRTEEREIZIXIEKE Requestld,

PAIMRFIE 7O SZEEXANERE | EERGFEN A ATERE,

HEIRD

WS : BRmEmEX

6275 T #333m



O BASTCE MBI ( CKafka )

FEIRD

53
5

InvalidParameter
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation

InternalError

ResourceUnavailable

WS : BRmEmEX 276 TW #333m

\|



O BASTCE

IR RERBEEYIER

ERUTEHTAYE: 2024-10-18 10:38:33

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
R AETEETIE
EONZCERINZRS - 1000%/FD,
EOSEFRATAE : 2022-07-21 11:55:15,

EOBIIOEE NN,

2. NS

UNBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHIIE

SHER Wk FSIFNULL
Action = =
Version = =
Region = =
Instanceld z =
Topic =2 &
Partition = iy
Offset = =
SinglePartitionRecordNumber B )

3. mHESE

ESid)
String
String
String
String
String
Uint64
Uinte4

Uint64

iHEBAF ( CKafka)

RER

BRAERSFE , BOA20 , &K20

RELER, T8, JIRPREEEFRIGEERS (key. value) , IRFEFHRKHEER

& , i5f#AFetchMessageByOffset}Z[]

SEEFR ESit] A
Result ConsumerRecord
Requestld  String W—iEXk ID , ®Xi5

4. FEIRS

WS : BRmEmEX

KERE, EAERFRERHIZXIERE Requestld,

56277 T #333m

\|



O BASTCE MBI ( CKafka )

UG T 3Ol S5 IEERA0EIRD , BRI A HHEIRD,

HEIRD 5

2

InvalidParameter
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation

InternalError

ResourceUnavailable

WS : BRmEmEX 28278 TW #333m

\|



O BASTCE

RIENREEEREEYIR

ERITEFHYE): 2024-10-18 10:38:33

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
REEEE ISR
EONZCERINZRS : 1000%/FD,
EOSEFRATE : 2022-07-21 11:53:04,

EOBIIOEE NN,

2. NS

iHEBAF ( CKafka)

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR ik FENULL
Action = =
Version = )
Region = =
Instanceld Z =
Topic = =
Partition = &=
StartTime & &
SinglePartitionRecordNumber ) )

3. WS
suEm sk

Result ConsumerRecord

KA
String
String
String
String
String
Uint64
Uint64

Uint64

>
\|

/|

0
%
o
G
O
|
[t
N
o
=
S
o
oo
—
(Vo)

Xid
ERFFRRIIE |, 13(7ATEE,

RAEIRFRE , BUA20 , &K20

REER, T8, JIRPRRERAIGHERS (key. value) , IRFEFHRIKHEER

& , i5f#AFetchMessageByOffsetfZ

Requestld  String

4. FEIRS

WS : BRmEmEX

E—IEK ID , 8RIEREZIRE., EAIARASFERAZRIBEKAT Requestld,

5279 T #333m

\|



O BASTCE MBI ( CKafka )

UG T 3Ol S5 IEERA0EIRD , BRI A HHEIRD,

HEIRD 5

2

InvalidParameter
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation

InternalError

ResourceUnavailable

WS : BRmEmEX 28280 T #333m
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O BASTCE SEIAFI ( CKafka)

\nﬂ::l E
IRETHEMN
RIAEFATIE: 2024-10-18 10:38:34
ARy N
1. EOHA
EOEkiEE . ckafka.api3.finance.cloud.tencent.com,
AEORTENERREL.
BOAEZEOISRIRERPRE © 100X/FD,

EOEFAYE : 2020-03-02 18:31:52,

BORMER LN,

2. NS

UTNBERSEGIRGIH T ROBERSHHBO NHSE | TBAHSHFIRDAHIERSH,

SRR Wik AEFNULL k8 Ak
Action 2 & String ~HSE, KZEOBYE : ModifyTopicAttributes
Version =2 &5 String NHESE | ANEOEYE : 2019-08-19
Region 2 S String  AHS¥, FFRXZRHIMRFIZR(TODO)
Instanceld = = String S5 1D,
TopicName 2 P String ERRETR,
Note = = String FREEE %—4\2\':#553644\?ﬁ59f?“-ﬁ$ . WRAFEAE
FH RRBOULESFE. BFEL-.

EnableWhiteList B £ Int64 IPABEFFX, 1:$J7F; 0 : X,

Array
IpWhiteList & & of IpEBEa%I% , BERfREI , enableWhileList=1Rfw4i%

String
MinInsyncReplicas &5 &5 Int64 BRIAAL,
UncleanLeaderElectionEnable & & Int64 ZAAH 0, 0: false ; 1 : true,
RetentionMs = S Int64 SEERERTE , BT ms , MFIE/IMER60000ms,
SegmentMs 5 & s Seament BITETARIR, B s, S
MaxMessageBytes ) a Int64 i%f’)‘%ﬂaikﬁ SR Byte | BAEN125829128yte (]
CleanUpPolicy & & String  IHEMERREE , ATLUEEdelete BiE compact

WIS : B emEX £6281 1 #333m

\|



O BASTCE MBI ( CKafka )

3. iS4

SHBIR il A
Result JgwOperateResponse IR[EISEEREE
Requestld String W—iEk ID , ®RIEREPSIRE. BRI BERMZRIEKE Requestld,

4. $5IRMS

PATMBH 7O SSZEERRIEIRID , BfbsERAGIF I HEIRE,
HIRD fER
InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 58282 T #333m
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O BASTCE SEIAFI ( CKafka)

Hfthiz
ERRAPYIE

BITE AT a): 2024-10-18 10:38:34

1. O

EOiBEKigE : ckafka.api3.finance.cloud.tencent.com,
BEIAFYIZR

BN OIBRIRERIRS] - 1000%/70,

EOEFRAYE : 2019-12-09 11:00:06,

EOBRIRE R EM,

2. NS

UTNBERSEGIRGIH T ROBERSEBHBO LHSE | TBAHSHIIRNAHIERSH,

SHER Whi%E FEFNULL ESid) R

Action = B String HSE , KIZEOBYE : DescribeApplnfo

Version =2 & String nNHESE, AEOEBYE : 2019-08-19

Region B & String REBE, FEIFESTFHIMIEEIZR(TODO)

Offset & & Int64 BB

Limit = & Int64 RRERRFHESRRHERS , &AE/I50 , BUAS0
3. HESE

SHBR RE R

Result AppldResponse IREINFRFESEKRIIApp [dF71IZE

Requestld String BE—IEK ID , REREPIRME., ELIARASFEERAZRIERAT Requestld.

4. FEIRS
ATMRFIH T OS2 EERAERES | RS WA IR,
THIRD #EA

WS : BRmEmEX 28283 T #333m



O BASTCE MBI ( CKafka )

FEIRD 5

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 58284 T #333m
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O BASTCE

HEHEEDEER

BITEFAYE: 2024-10-18 10:38:34

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,

BiHBESHER

BN OIBRIRERIRS] © 1000%/70,

EOEFATE : 2020-03-02 18:46:04,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

iHEBAF ( CKafka)

SRR Wik FRIFNULL K8 T
Action = S String  AHSE, AEOEYE : DescribeConsumerGroup
Version =2 & String NHESE | ANEOEYE : 2019-08-19
Region £ & String RS, FIFRSIFAMHEIZR(TODO)
Instanceld = = String ckafkasLflid,
GroupName & B String  Hi% , APREEAENgroupEFR,
TopicName = = String Ak, %F.—T%%ﬁi@ﬂ’ﬂgroqpﬂF‘E’ﬂXﬂ‘ﬁﬁE’\Jtopic%ﬂ*\ NERIEE T IZSE , M
group X RIEENBERIZSEL.
Limit = = Int64 RRIREBIN PR
Offset B = Inted  (RBEAIE
3. EitHZ4
SHER E3id) fER
Result ConsumerGroupResponse REREERSHEE
Requestld  String HE—iEK ID , BRIEKREPIRE], EARANFHEREIZXIBEKE Requestld,

4. FEIRMS

WS : BRmEmEX

£6285 1 #333m

\|



O BASTCE MBI ( CKafka )

UG T 3Ol S5 IEERA0EIRD , BRI A HHEIRD,

HIRAD 5

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 28286 T #333m
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O BASTCE

WEBZR 7 H S EMR)

ERITEHTAYE: 2024-10-18 10:38:34

1. #EOfER

EOBKES :
WESEEDEREER)
FOAZCEISRERIRS] © 100R/FD,
EOEFATE : 2020-02-17 17:03:28,

ckafka.api3.finance.cloud.tencent.com,

EORMER LN,

2. NS

iHEBAF ( CKafka)

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR Witk FEFFNULL RE
Action = = String
Version 2 N String
Region = &= String
Instanceld = = String
SearchWord = = String
Offset & B Int64
Limit = = Int64
A M2
3. FitH &
SHBR RE T
Result GroupResponse IREIZERETIZR
Requestld String
H >
4. $EiRE

PAIMRFIH 7O SZEEXANERE | BEERGEFEN AT

HEIRD

WS : BRmEmEX

MR

hra)
°

R
AHSE, AEOBYE : DescribeGroup

HB% , KiZOEBYE : 2019-08-19

>

2%, FRNRSIHIMIESIZR(TODO)

>

LI
BRXgET
ImizE
RAREEE

W—iEXK ID , BRiEKESIRE., EMEMATEERAZXIEKA Requestld,

6287 T #333m



O BASTCE MBI ( CKafka )

FEIRD 5

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 55288 T #333m
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O BASTCE SEIAFI ( CKafka)

SLIMER RO
IRENHZR T EER

BITEFAYa): 2024-10-18 10:38:34

= =

1. ZFOfEA

EOiBEKigE : ckafka.api3.finance.cloud.tencent.com,
RECHBEDEER

BOAEZOISRIRERPRE © 100X/FD,

EOSEFRAETAE : 2020-01-07 11:26:49,

EORWERREN.

2. MINSE
UTBR PRI TROBRSKIES AR | RRASHPIRN L EREL,

SHER Wik AENULL 58 iR
+&

Action = S String  AHSE, AFEOEYE : DescribeGrouplnfo
Version 2 = String  AHESE, AEOEYE : 2019-08-19
Region = B String  AHBH, FRFRISHMRFIZR(TODO)
Instanceld 2 ) String (1TEEM4 ) $=BRLI 1D =38,
Array Kafka iE#&24H , Consumer-group , IXEEAR (. WRERHELETES
Grouplist 2 = of EE (—HR GET IBKA ) |, BJLAERER :
String GrouplList.0=xxx&GroupList.1=yyy,
3. S
SHER &<t R
Result GrouplInfoResponse IREIRIZER
Requestld String W—iEKR ID , 8REKREBRE, ELICRATFERMEIZRIBERE Requestld,

4. FEIRS

UG T OS5I EERA0EIRD | BEERITEN A HHEIRD,

l_':|

WS : BRmEmEX 28289 T #333m



O BASTCE MBI ( CKafka )

IS 5

>

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 8290 Tm #333m|

\|



O BASTCE SEIAFI ( CKafka)

== haY 4
SREGHEZE D ¢Hoffset
BT EHETE): 2024-10-18 10:38:34
=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
REUEZE S Hoffset
EONZCERINZRS - 1000%/FD,

EOEFATE : 2019-12-06 16:51:35,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wi FBIFNULL 58 A
Action = & String NHSE, KIZFOBYE : DescribeGroupOffsets
Version 2 & String AHSE, AEOE : 2019-08-19
Region B S String NHBE, FENF- R ISIIEHZIZR(TODO)
Instanceld 2 & String (IFUBEM ) HRERSLHY ID 138
Group 2 S String Kafka jB#&54H
Topics = = Arr'ay of group.ﬂl‘%lﬂ'ﬂiﬂﬂgfﬂ'iﬁiﬁ , WIRIRBIZEE , NFRIEER group AT
String A topic ER
SearchWord & B String TEHAPLED topicName
Offset ) = Int64 RREFRRBAE , BOAJ0
Limit a a Int64 RRREERIEANEL , BIAN50 , &RKAEHS0
3. WHEE
SHBIR it R
Result GroupOffsetResponse IREIERITR
Requestld String M—iEK ID , @RiEkEPSIRE]., EURSIEERAZXIEKA Requestld,

WIS : B emEX 6291 T #333m

\|



@ BIH=TCE BRAFI ( CKafka )

4. SRR
BUFRGI T B LS BRI AORARID | RSB A 41200,

IR 33!

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 8292 T #333m|



O BASTCE

SRENSCHETE

BITEFAYE: 2024-10-18 10:38:34

1. #EOfER

BEOIERES
SRENSLHI/E
BOAEZEOISRIRERPRE © 100X/FD,

O SEHAYE : 2019-12-09 10:52:05.

EORMER LN,

2. NS

ckafka.api3.finance.cloud.tencent.com,

LINBERSHGIRNG I TEOBERSEFIED RHSE

SHETR Vv FEEFNULL
Action = &
Version = =
Region = a
Instanceld = =

3. S

SHETR St

Result InstanceAttributesResponse
Requestld String
2
4. 5EIR1S

PAIMRZIE 7O S35 EERaIEiRe |, BfhiE:
TEIRD

InvalidParameter
InvalidParameterValue.RepetitionValue

InvalidParameterValue.WrongAction

WS : BRmEmEX

iHEBAF ( CKafka)

it fEA

String NHBE, KIZFOBYE : DescribelnstanceAttributes

String AHSE, AEOHE : 2019-08-19

String NHBH, FENFRSERIMHFIZR(TODO)

String scflid

fER

IHIBMHRELERTSR

HE—15s , BIRERERIRE], EMOMARERAIZRIEKAY Requestld,
RAGIF A HEFEIRAD,

6293 1 #333m



O BASTCE MBI ( CKafka )

FEIRD 5

[

InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 58294 Tn #333m|
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O BASTCE SEIAFI ( CKafka)

SRENSLAIFZR

BITEFAYE): 2024-10-18 10:38:34

ARy N
1. #E=OfAR

EOEkiEE . ckafka.api3.finance.cloud.tencent.com,

A#20 ( Describelnstance ) FBFERF MK TREGEEBASY CKafka LAz
EOMZCERINERS) : 200%/70,

EOSEFRATAE - 2019-12-19 11:23:20,

EORERREN.

2. NS

LINBERSHGIRFIE TEOBRSHFRD NHESH |, TEARSHIIRDAHLERSE,
SHER WIE FIFNULL R A
Action = a String ~HSE, KIZOBYE : Describelnstances
Version =2 &5 String NHESE, AEOEBYE : 2019-08-19
Region B S String RNEBH, FIFRSISMEHFIZR(TODO)
Instanceld 5 ) String (L& ) IRIRSLBIIDIEIE
SearchWord & & String (184 ) IRBRELAIBFRITIE | SFRMER
Status = = Array of (SiERM ) THRPRE. 0: eI, 1: 5179, 2 : bR , NIEEGA
Int64 RE2E
Offset & & Int64 RigE , NMEEANO0
Limit S B Int64 IREEE , MENBGAL0 , &A(E20
TagKey & & String ILftineskeylE,
3. S
SHER St fEA
Result InstanceResponse REIRIZER
Requestld String HE—EK ID , @RERESIRE], EfIT@MHERHIZRIEKA Requestld,

WIS : B emEX £6295 1 #333m
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O BASTCE MBI ( CKafka )

4. ERG
WG T B LS BRI AR |, RSB A 41200,

FEIRD

=
5

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 58296 T #333m
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O BASTCE SEIAFI ( CKafka)

SRENSEHIHZRIF S

BITEFAYE: 2024-10-18 10:38:34

1. FOfEE

EOEkiEE . ckafka.api3.finance.cloud.tencent.com,
FAFRMKF T ERENSEAIZ RIS

BOAEZEOISRIREPRE : 200%/FD,

EOEFTE : 2019-12-19 11:22:28,

EORKWSEREN.
2. MINSE
LITNBERSEHGIRFIE TEOIBRSHFRD AHESH |, TEARSHIIRDAHLERSEL,
BHER WEE SEENULL % sk
Action = & String NS, AEOBYE : DescribelnstancesDetail
Version 2 &5 String NESE, AEOEYE : 2019-08-19
Region g2 & String AHBEH , FEIFRSEERFIZE(TODO)
Instanceld S B String (L& ) IRIBSLFIIDIEIE
SearchWord & a String (SiEFM ) IRIBLFIZIRITIR | SHHEER
Status = = Array of (SiERM ) THRPRE. 0: eI, 1: 5179, 2 : bR , NIEEGA
Int64 RE2E
Offset & & Int64 RigE , NMEEANO0
Limit B ) Int64 REEE , AMENEIALO , &AE20
TagKey & & String PCEiREkeyE.
Filters & & Array of RN
Filter

3. mHSE

BHEWR -3} i)
Result InstanceDetailResponse IREIRISEHIEBLE RIS

Requestld

String E—iEX ID , ®RIEKREIRE., TR FERMHIZRIERE Requestld.,

WS : BRmEmEX 58297 TW #333m



@ BIH=TCE BRAFI ( CKafka )

4. SRR
BUFRGI T B LS BRI AORARID | RSB A 41200,

IR 33!

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 8298 T #333m



O BASTCE SEIAFI ( CKafka)

1ZEGroups i§#oHoffset

BITEFAYE: 2024-10-18 10:38:34

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
®EGroups iBZ¢Hoffset
AR OIERINZIRS : 1000%/FD,
EOSEFRAETAE - 2019-12-09 10:54:37,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHEWR Wik FFNULL 388U A
Action 2 & String NHSE, KZOBYE : ModifyGroupOffsets
Version 2 &5 String NHES# | ANEOEYE : 2019-08-19
Region 2 S String RSB, FIFRSISMRFIZR(TODO)
Instanceld = = String kafkasLflid
Group = B String kafka jB#54H
EHEoffsetlIZRES , ASE X 0. X35shift-by2#y , KFIBoffsetmpisia/E
#ashiftsg 1. X358 (by-duration, to-datetime, to-earliest,to-latest) {X;
Strat 2 & Int64
rategy = = " FiBoffsetlEaZIfEEtimestampfIfiIE 2. JFF5%E (to-offset) , AFIB
offsetizrhZtgEfJoffset(E
Array
Topics B B of FrnEEENtopics, NERREED
String
Hstrategy NORT , MMBEAZFER , AILAKFERERSIBoffsetA/EH
Shift - - Int64 shiftsk , INFEUEoffsetmFiEIshiftscE), EREERHIffsetfiizE
= = (old_offset + shift) , EETEHIERUMERFoffset/N\Fpartitionfearliest
N&igEHearliest , TR ATF partition filatestN &G E Hlatest
Bfims, Hstrategy N1RT , WREERZFER , H-2FnESoffsetZIRF
ShiftTimestamp 7 = Int64 WME | -IRAEESRFNME R TED) , HEENRFIEERIRT
= = 18 , £3kBEtopicrhigER B offset AIBHHTESR , BETEMNT , IR
ENRERFEER | WEREGRFRENoffset,
Offset B B Int64 wEEIMREMNOffsetI&, Zstrategy 2 , WRBZZFER.

WIS : B emEX 6299 1 #333m
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O BASTCE SEIAFI ( CKafka)

SHBR Pk BIFNULL

W
i

A
Array EEEFNLENIpartitionf9513% , ARIZEIEETopicsBE, WESLEH

Partitions & & of topicsHIXIRzAYPartitionFIZFRERpartition, 18xETopicsEINIEEISER
Uinté4  topickIZRAIRIRIAYPartitionsZAYpartition,

3. S

SHAR ESid] A
Result JgwOperateResponse IREIGER
Requestld String W—iEK ID , 8RIEKREPRIRE], ENIOIRRRT RS ftizRiEKE Requestld,

4. 3EIR

PAIMRZIE 7O SZEERaEIRN | BERGFE N AT ERE.
FEIRD ik
InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WIS : B emEX 6300 1 #333m
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O BASTCE SEIAFI ( CKafka)

S LED
IRESLHIEE
BT EHETE): 2024-10-18 10:38:34
=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
RELHIEM
EONZCERINZRS - 1000%/FD,

EOEFATE : 2019-12-09 10:52:33,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER W%k SRFENULL 268U fEA
. . AHSE, AEORE :
Act = = St DTSR
ction = = g ModifylnstanceAttributes
Version 2 &= String NHBE, AZEOBYE : 2019-08-19
Region 2 & String REBE, FRFEESIFHMEFIZR(TODO)
Instanceld = = String sfAlid

LA ATHIRIIREERTE) , BUDH , &K

MsgRetentionTime = = Int64 N
9 N 30K , ORFARTFE B (REE AE RS
SLHIEFR , B— N AEY 64 NERFRNZERT
InstanceName B S String B, WALFEBAEFR , FRSSEILIES
F, HEFIEZ(-)
Config & & ModifyInstanceAttributesConfig SCIERE
A s
3. s
SHBR ESit) AR
Result JgwOperateResponse IREILER
Requestld String H—iEK ID , &XIEREPSIRME. BRI EERMZRIEKE Requestld,

4. FERG

WIS : B emEX 6301 |1 #333m

\|



O BASTCE MBI ( CKafka )

UG T 3Ol S5 IEERA0EIRD , BRI A HHEIRD,

HIRAD 5

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 28302 T #333m|
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O BASTCE

SRS

BITEFAYE: 2024-10-18 10:38:34

TopicPartitionDO

DXIFE

N T™EEO5|A : DescribeTopicAttributes

BR whi%E

Partition =

LeaderStatus 2

IsrNum =

ReplicaNum =
Filter

FBEFNULL

P

B o

iy

ok
&3

Int64

Int64

Inte4

Int64

iHEBAF ( CKafka)

R

Partition ID
Leader iIzfTIAZS
ISR 1NgY

BN

BiadiEes > MARERTIRRE  BTRMMTIRER. MINTIERID. &R, KEF > * EFESA Filter B, Filter [ARIXRNEERS
( AND ) X%, > *HE— Filter F£Z Values , [F— Filter T Values [ERIXFE9IB4EEL ( OR ) XK. >

AN T™EOS|A : DescribelnstanceDetail, DescribelnstancesDetail

AR 4yvis FEFNULL
Name = &
Values = =

CreatelnstancePreData

Bl 2R OIREIRIData
AT EOSIA -

=) Bk RYENULL s
Flowld 2 =2 Int64
DealNames 2 2 Arr'ay of
String
TaskStatusResponse

WS : BRmEmEX

fk

String

Array of String

%
FEITIERIFER.

FRRANTIEE.

CreatelnstancePreiR[EIEENO , FEEUEACheckTaskStatusfI&Ei@EK M., R

BATRIENE GRS,

JERSHIZR

6303 1 #333m
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O BASTCE

ESRERERISR

WU T3]/ : DescribeTaskStatus

R Wi

Status =

Output =
Assignment

ADEFNULL

Py
A

=
=

FEEDELAIZHEERT partition (58
WA T™#203|F : DescribeGrouplnfo
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HIRZFR , FlresourceTypetBxilZresourceType ATOPICHT , MiZ=FERZR
topicEFR , HresourceType AGROUPHT , 1ZFERZR"group&ZFR

BPEISE |, BRARUser:* , B ausergBaILUBE , MaiER ReE2ER%)

BINA , FrfEIhostEBaI LA, ZEickafkaFsefFhostyy , (B2RHEFF

AcliBfEZL(0:UNKNOWN , 1:ANY , 2:ALL, 3:READ , 4:WRITE ,
5:CREATE , 6:DELETE , 7:ALTER , 8:DESCRIBE , 9:CLUSTER_ACTION ,
10:DESCRIBE_CONFIGS , 11:ALTER_CONFIGS , 12:IDEMPOTEN_WRITE)

MR
MisiFBEE
ISNEE S
TKEAFED
FIkERAED

4

> B/ 'E'\T»EJ\

<

ot
s

R
4:CLUSTER , 5:TRANSACTIONAL_ID ) ¥Hgi=RBTOPIC ,
FHEENER
RkafkafIF-m S BEEIF
TPRZERY(0:UNKNOWN , 1:ANY, 2:DENY , 3:ALLOW)
FIFNULL E:id]
5 String
= Int64
&5 Int64
= String
2 Array of PriceDetall
& Int64
=z String
= String
2 Float
2 Float
= PolicyDetail

BEFE
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GroupOffsetPartition

BlRBEDXIIR

AN T™EO3|F : DescribeGroupOffsets

Partition 2 = Int64
Offset 2 B Int64
Metadata = = String
ErrorCode =2 & Int64
LogEndOffset = B Int64
Lag = = Int64
InstanceDeleteResponse
MIpRSEFIRENESS
FWEN TS|/ : Deletelnstance
BFR WAisE FRIEFNULL
Flowld 2 2
UserResponse
FBFiREISEA
AN T™EOS| A : DescribeUser
AR WhsE FBEFNULL
Users = =2
TotalCount 2 B
Insta nceResponse
BRENLHMRSREIER
WENT4EM3| A : Describelnstances
AR WhiE AFNULL

WS : BRmEmEX
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fER

topic A9 partitionld

consumer 23289 offset /&

S HBEIREZEEN , £ metadata fEAEH | HRI—RATERES
=S

4T partition FETHI offset

ENIEE =TS
ESit] A
Int64 HERSLARERESST
eS| A
Array of User RE&RMHNARIER
Int64 FEEHNEEFE
ESid] A
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AR AT FEFFNULL
InstancelList 2 2
TotalCount = 2
PartitionOffset
D RFFE

AN T™ZO5 |8 : DescribeConsumerGroup

&R W FVENULL
Partition 2 =
Offset = =1
CommunityResponse

REHKIRANREIRISR

#WaNTEO3 A : DescribelfCommunity

BR i

Instanceld =

IfCommunity =
InstanceConfigDO
SEAIECESLIR

AN T™EOS| A : DescribelnstanceAttributes

% I\
AutoCreateTopicsEnable =
DefaultNumPartitions =
DefaultReplicationFactor =
Price
HELSUAY = ISKEN

WU T=O3 |8 : DescribeCkafkaZone

WS : BRmEmEX

S

fr#

Array of Instance

Inte4
String
Int64
FIFNULL
=
[}
i
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FBEFNULL
=
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=
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FFERMHITHIZIZR

FEFMREREE

fik

Partition, 50" 0"g}"1"

Offset,f5g01100
St} A
String SEAIID
Bool EETXR
i )%
Bool EAEEEER
Inte4 SXEL
Int64 ERIARIE#IFactor
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% N
RealTotalCost

TotalCost

OperateResponseData

BEZANREIADataZtiy

iy

i1y
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FIFNULL it DU
B Float m
& Float IEUN

AN TEAS| A : CreateAcl. CreateConnector, CreatePartition, CreateRoute, CreateTopiclpWhiteList, CreateUser,
DeleteAcl, DeleteConnector, DeleteRoute, DeleteTopic. DeleteTopiclpWhiteList, DeleteUser, ModifyGroupOffsets,

ModifylnstanceAttributes, ModifyPassword, ModifyResourceTce, ModifyTopicAttributes, PauseConnector,

ResumeConnector
% IJ\ %\ﬁ
Flowld =
Connector
EEREERELf

N TEEOS|A : DescribeConnector

BR Dyviv
Connectorld =
Name =
Type =
ConnectorClass 2
SourceRegion =
Source 2
SinkRegion =
Sink =
Status 2
Description =
CreateTime 2

WS : BRmEmEX

FEEFNULL

=

iy

iy

iy

iy

iy

iy

iy

iy

fim

il

FEEFNULL E=ic) R
= Int64 FlowId
il fEA
String ~ connectorld,
String connector &R,
String connector 28, source : SAFUEZ! Kafka ; sink : 52BN Kafka &
tH.
String  HUTIZIESSHY class EZFR,
String  JRAT{EMbIE.
String  JRiEHE,
String BRI,
String  BAYHBLE,
connector HEPRTE, ZINEERE—ERNER , AESRESTEE
String GetConnectorStatus #[ Z'%BLR_ UNASSIGNED : 1}%}‘55%;‘@6_{_
RUNNING : connector IE#EETT ; PAUSED : connector B&E(= ;
FAILED : {£555K0 ; DESTROYED : {E554H5%,
String  connector #EHAEE.
String  BUEERTIAEL.
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B Wik BEFENULL 2% A
UpdateTime 2 2 String  {&XATIE.
ConsumerGroup
FAFASEHA
#WaNTEOS | : DescribeConsumerGroup
BR WAIFE FEFNULL ESic)
ConsumerGroupName = = String
SubscribedInfo 2 & Array of SubscribedInfo
DescribeClustersResponse
DescribeClustersResponse
WA EOSIA -
2R Wik FEEFNULL ESid]
Clusterld = B Int64
Zoneld = S Int64
Type = = Int64
Flag = ) Int64
TypeDescriptor = = String
BindAppld = & Int64
Status = B String
Controller = = DescribeClustersController
ClusterName = S String
Ips = = String
Group
LERYN
#WaNTEO3|A : DescribeConsumerGroup
2R Wik FEEFNULL S

WS : BRmEmEX
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1%
FAF4B&EFR

TSRS

fEk

Clusterld
Zoneld

Type

Flag
TypeDescriptor
BindAppld
Status
Controller

ClusterName

Ips
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R Wik

GroupName =
JgwOperateResponse
IR RREE

AIFNULL

P
=
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3%

LAEE T

HWUNT™EEOS|A : CreateAcl, CreateConnector, CreatePartition, CreateRoute, CreateTopiclpWhitelList, CreateUser,
DeleteAcl, DeleteConnector, DeleteRoute, DeleteTopic, DeleteTopiclpWhiteList, DeleteUser. ModifyGroupOffsets,

ModifyInstanceAttributes, ModifyPassword, ModifyResourceTce, ModifyTopicAttributes. PauseConnector,

ResumeConnector
SR Wik
ReturnCode =
ReturnMessage =
Data =

PolicyDetail

ITFs

FEFNULL

=
[=]

as
A

=
=

a3 | A : DescribeCkafkaPrice

BFR

Total

User

Common

Activity
DiscountType
Discountld
PreferentialType
DiscountSpecifiedPid

Combine

Tag

SLHRFIBRANRERIR

WS : BRmEmEX

String

String

OperateResponseData

AEFNULL

a

iy

i

iy

alil

i

alil

il

i

fiik

PRIIHE

Int64
Int64
String
Int64
Int64
Int64

Float

EERJcode , OMIERE , IFOSEEIR

BFEUREIRDataiE AT aEA flowldZ

fEk

SEin]
FBRANAS
ERERLT0
Activity

g (eSS
0D

e =CSidl
fEETpid

Combine
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AN ™ EO5| A : DescribelnstanceAttributes, DescribelnstanceDetail, DescribelnstancesDetail

% N
TagKey

TagValue

GrouplInfoTopics

GroupInfogEBtopicXdge

WA~ 03| : DescribeGrouplnfo

BFR WsE
Topic =
Partitions 2

FBEFNULL

ConsumerGroupResponse

HZREIREIARSLR

e 4EO5|A : DescribeConsumerGroup

BFR

TotalCount

TopicList

Grouplist
TotalPartition
PartitionListForMonitor
TotalTopic
TopicListForMonitor

GrouplListForMonitor

% =~
2 &

AEFNULL
=
[
=
=

WAsE FEFNULL

B &

= =

= =

= =

= E=

= =

E E=

= =

= =

= =

E =

= =

= =

= =

= E

DescribeClustersResponses

DescribeClustersResponses

#AT™EOSIA -

BFR

WS : BRmEmEX

FBEFNULL

String
String
s
String
Array of Int64
Int64

Array of ConsumerGroupTopic

Array of ConsumerGroup

Int64
Array of Partition

Int64

Array of ConsumerGroupTopic

Array of Group

T
REERkey
ERE
U
SRS topic BIR
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FERMAIHZEELHE
ERAFIFR
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&R WA FFNULL eS| A
Brokers 2 & Array of DescribeClustersResponse £ R
TotalCount 2 & Int64 B
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HIRhS

ERITEHTAYE: 2024-10-18 10:38:34

Il
WSBRELEE Error 268 , MR APLECISN. D

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}

Error FfY Code FNHIRAS , Message FRNZIB=AIEAEE.

HIRIDFIZR

A 3

LZNIH
EiRD izl
AuthFailure.InvalidSecretld FRIEEL (AR API AR ) |
AuthFailure.MFAFailure MFA &R,

B FE. BEEHENEZRESCHRMREESR | ISIER | BaEERES

AuthFailure.SecretldNotFound e
ESIE , i TERIEMEEER.

g T . Az il &= l:l\\ I\ ‘35‘9' Hia RS I_\\‘ -
AuthFailure. SignatureExpire FRITH, Timestamp FIRSESAEEEAGEI R | iBIEEA MBS N ER

BEE,
AuthFailure.SignatureFailure BERER. SRITEER  BYBRARARNPIZEOLECERES Bt EEE.
AuthFailure.TokenFailure token fHiR,

AuthFailure.UnauthorizedOperation &3k CAM 181,

DryRunOperation DryRun #{F , RFBFIGLEMING , RRSET DryRun 2.
FailedOperation BRAER,

InternalError MEREEIR,

InvalidAction BEORNFE,

InvalidParameter SHEIR,

InvalidParameterValue SHEYEEIR,
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HIRD

LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion
W SSERED

HiRAD

UnauthorizedOperation

izl

BT ECHIPR S
EROSEEIR,
EORAAFE.
IERAVREGET T IRERPRAE
BRI,

BB E.

BIRMFE.

BIRAET A,

RIRBUEL(E.

RASHGER.

SIS TN
http(s)IEXRIMXIEIR , R3ZHF GET #1 POST 153K,

EORSHSATEhEL,

InvalidParameterValue.ZoneNotSupport

InvalidParameter

InvalidParameterValue.RepetitionValue

InvalidParameterValue.InstanceNotExist

UnsupportedOperation.OssReject
FailedOperation.TradeFailed

InvalidParameterValue.WrongAction

InvalidParameterValue.SubnetNotBelongToZone

InternalError

UnsupportedOperation.BatchDellnstanceLimit

InvalidParameterValue.NotAllowedEmpty

InvalidParameterValue.SubnetldInvalid

WS : BRmEmEX

iHEBAZ ( CKafka)

izt

%332

\|

£333m



O BASTCE MBI ( CKafka )
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InvalidParameterValue.VpcldInvalid

ResourceUnavailable
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