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HEBAY CKafka WS ERFETIMERIFHR Apache Kafka 47589 , TEFHAHE |, BIT=Z RS MaEEEAY CKafka ARSS.

FiERE

o HRMIIEAEIIRS EREE—SAN | RIFERNSHEE | IRHEESMRE
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TR
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o FRRFHIR Kafka KHERLUREIRAUENRER | EEEFHRTRA.
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iHEBA%I CKafka FUZRHIEISN 7

o 47 Producer ATREEMIUENFERES. RSBESHEE. £F-E@T push EXUEHERKRE Cloud Kafka f9 Broker 5£&%,
o SEBHBIT Zookeeper BIREERACE | 1T leader 1% , HIERIES.

* H##E Consumer XI5 AETFA Consumer Group, ;HEEEBEIT pull LM Broker FiEZEER.

* HEB\FI CKafka fBLLTEEFTIR Apache Kafka FTEEHINBEES N =LA,

=ait

HEBAFI CKafka FFERBRIMESEIESANEIRBMEE X BT NEREEE. X3 EAMEEERN Kafka FIBAEILE |,
FEBILUTLASEM

o SMEMAHE  HEPIFISHIE  REHEFRE,

* 5 message : iHE 5% page cache , R LEAERIE.
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* Broker {42 ( Zero Copy ) il : fEF sendfile REEA , BEIREENREERZIIME L.

o RIS

o HUEEgErEH WS,
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TEEERATI CKafka 3{4FfET , E— Topic BSAAME Partition , &4 Partition TE¥JIR E3IR—Ns24k , FIFTRA%iZ Partition

FRGEEFIZRS 324, B0, SUEERA Topic , Topicl F{FFES4 Partition , Topic2 HfEE104 Partition , NIEENEERF RN AERL
5+ 10 = 1534k,
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AXFETHEBAY CKafka Hxd—LEeigirFOtERERIrRS] , IBEEFERTIEAEBHINARFIE , BeHIRE.

PRI 15288
Topic B RIEF RS AR EE LR,

- B Topic 3459 Partition #(&2BR%1/915001,
Partition #{& - L5 Partition HERBIB 2 TEIAME | BIFHNE—RR/I28E3.
- Rz iFE R partitionZi g,

- f£ ack = 1R9fERT , 3% CKafka RODXZIEE., ASEHEAN., BEFRMEREERRAIFN , CKafka BHRAIEMAE
30MB/s - 60MB/sZ[dl.

Partition &1t - £ ack = -1GE—X0RIERT , Z CKafka FIDXEENM. WSEIEA/N. BRMESRRNIFN , AT RIEEK
HOFERIAORRRE |
#iY CKafka 5> RIFILEELOMB/s - 20MB/sZd,

Kafka 2KRE. BSEMAGTERING , TERIEEFIERIFERIERR(TER . RIGERRERENT :
Hreim= ack = 1 BRI , EBRIRHEIRGAIRED 30s;

FE LEFRSTE ack = -1 BOEHE , 1BATATIEBRAIZE N 60s:
SRR IS B 60s:

Consumer SEHIRE] Consumer group BRAHDEAHS0 M,

group #=

- AT B EE .
L) - EPIREAIRAERZRLENS000 , THEFBTZEABESSEE PR ECIEFIER | IHMEZzEAERE
LRSS AGIEALL [BRERIASH ] BB A,

hRA FAFFRLL, 2.4, 2.8 kA,

EZic:las BANIHIRZOESRKRIRH | REEEIE 1K MR,
=B .

Zookeeper A

RERERIR A>zFs , BB B TR AT HERAIXL.

HEAN TEBII8MB , EiBII8MBEEERIXLM,
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HEBAT ( CKafka ) 2R
WBIAPI CKafla USRI/ S | STt ER (/SR ) (2t

* APl CKafka SEAIRIEHR , RASRRMER , AFAEMER EEE CKaftka AIMIEIIBSERK , RESBINTEWSLAMN
&, ERFNMESEFFREBLENE,

* CKafka FUZRF=KEBD4EA : —RLHIVERR , BURTRFIGRAISLAIZRE | —RHET %A , BURTRFERIRIISEHINS LB
e EE ; =REMNESLRY Partition 18 , BURTRFEFURAISCAIMIE LIENRY Partition ¥&.

o EMISLHIRT , BB EMITFII S ET . Partition $FIHEFENME , BRWIAISLHINSER = (EMEEEZERA + Partition
BN x BHh Partition #12 + 100 + HEBFERMN x WESE + 100) x WAL,

LIRS 5 EA

iHEBATI CKafka RIFIFEFITMRENMESERR , DARRRIILAIRE. BFEE TCE ZERITHEEERE A SIS ER A
SLHUNS.

FREERR
A& IHEFEME (MB/s ) E% Partitionfifg& (1)
NRES 40 60
TR 100 100
FHBEY 150 225
sER 180 225
BSMELL 300 500
EMNEIL2 400 500
=NEIL3 600 550
=R 900 700
MR 1200 1500
SR
S IE{EHEERE (MB/s) E2 Partitionfg (1)
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A& B{ETEMEE (MB/s) E%& Partitionfig (1)

HhiE x =20 400
40 < x<60 800
60 < x<120 900
120 < x< 180 1200
180 < x <240 1400
240 < x<320 1600
320 < x <400 1800
400 < x <500 2000
500 < x <600 2200
600 < x <800 2400
800 < x <1000 2600
1000 < x <1200 2800

Ataem x = 1200 3200
x = 1600 4000
x = 2000 4500
x = 2400 5000
x = 2800 5500
x 2 3200 6000

HRY i

FRFGEE T —MAISLUS | JLUREHER T & |, HET S8 TCE ZERITBEERNEHTRE. LY SENZERIM
B L ERISHIMESE, i, BPIERE THNES) , #E830AJ9 1000GB | XEHREF R LABH#ET B ZI&2 2500GB , B
HEMBRHRE. SME LLEME L2, BB L3 =MASH#EET S LREN BNE L4 NHESE. ROEFIRESME  TiEHB
BOMT LR
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WLF5=

HEBAFY CKafka RFEBEEGH-TTZATEAR | BB T L BIWLRS :
o EFREFUG , HEMFI CKafka =HIE.

o TESLHIFIRT , B (FrE) |, BN CKafka MIETR,

* 7 CKafka MISETT , iGFAS. HEEE. BIRKFEE.

o

SRESM/E  BE [MZAWX] | RIERGRTER M, BIEERTI.
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BIEn=

ZEFIESEEE CKafka Z=HI & EIZSLHIFEREFAB ML,

AR

s EWEL=MRSER.

o CRIEAMERML,

BIFSR

1. &; CKafka B4IE.

2. EEMSAVE RS SEBPIZR | S il HALHIWIR , REESISHEREFBLER.

o IR : REITE.

o b : BB E P IRA R IR AY Mt

o FmAlE : RIEIEEFEMHESEREYNAIES,

iHEBAF ( CKafka)

o HEYRE : SBEE 24 ~ 2160 /\if., EHEDTEARR (BIHEKADAEI0% ) B , BIEAMBRIBRSER |, LISRIRS TRk,

o FAEML | IEFRRICIBIFAS CVM —BI0FAE RS, ERFREENEMAERER SE FINESERR 2SRRI,

o SCAIBFR : WSESNSLRIRT | S eI SLhERE T B AR IEER AR TIRE.

3. B (W] |, KEIFR3 ~ SotPRIRIESLhIF IR AR BIZFRISEA.
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BIFEHAYE: 2024-06-12 15:06:00

BEp=
RESIESEES CKafka FHIATEERITASEAI RO Topic,

1. 25 CKafka 48,

2. TEEBIFIRRTT |, BRI IFAISCBIAY ID/BFR" , BENSEHIFEI.

3. FESEFETR , BATTUEIRERAY Topic B3 , SR,

4. 1e4wiE Topic BAF , RS REFIRIFHEFER.

o FFR : Topic BiR , IANGTEEH , BIRREESFE. HF. T, "7

iHEBAF ( CKafka)

o DRXE  —MIE LS XAIMES , — Topic ILIEE—PEHEZ Partition , CKafka LA Partition {EAH BRI,

o BIZAEL : Partition BURIANEY , FATRIE Partition (SR A , NREEUEAISEM | SRIASTHFCIEERIAR Topic , FUAFFE2E!
X, BIFHHBESXNE , FIINEFEET1A Topic, 600X, 20EIE , BBADKEE—HATL * 6 * 2 = 129,

o ABR : AERERRE , RERERFH IP A uiEaiz Topic , BRURIEERS (TEH#E Topic fi4FiE Topic REYHLIFER

BE).

5. BBR3z5eRE Topic BlIE,
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BEns

iHEBAZ ( CKafka)

LRl TeRkfE | BEXILHIRIT—E VPC MEBIRH |, ZESIESEREY CKafka EHETEIZIFAISLARIN VPC MESHH.

RIS

B e,

BELR

1. #£ CKafka SEffI5Iz= TUE , S L QUEAISLHIRYID/BFR".

2. TESCHIEIBTRE , RN TSR AOERINERERSRRE | FrE—%
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FBA. WRIER
{EFSDKWIAIHER ( #4=F )

BITEFAYaE: 2024-06-12 15:06:00

BIEn=

TSI Java EFHNPHESIEERVPCRUSE ARG CKafka FHIRHE. RIBESEFRESY SDKIL,
AU

o 21 88 FRRA JDK
o L4ED SRl EhRAS Maven

e T#; Demo

BFTR

SB— : BRI Java R
7 pom.xml FFRANLL TR

<dependency>

<groupld>org.apache kafka</groupld >
<artifactld>kafka-clients </artifactld >
<version>0.10.2.2</version>
</dependency>

TR FEEKE
1. SIEEEBNS CKafkafe &304 kafka.properties,

## BLERANE | EEHSREOF BRI TRIRAINEEFIS .
bootstrap.servers=ckafka-xxxxxxXxxXxXxxxxxx
## BoETopic , fEIEHIE FtopicEIEREEH.

topic=XXX

## Ei&Consumer Group , A LAEENIRE
group.id=XXX

24 1588

BN | S SRISEAF BTN RRRAIM RIS E.

bootstrap.servers

WS : BRmEmEX
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28 1788
topicBFR , ERILITEESIE LtopicBEINESH.
topic
group.id FALIBENIRE | demoizfTaINERILAE *Consumer Group “REIEEIZHEE.

2. SR E N INEFERCKafkaConfigurerjava,

public class CKafkaConfigurer {
private static Properties properties;

public synchronized static Properties getCKafkaProperties() {
if (null != properties) {

return properties;

}

/3RBXBEE M {kafka.propertiesfIA A,

Properties kafkaProperties = new Properties();

try {
kafkaProperties.load(CKafkaProducerDemo.class.getClassLoader().getResourceAsStream("kafka.properties"));
} catch (Exception e) {
System.out.printIn("getCKafkaProperties error");

}

properties = kafkaProperties;

return kafkaProperties;

}

}

PE= . BEEHR
1. ‘RBEAEFHERER CKafkaProducerDemo java,

public class CKafkaProducerDemo {

public static void main(String args|]) {

//IN&kkafka.properties,
Properties kafkaProperties = CKafkaConfigurer.getCKafkaProperties();

Properties properties = new Properties();
/MREENR , BB SRS TopicAHEA R,
properties.put(ProducerConfig. BOOTSTRAP_SERVERS_CONFIG, kafkaProperties.getProperty("bootstrap.servers"));

//iEEB\FIKafkahiiEERIFFIL ST, tabdemo {EFRARYZEStringSerializer,
properties.put(ProducerConfig.KEY_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");
properties.put(ProducerConfig.VALUE_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");
/ERAIRASEFATE).
properties.put(ProducerConfig.MAX_BLOCK_MS_CONFIG, 30 * 1000);
/REEFinREREIRIREL.
properties.put(ProducerConfig.RETRIES_CONFIG, 5);
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/REEFimREREIEIRE,
properties.put(ProducerConfig.RECONNECT_BACKOFF_MS_CONFIG, 3000);
//K3&Producer3dg.,

KafkaProducer<String, String> producer = new KafkaProducer<>(properties);

/HFE—NEEBATIKafkahiiH R,
String topic = kafkaProperties.getProperty("topic"); //iEERER Topic , IBTEREIEHIEZF , EEMEXE,
String value = "this is ckafka msg value”; //iIBEERIAZA.

try {

[/ EZREXFutureXISRATLUINRIERE, (BIER, #HEAEAK.
List<Future<RecordMetadata> > futureList = new ArrayList<>(128);

for (inti=0;i< 10;i++) {

/IREER |, FERE— 1 FutureXds.

ProducerRecord <String, String> kafkaMsg = new ProducerRecord < >(topic,
value + "1 " +i);

Future <RecordMetadata> metadataFuture = producer.send(kafkaMsg);
futureList.add(metadataFuture);

}
producer.flush();

for (Future<RecordMetadata> future : futureList) {

/B EFuturelISAVER,

RecordMetadata recordMetadata = future.get();
System.out.printIn("produce send ok: " + recordMetadata.toString());

}

} catch (Exception e) {

//BRmAEERZE | MRAKRERY , WESENIILEEIR,
System.out.printIn("error occurred”);

}

}

}

2. f@iFFiz1T CKafkaProducerDemo.java &IXER.

Produce ok:ckafka-topic-demo-0@198
Produce ok:ckafka-topic-demo-0@199

4. 7£ CKafka #=HIEH) topicBEEIE , EFEXRA topic , mEEEE>HEER , EENIRIREATER.
FRN : HEEHR
1. BlEEConsumer iTiEETER: CKafkaConsumerDemo java,

public class CKafkaConsumerDemo {
public static void main(String args|]) {

//IN&kkafka.properties,
Properties kafkaProperties = CKafkaConfigurer.getCKafkaProperties();
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2.4

Properties props = new Properties();

/MREENR , BB SRS TopicAHEAR.
props.put(ProducerConfig.BOOTSTRAP_SERVERS_CONFIG, kafkaProperties.getProperty("bootstrap.servers"));
//FRPoll Z BRI A S IFHERR.

//EEEBIZEREREIOB , [RERAMEEELTIFEERTS | iRSimGHZEE MConsumer GroupiZiritfiRARebalanc
e, EA30s,

props.put(ConsumerConfig.SESSION_TIMEOUT_MS_CONFIG, 30000);

//ERPollIERAEIE.

[ERZEAZBISAK , AIRPoll RSHE | MAREE FXPollZATEZEST | NSftR —IRAEIE , F4ERIT,
props.put(ConsumerConfig.MAX_POLL_RECORDS_CONFIG, 30);

//BERRFIULTT.

props.put(ConsumerConfig.KEY_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");
props.put(ConsumerConfig.VALUE_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");

//BTE—MERIEESLS] , 2RHHEERER.

props.put(ConsumerConfig.GROUP_ID_CONFIG, kafkaProperties.getProperty("group.id"));
//KEIEHEEXSR , BRIER—NEZRLA).

KafkaConsumer<String, String> consumer = new KafkaConsumer<>(props);

/BB BEEET RN Topic , AILUTIRIZAN.

//9NZRGROUP_ID_CONFIGR—#F , NITEIAYTopictB iR EmM—HF.

List<String> subscribedTopics = new ArrayList<>();

[/ANRFETFEZ N Topic , MEXERINEZARIA.,

/18 TopicRESi=H it TelE.

String topicStr = kafkaProperties.getProperty("topic");

String[] topics = topicStr.split(",");

for (String topic : topics) {

subscribedTopics.add(topic.trim());

}

consumer.subscribe(subscribedTopics);

//TBREZRRER.

while (true) {

try {

ConsumerRecords<String, String> records = consumer.poll(1000);

/1% 7RFE IR Poll Z BB ERSTIX LR, BSF R AMS#BIZ SESSION_TIMEOUT_MS_CONFIG,
[N BRI REERER | REFPRELS

for (ConsumerRecord <String, String> record : records) {

System.out.printin(

String.format("Consume partition:%d offset:%d", record.partition(), record.offset()));
}

} catch (Exception e) {

System.out.println("consumer error!");

}

}
}
}
FFHiE{TCKafkaConsumerDemo java JEZHEE.

Consume partition:0 offset:298
Consume partition:0 offset:299
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4. 7£ CKafka =& HIConsumer GrouplRE , EIERINAVHERERIR , FEERABZREN topic BFR , mEFEE  EEHZHFS.
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iz{TkaftkaZ i

BIFEHAYE: 2024-06-12 15:06:00

BIEm=

ZESIBSEEME CKafka fRSSE |, #A Kafka APL, EBIN=E£RMEXRSEE HERE CKafka RIBE , A TFEHFHRE Katka TR
& , 737 Kafka APIL 3Tk,

BIFSE
$EEL : T4 JIDK R
1. 108 Java 8,
A &g, PUTAI T E< -
java -version
SNSRI Java MRAS |, BiHA Java AT ; MNRIRERE Java |, 1§ %% Java REFFREM (JDK)

2. i&i Java ﬂ;ﬁo
IRE JAVA_HOME INEETE , FHEMEWIEE ERY Java ©xBR. LA Java JDK 1.8.0_20 MRAAf) , FERFRIMLINT :

BFRS o]

Windows Set the environment variable JAVA_HOME to
C:\Program Files\Java\jdkjdk1.8.0_20

Linux export JAVA_HOME=/usr/local/java-current

Mac OSX export JAVA_HOME=/Library/Java/Home

1§ Java fmiEssttb bR INE R FEREZ T

RS T

Windows B E",C:\Program Files\Java\jdk1.8.0_20\bin" ;MBI R FZE"Path"lIKE
Linux export PATH=$PATH:$JAVA_HOME/bin/

Mac OSX not required

R LEREIRY java -version #p<$IIE Java TEE,

FB2 . T# Katka TEE
TEHMEE Kafka 226, ( Kafka 20 EM FEHBIE> > )

3 . Kafka API Uiz
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B CL apSAEFFIiHEHER , =2 /bin BRT.
1L THRIREEERE.

bash kafka-console-consumer.sh --bootstrap-server XXXX:port --topic XXXX --consumer.config ../config/consumer.prop
erties

o & XXXX:port EifpkVPCRLIHIEANES Sim , TEEHELEFERE EASGR] EHIRE,

o topic : #§ XXXXEifpktopicETR , fEfEHlE (topicEIE] TUEERE.
2. RO RIREAREFE.

bash kafka-console-producer.sh --broker-list XXXX:port --topic XXXX --producer.config ../config/producer.properties

o & XXXX:port EipkVPCRLHIEANEE Sim O , EEHEEAFEREN EATGR] EHRIRE,

o topic : 5 XXXXEiaptopicEFR , TizHle [topicEE] TMEIREL.

MNBEASZEZREE  TERIESRDE/ L FRKEES.
E£rEER

3. £ CKafka IHIGHEEIRTE , EININIAEREERE.

HRIFIBAT ¢
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#R{EISrg
SLHIEE
Bl

BITE AT 2024-06-12 15:06:00

ZESIES @I CKafka #ZHIGBIERSLAIF Topic , HRIE THE CKafka =6 SIRIERIE,

1. &R CKafka =414,
2. EEMISH=RE [TFFIR] | B (FE] #EALFIBELR,
3. ELAIGER , RIERSUSERERULEE.
o it#ET . BFRANEREITE
o FrMAE  RIEEEFREMNME S BINENNAES,
o HERE : TBEE 24 ~ 2160 /N, EHMEBEARTE (IHEKLDEEI0% ) B, BRRIMFRIBRTES | LABRIRS T A,
o FABNL : ERFREEERNEMIAENEISE HINEHERES KRB\,

o SLHIETR | WS PLBIRTY | SHFEIRESLAEREF BT FLARIEEEN RN, BB FSEIEEan S aisEElHant.

4. B [ZRIWE] | SepsEfielzE.
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WEES A R B EE R HaD

BIFEHAYE: 2024-06-12 15:06:00

BIEm=

fEelEZ M CKafkasLflidizgeh , INRIEFLELAIZIRES—ERIRNYE | BANRAHMECIEIEREF BT IR LAR SRR
g8, ERTLABE LA APl /EFF 75 TUSEHL.

o [EEEFEMFR  MRBEIZMIBER MRESLGIETR , BUAEREFMREIIN_ LI SkirE SN CKafkasfl ( 41an
ckafkal, ckafka2. ckafka3 ...... ) .

o fEREfRE

o IBERMENE | ERTHEELE n MNLfIFHEEAIERTEFSEFSM x FHIREERT ( fitlckatka3, ckafkad,
ckafkab...... ) .

o IBEZMRIE | BRETHELE n MEZS T RIRES M RIS EFSHISERIEFRET ( Hldckafka3-bigl0-test, ckafkad-
bigll-test. ckafka5-bigl2-test......) .

HEP R

EEYFEIAF

AT EMSEAISLHIR ENRISRIER |, (UFSiBEHIsLhIZ TR,
R

BURRIIRISEHIRIA R SN IS | BAREHSETIRAIFS.

AT ELASISE 7 31 CKafkasLfl , FFEEAEMMISEAIEFRA “ckaftka+ S ( BISLAIEFRA ckafkal. ckafka2 #1 ckafka3 ) i,
JESCTUR(E

1. 25 0I@sLBMESE3NSLh , AEWSERLL RIS+ 7S Ba B MBS SLHIETR , BISSLHIETRES N ckafka . SITNEF7R

2. (RETUEETNE SR | Feplisfd.

AP #{F £ = API [ModifyInstanceAttributes] & , IREHEXFE : SLfIEZFR : ¥ InstanceName FERIEEA ckafka .

TEER R

TR BN SNSRI SR, SO ERR RES Mt | ERBRAIETR , WRIEGRER
(TIRE, ERERENAE | RY , x RREMCOETONATS RS EE , R RSTIEa,

g S
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IATRELUSFRELIE3N LS , BISELAINFSIIFFREE 5], ML

1. 2% QEEsLfl WL , HEWITLL RIS HEEERBRX NS BMNIESLHIEFR , BGLAIEFRIESH ckafka{R:3} . I0TE
Fs -

2. (RETUEETNE SR | Feplisfd.

API #{E 7£= API [ModifyInstanceAttributes] & , IREBHRFZFER : LHIFEFR : 3§ InstanceName FERISESN ckafka{R:3} .

EES MR

DATRELUREZ Q3L , HABA RS2 FREHE ckafka, big 71 test B4 , B ckafka 7 big BIBEETFS , FS9BIM13
FI2FFaaiste ( BPsEFRAS ckafkal3-big2-test, ckafkal4-big3-test. ckafkal5-big4-test) Joff, WISETTIRE

1. &% [BIE2sLhl] WE3asLAl , FMSLITLL A%k + FEREtETUE (R} -AUSE + FEREETU A (R} -AUSR A B MINIRSLAIEAR |, BIRESE
HIEMIESH ckafka{R:13}-big{R:2}-test . YITFEIF7: :

2. (RETEIRTE SR | Feplisfd.

API #2{E 7£== API [ModifyInstanceAttributes] F1 , IRBEXFER . SEHIBFR : 15 InstanceName FZERISES ckafka{R:13}-big{R:2}-
test,

INETRE

LB RRYFEMA FEEE BRI ECIRLAE , B MM ERIERELAIEFR. BR CKafka iBHEEEHCIERAIL
B, BRIt EMSEAISLHISARE IR BRI TS, W TNERT:
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==l

BIFEHAYE: 2024-06-12 15:06:00

ZESIESEBIY CKafkalzH EEBLAINEREEEIRERS. CKaftka WENLFRIREBKIRER | KQEFSEIZELFINER
. HEERAESL. £FIEETHE. HREETE  SXYENET—ENRERSERREERNE. HIRWT

=0 = RAFEA
EEEE ( BOASRA(ES000) N < 80% .
80% < N < 95% e
N > 95% 28
N < 80% R
HERERE S °
80% < N < 95% sran
N > 95% =15
. e N < 80% e
HFEIEEHTS ( RSEIAEES) ’
80% < N < 100% sean
N > 100% B8
. N < 80% feEs
IBEIEET S ?
80% < N < 100% s
N > 100% =y
Bl :

ERAEOARAER5000 , BEFIMEETRAENESLHTHR. LAEEBIZRAESSHEF IR ELIEMMINERE , (T
HZEKEAELRSHASELL BRI H] BRiFi A,

1. &R CKafka &=HIB.

2. EEMSHWRE (SEAFIR] | BEEFSIAIRID/ETR" , & [(BXER] 1, IEEXLAIRERE. EEER. BN, EE
REBEER.

WiBA :
[BEEER] AN IP S5i%0 (440 10.6.206.110:9092 ) , FrATHREGHRSAERIELE , EsDihEteitshig O e gefFE
S0, NBRIEHIIRS SRS TiHIaRE , BEIRSEE FREE9092 - 919260 ( broker ATEELEEI S |, ¥V BEEERENHOS
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1N, FEMEBEFREHE ) .

WS : BRmEmEX
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THER_IRIASL

BIFEHAYE: 2024-06-12 15:06:00

BIEn=
FBFRABHEEESIG CKafka SLAIRY , BTLAHESRFARMIZSLA]. iHEBAY! CKafka SEEIRIAE A ERIRISSLAIM B ZIRE AT HRTIK
&, BEEIXILHINEHZIERPBNGIENEE | RIS TT L6 RN BERFRESE TR EIRS. STHBLITRE

RE&2 L7 TV S 7 o% 7%

elgsh PIEMRS  SERIBBEE , ENIETHZRIRPRE.

FazET BRERS IAERETRS  RPEOHEE. RE. EEEEMETALEER.

il PIEMRS  SERIZEHIEEIET APL AT ERE.

=l REAE  SEAIRERIEEIET AP FUTHRIRMESERILAIESERET , HNTRREERE.

BRI PEMRS  SLAIEREHEEET AP TSR FNZEAINME S ESTAIRY | iNBEIXMERIBIRRIZHEA R,

bR RERE  SCOBFIMBREEERIARG (BES14X ) RiHITEER | CKafka PUTHIRREATRM.

BRIEDE
R

MR ERTEEIRISHIEREARTIRE | BIEATE(DEE.
1. &3 CKafka 1=#l&.
2. TESERIFIRTUAGRIFLS | BRI HEB/RE.

3. FEFIATHERASHE T | B 183X | RORTSHERIZsEfl.
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N INES R SRS
SIS AT A: 2024-06-12 15:06:00
BR{Em=

ZAESIESEEERBRAY CKafka By , BITEHSEERRBEAMN |, @S ER I AP M EEES.
il :

1ESESLBIRTEIRFAE R FHHEIR THEMAY VPC 3145 (BN VPC A ) |, FRR{NBERMERRRT VPC A AIa8ATEERS! CKafka IRS
(EF-8dRE. BEREES ) | BREERTRETAIERM VPC IR (Fia0 VPC B ) BFEKILE VPC A WAJHEEBAY!I CKafka BRSS |
WA LB TR ERANTIZ | 155 VPC REBHITEHRER.

ERFLR

1 85 CKafka 525122,

2. (ISR (SEAIIE] | S ESERIRY I/ | HABASR,
3. TESEPIEAEROTE , SN SURReE) (FRIBSEasEns] |

4. fEREET |, EEREREIENTT .

WiBA :

HlEa EIRMAY VPC RZgi5Ateit (a0 172.16.0.12:9092 ) , ABTAEUGRIRSAUETHEIL , Bt -Pin AT 8EFE
24, BEEAIIRSS R LHIE9092ERIFTE RO , LMEIRSS A LAEEIE.

5. B (1B32] | SoAkESESRERAID.
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TopicEE

BIFEHAYE: 2024-06-12 15:06:00

37—

iHEBAF ( CKafka)

Topic ( & ) ER—FMHREF |, BEE Topic FRJLHKFMEFIAM. CKafka X39MsEFE Topic BOMES: , 47=E&1E Topic F5ER , iH
#E M Topic FIEEER. ATHEVKET B , — Topic SEFREBSA Partition ( 51X ) 14HE . IBZEIET , ILUEIIEN Partition
HEHTHEEY S, ZISESEEY CKatka #5414 , EEELAT Topic HHTEIE,

EEEER

Bl Topic

1. B3 CKafka 414,

2. TEEBIFIRTT , BEBRIAIR ID/EFR" , BENEAFER,
3. TESLAFIETR |, BAETUEIRER Topic S , BATLHTEE.

4. 1r4wiE Topic BOF , RS REFIRIFHEFER.

o B : Topic BiR , MANRTEEY , BIRREAIFE. HF. Tk, 70"

o DXE : — MR LS XRIEES , — Topic ILABE—HEZ A partition , CKafka LA partition {EA3BCEAL,

o BIA%Y : partition RURIANEL , FATIRIE partition SRR , NMREHIETRY | LRIASHFCIESEEIR Topic , BIAFTE2E!
K., BIRHEESRNE , FIINEFEIE T 1A Topic, 640D K, 218N , BIADREE—HAT1L*6* 2 = 1219,

o BRE  FEERBE , REEREPH ip AAiHEZ Topic,

5. B [#2852] 7ok Topic BlE.

fflE& Topic
pE =g

* B& Topic BIREIRT , FHETELL Topic FRHBIISHMIER | iS2IERIE.

* Topic MBREFEIRIF , ECEMBRAING , ZooKeeper ELEHF

[4000]10011 , ERNBEEFHEEER.

WRFRE - BRmERMEX

SEIDTREX. BIHEERERES Topic , RESIRTHIRD
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1 ELfIFIRR |, BREBERELEIRID/EFR" , BENLHRFER,
2. TEECHIFIBTR |, B topicBIRIRES T |, THIR(Fi=s aoibR.
3. TS ES I BR TEHIA | Topic 1S45MIER.

ECE Topic BREH

1. 7ESEAIBIRR |, B BARSLBIRY ID/ZFR" , EANEAIIFEER.
2. FESLHEIBTT |, B topicEEIRES T,

3. BEIRMFYINGIE *> BrRAEE  REUTSH

SERBRINTE ¢
SHR BIAE SHCeE
cleanup.policy delete delete/compact
min.insync.replicas 1
unclean.leader.election.enable true true/false
segment.ms - 1day - 90days

ERIASISLHIRY 60000ms -

retention.ms -
HERERE 90days

max.message.bytes - 0B - 8MB

WS : BRmEmEX

iHEBAF ( CKafka)

izl

IFREIR R AR |, 2 B key 45
( Kafka Connect FYEEE(ERA compact #1 ) .

2 producer i¥& request.required.acks 1A,
min.insync.replicas 5% replicas BIR/\EHE.

IEERBRUEIREATE ISR H replicas {E/ leader,

Segment 3 FRFAIENK , BALA ms , &/IMER
86400000ms,

Topic 4EERYHERERIAL

Topic EERIRKHEAR/N. NMESNEIASLAI4ERH
BAX/NA1IMB,

g834 T #331
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Consumer Group
A%

EITEFAYE): 2024-06-12 15:06:00
Consumer Group RZ&iTEH

HZRERFIZET S Consumer Group HRZEERS Dead. Empty. PreparingRebalance, AwaitingSync, Stable JUih , Eh&E K
£ Empty. Stable #1 Dead =R, Consumer Group HHPRZSHIEEEIN TR

* Dead : [BE#EHALHRAFFE Metadata EEIFREIR.

e Empty : [HESERLRIREEEIKRR. WREARAME offset FEIHY , STy Dead KT, —AHEIEAT Group FUAJI Empty
K. FHR Kafka 0.10.x hRA#E , HEBROERBEHIRRBERTFEET7X | WiERSBRSB SR

e Stable : [HBDAPZNHEBRESEMAN , ATRERTS.

Rebalance JRZF#7

Rebalance Z&RE

IR#E Consumer Group BPRZSHLATAD , =5 Consumer Group J3 Empty, AwaitSync g Stable JAZSHT , Group ATRES#HIT
Rebalance, LAFIERAI8ES &4 Rebalance :

o —NB#EHEITIT Topic,

o HBEWKA.

e EA Consumer # Group Coordinator ( 11828 ) IAJ9/2 Dead SRS,  AISRENConsumer £ session.timeout.ms BYEINIRELE
Group Coordinator &8k , Wiz Consumer E#IANE Dead R , FEKIE Rebalance, #ES M [CKafka HHASEFEEISRE]

o DXEUEM.

° JTRT AR Topic, WMRETERT —NERBIZER Topic , BPAZIXA Topic BIEESA4E Rebalance ; FIE , tNR—NEEHIT
iERY Topic #EMikR , R&&4 Rebalance,

o NFEEER.
Rebalance 329

A0.10kAKafka B9HLHI A5 , Rebalance iISF25 a0 :
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1. fFfa—4 Consumer EZEIIAZEI—1 Consumer Group HHY , 2&IX— JoinGroup AYIEXKE Group Coordinator, E—NNA

Group #9 Consumer =355} Group Leader,

2. Leader £M Group Coordinator &EX 4 Group RS Consumer 53 , FEMAELS Group i Consumer 9Eg partition,
SIS ECHLAET PartitionAssignor 5k,

3. PECEALE | Leader 2ESEIER KL Group Coordinator , Coordinator &4BEERKIELSATER Consumer, EEAD
Consumer REEEERIBE CH ORI partition , Leader EME—FREiFZZIConsumer Group HfJ Consumer DR E S XIE AT =Y

Consumer,

HAISTES7EEIR Rebalance RERHIT—IX,
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&iflConsumer Group

BIFEHAYE: 2024-06-12 15:06:00

BIEm=

iHEBAF ( CKafka)

ZEFIESEECKafkaiZHI aEE LI THIHREAREE.

EAEC R
BiEREA
1. &5 CKafka 12414,

2. EEMSAVEREXHIBPIR | B BRsLIR ID/&BR

" EASLHHFETE.

3. 7EsLEETR |, M *Consumer Group #R&ER , BEZIZA) CKafka SLAIRNEZRAEER.

* 1£ Consumer Group ¥IZRMR , BHRMEFINEEEREFS  TUEELHBREATEESEE | BINEEETITIY topic FURIRX

/%\o

* 7£ Consumer Group FIRR , BEHBERMIENVN=f , JURRHZEERERTRANEREE  BSEEBR. DXHE.
HR3ZHY offsetfE , &AM offset (UBLIRKHBHBREE, RHRFFINEREFEUTUEES KRN offset JHEHER.

i8R
BT offset (EEREBEZIHAEIFAY , FIL offset A9
5.

WRFRE - BRmERMEX

EMHEERR offset IANEX , RRERTHI , AA—ENERL/IATH
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1R EOffset
BIFEHAYE: 2024-06-12 15:06:00

37—

TEELAIRMESHET  BRNEEX offset HTEE , BT EZERI—ERITHES.

EEEER

1. BRCKafka =414 .

2. EEMSHEREEAFIR  BEBFRIHIRYID/EFR" , HALAFER,

3. TESCIEET |, s Consumer Group FR&ET |, BBEHRIEFIN offset iFE,

4. 7f offset IREHO , AiF U Topic MEEHTIRE , BEFT—F.

5. YEEREEE offset # Topic {58 ( REMBVALES Topic B9 offset IYHE ) |, BAFET—.

6. Xt offset HITEE.

AR

o offset IRESBEEER/ offset FIFZK offset Zia), FEECERT , WR/NFE/\ offset =&/ offset HITIHER
offset @ MEK offset H1TIHZE.
o EEEHDEN , BRIDREBERESTHEDEHANTEHITER | BUFEHITES.

WRFRE - BRmERMEX

 SIRATHEK
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fipRConsumer Group

BIFEHAYE: 2024-06-12 15:06:00

37—

HOHRET , Consumer Group RRK—RIGEANBEEREEINEE , THEEEERMR  APEREEMELERN , REE Offset,
MEFHRIEZR.

ieA
Broker fRAAMEF1.1.1 , HConsumer GroupAPRESHEmMptyRT |, jEZR4E A BEM MRS
= 1=
EAETR
1. &R CKafka =#I8,
2. NSRS SEfFlFR | B BinsLfIf ID/EFR" , HNLHRFBER.

3. 7ESLfiFEIR |, BEEHR Consumer Group BRAFFZAYMIER , TEEMIER Consumer Group,
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W
EE S

|:|II_J\

BITEFAYaE: 2024-06-12 15:06:00

BIEn=

iHEBAF ( CKafka)

EEPRAFICKafkasTis st mc A R RIRRA0EE , B4ESLB). Topic, Consumer Group%s , HEIESCATERRIRIRG | STXITTaEFAEMIE]
R AR | (REERTEIET. AHENEET CKafka 4|8 EE NI SRR E EFNISIEIEIRIE X,

M e SRR

LI RCKafkalist=igtmBExiii. A& HEFEFFI0sn2 R En EAP RIRFEHEICTHE B s S ERE | BEIREIRERS

R E IS LRI,
Sl
USTEIEIR
SLpIR R S A& (MB)
WEFERABDLL (%) (#F)
SLAIEREEL (Count) (34 )

SLAIRKEFRE (MB) (¥
=)

SLAIRAEZERE (MB) (3
=)

SCHEZEBRIAREY (Count)
SEAIEFEIRITREL (Count)

LHEFBERIEETSE
(MBytes/s)

SLHFERATEEE &L
(Count)

SLHEZERRE (MB)
SCHIAEF=EREEE] (Count)
SLHIEF=RE (MB)

SCHEZEREREEL (Count)

Topic ¥

USTEIEIR

WS : BRmEmEX

1288

SR GRE (BRRIE) | RRImMEEIRER R ERHTE.
LRTH R SRS EANISHE RS ENE DT,

EFIRMIIRSS ARAUEREL.

LHIBNRIFHEFHRIEERS , 78
ERIE) .

BRIAEFIHE (HHELAEFFEERE OIS

LHIEBERIRETE  HENERANRS. (TELAERTEERE DRSS RKE) .

SLAEZRBRIFUREL

SEBIEFPRITREL.

LHEFERIEETS (ERRIREF TS )

LHFERINEERFE (FREEIF ) | RIRATERIIRd AR R E.

SLHIHEZRE (FERRIAFENRE ) | RBAMERRERIEST R,
SEAIEFERERE | RIRATE AR R E KA.
SEBIEFRE (AEIERFEORE ) | RARAMARAOR R E ST R,

SEAHZRHESRE  RIRATE AR R E e RA.

5iAe
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RS2 =

RAEFRE (MB/s)
BRAHERE (MB/s)
HBHERH (K)

HERRE (MB)
CRHEEEEE (MB) (#F)
EF-HREE (F)

&g (MB)

EENHEEREH (K)

Consumer Group-Topic &= :
IEFSiER
FEEHAK offset
FRAEZE offset ( X% offset FFK(H )
FREKHEHEEE (K)

EMEBRE (5/08)

Consumer Group-Partition ¥ :
IEFsiEiR
DEHEERE (F/9H)
HBIEE offset
LD XEK offset

RHBOHEBRIE () (HEF)

BIFSR

1. Z&H CKafka B4IE.

iHEBAF ( CKafka)

5388

Topic BEXEFREAREIRRR).

Topic RKBERE.

Topic BISEPRHEREE SRS , FRERFTERAIR R ESTHRAD,

Topic WELFRHERE (FAEIBAFENRE ) | RBAMEENE R EST R,
Topic TR ARENEELSE (FABIEIAX ) | REBFMAFII AR ERSE.
Topic RUSCRRAEF=HESRE | RERFMARRIB AR E ST KA.

Topic BISEIRAEF=RE ( AESEAFERE ) | REBFMAEIE ARSI R,

Topic RUSERRAYERRVHE RS (FEIEIE ) | RERFMERAN R ERRHTE.

15283

LRIERETATE S XAISK offset,
HRIERE D X FEZEREREZENRX offset,
LRIERTE S KIHBARHEERHEE.

HRIERTE 2 KiEZR AR IR,

1588

HEDETZD XATHZHERR (F/9H) .
HBEDHIZS X HRIEE offset,

il DX &K offset,

HEDEEZD K TRBEEHEEE.

2. ELpIpIERT | BERETER LA ID/AFR"  EASLHIFETR.

3. TELFIBIINER , B (ir] | SRESENLAIERGE  REFIEEE , I EELGREEUE.

o B, EEREISIRERLL.

WS : BRmEmEX
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o B, AIRIFIRBGRIISIEEUE.
o B  AEEFRSSIZIDashboard , XFDashboardis&E [{+A R Dashboard] ,

o &, AEER LETENIEE
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B EEN

BIFEHAYE: 2024-06-12 15:06:00

iHEBAF ( CKafka)

HEBATICKafka MR izfTHAY CKafka SERFHRM T STSRIER , ATINERNETER | BRHT —LXRSTEESEIRE
AR AR HITLIE. BIMERSETSE (E8RE] f [BRESE] .

KX NENEEER CKafka TEPHFEERK TN —LIEMRESERINEGE ¢

I SRR EAN T

b=

CPUfEFR
(%)

REFFIA

(%)

W= {ER
ZR(%)

RIHZERY
B
(Count)

SrEIEE
HE

(MB/s)

HEENEE

Gt , >90% ,
SN | 3094
TR

GLRRBLAH , >85%,
S5, T30S
=R

SitEER1S s, >80% ,
SEESNEEE | 300G
gR

GRS S , >8000,
S0V, S04
EE—R

FTERLDE , >
HOSEHIFEERING | FFEESD
[EH , §105MEE—IX

WS : BRmEmEX

AR

CPU ERERXRTRERSTIR CPU ERAXME. ZESSSSEERTALERNT
b, BEEEN. KU CPU ISR , MARESEHIR T REERILSER 5T
RASERE R S5 TERE.

VM REERERTERSTR VM AEERENE. VM AFERREE RS
EEERMERUEE | B GC T , EEHIY OOM Fajl, HAW VM WFERZE
TEERS , EETNET SRS RBERF T REIRUE.

I EERRE RS T RHEAERRITIIE. BEFARIRRSHTRIR

EBHESASROEIZTRLE , NISERELESE BT EERR
BT 7 5% R A B IR BEET.

R ZHIER S broker TImBEERARIUE LK , TEBRAESHEE | RS
2fFlE. FEHITT S

—oHA , ERENIRESRAE. AMESEHSRELARE LR, AIRIELI
ELEETHECRM S
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MBS

BIFEHAYE: 2024-06-12 15:06:00

BIEn=
FEMANMERFRER G  TEAFFIHE. BREERTZFaR N mE  chfd JLHeiEhzigE. HEN

5 CKafkasziFisiz@ K P N eIZREIR , BIEsLfI. Topic, Consumer Group , BEIESERERERRES. S NGEIREESE
U, BISEIERARIRENIRESER , =ISEaLUBISHME. BESEHENE , BHERITATREBR.

BIFSE

RN EESR—ERR ST SR ERENERHITILY , NTFREFTEMAEREN. HCKafka KEKEMSHEEMA
& SRR A THENAYTRRD Bk NEEETE | SRt S E R RS N R PRI AT S,

R
BEUULAEESE , BlERRAREHEZEIMERFMESHNEE.

1. &% CKafka =45 .

2. fEsEfipizRe , BREERMFIIN [ERESE] T RIS SR ERE.

3. EEERIENE , T RIREEMNEREST AL , REFEEMUASEBIIRIR,
o SRmENSE . 1% [HEMRSCKafka] .
o HENR  EEFERESERKAICKafkaBR,

o MMESM : STHF [HEER] 1 [FhEcE] | BAEEREFEES | FoiEBSWATRE |, FrEEiRs iR & HHER.
B :

- fEt% : PN HEERESL" | SRR, NELISHRA  MEERE S EEN M UERBETHEE , fiat

REE,

HEHR - FlaN"E300HES X", I5E300tHA , EES M RITEABRERERED T RE , MRE—REE | 300MARA
SERHTEE  BE U"F—/|\30§3\%‘¢  SNRIERMRABE RE , 72BREE,

o JEAWRAR : ERERRIR , AL EAIRLR , RESEREISARICRE.
4. B [Fem] .
A R HRAR

L BR [zhxEHa] .
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2. EEMSHEF |, BE [AFRMGHER] | EAMAREFIRTTE.
3. TEMARFMHERTERE (FE] .
4. TERTERIEIRIT | BCESRARSEEL.

o SRmENHE . 1% [HEMRSCKafka] .

o (FFMBMARM : DEIER , SHIARFENIISEERE,
5. ARG , BE (RF] .

6. IREFTEREERIET , BE [RIFET] | SSHIINEENSERBER.
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PR
HEEE CAM
BEEFATE): 2024-06-12 15:06:00
CAM EAHES

FRSEISHEFISHBERIESTIUFN | RISIRETEHE [APL, BIR , BF/BFE , RF/ARS , & 4£E,
g

EWS  BHEFERR  JLUERIREEETEIR.

TS : BEFRPIMMES.

FHF . BEKSEIE , T2 RRTARZFRFNEKS.

MEE | ABHEEWSSH  WHRIMEASREKSHIMES | WAKAERSHFHRSZ— , TIREERSSH.

BRI | GESREIERLHEEREHM , BREIE ISAPERENER , HIEMES I5= API %% ( Secretld ] SecretKey ) ,
BRSHBR
* R BRECRSPHIRIENNS , I— 1 =IRSSEELG]. COS i, VPC A%,

o BIR : MIRZIENIFSHEERLAFHTRLEE. BABRT , EKSHERS TRARRNHENR , mFKSIREERS T™EY
BRATAEASR,

o RIE : REERENFHHA RS FAURMIEENE. EWSEDISRIERERE A/ A E5RIEN.

1Al SRES 151

CKafka £ESRIE
BN—1FRFLA CKatka IRSZHISTEEENR ( EIE. SERE2ERERE) .

{

"version": "2.0",

"statement”: [

{

"action": [

"name/ckafka:*",
"name/monitor:GetMonitorData"
Ik

"resource": "*",

"effect”: "allow"

}

WS : BRmEmEX 5846 TN #331W



O BASTCE

]
}

R LUBT IR E R AN IE S RIS ST,

1. BRpEhEEEEH S,

2. EEMEEEH | B [5RIB] .

3. fERERSIERT |, B [HEBEXRE] .

4. IEEFOIERIE SO TRGRE T  BF [RRIELCIE] .

5. ERMRSEE |, R CKafka” |, EFHEIRSS ( CKafka ) 2B IHEMUR [QcloudCKafkaFullAccess] |, B [F—#1] .

6. B [BIEEsRK] .

CKafka SCHIRisESRRG

1. IRERERIRAE PRSI | IRANGIRSANBRAO

{

"version": "2.0",

"statement”: [

{

"effect": "allow",

"action": [
"name/ckafka:ListInstance”,
"name/monitor:GetMonitorData"
1

"resource”: [
o

L -

2. 1R RS ISR,
e =g
List* ORI ETRALE AT,

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"name/monitor:GetMonitorData",

"name/ckafka:Get*"

WS : BRmEmEX
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1
"resource”: [
"qcs::ckafka:gz::ckafkald/uin/$createUin/$instanceld"

—_—~— e e

BRI IR B R SR RISk S .
3. BR ipREBEREe
4. EEMZESEG | BE [REE] .
5. fERERYIFRF , BE (FEBRENRE] .
6. TEIEFOIERIRSTAERE | 15F [RGB ECIE] .
7. IERERSRA T | 8RR CKafka” | IEEEERIRSS ( CKafka ) RiximialskEg [QcloudCkafkaReadOnlyAccess] |, B&E [F—2] .

8. B [elEsRng] .
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ELEACLERRS
RITEFATE: 2024-06-12 15:06:00

BIEm=

ZESESEEEREES CKafka B , BISEHIGECE SASL S0 ACL I | HESERIMLEE-RRIBF S | 1EI0RY Topic &
BIRAIEF-HZ AR

WiBA :

ACL imiajizsl5IEE ( Access Control List ) |, ZBEIFIFPEX —HERPRMN , 7eiF/1E4EFF user 181 IP /5 Topic FiR.

EMELR

BB ACL 5H%

1. ZF CKafka =414,

2. EIMERERLS | ISEMIESE | SR EREAI ID/BFR .

3. ESCOIFIBIE , SAEETRER A EHE TE.

4. ERAFSERH , B g , ESAPENERER , SRR,
5. BAERTRER ACLERRRETE,

6. 7£ ACL SRREIFIENME , BRERFIRIEFIR w18 ACL SRIE,

7. BEHRE , NAFETRR.
WiBA :

o

RERFIN |, RIBRFSIFAIAISMIEABIPER T SE A,
IREREIN |, NIFMELEAIRNSMIEABIPERAT LAUEZSLA.
FEIRFIREAIFRNFELAN , WARAE RPN PRIIPALUERSLE] , BhIPERFRERRSEA.

ar
e

o HR
-
a

o

JEERAbIE

SeRiEE | BFEILUEE SASL ARIENHERIAGI CKafka FEFA PLAIN HlEIEZEREE.
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oY =pLi

BIFEHAYE: 2024-06-12 15:06:00

Eikl)

ISR TFRIRHINATIRR= EEROIRFE . 22— ME-EXT (Key-Value ) . EOILURIBRSTAERE (Flnls. Bk, hEAE) £A

& CKafka HEMFIRRIHITHOREE | BURSIFESEFETRHNNNER. FERENZFRIRBEMENEX 28
BT R TRETICAC

{sE FEPR

o HEMRH

o BANRIRATFHIRAIRSEESO,
o IRESSEIRE
o qcloud. tencent, project FFELARFGTRBIFEHE , Z1EOIEE,
o HEEAFHE, ¥F TEHINF XFF+. -. =, .. _. 1. /. @,
o IRERKERAN255NFH.
o IRE(EPRE]
o HEEAFHE, HF TEHINF , ZFF+. -. =, .. _. 1. /. @,

o IEERKKENI2TNFH.

{ER7A

RHER

ENTHERTA HEE104 CKafka EEAFISTH) , SEERR. M. SOSSAM], RESTEMED. %A, 5% B, SHTHIES
%, S TIMAGEEREANKS, =N, T,

RERE
ATHEEE | ZATNERBIFED LEEIMAY CKafka MEBAFIEIR , BN T TARIRER/E.

IR REE
=1 FER. k. SR
N2 EHEsN. I AL Pk B, [EEATHIE
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IR RE(E
IEHREA K=, =M. £A

xRS /ES0ER CKafka £, BIRSIFER/(BRIXFRUN TR

iD
ckafka-1jqwvl
ckafka-1jqwv12
ckafka-1jqwv13
ckafka-1jqwv13
ckafka-1jqwv14
ckafka-1jqwv15
ckafka-1jqwv16é
ckafka-1jqwv1l7
ckafka-1jqwv18
ckafka-1jqwv19

ckafka-1jqwv110

fEFRtREE

#Bi)
FER
FER
is2s3
ii2s4
is2e3
iided
is283
isdsd
MR
o=
MR

N2
EiHiE
EHEED
X A
X% B
X% B
X% B
X% B
ik B
[EEAHIE
[EEAHIE
[EAHIE

B4R

2t

=5 a]
5

K=

iHEBAF ( CKafka)

o fHEHERRERA CKafka LA - RERTEEMNITFELIZHERSZ AN TR "M CKafka FIREIAT , BAHIERLRIESE AR .

Fote,
L]

=

TEIESE [FAIRS .

RERE

WiBA :

EALIBANE S NLPIRERS | RS20 LA TR At BAmIEIR(E.

1. &5 CKafka 48,

2. EEMISHERE SLAPIER | DEFEREFSHLA , BEFIER LT5H) RERS.

3. TESRIEIREAUIRIRIES |, IIN. ISBEMIPRITES.

o PMIIHRE : MmN, IEFIRESEARE(E.

WS : BRmEmEX

AL HEGER 2Pt sRAY CKafka SEf) : FRARIFIEANITHEELER I K"
E.

EHERERAN " FIN"RY CKatka HIRRIAS , B{AHE
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o MRS | REEMRAIRERELIXS.
o IENE . mEEEERATE SR A MERE.

4. BEIRRE | SohRiE.

/— klr\ :
{ﬁﬁﬁ e ')Fﬁ IE
TREA RIS R TEIRIEE |, I X RAYER.

1. B CKafka 48,

2. EEMSAVEREEHIPIER | ESCHIFIZRIURER | Kb,

3. EELhFIRA LAERIE , BT | G R

4. TS ERARERE. fI0 , HEHIE TR MRER (40 name ) BISER , BA"name” (KDKNE ) .

5. BIFESBRERR icon , #HTEER,

WS : BRmEmEX
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Ex{E3Li%
Kafka ConnectiZ A\ CKafkaztik

BITEFAYAE: 2024-06-12 15:06:00

Kafka Connect BHRISZIEMMHITET, : standalone 1 distributed,

'\ standalone #&={/35 connect

BT TS standalone #&z2%) connect :

iHEBAS ( CKafka

bin/connect-standalone.sh config/connect-standalone.properties connectorl.properties [connector2.properties ...]

N CKatka S AFFR Kafka i[8BX5! , (NFEE(E bootstrap.servers JERIELAIRTSECHY IP.

LA distributed #&=.[25] connect
BITLA TGS LA distributed 250 connect :

bin/connect-distributed.sh config/connect-distributed.properties

)

ZIEXT |, kafka connect %5 offsets, configs 1 task status {SEfF#ETE kafka topic 1 , 72t#EHY topic & connect-distributed FEJ

UTFREE :

config.storage.topic
offset.storage.topic
status.storage.topic

X=A topic FEFMEE , FRRIECIENEMMS connect RIZEX,

* config.storage.topic BERIERE—" partition , ZEIAREJ) compact &=,
e offset.storage.topic EEHZ partition , ZEIAEJ compact #zf,
e status.storage.topic EEHZA partition , ZRAIAKE} compact &z,

EEE bootstrap.servers JIERIFLBIZ S ERY IP ;

BE group.id , B FHRA connect 8% | BESEHBEEDEXDFE.

WS : BRmEmEX
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Storm#z A\ CKafka

BIFEHAYE: 2024-06-12 15:06:00
Storm 22— Mo EATEIESR |, SEBXIERHTRIUNEFREERMS =0 RPC B | o LASCHIMESATIFRAVZER | ERTX
HEREKV S SRISCRT SR IR S

Storm T{F/RIE

7£ Storm RIERFP BT |, 4T Master Node F1T{ET552 Worker Node , Master Node _Fiz1T Nimbus #78 , BF&IRS
EoSIASEEE.  Worker Node _Ei=1T Supervisor 2 , IS T/E(ESS | /350 executor #1417, EA Storm EEEHKH zookeeper A=A
HEORER. EREIEIEIR. (FSHOESIEE.

FAFIE324S Storm HIEUEAMEIREFR topology , BAMERNSR/INEEBEAE tuple , —MEEWTSAEL

45, topology H spout #1 bolt #45% , spout 274 tuple BJiEL , bolt BTLATRMER spout 5 bolt & HAT tuple BT,

Storm with CKafka

Storm BILUE CKafka {E79 spout , iHZEUEHITALER ; tBAJLMEA bolt |, FHEEIIEERISIRIRIISHEHHHZ.

pl)=EZN

Centos6.8&4t
package version
maven 3.5.0
storm 2.1.0
ssh 5.3
Java 18

Ellfi e

o TEFLEIDK 8, BNEE, &N Download JDK 8,
o TEFHZLEEStorm , &% Apache Storm downloads,

o D65 CKafka ST/,

BELSTE
1. FEEN CKafka SCiise A\t
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1. B [CKafka =HI8] .
2. EEMSHEERE [SEhIFIR] | BESLAIRYID"  HALAIEAMSE .

3. HELPINEAEERER [BAS] &R |, ATREECAIRgEAIEIE,

$E2. gE Topic
1. ELHIEASERE | EEINER [TopicEIE] LS.

2. fETopicEHIETTE , B [FrE] | € — Topic.

B3 iFh0 Maven 4kt
pom.xml LB :

<project xmlIns="http://imgcache.finance.cloud.tencent.com:80maven.apache.org/POM/4.0.0" xmlns:xsi="http://imgcach
e.finance.cloud.tencent.com:80www.w3.0rg/2001/XMLSchema-instance" xsi:schemalocation="http://imgcache.finance.clo
ud.tencent.com:80maven.apache.org/POM/4.0.0 http://imgcache.finance.cloud.tencent.com:80maven.apache.org/xsd/mav
en-4.0.0.xsd">

<modelVersion>4.0.0</modelVersion>

<groupld>storm</groupld>

<artifactld>storm</artifactld>

<version>0.0.1-SNAPSHOT </version>

<name>storm</name>

<properties>

<project.build.sourceEncoding>UTF-8 </project.build.sourceEncoding >
</properties>

<dependencies>

<dependency>

<groupld>org.apache.storm</groupld>
<artifactld>storm-core</artifactld>

<version>2.1.0</version>

</dependency>

<dependency>

<groupld>org.apache.storm</groupld>

<artifactld >storm-kafka-client</artifactld >

<version>2.1.0</version>

</dependency>

<dependency>

<groupld>org.apache kafka</groupld>
<artifactld>kafka_2.11</artifactld>

<version>0.10.2.1</version>

<exclusions>

<exclusion>

<groupld>org.slf4j</groupld>

<artifactld>slf4j-log4j12 </artifactld>
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</exclusion>

</exclusions>
</dependency>
<dependency>
<groupld>junit</groupld>
<artifactld>junit</artifactld >
<version>4.12</version>
<scope>test</scope>
</dependency>
</dependencies>

<build>

<plugins>

<plugin>
<artifactld>maven-assembly-plugin</artifactld >
<configuration>

<descriptorRefs>
<descriptorRef>jar-with-dependencies </descriptorRef>
</descriptorRefs>

<archive>

<manifest>

<mainClass>ExclamationTopology </mainClass>
</manifest>

</archive>

</configuration>

<executions>

<execution>

<id>make-assembly</id>
<phase>package</phase>

<goals>

<goal>single</goal>

</goals>

</execution>

</executions>

</plugin>

<plugin>
<groupld>org.apache.maven.plugins</groupld >
<artifactld>maven-compiler-plugin</artifactld>
<configuration>

<source>1.8</source>

<target>1.8</target>

</configuration>

</plugin>

</plugins>

</build>

</project>

FB4. £FHR
58 spout/bolt

topology %8 :

//TopologyKafkaProducerSpout.java
import org.apache.storm.Config;
import org.apache.storm.LocalCluster;

WS : BRmEmEX
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import org.apache.storm.StormSubmitter;

import org.apache.storm.kafka.bolt.KafkaBolt;

import org.apache.storm.kafka.bolt. mapper.FieldNameBasedTupleToKafkaMapper;
import org.apache.storm.kafka.bolt.selector.DefaultTopicSelector;

import org.apache.storm.topology.TopologyBuilder;

import org.apache.storm.utils.Utils;

import java.util.Properties;

public class TopologyKafkaProducerSpout {

//FRiBckafkastflip:port

private final static String BOOTSTRAP_SERVERS = "XX.XX.XX.XX:XXXX";

/BEEBBEES NfYtopic

private final static String TOPIC = "storm_test";

public static void main(String[] args) throws Exception {

/& Eproducer/gE

//RES%E : http://imgcache.finance.cloud.tencent.com:80kafka.apache.org/0100/javadoc/index.html?org/apache/kafka/cli
ents/consumer/KafkaConsumer.html

//BEE% : http://imgcache.finance.cloud.tencent.com:80kafka.apache.org/0102/documentation.html
Properties properties = new Properties();

properties.put("bootstrap.servers”, BOOTSTRAP_SERVERS);

properties.put("acks", "1");

properties.put("key.serializer", "org.apache kafka.common.serialization.StringSerializer");

properties.put("value.serializer", "org.apache.kafka.common.serialization.StringSerializer");

//8IE2E Nkafkafbolt , BRIA{EFfields("key" "message” W E AL HRAkeyfimessage , taTLA7EFieldNameBasedTupleToKaf
kaMapper()=$85E

KafkaBolt kafkaBolt = new KafkaBolt()
.withProducerProperties(properties)

.withTopicSelector(new DefaultTopicSelector(TOPIC))
.withTupleToKafkaMapper(new FieldNameBasedTupleToKafkaMapper());
TopologyBuilder builder = new TopologyBuilder();
//—NIRFRERGEERspoutss |, fHitifieldEsentence

SerialSentenceSpout spout = new SerialSentenceSpout();
AddMessageKeyBolt bolt = new AddMessageKeyBolt();
builder.setSpout("kafka-spout", spout, 1);

//Btuplefin E4=%E|ckafkafr Efdfields

builder.setBolt("add-key", bolt, 1).shuffleGrouping("kafka-spout");

//5 Ackafka

builder.setBolt("sendToKafka", kafkaBolt, 8).shuffleGrouping("add-key");

Config config = new Config();

if (args !'= null && args.length > 0) {

//EEEHEL , T ¥T8jar , HEEIstormiz T
config.setNumWorkers(1);
StormSubmitter.submitTopologyWithProgressBar(args[0], config, builder.createTopology());
} else {

Izl kae

LocalCluster cluster = new LocalCluster();
cluster.submitTopology("test”, config, builder.createTopology());
Utils.sleep(10000);

clusterkillTopology(“test");

cluster.shutdown();

}

}
}
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BlE—MRFAERGEER spout 25

import org.apache.storm.spout.SpoutOutputCollector;
import org.apache.storm.task.TopologyContext;

import org.apache.storm.topology.OutputFieldsDeclarer;
import org.apache.storm.topology.base.BaseRichSpout;
import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Values;

import org.apache.storm.utils.Utils;

import java.util.Map;
import java.util. UUID;

public class SerialSentenceSpout extends BaseRichSpout {
private SpoutOutputCollector spoutOutputCollector;

@Override

iHEBAS ( CKafka

public void open(Map map, TopologyContext topologyContext, SpoutOutputCollector spoutOutputCollector) {

this.spoutOutputCollector = spoutOutputCollector;
}

@Override

public void nextTuple() {

Utils.sleep(1000);

[/EFF—PNUUIDFEF B RIELS T — MM

spoutOutputCollector.emit(new Values(UUID.randomUUID().toString()));
}

@Override

public void declareOutputFields(OutputFieldsDeclarer outputFieldsDeclarer) {
outputFieldsDeclarer.declare(new Fields("sentence"));

}

}

)

73 tuple kL key, message BMFER , 3 key A null Y, &F=AIEEHSSEEIZA partition , 18T key EH5IZER key (& hash Z|

I5E partition L :

//AddMessageKeyBolt.java

import org.apache.storm.topology.BasicOutputCollector;
import org.apache.storm.topology.OutputFieldsDeclarer;
import org.apache.storm.topology.base.BaseBasicBolt;
import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Tuple;

import org.apache.storm.tuple.Values;

public class AddMessageKeyBolt extends BaseBasicBolt {

@Override
public void execute(Tuple tuple, BasicOutputCollector basicOutputCollector) {

/[BRHE—MiledE

String messae = tuple.getString(0);

// System.out.printin(messae);

/I REET— A

basicOutputCollector.emit(new Values(null, messae));
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}

@Override

public void declareOutputFields(OutputFieldsDeclarer outputFieldsDeclarer) {
/1R RIEEE T — M EHRIschema
outputFieldsDeclarer.declare(new Fields("key
}

}

, "message"));

{58 trident
{5 trident 2845 topology

//TopologyKafkaProducerTrident.java

import org.apache.storm.Config;

import org.apache.storm.LocalCluster;

import org.apache.storm.StormSubmitter;

import org.apache.storm.kafka.trident.TridentKafkaStateFactory;
import org.apache.storm.kafka.trident.TridentKafkaStateUpdater;
import org.apache.storm.kafka.trident.mapper.FieldNameBasedTupleToKafkaMapper;
import org.apache.storm.kafka.trident.selector.DefaultTopicSelector;
import org.apache.storm.trident.TridentTopology;

import org.apache.storm.trident.operation.BaseFunction;

import org.apache.storm.trident.operation.TridentCollector;

import org.apache.storm.trident.tuple.TridentTuple;

import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Values;

import org.apache.storm.utils.Utils;

import java.util.Properties;

public class TopologyKafkaProducerTrident {

//8RiEHckafkasLflip:port

private final static String BOOTSTRAP_SERVERS = "XX.XX.XX.XX:XXXX";

/FEEERBRE NHtopic

private final static String TOPIC = "storm_test";

public static void main(String[] args) throws Exception {

/& &EproducerfE it

//BRES% : http://imgcache.finance.cloud.tencent.com:80kafka.apache.org/0100/javadoc/index.html?org/apache/kafka/cli
ents/consumer/KafkaConsumer.html

//BES%  http://imgcache.finance.cloud.tencent.com:80kafka.apache.org/0102/documentation.html
Properties properties = new Properties();

properties.put("bootstrap.servers”, BOOTSTRAP_SERVERS);

properties.put("acks”, "1");

properties.put("key.serializer", "org.apache. kafka.common.serialization.StringSerializer");
properties.put("value.serializer", "org.apache.kafka.common.serialization.StringSerializer");
/& &Trident

TridentKafkaStateFactory stateFactory = new TridentKafkaStateFactory()
.withProducerProperties(properties)

.withKafkaTopicSelector(new DefaultTopicSelector(TOPIC))

/iR EEfields("key", "value"WESBEE N A&FieldNameBasedTupleToKafkaMapperGEiAE
.withTridentTupleToKafkaMapper(new FieldNameBasedTupleToKafkaMapper("key", "value"));
TridentTopology builder = new TridentTopology();

//— ™ EEFEEFHspout ftifield/9sentence

builder.newStream("kafka-spout", new TridentSerialSentenceSpout(5))

.each(new Fields("sentence"), new AddMessageKey(), new Fields("key", "value"))
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.partitionPersist(stateFactory, new Fields("key", "value"), new TridentKafkaStateUpdater(), new Fields());

Config config = new Config();

if (args !'= null && args.length > 0) {

//ERHER | BFHT8jar , FHEIstormiz T
config.setNumWorkers(1);
StormSubmitter.submitTopologyWithProgressBar(args[0], config, builder.build());
} else {

IS

LocalCluster cluster = new LocalCluster();
cluster.submitTopology("test", config, builder.build());
Utils.sleep(10000);

cluster.killTopology(“test");

cluster.shutdown();

}

}

private static class AddMessageKey extends BaseFunction {

@Override

public void execute(TridentTuple tridentTuple, TridentCollector tridentCollector) {
/B E—Miled(E

String messae = tridentTuple.getString(0);

//System.out.printIn(messae);

[IREET—MAN

//tridentCollector.emit(new Values(Integer.toString(messae.hashCode()), messae));
tridentCollector.emit(new Values(null, messae));

}

}

}

BlE—MEARHEERT spout 3£

//TridentSerialSentenceSpout.java

import org.apache.storm.Config;

import org.apache.storm.task.TopologyContext;

import org.apache.storm.trident.operation.TridentCollector;
import org.apache.storm.trident.spout.IBatchSpout;

import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Values;

import org.apache.storm.utils.Utils;

import java.util.Map;
import java.util. UUID;

public class TridentSerialSentenceSpout implements IBatchSpout {
private final int batchCount;
public TridentSerialSentenceSpout(int batchCount) {

this.batchCount = batchCount;
}

@Override
public void open(Map map, TopologyContext topologyContext) {
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}

@Override

public void emitBatch(long |, TridentCollector tridentCollector) {
Utils.sleep(1000);

for(inti = 0; i < batchCount; i++){

tridentCollector.emit(new Values(UUID.randomUUID().toString()));
}

}

@Override
public void ack(long ) {

}

@Override
public void close() {

}

@Override

public Map<String, Object> getComponentConfiguration() {
Config conf = new Config();

conf.setMaxTaskParallelism(1);

return conf;

}

@Override

public Fields getOutputFields() {
return new Fields("sentence");

}

}

FRS. HEEHR
{5F3 spout/bolt

//TopologyKafkaConsumerSpout.java

import org.apache.kafka.clients.consumer.ConsumerConfig;
import org.apache.storm.Config;

import org.apache.storm.LocalCluster;

import org.apache.storm.StormSubmitter;

import org.apache.storm.kafka.spout.*;

import org.apache.storm.task.OutputCollector;

import org.apache.storm.task.TopologyContext;

import org.apache.storm.topology.OutputFieldsDeclarer;
import org.apache.storm.topology.TopologyBuilder;
import org.apache.storm.topology.base.BaseRichBolt;
import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Tuple;

import org.apache.storm.tuple.Values;

import org.apache.storm.utils.Utils;

import java.util.HashMap;
import java.util.Map;
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import static org.apache.storm.kafka.spout.FirstPollOffsetStrategy.LATEST;

public class TopologyKafkaConsumerSpout {

//EiER ckafkasLflip:port

private final static String BOOTSTRAP_SERVERS = "XX.XX.XX.XX:XXXX";
/[FEEERHRE NHtopic

private final static String TOPIC = "storm_test";

public static void main(String[] args) throws Exception {

/& EERX R

KafkaSpoutRetryService kafkaSpoutRetryService = new KafkaSpoutRetryExponentialBackoff(
KafkaSpoutRetryExponentialBackoff.Timelnterval.microSeconds(500),
KafkaSpoutRetryExponentialBackoff.Timelnterval.milliSeconds(2),

IntegerMAX_VALUE,

KafkaSpoutRetryExponentialBackoff.Timelnterval.seconds(10)

)i

ByTopicRecordTranslator<String, String> trans = new ByTopicRecordTranslator<>(

(r) -> new Values(r.topic(), r.partition(), r.offset(), r.key(), rvalue()),

new Fields("topic”, "partition”, "offset", "key", "value"));

/& & consumer&g
//BRESZEnhttp://imgcache.finance.cloud.tencent.com:80storm.apache.org/releases/1.1.0/javadocs/org/apache/storm/kafk
a/spout/KafkaSpoutConfig.Builder.html

/1285 nttp://imgcache.finance.cloud.tencent.com:80kafka.apache.org/0102/documentation.html
KafkaSpoutConfig spoutConfig = KafkaSpoutConfig.builder(BOOTSTRAP_SERVERS, TOPIC)
.setProp(new HashMap <String, Object>(){{

put(ConsumerConfig. GROUP_ID_CONFIG, "test-groupl"); //i&&group
put(ConsumerConfig.SESSION_TIMEOUT_MS_CONFIG, "50000"); //i&&sessioniBRT
put(ConsumerConfig.REQUEST_TIMEOUT_MS_CONFIG, "60000"); //i& &Ei5KiBAT

)

setOffsetCommitPeriodMs(10_000) //i&E E=hFEIART A

.setFirstPollOffsetStrategy(LATEST) //iR BRI HEFHEHE

.setRetry(kafkaSpoutRetryService)

.setRecordTranslator(trans)

.build();

TopologyBuilder builder = new TopologyBuilder();
builder.setSpout("kafka-spout”, new KafkaSpout(spoutConfig), 1);
builder.setBolt("bolt", new BaseRichBolt(){

private OutputCollector outputCollector;

@Override

public void declareOutputFields(OutputFieldsDeclarer outputFieldsDeclarer) {

}

@Override
public void prepare(Map map, TopologyContext topologyContext, OutputCollector outputCollector) {
this.outputCollector = outputCollector;

}

@Override

public void execute(Tuple tuple) {
System.out.printin(tuple.getStringByField("value"));
outputCollector.ack(tuple);

}
}, 1).shuffleGrouping("kafka-spout”);

Config config = new Config();
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config.setMaxSpoutPending(20);

if (args !'= null && args.length > 0) {

config.setNumWorkers(3);
StormSubmitter.submitTopologyWithProgressBar(args[0], config, builder.createTopology());
}

else {

LocalCluster cluster = new LocalCluster();
cluster.submitTopology("test”, config, builder.createTopology());
Utils.sleep(20000);

clusterkillTopology("test");

cluster.shutdown();

}

}

}

{#5F8 trident

//TopologyKafkaConsumerTrident.java

import org.apache.kafka.clients.consumer.ConsumerConfig;

import org.apache.storm.Config;

import org.apache.storm.LocalCluster;

import org.apache.storm.StormSubmitter;

import org.apache.storm.generated.StormTopology;

import org.apache.storm.kafka.spout.ByTopicRecordTranslator;

import org.apache.storm.kafka.spout.trident.KafkaTridentSpoutConfig;
import org.apache.storm.kafka.spout.trident.KafkaTridentSpoutOpaque;
import org.apache.storm.trident.Stream;

import org.apache.storm.trident.TridentTopology;

import org.apache.storm.trident.operation.BaseFunction;

import org.apache.storm.trident.operation.TridentCollector;

import org.apache.storm.trident.tuple.TridentTuple;

import org.apache.storm.tuple.Fields;

import org.apache.storm.tuple.Values;

import org.apache.storm.utils.Utils;

import java.util. HashMap;

import static org.apache.storm.kafka.spout.FirstPollOffsetStrategy.LATEST;

public class TopologyKafkaConsumerTrident {
//BRiERYckafkasLllip:port

private final static String BOOTSTRAP_SERVERS = "XX.XX.XX.XX:XXXX";
//fEEERHBEE \Ritopic

private final static String TOPIC = "storm_test";

public static void main(String[] args) throws Exception {

ByTopicRecordTranslator<String, String> trans = new ByTopicRecordTranslator<>(

(r) -> new Values(r.topic(), r.partition(), r.offset(), rkey(), r.value()),

new Fields("topic”, "partition", "offset", "key", "value"));

/& & consumer&g
//RESEhttp://imgcache.finance.cloud.tencent.com:80storm.apache.org/releases/1.1.0/javadocs/org/apache/storm/kafk
a/spout/KafkaSpoutConfig.Builder.html

/18815 http://imgcache.finance.cloud.tencent.com:80kafka.apache.org/0102/documentation.html
KafkaTridentSpoutConfig spoutConfig = KafkaTridentSpoutConfig.builder(BOOTSTRAP_SERVERS, TOPIC)

.setProp(new HashMap <String, Object>(){{
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put(ConsumerConfig.GROUP_ID_CONFIG, "test-groupl"); //i&&Egroup
put(ConsumerConfig.ENABLE_AUTO_COMMIT_CONFIG, "true"); //iREBERIHHIA
put(ConsumerConfig.SESSION_TIMEOUT_MS_CONFIG, "50000"); //i&&session AT
put(ConsumerConfig.REQUEST_TIMEOUT_MS_CONFIG, "60000"); //i& &Ei5Ki#BRT
1))

.setFirstPollOffsetStrategy(LATEST) /AR BHIENGFTHE

.setRecordTranslator(trans)

Jbuild();

TridentTopology builder = new TridentTopology();

// Stream spoutStream = builder.newStream("spout”, new KafkaTridentSpoutTransactional(spoutConfig)); //Z5558Y
Stream spoutStream = builder.newStream("spout”, new KafkaTridentSpoutOpaque(spoutConfig));
spoutStream.each(spoutStream.getOutputFields(), new BaseFunction(){

@Override

public void execute(TridentTuple tridentTuple, TridentCollector tridentCollector) {
System.out.printIn(tridentTuple.getStringByField("value"));

tridentCollector.emit(new Values(tridentTuple.getStringByField("value")));

}

}, new Fields("message"));

Config conf = new Config();
conf.setMaxSpoutPending(20);conf.setNumWorkers(1);
if (args !'= null && args.length > 0) {
conf.setNumWorkers(3);
StormSubmitter.submitTopologyWithProgressBar(args[0], conf, builder.build());
}

else {

StormTopology stormTopology = builder.build();
LocalCluster cluster = new LocalCluster();
cluster.submitTopology("test”, conf, stormTopology);
Utils.sleep(10000);

clusterkillTopology("test");
cluster.shutdown();stormTopology.clear();

}

}

}

$26. 23z Storm
& mvn package fRiEfS , ATLURAIBIARIBERSHTT debug MK , ATLURABIER ERHHITIETT.

storm jar your_jar_name.jar topology_name

storm jar your_jar_name.jar topology_name tast_name
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Filebeats ##Z )\ CKafka

BIFEHAYE: 2024-06-12 15:06:00

Beats &5 AT SME—HREIERES. XERERTEETRFRERAE , NE LTEMT L alssm BiraERELTE.

Beats BEMPRESRS | EAILURIEE BRIBR T HIIMNATRESRS. AL Filebeat (RERATRERR ) A, HE
CKafka ROBMEIETIE | REBENGENIERRAIERTTIE.

AR SR

o TEFHZLZEFilebeat, &I Download Filebeat,
o THEHFHZLEIDK 8, &M Download JDK 8,

e 28l CKafka 3Ll .

EMEL R

L. $REN CKafka STz \tht

1. &5 CKafka 2414,

2. EEMISASIERE [TFFIR] | BEEHIRYID" , EALFIERNMSERTHE,

3. HELPINEAEERER [EAT] RR |, ATREECAIRGENIELE,

FB2. Bl Topic
1. FELHEASETNE | SEEIED [TopicEH] .

2. ETopicEETE , B [FE] | elg—1 & utesthy Topic,

SB3. EEmE Mt
Bt \filebeatfiiZ AR , SIEEE IR #Hilebeatyml,

#======= Filebeat prospectors ==========
filebeat.prospectors:

- input_type: log
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# ISR
paths:
- /var/log/messages

#======= Outpu‘ts Sesssssss
L kafka ------------------m -
output.kafka:

version:0.10.2 // #RiEARRE CKafka SEHIFFEIRAE S
# 188 ACKafkasLllaTE A\ttt

hosts: ["XX.XX.XX.XX:XXXX"]

# i85 BFRtopiclIETR

topic: 'test’

partition.round_robin:

reachable_only: false

required_acks: 1
compression: none
max_message_bytes: 1000000

# SASL FERE TINER | RAFENTER MERA AEE
username: "yourinstance#yourusername" //username EEHIELAIIDFIAF S
password: "yourpassword"

$BA. Filebeat BiXiHR
1 TS <SBHE K. sudo /filebeat -e -c filebeat.yml
2. PIEESHEINEEE (R EIASANEH testlog 324 ) .

echo ckafkal >> testlog
echo ckafka2 >> testlog
echo ckafka3 >> testlog

3. FFi= Consumer jEZIINAY Topic , SRIELATEIRE.

{"@timestamp":"2017-09-29T710:01:27.936Z","beat":{"hostname":"10.193.9.26","name":"10.193.9.26","version":"5.6.2"},"in

put_type":"log","message":"ckafkal","offset":500,"source":"/data/ryanyyang/hcmaq/beats/filebeat-5.6.2-linux-x86_64/test

log","type":"log"}
{"@timestamp":"2017-09-29T710:01:30.936Z","beat":{"hostname":"10.193.9.26","name":"10.193.9.26","version":"5.6.2"},"in
put_type":"log","message":"ckafka2","offset":508,"source":"/data/ryanyyang/hcmaq/beats/filebeat-5.6.2-linux-x86_64/test

log","type":"log"}
{"@timestamp":"2017-09-29T710:01:33.937Z","beat":{"hostname":"10.193.9.26","name":"10.193.9.26","version":"5.6.2"},"in

put_type":"log","message":"ckafka3","offset":516,"source":"/data/ryanyyang/hcmaq/beats/filebeat-5.6.2-linux-x86_64/test
log","type":"log"}

SASL/PLAINTEXT &=,
WRIEFEHIT SALS/PLAINTEXT B2 , NEERERFBSEME. & Kafka BCEXIEFIEN username F password EEERIA],
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# SASL FERE TIIER | IRAFTENTER NSRRI AEE
username: "yourinstance#yourusername" //username EEHHELAIIDFIAFS
password: "yourpassword"

L4 r—18
= DA)ER
7t Filebeat A& ( BRIAE&TR /var/log/filebeat/filebeat ) & , KIBEAE INFO BE , 0 :

2019-03-20T08:55:02.198+0800 INFO kafka/log.go:53 producer/broker/544 starting up
2019-03-20T08:55:02.198+0800 INFO kafka/log.go:53 producer/broker/544 state change to [open] on wp-news-filebeat/4
2019-03-20T08:55:02.198+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/4 selected broker 544
2019-03-20T08:55:02.198+0800 INFO kafka/log.go:53 producer/broker/478 state change to [closing] because EOF
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 Closed connection to broker bitar1d12:9092
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/5 state change to [retrying-3]
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/4 state change to [flushing-3]
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/5 abandoning broker 478
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/2 state change to [retrying-2]
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/2 abandoning broker 541
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/leader/wp-news-filebeat/3 state change to [retrying-2]
2019-03-20T08:55:02.199+0800 INFO kafka/log.go:53 producer/broker/478 shut down

HILAE INFO HJEER Filebeat AR , F79 Elastic HRIRRIFmAREERNE , MEARARFBREATRE. HII0 @ 6.5x A
3<HF Kafka AORRASZ 0.9, 0.10, 1.1.0. 2.0.0, i 5.6.x BUASHFIR0.8.2.0, BHEEMEREMHFAIRAEE :

output.kafka:
version:0.10.2 // #R4EAF CKafka SLAIFFRMRAECE
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H e BTERIELE
BIFE#HAYA: 2024-06-12 15:06:00

RXEZNBHESDG CKafka EF-FIHZEHERIRESSE, | BENERHERE LB,

EFEHR
Topic fEFAER

e REEX : HF3EA , BSEH  &/\ELEIAED2 , BRLEIFHAEST Topic BIFE , BUENINEIFSSEEEEH
B

o SIS | SHFEREETE CKaftka Baitl& Topic TR, EERRE , FrEFSUEE— M REZEN Topic i , 2BEMEE—D
BE3INDR3INEIFRE Topic.

* B Topic RASKEFEIN 100,
o Topic BIAKCA3 ( MEIMEAIRS) , AT ) .

SKEE,

PHIMET , BTNESFRE , HEERSHIARLWNER , EREATEEEEEEREAINERACKHHILMEE B EHELR
KIERH).  ERILMRIEWS BN  REUTELSE

24 iEA
retries EiURE  BOMERS 3 | BN THIREERATSPHINAMNS | BERIREN Integer MAX_VALUE ( B3 E&

x).

retry.backoftms  Eif/EE , EiiRE 1000 ,

XEEIEREIENIXT Broker i Leader X BTG ZM ZINERL Producer iEKHIET.

BPRIX

REFEORRLMN , NBREAERKAIXNESR |, aTLUAR metadataFuture.get(timeout, TimeUnit.MILLISECONDS),
—/“Producer¥Ri— R F3

Producer 2&52% 2/ , BALUEEA Topic KIXER. BEBERT . B— MR AWK — Producer,

Acks

Kafka B9 ACK #1141 , 8 Producer BOEEAIEFIANE] , £ Kafka 9 0.10.x fRA L , HigSEE Acks , TifE 0.8.x kRAL , NA
request.required.acks , Acks FIREGEEFINE Kafka SEEFIEHEMEETEM,

Acks BISE0RBEINT :
28 bi=]:Jz!
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24 iR

acks=0 ToERSIRAY Response, HaEE. EEHIRKGEA,

acks=1 RS ImET RERIIENRE] Response, HEEEHFE. EHENLTE. EHREVAESEEEEREX.
acks=all RS ImED RERINEE T RRELMIIZIRE Response, MEERE. HIERARE. EPRMETRHBENASEE
HEER.

—RREENOER acks=1 , EERIRSAILAKE acks=all ,
Batch

—fgIERT , IBEBASI CKafka B9 Topic 2BZ 13X , Producer EFImERIRS IR AIEEER , TELHFHATE Topic BN XK
%, FEERA—NDXKRIESHKEEN , Producer BFiREEXERITEM— Batch , #tERIXZFIIRSS iR, Producer ZFimERhE
Batch AY , 2BHIIMTHEM., —MRIERT , J\ Batch 253 Producer ZFUHF=4EARIER | EMBERIFIERFRFIIRSHAHRA | 3
IEREXNEEH CPU S , NMEARES 7TIHRAEMIBZEER. —MEER Batch KN, BILURN RIXTEBRIE Fim MR SS i A ERd
BERRE , ERR HESERRENEILFRER.,

Batch £#5BBINT :

28 A

batch.size RIEFNHEX (Partition ) FIEEERFE (HEABNFETEZMN , AE2KE) . KFZENSEN , etk
’ —RMEEEK , 2JG Producer EFIHIEEEH EREIRSES.

i EBEEERERTNSKNE, EBMXNTE , Producer EFiRiSZEE batch.size BIFRS , STEMEHE

inger.ms ‘, -

RIERSSEE.

N ——— FrEEFERNRAX/NEDXNMNUER | eiAIBEEAERSSE | IS8 batch.size 0 lingerms
. FIBRE, buffermemory FIZRAZUER 32MB , 3T B Producer TS , AJLARIEEIEHIILERE,

AR :

NREER— VM HFE5224 Producer , BBAEA Producer #ERI8ES 32 MB&EF=A , EHERAIEEfMA OOM ( Out of
Memory ) , EHEEEEE buffermemory BIK/)N | EEHfLA OOM,

ERILARIERMRI S ERHITSEIREBRIEE,.

Key #1 Value

iHEBAFI CKafka BSHE®E Key (iHEMRR ) 1 Value (JERAE ) BMFR.

ATETFIER , BRHERIRE—E— Key, EAILUET Key BIsFEHER | FIEAZEEMBERAT | THRZERNESIIEZEBER.

MRBEBREERK , BNAEIRE Key , FHERRMED XKL,

SR

RERFEHERSXAGER , 72WEIR— Batch 1, EILRE— Batch aIAFAEI— M EZ=EESBATI Kafka Producer ixik &
D XREE. HEBAFI Kafka Producer R¥FBITIRE Partitioner ISLIKIMFEEHSWSHIHK. FHHBIETE Key IERT , iIHR
BAZ! Kafka Producer RIBCASRERZXSHRAIKey#HTI5% | AERBERFEREESX , RIEER Key FERSKEEIR— 7 X.
EHRIRBIEE Key RUBRT , iHEBAY! Kafka 2 4MRAZBIRIEUARIRZEIMERERMAE SR , RIS E—
PXRE, B2, XMECASKE Batch FRAURE | ELFREAT , JRESFEAERV Batch , NTIEELIRATEIRIENN. ET%EK
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INRIEIITS Key HERID RRERKIARE | EERF! Kafka 7E2.4HRASIN TR X 5EE ( Sticky Partitioning Strategy ) .

HMEDRERIBEERRT Key HEDBEIRRSKX |, &M/ Batchjal@l, EFERBRUNR—MDXA) Batch Fepkfa |, HBBHTIEES—
DX, KRB ERZOX. XMRBEEIRERNE  SBREEREEIR—IDKX , IRAKEMNEITHE , HEEE
LSS RHEIE MR ER, XETLIERERHIS XA , BRHETLBHEER | BRI ERE.

WNEREMFEFARGEEBASI Kafka Producer Z2Fim22 4R LA EMRA | BRARD KRS RARME S X5, WEREEARY Producer ZF i
IRANTF2.4 , oTLGRIEESME D XERIE/RIE , BT S XERRE , RGBT S48 partitioner.class REIBERID XK.

KTFRMSXERIESEI , BALISEWNT Java iURESEIl. iZAURBRISEIZE T EERIE—EREIERE | ig—Ro X,
public class MyStickyPartitioner implements Partitioner {

// iR RIS XATE.,

private long lastPartitionChangeTimeMillis = OL;

// ERERD X,

private int currentPartition = -1;

// XA ENERE | ATLARIESERRIL S35y K AORT A alfR.
private long partitionChangeTimeGap = 100L;

public void configure(Map<String, ?> configs) {}

/**

* Compute the partition for the given record.

* @param topic The topic name

* @param key The key to partition on (or null if no key)

* @param keyBytes serialized key to partition on (or null if no key)

* @param value The value to partition on or null

* @param valueBytes serialized value to partition on or null

* @param cluster The current cluster metadata

*/

public int partition(String topic, Object key, byte[] keyBytes, Object value, byte[] valueBytes, Cluster cluster) {

/] KRB D RER.
List<PartitionInfo> partitions = cluster.partitionsForTopic(topic);
int numPartitions = partitions.size();

if (keyBytes == null) {
List<PartitionInfo> availablePartitions = cluster.availablePartitionsForTopic(topic);
int availablePartitionSize = availablePartitions.size();

/1 FIT=HRIR B X,

if (availablePartitionSize > 0) {
handlePartitionChange(availablePartitionSize);

return availablePartitions.get(currentPartition).partition();
} else {

handlePartitionChange(numPartitions);

return currentPartition;

}

} else {

// S FBkeyRGiER | {RiEkeyHIIEHEIEED X,

return Utils.toPositive(Utils.murmur2(keyBytes)) % numPartitions;
}

}
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private void handlePartitionChange(int partitionNum) {
long currentTimeMillis = System.currentTimeMillis();

// AISREIE S XYBERHEER , MR T— MoK, SUEREEZBINS X,

if (currentTimeMillis - lastPartitionChangeTimeMillis > = partitionChangeTimeGap

|| currentPartition < 0 || currentPartition >= partitionNum) {

lastPartitionChangeTimeMillis = currentTimeMillis;

currentPartition = Utils.toPositive(ThreadLocalRandom.current().nextInt()) % partitionNum;

}
}

public void close() {}

}

papd s 2

BASK (Partition) i, iIHEERBAXINFEEFN , EEAEFN. 8MTETRTESEETIX  IREEHSEIIAENS XS ,
@ Partition Z [AIARBERIEIRFE.

MREFEDHTHEEEHAEINFYE | TUEEHEEX—KHEN key , XEKHBEBREHER key HTHERIX , CKafka HtRIE key
IR BUEEIEF— MO RETEE , BT — Mo XREHR—NEEEHTRITEE LB MEEEREENIFIET .

HERHR
HEHREAE
1. Poll %,

2. PUTIHERIZIE,

3. ER poll #iE,

BN

& Consumer Group FILABEEA Consumer , 7§25 group.id &ERAERANE , BFTE—4 Consumer Group J Consumer
SEEHEIT I Topic,

{5140 : Consumer Group A iJT Topic A, FFBE=/NEZESLAI C1, C2, C3, MKIXE Topic A IBHRERRER &S CL. C2,
C3 HUE—. CKafka BUASISIMEIHREAR NEELS , LMHEHZR R EITE.

CKafka REISEHRINEPRIER  IEITRNTopiclID X |, FiYoEeLES N Consumer, EL , Consumer UNMNEAEBERF O XEZE | &
NSEEELHDEAZNE IS KM FEHIRES. BTEREe LI BEEBLHIRESR. 18N, BOSTER |, HBaftk
—IRAEIIE.

TR
E— Consumer Group A , EINEMNEZRLANTRAY Topic (RIF—8 , ERAHIE TSR TH.

» Consumer Group T4 Topic,
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— Consumer Group BILATEZNTopic , 24 Topic BYEE# Cosumer Group HfY Consumer ¥45)iEH2%, 170 Consumer Group
AiTET Topic A, Topic B, Topic C, MiX=4 Topic FHJHEE , # Consumer Group Ff Consumer 5742,

Consumer Group 1T @24 Topic B7RBHILEEENT :

String topicStr = kafkaProperties.getProperty("topic");
String[] topics = topicStr.split(",");

for (String topic: topics) {
subscribedTopics.add(topic.trim());

}

consumer.subscribe(subscribedTopics);

 Topic #Z4* Consumer Group iJ i,

— Topic ATLA#Z A Consumer Group iT5d , H& Consumer Group IR ZETopic FHIFRFEEE. 20 Consumer Group A iT
7Y Topic A , Consumer Group BtBiJ[E 7T Topic A , MI&i%XZE|Topic ANEFKIBRE. | MYEE—mtaConsumer Group ARJEZESLA
BEE—pE5Consumer Group BAGEZERSLHI , BIXM/MIFEEEIN , {HEISBIHIRM.

—A* Consumer Group SIR—/ RIFg

£ — Consumer Group XA —EA , BIARRIR XM ARRINE. MREFEFAENABEER— AT  EEEEZHAE
Y kafka.properties, a0 kafkal.properties, kafka2.properties,

HEAIR Offset

81 Topic REZMOK , BMD RS HRIEERNERE , XNMRARAALR MaxOffset,

iHEPBFI CKafka B9 Consumer KIZIMFHFORBEE D XANEEES | ICREEBEE THNEERE , TRABZEAR ConsumerOffset,
FIRAIRHZEIISE (BFRUEBHRE ) =MaxOffset-ConsumerOffset,

offset &3z

iHEBA%Y CKafka B9 Consumer B MEXSE

e enable.auto.commit : BRAEtrue,
e auto.commit.interval.ms : BAIA{E/91000 , BP1s,

XN SEEGRERN | BIX poll BIERISEE DXIRRALRRINTE , NRIEELRIAIELBIY 24 auto.commit.interval.ms
MEIHS | NEFIRR BRI,

Elt , aNER% enable.auto.commit iIREA true , MFEEEIR poll FUERT , FERAI—IX poll HRAIEUEEEHZEEE , BUTHESE
a=t: i

WNERAE B CIRHIRIAIRAT |, 1518 enable.auto.commit i false , FiEA commit(offsets) BREEITHRHEIN AIRRS,
EE offset
LATRfER , SAEEBMRES

o LRFBIHAMFEBRIRDINRRT (FIIEFiRS—RELE) .

o SMNIFERABUERR (RN REAMFRZL0 , BEFRDMNLIFHAEES ) .
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Java ZPiEILUEIT auto.offset.reset SRECEBEEHIE , TEG=FHRS
o latest : NERANIRFTIRIEZS.
o earliest : \NB/IMIEFHIAEZ,

* none : NMYHTIRIE , BIAEE.

?

o FEWIRER latest , MAEIRER earliest , BRENMN AIEERTMLTFIRIEZE , NMMERAEES.
o WMREHACEENMNA , JLURER none,

AIEGHE
HIIERBEFIREMERSIHIUBERN , B AAESNREESEEE , TEUTSHIRE -

e max.poll.records : {NERESTHEFRIT IMB , EIEE N1,

o fetch.max.bytes : IR B BLHBAA/NMER—.
BIARHEZEESR , BESRALMNTE IR SENESRERTT | WARETREHREEE | i FTRUATSERE :
o fetch.max.bytes : BIKER AT EA—F (FRIZSHIIRALE bytes , AMTHERAIRRIZ bits )

* max.partition.fetch.bytes : FEIIZER, fetch.max.bytes N=p2Z—sHENDZ—.

HEESHHARS
ISR CKafka JHZHOIE X at least once , BMBEMRBE X , (MEHEFAEL  BELANMEEEFAES, EHNMENH. &
PIREERYE TSRO BESHR | LN ARERIRSHEES RO (PILTERSE) |, MEZMEERES.

VSRR /0 , BRRIMER -

o RXHBES , &N key fEAME—RVKS ID,

o HBHERT , T key EBCEEZEY  MRSEKEBL T , WRK  REZET , WiHE—X.
IR MRNARSHOEERESR , WAREMILERTSFNE.

THBERI
SRS CKafka 2125 KZFHBINFRRTHHHEN | MEHBRS DR KHSEHTHEBIERN , FIaR AR 85I T A
B SEEAHOMERN  SEATTH , BABUTHMES :

* KWE—E=NEATIEREE. XMAONEYERERAIEREESANER | TAFRHEE | IEREEHER.
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* HTHEBSI CKafka iIREAMERMIEERIRIT | SERPBESFTENLMHIEEEEFHEEIRE MRS ( flanelg—" Topic EIARM
KMEGHER ) | AEEIGERMESRIER , DHTRBREE | RIEERGE.

HERIER
HBITERBEEFIREMERSIHEEE. —RIERT | IREFIREEERIEE  WASFERAER. SrETRAER | 55X
IRAEHRA  FIRRESHEERE.

HEER
BEIERERHERINRER

o HEEERALEFERE , WRNIZESEEEE.
o HZRIHTE T IHE,

HBREIHERE  JUTHREBE , BEQIUT LnERER  IRXMHERSSHER , WEUEN—B%E , HEHELEn
AUt
HBImMNIZRERRIEEETAE | MRFESHFREAERNER | @NRESFRGENE , BrEEERANIA TR,
REHBEE
* JEMNConsumersLfN, FAILAFEHTENERREN ( FEREES MNLAISR—MERE ) | HalLISBE S NERIAIHTE.
588 :

IO BT D XMEEHABREESEE , KB HELAAT R
I E
1 B —EAE,
2. PolliE,
3. IEAUEIRA B AR I TR SR,
4. FFHRERREIRINE , BRpollEBHEHNAT.

EiErE X ( socket buffers )

£ Kafka #9 0.10.x kA , 2] receive.buffer.bytes FIZRIAES 64KB, MI7E Kafka A9 0.8.x kA , &
socket.receive.bufferbytes FIERIAEY9 100KB,

XANERANEN T EEIERMEMSEANT | 552 Broker 1 Consumer Z BRI EREIRFH ( bandwidth-delay
product ) XF/F#EM ( local areanetwork , LAN ) B,

XFTFHEIRI1msE B SIS HEAIMNG (40 10Gbps ES ) , EEERFEIXIREN8E16MB,
MRENREFEARE , BEDERIRERN IMB, BHALURER -1, ESUERERERFRIEMEIIRER | ZREEPXAK/N.
B , WTFEEE"H'S XM Consumers ki , BEIERATREASTIBAR.
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Spark Streaming## A\ CKafka

BIFEHAYE: 2024-06-12 15:06:00

Spark Streaming 2 Spark Core B9—1N 8 , BTt BREESEEMAIEUE | BRsTSAINEREAT Kafka, Flume,
HDFS/S3. Kinesis. Twitter §] TCP socket,

Spark Streaming 1L RIS AL DStream ( Discretized Stream ) , ffj DStream FI—ZFIELEAY RDD ( M-S HICEURE ) BhY |,
1 RDD E—Er a8 afRARr=ErIEERE, ERARERT DStream HHTAMEESCRD XX EE RDD #HT4ME,

{53 Spark Streaming {E/ Kafka RUEHRIMINGTS , AJ3Z#5 Kafka FoEMRAS SSLIGhRAS

Kafka Version spark-streaming-kafka-0.8 spark-streaming-kafka-0.10
Broker Version 0.8.2.1 or higher 0.10.0 or higher

Api Maturity Deprecated Stable

Language Support Scala, Java, Python Scala, Java

Receiver DStream Yes No

Direct DStream Yes Yes

SSL / TLS Support No Yes

Offset Commit Api No Yes

Dynamic Topic Subscription No Yes

Bail CKafka 3 0.9& LA ERYRRA , AORSCHEBERA 0.10.2.1 MrASAY Kafka 4k, IttHh , EMR A3 Spark Streaming tB373 B
CKafka , ¥ [SparkStreaming X34 CKafka fg53] .

IRIEE T

$21. 3K CKafka SCEHsEtBHE

1. &R [CKafka 1=HI&] .

2. EEMSA=EE [SoFIFIR] | BEHEsCFIfID” , SANLAIEASERHE.

3. EEHINEARERREN (BATT] &R |, AJEREEEAIREANLE |, BN R A F-HZRFERZIR bootstrap-server,
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$B2. gE Topic
1. EEHIEASERE | EEINER [TopicEIE] LS.

2. fETopicBHETE , BE [FiEE] | IE—EHtest Topic , BTRIGLAIZ Topic ABINBINETEF=EZ,

SE]3. EERIRSIFAIER
Centos6.8 &4t
package version
sbt 0.13.16
hadoop 273
spark 2.1.0
protobuf 250
ssh CentOS ERIAL %
Java 18

BRI RSB ENE,

$B4. 31ECKafka

iHEBAZ ( CKafka)

[ICKafkarh4EFEi R Bai CKafka 3% 0.9.0x. 0.10.0x. 0.10.1.x. 0.10.2.x AN, XE{#EA 0.10.2.1 krAHg Kafka ki,

1. £ build.sbt JFRO0#KE

name := "Producer Example"

version := "1.0"

scalaVersion := "2.11.8"

libraryDependencies += "org.apache.kafka" % "kafka-clients" % "0.10.2.1"

2. Fig& producer_example.scala :

import java.util.Properties

import org.apache.kafka.clients.producer._

object ProducerExample extends App {

val props = new Properties()

props.put("bootstrap.servers”, "172.16.16.12:9092") //sLHHEEHFAIAR IP SigO)

props.put("key.serializer", "org.apache.kafka.common.serialization.StringSerializer")

props.put("value.serializer", "org.apache.kafka.common.serialization.StringSerializer")

val producer = new KafkaProducer[String, String](props)
val TOPIC="test" //{8EE4=AY Topic
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for(i<- 1 to 50){

val record = new ProducerRecord(TOPIC, "key", s"hello $i") //47= key 2"key" value &£ hello i BSEE
producer.send(record)

}

val record = new ProducerRecord(TOPIC, "key", "the end "+new java.util.Date)
producer.send(record)

producer.close() //&GE/FF

}

EZ85% ProducerRecord HIFE;L1ES % [ProducerRecord] 31,
MCKafkaiZEiH8

DirectStream

1. 7£ build.sbt AN :

name := "Consumer Example"

version := "1.0"

scalaVersion := "2.11.8"

libraryDependencies += "org.apache.spark" %% "spark-core" % "2.1.0"
libraryDependencies += "org.apache.spark” %% "spark-streaming” % "2.1.0"
libraryDependencies += "org.apache.spark” %% "spark-streaming-kafka-0-10" % "2.1.0"

2. Fig& DirectStream_example.scala :

import org.apache.kafka.clients.consumer.ConsumerRecord
import org.apache.kafka.common.serialization.StringDeserializer
import org.apache.kafka.common.TopicPartition

import org.apache.spark.streaming.kafka010._

import org.apache.spark.streaming.kafka010.LocationStrategies.PreferConsistent
import org.apache.spark.streaming.kafka010.ConsumerStrategies.Subscribe
import org.apache.spark.streaming.kafka010.KafkaUtils

import org.apache.spark.streaming.kafka010.OffsetRange
import org.apache.spark.streaming.{Seconds, StreamingContext}
import org.apache.spark.SparkConf

import org.apache.spark.SparkContext

import collection.JavaConversions._

import Array._

object Kafka {

def main(args: Array[String]) {

val kafkaParams = Map[String, Object](

"bootstrap.servers" -> "172.16.16.12:9092",

"key.deserializer" -> classOf[StringDeserializer],
"value.deserializer" -> classOf[StringDeserializer],

"group.id" -> "spark_stream_test1",

"auto.offset.reset"” -> "earliest",

"enable.auto.commit” -> "false"

)

val sparkConf = new SparkConf()
sparkConf.setMaster("local")
sparkConf.setAppName("Kafka")
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val ssc = new StreamingContext(sparkConf, Seconds(5))
val topics = Array("spark_test")

val offsets : Map[TopicPartition, Long] = Map()

for (i <- 0 until 3){

val tp = new TopicPartition("spark_test", i)

offsets.updated(tp , OL)

}

val stream = KafkaUtils.createDirectStream[String, String](

SsC,

PreferConsistent,

Subscribe[String, String](topics, kafkaParams)

)

printIn("directStream")

stream.foreachRDD{ rdd=>

//EEIRERTER

rdd.foreachf{iter =>

val i = itervalue

printin(s"${i}")

}

//3%8offset

val offsetRanges = rdd.asInstanceOf[HasOffsetRanges].offsetRanges
rdd.foreachPartition { iter =>

val o: OffsetRange = offsetRanges(TaskContext.get.partitionld)
printin(s"${o.topic} ${o.partition} ${o.fromOffset} ${o.untilOffset}")
}

}

// Start the computation
ssc.start()
ssc.awaitTermination()

}

}

RDD
1. Fig& build.sbt (EERL  B2EFHEEE).
2. fit& RDD_example :

import org.apache.kafka.clients.consumer.ConsumerRecord

import org.apache.kafka.common.serialization.StringDeserializer

import org.apache.spark.streaming.kafka010._

import org.apache.spark.streaming.kafka010.LocationStrategies.PreferConsistent
import org.apache.spark.streaming.kafka010.ConsumerStrategies.Subscribe
import org.apache.spark.streaming.kafka010.KafkaUtils

import org.apache.spark.streaming.kafka010.OffsetRange

import org.apache.spark.streaming.{Seconds, StreamingContext}

import org.apache.spark.SparkConf

import org.apache.spark.SparkContext

import collection.JavaConversions._

import Array._

object Kafka {

def main(args: Array[String]) {
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val kafkaParams = Map[String, Object](

"bootstrap.servers" -> "172.16.16.12:9092",

"key.deserializer" -> classOf[StringDeserializer],
"value.deserializer" -> classOf[StringDeserializer],

"group.id" -> "spark_stream",

"auto.offset.reset” -> "earliest",

"enable.auto.commit” -> (false: java.lang.Boolean)

)

val sc = new SparkContext("local”, "Kafka", new SparkConf())

val java_kafkaParams : java.util.Map[String, Object] = kafkaParams
//3Z)GRFRA parition HIEXAERY offset SEEIRNER | AIRAENAZINIEZE B F B St BaE A= B BIAEHENRIE =
val offsetRanges = Array[OffsetRange](

OffsetRange("spark_test", 0, 0, 5),

OffsetRange("spark_test", 1, 0, 5),

OffsetRange("spark_test", 2, 0, 5)

)

val range = KafkaUtils.createRDD[String, String](
sc,

java_kafkaParams,

offsetRanges,

PreferConsistent

)

range.foreach(rdd=> printIn(rdd.value))
sc.stop()

}

}

¥ kafkaParams Fjx&% kafkaParams 374,

ECEINE
L%E sbt

1 £ sbt B L& sbt &,

2. fRIESTE sbt IERTOIE— sbt_run.sh IAFHEINETHITRIR , FHARSNT :

#1/bin/bash
SBT_OPTS="-Xms512M -Xmx1536M -Xss1M -XX:+CMSClassUnloadingEnabled -XX:MaxPermSize=256M"
java $SBT_OPTS -jar “dirname $0°/bin/sbt-launch jar "$@"

chmod u+x ./sbt_run.sh

3. PUTLATE<.

./sbt-run.sh sbt-version

FREET sbt iRAWBERTLUERIET.

2% protobuf
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1. T& protobuf HBRzRRZ,
2. RIERHANER,

.Jconfigure
make && make install

FEMERIE gee-g++ , HFUTHEIRERE root UK.
3. BHER , T HRATERS.
protoc --version
4. ZreEE| protobuf M AiRBERI LATEEIZTT,
Z2%: Hadoop
1. 1518 Hadoop EM TEFTFEERNRA.
2. #10 Hadoop FF.

useradd -m hadoop -s /bin/bash

3. IEINEIERAUR,

visudo

4. 7E root ALL=(ALL) ALL Fi#&0—47. hadoop ALL=(ALL) ALL {RFEH.
5. {3 Hadoop #HTiR/E,

su hadoop

6. SSH TEEER.

cd ~/.ssh/ # ZEBIZESR , B iT—Xssh localhost
ssh-keygen -t rsa # SH1ER , FIREZFEFHATLL
cat id_rsa.pub >> authorized_keys # INIZR
chmod 600 ./authorized_keys # {EXU4HR

7. &% Java,

sudo yum install java-1.8.0-openjdk java-1.8.0-openjdk-devel
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8. Bt& ${JAVA_HOME},

vim /etc/profile
EXRINETARS :

export JAVA_HOME=/usr/lib/jvm/java-1.8.0-openjdk-1.8.0.121-0.b13.el6_8.x86_64/jre
export PATH=$PATH:$JAVA_HOME

RELREERESINERE, 9. #2/E Hadoop , HABER.

./bin/hadoop version

ERERTMANME RN BHREERIET.
0. EESNADHR (IRIEREEETRPIIER ) .

vim /etc/profile

SR ETERRE -

export HADOOP_HOME=/usr/local/hadoop
export PATH=$HADOOP_HOME/bin:$PATH

IR B IE B MR R,
1. {8 /etc/hadoop/core-site.xml ,

<configuration>

<property>
<name>hadoop.tmp.dir</name>
<value>file:/usr/local/hadoop/tmp </value>
<description>Abase for other temporary directories.</description>
</property>

<property>

<name>fs.defaultFS</name>
<value>hdfs://localhost:9000 </value>
</property>

</configuration>

2. 1824 /etc/hadoop/hdfs-site.xml ,

<configuration>

<property>
<name>dfs.replication</name>
<value>1</value>

</property>

<property>
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<name>dfs.namenode.name.dir</name>
<value>file:/usr/local/hadoop/tmp/dfs/name</value>
</property>

<property>

<name>dfs.datanode.data.dir</name>
<value>file:/usr/local/hadoop/tmp/dfs/data</value>
</property>

</configuration>

3. {8 /etc/hadoop/hadoop-env.sh #Rg JAVA_HOME JoJava RIES1R,

export JAVA_HOME=/usr/lib/jvm/java-1.8.0-openjdk-1.8.0.121-0.b13.el6_8.x86_64/jre

4. #1947 NameNode #&z{{t.

./bin/hdfs namenode -format

&7 Exitting with status 0 MIZRAIH,

5. [831 Hadoop.

./sbin/start-dfs.sh

BINEIETFE NameNode ##2 , DataNode ##2, SecondaryNameNode ##g.

224 Spark

518 Spark B TEFrEERNRDE, FAZEILREE T Hadoop , FRLUEIRER Pre-build with user-provided Apache Hadoop, 4=
BIEHESER hadoop FAFBHTIRME.

1 EHABER.
2 (SN EN .

cp ./conf/spark-env.sh.template ./conf/spark-env.sh
vim ./conf/spark-env.sh

EF—ATRINTERRE

export SPARK_DIST_CLASSPATH=$(/usr/local/hadoop/bin/hadoop classpath)

3. tRiE hadoop LEBMEHIRRER, iE1T061,

bin/run-example SparkPi
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ERNREALEEIEREH T AAE.
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Flume#z \ CKafkafz{ESLiE

BIFEHAYE: 2024-06-12 15:06:00

Apache Flume 2— 1Moz, 9%, SUBNBEERERS: , SUFSHBEREUERIR (20 HTTP, Log X4, JMS, IEImimOEEE
%) | EBXEHIBRIESEEHIEHTENNE. RE. B, REFHEEIEEEERST (10 Kaftka, SHAXERS. Solr BER
IRSE8%E) .

Flume EAREHEINT :
Flume LA agent A&/NAPIRIIIEITERY, — agent Fi2—1 JVM , B4~ agent H Source, Sink #1 Channel = KB {HHap%.

Flume 5 Kafka {B£uEF&% HDFS (& HBase & NiFFiEiERaE I EERNEEEEZMERIZR | AINFHESNNELIRERS
EAREN. MEEREEE, Flume (EARBNOHRRFAESSMED , ARETEHHWHNEE, EEFLERT S, Y4548
EEA—ENT , Kafka AT AZEHEFRAE. Kafka B8 partition Z5HLANEA append IBINEYE | 5 Kaftka EEMHLFHIEILEES ; RS
A replication 4543 , & Kafka BRSNS EM. FTLUE Flume f Kafka &1k , AILABEAEF RIS A ASZEEKR,
Flume #EAFFR Kafka

HEEIE

o T# Apache Flume (1.6.0LALhRA3EZ Kafka )

o T# KafkaTE® (0.9.xLAERA , 0.8BLAFLE)

o HiA Kafka B9 Source, Sink B{4B47E Flume Hh,

BALH

Kafka BJ{EJS Source & Sink isxEEHITERATHESY. Kafka Source EeE kafka fEEEE , BISESIENEEE , M Kafka
T EVEURIENBHEE Sink Fh, FTEESWETNF :

=101 1708

channels BHEiE# Channel

type WA : org.apache.flume.source.kafka.KafkaSource
kafka.bootstrap.servers Kafka Broker H9fRS388HbHE

kafka.consumer.group.id 1£73 Kafka i&§ZimAY Group ID

kafka.topics Kafka sh#ESR Topic

batchSize BXRBN Channel fIA/N
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FELEIN 5iBH
batchDurationMillis BB N&XEIRATE
<M

tierl.sources.sourcel.type = org.apache.flume.source.kafka.KafkaSource
tierl.sources.sourcel.channels = channell
tierl.sources.sourcel.batchSize = 5000
tierl.sources.sourcel.batchDurationMillis = 2000
tierl.sources.sourcel.kafka.bootstrap.servers = localhost:9092
tierl.sources.sourcel.kafka.topics = testl, test2
tierl.sources.sourcel.kafka.consumer.group.id = custom.g.id

BEEZRFIFSF Apache Flum BN,

Kafka Sink Ec& Kafka FARSEKDT , BIBECIFAEFE | #E3) Kafka Server h&E(FREUR(F. TEREIRIAT :

Eo &I ULz
channel BCEEHRY Channel
type WA org.apache.flume.sink.kafka.KafkaSink
kafka.bootstrap.servers Kafka Broker RYpRSS 28
kafka.topics Kafka Fr#iERIR Topic
kafka.flumeBatchSize ERBARY Bacth K/
kafka.producer.acks Kafka ErF=E& 89450
B

al.sinks.kl.channel = c1

al.sinks.kl.type = org.apache.flume.sink.kafka.KafkaSink
al.sinks.k1.kafka.topic = mytopic
al.sinks.kl.kafka.bootstrap.servers = localhost:9092
al.sinks.k1.kafka.flumeBatchSize = 20
al.sinks.k1.kafka.produceracks = 1

BEEZWFIESE Apache Flum BN,

Flume A\ CKafka

{5/ CKafka {9 Sink
1. $KEN CKafka SClga N\t

1. BRCKafka 1244,

2. EEMSH=ER (SEAFIR] | BESEHIRYID" , HALAIEAEERH.
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3. FELPINEAREERER EATR] &R |, AIERECTAHIREANEIE,

2. Bl Topic
1 ELHERNSENE | iEENER [TopicEIE] IRE,

2. fETopicEBIENmE , B [#7E] | SIE—1E7 flume_test A9 Topic,

$23. BcBFlume
1. 7% Apache Flume TE&HHE

2. WS EM Hflume-kafka-sink.properties , LATT@—M&EEHT Demo ( CEEMRERRM conf IXHET ) |, EXLFFHFEKRNEES
HISEA 1P 5 Topic BREIEESAFZHRIE], AFIERR source A tail -F flume-test , BISZ{4EHER.

3. PUTIN T ER<L /=5 Flume,

./bin/flume-ng agent -n agentckafka -c conf -f conf/flume-kafka-sink.properties

4. ENEEE flume-test X145 |, LEAHEEIGH Flume SAZE| CKafka,

5. [Fa CKafka ZFumit i TiHZR.

./kafka-console-consumer.sh --bootstrap-server xx.xx.xx.xx:xxxx --topic flume_test --from-beginning --new-consumer
158

bootstrap-servertEENIEIiZAICKafkaSEFIRIEAMIE | topicEERINIBIZEAYTopicEFR.

AILAEZINIA RYHE S HIEZR SR,

f#5F8 CKafka {E/9 Source
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1. $KEN CKafka SClge N\t
1. B5RCKafka 2414,
2. EEMISHF=ER [SLFFIER] |, BERsLfIRY ID” |, HALHERESETE.

3. ELHINEAERIREN [(BAT5(] &R, aJERELAIRgE AL,

$E2. GIE Topic
1 ELBIEAMEERNE |, EEIE [TopicEE] &,

2. fETopicEHETE , BdE [HE2] | BZ—27 flume_test BY Topic,

F83. EeEFlume
1. % Apache FlumeTESH#EE .

2. fwEEEEN Hflume-kafka-source.properties , LAF2—M&EA) Demo ( ECEEMERRAY conf KT ) . EXEHAERNE
B CRISLH IP 5 Topic E#aRIECE S 4HEIE], ItHAMERAT sink 79 logger,

3. PUTAI e <=5 Flume,

./bin/flume-ng agent -n agentckafka -c conf -f conf/flume-kafka-source.properties

4. % logger FHER ( BUAERES logs/flume.log ) .
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Flink # )\ CKafka

BIFEHAYE: 2024-06-12 15:06:00

Apache Flink 2— A LUMEREGEAISCRAMEESE | BTALRFAIEREER LHTEREITE. Flink 8B R IERNEFIZE
17 . FRELIRFEEMESAEETITE.

Apache Flink {BIRQMETSFAE REFESS. Flink runtime BES5EE IR EFPIRSAISHHIEHI IR REIER | RSB ERNEREA/N
RERITHE A SRS B ARSI TANE | FHARIHBAIMESE.

N AR AR B SRR (WEESIE5fH=H7E | 20 Apache Kafka 8% Kinesis ) B9sEATEE. Flink 127 Apache
Kafka j&#z28 , FBFM Kafka topic EENEREREFENEIRE , FHREEH RIS,

BIELHR
S$B1 : KA CKafka SCHHENMH

1. BFRCKafka 1414,
2. EEMSHEER [SEAFIR] | BasLfIm D", ALAIEA S S RmE.

3. ELHINEAERITEN [(BATTN] &R |, AIREELAIRUAMBIL | AR A 2R ERZIR bootstrap-server,

$E]2 : BIE Topic

1. ELBEAEERE , EEIRER (TopicEIE] RE.

2. 7t Topic BIERME , B [Fr2] | BIEE—EJ9 test BY Topic , BTRIGLUZ Topic ABINEINETHZE.

$B3 : #¥IN Maven #35i
pom.xml BEEUWNTF :

<?xml version="1.0" encoding="UTF-8"?>

<project xmIns="http://imgcache.finance.cloud.tencent.com:80maven.apache.org/POM/4.0.0"
xmlns:xsi="http://imgcache.finance.cloud.tencent.com:80www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://imgcache.finance.cloud.tencent.com:80maven.apache.org/POM/4.0.0 http://imgcache.finance.
cloud.tencent.com:80maven.apache.org/xsd/maven-4.0.0.xsd" >

<modelVersion>4.0.0</modelVersion>

<groupld>org.example</groupld >
<artifactld > Test-CKafka </artifactld >
<version>1.0-SNAPSHOT < /version>
<dependencies>

<dependency>
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<groupld>org.apache.kafka</groupld >
<artifactld >kafka-clients </artifactld >
<version>0.10.2.2</version>

</dependency>

<dependency>

<groupld>org.slf4j</groupld>

<artifactld >slf4j-simple</artifactld >
<version>1.7.25</version>
<scope>compile</scope>

</dependency>

<dependency>
<groupld>org.apache.flink</groupld>
<artifactld>flink-java</artifactld>
<version>1.6.1</version>

</dependency>

<dependency>
<groupld>org.apache.flink</groupld>
<artifactld>flink-streaming-java_2.11 </artifactld >
<version>1.6.1</version>

</dependency>

<dependency>
<groupld>org.apache.flink</groupld>
<artifactld>flink-connector-kafka_2.11</artifactld>
<version>1.7.0</version>

</dependency>

</dependencies>

<build>

<plugins>

<plugin>
<groupld>org.apache.maven.plugins</groupld>
<artifactld>maven-compiler-plugin</artifactld>
<version>3.3</version>

<configuration>

<source>1.8</source>

<target>1.8</target>

</configuration>

</plugin>

</plugins>

</build>

</project>

$B4 : EFHCKafkahASEE
o EMVPCAHIEZ :

import org.apache.flink.api.common.serialization.SimpleStringSchema;

import org.apache.flink.streaming.api.datastream.DataStream;

import org.apache.flink.streaming.api.environment.StreamExecutionEnvironment;
import org.apache.flink.streaming.connectors.kafka.FlinkKafkaConsumer;

import java.util.Properties;

public class CKafkaConsumerDemo {

public static void main(String args|[]) throws Exception {

StreamExecutionEnvironment env = StreamExecutionEnvironment.getExecutionEnvironment();
Properties properties = new Properties();
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/1R NIEAZ L, BP 22 R B R EE, A SEBHF B TR N T TURIRIREN.,
properties.setProperty("bootstrap.servers", "IP:PORT");

//iHZEEHId,

properties.setProperty("group.id”, "testConsumerGroup");

DataStream<String> stream = env

.addSource(new FlinkKafkaConsumer<>("topicName", new SimpleStringSchema(), properties));
stream.print();

env.execute();

}

}

WS : BRmEmEX
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Logstashiz A\ CKafka

BIFEHAYE: 2024-06-12 15:06:00
Logstash 2— M FRIBAEGETER |, oJLUNSNNESLIEEETE. [ RIEREUEF ISR/ TEREIEAEMAIR. Logstash RiEHE

3, FEBRARNEESTINE  BHFE  SHFSTaAMBLIR. Logstash {EAKFAH4ERIEIEEE , 5 Elasticsearch # Kibana
B | EATIERRSEWREGEA.

Logstash T{E/RIE
Logstash FIRMERT LA A=PMER © inputs — filters — outputs,
1. inputs : FRAEEERSKIR |, HIGNSZHF. syslog. redis 1 beats KR,

2. filters : {EBUTISEHRE , 7E Logstash FIBREEFETHEAT , ILURERGENSHHITEN. —LENANSIEESEE : grok.
mutate. drop #0 clone £,

3. outputs : BEIREHZIE MRS , —NEETLUEEZIZ A outputs , HEHSTREIXNBHHMER. Elasticsearch HE&REIAY
outputs,

[ERY Logstash SZ#REDMRAS , AJLATE inputs 1 outputs imfSEE=.,

Logstash # A\ Kafka B9{LEY

o TILIRSAMERNE : BIERERE.
° fi##8 : & Elasticsearch BEMMERSE MM _ L TLE.
R

Logstash iSySEFERIR , MNREBELF" server LFNTEMEE,

BFLER
A

* TEFHZLELogstash , 2% Download Logstash,
o TEFHZLEEIDK 8, &% Download JDK 8,

* 28l CKafka L4,
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1. $KEN CKafka SClge N\t
1. &5 [CKafka #4141 .
2. EAMSAESER [SoHFIR] |, BEsFliy D", BNSLEIEASERE,

3. ELHINEAERIREN [(BAT5(] &R, AJERESLAIRgE AL,

FB2. BilE Topic
1. ELHEASENE | EEIED [TopicER] L.

2. ETopicBHEIE , BE [FrE] | lE— & Alogstash_testfd Topic,

3. A CKafka
inputs A

1. #1417 bin/logstash-plugin list , BEE&SFINEHEEEE logstash-input-kafka,

2. fE.bin/BR MREEEXH input.conf, IEAMSIRERBIEAEIREZR | 1§ Kafka (EAEIEER.

input {

kafka {

bootstrap_servers => "xx.xx.xx.xx:xxxx" // ckafka SCffliz Atttk
group_id => "logstash_group" // ckafka groupid %R

topics => ["logstash_test"] // ckafka topic &FR
consumer_threads => 3 // iB#&F2EL , —5 ckafka D XE—E
auto_offset_reset => "earliest”

}

}

output {

stdout{codec=>rubydebug}

}

3. PUTLA T a9 /=50 Logstash , HTIHEIHE.

./logstash -f input.conf

REISERIT

WS : BRmEmEX
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BILAEEIRIZ Topic FRASEHEHGREZE k.

outputs EAN

1. #147 bin/logstash-plugin list , EEEAXFEHEE S logstash-output-kafka,
2. . bin/IREEEX output.conf, IAMSTRERANIENEIERIR , 15 Kafka {E %R BRI,

input {
input {
stdin{}
}
}

output {

kafka {

bootstrap_servers => "xx.xx.xx.xx:xxxx" // ckafka SCfaliE A1tttk
topic_id => "logstash_test" // ckafka topic B#R

}

}

3. BTN T as< /35l Logstash , MEIEEAI Topic KIXHE.

./logstash -f output.conf

4. BsCKafkaiHEEE |, 1030 E—SRIEFEEE.

WS : BRmEmEX
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Schema Registry ## A\ CKafka

BIFEHAYE: 2024-06-12 15:06:00
ToCRERESRY Avro API BENFIESRFFILSE | X2 Twitter B9 Bijection %ﬁ;‘zn Avro IFRFIC SRFFFIE |, ’aFTS
EFEHEERHR | 7E55 Kafka iEREBEEANT Schema , NTISEUCRAIA/NEEIN. EEAEEE  MEBUCRINAEERZE

A Schema , FrAZRSCEKE Schema, CKafka BT #EHLE—1 Schema f9755% : & Schema EFE’JP{I@,EHHEIJ Confluent Schema
Registry , Kafka Producer 1 Kafka Consumer j&i2iR5! Confluent Schema Registry #fJ schema AEHITFRIIFIRFFIL.

Ellli e

e T#; Download JDK 8,
¢ & Confluent oss 4.1.1,

o SelEsEpll.

ER{FLR

HEL. REELFHEA I H TS Bahel&Topic

1. ZF CKafka =48,

2. EEMSHEEE [SEFIFIR] | BESEFIRYID" , EALHIEAERRE

3. FELHINEAREERER [EATIR] &R |, ATRECTHIRAIEIE,

4. 1= [BhelE Topic] EHRFEEmEIE Topic,

b= 7N

J85h oss 28Iz schemas R , FRLASLHISEEFEERICIETA,
$82. HEFZConfluentil B

1. 18 oss FRB /ARy server (S E, RBEEUT :

kafkastore.bootstrap.servers=PLAINTEXT://xxxx
kafkastore.topic=schemas
debug=true
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WiBA :
bootstrap.servers : AWML , FELHIFBERE BEASR] BERAOMEISSH],

2. PUTU T /350 Schema Registry,

bin/schema-registry-start etc/schema-registry/schema-registry.properties

BITERNT

$B3. KAHER
WA schema X , EFRBWNT :

{

"type": "record",

"name": "User",

"fields": [

{"name": "id", "type": "int"},
{"name": "name", "type": "string"},
{"name": "age”, "type": "int"}

]
}

iHEBAF ( CKafka)

1. jEff schema EIXIRZ Topic (3 Topic &9 test) TEAVEIARZERETE Schema Registry EBEHIFERER curl F<STAREXIRL AP

SLHLEMBI— )

curl -X POST -H "Content-Type: application/vnd.schemaregistry.vl+json" \

--data '{"schema": "{\"type\": \"record\", \"name\": \"User\", \"fields\": [{\"name\": \"id\", \"type\": \"int\"}, {\"name\": \"n

ame\", \"type\": \"string\"}, {\"name\": \"age\", \"type\": \"int\"}]}"}' \
http://imgcache.finance.cloud.tencent.com:80127.0.0.1:8081/subjects/test/versions

2. Kafka Producer &i%&0E :

package schemaTest;

import java.util.Properties;

import java.util.Random;

import org.apache.avro.Schema;

import org.apache.avro.generic.GenericData;

import org.apache.avro.generic.GenericRecord;

import org.apache.kafka.clients.producer.KafkaProducer;
import org.apache.kafka.clients.producer.Producer;
import org.apache.kafka.clients.producer.ProducerRecord;
public class SchemaProduce {

WS : BRmEmEX
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public static final String USER_SCHEMA = "{\"type\": \"record\", \"name\": \"User\", " +
"\"fields\": [{\"name\": \"id\", \"type\": \"int\"}, " +

"(\"name\": \"name\", \"type\": \"string\"}, {\"name\": \"age\", \"type\": \"int\"}]}";
public static void main(String[] args) throws Exception {

Properties props = new Properties();

// #INCKafkaSEAIRTEE Ntk

props.put("bootstrap.servers”, "Xx.XXXX.XX:XXXX");

props.put("key.serializer", "org.apache.kafka.common.serialization.StringSerializer");

// A Confluent SCIAY KafkaAvroSerializer

props.put("value.serializer", "io.confluent.kafka.serializers.KafkaAvroSerializer");

// %A schema BRSSAYMBAE , F3T3REN schema

props.put("schema.registry.url”, "http://imgcache.finance.cloud.tencent.com:80127.0.0.1:8081");
Producer<String, GenericRecord> producer = new KafkaProducer<> (props);
Schema.Parser parser = new Schema.Parser();

Schema schema = parser.parse(USER_SCHEMA);

Random rand = new Random();

intid = 0;
while(id < 100) {
id++;

String name = "name" + id;

int age = rand.nextInt(40) + 1;

GenericRecord user = new GenericData.Record(schema);
user.put("id", id);

user.put("name", name);

user.put("age", age);

ProducerRecord <String, GenericRecord> record = new ProducerRecord <>("test", user);
producer.send(record);

Thread.sleep(1000);

}

producer.close();

}

}

=fT—ERAYE)E | fECKafka I=HIGHY (topicEE] T , EEXIMNA] Topic , B [EZ] > [(BRER]  EENINIAERIHESR.

3. Kafka Consumer jHZE3HE -

package schemaTest;

import java.util.Collections;

import java.util.Properties;

import org.apache.avro.generic.GenericRecord;

import org.apache.kafka.clients.consumer.ConsumerRecord;
import org.apache.kafka.clients.consumer.ConsumerRecords;
import org.apache.kafka.clients.consumer.KafkaConsumer;
public class SchemaProduce {

public static void main(String[] args) throws Exception {
Properties props = new Properties();
props.put("bootstrap.servers”, "xx.xx.xx.xx:xxxx"); //CKafkaSZ{HAgE Ak
props.put("group.id”, "schema");

props.put("key.deserializer", "org.apache.kafka.common.serialization.StringDeserializer");
// A ConfluentsCHlAYKafkaAvroDeserializer
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props.put("value.deserializer", "io.confluent.kafka.serializers.KafkaAvroDeserializer");
// i schemafR5SAIMtEIE , FiF3RBschema

props.put("schema.registry.url”, "http://imgcache.finance.cloud.tencent.com:80127.0.0.1:8081");
KafkaConsumer<String, GenericRecord> consumer = new KafkaConsumer<>(props);
consumer.subscribe(Collections.singletonList("test"));

try {

while (true) {

ConsumerRecords<String, GenericRecord> records = consumer.poll(10);

for (ConsumerRecord <String, GenericRecord> record : records) {

GenericRecord user = record.value();

System.out.printIn("value = [userid = " + user.get("id") + ", " + "user.name ="

+ userget("name") + ", " + "userage = " + user.get("age") + "], "

+ "partition = " + record.partition() + ", " + "offset = " + record.offset());

}

}

} finally {
consumer.close();
}

}

}

£ CKafka #=#I& B9 [Consumer Group] TUH , ¥E#F schemaiBEAEBTR , AEEMZFRAA Topic B , B [EEFE]  &FH
EE

BEiEBEHTESE , TERERATEE !
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Ale, M A1 H
= W a)ET
ab
INEEGEDS
SR @A E: 2024-06-12 15:06:00
Cloud Kafka F*&B—hREFFIR Kafka ? ( 28180 CKafka BEFFHIR Kafka BB NRES ? )

2477 CKafka 3®Z Apache Kafka 1.1-2.8 REATFhRA | #EFAF-HEmt A RIFFHERA SDK,

42/ (TOPIC) ?
Topic 285 %72 Cloud Kafka SREHOEEFRBARYZES] , B Cloud Kafka 2 topic . BPEES LR topic AEAEHEE.

H485X (PARTITION ) ?

Partition 243 FRIHES: , B topic 2D B—PNEE partition, partition BJLARRKI & topic NEL , RHHIBEEEHEEA
A[E partition , F#ETHEZRIERN, BT Cloud Kafka SEHIEAIR partition , FILERE E | topic BIF{TEITEF] partition
MNEBRIELL.

Cloud Kafka 1 CMQ BHHAXEI ?

CMQ Rt ERANETE. SEESALEERER  RIEEE—XE. Cloud Katka BRETEXRESEUR , WA FEEEREIRIE
FI78 (WMEERESWSE ) . 15, Cloud Kafka F5£38A kafka UEZRBEF , JLMBEITERAA |, LD,

Kafka ZEFinEELAERSERE Cloud Kafka RS ?

Cloud Kafka BJLAF&Z Apache Kafka 1.1-2.8hgA , #&ALAEIT Katka ZRmEZEHEHL , FRIBREBEESFERS PE=SiEZE
iHE.

EBBA%I CKafka BBRSRE ZooKeeper ?
AT ZooKeeper , AH2MHE zk bk,

CKafka BESHFHEESE ?

L@ CKafka STHFFERY snappy 1 124 ROEBEEREE. BT Gzip FE4E3T CPU BSEFERS , BhdE. WidHe@iNErXimEa
[ERSEuH TR, BEEHETE : Producer RUECE S compression.type = snappy 8(& 1z4 , BRIA/IXE] none,

CKafka anfAfRilFsz et ?
CKafka BTN T2 EMRT 2

o THPIRE : LAIMKIHEEKFEROAMRE.

o MPRIZH : CKafka BRHMIAE LM T RIR IP B2 SRAVERWE] | STF SASL 1%,

o 2R IRHESHENZ LR, B DDoS WEHRS.

CKafka RERELHER ?

1. FFRAY Apache Kafka AMRIEAREER ; CKafka ST MM T 1E . =F&7HE CKafka BIRT MR 99.95%,

2. CKafka ZEFAJLUBITEF RS ACK |, REREAELMDELHER | BFHE TSR,
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3. TEEHAFRIENEFER , HREE,

4. CKafka ERREMAZSIERFTESEL. SHENAMEGELS | MEETEMERTT2EZ  Rinnf TIRESE ENE
BEX  EFFRETEAERNHEE  EMREERFIRIFESS | #EEER CMQ,

CKafkapt7=AmPREEHHL ?
FeERTASIR -

1. B MopicRZaILATFE24 M Partition , —N3EIAAYTopicRZElIE8 Partition , — 1 2EIAAITopicERZEliE12 Partition

2. consumer group ZRFEERNEIA 7 K
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EW=CEPS

BIFEHAYE: 2024-06-12 15:06:00

SMMiEEN CKafka BlIZ4<% ?

2B Topic RHEENEIAS = BIAFELUE  (RIESUETSREM. 2580 CKaftka BEZEIEHEIZ Topic (9B | WK TEREIE
9 Topic , EMIRAN T BRI

1. BUEEHRAY Topic , EFERNDX | EENEIA ;
2. EFFHBEIFHRY Topic &, FERIEEIA Topic BEMKIHZE ;

3. BETEREMETRERE | (TN Topic HITIHE,
HEBAFIRTRE N it 47/ iH B SR AL ?
* 1E telnet 2EE (METE , BF Kafka FIEFEEHEEMEIMET ) .
o EIHTAI vip - port EEBECEIEH.
* 10E Topic ABRBREEHE | MIRFASHFELCEIERAY IP A REIE,

CKafka iH/SRERRIECE) 1min , 2B 1min FIAMIRIEFER ?

=i, HEMRAMXFAREEAEERX  E-HEREIEEREX. CKafka BIFREFESRISR/NRALLZ partition RBIRIXHS
R, BRI RR/NALGE | HRRRIERI—A MDA 2R, Q15RE10 partition , 1S HPRINRIRBILZEIL0GBHE |, HiA=
BYHR AR

CKafka BB T RBSUHTE ?
CKafka ERFFIERY Kafka B2—E—FAUNSIFIRE. ETLUBE A TS BRRHHS :

1. BEBRINSEILNEREEHE,
2. EHBERBEEORE | ERITERERR.

CKafka S{alH{TPRIA ?
HRIERSZAVREEM | CKafka TEEREN LB T RESE.

* BFMAERIRREZABIMIRNIEERER , SRERTR.

o EEFIRALERARS , CKafka RFER— TCP HHZAIBINATE , FEIRASEIBURTAFBIREBIREIFIAN. FEEEEHRIR
BEREMN , REBEENS | ENEAEHRAERENS &S50,

* EE#FIRKRLEMRAAT , CKafka 248/V@IR fetch.request.max.bytes BIX/ , E=HIHZERATRE.
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IR RRREEHEERESHEREAMA , FtFEERaRERRIREHREENER | MIEERRSMERRIRGE
%K g@?no

PRIAASAMARREIS B4 HEE ?
IRAASFHITHENNE , RREHEMRINEE,

WHETHIET CKafka BRERLER ?

1 ELppZEE  SNEREBEXNNRREERR. SRREESTAN'EE THE LR ERE FEERHANFEETE. XPEE
SETREFBEFNIEEREBURKERRINAE , BRI LUMRIEX EHSEFIMNZ LA ST L ET IR,

2. BFRYLETEESEEERENSAE IR (RENSRAE x BIFE) > WSTRINIEERERE , NREEDREIS KR,
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sz £ NS
FUE AT MU A

BIFEHAYE: 2024-06-12 15:06:00

AL RETEn. RS ( CKafka ) FIIBEBIRNAFMIEENG CKafka ATSEMAIEER | FHRMEXI AR X,
EFiREUEESAEAME ?

HEEXRRE
BRI RREIHEG CKafka Bt , EUEFTREE IS EIENMESR | LRHHEBAS CKafka RISEZESE. ATREEMR :

* WMBHHEHEBEEITH , £F-&EEHE,
o WEEIWISTHEHIBRE] , GIANSCAIRLEHIIE/99000GB , EHESHEANIYT & , SSEEUEL EENRIEES! CKafka,

* RREFFHUEKIEEREBIMTASHIRS , FIAISLHIEEFHZAH100MB/s , ERINBEEFHEIRFERNET &, 255K
HIRENBEREB\T CKatka 18 , £F-ZEHBAERHIHIEN , SBEIELESNZHERBAF CKafka,

RRERITIE
* AFEMECERNENE  FERMENE.

o FXHEMER  ARELOINREF NN SEREE | JLUMEISAT. BEHESHN LRSI e R (SN
CKafka 38 (GSLBIEIFECAFBFHECAMEIE R LASRMTHECHER ) SiE BT IES0R R E R R R 2T,

* ATRABEMILEFmBERESR , BAILUEE buffermemory # batch.size ( LAFHASAL ) BERERKAIAN, FidERKFRHAH
8, MRATEMREREFEENT , PARTRFENESS , FERKRAIRES | (KSR, zRERETENE™
HREIER. HHERK/INE (HERAY CKafka YSiEhEFERMEIRER ) .

o FESEFTIR ACK 24 producer [ leader &IEEUERT , AILUEIY request.required.acks 2E{LAK min.insync.replicas iIREBEIERIE=1E
:ESEIR

° Hacks = 18F ( BRIME ) |, &7=E1E ISR F1y leader ERIINEIEIREAT AR X T—REUE. WR leader &1 , BTFEUETI LR
kERELLEHE follower , MSEKREIE.

e Hacks = OB , EF-EARFRKRE broker HARUAE F—FHER. XMER MUREHNERRS | (BUETFIEHRR(T.

e Hacks = -15# all BY , EF=EFEEF ISR FRIFFE follower FFHARKEIEEETRAE T —RER , URMES. BFERELE
WELE ACK , BREHBIESUBEAZE , a0 , 24 ISR hRA leader Bt (ISR IR RETFHLERLEMBLRL |, B/ RE—
leader) , HATSERRY acks = 198, FILABZERINEES min.insync.replicas 221 ( ttS#ALITEBERSI CKafka $=H& Topic
BB ESREEFTHITAE ) , mininsync.replicas F/~E ISR FE/NEIARRINEL , BUAMBRL , HBXE acks = -18:F all B4
o

N EENSHIE
WEHERHSE | LRBEFTERISTMERTE.

o FHid#lE : message.send.max.retries=3;retry.backoff.ms=10000;
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SEEAYRIE © request.required.acks=-1;min.insync.replicas=2;

°
I

at

SMEBEAYRIE : request.required.acks=0;

o TIEEME+1ERE ¢ request.required.acks=1;
S5 ( CKafka ) #uEESUMAILLE ?
HEEXRRE

* partition Y leader FERSTREIZAEL followers BIBMHATRIEH] , BIEIREH THHY leader (EREIER AFRFEREMHMEK.

o FFiR Kafka BEENFINREER |, UHREIER/EE PageCache Y , HIKSHIEELRT , broker HIKTmEE BESaEHE
At . PageCache LRUSURHTIRERICEHEHTIER.

* HENIESHEEERIEIEESL.
RRERITIE

e FHR Katka RZEIAR , EFSHEFETRIARMIESIEITEN | WINREZEAE |, BRHINZEIEZS broker RIIEEASEE
17 ERIAEIER A SEMESRE | ATLUEEBASY CKafka 38 Topic 2WEIA , AJECE3EIA,

* HEPBAF CKafka IREZEE T ESIEAISEL log.flush.interval.messages #1 log.flush.interval.ms , JIEIEFHITRIZ.
* HEBAFI CKafka YIREE M THRAANE | (RIES D HEIRIARH B A SR N EUERT T S,

BRENSYE
EREIRSHIRIATTLAIESE S leader : unclean.leader.election.enable=false // %]

iR IR EER AL ?
HEEXRE

o AREIDHZFEIBHIEIL commit T offset , ZITFEFHZREIER |, (B offset BERIFT , IHBBEL 7T —5EUE , EEHEDHEHEH
/& offset Z 8L EIEME.

o HEMEEFATIEEEEAA  MEHEREREARE , SEEEIRR NS HZEMRIT 2R,
fBRx
o AIEFLEZSE auto.commit.enable , &F true FFRREINER, BIVFFHEIIRS |, BEBITE commit offset,

o INIESHBZRENER  EREREEIERRENRE. NEXNENEEE offset IRKHEZITEHERE , HERESE , HLEHTHREREIIESE
ST EAMER .

BoEEEHEAR
EAMITENS Kpartitionfl{RES Roffsetift{THEE
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FIENMSRMRBANT -

Future<RecordMetadata> future = producer.send(new ProducerRecord < >(topic, messageKey, messageStr));
RecordMetadata recordMetadata = future.get();

log.info("partition: {}", recordMetadata.partition());

log.info("offset: {}", recordMetadata.offset());

SNEREETEFTENH partitionflloffset , MR RHRIRIXATHEERS HEERKERRT. WHTLIBEEERERN T EEEREXARA0HE
SEIRT. GNSRFTENAtipartitionfloffset , MFRFNEEIRBHMIRS MART , EFIHTEE.
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SDK3#4
Java SDK

VPCRIZZIZN

BITE AT 2024-06-12 15:06:00

BIEn=

ZfESLA Java B ABIESEERVPCRERNEEGI CKatka FHKLEHR.

AR

o 2221 8ajl FiRAS JDK
o L4ED SR EhRAS Maven

e TZ; Demo

BR{ELER

TB— . HERE

1. BT #EMIdemorfYjavakafkademo HEZEIinuxfRSSEE,

2. EfklinuxfRs328 |, #t\javakafkademoBR , HECEHEXSEL.
3. £ pom.xml HFINLA T KE,

<dependency>
<groupld>org.apache.kafka</groupld>
<artifactld >kafka-clients </artifactld >
<version>0.10.2.2</version>
</dependency>

4. 8IEEEERS CKafkaBL &34 kafka.properties,

## BEERANE |, EEHSREOF BRI TURIRAINEFIS .
bootstrap.servers=ckafka-XxXxxxXxxXxxxxxxx
## BcE Topic , TEEFIE Ltopic EENH S,

topic=XXX
## EZ&Consumer Group , EEJLAEENIRE
group.id=XXX
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24 15288
BARSE , EEarsepliFsim EAS] ERAINEFTISH.

bootstrap.servers

topicEFR , EraILAfEiEHlE E [topicEE] MEEH.

topic
group.id ERILABENIRE | demoiz{TRINEREILAE [Consumer Group] MEEEIZEZEE.

5. BIEECE SUA4INEFER: CKafkaConfigurerjava,

public class CKafkaConfigurer {
private static Properties properties;

public synchronized static Properties getCKafkaProperties() {
if (null != properties) {

return properties;

}

/3RENBEE X {4 kafka.propertiesfIN A,

Properties kafkaProperties = new Properties();

try {
kafkaProperties.load(CKafkaProducerDemo.class.getClassLoader().getResourceAsStream("kafka.properties"));
} catch (Exception e) {
System.out.printIn("getCKafkaProperties error");

}

properties = kafkaProperties;

return kafkaProperties;

}

}

TR RXHR
1. {E4F=HERERF CKafkaProducerDemo.java,

public class CKafkaProducerDemo {

public static void main(String args|]) {

//hn#kafka.properties,
Properties kafkaProperties = CKafkaConfigurer.getCKafkaProperties();

Properties properties = new Properties();
/MREEANR , BB EH QIR TopicAYEAR.
properties.put(ProducerConfig. BOOTSTRAP_SERVERS_CONFIG, kafkaProperties.getProperty("bootstrap.servers"));

//iBEBATIKafkahRiHRBIFFILTT R, Ithkdemo fERRYZEStringSerializer.
properties.put(ProducerConfig.KEY_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");
properties.put(ProducerConfig.VALUE_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");

£331m
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/[TERAIERASEFAFATIE,
properties.put(ProducerConfig.MAX_BLOCK_MS_CONFIG, 30 * 1000);
/REEFinPEREIHIREL,

properties.put(ProducerConfig.RETRIES_CONFIG, 5);
/REEFinPNEREIR AR,
properties.put(ProducerConfig.RECONNECT_BACKOFF_MS_CONFIG, 3000);
//F3i&Producerds.

KafkaProducer<String, String> producer = new KafkaProducer< > (properties);

//FEIE—NEEFIKafkahRiES.
String topic = kafkaProperties.getProperty("topic"); //i5E B Topic , BEREHISHBEZE , EEEXE,
String value = "this is ckafka msg value"; //IBERIAA.

try {

/M EIRENFuture XIS RILAIMRERE, (BiER, IHEARAEKRK.
List<Future<RecordMetadata> > futureList = new ArrayList<>(128);

for (inti=0;i<10;i++){

/IRIEBEE , FHRE— 1 FutureXisR,

ProducerRecord <String, String> kafkaMsg = new ProducerRecord < >(topic,
value + ": " +i);

Future <RecordMetadata> metadataFuture = producer.send(kafkaMsg);

futurelList.add(metadataFuture);

}
producer.flush();

for (Future<RecordMetadata> future : futureList) {
//BE5FEBFutureXISAVLEER,

RecordMetadata recordMetadata = future.get();
System.out.printIn("produce send ok: " + recordMetadata.toString());
}

} catch (Exception e) {

/IBEFIRAREEIRZE |, MAKRIERY , \WSERNXISEER,
System.out.printIn("error occurred");

}

}

}

N~

2. F@iFFiE1T CKafkaProducerDemo.java KX EE.

Produce ok:ckafka-topic-demo-0@198
Produce ok:ckafka-topic-demo-0@199

4. £ CKafka =HIGH [topicEIR] WA , IBEXMA topic , T [EE] > [(BEEEHA] , EERRILKXEINES.
$E= | HBER

1. 8 Consumer iTi5iHEER CKafkaConsumerDemo java,
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public class CKafkaConsumerDemo {

public static void main(String args[]) {
//hn#kafka.properties,
Properties kafkaProperties = CKafkaConfigurer.getCKafkaProperties();

Properties props = new Properties();

/REEANR , BB QIREI M TopicAHEA .
props.put(ProducerConfig.BOOTSTRAP_SERVERS_CONFIG, kafkaProperties.getProperty("bootstrap.servers"));
//FEIRPollZ (BRI ER A SRR,

/[BEEBTZEREREIOB  RBIHFMTEEELTIFEERS | IRSBIHEHEZEE M Consumer Group#ZirFtitkRebalanc
e, E0A30s,

props.put(ConsumerConfig.SESSION_TIMEOUT_MS_CONFIG, 30000);

//BIRPOlIIRAEIE.

[/ERZEAZBISAK , SIRPoll KSHUE | MAREE MXPolZATEZEST , NSftR —RAEIE , F 4RI,
props.put(ConsumerConfig.MAX_POLL_RECORDS_CONFIG, 30);

//BRRRFIULTTE.

props.put(ConsumerConfig.KEY_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");
props.put(ConsumerConfig.VALUE_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");

//ETE—MERIEESLS] , 2RHEHEER.

props.put(ConsumerConfig.GROUP_ID_CONFIG, kafkaProperties.getProperty("group.id"));
//KEHEENSR | BRIER—NEZRLA].

KafkaConsumer<String, String> consumer = new KafkaConsumer<>(props);

/REEBEET N Topic , ILUTHEZAN.

//305RGROUP_ID_CONFIGE—# , NiTRATopictb @R E R —7HF.

List<String> subscribedTopics = new ArrayList<>();

//ANRFEBITEZ AN Topic , MITEXERINEH AR,

/18 TopicR &= H it TelE.

String topicStr = kafkaProperties.getProperty("topic");

String[] topics = topicStr.split(",");

for (String topic : topics) {

subscribedTopics.add(topic.trim());

}

consumer.subscribe(subscribedTopics);

//TEREZEBS.

while (true) {

try {

ConsumerRecords<String, String> records = consumer.poll(1000);

//IRE TR PollZ BT B SSIX LR, BRFER A S SESSION_TIMEOUT_MS_CONFIG,
/BN — P BRERIEIE B ER | AERPIREIER,

for (ConsumerRecord <String, String> record : records) {

System.out.printin(

String.format("Consume partition:%d offset:%d", record.partition(), record.offset()));
}

} catch (Exception e) {

System.out.printIn("consumer error!");

}
}
}
}

2. #wiFFiE{TCKafkaConsumerDemo java JEZHEE.

WS : BRmEmEX 2108 Tn #331m

\|



O BASTCE MBI ( CKafka )

Consume partition:0 offset:298
Consume partition:0 offset:299

4. #£CKafka $=#I5H7 [Consumer Group] TUH , EEXINATEZREBRIR , EEESMBIA topic iR, /& [(EBFRE]  EE5HE

F5.
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Go SDK
01 VPC MZRIEN

BITEFAYaE: 2024-06-12 15:06:00

BIFE=R

ZIESSIA Go BEFInAHESEERVPCREZNBERRS CKafka HIAES.

AR

* T4 Go

e T demo

ER{FLR

SB— | EEERE :

1. T EAIdemorhiygokafkademo HEZEIinuxBRSS 88,

2. EfflinuxZRSE , #A\gokafkademoBF , HUTLA AR IMKELEE.

go get -v gopkg.in/confluentinc/confluent-kafka-go.vl/kafka

3. & BLE Y kafka.json,

{
"topic™: [
"test"

]

bootstrapServers": [
"xxx-.ap-changsha-ec.ckafka.tencentcloudmg.com:6000"

1

"consumerGroupld": "yourConsumerld"

}

24 U
TopicBR , BaJLiEEHIE £ [topicETE) MmEEH.

topic lriimg
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24 5%

BN, I arsehiFEmm EAS] SERAMNEFISH.

bootstrapServers Lrjimg
consumerGroupld I LABENIRE | demoiz{TRMERILAE [Consumer Group] MEEZIZEZES.
FB_ . BEHR
1. WEEFHERER.
package main
import (
"fmt"
"gokafkademo/config”
Illogll
"strings”
"github.com/confluentinc/confluent-kafka-go/kafka"
)

func main() {

cfg, err := config.ParseConfig("../../config/kafka.json")

if err 1= nil {

log.Fatal(err)

}

p, err := kafka.NewProducer(&kafka.ConfigMap{

/] BEEAR , BB SRS N TopicAHEA R,
"bootstrap.servers": strings.Join(cfg.Servers, ","),

/] BRARREER , BAMENL, AFREESHIVSERHTIRE

"acks": 1,
[/ BREEERMELIRE , BEZEREAKRTO , KNELHEARERIEEEARESK
"retries": 0,

/] REBFRKIYETEI TR EIX B R Z BRI 8]
"retry.backoff.ms": 100,

// producer RLEIERASERRTHI A,
"socket.timeout.ms": 6000,

// REEFinREEILERR.

"reconnect.backoff.max.ms": 3000,

D
if err = nil {
log.Fatal(err)
}

defer p.Close()

/] FFERTEE (BB EIR SRR

go func() {

for e := range p.Events() {

switch ev := e.(type) {

case *kafka.Message:

if ev.TopicPartition.Error != nil {
fmt.Printf("Delivery failed: %v\n", ev.TopicPartition)
} else {

fmt.Printf("Delivered message to %v\n", ev.TopicPartition)
}

}
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}
10
/| RERIEHERE

topic := cfg.Topic[0]

for _, word := range [Jstring{"Confluent-Kafka", "Golang Client Message"} {

_ = p.Produce(&kafka.Message{

TopicPartition: kafka.TopicPartition{Topic: &topic, Partition: kafka.PartitionAny},
Value: []byte(word),

} nil)

}

/] EFERES

p.Flush(10 * 1000)

2. RFHBITERREHER.

go run main.go

3. BRETER | THIAT.

Delivered message to test[0]@628
Delivered message to test[0]@629

4. 7£ CKafka =HIEHY [topicEIE] TUAE , EEXNMA Topic , Mt [E£] > [BEEA]  EENNIAXNER.

$]|= . HRER
1. REHEHEERT. .

package main

import (

"fmt"
"gokafkademo/config”
"log”

"strings”

"github.com/confluentinc/confluent-kafka-go/kafka"

)

func main() {

cfg, err := config.ParseConfig("../../config/kafka.json")
if err 1= nil {

log.Fatal(err)

}

¢, err := kafka.NewConsumer(8&kafka.ConfigMap{
"bootstrap.servers": strings.Join(cfg.Servers, ","),
// EERTEEEEE

"group.id": cfg.ConsumerGroupld,
"auto.offset.reset": "earliest”,
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// 1R Kafka iHZDBEHHIRS , EZEEEATAIE, = Broker fEIZEHEINIRBUWEIBZEERVOBET , INIZHEREHFEERM , Brok
er

/] REEEFT Rebalance 1972, HENZERIECE M MTE Broker EL&group.min.session.timeout.ms=6000F1group.max.session.t
imeout.ms=300000 /&

"session.timeout.ms": 10000,

)

if err 1= nil {

log.Fatal(err)

}

// 1TERSE R topic 5%

err = c.SubscribeTopics(cfg.Topic, nil)

if err = nil {
log.Fatal(err)
}

for {

msg, err := c.ReadMessage(-1)

if err == nil {

fmt.Printf("Message on %s: %s\n", msg.TopicPartition, string(msg.Value))
} else {

/] BRinEEERIRERTERY error

fmt.Printf("Consumer error: %v (%v)\n", err, msg)

}
}

c.Close()

}

2. RFFBITERHEEREE.

go run main.go

3. BERE(TER | THIAT.

Message on test[0]@628: Confluent-Kafka
Message on test[0]@629: Golang Client Message

4. #£CKafka #z#I&H9 [Consumer Group] TUH , EEWMATGEZEZR , EERSMEAopicEIR , | [EEFE]  BEEEFE
5.
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Python SDK
01 VPC RJ4&IEN

BITEFAYaE: 2024-06-12 15:06:00

BIFE=R

ZfESLA Python B/ SEMERVPCRLZENEREBAGI CKafka FHBURES.

AR

L] 1=
HBAECR
B TERIdemorAYpythonkafkademo HEZEIinuxiRSES 28 , EhklinuxiRSSEE , #H A\ pythonkafkademoB R,

B : 7NN Python ki
HUTIATRZ% : |

pip install kafka-python
B . &R
1. (=B ERERFproducer.pyFEES L.

#coding:utf8
from kafka import KafkaProducer

producer = KafkaProducer(

bootstrap_servers = ['$domainName:$port’],
api_version = (0,10,0)

)

message = "Hello World! Hello Ckafka!"

msg = json.dumps(message).encode()
producer.send(‘topic_name’,value = msg)
print("produce message " + message + " success.");
producer.close()

24 fik
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24 fik
BARLE , EEHansepliFsim EAS] ERAINEFTISH.

bootstrap_servers

lslimg
topic_name TopicBHR , FATLIFESHIA L [topicEHE ] TESH. leimg

2. fRiFFiEfTproducer.py.

4. 7£ CKafka #=HI6HY [topicEIR] WA , EMNA Topic , R [E£] > [(HEEHA] , EERRIRKXETES.

TE=  HHEER
1. (BB B ERERFconsumer.pyHECESEL,

#coding:utf8
from kafka import KafkaConsumer

consumer = KafkaConsumer(

'$topic_name’,

group_id = "$group_id",

bootstrap_servers = ['$domainName:$port’],
api_version = (0,10,0)

)

for message in consumer:
print ("Topic:[%s] Partition:[%d] Offset:[%d] Value:[%s]" % (message.topic, message.partition, message.offset, message.v

alue))

e f#A

bootstrap_servers BRI | S ANLAEERE [BASR] EROMESISE. kimg
group_id HEENE ID |, RIBSTEREEN

topic_name TopicZfR , EEILIFERSIA b [topicEiE] MESH. .img

2. wiFFIE{TCconsumer.py,
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4. 7 CKafka =H58 [Consumer Group] TRHE , RN NASHBARIR , AERBTREA topic BiR , _E [BEIRFR]  BEHR

Fi5.
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C++ SDK
01 VPC RZ&#EN

BITEFAYaE: 2024-06-12 15:06:00

37—

ZIESIA C++ BRIRABRESEERVPCRZENBEBAY CKatka FUCLIER.

ARSI

* T4 GCC

e T demo

ER{FLR

PB— : & C/C++ {KIHEE

1. BT EHAIdemohicppkafkademo EEZEIinuxfRSSSE |,
2. BfflinuxfRs3es | &4 librdkafka,

ST KiXER

1. 8l producer.c 314,

/*

* librdkafka - Apache Kafka C library

*

* Copyright (c) 2017, Magnus Edenhill

* All rights reserved.

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions are met:

* 1. Redistributions of source code must retain the above copyright notice,

* this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright notice,

* this list of conditions and the following disclaimer in the documentation

* and/or other materials provided with the distribution.

*

* THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
* AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE
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* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR

* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF

* SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS

* INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
* CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
* POSSIBILITY OF SUCH DAMAGE.

*/

/**

* Simple Apache Kafka producer

* using the Kafka driver from librdkafka

* (http://imgcache.finance.cloud.tencent.com:80github.com/edenhill/librdkafka)
*/

#include <stdio.h>
#include <signal.h>
#include <string.h>

#include <librdkafka/rdkafka.h>
static volatile sig_atomic_t run = 1;
/* * @brief Signal termination of program */ static void stop (int sig) { run = 0; fclose(stdin), / abort fgets() */ }

/*¥* * @brief Message delivery report callback. * * This callback is called exactly once per message, indicating if * the message
was succesfully delivered * (rkmessage->err == RD_KAFKA_RESP_ERR_NO_ERROR) or permanently * failed delivery
(rkmessage->err != RD_KAFKA_RESP_ERR_NO_ERROR). * * The callback is triggered from rd_kafka_poll() and executes on * the
application's thread. */ static void dr_msg_cb (rd_kafka_t *rk, const rd_kafka_message_t *rkmessage, void *opaque) { if
(rkmessage->err) fprintf(stderr, "%% Message delivery failed: %s\n", rd_kafka_err2str(rkmessage->err)); else fprintf(stderr, "%%

Message delivered (%zd bytes, " "partition %"PRId32")\n", rkmessage->len, rkmessage->partition);

/* The rkmessage is destroyed automatically by librdkafka */

}

int main (int argc, char *argv) { rd_kafka_t *rk; / Producer instance handle / rd_kafka_conf_t *conf; / Temporary configuration
object / char errstr[512]; /librdkafka API error reporting buffer / char buf[512]; / Message value temporary buffer / const char
*brokers; / Argument: broker list / const char *topic; / Argument: topic to produce to / const char *user; / Argument: sasl

username / const char *passwd; / Argument: sasl password */

/*

* Argument validation

*/

if (argc < 3) {

fprintf(stderr, "%% Usage: %s <broker> <topic> <username> <password> \n Optional:username password\n", argv[0]);
return 1;

}

brokers = argv[1];
topic = argv[2];

if(argc == 5) {
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user = argv[3];
passwd = argv[4];
}

/*

* Create Kafka client configuration place-holder
*/

conf = rd_kafka_conf_new();

/* Set bootstrap broker(s) as a comma-separated list of

* host or host:port (default port 9092).

* librdkafka will use the bootstrap brokers to acquire the full
* set of brokers from the cluster. */

if (rd_kafka_conf_set(conf, "bootstrap.servers", brokers,
errstr, sizeof(errstr)) = RD_KAFKA_CONF_OK) {
fprintf(stderr, "%s\n", errstr);

return 1;

}

/* Set sasl config*/

if( user && passwd ) {

if(rd_kafka_conf_set(conf,"security.protocol”,"sasl_plaintext",errstr,sizeof(errstr)) !=RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

if(rd_kafka_conf_set(conf, "sasl.mechanisms", "PLAIN", errstr, sizeof(errstr)) '= RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

if(rd_kafka_conf_set(conf,"sasl.username",user,errstr,sizeof(errstr)) |=RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}
if(rd_kafka_conf_set(conf,"sasl.password",passwd,errstr,sizeof(errstr)) |=RD_KAFKA_CONF_OK) {

fprintf(stderr,"%s\n" errstr);
return 1;

}

}

/* Tencent Cloud recommended configuration parameters

* http://imgcache.finance.cloud.tencent.com:80cloud.tencent.com/document/product/597/30203

*

/

//if(rd_kafka_conf_set(conf,"debug","none" errstr,sizeof(errstr))!= RD_KAFKA_CONF_OK) { // i8R & L INEEEEEHHTFEd
ebug.

//fprintf(stderr,"%s\n" errstr);

//return 1;

/1}

if(rd_kafka_conf_set(conf,"acks","1" errstr,sizeof(errstr)) '= RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

if(rd_kafka_conf_set(conf,"request.timeout.ms","30000" errstr,sizeof(errstr)) != RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;
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}

if(rd_kafka_conf_set(conf,"retries","3" errstr,sizeof(errstr)) '= RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);

return 1;

}

if(rd_kafka_conf_set(conf,"retry.backoff.ms","1000" errstr,sizeof(errstr)) != RD_KAFKA_CONF_OK) {
fprintf(stderr,"%s\n" errstr);
return 1;

}

/* Set the delivery report callback.

* This callback will be called once per message to inform
* the application if delivery succeeded or failed.

* See dr_msg_cb() above.

* The callback is only triggered from rd_kafka_poll() and
* rd_kafka_flush(). */

rd_kafka_conf_set_dr_msg_cb(conf, dr_msg_cb);

/~k

* Create producer instance.

* NOTE: rd_kafka_new() takes ownership of the conf object
* and the application must not reference it again after

* this call.

*/

rk = rd_kafka_new(RD_KAFKA_PRODUCER, conf, errstr, sizeof(errstr));
if (rk) {

fprintf(stderr,

"%% Failed to create new producer: %s\n", errstr);

return 1;

}

/* Signal handler for clean shutdown */
signal(SIGINT, stop);

fprintf(stderr,

"%% Type some text and hit enter to produce message\n"
"%% Or just hit enter to only serve delivery reports\n"
"%% Press Ctrl-C or Ctrl-D to exit\n");

while (run && fgets(buf, sizeof(buf), stdin)) {
size_t len = strlen(buf);
rd_kafka_resp_err_t err;

if (buf[len-1] == "\n") /* Remove newline */
buf[--len] = "\0';

if len == 0) {

/* Empty line: only serve delivery reports */
rd_kafka_poll(rk, 0/*non-blocking */);
continue;

}

/*
* Send/Produce message.
* This is an asynchronous call, on success it will only
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* enqueue the message on the internal producer queue.
* The actual delivery attempts to the broker are handled
* by background threads.

* The previously registered delivery report callback

* (dr_msg_cb) is used to signal back to the application
* when the message has been delivered (or failed).

*/

retry:

err = rd_kafka_producev(

/* Producer handle */

rk,

/* Topic name */

RD_KAFKA_V_TOPIC(topic),

/* Make a copy of the payload. */
RD_KAFKA_V_MSGFLAGS(RD_KAFKA_MSG_F_COPY),
/* Message value and length */
RD_KAFKA_V_VALUE(buf, len),

/* Per-Message opaque, provided in

* delivery report callback as

* msg_opaque. */

RD_KAFKA_V_OPAQUE(NULL),

/* End sentinel */

RD_KAFKA_V_END);

if (err) {

/*

* Failed to *enqueue* message for producing.
*/

fprintf(stderr,

"%% Failed to produce to topic %s: %s\n",
topic, rd_kafka_err2str(err));

if (err == RD_KAFKA_RESP_ERR__QUEUE_FULL) {
/* If the internal queue is full, wait for

* messages to be delivered and then retry.

* The internal queue represents both

* messages to be sent and messages that have

* been sent or failed, awaiting their

* delivery report callback to be called.

* The internal queue is limited by the

* configuration property

* queue.buffering.max.messages */
rd_kafka_poll(rk, 1000/*block for max 1000ms*/);
goto retry,;

}

} else {

fprintf(stderr, "%% Enqueued message (%zd bytes) "
"for topic %s\n",

len, topic);

}

/* A producer application should continually serve

* the delivery report queue by calling rd_kafka_poll()
* at frequent intervals.

* Either put the poll call in your main loop, or in a
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* dedicated thread, or call it after every

* rd_kafka_produce() call.

* Just make sure that rd_kafka_poll() is still called

* during periods where you are not producing any messages
* to make sure previously produced messages have their

* delivery report callback served (and any other callbacks

* you register). */

rd_kafka_poll(rk, 0/*non-blocking*/);

}

/* Wait for final messages to be delivered or fail.

* rd_kafka_flush() is an abstraction over rd_kafka_poll() which
* waits for all messages to be delivered. */

fprintf(stderr, "%% Flushing final messages..\n");
rd_kafka_flush(rk, 10*1000 /* wait for max 10 seconds */);

/* If the output queue is still not empty there is an issue
* with producing messages to the clusters. */

if (rd_kafka_outq_len(rk) > 0)

fprintf(stderr, "%% %d message(s) were not delivered\n",
rd_kafka_outq_len(rk));

/* Destroy the producer instance */
rd_kafka_destroy(rk);

return O;

2. FTLA T a$4mi%E producer.c,

™ bash
gcc -Irdkafka ./producer.c -o producer

3. PUTLA TS RIXIER.
.Jproduce <broker> <topic>

S ik
BARES , EEFIErISSOFBEIE [BRALIN] BRREIMNEFISH].

broker Lrjimg

img

TopicB#R , BEILIEEHIG £ [topicEIE] MESH,
topic leiimg

img
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BITERAT

4. f£ CKafka =& [topic EE] WH , EEXINE Topic, /R [EZ] > [(BEEER] , EERINIALXGES.

TE=  HEEHR
1. Bl consumer.c 314,

/*

* librdkafka - Apache Kafka C library

*

* Copyright (c) 2019, Magnus Edenhill

* All rights reserved.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions are met:

* 1. Redistributions of source code must retain the above copyright notice,

* this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright notice,

* this list of conditions and the following disclaimer in the documentation

* and/or other materials provided with the distribution.

*

* THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
* AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE
* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR

* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF

* SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS

* INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
* CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE

* POSSIBILITY OF SUCH DAMAGE.

*/

/**

* Simple high-level balanced Apache Kafka consumer

* using the Kafka driver from librdkafka

* (http://imgcache.finance.cloud.tencent.com:80github.com/edenhill/librdkafka)
*/

#include <stdio.h>
#include <signal.h>
#include <string.h>
#include <ctype.h>
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#include <librdkafka/rdkafka.h>
static volatile sig_atomic_t run = 1;
/*¥* * @brief Signal termination of program */ static void stop (int sig) { run = 0; }

/** * @returns 1 if all bytes are printable, else 0. */ static int is_printable (const char *buf, size_t size) { size_t i;

for(i=0;i< size;i++)
if (lisprint((int)buf[i]))
return O;

return 1;

}

int main (int argc, char *argv) { rd_kafka_t *rk; / Consumer instance handle / rd_kafka_conf_t *conf; / Temporary configuration
object / rd_kafka_resp_err_t err; /librdkafka API error code / char errstr[512]; /librdkafka API error reporting buffer / const char
*brokers; / Argument: broker list / const char *groupid; / Argument: Consumer group id / char **topics; / Argument: list of
topics to subscribe to / int topic_cnt; /Number of topics to subscribe to / rd_kafka_topic_partition_list t *subscription, /
Subscribed topics */ int i;

/*

* Argument validation

*/

if (argc < 4) {

fprintf(stderr,

"%% Usage: "

"%s <broker> <group.id> <topicl> <topic2>.\n",
argv[0]);

return 1;

}

brokers = argv[1];
groupid = argv[2];
topics = &argv[3];
topic_cnt = argc - 3;

/*

* Create Kafka client configuration place-holder
*/

conf = rd_kafka_conf_new();

/* Set bootstrap broker(s) as a comma-separated list of

* host or host:port (default port 9092).

* librdkafka will use the bootstrap brokers to acquire the full
* set of brokers from the cluster. */

if (rd_kafka_conf_set(conf, "bootstrap.servers”, brokers,
errstr, sizeof(errstr)) '= RD_KAFKA_CONF_OK) {
fprintf(stderr, "%s\n", errstr);

rd_kafka_conf_destroy(conf);

return 1;

}

/* Set the consumer group id.
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* All consumers sharing the same group id will join the same

* group, and the subscribed topic' partitions will be assigned

* according to the partition.assignment.strategy

* (consumer config property) to the consumers in the group. */
if (rd_kafka_conf_set(conf, "group.id", groupid,

errstr, sizeof(errstr)) = RD_KAFKA_CONF_OK) {

fprintf(stderr, "%s\n", errstr);

rd_kafka_conf_destroy(conf);

return 1;

}

/* If there is no previously committed offset for a partition

* the auto.offset.reset strategy will be used to decide where

*in the partition to start fetching messages.

* By setting this to earliest the consumer will read all messages
*in the partition if there was no previously committed offset. */
if (rd_kafka_conf_set(conf, "auto.offset.reset", "earliest",

errstr, sizeof(errstr)) '= RD_KAFKA_CONF_OK) {

fprintf(stderr, "%s\n", errstr);

rd_kafka_conf_destroy(conf);

return 1;

}

/* Tencent Cloud recommended configuration parameters

* http://imgcache.finance.cloud.tencent.com:80cloud.tencent.com/document/product/597/30203

*/

if(rd_kafka_conf_set(conf,"debug","all" errstr,sizeof(errstr))!= RD_KAFKA_CONF_OK) {

fprintf(stderr,"%s\n" errstr);
return 1;

}

if(rd_kafka_conf_set(conf,"session.timeout.ms","10000" errstr,sizeof(errstr)) '= RD_KAFKA_CONF_OK) {

fprintf(stderr,"%s\n" errstr);
return 1;

}

if(rd_kafka_conf_set(conf, "heartbeat.interval.ms","3000" errstr,sizeof(errstr)) '= RD_KAFKA_CONF_OK) {

fprintf(stderr,"%s\n" errstr);
return 1;

}

/*

* Create consumer instance.

*

* NOTE: rd_kafka_new() takes ownership of the conf object
* and the application must not reference it again after

* this call.

*/

rk = rd_kafka_new(RD_KAFKA_CONSUMER, conf, errstr, sizeof(errstr));

if (Irk) {

fprintf(stderr,

"%% Failed to create new consumer: %s\n", errstr);
return 1;

}

conf = NULL; /* Configuration object is now owned, and freed,
* by the rd_kafka_t instance. */
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/* Redirect all messages from per-partition queues to

* the main queue so that messages can be consumed with one
* call from all assigned partitions.

*

* The alternative is to poll the main queue (for events)

* and each partition queue separately, which requires setting

* up a rebalance callback and keeping track of the assignment:
* but that is more complex and typically not recommended. */
rd_kafka_poll_set_consumer(rk);

/* Convert the list of topics to a format suitable for librdkafka */
subscription = rd_kafka_topic_partition_list_new(topic_cnt);

for (i=0;i < topic_cnt; i++)
rd_kafka_topic_partition_list_add(subscription,

topicslil,

/* the partition is ignored

* by subscribe() */

RD_KAFKA_PARTITION_UA);

/* Subscribe to the list of topics */

err = rd_kafka_subscribe(rk, subscription);

if (err) {

fprintf(stderr,

"%% Failed to subscribe to %d topics: %s\n",
subscription->cnt, rd_kafka_err2str(err));
rd_kafka_topic_partition_list_destroy(subscription);
rd_kafka_destroy(rk);

return 1;

}

fprintf(stderr,

"%% Subscribed to %d topic(s), "

"waiting for rebalance and messages...\n",
subscription->cnt);

rd_kafka_topic_partition_list_destroy(subscription);

/* Signal handler for clean shutdown */
signal(SIGINT, stop);

/* Subscribing to topics will trigger a group rebalance

* which may take some time to finish, but there is no need

* for the application to handle this idle period in a special way
* since a rebalance may happen at any time.

* Start polling for messages. */

while (run) {
rd_kafka_message_t *rkm;

rkm = rd_kafka_consumer_poll(rk, 100);

if (‘'rkm)

continue; /* Timeout: no message within 100ms,
* try again. This short timeout allows

* checking for ‘run’ at frequent intervals.

*/
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/* consumer_poll() will return either a proper message
* or a consumer error (rkm->err is set). */

if (rkm->err) {

/* Consumer errors are generally to be considered
* informational as the consumer will automatically
* try to recover from all types of errors. */
fprintf(stderr,

"%% Consumer error: %s\n",
rd_kafka_message_errstr(rkm));
rd_kafka_message_destroy(rkm);

continue;

}

/* Proper message. */

printf("Message on %s [%"PRId32"] at offset %"PRId64":\n",
rd_kafka_topic_name(rkm->rkt), rkm->partition,

rkm-> offset);

/* Print the message key. */

if (rkm->key &8& is_printable(rkm->key, rkm->key_len))
printf(" Key: %.*s\n",

(int)rkm->key_len, (const char *)rkm->key);

else if (rkm->key)

printf(" Key: (%d bytes)\n", (int)rkm->key_len);

/* Print the message value/payload. */

if (rkm->payload &8& is_printable(rkm->payload, rkm->len))
printf(" Value: %.*s\n",

(int)rkm->len, (const char *)rkm->payload);

else if (rkm->payload)

printf(" Value: (%d bytes)\n", (int)rkm->len);

rd_kafka_message_destroy(rkm);

}

/* Close the consumer: commit final offsets and leave the group. */
fprintf(stderr, "%% Closing consumer\n");
rd_kafka_consumer_close(rk);

/* Destroy the consumer */
rd_kafka_destroy(rk);

return O;

2. PATLAL T a$4miE consumer.c,

" bash
gcc -Irdkafka ./consumer.c -o consumer

3. YT T @ AIEHR.
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.Jconsumer <broker> <group.id> <topicl> <topic2>..

s 1175
BRI , EEfanosepliFsim REAS] HRAINEFISH.

broker lriimg
img
group.id BESERZRR , UL RENIRE , demoiz{THINEILIE [Consumer Group)] MEEZZEERS.

TopicB&FR , BALMEESIE L [topicEE] mEEH.
topicl topic2.. lelimg

img

EATERAT

4. £ CKafka #=H)& [Consumer Group] TRHE , IEENNASHEEA , EERBHRAA Topic BIR , BE [EEFE] EEHEFE.
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PHP SDK
01 VPCRIZEIEEN

BITEFAYaE: 2024-06-12 15:06:00

BIEn=

ZfES LA PHP ERImABFESEERVPCREZNEEBT!I CKaftka FKIRIHR.

AR

* 4 librdkafka

o 2% PHP 5.6 ERLA_EhRA

ERELR
#B— : &0 Rdkafka § /@

1. 7£ rdkafka B TAHE B rdkafka php ¥ BEIHRAE.
WiBA :
AERAREST PHP MRAERAR , XENLL 4.1.2 A5f,

2. BRlinuxfR53es | L% rdkafka ¥ E.

iHEBAF ( CKafka)

wget --no-check-certificate http://imgcache.finance.cloud.tencent.com:80pecl.php.net/get/rdkafka-4.1.2.tgz

pear install rdkafka-4.1.2.tgz

# LEERLINSIRA "install ok #1 "You should add "extension=rdkafka.so" to php.ini"

# WNRLHKW |, BIRIBERTR R
# REERLINIGTE php.ini 7500 extension=rdkafka.so

# 147 php --ini [5 , Loaded Configuration File: 87~AIFLE php.ini FIEE

echo 'extension=rdkafka.so' >> /etc/php.ini

$TER_  HERE

1. BT ERIdemorhfgphpkafkademo EEElinuxfRSSE5.

2. BEFlinuxfRsEes | HA\phpkafkademoBR |, 18 CKafkaSetting.phpBt& 14,

WRFRE - BRmERMEX

%129 ™
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<?php

return [

'bootstrap_servers' => 'bootstrap_serversl:port,bootstrap_servers2:port’,
'topic_name' => 'topic_name’,

'group_id' => 'php-demo’,

I

24 %3
bootstrap_servers BRI , FEEHIGRISLAREETE [(BASR] EHREOMEFISH), lrimg

TopicEFR , LRSS L [topicEIE] mEEH.

topic_name

wiimg
group_id HEENE I, BaLIRENIRE |, demoizfTHIIERILAE [Consumer Group] MEAEZIZEES.
$B= . RiXER

1. WEEF-EEFER Producer.php,

<?php
$setting = require __DIR__ . '/CKafkaSetting.php";

$conf = new RdKafka\Conf();

[/ EENORS | BB S IREN AR S et

$conf->set('bootstrap.servers', $setting['bootstrap_servers']);

// Kafka producer i ack 5 3 F#/LH , BRI :

// -1 8 all : Broker 7£ leader WRIEHREFHEILLEATE ISR FRY follower f§ , ARELS Producer SETRIXT—5 (Hit) IBE.
// EHRERETHESNEIETES  REF M ERLHNEIREENASEEEER. IR | XMEEEHRIBNEIRNES
NZEEARE] ,

// FLAEE S Topic ZK5IE#4 min.insync.replicas {5,

// 0 : EF=ERERERE broker ALZSEMAIIA , BELREXT—5 (#) iBE. XMEEL MR  BEETEERE
/] ( BIRSEHIEITTRESEHUEEL , R leader EFLER producer RHN1E , M broker IKAZIEA )

//1: EF=ETE leader ERINIEIRIEIEHEEMIAEERET—5 (i) BE. XMEERELESHIEIETFIEZ BRI
18

// (W1RleaderEHEZEAREH , MERETAEEL )

// BRASRRERN , BAMERL. BFRREE S SERHTRE

$conf->set(‘acks', '1");

[ EREEERMERURE , BEZERENATO , AUELRKEERIBERARESL

$conf->set('retries’, '0");

/] BEBERKMATE F—RE IR B Z [BAIRTIE

$conf->set('retry.backoff.ms’, 100);

// producer MZ&IEKAEBRTETIEL,

$conf->set('socket.timeout.ms', 6000);

$conf->set('reconnect.backoff max.ms', 3000);

/] ERRIEERRIE
$conf->setDrMsgCb(function ($kafka, $message) {
echo ' [Producer] &i%EE : message=". var_export($message, true) . "\n";
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i

// FEM&RIEE BRIV ENE

$conf->setErrorCb(function ($kafka, $err, $reason) {

echo " [Producer] &iXHEESEIR : err=$err reason=$reason \n";

N

$producer = new RdKafka\Producer($conf);

// Debug Bi&i&EH LOG_DEBUG
//$producer->setLoglLevel(LOG_DEBUG);

$topicConf = new RdKafka\TopicConf();

$topic = $producer->newTopic($setting['topic_name'], $topicConf);
/] EFEERFRIE

for ($i = 0; $i < 5; $i++) {

// RD_KAFKA_PARTITION_UA ikt kafka BHEES X
$topic->produce(RD_KAFKA_PARTITION_UA, 0, "Message $i");
$producer->poll(0);

}

while ($producer->getOutQLen() > 0) {
$producer->poll(50);
}

echo " [Producer] ;BE&IZERKII\N";

2. 3547 Producer.php &i%EE,

php Producer.php

3. BERE(TER | BT,

> [Producer] &i%XEE : message=RdKafka\Message::__set_state(array(
> 'err' => 0,

> 'topic_name' => 'topic_name’,

> 'timestamp' => 1618800895159,

> 'partition’ => 0,

> 'payload' => 'Message 0,

> 'len' => 9,
> 'key' => NULL,
> 'offset' => 0,

> 'headers' => NULL,

>))

> [Producer] &IXEHE : message=RdKafka\Message::__set_state(array(
>'err' => 0,

> 'topic_name' => 'topic_name’,

> 'timestamp' => 1618800895159,
> 'partition’ => 0,

> 'payload’ => 'Message 1,

> 'len' => 9,

> 'key' => NULL,

> 'offset’ => 1,

> 'headers' => NULL,

>))
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> [Producer] [EEEIXERIN

4. 7£ CKafka #=HIEH [topic BE] U@ , EEXWRMAY Topic , | [E£] > [(HEEA] , EENIRIZXTES.

FBN : HERER
1. REBRVIFHEZEFER Consumer.php,

<?php
$setting = require __DIR__ . '/CKafkaSetting.php’;

$conf = new RdKafka\Conf();

$conf->set('group.id’, $setting['group_id']);

[/ EENORS | BB S IREN AR S

$conf->set('bootstrap.servers', $setting['bootstrap_servers']);

// f55F8 Kafka iBZ2 2 EANHIRS | iIBZEEAIATE. 2 Broker ITEIZAYEINIRBEEEE RV OBEET |
1/ INZBEEPELNM , Broker &IECEHT Rebalance 1972,

$conf->set('session.timeout.ms', 10000);

// BFImEIGERATE , SREEX/ N EEEUEINE |, NSRBI
$conf->set('request.timeout.ms’, 305000);

[/ REEFinREPEILERE.

$conf->set('reconnect.backoff. max.ms', 3000);

$topicConf = new RdKafka\TopicConf();
#$topicConf->set(‘auto.commit.interval.ms', 100);

// offsetEEREE , BIREVSHENERE. REFASESEEUE BRI,
$topicConf->set(‘auto.offset.reset’, 'earliest’);
$conf->setDefaultTopicConf($topicConf);

$consumer = new RdKafka\KafkaConsumer($conf);
// Debug RiEREN LOG_DEBUG
//$consumer->setLogLevel(LOG_DEBUG);
$consumer->subscribe([$setting['topic_name']);

$isConsuming = true;

while ($isConsuming) {

$message = $consumer->consume(10 * 1000);
switch ($message->err) {

case RD_KAFKA_RESP_ERR_NO_ERROR:

echo " [(HZE] #KEIEE - " . var_export($message, true) . "\n";
break;

case RD_KAFKA_RESP_ERR__PARTITION_EOF:
echo " [iH#E] FRHERERF\n";

break;

case RD_KAFKA_RESP_ERR__TIMED_OUT:

echo " [[B2Z:&] EfHEMT\n";

$isConsuming = false;

break;

default:
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throw new \Exception($message->errstr(), $message->err);
break;

}

}

2.3&47 Consumer.php EZHEA,

php Consumer.php

> [(BE#EE] BIEIER - RdKafka\Message::__set_state(array(
> 'err' => 0,

> 'topic_name' => 'topic_name’,

> 'timestamp' => 1618800895159,
> 'partition’ => 0,

> 'payload’ => 'Message 0",

> 'len' => 9,

> 'key' => NULL,

> 'offset' => 0,

> 'headers' => NULL,

>))

> [iB#&E] BKEIEE | RdKafka\Message:__set_state(array(
>'err' => 0,

> 'topic_name' => 'topic_name’,

> 'timestamp' => 1618800895159,
> 'partition’ => 0,

> 'payload’ => 'Message 1',

> 'len' => 9,

> 'key' => NULL,

> 'offset' => 1,

> 'headers' => NULL,

>))

4. 7t CKafka #=HIE89 [Consumer Group) TUHE , IEEXNANHZEEHEHEZIR , HEHZFREMA topic BiR , mE [EEFE] 258 EE
=S
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Node
01 VPC RZ&#EN

BITEFAYaE: 2024-06-12 15:06:00

37—

ZIESSLA Node js ZRImAGHESEERVPCREIENEERS CKafka FHITAIHER.

ARSI

o 4 GCC
o L% Node,js
e T#demo

AP

HEETE

1. B TERdemorAdnodejskafkademo HEElinuxBRSS 85
2. EfFlinuxfRsSE8 , #AnodejskafkademoB R,

TBE— : % C++ {MEE

1 T TSR] yum JRECEBR /etc/yum.repos.d/ .

cd /etc/yum.repos.d/

2. Bl yum JEECE {4 confluent.repo.

[Confluent.dist]
name=Confluent repository (dist)

baseurl=http://imgcache.finance.cloud.tencent.com:80packages.confluent.io/rpm/5.1/7

gpgcheck=1

gpgkey=http://imgcache.finance.cloud.tencent.com:80packages.confluent.io/rpm/5.1/archive. key

enabled=1
[Confluent]
name=Confluent repository

baseurl=http://imgcache.finance.cloud.tencent.com:80packages.confluent.io/rpm/5.1

gpgcheck=1

gpgkey=http://imgcache.finance.cloud.tencent.com:80packages.confluent.io/rpm/5.1/archive. key

enabled=1
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3. FUTIAT an S % C+ + (R,

yum install librdkafka-devel

FE_ : L% Node,js #KHEE
1 PUTLA T an S AL IERRISE OpenSSL L3RR,

export CPPFLAGS=-I/usr/local/opt/openssl/include

2. PUTLA T an S iR TERE OpenSSL ERg1Z.

export LDFLAGS=-L/usr/local/opt/openssl/lib

3. PUTLA T an <%= Node js {RHfiEE.

npm install i --unsafe-perm node-rdkafka

TER= . EEREE
BIEIHRRN! CKafka BECESIfH setting js.
module.exports = {
'bootstrap_servers': ["xxx.ckafka.tencentcloudmg.com:6018"],

'topic_name": 'xxx’,
‘group_id": "xxx'

24 fiik
BARLE , FEEHarsEpiFEEmE EAS] ERAINEBFTISH.

bootstrap_servers .
P- lslimg

TopicEFR , BRI LAEESIE £ [topicEE] TWEEH.

topic_name

leiimg
group_id EAILAEENIRE | demoizfTAINERILAE [Consumer Group] WEERZIHZE.
RN : RXHR

1. WEEF-EEFER producer;s,

const Kafka = require('node-rdkafka');
const config = require('./setting’);
console.log("features:" + Kafka.features);
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console.log(Kafka.librdkafkaVersion);

var producer = new Kafka.Producer({
‘api.version.request": 'true’,

/) EBAORS | BRI SRS R AIRRSS L,
'‘bootstrap.servers': config['bootstrap_servers'],
'dr_cb": true,

'dr_msg_cb': true,

/] EREEERNEIIURE , BIEZERENATO , ANEXRAEERIEEEARESK
'retries: '0",

/] BEEREMETEI F—RER ISR ZERIRTE

"retry.backoff.ms": 100,

// producer M£&iEKAVERRTHT ],

'socket.timeout.ms": 6000,

N

var connected = false
producer.setPollInterval(100);
producer.connect();

producer.on(‘ready’, function() {
connected = true
console.log("connect ok")

D

producer.on("disconnected”, function() {
connected = false;
producer.connect();

)

producer.on('event.log’, function(event) {
console.log("event.log”, event);

D

producer.on("error", function(error) {
console.log("error:" + error);

N

function produce() {

try {

producer.produce(
config['topic_name'],

null,

new Buffer('Hello CKafka Default'),
null,

Date.now()

)i

} catch (err) {

console.error('Error occurred when sending message(s)’);
console.error(err);

}

}
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producer.on('delivery-report’, function(err, report) {
console.log("delivery-report: producer ok");

N

producer.on('event.error’, function(err) {
console.error(‘event.error:' + err);

)

setInterval(produce, 1000, "Interval");

2. PATLA T @B RIEHER.

node producer.js

3. EEEITAR.

4. 7t CKafka #=#]& [topicEIE] TUm , WEEXWRA topic , B [E£] > [BEEA] , EENNAXNES.

$BA : ITEEE
1. BlEEIEZEEERER consumer;js,

const Kafka = require('node-rdkafka');
const config = require('./setting’);
console.log(Kafka.features);
console.log(Kafka.librdkafkaVersion);
console.log(config)

var consumer = new Kafka.KafkaConsumer({
‘api.version.request": 'true’,

/1 RENORS | BB H SIRES R AIBRSS HELIE .
'bootstrap.servers': config['bootstrap_servers'],
‘group.id’ : config['group_id'],

// 6F8 Kafka iBZ2ENGIRT |, iBFE BT E. 25 Broker TEIZATEINIRBWEBZERE RV OB |
1/ INNZIBEEEFERY | Broker RHCEEHT Rebalance 1378,

'session.timeout.ms': 10000,

// BEFIREIENETE , NSRBI EEEWEINE |, NiEKERTEM
'metadata.request.timeout.ms': 305000,

// BEEFiRAEREILERE.

'reconnect.backoff.max.ms': 3000

Dk
consumer.connect();

consumer.on(‘ready’, function() {
console.log("connect ok");
consumer.subscribe([config['topic_name']]);
consumer.consume();
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)

consumer.on(‘data’, function(data) {
console.log(data);

D

consumer.on(‘event.log’, function(event) {
console.log("event.log”, event);

Dk

consumer.on('error’, function(error) {
console.log("error:" + error);

Dk

consumer.on(‘event’, function(event) {

console.log("event:" + event);

N

2. PUTLA T e SiEERHR.

node consumer.js

4. 7t CKafka =5 [Consumer Group] TRHE , IEFXNANHZERA , TERSTREAA topic BiR , BE [HiRFE]  EEREHFS.
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APIN 14

iHEBAF ( CKafka)

BEBAFI ( CKafka ) fHFum ( ckafka )

ARAS ( 2019-08-19)

APIESS

BITEFAYa): 2022-05-10 11:14:34

APIERZ

V3

ACLFEXEEO

EORMR
CreateAcl
CreateUser
DeleteAcl
DeleteUser
DescribeACL
DescribeUser

ModifyPassword

FREAXREO

BEORMR
CreatePartition
CreateTopic
CreateTopiclpWhiteList
DeleteTopic
DeleteTopiclpWhiteList
DescribeTopic

DescribeTopicAttributes

WRFRE - BRmERMEX

EOThRE

FNIN ACL 5508
INRRR
FRBRACL
BRFEF
MEEACL
HEEAFER

&

FOIhaEE
EINERDX
ellf= =51
BlEERIPEHEZR
pillE=S

B ERRIPEZ 8
SRENERRS 2R

SRENERE

%139
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RO ROIT0RE
DescribeTopicDetail SRENERRTIRIFE
ModifyTopicAttributes REFEMY

HithzO

EOZR ROThee
DescribeApplInfo HiIRPYIER
DescribeConsumerGroup HEEESEER
DescribeGroup WEHZR D H(FEEhR)

SYlEP S

BEOESMR REOThEE
DescribeGrouplnfo REUBERDEER
DescribeGroupOffsets SRENH#Z 7> Hoffset
DescribelnstanceAttributes SRENEAIE
Describelnstances SRENSEHIZIZR
DescribelnstancesDetail SRENSLHIZIRIFE
ModifyGroupOffsets ®EGroups iB#E D Hoffset
ModifylnstanceAttributes RELHIEM
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\:t LY
TERAT
= 55
EOSEV3
BEEFATE): 2022-05-10 11:14:34
tcecloud APl £ E/MAEERFITRHDIGIE , BMEMEREZTEEATIERSHTEEEREE (Signature ) LISIEERESH, &

BIERHRTEFIEER , T2 FIERE Secretld ] SecretKey ; ERFPRIRERZEFEIE | BRIECAPIZARNHEES , BNTEERATAP
#ZM.

= .
1. RiEREEIE
HEEIRERTAPIZAET , BRHESAPIZHRERELEEIE., L2FEUFEHE Secretld #] SecretKey :

e Secretld BF#HrR APLERRESHD
o SecretKey FIFINEEE R BFIIRS e imISIE S E FATRIEA.
s FARPWITTERRELSEI , BaitE,

REREFIENERLCRINT

1. EFRtcecloudEEBFEHIE,
2. BHE=APIZSRRNEHI A TUE
3. E=APIESETUHE , M [F7] RPRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELIBBIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &&Z753%

ER  XWTFGETAE , R3Z#EF Content-Type: application/x-www-form-urlencoded #mM¥i&=. X3FPOST/AE , BRISZIF Content-
Type: application/json LA Content-Type: multipart/form-data B , json HXEARTBEISEOYSZF , multipart 8=
REEEWSEOSS | WAHZEOTREEER json 1UER |, £2& BRSO iHA.

THUSRSHRERT MNXZGFIREAGIF  DEBNMBERANTEIRE. HAMBETERSAIFIRANESE : Limit 71 Offset ,
(M GET Ai&iEmA.

BRiIZFIFAY Secretld #0 SecretKey 43512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNp86cd98joQYCN3EXAMPLE

2.1. HHEALBEREA
RANTTMETIH RGBSR ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + '\n' +
HashedRequestPayload
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e HTTPRequestMethod : HTTP i&Xk75i% ( GET, POST ) , AxflHA GET ;

e CanonicalURI : URI 2%, API 3.0 EZAERKT (/)

* CanonicalQueryString : & HTTP iE3K URL hIVEIAFRFE , 34F POST 15K , EEATFHE , I9TF GET iEK , M URL (g
£ (?) GENZFEAS , AREIEYES : Limit=10&0ffset=0, ;¥ : CanonicalQueryString EE42id URL 4wf3.

* CanonicalHeaders : £5&ZRILEMER | ZOES host Fl content-type WLED , tLETIIANBEXALESSEBIUREEEE
KEOE—MFIZ e, BHENN : 1) 3LE8 key # value Fi—4ER/NG |, FEEERTIE |, 1RE8 key:value\n #=(HHE ; 2) SR,
HZRBSLER key (/NE ) ROFEEHEFRHITHHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £5&&ZMLEHER. | IRBBLLRIERBPL LIS 5TESF |, 1 CanonicalHeaders G&HILERTE—XI AT,
content-type #[1 host J9uwsifELEB, HHENN : 1) k3B key ZB—HM/INE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ . content-type;host

e HashedRequestPayload : {EKIEXAIMAEE , iTE 55N Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , X HTTP &
KEE/NEX payload fff SHA256 t5% , AE+7 #HlmS | RiERIDHEEEM/NEFE, = : XJF GET i53K , RequestPayload [
EATFHE , WF POST 53K , RequestPayload Bl HTTP i&SKIEX payload,

HRIELLEAIN | OIREREIRAGEIERENT (ATRNEW , \n BITFRIESSRITEHI— &K ) -

GET

/

Limit=10&0ffset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, PSS B REH
TSRS S 2= /E

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : £8&% , BRIEESN TC3-HMAC-SHA256 ;

* RequestTimestamp : iEKEGEIE; , BNiERLERAY X-TC-Timestamp BUE , N_E7RFIERS 1539084154 ;

e CredentialScope : EIFEE |, 1829 Date/service/tc3_request , @& HHR. FNEKARSINLRIEFFE (tc3_request ) , Date A
UTC tRERTEIR B , BUEREMALSH X-TC-Timestamp REH) UTC iRAERITEIERE—E ; service AF=mE , WRSRBAN™MR
5, Fa0 cvm, g0 7RG , BYE 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASEHHEMEICIEREBREHE , TEGER
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date /RMBTEIEL X-TC-Timestamp ITE152 , BRfXA UTC+0, MNRMARZAHEKES , HIIIFR/\X , ESHEXG
AR , BREEMTERUERY. BigEE 1551113065 , 724/ \KAYATEIR 2019-02-26 00:44:25 , BEITEEER]
89 Date BX UTC+0 FYHHEARS 2019-02-25 , A2 2019-02-26,
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2. Timestamp X/REXRIRGFATE , BFEBERRFEHENERBERSH , MREEETAS NS ERM. MNRKAIEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

HRIELA LA | EIPERIRFERFRHRUT (AT RREN , \n RITFAEESRITERI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. iH8SE
1) HEIREREE , (hRBUT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential 49 Date =E=8. , a0 L5~ , 792018-10-09 ;
e Service : B Credential g4 Service ZEREE. , W30, 79 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EHESRIRGREE R ER |
e StringToSign : BRI EBRIRGFERFRE |

2.4. #H8 Authorization
AN ™RRCHHE Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ',

‘Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
o Secretld : ZEAXIHAY Secretld ;

e CredentialScope : M tX , EIEEHE ;

* SignedHeaders : W EX , 258 ZHLIBES ;
 Signature : £

HRIBA AN | IR SEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474
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RETREIERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&80Offset=0

iHEBAZ ( CKafka)

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

RIESSIRER | FEUTERKMANERG | iSRIESRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpg86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ;#?%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk 5% 3 o '\L-I'%E% kkhkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkkkkkk ig% 4 j:}‘fl:ﬁ Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkhkkkk 53% 1 o ;#;g;m;ﬁi%*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkkkkkk 5% 2 : T#%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkkhkk ig% 3 : -‘L-I-gﬁg *hkkkkhkkkkhkkkhkk

# ITEEBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk 552’% 4 : ?#*% Authorization khkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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15 K454

BITEFATAE: 2022-05-10 11:14:34

1. fRSSHbiE

355l ( Region ) EASIERIGKIEOMMIERI. tcecloudSTIERRIEEZ B2 IER | (RN RbaR AR BRI
P, ATRHGAIERIE, 1R TR , BGERE MG,

ERTLUBIT APIED EiiHSIR B TmARtbE I,

2. SEEHY

tcecloud API RIFFEREIY@IT HTTPS #TIR(E | RHEREMHNBEEE.

3. 1BKITE
S50 HTTP B5057%:

* POST (%)
e GET

POST i&ER37#35#9 Content-Type 8 :

e application/json (% ) , X/RfEA TC3-HMAC-SHA256 BE 5%,

* application/x-www-form-urlencoded , #7f#F HmacSHA1 g HmacSHA256 &&75i%.

e multipart/form-data ( {NE8EOSE ) |, WRER TC3-HMAC-SHA256 &2 5%.

GET iEKENEKREARNAEHBIT 32 KB, POST i5k{FAEZ7AA HmacSHAL, HmacSHA256 BIASHEIS 1 MB, POST i&k A%
27355 TC3-HMAC-SHA256 Bd37# 10 MB,

4. FrFmhS

IFEFAUTF-84%%3.
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IS

BITEFATAE: 2022-05-10 11:14:34

IFRREIEEER

RS HEAERLAIMRESIZR (DescribelnstancesStatus) 2017-03-12 A6, EVEMAMALI , HATSEANREIITA :

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMEBH Requestld REERIFER , TiCiEKRMINESE , RE APIET |, MHERIREL

* Requestld FFF— APLiEKHIME—HRIR |, AN APL HIISE , STLABART] , FHEAEZ ID SRR,

* RTEENFES , ERIAEMENENHNFE , AEEOMRENFERS O FIEN., HHIFH TotalCount #0
InstanceStatusSet $5/9 DescribelnstancesStatus £ OEXIFER , BT EAREKNAFREMEZE=RSTLH , Et TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tEHIRIREIER
£, EEEERATN

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMFEEZISKARAKM, Error FERMEREERRY Code 1 Message FERTEERLMAT 2 EIREIAY,

e Code FREMHIEAIEIRID , LB RHER A LRI Z ISR E A RS piE O M AR R B m e X MR EFfER
.

Message B RHTIXMEREENERER , EIVSERSHEMIML , WAL BFRFEERFTH , AP AKX MER(E
E.

* Requestld FBF— API iERAOE—HIRIR , N8R APL HIIEE , STLABCRIRA] , FHEMIZ ID SEARRFE,

NHEERED (TODO: EE(ER, EFENEE?)

IREIZERAPUNREFE Error FER |, MZFRNAR APLIECOIKM. Error By Code FERFR/NEIRD , AT SEBIsEHIIAVEIRIS AL
IREG , TRFIH T ARG,
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure. MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

TRIRIEA
EIRAEE (A2 API AR ) |
MFA $5ig,

AR,

R

SZZIULLN

%

SRR,

k

token f&i%.

Bk CAM 1L,

DryRun #{F , RFBFRGLEMING , RRSET DryRun 2,

HERERIL
REREIR.
EORMFE.
SHIEIR.
SHEYEEIR.
B ECAPR .
FROSEGEIR.
EOMANFE.
IERAVREGET T SRERPRHE]
RiRH G .
RIFEAE.
BIRMFE.
BIRAEI A,
RIRBUE(E,
RASEGER.

SIS EEN

http(s)IEXRIMIEEIR , R3ZHF GET #1 POST 153K,

EORSHSATEhEL,

%150 @

\|
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\H5

VAN

VTERHAYE): 2022-05-10 11:14:34

iHEBAF ( CKafka)

HEYRATRRBFIZOLSNENSE  WIFE | A MEORBRARO AP ABXLSHEHTRE  EERERKIETEE
}E XLESH , FREERKIERIEK.

ERTTE V3

58 TC3-HMAC-SHA256 &&757ART

SHETR St

X-TC-Action String

X-TC-Region String

X-TC-

. Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

alil

alil

el

alil

i

AHBHEES—HEI HTTP Header iEkLE+ , 20T :

%

BEREOSR, ESEEOXEPMASEATESE Action A9RE, FIIN=IRESEENE
EEFIFIRZEO |, BUYES Describelnstances,

WIS SRR BRI EI MbERIEE. RORZAEEESE R OXETRAS
NS4 Region AUGHR, 1R | EEROATFEELEZSY , BOEPIILATHI5R
B9, RSB EEEBIZSHBARERL.

=41 UNIX BJE)E , EliCRAH#S APLiERAIATE), g0 1529223702, & : (IRSMRSS
RHEMEEBE St , 25 EERITHIER,

R APL BURRA, EUESHEOMEHRASLRISE] Version BiRBE. HIAIZARSSERAIR
& 2017-03-12,

HTTP fRAESHIAIESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : €£75)% , BRIEENZE ;

- Credential : £&1EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nERTEIRIEER , BX
EFENRHSE X-TC-Timestamp #E/Y UTC FRAERNBEIRHE—E ; service AFm& , &
RSB mREE—E, flgicvm ;

- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9wsifksLEp ;

- Signature : EZFWE,

IEEERATAEAY Token , BELERIGIIEE—FEHER. IGHZEF0 Token EEZHAETRIR
SREBZEOKE, KEIZHATEE Token,

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (0T

SHETR St
Action String

WS : BRmEmEX

=
=

fik

BEEOSR. BESEEOSETMASEATESE Action A9IREA. FIaN=IRSEE
REIsLHIZIZREO |, BUEA Describelnstances,

%151 |1 #331m
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e C
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

MR

S

String

Integer

Integer

String

String

String

String

String

i

alil

i

ali

alil

oy

i

iHEBAF ( CKafka)

fik

Wi Sy, SRR B EI MBIEAIEE. FOESIAMEREESE EZ O REA
S NS Region ROGER, 1R | RUEOATEECRZSEH , EOEP RIS
BIRER , LRSEMEEEBZS AL,

Za0 UNIX Bf[a)8% , FJicRARE APLIERAYRTEL. FI01529223702 , MRS =F1H(E
BETK , 25EERTHER.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHAE_E ERBERIRREDHY Secretld , —4 Secretld XFRME—HY SecretKey |, i
SecretKey & FRARIEXEH Signature,

BRESR , FRBIERERNGEN | FERFRIELFRBMASEITESH. Bkt
BIEESNEROSSHE,

B{FRY APLESRRA., BUESEROXETASATSL Version B, AIN=RSES
A9RRAS 2017-03-12,

25, , BaixiE HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIFER , EttiERISEHAE HmacSHAL I8IEES.

IRRSEFRFTAEAY Token , FELSIRRIZHE—EMEMA. IRRTEEM Token FEENLRE
EIRSSEMEORE. KEARPAFE Token .

i ( Region ) BEMIRAIEHR ORIEIE XIS, tcecloudAZMIIERREIE 2 BE2iEE | (RIERRMRBRARERELESE
t. ATRHEHRRE. 5 TEERE , BERRFELEEFatbE,

EaLAUEIE APIEDC ENAMIESIER EESTRAIIETISR.

WS : BRmEmEX

%152 |1 #331m
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ACLIEXR
a0 ACL ZRHE

BITEFAYE: 2022-05-10 11:14:34

v s
1. ZFOfEA
EOiBEKig - ckafka.api3.finance.cloud.tencent.com,
NN ACL 5588
BOAEZOISRIRERPRE © 100X/FD,

EOFEHAYE : 2020-03-09 15:21:34,

BOBIRESE N EN,
2. NS
UTBERSHGIRFIE TEOIBERSHFED NHESH , TEARSHGIRDAHLERSLH
SRR Wik KA fER
Action 2 String  AHSH, AEOEYE : CreateAc!
Version =2 String NHESE | AEOEYE : 2019-08-19
Region & String RS, FIFRSIFAMHEIZR(TODO)
Instanceld =2 String sCElid{ER
ResourceType 2 Int64 AclZReEE (OZUNKNOV\{ITI; 1:ANY , 2.TOPIC , 3:GROUP , 4£LU\STER ,
5:TRANSACTIONAL_ID) , H#BIRABTOPIC , HEFRATELEFRAFiRkafkafaclFifEF
ResourceName £ String ’ﬁ,}?%f?]‘( , ﬂ]resourseType*E?E , izl}l%resour_ceTypeﬂgTOPICHT_f . MiZ=FEERtopicE
R, HresourceTypeIGROUPHT , iZ=FERZR/RgroupZiR
Acl#2fEA=L , (0:UNKNOWN , 1:ANY , 2:ALL, 3:READ , 4:WRITE , 5:CREATE ,
Operation = Int64 6:DELETE , 7:ALTER , 8:DESCRIBE , 9:CLUSTER_ACTION , 10:DESCRIBE_CONFIGS ,

11:ALTER_CONFIGS)

IPRZEEY , (0:UNKNOWN , 1:ANY , 2:DENY , 3:ALLOW) , ¥gickakfaSZ#FALLOW(tHZ

PermissionType . = I4  picw) HemTELEEA TRkl

Host 5 sung | AN BREEhoSHILIAR , ickafkeRshost" , ERBEFRkafkal R
A amEs

Principal = Sting  FIFBIE . A, EREFuserEAILIAR , MEIER R RS AR

3. mHSE

WIS : B emEX %153 1 #331m

\|
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SR -3t R
Result JgwOperateResponse IREIZER

Requestld String W—iEK ID , ®RiEKESIRE], EEMATEERAZXIERKA Requestld,

4. iR

UG T 2O SSIZAEERA0EIRD | EERIBFER AT HEIRD,

HIRD R
InvalidParameter SHEEIR,
InvalidParameterValue.RepetitionValue EFEERESH,
InvalidParameterValue.WrongAction ActionZ#EUERIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RIZFRURLE,
UnsupportedOperation.OssReject OssE4aiZIR(E
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoH Vpe Id
InvalidParameterValue.SubnetldInvalid ToRHIFRid
InvalidParameterValue.ZoneNotSupport zoneAfR %
UnsupportedOperation.BatchDellnstanceLimit S EMIPRSLBIRRE
InternalError WEREEIR.
ResourceUnavailable RIFEATH,

WS : BRmEmEX

%154 ™

\|

£331m



O BASTCE SEIAFI ( CKafka)

NN

BITEFATAE: 2022-05-10 11:14:34

AR N

1. EOHA

EOEkig® : ckafka.api3.finance.cloud.tencent.com,
INFBR

BOAEZEOISRIRERPRE © 100X/FD,

EOEFATE : 2019-12-09 10:50:56,

EOBEIOES &N,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE , TBAHSHFIRDAHIERSH,

SRR whiE ESic) A
Action 2 String nHSE, KZEOBYE : CreateUser
Version 2 String NHESE, AEOBYE : 2019-08-19
Region & String AHSE, FEIFRIFRFIZR(TODO)
Instanceld = String SCf5ild
Name = String P&
Password = String A%
3. MBS
SR ESid) R
Result JgwOperateResponse IREIRIEER
Requestld String H—EK ID , @XEREPSIRE. ERBNHERAZRIEKE Requestld,

4. TR

UG T 2O SSIZAEERA0EIRD | BERISFER AT HEIRD,

HIRAD TN
InvalidParameter SEEER,
RIS : Bl =EmEX %155 7@ #331m
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IR i)
InvalidParameterValue.RepetitionValue EFEHEESEL.
InvalidParameterValue.WrongAction ActionS#EUEEIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RIFBURAE,
UnsupportedOperation.OssReject OssIE#IZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InvalidParameterValue.VpcldInvalid FoBY Vpe Id
InvalidParameterValue.SubnetldInvalid TB9Fmid
InvalidParameterValue.ZoneNotSupport zoneAz¥E
UnsupportedOperation.BatchDellnstanceLimit HEEMIPRSTEIPR
InternalError WEREIR.
ResourceUnavailable RIFARTH,
WIS : B emEX 5156 Ta #£3317W
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MIPRACL

BRUTEHAYE: 2022-05-10 11:14:34

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
FRIBRACL
EONZOERINZRS : 1000%/FD,

EOEFATE : 2020-03-09 15:16:53,

EORRIRER N,
A s
2. MIANSEL
UINERSEHFIRNGIH T EOBEKRSEIESS AHSE , RBAHSHFIRNAHERSE,
SHER Wik ZEE A
Action = String &8, AEOEYE : DeleteAcl
Version 2 String  AHSE, AEOEYE : 2019-08-19
Region & String QB FIFRSISAMHZIZR(TODO)
Instanceld 2 String  SCHidSR
ResourceTvpe = Int64 AclERZERY |, (0:UNKNOWN , 1:ANY , 2:TOPIC , 3:GROUP , 4:CLUSTER ,
yp = 5:TRANSACTIONAL ID) , 4a1RAETOPIC , HEEFRAT B4 AT RkafkataclfifEEH
ResourceName £ Strin BIEEZHFR , FresourceTypetd , tZresourceTypeATOPICHT , MiZF R Rtopic
= 9 R, HresourceTypeIGROUPRY , iZFERZRR<groupZ#i
Acli2{ER= , (0:UNKNOWN , 1:ANY, 2:ALL, 3:READ , 4:WRITE , 5:CREATE ,
. 6:DELETE , 7:ALTER , 8:DESCRIBE , 9:CLUSTER_ACTION , 10:DESCRIBE_CONFIGS ,
Operation = Int64 o .
11:ALTER_CONFIGS , 12IDEMPOTEN_WRITE) , Zgickafka R3z#FREAD,WRITE , EEH
FiassasFiRkaftkapaclpt{ER
PermissionTvoe | & s UBEE, (OUNKNOWN , LANY , 2DENY , 3:ALLOW) , igiickakfaStiSALLOW(iHS
ype | = FEEE) , HRCATREEEEFRkafkaiOaclii
Host = String AR, FJREAhostEBRILAAE , HFickafkaAsziFhostn* , (BREEEFEkafkadr=&
. LRSS
Principal S String  FP%IE , BUAR* , FonEEuserdBrILAAE , HEiRREERRPSIERFE AR

3. mHESE

WIS : B emEX %157 T #331m
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SHBR il A
Result JgwOperateResponse IREIZER

Requestld String W—iEK ID , ®RiEKESIRE], EEMATEERAZXIERKA Requestld,

4. TR

UG T OSSR A0EIRD | EfERISFEN A TR,

HIRD R
InvalidParameter SHEEIR,
InvalidParameterValue.RepetitionValue EFEEESH,
InvalidParameterValue.WrongAction ActionZ#EUERIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RISDURME,
UnsupportedOperation.OssReject OssE4aiZiR(E
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoH Vpe Id
InvalidParameterValue.SubnetldInvalid T FMid
InvalidParameterValue.ZoneNotSupport zoneAfR %
UnsupportedOperation.BatchDellnstanceLimit St EAMBRSTGIPR
InternalError WEREIR.
ResourceUnavailable RIFEATH,

WS : BRmEmEX

%158
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illGEE)

BIFEHAYE: 2022-05-10 11:14:34

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
TBRFEF

BOAEZOISRIREPRE © L00X/FD,

EOEFRAYE : 2019-12-09 10:50:41,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER whisk ESic) TR
Action = String &, NEOEYE : DeleteUser
Version =2 String NHES# | ANEOEYE : 2019-08-19
Region & String AHSH, FIFRZIFRFIZRTODO)
Instanceld = String sf5Id
Name =2 String BF&R
3. WHEE
SHER il f#A
Result JgwOperateResponse REIEER
Requestld String W—i5K ID , ®XIEREPSIRME. BRI EERAZRIERE Requestld,

4. R
UG T O SSIBIEERA0EIRD | BfERIE N AR,
FEIR ik
InvalidParameter SRR,
InvalidParameterValue.RepetitionValue EFEERSE.

WS : BRmEmEX 159 T #331m
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FHIRAD i)
InvalidParameterValue.WrongAction ActionS#EUEEIR,
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation HRISURME,
UnsupportedOperation.OssReject OssE4EIZ IR E
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoH Vpe Id
InvalidParameterValue.SubnetldInvalid T FMid
InvalidParameterValue.ZoneNotSupport zoneAfszhs
UnsupportedOperation.BatchDellnstanceLimit R EMIBRSTAIPR
InternalError EBEEIR,
ResourceUnavailable RIFATH.

WS : BRmEmEX 2160 70 #331m
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BEEACL

BRUTEHAYE): 2022-05-10 11:14:35

v -
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
HEEACL
EONZOERINZRS : 1000%/FD,
EOSEFRATE : 2020-03-02 18:29:29,

EOBIIOEE NN,

2. NS

SHER Wik KB TR

Action = String nHE&E8 , ANEOEYE : DescribeACL

Version 2 String  AHSH, AEOEYE : 2019-08-19

Region & String QB FIFRSISHMRZIZR(TODO)

Instanceld = String sCfild

ResourceType = Int64 AclZiREE (OZUNKNOV\{II\I_U,_ 1:ANY , 2:TOPIC, 3:GROUP, 4£LU§TER ,
5:TRANSACTIONAL_ID) , 4giRETOPIC , HE =BT ELFATT EkafkafacltEH

ResourceName | £ String ﬁ,}?%flj’”\ , %DresourgeType*E?é , izlSl%resour_ceTypeﬂgTOPICHﬁ , MiZFERFRRtopicE
R, HresourceTypeIGROUPHT , iZ=FERZRRgroupZ iR

Offset & Inte4  (RIBAIE

Limit S Inted  NEBRE

SearchWord & String  XiEFIUED

3. FitHEE

SHBR il A

Result AclResponse RERIACLERER TSR

Requestld String EE—iEK ID , ®RiEREIRE, TR FERMIZRIERA Requestld,

WIS : B emEX %161 T H#331m
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O BASTCE

4. FEIRS

UG T OSSR A0EIRD | EERISFE R A THEIRD,

HIRD R
InvalidParameter SHGEIR.
InvalidParameterValue.RepetitionValue EFEEESEH,
InvalidParameterValue.WrongAction ActionZ#EUERIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RIZRURLE,
UnsupportedOperation.OssReject OsstEIZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMAETFzone
InvalidParameterValue.Vpcldinvalid Fox4AY Vpce Id
InvalidParameterValue.SubnetldInvalid FTB9Fmid
InvalidParameterValue.ZoneNotSupport zone s FF
UnsupportedOperation.BatchDellnstanceLimit S EMIBRSLBIRRE
InternalError WEREIR.
ResourceUnavailable RIFEARTH,

WS : BRmEmEX
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Elljﬁﬁ)jﬁzmﬁ

BRUTEHAYE): 2022-05-10 11:14:35

1. O

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
HAAFER

BOAEZEOISRIRERPRE © 100X/FD,

EOEFAYE : 2019-12-06 16:30:42,

EOBEIOES &N,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE , TBAHSHFIRDAHIERSH,

SHEWR WA it Tk
Action = String NHBE, KIZFOBYE : DescribeUser
Version 2 String NS, AEOBYE : 2019-08-19
Region & String RNESH, FIFRSERIMEEIZR(TODO)
Instanceld = String A
SearchWord = String REREIRSR
Offset S Int64 %
Limit ) Int64 ARRREINEL
A M2
3. HESE
SHEWR it b
Result UserResponse IR[EIZERFFER
Requestld String H—iEK ID , ®XiEREPSIRME. BRI EERMIZRIEKE Requestld,
H >
4. $ERE

PAIMRFIE 7O SZEEXANERE | EERGFE N SR

=]
°

FHIRAD A

WS : BRmEmEX %163 T #331m
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IR

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

3%

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssELEIZIRIE
TFMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
EREIR.

BIRAAI A,

%164 M
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ERRAT

BRUTEHAYE): 2022-05-10 11:14:35

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
1B

BOAEZOISRIREPRE © L00X/FD,

EOEFRAYE : 2019-12-09 10:56:50,

EOBIIOEE NN,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WA &<t fEA

Action P String NHBE, KZFOBYE : ModifyPassword
Version 2 String NHESE, KEOBYE : 2019-08-19
Region & String AHSE, FIFRIFERFIZR(TODO)
Instanceld = String sl

Name = String P&

Password 2 String P RIS

PasswordNew 2 String BF#HED

3. WiHESE

SHEWR - Sl A
Result JgwOperateResponse IREIEER
Requestld String W—i5K ID , &XIEREPSIRME. BRI EERMZRIEKE Requestld,
Fey=|
4. $EiRE

PAIMRFIE 7O SZEEXANERE | EERGFEN A ATERE,

hra)

FHIRAD A

WS : BRmEmEX 2165 @ #331m
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HIRD
InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

ik

SEGEIR,
EFEHERSH.
ActionS#EVEEIR.
SEHIRFE.
RIRBURLE.
OsstE4EiZIR(F
TFMARETFzone
TS Vpc Id
FoRIHIFMid
zone R iF

S EMIPRSLBIRRS
RBREIR.

BIRAAI A,

%6166 T
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O BASTCE SEIAFI ( CKafka)

FRUEREO
HEINERAS X

BITEFATE: 2022-05-10 11:14:35

v s
1. ZFOfEA
EOiBEKig - ckafka.api3.finance.cloud.tencent.com,
REORTEMERSAISX
BOAEZOISRIRERPRE © 100X/FD,
EOE#RAYE : 2020-03-02 18:01:29,

FEOBIINE S EN,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE |, TBEAHSHFIRDAHIERSH,

SHER Whi%E E<id) fER
Action 2 String ~HBE, AEORYE : CreatePartition
Version =2 String NS ANEOEYE : 2019-08-19
Region S String RNEBE, FRFRSHFIBIEFIZR(TODO)
Instanceld =2 String sC{5iId
TopicName = String FERAETR
PartitionNum 2 Int64 FHDEANEL
3. EHSE
SHBIR &g R
Result JgwOperateResponse IREIEERE
Requestld String —igK ID , &XiEkEbiREl, EAIRATEERMZXIEKA Requestld,

4. FERhG

UG T 2O SSIZAEERA0EIRED | BfERIIFEN A TR,

WIS : B emEX %167 T #331m
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FEIRD

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

fak

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssIE4EIZIZIE
FMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
EREIR.

RIRA A,

%168 T
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Bl RN

BRUTEHAYE): 2022-05-10 11:14:35

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
Bz ckafka=E=8R
EONZOERINZRS : 1000%/FD,
EOSEFRATAE : 2020-03-02 18:33:15,

RO S 2 41N,
A M2
2. MANSE
LATBREHGIRIGH TEOBERSHIED AHSE , TBAHSHGIRIALERSE,
SHER Wik KRB fEA
Action 2 String  AHS%, AEOEYE : CreateTopic
Version 2 String  AHSE, AEOHBYE : 2019-08-19
Region S String RS, FIFRSIFAIMEHEIZR(TODO)
Instanceld = String  SCflld
TopicName = String FEER , B— M EBE 64 NMFERFNFRSR | WAUFBAEFR , FIRED
= DEAUBEFE. HFFEILC)
PartitionNum 2 Int64 Partition N8 , KF0
ReplicaNum 2 Int64 BIARNEL , RNBEZTF broker #7 , &K93
EnableWhiteList S Int64 ipAREFTR, LFIFF 0:%04 , BUARFTFF
Array
IpWhiteList & of IpEZEFIER , ECEPRE , enableWhileList=13W4i5%
String
BEHEERR  BEEEE  BAN delete", "delete” : HEIR{RFAT A
CleanUpPolicy & String MR , "compact" : &% key [£48 , "compact, delete" : &% key [£48
BARRFRI AR,
Note = String FEEE , B—IEY 64 NFRFRAS , UALIFEANEFHR , RIRE
- DEUDEFE. HFFEILEC)
MinInsyncReplicas 7 Int64 FiAml
UncleanLeaderElectionEnable & Int64 EERFREEHRIAE Hleader , false: RRIF , true: i , BUARTIF

WIS : B emEX %169 1 H#331m
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SR Wik RE
RetentionMs = Int64
SegmentMs &= Int64
MaxMessageBytes = Int64
A MM

3. S
SR ESig) TR
Result CreateTopicResp IREIRIEEER
Requestld String ME—ig=k ID

4. TR

iHEBAF ( CKafka)

R
BHRIE, (REBEYE) , BA{Ums , RI&/VME/I60000ms
Segmentsy FIRAAYEHK , Bfims , ZFTE/\/93600000ms

FRHHBERAE , B Byte , &RA(E/I12582912Byte ( EI12MB ) ,

, BIRERESRE. EMEENFRERAIZRIEKAY Requestld,

UG T 2O SSIBAEERA0EIRD | EERIBFER AR,

IR

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

ik

SEGEIR,
EFEERSH.
ActionS#EVEEIR.
SEHIRFE.
RIZBURLE,
OsstE4EiZIRIF
FMAEFzone
TS Vpc Id
FoRIHIFMid
zoneAR3ZHy

S EMIPRSLBIRRE
EBIEIR.

BIRAAI A,

%170 T H#331m

\|



O BASTCE

BlEFMIPHZ A

BRUTEHAYE): 2022-05-10 11:14:35

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
BIEFERipHZER
EONZOERINZRS : 1000%/FD,
EOSEFRATE : 2020-03-02 18:06:20,

EOBIIOEE NN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

iHEBAF ( CKafka)

SHER Wi ESic) fEiR
Action = String ~HBE, KIZFOBYE : CreateTopiclpWhitelList
Version =2 String NHESE | AEOEYE : 2019-08-19
Region & String AHBH, FEIFRSISHMERZIZR(TODO)
Instanceld = String SCfpiid
TopicName 2 String ERTEFR
IpWhiteList £ Array of String ipE&ZRTIE
3. MBS
SHRER &g AR
Result JgwOperateResponse MIps=ERRIPE &2 BaLt R

Requestld String

4. TR

E—EK ID , SRIEREPRIRME., EMAMATFEERALZRIBZRAI Requestld,

UG T OSSR A0EIRD | BfERISFER A IR,

FEIRD

InvalidParameter

WS : BRmEmEX

%

SEER.

%171 |1 H#331m
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O BASTCE MBI ( CKafka )

FHIRAD i)
InvalidParameterValue.RepetitionValue EFEHEESEL.
InvalidParameterValue.WrongAction ActionSHEVEEIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RIFBURAE,
UnsupportedOperation.OssReject OssIE#IZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InvalidParameterValue.VpcldInvalid FoEY Vpe Id
InvalidParameterValue.SubnetldInvalid TB9FMid
InvalidParameterValue.ZoneNotSupport zoneAsziF
UnsupportedOperation.BatchDellnstanceLimit S EMIBRSLBIPRE
InternalError WEREIR.
ResourceUnavailable RIFARTH,
WIS : B emEX 5172 T #331:



O BASTCE SEIAFI ( CKafka)

MpR =R

ERITEFHYE): 2022-05-10 11:14:35

1. O

EOSKRIEE : ckafka.api3.finance.cloud.tencent.com,
Mipsckafkaz= @R

BOAEZEOISRIRERPRE © 100X/FD,

EOEFAYE : 2020-03-02 18:34:34,

EOBEIOES &N,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE , TBAHSHFIRDAHIERSH,

SHER whI%E ESic) A

Action 2 String NHBE, KIZFOBYE : DeleteTopic
Version =2 String NESE, AEOBYE : 2019-08-19
Region & String AHBE, FEINF R ISIHEZIZR(TODO)
Instanceld = String ckafka s&f51d

TopicName = String ckafka MR

3. S

SHER &g R
Result JgwOperateResponse IREIREERSE
Requestld String H—i5K ID , ®XIEREPSIRME. EEENEERAZRIEKE Requestld,
4. $Ei=is
PN 7O SEEEXAEIRE , AfERIEFEN A LSRR,
FHIRAG R
InvalidParameter SRR,
InvalidParameterValue.RepetitionValue EFEERSE.

WS : BRmEmEX %173 T #331m



O BASTCE MBI ( CKafka )

FHIRAD i)
InvalidParameterValue.WrongAction ActionS#EUEEIR,
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation HRISURME,
UnsupportedOperation.OssReject OssE4EIZ IR E
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoH9 Vpe Id
InvalidParameterValue.SubnetldInvalid T FMid
InvalidParameterValue.ZoneNotSupport zoneAfszhs
UnsupportedOperation.BatchDellnstanceLimit R EMIBRSTAIPR
InternalError EBEEIR,
ResourceUnavailable RIFATH.

WS : BRmEmEX %174 T #331W

\|



O BASTCE

IR ERIPEZ &

BRUTEHAYE): 2022-05-10 11:14:35

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
MBS ERRIPH &R
EOMZECIERINERS) - 200%/70,
EOSEFRAETAE : 2020-03-02 18:07:14,

EOBEIOES &N,

2. NS

iHEBAF ( CKafka)

LATBREHGIRIGH TEROBERSHFEO NS, NHBHGIRNATHERSE
SHER S ESic) TR
Action P String ~HBE, KIZFOBYE : DeleteTopiclpWhitelList
Version =2 String NHESE | AEOEYE : 2019-08-19
Region & String AHBH, FEIFRSISRMRZIZR(TODO)
Instanceld = String SCHID
TopicName — String ERTEFR
IpWhiteList 2 Array of String ipEREyIE

3. FitHSE
SHRER &g TR
Result JgwOperateResponse MIps=ERRIPE &2 BaLt R

Requestld String

4. TR

E—EK ID , SRIEREPRIRME., EMIAMATFEERALZRIERAI Requestld,

UG T OSSR A0EIRD | BfERISFER A IR,

RS

InvalidParameter

WS : BRmEmEX

5%

SEER.

%175 T H#331m
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O BASTCE MBI ( CKafka )

FHIRAD i)
InvalidParameterValue.RepetitionValue EFEHEESEL.
InvalidParameterValue.WrongAction ActionSHEVEEIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RIFBURAE,
UnsupportedOperation.OssReject OssIE#IZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InvalidParameterValue.VpcldInvalid FoBY Vpe Id
InvalidParameterValue.SubnetldInvalid TB9FMid
InvalidParameterValue.ZoneNotSupport zoneAsziF
UnsupportedOperation.BatchDellnstanceLimit S EMIBRSLBIPRE
InternalError WEREIR.
ResourceUnavailable RIFARTH,
WIS : B emEX 5176 TM #3317W



O BASTCE SEIAFI ( CKafka)

IRENEFIZR

EBRUTEHAYE: 2022-05-10 11:14:35

<7 A
1. ZFOfEA
EOBEKIEE : ckafka.api3.finance.cloud.tencent.com,

EOBEKIEA © http://imgcache.finance.cloud.tencent.com:80ckafka.tencentcloudapi.com ZA#EO ( DescribeTopic ) BFERFZL
EGEEBAG! CKafka SLAIRYERAZR

FOAIERIRERIRSE] - 1002%/70,
EOSEFATE : 2020-03-09 16:58:46,

EOBRIRES EM,

2. MNSEL

UTNERSEGIRMGIE TEROERSEIPO LIS, TBAHRSEGIRDN TGRS,

SR WAIFE &S] R
Action =2 String NHBE, KZEOBUE : DescribeTopic
Version 2 String AHSE, AEOBYE : 2019-08-19
Region & String NHSE , FINFRIFHEHFIZR(TODO)
Instanceld = String S5 ID
SearchWord ® String RN | 1208 topicName 1938 , STFBRMIES
Offset & Int64 REE , NEEAR0
Limit & Int64 REFE , NENEKIASL0 , HKENS0
3. EitH&4
SHER ESid) fiR
Result TopicResult IREIRIEER
Requestld String W—iEXK ID , ®RiEKESIRE], EEMATEERAZXIERKA Requestld,

4. $EIRS

UG T 2O SSIBAEERA0EIRD | EfERITFER ARG,

WIS : B emEX %177 |1 H#331m

\|
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FEIRD

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

fak

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssIE4EIZIZIE
FMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iHF
SEMPRSLBIRHE!
EREIR.

RIRA A,

%178 ™
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O BASTCE

SRENE RN

BRUTEHAYE): 2022-05-10 11:14:35

1. #EOfER

iHEBAF ( CKafka)

EOBKIER : ckafka.api3.finance.cloud.tencent.com,

REVERR
FOAZCEISRERIRS] © 100R/FD,
BOSEHAYE : 2019-12-09 10:47:39,

EOBIIOEE NN,

2. NS

Action = String
Version = String
Region = String
Instanceld = String
TopicName = String

3. S

SHBR ESid]
Result TopicAttributesResponse

Requestld String

4. FEIRD

UG T Ol S5BIEERA0EIRD | BfhiERADIFE I A iEiRe

EIRED
InvalidParameter

InvalidParameterValue.RepetitionValue

WS : BRmEmEX

NHSE, AEOEYE : 2019-08-19

NHEHBE, FRFRSFBIEEIZR(TODO)

fik
IREIRIERIIR

BE—IEK ID , RIEREIRE., BRI FERAZRIEKAT Requestld,

Jdr
°

5%
SHGEIR.

EFEERSE

%179 1 H#331m
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O BASTCE MBI ( CKafka )

IR i)
InvalidParameterValue.WrongAction ActionS#EVEEIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation FIZRURAE.
UnsupportedOperation.OssReject OssIEI%IRIE
InvalidParameterValue.SubnetNotBelongToZone FMAEFzone
InvalidParameterValue.VpcldInvalid FoHY Vpe Id
InvalidParameterValue.SubnetldInvalid FoHIFMid
InvalidParameterValue.ZoneNotSupport zoneAfszhs
UnsupportedOperation.BatchDellnstanceLimit R EMIBRSTAIPR
InternalError EBEEIR,
ResourceUnavailable RIFATH.

WS : BRmEmEX 2180 T #331m
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O BASTCE

SRENE RS ZRIF B

ERITEFHYE): 2022-05-10 11:14:35

1. O

iHEBAF ( CKafka)

EOEkig® : ckafka.api3.finance.cloud.tencent.com,

REVER RS ((=HaREA )
FOAZCEISRERIRS] © 100R/FD.

EOEFAYE : 2019-12-06 16:48:46,

UTNBERSEGIRGIH T ROBERSEHHBO NHSE , TBAHSHFIRDAHIERSH,

BRI E S EN,
A M
2. NS
Action = String
Version = String
Region = String
Instanceld = String
SearchWord &= String
Offset & Int64
Limit & Int64
A A3 g
3. WHEE
SHETR it f#EA
Result TopicDetailResponse

Requestld String

4. FEIRD

UG T 3Ol SSIBIEERA0EIRD | BRI A THEIRD,

HEIRD

WS : BRmEmEX

NHESE, AEORYE : 2019-08-19

NHEBH, FIFRSIERIMHEIZR(TODO)

scflid

(ITEEM ) #BBtopicNameidlE , STHEHAEHAEIA
RiEE , NEEAA0

REFE , ANENZA 10 , H&AE20 , BUEEALTO

IREIRFERTFESLAR

E—IEK ID , §REREPRIRME, ELIRASFERAEZRIERAT Requestld.

Jdr

%181 1 #331m

\|



O BASTCE MBI ( CKafka )

FHIRAG i)
InvalidParameter SR,
InvalidParameterValue.WrongAction ActionSHEVEEIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RIFBURAE,
UnsupportedOperation.OssReject OsstE#IZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InternalError WEREEIR.
ResourceUnavailable RIFEATH,

WRIFRA : Bl emEX %182 Tn #331m



O BASTCE SEIAFI ( CKafka)

IRETREE

EBRUTEHAYE: 2022-05-10 11:14:35

32 HEA
1. #EOEA
ZEOBEKIES © ckafka.api3.finance.cloud.tencent.com,
AEOBTENERENE.
FONBEOERIERS « L000K/FD.

EOEFAdE : 2020-03-02 18:31:52,

EORIRESE NEN,

2. BMINSE

LITNBERSHGIRNFIE TEOIBRSHFED NS |, TEARSHGIRDAHLERSE,
SHER Wik KRB fEA
Action 2 String NHBE, KZFOBYE : ModifyTopicAttributes
Version 2 String AHSE, AEORYE : 2019-08-19
Region & String AHSE, FEIFRIFERFIZR(TODO)
Instanceld = String 5 1D,
TopicName = String FRAZFR,

FlEEE B NBEANFRNFRS , ALFEAEFR , ®RIR

Note BN msamaTEs. MR-
EnableWhiteList & Int64 IP EREFX, 1: 77 ; 0 : X,
IpWhiteList = g\tr:iiygd IpEIGEEIZE | BEATIRE] , enableWhileList=1AT0%%
MinInsyncReplicas S Int64 ZAHML,
UncleanLeaderElectionEnable S Int64 AR 0, 0 : false ; 1 : true,
RetentionMs & Int64 HEREBATE |, B ms, HEi&/IME/60000ms,
SegmentMs & Int64 Segment 5 HIRENHIATS |, B4 : ms , REiIE/)N\/986400000ms,
MaxMessageBytes & Int64 FHEREAE , BALA Byte , SA(EN12582912Byte ( BI12MB )
CleanUpPolicy & String HEMBRERRE , AILA%Edelete B compact
WRIFRA : Bl emEX %183 Tn #331m



O BASTCE

3. iS4

SHER Sl HEAR
Result JgwOperateResponse IREIERE

Requestld String

4. FERG

PIMRFIE 7O SZEEXAERES | EERGFEN A SR,

iHEBAZ ( CKafka)

W—iEXK ID , BREKESIRE., EMEMITEERAZXIEKAI Requestld,

HiRAD

InvalidParameter

InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation

UnsupportedOperation.OssReject

InvalidParameterValue.SubnetNotBelongToZone

InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid

InvalidParameterValue.ZoneNotSupport

UnsupportedOperation.BatchDellnstanceLimit

InternalError

ResourceUnavailable

WS : BRmEmEX

ik

SHIER.
EFEHERSH.
ActionZ#BUEIHIR.
SEHIAFE,
ARIZRURLE,
OsstEEIZIRE
FMARETFzone
FoRH9 Vpe Id
FoRIHIFRid
Zone Rz HF
HEMPRSTBIRSE]
REBIEIR.

BIRAATA.

%184
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O BASTCE SEIAFI ( CKafka)

HfthizO
EEAFSIER

BITEFATE: 2022-05-10 11:14:35

1. O

EOEkigE . ckafka.api3.finance.cloud.tencent.com,
S TRUTIES

BN OIBRIRERIRS] © 1000%/70,

EOEFRAYE : 2019-12-09 11:00:06,

EOBFINE R EM.

2. NS

UTNBERSEGIRGIH T ROERSEHBO NHSE |, TBEAHSHIIRNAHIERSH,

SHER Whi%E ESic) fER
Action = String NHESE , KIZEOBYE : DescribeApplnfo
Version =2 String NS ANEOEYE : 2019-08-19
Region & String REBE, FRFRSHFHIEFIZR(TODO)
Offset & Inte4 IRBAE
Limit B Int64 NREHAFHERAHERT , &AE50, FIAS0
3. IS
SHER E3id) fEk
Result AppldResponse RERIFFESEKAIApp 1dFIR
Requestld String E—IEK ID , SREREIRME., ELIARSFEERAEZRIERAT Requestld,

4. FEIRD

UG T OS5I EERA0EIRD | BERISER A HHEIRD,

l_':|

RS HEA

WS : BRmEmEX 25185 T #331m
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IR

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

3%

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssIE4EIZIZIE
FMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
EREIR.

BIRAAI A,

%186 @
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O BASTCE

HEHEEDEER

ERITEFHYE): 2022-05-10 11:14:35

7 4
1. #FOfEA

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
BEHEESEER

EONZCERINZRS : 1000%/FD,

EOSEFRATE : 2020-03-02 18:46:04,

EOBIIOEE NN,

2. NS

UTNBERSEGIRGIH T ZROBERSHHBO RS, TBAHSHFIRDAHERK

iHEBAF ( CKafka)

SHER Wik KA fEA

Action = String  AHSE, AEOEYE : DescribeConsumerGroup

Version 2 String  AHSE, AEOEYE : 2019-08-19

Region & String  RHSH, FENFFRXFHIMIESIZR(TODO)

Instanceld = String ckafkasLflid,

GroupName 5 String ik , R EEEIENgroup&TR.

TopicName = String EJ:& . fﬁ):'.—i*%%ﬁi@ﬂ’ﬂgroupEF'E’\JXU“F_\YE’\JtOpiC%ﬂ”\  SIEIERE T 1% 240 , Mgroup X RIEENR
BRiZSEL.

Limit 5 Int64 RRIREBINHPRE

Offset B Int64 RBE

3. WS

SHBR St R

Result ConsumerGroupResponse RERHEZESERER

Requestld  String HE—EXK ID , ®XEKRESIRE, BRI FEEREZRIEKA Requestld,

4. iRt

WS : BRmEmEX

6187 T #331m



O BASTCE

PAIMRFIH 7O SZEEXANEREE | B ERGFE N A TERE.

HIRID

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation

UnsupportedOperation.OssReject

InvalidParameterValue.SubnetNotBelongToZone

InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

ik

SHIER.
EFEEESH.
ActionSEEUEIEIR.
SEHIAFE,
ARIZRURLE,
OssEEIZIRE
FMARETFzone
FoRH9 Vpe Id
FoRIHIFRid
ZOnNe R HF
HEMPRSTBIRSE]
REBIEIR.

BRI,

%6188 1 #331m
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O BASTCE SEIAFI ( CKafka)

MEBFE D HEEEMR)

ERITEFHYE): 2022-05-10 11:14:35

ARy N
1. EOHA

EOEkiEE . ckafka.api3.finance.cloud.tencent.com,
WESHER S 4H (FEEhR)

BOAEZEOISRIRERPRE © 100X/FD,

EOEFAYE : 2020-02-17 17:03:28,

EORIRESE NEN,
2. MINSE
UTNBERSHGIRNFIE TEOIBRSHFED AHESH , TEARSHIIRDAHLERSLH
SRR Whi%E E<id) R
Action = String NHBE, KIZOBYE : DescribeGroup
Version =2 String NESE  AEOEYE : 2019-08-19
Region & String REBH, FIFRSIFHIMEEIZR(TODO)
Instanceld = String SLHID
SearchWord & String BRXET
Offset B Int64 EEg=s
Limit & Int64 BAIREEE
3. BitHEE
SHETR St R
Result GroupResponse IREIZERESIZR
Requestld String H—iEK ID , &XIEREPSIRE. BRI EERMZRIEKE Requestld,

4. FEIRD

UG Tl SSIBIEERA0EIRD | BERIDEN A THEIRD,

Jdr

FEIRIG FHA

WIS : B emEX %6189 1 #331m

\|
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HIRD
InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

3%

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssIE4EIZIZIE
FMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
IEREEIR,

BIRAAI A,

%190 @
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O BASTCE SEIAFI ( CKafka)

SLAIMER RO
IRENHZR T EER

BITE#AYa: 2022-05-10 11:14:35

= =

1. ZFOfEA

EOiBEKigE : ckafka.api3.finance.cloud.tencent.com,
REGHEDEER

BOAZOIERIRERPRE © 100X/FD,

EOEFRAYE : 2020-01-07 11:26:49,

EOBFIRE R EM,

A M2
2. BINSE
IUTEREBFIRNFIHT BIERSEIEA ARSH | SRANSHPIRN AR,

o

&

Action = String ~HSE, AZEOBYE : DescribeGrouplnfo

Version = String NHESE | ANEOEYE : 2019-08-19

Region S String NS, EIFTERHMEFIZRTODO)

Instanceld & String (ITEE ) $RABsLAI ID 93,

Grouplist | & f;f ry Kaflka J4245348, Consumer-group , BRI, WREMIHEBATIITEN (—k
String GET&KF ) , ALAMERIE : GrouplList.0=xxx&GroupList.1=yyy.

3. S

SHER RE fk

Result Array of GroupInfoResponse REIRVER

Requestld  String E—iEK ID , ®RiEREIRE, TR FERMHIZRIERE Requestld.,
H >0
. eI

UG T OS5I EERA0EIRD | BEERITEN A HHEIRD,

l_':|

WS : BRmEmEX %191 T #331m



O BASTCE

FEIRD

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

R

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
RIRURAE.
OssiE4EIZIRIE
T BT zone
T3 Vpe Id
ToRHFMid
zone 3T

L EMIBRSTHIBR S
IEREEIR,

BIRAAJ A,

%192 ™
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KB H 2R tHoffset

EBRUTEHAYE: 2022-05-10 11:14:35

L. g

iHEBAF ( CKafka)

ZEOBEKIES © ckafka.api3.finance.cloud.tencent.com,

SRENHZR D 4Hoffset
FONBEOERIERS « L000K/FD.
BEOSEHATE : 2019-12-06 16:51:35,

ORI E S &N,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

Action = String
Version 2 String
Region = String
Instanceld = String
Group = String
Topics B gtrrrii)g/; of
SearchWord & String
Offset &= Int64
Limit = Int64
3. BB
SHER RE
Result GroupOffsetResponse
Requestld String

WS : BRmEmEX

\)

NHESE, AEOBYE : 2019-08-19

\

AHBE, R RSIEHRBRFIZR(TODO)
(&M ) $2RRSLBI 1D 938
Kafka iB#&94H

group RN ERBFREE , NRIZHEZEA , NFRTRSEN group TG topic 5
B

FEHAPTAD topicName
RREAIREAE | BIA0
RRREERIEANEL , BIAA50 , ZRAERS0

fEik
REIEERIIR
HE—iEK ID , BRIEKREIRE., TR FERHIZRIERE Requestld,

6193 1 #331m
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O BASTCE

iHEBAZ ( CKafka)

4. FEIRS

UG T OSSR A0EIRD | EfERIRFER A HHEIRD,

HiIRD R
InvalidParameter SRR,
InvalidParameterValue.RepetitionValue EFEERSE,
InvalidParameterValue.WrongAction ActionZ#EUERIR.
InvalidParameterValue.InstanceNotExist SLHIATFIE,
UnauthorizedOperation RIZRURLE,
UnsupportedOperation.OssReject OsstEIZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMAETFzone
InvalidParameterValue.Vpcldinvalid Fox4AY Vpce Id
InvalidParameterValue.SubnetldInvalid FTB9Fmid
InvalidParameterValue.ZoneNotSupport zone s FF
UnsupportedOperation.BatchDellnstanceLimit S EMIBRSLBIRRE
InternalError WEREIR.
ResourceUnavailable RIFARTF,

WS : BRmEmEX

%194 ™
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O BASTCE

SRENSCHETE

EBRUTEHAYE: 2022-05-10 11:14:35

1. #EOfER

iHEBAF ( CKafka)

EOBKIER : ckafka.api3.finance.cloud.tencent.com,

SRENLAIE M
BN OIBRIRERIRS] © 1000%/70,
EOEFATE : 2019-12-09 10:52:05,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wi ]
Action 2 String
Version g2 String
Region &= String
Instanceld = String

3. S

SHER ESig)
Result InstanceAttributesResponse
Requestld String
H >
4. 3ERhS

UG T 2Ol S5ZEERA0EIRD | EfhiEiRBIFER

HIRD
InvalidParameter
InvalidParameterValue.RepetitionValue

InvalidParameterValue.WrongAction

WS : BRmEmEX

Tk

N

NIESE , AEOEYE : DescribelnstanceAttributes

NHEHSE , AEOBYE : 2019-08-19

>
%

HS¥ , RN RSISHIRFIZR(TODO)

\

hlid

3%
SLHIBMHEREIERISR

E—IEK ID , &RIERESIRE. EMIAEISFERAZRIBERAT Requestld,

AR,
%
SEEIR.
EFEHEESH

ActionZ#EUERIR.

6195 1 #331m
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O BASTCE MBI ( CKafka )

FEIRAG i)
InvalidParameterValue.InstanceNotExist SLHIATFHE,
UnauthorizedOperation RIFRURAE,
UnsupportedOperation.OssReject OssE4EIZIR(E
InvalidParameterValue.SubnetNotBelongToZone FMAETFzone
InvalidParameterValue.VpcldInvalid Fox4AY Vpce Id
InvalidParameterValue.SubnetldInvalid ToRHIFRid
InvalidParameterValue.ZoneNotSupport zone s FF
UnsupportedOperation.BatchDellnstanceLimit S EMIBRSLBIRRE
InternalError WEREEIR.
ResourceUnavailable BRI A,
WIS : B emEX 5196 Ta £3317W



O BASTCE SEIAFI ( CKafka)

SREXSLAIFZR

EBRUTEHAYE: 2022-05-10 11:14:35

32

1. #EOEA

ZEOBEKIES © ckafka.api3.finance.cloud.tencent.com,

A#0O ( Describelnstance ) BFERFPKF NABUERBASI CKafka SLfIZIZE
FNBEOERIEIRS : 200R/FD.

BEOSEHFATE : 2019-12-19 11:23:20,

EORBER LN,

2. NS

UTNBERSEGIFRGIH T ROBERSHIBO LNHSE , TBAHSHFIRDAHERSE,

SHER Wik KA R
Action = String n"HE&E, AEOEYE : Describelnstances
Version 2 String AHSE, AEOHE : 2019-08-19
Region & String AHSE, FIFRIFERFIZR(TODO)
Instanceld & String (U8R ) HRBRLAIDILTE
SearchWord & String (ITIEEM ) IREBRLAIBTRTIE | STFRMES
Status B Array of Int64 (B M ) TORPRTE. 0: g, 1:i5f74, 2 fikR , NEEGAREISER
Offset & Int64 RizE , TEEAA0
Limit £ Int64 REEE , MEWEGAL0 , &RAE20
TagKey & String ILEciReskeylE,
3. FitHEE
SHBIR E3ig) i)
Result InstanceResponse IREIRYLER
Requestld String HE—iEK ID , BIRIEKREIRE], EORAFEERAZIXIBEKRA Requestld,

4. {EIRE5

WIS : B emEX %197 T #331m
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AN 7OV S EERAERID | BEERIDFE N HEIRTE,
ERtD fatk
InvalidParameter SHGEIR.
InvalidParameterValue.RepetitionValue EFEERSE.
InvalidParameterValue.WrongAction ActionS#EUEEIR.
InvalidParameterValue.InstanceNotExist SERIATFIE,
UnauthorizedOperation RIFRURLE,
UnsupportedOperation.OssReject OsstE4EIZIRE
UnsupportedOperation.BatchDellnstanceLimit HEEMIBRSTBIRE!
InternalError WEREEIR,
ResourceUnavailable RIFARTF,

WS : BRmEmEX 2198 Tn #331m
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O BASTCE SEIAFI ( CKafka)

Y= < > ==

SREN LA ZRIF B

BT EHETE): 2022-05-10 11:14:35

1. EOfA

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
FAFP K R IRBNL I RIF IS

EOMZECIERINEIRS) : 200%/70,

EOEFTE : 2019-12-19 11:22:28,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik KA fER

Action = String nHESE, ANEOEYE : DescribelnstancesDetail
Version 2 String AHSE, AEOHE : 2019-08-19

Region & String AHSE, FIFRIFRFIZRTODO)
Instanceld & String (U8R ) HRBRLAIDILTE

SearchWord & String (ITIEEM ) IREBRLAIBTRTIE | STFRMES

Status ) Array of Int64 (SUEFM ) EHRPRE. 0 : gl , 1:im(79, 2 : kRt , MEERGARREZET
Offset & Int64 REE , ANEBIAA0

Limit £ Int64 REEE , MEWEGAL0 , &RAE20

TagKey & String ILEciREEkeylE,

Filters S Array of Filter JORe

3. mHSE

SHEWR i DG
Result InstanceDetailResponse IREIRISLAIFBERS
Requestld  String E—iEK ID , §RiEREIRE., TR FERMHIZRIERE Requestld.,

WIS : B emEX %199 1 #331m

\|
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iHEBAZ ( CKafka)

4. FEIRS

UG T OSSR A0EIRD | EfERIRFER A HHEIRD,

FEIRD AR
InvalidParameter SHEEIR.
InvalidParameterValue.RepetitionValue EFEEESH,
InvalidParameterValue.WrongAction ActionS#EUEEIR.
InvalidParameterValue.InstanceNotExist SLHIARTFIE,
UnauthorizedOperation RIFBURLE,
UnsupportedOperation.OssReject OsstEIZIRIE
InvalidParameterValue.SubnetNotBelongToZone FMNAETFzone
InvalidParameterValue.VpcldInvalid Fox4AY Vpce Id
InvalidParameterValue.SubnetldInvalid T+ mid
InvalidParameterValue.ZoneNotSupport zoneAsziF
UnsupportedOperation.BatchDellnstanceLimit S EMIBRSLBIRRE
InternalError WEREIR.
ResourceUnavailable RIFARTF,

WS : BRmEmEX

26200 @

\|
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iHEBAF ( CKafka)

1ZEGroups i§# o Hoffset

BITEFATE: 2022-05-10 11:14:35

1. FOfEE

EOEkiEE . ckafka.api3.finance.cloud.tencent.com,

®EGroups iHZ > ¢Hoffset

FOAEOIBRIRERIRS] © 1000%/70,

EOEFATE : 2019-12-09 10:54:37,

EOBEIOES NN,

2. NS

UTNBERSEGIRGIH T ROBERSHHBO NHSE | TBAHSHFIRDAHIERSH,

SHER Wil
Action =
Version =
Region =
Instanceld =
Group =
Strategy =
Topics =
Shift &

ShiftTimestamp &5

Offset

iy

3. mHESE

WS : BRmEmEX

Int64

Array
of
String

Int64

Inte4

Int64

N

\

A
NS

t£#5 , AMEOBYE : ModifyGroupOffsets

NESE, AEOBYE : 2019-08-19

%

HBE , N RSISHIRFIZR(TODO)

>

\

kafkascfslid
kafka iHZ85>4H

BHEoffsethIFEE , ASE X 0. 345%shift-byS#y , KFEoffsetmpiakmE#ashifts 1.
33553 (by-duration,to-datetime, to-earliest, to-latest) (X il offsetiEFIEIHETE
timestampfRIfIE 2. 3IFFE% (to-offset) , (KB offsetiBmhZEIISEM offset{ B

RrkEEaMtopics, NMERTEEB

Hstrategy NORT , MMERZFE , AILAKFERFRSIBoffsetmEBashiftsk , NFEN
BoffsetmpiEfshiftszal, FHREBGHMoffsetiiZZ(old_offset + shift) , EEFEAY
ENRFoffset/NFpartitionfearliestl=igE Hearliest , AIRA T partition AYlatest
Nj=igEHlatest

Bfyms, HstrategyS1HY , WREZIZFER , HP-2FrESoffsetZIHFFFANAME |, -1
FRESIREIUEREHTED)  HEEWKFIEENE , £3KBtopicHEEREN
offset ARHTEE , FETEMN , RIBENRERFEER , WIREEARE N offset,

SEEFNRENoffset(E., HstrategyH2 , KRB RZFE.

6201 |1 #331m

\|
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SR -3t R
Result JgwOperateResponse IREIZER

Requestld String

4. FEIRMS

UG T 2O SSIBAEERA0EIRD | BfERIBFEN A IR,

HRTD

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

E—EK ID , ERIEKED

Pas
=

iHEBAZ ( CKafka)

iRE], EEEARERIZIRIERE Requestld,

ik

SEGEIR,
EFEHERSH.
ActionS#EVEEIR.
SEHIRFE.
RIZBURLE,
OsstE4EiZIRIE
FMAEFzone
TS Vpc Id
FoRIHIFMid
zone Rz HF

S EMBRSLBIPRSE]
MEBEIR.

BRI,

%202 ™

\|
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O BASTCE SEIAFI ( CKafka)

R ESCAIRE

ERITEFHYE): 2022-05-10 11:14:35

< A

1. #FOfEA

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
RELHIEM

EONZCERINZRS : 1000%/FD,

EOSEFRAETAE : 2019-12-09 10:52:33,

RO S 32 41N,
A M2
2. MASE
ATBREHGIRIGH TEOBERSHIED AHSEY | TRBAHSHGIRIALERSH
SRR Wik KRB i)
Action = String ~HBE, KIZFOBYE : ModifylnstanceAttributes
Version 2 String NHBE, AEFOBYE : 2019-08-19
Region & String RNESH, FIFRSIEAMEEIZR(TODO)
Instanceld = String sfAlid
- SIHIEHEAIRIKEREBRTE , BUSH , &RA30K , OERA
MsgRetentionTime & Int64 .
grefentfiontime | = P B R R S5
InstanceName - String SIHIBFR , B— BT 64 NMFRIVFRFSR | WALIFE
. NEFH RIS IUEESFE, HFMEE()
Config S ModifylnstanceAttributesConfig ~ SCfIfECE
A M2
3. FitHEE
SHEWR E- il AR
Result JgwOperateResponse IREIEER
Requestld String H—iEK ID , &XIEREPSIRME. BRI EERMZRIEKE Requestld,

4. FEIRD

UG T 2Ol S5BIEERA0EIRD | BhERADIFE I A iEiRe

Jdr
°

WIS : B emEX 6203 1 #331m
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HIRD
InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX

iHEBAZ ( CKafka)

3%

SHEEIR.
EFEEESH.
ActionSEEVEEIR,
SLHIRFIE.
HRIZRURLE,
OssiE4EIZIRIE
FMARETFzone
F30H9 Vpe Id
FoxBIFMid
zone R iF
SEMPRSLBIRHE!
IEREEIR,

BIRAAI A,

%204 @

\|
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O BASTCE MBI ( CKafka )

SRS

ERITEFHYE): 2022-05-10 11:14:35

TopicPartitionDO

DXIFE

N T™EEO5|A : DescribeTopicAttributes

AR xE fiA
Partition Long Partition ID
LeaderStatus Long Leader IZ1TIRE
IsrNum Long ISR N84
ReplicaNum Long BIANEY
PartitionOffset
oAU

#HanT™EA5|F : DescribeConsumerGroup

HR =i fisiA
Partition String Partition,l%0"0" &% " 1"
Offset Long Offset 550100

DescribeBrokersResponses

DescribeBrokersResponses

WaN O3] A : DescribeBrokers

2R St ik
TotalCount Long BE
Brokers Array of DescribeBrokerResponse Brokers

DescribeGroup

DescribeGroupiR[E]SLiA

e TEOS | : DescribeGroup

WS : BRmEmEX 58205 @

\|
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O BASTCE MBI ( CKafka )

2R ESit] iR

Group String groupld

Protocol String iZ group {ERAIINY,
Error
REREREE

#ANTEOSIA -

&R St fatk
Code String BRI
Message String HIR(EE
Acl
ACLRYZRL{K

WA T3 | : DescribeACL

BR St fk
AcliZEZEES , (0:UNKNOWN , 1:ANY , 2:TOPIC , 3:GROUP , 4:CLUSTER ,
ResourceType Long

5:TRANSACTIONAL_ID ) H#giRETOPIC ,

FIREFR , FlresourceTypetBxinHresourceTypeITOPICHT , NiZFERFERRtopicBHR , 24

R N Stri
esourcelName fng resourceTypeJGROUPRY , 1ZFERRRgroup &R

Principal String A%, BliAAUser* , RiEEuserdBRJLAAIE) , HRIAF REERAFFIRSEEHIABR
Host String BOAT , e HahostEBRILAGE , ZFickafkaFszfFhosty , (BREEFTRkafkafUr Mt B %

XFF

AcliBfESZL(0:UNKNOWN , 1:ANY , 2:ALL, 3:READ , 4:WRITE , 5:CREATE , 6:DELETE ,
Operation Long 7:ALTER , 8:DESCRIBE , 9:CLUSTER_ACTION , 10:DESCRIBE_CONFIGS , 11:ALTER_CONFIGS ,
12:IDEMPOTEN_WRITE)

PermissionType Long PRZERY(0:UNKNOWN , 1:ANY, 2:DENY , 3:ALLOW)

CreateTopicResp

BIEFR(E]
e TEOS | : CreateTopic

BR

W
i
ﬁ-&
5

WS : BRmEmEX 28206 T0 #331m
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EFR s A
Topicld String F&aud

InstanceDetail

SRS

AN T™EOS| A : DescribelnstanceDetail, DescribelnstancesDetail

R &Sid) R

Instanceld String sf5lid

InstanceName String SEAFIZFR

Vip String HALFIRvip FE

Vport String THIESEAIRNHRCOERE

VipList Clr;a%t?:y ERIPFI%E

Status Long SCHIRIRES. O : QU , 1: 517, 2 : flibge : SlRE+ , -1 LM
Bandwidth Long LSS |, BfIMbps

DiskSize Long SCRIRSEFERN |, BAfIGB

Zoneld Long BIFAXIEID

Vpcld String vpcld , SNRAZ |, R EERMMLE

Subnetld String FKid

RenewFlag Long SCRIREERE | int 83E | IRRBERE |, 2R NBHABhERE
Healthy Long LA int : OFRTERR | IR EE | 2 RRLHIRERE
HealthyMessage  String LHPRSER

CreateTime Long SCAIBIEERT B R IE]

ExpireTime Long SCATERART R

IsInternal Long EEAREER. BN RTREEF

TopicNum Long Topic Mg

Tags Array of Tag friRtag

Version String kafkakRAE 2

Zonelds Array of Long BT AKX

Cvm Long ckafkatssE2EHY

WS : BRmEmEX 5207 I
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2R St fik

iHEBAZ ( CKafka)

EEBFAY CPU 2844, 1:x86; 2:arm; IEARICEHFAZEEY , 5] : 3 Tiftl9 0011 , 7= x86.

CpuArch L
pusAre °ong arm ;B&Z814

SoldOut

EBTE
#AOT™EOSIA -

BFR e

Cvm String

DescribeClustersResponses

DescribeClustersResponses

#ANTEOSIA -

R RE
Brokers Array of DescribeClustersResponse
TotalCount Long

SubscribedInfo

SRR

#aN O35 | : DescribeConsumerGroup

2R et
TopicName String
Partition Array of Long
PartitionOffset Array of PartitionOffset
Group
LEERYN

AN T™ZO5 |8 : DescribeConsumerGroup

BR St

WS : BRmEmEX

)%

ERHER

I%%&
U
TR0 ER—RE
RS X
P Xoffsetz82
A

%208 Tn #331m
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AR ESit] R
GroupName String HZFR
Assignment

FEEDEGIZEZRER partition F2

WA T™O3|F : DescribeGrouplnfo

BFR ESid) R
Version Long assingmenthR 452
Topics Array of GrouplInfoTopics topic(EEFIZE
Instance
LIRSS

AN T4EM3| A : Describelnstances

BFR &g fER
Instanceld String sf5lid
InstanceName String S FR
Status Long SCHIRGIAES. O : Bl , 1:izf79, 2 kR , 5B, -1 BIEEM
IfCommunity Boolean EETHRELAI, FHR : true , AFFRE : false
ConsumerGroup
FAF4BSER

#aNTEOS A : DescribeConsumerGroup

EFR ESid) 3%
ConsumerGroupName String FFRZR
SubscribedInfo Array of SubscribedInfo PSS
User
FAFPSE(R

AN T#EEOS| A : DescribeUser

WS : BRmEmEX 2209 70 #331m
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BFR
Userld
Name
CreateTime

UpdateTime

Tag

LHRFIBFRANRERTSR

b
f

Long
String
String

String

iHEBAZ ( CKafka)

fik
FAFid
AR
ellEEn )

REEHATE

AN T#EM5| A : DescribelnstanceAttributes, DescribelnstanceDetail, DescribelnstancesDetail

g N
TagKey

TagValue

Partition

PXER

WA ™ZO5 |8 : DescribeConsumerGroup

g N

Partitionld

PriceObject

UISES

a3 | A : DescribeCkafkaPrice

BFR

Pid

Price

Value
PriceModel
PriceDetail

TotalCost

WS : BRmEmEX

i

String

String

ok
e

Long

String

Long

Long

String

Array of PriceDetail

Long

R
1rEERkey

IRERYE

fiik

SXID

=]
MstEs
MSIFIEEA

ISHEE

28210 ;1 #331m
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BFR
BillingltemCode
SubBillingltemCode
RealTotalCost

Policy

PolicyDetail

InstanceTypeConfigDO

ST E B
WA~ EO3|F : DescribeCkafkaTypeConfigs
BR
Type
Desc
Bandwidth
DiskSize
Pid
MaximumlInstancePartition

MaximumlInstanceTopic

InstanceConfigDO

SEAIECESE(R

#HUN O3] 8 : DescribelnstanceAttributes

g ils
AutoCreateTopicsEnable
DefaultNumPartitions

DefaultReplicationFactor

GrouplInfoTopics

GroupInfolgEBtopiciise

WS : BRmEmEX

el
String
String
Float
Float

PolicyDetail

ok
2

Boolean
Long

Long

iHEBAZ ( CKafka)

1%
TEAFED
FIKEHS

\IE\TEE

o
i

huy s
M

VESES

HEREAN , BUMbgs

B

BAN, BUGB
REXIMWAIpIdER
ZAE AT LABIEERY > X ELEBCER

ZAE AT LABI A E R AN E BCER

%
EEBEHEER
DXE

FAREHIFactor

%211 |1 #331m
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AN TEO3 | : DescribeGrouplnfo

BFR il A

Topic String o ECHY topic BFR

Partitions Array of Long EH partition (58
ConnectorStatus

REEUER S ESNSRERIS

WaN O3]/ : DescribeConnectorStatus

2R KA
State  String

Type String

Region

MR SEAARISR

WA EOSIA -
B
Regionld
RegionName
AreaName
RegionCode
RegionCodeV3

Support

TopicResult

fik

connector JRZ&. UNASSIGNED : {F&iA%&%5EE ; RUNNING : connector IFfEIE{T ; PAUSED

BEE(S ; FAILED : {£535K0 ; DESTROYED : {£558H8.

connector 258 | 7§ source [ sink FEFPSEEY,

#Z—iR[ElAYTopicResponse

#HaN O35 | : DescribeTopic

BFR

TopicList

=

Array of Topic

WS : BRmEmEX

ik

HbEID

i AR

XIZFR

XA

HuAERACES (V3RRAS)

NONEZUMERSHHE TN E\NCVM:SZHFCVMEEEL

1%
REINEREEFIZR

iHEBAZ ( CKafka)

%212 ™

\|
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ZR et U

TotalCount Long AR topic B2
Connector
s Se ST

W T#M3| 8 : DescribeConnector

R &<t ik

Connectorld String  connectorld,

Name String connector Z¥R.

Type String connector A, source : SAHUEZR! Kafka ; sink : IEEUEM Kaftka &H.

ConnectorClass String HUTZ(ESE/Y class BFR.

SourceRegion String  JRFRTEMEIE,

Source String B,
SinkRegion String  BRIFRTEHBIR.
Sink String B AIHELE,

connector HEPAE. 1ZRSETRE—ERBER , ESEAEE GetConnectorStatus #1 3X
Status String  BY, UNASSIGNED : {E5ZiXx%k5HE ; RUNNING : connector IE#EE{T ; PAUSED : connector &
ZE{Z ; FAILED : {F555< ; DESTROYED : {E533HER.

Description String  connector MR,
CreateTime String  GUEERTAEL.
UpdateTime String  {&2ZATEL.
GroupInfoMember
consumer{S&

#WHIT™EOS A - DescribeGrouplnfo

R St fiatk

Memberld String coordinator AB#EZHFPRIHZEELEKAIE— ID
Clientld String EFiE#EE SDK BCIREM client.id (58
ClientHost String —MRTFEZ AT IP itk

Assignment Assignment FEE D ECLAIZHERER partition 52

WS : BRmEmEX 213 T #331m
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Route

BRFRSCIARISR

AN TEO3| /A : DescribeRoute
B E-Sit) U

SLHIEANTIZN0 : PLAINTEXT (BAX SR | IREHRFERERARALRMRAERFH] :
SASL_PLAINTEXT ( BB 7530 , MIEEEF AR, SBISASLAEREN | (LKA )

2 : SSL ( SSLIN®iE(S | IREHRFER | BRAMALRMAERSSF ) 3 : SASL_SSL ( SSLINEIE(S |
EEUETTAR , RBISASLAHEREN | (MAEXKIRASHF )

AccessType Long

Routeld Long BREID

VipType Long leﬂéﬁé’éi—ﬂ ( LHMRITGW 2:EhtiR94E 3:VPCRILS 4B =S R (—ARAT REBSEI) 5:SSLIMNWIT
[B75 =017 6:FBEMREvpC )

VipList C:;’r’]g:y ERIPFIE

Domain String 32

DomainPort Long & port

DescribeClustersController

DescribeClustersController

WA EOSIA -

BIR ESid) fER
Id Long id
Ip String ip
Epoch Long epoch
Filter
=R O

AREXNTIEEE , BTRBELIRER. FILTIEID,. B, RE&F

o EHFFESA Filter BF , Filter ARXRBIES ( AND ) XX,
o #ERE— Filter ZFAESA Values , E@— Filter T Values [AfIXF0iB48ak ( OR ) XK.

AN T™EOS|A : DescribelnstanceDetail, DescribelnstancesDetail

AR ESig fiik

WS : BRmEmEX 214 T #331m
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BFR ESis) TR
Name String FRLIRFER,
Values Array of String FERRTIEE.
GroupOffsetPartition
BlRED XXR
e T™EOS|A : DescribeGroupOffsets
R 3] fEA
Partition Long topic B9 partitionld
Offset Long consumer 123ZHY offset U&
Metadata String XIFHBERRHER , N\ metadata fEAER , BRI—RATFRE
ErrorCode Long BRI
LogEndOffset Long LEl partition FFAY offset
Lag Long RHZERIHEN L

GroupOffsetTopic

HBEDEEIIR

N T™EOS|A : DescribeGroupOffsets

BFR &S] TR
Topic String FRAEZFR
Partitions Array of GroupOffsetPartition ZEESXEA , HPENITEI— json object

VipEntity

REUIPSLAR

AN TEEO5 |8 : DescribelnstanceAttributes, DescribelnstanceDetail. DescribelnstancesDetail, DescribeRoute

BFR il ik
Vip String REHAIP
Vport String RERLRC

WS : BRmEmEX 215 @
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OperateResponseData

EMFRENREIRIDatasity

iHEBAZ ( CKafka)

WUNT™EEOS|A : CreateAcl, CreateConnector, CreatePartition, CreateRoute, CreateTopiclpWhitelList, CreateUser,
DeleteAcl, DeleteConnector, DeleteRoute, DeleteTopic. DeleteTopiclpWhiteList, DeleteUser, ModifyGroupOffsets,

ModifylnstanceAttributes, ModifyPassword, ModifyResourceTce, ModifyTopicAttributes, PauseConnector,

ResumeConnector

% I\

FlowId

TopicDetail

ERTFB

AN T4EO3 | : DescribeTopicDetail

BR KA
TopicName String
Topicld String
PartitionNum Long
ReplicaNum Long
Note String
CreateTime Long
EnableWhitelList Boolean
IpWhiteListCount Long
ForwardCosBucket String
ForwardStatus Long
ForwardInterval Long
Config Config

Topic

REIftopicRIER

AN~ EO5 | : DescribeTopic

BFR

WS : BRmEmEX

BUFERATIE]

EEFEIpLSINEAZE | truexnFS |, falsekmAFE
ipA& Eip N

#EEE i cos bucket: #77Ecos Fbucketitiiit
HiEEincos K& . 1 FHBEIESD | 0 FFEEdEEN
HuEEMBIcosHIEIEATER

BREE

%6216 T #331m
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BFR ESid) fER
Topicld String FFAIID
TopicName String FRAAIEFR
Note String &iE

CreatelnstancePreData

BT B OIREIRIData
#AOT™EOSIA -

BFR S U
CreatelnstancePreiR[E|EEHO , AABEFACheckTaskStatusfIEIAS . REANTIRIFFIGE%L
Flowld Long
IBEMIXIST.
DealNames Arr.ay of TSR
String
PriceDetail
MI&IFBE

WA TEO3| A : DescribeCkafkaPrice

2R il DG
SinglePrice Long Bt
UsedAmount Long ERgEE
Cost Long V=
Price
THEMIESLK

N T#EEOS|A : DescribeCkafkaZone

ZFR B} R

RealTotalCost Float O

TotalCost Float R
PolicyDetail

WS : BRmEmEX 28217 Tm #331m
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IriiFs

W T#O3| A : DescribeCkafkaPrice

BFR

Total

User

Common

Activity
DiscountType
Discountld
PreferentialType
DiscountSpecifiedPid

Combine

Zonelnfo

zone{SESLIK

N TEO3S| A : DescribeCkafkaZone

E=H

Zoneld
IsInternalApp
Appld

Flag
ZoneName
ZoneStatus
Exflag

SoldOut

String
Long
Long
Boolean
String
Long
String

String

iHEBAZ ( CKafka)

St fEiR

Float SSE

Float RPN AS
Long BEMERTN
Long Activity
String IR
Long 301D

Long ot St
Long i rilpid
Float Combine

(o

A
zoneflid
EBREBAPP
app id

FRIR
zoneZFR
zonelRZS
EIMTIR

json¥ige , keyIMNEY | value trueJEEER |, falseoskER

ModifyInstanceAttributesConfig

B EhIB MR ENSR

WA O3 : ModifylnstanceAttributes

WS : BRmEmEX

28218 T #331m
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BR ESid] R
AutoCreateTopicEnable Boolean Bzl true RR-FFS | false BRAFE
DefaultNumPartitions Long
DefaultReplicationFactor Long
PartDetail
VIX=YSESES

W T3]/ : DescribeCkafkaPrice

iHEBAZ ( CKafka)

A% , @SR auto.create.topic.enableiRE Ftruel@EIREZER , BHARE N3

“NERauto.create.topic.enableiR B HtrueiS BISEIZ BN ENAIRE 2

R ESic) R
Disk PriceObject TEENIE
CloudKafka PriceObject ckafkaff &
ConsumerGroupTopic
HERE IR
#Han O35 : DescribeConsumerGroup
BR St ik
Topicld String ZERAID
TopicName String FREZFR

Config

BREENR

AN TZOS |8 : DescribeTopicAttributes, DescribeTopicDetail

% IS
Retention

MinInsyncReplicas
CleanUpPolicy

SegmentMs

UncleanLeaderElectionEnable

WS : BRmEmEX

Long

Long

String

Long

Long

fk
HERERT(A)
RNEZEHIE

HEBIEED | BUA delete, delete : HERIFFATIEMIER ; compact : HE#% key
[E45 ; compact, delete : BEi% key E45E S RFATEIMIER.

Segment 73 FiRaIRIATHE

0% false, 13E7R true,

%219 1 #331m
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g iis
SegmentBytes

MaxMessageBytes

ClusterInfo

ERHERR

WA T=O3 |8 : DescribeCkafkaZone

g N
Clusterld
ClusterName

Zoneld

Zonelds

CpuArch

MaxDiskSize
MaxBandWidth
AvailableDiskSize

AvailableBandWidth

ES

e

Long
String
Long

Array of
Long

Long

Long
Long
Long

Long

WS : BRmEmEX

fik

Segment 43 FHARIRIT 5%

BRAHBFTE

5%
gAfld
SRFRR

EHTAK

Broker BYRJFBX %13

iHEBAZ ( CKafka)

ER¥AY CPU 2344, 1:x86; 2:arm; IEAARCERFAZEEY |, 5 - 3 TiftHl9 0011 , =7~ x86.

arm JB&%344

SERERCKHLER SA1IGB
SHRATE BAUMB/s

ST AT AR BA{UGB

SRF=RIIATE BAMB/s

%220 ™

\|
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HIRhS

ERITEFHYE): 2022-05-10 11:14:35

Il
WSBRELEE Error 268 , MR APLECISN. D

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
13
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}

Error FfY Code FNHIRAS , Message FRNZIB=AIEAEE.

HIRIDFIZR

)\ 3

/A ZS7-]
EiRD izl
AuthFailure.InvalidSecretld FRIEEL (AR API AR ) |
AuthFailure.MFAFailure MFA &R,

B FE. BEEHENEZRESCHRMREESR | ISIER | BaEERES

AuthFailure.SecretldNotFound e
ESIE , i TERIEMEEER.

g T . Az il &= l:l\\ I\ ‘35‘9' Hia RS I_\\‘ -
AuthFailure. SignatureExpire FRITH, Timestamp FIRSESAEEEAGEI R | iBIEEA MBS N ER

BEE,
AuthFailure.SignatureFailure BERER. SRITEER  BYBRARARNPIZEOLECERES Bt EEE.
AuthFailure.TokenFailure token 8%,

AuthFailure.UnauthorizedOperation &3k CAM 181X,

DryRunOperation DryRun #{F , RFBIGSEMINT , RRSET DryRun 24,
FailedOperation BRAER,

InternalError MEREEIR,

InvalidAction BEORNFE,

InvalidParameter SHEIR,

InvalidParameterValue SHEYEEIR,

WIS : B emEX 6221 |1 #331m
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iHEBAZ ( CKafka)

Hixh iEA
LimitExceeded IS ECRRBRE .
MissingParameter TROSEGEIR,
NoSuchVersion BEORATRFE.
RequestLimitExceeded TERAREGET 7 IREPRE .
ResourcelnUse RIS .
Resourcelnsufficient RIFAE.
ResourceNotFound RIFAFE,
ResourceUnavailable RIFARTF,
UnauthorizedOperation RIFTURLE,
UnknownParameter RISEEEIR,
UnsupportedOperation BMEARSTHE,
UnsupportedProtocol http(s)IBXRIMSEEIR , R32KF GET #1 POST 153K,
UnsupportedRegion BEOA SR T E I,

A SSHERES
ERAD Lz
UnsupportedOperation.BatchDellnstanceLimit L EMIBRSLBIRRE
InvalidParameterValue.NotAllowedEmpty SHATITHZ,
InvalidParameterValue.ZoneNotSupport zoneA sz
InvalidParameterValue.VpcldInvalid FoEY Vpe Id
InvalidParameter SR,
InvalidParameterValue.SubnetNotBelongToZone FMAETFzone
UnsupportedOperation.OssReject OsstE#IZIRIE
InvalidParameterValue.RepetitionValue EFEEESH,
ResourceUnavailable RIFARTH,

InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
InvalidParameterValue.SubnetldInvalid

UnauthorizedOperation

WS : BRmEmEX

ActionS#EVEEIR.
SEHIRFIE.
FoRIHIFRid
RIZRURLE,

6222 71 #331m
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HiRAD iEA

InternalError AEBEEIR.

WS : BRmEmEX 58223 T #331m
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X BIHSTCE

SEEPAFI ( CKafka ) ( ckafka)
bR ( 2019-08-19 )

APIESS

RITEHHYE): 2024-06-18 14:31:20

APIERZ

V3

ACL#EX#EO

BEORMR
CreateAc|
CreateUser
DeleteAcl
DeleteUser
DescribeACL
DescribeUser

ModifyPassword

FRAXREO

EORR
CreatePartition
CreateTopic
CreateTopiclpWhiteList
DeleteTopic
DeleteTopiclpWhiteList
DescribeTopic
DescribeTopicAttributes

DescribeTopicDetall

WRFRE - BRmERMEX

iHEBAF ( CKafka)

EOThRE

NN ACL 5588
INFRR
FRBRACL
BRFEF
RLEEACL
HEEAFER

&

EOT8E
EINETSX
ellfEES
BIEERPHER
ARBRERT
fpRERRIPHEZ R
SRENERRSZR
SRENER B

SRENERRSIRIFIE

56224 71 H#331m
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EORBMR EOThEE
FetchMessageByOffset HEHE
FetchMessageListByOffset R AEEERSIE
FetchMessagelListByTimestamp RIER B EEEESIE
ModifyTopicAttributes wETHEMN

HithzO

EOEH ROThee
DescribeApplnfo EHRAFSIE
DescribeConsumerGroup HEEESEER
DescribeGroup WEE 2R H (FEEIR)

SYlEP S

BOSR BEOThRE
DescribeGrouplnfo RECHEZEDEER
DescribeGroupOffsets SREGHZE 5 ¢Hoffset
DescribelnstanceAttributes SRENSLAIE M
Describelnstances SREXNSLHIZIZR
DescribelnstancesDetail IRENSLHIZIRIFE
ModifyGroupOffsets RE&EGroups jEZESHoffset
ModifylnstanceAttributes RELHIEM

WS : BRmEmEX 582250 #331m
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BB

EOSH7V]

BEEFATE): 2024-06-18 14:31:20

tcecloud API £XE/MAEIEKRIFITEMIIE , BB MNERBZTEEATIBEREHTEEEREE ( Signature ) LISIHEKRES D, &

BIERHRTEFIEER , T2 FIERE Secretld ] SecretKey ; ERFPRIRERZEFEIE | BRIECAPIZARNHEES , BNTEERATAP
#ZM.

= .

1. RiFReFEiE

HEEIXER=APIZE] , BRIERAPIZSANHBRIELEEIE. L2 EIUFELE Secretld 1 SecretKey :
e Secretld FBF#RR APL REBH

* SecretKey BFIIEEE F A BMIRS SRS Z FRIRIVER.

* FAPRITEREREEIE , BRtE,

HBLZeEIINEREERIT -

1. ERtcecloudEEBFIEHIE,
2. BHE=APIZSBRNEHI A TUE
3. E=APIESETUHE , M [#7] RPRJLARYEE—XISecretld/SecretKey

IR AREKSRESELIBBIRT Secretld / SecretKey,

2. ERE R R

BT ZeEiESecretld f SecretKeyf5 , MATLAERESZERT. IATREEMRSSHRNIFMSFE :
BRIZFFRY Secretld # SecretKey SBIE :

¢ Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

AR RERERA , SRR RRERIEN Secretld f SecretKey B TIREHR(E !
LA=RRSS 2R EEXLfI7IZR(Describelnstances)iEk A6l , SRAFERAX—EOR , iSRS T:

SHER 3L 248

Action 555 Describelnstances

Secretld #=5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E I[N 1465185768

Nonce PEHLIEEEEY 11886

Region SCHIRRTEX ap-guangzhou

WIS : B emEX 6226 T1 #331m
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SHER 3L 248

Instancelds.0 FSEIRISLHID ins-09dx96dg

Offset ImiE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. HBETHEFF

BEEMNEERSERSHEBNFEE ( ASCHRE ) AFHIF. T8 1) RIESHSHTHIF | SRERTINET , 7&85tA/ ;
2) ¥ ASCII 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARIREE, AATLUERRIEES PHIE%
HERFRESRSLIIX—INAE , 1 php B8 ksort R, EIRRBISEHIHEFERNT:

{

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region'’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
‘Version'": '2017-03-12',

}

EAECERRINESIAN , X EERAIFRISEEITHIF | ERIRER—EEA.

2.2, BHEBKF R

LB RIERFRTER, FE L —SHIFRFHNE kSIS SHETR ="SHE "I | 10X Action 827 , HS#&EFRA "Action”
, BB "Describelnstances" , EIIELEH A Action=Describelnstances . ¥ : “S&E"HERIAETIEur4RREROE.

REBEIHENS IS8R HERE—R | REERERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHEER R EH

WEBERESBRENFHER., SERNFHAEAUTILINSE096:

1. 15k 7Ai%: 3% POST #0 GET 5= , XEBFER GET 5K , TG EAEXE.

2. ERENEELHFIFR (Describelnstances)iiEkiEZ /9 : cvm.finance.cloud.tencent.com, SLFRAVIEIEZRIEZE O RBERIOAR
BIfMAR | FEREEECRA,

3. IB5KERR: A =APIRBEKRIEREER /.

4. BRERER: B E—SERANEKRFRT R,

ERFEBRRIHEAN D BRTE + BREN +BEKER + 7 + BRFRES
TOIRIHERER

WIS : B emEX 6227 71 #331m
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&V
ersion=2017-03-12

24, EpSREA

S BRAERSER, BEEMER HMAC-SHAL EiEY E—S RSN ERFOIFFRHTES | ARKBEMNE S SER Base6s #1745
13, BIEIRIGRERIER A,
BMRSINT | LA PHP IES /96
$secretKey = 'Gu5tIXxGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE&Timestamp=14651
85768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

BRI E BN
EliP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR ARG TERIIE , BRNERHES6IFHhaI—EEE.

3. BRRIwG

ERRRIS R B TREEIRIFNIBRESE , FEXHEBT URL %3,

8N F— RIS Z A ElIPOYW3pW28FpsEdkXt/+WcGel= , BEFIR0RE HRiBREE ( Signature ) 7
EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Ei5RTFEMSRAER URL,

AR NRAPKRISKSER GET , Bi&iEK5%5R POST [Fit Content-Type A application/x-www-form-urlencoded , MI&iXiEkK
RAEERSHIEIREM URL RS , SHRBN-ASARERIG. IF ASCI FRHE URL RISAIFRESELA UTF-8 #{T4%88.

IR FLREIESH http BEREEAFTESEHT urlencode , ZEXMMENT , MATEXIERBHT URL 3T , BUAX URL 4
HeSHERLM.

IR RittSEEtRRA TR , MISKA RFC 3986, /A %XY WRFHFFRRULIRFHTES RS , HH XY 9+ +F/F
(0-9 KB A-F) , BRINERESIRER.

4. ZZEM

HRIESSIREN | FEUTERRMANEIRS | iSHRIESSIREAE

R fEIREA
AuthFailure.SignatureExpire BEILHR
AuthFailure.SecretldNotFound IR
AuthFailure.SignatureFailure ERHER

WS : BRmEmEX 58228 TW #331m
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RS EIES U
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZHRIEE ( RE= APl Z¥E3EAY )

Fobe S S —
5. BRENR

FESTRIRR API 3.0 B , T EFREEtcecloud SDK 3.0 , SDK S TERIIIE , FERR R EFRIRMIOEMENRT, HEES
S0 SDK )y, HATSTHHRIBESS |

* Python

* Java

* PHP

* Go

e JavaScript
e NET

ATEBRNERERTRE , THUSIMREES A0 B OANERTERARIIL. BXkES. ERIROMISANEEERLL LA
BiTfENE  ABRABRSETRE  FAESERN , LRTAIBRERMA SDK.

REEHAY url TT8EA © http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPRIEERENN | HEBBARRSHEIRE |, FIaNSREL url FESEEHF I FEER curl EH<SEBRSIREESN
Hix . SRH. ATEE—NMILUEERER url |, FEERIREIFH Secretld 1 SecretKey NESLAVZESH | FHERRFHBIRTEEUE
79 Timestamp ,

IR ETENRAT  ARREES [ EER—ESEXITERIR url JEEEEMAR , RIASHNINFARR | (EXHARIER
. REMAESHEE , BESITEIERRIE.

TR LIMURB(ERT APL 3.0 , FEEERATRMNERRE | BMEZIERN APl , BTFEATERBLSHERUEER | B
X RIAISERR A .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);

WIS : B emEX 56229 1 #331m
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// EZBRERNurl P SEInF B 2K

for (String k : params.keySet()) {

/] BFEXSEKEB#Turlencode , BT keyEBRRNFH , #ltA NI Hvalueit{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LABEEIHEF

// SCRmVE FBR N 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextint(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // ~AHS#L

// SRR R R 2 e R A2 Bkt ] , 5140 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // "\ &%

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIEE5%4

params.put("Action"”, "Describelnstances"); // 2NHE%(

params.put("Version", "2017-03-12"); // "5

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // \'535%§

params.put("Offset", 0); // WE5#1

params.put("Instancelds.0", "ins-09dx96dg"); // WEZE#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // A%t
245

System.out.printin(getUrl(params));

}

}

Python

IR ANRETE Python 2 IMBEFIETT , BEEALE requests (K :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

WS : BRmEmEX 230 T #331m
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IbSCRRER | AShiaaTeer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)

WS : BRmEmEX %231 @ #331m
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2 Ak
EOSHV3

BIFEHAYE: 2024-06-18 14:31:20

tcecloud API £33/ MARIERFTEMNIGIE , BB NMNEKREZTEEAHIERESHFEEER(ERE ( Signature ) LESIEERES D, &

BIERHREFEIER , TEFILEE Secretld 7 SecretKey ; ZRFRREREFIL , BRIERAPIZARNEERS , BNEEEA=AP
#=O.

N - .
1. BigZeFEut

HEEIXER=APIZE] , BRIERAPIZSANERIELEEIE. TE2EIFELE Secretld ] SecretKey :
e Secretld FAF#rR APLEFESH

o SecretKey FIT NS E B IIRS SISIOITA B/ R0EA.
. BPUTREERSET , BRTE,

REREFIENERLERINT

1. EFtcecloud BRI ZHIE,
2. BIfE=APIZRRIEHIETRE
3. E=APIZSATIHE , M [FiE] BIALAGIER—XISecretld/SecretKey

TR AREKSRESELUABRRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

ERE  WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥i&=. 33FPOST/% , BREISZIF Content-
Type: application/json LA} Content-Type: multipart/form-data FFMMMYIES | json HERERAFB I SEOHESIF , multipart 18z
REFEWSEONE , WEHZEORREER json 8IUER , SF BRSO IRA,

TEUZRSHRERT MXLHFIREAGIF  DEBRNMEERRNTETRE. BAMXBEITERSLAIFIRIIFMNESE : Limit 7 Offset ,
{£F3 GET 75i%1AA.

RiIZFIFAY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEHEIEKER
RIS HHEHIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

* HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , AR GET ;

WIS : B emEX 6232 71 H#331m
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e CanonicalURI : URI 244 , API 3.0 EEANIERIAT (/)

* CanonicalQueryString : &€ HTTP i&3k URL FIVEIHFRTER , X3F POST ik , BIEAZSFRHE , XTF GET 15Kk , W9 URL id
5 (?) GENFZAERS , ARFIBYES : Limit=10&O0ffset=0, jF= : CanonicalQueryString &4 URL 4R/A3.

e CanonicalHeaders : 258 &ZRILIMBEE , EPEE host F content-type LR , tBAIIMABEXHLSFS 5B IIREEEE
SKEOE—FNZ M. HHEIN : 1) k&6 key #0 value Si—#ER/\E |, HFEISERETIE | 1R key:value\n #8z{HE ; 2) 21 LE0,
HZRBSLER key (/NE ) ROFEEHAEFHITHHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £5&ZRILEMER | IRBALLRIERAMPLLES S5 TES |, 1 CanonicalHeaders BEAILERETE—XIRAT,
content-type [ host JusifEskEB, HHENIN : 1) L3R key ZB—HA/NE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ . content-type;host

* HashedRequestPayload : IEKIEXHIIEHE |, itE /5% Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 33 HTTP i5
KEE/NEX payload fff SHA256 5% , AE+7\#HmS | RERIDHREEM/NEFE., =2 : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload By HTTP i&SKIEX payload,

HRIELLEANIN | OIRERIRAGEIERENT (ATRNEW , \n BITFHIESSRITEHFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER TR
AU RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BATEREA TC3-HMAC-SHA256 ;

e RequestTimestamp : ERAFEE; , BIiERLERAY X-TC-Timestamp BUE , A1 ERBIERS 1539084154 ;

e CredentialScope : EIEEE |, 1829 Date/service/tc3_request , @& HHE. FEKARSINLIEFFE (tc3_request ) , Date A
UTC tRERTTEIRBHE , BUEREMLLSH X-TC-Timestamp #25A9 UTC FRAERIBIERE—3 ; service AF-R& , XWASEBNR
BEZ—5, 180 cvm, 8N ERFLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASBHHEFTENECIEREBNEHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date /RMBTEIEL X-TC-Timestamp ITE152 , BRfXA UTC+0, NRMARZAHEXER , HIIIFR/\X , ESHEXG
ERERmI , BERREMERCERY. RigitER/ 1551113065 , 4/ \XAJRTiELE 2019-02-26 00:44:25 , (BRI HEE
89 Date BX UTC+0 FYHHARS 2019-02-25 , A2 2019-02-26,

WS : BRmEmEX 233 T #331m
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2. Timestamp X/REXRIRFATE , BFEBERFEHENNEREERSHN , REEETADHPNSERM. NFRKEIEAFIR
EREREY |, JRESEIE T —RIYEE , BROERW (IREEZSHHER ) .

HRIELA LA | REIPERIRFERFRHRUT (AT RREN , \n RTFAESSRITENFI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. i 7ES
1) HEIRESEEA  WBAT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date =E¥=8. , a0 L3~ , 792018-10-09 ;
e Service : B Credential g4 Service ZEREE. , W00, 79 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EItEBRINIRESZER ;
e StringToSign : AIZE2ATEBRIFEEFRIE ;

2.4. #H8 Authorization
AN ™RRCHHE Authorization :

Authorization =

Algorithm + "' +

'Credential="+ Secretld + '/* + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ',

‘Signature=" + Signature

e Algorithm : &&75i% , Bl TC3-HMAC-SHA256 ;
* Secretld : Z$AXIHAY Secretld ;

e CredentialScope : WX , EIFEHE ;

* SignedHeaders : I £ , £5&ZRLFER |

* Signature : £

HRIEA LA | IR ERIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ecfl74c474

WS : BRmEmEX 234 W #331m
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RETREIERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&0Offset=0

iHEBAZ ( CKafka)

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

RIESSIRER | FEUTERKMANERG | iSRIESRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX

EiRfR
BRILH
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BRER
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpg86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm®;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUEZHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// kkkkkkkkkkkkk ig% 1 : ?#;%%m;ﬁi%*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printin(canonicalRequest);

// K*kkkkkkkhkkhkkk ig% 2 ?#;%?%g%?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// kkkkkkkkhkkhkkk ig% 3 }L-l-%é% *kkkkhkkkhkkkhkkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkkkk 55% 4 j:#;% Authorizatlon *kkkkkkhkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

WS : BRmEmEX 2236 T #331m
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# Kkhkkkhkkkhkkhk 53?2 1 o *#;%m;ﬁiﬁ*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# kkkkkkkkhkkkkk 5% 2 : T#;%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"

WS : BRmEmEX 58237 T #331m
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkkhkk 5% 3 : .‘L-I_Eﬁg *khkkkkhkkkhkkkhkk

# ITEEBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk ig;’% 4 : *#*% Authorization *kkkkkkkhkkkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEONINENSHRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}

WS : BRmEmEX $8238 T #331m

\|



O BASTCE SEIAFI ( CKafka)

15 KE5H4)

BIFEHAYE: 2024-06-18 14:31:20

1. frsSHbit

ot ( Region ) EISIRIOSIEROMMEIRRY, tcecloud S TIMERRMEZ B£8R | (RIENRiEaR AR BRI
t, ATRHGAIERIE, 12 TR , BEEREMEEE e,

ERTLUBIT APIED EiiSIR B TAritE xR,

2. BEMY

tcecloud API RUFRB#EZECIIYEIE HTTPS TIB(E | IRItEZSMIBEEEE.

3. BKTE
S0 HTTP I35

* POST (i)
o GET

POST iE3kz#569 Content-Type 258! :

* application/json (7 ) , X/RfEA TC3-HMAC-SHA256 & 757%,

* application/x-www-form-urlencoded , %7f#R HmacSHA1 g HmacSHA256 &&75i%.

e multipart/form-data ( {NE8EOSE ) , WREER TC3-HMAC-SHA256 &2 5%,

GET i5KHIEREKNAE#BIT 32 KB, POST iE5KFAER7EN HmacSHAL, HmacSHA256 BIAE#BiT 1 MB, POST iR
B TC3-HMAC-SHA256 B3373% 10 MB,

4, FRIwAS

FEFAUTF-84%%2.

WIS : B emEX %6239 1 #331m
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IS

ERITEFHYE): 2024-06-18 14:31:20

RS

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HEFAT) , EeJaerOREIT )

{

"Response”: {

"TotalCount": O,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
1

}

* Response REMEPHY Requestld EEEMNFER , TILIEREINES , RE APILMET , NIMESIRE,

 Requestld FEFF— APLiEKHOME—HRR |, AN APL HIISE , STLABCRT] , FHEAEZ ID SRR,

* RTEENFES , ERIAEMENENHNFE , AEEOMRENFERS O FIEN., WHIFH TotalCount #0
InstanceStatusSet $5/9 DescribelnstancesStatus £ OEXIFER , BT EAREKNAFREMEZE=RSTLH , Et TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tEHIRIREIER
£, EEEERATN

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMFEEZISKARKM, Error FERMEREAERRY Code 1 Message FERTE LM AT 2 EIREIAY,

e Code FREMHIEAIEIRID , LB RHER T LS RIEZ ISR E A RS e O M AR R B m e X MR EFfER
.

Message BRHTIXMEREENERER , EVSERSREIL , WX ATEESELBFRFTERFTH , AP AKX MER(E
&,

* Requestld FBF— API iERIOE—HRIR , N8R APL HIIEE , STLABCRTA] , FHEMZ ID EARRFE,

NHEERED (TODO: EE(ER, EFENEE?)

IREIZERAPUNREFE Error FER |, MZFRNAR APLIECOIKM. Error By Code FERFR/NEIRD , AT SEBIsEHIIAVEIRIS AL
IREG , TRFIH T ARG,

WS : BRmEmEX 240 TW #331m
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TEIRD

AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

EEIES TS

ZBRIEE (F2= APLERERY ) .

MFA &%,
BT,
SRITH,
BEER.
token &R,

Bk R CAM 1YL,

iHEBAF ( CKafka)

DryRun #{F , RFBFRGLEMINT , RRSET DryRun 24,

HERAERIL
REREIR.
BRORMFE.
SHIEIR.
SHEYEEIR.
BT ECEpR b,
EROSEEIR,

EORARFE.

IERAVREGET T IRERPRAE

BRI EA.
RIFEAE.
BRI,
BIRAE A,
RIRBUE(E.
RAISEGEIR.

BERSEHS,

http(s)iERIMYEER , R523F GET #1 POST &K,

BORSHSRATEbEL,

56241 |1 H#331m
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\H5

VAN

VTSR SATE: 2024-06-18 14:31:20

iHEBAF ( CKafka)

HEYRATRRBFIZOLSNENSE  WIFE | A MEORBRARO AP ABXLSHEHTRE  EERERKIETEE
}E XLESH , FREERKIERIEK.

ERTTE V3

58 TC3-HMAC-SHA256 &&757ART

SHETR St

X-TC-Action String

X-TC-Region String

X-TC-

. Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

il

alil

il

alil

i

AHBHEES—HEI HTTP Header iEkLE+ , 20T :

%

BEREOSR, ESEEOXEPMASEATESE Action B9RE, FIIN=IRSENE
EEFI5IZRIZED , BUYES Describelnstances,

WS FSRIRRA B EI MbERIEE. RORZAEEESE R OXETRAS
RIS Region H9IREA, ER | REROAFTEREBIZSH , BFOXEPRIILASTHR
B9, AR EEEBIZ S M BARER.

=1 UNIX Bf[E)E , eliCRAH#S APLiERAGATE), g0 1529223702, & : (IRSMRSE
RHEMEEBE St , 25 EEERITHIER,

R APL BURRAE, EUESHEOMEHFASLRISE] Version BiRBE. FIAIZARSSERAIR
& 2017-03-12,

HTTP fRAESHIAIESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : €£75)% , BRIEENZE ;

- Credential : £&1EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nERTEIRIEER , BX
EFENLHSE X-TC-Timestamp #E/Y UTC FRAERNBEIREE—E ; service AF-m®& , &
RSB mRIEE—E, Flgicvm ;

- SignedHeaders : 25&RITEAISLEMER , content-type #0 host J9wsifksLEp ;

- Signature : EZWE,

IEEERATARY Token , ZEESIGIIEHE—FEERA. IGHZEF0 Token EEFFQETRIR
SREBZEOKE, KEIZHEATEE Token,

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (0T

SHETR St
Action String

WS : BRmEmEX

=
=

fik

BEEOSR. BESEEOSETMASEATESE Action A9IREA. FIaN=IRSEE
REIsLHIZIZREO , BUES Describelnstances,
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e C
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

HoiEGER

String

Integer

Integer

String

String

String

String

String

ali

alil

i

alil

alil

oy

iy

iHEBAF ( CKafka)

fiik

Wi Sy, FSRIRRR B EI MBIERIEIE. FOESAMREESE Z O REA
SRS Region RUGER, R | RUEOATEECERZSEH , EOEP RIS
BIRER , LRSEMEEEBZS AL,

Za0 UNIX Bf[a)8% , FJicRARE APLIERAYRTEL. FI01529223702 , MRS =RF1HE
BETK , 25EERTHER.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHA_E ERiBERIFRREDH] Secretld , — Secretld XFRME—HY SecretKey |, 7
SecretKey FsRARLIEREE Signature,

BRESR , ARBRIERERNGEN | FERFRIELFRMASEITESEH. Bkt
BESIEOLER0H,

R APL BORRA, EUESHEOMEHFASLRHSE] Version fiRBE. BIMIZ=RSSER
AORRZS 2017-03-12,

25, , BaixiE HmacSHA256 #1 HmacSHAL, REIEEHES%E05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIEER , EttiERISEHAE HmacSHAL I8IEEE.

IERPIERFRFER Token , BEESIGIIEHE—EHFER, GRS Token EEEHRE
HIRSEARZOREL. KEIZSEAEE Token ,

i ( Region ) EBEWIRAVEHRH ORIEIEXI. tcecloudAZMIIEREIESZ B2 | RIERRSBRARERELESE
t. ATREHRRE. S TEERE  BERRFELEEFatbEL,

EaJLAIEIE AP ENAMIESIER EESTRAIIETISR.

WS : BRmEmEX
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ACLIEXR#Z
a0 ACL ZRHE

RITEHHYE): 2024-06-18 14:31:20

=72 A
1. EOHA

EOEkigE . ckafka.api3.finance.cloud.tencent.com,
N ACL ZRRS

BN OIBRIRERIRS] © 1000%/70,

EOFEHAYE : 2020-03-09 15:21:34,

EOBIOE R SN,
A M2
2. MNSE
UTBERSEGIFRSGIE TEROBSRSEFIHDANLESE , TBEAHSHGIRDATERSEL,
SHEBR Wi SEENULL  3KEY i)
Action 2 & String  AHSH, AEOEYE : CreateAc!
Version =2 & String NS ANEOEYE : 2019-08-19
Region 2 & String  AFHBE, FIFRITFIBIEEIZR(TODO)
Instanceld =2 & String sCElid{ER
AclERZERY |, (0:UNKNOWN , 1:ANY , 2:TOPIC , 3:GROUP ,
ResourceType = & Inte4 4:CLUSTER , 5:TRANSACTIONAL_ID) , H#iRBTOPIC , HEFERATFREL
HATFFRkafkafaclRt{ER
ResourceName o = Strin BIRBZR , FresourceTypetE>* , WXresourceType ATOPICHT , MiZ=FER
= = g FRIRtopicEFR , HYresourceType AGROUPHT |, 1Z=ERZRRgroupZFR
Acli2{ER= , (0:UNKNOWN , 1:ANY, 2:ALL, 3:READ , 4:WRITE ,
Operation = = Int64 5:CREATE , 6:DELETE , 7:ALTER , 8:DESCRIBE , 9:CLUSTER_ACTION ,
10:DESCRIBE_CONFIGS , 11:ALTER_CONFIGS)
PermmissionTvpe | 2 = s | DURSEEL, (OUNKNOWN , LANY, 2DENY , 3:ALLOW) , %igickakfaszss
pe == ALLOW(BSTEER) , ECATESSaTakafkafacliIEF
Host = = String FIAT* , FEHThostEBAILASIA) , HaickafkaAszikhostis* , (BEFEFF
- - RkafkafF= RS ERESF
. - - . BR5IZ , BAA* , FTonfEausergfaI LKA , HaiER REERAPYIERF
Principal Fa s String

BEAEF

WS : BRmEmEX 244 W #331M
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3. iS4

SHBIR il A
Result JgwOperateResponse IR[EILER
Requestld String W—iEk ID , ®RIEREPSIRE. BRI BERMZRIEKE Requestld,

4. $EIRMS

PATMBH 7O SSZEERRIEIRND , BfbsERAGIF I 2 HEIRE,
HIRD fER
InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable
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NN

ERITEFHYE): 2024-06-18 14:31:20

=7 R

1. #FOfEA

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
IR

EONZCERINZRS : 1000%/FD,

EOSEFRAETAE : 2019-12-09 10:50:56,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SRR WA FEEFNULL et fEk

Action 2 = String ~HSE , AEOBYE : CreateUser
Version 2 & String NHESE | ANEOEYE : 2019-08-19
Region ! S String AHBH, FIFRSISHMRZIZR(TODO)
Instanceld = & String sl

Name = & String RFEFR

Password 2 & String FAFPZ

3. WS

SHER ESid) TR
Result JgwOperateResponse IREIYER
Requestld String W—EX ID , &XEREIRE, ELIERATHFEREIZRIBFRA Requestld,
+ NS
4. sEixhs

UG T OSSR A0EIRD | BfERISFER A IR,

£270 ik

InvalidParameter
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FEIRD 5

[

InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable
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IFRACL

ERITEFHYE): 2024-06-18 14:31:20

ARy N
1. EOHA

EOEkiEE . ckafka.api3.finance.cloud.tencent.com,
THBRACL

BOAEZEOISRIRERPRE © 100X/FD,

EOEFAYE : 2020-03-09 15:16:53,

EOBRIREE XN,
A M2
2. NSEL
UTBERSEGIFRGIE TEROBSKRSEFITDANLESE , TBEAHSHGIRDATIERSEL,
SEER Wik FRIFNULL 358U G
Action = & String NS, ANEOEYE : DeleteAcl
Version =2 & String NHESE | ANEOEYE : 2019-08-19
Region 2 S String RS, FIFRSIFAMHEIZR(TODO)
Instanceld = & String  SEfidER
AclERZERY |, (0:UNKNOWN , 1:ANY , 2:TOPIC , 3:GROUP,
ResourceType £ & Int64  4:CLUSTER , 5:TRANSACTIONAL ID) , #BiRAETOPIC , EEFBATEL
sAFHEkafkafaclATEEEE
ResourceName o o Strin BIRZIR , FresourceTypetE* , WXresourceType ATOPICHT , MiZ=FER
= = g FRIRtopicEFR , HYresourceType AGROUPHT , 1ZFERZRRgroupZFR
Acli2{ER= , (0:UNKNOWN , 1:ANY, 2:ALL, 3:READ , 4:WRITE,
5:CREATE , 6:DELETE , 7:ALTER , 8:DESCRIBE , 9:CLUSTER_ACTION ,
Operation = & Inte4 10:DESCRIBE_CONFIGS , 11:ALTER_CONFIGS ,
12:IDEMPOTEN_WRITE) , ¥giickaftkaR3z#FREAD,WRITE , HERT/E4E
smAFHEkafkafaclATEEEE
PermmissionTvoe | 2 = s | DURSEEL, (OUNKNOWN , LANY, 2DENY , 3:ALLOW) , %igickakfaszs
P = . ALLOW(EHETFEER) , HERTFEEERa T iREkafkafaclid s
Host = = String BIANA* , FEHThostERRILAAIE) , ZRickafkaARsziFhosta* , (BREEF
- - Tkafkaf0F- R A EREIS
. - = . Pz, BiAR* , RnETusergBR]LAGAE , HRIAFREERRAFFIZRS
Principal s A String

BEAEF

WS : BRmEmEX 28248 TW #331m

\|



O BASTCE MBI ( CKafka )

3. iS4

SHBIR il A
Result JgwOperateResponse IR[EILER
Requestld String W—iEk ID , ®RIEREPSIRE. BRI BERMZRIEKE Requestld,

4. $EIRMS

PATMBH 7O SSZEERRIEIRND , BfbsERAGIF I 2 HEIRE,
HIRD fER
InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 8249 Tn #331m

\|



O BASTCE

MIFRFEF

EITEFATE): 2024-06-18 14:31:20

1. FOfEE

EOEkiEE . ckafka.api3.finance.cloud.tencent.com,
HIBRFAF

BOAEEOISRIRERPRE © 100X/FD,

EOEFATE : 2019-12-09 10:50:41,

EORKWSEREN.
A M2
2. MASH
LATBREHGIRIGH TEROBERSHIED AHSE |, TB,
SRR WA FEFFNULL et
Action = &= String
Version = =5 String
Region = = String
Instanceld = =5 String
Name = &= String
A M2
3. HEE
SHER it N
Result JgwOperateResponse IREIESR

Requestld String

4. HRFD

PUNBUH T 3Ol S5 EERA0EIRD | BRI A HHEIR

EIREE
InvalidParameter

InvalidParameterValue.RepetitionValue

WS : BRmEmEX

hira
°

iHEBAF ( CKafka)

a

&

\N

AHESE, AZEOEYE : DeleteUser

\N

NS, AEOBYE : 2019-08-19

D\

MBS, FIFRSTFBIEEIZR(TODO)
schiid

FBP&FR

H—iEXK ID , BRiEKEPSIRE., EEMATEERAZXIERKA Requestld,

6250 T #331m
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FEIRD 5

[

InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 251 T #331m

\|



O BASTCE

BEEACL

BIFEHAYE: 2024-06-18 14:31:20

1. #EOfER

iHEBAF ( CKafka)

EOBKIER : ckafka.api3.finance.cloud.tencent.com,

REEACL

FOAZCEISRERIRS] © 100R/FD,

EOEFATE : 2020-03-02 18:29:29,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik ABEFNULL k8 T

Action = & String nNHE&E8, ANEOEYE : DescribeACL

Version 2 & String XS, AEOEYE : 2019-08-19

Region 2 S String RS, FIFRSIFHMRZIZR(TODO)

Instanceld = = String sf5iId
AclFiR2EE |, (0:UNKNOWN , 1:ANY , 2:TOPIC , 3:GROUP

ResourceType 2 & Int64 4:CLUSTER , 5:;TRANSACTIONAL_ID) , 4riRETOPIC , EE=BRATE4E:
FrAFFEkafkafaclBffER

ResourceName 2 = String ﬁ,}i!i%flj’”\ , %Dresc\nyrceType’fE?é . izl]%resource:rypeﬂgTClPICHﬁ . MIZ=FES
FrtopicETR , HresourceTypeIGROUPHT , 1Z=FERFR"group &R

Offset & & Int64 RBhE

Limit & a Inted  NEBRE

SearchWord & &5 String FKEE=ILRD

3. MHEE
SHBIR &S] fEIR
Result AclResponse IREIFIACLEEREX TSR

Requestld String

WS : BRmEmEX

BE—EK ID , 8REREPRIRE, ELIERRASFERAEZRIFERAT Requestld.

6252 71 #331m

\|



@ BIH=TCE BRAFI ( CKafka )

4. SRR
BUFRGI T B LS BRI AORARID | RSB A 41200,

IR 33!

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 28253 T #331m



O BASTCE

Elljﬁﬁ)jﬁzmﬁ

BIFEHAYE: 2024-06-18 14:31:20

1. #EOfER

EOEREE :
EIRFER
BN OIBRIRERIRS] © 1000%/70,
EOEFATE : 2019-12-06 16:30:42,

EORMER LN,

2. NS

ckafka.api3.finance.cloud.tencent.com,

iHEBAF ( CKafka)

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR Wi FEEFNULL
Action = &
Version 2 &=
Region 2 =
Instanceld = )
SearchWord 5 =
Offset & &
Limit & &
-\ e
3. mHESE
SHER it b
Result UserResponse R[EIEERTZR
Requestld String
H >
4. $ERE

PAIMRFIH 7O SZEEXANERE | BEERGEFEN AT

HEIRD

WS : BRmEmEX

MR

=]
°

U
NHESE, AZEOBYE : DescribeUser

HB% , KiZOEBYE : 2019-08-19

>

2%, FRRSIFIMIESIZR(TODO)

>

sfild
RRRERITIE
iE2
RIRRENEL

E—IEK ID , §REREPRIRME., ELIRASFERAEZRIERAT Requestld.

%254 T H#331m



O BASTCE MBI ( CKafka )

FEIRD 5

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 8255 T #331m

\|



O BASTCE SEIAFI ( CKafka)

(ZERS

ERITEFHYE): 2024-06-18 14:31:20

v -
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
1B
EONZCERINZRS : 1000%/FD,
EOSEFRAETAE : 2019-12-09 10:56:50,

RO S 2 41N,
A M2
2. MANSE
LATBREHGIRINGH TEOBERSHIED AHSE , TBAHSHGIRDALERSE,
SRR Whi%E FEEFNULL i fER
Action 2 &= String ~HSE, KZROBYE : ModifyPassword
Version =2 & String NHESE | ANEOBYE : 2019-08-19
Region B & String AHBH, FIFRSISRMEREIZR(TODO)
Instanceld = B String sfpiid
Name = & String FRFEFR
Password = &= String B EaIE
PasswordNew 2 B String FAF#F#ES
A M2
3. BitHEE
SEEFR St HA
Result JgwOperateResponse IRELER
Requestld String W—EK ID , ®RiEKREBIRE, ELICRAHEEREIZRIBFRA Requestld,
H >
4. 35103
LAY 7O S5ZEIERRIEIRD , EfttiERigiF A HiER0.
FEIRIG fEA

WIS : B emEX 6256 T #331m

\|



O BASTCE MBI ( CKafka )

FEIRD 5

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 58257 TW #331m

\|



O BASTCE

FRUEREO
£ X

RITEHHYE): 2024-06-18 14:31:20

v s
1. EOHA
EOEkigE . ckafka.api3.finance.cloud.tencent.com,
FEORTIEMERFHISX
BN OIBRIRERIRS] © 1000%/70,
EOFEHAYE : 2020-03-02 18:01:29,

EORBESREN.

2. NS

LINERSEHGIRMNGIE TEOBRSEIBO LS, =B

SHBR Wik FEEFNULL ESit]
Action P r String
Version = 5 String
Region = = String
Instanceld = &5 String
TopicName = B String
PartitionNum = = Int64
A M
3. BitHSE
SHER St R
Result JgwOperateResponse IR[EIRYLESRE
Requestld String ME—ig=k ID
H >
4. 35103

UG T 2O SSIZEERA0EIRD , BfERDEL L

WS : BRmEmEX

SNz

, B8

HERIRG,

iHEBAF ( CKafka)

HBHPIRWNHERSL,

t2¥ , AEOBYE : CreatePartition
NHESE, AEOBE : 2019-08-19

RIEBE, FFRSIFHBIEEIZR(TODO)

FED XN

KREIRE], EERRERHIZIXIERE Requestld,

6258 T #331m

\|



O BASTCE MBI ( CKafka )

e ] 5

>4

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 28259 T #331m

\|



O BASTCE

Bl RN

ERITEFHYE): 2024-06-18 14:31:20

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
tlzEckafka==8R
EONZCERINZRS : 1000%/FD,
EOSEFRATAE - 2020-03-02 18:33:15,

EOBIIOEE NN,

2. NS

iHEBAF ( CKafka)

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FEFNULL
Action = &
Version = &
Region = &
Instanceld =z a
TopicName = a
PartitionNum = a
ReplicaNum = B
EnableWhiteList & a
IpWhiteList & a
CleanUpPolicy B &
Note ) a
MinInsyncReplicas B B

WS : BRmEmEX

s
String
String
String

String

String

Int64
Int64
Int64

Array
of
String

String

String

Int64

HEH, AEOEYE : 2019-08-19

>

2%, FRNRSIHIMIESIZR(TODO)

N

SEfild

FRER , R— BT 64 NMFHFRHER | KAUFEA
BFFT , RRBOILUEETFE. s

Partition/M&% , X3F-0
BIANEY , ARBES T broker 27 , K793
ipPABERFFXR, LFTFF 0:xi) , BRARFTFF

IpEEEFIZE , BECLIRE , enableWhileList=1A74%i%

EIEHTRE  BEEEEL | BAK delete”, "delete” :
ASIR{REATIEMIES | "compact” : B key E

45 , "compact, delete" : HEIR key [E48 B St% R 7R A
B/%o

FEEE , B— BT 64 NFRAVFRS , WALIFEH
BT, RRBOTLUEETE. (-

AL

26260 1 #331m

\|



O BASTCE SEIAFI ( CKafka)

SHBR wasE FBIFNULL 358 U
UncleanLeaderElectionEnable & &5 Inte4 RESARRLAIRI AL sleader , falseRIeiT | trueiss
[} [}

7, AT

RetentionMs & & Int64 AEE%k, {REBRTE , BiIms , ZET5H/J\VE~60000ms
SegmentMs &= & Int64 Segmenty FiRSIA9EHE |, Bafiims , aE1E&/)N\3600000ms
S - = o+
MaxMessageBytes = = Int64 FRUHB&EAE , B8 Byte , &&A{E/912582912Byte ( B
12MB) ,
A M
3. BitHE%
SHEWR i) R
Result CreateTopicResp IR[EIBIFELE
Requestld String H—IEK ID , ®XIEREPSIRME., EURRNEERAIZRIEKE Requestld,
H
4. 551R05
UMRBIE 7O SEEEXNEIRE , HERBIEFEN A HEERD,
HixhD R

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WIS : B emEX 6261 T #331m

\|



O BASTCE SEIAFI ( CKafka)

Bl FMIPHZ A

ERITEFHYE): 2024-06-18 14:31:20

ARy N

1. EOHA

EOEkiEE . ckafka.api3.finance.cloud.tencent.com,
ellfE ST = =1

BOAEZEOISRIRERPRE © 100X/FD,

EOEFATE : 2020-03-02 18:06:20,

BORMER LN,

2. NS

LITNBERSEHGIRFIE TEOIBRSHFRD AHESH |, TEARSHIIRDAHLERSEL,
SHBR Wi FEEFNULL Sl R
Action = & String NHSE, AEOEYE : CreateTopiclpWhitelList
Version =2 &5 String NHESE | ANEOEYE : 2019-08-19
Region £ S String AHBH, FERFRISHMRZIZR(TODO)
Instanceld = = String SEf5Id
TopicName =2 & String FRAZTR
IpWhiteList 2 &= Array of String [[o]=F=4=:V1E3

3. WS

SR ESid) TR
Result JgwOperateResponse MR ERIPHZERLER
Requestld String W—iEK ID , ®RiEKEPSIRE], EEMATEERAZXIEKA Requestld,
H 33
4. 35103

UG T 2O SSIBAEERA0EIRD | BERIBFEN A TR,

HIRAD T

InvalidParameter

WIS : B emEX 6262 T #331m
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O BASTCE MBI ( CKafka )

FEIRD 5

[

InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 28263 T #331m
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O BASTCE

MpRERR

RITEFHHYE): 2024-06-18 14:31:20

1. FOfEE

EOERES :
fipRckafkad=rT
FOAEOIBRIRERIRS] © 1000%/70,

EOEFATE : 2020-03-02 18:34:34,

BORMER LN,

2. NS

LINERSEGIRNG I T EOBRSEFIED RHSE

ckafka.api3.finance.cloud.tencent.com,

SHBR WA FFFNULL ESic)
Action = = String
Version = =5 String
Region = &= String
Instanceld = 5 String
TopicName = = String
por s
3. HsE
SHBR RE &R
Result JgwOperateResponse REIRVEERE
Requestld String
H
. FEIRD

UG T 32Ol S5BEERA0EIRD |, EfhiERBIE R

%EI'L?EEE_'!
InvalidParameter

InvalidParameterValue.RepetitionValue

WS : BRmEmEX

\

iHEBAF ( CKafka)

S48, ZNEOBYE : DeleteTopic

NHSEH, AEOHYE : 2019-08-19

4

HEE , F RS HEFIZR(TODO)
ckafka sZf5ilId

ckafka EIZFR

H—iEXK ID , BRiEKEPSIRE., EEMATEERAZXIERKA Requestld,

%6264 T #331m



O BASTCE MBI ( CKafka )

FEIRD 5

[

InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 28265 0 #331m
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O BASTCE SEIAFI ( CKafka)

MR ERIPEZ &

ERITEFHYE): 2024-06-18 14:31:20

=7 R

1. #FOfEA

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
MBS ERRIPH &R

EOMZECERINERS) - 200%/70,

EOSEFRATAE - 2020-03-02 18:07:14,

EORKWSEREN.
2. MINSE
LITNBERSEHGIRFIE TEOIBRSHFRD AHESH |, TEARSHIIRDAHLERSEL,
SHBR Wi FEEFNULL Sl R
Action = S String NHSE, KZEOBYE : DeleteTopiclpWhitelList
Version =2 &5 String NHESE | ANEOEYE : 2019-08-19
Region £ S String AHBH, FERFRISHMRZIZR(TODO)
Instanceld = = String SLAID
TopicName =2 & String FRAZTR
IpWhiteList 2 &= Array of String [[o]=F=4=:V1E3

3. WS

SR ESid) TR
Result JgwOperateResponse MR ERIPHZERLER
Requestld String W—iEK ID , ®RiEKEPSIRE], EEMATEERAZXIEKA Requestld,
+ NS
4. 35103

UG T OSSR A0EIRD | BfERISFER A IR,

HIRAD T

InvalidParameter

WIS : B emEX 26266 T1 #331m

\|



O BASTCE MBI ( CKafka )

FEIRD 5

[

InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 58267 TW #331m

\|



O BASTCE SEIAFI ( CKafka)

IRENEFIZR

BIFEHAYE: 2024-06-18 14:31:20

=7 R
1. #FOfEA
EOBERIEE : ckafka.api3.finance.cloud.tencent.com,

EOEKIEA © http://imgcache.finance.cloud.tencent.com:80ckafka.tencentcloudapi.com Z#EO ( DescribeTopic ) BFERF%L
EGEEBAG! CKafka SLAIRYEDAZR

FOAROIERIRERIRSE] © 1002%/70,
EOSEFATE : 2020-03-09 16:58:46,

EORBESRER,

2. MNSEL

UTNERSEGIRMGIE TEROERSEIPO LIS, TBAHRSEGIRDN TGRS,

SR DA FEEFNULL &St A
Action 2 & String NHESE , AEOBYE : DescribeTopic
Version 2 5 String NHESE, AEOBYE : 2019-08-19
Region 2 & String AHSE , N RIFHEHFIZR(TODO)
Instanceld = & String S5 ID
SearchWord B B String ISR, 1208 topicName 958 , SiHEHIEH
Offset & & Int64 RizE , TEEIAA0
Limit B & Int64 REFE , NENEIAAL0 , HAEAS0
3. IS
SHER ESid) ik
Result TopicResult IREIRER
Requestld String K—iEK ID , ®RIEKREPRIRE]L. ENIERRAT R ERAZRIEKRKE Requestld,

4. $EIRS

UG T OSSR A0EIRD | BERIRFE N AT HEIRD,

WS : BRmEmEX 25268 TW #331m
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O BASTCE MBI ( CKafka )

RS 5

>4

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 28269 T #331m

\|



O BASTCE SEIAFI ( CKafka)

kv S H
SR ERUE M
HIFEFATE: 2024-06-18 14:31:20
=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
RENET R
EONZCERINZRS : 1000%/FD,

EOEFATE : 2019-12-09 10:47:39,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SRR Wi FEEFNULL KA T

Action P S String ~HSE, KIZFOBYE : DescribeTopicAttributes
Version 2 & String NHESE, AEOBYE : 2019-08-19

Region ! S String AHBH, FIFRSISHMRZIZR(TODO)
Instanceld = = String S5 ID

TopicName 2 S String FREFR

3. S

SHER &g fER
Result TopicAttributesResponse IREIFILERIIS
Requestld  String W—iEK ID , ®RiEREIRE, ELIERRAEERMIZRIFRAT Requestld,

4. FEIRD

UG T Ol S5BIEERA0EIRD | BfhiERADIFE I A iEiRe

Jdr
°

EIRED A
InvalidParameter

InvalidParameterValue.RepetitionValue

WIS : B emEX 5270 T H#331m
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FEIRD 5

St

InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 271 T #331m
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O BASTCE

SRENE RS ZRIF B

BIFEHAYE: 2024-06-18 14:31:20

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,

REVER RS ((=HEREA )
BN OIBRIRERIRS] © 1000%/70,
EOEFATE : 2019-12-06 16:48:46,

EORMER LN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

iHEBAF ( CKafka)

SHER WAIS FBEFNULL it A
Action 2 S String nHSE, AEOBYE : DescribeTopicDetail
Version = &= String NHSE, AEORYE : 2019-08-19
Region <! S String RNESH , FEIFRSERIMEHEIZR(TODO)
Instanceld = = String 5l
SearchWord & & String (ITIEKA ) $ZRRtopicNameldiE |, STIFIEHIEIR
Offset 5 B Int64 fmize , NEEIA0
Limit B a Int64 REFE , AMENEGA 10, HAE20 , BUEELTO
A M2
3. IHSE
SHER St R
Result TopicDetailResponse IR ERFRTFESLR
Requestld String H—iEK ID , ®XIEREPSIRME. EARENEERAIZRIEKE Requestld,
H >
4. $ERE

PAIMRFIE 7O SZEERANERE , BERGEFER

HEIRD

WS : BRmEmEX

ANHEEIR,

5272 71 H#331m
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HiRtD fk
InvalidParameter
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InternalError

ResourceUnavailable

WS : BRmEmEX 273 T #331m
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O BASTCE

ENEN=]S

ERITEFHYE): 2024-06-18 14:31:20

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
IRIEIEEoffset (I BRI

BOAEZEOISRIRERPRE © 100X/FD,

EOEFRAYE : 2022-07-21 11:58:25,

EOBIIOEE NN,

2. NS

SHER WA FFFNULL &Sic)
Action = e String
Version = =5 String
Region = B String
Instanceld = B String
Topic = B String
Partition = = Uint64
Offset = B Uint64
3. S
SHETR ESic) TR
Result ConsumerRecord IREZEER

Requestld String

AR

iHEBAF ( CKafka)

2%, AEOBYE : FetchMessageByOffset
AHSH, AEOBYE : 2019-08-19

7= FRSTRFATIBIBIER(TODO)

H—iEXK ID , ®RiEREPIRE], EAMRTEEREIZIXIEKE Requestld,

PAIMRFIE 7O SZEEXANERE | EERGFEN A ATERE,

HEIRD

WS : BRmEmEX

5274 71 H331m
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FEIRD

53
4

InvalidParameter
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation

InternalError

ResourceUnavailable

WS : BRmEmEX 28275 @ #331m

\|



O BASTCE SEIAFI ( CKafka)

IR REREEYIER

RITEFHHYE): 2024-06-18 14:31:20

v s
1. ZFOfEA
EOiEKigE : ckafka.api3.finance.cloud.tencent.com,
RIE REEEES IR
BOAEEOISRIRERPRE © 100X/FD,
EOSEFRATAE : 2022-07-21 11:55:15,

BRI E S EN,

2. NS

UTNBERSEGIRGIH T ROBERSBHBO OHSE , TBAHSHFIRDNAHIERSH,

SHBR Wik FBEENULL %R R

Action = S String ~HBE, KIZOBYE : FetchMessagelistByOffset
Version =2 & String NS, AEOEYE : 2019-08-19

Region = S String RNEBH, FIFRSEAIMEEIZR(TODO)
Instanceld 2 -y String sC{5IId

Topic g & String FrE

Partition = S Uint64 »Xid

Offset = £ Uinted  fIRIEE

SinglePartitionRecordNumber S S Uint64 BRAEIIEE, BAA20 , &=K20

3. WS

SHEWR E-Sic) i)

Result ConsumerRecord J:f%@%% =, 7§U$EF'7FJ‘&IEIEWE_:‘E%EP\]§ (key. value) , MNRFEFHEMKHEER
& , i5fEFFetchMessageByOffsetiE[]

Requestld  String E—iEK ID , RIEKREIRE, ERARRHEERHIZRIERN Requestld,

4. TR

WIS : B emEX 5276 T #331m

\|



O BASTCE MBI ( CKafka )

UG T 3Ol S5 IEERA0EIRD , BRI A HHEIRD,

HEIRD 5

2

InvalidParameter
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation

InternalError

ResourceUnavailable

WS : BRmEmEX 58277 W #331m

\|



O BASTCE

RIENREEEREEYIR

BIFEHAYE: 2024-06-18 14:31:20

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
REEEE ISR
EONZCERINZRS - 1000%/FD,
EOSEFRATE : 2022-07-21 11:53:04,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

iHEBAF ( CKafka)

SHER Wik FREENULL 3R ik
Action = S String yN=S

Version 2 & String AHSE, AEEOEYE : 2019-08-19
Region 2 S String  AHEBH, FUFRISHMEFIZR(TODO)
Instanceld = = String 5iId

Topic 2 ES String FRE

Partition S S Uinte4 o Xid

StartTime & & Uinte4  ERFFIARIIE] , 13{ZAGiRIEL
SinglePartitionRecordNumber S S Uinted  EAEIIEKE , BAA20 , &K20

3. mHESE

SHER ESic) fER

REIGER, 8, FIRPAREEFGEERS (key, value) , INRFEFHEMKHEEA
Result ConsumerRecord | " -

& , i5fEFFetchMessageByOffsetiE [
Requestld  String H—iEXK ID , BRiEKESSIRE], BRI EEREZRIEKE Requestld,

4. FEIRS

WS : BRmEmEX

5278 T #331m

\|



O BASTCE MBI ( CKafka )

UG T 3Ol S5 IEERA0EIRD , BRI A HHEIRD,

HEIRD 5

2

InvalidParameter
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation

InternalError

ResourceUnavailable

WS : BRmEmEX 279 T #331m

\|



O BASTCE SEIAFI ( CKafka)

\er:l E
IRETHEN
HIFEFATE: 2024-06-18 14:31:20
=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
AEORTELEREL.
EONZCERINZRS : 1000%/FD,

EOEFAYE : 2020-03-02 18:31:52,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SRR Wik AEFNULL k8 Ak
Action 2 & String ~HSE, KZEOBYE : ModifyTopicAttributes
Version =2 &5 String NHESE | ANEOEYE : 2019-08-19
Region 2 S String  AHS¥, FFRXZRHIMIRFIZR(TODO)
Instanceld = = String S5 1D,
TopicName 2 P String ERRETR,
Note = = String FREEE %—4\2\':#553644\?ﬁ59f?“-ﬁ$ . WRAFEAE
FH RRBOULESFE. BFEL-.

EnableWhiteList B £ Int64 IPABEFFX, 1:$J7F; 0 : X,

Array
IpWhiteList & & of IpEBEa%I% , BERfREI , enableWhileList=1Rfw4i%

String
MinInsyncReplicas S S Int64 ZHAAL,
UncleanLeaderElectionEnable & & Int64 ZAAB 0, 0: false ; 1 : true,
RetentionMs = S Int64 SEERERTE , BT ms , MFIE/IMER60000ms,
SegmentMs 5 & s Seament BITETARIR, B s, S
MaxMessageBytes B ) Int64 i%f’)%e%k{a AP Byte , BAIE/N125829128Byte (BD
CleanUpPolicy & & String  IHEMERREE , ATLUEEdelete BiE compact

WIS : B emEX 6280 1 #331m

\|



O BASTCE

3. iS4

SHETR Sl
Result JgwOperateResponse

Requestld String

4. FERG

iHEBAZ ( CKafka)

Tk
REIEERE

W—iEXK ID , BREKESIRE., EMEMITEERAZXIEKAI Requestld,

PIMRFIE 7O SZEEXAERES | EERGFEN A SR,

HiRAD

InvalidParameter

InvalidParameterValue.RepetitionValue

InvalidParameterValue.WrongAction

InvalidParameterValue.InstanceNotExist

UnauthorizedOperation

UnsupportedOperation.OssReject

InvalidParameterValue.SubnetNotBelongToZone

InvalidParameterValue.Vpcldinvalid

InvalidParameterValue.SubnetldInvalid

InvalidParameterValue.ZoneNotSupport

UnsupportedOperation.BatchDellnstanceLimit

InternalError

ResourceUnavailable

WS : BRmEmEX

%281

\|

£331m



O BASTCE SEIAFI ( CKafka)

HfthizO
EEAFSIER

RITEHHYE): 2024-06-18 14:31:20

1. O

EOEkigE . ckafka.api3.finance.cloud.tencent.com,
S TRUTIES

BN OIBRIRERIRS] © 1000%/70,

EOEFRAYE : 2019-12-09 11:00:06,

EOBFINE R EM.

2. NS

UTNBERSEGIRGIH T ROERSEHBO NHSE |, TBEAHSHIIRNAHIERSH,

SHER Wil FEEFNULL e i) A

Action b B String NHSE , KIZEOBYE : DescribeApplnfo

Version =2 & String NHESE, AEOBYE : 2019-08-19

Region B S String RESH, FIFRSSRMEHZIZR(TODO)

Offset & s Int64 BB

Limit ) = Int64 RREARFHERRHERS , &AE/I50 , BUAS0
3. IS

SHER E3id) R

Result AppldResponse RERFFEEKRIApp IdFIE

Requestld String W—EKR ID , BREKREBRE, ELICRATHEERMEIZRIBERE Requestld,

4. FEIRD

UG T OS5I EERA0EIRD | BERISER A HHEIRD,

l_':|

THIRD fik

WS : BRmEmEX 58282 Tn #331m



O BASTCE MBI ( CKafka )

FEIRD 5

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 28283 T #331m

\|



O BASTCE

HEHEEDEER

ERITEFHYE): 2024-06-18 14:31:20

1. #EOfER

EOBKIER : ckafka.api3.finance.cloud.tencent.com,

BiHBESHER

BN OIBRIRERIRS] © 1000%/70,

EOEFATE : 2020-03-02 18:46:04,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

iHEBAF ( CKafka)

SHER Wik REFNULL K8 T
Action = S String  AHSE, AEOEYE : DescribeConsumerGroup
Version =2 & String NHESE | ANEOEYE : 2019-08-19
Region £ & String RS, FIFRSIFAMHEZIZR(TODO)
Instanceld = = String ckafkasLflid,
GroupName & S String A%k, APEEEIANgroupBFR.
TopicName = = String Ak, %F.—T%%ﬁi@ﬂ’ﬂgroqpﬂF‘E’ﬂXﬂ‘ﬁﬁE’\Jtopic%ﬂ*\ NERIEE T IZSE , M
group X RIEENBERIZSEL.
Limit & £ Int64  ARREEPRE
Offset B = Inted  (RBEAIE
3. WS
SHER E3id) fER
Result ConsumerGroupResponse REREERSHEE
Requestld  String HE—iEK ID , BRIEKREPIRE], EARANFHEREIZXIBEKE Requestld,

4. FEIRS

WS : BRmEmEX

26284 1 #331m

\|



O BASTCE MBI ( CKafka )

UG T 3Ol S5 IEERA0EIRD , BRI A HHEIRD,

HIRAD 5

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 282850 #331m

\|



O BASTCE

WEBZR 7 H S EMR)

BIFEHAYE: 2024-06-18 14:31:20

1. #EOfER

EOBKES :
WEEEZE D H (KB EIR)
FOAZCEISRERIRS] © 100R/FD,
EOEFATE : 2020-02-17 17:03:28,

EORMER LN,

2. NS

ckafka.api3.finance.cloud.tencent.com,

iHEBAF ( CKafka)

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR Witk FEFFNULL RE
Action = = String
Version 2 N String
Region = &= String
Instanceld = = String
SearchWord = = String
Offset & B Int64
Limit & = Int64
A M2
3. FitH &
SHBR RE T
Result GroupResponse IREIZERETIZR
Requestld String
H >
4. $EiRE

PAIMRFIH 7O SZEEXANERE | BEERGEFEN AT

HEIRD

WS : BRmEmEX

MR

hra)
°

R
AHSE, AEOBYE : DescribeGroup

HB% , KiZOEBYE : 2019-08-19

>

2%, FRRSIHIMIESIZR(TODO)

>

LI
BRXgET
ImizE
BAREEE

W—iEXK ID , BRiEKESIRE., EMEMATEERAZXIEKA Requestld,

26286 T1 #331m



O BASTCE MBI ( CKafka )

FEIRD 5

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 58287 T #331m

\|



O BASTCE SEIAFI ( CKafka)

SLIMER RO
IRENHZR T EER

RITEHHYE): 2024-06-18 14:31:20

e =

1. EOHA

EOEkigE . ckafka.api3.finance.cloud.tencent.com,
REVHBEDBER

BN OIBRIRERIRS] © 1000%/70,

EOE#AYE : 2020-01-07 11:26:49,

EORWERREN.

2. MINSE
UTBR PRI TROBRSKIES AR | RRASHPIRN L EREL,

SHER Wik AENULL 58 iR
+&

Action = S String  AHSE, AFEOEYE : DescribeGrouplnfo
Version 2 = String  AHESE, AEOEYE : 2019-08-19
Region = B String  AHSH, FRFRISHMRZIZR(TODO)
Instanceld 2 ) String (1TEEM4 ) $=BRLI 1D =38,
Array Kafka iE#&24H , Consumer-group , IXEEAR (. WRERHELETES
Grouplist 2 = of EE (—HR GET IBKA ) |, BJLAERER :
String GrouplList.0=xxx&GroupList.1=yyy,
3. S
SHER &<t R
Result GrouplInfoResponse IREIRIZER
Requestld String W—iEKR ID , 8REKREBRE, ELICRATFERMEIZRIBERE Requestld,

4. FEIRD

UG T OSSR A0EIRD | BERITER A HHEIRD,

WS : BRmEmEX £8288 T #331m



O BASTCE MBI ( CKafka )

e ] 5

>4

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 28289 T #331m

\|



O BASTCE SEIAFI ( CKafka)

KRB B R Hoffset

RITEFHHYE): 2024-06-18 14:31:20

ARy N
1. EOHA

EOEkiEE . ckafka.api3.finance.cloud.tencent.com,
IREGEZE D Hoffset

BOAEEOISRIRERPRE © 100X/FD,

EOFEHATE : 2019-12-06 16:51:35,

BORMER LN,

2. NS

ITNBERSHGIRNFIE TEOIBERSHFRD NHESH , TEARSHGIRDAHLERSLH
SHER WIE FIFNULL R A
Action = a String ~HSE, KIZFOBYE : DescribeGroupOffsets
Version =2 &5 String NHESE, AEOEBYE : 2019-08-19
Region B S String RNEBH, FIFRSSMEFIZR(TODO)
Instanceld = ) String (L& ) =R ID 1958
Group 2 S String Kafka jE#&o4H
Topics = = Arr-ay of group.iTl‘_Bf]E’\JI@%fﬂ"\if’ﬁéﬁ  INRRBIZEE | NRRIEER group AT
String A topic 58
SearchWord & & String TEHAPTED topicName
Offset B B Int64 RREBRIEAUE , BIAT0
Limit a a Int64 RRREERIEANEL , BIAAS50 , &RKEHS0
3. S
SHEWR E- it A
Result GroupOffsetResponse REIVERN TS
Requestld String H—iEK ID , &XIEREPSIRE. BRI EERMZRIEKE Requestld,

WIS : B emEX 6290 T #331m

\|



@ BIH=TCE BRAFI ( CKafka )

4. SEIRAS
WG T B LS BRI AR |, RSB A 41200,

IR 33!

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 291 T #331m



O BASTCE

SRENSCHETE

BIFEHAYE: 2024-06-18 14:31:20

1. #EOfER

EOEREE :
SRENLAI/E
FOAZCEISRERIRS] © 100R/FD,
EOEFATE : 2019-12-09 10:52:05,

EORMER LN,

2. NS

ckafka.api3.finance.cloud.tencent.com,

LINBERSHGIRNG I TEOBERSEFIED RHSE

SHETR Vv FEEFNULL
Action = &
Version = =
Region = a
Instanceld = =

3. S

SHETR St

Result InstanceAttributesResponse
Requestld String
2
4. 5EIR1S

PAIMRZIE 7O S35 EERaIEiRe |, BfhiE:
TEIRD

InvalidParameter
InvalidParameterValue.RepetitionValue

InvalidParameterValue.WrongAction

WS : BRmEmEX

iHEBAF ( CKafka)

it fEA

String NHBE, KIZFOBYE : DescribelnstanceAttributes

String AHSE, AEOHE : 2019-08-19

String NHBH, FEIFRSIERIMHZIZR(TODO)

String sofplid

fER

IHIBMHRELERTSR

HE—15s , BIRERERIRE], EMOMARERAIZRIEKAY Requestld,
RAGIF A HEFEIRAD,

6292 T #331m



O BASTCE MBI ( CKafka )

FEIRD 5

[

InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 8293 T #331m

\|



O BASTCE SEIAFI ( CKafka)

SREXSLAIFZR

ERITEFHYE): 2024-06-18 14:31:20

7
1. #FO#R
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
ZA$#0 ( Describelnstance ) BFAERAFIKF TREGHERBAF CKafka SLAIFIZR
EAREOIERINEIRS : 200R/FD,
EOSEFRAETAE : 2019-12-19 11:23:20,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik AEENULL 28 ik
Action P S String ~HSE, KIZOBYE : Describelnstances
Version 2 &5 String NESE, AEOEYE : 2019-08-19
Region = S String NHSE, FERF R ISEFIZR(TODO)
Instanceld S B String (L& ) IRIBSLFIIDIEIE
SearchWord & & String (ITIERM ) IRIBSLHIRTRTIE | SFHEMES
Status = = Array of (iEEM ) LORPRTS. 0: G, 1574, 2 @ fbR , EEGA
Int64 REEED
Offset & & Int64 fmizE , FNMEEANO0
Limit & & Int64 REEE , NENEGAL0 , &AE20
TagKey & & String ILfcineskeylE,
3. BitHEE
SHER i) fEA
Result InstanceResponse IRERILER
Requestld String E—IEK ID , &RERESIRE], EfIT@AHEERHIZRIEKA Requestld,

WS : BRmEmEX 28294 Tn #331m

\|



O BASTCE MBI ( CKafka )

4. SRR
BUFRGI T B LS BRI AORARID | RSB A iS00,

HiRAD

2
5

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 58295 T #331m

\|



O BASTCE SEIAFI ( CKafka)

Y= < > ==

SREN LA ZRIF B

B EFAATIE: 2024-06-18 14:31:20

1. EOfA

EOBKIER : ckafka.api3.finance.cloud.tencent.com,
FAFP K R IRBNL I RIF IS

EOMZECIERINEIRS) : 200%/70,

EOEFTE : 2019-12-19 11:22:28,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik AEENULL 28 ik

Action = & String NS, AEOBYE : DescribelnstancesDetail

Version 2 & String AHSE, AEOE : 2019-08-19

Region B S String NHBE, FENF- R ISHEZIZR(TODO)

Instanceld 5 & String (ILTERM ) IRERSLBIIDEIE

SearchWord & & String (SiEFM ) IRIBLFIBFRITLIR | SHHEER

Status = = Array of (iEEM ) THRPRTE. 0: G, 1574, 2 : fibR , EEA
Int64 REIEED

Offset & & Int64 e , NEEIA0

Limit S S Int64 REEE , NENEGAL0 , &AE20

TagKey & & String ILfcineskeylE,

Filters 5 & Array ol igyges
Filter

3. S

SHRER ESic) fER

Result InstanceDetailResponse IREIRISEHIFBLERITR

Requestld String HE—ER ID , BREREBIRE, ELIERATHRERMIZRIFKRAT Requestld,

WIS : B emEX 6296 T H#331m

\|



O BASTCE MBI ( CKafka )

4. SRR
BUFRGI T B LS BRI AORARID | RSB A iS00,

HiRAD 1)

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.VpcldInvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 58297 TW #331m

\|



O BASTCE SEIAFI ( CKafka)

1ZEGroups i§#oHoffset

ERITEFHYE): 2024-06-18 14:31:20

=7 R
1. #FOfEA
EOBKIER : ckafka.api3.finance.cloud.tencent.com,
®EGroups iBZ¢Hoffset
AR OIERINZIRS : 1000%/FD,
EOSEFRATAE - 2019-12-09 10:54:37,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FSIFNULL 388U b
Action 2 S String ANH2SE, KZFOBYE : ModifyGroupOffsets
Version 2 & String AHSE, AEEOEYE : 2019-08-19
Region 2 S String RS, FIFRSISMEZIZR(TODO)
Instanceld = = String kafkasLflid
Group = B String kafka jB#54H
EHEoffsetfUZREE , A& X 0. 3355shift-byS#y , (KFEiCoffsetmaiagiaE
#ashiftsg 1. X358 (by-duration, to-datetime, to-earliest,to-latest) {X;
Strat 2 & Int64
rategy = = " FiBoffsetlEaZIfEEtimestampfIfiIE 2. JFF5%E (to-offset) , AFIB
offsetigahEtgERof fset(iI &
Array
Topics B B of FrnEEENtopics, NERREED
String
Ystrategy HORT , WRBEZFER , AILAKTFERFSIBoffsetm/E#n
Shift - - Int64 shiftg , NFEWKoffsetmmiEl#ishiftszEl, EREERHIofsetiiZ2
= = (old_offset + shift) , EEFERIERWNRFFAYoffset N FpartitionfJearliest
N&ig B Hearliest , TR ATF partition filatestN&IGE Hlatest
EAfms, YstrategyN1RT , WRBEIZFER , Hh-2RR<ESoffsetZIRFF
ShiftTimestamp 7 = Int64 WBENE | -IRAEEISRFIUEHEATED) . HEEWFREERT
. . 8 , 25kEtopicrhiEERAIoffset AIRHHTES , BETEMN , NS5
ENREAFERS , NERBERENoffset,
Offset £ = Int64 wEEIMREMNOffsetI&, Zstrategy 2 , WRBZZFER.

WIS : B emEX 6298 T #331m

\|



O BASTCE SEIAFI ( CKafka)

SHBR Pk BIFNULL

W
i

A
Array EEEFNLENIpartitionf9513% , ARIZEIEETopicsBE, WESLEH

Partitions & & of topicsHIXIRzAYPartitionFIZFRERpartition, 18xETopicsEINIEEISER
Uinté4  topickIZRAIRIRIAYPartitionsZAYpartition,

3. S

SHAR ESid] A
Result JgwOperateResponse IREIGER
Requestld String W—iEK ID , 8RIEKREPRIRE], ENIOIRRRT RS ftizRiEKE Requestld,

4. 3EIR

PAIMRZIE 7O SZEERaEIRN | BERGFE N AT ERE.
FEIRD ik
InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue.InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WIS : B emEX 6299 T #331m

\|



O BASTCE

REpIEE

ERITEFHYE): 2024-06-18 14:31:20

1. FOfEE

EOBKIER : ckafka.api3.finance.cloud.tencent.com,

RELHIREME
BN OIBRIRERIRS] © 1000%/70,
BOSE#RAYE : 2019-12-09 10:52:33,

BORMER LN,

2. NS

LINERSHGIRNGIE T EOBRSEIRD A RS, RERAHSHGIRN A HIEK

SHEWR W% AREENULL
Action = )
Version 2 )
Region = =
Instanceld = B
MsgRetentionTime = =
InstanceName B )
Config & &
A s

3. ®HSE
SEER ESid]
Result JgwOperateResponse
Requestld String

4. FEIRD

WS : BRmEmEX

»

\

String

String
String

String

Inte4

String

ModifyInstanceAttributesConfig

Tk

IREIEER

iHEBAF ( CKafka)

5%

RNESE, AROBE
ModifylnstanceAttributes

NHSE, AZEOBYE : 2019-08-19
NHBH, FE T RSIENRBRSIZR(TODO)
seflid

LA ATHIRIIREERTE) , BBUDH , &K
30K , ONFRATTE B S(RER T IEI RN SR R

SEHIEIR , B— BT 64 NFRIFR
B, WALFEAEFH , RRSSTUES
FE, HFFENZ()

SIHIECE

H—iEK ID , &XIEREPSIRME. BRI EERMZRIEKE Requestld,

6300 1 #331m

\|



O BASTCE MBI ( CKafka )

UG T 3Ol S5 IEERA0EIRD , BRI A HHEIRD,

HIRAD 5

[

InvalidParameter
InvalidParameterValue.RepetitionValue
InvalidParameterValue.WrongAction
InvalidParameterValue InstanceNotExist
UnauthorizedOperation
UnsupportedOperation.OssReject
InvalidParameterValue.SubnetNotBelongToZone
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.SubnetldInvalid
InvalidParameterValue.ZoneNotSupport
UnsupportedOperation.BatchDellnstanceLimit
InternalError

ResourceUnavailable

WS : BRmEmEX 2301 70 #331m

\|



O BASTCE

SRS

BIFEHAYE: 2024-06-18 14:31:20

GroupResponse

DescribeGroupHJiR[a]

WRITEOS|A - DescribeGroup

AR AT
TotalCount =2
Grouplist =

FEFFNULL

=
E=

=
=

DescribeBrokerResponse

DescribeBrokerResponse
#WANTE2O35 A : DescribeBrokers
BR
Clusterld
Zoneld
ClusterName
Brokerlp
Brokerld
MaxNetworkFlow
MaxDiskSpace
MinPort
MaxPort
AvailableNetworkFlow

AvailableDiskSpace

Tag

SLHRFBEPRITER

AN T™EOS| A : DescribelnstanceAttributes,

WS : BRmEmEX

XE
e

Int64

Array of DescribeGroup

FEVFNULL it
= Int64
B Int64
= String
= String
= Int64
&= Uint64
S Uint64
&= Uint64
S Uint64
&= Uint64
S Uint64

iHEBAF ( CKafka)

1%
T

Grouplist

fEiR

Clusterld

Zoneld
ClusterName
Brokerlp

Brokerld
MaxNetworkFlow
MaxDiskSpace
MinPort

MaxPort
AvailableNetworkFlow

AvailableDiskSpace

DescribelnstanceDetail, DescribelnstancesDetail

6302 T #331m

\|



O BASTCE

BR Wit
TagKey =
TagValue 2

ClusterInfo

SRHERA

il

#WaN OS] A : DescribeCkafkaZone

BFR D4yvis
Clusterld =2
ClusterName =
Zoneld iy
Zonelds o
CpuArch B
MaxDiskSize =
MaxBandWidth 2
AvailableDiskSize =

AvailableBandWidth 2

ZoneResponse

&ifkafkafdzone(E EiREIAYSLIR

SFNULL

=

iy

iy

iy

iy

2l

alil

2l

alil

W TO3| A : DescribeCkafkaZone

BR

Zonelist
MaxBuyInstanceNum
MaxBandwidth
UnitPrice
MessagePrice

ClusterInfo

WS : BRmEmEX

FEVFNULL

iy

iy

Int64
String
Int64

Array of
Int64

Int64

Int64
Int64
Int64

Int64

FBEFNULL

Py
[}

117 B 7

H

il

iHEBAF ( CKafka)

il R
String TREHIkey
String RERYE

R

£RE¥ld

SEEER

SR AKX

Broker T FAAXFIE

ESB¥AY CPU 2243, 1:x86; 2:arm; IZAARCEEMEEY | I : 3 TN
0011, &/~ x86. arm JR&LEHS

SERFERAHIER BAIGB
SHRATE BUMB/s
ST SR AR SA{UGB

SRR AT R BUMB/s

&<t fEiR

Array of Zonelnfo zoneFllZ&

Int64 EAMISESEGINEL

Int64 BRAMSEHE BAIMb/s
Price [EAS BRI

Price ISE-d=ISEUy

Array of ClusterInfo BFHELERER
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User

FAFSEfR

WA T™EOS|A : DescribeUser

BIR WAIFE FEFFNULL

Userld =2 &

Name = &

CreateTime 2 &=

UpdateTime = B
InstanceDeleteResponse
MBRSLHIREHESS
AT O3 : Deletelnstance

R %% FEVFNULL ESid)

FlowId = = Int64
TopicPartitionDO
HXIFE
WA 203 | : DescribeTopicAttributes

SR Wi FEEFNULL

Partition = &

LeaderStatus =2 &

IsrNum = &

ReplicaNum = B
CreateTcelnstanceResponse
CreateTcelnstance[a|£&

AN~ OS5 : CreatelnstanceTce
BFR Whi%E FEEFNULL ESid]

WS : BRmEmEX

iHEBAZ ( CKafka)

il iR
Int64 AFid
String FAFE#R
Datetime ClEERTE)
Datetime E=fE BT E
U
TR SCAIR [EIR9ESS I
xS U
Int64 Partition ID
Int64 Leader izfTIAZS
Int64 ISR Y
Int64 BN
U
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g iis
Flowld
Resourcelds
Region
BSOS
B TEOSIA -
AR Wi
Regionld =2
RegionName =
AreaName =
RegionCode =
RegionCodeV3 =
Support =
ConsumerRecord
HEIESR

Wik FEEFNULL

= =

z 2
FEFFNULL it
=B Int64
= String
B String
= String
= String
= String

b
f

Inte4

Array of String

fik

HHID

Ut AR

A= FR

iR A3

iR (V3RRAS)

iHEBAZ ( CKafka)

R
flowld

instanceld#i¢8

NONEFMEARSHFHEARTANEN\NCVM S HFCVMSEEL

HWUNTEEOS|A : FetchMessageByOffset, FetchMessagelListByOffset, FetchMessageListByTimestamp

SR W%
Topic b=
Partition =
Offset =
Key =
Value =
Timestamp =
Headers a
GrouplInfoResponse

GroupInfolR BIEHERISLIR

WS : BRmEmEX

FEFNULL

=
[=]
A
A
Pz
[=]
=
E
=
=
=
E=

=
=

KA
String
Uint64
Uint64
String
String

Uinte4

String

fik

I
iEEkey
jEBwvalue
HERTEIE

iEiEheaders
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AN TEO3 | : DescribeGrouplnfo

iHEBAF ( CKafka)

BR Wk SFNULL 8 R
ErrorCode 2 & String fHIRES , IEE R0
group IRZSHEA ( EIIAYA Empty, Stable, Dead =Fk
&) : Dead : iBEDEANFEEMpty : IBEDH , JRLKEEA
State = & String iB#E&ETT@PreparingRebalance : jBEZ#04HLTF rebalance K&
CompletingRebalance : j§Z:534B4F rebalance JAZStable :
HEDEPZFNEEZSESIA |, TRERS
HE D AIERIOYEEBLEERYEZEE —A% /9 consumer (EHLY
. RGRAT B CRINN kafka-connect FBAYRLE connect. R
ProtocolType = N Strin _ “w - .
yppe | = | B J AHRART consumer PiY , 2O FIEEARS TS TS
I, AREETREIEMRRY partition FISECER
. HEEE partition DECEEZENAIBU T/ Ui (Kafka jE§25E SDK
Protocol 2 & St '
rotoco = = ring BRIARUERINA range) : range, roundrobin, sticky
Members = = Array of {¥24 state ;4 Stable B protocol_type 79 consumer B, %%
GroupInfoMember = HAABEER
Group 2 B String Kafka iB# 54
Price
THEMNMMESHA
WU TE=O3 |8 : DescribeCkafkaZone
2R %yvir FIFNULL i iR
RealTotalCost S S Float MY
TotalCost S B Float 500
DescribeClustersController
DescribeClustersController
HaNTEOSIA -
BR Uyvir FBEFNULL el U
Id 2 & Int64 id
Ip 2 S String ip
Epoch = = Int64 epoch

WS : BRmEmEX
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InstanceAttributesResponse

IHIBEMHREIERISR

AN T™EOS| A : DescribelnstanceAttributes

BIR W%k FSIENULL 2R3
Instanceld = = String
InstanceName = = String
VipList = &

Vip = = String
Vport P = String
Status = iy Int64
Bandwidth = = Int64
DiskSize 2 & Int64
Zoneld = = Int64
Vpcld = = String
Subnetld = B String
Healthy = = Int64
HealthyMessage = B String
CreateTime = = Uint64
MsgRetentionTime = B Int64
Config = B
RemainderPartitions =2 & Int64
RemainderTopics = = Int64
CreatedPartitions =2 & Int64
CreatedTopics = = Int64
Tags = =

ExpireTime = = Uint64
Zonelds = =

Version = = String
MaxGroupNum = = Inte4

WS : BRmEmEX

Array of VipEntity

InstanceConfigDO

Array of Tag

Array of Int64

iHEBAF ( CKafka)

A

SEAIID

SLHIEFR

NS VIP FIRER

REMIP

FERlmO

LIRS, 0 : QlEEF , 1: 15179, 2 : HibgR
LRSS , B4 : Mbps

SLBIRTFREAN | B4 : GB

AREX

VPCHIID , AERTEEALWE

FW ID , NTFRRERLE

LHRERIRS , 1: @Rk, 2. &%, 3 : BE
LHNERER | BRISETHETIAR , ZXKEH256
BlIEEATE]

THRMRERT ), AL

Bt Topic BB E , HIZFRAT , WERFAFEEH
ellF<

RIRCIEDXE
RO ERREN
SRR D XE
SRIEE R
IR

IS HART(E]
BaTAX
kafkahR =R

BADEE
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Cvm 2 2 Int64 =St
EERFAY CPU 2843, 1:x86; 2:arm; Z(FRCERGSEEY | I :
CpuArch iy iy Int64
PUATrC & A n 3 ZHiIJ 0011, 7= x86. arm JBALEH
Clusterld S = Int64 SCAFIFRTESERFRYId
ClusterName = 2 String SCRIRTESERFAY TR
- = _1-dE/t3Ese L3N - O At ERSTE - 1-FRs
PayMode = = Int64 EE*EEQ LAERTZRSLFI(BAIA) ; OfSfT#RSLB ; 1FRfI#R
SKY]|
InstanceDetail
SNV ES
AN TEMO35| A : DescribelnstanceDetail, DescribelnstancesDetail
BR A% FBEFNULL ESid) A
Instanceld = & String scfalid
InstanceName 2 & String SEIZRFR
Vip 2 & String IBIAISEAIRIvVip E8
Vport 2 & String HIESEFIRHOERE
. Array of N
= = 5 |
VipList 2 A VipEntity REHAIPZIIZR

SEHRPIRZS. 0@ BUgeh , 1:iaf7h, 2 @ MikRe - SEREE , -1 Bl

Status Int64

Hm
i

K
Bandwidth =2 &5 Inte4 SRS |, BAIMbps
DiskSize = = Int64 SCEIRYTFRER N, BBUGB
Zoneld = &= Int64 A AXIID
Vpcld 2 & String vpcld , ANERAZ |, B ERRLE
Subnetld = = String FKid
RenewFlag b= = Int64 SCRIRELEE | int 34E | LRBmEE |, 2RRPHABmhEE
Healthy = a Int64 SIHPRT int : ORTMERR | IIREE | 2 RALHIREHE
HealthyMessage 2 S String SLHPRSER
CreateTime g2 & Int64 ST B3R A AR )
ExpireTime 2 B Int64 SO HART A
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AR Wk FSIFNULL 388U A

IsInternal 2 a Int64 EBNREER. BN FFREER

TopicNum P S Int64 Topic Ml
Array of —

T = &= ZJ\ Rt

ags = a Tag fRiitag

Version 2 2 String kafkahR AR
A f

Zonelds = = frey o BT AKX
Int64

Cvm =2 =2 Inte4 ckafkaEssEEAY

EEBFAY CPU 2814, 1:x86; 2:arm; IEARICEHAZEEY | 45l - 3 Tl

CpuArch S S Int64 0011, S5 x86. arm BALHg

Clusterld &5 =2 Inte4 SCIRIPRTEEERFAYId

ClusterName & = String LR TEERFRI TR

PayMode = a Int64 BRI, -LAMTZRSLBIEGA) ; 0:fFJ2RsEhl ; 1.FafZEsefl
Zonelnfo
zonefS/RSLik
#WaN O3 : DescribeCkafkaZone

BIR Wik FEFFNULL &g R

Zoneld = = String zoneflid

IsInternal App 2 S Int64 EEREBAPP

Appld = = Int64 app id

Flag B S Bool IR

ZoneName = B String zoneZFR

ZoneStatus =2 &5 Int64 zoneJRZ&s

Exflag 2 & String BIMRIR

SoldOut 2 & String json3g5r , key AHIEL , value true JEER | falseykEEE
PriceObject
NBXIR

TS| A : DescribeCkafkaPrice
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R WAl
Pid =
Price =2
Value 2
PriceModel z
PriceDetail 2
TotalCost =
BillingltemCode =
SubBillingltemCode =
RealTotalCost 2
Policy 2
PolicyDetail =2

GroupInfoMember

consumer{S&

WHIT™EOS A : DescribeGrouplnfo
B 2 FEFFNULL
Memberld = &
Clientld =2 =
ClientHost = &
Assignment = =

GrouplnfoTopics

GroupInfoJEBtopiciis

#WHIT™EOS A : DescribeGrouplnfo
BFR whiSE FEFFNULL
Topic 2 =
Partitions 2 2

WS : BRmEmEX

AIFNULL

Pz
[=]

@
A

A0 WD WD WD O RMD I D

i

*7&

e

String
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String

Assignment

iHEBAF ( CKafka)

&St i)
String pid
Int64 hig
Int64 =l
String iNH&E=
Array of PriceDetall e e
Int64 ISHEES
String MK ERALHD
String TR
Float SRR ER
Float PaES
PolicyDetail VaE S
fak
coordinator AiH#EE D EHATEERELMAIME— ID
EFiHE#E SDK H2IRER clientid ER
—hefFiE=FAY IP St
FEE D ELAIZHEER partition 52
27 Fiaik
String S EHI topic BFR
Array of Int64 SR partition {58
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TopicResult

#Z—iREIRYTopicResponse

AN~ EOS | : DescribeTopic

BIR WAk FEFNULL
TopiclList 2 b=
TotalCount 2 =

PolicyDetail

rFS

#WeNTEOS | : DescribeCkafkaPrice
BIR D23
Total =z
User =)
Common g2
Activity =2
DiscountType =
Discountld =
PreferentialType =z
DiscountSpecifiedPid =
Combine 2

VipEntity

REHAIPSE(R

ESid
Array of Topic

Int64

AIFNULL

a

iy

iy

iy

alil

il

alil

i

alil

AE
&2

Float
Float
Int64
Int64
String
Int64
Int64
Int64

Float

iHEBAZ ( CKafka)

o

L
ERENEREETIZR

FFASLIHRY topic 2

fiik

SEiEiN

R AS
B RERHT
Activity
HrinseE
401D

e CSid]
tEETipid

Combine

AN TEO35| A : DescribelnstanceAttributes, DescribelnstanceDetail, DescribelnstancesDetail, DescribeRoute

e WhISE

Vip 2 &

Vport = &
Config

WS : BRmEmEX

FEFNULL

A
AP

REHAI® O
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BRECENR

AN TZOS | - DescribeTopicAttributes, DescribeTopicDetail

AR e RIFENULL R
Retention - P Int64
MinInsyncReplicas = = Int64
CleanUpPolicy = = String
SegmentMs 2 2 Int64
UncleanLeaderElectionEnable = = Int64
SegmentBytes P = Int64
MaxMessageBytes =2 = Int64
PartDetail
NIEXIRIFF
a5 | A : DescribeCkafkaPrice
BFR WAtk FeIFNULL
Disk P! =
CloudKafka = =
CreateTopicResp
ClEFURE
e TEOS A « CreateTopic
BR Wisk FEFNULL
Topicld = =
InstanceTypeConfigResponse
FRENELAIASEC IR EIZER
AN T™ZOS |8 : DescribeCkafkaTypeConfigs
E=H Wik FEENULL

WS : BRmEmEX

i

iHEBAZ ( CKafka)

ik
iHEREBRTIE)
R/N\ELEHE

AEEEEDR |, ZRA delete, delete : BEIRIRFATIEMIES ;
compact : H&3% key [E45 ; compact, delete : HE&$& key
EaE B2 RFE AR,

Segment 73 FnRENAYATS

0% false,

13R7 true,

Segment 73 FNRHIF 5%

BANHBFTEH

it fER
PriceObject TEERANTS
PriceObject ckafkaf#&

it f#A

String Frad

TR
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R W% EENULL e3R8 TR
InstanceTypeConfigSet 2 2 Array of InstanceTypeConfigDO SCHRSELEERES
MaximumTopicPartition = = Int64 BRAFENX
MaximumInstanceConsumerGroup = = Int64 BASLHEZEAE
ConsumerGroupResponse
IHZRRIR[BIZERLIR
#WaN O3 : DescribeConsumerGroup
AR Wi FBFNULL ] A
TotalCount = a Int64 FEFMBRENE
TopicList 2 2 Array of ConsumerGroupTopic FEFIZE
GrouplList 2 2 Array of ConsumerGroup iBERSAList
TotalPartition 2 2 Int64 FrEnXEE
PartitionListForMonitor 2 2 Array of Partition IS X%
TotalTopic = =z Int64 St
TopicListForMonitor 2 2 Array of ConsumerGroupTopic A e SIS
GroupListForMonitor 2 2 Array of Group SER0ESIER
DescribeClustersResponses
DescribeClustersResponses
WINTEOSIA -
R Wil FEYFNULL il Rk
Brokers = B Array of DescribeClustersResponse ERHER
TotalCount = & Int64 54
Assignment

FEEDELAIZHEERT partition (58
WA T™203|F : DescribeGrouplnfo

BT Wi FEFFNULL it

WS : BRmEmEX

[
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BFR whIFE FEFFNULL il i)
Version =2 &5 Int64 assingmenthiiAME 2
Topics 2 2 Array of GroupInfoTopics topic{EE2%IZ&
UserResponse
FAFIR[EISE{A
AN O3 : DescribeUser
BFR WA FEVFNULL il fEA
Users = = Array of User BEEERBFEIER
TotalCount 2 & Int64 FEfHNE AP
DescribeGroup
DescribeGroupiR[E]sLi&
WEITEOS|A - DescribeGroup
B WA FEFFNULL il fiEA
Group = B String groupld
Protocol 2 & String 1Z group {ERAMMY.
GroupOffsetResponse
HE AP EIREIZER
WA ™03 : DescribeGroupOffsets
R Wik AIEFNULL kA A
TotalCount 2 B Int64 RERETHIRERE
TopicList 2 2 Array of GroupOffsetTopic ZEBRDXEE , HP8 N TERA— json object
InstanceDetailResponse
SLHRFEIREZER
U TEEO3 A : DescribelnstanceDetail. DescribelnstancesDetail
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BFR Witk FEFNULL
TotalCount 2 =
Instancelist = &=

AclResponse

ACLR[EIEERE

#HWaN OS]/ : DescribeACL
BR WAisk FIFNULL
TotalCount 2 B
AclList = =

AppldResponse

AppldI&EigER

#WHITEOS A : DescribeApplnfo
BIR WAisk BIFNULL
TotalCount 2 B
AppldList = =2

ESiS
Int64

Array of InstanceDetall

Mk
&

Inte4

Array of Acl

ok
5

Int64

Array of Int64

ModifyInstanceAttributesConfig

e LhIE MR BRI

WA~ O3 |A - ModifylnstanceAttributes

AR Wik SSIFNULL
AutoCreateTopicEnable B =
DefaultNumPartitions = ray

DefaultReplicationFactor &

iy

RouteResponse

WS : BRmEmEX

KA R

iHEBAZ ( CKafka)

fiaigk
FFERMHRISTHIEEL

FFEFMRIONFIBIZE

filik
FFEFMHICEIERE

ACLFIZ=

fiik
FEEKRAIFEApPpldEE
FFEEKAIApp 1d7IZ

Bool BsheliE true BFE | false Brx-AFR

Int64
64 eieE3

Inte4
52

A% , ANERauto.create.topic.enablei& & Ftrue;S G BZ(EAT |,

@NERauto.create.topic.enableiZ B true; R BIEEIZENIARE
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BREERIREIISR

N3] : DescribeRoute
R WAisE BEFNULL

Routers 2 =

DescribeClustersResponse

DescribeClustersResponse

#ANTEOSIA -

BFR whi% FEFFNULL
ClusterId = =
Zoneld = B
Type 2 &
Flag = B
TypeDescriptor = &
BindAppld = B
Status = &=
Controller = 2
ClusterName 2 &
Ips 2 £

TopicDetailResponse

FRFBREISLR

AN T4EO3 | : DescribeTopicDetail
BFR whIFE FEFFNULL
TopicList = =
TotalCount = B

Acl

ACLYISREE(R

WS : BRmEmEX

KA

Array of Route

e
Int64
Int64
Int64
Int64
String
Int64

String

DescribeClustersController

String

String

Array of TopicDetail

Int64

iHEBAZ ( CKafka)

ik

BHREESIR

)

[

Clusterld
Zoneld

Type

Flag
TypeDescriptor
BindAppld
Status
Controller

ClusterName

Ips

B

&
REIRNERIFETIFR

FEFMRAEERIFERE
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AN TEO35 | - DescribeACL

BR

ResourceType =

ResourceName =2

Principal =
Host =2
Operation =

PermissionType 2

TopicAttributesResponse

FREMHREIEERSLR

N T™EEOSIA : DescribeTopicAttributes

Wik

SR Wi
Topicld =
CreateTime b3
Note =
PartitionNum =
EnableWhiteList =
IpWhiteList =
Config =
Partitions =
SubscribedInfo
W IREESLR

AN T™ZO5 |8 : DescribeConsumerGroup

BR

WS : BRmEmEX

iHEBAF ( CKafka)

Acli&ZREZEES , (0:UNKNOWN , 1:ANY , 2:TOPIC , 3:GROUP ,
4:CLUSTER , 5:TRANSACTIONAL_ID ) 251RETOPIC,

FIREFR , FlresourceTypetBxanHresourceTypeITOPICRT , NiZFERER
~topicETR , HresourceType AGROUPHT , 1Z=FERZRRgroup R

BREIZE , B ARUser* , ERETuserEBalLiGE , MFIRERREEE RS

AR , FTEahostEBaTLEE , ZEickafkadszfFhost )y , (BREETT

AclBfESZL(0:UNKNOWN , 1:ANY , 2:ALL, 3:READ , 4:WRITE ,
5:CREATE , 6:DELETE , 7:ALTER , 8:DESCRIBE , 9:CLUSTER_ACTION ,
10:DESCRIBE_CONFIGS , 11:ALTER_CONFIGS , 12:IDEMPOTEN_WRITE)

BPRSEEY(0:UNKNOWN , 1:ANY , 2:DENY , 3:ALLOW)

FOPFNULL 258U iR
B Int64
= String
=2 Strin
= 9 xraamme
=2 Strin i e
= 9 iBkafkafiF RS B
B Int64
N Int64
FeEFNULL ESit)
= String
= Int64
8 String
= Int64
B Int64
=N Array of String
= Config
= Array of TopicPartitionDO
Wiisk FIFNULL il

B
=

F#ID

BlEERTIE]

FragE

DR

IPEREBFX, 1§77, 0: XK@
IP BE&85IE

topic BLEA

PXIFE
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ZR DAy FFNULL &S] A
TopicName 2 & String W IRNERE
Partition 2 2 Array of Int64 ITRES X
PartitionOffset = = Array of PartitionOffset P XoffsetiZ8
TopicDetail
FRAFIE

AN T™O3|F : DescribeTopicDetail

BT ik FIFNULL e 55
TopicName P &= String FEFFR
Topicld 2 & String FERID
PartitionNum 2 = Int64 DXE
ReplicaNum = S Int64 [l
Note = = String #gF
CreateTime = a Int64 BIEERTE
EnableWhiteList 2 & Bool EEARBiIpENARE |, truek AR |, false&rmAFRE
IpWhiteListCount = o) Int64 ipEBAEFIpNEL
ForwardCosBucket =2 =2 String FiEE% cos bucket: #5172 cos Bbucketittiik
ForwardStatus b= ) Int64 HiEE D cos W& 1 1 THBEIESED |, 0 FFEEESED
ForwardInterval P B Int64 RSN EcosHIERRSER
Config b= = Config BREE
InstanceConfigDO
SLAIECESLIR

#HUNTEZO3| A : DescribelnstanceAttributes

IR Wik FEFFNULL et R
AutoCreateTopicsEnable = B Bool =aBEMEIEER
DefaultNumPartitions = S Int64 DX
DefaultReplicationFactor 2 & Int64 EARIEHIFactor
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DescribeBrokersResponses

DescribeBrokersResponses

WaN O3] A : DescribeBrokers

E=H D2yvis FEFNULL
TotalCount 2 =
Brokers = &
GoodsInfo
EI&EERASER

WA T#EO3I/A : HourCreate, HourModify

AR Wik IFNULL 88
GoodsCategoryld 5 & Int64
Regionld = = Int64
Zoneld =5 = Int64
GoodsNum = = Int64
Projectld = = Int64
PlatformProjectld = &= String
PayMode = = Int64
Platform = &= Int64
GoodsDetail = S String
Type &= &= String

GroupOffsetTopic

HZEDEFIIS

N~ EOS|A : DescribeGroupOffsets
AR WA FEIFNULL it
Topic = = String
Partitions = =

WS : BRmEmEX

Array of GroupOffsetPartition

iHEBAF ( CKafka)

St fk
Int64 BE
Array of DescribeBrokerResponse Brokers

fik

ITERSERNID |, AT BB EEE D

XiID

AARXID , [REAARESNAE
R R T REmSE SRS EXRENEEEL
IMBID , BATABR

MEID , BATEE=. BRFRBRTE
IZRtE | OfRfJ%R/170f128

Fa , OFFEa/1=¥E RBUANME

PEImIFER | timeSpanRRWSLAYEHKE | timeUnitsR7~WSLRI(A)SAAT |,
pidRREMLTID

ES

%
EREFTR

ZERDXEAE P8 TERERA— json object
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Filter

HifdEss >R RENTIEE , BTF&ELRES. FIEifID, BiR. REEF > * BFESA Filter B, Filter BXEBIES
( AND ) k&, > *&RE— Filter EEZ Values , E— Filter T Values [BfYXERiB4HER;, ( OR ) K&, >

#HAN T EMO35| A : DescribelnstanceDetail, DescribelnstancesDetail

B WAl FEFFNULL i) R
Name 2 & String FELIEFER.
Values = & Array of String FERRUISTE(E,
SoldOut
EING
W T™EOSIA -
BFR WAIFE FEEFNULL E il A
Cvm = = String falsedEr2
TaskStatusResponse
ESNRSRERIS

AN TEMO3| A : DescribeTaskStatus

BR DS FEFFNULL ESit) U
Status 2 £ Int64 1ESIRZE0 BTNl M2 #i7
Output 2 = String mHER
ConnectorResponse
ConnectorREIZ5RS:
W T#M3| 8 : DescribeConnector
AR WAl AFNULL S R
TotalCount = &5 Int64 FEE/4HY connector 22,
ConnectorlList =2 2 Array of Connector HIEES(TSETIE,
CreatelnstancePreData
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BlEFI B OIREIRIData
#AOT™EOSIA -

AR Wik FBFNULL 58
FlowId = = Int64
DealNames 2 2 Arr.ay of
String
InstanceResponse

BRENLHMSREIER
WA T4£M3| A : Describelnstances

BR 4%

InstancelList = =

TotalCount 2 =2
InstanceTypeConfigDO
STOMERENS

BEFNULL

AN T™ZEOS | : DescribeCkafkaTypeConfigs

BFR

Type

Desc

Bandwidth

DiskSize

Pid
MaximumlnstancePartition

MaximumlInstanceTopic

Partition

PXER

A0 T™ZOS | : DescribeConsumerGroup

WS : BRmEmEX

A

iHEBAF ( CKafka)

CreatelnstancePreiR[EIEENO , FEEEACheckTaskStatusiI&Ei@SZ . R

BN T RIENE S EIREEXIST.

TERSHIER

St

Array of Instance

Int64

FBEFNULL &S]
& String
= String
&= Int64
&= Int64
&= Int64
&= Int64
= Int64

ik
G e e
B

ik

mS

ST

e Al , BIMbgs
HEAN , BUGB
REIMWAIpiIdER

ZAME T LABIEERI 5 X $ B BCER

ZASET AR R R AN B BCER
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B whi%E FEFFNULL ESit) R
Partitionld 2 B Int64 S XID
CommunityResponse

REHXIRANREIRISR

WA TEOS | : DescribelfCommunity

SR Wit FFNULL =] S
Instanceld P & String SLAFIID
IfCommunity = B Bool EEfL XM

OperateResponseData

B{EREIREIAYDatazhig

HWUNT™EEOS|A : CreateAcl, CreateConnector, CreatePartition, CreateRoute, CreateTopiclpWhiteList, CreateUser,
DeleteAcl, DeleteConnector, DeleteRoute, DeleteTopic. DeleteTopiclpWhiteList, DeleteUser, ModifyGroupOffsets,

ModifylnstanceAttributes, ModifyPassword, ModifyResourceTce, ModifyTopicAttributes, PauseConnector,

ResumeConnector
BR WsE FEIEFNULL i) R
FlowId = = Int64 FlowId

ConnectorConfigsResponse

ConnectorfitBEE3IS:

#aNT4EOS|A : DescribeConnectorConfigs

AR ik FRVFNULL 388 15

ConnectorClass = & String  HUTZAESM class BFR.
DestInstance = & String BHISCHIZFR,

TopicConfig = = String  FAEE.

ConnectorVersion 2 & String connector R4,

SrcInstance 2 & String RS,

OffsetReset 2 = String  ESELSEINMRER offset IRE
SourceBroker 2 & String  JRSLHIAA broker HHFIIRO.
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BFR ik SIFNULL St
KeepPartition = B Bool
Name = B String
AutoCreate =2 = Bool
PriceDetail
NEERB
W T3]/ : DescribeCkafkaPrice
% IJ\ %\ﬁ
SinglePrice =
UsedAmount 2
Cost b=
Route
EEERSC{ARNT SR
#aNT#EOS| A : DescribeRoute
BR Wik FRIFNULL St
AccessType = = Int64
Routeld = S Int64
VipType = = Int64
- Array of
= =
VipList = = VipEntity
Domain = = String
DomainPort = = Int64
GroupOffsetPartition

WS : BRmEmEX

iHEBAF ( CKafka)

1%

TEF1BRY topic BY partition HIERAEREF—H. true : (RIF—E;
false : ~—&.

connector ZFR,

EEFEERBHMONE, true TR | false RRAFE.

FEFNULL ESid) iR

&5 Int64 Bffy

S Int64 EREHE

= Int64 &
iR

SEAIEATIZN0 - PLAINTEXT (BAX5R | iREHRAFPERERFRALKRA
#RSH¥)1 : SASL_PLAINTEXT ( BN 5= , AIEEIEFIARS , 2IEIISASL
FREFREN , (GEXRASZRF) 2 @ SSL ( SSLINEE(E | iREwHFER
BIRARALXARAESSZIE ) 3 © SASL_SSL ( SSLINER@(E , TEEUER , &
BISASLIHEREN |, (MERIRASHF )

BEEHID

VipPIEEEEY ( 1ANTGW 2:ERiHM4E 3:VPCILE 4 B =X RPNE(— R AT
PIBRSEI) 5:SSLAMNILIRTIEIA) 6:F A RvpC )

FEIPFIZE

=
& port
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HRBEDXIIR

WA T™EO3|F : DescribeGroupOffsets

B Wik FIFNULL
Partition = B
Offset =2 &
Metadata = =
ErrorCode = 5
LogEndOffset = e
Lag = &
ConnectorStatus

REEURERSAESNSIRERISR

W T3] A : DescribeConnectorStatus

BFR g IFENULL 58

State 2 = String
Type = = String
Error
RERFERER
wWEIT™EOSIA -
SR %
Code =
Message =
JgwOperateResponse
BMFRUERIRENE

Int64

Int64

String

Int64
Int64

Int64

3%

iHEBAZ ( CKafka)

ik

topic A partitionId

consumer 2icHY offset iIE&

THEEESHEIRSHERT , X metadata (EAEH , BEI—RATSFHFES
IR

7] partition &FAY offset

RHZRRIHE ML

connector R7&. UNASSIGNED : {E5518K58E ; RUNNING : connector IEFEIZETT ;
PAUSED : connector B4 {= ; FAILED : {£555 ; DESTROYED : {F53445%,

connector 8! | & source F sink FEFRZEEY,

FIFNULL it} AR
N String HIRID
& String HIR(EE

WUNT™EEOS|A : CreateAcl, CreateConnector, CreatePartition, CreateRoute, CreateTopiclpWhitelList, CreateUser,
DeleteAcl, DeleteConnector, DeleteRoute, DeleteTopic. DeleteTopiclpWhiteList, DeleteUser, ModifyGroupOffsets,

ModifylnstanceAttributes, ModifyPassword, ModifyResourceTce. ModifyTopicAttributes, PauseConnector,

ResumeConnector

WS : BRmEmEX
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iHEBAZ ( CKafka)

BFR WAIFE FEFFNULL ESid) TR
ReturnCode = & String RENcode , ONIEE , IE0SHEIR
ReturnMessage 2 S String BRITER
Data = = OperateResponseData EB{ERYLREIRData$iE, oA flowldZ:
ConsumerGroupTopic
NEEEEESTPNEA
#WaN O3 : DescribeConsumerGroup
ZIR WAl FEFNULL ESic) i)
Topicld = S String /D
TopicName =2 &5 String FEREZTR
PartitionOffset
)iz
#anTEO3|A : DescribeConsumerGroup
BFR WAL FEYFNULL e it A
Partition = = String Partition, /40" 0" &g " 1"
Offset =2 =2 Int64 Offset, 5150100
AppldIsVipResponse
EAREFERER
W T#EOS A : DescribeAppldIsVip
B WAl FEFNULL e St A
VipFlag = S Int64 0FTINER 1 RR-AEF
InternalApp = S Int64 0: X AEBREF, 1 RJT-NHER
TradeCreateResponse

elliE B g eSS N VN ES

WANT#EO3IMA : HourCreate, HourModify

WS : BRmEmEX
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DealNames = = Array of String
Flowld = & String
FlowIds = = Array of String
Resourcelds &= &= Array of String
Billld & & String
ConsumerGroup
BFRELK

#ANT~EOS | : DescribeConsumerGroup

AR WA FEVFNULL
ConsumerGroupName = )
SubscribedInfo = &

Group

LERYN

#WaN O3 : DescribeConsumerGroup

BFR WAL FEFNULL
GroupName = =
Instance
SHOE

N T#EEOS|A : Describelnstances

BFR Wik SRVFNULL 288 fA
Instanceld = 5 String scf5lid
InstanceName 2 & String SEIZFFR
Status = =

i

IfCommunity 2

WS : BRmEmEX

iHEBAZ ( CKafka)

fik
EfEITERSIZR

REAESBIDS ( IREFBRIHFITERRARE )
REESIDSTIE
‘iRz

RBIKS (—RAKITES)

St fER
String FAF4B&#R

Array of SubscribedInfo PLIESEEEN

St 5%

String HETR

Int64 SIHIRGPIRTS. 0 : Bl , 115179, 2: iRk |, SRR, -1 SIEAW

Bool EEFRLAE, FRE : true , AFHE : false
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PriceResponse

IMSIRELER

AN TS| A : DescribeCkafkaPrice

E=H

Price
PartDetail
HasUserPrice
TotalCost
Currency
TimeUnit
TimeSpan
GoodsNum
FromType

Pid
RealTotalCost
ProductCode
SubProductCode
Policy
PolicyDetail

UnitPrice

Connector

EERRsLpl

W T#M3|8 : DescribeConnector

% N
Connectorld

Name

Type

ConnectorClass

WS : BRmEmEX

=
E=

=
=

fim

Him

FBEFNULL

Py
[}

a
(=)

iy

iy

S
String

String

String

String

FBEFNULL et

B Int64

o) PartDetail

) Bool

B Int64

a String

= String

) Int64

B Inte4

) Int64

o) Inte4

) Int64

a String

& String

B Float

) PolicyDetail

) Int64
fEA
connectorld,

connector &R,

iHEBAZ ( CKafka)

&

G Y
[GLLENEE N

RIRSLHINE

FeRAfCES
Fremies
=
HEBIFE
Effy

connector 284, source : EANEUEZ Kafka ; sink : 15#HdEM Kafka &

H.
BUTIZIESSHY class BFR.
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AR W% FREFNULL
SourceRegion = =5
Source 2 )
SinkRegion = =
Sink P B
Status = )
Description = =
CreateTime 2 2
UpdateTime = =

String
String
String

String

String

String
String

String

CreatelnstancePreResponse

SIS 2R SLHIREISAHE

WA T™EOSIA -

AR WA
ReturnCode =
ReturnMessage =
Data =
Topic
RERItopicids:

#Wan O35 : DescribeTopic
BR
Topicld
TopicName

Note

WS : BRmEmEX

ABEFNULL

a

Py
[}

=
=

iHEBAZ ( CKafka)

1%

TRRRTE b,

TR,

BARIRTFES L.

B ROHIE,

connector HEPAZ. ZREERE—EARER , (ESIRETEY
GetConnectorStatus #1 ¥XEX, UNASSIGNED : {ESEFRSE ;

RUNNING : connector IE#Eiz{T ; PAUSED : connector B4 ;
FAILED : {F£35< ; DESTROYED : {F53455%,

connector A ER.
BlEEATIE,
(EZAGRIEIN
&St fER
String RERJcode , OAER , FFOHEIR
String FRINER
CreatelnstancePreData B ERNIREIRYDataZitE
FEEFNULL it R
& String F/AJID
= String FRHIEFR
2 String =
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HIRhS

ERITEFHYE): 2024-06-18 14:31:20

Il
WSBRELEE Error 268 , MR APLECISN. D

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
12
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}

Error FfY Code FNHIRAS , Message FRNZIB=AIEAEE.

HIRIDFIZR

)\ 3

L7
EiRD izl
AuthFailure.InvalidSecretld FRIEEL (AR API AR ) |
AuthFailure.MFAFailure MFA &R,

B FE. BEEHENEZRESCHRMREESR | ISIER | BaEERES

AuthFailure.SecretidNotFound e
S , i TRRIEMEETE.

. . . BRIIHA. Timestamp MIRSHRESEREAGBI LS , BICERAIREEFRER
AuthFailure.SignatureExpire

BREE,
AuthFailure.SignatureFailure BERER. SBRITEER  BYBRARARNPHNZEOLEHERES Bt EEE.
AuthFailure.TokenFailure token $&iR.

AuthFailure.UnauthorizedOperation &3k CAM 181X,

DryRunOperation DryRun #{F , RFBIGSEMINT , RRSET DryRun 24,
FailedOperation BRAER,

InternalError MEREEIR,

InvalidAction BEORNFE,

InvalidParameter SHEIR,

InvalidParameterValue SHEYEEIR,

WIS : B emEX %329 1 #331m
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EiRfD 18H
LimitExceeded IS ECRRBRE .
MissingParameter RAOSEEER,
NoSuchVersion BEORATRFE.
RequestLimitExceeded TBERADREGBRIT T SREE RS .
ResourcelnUse RIS .
Resourcelnsufficient RIFAE.
ResourceNotFound RIFAFE,
ResourceUnavailable RIFAETF,
UnauthorizedOperation KRIFURLE,
UnknownParameter RISEEEIR,
UnsupportedOperation BAEASTHE,
UnsupportedProtocol http(s)iEKkIPSEIR , R3ZFF GET #1 POST 15K,
UnsupportedRegion BEOASTRIFTE I,

A S5HERES
EiRfD

InvalidParameterValue.ZoneNotSupport
InvalidParameterValue.InstanceNotExist
InternalError
InvalidParameterValue.Vpcldinvalid
InvalidParameterValue.RepetitionValue
InvalidParameter
InvalidParameterValue.SubnetNotBelongToZone
FailedOperation.TradeFailed
ResourceUnavailable
UnauthorizedOperation
InvalidParameterValue.SubnetldInvalid
UnsupportedOperation.OssReject

InvalidParameterValue.NotAllowedEmpty

WS : BRmEmEX
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HiRtD 5EEA
InvalidParameterValue.WrongAction

UnsupportedOperation.BatchDellnstanceLimit
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