O BASTCE STHHEHE ( CFS)

MA4hE (CFS)
[T

%

B TCE

WS : BRmEmEX SB1 T #2051



O BRTTCE

FeERfE T
F iR
PR
TR BN 1 REAIAS
ERZR
BRITPRE
MIsLiEma
THEHNA
BEEKSR
ZIHAIRAE
ZSEINE
BN R RIERAR

FELinuxZE Pif_EFERCFSSUER ST
EWindowsZ i H{#ERICFSIIER S

22 P CFSERSS I iiE it
1R{FigrE

paEE

BEXHESR

BRETE

WX RS

EIRRAR

(= FABR !

BIEETRER

HREBBIES RS

B ERER

{EFIRSE
EATAX. BMNEHEES
BaESNHRSR
RIESLHE
RS LFACFS
H AR
APITRY
S{HFEGE (cfs)

KR ( 2019-07-19)
APIHEES
ERAR

EOER”v1
EO%EV3
ERLE
IREER
N

AN

APHEXE

M RGP ERIRERIS

WS : BRmEmEX

MEER

M{4FfE (CFS)



BT TCE ST{ARRE ( CFS)

HIXHRFRERISIRIES
HifcfsBRbIIR
RO
PSS IS A R SRR
BIRTEHARARERAS
TR R AR SR
FREBIRARERAG
RS EN
BIRESI RS
BRSSIAH RS
B RAE i
BEXHRR
{ERVPCIER TR R SLHI
HEXH RSN
EHTEHRRARSRNE
EITH RSB
FH R GRIBPRE
BRI HES BRG]
BRS5HEREEC
HaXEHATRER
BIRCFSIRSRTS
FHECFSERSS
PR
BIEANRAE
BIEEABRAEAIN
HIRRA PR 4R
HHIERAN BREE AR
ERRAESIR
HiEREAN
EHPIREES
EHREAN
HEIxtS
W7 (2018-04-16 )
APIHRYS
VAR
EOEREvl
EOERV3
BN
IR[EIER
DHEW
APIHERHEEO
BIRESIHRSE
BIEANAREA
BIA PR
IGIEEERID

WS : BRmEmEX 583 T H205m



O BRTTCE

TR PREE
TRBRASBREAE AR
EXEABIER
BIXHRSE
EFRAZIZR
EiSRAMNY
BRICFSIRSBIAE
BERNHRERERR
FHECFSARSS
B RSES
BT R FRINPRE
E MR R HESERS
BEHMRARER
SEHTPRAENNY
Hftbiz O
EXKEESRRER
HiREN

HixhD

WS : BRmEmEX

M{4FfE (CFS)



O BASTCE STHHEHE ( CFS)

=

4VELJ-

il

- HH
&
5

A
d

JTEEFAYE): 2025-01-15 17:01:00

.

[ 4
RIEIVAN

H

M1HFhE ( Cloud File Storage , f&IFRCFS ) 12 T A REIHZHFIIRSS | IS5 =IRSS2RCVM FRSSEECER. CRSIRMH T IRER
NFSXAZRGHEAMNY . AZPCVMLGIRHHZRIEIRER  TFEREREMMREATT R , MENALHIENTERER  2—Msa
. BURENSHIINGRS  ERTAEEST. BIMEENASEESTR.

N FERANES , BEHFEATESWSEN  ERHTERMNEE. RE=LHETRXXMRFRUENTER IR N
=, [EERSRSR XM R AR R | EROIEIN RS,

Sz NFS v3.0/v4.0 thill , Rttt POSIX I5[ENE X ( GIANsREE—EUMEAISIEiE ) | AP A LAMERN R FR SRS RIERX
HER5.

Bz

SHIFREXHEEXNNET BRXMRFFHER | T RUEASTUNERNINA | HRREMENEERR . RIRSERN TIERRR
.

22 ]
EBIREABMEAIIFAM | 8MFHETE CFS STHIPRIXIHERRE 3 TR, 35 VPC WL, STFHEHIAR,
R

EELAIEFERER TR ZEST 84 CYM AILUBIE NFS X ER—MEiEZSE.

WS : BRmEmEX 585 0 #2053



O BASTCE STHHEHE ( CFS)

re it

BIFEAYE: 2025-01-15 17:01:00

{ERLE

SAEE

o CFS AJLURAt POSIX SMARFEHIENEN ( FIaEEuE—EIEfISESEE ) . =FE CVM SLHIRTLAGRinERERSIEESS | BT
NFS v3.0/v4.0 il SRiES; CFS SXF1FME.
o CFSIRU=HIE8RE , iLET IR RESIBIIEE A RS , DESEFNEF U RFIISE T E,

B3 &

CFS FILURIESHFEBATANSIN RO IESRIT R | IRRUTARRIR , BRMSFREHATR , R EERT(E

FORELERA | R TR,

RETHE

« CFS RASAAMA RIS, SERENTRL. RITRASIEES N AATERASNE , FREES AR ; AL
IREHNAREEE— RIS | RSB MRS — MR | MRS EATR , BRI
HUBTPIEIRS. CFS SCHFPHEEUBRSHRIZN: | FTRRI5400.9999999% (979) .

* CFS PP EHEISTAFRAHOIAUR | IR VPC RENRSM, HHEmIRERI RS,

FRA{IAR

o CFS AILIASHERREE  MAFRABEGFE. BRFRERENSR  TRINEENRINNE. SRR,
* ZMUETRALIEN NFS MHZR— MDA, MAFTESWLEMMIFEIRS | thEFERER.

WS : BRmEmEX 586 T0 2051



X BIHSTCE

FESRELN ERERS

BIFEAYE: 2025-01-15 17:01:00

M{4FfE (CFS)

CFS MHFRERM T A IR MRS | LITRBN BT BRMRERHE | MBRERDS.

NHRFRE B

ERRER

ERReE

B :

FiE=ARE S N SR
& RABE160TB

B HRESELET
&, &A300MB/s

o BAIOPS 4K (4KBA/NX

HBEIES )

e r S E SN o2 N
BRABE160TB
G RRT S5
7 , &K500MB/s

5K IOPS 26K ( 4KBA/NT
HHEIES )

2

P4 HE =

\Y
1]

B o3

=

= O it

(S
i)
ik

ERmSR

SN, BRTASECUHHLZSR | fINEiESED. D2 OAl B
SFRELAR NS AERI =%

EERTHART R, (REER

MHRGEBR TR REN BRANER" |, "R E N ERMREE |, (XNEREE , EtFIEasm.

HERERTL

ERTERERRE A M RANEILE  SEEAFHMEXRNTE

M RGEE

BRAtmER

LA EMREISR MM R FeRetRitA0sE D |,

&HItE (MB/s) = 7FEE (GB ) x 0.1 + 100

HITE (MB/s) = 7Z{#E (GB ) x 0.2 + 200

WRFRE - BRmERMEX

ERBEREARFIME LR, BERESHETREITESLENEDES.



O BASTCE STHHEHE ( CFS)

ERmSR

BIFEAYE: 2025-01-15 17:01:00

I HH=

CFs IRANFHEIRSIES R T AL BEREHRMA=EREIESRAS, SERATLGER CFS REEHRFH NARTINE iR E
= SR,

REFER DT

CFS IRt T ABEN R RRIAMEINMRE. R REEIE. SEE—EMURRERXHEF | FBIEGIRSS 8 BEEPLEN
.

MEASLE

TgwE. ESIE. TEGE. FEIRITIERSFEA TEREER R T HZ R AR, BARNSE—SMREN LSS
MEMHZEHE |, ATLAGaREseRk LA TR RRAIRTIIE.

REEEM Web RS

CFS AJLMEA—MFAME. BEHESIERS  BTESMRBEERSR AN, EERIT. FRESSMNAFERAEE.

TRRMAAES

CFS IR TTE. SRFTIERIRSEEIIN LR , BETRNUHFERZR— I XHEMEERS , BISHF POSIX fRfEMYE
1.

WS : BRmEmEX 558 T #2051



X BIHSTCE ST{ARRE ( CFS)

ERGPRH

BIFEAYE: 2025-01-15 17:01:00

PR SR

BRI

o CFS MU RSN « 3235 NFS v3.0/v4.0 , CIFS/SMB2.0/SMB2.5/SMB3.0 1%,
o BANERIEHRARE LR : 160TB
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{489 UID #0 GID #B# &7 nobody,

CIFS/SMB HM\EZiRFER
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3. BEERAER | BIUESENFA Linux FHUEHSSIR Windows FHEH DS | BINEHIEH QIREAESS S THESIRME.

WS : BRmEmEX 2513 T #205m@



O BASTCE STHHEHE ( CFS)

FELinuxZE Fim EERCFSSUE RS

BIFEAYE: 2025-01-15 17:01:00

Eikl)

A FEHBNBAMATE Linux 5 LA CFS SRS,

SR SIEN A RFERIERR

FESBESN Sl RS R S,

L2 =L

TEHDIRENBER Linux =IRSENERG L , AEBER TULMERARNERAR | N EEHEER  EZERANBEL 5%
Linux 31,

BREY

BREIRIRSEEN | SEFRSERKSHRINAYZERD,

o EZMERMKS : WWTF Linux ZEEAILH , EERMSS—7 root ( Ubuntu RFEHFA ubuntu ) .

o D B AN AIRSS ESATIR BRIV,

BEHEERARSH

o ERMRSERIIRAVGEIES , BEERIZRHAIET VNCEEE Linux =iRSS=E,
o BMANKSHIZBEAER,

B :
ZEiE s |, E—RERE— BRI ERERSESR.

KrFRLRIE(S
HRA , BERABPHSERFIMETANE, EILUET telnet SWIE , BASMHYURBFHERFHAEEAT

ARG = Fim A im FRIA I B ERIE 14

NFS 3.0 111, 892, 2049 telnet 11187& 892822049
NFS 4.0 2049 telnet 2049

CIFS/SMB 445 telnet 445

B :

CFS EASZHE ping.
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LIR3: EENHRS

18 NFS RS

1. [35h NFS ZE i
EHE  IBRERESRHEELRE 7 nfs-utils Bf nfs-common |, Z&E5E0F ¢

e CentOS:

sudo yum install nfs-utils

¢ Ubuntu 8% Debian :

sudo apt-get install nfs-common

2. S fHER BRAR
ERATa< g BRER.
mkdir <fFEHBIRER>

M

mkdir /local/
mkdir /local/test

3. EEESUE RS
NFS v4.0 #88 {3 T51an S EH NFS v4.0 H#k,

/A Ta<SHLIE CFS =68 - RRFIF-EHRIFETIRE. & norevsport 245 , TEMEEERTERHFEY TCP imO , BJLA
RIEEMEREIRERE. ERRIIXGRANEEASTY , BNERZ5E.

/1%, BB |BRRAS Linux PR E(ER vers=4 &8 , BEA vers=4.0 BEHARE , JLA=RIERN vers=4,

sudo mount -t nfs -o vers=4.0,noresvport <& IP>/ <{SEHER>

o HHM P ISEENHRSRS , BaRIEMATERS IP.
* BRIFUAESNENHRFIRER /. EXHESTEZFERE  JLEHZFER.
e FHHBEMER: TIRRSHL  FTEESNETER  TERFRERLE.

AR

<HEFHR P>/ 5 <FHEHBRER> 25— T8,
M
o 3 CFSIRESH :

/AT an S aILAR CFS #2818 -XHRAFB-HEHRIFIETIRE. BCE norevsport B85 , TEMKEIERIERFAY TCP w0
AJLMRIEEMS S EEIRERE. ERIRMIXARFIERITYT  2INERZEH.
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/15 B IBARALINUXPIZRE(F vers=4 2k , BFEA vers=4.0 HEHERE , ILISIHERN vers=4,
sudo mount -t nfs -o vers=4.0,noresvport 10.0.24.4:/ /localfolder

o EZ; CFS FESH :

JIAT S H AR CFS =66 - HRRFR-HEHRIFETIRE. EE norevsport S8/ , TEMBEZERFERFHRI TCP x|,
AILMRIEERMERERIREHAE. ERRIIXGRFANERASTY , BNERZE5E.

/15, BB IBARA Linux RIZHE(ER vers=4 13 , BfFF vers=4.0 BHAERE , AJLASERA vers=4,

sudo mount -t nfs -o vers=4.0,noresvport 10.0.24.4:/subfolder /localfolder

NFS v3.0 8¢ £ T5Ua<SSCH NFS v3.0 #H3.

[V T arS A LARY CFS =5 8-XHRFFE-EHRIFFEFIRE. BE norevsport S5 , EMKZEIERTEERAFHI TCP w0 , BILA
RIEEMEREIREHAE. ERRIIXGRFANEERASTY , ENERZ5E.

/15 B IBRA Linux PIZFEERER vers=4 13 , &5FA vers=4.0 B RE , JLASRER vers=4,

sudo mount -t nfs -0 vers=3,nolock,proto=tcp,noresvport <& sIP>:/<fsid> <fFHEEFER>

o HHM P ISEENHRGRS , BaRIEMAYERS IP.
e NFSv3.0 fCHFFEFRER , REXHRGEFERA FSID,
s FHEHBEMER: TIRRSHL FTEESNETER  FTERFRERE.

AR

<HHFRIP>/<FSID> 5 <fFHEHBIRER> ZEE—1=18.
2 CFS FEFRAANT :

/AT e aI LA CFS i=Hla-XHRGFE-EHRIFIZTIRE. EE norevsport 245 , FEMBEERIFERHFHI TCP im0 , AILL
(RIETEMESHEIWRERE. ZRIRIINERFERERASTET  BIERZEH.
/1% BINBIRA Linux RZREGER vers=4 3 , HEMA vers=4.0 EHERE , AJLASIHESN vers=4,

sudo mount -t nfs -o vers=3,nolock,proto=tcp,noresvport 10.0.24.4:/z3r6k95r /localfolder

4. EREERER
HEHGThE | BRI TR SEECHERNNGRSE

mount -|

BATLMERIT df @OEEZMRANSERER (1R  JUT If ®9F | RATE/IMEIRAEREEA. (BRSMEREFENRE
5 WRHBIRE mount - FYIH. EEMRARFIIHAIEERER ) ¢

df -h

AR
FiBa [SEERIRIE | ISR ERE N FRFIENAEN TS CFS XU RAREMSERFSNE RESHITHES ( mount ) 1B4E.

8 CIFS/SMB RS
1. [S=h CIFS 25/
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B, BIRERAPORLET cifs-utils |, ZEENT : CentOS :

sudo yum install cifs-utils.x86_64 -y

2. gl BRER
EA TSR BmER.

mkdir <fHEHBIRER>

I

mkdir /local/
mkdir /local/test

3. EEOUHRSE
e T5an <Ll CIFS 3.

//BE0RER ¢

//vers : 2352 185 3. 00 A , BRIAEEH1.0

//uid @ EEALINE | XHFTERER. WREKIRE uid , MEKIA uid=0,

//gid : EERINE , XEFTEIBFE. IRFKIKE gid , MEIA gid=0,

//uid/gid SHFEFIRENRETIHREREXHES |, IFEREE vid 1 gid ARAKF

//noperm : BFIHAMEAPRIGE , MNRIBZEINPRIELERIRR , TR0 EIEEL

//actimeo : BFIHEFISGEMETTEERER A

//nocase : MERFERLOMRAES , MASXDANE , 285 linux cifs ERiREIEIAXNER®EXHE windows ZFimiE AT H
iElRR , windows AXHD KNG,

/70T

mount -t cifs -o guest,vers=1.0,uid=1000,gid=100,noperm,actimeo=1,nocase //<¥£&mIP>/<FSID> /<fFHEEHBIrER>

o HHMIP : ERIEXMRSN , BaRERRYER P,
o BRIECVAERGERNH RS FSID,
s FHHBEMER  EIRRSHL  FEESNETER  FERFSELEE.

R
<FSID> 5 <fH=HBEIrBR> 2@E8— =18,

I

mount -t cifs -o guest //10.66.168.75/vj3i1135 /local/test

4. BEERERRER
HEHGThE | BRI TR SEECERNXNGRS

mount -I

BATLMERIT df @OEEZMRANSERER (X T JIf ®9E | RATE/IMEIRAERESN. (BRI EREENRE
5 EAHEHEE mount -| AU, SKERRAESIIHATEESER ) -
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NBREENRIRE , IFRHEKER HRZIENAENEER, CFS MHRFHEMARANERESHITIESR ( mount ) 124,

SBA: HEHEER
AR TRENSAEES , WERITAS, b ERER HIEESRE RGN RE,

umount < BRER>

5l

umount /local/test
=3¢

W4T df BLfe | RRIER/IMERARRERR. (BRLPRESFENRR | WAHEHRE mount -| BYEIL. REBRAFHIHAEE
HER. B, BRENEHEEESRAZEFIRRISCH TR AR RIERE | LBRSERRARE.

SRS RIFRR
R

XHRGEMRE  BEATIRE  ENERR SRR 2R, KB DEIR.

EELNERIERIEHRS. AN EESE  hRERIENNARS , BE (MER] 7 (BA] | BIEBERS GRS,
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EWindowsZ P _H{ERCFSYXA4 RS

BIFEAYE: 2025-01-15 17:01:00

Eikl)

R NEFERNBAETE Windows ZFim (R CFS XAHRES. A155|LL Windows Server 2012 R2 A1 , BEfhRAIRIER S |, Flu0
Windows Server 2008 & Windows Server 2016 &{/E/5i%ER.

BB HRGERERR

FASBESNEE R R A,

RS

REBMRIENEZ R Windows =IRZSEE A E.

BiR

ERAIRSEEN , FEFAEE R SFIXG A,

o EHERMWKS : }WF Windows ZEEIFIsLf , EERMELHR—/9 Administrator,

o FH . BRAMIRIRSHRIIRERIER.

BHAERARSE

1. EoIRSEEFIRAGRIED |, BREERAIANEY VNC EEZ Windows =ARSSEE.
2. BIEEL K% Ctri-Alt-Delete SN RASRAE,
3. BIAMKS ( Administrator ) FIZBEIAIER,

A
Z&im /=R |, BE—ERE— 1B LEREREER.

WiFRLRIES

HEHE , EERAZPIRSXHRFIRNETIAY (FEEE Windows ZFiEERA TelnethRss ) . AILUEIT telnet SSIRIE , BASZ M
WREFRERFRROEESWT

SHZE G = Fim s O FRIA IR ERIE 14

NFS 3.0 111, 892, 2049 telnet 1118;& 89282049
NFS 4.0 2049 telnet 2049

CIFS/SMB 445 telnet 445

AR

CFS EASZHF ping.

#E# CIFS/SMB MRS
H# CIFS/SMB XIHRFERMA | B fmSTHENETEr A mER.
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R SRR HRY:
1B FSID #HTEHUERS |, HEHSSUT.

net use <EEZBRBFR>: \\<iFEFH = IP>\FSID

7~

net use X: \\10.10.11.12\fjie120

AR
FSID aTLAZ [tizfigishla] > [SURFEFE] > [EHaER] Pk,
B ERREESSUE RS

1 B AFHAESRRAE.
2. INBRIEE Winl0 8 Windows Server2019 N EESIRAHIRERS: , EBESCEMER , A1F Guest ifia) SMB,

MER LB TRBIET

WiBA :
KT IAPRIERAIES |, MRS SRR T ¢

Guest access in SMB2 and SMB3 disabled by default in Windows

BEY CMD , IEERBLIE TN TES !

reg add "HKLM\SYSTEM\CurrentControlSet\Services\LanmanWorkstation\Parameters" /v "AllowInsecureGuestAuth" /t
REG_DWORD /d 1 /f && net stop lanmanworkstation /y &8& net start lanmanworkstation &8& net start SessionEnv

3. XA , BEAR  EEMRGRISIRAEE.

4. FESRHAIE S | RE "RaE BAFRIRRXMK ( BITE CIFS/SMB XHRFZHEIINEHER ) , BEM.

5. MACEEHAE RS |, AREiE— DR SAIERIE.
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HE# NFS RS

1. /5 NFS IRsS
HEHE , BRRRRCEE NFS RS,

1. By | EIHEHIER > BF > BESEE Windows ThRE,
2. EFARRNINAEINEERSED | (RIFTARE | EERESRT—5.

3. TEIDAESRE , WiENFS FF G , BT,

4. BT,
5. ElR=iRSSEs | BIa5eaFiE Windows NFS BFiGARSS.

WiBA :

Windows KERAE S NFS ZEFimiEli , 158 Windows Server Mig{EREFaL Windows ElR.,
2. I NFS [REEESDD
1. $J7 CMD @7 TR , FhiTu TGS .

mount -h

2. HiRE] NFS XERZRT NFS ZFIRIEREITH.

3. RINER SRR FTIRFA

1. UEBREMETCMDHSTIE , BT TES | EXUFME  AFESBF/BFEARLE , FHiEmountfILockSHERT
( Windows{¥3z35NFS V3.0 , ERIESUESIIRS )

reg add "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ClientForNFS\CurrentVersion\Default" /v AnonymousUid /t RE
G_QWORD /d 0 /f && reg add "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ClientForNFS\CurrentVersion\Default" /
v AnonymousGid /t REG_QWORD /d 0 /f && reg add "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ClientForNFS\Cur
rentVersion\User\Default\Mount" /v Locking /t REG_DWORD /d 0 /f

2. JfTa0 T a< , EBfE NFS EFIRARSS | (EEMAGEMREN. SEBIER Windows RSt , EEKAGEMRE.

net stop nfscint && net stop nfsrdr && net start nfsrdr &8& net start nfscint
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X BIHSTCE ST{ARRE ( CFS)
4, H# NFS 4R
HEHNERFERMAD | BYESREESFIEY CMD 7R,
o J@IT CMD #ndTiEE;
£ CMD @171 EY , AU THS , HEEXEESR. Hb , KFEaE 7B A FSID,

mount -o nolock mtype=hard <3E#FmIP>:/<FSID> <HEHFRHFR>:

<l

mount -o nolock mtype=hard 10.10.0.12:/z3r6k95r X:

R
FSID #5Ham < LEINERGHEHE > XHRGFE > HEHRERTIEE.

EHESHRS

BYEFAEPSRAEER
ZWFERESHNXMRS  AFRACRETHE  BHIMAESRE (BiFF] &3, BRI SR SEREE.

1EZ CMD @< NFS HEBR
LHELERTEENHAZES BT ASSTREEFERNTHS. Hb "BEREWR" AIREREE R FHITERRER.

NFS 7= :

umount X :
SMB7Rf
net use x: /del
£ BR
-
XHRGEMRE , BRARIRE |, BEHBR SRR A, TBHRIR.

EAILMERIERIESIHRSE. EANEEMEESE | PR ERIAUERS , BE (MkR] 7 (FE] | BIamRSTERSE.
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O BASTCE STHHEHE ( CFS)

2 FiniECFSIRSS sty
RITEFATE: 2025-01-15 17:01:00

Eikl)

CFS BRSS iR R R A ER—MEM | BT IS CFS M RFRIMRER B FimiEsE, BRENSERAT CFS HFER
SIRSBIRBBRSTEin LR CFS RSzt | IEEEIFIETE CFS IRS.

BERFSHS

CFS AR5 ittt BaisTRnE NFS tUERNZEFiRlses ( CIFS/SMB BASR ) . SUFFE LT | Hith Linux RZRARFT RS
FrEFRE R,

BFRS A

CentOS 7.5 6413
CentOS 7.4 64{1
CentOS 7.3 6413
CentOS CentOS 7.2 6413
CentOS 6.9 641
CentOS 6.9 3231
CentOS 6.8 64411

Ubuntu Ubuntu Server 16.04.1 LTS 644:
Thekkes
R R EEINEET ¢

o [FIE : FRMHEEEURESRIRS /proc/self/mountstats LA /var/log/messages & NFS #8XxHE |, IEEEUENERE. WERIEHSEUE
KERE | NS RBPIFRISEUE.
o FEINRE : EHUERA CFS NEFIRER AT | XS AT BRI H K BB X 3.

Linux %155 |

FIBEEN s EML=RFES .

Windows Z3E55|

Windows ZFimE RS,

WESRRER
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O BASTCE STHHEHE ( CFS)

£ CFS =8, BEHENHRRBMENARFFE  KECERE R, JUSEICEHZNHRANEFRES  BEFhRRR
TR EIRBUE S

R

EFiRERETEEL - 3SR,
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==
al =g

BITEFAYaE: 2025-01-15 17:01:00

BIEn=

MXi4rztE CFS ExdsRIFRAIAHESPRER | BIERKFIXEENBR RBFER TFIEER RIVEERFAIR. ThdEis , CFS =4
B&% AP HISIERIRIZ B HIRINER . RIFSEEERFEE. A5 HSNBUTAFRE CFS XM, EELARBENR
g, ESXTHEEENRENES] B2 HREE,

BllEE Al SRR

BRI SRS A RIREE .

o MRFTERBMRZTFHAFAUR | NATLIERIEESEFEAMREZRETER CFS | SFIRA CFS RiSaitSRRA XA AT
BRI
s MREHFELBFETRHERFIUR | NATLETE—NEENRE | FRERRAPALTRRN.

CFS £iEERME

IR RFREEA. el ZX. MRRERERIERISIR , NATLUR T AR QcloudCFSFullAccess fUR. fERTRIR
QcloudCFSFullAccess EZFiMEESFRAFATE CFS BIRINESLAR VPC RFRNEIINRRIKEENT

{

"version": "2.0",
"statement”: [

{

"action": [

"cfs:*"

L

"resource": "*",
"effect": "allow"

b

{

"action": [
"vpc:DescribeVpcEx",
"vpc:DescribeSubnetEx"
L

"resource"; "*",
"effect": "allow"

}

]

}

CFS SsEsRig
REELAFREEIINIR | BEFESEE. EX BMEREISER , MATLURT AP QcloudCFSReadOnlyAccess f3BR. fERTFTIR

QcloudCFSReadOnlyAccess EFMEETHFRFATE CFS BENRIELUR VPC R FRNEINIRERIEENT
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{

"version": "2.0",
"statement”: [

{

"action": [
"cfs:Describe*"

Ik

"resource": "*",
"effect": "allow"

12

{

"action": [
"vpc:DescribeVpcEx",
"vpc:DescribeSubnetEx"
Ik

"resource"; "*",
"effect": "allow"

}

]

}

BRESCRE
BENXREBEEMNREINAFREILT | GRAEEREGH SR T SMERRIERIL . FEOIMER "RRIBEMRIE" BI5NNE
g — N EESCRES (B UES I S 3 ) .

SRR RS TR T AT LRIRIBECE | BMRBEISERIERE | @EMERRIENE | EE1XER CAM ZIAIAEF.
£ RSO RINIUE |, IEFEERE SR > FIRIRERRCIE | TR RIIUE | RIS | TLE— BB R
INE5ER |, BEEIRBWT

24 WNCREESE GIURRCR

R Effect SeiFEEELE
RS Service g lSvizEavgavedii
BE  Action N EE TSR E IR FE

AR ERIRIR -

s NHEFHEHIIMERIESERS™

B XBRERREIAN qes:cfs:ap-guangzhou:*

IEERFP THBIX A RIESAA qes:cfs:uin/27700000:*

IEEAP MEEX AT X RS SE qces:cfs:ap-guangzhou:uin/27700000:filesystem/*'
BB MEERFERSKS X qcs:cfs:uin/27700000:pgroup/pgroup-doxpcgh’

=R Resource

TR RE&PEY UIN 208 EKS UIN ( GEAARFERPRER RGBT ZEKS )

%M  Condition FEEMEMT | ZRBER  REFEESN £

Hep , CFS &M2M. HOMRERRNAH ISR TSI |, ATLMRIE F55RS , BiERIREI,

O30 RO EO#A RPREE EEEI
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X BIHSTCE

{mES]|
RSSO
RSSO
MM RGED
XHRFEEO
MR GEEO
XHRFEEO
XHRFEO
XHRGHEO
XHRFEO
RPREEO
RPREREEO
RPREEO
RPREREO
RPREEA
RPREREO
RPREEA
RPREREO

FREXEO

AR

EOBTR

SignUpCfsService

DescribeCfsServiceStatus

DescribeCfsFileSystems

CreateCfsFileSystem

UpdateCfsFileSystemName
UpdateCfsFileSystemPGroup

UpdateCfsFileSystemSizeLimit

DeleteCfsFileSystem
DescribeMountTargets
DescribeCfsPGroups
CreateCfsPGroup
UpdateCfsPGroup
DeleteCfsPGroup
DescribeCfsRules
CreateCfsRule
UpdateCfsRule
DeleteCfsRule

DescribeKmsKeys

EOA

FHiE CFS RS

=i CFS RSB
FUHISHRSE

BN ARG

BN RREIR
EIT MR FRIURE
BTN R SRR
RRSZ1 R SE
HigEHR
HIHARA
BUEAURA
EHURARER

TR BRE

HY HANBRZEAINY
BUEEAPREANY
EFRBRENNEE
RS BREE AR

EBKMSEH

PREE
SRR
AR
EANPR
SR
SR
SR
SR
SRR
AR
R
SR
SRR
SR
AR
SR
SRR
SR

AR

M f4HFtE (CFS)

ERER
BRZEOLTIEER R
BizZOLFEERR
BRZEOFEERF ™
Bz LT EEXMRARR
BRZEOTEEENHRRRR
BNZEOREEEXMRARR
BRzZZORBEEX M RARR
BRRZEOBEEEXHRERR
BRzZOREEEX M RARR
BNiZEOFEERRA™
BlizZOLHEERR
ZRZE AT EEERIRARR
Bz OREEENREARR
Bz OTEEERIRARR
Bz ORZEENREARR
BNz OTEEERIRARR
Bz OREEENREARR

BRZEOFEERF ™

545, BF CFS MHRSGFER VPC Y IP , FLSIENHRS. I CFS XEHERFIER. EENHRFAFEENEPREIRE
"vpc:DescribeVpcEx" % "vpc:DescribeSubnetEx" #ORIIR ( MIRAZFUTTETIMONE ) . BFIENEIFIEER CFS /9
SRESPIEINXFMEOXT VPC FREEIRANEN. FHRIRS A LAS% QcloudCFSReadOnlyAccess SREEERBA,

ERSEIRETAE , BERINEE , NAZEENRERINT —&K5H., SELIES LIMRME , FINSEEH. SEES50RRIR

B, fIIZBAXRERERERIBFS N 1BEE.,

RIS ESAT , BRI EILBE S5 ( statement)

"version": "2.0",
"statement”: [{
"effect": "Effect”,

"action": [
"Action”

WRFRE - BRmERMEX
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"resource": "Resource”

1
}

B0 , ZIERPXREIL N R G TR R BB R FRUR RIS R .

"version": "2.0",

"statement”: [{

"effect": "deny",

"action": [

"name/cfs:DeleteCfsFileSystem",
"name/cfs:UpdateCfsFileSystemSizeLimit"

Ik

"resource": [
"qes:cfsiuin/2779643970:filesystem/cfs-11111111",
"qcs:cfsiuin/2779643970:filesystem/cfs-22222222",
"qes:cfsiuin/2779643970:filesystem/cfs-33333333"
]

1

}

JRF/RPERIN

M{4FfE (CFS)

NREEFRFIRAARER , NET LA EESIRIESFRIEZEZ] QcloudCFSFullAccess & QcloudCFSReadOnlyAccess Bi& 2 EEEN
KBRS |, TESIRAGMNIIRE=RpEXBAF/A |, ERENEOTERHOSTERENNBFRAFE | REREHEHIEN.

HRF/RPERN

ANFEELE RN FEFRIUR | AITEN RIS ETRAORERAF /A %R+ |, AEFEHERNNBR/AFE  ARRERREF/AFRE

HARRRMEIE | ZFF/BPEGEERIE 4 FE CFS BIRAVNER.
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EEXH RS

BIFEAYE: 2025-01-15 17:01:00

BIEm=

BFRELIBE X4 riEzfl e TR S C @I ARS AL CIZN AR FSEHITEIRRF  IEEXMRENERAE. Xt
RERFERERRERS.

R
LRGN T "Bl RS |, BOEEE G RRF B TR ERE.

AR

BRNMFHEERE | HEARXERSRTIRRTME.

BENHARFINSKAE

EXHRFFIRTET , JUEEZZSA AR AERER MRS, BT CFS SHFHBIXMHRFRFR. 1D, VPCID K IP [3RMEH
FHITHEER.

BENHASRER
TEXHRGHIFRE , SETHRGEM , AN RAHENE, X RS BRI R G A SRR AR

UK BEHEFIRER.

NERGESER

MHRGEANSERRER 7B , SRS ID. SR, HRSMN. MHRFRSKEEIEFHER. SRLELREREXER
FER.

HEHRER
NFS X4 ERFERRAEERTEENEER , SURE | REFERERG <. BRI REESE R FRE.
BEREFIRER

'EERERR AR T RRTEEHIZHRFNEFIRER  BFEEE iR LR CFS iRl | ERZRBENTERNE i
B8 LEIE5ESY CFS misidHERiEs .

R

EFRRERRTEEL - 301PRREER.

(BB R GTERR
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EXMHRFRFIRTE , BEREENSHRIMRS  EAXMRFEFERE , SELHIZFHREME

l#2a779dd9fce8c531f8ca36cf19c7d4d42 . HAITIEEL.

[ EE SRS

LIEABEEFRENURSR | EILEXHRFHIERT , HEEZERRSEGRSHEEGN AT | BIeNSEMIR.
AR
NS EEFIRRARE , BEMMRSHERSR] , MAXERFESZ N EZFIRNEE.
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NPREE

BIFEAYE: 2025-01-15 17:01:00

37—

FINEFIRESROREEXMRFER—IWET , BN ARARTELRENRE | BT — S E BRI E P iRAhR PRz
SR , TERBNBSIRERANRETTIE.

BIFLE

BUEASPRA

1. BRXMFiEERE | NS RESPRA.
2. TERBRETTE , BRERE I —MRE. ERHATTEEO PR ENRESFRIEE.

NS PREARNY
ERZIZRS , ATLGRIN. FREEEMIBRMN. SRSEREFSERIN , WSSFEeEs. SINREBNT.
FE& 158
=7 ATLUESEA IP 8yEBAMMER |, 540 10.1.10.11 8¢ 10.10.1.0/24, ERARIGHII A RRAIFRE. ARNEETE , itk
E=ES CVM IR 1P,
=E 4 PN
1;2[‘& 7 \19::32% =5
BUTF 4 NEW |, JRIBGAFHITRRIRS.
* all_squash : FTBIHRIAFESHIEGT NESBFEAFE.
* no_all_squash : ifRIBEFPSSSANEFNE , FUEiMaBmsT AER BB A,
* root_squash : #&3ki5H) root ARSI AERBFEAFE,
. e no_root_squash : 3EiHFRY root FBFREF root KSR,
PR

R ANHRGERIAN 755 BBR , nfsnobody [ZEENUR. Eit , LAMITAFRTER , BIECE no_root_squash,
SNERGEF root FAFBIEESI B RFHERSUAR SR | 295875 IP IRE all_squash 5#& root_squash Y , 25K IP #5388
B, (EJEREERE) root BUR , TSk IP BT HERREF) .

e 5ERI91-100RIIEEEEL , HPLAERS , 1008K(K ; TeHARANRE , Bk IP BIRSREETMERFIZ IP RIS
% HtbfERT | BT B ERI R =AM .

I RFEESRA

BPRBRIECE ST SR FERH TIER , SR LUGRS ISR | AEEIEX A REREFLNRAE | BRI 4R
FERTSCIEEREOARE | EEIE I RASS | BEIXHRFRIFIBMELSIIRA.

AR
WSR2 R NFS vA MGEEE RS | FEEOZERGHIRIRENNG | EEEF 20 , SEFRELENL
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{ESPRAESRLAR AN
FENSURBIEES | FATLMERRASTR, EEERRARANA.
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RS 2R S

BIFEAYE: 2025-01-15 17:01:00

Eikl)

M f4HFtE (CFS)

{28 CFS inixIheeRl , BHREEEAT CFS MHFHEINAIRSREZin L%a CFS IRS It | LMEEEIFAIERE CFS IRS.

Ere S At

BRI | BEREFinZ i CFSIRSS mistEit.

MR

AIERiEEEEE | EFEET R

EEHRS R

Bf FEPIES—IERS ID/ETR , HARFBIE.

RFELIBTEENNREXREED , SRR HRRNERER.

CFS SIS ER ISR XA T

=N R =T
EZia=

TEENTEE

S

JEEEVIOPS
BENTHE
BAIOPS
TSEENEERY

SNERT

A
HAFEFinAEFRE

ERXHRASERE

WRFRE - BRmERMEX

fEtrE X
MHRFERRZNEFEE

N RGFIER R RIEEE
N RFTIBRTMEREIRE
NHRFHISHENNEER
NHRFHIEHSERIEIRE
N RGEERERIGER
NHRFBNEERIER

&afis
GB
KB/s
count
KB/s
count
ms

ms

ZUSESIRENEIRI S R A0 ERENEEE I 8RN IOPS mJe e/ \TSLinfaE.

> X | EXMHEFESENEEER T NHRRRERS. EEEEERS.

R

BYHRE
BYHRSE
BYHRE
BXHRSE
BYHRE
BN HRSE
BYNHRER
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HNREERIETNE , BRUUEERSEEZER S EAEZRE | BRI R B E RIS Eat TR TAYRIE.

B

SFEHFETRRER  AXGRFEESERENRE. SERENERBINXMRARERE TR ER RS EREHITE
EO

BERNE > GEEGE > SEFRE  SANSERERUEHETRE  FRRMEESE S ERSES| Y.
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SRR
{sE FEPR !

BITEFAYaE: 2025-01-15 17:01:00

FXNRT XHFERIRRIS IR | LASENEE I AYERIRARTNRE.

=] =

REBEE BN RFRE 100 MREBEE
TERRIRARREREY 304

TEHFRARSRIR SRS E M R SN 2004

SFN R GERE Bt R/ B AREEY

o MHRFHRIRAIHINE , 26ER COW ( Copy-On-Write ) BI75zUSEHL.
o SRERAELT TP RS , WA RFAIRBIARE A ( TTEIRRER. FXHRSEIRCHIRC ) | BEARIMNER.

o REBRIIRET , AN GRANESRER  JIERES | B8, MRXERFERXG  FRRBEIERTE | FoSEURRXAE
x.

* NHRFEXFUFRIRE , FELERTEHE  FRK. FRENRBAEESD. ERE0.
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BlIERAR

BIFEAYE: 2025-01-15 17:01:00

1B PRt EEA B PR REEINASHTSTIFOIREIRAR | A EEMBCIZIRARIRE.

BIFzR
B RFGAILICIRIRE | NSRRI ARG, (RSB eIR AR | BN S E—RRARELLATE SR |

FLAEEIRE NN KRIBIT FREBERIRAIRIIENTAIRARAIEZE. RERRBRIIEESINEE , BRIRREASFINEERETTRE
R |, RMBRAIRARIIREIS S R RIRE EXIRIPIRE.

RS
* BEAIOIRSIFRS.

EREm

o MHRFRIGETIERRS , BIRSETEIEIRR ;

RIBEREB QI ZIEBAREE | FREBZIZIERFHARBENERZAEE. NSl RIRRI X SR EEE B AN E
(EEU=R

IRAGEAR I TSR | FoEXNZ R G RR QI RAR,

BIERIRATRER B MRS R FRIMRE | ISl R IR BT S5 SIS HA.

FHOIEAMRIBSKARE | IABHREE | BRAHER.

BESR
1. BRHEFEEHS.
2. EXMHRGHIRNE , Rk BRHRFAMNIEREHOURRAR,

3. NREBEFR , BATHRRE.
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RERBIES R ST

BIFEAYE: 2025-01-15 17:01:00

BETR

REREEZRI AR FRERBHIEEIE | XU RRERSE SRS SRIRR IR B R SRR 2L
REBEIE AT S M RAETAKEHHS,

MIRFEEIEERI S ZRSE R B IR ARSI | AR R I SEELRS] | I EEEMNEE.

BMES R
1. BERHEFHEETE.

2. ERIBFIRTUE , miBiRRIBAMIREES RS RS,

3. TESEHRHEES | IRELITSE:
FR ax
IBEK  EEAHELE CFS XHRFHITAKX.

EZEES

5 EEARENFMERE | BRNER S E BRI REE .

YR SEERSERSHIMYEER , NFS 8 SMB . Hob , NFS Y EiESTF Linux/Unix 2R | CIFS/SMB Y EiEE
ZiMY  Windows Z i,

o FhABEMZ (VPC)

7 SLHRAEMNES (VPC) FCVMMXHRSRIRE | BREECIEMRFINEEAERE., SXMRABETAEMNE

RS, ISRKRHHTRHRMEIRE | NRBE—FAEMEANICYMLFgEisiEE.
o MRESMNEHEXHRRTK  BFEEEMNEILEFRS.

BIRE BMXHRGFUISE—MUREA , SIRAME T — A RhARRLE. SRIFNR.

o EIREIHBIRS , ol AFFE S RGNS ;
FREs o ERKIFBIRS | BRI GIZMEENIRE | RAEEANERFGEHTERE., BB SELUEXERS L
e , BANMARFRIIRE.
4. BATRTRRE,

EAIEXHRAFIRNAEECURINMHRS . TS EREN IS XA RFESRER —TBRANE iR L.
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AHIPRIR AR
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BIFzR
LB RBER , TR RIS IER.
23t M

* MPRREGEHIBIPRZREBERIEIE | AR RBRIX AR FB TR,
o REBIYCIZENSUREEEE , MREF—MRER | FefnEFEIRER,

o MERRERRT , SEREMFRRIBRHATEAIERAERTHKE , SHFRAURIBRTIRE |

BFS R
1 BRIAFEEHE,
2. FERRIRGIRTAE , ik EFMRRRE IR ER R,

3. FESRHAOYSIEIESD | BT,
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— K
(EFRES
BIFEAYE: 2025-01-15 17:01:00

Eikl)

75 RATHAS EARIOIND , B—ME-ERXT (Key-Value ) . IREEILUBIEMESTHER (LSS , iR , REAS ) FSEONS
FRATHREE, BEIENE  RIFLEMERE0RES , FENETENASRNEE, A RYESEH AR TR
BSHRIE.

{sE FEPR

RIBANERT , TR TIRGISRM:

o HERY : 8N UFRARITFIRAIRESRES0,
o IREERS
o qcloud. tencent. project FEELARKTREBITESHE , ZEIECIE.
o QEEAHFE . FB. +=.0- , BirSBKERKN255NFER.
o IFEERSY : ReeH SFREFHFT  FE | +=.0- , BIrSERAKEAL2INFR,

EIEIEISESL]

E 35S
201 | BARML T 6NSERS | X6 N IHRGHIERS). WS EEURAEAMIEENT

MXHRFID {EFEERI] 5556 REA
cfs-abcdefl =2F) EHIE K=
cfs-abcdef2 22 EHiEa) h
cfs-abcdef3 i3y X% A Z=Mm
cfs-abcdef4 R iRk B E=5al
cfs-abcdef5 R [EHAHIE Ea
cfs-abcdef6 R [EEAHIE K=

LA cfs-abcdefl 95l , FATRTLAAIZ ARG R =ERES

aosed REE

dept ecommerce
business mkt

owner zhangsan
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K{RY , Bt RFBAILURERGERER ). WS EEMARANARIREEX MRS,

BFER

TR G INREE

AR
WAL HR SR, BELREFTELARE | SERAERE | BAIRSEH G ZAEEIIRE.

1. BERHEFHEEHSE.

2. EXMHRGHIRAOEENE , BERE.

3. B EE T , A TERERERER , SR, MZXHRFEINRESER. (HERERIESFENRE )

4. BERE , XHRFLERNERYBENI MARE,

B :
B RFRIERECETNNEE , TTS I QIESE R TN IEH R 3.

NEBRERGRN. (EEEHlbREE

L AXHRAFIRNEERNH , EEFRRETENNHRR R ERERERE.
2. FERHRIEOT | RIESSRRRERE TN, (EEE MR T,
3. BREEHRRE | BIRJSSAGRIN. (EaiiBRmEs.

B RE RS RS
LR BTSSR R TR |, AES LA MR R TR,

L FEERIET | .

2. EIFREERNTESRIIGSE , BT UREFERH TR, MTERNR : fli , SHREMELHREREA business FIXHRSR , @

N tx&:business ; &% EimitHira A business, BERITRESEA mkt BFISEERSE , NIAHN F7&5:business:mkt .
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FEARX. EMSEaES|

BIREHAYE: 2025-01-15 17:01:00

B ML B RXIAEE

LEESE (VM HTHERIBEARRRRET | BRNBERTXFHFHN, ETLUBXE CVM A CFS iRBIER— VPC T, BT
P A RIS,

WP, BEEAIN— RIS K BEAE CFS TUHFE | B H— KT AR SR AER AR R,
ERIRSHERERLE VPC 11 " M—K" FRIA , EELLERMERSEHARE VPC AIRATAR T K" [T,

BIEFMSEALE . EZI CFS =5lE | Bl M - XARIRRTIEEZ VPC REIBEEAIFR, WATENRAEZ VPC I —XFW FH=IRSES
BIRT B CFS MRS , B8 HEFEER.

EETAE W48 R IS thia (]

M{4TFtE CFS STFLAT MR | e TRIRDIE.

o HiEEZE (VM SEARR VPC T, (BRNFEHLZM=E
o HEEH CVM 5 CFS £ARRF VPC AT ;
o HEEH CVM 5 CFS DERREMERT (A TAZIRFAILEMERE | &I CVM &5 CFS fER— Mt )

BRILIS ST TE VPC-A/VPC-B B9 CVM 5577E VPC-C 19 CFS |, IBIIRE "WEHiER" RI75=SEIEE VPC-A. VPC-B, VPC-CZENE
n, BE WEEE,

WS : BRmEmEX 541 T F2053]
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BaHERNHRSE

BIFEAYE: 2025-01-15 17:01:00

EEILEESM MRS Linux ZFiREE Windows ZFImHTEE | LMERFIREERMABER CFS XHRSR.

Linux FERNEZ NFS SHEERSE

1 8% , EERREEMERCUGRSR CVM L6, FILUEE CVM =58 ERAEZTEERISGN. FIFF "Vetc/fstab” X4 (HHRE
ERAIMKFZ=A root 1R ) .

//MERLA T &< FIFF fstab 324
vi /etc/fstab

2. 3TFF "fstab" U, BIA "i" (insert ) , T /etc/fstab iRmINEA @ <1T.

//{EF8 NFS4.0 =3
<EEHAIP>:/ <FHEH BB HE> nfsd nfsvers=4,hard,timeo=600,retrans=2, netdev 0 0

{5180 : 10.10.19.12:/ /local/test nfs4 nfsvers=4,hard,timeo=600,retrans=2, netdev 0 0

//{6EF8 NFS3.0 £
<3FEFAIP>:/fsid <HEEBFRESR> nfs nfsvers=3,hard,timeo=600,retrans=2,_netdev 0 0

40 : 10.10.19.12:/djoajec4
/local/test nfs nfsvers=3,hard,timeo=600,retrans=2, netdev 0 0

3. IR "Esc” IREFIEA " L wq" LRFEIXMEN. EREFRE , JUERNXHRFR B,

AR

ERINT Bz |, BHEXHRFREREN , TS Linux RRTEEES , EALinux RASFER fstab B0
[BahRIesL AT A BEIER B, LAY , ERILIERFEHMITHN " BRFEL" | 5 fstab hpyEaiERGm SHRREHEEREN.

Windows NEZHESEHRS

EHAS , Wk "ERIEINER" 1B, TNExR. BESERFEIESE R CFS XFRSE (Windows ) .

WS : BRmEmEX 5842 T F2053]
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Bx{ESCH
Eaes LERCFES

BITEFAYaE: 2025-01-15 17:01:00

BIEn=

HeRSS (TKE) EREAYT RISHESREERS | IRESHMNAA LTINS FHMIRSZM |, BRBFFA. Wik
EHESTERIMEIRR.  ABAFRHEME | RS,

ERERRANLSS | FlaNNSAEERE. DevOps. Hl2F¥>. MMEMBESHRT  BEBABREXM. REXM. BEHE. XHEMHS
FEZIARLZFINE. FRIRSEFS. EEiEE. ATHEGESRT | RTEMIELS | EERAEFHEILIRHEHRD
. &M, & IOPS, RIERIAIIRSS. CFS X riERFAERR LRRRENES MR DRSS | SlESEIEsRISS
. ASTENBIAMEIE TKE LR CFS SUFFfE.

AR

FNES INRHERECRRIF RS, AR REERIRS | BN SEEHIRSS BIFHE5! | STEEE=S.

BRiE CFS M FERIFFHREIES R P
. BIRERETHRS: , MHEIR 05 CFS 50 1E3I0— SRS , SIRRTETER VPC MG RRE SNSRI

REY VPC T, LURIEMSBHIEIE.
s AECHRASERRSEE— VPC TRIXMHRS , S LRI RSFBRERBUERR IP .

BeEER CFS XHRS

#$E1 : Node i35 NFS EFiR
EHAT  BRERFKFELELE T nfs-utils 8% nfs-common , ZE5ENTF :

e CentOS

sudo yum install nfs-utils

e Ubuntu

sudo apt-get install nfs-common

S . BllEE PV
HITLA TS eI — 1N 288 CFS Y PesistentVolume,

A8 :
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e nfs.server : H EEBEZEIRENZEIRY CFS XAHRFHER R IP , AIFHEIRSUERS IP 7910.0.1.41,
e nfs.path : A CFS XERFHIRERHEFER , A=HILURBR G,

apiVersion: v1

kind: PersistentVolume
metadata:

name: cfs

spec:

capacity:

storage: 10Gi
volumeMode: Filesystem
accessModes:

- ReadWriteMany

persistentVolumeReclaimPolicy: Retain

mountOptions:
- hard

- nfsvers=4

nfs:

path: /

server: 10.0.1.41

B3 : g PVC

ETK |, 63 PersistentVolumeClaim , SRiEKEPECEBIZEIFHY PersistentVolume,

kind: PersistentVolumeClaim
apiVersion: v1

metadata:

name: cfsclaim

spec:

accessModes:

- ReadWriteMany
volumeMode: Filesystem
storageClassName: ""
resources:

requests:

storage: 10Gi

54 : 8l pod

Blg— Pod NFIRERBRERERIZEIES.

kind: Pod
apiVersion: v1
metadata:

name: mypod

spec:

containers:

- name: myfrontend
image: nginx
volumeMounts:

- mountPath: "/var/www/html
name: mypd
volumes:

WS : BRmEmEX

M{4FhE (CFS
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- name: mypd
persistentVolumeClaim:
claimName: cfsclaim

Fepk RS ERE | EHALEHER Pod SPERZUHRST .

WS : BRmEmEX

M{4FfE (CFS)
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= el

BIFEAYE: 2025-01-15 17:01:00

CFS STRABpLLSES ?

THEEAI=ARS AT Linux . Unix, Windows £XEFin. B85 ; BT, BIYFTE VPN, THEASREEMA | ZF IDC 5iE M
EETET A LAER CFS,

MHFEEAWE ?

NFHEER. RO EEITE (REB\HIEEFESIENER ) .

S RESTIFBRLLSEIhN ?

NFS v3.0/v4.0 1Y,

HAfTF Windows & Linux 3.10 ( #I40 CentOS 6.* ) REAMRAPIZAVRIER AEZ Fimxd NFS v4.0 tilGERE |, EHELAEEFE
B, EEFimsEA NFS v3.0 #£5.

NETFhERRBLSHRmLL ?

MRS HRGRIIHFHERISES) | ISXHFRGHER ( mount ) Bl CVM Z=fRSS2RE | AILMBERAMIIH RS —HERXHEE.
XFFERER.

THA  EEARITEDRAIXAEEAOAD , EXTHAEENENTET R, REBRENSIRRIBEISEFE.
H#HRTiE mount , AI4LER ?

BEELUTH R THEE !

o BEERHE,

o MBREARLRET nfs-utils . nfs-common | cifs-utils £,

o AtEHBRESFE.

o HHRAE VPC NEEETIEFimEHFTE VPC ME—I , iR EE1EHE.

* CFS BEFimFIERNENEEEMELLRRINRRONRSEREE , BRGRESE GREA iR 17,

{5/ vers=4.0 ERHSHIREZUMTLLIE ?

{8 vers=4.0 HEHASHEHRAT , ATEDEFUSIF NFS vA LY , EFIRSMCIRIRSS IRt E=It e NFS v4. 1iidEs, , AT
CFS BRI RzHF NFS v4.0 1Y , AJ8ESHR NFSAERR_MINOR_VERS_MIMATCH 4412 , (BRIZEIRFASHINEiHESR. LIRS ;
BEME , ZFIRTIRS M EINEER NFS v4.0 #HTHEE.

7£ Windows Server 2016 #2{ERZGE T Windows IS Web BRSBE ., 1S 1 cifs thURTSEDEIIE ?
SFF Windows Server 2016 2{ERSt , HTFERALRESIRISHVEN |, IXFESTh LA TECE A 88sLE 1IS 70 cifs MY = TE :

1. {£2 SMB ZFumAYEMRIT :

HKEY_LOCAL_MACHINE> SYSTEM> CurrentControlSet> Services> LanmanWorkstation> Parameters> AllowInsecureGu
estAuth

BHIZRBECEEET , WIRERKLEIA ; HREAEE  WEESLRInGE. EE [37&] > [DWORD (321u) &) , REHESWR
33 AllowInsecureGuestAuth , E{EIRE N1,

WS : BRmEmEX 5846 T F£2053
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2 BRI E

1I7F Internet (S20RS5 (1IS ) EEas , EHRIENT

i ¥R [Wih] > [Default Web Site] , 8 [EAIRE] .
ii. FEARIBRUAXIEIES , B (RN | ERSERR.

ii. B (IRE] | REMAFA. B,

iv. RfERE [(HHE] BIE.

CFS TTEBA | fasbE ?

IBSELUTLRHTHE -

c EERBER.

s IMEEFIRAMEETINEERIES | telnet ERRROESEE , BNROBESE SRS 7,

o MREHNARERRIMRER  BRANMERIERRBERESTE (XEERAEREE I Stale file handle” , AILIBEESHE
BIRERNREEEENNFERERFE) .

NHRGRETT LR ?
RGN FriimO HIARIESERIE
NFS 3.0 111, 892, 2049 telnet SZAFZ4E IP 2049
NFS 4.0 2049 telnet {545 IP 2049
CIFS/SMB 445 telnet ST{FZSE IP 445

R CFS BA#s ping.
REHIISRAEREAD ?
NFS IR S |, SHFRES SN |, FHRIBRARE. H -
o HE—MURENELK IP SMEHEESH IP FISIRE SR , SNSRI, BRARERNIIEEERS IP BIRUR.
o ARETHNEESHMNBARTEEMARIER , NESMERANFRSENEN  EREEHRESMERNEE.

TR CIFS/SMB MHRFASFFNTR , EEERAERL

ARSI ] CFS ?
Linux BTLAERS N shell BIASRIMESHIAMSAE CFS, TEMAMT | "SA2sl" TIMREEERE,

threads=<ZF2E1&E >; src=<JRE&R/>; dest= < BFREER/>; rsync -av -f"+ */" -f"- *" $src $dest && (cd $src && find . -type f |
xargs -nl -P$threads -1% rsync -av % $dest/% )

<1--f5lgn , threads=24; src=/root/github/swift/; dest=/nfs/; rsync -av -f"+ */" -f"- *" $src $dest && (cd $src && find . -type
f | xargs -nl -P$threads -1% rsync -av % $dest/% )-->

Windows MEOIE/BRERE ?

AT EFRIICIHAR , Windows ZFimfER NFS IMEHH RS , SHIXHEHEBRTEERRAIBR. LWEER , #i)
Windows F3F{sEF8 CIFS/SMB #M\E(ER CFS SR,

WS : BRmEmEX 5847 T F2053
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{$5F8 nfs EHEJT , Windows TiREBASIR , AHTLLE ?

EFERIRIRIBIEISE| , TEEAEEHI AnonymousUid 1 AnonymousGid , HEERAGHESR., HSEXRY : /£ Windows Z i
A CFS X R%

Windows IIS F5iZfFA mapped driver , [&AM ?

1ZRR 7£ Windows Z=Fis LR CFS SIS spRISER | BCEIERRY NFS ZFIRTEFFHESCEM (MINEEABR ) X, EREFRE |
FIFF IS BcE A |, HEnibmreaE [(BRIRE] .

WHAT4bE Docker B, Kubernetes BB #EERTH. EPoRMIIGIER ?

BT GRAEER , &R Docker 5 Kubernetes E&=FimtERl CFS , HEFERA NFS v3 MY, (88 NFS v4 tiMYalges HIER D
ERIHGRIEFEIESHAE- )

FE1E Window Server 2012 R2 {8 CFS M4RSHEN IS IRSB/ER | BN FHEHHRSE ?

AT IS REZEIEFER G , =45 NFS v3.0 V3EEHEZERZIRY FSID #FiAhKE |, Bt SEXEHRARTTEEFEES., EiNER
Windows Server 2016 F4SklEHZ5)51,

NHRBEMARS |, WMERR ?

[RIREBIER

& Linux =RRSZREHR— NFS MHES , T=iRSSEE A LR append AXEXH | E=ARSSEE B LA tail -f MERSERERIE
. E=RSE A EEx2ZE | 10 - 30MHEREELRRSESE B LAEREHENAS. BEHEENZET  IREEESRSSE B
EFTF (BINGEER vi @< ) NIRTZBPERIEHIIAS.

[RIREHEARE

5 NFS 1% mount §5SHIEILAR tail -f BISCIIAEX , B ERIEEGS

sudo mount -t nfs -o vers=4.0 < HIP>/ <FHEERBEIRESR>

LB IRSSEE B LA NFS mount SR EHRISERSE , BHABER T kernel P T—HEF 1B REBEHAI metadata 877, XEFBREN
BETFEI. AN, FOREBIEE , EENENER NFSPROC_GETATTR iTf2idfEiER ( RPC ) HIREL,

tail -f FUSCHLZIEY sleep+fstat SRMERHEM ( EERXHAN ) BN , REEANHF@EH. Bt , fstat ERRET tail -
f BRI HAS. B2 BT XHRERA metadata BRI | fstat RIAFIRIHASSTATAIMEMN | B, NFS fRS3=8
M ERATEER |, (8 tail -f AFENEXHELRRETEN , EEHSEER.

RRERINE
{£F8 mount Sy SRS RFRSIENN noac IERALIZAXMFBRBHRER. EHASUT

sudo mount -t nfs -o vers=4.0,noac <¥f&HmIP>:/ <{FHEHBERER>
sudo mount -t nfs -o vers=3,noac,nolock,proto=tcp <#E#mIP>:/<FSIDEEFBEZR> <FHEHBEIFER>
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Windows 7-based & Windows Server 2008 R2-based #{ERZEA NFS thisdERAHREE (0x800704C9)
[EEEREA

XL AT 28577 7 NFS ¥1tar0us Ot | FRIEAYBUES nlockmgr i@ | FRIRRSE HEE M7,

fRRIE

¥JFF Windows BIBEHIEFHINEE | BRGAHEEIE A RFTRARERIEIEE1ZIARR,

Windows ZFimfiEFE NFS v3thilUEREeIREUESCIHRE , MURER ?

ERE

NFSv3 il EARZRE , TEXE , BUSSEUESTUHRM.

BRTTE

FHRFFRAE | FTHGSITIE , ERSTIEFHN mount”, EHFER Locking=yes , NITEEEGEMZ | S@8HIXKDH.

BEPR

1. BT EAEREIR [HKEY_LOCAL_ MACHINE] > [SOFTWARE] > [Microsoft] > [ClientForNFS] > [CurrentVersion]
> [User] > [Default] > [Mount] ,
2. FAEMAABXA5EHE [DWORD (64-i7 ) ] , &#RA"Locking” , E4"0" .
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APISZAY
S (cfs)

ARZAS (2019-07-19)

APIHEYS

BRITEHAYE: 2025-01-20 17:15:20

APIERZ

V3

APIfEXRE

ORI
BindAutoSnapshotPolicy
DescribeAutoSnapshotPolicies

DescribeCfsTags

HithzO

EORR
CopyFileSystemSnapshotCrossRegion
CreateAutoSnapshotPolicy
DeleteAutoSnapshotPolicy

UnbindAutoSnapshotPolicy

MR GTHRR RO

EOBR

CreateCfsFileSystem
DeleteCfsFileSystem
DescribeCfsFileSystemClients

DescribeCfsFileSystems

WRFRE - BRmERMEX

M{4FfE (CFS)

#ZOThee
M RGP ERIRARAR
BEIMHRSERIBERIRTIFRER

HifcfsEIRthIF=R

#ZOThRe

i S RIS AR SRR
B EHA R AR SRS

AR ER AR

FRGPIRAT RIS

ZOTIRE
SRS

TR SIS
BEONHERE i
BIRXHRSE

5850 T #2053
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EORR
DescribeCfsFileSystemsByVpc
DescribeMountTargets
UpdateAutoSnapshotPolicy
UpdateCfsFileSystemName
UpdateCfsFileSystemPGroup

UpdateCfsFileSystemSizeLimit

fRSstEXEO

EOBRKR
DescribeAvailableZonelnfo
DescribeCfsServiceStatus

SignUpCfsService

Y PREERZEN

BEORMR
CreateCfsPGroup
CreateCfsRule
DeleteCfsPGroup
DeleteCfsRule
DescribeCfsPGroups
DescribeCfsRules
UpdateCfsPGroup

UpdateCfsRule

WRFRE - BRmERMEX

M{4FfE (CFS)

EOTIRE
ERVPCUEREIR N MR SSLA)
ERNHREFRERSR
EFTERARARRIS
EXHRSS
BT R FRINPRE

BN MR RS EIRT

EOTRE
ERXEAABIER
BEAICFSIRSBINE

FHECFSIRS

EOTRE
BIEARA
BUEAREMT
TR PR
ABRE BRZEARTY
ERRATIE
EIREMRT
EHPREAER

TR
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BB

EOSH7V]

BEEFATE): 2025-01-20 17:15:20

tcecloud APl £XE/MAEIEKIFHITEMIGIIE , BB MNEREBZTEELATBERESHTEEEREE ( Signature ) LISIEEKRES D, &

BIERHRTEFIEER , T2 FIERE Secretld 7] SecretKey ; ERFPEIREZEFEIE | BRIECAPIZARNHEES , BNTEERATAP
#ZM.

= .

1. RiFReFEiE

HEEIXER=APIZE] , BRIERAPIZSANHBRIELEEIE. L2 EIUFELE Secretld 1 SecretKey :
e Secretld B F#RR APL & BH

* SecretKey BFIIEEE F A BMIRS SRS E FRTRIVER.

* APRITEEEREEIE , BRtE,

HiBLZeEIINEREERNT -

1. EFRtcecloudEEBFIEHIE,
2. BHE=APIZSRRUEHI A TUE
3. E=APIESETUHE , M [F7] RPRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELIBBIRT Secretld / SecretKey,

2. ERE R R

BT ZeEiESecretld f SecretKeyf5 , MATLAERESZERT. IATREEMRSSHRNIFMSFE :
BRIZFFHY Secretld #1 SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

AR RERERA , ERIERFRRERIEN Secretld f SecretKey B TIREHR(E !
LA=RRSS 2R EEXLfI7IZR(Describelnstances)iEk A6l , SRAFERAX—EOR , iSRS T:

SHER 3L 248

Action 555 Describelnstances

Secretld #=5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E I[Nl 1465185768

Nonce PEHLIEEEEY 11886

Region SCAIRRTEX ap-guangzhou

WS : BRmEmEX 8552 TR #205m@
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e C 3L SHE

Instancelds.0 FFEIRRILHBIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. SR

EEMNEBERSERSHEBNFEE ( ASCHRE ) AFHF. I8 1) RIESHSHTHR | SRERTINETE , F&85tA/0 ;
2) #% ASCI 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARREE. ARTLUERRIZES PHIE%
HERFRECRSLINX—INAE , 1 php B8 ksort R, HIRRBISEHIHEFRERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

ERAECERRINESAN , X EERAIFRISEEITHIRF | ERIRER—EEA.

2.2. BHEBRF AT

WWEBERMBERFGER. HE L —THERFRERSEISTN R SRR ="S81E I | 11X Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIAEXER A Action=Describelnstances . ¥ : “S&E"HERIAETIEur4RREOE.

REBBINENS IS8R HEE—E | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESEFOFRER
WSBAENS BRI RS, SRELFHREUT/LNSEHI

1. iEKAE: S2RF POST #1 GET 5= , XEB(EF GET i53K , TR HENEKE.

2. IERENBEESLIFZE (Describelnstances) 19I5 K14 5 : cvm.finance.cloud.tencent.com, SCRRAVIE K RIEEZEOFREERIIAR
EARE |, #F S5,

3. BRI HRIMRAZAPIFIERIEREERN / .

4. iERFRIE: B E—ERRNERFRIE,

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES
TOIRIHERERS
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&V
ersion=2017-03-12

24, EpSEREA

S BRAERSER, BEMER HMAC-SHAL EiEY E—S RSN ERFOIFFRHTES | ARKBEMINE S SER Base6s #H1T4R
13, BIERIGRERIER A,
BRSNS |, LA PHP BS54
$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651
85768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

BRI E BN
EiP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR ARG TERIIE , BRNERHES6IFHhaI—EEE.

3. ERRIRG

ERRRIS R B TREEIRIFNIBRESE , FEXHEBT URL %3,

80— RIS Z A EliIPOYW3pW28FpsEdkXt/+WcGel= , BEFIRIRBHRiBREE ( Signature ) 7
EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Ei5RTFEMSRAER URL,

AR NRAPKRISKSER GET , si&iEKA1%8 POST @it Content-Type A application/x-www-form-urlencoded , MI&iXiEK
RAEERSHEIREM URL RS , SHRN-ASARERG. IF ASCI FFHE URL fRISAIFREStLL UTF-8 #{T4%i8.

IR BLREIESH http BERBESFTESEHT urlencode , ZEXMMER T , MATREXIERBHT URL 3T , BUAX URL 4
HeSHERLM.

IR RthSBUEbBEHRI TR , MESRA RFC 3986, 8 %XY MEHRFRPUINFHTES MRS  Hp "X M"Y A7
(0-9 FIXE=rE A-F) , BRISESIRER.

4. ZZEM

HRIESSIREN | FEUTERRMANEIRS | SHRIESIREAE

RS fEIREA
AuthFailure.SignatureExpire BEILHR
AuthFailure.SecretldNotFound IR
AuthFailure.SignatureFailure ERHER
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RS iR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 API B3R )
\,—\-. —_—
5. &%&"

fEsChRiERS AP 3.0 BY |, #EFFEAECERItcecloud SDK 3.0 , SDK f#ETERANIRE , FARRXEmIBHAVRMEORD. FMER
S0 SDK iy, HRISHSHIRIZEES

e Python

* Java

* PHP

* Go

* JavaScript
e .NET

ATEBRNERERTRE , THUSMREES A6, B OANERTERARIIL. BXkES. EREOMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN , TRTAIBRERA SDK.

REEHHAY url TT8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPRZERENN | HEBEARRSHEIRE |, RIaNSRELL url FEXSEEHF I FEE R curl Em<SERINSIREESN
Hix | SRH. ATEE—NMTLUEERER url |, EEERUREIFH Secretld 0 SecretKey NESLAVZESE , FHERRFHBIRTEEUE
79 Timestamp ,

IR A NENTRG , FARREES  BEER—ESSRITEEIR url JEEEEMARE , RMASHIRNFAR |, (BXHAFIER
. REMESHEE , BESITEIERRIE.,

IR LIMURB(ERT APL 3.0 , FEEERATHEMNERRE | BIERIERN APl , BTFEATERBRSHERUEER |, B
XS R AYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
/] EFRERur RS SEIRF B ER

for (String k : params.keySet()) {

/] FEXSEKEB# Turlencode , BT keyEBRRNFH , #ltA I Hvaluei#{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LABEEIHEF

// SCRmVEFBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHESE

// EFRE RSN RS ZE0RTE) |, 130 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~NFHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIES5#4

params.put("Action”, "Describelnstances"); // 2"HE%1

params.put("Version", "2017-03-12"); // A5

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // \'535%§

params.put("Offset", 0); // \E5%1

params.put("Instancelds.0", "ins-09dx96dg"); // WEE#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // A%t
28

System.out.printin(getUrl(params));

}

}

Python

TR (IRETE Python 2 IMEHET , EBESLREE requests (KB :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# ISSCRRER | AShiaaTer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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2 Aol

EOSHV3

BIREHAYE: 2025-01-20 17:15:20

tcecloud API £33 MAENEIHITEMNIGIE , BB MEKREBBERL ’L\\/itlatjv*éﬂqﬂ’@@x%{* ( Signature ) LESTEERES D, &

ZIEEHTZEeEIIER  TeFIEEIE Secretld 71 SecretKey ; ERFPIRRBLZEEIE , BRIF=APIZHTUERE | BNFEEERAZ=API
=0,

‘EEI—‘—I =
1. FigREeFEiE
EFE—RER=APIZE] , BRIEEAPIZEUERIELZESEIE. LEEIEEIE Secretld 1 SecretKey :

e Secretld FAF#rR APLEFEESH
o SecretKey FIFINEEE Z R BIIIRS S mICIE S E FRTRIEH.
» AFPWIIFIRREZSREIE , BRitEE,

RIS ZIENEARLS BT :

1. EFtcecloud BRI ZHIA,

2. BIfE=APIZSERYIEHI & TRE

3. E=APIZSATIHE , M [FiE] BIALAGIEE—XISecretld/SecretKey

IR FREKSRESELUABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &L 753%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data B , json HXEARTBEISEOYSZE , multipart 8=
RERREWSEOSE: , WRHZEOREEER json 18ZVERA , S5 REMMISEOARA.

THUSRSHRERT MNXSEGFIREAGIF  DEBNMBERANTEIRE. HAMBETERSAIFIRFANSE : Limit 71 Offset ,
{£F8 GET 73508,

RiIZFIFHY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. BHEAEIE R
RATTME X HHEIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3k/5i% ( GET, POST ) , A=flchg GET ;
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e CanonicalURI : URI 2§ , API 3.0 EEAERIFT (/)

* CanonicalQueryString : &2 HTTP i&Ek URL FEIEIRFHFE , XF POST 15K , EIEATFRIE , 3F GET iEK , W9 URL Aija)
5 (?) GENFZAERS , ARFIBYES : Limit=10&O0ffset=0, jF= : CanonicalQueryString &4 URL 4R/A3.

e CanonicalHeaders : 25&ZRILEMER , ZES host 70 content-type FINLER , tBATIIANBEXAELSBS SERBLIREEEEE
SKEYE—MEFNZ M. HHENN : 1) k&6 key #0 value Si—#ER/\E |, FEISERETIE | 1R key:value\n #8z{HE ; 2) 2/ LE,
HRRBSLER key (/NE ) ROFEEHEFRITHHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £25&ZAEMER | IRBALXIERBMLLIS S5 TER , # CanonicalHeaders B ZRILEABE—XIMNAY,
content-type #[1 host J9usifEsLEB, HHENN : 1) L3R key ZB—HA/NE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ . content-type;host

* HashedRequestPayload : IEKIEXHIIEHE |, itE 5%/ Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 33 HTTP i5
KEE/NEX payload fff SHA256 5% , AE+7\#HmS | RERIDHREEM/NEFE., =2 : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload Bl HTTP i&SKIEX payload,

HRIELLEAIN | OIRERIRAGEIERENT (ATRNEW , \n BITFHIEESRITEHFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER TR
ARSI RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BATEREA TC3-HMAC-SHA256 ;

e RequestTimestamp : EKRAFEE; , BIiERLERAY X-TC-Timestamp BUE , A1 ERBIERS 1539084154 ;

e CredentialScope : EIFEE |, 1829 Date/service/tc3_request , @& HHE. FEKARSINLIEFFE (tc3_request ) , Date A
UTC tRERTEIR B , BUEREMALSH X-TC-Timestamp #REH) UTC 1RAERITAIBERE—E ; service AF=mE , RS REAN™Mm
BEZ—5, 180 cvm, 8N ERFLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASEBHHEFTENECIERENGHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

P

1. Date /MBS EIEE X-TC-Timestamp i+E15%) , BRFX UTC+0, WMERIMARFAMRXEE , FIE/\KX |, BSEEX8E
AR, ERZEMBERVERM. RigiTiE&/s 1551113065 , f£4/\XAYAYEE 2019-02-26 00:44:25 , EEITEEE
#9 Date EXY UTC+0 AYEHEARIS 2019-02-25 , MAE 2019-02-26,
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2. Timestamp X/REHRIRFATE , BEBERRSEHENEREERSH , MREEETADHPNSERM. MNRKASEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

MR LA | REIPERIRFERFRHRUT (AT RREN , \n RITFAESSRITER—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. iHESE
1) HEIREREEE , (hRBUIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : JRIARY SecretKey ;
e Date : B Credential 49 Date =E¥=8. , a0 L5~ , 792018-10-09 ;
e Service : B Credential g4 Service ZERER. , A=A, /9 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRES ZER ;
e StringToSign : BIZB2ATEBRINSFEEFRE ;

2.4. #H8 Authorization
AN ™R E Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ', '

'Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
e Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M X , EIEEHE ;

* SignedHeaders : L £ , 258 ZHLIHER ;

* Signature : £

HRIBA AN | IR EEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl174c474
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RETEIERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&80Offset=0

M{4FhE (CFS

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BREW

HRIESSIRER | FEUTERRMANERG | iSRIEIRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX

EiRfiR
BRILH
AR
BRER
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpg86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ;#?%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkikkk ./If_ﬁ 3 o .L-l.%ég khkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkkkkkk ig% 4 j:}‘fl:ﬁ Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkhkkkk 53% 1 o ;#;g;m;ﬁi%*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkkkkkk 5% 2 : T#*%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkhkhkk ig% 3 : H’%Eg *khkkkkhkkkhkkkhkk

# ITEERHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *khkkkkhkkkhkhkhkk 552’% 4 : ?#*% Authorization khkkkhkkkhkkkhkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}

WS : BRmEmEX
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15 K451

BIREHAYE: 2025-01-20 17:15:20

1. frsSHbit

M{4FhE (CFS

btz (Region ) RIEYBERIEHEH OAIMIEXEL, tcecloudFIIEAREIHZ E7E2RE |, MIEAEHERNERATEEATSEENEE

th. ATIHEHRME. RS THEE  ESEREREIIEF I,
ERTLUEIT APIED EiiSIR B TARitE xR,

2. BEMY

tcecloud API RUFRB#EZECIIYEIE HTTPS TIB(E | IRItEZSMIBEEEE.

\E > :
3. IBKITE
ST HTTP ik
e POST (#7F)
e GET
POST iEkz#569 Content-Type 28! :

o application/json (##F ) , X/RfEA TC3-HMAC-SHA256 £E 5%,
* application/x-www-form-urlencoded , #%7f#R HmacSHA1 g HmacSHA256 &&75i%.
e multipart/form-data ({XE2EOZE ) |, WER TC3-HMAC-SHA256 &2 7574,

)

GET IERHUEREA/NARE#BIT 32 KB, POST iERFEAESEAEHN HmacSHAL, HmacSHA256 BAE#8iZ 1 MB, POST i&EK{EAE

#&F5iEA TC3-HMAC-SHA256 Aiz3% 10 MB,

4, FRIwAS

FEFAUTF-84%%2.
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IS

BIREHAYE: 2025-01-20 17:15:20

RS

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HEFAT) , EeJaerOREIT )

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMEBH Requestld REERIFER , TiCEKMINSE , RE APIET |, MAERIREL

* Requestld FBF— APLiERAIME—FRIR , W5 APL HIISE , SJLABRREA] , FHRMALZ ID KARREER,

* [RTEEMNFES  HRIWARKEOENNTER  AENEOMRENFES IO XEFREN. HEIHE TotalCount I
InstanceStatusSet 5 DescribelnstancesStatus & OENXIFER , BT EAREKNAFREMEIE=RS2TLH , Bl TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tEHIRIREIER
£, SRR

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMFEEZISKARAKM, Error FEREREAERRY Code 1 Message FERTEERLMAT 2 EIREIRY,

e Code ZREMHEAEIRD , HiEKH BT RIEZEIRIGEA RS Ha0E O RAYERES R EEmE R NREREFIRR
BE,

Message BRHTXMEIREENERRE , BEISEESAEMN | WAL B FRISTEREH , AP ARARKEXMRE]
&,

* Requestld FBF— API iEREUE—HRIR , N8R APL HIIEE , SJLABCRIRA] , FHEMIZ ID SEARREE,

~IIEIRY (TODO: EEERE, REAENEER?)

IREIZERPUNRIFAE Error R , NZRRBA APLIECIKM,  Error iy Code FERFRTMEIRD , ATE SR BEHINAYEEIRAS A AL
IREG , TERFIH T ARG,
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure. MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

M{4FfE (CFS)

TRIRIEA
ERAEE (A2 API AR ) |
MFA $5ig,

AR,

R

SZZIULLN

%

SRR,

k

token $&iR,

Bk CAM 1Y,

DryRun #F , RRIEREEEMINA . REZET DryRun &4,
(=SS

REBFEIR.

EORFHE.

SEGER.

SHEYERIR.

RIS ECEIPR S .

BROSEEIR,

EORARFE.

TERADREGET T 3RZRPRS.

BIRH E .

RIFAE.

BIRFE.

RIFEARTF,

RIZRURLE.

RASHGER.

BEARSHF.

http(s)iEkIPGEIR , R3ZHFF GET #1 POST 15K,

EORSHSATEhEL,
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N

7

VTSR SRR 2025-01-20 17:15:20

RHSYEBTHRAFMZOLSNENNSE , MIENE | £ MNENRRIROSME P A ENXESHHI TR |, BERERIFE
EHXLSH , FREIERREBK.

A X

BBHIE V3

{8 TC3-HMAC-SHA256 25750 , ARSHEZR—NE HTTP Header i&3kLE0+ , 40F :
SEEFR ESid) Wik R

BERROSMR. BESEROXETRASEHALSE Action RO, FINIRIRSHEHNE

X-TC-Acti i =
C-Action String = EELHIFIZRED |, BYE Describelnstances,

WIS . SRR B IR EI M ERIEE. RORZAEEESE RO RAS

X-TC-Region String = S8 Region BE, TR | REROAFTEERZSH , BOXEPII IR
B9 | IESBMEEBIZ S ARER.

X-TC- Integer & 2481 UNIX BIEB , eliCRARS APLiEKA9ATIE]L, fIa0 1529223702, T4 : WIRERSS=E

Timestamp T HEEsEEsH , S5 EESIEER.

X-TC-Versi , = EER APLRORRAS, EESEREOSERANSLHESEL Version R9REE. BIAN1=BRSSZ/AIMR

-TC-Version String 2

7 2017-03-12,
HTTP fRAESHIAIESLERFER |, g0
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,

Authorization  String 2 - TC3-HMAC-SHA256 : && 7% , BRIEERZE ;
- Credential : £&EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EFENRHESE X-TC-Timestamp #E/Y UTC FRAERNBEIRHE—E ; service AF-m®& , &
MBI mREE—E, flticvm ;
- SignedHeaders : 25&RITEAISLEMSE , content-type #0 host J9wsifksLEp ;
- Signature : EZFHE,

XTC-T , = IEEHIEBETFERY Token | FEEASIGSZR—RGERA. IREIEE Token FEFDEERR

-TC-Token String &

SEARBEZORE. KEZAAFE Token,

BEHE V]

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (T

SHETR sm Wik A
Action Suing | g CHFEEDEN. BESEEOSTREHASRAHSH Action WA, PUNRISE

EIRsLHIZIZREO , BUEA Describelnstances,

WS : BRmEmEX 5568 T #£205m@



O BASTCE

SHBR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

ss IR

s

String

Integer

Integer

String

String

String

String

String

i

alil

i

ali

alil

i

i

M{4FfE (CFS)

fk

Wi Sy, SRR B EI MBIEAIEIE. FOESZAMEREESE EZ O REA
SRS Region RUGER, 1R | BUEOATEECRZSEH , EOEH I
BIRER , LATEMEEEBZS AL,

Za0 UNIX Bf[a)8% , FJicRARE APLIERAYRTEL. FI01529223702 , MRS =F1H(E
BETK , 25EERTHER.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHAE_E ERBERIRREDHY Secretld , —4 Secretld XFRME—HY SecretKey |, i
SecretKey SFRARLIEREE Signature,

BRESR , FRBIERERNGEN | FERFRIELFRBMASEITESEH. Bkt
BREE2NEROSSME,

B{FRY APLESRRA., BUESEROXETASATSL Version B, AIN=RSES
A9RRAS 2017-03-12,

25, , BaixiE HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIFER , EttiERISEHAE HmacSHAL I8IEES.

IRESHEFFTAEAY Token , FELSIRRIEZHE—EMEMA. IRRTEEM Token FEELRE
ERSERZORE. KEZHERFE Token .

i ( Region ) BEMIRAIEHR ORIEIE XIS, tcecloudAZMIIERREIE 2 BE2iEE | (RIERRMRBRARERELESE
t. ATRERRRE. B8 TEERE , BERRFELEEFatbE,

R LAY APIEC ENAMIESIER EESTRAIIETIER.

WS : BRmEmEX
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O BASTCE STHHEHE ( CFS)

APIHER =]
A4 ZRGFESBE R AR RES

RITEHHYE): 2025-01-20 17:15:20

1. O

EOBKRIEE : cfs.apil.finance.cloud.tencent.com,
NHRGEIERIBRER

BOAEZEOISRIRERPRE : 200K/FD,

EOEHATE : 2021-08-25 15:37:04,

EOBRIRE R EM,

2. NS

UTNBERSEGIRGIH T ROERSEHBO LHSE |, TBEAHSHIIRDAHIERSH,

SHER WAIFE FEFNULL et R
Action = S String ~HBE, KZFOBYE : BindAutoSnapshotPolicy
Version =2 &5 String NS, AEOEYE : 2019-07-19
Region = S String REBE, FRFEESIFHIEFIZR(TODO)
AutoSnapshotPolicyld = = String TRABZRARID
FileSystemIds 2 & String XHRFEID
3. IS
SHER &g R
AutoSnapshotPolicyld String TRABSERZID
Requestld String HE—EK ID , ®XiEKRESIRE, BRI EEREIZRIEKA Requestld,

4. FEIRD

ZEOE LI SBERXAYERE , EMEREEN A LR,

l_':|

WS : BRmEmEX 8570 T #£205m@
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EAS RS IRAR SRS

BIREHAYE: 2025-01-20 17:15:20

1. #EOfER

EOBKES :

cfs.api3.finance.cloud.tencent.com,

BN HRFRBIERREIIREE
FUAZ OB ISRERIRS : 200R/7D.

EOEFATE : 2022-03-31 17:39:47,

EOBIIOEE NN,

2. NS

LINERSEHGIRNG I T EOBRSEFIRS 2 HS

SHBR

Action

Version

Region
AutoSnapshotPolicyld
Offset

Limit

Filters

Order

OrderField

3. S

SHAR
TotalCount

AutoSnapshotPolicies

Requestld

M{4FhE (CFS

FIRER

Wik VFNULL 2% TR

2 S String NHSE, KIZFOBYE : DescribeAutoSnapshotPolicies
=z a String NHSE, KiZOEYE : 2019-07-19

= = String RNESH, FENFRSSRMEHEIZR(TODO)

a B String TREBRARID

7= = Uint64 by

= = Uint64 TR

B ) Array of Filter  IiE&M

S S String HERF ASC,DESC

a a String HIFPFER
&S] fEIR

Uint64 BHUEE
AutoSnapshotPolicylnfo = RERZRERER
W—EK ID , 8RiEREIRE], ELZERRRERMZRIZKAT

String

WS : BRmEmEX

Requestld,
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4. FEIRS

ZEOGRWSZEEXRAERD  EtEnREF ARG,

WS : BRmEmEX

M{4FfE (CFS)
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O BASTCE STHHEHE ( CFS)

EifcfsHTiRBIIZR

BIREHAYE: 2025-01-20 17:15:20

=7 R

1. #FOfEA

EOBEKEE . cfs.api3.finance.cloud.tencent.com,
EfcfsRIRBTIZFR

EOMZECIERINERS) - 200%/70,

EOSEFRAETAE : 2020-06-11 10:41:20,

EOBIIOEE NN,

2. NS

SHER WhI%E FEEFNULL &g TR
Action = S String NHBE, KIZFOBYE : DescribeCfsTags
Version = &5 String NS, ANZEOEYE : 2019-07-19
Region 2 S String AHSE, FIFRIFERFIZRTODO)
InternationalFlag B = Int64 EFrE
Zoneld = S Uint6e4 A AKIid

3. WHEE
SHER il fER
Tags CfsTagUser tagFlzk
Requestld String HE—EK ID , ®XiEKRESIRE, BRI EEREIZRIEKAY Requestld,

4. FEIRD

UG T 2O S5BIEERA0EIRD |, BfhERADIFE N A iEiRE

Jdr
°

HIRAD A
InternalError.GetAccountStatusFailed

UnsupportedOperation.UnverifiedUser

WS : BRmEmEX 8573 TR #205m@



O BASTCE
FEIRS

InternalError

FailedOperation

WS : BRmEmEX

M{4FfE (CFS)
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O BASTCE STHHEHE ( CFS)

Hfthiz
PSS T S R e R AR

RITEHHYE): 2025-01-20 17:15:20

v H-N )
1. ZFOfEA
EOiEKigE : cfs.api3.finance.cloud.tencent.com,
B S HISHR AR RAR
EOMZOERINERS : 200%/70,
EOEHETE : 2021-08-25 15:55:27,

FEOBIINE S EN,

2. NS

LITNBERSHGIRFIE TEOBKRSHFRD NHESH |, TEARSHGIRDAHLERSL,
SHER Wik SUENULL kR 5%
Action = & String NHEBE, AEOBYE : CopyFileSystemSnapshotCrossRegion
Version =2 & String NHESE | ANEOEYE : 2019-07-19
Region 2 & String  AHB¥, FIFRXHIMIRFIZR(TODO)
DestinationRegion =2 = String SRt AR
Snapshotld 2 & String  TRERID
SnapshotName S S String TRARZFR
3. S
SHBIR ESid) fER
Snapshots SnaplList HRIRER
Requestld String H—iEK ID , &RiEKESIRE], EfASATEERAZRIERKE Requestld,

4. FERhG

ZEOE RS ZEEXRAERTD  EtEREF A HERE,

WS : BRmEmEX 8575 TR #205m@



O BASTCE

Bl E R R AR SRS

BIFEAYE: 2025-01-20 17:15:20

1. #OfEA

EOBKES :
B ERARARERIS
FRAZCEISRERIRS : 200R/7D.
EOEFAYE : 2021-08-25 15:17:25,

cfs.api3.finance.cloud.tencent.com,

EOBIIOEE NN,

2. NS

LINERSHGIRNGIE TEOBRSEIRO RS | T,

SHBR Wik FEEFNULL el
Action = &= String
Version 2 & String
Region = 5 String
PolicyName = &= String
DayOfWeek = B String
Hour = = String
AliveDays S S Uint64
A M2
3. FitH &
SHER il fEA
AutoSnapshotPolicyld String [REBSEARID
Requestld String
30
4. $EiR15

ZEOGLWSEERRERID , EtbERGFER

WS : BRmEmEX

NHEEIRS,

M f4HFtE (CFS)

244, NEOBYE : CreateAutoSnapshotPolicy
~HESE, AEOBYE : 2019-07-19

D= RS HIMBIBIER(TODO)

REBESHHE , EF—FIEHR
RIBE SRR
TRERIREBRIK

H—iEK ID , BRIEKREPIRE], EIIRATREEREIZXIERKE Requestld,

5876 T F2050



O BASTCE

AR IR AR SRS

BIREHAYE: 2025-01-20 17:15:20

=7 R
1. #FOfEA
EOBEKEE . cfs.api3.finance.cloud.tencent.com,
FRIBRER AR
EOMZECIERINERS) - 200%/70,
EOSEFRATAE - 2021-08-25 15:57:52,

EOBIIOEE NN,

2. NS

UTNBERSEGIRGIH T ROBERSEHBOI DHSE , TBAHSEHS

SHEBR ik FFENULL
Action = =
Version = =
Region = =
AutoSnapshotPolicyld = )
A MM
3. S
SR &S] fER
AutoSnapshotPolicyld String TREBSREZID
Requestld String
H >
4. 35103

s
String
String
String

String

ZEOERWSZEERAERTD , BOERGFEN A ERE.

WS : BRmEmEX

M f4HFtE (CFS)

it
&
>
is3
it
%
&
&

NHSE, AEOHYE : 2019-07-19
AHBE, FEN T RSIERRREIZR(TODO)
NHRFHRIRID

E—IEK ID , &RIERESIRE. EMIARISFERAZRIERAY Requestld,

5877 I F2053]



O BASTCE STHHEHE ( CFS)

RRGBIRARRES

BIREAYE: 2025-01-20 17:15:20

AR N
1. EOHAR
EOEkigE : cfs.api3.finance.cloud.tencent.com,
FROBIRERSRER
BOAEZEOIERIRERPRE : 200K/F0,
EOEFAYE : 2021-08-25 15:39:03,

BRI S-S &N,

2. NS

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SHER Wik FEFNULL it R
Action = A String NHSE, KZFOBYE : UnbindAutoSnapshotPolicy
Version =2 &5 String nNHE&# |, AEOEYE : 2019-07-19
Region 2 B String RESH, FEIFRSSRMEREZIZR(TODO)
FileSystemIds b= B String XIHRFIDFIFE
AutoSnapshotPolicyld = B String SAHFEGERERERIRID
3. FitH &
SHER E3ic) R
AutoSnapshotPolicyld String X RFRERERRRID
Requestld String E—iEK ID , BRIERERIRE., TR FERMIZRIERE Requestld,

4. FEIRD

ZEOGRWSZEEXIERD , BtEREiFE A SR,

Jdr

WS : BRmEmEX 5578 T #205m



O BASTCE

N RGEEREO
B RS

RITEHHYE): 2025-01-20 17:15:20

=z A
1. EOHA

EOEKkigE : cfs.api3.finance.cloud.tencent.com,
RTINS RSR

BOAEZOISRIRERPRE © LOX/FD,

EOFEHAYE : 2020-12-16 20:39:57,

FEOBIINE S EN,

2. NS

LINERSHGIRNGIH T EOBRSEFIED RHSE

SHETR Wik SPFNULL
Action = &
Version 2 &
Region = &
Zoneld a =)
Zone = &

i
i

CreationToken

Protocol

iy
i

o
i

StorageType

il
iy

Netlnterface

PGroupld

Him
i

Vpcld

iy
iy

UnVpcld

o
i

WS : BRmEmEX

String
String

String

Uint64

String

String

String

String

String

String

String

String

M{4FfE (CFS)

NHSH, AEOEYE : 2019-07-19

RHEBH, FRFESISHHBIEEIZR(TODO)

HESEZSIATT L,
AAEX ID

AIAAXEFR , flil:ap-beijing-1

HSEZSIATT L,
FBFRBEEXXMRFETR , LFERRET FSNAME

SHRGEEE , B9 NFS, CIFS; HEBRZUEIAS
NFS#Y

NHRGFERE |, B9 SD ; Hp SD MiRERFE

MR |, &9 VPC , BASIC ; Hh VPC AFAEML ,
BASIC &t /I4%

PRA ID

FABMES (VPC) ID;HMEEEYES VPCRT , 5
UnVpcld F&EWUE—IR

HSEXSSART L,
REHEAIVPCHE—ID

79 I #2053



S BATTCE
SHBR
Subnetld
UnSubnetld
MountIP
StorageResourcePkgld
BandwidthResourcePkgld
FsName
Encrypted

KmsKeyld

Tagld

Snapld
ResourceTags

Projectld

3. S

SHER St
CreationTime String
CreationToken String
FileSystemId String
LifeCycleState String
SizeByte Uint64
Zoneld Uint64
FsName String
Encrypted Bool

WS : BRmEmEX

i

i

iy

iy

i

iy

i

iy

I

i

ResourceTags

EFNULL 28
= String
& String
& String
&5 String
= String
=5 String
a Bool
= String
& Uint64
= String
= Array of
5 String

R

X RE G RERTE

BREEMXHRFEFR

M4 5 ID

N RGIRTS

NHEREERETERN
AAKX ID
RRPBEM R FEIR
N EGERINE

M{4FhE (CFS

3%

FM, HBMESREYEFS VPCRY , 5UnSubnetld & W
AT

HEHRIIAAT L,
REFEDEHIFMGE— ID

IEREIPHEAL | (RVPCRILESI: | HEAES. BHEZFM
ThEHN S EC IP

S ERISNART L,
NHRFHENTER 8T HRERESE—

et oapl e VIR
NHRGHENTED , BNHRRREHE—D

BRFBEENHEFZFR SCreationToken FE WA
—If

HSEXIIAAT L,
NHRFERENE , BBEEVRANRINE

S EISNART L,
hn#EsA ID

cfsZRtid

RAgId

5880 T #205
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O BASTCE STHHEHE ( CFS)

SR it A
Cfsld String XHERFID
Requestld String HE—EXK ID , EXEKREIRE, BRI FEEREZRIEKA Requestld,

4. $EIRD
BUTRBI T B S BRI | BRGS0,

HixhD 13

X

InvalidParameterValue.FsNameLimitExceeded
InvalidParameterValue InvalidVpcParameter
InvalidParameterValue.MissingSubnetidOrUnsubnetid
InternalError.CreateFsFailed
Resourcelnsufficient.RegionSoldOut
InvalidParameterValue InvalidEncrypted
InvalidParameterValue.InvalidFsName
InvalidParameterValue InvalidNetInterface
InvalidParameterValue.InvalidZoneOrZoneld
InvalidParameterValue.MissingStorageResourcePkg
UnsupportedOperation.UnverifiedUser
InvalidParameterValue.InvalidZoneld
InvalidParameterValue.MissingZoneld
Resourcelnsufficient.FileSystemLimitExceeded
ResourceNotFound.PgroupNotFound
InternalError.GetAccountStatusFailed
InvalidParameterValue.UnavailableRegion
UnsupportedOperation.OutOfService
InvalidParameterValue.InvalidStorageType
InvalidParameterValue.MissingKmsKeyld
InvalidParameterValue InvalidRegionZonelnfo

InvalidParameterValue.InvalidVip

WS : BRmEmEX 2581 T #205m@
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IR
InvalidParameterValue.ZoneldRegionNotMatch
InternalError
InvalidParameterValue.InvalidPgroupld
InvalidParameterValue.MissingVpcidOrUnvpcid
AuthFailure.UnauthorizedOperation
FailedOperation
InvalidParameterValue.MissingVpcParameter
InvalidParameterValue.MissingZoneOrZoneld
InvalidParameterValue.InvalidMountTargetlp
InvalidParameterValue.UnavailableZone
InvalidParameter
InvalidParameterValue.InvalidSubnetld
InvalidParameterValue.InvalidProtocol
Resourcelnsufficient.SubnetIpAllOccupied
InvalidParameterValue.InvalidVpcld
InvalidParameterValue.SnapSrcFsBusy
InvalidParameter.InvalidTagKey
Resourcelnsufficient.TagLimitExceeded

AuthFailure

WS : BRmEmEX

M{4FfE (CFS)
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O BASTCE STHHEHE ( CFS)

PRSI RSt

BIREHAYE: 2025-01-20 17:15:20

1. #EOfER

EOBEKEE . cfs.api3.finance.cloud.tencent.com,
TR Z S

BONEOIERIRERIRE] - 200R/F,

EOSEHAYE : 2020-12-16 20:45:17,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WAsE FEEFNULL Sl A
Action = & String NHBE, KIZOBYE : DeleteCfsFileSystem
Version = &5 String NS, ANZEOBYE : 2019-07-19
Region £ S String RNESH, FIFRSIEAIMEHEIZR(TODO)
FileSystemId 2 & String MRS ID
A s
3. s
SHER il IR
Requestld String W—i5K ID , &XIEREPSIRME. EAEENBEERAZRIEKE Requestld,

4. $EIRD
U IRFIH T SO S BRI , BRI 2,

FHIRAS A
InvalidParameterValue.InvalidFileSystemlId

InvalidParameterValue.InvalidFsStatus

UnsupportedOperation.UnverifiedUser

FailedOperation.PgroupInUse

WS : BRmEmEX 5583 T #£205m@
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B

FHIRAD 1
ResourceNotFound.FileSystemNotFound
InternalError.GetAccountStatusFailed
UnsupportedOperation.OutOfService
FailedOperation.PgrouplsUpdating
InvalidParameterValue.InvalidRegionZonelnfo
FailedOperation.MountTargetExists
InternalError
AuthFailure.UnauthorizedOperation
InvalidParameter

UnsupportedOperation

InternalError.Timeout
InvalidParameterValue.MissingFsParameter
FailedOperation.UntagResourceFailed
FailedOperation.BindResourcePkgFailed
FailedOperation.ClientTokenInUse
InvalidParameter.InvalidTagKey

AuthFailure

WS : BRmEmEX 5584 TW #2051



O BASTCE

RN AR FEZ in

BIREHAYE: 2025-01-20 17:15:20

1. #EOfER

EOBEKEE . cfs.api3.finance.cloud.tencent.com,

BIEHIZHRANE . R EEFinRax CFS IR,

FUAZ OB ISRERIRS : 200R/7D.
ESE#AYE : 2019-10-15 19:28:54,

EOBIIOEE NN,

2. NS

M f4HFtE (CFS)

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WAsE FEEFNULL S A
Action = & String ~HSE, KIZEOBYE : DescribeCfsFileSystemClients
Version = & String NHESE , ANZEOEYE : 2019-07-19
Region £ B String AHBH, FERFRSISHMERZIZR(TODO)
FileSystemId =2 & String XHES D,
A s
3. s
SHER it R
ClientList FileSystemClient EPimslR
Requestld String H—iEK ID , RiEKESIRE], EfASATEERAZXIERKE Requestld,

4. iR

PAIMRFIE 7O SSZEERAERND , BERGFE N AT ER,

HIRD
InternalError
InvalidParameterValue.InvalidFileSystemlId

InvalidParameterValue.MissingFileSystemId

WS : BRmEmEX
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HIRID R
ResourceNotFound.FileSystemNotFound

ResourceNotFound.MountTargetNotFound

UnsupportedOperation

WS : BRmEmEX 2586 T #205m@



O BASTCE

ERNHRS

BIREHAYE: 2025-01-20 17:15:20

1. #EOfER

EOBEKEE . cfs.api3.finance.cloud.tencent.com,

A0 ( DescribeCfsFileSystems ) BFEIENAERS

FUAZ OB ISRERIRS : 200R/7D.

EOEFTE : 2020-12-16 20:43:42,

M{4FfE (CFS)

i

4
NHESE, AZEOBYE : DescribeCfsFileSystems

H&% , AEOEYE : 2019-07-19

>

2%, FNRSIFIMIESIR(TODO)

>

Xi4FESE ID

SHRISMRAT L,
IEISEIEN 1R |, RapE X RFRERTRN

MBEMZ (VPC) ID

FM ID

Offset

Limit
FRRBEEXETR

BEORBEBAREN,
A M2

2. NSEL

LATERSEHFIRNGIE TEROBRESEHINR O LS, RBEAHSHGIRDATERSE,
SHEWR WA FIEFNULL it
Action = &= String
Version = =5 String
Region = &= String
FileSystemId = = String
InternationalFlag & & Uint64
Vpcld & = String
Subnetld B &= String
Offset & & Uint64
Limit iy = Uint64
CreationToken &= B String

or K

3. HIHSE
SHEWR it DG
FileSystems FileSystemInfo XHEFRER
TotalCount Uint64 NIHERFRE

WS : BRmEmEX
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SHAER ESit) A

Requestld String HE—EK ID , ®XiEKREPSIRE, EAREERAZRIEKAY Requestld,
-3
EllBEﬁE_'J

UG T OS5I EERA0EIRD | BERIDEN A THEIRD,

[

IR !
InvalidParameterValue.InvalidVpcParameter
InvalidParameterValue.InvalidFileSystemld
Resourcelnsufficient.RegionSoldOut
InvalidParameterValue.InvalidZoneOrZoneld
InvalidParameterValue.MissingFileSystemId
UnsupportedOperation.UnverifiedUser
InvalidParameterValue InvalidZoneld
InternalError.GetAccountStatusFailed
InvalidParameterValue.UnavailableRegion
UnsupportedOperation.OutOfService
InvalidParameterValue
InvalidParameterValue.InvalidStorageType
InvalidParameterValue.InvalidVip
InvalidParameterValue.ZoneldRegionNotMatch
InternalError
AuthFailure.UnauthorizedOperation
FailedOperation

MissingParameter

InvalidParameter
InvalidParameterValue.InvalidPerMode
InvalidParameterValue.MissingAppidOrUin
InvalidParameterValue.InvalidSubnetld

InvalidParameterValue.InvalidVpcld

WS : BRmEmEX 2588 T #205m@



O BASTCE STHHEHE ( CFS)

HiRAD fk
InvalidParameterValue.MissingFsParameter
ResourceNotFound.SnapNotExit
InvalidParameterValue.InvalidSnapStatus
InvalidParameterValue.SnapSrcFsBusy
FailedOperation.UntagResourceFailed
FailedOperation.BindResourcePkgFailed
FailedOperation.ClientTokenInUse
InvalidParameter.InvalidTagKey
InvalidParameter.ClientTokenLimitExceeded
InvalidParameter.InvalidClientToken

AuthFailure

WS : BRmEmEX 2589 I H205m@
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{ERVPCUEREINH ARG

BIREHAYE: 2025-01-20 17:15:20

1. #EOfER

EOBEKEE . cfs.api3.finance.cloud.tencent.com,
{ERVPCIEREIRX RG]
BOAEZEOIERIREPRE : 200K/FD.

EOEFRAYE : 2022-03-31 18:02:31,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Whi%E FEHFNULL &g TR

Action 2 = String AHBE, AEOBYE : DescribeCfsFileSystemsByVpc
Version = & String nNHESE , ANZEOEYE : 2019-07-19

Region £ & String NHBH, FETF-RXFFIHEZIZR(TODO)

Vpcld 2 & String FAERZE (VPC) ID

Subnetld & 5 String FABMZE (VPC ) FR ID

3. S

SHETR ESit] fEik

MountTargets FileSystemByVpcInfo XHRFER

TotalCount Uint64 MRS

Requestld String W—iEK ID , RIEkESIRE., EMERNEERMZRIBEKA Requestld,
+H 0
%EIEE

AT T O SBIEAESE AR |, AR A IR0,
HRFD ik

InvalidParameterValue.InvalidVpcParameter

WS : BRmEmEX 5890 T #205m@
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IR
InvalidParameterValue.InvalidFileSystemId

Resourcelnsufficient.RegionSoldOut

InvalidParameterValue.InvalidZoneOrZoneld

InvalidParameterValue.MissingFileSystemId
UnsupportedOperation.UnverifiedUser
InvalidParameterValue InvalidZoneld
InternalError.GetAccountStatusFailed
InvalidParameterValue.UnavailableRegion
UnsupportedOperation.OutOfService
InvalidParameterValue
InvalidParameterValue.InvalidStorageType

InvalidParameterValue.InvalidVip

InvalidParameterValue.ZoneldRegionNotMatch

InternalError
AuthFailure.UnauthorizedOperation
FailedOperation

MissingParameter

InvalidParameter
InvalidParameterValue.InvalidPerMode
InvalidParameterValue.MissingAppidOrUin
InvalidParameterValue.InvalidSubnetld
InvalidParameterValue.InvalidVpcld
InvalidParameterValue.MissingFsParameter
ResourceNotFound.SnapNotExit
InvalidParameterValue.InvalidSnapStatus
InvalidParameterValue.SnapSrcFsBusy
FailedOperation.UntagResourceFailed
FailedOperation.BindResourcePkgFailed

FailedOperation.ClientTokenInUse

WS : BRmEmEX

M{4FfE (CFS)

5891 T #£205



O BASTCE STHHEHE ( CFS)

HiRtD fER
InvalidParameter.InvalidTagKey

InvalidParameter.ClientTokenLimitExceeded

InvalidParameter.InvalidClientToken

AuthFailure

WS : BRmEmEX 5592 ;1 #H205m@



O BASTCE STHHEHE ( CFS)

BN RFHERN

BIFEAYE: 2025-01-20 17:15:21

1. #EOfER

EOBEKEE . cfs.api3.finance.cloud.tencent.com,

%O ( DescribeMountTargets ) BT EIXHRFEHRER
BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2019-09-20 16:41:11,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wi FEEFNULL Sl ik
Action 2 & String AHBE, AEOBYE : DescribeMountTargets
Version = &= String ~HSE, AEORYE : 2019-07-19
Region 2 S String RESH, FENFRSSRIMEHEIZR(TODO)
FileSystemId = &= String VIR FE ID
3. HItHEE
SR ESig) fER
MountTargets MountInfo e A==
NumberOfMountTargets Int64 ERRHE
Requestld String HE—IEK ID , ®XiEKREPSIRE, BAREEREIZRIEKA Requestld,

4. iRt

Jdr
°

PUNREIH T33O S22 EER AR , EfhERaDIFE N A TR
iRt ik
InvalidParameter

InternalError

WS : BRmEmEX 5893 T #205m@



O BASTCE

HiRtD
InvalidParameterValue.InvalidFileSystemld
InvalidParameterValue.MissingFileSystemId
InvalidParameterValue.MissingFsParameter
ResourceNotFound.FileSystemNotFound
ResourceNotFound.MountTargetNotFound
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService

WS : BRmEmEX

M{4FfE (CFS)
fik

5894 T #205



O BASTCE

BT E R IRARRES

BIFEAYE: 2025-01-20 17:15:21

=7 R
1. #FOfEA
EOBEKEE . cfs.api3.finance.cloud.tencent.com,
BRI B AN RARARRS
EOMZECIERINERS) - 200%/70,
EOSEFRAETAE - 2021-09-08 19:07:01,

EOBEIOES &N,

2. NS

M f4HFtE (CFS)

UTNBERSEGIRGIH T ROBERSEHHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR Wik FFFNULL ESit]
Action = = String
Version = 5 String
Region = = String
AutoSnapshotPolicyld = = String
PolicyName &= = String
DayOfWeek = = String
Hour &= = String
AliveDays B B Uint64
IsActivated & & Uint64
3. BB
SHER &S] fiEA
AutoSnapshotPolicyld String HREBSRRRID
Requestld String

4. iRt

WS : BRmEmEX

R
NEESE, ANEOEYE : UpdateAutoSnapshotPolicy
NS, FEORYE : 2019-07-19

TRERSRARID

TRARERIB 2R
REBEMSEDE—2W—X
RERERISE (D E—RAVE—/) N
TRARERER B HA

RAEMEEHIRIRIRE

E—EK ID , RERESIRE. EAIERFERAZRIBEKA Requestld,

5895 I #2053



O BASTCE

PATBH 7O SSZEEXAEIRIE , BbERGIF N
HIRID
UnsupportedOperation.OutOfService
InternalError.Timeout
UnsupportedOperation.UnverifiedUser
AuthFailure
UnsupportedOperation.UnauthorizedCfsQcsRole
InvalidParameter

AuthFailure.UnauthorizedOperation

WS : BRmEmEX

Ay

i7=]

=

15S

(ER

Jdr

M{4FhE (CFS

)
=

5596 T #£205

)



O BASTCE

E N RGS

BIFEAYE: 2025-01-20 17:15:21

Sz ey p
1. EOfAR
EOBEKEE . cfs.api3.finance.cloud.tencent.com,
ZA##0 ( UpdateCfsFileSystemName ) BFEHXHRFKSZ
EOMZECIERINEIRS) : 200%/70,
EOEFAYE : 2019-09-20 16:42:06,

EOBEIOE S &N,

2. NS

SHBR Wik FEFFNULL RE
Action = B String
Version 2 = String
Region = B String
CreationToken &= &= String
FileSystemId = B String
FsName = = String
A s

3. S
SHBR et %
CreationToken String AFBETENNERFETR
FileSystemId String XHRFEID
FsName String FAFBEENXXXHRAER
Requestld String

4. FEIRS

WS : BRmEmEX

M f4HFtE (CFS)

HB% , KZOEBYE : 2019-07-19

>

NHBH, FRFEESISHOHBIEEIZR(TODO)

HSEXSIATT L,
IBRRAFRFBENXXHRFER , ERETFsName

XH&RSZ ID

FAPBEEMN R ZZTR SCreationToken FE HIE—IR

E—IEK ID , 8RIERESIRE. EMIARISFEERAIZRIEKRA Requestld,

5897 I #2053



O BASTCE

AN 7OV S EERAERID | BEERIDFE N HEIRTE,
HIRD
InvalidParameter
InternalError
ResourceNotFound
InternalError.GetAccountStatusFailed
InvalidParameterValue.FsNameLimitExceeded
InvalidParameterValue.InvalidFsName
InvalidParameterValue.InvalidFileSystemId
InvalidParameterValue.InvalidRegionZonelnfo
InvalidParameterValue.MissingFsParameter
ResourceNotFound.FileSystemNotFound
FailedOperation
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService

WS : BRmEmEX

M{4FfE (CFS)

5898 T #2053



O BASTCE

BRI R FHINPRE

BIFEAYE: 2025-01-20 17:15:21

1. #OfEA

EOBKES :

cfs.api3.finance.cloud.tencent.com,

M f4HFtE (CFS)

A##0 (UpdateCfsFileSystemPGroup ) FIFEHU4H RFFERAIEIREA

FUAZ OB ISR : 200R/7D.
BSE#ATE : 2019-09-20 16:42:18,

EOBEIOE S &N,

2. NS

LINERSHGIRNGIE TEOBERSEFED AHSE , TE

SHBR Wik FRFNULL RE
Action = e String
Version 2 = String
Region = e String
PGroupld = = String
FileSystemId = e String

o X

3. BitHEE

SHBR RE A
PGroupld String 1FRZE ID
FileSystemId String X{HEES ID
Requestld String

-3

4. FEIRAS

UG T OSSR a0EIRD , BfEREL L
RS

InvalidParameter

WS : BRmEmEX

\

HBHPIRWAHERSL,
fik
3t

244, AMEOBYE : UpdateCfsFileSystemPGroup

D>

HS%, KZEOEYE : 2019-07-19

B

REBH, R ESISHHBIEEIZR(TODO)

>

PR 1D
XHES ID

WE—iEK ID , ®RiEKEIRE, TR FERHZRIERE Requestld.

BRI,

5899 I #2053



O BASTCE STHHEHE ( CFS)

FEIRD 4

[

InternalError

ResourceNotFound
InternalError.GetAccountStatusFailed
FailedOperation.PgroupInUse
InvalidParameterValue.InvalidFileSystemld
InvalidParameterValue InvalidPgroup
InvalidParameterValue.InvalidPgroupld
InvalidParameterValue InvalidRegionZonelnfo
InvalidParameterValue.MissingFsParameter
ResourceNotFound.FileSystemNotFound
ResourceNotFound.PgroupNotFound
FailedOperation

UnsupportedOperation
FailedOperation.PgrouplsUpdating
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService

WS : BRmEmEX 2100 7@ #205m;

\|



O BASTCE STHHEHE ( CFS)

EMX R GFEEERE

BITEAYE: 2025-01-20 17:15:21

AR N
1. EOHA

EOEKiEE : cfs.api3.finance.cloud.tencent.com,

A$EO (UpdateCfsFileSystemSizeLlimit ) FEFEHXEGRFFERZIRT.
BOAEZEOISRIREPRE : 200%/FD,

EOEFATE : 2019-09-20 16:42:29,

EOBEIOES &N,

2. NS

ITNBERSHGIRNFIE TEOIBERSHFED NS, TEARSHGIRD NSRS
SHER Wik AEFNULL k8 T
Action 2 & String N2, AEOEYE : UpdateCfsFileSystemSizeLimit
Version =2 &5 String NESE , AEOEYE : 2019-07-19
Region £ S String NS, FIFESIFHIMEEIZR(TODO)
EsLimit = = Uint64 BZ#%éiE@%BE%Uk/J\ , FINSBE0-1073741824, B AGB ; HHPHINERO
B, RAFIRESGRRSE.
FileSystemld £ B String HRFID
3. BitHZE
SHER St A
Requestld String W—iEK ID , BREKREPSIRE]., EEMATEERAZXIEKA Requestld,

j:t ~
4. i81=f8
LATEE T OS5 ERXAYEIRD , EEREEN AT =R,
HIRD A
InvalidParameter

InternalError

WIS : B emEX 6101 1 #2057

\|



O BASTCE STHHEHE ( CFS)

HiRtD fEk
InternalError.GetAccountStatusFailed
InvalidParameterValue.FsSizeLimitExceeded
InvalidParameterValue.InvalidFileSystemId
InvalidParameterValue.InvalidFsSizeLimit
InvalidParameterValue.InvalidRegionZonelnfo
InvalidParameterValue.MissingFsParameter
ResourceNotFound.FileSystemNotFound
FailedOperation
UnsupportedOperation
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService

WS : BRmEmEX 2102 7@ #205;

\|



O BASTCE STHHEHE ( CFS)

fRSSHRRZO
XA RIS

BITEAYE: 2025-01-20 17:15:21

1. O

BEOEKIHE . cfs.api3.finance.cloud.tencent.com,

ZA#2Z0 ( DescribeAvailableZonelnfo ) A F&EAXKIENEIBIE R,
BOAEZEOISRIRERPRE : 200K/FD,

EOSEFRAETAE : 2019-09-24 20:13:09,

EORWERREN.

2. NS

UTNBERSEGIRGIH T ROBERSBHBO LHSE , TBAHSHFIRDAHIERSL,

SHEBR Vv FEVFNULL g fik
Action pt &= String ~HSE, KIZOBYE : DescribeAvailableZonelnfo
Version =2 & String NHESE, AEOEBYE : 2019-07-19
Region 2 £ String REBE, FRFEESIFHMEEIZR(TODO)
A A\l 24
3. FiH S
SHBR KA R

RegionZones AvailableRegion BUBRXNRRERBRIARSHSHIFERE. FENNEER

Requestld String HE—EX ID , ®XiEKRESIRE., EUARIEEREZRIEKA Requestld,
HIE
. FR1R09
PARFIE TS EERAEIRD |, EERSIEN A IR,
FHIRD #A

InternalError

InternalError.GetAccountStatusFailed

WS : BRmEmEX 2103 7@ #205;



O BASTCE STHHEHE ( CFS)

HIRD A
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService

WIS : B emEX 28104 T3 #2051

\|



O BASTCE

Elljc FSHE&'{kIU\

BIFEAYE: 2025-01-20 17:15:21

1. #EOfER

EOBKES :

cfs.api3.finance.cloud.tencent.com,

M f4HFtE (CFS)

320 ( DescribeCfsServiceStatus ) FBFEIERFERACFSHIIRSIRE.

BONEOIERIRERIRE] - 200R/F,
EOEFATE : 2019-09-20 16:40:43,
EORWBSAREN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

SHER Wik FEFNULL
Action = B
Version = =
Region 2 =
por X
3. HiHsE
SHEWR -5l b
CfsServiceStatus String

Requestld String

4. RS

PUMNFUH T 2Ol S5BIEERA0EIRD |, BfhiERBiER

tHIRAD
InvalidParameter
InternalError
UnsupportedOperation

UnsupportedOperation.UnverifiedUser

WS : BRmEmEX

ARG,

S¥ , ANEOBYE : DescribeCfsServiceStatus
NHSE, AEOBE : 2019-07-19

D= FRSTRFAIIBIBIER(TODO)

ZFAFP 2 CFS IRSAVIRZ , none J95kFHE , creating AFHES , created AEFFE

E—EK ID , REREPRIRME., ELIARASFERAEZRIERAT Requestld,

hira

26105 1 #2057
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HiRAD A

UnsupportedOperation.OutOfService

WS : BRmEmEX 25106 TW #205;

\|



O BASTCE

FrECFSERSS

BIFEAYE: 2025-01-20 17:15:21

1. #OfEA

EOBEKEE . cfs.api3.finance.cloud.tencent.com,

A0 ( SignUpCfsService ) BTFHECFSIRSS.
EIANZOIEREERPRSE © 200R/70,
EOEHATE : 2019-09-20 16:41:38,

EOBIIOEE NN,

2. NS

SHER WA FEYFNULL
Action = &
Version = =
Region 2 a

3. BitHE%

SHETR KA fiik

String
String

String

M f4HFtE (CFS)

NHESE, AEOBYE : 2019-07-19
NHBE, FE T RSIEREEIZR(TODO)

CfsServiceStatus String ZFF24AT CFS IRSBAVIRE |, none 25R-FHE |, creating EFFiE , created 2EFHE

Requestld String H—iEK ID , ®XiEkEPSIRME. BRI EERAIZRIEKE Requestld,
4. %ﬂ:\n
EllBE

UG T OS5I EERA0EIRD | BRI AR

FEIRMG
InvalidParameter
InternalError
UnsupportedOperation

UnsupportedOperation.UnverifiedUser

WS : BRmEmEX

P4
=
s}
°

6107 71 #2057
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HiRAD A

UnsupportedOperation.OutOfService

WS : BRmEmEX 25108 TW #205;

\|



O BASTCE STHHEHE ( CFS)

PRAEHEREO
BN IRA

BITEAYE: 2025-01-20 17:15:21

v H-N )
1. ZFOfEA
EOiEKigE : cfs.api3.finance.cloud.tencent.com,
A0 ( CreateCfsPGroup ) AT EIEANFRA
EOAEOIERINERIRE] : 200R/FD,
EOEFHAIE : 2019-09-25 19:39:58,

FEOBIINE S EN,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE |, TBEAHSHFIRDAHIERSH,

SHEWR WAl FEFNULL E it A
Action 2 & String NHSE, AEORYE : CreateCfsPGroup
Version =2 &5 String NS ANEOEYE : 2019-07-19
Region B & String AEBH, FRFRSHFIBIEFIZR(TODO)
Name = = String RPRAFTR , 1-64NFRERBENTX , F& , #F , &S
DescInfo = B String BURERHAES , 1-2550=FFF
3. iS4
SHER E<id) R
PGroupld String PR ID
Name String PRBERFF
DescInfo String IPRABFIAMER
BindCfsNum Int64 ELSZPRAISERI SRR
CDate String I PREZE SRS B
Requestld String H—i5K ID , &XIEREPSIRE. EAERENEEREZRIEKE Requestld,

WIS : B emEX 6109 1 #2057

\|



O BASTCE STHHEHE ( CFS)

4. SRR
WG T B LS BRI AORARID | RSB A 41200,

HEIRG

5
5

InvalidParameterValue.DuplicatedPgroupName
InvalidParameterValue.InvalidPgroupName
InvalidParameterValue.PgroupDescinfoLimitExceeded
InvalidParameterValue.PgroupNamelLimitExceeded
Resourcelnsufficient.PgroupNumberLimitExceeded
FailedOperation
InvalidParameterValue.MissingPgroupName
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService

WS : BRmEmEX 2110 7@ #205;

\|



O BASTCE STHHEHE ( CFS)

el FEMUEHER

BIFEAYE: 2025-01-20 17:15:21

=7 R
1. #FOfEA
EOBEKEE . cfs.api3.finance.cloud.tencent.com,
ZA4Z0 ( CreateCfsRule ) FIFBIZEIFREIN,
EOAEOIERINERIRS] : 200R/FD,
EOSEFRAETAE : 2019-09-20 16:38:18,

EOBRIREE N,
A M2
2. NSE]
UTBERSEGIFRSGIE TIEROBSRSEFIHDALESE , TBEAHSHGIRDATERSEL,
SHEWR Pk RENULL 288 R
Action 2 & String  AHSE, AEOBYE : CreateCfsRule
Version 2 S String  AHSE, AEOEYE : 2019-07-19
Region 2 S String  AHSE, FEIFRSSHEFIZR(TODO)
PGroupld 2 & String R4 ID
RWPermission & B String  EBERR, B4 RO, RW ; He RO AREE , RW AEE , NEKIAARIE
BPFPHGR , 1879 all_squash. no_all_squash, root_squash,
no_root_squash, Eall_squashAFrE AR NEZ AP
i . FAF4 ; no_all_squashAihEAFSESAN AL , TECAMEERET
UserP 5 &
serrermission | o= = NG SRR ; root squash RIS NES ARSI
F4R ; no_root_squash/azkifAIroot FI P {RiFrootik SRR, AEEIAS
root_squash,
. . ATLUESEA IP s & BAER | fI40 10.1.10.11 =42 10.10.1.0/24, ERAXK
AuthClientl = = St
i B M R AT, FEEETE  HARIES CVM MR 1P,
Priority = B Int64 MNGLES , 280eE1-100, Heh 1 A% , 10085%(K
A sl
3. BIHESE
SHEWR it )
Ruleld String W ID
PGroupld String PR4E ID

WIS : B emEX %111 |1 #2057

\|



O BASTCE STHHEHE ( CFS)

SEER ESid) fER

AuthClientIp String =i IP

RWPermission String EERR

UserPermission String FFPR

Priority Int64 IR

Requestld String H—EK ID , &XiEKREPIRE. BRI EEREIZRIEKA Requestld,
4. tERG

UM T O SSZERXAEIRD |, BEfhEREFEN A HE IR,

FEIR TR
InvalidParameter

InternalError

InternalError.GetAccountStatusFailed
FailedOperation.PgroupInUse
InvalidParameterValue.DuplicatedRuleAuthClientlp
InvalidParameterValue.InvalidAuthClientlp
InvalidParameterValue.InvalidPgroup
InvalidParameterValue.InvalidPriority
InvalidParameterValue.InvalidRwPermission
InvalidParameterValue.InvalidUserPermission
Resourcelnsufficient.RuleLimitExceeded
ResourceNotFound.PgroupNotFound
FailedOperation

UnsupportedOperation
FailedOperation.PgrouplsUpdating
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService

WS : BRmEmEX %112 W #205;



O BASTCE

S TFRE (CFS)
THIBREPRZE
B EEFRATIE: 2025-01-20 17:15:21
= ++
1. #FOfEA
EOIERER : cfs.api3.finance.cloud.tencent.com,
A% ( DeleteCfsPGroup ) F3FHFRINFRE.
EOAEOIERINERIRS] : 200R/FD,
EOEFAYE : 2019-09-20 16:38:47,
EORIREE NS,
A M2
2. MASH
LUTERSEHFIRNGIE TEROBRSEFINRL 2 HSE |, RBEAHSHGIRDNALERSE]
SHER WAL FBEFNULL St N
Action 2 S String NHSE, KZEOBYE : DeleteCfsPGroup
Version 2 & String NHESE, AEORYE : 2019-07-19
Region B S String AHBH, FERFRISHMRZIZR(TODO)
PGroupld 2 & String PR ID
A MM
3. IS
SHER it A
PGroupld String RZE ID
Appld Int64 FF ID
Requestld String W—i5K ID , 8XIEREPSIRE. BRI EEREZRIEKE Requestld,
j:l:\
HiR0S
PARYFIE T OS5 ZEIERREIRS , Bt EnRSiF N AR,
%EI'BEEE_’! ﬁ'ﬁiZE
InvalidParameter
InternalError
WRIFRA : Bl emEX 55113 @ 205



O BASTCE STHHEHE ( CFS)

FEIRD 5

[

InternalError.GetAccountStatusFailed
FailedOperation.PgroupInUse
InvalidParameterValue.InvalidPgroup
ResourceNotFound.PgroupNotFound
FailedOperation
UnsupportedOperation
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService

WS : BRmEmEX %114 W #205;

\|



O BASTCE

X{HEfiE (CFS)
TR BRZE AL
HIFEFATE: 2025-01-20 17:15:21
v s
1. #FOfEA
EOEKiEE : cfs.api3.finance.cloud.tencent.com,
A2 ( DeleteCfsRule ) FBFHBRARAERIA,
EAREOIERINEIRS : 200R/FD,
EOEFAYE : 2019-09-20 16:38:59,
EOBIREE NS,
A M2
2. WMASE
LATERSEHFIRNGIE TEROBRSEINRL 2 HSE , RBEAHSHGIRINALERSE]
SHER WA FBEFNULL St b
Action = & String nHE&# , NEOEYE : DeleteCfsRule
Version 2 & String NHESE | AEOEYE : 2019-07-19
Region B S String AHBH, FRFRSISHMRZIZR(TODO)
PGroupld = & String PR ID
Ruleld 2 B String HW 1D
A M
3. HEE
SHER it ik
Ruleld String i ID
PGroupld String 1BRZE ID
Requestld String H—iEK ID , ®RiEKEPSIRE]., EEMATEERAZXIEKA Requestld,
+ 21
4. $EiRE
LAY T OB EBIERREIRD , BRI A
IR fnA
InvalidParameter
WRIFRA : Bl emEX 55115 @ 205



O BASTCE STHHEHE ( CFS)

FEIRD

)
4

InternalError
InternalError.GetAccountStatusFailed
FailedOperation.PgroupInUse
InvalidParameterValue.DuplicatedRuleAuthClientlp
InvalidParameterValue.InvalidAuthClientIp
InvalidParameterValue.InvalidPgroup
InvalidParameterValue.InvalidPriority
InvalidParameterValue.InvalidRwPermission
InvalidParameterValue.InvalidUserPermission
ResourceNotFound.PgroupNotFound
ResourceNotFound.RuleNotFound
FailedOperation

UnsupportedOperation
FailedOperation.PgroupIsUpdating
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService

WS : BRmEmEX 2116 TW #205;

\|



O BASTCE STHHEHE ( CFS)

ERNRES IR

BIFEAYE: 2025-01-20 17:15:21

=7 R
1. #FOfEA
EOBEKEE . cfs.api3.finance.cloud.tencent.com,
ZA420 ( DescribeCfsPGroups ) BT EIANRESIZE.
EOMZECIERINERS) - 200%/70,
EOEFAYE : 2019-09-24 19:03:36,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER whi%E FEEFNULL E3id) fEA

Action = & String NHBE, KIZOBYE : DescribeCfsPGroups
Version = &= String NHBE, AFOBYE : 2019-07-19
Region 2 S String NESH, FIFRSIFRIMEHEIZR(TODO)
InternationalFlag S S Int64 mﬁﬁ?ﬁ%ﬁﬁwﬁiﬂﬁﬁﬁﬁﬁ
PGroupld S S String PRLEID

Name B B String I PRBZFR

DescInfo & & String RRABFIAMEE

OrderBy B S String HEF=ER , BindCfsNumag#& CDate
OrderByType & & String HER2R | ASCaEDESC

Offset & S Uint64 Offset T3

Limit = = Uint64 Limit TEA/N

3. WS

SHER E3id) R
PGrouplList PGrouplnfo PPREEEFIZR

WIS : B emEX %117 |1 #2057

\|



O BASTCE STHHEHE ( CFS)

SHETR RE 1%
TotalCount Uint64 MR
Requestld String E—iEK ID , ®RIEKREIRE, TR FEERHZRIER Requestld.
+01
4. Ta1xh5

PAIMRFIE 7OV S EERAERND | BERGFE N AT ERE.
HiRAD ik
UnsupportedOperation.OutOfService
UnsupportedOperation.UnverifiedUser

InternalError.GetAccountStatusFailed

WS : BRmEmEX %118 TW #205;

\|



O BASTCE

BRI RN

BIFEAYE: 2025-01-20 17:15:21

<7 A

1. EFOEA

EOBEKEE . cfs.api3.finance.cloud.tencent.com,
Z$#0 ( DescribeCfsRules ) FIFEIARPRABMNIFIZE.
FNBEOERIEIRS : 200R/FD.

BEOSEFATE : 2019-09-20 16:40:28,

EOBEIOE S &N,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Whi%E FEEFNULL &g TR
Action 2 S String nit

Version 2

D%i
L
g .
Q
B

Region =

7
]
3.

@
>
s
[\

PGroupld = 1MPREA ID

iy
(%]
=
=.
>
Q

3. WS

SHBR St R

RuleList PGroupRulelnfo IPRBANIFIZE

HE58, AEORYE : 2019-07-19

S, FIFmSIFHIMESIZR(TODO)

M f4HFtE (CFS)

Requestld String W—iEK ID , ®RiEKEPSIRE], EEMATEERAZXIEKA Requestld,

 m ] =
4. =S
LUV 7O S5 ZERRAEIRD |, EfthiERiDIFE N A =R,
e
InternalError.GetAccountStatusFailed

FailedOperation

UnsupportedOperation.UnverifiedUser

WS : BRmEmEX

%119 T #205m

\|
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HIRD A

UnsupportedOperation.OutOfService

WS : BRmEmEX 2120 T@ #205;

\|



O BASTCE

Elﬂ' E 1;2 BEQHL:I IS

BITEAYE: 2025-01-20 17:15:21

1. O

EOBKES :

A0 ( UpdateCfsPGroup ) EiitfRAEE.
FNBEOIERIRIRS « 200R/FD.

EOEFATE : 2019-09-20 16:42:39,

EOBEIOES &N,

2. NS

M f4HFtE (CFS)

cfs.api3.finance.cloud.tencent.com,

UTNBERSEGIRGIH T ROBERSEHHBO NHSE , TBAHSHFIRDAHIERSH,

SEER
Action
Version

Region

Name

PGroupld

DescInfo

3. WS

SHBR
PGroupld
Name
DescInfo
Requestld

4. $5IRMT

Wik FRIFNULL

=
=

il

Py
[=]
=
=

@
[}

iy

17

iy

St fik

s
String
String

String

String

String

String

String IXBREAAID

String BPREZFR

String HBrMER

String H—iEKID ,

WS : BRmEmEX

o

N

\

HiA
ANHES

% , MEOBYE : UpdateCfsPGroup

s, ANEOEYE : 2019-07-19

B

\N

NS, FmSIFIMESIZR(TODO)

BURAFTR | 1-6ANFRERBEADTX , &, HF , THLEiag R RERTRN
R EERA A,

PR 1D

RERBAESE , 1-2550FFF

BRIEKREBSRE, EUEERERHZIXIERE Requestld,

121 |1 #2057



O BASTCE STHHEHE ( CFS)

UG T 3Ol S5 IEERA0EIRD , BRI A HHEIRD,

HIRAD 5

[

InternalError

InternalError.GetAccountStatusFailed
FailedOperation.MountTargetExists
InvalidParameterValue.DuplicatedPgroupName
InvalidParameterValue InvalidPgroupName
InvalidParameterValue.MissingNameOrDescinfo
InvalidParameterValue.PgroupDescinfoLimitExceeded
InvalidParameterValue.PgroupNamelLimitExceeded
ResourceNotFound.PgroupNotFound
FailedOperation

UnsupportedOperation
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService

WS : BRmEmEX 2122 TW #205;
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O BASTCE STHHEHE ( CFS)

T PRZENIY

BIFEAYE: 2025-01-20 17:15:21

=7 R
1. EOEA
EOBEKEE . cfs.api3.finance.cloud.tencent.com,
A$£O (UpdateCfsRule ) BBFEHFBRFLN,
FONBEOIERIEIRS « 200k/FD.

EOFEFATE : 2019-09-20 16:42:49,

EORRIRER N,
A s
2. MANSH
UINERSEHFIRNGIH T EOBEKRSEIESS AHSE , RBAHSHFIRNAHERSE,
SHER Wik FIFNULL 58 iR
Action 2 & String  AHSE, AEOBYE : UpdateCfsRule
Version 2 S String  AHSE, AEOEYE : 2019-07-19
Region 2 S String  AHSE, FENFRSFAEFIZR(TODO)
PGroupld 2 & String R4 ID
Ruleld = B String  #IW ID
AuthClientlp = = String AILUES A IP s B MRER | filan 10.1.10.11 B# 10.10.1.0/24, BRIAE
. . SRR A, EREETE , HAEES CVM MR 1P,
RWPermission B B String  EEIBR, EARO. RW ; Hff RO ARIE , RW AIEE , NEIASNRIE
BFPRER , 83all_squash, no_all_squash, root_squash,
no_root_squash, HEAall_squashAFrBihiREFEt< e NESZ AP
UserPermission & = String FAF4R ; no_all_squash/gihalFAF &S AR , RACRME BIRGS
. . FEZFAFIHAFE ; root_squashFEEiEIroot FHFBET AER FAF s
F4H ; no_root_squash/askiidroot P {RFroottk SRR, FEEIAA
root_squash,
Priority B B Int64  HINESER , SE0BE1-100, Heh 1 A5ES , 100051
A sl
3. s
SHBR i) iR
PGroupld String PR4E ID

WIS : B emEX %123 71 #2057
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SEBIR ESid) fER

Ruleld String U ID

AuthClientIp String FFBIERZE G [P aiE 1P R

RWPermission String ESR

UserPermission String FEFRGR

Priority Int64 554k

Requestld String HE—ER ID , &XEREPIRE, ELIERASHREREIZRIFRAT Requestld,

4. SEIRAS
B RG I T B LS BRI AORARID | RSB A 41200,

HIRAD

B
5

InvalidParameter

InternalError
InternalError.GetAccountStatusFailed
FailedOperation.PgroupInUse
InvalidParameterValue.DuplicatedRuleAuthClientlp
InvalidParameterValue.InvalidAuthClientlp
InvalidParameterValue.InvalidPgroup
InvalidParameterValue.InvalidPriority
InvalidParameterValue.InvalidRwPermission
InvalidParameterValue.InvalidUserPermission
InvalidParameterValue.RuleNotMatchPgroup
ResourceNotFound.PgroupNotFound
FailedOperation

UnsupportedOperation
FailedOperation.PgrouplsUpdating
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService

WS : BRmEmEX 124 TW #205;
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SRS

BIFEAYE: 2025-01-20 17:15:21

AvailableZone

WA - AT X EA

AN T™EOS| A : DescribeAvailableZonelnfo

BFR whIFE FFNULL il fEIR

Zone =2 & String AKX ZFR
Zoneld 2 & Int64 AJFXID
ZoneCnName 2 & String A AXHZFR
Types = = Array of AvailableType Type#itH
ZoneEnName 2 & String AAXZENZ

MigratableCfsFileSystemld

AEBSGRSAKID , FiFDescribeMigratableCfsFileSystemsiz[

WA EOSIA -

ER Wik FBEFNULL ESidl ik
FileSystemld 2 & String XHZRFID

MountTargetsWithRegion

FBTFDescribeMountTargetsWithRegion$[

#AT™EOSIA -

% N LIZ\]\i’E f[_‘,i,tFN ULL %ﬁg ; ﬁl\i
Vpcld = = String FAEML ID
IpAddress 2 P String EHAIP

FileSystemByVpcInfo

FRFHRIBVPCEIRNHRSRED
AN~ EO5 | : DescribeCfsFileSystemsByVpc

WS : BRmEmEX 2125 @ #205;
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SR

FileSystemId
IpAddress

FSID
LifeCycleState
MountTargetld
NetworkInterface
Vpcld

Subnetld

Zoneld

ResourceTags

e

AN #EOS | : CreateCfsFileSystem

% N
TagKey

TagValue

AvailableRegion

AN - X g e

W T#M3| 8 : DescribeAvailableZonelnfo

AR WAIE
Region 2
RegionName =
RegionStatus =
Zones 2

RegionCnName 2

WS : BRmEmEX

FBEFNULL

@
A

Pz
[=]

iy

iy

H

X{HEfiE (CFS)
v FEEFNULL -5t fER
& String XHRFID
& String IP3thiIE
& String HEEREAR
e String EHARE
e String HEHRID
= String REESREY
B String FABMZS 1D
& String FK ID
= Int64 ATAKXID
FEFNULL Sl R
= String TREs
= String FRESE
it R
String XigZFR , a0"ap-beijing”
String XIFEZFR , a0"bj”
String XTI ARER | %I?Zﬂﬂﬁ&ﬁ-’ﬁﬂﬁﬁ@%?ﬂ%ﬁ?&ﬂﬂ  BUEA
AVAILABLE , &M3UNAVAILABLE
Array of

ATAXEAHE

AvailableZone

String

XARSZEFR , 20T

2126 T8 #2051
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MountInfo

THRER

e TEOS | : DescribeMountTargets

BFR WA
FileSystemId =z
MountTargetld =
IpAddress =
FSID =
LifeCycleState =
NetworkInterface =2
Vpcld =
VpcName =
Subnetld =
SubnetName =
PGroupName =

AvailableType

AT -SSR

AN T™EZO2| A : DescribeAvailableZonelnfo

BFR Wi AAIEFENULL it
Protocols 2 &
Type 5B = String

FileSystemByPolicy

HERBRBINARRRER

N T™EO5|A : DescribeAutoSnapshotPolicies

BR WiisE
CreationToken =
FileSystemId z

WS : BRmEmEX

FBIEFNULL

oD o o o o o o o o D

Iy

Array of AvailableProtoStatus

FEEFNULL

=

iy

S TFRE (CFS)

RE 150
String Xi4Z 5 ID
String A D
String HHR IP
String HEHRER
String HEHRIAS
String R e St
String FABMILE 1D
String FABMEETR
String FK1d
String FRIZFR
String IRLEZFR

ik

S EEIFE

B, mIR(Es SD EBLFhE. HPIERERLFhE

-5t i)
String XHRFZTR
String XAHRFID

6127 T #2057
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2R

SizeByte
StorageType
TotalSnapshotSize

Protocol

PGroup

NHRFHERPRARER

#Han~EAS | : DescribeCfsFileSystems

2R Wi
PGroupld =
Name =
CfsTagUser
cfs tags

#eNTEOS A : DescribeCfsTags
BR
Tagld
TagName
Status
SdSaleStatus
HpSaleStatus
Zoneld
ISSMB

ISNFS

FileSystemInfo

XHRFEAEER

il KD KWD MD KD AD HD

2l

WANT#EO3I|A : DescribeCfsFileSystems

WS : BRmEmEX

AIFENULL

a~
(=)

Py
[}

iy

H

FIFNULL

=
=

T
[}

FBIEFNULL

=

iy

iy

fil

il

il

il

2l

b
2

Uint64
String
Uint64

String

ok
&

String

String

=3

s
Uint64
String
Uint64
String
String
Uint64
Uint64

Uint64

Ni4EFE (CFS)

A
SHRGFAN

M RGERE
TREREA/N

eSS

fk
PRZEID

RBREZFR

[

1
tag id
FRREATR

FIFPIRES

28128 Tn #205m
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&R
CreationTime
CreationToken
FileSystemId
LifeCycleState
SizeByte
SizeLimit
Zoneld

Zone

Protocol
StorageType
StorageResourcePkg
BandwidthResourcePkg
PGroup
FsName
Encrypted
KmsKeyld
SizeLimitMax
Vpcld
IpAddress
AllocedSpace
Tagld

TagName
Snapld
SnapStatus
BandwidthLimit

Appld

KmsKey

KmsKey

WS : BRmEmEX

FEFFNULL

oy oy o D Dy oy oY oY oY oy o Dy Dy Dy Doy oY oY oY o o o DN Dy oy oY

o

ESic)
String
String
String
String
Uint64
Uinte4
Uint64
String
String
String
String
String
PGroup
String
Bool
String
Uinte4
String
String
Uint64
Uint64
String
String
String
Uint64

Uinte4

M{4FfE (CFS)

fiik

BlEEATE]

FRFBEENETR

M4ES8 ID

NHRGIRE

NHRFEEREE
MRS AT PR

X1 ID

X2 AR

MRS ERE

MU RGFERE
NURFHERTIEFEE (EARSHF)
NHRGHERIRT BT (ERTF)
NHRFHERPRARER

FAFBEENXER

NHRREBINE

INERERRYETA | STLAAETRRY ID 5¢& ARN
BERMEAE

FAERIESID

R RAIPHENE

S5y sl

cfs@FiFititagid

cfsEiRitbtagB R
RERId

HREIRES

e LR

appid

%129 T #2057
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O BASTCE

#ANTEOSIA -

AR WAl FEFFNULL
NextRotateTime = =
Owner p3 =
KeyRotationEnabled =z a
Keyld = =
Alias = B
CreateTime = =
Description = =
KeyState = =
KeyUsage = =
Type = =
CreatorUin = =

FileSystemClient

NHEREFIRER

AN TZOS | - DescribeCfsFileSystemClients

R WhISE FEVFNULL
CfsVip =2 iy
Clientlp 2 B
Vpcld P &=
Zone = )
ZoneName = =
MountDirectory 2 B
Zoneld = =
LinkStatus = =
MonitorStatus 2 =
Protocol = =

WS : BRmEmEX

ok
&3

Inte4
String
Bool
String
String
Int64
String
String
String
Inte4

Int64

s
String
String
String
String
String
String
Uinte4
Uint64
Uinte4

String

M f4HFtE (CFS)

ik
TIRECHERTTRIEL
ZHRBEE
RIRREREIE
HID

ZiRBIR

Bl AR
BIRfA
TR | A{E N Enabled” , "Disabled”
AR
BAKE

BlE&EVIN

ik

RGP

= FimlPiHbiE

M4 ZRGEREVPCID

BTAXER , Hllap-beijing-1

AT RAXIETR

ZX R GRS EIE i ENEEER
EIRREEID

HERRIRES ¢ 1 Ok, 28R
R  LERREE , 2 RRRNE

Y : v3 1 nfsv3iEEL |, vainfsvAiEE;

%130 T1 #2057
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CfsSnapJobHistory

MU RFIRIRIZERSEICR

BANTZEOS | : CopyFileSystemSnapshotCrossRegion, DescribeCfsSnaps

BiR WAisE FEEFNULL e Sl A
RegionName 2 S String iR
CreateTime = B String elFERR
UpdateTime 2 B String SEFRATE
JobType 2 S String E553R8
Operater = = String BIEA

Status 2 &= Uinte4 ESIRTE
Message = B String BB

PGroupRulelnfo

I REFNFIZ=

AN TEO3| 8 : DescribeCfsRules, OverrideCfsRules

B ik ARYENULL kR ik
Ruleld = B String ~ FWID
AuthClientIp B B String  AYFAIENZE RGP
RWPermission = & String  ESNR, roARIE , rwIES
PR, HAall_squashAFrB1ERAF SRS AEBRFESAFEA ;
UserPermission 2 = String no_?lI_squashﬂlﬁlﬂﬁﬁ)j%?&'—ﬁ%lim%)ﬂIEEE, EEE%WE@E%siEIE%ﬁH
FEAF4A ; root_squash/gfkimiIroot ARG NEZBFESHEFE ;
no_root_squash/33&iHroot AR rootik SR,
Priority = B Inted MUK , 1-100, Hp 1 AHE , 1008R1K
Snaplist
MR GIREETR

AN TZEOS | : CopyFileSystemSnapshotCrossRegion, DescribeCfsSnaps

R Wik FEEFNULL Sl Rk
RegionName 2 & String LA
WRIFRA : Bl emEX %131 @

£205m
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O BASTCE

BFR D4yvis
Snapld =
SnapName =
FileSystemId =
FsName =
Size =
StorageType =
AliveDay =
CreateTime =
UpdateTime =
Status =
Percent =
JobHistorys =
Jobld =

TagInfo

TaglSREIT

#ANTEOSIA -

BR DV

TagKey <

TagValue =
PeriodStatisticsSet
ERFFIHER

N TREEOS|A : DescribeStatistics

% N

StandardFilesystemCount

HighPerformanceFilesystemCount

StandardFilesystemStorage

WS : BRmEmEX

FBEFNULL

117 I 17 N i R 17 NS 17 B 7 N v RS 17 B 17 B N i I 1

o

FeIFNULL

=

as
A

String
String
String
String
Uint64
String
Uint64
String
String
Uint64
Uint64

Array of CfsSnapJobHistory

String
String
String
FEFFNULL =it
S Uint64
&= Uint64
& Float

M{4FfE (CFS)

%
RAgId
IRAREFR
X4 Sd
XHRRE
TREEA/NB
{E2 e Sidl
REBREN
BllEEadE)
EHRdIA]
REBIRZS
TRAREEE
E{EmRSE

HRER(ESSId

fk

WHER RS E
MREBI R E
IWHEE XM RRFEE

%132 71 #205m;
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HighPerformanceFilesystemStorage 2 sy Float MREEIN RS E
StatisticalPeriod £ S String SITEEA

VersionCtrlRegionZones

XA AR
#ANTEOSIA -

AR WA FEVFNULL it A
RegionZones 2 = Array of AvailableRegion XA AiER

MountTargetCollectionWithRegion

F7FDescribeMountTargetsWithRegioniz [

e EOSIA
B whIZE FBEFNULL St A
NumberOfMountTargets 2 & Int64 HERHE
FileSystemId 2 & String X FRS ID
MountTargets = & Array of MountTargetsWithRegion EHAER

Filter

OB

AN T#ZO5 | - DescribeAutoSnapshotPolicies
e WAL FEVFNULL it N
Name = S String BR
Values = = Array of String TE

InputPermissionGroupRules

ANSIUREFNIFIZE

WA T™E2O3|F : OverrideCfsRules

WRIFRA : Bl emEX 133 11 #£205]
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AR WAsE
AuthClientlp 2
RWPermission =

UserPermission =

il

Priority

PGrouplnfo

PRLBEA

FEVFNULL

i

o

i

I

#Han O3S : DescribeCfsPGroups

BFR
PGroupld
Name
DescInfo
CDate

BindCfsNum

AutoSnapshotPolicylnfo

TRARSRES

AN T#EO5 | - DescribeAutoSnapshotPolicies

BFR
AutoSnapshotPolicyld
PolicyName
CreationTime
FileSystemNums
DayOfWeek

Hour

IsActivated

WS : BRmEmEX

=
E=
=
E
=
E=
=
=
=
E=
=
=

=
=

S TFRE (CFS)
RE ik
String  ARIFAERIEFIKIP
String  ESHUR, roARE , rwAIES
FBFPIBR, EAFall_squashuprEihIa &Rt nES AP AR
String 4 ; no_gl|_squash%iﬁrﬂﬁp%%5%$$n%PIEEE . EEESEME@H%Q?%E
FFFEMAEFA ; root_squash/9i&kiERIroot B BT AER FEFE R
H ; no_root_squash/gkiFIroot I {REFrootik SRR,
Uint64 MNMALSER , 1-100, HA 1 A&, 1008%(K
FEFFNULL ESidl 10
B String RPREAID
a String PREZFR
B String HAMER
& String BIFERTIE)
& Int64 KEKSH R4
FEVFNULL eSid A
& String TRABERERID
& String ERESETR
& String BlE=ATIE]
& Uint64 KERBIS AR TN
& String 2
i String i)
& Uint64 EEE

%134 71 H205m
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X BIHSTCE ST{ARRE ( CFS)
AR Wi FEFNULL ESid) A
NextActiveTime 2 & String TRHITETE
Status = & String RIS
AliveDays 2 B Uint64 {RERRTE)
RegionName 2 sy String piicAc
FileSystems 2 & Array of FileSystemByPolicy KBS RFEE

AvailableProtoStatus

AR - S

AN T™EOS| A : DescribeAvailableZonelnfo

AR WS FEEFNULL S
SaleStatus = S String
Protocol = = String

WS : BRmEmEX

ESRIRT, FIUEER sale_out &E2, salingAlE. no_salingRAT$4Es

pris
YRS, EIEES NFS. CIFS

6135 1 #2057
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HIRh

BIFEAYE: 2025-01-20 17:15:21

Il
WSBRELEE Error 268 , MR APLECISN. D

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
13
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}

Error FfY Code FNHIRAS , Message FRNZIB=AIEAEE.

HIRIDFIZR

)\ 3

LZIH
EiRD izl
AuthFailure.InvalidSecretld FRIEEL (AR API AR ) |
AuthFailure.MFAFailure MFA &R,

B FE. BEEHENEZRESCHRMREESR | ISIER | BaEERES

AuthFailure.SecretldNotFound e
ESIE , i TERIEMEEER.

. , : BRIIH, Timestamp FIRSHRASEAEEAGEIRD T , BREAIRE SR ER
AuthFailure.SignatureExpire

R,
AuthFailure.SignatureFailure BERER. SRIEER  BNBRARARNPIZOLEERES Bt EEE.
AuthFailure.TokenFailure token $&iR.

AuthFailure.UnauthorizedOperation &3k CAM 181X,

DryRunOperation DryRun #{F , RFBFRGSEMINT , RRZET DryRun 24,
FailedOperation BRAER,

InternalError MEREEIR,

InvalidAction BEORNFE,

InvalidParameter SHEIR,

InvalidParameterValue SHEYEEIR,

WIS : B emEX %6136 T #2057
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HIRD iEA
LimitExceeded BT ACEPRE .
MissingParameter ROSEERIR,
NoSuchVersion BEORATRGFE.

RequestLimitExceeded TBERAVREGERT T IREPRE .

ResourcelnUse RIFR G,
Resourcelnsufficient RIFAE.
ResourceNotFound RIFAFE,
ResourceUnavailable BB,
UnauthorizedOperation RIFTURLE,
UnknownParameter RISEEEIR,
UnsupportedOperation BMEARSTHE,
UnsupportedProtocol http(s)iEkIPGEIR , R3ZHF GET #1 POST 15K,
UnsupportedRegion BEOARISAEMIE,
A S5HERAS
EiRfD

InvalidParameterValue InvalidFileSystemlId
InvalidParameterValue.InvalidStorageType
InvalidParameter.InvalidTagKey
InvalidParameterValue.InvalidUserPermission
InvalidParameterValue.InvalidMountTargetlp
InvalidParameterValue.SnapSrcFsBusy
InvalidParameterValue.MissingStorageResourcePkg
InvalidParameterValue.MissingPgroupName
InternalError.CreateFsFailed
InternalError.Timeout
InvalidParameterValue.InvalidRwPermission
InvalidParameterValue.MissingZoneld

UnsupportedOperation.UnverifiedUser

WS : BRmEmEX

M{4FfE (CFS)

5308

%137

\|
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IR
InvalidParameterValue.MissingVpcidOrUnvpcid
InvalidParameterValue.MissingKmsKeyld
InvalidParameterValue.InvalidNetInterface
InvalidParameterValue.InvalidSubnetld
InvalidParameterValue.InvalidZoneOrZoneld
InvalidParameter.InvalidClientToken
InvalidParameterValue.InvalidProtocol
InvalidParameterValue.InvalidPerMode
InvalidParameterValue.RuleNotMatchPgroup
InvalidParameterValue InvalidVpcld
FailedOperation.ClientTokenInUse
InvalidParameterValue.MissingAppidOrUin
InvalidParameterValue.ZoneldRegionNotMatch
InvalidParameterValue.MissingNameOrDescinfo
InvalidParameterValue.InvalidPriority
UnsupportedOperation
ResourceNotFound.PgroupNotFound
MissingParameter
InvalidParameterValue.InvalidAuthClientlp
InvalidParameterValue.InvalidRegionZonelnfo
FailedOperation.BindResourcePkgFailed
Resourcelnsufficient.RegionSoldOut

InvalidParameter.ClientTokenLimitExceeded

InvalidParameterValue.PgroupNamelLimitExceeded

FailedOperation
InvalidParameterValue.MissingZoneOrZoneld
InvalidParameterValue.InvalidFsSizeLimit
InvalidParameter

InvalidParameterValue.InvalidZoneld

WS : BRmEmEX

M{4FfE (CFS)

538

%138 ™
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FHIRAD izl
InvalidParameterValue.UnavailableRegion
FailedOperation.MountTargetExists

InternalError
InvalidParameterValue.InvalidPgroupName
InvalidParameterValue.MissingSubnetidOrUnsubnetid
InvalidParameterValue.InvalidFsName
InternalError.GetAccountStatusFailed
Resourcelnsufficient.RuleLimitExceeded
FailedOperation.PgrouplsUpdating
Resourcelnsufficient.SubnetIpAllOccupied
ResourceNotFound
Resourcelnsufficient.TagLimitExceeded
InvalidParameterValue.InvalidVip
InvalidParameterValue.InvalidPgroup
FailedOperation.UntagResourceFailed
ResourceNotFound.MountTargetNotFound
InvalidParameterValue.MissingVpcParameter
InvalidParameterValue.FsNameLimitExceeded
Resourcelnsufficient.FileSystemLimitExceeded
InvalidParameterValue.InvalidSnapStatus

AuthFailure
InvalidParameterValue.DuplicatedRuleAuthClientlp
InvalidParameterValue.FsSizeLimitExceeded
ResourceNotFound.FileSystemNotFound
InvalidParameterValue.PgroupDescinfoLimitExceeded
InvalidParameterValue.UnavailableZone
ResourceNotFound.SnapNotExit
AuthFailure.UnauthorizedOperation

InvalidParameterValue.MissingFsParameter

WS : BRmEmEX 139 T #205;
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IR iBA
FailedOperation.PgroupInUse
InvalidParameterValue.DuplicatedPgroupName
UnsupportedOperation.UnauthorizedCfsQcsRole
ResourceNotFound.RuleNotFound
InvalidParameterValue.InvalidPgroupld
InvalidParameterValue InvalidFsStatus
Resourcelnsufficient.PgroupNumberLimitExceeded
UnsupportedOperation.OutOfService
InvalidParameterValue.InvalidEncrypted
InvalidParameterValue
InvalidParameterValue.InvalidVpcParameter
Resourcelnsufficient

InvalidParameterValue.MissingFileSystemId

£205m

\|
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X BIHSTCE

W2 (2018-04-16)
APIHEES

BT HAYE: 2025-01-20 17:15:21

APIFRZAR

V3

APIHER =]

EORR
CreateCfsFileSystem
CreateCfsPGroup
CreateCfsRule
DeleteCfsFileSystem
DeleteCfsPGroup
DeleteCfsRule
QueryAvailableZonelnfo
QueryCfsFileSystem
QueryCfsPGroup
QueryCfsRule
QueryCfsServiceStatus
QueryMountTarget
SignUpCfsService
UpdateCfsFileSystemName
UpdateCfsFileSystemPGroup
UpdateCfsFileSystemSizeLimit
UpdateCfsPGroup

UpdateCfsRule

Hitez

WRFRE - BRmERMEX

M{4FfE (CFS)

&OT0RE
BUESHRSE
BIEAURA
BUEANBRZENNY
RRSC R 5E

TR PREE

TR PREE AR
HIXEATAER
EAXHRS
BEIRRATIZR
EIPREMNY
BERCFSIRSBIAE

B HRSHERR
FHECFSHRSS

BT RSES

B RRAIPRE
EN MR R ESERS
EHTUIRARS

BHTNBRENNY

%141 |1 #2057
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RO ReOIT0RE
QueryMountTargetsWithRegion EEXIEERRER

WS : BRmEmEX 2142 TW #205;
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ARG

EOSEVL

SRS E: 2025-01-20 17:15:21

tcecloud API £XEMNAEIEKREHITEHIGE , B NEKRAEFTEEAHLBERSHHESEEIER (Signature ) LISIFERES R, &

BIERHRTEFIEER , T2 FIERE Secretld ] SecretKey ; ERFPRIRERZEFEIE | BRIECAPIZARNHEES , BNTEERATAP
#ZM.

= .

1. RiFReFEiE

HEEIXER=APIZE] , BRIERAPIZSANHBRIELEEIE. L2 EIUFELE Secretld 1 SecretKey :
e Secretld FBF#RR APL REBHD

* SecretKey BFIIEE R FFBMIRS SRS E FRIRIER.

* APRITEEREREEIE , BRtE,

HiBLZeEIINEREERNT -

1. ERtcecloudEEBFIEHIE,
2. BHE=APIZSRRNEHI A TUE
3. E=APIESETUHE , M [F7] RPRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELIBBIRT Secretld / SecretKey,

2. ERE R R

BT ZeEiESecretld f SecretKeyf5 , MATLAERESZERT. IATREEMRSSHRNIFMSFE :
BRIZFFRY Secretld # SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

AR RERERA , SRR RRERIEN Secretld 1 SecretKey B TIREHR(E !
LA=RRSS 2R EEXLfI7IZR(Describelnstances)iEk A6l , SRAFERAX—EOR , iSRS T:

SHER 3L 248

Action 555 Describelnstances

Secretld #=5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E I[N 1465185768

Nonce PEHLIEEEEY 11886

Region SCAIRRTEX ap-guangzhou

WS : BRmEmEX %143 TW #205;
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e C 3L SHE

Instancelds.0 FFEIRRILBIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. S EHEF

EAEMEERSERSHEBNFEE ( ASCHRE ) FAEHF. T8 1) RIESHSHTHIR | SRERTINET , 7&85tA/0 ;
2) ¥ ASCII 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARIREE, AATLUERRIEES PHIE%
HERFRECRSLINX—INAE , 1 php B8 ksort R, HIRRBISEHIHEFRERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

ERAECERRINESAN , X EERAIFRISEEITHIRF | ERIRER—EEA.

2.2. BHEBKRF R

WWEBERMBERFGER. HE L —THERFRERSEISTN R SRR ="S81E I | 11X Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIIEEH A Action=Describelnstances . ¥ : “S&E"HERIAETIEurRREOE.

REBBINENS IS8R HEE—E | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESBRSCFTE

WEBERESBRNFHR., SERNFHAEAUTIINSE0T6:

1. 15k 7Ai%: 3% POST #0 GET 5=t , XEBFER GET 5K , iFRAEAEXE.

2. IERENBEELIFFE (Describelnstances)§9i5 K14 5 : cvm.finance.cloud.tencent.com, SCRRAVIE KIS RIEEOFREERIIAR
BEfmAR , FNEEORE.

3. {BEKERZR: HEIRAZAPIRIEKRIRZREEN / .

4. BRFERER: B E—SERAEKRFRT R,

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES
TOIRIHERER

WS : BRmEmEX %144 TW #H205;
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&V
ersion=2017-03-12

24, EpSEREA

S BRAERESER, FEMER HMAC-SHAL EiEY E—S RSN ERFOIFFRHTES | ARKBAEMNE S S Base6s #1745
13, BIEIRIGRERIER A,
BRSNS |, LA PHP BS54
$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE&Timestamp=14651
85768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBEINEEEN:
EliP9YW3pW28FpsEdkXt/+WcGel=

ERRECERRIHESTAN , IR LERGIFRERGHTERIIE , BRNERHBS6IFHhaI—EEE.

3. ERRIwG

RIS R BT REEIRIFNIBRESE , FEXHET URL %3,

8N F— RIS Z A ElIPOYW3pW28FpsEdkXt/+WcGel= , BEFIR0RE HRiBREE ( Signature ) 7
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , TiSRTFEMSRAER URL,

AR . WMRAFREKRSERR GET , BiEB X758 POST [RY Content-Type 73 application/x-www-form-urlencoded , MI&EiERK
RAEERSHAEIREM URL RS , SHRN-ASARERIG. IF ASCI FRHE URL RISAIFRESELL UTF-8 #{T4%i8.

R FLREIESH http BEREESFTESEHT urlencode , ZEXMMENT , MATREXIERBHIT URL 3T , BUAX URL 4
HeSHERLM.

AR : RS BEthTE# TR , ISR RFC 3986, fEF %XY XFRFRIFIINIRFHTE SR , AP XY o+ HErrF
(0-9 KB A-F) , BRINEE5IRER.

4. ZZEM

HRIESSIREN | FEUTERRMANEIRS | iSHRIESSIREAE

R fEIREA
AuthFailure.SignatureExpire BEILHR
AuthFailure.SecretldNotFound BIRAFRE
AuthFailure.SignatureFailure EEER

WS : BRmEmEX 28145 T #205;
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RS HoSEIAR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 APl ZFEZERY )

5. BRIER

fESCPRiERS AP 3.0 BY |, #EFFEAECERItcecloud SDK 3.0 , SDK f#ETERANGRE , FARRXE~mIBHAVRMEORD. FMER
20 SDK iy, HRISTHFAIRIEESA ¢

e Python

* Java

* PHP

* Go

e JavaScript
e .NET

ATEBRNFERERTRE , THUSMREES A6, B OANERTERRIIL. BXkES. ERIROMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERMN | TrTAIBRERA SDK.

REEHHAY url TJ8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPRZERENN | HEBEARRSHEIRE |, RIaNSRELL url FEXSEEHF I FEER curl EH<SERISIREESN
Hix | ERH. ATEE—NTLUIEERER url |, EEERUREIFH] Secretld 1 SecretKey NESLAVZESE , FHERRFHBIRTEEUE
79 Timestamp ,

IR A TENRAT  ARREES [ EER—ESEXITEREIR url JEEEBEMAR , RMASHNINFARR | (EXHAIER
. REMESHEE  BESITEIERRIE.,

TR LIMURB(ERT APL 3.0 , FEEERATHEMNERRE | BMERIERN APl , BTFEATERBLSHERUEER |, B
XS R BYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);

WS : BRmEmEX 2146 TW #H205]
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// SEFRERur RS SEIRF S B ER

for (String k : params.keySet()) {

/] FEXSEKEB# Turlencode , BT keyEBRRNFH , #UltA{XXIHvaluei{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LAEEIHEF

// SCRRVEFBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHESE

// SEFREAFRT N HEFER SRR |, FI20 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~NFHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIEE5%4

params.put("Action"”, "Describelnstances"); // 2NHE%(

params.put("Version", "2017-03-12"); // A5

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // \'535%§

params.put("Offset", 0); // W51

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // A%t
28

System.out.printin(getUrl(params));

}

}

Python

TR (IRETE Python 2 IMEHET , EBESLREE requests (KB :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

WS : BRmEmEX 147 TW #205;
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region'’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# ISSCRRER | AShiaaTeer=Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)

WS : BRmEmEX 25148 TW #205|
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EOZTHV3

BITEAYE: 2025-01-20 17:15:21

tcecloud API £33 MAIRIEREITEMIGIE | ED’@A%X%BWE?"A%E:}?ﬁéﬂqﬂaé‘xg{* ( Signature ) LISIEERESD, &
ZIEEHTeEIILER , TEFIEEIE Secretld 71 SecretKey ; EFRFIRRBLZEEIUE , BRITF=APIZHETUERE | BNFLEEAZ=API
=0,

1. HiFREFEIE
EE—REB=APLZE] , BRIESAPIZHRERBLESEIE. LEEIFEHE Secretld F1 SecretKey :

e Secretld FBF#rR APLEFESH
o SecretKey FIFINEEE F R BFIIRS 2 mICIE S E FATRIEH.
s FARPWITTESRELSEI , BaitE,

RISREEIFREARLSERINT !

1. ZERtcecloudFEHNEHIAE.

2. BI{ERAPIEBREHI S TRE

3. E=APIZEIHE , mE [FrE] BPRJLAGIEE—NdSecretld/SecretKey

IR AREKSRESELUABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &L 753%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data FFIMMAER , json 8REARTEISEZEOIIE , multipart 183X
RERREWSEOSE: | WRHZEOREEER json 18ZVER , S5 REMISEON5RA.

THUSRSHFEAT MNXSEGFIREAGIF  DEBNMBERANTEERE. HAMBETERSAIFIRANSE : Limit 71 Offset ,
{#M GET A&,

RiIZFIFHY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. BHEAEIE R
RATTME X HHEIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

* HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , &M GET ;

WS : BRmEmEX 149 TW #205;
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e CanonicalURI : URI £%¢ , API 3.0 E@AIERHT (/)

* CanonicalQueryString : &€ HTTP i&k URL FIVEIHFRTER , X3F POST ik , BIEASF/HE , XTF GET i5Kk , W URL Aid
5 (?) GENFZAERS , ARFIBYES : Limit=10&O0ffset=0, jF= : CanonicalQueryString &4 URL 4R/A3.

* CanonicalHeaders : 258 FR0LEYMER | 283 host F content-type FINLER , BAIIIABENRILPSEERLIESEEIE
REOE—MEIR e M, FHERN - 1) SLE8 key 1 value Si—3ER/NE |, HEISEESTHE | 1ZAR key:value\n i8=XHHE ; 2) SMLER,
HRRBLER key (/NE ) ROFEEHAEFRB THHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £25&ZAEMER | IRBALXIERBMLLIS S5 TER , # CanonicalHeaders B ZHILEABE—XIMNAY,
content-type [ host JusifEskEB, HHENIN : 1) L3R key ZB—HA/NE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ ;. content-type;host

* HashedRequestPayload : IEKIEXHIIEHE |, itE 5%/ Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 33 HTTP i5
KEE/NEX payload fff SHA256 5% , AF+7\#HlmD | RERIDHREEM/NEFE., & : XJF GET i53K , RequestPayload [
ERTFRHE , WF POST i5K , RequestPayload By HTTP i53KIEFX payload,

HRIELLEANIN | OIRERIRAGEIERENT (ATRNEW , \n BITFHIESSRITEHFI—TEK ) -

GET

/

Limit=108&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER IR
AU RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BAUEEA TC3-HMAC-SHA256 ;

e RequestTimestamp : ERAFEE; , BIERLERHY X-TC-Timestamp BUE , AN ERBIERA 1539084154 ;

e CredentialScope : EIEEE |, 1829 Date/service/tc3_request , @& HHR. FaKARSINLIEFFE (tc3_request ) , Date A
UTC tRERTEIREHRE , BUEREMLLSH X-TC-Timestamp #25AY UTC iRAERIBIHRE—3 ; service AF-R& , XWASEBIR
BEZ—5, g0 cvm, S0 ERBLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASBHHEFTENECIERENRHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date Z/RMBTEIEL X-TC-Timestamp ITE152 , BRfX A UTC+0, MNRMARZAHEKER , HIIIFR/\X , ESHEXE
ERERmI , BERREMERCERY. RigitER/ 1551113065 , 4/ \XAJRTiELE 2019-02-26 00:44:25 , (BRI HEE
89 Date BX UTC+0 FYHHARS 2019-02-25 , A2 2019-02-26,

WS : BRmEmEX 2150 7@ #205;
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2. Timestamp X/REHRIRFATE , BFEBERRFEHENEREERSH , MREEETASHPNSERM. NRKAHEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

HRIELA LA | EIPERIRFERFRHRUT (AT RREN , \n RITFAEESRITERI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. iH8EE
1) HEIRESEE , (hRBUT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #9f9 Date =E=8. , a0 L5~ , 792018-10-09 ;
e Service : B Credential g4 Service ZEREE. , A L7R0 , 59 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRESZER ;
e StringToSign : BIZB2ATEBRINSFSEFRE ;

2.4. 8 Authorization
AN ™R E Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ', '

'Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
e Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M X , EIEEHE ;

* SignedHeaders : L £ , 258 ZHLIHER |

* Signature : £

HRIBA AN | IR SEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl174c474

WS : BRmEmEX 2151 Tm #205;
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RETREIERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&80Offset=0

M{4FfE (CFS)

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

HRIESSIRER | FEUTERRMANERG | iSRIEIRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpg86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERKX , BUEZHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ?#;%?%gg?f{r% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk i_ﬁ 3 o .‘L_l_%ég kkhkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkkkkkk ig% 4 j:}‘fl:ﬁ Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

WS : BRmEmEX 2153 @ #205;
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TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkhkkkk 53% 1 o ;#;g;m;ﬁi%*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkhkkhkkk 5% 2 o ?#*%4%%%?%% kkkhkkkhkkkkkhkkk
credential_scope = date + "/" + service + "/" + "tc3_request"

WS : BRmEmEX 2154 TW #205;
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkkhkk ig% 3 : .‘L-I-Eég *hkkkkhkkkkhkkkhkk

# ITEEBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk ig;’% 4 : ?#*% Authorization *hkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSHRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}

WS : BRmEmEX 28155 T #205;
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15 KE5H4)

BIFEAYE: 2025-01-20 17:15:21

1. frsSHbit

ot ( Region ) EISIRIOSIEROMMEIRRY, tcecloud S TIMERRMEZ B£8R | (RIENRiEaR AR BRI
t, ATRHGAIERIE, 12 TR , BEEREMEEE e,

ERTLUEIT APIED EiiHSIR B ArtbETIxR.

2. BEMY

tcecloud API FIFREREOIIEIE HTTPS HTE(E | IRIAELREMNEEEE.

3. 1BKTTE
S50 HTTP 05 E:

* POST (ifF)
o GET

POST iE3kz#569 Content-Type 258! :

* application/json ( ##F ) , ¥4fFA TC3-HMAC-SHA256 && 754,

¢ application/x-www-form-urlencoded , %ZR{FFE HmacSHAL g HmacSHA256 && 757X,

e multipart/form-data ( {NE8EOSE ) , WREER TC3-HMAC-SHA256 &2 5%,

GET i KHGIEREANARE#BIT 32 KB, POST i&Kk{FEAER/TEN HmacSHAL, HmacSHA256 BfAR1E#8iT 1 MB, POST i&kEEA%
27358 TC3-HMAC-SHA256 B4373#%F 10 MB,

4, FRIwAS

FEFAUTF-84%%2.

WIS : B emEX 26156 1 20573

\|
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IS

BIFEAYE: 2025-01-20 17:15:21

RS

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HEFAT) , EeJaerOREIT )

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
1

}

* Response REMEBH Requestld REERFER , TiCiEKRMINSE , RE APIET |, MAERIREL

* Requestld FBF— APLiERAIME—FRIR , W15 APL HIISE , STLABRREA] , FHRMALZ ID KARREER,

* [RTEEMNFES  HRIWARKEOENNTFER  AENEOMRENFES IO XEFREN. HEIHE TotalCount
InstanceStatusSet 5 DescribelnstancesStatus £ OENXFER , BT EREKNAREMEZE=RS2TLH , Bl TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tEHIRIREIER
£, EEEERATN

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMEEZISKARKM, Error FEREREAERRY Code 1 Message FERTE LM AT 2 EIREIAY,

e Code FREMRHIEAIEIRID , LB RHER A LRI Z IS RIDE A RS s O M AR R B m e X MR EFfER
.

Message BRHTIXMEREENERER , EVSERSREIL , WX ATEESELBFRFTERFTH , AP AKX MER(E
E.

* Requestld FBF— API iERAUE—HRR , N8R APL HIIEE , STLABCRIRA] , FHEMIZ ID SEARRFIE,

~IIEIRY (TODO: EEERE, REAENEER?)

IREIZERPUNRIFAE Error R , NZRRBA APLIECIKM,  Error iy Code FERFRTMEIRD , ATE SR BEHINAYEEIRAS A AL
IREG , TERFIH T ARG,

WIS : B emEX 6157 T #2057

\|
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure. MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

TRIRIEA
EIRAEE (A2 API AR ) |
MFA $5ig,

AR,

R

SZZIULLN

%

SRR,

k

token f&i%.

Bk CAM 1L,

M{4FfE (CFS)

DryRun #{F , RFBFRGLEMING , RRSET DryRun 2,

HERERIL
REREIR.
EORMFE.
SHIEIR.
SHEYEEIR.
B ECAPR .
FROSEGEIR.
EOMANFE.
IERAVREGET T SRERPRHE]
RiRH G .
BIFEAE.
BIRMFE.
BIRAEI A,
RIRBUE(E,
RASEGER.

SIS EEN

http(s)IEXRIMIEEIR , R3ZHF GET #1 POST 153K,

BORSHFATEbEL,

%158

\|
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\H5

VAN

VTSR FRATE): 2025-01-20 17:15:21

M{4FfE (CFS)

HEYRATRRBFIZOLSNENSE  WIFE | A MEORBRARO AP ABXLSHEHTRE  EERERKIETEE
}E XLESH , FREERKIERIEK.

ERTTE V3

58 TC3-HMAC-SHA256 &&757ART

SHBR St

X-TC-Action String

X-TC-Region String

X-TC-

. Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

=
=

alil

alil

el

alil

o

AHBHEES—HEI HTTP Header iEkLE+ , 20T :

%

BEREOSR, ESEEOXEPMASEATESE Action A9RE, FIIN=IRESEENE
EEFIFIRZEO |, BUYES Describelnstances,

WIS SRR BRI EI MbERIEE. RORZAEEESE R OXETRAS
NS4 Region AUGHR, 1R | EEROATFEELEZSY , BOEPIILATHI5R
B9, RSB EEEBIZSHBARERL.

=41 UNIX BJE)E , EliCRAH#S APLiERAIATE), g0 1529223702, & : (IRSMRSS
RHEMEEBI St , 25 EEERITHIER,

R APL BURRA, EUESHEOSEHRASLRISE] Version BiRBE. HIAIZARSSERAIR
& 2017-03-12,

HTTP fRAESHIAIESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : ££75)% , BRIEENZE ;

- Credential : £&1EiUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EFENRHSE X-TC-Timestamp #E/Y UTC FRAERNBEIRHE—E ; service AFm& , &
RSB mREE—E, flgicvm ;

- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9wsifksLEp ;

- Signature : EZFWE,

IGRSEFFTAEAY Token , FELSIRRIER—EMEMA. IRRIER Token FEZNHDEER
SEARBEZORE. KEZAAFE Token,

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (0T

SHETR St
Action String

WS : BRmEmEX

=
=

fik

BENEOSR. BESEEOSNETEMASENTESE Action B9IREA. HIAN=IRSSE
REIsLHIZIZREO |, BUEA Describelnstances,

159 T #2057
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e C
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

MR

S

String

Integer

Integer

String

String

String

String

String

el

alil

i

ali

alil

oy

i

M{4FfE (CFS)

fik

Wi Sy, SRR B EI MBIEAIEE. FOESIAMEREESE EZ O REA
S NS Region ROGER, 1R | RUEOATEECRZSEH , EOEP RIS
BIRER , LRSEMEEEBZS AL,

Za0 UNIX Bf[a)8% , FJicRARE APLIERAYRTEL. FI01529223702 , MRS =F1H(E
BETK , 25EERTHER.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHA_E ERiBERIFRREDH] Secretld , — Secretld XFRME—HY SecretKey |, 7
SecretKey & FRARIEXEH Signature,

BRESR , FRBIERERNGEN | FERFRIELFRBMASEITESH. Bkt
BIEESNEROSSHE,

B{FRY APLESRRA., BUESEROXETASATSL Version B, AIN=RSES
A9RRAS 2017-03-12,

B2Z5, , Baixi: HmacSHA256 #1 HmacSHAL, REiIETEHES%E05 HmacSHA256
BY , Z{#EF HmacSHA256 EiEIIEER , EttiERIIEHERE HmacSHAL I8IEEE.

IRRSEFRFTAEAY Token , FELSIRRIZHE—EMEMA. IRRTEEM Token FEENLRE
EIRSSEMEORE. KEARPAFE Token .

i ( Region ) EBEWIRAVEHRH ORIEIEXI. tcecloudAZMIIEREIESZ B2 | RIERRSBRARERELESE
t. ATRHEHRRE. 5 TEERE , BERRFELEEFatbE,

Ea LB APIED ENAMIESIER EEST AT,

WS : BRmEmEX

26160 1 205173
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O BASTCE

APIHER =]
B RS

BITEAYE: 2025-01-20 17:15:21

=z R

1. EFOEA

EOEKkiEE : cfs.api3.finance.cloud.tencent.com,
BT R G RS

FANEOIERIERRS « LOXR/FD,

EOEHAE : 2019-07-09 19:27:47,

FEOBIINE S EN,

2. NS

SHBR Wik FeEFENULL
Action = a
Version = a
Region = &
Zoneld B a
Zone a &
CreationToken = =
Protocol & &
StorageType & FiS
NetInterface = =
PGroupld = )
Vpcld & &
UnVpcld & &
Subnetld & &
UnSubnetld & &
MountIP &5 &

WS : BRmEmEX

s
String
String
String
Uint64
String
String
String
String
String
String
Uint64
String
Uint64
String

String

M f4HFtE (CFS)

NHSE, AZEOEYE : 2018-04-16

RHEBH, FRFmIIFHOHBIEEIZR(TODO)

AIFIX ID
ARRES

PR BRSNS RAETR
RGN

X RGTFELR
FR4EEEY

AR ID

VPCID

RFEHEHVPCH—ID
¥ ID
AR D ERIFMGE— ID

TEREIPHEAE | {RVPCRILESHF

%161 ™

\|

£205m



X BIHSTCE ST{ARRE ( CFS)
SEEFR Wi AIENULL 28 b
StorageResourcePkgld = B String ;ﬁjﬁfﬁif;rhﬁ@ BIRIRRRRE R R
BandwidthResourcePkgld & & String NHESRSENTRE , 8N XERARESE—
FsName & & String BAFBEENMERFZIR , (i T CreationToken
Encrypted B B Bool SR GENEEEY |, BINE NFS |, CIFS ; FEEIAS NFS
KmsKeyld B & String MR FEBINE
A s
3. HESEL
SHER it A
CreationTime String BlEERYE)
CreationToken String FRBEEN X HRRER
FileSystemId String XHES ID
LifeCycleState String XERGIRTS
SizeByte Uint64 XHRFEFLATEN
Zoneld Uint64 AAX ID
FsName String FFBEEXXHRFETR
Encrypted Bool X RFEBINE
Requestld String HE—EXK ID , EXEKREPIRE, EARAFEEREZRIEKA Requestld,
j:t\
%EIE’EE
ARG T O3B EIERREIRD , Bt fERiF N A RS,

IR

InvalidParameter
InternalError
InternalError.CreateFsFailed

InternalError.GetAccountStatusFailed

InvalidParameterValue.FsNamelLimitExceeded

InvalidParameterValue.InvalidFsName

WS : BRmEmEX

26162 1 #2057
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FEIRD o

[

InvalidParameterValue InvalidMountTargetlp
InvalidParameterValue InvalidNetInterface
InvalidParameterValue.InvalidPgroupld
InvalidParameterValue.InvalidProtocol
InvalidParameterValue.InvalidRegionZonelnfo
InvalidParameterValue InvalidStorageType
InvalidParameterValue.InvalidSubnetld
InvalidParameterValue InvalidVip
InvalidParameterValue.InvalidVpcld
InvalidParameterValue InvalidVpcParameter
InvalidParameterValue.InvalidZoneld
InvalidParameterValue.InvalidZoneOrZoneld
InvalidParameterValue.MissingStorageResourcePkg
InvalidParameterValue.MissingSubnetidOrUnsubnetid
InvalidParameterValue.MissingVpcidOrUnvpcid
InvalidParameterValue.MissingVpcParameter
InvalidParameterValue.MissingZoneld
InvalidParameterValue.UnavailableRegion
InvalidParameterValue.UnavailableZone
InvalidParameterValue.ZoneldRegionNotMatch
Resourcelnsufficient.FileSystemLimitExceeded
Resourcelnsufficient.RegionSoldOut
ResourceNotFound.PgroupNotFound
FailedOperation
InvalidParameterValue.InvalidEncrypted
InvalidParameterValue.MissingKmsKeyld

InvalidParameterValue.MissingZoneOrZoneld

WS : BRmEmEX 2163 T #205;
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BN IRA

BIFEAYE: 2025-01-20 17:15:21

7 ek p
1. #FOfEA
EOBEKEE . cfs.api3.finance.cloud.tencent.com,
ZA$E0 ( CreateCfsPGroup ) FBFEIEARA
EOAEOIERINERIRS] : 200R/FD,
EOSEFRATAE : 2019-07-09 20:05:26,

EOBIIOEE NN,

2. NS

LINBERSEGIRNGIE TEOBRSEFED AHSE , TEAHS

WS : BRmEmEX

SHEBR VA FRFNULL KA
Action = = String
Version = 5 String
Region = = String
Name =z a String
DescInfo B = String
3. WHEE
SHBR RE fEiR
PGroupld String RPRAAID
Name String REZF
DescInfo String BUREFHAEE
BindCfsNum Int64 RPRERBKSHERF L
CDate String I PREE BT 8
Requestld String
4. eIt

M f4HFtE (CFS)

HE¥ , AEOEYE : 2018-04-16

D>

H2¥ , FNRSIFIMIESIZR(TODO)

>

RPRBZFR

RRERERMER

BE—EK ID , §RIEREPRIRME, ELIDRAIFERAEZRIFERAI Requestld.

%164 M
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UG T 3Ol S5 IEERA0EIRD , BRI A HHEIRD,

HIRAD 5

[

InvalidParameterValue.DuplicatedPgroupName
InvalidParameterValue.InvalidPgroupName
InvalidParameterValue.PgroupDescinfoLimitExceeded
InvalidParameterValue.PgroupNamelLimitExceeded
Resourcelnsufficient.PgroupNumberLimitExceeded
FailedOperation

InvalidParameterValue.MissingPgroupName

WS : BRmEmEX 28165 @ #H205;
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el FEMUEHER

BIFEAYE: 2025-01-20 17:15:21

=7 R
1. EOEA
EOBEKEE . cfs.api3.finance.cloud.tencent.com,
A$0O ( CreateCfsRule ) FAF G RAEFIRI,
FONBEOIERIEIRS « 200k/FD.

EOEFATE : 2019-07-09 20:09:04.,

EORIRESE EN,
2. BMINSE
LITNBERSHGIRNFIE TEROIBERSHFRD NHESH |, TEARSHGIRDAHLERSE,
SHER Wik AEENULL 28 Ak
Action = & String NS, AEOBYE : CreateCfsRule
Version = = String  AHSE, AEOEYE : 2018-04-16
Region 2 S String  AHSE, FRFRSIFIRFIZR(TODO)
PGroupld = B String  #XRZEID
RWPermission B B String  EBEIR, AlIESEL : ro, rw, roSRE , rwhiES |, NERIANES
BFPHGR , 5i%24Y : all_squash , no_all_squash , root_squash ,
no_root_squash, HEHall_squashuRrEia) &I HEZ P
4 ; no_root_squash/askifsiIroot FI P R rootik SR, FEZIAS
no_root_squash,
AuthClientIp 2 B String  AIFAIAIAYE il PHEEE RS
Priority = & Int64 HLER , 240eE1-100, B 1 &S  10085(K
3. WHESE
SHBR et R
Ruleld String FMID
PGroupld String PRZEID

WIS : B emEX 26166 T1 20573

\|
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SR ESid) fER

AuthClientIp String ZFigIP

RWPermission String EERR

UserPermission String FFPIR

Priority Int64 IR

Requestld String H—EK ID , &XiEKREPIRE. BRI EEREIZRIEKA Requestld,
4. tERG

PAIMRFIE 7O SZEEXAERE | Bt ERGFE N TSR,

FEIR TR
InvalidParameter

InternalError

InternalError.GetAccountStatusFailed
FailedOperation.PgroupInUse
InvalidParameterValue.DuplicatedRuleAuthClientlp
InvalidParameterValue.InvalidAuthClientlp
InvalidParameterValue.InvalidPgroup
InvalidParameterValue.InvalidPriority
InvalidParameterValue.InvalidRwPermission
InvalidParameterValue.InvalidUserPermission
Resourcelnsufficient.RuleLimitExceeded
ResourceNotFound.PgroupNotFound
FailedOperation

UnsupportedOperation

WS : BRmEmEX 28167 TW #205;
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PRSI RSt

BIFEAYE: 2025-01-20 17:15:21

1. O

EOBEKEE . cfs.api3.finance.cloud.tencent.com,
TR RS

BOAEZEOISRIREPRE : 200%/FD,

EOEFRAYE : 2019-07-09 20:18:47,

EOBEIOES &N,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WAIS FBEFNULL i Tk
Action = S String NHBE, KIZOBYE : DeleteCfsFileSystem
Version 2 & String NS AEOEYE : 2018-04-16
Region B S String RNESH, FEIFRSIEAIMEEIZR(TODO)
FileSystemId 2 = String MRS 1D
A MM
3. S
SHEWR it A
Requestld String W—iEK ID , 8XIEREPSIRME. EBNBEERAZRIEKE Requestld,
>N
4. $ERE
PARYFIE T OS5 B EIERREIRS , Bt EnRSiF N A R0,
HHiIRtS ik

InvalidParameter
InternalError
InternalError.GetAccountStatusFailed

FailedOperation.MountTargetExists

WS : BRmEmEX 25168 TW #205;
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FEIRD fEk
InvalidParameterValue.InvalidFileSystemld

InvalidParameterValue.InvalidRegionZonelnfo

InvalidParameterValue.MissingFsParameter

ResourceNotFound.FileSystemNotFound

UnsupportedOperation

WS : BRmEmEX 2169 TW #205;

\|



X BIHSTCE ST{ARRE ( CFS)
MR BRZE
RITEFATIE: 2025-01-20 17:15:21
o 4
1. EOfAR
EOIERER : cfs.api3.finance.cloud.tencent.com,
740 ( DeleteCfsPGroup ) FAFMIBRIFRE,
EOMZECIERINERS) - 200%/70,
EOEFAYE : 2019-07-09 20:20:49,
BOBERESE NEN,
A M2
2. WMASE
ATBRESHGIRIGH TEROBERSHIED AHSEY | RBAHSHGIRIALERSH
SHER WAL FEVFNULL &g TR
Action 2 B String NS, AEORYE : DeleteCfsPGroup
Version 2 S String NHSE, KEORUE : 2018-04-16
Region B S String AHBH, FERFRISHMERZIZR(TODO)
PGroupld 2 & String RPREAID
A MM
3. S
SR =it )%
PGroupld String SRZEID
Appld Int64 FAFID
Requestld String W—i5K ID , 8XIEREPSIRE. BRI EEREZRIEKE Requestld,
j:t\
4. $EiR1S
PATBH 7O SSZEEXAEIRIE , BfbERGIF A =R,
FEIRMG fEA

InvalidParameter

InternalError

WS : BRmEmEX

%170 T #2057
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FEIRD 5

[

InternalError.GetAccountStatusFailed
FailedOperation.PgroupInUse
InvalidParameterValue.InvalidPgroup
ResourceNotFound.PgroupNotFound
FailedOperation

UnsupportedOperation

WS : BRmEmEX 171 T #205;
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X{HEfiE (CFS)
TR BRZE AL
B EEFRATIE: 2025-01-20 17:15:21
7 4+
1. #FOfEA
EOIERER : cfs.api3.finance.cloud.tencent.com,
A2 ( DeleteCfsRule ) FBFHBRARAERIA,
EOMZECIERINERS) - 200%/70,
EOSEFRAETAE : 2019-07-09 20:32:56,
OB E NEN,
A M2
2. MASH
ATFBRESHGIRIGH TEROBERSHIED AHSEY | TRBAHSHGIRIALERSEH
SHER WAL FEFNULL St b
Action = & String nHE&# , NEOEYE : DeleteCfsRule
Version 2 & String NHESE, AEORYE : 2018-04-16
Region B S String AHBH, FERFRIFHMERZIZR(TODO)
PGroupld 2 & String RPREAID
Ruleld 2 S String FMID
A M
3. IHEE
SHER it R
Ruleld String FMID
PGroupld String RPRLEID
Requestld String H—iEK ID , ®RiEKREPSIRE]., EEMATEERAZXIEKA Requestld,
H >3
4. $ERE
LATYZIH T O S5ZEIERREIRD , EtERAF A
FHIRAS A
InvalidParameter
RS - B e EX 172 I H#205:



O BASTCE STHHEHE ( CFS)

FEIRD

)
4

InternalError
InternalError.GetAccountStatusFailed
FailedOperation.PgroupInUse
InvalidParameterValue.DuplicatedRuleAuthClientlp
InvalidParameterValue.InvalidAuthClientIp
InvalidParameterValue.InvalidPgroup
InvalidParameterValue.InvalidPriority
InvalidParameterValue.InvalidRwPermission
InvalidParameterValue.InvalidUserPermission
ResourceNotFound.PgroupNotFound
ResourceNotFound.RuleNotFound
FailedOperation

UnsupportedOperation

WS : BRmEmEX 173 @ #205;
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O BASTCE STHHEHE ( CFS)

FHXEA AR

BIFEAYE: 2025-01-20 17:15:21

1. #EOfER

EOBEKEE . cfs.api3.finance.cloud.tencent.com,

A0 ( QueryAvailableZonelnfo ) RFEIRXIFAIAT BB,
BOAEZEOIERIREPRE : 200K/FD.

EOEFRAYE : 2019-07-01 11:17:09,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Whi%E FEEFNULL St R

Action 2 & String AHESE, AEOBYE - QueryAvailableZonelnfo
Version =2 & String NS AEOEYE : 2018-04-16

Region £ S String NEBH, FEIFRSEAIMEEIZR(TODO)

3. S

SHETR ESig fA

RegionZones VersionCtrIRegion ARSI

Requestld String HE—EXK ID , ®XiEKRESIRE, BRI EEREIZRIEKA Requestld,
-3
EllBEﬁE_'J

ZEOGLWSZEEXAERD , BtEREFE A HER

P4
=
dA
°

WS : BRmEmEX %174 W #H205;



O BASTCE STHHEHE ( CFS)

ERNHRS

BIFEAYE: 2025-01-20 17:15:21

=7 R
1. #FOfEA
EOBEKEE . cfs.api3.finance.cloud.tencent.com,
BTFEEXXERSR
EOMZECIERINERS) - 200%/70,
EOSEFRAETAE : 2019-07-09 20:44:29,

EOBEIOES &N,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Whi%E FEYFNULL ESic) R

Action 2 S String ~HBE, KIZFOBYE : QueryCfsFileSystem
Version =2 &5 String NHESE | AEOEYE : 2018-04-16

Region 2 S String AHSE, FIFRIFERFIZRTODO)
FileSystemId & B String XERS ID

InternationalFlag B B Uint64 IHIRIYE LR |, RepE R SRR

3. S

SEEFR -t A
FileSystems FileSystemInfo XHRAER
Requestld String HE—EK ID , ®XiEKREPSIRE, BuAREERAZRIEKA Requestld,
H 3
4, EllBEﬁE_'J

UG T Ol S5BIEERA0EIRD | BfhiERADIFE I A iEiRe

Jdr
°

HIRAD A
InvalidParameter

InternalError

WIS : B emEX %175 T #2057
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FEIRD 5

[

InvalidParameterValue.InvalidFileSystemld
InvalidParameterValue.MissingFileSystemIdOrRegion
InvalidParameterValue.MissingFsParameter

InvalidParameterValue.UnavailableRegion

WS : BRmEmEX 2176 TW #205;
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O BASTCE STHHEHE ( CFS)

ERNRES IR

BIFEAYE: 2025-01-20 17:15:21

1. #OfEA

EOBEKEE . cfs.api3.finance.cloud.tencent.com,
A0 (QueryCfsPGroup ) BT EWIRAIIE,
BONEOIBRIRERIRE] : 200R/FD,

EOSEHAYE : 2019-07-09 20:59:03,

EOBEIOE S &N,

2. NS

LATBRESHFIRINGH TEROBERSHIED AHSEY | TBAHSHGIRIALERSEH
SHER WAL FEFNULL St fik
Action 2 S String ~HBE, KZFOBYE : QueryCfsPGroup
Version = &= String NS, KEOBYE : 2018-04-16
Region = & String AHSE , FENF~RSEHBRFIZR(TODO)
InternationalFlag B B Int64 BEIUE A 1RT , BRIARPRLEFERZ
A MM
3. S
SHER it fEA
PGrouplist PGroups BIRABFETIE
Requestld String W—i5k ID , ®KiEKE=REl., EfITRATEERIHZKIEKA Requestld,
+0
4. FEIRAS

UG T 2O SSIZAEERA0EIRD | BERIIFER AR,
RS ik

InternalError.GetAccountStatusFailed

WS : BRmEmEX 177 W #205;



O BASTCE

BRI RN

BITEAYE: 2025-01-20 17:15:21

1. O

EOEKiEE : cfs.api3.finance.cloud.tencent.com,

ZA4Z0 ( QueryCfsRule ) ATEIINIREMIFIE,

FOAZCEISRERIRS : 200R/7D.
EOSEHAYE : 2019-07-09 21:05:52,

EOBEIOES &N,

2. NS

LATFBRESHGIRIGH TEROBERSEHIEO AHSE |, T8
SHBR whi%E FEFFNULL RE
Action = &= String
Version = =5 String
Region = & String
PGroupld = = String

A MM

3. FHEE
SHER St fiiR
RuleList PGroupRules IEREMNFIZE
Requestld String H—igk ID ,

0

4. FEIRAS

UG T 2Ol S5ZEERA0EIRD | EfhiEiRBIFER

FEIRED
InternalError.GetAccountStatusFailed

FailedOperation

WS : BRmEmEX

M{4FfE (CFS)

24, AZEOEYE : QueryCfsRule
NHSE, AEOBYE : 2018-04-16

REBH, FRFESISAHIEEIZR(TODO)

BRIEKREBSRE, ERERERHZIXIERE Requestld,

AR,

%178 T #2057



O BASTCE STHHEHE ( CFS)

Elljc FSHE&'{kIU\

BIFEAYE: 2025-01-20 17:15:21

1. #EOfER

EOBEKEE . cfs.api3.finance.cloud.tencent.com,

A0 ( QueryCfsServiceStatus ) FAFEIAAFERACFSRIBRSIAE.
BOAEZEOIERIREPRE : 200K/FD.

EOEFRAYE : 2019-07-09 21:08:59,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wi FEYFNULL St fER

Action 2 & String AHSE, AEOEYE - QueryCfsServiceStatus
Version =2 & String NHESE | ANEOEYE : 2018-04-16

Region B & String AHSE, FIFRIFERFIZRTODO)

3. S

SHBR RE fEiR
CfsServiceStatus String ZFAF ZRICFSIRSZAPIRE: | noneAZRFTIE , creating/sFFiES , created HEFFIE
Requestld String HE—IEK ID , ®XiEKREPSIRE., EUARAEEREZRIEKA Requestld,
4. A
AN 7OV S EERAIERID | BEERIDFE N SR,
FHIRAS A

InvalidParameter
InternalError

UnsupportedOperation

WS : BRmEmEX 179 W #205:



O BASTCE

B RFHERA

BITEAYE: 2025-01-20 17:15:21

1. FOfEE

EOEKiEE : cfs.api3.finance.cloud.tencent.com,

A0 ( QueryMountTarget ) B FEENERFHERAER

FOAZ OB ISR : 200R/7D.
ROSE#HAYE : 2019-07-09 21:17:31,

EOMIEE N,
A sl
2. MINSH
UNERSHFIRNIE T EOBKRSEEL A
SHEWR WAl FEFNULL
Action = &
Version 2 S
Region 2 &
FileSystemId = &

3. S

e C St
MountTargets MountInfo
NumberOfMountTargets Int64
Requestld String

4. FEIRD

PUNFUH T OS5I EERA0EIRD | BfERIDEN AR

EIREE
InvalidParameter

InternalError

WS : BRmEmEX

e
String
String
String
String
%
HEERERS
HERRHE
E—IEKID

M{4FfE (CFS)

HEH , TBAHBHGIRDATLERSH,

2% , AEOBYE : QueryMountTarget
RHSE, FROBYE : 2018-04-16

HBE , FERNRSISHEFIZR(TODO)

2>

MRS ID

BRiEKREIRE, BRI EERAHZRIEK Requestld,

p= 4
—
dA
°

6180 1 #2053



O BASTCE STHHEHE ( CFS)

HiRAD fk
InvalidParameterValue.InvalidFileSystemId

InvalidParameterValue.MissingFileSystemId

InvalidParameterValue.MissingFsParameter

ResourceNotFound.FileSystemNotFound

ResourceNotFound.MountTargetNotFound

WS : BRmEmEX 2181 T #205|

\|



O BASTCE STHHEHE ( CFS)

FrECFSIRSS

BIFEAYE: 2025-01-20 17:15:21

1. #EOfER

EOBEKEE . cfs.api3.finance.cloud.tencent.com,
ZA$E0 ( SignUpCfsService ) FBFFHECFSIRS.
BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2019-07-09 21:21:44,

EOBIIOEE NN,

2. NS

SHER i FeEFNULL &Sic) TR

Action P A String NHSE, KIZFOBYE : SignUpCfsService
Version 2 S String NHBE, AZFOBYE : 2018-04-16
Region B S String RESH, FENFRSISRMRFIZR(TODO)

3. S

SHBR RE fEiR
CfsServiceStatus String ZFPARICFSIRSHMRTE | none@KRFHE , creatingZ2FHES |, createdEEFHE
Requestld String HE—EK ID , ®XiEKREPSIRE., EUARIEEREZRIEKA Requestld,
4. R
AN 7OV S EERAIERID | BEERIDFE N SR,
FHIRAS fEik

InvalidParameter
InternalError

UnsupportedOperation

WS : BRmEmEX 25182 Tn #205;



O BASTCE

E N RGS

BIFEAYE: 2025-01-20 17:15:21

L. g

BEOERES
420 ( UpdateCfsFileSystemName ) BFEHNHRFARZ
FUAZ OB ISR : 200R/7D.

EOSEHAYE : 2019-07-09 21:23:35,

cfs.api3.finance.cloud.tencent.com,

ORI E S &N,

2. NS

LINERSHGIFRNGIE TEOBRSEFIES AHSE , &

M f4HFtE (CFS)

SHPIRNAHERSH,

NZ=

SHER Wik FEEFNULL KA ik

Action = S String ~HSE, KEOBYE : UpdateCfsFileSystemName

Version 2 & String NS, AEOBYE : 2018-04-16

Region £ S String AHBH, FERFRSISRMRZIZR(TODO)

CreationToken & & String FARPEENXNXHRFERZIR

FileSystemId 2 & String XHRFID

FsName & & String FRFBENMHRFERR , LR INT CreationToken
3. EitHZ4

SHAR &g R

CreationToken String AFBEENNERFETR

FileSystemId String XHRFEID

FsName String BREEMHRFEEFR

Requestld String W—iEK ID , @XiEREPIRE, BRI EERMAIZRIEKRA Requestld,

4. $E=ig

UG T 2Ol S5ZEERA0EIRD |, EfhiEiRBIFER

WS : BRmEmEX

NHEERD,

6183 1 #205m
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RS 5

=

InvalidParameter

InternalError

ResourceNotFound
InternalError.GetAccountStatusFailed
InvalidParameterValue.FsNameLimitExceeded
InvalidParameterValue.InvalidFsName
InvalidParameterValue.InvalidFileSystemld
InvalidParameterValue InvalidRegionZonelnfo
InvalidParameterValue.MissingFsParameter
ResourceNotFound.FileSystemNotFound

FailedOperation

WS : BRmEmEX 25184 TW #205|
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O BASTCE

BRI RSN PRE

BIFEAYE: 2025-01-20 17:15:21

1. #EOfER

EOBKES :

cfs.api3.finance.cloud.tencent.com,

M f4HFtE (CFS)

ZA4Z0 ( UpdateCfsFileSystemPGroup ) FBTE#HS4 RS E R RE

FRONEIERERERIRE] © 2000/%0,
RO SEHATE : 2019-07-09 21:25:13,

EOBIIOEE NN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

SHER Whisk FEYFNULL
Action 2 =
Version = =
Region 2 =
PGroupld = =
FileSystemId 2 &5

A M

3. FitH &

SHER &3t fEA
PGroupld String RPRAAID
FileSystemId String XHREFKID
Requestld String

-3

4. FEIRAS

UG T 2O SSIBEERA0EIRD | BfERIFEN L

FEIRD

InvalidParameter

WS : BRmEmEX

String
String
String
String

String

22 , AZOBYE : UpdateCfsFileSystemPGroup

NHESE, KZOEYE : 2018-04-16

N

AHBE, FRSIFIMIESIZR(TODO)
PREAEID

XHRZID

WE—iEK ID , ®RiEKEIRE, TR FERHZRIERE Requestld.

BRI,

6185 1 #2057
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FEIRD 4

[

InternalError

ResourceNotFound
InternalError.GetAccountStatusFailed
FailedOperation.PgroupInUse
InvalidParameterValue.InvalidFileSystemld
InvalidParameterValue.InvalidPgroup
InvalidParameterValue.InvalidPgroupld
InvalidParameterValue InvalidRegionZonelnfo
InvalidParameterValue.MissingFsParameter
ResourceNotFound.FileSystemNotFound
ResourceNotFound.PgroupNotFound
FailedOperation

UnsupportedOperation

WS : BRmEmEX 25186 TW #205|

\|



O BASTCE STHHEHE ( CFS)

EM XU RGFEEERT

BITEAYE: 2025-01-20 17:15:21

=7 R

1. #FOfEA

EOBEKEE . cfs.api3.finance.cloud.tencent.com,

2420 ( UpdateCfsFileSystemSizelimit ) FBFEH X4 RAFEDSERE],
EOMZECERINERS) - 200%/70,

EOSEFRATE : 2019-07-09 21:26:45,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wi FEFFNULL &<t fEA
Action = S String ~HBE, KIZFOBYE : UpdateCfsFileSystemSizeLimit
Version 2 & String NS, KEOBYE : 2018-04-16
Region £ S String NEBH, FIFRSEAIMEHEIZR(TODO)
FsLimit = = Uint64 XHREFRERBIAN , BINTEEL-1073741824, 8{7/9GB
FileSystemId = B String XHRFID
A M
3. FitH &
SHER ESid) fiEA
Requestld String M—igK ID , BXiEkEIREl, EAMATEERMZXIEK Requestld,

j:t ~
4. i81=f8
LATAE T O SSBERRAYEIRS , EEREEN AT ERD,
HIRAD Rk
InvalidParameter

InternalError

InternalError.GetAccountStatusFailed

WIS : B emEX 26187 1 #205m3

\|



O BASTCE STHHEHE ( CFS)

HiRtD fEk
InvalidParameterValue.FsSizeLimitExceeded
InvalidParameterValue.InvalidFileSystemlId
InvalidParameterValue.InvalidFsSizeLimit
InvalidParameterValue InvalidRegionZonelnfo
InvalidParameterValue.MissingFsParameter
ResourceNotFound.FileSystemNotFound
FailedOperation

UnsupportedOperation

WS : BRmEmEX 25188 TW #205m|
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O BASTCE STHHEHE ( CFS)

EHRABEE

BITEAYE: 2025-01-20 17:15:21

7 A

1. EOHA

EOEKkiEE : cfs.api3.finance.cloud.tencent.com,
A0 ( UpdateCfsPGroup ) it fRAEE.
EOMZECERINERS) - 200%/70,

EOEFATE : 2019-07-09 21:28:47,

EORIRESE NEN,

2. MINSE

LITNBERSEHGIRFIE TEOIBRSHFRD AHESH |, TEARSHIIRDAHLERSEL,
SRR Wi FEEFNULL Sl ik
Action 2 & String ~HSE, AEOBYE : UpdateCfsPGroup
Version =2 & String NHESE | ANEOEYE : 2018-04-16
Region B S String AHBH, FRFRSISHMRZIZR(TODO)
Name & & String PRBZFR
PGroupld = & String NREID
DescInfo &5 & String HAER

3. WS

SR ESig) R

PGroupld String IPRLEID

Name String PRBZTR

DescInfo String AN IS

Requestld String H—iEK ID , BRiEKREPSIRE]., EEMATEERAZXIEKA Requestld,
4. 2D

UG T OSSR A0EIRD | BERIBFER A THEIRD,

WS : BRmEmEX %189 ™

\|
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O BASTCE STHHEHE ( CFS)

e ] 5

[

InternalError

InternalError.GetAccountStatusFailed
FailedOperation.MountTargetExists
InvalidParameterValue.DuplicatedPgroupName
InvalidParameterValue.InvalidPgroupName
InvalidParameterValue.MissingNameOrDescinfo
InvalidParameterValue.PgroupDescinfoLimitExceeded
InvalidParameterValue.PgroupNamelLimitExceeded
ResourceNotFound.PgroupNotFound
FailedOperation

UnsupportedOperation

WS : BRmEmEX 2190 T@ #205;

\|



O BASTCE STHHEHE ( CFS)

EHTA BRI

BITEAYE: 2025-01-20 17:15:21

7 A

1. EOHA

EOEKkiEE : cfs.api3.finance.cloud.tencent.com,
A0 (UpdateCfsRule ) F3TEFTHPRAIN,
EOMZCERINERS) : 200%/70,

EOEFHATE : 2019-07-09 21:30:30,

EORIRESE NEN,
2. MINSE
UTNBERSHGIRNFIE TEOIBRSHFED AHESH , TEARSHIIRDAHLERSLH
SRR Wik FIFNULL 58 R
Action 2 & String  AHSE, AEOBYE : UpdateCfsRule
Version 2 &5 String NS ANEOEYE : 2018-04-16
Region 2 S String  AHSE, FRFRSIFRFIZR(TODO)
PGroupld 2 = String  #PRAID
Ruleld = B String ~ FWID
AuthClientlp & & String  AeIFBIAIAYE PP Ek it EY
RWPermission & & String  ESENR, ANESEL : ro, rw, roSREE , rwAIES
BFPHGR , 5i%24Y : all_squash , no_all_squash , root_squash ,
no_root_squash, HEHall_squashuRrEia) &It HESZFEFE
UserPermission & B String  FIF4E ; no_all_squashikRIAF S SANIEFINE , LA MEHEIRET
NEBRBFEAFA ; root_squash/3ig3kifHIroot FIFIRET AER FIF A
F4H ; no_root_squashg3&iaRroot AP {RFrootik SR,
Priority a a Int64 MRSk , £808E1-100, Heh 1 A&k 10085%(K
3. B
SHER it fEA
PGroupld String RPRAAID
Ruleld String FMID

WIS : B emEX 6191 |1 #2057

\|



O BASTCE STHHEHE ( CFS)

SEER ESid) fER

AuthClientIp String FVFRIERYE FinkIP

RWPermission String EERR

UserPermission String FFPR

Priority Int64 AR

Requestld String H—EK ID , &XiEKREPIRE. BRI EEREIZRIEKA Requestld,
4. tEIRtG

PAIMRFIE 7O SZEEXANERE , EERGFEN A SR,

FEIR TR
InvalidParameter

InternalError

InternalError.GetAccountStatusFailed
FailedOperation.PgroupInUse
InvalidParameterValue.DuplicatedRuleAuthClientlp
InvalidParameterValue.InvalidAuthClientlp
InvalidParameterValue.InvalidPgroup
InvalidParameterValue.InvalidPriority
InvalidParameterValue.InvalidRwPermission
InvalidParameterValue.InvalidUserPermission
InvalidParameterValue.RuleNotMatchPgroup
ResourceNotFound.PgroupNotFound
FailedOperation

UnsupportedOperation

WS : BRmEmEX 2192 Tm #205;



O BASTCE STHHEHE ( CFS)

HfthizO
ERXEERRE

BITEAYE: 2025-01-20 17:15:21

o -

1. EOHA

EOEKkiEE : cfs.api3.finance.cloud.tencent.com,
EERiEgERRER , RETENE
BOAEZEOIERIRERPRE : 200K/FD,

EOSEFATE : 2019-07-01 10:55:57,

EORBESREN.

2. NS

UTNBERSEGIRGIH T ROERSEHBO NHSE |, TBEAHSHIIRNAHIERSH,

SHEBR Vasis FEFNULL ESid) 5%
Action = & String ~HSE, KZFOBYE : QueryMountTargetsWithRegion
Version =2 &5 String NS, AEOEYE : 2018-04-16
Region £ S String NHEBH, FIFRSSRIMEHEIZR(TODO)
A Y 24
3. BitHZE
SHETR et R

MountTargetCollection =~ MountTargetCollectionWithRegion  3F#mFIZE

W—iEXK ID , 8RiEKEPSIRE., EEMITEERZR

Requestld String 5k Requestld,
4. $E=ig
PATBH 7O SSiZEEXAEIRID , BfbEnRGIF N A HEIRE,
tHIRAS A

InternalError

InvalidParameterValue.InvalidFileSystemId

WS : BRmEmEX 2193 @ #205;



O BASTCE STHHEHE ( CFS)

HiRtD A
InvalidParameterValue.MissingFileSystemld

ResourceNotFound.FileSystemNotFound

WIS : B emEX 28194 ;1 #2051

\|



O BASTCE STHHEHE ( CFS)

SRS

BIFEAYE: 2025-01-20 17:15:21

FileSystemInfo

MHRFEAER

WA T4EO3S | : QueryCfsFileSystem

AR WA FBEFNULL v AR
CreationTime 2 & String EUzEERTIE)
CreationToken 2 & String FAFPBENEFR
FileSystemId 2 B String XHRFID
LifeCycleState = B String YHRFRES
SizeByte = B Uint64 YHEGEEREE
SizeLimit = B Uint64 XHFEGERARZ AR
Zoneld =2 &5 Uint64 XiFID
Zone =2 & String X2 FR
Protocol 2 & String MR Gt ZER
StorageType = B String MRS FiEEE
StorageResourcePkg =2 & String X RFHENFEE
BandwidthResourcePkg 2 & String N RGP ER
PGroup = B PGroup X RFHPENREER
FsName = & String BRBEENER
Encrypted = £ Bool XHRGREINE
KmsKeyld = B String INZFRERNER |, eTLAAZSARIIDEEARN
VersionCtrlRegionZones
XA AR
WA EEOSIA -
AR Wi FEVFNULL ESid) 1%
RegionZones g2 & Array of VersionCtrlRegion XiETRER

WIS : B emEX 26195 1 #2057

\|



O BASTCE STHHEHE ( CFS)

MountTargetCollection

MountTargetCollection

WA T™EOSIA -

fre

TR
NumberOfMountTargets = & Int64 HEERHE

FileSystemId 2 B String X FRS ID

MountTargets 2 S Array of MountInfo EHAIFS

TagRows

MHRGREEE
HAOT™EOSIA -

BT Wi FEFNULL KA 1t

[

TagKey 2 = String 15

R
T

TagValue =

)
B
I

String L

FileSystemId =

iy
(V2]
—
=,
>
«Q

MHRFID

SizelnBytes

YHEGREES  BEOFER , 2054
#ANTEOSIA -

=2 Whidk FEFFNULL

W
i

fik

Timestamp

i

FS String BiE)E;

Value

alil

& String NI RFHEE

FileSystems

MHRFEAER
#EANTEOSIA -

B Wik FEFFNULL St fik

CreationTime P B String BlERATE]

WS : BRmEmEX 2196 TW #205|

\|



O BASTCE

AR Wi FEHFNULL ESid)
CreationToken = &= String
FileSystemId = &= String
LifeCycleState 2 &= String
SizeByte = = Uint64
SizeLimit 2 & Uint64
Zoneld 2 & Uint64
Zone 2 = String
Protocol 2 5 String
StorageType = &= String
StorageResourcePkg = = String
BandwidthResourcePkg = = String
FsName = = String

VersionCtrlType

A TE - S5 E0E4E

WA T4EOS A : QueryAvailableZonelnfo
SR Wik FEENULL 288 fEk
Protocols B & Array of S

VersionCtrlProtoStatus

Type = &= String

VersionCtrlRegion

R - XI5 R

WA T™03 | - QueryAvailableZonelnfo

AR Vs
Region =

RegionName 2

FOEFNULL 258U

) String
B String

WS : BRmEmEX

B, FIR(ER"SD” : R, "EP”

"TA”  AERSR

fik

Xi=HR , 40"ap-beijing”

Xt #R , 40"bj"

M f4HFtE (CFS)

fik

BFRBEREXER
XHRSFID
WHRRCEERBE
MR FERAZRPRE]
XigID

IR R

MR GNINEE
MR GerriERE
MG RGERERFIES
MHRFHENTER
BFRBEREXER

DIRIERL, HP' Bt

26197 T #2057

\|



O BASTCE

R Wik SREFFNULL
RegionStatus =~ 2 B
Zones =z a

MountTargetCollectionWithRegion

FFQueryMountTargetsWithRegioniz[

#HanT™EASIA : QueryMountTargetsWithRegion

AR
NumberOfMountTargets
FileSystemId

MountTargets

Wik

=
=
=

=

=
=

MountTargetsWithRegion

HFQueryMountTargetsWithRegioniz [

B TZEOS B © QueryMountTargetsWithRegion

2R Wi
Vpcld =
IpAddress =

PGroupRules

RPRBFINNZ 2=
e TEOS | - QueryCfsRule

B Wik FIFNULL
Ruleld = a
AuthClientIp = =
RWPermission = =

WS : BRmEmEX

X417 (CFS)
ESis) TR
Strin XEATAER , SRERNEDENTRAKGTIEREE , BUER
g AVAILABLE , &9UNAVAILABLE
Array of b4
VersionCtrlZone FIFXE
FEYFNULL KA fiik
& Int64 THREE
& String XHFES ID
& Array of MountTargetsWithRegion EERIFIS
FEEFNULL ESid) R
& String FABERZS 1D
= String HEHAIP
&g fiR
String ~ FMWID
String = AFHEEIEFIRIP
String  ESRIR, roARE , rwhiES
198 Tm #205m



O BASTCE
BFR Wik

UserPermission =

il

Priority

MountInfo

HEHRER

FBEFNULL

iy

iy

B T™ZEOS B : QueryMountTarget

SR

FileSystemId
MountTargetld
IpAddress

FSID
LifeCycleState
NetworkInterface
Vpcld

VpcName
Subnetld

SubnetName

PGroups

PRLAEA

Wi FEEOSIA  QueryCfsPGroup

=2
PGroupld
Name
DescInfo

CDate

WS : BRmEmEX

Ni4EFE (CFS)

St fEk
PR, Hrall_squash AFrEiLERFESawiRG hESBFERFE ;
String no_?lI_squashﬂgiﬁrﬂﬁﬁ)ﬂ%%'_ﬁ%tsm%}ﬂ U EEE%MEEH%Q?%E%%
FEkFIF4E ; root_squash/oigskisiIroot FIF ST AERZ AP EAEFE ;
no_root_squashaskiffroot FlF{FFrootik SR,
Int64 AL , 1-100, He 1 85%E , 10055(K
Wik FEFFNULL eS| Ak
2 & String MRS ID
e & String EHAID
2 & String EHRIP
2 = String HEHIRER
= S String EHARS
= B String WYL SR
= ) String FABML ID
2 = String FAERBEIR
= = String FM Id
= ) String FREZFR
FEEFNULL St fEk
sy String RPREAID
S String BPRBEZFR
B String HRER
& String BUFERTIE)

28199 I #2051

\|



O BASTCE

BFR WASE
BindCfsNum 2
ZoneSet
Xige] BfER
WanTEOSIA -
BFR Wik FEIFNULL
Zoneld = )
Zone = )
Type = =
Protocol = =
SaleStatus = a
Region 2 N

m

RegionName 2

VersionCtrlZone

WA - AT XA

X417 (CFS)
FEFNULL ESid) fER
B Int64 KERMHRF L
&Sic) fER
Int64 A RAKXID
String  ATAAXER
String  TR{EREY, FE(EH"SD" : ffE. "EP” : REBY, "HP" : SRR, "TA" - (IR
String  MYZERL, ANEEHNFS”, "CIFS”
String E;@j{’.‘} Eﬁ%{ﬁﬁ"sale_out" BB “saling” : A&, “no_saling” : AATH
&, “reserved” : {RE5.
String  XIH&FR , 20"ap-beijing”
String  XIHEFR, 20"bj”

#ANT™EO3 | : QueryAvailableZonelnfo

BFR WAsE

Zone =

Zoneld =

ZoneCnName =

Types =
CfsKmsKeys
CfsKmsKeys

HWANT™EOS I : QueryCfsKmsKeys

BR WAisE

WS : BRmEmEX

FEFNULL il A
& String BT FAXEMR
& Int64 AAKXID
= String AJFRXFIETR
&= Array of VersionCtrlType Type#itH
FAIFNULL it R
25200 ;7 #2051



O BASTCE

AR AT FEVFNULL
NextRotateTime = =
Owner = =
KeyRotationEnabled = ra
Keyld = =
Alias = =
CreateTime = =
Description = =
KeyState = a
KeyUsage = =
Type 2 )
CreatorUin = =
PGroup

MR FHERPRARER

WA O3S - QueryCfsFileSystem

B WATSG FEVFNULL
PGroupld = &=
Name = &=

VersionCtrlProtoStatus

ARANEH-tFIE

#WHITEOSIA - QueryAvailableZonelnfo

Int64
String
Bool
String
String
Int64
String
String
String
Int64

Int64

M{4FfE (CFS)

R
TIRECHERTTRIEL
ZRBEE
RIRRERAIE
KeyR9ID
ZiARIE

ellEEt N1

RRTE Y

KeyIR7 , Bi%(E /9 Enabled” , "Disabled”

RGeS

Keyz&8l

BlEEUIN
KB fatk
String RPRAAID
String RUPRBAEZFR

e Wik FBIFNULL 268 R
SaleStatus 2 & String EEIRTE, T%ER sale_out” : &, "saling” : ©J&. "no_saling” : AoJiHEE
Protocol 2 & String  PHNSEEL, ENEEF"NFS", “CIFS”

WS : BRmEmEX

6201 1 #2057
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O BASTCE STHHEHE ( CFS)

HIRh

BIFEAYE: 2025-01-20 17:15:21

IVl
SERELEHEE Error 267 , NEETIER APLEECISN. D

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
e
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}

Error FfY Code FHIRAS , Message FRNZia=AIEAER.

HIRIDYIZR

ARG
Hixhg WiEA
AuthFailure.InvalidSecretld FIHIEL (AR API BZ4AEY ) ,
AuthFailure.MFAFailure MFA $5i%,

B FE. BEEHENEZRESCHMREESR | ISER | BOEERES

AuthFailure.SecretldNotFound e
EHSIEH , i ERAIEMEEERE.

pa=An i 2. ol <18 |:|\\ [AS ‘EE‘\\A NIEIES /_\\‘\
AuthFailure SignatureExpire FRIGEA. Timestamp FIRSH[AVEEENMSEIRSH | BEEAMI EEEFIRER

BREE,
AuthFailure.SignatureFailure BERER. SRITEER  BYBRARARNPIZEOLECERES Bt EEE.
AuthFailure.TokenFailure token fHiR,

AuthFailure.UnauthorizedOperation &3k CAM 181,

DryRunOperation DryRun #{F , RFBFIGLEMING , RRSET DryRun 2.
FailedOperation BRAER,

InternalError MEREEIR,

InvalidAction BEORNFHE,

InvalidParameter SHEER.

InvalidParameterValue SHEYEEIR,
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Hixh iEA
LimitExceeded IS ECRRBRE .
MissingParameter TROSEGEIR,
NoSuchVersion BEORATRFE.

RequestLimitExceeded TERAREGET 7 IREPRE .

ResourcelnUse RIS .
Resourcelnsufficient RIFAE.
ResourceNotFound BRAFIE,
ResourceUnavailable RIFARTF,
UnauthorizedOperation RIFTURLE,
UnknownParameter RISEEEIR,
UnsupportedOperation EMEARSTHE,
UnsupportedProtocol http(s)IBXRIMSEEIR , R32KF GET #1 POST 153K,
UnsupportedRegion BEOA SR T E I,
AV S5HERAS
ERAD

InvalidParameterValue.MissingZoneOrZoneld
UnsupportedOperation.MissingKmsAccessPermission
InvalidParameterValue.InvalidFsSizeLimit
InvalidParameterValue.UnavailableRegion
FailedOperation.MountTargetExists

InvalidParameter
InvalidParameterValue.InvalidZoneld

InternalError
InvalidParameterValue.InvalidPgroupName
InvalidParameterValue.MissingSubnetidOrUnsubnetid
InvalidParameterValue.InvalidFsName
InternalError.GetAccountStatusFailed

Resourcelnsufficient.RuleLimitExceeded
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O BASTCE STHHEHE ( CFS)

FHIRAD izl
InvalidParameterValue.InvalidVip

ResourceNotFound
InvalidParameterValue.InvalidPgroup
UnsupportedOperation.DisabledCfsEncryptionKey
ResourceNotFound.MountTargetNotFound
InvalidParameterValue.MissingVpcParameter
InvalidParameterValue.FsNameLimitExceeded
Resourcelnsufficient.FileSystemLimitExceeded
InvalidParameterValue.PgroupDescinfoLimitExceeded
InvalidParameterValue.UnavailableZone
InvalidParameterValue.DuplicatedRuleAuthClientlp
InvalidParameterValue.FsSizeLimitExceeded
ResourceNotFound.FileSystemNotFound
InvalidParameterValue.MissingFsParameter
FailedOperation.PgroupInUse
InvalidParameterValue.MissingFileSystemIdOrRegion
InvalidParameterValue.DuplicatedPgroupName
UnsupportedOperation.UnauthorizedCfsQcsRole
ResourceNotFound.RuleNotFound
InvalidParameterValue.InvalidPgroupld
Resourcelnsufficient.PgroupNumberLimitExceeded
InvalidParameterValue.InvalidEncrypted
InvalidParameterValue InvalidVpcParameter
InvalidParameterValue.MissingFileSystemId
InvalidParameterValue.InvalidFileSystemId
InvalidParameterValue.InvalidStorageType
InvalidParameterValue.InvalidUserPermission
InvalidParameterValue.InvalidMountTargetlp

InvalidParameterValue.MissingStorageResourcePkg
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FHIRAD izl
InvalidParameterValue.MissingPgroupName
InternalError.CreateFsFailed
InvalidParameterValue.MissingZoneld
InvalidParameterValue.InvalidRwPermission
InvalidParameterValue.MissingVpcidOrUnvpcid
InvalidParameterValue.MissingKmsKeyld
InvalidParameterValue InvalidNetInterface
InvalidParameterValue InvalidSubnetld
UnsupportedOperation.InvalidEncryptionZone
InvalidParameterValue InvalidZoneOrZoneld
InvalidParameterValue.InvalidProtocol
InvalidParameterValue.RuleNotMatchPgroup
InvalidParameterValue.InvalidVpcld
InvalidParameterValue.ZoneldRegionNotMatch
UnsupportedOperation.DisablledCfsEncryptionKey
InvalidParameterValue.InvalidPriority
InvalidParameterValue.MissingNameOrDescinfo
UnsupportedOperation
ResourceNotFound.PgroupNotFound
InvalidParameterValue.InvalidAuthClientIp
InvalidParameterValue InvalidRegionZonelnfo
InvalidParameterValue.PgroupNamelLimitExceeded
FailedOperation

Resourcelnsufficient.RegionSoldOut
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