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o CFS STFI R FIMMY « 3285 NFS v3.0/v4.0 , CIFS/SMB2.0/SMB2.5/SMB3.0 1111,
- ERIRERESARGSE R | 16018,

o BRI RGBT 1000 A,

- BAEEEAN : 8TB,

=R ST
UID 55 GID 88

o LA NFS v3.0thYAT , MNRAHKAAFAESAFTERY UID 5 GID , MEE#HEER UID # GID ; & Linux AKX 4RTE
A9 UID 5 GID , NGSARIEAIEAY UID 71 GID BETXRBMENAIRFEMER.

o 4f§EF NFS vA.OtMYAT , 208 Linux RZhRAETF3.0 , M UID #0 GID #NS NFS v3.00AERE ; EARMPIZIRAMET 3.0, NG
324469 UID #0 GID #B¥ &7 nobody.

CIFS/SMB 1hiSGZiRER

o MYARASZHF : XFF CIFS , SMB 1.0 LA ERY SMB HMMARAS. {BAERINER SMB 1.01GES; , B9 SMB 1.05 SMB 2.0 LAGHY
WRASHELE | BB FIORITIE RZEFAEMRERTIRER LEENAR |, B , BTF37F SMB 1058 RIMARAE) Windows FmRERE
B LIRHHICIFHIERREA.

o AZFFFAFA NFS #1 SMB ipaE— M MHRS | Aszp@id ] HMEELE SMB XHREA,

o RIRMEMURFRANESIPRIZS , ARES/ BREBIRT ACL 1UPRIEHS.

* A3Z¥5 Sparse files , SXHESE , N-RINEEIR , EfF#TR ( Reparse Point ) & IOCTL/FSCTL #E,

o RIERTHaEEER ( Alternate Data Streams ) ,

e 73735 SMB Direct , SMB Multichannel , SMB Directory Leasing , Persistent File Handle & SMB 3.0 LA EhRARRI—LEtNIh
e,
R
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BRNMHFEESE | AENSHI=REXHRGASIR | NG RSFIRNE.

2. QI RS
B  RHOEXARGEE  EETERENTER | RFETRE | REEE.

FE aX
Jbiag R ECFR CFS 4 R Fonyibia,
HHEX  IEEREECE CFS XEHRFNIT K.
=gz P SRR N E A PR 7t N EE A AT
5 WERATEEAIFIERE | B R FE e S B AR LTS,
XHR SRS RFGHINEEEY |, NFS 8 SMB . Hrb , NFS #MYEIEST Linux/Unix i , CIFS/SMB MY EES
£ Windows Z i,
FABEMZE (VPC)
MR - BELIFAERE (VPC ) FCVMMISUHRFNTES |, BEEECIE N HRFMNMERFAENE., SNHRRBTIAEMNE
it BY , ARFHATRAMEZIRE |, WRBR—FABMEARBCVMLEFIREEIER.
- NREZNEHEHRFTEK , BEEEMNEHAX GRS,
BPRE BN ERFGIEE—MUREA |, SEREME T —HusRFaRBNIE. SRESR.
HISEHEIRE | IR IR A RFORIRES ;
FREs BERBEIRE | BRARSEH RIS EAIRE , REB AU RRIERS. SE BB RS IR
&, BANERESRIRE,
3. FHEHRER

1. SXHRGEESTEE | ERIXHRRTIE.

2. BRCOIENNHRRER  EAHRAEAEEFMH.

3. BEEHAER | BDATEEFEAE Linux TABERG SR Windows FRHEERSGS | BINESHIEH SIREMNERHOIITHERIRE.
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Eikl)

A FEHBNBAMATE Linux 5 LA CFS SRS,

SR SIEN A RFERIERR

FESBESN Sl RS R S,

L2 =L

KEDIBRIENBER Linux =IRSBEENERLZE | FEABER FTULMEREARNERA | KN BEHEER  E2ERHABEL 5%
Linux 31,

AR
BEREITMRSHEN  FEEASERKSHXIMAIER.

o BERKS : T Linux KBHIsLh , EIERIKSH—9 root (Ubuntu RFAEFJ ubuntu) .
* TY : BRAWIRRSEMNIZENER.
EHAERTRSE
* ERIRSERFIRIEES , BEERRHAIEENY VNCIEEE Linux =iRSH.
* BMAKSHIZLRITER,
5EA
Z&iHIEE , IE—HERE— N RAFPILERERIEER.

uFRILRIES
HHE , BEMASFIRSXERFIIMEENANE., EOILUEY telnet SIIE , BAS MR EFIHERFHKIHOEENT

SHZE SN = Fim s E FEIA IR ERIE 14

NFS 3.0 111, 892, 2049 telnet 11185%8928;22049
NFS 4.0 2049 telnet 2049

CIFS/SMB 445 telnet 445

B :
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CFS EHAXFF ping,

LIR3: EENHRS

8 NFS &S

1. [55h NFS Zis
A, BRERRFEFELRLE T nfs-utils B; nfs-common

e CentOS:

sudo yum install nfs-utils

¢ Ubuntu 8% Debian :

sudo apt-get install nfs-common

2. S fHER BRAR
ERTYIm<lEFHERBIRER.

mkdir <fHEHBRER>

7~

mkdir /local/
mkdir /local/test

3. EEEOH RS
NFS v4.0 #88 {3 T 5 <$EHl NFS v4.0 H#k,

 RERIEAT ¢

M{4FfE (CFS)

/AT e R LAR CFS =58 - MU RFFB-ERRIFIETIRE. E& norevsport 245 , EMKBEIERIERAHHY TCP w0 , AILA

(RIETEMESHIWKERE. ERIRINEREIERASTET  BERZEH.
/155, B3 IBRRAS Linux PZREER vers=4 3 , Bt vers=4.0 EHERE , TLAZEET vers=4,

sudo mount -t nfs -0 vers=4.0,noresvport <#E&m IP>:/ <FEHEF>

o HHA P IREENHRSRRS , BaR0ERMATERS IP.

o BRIFUAERNRXXHRFIMRER /. EXHRSTRFERE  JLEHZFER.

s FHEBER: EIRRSHL FEESNETER  FERFRERLE.

AR

<EHR P>/ 5 <FEHBETRER> 2B T8,
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M
o 3 CFSIRESH :

/ARSI LR CFS =& - EFFB-EHRIFBETIAE. EE norevsport 25 , EMLEEERFEREHHAY TCP w0 |
AILURIEERMEREEIRERAE. EFRIRTIXERANEREISTR , EIERZEE.

/15 BB IBARALInuXIZFE(EF vers=4 & , &R vers=4.0 EHERE , TTLI=IRER vers=4,

sudo mount -t nfs -o vers=4.0,noresvport 10.0.24.4:/ /localfolder

o 3EE; CFS FEHS :

/LA e SR LARI CFS #=H&-MHRFFE-EHRIFEFIRE, BE norevsport 2#j5 , FEMKZEZERIERRFH TCP ixO
AILMRIEERSSEIIRERAE. SRR ARFRIEER 2T , EERZEH.

/15 BIIBRRAS Linux RIZREGER vers=4 3 , B vers=4.0 EHEFE , AILSRERD vers=4,

sudo mount -t nfs -o vers=4.0,noresvport 10.0.24.4:/subfolder /localfolder

NFS v3.0 £ R T5&<SCH NFS v3.0 #3,

/AT S HILAR] CFS =Hl&8- X RFFR-ERRFBTIAE. BB norevsport 285 , FEMEEIERFEAEHHAY TCP ixO , AILA
RIBENEREIIRERE. ZERRIINGRFEEATH , BNERZESH.

/155, BB IBRRAS Linux MiZREGER vers=4 & , & vers=4.0 BEEHERE , TLASIRIER vers=4,

sudo mount -t nfs -o vers=3,nolock,proto=tcp,noresvport <}EEMAIP>:/<fsid> <fFHEHEFR>

o EERIP: ISEIENMARSGRS , BERIEMRTERR IP,
e NFS v3.0 {CHFFERER , REXEFRGEFEFA FSID,
s FHHBEMER  EIRRSHL  FEESNETER  FERFSELEE.

A

<HEHRIP>/<FSID> 5 <FEHBFRER> Z2EE— =18,
3 CFS FEFRRAINT :

/AT HILAR] CFS =Hl&8- X RFFR-ERRFEBTIAE. BB norevsport 285 , FEMSEIERFAEHAY TCP im0 , AILA
RIEENEREIIREHE. ZERRIINGRFIEEATH , BERZESH.

/155 | BB IBARAS Linux MIZREGER vers=4 8 , &5 vers=4.0 BEHERE , TLASRERS vers=4,

sudo mount -t nfs -o vers=3,nolock,proto=tcp,noresvport 10.0.24.4:/z3r6k95r /localfolder

4. EEEHERER
HEHCTE | BB THRSEECERIIXMARS |

mount -I

BATLMERIT df @SEEZMRFANSERER (1R BT If ®9F | RATE/MEIRAERES M. (BESREREENRE
i ; WRHBE mount -| BYEIL. SKEBGRASHILAMEERER ) ¢
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df -h

R

FBAEEHRIRE |, IHFHERE R TR EENAEN 2 CFS SRR EMISER AN EREEHITIES ( mount ) #1E.
$EH CIFS/SMB 4R %
1. Bzh CIFS Zis

EEE , ERERAPBELET cifs-utils |, LEAEINT : CentOS :

sudo yum install cifs-utils.x86_64 -y

2. QlESERBmER
ERA TSl ER BImER.

mkdir <fFEHBRER>

=~

mkdir /local/
mkdir /local/test

3. ERHRE
{EFAT5Iar<SEH CIFS H3E.

//BE0RER

//vers : 37852 1547 3. OMMARA | BAIAEE91.0

//uid : FEERINE | ERTBRIFR. WRFIKE uid , MEIA uid=0,

//gid : HEFRIE | XEFFERRFE,. MRFKIKE gid , MELA gid=0,

//uid/gid S FEHWHELENBIETIEENEXHMEE | RSB EIERE vid §1 gid AR EKF

//noperm : EFIHAMESPRICE , WSRBRINRIELEAIER , sTLAINEIEE]

//actimeo : EFIHEFI 4B TTEURERE

//nocase : WIREALORAEE , BMASRKH KNG , 28 linux cifs EFiREIEINA/NSREHE windows B imisa)i i
DiElRR , windows AXDKINE,

[/7EIE0T

mount -t cifs -o guest,vers=1.0,uid=1000,gid=100,noperm,actimeo=1,nocase //<¥E# IP>/<FSID> /<{FHEEHBEIrBR>

o HEERIP : ECIESG RS , BahfVERRIERR IP,
o BERFUAERERSXERSER FSID.
o FHHBEMER  EIRRSHL  FEESNERER  FERPSELEE.

R

<FSID> 5 <fFEHBERER> ZAF— =18,

M
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mount -t cifs -o guest //10.66.168.75/vj3i1135 /local/test

4. BEEERRER
EHoTE | BERN TR SEECERNXARS |

mount -I

LALERT df SsSERXHRANTERER (IR T df <5 | RATRERIMRAERENR. BREINERFENR
i ; WAHBRE mount -| BYBEIL. SKEBRAFHILAEERER ) -

df -h
AR
B SEHRIRE |, ARSI RIEN TRZEINAE O CFS MU RAHEMISER AN B RESHITESL ( mount ) 12/E,

STRA HEHEHEEER
PR TEBMARSAR , BERNTHS. b BREHR HIRERSE THRANSRE,

umount < BREBFR>

<l

umount /local/test

R
T df 5 | ERIUEAIVMIRAERES A, BRMESREENER ;| EHERE mount -1 f9EIH. RIRERRSGSIHFIEE

BER. B, BRENEEEESRAZEFIRRITCHTEEN AR RIEE | LBRSERARE.

HERS: RIFFIR

pE =
NERGMIRE , BRATIRE |, BIERSER G2, RN ER,

EAILMNERIERIESHRSE, EAXHEMEERE | EPRERIASERS: , BE (MkR] 7 (FA] | BIETRIBRSTERSE.
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EWindowsZ P _H{ERCFSYXA4 RS

BIREHAYE: 2024-10-17 17:10:00

Eikl)

R NEFERNBAETE Windows ZFim (R CFS XAHRES. A155|LL Windows Server 2012 R2 A1 , BEfhRAIRIER S |, Flu0
Windows Server 2008 & Windows Server 2016 &{/E/5i%ER.

IR RGRIERR
FHRSTES MO R R,

RS
AERSRIENMBER Windows RIS SBATEFATTIE.

AR
BERFITMRS RN FEEASERIKSHXIMAIED.

o BERKS : XTF Windows SEURILA] , BERRMSHE—/I Administrator,
o HTY B AWLEIRSERITIRERE.
EHAERAIRSH
1. ERIRSS=RYIRAGRIEY , REERATET VNC iEEZE Windows =iRSSEE.
2. @I EEE FAKEE Ctrl-Alt-Delete (s SHARAZRAME.
3. BIAKKS (Administrator ) fIEBEIATER,
R
Z&in /M=, BE—HERE— BRI LEREREER.

INIFRILRIE(S

HEE , SERIASPESHRFENMETAY ( FEE Windows ZFIRER TelnetiRsS ) . TLUEIT telnet A5SIIE , BAAZ M
WREFIHRERFRGEOESWT

MR Gt = Fim s E FRIA RIS BRI 14

NFS 3.0 111, 892, 2049 telnet 1118& 8928#& 2049
NFS 4.0 2049 telnet 2049

CIFS/SMB 445 telnet 445

R
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CFS EASZHF ping.

$# CIFS/SMB XH4& %
£ CIFS/SMB S RSEFIHAT, | BRI THEE S B R,

BUASTHERXERS
51 FSID TR RS , HEH@mSUT.

net use <HZEEHRZFR>: \\<#EFir1 [P>\FSID

)

net use X: \\10.10.11.12\fjie120
-
FSID mILARl [ EFEEHIE]) > [MERERIFRE] > EERER] F3RE.

B ER R TR RS

1. By, EATHARERE.
2. INRIER Winl0 g Windows Server2019 K ESRAHHEER S , BEEXLEMZE | IF Guest iia] SMB,

MER LB TRBIET

WiBA :
KFIHAPRIERAINEE |, HERE SR :

Guest access in SMB2 and SMB3 disabled by default in Windows
BB CMD |, LIEERGLIETUTES
reg add "HKLM\SYSTEM\CurrentControlSet\Services\LanmanWorkstation\Parameters" /v "AllowInsecureGuestAuth" /t

REG_DWORD /d 1 /f && net stop lanmanworkstation /y &8& net start lanmanworkstation &8& net start SessionEnv

3. FEXGEMAL , BEARE R IRGIRISEIKAEE.

4. FERHAIEOS | RE "RaIes BRFERR MR (B CIFS/SMB XMHRFZHERIRNEHESR ) | BE5thk.
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5. MACEEHIIXHRSAT |, AREHE— ISR ESHIIERRME.

R NFS XHRR

1. /3 NFS BRs%
THA , IFRRRREEEN NFS RS,

L B | EEHER > 2R > BRAgEKHE Windows Th8E,
2. EHIFORINABHEASED | RIFHALE | EERRESRT—H.

3. EIHRERE , WIENFS BRI , BT,

4, B,
5. BER=IRSSES | BIa5eaiE Windows NFS ZFImIRSS .

Wil :

Windows FKERAE S NFS ZFimiEln , 15 Windows Server iig{EZR % ek Windows Mk,
2. I NFS [RSRBE5D
1. ¥77F CMD @171 E , FHITUTHS :

mount -h

2. FHiR[E NFS BXEBNFRTR NFS ZFImIERIZETH.

3. RIERSAFMAFAE

1. UEBREMIETCMDHSTIE , BiTUITES | BXCEMER  AFESBF/BFALE , FHiEmountfILockSHENT
( Windows{¥3z3ENFS V3.0 , EARESHSIIRS )

reg add "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ClientForNFS\CurrentVersion\Default" /v AnonymousUid /t RE
G_QWORD /d 0 /f && reg add "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ClientForNFS\CurrentVersion\Default" /
v AnonymousGid /t REG_QWORD /d 0 /f && reg add "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ClientForNFS\Cur
rentVersion\User\Default\Mount" /v Locking /t REG_DWORD /d 0 /f
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2. JfTa0 T E< , EBfS NFS BEFIRARSS | (EIEMAGEMREN. SEBIER Windows RSt , EEKAGEMRERL.

net stop nfscint && net stop nfsrdr && net start nfsrdr && net start nfscint

4. E# NFS SRS
TEHNERFERMNAT | BYEREERNEY CMD TR,

o @Y CMD @i
£ CMD w47 TES , AN TGS , HERXHERR. Hb , REHREFEFN FSID,

mount -o nolock mtype=hard <3£#mIP>:/<FSID> <HZEHFZIR>:

<l :

mount -o nolock mtype=hard 10.10.0.12:/z3r6k95r X:
R
FSID @S LIRIMHRGHEHE > XHRFHERE > EHRERHIR,

EHESHRS

BYERAEPEHEER
ZWFESESNXMRS  RRRAOREEHE  BHINAKATSE (MiFF] &I, BIRM SR GRERE.

iEid CMD < NFS HERR
LHELERTEENFHEE=ER  BITAGSTREEFERUTHS. Hf "BERER" AREREE R RAITEREZ,

NFS 7431 :

umount X :
SMB7RAI
net use x: /del
LR
=3 — g
XHZRFMRE , BIFRATIRE |, BEHBRSUERFE 2R |, TEBHRIR.

EAILMERIGRIESHRSE. EANHEEESE | SPRERIASERSE , Bd (MRR] 7 (FE] | BTSSR S,

WS : BRmEmEX 5822 TR #206



O BASTCE STHHEHE ( CFS)

2 FiniECFSIRSS sty
RITEFATE: 2024-10-17 17:10:00

Eikl)

CFS IRSS aisifitr RTINS A M F— N L, BT CFS XU RFRIMRER B imiEE, BEENEIEERT CFS S4EEN
RS AREE Fin L4 CFS IRBUSEEEY | LMEREFNER CFS RS,

R

ELEE CFS RSB SISRMRT , BHERENZPIRCETERNRAN | F5E8N SIRisEREREES] .

BERFXH

CFS AR5 istzimtt B aisTEE NFS tUERINZFimsS ( CIFS/SMB BARSR ) . IFFA LT | Hih Linux REIRARFT RS
FrERE MR,

BERSE A

CentOS 7.5 64411
CentOS 7.4 641
CentOS 7.3 64411
CentOS CentOS 7.2 64411
CentOS 6.9 64411
CentOS 6.9 3211
CentOS 6.8 64411

Ubuntu Ubuntu Server 16.04.1 LTS 644:
Thekes
RS RER EEINEENT ¢

o [FIE : FRHHEEEURESRIRS /proc/self/mountstats LA /var/log/messages & NFS #8XHE |, IEEEUE RS, WRERIEHSEUE
KEURE , NS RBP R SEEE.

o FEINEE : EEUERA CFS MEFIRESAIRE | SR BIERUF SR RE AR AR,

Linux Z&455|
IGEER Linux SLHIfE |, aJLUZRBLATER M > IR FEER > L25EEE SSRH L2 CFS RS INIsiEHE.

TEE
BILATES , T CFS RS EEHRAEIEFIRERERT.

## T & CFS PRSS infsstat

wget http://imgcache.finance.cloud.tencent.com:80product-cfs-packages-1255000003.cos.shjr.cos.financetcloud.cn/cfs_ba
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rad_plugin_installer_release_v11

IR F LR TR
BEL TS, ¥ CFS RSB IR RREF A HATIER

## I LRAERF AT HITRUR
chmod +x cfs_barad_plugin_installer_release_v11

St
BILAT S | &3 CFS RS | FHREZ IR,

## LIRS

.Jcfs_barad_plugin_installer_release_v11

LRI R cfs barad plugin install success” , ¥ FEFfx :

el :
Ubuntu ZFI4EE root {URATTHIT HIAIRIE , BEGSHIMLE sudo,
Windows L3555 |

Windows EFimERZIF.

WESRER

£ CFS =48 BENHRFAIMHANNERFIER | HRCERE R . TUEERICEHZERFNEFIRER , P inARE
RGN TTEREUE R,
R

EFRERETEEL - 35HA%RER,
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=] =
el = i=ea]
SN AAe
allEI =R
BEEFATE): 2024-10-17 17:10:00
e E
NHFE CFS EXFRBEABIANGENIESE |, BIEMKP e e R AP EE FiE R RIS R ENIR, TdENE , CFS =4

B&% AP HISIERIRIZ B HIRINER . RIFSEEERFEE. A5 HSNBUTAFRE CFS XM, EELARBENR
g, ESXTHEEENRENES] B2 HREE,

BRI HI SRS
B AR T,

o MRFEREMZTFHAFAUR | NATLEREEEFREAMREZFETER CFS | SRR CFS RiEaiESRRA XX AT
PRAZAL

s MREGFRLAFPRTHERFINIR | NATLEE— M BEMERE | FREKAF AR,

CFs £ 55K
REELRAFRAENR. . EX. MIRSIAEREISUR , LR FAF QcloudCFSFullAccess #3BR. fERTTIR

QcloudCFSFullAccess EZFiMEESFRFAA CFS BRINESLAR VPC RFRINEIIRRIGEZNT

{

"version": "2.0",
"statement”: [

{

"action": [

"cfs:*"

Ik

"resource": "*",
"effect”: "allow"

b

{

"action": [
"vpc:DescribeVpcEx",
"vpc:DescribeSubnetEx"
Ik

"resource": "*",
"effect": "allow"

}

]

}

CFS Rk
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NREIEILBEFREEANIR | BRAEBCIE. 28 MERAISUR , MATLURF AR QcloudCFSReadOnlyAccess £XBR, fERETRIR
QcloudCFSReadOnlyAccess #EFiMEE TR FRFATE CFS BRIFRIEUR VPC RFMIEIANIRRISEZNT ¢

{

"version": "2.0",
"statement”: [

{

"action": [
"cfs:Describe*"

L

"resource"; "*",
"effect": "allow"

b

{

"action": [
"vpc:DescribeVpcEx",
"vpc:DescribeSubnetEx"
1

"resource": "*",
"effect": "allow"

}

]

}

BRESCRIE

BENXREBEENREINRFREILT | GRAEEREGHSRM T SMERRIBRIS . FEOIMER "RRIBEMRIE" 5 NNE
g — N EEMCREE (HftSVES I S 3 ) .

SRIBAE RS TR T A LAIRIBECE | BMRBEI SRR | EIEMERRENANE  EE1XER CAM FIAIAEF.

£ RIS A RINIUE | IEFNEERESCORE > FRIRERRCIE | 1O SRIRTUE | EFSRERAERLRS | ILE— BB Rt
INZ5ER | BCEIRBAIT ¢

24 MNRERSE GIURER

HER Effect FeiFEREELE
RS Service [ligelSvig =g aacdira
#BfE  Action N ESIE N R R

BIHRARERIEIR
- M ENRTERIREIEN *
- IEE KA EIES % qces:cfs:ap-guangzhou::*
&R Resource - B T FIERIES L qcs:cfs::uin/27700000:*
- IEEAFP MEEXFIEXHRAS XN qes:cfs:ap-guangzhou:uin/27700000:filesystem/*
- B e MEERFHERERSIEN qes:cfs:uin/27700000:pgroup/pgroup-doxpcgh
R REEHPH UIN UAEIKS UIN ( EEIMAHFRASAPREZ RV AETZEKS )

% Condition ERFMEET | ZRIBEX , RETFFSN £

Hep , CFS &MEM. HOMBERRNANESSETEM T |, ATLURIE TGS | BiE SIRIEI,

&OR5! RO EOfER RPREE EEEI
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{mES]|
RSSO
RSSO
MM RGED
XHRFEEO
MR GEEO
XHRFEEO
XHRFEO
XHRGHEO
XHRFEO
RPREEO
RPREREEO
RPREEO
RPREREO
RPREEA
RPREREO
RPREEA
RPREREO

FREXEO

AR

EOBTR

SignUpCfsService

DescribeCfsServiceStatus

DescribeCfsFileSystems

CreateCfsFileSystem

UpdateCfsFileSystemName
UpdateCfsFileSystemPGroup

UpdateCfsFileSystemSizeLimit

DeleteCfsFileSystem
DescribeMountTargets
DescribeCfsPGroups
CreateCfsPGroup
UpdateCfsPGroup
DeleteCfsPGroup
DescribeCfsRules
CreateCfsRule
UpdateCfsRule
DeleteCfsRule

DescribeKmsKeys

EOA

FHiE CFS RS

=i CFS RSB
FUHISHRSE

BN ARG

BN RREIR
EIT MR FRIURE
BTN R SRR
RRSZ1 R SE
HigEHR
HIHARA
BUEAURA
EHURARER

TR BRE

HY HANBRZEAINY
BUEEAPREANY
EFRBRENNEE
RS BREE AR

EBKMSEH

PREE
SRR
AR
EANPR
SR
SR
SR
SR
SRR
AR
R
SR
SRR
SR
AR
SR
SRR
SR

AR

M f4HFtE (CFS)

ERER
BRZEOLTIEER R
BizZOLFEERR
BRZEOFEERIRS *
Bz LT EEXMRARR
BRZEOTEEENHRRRR
BNZEOREEEXMRARR
BRzZZORBEEX M RARR
BRRZEOBEEEXHRERR
BRzZOREEEX M RARR
BENizEOFEERRN *
BlizZOLHEERR
ZRZE AT EEERIRARR
Bz OREEENREARR
Bz OTEEERIRARR
Bz ORZEENREARR
BNz OTEEERIRARR
Bz OREEENREARR

BRZEOFEERRS *

545, BF CFS MHRSGFER VPC Y IP , FLSIENHRS. I CFS XEHERFIER. EENHRFAFEENEPREIRE
"vpc:DescribeVpcEx" % "vpc:DescribeSubnetEx" #ORIIR ( MIRAZFUTTETIMONE ) . BFIENEIFIEER CFS /9
SRESPIEINXFMEOXT VPC FREEIRANEN. FHRIRS A LAS% QcloudCFSReadOnlyAccess SREEERBA,

ERSEIRETAE , BERINEE , NAZEENRERINT —&K5H., SELIES LIMRME , FINSEEH. SEES50RRIR

B, fIIZBAXRERERERIBFS N 1BEE.,

RIS ESAT , BRI EILBE S5 ( statement)

"version": "2.0",
"statement”: [{
"effect": "Effect”,

"action": [
"Action”
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"resource": "Resource”

1
}

B0 , ZIERPXREIL N R G TR R BB R FRUR RIS R .

"version": "2.0",

"statement”: [{

"effect": "deny",

"action": [

"name/cfs:DeleteCfsFileSystem",
"name/cfs:UpdateCfsFileSystemSizeLimit"

Ik

"resource": [
"qes:cfsiuin/2779643970:filesystem/cfs-11111111",
"qcs:cfsiuin/2779643970:filesystem/cfs-22222222",
"qes:cfsiuin/2779643970:filesystem/cfs-33333333"
]

1

}

JRF/RPERIN

M{4FfE (CFS)

NREEFRFIRAARER , NET LA EESIRIESFRIEZEZ] QcloudCFSFullAccess & QcloudCFSReadOnlyAccess Bi& 2 EEEN
KBRS |, TESIRAGMNIIRE=RpEXBAF/A |, ERENEOTERHOSTERENNBFRAFE | REREHEHIEN.

HRF/RPERN

ANFEELE RN FEFRIUR | AITEN RIS ETRAORERAF /A %R+ |, AEFEHERNNBR/AFE  ARRERREF/AFRE

HARRRMEIE | ZFF/BPEGEERIE 4 FE CFS BIRAVNER.

WS : BRmEmEX

5828 T 206



O BASTCE STHHEHE ( CFS)

EEXH RS

BIREHAYE: 2024-10-17 17:10:00

BIEm=

BFRELIBE X4 riEzfl e TR S C @I ARS AL CIZN AR FSEHITEIRRF  IEEXMRENERAE. Xt
RERFERERRERS.

R
LRGN T "Bl RS |, BOEEE G RRF B TR ERE.

AR

BRNMFHEERE | HEARXERSRTIRRTME.

BENHARFINSKAE

EXHRFFIRTET , JUEEZZSA AR AERER MRS, BT CFS SHFHBIXMHRFRFR. 1D, VPCID K IP [3RMEH
FHITHEER.

BENHASRER
TEXHRGHIFRE , SETHRGEM , AN RAHENE, X RS BRI R G A SRR AR

UK BEHEFIRER.

NERGESER

MHRGEANSERRER 7B , SRS ID. SR, HRSMN. MHRFRSKEEIEFHER. SRLELREREXER
FER.

HEHRER
NFS X4 ERFERRAEERTEENEER , SURE | REFERERG <. BRI REESE R FRE.
BEREFIRER

'EERERR AR T RRTEEHIZHRFNEFIRER  BFEEE iR LR CFS iRl | ERZRBENTERNE i
B8 LEIE5ESY CFS misidHERiEs .

R

EFRRERRTEEL - 301PRREER.

(BB R GTERR
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EXMHRFRFIRTE , BEREENSHRIMRS  EAXMRFEFERE , SELHIZFHREME

l#2a779dd9fce8c531f8ca36cf19c7d4d42 . HAITIEEL.

[ EE SRS

LIEABEEFRENURSR | EILEXHRFHIERT , HEEZERRSEGRSHEEGN AT | BIeNSEMIR.
AR
NS EEFIRRARE , BEMMRSHERSR] , MAXERFESZ N EZFIRNEE.
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NPREE

BIFEAYE: 2024-10-17 17:10:00

BIF7S
FINEFRE RS XM RAER—RNET , BEENXHRATEERENRE , LEH P EEXERHE s RIS
SR , FEEBNBSHERERANERESIE,

BIFSE

BlEBRA

1. BRHEiEEE , NS PR ERERA,

2. ERPRAETRE , B, SIE—IMURE, EREAEEE O PEENRESFRAIEE,

ANINASUBRZBAITY
ERBIZRS , BILGN. JREESMIBRAINY. SNSRAPREFERIMN , WaeiresB. MUHELT.
FER %A

ATLES A IP s S ANER |, 5180 10.1.10.11 8¢ 10.10.1.0/24, ERIARIAMENEA* RRAFE. ARNEETR , ik

B s M somm P,
1
i) RS EES.
BT 4 MNER |, JIRIBAFEHTIBRIRE,
- all_squash : FrEinal A& 1RIRET HES FFE AP E.,
- no_all_squash : I5[AAFSGSANBRLE , LERMEHEMRET NEZBFSREFE.
mE root_squash : J&&iHHY root FAF ST AES FFEAFEH.
e no_root_squash : 3&ifHY root FAFREE root Tk SR,

R BANUERGERIAS 755 B8R , nfsnobody [@BEENBR. Eit , IAMNTAFATER , BIECE no_root_squash,
SOERAEF root FAFBIEESIE B RFHERCSUAR SR | 295875 IP iIRE all_squash 5i#& root_squash Y , Zkifs IP #5368
B, (EJEEEERE) root BUR , TSk IP BT HERREF) .

e RSEHRII1-100VEES , HF1IARS , 100AK(E ; TISMERNRE | 8% IP NSRS STMEFIZ IP AIEER ;
% HERT | B TEF AR STR I

NHRAEESPREA

RIRANECESHFE IR MR FEHTIEN , BRI LUERUCOIERE | AR AR FRNEFZAIRE | eI LEelE 45
FESTCEERIAMURE | EORTAURASS | BEINARFIFBLESIRAE.

AR
ANRZF NFS v4 GEEE RS |, RSB RFRIRREAINIG | EEEHOH , SEHRBEN.
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Ere S At

BRI | BEREFinZ i CFSIRSS mistEit.

MR

AIERiEEEEE | EFEET R

EEHRS R
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TSEENEERY

SNERT
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HAFEFinAEFRE

ERXHRASERE
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GB
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count
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TERRIRARREREY 304
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SFN R GERE Bt R/ B AREEY

o MHRFHRIRAIHINE , 26ER COW ( Copy-On-Write ) BI75zUSEHL.
o SRERAELT TP RS , WA RFAIRBIARE A ( TTEIRRER. FXHRSEIRCHIRC ) | BEARIMNER.

o REBRIIRET , AN GRANESRER  JIERES | B8, MRXERFERXG  FRRBEIERTE | FoSEURRXAE
x.
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BlIERAR
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1B PRt EEA B PR REEINASHTSTIFOIREIRAR | A EEMBCIZIRARIRE.

BIFER
B RFGAILICIRIRE | NSRRI ARG, (RSB eIR AR | BN S E—RRARELLATE SR |

FLAEEIRE NN KRIBIT FREBERIRAIRIIENTAIRARAIEZE. RERRBRIIEESINEE , BRIRREASFINEERETTRE
R |, RMBRAIRARIIREIS S R RIRE EXIRIPIRE.

RS
* BEAIOIRSIFRS.

EREm

* MHRFLHRLTIERRS , EINSETIEOIEIRR ;

RIBEREB QIS ZIEBARIEE | FREBZIIZERFHARBENERZAIEE. BN SR RIRRIX SRR BAHE

EAEU=H

REGIEREUR TSR] , ToEXNZ S RGTER B RAR,

BIEIRIRATRES B MPHESX MR FRIMRE | BN RIRA T S5 SIEHA.

FaIREIRBRARRE , WABRE , EREHER.
BFS R

1. BRNAFEEHE,

2. FEXMFRHIRTE | i BRI RS MR AR,

3. NREBEFR , BATHRRE.
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BMES R
1. BERHEFHEETE.

2. ERIBFIRTUE , miBiRRIBAMIREES RS RS,

3. TESEHRHEES | IRELITS4:

224 ax
HERX  EEFMEELE CFS MHRSERABX.

Fhigss i ST N EE S oS E M SG R 7
5 SRR ERNEMERE | B EE e B B AR,
XHIR  EERSERSAAONMYEER , NFS 8 SMB . Hb , NFS thXEIES T Linux/Unix Z % , CIFS/SMB Y EIES
£ Windows Z i,

- FAERIES (VPC)
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A fr&:business ; EREMEHITERA business, FRIMFEEN mkt B3RS , WA #7&:business:mkt .

WS : BRmEmEX 5841 M #2067
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EARX. EMSEaES]

BIREHAYE: 2024-10-17 17:10:00

MBS B BXiAE]

SEaZE (UM SHERENARTBAXT | EENFELEZMMER. SRLUERE CVM 1 CFS iIREER— VPC T, BiAJsE
NETRAXERNET.

LUMRG, BEEBT IN—XN=IRSEE , WRFERR CFS XHFE , (B M—XBETRRSER L LEEIEXF RS,
ETIRSEREREMES VPCHY T H—X" FRA , EILIERFAEMEEHEZ VPC BIEABXA "TM=X" 8957/,

BIEFMSEALE . EZI CFS =5lE | Bl M - XARIRRTIEEZ VPC REIBEEAIFR, WATENRAEZ VPC I —XFW FH=IRSES
BIRT B CFS MRS , B8 HEFEER.

FEFAE WS I St (]

SelEE CFS SESLITTURAR, | BT AR,

. SEESE (VM HHIERE VPC T | (BRENEEREHEH |

° EFEIEHY CVM 5 CFS AR VPC THET ;

« S CVM 5 CFS SRR (A TABIBIFHBEIAS , RiIL CVM B5 CFS IER— Ml ) ;

BRI LA S faTE VPC-A/VPC-B B9 CVM 557%% VPC-C B9 CFS |, BITIRE "XWEi&ERE" AUATLHES VPC-A, VPC-B, VPC-CZENE
i, BE UEEE

WS : BRmEmEX 5842 T F£206TT



X BIHSTCE ST{ARRE ( CFS)

BaHERNHRS

BIREHAYE: 2024-10-17 17:10:00

EEILEESM MRS Linux ZFiREE Windows ZFImHTEE | LMERFIREERMABER CFS XHRSR.

Linux FERNEZ NFS SHEERSE

1 8% , EERREEMERCUGRSR CVM L6, FILUEE CVM =58 ERAEZTEERISGN. FIFF "Vetc/fstab” X4 (HHRE
BEPERIMKAZ=A root 1R ) .

//MERLA T &< FIFF fstab 324
vi /etc/fstab

2. 37FF "fstab" SUHfE | BIA "i" (insert), T& /etc/fstab RN T <1T.

//{EF8 NFS4.0 =3
<EEHAIP>:/ <FHEH BB HE> nfsd nfsvers=4,hard,timeo=600,retrans=2, netdev 0 0

{5180 : 10.10.19.12:/ /local/test nfs4 nfsvers=4,hard,timeo=600,retrans=2, netdev 0 0

//{6EF8 NFS3.0 £
<3FEFAIP>:/fsid <HEEBFRESR> nfs nfsvers=3,hard,timeo=600,retrans=2,_netdev 0 0

40 : 10.10.19.12:/djoajec4
/local/test nfs nfsvers=3,hard,timeo=600,retrans=2, netdev 0 0

3. IR "Esc” IREFIEA " L wq" LRFEIXMEN. EREFRE , JUERNXHRFR B,

AR

ERINT Bz |, BHEXHRFREREN , TS Linux RRTEEES , EALinux RASFER fstab B0
[BahRIesL AT A BEIER B, LAY , ERILIERFEHMITHN " BRFEL" | 5 fstab hpyEaiERGm SHRREHEEREN.

Windows NEZHESEHRSR

EHAS , Wk "ERIEINER" 1B, TNExR. BESERFEIESE R CFS XFRSE (Windows ) .

WS : BRmEmEX 5843 T $£2063T
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Bx{ESCHe
Eaes LERCFES

RITEHHYE): 2024-10-17 17:10:00

BIEn=

BHeRS (TKE) EREAYT RISHESREERS | IRESHMNAR LTINS FHIRSZM |, BRBFFA. Witk
EHESTERIMERE.  ABAFRHEMA | RS,

EFRERRANLSS | PlaNNSAEERE. DevOps. H2e¥>. MMEMESHRT  BEAABREXM. REXM. BEHE. XHEMHS
FEZIARLFINE. FRIRNSEFS. EeEiEE. ATHEGEZRT | RTEMIEELS | EERAEFHEILIRHEHRT
. &M, & IOPS, RIERJAIIRSS. CFS X riERFAERR LRRRENER MR DERLEEMESTE | ShlESEIERSS
R, ASTENBIMEIE TKE LR CFS SUFFfE.

AR SR

FNES INRHERECRRIF RS, AR REERIRS | BN SEEHIRSS BIFHE5! | STEEE=S.

BR15 CFS M FhERIFFRBIERA IP

o BIARBAENHRSE  NIBEMR B2 CFS XARL 1558 — M XU RS | SIEINEES VPC MBHIERRER SEHNEREEHE
BRY VPC T, LARIERERIEE.

s HEEZPAESERRSEE— VPC THXHESR , BRILIBIE AR FFEREREUEHS IP .

FREEE; CFS SAEE S

#21 : Node L3551 NFS ZFi4
EHA , BRERRPEELET nfs-utils 8 nfs-common |, L5780 :

e CentOS

sudo yum install nfs-utils

e Ubuntu

sudo apt-get install nfs-common

$BD : Qg PV
PITLAT S EIE— LB CFS B9 PesistentVolume,

WS : BRmEmEX 544 T F206TT
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iR :
e nfs.server : A EEBESIRENEINY CFS AR GHIER = IP , AHIFHRIZSEERS [P 510.0.1.41,
* nfs.path : 8 CFS X RFAAMEERFETFER | A=HILURE R A,

apiVersion: v1

kind: PersistentVolume
metadata:

name: cfs

spec:

capacity:

storage: 10Gi
volumeMode: Filesystem
accessModes:

- ReadWriteMany
persistentVolumeReclaimPolicy: Retain
mountOptions:

- hard

- nfsvers=4

nfs:

path: /

server: 10.0.1.41

$E3 : BllEE PVC
ETk , B3 PersistentVolumeClaim , SEIEKREBECS KRBT PersistentVolume,

kind: PersistentVolumeClaim
apiVersion: v1

metadata:

name: cfsclaim

spec:

accessModes:

- ReadWriteMany
volumeMode: Filesystem
storageClassName: ""
resources:

requests:

storage: 10Gi

$B4 : €IE pod
BlEE— Pod [ FAskERBBEEFEARIZEURS.

kind: Pod

apiVersion: v1

metadata:

name: mypod

spec:

containers:

- name: myfrontend

image: nginx

volumeMounts:

- mountPath: "/var/www/html"

WS : BRmEmEX

M{4FfE (CFS)

5845 T H206m
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name: mypd

volumes:

- name: mypd
persistentVolumeClaim:
claimName: cfsclaim

SR LIRS | SRR LAERTEAY Pod FRERZXMRERT .

WS : BRmEmEX

M{4FhE (CFS
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= el

BIREHAYE: 2024-10-17 17:10:00

CFS STRApLLSES ?

THEEAI=ARS AT Linux . Unix, Windows £XEFin. B85 ; BT, BIYFTE VPN, THEASREEMA | ZF IDC 5iE M
EETET A LER CFS,

MHFEERAWE ?

NFHEER. RO EEITE (REB\HIEEFESIENER ) .

S FRRE SRS ?

NFS v3.0/v4.0 ¥,

HAfTF Windows & Linux 3.10 ( #I40 CentOS 6.* ) REAMRAPIZANRIER AZZ Fimxd NFS v4.0 tilGERRE |, EHELAEEF
B, EEFimsEA NFS v3.0 #£5.

NETFhERRBLSHRELL ?

MRS HRGRIIHFHERISES) |, ISXHFRGHER ( mount ) Bl CVM Z=iRSS528IE |, AILMBERAMIH RS —HHERX A
XFFERER.

THA  EEARITEDRAIXAEEAOAD , EXTHAEENENTET R, REBRENSIRRIBEISEFE.
H#HRTiE mount , AI4bER ?

BEELUTH R THEE !

o BEERHE,

o MBEREARLRET nfs-utils . nfs-common | cifs-utils £,

o AitEHBRESFE.

o HHRAE VPC WNEEETIEFimEHFTE VPC ME—I , iR EE1EHE.

* CFS BFimFIERNENEEEMELLHRINRRONRSEREE , BRGRESE GRS iR 17,

{5/ vers=4.0 ERHSEIREZUTLLIE ?

{8 vers=4.0 HEHASHEHRAT , ATEDEFUSIF NFS vA LY , EFIRSMCIRIRSS IRt E=It e NFS v4. 1iidEs, , AT
CFS BRI RzHF NFS v4.0 1Y , AJ8ESHR NFSAERR_MINOR_VERS_MIMATCH 4412 , (BRIZEIRFASHINEiHESR. LIRS ;
BEME , ZFIRTIRS M EINEER NFS v4.0 #HTHEE.

7£ Windows Server 2016 2{ERZGE T Windows IS Web BRSBE ., 1S 1 cifs thURTSEDEITIE ?
SFF Windows Server 2016 2{ERSt , HTFERALRESIRISHVEN |, IXFESTh LA TECE A 88sLE 1IS 70 cifs MY = TE :

1. {£2 SMB ZFumAYEMRIT :

HKEY_LOCAL_MACHINE> SYSTEM> CurrentControlSet> Services> LanmanWorkstation> Parameters> AllowInsecureGu
estAuth

LHIZRBECEEET , WIRERLEIA ; ZREAEE  WEESLRInGE. EE [37&] > [DWORD (32{u) E] , REHESWR
33 AllowInsecureGuestAuth , E{EIRE N1,

WS : BRmEmEX 5847 T $£2063T



O BASTCE STHHEHE ( CFS)

2 BRI E

I3 Internet (S20R35 (1IS ) EEas , EHRIENT

i BE% [Wu5) > [Default Web Site] , &5 [EARE] .
il. TEGRIERILXIENER |, BB [EEA] | EmERSERF.

i. B (IR8] |, REAFSE. B8,

iv. Rfe8RE [FE] BA,

CFS LB |, dfmstiE ?

BSELITLRHTHE -

* EERBER.

s IEEFIRAMELIINEEERIER | telnet EERROESEE , BNROBESE SRS 57,

o MREHNARERRIMRER  BRANMERIERRBEREETE (XEELAERERZ Stale file handle” , AILIBEESHE
BIRERNREEEENNFERERFE) .

NHRGRETT LR ?
4RGN FriimO HIARIESERIE
NFS 3.0 111, 892, 2049 telnet SZAFZ4E IP 2049
NFS 4.0 2049 telnet S{FE4E IP 2049
CIFS/SMB 445 telnet ST{FFRSE IP 445

R . CFS B4 ping.
RERHIISRAEREATD ?
NFS B RS | SHFRES SN |, FHRIBRARER. He -
o HE—MURENELK IP SMEHEESH IP AISIRE SR , SNSRI, BRARERNIIEEERS IP FIRUR.
o ABRETHNEESHMNBARAEEMARIER , NESMERANFRSMENEN  EREHRESNERNEE.

HERE 1 CIFS/SMB U RGTRST R | RREEE,

SMAIMES H AR CFS ?
Linux BTLAEF @ shell FIASKINERS SIA M 4E] CFS, TEAEF , "2 HE" AfLIREEERE,

threads=<ZF2E1&E >; src=<JRE&R/>; dest= < BFREER/>; rsync -av -f"+ */" -f"- *" $src $dest && (cd $src && find . -type f |
xargs -nl -P$threads -1% rsync -av % $dest/% )

<1--f5lgn , threads=24; src=/root/github/swift/; dest=/nfs/; rsync -av -f"+ */" -f"- *" $src $dest && (cd $src && find . -type
f | xargs -n1 -P$threads -1% rsync -av % $dest/% )-->

Windows MEOE/BRERE ?

AT EFRIICIHAR , Windows ZFimfER NFS IMEHH RS , SHIXHEHEBRTEERRAIBR. LWEER , #i)
Windows F3F{sEF3 CIFS/SMB #M\E(ER CFS SR,

WS : BRmEmEX 5548 T $£206TT
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{55 nfs ##/E , Windows TRBEENSIR , T4bE ?

EFERIRIRIBIEISE| , TEEAEHI AnonymousUid 1 AnonymousGid , FEERAGHESR., HSEXR : /£ Windows Z i
18R CFS TR 5k

Windows IIS F5iZfFA mapped driver , 'EAM ?

1ZHR 7£ Windows Z= s LR CFS XS spRILER | BCEIERRY NFS ZFIRTEFFHESCEM (MINERABR ) X, EREFRE |
FIFF IS BCE A |, iEnibmreaE [(BRIRE] .

WHAT4bEE Docker B, Kubernetes BB #EEiRTh. o MIIaIER ?

BT GRAEE , &R Docker 57 Kubernetes E&=FimtERl CFS , #EFERA NFS v3 MY, (8 NFS v4 tiMYalges HIER D
ERIRGRIEFEIESAE- )

FE1E Window Server 2012 R2 {8 CFS M4RSHEN IS IRSB/ER | BRFHEEHRSE ?

AT IS IREZEIEFHER G , =48 NFS v3.0 3EEHEZERZIRY FSID #FiAhKE |, Bt SEXEHRATTEEFEES,. FEiNER
Windows Server 2016 F4SlEHZ5)5%,

XHABEMARS , WMERRR ?

S

At Linux IRSEIERA— NFS SRS , FERIRSE A LER append HRSXHF , ERIESE B LA tail - WRLAHHEAOE
fo, ERIRSE A EERZIE , 10 - 0MMGEN/SERIRSSE B LA ESISHE0NE, EMARNGRT , RERERRSE B
TR (BN vi % ) WETSTAMERIESTHIME.

FRBHAURE

5 NFS 4 mount S-S HOETIR tail -f (OSCHUIE , AP ERLLEEAS -

sudo mount -t nfs -o vers=4.0 < HIP>/ <HEERBEIRESR>

H=BRS5EE B LA NFS mount se B8RSR S , BUAIBR T kernel 47— 4B REMR metadata &7, XHFIBEREM
BEFE. KN, FESEEICSE | ZFFRIBRIZ R NFSPROC_GETATTR imf2idi2iERA ( RPC) AIIREL.

tail -f FUSCHLRIEY sleep+fstat SRMERHEM ( EERXHEAN ) BN, REEANEF @, Bt , fstat ERRET tail -
f BRI XHAS. B2 BT XHRERA metadata BRI | fstat RIATIRIHNETATAIMEMY | B, NFS fRS3=8
M ERATEER , (8 tail -f AFENEXHERRETEN , EEHSEER.

RRERINE
{£F8 mount Sy SRS RFRSIENN noac IEMA LIS M RBMRER. EHASUT

sudo mount -t nfs -o vers=4.0,noac <#EEHHIP>:/ <FEEHBFER>
sudo mount -t nfs -o vers=3,noac,nolock,proto=tcp <#E#;mIP>:/<FSIDEEFBEZR> <FHEHBEIFER>

WS : BRmEmEX 549 T F2063T
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Windows 7-based & Windows Server 2008 R2-based #{ERZiEA NFS thisdERAHREE (0x800704C9)

B

T XERAYREERT 7 NFS HliarImEMIE , ERIBRIMEIES nlockmgr B | FARESE I E MR,
fRERINE

FT7F Windows RIEEHIRE , BREFAREIE S RNRFERIEMESZARE.

Windows ZFimfiEFE NFS v3thlUEREeIREUESCIHEE , MTRER ?

ERERE

NFSv3 il EARZRE , TEXE , BUSSEUESTUHRM.

BRTE

FHRFFRAE | FTHGSITIE , ERSTIEFHN mount”, EHFER Locking=yes , NITEEEGEMZ | S@8HIXKDH.

BELER

1. BT EAEREIR [HKEY_LOCAL_ MACHINE] > [SOFTWARE] > [Microsoft] > [ClientForNFS] > [CurrentVersion]
> [User] > [Default] > [Mount] ,
2. FAEMAABXA5EHE [DWORD (64-i7 ) ] , &#RA"Locking” , E4"0" .

WS : BRmEmEX 2550 ;1 #206m



X BIHSTCE

APIN 4

NA4FfE (cfs)
IRZAS (2018-04-16 )

APIESS

B EHAYE: 2024-10-18 10:38:34

APIERZ

V3

APIfEXRHE

ORI
CreateCfsFileSystem
CreateCfsPGroup
CreateCfsRule
DeleteCfsFileSystem
DeleteCfsPGroup
DeleteCfsRule
QueryAvailableZonelnfo
QueryCfsFileSystem
QueryCfsPGroup
QueryCfsRule
QueryCfsServiceStatus
QueryMountTarget
SignUpCfsService
UpdateCfsFileSystemName
UpdateCfsFileSystemPGroup
UpdateCfsFileSystemSizeLimit
UpdateCfsPGroup

UpdateCfsRule

WRFRE - BRmERMEX

M{4FfE (CFS)

FEOTRE

B RSE
BIEAURA
BUEAPREANY
RS R SE
THPRAPRA

AIBRAN BRZEARNY
ERIXEFEATBIER
B RS
BESRATIZR

B RAMNY
BERCFSIRSBIE
BERNHEREEHR
FHECFSARSS
EMHRRS

B RFAIPRE
BN MR R EIRT
BEHFMVRARER

SEHMPRENY

5851 T #2063
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Hfthz]

EOBMR

QueryMountTargetsWithRegion

WS : BRmEmEX
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B ERRER
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BB

EOSH7V]

BEEFATE): 2024-10-18 10:38:34

tcecloud APl £XEMAIEIEKIFITEMIIE , BB MNEREBFTEEATBEREHTEEEREE ( Signature ) LISIEEKRES D, &

BIEEHRTEFIEER , T2 FIERE Secretld 7] SecretKey ; ERFPEIREZEFEIE | BRIECAPIZARNHERS , BNTEERATAPI
#ZM.,

= .

1. RiFReFEiE

HEEIXER=APIZE] , BRIERAPIZSANHRIELEEIE. L2 EIUFELE Secretld 1 SecretKey :
e Secretld FBF#RR APL & BH

* SecretKey BT ISR FFBMIRS SRS Z FRTRIER.

* APPSR EREEIE , BHRtE,

HiBLZEEIINEREERIT -

1. ERtcecloudEEBFIEHIE,
2. BHE=APIZSBRNEHI A TUE
3. E=APIESETUHE , M [F7E] RIRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELUBBILT Secretld / SecretKey,

2. ERE R R

BT ZeEiSecretld f SecretKeyfs , MATLAERESEZERT . IUTREERSSHRNIFMSFE :
BRIZFFHY Secretld #1 SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

AR RERERA , SRR RRERIER Secretld 1 SecretKey B TIREHR(E !
LA=RRSS 2R EEXLIFIZR(Describelnstances)iEk A6l , SRAFERX—EOR , HiERSHETRENT:

SHER 5354 248

Action Vakrc =t Describelnstances

Secretld #=AId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp ZRIATIEIRL 1465185768

Nonce PEHLIEEEEY 11886

Region SERRTEXIE, ap-guangzhou

WS : BRmEmEX 8553 T #£206m



O BASTCE STHHEHE ( CFS)

e C 3L SHE

Instancelds.0 FFEIRRILBIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. SR

EEMNEBERSERSHEBNFEE ( ASCHRE ) AFHF. I8 1) RIESHSHTHR | SRERTINETE , F&85tA/0 ;
2) #% ASCI 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARREE. ARTLUERRIZES PHIE%
HERFRECRSLINX—INAE , 1 php B8 ksort R, HIRRBISEHIHEFRERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

ERAECERRINESAN , X EERAIFRISEEITHIRF | ERIRER—EEA.

2.2. BHEBRF R

WWEBERMBERFGER. HE L —THERFRERSEISTN R SRR ="S81E I | 11X Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIAEER A Action=Describelnstances . ¥ : “S&E"HEIAETIEurRREROE.

REBBINENS IS8R HEE—E | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESEFOFRER
WSBAENS BRI RS, SRELFHREUT/LNSEHI

1. iEKAE: S2RF POST #1 GET 5= , XEB(EF GET i53K , TR HENEKE.

2. IERENBEESLIFZE (Describelnstances) 19I5 K14 5 : cvm.finance.cloud.tencent.com, SCRRAVIE K RIEEZEOFREERIIAR
EARE |, #F S5,

3. BRI HRIMRAZAPIFIERIEREERN / .

4. iERFRIE: B E—ERRNERFRIE,

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES
TOIRIHERERS

WS : BRmEmEX 5854 T #2063
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&V
ersion=2017-03-12

24, EpSREA

S BRAERSER, BEMER HMAC-SHAL EiEY E—SREBNERFOIFFRHTES | ARKBEMINE SRR Base6s #1745
13, BIEIRIGRERIER A,
BRI | LA PHP BS54
$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE&Timestamp=14651
85768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBEINEEEN:
EliP9YW3pW28FpsEdkXt/+WcGel=

ERRECERRIHESTAN , IR ARG TERIIE , BRNERHES6IFHhaI—EEE.

3. ERRIRG

ERRIS R BT REEIRIFNIBRESEH , FEXNHET URL %3,

8N F— RIS Z A ElIPOYW3pW28FpsEdkXt/+WcGel= , BEFIR0RE HRiBREE ( Signature ) 7
EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Ti5RTFEMSRAER URL,

AR . MRAFREKRSERR GET , SiEBR7F:%8 POST [RY Content-Type 73 application/x-www-form-urlencoded , MI&XiERK
RAEERSHEIREM URL RS , SHRBN-ASARERIG. IF ASCI FRHE URL RISAIFREStLl UTF-8 #{T4%i8.

IR | FLREIESH http BEREESFTESEHT urlencode , FEXMMENT , MATREXIERBHT URL 3T , BUAX URL 4
EeSHERLM.

IR RthSBEbBER TR , MESRA RFC 3986, 57 %XY MEHFRPUINFHTES RS , HP XY A7
(0-9 FIXE=rE A-F) , BERINEE5IRER.

4. ZZEM

HRIESSIREN | FEUTERRMANEIRS | iSHRIESSIREAE

R fEIREA
AuthFailure.SignatureExpire BEILHR
AuthFailure.SecretldNotFound BIPAFHE
AuthFailure.SignatureFailure ER2HER

WS : BRmEmEX 8555 T #H206m
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RS iR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 APl ZHE3EAY )
\,—\-. —_—
5. &%&"

FESTRRERD APL 3.0 B , HE7EAIREEItcecloud SDK 3.0 , SDK EEETRRMNLRE , FAN R RRIBMEOE, HMEs
SJ7 SDK iy, SATSTRAREIES

e Python

* Java

* PHP

* Go

e JavaScript
e .NET

ATEBRNERERTRE , THUSMREES A6, B OANERTERARIIL. BXkES. EREOMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN | TRTAIBRERMA SDK.

REEHHAY url TT8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPRZERENN | HEBEARRSHEIRE |, RIaNSRELL url FEXSEEHF I FEE R curl Em<SERINSIREESN
Hix | SRH. ATEE—NMTLUEERER url |, EEERUREIFH Secretld 0 SecretKey NESLAVZESE , FHERRFHBIRTEEUE
79 Timestamp ,

IR A NENTRG , FARREES  BEER—ESSRITEEIR url JEEEEMARE , RMASHIRNFAR |, (BXHAFIER
. REMESHEE , BESITEIERRIE.,

IR LIMURB(ERT APL 3.0 , FEEERATHEMNERRE | BIERIERN APl , BTFEATERBRSHERUEER |, B
XS R BYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// SEFRERur RS SEIRF S B ER

for (String k : params.keySet()) {

/] FEXSEKEB# Turlencode , BT keyEBRRNFH , #ltA I Hvaluei#{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LABEEIHEF

// SCRRVEFBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHESE

// EFRE RSN RS ZE0RTE) |, 130 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~NFHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIES5#4

params.put("Action"”, "Describelnstances"); // 2NHE%(

params.put("Version", "2017-03-12"); // A5

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // \'535%§

params.put("Offset", 0); // \E5%1

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // A%t
28

System.out.printin(getUrl(params));

}

}

Python

TR (IRETE Python 2 IMEHET , EBESLREE requests (KB :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# ISSCRRER | AShiaaTer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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= VoS

EOSEV3

BEEFATE): 2024-10-18 10:38:34

tcecloud APl £33/ MARIERFI TEHIGIE |, ED’EN%T%BWET"A%EX’*éﬂ@@@xg{* ( Signature ) LESTEBERES D, &

ZIEEHTEEIILER , TeFIEEIE Secretld 71 SecretKey ; ERFPIRRBLZEEIE , BRITF=APIZHETUERE | BSNFEEEA=API
=0,

‘EEI—‘—I =
1. FigREeFEiE
FEEIRERTAPIZA] , BRHESAPIZHRHERELZESEIE. REFEUFEHE Secretld #] SecretKey :

e Secretld FAF#rR APLERESH
o SecretKey FIFINEEE F R BFIIRS S ImIGIE S E FRTRIVEA.
s AFPWIIFIRRERZSREIE , BRitEE,

RIS ZIENEARLS BT :

1. EFtcecloud BRI ZHIE,

2. BIfE=APIZRRIEHI S TRE

3. AE=APIZSATIHE , Mz [FiE] BIALAGIEE—XISecretld/SecretKey

TR AREKSRESELUABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data PN | json IEXERARTBISEOSTE |, multipart 8=
RENEWSEONE: | IWEHZEOAEEER json 18IUER | &5 BRSO A,

THEURRSSHREA MNXEHFIRIEAFIF  SEBRNBERRHEITRE. BAWBERTERSTAZIZRMNSEL : Limit 7 Offset ,
{£F8 GET 73:58R.

RiIZFIFHY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAEIE R
RIS HHEHIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

* HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , AR GET ;
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e CanonicalURI : URI 2§ , API 3.0 EEAERIFT (/)

* CanonicalQueryString : &2 HTTP i&Ek URL FEIEIRFHFE , XF POST 15K , EIEATFRIE , 3F GET iEK , W9 URL Aija)
5 (?) GENFZAERS , ARFIBYES : Limit=10&O0ffset=0, jF= : CanonicalQueryString &4 URL 4R/A3.

e CanonicalHeaders : 25&ZRILEMER , ZES host 0 content-type FINLER , tBATIIABEXHELSBS 5E B LIRS EEE
SKEYE—MEFNZ M. HHENN : 1) k&6 key #0 value Si—#ER/\E |, FEISERETIE | 1R key:value\n #8z{HE ; 2) 2/ LE,
HRRBSLER key (/NE ) ROFEEHEFRITHHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £5&ZAEMER | IRBALXIERBMLLIS S5 TER , # CanonicalHeaders B ZRILEABE—XIMNAY,
content-type #[1 host J9usifEsLEB, HHENN : 1) L3R key ZB—HA/NE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ . content-type;host

* HashedRequestPayload : IEKIEXHIIEHE |, itE 5%/ Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 33 HTTP i5
KEE/NEX payload fff SHA256 5% , AE+7\#HmS | RERIDHREEM/NEFE., =2 : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload Bl HTTP i&SKIEX payload,

HRIELLEAIN | OIRERIRAGEIERENT (ATRNEW , \n BITFHIEESRITEHFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER TR
ARSI RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BATEREA TC3-HMAC-SHA256 ;

e RequestTimestamp : ERAFEE; , BIERLERAY X-TC-Timestamp BUE , AN ERBIERS 1539084154 ;

e CredentialScope : EIFEE |, 1829 Date/service/tc3_request , @& HHR. FNEKARSILIEFFE (tc3_request ) , Date A
UTC tRERTEIR B , BUEREMALSH X-TC-Timestamp #REH) UTC #RAERITAIBERE—E ; service AF=mE , “NSREAN™Mm
BEZ—5, 180 cvm, 8N ERFLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASBHHEFTENECIEREBNGHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

P

1. Date /MBS EIEE X-TC-Timestamp i+E15%) , BRFX UTC+0, WMERIMARFAMRXEE , FIE/\KX |, BSEEX8E
AR, ERZEMBERVERM. RigiTiE&/s 1551113065 , f£4/\XAYAYEE 2019-02-26 00:44:25 , EEITEEE
#9 Date EXY UTC+0 AYEHEARIS 2019-02-25 , MAE 2019-02-26,
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2. Timestamp X/REXRIRGFATE , BFEBERRFEHENEREBEERSH , MREEETADHPNSERM. MNRKAIEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZSHHER ) .

MR LA | REIFPERIRFERFRHRUT (AT RRENW , \n RTFAESSRITEFI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. 1H8EE
1) HEIRERBEE , (hRBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date =ER=8. , a0 L5~ , 792018-10-09 ;
e Service : B Credential g4 Service ZEREE. , W30, 79 cvm ;

2) iHEESR , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EHEISRIRGREE R ER |
e StringToSign : BRI EBRIRGFERFRE |

2.4. #H8 Authorization
AN ™RRCHHE Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ',

‘Signature=" + Signature

* Algorithm : £&75% , EEA TC3-HMAC-SHA256 ;
e Secretld : ZEAXIHAY Secretld ;

e CredentialScope : M tX , EIEEHE ;

* SignedHeaders : I EX , £5&ZRLFER |
 Signature : £

HRIBELA LA | IR ERIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ecfl74c474
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RETEIERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&80Offset=0

M{4FhE (CFS

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

RIESSIRER | FAEUTERRMANERG | iSRIESIRIEAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpg86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ;#?%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkikkk ./If_ﬁ 3 o .L-l.%ég khkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkkkkkk ig% 4 j:}‘fl:ﬁ Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkhkkkk 53% 1 o ;#;g;m;ﬁi%*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkkkkkk 5% 2 : T#*%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkkhkk ig% 3 : -‘L-I-gﬁg *hkkkkhkkkkhkkkhkk

# ITEERHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk 552’% 4 : ?#*% Authorization khkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSHRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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15 K451

BT HTAYE: 2024-10-18 10:38:34

1. frsSHbit

M{4FhE (CFS

btz (Region ) RIEYBERIEHEH OAIMIEXEL, tcecloudFIIEAREIHZ E7E2RE |, MIEAEHERNERATEEATSEENEE

th. ATIHEHRME. RS THEE  ESERERELIEEF I,
ERTLUEIT APIED EiiSIR B TAritbET xR,

2. BEMY

tcecloud API RUFRB#EZECIIYEIE HTTPS TIB(E | IRItEZSMIBEEEE.

\E > :
3. IBKITE
ST HTTP ik
e POST (#7F)
o GET
POST iEkz#569 Content-Type 28! :

* application/json ( ##F ) , ¥4fFA TC3-HMAC-SHA256 && 754,
* application/x-www-form-urlencoded , #7f#R HmacSHA1 g HmacSHA256 &&75i%.
e multipart/form-data ({XE2EOZE ) |, WER TC3-HMAC-SHA256 &2 7575,

)

GET IERHUEREA/NARE#BIT 32 KB, POST iERFEAESEAEHN HmacSHAL, HmacSHA256 BAE#8iZ 1 MB, POST i&EK{EAE

#&F5iEA TC3-HMAC-SHA256 Aiz3% 10 MB,

4, FRIwAS

FEFAUTF-84%%2.
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IS

BT HTAYE: 2024-10-18 10:38:34

RS

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HEFAT) , EeJaerOREIT )

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMEBH Requestld REERIFER , TiCiEKRMINSE , RE APIET |, MAERIREL

* Requestld FBF— APLiERAIME—FRIR , W15 APL HIISE , STLABRREA] , FHRMALZ ID KARREEH,

* [RTEEMNFES  HRIWARKREOENNTER  AENEOMRENFES IO SXEFREN. HAFIHE TotalCount
InstanceStatusSet 5 DescribelnstancesStatus & OENXIFER , BT EAREKNAFREMEIE=RS2TLH , Bl TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tHIRIREIER
£, SRR

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMEEZISKARKM, Error FEREREAERRY Code 1 Message FERTEERLMAT 2 EIREIRY,

e Code FREMHEAEIRG , HiEKH BT RIEZ B IRIGEA RS Ha0E O RAYE RGBSR EEmE R MREREFIRR
BE,

Message BRHTXMEIREENERRE , BEISEESAEMN | WAL B FRISTEREH , AP ARARKEXMRE]
&,

* Requestld FBF— API iERAUE—HRIR , N8R APL HIIEE , SJLABCRIRA] , FHEMIZ ID SEARRFE,

~IIEIRY (TODO: EEERE, REAENEER?)

IREIZERPUNRIFAE Error R , NZRRBA APLIECIKM,  Error iy Code FERFRTMEIRD , ATE SR BEHINAYEEIRAS A AL
IREG , TERFIH T ARG,
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure. MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

M{4FfE (CFS)

TRIRIEA
EIRAEE (A2 API AR ) |
MFA $5ig,

BRI,

kR

SEZIULLN

%

SRR,

k

token $&iR,

Bk CAM 1Y,

DryRun #F , RRIEKESEMINA . REZET DryRun 24,
BAERIL.

REBFEIR.

EORFHE.

SEER.

SHEYERIR.

RIS ECEIPRS] .

EROSEEIR,

EORAIFE.

TERADREGET T 3RZRPRS.

BIRH E .

RIFAE.

BRI,

RIFARTF,

RIZIURL(E.

RASHGER.

BEARSHF.

http(s)iERIPGEIR , R3ZHF GET #1 POST 15K,

BORSHSRTEbEL,

5868 T 206



O BASTCE

\H5

VAN

VTERHAYE): 2024-10-18 10:38:34

M{4FfE (CFS)

HEYRATRRBFIZOLSNENSE  WIFE | A MEORBRARO AP ABXLSHEHTRE  EERERKIETEE
}E XLESH , FREERKIERIEK.

ERTTE V3

{888 TC3-HMAC-SHA256 && 7507 ,

SHETR St

X-TC-Action String

X-TC-Region String

X-TC-

. Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

alil

alil

el

alil

i

NHBHEBEFZ—HZ) HTTP Header i53KLEBh , 10T :

%

BEIEOSR, ESEEOXEPMASEATESE Action B9RE. FIIN=IRSENE
EEFIFIRZEO |, BUYES Describelnstances,

WIS SRR BRI EI MbERIEE. RORZAEEESE R OXETRAS
NS4 Region AUGHR, 1R | EEROATFEELEZSY , BOEPIILATHI5R
B9, RSB EEEBIZSHBARERL.

=1 UNIX BfE)E , EliCRAH#E APLiERAIATE), g0 1529223702, & : (IRSMRSS
RHEMEEBE St , 25 EEERITHIER,

R APL BURRA, EUESHEOSEHRASRILSE] Version BiRBE. HIAIZARSSERAIR
& 2017-03-12,

HTTP fRAESHIAIESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : €£75,% , BRIEENZE ;

- Credential : £&1EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EFENRHSE X-TC-Timestamp #E/Y UTC FRAERNBEIRHE—E ; service AFm& , &
RSB mREE—E, flgicvm ;

- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9wsifksLEp ;

- Signature : EZFWE,

IREHEBETRE Token , EELESIGIIZA—RER. IGETZ5EF0 Token FEEZ5 0 STEIR
SREBZEOKE, KEIZHEAEE Token,

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (0T

SHETR RE
Action String

WS : BRmEmEX

=
=

fiik

BENEOSIR. BESEEOSETMASENTESE Action B9IREA. FIaN=IRSEE
REIsLHIZIZREO |, BUEA Describelnstances,

5569 T #2063



O BASTCE

SHETR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

s IR

s

String

Integer

Integer

String

String

String

String

String

i

alil

i

i

alil

oy

i

M{4FfE (CFS)

fik

Wi Sy, SRR B EI MBIEAIEIE. FOESZAMEREESE EZ O REA
SRS Region RUGER, 1R | BUEOATEECRZSEH , EOEH I
BIRER , LATEMEEEBZS AL,

2457 UNIX FHE)E , AlieR &S APLiEkAYATE], 1901529223702 , 4NER 5XFiIRTE
HET X , £3[REFTHEIR.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHAE_E ERBERIRREDHY Secretld , —4 Secretld XFRME—HY SecretKey |, i
SecretKey SFRARLIEREE Signature,

BRESR , FRBIERERNGEN | FERFRIELFRBMASEITESEH. Bkt
BREE2NEROSSME,

B{FRY APLESRRA., BUESEROXETASATSL Version BB, AIN=ARSES
A9RRAS 2017-03-12,

25, , BaixiE HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIFER , EttiERISEHAE HmacSHAL I8IEES.

IRESEFRFTAEAY Token , FELSIRRIZE—REMEA. IGRTEEM Token FEELRE
ERSERZORE. KEZHERFE Token .

i ( Region ) BEMIRAIEHR ORIEIE XIS, tcecloudAZMIIERREIE 2 BE2iEE | (RIERRMRBRARERELESE
t. ATRERRRE. B8 TEERE , BERRFELEEFatbE,

EaJLAUEIE APIEEC EAMIESIER EESTRAIIETIER.

WS : BRmEmEX

5870 T@ #2063



O BASTCE

APIHER =]
B RS

BITEFAYa): 2024-10-18 10:38:34

=z R

1. EFOEA

EOiEKigE : cfs.api3.finance.cloud.tencent.com,
BT GRS

FANEOIERIERRS « LOXR/FD,

EOEAE : 2019-07-09 19:27:47,

FEOBIINE S EN,

2. NS

SHBR Wik FeIEFENULL
Action = &
Version = a
Region = &
Zoneld B a
Zone a &
CreationToken = =
Protocol & &
StorageType & FiS
Netlnterface = =
PGroupld = )
Vpcld & &
UnVpcld & &
Subnetld & &
UnSubnetld & &
MountIP &5 &

WS : BRmEmEX

String
String
String
Uint64
String
String
String
String
String
String
Uint64
String
Uint64
String

String

M f4HFtE (CFS)

NHSE, AZEOEYE : 2018-04-16

RHEBH, FRFERSIFHOHBIEEIZR(TODO)

AKX ID

URRES

BB XHRRETR
MHRGHINRE
MR GFIERE
(RS

PR 1D

VPCID

RFEHEHVPCH—ID
¥ ID
RREHERIFMGE— ID

TEREIPHEAE | {RVPCRILESIHF

71T F206%



X BIHSTCE ST{ARRE ( CFS)
SR W% AEENULL 38U A
- - , YHEGBENFER  BINXHRREREESIE—. ISR
StorageResourcePkgld S & String R
BandwidthResourcePkgld & & String NHESRSENTRE , 8N NERARESE—
FsName & & String BAFBEENMERFEEZIR , (i T CreationToken
Encrypted B B Bool SR GENEEEY |, BINE NFS |, CIFS ; FEEIAS NFS
KmsKeyld B & String MR F 2RI
A s
3. S
SHER ESid) R
CreationTime String CUEEATE)
CreationToken String BARBEENXHRERER
FileSystemId String XHES ID
LifeCycleState String XIHREGURES
SizeByte Uint64 XHRFEFLATERN
Zoneld Uint64 AKX ID
FsName String BREEMEHRFEFR
Encrypted Bool NI RFRBINE
Requestld String HE—EK ID , 8XRERERIRE], EMARERAZRIFKAY Requestld,
j:t\
4. FEIRAS
PATBH T #EOWSSZEEXRANEIRIE , BEERIGIFN AR,

IR

InvalidParameter
InternalError
InternalError.CreateFsFailed

InternalError.GetAccountStatusFailed

InvalidParameterValue.FsNameLimitExceeded

InvalidParameterValue.InvalidFsName

WS : BRmEmEX

572 W F206%



O BASTCE STHHEHE ( CFS)

FEIRD o

[

InvalidParameterValue InvalidMountTargetlp
InvalidParameterValue InvalidNetInterface
InvalidParameterValue.InvalidPgroupld
InvalidParameterValue.InvalidProtocol
InvalidParameterValue.InvalidRegionZonelnfo
InvalidParameterValue InvalidStorageType
InvalidParameterValue.InvalidSubnetld
InvalidParameterValue InvalidVip
InvalidParameterValue.InvalidVpcld
InvalidParameterValue InvalidVpcParameter
InvalidParameterValue.InvalidZoneld
InvalidParameterValue.InvalidZoneOrZoneld
InvalidParameterValue.MissingStorageResourcePkg
InvalidParameterValue.MissingSubnetidOrUnsubnetid
InvalidParameterValue.MissingVpcidOrUnvpcid
InvalidParameterValue.MissingVpcParameter
InvalidParameterValue.MissingZoneld
InvalidParameterValue.UnavailableRegion
InvalidParameterValue.UnavailableZone
InvalidParameterValue.ZoneldRegionNotMatch
Resourcelnsufficient.FileSystemLimitExceeded
Resourcelnsufficient.RegionSoldOut
ResourceNotFound.PgroupNotFound
FailedOperation
InvalidParameterValue.InvalidEncrypted
InvalidParameterValue.MissingKmsKeyld

InvalidParameterValue.MissingZoneOrZoneld

WS : BRmEmEX 8573 I #H206m



O BASTCE

BN IRA

BRITEHTAYE: 2024-10-18 10:38:34

1. #EOfER

EOBEKEE . cfs.api3.finance.cloud.tencent.com,

A0 ( CreateCfsPGroup ) BT RIENFRE

FUAZ OB ISRERIRS : 200R/7D.

EOEFAYE : 2019-07-09 20:05:26,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR
Action
Version
Region
Name

DescInfo

3. S

SHBR
PGroupld
Name
DescInfo
BindCfsNum
CDate

Requestld

4. FEnRG

=
=
=
E=
=
=
=
=

P
[}

WS : BRmEmEX

FEFFNULL RE fER
S String NSES
S String VN
= String N
B String REZFR
S String NRERHAER
fEA
PREEID
BPREBEF
RPRAERIA SR
PBRERER SR TN
S FE )

BE—EK ID , SRIEREPRIRME, ELIDRASFERAEZRIERAT Requestld.

HE¥, AEOBYE : 2018-04-16

2%, FURSIFIMIESIZR(TODO)

M{4FfE (CFS)

874 T 206



O BASTCE STHHEHE ( CFS)

UG T 3Ol S5 IEERA0EIRD , BRI A HHEIRD,

HIRAD 5

[

InvalidParameterValue.DuplicatedPgroupName
InvalidParameterValue.InvalidPgroupName
InvalidParameterValue.PgroupDescinfoLimitExceeded
InvalidParameterValue.PgroupNamelLimitExceeded
Resourcelnsufficient.PgroupNumberLimitExceeded
FailedOperation

InvalidParameterValue.MissingPgroupName

WS : BRmEmEX 8575 T #H206m



O BASTCE STHHEHE ( CFS)

el FEMUEHER

BRITEHTAYE: 2024-10-18 10:38:34

<7 A
1. EOEA
EOBEKEE . cfs.api3.finance.cloud.tencent.com,
A$0O ( CreateCfsRule ) FAF G RAEFIRI,
FOANBEOERIRIRS « 200R/FD.

EOEFATE : 2019-07-09 20:09:04.,

EORIRESE EN,
2. BMINSE
LITNBERSHGIRNFIE TEROIBERSHFRD NHESH |, TEARSHGIRDAHLERSE,
SHER Wik AEENULL 28 Ak
Action = & String NS, AEOBYE : CreateCfsRule
Version = &5 String nNHESH  ANZEOEYE : 2018-04-16
Region 2 S String  AHSE, FRFRSIFRFIZR(TODO)
PGroupld = B String  #XRZEID
RWPermission B B String  EBEIR, AlIESEL : ro, rw, roSRE , rwhiES |, NERIANES
BFPHGR , 5i%24Y : all_squash , no_all_squash , root_squash ,
no_root_squash, HEHall_squashuRrEia) &I HEZ P
F4H ; no_root_squash/askihadroot PR roottk SRR, FEEIAA
no_root_squash,
AuthClientIp 2 B String  AVFAENEFimIPHEE i ES
Priority = & Int64 HLER , 240eE1-100, B 1 &S  10085(K
3. WS
SHBR ESid] R
Ruleld String FMWID
PGroupld String PRZEID

WS : BRmEmEX 5576 T #2061



X BIHSTCE ST{ARRE ( CFS)
SEEFR ESit] R

AuthClientlp String ZFigIP

RWPermission String EERR

UserPermission String FFPIR

Priority Int64 IR

Requestld String H—iFK ID , ®XiEKREPSIRE., BRI EEREIZRIEKA Requestld,
4. $EiR15
LATNAH T O SSZERXAVEIRD , EtERBEN AT SR,

T R

InvalidParameter

InternalError
InternalError.GetAccountStatusFailed
FailedOperation.PgroupInUse
InvalidParameterValue.DuplicatedRuleAuthClientlp
InvalidParameterValue.InvalidAuthClientlp
InvalidParameterValue.InvalidPgroup
InvalidParameterValue.InvalidPriority
InvalidParameterValue.InvalidRwPermission
InvalidParameterValue.InvalidUserPermission
Resourcelnsufficient.RuleLimitExceeded
ResourceNotFound.PgroupNotFound
FailedOperation

UnsupportedOperation

WS : BRmEmEX
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O BASTCE STHHEHE ( CFS)

PRSI RSt

BRITEHTAYE: 2024-10-18 10:38:34

1. #EOfEA

EOERIEE : cfs.apil.finance.cloud.tencent.com,
TR RS

BOAEZEOIERIRERPRE : 200K/F0,

EOEFRAYE : 2019-07-09 20:18:47,

BRI S-S &N,

2. NS

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SHER WAIS FBEFNULL i Tk
Action = S String NHBE, KIZOBYE : DeleteCfsFileSystem
Version 2 & String NS AEOEYE : 2018-04-16
Region £ S String RNESH, FIFRSIFRIMEHEIZR(TODO)
FileSystemId 2 & String XS ID
A MM
3. IHEE
SHEWR it A
Requestld String W—iEK ID , 8XIEREPSIRME. EBNBEERAZRIEKE Requestld,

4. IR

UG T 3Ol S5BEERA0EIRD | EfhiERADIFE R A iEiRe

Jdr
°

HHiIRtS ik
InvalidParameter

InternalError

InternalError.GetAccountStatusFailed

FailedOperation.MountTargetExists

WS : BRmEmEX 5578 T #2061



O BASTCE STHHEHE ( CFS)

FEIRD fEk
InvalidParameterValue.InvalidFileSystemld

InvalidParameterValue.InvalidRegionZonelnfo

InvalidParameterValue.MissingFsParameter

ResourceNotFound.FileSystemNotFound

UnsupportedOperation

WS : BRmEmEX 8579 I #2063



X BIHSTCE ST{ARRE ( CFS)
BRI BRZE
EITEFATE): 2024-10-18 10:38:34
o 4
1. EOfAR
EOIERES : cfs.api3.finance.cloud.tencent.com,
7420 ( DeleteCfsPGroup ) FBFMIBRINFRE,
EOMZECIERINERS) - 200%/70,
EOEFAYE : 2019-07-09 20:20:49,
OB E NEN,
A M2
2. WMASE
ATFBRESHGIRIGH TEROBERSHIED AHSEY | TRBAHSHGIRIALERSEH
SHER WAL FEHFNULL E il A
Action 2 S String nHSE, KEOBYE : DeleteCfsPGroup
Version = & String NHSE, KEOEYE : 2018-04-16
Region B S String RNESH, FEIFRSIERIMEHEIZR(TODO)
PGroupld 2 & String RPREAID
A MM
3. BitHESE
SR ESig) )%
PGroupld String S RZBID
Appld Int64 FAFID
Requestld String W—i5K ID , 8RIEREPSIRE. EEENEEREZRIEKE Requestld,
j:t\
4. $EiRS
PATBH 7O SSZEBEXAEIRIE | BfbERGIF AL ERE,
FEIRMG fEA

InvalidParameter

InternalError

WS : BRmEmEX

5580 T #2061



O BASTCE STHHEHE ( CFS)

FEIRD 5

[

InternalError.GetAccountStatusFailed
FailedOperation.PgroupInUse
InvalidParameterValue.InvalidPgroup
ResourceNotFound.PgroupNotFound
FailedOperation

UnsupportedOperation

WS : BRmEmEX 2581 T #206m



O BASTCE STHHEHE ( CFS)

AP BRZE RN

BT HTAYE: 2024-10-18 10:38:34

1. #EOfER

EOBEKEE . cfs.api3.finance.cloud.tencent.com,
ZA4Z0 ( DeleteCfsRule ) FAF BRI FRLEFT,
BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2019-07-09 20:32:56,

EOBIIOEE NN,

2. NS

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SHER Whi%E FEIEFNULL &g TR

Action = &5 String &8, NEOEYE : DeleteCfsRule
Version 2 & String NHESE | ANEOEYE : 2018-04-16
Region B S String AHBH, FERFRISHMERZIZR(TODO)
PGroupld = & String PRABID

Ruleld 2 S String FMID

3. S

SEER it RAR

Ruleld String FMID

PGroupld String UPRAID

Requestld String H—iEK ID , ®RiEKREPSIRE]., EEMATEERAZXIEKA Requestld,
H X

%EIEE

UG T OSSR A0EIRD | BfERISFER A IR,

FEIRD

i
4

InvalidParameter

WS : BRmEmEX 5582 T #206m



O BASTCE

IR

InternalError
InternalError.GetAccountStatusFailed
FailedOperation.PgroupInUse
InvalidParameterValue.DuplicatedRuleAuthClientlp
InvalidParameterValue.InvalidAuthClientIp
InvalidParameterValue.InvalidPgroup
InvalidParameterValue.InvalidPriority
InvalidParameterValue InvalidRwPermission
InvalidParameterValue.InvalidUserPermission
ResourceNotFound.PgroupNotFound
ResourceNotFound.RuleNotFound
FailedOperation

UnsupportedOperation

WS : BRmEmEX

M{4FfE (CFS)

£
5
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O BASTCE

FHXEA AR

BT HTAYE: 2024-10-18 10:38:34

1. #EOfER

EOBEKEE . cfs.api3.finance.cloud.tencent.com,

A0 ( QueryAvailableZonelnfo ) RFEIEXIHAIAT BB,
BOAEZEOIERIREPRE : 200K/FD.

EOE#RAYE : 2019-07-01 11:17:09,

EORMER LN,

2. NS

LINERSEHGIRNGIE TEOBERSEFIED AHSE , &

SHEWR WA FEVFNULL it
Action = = String
Version 2 5 String
Region = = String
por K

3. HiHSsE
SHEWR it R
RegionZones VersionCtrIRegion o RAXFIFE

Requestld String

4. FEIRD

ZEOGRWSZEAEXRERY  EtEREiFEN AT

WS : BRmEmEX

HEIRAD.

M f4HFtE (CFS)

U
NHSE, AEORYE : QueryAvailableZonelnfo
AHSE, AEEOBYE : 2018-04-16

RHEBH, FRFESISHRBIEEIZR(TODO)

E—EK ID , BRERESIRE. EIERISFEERAZRIEKRA Requestld,

5884 T 206



O BASTCE STHHEHE ( CFS)

ERNGRS

BT HTAYE: 2024-10-18 10:38:34

=7 R
1. #FOfEA
EOBEKEE . cfs.api3.finance.cloud.tencent.com,
BFEaXXERSR
EOMZECIERINERS) - 200%/70,
EOSEFRAETE : 2019-07-09 20:44:29,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER whi%E FEYFNULL &Sic) TR

Action 2 S String ~HBE, KIZFOBYE : QueryCfsFileSystem
Version = &5 String NS, ANZEOEYE : 2018-04-16

Region 2 S String AHSE, FIFRIFERFIZRTODO)
FileSystemId & B String XERS ID

InternationalFlag B B Uint64 IHIRIYE 1R |, RepE R SRR

3. S

SEER -t A
FileSystems FileSystemInfo XHRAER
Requestld String HE—EK ID , ®XiEKREPSIRE, BuAREERAZRIEKA Requestld,
H 3
4, EllBEﬁE_'J

UG T 2O S5BIEERA0EIRD |, BfhERADIFE N A iEiRE

Jdr
°

HIRAD A
InvalidParameter

InternalError

WS : BRmEmEX 5585 T4 #£206m



O BASTCE STHHEHE ( CFS)

FEIRD 5

[

InvalidParameterValue.InvalidFileSystemld
InvalidParameterValue.MissingFileSystemIdOrRegion
InvalidParameterValue.MissingFsParameter

InvalidParameterValue.UnavailableRegion

WS : BRmEmEX 2586 T 206



O BASTCE STHHEHE ( CFS)

BRI RES IR

BT HTAYE: 2024-10-18 10:38:34

1. #EOfER

EOBEKEE . cfs.api3.finance.cloud.tencent.com,
420 ( QueryCfsPGroup ) BFEIANRESIE.
BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2019-07-09 20:59:03,

BRI S-S &N,

2. NS

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SHER WAL FEFNULL St ik
Action 2 S String ~HBE, KIZFOBYE : QueryCfsPGroup
Version =2 & String NHESE | ANEOEYE : 2018-04-16
Region 2 S String AHBH, FENFRSIEEERFIZR(TODO)
InternationalFlag & B Int64 CEIUE 1R , BRARPRLEFREZR
A MM
3. S
SHEWR it A
PGrouplist PGroups N EEEIESEIES
Requestld String W—i5k ID , ®KiEkEP=IREl., BT EERHZKIEKA Requestld,
H >
4. FEIRAS

UM 7Ol SSB B AEIRD , EbERAgF AR,
FER Rk

InternalError.GetAccountStatusFailed

WS : BRmEmEX 5587 T0 #£206m



O BASTCE

S{FTEfE (CFS)
N
H1ANPRERN
BIFEFATE): 2024-10-18 10:38:34
= +H
1. EZOMAR
EOIERER : cfs.api3.finance.cloud.tencent.com,
40 ( QueryCfsRule ) ATEIENIREMNIFIE,
FONBEOIERIEIRS « 200k/FD.
BEOSEFATE : 2019-07-09 21:05:52,
EORISE R R,
A sl
2. MASH
UNERSEFIRNGIH T EOBEKRSEHIESL AHSE , TBAHSHFIRNAHERSE,
SHER WAisk FEIEFNULL St iR
Action = & String NHSE, AZEOBYE : QueryCfsRule
Version =2 & String NHESE , ANZEOEYE : 2018-04-16
Region 2 = String NHSH, FEFTRSIFREFIZR(TODO)
PGroupld 2 & String NPRZEID
A s
3. WS
SHER i IR
RuleList PGroupRules IEREMNFIZE
Requestld String H—iEK ID , &RiEKESIRE], EfABATEERAZRIEKA Requestld,
j:t\
4. %EIE’EE
LUREIH 73O S5 ZEERAEIRD |, EfthiERiDIFE N A =R,
FER Rk

InternalError.GetAccountStatusFailed

FailedOperation

WS : BRmEmEX

5588 T #2063



O BASTCE STHHEHE ( CFS)

Elljc FSHE&'{kIU\

BRITEHTAYE: 2024-10-18 10:38:34

1. #OfEA

EOBEKEE . cfs.api3.finance.cloud.tencent.com,

A0 ( QueryCfsServiceStatus ) FAFEIAAFERACFSRBRSIAE.
BOAEZEOISRIRERPRE : 200%/F,

EOEFAYE : 2019-07-09 21:08:59,

BORMER LN,

2. NS

UTNBERSEGIRGIH T ROBERSEIRBO DHSE |, TBAHSHFIRDAHERSH,

\

SHER WA FEEFNULL &<t TR

Action 2 S String ~HSE, KZEOBYE : QueryCfsServiceStatus
Version 2 &= String NS, KEOBYE : 2018-04-16

Region B & String AHSE, FIFRIFRFIZR(TODO)

3. BiHSE

SHBR RE fEiR
CfsServiceStatus String ZAPHRICFSERSZAMAE |, noneikFFiE |, creating AFHES , created HEFIE
Requestld String HE—EK ID , ®XiEKREPSIRE., EUARIEEREZRIEKA Requestld,
4. HRTD
AR 7OV S EERAIERID | BERIDFE N SR,
tHIRAD fEik

InvalidParameter
InternalError

UnsupportedOperation

WS : BRmEmEX 5889 T #206m



O BASTCE

BN RFHERN

BT HTAYE: 2024-10-18 10:38:34

1. #EOfER

EOBEKEE . cfs.api3.finance.cloud.tencent.com,

A0 ( QueryMountTarget ) BFEENAEFIERAER

FUAZ OB ISRERIRS : 200R/7D.
BOSE#HAYE : 2019-07-09 21:17:31,

EOBIIOEE NN,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE |, TBAHSH

SHER whi%E FEEFNULL
Action = &
Version = =
Region 2 &
FileSystemId 2 =5

3. S

SHER St
MountTargets MountInfo
NumberOfMountTargets Int64
Requestld String
H >
4. $EiRS

UG T Ol S5 EERA0EIRD | BRI A THEIR

EIRED
InvalidParameter

InternalError

WS : BRmEmEX

s
String
String
String
String
fk
HHRIFS
HERRHE
E—EKID

FIRWAHIERSH
fik
RNHES

M f4HFtE (CFS)

%, AEZEOBYE : QueryMountTarget

NHSE, KIZOEYE : 2018-04-16

REBH, FNFESISAHEEIZR(TODO)

MRS 1D

BREFRERE, EIFRREERA

P4
™
dA
°

ZRiEKEY Requestld,

5890 T #2063



O BASTCE STHHEHE ( CFS)

HiRAD fk
InvalidParameterValue.InvalidFileSystemld

InvalidParameterValue.MissingFileSystemId

InvalidParameterValue.MissingFsParameter

ResourceNotFound.FileSystemNotFound

ResourceNotFound.MountTargetNotFound

WS : BRmEmEX 2591 ;1 #H206m



O BASTCE STHHEHE ( CFS)

FrECFSERSS

ERITEHTAYE: 2024-10-18 10:38:34

<7 A

1. ZFOfEA

EOBEKEE . cfs.api3.finance.cloud.tencent.com,
A0 ( SignUpCfsService ) BTFHECFSIRSS.
EOMZECIERINEIRS) : 200%/70,

EOSEFRAETE : 2019-07-09 21:21:44,

EOBEIOE S &N,

2. NS

UTNBERSEGIRGIH T ROBERSHIBO LDHSE , TBEAHSHFIRDAHERSH,

SHER WA FEEFNULL ESic) faEA

Action = & String NHSE, KIZFOBYE : SignUpCfsService
Version 2 &= String NHBE, AEOBYE : 2018-04-16
Region B S String RNESH, FENFRSISRMHFIZR(TODO)

3. iHESE

SHER i fik
CfsServiceStatus String ZAFP YRICFSIRSZAIIRZ , none2KFHE , creatingRFFES , createdREFHE
Requestld String K—IEK ID , ®REREBRIRE]. EfOHRIRERHIZRIEKRA Requestld,

4. FEIRS

UG T OSSR A0EIRD | BfERISEN A HHEIRD,

Jila]

HEIRTD 5

[

InvalidParameter
InternalError

UnsupportedOperation

WS : BRmEmEX 5892 T #206m



O BASTCE STHHEHE ( CFS)

E N RGS

BT HTAYE: 2024-10-18 10:38:34

7 ek p
1. EOfAR
EOBEKEE . cfs.api3.finance.cloud.tencent.com,
ZA##0 ( UpdateCfsFileSystemName ) BFEHXHRFKSZ
EOMZECIERINERS) - 200%/70,
EOSEFRATE : 2019-07-09 21:23:35,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wi FEIEFNULL &g TR

Action = S String ~HSE, KEOBYE : UpdateCfsFileSystemName

Version 2 & String NS, AEOBYE : 2018-04-16

Region £ & String AHBH, FEIFRSISRMRZIZR(TODO)

CreationToken & & String FARPEENXNXHRFEZIR

FileSystemId 2 & String XHRFID

FsName & & String FAFBEENHRFER , RN TFCreationToken
3. MBS

SHAR &g R

CreationToken String AFBEENNERFZTR

FileSystemId String XHRFID

FsName String FAFBENXHRZAETR

Requestld String HE—iEK ID , RiEKESIRE], EfAEATEERAZXIERKA Requestld,
4. $E=S

UG T O SSIBAEERA0EIRD | EERITFER ARG,

WS : BRmEmEX

5893 T #2063



O BASTCE

FHIRAD

InvalidParameter

InternalError

ResourceNotFound
InternalError.GetAccountStatusFailed
InvalidParameterValue.FsNameLimitExceeded
InvalidParameterValue.InvalidFsName
InvalidParameterValue.InvalidFileSystemld
InvalidParameterValue InvalidRegionZonelnfo
InvalidParameterValue.MissingFsParameter
ResourceNotFound.FileSystemNotFound

FailedOperation

WS : BRmEmEX

M{4FfE (CFS)

5894 T 206



O BASTCE

BRI RFHINPRE

BT HTAYE: 2024-10-18 10:38:34

1. #EOfER

EOBKES :

cfs.api3.finance.cloud.tencent.com,

M f4HFtE (CFS)

ZA4Z0 ( UpdateCfsFileSystemPGroup ) FBTE#HS4 RS E R RE

FUAZ OB ISRERIRS : 200R/7D.
BOSEHAYE : 2019-07-09 21:25:13,

EOBEIOES &N,

2. NS

LINERSHGIRNGIH TEOBRSEFIED RHSE

SHETR i FEFNULL
Action = =
Version = =
Region 2 =
PGroupld = B
FileSystemId = B

A M

3. FitH &

SHER it &R
PGroupld String RPRAAID
FileSystemId String XHREFKID
Requestld String

-3

4. FEIRAS

UG T 2O SSIBEERA0EIRD | BfERIFEN L

RS

InvalidParameter

WS : BRmEmEX

String
String
String
String

String

£34 , AEOBYE : UpdateCfsFileSystemPGroup

7

NHSE, KIZOEYE : 2018-04-16

\N

NS, FRSIFIMIESIZR(TODO)
PREAEID

XHRZID

E—EK ID , SRIEREPRIRME., EMIAMATFEERALZRIERAI Requestld,

BRI,

5895 I #2063



O BASTCE STHHEHE ( CFS)

FEIRD 5

B

InternalError

ResourceNotFound
InternalError.GetAccountStatusFailed
FailedOperation.PgroupInUse
InvalidParameterValue.InvalidFileSystemld
InvalidParameterValue.InvalidPgroup
InvalidParameterValue.InvalidPgroupld
InvalidParameterValue InvalidRegionZonelnfo
InvalidParameterValue.MissingFsParameter
ResourceNotFound.FileSystemNotFound
ResourceNotFound.PgroupNotFound
FailedOperation

UnsupportedOperation

WS : BRmEmEX 2596 T1 206



O BASTCE

EM XU RGFEEERT

ERITEHTAYE: 2024-10-18 10:38:34

1. #OfEA

EOBEKEE . cfs.api3.finance.cloud.tencent.com,

ZA$#0 ( UpdateCfsFileSystemSizelimit ) FIF BN RAFESEIRE,

BONEOIBRIRERIRE] : 200R/FD,
BOSEHAYE : 2019-07-09 21:26:45,

EOBEIOE S &N,

2. NS

UTNBERSEGIRGIH T ROBERSHIBO LDHSE , TBEAHSHFIRDAHERSH,

SHER Wi FEFFNULL &<t fEA
Action = S String NS
Version = = String N
Region = =
FsLimit = =
FileSystemId 2 B String XHRFID
o X
3. FitH &
SHER E3id) fEA
Requestld String HE—EK ID , ERiEKRESIRE], ENRRIREERHIZRIEKE Requestld,

j:t ~
4. i81=f8
LA T O SSBERXAYEIRS , EEREEN AT SR,
e
InvalidParameter

InternalError

InternalError.GetAccountStatusFailed

WS : BRmEmEX

H2% , KIZEOBYE : 2018-04-16

String RHBH, FRFEESISHORBIEEIZR(TODO)

M f4HFtE (CFS)

B4, AMEORYE : UpdateCfsFileSystemSizeLimit

Uint64 NHRFREREA/N , BNEEL-1073741824, B39GB

5897 I #2063



O BASTCE STHHEHE ( CFS)

HiRAD fEk
InvalidParameterValue.FsSizeLimitExceeded
InvalidParameterValue.InvalidFileSystemId
InvalidParameterValue.InvalidFsSizeLimit
InvalidParameterValue InvalidRegionZonelnfo
InvalidParameterValue.MissingFsParameter
ResourceNotFound.FileSystemNotFound
FailedOperation

UnsupportedOperation

WS : BRmEmEX 2598 T #206m



O BASTCE

EFMRARER

ERITEHTAYE: 2024-10-18 10:38:34

1. #OfEA

EOBEKEE . cfs.api3.finance.cloud.tencent.com,

A0 (UpdateCfsPGroup ) EFREIER.
FUAZ OB ISR : 200R/7D.

EOEFTE : 2019-07-09 21:28:47,

RO E 32 41N,
A M
2. MASH
LATBREHGIRIGH TEROBERSHIED AHSE | TBAHSHGIRIALERSE,
SHER WAL FBEFNULL i TR
Action 2 S String ~HSE, KEOBYE : UpdateCfsPGroup
Version = &= String NHSE, KEORYE : 2018-04-16
Region = & String RESH , FENFRSISRIMEHEIZR(TODO)
Name & & String PREZFR
PGroupld 2 & String RPRAAID
DescInfo & & String HINMER
A s
3. HESE
SR &S] HnA
PGroupld String RPRZEID
Name String PRBZFR
DescInfo String AN EIS
Requestld String K—iEK ID , BRiERESIRE], EAERITEERMZXIERKAI Requestld,

4. F5IRS

UG T 2O S5B AR A0EIRD | EhERIBFE R A EiRE

WS : BRmEmEX

°

M f4HFtE (CFS)

5899 Tm 206



O BASTCE STHHEHE ( CFS)

e ] 5

[

InternalError

InternalError.GetAccountStatusFailed
FailedOperation.MountTargetExists
InvalidParameterValue.DuplicatedPgroupName
InvalidParameterValue.InvalidPgroupName
InvalidParameterValue.MissingNameOrDescinfo
InvalidParameterValue.PgroupDescinfoLimitExceeded
InvalidParameterValue.PgroupNamelLimitExceeded
ResourceNotFound.PgroupNotFound
FailedOperation

UnsupportedOperation

WS : BRmEmEX 25100 7@ #2067
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O BASTCE STHHEHE ( CFS)

T PRZENIY

BITEFAYE: 2024-10-18 10:38:34

AR N

1. EOHA

EOEKiEE : cfs.api3.finance.cloud.tencent.com,
A0 (UpdateCfsRule ) FAFEHRMN,
BOAEZEOISRIREPRE : 200%/FD,

EOEFHATE : 2019-07-09 21:30:30,

EOBEIOES &N,

2. NS

ITNBERSHGIRNFIE TEOIBERSHFED NS, TEARSHGIRD NSRS
SHER Wik FFNULL 58 fA
Action 2 & String  AHSE, AEOBYE : UpdateCfsRule
Version 2 &5 String NS ANEOEYE : 2018-04-16
Region 2 S String  AHSE, FRFRSIFRFIZR(TODO)
PGroupld = = String  tXFR4EID
Ruleld = B String ~ FWID
AuthClientlp & & String  AIFIBIAIAYE Fim P Ek RS
RWPermission & &5 String  1ESNR, AN%ESEL : ro, rw, roAREE , rwAIES
BFPHGR , 5i%24Y : all_squash , no_all_squash , root_squash ,
no_root_squash, Hrhall_squashAFrEiaAFERSERGS HER FFEL
UserPermission = #& & String AP ; no_all_squashBiBRIARSSESA AR ILE , FeieM /s EikgT
NEBBFERFE ; root_squash7afEkisRIroot B RS NER FBFER
4 ; no_root_squash3zkizHroot Fi P {RIFroot ik SR,
Priority & & Inted  FMUEKER , SECEEIL-100, H 1 ARE , 1008R(E
3. WHZE
SHER it fEA
PGroupld String RPRAAID
Ruleld String FMWID

WIS : B emEX 26101 |1 20611

\|



O BASTCE STHHEHE ( CFS)

SR ESid) fER

AuthClientIp String SRR FiGIP

RWPermission String EERR

UserPermission String FFPIR

Priority Int64 IR

Requestld String H—FK ID , &XiEKREPSIRE, BRI EEREIZRIEKA Requestld,
4. $Ei=is

PAIMRFIE 7O SZEEXAERE | Bt ERGFE N TSR,

FEIR fik
InvalidParameter

InternalError

InternalError.GetAccountStatusFailed
FailedOperation.PgroupInUse
InvalidParameterValue.DuplicatedRuleAuthClientlp
InvalidParameterValue.InvalidAuthClientlp
InvalidParameterValue.InvalidPgroup
InvalidParameterValue.InvalidPriority
InvalidParameterValue.InvalidRwPermission
InvalidParameterValue.InvalidUserPermission
InvalidParameterValue.RuleNotMatchPgroup
ResourceNotFound.PgroupNotFound
FailedOperation

UnsupportedOperation

WS : BRmEmEX 2102 7@ #2067



O BASTCE STHHEHE ( CFS)

Hfthiz
ERXiEEE RIS

BITE AT a): 2024-10-18 10:38:34

1. O

BEOEKIHE . cfs.api3.finance.cloud.tencent.com,
EKEEERER  RATESS
BOAEZEOISRIRERPRE : 200K/FD,

EOSEFRAETAE - 2019-07-01 10:55:57,

EORWERREN.

2. NS

ATFBRESHGIRIGE TEROBERSHIED AHSEY | TRBAHSHGIRIALERSH
SHEBR Vasis FEFNULL ESid) i35
Action = A String ~HBE, KIZFOBYE : QueryMountTargetsWithRegion
Version =2 &5 String NS, AEOEYE : 2018-04-16
Region 2 S String RHEBH, FRFESISHHBIEEIZR(TODO)
A A\l 24
3. FiH S
SHBR RE i)

MountTargetCollection =~ MountTargetCollectionWithRegion  3F#EmFIZE

BE—IEK ID , RIEREPIRME., EIARSFERAZR

Requestld String 5k Requestld,
4. SRR
AR 7O S EERaIERID | BERIDFE N A ER .
tHIRAS A

InternalError

InvalidParameterValue InvalidFileSystemld

WS : BRmEmEX 2103 T@ #2067



O BASTCE STHHEHE ( CFS)

HIRD A
InvalidParameterValue.MissingFileSystemld

ResourceNotFound.FileSystemNotFound

WIS : B emEX 28104 T3 #2063

\|



O BASTCE

SRS

BT HTAYE: 2024-10-18 10:38:34

VersionCtrlType

AT -2 B8R

#WHITEOSIA - QueryAvailableZonelnfo

BR Witk FBEFNULL
Protocols = &
Type = &

Array of " .
ray WY S

VersionCtrlProtoStatus

Strin
"9 g8 A" (ESR

MountTargetCollection

MountTargetCollection

#AT™EOSIA -

% N
NumberOfMountTargets
FileSystemId

MountTargets

VersionCtrlZone

WA - AT X A

WAL FEFFNULL &<t

= B Int64

b= a String

= & Array of MountInfo

AN T™EO5 | : QueryAvailableZonelnfo

BR

Zone

Zoneld
ZoneCnName

Types

FileSystemInfo

Wik
=
=
=
E
=
=

=
=

WS : BRmEmEX

FEFFNULL il

B String

& Int64

= String

B Array of VersionCtrlType

M f4HFtE (CFS)

TPiEREL, EIER"SD” : Rk, "EP” : iRIEEL. "HP" . B

fik

THRHE
M558 1D
RIS

fifik
ATAXAER
ATAXID
ARSI ZFR

Type%idH

26105 1 20611

\|



O BASTCE

MHRFERER

AN T™EO3F - QueryCfsFileSystem

R
CreationTime
CreationToken
FileSystemId
LifeCycleState
SizeByte
SizeLimit
Zoneld

Zone
Protocol
StorageType

StorageResourcePkg

BandwidthResourcePkg

PGroup
FsName
Encrypted

KmsKeyld

=
=
=
E=
=
=
=
E=
=
=
=
=
=
=
=
=
=
=
=
=
=
E
=
=
=
E
=
=
=
E=

=
~x=

VersionCtrIRegionZones

XA AR
#ANTEOSIA -

g N

RegionZones

CfsKmsKeys

CfsKmsKeys

W0 TEOSIA - QueryCfsKmsKeys

WS : BRmEmEX

M f4HFtE (CFS)

FEEFNULL Sl ik

a String BlEEATE)

a String FRFBEEXER

& String NHRFID

& String NERGHRS

S Uint64 XHRGEFERBE

& Uint64 MHRFRAT RS

= Uint64 XiHID

& String IR

& String A RGN SR

& String NG RGBSR

a String MHRFHENFER

& String MHRFHENTRE

B PGroup MHRFHERRARER

= String BREENXER

a Bool XHRAREINE

& String INEEFREFRRERSA | ATLAAESARIIDELEARN
FEFNULL RE fat
& Array of VersionCtrlRegion XA B

%106 Ta #2067



O BASTCE STHHEHE ( CFS)

BR whi%E FEFNULL ESid) A
NextRotateTime = S Int64 TRECEERTIEEL
Owner = S String ZRETE
KeyRotationEnabled 2 & Bool EIRRERERTE
Keyld = = String KeyR9ID

Alias = & String Z5ERIE
CreateTime 2 S Int64 BUERATIEIEL
Description 2 S String EEEHA
KeyState =2 & String KeydR% , BIEE(E"Enabled” , "Disabled”
KeyUsage = B String EIREAS

Type 2 B Int64 Keyz&EY
CreatorUin 2 & Int64 BlEEVIN

MountTargetsWithRegion

HFQueryMountTargetsWithRegioniz[]

B T™ZEOS B : QueryMountTargetsWithRegion

B DAV FEFFNULL KB fEk
Vpcld =2 B String FABEMZ ID
IpAddress = = String HEHAIP
VersionCtrlProtoStatus
A - S
#WEI O3 : QueryAvailableZonelnfo
e W%k SSFFNULL kB b
SaleStatus 2 & String  &E=IKE. TNEER"sale_out” : &, "saling” : ©J&. "no_saling” : AoJiHE
Protocol =2 & String  PHXEEEL, ENEEFNFS", “CIFS”
PGroup

NHRFHERPRARER

WS : BRmEmEX 2107 T@ #2067
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O BASTCE STHHEHE ( CFS)

WA TEOS | - QueryCfsFileSystem

BFR WAl FEVFNULL g i R
PGroupld = = String PRLEID
Name = A String PREZFR
TagRows
X RFIREEE
WA T™EOSIA
BFR WAIE FEYFNULL il A
TagKey b= & String I
TagValue 2 & String RESE
FileSystemId 2 & String XHRFID
SizelnBytes
XHEFREER , EBEOFKR , 2058
WA TEEOSIA -
B WAIEE FEEFNULL e Sl A
Timestamp g2 & String A E)Ek
Value 2 B String NI RFHE
PGroupRules
RBRABFINTIZR
#WaNTEOS I : QueryCfsRule
ZFR 4Svin FEFNULL i R
Ruleld =1 & String  FUID
AuthClientIp B B String  AIFAENEFiGIP
RWPermission 2 = String  ESR, roARE , rwhiES
RS - B e EX 25108 1 #2061



O BASTCE

% iis

UserPermission

Priority

il

FBEFNULL

iy

|

VersionCtrIRegion

R - X IR

AN T™EO5 | : QueryAvailableZonelnfo

% N
Region

RegionName

RegionStatus

Zones

ZoneSet
RiGET ISR
WATFREEOSIF

g N
Zoneld

Zone

Type

Protocol
SaleStatus

Region

RegionName

PGroups

=
=

=
~x=

il

fim

fim

fim

fil

fim

il

fim

il

FIFNULL

a

iy

iy

H

FeFNULL

=
[=]

A
A

iy

m

iy

iy

iy

WS : BRmEmEX

St

String

Int64

String

String

String

Array of

M f4HFtE (CFS)

fk

FEPBIR, HApall_squashIFrBIHARAF SRS SEBRFESEFA ;
no_all_squashBisiRIR S SAH AR LA , IUEME BT AERZ A
FEFF4E ; root_squash/o¥gsRisHIroot FI e A ERZ a4 ;
no_root_squashAEiHRIroot B {RFrootik SR,

MM , 1-100, Hep 1 A&E , 1008&(K

TR
XigZFR , 20"ap-beijing”
XIEEFR , a0 b

KA AiER , SXKBERELE— T BRGT SRS , BYEN
AVAILABLE , ZHM9UNAVAILABLE

AIAXEA

VersionCtrlZone

e
&

Int64
String
String

String

String

String

String

T

ATAKXID

AT AXEHR

TRAEEEY, EIEEESD" : R, "EP" : HRIEEL. "HP : BMRe. “IA" R
NEERY, ANEERNFS", "CIFS”

ERRE, TEEA sale_out” : &2 “saling” : AJ&. “no_saling” : el
£ "reserved” : {RE5,

XiFZFR , a0"ap-beijing”

&R, 20"bj"

6109 1 20611

\|



O BASTCE STHHEHE ( CFS)

PRBERAE

WA~ EO3 | : QueryCfsPGroup

=2 Wik FEEFNULL e Sl R
PGroupld = = String PRLEID
Name = & String TPRBEZFR
DescInfo = S String HIMER
CDate 2 S String ClEERTE)
BindCfsNum 2 B Int64 KESUFRF N
Mountlnfo
TERER
B T™ZEOS B : QueryMountTarget
BER whISE FEFFNULL it TR
FileSystemId 2 FS String NiHES 1D
MountTargetld = &= String HEHAID
IpAddress = & String EHRIP
FSID 2 & String EHRER
LifeCycleState 2 S String EH RS
NetworkInterface = a String LR SERY
Vpcld = B String FABME ID
VpcName = & String FABMILBETR
Subnetld = & String & Id
SubnetName = & String FRIZFR
MountTargetCollectionWithRegion
FFQueryMountTargetsWithRegionz [
HANTZEOS B : QueryMountTargetsWithRegion
BFR WAIZE FEFFNULL ESid) TR
NumberOfMountTargets 2 & Int64 FHAHE

WS : BRmEmEX 2110 7@ #2067

\|



O BASTCE

% iis
FileSystemId

MountTargets

FileSystems

MHRFEAEER
#ANTEOSIA -
SR
CreationTime
CreationToken
FileSystemId
LifeCycleState
SizeByte
SizeLimit
Zoneld
Zone
Protocol
StorageType
StorageResourcePkg
BandwidthResourcePkg

FsName

WS : BRmEmEX

M f4HFtE (CFS)

FBEFNULL Sy R

a String MHRS ID

& Array of MountTargetsWithRegion EHAFS
s FEVFNULL St R
2 = String RlEERTE
=2 S String BFRBEENXEMR
b~ B String XHRFID
2 P String MHREFIRES
= a Uint64 YHRREEREE
= a Uint64 MARFERAZTRIPRE
b= ) Uint64 XD
= B String XIEEZFR
2 S String MR GetN ZER
2 S String NI R G T iESEE
= a String X RFHERNFEE
= A String XHRFHERIHEE
2 S String BFRBEENXEFR

%111 |1 #2061



O BASTCE

HIRhS

ERITEHTAYE: 2024-10-18 10:38:34

TREeRR

M{4FfE (CFS)

INFRIREERFTFAE Error FER , MISRZNERA APLEOKM, 590 :

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

12

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

Error FfY Code FHIRAS , Message FRNZIB=AIEAEE.

SETEVIES
LHERDB
EIRAD
AuthFailure.InvalidSecretld

AuthFailure. MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

WS : BRmEmEX

15488
ZIRAER (2= API B3R ) |
MFA $&i%,

B, FEEHENEERESCHMREESR | ISIER | BaEERES
HEIFH  TERIEMEETE.

ERTH. Timestamp MRSBIRAGEMEENMSBIODT , IBRERINEERETER
BEL.

BELER. SEUEER  BYRBEAANPHIROLICEEES Z I AR,
token $&iR,

Bk CAM 1Y,

DryRun #F , RFRIBEREEEMINA . RESET DryRun 24,

(=SS

REBFEIR.

EORFE.

SEGER.

SR EER.

%112 |1 #2061
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O BASTCE

HIRD iEA
LimitExceeded TR ACEPRE .
MissingParameter ROSEERIR,
NoSuchVersion BEORATRGFE.

RequestLimitExceeded TBERAVREGERT T IREPRE .

ResourcelnUse RIFR G,
Resourcelnsufficient RIFAE.
ResourceNotFound RIFAFE,
ResourceUnavailable RIFARTF,
UnauthorizedOperation RIFTURLE,
UnknownParameter RISEEEIR,
UnsupportedOperation BMEARSTHE,
UnsupportedProtocol http(s)iEkIPGEIR , R3ZHF GET #1 POST 15K,
UnsupportedRegion BEOARISAEMIE,
A S5HERAS
ERAD

ResourceNotFound.MountTargetNotFound
UnsupportedOperation.InvalidEncryptionZone
Resourcelnsufficient.RegionSoldOut
UnsupportedOperation.UnauthorizedCfsQcsRole
ResourceNotFound.PgroupNotFound
InvalidParameterValue.InvalidRwPermission
InvalidParameter
Resourcelnsufficient.PgroupNumberLimitExceeded
InvalidParameterValue.InvalidEncrypted
InvalidParameterValue.MissingZoneOrZoneld
InvalidParameterValue.PgroupNamelLimitExceeded
InvalidParameterValue.UnavailableZone

InvalidParameterValue.InvalidPgroupName

WS : BRmEmEX

M f4HFtE (CFS)
AR
%113 ;@ #2063



O BASTCE STHHEHE ( CFS)

FHIRAD izl
InvalidParameterValue.MissingKmsKeyld
InvalidParameterValue.InvalidPriority
InvalidParameterValue.DuplicatedPgroupName
ResourceNotFound.RuleNotFound
InvalidParameterValue.MissingVpcidOrUnvpcid
InvalidParameterValue.InvalidAuthClientlp
InvalidParameterValue.MissingNameOrDescinfo
Resourcelnsufficient.RuleLimitExceeded
InternalError.CreateFsFailed
InvalidParameterValue.RuleNotMatchPgroup
InvalidParameterValue.InvalidFileSystemld
InvalidParameterValue.MissingFileSystemIdOrRegion
InvalidParameterValue.ZoneldRegionNotMatch
InvalidParameterValue.UnavailableRegion
InternalError.GetAccountStatusFailed
FailedOperation.PgroupInUse
InvalidParameterValue.InvalidPgroup
InvalidParameterValue.InvalidMountTargetlp
ResourceNotFound
InvalidParameterValue.InvalidZoneld
InvalidParameterValue.InvalidProtocol
InvalidParameterValue.InvalidStorageType
UnsupportedOperation.DisablledCfsEncryptionKey
InvalidParameterValue.InvalidNetInterface
InvalidParameterValue InvalidRegionZonelnfo
InvalidParameterValue.InvalidUserPermission
InvalidParameterValue.MissingVpcParameter
InvalidParameterValue.MissingZoneld

FailedOperation.MountTargetExists

WS : BRmEmEX %114 W #2067
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FHIRAD izl
InvalidParameterValue.MissingStorageResourcePkg
UnsupportedOperation
UnsupportedOperation.DisabledCfsEncryptionKey
InvalidParameterValue.InvalidZoneOrZoneld
InvalidParameterValue.InvalidVip
InvalidParameterValue.DuplicatedRuleAuthClientlp
Resourcelnsufficient.FileSystemLimitExceeded
UnsupportedOperation.MissingKmsAccessPermission
InvalidParameterValue.InvalidPgroupld
InvalidParameterValue.MissingFileSystemId
InvalidParameterValue.InvalidVpcParameter
ResourceNotFound.FileSystemNotFound
InternalError
InvalidParameterValue.InvalidFsSizeLimit
InvalidParameterValue.InvalidFsName
FailedOperation
InvalidParameterValue.MissingSubnetidOrUnsubnetid
InvalidParameterValue.FsNameLimitExceeded
InvalidParameterValue.MissingFsParameter
InvalidParameterValue.MissingPgroupName
InvalidParameterValue.InvalidSubnetld
InvalidParameterValue.InvalidVpcld
InvalidParameterValue.PgroupDescinfoLimitExceeded

InvalidParameterValue.FsSizeLimitExceeded

WS : BRmEmEX 2115 @ #2067

\|



X BIHSTCE

MR ( 2019-07-19)
APIHELS

RITEHHYE): 2024-10-18 10:38:34

APIFRZAR

V3

APIHER =]

BEORBMR
BindAutoSnapshotPolicy
DescribeAutoSnapshotPolicies

DescribeCfsTags

H iz

EORR
CopyFileSystemSnapshotCrossRegion
CreateAutoSnapshotPolicy
DeleteAutoSnapshotPolicy

UnbindAutoSnapshotPolicy

MR GTRREO

EOBR

CreateCfsFileSystem
DeleteCfsFileSystem
DescribeCfsFileSystemClients
DescribeCfsFileSystems
DescribeCfsFileSystemsByVpc

DescribeMountTargets

WRFRE - BRmERMEX

M{4FfE (CFS)

ZOT8E

M RGP ERARARAR

B HRFERIBRBIIREE
Hifcfs&FtyIFR

ZOT8E
SIS IS R FERAR
B EHARARERIS

AR ERARSRAS

FRAPIRAT RIS

ZOTRE

B RSE

BRI BBt
BONHERE i
BIXHRS
ERVPCEREIRX MRS
BIXMHRFHERR

%116 1 20611

\|



X BIHSTCE ST{ARRE ( CFS)

EORR EOThRE
UpdateAutoSnapshotPolicy EHTERRRARERE
UpdateCfsFileSystemName ERNHRRE
UpdateCfsFileSystemPGroup BT RFBRIRE
UpdateCfsFileSystemSizeLimit B RRES 2RE
ArsstExEC
EORWR EOThee
DescribeAvailableZonelnfo EEXIHATAER
DescribeCfsServiceStatus BEECFSIRSIRES
SignUpCfsService FHECFSHIRSS

Y REERZEN

EOEFR BEOTIRE

CreateCfsPGroup BIEEAIRA

CreateCfsRule BT BREMT
DeleteCfsPGroup FRIBRABRE

DeleteCfsRule PR BREEAN Y
DescribeCfsPGroups HINRASIF
DescribeCfsRules ERREMRT
UpdateCfsPGroup BEFURAER
UpdateCfsRule BTN PRAEFN

WIS : B emEX 58117 0 206



O BASTCE STHHEHE ( CFS)

BB

EOSH7V]

BEEFATE): 2024-10-18 10:38:34

tcecloud APl £XE/MAIENEKIFITEMIGIIE , BB MNEREBZTEELATBEREHTEEEREE ( Signature ) LISIHEKRES D, &

BIEEHRTEFIEER , T2 FIERE Secretld 7] SecretKey ; ERFPEIREZEFEIE | BRIECAPIZARNHERS , BNTEERATAPI
#ZM.

= .

1. RiFReFEiE

HEEIXER=APIZE] , BRIERAPIZSANHBRIELEEIE. L2 EIUFELE Secretld 1 SecretKey :
e Secretld FBF#RR APL EREBH

* SecretKey B FIIEEE F A BMIRS SRS E FRTRIER.

* FAPRITEEEREEIE , BRtE,

HiBLZeEIINEREERNT -

1. ERtcecloudEEBFIEHIE,
2. BHE=APIZSBRNEHI A TUE
3. E=APIESETUHE , M [F7] RPRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELIBBIRT Secretld / SecretKey,

2. ERE R R

BT ZeEiESecretld f SecretKeyf5 , MATLAERESZERT. IATREEMRSSHRNIFMSFE :
BRIZFFHY Secretld #1 SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

AR RERERA , SRR RRERIEN Secretld F SecretKey B TIREHR(E !
LA=RRSS 2R EEXLfI7IZR(Describelnstances)iEk A6l , SRAFERAX—EOR , iSRS T:

SHER 3L 248

Action 555 Describelnstances

Secretld #=5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E I[N 1465185768

Nonce PEHLIEEEEY 11886

Region SCAIRRTEX ap-guangzhou

WIS : B emEX %118 T1 20611
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e C 3L SHE

Instancelds.0 FFEIRRILBIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. S EHEF

EAEMEERSERSHEBNFEE ( ASCHRE ) FAEHF. T8 1) RIESHSHTHIR | SRERTINET , 7&85tA/0 ;
2) #% ASCII 1BEE AN |, 30 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARIREE. AATLUERRIZES PHIHE%
HERFRECRSLINX—INAE , 1 php B8 ksort R, HIRRBISEHIHEFRERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

ERAECERRINESAN , X EERAIFRISEEITHIRF | ERIRER—EEA.

2.2. BHEBRF R

WWEBERMBERFGER. HE L —THERFRERSEISTN R SRR ="S81E I | 11X Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIIEEH A Action=Describelnstances . T8 : “S&E"HERIAETIEurRREOE.

REBBINENS IS8R HEE—E | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESBRSFTE

WEBERESBRENFHER. SRRNFHAEHUTI N SE0T6:

1. 15k 7Ai%: 3% POST #0 GET 5=t , XEBFER GET 5K , iFRAEAEXE.

2. IERENBEELIFFE (Describelnstances)§9i5 K14 5 : cvm.finance.cloud.tencent.com, SCRRAVIE KIS RIEEOFREERIIAR
BEmAE , FNEEORE.

3. {BEKERZR: HEIRAZAPIRIEKRIRZREEN / .

4. BRFERER: B E—SERAEKRFRT R,

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES
TOIRIHEEER

WIS : B emEX %119 1 #2061
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&V
ersion=2017-03-12

24, EpSREA

S BRAERSER, BEEMER HMAC-SHAL EiEY E—S RSN ERFOIFFRHTES | ARKBEMNE S RER Base6s #1745
13, BIEIRIGRERIER A,
BRSNS |, LA PHP BS54
$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE&Timestamp=14651
85768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBEINEEEN:
EliP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR ARG TERIIE , BRNERHES6IFHhaI—EEE.

3. ERRIwG

ERRRIS R B TREEIRIFNIBRESE , FEXHEBT URL %3,

8N F— RIS Z A ElIPOYW3pW28FpsEdkXt/+WcGel= , BEFIR0RE HRiBREE ( Signature ) 7
EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Ei5RTFEMSRAER URL,

AR MRAFREKRSERR GET , BiEB X758 POST [RY Content-Type 73 application/x-www-form-urlencoded , MI&iXiER
RAEERSHAEIREM URL RS , SHRN=-ASARERIG. IF ASCI FRHE URL RISAIFRESELL UTF-8 #{T4%88.

IR | LREIESH http BEREESFTESEHT urlencode , FEXMMEN T , MATREXIERBHT URL 3T , BUAX URL 4
HeSHERLM.

IR RthSBEbBEARI TR , MESRA RFC 3986, 57 %XY MEHFRPUINFHTES RS , HP "X T"Y A+
(0-9 FIXE=rE A-F) , BRINSE5IRER.

4. ZZEM

HRIESSIREN | FEUTERRMANEIRS | iSHRIESSIREAE

R fEIREA
AuthFailure.SignatureExpire BEILHR
AuthFailure.SecretldNotFound IR
AuthFailure.SignatureFailure ERHER

WS : BRmEmEX 120 7@ #2067
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RS EIES U
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZHRIEE ( RE= APl Z¥E3EAY )

(e S 2 —
5. &2 ER

FESTRRER APL 3.0 B , HEFEERIREERItcecloud SDK 3.0 , SDK EHEETRBANLE , FAN R RRIBMEORET, HAEE
S0 SDK iy, SATSTRARRIEST |

e Python

* Java

* PHP

* Go

e JavaScript
e NET

ATEBRNERERTRE , THUSIMREES A6 B OANERTERRIIL. BRkIES. ERROMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN | LRTAIBRERA SDK.

REEHAY url TT8EA © http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPRIZERENN | HEBEARRSHEIRE |, RINSRELL url XSS IFEER curl ER<SEBRSIREESN
Hix | ERH. ATEE—NTLUEERER url |, FEERUREIFH Secretld 1 SecretKey NESLAVESH | FHERRFZHBIRTEEUE
79 Timestamp ,

IR A TENRAT  ARREES [ EER—ESEXITERR url JEEEEMAR , RIASHNINFARR | (EXHARIER
. REMAESHEE  BESITEIERRIE.,

TR LIMURB(ERT APL 3.0 , FEEERATREMINERRE | BIERIERN APl , BTFEATERBLSSHERUEIER | B
X RIAISERR AL .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);

WIS : B emEX %121 |1 #2061
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// TFRERAurlFISHINFRBEEK

for (String k : params.keySet()) {

/] FEXSEKEB# Turlencode , BT keyEBRRNFH , #UltA{XXIHvaluei{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LAEEIHEF

// SCRmVE FBR N 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextint(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHESE]

// SEFREAFRT N HEFER SRR |, FI20 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // "\ &%

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIEE5%4

params.put("Action"”, "Describelnstances"); // 2"HE%(

params.put("Version", "2017-03-12"); // "5

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // A'535%§

params.put("Offset", 0); // W51

params.put("Instancelds.0", "ins-09dx96dg"); // WEZE#

params.put("Signature", sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // A+t
28

System.out.printin(getUrl(params));

}

}

Python

IR WRETE Python 2 IMBEFIETT , BEEALE requests (K :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

WS : BRmEmEX 122 W #2067
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# ISSCRRER | AShiaaTer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)

WS : BRmEmEX 123 W #2067

\|



O BASTCE STHHEHE ( CFS)

= VoS

EOSEV3

BEEFATE): 2024-10-18 10:38:34

tcecloud APl £33/ MARIERFI TEHIGIE |, ED’EN%T%BWET"A%EX’*éﬂ@@@xg{* ( Signature ) LESTEBERES D, &

ZIEEHTEEIILER , TeFIEEIE Secretld 71 SecretKey ; ERFPIRRBLZEEIE , BRITF=APIZHETUERE | BSNFEEEA=API
=0,

‘EEI—‘—I =y
1. FigREeFEiE
TEEIRERTAPIZAE] , BRHESAPIZHRHERELZESEIE., REFEUFEHE Secretld F SecretKey :

e Secretld FAF#rR APLERE S %D
o SecretKey FIFINEEE Z R BFIIRS 2 mIGIE S E FRTRIVEA.
s AFPWIIFIRRERZSREIE , BRitEE,

HIsReFIINERSEBIT

1. ZERtcecloudFEHOEHIA.

2. BIE=APIZSEUEHI G TAE

3. E=APIZSETIHE , mir [#7] RIRJLARYEE—XdSecretld/SecretKey

TR AREKSRESELUABRRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=,. 33FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data PN | json IEXERARTBISEOSTE |, multipart 8=
REFEWSEONE , WEHZEOARREER json H8=UER , SF BRSO IRA,

THEURRSSHREA MNXEHFIRIEAFIF  SEBRNBERRHEITRE. BAWERTERSTAZIZRM NS« Limit 7 Offset ,
{£F8 GET 73:58R.

RiIZFIFAY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAGEIERER
RIS HHEHIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

* HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , AR GET ;

WS : BRmEmEX %124 TW #2067
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e CanonicalURI : URI £%¢ , API 3.0 E@EANIERHT (/)

* CanonicalQueryString : &€ HTTP i&k URL FIVEIEFRTER , X3F POST ik , BIEAZSFRHE , XTF GET iEK , W URL Ajd
5 (?) GENFZAERS , ARFIBYES : Limit=10&O0ffset=0, jF= : CanonicalQueryString &4 URL 4R/A3.

* CanonicalHeaders : 258 FA0LEYMEE | 283 host F content-type FINLER , BRI IIABENRILSPBSEERLIEEEEIE
REOE—MEIR e M, FHERN - 1) SLE8 key 1 value Si—3ER/NE |, HEISEESTHE | 1ZAR key:value\n i8=XHHE ; 2) SMLER,
HRRBLER key (/NE ) ROFEEHAEFRB THHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £25&ZAEMER | IRBALXIERBMLLIS S5 TER , # CanonicalHeaders B ZHILEABE—XIMNAY,
content-type [ host JusifEskEB, HHENIN : 1) L3R key ZB—HA/NE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ . content-type;host

* HashedRequestPayload : IEKIEXHIIEHE |, itE 5%/ Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 33 HTTP i5
KEE/NEX payload fff SHA256 5% , AE+7\#HmS | RERIDHREEM/NEFE., =2 : XJF GET i53K , RequestPayload [
ERTFRHE , WF POST i5K , RequestPayload By HTTP i53KIEFX payload,

HRIELLEANIN | OIRERIRAGEIERENT (ATRNEW , \n BITFHIESSRITEHFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER TR
AU RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BATEREA TC3-HMAC-SHA256 ;

e RequestTimestamp : ERAFEE; , BIiERLERHY X-TC-Timestamp BUE , A1 ERBIERA 1539084154 ;

e CredentialScope : EIEEE |, 1829 Date/service/tc3_request , @& HHR. FNEKAIRSINLRIEFFE (tc3_request ) , Date A
UTC iRERTEIRBHRE , BUEREM LS X-TC-Timestamp #25AY UTC IRAERIBIERE—3 ; service AF-@m& , XWASEBIR
BEZ—5, 180 cvm, 8N ERFLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : IS BHHEFTENECIEREBNRHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date /RMBTEIBL X-TC-Timestamp ITE152 , BARfX A UTC+0, NRMARZAHEKES , HIIFR/\X , ESHEXE
ERERmI , BERREMERCERY. RigitER/ 1551113065 , 4/ \XAJRTiELE 2019-02-26 00:44:25 , (BRI HEE
89 Date BX UTC+0 FYHHARS 2019-02-25 , A2 2019-02-26,

WS : BRmEmEX 28125 @ #2067
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2. Timestamp X/REXRIRGFATE , BFEBERRFEHENERBERSH , MREEETAS NS ERM. MNRKAIEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

HRIELA LA | EIPERIRFERFRHRUT (AT RREN , \n RITFAEESRITERI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. iH8SE
1) HEIREREE , (hRBUT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date =ER=8. , a0 45~ , 792018-10-09 ;
e Service : B Credential g4 Service ZEREE. , W0 L3R=0 , 79 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EHEISRIRGREE R ER |
e StringToSign : BRI EBRIRGFERFRE |

2.4. #H8 Authorization
AN ™RRCHHE Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ',

‘Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
o Secretld : ZEAXIHAY Secretld ;

e CredentialScope : M X , EIEEHE ;

* SignedHeaders : W EX , 258 ZHLIBES ;

e Signature : £

HRIBA AN | IR SEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

WIS : B emEX %126 T 20611
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RETREIERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&80Offset=0

M{4FfE (CFS)

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

RIESSIRER | FEUTERKMANERG | iSRIESRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm";

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERKX , BUEZHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ;#;%?%gg?f{r% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk 53% 3 o .L-l.%é% *kkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkkkkkk ig% 4 j:}‘fl:ﬁ Authorizatlon *kkkkkkhkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

WS : BRmEmEX 2128 TW #2067
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TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSH
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkhkkkhkkkhkkhkkhkkk 55% 1 }#}%m?ﬁiﬁ*% *kkkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"”

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *hkkkkhkkkhkkkkk 5% 2 : ?#*%4%%%?%% *hkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkkhkk ig% 3 : -‘L-I-gﬁg *hkkkkhkkkkhkkkhkk

# ITEEBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk 552’% 4 : ?#*% Authorization khkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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15 K451

BT HTAYE: 2024-10-18 10:38:34

1. frsSHbit

ot ( Region ) EISIRIOSIEROMMEIRRY, tcecloud S TIMERRMEZ B£8R | (RIENRiEaR AR BRI
t, ATRHGAIERIE, 12 TR , BEEREMEEE e,

ERTLUEIT APIED EiiHSIR B ARitETIxR.

2. BEMY

tcecloud API RUFRB#EZECIIYEIE HTTPS TIB(E | IRItEZSMIBEEEE.

3. BKTE
S0 HTTP I35

* POST (i)
o GET

POST iE3ksz#569 Content-Type 258! :

o application/json (7 ) , X/RfEA TC3-HMAC-SHA256 & 757%,

* application/x-www-form-urlencoded , #7f#F HmacSHA1 g HmacSHA256 &&755%.

e multipart/form-data ( {NE8EOSF ) |, WREER TC3-HMAC-SHA256 &2 75%.

GET i5KHIEREKNAE#BIT 32 KB, POST iE5KFAER7EN HmacSHAL, HmacSHA256 BIAE#BiT 1 MB, POST iR
B TC3-HMAC-SHA256 B3373% 10 MB,

4, FRIwAS

FEFAUTF-84%%2.

WIS : B emEX %131 |1 #2061
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IS

BT HTAYE: 2024-10-18 10:38:34

RS

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HEFAT) , EeJaerOREIT )

{

"Response”: {

"TotalCount": O,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response RENERH Requestld REENFER , TiCIHKRHEINEE , RE APIMET , UHESIRE,

* Requestld FBF— APLiERAIME—FRIR , W5 APL HIISE |, STLABRREA] , FHRMALZ ID KARREEH,

* [RTEEMNFES  HRIWARKEOENNTER  AENEOMRENFES IO XEFREN. HEIHE TotalCount
InstanceStatusSet 5 DescribelnstancesStatus £ OENXFER , BT EREKNAREMEZE=RS2TLH , Bl TotalCount
FULCER FEBRENES 0, InstanceStatusSet FIRI9%,

tEHIRIREIER
ERRSN , EEEERATN

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMEEZISKARKM, Error FEREREAERRY Code 1 Message FERTEELMAT 2 EIREIRY,

e Code FREMHEEIRD , HiEKH BT RIEZ B IRIGEA RS Ha0E O RS RS R EEmE R MREEFIRR
BE,

Message BRHTXMEIREENERERE , BEISEESAEMN | WAL B FRISTEREH , AP ARRKEIXMRE]
&.

* Requestld FBF— API iERAUE—HIRIR , N8R APL HIIEE , SJLABCRIRA] , FHEMIZ ID SEARREIE,

~IIEIRY (TODO: EEERE, REAENEER?)

IREIZERPUNRIFAE Error R , NZRRBA APLIECIKM,  Error iy Code FERFRTMEIRD , ATE SR BEHINAYEEIRAS A AL
IREG , TERFIH T ARG,

WIS : B emEX %132 |1 #2061
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure. MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

TRIRIEA
EIRAEE (A2 API AR ) |
MFA $5ig,

AR,

R

SZZIULLN

%

SRR,

k

token f&i%.

Bk CAM 1L,

M{4FfE (CFS)

DryRun #{F , RFBFRGLEMING , RRSET DryRun 2,

HERERIL
REREIR.
EORMFE.
SHIEIR.
SHEYEEIR.
B ECAPR .
FROSEGEIR.
EOMANFE.
IERAVREGET T SRERPRHE]
RiRH G .
RIFEAE.
BIRMFE.
BIRAEI A,
RIRBUE(E,
RASEGER.

SIS EEN

http(s)IEXRIMIEEIR , R3ZHF GET #1 POST 153K,

EORSHSATEhEL,

%133 ™

\|
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\H5

VAN

VTSR A E): 2024-10-18 10:38:34

M{4FfE (CFS)

HEYRATRRBFIZOLSNENSE  WIFE | A MEORBRARO AP ABXLSHEHTRE  EERERKIETEE
}E XLESH , FREERKIERIEK.

ERTTE V3

58 TC3-HMAC-SHA256 &&757ART

SHETR St

X-TC-Action String

X-TC-Region String

X-TC-

. Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

alil

alil

el

alil

i

AHBHEES—HEI HTTP Header iEkLE+ , 20T :

%

BEREOSR, ESEEOXEPMASEATESE Action A9RE, FIIN=IRESEENE
EEFIFIRZEO |, BUYES Describelnstances,

WIS SRR BRI EI MbERIEE. RORZAEEESE R OXETRAS
NS4 Region AUGHR, 1R | EEROATFEELEZSY , BOEPIILATHI5R
B9, RSB EEEBIZSHBARERL.

=41 UNIX BJE)E , EliCRAH#S APLiERAIATE), g0 1529223702, & : (IRSMRSS
RHEMEEBE St , 25 EERITHIER,

R APL BURRA, EUESHEOMEHRASLRISE] Version BiRBE. HIAIZARSSERAIR
& 2017-03-12,

HTTP fRAESHIAIESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : €£75)% , BRIEENZE ;

- Credential : £&1EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nERTEIRIEER , BX
EFENRHSE X-TC-Timestamp #E/Y UTC FRAERNBEIRHE—E ; service AFm& , &
RSB mREE—E, flgicvm ;

- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9wsifksLEp ;

- Signature : EZFWE,

IEEERATAEAY Token , BELERIGIIEE—FEHER. IGHZEF0 Token EEZHAETRIR
SREBZEOKE, KEIZHATEE Token,

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (0T

SHETR St
Action String

WS : BRmEmEX

=
=

fik

BEEOSR. BESEEOSETMASEATESE Action A9IREA. FIaN=IRSEE
REIsLHIZIZREO |, BUEA Describelnstances,
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e C
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

HiEGER

String

Integer

Integer

String

String

String

String

String

el

alil

i

alil

alil

oy

i

M{4FfE (CFS)

fiik

Wi Sy, FSRIRRR B EI MBIERIEIE. FOESAMREESE Z O REA
SRS Region RUGER, R | RUEOATEECERZSEH , EOEP RIS
BIRER , LRSEMEEEBZS AL,

Za0 UNIX Bf[a)8% , FJicRARE APLIERAYRTEL. FI01529223702 , MRS =RF1HE
BETK , 25EERTHER.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHA_E ERiBERIFRREDH] Secretld , — Secretld XFRME—HY SecretKey |, 7
SecretKey = FRA RIS Signature,

BRESR , ARBRIERERNGEN | FERFRIELFRBMASEITESEH. Bkt
B5ESIEOLERCH,

R APL BORRA, EUESHEOMEHASLRHSE] Version fikBE. GIMIZ=RSSER
AORRZS 2017-03-12,

B2Z5, , Baixi: HmacSHA256 #1 HmacSHAL, REiIETEHES%E05 HmacSHA256
BY , Z{#EF HmacSHA256 EiEIIEER , EttiERIIEHERE HmacSHAL I8IEEE.

IERPIERFRFER Token , BEESIGIIEHE—EHFER, GRS Token EEEHRE
HIRSEARZOREL. KEIZSEAEE Token ,

i ( Region ) EBEWIRAVEHRH ORIEIEXI. tcecloudAZMIIEREIESZ B2 | RIERRSBRARERELESE
t. ATREHRRE. B8 THEE  BERRFELEEFatbE,

R LB AP ENAMIESIER EESTRAIIETISR.

WS : BRmEmEX
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APIHERF=]
A ZR GESBE R AR RES

BITEFAYa): 2024-10-18 10:38:34

1. FOfEE

BEOEKIHE . cfs.api3.finance.cloud.tencent.com,
XM RGEIERIRRER

BOAEZEOISRIRERPRE : 200%/FD,

EOEHETE : 2021-08-25 15:37:04,

EOBFIRE R EMN,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE |, TBEAHSHFIRDAHIERSH,

SRR Wik FEEFNULL Sl T
Action = S String ~HBE, KIZFOBYE : BindAutoSnapshotPolicy
Version =2 &5 String NHESE, AEOEBYE : 2019-07-19
Region = & String REBE, FRFESIFHIEFIZR(TODO)
AutoSnapshotPolicyld = &= String RABZRARID
FileSystemIds 2 & String XHRFID
3. B
SHER &g ik
AutoSnapshotPolicyld String TRABSERZID
Requestld String HE—EXK ID , ®XiEKRESIRE, BRI EEREZRIEKA Requestld,

4. TEIRS

ZEOGRWSZEEXRERD , BtEREF AR,

l_':|

WS : BRmEmEX 2136 W #2067
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BN R ST IRAR SRS

BT HTAYE: 2024-10-18 10:38:34

FIRER

1. #EOfER

EOBEKEE . cfs.api3.finance.cloud.tencent.com,
BN HRFRBIEHARIETIRER
BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2022-03-31 17:39:47,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

M{4FfE (CFS)

SHER Wik ABEFNULL 3R ik
Action 2 S String NH2E, KZOBYE : DescribeAutoSnapshotPolicies
Version =2 & String NS AEOEYE : 2019-07-19
Region 2 S String RNESH, FEIFRSISRIMEHEIZR(TODO)
AutoSnapshotPolicyld &= = String TRABSEARID
Offset & & Uint64 by
Limit = B Uint64 TR
Filters B & Array of Filter e
Order & B String HERR ASC,DESC
OrderField & & String HEF=E&
3. WHEE
SHBR il fEIR
TotalCount Uint64 RERE

AutoSnapshotPolicies

Requestld

AutoSnapshotPolicylnfo

String

WS : BRmEmEX

IRABERIE(SS

H—iEXK ID , SRiEKEPSIRE], EEEAEERZRIERE
Requestld,
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4. FEIRS

ZIEOE RSB ERFAEIRD |, EAERASIEN A TEIRD,
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EifcfsHTiRBIIZR

BT HTAYE: 2024-10-18 10:38:34

=7 R

1. #FOfEA

EOBEKEE . cfs.api3.finance.cloud.tencent.com,
EfcfsRIRBTIFR

EOMZECIERINERS) - 200%/70,

EOSEFRATAE - 2020-06-11 10:41:20,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WhI%E FEIEFNULL &g fEA
Action 2 S String NHBE, KIZFOBYE : DescribeCfsTags
Version 2 &= String NHBE, AZEOBYE : 2019-07-19
Region 2 S String AHSE, FEIFRIFERFIZRTODO)
InternationalFlag B = Int64 EFrE
Zoneld = S Uint6e4 A AKIid

3. WHEE
SHER il fEA
Tags CfsTagUser tagFlzk
Requestld String HE—EK ID , ®XiEKRESIRE, BRI EEREIZRIEKAY Requestld,

4. FEIRD

UG T 3Ol S5BEERA0EIRD | BfhiERADIFE I A iEiRE

Jdr
°

HIRAD A
InternalError.GetAccountStatusFailed

UnsupportedOperation.UnverifiedUser

WIS : B emEX %139 1 H206m1
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HixhD A
InternalError

FailedOperation

WIS : B emEX 25140 T #2063
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Hfthiz
PSS S R SRR

BITEFAYa): 2024-10-18 10:38:34

v H-N )
1. ZFOfEA
EOiEKigE : cfs.api3.finance.cloud.tencent.com,
B S HISHHR TR RAR
EOMZOERINERS : 200%/70,
EOEHETE : 2021-08-25 15:55:27,

FEOBIINE S EN,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE |, TBEAHSHFIRDAHIERSH,

SRR Wk FSEFNULL A T
Action = & String NHEB%, AEOBYE : CopyFileSystemSnapshotCrossRegion
Version =2 & String NHESE | ANEOEYE : 2019-07-19
Region 2 & String  AHB¥, FIFRXHIMIRFIZR(TODO)
DestinationRegion =2 = String SRt AR
Snapshotld 2 & String  TRERID
SnapshotName S S String TRARZFR
3. S
SHBIR ESid) fER
Snapshots SnaplList HRIRER
Requestld String H—iEK ID , &RiEKESIRE], EfASATEERAZRIERKE Requestld,

4. FERhG

ZEOE RS ZEEXRAERTD  EtEREF A HERE,

WS : BRmEmEX %141 W #2067
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Bl EHA TR AR CRER

BITEFAYE: 2024-10-18 10:38:34

1. O

EOEREE :
B ERARARERIS
BONEOIERIRERIRE] - 200R/FD,
EOEFAYE : 2021-08-25 15:17:25,

cfs.api3.finance.cloud.tencent.com,

EOBEIOES &N,

2. NS

LINBERSHGIRNGIE TEOBRSEIRBD R TS, T,

SHEBR i FBEFNULL S
Action = = String
Version = iy String
Region = “F String
PolicyName &= &= String
DayOfWeek = &= String
Hour = &= String
AliveDays &= B Uint64
3. S

SHBR ESic) R
AutoSnapshotPolicyld String HRERSRAEID

Requestld

4. $HIRT3

ZEOGRWSZERRAERY , BibERIGFER

WS : BRmEmEX

NHEEIRS,

M f4HFtE (CFS)

S, AEORYE : CreateAutoSnapshotPolicy
NIBE, AEOEYE : 2019-07-19

7= ST I MBIEBIZR(TODO)

RIRESRY , EH—ZIEHA
RIBE SRR

TRERIRERTK

String W—iEK ID , RiIEKEPSIRE], EfIEMATEERAZXIERKAE Requestld,
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AR IR AR SRS

BT HTAYE: 2024-10-18 10:38:34

=7 R
1. #FOfEA
EOBEKEE . cfs.api3.finance.cloud.tencent.com,
FRIBRER AR
EOMZECIERINERS) - 200%/70,
EOSEFRATAE - 2021-08-25 15:57:52,

EOBIIOEE NN,

2. NS

PITNBERSHGIRNFIE TEROIBERSHFED NHESH , TEARSHGIRDAHLERSLH
SHER ik FREFFNULL i ik
Action = S String NHSE, KZEOBYE : DeleteAutoSnapshotPolicy
Version 2 & String NHESE | ANEOEYE : 2019-07-19
Region 2 S String RESH, FENFRSERIMEHEIZR(TODO)

AutoSnapshotPolicyld 2 &S String MHRGFRIZID
A MM
3. FitHSE
SR &g R
AutoSnapshotPolicyld String RABZRARID
Requestld String H—iEK ID , &RiEKESIRE], EfASATEERAZXIERKA Requestld,

4. TR

ZEOERISZEERAERTD , BOERDFEN A AHERE.

WS : BRmEmEX %143 Tm #2067
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RRGBIRARRES
VTR A E): 2024-10-18 10:38:34

1. #EOfER

EOBKES :
FRGBIRARERIR
FUAZ OB ISRERIRS : 200R/7D.

cfs.api3.finance.cloud.tencent.com,

EOEFATE : 2021-08-25 15:39:03,

EOBIIOEE NN,

2. NS

M f4HFtE (CFS)

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR Wik FFFNULL RE
Action = = String
Version = = String
Region = = String
FileSystemIds = = String
AutoSnapshotPolicyld = &= String
A M
3. BitHZE
SHER i) fEA
AutoSnapshotPolicyld String R FRERERRRID
Requestld String W—iEK ID , @&Xis5
H >
4. $EiR1S
ZEOF T SBERXAERD , EtEREFENAHLERE,

WS : BRmEmEX

REBH, AEORYE : 2019-07-19
NEBE, FRFRSIFIHBEESIZR(TODO)
X RRIDFIZE

XA R GHRARARARID

KEPSIRE], BRI EERMZRIERK Requestld,
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N RGEEREO
B RS

BITEFAYa): 2024-10-18 10:38:34

=z R
1. ZFOfEA

EOiEKigE : cfs.api3.finance.cloud.tencent.com,
FRTFRIEERR

EOMZOERINERS : LOX/FD,

EOEFHAIAE : 2020-12-16 20:39:57,

FEOBIINE S EN,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE |, TBEAHSHFIRDAHIERSH,

SHER WisE FENULL 358 R
Action 2 & String PHSE, AEOBYE : CreateCfsFileSystem
Version 2 & String NS, KEOBYE : 2019-07-19
Region = B String REBH, R ESISHHBIEEIZR(TODO)
. IBEXIINAFT L,
7T 7T
Zoneld 5 5 Uint64 TR ID
Zone 2 S String AHEXEFR , flad:ap-beijing-1
. . BB,
CreationToken = = Strin
= |7 J FIFBEMIHRGERR , (H5EET FSNAME
GRS | (B  EERZSTBRIA K
Protocol = = String SZ{ﬁF%‘_%EﬂJlMxE: ., {879 NFS, CIFS; HEE=MENAS
NFSt¥
StorageType B B String XIHRGFEREL , B SD ; Hep SD JtnERFiE
; K7 (Bl VPC, BASIC ; Hrh VPC % 4
Netlnterface 2 & String ?ASE%Q Eﬁ% = i FIRAEH
PGroupld 2 & String PRA ID
, FABMEE (VPC) ID;ZMLREEUESH VPCRY , 5§
Vpcld = = St
pe 5 | F rng UnVpcld B 2 /fti—IR
UnVpcld & & String SBTIFET L.

AR HECHIVPCHE—ID

WS : BRmEmEX 28145 T #2067
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SEER Wik AEFNULL &8 ik
AYE4 il =y 0 = 1A
Subnetld = = String /_7rl>® . YWBERYESN VPCET , 5UnSubnetld Fi&
IR
UnSubnetld = & String ?;Eﬁﬁézggg.— D
. IEEIPHEIE | (RVPCREH ; ENES. BEZ TN
MountIP &= & Strin
= | " J TR E 1P
_ _ . B EIINATT A,
StorageResourcePkgld & & otring RGNS , S RGREE—
BandwidthResourcePkgld & & String SUZ; Q;Efillggﬂﬁ;;iﬁ@, AT R G A
=\ 4 = H /‘\gﬁ
FName = = String ﬁHIF'ﬁ BENMHEFEFR SCreationToken FE WA
—In
- - B EXIINART L,
Encrypted | | & Bool PERGRENE , BRSNS
. HEERIINATT A,
KmsKeyld = = St
msKey. (= (&= rng IN=E4A ID
Tagld B B Uint64 cfs&tiFittid
Snapld a a String HRERId
ResourceTags & B Array of e
ResourceTags
Projectld &= = String mBid
A MM
3. WS
SHAWR - il R
CreationTime String X R G RIERTE
CreationToken String BRBERENXEERERR
FileSystemId String XHERS ID
LifeCycleState String XHRFIRES
SizeByte Uint64 NHEREFERTERN
Zoneld Uint64 AAKX ID
FsName String FAFBENXHRSAETR
Encrypted Bool X RFERINE

WS : BRmEmEX 2146 TW #2067
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SR it A
Cfsld String XHERFKID
Requestld String HE—EXK ID , EXEKREIRE, EARAINFEEREZRIEKA Requestld,

4. $EIRD
BUTRBI T LSS BRI | EUBERATE A S 2I0,

HiRAD 1

X

InvalidParameterValue.FsNameLimitExceeded
InvalidParameterValue InvalidVpcParameter
InvalidParameterValue.MissingSubnetidOrUnsubnetid
InternalError.CreateFsFailed
Resourcelnsufficient.RegionSoldOut
InvalidParameterValue InvalidEncrypted
InvalidParameterValue.InvalidFsName
InvalidParameterValue InvalidNetInterface
InvalidParameterValue.InvalidZoneOrZoneld
InvalidParameterValue.MissingStorageResourcePkg
UnsupportedOperation.UnverifiedUser
InvalidParameterValue.InvalidZoneld
InvalidParameterValue.MissingZoneld
Resourcelnsufficient.FileSystemLimitExceeded
ResourceNotFound.PgroupNotFound
InternalError.GetAccountStatusFailed
InvalidParameterValue.UnavailableRegion
UnsupportedOperation.OutOfService
InvalidParameterValue.InvalidStorageType
InvalidParameterValue.MissingKmsKeyld
InvalidParameterValue InvalidRegionZonelnfo

InvalidParameterValue.InvalidVip

WS : BRmEmEX 147 TW #2067

\|



O BASTCE

FHIRAD
InvalidParameterValue.ZoneldRegionNotMatch
InternalError
InvalidParameterValue.InvalidPgroupld
InvalidParameterValue.MissingVpcidOrUnvpcid
AuthFailure.UnauthorizedOperation
FailedOperation
InvalidParameterValue.MissingVpcParameter
InvalidParameterValue.MissingZoneOrZoneld
InvalidParameterValue.InvalidMountTargetlp
InvalidParameterValue.UnavailableZone
InvalidParameter
InvalidParameterValue.InvalidSubnetld
InvalidParameterValue.InvalidProtocol
Resourcelnsufficient.SubnetIpAllOccupied
InvalidParameterValue.InvalidVpcld
InvalidParameterValue.SnapSrcFsBusy
InvalidParameter.InvalidTagKey
Resourcelnsufficient.TagLimitExceeded

AuthFailure

WS : BRmEmEX

M{4FfE (CFS)

%148
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O BASTCE STHHEHE ( CFS)

PRSI RSt

BITEFAYE: 2024-10-18 10:38:34

1. O

EOBRIEE : cfs.api3.finance.cloud.tencent.com,
FRFMBR S Z S

BONEOIERIRERIRE] - 200R/FD,

EOSEHAYE : 2020-12-16 20:45:17,

EOBEIOES &N,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WAIS FBEFNULL i Tk
Action = S String NHBE, KIZOBYE : DeleteCfsFileSystem
Version 2 & String NESE, AEOEYE : 2019-07-19
Region B & String RNEBH, FIFRSIFAIMEEIZR(TODO)
FileSystemId 2 = String MRS 1D
A MM
3. IHSE
SHEWR it A
Requestld String W—iEK ID , 8XIEREPSIRME. EBNBEERAZRIEKE Requestld,
>N
. FEIRD
PARYFIE T OS5 B EIERREIRS , Bt EnRSiF N A R0,
IR b

InvalidParameterValue.InvalidFileSystemlId
InvalidParameterValue.InvalidFsStatus
UnsupportedOperation.UnverifiedUser

FailedOperation.PgroupInUse

WS : BRmEmEX %149 TW #2067



O BASTCE STHHEHE ( CFS)

B

FHIRAD 1
ResourceNotFound.FileSystemNotFound
InternalError.GetAccountStatusFailed
UnsupportedOperation.OutOfService
FailedOperation.PgrouplsUpdating
InvalidParameterValue.InvalidRegionZonelnfo
FailedOperation.MountTargetExists
InternalError
AuthFailure.UnauthorizedOperation
InvalidParameter

UnsupportedOperation

InternalError.Timeout
InvalidParameterValue.MissingFsParameter
FailedOperation.UntagResourceFailed
FailedOperation.BindResourcePkgFailed
FailedOperation.ClientTokenInUse
InvalidParameter.InvalidTagKey

AuthFailure

£206ma

\|
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O BASTCE

RN AR FEZ in

ERITEHTAYE: 2024-10-18 10:38:34

1. #EOfER

EOBEKEE . cfs.api3.finance.cloud.tencent.com,

EiERIZN A RFENEFin. R ERFinT R CFSiaiEEtt.

FUAZ OB ISRERIRS : 200R/7D.
EOSE#AYE) : 2019-10-15 19:28:54,

EOBIIOEE NN,

2. NS

M f4HFtE (CFS)

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SEER D43vi FEEFNULL Sl A
Action = & String ~HSE, KIZEOBYE : DescribeCfsFileSystemClients
Version = = String IS, KEOBYE : 2019-07-19
Region £ & String AHBH, FERFRSISHMERZIZR(TODO)
FileSystemId =2 & String XHES D,
A s
3. HIHSE
SHAER ESit) R
ClientList FileSystemClient EPimsR
Requestld String H—iEK ID , ERiEKESIRE], BRI EERAZXIERKE Requestld,

4. TR

UG T 2O SSIZAEERA0EIRD | BERIIFER AR,

HIRD
InternalError
InvalidParameterValue.InvalidFileSystemlId

InvalidParameterValue.MissingFileSystemId

WS : BRmEmEX

151 |1 #2061
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IR fER
ResourceNotFound.FileSystemNotFound

ResourceNotFound.MountTargetNotFound

UnsupportedOperation

WS : BRmEmEX 28152 Tn #2067
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O BASTCE

ERNHRS

BT HTAYE: 2024-10-18 10:38:34

Sz A
1. EOfAR

EOIERER : cfs.api3.finance.cloud.tencent.com,
A0 ( DescribeCfsFileSystems ) FBFEESXH RS
EOMZECIERINERS) - 200%/70,

EOEFATE : 2020-12-16 20:43:42,

M{4FfE (CFS)

UTNBERSEGIRGIH T ROBERSEHHBO NHSE , TBAHSHFIRDAHIERSH,

BORWSEREN,
A Ry 74
2. MASH
SHETR Vv FEEFNULL
Action = =
Version = &=
Region = =
FileSystemId B )
InternationalFlag B B
Vpcld = &=
Subnetld & &=
Offset & &
Limit & &
CreationToken = =
v P
3. S
SHBR St ik

FileSystems FileSystemInfo XHEFRER

TotalCount Uint64 NIHERFRE

WS : BRmEmEX

s
String
String
String

String

Uint64

String
String
Uint64
Uint64

String

H&% , AEOEYE : 2019-07-19

>

2%, FURSIFIMIESIR(TODO)

>

Xi4FESE ID

SHRISMRAT L,
IEISEIMEN 1R |, Rap& X RFRERTRX

MBEMZE (VPC) ID

FM ID

Offset

Limit
FRRBEEXETR

%153 @™
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SHEMR eS| A

Requestld String H—igK ID , ®XiEkEPSIRE. EuAREERAZRIEKA Requestld,
-3
EllBEﬁE_'J

UG T 3O SSIBEERA0EIRD | BERIDIEN A THEIRD,

[

IR !
InvalidParameterValue.InvalidVpcParameter
InvalidParameterValue.InvalidFileSystemld
Resourcelnsufficient.RegionSoldOut
InvalidParameterValue.InvalidZoneOrZoneld
InvalidParameterValue.MissingFileSystemId
UnsupportedOperation.UnverifiedUser
InvalidParameterValue.InvalidZoneld
InternalError.GetAccountStatusFailed
InvalidParameterValue.UnavailableRegion
UnsupportedOperation.OutOfService
InvalidParameterValue
InvalidParameterValue.InvalidStorageType
InvalidParameterValue.InvalidVip
InvalidParameterValue.ZoneldRegionNotMatch
InternalError
AuthFailure.UnauthorizedOperation
FailedOperation

MissingParameter

InvalidParameter
InvalidParameterValue.InvalidPerMode
InvalidParameterValue.MissingAppidOrUin
InvalidParameterValue.InvalidSubnetld

InvalidParameterValue.InvalidVpcld

WS : BRmEmEX 28154 TW #2067
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HIRAS fk
InvalidParameterValue.MissingFsParameter
ResourceNotFound.SnapNotExit
InvalidParameterValue.InvalidSnapStatus
InvalidParameterValue.SnapSrcFsBusy
FailedOperation.UntagResourceFailed
FailedOperation.BindResourcePkgFailed
FailedOperation.ClientTokenInUse
InvalidParameter.InvalidTagKey
InvalidParameter.ClientTokenLimitExceeded
InvalidParameter.InvalidClientToken

AuthFailure

WS : BRmEmEX 28155 @ #2067
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O BASTCE STHHEHE ( CFS)

{ERVPCUEREINH ARG

BT HTAYE: 2024-10-18 10:38:34

1. #EOfER

EOBEKEE . cfs.api3.finance.cloud.tencent.com,
ERVPCIEREIAN RG]
BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2022-03-31 18:02:31,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Whi%E FEHFNULL &g TR

Action 2 & String AHBE, AEOBYE : DescribeCfsFileSystemsByVpc
Version = &= String ~HSE, AEORYE : 2019-07-19

Region £ & String NHBE, FETF-RXFFIHEZIZR(TODO)

Vpcld 2 & String FAERZE (VPC) ID

Subnetld & 5 String FABMZE (VPC ) FR ID

3. S

SHETR ESit] R

MountTargets FileSystemByVpcInfo XHRFER

TotalCount Uint64 MRS

Requestld String W—iEK ID , RIEkESIRE., EMERNEERMZRIBEKA Requestld,
+H 0
%EIEE

AT T OSBRSS | E R A2,
HRFD ik

InvalidParameterValue.InvalidVpcParameter

WS : BRmEmEX 28156 TW #2067



O BASTCE

FHIRAD
InvalidParameterValue.InvalidFileSystemld

Resourcelnsufficient.RegionSoldOut

InvalidParameterValue.InvalidZoneOrZoneld

InvalidParameterValue.MissingFileSystemId
UnsupportedOperation.UnverifiedUser
InvalidParameterValue InvalidZoneld
InternalError.GetAccountStatusFailed
InvalidParameterValue.UnavailableRegion
UnsupportedOperation.OutOfService
InvalidParameterValue
InvalidParameterValue.InvalidStorageType

InvalidParameterValue.InvalidVip

InvalidParameterValue.ZoneldRegionNotMatch

InternalError
AuthFailure.UnauthorizedOperation
FailedOperation

MissingParameter

InvalidParameter
InvalidParameterValue.InvalidPerMode
InvalidParameterValue.MissingAppidOrUin
InvalidParameterValue InvalidSubnetld
InvalidParameterValue.InvalidVpcld
InvalidParameterValue.MissingFsParameter
ResourceNotFound.SnapNotExit
InvalidParameterValue.InvalidSnapStatus
InvalidParameterValue.SnapSrcFsBusy
FailedOperation.UntagResourceFailed
FailedOperation.BindResourcePkgFailed

FailedOperation.ClientTokenInUse

WS : BRmEmEX

M{4FfE (CFS)

%157 ™
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IR fEA
InvalidParameter.InvalidTagKey

InvalidParameter.ClientTokenLimitExceeded

InvalidParameter.InvalidClientToken

AuthFailure

WS : BRmEmEX 25158 TW #2067

\|



O BASTCE STHHEHE ( CFS)

BN RFHERN

BT HTAYE: 2024-10-18 10:38:34

1. #EOfER

EOBEKEE . cfs.api3.finance.cloud.tencent.com,

%O ( DescribeMountTargets ) BT EIXHRFEHRER
BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2019-09-20 16:41:11,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wi FEEFNULL Sl ik
Action 2 & String AHBE, AEOBYE : DescribeMountTargets
Version =2 & String NHES# | ANEOEYE : 2019-07-19
Region 2 S String RESH, FENFRSERIMEHEIZR(TODO)
FileSystemId = &= String VIR FE ID
3. HItHEE
SR ESig) fER
MountTargets MountInfo e A==
NumberOfMountTargets Int64 ERRNE
Requestld String HE—IEK ID , ®XiEKREPSIRE, BAREEREIZRIEKA Requestld,

4. iRk

UG T Ol S5BIEERA0EIRD | BfhiERADIFE I A iEiRe

Jdr
°

iRt ik
InvalidParameter

InternalError

WS : BRmEmEX 2159 W #2067
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HiRAD fk
InvalidParameterValue.InvalidFileSystemld

InvalidParameterValue.MissingFileSystemId

InvalidParameterValue.MissingFsParameter

ResourceNotFound.FileSystemNotFound

ResourceNotFound.MountTargetNotFound

UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService

WS : BRmEmEX 2160 TW #2067

\|



O BASTCE STHHEHE ( CFS)

EHTE R IRAR RS

BRUTEHAYE): 2024-10-18 10:38:35

=7 R
1. #FOfEA
EOBEKEE . cfs.api3.finance.cloud.tencent.com,
EERA S AN RARARRS
EOMZECIERINERS) - 200%/70,
EOSEFRATAE - 2021-09-08 19:07:01,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FFFNULL Sl A
Action 2 S String ~HBE, KIEOBYE : UpdateAutoSnapshotPolicy
Version = = String NS, AEOBYE : 2019-07-19
Region 2 S String AHSE , FIFRIFERFIZRTODO)
AutoSnapshotPolicyld = = String TRABZRARID
PolicyName FS S String TREBSRAE B FR
DayOfWeek B B String REEEHREHTE— 2 —X
Hour & & String RERERRSR D TE—RAIE—/) AT
AliveDays S £ Uint64 TRERIRER HER
IsActivated S S Uint64 BRI EERARIRINEE
3. WHEE
SHBR il fEA
AutoSnapshotPolicyld String HRABZRARID
Requestld String E—IEK ID , &RERESIRE], EIT@MHEERHIZRIEKA Requestld,

4. iR

WIS : B emEX %6161 1 20611

\|
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Jdr

UG T O SSIBIEERA0EIRD | BEERIDEN A THEIRD,

i
=

HIRID

UnsupportedOperation.OutOfService
InternalError.Timeout
UnsupportedOperation.UnverifiedUser
AuthFailure
UnsupportedOperation.UnauthorizedCfsQcsRole
InvalidParameter

AuthFailure.UnauthorizedOperation

£206ma

\|

WS : BRmEmEX %162 I



O BASTCE STHHEHE ( CFS)

ENHRGS

BRUTEHAYE): 2024-10-18 10:38:35

<7 A
1. #FOfEA
EOBEKEE . cfs.api3.finance.cloud.tencent.com,
A0 ( UpdateCfsFileSystemName ) BFEFHIEGR A
EOMZECERINERS) - 200%/70,
EOEFAYE : 2019-09-20 16:42:06,

EOBEIOES &N,

2. NS

UTBERSEGIFRMGIHE TEROBRSEFINDALSE |, TBEAHESHFIRNATLERSE]
SEER DAyvic FIEFNULL eS| A
Action 2 & String AHSE, AEOBYE - UpdateCfsFileSystemName
Version =2 5 String NS, AEOEYE : 2019-07-19
Region £ S String RNESH, FIFRSIERIMEEIZR(TODO)
. . HEHOSIMATTIAL,
CreationTok & & St
reaflonfoxen | & = M9 BRARPEEN SRS , ACET FsName
FileSystemId 2 £ String XHFES ID
FsName &= & String AR BENNIERFAFR SCreationToken FE W IE—IN
A s
3. WS
SEEFR e it U
CreationToken String AFBETENMERFZFR
FileSystemId String XHRZFEID
FsName String FAFBEENXHRFETR
Requestld String W—i5k ID , ®KiEKEREl., BT EERMHZKIEKA Requestld,
tt\
23 %El%ﬁg
RINFRE : Bl asfEX 25163 T #2063
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UG T 3Ol S5 IEERA0EIRD , BRI A HHEIRD,

HIRAD 1]

[

InvalidParameter

InternalError

ResourceNotFound
InternalError.GetAccountStatusFailed
InvalidParameterValue.FsNameLimitExceeded
InvalidParameterValue.InvalidFsName
InvalidParameterValue.InvalidFileSystemId
InvalidParameterValue.InvalidRegionZonelnfo
InvalidParameterValue.MissingFsParameter
ResourceNotFound.FileSystemNotFound
FailedOperation
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService

WS : BRmEmEX 164 TW #2067
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O BASTCE

BRI RFHINPRE

BRUTEHAYE): 2024-10-18 10:38:35

1. #EOfER

EOBKES :

cfs.api3.finance.cloud.tencent.com,

M f4HFtE (CFS)

ZA4Z0 ( UpdateCfsFileSystemPGroup ) FBTE#HS4 RS E R RE

FUAZ OB ISRERIRS : 200R/7D.
BOSEHAYE : 2019-09-20 16:42:18,

EOBIIOEE NN,

2. NS

LINERSHGIRNGIH TEOBRSEFIED RHSE

SHETR i FEFNULL
Action = =
Version = =
Region 2 =
PGroupld = B
FileSystemId = a

A M

3. FitH &

SHER it &R
PGroupld String PR ID
FileSystemId String X{HES ID
Requestld String

-3

4. FEIRAS

UG T 2O SSIBEERA0EIRD | BfERIFEN L

FEIRD

InvalidParameter

WS : BRmEmEX

String
String
String
String

String

£34 , AEOBYE : UpdateCfsFileSystemPGroup

7

NHESE, AEOBYE : 2019-07-19

\N

NS, FRSIFMIESIZR(TODO)
PR ID

XHES ID

BW—iEK ID , ®RiEKEIRE, TR FERHIZRIERE Requestld,

BRI,

26165 1 20611



O BASTCE STHHEHE ( CFS)

FEIRD 4

[

InternalError

ResourceNotFound
InternalError.GetAccountStatusFailed
FailedOperation.PgroupInUse
InvalidParameterValue.InvalidFileSystemld
InvalidParameterValue InvalidPgroup
InvalidParameterValue.InvalidPgroupld
InvalidParameterValue InvalidRegionZonelnfo
InvalidParameterValue.MissingFsParameter
ResourceNotFound.FileSystemNotFound
ResourceNotFound.PgroupNotFound
FailedOperation

UnsupportedOperation
FailedOperation.PgrouplsUpdating
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService

WS : BRmEmEX 25166 TW #2067
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O BASTCE STHHEHE ( CFS)

EM XU RGFEEERT

BRUTEHAYE): 2024-10-18 10:38:35

=7 R
1. #FOfEA
EOBEKEE . cfs.api3.finance.cloud.tencent.com,
2420 ( UpdateCfsFileSystemSizelimit ) FBFEH X4 RAFEDSERE],
EOMZECIERINERS) - 200%/70,
EOSEFRAETAE : 2019-09-20 16:42:29,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHEWR e FBFNULL 83 Tk
Action 2 & String AHSE, AEOBYE - UpdateCfsFileSystemSizeLimit
Version 2 & String NS, AEOBYE : 2019-07-19
Region B S String  AHSE, FEIFRESIFHIMEEIZR(TODO)

- . NHRBREREIA/N , BINEE0-1073741824, BT 4GB ; HM B0
FsLimit = &= Uint64 _ e

= B, REIREIHRASE.

FileSystemld £ S String XHRFID

A M2

3. BHESE

SHEWR it fiA
Requestld String H—EK ID , @REREPSIRE. ERBENFEERAZRIERKE Requestld,

j:t ~
4. i81=f8
LA T O SSBERRAEIRS , EEREEFEN AT ERD,
HIRAD Rk
InvalidParameter

InternalError

WIS : B emEX %167 1 20611
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HiRtD fEk
InternalError.GetAccountStatusFailed
InvalidParameterValue.FsSizeLimitExceeded
InvalidParameterValue.InvalidFileSystemId
InvalidParameterValue.InvalidFsSizeLimit
InvalidParameterValue.InvalidRegionZonelnfo
InvalidParameterValue.MissingFsParameter
ResourceNotFound.FileSystemNotFound
FailedOperation
UnsupportedOperation
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService

WS : BRmEmEX 25168 TW #2067

\|



O BASTCE STHHEHE ( CFS)

ARSSHRXZO
XA RIS

BITEFATE: 2024-10-18 10:38:35

1. FOfEE

BEOEKIHE . cfs.api3.finance.cloud.tencent.com,

A$EZO ( DescribeAvailableZonelnfo ) BF&EEXISHIR FHIE 5.
BOAEZEOISRIRERPRE : 200%/FD,

EOSEFRATAE : 2019-09-24 20:13:09,

EORBESREN.

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE |, TBEAHSHFIRDAHIERSH,

SEER WAIE AFNULL et A

Action P & String ~HSE, KIZFOBYE : DescribeAvailableZonelnfo
Version =2 & String NHESE, AEOEBYE : 2019-07-19

Region £ S String RNEBH, FIFRSIFAIMEEIZR(TODO)

3. mHESE

SHETR ESit 1%

RegionZones AvailableRegion B RXRNAREEZBRANRIFIFHERE, FEEER

Requestld String HE—EX ID , ®XiEKRESIRE., EuAREEREZRIEKA Requestld,
j:l:\
. fe1=0Y
LA 7O SZEER XAV EIRD |, EEREEN AT E R,
FHIRAS A

InternalError

InternalError.GetAccountStatusFailed

WS : BRmEmEX 2169 TW #2067



O BASTCE STHHEHE ( CFS)

IR fER
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService

WS : BRmEmEX 170 TW #2067

\|



O BASTCE

Elljc FSHE&'{kIU\

BRUTEHAYE): 2024-10-18 10:38:35

1. #EOfER

EOBKES :

cfs.api3.finance.cloud.tencent.com,

M f4HFtE (CFS)

320 ( DescribeCfsServiceStatus ) FBFEIERFERACFSHIIRSIRE.

BONEOIERIRERIRE] - 200R/F,
EOEFATE : 2019-09-20 16:40:43,
EORWBSAREN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

SHER Wik FEFNULL
Action = B
Version 2 =
Region 2 =
P K
3. ®HSE
BHER KB R
CfsServiceStatus String

Requestld String

4. RS

PUMNFUH T 2Ol S5BIEERA0EIRD |, BfhiERBiER

tHIRAD
InvalidParameter
InternalError
UnsupportedOperation

UnsupportedOperation.UnverifiedUser

WS : BRmEmEX

ARG,

S¥ , ANEOBYE : DescribeCfsServiceStatus
NHSE, AEOBYE : 2019-07-19

D= FR SR AIIBIBIER(TODO)

ZFAFP 2 CFS IRSAVIRZ , none J95kFHE , creating AFHES , created AEFFE

E—EK ID , REREPRIRME., ELIARASFERAEZRIERAT Requestld,

hira

%171 |1 #2061
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HiRAD A

UnsupportedOperation.OutOfService

WS : BRmEmEX 172 W #2067

\|



O BASTCE

FECFSERSS

ERITEFHYE): 2024-10-18 10:38:35

1. O

EOEKiEE : cfs.api3.finance.cloud.tencent.com,

ZA$E0 ( SignUpCfsService ) FBFFHECFSIRS.
BABEOIERINEIRE : 200R/F0,
EOEHATE : 2019-09-20 16:41:38,

EOBEIOES &N,

2. NS

SHETR Vv FEEFNULL
Action = &
Version = &=
Region 2 a

3. S

SHER kA A

String
String

String

M f4HFtE (CFS)

NHESE, AEOEYE : 2019-07-19
ANHBE, FEI T RSIERMERFIZR(TODO)

CfsServiceStatus String ZFF24AT CFS IRSBAVIRE |, none 25KFHE |, creating EFFiE , created 2EFFHE

Requestld String H—I5K ID , ®XiEREPSIRME. BRI EERAIZRIERE Requestld,
-3
4, %EIBE

PUNFUE T 3O S5 EERA0EIRD | BfERIDEN A HHEIR

FHIRAS
InvalidParameter
InternalError
UnsupportedOperation

UnsupportedOperation.UnverifiedUser

WS : BRmEmEX

P4
™
dF
°

%173 T1 #2061
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HiRAD A

UnsupportedOperation.OutOfService

WIS : B emEX 2174 T #2063

\|



O BASTCE STHHEHE ( CFS)

PRAEHEREO
BN IRA

BITEFATE: 2024-10-18 10:38:35

v H-N )
1. ZFOfEA
EOiEKigE : cfs.api3.finance.cloud.tencent.com,
A0 ( CreateCfsPGroup ) AT EIEANFRA
EOAEOIERINERIRE] : 200R/FD,
EOEFHAIE : 2019-09-25 19:39:58,

FEOBIINE S EN,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE |, TBEAHSHFIRDAHIERSH,

SHEWR WAl FEFNULL E it A
Action 2 & String NHSE, AEORYE : CreateCfsPGroup
Version =2 &5 String NS ANEOEYE : 2019-07-19
Region B & String ANEBH, FRFRSHFIBIEFIZR(TODO)
Name = = String RPRAFTR , 1-64NFRERBENTX , F& , #F , &S
DescInfo = B String BURERHAES , 1-2550=FFF
3. iS4
SHER E<id) R
PGroupld String PR ID
Name String PRBERFF
DescInfo String IPRABFIAMER
BindCfsNum Int64 ELSZPRAISERI SRR
CDate String I PRZE BIEERT A
Requestld String H—i5K ID , &XIEREPSIRE. EAERENEEREZRIEKE Requestld,

WIS : B emEX %175 1 #2061

\|
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4. SRR
WG T B LS BRI AORARID | RSB A 41200,

FEIRD

o
5

InvalidParameterValue.DuplicatedPgroupName
InvalidParameterValue.InvalidPgroupName
InvalidParameterValue.PgroupDescinfoLimitExceeded
InvalidParameterValue.PgroupNamelLimitExceeded
Resourcelnsufficient.PgroupNumberLimitExceeded
FailedOperation
InvalidParameterValue.MissingPgroupName
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService

WS : BRmEmEX 176 TW #2067
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O BASTCE

el FEMUEHER

ERITEHTAYE): 2024-10-18 10:38:35

1. #OfEA

EOBEKEE . cfs.api3.finance.cloud.tencent.com,

&3O ( CreateCfsRule ) FIFRIERIBRAHIN,

FUAZ OB ISR : 200R/7D.

EOEFATE : 2019-09-20 16:38:18,

EOBEIOE S &N,

2. NS

M f4HFtE (CFS)

UTNBERSEGIRGIH T ROBERSHIBO LDHSE , TBEAHSHFIRDAHERSH,

SHER
Action
Version
Region
PGroupld

RWPermission

UserPermission

AuthClientlp

Priority

3. mHESE

SEEFR
Ruleld

PGroupld

Wik FPFNULL KA

o

i

il

i

= String
= String
= String
= String
= String
= String
= String
&= Int64
ESit] ik

String W 1D

String R4 ID

WS : BRmEmEX

B

&
It

H280 , ANZEOBYE : CreateCfsRule

>

NHEHSE, AEOBYE : 2019-07-19

\)

HBE , RN RSISHIERFIZR(TODO)

>

PR 1D
ESPR, B9 RO, RW ; B RO ARiE , RW MET , MERIANRIE

BPFPHGR , 1879 all_squash. no_all_squash, root_squash,
no_root_squash, Eall_squashAFrE AR NEZ AP
FAF4 ; no_all_squashAiBIEAFSES AN AL , TEAMEEIRET
REBREFEAFA ; root_squash/giERiFRIroot - IRET N E S BP0
F4H ; no_root_squash/a3kizHIroot FIF{RIFrootik SR, AEEIAS
root_squash,

AILUESEA IP sZ B8NS , g0 10.1.10.11 && 10.10.1.0/24, BRiAk
A RS, RRNEEEE | IEES CVM BIRK IP,

MM , 2408EI1-100. He 1 A%S , 1008&(K

%177 71 #2061

\|



O BASTCE STHHEHE ( CFS)

SR ESid) fER

AuthClientIp String =i [P

RWPermission String EERR

UserPermission String PR

Priority Int64 e

Requestld String H—FK ID , &XiEKREPSIRE, BRI EEREIZRIEKA Requestld,
4. tER

PIMRFIE 7O SZEEXANERE | EERGFEN A ERE.

FEIR fik
InvalidParameter

InternalError

InternalError.GetAccountStatusFailed
FailedOperation.PgroupInUse
InvalidParameterValue.DuplicatedRuleAuthClientlp
InvalidParameterValue.InvalidAuthClientlp
InvalidParameterValue.InvalidPgroup
InvalidParameterValue.InvalidPriority
InvalidParameterValue.InvalidRwPermission
InvalidParameterValue.InvalidUserPermission
Resourcelnsufficient.RuleLimitExceeded
ResourceNotFound.PgroupNotFound
FailedOperation

UnsupportedOperation
FailedOperation.PgrouplsUpdating
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService

WS : BRmEmEX 178 TW #2067



X BIHSTCE ST{ARRE ( CFS)
BRI BRZE
EITEFATE): 2024-10-18 10:38:35
< 4
1. EOfAR
EOIERER : cfs.api3.finance.cloud.tencent.com,
740 ( DeleteCfsPGroup ) FAFMIBRIFRE,
EOMZECIERINERS) - 200%/70,
EOEFAYE : 2019-09-20 16:38:47,
OB E NEN,
A M2
2. WMASE
ATFBRESHGIRIGH TEROBERSHIED AHSEY | TRBAHSHGIRIALERSEH
SHER WAL FEHFNULL i TR
Action 2 S String nHSE, KZEOBYE : DeleteCfsPGroup
Version 2 & String NHESE, AEORYE : 2019-07-19
Region B S String AHBH, FERFRSIFHMERZIZR(TODO)
PGroupld 2 & String PR ID
A MM
3. S
SR =it )%
PGroupld String NPRZE ID
Appld Int64 FF ID
Requestld String W—i5K ID , 8XIEREPSIRE. BRI EEREZRIEKE Requestld,
j:t\
4. $EiR1S
PATBH 7O SSZEEXAEIRIE , BfbERGIF A =R,
FEIRMG fEA

InvalidParameter

InternalError

WS : BRmEmEX
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FEIRD 5

St

InternalError.GetAccountStatusFailed
FailedOperation.PgroupInUse
InvalidParameterValue.InvalidPgroup
ResourceNotFound.PgroupNotFound
FailedOperation
UnsupportedOperation
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService

WS : BRmEmEX 25180 TW #2067
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S TFRE (CFS)
AR BRZE R
RIFEFAATIE: 2024-10-18 10:38:35
v s
1. EZOfAR
EOEKiEE : cfs.api3.finance.cloud.tencent.com,
A2 ( DeleteCfsRule ) FBFHBRARAERIA,
EOMZECERINERS) - 200%/70,
EOEFAYE : 2019-09-20 16:38:59,
RO S5 NS,
A M2
2. WMANSE
ATBRESHGIRIGH TEROBERSHIED AHSEY | RBAHSHGIRIALERSH
SHER WAL FEIEFNULL i TR
Action 2 S String HSE, AEZEOBYE : DeleteCfsRule
Version =2 & String NHESE | ANEOEYE : 2019-07-19
Region B S String AHBH, FRFRSISHMRZIZR(TODO)
PGroupld = & String PR ID
Ruleld 2 B String HW 1D
A M
3. FitHEE
SHER it fiEA
Ruleld String M ID
PGroupld String 1BRZE ID
Requestld String H—iEK ID , ®RiEKEPSIRE]., EEMATEERAZXIEKA Requestld,
+ 21
4. FEIRAE
PATMBH 7O SZEERAVEIRD | EfbRGIF N S
IR fnA
InvalidParameter
WIS : B emEX 55181 1 #£206T
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FEIRD

)
4

InternalError
InternalError.GetAccountStatusFailed
FailedOperation.PgroupInUse
InvalidParameterValue.DuplicatedRuleAuthClientlp
InvalidParameterValue.InvalidAuthClientIp
InvalidParameterValue.InvalidPgroup
InvalidParameterValue.InvalidPriority
InvalidParameterValue.InvalidRwPermission
InvalidParameterValue.InvalidUserPermission
ResourceNotFound.PgroupNotFound
ResourceNotFound.RuleNotFound
FailedOperation

UnsupportedOperation
FailedOperation.PgroupIsUpdating
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService

WS : BRmEmEX 25182 Tn #2067
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ERNRES IR

ERITEHTAYE): 2024-10-18 10:38:35

32 HEA
1. #EOEA
ZEOBEKES © cfs.api3.finance.cloud.tencent.com,
A0 ( DescribeCfsPGroups ) BFEIANRESIZR.
FNBEOERIEIRS : 200R/FD.
EOSEFATAE - 2019-09-24 19:03:36,

ORI E S &N,

2. NS

UTNBERSEGIFRGIH T ROBERSHIBO LNHSE , TBAHSHFIRDAHERSE,

SHER whi%E FEEFNULL E3id) fEA

Action = & String NHBE, KIZOBYE : DescribeCfsPGroups
Version = &= String NHBE, AFOBYE : 2019-07-19
Region 2 S String NESH, FIFRSIFRIMEHEIZR(TODO)
InternationalFlag S S Int64 mﬁﬁ?ﬁ%ﬂd&[ﬁéﬂﬁﬁﬁﬁi
PGroupld B S String PRLEID

Name B S String 1 PRBZFR

DescInfo & & String RRABFIAMEE

OrderBy B S String HEF=ER , BindCfsNumag& CDate
OrderByType =& FS String HEF2EBY |, ASCaREDESC

Offset & B Uint64 Offset T8

Limit 5 =5 Uint64 Limit TamEA/N

3. WS4

SHER ESid] fatk
PGrouplList PGrouplnfo RPRAEEBSIZR

WIS : B emEX 6183 1 20611
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SEER eS| A
TotalCount Uint64 ARG
Requestld String H—iEK ID , ®RiEKESIRE], EUEBATEERAZRIERKA Requestld,
+01
4. i81x08

PAIMRFIE 7OV S EERAERND | BERGFE N AT ERE.
HiRAD R
UnsupportedOperation.OutOfService
UnsupportedOperation.UnverifiedUser

InternalError.GetAccountStatusFailed

WS : BRmEmEX 25184 TW #2067
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O BASTCE

BRI RN

ERITEHTAYE): 2024-10-18 10:38:35

=7 R

1. EOEA

EOBEKEE . cfs.api3.finance.cloud.tencent.com,
A$EO ( DescribeCfsRules ) FAFEIANREMNFIZE.
FNBEOERIEIRS : 200R/FD.

BEOSEFATE : 2019-09-20 16:40:28,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Whi%E FEEFNULL &g TR
Action 2 S String nit

Version 2

D%i
L
g .
Q
B

Region =

7
]
3.

@
>
s
[\

PGroupld = 1MPREA ID

iy
(%]
=
=.
>
Q

3. S

SHBR St R

RuleList PGroupRulelnfo IPRBANIFIZE

HE58, AEORYE : 2019-07-19

S, FIFmRSIFHIMESIZR(TODO)

M f4HFtE (CFS)

Requestld String W—iEK ID , ®RiEKEPSIRE], EEMATEERAZXIEKA Requestld,

2

4. =S

LUFREIH 7O S EERAEIRD |, EfthERDIFE N A =R,
EIRAD
InternalError.GetAccountStatusFailed

FailedOperation

UnsupportedOperation.UnverifiedUser

WS : BRmEmEX
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HiRAD fEk

UnsupportedOperation.OutOfService

WS : BRmEmEX 25186 TW #2067
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O BASTCE STHHEHE ( CFS)

Elﬂ' E 1;2 BEQHL:I IS

ERITEFHYE): 2024-10-18 10:38:35

1. #EOfER

EOBEKEE . cfs.api3.finance.cloud.tencent.com,
A0 ( UpdateCfsPGroup ) it fRAEE.
BOAEZEOISRIREPRE : 200%/FD,

EOEFAYE : 2019-09-20 16:42:39,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

o

N

\

SHER Wik FRFNULL 58 HiA
NI

Action 2 S String 2%, AEOBYE : UpdateCfsPGroup

Version 2 i String  AHESE, AEOEYE : 2019-07-19

Region B S String  RHSE, FENFFRXFHIMIEZIZR(TODO)

Name = = String WFEZH%W L-64MFRERBEATY , F8 , HiF , TRILaias RREZFRN
AT EEER A,

PGroupld £ &= String  PRZE ID

Descinfo = & S String  BURARAER , 1-2550FFF
A s
3. HIHSE
SHEWR - il A
PGroupld String PRLEID
Name String PRBZTR
DescInfo String HIAMEE
Requestld String H—iEK ID , BRiEKESIRE], EEMATEERAZXIERKA Requestld,

4. iRt

WS : BRmEmEX 25187 TW #2067
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PAIMRFIH 7O SZEEXANEREE | B ERGFE N A TERE.

HIRAD 5

[

InternalError

InternalError.GetAccountStatusFailed
FailedOperation.MountTargetExists
InvalidParameterValue.DuplicatedPgroupName
InvalidParameterValue InvalidPgroupName
InvalidParameterValue.MissingNameOrDescinfo
InvalidParameterValue.PgroupDescinfoLimitExceeded
InvalidParameterValue.PgroupNamelLimitExceeded
ResourceNotFound.PgroupNotFound
FailedOperation

UnsupportedOperation
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService

WS : BRmEmEX 25188 TW #2067
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O BASTCE STHHEHE ( CFS)

EHTA BRI

ERITEFHYE): 2024-10-18 10:38:35

7 A

1. EOHA

EOEKkiEE : cfs.api3.finance.cloud.tencent.com,
A0 (UpdateCfsRule ) FAFEHRMN,
BOAEZEOISRIREPRE : 200%/FD,

EOEFATE : 2019-09-20 16:42:49,

EOMIEE N,
A sl
2. MASH
UTNERSEFIRNGIH T EOBEKRSEIIESS AHSE | RBAHSHFIRNATIE RS
SHER Wik FIFNULL 58 iR
Action 2 & String  AHSE, AEOBYE : UpdateCfsRule
Version 2 &5 String NS, AEOEYE : 2019-07-19
Region 2 S String  AHSE, FIFRSFIEFIZR(TODO)
PGroupld = = String  PRZA ID
Ruleld = B String  #IW ID
- . ATLUESEA IP 8iE&BMER |, flg0 10.1.10.11 54 10.10.1.0/24, BRAK
AuthClientl 5 & St
Henth ol "9 et RS, FNEEEE , HAEES CVM HIRIR IP,
RWPermission S S String  EEIBR, EARO. RW ; Hff RO ARIE , RW AIEE , NEIASNRIE
BFPRER , 83all_squash, no_all_squash, root_squash,
no_root_squash, HEAall_squashAFrEihiREFRE<HRET NESZ AP
. . FBF4R ; no_all_squash izl AR S5 SAHBEFILE , LA MEHEMEY
UserP 5 &
sefrermission 1 = | = N9 B mPERRA ; root squashRERIBRIOO RIS HES AP E
4 ; no_root_squash/azkiHIroot P RIFrootik SR, AERAIAS
root_squash,
Priority B B Int64 MNfSek , S5C8E1-100, Heh 1 TS, 1008%(K
A s
3. ®mHSE
SHER i A
PGroupld String R4 ID

WIS : B emEX 26189 1 20611
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SEBIR ESid) fER

Ruleld String U ID

AuthClientIp String FFBIERZE G [P aiE 1P R

RWPermission String ESR

UserPermission String FEFRGR

Priority Int64 55k

Requestld String HE—ER ID , ®REREPIRE, ELIERATHRERMIZRIFRAT Requestld,

4. SEIRAS
B RG I T B LS BRI AORARID | RSB A 41200,

HIRAD

B
5

InvalidParameter

InternalError
InternalError.GetAccountStatusFailed
FailedOperation.PgroupInUse
InvalidParameterValue.DuplicatedRuleAuthClientlp
InvalidParameterValue.InvalidAuthClientIp
InvalidParameterValue.InvalidPgroup
InvalidParameterValue.InvalidPriority
InvalidParameterValue.InvalidRwPermission
InvalidParameterValue.InvalidUserPermission
InvalidParameterValue.RuleNotMatchPgroup
ResourceNotFound.PgroupNotFound
FailedOperation

UnsupportedOperation
FailedOperation.PgrouplsUpdating
UnsupportedOperation.UnverifiedUser

UnsupportedOperation.OutOfService

WS : BRmEmEX 2190 T@ #2067
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SRS

ERITEFHYE): 2024-10-18 10:38:35

FileSystemByPolicy

HERBRBINARRRER

#ENT™#EO5|A : DescribeAutoSnapshotPolicies

BR
CreationToken
FileSystemId
SizeByte
StorageType
TotalSnapshotSize

Protocol

VersionCtrIRegionZones

XA AR
#ANTEOSIA -

BR D

RegionZones

i

Wi FEFFNULL &g
= B String
b= B String
< ) Uint64
= = String
= B Uint64
= = String
FFFNULL E3ic)
= Array of AvailableRegion

AutoSnapshotPolicylnfo

TRARERES

AN T™ZEOS |8 : DescribeAutoSnapshotPolicies

BFR
AutoSnapshotPolicyld
PolicyName
CreationTime
FileSystemNums

DayOfWeek

WS : BRmEmEX

FIFNULL

a
[=]

Py

H o

iy

String
String
String
Uint64

String

M f4HFtE (CFS)

sk
SHRGEIR
STHZRBID
STHRGEAN
SRR
BREBRA/N

N ERE

1%

XA ISR

fiik

TRERSRARID
SRIREFR

BUEERTE]
KERBIS R F 1L

25

26191 1 20611
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O BASTCE

BFR

Hour
IsActivated
NextActiveTime
Status
AliveDays
RegionName

FileSystems

FileSystemByVpcInfo

RTFRBVPCERXHRSEN

FBEFNULL

B o o o o D

Iy

AN~ EA5 | : DescribeCfsFileSystemsByVpc

BR

FileSystemId
IpAddress

FSID
LifeCycleState
MountTargetld
NetworkInterface
Vpcld

Subnetld

Zoneld

ResourceTags

s

WA O3 : CreateCfsFileSystem

% N
TagKey

TagValue

WS : BRmEmEX

=
=

=
=

195

WA
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=

=
E

s
String
Uint64
String
String
Uint64
String

Array of FileSystemByPolicy

FEFFNULL =il
= String
= String
5 String
= String
= String
= String
= String
= String
S Int64
FEEFNULL RE
= String
= String

M{4FfE (CFS)

fik

INE

EEE
TIRAITHIE
SRR
{REBRIIE]

ik

KK RFER

R
AHFGID
IP3iE
HEHIRER
EHRIRE
HEHA D
FAEMLE ID
FM ID

ATAKXID
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MountInfo

HEHRER

#WaN OS5 : DescribeMountTargets

B WAl FEFNULL E Sl A
FileSystemId =2 B String XHES ID
MountTargetld 2 S String EHA ID
IpAddress p=3 &= String HEHAIP
FSID =2 & String HHRER
LifeCycleState = ) String EHRIRS
NetworkInterface =2 &5 String LR SR
Vpcld p=3 &= String FABML ID
VpcName = S String FAEMERZFR
Subnetld = &= String & Id
SubnetName =2 & String FrZFR
PGroupName = B String PRBAEZFR
KmsKey
KmsKey
#ANTEOSIA -
BFR whISE FEFFNULL &S] fEA
NextRotateTime 2 & Int64 TIRECHRT AR
Owner = & String ZHREE
KeyRotationEnabled = & Bool R R RS
Keyld 2 sy String H$AID
Alias = & String BiERIE
CreateTime = S Int64 ellf= 2R 15174
Description 2 S String EZERRRIA
KeyState 2 = String BERIRAS , BB "Enabled” , "Disabled”
KeyUsage 2 i String BREERA

WS : BRmEmEX 2193 Tm #2067
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O BASTCE

g iis
Type

CreatorUin

FileSystemInfo

MHRFEAER

#Han~EA5|F : DescribeCfsFileSystems

&R
CreationTime
CreationToken
FileSystemId
LifeCycleState
SizeByte
SizeLimit
Zoneld

Zone
Protocol
StorageType
StorageResourcePkg
BandwidthResourcePkg
PGroup
FsName
Encrypted
KmsKeyld
SizeLimitMax
Vpcld
IpAddress
AllocedSpace

Tagld

WRAETE  BRmEREX

AIFNULL

a~
(=)

Py
[}

FEIFFNULL

=

oy oy D D oy oY oY oY oy o o D Dy oy oy oY oY oy o

iy

Int64

Int64

&

s
String
String
String
String
Uint64
Uinte4
Uint64
String
String
String
String
String
PGroup
String
Bool
String
Uint64
String
String
Uint64

Uint64

M f4HFtE (CFS)

3%
RaEESis

BlEEUIN

TR

BIEEATE]

FFBEENXER

XHFESE 1D

XHRFIRES

XHEREFEREE

R FERAE AR

X1 1D

XIHZFR

AR GENERE

XIHRFFERE

MU RGNS EFER (ERTF)
MHRGPENTUIEFREE (ERTF)
MHRFHENRAER

PR BEEXETR

XM RFREINE

INEZRERESE |, BTLAESERY ID 5% ARN
BERIRXE

FABMILEID

L AIPHELE

BoE=E

cfs&iRititagid

%6194 1 H206m1
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AR

TagName
Snapld
SnapStatus
BandwidthLimit

Appld

PGroup

N RFHERPRARER

WA ™03 : DescribeCfsFileSystems

% N
PGroupld

Name

AvailableZone

WA - AT X A

AN T™EOS| A : DescribeAvailableZonelnfo

R

Zone

Zoneld
ZoneCnName
Types

ZoneEnName

TagInfo

TagfERETT

#ANTEOSIA -

g N

TagKey

WS : BRmEmEX

=
=

=
E=

=
=
=
E
=
=
=
E=

=
=

MiretE (CFS)
FEFFNULL i) R
B String cfsRiEhtagRFR
& String HREgid
= String TREBIRS
& Uint64 #% LIR
a Uint64 appid
FEFNULL w1 A
& String GYIEEEND)
£} String RPREZFR
FHFNULL eS| sk
= String ATARXER
& Int64 ATAKXID
a String AR RXERR
a Array of AvailableType Typesiea
a String TAKEYS
FEFFNULL it ik
= String R

28195 ;@ #2063
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g iis

TagValue

CfsTagUser

cfs tags

e TEOS | : DescribeCfsTags

BFR

Tagld
TagName
Status
SdSaleStatus
HpSaleStatus
Zoneld
ISSMB

ISNFS

AIFNULL

a~
(=)

ABEFNULL

R0 WD AD MDD I DN

il

MountTargetCollectionWithRegion

FFDescribeMountTargetsWithRegion#E [

#AOT™EOSIA -

% N
NumberOfMountTargets
FileSystemId

MountTargets

PGrouplnfo

UPRBEA

a0 ™ZO5 | : DescribeCfsPGroups

BR

PGroupld

WS : BRmEmEX

Wik

=
E

AEFNULL

7@
=
(=)

a
[}

FBEFNULL

=
=

%
i

String

Uint64
String
Uint64
String
String
Uint64
Uint64

Uint64

s
Int64
String

Array of MountTargetsWithRegion

HE
e

fiik

String

PRAEID

M{4FfE (CFS)

fER
tag id
PRREFR

IR

R

HHRHE
M55 1D
FERIFIS
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ER Wi FBEFNULL KA R

Name 2 S String I PREZFR

Desclnfo = & String HrMEE

CDate 2 = String BlEERTE)

BindCfsNum 2 & Int64 KEKHRF N
CfsSnapJobHistory

MHRFIRIRIRER IR

HWUNTEEOS|A : CopyFileSystemSnapshotCrossRegion, DescribeCfsSnaps

AR WAL FEEFNULL e St A
RegionName = & String i ZFR
CreateTime = B String BUFERAYE
UpdateTime = = String BEFrAYE
JobType 2 = String {E558
Operater = & String BIEA
Status =2 &= Uinte4 ESIRTE
Message 2 & String 1SS

MigratableCfsFileSystemId

BIER R SID , BT DescribeMigratableCfsFileSystemsiz]

#ANTEEOSIA -
BFR WhI%E FEFFNULL St TR
FileSystemId 2 & String XHZRFID

InputPermissionGroupRules

ASTURBFNZIZFR

WA T™EZO2|A : OverrideCfsRules

B Wik RENULL KA 170
AuthClientlp g2 & String  AIFHANEFIHRIP

WS : BRmEmEX 2197 TW #2067
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RWPermission =2 & String FEBERIR, roNRIiE , rwhHiEs

FAFPIBR, Hrall_squashARrEiLIa A EEmIRT SERRFSAR
8 ; no_all_squashBiEEBA S ANAF L , LR MEHERTAE

L o . .

UserPermission | & | & SMING o mPaRAIRA ; root_squashsuHESRIBEIr0Ot I M NER AP EAR
48 ; no_root_squashAziAAYroot AP {RFrootik SR,

Priority 2 & Uinté4  #MNIfES , 1-100, He 1 AKS , 100K

MountTargetsWithRegion

FFDescribeMountTargetsWithRegion#E[O

HAT™EOSIA -

% N LIZ\]\& f[_‘,i,tFN ULL %ﬂ Tﬁ]\i
Vpcld = = String FABEML ID
IpAddress = B String FHm IP

PGroupRulelnfo

BUEEIIIES

AN T™EOS| A : DescribeCfsRules, OverrideCfsRules

R Wk SBIFNULL 358 G
Ruleld B &= String ~ #IWID
AuthClientlp 2 = String  FEFHRNEFIRIP
RWPermission = & String EENR, roRIE , rwhiES
FAFRBR. HAall_squash AFTEBIEAFESWMST AEZRFPSREFE ;
UserPermission | 2 = Strin no_all_squashiARIBA R SABARE , LEAM/EHRGAESR
= - J FEAF4A ; root_squash/gEkinlroot AR MEYT AERZ BFESEFE ;
no_root_squashAsEiGRIroot B {RFrootik SR,
Priority g2 & Inted  HUEER , 1-100, HYF 1 5%F= , 10055%1K
SnaplList
NHRGFIRIETIZR

AN TN S| A : CopyFileSystemSnapshotCrossRegion, DescribeCfsSnaps

WIS : B emEX 6198 T1 20611
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X BIHSTCE ST{ARRE ( CFS)
BR U%55i FEFFNULL ESid) fER
RegionName = = String e
Snapld — B String RERId
SnapName 2 & String TRARZFR
FileSystemId 2 B String X RZId
FsName = B String NHERE
Size 2 & Uint64 REK/NB
StorageType 2 S String Fhigzsnl
AliveDay = B Uint64 REBREL
CreateTime 2 & String BUEERTE]
UpdateTime =2 &5 String EitE
Status = B Uint64 REBRE
Percent 2 & Uint64 TREGIHE
JobHistorys 2 & Array of CfsSnapJobHistory BERSE
Jobld 2 & String HREBESId

AvailableProtoStatus

ARATE -t E

AN T4EO5|A : DescribeAvailableZonelnfo
R Wik FEFNULL E-3id) R
SaleStatus 2 & String EERE. T%(ER sale_out 22, salingal&. no_salingA~aliHE
Protocol =2 &5 String YEZERY, BiE({EA NFS. CIFS

AvailableType

WA hl- 2200

AN T™EOS| A : DescribeAvailableZonelnfo

BT W% SRUFNULL 288U
Protocols = &= Array of AvailableProtoStatus
Type = & String

WS : BRmEmEX

1%
S ERFE

8RB, BIk{Eh SD fEBFiE. HPIEREELFE
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FileSystemClient

NHEREFIRER

BANTZOS |8 : DescribeCfsFileSystemClients

AR Wik FEEFNULL k8 i35
CfsVip = ) String MR FEIPHELE
Clientlp = B String 2= FimIPitehk
Vpcld 2 & String XHZRGFREVPCID
Zone 2 & String ATAKEFR , fllap-beijing-1
ZoneName 2 a String A FAXFEZIR
MountDirectory = a String ZX MR AR R R P s ERRRER
Zoneld 2 a Uint64 o] F#EID
LinkStatus 2 & Uint64 SHERE 1 S, 25880
MonitorStatus = = Uint64 BT . LR, 2 Rkl
Protocol 2 &5 String Y : v3 1 nfsv3#EEL |, vAinfsvAiEE]
PeriodStatisticsSet
E£RFIHER

WANT#EO3| A ; DescribeStatistics

EHR Wik FEEFNULL &St fER
StandardFilesystemCount 2 & Uint64 EEN MRS HE
HighPerformanceFilesystemCount 2 S Uint64 MREEIN MRS E
StandardFilesystemStorage = B Float WEEN R SRS
HighPerformanceFilesystemStorage 2 & Float MBI RS EE
StatisticalPeriod = = String FeitREER

Filter

iEsE

WENT4EO3 | : DescribeAutoSnapshotPolicies
BFR Wik FEFFNULL RE fak

WRIFRA : Bl emEX 55200 Im #H206m
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Name 2 &= String 2R
Values 2 B Array of String TE

AvailableRegion

AT - X IR

AN T™EZO2|A : DescribeAvailableZonelnfo

R Wik FRIFNULL 358U A
Region 2 FiS String XIEZFR , 20"ap-beijing”
RegionName = S String XimZFR , @0"bj"

XA AER , SXEREDE— N IBRRGTAERES |, BEN

RegionStat = = Stri
egion-tatus = = fng AVAILABLE , ZN5UNAVAILABLE
Zones 2 & ArraTy of TTAXEEHE
AvailableZone
RegionCnName 2 S String I FSZZFR , @0 T
HAARE : Bz EX %201 ;n #2067
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HIRh

ERITEHTAYE): 2024-10-18 10:38:35

IVl
SERELEHEE Error 267 , NEETIER APLEECISN. D

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
e
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}

Error FfY Code FHIRAS , Message FRNZia=AIEAER.

HIRIDYIZR

ARG
Hixhg WiEA
AuthFailure.InvalidSecretld FIHIEL (AR API BZ4AEY ) ,
AuthFailure.MFAFailure MFA $5i%,

B FE. BEEHENEZRESCHMREESR | ISER | BOEERES

AuthFailure.SecretldNotFound e
EHSIEH , i ERAIEMEEERE.

pa=An i 2. ol <18 |:|\\ [AS ‘EE‘\\A NIEIES /_\\‘\
AuthFailure SignatureExpire FRIGEA. Timestamp FIRSH[AVEEENMSEIRSH | BEEAMI EEEFIRER

BREE,
AuthFailure.SignatureFailure BERER. SRITEER  BYBRARARNPIZEOLECERES Bt EEE.
AuthFailure.TokenFailure token fHiR,

AuthFailure.UnauthorizedOperation &3k CAM 181,

DryRunOperation DryRun #{F , RFBFIGLEMING , RRSET DryRun 2.
FailedOperation BRAER,

InternalError MEREEIR,

InvalidAction BEORNFHE,

InvalidParameter SHEER.

InvalidParameterValue SHEYEEIR,
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Hixh iEA
LimitExceeded IS ECRRBRE .
MissingParameter TROSEGEIR,
NoSuchVersion BEORATRFE.
RequestLimitExceeded TERADREGET T 3RZPRE.
ResourcelnUse RIS .
Resourcelnsufficient RIFAE.
ResourceNotFound RIFAFE,
ResourceUnavailable RIFARTF,
UnauthorizedOperation RIFTURLE,
UnknownParameter RISEEEIR,
UnsupportedOperation EMEARSTHE,
UnsupportedProtocol http(s)iEKRIPGEIR , R3ZFF GET #1 POST 15K,
UnsupportedRegion BEOA SR T E I,
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InvalidParameterValue InvalidPriority
InvalidParameterValue.DuplicatedPgroupName
InvalidParameterValue.MissingAppidOrUin
InvalidParameterValue.MissingKmsKeyld
ResourceNotFound.RuleNotFound
InvalidParameterValue.MissingVpcidOrUnvpcid
InvalidParameterValue.InvalidAuthClientIp
InvalidParameterValue.MissingNameOrDescinfo
Resourcelnsufficient.RuleLimitExceeded
InternalError.CreateFsFailed
InvalidParameterValue.RuleNotMatchPgroup
InvalidParameterValue InvalidFileSystemlId
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FHIRAD izl
InvalidParameterValue.ZoneldRegionNotMatch
InvalidParameterValue.UnavailableRegion
InternalError.GetAccountStatusFailed
ResourceNotFound

FailedOperation.PgroupInUse
InvalidParameterValue.InvalidPgroup
FailedOperation.PgrouplsUpdating
InvalidParameterValue InvalidMountTargetlp
InvalidParameterValue.SnapSrcFsBusy
InvalidParameterValue InvalidZoneld
InvalidParameterValue.InvalidProtocol
InvalidParameterValue
InvalidParameter.ClientTokenLimitExceeded
InvalidParameterValue.InvalidStorageType
InvalidParameterValue.InvalidNetInterface
InvalidParameterValue.InvalidRegionZonelnfo
InvalidParameterValue InvalidUserPermission
InvalidParameterValue.MissingVpcParameter
InvalidParameterValue.MissingZoneld
InvalidParameterValue.InvalidFsStatus
FailedOperation.MountTargetExists
InvalidParameterValue.MissingStorageResourcePkg
UnsupportedOperation
InvalidParameterValue.InvalidZoneOrZoneld
InvalidParameterValue.InvalidVip
InvalidParameterValue.DuplicatedRuleAuthClientlp
Resourcelnsufficient.TagLimitExceeded
Resourcelnsufficient.FileSystemLimitExceeded

InvalidParameterValue.InvalidPgroupld
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InvalidParameter.InvalidClientToken
InvalidParameterValue.MissingFileSystemId
InvalidParameterValue.InvalidPerMode
FailedOperation.BindResourcePkgFailed
UnsupportedOperation.OutOfService
Resourcelnsufficient
InvalidParameterValue.InvalidSnapStatus
UnsupportedOperation.UnverifiedUser
InvalidParameterValue.InvalidVpcParameter
ResourceNotFound.FileSystemNotFound
InternalError
InvalidParameterValue.InvalidFsSizeLimit
InvalidParameterValue.InvalidFsName
FailedOperation
InvalidParameterValue.MissingSubnetidOrUnsubnetid
AuthFailure.UnauthorizedOperation
InvalidParameterValue.FsNameLimitExceeded
InvalidParameterValue.MissingFsParameter
InvalidParameterValue.MissingPgroupName
InvalidParameterValue.InvalidSubnetld
InvalidParameterValue.InvalidVpcld
InvalidParameterValue.PgroupDescinfoLimitExceeded
InvalidParameterValue.FsSizeLimitExceeded
ResourceNotFound.MountTargetNotFound
Resourcelnsufficient.RegionSoldOut
FailedOperation.ClientTokenInUse
UnsupportedOperation.UnauthorizedCfsQcsRole
ResourceNotFound.PgroupNotFound

FailedOperation.UntagResourceFailed
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InvalidParameter
InvalidParameterValue.InvalidRwPermission
Resourcelnsufficient.PgroupNumberLimitExceeded
ResourceNotFound.SnapNotExit
InternalError.Timeout
InvalidParameter.InvalidTagKey
InvalidParameterValue.InvalidEncrypted
InvalidParameterValue.MissingZoneOrZoneld
InvalidParameterValue.PgroupNamelLimitExceeded
MissingParameter
InvalidParameterValue.UnavailableZone
Resourcelnsufficient.SubnetIpAllOccupied

InvalidParameterValue.InvalidPgroupName
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