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{

"version": "2.0",
"statement”: [

{

"action": [
"name/kms:*"
I

"resource": "*",
"effect”: "allow"
}

]

}
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"version": "2.0",
"statement”: [
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"action": [
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"effect": "allow"

}

]
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"version": "2.0",

"statement”: [

{

"action": [
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"resource"; "*",

"effect”: "allow”
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"version": "2.0",
"statement”: [

{

"action": [
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"resource": "*",
"effect”: "allow"
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{

"action": [
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"effect": "deny"
}
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EENFE®RIE ) qcsikms:$region:$account:key/* ( 1IBINENMREHKSHI
FEREIR )

qcs::kms:$region:$account:key/creatorUin/$creatorUin/$Skeyid ( #5414
EBANEIR ) qes:kms:$region:$account:key/creatorUin/$creatorUin/*

( FEANCIBERRERIR ) qcsikms:$region:$account:key/* ( #Y
ENMRIRSHFERIR )

gcs:kms:$region:$account:key/creatorUin/$creatorUin/$keyid ( #21X
BNEIR )
qcs:kms:$region:$account:key/creatorUin/$creatorUin/* ( 1ZIEANE
EENFERIE ) qcsikms:$region:$account:key/* ( 1IBINENMREKEH]
FrE&RIR )

qcs::kms:$region:$account:key/creatorUin/$creatorUin/$Skeyid ( #54Y
EBANEIR ) qes:kms:$region:$account:key/creatorUin/$creatorUin/*

( FEANCIBRERFERIR ) qcs:kms:$region:$account:key/* ( #5#Y
ENMRKSHFBEIR )

gcs:kms:$region:$account:key/creatorUin/$creatorUin/$keyid ( 24X
BANEIR )
gcs::kms:$region:$account:key/creatorUin/$creatorUin/* ( EiNEA 8l
BEEWFIERIR ) qcsikms:$region:$account:key/* ( EINEMREIKSHY
FrE&iIR )

qcs:kms:$region:$account:key/creatorUin/$creatorUin/$keyid ( #Z1%
EBANEIR ) qcs:kms:$region:$account:key/creatorUin/$creatorUin/*

( EREANCIEENFTERIR ) qestkms:$region:$account:key/* ( #Z4R
HEMRWRSHFBRIR )

gcs:kms:$region:$account:key/creatorUin/$creatorUin/$keyid ( #Z1%
BNRIR )
gcs::kms:$region:$account:key/creatorUin/$creatorUin/* ( HEiINEA 8l
BEEWFERIR ) qcs:kms:$region:$account:key/* ( EBIEMREIKSHI
FTERIR )

qcs:kms:$region:$account:key/creatorUin/$creatorUin/$Skeyid ( #54%
BANEIR ) qes:kms:$region:$account:key/creatorUin/$creatorUin/*

( BIEANIREEHIFERIER ) qcs:kms:$region:$account:key/* (#%1R
EMREIKSHIRTERIR )

gcs::kms:$region:$account:key/creatorUin/$creatorUin/$keyid ( #5%#%
BNEIR )
qcs::kms:$region:$account:key/creatorUin/$creatorUin/* ( #EINEA 8l
EENFFASEIR ) qes:tkms:$region:$account:key/* ( IEREMREIKERY
&R )

qcs:kms:$region:$account:key/creatorUin/$creatorUin/$Skeyid ( #&4Y
BBANEIR ) qes:kms:$region:$account:key/creatorUin/$creatorUin/*

( BIEAN BB RIER ) qcs:kms:$region:$account:key/* (#%1R
EMRIKSHAMERIR )

EIREERS (KMS)
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X BIHSTCE BHIEERS (KMS)

SNEREIHSN
g
ERITEHHYE): 2025-10-11 18:10:00

FAFE®3A (CMK, Customer Master Key ) 2 KMS [RSZSHIEATTER , EESEIH ID. BATTHIE (BB, @k, REF) AT
Rk G NRATE I B

FOABT | B KMS fRS3 el CMK 580 , BB KMS IRSREINENAERZSRIERE. SEHEERECRIERMHE , b
FEESLHE BYOK ( Bring Your Own Key ) 7550Y , i@ KMS BRSZAER—MERIEINZN CMK |, 7B CHEAMHSAZIZBRE
ERF , A—INBER CMK (EXTERNAL CMK) |, F5H KMS BRSSHTZSMEBERI D R EIE.

IR =

* £ BIR=ERETX L5LiE BYOK ( Bring Your Own Key ) 5% , BISIHEE BN SRIT X 284 EEAEERIERM R TR
HEINREARSS.

* TEERATEGE BIZSmMTX LERNERRS  SREFSASMRERTA.

o EAILEAEIREREMIRIE PR —DEEME | (P BT X ZREERRNIIMRE .

o BEHET LEREERNERMEIETINREERE | WEAXTIENER.

ESSE T

* FERRSNEBPMRNZEM

o EEAEASAEER  BRERRE CEMBBMRNBIIRNZ TR, Bl KMS BRI L28(XIFRER , FIPS
FRANMX I SN 256X FREA .

o FEMRSNERHEAITEY

* KMS [RBREBBRSNETAREDIREESD , BSANZRMHITBIERHRAFREE. BAENERAREIRNLREE
PHENREED | LEESIMIFRERM RSB EIT N | eSS ORNEBRMHERSAKMSIRS.

o FIEEPSNEFIHTEHE

o HEREPMHISACMKE |, % CMK SIZEZREEKAKER | ARSI EMMERM S NZINBER CMK &, SfERZINPER
CMK INZEEEUERT |, INEERISIRLRERINZER KA/ CMK ( BD CMK HITTEiERESIMEI S SNINZSEICED ) A aeRmEuE , SN
REBAN. FEELERRME. CMK BIRIBRIEIE,

* FEITEASANIRE | FEARSHERBETERINSHES | ZERREERHEER.
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#R{EIErg

BRITEHAYE: 2025-10-11 18:10:00

=] N [
EMEMAE
BIEEIMNERESE CMK |, eI LAUBIT LA R4S IBRSE kiR E,

L. wBidiEHlaEr AP B2 —MEERIREA "IN BB ERN CMK |, BIRIESNREA CMK,

2.8 AP EBREERMHSANSE , B — P BTIEEZRHIRN , LR—PSASH.

3. EAEBIINENSE bR ANEERE | FIBSRIREAIINE A BXIEAIZ BRI TINE.

4. @i APLIR(E | BINERNEEMRIRSRIRIMAISASHE | SALBEAIINBER CMK |, ESNINEBE AT,

BIFLR

S : QUEEINBEA CMK
BIERSINEBAZSA CMK BPEMIE, | EHIE7T =AM APl EIA=.

o BHIEAR (1) BREHE, (2) SEFECERPNKE , SF ()] FHatlgER. (3) EE%PEn  BABES
R, EERRAMESRRASNE | FESAIMREBM RS AR TR R AEIAME.
(4) 8E (#E] | RITeIE@sMNEREIR CMK. ErIfEiRHaERISeIZasNRER CMK , "EZIRkIR" B "IMR".

* ARAAPISU
SRR SIS RIZIE S EAAPL 53K CreateKey API HIEESEI Typen2 , CreateKey BREGRASRA! :

def create_external_key(client, alias):

4pY BYOK %48 |,
:param Type = 2

try:

req = models.CreateKeyRequest()
req.Alias = alias

req.Type = 2

rsp = client.CreateKey(req)

return rsp, None

except TencentCloudSDKException as err:
return None, err

SR : THSAEBHESH

ARERERRNZ 2N | FESNENERMRETINERBSA. BFLUET APL SKINSNERHIISEY , HhaiE— 1 ATnE
BRHAIRE | LIR—1PSASH.

GetParametersForlmport EREGRASRG :
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def get_parameters_for_import(client, keyid):

IRINEANERA (CMK) #E9S4L

R[EIRTokentEA1TImportKeyMaterial 928z — |

IREIRIPublicKey BT B ES NZBHEIHTINE,

IREIRTokenFPublicKey 24/M\iS/E5L38 , KB WBERSAN | BEFRBREIZEOIREGEEY Token F1 PublicKey,
WrappingAlgorithm 3SEIZEsAEIES% , BRIsHE RSAES_PKCS1_V1_5, RSAES_OAEP_SHA_1. RSAES_OAEP_SHA_25
6,

WrappingKeySpec f8EINEZ A #R92EY , BRIRSZRF RSA_2048,

try:

req = models.GetParametersForlmportRequest()

req.Keyld = keyid

req.WrappingAlgorithm = 'RSAES_PKCS1_V1_5'# RSAES_PKCS1_V1_5 | RSAES_OAEP_SHA 1 | RSAES_OAEP_SHA_ 256
req.WrappingKeySpec = 'RSA_2048' # RSA_2048

rsp = self.client.GetParametersForImport(req)

return rsp, None

except TencentCloudSDKException as err:

return None, err

$E3 : RN BEE

EAHA PRI INE L BXYSHE BTN, IIEQRE—12048L58) RSA 21 | ERIMER ZFE SRS NE R
SHAHEEN—. BT APLRERINZEARET base6s i3 , EUILEERITFRERIGHIT base64 fi#i5. BRI KMS HHINEEIES
RSAES_OAEP_SHA_1. RSAES_OAEP_SHA_256 5 RSAES_PKCS1_V1_5,

LAT79i81d openss| INZZSAAEAGIRARG]. EXbRERAS , i EEd INE s E R AT eI EERXI ZE R TINE,
(1) JAH GetParametersForimport #£[13kEXToken 1 PublicKey, & PublicKey 5 A\3Z714 public_key.base64,

(2) {553 openss| A REHEHEL,

openssl rand -out raw_material.bin 16
AT LUEIT GenerateRandom AEaEBENE0H1T base64 fiRAD,
EZhRA key material I<E®/ 128 , FIPS iRAA 256,

(3) Decode Public Key SXERANBIRSZ,

openssl enc -d -base64 -A -in public_key.base64 -out public_key.bin

(4) FREAEXT key material #1702,

# RSAES_OAEP_SHA_1 3IRIf9&<1Ta0 T~
openssl pkeyutl -in raw_material.bin -out encrypted_key_material.bin -inkey public_key.bin -keyform DER -pubin -encrypt
-pkeyopt rsa_padding_mode:oaep -pkeyopt rsa_oaep_md:shal

# RSAES_PKCS1_V1_5 XMRRY&<1TU0T
openssl pkeyutl -in raw_material.bin -out encrypted_key_material.bin -inkey public_key.bin -keyform DER -pubin -encrypt
-pkeyopt rsa_padding_mode:pkcsl

# RSAES_OAEP_SHA_256 SREI&<SITaI T

openssl| pkeyutl -in raw_material.bin -out encrypted_key_material.bin -inkey public_key.bin -keyform DER -pubin -encrypt
-pkeyopt rsa_padding_mode:oaep -pkeyopt rsa_oaep_md:sha256
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(5) BEXRBEFASHALIEN KMS,

openssl enc -e -base64 -A -in encrypted_key_material.bin -out encrypted_material.base64

encrypted_material.base64 IgLEH , /9 EncryptedKeyMaterial &\ KMS,

SR . SAEBRMHE
RIS , SIEENEEMNR S5 RIS , BT APLRE , —RSAZE S5 SIRIIINMBEE CMKF,

o SASREEMZZEMENNBEEHEXRR , AI— NS REENEERIHEENEZBESNER IR, SASHENERER 924/
B, EESHIRTLIESER , KAEEEFREGTNSASERINEAHE.

° WERZIXER GetParametersForlmport JRENEAMEL , RERE—XIERN token 1 publicKey B3 , ISR ARBIREIREEINTE
2.

o AILAANEENIZSEMAIIINEEHRSARSEMR , ST UERSACELEFEHEMRNZEME | siE 28RS T
&,

ImportKeyMaterial EREGRFBRA] :

def import_key_material(client, material, token, keyid):
try:

req = models.ImportKeyMaterialRequest()
req.EncryptedKeyMaterial = material
req.ImportToken = token

req.Keyld = keyid

rsp = clientImportKeyMaterial(req)

return rsp, None

except TencentCloudSDKException as err:

return None, err

Elt , SNIMNBEPR k. EALGEREEERA—HERIMNBER CMK.

2oy

HER5NEBEETR CMK

HMNERERTE CMK FORIBRBIEIS R EIRSIRIE | —SRIEATTRIMNBR CMK , —KIRIEAMIBRESEMEL , BRIREERSBRRANRIERER.,
THRIER CMK

BT RIMERIRE | MBRIMBEESE CMK, IHRIBBRASIRIESEHIERGT - 30RIESSH | HXTREBRNRE | FMBESBCMK ISR AT
bR, BEMRE CMK BLERE | BIENZNEIRTETERE | SEIRERE.

R

LB M TUBRE R . SEBMRITEIEE RIRRLAS | SNERETE CMKISRSREL(ER | iz CMK IR S ITERAR
B, RFEEHSNERRERMH.

* J&IT API2{E DeletelmportedKeyMaterial 525, ZHRIEMIERZSRIIRLE | BERSEZTHEFEA (Pendinglmport ) .
o HESAEEMEL APL2ES , & ImportKeyMaterial 28 ValidTo MIASEGISEITHIRTEISER, , KMS IRSZIGE S EIAITHAR @AY
ZEAtEL.

FHEIRMR RIS F MR R R AR R 2 — Y.
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DeletelmportedKeyMaterial EREGEIZRAE :

def delete_key_material(client, keyid):

try:

req = models.DeleteImportedKeyMaterialRequest()
req.Keyld = keyid

rsp = client.DeletelmportedKeyMaterial(req)

return rsp, None

except TencentCloudSDKException as err:

return None, err

o LEBRBEPMHISAN CMK B, % CMK SiZEEMRKAKREL | BIREEREMMERMRSNIZINBER CMK fh, SERRERR
& EREEHSANERIE | SANERHLRSHRZRRT2ER |, 2SR,

o LfERASMBER CMK INEEUERT , INERAVEEEL/RERINERRAR CMK ( B) CMK RITTEIRER Z R S SRR ) 88
RELIRE  AURESAW. FEEEMEZRMEL. CMK AIMPRIEIE.
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E%; Encryption SDK
SDK 58

BITEFAYAE: 2025-10-11 18:10:00

SRR RIEMMR IR E L B AEE T MIAERER Encryption SDK , B Encryption SDK RREEIINERIA | 58 KMS ZR%
B, FTEEHIRINEZENEERES. SDK X5—X—%. ZX—EEZMNEA , FaeEsds CMK IBBERIIER. R RER
FINREEOFNXTE CMK FIBIRIEE | BIANS sl At S RS S S 8UR IR,

ST RERER Encryption SDK #HTAGENNRZNRIEE] -

DIRES =

PR IR RS

RAEHNE , SFMEPEESHER Encryption SDK ##173% , AFXEREAIIREREOMXE CMK RORRI=HIBI ] SSIALEE
BHUEMEE.

EEPEERGR

E# Encryption SDK 3 CMK ESsRAIE R , MEIEIIZTEES D CMK ( BIUEEREIEA CMK) |, 2 CMK 15rT##E
DEK MTIRSEUEH THEE .

iEEAEEIHE

E# Encryption SDK B DEK EFETHINEE , EREFHHIREBESEMBL R SHAMEREIRFE. 1§ DEK AR , T
=i, BFTLIE RO S E R A ERETRRET.

o=y )

E% Encryption SDK AILUSTER KMS EpIINEER , KMS [RECRERZERREL FIPS-140-2 INEREHR SRR HSM SRIRIFE
PR, RIRERRREME. TBEM AL,

EEEESTT

EI8% Encryption SDK EERSFIRHLFEIARES , SUSET SM4 MSFHEINNG , AERGESEANER , HALEEsN S5
ISR .
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SDK $Z 15/

BRITEHAYE): 2025-10-11 18:10:00

EZEncryption SDKERISZIF Linux #1 Windows 410 Ci55. Go i8S, Python2#Python3iES. HFGoiESSDK , [REFEA C
SksLH , FE@IT cgo HEESS | 24HEOM Go iIESAM ; MPythoniESSDK , KEHEFERACESTI , FEB T ctypesiiifs |, 12t
AfitPythoniBSEA. A3ELL CESIEARERAE , MBI NFERER Encryption SDK , EfttiESnI &% SDKEHEARTIRA)
3.

NS R
o Linux RExIFIER , BEHE MAFERWIE
RGhRA (VE5 XFFER
Tencent Linux release 2.4 ( Final ) 64 X
CentOS 8.2 64 X5
CentOS 8.0 64 X¥F
CentOS 7.8 64 XFF
CentOS 7.7 64 X¥F
CentOS 7.6 64 XFF
CentOS 7.5 64 X
CentOS 7.4 64 XFF
CentOS 7.3 64 X
CentOS 7.2 64 XFF
CentOS 6.9 64 XFF
CentOS 6.8 64 b2
Debian 9.0 64 XFF
Ubuntu Server 20.04.1 LTS 64 X¥F
Ubuntu Server 18.04.1 LTS 64 XFF
Ubuntu Server 16.04.1 LTS 64 X¥F
Ubuntu Server 14.04.1 LTS 64 XFF
CoreOS 1745.5.0 64 X5
Debian 10.2 64 XFF
Debian 8.2 64 X
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RFRA (V%5 XIFER
openSUSE Leap 15.1 64 X§F
openSUSE 42.3 64 XFF
SUSE Linux Enterprise Server 12 SP3 64 i

! LinuxFFRIME(NZHF glibc 2.12 RELLEARA

e Windows RFEIFER | BEEE MAFAWIIE :

RGthiRA (V£ XEHER
Windows Server 2019 £k 6447 3R 64 X
Windows Server 2016 #dE0MR 6474 3hR 64 2
Windows Server 2012 R2 g /R 6445773 64 XHF

e SDK E7F OpenSSL1.1.1 K&,

BAIES|

L : FHE KMS HkR
E# Encryption SDK {RIEFTZAEERAGEMR , BHHKI KMS 1EAAR,
! KMSHRARIA IR EBRIRETCEEEinFEa T,
FE2 : AP EES
TR BHEERRESE | QBBFERR  FHRIERSHEEA.
RHTERES , BIEBEE/ 2N TTEXNAREESE CMK , B2 Encryption SDK 2 XHEASESMHFPEZEE CMK (ERRE

EOJ2E ) .

3 : FKEY SDK
SDKERENHIA T © SeE R T ARSEMB LR | AEH T ARBEFEREOAIKEL,

S84 | ERB5 | A SDK
1. Nz SDK i curl , MRRE | BIRAIRE  STRIRFRANZES ST :

¢ Ubuntu

sudo apt-get install libcurl4-openssl-dev

e CentOS
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yum install libcurl-devel

2. BTE tar BREERIAM , AN src BR.
3. 448 setenv.sh |, BLERETE, setenv.sh BERRIEIESUT :

export LD_LIBRARY_PATH=../lib:../lib/proto
export OPENSSL_ENGINES=../lib/engines-1.1

4. INETEMETHERT  #ifTsource /setenv.sh , FEEERL.
5. {888 src B2 THY demo_kms_pro.c 1 demo_original.c 3X{f, EZ Encryption SDK S73FETF KMS RZZRIRIP

( demo_kms_pro.c ) FR&NNZ ( demo_original.c ) IRFINES T , MMEIERIBSN EOE , AFRIEREESEF

—NEES , SEEIRIT ¢

o (FFFWEBR APl ZHEEREIE FKEUER secretld F secretKey , FHE#RA4FHIINAY "replace-with-real-

secretld". "replace-with-real-secretKey" =588,

o {5 £ BIFEAIERR ID BRSPS "replace-with-realkeyid" F4F&R,
6. fRiF src BRIETHI make {4,
7. BT TS

FEFAIERBAY secretld, secretKey #1328 ID , Demo A HJLAIEEIETT.

C SDK KMS 7451

hnfieE R

 InitSdk : ¥MALEREL , AT AFREEETHE KMS EARIRSS .

* InitkeyManager : FAF E=24BYIHALERES,

* NewMasterKey : igZeE CMK , FE/EEINMREZRERT , 2MTERE CMK , EIGREM SDK IZTIMEERIKIER CMK LURNE
Bf. 2FE CMK REJFRY , &M AddMasterKey BREIREAIFACMK,

» AddMasterKey : iREE AR CMK , & CMK #REEARIXE , HE&A CMK 5 NewMasterKey FigErIZEAZE CMK Z55H
FIZR , BRIRATERES , LIBhEEEEPT AR |, eTLAERERFIRPIIEMZA.

o Encrypt : INZZEEL,

o Decrypt : fZZEE],

VA EREGFRRISERBRIES I C SDK #2034,
?

1. S , CBCEnAndDeTest BREIELEINE. FZAER , HPXBREILSE SM4_CBC_128,
2. [RENNETSEES SM2, SM3 K SM4 |, FRIEREN SERFIES I £H3 T8RRI SDK k324 kms_enc_sdk.h,

HUCH
KMS SRR BRI -

#include<stdio.h>
#include "kms_enc_sdk.h"

int CBCEnAndDeTest(struct KeyManager *p,unsigned char plaintext[],char masterKeys|[])
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{

inti_ret=0;

unsigned char ch_orig[128];
unsigned char ch_enheader[128];
unsigned char ch_cipher[1024];
size_t i_cipherlen = 0;

unsigned char ch_dedata[1024];
size_t i_dedatalen = 0O;
size_t sourceLength = 0;

struct KeyManager keymanager;
struct MsgHead enheader,deheader;

char masterKeys[1024];
memset(masterKeys,0,sizeof(masterKeys));

memset(&enheader,0,sizeof(enheader));
memset(&deheader,0,sizeof(deheader));

memset(ch_orig,0,sizeof(ch_orig));
strcpy(ch_orig,plaintext);
sourceLength = strlen(ch_orig);

memset(ch_dedata,0,sizeof(ch_dedata));
memset(ch_cipher,0,sizeof(ch_cipher));
memset(ch_dedata,0,sizeof(ch_dedata));

unsigned char encryptionContext[1024];
memset(encryptionContext,0,sizeof(encryptionContext));
i_cipherlen = 0;

i_dedatalen = 0;

[*3 RN

size_t blockSize = 0;

[ IEENNREEE"/

enum Algorithm al_en = SM4_CBC_128;

strcpy(encryptionContext,"{\"name\":\"test\",\"date\":\"20200228\"}");

NewMasterKey(masterKeys,"ap-guangzhou","replace-with-realkeyid");

AddMasterKey(masterKeys,"ap-beijing","replace-with-realkeyid");

/A TINERYE B EIR E N0 EFAITH/
i_ret = InitKeyManager(&keymanager,masterKeys,0,0,0,p->secretld,p->secretKey);

if (0!=i_ret)

{

printf("InitkeyManager error\n");
return (0);

}

/*ch_cipher ZIIZERNEXAE */

i_ret = Encrypt(ch_orig,sourceLength,&keymanager,masterKeys,al_en,encryptionContext,blockSize,&enheader,ch_cipher,&i
_cipherlen);

if (i_ret == 0)

{
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i_ret = Decrypt(ch_cipher,i_cipherlen,&keymanager,&deheader,ch_dedata,&i_dedatalen);
if (0==i_ret)

{

printf("ch_dedata[%s] i_dedatalen[%d]\n",ch_dedata,i_dedatalen);

}

else

{

}
}

else

{

}

return (0);

}

int main()

{

inti_ret=0;

unsigned char plaintext[128];
char region[128];

char masterKeys[1024];

char domainName[128];

memset(plaintext,0,sizeof(plaintext));
memset(region,0,sizeof(region));
memset(masterKeys,0,sizeof(masterKeys));
memset(domainName,0,sizeof(domainName));

struct KeyManager keymanager;

/*domainName BB\ TCERTIEZ itk */

strcpy(domainName, "replace-with-real-domainName");
strcpy(region,"ap-guangzhou®);

strcpy(keymanager.secretld, "replace-with-real-secretld");
strcpy(keymanager.secretKey, "replace-with-real-secretKey");
strcpy(plaintext,"abcdefg123456789abcdefg123456789abcdefg”);

i_ret = InitSdk(region,keymanager.secretld, keymanager.secretKey,domainName);
if (0!'=i_ret)

{

printf("InitSdk error\n");

return (-1);

}

NewMasterKey(masterKeys,"ap-guangzhou","replace-with-real-secretKey");

AddMasterKey(masterKeys, "ap-beijing","replace-with-real-secretKey");
CBCEnAndDeTest(&keymanager,plaintext,masterKeys);

return (0);

}
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SDK $z[
EARRR C 20324

BITEFAYAE: 2025-10-11 18:10:00

EIREERS (KMS)

E# Encryption SDK ££5% 7 KMS |, HENFIFEREZANEREHEERR , BRRFREEXSH , BRANREED , Faystilfi,

B, RENEEIRE.

AT REEFAIIRSS | E% Encryption SDK SIRFET KMS RUZBRIFFIRENNIZRIRFINZ T 2.

o BT KMS ZRRIFAI . 28R KMS EaEmINEER , B KMS IREERNeERRRNERE , BFREdEORERAER

MR , FEFES N InitkeyManager £,

o RERMNZST | RIERFBTEEMEEN  CANROHTINEE  BRNENMESEANEEFERE  BFFEECRIEEBNR
£, HTFREMEWER  ENAPERET KMS [ERERFTS.

ARSI

* E% Encryption SDK (UERTEASERFEMIR , i5HHI KMS i8R,
* FAPEEMRFEANIE CPU 215 SDK IBSEMML | UTIATHS#HTINE

cat /proc/cpuinfo|grep aes
cat /proc/cpuinfo|grep avx

EULIERZEIRE | WiRBBHESSHHE S IR,

#tadE SDK 20

InitSdk

o IfREHEA - IEAFEACTHE KMS IEATRIRSS.
o SHURAR -

Bt SHER S s
region 2 char *
secretld 2 char *
A&
secretKey 2 char *
domainName 2 char *

o IR[ENH : ¥IHAALIIIRED , BNEREHERAY 521252,
WiBA :

ik

CMK MUS(ERFRTER | FIF~msZFY ihiEs5
Z=MF API #48 ID

=R API 248 Key

HEEEFRHR

o FEEE Secretld # SecretKey BHRZETFE | =ARSEIZOIAIEFEE{KXEE SecretlD F SecretKey , SecretID #1 SecretKey 2
FPRIE—NESIE, WSERAFEEZEDARRRSEZEO.
o ZEFE Secretld 1 SecretKey BINRIEH] : FBIVFRTFKS |, RIBUVSEEH OIS LSRN,

WRFRE - BRmERMEX
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o ZEFE domainName HHZE : t1ERdomainName A&A"" , MMIMEZFETENCENT_SDK_DOMAINAEEE , 2z , MILA
NS,

KMS =3RRI A OB

KMS ZRRPARNET KMS ZEAEEF AL , B KMS I2HERNSERRENEE AP ENaEE=iBERsIRIFERMN.
KeyManager B9%J%516. INfRZEREOSE,

NewMasterKey
o IhEEiA : BRPENEBEIMATEZRERSIE.
* ¥R -

Bl SHEWR ik KRB R

s o char  FEPEEIIFR  KERBAFINANZRHERAE  81MCMK SAN=EN
> masterKeys =

* region # Keyld &,
cmkRegion B i:har F34E CMK HBiF(ER
A&
char

cmkKeyld 2 FH4E CMK B ID , M KMS =58 +Ef
o IRENE : SIAEZHREMAIIIRE , ZNREMENA F51R55.
IBFINENENERSE | £ KMS FaHh2LTFERIVATS.

AddMasterKey

o INREHA : IMABBNEFEEHE , BNEATKRE , YENTZETACERN , BEERNSEEH |, RSIFMAL.
o SEuRAA :

B BSEER DA ~it 7 Y
WE  masterkeys 2 char  FEHERFIR , KERIEBFPIMANEREESRMRE , 81 CMK 5B1=EA region
- = * 0 Keyld K.
A&  cmkRegion £ Shar F24E CMK =8
char

A2  cmkKeyld = F#H CMK B ID , M KMS Z=HaHEE.,

o REHE : IMAEZFEBAINREO , FNIREFEMNAT FEiR63,
HE(RIE masterKeys Z/MREBBS12F BT , BUETESFERNFEIR.

InitKkeyManager
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* INREREA : ¥4AME KeyManager RYSEHA(K , KeyManager RBSRIRFEIREIEEXSH , BEERRER. BHEMNERE. BREXES
B,
o ¥R -

B SHER Wik KE R
struct of
H&  keyManager = KeyManager = KeyManager £5a{EET
AZ  masterKeys 2 char * F24A CMK (E85%5%
A SR M a7 A
AZ  msgCount 2 int f E|E ZF Da'fzj Key BTfiN%E E’Jﬁ:éﬁ{z , Dﬂfuiléﬂzﬁxﬂﬁ\;‘zlzﬁlrﬁﬁ KMS 5
815K , £ERY DataKey , IREH 0 FRBIRFIERIRE
_— = . INZ{ERARY DataKey FEEFHIEREE | B, TIEREHE—EEN ., iH
AZ  enExpiretime 2 int e e st o N —
BHEBEI S EENIEIAZ , #aAtA DataKey AIEHE , 0 RRATHA
A& deExpiretime £ int R (F A DataKey EFIIEMER , BAF , 0 RoATHA
AZ  secretld 2 char * =K API %48 ID
A& secretKey 2 char * =K APL 58 Key

o RENE : #WIHAMERINREO , BNREWERAY {1265,

Encrypt
o INEEHHA : (FF8 KMS SE&AEIZAY DataKey , H{TAMBEGREINE .,
° SERER ¢
B SHEWR Wik KR A
AZ | source g U o
A& sourcelength 2 size_t FFINEHURIKE | B byte
struct of
AZ  keyManager 2 KeyManager  BE&#1ia{LAY KeyManager Z5ia(R 85t
AE  masterKeys = char * F%E CMK 58513
A& algorithm = enum BEEE  sREREEIIR
. FATF#mR DataKey RHHEI=FER |, key/value %JHY JSON FFRFEER, |, &
& = har *
A encryptionContext & char Sszi% 1024 3745, FIAN{" name":"test”,"date":"20200228"}
AZ&  blockSize g size_t 0 RRINZIADERINE | IE 0 XD HINBLARSHAN |, B4 byte
= struct of SLERSUREMIR , BT REANRINZN—EEAEE  BNEEEES
H& header 2 i

MsgHead * w®
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BE SHEWR 5%
H&  cipher 2
HZ  cipherLength =

EIREERS (KMS)

S —

unsigned INZENEANE
char *

size_t EMKE , 81 byte

o IREHE : IIERKRINIREIO , FNIREHERAY FE51R65,
INEZERIEEE | RINADataKeytEXER | ReeEAKMSERRIFAS RO THRE.

SHSIINERESIR
EE #iE Lz
SM4_CBC_128_WITH_SIGNATURE 1 58 SM3 HAC &&/9 SM4 CBC &=
SM4_CBC_128 2 TMEFEAR SM4 CBC &%
SM4_GCM_128_WITH_SIGNATURE 3 58 SM3 HAC &&/7 SM4 GCM &=
SM4_GCM_128 4 TEAZSER SM4 GCM HRRINZES
SM4_CTR_128_WITH_SIGNATURE 5 58 SM3 HAC &&/9 SM4 CTR &=
SM4_CTR_128 6 TEFREZR SM4 CTR &
SM4_ECB_128 WITH_SIGNATURE 7 £ SM3 HAC &3/ SM4 ECB &=
SM4_ECB_128 8 AERERRY SM4 ECB 12
EncryptedDataKey Z5Ha{#si5iaH
SR ESig) Il
cmkRegion char * FZ5H CMK iR
cmkKeyld char * FE5H CMK B ID , I\ KMS $=HEHEE
dataKey char * 1760 DataKey XFRAIZERST
MsgHead&5Ha{4i5iBE
SHER &<t 1AA
algorithm enum BENEME | 550 IEE55%E
encryptionContext  char * Fﬁiﬁiﬂ Da"ta Key E’JE@EJJ?—EQ . :«fy/value S(S‘HH’\J JSON == , k52351024
F,. FIa0{"name":"test","date":"20200228"}
dataKeyNum - ﬁgiﬁzgkjﬁ DataKey #{EFEMAIERE CMK HE1EX , AR MbERERE
dataKey Array of DataKey HISEFIZ , iFIEES W EncryptedDataKey Z5Ha(Ri5AR
EncryptedDataKey

WS : BRmEmEX
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SHEBWR

blockType

blockLength
BlockType £5ta{AisEA

MEE

WITHOUT_BLOCK

WITH_BLOCK

Decrypt

enum

int

ZIHEERS (KMS)

o INREREA : FSIERTREEENL | 15RIBASEE.

* SHnA

B SEHEWR
AZ  source

A& sourcelength

A& keyManager

H& header

H& plainText

2l

ali

&  plainTexttength 2

WiRE
EXINESRIONEE , BFRRZEXEEHS R, #EESW BlockType 4514
NIz
DHEKE
A ALz
1 BN INER M
2 BN INEFIZ o
it R
unsigned char * I SRR
size_t INEFRIEIERE |, 81 byte
struct of
SRITIRA Y B SRS
KeyManager * EEWIIAEY KeyManager 5 55T

struct of MsgHead  SLEBEURLEIIN , BT REIANRBEZN—LEAER  BREEXT
* LN

unsigned char * R R RREN EURE

size_t BESKEE | Bfi byte

o RENE : BERIINIREO , BNREFEMAY FEIRD.

KMS imnEA=EERGl

KMS SRR BB AT -

#include<stdio.h>

#include "kms_enc_sdk.h"

int CBCEnAndDeTest(struct KeyManager *p,unsigned char plaintext[],char masterKeys|[])

{

inti_ret = 0;

unsigned char ch_orig[128];

unsigned char ch_enheader[128];

unsigned char ch_cipher[1024];

size_t i_cipherlen = 0;

unsigned char ch_dedata[1024];

WS : BRmEmEX
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size_t i_dedatalen = 0O;
size_t sourcelLength = 0;

struct KeyManager keymanager;
struct MsgHead enheader,deheader;

char masterKeys[1024];
memset(masterKeys,0,sizeof(masterKeys));

memset(&enheader,0,sizeof(enheader));
memset(&deheader,0,sizeof(deheader));

memset(ch_orig,0,sizeof(ch_orig));
strcpy(ch_orig,plaintext);
sourceLength = strlen(ch_orig);

memset(ch_dedata,0,sizeof(ch_dedata));
memset(ch_cipher,0,sizeof(ch_cipher));
memset(ch_dedata,0,sizeof(ch_dedata));

unsigned char encryptionContext[1024];
memset(encryptionContext,0,sizeof(encryptionContext));

i_cipherlen = 0;
i_dedatalen = 0;
[*53 FERIN

size_t blockSize = 0;
/RN R R
enum Algorithm al_en = SM4_CBC_128;

strcpy(encryptionContext,"{\"name\":\"test\",\"date\":\"20200228\"}");

NewMasterKey(masterKeys,"ap-guangzhou","replace-with-realkeyid");

AddMasterKey(masterKeys,"ap-beijing","replace-with-realkeyid");

/¥R ATINEZRH RS EIRENORMEF NS HR/
i_ret = InitkeyManager(&keymanager,masterKeys,0,0,0,p->secretld,p->secretKey);

if (0!=i_ret)

{

printf("InitkeyManager error\n");
return (0);

}

/*ch_cipher 2IIZFHNZEXRES */

i_ret = Encrypt(ch_orig,sourceLength,&keymanager,masterKeys,al_en,encryptionContext,blockSize,&enheader,ch_cipher,&i
_cipherlen);

if (i_ret == 0)

{

i_ret = Decrypt(ch_cipher,i_cipherlen,&keymanager,&deheader,ch_dedata,&i_dedatalen);

if (0==i_ret)

{

printf("ch_dedata[%s] i_dedatalen[%d]\n",ch_dedata,i_dedatalen);

}

else

{

WS : BRmEmEX £539 ;1 H187m
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}
}

else

{

}

return (0);

}

int main()

{

inti_ret=0;

unsigned char plaintext[128];
char region[128];

char masterKeys[1024];

char domainName[128];

memset(plaintext,0,sizeof(plaintext));
memset(region,0,sizeof(region));
memset(masterKeys,0,sizeof(masterKeys));
memset(domainName,0,sizeof(domainName));

struct KeyManager keymanager;

/*domainName iEIEA\TCERYIEZ ittt/

strcpy(domainName, "replace-with-real-domainName");
strcpy(region,"ap-guangzhou®);

strcpy(keymanager.secretld, "replace-with-real-secretld");
strcpy(keymanager.secretKey, "replace-with-real-secretKey");
strcpy(plaintext,"abcdefg123456789abcdefg123456789abcdefg”);

i_ret = InitSdk(region,keymanager.secretld, keymanager.secretKey,domainName);

if (0!=i_ret)

{

printf("InitSdk error\n");
return (-1);

}

NewMasterKey(masterKeys,"ap-guangzhou","replace-with-realkeyid");
AddMasterKey(masterKeys, "ap-beijing","replace-with-realkeyid");

CBCEnAndDeTest(&keymanager,plaintext,masterKeys);

return (0);

}

JRENNEZ TS VR E AR

ZIHEERS (KMS)

[RENZTSAXIMAIARS BFEFRI KMS BEAR . 5 KMS ZREFAIVELL | RENZESAFERF RS EMINEE RTINS |

HAFPRIEERNZ SN, HTRE5EMEE  EXAFPER KMS ZHREFS.

?Hrep CTR B NNER AR , BfbARIUINE KA PKCS#7 fREHITIER.

Sm2GetKey

WS : BRmEmEX
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o THREEHEIA : EFASM2ELEEREAYT.

o SRR
B SHER Wik ESid]
H& pubKey = unsigned char *
Hs priKey = unsigned char *

o REHE : BEXSERAIHREO , BNIREFEMNAVEIRD.

Sm2Sign
o INREHHIA : (EFE SM2 EiEHITER,
* SRR

=43 SEER whIFE ESid)

NS pubKey = unsigned char *
AS prikey = unsigned char *
A& msg = unsigned char *
NS msglen = int

s sig 2 unsigned char *
He sigLen = int *

o RENE : #UEERMINREO , BUIRETENAY fHIR3,

IRBAAMBIRKEABEERKE , BFUISRBAKER—E0EUE |

Sm2Verify

o INREEHEA : (EF SM2 AT,

o S¥UHAA
B SHER A% il
AS pubKey = unsigned char *
AE sig 2 unsigned char *
A& sigLen 2 int
Hs msg = unsigned char *
s msglLen =2 int *

o REHE : WEAIHREO , BNLREFERAY FE1%1E.

EIREERS (KMS)

fik
RNIPAT , KEHN 64 FH

FAIBRE | KEN 32 715

%

RRBIABRE |, BIRKEEES 64 F15.
RIRISRIFABRE | SR REREREN 32 F15.
R &=

[RSCEHERIKE | BB byte

ERAIER

ERLIERIRKE | B byte

RESHAFLESE.

fiik

RRBIABRE | FERKEREN 64 FH

EREREE
EREISIERE | B byte
R E R

JRSEERRIIKEE | BA{I byte

INBREAEEKEATT , AFNMRBAKEARA—NIEIE | FTeSERFLERE.

WRFRE - BRmERMEX
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Sm2PemChangeToPubkey
o TREREA | MpemtEHNHINAREHTHIR.
o S¥UHAA

=33 SHEBR

A& pemPubKeyInfo

s pubKey

EIREERS (KMS)

DA et iR
2 unsigned char * pem BB NBER
= unsigned char * EIRERINRER

o REHE : HIRAIHREI , BNREHERAIEIRD.

o INREHEA : {£F8 Sm2GetKey EMEMAINE , FETSM3EEEMERRE.

HashForSM3WithSM2
o ST :
=33 BB
A& msg
A& msglLen
A& pubKey
NS id
A& idLen
Hs digest
s digestLen

Wik
=
=
=
=
=
=
=
=
=
=
=
=

=
=

unsigned char *
int
unsigned char *
unsigned char *
int
unsigned char *

int*

o REHE : ERGUHERMIIREO , FNIREHFENANEIR.

IR APIKENEERE  BRURBANKER—EREE 7

Sm2SignWithDigest

o INREHER : EFAMAERATE SR ERER

o SEuRAA :

B BB
A& pubKey
A& priKey
A5 digest
A& digestLen
Hs sig

WS : BRmEmEX

sm
unsigned char *
unsigned char *
unsigned char *
int

unsigned char *

Tk

[R3CE

R EERIIKE

RPAT | BEREEEN 64 FH
id &

id [BROKE

ERAIHE

HEHIERIKE

HARFLERE.

fk

RIPAET | BEREBEEN 64 FH
MIPAE  BEREEEN 32 F5
mEEE

HEREIERIRKE

ERRIERIE
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Bt SHER

s siglen

o REHE : ERERAIIREO , FNIREFENANEIR.
IR NIPHRBRRKENERERE , BFUSRBARER—EREEE  JESERTFHERE.

Sm2VerifyWithDigest

o IhREEREIA | BUERRIRERSH

° SERAR ¢

=43 SHER
A& pubKey
A& sig

A& sigLen
A& digest
AE digestLen

L= TALE
1T,

unsigned char *
unsigned char *
int

unsigned char *

int

o REHE : WEAIHREO , BNIREENAYERD.

Sm2Encrypt

o IfREHEA : (EF SM2 &L TINE.

° SEHAR

=] SHETR

A& pubKey

NS source

A& sourcelLength
s cipherText
Hs cipherLength

il

unsigned char *
unsigned char *
int

unsigned char *

int *

* REHE : MNERIHREIO , BNLREFERAY FE1%5.
ISM2 INEERT/INUERIASR | AEMNINEBIT 256kAIETE.

Sm2Decrypt

o INREHER : ERSM2EIEHITHRE.

° SERER ¢

WRFRE - BRmERMEX
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fik

ERHIERIRKE

fk

RIPAR , BIEKER 64 F15
EEBRE

EREREIRKE

HERLE

BEERIRKE

1%

RNRBHIABPRE |, BIERKEN 64 FH
SM2 INEZRSREE

IREUREIRE | B byte

BEE

EMHIERE | B byte
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AE priKey = unsigned char *
A& source = unsigned char *
AE& sourceLength 2 int

Hs plainText 2 unsigned char *
He plainTextLength = int *

o REHE : FBERIHREO , BNLREHERAY FE1R5.

Sm3Hmac

o INREIEA : R SM3 IAFIEE Hmac iHE,

o S¥UHAA
B SEER AT it
A& data 2 unsigned char *
AS datalen 2 int
A& hmacKey = unsigned char *
NS keyLen 2 int
Hs hmac = unsigned char *
Hs hmacLen 2 int *

o REHE : #OEAMIHREO , BNIREFERAT FEiR5,

Sm3Digest

o INREHHA : (FFASM34LRIHRE,
o SEuRAA :

B SHETR WhiE ESis)

A& data 2 unsigned char *
AS datalen 2 int

s digest 2 unsigned char *
s digestLen 2 int

Sm4CbcEncrypt/Sm4CtrEncrypt
* INREHHIA : fEFE SM4 INZEELE CBC, CTR &R=RIINE.

WS : BRmEmEX
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1%

RNRBAIFABRE | BIRKEREIRER 32 F15
INEfERIEE

INEERISIRIRE | B{I byte

RS EE

BSCERIRE |, B byte

itk

[R3EE

[RSCERRISE | 8 byte

8 Hmac ZHERE

ItE& Hmac IIZEKE | 8{I byte
4RI Hmac (&

Hmac KE , B{I byte

1%

RS EE
[RSEHRRRE
ERRATRE
ERAIBEIIRE
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* SEUREA :

SHER
source
sourceLength
key

iv

cipherText

cipherLength

il

unsigned char *
int

int char *
unsigned char *
unsigned char *

int *

* REHE : MNERIHREI , BNLREFERAY FE1R5.

Sm4CbcDecrypt/Sm4CtrDecrypt

o IDNREEA : BT SM4 INEEEL CBC, CTR &= FHYMERR,
o SEuRAA :

SHER
source
sourcelLength
key

iv

plainText

plainTextLength

unsigned char *
int

unsigned char *
unsigned char *
unsigned char *

int*

o REHE : BERIHREI , BNLREFERAY FE1R5.

Sm4EcbEncrypt

* WHEREA | SERAT SMA IEEIE ECB X TR,
o ST :

SHER
source
sourceLength
key

cipherText

WS : BRmEmEX

S

tr#

unsigned char *
int
unsigned char *

unsigned char *

EIREERS (KMS)

fik
R E
[RSEURRIIKE | BB byte

FFBEEXH SM4 &8, KEBEN 128 {(16 1)

aEE | BEs 128 (16 F13)
B EE
EMHIERE | B byte

fiik
AN
INEZERIEIRKE | B byte

BFRBEEXR SM4 &8, KEEIEHN 128 {1(16 F713)

eatmE | ElEA 128 £i7(16 =)
R ERIBES AR
fREERIBASEIRIRE | B byte

fiik
8%
[RXEHERIIKE | B byte

BFREENXH SM4 58 |, KEREEA 128 {i(16 =)

B EE
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B SEER DA St
H& cipherLength = int *

EIREERS (KMS)

fiik

EMHIRERE | B byte

* REHE : MNERIHREIO , BNLREFERAY FE1R5.

Sm4EcbDecrypt

o IThEefEA : EF SM4 INEEE ECB 1Rz FRIRRE.

o SRR
B SHETR whis il
A& source P unsigned char *
AS sourcelLength 2 int
A& key =2 unsigned char *
Hs plainText = unsigned char *
H& plainTextLength 2 int *

o RENE : FERINREO , BNREHENAT FEiR1D.

Sm4GcmEncrypt

o IfgEfEIA © BT SM4 INEEE GCM &= RN,
o ¥R -

NS source = unsigned char *
A& sourcelLength = int

A key = unsigned char *
A& iv 2 unsigned char *
AS ivLen 2 int

A& add = unsigned char *
AS addLen 2 int

A& tag = unsigned char *
A& taglen = int

HE cipherText 5 unsigned char *
Hs cipherLength =2 int *

WS : BRmEmEX

fiik

InEfERIEE

INEZERISIREIRE | BT byte

BFRBEEXR SM4 &8, KEEIEHN 128 {1(16 F75)
R ISRIRE AR

REERIBASEERE | B byte

A

[RSCEUE

[RSEUERERISE | BB{i byte
FIFBENXK SM4 250 , KEEZER 128 {i7(16 F15)
atemE | EEH 128 (16 F13)
MERNBIKE , B byte
INBERER

BEINRERERISE | B byte

tag {& , RPIIGHS

RIGBAHSEE |, B byte

BN

ENHIEIKE | B byte
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o IREHE : IIERRINIREIO , BNIREHERAY F51R65,

Sm4GcmDecrypt

o THEERHA : {EMA SM4 INEEEsL GCM & TRVMRES,
o SEUREA

BE  SHER ik RKE

A& source = unsigned char *
NS sourcelLength 2 int

A& key = unsigned char *
A& iv =2 unsigned char *
A ivLen =t int

A& add =2 unsigned char *
NS addLen = int

A& tag 2 unsigned char *
AE taglen 2 int

Hs plainText 2 unsigned char *
Hs plainTextLength = int *

o RENE : FERINREO , BNREHEMNAT FEiR1D.

[REMNE SRR R
RN CBRRIRBT :

#include<stdio.h>
#include "kms_enc_sdk.h"

int Sm4CbcTest()
{

inti_ret =0;

unsigned char ch_orig[1024];
inti_orig = 0;

unsigned char ch_en[1024];
inti_en =0;

unsigned char ch_de[1024];
inti_de =0;

memset(ch_orig,0,sizeof(ch_orig));
memset(ch_en,0,sizeof(ch_en));

memset(ch_de,0,sizeof(ch_de));

unsigned char key[16] = {

WS : BRmEmEX

ZIHEERS (KMS)

fhik

InEfERIEE

INEZERIEHRRE | B byte
FBFRBEEXH SM4 #Z18 , KERBIEN 128 {i(16 )
piRE | BlEr 128 (16 F15)
DI RERETRIKE | B byte
g

MIINRSLERRIKE | B byte

tag {8 , BIRIRHS

RASIBRIKE | B byte

R ERYIESC AR
REERIBASEIRIRE | B byte
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0x01, 0x23, 0x45, 0x67, 0x89, Oxab, Oxcd, Oxef,
Oxfe, Oxdc, Oxba, 0x98, 0x76, 0x54, 0x32, 0x10};

unsigned char iv[16] = {
0x01, 0x23, 0x45, 0x67, 0x89, Oxab, Oxcd, Oxef,
Oxfe, Oxdc, Oxba, 0x98, 0x76, 0x54, 0x32, 0x10};

strcpy(ch_orig,"this Sm4CbcTest");
i_orig = strlen(ch_orig);

i_ret = Sm4CbcEncrypt(ch_orig,i_orig,ch_en,&i_en,key,iv);
if (0!'=i_ret)

{

printf("Sm4CbcEncrypt error\n");

return (-1);

}

i_ret = Sm4CbcDecrypt(ch_en,i_en,ch_de,&i_de key,iv);
if (O!=i_ret)

{

printf("Sm4CbcDecrypt error\n");

return (-1);

}

printf("Sm4CbcDecrypt data is [%s]\n",ch_de);

return (0);

}

int main()

{

inti_ret =0;

char region[128];
char secretld[128];
char secretKey[128];

memset(region,0,sizeof(region));
memeset(secretld,0,sizeof(secretld));
memset(secretKey,0,sizeof(secretKey));
memset(domainName,0,sizeof(domainName));

/*domainName JEIBENTCEAYg & 1teht*/
strcpy(domainName, "replace-with-real-domainName");
strcpy(region,"ap-guangzhou");

strcpy(secretld, "replace-with-real-secretld");
strcpy(secretKey, "replace-with-real-secretKey");

i_ret = InitSdk(region,secretld,secretKey,domainName);
if (i_ret!=0)

{

printf("InitSdk error\n");

return (-1);

}

Sm4CbcTest();
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return (0);
}
HIRhY
REE HEE
0 ES_OK
-1 ES_ERROR
-2 ES_ENCRYPT_SOURCE_EMPTY
-3 ES_NO_CMKEY
-4 ES_ALGRITHM_ERR
-5 ES_GENERATE_DATAKEY_ERR
-6 ES_ENCRYPT_DATA_ERR
-7 ES_MARSHAL_PROTOBUF_ERR
-8 ES_CIPHER_TEXT_TOO_SHORT
-9 ES_GET_PROTO_ERR
-10 ES_PARSE_PROTO_ERR
-11 ES_DECRYPT_DATAKEY_ERR
-12 ES_SET_DATAKEY_ERR
-13 ES_DIGEST_INVALIDATE
-14 ES_MEMORY_ERR
-15 ES_KMSSERVICE_ERR
-16 ES_USEREDITION_ERR

WS : BRmEmEX

ZIHEERS (KMS)

WeBH

IEEIRME

—RREEIR
MERRS A=
RiREEZEH
BiEARSHs

=4 DataKey $£i%
I0%% DataKey $&iR
FFH4L ProtoBuf HsE
BN IR

SREY ProtoBuf $RSZHsE
fi#HT ProtoBuf #R3ZH$E
%2 DataKey $HiR
85 DataKey $£iR
BELEE  SERGAET
RTFEIR

KMS BRSSAFHE
RFES KMS HERAR
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FEAAR GO O

BRITEHAYE): 2025-10-11 18:10:00

Go &S SDK, (=R CIESLH , LREN cgo k5 , REHROM Go IF=EA.

EOREEEIREA

KEBHDEEOABRENES EncryptSDKError 2BYZEHIK ( Code : $8IRAS , Message : {HIRER ) . FIBUT :

HIRID
InvalidParameter
KmsAccessError
GenerateDataKeyError
EncryptDataKeyError
LocalEncryptError
UnknownError
CheckAlgorithmError
InvalidMessage
DecryptDataKeyError
SignCheckFail
LocalDecryptError
KmsServiceError

UserEditionError

¥R SDKEE

InitSdk

DhRefEA © 1A EARCTHE KMS IEMRIRSS. BASE :

SHETR
region
secretld
secretKey

domainName

WS : BRmEmEX

S
string
string
string

string

HIRHE

SHGEIR

i5la) KMS Higs
774 DataKey $EiR
I0%% DataKey $&iR
U0 S
RAFEIR
INERELE

SREX ProtoBuf #z3 s
fi#27 DataKey Hé&
BRRILEM
UOARE S

KMS BRSSARFFIE

KMS RFHRIIEARAR

R

CMK ithis(E B RFeR
Z=WF APL %48 ID {8
=S API 2548 Key (&

EHREEFRSA

EIREERS (KMS)
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RENE : #ORE] EncryptSDKError SEBIEERIR,

o MEMIREEA nil , TIIEHEIT.
o UEMIRMENEAIEN , RFMDBUEY , FEESNEIRD.
o= g

o FEER Secretld # SecretKey BHRETFE : =ARSEIZOIAIEEE{KXEE SecretlD F SecretKey , SecretID #1 SecretKey 2
FRIE—NESIE, WSERAFREZEDARRRSHEZEO.

o ZEFE SecretlD F[ SecretKey FUINPRIZH : FBINFERFKS | RIBISEERHFZORNN S EENE,

o ZEFE domainName FIIZE : f15RdomainName A&3"" , NMNIREZETENCENT_SDK_DOMAINZEVE , =2 , MILL
NS,

KMSHN&E 75 zVAYE 17 AA

NewMasterKey

DhRefEAR - BREFENEEZRMATERERIIR. SHRA
SHBR Wik RE R

= FEPEEFIFR , KERERFPIMANERHERMBTE , 81 CMK SHAN=SE Region
masterKeys =2 [lbyte

Keyld <,
cmkRegion B string A CMK HHiF(EE

cmkKeyld =" string  FE$H CMKRY ID , M KMS =4lE4E

IRENE : #OIRE] EncryptSDKError SREUEEHAA,

o WEMIRENER nil , TRFMAD.
o HEMIREWESIE nil , KFHINEY , FIEESSIEIRE.
e =g

EREATINENENEER | 7T KMS FERELTERRE.
AddMasterKey
IhREREA - IMAERNARERE , BINEATRE , AN ERPTAERN , SERNEETH , BSIIAA. S5HE
BHETR Wik KB R

ERRERIIZER  KERERFINARNZRHEKRSE , 81 CMKSBrY=EIRegiontIKeyld
KE.

masterKeys 2 [Ibyte

cmkRegion & string  E2$A (CMK) HEFHER

cmkKeyld 2 string  E#$R (CMK) BIID , NKMSIEHIEHEIR

RENE : #03RE] EncryptSDKError S5RILEHIA,

o SEMREWER nil , TR,
o LEMREHEZIE nil , RFFMEY , FEFSSNERG.

WRFRE - BRmERMEX 8551 0 #187m
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InitkeyManager

ThREREIA : ¥04R1 KeyManager RIZ5HA1K , KeyManager FSR{RFEIREIREXSH , BSTRHER. BRMBIXE. FRENHE
F. SEORA

SR Wik KB R

keyManager 2 *c.struct_KeyManager KeyManager Z5ta{Afgtt , 6 C IES9RY KeyManager £5#KH{TEl:2

masterKeys = string F=4H CMK 58513

msgCount = int ’f’:ﬁﬁ Da'ffiKey ﬂﬂﬂ%’.‘ﬂ’\]iﬁ%’ﬂ\% . DEZE’\J%&%EEUE ‘,'%E%ﬁrﬁ] KMS i
AiEK , £AETHY DataKey , 8B A0RNEBIRGIERIREL,

enxpiretime 2 int Hﬂg{ﬁﬁﬂ\ﬁﬁDataKeyﬁﬁﬁﬂPﬂgﬁiﬂﬁﬁ ,\ﬁfﬁ?ﬂﬂ‘o *Diﬁ%ﬁﬂl%_—ﬁi%l A
BHEBINEBNEEIAT , #ftRDataKeyiI&ik , 0FRAILH,

deExpiretime 2 int R (EFARY DataKey EFHIIEXEA , BBALHFD , ORTATHA,

secretld 2 string =M API 248 ID {&

secretKey p=3 string =KS API %48 Key (B

RENE : #003RE] EncryptSDKError SERILEHIA,

o EMIREWEN nil , IR,
o LEMREWEYIE nil , RFRURY , FIFESSIEIRG.

Encrypt
THRERIA © (5 KMS E&eIEER DataKey , #HTAMBEURING. MASE

SHBIR Wik KA A
source = [Ibyte EINZERIBES IR
keyM 2 ’ 2B 7 =
eyManager = C struct_KeyManager EEWIiatAIKeyManager&taiatgst
masterKeys =2 string F2%8 (CMK) (EB%IF%
algorithm = C.enum_Algorithm BENEME  SBREEEATIE
— 0 £ =aEn Si4i = = ==
encryptionContext £ string FTF#riRDataKeyRU4HENIFER , key/valueXdHijson==/F B, B ASIE

1024735, 40 : {"name":"test","date":"20200228"}

blockSize = int 0 RTINER ARG | IFORTRDRIMNFBIARDIRA/N , BB byte
3 s 4t s S BRA—. = =3
ender B CstructMsghead | SSEPRIBEHON  RTEEARINEN—LEAES  ANEEXTAN

TREEAR

RENE : BOREFRINANS , — NEREEF— EncryptSDKError SEBIEEFI(R,

o HEMIREWEN nil , RAINZERIN,
o ZEMREHEZIE nil , RFMBRY , FIHEESUHERG.

WS : BRmEmEX 8552 TR #187m
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R
HIESERAIE , 2A0A DataKey fE/EE. , RESER KMS BRIRIPA A0 IMHTAES,

Decrypt
DhRefEA © J3iERTREEN , BRIIEUE. WMASE

SHER Wik KE R
source 2 [lbyte I EREE
keyManager 2 BEAIIRAY KeyManager S5K9(AEEt

C.struct_KeyManager

SLERERAR | BT REINXBEN—LERNER | BINSEXTEMRE

header R
R

* C.struct_MsgHead

i

REWE : FOREEIRE , —DNERFEUEFI— EncryptSDKError SRBIZEMIIR,

o LEMREWE nil , REERD , BEERIBXASERERNFFFAES.
o SEMOREHEFF nil , AFEEEW , FIBHSLEIRG.

C.enum_Algorithm SZIFOINEBELESIE

BEE & 15288
C.SM4_CBC_128_WITH_SIGNATURE 1 {5 SM3 HAC &&#9 SM4 CBCHE
C.SM4_CBC_128 2 RMEFAEZHISMA CBCIER NS
C.SM4_GCM_128_WITH_SIGNATURE 3 {5 SM3 HAC &&# SM4 GCM 1=,
C.SM4_GCM_128 4 TMERAZEZM SM4 GCM HERhNZFEn£
C.SM4_CTR_128_WITH_SIGNATURE 5 {5F SM3HAC &4/ SM4 CTR &=,
C.SM4_CTR_128 6 TERAEERI SM4 CTR &=
C.SM4_ECB_128_WITH_SIGNATURE 7 {5F3 SM3 HAC %42/ SM4 ECB 1#3{
C.SM4_ECB_128 8 TMEAEEM SM4 ECB 1855

C.EncryptedDataKey £5ia{#ijinH

SHER Sl 15188

cmkRegion C.char * FE4A CMK HilgER

cmkKeylId C.char * FEHE CMK I ID , A KMS $z#lEa+EH
dataKey C.char * 17(ERY Datakey YHRIAZEST

C.struct_MsgHead Z5¥a{iixeA

WS : BRmEmEX 8553 T #187m



O BASTCE

e C Sl

algorithm C.enum_Algorithm
encryptionContext ~ C.char *
dataKeyNum C.int

dataKey Array of

C.EncryptedDataKey

blockType C.enum_BlockType
blockLength C.int

C.enum_BlockType Z5ta{Aisiaa
HEE
C.WITHOUT_BLOCK

C.WITH_BLOCK

KMS nnggs=EE Bl
KMS BMBIRF A OERREIINT

package main

/*

#include "kms_enc_sdk.h"
*/

import "C"

import (

"fmt"

// "time"

// "encoding/hex"
)

func ECBEnAndDeWithSignTest(){
masterKeys := make([]byte, 1024)

ZIHEERS (KMS)

15i8A
BIEEE | (FISEE BRI IR

F3F+7R DataKey HUSEN=ER , key/value X309 JSON FRFEER, , HATIF
1024=75, 40 : {"name":"test","date":"20200228"}

[EFRIANEATS DataKey $( , HVSHMIERE CMK MEIERK | B MEBHOE
A

DataKey BIEE5IZE | 1¥IEBEESMC.EncryptedDataKey £5H{ 17 RH

ENINZLRAOKEE , BFRRZEXEREHO R FIEESL
C.enum_BlockType Z5¥a{AisiAR

PRAHRE
#E 1588
1 BN NNERM IR
2 BMINEFHR DR

NewMasterKey(masterKeys,"ap-guangzhou","replace-with-realkeyid")
AddMasterKey(masterKeys, "ap-shanghai*, "replace-with-realkeyid")

f := &C.struct_KeyManager{}
header_en := &C.struct_MsgHead{}
header_de := &C.struct_MsgHead{}

error := InitkeyManager(f,string(masterKeys),0,0,0, "replace-with-real-secretld"," replace-with-real-secretKey ")

if (nil = error ){
fmt.PrintIn(error.Error())

WS : BRmEmEX
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return

}

source := [Jbyte("hello world!")
encryptionContext := "{\"test\":\"nihao\"}"

var algorithm C.enum_Algorithm = C.SM4_CBC_128 WITH_SIGNATURE

cipher,err_en := Encrypt(source,f,string(masterKeys),algorithm,encryptionContext,0,header_en)
if err_en != nil {

fmt.PrintIn(err_en.Error())

return

}

plainTexttest,err_de := Decrypt(cipher,fheader_de)
if err_de != nil {

fmt.PrintIn(err_de.Error())

return

}
fmt.PrintIn(string(plainTexttest))

}

func main() {

error := InitSdk("ap-guangzhou","replace-with-real-secretld", "replace-with-real-secretKey ","replace-with-real-domainNa
me")

if(nil != error){

fmt.PrintIn(error.Eoor())

return

}

ECBEnAndDeWithSignTest()

}

[RENNZ =AY O
FENZA NI NARSEEEARAEMR , 5 KMS ZREFARELL | FENZASRNEERF B CERINZZERITINGS , HAF
REFPENZ e, HTFRe58MI0ERE  EYEFER KMS ZHEEPHA.

=3 8

HAhCTRIEZUNE AR , EfbARIUINERA PKCS#7 tRtEtiTiRE.

Sm2GetKey

DOREHEA © (EFSM2ERERERYS. WASH  THERBASHY. REE  ZORE=1AE , BIMFEEE ( DIREMINAN
{8. FA$R{E ) F—"EncryptSDKErrorssBUEEHIK | BIRMEEEFLIRA.

o LEMRENEEIRERANI , RTIREERIAMI ;
o JEnil , (CFRIRBUKN , BAEEESDAPRIEIRIBCodefNiEiR(E 2 Message.,

Sm2Sign
ThREHEA : (EF SM2 EiEHTER., BMASH:

BB i S

e
B
2

WS : BRmEmEX 8555 T #187m
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SR WAl et R

pubKey = [lbyte RRIBNAERS | EREREN64FT
priKey = [Ibyte KIRMBAIFABRNS |, BUEKEREN32ET
msg = [Tbyte [RSCEE

RENE : EOREFRDMANS , — N EREEEFI— EncryptSDKError SERIEERI(R,

o IEMREWER nil , FREBHTY , EERNBTREINZREAF,
o LEMRENENIE nil , KEERELW , FEESNEIRG.
R

PIFFIFAARIKEABEERE , BRFNRBARKERA—HIEUE , JeSHREFELREE.

Sm2Verify
THREHEA : (EFE SM2 EiEHITIRE, MASE :

e C Ayvin ESig) fiR

pubkey = (Ibyte RRBHIABRE | BIRKEEREN64FT
msg = (Ibyte 8%

sig £ [lbyte EREREE

REWE : FOREEIAS , —NFFEEEFI— EncryptSDKError ZREIEEMIIR,

o HEMIREWER nil , RIS , SRASEREINFFIEEF.
o LEMIRMEMEFE nil , KFREEY , FHEESLERE.
=5 4H

NPRKEAEERKEAFT , FIRBANKEA—SEEE | TESERELNERE.

Sm2Encrypt
THREfEA © fEF SM2 BIEHTING. BMASEL

SEER WAISE ESid] iR
pubkey = [Ibyte KRB NBERE |, IR KENATT
source =2 [Ibyte TREUE

REE : EOREFEINANS , — NEEEF—1 EncryptSDKError SEEIEEFI(R,

o HEMIREWER nil , FRIIERTD , IIEENEXNBEREINZFEUEF.
o LEMIRMEMEFE nil , FINZENY , FEBESEIRE.
R

SM2 NIEZERT/NGIRAAR | NEWINEEIT 256kRIEEE.

WRFRE - BRmERMEX 5556 T #187m
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Sm2Decrypt
DhREHA : (£ SM2 EiEH TS MANSE

SEER D4 et U
prikey = [Ibyte KIRBAIFABRNS |, BUEKEREN32ET
source = [Ibyte =SSR

RENE : #OREIFRNARS , —MNEREEEFI— EncryptSDKError Z8IE5H9(K,
o LEOREWER nil , RAEENRT , HEEREXASERE.

o HEOREWENFE nil, FRBELRW , FI5ESNEIR0E.
Sm2PemChangeToPubkey

TIREHEIAR X pemiBNABRBITIR. WASEL

SHER Wik S A
pemPubKeyInfo g2 [Jbyte pemiEHHIANIHER

REWE : FOREEIARE , — N FEEFI— N EncryptSDKError28BYEIIK , BNEEE LR,
o LHEMIRERGHRMEREANI , RFREBIRMDD |, FBIRENAERBERENFETEES ;

o JEnil , REHREN , BEAREEESAPAIEIRBCodefliEiREEMessage,
HashForSM3WithSM2

IhEeiEA © R Sm2GetKey EOAMIINE , AEFSMIELENEERE. WASE:

SHBR Wik KRB R

msg 2 [lbyte [RCETE

pubKey = [byte NPRE | BERERENAFH
id = [Ibyte id{&

REHE : #ORERMRE , —NFHEEM—EncryptSDKErrorsSBEHA0R , BNEEFFLITA.
o YUEMRENEMINMEEAN , KEFHEERRDD , £ERIHEERASERENZT5EEAT ;

o JEnil , KERBEERMEY | EAEEEIRPINERBCodefliEiREEMessage,
Sm2SignWithDigest

TheeaA  FERAMAERREESREEMES BASE :

SHEWR DA ikl iR
pubKey = [lbyte NERS | BIEKERENAFET
priKey 2 [Ibyte FASBNE | IRKEREN32FT

WS : BRmEmEX
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SHETR 9% St fk

digest = [Ibyte HashForSM3WithSM2 &£iEEEERES

IRENE : FEORERIARE , — D F 1AM — EncryptSDKErrorskBUE IR | BKEEETT LR,
o LHENREIEERMEEAN , RREBRT , ERNERNSERENFTEHAES ;

e Jbnil , KEBEERKLY , BREEENATRIEIRIGCodefliEiREE Message,
Sm2VerifyWithDigest

IhReHEA | BEAERARERSHTIRS. BASEH:

SHER Wik S T

pubKey 2 (lbyte NPRE |, FEKEREZEH64FT

sig 2 (lbyte BEPRD

digest 2 [Ibyte HashForSM3WithSM2 & i EEE RS

REWE : #FOIRE—EncryptSDKError28BYERIA , BAABEERF LR,

o HEMIREMGEHEMMEE AN, KRS ;

o JEnil , KRBERESEKNW , EFREEERFIYEIRBCodefliEiR{EEMessage,
Sm3Hmac

ThREEA : (EF SM3 I8%HIEE Hmac i, BMASE:

SHER WA -5 ik
data P! [Ibyte JRIEUE
hmacKey 2 [lbyte HHEHmaclIZERS

REWE : #OREFRANRS  —NFREEFR— EncryptSDKError SSEEEH(R,
o HEMIREWE nil , R Hmac IHERTH , Hmac REEREIAFRENES.
o UIEMREWEAIE nil , FRHmacHELY , FIEES IR,
Sm3Digest

THREHIA © FRSM3ERMIRE. BWASEH

SEER D% vic ESidl A
msg = [Toyte [FEE

RENE : FOREIFRDMNES  — N FEHEEM—NEncryptSDKErrorsS RSN | BRBEEET LR,

o IEMORENEMIMERANI , AREBFEERY . ERRBERSERENFTEHRET ;
o JEnil , KRERIBELRY , EREESHEATIIERIECodefliEiR(EE Message.

WS : BRmEmEX 5558 T #187m
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Sm4CbcEncrypt/Sm4CtrEncrypt
IDREHEA : FAEAT SM4 IZESL CBC. CTR B TFHIINE. MASE

BHETR Wi KA iR

source 2 [Ibyte RS EE

Key = [lbyte BFREEXISMAER , KREEEA128((16F1) , FHERENT
iv <! [lbyte eatkEE | EEH12861(16FT) , FRERBEAZT

REWE : ZFOREEIART , —NEFEEFI— EncryptSDKError SRBIEEMIIR,
o HEOIREWEA nil , RRINERI , INEENEXASEREINFREEF,
o LIEMIREWERFE nil , BRINFENY , FBEBESEIRG,

Sm4CbcDecrypt/Sm4CtrDecrypt
ThaeetA : 75iARATF SM4 INEEIE CBC, CTR =X THIMBE. WMASE:

SHBR Wik KA ik

source 2 [Ibyte ISR

key = [lbyte FBREEXH SM4 218, KEBEN128((1651) , FRERENT
iv = [lbyte VaEE | EEN1280(16FT5) , FEERB AT

REWE : FOREFENMAS , —NFFEEEFI— EncryptSDKError ZEEIEEHIK,
o HEMIREWEA nil , BREZRID , FEENBEXASTRENZREEES.

o LEMIREWEFE nil , TREELNW , FiEESNEIRE.
Sm4EcbEncrypt

InReiEIA « HiERAT SM4 IIZEXL ECB il FRIINE., BWASE

SR WAISE eS| iR
source 2 [Ibyte SR
key = [Ibyte FERBEENH SM4 240 |, KEREEN128M(16FT) , FeeRENT

REWE : FEOREFENMANS , —NFFEEEFI— EncryptSDKError ZERIEEHIIR,

o LEMIREHER nil , FRRINERL , INZEHE X AR EIRIFREAT.
o LIEMREWEZIE nil, TRMBEY , FIHESUHERG.

Sm4EcbDecrypt
DHREHEA : 73iERFRTF SM4 IIEZENE ECB R TRIRE. WASE:

SHBR 5% St fik
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SHBR WA et iR
source = [Ibyte = Ea0EuE
key 2 [lbyte BREENXRISMAZEE |, KEBEEN128((16FT) , FEERENT

REWE : FOREEIART , —NEFEEFI— EncryptSDKError S8BIEEHIR,
o IREORENER nil , TREZRD , BEENEXABERENFHAEET.
o IEORENEIE nil , RFERW , FEESIEIRD,
Sm4GcmEncrypt

TheeHaA : 73ARAT SM4 INEEE GCM =X THIINE. BWASE

SHBR Wi KA ik

source 2 [Ibyte I ERNEUE

key = [lbyte FBFEEXH SM4 218 , KERBEN128((1651) , FRERENT
iv = [byte PaRE | FERENT

aad = [byte UiprEAEI=

tag 2 [lbyte tag (B , BIRGEERT

RENE : EORERNAS , —NERAEEEFI— EncryptSDKError SERIZEHIR,
o HEFMOIREWEA nil , FXRIMERD , NEENEXASERENFREEEF,

o EHREMIRENETE nil, TRMEBLY , FEESEIRD.
Sm4GcmDecrypt

IheEEA | AR T SM4 IEREE GCM T RIRE. BASE:

SHER Wik S 10

source 2 [Ibyte N EREE

key 2 [lbyte FRRBEEXH SM4 218 , KEEBEN128(1(1651) , FRERENT
iv ~3 [byte aEE , FeERENZ

aad = [byte B INREE SR

tag 2 [Ibyte tag 18 , BIREEEE

REE : EOREFRPMANS , — N EREEEFI— EncryptSDKError ERIEERI(R,

o SEOREHEX nil | FRFEENT , 2RI ASERERRIFITEET.
o ZSEMREHEIF nil , FRBERY , FIHESUHERS.

[REME S AEOE R

WS : BRmEmEX
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REMZESAECERRAT

package main

import (
"fmt"
"encoding/hex"

)

func Sm4EcbTest(){
key := [Jbyte("1234567890abcdef")
msg := [Jbyte("hello world!")

cipherText,enerr := Sm4EcbEncrypt(msg,key)
if enerr = nil {

fmt.PrintIn(enerr.Error())

else{

plainText,deerr := Sm4EcbDecrypt(cipherText,key)
if deerr = nil {

fmt.PrintIn(deerr.Error())

}else{

fmt.Print("Sm4EcbDecrypt:")
fmt.PrintIn(string(plainText))

}

}

}

func main(){

error := InitSdk("ap-guangzhou","replace-with-real-secretld", "replace-with-real-secret”,"replace-with-real-domainName")
if (nil != error){

fmt.PrintIn("InitSdk err",error.Error())

return

}
fmt.PrintIn("InitSdk is ok")
Sm4CbcTest()

}
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FERNARPython 282 134y

BT HAYE: 2025-10-11 18:10:00

Python2 i SDK , [REEfER CIESLHL , LEB ctypes £23%/5 , IREUROA Python2 1IES1ERA.

HiRh

IR 18R

0 IEEIRE]

1 —RRERIR

-2 INERIR A=

3 RIREEEA

-4 BiEARTH

-5 F=4 DataKey $8i%

6 1% DataKey $&i%

-7 F5it ProtoBuf His
-8 BXHIEANE

9 FREY ProtoBuf iRSZHIEE
10 fi##fT ProtoBuf 3R3CHEE
11 fiz%; DataKey &R

12 IRE DataKey 412

-13 BEAEE SEREAEY
14 WFEIR

-15 KMS BRSS+KFTiE

-16 KA KMS HEATAR

#Iga1 SDK #20
InitSdk

Thagik - WA EETHE KMS EAhRIRSS. BMASH
e C % KA 1%

region 2 str CMK (SR Frre | I~ RRgiisg 2=

WS : BRmEmEX
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SHER DA ESidl R

secretld g2 str =Mk API %48 ID (B
secretKey 2 str =NKS API %48 Key {8
domainName = str HBERFRHR

RENE : EORE—MEEE,

o HEMIREWENO , RHIAILAI.
o LEEMREWEAIEO , HRWIIAHRIL.
e o= g
o ZEFE Secretld 1 SecretKey HHREFIE | =IRFEIENIEEEIKREE SecretID 1 SecretKey , SecretID # SecretKey 2
FPEHE—NIEEIE. WSRAEREZEIEERRRSEED.
o TR SecretID F1 SecretKey FIRPRIZH] : BINERFKS | RIEWSHEEHITEROZN SN EZNEK.
o FEFE domainName FIIRE : AN domainName A&A"" , MNIHIEZEE TENCENT_SDK_DOMAIN iZEE , kz , U
LNS T,

KMS HnZ a0 AvEz i Ee

NewMasterKey
ThegR  BRAFPENEBAMATEHEEIIR. SEHA

SHER WA ESic) R
cmkRegion 2 str F248 (CMK ) Hig=8
cmkKeyld 2 str F#38 (CMK) B9 ID , M KMS =58 +E

REHE : EOREELY, EBEBESIIE.

o LEMRMEEEHENO0 , TN,
o YEMIRMEEHUENIE0 , RFTRINEM,
R

BRERATIENENERN | AKMSESHELTEIIIRE.

AddMasterKey

THeeHaR | IMAEENAFEZE , BNEATRE | YEaNEZRLTAERN , &FERNSETHE BRSNS ATH. 28
iR :

BHER Wi &St R

masterKeys 2 list FEBERTIR  KERERFINANEREERRE
cmkRegion 2 str F24A (CMK ) Hbigs 8

cmkKeyld 2 str FEH (CMK) B ID , M KMS =5Ia+ES

WRFRE - BRmERMEX 5563 T0 #187m
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BEIE : BOREEY. ERBEEETIxR.

o HEOREWEN0 , TR,

o HEMIREHEYIARO , ARFIIEKML,

InitKkeyManager

ThRERER - YA AFERE  B8ERBEER. BRMERH. BREYNEE  BNERSSH. S¥RA

SEEFR Wik R AR
masterKey 2 list FEE (CMK) [FEFIFE
msgCount = int BMETR DataKey ATIIZANEEHE | INBIMEXRRE , SF#HME KMS FEEK , £
DataKey , 2B H0FRREBIREIERIXEL
- o . INZ(EFRY DataKey TEEFFIVERE] , BALAF  IBEHE—EEN , HERHEEIHEE
enExpiretime F = int

AIRSIERAE] , #afik DataKey F9E R , 0FR~ATEA
deExpiretime 2 int R (FE AR DataKey EEFHNENHER , BT , ORI,
secretld 2 str =P API 248 ID B

secretKey 2 str =S API %48 Key (B

IREE : #05%E KeyManager 34,

o LEMIRMEEARA None , FIIIAHATI.

o LIEMIRENEY None , RFEVIIAERL,

Encrypt

THEERER : (5F KMS EE0I52H0 DataKey , BHTAMEUEINE, BWASH

SHETR Wik KB i)

source 2 str S INERIBES AR

keyManager =2 kms_enc_sdk.KeyManager = B&#IIAKAY KeyManager 985t

masterKeys 2 list F248 (CMK) EBFIE

algorithm 2 Algorithm BAEE  SREEEEIIER

encryptionContext 2 otr FF#RiR DataKey E’\Jﬁﬂb—?—ﬁﬁ . lie"y/valllu"e Xa‘El:Jf'son f?"—ﬁ%ﬂ’fﬁiﬁ,
BASE2048=F75, 40 : {"name":"test","date":"20200228"}

blockSize = int 0 RINERADIRING |, IFORRDRINFLAR SRR | 87

byte

BEE : #ORE=MHE  —MEBE. — MsgHead X5, — NFREREBNINEEHNEL.,

o HEMIREINEHEEN0 , KFINZERI.
o LHEMIRMEAVELEEIE0 , KFINZELM.
=5 N
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INEISHIEWE . 2I0A DataKey #8X(E8E , REEFERA KMS ZBRIFA AT O THEE,

Decrypt
TheEER | 75ZRTFREE , BEIENEIE. BASE

SHER Wi Sl fatk
source 2 str N SRR
keyManager g2 kms_enc_sdk.KeyManager BRI KeyManager X35

RENE : FOBRE=NE  — M. — MsgHead Z5Ha(k, —NFRFERKEEIAIMREEAIBA.

o SEMAREIRELEEN0 , KERMEERI.
o LENRENEHSENIF0 , RFRBELY,

Algorithm 3TFRIINBEESIZ
A & 15488
SM4_CBC_128_WITH_SIGNATURE 1 5 SM3HAC &&/) SM4 CBC 18
SM4_CBC_128 2 TMEREER SM4 CBC #EIN%
SM4_GCM_128_WITH_SIGNATURE 3 5 SM3HAC &&/) SM4 GCM #&5(
SM4_GCM_128 4 TMEASEM SM4 GCM #BRIIZEx
SM4_CTR_128_WITH_SIGNATURE 5 {5 SM3HAC &£/ SM4 CTR &5
SM4_CTR_128 6 TMEREERZRI SM4 CTR &z
SM4_ECB_128_WITH_SIGNATURE 7 {8 SM3HAC &£/ SM4 ECB &z
SM4_ECB_128 8 TMERERZRI SM4 ECB &=,

KMS nn#r5=\EEAa=e
#coding=utf-8
import sys
import os
import time

from kms_enc_sdk import *

regionl = 'replace-with-real-regionl’'

keyldl = 'replace-with-realkeyidl'

region2 = 'replace-with-real-region2'

keyld2 = 'replace-with-realkeyid2'

secretld = 'replace-with-real-secretld’

secretKey = 'replace-with-real-secretKey'
domainName = 'replace-with-real-domainName'

def ECBEnAndDeWithSignTest():

WS : BRmEmEX 5565 T0 #187m
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ret,masterKey = NewMasterKey(regionl, keyld1)

if ret 1= 0:

print('NewMasterKey error:' ret)

return

ret,masterKey = AddMasterKey(masterKey,region2,keyld?2)
if ret 1= 0:

print(AddMasterKey error:',ret)

return

keymanager = InitKeyManager(masterKey,0,0,0,secretld,secretKey)
if keymanager == None:

print('KeyManager error’)

return

ZIASTIRRSE ( KMS

ret,enheader,endata = Encrypt(‘hello',keymanager,masterKey,Algorithm.SM4_ECB_128 WITH_SIGNATURE,'{}',0)

if ret == 0:
print('Encrypt ok’)

else:

print(Encrypt error:' ret)
return

ret,deheader,dedata = Decrypt(endata keymanager)
if ret == 0:

print 'dedata:’,

print dedata

else:

print('Decrypt error:',ret)

ret = InitSdk(regionl,secretld,secretKey,domainName)
if ret 1= 0:

print('InitSdk error:' ret)

sys.exit(1)

ECBEnAndDeWithSignTest()

JRENNZ S TR MR

)

RENZESHIIMAIRS LR BRI BER , 5 KMS ZRIRIFATVELL | RENESXFERF B CEMINEZRHTINGS , B

PIREZHENZ Y. HTL25800%ER , AP ER KMS Z5REPA .
Wil :

Hrh CTR #&:UINERBEE | BfbAUEIUINERA PKCS#7 tRtsi iz,

Sm2GetKey

TheERNA : (R SM2 BIEAEREEY]. BMASE  THERBASH., BOEE : ZEORE=AAE  — M EBHRIRNFHS (952%E

BRBIRSRERFARIE ) .

o LEMRENBHEEN0 , RISREERIIAL ;
o SEMRERIELHEENIR0 , AFIRBKM.

WS : BRmEmEX
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Sm2Sign
TheERA : (/8 SM2 BIEHITES. BNSH:

SHER Wi 5] ik

pubKey = str NERE |, BUEKEREN64AFET
priKey = str FASERS | BIRKEREEH32FT
source 2 str [FoZEE

REHE : #ORERIRS , — B E8a28BNBNFRE,

o UEMRMENELEEN0 , KERSEMIN.
o UENMNRENEISENIE0 , KREZEM,
e =g

NIPAFABRIRENEERE , BFURBARKER SR  JRESERFHERE.

Sm2Verify
THEENR - 5/ SM2 EiAH1TIE, BMASE:

SHER Wik St R

pubkey = str NIANS |, BEKEREN4AFT
sign = str SEENEEE

source 2 str [FRSTEsE

o REHE : FEORE—MEEH,
o SEMAREELEEN0 , FRVERID.
o LEMRENEHSEHIF0 , AFRWELN,
INBREAEERKEAFT , APNRBAKES—ERIEE  TESERELRASHE.

Sm2Encrypt

o ThRBRAR : (M SM2 &R TINE.

s WASH:
SHBR Wik KB i)
pubkey = str NERE | BUEKERAFT
source = str TREE

REE : #FORERIRE , — N EBEF— 8 NEENE X NEIFR S,

o HEMIREINEHEEN0 , KFINERI.
o HEMRMEIRIEEFSEFIE0 , RFTMNZELM,
R

WRFRE - BRmERMEX 5567 T #187m
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SM2 NIEZERT/NGIRAAR | FEWINEEIT 256kRIETE.

Sm2Decrypt
ThiefR : FRSM2ETAFHTHEE MASH :

BHER Whi%E i A
prikey 2 str AR | BUERKEREN32FD
source =2 str = EH9EE

REE : #FORERIRS , —MNEBEEFR— 8 REENEXNEIFRES.
o SEMARERELEEN0 , KERMEERI.
o LENRENEHSENIF0 , RFRMBELY,

Sm2PemChangeToPubkey
THREREIR - XF pem RN EABTHITIEE. BASH
BHER W35 e R

pemPubKeyInfo 2 str pem EHXHRAER

REE : #ORERMAS  — NI — N E AR EN A BN BI=RE.

o LEMRMERIEBEEEN0 , R,

o LEMIRMERIEESE IR , RRIEHRENL,

HashForSM3WithSM2

THEEHR : (M Sm2GetKey ZOEMMINE , HETFSM3EEZEMEERE, BASH

SHER Wik St fatk

msg 2 str [FoZEE

pubKey 2 str NPRE , YEKEREEN64FT
id = str idf&

BEHE : #FORERIARE , — MBI M EaERIRERNSHFRE,

o LENMRENEHSEN0 , RRBEEMAL.
o HENREREHEENIF0 , RRBEEMELN,

Sm2SignWithDigest
TheERNA : (ERAMAERASEEBELRES BASY
SHETR D2y St 7%

pubKey = str NERE , ERKEREN64FT
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BB Wi KR 10
priKey = str FASERS | BIRKEREEH32FT
digest 2 str HashForSM3WithSM2 £ EEERE

BEHE | #OREFIMAS , — MBI — MR EmEBNBNFRE,
o HEORENEHEEN0 , KFRESBMID,

o LENRENESEEHI0 , KRBESZLW,
Sm2VerifyWithDigest

ThEEREA B ERIIREASHTIRS. BASE:

BHER Wi St R

pubKey P str PNEPRS |, BEKEREN64AFT

sig 2 str Sm2SignWithDigest RIS EAE
digest = str HashForSM3WithSM2 £ HREEERS

REHE : EORE— M.
o SERMARERELEEN0 , KFRRERID.
o LEMREREHEENIF0 , ARHBERELW.

Sm3Hmac

IHEERDA : (5 SM3 37558 Hmac i, MASH

SHEBR Dviv ESid] A
source =2 str JRX &R
hmacKey 2 str I8 Hmac ZERS

REHE : #OREFRMAS , —MEEHHI—ME2 Hmac RBIFRE,
o LEMIREVELHSEN0 , K58 Hmac HERMI.

o HEMRENEHEEIIF0 , 3k Hmac ITEKN,

Sm3Digest

ThEEHHA : (57 SM3 £HE. MASHE:

SHER WA ESid] U
source 2 str R &R

REE : #ORERIRE , — M ES— 8 2RERNSNFRHE,
o HEMNRENEBHEEN0 , RRERHEMI.
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o LEMREEISE IR0 , RREMBELN,

Sm4CbcEncrypt/Sm4CtrEncrypt
ThEERRA : 752 2RTF SM4 &L CBC, CTR R THINNE, HMASH

SHBIR whIFE il fEA

source 2 str JFSEUE

Key =z str FFBEXH SM4 %38 , KEBIEN128(1(16F1) , FERENT
iv = str aAE | EEN12861(165FD) , FEEREANT

BEE : FOREFRIAES , — MBI — e NEENEXRENFHE.
o LREMNRENESEEN0 , KEINBRI,

o HENRENEHE[HIF0 , REINZLXM,
Sm4CbcDecrypt/Sm4CtrDecrypt

THRERRR : A RMAT SM4 IZESL CBC, CTR R\ THIMRE., BMASH

SHER Wik i T

source = str I ERYEEE

Key = str FBFRBEEXH SM4 258 , KEEEH128(1(16FT) , FREREAT
iv B str MaEE , EEA1280(16FT5) , FEERBAT

BEHE : #ORERIARE , — B e aREEEXABIFRE.
o LEMIREEISEN0 , RRMEZI.

o HENREEHSENIF0 , KFRMEELRN,

Sm4EcbEncrypt

TheeHA : 7522 SM4 INEEE ECB B TRIINE. BNSHE:

SHER WAsE et i)
source 2 str [FXEUE
Key = str BFREENH SM4 51 |, KEREREN128(I(165FT5) , FeEiRENT

BENE : #ORERIARE , — B EaINEENEXABHIFFE.

o LEMOREEISEN0 , RFRINZRID,
o IEMIREVEISENIF0 , RFTINZLM,

Sm4EcbDecrypt
TheeHA : 7522 T SM4 INEEE ECB B THIRE. BNSH:

WS : BRmEmEX 570 T #187m



X BIHSTCE BHIEERS (KMS)

SHER WhsE S iR
source = str = EaEuE
Key = str BFREEXH SM4 48 , KERBEREN128(I(16%T5) , FebiREAST

BEHE : #OREFIMAE , — M — M2 2REENEXASNFHE.
o HEMRENEBHERN0 , AREZERII,

o LEMRENEHEEHIF0 , KRBEZRM.

Sm4GcmEncrypt

ThEERER - 75IERFAT SM4 IIZEE GCM BRI, BASH

SHER Wik ESidl ik

source 2 str [FoZEsHE

key b= str FRFBEENXH SM4 238 | KEREEN128((165FT) , FRERENT
iv 2 str IREE , FEERENT

aad 2 str FANRILERE

BENE : #ORE=ARE , — B —MEaNEENEXABNFE. — M EaINEEH tag REHFRE,
o LEMREIRELREEN0 , RFRMERLI.

o LEMNREREHEEHIR0 , ARMETLMY,

Sm4GcmDecrypt

ThRERER - 5iERAT SM4 INEHEE GCM B THIRE. BMASH:

SHBR Wi KB ik

source = str INZfSRIEEE

key = str RFRBEEXH SM4 210, KERBIEN128(1(1651) , FEERENT
iv 2 str atmE , FEERENT

aad = str PITIR SR

tag 2 str tag {8 , BPREGHS

REE : #FORERIRS , —MEEFR— S 2REENEXNENFRES.

o LEMIRENEISEN0 , RERMEZRI.
o HEMRENEHEEIIF0 , ARBELEW,

RN TSR R E
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#coding=utf-8
import sys
import os
import time

from kms_enc_sdk import *

key = "1234567890abcdef"
iv = "1234567890abcdef"
aad = "1234567890abcdef"

region = 'replace-with-real-region’

secretld = 'replace-with-real-secretld'

secretKey = 'replace-with-real-secretKey'
domainName = 'replace-with-real-domainName'

ret = InitSdk(region,secretld,secretKey,domainName)
if ret I= 0:

print('InitSdk error:',ret)

sys.exit(1)

ret,pubKey,priKey = Sm2GetKey()
if ret == 0:
print ("Sm2GetKey ok")

ret,sm2endata = Sm2Encrypt(pubKey,b'this Sm2Test')
if ret ==0:

print ("Sm2Encrypt:",sm2endata)

ret,sm2dedata = Sm2Decrypt(prikKey,sm2endata)

if ret == 0:

print ("Sm2Decrypt:",sm2dedata)

else:

print ("Sm2Decrypt is error”,ret)

else:

print ("Sm2Encrypt is error”,ret)

ret,sign = Sm2Sign(pubKey,priKey,b'hello world")
if ret == 0:

print ("Sm2Sign is ok",sign)

ret = Sm2Verify(pubKey,sign,b'hello world")
if ret == 0:

print ("Sm2Verify is ok")

else:

print ("Sm2Verify is error”,ret)

else:

print ("Sm2Sign is error”,ret)

else:

print ("Sm2GetKey is error”,ret)

peminfo = "----- BEGIN PUBLIC KEY-----\n"

peminfo += "MFkwEwYHKoZIzjOCAQYIKoEcz1UBgiODQQAE5rwEIw9e5fX87uSN7C/vy6lyEZ2R\n"
peminfo += "gzLqWLnY8EPN1C+nJP2v4rLgaQCbHV38+vBVLimbLmdccLM69R83JxpxuQ==\n"
pemiInfo += "----- END PUBLIC KEY-----\n"
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ret,pubKey = Sm2PemChangeToPubkey(pemInfo)
if ret == 0:

print('Sm2PemChangeToPubkey ok’)

else:

print('Sm2PemChangeToPubkey error')

priKey = "B8F66F0097488D8FA91FE857DFC9886356BA26A48C23F44271DD702F374174F0" .decode(‘hex')

ret,digest = HashForSM3WithSM2('hello’,pubKey,'1234567812345678')
if ret == 0:

print('HashForSM3WithSM2 ok’)

else:

print('"HashForSM3WithSM2 error')

ret,sign = Sm2SignWithDigest(pubKey,priKey,digest)
if ret == 0:

print('Sm2SignWithDigest ok’)

else:

print('Sm2SignWithDigest error’)

ret = Sm2VerifyWithDigest(pubKey,sign,digest)

if ret == 0:
print('Sm2VerifyWithDigest ok')
else:

print('Sm2VerifyWithDigest error')

ret,hmac = Sm3Hmac("hello" key)
if ret == 0:

print ("Sm3Hmac is ok:",hmac)
else:

print ("Sm3Hmac is error”,ret)

ret,digest = Sm3Digest('hello’)
if ret == 0:

print (‘'Sm3Digest is ok:',digest)
else:

print (‘'Sm3Digest is error',ret)

ret,en_data = Sm4CbcEncrypt("this Sm4CbcTest" key,iv)
if ret == 0:

ret,de_data = Sm4CbcDecrypt(en_data key,iv)

if ret == 0:

print (de_data)

else:

print ("Sm4CbcDecrypt is error” ret)

else:

print ("Sm4CbcEncrypt is error”,ret)

ret,en_data = Sm4CtrEncrypt("this Sm4CtrTest" key,iv)

if ret == 0:

ret,de_data = Sm4CtrDecrypt(en_data key,iv)
if ret == 0:

print (de_data)

else:
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print ("Sm4CtrDecrypt is error”, ret)
else:
print ("Sm4CtrEncrypt is error”,ret)

ret,en_data = Sm4EcbEncrypt("this Sm4EcbTest" key)
if ret == 0:

ret,de_data = Sm4EcbDecrypt(en_data,key)

if ret == 0:

print (de_data)

else:

print ("Sm4EcbDecrypt is error”,ret)

else:

print ("Sm4EcbEncrypt is error”,ret)

ret,en_data,tag = Sm4GcmEncrypt("this Sm4GemTest" key,iv,aad)
if ret == 0:

ret,de_data = Sm4GcmDecrypt(en_data,key,iv,aad,tag)

if ret == 0:

print (de_data)

else:

print ("Sm4GcmDecrypt is error”,ret)

else:

print ("Sm4GcmEncrypt is error”,ret)
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HERNARPython 382 13AY

BT HAYE: 2025-10-11 18:10:00

Python3 {5 SDK , [REEfER CIESLHL , LEBI ctypes £23%/5 , IREUROA Python3 1ESERA.

HiRh

IR 18R

0 IEEIRE

1 —RRERIR

-2 INERIR A=

3 RIREEEA

-4 BiEATH

-5 F=4 DataKey $8i2

6 1% DataKey $&i%

-7 F5ik ProtoBuf HiE
-8 BXHIEANE

9 FREY ProtoBuf iRSZHIEE
10 fi#fT ProtoBuf 3R3ZHEE
11 fi%; DataKey $&iR

12 IRE DataKey 4418

-13 BEAEE SEREAEY
14 WFEIR

-15 KMS BRSSARFTE

-16 KA KMS HEATAR

#Iga1L SDK #20
InitSdk

Thaeik - WICFAFEETHE KMS EAhRIRSS. BMASH
g C % RE 1%

region 2 str CMK (SR Frre | I~ RRgiisg 2=

WS : BRmEmEX
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SHRER DA ESidl g

secretld g2 str =Mk API %48 ID (B
secretKey 2 str =NKS API %48 Key {8
domainName = str HBERFRHR

RENE : EORE—MEEE,

o HEMIREWENO , KWL,
o LEMREWEAIEO , HFRWIIAHRIL.
R
o Secretld # SecretKey FREFNE | ZIRFZARIANIEEEAKEE SecretlD F SecretKey , SecretlD #] SecretKey 2FEFRIME
—INIEEIE. WSREFEZEIEERRRSEED.
o SecretlD I SecretKey RIRURIZH : BINERFKS | iRIEVSHTEHTEREOZINATS N EZXE.
o fEiXE domainName iJ : 215 domainName A24"" , MIMIAEEEE TENCENT_SDK_DOMAIN iEEUE , &z , MILAN
ShE.

KMSHnZ: AU AvEz 15 BR

NewMasterKey
ThegR  BRAFPENEBAMATEHEEIIR. SEA

SHER WA &Sis) R
cmkRegion 2 str F248 (CMK ) Hig=8
cmkKeyld 2 str F#38 (CMK) B9 ID , M KMS =58 +E

RENE : EOREELY, ERBESIIE.

o UIEMRMEEEHENO0 , TN,
o YEMIREEHUENIE0 , RFTRINEM,
R

BHRATIENENEEN | £ KMS FEhELTEHRIRE.

AddMasterKey

THRERSA : IMASBNBFEE , BN TRE  YENERPELTAERN , SERNSERE | REXFINNNSHETH. 88
B :

SHER Wi KA R

masterKeys 2 list FEBERTIR  KERERFINANEREERRE
cmkRegion 2 str F24A (CMK ) Hbigs 8

cmkKeyld 2 str FEH (CMK) B ID , M KMS =5Ia+ES

WRFRE - BRmERMEX 2576 TA #187m
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BEIE : BOREEY. ERBEEETIxR.

o HEOREWENO , FR L,

o HEMIREHEYIARO , FRFNIIEKML,

InitKkeyManager

ThEERNA : MR MERE  B8EFPEE. BHENEXE. BHEENAA%E , BRSITASERE. S80R08

SEEFR Wik R A
masterKey 2 list F24A (CMK) EBFIE
msgCount = int BMETRR DataKey ATIIZANEEHE | INBIIHEXRDE  SEHEKMSERIEK , £
DataKey , IREH0REERFIERIREL.
- o . INZ(EFRRY DataKey TEEFFIIVERED , BALAF  IBEHE—EEN , HEHESEIHEE
enExpiretime F = int

AIRSIERAE] , Eafik DataKey F9E R , 0FR~ATER
deExpiretime 2 int R {E AR DataKey EFHNESHER , BAAF , 0FAIIHE
secretld 2 str =P API 248 ID B

secretKey 2 str =S API %48 Key (&

IREE : #0ORE KeyManager 34,

o LREMIREWEARS None , R-#IBILALIN.

o LEMIRENEINone , KFRAITAHEL,

Encrypt

THEERER : (5F KMS EE0I52H0 DataKey , BHTAMEUEIND, BWASH

SHETR Wik KB 10

source 2 bytes HINZERIBESC SR

keyManager =2 kms_enc_sdk.KeyManager = B&#IIAKAY KeyManager &85t

masterKeys 2 list FE4H (CMK) ERFIE

algorithm 2 Algorithm BAEE  SREEEEIIER

womsmcnen 8
blockSize = int 0 RINERADRING |, IFORRDRINFLAR SRR | 87

byte

BEIE : #ORE=NHE  —MNE. — MsgHead X5, — NFHEEIIEFINEL,

o BEMIREINEHEEN0 , KFINZERI.
o LEMIRMEAVELEEFIE0 , KFINZELM,
R
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INEISRIEWE . 2I0A DataKey #8X(E8E , REEFERA KMS ZiBRIFATURIR O THEE,

Decrypt
ThEER | 75iZRTFREE , BEIENEIE. BASE

SHER Wi Sl fatk
source 2 bytes I SRR
keyManager — kms_enc_sdk.KeyManager BRI KeyManager X35

RENE : FORE=1AE , —MNE#. — MsgHead G0k, —MF5REURIRRRRAIBE3L.

o SEMARERELEEN0 , KERMEERI.
o LEMRENEHSENIF0 , RFRBELN,

Algorithm 3TFRIINBEES I
wEE #HiE iBH
SM4_CBC_128_WITH_SIGNATURE 1 {5 SM3HAC &%/ SM4 CBC #&3{,
SM4_CBC_128 2 TMEREER SM4 CBC #EIN%
SM4_GCM_128_WITH_SIGNATURE 3 {8 SM3HAC &£/ SM4 GCM &=,
SM4_GCM_128 4 TMEASEN SM4 GCM #BRIIZEx
SM4_CTR_128_WITH_SIGNATURE 5 {5 SM3HAC &29 SM4 CTR 23
SM4_CTR_128 6 TEAEZH SM4 CTR &5t
SM4_ECB_128_WITH_SIGNATURE 7 {5F SM3HAC &2 SM4 ECB &=
SM4_ECB_128 8 TMERAERZRI SM4 ECB &=
KMSingA=EnEmaEe
#coding=utf-8
import sys
import os
import time

from kms_enc_sdk import *

regionl = 'replace-with-real-regionl’'

keyldl = 'replace-with-realkeyidl'

region2 = 'replace-with-real-region2'

keyld2 = 'replace-with-realkeyid2'

secretld = 'replace-with-real-secretld’

secretKey = 'replace-with-real-secretKey'
domainName = 'replace-with-real-domainName'

def ECBEnAndDeWithSignTest():

WS : BRmEmEX 5578 T #187m



X BIHSTCE BHIEERS (KMS)

ret,masterKey = NewMasterKey(regionl, keyld1)

if ret 1= 0:

print('NewMasterKey error:' ret)

return

ret,masterKey = AddMasterKey(masterKey,region2,keyld?2)
if ret 1= 0:

print('AddMasterKey error:',ret)

return

keymanager = InitKeyManager(masterKey,0,0,0,secretld,secretKey)
if keymanager == None:

print('KeyManager error’)

return

ret,enheader,endata = Encrypt(b'hello’ keymanager,masterKey,Algorithm.SM4_ECB_128 WITH_SIGNATURE, '{}',0)
if ret == 0:

print('Encrypt ok’)

else:

print(Encrypt error:' ret)

return

ret,deheader,dedata = Decrypt(endata keymanager)
if ret == 0:

print ('dedata:’,)

print (dedata)

else:

print('Decrypt error:',ret)

ret = InitSdk(regionl,secretld,secretKey,domainName)
if ret 1= 0:

print('InitSdk error:',ret)

sys.exit(1)

ECBEnAndDeWithSignTest()

[REDNZ 5 TRV 15 EH
FAEINZA R MARS BEEF A BARR , 5 KMS ZHEEFANELY | BENZANEEAF B CAERINEZHERTINGS , B
PRIEESRNZENE., ETLRe5a00%EE , BAPER KMS Z58EPE .

B :

Hrh CTR #&zUINERBEE | BEftbAEIUINERA PKCS#7 tRtEi Tz,

Sm2GetKey

DhRERER . (R SM2 EiEERERY. WA THRERBASH. BEE : ZNERE=AE , — M EEIRIN TR (9312
ERRINRIE. FARE) .

o SERMARENELSEN0 , FTSREEBRIALI.
o LENREEHSTHIF0 , RFFREEN,

Sm2Sign
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ThegiA : (/8 SM2 BT8R, BMASE:

SHER whIFE il A

pubKey = bytes NIPRE | PEREEENCAFH
priKey 2 bytes TNERS |, BUEKERTEN32FT
source =2 bytes R EUE

BENE : #ORERIMANE  — M EHN—MEEEERBNFRYIR.

o UEMRMEIEHEEN0 , KEEZI.
o HMEMIREIVELRSENIE0 , KERESRLN.
e = g

NIPIFABRIKENEERE , BFURBARKER—SIEE | JRSERFHERE.

Sm2Verify
TheERA : (/A SM2 BIEHTIE. BNSH:

SHER Wi i ik

pubkey = bytes NERE | UEKERERAFT
sign 2 bytes EHEERIEEE

source 2 bytes FEXEE

REHE : EORE—MEEH,

o UEMRMENELEEN0 , FRIEEMIN.
o WEMRENEISENIE0 , KRIGESLEM,
R

RNPRENEEREAFTT , BRFNRBANKES—SREE  TeeSERELRSE.

Sm2Encrypt
TheeiA : (=M SM2 BiAETINE. BMASE:

SEER WS i) b0
pubkey = bytes NPRS , BUEKEN6AFTS
source =2 bytes TREE

BEE : EOREFRIAS , — MBI e NEENEXRENF IR,

o UEMRMEIEHEEN0 , RKFINZIL.
o MEMIREINEHRSENIE0 , KFTINZLY.
e =g

SM2 NIEZERT/NGIRAVAR | FEWINEFEIT 256kRIETE.

WRFRE - BRmERMEX
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Sm2Decrypt
TheeiA : {5/ SM2 EiAHTHEE. BASE:

SEER WS it A
prikey = bytes TSRS | IRKERIEN32FET
source 2 bytes INZ Ra0EUE

REE : #FORERIRE , — M EBEf— SRS RN RBFHIIE.
o ISEMOREEEISEN0 , REMFEZI.
o SEMARERELEENIR0 , ARBER.

Sm2PemChangeToPubkey
THEEREA : ¥J pem BRIV BRBHTER. BASH
BHETR W5 KA iR

pemPubKeyInfo 2 bytes pem HEXAINBER

RENE : #OREARNAS , — M EHI— M SRR N ERENETSIE.

o IEMREIEHEEN0 , RFRIEHRRI.

o LEMRMEIEEUSE IO , RFREHRELM,

HashForSM3WithSM2

THeEHER : 5 Sm2GetKey EOEMMNNE , HETSM3EZEMEERE. MASE:

SHBR WA ESidl fEk

msg g2 bytes [RaZEE

pubKey = bytes NIPRE | PERKEEEHCAFH
id B bytes ID &

REHE : EFOREFIMAE , — M —ME LR ERNSNF IR,
o UENRENELEEA0 , REHEEMMI.

o LREMNRENESEEHIE0 , RRHBEERLM.
Sm2SignWithDigest

Thaeig - FRAAPAERNEEREERSE. BASH

BHER WA e it R
pubKey 2 bytes PNEPRE |, BEKERE 64T
priKey 2 bytes TNERS | BUEKEREN32FT

WS : BRmEmEX £581 T1 H187m
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SHBR i KA fiik

digest =2 bytes HashForSM3WithSM2 & HSEEEERNS

REE : FORERIRE , — N BEFR— e 3EMIEENENFHIIE.
o LHENREREHEEN0 , KREEMIN.

o LRMNRENEHESHIF0 , ARBEEZLW,
Sm2VerifyWithDigest

TheEA | B ARITRERNSHITRE., BMASK:

SHER Wik E-Sic) R

pubKey = bytes NERE | BUEKERENAFT

sig B bytes Sm2SignWithDigest £RHNERAE
digest £ bytes HashForSM3WithSM2 £ IR EEERE

RENE : EORE—MEEE,

o LHEMIRMERIELEEN0 , RESHI.

o LEMRMEIIEHSEE NI , KEFEREZLY.
Sm3Hmac

THEEHHAR : (R SM3 IA%1EE Hmac itE., BMASHE:

SHEWR WAl il R
source 2 bytes JRIEE
hmacKey 2 bytes I8 Hmac IZERE

REHE : EFOREFIAS , —MEEEFI—MEE Hmac IBHFHIIR.
o LENRENEHER0 , K3F Hmac &R,

o LREMOREEREEHIF0 , 3% Hmac IHEERL,

Sm3Digest

THEEHRAR : (7 SM3 4RHE. BMASHE

SHEWR WAl il A
source 2 bytes JRIZEUE

REE : #FOERERIRS , — M ESI— E2RERSNFHIIR.

o LEMRENEHEEN0 , RNRERHEMRI,
o LEMRENEHSENIF0 , RREMHELN,

WS : BRmEmEX 5582 ;1 H187m
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Sm4CbcEncrypt/Sm4CtrEncrypt
IhRERER : 75RERT SM4 INEESL CBC. CTR B THIMNE. MASHE :

SHER Wi S T

source 2 bytes [FRSCEE

Key b~ bytes FBFRBEEXH SM4 258 , KEEEH128(1(16FT) , FREREANT
iv <! bytes MaEE |, EEA1280(16FT5) , FEERBAT

BEE : #OREFIMAS , — M EHH— a2 NEENEXNENFHIIR.
o HEMRENEHEE0 , KRINZBHII,

o LEMRENELHEEHIF0 , ARINZEEM.
Sm4CbcDecrypt/Sm4CtrDecrypt

ThRER | 7SIA2ATF SM4 INEEXA CBC. CTR X TR, WASHE

SRR WAI%E ESig) fER

source 2 bytes MZEREEE

Key = bytes FRFBENXH SM4 Z50 , KEBIEN128(1(165F1) , FRERENZT
iv = bytes YaEE |, BIENL28([(165F 1) , ARERE NS

REE : FOREFRIAS , — MBI E2REENEXNENF IR,
o IERMOIREVEISEN0 , RERMEZI.

o LREMNRENESEEHIE0 , REREZRN,

Sm4EcbEncrypt

Thagik - 5iARAT SM4 INEENE ECB I TRIINE., BMASH

SEEFR WA it R
source = bytes RN EURE
Key = bytes FIFBREMRY SM4 250 |, KEREEN128(1(16F19) , FeERENT

REE : #ORERIRS , — M EEI— a2 ENEXNSNFHIIR.

o SEMARERELEEN0 , KFRIMNERL.
o LENREEHSEHIF0 , RFRINZLM,

Sm4EcbDecrypt
TheEREIR - 752 T SM4 IZEE ECB X THRE, BMASE:

SHETR 5% St fik

WS : BRmEmEX 2583 1 H187m
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SHAER DA
source 2
Key =

bytes

bytes

EIREERS (KMS)

InEfERIEE

BRBEEXA SM4 218 , KERBEN128((165T) , FRERENT

REHE : #FORERIRS , — N ESI— 8 2REENEXNSNFHIIR.

o LEMIREVEISEN0 , RERMEZI.
o HEMRENEHEEIIF0 , ARBEBELEW,

Sm4GcmEncrypt

DhRER | 75ARMTF SM4 IEEE GCM B TFRIINE. BN :

SHBR WAl
source =
key =
iv =
aad =

e
bytes
bytes
bytes

bytes

1%

JR3CE=E

BFRBEEXA SM4 238 , KEBEN128(U(1651) , FRERENT
DaRE | FEERENT

BINRIEaER

BENE : #ORE=AARE , — B — M EaNEENEXABNFEYIR. —MEEINEREN tag RBNFHIIR.

o LEMREREISEN0 , RFRINZRID.
o IEMIREVEISENIF0 , RFRINEZLRM,

Sm4GcmDecrypt

ThRERER - 75ERAT SM4 INEHEE GCM B THIRE. BMASH:

SHETR WhI%E
source =
key =
iv =
aad =
tag =

bytes
bytes
bytes
bytes

bytes

55

InEfERIEE

BFRBEEXA SM4 238 , KEBIEN128((1651) , FRERENT
amE , FEERENT

BINRIGER

tag {8 , BIRERHTS

REE : #FORERIRS , — M ESI— 8 2REENEXNSNFHIIR.

o LEMIRENEISEN0 , REREZI.
o HEMNRENEHEEIIF0 , ARBELEW,

RIS R B

WS : BRmEmEX
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#coding=utf-8
import sys
import os
import time

from kms_enc_sdk import *

key = b'1234567890abcdef'
iv = b'1234567890abcdef
aad = b'1234567890abcdef

region = 'replace-with-real-region’

secretld = 'replace-with-real-secretld'

secretKey = 'replace-with-real-secretKey'
domainName = 'replace-with-real-domainName'

ret = InitSdk(region,secretld,secretKey,domainName)
if ret I= 0:

print('InitSdk error:',ret)

sys.exit(1)

ret,pubKey,priKey = Sm2GetKey()
if ret == 0:
print ('Sm2GetKey ok’)

ret,sm2endata = Sm2Encrypt(pubKey,b'this Sm2Test')
if ret == 0:

print ('Sm2Encrypt:',sm2endata)

ret,sm2dedata = Sm2Decrypt(prikKey,sm2endata)

if ret == 0:

print ('Sm2Decrypt:',sm2dedata)

else:

print (‘'Sm2Decrypt is error',ret)

else:

print ('Sm2Encrypt is error',ret)

ret,sign = Sm2Sign(pubKey,priKey,b'hello world")
if ret == 0:

print ('Sm2Sign is ok',sign)

ret = Sm2Verify(pubKey,sign,b'hello world")
if ret == 0:

print ('Sm2Verify is ok')

else:

print ('Sm2Verify is error',ret)

else:

print ('Sm2Sign is error' ret)

else:

print (‘'Sm2GetKey is error',ret)

peminfo = "----- BEGIN PUBLIC KEY-----\n"

peminfo += "MFkwEwYHKoZIzj0OCAQYIKoEcz1UBgiODQQAE5rwEIw9e5fX87uSN7C/vy6lyEZ2R\n"
peminfo += "gzLqWLnY8EPN1C+nJP2v4rLgaQCbHV38+VvBVLimbLmdccLM69R83)xpxuQ==\n"
pemInfo += "----- END PUBLIC KEY-----\n"
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ret,pubKey = Sm2PemChangeToPubkey(pemInfo.encode())
if ret == 0:

print('Sm2PemChangeToPubkey ok')

else:

print('Sm2PemChangeToPubkey error’)

priKey = base64.b16decode("B8F66F0097488D8FA91FE857DFC9886356BA26A48C23F44271DD702F374174F0")

ret,digest = HashForSM3WithSM2(b'hello’,pubKey,b'1234567812345678")
if ret == 0:

print('HashForSM3WithSM2 ok’)

else:

print('HashForSM3WithSM2 error")

ret,sign = Sm2SignWithDigest(pubKey,priKey,digest)
if ret == 0:

print('Sm2SignWithDigest ok’)

else:

print('Sm2SignWithDigest error")

ret = Sm2VerifyWithDigest(pubKey,sign,digest)
if ret == 0:

print('Sm2VerifyWithDigest ok')

else:

print('Sm2VerifyWithDigest error')

rethmac = Sm3Hmac(b'hello’ key)
if ret == 0:

print (‘'Sm3Hmac is ok:',hmac)
else:

print (‘'Sm3Hmac is error',ret)

ret,digest = Sm3Digest(b'hello’)
if ret == 0:

print ('Sm3Digest is ok:',digest)
else:

print ('Sm3Digest is error'ret)

ret,en_data = Sm4CbcEncrypt(b'this Sm4CbcTest' key,iv)
if ret == 0:

ret,de_data = Sm4CbcDecrypt(en_data key,iv)

if ret == 0:

print (de_data)

else:

print ('Sm4CbcDecrypt is error'ret)

else:

print (‘'Sm4CbcEncrypt is error',ret)

ret,en_data = Sm4CtrEncrypt(b'this Sm4CtrTest' key,iv)
if ret == 0:

ret,de_data = Sm4CtrDecrypt(en_data,key,iv)

if ret == 0:

print (de_data)
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else:
print (‘'Sm4CtrDecrypt is error',ret)
else:
print ('SmA4CtrEncrypt is error',ret)

ret,en_data = Sm4EcbEncrypt(b'this Sm4EcbTest' key)
if ret == 0:

ret,de_data = Sm4EcbDecrypt(en_data,key)

if ret == 0:

print (de_data)

else:

print ('Sm4EcbDecrypt is error',ret)

else:

print ('Sm4EcbEncrypt is error',ret)

ret,en_data,tag = Sm4GcmEncrypt(b'this Sm4GcmTest' key,iv,aad)
if ret == 0:

ret,de_data = Sm4GcmDecrypt(en_data,key,iv,aad,tag)

if ret == 0:

print (de_data)

else:

print ('Sm4GcmDecrypt is error',ret)

else:

print ('Sm4GcmEncrypt is error' ret)

WS : BRmEmEX
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APISZRY
ZHEERS (kms)
kg7 ( 2019-01-18 )
APL 1S

BITE#AYa): 2025-10-20 17:05:53

APIERZ

V3

HithzO

EORTR

DescribeTSMLicenses

THEXEO

ZORR
ArchiveKey
BindCloudResource
CancelKeyArchive
CancelKeyDeletion
CreateKey

Decrypt
DeletelmportedKeyMaterial
DescribeKey
DescribeKeys
DisableKey
DisableKeyRotation
DisableKeys

EnableKey

WRFRE - BRmERMEX

EOTRE

FRENTSM SDKIENAIZ M License

FEOTHRE

BRI

BEFRNAr REFERXR
BHERIT
EGHCMKITHRIRRERE
BlEEEH

=

IR SRR

SRENEZ AR

RN EZAREN

£ PRk
WEFRERR

[ERE®A

5588 T 187
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EOBR
EnableKeyRotation
EnableKeys

Encrypt

GenerateAsymmetricKeyPair

GenerateDataKey
GenerateRandom

GetKeyRotationStatus

GetParametersForImport

GetRegions
GetServiceStatus
ImportKeyMaterial
ListAlgorithms
ListKeyDetail

ListKeys

ReEncrypt
ScheduleKeyDeletion
SignByAsymmetricKey
UnbindCloudResource
UpdateAlias

UpdateKeyDescription

IR AR RO

EOBTR

AsymmetricRsaDecrypt

AsymmetricSm2Decrypt

AsymmetricSm2Encrypt

GetPublicKey

WRFRE - BRmERMEX

EOT0RE

FEZE R

WEENERR

e

R AFXSFREEARS

EREHEEA

BN E RO
EERRRRE
RISAEER (CMK) FHEEI2E
SRENSZ ROt 2
BRRSRE

SNERH

FIH M FTRegionSTIFHIINZ S
SRENEZRIRIFRE
RENERRTIZR

BRI

CMKit+ImFREO

&8
RFRCMKMZRIFAIREAR R
(ERGIE

T
JERSFREIARSARRES
AERIFRE4HS M2 EE
i

SREVAFRIFRE AR A

ZIASIRRSE (KMS)
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\ :l: N
ARSI
=7 A&
EOSEV]
BEEFATE): 2025-10-20 17:05:53
BR=E/MEX APl X8 MAEERETEMHIIE , BIEMEREZTEEATLBERSHPEEEZEE ( Signature ) LUISIEERES

7. ELZEEHLREEEER , REFEIEEIE Secretld 1 SecretKey ; EFFEZELREEIL | IBRIESAPIZARNERIE , BUTEAE
FBz=APIEO.

= .

1. RiFReFEiE

HEEIXER=APIZE] , BRIERAPIZSANHRIELEEIE. L2 EIUFELE Secretld 1 SecretKey :
e Secretld FBF#RR APL & BH

* SecretKey BFIIEEE F A BMIRS SRS E FRTRIVER.

* APRITTEEREREEIE , BHRtE,

HiBLZEEIINEREERIT -

1. ERBN=EREXEEPOEHIS.
2. BI{E=APIZSARIEHIETAE
3. E=APIESETUHE , M [F7E] RIRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELUBBILT Secretld / SecretKey,

2. ERE R R

BT ZeEiSecretld f SecretKeyfs , MATLAERESEZERT . IUTREERSSHRNIFMSFE :
BRIZFFHY Secretld #1 SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

AR RERERA , BRI RRERIER Secretld 1 SecretKey B TIREHR(E !
LA=RRSS 2R EEXLIFIZR(Describelnstances)iEk A6l , SRAFERX—EOR , HiERSHETRENT:

SHER 3L 248

Action 555 Describelnstances

Secretld #=AId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E I[N 1465185768

Nonce PEHLIEEEEY 11886

Region SEARRTEXIE, shjr
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SHER 233 SHE

Instancelds.0 FFEIRRILHBIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. S EHEF

BSRREERS RS HBIIFERE ( ASCILEE) FHEHER. 2 1 1) RESESHTHR | SEEERISENENT |, T&85k/0 ;
2 ) #& ASCII f8LE A/ |, 7 Instancelds.2 EHEE Instancelds.12 [5HE , ARRFEE , TARERHE. BRYLMEHRIEES PRIEX
HERFRECRSLINX—INAE , 1 php B8 ksort R, HIRRBISEHIHEFRERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

‘Region'’ : 'shjr’,

'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

ERAECERRINESAN , X EERAIFRISEEITHIRF | ERIRER—EEA.

2.2, BHEEKRF AT

WWEBERMBERFGER. HE L —THIRFRIERSEIST R SEER ="S81E I | W% Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIIEXEH A Action=Describelnstances . ¥ : “S&E"HEIAETIEur4RREROE.

REBBINENS IS8R HEE—E | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=shjr&Secretld=AK
IDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHEERIRFHER
WERENRERIRNFMH. SRIRFHFEHEUT LI SEHE5:

1. iEKAE: S2RF POST #1 GET 5= , XEB(EF GET i53K , TR HENEKE.

2. IERENBEELIFZE (Describelnstances)§9i5K1E4 5 : cvm.finance.cloud.tencent.com, SCRRAVIE KIS RIEEOFBEREIR
EMARE , FEEECwA.

3. BRI HRIMRAZAPIFIERIEREERN / .

4. iERFRIE: B E—ERRNERFRIE,

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES
TOIRIHERER

WS : BRmEmEX 291 70 #187m
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&\Version=201
7-03-12

24, EpSREA

S BRAERSER, BEEMER HMAC-SHAL EiEY E—S RSN ERFOIFFRHTES | ARKBAEMNE S SEMR Base6s #1745
13, BIEIRIGRAAIE R A,
BRSNS |, LA PHP BS54
$secretKey = 'Gu5tIXxGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Ver
sion=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBEINEEEN:
EliP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR ARG TERIIE , BRNERHES6IFHhaI—EEE.

3. BRRIwG

ERRRIS R B TREEIRIFNIBRESE , FEXHEBT URL %3,

W E—A RIS RS ElIPOYW3pW28FpsEdkXt/+WcGel= |, RERERIINEZEIFRKESEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BiSRTAERSRAER URL,

AR NRAPRIEKSER GET , Bi&i5KA1%58 POST [Fit Content-Type A application/x-www-form-urlencoded , MI&iXiEK
RAEERSHEIREM URL RS , SHRN-ASARERG. IF ASCI FFHE URL fRISAIFRESELL UTF-8 #{T4%88.

IR | BLREBIESH http BERBEAFTESEHT urlencode , ZEXMMER T , MATREXIERBHIT URL 3T , BUAX URL 4
HeSHERLM.

IR RthSBUEtbBEHR TR , MESRA RFC 3986, 87 %XY MEHRFRPUINFHTES RS  HP XY A+
(0-9 FIXE=rE A-F) , BRINSE5IRER.

4. BZEM

HRIESSIREN | FEUTERRMANEIRD | iSHRIESIREAE

RS EIREA
AuthFailure.SignatureExpire BEILHR
AuthFailure.SecretldNotFound IR
AuthFailure.SignatureFailure ERHER
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RS HoSEIAR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 APl ZFEZERY )

5. BRIER

TESCRRAFE APL 3.0 Y , i ERRENBRASSMEX SDK 3.0 |, SDK SHETERMTRE , FAM RS- RIghEMEOe, ¥
SESI SDK b, MRTSHSORIBRS -

e Python

* Java

* PHP

* Go

* JavaScript
e .NET

ATEBRNFERERTRE , THUSMREES A6, B OANERTERRIIL. BXkES. ERIROMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN , TRTAIBRERA SDK.

REEHHAY url TJ8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=208&Nonce=118868&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signat
ure=EliPOYW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPRZERENN | HEBEARRSHEIRE |, RIaNSRELL url FEXSEEHF I FEER curl EH<SERISIREESN
Hix | SRH. ATEE—NMTLUEERER url |, EEERUREIFH Secretld 0 SecretKey NESLAVZESE , FHERRFHBIRTEEUE
79 Timestamp ,

IR A TENRAT  ARREES [ EER—ESEXITEREIR url JEEEBEMAR , RMASHNINFARR | (EXHAIER
. REMESHEE , BESITEIERRIE.,

TR LIMURB(ERT APL 3.0 , FEEERATHEMNERRE | BMERIERN APl , BTFEATERBLSHERUEER |, B
XS R BYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// SEFRERur RS SEIRF S B ER

for (String k : params.keySet()) {

/] FEXSEKEB# Turlencode , BT keyEBRRNFH , #UltA{XXIHvaluei{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMapa] LB &HEF

// SEFRE RS R 2 EEFRREEL , 140 - params.put("Nonce", new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // AHESE

// SEFREAFRT N HEFER SRR |, FI20 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~NFHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIEE5%4

params.put("Action"”, "Describelnstances"); // 2NHE%(

params.put("Version", "2017-03-12"); // A5

params.put("Region’, "shjr"); // A58

params.put("Limit", 20); // \'535%§

params.put("Offset", 0); // W51

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // A+t
24

System.out.printin(getUrl(params));

}

}

Python
TR (IRETE Python 2 IMEHET , EBESLREE requests (KB :  pip install requests
-*- coding: utf8 -*-
import base64
import hashlib

import hmac
import time

import requests
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region'’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# ISSCRRER | AShiaaTer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)

WS : BRmEmEX 2595 ;1 H187m



X BIHSTCE BHIEERS (KMS)

? \_‘L% v3

ERITEFHYE): 2025-10-20 17:05:53

BN =EREX APl £85I aBERIFITEHIIIE ED’@A%:J?%BWET‘/A%EX?‘%ﬂlﬂlﬂ@@zg{* ( Signature ) ASSIHERES
B, EBEEHTEFIIERN , ZEEIUEELE Secretld 7 SecretKey ; ERFERSEREFIL , BRIERAPIZSAREERE , SULERE
BZ=APHEEO.,

1. EFLEEIE
ESE—IXEFAT=APIZH] , BRI ZAPIZARERIELEEIE, L2EIFEE Secretld 1 SecretKey :

e Secretld FBF#rR APLEFESH
o SecretKey FIFINEEE F I BFIIRS S mICIE S E FATRIEH.
o FAPWITTESRELSEIE , BaitE,

RISREEIFREARLSERINT !

1 ERBlaEsREXEEPOERS,

2. BI{ERAPIEBREHI S TRE

3. E=APIZEIHE , mE [FrE] BPRJLAGIEE—NdSecretld/SecretKey

IR AREKSRESELUABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &L 753%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data FFIMMAER , json 8REARTEISEZEOIIE , multipart 183X
RERREWSEOSE: | WRHZEOREEER json 18ZVER , S5 REMISEON5RA.

THUSRSHFEAT MNXSEGFIREAGIF  DEBNMBERANTEERE. HAMBETERSAIFIRANSE : Limit 71 Offset ,
{#M GET A&,

RiIZFIFAY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0]
Gu5t9xGARNp86cd98joQYCN3EXAMPLE

2.1. BHEAGEIERER
RATTME X HHEIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

* HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , Axfs GET ;
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e CanonicalURI : URI £2%§ , API 3.0 EEAERIFT (/)

* CanonicalQueryString : &2 HTTP ik URL FEIEIRFHFE , XF POST 15K , EIEATFRIE , 3F GET iEK , W9 URL Aija)
5 (?) GENFZAERS , ARFIBYES : Limit=10&O0ffset=0, jF= : CanonicalQueryString &4 URL 4R/A3.

e CanonicalHeaders : 25&ZR9LEHER , ZES host 0 content-type FI/NLER , tBATIIABEXAELESBS 5E B LIRS EEE
SKEOE—FNZ M. HHEIN : 1) k&6 key #0 value Si—#ER/\E |, HFEISERETIE | 1R key:value\n #8z{HE ; 2) 21 LE0,
HZRBSLER key (/NE ) ROFEEHAEFHITHHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £5&ZAEMER | IRBALXIERBMLLIS S5 TER , #1 CanonicalHeaders B ZRILEABE—XIMNAY,
content-type #[I host J9usifEsLEB, HHENIN : 1) L3R key ZB—HA/ING ; 2) Z1KEB key (/NE ) 1RERFEHEFFHITHHE , FHELL
25 (;) PR, WHEIFJ . content-type;host

* HashedRequestPayload : IEKIEXHIIEHE |, itE /5% Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 33 HTTP i&
KEE/NEX payload fff SHA256 5% , AE+7\#HmS | RERIDHREEM/NEFE., =2 : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload By HTTP i&SKIEX payload,

HRIELLEAIN | OIHERIRAGEIERENT (ATRNEW , \n BITFRIESSRITEHFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER IR
RIS RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BATEREA TC3-HMAC-SHA256 ;

e RequestTimestamp : EREFEE; , BIiERLERAY X-TC-Timestamp B , A1 LRGSR 1539084154 ;

e CredentialScope : EIEEE |, 1829 Date/service/tc3_request , @& HHR. FNEKARSINLRIEFFE (tc3_request ) , Date A
UTC tRERTEIR B , BUEREMATLSH X-TC-Timestamp #REH) UTC 1RAERITAIBERE—E ; service AF=mE , WRSEAN™MR
BEZ—5, 180 cvm, 8N ERFLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASBHHEFTENECIEREBNEHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date /MBS EIEE X-TC-Timestamp i+E15%) , BRFX UTC+0, WMERIMARFAMRXEE , FIE/\KX |, BSEEX8E
AR, EREEMBERVERM. RiZiTEE/s 1551113065 , 4/ \XAYAYEE 2019-02-26 00:44:25 , EEiTEEE
#9 Date EY UTC+0 AYEHEARIS 2019-02-25 , A= 2019-02-26,

WRFRE - BRmERMEX 5897 TR #187m
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2. Timestamp X/REXRIRGFATE , BFEBERRFEHENERBERSH , MREEETAS NS ERM. MNRKAIEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

HRIELA LA | EIPERIRFERFRHRUT (AT RREN , \n RITFAEESRITERI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. iH8SE
1) HEIREREE , (hRBUT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential 499 Date =ER=8. , a0 L5~ , 792018-10-09 ;
e Service : B Credential g4 Service ZEREE. , W70, 79 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRES ZEIA ;
e StringToSign : BIZB2ATEBRINSFSEFRE ;

2.4. 8 Authorization
AN ™R E Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
o Secretld : ZEEXIHAY Secretld ;

e CredentialScope : M X , EIEEHE ;

* SignedHeaders : W EX , 258 ZHLIBES ;
 Signature : &

HRIBA AN | IR SEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl174c474
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RETREIERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=1080Offset=0

ZIASTIRRSE ( KMS

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr

. BRKW

RIESSIRER | FEUTERKMANERG | iSRIESRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

7 N
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpg86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "shjr";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ;#?%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk ./Ifg% 3 o .\L-l-%%g kkhkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkkkkkk ig% 4 j:}‘fl:ﬁ Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

-*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSH
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkhkkkhkkkhkkhkkhkkk 55% 1 }#}%m?ﬁiﬁ*% *kkkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"”

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *hkkkkhkkkhkkkkk i% 2 : ?#*%%5%?%% *hkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkkhkk ig% 3 : -‘L-I-gﬁg *hkkkkhkkkkhkkkhkk

# ITEEBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk 552’% 4 : ?#*i?: Authorization khkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSHRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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15 K451

ERITEFHYE): 2025-10-20 17:05:53

1. fRSSHbiE

tbizh, (Region ) 2fEYIREAVEIE-HORIEXE, BHZEMEXRMRIEARESZBxERE | RIEAREERAEEIEEE
BiElt. ATRHEHEE. B8 THEE | 2EIERRELEEFRIbE.

ERTLUEIT APIED EiiRbIR B AritbEs xR,

2. B(EMY

BHZERMEX APl FIFrEREOIET HTTPS #TB(E | RESZEMNBEEE,

3. 1BKITE
S50 HTTP B5057%:

* POST (i)
o GET

POST iE3ksz#569 Content-Type 258! :

* application/json (#7F) , RER TC3-HMAC-SHA256 B& 5%,

* application/x-www-form-urlencoded , #7f#R HmacSHA1 g HmacSHA256 &&75i%.

e multipart/form-data ( {NE8EOSF ) |, WREER TC3-HMAC-SHA256 &2 75%.

GET iERRIEREA/NFE#BIT 32 KB, POST iEXRFAEREA HmacSHAL, HmacSHA256 BFAR5#Bid 1 MB, POST iEKERE
BiER TC3-HMAC-SHA256 Bs73F 10 MB,

4. FI5mhG

IFEFAUTF-84%%3.

WIS : B emEX %103 1 #187m
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{EIEEEES

BIFEAYE: 2025-10-20 17:05:53

IFAR B4R

PARBRSS2RHIIEO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HIEFAT) , EeJserOREIT

{

"Response”: {

"TotalCount": O,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMNEH Requestld REENFER , TCIFEKRHEINEE , RE APIMET , UHESIRE,

* Requestld FBF—1 APLiERAIME—IRIR |, W5 API HILRE |, STLABKEREA] , FHREZ ID KRR,

* [RTEEMNFERS , HRIWARKREOENNTER  AENEOMMRENFES IEOXEFREN. HFIHH TotalCount
InstanceStatusSet 5 DescribelnstancesStatus £ OENXFER , BT EREKNAREMEZE=RS2TLH , Bl TotalCount
FULCER FEBRENES 0, InstanceStatusSet FIRI9%,

tEIRIREIER
ERRSN , EEEERATN

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMEEZISKARKM, Error FEREREAERRY Code 1 Message FERTE LM AT 2 EIREIRY,

* Code FREMHBHIEIRD , HiE kBN LSRIBZIERBAEA TS RIBI X arEOX M AVERIDS IR EmE R MR R LR
.

Message BRHTIXMEREENERER , EVSERSREIL , WX ATEESELBFRFTERFTH , AP AKX MER(E
&,

* Requestld FBF— API iERAOE—HIRIR , N8R APL HIIEE , STLABCRIRA] , FHEMIZ ID SEARREE,

j:t\
//_\\5':'\:%5 15555
IREIERUNRIFAE Error FES , MIZFRRIER APL 205K, Error Bfy Code FERERTMEIRG , Fra W SE AL IIAYEIRIE S s

IREG , TERFIH T ARG,
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

TRIRIEA
BIRAEE (A2 API AR ) |
MFA $5ig,

AR,

R

SZZIULLN

%

SRR,

k

token f&i%.

Bk R CAM 1Y,

DryRun #F , RFBFGLEMIN , RERSET DryRun 2.

BRI
REREIR.
EORMFE.
SHIEIR.
SHEYEEIR.
B ECRPRH].
FROSEGEIR.
EOMARFE.
IERAVREGET T IRE=PRHE]
RiRH G .
RIFEAE.
BIRMFE.
BIRAEI A,
RIRBUE(E.
RASEGER.

IERSEHS,

http(s)IEXRIMIEEIR , R3ZHF GET #1 POST 153K,

EORSHSATEhEL,

%105 ™

\|
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\H5

VAN

VTSR SRR 2025-10-20 17:05:53

EIREERS (KMS)

HEYRATRRBFIZOLSNENSE  WIFE | A MEORBRARO AP ABXLSHEHTRE  EERERKIETEE
}E XLESH , FREERKIERIEK.

ERTTE V3

{888 TC3-HMAC-SHA256 && 7507 ,

SHBR St

X-TC-Action String

X-TC-Region String

X-TC-

. Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

=
=

alil

alil

el

alil

o

AHSHFEES—HE HTTP Header IEKLEBF , 40T :

%

BEREOSR, ESEEOXEPMASEATESE Action A9RE, FIIN=IRESEENE
EEFIFIRZEO |, BUYES Describelnstances,

WIS SRR BRI EI MbERIEE. RORZAEEESE R OXETRAS
NS4 Region AUGHR, 1R | EEROATFEELEZSY , BOEPIILATHI5R
B9, RSB EEEBIZSHBARERL.

=1 UNIX BJ[E)E , ElicRAH#S APLiERAIETE), g0 1529223702, & : (IRSMRSS
RHEMEEBI St , 25 EEERITHIER,

R APL BURRA, EUESHEOSEHRASLRISE] Version BiRBE. HIAIZARSSERAIR
& 2017-03-12,

HTTP fRAESHIAIESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : ££75)% , BRIEENZE ;

- Credential : £&1EiUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EFENRHSE X-TC-Timestamp #E/Y UTC FRAERNBEIRHE—E ; service AFm& , &
RSB mREE—E, flgicvm ;

- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9wsifksLEp ;

- Signature : EZFWE,

IGRSIEFFTAEAY Token , FELSIRRIER—EMEMA. IRRIER Token FEZNHDEER
SEARBEZORE. KEZAAFE Token,

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (T

SHETR St
Action String

WS : BRmEmEX

=
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fik

BENEOSR. BESEEOSNETEMASENTESE Action B9IREA. HIAN=IRSSE
REIsLHIZIZREO |, BUEA Describelnstances,
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SHETR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

s IR

s

String

Integer

Integer

String

String

String

String

String

i

alil

ali

2l

alil

oy

i

EIREERS (KMS)

fik

Wi Sy, SRR B EI MBIEAIEIE. FOESZHEREESE E O REA
S NS Region RUGRER, R | RUEONATEECRZSEH , EOEP I
BIRER , LATEMEEEBIZS AL,

2457 UNIX FHE)&; , AlieSR &S APLiEkAYATE], 1901529223702 , N8R 5FiIRTIE
HET X , £3[REFTHEIR.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHAE_E ERBERIRREDHY Secretld , —4 Secretld XFRME—HY SecretKey |, i
SecretKey FRARLIEREEE Signature,

BRESR , FRBRIERERNGEN | FERFRIEFRMASEITESEH. Bkt
BREES NEROSSHE,

B{FR APLESRRA., BUESEROXEPASATSL Version B, HIN=RSES
A9RRAS 2017-03-12,

25, , BaixiE HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIFER , EttiERISEHAE HmacSHAL I8IEES.

IERPEBFTER Token , BEESIGII AR, IGRIEEF0 Token EEEHRE
EIRSTARZEOKE. KEIZHAFZE Token .

bl (Region ) RIEYIEREUET OAMIEXE, BRZEMEXZAIEAEESETERE | RIEFREtESERAEREIREE
it ATRHENRRE. B8 TEEE BN GGERRFEIIEEFathEL.

EELAUEIE APIEC EAMIESIER EESTRAIIETISR.

WS : BRmEmEX

%6107 71 #187m

\|



X BIHSTCE BHIEERS (KMS)

At
DescribeTSMLicenses

BITEFATa: 2025-10-20 17:05:53

1. O

BEOEKIHE . kms.api3.finance.cloud.tencent.com,
FRENTSM SDKIEZN RIS M4 License
BOAEZEOISRIRERPRE : 200K/FD,

EOEHETE : 2021-12-08 16:44:11,

EORWERREN.

A sz
2. NS
LTRSS SI T EOE RS ST AL S | SEALSHFIRIALERE,

SHER D4 FREFNULL it U
=

Action = & String HSE, KIZOBYE : DescribeTSMLicenses
Version =2 &5 String NHESE  AEOEYE : 2019-01-18
Region = & String NHSE, WHEE B DescribeRegionstEz OB AT G T HIMEIESIZR

3. mHESE

SHER it )%

Licenses TsmLicense IREIEANMEARLicense , (RS BRLELicense , MIREZS#4H

Requestld String W—EKR ID , 8REKREBRE, ELIDRATFERMIZRIBFRE Requestld,
H N3
. f51=03

LA 7O SZEER XAV EIRD |, EEREEN A TSR,

FHIRD #EA

InternalError AEREIR.

UnauthorizedOperation RIZRURLE,

WS : BRmEmEX 25108 TW #187m|



X BIHSTCE BHIEERS (KMS)

HiRAD %

InvalidParameterValue SHEEEIR.

WS : BRmEmEX 2109 Tm #187m|
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O BASTCE

A ElEP SN
ArchiveKey

BITEFATE: 2025-10-20 17:05:53

L. ZOsEis
ORI -
XITBHTIF | IR
ERASETA SIS : 200/,

AT

EOFEHAYE : 2021-03-09 19:27:52,

EORBESREN.

2. NS

LINERSHGIRNGIE T EOER SO 2

SHETR ik RFFNULL . &3
Action = = String
Version = &5 String
Region = &= String
Keyld = 5 String

A M

3. S
SHER ESig) fik
Requestld String
%:I:I:‘l:l
HIR0

ATMRFIH T O S @ EERANERTD | Bt

HHIRD

UnsupportedOperation.NotUserCreatedCmk

InvalidParameter

WS : BRmEmEX

EIREERS (KMS)

kms.api3.finance.cloud.tencent.com,

. RENNE

HBH | TEAHSHGIRDAHIZ RS,
T
PHSE, AEOBYE : ArchiveKey

NHESE, AEOEYE : 2019-01-18

N

NHSH, iEERENEd DescribeRegionsiZ & & @S RFAIMESIZR

CMKIfE—FRRRF

W—i5K ID , 8XIEREPSIRE. EBNEERAZRIEKE Requestld,

RIBIER AT IR,

l_':|

fk
xS B EelZRICMKIREHT.

SHIEIR.

%110 T #187m



X BIHSTCE BHIEERS (KMS)

IR fER
InvalidParameterValue.InvalidKeyld KeyldA~&iZ.
InternalError MEBEEIR,
ResourceUnavailable.CmkStateNotSupport CMK KSR SZHEAZIRE,
ResourceUnavailable.CmkNotFound CMKARFE.
UnauthorizedOperation RIFURAE,
FailedOperation.CmkUsedByCloudProduct CMKIEEHR == mEA.
UnsupportedOperation.ServiceTemporaryUnavailable ARSS BRI ART A,

WS : BRmEmEX %111 T #187]

\|



X BIHSTCE BHIEERS (KMS)

BindCloudResource

BIFEAYE: 2025-10-20 17:05:53

<7 A
1. EFOEA
EOBRIEE : kms.api3.finance.cloud.tencent.com,

ICRZRTkey BN == mAVEP N EIFRTER. SIRZRkeylRE T B , NWETHIZIRE | HBIRZRIkey REBEZIR. WRIHIXE
KEREZeE , iRER.

RN OIBISRRIRE © 200R/F,
EOSEFRTE : 2020-08-11 11:53:50.

EORBESRER,

2. MNSEL

UTNERSEGIRMGIE TEROERSEIPO LIS, TBAHRSEGIRDN TGRS,

SEEFR Wik FFNULL SRR A

Action =2 & String NHES# | ANEOEYE : BindCloudResource

Version 2 & String S, ANEORYE : 2019-01-18

Region = 5 String = iS%, isSE 0@ DescribeRegionsiE &&= R S0z FIF

Keyld 2 S String cmkAYID

Productld 2 5 String  mrEmBIE—MEIRRE

Resourceld £ = String  ®IR/XAIID , BARSHRIERCHE MIFIEREN , IFFFRAZTFE.
3. BitHZE

SHETR it &R

Requestld String W—iEK ID , ®RiEKEPSIRE], ERMATEERAZXIEKA Requestld,

4. TR

UG T 2O S5IBAEERA0EIRD | EERIRFE R AR,

FHIRAS A
InvalidParameter SHEEER,
RIS : Bl =EmEX %112 7n #187]



X BIHSTCE BHIEERS (KMS)

FHIRAD fER
ResourceUnavailable.CmkNotFound CMKARTFE.
InvalidParameterValue.InvalidKeyld KeyldA~&i%.
InternalError WEREIR.
ResourceUnavailable.CmkStateNotSupport CMK RS STHRAZIRIE.
FailedOperation.CmkUsedByCloudProduct CMKIEEH =F~mER.
UnsupportedOperation.ServiceTemporaryUnavailable RS ER A .

WRFRE - BRmERMEX 113 @ #187|



O BASTCE

CancelKeyArchive

BIFEAYE: 2025-10-20 17:05:53

1. #EOfER

BOEKEE -
BUHESRII | BUHEERRIIRESE9Enabled,
BOAEZEOIERIREPRE : 200K/FD.
EOEFAYE : 2021-03-09 19:32:37,

EORMER LN,

2. NS

EIREERS (KMS)

kms.api3.finance.cloud.tencent.com,

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER ik RIFNULL EE

Action = = String
Version = 5 String
Region P = String
Keyld = ) String

3. S

e C St fik
Requestld String

4. FEIRD

PUTMMRFIH T Ok S EERANERTD | Bt

IR

InvalidParameter
InvalidParameterValue.InvalidKeyld
InternalError

ResourceUnavailable.CmkStateNotSupport

WS : BRmEmEX

fik
#*=

D\

\

2%, AEZEOEYE : CancelKeyArchive

ey, ANEOEYE : 2019-01-18

B

N

NHBE, ibiRSEAEd DescribeRegionsiE &&= RS SHEHTIZE

CMKHE—HRIRFF

H—iEK ID , ERiEKREPIRE], EAIRRRITEERHIZIRIEKE Requestld,

FEIEI A EIRAD,

A

SHEEIR,

Keyld A~ &i&.

REREEIR,

CMK REARSTFRZIRE.

%114 1 H187m



O BASTCE

HIRD

ResourceUnavailable.CmkNotFound
UnauthorizedOperation
UnsupportedOperation.ServiceTemporaryUnavailable

UnsupportedOperation.NotUserCreatedCmk

WS : BRmEmEX

ZIHEERS (KMS)

%
CMKAFE.
RIZBUER(E,
RS E RS AR A,

(S B EelZRICMKIREHT.

%115 1 #187m
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O BASTCE

CancelKeyDeletion

ERITEFHYE): 2025-10-20 17:05:53

7 ey p
1. #FOfEA
EOBKRIEE : kms.api3.finance.cloud.tencent.com,
EECMKRTIHRIRIBRIRE
EOMZECERINERS) - 200%/70,
EOSEFRATAE - 2020-08-11 11:57:46,

BORWERREN,

2. NS

EIREERS (KMS)

UTNBERSEGIRGIH T ROBERSEHHBO NHSE , TBAHSHFIRDAHIERSH,

SHER ik RIFNULL E 535
1t

sy, ANEORYE : 2019-01-18

Action = = String N

Version = =5 String N

Region = = String y

Keyld = & String  FBERBUHEMFREICMKAIHE—ITES

3. S

SHETR ESic) 1%
Keyld String HE—RSHEBGEBRAICMK,
Requestld String W—iEK ID , 8RiEKREIRE, TR FERHIZRIERE Requestld,
+0
4. 3a1xh5

PAIMRFIE 7O SZEERAEIRND | EERGFE N SR,
HiRtD
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld

InternalError

WS : BRmEmEX

fik
CMKAF1E.
Keyld R &iZ.

REREIR.

%116

NHBH, Hui(EE 0B DescribeRegionsiE & &R IR IZE
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X BIHSTCE BHIEERS (KMS)

HIRD A
UnauthorizedOperation RIZRURLE.
ResourceUnavailable.CmkNotPendingDelete CMKARZIH BRI S A BER NI T B E LT RUANER.
UnsupportedOperation.ServiceTemporaryUnavailable RS ERATT A,
WRIFRA : Bl emEX 117 Im H187m



O BASTCE

CreateKey

BIFEAYE: 2025-10-20 17:05:53

1. #EOfER

EIREERS (KMS)

EOBREE : kms.api3.finance.cloud.tencent.com,

SIERFEEEIERANERIACMK ( Custom Master Key ) ,

FOAZCEISRERIRS] © 100R/FD,
BOSEHATE : 2022-09-13 18:35:13,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR WE  FIFNULL %8
Action = &= String
Version = 5 String
Region = = String
Description & B String
Alias 2 £ String
KeyUsage = = String
Type = = Uint64
Array

Tags = &=

g = = of Tag

3. mHSE

WS : BRmEmEX

s

D\

DL
+t

HEH , AEOEYE : CreateKey

\

NHSE, AEOHYE : 2019-01-18

NHBH |, HlEEEANEI DescribeRegionsiE (&A= RsTiF TR

\

CMK R9fEIA , &AR1024=F7

VERZSRERZIER , BERBBAEENEIE , FUAT, 1-60MNF8HF - _
HEE , BFBVIANFEEEREF, L kms- (EARIBNBET==RER ,
Alias AAJEE.

tEEkeyRIRIE , BOAJ9 "ENCRYPT_DECRYPT" R/EIEXITRINEEZH , HE
7% "ASYMMETRIC_DECRYPT_RSA_2048" F~EIZZBTFINEZEN
RSA204831EX3FRE4H , "ASYMMETRIC_DECRYPT_SM2" FX~EliZ BT I0MEERY
SM23EXIFRESH. AIiE(E : ENCRYPT_DECRYPT ,
ASYMMETRIC_DECRYPT_RSA_2048 , ASYMMETRIC_DECRYPT_SM2 ,
ASYMMETRIC_SIGN_VERIFY_SM2 ,

ASYMMETRIC_SIGN_VERIFY_RSA_2048 , ASYMMETRIC_SIGN_VERIFY_ECC

fEEkeyRE |, BUANL , 1RREOAKE | HKMSBIZCMKER | 2 FR

EXTERNAL 358! | iIZSBUFEAFSAERME , &%
GetParametersForlmport 1 ImportKeyMaterial %[

IREFIFR

%118 T #187m
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O BASTCE

SHETR ESic)

Keyld String
Alias String
CreateTime Uint64
Description String
KeyState String
KeyUsage String
TagCode Uint64
TagMsg String
Requestld String

4. FEnRhG

fER
CMKHI2 B ME—IRREF

ENERERZIER | ERZWABEIRIS
FEIRRUEEATIE] , unixEE)EL

CMKAgHEHA

CMKARTS

CMKEIFi&

IRERERY

IR
R

IREBRFRIREIER

EIREERS (KMS)

[E]%3. 0: FkIh ; 1: NEREEIR ; 2: AV SS4abIEEER

E—iEK ID , BRIEKREIRE, TR FEERZRIERA Requestld.

PAIMRZIE 7O SZEEXaERNS | B ERGFEN A HERE.

FEIRD

InvalidParameter

InvalidParameterValue.InvalidAlias

InvalidParameterValue.AliasAlreadyExists

LimitExceeded.CmkLimitExceeded

InvalidParameterValue.InvalidKeyUsage

InvalidParameterValue.InvalidType

InternalError

UnauthorizedOperation

UnsupportedOperation.UnsupportedKeyUsagelnCurrentRegion

InvalidParameterValue.TagsNotExisted

InvalidParameterValue.TagKeysDuplicated

UnsupportedOperation.ServiceTemporaryUnavailable

WS : BRmEmEX

o

A

SHER.
BlEREUEIR.
AEEEFHE.
CMK#EEIX LR,
KeyUsageZ#iEiR.
TypeS IR,
REBIEIR.
RIZRURLE,
INESHEZRIregion <3z,
ISR ENFT.
IRESRES.
IRSSERI AT A,
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O BASTCE

Decrypt

BIFEAYE: 2025-10-20 17:05:53

=7 R
1. EOEA
EOBREE : kms.api3.finance.cloud.tencent.com,
KEOBETHREEX , 52EXEE.
FOANBEOIERIERS : 3000K /%D,
EEOSEFATE : 2020-03-06 10:08:16,

EORMER LN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

SHBR Wi FVFENULL - K3
Action = e String
Version = =5 String
Region = = String
CiphertextBlob = &= String
EncryptionContext & = String
A A3 g
3. WHEE
SHBR ESic) R
Keyld String CMKH2BE—1RR
Plaintext String
Requestld String
H >
4. sE1xh5

EIREERS (KMS)

NHESE, AEOBYE : 2019-01-18

HEH , iR E 7@ DescribeRegionsiz B E =& iF AR

st D>

FFRERIE AR

key/valueXgaijson=FEa |, WNSREncryptBE 7125281 , NEHEH
Decrypt APIRTEEREFNSE , &RASIF1024=FF

REERIIEN. ZFEREbasebAfRISH) , N TEEIRIAS , ERSFEEHITbase64f#

E—IEK ID , 8RIERESIREl. EMIARISEERAZRIEKRA Requestld,

UG T OSSR A0EIRD | BfERINFEN ARG,

WS : BRmEmEX

%120 T #187m
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O BASTCE

FHIRAD

InvalidParameter
ResourceUnavailable.CmkDisabled
ResourceUnavailable.CmkNotFound
InvalidParameterValue InvalidCiphertext
InternalError

UnauthorizedOperation

WS : BRmEmEX

ZIHEERS (KMS)

fiaik
SHIEIR.
CMKE#ZER,
CMKA=FHE.
BT EIR.
REREEIR.

RIZHURLE.

%121 |1 #187m
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X BIHSTCE BHIEERS (KMS)

DeleteImportedKeyMaterial

ERITEFHYE): 2025-10-20 17:05:53

=7 A
1. EOHA
EOEkig& © kms.api3.finance.cloud.tencent.com,

BFHRSARNZSRIE , (IEXTERNALEEICMKER |, iZEOBCMKIZE IPendingImport 1R7% , HASHBRCMK , EEHHT
BHES NS EHER, AIEMBRCMKiSEER ScheduleKeyDeletion ##,

FOAROIBISRRIRE © 100R/FD,
ZEOSEHAYE : 2020-08-11 11:57:01,

EORBESREM,

2. NS
TSRS PG T EOMRE SRS AEH | SRARBHPIEN IR,

SHEMR ik RIFNULL E 3%
*

Action 2 &5 String NS, KIZEOBYE : DeletelmportedKeyMaterial

Version 2 = String NHSE, AEOBYE : 2019-01-18

Region 2 & String ANIES3 |, S B e@Ei DescribeRegionsiEz [ &&= R SrisHtRFI%E
Keyld 2 & String IEE R EMBRESBIRIBIEXTERNAL CMK,

3. liHESE

SEER S U
Requestld String W—iEK ID , ®RiEKEPSIRE]., ERMATEERAZXIEK Requestld,
>3
4. i81x08

UG T 2O SSIZAEERA0EIRD | BERIIFEN AT IR,

HIRID A
InvalidParameter SHEEIR.
ResourceUnavailable.CmkNotFound CMKATEFE,
InvalidParameterValue.InvalidKeyld Keyld~&i%,
RINFRE : Bl asfEX 5122 0 #£187m



X BIHSTCE BHIEERS (KMS)

FHIRAD fER

InternalError WEBEEIR,
UnsupportedOperation.NotExternalCmk CMKZEEUEIR | (SZ#FExternal CMK,
ResourceUnavailable.CmkStateNotSupport CMK KSR H:Zi2E,
FailedOperation.CmkUsedByCloudProduct CMKIEfEAE == fEr.
UnsupportedOperation.ServiceTemporaryUnavailable RS ERIARATFL,

£187m
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O BASTCE

DescribeKey

BIFEAYE: 2025-10-20 17:05:53

1. #OfEA

EOBRIEE : kms.api3.finance.cloud.tencent.com,

T iRBUEEKeyldNEZABMIFHEER

RROANZIERERERIRE © 100IR/RD.
B SERFATIE : 2020-01-15 14:34:52,

EORMER LN,

2. NS

SHETR ik RFENULL
Action = a
Version = =
Region = &
Keyld 2 )
A kY74
3. S
SHER &g
KeyMetadata KeyMetadata
Requestld String
H >
4. 35103

UG T 2O SSIBAEERA0EIRD , EERIEL L

e
InvalidParameter
ResourceUnavailable.CmkNotFound

InvalidParameterValue.InvalidKeyld

WS : BRmEmEX

o

&<t fEiR
String  AHSE, NEOBYE : DescribeKey
String AHEE, AEOBYE : 2019-01-18
String ~HBE, iEEEaNEid DescribeRegionsiz 1 &EF
String = CMK£BW—HRRM
TR
FHBMER

HBE , TEAHSHIIRDNATHERSH,

LUNBERSHGIRNG I T EOER SO 2

EIREERS (KMS)

ARSI AOMIE IR

E—IEK ID , SRIEREPRIRME., EMIARASFEERANZRIBERAT Requestld,

RO,
1%
SEEIR.

CMKAFE.

Keyld &%,

%124 71 H187m
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X BIHSTCE BHIEERS (KMS)

HIRD A
InternalError HEREIR.
UnauthorizedOperation RIFRURLE,

WS : BRmEmEX 21250 #187m|
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O BASTCE

DescribeKeys

BIFEAYE: 2025-10-20 17:05:53

1. #EOfER

EIREERS (KMS)

EOBREE : kms.api3.finance.cloud.tencent.com,

ZEOBRTIHERNERRRILER.
BN OIBRIRERIRS] © 1000%/70,
EOEFAYE : 2020-01-15 20:31:52,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHEFR ik AIFENULL 8 R
Action = & String ~HSE, AZEOBYE : DescribeKeys
Version 2 & String NHESE, ANEORYE : 2019-01-18
Region = B String NIESE , iE{SEEEIY DescribeRegionsiE 1B &R ST
Keylds 2 & Array of String  EIAICMKIIDFIE , tEEA—RERS2IF100 Keyld
A MM
3. BiES#
SHAR i iR
KeyMetadatas KeyMetadata REINEHEEFIFE
Requestld String W—iEK ID , ®RiEKESIRE], EUEMATEERAZXIERKA Requestld,
H
4. sE1R05

UG T 2O SSIBEERA0EIRD | BEREL L

EIRAD
InvalidParameter
ResourceUnavailable.CmkNotFound

InvalidParameterValue.InvalidKeyld

WS : BRmEmEX

RO,
fik
SRR,
CMKAFE.

Keyld R &i%.

%126 T1 #187m
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O BASTCE

HIRD
InternalError
UnauthorizedOperation

InvalidParameterValue.DuplicatedKeyld

WS : BRmEmEX

ZIHEERS (KMS)

fik
REREIR.
RIZBUR(E,

KeyldEE,

%127 71 #187m
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X BIHSTCE BHIEERS (KMS)

DisableKey

ERITEFHYE): 2025-10-20 17:05:53

1. O

EOBKRIEE : kms.api3.finance.cloud.tencent.com,
FEOBTER—EZH | STERREHKeyTERTINE. BEERE,
BN OIBRIRERIRS] © 1000%/70,

EOSEHAYE : 2020-08-11 11:57:32,

BORWERREN,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE , TBAHSHFIRDAHIERSH,

SRR Wik FREFFNULL it fER

Action = S String ~HSE, KZEOBYE : DisableKey

Version =2 &5 String NHESE  AEOEYE : 2019-01-18

Region 2 =& String NS, MiE{SREEIY DescribeRegionsiEZ &&= R ST
Keyld =2 & String CMKHE—RIRFF

3. S

BHAWR E it A

Requestld String H—i5K ID , 8XIEREPSIRME. EBNBEERAZRIEKE Requestld,
H 3
. FR1R09

UG T OSSR A0EIRD | BERIDEN A THEIRD,

EIR R
InvalidParameter SHEEIR.
ResourceUnavailable.CmkNotFound CMKARFE,
InvalidParameterValue.InvalidKeyld KeyldA~&i%.
InternalError HEREEIR.

WS : BRmEmEX 128 TW #187m|



X BIHSTCE BHIEERS (KMS)

HiRtD R
UnauthorizedOperation RIFRURLE,
ResourceUnavailable.CmkStateNotSupport CMK RESASTHRAZIRIE.
FailedOperation.CmkUsedByCloudProduct CMKIEEH =~ mER.
UnsupportedOperation.ServiceTemporaryUnavailable RS ER A .

WRIFRA : Bl emEX %129 Tn #187m]



O BASTCE

DisableKeyRotation

BIFEAYE: 2025-10-20 17:05:53

1. #EOfER

EOBREE : kms.api3.finance.cloud.tencent.com,
SHEERICMKER I EZERECHATIRE
BOAEZOISRIREPRE © L00X/FD,

EOE#AYE : 2020-03-06 10:18:23,

EORMER LN,

2. NS

EIREERS (KMS)

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER ik RIFNULL XE %

Action = = String N
Version = 5 String N
Region P = String VN
Keyld = )

3. S

t245 , A3 OBYE : DisableKeyRotation
HE% , AEOBYE : 2019-01-18
2%, S S ATE I DescribeRegionsiE B E = iF ARG =

String  CMKM—HRRRF

SHAR - il 0

Requestld String H—iEK ID , ERiEKREPIRE], EAIRRRITEERHIZIRIEKE Requestld,
HIE
. f51=03

PUMNFUH T 2Ol S5BIEERA0EIRD |, BfhiERBiER

IR

InvalidParameter
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld

InternalError

WS : BRmEmEX

IR,
TR
SHEER.
CMKAFTE.
Keyld A~ &iE.

AEEIR.
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X BIHSTCE BHIEERS (KMS)

HiRAD fik

UnauthorizedOperation RIZIURLE,

WS : BRmEmEX %131 @ #187|
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O BASTCE

DisableKeys

BIFEAYE: 2025-10-20 17:05:53

1. #EOfER

BEOIERES
ZEORTHEZIECMKRYER.
BOAEZOISRIREPRE © L00X/FD,
EOSEHAYE : 2020-08-11 11:57:20,

EORMER LN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

SHETR BIX RIFNULL K8
Action = &= String
Version 2 N String
Region = 5 String
Keylds = = Array of String
A MM
3. MBS
SHER St fiik
Requestld String
H
. (HIR0D

PUMNFUH T 2Ol S5BIEERA0EIRD |, BfhiERBiER

RS

InvalidParameter
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld

InternalError

WS : BRmEmEX

kms.api3.finance.cloud.tencent.com,

EIREERS (KMS)

AHSE, AEORE : 2019-01-18

AHBH, HlE{SEAEid DescribeRegionsiE B A TS AIBIRFIE

FEMEZEANICMK I FIR , CMKEERASZHF100

H—iEK ID , ERIEKREPIRE], EAIRRRATEERHIZIRIEKE Requestld,

NHFEIRS.
fEA
SRR,
CMKATFE,
KeyldA<&i£,

ST

%132 |1 #187m



X BIHSTCE BHIEERS (KMS)

HiRtD R
UnauthorizedOperation FIZRURAE,
InvalidParameterValue.DuplicatedKeyld Keyld&EE.
ResourceUnavailable.CmkStateNotSupport CMK KSR ZIR1E,
FailedOperation.CmkUsedByCloudProduct CMKIEE# == mfEr.
UnsupportedOperation.ServiceTemporaryUnavailable ARSS BRI A AT,

WRIFRA : Bl emEX %133 71 #187™



O BASTCE

EnableKey

BIFEAYE: 2025-10-20 17:05:53

1. #EOfER

BEOERES :
FRFER—MEERICMK,
BOAEZOISRIREPRE © L00X/FD,

O SEHAYE : 2020-08-11 11:59:03,

EORMER LN,

2. NS

kms.api3.finance.cloud.tencent.com,

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SEER Wik SIEFENULL
Action 2 B
Version =2 =
Region = &
Keyld = )
A s
3. HIHSE
SHAER E-Sit) R
Requestld String
H >3
EllBEﬁE_'J

UTMRFIH T OS2 EERANERNT | Bt

RS

InvalidParameter
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld

InternalError

WS : BRmEmEX

s
String
String
String

String

VIS

fk
AHS

\

244, AEOEYE : EnableKey

HSE, AZOEYE : 2019-01-18

>

N

CMKHE—HRIRFF

fEA
SR,
CMKARF1E,
KeyldA<&i£,

ST

AHEH |, thi(SEaEd DescribeRegionsizAEE~

EIREERS (KMS)

ARSI AOMIE IR

H—iEK ID , ERIEKREPIRE], EAIRRRATEERHIZIRIEKE Requestld,
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X BIHSTCE BHIEERS (KMS)

HIRAD ik
UnauthorizedOperation RIFBURAE,
ResourceUnavailable.CmkStateNotSupport CMK RS RXIRE.
UnsupportedOperation.ServiceTemporaryUnavailable RS ER AR .

WS : BRmEmEX 2135 #187m

\|



X BIHSTCE BHIEERS (KMS)

EnableKeyRotation

BIFEAYE: 2025-10-20 17:05:53

=7 R
1. EOEA
EOBREE : kms.api3.finance.cloud.tencent.com,
SHEEHICMKIFEE R HRINAE,
FOANBEOIBERIERS « 1000K/FD.
BEOSEFATE : 2020-12-04 15:57:09,

EORMER LN,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik AFENULL i fiA
Action = S String ~HBE, KIZFOBYE : EnableKeyRotation
Version 2 & String NHE2E, KEOBYE : 2019-01-18
Region = & String NS, SR EEIS DescribeRegionsiEZ &&= RS TIZFR
Keyld 2 = String CMKME—FRIRTF
RotateDays & & Uinte4  #HERR , SN\@fL - X, BUESBE : 7~365 , EKIAE365
A M
3. IHEE
SHER it ik
Requestld String W—iEK ID , ®RiEKEPSIRE]., ERMATEERAZXIEKA Requestld,

4. TR

PAIMRFIE 7O SSZEERaERND | BERGFE N AT ER.

HIRD A
InvalidParameter SRR,
ResourceUnavailable.CmkNotFound CMKATFTE,
InvalidParameterValue InvalidKeyld Keyld AR &i&.

WIS : B emEX %136 1 #187m

\|



O BASTCE

HiRtD

InternalError

UnauthorizedOperation
UnsupportedOperation.ExternalCmkCanNotRotate
UnsupportedOperation.ServiceTemporaryUnavailable

InvalidParameterValue

WS : BRmEmEX

ZIHEERS (KMS)

fhik

REREEIR.

RIZBUR(E.
FAFRSAZEENCMKEE IR,
IRSS ERS AT A,
SHEYEEIR.

%137 T #187m
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O BASTCE

EnableKeys

BIFEAYE: 2025-10-20 17:05:53

1. #EOfER

BEOIERES
ZEORTHERACMK,
BOAEZOISRIREPRE © L00X/FD,
EOSEHAYE : 2020-08-11 11:59:16,

EORMER LN,

2. NS

EIREERS (KMS)

kms.api3.finance.cloud.tencent.com,

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHEWR Wik RENULL %8 N

Action = S String ~HSE, AEZEORYE : EnableKeys

Version 2 & String NHESE, ANEORYE : 2019-01-18

Region = B String NIESE , SR EEIY DescribeRegionsiE 1B &R ST

Keylds 2 & Array of String ~ EEHESRAIICMK I 5% , CMKEESAIF100
A MM

3. S

SHEWR it A

Requestld String W—iEK ID , 8XIEREPSIRME. EBNBEERAZRIEKE Requestld,
>N
. TEIRAD

PUTMRFIH T OS2 EER AR | Efthis

IR

InvalidParameter
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld

InternalError

WS : BRmEmEX

IRIGER A H IR,

fEA
SR,
CMKAFFTE,
KeyldA<&i£,

ST
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X BIHSTCE BHIEERS (KMS)

HiRtD fER
UnauthorizedOperation FRIZRURAE,
InvalidParameterValue.DuplicatedKeyld KeyldEE.
ResourceUnavailable.CmkStateNotSupport CMK KSR ZIR1E,
UnsupportedOperation.ServiceTemporaryUnavailable RS ER A .

WRFRE - BRmERMEX 5139 @ #187|



O BASTCE

Encrypt

BIFEAYE: 2025-10-20 17:05:53

1. #EOfER

EIREERS (KMS)

EOBREE : kms.api3.finance.cloud.tencent.com,

AEORTIZSS HAKBESEIE , TRTINZEEIERERTS , RSA Key , SiHER/NISRMEE. W TMAIEIEINS: , £/
GenerateDataKey4 piftiDataKey T A HEEAI IR ER/E

FOAROIBRIRERIRSE] © 3002%/70,

EOSEHATE : 2020-01-15 20:19:59,

EORBESRER,

2. WNSEL

SHAR D43
Action =
Version =
Region =
Keyld =
Plaintext =

EncryptionContext &

3. S

SHBR RE
CiphertextBlob String
Keyld String
Requestld String
-3
4. 35103

WS : BRmEmEX

FEFFNULL 2584 fER

& String NHBE, KZFOBYE : Encrypt

= String IS, AEOEE : 2019-01-18

= String ANHsE , S E @I DescribeRegionsiE &&= R s iFHH 7
x

i String  iEFCreateKey&EHICMKE BlE—RRRAT

B String  #RINERAIBASIER | ZFERRERbase644wiE |, RN GRAKESHRFK

= String key/valueX3fiijson=Ffr& , AIRISE 71254 . WTEJEAFADecrypt APIEY

FREMARNSH , RAZFFLI024MFFF

5%
INEfE42d base644RBHIZE L
INEZFERIICMKI LB E—RR

E—IEK ID , &RIERESIRE]. EMIAEISFEERAZRIERAT Requestld,

%140 T H187m
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O BASTCE

UG T 3Ol S5 IEERA0EIRD , BRI A HHEIRD,

Hixhg

InvalidParameter
ResourceUnavailable.CmkDisabled
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
InvalidParameterValue InvalidPlaintext
InternalError

UnauthorizedOperation

WS : BRmEmEX

ZIHEERS (KMS)

f#A

SEGEIR.
CMKEHEA.
CMKARFTE.
Keyld R &i%.
Plaintextf~&i%.
WEREEIR,

RIZBUR(E.

%141 |1 H187m

\|



O BASTCE

EIREERS (KMS)

GenerateAsymmetricKeyPair

ERITEFHYE): 2025-10-20 17:05:53

7 ey p
1. #FOfEA
EOBKRIEE : kms.api3.finance.cloud.tencent
4 pRAEXIFRESARS
EONZCERINZRS : 1000%/FD,
EOSEFRAETAE : 2022-09-15 14:59:11,

EOBEIOES &N,

2. NS

.com,

ITNBERSHGIRNFIE TEOIBERSHFED NS, TEARSHGIRD NSRS
SHER Wik AEENULL 38 Ak
Action 2 sy String B, AEOBYE : GenerateAsymmetricKeyPair
Version 2 &5 String NS ANEOEYE : 2019-01-18
Region = = String ’;ﬁi’%ﬁﬁ , WSR2 FTiEId DescribeRegionsi BB s UM,
Keyld 2 & String  CMK£BME—HRRFT
KeySpec 2 B String  IEEERAEITREANEIE, 3F  SM2
EncryptionPublickey 75 = String xsoe\)%itﬂ’ﬂpemi’_fgﬁf}a?ﬁ%%;%% RSA2048 %EL SM2 /L‘\ff" ::
FHRERBXFARRITING. BAZT , WAKEXERIIIE,
IEXIFRINEES L |, BLA EncryptionPublicKey 3HREIZIERHTING.
o & ® g IR SEG0G) S coc numoc
RSAES_OAEP_SHA 256, &A= , MEKIAS SM2,
3. S
SHER il R
Keyld String  CMKHI2FHE—iRR
EVEAFARIRIRM EncryptionPublicKey , iZ=FER{E/IPSIESTIPEMEELFAAIAS. EHiEFRS
PrivateKeyPlaintext String BT EncryptionPublicKey , MIiZ=ER{EAER EncryptionPublicKey 22$A3TP8I&

PEMZEEIFATHBASGHITIEXIFRINZESH) Base64 fRABIIEE., 1L Base64 fFEfG |, M

P LERABXIRAGFARIH I TH—S MR | LASRENPISTIPEMSSELFATRBAL.

WS : BRmEmEX

%142 71 #187m
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O BASTCE

SHETR eSS
PublicKeyPlaintext String

PrivateKeyCiphertextBlob = String

Requestld String

4. FEIRD

UG T O S5BIEERA0EIRD | BfhERIDIFE I A iEiRE

FEIRMG

InvalidParameter
ResourceUnavailable.CmkDisabled
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
InternalError

UnauthorizedOperation

WS : BRmEmEX

ZIHEERS (KMS)

3%
PLIETUPEMERELR EIRIRESI A,

i CMK IDEFASAERIEY , BFRPEEETREZEN , KMSTEEEAESERS. o
LUBIE Decryp iz N X HIRENEZSHIES

E—IEK ID , &RIERESIRE. EAIIARRSFEERAZRIEKA Requestld,

Jdr
°

R

SHGEIR.
CMKEEER.
CMKARFTE.
Keyld R &i%.
MEREEIR,

RIRBUE(E.

%143 71 #187m
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O BASTCE

EIREERS (KMS)

GenerateDataKey

BIFEAYE: 2025-10-20 17:05:53

=7 R
1. EOEA
EOBREE : kms.api3.finance.cloud.tencent.com,
REOER—NUESE | SN EER TSR,
FOANBEOIBERIERS « 1000K/FD.
BEOSEFATE : 2020-05-07 14:31:37,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wk SSFENULL 38 N

Action = & String ~HBE, KIZFOBYE : GenerateDataKey

Version = & String NS, AEOBYE : 2019-01-18
INEgE H=EENES i ionsiE B & RS iEn gz

Region = = String %/Véﬁl , SR E)E g DescribeRegionsiz &&= Sz 0ithiE 5

Keyld 2 & String = CMK2EM—HRRFF

. 1EREER DatakeyRIMNZEE ALK Datakey A/ , AES_1285 &
KeyS =B = St
eyspec = = 09 AES_256, KeySpec #1 NumberOfBytes Mg E—"

HERAIDataKeyfHKE , ERSFEENUmMberOfBytestKeySpechT , LA

NumberOfBytes & & Uint64 =~ NumberOfBytesuiE., &/IMBEAL, & AE/1024, KeySpec
NumberOfBytes MJTEE—

. . key/valueXdfijsonFRFeR , QIREMIZFE , MiREIRDataKeyEiz%:
EncryptionContext B =B Strin
yP = | " 7 HBEENERNSHE
A M2
3. IHEE

SHER it N

Keyld String  CMKHI£FHE—RR

Plaintext String S RAIEIREZEDataKeyAIBEX | 1ZBEX(FEAbase64iH 1T T RIS , Fbaseb4fRmBE/ENSURRHAM

WS : BRmEmEX

(EdE!

%144 T H187m
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O BASTCE

SHETR St
CiphertextBlob  String

Requestld String

4. $5IRMS

ZIHEERS (KMS)

fik

#HiEEmsADataKeyIZENEX , AFRERTREZEN . KMSTEERFRIEERH. L@l
DecryptizOMCiphertextBlobh3kENEIEE $ADataKey X

E—IEK ID , &RIERESIRE., EARSFERAZRIBERAT Requestld,

UG T 2O SSIBAEERA0EIRD | BERIRFER A TEIRD,

IR A
InvalidParameter SHBEIR.
ResourceUnavailable.CmkDisabled CMKEHER.
ResourceUnavailable.CmkNotFound CMKARFE,
InvalidParameterValue.InvalidKeyld Keyld A &iZ.
InternalError REBEIR.
UnauthorizedOperation RIFBURLE,

WS : BRmEmEX
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X BIHSTCE BHIEERS (KMS)

GenerateRandom

BIFEAYE: 2025-10-20 17:05:53

= +

1. EOEA

EOBRIEE : kms.api3.finance.cloud.tencent.com,
BEMNETERIE.

FOANBEOIERIERS « 1500K/FD.

BEOSEFATE : 2020-01-15 14:32:05,

EORMER LN,

2. NS

LINERSHGIRNGIE TEOBRSEFRO LIRS, RBEAHSHPIRNAHLERSL,

SHER Wik ABEFNULL 38 ik

Action = & String nHE&E , NEOEYE : GenerateRandom

Version 2 & String NHSE, AEORYE : 2019-01-18

Region 2 & String NS, HiEEE @I DescribeRegionsiE 1 &&= R STiSA0MIHFIZE
NumberOfBytes £ = Uinted  ERBIBEHNERIKE. &/IMERL, &XAER1024,

3. WS

SHAER ESit] A
Plaintext String HERAOBEN YRR |, iZBESFEAbase644wts , AR EE(FAbase64fER5RIE,
Requestld String H—iEK ID , SRiEKESIRE], BN EERZXIEKE Requestld,
j:t\
4. %EIE’EE

UG T 2O SSIZAEERA0EIRD | BERIIFER AR,

FER fER
InvalidParameter SRR,
InternalError WEBEEIR,
UnauthorizedOperation RIFTURE,

WS : BRmEmEX %146 TW #187]



O BASTCE

GetKeyRotationStatus

BIFEAYE: 2025-10-20 17:05:53

1. #EOfER

EIREERS (KMS)

EOBREE : kms.api3.finance.cloud.tencent.com,

BIEERNICMKRETE T ERRIRINEE.
BN OIBRIRERIRS] © 1000%/70,
EOEFATE : 2020-01-15 20:34:05,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHETR ik RFENULL et

Action = = String
Version = 5 String
Region P = String
Keyld = ) String

3. S

ey, ANEOEYE : 2019-01-18

B

N

AHBH, Huim(EE 0B DescribeRegionsiE & &R 0N IZE

CMKHE—HRIRFF

SHER ESidl fEik
KeyRotationEnabled Bool BRI ESTE
Requestld String H—iEK ID , ®RiEKESIRE], EEMATEERAZXIERKA Requestld,
+H0
4. sEixhs

UG T 2O SSIZAEERA0EIRD | BERIIFER AR,

EIRAD
InvalidParameter
ResourceUnavailable.CmkNotFound

InvalidParameterValue.InvalidKeyld

WS : BRmEmEX

fik

SHEEIR.

CMKAFE.

Keyld R &i%.

%147 T1 H187m
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X BIHSTCE BHIEERS (KMS)

IR iR
InternalError HEREEIR.
UnauthorizedOperation RIFRURLE,

WS : BRmEmEX %148 TW #187M|
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O BASTCE

GetParametersForimport

ERITEFHYE): 2025-10-20 17:05:53

1. O

EOSKRIEE : kms.api3.finance.clo

ud.tencent.com,

EIREERS (KMS)

REVEAEEH (CMK) #9588, IREITokenfEAiTImportKeyMaterialf92#(z— , IRERIPublickey BT3B ESAERH
HATINE . RERJTokenFIPublicKey 24/N\H/E5R38 , KUEMFEMSA | FEAXBERIZZEOIREEHRITokenFIPublicKey,

ERANZOIERIARIRE] © L0R/F,
EOEATE : 2020-08-11 11:59:37

EORBESREM,

2. WNSEL

°

UTNERSEGIRGIH TEROBRSENPO LIS, mBAHSEPIRDNATLERES,

SHAR Wik FIFNULL 58

Action = & String
Version = &= String
Region 2 & String
Keyld =2 & String

#2440, NMEORYE : 2019-01-18

B

ANISE , S B aEd DescribeRegionsiz &&= R SrisHtbi5
CMKRIHE—FRR |, SRENEESEHICMKIZEEXTERNALZEEY | RifE
CreateKeyHi1gEType=2 FEEHICMK,

IBEMZZEMAINEL . BRISTFRSAES_PKCS1_V1_5,
RSAES_OAEP_SHA_ 1. RSAES_OAEP_SHA 256

IEEMEEAMRIAISRE | BRTASHFRSA 2048

CMKEIHE—HRIR , BT EEBRSARBRMREICMK,

SNESIMEIREEZENtoken , FBFEA ImportKeyMaterial B954,

BTNt RIHIRSALNEE |, base644@i3. {FFIPublicKey baseb64f#RBIEHIATHIE SNSRI

WrappingAlgorithm 2 = String
WrappingKeySpec = &= String
v X
3. BHESE

BB ESit] fik

Keyld String

ImportToken String

PublicKey String

ParametersValidTo Uint64

WS : BRmEmEX

170 E{E /9 ImportKeyMaterial B9£44,

ZStokenTINBAIERER , BITZIBETTESAN | FEEHEHEGetParametersForImport

SREN.

%149 T #187m
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O BASTCE

ZIHEERS (KMS)

SR eS| A

Requestld String HE—EK ID , ®XiEKRESIRE, BRI EEREIZRIEKA Requestld,
3
EllBEﬁE_'J

UG T O S5 AR A0EIRD | BEERDEN AT

IR

InvalidParameter
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
InternalError
UnsupportedOperation.NotExternalCmk

UnsupportedOperation.ServiceTemporaryUnavailable

WS : BRmEmEX

o
™
di
°

R

SHGEIR,

CMKATFE,

KeyldA<&iZ,

WEREIR.

CMKSEEIEIR | {N3Z3FExternal CMK,

RS E RS AR .
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O BASTCE

GetRegions

EIREERS (KMS)

BIFEAYE: 2025-10-20 17:05:53

1. #EOfER

EOBRIEE : kms.api3.finance.cloud.tencent.com,

SREGZAtbIEG IR

FUAZ OB ISRERIRS : 200R/7D.

EOEFATE : 2020-08-24 14:14:04,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER ik RIFNULL XE 1A
&

Action 2 B
Version =2 =
Region = &

3. BiHSE

SHBR RE
Regions String
Requestld String
H
. (HIR0D

String ~HBE, KIZFOBYE : GetRegions
String AHEE, AEOBYE : 2019-01-18

String AHSE , WEHERSANEIL DescribeRegionsiE B A st St

R
B]FregionFllzk

WE—EK ID , SRIEREPIRME., ELIDRATFERAEZRIBERAI Requestld,

UG T OSSR A0EIRD | BfERISEN A HHEIRD,

%EI'L?EEE_'!

InternalError

WS : BRmEmEX

fik
BRI,

%151 |1 #187m



O BASTCE

GetServiceStatus

BIFEAYE: 2025-10-20 17:05:53

1. #EOfER

EOBREE : kms.api3.finance.cloud.tencent.com,
RFEEZEFREEFBKMSIRS
BOAEZEOIERIREPRE : SOR/FD.

EOEFAYE : 2021-03-09 19:46:09,

EORMER LN,

A sles
2. NS
LTRSS TSRS SAEA A S | SRS HFIRI A SR

SHER ik RIFNULL XE 1A
#*=

EIREERS (KMS)

Action 2 sy String AHSE, AEOHYE : GetServiceStatus
Version =2 & String NHESE  AEOEYE : 2019-01-18
Region = ) String AHSE, WiSEAEIE DescribeRegionsiEZ B E RS2 iFHItE %R

3. S

SRR &g fEA

ServiceEnabled Bool KMSIRS2EFE , true REHE

InvalidType Int64 FRSSAETFIEEY : 0-RMISL , 1-IE% , 2-XBER , 3-BRFEH

UserLevel Uint64 FAFP%R

ProExpireTime Uint64 IS HRRTE

ProRenewFlag Uint64 PR

Requestld String HE—FK ID , ®XiEKREPSIRE, BRI EEREIZRIEKA Requestld,
4. tERG

PAIMRFIE 7O SZEEXANERE | EERGFE N SR

hra)
°

IR A

WS : BRmEmEX

%152 71 #187m



X BIHSTCE BHIEERS (KMS)

HiRtD R
InternalError MEREIR.
UnauthorizedOperation RIFRURLE,

WS : BRmEmEX 2153 Tn #187m|

\|



X BIHSTCE BHIEERS (KMS)

ImportKeyMaterial

BIFEAYE: 2025-10-20 17:05:53

=7 R
1. EOEA
EOBREE : kms.api3.finance.cloud.tencent.com,

BFSAZER., REZEENEXTERNAL FICMK AT LAEAN , SARIZESRITEMER GetParametersForlmport SREXAIZ RTINS,
BILAJOIERER) CMK S ARRMR , HERSEIHE , ELRSENERENERR. CMK ZERISNER LAEIREZAM .
SNRNZEMEII IS ERMBIRE | IEENCMKELEER , FERRASANERNZBMRABERER. CMKEMIZA , RN
FRISARERN CMK # |, BERAEFP— CMK INENEUETEFERS—1 CMKiEE, RBEnabled #1 PendingImportik&SAICMKRT
LAS NZSBIRL,

FUAZ OB ISR : LOR/ED.
RS #ATE : 2020-08-11 12:02:05,

BORWERREN,

2. NS

TBERSEGIFRSGIE TEROBSRSEFIHDALESE , TBEAHSHGIRIATERSEL,
SEER Wik IFNULL 88U U
Action = = String NHBE, KZFOBYE : ImportKeyMaterial
Version =2 &5 String NESE , AEOEYE : 2019-01-18
T BT . ionstEEs S
Region = = String g,\/iﬂ , ME{SEETE g DescribeRegionsiE &&= w5250t
e ZlES
{EEFGetParametersForlmport R[EIFIPublicKey INZEHIZEE4 1)
EncryptedKeyMaterial 2 = String base64fmg, XFEERAregionfIKMS , SANRIESHMRHKEEK
= = 73 128 bit , FIPSkRZAregionfIKMS , SANNZSEMEHKEERS
256 bit,
ImportToken Z & String BEdARGetParametersForlmport3XSHIS A SHE,
ZEAMIRLIERRTIE) unix BHERL , NEETE 0 FREEMEA AR
ValidTo = & Uinted  Hi , BIEESHNE , SEXTHRINER , &AF
2147443200,
. SESNZEERICMK , EEFEFGetParametersForimport F5EM
Keyld = = String ianﬁ(?a% e AR BEM r rsForImport 50
A M2
3. ®HSE
SEER i) R

WS : BRmEmEX 2154 TW #187|

\|



X BIHSTCE BHIEERS (KMS)

SHAR it R
Requestld String H—i5K ID , @XIEREPSIRME. ERNBEERAZRIERKE Requestld,

4. FEIRS

UG T OSSR A0EIRD | BERITEN A HHEIRD,

Hixhg fEA

InvalidParameter SHEER.
ResourceUnavailable.CmkNotFound CMKATFTE.

InternalError WEREEIR,
UnsupportedOperation.NotExternalCmk CMKZEBUEIR | {ZFFExternal CMK,
ResourceUnavailable.CmkStateNotSupport CMK RS SZHRZIR(E.
ResourceUnavailable.TokenExpired TokenE212Hf,
InvalidParameter.DecryptMaterialError fiF=EncryptedKeyMaterial2<R.,
InvalidParameterValue.MaterialNotMatch SNNEZRRFIRES AR,
UnsupportedOperation.ServiceTemporaryUnavailable ARSS BRI AET A,

WS : BRmEmEX 28155 T #187m|
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O BASTCE

ListAlgorithms

BIFEAYE: 2025-10-20 17:05:53

=7 R
1. #FOfEA
EOBREE : kms.api3.finance.cloud.tencent.com,
5| ZATRegion3ZHFAIINZTT T
EOMZECIERINERS) - 200%/70,
EOSEFRATAE - 2020-03-11 17:03:23,

EORMER LN,

2. NS

EIREERS (KMS)

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

NHSE, ibiRfSEAE I DescribeRegionsiE &&= MRS SHERTIZ

SHER Wik FREFFNULL &<t fEA
Action 2 S String ~HBE, KEOBYE : ListAlgorithms
Version = &= String NS, AEFOBYE : 2019-01-18
Region = &= String v
A M2
3. BitHEE
SRR &<t TR
SymmetricAlgorithms Algorithminfo  AHXSZIFAOXIFRINEES
AsymmetricAlgorithms AlgorithmInfo  ZAMEXSZHRIIIEIFRINZE L

Requestld String

j:t ~
4. i81=f8
LA T O SSBERXAYEIRS , EEREEN AT SR,
e
InternalError

UnauthorizedOperation

WS : BRmEmEX

E—IEK ID , 8RIEREPRIRME., EMAASFEERANZRIBERAT Requestld,

1%
REREEIR.

RIZBURLE.
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X BIHSTCE BHIEERS (KMS)

ListKeyDetall

BIFEAYE: 2025-10-20 17:05:53

1. #EOfER

EOBREE : kms.api3.finance.cloud.tencent.com,
IRIEHEEOffsetfILimiti kAN EBAFIRIESS,
BOAEZOISRIREPRE © L00X/FD,

EOEFAYE : 2020-12-02 09:56:15,

EORMER LN,

2. NS

LINERSHGIRNGIE TEOBRSEFRO LIRS, RBEAHSHPIRNAHLERSL,

SHETR Wik SFNULL %R A

Action =3 & String NHBE, KIZFOBYE : ListkeyDetail

Version =2 5 String NESE , AEOEYE : 2019-01-18

Region =z = String AHBE, HhiESEAEIE DescribeRegionsiZ &AM S iFHithEFI%E

. B NIR SQL &ifjRY Offset —51 , FRRAIREVNIZ—EIRFFHEF [E04ERT58

= @

Offset A s Uint64 Offset ASTEFHE | HREH0

Limit = = Uint64 B MIR SQL &=iFRY Limit —3 , ARARESIKE Limit NNTR, REE
- - 710 , BAfEA200

Role . . Uint64 RIEQIEEAEMRIE , BUA 0 FrAFECEENcmk , 1 FJRENHEE
A S RERRIEIcmK

OrderType = = Uint64 RIECMKEIERTEHERE . 0 Zn&RREFHEE | IRNREA R

RIECMIRZFIE , 0FR~2EBCMK , 1 F~X&EifEnabled CMK, 2
KeyState S S Uinte4 FRINEiADisabled CMK , 3 F&/&iflPendingDelete RESHICMK(EF

ITHRIMBRIRZSAIKey) |, 4 FREIA PendingImport RESAICMK

SearchKeyAlias & & String TRIEKeyldaE AliasHH{THEHATACEIA)
HRIECMKSRELFIE , "TENCENT_KMS" RRTmIEZEM - EKMSEIEZRY
Origin = = String CMK , "EXTERNAL" R RIHEZHAMEIEERFPSAR EXTERNALSEE
CMK, "ALL" BiE NMREFRTIPEELERER , /NG,
IRIECMKAKeyUsagefiist , ALLRRIHESED , AIEARRNSE0D - ALL 5
. ENCRYPT_DECRYPT & ASYMMETRIC_DECRYPT_RSA_2048 &,
KeyUsage = = String

ASYMMETRIC_DECRYPT_SM2 , A=MIBAIAGTEIZENCRYPT_DECRYPTZE
pi

WS : BRmEmEX 28157 W #187m|



X BIHSTCE BHIEERS (KMS)

SHRER Wik AIENULL k8 0
. Array of
Py Py
TagFilters & & TagFilter RS ESRM

3. S

SHBR it A
TotalCount Uint64 CMKRIR#EE

KeyMetadatas KeyMetadata REIREMHERSIZE.

Requestld String H—iEK ID , &XIEREPSIRME. EEENEERAIZRIEKE Requestld,
TR =]
EllBEﬁE_'J

UG T Ol SSIBEERA0EIRD | BERIDEN A THEIRD,

IR R
InvalidParameter SRR,
InternalError WEREIR.
UnauthorizedOperation RIZRURAE,

WS : BRmEmEX 25158 TW #187m|
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ListKeys

BIFEAYE: 2025-10-20 17:05:53

1. #EOfER

EIREERS (KMS)

EOBREE : kms.api3.finance.cloud.tencent.com,

5 HWS FEIRZSIEnabled , Disabled 1 PendingImport B9CMK Keyld %1z

FRAZCEISRERIRS : SOR/ED.
RBSE#AYE : 2020-01-15 20:31:15,

EORMER LN,

2. NS

UNBERSEGIFRRGIH T EOERSERIERS

SEER
Action
Version

Region

Offset

Limit

Role

Wik
=
E
=
=

=
=

iy

iy

Iy

3. mHSE

SEEFR
Keys
TotalCount

Requestld

4. FEIREE

FBEFNULL

Py
[=}
@
=

=
[

i

iy

i

Uint64

String

WS : BRmEmEX

s
String
String

String

Uint64

Uint6e4

Uint64

%

CMK7FIZRE04E
CMKH R EE

HE—EXID,

\.
Jj/

HBE , TEAHSHIIRDNATHERSH,

NHSE, AEOHYE : 2019-01-18
NIEBE , HESEENET DescribeRegionsiE B &R iEAttFI%E

BXIR SQL E=iflfY Offset —5 , RRAIREVNIE—EINFHE7IE4ERI58 Offset
PMIEFE | ®REA0

BXIR SQL HifRY Limit —5 , FRAARNIRIRERSIRE Limit TR, HREEN10,
&AfE79200

IRIECIEE AL , 20A 0 FREFPECE/EN Mk, 1 ZBRENEE=TRE
EIRIEAICcmk

FREKRESIRE. BRI EERIZRIEKE Requestld,

%159 1 #187m
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AR 7OV S EERAIERID | BERIDFE N HEIR
HIRD
InvalidParameter
InternalError

UnauthorizedOperation

WS : BRmEmEX

Jdr
°

ZIHEERS (KMS)

1%
SHEIR.
REREEIR.

RIZRURLE.

%6160 1 #187m
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ReEncrypt

BIFEAYE: 2025-10-20 17:05:53

=7 R
1. #FOfEA
EOBREE : kms.api3.finance.cloud.tencent.com,
{FAEECMKIE X EHINE.
EONZOERINZRS : 1000%/FD,
EOSEFRATAE : 2020-01-15 20:20:45,

EORMER LN,

2. NS

UTNBERSEGIRGIH T ROBERSEHBOI DHSE , TBAHSEHS

SHBR Wik FRFFNULL
Action = &
Version =z B
Region b= a
CiphertextBlob =z G
DestinationKeyld B B
SourceEncryptionContext = =
DestinationEncryptionContext & B
A M2

3. FitHEE
SHER it fEA
CiphertextBlob  String  EHINZEEAIZL
Keyld String  EFINEERARICMK
SourceKeyld String  EFTINERIEERICMK

WS : BRmEmEX

=]
String

String

String

String

String

String

String

EIREERS (KMS)

IRIAHIFRSE
R
PHSEL, AEEOBYE : ReEncrypt

H2% , KZOBYE : 2019-01-18

D>

AHSE , HlESERaEid DescribeRegionsiEZ & &M
it

HEEMINENEY

EHINEERNCMK , RN, NEREXRERICMKE
FNE ( EEERBRIENEX AR )

CiphertextBlob ZX IR ERRIkey/valueXdHjson==1F
BB, WISRINERIAREEA , WAz

EINEERkey/valueXdhYjsonF e | WNRERIZF
B, MRERHE R R RN AR TSR

%161 1 #187m
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X BIHSTCE BHIEERS (KMS)

SHAR St R
trueRNEXEBEEHMINE. A—NCMKHTEINE , EERIRERERIENER N2 {750rE
ReEncrypted Bool o . .
FNZHRME | IREIFREESL
Requestld String  ME—iEK ID , ®RIEKRESIRE]., EAEEEREIZXIEKE Requestld,
O
4. i51x08

PAIMRFIE 7O S EERaERND | BERGFE N AT ER.

HIRD R
InvalidParameter SRR,
ResourceUnavailable.CmkDisabled CMKE#EA.
ResourceUnavailable.CmkNotFound CMKATFTE.
InvalidParameterValue.InvalidKeyld KeyldA~&i%.
InvalidParameterValue InvalidCiphertext EEAEIR.
InternalError WEBEEIR,
UnauthorizedOperation RIZFRURLE,

WIS : B emEX 5162 T1 $£187]



X BIHSTCE BHIEERS (KMS)

ScheduleKeyDeletion

BIFEAYE: 2025-10-20 17:05:53

<7 A

1. EOEA

EOBREE : kms.api3.finance.cloud.tencent.com,
CMKitRImaED , BTEECMKIRRIRTE , Bli%RtaXEa7,301k
FNBEOIERIRIRS « 200R/FD.

BEOSEFATE : 2020-08-11 11:56:46,

BORWERREN,

2. NS

UNERSEFIRNGIH T EOBEKRSEIIESS AHSE  TBAHSEHFIRNAHIE RS
SHER Wik FRFNULL 58 iR
Action 2 & String AHSE, AEOBYE : ScheduleKeyDeletion
Version =2 & String NHES# | ANEOEYE : 2019-01-18
P YT . L P
Region = = String 5/\¢§ﬁ , HbimfE B eTiE@id DescribeRegionsiz [ & & 7= R SIS0t
R
Keyld 2 B String CMKAIME—HRE
PendingWindowlnDays = £ £ Uinte4  IHERIMIBRASEIXIE)[7,30]
A s
3. WS
SHER St iR
DeletionDate Uint64 THEIBRHITASE
Keyld String HE— RS RIRIBRAYCMK
Requestld String M—igX ID , ®XiEKEPIREl., BT EERALZXIEKA Requestld,

4. $EIRD
BUFRGI T B LS BRI AORARID | RSB AEi200,

FHIRAS R

WIS : B emEX %163 1 #187m

\|



X BIHSTCE BHIEERS (KMS)

IR i)
ResourceUnavailable.CmkNotFound CMKAFEE.
InvalidParameterValue.InvalidKeyld KeyldA~&i%.
InternalError WEREIR.
UnauthorizedOperation RIFHURAE,
InvalidParameter.InvalidPendingWindowInDays THUMBRESESEERE,
ResourceUnavailable.CmkShouldBeDisabled RAFZEFRICMKASBEATRUABR
ResourceUnavailable.CmkStateNotSupport CMK REASTHRZIRE,
FailedOperation.CmkUsedByCloudProduct CMKIEEHR == mR(EA.
UnsupportedOperation.ServiceTemporaryUnavailable ARSSERI AT A,

WRIFRA : Bl emEX %164 Ta #187]



X BIHSTCE BHIEERS (KMS)

SignByAsymmetricKey

BIFEAYE: 2025-10-20 17:05:53

=7 R
1. EOEA
EOBREE : kms.api3.finance.cloud.tencent.com,

ETFREBEER. TR RBMINEIE T KeyUsage= ASYMMETRIC_SIGN_VERIFY_SM2, ASYMMETRIC_SIGN_VERIFY_ECC g,
ASYMMETRIC_SIGN_VERIFY_RSA_2048 p9%$BA eI LAFEREEIhEE

FOAROIERIRERIRSE] © 1002%/70,
EOEHATE : 2022-09-15 14:59:41,

EOBFIRE S EM,

2. WNSEL

UTNERSEGIRGIH TEROBRSENPO LIS, mBAHSEPIRDNATLERES,

SHBR Wk SFNULL 2R3 DU
Action 2 & String NHBE, AZEOBYE : SignByAsymmetricKey
Version = 5 String &, NEOEYE : 2019-01-18
Region = = String  AHSE , HuisSE @S DescribeRegionsiz OB &= G T iSAYIEFIZE
BHREE , STHEYEL - SM2DSA ( ASN1 8=, ) , SM2DSA_ASN1 ( ASN1
Algorithm = ES String  #8%) , SM2DSA_RAW ( JRAH&= ) , ECC_P256_R1,
RSA_PSS_SHA 256 , RSA PKCS1 SHA_256
BERYSERRE., (IREHNEHEERYX , NEEEXAKE ( Base6dds
Message B B String  MEEIRIKE ) FBH4096F 15, MIREHNSEERHE  HEREKE

( BasebA4RMBRIAVKE ) WARET 325

Keyld B2 B String  EEAIHE—IRIR
MessageType & & String  HEZE . RAW , DIGEST , SNRAME , BIAARAW , R RBEERY.
& %
3. IS
SHRER ESid) HnA
Signature String %% , Baseb44mhg
Requestld String M—iEK ID , 8XiEkEIRE]l, EAAMATEERMZXIEKA Requestld,

WIS : B emEX %165 1 #187m

\|



X BIHSTCE BHIEERS (KMS)

4. FEIRS

UG T OSSR A0EIRD | BERITFE N A HHEIRD,

IR R
ResourceUnavailable.CmkStateNotSupport CMK RS ZIRE.
InvalidParameterValue.InvalidKeyld Keyld A &i%,
ResourceUnavailable.CmkNotFound CMKAFIE.
AuthFailure CAMEE/ERUER
InternalError HEBEIR.
InvalidParameter SHBEIR.

WS : BRmEmEX 25166 TW #187MW



X BIHSTCE BHIEERS (KMS)

UnbindCloudResource

BIFEAYE: 2025-10-20 17:05:53

1. #EOfER

EOBREE : kms.api3.finance.cloud.tencent.com,

MBRIERE ( key, BRIR , =/ ) KSR , LAKRIA : IBENomiVSIRE A BEAZRkey.
BOAEZEOIERIREPRE : 200K/FD.

EOEFRAYE : 2020-08-11 11:52:08,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER W% SRIFNULL 58 TR

Action = 5 String NS, AZEOBYE : UnbindCloudResource

Version =2 5 String NS AEOEYE : 2019-01-18

Region 2 S String = ~HS%, S EATEd DescribeRegionsiE &&= fSTiSHUbiEGI =

Keyld = B String cmkAYID

Productld 2 = String  =FERAIE—MEIRRET

Resourceld 2 & String  RiR/LHID , BEASRES N mEEREN | IFFFBRRaMiEiE.
3. MBS

SHRER &g R

Requestld String W—i5K ID , 8XIEREPSIRE. BRI EEREZRIEKE Requestld,

4. R

AN 7OV S EERAERID | BERIDFE N SR,
FHIRAD fEIR
UnsupportedOperation.ServiceTemporaryUnavailable RS ERAAA.
InvalidParameter SHEER,

WS : BRmEmEX 2167 TW #187)
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HIRD
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
InternalError
UnauthorizedOperation

ResourceUnavailable.CloudResourceBindingNotFound

WS : BRmEmEX

ZIHEERS (KMS)

TR
CMKAREFE.
KeyldA<&iE,
WEREEIR,
RIFRURLE,

Mk BRIRAISBER R T,

%168 T #187m
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X BIHSTCE BHIEERS (KMS)

UpdateAlias

BIFEAYE: 2025-10-20 17:05:53

7 ek p
1. EOEA
EOBREE : kms.api3.finance.cloud.tencent.com,
FTFEMCMKRIBIE, XJTF4bTFPendingDeletedRZEAICMKEEIHEHL,
FOANBEOIBERIERS « 1000K/FD.
BEOSEFATE - 2020-08-11 11:59:50,

EORMER LN,

A sles
2. NS
L BRSSPI TSI T EOE RS ST AL S | SEARSHFIRIALEREH,

SHER ik RIFNULL XE 1A
3t

Action 2 & String PHSE, AEOBYE : UpdateAlias

Version =2 & String NHESE  AEOEYE : 2019-01-18

Region 2 & String AHESE , WiSEAEIE DescribeRegionsiE B E RS2 iFHtE IR
Alias 2 B String #FBIE | 1-60NFEREHEFHNAS

Keyld 2 B String CMKRIZ BE—TRIRRFF

3. S

SHER i HA
Requestld String HE—EK ID , ERiEKRESIRE], ENRRITRERHIZRIEKE Requestld,

4. TR

PAIMRFIE 7O SSZEERaERND | BERGFE N AT ER.

EiRAD i)
InvalidParameter SHEEIR,
InvalidParameterValue.InvalidAlias BlEEIEEIR,
InvalidParameterValue.AliasAlreadyExists BB EEFE.

WIS : B emEX %169 1 #187m
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HiRAD ik
ResourceUnavailable.CmkNotFound CMKATFEE.
InvalidParameterValue.InvalidKeyld KeyldR&i&.
InternalError WEREIR.
UnauthorizedOperation RIZHURAE,
UnsupportedOperation.ServiceTemporaryUnavailable RS ERIART L,

WS : BRmEmEX %170 W #187m|
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UpdateKeyDescription

BIFEAYE: 2025-10-20 17:05:53

=7 R

1. #FOfEA

EOBREE : kms.api3.finance.cloud.tencent.com,
ZEORTHEENcmKESHEIAEE. X3FTFPendingDeletelRZSHICMKZELEEX,
EONZOERINZRS : 1000%/FD,

EOSEFRATAE - 2020-08-11 11:58:12,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHEWR Wik FSIEFNULL it R
Action 2 & String  AHSE, AEOBYE : UpdateKeyDescription
Version 2 & String NHESE, AEOBYE : 2019-01-18
Region = = String NS, WigSEaEIS DescribeRegionsiE &&= B SiSHIMtE 7R
Description £ & String  FAUEIAGR  RAIFL024FH
Keyld = & String FEEEIEAEERICMK ID
A M
3. BitHE
SHEWR et R
Requestld String W—iEK ID , ®RiEKEPSIRE]., ERMATEERAZXIEKA Requestld,

4. TR

UG T 2O SSIZAEERA0EIRD | BERIIFER AR,

IR R
InvalidParameter SHEEIR,
ResourceUnavailable.CmkNotFound CMKATFIE.,
InvalidParameterValue.InvalidKeyld Keyld A&,

WIS : B emEX %171 |1 #187m
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IR fER
InternalError WEBEEIR,
UnauthorizedOperation RIFRURAE,
UnsupportedOperation.ServiceTemporaryUnavailable ARSS BRI AAT A,

WS : BRmEmEX %172 W #187)
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X BIHSTCE BHIEERS (KMS)

AEXIFRE AR
AsymmetricRsaDecrypt

BITEFATE: 2025-10-20 17:05:53

1. FOfEE

BEOEKIHE . kms.api3.finance.cloud.tencent.com,

(FERHEEAIRSAIEIFRESEIFAEITEURMES, | B WRRERXINAEMEN. hFEnabled IRESHIIETIFRESE A BEH TRERIRIE.
BN OIBRIRERIRS] © 2000%/70,

EOE#RAYE : 2020-03-06 10:07:37,

EORWERREN.

2. NS

UTNBERSEGIRGIH T ROBERSBHBO LHSE , TBAHSHFIRDAHIERSL,

SHEBR W% SSEENULL  3E T
Action = S String  AHSE, AEOBYE : AsymmetricRsaDecrypt
Version =2 & String NHESE | ANEOEYE : 2019-01-18
Region = & String  AHSE, iEEREId DescribeRegionsiz & &~ M iSH0bEZIZ
Keyld 2 & String  CMKAIEE—HRIR
Ciphertext =& S String  {FFEPublicKeyinZAY%3L , Base644mt5
N\ RS Qg3 - M4ttt
Algorithm £ = String FEERABINERXRAIEE : HAISHFRSAES_PKCS1_V1_5,
RSAES_OAEP_SHA_1, RSAES_OAEP_SHA_256
A MM
3. BiHS %]
SHAER i) R
Keyld String CMKRIME—HRIR
Plaintext String RSB , base644mig
Requestld String H—i5K ID , 8XIEREPSIRME. EENEERAZRIEKE Requestld,
g = |
. THIR0S

WS : BRmEmEX %173 W #187]



X BIHSTCE BHIEERS (KMS)

PATBH 7O SSZEBEXAERIE | BfbERGIF AL ERE,
HIRD fEIR
InvalidParameter SHGEIR.
InvalidParameterValue.InvalidKeyUsage KeyUsageZ#iEiR.
ResourceUnavailable.CmkNotFound CMKARFIE,
InvalidParameterValue.InvalidKeyld Keyld &%,
InternalError WEREEIR,
UnauthorizedOperation RIFURLE,
ResourceUnavailable.CmkStateNotSupport CMK REARSTIFHZIRE,
FailedOperation.DecryptError ARERSINL,
WIS : B emEX 5174 1 $#187]
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EIREERS (KMS)

AsymmetricSm2Decrypt

BIFEAYE: 2025-10-20 17:05:53

1. #EOfER

EOBREE : kms.api3.finance.cloud.tencent.com,

EFRHEEAISM2AFXIFREARIFATRE TEUERE: | B R ERXY N ARINER. T Enabled RFSHIAEXIFRE A A BEHITHEZRR(F.
NN AHKER BT 256F 15,

FOAROIERIRERIRS] © 2000%/70,

EOEHATE : 2022-09-13 14:39:30,

EORBESREM,

2. WNSEL

UTNERSEGIRMGIH TEROBRSERPO LIS, mBAHSEPIRN LG RKSE

SR whiE
Action =
Version =
Region =
Keyld =
Ciphertext =
A MM
3. MBS
SHER ESig)
Keyld String
Plaintext String
Requestld String
H >
4. 1aiR5

UG T 2Ol S5BIEERA0EIRD | BfhiERADIFE I A iEiRE

FEIRD

\
&=

FEFFNULL ESig) fER
&5 String NHBE, KEOBYE : AsymmetricSm2Decrypt
B String IS8, AEOEBVE : 2019-01-18
a String NHESE , SR AEig DescribeRegionsiz OB A~ fasziSHItbinFIZR
B String  CMKAIME—FRIR
a String f#FPublickeyiNZAIZ X , Baseb4dmid, BHIIKEABEBIT 2048 F175,
A
CMKRIME—FRIR
FREERIBAN | base644wi3
W—EK ID , BRiERERE, ELICRRAEERMEIZRIFRA Requestld,

WS : BRmEmEX

hira
°

2
5

%175 @ #187m
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IR

InvalidParameter
InvalidParameterValue.InvalidKeyUsage
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
InternalError

UnauthorizedOperation

ResourceUnavailable.CmkStateNotSupport

FailedOperation.DecryptError

UnsupportedOperation.UnsupportedKeyUsagelnCurrentRegion

WS : BRmEmEX

ZIHEERS (KMS)

fEiR

SEGEIR.
KeyUsageS#EiR.
CMKATEE.

KeyldR&iE.

REBIEIR.

RIZBURLE,

CMK REARSFRZIERE.
INEFHRAEZRIregion R37H,

%176 T1 #187m

\|



X BIHSTCE BHIEERS (KMS)

AsymmetricSm2Encrypt

BIFEAYE: 2025-10-20 17:05:53

<7 A
1. EFOEA
EOBRIEE : kms.api3.finance.cloud.tencent.com,

AEORTIZSS HAKBESEIE , TRTINZEEIERERTS , RSA Key , SiHER/NISRMEE. W TMAIEIEINS: , £/
GenerateDataKey4 fftiDataKey it T A A RAI IR R/E

FOAROIBRIRERIRSE] © 3002%/70,
EOSEFATE : 2022-09-24 16:38:44,

EOBRIRES EM,

2. NS
TSRS PG T EOMRE SRS AEH | SRARBHPIEN AR,

AR ik RENULL kB %
22

Action =2 & String NHBE, KIZEOBYE : AsymmetricSm2Encrypt

Version 2 & String IS, AEOEYE : 2019-01-18

Region 2 & String = AHESE, tiESEAEid DescribeRegionsiEZE &&= fa st iHIbIEFIZR

Keyld 2 & String  JAFICreateKey4RAICMKE BHE—IRIRFT

Plaintext 2 5 String  #INEAYBESIENE | iZF A FEAbase644RiE , RN ERAKESSF 1024 =15
3. MBS

SHRAR ESid) fER

Ciphertext String I EEdbase644RIBAIZET

Keyld String IIEFERNCMKIE B E—RR

Requestld String HE—EK ID , &XiEKRESIRE, BRI EEREIZRIEKA Requestld,

4. FEIRAS
LU T B BSOS | EAERITE I S iR,
#1210 sk
WRFRE - BRmERMEX 8177 W 187



X BIHSTCE BHIEERS (KMS)

IR TR
InvalidParameter SHEEIR,
ResourceUnavailable.CmkDisabled CMKE#WEEA.
ResourceUnavailable.CmkNotFound CMKARFE,
InvalidParameterValue.InvalidKeyld KeyldA~&iZ.
InvalidParameterValue.InvalidPlaintext Plaintextf~&i%.
InternalError WEREEIR,
UnauthorizedOperation RIFURLE,

WRFRE - BRmERMEX 5178 Tm #187|



X BIHSTCE BHIEERS (KMS)

GetPublicKey

BIFEAYE: 2025-10-20 17:05:53

=7 R
1. EOEA
EOBREE : kms.api3.finance.cloud.tencent.com,

%O FF$REY KeyUsage JASYMMETRIC_DECRYPT_RSA_2048 1 ASYMMETRIC_DECRYPT_SM2 fU3ERFREFBAIAIBISE. | fHFi%
PNERFEIAEARMHHTEURENS |, BRZABINIZENEIERALEITKMSERIT R AFASEHITRE, RBELTFEnabled RZSAIIEIFRESEA
Bl NER

FOAZCEISRERIRS] © L00R/FD.
ESE#ATE : 2020-03-06 09:36:43,

BRORMER LN,

2. NS

NBERSEGIRGIH T ROBERSHHBO NHSE , TBEAHSHFIRDAHIERSH,

SHER ik RIFNULL E 55
1t

Action 2 & String PHSE, AEOBYE : GetPublicKey

Version =2 &5 String NHESE  AEOBYE : 2019-01-18

Region 2 & String AHESE, WiSEAEIE DescribeRegionsiE B E RS2 iFHtE IR
Keyld = B String CMKRIHE—FRIR,

3. S

SR ESid) fER

Keyld String CMKRIE—HRIR,

PublicKey String £Z1dbaseb4RIBIINIBARR.

PublicKeyPem String PEMIEXAIAHARE.

Requestld String HE—EK ID , &REREIRE, EIERTHRERHIZRIFKAT Requestld,
4. sERG

UG T OSSR A0EIRD | BfERIBFER A THEIRD,

WIS : B emEX %179 1 #187m
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FHIRAD

InvalidParameter
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
InternalError
UnauthorizedOperation

ResourceUnavailable.CmkStateNotSupport

WS : BRmEmEX

ZIHEERS (KMS)

1234
BHUEIR.
CMKARFTE.
Keyld R &i%.
REBEEIR.
RIFRURLE,

CMK RESASFRZIRF.

6180 1 #187m
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X BIHSTCE BHIEERS (KMS)

NG

ERITEFHYE): 2025-10-20 17:05:53

KeyMetadata

CMKEHER

N T#EOS|A : DescribeKey, DescribeKeys, ListKeyDetail

AR Wik FFNULL 38 AR

Keyld 2 & String CMKHIZ B HE—HRR

Alias 2 & String EANERERZHHR | BERZWABERIRIE

CreateTime 2 B Uinte4  Z$POIEERTE

Description = & String CMKARYHEIA

KeyState = = String gxz?g;ﬁéof{ﬁjj : Enabled | Disabled | PendingDelete |

KeyUsage = = String CMKFi%& , BYEY9: ENCRYPT_DECRYPT |
ASYMMETRIC_DECRYPT_RSA_2048 | ASYMMETRIC_DECRYPT_SM2

Type = = Int64 CMKERY | 2 RIRFMFEFIPSING |, 4RI EEERE

CreatorUin = B Uinte4  GlEE

KeyRotationEnabled 2 sy Bool EEFE T ERRHRIEE

Owner = = String CMKRIBIES , FBFeIERIA user , IBNE=F=RENEIEAXI N
=

NextRotateTime 2 B Uinted — EEPRIBFBIKET , TRICHRAETE)

DeletionDate = 2 Uint64  ITRIBIBRAYAETE)

Origin = = String CMK E’fﬁﬁﬂ%‘éﬁé , BKMS8IZAHA . TENCENT_KMS , HHAAFSA
AUZEEYYS - EXTERNAL

ValidTo = = Uint6a \Z:EOrigin?g EXTERNAL RSB , FZsAmsiExB8E . 0 ®FnA
UL

Resourceld = S String HIRID , &z : creatorUin/$creatorUin/$keyld

RotateDays S =2 Uinté4  #HaREL

LastRotateTime B = Uinted  E—RECHRAYRTIE

WhiteboxKeylnfo

WIS : B emEX %6181 1 #187m
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EERER

ZIHEERS (KMS)

#AN OS5 | : DescribeWhiteBoxKey, DescribeWhiteBoxKeyDetails

R Wik
Keyld =z
Alias =
CreatorUin =
Description =
CreateTime =
Status =
OwnerUin =
Algorithm 2
EncryptKey =
DecryptKey =
Resourceld =2

DeviceFingerprintBind 2

TsmLicense

TSM SDK#EtlLicense

BEFNULL 23

AN TEO3| 8 : DescribeTSMLicenses

BR WAisk
Version &=
TsmAppld )
Cert =
VpcZoneData
VpcXIFEHRIFIE

WaTEOSIA ¢
BFR WAISE

Zone =

WS : BRmEmEX

= String
= String
= Uint64
=5 String
B Uint64
= String
B Uint64
ray String
& String
ray String
& String
= Bool
FBEFNULL
=
)
=
FEEFNULL
a

55

=!

B

BRI B — R

(ENERES SR, ERSHABBNEE | TS, 1-604F
BYF - NES  BFHLTNTERENT. FuEs

tlEE
FIRRHAER
BEROIEEATE] , UnixBdalEk
AFPRYAZS . BUES : Enabled | Disabled
ellf= oy
AR EIARE
BENZEZA , base644Rmts
BEfFEEH , base64dmty
ZRID , &= : creatorUin/$creatorUin/$keyld

RERREREXSSAERE

Sl fEA

String Licensehfia~

String TSM Appld

String IR, XERERZFFFHEI
s ik
String oKX

%6182 1 #187m

\|



X BIHSTCE BHIEERS (KMS)

BFR WAk FEYFNULL e i) HA
Region = &= String vpcTs ralthial
DeviceFingerprint
REBIEL

A TEOS | : DescribeWhiteBoxDeviceFingerprints, OverwriteWhiteBoxDeviceFingerprints
B4 Wik FSIFNULL 388U fEk

BYEE  BREECRETERSERE | BIURREUREL : ~0-9a-f1{8}[-]

Identity = | & SUING 0 9a-F1(14)[-][0-9a-f1{14)[-][0-9a-FI{14}[-][0-9a-F1{16}$
Description =~ & 2 String  HHERER, W : IP , REERE , HK1024FT5
TagFilter
PRI EeS

#HaN OS5 | : DescribeWhiteBoxKeyDetails, ListKeyDetail

ZFR whISS FEFNULL &g R
TagKey 2 5 String TRES
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Il
WSBRELEE Error 268 , MR APLECISN. D

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}
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