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creatorUin R-E
JREIEEERY uin
HIROIEET R
KEHFUWES.
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kms:ReEncrypt

kms:DescribeKey

kms:UpdateKeyDescription

kms:UpdateAlias

kms:DisableKeyRotation

kms:EnableKeyRotation

kms:EnableKeys

kms:DisableKeys

kms:DescribeKeys

WS : BRmEmEX

BNEIR )
qcs:kms:$region:$account:key/creatorUin/$creatorUin/* ( #EREAE
EENFE®RIE ) qcsikms:$region:$account:key/* ( 1IBINENMREHKSHI
FEREIR )

qcs::kms:$region:$account:key/creatorUin/$creatorUin/$Skeyid ( #5414
EBANEIR ) qes:kms:$region:$account:key/creatorUin/$creatorUin/*

( FEANCIBERRERIR ) qcsikms:$region:$account:key/* ( #Y
ENMRIRSHFERIR )

gcs:kms:$region:$account:key/creatorUin/$creatorUin/$keyid ( #21X
BNEIR )
qcs:kms:$region:$account:key/creatorUin/$creatorUin/* ( 1ZIEANE
EENFERIE ) qcsikms:$region:$account:key/* ( 1IBINENMREKEH]
FrE&RIR )

qcs::kms:$region:$account:key/creatorUin/$creatorUin/$Skeyid ( #54Y
EBANEIR ) qes:kms:$region:$account:key/creatorUin/$creatorUin/*

( FEANCIBRERFERIR ) qcs:kms:$region:$account:key/* ( #5#Y
ENMRKSHFBEIR )

gcs:kms:$region:$account:key/creatorUin/$creatorUin/$keyid ( 24X
BANEIR )
gcs::kms:$region:$account:key/creatorUin/$creatorUin/* ( EiNEA 8l
BEEWFIERIR ) qcsikms:$region:$account:key/* ( EINEMREIKSHY
FrE&iIR )

qcs:kms:$region:$account:key/creatorUin/$creatorUin/$keyid ( #Z1%
EBANEIR ) qcs:kms:$region:$account:key/creatorUin/$creatorUin/*

( EREANCIEENFTERIR ) qestkms:$region:$account:key/* ( #Z4R
HEMRWRSHFBRIR )

gcs:kms:$region:$account:key/creatorUin/$creatorUin/$keyid ( #Z1%
BNRIR )
gcs::kms:$region:$account:key/creatorUin/$creatorUin/* ( HEiINEA 8l
BEEWFERIR ) qcs:kms:$region:$account:key/* ( EBIEMREIKSHI
FTERIR )

qcs:kms:$region:$account:key/creatorUin/$creatorUin/$Skeyid ( #54%
BANEIR ) qes:kms:$region:$account:key/creatorUin/$creatorUin/*

( BIEANIREEHIFERIER ) qcs:kms:$region:$account:key/* (#%1R
EMREIKSHIRTERIR )

gcs::kms:$region:$account:key/creatorUin/$creatorUin/$keyid ( #5%#%
BNEIR )
qcs::kms:$region:$account:key/creatorUin/$creatorUin/* ( #EINEA 8l
EENFFASEIR ) qes:tkms:$region:$account:key/* ( IEREMREIKERY
&R )

qcs:kms:$region:$account:key/creatorUin/$creatorUin/$Skeyid ( #&4Y
BBANEIR ) qes:kms:$region:$account:key/creatorUin/$creatorUin/*

( BIEAN BB RIER ) qcs:kms:$region:$account:key/* (#%1R
EMRIKSHAMERIR )

EIREERS (KMS)
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SNEREIHSN
g
RITEFHHYE): 2024-06-12 15:06:00

FAFE®3A (CMK, Customer Master Key ) 2 KMS [RSZSHIEATTER , EESEIH ID. BATTHIE (BB, @k, REF) AT
Rk G NRATE I B

FOABT | B KMS fRS3 el CMK 580 , BB KMS IRSREINENAERZSRIERE. SEHEERECRIERMHE , b
FEESLHE BYOK ( Bring Your Own Key ) 7550Y , i@ KMS BRSZAER—MERIEINZN CMK |, 7B CHEAMHSAZIZBRE
ERF , A—INBER CMK (EXTERNAL CMK) |, F5H KMS BRSSHTZSMEBERI D R EIE.

IR =

* £ BIR=ERETX L5LiE BYOK ( Bring Your Own Key ) 5% , BISIHEE BN SRIT X 284 EEAEERIERM R TR
HEINREARSS.

* TEERATEGE BIZSmMTX LERNERRS  SREFSASMRERTA.

o EAILEAEIREREMIRIE PR —DEEME | (P BT X ZREERRNIIMRE .

o BEHET LEREERNERMEIETINREERE | WEAXTIENER.

ESSE T

* FERRSNEBPMRNZEM

o EEAEASAEER  BRERRE CEMBBMRNBIIRNZ TR, Bl KMS BRI L28(XIFRER , FIPS
FRANMX I SN 256X FREA .

o FEMRSNERHEAITEY

* KMS [RBREBBRSNETAREDIREESD , BSANZRMHITBIERHRAFREE. BAENERAREIRNLREE
PHENREED | LEESIMIFRERM RSB EIT N | eSS ORNEBRMHERSAKMSIRS.

o FIEEPSNEFIHTEHE

o HEREPMHISACMKE |, % CMK SIZEZREEKAKER | ARSI EMMERM S NZINBER CMK &, SfERZINPER
CMK INZEEEUERT |, INEERISIRLRERINZER KA/ CMK ( BD CMK HITTEiERESIMEI S SNINZSEICED ) A aeRmEuE , SN
REBAN. FEELERRME. CMK BIRIBRIEIE,

* FEITEASANIRE | FEARSHERBETERINSHES | ZERREERHEER.
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#R{EIErg

BIFEHAYE: 2024-06-12 15:06:00

=] N [
EMEMAE
BIEEIMNERESE CMK |, eI LAUBIT LA R4S IBRSE kiR E,

L. wBidiEHlaEr AP B2 —MEERIREA "IN BB ERN CMK |, BIRIESNREA CMK,

2.8 AP EBREERMHSANSE , B — P BTIEEZRHIRN , LR—PSASH.

3. EAEBIINENSE bR ANEERE | FIBSRIREAIINE A BXIEAIZ BRI TINE.

4. @i APLIR(E | BINERNEEMRIRSRIRIMAISASHE | SALBEAIINBER CMK |, ESNINEBE AT,

BIFLR

S : QUEEINBEA CMK
BIERSINEBAZSA CMK BPEMIE, | EHIE7T =AM APl EIA=.

o BHIEAR (1) BREHE, (2) SEFECERPNKE , SF ()] FHatlgER. (3) EE%PEn  BABES
R, EERRAMESRRASNE | FESAIMREBM RS AR TR R AEIAME.
(4) 8E (#E] | RITeIE@sMNEREIR CMK. ErIfEiRHaERISeIZasNRER CMK , "EZIRkIR" B "IMR".

* ARAAPISU
SRR SIS RIZIE S EAAPL 53K CreateKey API HIEESEI Typen2 , CreateKey BREGRASRA! :

def create_external_key(client, alias):

4pY BYOK %48 |,
:param Type = 2

try:

req = models.CreateKeyRequest()
req.Alias = alias

req.Type = 2

rsp = client.CreateKey(req)

return rsp, None

except TencentCloudSDKException as err:
return None, err

SR : THSAEBHESH

ARERERRNZ 2N | FESNENERMRETINERBSA. BFLUET APL SKINSNERHIISEY , HhaiE— 1 ATnE
BRHAIRE | LIR—1PSASH.

GetParametersForlmport EREGRASRG :
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def get_parameters_for_import(client, keyid):

IRINEANERA (CMK) #E9S4L

R[EIRTokentEA1TImportKeyMaterial 928z — |

IREIRIPublicKey BT B ES NZBHEIHTINE,

IREIRTokenFPublicKey 24/M\iS/E5L38 , KB WBERSAN | BEFRBREIZEOIREGEEY Token F1 PublicKey,
WrappingAlgorithm 3SEIZEsAEIES% , BRIsHE RSAES_PKCS1_V1_5, RSAES_OAEP_SHA_1. RSAES_OAEP_SHA_25
6,

WrappingKeySpec f8EINEZ A #R92EY , BRIRSZRF RSA_2048,

try:

req = models.GetParametersForlmportRequest()

req.Keyld = keyid

req.WrappingAlgorithm = 'RSAES_PKCS1_V1_5'# RSAES_PKCS1_V1_5 | RSAES_OAEP_SHA 1 | RSAES_OAEP_SHA_ 256
req.WrappingKeySpec = 'RSA_2048' # RSA_2048

rsp = self.client.GetParametersForImport(req)

return rsp, None

except TencentCloudSDKException as err:

return None, err

$E3 : RN BEE

EAHA PRI INE L BXYSHE BTN, IIEQRE—12048L58) RSA 21 | ERIMER ZFE SRS NE R
SHAHEEN—. BT APLRERINZEARET base6s i3 , EUILEERITFRERIGHIT base64 fi#i5. BRI KMS HHINEEIES
RSAES_OAEP_SHA_1. RSAES_OAEP_SHA_256 5 RSAES_PKCS1_V1_5,

LAT79i81d openss| INZZSAAEAGIRARG]. EXbRERAS , i EEd INE s E R AT eI EERXI ZE R TINE,
(1) JAH GetParametersForimport #£[13kEXToken 1 PublicKey, & PublicKey 5 A\3Z714 public_key.base64,

(2) {553 openss| A REHEHEL,

openssl rand -out raw_material.bin 16
AT LUEIT GenerateRandom AEaEBENE0H1T base64 fiRAD,
EZhRA key material I<E®/ 128 , FIPS iRAA 256,

(3) Decode Public Key SXERANBIRSZ,

openssl enc -d -base64 -A -in public_key.base64 -out public_key.bin

(4) FREAEXT key material #1702,

# RSAES_OAEP_SHA_1 3IRIf9&<1Ta0 T~
openssl pkeyutl -in raw_material.bin -out encrypted_key_material.bin -inkey public_key.bin -keyform DER -pubin -encrypt
-pkeyopt rsa_padding_mode:oaep -pkeyopt rsa_oaep_md:shal

# RSAES_PKCS1_V1_5 XMRRY&<1TU0T
openssl pkeyutl -in raw_material.bin -out encrypted_key_material.bin -inkey public_key.bin -keyform DER -pubin -encrypt
-pkeyopt rsa_padding_mode:pkcsl

# RSAES_OAEP_SHA_256 SREI&<SITaI T

openssl| pkeyutl -in raw_material.bin -out encrypted_key_material.bin -inkey public_key.bin -keyform DER -pubin -encrypt
-pkeyopt rsa_padding_mode:oaep -pkeyopt rsa_oaep_md:sha256
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(5) BEXRBEFASHALIEN KMS,

openssl enc -e -base64 -A -in encrypted_key_material.bin -out encrypted_material.base64

encrypted_material.base64 IgLEH , /9 EncryptedKeyMaterial &\ KMS,

SR . SAEBRMHE
RIS , SIEENEEMNR S5 RIS , BT APLRE , —RSAZE S5 SIRIIINMBEE CMKF,

o SASREEMZZEMENNBEEHEXRR , AI— NS REENEERIHEENEZBESNER IR, SASHENERER 924/
B, EESHIRTLIESER , KAEEEFREGTNSASERINEAHE.

° WERZIXER GetParametersForlmport JRENEAMEL , RERE—XIERN token 1 publicKey B3 , ISR ARBIREIREEINTE
2.

o AILAANEENIZSEMAIIINEEHRSARSEMR , ST UERSACELEFEHEMRNZEME | siE 28RS T
&,

ImportKeyMaterial EREGRFBRA] :

def import_key_material(client, material, token, keyid):
try:

req = models.ImportKeyMaterialRequest()
req.EncryptedKeyMaterial = material
req.ImportToken = token

req.Keyld = keyid

rsp = clientImportKeyMaterial(req)

return rsp, None

except TencentCloudSDKException as err:

return None, err

Elt , SNIMNBEPR k. EALGEREEERA—HERIMNBER CMK.

2oy

HER5NEBEETR CMK

HMNERERTE CMK FORIBRBIEIS R EIRSIRIE | —SRIEATTRIMNBR CMK , —KIRIEAMIBRESEMEL , BRIREERSBRRANRIERER.,
THRIER CMK

BT RIMERIRE | MBRIMBEESE CMK, IHRIBBRASIRIESEHIERGT - 30RIESSH | HXTREBRNRE | FMBESBCMK ISR AT
bR, BEMRE CMK BLERE | BIENZNEIRTETERE | SEIRERE.

R

LB M TUBRE R . SEBMRITEIEE RIRRLAS | SNERETE CMKISRSREL(ER | iz CMK IR S ITERAR
B, RFEEHSNERRERMH.

* J&IT API2{E DeletelmportedKeyMaterial 525, ZHRIEMIERZSRIIRLE | BERSEZTHEFEA (Pendinglmport ) .
o HESAEEMEL APL2ES , & ImportKeyMaterial 28 ValidTo MIASEGISEITHIRTEISER, , KMS IRSZIGE S EIAITHAR @AY
ZEAtEL.

FHEIRMR RIS F MR R R AR R 2 — Y.
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DeletelmportedKeyMaterial EREGEIZRAE :

def delete_key_material(client, keyid):

try:

req = models.DeleteImportedKeyMaterialRequest()
req.Keyld = keyid

rsp = client.DeletelmportedKeyMaterial(req)

return rsp, None

except TencentCloudSDKException as err:

return None, err

o LEBRBEPMHISAN CMK B, % CMK SiZEEMRKAKREL | BIREEREMMERMRSNIZINBER CMK fh, SERRERR
& EREEHSANERIE | SANERHLRSHRZRRT2ER |, 2SR,

o LfERASMBER CMK INEEUERT , INERAVEEEL/RERINERRAR CMK ( B) CMK RITTEIRER Z R S SRR ) 88
RELIRE  AURESAW. FEEEMEZRMEL. CMK AIMPRIEIE.
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E%; Encryption SDK
SDK 58

BITEFAYaE: 2024-06-12 15:06:00

SRR RIEMMR IR E L B AEE T MIAERER Encryption SDK , B Encryption SDK RREEIINERIA | 58 KMS ZR%
B, FTEEHIRINEZENEERES. SDK X5—X—%. ZX—EEZMNEA , FaeEsds CMK IBBERIIER. R RER
FINREEOFNXTE CMK FIBIRIEE | BIANS sl At S RS S S 8UR IR,

ST RERER Encryption SDK #HTAGENNRZNRIEE] -

DIRES =

PR IR RS

RAEHNE , SFMEPEESHER Encryption SDK ##173% , AFXEREAIIREREOMXE CMK RORRI=HIBI ] SSIALEE
BHUEMEE.

EEPEERGR

E# Encryption SDK 3 CMK ESsRAIE R , MEIEIIZTEES D CMK ( BIUEEREIEA CMK) |, 2 CMK 15rT##E
DEK MTIRSEUEH THEE .

iEEAEEIHE

E# Encryption SDK B DEK EFETHINEE , EREFHHIREBESEMBL R SHAMEREIRFE. 1§ DEK AR , T
=i, BFTLIE RO S E R A ERETRRET.

o=y )

E%% Encryption SDK STLASERBBIIZ KMS &ERAIINEZEE , KMS KEERERZRMEEL FIPS-140-2 INEAURE 4L 2R HSM %
RIPEENRE | BIREEAREM. RN A,

EEEESTT

EI8% Encryption SDK EERSFIRHLFEIARES , SUSET SM4 MSFHEINNG , AERGESEANER , HALEEsN S5
ISR .
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SDK $Z 15/

BIFEHAYE: 2024-06-12 15:06:00

EZEncryption SDKERISZIF Linux #1 Windows 410 Ci55. Go i8S, Python2#Python3iES. HFGoiESSDK , [REFEA C
SksLH , FE@IT cgo HEESS | 24HEOM Go iIESAM ; MPythoniESSDK , KEHEFERACESTI , FEB T ctypesiiifs |, 12t
AfitPythoniBSEA. A3ELL CESIEARERAE , MBI NFERER Encryption SDK , EfttiESnI &% SDKEHEARTIRA)
3.

NS R
o Linux RExIFIER , BEHE MAFERWIE
RGhRA (VE5 XFFER
Tencent Linux release 2.4 ( Final ) 64 X
CentOS 8.2 64 X5
CentOS 8.0 64 X¥F
CentOS 7.8 64 XFF
CentOS 7.7 64 X¥F
CentOS 7.6 64 XFF
CentOS 7.5 64 X
CentOS 7.4 64 XFF
CentOS 7.3 64 X
CentOS 7.2 64 XFF
CentOS 6.9 64 XFF
CentOS 6.8 64 b2
Debian 9.0 64 XFF
Ubuntu Server 20.04.1 LTS 64 X¥F
Ubuntu Server 18.04.1 LTS 64 XFF
Ubuntu Server 16.04.1 LTS 64 X¥F
Ubuntu Server 14.04.1 LTS 64 XFF
CoreOS 1745.5.0 64 X5
Debian 10.2 64 XFF
Debian 8.2 64 X
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RFRA (V%5 XIFER
openSUSE Leap 15.1 64 X§F
openSUSE 42.3 64 XFF
SUSE Linux Enterprise Server 12 SP3 64 i

! LinuxFFRIME(NZHF glibc 2.12 RELLEARA

e Windows RFEIFER | BEEE MAFAWIIE :

RGthiRA (V£ XEHER
Windows Server 2019 £k 6447 3R 64 X
Windows Server 2016 #dE0MR 6474 3hR 64 2
Windows Server 2012 R2 g /R 6445773 64 XHF

e SDK E7F OpenSSL1.1.1 K&,

BAIES|

L : FHE KMS HkR
E# Encryption SDK {RIEFTZAEERAGEMR , BHHKI KMS 1EAAR,
! KMSHRARIA IR EBRIRETCEEEinFEa T,
FE2 : AP EES
TR BHEERRESE | QBBFERR  FHRIERSHEEA.
RHTERES , BIEBEE/ 2N TTEXNAREESE CMK , B2 Encryption SDK 2 XHEASESMHFPEZEE CMK (ERRE

EOJ2E ) .

3 : FKEY SDK
SDKERENHIA T © SeE R T ARSEMB LR | AEH T ARBEFEREOAIKEL,

S84 | ERB5 | A SDK
1. Nz SDK i curl , MRRE | BIRAIRE  STRIRFRANZES ST :

¢ Ubuntu

sudo apt-get install libcurl4-openssl-dev

e CentOS

WRFRE - BRmERMEX 2530 T #190m
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yum install libcurl-devel

2. BTE tar BREERIAM , AN src BR.
3. 448 setenv.sh |, BLERETE, setenv.sh BERRIEIESUT :

export LD_LIBRARY_PATH=../lib:../lib/proto
export OPENSSL_ENGINES=../lib/engines-1.1

4. INETEMETHERT  #ifTsource /setenv.sh , FEEERL.
5. {888 src B2 THY demo_kms_pro.c 1 demo_original.c 3X{f, EZ Encryption SDK S73FETF KMS RZZRIRIP

( demo_kms_pro.c ) FR&NNZ ( demo_original.c ) IRFINES T , MMEIERIBSN EOE , AFRIEREESEF

—NEES , SEEIRIT ¢

o (FFFWEBR APl ZHEEREIE FKEUER secretld F secretKey , FHE#RA4FHIINAY "replace-with-real-

secretld". "replace-with-real-secretKey" =588,

o {5 £ BIFEAIERR ID BRSPS "replace-with-realkeyid" F4F&R,
6. fRiF src BRIETHI make {4,
7. BT TS

FEFAIERBAY secretld, secretKey #1328 ID , Demo A HJLAIEEIETT.

C SDK KMS 7451

hnfieE R

 InitSdk : ¥MALEREL , AT AFREEETHE KMS EARIRSS .

* InitkeyManager : FAF E=24BYIHALERES,

* NewMasterKey : igZeE CMK , FE/EEINMREZRERT , 2MTERE CMK , EIGREM SDK IZTIMEERIKIER CMK LURNE
Bf. 2FE CMK REJFRY , &M AddMasterKey BREIREAIFACMK,

» AddMasterKey : iREE AR CMK , & CMK #REEARIXE , HE&A CMK 5 NewMasterKey FigErIZEAZE CMK Z55H
FIZR , BRIRATERES , LIBhEEEEPT AR |, eTLAERERFIRPIIEMZA.

o Encrypt : INZZEEL,

o Decrypt : fZZEE],

VA EREGFRRISERBRIES I C SDK #2034,
?

1. S , CBCEnAndDeTest BREIELEINE. FZAER , HPXBREILSE SM4_CBC_128,
2. [RENNETSEES SM2, SM3 K SM4 |, FRIEREN SERFIES I £H3 T8RRI SDK k324 kms_enc_sdk.h,

HUCH
KMS SRR BRI -

#include<stdio.h>
#include "kms_enc_sdk.h"

int CBCEnAndDeTest(struct KeyManager *p,unsigned char plaintext[],char masterKeys|[])
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{

inti_ret=0;

unsigned char ch_orig[128];
unsigned char ch_enheader[128];
unsigned char ch_cipher[1024];
size_t i_cipherlen = 0;

unsigned char ch_dedata[1024];
size_t i_dedatalen = 0O;
size_t sourceLength = 0;

struct KeyManager keymanager;
struct MsgHead enheader,deheader;

char masterKeys[1024];
memset(masterKeys,0,sizeof(masterKeys));

memset(&enheader,0,sizeof(enheader));
memset(&deheader,0,sizeof(deheader));

memset(ch_orig,0,sizeof(ch_orig));
strcpy(ch_orig,plaintext);
sourceLength = strlen(ch_orig);

memset(ch_dedata,0,sizeof(ch_dedata));
memset(ch_cipher,0,sizeof(ch_cipher));
memset(ch_dedata,0,sizeof(ch_dedata));

unsigned char encryptionContext[1024];
memset(encryptionContext,0,sizeof(encryptionContext));
i_cipherlen = 0;

i_dedatalen = 0;

[*3 RN

size_t blockSize = 0;

[ IEENNREEE"/

enum Algorithm al_en = SM4_CBC_128;

strcpy(encryptionContext,"{\"name\":\"test\",\"date\":\"20200228\"}");

NewMasterKey(masterKeys,"ap-guangzhou","replace-with-realkeyid");

AddMasterKey(masterKeys,"ap-beijing","replace-with-realkeyid");

/A TINERYE B EIR E N0 EFAITH/
i_ret = InitKeyManager(&keymanager,masterKeys,0,0,0,p->secretld,p->secretKey);

if (0!=i_ret)

{

printf("InitkeyManager error\n");
return (0);

}

/*ch_cipher ZIIZERNEXAE */

i_ret = Encrypt(ch_orig,sourceLength,&keymanager,masterKeys,al_en,encryptionContext,blockSize,&enheader,ch_cipher,&i
_cipherlen);

if (i_ret == 0)

{
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i_ret = Decrypt(ch_cipher,i_cipherlen,&keymanager,&deheader,ch_dedata,&i_dedatalen);
if (0==i_ret)

{

printf("ch_dedata[%s] i_dedatalen[%d]\n",ch_dedata,i_dedatalen);

}

else

{

}
}

else

{

}

return (0);

}

int main()

{

inti_ret=0;

unsigned char plaintext[128];
char region[128];

char masterKeys[1024];

char domainName[128];

memset(plaintext,0,sizeof(plaintext));
memset(region,0,sizeof(region));
memset(masterKeys,0,sizeof(masterKeys));
memset(domainName,0,sizeof(domainName));

struct KeyManager keymanager;

/*domainName BB\ TCERTIEZ itk */

strcpy(domainName, "replace-with-real-domainName");
strcpy(region,"ap-guangzhou®);

strcpy(keymanager.secretld, "replace-with-real-secretld");
strcpy(keymanager.secretKey, "replace-with-real-secretKey");
strcpy(plaintext,"abcdefg123456789abcdefg123456789abcdefg”);

i_ret = InitSdk(region,keymanager.secretld, keymanager.secretKey,domainName);
if (0!'=i_ret)

{

printf("InitSdk error\n");

return (-1);

}

NewMasterKey(masterKeys,"ap-guangzhou","replace-with-real-secretKey");

AddMasterKey(masterKeys, "ap-beijing","replace-with-real-secretKey");
CBCEnAndDeTest(&keymanager,plaintext,masterKeys);

return (0);

}
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SDK =M

EARRR C 20324

BITEFAYaE: 2024-06-12 15:06:00

EIREERS (KMS)

E% Encryption SDK £5 7 KMS , #BIFFRREZRIIERBIEERER , ARRFREBEXSH , BAMEEZED |, FayscilAt,

B, RENEEIRE.

AT REEFAIIRSS | E% Encryption SDK SIRFET KMS RUZBRIFFIRENNIZRIRFINZ T 2.

o BT KMS ZRRIFAI . 28R KMS EaEmINEER , B KMS IREERNeERRRNERE , BFREdEORERAER

&R , FHESM InitkeyManager [,
o RERMZES | RIERFBTEEMEEN , ENZOHITIRE

éo

HTREMEMER , ENAPERET KMS BERRIFT5.

AR

* [EZ Encryption SDK {{UEFRFEREERAIEAAR ,
* FAFZEEMmRANIF CPU 3235 SDK1ES

cat /proc/cpuinfo|grep aes
cat /proc/cpuinfo|grep avx

ErLEAZING |, MRBE s sTI5E

¥tk SDK #0

InitSdk

SEENNE,

o IfEEHEA : RICAFRETHHE KMS IERIRSS.

o SHURAR :

Bt SHETR
region
secretld
secretKey

domainName

char *
char *
char *

char *

o RENE : #IBHAINREO , BNREREMAY FEIRD,

WS : BRmEmEX

BFRS KMS TEATAR.
A PUTLAT ap S TIRIE

ik

CMK MUERFRER | FIF MY ihiEs5=
Z=WF API %48 ID

=M API 248 Key

HEERFHR

NN ESERHAFEE | BRREECRIERRNR
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* FEE Secretld f SecretKey RIRETFE : BB SEZIAIEEE(KEE SecretlD # SecretKey , SecretID ] SecretKey ZFFHY
WE—INEFIE. WSRAEFEZEIDARENRZEO.

* FET Secretld H] SecretKey RIRPRIES : @IERFIKS | RIEWSFEHITRARNNILNEREX.

e FHiEE domainName RJIRE : t1RdomainName AN&"" , MMIMEZETENCENT_SDK_DOMAINEEE , RZ , ML
SN,

KMS Z5R{RIF A= Oi7EE

KMS ZRRIFARET KMS ZREEFETI , B KMS IREZANeEaRRERE | HHEOeEERREE5 RN,
KeyManager B9#J4A1K. INARZEREOISE,

NewMasterKey

o INREHHA : IBAPENEZEIMAEERERYIE.,
° SEHAR

B BEER o

ok
&

fik

char  EFRERFIFR  KERERFIMANZRHERMEE 81 CMK SBIZEX region

H&  masterKeys 2

* 0 Keyld <,
cmkRegion £ Shar F2248 CMK Hthigis8
A&
amkkeyld 2 M mem oMK ID , M KMS vlarhEs

* REHE : IMAEZFEBAIHREO , FNIREFEMNAT FEiRE5,
IBFIENEANEES | 7 KMS FEFELTERRVIRE.

AddMasterKey

o INREHA : IMABBNEFEZSE , BNEATRE , YENEZPTACER |, BEERNSEEN |, RSN,
o SEuRAA :

B SHER Wik KB A
o char  FEHAERFIZER , KERERAFIMANZHEHERRTE , 89 CMK SFEZ=EA region
HE  masterKeys 2 B
* 0 Keyld K.
cmkRegion £ Shar F248 CMK thigisR
A&
amkkeyld 2 7 memcMK#ID, M KMS BElasEs

o REHE : IMAEZPEBAIHREO , FNIREFEMNAT FEiR65,
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HELRIE masterKeys Z/MREBS12FHH=E , BUAERFERFEIR,

EIREERS (KMS)

* INBEREA : ¥08AME KeyManager ROSEHA(K , KeyManager RISRIRFEIREIEERSH , BAEERER. BHEMNERE. BREXES

InitKkeyManager
B,
o SEUHAA
B SHER WAL
H&  keyManager 2
masterKeys =
msgCount =
AB enExpiretime =
deExpiretime 2
secretld =
secretKey =

o RENE : #IBMAINREO , BNREREMAY FEIRD,

Encrypt

7

struct of
KeyManager

*

char *

int

int

int

char *

char *

fiik

KeyManager £5ta{A$g5t

FH5H CMK (EE5IF

BMEfF DataKey AJINEZRIHEHE | INBRIHELEE , KFHH KMS 5
BiEK , £E DataKey , I8BRH0FR N BREIERIREL

InEERRRY DataKey FEEFHRIERER | LAY, FHBEHE—RERL, H
BHEBISEBINEAZ , MK DataKey FIEIE , 0ORTFIIH

AERISEFINY DataKey SE/FAVERER | SAINF , OFTRTHS

=M API %48 1D

=K APLZ 58 Key

o IfREREIA : (2F KMS SEAeIEAY DataKey , H{TAMEEINE.

* SEUREA
Bt SHER

source

sourceLength

keyManager

masterKeys
algorithm

encryptionContext

blockSize
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Wik ZEE G
igned e o

g Ungne AR SR

char
2 size_t FINZEURIKE |, B byte

struct of
2 KeyManager  B4&#IiaAY KeyManager 54455+
2 char * FZH CMK (5851I%
2 enum BIANEE  SREmEEFIE
= char * .

KHE1024F%5, BlE0{"name":"test","date":"20200228"}

= size_t

0 XTMERADRING |, JFORFORINFLARSRA/N | BB byte

5836 T F£190%



O BASTCE

H& header

cipher

cipherLength

o RENE : IZRIIREO ,

INEERIEEE | RI0ADatakKeytEXER |

SHFINEEESIER
’EE

fil

fim

SM4_CBC_128_WITH_SIGNATURE

SM4_CBC_128

SM4_GCM_128_WITH_SIGNATURE

SM4_GCM_128
SM4_CTR_128_WITH_S

SM4_CTR_128

IGNATURE

SM4_ECB_128_WITH_SIGNATURE

SM4_ECB_128

EncryptedDataKey £5#{f5i08

SHEBR
cmkRegion
cmkKeyld

dataKey

MsgHead&5a{kisEA
SHBIR

algorithm

encryptionContext

dataKeyNum

char *
char *

char *

char *

int

WS : BRmEmEX
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struct of SLERBURESMAR , B REARRIIZEN—LEAEE , BENEEERLEHE
MsgHead * ®

unsigned BRI

char

size t EXKE | B byte

/

BUREHERNAY =D,

REfEFIKMSEZTRIRIF A TURUE O TR,

=] BH
1 {5 SM3 HAC &&#) SM4 CBC 12,
2 TMERERZR SM4 CBC H =
3 {5 SM3 HAC &&#) SM4 GCM 1z
4 TMEAEEH SM4 GCM EINEFeE;x
5 {5 SM3 HAC &&[9 SM4 CTR 182
6 MEFRERZR SM4 CTR 23
7 {5 SM3 HAC &5/ SM4 ECB &3
8 MEFERZR SM4 ECB 125

5iEAR

F2%H CMK iR

F&H CMK B ID , A KMS $=fla4Elf
7#i%89 DataKey XIRAZESL

1288
BiEEE | 520 nEEEs =

F3F#7R DataKey HUHBIZER , key/value 389 JSON FRFEIET , ;ATIF1024
=, Fla0{"name":"test","date":"20200228"}

{ERRIINESS DataKey HEMEMAIERR CMK HEEX , A MBRAIERR
InEF=E
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EIREERS (KMS)

SHER il BB
dataKey Array of DataKey KIfSEFIZ , JEEEEM EncryptedDataKey L5 E
EncryptedDataKey '
BENINEZSRAONEE , BFRRZEXEEHDR |, FIEESMW BlockType 4514
blockType enum -
15488
blockLength int DHRAKE
BlockType Z5#a{AisiaA
MEE #HE WA
WITHOUT_BLOCK 1 BRI IR
WITH_BLOCK 2 B INEFZ R
Decrypt
o INEEHR | DERTRREE , 182IIEEEE.
* SENAA
B SHER Wik KR T
source = unsigned char * = EaEuE
P sourceLength =2 size_t INZERUEURIKE | B byte
= struct of SR B o =
keyManager = KeyManager * EEWIIRIAY KeyManager Z5#a{A485tT
= struct of MsgHead  SLEBEUREHK , BTIREFNXBEN—LENER , BNEEXT
header p=3 N
* ZRIRRIREA
s . .
plainText = unsigned char * R IR ROBES SR
plainTextLength = size_t BESCISE | B byte

o RENE : @BEZRIINNREO , BNREREMAY FEIRD,

KMS 1ngEs=EaaGl
KMS B4BfRP A sEOERREIT

#include<stdio.h>
#include "kms_enc_sdk.h"

int CBCEnAndDeTest(struct KeyManager *p,unsigned char plaintext[],char masterKeys|[])

{

inti_ret=0;

unsigned char ch_orig[128];
unsigned char ch_enheader[128];
unsigned char ch_cipher[1024];

WS : BRmEmEX
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size_t i_cipherlen = 0;

unsigned char ch_dedata[1024];
size_t i_dedatalen = 0O;
size_t sourceLength = 0;

struct KeyManager keymanager;
struct MsgHead enheader,deheader;

char masterKeys[1024];
memset(masterKeys,0,sizeof(masterKeys));

memset(&enheader,0,sizeof(enheader));
memset(&deheader,0,sizeof(deheader));

memeset(ch_orig,0,sizeof(ch_orig));
strcpy(ch_orig,plaintext);
sourcelLength = strlen(ch_orig);

memset(ch_dedata,0,sizeof(ch_dedata));
memset(ch_cipher,0,sizeof(ch_cipher));
memset(ch_dedata,0,sizeof(ch_dedata));

unsigned char encryptionContext[1024];
memset(encryptionContext,0,sizeof(encryptionContext));
i_cipherlen = 0;

i_dedatalen = 0;

[*3 R RIN

size_t blockSize = 0;

[ IEEINRE R/

enum Algorithm al_en = SM4_CBC_128;

strcpy(encryptionContext,"{\"name\":\"test\",\"date\":\"20200228\"}");

NewMasterKey(masterKeys,"ap-guangzhou","replace-with-realkeyid");

AddMasterKey(masterKeys, "ap-beijing","replace-with-realkeyid");

/A STINERYE B EIR B N0 EFAITHE/
i_ret = InitKeyManager(&keymanager,masterKeys,0,0,0,p->secretld,p->secretKey);

if (0!=i_ret)

{

printf("InitkeyManager error\n");
return (0);

}

/*ch_cipher EINZEHNEXAS */

i_ret = Encrypt(ch_orig,sourceLength,&keymanager,masterKeys,al_en,encryptionContext,blockSize,&enheader,ch_cipher,&i
_cipherlen);

if (i_ret == 0)

{

i_ret = Decrypt(ch_cipher,i_cipherlen,&keymanager,&deheader,ch_dedata,&i_dedatalen);

if (0==1i_ret)

{

printf("ch_dedata[%s] i_dedatalen[%d]\n",ch_dedata,i_dedatalen);

}
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else

{

}
}

else

{

}

return (0);

}

int main()

{

inti_ret=0;

unsigned char plaintext[128];
char region[128];

char masterKeys[1024];

char domainName[128];

memset(plaintext,0,sizeof(plaintext));
memset(region,0,sizeof(region));
memset(masterKeys,0,sizeof(masterKeys));
memset(domainName,0,sizeof(domainName));

struct KeyManager keymanager;

/*domainName JBIE N\ TCERTIEZ itk */

strcpy(domainName, "replace-with-real-domainName");
strcpy(region,"ap-guangzhou®);

strcpy(keymanager.secretld, "replace-with-real-secretld");
strcpy(keymanager.secretKey, "replace-with-real-secretKey");
strcpy(plaintext,"abcdefg123456789abcdefg123456789abcdefg”);

i_ret = InitSdk(region,keymanager.secretld, keymanager.secretKey,domainName);

if (0!=i_ret)

{

printf("InitSdk error\n");
return (-1);

}

NewMasterKey(masterKeys,"ap-guangzhou","replace-with-realkeyid");

AddMasterKey(masterKeys, "ap-beijing", "replace-with-realkeyid");
CBCEnAndDeTest(&keymanager,plaintext,masterKeys);

return (0);

}

JRENNEZ TS VR E AR

ZIHEERS (KMS)

[REMZSXINAIIRSS tFTEF RS KMS IR , 5 KMS ZSRRIFGZVELL | [RENE SR ERFASEMINEZ R TIRE |

HAFPRIEERNZENE. HTRES5EMER  EAFPER KMS ZHREFS.
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7Hep CTR =AU REES | EfttAOREIUINESRA PKCS#7 fREHR TR,

Sm2GetKey

o INREHHA : (FFSM2ELE4 AR,
o SEuRAA :

=43 SHBR Wik &St
pubKey = unsigned char *

H&
prikey =

unsigned char *

o RENE : ZHEXIEMMINRE , BUIREFENAIEIRE.

Sm2Sign
o INEEREA : M SM2 EiEHTERE.
* SRR

== SHER WAl
pubKey =
prikey =
A&
msg P
msglLen =
sig =
s
sigLen =

s
unsigned char *
unsigned char *
unsigned char *
int

unsigned char *

int *

o REHE : #WEERAIHREO , FNIREFEMNAT FEiR65,

%
RIPAR , KEN6AFT

FAIBRE | KEN32FT5

%

RRBHIABRE | BIRRKEEEN64FT.
RRBHIFABRE | BIRKEREREN32F.
JR3CEE

[RSCEERRIIKE | BB byte

ERRIER

ERHIERIKE | B byte

INBAIRABRKEAEERKE , BFURBARKER—SIVEE  JRSERFHERE.

Sm2Verify

o INREHHA : (HF8 SM2 EiEHTIRE,
o SEuRAA :

Bt SHER D%
pubKey =

NS sig =
sigLen =

HE msg 2

WRFRE - BRmERMEX
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unsigned char *
unsigned char *
int

unsigned char *

fik

RRBHAPRE |, BIRKEEEN64FT
BREREE

EREIEIERE | B byte
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msglen = int* BFNCEURANSE |, BT byte

o REHE : WEAIHREO , BNREFENAY FE1%15.

INPARKEAEEKEAFT , AFIIRBANKEA—SEEIE | TESERELERE.

Sm2PemChangeToPubkey

o INREHEA : MpemtB8AINBRBIHEHITHIR,

o ST :
I SHER i Sl 1%
S pemPubKeyInfo 2 unsigned char * pemtEHINIBIER
HE pubKey = unsigned char * HRERNARER

o REHE : FIERITHRE , BNIREENAYEIR.

HashForSM3WithSM2

o INREHEA : {#F8 Sm2GetKey EOEMMINE , FETFSMIEXEREERHE.
o SEuRAA :

I jcd SEBR Wik &St fER
msg = unsigned char * [FRSZEUE
msglen 2 int [FSEURRIKE
A& pubKey 2 unsigned char * NIERE , BIBRKEREN6AFET
id 2 unsigned char * id&
idLen 2 int IdERKE
digest 2 unsigned char * HERAIHHE
ts
digestLen 2 int * HEHIENKE

o RENE : EAHEMRINREO , BNIREEMNAIEIRID.
IR RPIRKEAEERE  BFUSRBARKER—ERIEE  JESERFHERE.

Sm2SignWithDigest
o IhEEREA : ERAMAERIESREERSE
* SENAA

Bt SHBR Wi St iR
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A& pubKey 2
priKey 2
digest =z
digestLen = i
sig =
H&
sigLen = i

unsigned char *
unsigned char *

unsigned char *

nt

unsigned char *

nt*

o RENE : EpERMINREO , BNREENAYEIRID.

EIREERS (KMS)

RIPAT | BIEREBEH64FT
FAIBRE | BEREREN32FH
HELE

BEHREIRE

RIS RIE

ERHENRE

TR RPAABIREANEERE , BFURBAKER SRR  JESERFHERE.

Sm2VerifyWithDigest
o IhagHNA | BT EMARERTHITIRE.
o SRR

=4S SHER Witk
pubKey =
sig =

AS sigLen =2
digest =z
digestLen =

e
unsigned char *
unsigned char *
int

unsigned char *

int

o RENE : WERINREO , BNREHEMNATEIR.

Sm2Encrypt
o IHEEHEA : M SM2 BTN,
o SRR :

=] SHETR %
pubKey p3
A& source =2
sourcelLength =
cipherText =
H&
cipherLength P

s
unsigned char *
unsigned char *
int

unsigned char *

int *

o IREHE : IIERRINIREIO , BNIREHFERAT F51R63,
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ISM2 INEERT/NEUERIAR | ARININERRIT 256kATETE.

Sm2Decrypt

o INREHER : ERSM2EIEHITHRE.

o SEuRAA :

Bt SHER
prikey

A& source
sourceLength
plainText

plainTextLength

i
unsigned char *
unsigned char *
int

unsigned char *

int *

o REHE : BERIHREO , BNLREHERAY FE1R15.

Sm3Hmac

* INREHEA : EF SM3 IEFHIEHE Hmac itE,

o SEuRAA :

B SR
data
datalen

A&
hmacKey
keyLen
hmac

v
hmaclLen

S

&

unsigned char *
int
unsigned char *
int
unsigned char *

int*

o RENE : EOERMAINREO , BULREFENAY EHIR3,

Sm3Digest

o IHREHHA : (FFASM34RIHRE,
o SEuRAA :

B SEER
data
N
datalen
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RWBAIFABRE | BIRKEREIREN32FH
NSRS

INEZRRIEIREIRE | B{I byte
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BSEIRERE | B{I byte
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[R3EE
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IT8& Hmac BIZESAIKE | Bl byte
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s digest

il

digestLen int

il

Sm4CbcEncrypt/Sm4CtrEncrypt

o INREHEA : £F8 SM4 IIEEE CBC. CTR &RUHIINE.
o SERAA :

=33 SHER Wik RE
source = unsigned char *
sourceLength vt int
A&
key = int char *
iv 2 unsigned char *
cipherText = unsigned char *
H&
cipherLength = int *

o REHE : MNEZRLIHREIO , BNIREFERAY FE1R5.

Sm4CbcDecrypt/Sm4CtrDecrypt

o INREHEA : FATF SM4 INEEi% CBC. CTR & FHIRE,
o SEuRAA :

=43 SHETR Wik St
source = unsigned char *
sourceLength = int
A&
key = unsigned char *
iv = unsigned char *
plainText = unsigned char *
s
plainTextLength = int *

o IREHE : RERINREIO , FNIREHERAY F51R65.

Sm4EcbEncrypt
o INEEHEA : EEMAT SM4 INZFES% ECB = TARIINZ,
o SEURER :
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ERAIHE
ERAIBEINRE

fik
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R EHERIIKE | B byte
FRFRBEEXKISMAER | KEREIREN128(7(16F75)
aEE | BEEH12847(16515)
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EXEERE , B byte
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I ERIEE

INZEREIEIRE | B byte
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A&

source
sourceLength
key
cipherText

cipherLength

A0 WD KD AD

il

unsigned char *
int

unsigned char *
unsigned char *

int *

* REHE : MNERLIHREIO , BNLREFERAY FE1R5.

Sm4EcbDecrypt
o INREREA : (A8 SM4 NIZEE ECB &Rz T HIRRE.
* SERAA :
=33 SHER Wik RE
source = unsigned char *
NS sourcelLength = int
key = unsigned char *
plainText P unsigned char *
t&
plainTextLength = int *

o RENE : FBERINREO , BNREHENAT FEiR1D.

Sm4GcmEncrypt

o INRSHHIA : FBTF SM4 INZ3EsE GCM B RagnEs,
o SEBA :

SHETR
source
sourcelLength
key

iv

ivLen

add

addLen

tag

tagLen
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FBFRBEEXKISMAER , KEEIREN128(1(16F75)
B EE
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N ERIEE

INZEREIERE | B byte
FAFBEEXKISMAER | KEEIREN128(7(16F75)
R IERYBAN SR
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cipherText =
s
cipherLength =

unsigned char *

int *

o IREHE : IIEHRINREIO , FNIREHERAY FE51R65,

Sm4GcmDecrypt

o IhgEfEIA © (M SM4 INEEE GCM &= FRIRRE.

o S¥uRAA :

=43 BB Wiz
source =
sourcelLength =
key =
iv =

AS ivLen =
add =
addLen =
tag Z
taglen =
plainText =

ts
plainTextLength =

unsigned char *
int
unsigned char *
unsigned char *
int
unsigned char *
int
unsigned char *
int
unsigned char *

int *

o IREHE : FRERINREIO , FNIREHERAY F51R65,

[REMNE SRR R
RN CBRRIRBIT :

#include<stdio.h>
#include "kms_enc_sdk.h"

int Sm4CbcTest()
{

inti_ret=0;

unsigned char ch_orig[1024];
inti_orig = 0;

unsigned char ch_en[1024];
inti_en =0;

unsigned char ch_de[1024];
inti_de =0;
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B
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INEZRHIEIREIRE | B byte
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MIINRSLEREIKE | B byte
tagfE , RPRIGRD

RIOIAHKE | B byte
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memset(ch_orig,0,sizeof(ch_orig));
memset(ch_en,0,sizeof(ch_en));
memset(ch_de,0,sizeof(ch_de));

unsigned char key[16] = {
0x01, 0x23, 0x45, 0x67, 0x89, Oxab, Oxcd, Oxef,
Oxfe, Oxdc, Oxba, 0x98, 0x76, 0x54, 0x32, 0x10};

unsigned char iv[16] = {
0x01, 0x23, 0x45, 0x67, 0x89, Oxab, Oxcd, Oxef,
Oxfe, Oxdc, Oxba, 0x98, 0x76, 0x54, 0x32, 0x10};

strcpy(ch_orig, "this Sm4CbcTest");
i_orig = strlen(ch_orig);

i_ret = Sm4CbcEncrypt(ch_orig,i_orig,ch_en,&i_en,key,iv);
if (0!'=i_ret)

{

printf("Sm4CbcEncrypt error\n");

return (-1);

}

i_ret = Sm4CbcDecrypt(ch_en,i_en,ch_de &i_de key,iv);
if (0'!'=i_ret)

{

printf("Sm4CbcDecrypt error\n");

return (-1);

}

printf("Sm4CbcDecrypt data is [%s]\n",ch_de);

return (0);

}

int main()

{

inti_ret=0;

char region[128];
char secretld[128];
char secretKey[128];

memset(region,0,sizeof(region));
memset(secretld,0,sizeof(secretld));
memset(secretKey,0,sizeof(secretKey));
memset(domainName,0,sizeof(domainName));

/*domainName iBIE\TCERTIE A b/
strcpy(domainName, "replace-with-real-domainName");
strcpy(region,"ap-guangzhou®);

strcpy(secretld, "replace-with-real-secretld");
strcpy(secretKey, "replace-with-real-secretKey");

i_ret = InitSdk(region,secretld,secretKey,domainName);
if (i_ret!=0)

{

printf("InitSdk error\n");
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return (-1);
}
Sm4CbcTest();
return (0);
}
HIRhY
REE EE
0 ES_OK
-1 ES_ERROR
-2 ES_ENCRYPT_SOURCE_EMPTY
-3 ES_NO_CMKEY
-4 ES_ALGRITHM_ERR
-5 ES_GENERATE_DATAKEY_ERR
-6 ES_ENCRYPT_DATA_ERR
-7 ES_MARSHAL_PROTOBUF_ERR
-8 ES_CIPHER_TEXT_TOO_SHORT
-9 ES_GET_PROTO_ERR
-10 ES_PARSE_PROTO_ERR
-11 ES_DECRYPT_DATAKEY_ERR
-12 ES_SET_DATAKEY_ERR
-13 ES_DIGEST_INVALIDATE
-14 ES_MEMORY_ERR
-15 ES_KMSSERVICE_ERR
-16 ES_USEREDITION_ERR
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—RREEIR
IMERFR R
FRGEFEA
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1% DataKey $£i%
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BENHIERRE

$REY ProtoBuf 3@z
RHT ProtoBuf 37 H S
fiz% DataKey $&iR
i85 DataKey $£i%
BEREE  SEBRENET
WFEIR

KMS BR&SHFHiE
RIS KMS HEATAR
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FEAAR GO O

BIFEHAYE: 2024-06-12 15:06:00

Go &S SDK, (=R CIESLH , LREN cgo k5 , REHROM Go IF=EA.

EOREEEIREA

KEBHDEEOABRENES EncryptSDKError 2BYZEHIK ( Code : $8IRAS , Message : {HIRER ) . FIBUT :

HIRID
InvalidParameter
KmsAccessError
GenerateDataKeyError
EncryptDataKeyError
LocalEncryptError
UnknownError
CheckAlgorithmError
InvalidMessage
DecryptDataKeyError
SignCheckFail
LocalDecryptError
KmsServiceError

UserEditionError

¥R SDKEE

InitSdk

DhRefEA © 1A EARCTHE KMS IEMRIRSS. BASE :

SHETR
region
secretld
secretKey

domainName
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I0%% DataKey $&iR
U0 S
RAFEIR
INERELE

SREX ProtoBuf #z3 s
fi#27 DataKey Hé&
BRRILEM
UOARE S

KMS BRSSARFFIE

KMS RFHRIIEARAR

R

CMK ithis(E B RFeR
Z=WF APL %48 ID {8
=S API 2548 Key (&

EHREEFRSA

EIREERS (KMS)
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X BIHSTCE BHREIRRS (KMS)

RENE : #ORE] EncryptSDKError SEBIEERIR,

o HEMIRENES nil , TREIGAMELIH.

o HEMOIRENEAENI , KRBUEY , FIEBESERB.
=3

o FHER Secretld F SecretKey RIRETFfE : BB AIZIIAIEEEKEE SecretID F1 SecretKey , SecretID F] SecretKey Z2RF
RIME—ANIERIE. WS RAFEZEIDARBRZEZO.

o FER SecretlD ] SecretKey FURBRIEH] : BIERFIKS , IR SHERHTIZOFS L ERKE.

o FHER domainName HJIRE : g1FRdomainNameASA"" , MMIMZIZETENCENT_SDK_DOMAINIEEE |, feZ , MILA
NS,

KMSHE 75 =UagEz 15iEA
NewMasterKey

IeEHEA  BRFE N EERMAEERERIIR. SR
SHEWR ik KA 3%

= EEPERFIR  KERERBFINNZRHENRIE , 81 CMK SHZEJ Region 1
masterkeys 2 [Ibyte

Keyld <.

cmkRegion £ string 4 CMK iR

cmkKeyld = string  FE$H CMKRY ID , M KMS Z4Ia4E

RENE : 3ZORE] EncryptSDKError ZRBUEERIHR,
o HEMIRENER nil , RN,
o HEMIREWENIE nil , (RFINENY , FIEESSWEIRE.
=5 N
BRERETIENENER |, & KMS FEFEGTERIPRE.
AddMasterKey
ThegHA | IIANSABNAPEEE  BRNEATRE , YUENEBELAERN , SEENSETH , BSSHMAAY. 25058
BHAWR v it A

FEPERIIER  KERERFIMANZBRHENRAE , 81 CMKERAr=[EIRegionfIKeyld
KE.

masterKeys 2 [lbyte

cmkRegion £ string  FE$H (CMK) Bl ER

cmkKeyld 2 string  E%$R (CMK) BIID , NKMSEEHIEHEIR

WRFRE - BRmERMEX 8551 T4 #190m
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RENE : #ORE] EncryptSDKError SEBIEERIR,

o HEMIREWES nil , RanFIOAIN,

EIREERS (KMS)

o LEMOIREHEMIE nil, KFFINEW , FIHESSIEIRD.

InitkeyManager

ThREREIA : ¥04R1 KeyManager RIZ5HA1K , KeyManager FSR{RFEIREIREX S, B3THHER. TRMBIRE. ZRENETE

%, SEUHEA :

SHETR

keyManager

masterKeys

msgCount

enExpiretime

deExpiretime
secretld

secretKey

fim

fil

=
E
=
~=

=
~x=

St
*

C.struct_KeyManager

string

int

int

int

string

string

RENE : ZEORE] EncryptSDKError SREUEERIHR,

o SEOREHEN nil , FTHIRMAMTI.

%

KeyManager &tafAi55t , (£ CIEEHHY KeyManager &A1 ToIE

F#4 CMK (5851I%

#B/METF DataKey AIINERIEEHE | MENHELTE , SFHE KMS /5
BIEK , £ DataKey , IREH0FRRKEIRHIERIRE.

InEERAIDataKeyfEEFHIVERER | BN, MESHE—REN , B
BHEBISEBINEIAR , Motk Datakeyf9&#: , ORFAITH.

REEFIRY DataKey EFAIERUA | BT , OFRTALHA.
=M APLZ$R ID (&

=S API 248 Key (&

o SEMAREHEIIE nil , REFDBURY , FIEESSIEIRG.

Encrypt

ThEeHEA : M KMS SEABIEERY DataKey , B{TAMEURING. BWASE:

SHETR

source

keyManager

masterKeys

algorithm

encryptionContext

= [Ibyte
ZEE *

2l

Him

C.struct_KeyManager

string

C.enum_Algorithm

string

WS : BRmEmEX

A

EINEERYBES EE
CEWIMAAIKeyManager&Etaiasgst
F24A (CMK) 5851%

BEEE | sREEmEEFIE

BTFtrRDataKeyAY4EEN=ES , key/valueXdiljson= 8=l A
1024=75, 40 : {"name":"test","date":"20200228"}
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SEEFR Wik KB R
blockSize = int 0 RRMNEBRADENNE , IF0OFRDHINZLAR DA, B byte
S| SRR s S ER A — Lk =i BiaE Vo
header = * Cstruct MsgHead ;&:.Béﬂl?&:ﬁf@ﬁi . BFREARRINEN—LEAREE , BEAEEXTEND
PRRYHERA

REWE : ZEOREEIARE , —NEFEEFI— EncryptSDKError SRBIEEMIIR,
o MEEMREWEA nil , FRIMZBRIN.

o UEMIRENEAIE nil , KFTNFLY , FEESNEIRD.
o 3= g
INZEHIEEE | SN DataKey HHXER , RESEEA KMS ZHRIFAAHEOTHRE,

Decrypt
ThREfIA @ J3iZRTHREEN , BRIIEUE. WASE

SHEWR Wik A T
source = [Ibyte I ERNEUE
keyManager £ BEYIART KeyManager S5t g5t

C.struct_KeyManager

SLEREURAEAR | BTFRERABREN—LERNER | BNEEX TSR

* C.struct_MsgHead .

ali

header

RENE : EOREFRANNS , — NEREEF—1 EncryptSDKError SEEIEEHI(R,
o HEMIREWER nil , BREZRDD , BREHNEXABERENFREEF.
o LEMORMEWEAIE nil , (KRMEBLY , FIEESNEIRG.

C.enum_Algorithm SZIFOINEBELESIE

BEE (& 1388
C.SM4_CBC_128_WITH_SIGNATURE 1 {5 SM3 HAC &89 SM4 CBCHE(
C.SM4_CBC_128 2 REFAEZHISMA CBCER NS
C.SM4_GCM_128_WITH_SIGNATURE 3 f#F8 SM3 HAC &€&/ SM4 GCM &=
C.SM4_GCM_128 4 TMERAZEZM SM4 GCM HERhNZFeEs£
C.SM4_CTR_128_WITH_SIGNATURE 5 {5F SM3HAC &4/ SM4 CTR &=,
C.SM4_CTR_128 6 TERAEERY SM4 CTR &=
C.SM4_ECB_128_WITH_SIGNATURE 7 {5F3 SM3 HAC %42/ SM4 ECB 1#3{

WS : BRmEmEX 8553 T #190m@
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’EE

C.SM4_ECB_128

C.EncryptedDataKey Z5ta{iiaa

SHBR RE

cmkRegion C.char*
cmkKeyld C.char *
dataKey C.char*

C.struct_MsgHead 5145

e C ESis]
algorithm C.enum_Algorithm

encryptionContext ~ C.char *

dataKeyNum C.int

Array of

dataK
ataney C.EncryptedDataKey

blockType C.enum_BlockType

blockLength C.int

C.enum_BlockType Z5ta{iizieg
WEE
C.WITHOUT_BLOCK

C.WITH_BLOCK

KMS mnEs=EnEmEnel
KMS ZRRIP A EOERRGIIT
package main
/*
#include "kms_enc_sdk.h"
*/
import "C"

import (

WS : BRmEmEX

ZIHEERS (KMS)

(= o)z

8 AMEREZHI SM4 ECB 1&z
Iz
F248 CMK HEF=E

FZH CMKBID , A KMS $=HlaHElf

17h#09 Datakey SFRAYZEST

1288
BIEEE | FISEEUNEEIEY IR

BTF#xR DataKey BYEHEIZER , key/value X3AY JSON Z=RFEBE , &HAF
1024=75, 40 : {"name":"test","date":"20200228"}

{EFBRYNNE/S DataKey #1& , fIEXAIERR CMK $E18X , S MBERIE
ERINEE

DataKey HI{SE5I3K , #1552 M C.EncryptedDataKey £5tg{AisiAe

EXIESHRIONEE , BFRRIZEREHOH |, #5581
C.enum_BlockType Z5tg{AisiAE

DRANKE
#E i8A
1 B NNEARM DR
2 BMINEFHR DR

5854 T #190m
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"fmt"

// "time"

// "encoding/hex"
)

func ECBEnAndDeWithSignTest(){

masterKeys := make([]byte, 1024)
NewMasterKey(masterKeys,"ap-guangzhou","replace-with-realkeyid")
AddMasterKey(masterKeys, "ap-shanghai", "replace-with-realkeyid")

f:= &C.struct_KeyManager{}

header_en := &C.struct_MsgHead{}

header_de := &C.struct_MsgHead{}

error := InitkeyManager(f;string(masterKeys),0,0,0, "replace-with-real-secretld"," replace-with-real-secretKey ")
if (nil '= error ){

fmt.PrintIn(error.Error())

return

}

source := [Jbyte("hello world!")
encryptionContext := "{\"test\":\"nihao\"}"

var algorithm C.enum_Algorithm = C.SM4_CBC_128_WITH_SIGNATURE
ciphererr_en := Encrypt(source,f,string(masterKeys),algorithm,encryptionContext,0,header_en)
if err_en != nil {

fmt.PrintIn(err_en.Error())

return

}

plainTexttest,err_de := Decrypt(cipher,fheader_de)

if err_de != nil {

fmt.PrintIn(err_de.Error())

return

}

fmt.PrintIn(string(plainTexttest))

}

func main() {

error := InitSdk("ap-guangzhou","replace-with-real-secretld","replace-with-real-secretKey ","replace-with-real-domainNa
me")

if(nil = error){

fmt.Printin(error.Eoor())

return

}

ECBEnAndDeWithSignTest()

}

JRENNEZ TS VR E AR

[RENZTTRXIMAIARS BFEFRIEMNR | 5 KMS ZREIFATUELL | REMZESAFERF B CEMINEZRE TGS , BEF
RIEZPNREel. HTRESEMINER BB ER KMS ZRFRIFS .
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AR

HCTREZUNERBET | AftbARIUINEERA PKCSH#7 tREH TR,

Sm2GetKey

ThREREA « EASM2ENEAERERX. BMASH  THERBASH. REHE : BEORRI=1ATE , BMFHEE ( DBIREMINNA
8. FA$RE ) F0—"EncryptSDKErrorsRBAEE IR | BINEEEF L.

o LEMIRENESIKEE NI, RTEREEBXIEL ;
* JEnil , (CFRERBUEN , BAEESDAPRIEIRIDCodefliEiREEMessage.,

Sm2Sign

DhREHEA © (£F8 SM2 EiRHTER. BMASE:

SHER Wi ESid] fik

pubKey 2 [byte RNRBHIABPRE | BIRKEEREN64FT
priKey 2 [Ibyte KIRBAIFABRNE |, BUEKEREN32FT
msg 2 [lbyte RS EuE

RENE : EOREFRIMANS , — N EREEEFI— EncryptSDKError S5RIEERI(R,
o LEMIREWER nil , BREB/MI , EBASEREINFFRFEETF.

o HEOIREHESE nil, KREEEN , FHEESERD.

R

RIFFIFAMBRKEAEERE , BPNEBAKER—HIEIE | TaSBNERaRE.
Sm2Verify

DhREHEA : (£F SM2 BiEHTIRE., WMASE:

BHETR W% KA R

pubkey = [byte RRIOHINERDS | FERKEREEN64FT
msg = [Ibyte RS EE

sig 2 [lbyte BRENEIE

REWE : FOREEIARS , —NEFEEFI— EncryptSDKError SRBIEEMIIR,
o HEMIREWEA nil , BREEMI , EBNBOREINZREETF.

o LEMIREHEIF nil, AFRGELW , FIHESLEIRE.

WRFRE - BRmERMEX 5556 T #£190m
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E

NPRENEEREAFTT , AFNREANKERA—SRLE  TeSHRELRSE.

Sm2Encrypt
ThRefEA : 5 SM2 BiEHTING. BMASEL:

SEER WAIE ESit] iR
pubkey = [Ibyte KRIBPONBRE |, IR KENATT
source = [Ibyte TREUR

RENE : EOREFRIMANS , — N EREEEFI— EncryptSDKError S5RIEERI(R,
o HEMOIREWEA nil , TRINZKID , INEEHNEXASERENFRAEAT,

o HEMIRENENTE nil , AFTINZLEY , FIEES WEERD.,
R

SM2 NIEZERT/NIRAAR | NEWINEEIT 256kRIEGE.

Sm2Decrypt
THReREA : SEF SM2 BEHHTHRE MASE

SEER DA ESix) U
prikey =2 [Ibyte KIRBAIFABANS |, SUEKEREN32FET
source 2 [Ibyte = EaEEE

RENE : BOREFRANNS , — NEREEF—1 EncryptSDKError SEBIEEHI(R,
o HEMORMEWERA nil , BREZMID , BEEHBEXASERE,
o LEMORMEWENIE nil , TREZLY , FEESNEIRS.

Sm2PemChangeToPubkey
ThREREA : XpemtZBHAINAR BT, WASE

SHER Wiisk i iR
pemPubKeyInfo = [Jbyte pemiSTHIABER

RENE : FORERIAS , —NFRHEEEM—EncryptSDKErrorsRBUEIgIK | BNEEEFTLIRIA.

o LEMREILSMMEE NI, RFRERKY , FREHABARASERERNF AT ;

WRFRE - BRmERMEX

ZIHEERS (KMS)
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o JEnil , (FREGIRKN , BAEEESDAPRIEIRIBCodefliEiREEMessage.,

HashForSM3WithSM2
IhEEHA © (5F8 Sm2GetKey IEOSEMAIAE , HEFSMIEZEMEERE, MASE:

e C DAV KA fik

msg = (Ibyte 8%

pubKey = (Ibyte RNPRE | BERERENAFH
id = [lbyte idfE

IRENE : FORERIARE , —NF 1AM —EncryptSDKErrors B4R | BREEETT LRI,
o HEMRENEEMMER NI, ARBEERRT , ERARERNSERERNFHEHES ;
o Jknil , KERBBERMKYW . EREEEMIRTRIEIRIBCodefliEIR{EE Message,

Sm2SignWithDigest
ThREHEA : (EFAMAERRATE SR EMEE WMASE

BHETR WAE Sl A

pubKey = (byte NPAE , FIEKEEEN64FT

priKey 2 [lbyte MBS |, BURKEEEN32FD

digest B [Ibyte HashForSM3WithSM2 &R EERRE

RENE : FOREIFRDMANE  — N FREEMN—NEncryptSDKErrorsSBIEMIIR | BAEEEFLIRA.
o HEMOREMNESIIMSEAN , KREZNT) , EHRHNEZRSERENFTEAD ;
o Jknil , KERBEEF LY , EAAEEEMIRPAYEIRISCodefNfEiRSEMessage,

Sm2VerifyWithDigest
IhReHEA | BEAEMATRERSHTINS. BASH

SRR Wik Sl ik

pubKey = [lbyte RNIBRE | PERKEREN64FT

sig = [lbyte BROAS

digest B [Ibyte HashForSM3WithSM2 & REERRE

IR[ENE : #EARE—MEncryptSDKErrorsSBUEHR , BIMEEETLRA.

WS : BRmEmEX 2558 T #£190m@
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o LEMRENESHRER NI, ARLER ;
o 3knil , KERBERERYW . EREEEMRTRIEIRIBCodefliEIREE Message,

Sm3Hmac

ThREHEA : (EF SM3 I8%IiEE Hmac i, BMASH:

SHER WA -S| ik
data P! [Ibyte JRIEUE
hmacKey 2 [lbyte IHEHmaclIZERS

REE : BEOREFE NS , —NFEFEEFI— EncryptSDKError SERIZEHIK,
o LIEMIREWES nil , = Hmac &R , Hmac REEREIN=/AEES,
o MEMIRENEYIE nil , FZRHmMacitELN , FE55E5 ERE,

Sm3Digest
THREREA © EFASM3EREE. WASE :

SHBIR itk s

&2

1%
msg = [lbyte R

RENE : EOREFRMNS , — N FEEEF— 1 EncryptSDKErrorsS BRI |, BIRBEEEFLIRBA,

o LEMORENEMNMEREANI , AREMBERY . ERIBERSERENFTHET ;

o Jknil , ARERFELY , EREEEMRFAIERIGCodefliEIREE Message,

Sm4CbcEncrypt/Sm4CtrEncrypt
THREREA | F5iARRAT SM4 INEEL CBC, CTREINTRINNE., HWASE:

e C WAL ESid) i)

source = [lbyte JRSCEERE

Key = [lbyte FRFBEXAISMAER , KERBEN128(U(16FT) , FRERENT
iv = (lbyte atmE |, BiEA128(U(165FT) , FRERE N

RENE : BOREFRDNNS , — NEREEF— EncryptSDKError SEEIEEFI(R,
o HEMORMEWEA nil , TRIMZKID , INEEHNEXASERENFZAEAT,

o SEMOREHENFF nil , FRIMELW , FIBHESLEIRE.
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Sm4CbcDecrypt/Sm4CtrDecrypt
IDREHEA : BAEAT SM4 IIZESL CBC. CTR B THIMRE. BWASE

BHETR W% KA R

source 2 [lbyte I SRR

key = [Ibyte FFBEXM SM4 Z5h , KEBEEAN128((1651) , FEERENZ
iv £ [lbyte eatkEE | EEH128(1(16FT) , FRERBE A=

REWE : ZFOREEIART , —NEFEEFI— EncryptSDKError S8BIEEMIIR,
o HEMIREWEN nil , FREZMID , BEEHNEXABEREINFREEF.
o HEMOIREHESIE nil , TREEEM , FEESEIRDB.

Sm4EcbEncrypt
IREHEA : 5iERFTF SM4 IIEEE ECB RN TRIINEE. WASEL

SHAWR WhiE i A
source = [lbyte JRSEURE
key B [Ibyte FBFEEXH SM4 Z58 |, KEEEH128(1(16FT5) , FeeiRBEAT

REWE : FOREFENMAS , —NFFEEEFI— EncryptSDKError ZEEIEEHIK,
o HEMIREWES nil , XARINZRID , INZBEHNEXABEREINFREES.
o HRIEMREWEAIE nil , BRIIEBENY , FIEESWEIRE,

Sm4EcbDecrypt
ThREHEA : F5iARAT SM4 IZEEE ECB B THIRE., BASE:

BHER DS ik
source £ Doyte  IIEHRAIKIE
key g lbyte  FFPEENMSMATS , KEEEN1286I(165F) , FEHEE

REWE : FOREEIARS , —NFFEEEFI— EncryptSDKError ZREIEEMIIR,
o LEMIRMEWEN nil , BREZNDD , BEENEXABEREINFREEF.
o HIEMIREMERFE nil , BREZENY , FBEBESEIRE,

Sm4GcmEncrypt

WS : BRmEmEX 5560 T #£190m
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DREiEA : 73iERAT SM4 INZEE GCM & FIINE. BASE

SHBR W% KA R

source 2 [lbyte I SRR

key = [Ibyte FBRBEEXH SM4 238 |, KEEBEN128(U(1651) , FREREANT
iv £ [byte PatRE , FEERENT

aad 2 [Ibyte UEplilrEs =

tag = [Ibyte tag & , BPI0ES

REHE : OREANRE  — NFRFEE— EncryptSDKError 3B,
o LEMIREHEX nil , RRINERL , INZEHE X AR EIRFREAT.
o LRMREHEZIE nil, TRMBAY , FIHFSHERG.

Sm4GcmDecrypt
DhREEIA © 73iARRAT SM4 INERE GCM Rz TRIEE., WMASE:

SHER Wik Sl ik

source 2 [Ibyte N ENEE

key 2 [lbyte FRRBEEXH SM4 238 , KEEBEN128(U(1651) , FRERENT
iv ~3 [Ibyte IaEE |, FeERENZ

aad = [byte B INREE SR

tag 2 [Ibyte tag (B , BIREERT

RENE : BOREFRANNS , — NEREEF—1 EncryptSDKError SEBIEEHI(R,
o HEMIREWER nil , BREZRD | R RN AR RS EINE/REET.
o LEFEORMEWEAIE nil , TREZELY , FEESNEIRG.

[RENF SRR
REMZSAEROERRGIAT
package main
import (
"fmt"

"encoding/hex"

)

func Sm4EcbTest(){

WS : BRmEmEX
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key := [Jbyte("1234567890abcdef")
msg := [Jbyte("hello world!")

cipherText,enerr := Sm4EcbEncrypt(msg,key)
if enerr = nil {

fmt.Printin(enerr.Error())

lelse{

plainText,deerr := Sm4EcbDecrypt(cipherText,key)
if deerr != nil {

fmt.PrintIn(deerr.Error())

else{

fmt.Print("Sm4EcbDecrypt:")
fmt.PrintIn(string(plainText))

}

}

}

func main(){

error := InitSdk("ap-guangzhou","replace-with-real-secretld
if (nil = error){

fmt.PrintIn("InitSdk err",error.Error())

return

}
fmt.PrintIn("InitSdk is ok")
Sm4CbcTest()

}

WS : BRmEmEX

non
]

replace-with-real-secret

"o
]

ZIHEERS (KMS)

replace-with-real-domainName")
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FERNARPython 282 134y

BIFEHAYE: 2024-06-12 15:06:00

Python2 i SDK , [REEfER CIESLHL , LEB ctypes £23%/5 , IREUROA Python2 1IES1ERA.

HiRh

FEIR 1588

0 IEEIRE]

-1 —RRERIR

-2 INERR A=

-3 RIREEEA

-4 BiEARTH

-5 F=4 DataKey $8i%

-6 1072 DataKey 452

-7 F5it ProtoBuf His
-8 BXHIEANE

-9 SREY ProtoBuf $R3ZHsE
10 fi##fT ProtoBuf 3R3CHEE
11 fiz%; DataKey &R

12 IRE DataKey 412

-13 BT A%, SARIENEY
14 WFEIR

-15 KMS BRSS+KFTiE

-16 FFES KMS HEAIAR

#Iga1 SDK #20
InitSdk

Thaeik - WA EETHE KMS EAhRIRSS. BMASH
e C % KA 1%

region 2 str CMK (SR Frre | I~ RRgiisg 2=

WS : BRmEmEX

EIREERS (KMS)
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SHRER DA ESidl g

secretld g2 str =Mk API %48 ID (B
secretKey 2 str =NKS API %48 Key {8
domainName = str HBERFRHR

REHE : EORE—MEH.
o LEMIREWENO0 , FRHIIAATH,

o HEMIRENENTEO , RFTADIBIEML,
b= 7N
o ZFEEE Secretld # SecretKey RHRZTFE : BB SEIAIEEE(KEE SecretID #1 SecretKey , SecretID 1 SecretKey EFF
HE—NESIE. WERAEEZSIERARBN=EO.
o ZEFE SecretlD F0 SecretKey FUINPRIZH : FBINFREFWKS | RIBISESEHFEORNNS SN,

o FEERE domainName FYIRE : J1FR domainName A&A"" , MNIEZEE TENCENT_SDK_DOMAIN iZEE , k2, U
PN,

KMS 1n#a 0RO AR

NewMasterKey
ThaeiR  BRAFPENEBEMATRBEEIIR. SEHA

SHBIR WhisE E-Sic) fER
cmkRegion =2 str FZ4H (CMK) HhiEsE
cmkKeyld 2 str FH4E (CMK) B9 ID , ) KMS $=5Ila i

REHE : EOREER. EERERIIE.
o SEMIREEEEN0 , TR,

o HIEFMRMEEHEFIE0 , KFHRINEYK.
=3
BRERBRTIZENENERS |, EKMSFEEHELTEIRIIRE.

AddMasterKey

THEER | IMAZBENAFREEE , BNEATRE | YE8 /) EZRTAERN , SFEANSESE RSN EAEHE. 88
B :

SHETR Wik St Tk

WS : BRmEmEX 5564 T F190T
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SHER WA St fEik

masterKeys 2 list FERERIIFR  KEREBRAFPIINRNZREERGE
cmkRegion = str FEA (CMK) HBiHER

cmkKeyld 2 str F#8 (CMK) B ID , M KMS i=Hl& i

REHE : EOREEY. EEREEIIE.
o LEOREWENO0 , RAINALI.
o HEMIREHENIFO , FRFIIEKM.

InitkeyManager
TheeHA : MR AFNEER  B8ERRER. BRMERY. EREMES , BREGEsH. S8R

SEEFR DG 51t B 137
masterKey = list FEE (CMK) [58%1%E

o . BMETF DataKey AIIIZAVEEEHE | INBIIMEXRZE , SF#HHE KMS FEEK , £
msgCount 2 int

DataKey , 2B H0FRNEBIRFIERIREL

InE{ERRY DataKey FEEFHRIBEEE , BALAY |, MIIEEHE—RERN , HEHEBIHEE

- _ .
enbxpiretime &= N GiRdiaRAT) , EAHE DataKey HUEHE , 0BT

deExpiretime 2 int fRZEFIRY DataKey EFAVEREA , BBALHFD , ORTFAIHE,
secretld 2 str =W API 248 ID {8
secretKey 2 str =S API 248 Key 8

RENE : #OiRME KeyManager 334,

o HEMIRMEHEAR/ None , R¥IIAILELI.

o MIE[MIRENEY None , SRV,

Encrypt
ThEEREA : (EF KMS E&eIEER DataKey , #HTAMBEURINGE. MASE:

SHAR Wik KR T

source = str FINEZAIBASEE

keyManager 2 kms_enc_sdk.KeyManager = B&#IMAAI KeyManager 13385+
masterKeys 2 list F4E (CMK) (58513

algorithm 2 Algorithm BENEE , SREEEEIIR

WS : BRmEmEX 5565 70 #£190m@
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SEEFR Wik PEE A
encryptionContext £ str FIT#riR DataKey RUBEIZER |, key/value 33HY json FRFERIR,
= BATIF2048=FT5, 90 : {"name":"test","date":"20200228"}
— SRR A< R /_\ \ ',‘L:: M \ , tvi
blockSize = int 0 XRINERNADIRINE | IFORTDOEMNZBLAR DA/ | B

byte

BEIE : #OREI=ANNE  —MEE. — MsgHead X%, —MNFRABRBEINERENES,
o SERMARERELEEN0 , KFRINER.

o UEMRMENELSENIE0 , RT|INZEM.
AR
INZEHIEEE | SN DataKey HHXER , RESEEA KMS ZHRIFAAHEO THRE,

Decrypt
ThEERER - F5iZFATFMEEX , SRR BASH

e C Wik ESidl fEk
source 2 str DN SRR
keyManager g2 kms_enc_sdk.KeyManager BT KeyManager X95:

BEE : #ORE=1HS , — M. — MsgHead 19K, —MNFRIBEENBEERAIEY.
o SERMARENELEEN0 , KERMEERID.

o SEMREREHSENIR0 , ARMBER.

Algorithm SZRHUINEEESIZ
2E & 15488
SM4_CBC_128_WITH_SIGNATURE 1 {5F SM3HAC &9 SM4 CBC #&z,
SM4_CBC_128 2 TMERERR SM4 CBC N
SM4_GCM_128_WITH_SIGNATURE 3 {5 SM3HAC &£/ SM4 GCM &=,
SM4_GCM_128 4 TMEASEN SM4 GCM #BRINZE %
SM4_CTR_128_WITH_SIGNATURE 5 {5 SM3HAC &8/ SM4 CTR &3
SM4_CTR_128 6 TMEASER SM4 CTR 185
SM4_ECB_128_WITH_SIGNATURE 7 {5 SM3HAC &4/ SM4 ECB #&zt
SM4_ECB_128 8 RMERSZM SM4 ECB 125

WS : BRmEmEX 5566 T $£190m
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#coding=utf-8
import sys
import os
import time

from kms_enc_sdk import *

regionl = 'replace-with-real-regionl'

keyldl = 'replace-with-realkeyidl'

region2 = 'replace-with-real-region2'

keyld2 = 'replace-with-realkeyid2'

secretld = 'replace-with-real-secretld’

secretKey = 'replace-with-real-secretKey'
domainName = 'replace-with-real-domainName'

def ECBEnAndDeWithSignTest():
ret,masterKey = NewMasterKey(regionl, keyld1)

if ret 1= 0:
print('NewMasterKey error:' ret)
return

ret,masterKey = AddMasterKey(masterKey,region2,keyld?2)
if ret 1= 0:

print(AddMasterKey error:',ret)

return

keymanager = InitKkeyManager(masterKey,0,0,0,secretld,secretKey)
if keymanager == None:

print('KeyManager error’)

return

ZIASTIRRSE ( KMS

ret,enheader,endata = Encrypt(‘hello',keymanager,masterKey,Algorithm.SM4_ECB_128 WITH_SIGNATURE,'{}',0)

if ret == 0:
print('Encrypt ok’)

else:

print(Encrypt error:' ret)
return

ret,deheader,dedata = Decrypt(endata keymanager)
if ret == 0:

print 'dedata:’,

print dedata

else:

print('Decrypt error:',ret)

ret = InitSdk(regionl,secretld,secretKey,domainName)
if ret 1= 0:

print('InitSdk error:' ret)

sys.exit(1)

ECBEnAndDeWithSignTest()

WS : BRmEmEX
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JRENNEZ TS VR E AR

[REMZES XXM APRS BFREF A B , 5 KMS Z5RRIFSVEEL | [RENNZE SN RERF B CEMINEZER TGS , B
FRIEZRNZeY. HTRe56M0ERE  EAFER KMS ZHRIFAR.
5BA
Hrh CTR #0022 BIETE | EfthAEZUINERA PKCS#7 trtEit T,
Sm2GetKey
THEERNR : 5/ SM2 BEXAERMEEN. BMASE : TEERWASH,. BEE : HORE=A1AE , — N EBHIBNFRESE (93IRE
BRI TRERFARE) .
o HEMRENEHERA0 , FRrIREEHIAID ;
o LEMRENEISEHIF0 , RFIREEM,

Sm2Sign
TheBA : (/8 SM2 BT8R, BMASE:

SHBIR whI%E i) fEIR

pubKey = str NIPRE | PERKEREEN64FT
priKey 2 str FASBNE |, BURKEREN32FT
source 2 str FSEURE

BEE : EFOREFRIMAS , — MBI — MR 288 ABHFRES.
o SEMAREREHEEN0 , RERSEZI.

o HEMNRENEHEEIIF0 , AREZEKW,

E

NIPIFABRIIRKENEERE , BFURBARER—EIEEE  JRESERFHERE.

Sm2Verify
THEERNR - 5/ SM2 EiAH1TIRE, BMASE:

SHER Wik St ik

pubkey = str NIPNS |, BEKEREN64AFT
sign 2 str SEENEE

source 2 str [FRoTEsE

o REHE : FEORE—MEEH,

WRFRE - BRmERMEX 5568 T #£190m@
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o LEMREEISEN0 , RREERMI,

o SEMIRENEBHEEIIF0 , ARBSXW,
INBREANEEKEATT , AFNMRBAKEARA—NIEIE | FIeSERFLERE.

Sm2Encrypt

o TheefR : (5F SM2 BiE#TINE.

s BMASH:
BB WhI% &g fER
pubkey = str PNERT | FERKE64AFT
source 2 str TREURE

BEE : FORERINS , — MBS EaINEENE X NBNFRE,
o SEMARERELEEN0 , KFRIMNER.

o WENRENEISENIE0 , KFRINZEM,
b= = g
SM2 INZHERT/INEIRAIZS | FENINZEIBID 256kATEERE.

Sm2Decrypt
ThRERA : (EFSM2ETAHITIER: MANSHE

SHER WAsE ESid] £
prikey 2 str TNERS | BUEKEREN32FT
source = str I ENEE

RENE : #ORERIARE , — MBI EaRE RPN ABHIFRE.
o SEMARERELEEN0 , KRMEERI.
o LEMRENEHSENIF0 , RFRMEEZLY,

Sm2PemChangeToPubkey
THEEHER : 3J pem SRV BRBHTER. BASE

e C Wi Sl fiik

pemPubKeyInfo =2 str pem EHXAINPES

WRFRE - BRmERMEX

ZIHEERS (KMS)
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REE : #FORERINS , — MBS e 3RIRENQARENFRES,
o SEMOREAEISEN0 , KRR,
o LEMIRENEISTENIF0 , RREREN,

HashForSM3WithSM2
THEEREA : (58 Sm2GetKey EOEMMINE , FETFSMIEZEREERE, MASHE

SHER Wik St fatk

msg — str [FoZEE

pubKey 2 str NPRE |, PERKEETEH6AFD
id = str idf&

BENE : #ORERIRE , — MBS 2L REERNSIFRE,
o HEMNRENEHERN0 , REHEERMMAID,
o LEMRENEHSENIF0 , RRBEEMLM,

Sm2SignWithDigest
ThRERNA : ERAMAERANEEHEERES BASH

SHBIR WAIE -] A

pubKey b~ str NENS |, BIEKEREEH64FTS

priKey = str FASBNE |, BURKEREN32FT

digest 2 str HashForSM3WithSM2 £ piAIEEEERE

REE : #ORERIRE , — MBS e 2EREENENFRH.
o LEMIRENEIEEN0 , RFREZMID.
o LENRENEHEENIF0 , ARBEEBLN,

Sm2VerifyWithDigest
ThRERR | BEERIIREASHTIRS. BASE:

SHER 435 2Ry A

pubKey 2 str NERS |, BUERKEEREN6AFET

sig £ str Sm2SignWithDigest RIS EAE
digest 2 str HashForSM3WithSM2 &I EEERNS
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REHE : EORE—EEH.
o LEMRERELHEEN0 , RFREERI.
o SERMIRENBHEEIIIF0 , ARBERELRM.

Sm3Hmac

IHEEHSAR : (R SM3 IA%1EE Hmac itE., BMASE:

SHER D4y et £
source 2 str R R
hmacKey 2 str I8 Hmac ESHRRE

RENE : #ORERIHRE , — M EEH— M8 Hmac ABHIFRE.
o SEMAREREHSEN0 , 5% Hmac IHEMIN.
o LEMRERELHEENIF0 , 3R Hmac iHHEXKL.

Sm3Digest
ThEeHhA : (5F SM3 £piisE. BMASH

SHER WhiE E3id) i)
source 2 str RN EE
BEE : #OREK/IMAS , — M EEH— B SRERNSTNFRE,
o HEMRENEBHEE0 , RREREEMI.
o LEMRENEHSENIF0 , AREMRHERY,
Sm4CbcEncrypt/Sm4CtrEncrypt
TheERR | 75iA2MT SM4 INEEL CBC, CTREINTRINNE., BWMASH
SHER wWhisE ESig) R
source 2 str R8s
Key 2 str FRFBEMXH SM4 Z58 , KEBIEN128(1(16F15) , FRERENZT
iv 2 str eatmE |, EliEA128(U(165FT) , FRERE A

REE : #FORERIRE , — M EBEF— 8 NEENE X NE RS,
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o LEMREREISEN0 , RFRINZRID,
o HENREEHSEHIF0 , RFRINEZLM,

Sm4CbcDecrypt/Sm4CtrDecrypt
ThnA : /5/ARAT SM4 INEETA CBC, CTRIEX TR, MASH

EIREERS (KMS)

SHER WASE et iR
source 2 str = Ea0EuE
Key = str BFREENH SM4 58 , KEREREN128(I(165FT5) , FeEiRENT
iv 2 str REEE , EEA1280(165T5) , FEEIRE AT
REHE : #FOREIBRMAE  — N EEFI— N2 ARE GRS =TE.
o LUEMIRMERBESEN0 , KRBZRI,
o LIEMIRMERIEESENIEO , KRR,
Sm4EcbEncrypt
THRERSA - 75i22RTF SM4 INEE% ECB Bl TN, WMASH
SHER D ESix] L)
source = str R
Key = str BFREENH SM4 48 |, KEREREN128(I(165FT5) , FeERENT
REE : #OREEMAS  — N EEI— e AIIEENE XN BIERTE.
o LEMIRMERVEEEEN0 , RINERI.
o LEMIRMEREESEFIE0 , KFRINZFLML,
Sm4EcbDecrypt
ThRERNA | /5iA2AT SM4 INEZEEL ECB Bl THIMER. BMASH
SHER WAsE et iR
source = str = ERIEE
Key = str FBRBEEXH SM4 258 , KEREEN128(U(16%FT5) , FEERENT

BEHE : #ORERIARE , — B e aREEEXABIFRE,

o SERMARENELEEN0 , KERMEERI.

WS : BRmEmEX
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o LEMRENEHSENIF0 , RFREEZLY,

Sm4GcmEncrypt
TheER : 7522RF SMA IIEEE GCM B TAINE. BASE

SR whIFE il fEA

source 2 str JFSEUE

key =z str FFBEXH SM4 %38 , KEBIEN128(1(16F1) , FERENT
iv = str tatAE | FERE AT

aad = str FANRIRERE

REE : #FORE=ARE , — M B M ENEENEXHNSNF/E, —MESNZEH tag ABHIFRH.
o SEMOREEIEEN0 , RERINZI.
o SEMARERERSENIR0 , ARMBRM.

Sm4GcmDecrypt
Thagk - 5iZ2ATF SM4 IIEEE GOM & TIIRE, BANSHE:

SHER Wik =S T

source = str I ERETE

key 3 str FBFRBEEXH SM4 258 , KEEEH128(1(16F1) , FREREAT
iv 2 str VRtEE |, FEERENE

aad 2 str FARIRER

tag g2 str tag {8 , BPRESHS

RENE : #ORERIARE , — MBI EaRE RPN ABIFRE.
o SEMAREIEREEN0 , RKRMEERI.

o HEMNRENEHEEIIF0 , ARBELY,

[REDNFFS =R VARG
#coding=utf-8
import sys
import os
import time

from kms_enc_sdk import *
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key = "1234567890abcdef"
iv = "1234567890abcdef"
aad = "1234567890abcdef"

region = 'replace-with-real-region'

secretld = 'replace-with-real-secretld’

secretKey = 'replace-with-real-secretKey'
domainName = 'replace-with-real-domainName'

ret = InitSdk(region,secretld,secretKey,domainName)
if ret != 0:

print('InitSdk error:' ret)

sys.exit(1)

ret,pubKey,prikKey = Sm2GetKey()
if ret == 0:
print ("Sm2GetKey ok")

ret,sm2endata = Sm2Encrypt(pubKey,b'this Sm2Test’)
if ret == 0:

print ("Sm2Encrypt:",sm2endata)

ret,sm2dedata = Sm2Decrypt(priKey,sm2endata)

if ret == 0:

print ("Sm2Decrypt:",sm2dedata)

else:

print ("Sm2Decrypt is error”,ret)

else:

print ("Sm2Encrypt is error",ret)

ret,sign = Sm2Sign(pubKey,priKey,b'hello world")
if ret == 0:

print ("Sm2Sign is ok",sign)

ret = Sm2Verify(pubKey,sign,b'hello world")
if ret == 0:

print ("Sm2Verify is ok")

else:

print ("Sm2Verify is error",ret)

else:

print ("Sm2Sign is error",ret)

else:

print ("Sm2GetKey is error",ret)

peminfo = "----- BEGIN PUBLIC KEY----- \n"

peminfo += "MFkwEwYHKoZIzj0CAQYIKoEcz1UBgiODQQAES5rwEIw9e5fX87uSN7C/vy6lyEZ2R\n"
peminfo += "gzLqWLnY8EPN1C+nJP2v4rLgaQCbHV38+VvBVLimbLmdccLM69R83)xpxuQ==\n"
pemiInfo += "----- END PUBLIC KEY-----\n"

ret,pubKey = Sm2PemChangeToPubkey(pemInfo)

if ret == 0:
print('Sm2PemChangeToPubkey ok')
else:

print('Sm2PemChangeToPubkey error’)

priKey = "B8F66F0097488D8FA91FE857DFC9886356BA26A48C23F44271DD702F374174F0" .decode(‘hex')
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ret,digest = HashForSM3WithSM2('hello’,pubKey,'1234567812345678")
if ret == 0:

print('HashForSM3WithSM2 ok’)

else:

print('HashForSM3WithSM2 error')

ret,sign = Sm2SignWithDigest(pubKey,priKey,digest)
if ret == 0:

print('Sm2SignWithDigest ok')

else:

print('Sm2SignWithDigest error’)

ret = Sm2VerifyWithDigest(pubKey,sign,digest)

if ret == 0:
print('Sm2VerifyWithDigest ok')
else:

print('Sm2VerifyWithDigest error')

ret,hmac = Sm3Hmac("hello" key)
if ret == 0:

print ("Sm3Hmac is ok:",hmac)
else:

print ("Sm3Hmac is error",ret)

ret,digest = Sm3Digest('hello’)

if ret == 0:
print ('Sm3Digest is ok:',digest)
else:

print (‘'Sm3Digest is error',ret)

ret,en_data = Sm4CbcEncrypt("this Sm4CbcTest" key,iv)
if ret == 0:

ret,de_data = Sm4CbcDecrypt(en_data,key,iv)

if ret == 0:

print (de_data)

else:

print ("Sm4CbcDecrypt is error” ret)

else:

print ("Sm4CbcEncrypt is error”, ret)

reten_data = Sm4CtrEncrypt("this Sm4CtrTest" key,iv)
if ret == 0:

ret,de_data = Sm4CtrDecrypt(en_data,key,iv)

if ret == 0:

print (de_data)

else:

print ("Sm4CtrDecrypt is error”, ret)

else:

print ("Sm4CtrEncrypt is error”,ret)

ret,en_data = Sm4EcbEncrypt("this Sm4EcbTest" key)
if ret == 0:

WS : BRmEmEX
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ret,de_data = Sm4EcbDecrypt(en_data,key)
if ret == 0:

print (de_data)

else:

print ("Sm4EcbDecrypt is error” ret)

else:

print ("Sm4EcbEncrypt is error”,ret)

ret,en_data,tag = Sm4GcmEncrypt("this Sm4GemTest" key,iv,aad)
if ret == 0:

ret,de_data = Sm4GcmDecrypt(en_data, key,iv,aad,tag)

if ret == 0:

print (de_data)

else:

print ("Sm4GcmDecrypt is error”,ret)

else:

print ("Sm4GcmEncrypt is error”,ret)
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HERNARPython 382 13AY

BIFEHAYE: 2024-06-12 15:06:00

Python3 {5 SDK , [REEfER CIESLHL , LEBI ctypes £23%/5 , IREUROA Python3 1ESERA.

HiRh

IR 18R

0 IEEIRE]

1 —RRERIR

-2 INERIR A=

3 RIREEEA

-4 BiEATH

-5 F=4 DataKey $8i2

6 1% DataKey $&i%

-7 F5it ProtoBuf His
-8 BXHIEANE

9 FREY ProtoBuf iRSZHIEE
10 fi##fT ProtoBuf 3R3CHEE
11 fiz%; DataKey &R

12 IRE DataKey 4418

-13 BEAEE SEREAEY
14 WFEIR

-15 KMS BRSSARFTE

-16 KA KMS HEATAR

#Iga1L SDK #20
InitSdk

Thaeik - IO EETHE KMS EAhRIRSS. BMASH
g C % RE 1%

region 2 str CMK (SR Frre | I~ RRgiisg 2=

WS : BRmEmEX
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SHRER Wik ESidl g

secretld g2 str =Mk API %48 ID (&
secretKey 2 str =NKS API %48 Key {8
domainName = str HEBERFRHR

REHE : EORE—EEH.
o LEMREWEAO , RTFIIALARTI.

o HEFEMIRENENTEO , RFTADIBAEKML,
R
o Secretld F SecretKey EARE1FE : BN IZIIAEFEIKE SecretlD # SecretKey , SecretID F[ SecretKey 2R RIME—
INIEEIE. WWSRERGFEZEIEARBH=EO.
o SecretID #] SecretKey RURPRIZHI | BINFERATFKS | RIBWSHEEH TROFNRIS A EIEKE,

o EiZE domainName BY : 405 domainName A&8"" , MIMIAEZTE TENCENT_SDK_DOMAIN #iEEVE |, 2, MILAN
SR,

KMSHnEZ 75 URE R

NewMasterKey
TheeR  BRAFPENEBHEMATEBEEIIR. SEUA

SHBIR whI%E &St fEA
cmkRegion = str F240 (CMK) HEHER
cmkKeyld =z str FEZB (CMK) B9 ID , ) KMS $=8la+EH

REHE : EOREES. EERERIIE.
o LEMIREEIENO0 , FHMBLI.

o HIEMRMEEHEFIE , KFHRINEYK.
=5
BEREETINENENERES | & KMS FE5FH20TFEHIRE.

AddMasterKey

THEER  IMAZBENAFREEE , BNEATRE | YE/NEZRTAERN , SFEANSESSE  BSIFINIEAEHE, 88
B :

SHETR Wik et fA
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SHER WA
masterKeys =
cmkRegion =
cmkKeyld =

EIREERS (KMS)

il TR

list FEPBERTIER  KERERFPINANEREERRE
str FEA (CMK) (s8R

str FZ4A (CMK) 1D, )\ KMS #E$IaE

REHE : EOREES. EEREEIIE.

o LEOREWENO0 , RHINALI.

o HEMIRENENIFO , FRFIIEKM.

InitkeyManager

IhEEHHR VIR ER  BaTRAER. BREMERE. BHREMIES , RS TAS805E. S8R

SHBR Wi
masterKey =
msgCount =

enExpiretime 2

deExpiretime =2
secretld b=
secretKey =

S

list

int

int

int

str

str

3%
EEZA (CMK) [E851%

FMETF DataKey AIINERIEESE | MENHELEE  SEHRHAKMSEEEK , £
DataKey , 2B H0FREBIRFIERIREL.

INEEFRRY DataKey fFEEFPRIGRER | ALY |, IIBRHE—RERN  HEHEBTHEE
RIASENAZI , #BSftA& DataKey B9EHE , OFRRAITHS

R (FE A DataKey EFNESHEL , BT , 0FAILEE
=P API 248 ID {B

=S API %58 Key &

REHE : #OiRME KeyManager 334,

o LEMIRMEWEARA None , RRIIAIETT.

o LEMIRENESANone , RFRWIANEY,

Encrypt

TheEERER : (5F8 KMS SE&aeIEERY DataKey , #HTAMEURME. BMNSHE

SHBR Wik
source =
keyManager =
masterKeys =
algorithm =3

WS : BRmEmEX

i) i)
bytes FENZRIBAS R

kms_enc_sdk.KeyManager = B&#J3a4EY KeyManager Z5Ha{A$5EtT
list FEHH (CMK) ER%I%

Algorithm BizzE , sREEEEIIE
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SEEFR Wik PEE A
encryptionContext £ str FIT#riR DataKey RUBEIZER |, key/value 33HY json FRFERIR,
= BATIF2048=75, 90 : {"name":"test","date":"20200228"}
o AR A< R /_\ N\ ',‘L:: M \ , tvi
blockSize = int 0 XRINERNADIRINE |, IFORTOEMNBLAR DA/ | B

byte

BEHE : #OREI=1AE , — M. —1 MsgHead W&, — M FTEBRIINEGHIEX.
o SERMARERELEEN0 , KFRINER.

o UEMRMENELSENIE0 , RT|INZELM,
e 3= g
INZEHIEEE | SN DataKey HHXER , RESEEA KMS ZRRIFAAHEOTHRE,

Decrypt
TheERR : F5IEFRTFMREE , SRR, BASH

e C Wik ESidl fEk
source 2 bytes = Ea9EaE
keyManager g2 kms_enc_sdk.KeyManager BEYIIAHAY KeyManager X95:

BEIE : B#OREI=MHE  —MEE. — MsgHead Z5181K, —NFHRBNREERIIE.,
o SERMAREELSEN0 , KRMEERI.

o LEMREREHSENIR0 , ARBERY.

Algorithm SZRHUINEEESIZ
2E & 15488
SM4_CBC_128_WITH_SIGNATURE 1 {5F SM3HAC &9 SM4 CBC #&z,
SM4_CBC_128 2 TMERERR SM4 CBC N
SM4_GCM_128_WITH_SIGNATURE 3 {5 SM3HAC &£/ SM4 GCM &=,
SM4_GCM_128 4 TMEASEN SM4 GCM #BRINZE %
SM4_CTR_128_WITH_SIGNATURE 5 {5 SM3HAC &8/ SM4 CTR &3
SM4_CTR_128 6 TMEASER SM4 CTR 185
SM4_ECB_128_WITH_SIGNATURE 7 {5 SM3HAC &4/ SM4 ECB #&zt
SM4_ECB_128 8 RMERSZM SM4 ECB 125
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KMShinEZ SO R
#coding=utf-8
import sys
import os
import time

from kms_enc_sdk import *

regionl = 'replace-with-real-regionl'

keyldl = 'replace-with-realkeyidl'

region2 = 'replace-with-real-region2'

keyld2 = 'replace-with-realkeyid2'

secretld = 'replace-with-real-secretld’

secretKey = 'replace-with-real-secretKey'
domainName = 'replace-with-real-domainName'

def ECBEnAndDeWithSignTest():
ret,masterKey = NewMasterKey(regionl, keyld1)

if ret 1= 0:
print('NewMasterKey error:' ret)
return

ret,masterKey = AddMasterKey(masterKey,region2,keyld?2)
if ret 1= 0:

print(AddMasterKey error:',ret)

return

keymanager = InitKkeyManager(masterKey,0,0,0,secretld,secretKey)
if keymanager == None:

print('KeyManager error')

return

ZIASTIRRSE ( KMS

ret,enheader,endata = Encrypt(b'hello’ keymanager,masterKey,Algorithm.SM4_ECB_128 WITH_SIGNATURE, '{}',0)

if ret == 0:
print('Encrypt ok’)

else:

print(Encrypt error:' ret)
return

ret,deheader,dedata = Decrypt(endata,keymanager)
if ret == 0:

print ('dedata:’,)

print (dedata)

else:

print('Decrypt error:',ret)

ret = InitSdk(region1,secretld,secretKey,domainName)
if ret != 0:

print('InitSdk error:',ret)

sys.exit(1)

ECBEnAndDeWithSignTest()

JRENNEZ TS VRYE AR
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RENZESHIIMAIRSS LR TRy B | 5 KMS ZRERIFTVELL | REMESXFERF B CEMINEEZRHTINGS , B
PRIEZRNZeN. HTRe56MNER  EAPER KMS ZRERFA.

i8R
Hrh CTR EINEIREET | EftAOEIUINERA PKCS#7 tREHITIER.
Sm2GetKey

ThRERA : (R SM2 BiEEREAY]. MASE  THERBASH., EBOEE : ZEORE=/AE  — M EBEIRNFHIIR (9312
ERBINTRE. FAHRE) .

o LEMREVEREEN0 , FRIREEREMIMII.
o HEMRENEHEEIIF0 , ARREKEY,

Sm2Sign
TheEREA - (5F SM2 EikitTEE, BMASE:

SHRER WA ESidl ik

pubKey = bytes PNERT |, FEREETEH64FD
priKey = bytes TSRS |, SRR ERIEN32FET
source 2 bytes JRIERE

REHE : #OREFRIMNAS , — M EBEI— a8 SSBRBH=TTIER.
o UEMRMEIEHEEN0 , KEEZHI.
o HEMIREINVEHRSENIE0 , KERESRLN.
=g
NIFFFABRIKENEERE | BRIRSAKEARA—FIEE , TESHREhaEE.

Sm2Verify
ThegA « (/8 SM2 EiNHTIRE., MASE:

SHER whIFE il )0

pubkey = bytes NIPRE | PEREEENCAFH
sign £ bytes BRIERIEE

source =2 bytes R EUE

REHE : BEORE—EE,

o SEMAREELEEN0 , FREERI.

WRFRE - BRmERMEX 5882 T #190m@
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o HEMNRENEHEEIIF0 , ARESKW,

E

RNPRENEEREAFTT , BPFNRBAKERS—SREE  TeeSERELRSE.

Sm2Encrypt
TheEBRNR - 5/ SM2 EE#1TINE, BMASE:

SHEWR AT i b
pubkey = bytes NARNE , BEKEN6AFTS
source =2 bytes TREE

BENE : #FORERIMAE , — M EE— M EanEENEXATNFLIIR.
o SEMARERELEEN0 , KFRIMNERLI.

o WENRENEISENIE0 , KFRINZEM,
pa = g
SM2 IIZHERT/ NIRRT S | FENINZBID 256kAIEERE.

Sm2Decrypt
ThEBRNR - 5/ SM2 EiE1THRE., BASE:

BB Ay S Tk
prikey 2 bytes TNARS |, BUEKEREN32FT
source 2 bytes N ERIEE

BENE : #ORERIMARE , — MBI EaREENEXATHFYIR.
o SEMARERELREEN0 , RKERMEERI.
o HEMNRENEHEEIIF0 , ARBELY,

Sm2PemChangeToPubkey
THEERER : ¥J pem HEXINBRBHTER. BASHE

BHER Wi el ik

pemPubKeyInfo 2 bytes pem EHXHINBER

REE : #FORERIRE , — N Ef— e aRRENQARBNFHIIE.

o LSEMREIELRIEEN0 , KRR,

WRFRE - BRmERMEX

ZIHEERS (KMS)
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o LEMREINEISTHIF0 , RREHRLN,

HashForSM3WithSM2
THEER : 5 Sm2GetKey ZEO4LMMINE , HETSM3EZEMEERE. MASE:

SR WhiE it TR

msg 2 bytes FOZEE

pubKey P bytes NERE | BIEKERENAFT
id = bytes ID &

REE : #FORERIRE , — N EBEF— e 3EMIRBERSNFHIIE.
o LEMRENEASEN0 , RRBEEMAL.
o SERMIRENBEHEEIIF0 , ARBELEMKM.

Sm2SignWithDigest
TheERA - (ERAMAERNEEREERSE. BASH

SHRER WhisE ESid) TR

pubKey = bytes PNIERT |, FEREETEH64FD

priKey = bytes TSRS | SIRKERIEN32FET

digest 2 bytes HashForSM3WithSM2 &£ EEERE

REE : #FORERIRE , —MNEBEFR— e 3EMISENENFHIIE.
o LEMNREREHSEN0 , RFREZMID,
o HENRENEHEENIF0 , ARBEEEEN,

Sm2VerifyWithDigest
TheEHA | B AERNBEADHTINS. MASE:

SRR Wi ESidl ik

pubKey = bytes NIPARS , BEKERTEH64FT

sig 2 bytes Sm2SignWithDigest RIS EZRE
digest B bytes HashForSM3WithSM2 & HEERRE

REHE : EORE—MEEH.

WS : BRmEmEX 5584 TW #£190%
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o LEMOREREHSEN0 , RFRLERID,
o HENREREHEENIF0 , ARBELRELRN,

Sm3Hmac

ThEERA : (R SM3 IRFIEE Hmac iT8., BINSH#:

source P bytes
hmacKey = bytes

RENE : #ORERIARE , —MEHR— M8 Hmac AEHF

o SEMAREREHEEN0 , 5% Hmac iHEMIN.
o LEMRERIEHEEFIF0 , 3R Hmac iHEXKL.

Sm3Digest
ThEeHhA : (5F SM3 £piisE. BMASH

TEER.

EIREERS (KMS)

& Hmac NZSERE

SHAR WisE ESid] R
source 2 bytes RN EIE
REE : #ORERMAHS  — N EEF— N EARERSHNETFIE.
o LEMIRENEHEEN0 , KEREMFERI.
o HEMIREREEEENIE0 , KREMPBHERMY.
Sm4CbcEncrypt/Sm4CtrEncrypt
IheeA | iR ERT SM4 1N &% CBC, CTR R TR, BMASE .
SHER WA E-Sit) R
source 2 bytes JREE
Key 2 bytes BFREENXH SM4 58 |, KERBEREN128(I(165FT5) , FeEiRENT
iv = bytes VtatmE |, BEA128(I(16FT) , FEERENT

REE : #FORERIRE , — M EEI— ENNEENEXRBNFHIIE.

o LEMRERVEISEN0 , RFRINZRI,

o HENREEHSENIF0 , RFRINEZLM,

WS : BRmEmEX
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Sm4CbcDecrypt/Sm4CtrDecrypt

EIREERS (KMS)

THEERGR : 5i22BF SM4 INZES£ CBC. CTR XX THIMEE., BMASE

SHER WAL
source =
Key Z
iv =

=]
bytes
bytes

bytes

fk
InEfERIEE
FBRBEEXH SM4 Z1H , KEBEA128((16FT) , FEERENT

NiaRE | BlEN128((16515) , FEERENT

REE : #FORERIRS , — M EEI— S 2REENEXNSNFHIIR.

o SERMARENELEEN0 , KRMEERID.

o SEMREREHEENIR0 , ARBERY.

Sm4EcbEncrypt

TheEA : 7522 TF SM4 IEENE ECB B TR, BMASH

SHATR DAy
source =

Key =

bytes

bytes

1%
JRSCEE

FBFRBEEXH SM4 Z58 , KEBEN128((16F1) , FEERENT

REE : #ORERIRS , — M ESI— e 2NEENEXNBNFHIIR.

o LENORERIEHSEN0 , RFRINEZRID,

o IEMIREVEISENIF0 , RFRINZLM,

Sm4EcbDecrypt

ThRERER - 7552 T SM4 INEEE ECB R THIRE. BASE:

SEER WS
source b=
Key =

bytes

bytes

55
InEfERIEE

BFRBEEXA SM4 238 , KERBEN128((1651) , FRERENT

REE : #ORERIRE , — M Ef— e 2REENREXRBFHIIE.

o LEMIREEISEN0 , RRMEZI.

o HEMRENEHEEIIF0 , AREBELEY,

Sm4GcmEncrypt

WS : BRmEmEX
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ThegR « 7522 TF SM4 IEEE GCM B TAINE. BASHE

SHBR whISE it fEA

source = bytes JRXEIE

key 2 bytes BFRBEEXH SM4 48 , KEEIEN128(1(16FT5) , FELRENZ
iv 2 bytes IatRE | FeeRENT

aad P! bytes EpiREs S

REE : #FORE=ARS , — M B M EINEENEXRENFHIIR. — M E3NEEMN tag ABEHNFTHIE.
o HEMORERIEIHSEN0 , RFRINEZRID,
o IEMIRENELASENIF0 , RFRINZLM,

Sm4GcmDecrypt
TheeHA : 752 RFAT SM4 IIEEE GCM B THIRE. BNSH:

SHER Wik KR T

source B bytes N EREEE

key =z bytes FAFBEENXR SM4 258 | KEREIEN128(1(165FT) , FREREAT
iv B bytes PaRE , FEERENT

aad 2 bytes S

tag 2 bytes tag {8 , BPRESHS

REHE : #FOREFRINS , — M EI— E2REENEXNENFHIIR.

o SERMARENELEEN0 , KRMEERI.

o SEMREREHEENIR0 , ARBERY.

[REME SRR VE B
#coding=utf-8
import sys
import os
import time

from kms_enc_sdk import *
key = b'1234567890abcdef'

iv = b'1234567890abcdef'
aad = b'1234567890abcdef
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region = 'replace-with-real-region'

secretld = 'replace-with-real-secretld'

secretKey = 'replace-with-real-secretKey'
domainName = 'replace-with-real-domainName'

ret = InitSdk(region,secretld,secretKey,domainName)
if ret 1= 0:

print('InitSdk error:',ret)

sys.exit(1)

ret,pubKey,priKey = Sm2GetKey()
if ret == 0:
print (‘'Sm2GetKey ok’)

ret,sm2endata = Sm2Encrypt(pubKey,b'this Sm2Test')
if ret == 0:

print ('Sm2Encrypt:',sm2endata)

ret,sm2dedata = Sm2Decrypt(prikKey,sm2endata)

if ret == 0:

print ('Sm2Decrypt:',sm2dedata)

else:

print ('Sm2Decrypt is error' ret)

else:

print ('Sm2Encrypt is error',ret)

ret,sign = Sm2Sign(pubKey,priKey,b'hello world")
if ret == 0:

print ('Sm2Sign is ok’,sign)

ret = Sm2Verify(pubKey,sign,b'hello world')

if ret == 0:

print ('Sm2Verify is ok')

else:

print ('Sm2Verify is error',ret)
else:

print ('Sm2Sign is error'ret)
else:

print (‘'Sm2GetKey is error',ret)

pemiInfo = "----- BEGIN PUBLIC KEY-----\n"

peminfo += "MFkwEwYHKoZIzj0OCAQYIKoEcz1UBgiODQQAE5rwEIw9e5fX87uSN7C/vy6lyEZ2R\n"
pemInfo += "gzLqWLnY8EPN1C+nJP2v4rLgaQCbHV38+vBVLimbLmdccLM69R83JxpxuQ==\n"
peminfo += "----- END PUBLIC KEY----- \n"

ret,pubKey = Sm2PemChangeToPubkey(pemInfo.encode())
if ret == 0:

print('Sm2PemChangeToPubkey ok’)

else:

print('Sm2PemChangeToPubkey error')

priKey = base64.b16decode("B8F66F0097488D8FA91FE857DFC9886356BA26A48C23F44271DD702F374174F0")
ret,digest = HashForSM3WithSM2(b'hello’,pubKey,b'1234567812345678')

if ret == 0:
print('"HashForSM3WithSM2 ok’)
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else:
print('HashForSM3WithSM2 error')

ret,sign = Sm2SignWithDigest(pubKey,priKey,digest)
if ret == 0:

print('Sm2SignWithDigest ok’)

else:

print('Sm2SignWithDigest error’)

ret = Sm2VerifyWithDigest(pubKey,sign,digest)
if ret == 0:

print('Sm2VerifyWithDigest ok')

else:

print('Sm2VerifyWithDigest error')

rethmac = Sm3Hmac(b'hello’ key)
if ret == 0:

print (‘'Sm3Hmac is ok:',hmac)
else:

print (‘'Sm3Hmac is error',ret)

ret,digest = Sm3Digest(b'hello’)
if ret == 0:

print ('Sm3Digest is ok:',digest)
else:

print ('Sm3Digest is error'ret)

ret,en_data = Sm4CbcEncrypt(b'this Sm4CbcTest' key,iv)
if ret == 0:

ret,de_data = Sm4CbhcDecrypt(en_data,key,iv)

if ret == 0:

print (de_data)

else:

print ('Sm4CbcDecrypt is error'ret)

else:

print ('Sm4CbcEncrypt is error',ret)

ret,en_data = Sm4CtrEncrypt(b'this Sm4CtrTest' key,iv)
if ret == 0:

ret,de_data = Sm4CtrDecrypt(en_data,key,iv)

if ret == 0:

print (de_data)

else:

print ('SmA4CtrDecrypt is error',ret)

else:

print ('Sm4CtrEncrypt is error',ret)

ret,en_data = Sm4EcbEncrypt(b'this Sm4EcbTest' key)
if ret == 0:

ret,de_data = Sm4EcbDecrypt(en_data,key)

if ret == 0:

print (de_data)

WS : BRmEmEX

ZIHEERS (KMS)

5589 I F190m



O BASTCE

else:
print ('Sm4EcbDecrypt is error',ret)
else:
print ('Sm4EcbEncrypt is error',ret)

ret,en_data,tag = Sm4GcmEncrypt(b'this Sm4GcmTest' key,iv,aad)
if ret == 0:

ret,de_data = Sm4GcmDecrypt(en_data,key,iv,aad,tag)

if ret == 0:

print (de_data)

else:

print ('Sm4GcmDecrypt is error',ret)

else:

print ('Sm4GcmEncrypt is error' ret)

WS : BRmEmEX
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X BIHSTCE

APISZAY
ZIREERS (kms)
WA (2019-01-18)
APTHEZE

ITEHTHYE: 2024-06-18 14:31:20

APIERZ

V3

HithzO

RO

DescribeTSMLicenses

TREXEO

ORI
ArchiveKey
BindCloudResource
CancelKeyArchive
CancelKeyDeletion
CreateKey

Decrypt
DeletelmportedKeyMaterial
DescribeKey
DescribeKeys
DisableKey
DisableKeyRotation
DisableKeys

EnableKey

WRFRE - BRmERMEX

EOIhEE

FRENTSM SDKIENAIZ Mk License

FEOThRE

BRI

BEFRNAr REFERXR
BHERITA
EGHCMKITHRIRRERE
BlEEEH

=

RS AR B

SRENEZ AR

RN EZAREN

£ PR
WEFRERN

[ERE®A
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EOBR
EnableKeyRotation
EnableKeys

Encrypt

GenerateAsymmetricKeyPair

GenerateDataKey
GenerateRandom

GetKeyRotationStatus

GetParametersForImport

GetRegions
GetServiceStatus
ImportKeyMaterial
ListAlgorithms
ListKeyDetail

ListKeys

ReEncrypt
ScheduleKeyDeletion
SignByAsymmetricKey
UnbindCloudResource
UpdateAlias

UpdateKeyDescription

NI RRERRR RO

EOBTR

AsymmetricRsaDecrypt

AsymmetricSm2Decrypt

AsymmetricSm2Encrypt

GetPublicKey

WRFRE - BRmERMEX

BOIhae

FEEERR

MEEHERR

iz

AR AFXIFRE AR

3575

BB AT
BERERRRRS

RIS ANEZR (CMK) #HEIS4L
KRBTSRI
BIRRSRES

SAESHITH
HtHAETRegionsZFHINNE S
RENERSRYIRIFE
RENERASZR

BRI

CMKitImFREO

3

&
REBCMKMIZRIFAIREAR R
(ERGIE

FEOIEE
JERSFREIARSARRES
JERIFRE4HS M2 aR
i

SREVAFRIFRE AR A

ZIASIRRSE (KMS)
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BB

EOSH7V]

BEEFATE): 2024-06-18 14:31:20

tcecloud APl £XE/MAIENEKIFITEMIGIIE , BB MNEREBZTEELATBEREHTEEEREE ( Signature ) LISIHEKRES D, &

BIEEHRTEFIEER , T2 FIERE Secretld 7] SecretKey ; ERFPEIREZEFEIE | BRIECAPIZARNHERS , BNTEERATAPI
#ZM.,

s=E e .

1. iR eFEiE

HEEIXER=APIZE] , BRIERAPIZSANHRIELEEIE. LE2FIUFELE Secretld ] SecretKey :
e Secretld FBF#RR APL REBHD

* SecretKey ABFIIEEE F A BMIRS SRS E FRTRIER.

* FAPRITRREREEIE , BRtE,

HBLZeEIINEREERIT -

1. ERtcecloudEEBFIEHIE,
2. BHE=APIZSBRNEHI A TUE
3. E=APIESETUHE , M [#7] RIRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELIABILT Secretld / SecretKey,

2. EpE R R

BT ZeEiESecretld f SecretKeyfs , MATLAERSEZERT . IUTREMRSSHRNIFMSRE :
BRIZFFHY Secretld #1 SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

AR RERERA , SRR RRERIER Secretld 1 SecretKey B TIEEHR(E !
LA=RRSS 2R EEXLfI7IZR(Describelnstances)iEk A6l , SRAFEMRX—EOR , HiERSHERENT:

SHER 3L 248

Action 555 Describelnstances

Secretld #=AId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp ZRIATIEIRL 1465185768

Nonce PEHLIEEEEY 11886

Region SERRTEXIE, ap-guangzhou
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SHRER 533 S8

Instancelds.0 FSEIARYSCHID ins-09dx96dg

Offset ImiEE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. BETHEFF

BEEMNEERSERSHEBNFEE ( ASCHRE ) AFHIF. T8 1) RIESHSHTHIF | SRERTINET , 7&85tA/ ;
2) ¥ ASCII 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARIREE, AATLUERRIEES PHIE%
HERFRECRSLINX—INAE , 1 php B8 ksort R, HIRRBISEHIHEFRERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

ERAECERRINESAN , X EERAIFRISEEITHIRF | ERIRER—EEA.

2.2. BHEERF AT

WWEBEMBERFGE. HE L —THIRFRIERSEISTN R SRR ="S81E 1 | W% Action 28 , HESEEFRA "Action”
, BB "Describelnstances" , EIAEEH A Action=Describelnstances . ¥ : “S&E"HERIAETIEurRRBEROE.

REBBINENS IS8R HEE—E | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHEERIRFHER
WERENRERIRNFMH. SRIRFHFEHEUT LI SEHE5:

1. iEKAE: 25 POST #1 GET 5=, XEB(EM GET i53K , TR HENEKE.

2. IERENBEELIFZE (Describelnstances)§9i5K1E4 5 : cvm.finance.cloud.tencent.com, SCRRAVIE KIS RIEEOFBEREIR
EMARE , FEEECwA.

3. BRI HRIMRAZAPIFIERIEREERN / .

4. {ERFRIE: B E—ERRNERFRIE,

ERFEBRRIHEAN D BRTE + BKREN +IBEKER + 7 + BRFRES
TOIRIHERER

WS : BRmEmEX 5894 T F190m
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&V
ersion=2017-03-12

24, EpSREA

S BRAERESER, FEMER HMAC-SHAL EiEY E—S RSN ERFOIFRFRHTES | ARKBEMINE S S Base6s #1745
13, BIEIRIGRERIER A,
BRI | LA PHP BS54
$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE&Timestamp=14651
85768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

BRI E BN
EliP9YW3pW28FpsEdkXt/+WcGel=

ERRECERRIHESTAN , IR LERGIFRERGHTERIIE , BRNERHBS6IFHhaI—EEE.

3. ERRIwG

RIS R BT REEIRIFNIBRESE , FEXHET URL %3,

80— RIS Z A ElIPOYW3pW28FpsEdkXt/+WcGel= , BEFIRIRBHRIBREE ( Signature ) 7
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , TiSRTFEMSRAER URL,

AR MRAFIEKRSRR GET , BiEBR7A:%8 POST [RY Content-Type 73 application/x-www-form-urlencoded , MI&XiER
RAEERSHEIREM URL RS , SHRBN-ASARERIG. IF ASCI FFHE URL RISAIFREStLl UTF-8 #{T4%88.

IR LREIESH http BERBEAFTESEHT urlencode , FEXMMENT , MATEXIERBHIT URL 3T , BUAX URL 4
HEeSHERLM.

IR : RS BEthTER TR , ISR RFC 3986, fEF %XY XRZRFRIFIINRFHTE SR , AP XY ot/ HsrrF
(0-9 FIXE=FE A-F) , BRINEE5IRER.

4. ZZEM

HRIESSIREN | FEUTERRMANEIRS | iSHRIESSIREAE

R fEIREA
AuthFailure.SignatureExpire BRITH
AuthFailure.SecretldNotFound BIRAFRE
AuthFailure.SignatureFailure EEER
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RS iR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZHRIEE ( RE= APl Z¥E3EAY )
\,—l—. —_—
5 \_‘L%

fEsChRiERS AP 3.0 BY |, #EFF(EAECERItcecloud SDK 3.0 , SDK f#ETERANEE , FARRXE~mIBHARMEORD. FMER
S0 SDK iy, HRISHSHIRIZEES

e Python

* Java

* PHP

* Go

e JavaScript
e NET

ATEBRNERERTRE , THUSIMREES A0, B OANERTERRIIL. BXkES. ERIROMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN | LRTAIBRERA SDK.

REEHHAY url TT8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPRIZERENN | HEBEARRSHEIRE |, RINSRELL url XSS IFEER curl ER<SEBRSIREESN
Hix | ERH. ATEE—NTLUEERER url |, FEERUREIFH Secretld 1 SecretKey NESLAVESH | FHERRFZHBIRTEEUE
79 Timestamp ,

IR A TENRAT  ARREES [ EER—ESEXITERR url JEEEEMAR , RIASHNINFARR | (EXHARIER
. REMAESHEE  BESITEIERRIE.,

IR LIMURB(UERT APL 3.0 , FEEERATREMINERRE | BIEZIERN APl , BTFEATERBRSHERUEIER | B
X RIAISERR AL .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretkKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// SEFRERur RS SEIRF S B ER

for (String k : params.keySet()) {

/] BFEXSEKEB#Turlencode , BT keyEBRRNFH , #ltA NI Hvalueit{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LABEEIHEF

// SCRRVEFBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHESE

// SEFRE RSN RS E0RTE) |, 130 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~NFHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AE544

params.put("Action"”, "Describelnstances"); // 2NHE%(

params.put("Version", "2017-03-12"); // A5

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // \'535%§

params.put("Offset", 0); // WE5#1

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature", sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // A%t
28

System.out.printin(getUrl(params));

}

}

Python

SR NERETE Python 2 IMEFIETT , BEALEE requests (K :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# ISSCRRER | AShiaaTer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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= Ak

EOZERV3

BIFEHAYE: 2024-06-18 14:31:20

tcecloud API £33/ MARIEIRFITEMNIGIE , BB MEKEBBERT é&/tti%ﬁiﬁéﬂqﬂaﬁﬂz{fg ( Signature ) LASSIEEKRESH. &

ZIEEHTEEIILER , TeFIEEIE Secretld 71 SecretKey ; ERFPIRRBLZEEIE , BRITF=APIZHETUERE | BSNFEEEA=API
=0,

‘EEI—‘—I =y
1. FigREeFEiE
TEEIRERTAPIZAE] , BRHESAPIZHRHERELZESEIE., REFEUFEHE Secretld F SecretKey :

e Secretld FBF#rR APLEF&ESH
o SecretKey FIFINEE AR Z R BFIIRS S mIGIE S E FRTRIEA.
°» AFPWIITIRRERZSREIE , BRitEE,

HIsReFIINERSEBIT

1. ZERtcecloudFEHFNOEFHIAE.

2. BIE=APIZSEUEHI G TAE

3. E=APIZSETIHE , mir [#7] RIRJLARYEE—XdSecretld/SecretKey

TR AREKSRESELUABRRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=,. 33FPOST/% , BREISZIF Content-
Type: application/json LA} Content-Type: multipart/form-data FFMMMYIES | json HERERAFB I SEOHESIF , multipart 18z
REFEWSEONE , WEHZEOARREER json H8=UER , SF BRSO IRA,

THEURRSSHREA MNXEHFIRIEAFIF  SEBRNBERRHEITRE. BAWERTERSTAZIZRM NS« Limit 7 Offset ,
{&£F8 GET 7558,

RiIZFIFAY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. HHENGBIERER
HANTHEBHEHILEERE (CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

* HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , &M GET ;
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e CanonicalURI : URI £%¢ , API 3.0 EE@RIERHT (/)

* CanonicalQueryString : &€ HTTP i&k URL FIVEIAFRTER , X3F POST ik , BIEAZSFRHE , XTF GET 15K , W URL Aid
5 (?) GENFZAERS , ARFIBYES : Limit=10&O0ffset=0, jF= : CanonicalQueryString &4 URL 4R/A3.

* CanonicalHeaders : £25&FA0LEYMEE | 283 host F content-type FINLER , BAIIIABENXRILSBSEERLIEEEEIE
SKEOME—MFIZ 2. FHEMN @ 1) k&8 key 70 value T—8/NE , HXIEEETIE | KR key:value\n 1&=(HH% ; 2) 2/ kE6
HRRBLER key (/NE ) ROFEEHAEFRB THHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £25&ZAEMER | IRBALXIERBMLLIS S5 TER |, # CanonicalHeaders B ZRILEAEE—XIMNAY,
content-type #[I host J9usifEsLEB, HHENIN : 1) L3R key ZB—HA/ING ; 2) Z1KEB key (/NE ) 1RERFEHEFFHITHHE , FHELL
25 (;) PR, WHEIFJ . content-type;host

e HashedRequestPayload : IEKIEXHIIEHE |, iTE /5% Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , ¥F HTTP i5
KEE/NEX payload fff SHA256 5% , AE+7\#HmS | RERIDHREEM/NEFE., =2 : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload By HTTP i&SKIEX payload,

HRIELLEAIN | OIHERIRAGEIERENT (ATRNEW , \n BITFRIESSRITEHFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER IR
AU RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BATEREA TC3-HMAC-SHA256 ;

e RequestTimestamp : EREFEE; , BIiERLERAY X-TC-Timestamp BUE , A1 LRGSR 1539084154 ;

e CredentialScope : EIEEE |, 1829 Date/service/tc3_request , @& HHR. FNEKAIRSINLRIEFFE (tc3_request ) , Date A
UTC tRERTEIR B , BUEREMALSH X-TC-Timestamp #REH) UTC #RAERITEIBERE—E ; service AF=mE , WS EAN™Mm
BEZ—5, 180 cvm, 8N ERFLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASBHHEFTENECIEREBNGHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date /RMBTEIBL X-TC-Timestamp ITE152 , BARfX A UTC+0, NRMARZAHEKES , HIIFR/\X , ESHEXE
ERERMI , BER2REMERCERY. RigifERY 1551113065 , 4/ \XAJRTiELE 2019-02-26 00:44:25 , (B2 HEE
89 Date BX UTC+0 FYHHARS 2019-02-25 , A2 2019-02-26,

WS : BRmEmEX 25100 7@ #1907
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2. Timestamp X/REHRIRFATE , BFEBERRFEHENERBERSH , MREEETASHPNSERM. MNRKAEAFIR
EREREY |, JRESEIE T —RIYEE , BROERW (IREEZSHHER ) .

HRIELA LA | REIPERIRFERFRHRUT (AT RREN , \n RTFAESSRITENFI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. i8S
1) HEREREEE , (hRBUIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date =E=8. , a0 3~ , 792018-10-09 ;
e Service : B Credential g4 Service ZEREE. , WL, 79 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRIIRES ZZIA |
e StringToSign : Bl BRI EBRIRESEF/HH ;

2.4. 8 Authorization
AN ™RRCHHE Authorization :

Authorization =

Algorithm + "' +

'Credential="+ Secretld + '/ + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ', '

‘Signature=" + Signature

o Algorithm : &&753% , ElEH TC3-HMAC-SHA256 ;
e Secretld : ZEAXIHAY Secretld ;

e CredentialScope : WX , EIFEHE ;

* SignedHeaders : I £ , £5&ZRIER |
 Signature : £

MR LA | IR EEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ecfl74c474

WIS : B emEX 6101 1 #190ma
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http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&0Offset=0

ZIHEERS (KMS)

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

HRIESSIRER | FEUTERRMANERG | iSRIEIRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm";

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERKX , BUEZHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ;#;%?%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk 53% 3 o .L-l.%é% *kkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkkkkkk ig% 4 j:}‘fl:ﬁ Authorizatlon *kkkkkkhkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

WS : BRmEmEX 2103 7@ #1907
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# Kkhkkkhkkkhkkhk 535% 1 o *#*%m;ﬁiﬁ*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkkkkkk 5% 2 : T#%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"

WS : BRmEmEX 2104 T@ #190m
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkkhkk ig% 3 : -‘L-I-gﬁg *hkkkkhkkkkhkkkhkk

# ITEEBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk 552’% 4 : ?#*i?: Authorization khkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}

WS : BRmEmEX 25105 T #1907
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15 KE5H4)

BIFEHAYE: 2024-06-18 14:31:20

1. frsSHbit

ot ( Region ) EISIRIOSIEROMMEIRRY, tcecloud S TIMERRMEZ B£8R | (RIENRiEaR AR BRI
t, ATRHGAIERIE, 12 TR , BEEREMEEE e,

ERTLUEIT APIED EiiHSIR B TARtE xR,

2. BEMY

tcecloud API RUFRB#EZECIIYEIE HTTPS TIB(E | IRItEZSMIBEEEE.

3. BKTE
S0 HTTP I35

* POST (i)
o GET

POST iE3ksz#569 Content-Type 258! :

* application/json (7 ) , X/RfEA TC3-HMAC-SHA256 & 757%,

* application/x-www-form-urlencoded , #%7f#R HmacSHA1 g HmacSHA256 &&75i%.

e multipart/form-data ( {NE8EOSF ) |, WREER TC3-HMAC-SHA256 &2 5%,

GET i5KHIEREKNAE#BIT 32 KB, POST iE5KFAER7EN HmacSHAL, HmacSHA256 BIAE#BiT 1 MB, POST iR
B TC3-HMAC-SHA256 B3373% 10 MB,

4, FRIwAS

FEFAUTF-84%%2.

WIS : B emEX 26106 1 19011
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IS

BIFEHAYE: 2024-06-18 14:31:20

IFAR B4R

PARBRSS2RHIIEO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HIEFAT) , EeJserOREIT

{

"Response”: {

"TotalCount": O,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMNERH Requestld REENFE , TiCIHKRHEINEE , RE APIET , UHESIRE,

* Requestld FBF— APLiEKAIME—IRIR , W5 API HILRE |, STLABKERERA] , FHREZ ID KRR,

* [RTEEMNFES  HRIWARKEOENNTFER  AENEOMMRENFES IO XEFREN. HFIHE TotalCount
InstanceStatusSet 5 DescribelnstancesStatus £ OENXFER , BT EREKNAREMEZE=RS2TLH , Bl TotalCount
FULCER FEBRENES 0, InstanceStatusSet FIRI9%,

tEIRIREIER
ERRSN , EEEERATN

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMEEZISKARKM, Error FEMEREAERRY Code 1 Message FERTEELMAT 2 EIREIRY,

e Code FREMHBHIEIRD , HiE kBN LSRIEZIERBAEA S RIBI X arEOX M AVERIDS IR EmE R MR R
.

Message BRHTIXMEREENERER , EVSERSREIL , WX ATEESELBFRFTERFTH , AP AKX MER(E
&,

* Requestld FBF— API iEREOE—HIRIR , N8R APL HIIEE , STLABCRIRA] , FHEMIZ ID SEARREE,

~IIEIRY (TODO: EEERE, REEENERER?)

IREIZERPUNRIFAE Error FER , NIZRBA APLIEOIKM,  Error Y Code FERFRTMEIRD , ATBSSERBEHINAYEEIRAS A AL
IREG , TERFIH T ARG,

WIS : B emEX 6107 1 #190mm
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure. MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

TRIRIEA
EIRAEE (A2 API AR ) |
MFA $5ig,

BIRFIE.

R

SZZIULLN

%

SRR,

k

token f&i%.

Bk CAM 1L,

DryRun #{F , RFBFRGLEMING , RRSET DryRun 2,

HERAERIL
REREIR.
EORMFE.
SHIEIR.
SHEYEEIR.
B ECAPR .
FROSEGEIR.
EOMARFE.
IERAVREGET T IRERPRAE
BIR S,
BIFEAE.
BIRMFE.
BIRAEI A,
RIRBUE(E,
RAISEGER.

SIS TN

http(s)IEXRIMIIEIR , R3ZHF GET #1 POST 153K,

BORSHFATEbEL,

%108 T

\|
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\5

VAN

VTSR SRATE: 2024-06-18 14:31:20

EIREERS (KMS)

HEYRATRRBFIZOLSNENSE  WIFE | A MEORBRARO AP ABXLSHEHTRE  EERERKIETEE
}i XLESH , FREERKIEIEK.

ERTTE V3

{888 TC3-HMAC-SHA256 && 7507 ,

SHBR St

X-TC-Action String

X-TC-Region String

X-TC-

. Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

=
=

alil

alil

el

alil

o

AHSHFEES—HE HTTP Header IEKLEBF , 40T :

%

BEREOSR, ESEEOXEPMASEATESE Action A9RE, FIIN=IRESEENE
EEFIFIRZEO |, BUYES Describelnstances,

WIS SRR BRI EI MbERIEE. RORZAEEESE R OXETRAS
NS Region AUGHR. 1R | EEROATEELBEZSY , BOEPIIILATHI5R
B8, WRIRMEEIBZSHBARERN.

=1 UNIX BJ[E)E , ElicRAH#S APLiERAIETE), g0 1529223702, & : (IRSMRSS
RHEMEEBI St , 25 EEERITHIER,

R APL BURRA, EUESHEOSEHRASLRISE] Version BiRBE. HIAIZARSSERAIR
& 2017-03-12,

HTTP fRAESHIAIESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : ££75)% , BRIEENZE ;

- Credential : £&1EiUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EFENRHSE X-TC-Timestamp #E/Y UTC FRAERNBEIRHE—E ; service AFm& , &
RSB mREE—E, flgicvm ;

- SignedHeaders : 25&RITEAISLEMSE , content-type #0 host J9wsifksLEp ;

- Signature : EZFHE,

IGRSIEFFTAEAY Token , FELSIRRIER—EMEMA. IRRIER Token FEZNHDEER
SEARBEZORE. KEZAAFE Token,

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (T

SHETR St
Action String

WS : BRmEmEX

=
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fik

BENEOSR. BESEEOSNETEMASENTESE Action B9IREA. HIAN=IRSSE
REIsLHIZIZREO |, BUEA Describelnstances,
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SHETR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

s IR

s

String

Integer

Integer

String

String

String

String

String

i

alil

ali

ali

alil

oy

i

EIREERS (KMS)

fik

Wi Sy, SRR B EI MBIEAIEIE. FOESZHEREESE E O REA
S NS Region RUGRER, R | RUEONATEECRZSEH , EOEP I
BIRER , LRSEMEEEBZS AL,

Za0 UNIX Bf[a)8% , FJicRARE APLIERAYRTEL. FI01529223702 , MRS =F1H(E
BETK , 25EERTHER.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHAE_E ERBERIRREDHY Secretld , —4 Secretld XFRME—HY SecretKey |, i
SecretKey FRARLIEREEE Signature,

BRESR , FRBRIERERNGEN | FERFRIEFRMASEITESEH. Bkt
BIEESNEROSSHE,

B{FRY APLESRRA., BUESEROXETASATSL Version B, AIN=RSES
A9RRAS 2017-03-12,

25, , BaixiE HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIFER , EttiERISEHAE HmacSHAL I8IEES.

IERPEBFTER Token , BEESIGII AR, IGRIEEF0 Token EEEHRE
EIRSTARZEOKE. KEIZHAFZE Token .

i ( Region ) BEMIRAIEHR ORIEIE XIS, tcecloudAZMIIERREIE 2 BE2iEE | (RIERRMRBRARERELESE
t. ATREHRRE. B8 TEERE , BERRFELEEFatbE,

EELAUEIE APIEC ENAMIESIER EEST AT,

WS : BRmEmEX
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Hftoz]
SRENTSM SDKIZINRIF M hiasLicense

RITEHHYE): 2024-06-18 14:31:20

1. FOfEE

BEOEKIHE . kms.api3.finance.cloud.tencent.com,
FRENTSM SDKIEN A= MRS License
BOAEZEOISRIRERPRE : 200%/FD,

EOEHATE : 2021-12-08 16:44:11,

EORBESREN.

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE |, TBEAHSHFIRDAHIERSH,

SHER WAsE BEFNULL it U
Action = S String HSE, KIZOBYE : DescribeTSMLicenses
Version =2 &5 String NHESE, AEOEBYE : 2019-01-18
Region 2 £ String REBE, FRFESIFHMEFIZR(TODO)
A Y 4
3. S
SHER Sl R
Licenses TsmLicense REE MRARLicense , NS EBLELicense , NIREIZ#48
Requestld String H—EK ID , ®XiEkEPSIRME. EUEBNEERAIZRIEKE Requestld,

4. FEIRS

UG T OSSR A0EIRD | BERITER A HHEIRD,

l_':|

RS HEIAR
InternalError

UnauthorizedOperation

WS : BRmEmEX %111 T #1907
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InvalidParameterValue
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1. FOfEE

BEOEKIHE . kms.api3.finance.cloud.tencent.com,
XPESAFHATIIN | RIIEREA R TRE | FeENE
BOAEZEOISRIRERPRE : 200%/FD,

EOSEFRATAE - 2021-03-09 19:27:52,

EORBESREN.

2. NS

EIREERS (KMS)

UTNBERSEGIRGIH T ROBERSEHHBO NHSE |, TBEAHSHFIRDAHIERSH,

SHBR Wi FEEFNULL % fik

Action = = String ~HSE, KZFOBYE : ArchiveKey
Version 2 &5 String NESE, AEOEBYE : 2019-01-18
Region 2 B String REBH, FIFRSSMRFIZR(TODO)
Keyld = & String CMKHE—FRRTF

3. iS4

BHER e it A
Requestld String H—iEK ID , ERiEKREPIRE], EAIRRRITEERHIZIRIEKE Requestld,
gﬁw:u

IR0

UG T 2Ol S5BEERA0EIRD |, EfhiEiRBiFER
FEIRMG
UnsupportedOperation.NotUserCreatedCmk

InvalidParameter

WS : BRmEmEX

TR,
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FEIRD o

[

InvalidParameterValue.InvalidKeyld
InternalError
ResourceUnavailable.CmkStateNotSupport
ResourceUnavailable.CmkNotFound
UnauthorizedOperation
FailedOperation.CmkUsedByCloudProduct

UnsupportedOperation.ServiceTemporaryUnavailable

WS : BRmEmEX %114 W #1907
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HEZ RN mRIRAIERXR

ERITEFHYE): 2024-06-18 14:31:20

=7 A
1. EOHA
EOEkig& © kms.api3.finance.cloud.tencent.com,

ICRERTkey BN == mAEP N EIFFTER. SRZRTkeylRE T BalidH , NWEUHIZIRE | HIRZRIkey RABZIR. WRZIREIXE
KEREZ0E | iRER.

RO OIBISRRIRE : 200R/F,
EOEHATE : 2020-08-11 11:53:50,

EORBESREM,

2. WNSEL

UTNERSEGIRGIH TEROBRSENPO LIS, mBAHSEPIRDNATLERES,

SEEFR Wik FIFNULL SRR A

Action =2 5 String NHES# | ANEOEYE : BindCloudResource

Version 2 = String  2HSE, AEOBYE : 2019-01-18

Region = = String  AHBE, FRFRASISHMEFIZR(TODO)

Keyld 2 B String cmkAyID

Productld 2 5 String  mFrEmEIE—MERRE

Resourceld £ = String  ®IR/AIID , RARSHRIERCHE MIFEREN , IFFFRAZMiFE.
3. FitHEE

SHER it fEA

Requestld String H—iEK ID , ®RiEKREPSIRE], ERMATEERAZXIEKE Requestld,

j:t -
4. FEIRAS
UGS T O SSIBIEERA0EIRD | BAERIE N AR,
FER Rk

InvalidParameter

WIS : B emEX 115 1 #190m
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FEIRD 5

[

ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
InternalError
ResourceUnavailable.CmkStateNotSupport
FailedOperation.CmkUsedByCloudProduct

UnsupportedOperation.ServiceTemporaryUnavailable

WS : BRmEmEX 2116 TW #£190m
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HE RIS

BIFEHAYE: 2024-06-18 14:31:20

1. #EOfER

EOBRIEE : kms.api3.finance.cloud.tencent.com,

EGHZAIAR , BUHEZERIRESEE HEnabled,
FOAZOIERIRIRE : 200%/F2,
BEOSEFATE - 2021-03-09 19:32:37,

EORMER LN,

2. NS

SHBR WA
Action =
Version =
Region =
Keyld 2

3. WS

SHER St
Requestld String
H
. (HIR0D

UTMRFIH T OS2 EERANERNT | Bt

%EI'L?EEE_'!

InvalidParameter

InvalidParameterValue.InvalidKeyld

InternalError

ResourceUnavailable.CmkStateNotSupport

WS : BRmEmEX

FBEFNULL

T
[}

H O

iy

fik

String
String
String

String

EIREERS (KMS)

NHESE , AEOBYE : 2019-01-18
ANHBE, FEI T RSIEREEREIZR(TODO)

CMKIfE—HRRFF

H—iEK ID , ERIEKREPIRE], EAIRRRATEERHIZIRIEKE Requestld,

VIS

%
5

%117 |1 #190m
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[

ResourceUnavailable.CmkNotFound
UnauthorizedOperation
UnsupportedOperation.ServiceTemporaryUnavailable

UnsupportedOperation.NotUserCreatedCmk

WS : BRmEmEX 118 TW #190m
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HCMKIT R BRIER(E

BIFEHAYE: 2024-06-18 14:31:20

<7 A
1. EFOEA
EOBRIEE : kms.api3.finance.cloud.tencent.com,
EGHECMKATHRIMIBRRE
FNBEOERIEIRS : 200R/FD.
BEOSEHATE : 2020-08-11 11:57:46,

EORWER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER whI%E FEIEFNULL &Sic) TR
Action 2 S String ~HBE, KIZOBYE : CancelKeyDeletion
Version = = String NS, AEOBYE : 2019-01-18
Region ! S String AHBH, FENFRSISRMERZIZR(TODO)
Keyld 2 & String FEWEUERFRAICMKRIE—IRE
A MM
3. FitHEE
SR ESig) R
Keyld String HE—RSHEGHEBRAICMK,
Requestld String W—EKX ID , &REREIRE, ELZIERATHREREIZRIBFRAT Requestld,

j:t ~
4. i81=f8
LUV 7O S5 ZERRAEIRD |, EfthiERiDIFE N A =R,
HIRAD Rk
ResourceUnavailable.CmkNotFound

InvalidParameterValue.InvalidKeyld

InternalError

WIS : B emEX %119 1 #190mm
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HiRAD o

[

UnauthorizedOperation
ResourceUnavailable.CmkNotPendingDelete

UnsupportedOperation.ServiceTemporaryUnavailable

WS : BRmEmEX 2120 7@ #1907
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BIEE=H

ERITEFHYE): 2024-06-18 14:31:20

1. &0

iﬁ

EIREERS (KMS)

EOEkig& © kms.api3.finance.cloud.tencent.com,

Sl B EEEIREEHNFEZEBCMK ( Custom Master Key ) .

BN OIBRIRERIRS] © 1000%/70,

EOEFHAYE : 2022-09-13 18:35:13,

BORWERREN,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR
Action
Version
Region

Description

Alias

KeyUsage

Type

Tags

3. s

Wik SFENULL 28

= S String
= &= String
~ £ String
= = String
= B String
B = String
) ) Uint64
= = Array
of Tag
*
&

WS : BRmEmEX

e

ik
1t

NHEHSH, AEOBYE : CreateKey

\

NHSE, AEOEYE : 2019-01-18

HS¥ , FERNRSISHIERFIZR(TODO)

B
&

CMK BYfiiR , &A1024=75

VERZSRERZIOR , BERBBABENEIE , AUAT, 1-60M=F8HF - _
HBE , BEFBVIAFEEERTF, L kms- (EARIBNBET==RER |,
Alias AAJEE.

jgxEkey UFIE , BAIAJ9 "ENCRYPT_DECRYPT" RREIZEXIFRINREZSR , HE
YiEFIR "ASYMMETRIC_DECRYPT_RSA_2048" & el FF I
RSA20483F33#7E4A , "ASYMMETRIC_DECRYPT SM2" ZFRliEATF RSN
SM23ExtFREZ48, BI%E(E : ENCRYPT_DECRYPT,
ASYMMETRIC_DECRYPT_RSA 2048 , ASYMMETRIC_DECRYPT SM2,
ASYMMETRIC_SIGN_VERIFY_SM2 ,

ASYMMETRIC_SIGN_VERIFY_RSA 2048 , ASYMMETRIC_SIGN_VERIFY_ECC

fEEkeyRE | BUANL , 1FRREAKE | AKMSBIZCMKESR | 2 FR

EXTERNAL 3£B | ZRBFERFSARRMH , &%
GetParametersForlmport #1 ImportKeyMaterial %[

IREIFR

%121 |1 #190m
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SHETR ESid)

Keyld String
Alias String
CreateTime Uint64
Description String
KeyState String
KeyUsage String
TagCode Uinte4
TagMsg String
Requestld String

4. FERG

EIREERS (KMS)

fER

CMKHI2 B HE—RREF

ENERERZIHR | ERZWABERIE
EIREUEERTIE) , unixBE)ER

CMKAgHEHA

CMKARTS

CMKHIFi&

IRERIEROIREIRG. O: AL ; 1: IBREEIR ; 2: WSSAMEER

IR
IRERFRNREIER

E—iEK ID , BRIEKREIRE., EURREITFEERZRIERA Requestld,

UG T OSSR AUEIRED | BERIBFEN AT EIRS,

FEIRD

InvalidParameter

InvalidParameterValue.InvalidAlias

InvalidParameterValue.AliasAlreadyExists

LimitExceeded.CmkLimitExceeded

InvalidParameterValue.InvalidKeyUsage

InvalidParameterValue.InvalidType

InternalError

UnauthorizedOperation

UnsupportedOperation.UnsupportedKeyUsagelnCurrentRegion

InvalidParameterValue.TagsNotExisted

InvalidParameterValue.TagKeysDuplicated

UnsupportedOperation.ServiceTemporaryUnavailable

WS : BRmEmEX
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BIFEHAYE: 2024-06-18 14:31:20

E

=7 R
1. EOEA
EOBREE : kms.api3.finance.cloud.tencent.com,
KEOBETHREEX , 52EXEE.
FOANBEOIERIERS : 3000K /%D,
EEOSEFATE : 2020-03-06 10:08:16,

EORMER LN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

SHBR Wi FVFENULL - K3
Action = a String
Version = =5 String
Region = e String
CiphertextBlob = = String
EncryptionContext & = String
A M

3. WHEE
SHBR ESic) R
Keyld String CMKH2BE—1RR
Plaintext String
Requestld String HE—i5k ID

4. TR

UG T 2O SSIBEERA0EIRD , BfERIFEL L

FEIRD

WS : BRmEmEX

EIREERS (KMS)

NHESE, AZEOEYE : 2019-01-18

\)

\N
7

NS, FRSIFIMIESIZR(TODO)
R ERIE AR

key/valueXgaijson=fFEa |, WISREncryptBE 7125281 , NEHEH
Decrypt APIRSEEREFNSE , RAIF1024=5F

REERIIEN. ZFEREbasebAdRISH) , N TEEIRIGIAS , ARG FEEHITbase64f#

 BIRERBSRE. EURERERHZIXIERE Requestld,

BRI,
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\|



X BIHSTCE BHIEERS (KMS)

HiRtD fER
InvalidParameter
ResourceUnavailable.CmkDisabled
ResourceUnavailable.CmkNotFound
InvalidParameterValue InvalidCiphertext
InternalError

UnauthorizedOperation

WS : BRmEmEX 124 TW #190m
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illESSYNNRAEI S

BIFEHAYE: 2024-06-18 14:31:21

=7 R
1. EOEA
EOBREE : kms.api3.finance.cloud.tencent.com,

BFHRSARNZSRIE , (IEXTERNALEEICMKER |, iZEOBCMKIZE PendingImport 1R7% , HASHBRCMK , EEHH T
BHES NS EHER, AIEMBRCMKiSEER ScheduleKeyDeletion ##,

RO OIBISRRIRE © 100R/FD,
ZEOSEHAYE : 2020-08-11 11:57:01,

EORBESRER,

2. MNSEL

UTNERSEGIRMGIE TEROERSEIPO LIS, TBAHRSEGIRDN TGRS,

SEEFR WA FEIEFNULL eS| A

Action =2 & String NHBE, KZEOBYE : DeletelmportedKeyMaterial
Version 2 & String AHSE, AEOBYE : 2019-01-18

Region 2 B String NHSE , FENFRXIFHIEEIZR(TODO)

Keyld g B String BT EMPREMEIIEXTERNAL CMK,

3. iHESE

SHEWR - il A
Requestld String W—EK ID , @REREPSIRE. ERENFEERAZRIERKE Requestld,
+HET
4. sE1R05

PAIMRZIE 7O SZEERaERND , BERGFE N AT ERE.
HiRiD fER
InvalidParameter
ResourceUnavailable.CmkNotFound

InvalidParameterValue.InvalidKeyld

WIS : B emEX 6125 |1 #190m
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X BIHSTCE BHIEERS (KMS)

FEIRD o

[

InternalError
UnsupportedOperation.NotExternalCmk
ResourceUnavailable.CmkStateNotSupport
FailedOperation.CmkUsedByCloudProduct

UnsupportedOperation.ServiceTemporaryUnavailable

WS : BRmEmEX 2126 TW #1907
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BIFEHAYE: 2024-06-18 14:31:21

=7 R

1. EOEA

EOBREE : kms.api3.finance.cloud.tencent.com,
FBAFREEEKeyldIIEZABFIBER.
FOANBEOIBERIERS « 1000K/FD.

BEOSEFATE : 2020-01-15 14:34:52,

EORMER LN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

EIREERS (KMS)

SHER WA FEVFNULL S fEA
Action = & String NHBE, KIZFOBYE : DescribeKey
Version 2 &= String NHBE, AZOBYE : 2019-01-18
Region 2 S String RNESH, FENFRSISRMRFIZR(TODO)
Keyld 2 sy String CMK2FE—RIRFF
A MM
3. S
SR &S] HEA
KeyMetadata KeyMetadata ZHEMER
Requestld String K—iEK ID , ®RIEKREPRIRE]L. ENIORRAT R ERAZRIEKRKE Requestld,
+H 0
4. 35103

UG T 2O SSIBAEERA0EIRD , EERIEL L

e
InvalidParameter
ResourceUnavailable.CmkNotFound

InvalidParameterValue.InvalidKeyld

WS : BRmEmEX

HERIRG,
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HiRAD i

>

InternalError

UnauthorizedOperation

WS : BRmEmEX 2128 TW #190m
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BIFEHAYE: 2024-06-18 14:31:21

<7 A

1. EOEA

EOBREE : kms.api3.finance.cloud.tencent.com,
ZEORTHEREFZHERELER.
FOANBEOIERIERS « L000K/FD.

BEOSEFATE : 2020-01-15 20:31:52,

BORWERREN,

2. NS

EIREERS (KMS)

LATBREHGIRINGH TEOBERSEHIED AHSE , TBAHSHGIRIALERSE,
SHER WA FE¥FNULL &Sic) A
Action P B String NHBE, KIZFOBYE : DescribeKeys
Version 2 & String NS, AEOBYE : 2019-01-18
Region B S String REBH, FENFRSISHMRFIZR(TODO)
Keylds 2 & Array of String HIICMKHIDFIEE , HEFTH—RRESZIF100Keyld
A MM
3. S
SR it TR
KeyMetadatas KeyMetadata REINEHEEFIFE
Requestld String —igK ID , &XiEkEbaiREl, BT EERMZXIEK Requestld,
H >
4. 35103

PAIMRFIE 7OV S ZEERaERND , BERGFEN L
HIRD
InvalidParameter
ResourceUnavailable.CmkNotFound

InvalidParameterValue.InvalidKeyld

WS : BRmEmEX

HERIRD,
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InternalError
UnauthorizedOperation
InvalidParameterValue.DuplicatedKeyld
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SR

BIFEHAYE: 2024-06-18 14:31:21

1. #EOfER

EOBREE : kms.api3.finance.cloud.tencent.com,
FEOBTER—EZH | STERREHKeyTTERTINE. BEERE,
BN OIBRIRERIRS] © 1000%/70,

EOSEHAYE : 2020-08-11 11:57:32,

EORMER LN,

2. NS

SHER i FeEFNULL &Sic) TR

Action = & String NHSE, KZFOBYE : DisableKey
Version =2 &5 String NESE, AEOBYE : 2019-01-18
Region B S String RNESH, FENFRSISRMEHZIZR(TODO)
Keyld =2 & String CMKME—FRRS

3. S

SEER St A

Requestld String W—iEK ID , 8XIEREPSIRME. EBNBEERAZRIEKE Requestld,
3
EllBEﬁE_'J

UG T OSSR A0EIRD | BERIDEN A THEIRD,

2
5

IR

InvalidParameter
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld

InternalError

WS : BRmEmEX %131 7@ #1907



X BIHSTCE BHIEERS (KMS)

HiRAD o

[

UnauthorizedOperation
ResourceUnavailable.CmkStateNotSupport
FailedOperation.CmkUsedByCloudProduct

UnsupportedOperation.ServiceTemporaryUnavailable

WS : BRmEmEX 132 T #1907
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BIFEHAYE: 2024-06-18 14:31:21

1. #EOfER

EOBREE : kms.api3.finance.cloud.tencent.com,
SHEERICMKER I S RECHATIRE
BOAEZOISRIREPRE © L00X/FD,

EOEFRAYE : 2020-03-06 10:18:23,

EORMER LN,

2. NS

SHER Wi FEEFNULL &g &R

Action = S String NHSE, KIZFOBYE : DisableKeyRotation
Version =2 & String NESE, AEOBYE : 2019-01-18

Region £ S String RNESBH, FENFRSISHMEFIZR(TODO)
Keyld 2 &= String CMKME—FRRSF

3. S

SEER St A

Requestld String W—iEK ID , 8XIEREPSIRME. EBNBEERAZRIEKE Requestld,
3
EllBEﬁE_'J

UG T OSSR A0EIRD | BERIDEN A THEIRD,

%EEEEE.'J

2
5

InvalidParameter
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld

InternalError

WS : BRmEmEX 2133 T #1907
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B

UnauthorizedOperation

WS : BRmEmEX 2134 W #1907
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WESEREEH

ERITEFHYE): 2024-06-18 14:31:21

1. O

EOBKRIEE : kms.api3.finance.cloud.tencent.com,
ZiEOR T EEELECMKEYER.

BOAEZEOISRIRERPRE © 100X/FD,

EOEFRAYE : 2020-08-11 11:57:20,

BORWERREN,

2. NS

LINBERSHGIRNGIE T EOBSRSEID LIRS, RBEAHSHPIRNAHLERSL,

SEER WS FIFNULL St R
Action 2 B String ~HBE, KIZOBYE : DisableKeys
Version =2 & String NHESE  AEOEYE : 2019-01-18
Region 2 & String REBE, FRFESIFHIEFIZR(TODO)
Keylds = & Array of String SEMSZHANCMK I 5% , CMKEEE&RASZIFL00
A MM
3. BiHS%
SEEFR i) b=
Requestld String H—i5K ID , 8XIEREPSIRME. EBNBEERAZRIEKE Requestld,

4. ER
IUTBI T S BIE A AORRTS | BRI A S 200,
#i2 ik

InvalidParameter
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld

InternalError

WS : BRmEmEX 2135 @ #1907
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FEIRD o

[

UnauthorizedOperation
InvalidParameterValue.DuplicatedKeyld
ResourceUnavailable.CmkStateNotSupport
FailedOperation.CmkUsedByCloudProduct

UnsupportedOperation.ServiceTemporaryUnavailable

WS : BRmEmEX 2136 T #£190m
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1. #EOfER

EOBREE : kms.api3.finance.cloud.tencent.com,

BFER—MEEHICMK,
FOAZOIBERITRIRS] : 10007/,
EEOSEFATE - 2020-08-11 11:59:03,

EORMER LN,

2. NS

SHBR WA
Action =
Version 2
Region =
Keyld 2

3. S

SHER St
Requestld String
H
. (HIR0D

UTMRFIH T OS2 EERANERNT | Bt

%EI'L?EEE_'!

InvalidParameter

ResourceUnavailable.CmkNotFound

InvalidParameterValue.InvalidKeyld

InternalError

WS : BRmEmEX

FBEFNULL

T
[}

=
=

iy

iy

fik

String
String
String

String

EIREERS (KMS)

NHESE, AEOE : 2019-01-18
NHBE, FEI T RSIERMEEREIZR(TODO)

CMKIfE—HRRFF

H—iEK ID , ERIEKREPIRE], EAIRRRATEERHIZIRIEKE Requestld,

VIS
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[

UnauthorizedOperation
ResourceUnavailable.CmkStateNotSupport

UnsupportedOperation.ServiceTemporaryUnavailable
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1. EOEA
EOBREE : kms.api3.finance.cloud.tencent.com,
SHEEHNICMKIFEZRHRINAE,
FOANBEOIBERIERS « 1000K/FD.
BEOSEFATE : 2020-12-04 15:57:09,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wi FEVFNULL &St TR
Action = & String ~HSE, AEORYE : EnableKeyRotation
Version = S String NHSE, KiZOEYE : 2019-01-18
Region £ S String RNESH , FENFRSERIMEEIZR(TODO)
Keyld 2 & String CMKHE—HRIRFF
RotateDays B S Uint64 AR, SNRRL : X, BUESEE : 7~365 , BRIAES365
A M
3. FitH &
SHER St fEA
Requestld String H—iEK ID , 8RIEKEPIRE]l, EfIERRAT R SR fiZRiERKEN Requestld,

j:t ~
4. i81=f8
LA T O SSBERXAYEIRS , EEREEN AT SR,
HIRAD Rk
InvalidParameter

ResourceUnavailable.CmkNotFound

InvalidParameterValue.InvalidKeyld

WIS : B emEX %139 1 #190m
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FEIRD 5

[

InternalError

UnauthorizedOperation
UnsupportedOperation.ExternalCmkCanNotRotate
UnsupportedOperation.ServiceTemporaryUnavailable

InvalidParameterValue
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WERNEEH

BIFEHAYE: 2024-06-18 14:31:21

1. #EOfER

EOBREE : kms.api3.finance.cloud.tencent.com,
ZEORTIESRACMK,

BOAEZOISRIREPRE © L00X/FD,

EOEFRAYE : 2020-08-11 11:59:16,

BORWERREN,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE , TBAHSHFIRDAHIERSH,

SEER WS FIFNULL it R
Action 2 S String NHBE, KIZFOBYE : EnableKeys
Version =2 5 String NESE  AEOEYE : 2019-01-18
Region B S String RNESH, FIFRSIEAMEEIZR(TODO)
Keylds 2 & Array of String FEMEFANCMK I 713 , CMKEERAZIF100
A MM
3. BiES#
SEEFR i) b=
Requestld String W—iEK ID , 8XIEREPSIRME. EBNBEERAZRIEKE Requestld,

4. ER
AN 7OV S EERAIERID | BEERIDFE N SR,
FHIRAS AR

InvalidParameter
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld

InternalError
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UnauthorizedOperation
InvalidParameterValue.DuplicatedKeyld
ResourceUnavailable.CmkStateNotSupport

UnsupportedOperation.ServiceTemporaryUnavailable
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1. #EOfER

EIREERS (KMS)

EOBREE : kms.api3.finance.cloud.tencent.com,

NMEORTIIESRES HIKBEEEIE , TRTINEEIRESZR , RSA Key , EECR/MNISEYEE. MNTRBIEIRINE | FA8
GenerateDataKey4 piftiDataKey T A HEEAI IR ER/E

FOAROIERIRERIRSE] © 3002%/70.
EOSEFTE : 2020-01-15 20:19:59.

EORBESREM,

2. WNSEL

UTNERSEGIRMGIH TEROBRSERPO LIS, mBAHSEPIRN LG RKSE

§
&=

SR Wik IFNULL 88 fER

Action =2 & String NHBE, KZFOBYE : Encrypt

Version 2 & String S, AMEOEYE : 2019-01-18

Region 2 & String RS, FENFRXRHIMIERIZR(TODO)

Keyld 2 & String  JAACreateKey4RAICMKE BME—IRRTT

Plaintext = B String  #INEEAIBASEEE | ZFERWNEbase64dmis |, R ERAKESHFAK
EncryptionContext 75 = String key/valueX3fijson=Ffr& , AIRISE 71254 , WTEJEAFADecrypt APIEY

3. S

SHBR RE

CiphertextBlob String
Keyld String
Requestld String

4. TR

FREHEARNSE , RAFLI0241MFFT

5%
INEfE42d base644RBHIZE L
INEZFERIICMKI LB E—RR

E—IEK ID , 8RIERESIREl. EMAEISFERAZRIBERAY Requestld,

UG T OSSR A0EIRD | BfERIIFE R A THEIRD,

WS : BRmEmEX
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IR fEA
InvalidParameter

ResourceUnavailable.CmkDisabled

ResourceUnavailable.CmkNotFound

InvalidParameterValue.InvalidKeyld

InvalidParameterValue.InvalidPlaintext

InternalError

UnauthorizedOperation
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1. #EOfER

21

EOBREE : kms.api3.finance.cloud.tencent.com,

R AR TR ARS

BN OIBRIRERIRS] © 1000%/70,

EOEFYE : 2022-09-15 14:59:11,

EOBIIOEE NN,

2. NS

LINERSHGIRNGIE TEOBRSEIMO RS, T

SHBR Wi
Action z
Version =
Region =
Keyld b=
KeySpec =
EncryptionPublicKey B
EncryptionAlgorithm &

3. S

SHETR

Keyld

PrivateKeyPlaintext

WS : BRmEmEX

FFNULL &3

Py
[m=]
=
=]

=

iy

o

i

iy
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5

String

String

String
String
String
String

String

String

String

1%

EIREERS (KMS)

NHSE, AEOEYE : 2019-01-18

N
e

AHBE , FERNFRSISHRFIZR(TODO)
CMKZ/HE—tRRFF
IEEERARIFRERANEE. X SM2

X509t8 T AIpemSBINIAFRIA , 3255 RSA2048 f1 SM2 %R, A3
FXIREIRIIASCFATREITING. EAZT , WAKIEERIINE,

IEXIFRINEESL |, BLA EncryptionPublicKey 3HREIZIERH TN,
BRIsiE : SM2 ( C1C3C2), SM2_C1C3C2_ASN1(RESM2C1C3C2
ASN1#&=Z37) , RSAES_PKCS1_V1_ 5, RSAES_OAEP SHA 1,
RSAES_OAEP_SHA_256, #HAz, MEKIAJ SM2,

CMKRIZBME—1RR

EVARRTARIZM EncryptionPublicKey , iZFEMEAPSIENPEMEEIFAABAN., &EFRT
BT EncryptionPublicKey , MIZ=ER(EAER EncryptionPublicKey 23$A3IP8I&
PEMZEEYFASRBASOHATIEXIFRINZESHY Base64 fRIBAVEEL., 7L Baseb4 fi#hdfg ,
PR EERNRIAN R AGRASE TH—2 % | LEREXPSI&ETUPEMSEELRATHRAS,
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SEER ESig) fER
PublicKeyPlaintext String P& PEMZEALREIRIBASI A,

£ CMK INEZFABRRREY , BRREEBITRFIZEX , KMSTEEEMAIER. A

PrivateKeyCiphertextBlob = String L DecryptiE MBS FREV AR

Requestld String  ME—IEKID , &XIERESIRE. EANENEEREZRIEKE Requestld,

4. R
IAMBIH T O SSZERAEIRS |, BfhERIEFEN A HE IR,

FHIRAD i

[

InvalidParameter
ResourceUnavailable.CmkDisabled
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
InternalError

UnauthorizedOperation

WS : BRmEmEX 2146 TW #190m
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EREIEEH

BIFEHAYE: 2024-06-18 14:31:21

=7 R
1. EOEA
EOBREE : kms.api3.finance.cloud.tencent.com,
REOER—NUESE | SN EER TSR,
FOANBEOIBERIERS « 1000K/FD.
BEOSEFATE : 2020-05-07 14:31:37,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SEER Wik FRIFNULL 358U A

Action = & String ~HBE, KIZFOBYE : GenerateDataKey

Version 2 5 String NHESE | AEOEYE : 2019-01-18

Region 2 S String RS, FEIFRSISAIMEHZIZR(TODO)

Keyld 2 & String = CMK2EM—HRRFF

. fEEE R DatakeyRUNNZZREL ALK, Datakey k/)y , AES_1285k&
KeyS 5 | & St
€y-pec = = fng AES_256, KeySpec #1 NumberOfBytes g E—"1

HERiAIDataKeyfHKE , ERFFEENUmMberOfBytestIKeySpechT , LA

NumberOfBytes & & Uint64 =~ NumberOfBytesuiE, &/IMEAL, & A{E/91024, KeySpec
NumberOfBytes M/EE—

. . key/valueXdfijson=FfeR | AIREAIZFE , WiRERIDataKeyFEfEE
EncryptionContext B B Strin
yP 5 | " 7 mEEmAERRSRE
A sl
3. ®iHSE
SEER it A
Keyld String  CMKHI£FH—RR

HERRIEIERADataKeyRIBASE | iZBAX fFFbase64ift T 7 /RS , Febase6AFIBSIE SRR ANt

Plaintext String (5

#ETiADataKeyIIZFNEN , BRREBRTREZEN , KMSHEERFREERR. TLiEd

CiphertextBlob  Stri
phertext8lo "9 DecryptiEnCiphertextBlobsrEREVSIER D ataKey X

WS : BRmEmEX 2147 TW #190m
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SEER St A

Requestld String  ME—IEKID , &XIERESIRE. EAERSEEREZRIEKE Requestld,
+H-
EllBEﬁE_'J

UG T 3O S5 EERA0EIRD | BfERISFEN AR

= A

]
=
[Us|
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%EllBEﬁE.'J
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InvalidParameter
ResourceUnavailable.CmkDisabled
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
InternalError

UnauthorizedOperation
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1. O

EOEREE :
BEME AR,
BN OIBRIRERIRS]  150%/70,
EOEFAYE : 2020-01-15 14:32:05,

BORWERREN,

2. NS

kms.api3.finance.cloud.tencent.com,

ZBAS(FEAbase644wts , B EE(FHbase64f#iE5

LATERSEHFIRNGIE TROBERSERBL LS | =&
SHER WA FEFFNULL &Sic)
Action = e String
Version = 5 String
Region = a String
NumberOfBytes 2 & Uint64

A MM

3. IHSE
SR ESid) fER
Plaintext String HERRAIRENEAVER |
Requestld String K—iEK ID , 8IXREKREPS

Ty

4. FEIRAS

UG T 2Ol S5ZEERA0EIRD | EfhiEiRBIFER

iR
InvalidParameter
InternalError

UnauthorizedOperation

WS : BRmEmEX

EIREERS (KMS)

, ANEOEYE : GenerateRandom

, ABEOEYE : 2019-01-18

FER SIS HIMBEFIZR(TODO)
SRR AR E. SMBENL, BX(EN1024,

ZlBEZ,

REl, EfARA R ERAIZRIERR Requestld,

AR,
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1. #EOfER

EOBREE : kms.api3.finance.cloud.tencent.com,
BEIREENCMKEETE T BRI HaTEE
BOAEZOISRIREPRE © L00X/FD,
EOEFAYE : 2020-01-15 20:34:05,

EORMER LN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

SHBR Wik FFFNULL ESit]
Action = = String
Version = 5 String
Region = = String
Keyld = ) String
A MM
3. FitHSE
SHER et fEik
KeyRotationEnabled Bool FERIRERTE
Requestld String H—igX ID , 8Xi5
Ty
4. 5EIR1S

PAIMRFIE 7O S ZEERaERND , BERGFER
TEIRD

InvalidParameter
ResourceUnavailable.CmkNotFound

InvalidParameterValue.InvalidKeyld

WS : BRmEmEX

EIREERS (KMS)

S35, AEOEYE : GetKeyRotationStatus

NHESE, AEOBYE : 2019-01-18

>

HBE , FERFRSISAIEEIZR(TODO)

CMKHE—HRIRFF

KEPIRE, TR FERHIZRIER Requestld,

AR,
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HiRAD 5

B

InternalError
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RS AEEH (CMK) #FHREISEL
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=7 R
1. EOEA
EOBREE : kms.api3.finance.cloud.tencent.com,

SRV ANEZE (CMK ) #EH98%L , IREIRTokentERHiTImportKeyMateriall9£#12— , iIRERIPublickey BT EESNZH
TN, REIRITokenFIPublicKey 24/NI/E5R3Y , KEUFRETSA | FEBRARIZEOREGRITokenFIPublicKey,

RO OIBISRRIRE © 100R/FD,
ZEOEHATE : 2020-08-11 11:59:37,

EORBESRER,

2. WNSEL

UTNERSEGIRMGIE TEROERSEIPO LIS, TBAHRSEGIRDN TGRS,

SHBR wasE SmIFNULL 358 IR
Action =2 &5 String NHBE, KEOBYE : GetParametersForlmport
Version — & String  AHSE, ANEORYE : 2019-01-18
Region b~ S String  AHESEH, I RSOFIMEEIZR(TODO)
Me—HRR | REBSEEOICMKLAE s,
Keyld = = String CMKAgIE—IRIR |, SREVESASHAICMKILIREZEXTERNALZREY | ADfE

CreateKeyRJ3EEType=2 HKEPCMK,

IBENZZEMAINEL , BRISTFRSAES_PKCS1_V1_5,

. . o = .
WrappingAlgorithm 2 & SUING  RSAES.OAEP_SHA_1. RSAES.OAEP_SHA 256
WrappingKeySpec Z B String  IEEIMNEEBRIA0EE , BRIRSIFRSA_2048
A M2
3. HESE
SHER e i) faR
Keyld String CMKE—HRIR , BFEEBRSAERMHIICMK,
ImportToken String SNEAMEIEERtoken , FBT{EA ImportKeyMaterial f9528,
) ) BFINZ=ZERIIRSALREE | base644@fi8. {FFIPublicKey base64f#iBERINRIE SN ERH
PublicKey String

1702 fE1E/9 ImportKeyMaterial B92%4,

ZSitokenfINTARYERHER  BIIZIHAETLESA | FEEFEAGetParametersForimport

ParametersValidTo Uint64
FREX,
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SR St A

Requestld String HE—EK ID , ®XiEKRESIRE, BRI EEREIZRIEKA Requestld,
3
EllBEﬁE_'J

UG T OS5I EERA0EIRD | BfERISFEN AR

P4

0
E=a]
dA
°

%EI'L?EEE_'!
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InvalidParameter
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
InternalError
UnsupportedOperation.NotExternalCmk

UnsupportedOperation.ServiceTemporaryUnavailable

WS : BRmEmEX 2153 7@ #1907



X BIHSTCE BHIEERS (KMS)

SRENSZIFRIMEIEZIZR
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1. #EOfER

EOBREE : kms.api3.finance.cloud.tencent.com,
IRENZHEAOBI 2R

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2020-08-24 14:14:04,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FEEFNULL e i) A

Action = & String ~HSE, KZFOBYE : GetRegions
Version =2 &5 String NESE, AEOBYE : 2019-01-18
Region B S String RNESH, FENFRSISRMRZIZR(TODO)

3. S

SRR ESid) fEA

Regions String A AregionZ&

Requestld String W—i5K ID , 8XIEREPSIRE. EENEERAZRIERKE Requestld,
H
. FEIRD

UG T OSSR A0EIRD | BfERISEN A HHEIRD,

tHIRAD A

InternalError
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1. O

BOBKEE
RFEEZEFREEFEKMSIRS
BOAREOIESORERIRE] : SOR/ED,
EOSEHAYE : 2021-03-09 19:46:09,

BORWERREN,

2. NS

kms.api3.finance.cloud.tencent.com,

EIREERS (KMS)

SHER Wik FEYFNULL e S A

Action 2 & String AHBE, AEOBYE : GetServiceStatus

Version =2 &5 String NESE, AEOBYE : 2019-01-18

Region B S String RESH, FIFRSISRMRZIZR(TODO)
3. S

SRR &3ic) R

ServiceEnabled Bool KMSIREZER/TFHE , true XROFHE

InvalidType Int64 IRSATIFEREY : 0-RMGSE , 1-IE5 , 2-KR&BER , 3-BEEM

UserLevel Uint64 P&

ProExpireTime Uint64 IS HARIE]

ProRenewFlag Uint64 Fr&s

Requestld String

4. $HIRT3

UG T Ol S5BIEERA0EIRD |, EfhiERDIE R

HEIRD

WS : BRmEmEX

ANFHIEIRAD,

E—EK ID , RERESIRE. EAIIARISFEERAZRIEKAT Requestld,

Jdr
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HIRD A
InternalError

UnauthorizedOperation
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SNZRE

BIFEHAYE: 2024-06-18 14:31:21

=7 R
1. EOEA
EOBREE : kms.api3.finance.cloud.tencent.com,

BFeAZER., REEENEXTERNAL FICMK AT LAEAN , SARIZSRITEMER GetParametersForlmport SREXAIZ SR TIN.
BILAJOIERER) CMK S ARRMR , HERSEIHE , ELRSENERENERR. CMK ZERISNER LAEIREZAM .
SNRNZEMEII IS ERMBIRE | IEENCMKELEER , FERRASANERNZBMRABERER. CMKEMIZA , RN
FRISARERN CMK # |, BERAEFP— CMK INENEUETEFERS—1 CMKiEE, RBEnabled #1 PendingImportik&SAICMKRT
LAS NZSAIRL,

FRONEIERERERIRE] © 10X/,
B SEFHATE : 2020-08-11 12:02:05,

BORWERREN,

2. NS

LINERSEGIRNGIE T EOBRSEIBO 2R, RBEAHSHPIRDAHLERSL,
BB WE  RFNULL %R ik
Action = = String ~HBE, KZFOBYE : ImportKeyMaterial
Version =2 &5 String NESE , AEOEYE : 2019-01-18
Region 2 S String  AHSH, FENTRSHIMIEFIZR(TODO)

{EEFGetParametersForimport REIFIPublicKey IIZEHIZEE+4 1l
base644wi8, WFEZhRAregionfIKMS , SNHIESEMEHSEEK

EncryptedKeyMaterial = = Strin N . . o sl | .
ypledrey = |7 9 59128 bit, FIPSHRAegiontIkKMS , SARIESBEHREER

256 bit,

ImportToken b= & String EdARGetParametersForImport3XSHIIS A SHE,
FEAM IS EARE unix AL | NEESHE 0 RRBEMEASE

ValidTo = a Uinte4  Hi , EISEITHARTE , FEATHRINER , AT
2147443200,

. IBESNBSEMRICMK , EEF1GetParametersForlmport 15EH
= =
Keyld = A String CMKIER.
A M2
3. BHESE
SHEWR it b
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SR St A

Requestld String H—i5K ID , &XIEREPSIRME. EERNBEERAZRIEKE Requestld,
3

%EIBE

UG T OS5I EERA0EIRD | BERIDEN A HHEIRD,
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InvalidParameter
ResourceUnavailable.CmkNotFound
InternalError
UnsupportedOperation.NotExternalCmk
ResourceUnavailable.CmkStateNotSupport
ResourceUnavailable.TokenExpired
InvalidParameter.DecryptMaterialError
InvalidParameterValue.MaterialNotMatch

UnsupportedOperation.ServiceTemporaryUnavailable
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BIFEHAYE: 2024-06-18 14:31:21

1. #EOfER

EOBREE : kms.api3.finance.cloud.tencent.com,

51t ZRiRegion3TFAIMNE ST
FUAZ OB ISRERIRS : 200R/7D.

EOEFATE : 2020-03-11 17:03:23,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WA
Action =
Version =
Region =

3. S

SHBR
SymmetricAlgorithms
AsymmetricAlgorithms

Requestld

4. $5IRMS

FBEFNULL

T
[=]
=
=

=
[}

s
AlgorithmInfo
AlgorithmInfo

String

ESid) A

String NHBE, AEOBYE : ListAlgorithms

String NS, AEOEYE : 2019-01-18

String NESE , FERRSESHEFIZR(TODO)
A

AR STHFAIRIFR ISR
X STFHIA R R INE %

E—iEK ID , §RIEKREIRE, TR FERHZRIERE Requestld.

UG T 2O SSIZAEERA0EIRD | BERIIFER AR,

TEIRD

InternalError

UnauthorizedOperation
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BIFEHAYE: 2024-06-18 14:31:21

1. #EOfER

EOBREE : kms.api3.finance.cloud.tencent.com,
IRIEHEEOffsetfILimiti kAN EBAFIRIESS,
BOAEZOISRIREPRE © L00X/FD,

EOEFAYE : 2020-12-02 09:56:15,

EORMER LN,

2. NS

LINERSHGIRNGIE TEOBRSEFRO LIRS, RBEAHSHPIRNAHLERSL,

SHER Wik FBIFNULL 58 A

Action = & String NHBE, KIZFOBYE : ListkeyDetail

Version =2 5 String NESE , AEOEYE : 2019-01-18

Region 2 S String RNESBH, FEIFRSIEAIMEHEIZR(TODO)

. B NEIR SQL &iafy Offset —& , FrRAIREUNIZ—EIRFHEFIEERIEE

=~ =

Offset & & Uint64 Offset ASTEFHE | HREH0

Limit - - Uint64 AR SQL &FifH Limit —2& , BRARERZIRE Limit NTE. HaE
- - $10 , BAEH200

Role . . Uint64 RIECIEEAERHE , A 0 ZFrAFPECEENcmk , 1 BREINEE
- - AFEREIEK cmk

OrderType ) ) Uint64 RIECMKEIZRTEHER , 0 B RIREFHEE | IENRIRA R

RIBECMKIRESTHIE , 0FRR2ECMK , 1 FR{X&EifEnabled CMK, 2
KeyState S S Uinte4 FRINEiADisabled CMK , 3 F&/&iflPendingDelete RESHICMK(EF

ITHRIMBRIRZSAIKey) |, 4 FREIA PendingImport RESAICMK

SearchKeyAlias & & String TRIEKeyldaE AliasH{THEHATEC EIA)
HRIECMKSRELFIE , "TENCENT_KMS" RRTmIEZEM - EKMSEIEZRY
Origin = = String CMK , "EXTERNAL" R RIHEZHAMEIEERFPSAR EXTERNALSEE
CMK, "ALL" BiE NMREFRTIPEELERER , /NG,
IRIECMKAKeyUsagefiist , ALLRRIHESED , AIEARRNSE0D - ALL 5
. ENCRYPT_DECRYPT & ASYMMETRIC_DECRYPT_RSA_2048 &,
KeyUsage = = String

ASYMMETRIC_DECRYPT_SM2 , A=MIBAIAGTEIZENCRYPT_DECRYPTZE
gg
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SHETR Wik FRYFNULL 38U R

. Array of
TagFilt &= = k3
agFilters & & TagFilter RS ESRM

3. S

SHBR it A
TotalCount Uint64 CMKRIR#EE

KeyMetadatas KeyMetadata REIREMEHERTIR.

Requestld String W—i5K ID , &XIEREPSIRE. BRI EERAIZRIEKE Requestld,
-3
EllBEﬁE_'J

UG T 3O SSIBIEERA0EIRD | BRI AR
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InvalidParameter
InternalError

UnauthorizedOperation

WS : BRmEmEX 2161 W #1907



O BASTCE

SRINEZ TRYIZR
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1. EZOfAR

EOEkig& © kms.api3.finance.cloud.tencent.com,

FIHIKS TFEIRES HENabled , Disabled #1 PendingImport F9CMK Keyld 7z
EOMZEOERINERS - S0X/FD,

EOSEHAYE : 2020-01-15 20:31:15,

BORWERREN,

A sles
2. NS
L BRSSO BI T EOE RS ST AL S | SEARSHFIRTALERE,

BB ik RIENULL K8 fA
1t

EIREERS (KMS)

Action = & String NHSE, KZFOBYE : ListKeys
Version 2 &5 String NHES# , ANEOEYE : 2019-01-18
Region 2 S String RSB, FIFRSIFHMRZIZR(TODO)
Offset = = Uintea  S-UR SQLEIAY Offset —51 , FrARIREUAIR —EIMFHIFIHUERISE Offset
- . NTTEFHE  BRERO0
Limi - - . BNER SQL &ifRY Limit —21 , XRARIKERZIREL Limit PR, HREEH10 ),
imit A &5 Uint64 o .
RA{E/9200
R - - . IRIECIEE AL , 20A 0 FREFECE/EN Mk, 1 ZBRENEE=TRE
ole B & Uint64 _
FIEIEERICcmk
A s
3. mHsE
SHER E:Sid] U
Keys Key CMK%IZ=E548
TotalCount Uint64 CMKHREE
Requestld String HE—iEK ID , &XiEKRESIRE, BRI EEREIZRIEKA Requestld,

4. FEIRD
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Jdr
°

HIRID TN
InvalidParameter
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1. #FOfEA
EOBREE : kms.api3.finance.cloud.tencent.com,
{FAEECMKIE X EHINE.
EONZOERINZRS : 1000%/FD,
EOSEFRATAE : 2020-01-15 20:20:45,

EORMER LN,

2. NS

LUTERSEHFIRNGIE TEROBRSEFINRL 2 HSE |, RBEAHSHGIRDNALERSE]
SHER P FBIFENULL E Tk
Action = = String  AHS%, ANEOEBYE : ReEncrypt
Version 2 i String  AHSE, AEOBYE : 2019-01-18
Region 2 B String RS, FIFRSIFAIMEHEIZR(TODO)
CiphertextBlob = B String EESEFINZFNZL
I . BEIFINEERANCVK , NRAZT , NEREXREINCMKE
DestinationKeyld e e Strin
Y 5 | F O i (BEEREEEST R AR )
. . CiphertextBlob BN ERIkey/valueddhljson=7F
SourceEncryptionContext = = Strin o
TP = | F 9 &, WEMERRER , WhE
L ) ) EFINEERRYkey/valueXdidjson=RFEE | WNR(FERIZE
DestinationEncryptionContext B S Strin
P = | 9 B, UEERHEEREREEENERNRGE
A M2
3. HESE
SHER it N
CiphertextBlob  String = EHINZEEAIZEL
Keyld String  EFINE{ERRICMK
SourceKeyld String  EFTINERIZEERICMK

trueRRENCEEHINE, B—PCMKETENE , E2RERERIEINER TRt TERE

ReEncrypted Bool e . .
yp SMETRYE | KBRS

WS : BRmEmEX 2164 TW #190T

\|



X BIHSTCE BHIEERS (KMS)

SR St A
Requestld String  ME—IEK ID , @XIEKRESIRE, IR EEREIZRIEKE Requestld,
j:t\
EIBEEEE.'J
PATRZIE TS EERAEIRD |, EERSIEN A EIRD,
TEIRS A

InvalidParameter
ResourceUnavailable.CmkDisabled
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
InvalidParameterValue InvalidCiphertext
InternalError

UnauthorizedOperation

WS : BRmEmEX 25165 @ #1907



X BIHSTCE BHIEERS (KMS)

CMKIT PRz

BIFEHAYE: 2024-06-18 14:31:21

1. #EOfER

EOBREE : kms.api3.finance.cloud.tencent.com,
CMKitiIfEREzC , FBFHERECMKINBRASATIE) , ATkt AKX E)4(7,301K
BONEOIERIRERIRE] - 200R/F,

EOSEHAYE : 2020-08-11 11:56:46,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WAl FEYFNULL i R
Action = & String NHSE, KIZOBYE : ScheduleKeyDeletion
Version 2 & String AHSE, AEORE : 2019-01-18
Region 2 S String RNESH, FENFRSSRMEHZIZR(TODO)
Keyld = B String CMKEIME—IRE
PendingWindowInDays 2 S Uint64 THRIIPRATEIX B[ 7,30]
A M
3. IHEE
SHER E3ic) fER
DeletionDate Uint64 THRUBR A T A
Keyld String HE— RS RIIBRAICMK
Requestld String HW—EK ID , &RiEREIRE, EIERASHRERHIZRIFKAT Requestld,
TRy
4. FEIRAS

UG T OSSR A0EIRD | BfERISFER A IR,

IRt 5

[

ResourceUnavailable.CmkNotFound

WS : BRmEmEX 25166 TW #1907



X BIHSTCE BHIEERS (KMS)

FEIRD o

[

InvalidParameterValue.InvalidKeyld
InternalError

UnauthorizedOperation
InvalidParameter.InvalidPendingWindowInDays
ResourceUnavailable.CmkShouldBeDisabled
ResourceUnavailable.CmkStateNotSupport
FailedOperation.CmkUsedByCloudProduct

UnsupportedOperation.ServiceTemporaryUnavailable

WS : BRmEmEX 2167 TW 190
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X BIHSTCE BHIEERS (KMS)

<7 A
1. EOEA
EOBREE : kms.api3.finance.cloud.tencent.com,

ETFREBEER. TR RBMINEIE T KeyUsage= ASYMMETRIC_SIGN_VERIFY_SM2, ASYMMETRIC_SIGN_VERIFY_ECC g,
ASYMMETRIC_SIGN_VERIFY_RSA_2048 p9%$BA eI LAFEREEIhEE

FOAROIERIRERIRSE] © 1002%/70,
EOEHATE : 2022-09-15 14:59:41,

EOBFIRE S EM,

2. WNSEL

UTNERSEGIRGIH TEROBRSENPO LIS, mBAHSEPIRDNATLERES,

SHBR Wk SFNULL 2R3 DU
Action 2 & String NHBE, AZEOBYE : SignByAsymmetricKey
Version = i String &5, NEOEYE : 2019-01-18
Region 2 & String RS, FENFRXHIMIERIZR(TODO)

BHREE , STHEYEL - SM2DSA ( ASN1 8=, ) , SM2DSA_ASN1 ( ASN1
Algorithm = ES String  #8%) , SM2DSA_RAW ( JRAH&= ) , ECC_P256_R1,

RSA_PSS_SHA_256 , RSA_PKCS1_SHA_256

BERYSERRE., (IREHNEHEERYX , NEEEXAKE ( Base6dds
Message B B String  MEEIRIKE ) FBH4096F 15, MIREHNSEERHE  HEREKE

( BasebA4RMBRIAVKE ) WARET 325

Keyld 2 & String  EEARIMEE—IRR
MessageType & e String  JHEZEE! : RAW , DIGEST , SNRAME , BAARAW , RRBEEFRX.
& ¥
3. HESEL
SHEBR ESid) HnA
Signature String %% , Baseb44mhg
Requestld String H—iEK ID , BRiEKREPSIRE]., EEMATEERAZXIEKA Requestld,

WIS : B emEX %6168 T1 #1901

\|



X BIHSTCE BHIEERS (KMS)

4. FEIRS

UG T OSSR A0EIRD | BERITFE N A HHEIRD,

=
5

IR
ResourceUnavailable.CmkStateNotSupport
InvalidParameterValue.InvalidKeyld
ResourceUnavailable.CmkNotFound
AuthFailure

InternalError

InvalidParameter

\|

WS : BRmEmEX 2169 TW #190m



X BIHSTCE BHIEERS (KMS)

REBCMKAII=RRAIRELC R

\TEESRATE: 2024-06-18 14:31:21

1. #EOfER

EOBREE : kms.api3.finance.cloud.tencent.com,

MBRIERE ( key, BRIR , =/ ) KSR , LAKRIA : IBENomiVSIRE A BEAZRkey.
BOAEZEOIERIREPRE : 200K/FD.

EOEFRAYE : 2020-08-11 11:52:08,

BORWERREN,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE , TBAHSHFIRDAHIERSH,

SHER W% SRIFNULL 58 TR

Action = 5 String NS, AZEOBYE : UnbindCloudResource

Version =2 5 String NS AEOEYE : 2019-01-18

Region B & String  AHBH, FRFRISHMRFIZR(TODO)

Keyld = B String cmkAYID

Productld 2 = String  =FERAIE—MEIRRRT

Resourceld & & String  HIR/LHID , BEBASGIRERECHS R EREN | UEFBEF A MiEE.
3. MBS

SHRER ESig) R

Requestld String W—i5K ID , 8XIEREPSIRE. BRI EEREZRIEKE Requestld,

4. iRk

UG T Ol S5BIEERA0EIRD | BfhiERADIFE I A iEiRe

Jdr
°

iRt ik
UnsupportedOperation.ServiceTemporaryUnavailable

InvalidParameter

WS : BRmEmEX 2170 T@ #1907



X BIHSTCE BHIEERS (KMS)

HiRtD fk
ResourceUnavailable.CmkNotFound

InvalidParameterValue.InvalidKeyld

InternalError

UnauthorizedOperation

ResourceUnavailable.CloudResourceBindingNotFound

WS : BRmEmEX 171 T #1907
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X BIHSTCE BHIEERS (KMS)

ERG e

BIFEHAYE: 2024-06-18 14:31:21

7 ek p

1. EOEA

EOBREE : kms.api3.finance.cloud.tencent.com,
FAFERCMKIIEIEZ, XIFabFPendingDeletelRZSHICMKEE | HEHKL,
FOANBEOIBERIERS « 1000K/FD.

BEOSEFATE - 2020-08-11 11:59:50,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FEVFNULL i) R
Action 2 & String AHSH, AEOWYE : UpdateAlias
Version 2 & String NS, AEOBYE : 2019-01-18
Region B S String RNESH, FENFRSISRMERZIZR(TODO)
Alias 2 B String FEBIE , 1-60NFRHHEFNES
Keyld 2 B String CMKR 2 BME—TRRRF
A M
3. HESE
SHER i R
Requestld String W—iEK ID , ®RiEKEPSIRE]., ERMATEERAZXIEKA Requestld,

j:t ~
4. i81=f8
LATAE T O SSBERRAYEIRS , EEREEN AT ERD,
HIRAD Rk
InvalidParameter

InvalidParameterValue.InvalidAlias

InvalidParameterValue.AliasAlreadyExists

WIS : B emEX %172 71 #190m
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X BIHSTCE BHIEERS (KMS)

FEIRD o

[

ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
InternalError
UnauthorizedOperation

UnsupportedOperation.ServiceTemporaryUnavailable

WS : BRmEmEX 173 @ #1907
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X BIHSTCE BHIEERS (KMS)

(B EEREIAMER

BIFEHAYE: 2024-06-18 14:31:21

1. #EOfER

EOBREE : kms.api3.finance.cloud.tencent.com,
ZEORTHEERIcmKESHEAMER. X3FAtTFPendingDeletefRZSAICMKZEILIEXL.
BOAEZOISRIREPRE © L00X/FD,

EOEFAYE : 2020-08-11 11:58:12,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WAIE FEFFNULL i b
Action 2 & String NS, AEOHBYE : UpdateKeyDescription
Version =2 &5 String NHES# |, AEOEYE : 2019-01-18
Region £ B String RNESH, FENFRSSRMREZIZR(TODO)
Description 2 & String AR |, AIF1024=FT
Keyld = FS String EREMFIAEEAICMK ID
A M
3. HESE
SHER it ik
Requestld String W—iEK ID , ®RiEKEPSIRE]., ERMATEERAZXIEKA Requestld,

4. 441203

LATAE T O SSBERRAYEIRS , EEREEN AT ERD,

IR A
InvalidParameter

ResourceUnavailable.CmkNotFound

InvalidParameterValue.InvalidKeyld

WS : BRmEmEX 174 W #190m



X BIHSTCE BHIEERS (KMS)

FEIRD 5

[

InternalError
UnauthorizedOperation

UnsupportedOperation.ServiceTemporaryUnavailable

WS : BRmEmEX 2175 @ 190
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O BASTCE

JERIFRE FAER R
JEXIFREZHRSAREE,

RITEHHYE: 2024-06-18 14:31:21

1. FOfEE

EIREERS (KMS)

EOiEkigE& : kms.api3.finance.cloud.tencent.com,

{EFREEAIRSAIEIFREZSRROTAA TEURME | B WNEERANNAHINER. 24T Enabled IRESAIIERITRE IR BERITHEZZIRIE,
FRAZCEISRERIRS] © 2000%/70.

EOSEHAYE : 2020-03-06 10:07:37,

EORBESREN.

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE |, TBEAHSHFIRDAHIERSH,

SHETR Vv

Action =
Version 2
Region =
Keyld =

Ciphertext 2

Algorithm =

3. S

SHAER
Keyld
Plaintext

Requestld

4. FEIRD

WS : BRmEmEX

A
[}

as

17

H

iy

AE
fr#

String
String

String

BEFNULL 8

String
String
String
String

String

String

fik

CMKRIME—FRIR

B

&

NHEHBE, AEOBYE : AsymmetricRsaDecrypt

N

NS, AEOBYE : 2019-01-18

N

AHBE, FIRSIFOMIESIZR(TODO)
CMKAIHE—HRIR

{EEAPublicKeyINZHYZESC , Baseb644wh2

EFERABINERXIRMAYEE « HRISTFRSAES_PKCS1_V1_5,

RSAES_OAEP_SHA_1, RSAES_OAEP_SHA 256

fR2EROBESE , base644Rig

H—iEK ID , ERIEKREPIRE], EAIRRITEERHZIRIEKE Requestld,

%176 T 190



X BIHSTCE BHIEERS (KMS)

UG T 2Ol S5BIEERA0EIRD | BfhERADIFE N A iEiRe

s
°

HIRAD

%
5

InvalidParameter
InvalidParameterValue.InvalidKeyUsage
ResourceUnavailable.CmkNotFound
InvalidParameterValue.InvalidKeyld
InternalError

UnauthorizedOperation
ResourceUnavailable.CmkStateNotSupport

FailedOperation.DecryptError

WS : BRmEmEX 177 W #1907
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FEXTFRE TASM 21

ERITEFHYE): 2024-06-18 14:31:21

1. O

=
Y

EIREERS (KMS)

EOEkig& © kms.api3.finance.cloud.tencent.com,

EFRHEEAISM2AFXIFREARIFATRE TEUERE: | B R ERXY N ARINER. T Enabled RFSHIAEXIFRE A A BEHITHEZRR(F.

ENRE XA EAREEIT256F 15,
BOANZOIERIRERPRE © 2000%/FD,
EOEHATE : 2022-09-13 14:39:30,

EORBESREM,

2. WNSEL

UTNERSEGIRMGIH TEROBRSERPO LIS, mBAHSEPIRN LG RKSE

§
&=

SHAR WAisk AIFNULL St R
Action =2 &5 String NHBE, KEOBYE : AsymmetricSm2Decrypt
Version = & String &, NEOEYE : 2019-01-18
Region 2 & String  AHSE, FIFRIFHMEFIZR(TODO)
Keyld — B String  CMKAJME—#RIR
Ciphertext = B String {EEFFPublicKeyINZZHIZE L , Baseb44mid, I IKEAREEAIY 2048 =15,
A s
3. HIHSE
SHAETR i) bz
Keyld String CMKRIME—HRIR
Plaintext String fREIERYBAN | base644wh5
Requestld String W—i5K ID , 8XIEREPSIRE. BRI EEREZRIERKE Requestld,
H
4. i81=i8

UG T 2Ol S5BIEERA0EIRD | BfhiERADIFE I A iEiRE

FEIRD

WS : BRmEmEX

Jdr
°

%178 T #1901
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X BIHSTCE BHIEERS (KMS)

HiRtD fk
InvalidParameter

InvalidParameterValue.InvalidKeyUsage

ResourceUnavailable.CmkNotFound

InvalidParameterValue.InvalidKeyld

InternalError

UnauthorizedOperation

ResourceUnavailable.CmkStateNotSupport

FailedOperation.DecryptError

UnsupportedOperation.UnsupportedKeyUsagelnCurrentRegion

WS : BRmEmEX 179 W #1907
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X BIHSTCE BHIEERS (KMS)

Nz

ERITEFHYE): 2024-06-18 14:31:21

1. FOfEE

EOEkig& © kms.api3.finance.cloud.tencent.com,

NMEORTIIESRS HIKBEEEIE , TRTINEEIRESZR , RSA Key , SEHECR/MNIBEYEE. MNTFRBIEIRINE | FA8
GenerateDataKey4=piIDataKeyit T A B ERRINNAR R E

EOAZCESEREIRS © 3000%/7D.
EOSEFATE : 2022-09-24 16:38:44,

EOBRIOE S EM.

2. WNSEL

UTNERSEGIRMGIH TEOBERSEIBO LHSH |, mEBAHSEHGIRN LS

N
7
b
it
X
&
5

SHBR P ABIFNULL et IR
F

Action =2 5 String NHBE, KIZEOBYE : AsymmetricSm2Encrypt

Version = & String &8, NEOEYE : 2019-01-18

Region 2 & String  AHESE, FENTRISISHIMEFIZR(TODO)

Keyld 2 & String  JAFICreateKey4ERAICMKE BHE—IRIRFT

Plaintext & = String  #WANERIBANEUE | iZFReNERbase64dmis , [RXEAKESRF 1024 =15
3. S

SR ESid) fER

Ciphertext String INZ R base644REAIEEL

Keyld String IIEFERNCMKRE B E—RR

Requestld String HE—EK ID , &XiEKREPSIRE, BRI EEREIZRIEKA Requestld,

4. FEIRD

UG T 2Ol S5BEERA0IRD | BhiERADIFE N A iEiRA

hira
°

HEIRD fik

WS : BRmEmEX 25180 7@ #190m



X BIHSTCE BHIEERS (KMS)

IR fEA
InvalidParameter

ResourceUnavailable.CmkDisabled

ResourceUnavailable.CmkNotFound

InvalidParameterValue.InvalidKeyld

InvalidParameterValue.InvalidPlaintext

InternalError

UnauthorizedOperation

WS : BRmEmEX 2181 T #190m
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X BIHSTCE BHIEERS (KMS)

IRENAEXIFREE FARY A TR

BIFEHAYE: 2024-06-18 14:31:21

=7 R
1. EOEA
EOBREE : kms.api3.finance.cloud.tencent.com,

%O FF$REY KeyUsage JASYMMETRIC_DECRYPT_RSA_2048 1 ASYMMETRIC_DECRYPT_SM2 fU3ERFREFBAIAIBISE. | fHFi%
PNERFEIAEARMHHTEURENS |, BRZABINIZENEIERALEITKMSERIT R AFASEHITRE, RBELTFEnabled RZSAIIEIFRESEA
Bl NER

FOAZCEISRERIRS] © L00R/FD.
ESE#ATE : 2020-03-06 09:36:43,

BRORMER LN,

2. NS

LITNBERSHGIRNFIE TEOIBRSHFRD NS, TEARSHGIRDAHLERSEL,
SHER Wik FEYFNULL e i) A
Action 2 & String AHSE, AEOBE : GetPublicKey
Version 2 &5 String NESE, AEOBYE : 2019-01-18
Region B S String AHBE, PR ISHIHEZIZR(TODO)
Keyld 2 & String CMKRIME—HRIR,
3. HItHEE
SR ESig) fER
Keyld String CMKRIME—HRIR,
PublicKey String £Z1dbaseb4RIBIINIEAR.
PublicKeyPem String PEMIBZLHIABERA.
Requestld String H—EK ID , ®RBEREBRIRE]. EMERRAFRERAZRIEKA Requestld,

4. TR

UG T OSSR A0EIRD | BfERIBFER A THEIRD,

WIS : B emEX 6182 1 H#190m
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X BIHSTCE BHIEERS (KMS)

FHIRAD R
InvalidParameter

ResourceUnavailable.CmkNotFound

InvalidParameterValue.InvalidKeyld

InternalError

UnauthorizedOperation

ResourceUnavailable.CmkStateNotSupport

WS : BRmEmEX 25183 T #190m
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X BIHSTCE BHIEERS (KMS)

SRS

ERITEFHYE): 2024-06-18 14:31:21

TsmLicense

TSM SDK#EtLicense

#HANTEO3| 8 : DescribeTSMLicenses

BFR whISE FEFFNULL Sl TR

Version S S String Licensehfia~

TsmAppld = = String TSM Appld

Cert B B String IR |, XBEIREEFRSEEN
DeviceFingerprint
IREHELN

B0 T=OS | : DescribeWhiteBoxDeviceFingerprints, OverwriteWhiteBoxDeviceFingerprints

&R Wik APENULL SR Bk
Identit = = Strin EBYUER  BIRBIESCRETERERE | SUBTENFRER : A[0-9a-f1{8}[-]
y = = 9 [0-9a-f]{14}[-]1[0-9a-f]{14}[-][0-9a-f]{14}[-][0-9a-f]{16}$
Description & 2 String  #AMEE, W IP, BEE/WHE , HA1024=FT5
KeyMetadata
CMKEMHER

U0 T=O5| B : DescribeKey, DescribeKeys, ListKeyDetail

AR Wik RPFENULL 288 fiik

Keyld 2 & String  CMKMI£BEME—RR

Alias 2 B String TENERERZYHR , BEEZWABTENGIS

CreateTime 2 & Uint64  Z$AGIEERTE

Description 2 S String CMKAYH#IA

KeyState = = String CMKAR9IRZS . BYESS : Enabled | Disabled | PendingDelete |

PendingImport

WS : BRmEmEX 25184 TW #190m
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O BASTCE

% N

KeyUsage

Type
CreatorUin

KeyRotationEnabled
Owner

NextRotateTime

DeletionDate
Origin
ValidTo

Resourceld
RotateDays

LastRotateTime

Tag

IRERIIREE

fD HD

2l

il

fim

il

il

fim

0l HOD

iy

FBEFNULL

A
A

17|

iy

i1

Iy

iy

il

il

i

iy

il

il

St

String

Int64
Uint64

Bool

String

Uint64

Uint64

String

Uinte4

String
Uint64

Uint64

AN~ EOS | : CreateKey, CreateWhiteBoxKey

% N
TagKey

TagValue

WhiteboxKeylnfo

BEFRER

=
=

=
=

ZIHEERS (KMS)

fk

CMKFBi& , BY{&9: ENCRYPT_DECRYPT |
ASYMMETRIC_DECRYPT_RSA_2048 | ASYMMETRIC_DECRYPT_SM2

CMKE8Y | 2 RIRFFRFIPSIRAE | 4R FaEERE
ellfey
BETTE T HRRIRIIRE

CMKRIBIEEE | FBFeEEANA user , BNE =R BNEIENANI R
£33 T £

ERRRIBFTEINET . TRECIRAIATE
THIRRAYR B

CMK ZAHIZER |, BKMSEIEERYJ © TENCENT_KMS , HAFRSA
BUZEEIY : EXTERNAL

#EOriginys EXTERNAL B3 , REEMEINEME , 0 FxA
88

HIRID , &z : creatorUin/$creatorUin/$keyld
BHRREL
E—RECHRAOE E)

FEIEFNULL KA A
B String RS
& String TREE

#an O3S : DescribeWhiteBoxKey, DescribeWhiteBoxKeyDetails

BFR

Keyld

=
~x=

WS : BRmEmEX

FBEFNULL

T
=

ESa

String

1%

ERPNERE—RRA

28185 T #190m
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O BASTCE

% N M\iﬁ
Alias =2
CreatorUin =2
Description =
CreateTime =2
Status =
OwnerUin p3
Algorithm 2
EncryptKey =
DecryptKey 2
Resourceld =
DeviceFingerprintBind 2

Key

IREICMKFIRISE

WAIT#EOS (A : ListKeys
=2 Wi
Keyld =2

VpcZoneData

VP EIEE

WA T™EOSIA -
2R Wik
Zone =2
Region =

AlgorithmInfo

BIEAIRIR 0 TR

WS : BRmEmEX

FBUFNULL %8
ray String
= Uint64
ray String
= Uint64
) String
B Uint64
) String
B String
) String
= String
= Bool
FEEFNULL
B
FEEFNULL
a
B

ZIHEERS (KMS)

fik

(ENEEESSWR , ERSRABBIEIE , AN, 1-601F
BT - WES , BRI TERENT. AAES

ellf=es)

PR ER
BEAOIEERTE] , UnixHdalEk
BEZHEIAZS , BYER : Enabled | Disabled
ellf=e)

AR EIARE

HAam=%48 , base644siY

BEfFE%H , base64imty

HIRID , &3 : creatorUin/$creatorUin/$keyld

RORREEXSSAERYE

S 10
String CMKHI£BE—1RIR,

it R
String oKX
String vpcT it

25186 T1 #190m
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WANT#EEO35(|A : ListAlgorithms

BR WA

KeyUsage =

Algorithm 2
TagFilter

#AN OS5 | : DescribeWhiteBoxKeyDetails, ListKeyDetail

BFR WhI%E
TagKey =
TagValue &

WS : BRmEmEX

FEFNULL

Pz

a
[}

FBEFNULL

@
[}

a
=

b
2

String

String

=l
String

Array of String

ZIHEERS (KMS)

1%
BiEAIRR

BiEpIBR

fiik
IR

REE

%187

\|
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O BASTCE

HIRhS

BIFEAYE: 2024-06-18 14:31:21

TIReeRR

EIREERS (KMS)

INFIREERFTFAE Error FER , MIZRZNERA APL LM, 590 :

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

12

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

Error FfY Code FHIRAS , Message FRNZia=AIEAER.

SETERIES
LHERDB
EIRAD
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

WS : BRmEmEX

WiEA
EIRAEE (A2 APIZEE ) |
MFA $8ig,

B FE. BEEHENEZRESCHMREESR | ISER | BOEERES
EHEIFH  TERIEMEETS.

ERTH. Timestamp MRSBIRAGEMEENMSBIODT , IBRERINEERETER
BEL.

BELER. SEUEER  BYRBEAANPHIROLICEEES Z I AR,
token $&iR,

Bk CAM 1Y,

DryRun #F , RFRIBEREEEMINA . RESET DryRun 24,

BAERIL.

REBFEIR.

EORFHE.

SEGEIR.

SHEYEEIR.

6188 1 #1901
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Hixh iEA
LimitExceeded IS ECRRBRE .
MissingParameter TROSEGEIR,
NoSuchVersion BEORATRFE.
RequestLimitExceeded TERAREGET 7 IREPRE .
ResourcelnUse RIS .
Resourcelnsufficient RIFAE.
ResourceNotFound RIFAFE,
ResourceUnavailable RIFARTF,
UnauthorizedOperation KRIFURAE,
UnknownParameter RISEEEIR,
UnsupportedOperation EMEARSTHE,
UnsupportedProtocol http(s)iEKRIPGEIR , R3ZFF GET #1 POST 15K,
UnsupportedRegion BEOA SR T E I,

AV S5HERAS
ERAD

ResourceUnavailable.CmkNotPendingDelete
InvalidParameter.DecryptMaterialError
InvalidParameterValue.InvalidKeyld
LimitExceeded.CmkLimitExceeded
InvalidParameterValue.AliasAlreadyExists
UnsupportedOperation.ServiceTemporaryUnavailable
InvalidParameterValue.TagKeysDuplicated
InvalidParameterValue.DuplicatedKeyld
ResourceUnavailable.CmkShouldBeDisabled
InvalidParameterValue.MaterialNotMatch
FailedOperation.CmkUsedByCloudProduct
ResourceUnavailable.CmkStateNotSupport

UnsupportedOperation.ExternalCmkCanNotRotate

WS : BRmEmEX

ZIHEERS (KMS)

izl

%189
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X BIHSTCE BHIEERS (KMS)

IR izl
AuthFailure

InvalidParameterValue.InvalidKeyUsage
ResourceUnavailable.TokenExpired
InvalidParameterValue InvalidCiphertext
UnsupportedOperation.NotExternalCmk
ResourceUnavailable.CmkDisabled
ResourceUnavailable.CloudResourceBindingNotFound
FailedOperation
LimitExceeded.FingerprintsLimitExceeded
ResourceUnavailable.CmkNotFound
UnauthorizedOperation
UnsupportedOperation.UnsupportedKeyUsagelnCurrentRegion
InvalidParameterValue.TagsNotExisted
InvalidParameterValue.InvalidAlias

ResourceNotFound
UnsupportedOperation.NotUserCreatedCmk
InvalidParameterValue InvalidPlaintext
LimitExceeded.KeyLimitExceeded
ResourceUnavailable.NotPurchased
InvalidParameter.InvalidPendingWindowInDays
InvalidParameter

InternalError

FailedOperation.DecryptError
ResourceUnavailable.KeyDisabled
InvalidParameterValue.InvalidType

InvalidParameterValue

WS : BRmEmEX 2190 7@ #1907
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