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‘Instancelds.0" : 'ins-09dx96dg’,
"Limit' : 20,

'Nonce' : 11886,

'Offset’ : O,

‘Region' : 'ap-guangzhou’,
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n74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12
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ou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&Version=2017-03-12
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$secretKey = 'GuS5t9xGARNpg86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=a
p-guangzhou&Secretld =AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBEINEZ SR
EiPOYW3pW28FpsEdkXt/+WcGel=

ERETERNESAN A LERITRRNHITERIIE , S2IER B SHIFHrI—EER.,

3. R BRI

ERIERBFTREERIEABRSH , FEWEHT URL 3.

W E—SA RIS RSN EliPIYW3pW28FpsEdkXt/+WcGel= , BREERINEZBIBRSE ( Signature ) 9 : EIPIYW3pW28FpsEdkXt%2f%2bWcGel%3d , Bi5H
FAEMELZRIEK URL,
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AR MRAFRERITIER GET , & iER757E) POST ERY Content-Type J3 application/x-www-form-urlencoded , NI RXEERIMFAEERSHNIEISREM
URL 18 , SEEM=-ESRREMG. Ik ASCIH FH7E URL FRBAIREsELL UTF-8 #1745,

AR FLRBIESH http EE2ENFTESEIHT urlencode , FEXMMERT , IARENERHMIT URL HiST , SRR URL RIZSSEERLM.

AR Bt BBt mEH TR , MESRA RFC 3986, R %XY S RIBIMMRFH{TEO MRS , " XF"Y 7R (0-9 fIAEF8 A-F) |, £/
INERSIRER

4. 7KW

IRIESEIRER | FAEM FEREMAEIRT | SIRESRERE

RS SRIRAEA
AuthFailure.SignatureExpire BRILH
AuthFailure.SecretidNotFound BENFE
AuthFailure.SignatureFailure EEER
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BIHIEE (2= API AR )

5. BRER

TESCRRERE API 3.0 Y, #EF(EREIERtcecloud SDK 3.0 |, SDK #ETEZHNIFE , FANRAT=RIRHAEMZEORNT., FAEESN SDK iy, HEISTHEHIRE

BEH:

* Python

* Java

e PHP

* Go

* JavaScript
* NET

ATEEBORRERERE , TEUSRREES A0, B OANSESRERII. ERNES. ERNEDIISHNEEERLL brSaERmE  ABRmESEEd
72, FrEEEm  nFRIEREMER SDK.

BR&IHAY url TTEES © http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768&Ve
rsion=2017-03-12

FR - BT RAIRHERREEN | R EARRALRNE , EIHNSEL url FEXREEFITHSER curl EHSEANSIREERGER | EFi3H, ATER—T
PUEEIRER url , EEEHIRFITRY Secretld F11 SecretKey AESLHIZE , FHERRFXLRIRSEEAES Timestamp .

IR A TENRS  ARREES | EER-ESESRTEEIN url IRESERAR  RAASHNINFAR , (BXFAZMERE. RERSSYEME  BEEIT
HIFREEIE],

R LATB(UERTF APL 3.0 , FeEEREATEMMNEZRE , BIERIAR APl , HFFEADERBLSHEEITERIR | BLAIMAYIR S,
Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";
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public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] EZNBRNSEF TFEHF | ItibATreeMap{RiEIRFE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
/] EFRERAurI SHIFREEK

for (String k : params.keySet()) {

// BEXGIEKEHTUrlencode , T keyEBRENFH , HULAMIEvalue#tiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMaprILAB&IHEF

// SERRVEFRRY R4 EFEREN1EY | 140 : params.put("Nonce", new Random().nextInt(java.lang.IntegerMAX_VALUE));
params.put("Nonce", 11886); // AHEEL

// SEFREFBRT R 24 EFA RS2 BIRTIE , 5140 : params.put(*Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ,"+t2%]

params.put("Secretld", "AKIDz8krbsJ5yKBZQpn74WFkmLPX3EXAMPLE"); // RES%)

params.put("Action", "Describelnstances"); // AHE&%

params.put("Version", "2017-03-12"); // "S54

params.put("Region”, "ap-guangzhou®); // AHE%]

params.put("Limit", 20); // \l$55%1

params.put("Offset", 0); // WEE#L

params.put("Instancelds.0", "ins-09dx96dg"); // \r55£41

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL"); // AESE
System.out.println(getUrl(params));

}

}

Python

R | WISRZETE Python 2 IBHIETT , TELLREE requests (KIiE :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):

hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)
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if _name__ =='_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg',

'Limit' : 20,

'Nonce' : 11886,

'Offset’ : O,

‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# RS SERRER | ARh/E I REF=AE i 2R

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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EOSHZV3
BRIEEFATE: 2024-10-18 10:38:22

tcecloud API X MAIENEREHTEMINIE , IS MERBRFEZALAHERSHPEEESZER (Signature ) USIBERESH. SHEFHTEFIIEMN  L2FIE
45 Secretld 1 SecretKey ; ERFERBZRERIE , BRIEAPIZERERE , BULEEB=APIEL.

s s
1. el
EERERTAPIZE , IBRIF=APIZSAUERIEZSEIE. L2EIEE Secretld 1 SecretKey :

o Secretld FAFHrR APLERESH
* SecretKey FBFINEEE FFRMIRS MRS EFHRINZH.
* FAFPYAFSIRERSEIE , B,

RiEZ2FEENERSENT

1. ZEFtcecloudEBEFOIEFIE.
2. HiE=APIE BRI A TR
3. E=APIESHIUE , =i [#772] BDATLABIE—XdSecretld/SecretKey

R FREIRSRSETLUEERMY Secretld / SecretKey,

2. TC3-HMAC-SHA256 && 7%

R WTFGETAE , Rz Content-Type: application/x-www-form-urlencoded 48z, XJFPOST/i% , BEISZHF Content-Type: application/json LAK
Content-Type: multipart/form-data FFFAMAET |, json IEHENARB WSO . multipart R BRI SHEOSHE | ANZEOABEEER json 1&=0EMRA |
& BRSSO EA,

THU=RSSHER MNEEGFIREANF , SEBRNBESRTTEIIRE. HIIARTERLAIFIZRMNSE : Limit 70 Offset , (R GET 5iEEA.

BRI Secretld 7] SecretKey 28I : AKIDz8krbs)5yKBZQpn74WFkmLPX3EXAMPLE #1 Gu5t9xGARNpPq86cd98joQYCN3EXAMPLE

2.1. HHENIEIERER
RIS EIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + "\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3k75% ( GET, POST ) , Axfls79 GET ;

e CanonicalURL : URI 24§ , API 3.0 EENIERIAT (/)

e CanonicalQueryString : &#2 HTTP &K URL FREIAF/FE |, JTF POST &Kk , EEATE=/E , }WTF GETiEk , WA URL a5 (? ) EEN=FERS , A%
BIBES : Limit=10&Offset=0, ;& : CanonicalQueryString EE42id URL 4#f3.

e CanonicalHeaders : 258210 IEE , EEE host Fl content-type FNLES , BAIINABEX LTS EE B LIRS ESIERNE— N SM. FHEM
W : 1) 3LEB key #1 value Zi—4e/NE |, HEIEERETIE |, 128 keyvalue\n 18XHHE ; 2) ZALEB |, IREBLED key (/N5 ) WFEHFR#H{THHE, WG+
79 1 content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £5&BRILEMER | WMABLLRISKEMLLES 5 TS |, #l CanonicalHeaders B2HISLEHNAE——YIRIA. content-type F1 host Jowidsk
BB, BHERN : 1) 3EB key R—ERUNG ; 2 ) Z4KED key (NB ) IREBFEHEF#THHE , FFELUSS () 2R, tHIF5A : content-type;host

e HashedRequestPayload : IERIEXHIIEZE , iHE/5%EH Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XF HTTP i5SKEENES payload fif SHA256
B, REH/HEHD | SERIEEBIER/NEFE, JT5 | }WTF GET 53K , RequestPayload EEATFRAE , 3F POST i53K , RequestPayload Bl HTTP i5
KIEX payload.

HRIELA LN, ISP ERIRANEIERENT (AT RREN , \n BTIHEBISEITEHIN—T8K) -
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GET

/

Limit=10&0ffset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fclcl49afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2 PHEREE TS
RN ERHRSES TS

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

e Algorithm : €8&% , BAIEE/ TC3-HMAC-SHA256 ;

e RequestTimestamp : i5KEH AR, , BIERLERRY X-TC-Timestamp BU&E , #0_E~AliEkA 1539084154 ;

e CredentialScope : ZIEBE , 182/ Date/service/tc3_request , @& HER. FMERARSFRIEZE (tc3_request ) . Date 3 UTC iREERTEINEER , BUEREE
MATESE X-TC-Timestamp IEEH UTC FRERNBIEE— ; service AF=RE , WRASERNF RIS, FIf0 cvm, @0 ERGEK , BUEA 2018-10-
09/cvm/tc3_request ;

¢ HashedCanonicalRequest : BIALEBHHEMEHSEIERBIGHEE , ITE5ES Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

1. Date /RAMRT[EIEL X-TC-Timestamp I+8E5Z] , BRIXJ UTC+0, MRMARRAMXER , FlIFR/\K |, $SHEXMG DERMT  ERRRERY
ERM, (RIZAIER 1551113065 , 7£4/ \XAYRTELR 2019-02-26 00:44:25 , {ERIE15ZIAY Date BY UTC+0 RIBHARAY 2019-02-25 , A2 2019-02-
26,

2. Timestamp Z/REHFIRSNNE , BRERARRFHEFINENEEELSH , MFEEET RSO ERY. MFKHEAIREREES | JRESEET—R
RIS |, IERUERY (REERITHRER ) .

TR LN |, TAIPERIRMEERSFABRUT (ATRREN , \n TREESEITIH—TER) ¢

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91¢9¢192c14460df6c1ffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23 iHEEE
1) EIRESEEE , RBIT

SecretKey = "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : [RUAAY SecretKey ;
e Date : Bf Credential o9 Date FE&E8E. , W1 7=l , 792018-10-09 ;
o Service : B Credential Hhf Service FEEE. , t0.L5F , J9 cvm ;

2) HEES , (hRBEUT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILAL EITEBRIRNREESZZSH |
e StringToSign : B2 ESEIRFEE TS ;

2.4. #38 Authorization

WRFRE - BRmERMEX g531 | H325m



O BASTCE

FEANTFRETHHE Authorization :

Authorization =
Algorithm + ' ' +

'Credential="+ Secretld + /' + CredentialScope + ', ' +

'SignedHeaders=" + SignedHeaders + ',
‘Signature=" + Signature

* Algorithm : £#873i% , EE/I TC3-HMAC-SHA256 ;

 Secretld : Z4E33RY Secretld ;
 CredentialScope : M.+ , EIBEHE ;

* SignedHeaders : L £ , £5&FMEBER ;
¢ Signature : B&(E

HRIELLEAN | RpIRSEIRSEDS |

gﬁﬁ\ /Ié?

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df45

82db9e9bf4672ba50567dbalbc6ccfl74c474

RETHENERERSAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6cbecfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.finance.cloud.tencent.com
X-TC-Action: Describelnstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1539084154
X-TC-Region: ap-guangzhou

3. BRKW

HRIESCIREN | FEUTERLWANER | BERIESR AR E

R
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

3

4. ERER
Java

import java.io.BufferedReader;
import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

WS : BRmEmEX
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import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

/) FRNX , BNESHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// Kkkkkhkkkhhkk 53% 1 0 }%}%im;‘éiﬂﬁs*% *kkkkkkhhkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.println(canonicalRequest);

// *hkkkkkkkkkkkk ./Ij/:g% 2 e ?ﬁ;ﬁ?%‘%g?{%% *hkkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkhkkkhkhkhk 5g¥ 3: .H.%%g *hkkkkhhkhhKk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *hkkkkkkkkkkkk 55% 4 0 ?}FE AUthOI’iZatIOn kkkkkkkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
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headers.put("X-TC-Version", version);
headers.put("X-TC-Region", region);
}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# EIREH
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNp@86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou”

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

FFFEEFK KA AR KK ﬁjg 1: W?&ﬂ?ﬁ%ﬁ?% *kkkkkkkkkkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

FFREEIRK KA KKK .}jg 2 . ﬁg%&g?ﬁ% Kkkkkkkkkkkkk

credential_scope = date + "/" + service + "/" + "tc3_request”

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# khkkhkkhkkkkkk iﬁ 3 : .‘L_I_%Eg *hkkkkkkkhkkk

# I ESEHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

F FRFERK KKK KKK .})J;g% 4 - P“’FE Authorization *#*#*#xkkksxss

authorization = (algorithm + " " +
"Credential="

+ secret_id + "/" + credential_scope + ", " +

WS : BRmEmEX
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"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)
print(authorization)

# NHESERINENIERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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15K

ERITEHHTE: 2024-10-18 10:38:22

1. PSSt

HitF

PAN
[ ]

i (Region ) ZIEYIEEAIEUIEOAUMIEXIE, tcecloudZIIIEARIBEZAE2IEE | (RIEFRMRERATEEREESEL. ATIHRLRME. 25T

BE  ENEERRERISEFE.
ERTLUEI APIEC] EAIBINSIR EETARIbIEZIE.

2. BN

tcecloud API IRFEZOMIET HTTPS #HTEE | IREL2UNEEEE.

3. IBKAE

SHEHY HTTP &K%

e POST (##%F)

o GET

POST #&Ek37#5#9 Content-Type 38! :

e application/json (##F) , W/ TC3-HMAC-SHA256 E& 754,
e application/x-www-form-urlencoded , /{5 HmacSHAL & HmacSHA256 && 7514,
* multipart/form-data ({&Po#EEASEF ) | KA TC3-HMAC-SHA256 & 73i%,

GET IEKANERBANAREBIL 32 KB, POST iEKERERZ 5%/ HmacSHAL, HmacSHA256 RIAS#BIE 1 MB, POST iEK{EREE 54 TC3-HMAC-SHA256

A¥sz#% 10 MB,

4. FRTmtY

IfERIUTF-84RHI,
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IR[EIZER

ERITEHHTE: 2024-10-18 10:38:22

IEFEREIZER

LIRSS SsH0IZOEELHMREFIZ (DescribelnstancesStatus) 2017-03-12 kg6 , EERMKTD , EATREAGREIITN |
{
"Response”: {

"TotalCount": O,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”

* Response REREEH Requestld 2EENFER , TCERMINEE , RE APIMET |, NIMESIREL.,

* Requestld FFF— APL iEREIME—HRIR , A0SR API HIISE | BILABREFA] , FHEMIZ ID RRRTM,

° BRTEIENFERS , HREAEMREOENHFE , ARVEOMREFERS WEOXEFREN. HFIFH TotalCount 1 InstanceStatusSet 93
DescribelnstancesStatus O XNFER , BT RERSKNAFREMESERIRSSEELE] , Bl TotalCount 7EIER FAIREES 0, InstanceStatusSet 53R
s,

TEiRREZER
SRR, EEEERTT -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error IEIIFE ZERARKRY. Error FEOEREHEMERN Code 1 Message FERFEARAMAT M EIREIRT,

Code FREMRELBAEIRSE , HiEKHENTTLSSRIBIZERBEL L EIRISMZ O A E RS IR E AR R R ERRS 2.
* Message B TIXMEIREKENERER , EEWSKERARMN  WARTRELEBFSFEERER , APARKX MREIE.

e Requestld FF— APLiEKIOE—IRR , (N8R API HIEE |, STLABEREA] , FHEMZ ID SERRT,

AHIEIRAG (TODO: EE(ER, 2RAENFE?)

REIZESRAINSRAFFE Error FER |, MIFAR APLEOERL.  Error FhfY Code FERFMEIRIS , FTA S RTREHIMAIEIRIS ANHEIRG | PRI T AHER

fHIRIG =S

AuthFailure.InvalidSecretld FERIEE (AR API AR ),

AuthFailure. MFAFailure MFA iR,

AuthFailure.SecretldNotFound EIHFE,

AuthFailure.SignatureExpire SEIIH,

AuthFailure.SignatureFailure BEER,

AuthFailure.TokenFailure token &R,

AuthFailure.UnauthorizedOperation ERK CAM 4,

DryRunOperation DryRun ##F , RFIFRESEMIIN , REZET DryRun 24,

WS : BRmEmEX 8837 TR #325m@



X BIHSTCE SRS

EIRIS SRR

FailedOperation BRERL,

InternalError PIEREIR.

InvalidAction BORFHE,
InvalidParameter SEEER,
InvalidParameterValue SHEYEREIR,
LimitExceeded BRI ECETPR S o
MissingParameter ROSHEIR,
NoSuchVersion BEORAREFE,
RequestLimitExceeded TERADREGEID T SR
ResourcelnUse RIEH S,
Resourcelnsufficient RREARE.
ResourceNotFound RRAFIE,
ResourceUnavailable RIFAET A,
UnauthorizedOperation FRIFRURLE,
UnknownParameter FRASHEER,
UnsupportedOperation BEARSS,
UnsupportedProtocol http(s)IERIMSER , RSZHF GET #1 POST &K,
UnsupportedRegion BOARSISFEbE,

WS : BRmEmEX 5538 T #325m@



X BIHSTCE SRS

/ \ A\l 4

NHSH

BIREATE: 2024-10-18 10:38:22

AHSHEAFIRRAFZEOSNENNSE, NV E | E8MEORMAYEOSXEFABNX LS TR | E8XEKYBEETXLSH , AEERIEE

BRHIE V3
f§F3 TC3-HMAC-SHA256 EEZ 7550 , AHSHEES—ME HTTP Header IERLEPF , 40T :
SHER ESid) Wik R

X-TC-Action Strin = BEREORMR. BUESEZOXATIMASENTESE] Action FIREA. FIIN=IRSSBIEIRLAFIFRED , BUES
9 = Describelnstances,
iS4, FsRImRAERER MEERAIEEE. EOEZRMREESE O TRANS A S S Region BB, T

XTCRegion  Sting B swmrrmmemina , BOXRRARILSANGR | HEEEE SRR,

X-TC- Inteqer £ LF7 UNIX BJEIEL |, AlCSAE APLIEREORTE), B0 1529223702, & : IR SRS S AEERE o , S5ESE
Timestamp 9 = SHAEIR.
X-TC-Version String = EERY AP RORRAE, BUBSEEOSHEHPASRESE] Version R9GEE, BIAN=ARSSERAMA 2017-03-12,
HTTP TRESHINIESLERFER |, BI40
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
He,
Authorization  String 2 - TC3-HMAC-SHA256 : &&75i% , BRIEEBIZ(E ;
- Credential : Z&%EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC ¥RfERTIEIIELES , BUEZEEF S X-TC-
Timestamp #2819 UTC FRERTIBIHEB—EL ; service AF=m#E , WRSERINFREE—E , flflcvm ;
- SignedHeaders : 258 ZitERISLEHMSER | content-type #1 host J9wsiksLEp ;
- Signature : EEZHE,
) IGREHIEBATARY Token , REESIGRIZH—HEER, IRRTEEF Token HFEZHASIERRSARREORE, KPZHAE
X-TC-Token String &=

%= Token,

E2HiEVL

{53 HmacSHAL #1 HmacSHA256 && 7540 , ARSHEBH—EIEKRSE+ , IIF

SEER il D%5vi R 7%
Acti . = BERZRORBR. BESEZEOXETRASENTESE Action B9IREA. FIII=IRSSS[NERLAFIFRED , BUER
ction String = .
Describelnstances,
Region String = iS4, FsRImRAB BRI MEEAIEEE. EOEZRMEEESEZEO XTSI A S Region AU,
= IR RUREOATEERZSH , BOXEPIWIHAFEIREE | AR EEEZS SR EL.
Timestamp Integer =& 257 UNIX RSE)E; , SlieRA&fE APLiERAOATIE]. 1201529223702 , tNRSHERTEMEET K , &5 [EERITHIEIR.
Nonce Integer 2 FEHLIEEEEY , 5 Timestamp Bx&iesk , BFLEERINE.
. ECAPIESE L RIBAMRREIHY Secretld , —4 Secretld XYRIME—HY SecretKey , i SecretKey SFIREMBERES
Secretld String p3 .
Signature,
Signature String 2 BERES |, FARWIERERNEE Y | FERPIRESFAMASEITESE. BRTERES EOSC0HY.,
Version String = BAERY APL BORRAE. EUBESERZOXEPASLESE Version BUi5ER, FIAN=RSSEsA9MRAS 2017-03-12,
SignatureMethod  Strin = £330, BRI HmacSHA256 #1 HmacSHAL, REIEEISEY HmacSHA256 BY , AR HmacSHA256 &%
d 9T RirsE , EERIOEM HmacSHAL RIS,
T . = IREHERFTFER Token , FEESIGRIEE—EFER. IGIZEEF Token BEZHDSIERSARREOREL. KIS
oken String &

AEE Token ,

WRFRE - BRmERMEX 839 T4 #325m@



X BIHSTCE SRS

MBI

btz (Region ) RisEAIHERHOAIMIEXI. tcecloud3IEIEARIEZ AE2MRE |, RIEFEIRERAEEIFREMAAEL. ATREEEME. BE T
BE , EEERREIREE PR,

ERILUE APLEN EAMBINEIR EESARIMEZIE.

platform

WS : BRmEmEX 5840 TM #3251



X BIHSTCE SRS

RASER

ERITEHHTE: 2024-10-18 10:38:22

1. EOEA

EOEKES : platform.api3.finance.cloud.tencent.com,
EEMIEER] , SRYIE— 4ERDHR

BUAZEOIESIRERIRE : 200%/%,

BEOSE#HATE : 2019-09-10 10:03:07,
EORRERTEN,

2. ANSE

UTERSHIIFIGIH TIROBERSEIRD NHSE |, REAHSEFIRIALERSEH,

SRR A1 FEFNULL ESi] i)

Action = = String NHESE , ANEOEYE : CancelWeChatNotice
Version 2 sy String AHSE, AEOBYE : 2019-03-14

Region 2 &= String PHSH, FEOFFEERBLSH,

UserUin 2 & Uint64 FFPUin

Userld 2 5 String BAFRERKS

UserName =2 & String FBFERFR

3. S

SHER ESid) R
Requestld String E—iEK ID , ®RIEKRESIRE], EAAAATHEREEZRIEKR Requestld,
H >
4. 551xf8

ZEOE RIS EBEERAERD | ARSI A TR,

WS : BRmEmEX 5541 T H#325;)



O BASTCE

IRENFEFim NS

ERITEHHTE: 2024-10-18 10:38:22

1. wOfER

OBk @ platform.api3.finance.cloud.tencent.com,

RENEEHEFIREIRS
BOAZECIERERERIRA] © 30%/%D,
EOEHAYE : 2019-09-30 10:59:03,
EORRERTEN,

2. ANSE

UTERSHIIFIGIH TIROBERSEIRD NHSE |, REAHSEFIRIALERSEH,

SHEMR WA
Action 2
Version 2
Region =
PageNum 2
PageSize =

)

GetSecretField

iy

SortKey

SortTurn

iy

3. IS4

SHETR ES

{8

AccountList AccountList

TotalNum Int64
Requestld String
T =]
4. 1EiRS

FEFNULL ESid) Tk
&5 String NHESE , ANEOEYE : GetCustomAccount
- String AHSE, AEORE : 2019-03-14
S String PHSH, FEOFFEERLSH,
= Int64 SR
& Int64 EHE
a Bool REREINZ keyHURE
& String HEFpkey
= Int64 HeFls

R

FF5IZR

RR#E

E—EK ID , BRERESRE. EDRNFERMHZRIERL Requestld,

ZAEOE RS BEERAERD | RIS HERS.

WRFRE - BRmERMEX

gﬁﬁ\ /zli?

5542 ;1 #325m



O BASTCE

SREFE IS

ERITEHHTE: 2024-10-18 10:38:22

1. #EO#A

#EOEREE : platform.api3.finance.cloud.tencent.com,
BEEKSHE TS

BOARECIESRSERIRS] © 300R/E,

SECIEHANE : 2019-09-30 10:58:45,
BORWSEREN,

2. ANSE

UTERSHIIFIGIH TIROBERSEIRD NHSE |, REAHSEFIRIALERSEH,

SRR WAIFE FEFNULL &g A
Action =2 = String NHSE, ANZEOBYE : GetCustomSubAccount
Version 2 & String AHSE, AEOBYE : 2019-03-14
Region 2 &= String AHBY , AEOTFEERLSH,
OwnerUin =2 & String FMKEuin
GetSecretField S S Bool EAREBINEEE
3. IS
SHER RE A
SubAccountList AccountList BF5IZE
TotalNum Int64 HRP#E
Requestld String W—iEK ID , ®RIEKEPEIRE. EMERATFEEREZXIERE Requestld,

4. EHIRY

ZEOERSBEERAERD | EERIGENAHERG,

WS : BRmEmEX

43 W

gﬁﬁ\ /Ié?

#3257



X BIHSTCE SRS

HRREHEMEEE

ERITEHHTE: 2024-10-18 10:38:22

1. #EO#A

EOEKES : platform.api3.finance.cloud.tencent.com,
BHHREHEHEEE

BROARECIESRIERIRS] « 200R/%D,

EOEFATE : 2019-09-10 10:17:34,

EORRERTEN,

2. ANSE

UTERSHIIFIGIH TIROBERSEIRD NHSE |, REAHSEFIRIALERSEH,

SRR WAL FEFNULL ESit) TR

Action = & String NHESE, ANEOEYE : GetSwitchInfo
Version 2 & String AHSE, AEOBYE : 2019-03-14
Region 2 & String 2HBY , AEOLFEERISE,

3. S

SEER it R
Status String HHESHEMSIEE , [E9FalsedTrue
Requestld String E—iEK ID , ®RIEKRESIRE]., EMEAHEEREMZRIEK Requestld,

4. tHIRS

ZEOE RS EBEERAERD | AR ARG,

WS : BRmEmEX 44 T 3250



O BASTCE

RIENEGIE 4565

ERITEHATE: 2024-10-18 10:38:22

1. mOfER

EOEKES : platform.api3.finance.cloud.tencent.com,
RIENIOIE 4585

BUAZOIESIRERIRE : 200%/%8,

EEOSEHATE : 2019-09-16 20:18:53,
EORRERTEN,

2. ANSE

UTERSHIIFIGIE TROBERSEIRD ALY |, RBEAHSEFIRNAHLERSH,

SRR A1 FEFNULL ESit) R
Action =2 = String NHSE, AEOBYE : GetVerifyQRCode
Version 2 sy String AHSE, AEOBYE : 2019-03-14
Region 2 S String AHSH, FEOFFEEERSEH,
User_Uin g2 &5 Uint64 FBFPUin
User_Id = 5 String BFRERKS
User_Name 2 & String FBPERFR
3. BB
SETR ESic) R
QRCodeUrl String IUE 4R url
Requestld String W—iEK ID , ®RIEKEPEIRE., EMIERAFEEREZRIERE Requestld,

4. EHIRY

ZEOE RS EBEERAERD | EERIGENAHERE,

WS : BRmEmEX

A5

gﬁﬁ\ /Ié?

#3257



O BASTCE

EHRAIE

ERITEHATE: 2024-10-18 10:38:22

1. mOfER

OBk : platform.api3.finance.cloud.tencent.com,

IS | SERYBEMME
BUAZOIESIRERIRE : 200%/%8,
EOEHAYE : 2019-09-16 20:18:20,

EORRERTEN,

2. ANSE

UTERSHIIFIGIE TROBERSEIRD ALY |, RBEAHSEFIRNAHLERSH,

SHER WAL FBEFNULL
Action = =
Version 2 a
Region b3 a
User_Uin 2 &
User_Id 2 5
User_Name P &

3. S

SETR B R
Requestld String —iEK ID , ERiE
H >
4. 1Ex03

ESidl fER

String AHBE, AEOBYE : ModifyWeChat
String NHESE, AEOBYE : 2019-03-14
String AHBY , FEOFFEERSE,
Uint64 AFUin

String BFRERKS

String FAPRFR

KEBSIRE] B FERAZRIERR Requestld,

ZEOE RS BEERAERD | ARSI A TR,

WS : BRmEmEX

HitF

5546 T0 #£325
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X BIHSTCE SRS

MRS ER

ERITEHATE: 2024-10-18 10:38:22

1. #gEO#A

EOEKEA ;. platform.api3.finance.cloud.tencent.com,
ARSI

BOAREIESRSERIRS] « 200R/%D,

EOE YA : 2019-09-16 20:19:08,

EORRERTEN,

2. ANSE

UTERSHIIFIGIH TIROBERSEIRD NHSE |, TEAHSHFIRNAHLERSEH,

SHER WA FYFNULL St R
Action 2 &= String AHESE, AEOBYE : NoAcceptNotice
Version 2 = String NS, AEOEYE : 2019-03-14
Region 2 & String ANHEY, FEOTTEEBLSH,
User_Uin 3 & Uint64 FFUin
A M
3. WS
SHER B AR
Requestld String —iEK ID , ®RIEKRESIRE]., EMEAHEEREEZRIEK Requestld,

4. tHIRS

ZEOER S EBEERAERD | ARG TR,

WS : BRmEmEX 5847 T 3250,



X BIHSTCE SRS

B IRIKS

ERITEHATE: 2024-10-18 10:38:22

3z A
1. FORA
OBk : platform.api3.finance.cloud.tencent.com,
EEmEFEEEEHEIIRKS
BUABISSIREIRE - 200R/70,
EOFEFHAGE : 2019-09-30 11:21:49,

EORREZTEN,

2. ANSE

UTERSHIIFIGIE TROBERSEIRD ALY |, RBEAHSEFIRNAHLERSH,

SRR WhisE FYFNULL E-Sit] R
Action 2 & String NHBE, AEOEYE : QueryCustomAccount
Version 2 & String NHSE, AEOBYE : 2019-03-14
Region 2 = String AHSH, PEOFFEERSEH,
Account a & String HRIREREZ
PhoneNumber & 5 Int64 FHFFNSHE
NickName & & String FEFIRFR
CustomAppld S = Int64 fAFikappid
PageNum 2 S Int64 bap
PageSize = & Int64 bW\
CustomUin 3 &5 Int64 MSuin
SortKey & & String HEFrkey
SortTurn S = Int64 IFFaEER , 0: IR, 1:
StartLastLoginTime & & Int64 FFEARTE
EndLastLoginTime S = Int64 LETRAT(A)
3. MBS
SHER ESidl ik
TotalNum Int64 BR#E
AccountList AccountList BR5IZE
Requestld String E—EK ID , BRIERESIREl. EDRATFEERAZRIBERE Requestld,

4. IR

ZEOE RS BEERAERD | EERIGENAHERG,

WRFRE - BRmERMEX 5548 TW #325@



X BIHSTCE SRS

RIE _HERS P E R4

ERITEHATE: 2024-10-18 10:38:22

1. mOfER

EOEKEA ;. platform.api3.finance.cloud.tencent.com,
RIEYERDYBTEMPF

BUAZCIESIRERIRE : 200%/%,

$EOEHATIE : 2019-09-16 20:14:08,
EORRERTEN,

2. ANSE

UTERSHIIFIGIH TIROBERSEIRD NHSE |, TEAHSHFIRNAHLERSEH,

W

SHER WAI%E FEFNULL &g A

Action 2 = String NHSE, AEOBYE : SendBindingEmail
Version 2 = String NHSE, AEOBYE : 2019-03-14
Region 2 & String AHBY , AEOTFEERLSH,
User_Uin 2 = Uint64 FHFUin

User_Id = & String BPRERKS

User_Name =2 & String FAPRIR

3. S

SHER ESid) Eriijuy
Requestld String —iEK ID , ®RIEKRESIRE], EAAATHEEREEZRIEKR Requestld,

4. RS

ZEOE RS BEERAERD | AR ARG,

WS : BRmEmEX 49 T 325



X BIHSTCE SRS

SRS

ERITEHATE: 2024-10-18 10:38:22

ServerDevice

RERER

WINTEOSIA
R WA FEFNULL ESidl fk
Deviceld P S String & E&id
Password = & String =9
Intranetlp & = String BEip

AccountList

EMKSFIE

BN TEOS|A - GetCustomAccount, GetCustomSubAccount, QueryCustomAccount
B AR FEFNULL Sl R
Active = S Int64 EEEE
AddTimestamp = S String Eaped bt
Appld 2 & Int64 APPID
BindStatus 2 5 Int64 HBERE
LastLoginTime B & String IRERATIE)
Mail 2 £ String HR{E
ModTimestamp 2 B String EBEEA
NickName =2 &5 String BEFR
OwnerUin 2 & Int64 HiZEuin
PhoneNumber 2 S String FHNSHB
Remark = & String FRiC
Status = S Int64 RE
SubCount 2 5 Int64 FikEH=
Uid B & Int64 uid
Uin 2 a8 Int64 uin
UinType = B Int64 uintype
UserName = & String username
IdKeys 2 S Array of IdKeys ]
Password 2 S String A

Filter

WS : BRmEmEX 8550 T #325m@



X BIHSTCE SRS

upiE St

WANTEOSIA

&R WAYE FEFFNULL ESit] R
Name 2 S String B
Value = s String =l
IdKeys
HsPEUE

#an OS5I : GetCustomAccount, GetCustomSubAccount, QueryCustomAccount

= D5vid FEEFNULL ESid) R
CreateTime = & Int64 createTime
Secretld 2 a5 String fAid
SecretKey 2 & String fiRkey
Source = B Int64 source
Status g2 & String BRIRE

WS : BRmEmEX 8551 ;1 H325m



O BASTCE

AR

ERITEHATE: 2024-10-18 10:38:22

TREIAA

WNERIREIZERFIFE Error FE , NZFRREAR APL O, 50

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is correct.”

}

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error i Code FEIRMG , Message FnZBIRIIEMER.

eSS
PHERE
SRS
AuthFailure.InvalidSecretld

AuthFailure. MFAFailure
AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire
AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient

ResourceNotFound

WS : BRmEmEX

)
ZiRAEE (FRE= API AR ) |

MFA $8iR,

TR, BEEHeNERRE

=R

BRIIH. Timestamp FRSH[GEEENMSGBI A , BOERHEARSIRENRERLE.

ERER, SHRUTEER  BUREASXHIROSSCSEEZITETRE.

token &R,

ERER CAM Z4L,

DryRun 2 , REBEKRESEMIIN . LESET DryRun 24,

BAFER.
REBHEIR.
BOAFE.
SHIEIR.
SHEVEHEIR.
TR ECERBRAY.
BROSHEER.
BORARFE.
ERENREEI T SRR,
BRI A,
HETE.

BRI,

gﬁﬁ\ /Ié?

AERMSHESR  RSIER | FREREREREEER  TEAEAMEEE

552 71 #325m



X BIHSTCE SRS

FEIRED L]
ResourceUnavailable BRI,
UnauthorizedOperation RIFTURIE.
UnknownParameter RISEGER,
UnsupportedOperation BAEASHS.
UnsupportedProtocol http(s)iERIMSEIR , R8s GET #1 POST 13K,
UnsupportedRegion FEORSTF RS,
W BSEIRES

WS : BRmEmEX 8553 T H325m



X BIHSTCE SRS

ZEAARSS (sts)
bR ( 2018-08-13)
APIHEYS

ERITEHHTE: 2024-10-18 10:38:23

APIRRZA

V3

MEREXEO
O MO8
AssumeRole HiEhERE
GetFederationToken IRENEA & B IRATAEEIE
GetThirdPartyFederationToken REVFAFIGEHES (SE=3FRE )

WS : BRmEmEX 5854 T #3250



O BASTCE

BEAI
EOLFVL

BIREATE: 2024-10-18 10:38:23

tcecloud API X MAENERIEITEMIGE , S MEREFTEEATLERSHHEAERER ( Signature ) USIHERESH.

BIE Secretld 1 SecretKey ; ERFPERARERIL  BRIESAPIREREERTE , SULERA=APHERO.

N S

1. el

EE—REATAPIZHE , BRIFRAPIESANERIEREEIE. L2EIFEIE Secretld # SecretKey :
o Secretld BFHrR AP ERE S M

* SecretKey FIFINEEE F T RIRS SRS A FRIZH.

o FAPUAFASIRERSEIE , BRitiE,

FBLZEEIENERESERNT ¢

1. HRtcecloudEEFLEHIE,
2. FIE=APIEARHEHI G TAE
3. E=APIESAIE , M [#rE] BDAJLABIEE—XdSecretld/SecretKey

IR FREIKERZSETLUAER Secretld / SecretKey,

2. SR

BT LeEiSecretld 0 SecretKey/s , MALIERERZET . UTEERSEBANFMITE
BRIZFFHI Secretld #1 SecretKey HBIZ :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
* SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

AR XBERETRG , BRIERFRREEN Secretld F SecretKey #HT/EEHRE !
LU=RSEsEELGIFIZR(Describelnstances)igsk ol , HEPERX—ZORN , 5 kSA80T:

SHER 220%8 SHE
Action TR Describelnstances
Secretld #Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E 1465185768
Nonce FEALIEEEEY 11886
Region SLIRRTEX IS ap-guangzhou
Instancelds.0 FFEIRISLHIID ins-09dx96dg
Offset IRiEE 0
Limit BRASIFEH 20
Version EOMRAS 2017-03-12

2.1. HSEHF

gﬁﬁ\ /zli?

SEERHRREEEER  R2EIE

BIFEIERSSUIZRSHENFIHE ( ASCIEE) FFHF. I8 1) RIZSHEHTHF | SEERSXIREIR , R85/ ; 2) #& ASCILEBEE AN, 20
Instancelds.2 ZEHFE Instancelds.12 [FH , AEEFEER , BARKREE. BRI LMEBREES PAVEXHIFRECRCINX—I08E . W0 php A9 ksort IR&Y, EiRR

PISEBIHF AR T:

WRFRE - BRmERMEX

555 71 #325m



X BIHSTCE SRS

{

'Action' : 'Describelnstances’,
‘Instancelds.0" : 'ins-09dx96dg’,
"Limit' : 20,

'Nonce' : 11886,

'Offset’ : O,

‘Region’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',

}

ERECEFHESAN , A EERGIPRISEEITHR | SEIR0SR—ZE0A.

2.2. JHEERFFFER

WEBERIERFRISR, St L —SHFFERSEUSURL S8BT = "S5I8 10 | W05t Action 81, ESHEMA "Action” , 81BN
"Describelnstances" , EIMER LG Action=Describelnstances , F& : "S#E"HFRRETIFuriRiSEE.,

REBEHENS N SHA" U HHEE R, REEMINERFRRN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQp
n74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHEE BRI/

WEBEREZRNFHE., ERENFRBHUTINSE96:

1. iK% 328F POST #1 GET A= , IXEEMA GET &K , iF=AGEAEKE.

2. 1IEKENEELHIFIZR (Describelnstances){iEKIH=Z /9 : cvm.finance.cloud.tencent.com, LRSI ZIRIEZCFABERIARMAR |, RSO,
3. BREER BRIRAZAPIHNE R RERERN /.

4. ERERTSR: I E—SEREREGTSR,

BRI EBAHERINA: 1BKAE + 15KE +EKERE + ? + 1FKkFRE

RGIBHEERA -

GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08Region=ap-guangzh
ou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&Version=2017-03-12

24, &pEREA
I BAERMEZR, BE5LER HMAC-SHAL Bk E—SHikiSHERRNFREBEHITES | REEEMNEEZ BEM Base64 H1THHRID , AIFHXERENSE R,
BARRRZa0T | LA PHP B4
$secretKey = 'Gu5t9xGARNpg86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=a
p-guangzhou&Secretld =AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBEINEZ SR
EiPOYW3pW28FpsEdkXt/+WcGel=

ERETERNESAN A LERITRRNHITERIIE , S2IER B SHIFHrI—EER.,

3. &R BRI

ERIERBFTREERIEABRSH , FEWEHT URL 3.

W E—SA RIS RSN EliPIYW3pW28FpsEdkXt/+WcGel= , BREERINEZBIBRSE ( Signature ) 9 : EIPIYW3pW28FpsEdkXt%2f%2bWcGel%3d , Bi5H
FAEMELZRIEK URL,
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AR MRAPRERITIER GET , & iER757E) POST ERY Content-Type J3 application/x-www-form-urlencoded , NI REERIMFAEERSHAIEISREMN
URL RS , SHEM-FEABE48, JE ASCI FHE URL SRBRTERESLL UTF-8 T4,

AR FLRBISSH http EE2ENFTESEHT urlencode , FEXMMERT , IARENERHMIT URL HiST , SRR URL RIZSSEERLM.

AR Bt BEthRETHRD , MiSRA RFC 3986, R %XY SHHARIBILRFH{TEO RS , " XF"Y o7 S#EFR (0-9 IAEF8 A-F) |, £/
INERSIRER

4. 7KW

IRIESEIRENR | FAEM FERAMAEIRT | BIRESRERE

RS SRIRAEA
AuthFailure.SignatureExpire BRILH
AuthFailure.SecretidNotFound BENFE
AuthFailure.SignatureFailure EEER
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BIHIEE (2= API AR )

5. BRER

TESCRRERE API 3.0 Y, #EF(EREIERtcecloud SDK 3.0 |, SDK #ETEZHNIFE , FANRAT=RIRHAEMZEORNT., FAEESN SDK iy, HEISTHEHIRE

BEH:

* Python

* Java

e PHP

* Go

* JavaScript
o NET

ATEEBORRERERE , TEUSRREES A0, B OANSESRERII. SRNES. ERNEDIISHNEEERLL bIASRERRE  ABRARESE
g2, FFEEEmY  KRFRIEREER SDK.

BREIHAY url TTEES © http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=1188680ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768&Ve
rsion=2017-03-12

FR - BT RAIRHERREEN | R EARRALRNE , EIHNSEL url FEXREEFITHSER curl EHSEANSIREERGER | EFi3H, ATER—T
PUEEIRERY url |, BEEHIRFITRY Secretld F11 SecretKey ANESLHIZE , FHERRFZLRIRSEEAES Timestamp .

IR A TENRS  ARREES | EER-ESESRTEEIN url IRESERAR  RAASHNINFAR , (BXFAZMERE. RERSSYEME  BEEIT
HIFREEIE],

R LATB(UERTF APL 3.0 , FeEEREATEMMNEZRE , BIERIAR APl , HFFEADERBLSHEEITERIR | BLAIMAYIR S,
Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";
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public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getInstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] EZRBERNSEFTFEHF | ItibTreeMap{RiEIRFE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
/] EFRERAuriI ST A EK

for (String k : params.keySet()) {

// BEXIEKEHTUrlencode , T keyEBRENFH , HULAMIEvalue#tiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMaprILAB#IHEF

// SERRVEFRRS R4 EEFERENEY | 140 : params.put("Nonce", new Random().nextInt(java.lang.IntegerMAX_VALUE));
params.put("Nonce", 11886); // AHESE

// SEPREFRRT R 24 E RS2 BIRTIE , 5140 : params.put(*Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // 1"Ht24]

params.put("Secretld", "AKIDz8krbsJ5yKBZQpn74WFkmLPX3EXAMPLE"); // NES%§

params.put("Action", "Describelnstances"); // AH£%4

params.put("Version", "2017-03-12"); // AE54

params.put("Region”, "ap-guangzhou"); // AHEE]

params.put("Limit", 20); // \l555#1

params.put("Offset", 0); // WEE#L

params.put("Instancelds.0", "ins-09dx96dg"); // \r$5£41

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL"); // AESE
System.out.println(getUrl(params));

}

}

Python

R | WISRZETE Python 2 SEIETT , TELELREE requests {KIiE :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):

hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)
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if _name__ =='_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg',

'Limit' : 20,

'Nonce' : 11886,

'Offset’ : O,

‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# RS SERRER | ARh/E I REF=AE i 2R

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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EOSHZV3
BRIFEFATE: 2024-10-18 10:38:23

tcecloud APl X3B/MAEEKHITHHINE , I MNEKBREELLERSHPEEEEER (Signature ) LIGIEERESH, EBEEHRLTEFEER , T2FIE
4E Secretld # SecretKey ; HERFIERBEREREIL , BRIE=APIZEIAUHERS , SNLERA=APEEO.

= s
1. el
EERERTAPIZH , IBRIF=APIZSAUERIELSEIE. L2EIFEE Secretld 1 SecretKey :

o Secretld FAFHrR APLERESH
* SecretKey FBFINEEE FFRMIRS SIS EFFRINEH.
* FAFPUAFASIRERSEIE , BRitE,

RiEZ2FEENERSEINT

1. ZEFtcecloudEBEFIEFIE.
2. HiE=APIE BRI A TR
3. FE=APIESHUE , =i [#7E2] BDATLABIE—XdSecretld/SecretKey

TR FRERSREZSTLURAERMY Secretld / SecretKey,

2. TC3-HMAC-SHA256 && 7%

R WTFGETAE , B3z Content-Type: application/x-www-form-urlencoded #iig=. X FPOST/i% , BEISZHF Content-Type: application/json LAK
Content-Type: multipart/form-data FFFABAET | json IEHBNARB WSO , multipart R BFESEOSHE | WANZEOABEEER json #&=0EA |
S BRSSO A,

TEURRSSHEAT MNXSEHFIREAGTF  DEBRNMBERITEERE. (PR TERLAIFIZRAE NS : Limit #1 Offset , £/ GET 7357,

RIZFBFHY Secretld 1 SecretKey 35U : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE 1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. HHENEIERER
AN ETUHHEIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + "\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + '\n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3k75% ( GET, POST ) , Afls79 GET ;

e CanonicalURL : URI £%§ , API 3.0 EENIERIAT (/)

* CanonicalQueryString : &2 HTTP i&K URL FIEIAFRFER , 33F POST iE3K , EEATFAE , }WF GET 5K , W9 URL a5 (?) EEMNFEFERS , A%
FIBES : Limit=10&Offset=0, ;& : CanonicalQueryString EE4Xid URL 4#f3.,

e CanonicalHeaders : £25%8&Z1IEE , EEE host Fl content-type FNLES , BAIINMABEXLHS E5EB LIRS ESERNE— NS, FHEm
T : 1) k&R key #0 value F—HpINE |, HERERETHS | 1288 key:value\n 18z(0HHE ; 2) S40KE8 , IRERSLED key (/N5 ) IOFHHF#THHE, 1HI+
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

e SignedHeaders : £5&ZHILEBER | WHIALRIEREHLLES 5 T4 |, #1 CanonicalHeaders &8RN ABRE—XIMAY. content-type 1 host Jos4issk
BB, HHERN : 1) 3EB key R—ERUNG ; 2 ) ZLED key (NG ) IREBFEHFRTHHE , FFEUSS () 2R, tHIF75 : content-type;host

¢ HashedRequestPayload : i&ERIEMHIIGE(E , iHE/5% R Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XJ HTTP i&ERkE&ANEX payload f# SHA256
B, RET/OFERD | SERIEEBIER/NEFE, JT5 | }WTF GET 5K , RequestPayload EEATF/AE , 3F POST i53K , RequestPayload Bl HTTP i
KIEX payload.

HRIELLEIN | REIRSEIRAEIEREWT CATRNEN  \n ITFIEE BRITEHIN—TE8K )
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GET

/

Limit=10&0ffset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fclcl49afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2 PHEREETRS
RN ERHRSES TS

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &8&% , BAIEES TC3-HMAC-SHA256 ;

¢ RequestTimestamp : i5REH AR , BIERLERRY X-TC-Timestamp BU&E , #0_EAliEkA 1539084154 ;

e CredentialScope : EIEBE , 1820/ Date/service/tc3_request , @& HER. FMERAIRSFRIEZFFE (tc3_request ) ., Date 3 UTC iREERTEINELER , BUEREE
MATESE X-TC-Timestamp IEEH UTC FRERNBIEE— ; service AF=R& , WRASERNF RIS, FIg0 cvm, @0 ERGEK , BUEA 2018-10-
09/cvm/tc3_request ;

¢ HashedCanonicalRequest : BIALEBHHEMEHSEERBIGHEE , ITE5ES Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

1. Date /RAMRT[EIEL X-TC-Timestamp I+8E5Z] , BRIXJ UTC+0, MRMARRAMXER , FlIFR/\K |, $SHEXMG DERMT  ERRRERY
ERM, (RIZAIER 1551113065 , 7£4/ \XAYRTELR 2019-02-26 00:44:25 , {ERiTE15ZIRY Date BY UTC+0 RIBHARLAY 2019-02-25 , A2 2019-02-
26,

2. Timestamp Z/REHFIRSNNE , BRERARRFHEFINENEEELSH , MFEEET RSO ERY. MFKHEAIREREES | JRESEET—R
RIS |, IERUERY (REERITHIER ) .

TR LN |, TAIPERIRMEFERFABRUT (ATRREN , \n TRREESEITIH—TER) ¢

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91¢9¢192c14460df6c1ffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23. iHEES
1) HEIREEZ S |, WBINT

SecretKey = "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : [RURAY SecretKey ;
e Date : Bf Credential o9 Date FE&E8E. , W1 7=l , 792018-10-09 ;
o Service : B Credential {4 Service FEEE. , t0.E5F , J9 cvm ;

2) HEES , (hRBEUT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

e SecretSigning : BILA Bt EBRIRIRESZEIA ;
e StringToSign : B2 ESEIRFEE TS ;

2.4. 38 Authorization
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FRANTFRETHHE Authorization :

Authorization =
Algorithm + ' ' +

'Credential="+ Secretld + '/' + CredentialScope + ', ' +

'SignedHeaders=" + SignedHeaders + ',
‘Signature=" + Signature

* Algorithm : £8753i% , EE/I TC3-HMAC-SHA256 ;

 Secretld : Z4E33RY Secretld ;
 CredentialScope : M.t , EIBEHE ;

* SignedHeaders : L EX , £5&FMEBER ;
¢ Signature : B&(E

HRIELLERN | IR SEIRgEDS

gﬁﬁ\ /Ié?

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df45

82db9e9bf4672ba50567dbalbc6ccfl74c474

BRETHENERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6cbecfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.finance.cloud.tencent.com
X-TC-Action: Describelnstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1539084154
X-TC-Region: ap-guangzhou

3. BRKW

HRIESCIREN | FEUTERLWANER | ERIESR A E

R
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

%

4. ERER
Java

import java.io.BufferedReader;
import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

WS : BRmEmEX
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import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

/) FRNX , BNESHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *hkkkkkkkkkkkk ig% 1 ° }%&;m;‘éi%*% *hkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.println(canonicalRequest);

// *hkkkkkkkkkkkk ./Ij/:g% 2 S ?ﬁ;ﬁ?%%g%’%% *hkkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// Fkkkkkkhkhkhk _}fﬁ 3: .H.%%g *hkkkkhhkhhKk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *hkkkkkkkkkkkk 55;'?( 4 0 ?ﬁﬁ AUthOI’iZatIOn kkkkkkkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap <String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
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headers.put("X-TC-Version", version);
headers.put("X-TC-Region", region);
}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# EIREH
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNp(86cd98joQYCN3EXAMPLE'

service = "cvm"

host = "cvm.finance.cloud.tencent.com"

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou”

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

FFFEAFK R IR R AK .}jg 1: ;ﬁ§¥m31§*$ *kkkkkkkkkkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host”

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

FRFEEFIKK KKK K .}jg 2 : ﬁg%&g?ﬁ% Kkkkkkkkkkkkk

credential_scope = date + "/" + service + "/" + "tc3_request”

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# khkkhkkkkkkkk 5@ 3 : iv-l—%Eg *hkkkkkkkhkkk

# IHESEHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

F FRFEEK KKK K 355% 4 - }}{FE Authorization *#*#*#x#kksxss

authorization = (algorithm + " " +
"Credential="

+ secret_id + "/" + credential_scope + ", " +
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"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)
print(authorization)

# NHESERINENERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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5K

ERITEHATE: 2024-10-18 10:38:23

1. fRSSHbuE

HitF

PAN
[ ]

i (Region ) ZIEYIEEAIEUIEOAIMIEXIE,. tcecloudZIIMIEARIBEZAESIEE | (RIEFRMRERATEEREESEL. ATIHRLRME. 25T

BE  ENEERRERISEFE.
ERTLAEIT APIEC] EAMINEIR EEARIEIEZIE.

2. B

tcecloud API IRFEZOMET HTTPS #HTEE | RIS L2UNEEEE.

3. IBKAE

SHEHY HTTP &K%

e POST (##%)

o GET

POST #&Ek37#5#9 Content-Type 38! :

e application/json (##F) , W/ TC3-HMAC-SHA256 E& 754,
e application/x-www-form-urlencoded , /{5 HmacSHAL & HmacSHA256 &£& 754,
* multipart/form-data ({&po#EEASEF ) | LA TC3-HMAC-SHA256 & 7314,

GET IEKINERBANAEBIT 32 KB, POST iEKERERZ /A HmacSHAL, HmacSHA256 RIAS#BIE 1 MB, POST iEK{EREE 544 TC3-HMAC-SHA256

A¥sz#% 10 MB,

4. FRTmtY

IfERIUTF-84RHI,

WS : BRmEmEX

5566 T #£325



X BIHSTCE SRS

IR[EIZER

BRITEHATE: 2024-10-18 10:38:23

IEfREIZER

A= BRSS Seh0iE OB ESEHMRZSHIZR (DescribelnstancesStatus) 2017-03-12 kAl , ZEFAL , HATRERIREI T -
{
"Response”: {

"TotalCount": O,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”

* Response REREEH Requestld 2EENFER , TCERMINEE , RE APIMET |, NIMESIREL.,

* Requestld FFF— AP iEREIME—HRIR , A0SR API HIISE | BILABKEFA] , FHEMIZ ID RRRTM,

° BRTEIENFERS , HREAEMREOENHFE , ARVEOMREFERS WEOXEFREN. HFIFH TotalCount 1 InstanceStatusSet #93
DescribelnstancesStatus O XNFER , BT RERSKNAFREMESERIRSSEELE] , Bl TotalCount 7EIER FAIREES 0, InstanceStatusSet 53R
s,

TERREZER
SRR, EEEERTT -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error IEIIFE ZERARKRY. Error FEOEREHEMERN Code 1 Message FERFEARAMAT M EIREIRT,

Code FREMRELBAEIRSE , HiEKHENTTLSSRIBIZERBEL L EIRISMZ O A E RS IR E AR R R ERRS 2.
* Message B TIXMEIREKENERER , EEWSKEHARMN  WAATRELEBFSFEERER , APARKIX MREIE,

e Requestld FF— APLiSKIOE—IRR , (N8R API HIMEE |, STLABEREA] , FHEMZ ID SRRRT,

AHIEIRAG (TODO: EE(ER, 2RAENFE?)

REIZESRAINSRAFFE Error FER |, MIFAR APLEOERL.  Error FhfY Code FERFMEIRIS , FTA S RTREHIMAIEIRIS ANHEIRG | PRI T AHER

fHIRIG =S

AuthFailure.InvalidSecretld BRIRE (R2= API Z4ERE)

AuthFailure. MFAFailure MFA iR,

AuthFailure.SecretldNotFound EIRAFE,

AuthFailure.SignatureExpire SEIIH,

AuthFailure.SignatureFailure BEER,

AuthFailure.TokenFailure token &R,

AuthFailure.UnauthorizedOperation BERE CAM 1L,

DryRunOperation DryRun ##F , RFIFRESEMIIN , REZET DryRun 24,

WS : BRmEmEX 5567 T #325@



X BIHSTCE SRS

$EIRIS SRR

FailedOperation BRERL,

InternalError PIEREIR.

InvalidAction BORFHE,
InvalidParameter SEEER,
InvalidParameterValue SHEYEREIR,
LimitExceeded RIS ECETPR S o
MissingParameter ROSHEIR,
NoSuchVersion BEORARFE,
RequestLimitExceeded TERADREGEIT T SEPRE.
ResourcelnUse RIEH S,
Resourcelnsufficient RRERE.
ResourceNotFound RRAFIE,
ResourceUnavailable RIFAET A,
UnauthorizedOperation FRIFRURLE,
UnknownParameter FRASHEEIR,
UnsupportedOperation BEARSS,
UnsupportedProtocol http(s)IERIMSER , RSZHF GET #1 POST &K,
UnsupportedRegion BOARSISFEbE,

WS : BRmEmEX 5568 T #£325@



X BIHSTCE SRS

/\ *

NHSH

BIREATE: 2024-10-18 10:38:23

AHSHEAFIRRAFIZEOSNENNSE, NV E | E8MEORMAYEOSXEFABNX LS TR | E8XEKBEETXLSH , AEERIEE

BRHIE V3
f§F3 TC3-HMAC-SHA256 EEZ 7550 , AHSHEES—ME HTTP Header IERLEPF , 40T :
SHER ESid) Wik R

X-TC-Action Strin = BEREORMR. BUESEZOXATMASENTESE] Action FIREA. FIII=IRSSBIEIRLAFIFRED , BUES
9 = Describelnstances,
iS4, FRIMRE BRI ER MEERAIEEE. EOEZRMREESE O RRMAS A S E] Region BB, T

XTCRegion  Sting B swmrrmmemina , BOXRRATILSENGR | HTEEEE SRR AL,

X-TC- Inteqer £ 4F7 UNIX B8R, |, AlCSARE APLIEKREORTE), Bia0 1529223702, & : IR SRS AEERE o , S5ESE
Timestamp 9 = HHAEIR.
X-TC-Version String = EERY AP RORRAE, BUBSEEOSHEHPASRESE] Version R9GEE, BIAN=ARSSERAMA 2017-03-12,
HTTP TRESHINIESLERFER |, BI40
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,
Authorization  String 2 - TC3-HMAC-SHA256 : &&75i% , BRIEEBIZ(E ;
- Credential : Z&%EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC ¥RERTIEIIRYEE , BUEEZEEF S X-TC-
Timestamp #2819 UTC FRERTIBIHEB—EL ; service AF=m#E , WRSERINFREE—E , flflcvm ;
- SignedHeaders : 258 ZitERISLEHMER | content-type #1 host J9wsiksLEp ;
- Signature : EEZHE,
) IGREHIEBETARRY Token , RELESIGRIZH—EER, IGITEEF Token HFEZGASIEERSARREORE. KPZHAE
X-TC-Token String &=

%= Token,

E2HiEVL

{53 HmacSHAL #1 HmacSHA256 && 7540 , ARSHEBH—EIEKRSE+ , IIF

SEER il D%5vi R 7%
Acti . = BENEOSR. BESEEOXEFBASHATESE Action AYIRER. HII=IRSESNEIILAFIFERZD  BYES
ction String b3 )
Describelnstances,
Region String = iS4, FsRImRAB BRI MEERAIEEE. EOEZRMEEESEZEOXAERRASE A S Region RIS,
= IR RUREOATEERZSH , BOXEPIWIHAFEIREE | AR EEEZS SR EL.
Timestamp Integer =& L5 UNIX RSEJE , SlieRAfE APLiERAOATIE], 1201529223702 , tNRSHEIATEMEET K , &5 [EERITHIEIR.
Nonce Integer 2 FEHLIEEEEY , 5 Timestamp Bx&iesk , BFLEERINE.
. ECAPIESE L RIBAMRREHY Secretld , —4 Secretld XYRZME—HY SecretKey , i SecretKey SFREMBERES
Secretld String p3 .
Signature,
Signature String 2 BERER |, FRWIEIRERNEE Y | SERPIRESFMASEITESE. BRTERES EOSRC0HY.,
Version String = BAERY APL BORRAE. EUBESERZOXEPASLESE Version BUi5ER, FIAN=RSSEsA9MRAS 2017-03-12,
SignatureMethod  Strin = £330, BRI HmacSHA256 #1 HmacSHAL, REIEEINSEY HmacSHA256 BY , AR HmacSHA256 &%
d 9T RirsE , EERIOEM HmacSHAL RS,
T . = IEEHIERFTFER Token , FEESIGRIEE—HEFER. IGIZHEF Token BEZHDSIERSARREORE. KIS
oken String &

AEE Token ,

WRFRE - BRmERMEX 2869 T #325m



X BIHSTCE SRS

uICRIES

btz (Region ) RisEAIHIRHOAIMIEXI. tcecloud3IINIERRIEZ AE2MRE |, RIEAEIRERAEEIFREMAAENL. ATREEEMNE. e T
BE , EEEEREIAEE PRI,

ERILUE APIEN ENAMBINEIR EESARIMIEZIE.

MERRREO

WS : BRmEmEX 8570 ;1 H325m@



O BASTCE

FHiSiERE

BIREATE: 2024-10-18 10:38:24

1. wOfER

EOEKIEA : sts.apil.finance.cloud.tencent.com,
RIENERE

BUAB SRR E - 200R/70,

BEOFEHATE : 2022-07-06 16:48:44,

EORREZTEN,

2. NSEL

gﬁﬁ\ /zli?

PINERSHFIRGIE T EOBEKRSEFESOAHESH , REARSHFIRI A LS RS,
SHER Wik FOFFNULL KB R
Action 2 & String  NHBE, AEORYE : AssumeRole
Version = S String NHESE, AEOEYE : 2018-08-13
Region 2 B String  AHBH, FEOFFTEERBLSE,
AENERER, <br>Zi@AR : <br>qcs:icam:uin/12345678:role/4611686018427397919,
RoleArn o = Strin qcs::cam:uin/12345678:roleName/testRoleName <br> RS A
= 9 <br>qcs:cam:uin/12345678:role/tencentcloudServiceRole/4611686018427397920,
qcs::cam::uin/12345678:role/tencentcloudServiceRoleName/testServiceRoleName
RoleSessionName £ & String IERTSIEETR , HAFBENER
DurationSeconds S B Uinte4  IEEIGRNEBIERER , B : 70, BAIA 7200 b, SAKATIREBUAA 43200 7
UserUi - = . Rz Sk SREBPEREEKRFZREN , AR uin , BREABEFNownerUin, EfERLEZS
serUin B = Uint64 5
REHIAER : 1. policy FEM urlencode (INFRIBIT GET 73iABKZT APL, RIXIEKAT , ATESEER
Policy = = String FEREL APLILER urlencode —R ) . 2, REGEESHRCAM HKEGEE, 3. RIEHAREED
principal JtZ.
AssumeUin & & Uinte4  BIEFMWFUin , i Etokend , cam-auth$AdSiR(E]
A s
3. S
SR ESic) HAR
. ) iz wap 1IN
Credential Credential N
redentials redentials eyedin
- . iz wap 1IN
E dT Uint64
xpireciime " SEBTRAORTIE] | EE] Unix TR , REREEIR
Expiration String s : 9I~T?Im° . . e
IEBTCHHIATE | LA iso8601 1&=AY UTC Rtz
Requestld String W—iEXK ID , 8RIEKRESRE]., EIORATEEREZRIEKRAY Requestld,

4. st

WRFRE - BRmERMEX

57171 #325m



O BASTCE

PUMMRBUH 7O SSZIERRAIEIRIG , BEtERIDF ISR,

HHIRED
ResourceNotFound.RoleNotFound
UnauthorizedOperation
InternalError.GetApplIdError
InternalError.SystemError
InvalidParameter.StrategylInvalid
InvalidParameter.GrantOtherResource
InvalidParameter.OverTimeError
InvalidParameter.ResouceError
InternalError.DbError
InternalError.EncryptError
InvalidParameter.AccountNotAvaliable
InvalidParameter.StrategyFormatError
InvalidParameter.ExtendStrategyOverSize
InvalidParameter.ParamError
InvalidParameter.PolicyTooLong
InternalError.GetSeedTokenError

InvalidParameter.TempCodeNotAvaliable

WS : BRmEmEX

gﬁﬁ\ /Ié?

572 71 #325m



X BIHSTCE SRS

IRENER S BolimRdihia)EIE

BIREATE: 2024-10-18 10:38:24

1. EOfR

EOEKIEA : sts.apil.finance.cloud.tencent.com,
SRENEA S B mT 5 EiE

AR CERIAERIRS : 200%/70,

BEOEHAYE : 2022-07-05 19:59:17,

EORREZTEN,

2. NSEL

UTERSHIIFIGIH TIROBERSEIRD NHSY |, REAHSHFIRNALERSH,

SHER WiE FOPFNULL 383 A
Action £ = String  AHBEL, AEOEYE : GetFederationToken
Version = & String NHESE, ANMZEOBYE : 2018-08-13
Region 2 = String  AHBH, MEOFFEECBLLSH.
Name 2 = String SR LABENARA R AR . BFE4EMN.
HRESHIATR : 1. policy FEMH urlencode (WNERET GET FiAiER= AP, KIXiEKE , FES4E0%H
Policy = 5 String BEIREBL APLHISEE urlencode —R ) . 2. HRIREESEBCAM HEIIEE, 3. HRPAFEEES principal
TR
DurationSeconds & & Uint64  IEEIRFHERNEXER , 867 : # , BIA1800%) , BIKFNEEE XA 7200%8,
SecretType B = Uinte4  IEFRSEE (0: KIEH; 1:8EH).
A e
3. s
SEER i) AR
) ) WSERIHINATIL,
Credential Credential
redentials redentials et
- ) WSERIHIMAT I,
ExpiredTime Uint64 . . NN
P IRERERAERA0RTE) | JRE Unix BTIEJEG , FEHEIR
Requestld String HE—iEK ID , BRERERIRE], EARRIEERHZRIEKA Requestld,

4. FEiRAY
PG T O SSIBEERAERID , BRI ARG,
FEIRIG fak
InternalError.DbError
InternalError.EncryptError
InternalError.GetApplIdError

InternalError.GetSeedTokenError

WRFRE - BRmERMEX 8573 T H325m@



X BIHSTCE SRS

[

fRIRIG ):
InternalError.SystemError
InvalidParameter.AccountNotAvaliable
InvalidParameter.ExtendStrategyOverSize
InvalidParameter.GrantOtherResource
InvalidParameter.OverTimeError
InvalidParameter.ParamError
InvalidParameter.PolicyTooLong
InvalidParameter.ResouceError
InvalidParameter.StrategyFormatError
InvalidParameter.StrategylInvalid
InvalidParameter.TempCodeNotAvaliable
ResourceNotFound.RoleNotFound

UnauthorizedOperation

WS : BRmEmEX 5874 M #3251



O BASTCE

kv a
SREN
BRIEEFATE: 2024-10-18 10:38:24

1. wOfER

OIS : sts.api3.finance.cloud.tencent.com,
SKEFF GRS (B=AFFE )

BRI RITRIRS | 200R/F,

BEOEAIE : 2021-06-18 14:30:13,

EORREZTEN,

2. ANSE

MUTFERSHIIFGIE TIROBERSBIRD NHSH , TEAHS

SR Wik FEFFNULL ES
Action 2 & String
Version = & String
Region = & String
UserAccessToken S & String
Duration = & Int64
ApiAppld = = Int64

3. S

SETR ESic) A
! ) Jlie P SN
Credentials Credentials -

- IBHSSMAET I,
ExpiredTime Int64 SR B )
Requestld String W—iEK ID , &K

4. FEiRAY

UM 72O S BERRAIEIRTS | BRI ARG,

FEIRD

FailedOperation.CodeNotSet
FailedOperation.UserUinNotSet
FailedOperation.UserOwnerUinNotSet
FailedOperation.OpenUinNotSet
FailedOperation.OpenOwnerUinNotSet

FailedOperation.GrantListNotSet

WS : BRmEmEX

GRTIES ( B=HF%E )

HEIRDATERSH,

>
%

S¥ , A¥EOBYE : GetThirdPartyFederationToken

NHESE, AEOBYE : 2018-08-13

NHBY , AEORLEFEERBLSE,
ihiaToken
B

ZSHBRIR(E0RIA)

KESIRE EADRASFERMIZRER Requestld,

75T

gﬁﬁ\ /Ié?

#3257



X BIHSTCE SRS

fRIRIG HA
FailedOperation.StrategyEmpty
InternalError.SystemError

InvalidParameter.ParamError

WS : BRmEmEX 8576 T H325m@



O BASTCE

SRS

ERITEHATE: 2024-10-18 10:38:24

ApiKey

APIZSREESIZ=

#Han OS5 IF : CreateSelfApiKey, GetSelfApiKey, QuerySelfApiKey

E=1 Whise
Secretld =
CreateTime &=
Status =
Remark &5
Source &5

Credentials

IRHEF

AN T#EOS|A : AssumeRole, GetFederationToken, GetThirdPartyFederationToken

E=2
Token
TmpSecretld

TmpSecretKey

WS : BRmEmEX

=
=
=
=

=
=

FFNULL

=

]

il

Hm

Ho

FYFNULL

Py

|

i

S
String
Uint64
Uint64
String

Uint64

gﬁﬁ\ /Ié?

wmR

BHAID

SRR (RTAIEL)
REQBR, 3:5H)
B/E

HuEIR

R
token
IFRHIEREEFRID

IRERERE$EKey

577 ;1 #325m



O BASTCE

AR

ERITEHATE: 2024-10-18 10:38:24

TREA

WNERIREIZERFIFE Error FE , NZFRREAR APL KM, 5l

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is correct.”

}

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error i Code FEIRMG , Message FnZAIRIIEMER.

eSS
ARG
SRS
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure
AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire
AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient

ResourceNotFound

WS : BRmEmEX

Lz
ZHRARE (FRE= API ZA%AY ) ,

MFA $8iR,

TR, BEEHORERRRE

=R

BRILH. Timestamp FRSH[GEEENMSGBI A  BEERMHEARSIRENRERLE.

ERER, SRUTEER | BUREASXPIROSSCIEEEEZITETRE.

token &R,

ERER CAM 1L,

DryRun & , KRERELSEMIIN . REZ{ET DryRun 4,

BAFRY.
REBHEIR.
BOAFE.
SHIEIR.
SHEVEHEIR.
B ECEBRS.
EROSHEER.
EORARFE.
TERENREEI T SRR
B G A.
HETE.

BRI,

gﬁﬁ\ /Ié?

BERMSREELSR , RSIES | FaERPRRESER , TRAEAMEEE

578 ;1 #325m



X BIHSTCE SRS

FEIRED L]
ResourceUnavailable BRI,
UnauthorizedOperation RIFBURIE.
UnknownParameter RISEGER,
UnsupportedOperation BAEASHS.
UnsupportedProtocol http(s)IEKINNEEIR , R5Z#F GET #1 POST i53K,
UnsupportedRegion OSSR,
WBSEIRES
HIRAY 188

FailedOperation.OpenUinNotSet
InvalidParameter.GrantOtherResource
FailedOperation.Accesskey
UnauthorizedOperation
InvalidParameter.StrategyFormatError
ResourceNotFound.RoleNotFound
FailedOperation.GrantListNotSet
InvalidParameter.ExtendStrategyOverSize
InvalidParameter.TempCodeNotAvaliable
InternalError.GetSeedTokenError
FailedOperation.OpenOwnerUinNotSet
InvalidParameter.ResouceError
InvalidParameter.OverTimeError
InvalidParameter.AccountNotAvaliable
FailedOperation.UserOwnerUinNotSet
FailedOperation.CodeNotSet
InvalidParameter.PolicyTooLong
InternalError.SystemError
InternalError.DbError
FailedOperation.UserUinNotSet
InternalError.EncryptError
InvalidParameter.StrategylInvalid
InternalError.GetApplIdError
FailedOperation.StrategyEmpty

InvalidParameter.ParamError

WS : BRmEmEX 879 TR #325m



X BIHSTCE

{BASTRE ( tpo)
ARZAS (2020-09-20)
AP

BT EHATE: 2024-10-18 10:38:24

APIIRZAS

V3

ProjecttB>Xiz

EOSR
AddProjectMemberPolicy
AddProjectQuota
AddProjectResource
BatchAddProjectQuota
CheckProjectQuotas
CreateProject

DeleteProject
DeleteProjectQuota
DeleteProjectResource
DescribeProductTree
DescribeProjectMemberPolicies
DescribeProjectMembers
DescribeProjectNonMembers
DescribeProjectPolicies
DescribeProjectQuotas
DescribeProjectResources
DescribeProjects
DescribeResourceAdminProjects
DescribeResourceRegions
ModifyProjectMemberPolicy
ModifyProjectName
ModifyProjectQuota
MoveProjectResource
ProjectNameExists
RemoveProjectMember

TransferProjectResource

WRFRE - BRmERMEX

FEOThEE

ERINABR RN
NINEE BCER
ERINER
HESNEER
WERHEES
BIEIE

il

HBRTN E BC&R
EBHER

SN = T
ENRFIEFRRTIER
EiRIERR
LIRS TATEAFIE MR
EiREMAEREIIE
HifmEEER

BB RRSIE
HimESE
ENEBRNEHERNRNmBTIZE
HOMERIRXE

& B AP RRARER
1EIE 2FR

&M B ECER

BB SR

NIEBIRAR
HENEHER
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O BASTCE

BEAI
EOLFVL

BIREATIE: 2024-10-18 10:38:24

tcecloud API X MAENERIEITEMIGE , S MEREFTEEATLERSHHEAERER ( Signature ) USIHERESH.

BIE Secretld 1 SecretKey ; ERFPERARERIL  BRIESAPIREREERTE , SULERA=APHERO.

N S

1. el

EE—REATAPIZHE , BRIFRAPIESANERIEREEIE. L2EIFEIE Secretld # SecretKey :
o Secretld BFHrR AP ERE B KD

* SecretKey FIFINEEE F R RIRS SRS EFFRAIZH.

o FAPUAFASIRERSEIE , BRitiE,

FBLZEEIENERESERNT ¢

1. HRtcecloudEEFLEHIE,
2. FIE=APIEARHEHI G TAE
3. E=APIESAIE , M [#rE] BDAJLABIiE—XdSecretld/SecretKey

IR FREIKERZTLUAER Secretld / SecretKey,

2. SR

BTZLEFSecretld 7] SecretKeyfg , MAIERSEET. ITFEERSEBIOEMITE ;
BRIZFFHI Secretld #1 SecretKey HBIZ :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
* SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

R XBERETRG , BRIERFIRREEN Secretld # SecretKey #HT/EEHRE !
LU=RSEsEELGIFIZR(Describelnstances)igsk /ol , HEFPERX—ZORN , i5kSA80T:

SHER 220%8 SHE
Action TR Describelnstances
Secretld #Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E 1465185768
Nonce FEALIEEEEY 11886
Region SLIRRTEX IS ap-guangzhou
Instancelds.0 FFEIRRISLHIID ins-09dx96dg
Offset IRiEE 0
Limit BRASIFEH 20
Version EOMRAS 2017-03-12

2.1. HBEHF

gﬁﬁ\ /zli?

SEERHRREEEER  R2EIE

BIFEIERSSUIZRSHENFIHE ( ASCIEE) FFHF. I8 1) RIZSHEHTHF | SEERSXIREIR , R85/ ; 2) #& ASCILEBEE AN, 20
Instancelds.2 ZHFE Instancelds.12 5 , AEEFEER , BARKREE. BRI LMEBRIEES PAVEXHIFRECRSCINX —I08E | W0 php A9 ksort IR&Y, EiRxR

PISEBIHF AR T:

WRFRE - BRmERMEX

581 ;1 #325m



X BIHSTCE SRS

{

'Action' : 'Describelnstances’,
‘Instancelds.0" : 'ins-09dx96dg’,
"Limit' : 20,

'Nonce' : 11886,

'Offset' : 0,

‘Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',

}

ERECERFGHESAN , A EERGIPRSEEITHE | BEIR0ER—ZE0A.

2.2. JHEERFFFER

WEBERIERFRISR, FE L —SHFFERSEUSURL S8BT ="S8E 10 | W05t Action 81, ESHEMRA "Action” , B8(ER
"Describelnstances" , EIERLEH Action=Describelnstances , & : "S#UE" NFRBEMIFurimBEIE,

REBEHENS M SHA" U HHEE R, SREEMNERFHRN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQp
n74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESE BRI RS

WEBEREZRNFHE., ERENFRIBHUTIINSE96:

1. iEK75i%: 3285 POST #1 GET A= , IXEEMA GET &K , iF=AEAEAE.

2. 5 KENEELHIFIZR(Describelnstances)FiEKIH=Z /9 : cvm.finance.cloud.tencent.com, LRSI ZIRIEBZCFABERNARMAR |, RSO,
3. BRI BRIRAZAPIHNERIZRERERN /.

4. ERERTSE: I E—S4EEREG SR,

BRFBAHERINA: 1BKAE + i5KEY +EKERE + ? + BKkFRE

RGIHHEERA -

GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08Region=ap-guangzh
ou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&Version=2017-03-12

24, &R
B ZER, BHiEER HMAC-SHAL Bk E—S kSR ERRFREBEHITES | REEEMNEZ BEM Base64 H{THHRID , AIFHKERENSE R,
BARRRZA0T | LA PHP B4
$secretKey = 'Gu5t9xGARNpg86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=a
p-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBEINEE SR
EiPOYW3pW28FpsEdkXt/+WcGel=

ERECERNESAN A LERITRRNHITERIIE , S2IMER B S FHrI—EER.,

3. &R BRI

ERAIERBFTREERIEABRSH , FEWEHIT URL 3.

W E—EA RIS R EN EliPIYW3pW28FpsEdkXt/+WcGel= , BREEERINERZBIBRSE ( Signature ) 3 : EIPIYW3pW28FpsEdkXt%2f%2bWcGel%3d , Bi5H
FAEMELZHIEK URL,

WS : BRmEmEX 5882 A #325m@



X BIHSTCE SRS

AR MERAFRERITIER GET , & iER757E) POST ERY Content-Type J3 application/x-www-form-urlencoded , NI REERIMFAEERSHAIEISREMN
URL 312 , S5SNI -FEABEYR8, JE ASCI FRE URL SRBRTERESLL UTF-8 T4,

AR FLRBIESH http EE2ENFTESEHT urlencode , FEXMMERT , IARENERHMIT URL HST , SRR URL RIZSSEESLM.

AR : Bt BBt mEHTHRD , MISRA RFC 3986, R %XY SHFHARIBILR TR MRS , R XF"Y Jo+7BHFFF (0-9 fIAEFE8 A-F) |, £/
INEREIRER

4. B7ELM

IRIESEIRENR | FAEM FERAMAEIRT | BIRESRERE

RS SRIRAEA
AuthFailure.SignatureExpire BRILH
AuthFailure.SecretldNotFound BEANFE
AuthFailure.SignatureFailure EEER
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BIHIEE (2= API AR )

5. BRER

TESCRRERE API 3.0 Y, #EF(EREIERtcecloud SDK 3.0 |, SDK #ETEZANIFE , FANRAT=RRHANEMZEORT., HAEESN SDK iy, HEISTHEHIRE

BEH:

* Python

* Java

e PHP

* Go

e JavaScript
o NET

ATEEBORRERERE , TEUSRREES A0, B OANSESRERII. SRNES. ERNEDIISHNEEERLL bIASRERRE  ABRARESE
g2, FFEEEmY  KRFRIEREER SDK.

BREIHAY url TTEES © http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=1188680ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768&Ve
rsion=2017-03-12

FR - BT RAIRHERREEN | R EARRALRNE , EIHNSEL url FEXREEFITHSER curl EHSEANSIREERGER | EFi3H, ATER—T
PUEEIRERY url |, BEEHIRFITRY Secretld F11 SecretKey ANESLHIZE , FHERRFZLRIRSEEAES Timestamp .

IR A TENRS  ARREES | EER-ESESRTEEIN url IRESERAR  RAASHNINFAR , (BXFAZMERE. RERSSYEME  BEEIT
HIFREEIE],

R LATB(UERTF APL 3.0 , FeEEREATEMMNEZRE , BIERIAR APl , HFFEADERBLSHEEITERIR | BLAIMAYIR S,
Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";
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public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] EZNBERNSEF TFEHF | ItibATreeMap{RiEIRFE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
/] ERERAurI SHIF A EK

for (String k : params.keySet()) {

// BEXGIEKEHTUrlencode , T keyEBRENFH , HULAMIEvalue#tiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap <String, Object>(); // TreeMaprILABZIHEF

// SERRVEFRRY R4 EFERENEY | 4140 : params.put("Nonce", new Random().nextInt(java.lang.IntegerMAX_VALUE));
params.put("Nonce", 11886); // AHEEL

// SEFREFBRT R 24 PRS2 BIRgIE , 5140 © params.put(*Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // /"Ht2%]

params.put("Secretld", "AKIDz8krbsJ5yKBZQpn74WFkmLPX3EXAMPLE"); // RES%)

params.put("Action”, "Describelnstances"); // AH£%

params.put("Version", "2017-03-12"); // S5

params.put("Region”, "ap-guangzhou®); // AHE%]

params.put("Limit", 20); // \l$55%1

params.put("Offset", 0); // WEE#L

params.put("Instancelds.0", "ins-09dx96dg"); // \r55£41

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL"); // AESE
System.out.println(getUrl(params));

}

}

Python

R | WISRZETE Python 2 IEHIETT , TELLREE requests (KIiE :  pip install requests .

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):

hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)
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if _name__ =='_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg',

'Limit' : 20,

'Nonce' : 11886,

'Offset’ : O,

‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# RS SERRER | ARh/E I REF=AE i 2R

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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EOZHAV3
BIREATE: 2024-10-18 10:38:24

tcecloud API X MAIREREHTEMINE , IS MERBRFEAAHERSHPEEERER (Signature ) USIBERESH. SHEFHZEFIIEMN  LFIE
45 Secretld 1 SecretKey ; ERFERBZRERIE , BRIEAPIZERERE , BULEEB=APIEL.

s s
1. el
EERERTAPIZE , IBRIF=APIZSAUERIEZSEIE. L2EIEE Secretld 1 SecretKey :

o Secretld AFHrR APLERE S
* SecretKey FBFINEEE FFRMIRS SRS EFHRINZH.
* FAFPUAFASIRERSEIE , BRitE,

RiEZ2FEENERSENT

1. ZEFtcecloudEEFIEFIE.
2. HfE=APIZEIHEH S TRE
3. E=APIEATN®E , M [FriE] I LLBIE—XdSecretld/SecretKey

R FREIKS RS ETLUEEMY Secretld / SecretKey,

2. TC3-HMAC-SHA256 && 7%

R WTFGETAE , R3zE Content-Type: application/x-www-form-urlencoded tiig=. X FPOST/i% , BEISZHF Content-Type: application/json LAK
Content-Type: multipart/form-data FFFASAET , json IETNEUARB WSO . multipart R BRI SHEOSHE | WANZEOABEEER json #&=0ERA |
& BRSSO EA,

THU=RSSHER MNXEAFIREAGF , SEBRNMBESRTTEIIRE. AR T ERLAFIZRMNSE : Limit 70 Offset , (R GET 5iEEA.

EARFIFEY Secretld 7] SecretKey 28I : AKIDz8krbs)5yKBZQpn74WFkmLPX3EXAMPLE #1 Gu5tIxGARNpq86cd98joQYCN3EXAMPLE

2.1. HHENTEE KRR
AN ETUHHEIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + "\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3k75% ( GET, POST ) , Axfls79 GET ;

e CanonicalURL : URI 24§ , API3.0 EENIERIAT (/)

* CanonicalQueryString : &2 HTTP i&K URL FIEIAFRFER , 33F POST iE3K , EEATFMAE , }WF GET 5K , W URL a5 ( ?) EEMNFEFERS , &5
BIBES : Limit=10&Offset=0, ;& : CanonicalQueryString EE42id URL 4#f3.

e CanonicalHeaders : 25821 IEE , EEE host F content-type FNLES , BAIINMABEXLHS EEB LIRS ESERNE—ENR S, FHEm
W : 1) L& key #1 value Zi—4e/NE |, HEIEERETIE | #RE8 keyvalue\n 18X(HHE ; 2) ZALEB | IREBLED key (/N5 ) WFEHFR#HTHHE, MHIH
79 1 content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : 258 ZHILEBER | HIALRIEKREHLLES S5 TESE |, #1 CanonicalHeaders &8N ABRE—XIMAY. content-type 1 host Jou4isksk
BB, BHERIN : 1) 3EB key R—ERUNG ; 2 ) ZKED key (NG ) IREBFEHFRTHE , FHFEUSS () 2R, tHIF7 : content-type;host

e HashedRequestPayload : IERIEXHIEZE , iHE5%EH Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XF HTTP i5SKEENES payload fif SHA256
B, REH/HEHD | SERIEEBIER/NEFE, JT5 | }WTF GET 53K , RequestPayload EEATFRAE , 3F POST i53K , RequestPayload Bl HTTP i5
KIEX payload.

HRIELA LN, ISP ERIRANEIERENT (AT RREN , \n BTIHEBISEITEHIN—T8K) -
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GET

/

Limit=10&0ffset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fclcl49afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2 BHEREETRS
RN ERHRSES TS

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

e Algorithm : €8&% , BAIEE/ TC3-HMAC-SHA256 ;

e RequestTimestamp : i&5KEH AR, , BRERLERRY X-TC-Timestamp BU&E , #0_ER~AliEkA 1539084154 ;

e CredentialScope : EIEBE , 182059 Date/service/tc3_request , @& HEA. FMERARSFRIEZFFE (tc3_request ) . Date 3 UTC iREERTEINELR , BUEREE
MAESE X-TC-Timestamp IEEH UTC FRERNBIEE—E ; service AF=R& , WRASERNF RIS, FIg0 cvm, @0 ERGEK , BUES 2018-10-
09/cvm/tc3_request ;

¢ HashedCanonicalRequest : BIALEBHHEMEHSEIERBIGHEE , ITE5ES Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

1. Date /RAMRT[EIEL X-TC-Timestamp I+8E5Z] , BRIXJ UTC+0, MRMARRAMXER , FlIFR/\K |, $SHEXMG DERMT  ERRRERY
ERM, (RIZAIER 1551113065 , 7£4/ \XAYRTELR 2019-02-26 00:44:25 , {ERiTE15ZIRY Date BY UTC+0 RIBHARLAY 2019-02-25 , A2 2019-02-
26,

2. Timestamp Z/REHFIRSNNE , BRERARRFHEFINENEEELSH , MFEEET RSO ERY. MFKHEAIREREES | JRESEET—R
RIS |, IERUERY (REERITHIER ) .

TR LN |, TAIPERIRMEERSFABRUT (ATRREN , \n TREESEITIH—TER) ¢

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91¢9¢192c14460df6c1ffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23 1HEEE
1) EIRESEEE , RBIT

SecretKey = "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : [RURAY SecretKey ;
e Date : Bf Credential oy Date FE&E8E. , W1 7=l , 792018-10-09 ;
o Service : B Credential {4 Service FEEE. , t0.L5F , J9 cvm ;

2) HEES , (hRBEUT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILL EITEBRIRNREESZZSH |
e StringToSign : B2 ESEIRFEE TS ;

2.4. #32 Authorization
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FEANTFRETHHE Authorization :

Authorization =
Algorithm + ' ' +

'Credential="+ Secretld + /' + CredentialScope + ', ' +

'SignedHeaders=" + SignedHeaders + ',
‘Signature=" + Signature

* Algorithm : £#873i% , EE/I TC3-HMAC-SHA256 ;

e Secretld : Z4E33RY Secretld ;
 CredentialScope : .t , EIBEHE ;

* SignedHeaders : L £ , &5&FMEBER ;
¢ Signature : B&(E

HRIELLEAN | RpIRSEIRSEDS |

gﬁﬁ\ /Ié?

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df45

82db9e9bf4672ba50567dbalbc6ccfl74c474

RETHENERERSAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6cbecfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.finance.cloud.tencent.com
X-TC-Action: Describelnstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1539084154
X-TC-Region: ap-guangzhou

3. BRKW

HRIESCIREN | FEUTERLWANER | BERIESR AR E

R
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

%

4. ERER
Java

import java.io.BufferedReader;
import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

WS : BRmEmEX

SRITH

5

EEAAFE
BEEIR
token $EiR

THIEE (7R APLEE2ER )

5588 T #325m



X BIHSTCE SRS

import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//ERRX , BUSZHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *hkkkkkkkkhkkkk 5% 1 ° }ﬁ&;m?‘éi%*% *hkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.println(canonicalRequest);

// *hkkkkkkkkkkkk .}fﬁ 2 S ﬁ;ﬁ?%%g%’%% *kkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkhkkkhkkkhk _}fﬁ 3: .‘L_I_%%% *hkkkkhhkhhkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *hkkkkkkkkkkkk 55;'% 4 0 ?}4& AUthOI’iZatIOn *kkkkkkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap <String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
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headers.put("X-TC-Version", version);
headers.put("X-TC-Region", region);
}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# EIREH
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNp(86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou”

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

FFFEEFK KA AR KK ﬁjg 1: W?&ﬂ?ﬁ%ﬁ?% *kkkkkkkkkkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

FFREEIRK KA KKK .}jg 2 . ﬁg%&g?ﬁ% Kkkkkkkkkkkkk

credential_scope = date + "/" + service + "/" + "tc3_request”

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# khkkhkkhkkkkkk iﬁ 3 : .‘L_I_%Eg *hkkkkkkkhkkk

# I ESEHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

F FREEEK I KKK .})J;g% 4 - P“’H& Authorization *#*#*#xskkkxsk

authorization = (algorithm + " " +
"Credential="

+ secret_id + "/" + credential_scope + ", " +

WS : BRmEmEX
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"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)
print(authorization)

# NHESERINENIERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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15 REEH)

BIREATIE: 2024-10-18 10:38:24

1. PSS stbiE

i (Region ) ZFEYIEEAIEUIEOAIMIEXIE,. tcecloudZIIIEARIBEZAE2IRE | (RIEFRMRERATEEREESEL. ATIHRLRME. 25 T
HE , R RFEIEE PRI,

ERILAEIT APlEC EfMEEIR EETHAMETIZ.

2. @SN

tcecloud APl fUFFEEOg@IT HTTPS HT@E(ES |, IRtELe MBS EE.

3. i5KTTE
S0 HTTP W%

e POST (#7F)
* GET

POST #&Ek37#5#9 Content-Type 38! :

e application/json (#E7F) , W/R{ER TC3-HMAC-SHA256 &&757%.
e application/x-www-form-urlencoded , /{5 HmacSHAL & HmacSHA256 &£& 754,
* multipart/form-data ({REPDIEASHTF ) , WIRER TC3-HMAC-SHA256 E2751%.

GET IERABEREA/NFEBIT 32 KB, POST IERfEAEE7TAA HmacSHAL, HmacSHA256 RI7E#BIT 1 MB, POST ER{EASE7TAA TC3-HMAC-SHA256
RS2 10 MB,

4. FRFwmtY

ERUTF-847HS,
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IR[EIZER

ERITEHATE: 2024-10-18 10:38:24

IEffREIZ55R

=R BB S SLHMAZSSIZE (DescribelnstancesStatus) 2017-03-12 kA ol , EVEMAMY , HATRAOREIN TR
{
"Response”: {

"TotalCount": O,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”

* Response REREEH Requestld 2EENFER , TCERMINEE , RE APIMET |, NIMERIREL.,

* Requestld FFF— APL iEREIME—HRIR , A0SR API HISES | BILABREFA] , FHEMIZ ID KRRTM

° BRTEIENFERI , HREAEKREOENHFE , ARVEOMREFERS WEOMEFRNEN. HFIFH TotalCount 1 InstanceStatusSet #973
DescribelnstancesStatus £ OEXNFER , BT REMRSKNAFEMESERIRSEELF] , Bl TotalCount 7EIER FRIRENES 0, InstanceStatusSet 53R/
s,

TEiRREZER
SRR, EEEHERORTT -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error IHIIFE ZERARKXY. Error FEOERHEMERN Code 1 Message FERFEARAMAT M EREIRT,

Code FRREMRHBAVEIRD , HEKHER AL TRIEZERIBE A HERFO T SRR ORI R AYE RO R R eI R R AT =,
* Message B TIXMEIRRENERRR , EESKESRAKRMN , I ATESEERFERREN , AP AKX NREIE.
e Requestld FHF— APL iEREOME—HRIR , N5 AP HHINEE |, ATLABARIR] , FHEMEZ ID SERRIGIER,

AHEIRAY (TODO: EEER, Z2RAENFE?)

REIZERAINSRAFFE Error FER |, MIFER APLEORL.  Error FhfY Code FERFMEIRIS , FrA L SERTREHIMAYEIRIS ANHEIRG | TR T AHER

fHIRI IS

AuthFailure.InvalidSecretld BiRIEE (R2= API Z3ERE ) ,

AuthFailure. MFAFailure MFA iR,

AuthFailure.SecretidNotFound EIHAFE,

AuthFailure.SignatureExpire SEIIH,

AuthFailure.SignatureFailure BEER,

AuthFailure.TokenFailure token &R,

AuthFailure.UnauthorizedOperation BEREK CAM 4,

DryRunOperation DryRun #F , REFBERESEMNN , RESET DryRun 84,

WS : BRmEmEX 5893 Th #325m@



X BIHSTCE SRS

$EIRIS SRIRIA

FailedOperation BRI

InternalError PIEREIR.

InvalidAction BORFHE,
InvalidParameter SEEER,
InvalidParameterValue SHEYEREIR,
LimitExceeded BRI ECETPR S o
MissingParameter ROSHEIR,
NoSuchVersion BEORARFE,
RequestLimitExceeded TERADREGEID T SR
ResourcelnUse RIEH S,
Resourcelnsufficient RREARE.
ResourceNotFound RRAFTE,
ResourceUnavailable RIFAET A,
UnauthorizedOperation FRIFRURLE,
UnknownParameter FASHEER,
UnsupportedOperation BEARSS,
UnsupportedProtocol http(s)IERIMSER , RSZHF GET #1 POST &K,
UnsupportedRegion BOARSHSFEbE,

WS : BRmEmEX 5894 TN #3251



X BIHSTCE SRS

/ \ s

NHSH

BIREATE: 2024-10-18 10:38:24

AHSBHEAFIRRAFPZEOSNENNSE, NV E | 8 MEORMAYEOSXYFABNX LS TR | E8XEKYBEETXLSH , TEERIEE

BEEHEV3
{s5F8 TC3-HMAC-SHA256 B&75ART , AHSEHEES—HE HTTP Header IE3RLER , 41T :
SHEFR ESid) Wik iR

X-TC-Action Strin = BERZEORMR. BUESEZOXATMASENTESE] Action FIREA. FIII=IRSSBMERALAFIFRED , BUES
9 = Describelnstances,
WS L, FsRmRAEIRE MBIRAEERE. BOESHESEESEE O XS TEASE NS E] Region AYIREE. i

XTCRegion  Sting B swmrrmmemina , BOXRRATILSENGR | ISR SRR AL,

X-TC- Inteqer £ F7 UNIX BJEIEL | AlCSARE APLEKREORTE), Bia0 1529223702, & : IR SRS EEERE S0 , S5ESE
Timestamp 9 = HHAEIR.
X-TC-Version String = EERY AP RORRAE, BUESEEOSHEHPAS RS Version R9GEE, BIAN=ARSSERAMA 2017-03-12,
HTTP TRESHINIESLERFER |, BI40
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,
Authorization  String 2 - TC3-HMAC-SHA256 : &&75i% , BRIEEBIZ(E ;
- Credential : Z&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC fRERTIEIIEYEE , BUEZEEF S X-TC-
Timestamp #2819 UTC FRERTIBIHEB—EL ; service AF=m#E , WRSERINFREE—E , flflcvm ;
- SignedHeaders : 258 ZitERISLEHMER | content-type #1 host J9wsiksLEp ;
- Signature : S&EZHE,
) IREHIEBETARRY Token , REESIGRIZH—HCEER, IRHTEEF Token FEZNHAISIERRS ARREORE. KPZHEAE
X-TC-Token String &=

&= Token,

E2HiEVL

{53 HmacSHAL #1 HmacSHA256 & 7540 , ARSHEBH—EIEKRSE+ , IIF

SEER il D%5vi R 7%
Acti . = BERZORMR. BESEZOXETRASENTESE Action B9IREA. FIII=IRSSSB[ERLAFIFRED , BUER
ction String = .
Describelnstances,
Region String = iS4, FsRmRAB BRI MEIERAIEEE. FOEZRMEEESE RO MRS A S Region AU,
= IR RUREOATEERZSH , BOXEPIWIHAFEIREE | AR EEEZS SR EL.
Timestamp Integer =& 257 UNIX RSEJE , SlieRAfE APL iERAORTIE], 1201529223702 , tNRSHEIATEMEET K , &5 [EERITHIEIR.
Nonce Integer 2 FEHLIEEEE) , 5 Timestamp Bx&iesk , BFRLEERINE.
. ERAPIESE_ERBARRSMHH Secretld , —4 Secretld XIRzME—HY SecretKey , i SecretKey SRIREMBRER
Secretld String p3 .
Signature,
Signature String = BERER |, FRWIERERNEE Y | FERPRESRMASEITESE. BRTERES EOSRC0Y.,
Version String = BAERY APL BORRAE. EUBESERZOXEPASLESE Version BUi5ER, FIAN=RSSEsA9MRAS 2017-03-12,
SignatureMethod  Strin = &7/, BAisdF HmacSHA256 #1 HmacSHAL, RBEIEEISE HmacSHA256 B , {5 HmacSHA256 Eik
d 9T RirsE , EERIOER HmacSHAL TS,
T . = IEEHIERFTFER Token , FEESIGRIEE—HEFER. IGIZHEF Token BEZHDSIERSARREORE. KIS
oken String &

AEE Token ,

WRFRE - BRmERMEX 5895 0 #325m@



X BIHSTCE SRS

HEGIER

btz (Region ) EIsEAIHIRHOAIMIEXI. tcecloud3IEIEARIEZ A2 |, RIEREIRERAZEIFREMAAENL. ATREEEMNE. RE T
BE  ENEERRERISE PR,

ERILAEIT APlEC EifiHERpIR EETHANTETIZ.

ProjectfE>x1z]

WS : BRmEmEX 5596 T #325m@



O BASTCE

IR INR A B dRiN

ERITEHATE: 2024-10-18 10:38:24

1. mOfER

EOIERIFAZ : tpo.apil.finance.cloud.tencent.com,
BRI R IE

BUABEOBRIRRIRE] : 200R/%D,

EOEHATE : 2022-11-18 17:30:37,
BORGSERER.

2. ANSE

TFERSHIIFRIG I TIROERSERI AHSH

=
7T

BNHSEIRN TSR

SHER WAL FEFNULL ESic)
Action 2 & String
Version 2 S String
Region = & String
Projectld 2 & String
Uins p3 & Array of Uint64
PolicyNames = & Array of String
A M
3. HSE
SHER Bl R
) o Jlie 2 oop] e SN
SuccessfulUins UinPolic X
/ RS
Lo o Jlie 2 hap] e SR
FailedUins UinPolic
/ PGS
Requestld String

4. tEIRtS

UM T 2O S B IEERAEIRTS | BRI NS RD,

FEIRD
InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail
InternalErrorInvalidHTTPCode
InternalError.DatabaseError
ResourceNotFound.ProjectNotFoundError

UnauthorizedOperation.AuthFailedError

WS : BRmEmEX

=

AHSE, AEORYE : 2020-09-20

RHBY , FEOFFTEEBLSLL

=

BID
FAFIDFIZ
HANINAISAIR S

W—ER ID , ®RERBLIRE. EATRHFTERAZRIERR Requestld.
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O BASTCE

7 NIR B ECER

ERITEHATE: 2024-10-18 10:38:24

1. EOEA

OB RIFAZ : tpo.api3.finance.cloud.tencent.com,
RN E ECAR

BUABOBRIRRIRE] - 200R/%D,

FEOEHAE : 2022-11-18 17:30:37,

EORREZTEN,

2. NSEL

UTFBERSHIIFINGIH TIROERSHFRD NS |, AT

SR WAL
Action 2
Version p<3
Region =
Projectld =
ProductCode =z
SubProductCode B
BillingltemCode =
SubBillingltemCode &
ProductQuota =
SubProductQuota =
BillingltemQuota =
SubBillingItemQuota &=
3. B4
SHETR ESid] R
Requestld String
4. TEIRAY

UM T 2O SSSIEERAIEIRES | EthiEREiFn

SR
InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail

InternalErrorInvalidHTTPCode

WS : BRmEmEX

SHGIRN TSR
FEFFNULL E<it)
& String
S String
& String
& String
B String
& String
B String
& String
S Uint64
& Uint64
S Uint64
5 Uint64

IR,

B

"
AFSE, ABEOBYE : AddProjectQuota
NHEBE, AEOEE : 2020-09-20

AHBY  MEOFFTEEBLSEH.

SHFEREN
MURF=mEN
— R Bl
IR ERECER
=RFEERECER
L TR

WE—iEK ID , @RIERELIRE., ENIRERFRERAEZRIERA Requestld.
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IR )%
ResourceNotFound.ProjectNotFoundError

InternalError.DatabaseError

UnauthorizedOperation.AuthFailedError

InvalidParameter.InvalidProjectQuota

WS : BRmEmEX 5599 I H325m@
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I E AR INERIR

BIREATIE: 2024-10-18 10:38:24

1. EOEA

EOIEKRIFAE : tpo.api3.finance.cloud.tencent.com,
EIREEFINER

BUABOBRIRRIRE - 200R/%D,

FEOEHAE : 2022-11-18 17:30:37,

EORRERTEN,

2. ANSE

UTERSHIIRIGIH TIROBERSEIRD NHSY |, TEAHSEFIRNALERSH,

SHER WA FEFNULL ESid) Ak
Action =2 = String NHSE, AEOBYE : AddProjectResource
Version 2 B String AHSE, AEOBYE : 2020-09-20
Region 2 = String AHBY , FEOFFEERSEH,
Projectld =2 =5 String IMBID
ResourcelList 2 a Array of TransferResource IR ZR
A s
3. IS
SEER B3] A
Requestld String ME—FK ID , BRIEKREIRE], EMRRAHEEREEZRIEKAY Requestld,
iy
4. FiRE5
PATBH T O SSIBERX AR , EtEREEL A HLERD,
FHIREg R

InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail
InternalErrorInvalidHTTPCode
ResourceNotFound.ProjectNotFoundError
InternalError.DatabaseError
UnauthorizedOperation.AuthFailedError
InvalidParameter.UnsupportedProductCodeError

ResourceNotFound.ProjectResourceNotFound

WIS : B emEX 6100 1 #3253
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WESNECER

ERITEHATE: 2024-10-18 10:38:24

1. mOfER

EOEKIEA : tpo.apil.finance.cloud.tencent.com,
HESNEER
BOAREOIESRIERIRS] « 200R/%,

EOEHHAE : 2022-11-21 16:55:24,

EORKSEREN,
A s
2. MANSE
LAITNERESHFIRGIE TEOBSKSHEIEO AHSE , RBEAHSEFIRIA TGRS,
SHER WA FEFNULL il R
Action 2 &5 String NHSE, AEOBYE : BatchAddProjectQuota
Version 2 S String NS, AEOBYE : 2020-09-20
Region 2 & String AHBY , AEOTFEERSH,
Projectld 2 &5 String InBID
QuotaSet 2 & Array of AddQuota FRINAYECER
A s
3. WS
SEER B3t EE%
) Jlie 2 S oapl > 1IN
AddList AddQuota AL
Jlie 2 oapl > IR
AddSuccess Bool SEE AT
UpdateList AddQuota E?‘!ﬁ; ’ %Z%Wm.
Jlie 2 bapl o IR
UpdateS Bool .
pdateSuccess 00 SxEEF
ErrorList AddQuota ngmm'
HiRsR
Requestld String H—iEK ID , ®RIEKEPSIRE. EIRRRATFEEREZRIERD Requestld,
j:t\
4. F5iR5
LARBH T O SIBEEXAERD , BRI A HLERD,
IR HIAR

InternalError.ThirdPartServiceBadRequest

InternalError.ComponentFail

\|

WIS : B emEX 6101 1 #325m;
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fRIRIG sk
InternalError.InvalidHTTPCode

ResourceNotFound.ProjectNotFoundError

InternalError.DatabaseError

UnauthorizedOperation.AuthFailedError

WS : BRmEmEX 2102 7@ 