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=

* EERMETWSERERA  FEHITERESR.
o TRA, RRSHTERIMGN , MRI2IFEAERM , WFEEHTFNIEIEBRSHIGIE.
s BRE, BRNAETRLDRNERME, P, FEMERBK,

* BRE  MHEETFAFTHEFPRERNSIEETE , AFBABN N R E I ERE EAIATE.

iR :

* EERE , AR XIEER N EEWER.
o FAFBRLAAMEXS BHERTE. EERNEEENER.
o EEi#tcloud_session_timeoutBEREITEI0 ~ 144027j8] , B REEEL,

a3

IR, ERAEMBULED AT RIKSE .
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KEER

ERILEHHTE: 2025-02-18 16:02:00

IKEERHHE

BEKSESTUEEERWSHENEE | SEWSRER. IKSID, APPID, IKSHEREES.

TORENA

BEWSER

ALEEERKSHWSZFR. IKSID. App ID.
TKSHERR | WSHMRAILAgRE , FEEH—X.
TKSID : IKSIDEWSHIME—IRR .

App ID: App IDIFRERIEE . EREFFWSHIApp IDIER,

KSR
TUBEKSNSHREUSERTIS , EUSIHELHNR , FHSHREEN ST

REZ

B ZIRERIER P SIS T mBEIRE] | ARAFZENEZRASEATIE. RAEET T RREZNAR 7B NI, ERFSEERAPREE
HINE | MFESEINILE.

BINR(E
o B [RZRRNE] | Alg N ARBEEI RS,

o HRBEREANA, WEBAELME. KREE. HIFISMIFEXIYER | ERiEEEAnl , WFEBATLER, BWEKRERA. fldtit, SEXRAREEL
HIREFER.
° BEEXR, BEYE  ZWSHES T ZRIRRIWLHE.
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ZEIRE
BIREATE: 2025-02-18 16:02:00

TZEIREMIA

ZEREVEHERWS THEKSHEXRZSER , GEE0R. FUSHE. #E. BN, BRERPE,

BEEERER
FEEFATIEE TAILMERES | IEFHSIY | (EXUHbRE.

HitF

PAN
[ ]

o (EXUERD (SR I BEBA RIS , MAFIREBLIUER , BEHANETERSERFRETHTRE | ZRANESE | @8 VINERFE, HF. ®X
IRRAFSEN. /\ &, SEBINTHETH , BEAMEESAFE  BNTREEDR&/IVKE. BREHME. RAATESNHEERHE. B aEEmEn

BRPAICHEIRE , EREESIHEERHERERT | EXRE - BIiERaREREHE.

o EXFNSE  EXFNSBRFZMAFOFISEAEIEREER ; EXNFNSBRERDS | IBFNSBACERTEERATRFNG | EXIRF | SREEER

E=Ha.

o EIHERTE ; (ERBRESIENTFNSHE— , RFZWAFMES SFISS | EXNEESIHERTS | BiESIBATERTEEORHNNE | EE0R | LEEBER

EHa.

BB
BB ERTRERSHRIPERE  #—SREKERE. SHTERIRIERN , BMAEEIIESD.
Friagt « ExiEIREREEM X,

FRERFR . R, ZEFPERENTEEEIER B TEMh I  LMREEHNIKFZE,
KABRFR  XAfE  BERAEEFNRILE.

BEREBERDR | BF. &8, RTETIREERRESENTTEE R,

B

BREZSREPRESRFINEE , —FSMINEEE | FNERIES , BIUMFARE. E=FMFARE.

EHAMFAIZE : EFgoogle toptBIESLHL , FIFEE TEgoogle authenticatorfEABFIRARS , EERITEAASTREDIAILE,

F=AMFARE : =75 BiRHNmaA\ETR , BRRECEKSHEI=SEAH TH=ARANE i , EERNBAZFHPIOSTRSMHIAL,
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BERmR> BESHI> BREBHARREEREHNE.

MEEE

FEmE
1. AR>S , SRme.

2. FESRHRIE ORI B BAR | BEHA.

3. EATERM B E A SRINEERIEANER | R miE R,
4. BEIMBSRAMRREZRE | R HAXHEEPENIE 2R,

mEsIE
IREERENLSEERMI—RE , JESANEEL M RENES.

R E
AEREFERRE , BEREFAETIOMREE | ERIERREIA  BRRERRET , BERA , RENERTELZRNRE | FHrHRIE L.

)
wREE

1 AERMINIMERE , SHEWEID/EFRFSHID , MZIME R TRIREE.
2. BEAIE FREFEF RN SRImE.

3. RERANER , HIUEE , THNTEEENEMREERSFEFRRENDSEINE | SRR EWA ISR ATIBRES. LS NEREIREM,

4. FER R IRETARIESEIT g EL T BB (F.

5. BAERIMENRRERIEMME |, SPFEFHNRRE  SEEHER , EIEESEENNEGREWA. R RRRIEEER RS L SRR FA.
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2. EREALA  EEKS > SREE  #H\SREETH.
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o HEEKRSHESD
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BRVE , HHIUTRE , REEERITETERRP.

BEREUIEZ 5 | EFRKEIRIES  RIREHFIKS KERIFINSAIER , FREEER | MESREKIFNS.
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API 1
platform ( platform)

hRAs ( 2019-03-14)
AP

BIRERATIE: 2024-10-18 10:38:22

APIhRZAS

V3

platform
EOSR BEOThEE
CancelWeChatNotice EERIEER
GetCustomAccount REVEFimENKS
GetCustomSubAccount REGFEF IR FIKS
GetSwitchInfo EREEHEMEEE
GetVerifyQRCode RIENEGIE 4565
ModifyWeChat 2
NoAcceptNotice RSB
QueryCustomAccount HFEFHKS
SendBindingEmail RIEHEROERERR
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BEAI
EOLFVL

RIAEFATE: 2024-10-18 10:38:22

tcecloud API X MAENERIITEMIGE , IS MEREFTEEATLERSHHEAERER ( Signature ) USIHERESH.

BIE Secretld 1 SecretKey ; ERFPERARERIL  BRIESAPIREREERTE , SULERA=APHERO.

N S

1. el

EE—REATAPIZHE , BRIFRAPIESANERIEREEIE. L2EIFEIE Secretld # SecretKey :
o Secretld BFHrR APLERE S 7D

* SecretKey FIFINEEE F R RIRS SRS EFFRIZH.

o FAFPUAFASIRERSEIE , BRitiE,

FBLZEEIENERESERNT ¢

1. HRtcecloudEBFEHIE,
2. FIE=APIEARHEHI G TAE
3. E=APIESAINE , M [#rE] BDAJLABIEE—XdSecretld/SecretKey

IR FREIKERZTLUAER Secretld / SecretKey,

2. SR

BTZLEFSecretld 7] SecretKeyfg , MAIERSBET. IWTFEERSEBIOEMITE ;
BRIZFFHI Secretld #1 SecretKey HBIZ :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
* SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

IR XBERETRG , BRIERFIRREEN Secretld 1 SecretKey #HT/EEHERE !
LU=RSEsEELGI5IZR(Describelnstances)igsk /Al , HEFPERX—ZORN , Hi5kSAI80T:

SR 22078 SHE
Action TR Describelnstances
Secretld Z5Ald AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E 1465185768
Nonce FEALIEEEE 11886
Region SLIRRTEX IS ap-guangzhou
Instancelds.0 FFEIRRISLHIID ins-09dx96dg
Offset IRiEE 0
Limit BRASIFEH 20
Version EORAS 2017-03-12

2.1. HBEHF

gﬁﬁ\ /zli?

SEERHRREEEER  R2EIE

BIFEIERSSUIZRSHENFIHE ( ASCIEE) FFHF. I8 1) RIZSHEHTHF | SEERSXIREIR , R85/ ; 2) #& ASCILEBEE AN, 20
Instancelds.2 ZHFE Instancelds.12 5 , AEEFEER , BARKREE. BRI LMEBREES PAVEXHIFRECRSCINX —I08E . W0 php A9 ksort IR&Y., EiAxR

PISERIHF LA RN T:

WRFRE - BRmERMEX
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{

'Action' : 'Describelnstances’,
‘Instancelds.0" : 'ins-09dx96dg’,
"Limit' : 20,

'Nonce' : 11886,

'Offset' : 0,

‘Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',

}

ERECEFHESAN , A EERGIPRSEEITHR | S2IR0ER—ZE0A.

2.2. JHEERFFFER

WEBERIERFRE, FE L —SHFFERSEUSURL S8BT ="S8E 10 | W05t Action 81, ESHEMRA "Action” , B8(ER
"Describelnstances" , EIMER G Action=Describelnstances , ¥ : "S#E"HFRBETIFurifRiSEE.,

REBEHENS N SHA" U HEE R, REEMINERFHRN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQp
n74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESE BRI RS

WEBEREZRNFHE., ERENFRIBHUTIINSE96:

1. iK% 3285 POST # GET A= , IXEfEMA GET &K , iF=AGEAEKE.

2. 5 KENEELHIFIZR(Describelnstances)FiEKIH=Z /9 : cvm.finance.cloud.tencent.com, LRSI ZIRIEBZCFABERNARMAR |, RSO,
3. BRIER BRIRAZAPIHNERIZREERN / .

4. ERERTE: D E—SEEREGTSR,

BRI EBAHERINA: 1BKAE + i5KEY +EKERE + ? + 1BKkFRS

RGIHHEERA -

GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08Region=ap-guangzh
ou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&Version=2017-03-12

24, &pERER
B ZER, BE5EER HMAC-SHAL Sk E—SHikEHERRFREBHITES | REEEMNEZ BEA Base64 H{THRID , AIFHXERENSE R,
BARRRZa0T | LA PHP B4
$secretKey = 'Gu5t9xGARNpg86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=a
p-guangzhou&Secretld =AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal', $srcStr, $secretKey, true));
echo $signStr;

REBEINEZ SR
EiPOYW3pW28FpsEdkXt/+WcGel=

ERECERNESIAN A LERITRRNHITERIIE , S2INER B SHIFHrI—EER.,

3. &R BRI

LIS R BFTREERIEABRSH , FEWHEHT URL 3.

W E—EA RIS R EN EliPIYW3pW28FpsEdkXt/+WcGel= , BREEERINEZBIBRSE ( Signature ) 9 : EIPIYW3pW28FpsEdkXt%2f%2bWcGel%3d , Bi5H
FAEMELZRIEK URL,

WS : BRmEmEX 18 T #317m
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R MRAFRNERITIER GET , & iER757E) POST ERY Content-Type J3 application/x-www-form-urlencoded , NI RXEERIMFEERSHAIEISREMN
URL 312 , S5SNI -FEABE4R8, JE ASCI FH7E URL SRBRTERESLL UTF-8 T4,

AR FLRBISSH http EE2ENFTESEHT urlencode , FEXMMERT , IARENERHMIT URL HIST , SRR URL RIBSSEERLM.

AR Bt BEthREH TR , MESRA RFC 3986, R %XY SHHARIBIMLRFHTEO UMD , AR XF"Y J9+7SHEFR (0-9 fIAEF8 A-F) |, £/
INEREIRER

4. E7ELM

IRIESERRER | FAEM FEREMAEIRT | SIRESRERE

RS SRIRAEA
AuthFailure.SignatureExpire BRILH
AuthFailure.SecretldNotFound BENFE
AuthFailure.SignatureFailure EEER
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BIHIEE (A2 API ZAZER )

5. BRER

TESCPRERE API 3.0 Y, #EF(EREIERtcecloud SDK 3.0 , SDK #ETEZHNIFE , FANRAT=RIRHANEMZEORT., HAEESN SDK iy, HEISTHEHIRE

BEH:

* Python

* Java

e PHP

* Go

e JavaScript
e NET

ATEEBORRERERE , TEUSRREES A0, B OANSEIRERII. ERNES. ERNEDIISHNEEERLL bASRERRE  ABRAmESE
2, FrEEEmY  nFRIEREMER SDK.

BR&IHAY url TTEES © http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=1188680ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768&Ve
rsion=2017-03-12

FR - BT RAIRHERREEN |, AR EARRALRNE , EIHINSEIL url FEXREEFITHEE R curl EHOEANSIREERGER | EFi3H, ATER—Y
PUEEIRERY url , BEEHIRFITRY Secretld 711 SecretKey AESLHIRE , FHERRFZLBIASEEAES Timestamp .

FR A TENS  ARREIES | EER-ESESRTEEIN url IRESERAR  RAASHNINFEAR , (BXFAMMERE. RERGSYEME  BEEIT
HIFREEIE],

R LAFB(UERTF APL 3.0 , FeEEREATEMMNEZRE , BIEZIAR APl , HFFEADERBLSHEEITERIR | BLAIMAYSIR S,
Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";
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public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getInstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] BEZNBERNSSEF TFEHF | ItibATreeMap{RiEIRFE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
/] ERERAuriI ST A EK

for (String k : params.keySet()) {

// BEXGIEKEHTUrlencode , T keyEBRENFH , HULAMIEvalue#tiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMaprILAB&IHEF

// SERRVEFRRY R4 EFEREN1EY | 140 : params.put("Nonce", new Random().nextInt(java.lang.IntegerMAX_VALUE));
params.put("Nonce", 11886); // AHEEL

// SEFREFBRT R 24 EFA RS2 BIRTIE , 5140 : params.put(*Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ,"+t2%]

params.put("Secretld", "AKIDz8krbsJ5yKBZQpn74WFkmLPX3EXAMPLE"); // RES%)

params.put("Action", "Describelnstances"); // AH£%]

params.put("Version", "2017-03-12"); // "S54

params.put("Region”, "ap-guangzhou®); // AHE%]

params.put("Limit", 20); // \l555%1

params.put("Offset", 0); // WEE#L

params.put("Instancelds.0", "ins-09dx96dg"); // \r55£41

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL"); // AESEL
System.out.println(getUrl(params));

}

}

Python

R | WISRZETE Python 2 IBHIETT , TELLREE requests (KIiE :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):

hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

WS : BRmEmEX 8520 ;1 H317m
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if _name__ =='_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg',

'Limit' : 20,

'Nonce' : 11886,

'Offset’ : O,

‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# RS SERRER | ARh/E I REF=AE i 2R

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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EOSHZV3
BRIEEFATE: 2024-10-18 10:38:22

tcecloud API X MAIENEREHTEMINE , IS MERBREAAHERSHHEEESZER (Signature ) USIBERESH. SHEFHTEFIIEMN  Z2FIE
45 Secretld 1 SecretKey ; ERFERBZRERIE , BRIEAPIZERERE , BULEEB=APIEL.

= s
1. FFLeFEiE
EERERTAPIZH , IBRIF=APIZSANERIEZEEIE. L2EIFEE Secretld 1 SecretKey :

o Secretld AFHrR AP ERESH
* SecretKey FBFINEEEFFFRMIRS SRS EFHRINZH.
* FAPYAFASIRERSEIE , BRitE,

RiEZ2FEENERSENT

1. ZEFtcecloudEBEFOIEFIE.
2. HiE=APIE BRI A TR
3. E=APIESHIUE , =i [#772] BDATLABIE—XdSecretld/SecretKey

TR FREKSHESETLURAEMY Secretld / SecretKey,

2. TC3-HMAC-SHA256 && 7%

R WTFGETAE , Rz Content-Type: application/x-www-form-urlencoded 48z, XJFPOST/i% , BEISZHF Content-Type: application/json LAK
Content-Type: multipart/form-data FIFASAET. , json IEHENARB WSO , multipart R BFESHEOSHE | WANZEOABEEER json 1&=0EA |,
& BRSSO EA,

THU=RSSHER MNEEBFIREANF , SEBRNBESHTTEIIRE. H0IAR T ERLAIFIZRMNSE : Limit 70 Offset , (R GET &AM,

BRI Secretld 7] SecretKey 28I : AKIDz8krbs)5yKBZQpn74WFkmLPX3EXAMPLE #1 Gu5t9xGARNpPq86cd98joQYCN3EXAMPLE

2.1. HHENEIERER
RIS EIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + "\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3k75% ( GET, POST ) , Afls79 GET ;

e CanonicalURL : URI £%§ , API3.0 EENIERIAT (/)

e CanonicalQueryString : &#2 HTTP &K URL FREIAF/FE |, JWTF POST &Kk , EEATE=R/E , }WTF GET Bk, WA URL a5 (? ) EEN=FEARNS , A%
BIBES : Limit=10&Offset=0, ;¥& : CanonicalQueryString EE42id URL 4#f3.,

e CanonicalHeaders : 25821 IEE , EEE host F content-type FNLES , BAIINMABEXLHS E5EE B LIRS ESERNE—ENR S, FHEm
W : 1) 3LEB key #1 value Zi—4e/NE |, HEIEERETIE |, 128 keyvalue\n 18XHHE ; 2) ZALEB |, IREBLED key (/N5 ) WFEHFR#H{THHE, WG+
79 1 content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £25&BRILEMER | WMABLLRISKEMLLES 5T , #l CanonicalHeaders B2HISLEHATE——YIRIA. content-type F1 host Jowissk
BB, BHERN : 1) 3EB key R—ERUNG ; 2 ) Z4KED key (NB ) IREBFEHEF#THHE , FFELUSS () 2R, tHIF5A : content-type;host

e HashedRequestPayload : IERIEXHIEZE , iHE5%EH Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XF HTTP i5SKEENES payload fif SHA256
B, REH/HEHD | SERIEEBIER/NEFE, JT5 | }WTF GET 53K , RequestPayload EEATFRAE , 3F POST i53K , RequestPayload Bl HTTP i5
KIEX payload.

HRIELA LN, ISP ERIRANEIERENT (ATRREN , \n BTIHEBISEITEHIN—T8R)
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GET

/

Limit=10&0ffset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fclcl49afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2 BHEREETRS
RN RRHRSES TS

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : €8&% , BAIEES TC3-HMAC-SHA256 ;

¢ RequestTimestamp : i&5REH AR , BRERLERRY X-TC-Timestamp BU&E , #0_ERAliE5kA 1539084154 ;

e CredentialScope : EIEBE , 1820/ Date/service/tc3_request , @& HEA. FMERARSFRIEZRFE (tc3_request ) . Date 3 UTC iREERTEINELE , BUEREE
FAFHESE X-TC-Timestamp HREHY UTC #RARHEIERA—3 ; service IR . LRSERNFREZ 2, F70 cvm, 30 ERELER , BYES 2018-10-
09/cvm/tc3_request ;

¢ HashedCanonicalRequest : BIALEBHHEMEHSEIERBIGHEE , ITE5ES Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

1. Date /RAMRT[EEL X-TC-Timestamp I+E5%] , BRIXJA UTC+0, MRMARRAMHXER  FliIFR/\K |, $SHEXRMG DERMT  ERERERY
ERM, (RIZAIER 1551113065 , 7£4/ \XAJRTELR 2019-02-26 00:44:25 , {ERITE15ZIAY Date BY UTC+0 RIRHARAY 2019-02-25 , A2 2019-02-
26,

2. Timestamp Z/REHFIRSNNE , BRHARRFNEIINENEEELSH , MFEEET RSO ERY. MFKHEAIREREES | TRESEET—R
RIS |, IERUERY (REERITHIER ) .

TR LN |, ZPIPERIRMEERSFABRUT (ATRREN , \n TRHEESEITIH—TER) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91¢9¢192c14460df6c1ffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23. iHESS
1) HHEIREEZ®A |, WBINT

SecretKey = "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : [RUAAY SecretKey ;
e Date : Bf Credential o9 Date FE&E8E. , W1 7=l , 792018-10-09 ;
o Service : B Credential {4 Service FEEE. , t0.L5MF , J9 cvm ;

2) HEES , (hRBEUT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

o SecretSigning : BILAL EITEBRIRNREESZZSH |
e StringToSign : B2 ESEIRFEE TS ;

2.4. 38 Authorization
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FEANTFRETHHE Authorization :

Authorization =
Algorithm + ' ' +

'Credential="+ Secretld + /' + CredentialScope + ', ' +

'SignedHeaders=" + SignedHeaders + ',
‘Signature=" + Signature

* Algorithm : £#8753i% , EE/I TC3-HMAC-SHA256 ;

 Secretld : Z4E33RY Secretld ;
 CredentialScope : M.t , EIBEHE ;

* SignedHeaders : L £ , £5&FMEBER ;
¢ Signature : B&(E

HRIRELLERN | IR SEIAED |

gﬁﬁ\ /Ié?

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df45

82db9e9bf4672ba50567dbalbc6ccfl74c474

BRETHENERERNT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6cbecfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.finance.cloud.tencent.com
X-TC-Action: Describelnstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1539084154
X-TC-Region: ap-guangzhou

3. BRKW

HRIESCIRENR | FEUTERLWANER | ERIESR AR E

R
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

3

4. ERER
Java

import java.io.BufferedReader;
import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

WS : BRmEmEX

SRITH

3

EEAAFE
BEHEIR
token $EiR

THIEE (7R APLEE2ER )

524 71 H#317m



X BIHSTCE SRS

import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

/) FRNX , BNESHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *hkkkkkkkkkkkk ig% 1 ° }%&;m;‘éi%*% *hkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.println(canonicalRequest);

// *hkkkkkkkkkkkk ./Ij/:g% 2 S ?ﬁ;ﬁ?%%g%’%% *hkkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// Fkkkkkkhkhkhk _}fﬁ 3: .H.%%g *hkkkkhhkhhKk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *hkkkkkkkkkkkk 55;'?( 4 0 ?ﬁﬁ AUthOI’iZatIOn kkkkkkkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
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headers.put("X-TC-Version", version);
headers.put("X-TC-Region", region);
}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# BIREH
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNp@86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou”

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

FFFEEFK KRR AK ﬁjg 1: ;ﬁ§¥m31§*$ *hkkkkkkkkkkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host”

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

FRFEEFIKK KKK K .}jg 2 : ﬁg%&g?ﬁ% Kkkkkkkkkkkkk

credential_scope = date + "/" + service + "/" + "tc3_request”

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# khkkhkkkkkkkk 5% 3 : .‘L_I_%Eg *hkkkkkkkhkkk

# I ESEHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

F FREEEK I KKK .})J;g% 4 - P“’H& Authorization *#*#*#xskkkxsk

authorization = (algorithm + " " +
"Credential="

+ secret_id + "/" + credential_scope + ", " +

WS : BRmEmEX
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"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)
print(authorization)

# NHESERINENIERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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5K

ERITEHHTE: 2024-10-18 10:38:22

1. fRSSHbuE

HitF

PAN
[ ]

i (Region ) ZIEYIEEAIEUIEOAIMIEXIE,. tcecloudZIIMIEARIBEZAESIEE | (RIEFRMRERATEEREESEL. ATIHRLRME. 25T

BE  ENEERRERISEFE.
ERTLIEI APIEC] EAMINEIR EEARIEIEZIE.

2. B

tcecloud API IRFEZOMET HTTPS #HTEE | RIS L2UNEEEE.

3. IBKAE

SHEHY HTTP &K%

e POST (¥##%)

o GET

POST #&Ek37#5#9 Content-Type 38! :

e application/json (##F) , W/ TC3-HMAC-SHA256 && 754,
e application/x-www-form-urlencoded , /{5 HmacSHAL & HmacSHA256 && 7514,
* multipart/form-data ({X&Po#EEOSEF ) | KIARER TC3-HMAC-SHA256 & 7314,

GET IEKINERBANAEBIT 32 KB, POST iEKERERZ /A HmacSHAL, HmacSHA256 RIAS#BIE 1 MB, POST iEK{EREE 544 TC3-HMAC-SHA256

A¥sz#% 10 MB,

4. FFTwmtY

IfERIUTF-84RHI,
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IR[EIZER

ERITEHHTE: 2024-10-18 10:38:22

IEFBREIZER

LIRSS SsHIZOEELBMREFIZ (DescribelnstancesStatus) 2017-03-12 kg5 , EERMKTD , EATREAGREIITN |
{
"Response": {

"TotalCount": O,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”

* Response REREEH Requestld 2EENFER , TCERMRINEE , RE APIMET |, NIMESIREL.,

e Requestld FFF— AP iEREIME—HRIR , A0SR API HIISE | BILABREFA] , FHEMIZ ID RRRTM,

° BRTEIENFERS , HREAEMREOENHFE , ARVEOMRENFEES WEOMEFRNEN. HFIFH TotalCount 1 InstanceStatusSet 93
DescribelnstancesStatus O XNFER , BT RERSKNAFREMESERIRSSEELE] , Bl TotalCount 7EIER FAIREES 0, InstanceStatusSet 53R
s,

TEiRREZER
SRR, EEEHERORTT -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error IEIIFE ZERARKRY. Error FEOEREHEMERN Code 1 Message FERFEARAMAT M EIREIRT,

Code FREMRELBAEIRE | HiEKHENTTLSSRIBIZERBEL BRSO A E RS IR E AR R R ERRS 2.
* Message B TIXMEIREKENERER , EEWSKERARMN | WAATRELEBFSEERER , APARKX MREIE,

e Requestld FF— APLiEKHIOE—IRR , SN API HIIEE |, STLABEREA] , FHEMZ ID SRR,

AHIEIRAG (TODO: EE(ER, Z2RENFE?)

REIZESRAINSRAFFE Error FER |, MIFAR APLEOERL.  Error FhfY Code FERFMEIRIS , FTA S RTREHIMAIEIRIS ANHEIRG | PRI T AHER

fHIRI =S

AuthFailure.InvalidSecretld FERAEE (AR API AR ),

AuthFailure. MFAFailure MFA iR,

AuthFailure.SecretldNotFound EIRAFE,

AuthFailure.SignatureExpire SEIIH,

AuthFailure.SignatureFailure BEER,

AuthFailure.TokenFailure token &R,

AuthFailure.UnauthorizedOperation ERK CAM 4,

DryRunOperation DryRun ##F , RFIFRESEMIIN , REZET DryRun 24,
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EIRIS SRR

FailedOperation BRERL,

InternalError PIEREIR.

InvalidAction BORFHE,
InvalidParameter SEEER,
InvalidParameterValue SHEYEREIR,
LimitExceeded IS ECETPR S o
MissingParameter ROSHEIR,
NoSuchVersion BEORARFE,
RequestLimitExceeded TERADREGEIT T SEPRE.
ResourcelnUse RIFH S,
Resourcelnsufficient RRERE.
ResourceNotFound BRRAFTE,
ResourceUnavailable RIFAET A,
UnauthorizedOperation HRIFRURLE,
UnknownParameter FRASHEEIR,
UnsupportedOperation BEARSS,
UnsupportedProtocol http(s)IERIMSER , RSZHF GET #1 POST &K,
UnsupportedRegion BOARSISFEbE,
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/ \ A\l 4

NHSH

BIREATE: 2024-10-18 10:38:22

AHSHEAFIRRAFZEOSNENNSE, NV E | E8MEORMAYEOSXEFABNX LS TR | E8XEKYBEETXLSH , AEERIEE

BRHIE V3
f§F3 TC3-HMAC-SHA256 EEZ 7550 , AHSHEES—ME HTTP Header IERLEPF , 40T :
SHER ESid) Wik R

X-TC-Action Strin = BERZORMR. BUESEZOXATMASENTESE] Action FIREA. FIIN=IRSSSMEIRLAFIFRED , BUES
9 = Describelnstances,
iS4, FRImRAEERER MEERAIEEE. EOEZRMEEESE OSSR RAS A S E] Region BB, T

XTCRegion  Sting B swmrrmmemina , BRSNS | HEEEE SRR AL,

X-TC- Integer & 4F7 UNIX B8R, |, AlCSARE APLIEKREORTE), Bia0 1529223702, & : IR SRS AEERE o , S5ESE
Timestamp 9 = SHAEIR.
X-TC-Version String = EERY AP RORRAE, BUBSEEOSHEHPASRESE] Version R9GEE, BIAN=ARSSERAMA 2017-03-12,
HTTP TRESHINIESLERFER |, a0
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
i,
Authorization  String 2 - TC3-HMAC-SHA256 : &&75i% , BRIEEBIZ(E ;
- Credential : Z&%EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC ¥RfERTIEIIELES , BUEZEEF S X-TC-
Timestamp #2819 UTC FRERTIBIHEB—EL ; service AF=m#E , WRSERINFREE—E , flflcvm ;
- SignedHeaders : 258 ZitERISLEHMSER | content-type #1 host J9wsiksLEp ;
- Signature : S&EZHE,
) IREHIEBETARRY Token , REASIGRIZH—HEER, IGITEEF Token FEZNHASIERRSARREORE. KPZHAE
X-TC-Token String &=

= Token,

E2HiEVL

{53 HmacSHAL #1 HmacSHA256 && 7540 , ARSHEBH—EIEKRSE+ , IIF

SEER ESid) DZ5vi R 7%
Acti . = BENEOSR. BESEEOXEFBASHATESE Action AUIREE. HII=IRSESNEIILAFIFERZOD  BYES
ction String b3 )
Describelnstances,
Region String = iS4, FsRmRAB BRI MEIERAIEEE. FOEZRMEEESE RO MRS A S Region AU,
= TR RUREOATEERZSH , ORI IHAFENREE | AR EEEZSSERaEL.
Timestamp Integer =& 257 UNIX RSEJE , SlieRAfE APL iERAORTIE], 1201529223702 , tNRSHEIATEMEET K , &5 [EERITHIEIR.
Nonce Integer 2 FEHLIEEEEY , 5 Timestamp Bx&iesk , BFILEERIE.
. ECAPIESE L RIBAMRREHY Secretld , —4 Secretld XYRME—HY SecretKey , i SecretKey SFIREMBERES
Secretld String p3 .
Signature,
Signature String 2 BERER |, FRWIEIERNEE | FERPIRESFAMASEITESE. BRTERES EOSC0HY.,
Version String = BAERY APL BORRAE. EUBESERZOXEPASLHESE Version BUi5iER, FIAN=RSSEsA9MRA 2017-03-12,
SignatureMethod  Strin = £33, BRI HmacSHA256 #1 HmacSHAL, REIEEISEY HmacSHA256 BY , AR HmacSHA256 &%
d 9T wirsE , EERIER HmacSHAL RS,
T . = IEEHIERFTFER Token , FEESIGRIEE—HEFER. IGIZHEF Token BEZHDSIERSARREORE. KIS
oken String &

AEE Token ,
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MBI

btz ( Region ) RIsEAIAERHOAIMIEXI. tcecloud3IEIEARRIEZ [AE2MRE |, RIERRIRERAEEIFREMAAEL. ATREEEMNE. e T
BE , EEEEREIAEE PRI,

ERILUE APLEN ENAMBINEIR EESARIMIEZIE.

platform
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Sals g s

HRUSER

I EFATA): 2024-10-18 10:38:22

1. #gEO#A

EOEKES : platform.api3.finance.cloud.tencent.com,
EUHRIEER] , SRIIE _4ERDmR

BROARECIESRIERIRS] « 200R/%D,

REOEFAYE : 2019-09-10 10:03:07,
EORREZRTEN,

2. ANSE

UTERSHIIFIGIH TIROBERSEIRD NHSY |, REAHSHFIRNALERSH,

SRR A1 FEFNULL ESi] i)

Action = = String NHESE , ANEOEYE : CancelWeChatNotice
Version 2 sy String AHSE, AEOBYE : 2019-03-14

Region 2 &= String PHSH, FEOFFEERBLSH,

UserUin 2 & Uint64 FFPUin

Userld 2 5 String BAFRERKS

UserName =2 & String FBFERFR

3. S

SHER ESid) R
Requestld String E—iEK ID , ®RIEKRESIRE], EAAAATHEREEZRIEKR Requestld,
+ 0
4. 551xt8

ZEOE RIS EBEERAERD | ARSI A TR,
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O BASTCE

IRENFEFim NS

BIREATE: 2024-10-18 10:38:22

1. EOEA

OBk @ platform.api3.finance.cloud.tencent.com,

PRIV PR EIRS
BOAZECIERERERIRA] © 30%/%D,
EOEHAYE : 2019-09-30 10:59:03,
EORREZRTEN,

2. ANSE

UTERSHIIFIGIH TIROBERSEIRD NHSY |, REAHSHFIRNALERSH,

SHEMR WA
Action 2
Version 2
Region =
PageNum 2
PageSize =

)

GetSecretField

iy

SortKey

SortTurn

iy

3. IS4

SHETR ES

{8

AccountList AccountList

TotalNum Int64
Requestld String
+H 3
4. 3eiRS

FEFNULL ESid) Tk
&5 String NHESE , ANEOEYE : GetCustomAccount
- String AHSE, AEORE : 2019-03-14
S String PHSH, FEOFFEERLSH,
= Int64 SR
& Int64 EHE
a Bool REREINZ keyHURE
& String HEFEkey
= Int64 Hemls

R

FF5IZR

RR#E

E—EK ID , BRERESRE. EDRNFERMHZRIERL Requestld,

ZAEOE RS BEERAERD | RIS HERS.

WRFRE - BRmERMEX

gﬁﬁ\ /zli?
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O BASTCE

oy Ly , =
SREH Fim IS

ERITEHHTIE: 2024-10-18 10:38:22

1. ZOEA

OBk @ platform.api3.finance.cloud.tencent.com,
BEERSHEFKS

BUABISSIREIRE - 300R/7D,

REOEFAYE : 2019-09-30 10:58:45,
EORREZTEN,

2. ANSE

UTERSHIIFIGIH TIROBERSEIRD NHSY |, REAHSHFIRNALERSH,

SRR WAIFE FEFNULL &g A
Action =2 = String NHSE, ANZEOBYE : GetCustomSubAccount
Version 2 & String AHSE, AEOBYE : 2019-03-14
Region 2 = String AHSH  AEORFEEENSE.
OwnerUin =2 & String FMKEuin
GetSecretField S S Bool EAREBINEEE
3. BitHEE
SHER RE A
SubAccountList AccountList BF5IZE
TotalNum Int64 HRP#E
Requestld String W—iEK ID , ®RIEKEPEIRE. EMERATFEEREZXIERE Requestld,

4. IR

ZEOERSBEERAERD | EERIGENAHERG,

WS : BRmEmEX

$35™W

gﬁﬁ\ /Ié?

#3171



X BIHSTCE SRS

FBE A b =257 3
E'L/EUZE I:TJ:FE 1}'»MI:| G E]
ERITEHHTIE: 2024-10-18 10:38:22
1. ZOEA
OBk @ platform.api3.finance.cloud.tencent.com,
BHHREHEMEEE
BUAB SRR E - 200R/70,
FEOSEHAE : 2019-09-10 10:17:34,

EORREZRTEN,

2. ANSE

UTERSHIIFIGIH TIROBERSEIRD NHSE |, REAHSEFIRIALERSEH,

SRR WAL FEFNULL ESit) TR

Action = & String NHESE, ANEOEYE : GetSwitchInfo
Version 2 & String AHSE, AEOBYE : 2019-03-14
Region 2 & String 2HBY , AEOLFEERISE,

3. S

SEER it R
Status String HHRESHEMEIEE , [E9FalsedTrue
Requestld String E—iEK ID , ®RIEKRESIRE]., EMEAHEEREMZRIEK Requestld,

4. tHIRS

ZEOE RS EBEERAERD | ARG ARG,

WS : BRmEmEX 5836 T #317m



O BASTCE

RIENEGIE 4565

ERITEHHTE: 2024-10-18 10:38:22

1. EOfR

#EOEREE : platform.api3.finance.cloud.tencent.com,
FUENGOIE 4565

BROARECIESRIERIRS] « 200R/%D,

O EAHE : 2019-09-16 20:18:53,
BORWSEREN,

2. ANSE

UTERSHIIFIGIH TIROBERSEIRD NHSE |, REAHSEFIRIALERSEH,

SRR A1 FEFNULL ESit) TR
Action =2 = String NHESH, AEOBYE : GetVerifyQRCode
Version 2 sy String AHSE, AEOBYE : 2019-03-14
Region 2 S String AHBH, FEOFFEERSEH,
User_Uin g2 & Uint64 FBFPUin
User_Id = 5 String BFRERKS
User_Name 2 & String FBPERFR
3. B
SHETR ESic) R
QRCodeUrl String IUE 4R url
Requestld String W—EK ID , ®RIEKEPEIRE., EMIERAFEERAZRIERE Requestld,

4. IR

ZEOERSBEERAERD | EERIGENAHERG,

WS : BRmEmEX

$B/37T W

gﬁﬁ\ /Ié?

#3171



O BASTCE

EHRAIE

ERITEHHTE: 2024-10-18 10:38:22

1. EOEA

OBk @ platform.api3.finance.cloud.tencent.com,

IS | SERYSEMME
BUAZEOIESIRERIRE : 200%/%,
EOEHAYE : 2019-09-16 20:18:20,

EORREZRTEN,

2. MINSEL

UTERSHIIFIGIH TIROBERSEIRD NHSE |, REAHSEFIRIALERSEH,

SHEMR P50 FEYFNULL
Action = =
Version 2 a
Region P =
User_Uin 2 &
User_Id 2 &
User_Name P &

3. B SEY

SHETR ESig) R
Requestld String E—iEk ID , XI5
H >
4. 1Ex03

ESig) fEk

String AHBE, AEOBYE : ModifyWeChat
String AHSE, AEOBYE : 2019-03-14
String AHBY , FEOFFEERSEH,
Uint64 FFUin

String BFRERKS

String FAPRFR

KEBSIRE] BN RERAZRIERR Requestld,

ZEOE RIS EBEERAERD | ARSI A TR,

WRFRE - BRmERMEX

gﬁﬁ\ /zli?
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X BIHSTCE SRS

MRS ER

ERITEHHTE: 2024-10-18 10:38:22

1. #gEO#A

EOEKES : platform.api3.finance.cloud.tencent.com,
ARBUEER

BROARECIESRIERIRS] « 200R/%D,

EOEFATE : 2019-09-16 20:19:08,

EORRERTEN,

2. MINSEL

UTERSHIIFIGIH TIROBERSEIRD NHSE |, REAHSEFIRIALERSEH,

SHER WA FYFNULL it R
Action = = String NHESE, AEOBYE : NoAcceptNotice
Version = S String NHESE, AEOBYE : 2019-03-14
Region 2 & String NHBY, FEOTTEEBLSH,
User_Uin 2 = Uint64 FFUin
A e
3. mHS
SHER B AR
Requestld String E—iEK ID , ®RIEKRESIRE]., EMEAHEEREMZRIEK Requestld,

4. tHIRS

ZEOE RS EBEERAERD | ARG ARG,

WS : BRmEmEX 8390 #317m



X BIHSTCE SRS

s 2/ B
HFAFmKS
EITEFATIA): 2024-10-18 10:38:22
1. #gEO#A
EOEKES : platform.api3.finance.cloud.tencent.com,
EEREFEEEIAEFIRERS
BROARECIESRIERIRS] « 200R/%D,
EOFHHATE : 2019-09-30 11:21:49,

EORREZTEN,

2. ANSE

UTERSHIIFIGIH TIROBERSEIRD NHSE |, REAHSEFIRIALERSEH,

SRR WhI%E FEFNULL &g R
Action 2 & String NHBE, AEOEYE : QueryCustomAccount
Version 2 & String NHSE, AEOBYE : 2019-03-14
Region 2 S String NHBY, FEOTTEEBILSH,
Account a & String HRIRERSZ
PhoneNumber & 5 Int64 FHFFNSHE
NickName & & String FEFIRFR
CustomAppld B = Int64 fAFikappid
PageNum = S Int64 ba
PageSize = & Int64 bW\
CustomUin 5 A Int64 KSuin
SortKey S = String HEFrkey
SortTurn B = Int64 ISR, 0: IR, 1: ¥
StartLastLoginTime & & Int64 FFEARTE
EndLastLoginTime S S Int64 ZETRATE)
3. IS4
SHER ESidl ik
TotalNum Int64 RR#%E
AccountList AccountList BR7Z%
Requestld String W—EK ID , ®RIEKEPEIRE., EMRRAFEEREZXIERE Requestld,

4. IR

ZEOERSEBEERAERD | EERIGIENAHERG,

WRFRE - BRmERMEX 5540 T H317m



X BIHSTCE SRS

RIE _HERS e R4

ERITEHHTE: 2024-10-18 10:38:22

1. wOfER

EOEKES : platform.api3.finance.cloud.tencent.com,
RIE_YERDYBTEMP

BUAZEOIESIRERIRE : 200%/%,

BEOSEHATE : 2019-09-16 20:14:08,

EORRERTEN,

2. ANSE

UTERSHIIFIGIH TIROBERSEIRD NHSE |, REAHSEFIRIALERSEH,

W

SRR WhI%E FEFNULL &g A
Action 2 = String NHSE, AEOBYE : SendBindingEmail
Version 2 B String AHBE, AEOBYE : 2019-03-14
Region 2 = String AHBY , AEOTFEERLSH,
User_Uin 2 = Uint64 FHFUin
User_Id = & String BPERKS
User_Name =2 & String FHFIRIR

3. B
SHETR ESig) R
Requestld String R ID , SREFHLEE, EIRNBERGILRERI Requestld,

4. ERS

ZEOE RIS EBEERAERD | ARSI A TR,

WS : BRmEmEX 41T H317:|



X BIHSTCE SRS

SRS

ERITEHHTE: 2024-10-18 10:38:22

ServerDevice

RERER

WA EEOSIA -
R WA FEFNULL ESidl fEk
Deviceld = B String ®’&id
Password 2 &5 String o)
Intranetlp & = String BEip

AccountList

EMKSFIE

AN TEOS|A - GetCustomAccount, GetCustomSubAccount, QueryCustomAccount
BR WAISE FEFNULL St 00
Active = S Int64 Py o
AddTimestamp g2 &5 String i HEE
Appld 2 & Int64 APPID
BindStatus 2 5 Int64 HBERS
LastLoginTime B & String IRERATIE)
Mail 2 £ String R
ModTimestamp 2 B String ERHEA
NickName =2 &5 String BEFR
OwnerUin 2 & Int64 t=Euin
PhoneNumber 2 S String FHNEB
Remark = & String FRIC
Status = = Int64 W&
SubCount 2 5 Int64 FikEH=
Uid B & Int64 uid
Uin 2 a8 Int64 uin
UinType = & Int64 uintype
UserName 2 a8 String username
IdKeys = = Array of IdKeys ]
Password 2 = String A

Filter

WS : BRmEmEX 5542 W H317W
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upE St

WANTEOSIA

&R WAISE FEFFNULL St )
Name =z = String B
Value = & String =l
IdKeys
HsREUE

N TEOS|M : GetCustomAccount, GetCustomSubAccount, QueryCustomAccount

=1 D5vid FEEFNULL ESic) R
CreateTime = & Int64 createTime
Secretld = & String F4RId
SecretKey = &5 String fiRkey
Source = B Int64 source
Status g2 &5 String BRIRE

WS : BRmEmEX 5843 T H317]



O BASTCE

AR

ERITEHHTE: 2024-10-18 10:38:22

TREAA

WNERIREIZERFIFE Error FE , MZFRREAR APL O, 50

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is correct.”

}

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error i Code FTEIRD , Message FnZAIRIIEMER.

eSS
PHERE
SRS
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure
AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire
AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient

ResourceNotFound

WS : BRmEmEX

otz
ZiRAEE (FRE= API ZA%AY ) |

MFA $8iR,

TR, BEEHORERRRE

=R

BRIIH. Timestamp FRSH[GEEENMSGBI A , BEERNHEAREIRENERLE.

ERER, SHRUTEER  BUREASXHIROSSCSEEZITETRE.

token &R,

ERER CAM Z1L,

DryRun & , KRERELSEMIIN . REZ{ET DryRun 4,

BFER.
REBHEIR.
BOAFE.
SHIEIR.
SHEVEHEIR.
B ECEBRS.
BROSHEER.
BORARFE.
TERENREEIT T SRR
B G,
HEE.

BRI,

gﬁﬁ\ /Ié?

BERMSREELSR , RSIES | FaERPRRESER , TRAEAMEEE

%44 71 H317m



X BIHSTCE SRS

FEIRED L]
ResourceUnavailable BRI,
UnauthorizedOperation RIFBURIE.
UnknownParameter RISEGER,
UnsupportedOperation BAEASHS,
UnsupportedProtocol http(s)IEKINNEEIR , R5Z#F GET 1 POST i53K,
UnsupportedRegion FEOARSTF RS,
W BSEIRES

WS : BRmEmEX 5845 TN H317]



X BIHSTCE SRS

Z5RRRSS (sts)
ARZA ( 2018-08-13)
APIHEYS

ERITEHHTE: 2024-10-18 10:38:23

APIRRZA

V3

MEREXEO
O MO8
AssumeRole HiEhiERE
GetFederationToken IRENEA & B IRATAEEIE
GetThirdPartyFederationToken SREVFAFIGEHES (SE=3FRE )

WS : BRmEmEX 5846 T H317:]



O BASTCE

EEA
EOEFV]

BIREATE: 2024-10-18 10:38:23

tcecloud API X MAENERIITEMIGE , IS MEREFTEEATLERSHHEAEZER ( Signature ) LISIHERESH.

BIE Secretld 1 SecretKey ; ERFERERERIL  BRIESAPIEERESE , SULERA=APHEO.

N s
1. el
EE—XEATAPIZHE , BRIFRAPIESERNERIEREEI. T2EIFEIE Secretld F SecretKey :
o Secretld BFHrR APLERESH
* SecretKey FFFINEEE F T RIRS SRS EFFRIZH.
o FAPUAFASIRERSEIE , BRitiE,
FBLZEEIENEARESERNT :

1. ZRtcecloudFEFIIEHIA,
2. FHE=APIEARHEHI G TAE
3. E=APIESAIE , M [#rE] BDRJLABIEE—XdSecretld/SecretKey

IR FREIKERZSETLUAER Secretld / SecretKey,

2. SR

BT LeEiSecretld 0 SecretKey/s , MALIERERZET . UTEERSEBANFMITE
BRIZFFHI Secretld #1 SecretKey HBIZ :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
* SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

AR XBERETRG , BRIERFIRREEN Secretld # SecretKey #HT/EEHRE !
LU=RSEsEELGIFIZR(Describelnstances)igsk ol , HEPERX—ZORN , 5 kSA80T:

SHETR 220%8 SHE
Action HikE Describelnstances
Secretld #Z4Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E 1465185768
Nonce FEANIEEEE] 11886
Region SLIRRTEX IS ap-guangzhou
Instancelds.0 FFEIRRISLAIID ins-09dx96dg
Offset IRiEE 0
Limit BRASIFEH 20
Version EORAS 2017-03-12

2.1. HSEHF

gﬁﬁ\ /zli?

BEERRREEEER  R2EIE

BIFEIERSSUIRSHENFHE ( ASCIEE) AFHEF. 5 1) RIZSHEHTHF | SEERSXIREIR , R85/ ; 2) #& ASCILEBEE AN, 10
Instancelds.2 ZEHFE Instancelds.12 [FH , AEEFEER , BARKREE. BRI LMEBREES PAVEXHIFRECRCINX—I08E . W0 php A9 ksort IR&Y, EiRR

PISEBIHFFEE RN T:

WRFRE - BRmERMEX

547 ;1 H#317m



X BIHSTCE SRS

{

'Action' : 'Describelnstances’,
‘Instancelds.0" : 'ins-09dx96dg’,
"Limit' : 20,

'Nonce' : 11886,

'Offset’ : O,

‘Region’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',

}

ERECEFHESAN , A EERGIPRISEEITHR | SEIR0SR—ZE0A.

2.2. JHEERFFFER

WEBERIERFRISR, St L —SHFFERSEUSURL S8BT = "S5I8 10 | W05t Action 81, ESHEMA "Action” , 81BN
"Describelnstances" , EIER LGS Action=Describelnstances , F& : "S#E"HFRRETmIFurifRiSEE.,

REBEHENS N SHA" U HHEE R, REEMINERFRRN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQp
n74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHEE BRI RS

WEBEREZRNFHE., ERENFRBHUTINSE96:

1. iK% 328F POST #1 GET A= , IXEEMA GET &K , iF=AGEAEKE.

2. 1IEKENEELHIFIZR (Describelnstances){iEKIH=Z /9 : cvm.finance.cloud.tencent.com, LRSI ZIRIEZCFABERIARMAR |, RSO,
3. BREER BRIRAZAPIHNE R RERERN /.

4. ERERTSR: S4B REGTSR,

BRI EBAHERINA: 1BKAE + 15KE +EKERE + ? + 1FKkFRE

RGIBHEERA -

GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08Region=ap-guangzh
ou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&Version=2017-03-12

24, &pEREA
I BRAERMEZR, iR HMAC-SHAL Sk E—SHikEHERRNFREBEHITES | REEEMNEZ HBEA Base64 H{THID , AIFHXERENSE A,
BARRRZa0T | LA PHP B4
$secretKey = 'Gu5t9xGARNpg86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=a
p-guangzhou&Secretld =AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBEINEZ SR
EiPOYW3pW28FpsEdkXt/+WcGel=

ERETERNESAN A LERITRRNHITERIIE , S2IER B SHIFHrI—EER.,

3. R BRI

ERIERBFTREERIEABRSH , FEWEHT URL 3.

W E—SA RIS RSN EliPIYW3pW28FpsEdkXt/+WcGel= , BREERINEZBIBRSE ( Signature ) 9 : EIPIYW3pW28FpsEdkXt%2f%2bWcGel%3d , Bi5H
FAEMELZRIEK URL,

WS : BRmEmEX 5548 T H317mW



X BIHSTCE SRS

AR : MRAFIERITIER GET , &Ei#EK5i%) POST A Content-Type 73 application/x-www-form-urlencoded , MRXE RIS FIEERSEREISTEM
URL 18 , 2EBM=-FFSFEEMmIB. Ik ASCH FF7E URL FRSRITESELL UTF-8 1 T4mig.

R FLRBISSH http EE2ENFTESEHT urlencode , FEXMMERT , IARENERHAMIT URL HST , SRR URL RIZESEERLM.

AR Bt SEthmEH TR , MESRA RFC 3986, R %XY S RIBIMLRFH{TEO MRS , " XF"Y 17+ (0-9 fIAEF8 A-F) |, £/
INERSIRER

4. 7KW

IRIESEIRER | TR FEREMAIEIRT | BIRESSRERE

RS SRIRAEA
AuthFailure.SignatureExpire BRILH
AuthFailure.SecretidNotFound BENFE
AuthFailure.SignatureFailure EEER
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BIHIEE (A2 API AR )

5. BRIER

TESCRRERE API 3.0 Y, #EF(EREIERtcecloud SDK 3.0 |, SDK #ETEZHNIFE , FANRAT=RIRHAEMZEORNT., FAEESN SDK iy, HEISTHEHIRE

BEH

* Python

* Java

* PHP

* Go

e JavaScript
e NET

ATEEBORRERERE , TEUSRREES A0, B OANSESRERII. EXRNES. ERNEDIISHNEEERLL bASEERRE  ABRAmEEEd
72, FFEEEm  ERFRIEREMER SDK.

BR&IHAY url TTEEA © http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EIliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768&Ve
rsion=2017-03-12

FE L BT RAIREERREEN | [EEEARRALRNE , EIHNSEL url FEXREEFITHSE R curl EHSRANSIREERER | EFi3H, ATER—T
PUEEIRERY url , BEEHIRFITRY Secretld F1 SecretKey NESLHIZE , FHERRFZRIRSEAEAES Timestamp .

IR ETERTAT , FRFERES  BEERESSRHIUTEEIN url ATREERERTAR | RUNSHNIFAR |, EXFHAHMERYE. REMES4EE  BERIT
HIFREEIE],

R LAFB(UERT APL 3.0 , FeEERATEMMNEZRE , BIERIAR APl , HFFEADERBLSHEEITERIR | BLAXIMAYLIR S,
Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX 5849 TN H317]
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public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getInstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] EZRBERNSEFTFEHF | ItibTreeMap{RiEIRFE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
/] ERERAurI ST EK

for (String k : params.keySet()) {

// BEXIEKEHTUrlencode , T keyEBRENFH , HULAMIEvalue#tiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMaprILAB&HEF

// SERRVEFRRS R4 EEFERENEY | 140 : params.put("Nonce", new Random().nextInt(java.lang.IntegerMAX_VALUE));
params.put("Nonce", 11886); // AHESE

// SERREFRRT R 24 EFA RS2 BIRTIE |, 5140 : params.put(*Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // 1"Ht24]

params.put("Secretld", "AKIDz8krbsJ5yKBZQpn74WFkmLPX3EXAMPLE"); // NES%§

params.put("Action”, "Describelnstances"); // AH£&#

params.put("Version", "2017-03-12"); // AE54

params.put("Region”, "ap-guangzhou"); // AHEE]

params.put("Limit", 20); // \/$55#1

params.put("Offset", 0); // WEE#L

params.put("Instancelds.0", "ins-09dx96dg"); // \r$5£41

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL"); // AESE
System.out.println(getUrl(params));

}

}

Python

R | WISRZETE Python 2 SEIETT , TELELREE requests {KIiE :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):

hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

WS : BRmEmEX 2550 ;1 H317m
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if _name__ =='_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit" : 20,

'Nonce' : 11886,

'Offset' : O,

‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# RS SERRER |, ARh/E I REF A 2R

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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EOSHZV3
BRIFEFATE: 2024-10-18 10:38:23

tcecloud APl X8/ MAEEKHITHHIGIE , B NEKEBREELLERSHPEESEER (Signature ) LIGIEERESH, EBEEHRLEFTER , T2FIE
4E Secretld # SecretKey ; HERFIERBEREREIL , BRIE=APIZEIAUHERS , SNLERA=APEEO.

= s
1. el
EERERTAPIZH , IBRIF=APIZSAUERIELSEIE. L2EIFEE Secretld 1 SecretKey :

o Secretld AFHrR APLERESH
* SecretKey FBFINEEEFHFRMIRS MRS EFHRINZH.
* FAPYAFSIRERSEIE , BRitE,

RiEZ2FEENERSEINT

1. ZEFtcecloudEBEFOIEFIE.
2. HiE=APIE BRI A TR
3. FE=APIESHUE , =i [#7E2] BDATLABIE—XdSecretld/SecretKey

TR FRERSREZSTLURAERMY Secretld / SecretKey,

2. TC3-HMAC-SHA256 && 7%

R WTFGETAE , B3z Content-Type: application/x-www-form-urlencoded #iig=. X FPOST/i% , BEISZHF Content-Type: application/json LAK
Content-Type: multipart/form-data FFFAMAET , json IEHENARB WSO . multipart SRR BRI SHEOSHE | ANZEOABEEER json #&=01ERA |
S BRSSO A,

TEURRSSHEAT MNXEHFIFREAGT  DEBRNMBERTEERE. (PR TELAIFIRAENSE : Limit # Offset , £/ GET 7357,

RIZFBFHY Secretld 1 SecretKey 35U : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE 1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. HHENTEIERR
AN ETUHHEIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + "\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + '\n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3k75% ( GET, POST ) , Axfls79 GET ;

e CanonicalURL : URI £%§ , API3.0 EENIERIAT (/)

* CanonicalQueryString : &2 HTTP i&K URL FIEIAFRFER , 33F POST iE3K , EEATFAE , }WF GET 5K , W9 URL a5 ( ?) EEMNFEFERS , &%
BIBES : Limit=10&Offset=0, ;& : CanonicalQueryString EE42id URL 4#f3.,

e CanonicalHeaders : £25%8&Z1IEE , EEE host F content-type FNLES , BAIINMABEX LTS E5EB LIRS ESERNE— NS, FHE
T : 1) k&R key #0 value F—HpINE |, HERERETHS | 1288 key:value\n 18z(0HHE ; 2) S40KE8 , IRERSLED key (/N5 ) IOFHHF#THHE, 1HI+
79 1 content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

e SignedHeaders : £5&ZHILEER | HIALRIEREHLLERS 5 T4 |, #1 CanonicalHeaders &8N ABRE—XIMAY. content-type 1 host Jossisksk
BB, HHERN : 1) 3EB key R—ERUNG ; 2 ) ZLED key (NG ) IREBFEHFRTHHE , FFEUSS () 2R, tHIF75 : content-type;host

e HashedRequestPayload : IERIEXHIEZE , iHE/5%EH Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XF HTTP i5SKEE/NES payload fif SHA256
B, RET/OFERD | SERIEEBIER/NEFE, JT5 | }WTF GET 5K , RequestPayload EEATF/AE , 3F POST i53K , RequestPayload Bl HTTP i
KIEX payload.

HRIELLEIN | REIRSEIRAEIEREWT CATRNEN  \n ITFIEE BRITEHIN—TE8K )
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GET

/

Limit=10&0ffset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fclcl49afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2 PHEREE TS
RIS HRSER TS

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &2&% , BAIEE/ TC3-HMAC-SHA256 ;

e RequestTimestamp : i5REH AR , BIERLERRY X-TC-Timestamp BU&E , #0_EAliEkA 1539084154 ;

¢ CredentialScope : ZIEBE , 182059 Date/service/tc3_request , @& HER. FMERAIRSFRIEZFFE (tc3_request ) . Date 3 UTC iRERTIEINELR , BUEREE
FAFESE X-TC-Timestamp HREHY UTC #RARHEIERA—3 ; service IR | RRSERNREE 2, 670 cvm, 30 ERELEKR , BYES 2018-10-
09/cvm/tc3_request ;

¢ HashedCanonicalRequest : BIALSEBHHEMEHSEIERBIGHEE , ITE5ES Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

1. Date /RAMRT[EEL X-TC-Timestamp I+8E5%E] , BRIXJA UTC+0, MRMARRAMXER  FliIFR/\K |, $SEHEXMG DERMT  BRERERY
ERM, RIAIER 1551113065 , 7£4/ \XAJRTELR 2019-02-26 00:44:25 , {EBRiTE15ZIAY Date BY UTC+0 RIEHARLAY 2019-02-25 , A2 2019-02-
26,

2. Timestamp Z/REHFIRSNNE , BRERARRFNEFINENEEELSH , MFREEETASHPULERY. MFKHEAIREREES | JRESEET—R
RIS |, IERUERY (REERITHIER ) .

TR LN |, TAIPERIRMEFERFABRUT (ATRREN , \n TRREESEITIH—TER) ¢

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91¢9¢192c14460df6c1ffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23. iHESE
1) HEIREEZ S |, WBINT

SecretKey = "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : [R¥AAY SecretKey ;
e Date : Bf Credential oy Date FE&E8E. , W1 /=l , 792018-10-09 ;
e Service : B Credential Bfg Service == , w0 E5f6 , 9 cvm ;

2) HEES , (hRBEUT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

e SecretSigning : BILA Bt EBRIRIRESZEIA ;
e StringToSign : B2 ESEIRFEE TS ;

2.4. 38 Authorization
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FRANTFRETHHE Authorization :

Authorization =
Algorithm + ' ' +

'Credential="+ Secretld + '/' + CredentialScope + ', ' +

'SignedHeaders=" + SignedHeaders + ',
‘Signature=" + Signature

* Algorithm : £873i% , EE/I TC3-HMAC-SHA256 ;

e Secretld : Z4E3FTRY Secretld ;
 CredentialScope : M.+ , EIBEHE ;

* SignedHeaders : L EX , £5&FMEBER ;
¢ Signature : B&(E

HRIELLERN | IR SEIRgEDS

gﬁﬁ\ /Ié?

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df45

82db9e9bf4672ba50567dbalbc6ccfl74c474

BRETHENERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6cbecfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.finance.cloud.tencent.com
X-TC-Action: Describelnstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1539084154
X-TC-Region: ap-guangzhou

3. BRKW

HRIESCIREN | FEUTERLWANER | ERIESR A E

R
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

%

4. ERER
Java

import java.io.BufferedReader;
import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

WS : BRmEmEX

SRITH

3

EEAATFE
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import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

/) FRNX , BNESHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *hkkkkkkkkkkkk ig% 1 ° }%&;m;‘éi%*% *hkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.println(canonicalRequest);

// *hkkkkkkkkkkkk ./Ij/:g% 2 S ?ﬁ;ﬁ?%%g%’%% *hkkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// Fkkkkkkhkhkhk _}fﬁ 3: .H.%%g *hkkkkhhkhhKk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *hkkkkkkkkkkkk 55;'?( 4 0 ?ﬁﬁ AUthOI’iZatIOn kkkkkkkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap <String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
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headers.put("X-TC-Version", version);
headers.put("X-TC-Region", region);
}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# EIREH
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNp@86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou”

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

FFFEAFK R IR R AK .}jg 1: ;ﬁ§¥m31§*$ *kkkkkkkkkkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host”

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

FRFEEFIKK KKK K .}jg 2 : ﬁg%&g?ﬁ% Kkkkkkkkkkkkk

credential_scope = date + "/" + service + "/" + "tc3_request”

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# khkkhkkkkkkkk 5@ 3 : iv-l—%Eg *hkkkkkkkhkkk

# IHESEHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

F FRFEEK KKK K 355% 4 - }}{FE Authorization *#*#*#x#kksxss

authorization = (algorithm + " " +
"Credential="

+ secret_id + "/" + credential_scope + ", " +

WS : BRmEmEX
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"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)
print(authorization)

# NHESERINENIERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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5 REH

ERITEHATE: 2024-10-18 10:38:23

1. fRSSHbuE

HitF

PAN
[ ]

i (Region ) ZFEYIEEAIEIEOAIMIEXIE,. tcecloudZIIIEARIBEZAESIRE | (RIEFRMRERATEEREESEL. ATIHRLRME. E5 T

BE  ENEERRERISEFE.
ERTLIEIS APIEC] EAMBINEIR EETARIbIEZIE.

2. B

tcecloud API IRTEREEI9IEIT HTTPS #HTIB(E | IRMtEREHINBEEE.

3. I BKAE

SHEHY HTTP &K%

e POST (#7F)

o GET

POST i&K 59 Content-Type 28 :

e application/json (##=F) , W/ TC3-HMAC-SHA256 && 754,
e application/x-www-form-urlencoded , #7fF HmacSHAL & HmacSHA256 && 754,
* multipart/form-data ({X&Po#EEOSEF) | LA TC3-HMAC-SHA256 & 7314,

GET IEKANERBANAEEBIL 32 KB, POST i5KERESZ/5A/ HmacSHAL, HmacSHA256 RIAS#BIE 1 MB, POST iEKEREE 54/ TC3-HMAC-SHA256

A¥sz#% 10 MB,

4. FRTwmtY

IfEFUTF-847HI,
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IR[EIZER

ERITEHATE: 2024-10-18 10:38:23

IEFBREIZER

LIRSS SsHIZOEELBMREFIZ (DescribelnstancesStatus) 2017-03-12 kg5 , EERMKTD , EATREAGREIITN |
{
"Response”: {

"TotalCount": O,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”

* Response REEEH Requestld 2EENFER , TCERMINEE , RE APIMET |, NIMESIREL.,

* Requestld FFF— APL iEREIME—HRIR , A0SR API HIISES | BTLABKEFA] , FHEMIZ ID RRRTM

° BRTEIENFERS , HREAEREOENHFE , ARVEOMREINFERS WEOMEFNEN. HFFH TotalCount 1 InstanceStatusSet #979
DescribelnstancesStatus O XNFER , BT RERSKNAFREMESERIRSSEELE] , Bl TotalCount 7EIER FAIREES 0, InstanceStatusSet 53R
s,

TEiRREZER
SRR, EEEHERORTT -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error IEIIFE ZERARKRY. Error FEOEREHEMERN Code 1 Message FERFEARAMAT M EIREIRT,

Code FREMRELBAEIRI , HiEKHEN AT LSSRIBIZERIEEL BRSO A EIRSY IR E SRR R E RS 2.
* Message B TIXMEREKENERER , EEWSKEHARMN | WARTRELEBFRSFEERER , APARKX MREIE,

e Requestld FFF— APLiEKHOE—IRR |, (N8R API HIEE |, STLABEREA] , FHEMZ ID SRRRT,

AHIEIRAY (TODO: EE(ER, Z2RAENFE?)

REIZERAINSRAFFE Error FER |, MIFER APLEORL.  Error FhfY Code FERFMEIRIS , FrA L SERTREHIMAYEIRIS ANHEIRG | TR T AHER

fHIRIG FHIRTEIA

AuthFailure.InvalidSecretld FERAEE (AR API AR ),

AuthFailure. MFAFailure MFA iR,

AuthFailure.SecretldNotFound EIRAFE,

AuthFailure.SignatureExpire SEIIH,

AuthFailure.SignatureFailure BEER,

AuthFailure.TokenFailure token &R,

AuthFailure.UnauthorizedOperation ERK CAM 4,

DryRunOperation DryRun ##F , RFIFRESEMIIN , REZET DryRun 24,
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EIRIS SRR

FailedOperation ERERL,

InternalError PIEREIR.

InvalidAction BORFHE,
InvalidParameter SEEER,
InvalidParameterValue SHEYEREIR,
LimitExceeded RIS ECETPR S o
MissingParameter ROSHERIR,
NoSuchVersion BEORARFE,
RequestLimitExceeded TBERADREGEIT T SERPRE.
ResourcelnUse RIS,
Resourcelnsufficient RREARE.
ResourceNotFound BRRAFIE,
ResourceUnavailable RIEAET A,
UnauthorizedOperation HRIFRURLE,
UnknownParameter FRASHEEIR,
UnsupportedOperation BEARSS,
UnsupportedProtocol http(s)IERIMSEIR , RSZHKF GET #1 POST &K,
UnsupportedRegion BOARSHSFEbE,
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/ \ A\l 4

NHSH

BIREATE: 2024-10-18 10:38:23

AHSBHEAFIRRAFPZEOSNENNSE, NV E | 8 MEORMAYEOSXYFABNX LS TR | E8XEKYBEETXLSH , TEERIEE

BRBHIE V3
f§F3 TC3-HMAC-SHA256 EEZ 7550 , AHSHEES—ME HTTP Header IERLEPF , 40T :
SHER B} Wik R

X-TC-Action Strin = BERZORMR. BUESEZOXATMASENTESE] Action FIREA. FIIN=IRSSSMEIRLAFIFRED , BUES
9 = Describelnstances,
iS4, FRImRAEERER MEERAIEEE. EOEZRMEEESE OSSR RAS A S E] Region BB, T

XTCRegion  Sting B sumrrmmemina , BOXRRARILSANGR | ISR A,

X-TC- Inteqer £ 4F7 UNIX B8R, |, AlCSARE APLIEKREORTE), Bia0 1529223702, & : IR SRS AEERE o , S5ESE
Timestamp 9 = HHAEIR.
X-TC-Version String = EERY AP RORRAE, BUBSEEOSHEHPASRESE] Version R9GEE, BIAN=ARSSERAMA 2017-03-12,
HTTP TRESHINIESLERFER |, BI80
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,
Authorization  String 2 - TC3-HMAC-SHA256 : &&75i% , BRIEEBIZ(E ;
- Credential : Z&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC fRERTIEIIEYEE , BUEZEEF S X-TC-
Timestamp #28AY UTC #RERTBIAEE—EK ; servicelsF=m® , W/RSERANmiEE—E, flglcvm ;
- SignedHeaders : 258 ZitERISLEHMER | content-type #1 host J9wsiksLEp ;
- Signature : S&EZHE,
X-TC-T ) = IREHIEBETARRY Token , REASIGRIZH—HEER, IGITEEF Token FEZNHASIERRSARREORE. KPZHAE
-TC-Token String B

&= Token,

E2HiEVL

{53 HmacSHAL #1 HmacSHA256 && 7540 , ARSHEBH—EIEKRSE+ , IIF

SEER il Wik
Acti . = BERZORMR. BESEZOXETRASENTESE Action B9IREA. FIII=IRSSSB[ERLAFIFRED , BUER
ction String b3 )
Describelnstances,
Region String = iS4, FsRmRAB BRI MEIERAIEEE. FOEZRMEEESE RO MRS A S Region AU,
= TR RUREOATEERZSH , ORI HAFEIREE | AR EEEZSHERE.
Timestamp Integer 2 257 UNIX RSEJE , SlieRAfE APL iERAORTIE], 1201529223702 , tNRSHEIATEMEET K , &5 [EERITHIEIR.
Nonce Integer 2 FEHLIEEEE) , 5 Timestamp Bx&iesk , BFRLEERINE.
. ECAPIESE L RIBAMRREHY Secretld , —4 Secretld XYRME—HY SecretKey , i SecretKey SFIREMBERES
Secretld String p3 .
Signature,
Signature String 2 BERER |, FRWIEIERNEE | FERPIRESFAMASEITESE. BRTERES EOSC0HY.,
Version String 2 BIERY APL B9hRAS, BUESEZOXEFRANSAHSE Version BUIREE. HlIaN=ARSSESA9RA 2017-03-12,
SignatureMethod  Strin = £33, BRI HmacSHA256 #1 HmacSHAL, REIEEISEY HmacSHA256 BY , AR HmacSHA256 &%
d 9T RirsE , EEERIEM HmacSHAL AR,
T . = IEEHIERFTFER Token , FEESIGRIEE—HEFER. IGIZHEF Token BEZHDSIERSARREORE. KIS
oken String &

AEE Token ,
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uICRIES

btz (Region ) RisEAIHIRHOAIMIEXI. tcecloud3IINIERRIEZ AE2MRE |, RIEAEIRERAEEIFREMAAENL. ATREEEMNE. e T
BE , ENEERRERIE PRI,

ERILUEY APLEN EAMBINEIR EESARIMIETIE.

MERRREO
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FHiSiERE

ERILEHATE: 2024-10-18 10:38:24

1. wOfER

EOEKIEA : sts.apil.finance.cloud.tencent.com,
RIENERE

BUABISSIREIRE - 200R/70,

BEOFEHATE : 2022-07-06 16:48:44,

EORREZTEN,

2. ANSE

gﬁﬁ\ /zli?

4. 1Rt

WRFRE - BRmERMEX

LATFERESHFIRGIE T EOBSKSHEMEO AHSE , RBEAHSEFIRI TGRS,
SHER Wik RIFENULL R AR
Action = & String NHESE, ANZEOEYE : AssumeRole
Version = S String NHEHSE, AEOBYE : 2018-08-13
Region 2 & String  AHSH, MEOFFEEBLSH.
AENERmA, <br>E@AE : <br>qcs:cam:uin/12345678:role/4611686018427397919,
RoleArn = = Strin qcs:cam:uin/12345678:roleName/testRoleName<br> RSB HE :
= 9 <br>qcs:cam:uin/12345678:role/tencentcloudServiceRole/4611686018427397920,
qcs::cam::uin/12345678:role/tencentcloudServiceRoleName/testServiceRoleName
RoleSessionName £ & String IERTSIEETR , HAFBENER
DurationSeconds & & Uinte4  IEEIGFNERIEER . 867 7, 2L 7200 B , REKAIZEGSEA 43200 7
U . = = . BRI SR SARIBEFREEKARRRE , ENBFuin , & 8BFPMownerUin, EfbEREEZS
serUin &= B Uint64 0
SRMIEATERS « 1. policy FEEH urlencode (AIERER GET FiKER= APl , RiXiERE , FrE 2400
Policy S B String  FERIRZ APLISEHE urlencode —R ) . 2. REGEESIRCAM KISEZE, 3. RIEFREEES
principal Jt.
AssumeUin = FS Uinte4  B{EFMKFUin , i Z=tokend , cam-auth S AR (E
A M
3. mHESE
SEETR &) HAR
. . HESEIINART I,
Credential Credential N
redentials redentials (S
. . . HEEIINART I,
E dT Uint64
xprrediime " SERTEARRORE | iR Unix G , 45HEEIRY
o . IHBEIINATTIL,
E t St
xpiration o SEHSTEREORTIE | B iso8601 K2ty UTC R
Requestld String W—iEXK ID , 8XIEKRERE]., EIRATEEREZRIEKRA Requestld,
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PUMMRBUE 7O SSZIERRAIEIRI , BEAERIDF A HEIRD,

HIRA
ResourceNotFound.RoleNotFound
UnauthorizedOperation
InternalError.GetApplIdError
InternalError.SystemError
InvalidParameter.StrategyInvalid
InvalidParameter.GrantOtherResource
InvalidParameter.OverTimeError
InvalidParameter.ResouceError
InternalError.DbError
InternalError.EncryptError
InvalidParameter.AccountNotAvaliable
InvalidParameter.StrategyFormatError
InvalidParameter.ExtendStrategyOverSize
InvalidParameter.ParamError
InvalidParameter.PolicyTooLong
InternalError.GetSeedTokenError

InvalidParameter.TempCodeNotAvaliable

WS : BRmEmEX
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IRENER S BolimRdihia)EIE

BIREATE: 2024-10-18 10:38:24

1. #EOEA

EOEKIEA : sts.apil.finance.cloud.tencent.com,
SRENEA S B mT 5 EiE

AR CERIAERIRS : 200%/70,

EOEFRAYE : 2022-07-05 19:59:17,

EORREZTEN,

2. NS

UTERSHIIFIGIH TIROBERSEIRD NHSY |, REAHSHFIRNALERSH,

SHER Wi FOFFNULL 388 A
Action £ = String  AHBEL, AEOEYE : GetFederationToken
Version = & String NHESE, ANMZEOBYE : 2018-08-13
Region 2 = String  AHBH, MEOFFEECBLLSH.
Name 2 = String SR LABENARA R AR . BFE4EMN.
HRESHIATR : 1. policy FEMH urlencode (WNERET GET FiAiER= AP, KIXiEKE , FES4E0%H
Policy = 5 String BEREB APLAISEE urlencode —R ) . 2. HRIREESHBCAM HEIKEE, 3. HIRPAFEEES principal
TR
DurationSeconds & & Uint64  1EEIRFHERRNEXER , 867 : 7, ZIA1800%) , BIKFANEEEIUEA7200%8,
SecretType B = Uinte4  IEFRSEE (0: KIEH; 1:8EH).
A e
3. s
SEER i) AR
) ) HEERIINATIL,
Credential Credential
redentials redentials et
- ) [z wap SN
ExpiredTime Uint64 . . NN
P IRERERERA0RTE) | JRE Unix BTEVEG , FEHEIR
Requestld String HE—iEK ID , BRERERIRE], EARRIEERHZRIEKA Requestld,

4. SERS
IUTVRBIH TS B AORIRED | RS AR,

FEIRED

B
&

InternalError.DbError
InternalError.EncryptError
InternalError.GetApplIdError

InternalError.GetSeedTokenError

WRFRE - BRmERMEX 2565 1 H317m
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[

fRIRIG )?
InternalError.SystemError
InvalidParameter.AccountNotAvaliable
InvalidParameter.ExtendStrategyOverSize
InvalidParameter.GrantOtherResource
InvalidParameter.OverTimeError
InvalidParameter.ParamError
InvalidParameter.PolicyTooLong
InvalidParameter.ResouceError
InvalidParameter.StrategyFormatError
InvalidParameter.StrategylInvalid
InvalidParameter.TempCodeNotAvaliable
ResourceNotFound.RoleNotFound

UnauthorizedOperation

WS : BRmEmEX 5566 T H317m



O BASTCE

SREXFRF

BILEFATE: 2024-

1. EOEA

GRTIES ( B=HF%E )

10-18 10:38:24

EOEKIEA : sts.apil.finance.cloud.tencent.com,
RENFBFIGRHED ( B=AFFRE )
AR CERIAERIRS : 200%/70,

EOEHAYE : 2021-06-18 14:30:13,

EORREZTEN,

2. NSEL

UTERSHIIFIGIH TIROBERSEIRD NHSY |, REAHSHFIRNALERSH,

SRR

Action

Version

Region
UserAccessToken
Duration

ApiAppld

3. B
BHET

Credentials

ExpiredTime

Requestld

4. tEIRtS

i FEEFNULL ESitl A
= & String NHSE, AEOBYE : GetThirdPartyFederationToken
2 & String NFEBE, AEOEE : 2018-08-13
2 & String PHSH, FEOFFTEERBSH,
= & String ihaToken
= & Int64 B
b= 5 Int64 ZEHEEIR(E0RIR])
ESic) A
Credentials IBHEISART L.
IEFHH
64 HEBFSNFIL,
BEAA AR
String WE—EK ID , ®RIEREIRE. ERETHEERAEZRIERE Requestld,

UM 72O S BERRAIEIRTS | BRI ARG,

=S

FailedOperation.CodeNotSet

FailedOperation.UserUinNotSet

FailedOperation.UserOwnerUinNotSet

FailedOperation.OpenUinNotSet

FailedOperation.OpenOwnerUinNotSet

FailedOperation.GrantListNotSet

WS : BRmEmEX
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fRIRIG Hk
FailedOperation.StrategyEmpty
InternalError.SystemError

InvalidParameter.ParamError
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SRS

ERITEHATE: 2024-10-18 10:38:24

ApiKey

APIZSREESIZ=

#Han OS5 IF : CreateSelfApiKey, GetSelfApiKey, QuerySelfApiKey

E=1 Whise
Secretld =
CreateTime &=
Status =
Remark &5
Source &5

Credentials

IRHEF

AN T#EOS|A : AssumeRole, GetFederationToken, GetThirdPartyFederationToken

E=2
Token
TmpSecretld

TmpSecretKey

WS : BRmEmEX

=
=
=
=

=
=

FEFNULL

=

]

il

Hm

Ho

FYFNULL

Py

|

i

S
String
Uint64
Uint64
String

Uint64

gﬁﬁ\ /Ié?

wmR

BHAID

SRR (RTAIEL)
REQBR, 3:5H)
B/E

HuEIR

R
token
IFRHIEREEFRID

IRERERE$EKey
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AR

ERILEHATE: 2024-10-18 10:38:24

TREAA

WNERIREIZERFIFE Error FE , NZFRREAR APL O, 50

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is correct.”

}

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error i Code FEIRMG , Message FnZBIRIIEMER.

eSS
ARG
SRS
AuthFailure.InvalidSecretld

AuthFailure. MFAFailure
AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire
AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient

ResourceNotFound

WS : BRmEmEX

otz
ZiRAEE (FRE= API AR ) |

MFA $8iR,

TR, BEEHORERRRE

=R

BRIIH. Timestamp FRSH[GEEENMSGBI A , BOERHEARSIRENRERLE.

ERER, SHRUTEER  BUREASXHIROSSCSEEZITETRE.

token &R,

ERER CAM Z4L,

DryRun & , KRERELSEMIIN . REZ{ET DryRun 4,

BAFER.
REBHEIR.
BOAFE.
SHIEIR.
SHEVEHEIR.
B ECEBRS.
BROSHEER.
BORARFE.
ERENREEI T SRR,
B G,
HETE.

BRI,

gﬁﬁ\ /Ié?

BERMSREELSR , RSIES | FaERPRRESER , TRAEAMEEE
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HEIRED L]
ResourceUnavailable BRI,
UnauthorizedOperation RIFBURIE.
UnknownParameter RISEGER,
UnsupportedOperation BAEASHS.
UnsupportedProtocol http(s)IEKINNEEIR , R5Z#F GET #1 POST i53K,
UnsupportedRegion OSSR,
WBSEIRES
HIRAY 188

FailedOperation.OpenUinNotSet
InvalidParameter.GrantOtherResource
FailedOperation.Accesskey
UnauthorizedOperation
InvalidParameter.StrategyFormatError
ResourceNotFound.RoleNotFound
FailedOperation.GrantListNotSet
InvalidParameter.ExtendStrategyOverSize
InvalidParameter.TempCodeNotAvaliable
InternalError.GetSeedTokenError
FailedOperation.OpenOwnerUinNotSet
InvalidParameter.ResouceError
InvalidParameter.OverTimeError
InvalidParameter.AccountNotAvaliable
FailedOperation.UserOwnerUinNotSet
FailedOperation.CodeNotSet
InvalidParameter.PolicyTooLong
InternalError.SystemError
InternalError.DbError
FailedOperation.UserUinNotSet
InternalError.EncryptError
InvalidParameter.StrategylInvalid
InternalError.GetApplIdError
FailedOperation.StrategyEmpty

InvalidParameter.ParamError
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{BASTRE ( tpo)
ARZAS (2020-09-20)
AP

BT EHATE: 2024-10-18 10:38:24

APIIRZAS

V3

ProjecttB>Xiz

EOSR
AddProjectMemberPolicy
AddProjectQuota
AddProjectResource
BatchAddProjectQuota
CheckProjectQuotas
CreateProject

DeleteProject
DeleteProjectQuota
DeleteProjectResource
DescribeProductTree
DescribeProjectMemberPolicies
DescribeProjectMembers
DescribeProjectNonMembers
DescribeProjectPolicies
DescribeProjectQuotas
DescribeProjectResources
DescribeProjects
DescribeResourceAdminProjects
DescribeResourceRegions
ModifyProjectMemberPolicy
ModifyProjectName
ModifyProjectQuota
MoveProjectResource
ProjectNameExists
RemoveProjectMember

TransferProjectResource

WRFRE - BRmERMEX

FEOThEE

ERINABR RN
NINEE BCER
ERINER
HESNEER
WERHEES
BIEIE

il

BRI B BL&R
EBHER

SN = T
ENRFIEFRRTIER
ERIERR
LIRS TATEAFIE MR
EiRIEMEREIIE
HifmEEER

BB RRSIE
HimESE
ENEBRNEHERNRNmBTIZE
HOMERIRXE

& B AP RRARER
1EIE 2FR

&M B ECER

BB SR

NIREBIRAR
HENEHER
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O BASTCE

BEAI
EOLFVL

SIAEFATE: 2024-10-18 10:38:24

tcecloud API X MAENERITEMIGE , IS MEREFTEEATLERSHHEAERER ( Signature ) LUSIHERESH.

BIE Secretld 1 SecretKey ; ERFPERARERIL  BRIESAPIREREERTE , SULERA=APHERO.

N S

1. el

EE—REATAPIZHE , BRIFRAPIESANERIEREEIE. L2EIFEIE Secretld # SecretKey :
o Secretld BFHrR AP ERE B KD

* SecretKey FIFINEEE F R RIRS SRS A FFRIZH.

* FAPUAFASIRERSEIE , BRitiE,

FBLZEEIENERESERNT ¢

1. HRtcecloudEEFLEHIE,
2. FIE=APIEARHEHI G TAE
3. E=APIESAIE , M [#rE] BDAJLABIiE—XdSecretld/SecretKey

IR FREIKERZTLUAER Secretld / SecretKey,

2. SR

BTZLEFSecretld 7] SecretKeyfg , MAIERSEET. ITFEERSEBIOEMITE ;
BRIZFFHI Secretld #1 SecretKey HBIZ :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
* SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

R XBERETRG , BRIERFRREEN Secretld # SecretKey #HT/EEHRE !
LU=RSEsEELGIFIZR(Describelnstances)igsk /ol , HEFPERX—ZORN , i5kSA80T:

SHER 22078 SHE
Action TR Describelnstances
Secretld Z5Ald AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E 1465185768
Nonce FEALIEEEE 11886
Region SLIRRTEX IS ap-guangzhou
Instancelds.0 FFEIRRISLHIID ins-09dx96dg
Offset IRiEE 0
Limit BRASIFEH 20
Version EOMRAS 2017-03-12

2.1. HSEHF

gﬁﬁ\ /zli?

BEERHRREEEER  R2EIE

BIFEIERSSUIZRSHENFIHE ( ASCIEE) FFHF. I8 1) RIZSHEHTHF | SEERSXIREIR , R85/ ; 2) #& ASCILEBEE AN, 20
Instancelds.2 ZHFE Instancelds.12 5 , AEEFEER , BARKREE. BRI LMEBRIEES PAVEXHIFRECRSCINX —I08E | W0 php A9 ksort IR&Y, EiRxR

PISERIHF LR RN T:

WRFRE - BRmERMEX
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{

'Action' : 'Describelnstances’,
‘Instancelds.0" : 'ins-09dx96dg’,
"Limit' : 20,

'Nonce' : 11886,

'Offset' : 0,

‘Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',

}

ERECERFGHESAN , A EERGIPRSEEITHE | BEIR0ER—ZE0A.

2.2. JHEERFFFER

WEBERIERFRISR, FE L —SHFFERSEUSURL S8BT ="S8E 10 | W05t Action 81, ESHEMRA "Action” , B8(ER
"Describelnstances" , EIERLEH Action=Describelnstances , & : "S&UE" NFBEMIEUrimBEIE,

REBEHENS M SHA" U HHEE R, SREEMNERFHRN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQp
n74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESE BRI RS

WEBEREZRNFHE., ERENFRBHLUTINSE96:

1. iEK75i%: 3285 POST #1 GET A= , IXEEMA GET &K , iF=AEAEAE.

2. IEKENEELHIFIZR(Describelnstances){9iEKIH=Z /9 : cvm.finance.cloud.tencent.com, CFRANEKIFZIRIEZCFABERIARMAR |, FERSEORE,
3. BRI BRIRAZAPIHNERIZRERERN /.

4. ERERTSE: I E—S4EEREG SR,

BRFBAHERINA: 1BKAE + i5KEY +EKERE + ? + BKkFRE

RGIHHEER A -

GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08Region=ap-guangzh
ou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&Version=2017-03-12

24. SRR
P BRAEREZR, BHiLER HMAC-SHAL Bk E—S kSRR FREBEHITES | REEEMNEZ BEM Base64 H{THHRID , AIFHKERENSE R,
BARRRZA0T | LA PHP B4
$secretKey = 'Gu5t9xGARNpg86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=a
p-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBEINEE SR
EiPOYW3pW28FpsEdkXt/+WcGel=

ERECERNESAN A LERITRRNHITERIIE , S2IMER B S FHrI—EER.,

3. &R BRI

ERAIERBFTREERIEABRSH , FEWEHIT URL 3.

W E—EA RIS R EN EliPIYW3pW28FpsEdkXt/+WcGel= , BREEERINERZBIBRSE ( Signature ) 3 : EIPIYW3pW28FpsEdkXt%2f%2bWcGel%3d , Bi5H
FAEMELZHIEK URL,

WS : BRmEmEX 74 W H317W
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AR MRAFRERAER GET , &S R5ES POST Rt Content-Type J9 application/x-www-form-urlencoded , MR &R ERSHAVEISREM
URL 5312 , SHEM-FERBE4R8, JE ASCI FH7E URL SRBRTERES L UTF-8 T4,

AR FLRBISSH http EE2ENFTESEHT urlencode , FEXMMERT , IARENERHHIT URL ST , SRR URL RIZSSEERLM.

AR Bt BBt mEH TR , MESRA RFC 3986, R %XY SHFHARIBILRFH{TEO UMD , AR XF"Y 97 #HFR (0-9 IAEF8 A-F) |, £/
INEREIRER

4. B7ELM

IRIESEIRENR | FAEM FERAMAEIRT | BIRESRERE

RS SRIRAEA
AuthFailure.SignatureExpire BRILH
AuthFailure.SecretldNotFound BEANFE
AuthFailure.SignatureFailure EEER
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BIHIEE (2= API AR )

5. BRER

TESCRRERE API 3.0 Y, #EF(EREIERtcecloud SDK 3.0 |, SDK #ETEZANIFE , FANRAT=RRHANEMZEORT., HAEESN SDK iy, HEISTHEHIRE

BEH:

* Python

* Java

e PHP

* Go

e JavaScript
o NET

ATEEBORRERERE , TEUSRREES A0, B OANSESRERII. SRNES. ERNEDIISHNEEERLL bIASRERRE  ABRARESE
g2, FFEEEmY  KRFRIEREER SDK.

BREIHAY url TTEES © http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=1188680ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768&Ve
rsion=2017-03-12

FR  HFRAIRAERREEN | R EARRALRNE , EIHNSEL url FEXREEFITHEE R curl EHSOEANSIREERGER | EFi3H, ATER—Y
PUEEIRERY url |, BEEHIRFITRY Secretld F11 SecretKey ANESLHIZE , FHERRFZLRIRSEEAES Timestamp .

IR ATENTS  ARRRIES | EER-ESSRTEEIN url TRESERAR  RMASHNINFEAR , (BXFAMMERE. RERSSHEME  BEEIT
HIFREEIE],

R LATB(UERTF APL 3.0 , FeEERATEMMNEZRE , BIEZIBR APl , HFFEADERBLSHEZITERIR | BLAIMAYLIR S,
Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";
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public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] EZNBERNSEF TFEHF | ItibATreeMap{RiEIRFE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
/] ERERAurI SHIF A EK

for (String k : params.keySet()) {

// BEXGIEKEHTUrlencode , AT keyEBRENFH , HULAMIEvaluei#tiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap <String, Object>(); // TreeMaprILABZIHEF

// SERRVEFRRY R4 EFERENEY | 4140 : params.put("Nonce", new Random().nextInt(java.lang.IntegerMAX_VALUE));
params.put("Nonce", 11886); // AHESEL

// SERRA RN SRR A ZRIRTE , IR0 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // AHE%{

params.put("Secretld", "AKIDz8krbsJ5yKBZQpn74WFkmLPX3EXAMPLE"); // ~EE&%§

params.put("Action”, "Describelnstances"); // AH£%

params.put("Version", "2017-03-12"); // S5

params.put("Region", "ap-guangzhou"); // AHS#]

params.put("Limit", 20); // \l$55%1

params.put("Offset", 0); // WEE#L

params.put("Instancelds.0", "ins-09dx96dg"); // Al53&%

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL"); // AESE
System.out.println(getUrl(params));

}

}

Python

R | WISRZETE Python 2 IEHIETT , TELLREE requests (KIiE :  pip install requests .

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):

hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)
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if _name__ =='_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg',

'Limit' : 20,

'Nonce' : 11886,

'Offset’ : O,

‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# RS SERRER | ARh/E I REF=AE i 2R

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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EOZHV3
BIREATE: 2024-10-18 10:38:24

tcecloud API X MAIREREHTEMINE , IS MERBRFEAAHERSHPEEERER (Signature ) USIBERESH. SHEFHZEFIIEMN  LFIE
45 Secretld 71 SecretKey ; ERFERBZRERIE , BRIEAPIZHERE RS , BULEEB=APHEL.

s s
1. el
EFERERTAPIZH , IBRIF=APIZSANERIELZEEIE. L2EIFEE Secretld 1 SecretKey :

o Secretld AFHrR APLERESH
* SecretKey FIFINEEEF T RMIRS M EFFRINEH.
* FAPYAFASIRERSEIE , BRitE,

RiEZ2FEENERSENT

1. ZEFtcecloudEEFIEFIE.
2. HfE=APIZEIHEH S TRE
3. E=APIEATN®E , M [FriE] I LLBIE—XdSecretld/SecretKey

R FREIKS RS ETLUEEMY Secretld / SecretKey,

2. TC3-HMAC-SHA256 && 7%

R WTFGETAE , R3zE Content-Type: application/x-www-form-urlencoded tiig=. X FPOST/i% , BEISZHF Content-Type: application/json LAK
Content-Type: multipart/form-data FFFASAET , json IETNEUARB WSO . multipart R BRI SHEOSHE | WANZEOABEEER json #&=0ERA |
SE BRSSO A,

THU=RSSHER MNXEAFIREAGF , SEBRNMBESRTTEIIRE. AR T ERLAFIZRMNSE : Limit 70 Offset , (R GET 5iEEA.

EARFIFEY Secretld 7] SecretKey 28I : AKIDz8krbs)5yKBZQpn74WFkmLPX3EXAMPLE #1 Gu5tIxGARNpq86cd98joQYCN3EXAMPLE

2.1. HHENTEERR
AN ETUHHEIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + "\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3k75% ( GET, POST ) , Axfls79 GET ;

e CanonicalURL : URI £%§ , API3.0 EENIERIAT (/)

* CanonicalQueryString : &2 HTTP i&K URL FIEIAFRFER , 33F POST iE3K , EEATFMAE , }WTF GET 5K , W URL a5 ( ?) EEMNFEFERS , &%
BIBES : Limit=10&Offset=0, ;& : CanonicalQueryString EE42id URL 4#f3.

e CanonicalHeaders : £25%&ZHLIEE , EEE host F content-type FNLES , BAIINABEX LTS EEB LIRS ESERNE—ENR S, FHEN
W : 1) L& key #1 value Zi—4e/NE |, HEIEERETIE | #RE8 keyvalue\n 18X(HHE ; 2) ZALEB | IREBLED key (/N5 ) WFEHFR#HTHHE, MHIH
79 1 content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

e SignedHeaders : 258 ZHILEBER | HIALRIEREHLLES S5 TEE |, #1 CanonicalHeaders &8N ABRE—XIMAY. content-type 1 host Jos4issk
BB, BHERIN : 1) 33EB key R—ERUNG ; 2 ) ZKED key (NG ) IREBFEHFRTHE , FHFEUSS () 2R, tHIF7A : content-type;host

e HashedRequestPayload : IERIEXHIIEZE , iHE5%EH Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XF HTTP i5SKEENESZ payload fif SHA256
B, RET/OHEIHD | SERIEEBIER/NEFE, JT5 | }WTF GET 53K , RequestPayload EEATFRAE , 3F POST i53K , RequestPayload Bl HTTP i5
KIEX payload.

HRIELA LN, ISP ERIRANEIERENT (AT RREN , \n BTIHEBISEITEHIN—T8K) -
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GET

/

Limit=10&0ffset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fclcl49afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2 PHEREETRS
RN ERHRSES TS

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

e Algorithm : &8&% , BAIEE/ TC3-HMAC-SHA256 ;

e RequestTimestamp : i&5KEH AR, , BRERLERRY X-TC-Timestamp BU&E , #0_E~AliEskA 1539084154 ;

¢ CredentialScope : EIEBE , 182059 Date/service/tc3_request , @& HEA. FMERARSFRIEZFE (tc3_request ) . Date 3 UTC iREERTEINELS , BUEREE
MAESE X-TC-Timestamp IEEH UTC FRERNBIHE—3 ; service AF=RE , WRASERNF RIS, FIf0 cvm, 0 ERGEK , BUEA 2018-10-
09/cvm/tc3_request ;

¢ HashedCanonicalRequest : BIALEBHHEMEHSEIERBIGHEE , ITE5ES Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

1. Date /RAMRT[EIEL X-TC-Timestamp I+8E5Z] , BRIXJ UTC+0, MRMARRAMXER , FlIFR/\K |, $SHEXMG DERMT  ERRRERY
ERM, (RIZAIER 1551113065 , 7£4/ \XAYRTELR 2019-02-26 00:44:25 , {ERiTE15ZIAY Date BY UTC+0 RIBHARA 2019-02-25 , A2 2019-02-
26,

2. Timestamp Z/REHFIRSNNE , BRERARRFHEFINENEEELSH , MFEEET RSO ERY. MFKHEAIREREES | JRESEET—R
RIS | IERUERY (REERITHIER ) .

TR LN |, TAIPERIRMEERSFABRUT (ATRREN , \n TREESEITIH—TER) ¢

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91¢9¢192c14460df6c1ffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23 1HEEE
1) EIRESEEE , RBIT

SecretKey = "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : [R¥AAY SecretKey ;
e Date : Bf Credential 99 Date FE&E8E. , W 7=l , 792018-10-09 ;
o Service : B Credential {4 Service FEEE. , t0.L5RF , J9 cvm ;

2) HEES , (hRBEUT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILAL EITEBRIRNREESZZSH |
e StringToSign : B2 ESEIRFEE TS ;

2.4. 32 Authorization
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FEANTFRETHHE Authorization :

Authorization =
Algorithm + ' ' +

'Credential="+ Secretld + /' + CredentialScope + ', ' +

'SignedHeaders=" + SignedHeaders + ',
‘Signature=" + Signature

* Algorithm : £873i% , EE/I TC3-HMAC-SHA256 ;

 Secretld : Z4E33RY Secretld ;
 CredentialScope : . +32 , EIBEHE ;

* SignedHeaders : L £ , £5&FMLEBER ;
¢ Signature : B&(E&

HRIELLEAN | RpIRSEIRSEDS |

gﬁﬁ\ /Ié?

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df45

82db9e9bf4672ba50567dbalbc6ccfl74c474

BRETHENERERSNT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6cbecfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.finance.cloud.tencent.com
X-TC-Action: Describelnstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1539084154
X-TC-Region: ap-guangzhou

3. BRKW

HRIESCIREN | FEUTERLWANEHR | BERIESR AR E

R
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

%

4. ERER
Java

import java.io.BufferedReader;
import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

WS : BRmEmEX

SRITH

5

EEAAFE
BEEIR
token $EiR

THIEE (7R APLEE2ER )

580 ;1 #317m



X BIHSTCE SRS

import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

/) FRNX , BNESHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// Kkkkkhkkkhhkk 53% 1 0 }%}%im;‘éiﬂﬁs*% *kkkkkkhhkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.println(canonicalRequest);

// *hkkkkkkkkkkkk ./Ij/:g% 2 S ?ﬁ;ﬁ?%%g%’%% *hkkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// Fkkkkkkhkhkhk _}fﬁ 3: .H.%%g *hkkkkhhkhhKk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *hkkkkkkkkkkkk 55% 4 0 ?}FE AUthOI’iZatIOn kkkkkkkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap <String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
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headers.put("X-TC-Version", version);
headers.put("X-TC-Region", region);
}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# EIREH
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNp(86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou”

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

FFFEEFK KA AR KK ﬁjg 1: W?&ﬂ?ﬁ%ﬁ?% *kkkkkkkkkkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

FFREEIRK KA KKK .}jg 2 . ﬁg%&g?ﬁ% Kkkkkkkkkkkkk

credential_scope = date + "/" + service + "/" + "tc3_request”

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# khkkhkkhkkkkkk ig 3 : i-I—EEg *hkkkkkkkhkkk

# I ESEHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

F FHFEEK KKK KKK .})J;g% 4 - P-_’Hg Authorization *#*#*#xkkkkxss

authorization = (algorithm + " " +
"Credential="

+ secret_id + "/" + credential_scope + ", " +

WS : BRmEmEX
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"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)
print(authorization)

# NHESERINENIERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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5K

ERITEHATE: 2024-10-18 10:38:24

1. PSSttt

HitF

PAN
[ ]

bl (Region ) ZFEYIEEAIEUIEOAUMIEXIE,. tcecloudZIIGIEARIBEZAE2IEE | (RIEFRMRERATRERREESEL. ATIHRERME. E5 T

BE  ENEERRERISEFE.
ERTLIEI APIEC EAMBINSIR EEARIbIEZIE.

2. B

tcecloud API URFEZOMIET HTTPS #HTEE | RIEL2UNEEEE.

3. 15KGE
S0 HTTP W%

e POST (#7#F)
e GET

POST #&k37#5#9 Content-Type 38! :

e application/json (##F) , W/ TC3-HMAC-SHA256 E& 754,

e application/x-www-form-urlencoded , /{5 HmacSHAL & HmacSHA256 && 754,

* multipart/form-data ({X&Po#EEOSRF ) | KIARER TC3-HMAC-SHA256 & 7314,

GET IEKHNERBANAEBIL 32 KB, POST i5KERERZT5A HmacSHAL, HmacSHA256 RIAS#BIE 1 MB, POST iEKEREE 754 TC3-HMAC-SHA256

A¥sz#% 10 MB,

4. FRTmtY

IfERIUTF-84RHI,

WS : BRmEmEX
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IR[EIZER

ERILEHATE: 2024-10-18 10:38:24

IEFBREIZER

LIRSS SsHIZOEELBMREFIZ (DescribelnstancesStatus) 2017-03-12 kg5 , EERMKTD , EATREAGREIITN |
{
"Response”: {

"TotalCount": O,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”

* Response REREEH Requestld 2EENFER , TCERMINEE , RE APIMET |, NIMESIREL.,

* Requestld FFF— APL iEREIME—HRIR , A0SR API HIISE | BILABREFA] , FHEMIZ ID RRRTA,

° BRTEIENFERS , HREAEREOENHFE , ARVEOMRENFEES WEOMEFREN. HFIFH TotalCount 1 InstanceStatusSet 973
DescribelnstancesStatus O XNFER , BT RERSKNAFREMESERIRSSEELE] , Bl TotalCount 7EIER FAIREES 0, InstanceStatusSet 53R
s,

TEiRREZER
SRR, EEEHERORTT -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error IEIIFE ZERARKRY. Error FEOEREHEMERN Code 1 Message FERFEARAMAT M EIREIRT,

Code FREMRELBAEIRSE , HiEKHENTTLSSRIBIZERBEL L EIRISMZ O A E RS IR E AR R R ERRS 2.
* Message B TIXMEREKENERER , BEEWSKERARMN | WARTRELEBFRSEERER , APAMKIX MREIE,

* Requestld FBF— APLiEKIOE—IRR , (N8R API HIMEE |, STLABEREA] , FHEMZ ID SRRRT,

AHIEIRAG (TODO: EE(ER, 2RAENFE?)

REIZESRAINSRAFFE Error FER |, MIFAR APLEOERL.  Error FhfY Code FERFMEIRIS , FTA S RTREHIMAIEIRIS ANHEIRG | PRI T AHER

fHIRIG =S

AuthFailure.InvalidSecretld FERAEE (AR API AR ),

AuthFailure. MFAFailure MFA iR,

AuthFailure.SecretldNotFound EIRAFE,

AuthFailure.SignatureExpire SEIIH,

AuthFailure.SignatureFailure BEER,

AuthFailure.TokenFailure token &R,

AuthFailure.UnauthorizedOperation ERK CAM 4,

DryRunOperation DryRun ##F , RFIFRESEMIIN , REZET DryRun 24,
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$EIRIS FRIRIA

FailedOperation BRERL,

InternalError PIEREIR.

InvalidAction BORFHE,
InvalidParameter SEEER,
InvalidParameterValue SHEYEREIR,
LimitExceeded BRI ECETPR S o
MissingParameter ROSHEIR,
NoSuchVersion BEORAREFE,
RequestLimitExceeded TERADREGEIT T SEPRE.
ResourcelnUse RIEH S,
Resourcelnsufficient RRARE.
ResourceNotFound RRAFIE,
ResourceUnavailable RIFAET A,
UnauthorizedOperation FRIFRURLE,
UnknownParameter FRASHEER,
UnsupportedOperation BEARSS,
UnsupportedProtocol http(s)IERIMSER , RSZHF GET #1 POST &K,
UnsupportedRegion BOARSISFEbE,
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/ \ A\l 4

NHSH

BIREATE: 2024-10-18 10:38:24

AHSBHEAFIRRAFPZEOSNENNSE, NV E | 8 MEORMAYEOSXYFABNX LS TR | E8XEKYBEETXLSH , TEERIEE

BRHIE V3
f§F3 TC3-HMAC-SHA256 EEZ 7550 , AHSHEES—ME HTTP Header IERLEPF , 40T :
SHER ESid) Wik R

X-TC-Action Strin = BERZORMR. BUESEZOXATMASENTESE] Action FIREA. FIIN=IRSSSMEIRLAFIFRED , BUES
9 = Describelnstances,
iS4, FRImRAEERER MEERAIEEE. EOEZRMEEESE OSSR RAS A S E] Region BB, T

XTCRegion  Sting B swmrrmmemina , BOXRRARILSANGR | ISR SRR AL,

X-TC- Inteqer £ 4F7 UNIX B8R, |, AlCSARE APLIEKREORTE), Bia0 1529223702, & : IR SRS AEERE o , S5ESE
Timestamp 9 = HHAEIR.
X-TC-Version String = EERY AP RORRAE, BUBSEEOSHEHPASRESE] Version R9GEE, BIAN=ARSSERAMA 2017-03-12,
HTTP TRESHINIESLERFER |, BI80
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,
Authorization  String 2 - TC3-HMAC-SHA256 : &&75i% , BRIEEBIZ(E ;
- Credential : Z&EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC fRERTIEIIEYEE , BUEZEEF S X-TC-
Timestamp #28AY UTC #RERTBIAEE—EK ; servicelsF=m® , W/RSERANmiEE—E, flglcvm ;
- SignedHeaders : 258 ZitERISLEHMER | content-type #1 host J9wsiksLEp ;
- Signature : EEZHE,
X-TC-T ) = IREHIEBETARRY Token , REASIGRIZH—HEER, IGITEEF Token FEZNHASIERRSARREORE. KPZHAE
-TC-Token String B

&= Token,

E2HiEVL

{53 HmacSHAL #1 HmacSHA256 && 7540 , ARSHEBH—EIEKRSE+ , IIF

SEER il D%5vi R 7%
Acti . = BENEOSR. BESEEOXXETBASHATESE Action AUIREE. HII=IRSESHNEIEILAFIFERZD  BYER
ction String b3 )
Describelnstances,
Region String = iS4, FsRmRAB BRI MEIERAIEEE. FOEZRMEEESE RO MRS A S Region AU,
= IR RUREOATEERZSH , BOXEPIWIHAFEIREE | AR EEEZS SR EL.
Timestamp Integer =& 257 UNIX RSEJE , SlieRAfE APL iERAORTIE], 1201529223702 , tNRSHEIATEMEET K , &5 [EERITHIEIR.
Nonce Integer 2 FEHLIEEEEY , 5 Timestamp Bx&iesk , BFLEERINE.
. ECAPIESE L RIBAMRREHY Secretld , —4 Secretld XYRME—HY SecretKey , i SecretKey SFIREMBERES
Secretld String p3 .
Signature,
Signature String 2 BERER |, FRWIEIERNEE | FERPIRESFAMASEITESE. BRTERES EOSC0HY.,
Version String = BAERY APL BORRAE. EUBESERZOXEPASLESE Version BUi5ER, FIAN=RSSEsA9MRAS 2017-03-12,
SignatureMethod  Strin = £33, BRI HmacSHA256 #1 HmacSHAL, REIEEISEY HmacSHA256 BY , AR HmacSHA256 &%
d 9T RirssE , EEERIEM HmacSHAL RS,
T . = IEEHIERFTFER Token , FEESIGRIEE—HEFER. IGIZHEF Token BEZHDSIERSARREORE. KIS
oken String &

AEE Token ,
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G

btz (Region ) RisEAIHERHOAIMIEXI. tcecloud3IEIEARIEZ AE2MRE |, RIEFEIRERAEEIFREMAAEL. ATREEEME. BE T
BE , EESRREIAEE PRI,

ERILUE APLEN ENAMBIEEIR EESARIMIEZIE.

Projectig>x#]
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IR INR A B dRiN

ERITEHATE: 2024-10-18 10:38:24

1. mOfER

EOIERIFAZ : tpo.apil.finance.cloud.tencent.com,
BRI R IE

BUABEOBFIRRIRE] - 200R/%D,

EOEHATE : 2022-11-18 17:30:37,

EORREZTEN,

2. ANSE

TFERSHIIFRINGIH TIROERSERI LS,

=
7T

BNHSEGIRN TSR

SHER WAL FEFNULL ESic)
Action 2 & String
Version 2 S String
Region = & String
Projectld 2 & String
Uins = & Array of Uint64
PolicyNames = & Array of String
A M
3. HSE
SHER Bl R
) o Jlie 2 oap] o S UIN
SuccessfulUins UinPolic X
/ RS
L o Jlie 2 hap] SR
FailedUins UinPolic
/ PGS
Requestld String

4. tEIRtS

UM T 2O S BIEERAEIRTS | BRI N AT ERD,

FEIRD
InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail
InternalErrorInvalidHTTPCode
InternalError.DatabaseError
ResourceNotFound.ProjectNotFoundError

UnauthorizedOperation.AuthFailedError

WS : BRmEmEX

=

AHSE, AEORYE : 2020-09-20

RHBY , FEOFFTEEBLSLL

=

BID
FAFIDZIZ
HARINEISAIR S

W—ER ID , ®RERBLIRE. EATRHFTERAZRIERR Requestld.
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IS STiREN

ERITEHATE: 2024-10-18 10:38:24

1. wOfER

EOIEKRIFAZ : tpo.api3.finance.cloud.tencent.com,
RN E ECAR

BUABOBRIRRIRE] - 200R/%D,

EOEFRATE : 2022-11-18 17:30:37,

EORREZRTEN,

2. NS

PINERSHFIRGE TEROBRSEMBOIANHLSY | REAHSEGIRNAHLERSH,
SRR A1 FEFNULL ESit) A
Action = &5 String NHSE, ANEOBYE : AddProjectQuota
Version 2 &= String NHSE, ANEORYE : 2020-09-20
Region 2 5 String NHEBH , FEOFTFTEERILSH,
Projectld 2 & String IMBID
ProductCode = B String —IRFEREN
SubProductCode = & String TRFTTFREN
BillingltemCode = B String =RFEmEN
SubBillingltemCode P & String PR F=ERTE X
ProductQuota & & Uint64 — R ERECER
SubProductQuota & & Uint64 R RRECAR
BillingltemQuota = = Uint64 =RFEERECER
SubBillingltemQuota = = Uint64 TU4% = R ER
3. IS
SHER ESid] R
Requestld String H—EK ID , @RIEKEPRE, EITRIFEERAHZXIEKA Requestld,
4. $EIRMY
AR 7O SSIBIEERAERTD | EAERISFEN A HERE,
SR f#x

InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail

InternalErrorInvalidHTTPCode

WS : BRmEmEX 2590 T #317m
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ResourceNotFound.ProjectNotFoundError

InternalError.DatabaseError

UnauthorizedOperation.AuthFailedError

InvalidParameter.InvalidProjectQuota
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BIREATIE: 2024-10-18 10:38:24

1. EOEA

EOIEKRIFAE : tpo.api3.finance.cloud.tencent.com,
EIREEFINER

BUABOBRIRRIRE - 200R/%D,

FEOEHAE : 2022-11-18 17:30:37,

EORRERTEN,

2. ANSE

UTERSHIIRIGIH TIROBERSEIRD NHSY |, TEAHSEFIRNALERSH,

SHER WA FEFNULL ESid) Ak
Action =2 = String NHSE, AEOBYE : AddProjectResource
Version 2 B String AHSE, AEOBYE : 2020-09-20
Region 2 = String AHBY , FEOFFEERSE,
Projectld =2 =5 String IMBID
ResourcelList 2 a Array of TransferResource IR ZR
A s
3. IS
SEER B3] A
Requestld String ME—FK ID , BRIEKREIRE], EMRRAHEEREEZRIEKAY Requestld,
iy
4. FiRE5
PATBH T O SSIBERX AR , EtEREEL A HLERD,
FHIREg R

InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail
InternalErrorInvalidHTTPCode
ResourceNotFound.ProjectNotFoundError
InternalError.DatabaseError
UnauthorizedOperation.AuthFailedError
InvalidParameter.UnsupportedProductCodeError

ResourceNotFound.ProjectResourceNotFound
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ERITEHATE: 2024-10-18 10:38:24

1. mOfER

EOEKIEA : tpo.apil.finance.cloud.tencent.com,
HESNEER
BOAREOIESRIERIRS] « 200R/%,

EOEHHAE : 2022-11-21 16:55:24,

BEORKSETREN,
A s
2. MANSE
LATFERESHFIRGIE T EOBSKSHEMEO AHSE , RBEAHSEFIRI TGRS,
SHER WA FEFNULL il R
Action 2 &5 String NHSE, AEOBYE : BatchAddProjectQuota
Version 2 S String NS, AEOBYE : 2020-09-20
Region 2 & String AHBY , AEOTFEERSH,
Projectld 2 &5 String InBID
QuotaSet 2 & Array of AddQuota FRINAYECER
A s
3. WS
SEER B3t EE%
) Jlie S wapl > 1IN
AddList AddQuota FBIE
Jlie 2 oapl > IR
AddSuccess Bool BEE AT
UpdateList AddQuota E??‘!ﬁ; ’ %Z%Wm.
Jlie 2 bapl o IR
UpdateS Bool .
pdateSuccess 00 =g T
ErrorList AddQuota ngmm'
HiRsR
Requestld String H—iEK ID , ®RIEKEPSIRE. EIRRRATFEEREZRIERD Requestld,
j:t\
4. F5iR5
LARBH T O SIBEEXAERD , BRI A HLERD,
SRS AR

InternalError.ThirdPartServiceBadRequest

InternalError.ComponentFail

WS : BRmEmEX 5893 T #317m
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InternalError.InvalidHTTPCode

ResourceNotFound.ProjectNotFoundError

InternalError.DatabaseError

UnauthorizedOperation.AuthFailedError
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ERITEHATE: 2024-10-18 10:38:24

1. wOfER

EOEKIEA : tpo.apil.finance.cloud.tencent.com,

IERMAIEN | RS TRE RS
EOAZECIERERERIRA] : 200%/%D,
EOEHAYE : 2023-03-07 11:20:32,

EORREZTEN,

2. NS

UTERSHIIFIGIE TROBERSEIRD ALY |, RBEAHSEFIRNAHLERSH,

SHER ik FEEFNULL
Action = a
Version = &
Region = B
Projectld =3 S
QuotaSet & S

3. IS

SHER ESidl
QuotaSet QuotaChecking
Requestld String

4. EHIRY

W

ESidl bizpay
String NHESE, AEOBYE : CheckProjectQuotas
String REBE, AEOEYE : 2020-09-20
String NHSY, FEOTTEEBLSH,
String ImBID
Array of QuotaNames [
)%
HBHIIART I,
[REdIES

E—EK ID , SRIEREBSIRE. EAIDEAFERMHIZRIERA Requestld,

PUMMRBUH 7O SSZIERRAIEIRTG , BRI ARG,

fRIRIG
InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail
InternalError.InvalidHTTPCode
ResourceNotFound.ProjectNotFoundError
InternalError.DatabaseError

UnauthorizedOperation.AuthFailedError
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BIREATIE: 2024-10-18 10:38:24

1. EOEA

EOEKIEA : tpo.apil.finance.cloud.tencent.com,

BEIE
FIABOERIAERIRS : 200%/70,
FEOEHATE : 2023-07-24 14:40:24,

EORREZTEN,

2. ANSE

UTFBERSHIIFINGIH TIROERSHFRD NS |, AT

SR
Action
Version
Region
ProjectName
Organization

ProjectDescription

3. IS

SHER ESic)
Projectld String
Requestld String

4. 3RS

g FLHFNULL
XEE =

2 &

2 =

£ &

& &

& &
sk
ISR,
HEID

E—FK D, SR

SHFIRNAFLER

UM T O SSBERRAIEIRT | BRI N ATHERD,

R

InvalidParameter.ProjectNameToolLong

InvalidParameter.EmptyParameter

InternalError.ComponentFail

WS : BRmEmEX

W
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RHBY , FEOFFEEELSH.

=

B&
IFEER

mBEf#A

KEBSIRE]l EARAFERAZRIERR Requestld,
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PRI

ERITEHATE: 2024-10-18 10:38:24

1. mOfER

EOEKIEA : tpo.apil.finance.cloud.tencent.com,

HBRIE

BUNEOIESIRERS © 200%/7D.
EOEFATE : 2022-11-18 17:30:37,
BORRSEREN,

2. ANSE

ITFERSHIIFXGIH TIROERSHFRID NS |, T8

SHETR AR
Action =
Version 2
Region =
Projectld 2

3. S

SHETR ESidl
Projectld String
Requestld String

4. tEIRS

FEFNULL

filk

S HSIMAATI,
IEID

NHBHGIRNDAHIER

W

AHSE, AEOBYE : DeleteProject
AHSE, AEEOBYE : 2020-09-20

AHBY , FEROFFEEBUSH.

W—ER ID , ®RERBLIRE. ENIRAFERAZRIERR Requestld,

PUMRBUH T O SSBIERRAERT , AR ATt

IR

InternalError.ThirdPartServiceBadRequest

InternalError.ComponentFail

InternalError.DatabaseError

ResourceNotFound.ProjectNotFoundError

FailedOperation.ProjectResourceNotEmpty

FailedOperation.ProjectQuotaNotEmpty

WS : BRmEmEX
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ERITEHATE: 2024-10-18 10:38:24

1. EOEA

EOEREE :
BRI R EcaR
EOAZECIERERERIRA] : 200%/%D,

tpo.api3.finance.cloud.tencent.com,

EOEHATE : 2022-11-18 17:30:37,

EORREZTEN,

2. NSEL

UTERSHIIRIGIH TIROBERSEIRD NHSY |, TEAHSEFIRNALERSH,

SHER WA FEFNULL E-Sid) b
Action 2 &5 String NHSE, AEOBYE : DeleteProjectQuota
Version 2 S String NHESE, AEOBYE : 2020-09-20
Region 2 B String NHBH, FEOFFTEERSH,
Projectld 2 &5 String ImBID
ResourceList =2 &5 Array of DeleteQuota HiRyIZR
A s
3. imHSE
SEER E- it A
Requestld String ME—EK ID , BRIEKREIRE], EMRRAHEEREEZRIEKAY Requestld,
e
. EIRS

UG 7 O SSBEERRERD |, BRI LA HLEIRS,
SR

InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail

InternalErrorInvalidHTTPCode
ResourceNotFound.ProjectNotFoundError

InternalError.DatabaseError

UnauthorizedOperation.AuthFailedError
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ERITEHATE: 2024-10-18 10:38:24

1. wOfER

EOEKIEA : tpo.apil.finance.cloud.tencent.com,
BRFHHIE

BUAB SRR E - 200R/70,

EOEFRATE : 2022-11-18 17:30:37,

EORRERTEN,

2. ANSE

UTERSHIIFIGIE TROBERSEIRD ALY |, RBEAHSEFIRNAHLERSH,

SHER WhI%E FEFNULL &g R

Action 2 &5 String NHSE, AEZEOBYE : DeleteProjectResource
Version 2 ey String AHSE, ANEORYE : 2020-09-20

Region 2 & String NHSH, FEOFFTEEBSE,

Projectld 2 & String InBID

Resourcelist 2 & Array of TransferResource HiRHIZ=

3. IS

SEER it i
Requestld String ME—EK ID , BRIEKREIRE], EARRAHEEREZRIEKAY Requestld,

4. TEIRTS

UG 7 O SSBEERRERD |, BRI LA HLEIRS,
fHIRIGD A
InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail
InternalError.InvalidHTTPCode
ResourceNotFound.ProjectNotFoundError
InternalError.DatabaseError
UnauthorizedOperation.AuthFailedError
InvalidParameter.UnsupportedProductCodeError
FailedOperation.ProjectCountError

ResourceNotFound.ProjectResourceNotFound
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BIREATIE: 2024-10-18 10:38:24

1. EOfR

EOEKIEA : tpo.apil.finance.cloud.tencent.com,
=l

BOARECIESRSERIRS] « 200R/%D,

EOEHATE @ 2022-11-18 17:30:37,

EORREZTEN,

2. NS

TFERSHFIFRINGIH TIROBERSERIAHLSH

W

SHER Wik PFENULL ESit)
Action 2 & String
Version 2 & String
Region p=3 &= String
ProductCode & S String
SubProductCode &= &= String
BillingltemCode & & String
SubBillingltemCode &= = String
AccessTypes B & Array of String
A s
3. HSE
SHER B3] R
Jlie 2 pap] e SN
ProductSet Product ot
—RrEmEIER
Jlie 2 papl e SN
SubProductSet Product ot
R
. Jlie " pap] e SEIIN
BillingltemSet Product
E =FERIE
. Jlie—s s oap b SN
SubBillingItemSet Product
g LS
Requestld String

4. $EIR

PUMMRBUH 7 O SSZIERRAIEIRI | EbSERDFEN L

FEIRD

InternalError.ThirdPartServiceBadRequest

WS : BRmEmEX
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N

NHESE, AEOBYE : 2020-09-20

24, FAEOTTEEBHSH,

/I_\\

N

UtES T

RFBREVAE | billingZRrmMIH RIS EIRID |, local R mBEENEE~RREZRIRID

BE—EK ID , BIXIEREPSIRE. ERATFERAZIXIBERE Requestld,
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fRIRIG R
InternalError.ComponentFail

InternalErrorInvalidHTTPCode

BRI E R8I

SIS ATE: 2024-10-18 10:38:24
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1. EOEA

EOEKEE : tpo.apil.finance.cloud.tencent.com,
EiNAFRIIERIRY IR

BOAZECEREREIRE : 200%/%,

O SEHATE : 2022-11-18 17:30:37,

BRORKSEFEN,

2. INSEL

LAINERESHFIRMGIE T EOAFSKSEIATO AL SE , TREAHRSHFIRDAILE RS
SEER Whide FEFNULL St R
Action = B String N2, AEOEYE : DescribeProjectMemberPolicies
Version =2 & String NIESEL, AEEOEYE : 2020-09-20
Region = & String AHSH, FEOSTEERLSEH,
Projectld 2 a8 String IIBID
AccountUin 2 a Uint64 FAFUin
Filter a8 a8 PolicyFilter TESE
A s
3. S
SEER it R
. ) B ERIINAET I,
OwnedPolicies Polic N
Y SSRGS
. ) HEEBIINAET I,
Policies Polic N
" - SRIRINEERG
Requestld String H—iEK ID , ®RIEKEPESIRE. BRI FEEREHZRIERD Requestld,

4. TEIRTS
PN H 7O SSIBIEERNERED , A ERISFEN A SR,
HIRD by
InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail
InternalError.InvalidHTTPCode
ResourceNotFound.ProjectNotFoundError
InternalError.DatabaseError

UnauthorizedOperation.AuthFailedError

WIS : B emEX %102 T #317m
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ERITEHATE: 2024-10-18 10:38:24

1. wOfER

EOEKIEA : tpo.apil.finance.cloud.tencent.com,
EFMBMR

BUAB SRR E - 200R/70,

EOEFRATE : 2022-11-18 17:30:37,

EORREZTEN,

2. ANSE

UTERSHIIFIGIE TROBERSEIRD ALY |, RBEAHSEFIRNAHLERSH,

W

SHER WHsE FYFNULL ESid) b
Action 2 &5 String NHSE, AEOBYE : DescribeProjectMembers
Version = & String NHESE, AZEOBYE : 2020-09-20
Region 2 = String AHBY , FEOFTFEERSEH,
Projectld =2 = String IRBID
PageNumber = & Uint64 DUt
PageSize P & Uint64 BREE
Filter & = ProjectMemberfFilter HREMH
P K
3. msE
SEER i) AR
TotalCount Uint64 ngjﬂmm°
) iz wap o SEIUIN
MemberSet ProjectMember X
/ HRFIE
Requestld String HE—EK ID , BXIEKREPSIRE, ENITEITFEERHZXIEKEN Requestld,

4. SERS
BUTNRBH T RO B AORIRED | RS AR,

FEIRED

B
>

InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail
InternalError.DatabaseError
ResourceNotFound.ProjectNotFoundError

UnauthorizedOperation.AuthFailedError
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1. EOfR

EOEKIEA : tpo.apil.finance.cloud.tencent.com,
ERHRIFEF THREIFRERR

BOARECIESRSERIRS] « 200R/%D,

EOEHATE @ 2022-11-18 17:30:37,

EORREZTEN,

2. ANSE

PINERSHFIRGE TEOBERSEMBOI NS, REAHSEGIRNAHLERSEH,
SRR RIS FEFNULL ESid) R
Action 2 &5 String NHSE, AEZEOBYE : DescribeProjectNonMembers
Version 2 = String AHSE, ANEOBYE : 2020-09-20
Region 2 = String NHSH, FEOFFTEEBSE,
Projectld = S String InBID
PageNumber 5 = Uint64 pRE
PageSize & & Uint64 BR=E
Filter & & ProjectMemberfFilter RS

3. IS

SEER St R
TotalCount Uint64 ,!, BEISHAAT L.
B
. HEERIINAET T,
MemberSet ProjectMember X
/ HRFIE
Requestld String W—iEK ID , ®RIEKEPEIRE]., EMERATEEREZRIERE Requestld,

4. SERS

PUMRBUH 7O S B IERRAIEIRT | BEAERF ARG,

B
&

HIRAS
InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail
InternalError.InvalidHTTPCode
InternalError.DatabaseError

UnauthorizedOperation.AuthFailedError
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ERITEHATE: 2024-10-18 10:38:24

1. mOfER

EOEKIEA : tpo.apil.finance.cloud.tencent.com,
BB RERETIR

BUABEOBRIRRIRE] : 200R/%D,

EOEFATE : 2022-11-18 17:30:37,
BORRSEREN,

2. NS

UTERSHIIFIG I TIROBERSEIRDI ALY |, TEAHSEFIRIALERSE,

SHER WAI%E FEFNULL &g TR

Action 2 a String NHSH, AEOBYE : DescribeProjectPolicies
Version — & String NS, AEOBYE : 2020-09-20

Region 2 & String AHBY , FEOFFEERSEH,

Projectld 2 F String InBID

PageNumber 5 = Uint64 )

PageSize B & Uint64 BRHE

Filter = = PolicyFilter TRHEE

3. IS

BHEN s .
TotalCount Uint64 nggﬂmm~
PolicySet Policy mﬂwm.
Requestd String R D, SREKEGLEE. EIVENBERGULRERE Requestid,
+H
4. $EIRAG

PUMRBUH 7O 3B IERRAIEIRT | BRI N ATHEIRD,

=

HIRY 1t

InternalError.DatabaseError
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ERITEHATE: 2024-10-18 10:38:24

1. wOfER

EOEKIEA : tpo.apil.finance.cloud.tencent.com,
BB

BUAB SRR E - 200R/70,

EOEHATE : 2023-03-07 11:20:20,

EORREZTEN,

2. NSEL

UTERSHIIRIGIH TIROBERSEIRD NHSY |, TEAHSEFIRNALERSH,

W

SHER Wik FEFNULL it R
Action = &5 String NHESE, AEOBYE : DescribeProjectQuotas
Version 2 = String AHSE, AEOBYE : 2020-09-20
Region 2 = String AHBH, FEOFFEEBLSEH,
Projectld 2 =5 String ImBID
PageNumber &= &= Uint64 P
PageSize & & Uint64 BRH=E
Filter & & ProjectQuotaFilter HEREY
P K
3. BIHSH
SEER ESidl A
TotalCount Uint64 WM‘WE.
g
. flie oo S
uotaSet ProjectQuota

Q JectQ R
Requestld String E—iEK ID , ®RIEKRESIRE]., ELEATHEERMZRIEKE Requestld,

4. ERS
IR TR OSBRI | BRI i,

HIRY

B
4

InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail
InternalErrorInvalidHTTPCode
ResourceNotFound.ProjectNotFoundError

InternalError.DatabaseError
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UnauthorizedOperation.AuthFailedError

ERMBERIRYIZR
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EOEKIFZ © tpo.api3.finance.cloud.tencent.com,
EEMBRRIIR

EOMECIEREREIRE © 200%/%0.

BECSEHATA : 2023-10-13 11:18:22,

BRORKSEFEN,

2. NS

PIMERSEHFIRIGE T EHOBRSEBO LIS, REAHSHGIRNA TSRS
SHER Wik FEEFNULL NS 1R
Action = & String NHSE, AEORYE : DescribeProjectResources
Version 2 & String AHSE, FEOBYE : 2020-09-20
Region 2 & String RHBY , FEOTFTREBILSLL,
Projectld = & String IEID
PageNumber S S Uint64 it
PageSize = = Uint64 BRgE
Filter = & ProjectResourceFilter HREM

3. IS

SR ESis) R

TotalCount Uint64 St

ResourceSet ProjectResource BRI

Requestld String E—EK ID , ®RIERESIREl. EUERATFERAZRIERE Requestld,

4. FEiRAY
PUIMNFIE T O SSIBEERAERTD , BRI ARG,
FEIRIG ik
InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail
InternalErrorInvalidHTTPCode
ResourceNotFound.ProjectNotFoundError
InternalError.DatabaseError

UnauthorizedOperation.AuthFailedError
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1. wOfER

EOEKIEA : tpo.apil.finance.cloud.tencent.com,
ESENELIES

BUAB SRR E - 200R/70,

EOEHATE : 2023-07-24 14:42:18,

EORREZTEN,

2. NSEL

UTERSHIIFIGIE TROBERSEIRD ALY |, RBEAHSEFIRNAHLERSH,

W

SHER WA FEFNULL ESit) ik
Action =2 &5 String NHSE, AEOBYE : DescribeProjects
Version = S String NHEHSE, AZEOBYE : 2020-09-20
Region 2 B String AHBY , AEOTFEERSEH,
PageNumber 5 5 Uint64 DRz
PageSize S FS Uint64 BrE
Filter & & DescribeProjectsFilter T
A M
3. mHS
SHER ESit) b
TotalCount Uint64 E’;ﬁwﬁ%ﬁm'
Im\&
. . B ERIINATT L,
ProjectSet Project
g / ELIES
Requestld String H—iEK ID , ®RIEREBSIRE], ERIRRAHEEREZXIERR Requestld,
H
4. l’EEllBEﬁE_'I
ARG 7O S5BEERREIRD |, EERISFEN AL ERD,
SRS b

InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail

InternalError.DatabaseError

WIS : B emEX %109 T #317m

\|



O BASTCE

ENEBRNEHERMNRAIIBE IR
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1. wOfER

OB RIFAZ : tpo.api3.finance.cloud.tencent.com,
EREERNEHRRURITIE &
BOINEOIESIREIRS « 200%/7D.

EOEHAIE : 2022-11-18 17:30:37,

EORREZTEN,

2. NSEL

PINERSHFIRGE TEOBERSEMBOI NS, REAHSEGIRNAHLERSEH,
SRR A1 FEFNULL et A
Action =3 = String s
Version = S String NHESE, AZEOBYE : 2020-09-20
Region £ & String AHBY , FEOTFEERSE,

3. S

SEER it b
TotalCount Uint64 ﬂi, HOIIHAFT .
B
) . . i oo SIS
ProjectSet ResourceAdminProject
g ! eI
Requestld String ME—iEK ID , ®RIERESIRE]., B HEREZXIER Requestld,

4. TEIRTS

PN H 7O SSIBIEERNERED , A ERISFEN A SR,
HIRA
InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail
InternalError.InvalidHTTPCode
InternalError.DatabaseError

UnauthorizedOperation.AuthFailedError
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EAMERIRXE

BUABOBRIRRIRE] - 200R/%D,

EOEFRATE : 2022-11-18 17:30:37,

EORRERTEN,

2. ANSE

UTERSHIIFIGIE TROBERSEIRD ALY |, RBEAHSEFIRNAHLERSH,

SHER WAL FEFNULL E<it) R

Action 2 & String NHSH, ANEORE :
Version 2 &= String NHSE, AEOBYE :
Region = = String N

3. S

DescribeResourceRegions

2020-09-20

HEH , MEOFFTEEGRLSH.

SEER il A
RegionSet Region m%mm'
Requestld String H—iEK ID , ®RIEKRESRE., EIDRAEERHIZRIEKRE Requestld,
j:t\
4, %EB‘:IE

PIMGIE 7 O SSBIEEXRERD |, BRI LA HLEIRS,
SR
InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail

InternalError.InvalidHTTPCode
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BOARECIESRSERIRS] « 200R/%D,

EOEHATE @ 2022-11-18 17:30:37,

EORREZTEN,

2. NSEL

UTERSHIIRIGIH TIROBERSEIRD NHSY |, TEAHSEFIRNALERSH,

SRR WhI%E FEFNULL & <it) A
Action =2 = String NHSE, AEOBYE : ModifyProjectMemberPolicy
Version 2 B String AHSE, AEOBYE : 2020-09-20
Region 2 = String AHBY , AEOTFEERSEH,
Projectld 2 5 String InBID
AccountUin = S Uint64 FBFUID
PolicyNames £ = Array of String RIS 25K
3. B
SHETR ESis) A
PolicyNames String W%Wﬂ.
REEEFRGIER
Requestld String KE—IEK ID , ®RIEREPEIRE. EUIRTHEERAGZRIERE Requestld,

4. tEIRES
PINFIE T O S5ISEERAERTD , BRI AR,
=S ik
InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail
InternalErrorInvalidHTTPCode
ResourceNotFound.ProjectNotFoundError
InternalError.DatabaseError
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EOEKIEA : tpo.apil.finance.cloud.tencent.com,
IERIRBEFR

BUAB SRR E - 200R/70,

EOEHATE : 2023-07-24 14:39:49,

EORRERTEN,

2. NSEL

UTERSHIIFIGIE TROBERSEIRD ALY |, RBEAHSEFIRNAHLERSH,

SHER Whi%E FEVFNULL B3] R
Action =2 = String NHSE, AEOBYE : ModifyProjectName
Version = S String NHEHSE, AEOBYE : 2020-09-20
Region 2 & String AHBH , FEOFFEEBLSEH,
Projectld 2 5 String InBid
ProjectName =3 &= String BB
ProjectDescription S S String IGSE
A M
3. FBitHEE
SHETR ESig) R
Projectld String ﬁ%ﬁm.
Requestld String W—ER ID , ®RERBLIRE. ENTRHFTERAZRIERR Requestld.
H30
4. $5iRAG
ARG H T RO SIZERXAIERD , EtEREEN A HLERD,
SR A

InternalError.ThirdPartServiceBadRequest
ResourceNotFound.ProjectNotFoundError
InvalidParameter.ProjectNameToolLong
InternalError.ComponentFail
InvalidParameter.EmptyParameter
InternalError.DatabaseError

UnauthorizedOperation.AuthFailedError

WIS : B emEX %113 |1 H#317m

\|
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{2505 B BoaR

ERITEHATE: 2024-10-18 10:38:25

1. wOfER

EOEKIEA : tpo.apil.finance.cloud.tencent.com,
BRI B BT

BUAB SRR E - 200R/70,

EOEFRATE : 2022-11-18 17:30:37,

EORREZTEN,

2. NSEL

UTERSHIIRIGIH TIROBERSEIRD NHSY |, TEAHSEFIRNALERSH,

SRR WAL FEFNULL B3] A
Action = = String NHSE, AEOBYE : ModifyProjectQuota
Version 2 = String NHSE, AEORYE : 2020-09-20
Region 2 = String AHBY , AEOTFEERSEH,
Projectld 2 5 String InBID
ProductCode = S String —REREN
QuotaKey =2 & String FoansE E
QuotaValue 2 a String ECEEL
3. mtHis%
SHER ESid) )
Requestld String HE—iEK ID , 8IRIEREBSIRE]. ENIAMAHEERZRIER Requestld,

4. TEIRTS
DU 7 8O SIS EEXRERID , EhERIFE LA HLEIR,
fRIRIG b
InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail
InternalError.InvalidHTTPCode
InvalidParameter.EmptyParameter
ResourceNotFound.ProjectNotFoundError
InternalError.DatabaseError
InvalidParameter.InvalidParameter

InvalidParameter.UsedQuotaNotEnough

WS : BRmEmEX %114 T H317]

\|
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HIRD R

UnauthorizedOperation.AuthFailedError

ISz 2

BIREATE: 2024-10-18 10:38:25

WS : BRmEmEX 115 @ #317]

\|
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1. EOEA

BOEKEE
7
BUNZEOISRIREIRE] - 200%/70,
EOFEHASE : 2022-11-18 17:30:37,

BRORKSEFEN,

2. NS

LATFERSEHFIRGIE T EOSKSERET O A
SEER Wik FEFNULL
Action 2 &
Version = &=
Region =3 S
OldProjectld - &
NewProjectld 2 &
Resourcelist = B

A s

3. mHEE
SEER ESid) b
Requestld String

S>3
IS

tpo.api3.finance.cloud.tencent.com,

UM T 2O SS @I RRAIEIRIS | EthiEREiFn

FEIRD
InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail
InternalErrorInvalidHTTPCode
ResourceNotFound.ProjectNotFoundError
InternalError.DatabaseError

UnauthorizedOperation.AuthFailedError

InvalidParameter.UnsupportedProductCodeError

ResourceNotFound.ProjectResourceNotFound

FailedOperation.ProjectCountError

FailedOperation.ProjectResourceNotEmpty

WS : BRmEmEX

String
String
String
String
String

Array of TransferResource

ANHLFERAD.

iy
54 , A4 OBYE : MoveProjectResource

NHSEH, AEOEYE : 2020-09-20

N

AHBH , FEOAFEGBILSH.
RIE
I

WE—EK ID , @RIERESIRE., ENIRERFHRERAEZRIERA Requestld.

%116

gﬁﬁ\ /Ié?

#3171



X BIHSTCE SRS

B REME—

ERITEHATE: 2024-10-18 10:38:25

1. #EO#A

EOEKIEA : tpo.apil.finance.cloud.tencent.com,
MEEEaM—

BROARECIESRIERIRS] « 200R/%D,

EOEFRAYE : 2022-12-09 16:15:26,

EORREZTEN,

2. NSEL

UTERSHIIFIGIE TROBERSEIRD ALY |, RBEAHSEFIRNAHLERSH,

SRR WAISE FEFNULL B3] TR

Action 2 & String AHESE, AEOBYE : ProjectNameExists
Version = &= String NHSE, AEOBYE : 2020-09-20
Region 2 B String AHBY , FEOFFEERSEH,
ProjectName = & String mE&

3. S

SHER i R
Exist Bool Il oo eI
BEBEE
Requestld String —iEK ID , RIEKRESIRE], EAAATHEREEZRIEK Requestld,
H >
4. 551xf8

PUMRBI T O SSBERRAIEIRT | EtbERIF N ATHERD,
FEIRIG fak
InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail

InternalError.DatabaseError

WIS : B emEX %117 |1 H#317m
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MIRERBRE R

ERITEHATE: 2024-10-18 10:38:25

1. wOfER

EOEKIEA : tpo.apil.finance.cloud.tencent.com,
NIE IR R

BUAB SRR E - 200R/70,

EOEFRATE : 2022-11-18 17:30:37,

EORREZTEN,

2. NSEL

UTERSHIIFIGIE TROBERSEIRD ALY |, RBEAHSEFIRNAHLERSH,

SHER WA FEFNULL ESid) b
Action = &5 String NHSE, AEOBYE : RemoveProjectMember
Version = & String AHSEH, AEOBYE : 2020-09-20
Region 2 B String AHBY , FEOFFEERSH,
Projectld 2 & String IABEID
Uins 2 = Array of Uint64 FERNAFUIDSE
A s
3. WS
SEER it A
. . IWEERIINAT I,
U Uint64
ne " BRI InglzE
Requestld String W—iEK ID , ®RIEKREPEIRE]., B EEREZXIERE Requestld,
j:t\
4. IEIxRtE
PAMBH T O SIBERXAHERE , EtEREELAHLERD,
SRS R

InternalError.ThirdPartServiceBadRequest
InternalError.ComponentFail
InternalError.InvalidHTTPCode
ResourceNotFound.ProjectNotFoundError
InternalError.DatabaseError

UnauthorizedOperation.AuthFailedError

WIS : B emEX %118 T #317m

\|
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N HRR

ERITEHATE: 2024-10-18 10:38:25

1. wOfER

EOIERIFAZ : tpo.apil.finance.cloud.tencent.com,
ENEHER

BUABEOBRIRRIRE] : 200R/%D,

EOEFRATE : 2022-11-18 17:30:37,

EORREZTEN,

2. ANSE

UTERSHIIFIGIE TROBERSEIRD ALY |, RBEAHSEFIRNAHLERSH,

SHER WAL FEFNULL E<it) A

Action = & String NHSE, AEOBYE : TransferProjectResource
Version 2 sy String AHBE, AEOBYE : 2020-09-20

Region 2 & String NHBH, FEOTTEEBISE,
OldProjectld 2 & String JRIGBID

NewProjectld 2 &= String FImEID

ResourceList = & Array of String TEIIERSIZR

3. S

SHER ESid) Eriijuy
Requestld String —iEK ID , @RIEKRESIRE], EAAATHEEREEZRIEKR Requestld,
+H 33
4. iEIRG

ZEOE RS BEERAERD | ARSI A TR,

WIS : B emEX %119 1 H317m

\|



O BASTCE

SRS

ERITEHATE: 2024-10-18 10:38:25

ProjectResourceFilter

BRPIRIEREM

N TEEO3|F : DescribeProjectResources

&R Wi FEFNULL ESid)
Resourceld = &= String
Regionld &5 = Uint64
ProductCode B &= String
ResourceType & = String
Keyword & = String
Product a8 5 String
ServiceType & = String

PolicyFilter

SR

#HaNTEOS| A - DescribeProjectMemberPolicies, DescribeProjectPolicies
=2 Wi FEFFNULL ESid)
Keyword = = String

UinPolicy

uins&Rg

#Hen O35 : AddProjectMemberPolicy
BR Wi FEFFNULL
Uin P2 B
PolicyName = a

AddQuota

A INAYECET

#HANTEOS|A - BatchAddProjectQuota
R WA FEFNULL
ProductCode = B
SubProductCode B B
BillingltemCode S S
SubBillingltemCode & &

WS : BRmEmEX

gﬁﬁ\ /Ié?

P=fCode

BRIREE (EASHF)
BRIDE R REFRERIE IR
=ECode

irespSid]

A

BRI EER

it i
Uint64 uin

String RIEE

ESidl fEk

String — R ERwReS
String RS
String =R RIS

String PO = FRdmiD

%120 |1 H#317m

\|
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AR
QuotaValue

QuotaKey

ResourceAdminProject

S

#WANTEA3|A : DescribeResourceAdminProjects

BIR
Projectld
ProjectName

Organization

Products

&

AN T3 : DescribeProducts
E=1T
ProductName

ResourceTypes

TransferResource
TRER
#an O3 : AddProjectResource,
BR
ProductCode
Regionld
Resourceld
Uin

Region

QuotaChecking
BLERIaLER
#HANTEOS|A : CheckProjectQuotas

BHR
BillingltemCode
BillingltemName

Error

WS : BRmEmEX

il

I

FBEFNULL

=
(=]

a

FEFNULL
=
Py
[=]
FEFNULL
=
)
=
=
[=]

Int64

String

ESid
String

Array of Resource

DeleteProjectResource, MoveProjectResource

fil

FBEFNULL

=

[=]

=

(==}

=

&=

(==}

=
FIEFNULL
=
=
=
(=}
a

o
fr

String
String
String
String

String

gﬁﬁ\ /Ié?

R
[SREUE
Beansg

fiidk
IREID
S LT
mE#&

AR
ProductZ#R

RiREE

Tk
Fraacode
HhizID
BHIRID
FBFUin
s

fiiik
=Hm
FERRIN

HIRAE

%121 |1 H#317m
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=1 D5vid FEYFNULL ESid) fia
Exists = = Bool EACHAERM
ProductCode =2 & String 7=Eicode
ProductName 2 & String REMR
QuotaKey 2 & String EoanE
Quotaleft —= & String FISRECER
QuotaUsed = S String EfEFRECER
QuotaValue = & String FiEE
SubBillingltemCode 2 S String PO =
SubBillingltemName — & String T ERYATR
SubProductCode 2 S String TR
SubProductName - 3 String FrEmE
Success = ) Bool BEEE

ProjectResource

MERR

#HaNTEOS A : DescribeProjectResources, DescribeResources

R Wi FEFNULL ESidl R
Projectld =3 = String IREID
Resourceld =2 &5 String FHEID
ResourceName p3 = String BIRBR
ProductCode =2 & String 7=ECode
ProductName = & String PR
ProductGroupName =2 &= String TEERAEZFR
Regionld b= & Int64 thisfID
ProjectName = & String IME&MR
RegionEnName i ES String T =
RegionName 2 S String iR
ResourceType 2 5 String RIREE
ServiceType 2 S String PRSI AYserviceType

ProjectMemberFilter
&=
AN TEO5|A : DescribeProjectMembers, DescribeProjectNonMembers
ZFR DAV FEFNULL it A

Keyword S = String & FAFIDE AP EEHER

WIS : B emEX 5122 |1 H#317m
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ProjectQuotaFilter

BoEiEiast:

#WINT#EO3|A : DescribeProjectQuotas

&R WAl

ProductCode

Jalil

SubProductCode

7|

BillingltemCode

iy

SubBillingIltemCode

iy

Keyword

iy

Region

bihid

#WINT#EO3IFA : DescribeResourceRegions
R Wi
Regionld 2

RegionName p=3

DeleteQuota
Hif%Quota
#HANT#EOS| 8 : DeleteProjectQuota

AR WAL
ProductCode 2

QuotaKey

i

Product
[T
AN T#EO3| A : DescribeProductTree
B Whide

ProductCode

il

ProductName

D

Unit

il

Resource

AN T#EO3 | : DescribeProducts

WS : BRmEmEX

FBEFNULL

iy

17

|

FBEFNULL

=
(=)

a

FEFNULL
=
[=]

=
=)

FEFNULL

=

o

oy

String
String
String
String

String

gﬁ& NP2 Ié?
R
—Rm
KRR
=R
=
ECEIZ FRIERIES
Ak
HEIHID
B R
R
fmCode
EoansE
TN
7= Code
&
=2liv}
%123 ;@ #317m)
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B
ProductCode
ResourceType

ServiceType

ProjectQuota

B EER

#HaNTEOS|A : DescribeProjectQuotas

E=2

Projectld
ProductName
ProductCode
SubProductCode
BillingltemCode
SubBillingltemCode
QuotaKey
QuotaName
QuotaValue
Quotaleft
QuotaUsed
CreateTime
UpdateTime
BillingltemName
SubBillingltemName
SubProductName

Unit

DescribeProjectsFilter

EAMBETIRERE N

#ANTFEEOS|A : DescribeProjects

BFR Wik
Keyword &
Policy
REE

FFNULL

=

I

oy

fil HD HWD WD KD WD KD WD KD HWD KD HWD HD KD WD

]

FEEFNULL

FEFNULL

a

Py
=
=
(=)
=
E

=
=

il

i

i

iyl

oy

i

il

HE
2

String

R
F=aCode

RIS

BR$53EE | [Ricam serivceType

fik

RIMB DA B SRR

gﬁﬁ\ /Ié?

&

B

BID

=

FERE

P fCode
)
=
U
BamsE
BCEIRA R
SR
FIRECER
EfEFEER
EEELE)
A
FEERIR
FEERARIR
Frema
L2liv)

#0435 : DescribeProjectMemberPolicies, DescribeProjectMembers, DescribeProjectNonMembers, DescribeProjectPolicies

WS : BRmEmEX

%124 |1 H317m
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B
PolicyName
Description

Policyld

Project

nE

W O35/ : DescribeProjects
B
Projectld
ProjectName
Organization
Creator
CreateTime
CreatorUin
Orgld
OrgName
OrgOperationTime
OrgOperator

ProjectDescription

QuotaNames
FERERR
W3 |A : CheckProjectQuotas

=2
ProductName
SubProductName
BillingltemName

SubBillingltemName

ProjectMember

TEAMR

HANTEOS|A : DescribeProjectMembers,

Uin 2

=
g
fl

WS : BRmEmEX

Whise AFNULL
% =
= =
2 B
0% vis FSEFNULL
% =
= S
2 =
= =
2 =
= =
2 =
2 5
2 =
2 5
S B
2
&=
=
&=

DescribeProjectNonMembers
FBEFNULL
a

=
(=]

FEFNULL

il

i

iyl

St
Uint64

Uint64

ESidl
String
String
String
String
Datetime
Uint64
String
String
String
String

String

Hit¥s
ESi] i#A
String REEE
String SREEHEA
Uint64 SEREID
30
IREID
MEER
4HIR
Bl
BUEEAS A
elgE& Uin
Aid
RLEIR
MBEHEANIE BRI
TE¥ENTE BREEA
T R
i) g
String —RRE
String ZREREA
String =RFEma
String R=ERE
A
FFUin
FFUid
125 #317m
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&R Witk FEFNULL St faik

Name =3 S String BAFR&

Policies 2 = Array of Policy BB E 5
H N3

IR0

BT EHTAYE: 2024-10-18 10:38:25

WS : BRmEmEX %126 W #317]
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TgseiRR

gﬁﬁ\ /Ié?

WERIREERPIFFE Error FER , NIZEA APLEOKM. 540 :

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error Y Code FRNEIRMS , Message FRNZERHIEMRER.

HiRfDFIR

/A\E

SRS
AuthFailure InvalidSecretld

AuthFailure.MFAFailure
AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire
AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation

UnknownParameter

WS : BRmEmEX

L]
FIHAEE (2% APLEARE) .
MFA &R,

TR, BEEHENERRESCHMREESR | IREER | BRERPRSEEEN  IERETEEE
=R

R, Timestamp FIRSENAEEFSBI RS | BIEEAUINBESMNERERE,
EEER, SHITEER  BYBERARNEOSICHYEEE T EITE,
token &R,

BEkE CAM 1Y,

DryRun #2{F , {FBERESEMIN , RESET DryRun 844,

RESRIL,

PIEREEIR.

BOARFE.

SEEIR,

SHEEER,

RIS PR .

BOBEGER,

BORARFE.

TBERAVREGEIT 7 SREBRE.

BB S A,

HRERE,

BRI,

BIRAET A,

KIRIURIE,

RANSHEIR,

%127 ™
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fRIRIG i3
UnsupportedOperation BERSE,
UnsupportedProtocol http(s)IEKINNEEIR , R5ZHF GET #1 POST i53K,
UnsupportedRegion BEORZIFATE I,
W BSEIRES
HARHD 1258

InvalidParameter.InvalidProjectQuota
UnauthorizedOperation.AuthFailedError
InvalidParameter.UnsupportedProductCodeError
InternalError.ComponentFail
FailedOperation.ProjectCountError
FailedOperation.ProjectResourceNotEmpty
InternalErrorInvalidHTTPCode
ResourceNotFound.ProjectResourceNotFound
InvalidParameter.InvalidParameter
InternalError.DatabaseError
ResourceNotFound.ProjectNotFoundError
InternalError.ThirdPartServiceBadRequest
InvalidParameter.EmptyParameter
InvalidParameter.UsedQuotaNotEnough
FailedOperation.ProjectQuotaNotEmpty

InvalidParameter.ProjectNameToolLong

WS : BRmEmEX %128 W #317]
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WS Z5 (account)
kA ( 2019-03-25)
APIHEYES

SIS HAYE: 2024-10-18 10:38:26

APIIRZAS

V3

IKSESE

ROBR

GetMultiFactorParas

WS : BRmEmEX

FEOThEE

REEEFEREH

%129 ™

BitFa
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RBEA
EOLH/V]

SRS FATE: 2024-10-18 10:38:26

tcecloud API X MAENERHITEMIGE , S MEREFTEEATLERSHHEAERER ( Signature ) LUSIHERESH.

HIE Secretld 1 SecretKey ; ERFPERERERIL  BRIECAPIRERHESRTE , BULERA=APHERO.

N S

1. el

EERFER=APIZA , BRIF=APIEENHEABRLEEIE. T2EIEEE Secretld 7 SecretKey :
o Secretld BFHrR APLERESH

* SecretKey FFFINEEE F R RIRS SRS A FFRIZH.

* FAPUAFSIRERSEIE , BRitiE,

HiEReEENERERIT

1. ZERtcecloudFEFINEHIE,
2. BIERAPIESRIEF A TA
3. E=APIESATUE , mih [#E] BIeTLAeliE—XdSecretld/SecretKey

IR FREKSHRSELUAERT Secretld / SecretKey,

2. R

BT REFESecretld 7l SecretKey/F , BAILERERET. IFREMES BRI -
BRIZAFHI Secretld #1 SecretKey HBIZ :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
* SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

R XERETRG , BRIERFIRREEN Secretld # SecretKey #HT/EEHRE !
LARBRSS 2R EELAIFIZR(Describelnstances)igxk A%l , BRAFARX—REON , HiEkSraenT:

SHER 22078 SHE
Action TR Describelnstances
Secretld Z5Ald AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E 1465185768
Nonce FEALIEEEE] 11886
Region SEBIRRTERIE ap-guangzhou
Instancelds.0 FFEIRRISLHIID ins-09dx96dg
Offset IRiEE 0
Limit BRASIFEH 20
Version EOMRAS 2017-03-12

2.1. WBEHF

gﬁﬁ\ /zli?

BEERRREEEER  R2EIE

BIFEIERSSUZSHENFHE ( ASCIEE ) AR, 15 1) RIZSHEHTHF | SHERSXIREIR , R85/ ; 2) & ASCILEBELA/N |, 10
Instancelds.2 ZHEE Instancelds.12 [ , AEERFEER  OAEREE. AFRAULUEERREES PAEFRHEFRESLIIX—I088 , 20 php #HY ksort &, AR

PISERIHF AR T:

WRFRE - BRmERMEX

£317m
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{

'Action' : 'Describelnstances’,
‘Instancelds.0" : 'ins-09dx96dg’,
'Limit' : 20,

'Nonce' : 11886,

'Offset' : 0,

‘Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',

}

ERECEFHESAN , A EERGIPRSEETHR | BEIR0ER—ZE0A.

2.2. JHEBRFFFER

WEBERIERFRISR, FE L —SHFFERSEUSURL S8BT ="S8E 10 | W05t Action 81, ESHEMRA "Action” , B8(ER
"Describelnstances" , EIERLEH/ Action=Describelnstances , & : "S&(E" NFRBEMIEUrimRBEIE,

REBEHENS M SHA" U HHEE R, SREEMNERFHRN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQp
n74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESE BRI R

WEBEREZRNFHE., ERENFRIBHUTIINSE96:

1. iK% 328F POST #1 GET A= , IXEEMA GET &K , iF=AGEAEKE.

2. 5 KENEELHIFIZR(Describelnstances)FiEKIH=Z /9 : cvm.finance.cloud.tencent.com, LRSI ZIRIEBZCFABERNARMAR |, RSO,
3. BRI BRIRAZAPIHNERIZRERERN /.

4. ERERTSE: I E—S4EEREG SR,

BRFEBAHERINA: 1BKAE + 15KEY +EKERE + ? + BKkFRS

RGIHHEER A -

GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08Region=ap-guangzh
ou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&Version=2017-03-12

24, &pERER
I BRAEREZR, BH5EER HMAC-SHAL Bk E—SHikSHERRFREBEHITES | REEEMNEZ SBEM Base64 H{THHID , AIFHXERENSE R,
BARRRZA0T | LA PHP B4
$secretKey = 'Gu5t9xGARNpg86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=a
p-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

BRESEINERR:

EliP9YW3pW28FpsEdkXt/+WcGel=

ERECEFHESTAN , TR EERGIFRRIGEHHTERIGE | BRIRERSRSHFha—EE.,

3. &R BRI

ERIERBFTREERIEABRSH , FEWEHT URL 3.

W E—SARAIEREN EliPIYW3pW28FpsEdkXt/+WcGel= , REERINERZBIBRSE ( Signature ) 9 : EIPIYW3pW28FpsEdkXt%2f%2bWcGel%3d , Bi5H
FAEMELZRIEK URL,

WIS : B emEX %131 | H#317m

\|
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R MRAPREKTSER GET , BiEiEK75i% POST @R Content-Type 73 application/x-www-form-urlencoded , Ml &% &K ArEIEREHEIITEM
URL 78 , 28 BN-FESATEMmIG. Ik ASCI &£ URL FBrTIREsLl UTF-8 B4,

AR FLRBIESH http EE2ENFTESEIHT urlencode , FEXMMERT , IARENERHEMIT URL HIST , SRR URL RIZSSEERLM.

AR Bt BEthREHTHRD | MESRA RFC 3986, R %XY SHHARIBIMLRFH{TEO UMD , ER"XF"Y 97 (0-9 fIAEF8 A-F) |, £/
INEREIRER

4. E7EM

IRIESEIRENR | FAEM FERAMAEIRT | BIRESRERE

RS SRIRAEA
AuthFailure.SignatureExpire BRIIH
AuthFailure.SecretldNotFound BEEAEE
AuthFailure.SignatureFailure EEER
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld FIRARE (A2 APL Z5AEEY )

5. BRER

TESCRRERE API 3.0 Y, #EF(EREIERtcecloud SDK 3.0 |, SDK #ETEZANIFE , FANRAT=RRHANEMZEORT., HAEESN SDK iy, HEISTHEHIRE

BEH:

* Python

* Java

* PHP

* Go

e JavaScript
* NET

ATEEBNRRERERE , TEUSRREES A0, B OANSEIRERII. SRNES. ERNEDIISHNEEELL bIASRERRE  ABRAmESE
2, FrEEEmY  RFRIEREER SDK.

BR&IHAY url TTEES © http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768&Ve
rsion=2017-03-12

FR BT RAIRERREEN |, HEEEARRALRNE , EIHINSREIL url FEXREEFITHEER curl SHOEANSIREERGER | EFi3H, ATER—Y
PAEEIRER url |, FEEXURFIFR Secretld F1 SecretKey AESLEE , FHERRALFIASEEAEA Timestamp ,

FR A TENTS  ARRRIES  EER-ESERTEEIN url JRESERAR  RASHNIRFEAR , (BXFAMMERE. RERGSYEME  BEEIT
HIFHEEIE],

R LAFRB(UERTF APL 3.0 , FeEERATEMMNEZRE , BIEZIAR APl , HFFEADERBLSHEEITERIR | BLAIMAYLIR S,
Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";
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public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] EZNBRNSSEFTFEHF | ItibATreeMap{RiEIRFE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
/] EFRERAurI SHIF A EK

for (String k : params.keySet()) {

// BEXGIEKEHTUrlencode , AT keyEBRENFH , HULAMIEvaluei#tiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMaprILABZIHEF

// SERRVEFRRS R4 GEFERENEY | 4140 : params.put("Nonce", new Random().nextInt(java.lang.IntegerMAX_VALUE));
params.put("Nonce", 11886); // AHESEL

// SERRiE RS R R AR G4 miuRd ) , 5IaN : params.put("Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // At&%4

params.put("Secretld", "AKIDz8krbsJ5yKBZQpn74WFkmLPX3EXAMPLE"); // ~EE&%§

params.put("Action", "Describelnstances"); // AH£#4

params.put("Version", "2017-03-12"); // A£E54)

params.put("Region", "ap-guangzhou"); // AHS#]

params.put("Limit", 20); // \l555%1

params.put("Offset", 0); // WEE#

params.put("Instancelds.0", "ins-09dx96dg"); // Al53&%

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL"); // AESE
System.out.println(getUrl(params));

}

}

Python

R WERETE Python 2 IMEIETT , FELLEE requests (KEE :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)
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if _name__ =='_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action' : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce' : 11886,

'Offset' : O,

‘Region’ : ‘ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# RS SERRER |, ARh/E I REF A2

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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EOZHV3
BIREATE: 2024-10-18 10:38:26

tcecloud API X MAIRNEREHTEMINE , IS MERBRFEZALAHERSHHEEESRER (Signature ) USIBERESH. SHEFHTEFHIIEMN  LLFIE
45 Secretld 1 SecretKey ; ERFERBZRERIE , BRIEAPIZERERE , BULEEB=APIEL.

= s
1. RigeeFi
EERERTAPIZE , IBRIF=APIZSAUERIEZSEIE. L2EIEE Secretld 1 SecretKey :

o Secretld FAFHrR APLERESH
* SecretKey FBFINEEE FFRMIRS MRS EFHRINZH.
* FAPUAFASIRERSEIE , BRitE,

RIEREFEIENERSERINT

1. ERtcecloudFEFINEHIE.
2. BIfERAPIE RIS A TA
3. E=APIESHRE , midr [#r] EDAJLABIEE—XdSecretld/SecretKey

R FREIKS RS ETLUEEMY Secretld / SecretKey,

2. TC3-HMAC-SHA256 && 7%

R WTFGETAE , R3zE Content-Type: application/x-www-form-urlencoded tiig=. X FPOST/i% , BEISZHF Content-Type: application/json LAK
Content-Type: multipart/form-data FFFASAET , json IETNEUARB WSO . multipart R BRI SHEOSHE | WANZEOABEEER json #&=0ERA |
SE BRSSO A,

THU=RSSHER MNXEAFIREAGF , SEBRNMBESRTTEIIRE. AR T ERLAFIZRMNSE : Limit 70 Offset , (R GET 5iEEA.

EARFIFEY Secretld 7] SecretKey 28I : AKIDz8krbs)5yKBZQpn74WFkmLPX3EXAMPLE #1 Gu5tIxGARNpq86cd98joQYCN3EXAMPLE

2.1. HHENEIERR
RIS UHHEIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + "\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3k75% ( GET, POST ) , Axfls79 GET ;

e CanonicalURL : URI £%§ , API 3.0 EENIERIAT (/)

* CanonicalQueryString : &2 HTTP i&K URL FIEIAFRFE , 33F POST iE3K , EEATFMAE , }WTF GET 5K , W URL a5 ( ?) EEMNFEFERS , &%
BIBES : Limit=10&Offset=0, ;& : CanonicalQueryString EE42id URL 4#f3.

e CanonicalHeaders : 25821 IEE , EEE host F content-type FNLES , BAINABEXLHS EE B LIRS ESERNE— NS, FHEM
W : 1) 3LEB key #1 value Zi—iem/NE |, HEIEERETIE | #RE8 keyvalue\n 1X(HHE ; 2) ZALEB | IREBLED key (/N5 ) WFEHEFR#H{THHE, GIH
79 1 content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

e SignedHeaders : £5&ZHILEBER | HIALRIEREHLLES S5 TESE |, #1 CanonicalHeaders &8N BRE—XIMAY. content-type 1 host Jou4issk
BB, BHERIN : 1) 33EB key R—ERUNG ; 2 ) Z4KED key (NG ) IREBFEHFRTHHE , FHFEUSS () 2R, tHIF75 : content-type;host

e HashedRequestPayload : IERIEXHIIEZE , iHE/5%EH Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XF HTTP i5SKEE/NES payload fif SHA256
B, RET/OHEIHD | SERIEEBIER/NEFE, JT5 | }WTF GET 53K , RequestPayload EEATFRAE , 3F POST i53K , RequestPayload Bl HTTP i5
KIEX payload.

HRIELA LN, ISP ERIRANEIERENT (AT RREN , \n BTIHEBISEITEHIN—T8K) -
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GET

/

Limit=10&0ffset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fclc149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2 BHEREE TS
RN ERHRSES TS

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &2&% , BAIEES TC3-HMAC-SHA256 ;

* RequestTimestamp : EKAEE , BIiERLERHY X-TC-Timestamp BUE , 1_ERAIER S 1539084154 ;

* CredentialScope : EIEBE , 18z Date/service/tc3_request , AR, FHEKAIBRSFILLEFRE (tc3_request ) , Date Jo UTC #RgRTEINBHE , RUEEE
MATESE X-TC-Timestamp IEEH UTC FRERNBIEEE—E ; service AF=RE , WRASERNF RIS, FIg0 cvm, @0 ERGEK , BUES 2018-10-
09/cvm/tc3_request ;

¢ HashedCanonicalRequest : BIALSEBHHEMEHSEIERBIGHE , ITE5ES Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

eI =
1. Date W/RMATIEIEL X-TC-Timestamp I+&15%] , BRXJ UTC+0, MRIMARGAMXES , FIINFR/\X |, ESEERME @R/ |, E2EERERY
ERW, RigAEE 1551113065 , £/ \XAIRTEZ 2019-02-26 00:44:25 , {BEi+HSEIAY Date BY UTC+0 FIEHEAR/S 2019-02-25 , A2 2019-02-
26,
2. Timestamp MR ZFIRSHTE , BEMHERRFEFNENARESH , MREEBES RS FHFNMERY, NFRKIAAFNERBRS |, TTeeSEiET—’R
EHEE , ERGERY (IREEZSHER ) .

TREL LN |, TAIPERIRMEERFFBRUT (ATRREN , \n TRREESEITIH—TER) ¢

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91¢9¢192c14460df6c1ffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23 iHEEE
1) EIRESEEE , RBIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : [RUAAY SecretKey ;
e Date : Bf Credential 99 Date FE&E8E. , W1 7=l , 792018-10-09 ;
o Service : B Credential Hhf Service FEEE. , t0.L5RF , J9 cvm ;

2) HEES  (hRBUT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILAL EITEBRIRNREESZZH |
e StringToSign : B2 ESEIRFEE TS ;

2.4. 8 Authorization
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A8 EE Authorization :

Authorization =

Algorithm + ' ' +

'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

‘Signature=" + Signature

e Algorithm : £87% , EE/ TC3-HMAC-SHA256 ;
e Secretld : Z4AXIFAY Secretld ;

 CredentialScope : M. +37 , EIBEHE ;

* SignedHeaders : L £ , £5&FM9EBER ;

¢ Signature : B&(E&

HRIELLERN | IR SEIASED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df45
82db9e9bf4672ba50567dbalbcbecfl74ca74

RETHENERERSNT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6cbecfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

3. BRKW

HRIESCIREN | FEUTERLWANEHR | BERIESR A E

FEIRAIS FEIRAEAR
AuthFailure.SignatureExpire BRIIH
AuthFailure.SecretldNotFound ERAFE
AuthFailure.SignatureFailure HEHBIR

AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

3

4. ERER
Java

import java.io.BufferedReader;
import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

WS : BRmEmEX
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import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou”;

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//FENX , BNESHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// Khkkkhkkkhkkk 53% 1 ° }%}%im;‘éiﬁﬁs*% *hkkkkhhkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.println(canonicalRequest);

// *hkkkkkkkkkkkk ./Ij/:g% 2 S ?ﬁ?ﬁ?%%g%’“&'% *kkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.println(stringToSign);

// *kkhkkkhkhkhk 5g¥ 3: .H.%%g *hkkkkhhkhhkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *hkkkkkkkkkkkk 55% 4 g ?#% AUthOI’iZathn Khkkkkkkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
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headers.put("X-TC-Version", version);
headers.put("X-TC-Region", region);
}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# EIREH
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNp@86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou”

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

FFFEEFK KA AR KK ﬁjg 1: W?&ﬂ?ﬁ%ﬁ?% *kkkkkkkkkkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host”

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

FFREEIRK KA KKK .}jg 2 . ﬁg%&g?ﬁ% Kkkkkkkkkkkkk

credential_scope = date + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# khkkhkkhkkkkkk .,Ijg?% 3 : .‘L_I_%Eg *hkkkkkkkhkkk

# I ESEHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

F FREEEK I KKK .})J;g% 4 - P“’H& Authorization *#*#*#xskkkxsk

authorization = (algorithm + " " +
"Credential="

+ secret_id + "/" + credential_scope + ", " +
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"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)
print(authorization)

# NHESERINENERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

WS : BRmEmEX %140 @ #317]
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5K

ERITEHATE: 2024-10-18 10:38:26

1. PSS stbiE

gﬁﬁ\ /Ié?

bl (Region ) ZFEYIEEAIEUIEOAUMIEXIE,. tcecloudZIIGIEARIBEZAE2IEE | (RIEFRMRERATRERREESEL. ATIHRERME. E5 T

BE  ENEERRERSEFE.
ERILAEIY APlEC EfiEFIR EETHAEETIZ.

2. @SN

tcecloud API URFEZOMIET HTTPS #HTEE | RIEL2UNEEEE.

3. i5KGE
SeF0 HTTP W%

e POST (#7#F)
e GET

POST #&Ek37#5#9 Content-Type 38! :

e application/json (##F) , WA TC3-HMAC-SHA256 && 754,

e application/x-www-form-urlencoded , #7f5F HmacSHAL & HmacSHA256 &£ 7514,

* multipart/form-data ({&poEOSRF ) | KARER TC3-HMAC-SHA256 & 7314,

GET IEKHNERBANAEBIL 32 KB, POST i5KERERZT5A HmacSHAL, HmacSHA256 RIAS#BIE 1 MB, POST iEKEREE 754 TC3-HMAC-SHA256

A¥sz#% 10 MB,

4. FRTmtY

ERUTF-847HS,
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IR[EIZER

BIREATE: 2024-10-18 10:38:26

IEfREIZER

PARBRSS 2R OB ELHIRSFIZE (DescribelnstancesStatus) 2017-03-12 kgl , EERMI , EATRERIREN T
{
"Response”: {

"TotalCount": O,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”

* Response REREEH Requestld 2EENFER , TCERMINEE , RE APIMET |, NIHMESIREL.,

* Requestld FFF— AP iEREIME—HRIR , A0SR API HIISE | BILABKEFA] , FHEMIZ ID RRRTM,

° [RTEENFERS , ERIYAEMEOENNFE , FARNEOMRENFES WEOSAEFIEN. HHIsAY TotalCount 1 InstanceStatusSet 973
DescribelnstancesStatus #OENXNFE , BT EREKNAFENIEIE=RSEELA , Bl TotalCount FIER FABRENE 0, InstanceStatusSet FIRJ9
s,

TERREIZER
SRS, EEEHERRTT -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error IEIIFE ZERARKXY. Error FEOERHEMERN Code 1 Message FERFEARAMAT M EIREIRT,

Code FREMRELBAEIRE , HiEKHEN T LS SRIBZEREEL BRSO A E RS IR E A SRR R ERRS .
* Message B TIXMEIREKENERER , EEWSKERARMN  WARTRELEBFRSFTERER , APAMKIX MREIE,

¢ Requestld FBF— APl iEKHUME—HRR , Q0R AP HIISE |, STLABAERFA] , FHEMIZ ID kBRI,

\ \ i?l:éﬁtj (TODO Eg{mluv ZEIZIEE,J g?)

REIERFUNRIFA Error R, MZFREMA APLEROKM,  Error Y Code FERERTMEIRTD | ATANSEATREHIMAIEIRIGANIHEIRD | TRIIH T QHER

FEIRAD SRR

AuthFailure.InvalidSecretld BIHIEE (R2= API Z3ERE ) ,

AuthFailure. MFAFailure MFA iR,

AuthFailure.SecretldNotFound B,

AuthFailure.SignatureExpire SEILH,

AuthFailure.SignatureFailure BEER,

AuthFailure.TokenFailure token &R,

AuthFailure.UnauthorizedOperation BRE CAM 1L,

DryRunOperation DryRun ##E , RFIFRESEMIIN , REZET DryRun 24,

WIS : B emEX %142 71 H317m
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fRIRIG

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

PSS

SIS S
PIBBIEIR.
EOREFE.
SHER,
SHEYEREIR.
BT ECERPR .
ROSHEER.
EORATFE.
TERADREGERIS T SEBRE
B .
BIEE.
BIRFE.
BIFRAAT A,
RIRIURAE.
RASHBEIR,

BT,

http(s)iEKIMNIEIR . R3ZHF GET #1 POST 5K,

BORSTISAr e,

%143

gﬁﬁ\ /Ié?
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/\ K

NHSH

BIREATE: 2024-10-18 10:38:26

AHSHEATFIRRAFPZEOSNENNSE, NV E | E8MEORMAYEOSXYFABNX LS TR | E8XEKBTEETXLSH , FEERIEE

BBEE V3
f§F3 TC3-HMAC-SHA256 EEZ 7550 , AHSHEES—ME HTTP Header IERLEPF , 40T :
SHER B} Wik R

X-TC-Action Strin = BEREORMR. BUESEZOXATMASENTESE] Action FIREA. FIII=IRSSBIEIRLAFIFRED , BUES
9 = Describelnstances,
iS4, FRIMRE BRI ER MEERAIEEE. EOEZRMREESE O RRMAS A S E] Region BB, T

XTCRegion  Sting B swmrrmmemina , BRSNS | HEEEE AR RALA,

X-TC- Inteqer £ 4F7 UNIX BJEIEL | AlCSARE APLIEREORTEL, B0 1529223702, & : IR SRS S EEERE o , S5ESE
Timestamp 9 = HHAEIR.
X-TC-Version String = ERY AP RORRAE, BUBSEEOSHEHPAS RS Version R9GEE, HIAN=ARSSERAMA 2017-03-12,
HTTP TRESHINIESLERFER |, BI40
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,
Authorization  String 2 - TC3-HMAC-SHA256 : &&75i% , BRIEEBIZ(E ;
- Credential : BZ%EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC ¥RERTIEIIRLEE , BUEEZEEF S X-TC-
Timestamp #2819 UTC FRERTIBIHEB—EL ; service AF=m#E , WRSERINFREE—E , flflcvm ;
- SignedHeaders : 258 ZitERISLEHMER | content-type #1 host J9wsiksLEp ;
- Signature : EEZHE,
) IGREHIEBETARRY Token , RELESIGRIZH—EER, IGITEEF Token HFEZGASIEERSARREORE. KPZHAE
X-TC-Token String &=

%= Token,

E2HiEVL

{53 HmacSHAL #1 HmacSHA256 && 7540 , ARSHEBH—EIEKRSE+ , IIF

SEER il D%5vi R 7%
Action Strin = BERNEOSR. BESEEOXEFBASEATESE Action BYIREE. HI=iRSESHNEIILAFIFERZD  BUYES
9 = Describelnstances,
Region String = iS4, FsRmRAB BRI MEIERAIEEE. FOEZRMEEESE RO MRS A S Region AU,
= IR RUREOATEERZSH , BOXEPIWIHAFEIREE | AR EEEZS SR EL.
Timestamp Integer =& 257 UNIX RSEJE , SlieRAfE APL iERAORTIE], 1201529223702 , tNRSHEIATEMEET K , &5 [EERITHIEIR.
Nonce Integer 2 BEHLIEEESY , 5 Timestamp BA&#ER , BFBHLLERIE.
. ECAPIESE L RIBAMRREHY Secretld , —4 Secretld XYRZME—HY SecretKey , i SecretKey SFREMBERES
Secretld String p3 .
Signature,

Signature String 2 BERER |, FRWIEIRERNEE Y | SERPIRESFMASEITESE. BRTERES EOSRC0HY.,
Version String = BAERY APL BORRAE. EUBESERZOXEPASLESE Version BUi5ER, FIAN=RSSEsA9MRAS 2017-03-12,
SignatureMethod  Strin = &7/, BAisdF HmacSHA256 #1 HmacSHAL, RBEIEEISE HmacSHA256 B , {5 HmacSHA256 Eik

d 9T RirsE , EERIOEM HmacSHAL TS,
T . = IEEHIERFTFER Token , FEESIGRIEE—HEFER. IGIZHEF Token BEZHDSIERSARREORE. KIS
oken String 7S

AEE Token ,

\|
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HEGIER

btz (Region ) RisEAIHERHOAIMIEXI. tcecloud3IEIEARIEZ AE2MRE |, RIEFEIRERAEEIFREMAAEL. ATREEEME. BE T
BE , EESRREIAEE PRI,

ERILUE APLEN EAMBIEEIR EESARIMIEZIE.

IKSERSFE

WS : BRmEmEX 145 @ H#317]
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IRNEZEFERSE

BIREATE: 2024-10-18 10:38:26

1. ZFOHA

OB RIFZ : account.api3.finance.cloud.tencent.com,
KSR TERSH

BRAZEOIESRIERIRS : 200%/%0,

EOFHE : 2022-12-12 19:44:24,

EORRERTEN,

2. NSEL

UTERSHIIRIGIH TIROBERSEIRD NHSY |, TEAHSEFIRNALERSH,

SRR WAL FEFNULL ESic) fER

Action =2 &5 String NHSE, ANZEOBYE : GetMultiFactorParas
Version 2 & String AHSE, AEOBYE : 2019-03-25

Region 2 B String AHBY , FEOFFEERSEH,

3. EHEH

SEER il AR
Jlie 2 wopl e IR
Data MultIFactor ERTEE
Requestld String ME—igK ID , BXIEKREIRE], EARREEREZRIEKEY Requestld,

ji -~
4. FEIRES
PUMMRBUE 7 O SSZIERRAIEIRI | BEtERIDF ARG,
FEIRAD R
InternalError.SystemError

InvalidParameter.ParamError

\|
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SRS

ERITEHHTE: 2024-10-18 10:38:27

ApiKeyDetalil

FBAERFS
HWANTEEOSIFA : GetSelfApiKey

R AR
Secretld o
SecretKey =
CreateTime -
Status &
Remark &
Source &5

AttributeUserInfo

AFER

#WANTFEOS|A : GetUserByAttributeValue

B
Uin
UserName

NickName

AccountAttributeAndValue

TEEE
WA TEAS|A © GetAttributeValues
R
AttributeName
Attribute
Attributeld
Valueld
Uin

Value

AccountAttributeValue

T REMHE
HWANTHEEOS | : SetAttributeValues

WS : BRmEmEX

iy

oy

)

oy

FEFENULL
5
=
[
=
[==)
=
[
=
[
=
[mm)
FBEFNULL
=
[
=
[ )
=
[
FBEFNULL
=
[ )
=
=
[mm )
=
[ )
Py
[=m)
=
[ )

Hit¥Fa
ESidl fk
String SHID
String #5HKey
Uint64 Bl AR (i TAlE,)
Uint64 RE&QBR, 35H)
String e
Uint64 HiER
RE ik
Uint64 uin
String FFER
String FR&R
ESid] fEk
String BHEEFR
String B
Int64 JEtid
Int64 {gid
Int64 uin
String (=1
%147 Tn H#317;
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B

Attribute
AttributeName
AttributeValue

Attributeld

SafeAuthFlag

ZEINERR

oy

i

#HANTEAS|A : GetSafeAuthConfig, SetSafeAuthFlag

B WAl
Phone 2
Token =
Stoken 2
Ukey &
LoginMfa
EHEZEFIAIE

WU THEO3|A : GetMasterlList

AR
NeedAuth
AuthType

AuthPhone

SafeAuthFlaglnfo

REINHER

#WaNTEOS1A : GetSafeAuthConfig

BR
LoginFlag
ActionFlag

OffsiteFlag

LoginInfo

BRER

=
=

Jali

il

#WANTEOS|A : GetlastLoginInfo

BIR

ClientIP

WS : BRmEmEX

FBEFNULL
7@
[

=

iy

iz

FEFNULL
2
2

=
=

. GetMasterListV2, GetMasterListWithStatus

gﬁ& N Ié?
FEFNULL i) fak
= String B
= String BEER
= String EE
& Int64 Bitid
e A
Int64 BREHTFNSIANE, 0-57, 1-2
Int64 EEiTtokeniNiE , 0-5 , 1-2
Int64 R TstokeniAIE , 0-7 , 1-2
Int64 EEH Tukeyt@E
FEHFNULL ESidl 112
& Int64 EAREIANE
= Int64 PN S
= String INEFNS
ESid) A
SafeAuthFlag BERR
SafeAuthFlag actiontriR
SafeAuthOffsiteFlag HNEFRR
FBEFNULL ESidl fEk
= String EFmIp

%148 T1 H317m
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BFR
ClientUA
Deviceld
Id
Location
LoginFlag
LoginTime
OwnerUin
Uin

UpdateTime

ExtAttr

BUNBIE

iy

iy

iy

iy

iy

iy

7|

iy

FEFNULL

=

iy

iy

iy

iy

iy

iy

7|

iy

s
String
String
Int64
String
Int64
String
Uint64
Uint64

String

#EN O3S | : DescribeSubAccounts, GetMasterList, GetMasterListV2, GetMasterListWithStatus

B
NeedResetToken

NeedResetStoken

ApiKey
APIEREUES IR
HWANITEOS | : CreateSelfApiKey.
BIR
Secretld
CreateTime
Status
Remark

Source

AccountExistData
PRSI
WATEO31 -

BFR

Uin

Account

Nick

Status

WS : BRmEmEX

Whise
=
=
QuerySelfApiKey
=
[
=
[ )
=
[mm)
=
[ )
&
=
=
=
=

FEFNULL

=
E

=
=

FEEFNULL

==
[=]
=
[=]
Py
[=]

=
(=]

a

FEFNULL

=

oy

i

i)
Int64

Int64

*7;

2

String
Uint64
Uint64
String

Uint64

o
fr2

Uint64
String
String

Int64

Hit¥Fa
ik
BFinmCE
&&id
id
ERitbiE
BRIFR
BRAYE
EMFuin
uin
60
ik
FEEEEmfaftoken
FEEFFHmfaAtoken
fik
E1AID
BlEERTE) (A A)EL)

KB 35A)
&iE
iR

stk
P —id
Ars
B
TRFRES
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E=1 Whise FEFNULL St
TypeBind 2 & Int64
IsRegAccount 2 & Int64
UpdateTime = B String
AccountDetail
iS=gEa

WA T#EEO3|A : AddSubAccount

E=g WAIE FEFFNULL et
ActionFlag B S ActionLoginFlag
ConsolelLogin &5 & String
LoginFlag B S ActionlLoginFlag
NeedResetPassword &5 & String
Password B S String
UseApi a8 & String
SubAccountUser
FIKSFIE

#WENTEO3 | - DescribeSubAccounts

R WA FeFNULL E3id)
Uid S =3 Uint64
Uin B 2 Int64
OwnerUin 5 2 Uint64
Name = = String
PhoneNum a8 2 String
PhoneFlag B = Int64
Email = p=3 String
EmailFlag 5 2 Int64
CountryCode = =3 String
CanlLogin 5 2 Int64
ConsoleLogin = p=3 Int64
SystemType & = String
WxzsStatus = = Int64
NeedResetPassword B 2 Int64
ExtAttr & 2 ExtAttr

WS : BRmEmEX

gﬁﬁ\ /Ié?

1%
MKPERESREY
ER/EMIKF

BIE—REFRT )

1%
BRRIFIRR
EERITEHEER

BRIRIP

fihk

FFF UID
FRFAFID
FIKSID
TSHMR
BREFH

IR SHRESWIE

EXERHERTE

MEARSRERTS

AREEETH

fil

MBS
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SafeAuthOffsiteFlag

ZEINEINERRR

W TEEOS I : GetSafeAuthConfig

BIR
VerifyFlag
NotifyPhone

NotifyEmail

AccountAttribute

EE%

W TEOS|M © GetAttributeName
IR
Attributeld
AttributeName

Attribute

ActionLoginFlag

ERBFBRITR

AN THEEO3 |8 - AddSubAccount

R Wik
Phone &
Stoken &
Token &

UserProductUsablelnfo

BRIRFRER

HWANT#EO3|A : GetUserProductUsable

BIR

Unit
Productld
IsOpen
Nums
DeadNums
Prefix

Regionld

WS : BRmEmEX

i

Hm

i

|

)

i

o

I

il

il

FEEFNULL

oy

i

FBEFNULL

=

i

il

FEFNULL

=
[=)
=
=

=
(=)

FREFNULL

=

L B R

i

iy

E3id)
Int64
Int64

Int64

Int64
String

String

gﬁﬁ\ /Ié?

R

IRIFRIR

R

id
BHER
B

A
22hr
HToken

H#Token

DeadNums
EE

Xigid
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UserInfo

BFER
WA TEEO3IF : AddSubAccount

AR WhisE FEFNULL ESid] HAR
CanLogin S & String FKS KT
CountryCode = & String X=
Detail & & AccountDetail 5
Name a a String B
PhoneNum & 5 String Zzpra=yie]
SyStemType ) ) String RpRE

SafeAuthTokenlInfo

ZEINEtokenER

#WanTEOS1A : GetSafeAuthConfig

B Dvid FEFFNULL ESidl fR
Status B B Int64 W&, 0-KDE , 1-BHE , 2-E45FE | 3-BfR4D
TokenSn &5 &5 String tokenF5IE
TokenType &5 F Int64 tokenz&8Y , 1-hard token, 2-soft token , 3-ukey
TokenSource & & String BE KRR

SubAccounts

FRFER

#WaNTEAS|A : AddSubAccount
BFR WA FeFNULL RE fEk
Name & = String &aF
Token & =3 String Token
Password &5 2 String 2
Secretld = p3 String frsRId
SecretKey & =2 String fsEKey

Ownerlnfo

EWFER

#WANTEOS |8 : GetMasterList, GetMasterListV2, GetMasterListWithStatus
BR WA FEFNULL RE A
Uin = 2 Uint64 ik E—id
UserName &5 =2 String AR&

WIS : B emEX %152 |1 #317m
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B AR FEFNULL St b
DisplayName & 2 String BRBR
CheckStatus & =2 Int64 MRS
Account &= = String BFR&
IsDefaultOwner a 2 Bool EARNZFKFRIEOAERS
Phone = = String FNS | FTEEE
Email 5 2 String HRFE | FERDAbIER
ExtAttr & 2 ExtAttr T EBRY
LoginMfa = = LoginMfa ZEFINE
AccountRequest
getInfoByFieldsHRlkF{EEE4)
#WaNTEOS|A © GetnfoByFields
BR Wik FEFFNULL RE A
Type = & String Sl
Id b3 = String MKid
OwnerUin 2 S String FMFid
SubAccountList &5 = String FIKFidFIZE
UidList = S String uid%liz
RoleList &5 3 String eSS
GrouplList A S String J==)SEERIES
MultlFactor
SEFERE
#Hen OS5I/ - GetMultiFactorParas
BHR Wi FEFFNULL ESidl fiA
MultiFactorChoices B B Int64 MultiFactorChoices
MultiFactorcChangable & = Int64 MultiFactorcChangable
MultiActionChoices B B Int64 MultiActionChoices
MultiActionChangable & & Int64 MultiActionChangable
MfaHardTokenSource S S String MfaHardTokenSource
CategorylList
TS5
#enTO35|F : DescribeUserCategory
BR Wi FEFNULL ESidl Tk
WRFRE - BRmERMEX 5153 @ #317|
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BFR
Categoryld
CategoryKey

CategoryValue

WS : BRmEmEX

I

oy

FEEFNULL

=

iy

iy

gﬁﬂj NP2 IL:I\
it R
String Z5511d
String &5l
String E3E
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ARt

BIREATE: 2024-10-18 10:38:27

TREAA

WNERIREIZERFIFE Error FE , NIFRRSAR APL O, Fian

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error Frfy Code FRIAIRB , Message FRZEIRHNEMEE.

eSS
RS
FHIREG
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure
AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire
AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient

ResourceNotFound

WS : BRmEmEX

L]

ZiRARE (RE= API ZA%AY ) |

MFA $8iR,

TR, FEEHSNERRESCHRNREESRR |, IRSIES |

=%

R, Timestamp MRS EEENSEIRDH |,
SEER. SRUEHER | BURBRESXPREOECHGeEEZITEITRE.

token &R,

ERER CAM Z1Y,

DryRun £ , RREKESEMINN , RESET DryRun 24,

BAFR.
REBHEIR.
BOAFE.
SHEEIR.
SHEVEHEIR.
B ECEBRS.
s
BORARFE.
TERENREEIS T SRR,
B G A.
HEE.

BRI,

Bt EA AR SIREERE.

BMETRESESIER  EEA)
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FEIRED L]
ResourceUnavailable BRI,
UnauthorizedOperation RIFBURIE.
UnknownParameter RISEGER,
UnsupportedOperation BAEASHS,
UnsupportedProtocol http(s)iERIMSEIR , R52iF GET #1 POST i&E3K,
UnsupportedRegion OSSR,
WBSEIRES
HIRAY iz}

FailedOperation.MfaTokenAlreadyDistribute
FailedOperation.SoftTokenNotDistribute
InvalidParameter.TokenTypeError
FailedOperation.MfaTokenUnBindFail
FailedOperation.UnknownTokenType
FailedOperation.BindNoneHardToken
InvalidParameter.ParamError
FailedOperation.PasswordMismatch
FailedOperation.HardTokenNotDistribute
FailedOperation.HardTokenAlreadyBind
FailedOperation.UrgentCodeFrequentLimit
LimitExceeded.SubAccountlsFull
FailedOperation.BindNoneSoftToken
FailedOperation.MfaTokenNotDistribute
InternalError.SystemError
FailedOperation.InSafeAuthProtection
InvalidParameter.HardTokenSnMiss
InvalidParameter.PasswordNotMatch
FailedOperation.MfaTokenAlreadyBind
ResourceNotFound.UserNotExists
InvalidParameter.PasswordDecryptError
FailedOperation.DistributeMfaTokenError

FailedOperation.MfaTokenBindFail

WIS : B emEX %156 T1 #317m
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TCE E&{SE ( location)
FRAS (2019-11-28)
APIHEYES

SIS AYE: 2024-10-18 10:38:27

APIRRA

V3

AEZIEP SE N
BEOEMR BOIhEE
DescribeRegionZone MR ERNSE—AD
DescribeRegions EHE IR
DescribeZones =R AXGIER

WS : BRmEmEX
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BEAI
EOLH/V]

SIREFATE: 2024-10-18 10:38:27

tcecloud API X MAENERITEMIGE , IS MEREFTEEATLERSHHEAERER ( Signature ) LUSIHERESH.

BIE Secretld 1 SecretKey ; ERFPERERERIL , BRIESAPIREREERTE , SULERBA=APHEO.

N S

1. el

EEXFER=APIZA , BRIF=APIZENHEFARLEEIE. TEFEIEEE Secretld 7 SecretKey :
o Secretld BFHrR AP ERE S KD

o SecretKey FRFMZE R FRIEFIRS eSmGIEEE FABNESA.

* FAPUAFSIRERSEIE , BRitiE,

FBELZEEIENERESERNT ¢

1. HRtcecloudEEBFLIEHIE,
2. FHE=APIERRHEHI AT
3. E=APIESAIE , M [#rE] BDAJLABIiE—XdSecretld/SecretKey

IR FREKSHRSELUAERT Secretld / SecretKey,

2. SR

BT REFESecretld 7l SecretKey/F , BAILERERET. IFREMES BRI -
BRIZFFHI Secretld #1 SecretKey HBIZ :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
* SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

R XBERERG , BRIERFRREEN Secretld F SecretKey #HT/EEHRE !
LARBRSS 2R EELAIFIZR(Describelnstances)igxk A%l , BRAFARX—REON , HiEkSraenT:

SHER 22078 SHE
Action TR Describelnstances
Secretld Z5Ald AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E 1465185768
Nonce FEALIEEEE 11886
Region SEBIRRTERIE ap-guangzhou
Instancelds.0 FFEIRRISLHIID ins-09dx96dg
Offset IRiEE 0
Limit BRASIFEH 20
Version EOMRAS 2017-03-12

2.1. HBEHF

gﬁﬁ\ /zli?

BEERHRREEEER  R2EIE

BIFEIERSSUZSHENFHE ( ASCIEE ) AR, 15 1) RIZSHEHTHF | SHERSXIREIR , R85/ ; 2) & ASCILEBELA/N |, 10
Instancelds.2 ZHFE Instancelds.12 5 , AEEFEER , BARKREE. BRI LMEBRIEES PAVEXHIFRECRSCINX —I08E | W0 php A9 ksort IR&Y, EiRxR

PISERIHF LR RN T:

WRFRE - BRmERMEX

%158 T1 #317m
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{

'Action' : 'Describelnstances’,
‘Instancelds.0" : 'ins-09dx96dg’,
'Limit' : 20,

'Nonce' : 11886,

'Offset' : 0,

‘Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',

}

ERECEFHESAN , A EERGIPRSEETHR | BEIR0ER—ZE0A.

2.2. JHEBRFFFER

WEBERIERFRE, FE L —SHFFERSEUS UL S8BT ="S8E 10 | W0%T Action 81, ESHEMRA "Action” , BH(ER
"Describelnstances" , EIM&RILERT /I Action=Describelnstances , & : "“S¥UE"HIRIAETIEurlmREERNE,

REBEHENS M SHA U HEE—R , REERINERFHRN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQp
n74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESE BRI RS

HEBEREZ RN TR, SREFHHRHUT/ NS EER:

1. iEK75i%: 3285 POST #1 GET A= , IXEEMA GET &K , iF=AGENEAE.

2. IEKENEELHIFIZR(Describelnstances){iEKIH=Z /9 : cvm.finance.cloud.tencent.com, LRSI ZIRIEZCFABERNARMAR |, RSO,
3. IEKRER: LRRATAPIHEREZEEN / .

4. {ERFE: B E—SERINERFEEES.

BRBEEBIHHENNA: BRITE + EREN +EKRER + 7 + BERERS

RBIRHHELE SRR ¢

GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08Region=ap-guangzh
ou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&Version=2017-03-12

24. SR
I BAERMEZR, BiLER HMAC-SHAL Bk E—SHikEHERRFREBEHITES | REEEMNEEZ BEM Base64 H{T4HRID , AIFKERENSE R,
BARRRZa0T | LA PHP B4
$secretKey = 'Gu5t9xGARNpg86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=a
p-guangzhou&Secretld =AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

BRESEINERR:

EliPOYW3pW28FpsEdkXt/+WcGel=

ERECEFHESTAN , TR EERGIFRRIGEHHTERIGE | BRIRERSRSHFha—EE.,

3. &R BRI

ERAIERBFHTRERIEABRSH , FEWEHT URL 3.

W E—SARAIEREN EliPIYW3pW28FpsEdkXt/+WcGel= , REERINERZBIBRSE ( Signature ) 9 : EIPIYW3pW28FpsEdkXt%2f%2bWcGel%3d , Bi5H
FAEMELZAIEK URL,

WIS : B emEX %159 1 H317m
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R MRAPREKTSER GET , BiEiEK75i% POST @R Content-Type 73 application/x-www-form-urlencoded , Ml &% &K ArEIERESHEIITEM
URL #f8 , 28 BN-FESATEMmG. Ik ASCI F&F7E URL FRBRIRES Ll UTF-8 #1408,

AR FLRBISSH http EERENFTESEHT urlencode , FEXMMERT , IARENERHAHIT URL HiST , SRR URL RIZSSEERLM.

AR Bt BEthREH TR | MISRA RFC 3986, R %XY SHFHARIBIMLRFH{TEO RS , ER"XF"Y 7R (0-9 IAEF8 A-F) |, £/
INERSIRER

4. E7EM

IRIESERRENR | FAEM FERAMAIEIRT | SIRIESSIRERE

RS SRIRAEA
AuthFailure.SignatureExpire SRILH
AuthFailure.SecretidNotFound BENMFE
AuthFailure.SignatureFailure EEER
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld FIRARE (A2 API Z5REEY )

5. BRER

TESCRRIER API 3.0 Y, #EF(EREIERtcecloud SDK 3.0 , SDK #ETEZHNIIE , ARSI =RIRHANEMZEORT., HAEESN SDK Ay, HEISTHEHRE

BEH:

* Python

* Java

e PHP

* Go

* JavaScript
* NET

NTEFEORRSEIRE , TEUERFEEES AP, B LANSZIEEARII. BERNES. ERNEOMSHNEBERLI LIASZIENE , RBRAEREST
#, FrEEERY  ERFRIEREER SDK.

BR&IHAY url BTEEA © http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=1188680ffset=08&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768&Ve
rsion=2017-03-12

FR BT RAIRERREEN |, HEEEARRALRNE , EIHINSREIL url FEXREEFITHEER curl SHOEANSIREERGER | EFi3H, ATER—Y
PAEEIRER url |, FEEXURFIFR Secretld F1 SecretKey AESLEE , FHERRALFIASEEAEA Timestamp ,

FR A TENTS  ARRRIES  EER-ESERTEEIN url JRESERAR  RASHNIRFEAR , (BXFAMMERE. RERGSYEME  BEEIT
HIFHEEIE],

R LAFRB(UERTF APL 3.0 , FeEERATEMMNEZRE , BIEZIAR APl , HFFEADERBLSHEEITERIR | BLAIMAYLIR S,
Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";
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public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] EZNBRNSSEFTFEHF | ItibATreeMap{RiEIRFE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
/] EFRERAurI SHIF A EK

for (String k : params.keySet()) {

// BEXGIEKEHTUrlencode , AT keyEBRENFH , HULAMIEvaluei#tiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMaprILABZIHEF

// SERRVEFRRY R4 EFERENEY | 4140 : params.put("Nonce", new Random().nextInt(java.lang.IntegerMAX_VALUE));
params.put("Nonce", 11886); // AHESEL

// SERRiE RS R R AR G4 miuRd ) , 5IaN : params.put("Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // /"Ht2%]

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // 5%

params.put("Action", "Describelnstances"); // AH£#4

params.put("Version", "2017-03-12"); // S5

params.put("Region”, "ap-guangzhou®); // AHEE

params.put("Limit", 20); // \/$55#1

params.put("Offset", 0); // WEE#L

params.put("Instancelds.0", "ins-09dx96dg"); // Al53&%

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL"); // AESE
System.out.println(getUrl(params));

}

}

Python

R | WISRZETE Python 2 SBHIETT , TELLREE requests (KIiE :  pip install requests .

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)
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if _name__ =='_main_"
endpoint = "cvm.finance.cloud.tencent.com"
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce' : 11886,

'Offset' : 0,

‘Region’ : ‘ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IHASSERRER |, ARSI REF At 2R

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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EOZHV3
BIREATE: 2024-10-18 10:38:27

tcecloud API X MAIRNEREHTEMNIGIE , IS MERBRFEZAAHERSHPEEESRER (Signature ) USIBERESH. SHEFHEZEFIIEMN  Z2FIE
45 Secretld 1 SecretKey ; ERFERBZRERIE , BRIEAPIZERE RS , BULEEB=APHEL.

ssEr s
1. RigeeFi
EEIRERTEAPIZE , IBRIF=APIZSANERIELSEIE. L2EIFEE Secretld 1 SecretKey :

o Secretld AFHrR APL ERESH
* SecretKey FFFINEEE FFRMIRS MRS EFHRINEH.
* FAPUAFSIRERSEIE , BRitEE,

RIEREFEIENERSERINT

1. ERtcecloudFEFINEHIE.
2. BIfERAPIE RIS A TA
3. E=APIESATIE |, st [#rE] BNaTLAgliE—dSecretld/SecretKey

TR RIS RS ETLUBEMY Secretld / SecretKey,

2. TC3-HMAC-SHA256 && 7%

R WTFGETAE , R34 Content-Type: application/x-www-form-urlencoded 48z, XJFPOSTA% , BEISZE Content-Type: application/json LAK
Content-Type: multipart/form-data FFFAMAET |, json IETNENARB WSO . multipart SRR BRI SEOSHR | ANZEOARBEEER json #&=01ERA |
SE BRSSO A,

THU=RSSHER MNKEBFIREAGF , SEBRNMBESHTTEIIRE. BRI T ERLAIFIZRMNSE : Limit 70 Offset , (R GET 5iEEA.

EARFIFEY Secretld 71 SecretKey 28I : AKIDz8krbs)5yKBZQpn74WFkmLPX3EXAMPLE #1 Gu5tIxGARNpq86cd98joQYCN3EXAMPLE

2.1. HHEEERER
RIS UHHEIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + "\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + "\n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3k75% ( GET, POST ) , Axfls79 GET ;

e CanonicalURL : URI 24§ , API 3.0 EENIERAT (/)

 CanonicalQueryString : &i2 HTTP i53K URL FRIEIIFHRFE , XJF POST i5K , EEATFAE , XWTF GET 15K , WA URL FElS (?) GBENFHERS | A5
BIBES : Limit=10&Offset=0, ;¥& : CanonicalQueryString EE42id URL 4#f3.

e CanonicalHeaders : 25821 IEE , EEE host F content-type FNLES , BAINABEXLHS E5EE B LIRS ESERNE— NS, FHEM
W : 1) 3LEB key #1 value Zi—iem/NE |, HEIEERETIE | #RE8 keyvalue\n 1X(HHE ; 2) ZALEB | IREBLED key (/N5 ) WFEHEFR#H{THHE, GIH
79 1 content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £5&ZHILEBER | HIALRIEREHLLES S5 TEE |, #1 CanonicalHeaders &8N ABRE—XIMAY. content-type 1 host Jos4isesk
BB, HHERN : 1) &8 key R—ERUNG ; 2) ZKED key (NB ) IRIBFEHFRTHIE , FFELUSS () 2R, tHIF7 : content-type;host

e HashedRequestPayload : IERIEXHIEZE , iHE5%EH Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XF HTTP i5SKEENES payload fif SHA256
B, RET/OHEIHD | SERIEEBIER/NEFE, JT5 | }WTF GET 53K , RequestPayload EEATFRAE , 3F POST i53K , RequestPayload Bl HTTP i5
KIEX payload.

HRIELA LN, ISP ERIRANEIERENT (ATREN , \n TIHEBISEITEHIN—T8K) ¢
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GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fclc149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2 BHEREE TS
RIS HESES TS

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : §88% , BRIEE TC3-HMAC-SHA256 ;

* RequestTimestamp : EKAJEE , BIiERLERHY X-TC-Timestamp BUE , 1_ERAIER S 1539084154 ;

 CredentialScope : EIEEE , #8209 Date/service/tc3_request , & HE. FRERIIIRSFILLLLFRrE (tc3_request) . Date 5 UTC fRgRHERBEHE , BUERE
MRS X-TC-Timestamp FEH UTC FRERTEEE—3 ; service IF-RE , WRSTEMINF=RAISE 5, fI30 cvm, W0 ERGLEK , BYEH 2018-10-
09/cvm/tc3_request ;

e HashedCanonicalRequest : BIASEHHEREMTEIERBIIAHE , iTE5EN Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

eI =
1. Date W/RMATIEIEL X-TC-Timestamp &85 , BRIXJ UTC+0, MRIMARGAMXES , fIINFR/N\X |, ESEERME SERB/R |, E25ERERN
ERW, RigAEE 1551113065 , £/ \XAIRTEZ 2019-02-26 00:44:25 , {BEi+HSEIAY Date BY UTC+0 FIEHEAR/S 2019-02-25 , A2 2019-02-
26,
2. Timestamp MR HFIRSHTE , BEMERRFREFNENAEELSH , MREEBES RS FHFNMERM, NFRKIAAFNERBRS | TTaeSEiET—R
HEE , ERGERY (IREEZSHER ) .

TR LN |, TPIPEEIRGESFFRUT (ATRREN , \n TREESEITIHN—TER) ¢

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91¢9¢192c14460df6c1ffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23 iHEEE
1) EIREREEE , RBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : [RURAY SecretKey ;
e Date : Bf Credential F9f9 Date FERE8E. , W1 7=l , 792018-10-09 ;
o Service : B Credential shf4 Service FEREE. , #0.L5RF , J9 cvm ;

2) HEES  (hRBUT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILAL EITEBEIRREESZZH |
* StringToSign : BIEE2ITEERINGEEFR/E ;

2.4. 8 Authorization
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FEANTFRETHHE Authorization :

Authorization =

Algorithm + ' ' +

'Credential="+ Secretld + /' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

‘Signature=" + Signature

e Algorithm : £87i% , EE/ TC3-HMAC-SHA256 ;
 Secretld : Z4E33RY Secretld ;

 CredentialScope : .+ , EIBEHE ;

* SignedHeaders : L £ , £5&FMLEBER ;

¢ Signature : B&(E

HRIELLERN | IR SEIASED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df45
82db9e9bf4672ba50567dbalbcbecfl74ca74

RETHENERERSAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6cbecfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

3. BRKW

HRIESCIREN | FEUTERLWANER | BERIESR AR E

FEIRAIS FEIRAEAR
AuthFailure.SignatureExpire BRIIH
AuthFailure.SecretldNotFound BT
AuthFailure.SignatureFailure HEHBIR

AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

3

4. ERER
Java

import java.io.BufferedReader;
import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

WS : BRmEmEX
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import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

/) FRNX , BNESHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *hkkkkkkkkhkkkk 5% 1 ° }ﬁ&;m?‘éi%*% *hkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.println(canonicalRequest);

// *hkkkkkkkkkkkk ./Ij/:g% 2 S ?ﬁ;ﬁ?%%g%’%% *hkkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// Fkkkkkkhkhkhk _}fﬁ 3: .H.%%g *hkkkkhhkhhKk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *hkkkkkkkkkkkk 55;'% 4 0 ?}4& AUthOI’iZatIOn *kkkkkkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap <String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
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headers.put("X-TC-Version", version);
headers.put("X-TC-Region", region);
}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# BIPSH
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNp(86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou”

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

 FhxFxKF KKk KKk .}jg 1: ;#?%%m31§*$ *hkkkkkkkkkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

FFREEIRKE KKK ﬁg 2 0 ﬁg%&g?ﬁ% dkkkkkkkkkkkk

credential_scope = date + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# khkkhkkhkkkkkk .,Ijg?% 3 : .l_l_%Eg *hkkkkkkkhkkk

# I ESEHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

f FkF ARk Rk kK ‘J)J;H% 4 - P-_’Hg Authorization *#*#*#xwkksxss

authorization = (algorithm + " " +
"Credential="

+ secret_id + "/" + credential_scope + ", " +
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"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)
print(authorization)

# NHESERINENERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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5K

ERITEHHTE: 2024-10-18 10:38:27

1. fRSSHbuE

gﬁﬁ\ /Ié?

bl (Region ) ZFEYIEEAIEUIEOAUMIEXIE,. tcecloudZIIGIEARIBEZAE2IEE | (RIEFRMRERATRERREESEL. ATIHRERME. E5 T

BE  ENEERRERSEFE.
ERILAEIY APlEC EfiEEIR EETHAETIZ.

2. B

tcecloud API URFEZOMIET HTTPS #HTEE | RIEL2UNEEEE.

3. IBKAE

SHEHY HTTP &K%

e POST (##%)

o GET

POST #&Ek37#5#9 Content-Type 38! :

e application/json (#E7F) , W/R{ER TC3-HMAC-SHA256 &&757%.
e application/x-www-form-urlencoded , /{5 HmacSHAL & HmacSHA256 && 7514,
* multipart/form-data ({&po#EOSEF ) | KA TC3-HMAC-SHA256 & 7314,

GET IEKHNERBANAEBIL 32 KB, POST i5KERERZT5A HmacSHAL, HmacSHA256 RIAS#BIE 1 MB, POST iEKEREE 754 TC3-HMAC-SHA256

A¥sz#% 10 MB,

4. FRTmtY

ERUTF-847HS,
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IR[EIZER

ERITEHHTE: 2024-10-18 10:38:27

IEfREIZER

A= BRSS Seh0iE OB ESEHMRZSHIZR (DescribelnstancesStatus) 2017-03-12 kAl , ZEFAL , HATRERIREI T -
{
"Response”: {

"TotalCount": O,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”

* Response REREEH Requestld 2EENFER , TCERMINEE , RE APIMET |, NINESIREL.,

* Requestld FFF— AP iEREIME—HRIR , A0SR API HIISE | BILABKEFA] , FHEMIZ ID RRRTM,

° [RTEENFERS , ERIAEMEOENNFE , FARNEOMRENFES WEOSAEFINEN. HHIsAY TotalCount 1 InstanceStatusSet 73
DescribelnstancesStatus O XNFER , BT RERSKNAFREMESERIRSSEELE] , Bl TotalCount 7EIER FAIREES 0, InstanceStatusSet 53R
s,

TERREIZER
SRR, EEEERTT -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error IEIIFE ZERARKRY. Error FEOEREHEMERN Code 1 Message FERFEARAMAT M EIREIRT,

Code FREMRELBAEIRSE , HiEKHENTTLSSRIBIZERBEL L EIRISMZ O A E RS IR E AR R R ERRS 2.
* Message B TIXMEIREKENERER , BEEWSKERARMN  WAATRELEBFRSFEERER , APARKIX MREIE,

e Requestld FBF— APL iEKHIME—HRR , Q03R AP HIISE |, STLABAERFA] , FHEMIZ ID kBRI,

AHIEIRAG (TODO: EE(ER, 2RAENFE?)

REIERFUNRIFA Error R, MZFREMA APLEROKM,  Error Y Code FERERTMEIRTD | ATANSEATREHIMAIEIRIGANIHEIRD | TRIIH T QHER

fHIRIG =S

AuthFailure.InvalidSecretld BIHIEE (R2= API Z3ERE ) ,

AuthFailure. MFAFailure MFA iR,

AuthFailure.SecretldNotFound EIRAFE,

AuthFailure.SignatureExpire SEIIH,

AuthFailure.SignatureFailure BEER,

AuthFailure.TokenFailure token &R,

AuthFailure.UnauthorizedOperation BERE CAM 1L,

DryRunOperation DryRun ##F , RFIFRESEMIIN , REZET DryRun 24,

WIS : B emEX %170 1 H#317m



X BIHSTCE SRS

$EIRIS SRIRIA

FailedOperation BRI

InternalError PIEREIR.

InvalidAction BORFHE,
InvalidParameter SEEER,
InvalidParameterValue SHEYEREIR,
LimitExceeded RIS ECETPR S o
MissingParameter ROSHEIR,
NoSuchVersion BEORARFE,
RequestLimitExceeded TERADREGEID T SR
ResourcelnUse RIEH S,
Resourcelnsufficient RREARE.
ResourceNotFound RRAFTE,
ResourceUnavailable RIFAET A,
UnauthorizedOperation HRIFRURLE,
UnknownParameter FASHEER,
UnsupportedOperation BEARSS,
UnsupportedProtocol http(s)IERIMSER , RSZHF GET #1 POST &K,
UnsupportedRegion BOARSHSFEbE,

WIS : B emEX %171 |1 H317m
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B

N=

>

RUTEEFTATIE]: 2024-10-18 10:38:27

il
i

HEHERTHRAFIZOSNERNNSE , IS | EENEORIRANRONEPREXESHEH TR  EERERIIFTEEHTXLSLY , TeERKEE

I

pod

BBEE V3
{83 TC3-HMAC-SHA256 & 7550 | AHSHEES—ME HTTP Header IERLEHF , 00T :
SHER B} Wik R

X-TC-Action Strin = BENEOBR. B ESEFROXETHMASEATSE Action BUNEE. FINN=IRSEEMEIALAIFIEED , BUES
9 = Describelnstances,
WS L, AR B ER MBRAEERE. BRI EES EE O XS PEAS NS E] Region AR, i

XTCRegion  Sting B sumrrmmemina , BOXRRARILSANR | ISR SRR,

X-TC- Inteqer £ F7 UNIX BJEIEL |, AliCSAE APLIESREORTEL, Bia0 1529223702, & : IR SRS EEERE S0 , S5ESE
Timestamp 9 = HHAEIR.
X-TC-Version String = ERY AP RORRAE, BUBSEEOSHEHPAS RS Version R9GEE, HIAN=ARSSERAMA 2017-03-12,
HTTP tRAESMINESLERER , fian :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,
Authorization  String 2 - TC3-HMAC-SHA256 : &&75i% , BRIEEBIZ(E ;
- Credential : &EF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC fR/ERTEAIAER , BUEZRE S X-TC-
Timestamp #28AY UTC #RERTBIAEE—EK ; servicelsr=m® , W/RSERAY~mEE—E, flgicvm ;
- SignedHeaders : 258 ZitERISLEHMSERE | content-type #1 host J9wsisksLiEB ;
- Signature : EEZHE,
X-TC-T ) = IGREHIEBATARY Token , RELESIGRIZEE—HCEER, IGATEEF Token HFEZNHASIEERS ARREORE. KPZHEAE
-TC-Token String 5

%= Token,

BRAIE VL

{53 HmacSHAL #1 HmacSHA256 && 7540 , ARSHEBH—EIEKRSE+ , IIF

SEER il DZ5vi R 7%
Acti . = BERNEOSR. BESEEOXEFBASEATESE Action BYIREE. HI=iRSESHNEIILAFIFERZD  BUYES
ction String = .
Describelnstances,
Region String = iS4, FsRImRAB BRI EI MEERAIEEE. EOEZRMEEESE RO XERRASE A S Region AIMAA,
= TR BUREOATEERZSH , ORI IHAFEREE | AR EEEZS SR E.
Timestamp Integer =& 257 UNIX RSEJE , SlieRARE APLiERAORTIE]. 1201529223702 , tNRSHEIRTEEET K , &5 [EERITHIEIR.
Nonce Integer 2 BEHLIEEESY , 5 Timestamp BA&#ER , BFBHLLERIE.
. ECAPIESE L RIBAMRREIHY Secretld , —4 Secretld XYRIME—HY SecretKey , i SecretKey SFIREMBERES
Secretld String p3 .
Signature,
Signature String 2 BERER |, FARWIEERNEE  FERFIRESFIMASEITESE. BRTERES EOSC0HY.,
Version String = BAERY APL BORRAE. EUBESERZOXEPASLESE Version BUi5ER, FIAI=RSZE5A9RA 2017-03-12,
SignatureMethod | Strin = w2755, BEisziE HmacSHA256 1 HmacSHAL, REIEEIESE0 HmacSHA256 B, A1EF HmacSHA256 £k
d 9 T wires , HibERER HmacSHAL BIFSE,
Token Strin = IREHIERFTRER Token |, FEESIGRIEE—HEFER. IGREHEF0 Token BEZHDSIERSTARREORE. KIS
9 = AEE Token ,
RS - B e EX 1727 #317]
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uICRIES

btz (Region ) RisEAIHERHOAIMIEXI. tcecloud3IEIEARIEZ AE2MRE |, RIEFEIRERAEEIFREMAAEL. ATREEEME. BE T
BE , EESRREIAEE PRI,

ERILUE APLEN ENAMBINEIR EESARIbEZIE.

LUICTIEP S

£317m

\|

WS : BRmEmEX %173 1



O BASTCE

HIEEERRNE—AO

ERITEHHTE: 2024-10-18 10:38:27

1. wOfER

EOEXIES : location.api3.finance.cloud.tencent.com,
EiFibE/ATRAXER. Sk 1. Ein 2. BRAEE 3. FRHBEER
BUAZECIESIREIRS : 20000%/75,

BEOFEHAE : 2021-06-10 14:38:47,

EORREZTEN,

2. NSEL

UTERSHIIRIGIH TIROBERSEIRD NHSY |, TEAHSEFIRNALERSH,

SHER WA FEFNULL ESid) ik
Action =2 &5 String NHSE, AEOBYE : DescribeRegionZone
Version = & String NHESE, AMZOBYE : 2019-11-28
Region 2 = String AHBY , FEOTFEERSE,
Productld =2 = String TCE F=faCode
SubProductld S & String TCE Fr=f@Code
Regions FS = Array of String FHIiEAIRegionFIFR
A M
3. mHS
SHER ESit) R
RegionCount Int64 g E
RegionSet RegionEx HEHES
Requestld String H—iEK ID , ®RIEKREPEIRE], EAIRRAEEREZXIERE Requestld,
H
4. 1EiR5

ZEOE RS BEERAERD AR ERG.

WS : BRmEmEX

%174 ™

gﬁﬁ\ /Ié?

\|
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X BIHSTCE SRS

Al

ERITEHHTE: 2024-10-18 10:38:27

1. #EOEA

EOEXIES : location.api3.finance.cloud.tencent.com,
A0 (DescribeRegions) BT TSR,
FIAECERSAERS : 20000%/FD,

EOFEHAE : 2019-12-13 11:22:25,

EORRERTEN,

2. NSEL

UTERSHIIRIGIH TIROBERSEIRD NHSY |, TEAHSEFIRNALERSH,

SRR WhisE FEFNULL ESit] R

Action =2 & String NHESE, AEOBYE : DescribeRegions
Version = & String NHESE, AEOBYE : 2019-11-28
Region 2 & String NHEBY , AEOLFEGBISE,

3. EHEH

SHETR ESidl ik
TotalCount Uint64 i E
RegionSet RegionInfo HEFIRER
Requestld String WE—iEK ID , BREREPRIRE], EU PR R ERANZRIBERA Requestld,
H >
4. sExhY

ZEOE LS BEERAERD | EERSIEN A HERG,

WIS : B emEX %175 H317m
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ERRTAXYIER

BIREATE: 2024-10-18 10:38:27

1. #EOEA

EOEXIES : location.api3.finance.cloud.tencent.com,
A$EO(DescribeZones) BFEIEFRTAXERS.
FIAECERSAERS : 20000%/FD,

EEOSEHAE : 2019-12-04 16:17:41,

EORREZTEN,

2. ANSE

UTERSHIIRIGIH TIROBERSEIRD NHSY |, TEAHSEFIRNALERSH,

SHER AR FBEFNULL il ik

Action 2 & String NHBE, KOS : DescribeZones
Version 2 & String NHEBE, AFOEYE : 2019-11-28
Region £ & String NHBH, FEOFFTEEBISE,

3. EHEH

SHER KB by

TotalCount Uint64 TARHE

ZoneSet Zonelnfo ATRAKFIRER

Requestld String K—iEK ID , BRERESIRE], EfURRRIFERMIZRIBEKA Requestld,

4. $EIRD

ZEOE LS BEERAERD | EERSIEN ARG,

WIS : B emEX %176 T4 H317m
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SRS

ERITEHHTE: 2024-10-18 10:38:27

RegionEx

DescribeRegionZone iR[E]AY Region fEIAEE

#0358 : DescribeRegionZone

B

Region
RegionID
RegionName

RegionState

RegionStateRemark

ZoneCount
ZoneSet

RegionRole

ZoneEx

=
=
=
=
=
=
=
=
=
=
=
=
=
=

a

FEFNULL

=

L/ B i R 17 B 7 R |

iy

DescribeRegionZone #[IREIRY Zone HHRMER

W T™EEO3IA : DescribeRegionZone

R

RegionID

Zone

ZonelD
ZoneName
ZoneState
ZoneStateRemark

ZoneRole

Zonelnfo

TAXER

WD HD KD HD

el

i

AN T™EEOS | : DescribeZones

BR

Zone
ZoneName
Zoneld

ZoneState

fD HD

Jalil

WS : BRmEmEX

FBIEFNULL

7 7 I v B 1

7|

iy

FEFNULL

Hitra
ESid] 1%
String MR FR(EIE AT ER, APYER)
String RS (EIRSTS, RlinRRER)
String M ZFR
String IR ZR(AVAILABLE/UNAVAILABLE)
String AR A
Int64 AAXEE
Array of ZoneEx ATAXIER
String s E (MR, SR:MIthiE, OREEith)
ESidl bri:1%
String FriERegionf®S
String B RXEFREE N FFFE, APIER)
String AIAXRS
String B X EFRERRMEIT, BlimERMER)
String A XK (AVAILABLE/UNAVAILABLE)
String ATARKRS(RESER)
String TAXAE (MAZEFTAK, SAZMTTAX, OAZHEATAKX )
ESidl 1%
String ATRXARR , 5Ia0 , ap-guangzhou-3
String ATRXHA , fIEn , =X
String AJAKXID
String ATAXID
177 ;8 H#317m
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RegionInfo

HRER
WINT#EO3|FA : DescribeRegions

R WA FEFNULL ESid) A

Region = &= String ot TR , B0 , ap-guangzhou
RegionName 2 5 String HESEHEA |, IR0, KR ()
RegionState 2 S String MR AT RRE

WS : BRmEmEX %178 W #317|
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AR

ERITEHHTE: 2024-10-18 10:38:27

TREAA

WNERIREIZERFIFE Error FE , NZFRREAR APL KM, 5l

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is correct.”

}

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error i Code FEIRMG , Message FnZAIRIIEMER.

eSS
PHERE
SRS
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure
AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire
AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient

ResourceNotFound

WS : BRmEmEX

Lz
ZiRARE (RE= API ZA%AY ) |

MFA $8iR,

TR, BEEHORERRRE

=R

BRILH. Timestamp FRSH[GEEENMSGBI A  BEERMHEARSIRENRERLE.

ERER, SHRUTEER | BUREASXHIROSSCIEEEEZITETRE.

token &R,

ERER CAM 1L,

DryRun & , KRERELSEMIIN . REZ{ET DryRun 4,

BAFR.
REBHEIR.
BOAFE.
SHEEIR.
SHEVEHEIR.
B ECEBRS.
EROSHEER.
BORARFE.
TERENREEIS T SRR,
B G A.
HETE.

BRI,

gﬁﬁ\ /Ié?

BERMSREELSR , RSIES | FaERPRRESER , TRAEAMEEE

£317m

\|
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HIRAS 5388
ResourceUnavailable RIFAE A,
UnauthorizedOperation RIFTURIE.
UnknownParameter RISEGER,
UnsupportedOperation BAEASHS.
UnsupportedProtocol http(s)IEKINNEEIR , R5Z#F GET #1 POST i53K,
UnsupportedRegion ORISR G,
ASSHEIRIE
RS : B mERmEX 28180 1 #317m
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FHES (open )
BRAS ( 2020-12-02)
APIiES

SIS HAYE: 2024-10-18 10:38:28

APIRRZA

V3

openfEXiz[]
EOSR REOTNRE
CreateLdapldp CreatelLdapldp
GetlLdapldpConfig GetLdapIdpConfig
ListldentityProvider ListldentityProvider
TestLdap TestLdap
UpdatelLdapldp UpdatelLdapldp

WIS : B emEX %181 1 #317m
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O BASTCE

BEAI
EOLH/V]

ERITEHATIE: 2024-10-18 10:38:28

tcecloud API X MAENERETHEHINIE , B MERBFTEELHLERSHPEEERIER ( Signature ) LISEERESD.

BIE Secretld 1 SecretKey ; EFFERERERIE , BRIESAPIZEREETE , BULERB=APHEO.

1. RigREEIE

EEXFER=APIZA , BRIF=APIEENHEARLEEIE. T2EIEEE Secretld 71 SecretKey :
o Secretld BFHrR APLERESH

* SecretKey FIF IS E F R RMIRS SRS EFFRIZH.

o FAFPUAFSIRERSEIE , BRitiE,

SR EENERERIT

1. EFtcecloudBBFLEHIE,
2. HIE=APIEBRIEHI A TRE
3. E=APIESAIE , M [#rE] BDAJLABIEE—XdSecretld/SecretKey

IR FREKSRSELUABERYT Secretld / SecretKey,

2. SR

BT REFESecretld 7l SecretKey/5 , AT RET. IFREMESS BIIEMIE -
BRIZFFHI Secretld #1 SecretKey HBIZ :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE
* SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

AR XBERETRG , BRIERFIRREEN Secretld #1 SecretKey #HT/EEHRE !
LARBRSS 2R EELAIFIZR(Describelnstances)igxkAfl , BRAFARX—REON , iEkSAaeNT:

SHER 22078 SE
Action TR Describelnstances
Secretld =Z5Ald AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E 1465185768
Nonce FEALIEEEEY 11886
Region SEAIRRTERIE ap-guangzhou
Instancelds.0 FFEIRRISLHIID ins-09dx96dg
Offset IRiEE 0
Limit BASIFRH 20
Version EOREAS 2017-03-12

2.1. WBEHF

gﬁﬁ\ /zli?

BEERHRREEEER  R2FEIE

BIFEIERSSUZSHEBNFHE ( ASCIEE) FFHEF. 15 1) RIZSHEHTHF | SEERSXIREIR , R85/ ; 2) & ASCILEBEE AN, @0
Instancelds.2 ZHHE Instancelds.12 5 , AEEFEER , BARKREE. BRI LMEBREES PAVEXHIFRECRSCINX —I08E . W php A9 ksort BR&Y., Eidxw

PISERIHF AR T:

WRFRE - BRmERMEX

£317m

\|
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X BIHSTCE SRS

{

'Action' : 'Describelnstances’,
‘Instancelds.0" : 'ins-09dx96dg’,
'Limit' : 20,

'Nonce' : 11886,

'Offset' : 0,

‘Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',

}

ERECERFHESAN , A EERGIPRISEEITHE | SEIR0ER 0.

2.2. JHEBRFHER

WEBERIERFRE. FiE L —SHFFIERSEUS R S8BT ="S8E 10 | I0%T Action B8, ESHEMA "Action” , 8BS
"Describelnstances" , EIM&RVERT /I Action=Describelnstances , ¥ : “S¥UE" HRIAETMIEurlmEERE,

AEBEIHENS N SHA & HEE R | REEMINERFHRA:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQp
n74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHEE BRI RS

WS BEREZ RN TR, SREFEHHRHUT/ NS EER:

1. i&EK75i%: 3285 POST #1 GET A= , IXEfEA GET &K , iF=SGiENEKRE.

2. IEKENEELHIFIZR(Describelnstances){iEKIHZ /9 : cvm.finance.cloud.tencent.com, CFRAVEKIFZIRIEZCFRBERNARMAR |, FEISEORE,
3. BRI LRRATAPIHEREZEEN / .

4. iERFRrER: B E—SERANERF R,

BRBEBIHHENNA: BRITIE + BREN +EKRER + 7 + BRERS

RBIHHEER S -

GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208&Nonce=11886&Offset=08&Region=ap-guangzh
ou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&Version=2017-03-12

24 EpSEE
I BAEREZR, BiEHER HMAC-SHAL Bk E—SHikiSHERRFREBEHITES | REEEMNEEZ BEA Base64 HT4HID , AITKERENSE R,
BRRRZa0T | LA PHP iS4
$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=a
p-guangzhou&Secretld =AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&\Version=2017-03-12;

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBEINEE SR
EiPOYW3pW28FpsEdkXt/+WcGel=

ERECERFHESTAN , TR EERGIPRRSEHTERIGE | BRIRERHRSHFha—EEa.,

3. &R BRI

ERIIERBFTEEREABRSH , FEWEHT URL 3.

W E—EAERMAIERZ SRS ElIPOYW3pW28FpsEdkXt/+WcGel= , FREZRBEINNEZEIBERESEL (Signature ) 79 @ EIiPIYW3pW28FpsEdkXt%2f%2bWcGel%3d , Bi5H
FHRREAIER URL,

WIS : B emEX %6183 1 #317m
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R MRAPRERGER GET , SiEiER751%5 POST [ERt Content-Type J3 application/x-www-form-urlencoded , M &5%iE RIS ERSHHIESDTEM
URL %73 , S-S AEEMRG. 3 ASCI SFRHE URL 4RiSaEEscld UTF-8 T4,

R FLRBISEH http EE2ENFTESEHT urlencode , FEXMMERT , IARENERHAMIT URL HiST , SRR URL RIZSSEERLM.

AR : Bt BEthREH TR , MESRA RFC 3986, R %XY SHHARIBILRFH{TEO UMD , ER"XF"Y Jo+7SHHFR (0-9 IAEF8 A-F) |, £/
INEREIRER

4. E7EM

IRIESEIRENR | FAEM FERAMAEIRT | BIRESRERE

RS SRIRAEA
AuthFailure.SignatureExpire SRILH
AuthFailure.SecretldNotFound BEEAEE
AuthFailure.SignatureFailure EEER
AuthFailure.TokenFailure token {58
AuthFailure.InvalidSecretld FIRARE (A2 APL Z5AEEY )

5. BRER

TESCRRERE API 3.0 Y, #EF(EREIERtcecloud SDK 3.0 |, SDK #ETEZANIFE , FANRAT=RRHANEMZEORT., HAEESN SDK iy, HEISTHEHIRE

BEH:

* Python

* Java

e PHP

* Go

* JavaScript
o NET

ATEEBNRRERERE , TEUSRREES A0, B OANSEIRERII. SRNES. ERNEDIISHNEEELL bIASRERRE  ABRAmESE
2, FrEEEmY  RFRIEREER SDK.

BR&IHAY url TTEES © http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768&Ve
rsion=2017-03-12

FR BT RAIRERREEN |, HEEEARRALRNE , EIHINSREIL url FEXREEFITHEER curl SHOEANSIREERGER | EFi3H, ATER—Y
PAEEIRER url |, FEEXURFIFR Secretld F1 SecretKey AESLEE , FHERRALFIASEEAEA Timestamp ,

FR A TENTS  ARRRIES  EER-ESERTEEIN url JRESERAR  RASHNIRFEAR , (BXFAMMERE. RERGSYEME  BEEIT
HIFHEEIE],

R LAFRB(UERTF APL 3.0 , FeEERATEMMNEZRE , BIEZIAR APl , HFFEADERBLSHEEITERIR | BLAIMAYLIR S,
Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX %184 Tm H317W
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public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] EENERGSEHTFHAT | b ATreeMaplRiEIfF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
/] EFRERAurI SHIRF A EK

for (String k : params.keySet()) {

// BEXIEKEHTUrlencode , T keyEBRENFH , HULAMIEvalue#tiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMaprILAB&IHEF

// SERRE FRRT N 24 R FEREMEY | 5190 : params.put("Nonce”, new Random().nextInt(java.lang.Integer.MAX_VALUE));
params.put("Nonce", 11886); // AHESE

// SEFREFRRT R 24 E RS2 BIRgIE) , 5140 : params.put(*Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // "Ht244

params.put("Secretld", "AKIDz8krbsJ5yKBZQpn74WFkmLPX3EXAMPLE"); // NES%§

params.put("Action", "Describelnstances"); // AH£%

params.put("Version", "2017-03-12"); // "HE4]

params.put("Region”, "ap-guangzhou"); // AHEE]

params.put("Limit", 20); // \/555%1

params.put("Offset", 0); // WEE#

params.put("Instancelds.0", "ins-09dx96dg"); // \r$5£41

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL"); // AESE
System.out.println(getUrl(params));

}

}

Python

R | WISRZETE Python 2 IBHIETT , TELLEE requests (KIiE :  pip install requests .

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)
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if _name__ =='_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

"Limit" : 20,

'Nonce' : 11886,

'Offset' : O,

‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# RS SERRER |, ARh/E I REF A 2R

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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EOZHV3
BIRERATE: 2024-10-18 10:38:28

tcecloud API X MAIRNEREHTEMNIGIE , IS MERBRFEZAAHERSHPEEESRER (Signature ) USIBERESH. SHEFHEZEFIIEMN  Z2FIE
45 Secretld 1 SecretKey ; ERFERBZRERIE , BRIEAPIZERE RS , BULEEB=APHEL.

S e
1. L eREiE
EE—REREAPIZE , B EAPIERAREESEE. BRETaIE Secretld A SecretKey :

e Secretld FHFHRR APl ABEBH
* SecretKey FITFINZEER A BMNIRSS S8 Im0IEEE FFHBNER.
* APPSR ERSEIE , BiRittEE,

RIEREFEIENERSERINT

1. ERtcecloudFEFINEHIAE.
2. BIfERAPIERIEH A TA
3. E=APIESATIE |, stk [#rE] BNaTLAeliE—dSecretld/SecretKey

TR RIS RS ETLUBEMY Secretld / SecretKey,

2. TC3-HMAC-SHA256 && 7%

R WFGETAHEL , A2 Content-Type: application/x-www-form-urlencoded #M{4&=(. XFPOSTH% , BRISZF Content-Type: application/json LK
Content-Type: multipart/form-data BT | json IERECARTA LS EOI9HE , multipart 18X REREWSEOSE |, RHZEOAEEER json VEA |,
& BRSSO A,

THU=RSSHER MNKEAFIREANF , SEBRNEESRTTEITRE. AR T ERLAFIZRMNSE : Limit 70 Offset , (R GET 5i&EMA.

BRI Secretld 71 SecretKey 28I : AKIDz8krbs)5yKBZQpn74WFkmLPX3EXAMPLE #1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAIEIE RS
RIS EIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + "\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3k75% ( GET, POST ) , Axfls79 GET ;

e CanonicalURI : URI £ , API 3.0 EERIESHT (/) ;

 CanonicalQueryString : &i2 HTTP i53K URL FRUEIRFHRFE , XJF POST i5K , EIEATFRAE , XWTF GET 5K , WA URL FEIS (?) EENFHERS A5
BIBES : Limit=10&Offset=0, ;¥& : CanonicalQueryString EE42id URL 4#f3.

e CanonicalHeaders : 258210 IEE , EEE host F content-type FNLES , BAIINMABEXLHS EEB LIRS ESERNE—ENR S, FHEM
W : 1) 3LEB key #1 value Zi—ie/NE |, HEIEERETIE |, 128 keyvalue\n 18X(HHE ; 2) ZALEB |, IREBLED key (/N5 ) WFEHEFR#H{THHE, I+
79 1 content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

e SignedHeaders : £5&ZHILEBER | HIALRIEREHLLES 5 THE |, #1 CanonicalHeaders &8N AB R —XIMAY. content-type 1 host Jos4isksk
BB, BHERN : 1) &8 key R—EERUNG ; 2) ZKED key (NB ) IRIBFEHFRTHIE , FFELUSS (1) 2R, tHIF7 : content-type;host

e HashedRequestPayload : IERIEXHIEZE , iHE/5%EH Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XF HTTP i5SKEENES payload 1 SHA256
5% , AR/ HEIRS , REREBRERINSFE, 5  XTF GET 5K , RequestPayload EENZFFFE , 3T POST 35K , RequestPayload BIJg HTTP i5
KIEX payload.

HRIELA LN, ISP ERIRANEIERENT (ATREN , \n TIHEBISEITEHIN—T8K) ¢

WS : BRmEmEX 28187 W #317|
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GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fclc149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2 PHEREE TS
RINTERHESES TS

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : §88% , BRIEE TC3-HMAC-SHA256 ;

* RequestTimestamp : iEKAEE , BIiERLERHY X-TC-Timestamp BUE , 41_ERAER S 1539084154 ;

o CredentialScope : fEiFSE/E , #8209 Date/service/tc3_request , B R, FRERAIRSIIKRLLFRIE (tc3_request ) . Date Jg UTC iRfRHEINEHT , BUEEE
MAESE X-TC-Timestamp IEEH UTC FRERNBIERE—E ; service AF=RE , WRASERNF RIS, FIg0 cvm, @0 EREEK , BUES 2018-10-
09/cvm/tc3_request ;

e HashedCanonicalRequest : BIALEBHHEMSHEIERBIBHEE , ITE5ES Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

1. Date /RAMRT[EIEL X-TC-Timestamp I+E5%] , BRIXA UTC+0, MRMARRAMHXER , FlIFR/\K |, $SHEXMG LEBMT  BRERERY
ERM, RIZAIER 1551113065 , 7£4/ \XAJATELR 2019-02-26 00:44:25 , {ERiTE15ZIRY Date BY UTC+0 RIEHARZAY 2019-02-25 , A2 2019-02-
26,

2. Timestamp Z/REHFIRSKNNE , BRHRKFNEFINENEEELSH , MFEEET RSO ERY. MFKHEIFIREREEY |, JRESEET—R
RIS | IERUERY (REERITEIER ) .

TR LN |, TPIPEEIRGESFFRUT (ATRREN , \n TREESEITIHN—TER) ¢

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91¢9¢192c14460df6c1ffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23 iHEEE
1) EIREREEE , RBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : [RIRAY SecretKey ;
e Date : Bf Credential 99 Date FE&EE. , W1 7=l , 792018-10-09 ;
o Service : B Credential shf4 Service FEEE. , t0.L5F , J9 cvm ;

2) HEES  (hRBUT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBEIRREESZZH |
e StringToSign : BRI E2ITEERINGEEEFR/E ;

2.4. #H% Authorization
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AT HHE Authorization :

Authorization =

Algorithm + ' ' +

'Credential="+ Secretld + /' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

‘Signature=" + Signature

e Algorithm : £87i% , EE/ TC3-HMAC-SHA256 ;
 Secretld : Z4E33RY Secretld ;

 CredentialScope : M.t , EIBEHE ;

* SignedHeaders : L EX , £5&FMEBER ;

¢ Signature : B&(E

HRIELLERN | IR SEIASED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df45
82db9e9bf4672ba50567dbalbcbecfl74ca74

RETHENERERSAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6cbecfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

3. BRKW

HRIESCIREN | FEUTERLWANER | BERIESREE

FEIRAIS FEIRAEA
AuthFailure.SignatureExpire BRIIH
AuthFailure.SecretldNotFound BRAMFE
AuthFailure.SignatureFailure HEHBIR

AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

%

4. ERER
Java

import java.io.BufferedReader;
import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

WS : BRmEmEX

token $£iR

THIEE (7R APLEEER )

%189

\|

£317m



X BIHSTCE SRS

import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//FENX , BNESHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// Kkkkkhkkkhhkk 53% 1 0 }%}%im;‘éiﬂﬁs*% *kkkkkkhhkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.println(canonicalRequest);

// *hkkkkkkkkkkkk ./Ij/:g% 2 S ?ﬁ;ﬁ?%%g%ﬁ_}'% *kkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkhkkkhkhkhk 5g¥ 3: .H.%%g *hkkkkhhkhhkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *hkkkkkkkkkkkk 55% 4 0 ?ﬁ% AUthOI’iZatIOn kkkkkkkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);

WS : BRmEmEX 190 W #317m|
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headers.put("X-TC-Version", version);
headers.put("X-TC-Region", region);
}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou”

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

FFFEEFIKKE IR AK .}jg 1 . H“I‘ﬁ%ﬂfélﬁ*% dkkkkkkkkkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded”

payload = ""

if http_request_method == "POST":
canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)

signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()

canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# khkkkkkkkkhkk ﬁﬁ 2 : ﬁ}%%gg?ﬁ% khkkkhkkhkkkhkk
credential_scope = date + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()

string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *hkkhkkhkkhkkkk .,Ijg?% 3 : .‘L_I_%Eg kkkkkkhkkkhkkhkk

#ITEEEHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()

print(signature)

# *hkkkkkkkkkhkk .,I)JEH% 4 : ;;'_’FE Authorlzation *hkkkkkkkkkkkk
authorization = (algorithm + " "
"Credential="

+ secret_id + "/" + credential_scope + ", " +
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"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)
print(authorization)

# NHESERINENIERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

WS : BRmEmEX %192 Tm #317]
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15K

ERITEHATYE: 2024-10-18 10:38:28

1. IRS5 btk

gﬁﬁ\ /Ié?

i (Region ) ZFEYIEEAIEIEOAIMIEXIE,. tcecloudZIIIEARIBEZAESIRE | (RIEFRMRERATEEREESEL. ATIHRLRME. E5 T

BE  ENEERRERISEFE.
ERTLUEIS APIEC] EAIBINEIR EETARIbIEZIE.

2. BIEHMY

tcecloud API IRTEEEI9IEIT HTTPS #HTIBE | IRMtEREHINBEEE.

3. I BKAE

SHEHY HTTP &K%

e POST (##%)

e GET

POST i&KZ 59 Content-Type 28 :

e application/json (¥#EF) , WIR{ER TC3-HMAC-SHA256 &&757%.
e application/x-www-form-urlencoded , /{5 HmacSHAL & HmacSHA256 £& 7514,
* multipart/form-data ({XEBDEOSTRF ) , WA TC3-HMAC-SHA256 &2 751X,

GET iBKHNBEREANAREREIT 32 KB, POST i&KEEEE AN HmacSHAL, HmacSHA256 FIAR{E#81d 1 MB, POST i&KR{EREEA AN TC3-HMAC-SHA256

A¥sz#% 10 MB,

4. FFTwmt

IfEFUTF-847HI,
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IR[EIZER

ERITEHATYE: 2024-10-18 10:38:28

IEfIREIEER
AR5 SOOI EBSEAIRAFIR (DescribelnstancesStatus) 2017-03-12 KAf , EVAFIAYY , HPTAEAGEEIITR :

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”

* Response REREEH Requestld 2EENFER , TCERMINEE , RE APIMET |, NIMERIREL.,

* Requestld FFF— APL iEREIME—HRIR , A0SR API HIISE | BILABKEFA] , FHEMIZ ID RRRTM,

° BRTEIENFERI , HREAEKREOENHFE , ARVEOMRENFERS WEOMEFNEN. HFFH TotalCount 1 InstanceStatusSet 93
DescribelnstancesStatus O XNFER , BT RERSKNAFREMESERIRSSEELE] , Bl TotalCount 7EIER FAIREES 0, InstanceStatusSet 53R
zs,

HEIRIREIEER
SRR, EEEHERORTT -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error IEIIFE ZERARKRY. Error FEOEREHEMERN Code 1 Message FERFEARAMAT M EIREIRT,

Code FREMRHBAVEIRG , HEKHER AL TRIEIZS RIS E A RO SR ORI R AYE RO R R I eI R R RS =,
* Message B TIXMEIRRENERRR , EESRERARM , L ATRESEEHFEFREN , AP AKX NREIE.

* Requestld FFF— AP iEREIME—HRIR , A0SR API HIISE |, BILABXERFA] , FHRMHIZ ID sRRRT,

AHIEIRAG (TODO: EE(ER, 2RAENFE?)

IREIEERAPINSRAEFFE Error FER |, MR APLEOKM.  Error Y Code FRRFTVEIRIG , A/ SERRTREHIIAIERID AN HIEIRD , TR T AHIER,

5HIRIG SRR

AuthFailure.InvalidSecretld BiRIEE (R2= API Z3ERE ) ,

AuthFailure. MFAFailure MFA iR,

AuthFailure.SecretldNotFound EHFE,

AuthFailure.SignatureExpire SEIIH,

AuthFailure.SignatureFailure BEER,

AuthFailure.TokenFailure token &R,

AuthFailure.UnauthorizedOperation BEREK CAM 4,

DryRunOperation DryRun ##F , RFIFRESEMIIN , REZET DryRun 24,
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] SRR

FailedOperation BRI

InternalError PIEREEIR.

InvalidAction BORFHE,
InvalidParameter SEEER,
InvalidParameterValue SHEYEREIR,
LimitExceeded RIS ECETPR S .
MissingParameter ROSHEIR,
NoSuchVersion BEORAREFE,
RequestLimitExceeded TERADREGEID T SR
ResourcelnUse RIEH S,
Resourcelnsufficient RREARE.
ResourceNotFound RRAFTE,
ResourceUnavailable RREAE A,
UnauthorizedOperation RIFRURLE,
UnknownParameter FASHEER,
UnsupportedOperation BEARSH,
UnsupportedProtocol http(s)iEkiMNEEIR , R3Z¥F GET #0 POST iE3K,
UnsupportedRegion BOARSHSFEbE,
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e

N =

0>

RUTEFTATIE]: 2024-10-18 10:38:29

gl
i

HEHERTHRAFIZOSNERNNSE , IS | EENEORIRANRONEPREXESHEH TR  EERERIIFTEEHTXLSLY , TeERKEE

I

pod

BRFTIEV3
57 TC3-HMAC-SHA256 S8 75748T , A HEHHmES—HE) HTTP Header kiR , 1T -
BHEF ECTI T

BREREOER. BESEEOSETEASHAISE Action RIREE. FINAIRSH/IEIDLAZIRED , BUES

X-TC-Action Strin 2
9 = Describelnstances,

S, FRRRA R MEEAIEEE. BROEZEEES S ROXETRASEATESE Region AYREA. £

XTCRegion  Sting B swmrrmmemina , BOXRRARILSEINGR | HEEEE SRR AL,

X-TC- Inteqer £ F7 UNIX BJEIEL |, AliCSAE APLIESREORTEL, Bia0 1529223702, & : IR SRS EEERE S0 , S5ESE
Timestamp 9 = HHAEIR.
X-TC-Version String 2 BIER APL B9hRAS, BUESERZOXEFRASATESE] Version BUIRER. HIaNI=ARSSESA9RA 2017-03-12,
HTTP tRAESMINESLERER , fian :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,
Authorization  String — - TC3-HMAC-SHA256 : &2 75i% , BRIEEBIZE ;
- Credential : &EF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC fR/ERTEAIAER , BUEZRE S X-TC-
Timestamp #2819 UTC FRERTIBIHEB—EL ; service AF=m# , WRSBERINFREE—5 , flflcvm ;
- SignedHeaders : 258 ZitERISLEHMSERE | content-type #1 host J9wsisksLiEB ;
- Signature : SEEZHE,
X-TC-T ) = IGREHIEBATARY Token , RELASIGRIZE—ECEER, IGHTEETEF Token FEZNHASERRS ARREORE, KPZHEAE
-TC-Token String &

%= Token,

BRAIE VL

f$5F3 HmacSHAL 1 HmacSHA256 && 7548 , ARSHEESR—EIEKRSE+ , IIF

SEER il DZ5vi R 7%
Acti . = BERNEOBR. BESEEOXETBASEATESE Action BYIREE. HII=IRSESHNEIGLAFIFERZD  BYES
ction String =2 X
Describelnstances,
Region String = iS4, FsRImRAB BRI EI MEERAIEEE. EOEZRMEEESE RO XERRASE A S Region AIMAA,
= IR BEROATEGRIZSE  BEOGYPIXREIRE | WA EEZSHBASEN,
Timestamp Integer & L5 UNIX RSEJE , SlieRA#E APL iERAORTIE], $41201529223702 , tNRSHEIRTEEET K , &5 [EERITHIEIR.
Nonce Integer 2 BEHLIEEESY , 5 Timestamp BA&#ER , BFBHLLERIE.
. ECAPIESE L RIBAMRREIHY Secretld , —4 Secretld XYRIME—HY SecretKey , i SecretKey SFIREMBERES
Secretld String p3 .
Signature,
Signature String = BERER |, FRWIEOERNEE | FERFPIRBESFMASEITESE. BRTERES IEOSC0Y.,
Version String = BAERY APL BORRAE. EUBESERZOXEPASLESE Version BUi5ER, FIAI=RSZE5A9RA 2017-03-12,
SignatureMethod | Strin m #Z7H , BEISE HmacSHA256 #] HmacSHAL, REIEELESE0S HmacSHA256 Rt , 7 {#F3 HmacSHA256 &%
g 9 T wires , HfbERER HmacSHAL BIFSE,
T . = IREHIERFTRER Token |, FEESIGRIEE—HEFER. IGREHEF0 Token BEZHDSIERSTARREORE. KIS
oken String &

AEE Token ,

WS : BRmEmEX 196 TW #317]
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uICRIES

btz ( Region ) RisEAIHIRHOAIMIEXI. tcecloud3IINIERRIEZ [AE2MRE | RIEREIRERAEEIFREMAAEL. ATREERNME. e T
BE , ENEERRERIE PRI,

ERILUE APLEN EAMBIEEIR EESARIEETIE.

opentExiz

WS : BRmEmEX 197 @ #317]
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CreatelLdapldp

BRITEHHTE: 2024-10-18 10:38:29

1. wOfER

OB RIFZ : open.api3.finance.cloud.tencent.com,

tlEldapi \iER
FIABOERIAERIRS : 200%/70,
O EFRATE : 2022-10-26 17:05:05,

EOBEIOES SN,

2. NSEL

TFERSHIIFRIG I TIROERSERI AHSH

SR AR
Action =
Version =
Region =
AuthType =2
IdpName =z
Remark &5
LdapType =
LdapUrl =
ConnectType
Cert EN
BaseDn =
AdminAccount =
AdminPassword =2
FilterCondition =
UserAccountField 2
UserMailField P!
UserNicknameField &
UserPhoneField P
IsSyncldpUser &
3. BB
SR ESitl fEk
Requestld String

WS : BRmEmEX

et NS

FFNULL

o o D

)

i

il

117 I 7 B 7/ I 7 S 17

)

2

HEIRDATER

B

&

AHSE, AEOBYE : CreateLdapldp

N

NHEHSE , AEOBYE : 2020-12-02

HEH, MEOFFTEEGRLSH.

>

INIESEY
IRtRER
&E
|dapzsay

bk

I

basedn
BEKS
BEKSERD
JuRsE S
BRWSF®R
HRFE=ER
IRFRFRR
IR

RERE idp AR

HE—iEK ID , @RIEREBIRE, ENIRERFRERAEZRIERA Requestld.

%198 I
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4. tHIRS

ZEOE RS EBEERAERD | ARG ARG,

GetLdapIdpConfig

BIREATE: 2024-10-18 10:38:29

WS : BRmEmEX %199 T #317m|
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1. EOEA

EOERES . open.api3.finance.cloud.tencent.com,
$RENIdapIAIER
BOABEOIESRIERIRS « 200R/%,

O ERATE : 2022-02-25 22:57:11,

FEOBREE NEN,

2. NS

B RSHFIRNGIH TEOBRSERD AHSE , REAHSHFIRD LGRS,
SHER W3 FEYFNULL KA 1%
Action = = String AHSE, AEOBYE : GetLdapldpConfig
Version 2 & String AHSE, FEOBYE : 2020-12-02
Region 2 B String AHSBY , AEORTELRISEH,

3. IS

SHEWR S A
Requestld String E—iEXK ID , ®RIEKRESIRE., BRI HEEREZRIEK Requestld,
33
4. i51RMS

ZEOERSBEERAERD | EERGENAHERG,

WIS : B emEX 6200 T #317m
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ListldentityProvider

ERITEHATYE: 2024-10-18 10:38:29

1. #FORA

OB RIFZ : open.api3.finance.cloud.tencent.com,
REGAIERSIZE

BUABEOBRIRRIRE] : 200R/%D,

EOEHAYE : 2022-02-09 17:40:06,

BOMIEE EN,

2. NS

UTERSHIIFIGIE TROBERSEIRD ALY |, RBEAHSEFIRNAHLERSH,

SHER WA FEFNULL E<it) R

Action = & String NHSE, AEOBYE : ListldentityProvider
Version g S String NEESEL, AEEOEYE : 2020-12-02

Region 2 B String NHSH, FEOFFTEEBSH,

3. S

SEER it AR
Requestld String ME—iEK ID , BRIEKREIRE], EMRAHEEREEZRIEKRKAY Requestld,
0
4. FeiRE

ZEOELWSSZERRAERRT , BMEREFE N ARG,

WIS : B emEX %6201 |1 #317m
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TestLdap

ERITEHATYE: 2024-10-18 10:38:29

1. FORA

OB RIFZ : open.api3.finance.cloud.tencent.com,
Wizl dapi AIEE

BUABEOBRIRRIRE] : 200R/%D,

EOEHATE : 2022-02-25 22:59:30,

BOMIEE EN,

2. NS

UTERSHIIFIGIE TROBERSEIRD ALY |, RBEAHSEFIRNAHLERSH,

SHER Wil FEFNULL B3] TR
Action 2 = String RHSE, FEOBYE : Testldap
Version = a String NHESE, AEOBYE : 2020-12-02
Region =2 & String AHBY , FEOFFBERSEH,
AuthType =2 sy String TAUESEEL
IdpName 2 S String RAUBHEIR
Remark & & String &F
LdapType = = String IdapZEL
LdapUrl 2 = String biizsel
ConnectType 2 S String ERERE
Cert & = String IEH
BaseDn 2 S String basedn
AdminAccount = = String EEKS
AdminPassword p=3 &= String ESEWSZ
FilterCondition - a String IS
UserAccountField 2 & String FAFKS=ER
UserMailField P & String HRFE=FER
UserNicknameField <) &5 String BRFR=FER
UserPhoneField = FS String EBIEFER
Account 2 & String M S
Password 2 S String MM S %83
3. B
SHER ESit] g

WIS : B emEX 56202 71 #317m
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SEER E- it AR
Requestld String ME—EK ID , BRIEKREIRE], EMRRRAHEEREZRIEKAY Requestld,
HI 0
4. i51Rm

ZEOE RS BEERAERD | RSN HERE,

WS : BRmEmEX 2203 @ #317|
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UpdatelLdapldp

BIREATE: 2024-10-18 10:38:29

1. EOEA

OB RIFZ : open.api3.finance.cloud.tencent.com,

EldapINER
FIABOERIAERIRS : 200%/70,
FEOEHATE : 2022-10-26 17:05:47,

EOBEIOES SN,

2. NSEL

UTFBERSHFIFINGIH TROBERSHFRD NS |, AL

SRR Wik
Action 2
Version 2
Region =
AuthType =
IdpName =
Remark &5
LdapType b3
LdapUrl =
ConnectType 2
Cert =
BaseDn =
AdminAccount =
AdminPassword 2
FilterCondition =3
UserAccountField 2
UserMailField 2
UserNicknameField 5
UserPhoneField =
Id P
IsSyncldpUser S
3. B
SHER e sk

WS : BRmEmEX

FEIEFNULL

=

iz I 17 IS v IS 7 BRI 1 B 17 B 17 B 17/

iy

oy oy o o oy oy Dy

iy

SHFIRNAFLER

W

NS, AEOEE : UpdateLdapldp
AHSE, AEOBYE : 2020-12-02

HEY , MEOFAFTEEGBLSH.

>

TNIESREY
REEIR
=T
|dapZEEY
il
TR
IR

basedn
BEWS
HIEKSED
OB S
BRIKSFR
HRFEFER
BEARTER
FIEFR

Id

EERL idp AP

%204 @

gﬁﬁ\ /Ié?
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SHER £ s
Requestld String HE—IER ID , SRIERESIRE. ENIAITREEIRGZIRIERET Requestld,
A0
4. 1515

ZEOE RS BEERAERD | RSN HERE,

WS : BRmEmEX 28205 T #317m|
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SRS

BRITEHHTE: 2024-10-18 10:38:29

ProviderItem

S RGTRE
WATREOSIE -
B Wik FFNULL
Item 5 =
ProviderList
SRGtEFIE
WATREOSIE -
&R Wik FEENULL
List a &
WechatUserAttr

A MERFELE

#HINTEOSIA : GetWorkWeixinOpenAppMember

% s LlZ‘ﬂ':
WechatUserld 2
WechatUserName =
DepartmentAttr
B HEERI SR

e OS5 : GetWorkWeixinOpenAppMember

AR WA
Departmentld =
DepartmentName 2
ParentDepartmentld 2
UserList 2
Item
IAIESHEE

W™ EOSIA

&R WAk

WS : BRmEmEX

ESidl

ProviderData

s

Array of Item

FEEFNULL
@
[
=
[==)

FEEFNULL

=

[ )

=

[mm )

=

[ )

/_?E

FEEFNULL

o
fr

String

String

]
Uint64
String

Uint64

Array of WechatUserAttr

gﬁﬁ\ /Ié?

R

SHRMEEE

Tk

BipiRitEsIF

e

ik
Bl ffSuserld

EARERPE

1%
BBiid
EBIIEAR
S2ERIid

EBIIRRIZR

%6206 @
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B Wik FEEFNULL A A
Id = & Int64 EoE id
Name & = String BEBIR
OwnerUin & = Int64 EMKS uin
ProviderType & & Int64 BniR it
Status B = Int64 BAGNERTS
Oauth B & String oauthti¥ bR
ModifyTime = & String 1&aiE)
CreateTime & & String BUEERTIE]
ProviderData
SpiRAtEEIE

WENTEOSIA

&R DAY FEEFNULL il R
Data & & ProviderList SpiRHEEuE

WS : BRmEmEX 58207 @ #317]
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AR

BIREATE: 2024-10-18 10:38:29

TREA

WNERIREIZERFIFE Error FEE , NZFRREAR APL O, 50

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure",
"Message": "The provided credentials could not be validated. Please check your signature is correct.”

}

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error Y Code FRNVEIRES , Message RNZEIRIIEAER,

SESELIES
PHEERE
SRS
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure
AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire
AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient

ResourceNotFound

WS : BRmEmEX

otz
ZHAARE (FRE= API AR ) |

MFA $8iR,

gﬁﬁ\ /Ié?

BIRNFE. FERHENEZRESCHINGRESA  WIKSES | FRERPRGESIER , IEREFEES

=X

BRIH. Timestamp MRSZHJAEEENMSEIODH , BeEA I EEEFRENERE.

ERER, SHUTEER  BOREASXPIROSSCIEEEE S ITETRE.

token &R,

ERER CAM Z1L,

DryRun #{F , RFBRESEMIAT . RESET DryRun &4,

BAFER.
REBHEIR.
EOMFE.
SHIEIR.
SHEYEER.
B ECEBRS.
BROSHEER.
BORAARFE.
TERENREES T SRR,
B G,
HEE.

BIFMFIE.

£317m
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FEIRED 5388
ResourceUnavailable BRI,
UnauthorizedOperation RIFTURIE.
UnknownParameter FASEEER,
UnsupportedOperation BAEASTHS.
UnsupportedProtocol http(s)iERIMSEIR , R8s GET #1 POST 13K,
UnsupportedRegion BEOARSTS e,
WBSEIRES
HIRAY izl

InternalErrorInternalError

InternalError.ErrorGetWorkWexinOpenAppConfigFail

WS : BRmEmEX 209 W #317m|
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SEarmPl (tag)
WS (2018-08-13)
APIESS

RITEHATE: 2024-10-18 10:38:41

APz

V3
50
BEOER REOTRE
AddResourceTag RS KRR
CreateTag BEEIRE
DeleteResourceTag RS IR
DeleteTag ABRIRES
ModifyResourceTags HE BB RREAAIIRES
=
=N
BEOSR REOTRE
DescribeResourceTags ERRIRREIRES
DescribeResourceTagsByResourcelds BERFRBAGRE
DescribeTags BHinEsIER

WS : BRmEmEX 210 @ #317]
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TAREAI(
EOSFV]

SIAEFATE: 2024-10-18 10:38:41

tcecloud API X MAENERITEMIGE , IS MEREFTEEATLERSHHEAERER ( Signature ) LUSIHERESH.

B4E Secretld 0 SecretKey ; EFRFPIRRELREEIL , BAE=APIZHERE RS , BNLEEBE=APEEO.

1. FigReREiE

EBEIRERRAPIZA , iSRIERAPIZARERBREFEIE. R2FIEEE Secretld 7 SecretKey :
* Secretld FFF4RR APl ARESH

* SecretKey FAF &R FFEMIRS SRS S FRIEEH,

* AFPRIFERERSEIE , B,

HRIERSEIENERSERNT

L %ﬁitcecloud%ﬁ@t@ﬂé
2. BIESAPIEBRIEFIE T
3. E=APIESHNE , R [?EL] BPETLABIE—dSecretld/SecretKey

IR FREKSHRSELUAERT Secretld / SecretKey,

2. R

BT R EiESecretld #1 SecretKeyS , FAIERSBERT. UTFRAERSSBIEMTE :
B FAF Y Secretld # SecretKey £ :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
* SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

R XERERG , BRIERFIRREEN Secretld # SecretKey #HT/EEHRE !
LARBRSS 2R EELAIFIZR(Describelnstances)igxk A%l , BRAFARX—REON , HiEkSraenT:

SHER 22078 SHE
Action TR Describelnstances
Secretld Z5Ald AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E 1465185768
Nonce FEALIEEEE 11886
Region SEBIRRTERIE ap-guangzhou
Instancelds.0 FFEIRRISLHIID ins-09dx96dg
Offset IRiEE 0
Limit BRASIFEH 20
Version EOREAS 2017-03-12

2.1. HSEHF

BESFTEIERS MRS HENTIER ( ASCILED ) AR, R 1) RIZSHEHTHEF | SHERIURNERA , 7250 ;

PISERIHF AR T:

WRFRE - BRmERMEX

EBERHRER

gﬁﬁ\ /zli?

IEERL , TEFIE

2) f& ASCILFBELA/N |, 30
Instancelds.2 ZHEE Instancelds.12 [FH , AERFEE , B4 mfﬁéﬁlﬁ PRI LAMEENRTEIE = PHVEXHEFRECRECIIX—IhEE | 40 php #PAY ksort BRigl, EIATR

%211 |1 H#317m
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{

'Action' : 'Describelnstances’,
‘Instancelds.0" : 'ins-09dx96dg’,
'Limit' : 20,

'Nonce' : 11886,

'Offset' : 0,

‘Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',

}

ERECEFHESAN , A EERGIPRSEETHR | BEIR0ER—ZE0A.

2.2. JHEBRFHER

WEBERIERFRE. FiE L —SHFFIERSEUS R S8BT ="S8E 10 | I0%T Action B8, ESHEMA "Action” , 8BS
"Describelnstances" , EIMERVERT /I Action=Describelnstances , ¥ : “S¥UE" HRIAETHEurlmREERNE,

AEBEIHENS N SHA & HEE R | REEMINERFHRA:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQp
n74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHEE BRI RS

HEBEREZ RN TR, SREFHHRHUT/ NS EER:

1. iEK75i%: 3285 POST #1 GET A= , IXEEMA GET &K , iF=AGENEAE.

2. IEKENEELHIFIZR(Describelnstances){iEKIH=Z /9 : cvm.finance.cloud.tencent.com, LRSI ZIRIEZCFABERNARMAR |, RSO,
3. IEKRER: LRRATAPIHEREZEEN / .

4. {ERFE: B E—SERINERFEEES.

BRBEEBIHHENNA: BRITE + EREN +EKRER + 7 + BERERS

RBIRHHELE SRR ¢

GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08Region=ap-guangzh
ou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&Version=2017-03-12

24. SR
I BAERMEZR, BEiLER HMAC-SHAL Bk E—S kSR ERRNFREBEHITES | REEEMNEEZ SBEM Base64 H1T4HRID , AIFXERENSE R,
BARRRZa0T | LA PHP B4
$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=a
p-guangzhou&Secretld =AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&\Version=2017-03-12;

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

BRESEINERR:

EliPOYW3pW28FpsEdkXt/+WcGel=

ERECEFHESTAN , TR EERGIFRRIGEHHTERIGE | BRIRERSRSHFha—EE.,

3. &R BRI

ERIIERBFTEEREABRSH , FEWEHT URL 3.

W E—EAERMAIERZ SRS ElIPOYW3pW28FpsEdkXt/+WcGel= , FREZRBEINNEZEIBERESEL (Signature ) 79 @ EIiPIYW3pW28FpsEdkXt%2f%2bWcGel%3d , Bi5H
FHRREAIER URL,

WIS : B emEX %212 71 H317m
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AR MRAFRERAER GET , &S Ks5E7 POST Rt Content-Type Jg application/x-www-form-urlencoded , MR EERIIFFEERSHAVEISREM
URL 5312 , SHEM-FEABE48, JE ASCI F7E URL SRIBRTERESLL UTF-8 T4,

R FLRBISSH http EE2ENFTESEHT urlencode , FEXMMERT , IARENERHAHIT URL HIET , SRR URL FIZSSEERLM.

AR Bt BBt mEH TR , MiSRA RFC 3986, R %XY S RIBILRFHHTEO UMD , " XF"Y 97+ (0-9 fIAEF8 A-F) |, £/
INERSIRER

4. 7KW

IRIESEIRENR | FAEM FERAMAEIRT | BIRESRERE

RS FRIRAEA
AuthFailure.SignatureExpire BRILH
AuthFailure.SecretldNotFound BEANFE
AuthFailure.SignatureFailure EEER
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld FIRARE (A2 APL Z5AEEY )

5. BRIER

TESCRRERE API 3.0 Y, #EF(EREIERtcecloud SDK 3.0 |, SDK #ETEZANIFE , FANRAT=RRHANEMZEORT., HAEESN SDK iy, HEISTHEHIRE

BEH:

* Python

* Java

e PHP

* Go

e JavaScript
e NET

ATEEBNRRERERE , TEUSRREES A0, B OANSEIRERII. SRNES. ERNEDIISHNEEELL bIASRERRE  ABRAmESE
2, FrEEEmY  RFRIEREER SDK.

BR&IHAY url TTEES © http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768&Ve
rsion=2017-03-12

FE - BT RAIRERREEN | [EEEARRALRE , EIHINSRSL url FEXREEEFITHSER curl EHSEANSIREEREER | EFi3H, ATER—T
PATEREIRER url |, BEEBURAIFRE Secretld # SecretKey AEILAIESH , FHERARFLRIRTIAEIEAR Timestamp ,

IR ETERTAT , FRFERES  EERESERHIUTEEIN url ATREERERTAR | RANSHENINFAR |, BXFIHMER Y. REMESHEE B8R
HIEREEIE],

R LATB(UERTF APL 3.0 , FeEERATEMMNEZRE  BIEZIBR APl , HFFEADERBRSHEEITEREIR | BLAIMAYSLIR S,
Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

WIS : B emEX %213 |1 H#317m
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public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] EZNBRNSSEFTFEHF | ItibATreeMap{RiEIRFE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
/] EFRERAurI SHIF A EK

for (String k : params.keySet()) {

// BEXIEKEHTUrlencode , T keyEBRENFH , HULAMIEvalue#tiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMaprILABZIHEF

// SERRVEFRRY R4 EFERENEY | 4140 : params.put("Nonce", new Random().nextInt(java.lang.IntegerMAX_VALUE));
params.put("Nonce", 11886); // AHESE

// SERRiE RS R R AR G4 miuRd ) , 5IaN : params.put("Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // /"Ht2%]

params.put("Secretld", "AKIDz8krbsJ5yKBZQpn74WFkmLPX3EXAMPLE"); // NES%§

params.put("Action", "Describelnstances"); // AH£#4

params.put("Version", "2017-03-12"); // S5

params.put("Region”, "ap-guangzhou"); // AHEE]

params.put("Limit", 20); // \/555%1

params.put("Offset", 0); // WEE#L

params.put("Instancelds.0", "ins-09dx96dg"); // \r$5£41

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL"); // AESE
System.out.println(getUrl(params));

}

}

Python

R | WISRZETE Python 2 IBHIETT , TELLEE requests (KIiE :  pip install requests .

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

WS : BRmEmEX %214 T H317]
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if _name__ =='_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action' : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce' : 11886,

'Offset' : O,

‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# RS SERRER |, ARh/E I REF A2

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)

WS : BRmEmEX 2215 @ #317]
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EOZHV3
BIREATE: 2024-10-18 10:38:41

tcecloud API £XFEMAIEERIHTENIE , G MNERBFEEALBERSHTEEEEIER (Signature ) LIRTEERESH. SEEEHRLEIER , Z2EIE
B4E Secretld # SecretKey ; ERFPIRRBREEIE , BAESAPIZHERERE , BNEEEB=APHEO,

S IS
1. R eREiE
EE—REREAPIZE , B EAPIERAREESEE. BRETaIE Secretld A SecretKey :

e Secretld FHFHRR APl AREBH
* SecretKey FITFINZEER B MNIRSS S Im0IEEE FFBNEA.
o APPSR E RS EIE , BiRittEE,

RIEREFEIENERSERINT

1. ERtcecloudFEFINEHIAE.
2. BIfERAPIERIEH A TA
3. E=APIESATIE |, stk [#rE] BNaTLAeliE—dSecretld/SecretKey

IR FREIKS RS ETLUBAER Secretld / SecretKey,

2. TC3-HMAC-SHA256 && 7%

R WFGETAHEL , A2 Content-Type: application/x-www-form-urlencoded #M{4&=(. XFPOSTH% , BRISZF Content-Type: application/json LK
Content-Type: multipart/form-data BT | json IERECARTA LS EOI9HE , multipart 18X REREWSEOSE |, RHZEOAEEER json VEA |,
& BRSSO A,

THU=RSSHER MNKEAFIREANF , SEBRNEESRTTEITRE. AR T ERLAFIZRMNSE : Limit 70 Offset , (R GET 5i&EMA.

BRI Secretld 71 SecretKey 28I : AKIDz8krbs)5yKBZQpn74WFkmLPX3EXAMPLE #1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. HHEEIERR
RIS HHEAEIEKE ( CanonicalRequest )

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + "\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3k75% ( GET, POST ) , Axfls79 GET ;

e CanonicalURI : URI £, API 3.0 EERIESHT (/) ;

e CanonicalQueryString : &i2 HTTP i53K URL FRUEIRFHRFE , XJF POST i5K , EEATFRAE , XWTF GET 5K , WA URL FEIS (?) EENFHERS A5
BIBES : Limit=10&Offset=0, ;¥& : CanonicalQueryString EE42id URL 4#f3.

e CanonicalHeaders : £25&&ZHLIEE , ZEE host F content-type FNLES , BAINABEXLHS E5EB LIRS ESERNE—ENR S, FHEN
W : 1) 3LEB key #1 value Zi—ie/NGE |, HEIEERETHE |, #RE8 keyvalue\n 18X(HHE ; 2) ZALEB |, IREBLED key (/N5 ) WFEHFRHTHHE, HIH
73 content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

e SignedHeaders : 258 ZHILEBER | HIALRIEREHLLES S5 TESE |, 1 CanonicalHeaders 889N BRE—XIMAY. content-type 11 host Jossisksk
BB, PHERIN : 1) 338 key R—ERUNG ; 2) S40KEB key (/NG ) IRERFHAFR{THHE , HFEUSS () 98, WHIHJI . content-type;host

e HashedRequestPayload : IERIEXHIIEZE , iHE75%EH Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XF HTTP i5SKEENES payload 1 SHA256
67 RET7SEHIRED | RERBREEN/NSFE. T8 | }TF GETiEK , RequestPayload BIEAZTFH/FEH , 33T POST iFK , RequestPayload BlJ3 HTTP i&
KIEX payload.

HRIELA LRI, ISP ERIRANEIERENT (ATRREN , \n TFHEBISEITEIHIN—TER) -

WS : BRmEmEX 216 W #317]
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GET

/

Limit=10&0ffset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fclc149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2 PHEREEZTRS
RN ERHRSES TS

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

e Algorithm : &2&% , BAIEES TC3-HMAC-SHA256 ;

e RequestTimestamp : i5KEH AR, , BIERLERRY X-TC-Timestamp BU&E , 40 E~AliE5kA 1539084154 ;

e CredentialScope : EIEBE , 182059 Date/service/tc3_request , @& HEA. FMERAIRSFRIEZFFE (tc3_request ) . Date 3 UTC iREERTEINELER , BUEREE
MAESE X-TC-Timestamp IEEH UTC FRERNBIEEE—E ; service AF=RE , WRASERNF RIS, FIg0 cvm, 0 ERGEK , BUEA 2018-10-
09/cvm/tc3_request ;

¢ HashedCanonicalRequest : BIALSEBHHEMEHSEIERBIGHEE , ITESES Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

1. Date /RAMRT[EIEL X-TC-Timestamp I+E5%] , BRIXA UTC+0, MRMARRAMHXER , FlIFR/\K |, $SHEXMG LEBMT  BRERERY
ERM, (RIZAIER 1551113065 , 7£4/ \XAYRTELR 2019-02-26 00:44:25 , {ERiTE15ZIRY Date BY UTC+0 RIBHARLAY 2019-02-25 , A2 2019-02-
26,

2. Timestamp Z/REHFIRSNNE , BRERARRFHEFINENEEELSH , MFEEET RSO ERY. MFKHEAIREREES | JRESEET—R
RIS | IERUERY (REERITHIER ) .

TR LN |, TPIPEEIRGESFFRUT (ATRREN , \n TREESEITIHN—TER) ¢

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91¢9¢192c14460df6c1ffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23 1HEEE
1) EIREREEE , RBIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : [RURAY SecretKey ;
e Date : Bf Credential F9f9 Date FE&E8E. , W1 7=l , 792018-10-09 ;
o Service : B Credential shf4 Service FEEE. , #0.L5F , J9 cvm ;

2) HEES  (hRBUT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILAL EITEBEIRREESZZH |
e StringToSign : BRI E2ITEHERINGEEEFR/E ;

2.4. g Authorization

WS : BRmEmEX 28217 W H#317]
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A8 EE Authorization :

Authorization =

Algorithm + ' ' +

'Credential="+ Secretld + /' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

‘Signature=" + Signature

e Algorithm : £87% , EE/ TC3-HMAC-SHA256 ;
e Secretld : Z4AXIHHY Secretld ;

 CredentialScope : M.t , EIBEHE ;

* SignedHeaders : L £ , £5&FMEBER ;

¢ Signature : B&(E&

HRIELLERN | IR SEIASED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df45
82db9e9bf4672ba50567dbalbcbecfl74ca74

RETHENERERSAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6cbecfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

3. BRKW

HRIESCIREN | FEUTERLWANEHR | BERIESR A E

RIS SRIRAEA
AuthFailure.SignatureExpire BRIIH
AuthFailure.SecretldNotFound ERAFE
AuthFailure.SignatureFailure BEHBIR

AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

k3

4. ERER
Java

import java.io.BufferedReader;
import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

WS : BRmEmEX
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import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou”;

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//FENX , BNESHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// Kkkkkhkkkhhkk 53% 1 0 }%}%im;‘éiﬂﬁs*% *kkkkkkhhkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.println(canonicalRequest);

// *hkkkkkkkkkkkk ./Ij/:g% 2 S ?ﬁ;ﬁ?%%g%ﬁ_}'% *kkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkhkkkhkhkhk 5g¥ 3: .H.%%g *hkkkkhhkhhkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *hkkkkkkkkkkkk 55% 4 0 ?ﬁ% AUthOI’iZatIOn kkkkkkkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);

WS : BRmEmEX %219 @ #317]
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headers.put("X-TC-Version", version);
headers.put("X-TC-Region", region);
}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# BIPSH
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNp@86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou”

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

 FhxFxKF KKk KKk .}jg 1: ;#?%%m31§*$ *hkkkkkkkkkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":
canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)

signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()

canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

FFREEIRKE KKK ﬁﬁ 2 0 ﬁg%&g?ﬁ% dokkkkkkkkhkkk
credential_scope = date + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()

string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# khkkhkkhkkkkkk .,Ijg?% 3 : i-l—%Eg *hkkkkkkkhkkk

#ITEEEHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()

print(signature)

 REFF AR ./ljg% 4 - H_’H‘g Authorization *****x*sxxkkx

authorization = (algorithm + " " +
"Credential="

+ secret_id + "/" + credential_scope + ", " +

WS : BRmEmEX
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"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)
print(authorization)

# NHESERINENERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

WS : BRmEmEX 221 T #317]
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5K

BIREATE: 2024-10-18 10:38:41

1. fRSSsbiE

i (Region ) ZFEYIEEAIEUIEOAIMIEXIE,. tcecloudZIIIEARIBEZAE2IRE | (RIEFRMRERATEEREESEL. ATIHRLRME. 25 T
HE , R RFEIEE PRI,

ERILAEIT APlEC EfiEEIR EETHANETIZ.

2. @SN

tcecloud API {URFEEOg@IT HTTPS HT@E(E |, IRteLe MBS EE.

3.5 KA
S0 HTTP W%

e POST (#7F)
* GET

POST #&Ek37#5#9 Content-Type 38! :

* application/json (##F) , W7 TC3-HMAC-SHA256 E& 754,

e application/x-www-form-urlencoded , #7f5F HmacSHAL & HmacSHA256 &£& 7514,

* multipart/form-data ({REPDIEOSHT ) , LIRER TC3-HMAC-SHA256 S&751%.

GET iI5RHIBREANARERBIT 32 KB, POST i5KEAERZ AN HmacSHAL, HmacSHA256 BSAE#BiT 1 MB, POST i&K(FEREZ 5%/ TC3-HMAC-SHA256
RI37#5 10 MB,

4. FRFmtY

ERUTF-847HS,

\|
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IR[EIZER

BIREATE: 2024-10-18 10:38:41

FREIGER
PARBRSS 2R OB ELHIRSFIZE (DescribelnstancesStatus) 2017-03-12 kgl , EERMI , EATRERIREN T

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REREEH Requestld 2EENFER , TCERMINEE , RE APIMET |, NIHMESIREL.,

* Requestld FFF— AP iEREIME—HRIR , A0SR API HIISE | BILABKEFA] , FHEMIZ ID RRRTM,

° [RTEENFERS , ERIYAEMEOENNFE , FARNEOMRENFES WEOSAEFIEN. HHIsEY TotalCount 1 InstanceStatusSet 73
DescribelnstancesStatus #OENXNFE , BT EREKNAFENIEIE=RSEELA , Bl TotalCount ISR FABRENE 0, InstanceStatusSet FIRJ9

=

=,

HEIRIREIEER
BB , HREERTTH -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}

Error IEIIFE ZERARKXY. Error FEOERHEMERN Code 1 Message FERFEARAMAT M EIREIRT,

Code FRREMRHBAVEIRG , HiEKHEI AT RIEZ RS A RO SRR ORI R AYE RO R R I R R AT =,
* Message B TIXMEIREKENERER , EEWSKEHARMN | WNARTRELEBFSFTEREN , APAMKX MREIE,

e Requestld FBF— APLiERAIE—HRIR , WS API HIISES , STLABERRA] , FHEMHZ ID SERRITH,

NIHSEIRED (TODO: EEEE, ERENEE?)

IREIERFIIRFE Error PR , MZFRNEAR APLEZOIKM,  Error A9 Code FERERMEIRTD | ATANSEATREHIMATEIRIGANIIEIRD | TRIH T AHERE.

FEIRAD SRR
AuthFailure.InvalidSecretld BHIEE (R2= APIZ4ERE ) ,
AuthFailure. MFAFailure MFA iR,
AuthFailure.SecretidNotFound ERAFE,
AuthFailure.SignatureExpire SEILH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token &%,
AuthFailure.UnauthorizedOperation BRE CAM 1L,
DryRunOperation DryRun #{F , {RIERESEMIIN , RESET DryRun 24,
RS - B e EX 223 1 #317m
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fRIRIG

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

PSS

SIS S
PIBBIEIR.
EOREFE.
SR,
SHEYEREIR.
BT ECERPR .
ROSEER,
EORATFE.
TERADREGERIS T STEPRE
B .
BIFE.
BRI,
BIFRAAT A,
RIZHURIE.
RASHGEIR.
BT,

http(s)iEKIMMIEIR . R3ZHF GET #1 POST iEK.

BORSTISA e,

%224
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B

N=

>

RUTEEFTATIE]: 2024-10-18 10:38:41

il
S5

HEHERTHRAFIZOSNERNNSE , IS | EENEORIRANRONEPREXESHEH TR  EERERIIFTEEHTXLSLY , TeERKEE

I

pod

BBEE V3
f§F3 TC3-HMAC-SHA256 EEZ 7550 , AHSHEES—ME HTTP Header IERLEPF , 40T :
SHER B} Wik R

X-TC-Action Strin = BENEOBR. B ESEFROXETHMASEATSE Action BUNEE. FINN=IRSEEMEIALAIFIEED , BUES
9 = Describelnstances,
iS4, FRIMRE BRI ER MEERAIEEE. EOEZRMREESE O RRMAS A S E] Region BB, T

XTCRegion  Sting B swmrrmmemina , BRSNS | HEEEE AR RALA,

X-TC- Inteqer £ F7 UNIX BJEIEL |, AliCSAE APLIESREORTEL, Bia0 1529223702, & : IR SRS EEERE S0 , S5ESE
Timestamp 9 = HHAEIR.
X-TC-Version String = ERY AP RORRAE, BUBSEEOSHEHPAS RS Version R9GEE, HIAN=ARSSERAMA 2017-03-12,
HTTP TRESHINIESLERFER |, a0
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,
Authorization  String 2 - TC3-HMAC-SHA256 : &&75i% , BRIEEBIZ(E ;
- Credential : BZ%EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC ¥RERTIEIIRLEE , BUEEZEEF S X-TC-
Timestamp #2819 UTC FRERTIBIHEB—EL ; service AF=m# , WRSBERINFREE—5 , flflcvm ;
- SignedHeaders : 258 ZitERISLEHMSERE | content-type #1 host J9wsisksLiEB ;
- Signature : S&EZHE,
) IGREHIEBETARRY Token , RELESIGRIZH—EER, IGITEEF Token HFEZGASIEERSARREORE. KPZHAE
X-TC-Token String &=

%= Token,

BRAIE VL

{53 HmacSHAL #1 HmacSHA256 && 7540 , ARSHEBH—EIEKRSE+ , IIF

SEER ESid) Wik R
Acti . = BEREORR, BESEEOSRTMASENILSE Action RUIRIE. FIMIERSSENEIILAZIEED , BUER
ction String = .
Describelnstances,
Region String = S8, ARIKRA BRI E MEESIE. BEOESHEEES E EOSEPRMAS AT SE] Region AYHEA.
= IR BUREOAREERIZSE , BEOYFSXEERE |, WS EEZSHEASEN.
Timestamp Integer £ 5T UNIX BE2% , TicR A+ APLiSRAIATE., £/i01529223702 , (IR SHFIEEETA , 23 1RSFZITHER,
Nonce Integer 2 BEHLIEEESY , 5 Timestamp BA&#ER , BFBHLLERIE.
. ECAPIESE L RIBAMRREIHY Secretld , —4 Secretld XYRIME—HY SecretKey , i SecretKey SFIREMBERES
Secretld String p3 .
Signature,
Signature String 2 BERER |, FRWIEIRERNEE Y | SERPIRESFMASEITESE. BRTERES EOSRC0HY.,
Version String =z BER APLBORRAS., BUBSEEOSHEFANSATLSE Version {UikBE., FIIN=IRSSESAMRAS 2017-03-12,
SignatureMethod | Strin = w2755, BEisziE HmacSHA256 1 HmacSHAL, REIEEIESE0H HmacSHA256 Bt , AEFE HmacSHA256 £5%
d 9T RirsE , EERIOER HmacSHAL TS,
Token Strin = IGFHERATAMY Token , EELAIGRIZHE—EER. IGRTEEM Token EEZHAEIRRSAMBZEOKE. KHIZH
9 = AEE Token ,
RS : B mERmEX 55225 @ #317m
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uICRIES

btz (Region ) EIsEAIHIRHOAIMIEXI. tcecloud3IEIEARIEZ A2 |, RIEREIRERAZEIFREMAAENL. ATREEEMNE. RE T
BE  ENEERRERISE PR,

ERILAEIT APlEC EifiERpIR EETHANETIZ.
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— A ST SRS
*ZR\_‘L?GE*J\IE
BTSRRI 2024-10-18 10:38:41

1. wOfER

EOiEkiSAE : tag.api3.finance.cloud.tencent.com,
FEORTAFRERBKAR

BUAZCIBESSRERIRE : 200%/%,

BEOFEHAE : 2020-05-18 19:31:11,

EOBEIOES SN,

2. NSEL

UTERSHIIFIG I TIROBERSEIRD AHSY | REAHSHEFIRINALERSH,

SRR whisk FEFNULL ESit) A
Action =2 &5 String NHSE, AMEOBYE : AddResourceTag
Version 2 B String AHSE, AEOBYE : 2018-08-13
Region 2 & String NHBH, FEOTTEEBISE,
TagKey I3 S String IREE
TagValue p=3 & String B
Resource 2 & String BRI EA

3. B
SR ESig) R
Requestld String KE—iEK ID , BIREREBIREL. ENIERRAHEEREZRIERR Requestld,

4. SERS

PUMNFIE T O SSIBEERAERID , BRI ARG,
FEIRIG itk
InvalidParameterValue.ResourceDescriptionError
LimitExceeded.TagKey

LimitExceeded.TagValue

WIS : B emEX 6227 T1 H#317m
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O BASTCE

BlIEEIRE

ERITEHATE: 2024-10-18 10:38:41

1. EOEA

EOiEkiSAE : tag.api3.finance.cloud.tencent.com,
FEORTE— RS RRESE
BUABOBRIRRIRE - 200R/%D,

EOEHATE : 2021-05-28 20:04:47,

EOBEIOES SN,

2. NS

TNERSHFIIFIRGIH TIROBERSERIAHSH

SRR WAL FEFNULL
Action = a
Version = &

Region = 5
TagKey = &
TagValue = =

A s
3. MiHEE

SHETR ESidl fEk
Requestld String

4. EIRTS
PUMMRBUH 7 O SSZIERRAIEIR | EbSERDFENL
SRS
LimitExceeded.TagKey

LimitExceeded.TagValue
InvalidParameterValue.ReservedTagKey
InvalidParameterValue.TagKeyCharacterlllegal
InvalidParameterValue.TagKeyEmpty
InvalidParameterValue.TagKeyLengthExceeded
InvalidParameterValue.TagValueCharacterlllegal
InvalidParameterValue.TagValueLengthExceeded

ResourcelnUse.TagDuplicate

WS : BRmEmEX

HEERT.

B

"
AHBE, AEOBYE : CreateTag
REBE, AEOEYE : 2018-08-13
AHBY , AEOTFEERLSH,
TREERE

IRE(E

KE—EK ID , @RIEREIIRE., ENRERFERAEZRIBERA Requestld,

%228

gﬁﬁ\ /Ié?
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O BASTCE

IR RGP

ERITEHATE: 2024-10-18 10:38:41

1. wOfER

BOBEREE
FEORTRRRSIERIRRER
BUNEOIESIRERS © 200%/7D.

ZEOSEHATE : 2020-05-18 19:41:43,

tag.api3.finance.cloud.tencent.com,

EOBINER X EN,

2. NSEL

UTERSHIIFIGIE TROBERSEIRD ALY |, RBEAHSEFIRNAHLERSH,

SHER WA FEFNULL
Action = 5
Version 2 &
Region = =
TagKey = &
Resource = &
P K
3. WS
SEER E- it A
Requestld String E—iEK ID , 8Xi5

4. TEIRAY
WIS T BB EX IR , SR

SRS

ResourceNotFound.AttachedTagKeyNotFound

WS : BRmEmEX

ESit] TR

String NHSE, AEOBYE : DeleteResourceTag
String NHSE, AEOBYE : 2018-08-13

String AHBY, FEOTTEEBULSH,

String S

String IR HIA

SKEPIRE], EAIAREHEERMZRIBERA Requestld,

AFHEERIG.

%229 ™

gﬁﬁ\ /Ié?
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X BIHSTCE SRS

pRIREE

BIREATE: 2024-10-18 10:38:41

1. EOEA

EOiEkiSAE : tag.api3.finance.cloud.tencent.com,
FEORTHBR—IRSRNREE
BUAZCIBESSRERIRE : 200%/%,

BEOFEHAE : 2020-05-18 19:47:49,

EOBEIOES SN,

2. NS

UTERSHIIFIG I TIROBERSEIRD AHSY | REAHSHEFIRINALERSH,

SHEER WA FEFNULL i) HA
Action =2 & String NHSE, AEOBYE : DeleteTag
Version 2 & String AF , AREOEYE : 2018-08-13
Region = = String AHSH  AEORFTEEZRNSE.
TagKey = = String EEMIBRAIRES
TagValue = = String TEMRAGREE
A s
3. mHEE
SEER it R
Requestld String ME—FK ID , BRIEKREIRE], EMRRAHEEREEZRIEKAY Requestld,

ji\
. SHIRND
DU 7 O SSBEERR RIS |, BRI A HLEIRG,
SR R
FailedOperation.TagAttachedResource

ResourceNotFound.TagNonExist

WIS : B emEX %230 1 #317m



X BIHSTCE SRS

WEIZSER R RERAIIREE

BIREATE: 2024-10-18 10:38:42

1. EOEA

EOERIES : tag.api3.finance.cloud.tencent.com,
FEOATERERRERIFTEIRES
BUABOBRIRRIRE © 2000%/Fb,

EOEFRATE : 2023-11-07 15:35:08,

EOBINER LN,

2. NS

LATFERSHFIRGIE T EOBSKSHEIESO AHSE , RBEAHSEFIRIATLERSE,
SHEER Wik SREFENULL kB b
Action =2 = String NHESE, AEZEOBYE : ModifyResourceTags
Version 2 B String AHSE, AEOBYE : 2018-08-13
Region 2 S String AHSH, FEOFFEERLSE,
Resource = & String IR EREA
HEIEMSERANTREES. WRResource AR BRAREGMANIIRE R | MIGINXEL ; HEXEC, I
ReplaceTags & S Array of Tag BZRRRB AN R AR BEIEUIBNE. A8+ ReplaceTagsfiDeleteTags —E M RFEE— |
B ETR e SERIRER
D = = Array of FERKRIITESES. AEEOFReplaceTagsiDeleteTags —EWFEH— , BZEFR LS SEEN
eleteTags A A . e
TagKeyObject = #R&H#E
A "
3. s
SEER it A
Requestld String E—iEK ID , ®RIEKRESIRE., B HEERMZRIEKE Requestld,

4. FEIRAY
PUMGIE 7 8O SSBEERRERID , BRI A LSRG,
fRIRIG ik
InvalidParameterValue.ResourceDescriptionError
LimitExceeded.TagKey
LimitExceeded.TagValue
InvalidParameter.Tag

InvalidParameterValue.DeleteTagsParamError

WS : BRmEmEX %231 @ #317]
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O BASTCE

1S 0
B RIRREARES

SIAEFATE: 2024-10-18 10:38:42

1. EOfER

EOiEKIEE : tag.api3.finance.cloud.tencent.com,
ERRIFREKIRE

EOAECIESRIERIRS] : 200R/%,

O EHATE : 2020-05-18 20:20:33,

EORINER NEN,

2. NS

PITNBRSHGIRGIE T EOBRSEFEO AL, RBAHSE
SETR Wik FEYFNULL
Action = S
Version = =
Region = a
CreateUin B =
ResourceRegion = =
ServiceType B &
ResourcePrefix " =
Resourceld B =
Offset a =
Limit a a
CosResourceld = a
3. BitHEE
SHER ESid] ik
. ST L.
TotalCount Uint64 m gl
Offset Uint64 m%;m
. . g 0.
Limit Uint64 gg?gﬁ%ﬂm
Rows TagResource W%Wm°
BIRRE
Requestld String

WS : BRmEmEX

String
String
Uint64
String
String
String
String
Uint64
Uint64

Uint64

ot

A
$t

HE%, AEOBYE : DescribeResourceTags

»

RIEBE, AEOHYE : 2018-08-13

RHBY, FEOTFEEBLSH.

Bl uin

EIRATEMbIE

NE=pSidl

EIRRISR

RIRME—HRR

HIRRBE |, BUAR 0, BATALIMItSERIEEE1S
Bk, BRI 15

Ea2CosHIEIRId

E—ER ID , SRERBSIRE. ETRASHFERAZREREN Requestld,

gﬁﬁ\ /Ié?

£317m
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X BIHSTCE SRS

4. tEIRG

ZEOE RS EBEERAERD | ARG ARG,

BEERIFRIRAIIRE

BIREATE: 2024-10-18 10:38:42

WS : BRmEmEX 233 T #317|
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O BASTCE

1. EOEA

EOEKIEE . tag.api3.finance.cloud.tencent.com,
BTEACER RIS E
BUAZCIESIRERIRE : 200%/%,

I SEHATIA : 2020-05-18 20:18:33,

FEOMINEE NN,

2. NS

LITNERSEFIRGIE T EOBRSEFRO AL, RBEAHSHFIRN LIS RSE
SHER Pa5vid FEEFNULL ESidl )%
Action 2 S String NHSE, AZEOBYE : DescribeResourceTagsByResourcelds
Version — & String NS, AEOEYE : 2018-08-13
Region = & String AHSH , FEOLTEERLSEH,
ServiceType - = String N2t
ResourcePrefix 2 & String BERIR
Resourcelds p=3 = Array of String HEHE—FRE
ResourceRegion 2 S String BIRRTE R,
Offset = & Uint64 HiEmEE | BUAM 0, KIUALIMItSERIEREE
Limit = = Uint64 BN, BiAA 15
A s
3. S
SHER ESis) HAR
. Jlie_ P SN
TotalCount Uint64 "
ERBE
. Jlie - pap SR PIN
Offset Uint64
iR RE
- . i oap 1IN
Limit Uint64
IR
IBHISMAET I,
Tags TagResource —
g J TS
Requestld String W—EK ID , ®RIEKEIRE, IR FEERHZXIEKE Requestld,

4. EIRAY
IUFRBIH T RO S BB IOAIRED , BRI AR,

FHIREG
InvalidParameterValue.RegionInvalid
InvalidParameterValue.ResourcePrefixInvalid

InvalidParameterValue.ServiceTypelnvalid

WS : BRmEmEX

%234

gﬁﬁ\ /Ié?
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X BIHSTCE SRS

HiShD R
InvalidParameterValue.UinInvalid

InvalidParameterValue.ResourceldSizelnvalid

ERRESIZR

BT EHTAYIE: 2024-10-18 10:38:42

WS : BRmEmEX 235 #317m
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X BIHSTCE SRS

1. #EOEA

#EOiEKIEA © tag.api3.finance.cloud.tencent.com,
ATERAEEIMNIRETIE.

BOABEOIESRIERIRS) : 200R/%,

O FHASE : 2020-05-18 20:15:39,

FEORIOEE NEMR,

2. INSEL

UTNERSHIIFGIH TROERSHIRDO LS |, TBAHSEGIRNALERSE,

SHER W%k SRYFNULL %3 1%
Action 2 & String NHSE, AEORYE : DescribeTags
Version 2 & String AHSE, FEOBYE : 2018-08-13
Region = S String AHSH , AEORFBERISEH,
TagKey B & String RS SR ERNTFAESRNAFHE | MRS EIZAF RS
TagValue = B String RSE SIS RRNFERRNAEE | MAERNRNEIZAF RS
Offset = = Uint64 HiEREE |, BOAR 0, BALImitSERIEEE
Limit £ ) Uint64 A, BIAA 15
CreateUin 5 = Uint64 BIEERF Uin , ™MEHHAZRE Uin (EAKMENR
T = = Array of RS EEE SREERRNFERRNAFE | NMAERNRSEZBF AR, 5 TagKey BRI 50T
agKeys & = .
String ReAE
ShowProject & & Uint64 EEENRBRE
N oL
3. S
SRR ESic) R
TotalCount Uint64 ﬁ?;hmm'
. Jlie 2 papl e SIIN
Offset Uint64 P
e s,
O
Tags TagWithDelete gzzg%wm'
NS
Requestld String H—EK ID , BRIEKRESIRE], TR RERAZRIEKA Requestld,
4. HERH

ARG TS5BS IR | EAbEIRDEI A S5 IR0,
IR ey

InvalidParameterValue.Uinlnvalid

WIS : B emEX 6236 1 #317m



O BASTCE

SRS

ERITEHATE: 2024-10-18 10:38:42

TagFilter

tagitIBHES R SAIRR

#anT#O35|F : DescribeResourcesBindTag. DescribeResourcesByTags

E=2 Wi FEFNULL

TagKey = =

TagValue & &
TagWithDelete

Rr—MrERENUAREE IR
#anHEA5|A : DescribeTags

=2 Wi
TagKey =
TagValue =
CanDelete 2

ServiceTypeFilter

HERIR

a0 T#EO5|F : DescribeResourcesBindTag

IR Wi
ServiceType 2
ResourcePrefix =
TagKeyObject
RS

#ANTEASIA : ModifyResourceTags

AR WAIE

TagKey -

TagValue =
TagResource

IREREXI LR BIRID

ESidl

String

Array of String

FEFNULL

il

i

FEFNULL

=
(=]

a

FRIFNULL
=
[=]

=
(=]

ITE(EREE S MERERTAIRR

ESid)
String
String

Uint64

ESic)
String

Array of String

W
i

String

String

#HaNTEOS A : DescribeResourceTags. DescribeResourceTagsByResourcelds, DescribeResourcesBindTag

WS : BRmEmEX

gﬁ& NP2 Ié?
R
IRER
REE
SRR
fEk
PRs52EEY
R
TRER
REE
8237 0 #317m



O BASTCE

FIR
TagKey
TagValue
Resourceld
TagKeyMd5
TagValueMd5

ServiceType

Tag

TR MREREY

HANTF#EOS| A : BatchCreateTag. ModifyResourceTags

R
TagKey

TagValue

ResourceldTag

BRI EEE

#HaNTEOS|A : DescribeResourceTagsByTagKeys, DescribeResourcesByTags

B
Resourceld

TagKeyValues

WS : BRmEmEX

=
=

=
=

FFNULL

=

L B i B |

iy

fil

FEEFNULL

=
=

=
[=]

FYFNULL

=

as
(=)

SR

String
String
String
String
String

String

E
fi2

String

String

gﬁ& NP2 Ié?
i)y
TRER
REE
RIFID
IRESEMDS5{E
REEMDSE
R
TRER
TREE
ik
RRE—TRR
R RERS
5238 T #317m
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AR

BIREATE: 2024-10-18 10:38:42

TREA

WNERIREIZERFIFE Error FEE , NZFRRAR APL O, 50

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure",
"Message": "The provided credentials could not be validated. Please check your signature is correct.”

}

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error Y Code FRNVEIRES , Message RNZEIRIIEAER,

SESELIES
NHERE
SRS
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure
AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire
AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient

ResourceNotFound

WS : BRmEmEX

otz
ZHAARE (FRE= API AR ) |

MFA $8iR,

gﬁﬁ\ /Ié?

TR, AEESNERIREACHRIREESR  IREIER | BRERARSEEIER  IRREAEET

=%

BRIH. Timestamp MRSZHJAEEENMSEIODH , BeEA I EEEFRENERE.

ERER, SHRUTEER | BUREASXHIROSSCIEEEEZITETRE.

token &R,

ERER CAM Z1L,

DryRun £ , RREKESEMINN , RESET DryRun 24,

BAFER.
REBHEIR.
BOAFE.
SHIEIR.
SHEVEHEIR.
B ECEBRS.
BROSHEER.
BORARFE.
TERENREES T SRR,
B G,
HEE.

BIFMFIE.

£317m
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X BIHSTCE SRS

HEIREG 5i88
ResourceUnavailable BRI,
UnauthorizedOperation RIFBURIE.
UnknownParameter RISEGER,
UnsupportedOperation BAEASHS.
UnsupportedProtocol http(s)IEKINNEEIR , R5Z#F GET #1 POST i53K,
UnsupportedRegion ORISR G,
WBSEIRES
HIRAS 38

LimitExceeded.TagKey
InvalidParameterValue.ReservedTagKey
ResourcelnUse.TagDuplicate
FailedOperation.TagAttachedResource
InvalidParameterValue.ResourceldSizelnvalid
ResourceNotFound.AttachedTagKeyNotFound
ResourceNotFound.TagNonExist
InvalidParameterValue.TagFilters
InvalidParameterValue.TagValueLengthExceeded
InvalidParameterValue.DeleteTagsParamError
InvalidParameterValue.TagKeyCharacterlllegal
InvalidParameterValue.TagValueCharacterlllegal
InvalidParameterValue.ResourceDescriptionError
InvalidParameterValue.TagKeyLengthExceeded
InvalidParameterValue.TagFiltersLengthExceeded
InvalidParameterValue.ServiceTypelnvalid
InvalidParameterValue.Uinlnvalid
InvalidParameterValue.ResourcePrefixInvalid
InvalidParameterValue.TagKeyEmpty
InvalidParameterValue.RegionInvalid
InvalidParameterValue.TagListEmpty
LimitExceeded.TagValue

InvalidParameter.Tag

WS : BRmEmEX 240 W #317|
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X BIHSTCE

HIHEE (cam)
kA (2019-01-16)
APIHEYS

SIFSEAYE: 2024-10-18 10:38:46

APIIRZAS

V3

Hittizr

EOSR
AttachRolePolicies
AttachRolePolicy
AttachRolesPolicy
CreatePolicy

CreateRole

DeletePolicy

DeleteRole
DescribeRoleList
DetachGroupPolicies
DetachGroupsPolicy
DetachUsersPolicy
GetPolicy

GetRole
GetServiceApilList
GetServiceRolelnfo
ListAttachedGroupPolicies
ListAttachedRolePolicies
ListEntitiesForPolicy
ListPolicies
UpdateAssumeRolePolicy

UpdatePolicy

RPEXEO

EOSBR

GetPasswordRules

WRFRE - BRmERMEX

EmI
BESTRIEIRE
BEPRRIRZIRE
HES M BERIRE

el s

elliEres]es)

il g

pilleaesi2)

FEpEIlE
RIRES M RIEEIRFE
RRERERIREIZ N AFE
RIRPERIREIZ R
EERIEIFE
FEBEFE

SREUIRSS REAPIZIZR
REURSAEBER

B ARSI IR
REV B ESPERIRRRIR
EIRIRRERAISEATIR
EiRRIEIIER
ERABEERE
SR

OIS

SRENCAMZZRBHLIY

%241

\|
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EOZBR

UpdatePasswordRules

SiniRrzEn

EOEMR
CreateOauthProvider
GetUserAccessToken
RefreshUserToken
UpdateOauthProvider

VerifyUserAccessToken

WRFRE - BRmERMEX

EEmbf

BEIHCAMETEHN

OIS

FiifoauthfLE

SREVAF oauthtziR
AP userAccessToken
FEFOauthBlEER

ISFFF userAccessToken

%242 M

gﬁﬁ\ /zli?
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O BASTCE

BEAI
EOLFVL

BIREATE: 2024-10-18 10:38:46

tcecloud API X MAENERITEMIGE , IS MEREFTEEATLERSHHEAERER ( Signature ) LUSIHERESH.

BIE Secretld 1 SecretKey ; ERFPERERERIL , BRIESAPIREREERTE , SULERBA=APHEO.

N S

1. el

EERFER=APIZA , BRIF=APIEENHEABRLEEIE. T2EIEEE Secretld 7 SecretKey :
o Secretld BFHrR APLEREBHD

* SecretKey FIFINEEE F T RIRS SRS EFTRIZH.

o FAPUAFSIRERSEIE , BRittiE,

HiEReEENERERIT

1. ZERtcecloudFEFINEHIE,
2. BIERAPIESRIEF A TA
3. E=APIESATUE , mih [#E] BIeTLAeliE—XdSecretld/SecretKey

IR FREKSHRSELUAERT Secretld / SecretKey,

2. SR

BT REFESecretld 7l SecretKey/s , BAILERSRET. IFREMES BRI -
BRIZAFHI Secretld #1 SecretKey HBIZ :

* Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
* SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

R XERETRG , BRIERFIRREREN Secretld #1 SecretKey #HT/EEHRE !
LARBRSS 2R EELAIFIZR(Describelnstances)igxk A%l , BRAFARX—REON , HiEkSraenT:

SHER 22078 SHE
Action TR Describelnstances
Secretld Z5Ald AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E 1465185768
Nonce FEALIEEEE 11886
Region SEBIRRTERIE ap-guangzhou
Instancelds.0 FFEIRISLHIID ins-09dx96dg
Offset IRiEE 0
Limit BRASIFEH 20
Version EOMRAS 2017-03-12

2.1. HBEHF

gﬁﬁ\ /zli?

BEERHRREEEER  R2EIE

BIFEIERSSUZSHENFHE ( ASCIEE ) AR, 15 1) RIZSHEHTHF | SHERSXIREIR , R85/ ; 2) & ASCILEBELA/N |, 10
Instancelds.2 ZHEE Instancelds.12 [ , AEERFEER  OAEREE. AFRAULUEERREES PAEFRHEFRESLIIX—I088 , 20 php #HY ksort &, AR

PISERIHF AR T:

WRFRE - BRmERMEX

%6243 T H#317m

\|



X BIHSTCE SRS

{

'Action' : 'Describelnstances’,
‘Instancelds.0" : 'ins-09dx96dg’,
"Limit' : 20,

'Nonce' : 11886,

'Offset’ : O,

‘Region’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',

}

ERECEFRHESAN , A EERGIPRSEEI TS | B2IR0ER—ZE0A.

2.2. JHEERFFFER

WEBERIERFRISR, St L —SHFFERSEUEURL S8BT = "S5I8 10 | W0%T Action 81, ESEEMA "Action” , S8(ER
"Describelnstances" , EIMER LGS Action=Describelnstances , F& : "S#E"HFRRETIFuriRiSEE.,

REBEENS ISR & JHEE—R | REREMRBRFRSEA:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yKBZQp
n74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHEE BRI R

WEBEREZRNFHE., ERENFRBHUTINSE96:

1. iK% 3285 POST #1 GET A= , IXEEMA GET &K , iF=AGIEAEKE.

2. IEKENEELHIFIZR(Describelnstances){9iEKIH=Z /9 : cvm.finance.cloud.tencent.com, CFRANEKIGZIRIEBZCFABEERNARMAR |, RSO,
3. BREER BRIRAZAPIHNERIERERES /.

4. ERERTSR: I E—SEREREGTSR,

BRI EBAHEFINA: 1BKE + 15KEN +EKERE + ? + 1BKkFRB

RGIHHEER A -

GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08Region=ap-guangzh
ou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&Version=2017-03-12

24, &pERER
I BRAERMEZR, B5LER HMAC-SHAL Bk E—SHikSHER RN FREBEHITES | REEEMNEZ SBEA Base64 H{T/HID , AIFHXERENSE R,
BARRRZA0T | LA PHP B4
$secretKey = 'Gu5t9xGARNpg86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=a
p-guangzhou&Secretld =AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBEINEE SR
EiPOYW3pW28FpsEdkXt/+WcGel=

ERECERNESITAN , A LERITIRNHTERIIE , SRIER B SHIFHrI—EER.

3. &R BRI

ERIERBFTREERIEABRSH , FEWEHT URL 3.

W E—SA RIS RSN EliPIYW3pW28FpsEdkXt/+WcGel= , BREERINEZBIBRSE ( Signature ) 9 : EIPIYW3pW28FpsEdkXt%2f%2bWcGel%3d , Bi5H
FAEMELZRIEK URL,

WS : BRmEmEX %244 W H317W

\|
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R MRAFRERTSER GET , BiEiEKk75i% POST @R Content-Type 73 application/x-www-form-urlencoded , Ml &35 8K AraERELEVEIITEM
URL /R13 , 24BN -FESAEERmG. Ik ASCH =FFE URL fRIERIRES LA UTF-8 T4,

R FLRBISSH http EE2ENFTESEHT urlencode , FEXMMERT , IARENERHAMIT URL HST , SRR URL RIBSSEERLM.

AR Bt BEthmEHR TR , MiSRA RFC 3986, R %XY S RIBILRFH{TEO MRS , EF"XF"Y o7 S#HFR (0-9 IAEF8 A-F) |, £/
INEREIRER

4. 7KW

IRIESEIRENR | FAEM FERAMAEIRT | BIRESRERE

RS FRIRAEA
AuthFailure.SignatureExpire BRILH
AuthFailure.SecretldNotFound BEANFE
AuthFailure.SignatureFailure EEER
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BIHIEE (A2 API AR )

5. BRIER

fESCSPREFAE APL 3.0 BY |, #EFF(EFEECERItcecloud SDK 3.0 , SDK #37&EANIRE | FFRISRXE-RIBEAIRMAZEOE. FMEESN SDK i, HRISHFIRE

B

* Python

* Java

e PHP

* Go

e JavaScript
* NET

ATEEBORRERERE , TEUSRREES A0, B OANSEIRERII. SRNES. ARNEDIISHNEEERL bIASRERRE  ABRAmESE
2, FFEEEmE  RFRIEREERA SDK.

BREIHAY url TTEEA ¢ http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=118868&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768&Ve
rsion=2017-03-12

FE - BT RAIRERREEN | [EEEARRALRE , EIHINSRSL url FEXREEEFITHSER curl EHSEANSIREEREER | EFi3H, ATER—T
PATEREIRER url |, BEEBURAIFRE Secretld # SecretKey AEILAIESH , FHERARFLRIRTIAEIEAR Timestamp ,

IR ETERTAT , FRFERES  EERESERHIUTEEIN url ATREERERTAR | RANSHENINFAR |, BXFIHMER Y. REMESHEE B8R
HIEREEIE],

R LATB(UERTF APL 3.0 , FeEERATEMMNEZRE  BIEZIBR APl , HFFEADERBRSHEEITEREIR | BLAIMAYSLIR S,
Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";
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public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] EZNBRNSSEFTFEHF | ItibATreeMap{RiEIRFE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap<String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
/] EFRERAurI SHIF A EK

for (String k : params.keySet()) {

// BEXGIEKEHTuUrlencode , AT keyEBRENFH , HULAMIEvaluei#tiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMaprILABZIHEF

// SERRVEFRRY R4 EFEREN1EY | 4140 : params.put("Nonce", new Random().nextInt(java.lang.IntegerMAX_VALUE));
params.put("Nonce", 11886); // ~HES#

// SERREFRRT N H{ERR S HRIRTIE |, FI80 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // A\t&#4

params.put("Secretld", "AKIDz8krbsJ5yKBZQpn74WFkmLPX3EXAMPLE"); // ~E&8§

params.put("Action", "Describelnstances"); // AH£#4

params.put("Version", "2017-03-12"); // NHEE#

params.put("Region”, "ap-guangzhou®); // AHSE]

params.put("Limit", 20); // \l555%1

params.put("Offset", 0); // WEE#L

params.put("Instancelds.0", "ins-09dx96dg"); // WL

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL"); // AESE
System.out.printin(getUrl(params));

}

}

Python

R WERETE Python 2 IMEIETT , TELLEE requests {KEE :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)
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if _name__ =='_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action' : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce' : 11886,

'Offset' : O,

‘Region’ : ‘ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# RS SERRER |, ARh/E I REF A2

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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EOZHV3
BIRERATE: 2024-10-18 10:38:46

tcecloud API B MAIAERHTEMHIIE , IS MERBREEEARBERSHTEEEEEE (Signature ) LUSIEERES ). SHEBHRLEIFER  R2FEIE
f3E Secretld 1 SecretKey ; ERFIREBEREEIL , BRI EAPIEERERE , BULEAR=APHEEO,

= s
1. RigeeFi
EERERTAPIZE , IBRIF=APIZSAUERIEZSEIE. L2EIEE Secretld 1 SecretKey :

* Secretld AFHrR APLERESH
* SecretKey FBFINEEE FFRMIRS SRS EF RN,
* FAPYAFSIRERSEIE , BRitE,

RiEZ2FEENERSEINT

1. ZEFtcecloudEBEFIEFIE.
2. HiE=APIE BRI A TR
3. FE=APIESHUE , =i [#7E2] BDATLABIE—XdSecretld/SecretKey

TR FREKSHRESELUABERY Secretld / SecretKey,

2. TC3-HMAC-SHA256 && 7%

R WTFGETAE , R3zE Content-Type: application/x-www-form-urlencoded tiig=. X FPOST/i% , BEISZHF Content-Type: application/json LAK
Content-Type: multipart/form-data FFFASAET , json IETNEUARB WSO . multipart R BRI SHEOSHE | WANZEOABEEER json #&=0ERA |
SE BRSSO A,

THU=RSSHER MNXEAFIREAGF , SEBRNMBESRTTEIIRE. AR T ERLAFIZRMNSE : Limit 70 Offset , (R GET 5iEEA.

EARFIFEY Secretld 7] SecretKey 28I : AKIDz8krbs)5yKBZQpn74WFkmLPX3EXAMPLE #1 Gu5tIxGARNpq86cd98joQYCN3EXAMPLE

2.1. HHENIEIERR
AN ETUHHEIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + "\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3k75% ( GET, POST ) , Axfls79 GET ;

e CanonicalURL : URI £%§ , API 3.0 EENIERIAT (/)

* CanonicalQueryString : &2 HTTP i&K URL FIEIAFRFE , 33F POST iE3K , EEATFMAE , }WTF GET 5K , W URL a5 ( ?) EEMNFEFERS , &%
BIBES : Limit=10&Offset=0, ;& : CanonicalQueryString EE42id URL 4#f3.

e CanonicalHeaders : 25821 IEE , EEE host F content-type FNLES , BAIINABEXLHS EE B LIRS ESERNE—ENR S, FHEM
W : 1) 3LEB key #1 value Zi—ieR/NE |, HEIEEETIE | #RE8 keyvalue\n 1X(HHE ; 2) ZA0LEB |, IREBLED key (/N5 ) WFEHEFRH{THHE, HIH
79 1 content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £25&ZRLEMER | HIALRIEREHPLLERS S5 TESE , #1 CanonicalHeaders BERILENERE— IR, content-type 1 host sk
BB, HHERN : 1) 33E8 key R—EAUNG ; 2 ) Z4KED key (NG ) IREBFEHF#THHE , FFEUSS () 2R, tHIF75 : content-type;host

¢ HashedRequestPayload : i&ERIEMHIIGE(E , IHE/5% R Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , XF HTTP i&EkE&ANEX payload i SHA256
B, RET/OFERD | SERIEEBIER/NEFE, JT5 | }WTF GET 5K , RequestPayload EEATF/AE , 3F POST i53K , RequestPayload Bl HTTP i
KIEX payload.

HRIELAERIN | REIRSEIRIEIEREWT CATRNEN , \n TFEE BRITEIN—TE81 )
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GET

/

Limit=10&0ffset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fclc149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2 PHEREE TS
RN ERHRSES TS

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &2&% , BAIEES TC3-HMAC-SHA256 ;

e RequestTimestamp : i5REH AR, , BIERLERRY X-TC-Timestamp BU&E , #0_ERAliE5kA 1539084154 ;

e CredentialScope : ZIEBE , 1820/ Date/service/tc3_request , @& HEA. FMERARSFRIEZRFE (tc3_request ) . Date 3 UTC iREERTEINELR , BUEREE
MAESE X-TC-Timestamp IEEH UTC FRERNBIEE—E ; service AF=RE , WRSERNF RIS, FIg0 cvm, 0 ERGEK , BUEA 2018-10-
09/cvm/tc3_request ;

¢ HashedCanonicalRequest : BIALEBHHEMEHSEIERBIGHEE , ITES5ES Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

1. Date /RAMRT[EEL X-TC-Timestamp I+8E5%E] , BRIXJA UTC+0, MRMARRAMXER  FliIFR/\K |, $SEHEXMG DERMT  BRERERY
ERM, (RIZAIER 1551113065 , 7£4/ \XAYRTELR 2019-02-26 00:44:25 , {ERiTE15ZIRY Date BY UTC+0 RIBHARLAY 2019-02-25 , A2 2019-02-
26,

2. Timestamp Z/REHFIRSNNE , BRERARRFHEFINENEEELSH , MFEEET RSO ERY. MFKHEAIREREES | JRESEET—R
RIS | IERUERY (REERITHIER ) .

TR LN |, TAIPERIRMEFERFABRUT (ATRREN , \n TRREESEITIH—TER) ¢

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91¢9¢192c14460df6c1ffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23. itHER

1) itEIRESZER | HRBIT
SecretKey = "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : [R¥AAY SecretKey ;
e Date : Bf Credential oy Date FE&E8E. , W1 /=l , 792018-10-09 ;
e Service : B Credential Bfg Service ==& , 70 L5f6 , 9 cvm ;

2) HEES  (hRBUT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

 SecretSigning : BILA FitEE
e StringToSign : BN B2+ ES

IRREERER |
IRMFSRZ TR

H

23]

2.4. 8 Authorization
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gﬁﬁ\ /Ié?

AN T8I EE Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

‘Signature=" + Signature

e Algorithm : £87% , EE/ TC3-HMAC-SHA256 ;
o Secretld : Z$EXIHAY Secretld ;

 CredentialScope : M. t37 , EIBEHE ;

* SignedHeaders : W EX , £5&FRLEHMER

¢ Signature : B&(E&

HRIELLEAN | IR SEIASED |

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df45
82db9e9bf4672ba50567dbalbcbecfl74ca74

RETHENERERSNT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6cbecfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

3. BRKW

IRESCIRENR | AL TSR RMANERD |, SRIESSRENE

RIS SRIRAEA
AuthFailure.SignatureExpire HEELH
AuthFailure.SecretidNotFound ERAEE
AuthFailure.SignatureFailure BEHBIR

AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

k3

4, B2 ER

N
Java

import java.io.BufferedReader;
import java.io.InputStream;
import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;

import java.util.Date;
import java.util.Map;
import java.util. TimeZone;
import java.util.TreeMap;
import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
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import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou®;

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

/) FRNX , BNESHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *hkkkkkkkkkkk 53% 1: }ﬁ}%imﬁi%*% *hkkkkkkkkkhkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.println(canonicalRequest);

// *hkkkkkkkkkkkk 5% 2 ° ?}‘4&%5%%% *hkkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.println(stringToSign);

// *kkhkkkhkhkhk 5g¥ 3 ﬁ.gg% *hkkkhhhkhhkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *hkkkkkkkkkkkk ig% 4 0 ?#}% AUthOI’iZathn Kkkkkkkkkkkkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap <String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
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headers.put("X-TC-Version", version);
headers.put("X-TC-Region", region);
}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# EPEH
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNp@86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou”

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

 FhxEkkF kK k Kk ‘})J;H% 1 ° ;ﬁg%ﬂ;ﬁiﬁ*% Fkkkkkkkkkkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

FFFEEFK KKK AK .}jg 2 . ﬁg%&g?ﬁ% Kkkkkkhkkkkkk

credential_scope = date + "/" + service + "/" + "tc3_request”

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# khkkhkkkkkkkk 59% 3 : iv-l—%Eg *hkkkkkkkhkkk

#ITEEEHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

ff FhkR R KRRk _J)J;g;% 4 - P-_FE Authorization *#*#*#xwkksxss

authorization = (algorithm + " " +
"Credential="

+ secret_id + "/" + credential_scope + ", " +
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"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)
print(authorization)

# NHESERINENIERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

WS : BRmEmEX 28253 W #317|
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5K

BIREATIE: 2024-10-18 10:38:46

1. fRSSsbiE

i (Region ) ZFEYIEEAIEUIEOAIMIEXIE,. tcecloudZIIIEARIBEZAE2IRE | (RIEFRMRERATEEREESEL. ATIHRLRME. 25 T
HE , R RFEIEE PRI,

ERILAEIT APlEC EfiEFIR EETHANHTIZ.

2. @SN

tcecloud API URFEZOMIET HTTPS #HTEE | RIEL2UNEEEE.

3.5 KA
S0 HTTP W%

e POST (#7F)
o GET

POST #&Ek37#5#9 Content-Type 38! :

e application/json (¥#E7F) , W/R{ER TC3-HMAC-SHA256 &&757%.

e application/x-www-form-urlencoded , /{5 HmacSHAL & HmacSHA256 &£ 754,

* multipart/form-data ({REPDIEOSHT ) , LIRER TC3-HMAC-SHA256 E&751E.

GET iIBKANBEREANRE#BIT 32 KB, POST iEKEEAER % HmacSHAL, HmacSHA256 RSB 1 MB, POST iEXFERER& %/ TC3-HMAC-SHA256
AJ3ZHF 10 MB,

4. FRFmtY

ERUTF-847HS,

\|
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IR[EIZER

BIREATIE: 2024-10-18 10:38:46

FREIGER
PARBRSS 2R OB ELHIRSFIZE (DescribelnstancesStatus) 2017-03-12 kgl , EERMI , EATRERIREN T

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc”
}

}

* Response REREEH Requestld 2EENFER , TCERMINEE , RE APIMET |, NINESIREL.,

* Requestld FFF— AP iEREIME—IRIR , A0SR API HIISE | BILABKEFA] , FHEMIZ ID RRRTM,

° [RTEENFERS , ERIYAEMEOENNFE , ARNEOMRENFES WEOSAEFIEN. HHIsEY TotalCount 1 InstanceStatusSet 73
DescribelnstancesStatus #OENXNFE , BT EREKNAFENIEIE=RSEELA , Bl TotalCount ISR FABRENE 0, InstanceStatusSet FIRJ9

=

=,

HEIRIREIEER
BB , HREERTTH -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}

Error IEIIFE ZERARKXY. Error FEOERHEMERN Code 1 Message FERFEARAMAT M EIREIRT,

Code FRREMRHBAVEIRG , HiEKHEI AT RIEZ RS A RO SRR ORI R AYE RO R R I R R AT =,
* Message B TIXMEIREKENERER , EEWSKEHARMN | WAARELEBFSFTEREN , APAMKX MREIE.

e Requestld FBF— APl iERAIE—HRIR , W5 API HISES , STLABERRA] , FHEMHZ ID SERRITH,

NIHSEIRED (TODO: EEEE, ERENEE?)

IREIERFIIRFE Error PR , MZFRNEAR APLEZOIKM,  Error A9 Code FERERMEIRTD | ATANSEATREHIMATEIRIGANIIEIRD | TRIH T AHERE.

FEIRAD SRR
AuthFailure.InvalidSecretld BIHIEE (R2= API Z3ERE ) ,
AuthFailure. MFAFailure MFA iR,
AuthFailure.SecretidNotFound ERAFE,
AuthFailure.SignatureExpire SEILH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token &R,
AuthFailure.UnauthorizedOperation BRE CAM 1L,
DryRunOperation DryRun #{F , {RIERESEMIIN , RESET DryRun 24,
RS - B e EX 255 0 #317m@
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$EIRIS IS

FailedOperation BRI

InternalError HEBFEIR,

InvalidAction BORFHE,
InvalidParameter SEEER,
InvalidParameterValue SHEEREIR,
LimitExceeded BRI ECETPR S o
MissingParameter ROSHER,
NoSuchVersion BEORARFE,
RequestLimitExceeded TERADREGEID T SR
ResourcelnUse RIS,
Resourcelnsufficient RRERE.
ResourceNotFound RRAFTE,
ResourceUnavailable RIEAET A,
UnauthorizedOperation FRIFRURLE,
UnknownParameter FRASHEEIR,
UnsupportedOperation BEARSS,
UnsupportedProtocol http(s)IERIMSER , RSZHF GET #1 POST &K,
UnsupportedRegion BOARSHSFEbE,
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HEYEATFRAPROSNENNSE , N E | e MEORBAROSTAEX LS TR , BERERKIITEETXLSH , TRIERAER

% 1

EBFIE V3
{83 TC3-HMAC-SHA256 EEZ 550 , AHRSHEES—ME HTTP Header IERLEPF , 30T :

SHETR ES

2

Wik HEA

BREREOER. BESEEOSETEASHAISE Action RIREE. FINAIRSH/IEIDLAZIRED , BUES

X-TC-Action Strin 2
9 = Describelnstances,

S, FRRRA R MEEAIEEE. BROEZEEES S ROXETRASEATESE Region AYREA. £

XTCRegion  Sting B swmrrmmemina , BOXRRATILSEIGS | ISR SRR AL,

X-TC- Inteqer £ F7 UNIX BJEIEL |, AliCSAE APLIESREORTEL, Bia0 1529223702, & : IR SRS EEERE S0 , S5ESE
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HTTP TRESHINIESLERFER |, a0
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,
Authorization  String — - TC3-HMAC-SHA256 : &2 75i% , BRIEEBIZE ;
- Credential : &EiF , AKIDEXAMPLE 2 Secretld ; Date 2 UTC ¥nfERTIEIRIEEE , BUEFZEEF LS4 X-TC-
Timestamp #2819 UTC FRERTIBIHEB—EL ; service AF=m# , WRSBERINFREE—5 , flflcvm ;
- SignedHeaders : 258 ZitERISLEHMSERE | content-type #1 host J9wsisksLiEB ;
- Signature : SEEZHE,
) IGREHIEBATARY Token , RELASIGRIZE—ECEER, IGHTEETEF Token FEZNHASERRS ARREORE, KPZHEAE
X-TC-Token String &=

Z Token,

BRAIE VL

f$5F3 HmacSHAL 1 HmacSHA256 && 7548 , ARSHEESR—EIEKRSE+ , IIF

SEER il DZ5vi R 7%
Acti . = BERNEOBR. BESEEOXETBASEATESE Action BYIREE. HII=IRSESHNEIGLAFIFERZD  BYES
ction String =2 X
Describelnstances,
Region String = iS4, FsRImRA BRI EI MEEAIEEE. FOEZRMEEESE RO TRAS A S Region AIHHA,
= IR BEROATEGRIZSE  BEOGYPIXREIRE | WA EEZSHBASEN,
Timestamp Integer & L5 UNIX RSEJE , SlieRA#E APL iERAORTIE], $41201529223702 , tNRSHEIRTEEET K , &5 [EERITHIEIR.
Nonce Integer 2 BEHLIEEESY , 5 Timestamp BA&#ER . BFBHLLERIE.
. ECAPIESE L RIBAMRREIHY Secretld , —4 Secretld XYRIME—HY SecretKey , i SecretKey SFIREMBERES
Secretld String p3 .
Signature,
Signature String = BERER |, FRWIEOERNEE | FERFPIRBESFMASEITESE. BRTERES IEOSC0Y.,
Version String = BAERY APL BORRAE. EUBESERZOXEPASLESE Version BUi5ER, FIAI=RSZE5A9RA 2017-03-12,
SignatureMethod | Strin m #Z7H , BEISE HmacSHA256 #] HmacSHAL, REIEELESE0S HmacSHA256 Rt , 7 {#F3 HmacSHA256 &%
g 9 T wires , HfbERER HmacSHAL BIFSE,
Token String = IEEHIERFTREE Token |, FEESIGRIEE—HEFER. IGIIEEF0 Token BEZHDSERSARREORE. KIS

AEE Token ,
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1. ZOEA

OBk © cam.api3.finance.cloud.tencent.com,
APESNRIEEIAE

BUAB OSSR S - 200%/7D,

FEOSEHATE : 2022-08-11 19:02:25,

EOBINER LN,

2. NSEL

UTERSHIIFIG I TIROBERSEIRD AHSY | REAHSHEFIRINALERSH,

W

SRR Witk FEYFNULL Sl A

Action 2 & String AHBE, AEOBYE : AttachRolePolicies
Version 2 = String AHSE, AEOBYE : 2019-01-16
Region & String AHBY , FEOTFEERSEH,

Roleld = = Uint64 AsID(EABKTRNE—IN)

RoleName S & String AEAR(SHEIDME—IR)

Policyld & &5 Array of Uint64 ZEMRID list(55%R8E listME—IR)
PolicyName & & Array of String HIRS list(SERIKID listiME—IR)

3. IS

SEER il EiEu
Requestld String ME—EK ID , BRIEKREIRE], EARRHEEREZRIEKAY Requestld,
H 3=
4, %EBEEE_'I

PUMMRBUE 7 O SS B IERRAIEIRI | BRI AR,
IR A
FailedOperation.PolicyFull
InvalidParameter.OperatePoliciesOverLimit
InvalidParameter.PasswordLengthTooShort
InternalError.SystemError
InvalidParameter.ParamError

InvalidParameter.PolicyldNotExist
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1. EOEA

EOEKEA © cam.api3.finance.cloud.tencent.com,
ZA$Z0 ( AttachRolePolicy ) FAF4BEHIREIFEE,
BUAZCIBESIRERIRE : 200%/%,

EOFEHAYE : 2022-08-11 19:02:25,

BEOBRIRE S AN,

2. NSE

PINERSHFIRGE TEOBRSEHBOI LS, REAHSEHGIRNAHLERSH,
SHER wWhisk FEFNULL E<it) fER
Action = 3 String NHSE, AEOBYE : AttachRolePolicy
Version 2 S String NHSE, AEOEYE : 2019-01-16
Region ~ = String AHBY , FEOTF2ERSEH,
Policyld = = Uint64 HREEID , A& Policyld5PolicyName—it—
AttachRoleld S S String AID , AFEEMAE , A& AttachRoleld 5 AttachRoleName —i%—
AttachRoleName & = String AEER, BHEEME , NS AttachRoleld 5 AttachRoleName —i%—
PolicyName &= &= String HREEE , A&Policyld5PolicyName —i%k—
3. B
SHETR ESidl fEk
Requestld String W—EK D , ®REKRBIEE. ERTERAZRIERR Requestld.

4. ERAG
PN H 7O SSIBIEERRNEIRE , Bt ERSIFE N A SR,
fRIRIG fEk
InvalidParameter.PolicyldNotExist
InternalError.SystemError
InvalidParameter.RoleNotExist

InvalidParameter.AttachmentFull
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2. NSEL

UTFERSHIIFIG I TIROBERSEIRDI N HSE |, TEAHSHFIRIA TSR

SHER Wik
Action = =
Version 2 a
Region P =
Roleld =5 S
RoleName = =
Policyld & &
PolicyName &= &=
o X
3. WS
SEER it )
Requestld String
H >
4. %El =S

FEFNULL

H—iEK ID

s
String

String

String

Array of Uint64
Array of String
Uint64

String

PUMMRBUE 7O SSZIERRAIEIRI | BEAERIDF ARG,

FEIRD

FailedOperation.PolicyFull

InvalidParameter.OperatePoliciesOverLimit

InvalidParameter.PasswordLengthTooShort

InternalError.SystemError
InvalidParameter.ParamError

InvalidParameter.PolicyldNotExist
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EOEKIESZ : cam.api3.finance.cloud.tencent.com,
ZA$Z0 ( CreatePolicy ) ETFRTFRIFEERL,
BUAZCIBESSRERIRE : 200%/%,

BEOEHATE @ 2022-12-02 16:17:55,

EOBEIOES SN,

2. NSEL

UTERSHIIFIG I TIROBERSEIRD AHSY | REAHSHEFIRINALERSH,

gﬁﬁ\ /zli?

SHER Wik RIFNULL 358 b
Action =2 = String NHESE, AEOBYE : CreatePolicy
Version 2 S String NHESE, AZEOBYE : 2019-01-16
Region 2 & String 2HEBY  AEOLFEGRLSE.
PolicyName 2 & String HIRE
Description = B String  SREZHEIA
HRRRSIRY |, =451 - {"version":"2.0","statement":
[{"action":"name/sts:AssumeRole","effect":"allow","principal":{"service":
. . ["cloudaudit.cloud.tencent.com”,"cls.cloud.tencent.com"]}1} , principal B8 EAENBINTSR. KA
PolicyDocument = 5 Strin N .
y = | F 9 eumsR REAELE
( http://imgcache.finance.cloud.tencent.com:80cloud.tencent.com/document/product/598/36221 )
i E#Rolelnfo
CreateMode 3 &5 Uint64 BlliEtEL,
A s
3. s
SHER E-Sid) b
. . BRI,
Policyld Uint64 s1%id
Requestld String M—igXK ID , EXIEKRERE]., EMREEREZRIERKEY Requestld,
H 33
. TEIRS
PATEIH 7O S5BEERREIRID , EAERIEFEN AL ER,
FEIRAD iR

InvalidParameter.ParamError
ResourceNotFound.UserNotExist

FailedOperation.PolicyFull
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InternalError.SystemError

InvalidParameter.ActionNotExist

BlEmE

BT EHATE: 2024-10-18 10:38:46

WS : BRmEmEX 2263 T #317]

\|



X BIHSTCE SRS

1. BOEA
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Z#EM ( CreateRole ) AT CIEfHE,
BOAZCIESREREIRE : 200%/%D.

B SEHATIA : 2022-08-11 19:02:25,

FEORIOEE NEMR,

2. INSEL

UTNERSHIIFGIH TROBERSHIRDO LS |, TBAHSHIIRNALERSE,

SHEWR i SREFNULL 368 A

Action it sy String AHSE, AEOBYE : CreateRole

Version 2 & String NHESE, AEROBYE : 2019-01-16

Region 2 & String  AHB¥H, AEOAFTEEGBISH,

RoleName 2 & String ABER
SRBESRY , <M : {"version™:"2.0","statement":
[{"action":"name/sts:AssumeRole","effect":"allow","principal":{"service":

PolicyDocument = = String {;{;;ﬁ?;%.;;&g;;%tcom ,"cls.cloud.tencent.com"1}1} , principal BFEEAEANEIRISR, FKEL
( http://imgcache.finance.cloud.tencent.com:80cloud.tencent.com/document/product/598/36221 )
S %{Rolelnfo

Description & & String AEimA

ConsoleLogin & S Uinte4  ZERIFER 1 ARITF 0 ARRIF

SessionDuration & ) Uinted  ERiEABIGIERNRKEEREICEE : 0~43200)

RoleType FS & String FAta2E8! (system|user)

3. e
SHETR ESidl R
. g A,
Roleld String gﬁxf%ﬂm
Requestld String E—iEK ID , ®RIEKRESIRE]., EMEAHEEREEZRIEK Requestld,

4. FERS

PUMRBUH 7O S B IERRAIEIRT | BRI N ATHEIRD,

g

HIRAY it
InvalidParameter.AttachmentFull

InvalidParameter.ConditionError

InvalidParameter.DescriptionLengthOverlimit

InvalidParameter.PrincipalError
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InvalidParameter.RoleFull

InvalidParameter.RoleNameError

InvalidParameter.RoleNamelnUse

InvalidParameter.UserNotExist

InternalError.SystemError
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1. EOEA

EOEKIESZ : cam.api3.finance.cloud.tencent.com,
TR SRR

BUAB OSSR S - 200%/7D,

FEOSEHATE : 2022-08-11 19:02:25,

EOBINER LN,

2. NSEL

PINERSHFIRGIE T EOBKRSEFESD NS, REARSHFIRI LIS RS,
SHER whi%E FEVFNULL &Sic) R
Action 2 = String ~HSE, AEOBYE : DeletePolicy
Version 2 S String NHESE, AEOBYE : 2019-01-16
Region 2 = String AHSH, FEOFFEERLSH,
Policyld S S Array of Uint64 B | BUERRERS id , ST EMBRRES

N s

3. fitHsE
SHER ESid] R
Requestld String —iEK ID , ®RIEKRESIRE]., ELAAHEEREZRIEKA Requestld,

4. ERS
IUTVRBH TS B AORIRED | RSS2,

HIRY

a
B

InternalError.SystemError
InvalidParameter.ParamError
InvalidParameter.PolicyldError
InvalidParameter.PolicyldNotExist
ResourceNotFound.NotFound

ResourceNotFound.PolicyldNotFound
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1. EOEA

EOEKIESZ : cam.api3.finance.cloud.tencent.com,
A#20 ( DeleteRole ) BT EERE.
BUAZECIESSRERIRE : 200%/%8,

O EFHASE : 2022-08-11 19:02:25,

EOBINER LN,

2. NSEL

LINERSHFIR(GE TEOBRSEMBOI NS, REAHSEGIRNAHLERSEH,
SRR WA FEFNULL et R
Action =2 - String NIESEY , AEEOEYE : DeleteRole
Version = &= String NHESE, AEOBYE : 2019-01-16
Region 2 & String NHSH, FEOFFTEERBSE,
Roleld - & String fBelD , BFEEME , A2 Roleld 5 RoleName —i—
RoleName &5 &5 String AEER , BHEEARE . NS Roleld 5 RoleName Zi%—

3. WS

SEER it AR
Requestld String ME—FK ID , BRIEKREIRE], EMRRAHEEREEZRIEKAY Requestld,

4. tEiRtS

PUIMNGIE T O SSEEERR0EARTT | AR LIRS,
FEIRD R
InternalError.SystemError
InvalidParameter.RoleNotExist

InvalidParameter.ParamError
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1. EOfR
EOEKIESZ : cam.api3.finance.cloud.tencent.com,
Z4$#0 ( DescribeRolelist ) FATFREKE FHIBEETIE,
FIABOERIAERIRS : 200%/70,
EOSEFRATE : 2022-12-02 16:09:25,
REOBRREE N,
A s
2. MINSE
LATFERESHFIRGIE T EOBSKSHEMEO AHSE , RBEAHSEFIRI TGRS,
SHER WA FEFNULL it b
Action =2 & String NHESE , ANEOBYE : DescribeRolelist
Version = - String NHEHSE, AMEOBYE : 2019-01-16
Region 2 B String AHBY, FEOFFEERSEH,
Page Lo & Uint64 TS, N1FFER
Rp = & Uint64 U7, A BERTF200
Service & & String RAEENRSKSHATIE
Keyword = &= Array of String RAtZSAEmAITE
A g2
3. IS
SEER i R
. HEERIINAET I,
List Rolelnfi
* aene FEBIEITIE,
TotalNum Uint64 gggggl\mm"
Requestld String W—iEK ID , ®RIEKEPEIRE. EIERAFEEREZRIERD Requestld,
4. 551RE5
PAMBIH 7O SSIBERXAERE , EtEREEL A HLEIRD,
Hiehs R
InternalError.SystemError
InvalidParameter.ParamError
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fRREZ T RIERIRFA

ERITEHATE: 2024-10-18 10:38:46

1. wOfER

EOEKIESZ : cam.api3.finance.cloud.tencent.com,
RIEBES N RIREIFE

BUAZCIBESSRERIRE : 200%/%,

EOEHATE : 2022-08-11 19:02:25,

EOBEIOES SN,

2. NSEL

LINERSHFIR(GE TEOBRSEMBOI NS, REAHSEGIRNAHLERSEH,
SRR WAIE FEFNULL ESit) R
Action =2 &5 String NHESE, AEOBYE : DetachGroupPolicies
Version = S String N2, AEOEYE : 2019-01-16
Region 2 & String NHSH, FEOFFEERLSH,
Groupld 2 & Uint64 FAF4RID
Policyld =3 &= Array of Uint64 ZRESID list

3. WS

SEER E- it AR
Requestld String ME—FK ID , BRIEKREIRE], EMRRAHEEREEZRIEKAY Requestld,

4. $EIRS
PUMMRBUE 7 O SSZIERRAIEIRI | BEtERIDF ARG,
FEIRD fEk
InvalidParameter.ParamError
InvalidParameter.PolicyldNotExist
InternalError.SystemError

InvalidParameter.PolicyldError
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1. EOEA

EOEKIESZ : cam.api3.finance.cloud.tencent.com,
R EBERIREIZ N AFE

BUAZCIBESSRERIRE : 200%/%,

EOEHATE : 2022-08-11 19:02:25,

EOBEIOES SN,

2. NS

LINERSHFIR(GE TEOBRSEMBOI NS, REAHSEGIRNAHLERSEH,
SRR WAISE FEFNULL ESit] A
Action =2 &5 String NHSE, AEOBYE : DetachGroupsPolicy
Version 2 & String NHEHSE, AMZOBYE : 2019-01-16
Region 2 & String AHBY , AEOTFEERLSH,
Groupld 2 &= Array of Uint64 FAF4EID list
Policyld = = Uint64 SRREZID
3. BitHE
SHER ESidl )
Requestld String ME—FK ID , BRIEKREIRE], EMRRAHEEREEZRIEKAY Requestld,

4. $EIRS
PUMMRBUE 7 O SSZIERRAIEIRI | BEtERIDF ARG,
FEIRD TR
InvalidParameter.ParamError
InvalidParameter.PolicyldNotExist
InternalError.SystemError

InvalidParameter.PolicyldError
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1. EOEA

EOEKIESZ : cam.api3.finance.cloud.tencent.com,
RIREBERIREIZ R

BUAZCIBESSRERIRE : 200%/%,

EOEHATE : 2022-08-11 19:02:25,

EOBEIOES SN,

2. NSEL

SHER WA FYFNULL E-Sid) R
Action =2 &5 String NHSE, AEOBYE : DetachUsersPolicy
Version 2 S String NHEHSE, AMZOBYE : 2019-01-16
Region 2 = String NHBH , FEOFTEERBISE,
TargetUin 2 S Array of Uint64 B#rEFID list
Policyld = = Uint64 SREZID
A s
3. imHSE
SEER E- it A
Requestld String ME—FK ID , BRIEKREIRE], EMRRAHEEREEZRIEKAY Requestld,
>
4. RS

PUMMRBUE 7 O SSZIERRAIEIRI | BEtERIDF ARG,
FEIRD TR
InvalidParameter.ParamError
InvalidParameter.PolicyldNotExist
FailedOperation.PolicyFull

InternalError.SystemError
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1. wOfER

EOEKEA © cam.api3.finance.cloud.tencent.com,
AEO ( GetPolicy ) TRFEREERIEIFE.
BUAZCIBESIRERIRE : 200%/%,

EOEHAYE : 2022-08-11 19:03:58,

BEOBRIRE S AN,

2. NS

UTERSHIIFIGIE TROBERSEIRD ALY |, RBEAHSEFIRNAHLERSH,

SHER Wi FEFNULL 5] ik
Action = & String NHSE, AEOBYE : GetPolicy
Version = ES String AHBE, AEOBYE : 2019-01-16
Region 2 & String NHSBH, FEOFTEEBSE,
Policyld 2 & Uint64 SHRERId
A M
3. IHEE
SHER E3id) AR
. . HEEIINAAT L,
PolicyN St
olicyName ring s
Description String ngﬁm'
HEgRA
Type Uint64 Wybﬁm' —
1 RRBEENRR | 2 FRTULRS
. . IWEETIINATT L,
AddTime Datetime ol
) . IHSERIINATT I,
UpdateTime Datetime S REE
PolicyDocument String mﬁmﬂ.
PresetAlias String IHSW%WHL
&
IsServiceLinkedRolePolicy Uint64 ggijggﬁ'
Requestld String W—iEK ID , ®RIEKREPEIRE]., EMRRATEEREZXIERE Requestld,

4. ERS

UM 7O SS B IERRAIEIRT , BAEREF N ATHEIRD,
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HEIREG i)
ResourceNotFound.PolicyldNotFound

InvalidParameter.ParamError

InternalError.SystemError

InvalidParameter.PolicyldError
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1. EOEA

EOEKIESZ : cam.api3.finance.cloud.tencent.com,
A$20 ( GetRole ) BTREUEEAEBRIFEES.
BUAZCIBESSRERIRE : 200%/%,

O EFHAE : 2022-08-11 19:03:58,

EOBINER LN,

2. NSEL

UTERSHIIFIG I TIROBERSEIRD AHSY | REAHSHEFIRINALERSH,

SHEER WA FEFNULL i) AR
Action £ & String AHSE, FEOBYE : GetRole
Version 2 ES String AHSE, AEOEE : 2019-01-16
Region 2 S String AHBH, FEORFEERSEH,
Roleld & = String A 1D, BHEE/AE , AZ Roleld 5 RoleName —i%&—
RoleName &5 5 String AEE , BFiEE/A® . NS Roleld 5 RoleName —i%—
A s
3. mHEE
SEER it ik
Jlie—2 s oap i SN
Rolelnfo Rolelnfo
AEiFE
Requestld String H—iEK ID , @REKRESRE., EAIORRABEERMIZRIEKRE Requestld,

4. $EIRD

PUMMRBUE 7 O SS B IERRAIEIRIG , BRI AR,
FEIRD R
InternalError.SystemError
InvalidParameter.ParamError

InvalidParameter.RoleNotExist
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1. #gEO#A
EOEKIESZ : cam.api3.finance.cloud.tencent.com,
IREURS R EAPIZIZE
BROARECIESRIERIRS] « 200R/%D,
EOEFHAIE : 2022-12-02 17:17:57,
BOMSE N,
A s
2. MINSEL
PAINERSHFIRG B T EOBRSEESO NS, TEAHLSHTIRD o
SHER WAL FEFNULL ESid) R
Action £ & String AHSE, AEOBYE : GetServiceApilist
Version = & String NHESE, AEOBYE : 2019-01-16
Region 2 B String AHSH, FEOFFEEBLSE,
IsReturnApi 2 S Uint64 EEREapi
A s
3. mHEE
SEER ESid] i)
) ) ) Jlie 2 hapl o ST UIN
List ServiceApilnfo RS LURAPIBIE R
Condition String gﬁﬁgbﬁm'
Servicelist ServiceApilnfo mﬁmm"
Requestld String M—iEK ID , ®RIEKRESIRE], EAIRATHEEREEZRIERKR Requestld,
4. $EIRRY
LATRBH T RO SZERXAIERD , BRI A HLERD,
SR HnR
InternalError.SystemError
InvalidParameter.ParamError
InvalidParameter.ServiceTypeError
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1. wOfER

EOEKIESZ : cam.api3.finance.cloud.tencent.com,
REURSRBER

BUAZCIBESSRERIRE : 200%/%,

EOEHATE : 2022-12-27 15:52:05,

EOBEIOES SN,

2. NSEL

UTERSHIIFIGIE TROBERSEIRD ALY |, RBEAHSEFIRNAHLERSH,

SRR A1 FEFNULL E<it) fEk

Action 2 & String AHBE, AEOBYE : GetServiceRolelnfo
Version 2 S String NHESE, AEOBYE : 2019-01-16
Region 2 & String AHBY , FEOFFEERSEH,
RoleName & & String AEs

PolicyName S S Array of String HRIERFIE

3. WS

SHER ESid] i)
) Jlie—2 s oap o S 1N
RoleName String fn
ServiceType String mﬁmﬂ.
ServiceTypeEn String WBREISHAETIL.
ESvallEapSit)
) [lie o SR
RoleDesc String etk
. B ERIMAT L.
RoleDescEn String s A
PolicyName String WBBEIGHEI R,
TR REEE
Remark String Wﬂ‘ﬁﬂ.
Tk
' IESERIIMAT L.
EnRemark String i
PolicyList RolePolicyList mﬂ‘ﬁm.
Requestld String ME—EK ID , BRIEKREIRE], EMRREEREZRIEKAY Requestld,
WRFRE - BRmERMEX 58276 T H317m,



X BIHSTCE SRS

H
4. 551xf5
ARG T RO S5 ERXAERD , BRI A SR,
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InvalidParameter.ParamError
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