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5. BaFelE@Workload , 525k Nginx fRSBHIGIE,

i) Nginx RS

WS : BRmEmEX
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PRI EEE Nginx BRSS.

o @I REIYE IP i8] Nginx RS,
i. TESEBFTUEIZARSS > Service , 7EServiced|REMEATNINIFENE SInginxMIIRSS , HANGInXIRSHTERBR.

2. ANEIT N SRS M\ B IPIRSBIROKIAIE) Nginx iRSS.

BiTiRSS BFRiAE Nginx fRSS.

o

SERNEIRSSERIUERBI RS 2RIEE.

HEN Nginx BRS32RAIFIAIKIER,

WS : BRmEmEX 8521 ;1 H551@
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HEHelloWorldf&F

BRITEHTAYE: 2025-02-18 16:02:00

RIS EERHBEAR T BNMAREEIE — SRR EERTAIAY Hello World A Node.js hRAIARSS.

F—2  WEREHIFRE

WS RNFER
1. gIEE— hellonode BISZIF3E |, INA serverjs 314,

[root@VM_88_88 centos ~]# mkdir hellonode
[root@VM_88_88 centos ~]# cd hellonode/
[root@VM_88_88_centos hellonode]# vim server.js
[root@VM_88_88_centos hellonode]# Is

server,js

serverjs A0 :

var http = require('http’);

var handleRequest = function(request, response) {
console.log('Received request for URL: ' + request.url);
response.writeHead(200);

response.end('Hello World!");

2

var www = http.createServer(handleRequest);
www.listen(8080);

2.k Hello World 2F%.

[root@VM_88_88_centos ~]# node server.js

FIFFRIREER curl MARZFERER: , BENISSERLA IP sttt : dOA9AZCiE) |, 1070 8080 .

[root@VM_88_88 centos ~]# curl 127.0.0.1:8080
Hello World!

Bl& Docker &%
195 Docker BIEESIFIBEW : AT Docker FHik.

1. 7£ hellonode 3432 |, BlJ7 Dockerfile 3244 :

FROM node:4.4
EXPOSE 8080
COPY serverjs .
CMD node server,js

WS : BRmEmEX
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5822 T H551]



O BASTCE

2. 1@iF Docker build #p$HI52E&,

[root@VM_88_88 centos hellonode]# vim Dockerfile
[root@VM_88_88_centos hellonode]# Is

Dockerfile server.js

[root@VM_88_88 centos hellonode]# docker build -t hello-node:v1 .
Sending build context to Docker daemon 3.072 kB

Step 1: FROM node:4.4

Trying to pull repository docker.io/library/node ...

4.4: Pulling from docker.io/library/node

Removing intermediate container 1e8d01dc319f
Successfully built 027232e62e3f
[root@VM_88_88_centos hellonode]# docker images
REPOSITORY TAG IMAGE ID CREATED SIZE

hello-node v1 027232e62e3f 54 minutes ago 647.4 MB

HEZFHEZ qcloud FHEBE
BEEREFMEFEL | RECEESHIE.

BesiRSS (TKE)

[root@VM_3_224_centos hellonode]# sudo docker tag 027232e62e3f ccr.finance.cloud.tencent.com/test/helloworld:vl

[root@VM_3_224_centos hellonode]# sudo docker push ccr.finance.cloud.tencent.com/test/helloworld:vl
The push refers to a repository [ccr.finance.cloud.tencent.com/test/helloworld]

1b8da8805305: Pushed

20a6f9d228c0: Pushed

80c332ac5101: Pushed

04dc8c446a38: Pushed

1050aff7cfff: Pushed

66d8e5ee400c: Pushed

2f71b45e4e25: Pushed

v1: digest: sha256:38b194feeee09abf8eed5e7abca82b9fe494b18b953¢c771ce8ebefa387107be9 size: 1772

F L BTiZiEGEIE Hello World RS

IR . E8IZ helloworld BRZZET , BWifE: — M EIZIFRIER. BXRUMACIEEHINFAEE  SUNES

BB ERRERD.

Bl helloworld fESS

1. ZR TKE &4I4.
2. BEHREMSHZFHIHE > Deployment , 7" Deployment 5z B A HHTEE.
3. 7EFTEWorkload RE# A LA TS24,

o THERREE : MABENSEMR , XELL helloworld i,

o SCAINEER :

o #WR: BENX , XELA my-container F3f,

o HR : IRIBSCIRFKHTIEERE , XELL helloworld Jf,

WS : BRmEmEX

2RARSSTKE 8
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o IA5IFRE ( Service) : AikfZMAServicelkiH , RFE— N SHRERBMService,
o IRBHEASR - AAENL  XBEIEF REAKIGE,
o ImOBRGT | BEsHOMRSIHOEMESO,

iv. B85 ElE&Workload,

1518 helloworld IR
EHEFmFAREE helloworld fRSE.

o EidtEIYE IP 35 Hello World RS
i. TEESRF NI RSS > Service , 7£"Service FIFREBATNINFTEAREZ A helloworld FIBRS | A helloworldiRSEHIFEIEBR.

2. FENILS S N\ AU SIS BEIP BRSS IR OS5I nginx ARSS |
o EIIRSEERRIGE Hello World RS

SERNEIRS SR UERBI RS 2RIEE.

N Hello World ARS328RIERIAIKIEIA,

WS : BRmEmEX 5824 TM #5511
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EASTB|kRWordPress

BRITEHTAYE: 2025-02-18 16:02:00

WordPress 2/ PHP IESHAMIEETFE. BFAILIESSF PHP 1 MySQL #iERERIARS L2RRETECHIMG | R LUE
WordPress H{F— 1 ABEERFEHKER.

A EENBIARER tutum/wordpress $E{&REIE—NAFHARIAY WordPress Rjufi,

TR GUEEESLAIMRAY WordPress {REEIEKER | ZR&PEET WordPress FrERIGITINE |, BN ENCIZERSSEN AT |, (BfEH
EASL{IRRAY WordPress REERIEEUIRRISA WS | B ERBEERN MySQL BiiF BN =SmMEXEERE CDB SKRFEIE
1. ¥1555% (#/H CDB i WordPress, 1EEIZE WordPress [RSS A , BWATHHRE:

s M ERERMEXIKF., BXRIEIEIZBNSSMEXIKF , B [EMRE] EESEXEE BN SMEXKF.
o —EIRIFRISEE. BXRUTEIREHINFEER S0 et .

6132 WordPress RS

1. B3 TKE =44,
2. BEAMSHZPIER | PR IRT— N EEEID/ER.
3. 75T |, IR TVERE > Deployment , 7EDeployment?l|FREE B HHHER,
4. FE"#hiEWorkload "TH , HRIEXLIRER , RETIFRBESER.
5. RGEE.
o T MNGITERSENEMR , L wordpress i,
o & :HES tutum/wordpress ,
o WA (Tag) : 1EE latest,
6. IREHIFNZE (Service ) . AikBMAService , S ARRIROAMRSIMHOEIZE /80 ,

IRBFTEEHNRT S ATERE T RMNERBRMNE , FERIHEEMNE30000-32768iw0 , BNFTEESHINERIRS TAERIIE. i+
BN SRRSTEHRE.

7. A 0lEE Workload, 5=p% WordPress IREZHIBIZE,

HAEIRIF AROAIRE.

ihia] WordPress RS

R AR WordPress ARSS.
o EITHREIYE IPSRi5IE) WordPress RS, BEHIRESTEMNRSEREE QiyE IPFISEHI®EID,

o ERARNEMRSSERUUEREBIRSSRIEE.

WRFRE - BRmERMEX 8825 T #551m@
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B WordPress JRSZEEHIZIAIIETR,

ERRUEAN , IEEFMELAE.

WS : BRmEmEX
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{FFACDBAYwordpress

BRITEHTAYE: 2025-02-18 16:02:00

TEEASCINR WordPress sRfFIsREA 1/ ME T a6 WordPress RS, BASCHiIRR WordPress HISIE R EZIE— N S88E1TH
MySQL g+ , BAXFNEETLARERDS) , (BEhFEE—NMAIR  iIRJEEEMREEL |, UREFIFEENX GBS ESE.

AXEEENBNEZE MySQL BUERE | ©ISEL/BRENEIRREEFE. BIER =EUEECDB LI KA T E.
R - EeUEE(FER CDB B9 WordPress RSB 281, B /iifia:

s M ERERMEXKF. BXRUALIZBNSSMEXIKF , B THRH B5AXERIMENEMEXKF.
o —MEEIFRIERE. BXRUTCIRERINFMES S0 FEsE .

6132 WordPress RS

$—2 . QI =EYERE CDB

1. BRTAEMNEIEHE .
2. BEFNEREFIZERTIRIID/BRR (40 : vpC-xxxxx ) ,

3. EFVEERIFIEI | IEREUEEE R TR MySQL , SaEAERDn.

EEWESLEE | SoRGERVISHIRE. BXFERS UEEMYSQL.
- TESLRY MySQL S HIE MySQL sEhilFlzR.
. WEAtE MySQL 521, SasAa #MF 5 TROLD%AML.
. EEVIRIERSE , RRREIREFRYIR L.
o STRFFAE | IR MySQL BUBESTISNFE.
REXNNGYR . REEEXNNSHR , BARR.
BENXRO : FiEEREmE , BRAJ 3306.
rootMKFEETS : FeIEA MySQL EiEEERIRFEEIAA root , EAEFSKIZEILL root IKFAIETT.
o HHAEE : BIRBAAER,
8. Bir MySQL SLIRIIRZSE Y 1B | IBRE/IMARALTD.

~N o oo b
o

o

o

$—4% : QE(EA CDB i WordPress IR%

1. &R TKE #=HlE.
2. BERAMISHERRISREE | BEERFIRTT— NMEEFID/BR,
3. TEEERFTUE |, ISR TAEER > Deployment , 7EDeploymentd|ZREE & iaE.
4. TE"§EWorkload T , {RIBLIRER , RETFREEMER.
5. REEE.
o TR : MNETEREMNEMR , tablA wordpress F9fi,
o Hf&: 1S wordpress .
o WA (Tag) :1EE latest,

WRFRE - BRmERMEX 5827 T #551m)
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6. BHE(TAS MBTRERKIE  MRHNTASIERD , SENRTETOMEEE. RES
WORDPRESS_DB_HOST = =R MySQL Attt
WORDPRESS_DB_PASSWORD = {J#AAHES AT

7. REIROBRE. BESRROMRSIHROEBIRENSO.

IR REEERNR 2 ERTERNET RANER B[N | FRRERE 30000-32768 in , BNETgERHNESRRSTIEE
R, FEEN SRRSTEHRE.

8. gaE Bl Workload, 52p% WordPress BRSZHICIEE,
R EfIEIRERESAZOAIRE.

15i8) WordPress RSS

RH=F75=i51 WordPress RS,
o EITHREIYE IPSiS5E WordPress RS, BRRESTUENIRSERES R IP FtaEiss D,

* @i R 515 WordPress fRSS. ERBRSIEHSEMNSIES , SEHREISME , 53HTCP/UDP , HERIMAIREIIEID , SH)
R AERSS.
o SERANEMRSEERUUEREBIRSBRINE.

HAN WordPress fRSSESHIZRIANITA,

HRHRUEAY , TEE SHELAE.
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FRFiEE
SREE
ERRFhIA

=ITEHHYE): 2025-02-18 16:02:00

ERHEAER

BRSBTS ARNES , DABETATRSSE. RGBSR, FALMEER RN,
L322

TKE REFESER Kubernetes ££8% , 8L TAWG :

* Master : BT EEERFNEERTIA.
o Eted : (RIFENERIIOINSER.

SER¥RE

TKE 25885 IE L T FaRh2ERY ¢
o CVM ZNB85Ff
o YEI7EREERY (Master. Eted REFRFPBEEINIZE)

IITAREMR ST

B

TKE B AE IRt ER 2B E A Master JR7ZREEL, EFRZED , Kubernetes ££E¥f Master # Etcd 1SS EETWER
CVM L, &85 Kubernetes SR IFTA S IEFRIERUR,

R
o ZER(UEATF Kubernetes 1.10.x LA EARA,

o Z#EXT , Kubernetes £28¥ Master ] Etcd EEEEINIE REZPE,

ANSRIGRIERRFIUEIRK | EFIGESEE. AUSRESE .

EEEFRIIE i Master TR BT RHE

A100M TR 81Z16GB SSD&E %5 38LAE

#9500 = 16#%32GB SSD&Zi# 38l
Master MIEPRHI5EE

WRFRE - BRmERMEX 5829 T #551m@
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AT RIERRFIIRS S BIEAIIR SRR ERE | TR EEEAT | IRELTIRS

e Master&Etcd THRERE/DEEIA.
e Master&Etcd T mBE B4R EAINE,
e Master&Etcd TTRIERE SSD BIEARGE,

ES=E

ATRIEEERIRENR | URRESERIIREER , EIHIIBLITEN

o JNTEREET , EAEMIFS Master TR % Kubernetes iZ{THIZI A,

o JRIEREIEL , IEAEMEH Master OBHHNEEESEL

o MIHEEN  BAEER/MPRERFR IR ORIR.

o JRTEREEL , IEARIERU/MIBR Master TRAVERIER S (HREERE crt, key).
o I EERT , BAEERHATERAT docker higAs,

o JFMERBRT , IBAREMHIT REMERRA kernel, nfs-utils SHEXLEM,

AR

BesiRSS ( TKE

o {ZMAH : kube-APIserver , kube-scheduler , kube-controller-manager , tke-tools , systemd , cluster-contrainer-

agent,
o MAHFELESEL : kube-APIserver 225 , kube-scheduler £ , kube-controller-manager £,

o EFINERIOEIRE (BEEARRTF ) : hpa endpoint , master service account , kube-dns , auto-scaler , master cluster

role , master cluster role binding.

SSRFRRIR(E

. QIERSEE
oSBT

o MEEERF

. FHRsER

* CVM BERERNE
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e RTEanEHA

BRITEHAYE: 2025-02-18 16:02:00

SRFE AP

W& 1588

ellfees SEIFAOIE |, [EERBRRIR.

AitEEEE EHITREETE | MNP REERTRT.
=17 SEFIERIET.

FHéke FHREREP.

e SERFTEMIRR .

) ERPEAERE | IHRNBRAEE.

WiBE . BEERESET Kubernetes BAFARNIRS. WIRIEEEARSERSTEIEE CLB, CBS 2% IAAS BiR , MEABEE(FH
CLB #1 CBS , 157 TKE =4I& 0 IBgxI MY Service F PersistentVolumeClaim X452, fNERIERTE CLB #4148 Hhiks CLB siE1E
CBS #=Hathifipa CBS , BRRRESSEFHOIEFHAI CLB #1 CBS,
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Bl SRS

BRITEHTAYE: 2025-02-18 16:02:00

BIEn=
BURRERRFRY |, SHFIETIRSEMENERIMIET R | BFBIERCEFENTRSHFENEFIIET R, AXEESEEIXM
MBI ERET.

B ER SR

o IEHMURERER

RSN T REERNTR | WEENTRIBERATIN.
* BRHN>RRSRE

ROIRERFEXRTN - CentOS > CentOS ERIBEENEE,

BFTR
HEHEHER

1. B3 TKE =48,
2. EEMSAES |, BEHRE  HNSRFEIE T,

3. TEEREFETE T R TR,
4. REEFHNEAER , BET—,
o SREFEW : BEQIRMEEHIEIR., FNBIZ60MNFA.
o CPUZE : iRIETRZIEIENI RIZRM,
o Kubernetes hiis : %% Kubernetes hig7s,
o SEB¥ IP H : IRMHIPVAFNIPVA/IPVEIN%
o JEfTRHEM : Rt dockerflcontainerd FIFIERE,
o FR{EME : EIWEIRIBATEINIRM BSERIAAE, SIEAIERER | 1I2E FEURE.
o EEEMIL : MMIMBIIMEAEIE , HALAKIEHE FHEAEMLE.
o ZNBSMILEIEME | LIRS EEMLRIEM .
o REENILE : NERINR SN ET A MEHISTEAY IP ik , BT RPodEiE EIRFISEE M Service(E LR,
o HMERS | LIBERA.
o LREHR : CIEERHIVEXER. ZEEBERT SEHER ITAE.
o BEISE :
» AR ipvssaiE | IERABRBRBAIFRE | ERTAMEZ S MREEMNERIERE.
» FILARINRE" : ATKESSEFECEINE | SRR EIRN = IRS AR IRE s R R RS,
" BENSH  EEEENSECRILESEE.

EEE

L SEA | IR BRI AL

WS : BRmEmEX 5832 T #551m@



S BRASTCE ARG (TKE)

FESHEEWT

o Master : Master FIEIE 75 ERE 7 IGEREAIEIER.
o Node : Node FeBMRERHETIRSEEFANTIEDR. SoLEREERNUERRS SN Node T , tBaJLATESERFCIE
SeRkfeE A0 Node 5,
o Master&Etcdifl : {RIBIITEK , IEERIRS S,
= AKX : S LAERIERS N AR EPEEN Master 5 Etcd |, (RIESERFESAIR] .
» PR SR EERES N FRNERIE M Master 5, Eted , (RIFSEEFERAITT M,
» YA EERAT CPU 4B , BIRNERARBESE SLOELEUTA,
» ROGHR : BUANAHIERS0G" , B LURIEEEH TR E.
» HUER : Master f] Etcd RAREINEEBEMEE , AARESUER | EoLMEEERMIZE.
= AR | AESERBEANIP , RAKSEAK IP,
" B igE>=38.
o Node#|2 : & "Node" &% "ZRIEBE" AY , BTk, BAILUEEEBII=RSEEEA Node TR, BRILAITESREFOESSREEIR

» AKX : ETLARRERS N AXEPEER Master 5 Node 1 , (RIESERFERAIRT M.

v RN . SR LA RRIERES N F R ETRIEEM Master 8 Node T, (RIFEERE SR A,
= NB : BSEESRSE SLOIEEMHA,

s R . AN AHIESZS0G" | e LRIEEE R TEE,

» HEEE - Node AJLAEMERNIRIERE 2 EHIER.

AR | DEDBWRBBANIP , RFEHELK IP,

" HEigE>=148.

2. BFH T8, REZFE.

EE=RSS3E
L "ZENEE + , BESRSBOHRE.

FESHERAWT

o YuESER  MIADIE,

o R RLERBHKEARE  BTFRECRSHBONZIHEES, SEARRSLZEERE .

o BRG  RE=MERS.
o BTN | BRERNRENNED.
o MBPXERER : BIANRELEEERN IS, B FUENERELZLNERARSHNN. FHESE SSH EiA.
o BEI4ERER | Bl EIRSEITENERESE.

o REIE : FERFEFE  TRAMREFFEDDOSHIF. WAFHIZGEENIIF.

o HiNE : AIEREE  RBRTEST IR, STTHISEEE | KERAMHRIENISRER.

. BRIRE:
o HENYEE : BFEarEESS)
o H#fi(cordon) : HEHRE , BHEZHAIPoBEERIZ TR,

ii. BT, REHBAREES.
iii. SATE5EAR , RDRTSSRkEUEE,
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SR A

BRITEHTAYE: 2025-02-18 16:02:00

BIEm=

AIHESEX R T 485, TKE BEREEUSUT BEA%

o FIiRIN/BERTR
o BT RHEREREIIL/BIRT R
* TBREETR

AR

BEER TKE i=HE.

2 1=

BESER

FRFIN/ R R

(BT S AT AR A , CHERT S, B e, TSR T RS,

FETR
BIMEMEBSENET ES. SIBTEY , BULE ZENEE TNH  BERRSS: | FNEEHHTT 5.

BT
BIMERBEE BIFT A,

T BEETR

BesiRSS ( TKE

A7E CVM EENEERY TKE SEHERZIREMN T T B84EE | BTZIR(F TKE SRR ETN  FEEERERT

R, JTRE] kubelet BHTERIRE | LUELL TKE SEHRBANECERIZAL.
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IR ERRT
BRITEHTAYE: 2025-02-18 16:02:00

BIEm=

ERILUEIY Kubernetes é3$47 T B Kubectl NASHEZ st 2515552 TKE &8, ANIYIE S aiEZEERE.

SA iva
RIS
IIRIBIBIE RO | PR Kubect! TRETSR -
O ¢ RESCIRER , B3P0 v1.8.13 EHALASHER Kubect IR,

e Mac OS X &4t #117LATd4 | $KE Kubectl TH :

curl -LO http://imgcache.finance.cloud.tencent.com:80storage.googleapis.com/kubernetes-release/release/v1.8.13/bin/
darwin/amd64/kubectl

o Linux &%
TS |, $KBY Kubectl TR :

curl -LO http://imgcache.finance.cloud.tencent.com:80storage.googleapis.com/kubernetes-release/release/v1.8.13/bin/I
inux/amd64/kubect|

¢ Windows &%
PUTLAT @S |, 3REX Kubectl TH :

curl -LO http://imgcache.finance.cloud.tencent.com:80storage.googleapis.com/kubernetes-release/release/v1.8.13/bin/
windows/amd64/kubectl.exe

EMEL TR
L4 Kubectl TH

1. 2% Installing and Setting up kubectl , &% Kubectl TH,

B8« MREBELEE Kubectl TR |, BRIEASE,
2. PUTLATES | I TR,

chmod +x ./kubectl
sudo mv ./kubectl /usr/local/bin/kubectl

WS : BRmEmEX 88350 #551m@
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3. FUTUAT @< | MIiKZRER.

kubect! version

EEHEMULITHRAER | BIRRRIRA.

Client Version: version.Info{Major:"1", Minor:"5", GitVersion:"v1.5.2", GitCommit:"08e099554f3c31f6e6f07b448ab3ed78d05
20507", GitTreeState:"clean", BuildDate:"2017-01-12T04:57:25Z", GoVersion:"gol1.7.4", Compiler:"gc", Platform:"linux/amd6
4"

RIS BRI RER

1. &5 TKE 244,

2. EEMSHES , REHREF, BN SESE TE.

3. REEEEEEEHNID/ARR , HNZEHNSERA.
4. EENSHES , REEAER , HN'EAER TUH.

5. 'EAER  , REERRIETH BREIL

6. TR REFEIE'EOY , EEAFR. ERIERER.
B« ERJLURIESERRR K , SR EHla T2 15 5EF CA IEBREFZIAIL,

7. SRR SRR EOF , FREBEEAL.
o LRFRERSAIA : "INIIIEHELL" F " RIRGIEIE” (RIFEOAME , AU TR |, IR EEAEERFRNENLHT Kubect! 45

A
Yo

o ZRERARARIND : 1§ "SMRlipiEbit” & "BFE" , 5% RE Kubectl t5< Bafiihe BEEERIMNNIERMBULHITIHE.
o 3XEX VPC WRiFIRIANL : & "MKipEtit" RER "BAFE" , I8EEFimENAY hosts , BT IFHHE M. B,
f£ /etc/hosts XHFFIEMAMIRER] IP fligE, SRILUFNRE , BAlISELTERHTIRE.

sudo sed -i '$a **IPiiE** **gZ**' /etc/hosts
SHEER | Ba5%E 8 Kubectl tp$ Baibe (FRAMEEIMEIHEEZ H1TIEE.,
W . AERLUATR (BETREE BHMERE ) | AMBREEERFAE T AT RRER.
8. ki,

EBHEREEGER Kubect! 3R/EERE

EUR Kubect! #{FEX , WHALERER
A ZEERTERIX Kubect! IBFERF | KRR RERHRILRERIRFENRS L.

ERGE
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Kubect! @S &=0a0N N7 ¢

-s "IHRAER" --username=F% --password=%5fg --certificate-authority=IFHH&=E

il

kubectl get node -s "http://imgcache.finance.cloud.tencent.com:80cls-66668888.ccs.abcd-cloud.com” --username=admin
--password=6666090IB2gHD88882qulfLMy6666 --certificate-authority=/etc/kubernetes/cluster-ca.crt

&3 Kubect! BeE14 , KHAEH
WREE . 1ZEAERTEEEE Kubect! #2FEERE , RFEERE—IX , MESCUSRITKERER.

1 &L TH< , % Kubectl EEEXHHRIER. IEHER.

kubectl config set-credentials default-admin --username=admin --password=6666090IB2gHD88882qulfLMy6666
kubectl config set-cluster default-cluster --server=http://imgcache.finance.cloud.tencent.com:80cls-66668888.ccs.abcd-
cloud.com --certificate-authority=/etc/kubernetes/cluster-ca.crt

kubectl config set-context default-system --cluster=default-cluster --user=default-admin

kubectl config use-context default-system

2. EcEehkfE | UTLATE< | SREX node TTRIER.

kubectl get nodes

REEUATER | BIFRRESAI.

NAME STATUS AGE
10.0.0.61 Ready 10h

RE Kubectl < Bz
GETNE LIRS | EE Kubect] HEHhe | BRI,

source <(kubectl completion bash)
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PAESES

BRITEHAYE: 2025-02-18 16:02:00

37—

BESIRSS TKE 1A Kubernetes hRARIZHEE , ERNEIILINEEXNEITHAY Kubernetes SE8F1TH R, FRENITES : ARHIBIEIR
B. 4% Master F1F4% Node,

FHRIA

* FEBTAAEERME. HERHT.
o IEEFHREERTAT , EEKH MSESARERIES., EEHALER  BULIBTES | UaLIBHRA THEKERA e T2

g

o FHRIFRF : FHREERT , LIRSE5ERk Master IRAFHER , BRHRSER Node IRAFHER , BFRISTE PRI SERHHTEEHRIE,

o (GTFA_EFE TKE IREHISIA Kubernetes kA | RSB E MRATHR (FIN1.8BS 1. 10EEAREL12 ) , BLHERHN
Master iRAF] Node hRA—ERT A AT ARELFHR T —NRA.

e CSI-CFS A FERIAM : T CSI 4 COS CSI#1 CFS CSI, AE Kubernetes RANEEIRY CSI iFAHRAEGIATES: , EIHEIY
& BEEFHRE TKE 114K A AR , mEHEERNEERRE CSIEH ( ERAHAZINELERERFAI COS # CFS 7 ) .
o Kubernetes 1.10 #1 Kubernetes 1.12 fxA<iE&EESHY CSI 4R 4S20.3,
o Kubernetes 1.14 LA EhRANIEEHY CSI f@f4HRAZL.0,

o HPA 4388/ : 7£ Kubernetes 1.18kr7A & , HPA Ff3|FBAY deployment X35:f9 apiversion AJAER extensions/vlbetal ,
Kubernetes 118k A2 f5 , deployment A9 apiversion R85 apps/vl , ATsESEERFANRE Kubernetes 1.182J5 , HPA £,
WREEERT HPA ThRE , BINAERRZAET , PUTINTa< | 1§ HPA IR AT apiVersion tJ#E%E] apps/vl

kubectl patch hpa test -p '{"spec":{"scaleTargetRef":{"apiVersion":"apps/v1"}}}'

* Helm RFESRIRIEE : RS Kubernetes BONRAARAKIER , BiEEI R AHHTENNAREBIE=FRENNA. #iX
FEFHRERRT  EECTRESHENNATIR | BAESHFNERIRAEE. BLNARSXIERAR Kubernetes BIEEL , LEATE]
e TR FRRIMAS. BN AR ERi R BXIEhRARY Kubernetes 1&RC , WWAHEZEIEFHRERT.

e Nginx Ingress IRASERE : extensions/vlbetal #1 networking.k8s.io/vlbetal API hiRZASH] Ingress AR1E v1.22 fRACREkEEIRML, 15
EEREEM Nginx Ingress BURRABTRELLERAE . TEFH Kubernetes IRANE] v1.22 RUALIRAHT , EAEESTEREAZ Nginx Ingress H
1%,

BIFLE

FHREBIANEEBE 2% Master Kubernetes i~ #1 F+2% Node Kubernetes gz,

4% Master Kubernetes kg4~
R : BRICSIRHTE R, IR Master fRAAE , BEFHREELES - 10954 , TEHHREEIS G AR ERIVEEE,

WS : BRmEmEX 5538 T #551m@
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Master K5/ MEAFH4%i5EE

Bal Master AR ESISAIRAFR (HIRINL.14FKEI1.16 ) . IMRAEFHR ( FISOML.14.3FKFI1.14.6 , S Mv1.18.4-tke STHKE!
v1.18.4-tke.6 ) .

WiBA :

o LKIRAFE (HIN1.12F4KEI1.14) , FECIREEENSE , SEEEINREFINANBEEN 2. FSEHNMRE. F5920W 8
TEN kubernetes BitHEshS 5,
o H/NRAFRE , GERENBENSHESIRE  TEENRE.

RS

o FHKED , IEFEAIEE TR

o 1.7.8HA TKE ££8¢ , RN bridge , ERFHRRSEENIEREIERR cni,

o ERIFHRASIMR kube-dns /5 core-dns,

o QUSRS BERVERDHFIE (BIANSTHF ipvs ) |, ZEEF Master WRANFEREI1. 10501 1258 A5FTiE.

o FEMERFARE , & Master HRATEL LOMALLE , Node FriRATEL 8ARALLT , PVC THEEISA AT A.
* FH& master SERSE , BINIERIRFRT mhRA,

Master FHESAFIE
Master TRFARDFINEE | BIBHEEFHK. Master TBHFER. EEAUHFER.

o FHERIERME | BEFHREIBMRTAVAL  fINIREAHE | LIRS THRSHANGRE.
* Master TREMFAR  BLAMHINFIIFAE Master BIXIRIBAHHITHE , FTE Master FIEMEHFRSREBEIHIT T —MEGF
%, TKE &5F kube-apiserver , [FF4% kube-controller-manager 1 kube-scheduler , f&EF% kubelet, BALSERAT :
o EFTERL kube-apiserver HEEE Pod XIRAY yaml SEHRE,
o IGELET kube-apiserver pod 2&#EE , kubernetes IRAZBIEH.
o [EE , XFL kube-controller-manager #1 kube-scheduler,
o Ft4% kubelet , HIEEFTE Master THR27 ready,
* FARRERE:
o IREFHREEMRIERM | W0 kube-proxy ( FHIEELRINEFIRIZHCA on delete ) . cluster-autoscaler A4,
o HUT—LEERMBEMERAIFREIHEE , DRSS UHRRSHANHRE.,

Master FAEIREL TR

1. ZRERRSEHE | ERANSI=P S8,

2. (EEEEFETETUH |, IEIRFTEFHRERHEESIR TR Master Kuberneteshii4s , #A\F+4xMasterTTH.
3. (PSSR | BREREREHS— ERARK,

4. BET—F , BEAFRIZEETNA.

5. WEERFHRBIrASS | BESE , SRS,

6. BETLAESERF SR I M VSRR RSN BB FHHE.

FH5 5 Kubernetes kg4
£57¢ Master Kubernetes RAFHRSEMIS | SRR TS BRR BRI G TR,

R
o FHRE , iEFMAEEFH AL,
* = Node TRATZITHES , BIFATHHEIRIE.

WS : BRmEmEX 5839 T4 #551m@
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SRR
FHR TR Kubernetes IRASZHF ERRFNTHER 1 RIGRENTFHR WAAFHR. SAEEEE

o ERRHMAR  RASEDTRANAXARTRRA. (CHFARATE , fla01.108JHKZEL 12,
o [FRMNREIAR | [RIAELE | (V& Kubelet, kube-proxy B,

ERRAARTIRE
ETERNTRARRBRAARNLGN , B—REARESN— M TRE TR , RESAE AR S T N REIFR.

o FEEMEE : TR LR Pod HHTIRFRIAVIGE., BEARRARAIGETINT
o FHZDRATELIIEREA Pod MY, ERETRE (T IIERERT Pod #EHEH0 , WIEARNEE , FEEHITHE,
o DATRGEHE TIERBIGHEAHE :
= |7-Ib-controller
= cbs-provisioner
= hpa-metrics-server
= service-controller
= cluster-autoscaler
IXZ Pod : BT RARCARNIRE | BEEIKESNERRT = LA Pod.
BHTR BT RANERPBR, ZSBRRHTERNEETIE , AR AR Node 3L , FTLATS/HY label, taint /&
MHEEREREE,
BERTR  EETRANRERS , FHFERLENIRA kubelet,
FAHEHRE : KETTRES ready , EEARAERN , FGEZSFIACIA Pod LUHIREBEHEKAE.

ERFNFRIRMELE ( Node Kubernetes ki )

1. ERERRFSEHE | ERENSI=PR 8.

2. EEEFETEIE |, IEETHTIREEHR(FYIRFART R KuberneteshRd | BEAFHR TS INHL.
3. EER RS XA ERRIFR.

4. (FRDESEA ARG , RERCHEHRR DREAER , HFRET—H.

5. AN RIEERSRY | EEAMREEARNT S , BET—,

6. EAREELSEY  REHWATREE , BESSHRETRIFHAT.

7. BEDRITRHE , EEMETRTTERTTHK.

[REREFH EHTIRE

PREMFHERRBRAIFRNAGN | B—RERESN— I TRE TR , RESAPTRARMINZ ST IR R, SRERN
T

o AHEF : BRMERT M LRI kubelet §1 kube-proxy B4,
o FHEGHE : RETHRES ready , HEELHBIATHA Pod tEHIEBBIHRAME.

[REMFRIRMES R

1. BERERRFEHE | BEEANSIV=PRY 8.

2 ESRISIETNE |, SRR THRERHEFFIRIFRT R Kuberneteshiids |, i AFHK TS /ITE.
3. EEFRIT A RARETFHRIAR BIRhRA.

4 (FRBESEHRIANG  RERCHEFRAR DRIASR | HFRET—H.

5. AP RIARELS RS , IMENMIRFEARNTR  BET—H.

6. AFHRECELS TS | MR AT FHATHR.

1. BEDRITRHE , EERMET RIS,

WS : BRmEmEX 5840 T H5510
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SRR AIPVS

BRITEHTAYE: 2025-02-18 16:02:00

BIEm=

BIABRT , Kube-proxy {85 iptables SRR Service F| Pod Z[AMITaESE. TKE STRFREFEET IPVS KA REF LI R
. FH= IPVS ERTANURSER: | AlREEFRIATY BIEAIRE.

ES=E AT
o FRINRENERIRERFIITE |, EFASHFIFEERIEN.
o IPVS FEHIIERRFAER , ENAEFNENERFA IPVS 7 Iptables ;2F.

o EREFFE IPVS EARTIXF.
o IPVS {45H%F Kubernetes 1.10J% LA FiRAHY TKE S2B¥4ERY,

EAEL TR
1. B3 TKE =518,

2. 2EQEERE , TEREHERIET |, 1§ "Kuberneteshi A" 2B BT 1.1089 Kubernetes x4 , HEBERKIZE , FiSipvs 3.
3. IRERTUER RS IRE | ST EERFRYBIER.

WS : BRmEmEX 541 T H551]
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SEEAGPURE

BRITEHTAYE: 2025-02-18 16:02:00

37—

MREHNSHFEHTREFS. SHETTESNS | BELUERERRSSF GPU I8 , &

YNFFERER GPU Ihag , FEBALMERRY GPU CVM Hi.
[ER GPU EEBLITHMII

o FESEEFHIAIN GPU TR
o #iE GPU =fR55E8
o INEE GPU =iRB38S
* Bl GPU IRSSH0ZES
o BEEHEHeE
o BITRAIEL Kubect! sp<Bl5E

AR

E&R TKE i=HE.

JES=E

{FEEEEE Kubernetes kiR KT 1.8 , SZH5HFF GPU &R,
BREEZEAHE GPU , SNEEHITLUSR—MEZ1 GPU, FTikiEk GPU B9—/M\3B%.
EINEECEIME AR SER GPU Ihag.

BFTR

FESEFHSIN GPU 5/
TR0 GPU 550l FARFIS
. 3 GPU =IRSE

. SFINEE GPU =R

## GPU =ik

L FAEMSHES  BESEF , BN SEEE .
2. ERECE GPU mRSEAEEHTH , BEAETR.
3. TR A UM |, SLAIRIRE S "GPUMEL" | k% GPU IHERIAISLAISEEY,

4. ZIRNERTNERFE | SO,

WS : BRmEmEX

BesiRSS (TKE)
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BT "SENEE" B , TKE BEMRIEIREANELHIT GPU NI REHRME | BLHEROEMRER.

HINE®E GPU =iRSEE

L FAEMSHES  BESEE, BN SEEE .
2. ERERINES GPU miRSH/IEEMTH , RERINERTR.
3. ST RTUE , A%EEN GPU B, BT,

4. FIRTUEIR B ERF | Sehil.
T "TENERE" i, TKE SEMNRIEIEEINEIRTT GPU FUIRHZESIINRE | BEFROEMRE.

& GPU [RBHESES

Bl GPU IRSBHIRESBLATRFMSE

o EIUIEHEIEHI e

o BTN AL Kubectl d5< 6152

EdEHes el

1 EEMNSHES , BhsR | HN SR T,

2. B EECIEE Workload BISEEEID/ERR , HNFEIE Workload HISEEF SRR,

3.7 "THEtE" T, {E=05%E Workload 288! |, #AIINASERE. HIa0 , SR TERE > DaemonSet , A\ DaemonSet (521
H.

4. EREEFRR |, WN"FiEWorkload "TUME.
5. {(RENEEE | REIL(EREA. HR2THHEERE. FE "GPUIRH" & , i8& GPU [RHIAVEE.

6. 5Bl Workload , s2REOIEE.

R Kubect! 540l
f&rTLABIE M AR Kubect! a5$ 652 |, £ YAML 324330 GPU FER.
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CVMZAE=RERE M LS

BRITEHTAYE: 2025-02-18 16:02:00

SNBSS BRMNEBEEHNENEN. BT REER MBS RME R LA ERFRIMESL 5.

o EEEFMILE | NEBNRENSEET MMSHHSTERAY IP el , S LIS E ML F A TERIT ANE. BESFAEREH
NBISE FAEMETFMN .

o FHEENILE : NEENNBESIESSEMEISEENA IP bl , ETLIEEN = KFAEMEREAREEME | IRIBIGISIRIVERRIRS
HEN LR , B9 EIELAE CIDR BT kubernetes service ; tBa] LURIBEERIIEN T mipod#E LR , B AERRE
BRGSHRSE—MESIAK/IIMERATZENSE Pod BY IP ik,

SEHNMBSERNMBIIRR

o EERFMERIIB AR EEER.
* [F— VPCH , FREEHISREMBMEREES.
o BEMLEA VPC IRAMESAT , MITERRNERER.

SEENESEN ST XRMERERS

s KRNBREARZAEE,

s SHNARSTRERER.

o EFINAES 7% Redis, =EUEE Memcached E&EE— VPC TRNEIE,
o RERMIRERHEERE.

o RERMREFEERE.

* RERHRERS IDC HE,

BRI

o 75E8 CIDR : £B¥/ Sevice. Pod & ERTFIEMER,
* Services #& LR/EEERF | REDECLS Sevice B9 CIDR K/,

BeRSS TKE EERFERIALIZEE3 Sevice : kubernetes, hpa-metrics-serviceube-dns , kube-dns , BERIABG 2N IEHEUEFOMIZE
S, EtAFaILAERRYServices #1& FFR/EEEEE serviceMax - 5,

* Pod #= EfR/Node : REDELEEA Node BY CIDR AIK/N,

NERARSS TKE EBEERIALIEE2AN kube-dns B8 Pod 014N 17-Ib-controller §§ Pod, ¥3F—4 Node _Ff Pod , =" tt-A<gE
DEDBIZE : WS | I EtetFnRSitit , Fik Node &ARI Pod {8 = podMax - 3,

WS : BRmEmEX 544 T H551]
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IR B FEE SRR EE

BRITEHTAYE: 2025-02-18 16:02:00

37—

XFFiER ( Peering Connection ) 2—FfATHEE. BRENZ LRFEERS  ILWTER CRIKIRESHEE. SaLIBEXEikESN
EEAE VPC THBEREE. XTUTRIINEERE , BOLSE SIENSEE.

o ANHELICRIZERACHIITRAG. XTIUTeIRERF , BoLIS%E SRR HTEIE.
o BSHRSERANIIEY , FIEERE. ENSEEEYEAM , SHERHARHERR. CVM Z24H, FR ACLWigE
REHERE,

o BGOSR GERISRER. EREnRASREE  BRXIREAE.

BFTR
PR

1. BRTKE =4A.
2. EEMSAVES |, BEHRE  HNSRFEE .
3. BEFRERERMNERAEENERID/ER , HNIZEREERE. Fli, #A A SENSERH.

4. FEMSHES | SEESER  #NEAEETH.

5. 1ER "BAER" o "BasMEs" HIREAIHER.

6. EEHT |3 - LIS | ICRB— B RWESHIN RS,
fIgn | iICR B SR AR ISR ERANERS.

EBiRHE

L. {REEMEEFIE.
2. EEMSHES , BEFR, HEN"FM TTHE.
3. BENEEREANRIEE FMAIKEKISHZR.

4. FEXRBAERMRNEANEENE , BEHHEERHREE,

5. S HATRTIBERERE O+ | RERHES. TESHERUT
o BRViR : HIN B SERFSEEAIMER,
o T—RBESEE : kE TERE.
o T : EEEVANIFEE.

6. BAEAIRE | SEAAIRIRRRAIEGE.

7. EEHT £R2 - TE]6 , STAXTIRIRHRERNECE.

FHAESR

WS : BRmEmEX 5845 T H551)
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BEZEHULIERE , BENERTEESFE IDELREREF.
1. BREH ARSI, FEER A NSRTINRER B IBER.

2. BREE B UBRR , FHESES B IBSRINITERT A IUB=R.

WS : BRmEmEX 5846 TW #5511
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IR B ERH R EE

BRITEHTAYE: 2025-02-18 16:02:00

BIEm=

XIFER ( Peering Connection ) 2—MAHE. SRENZ LRREERS  JLTEEBNZSMEX CHNRRBERE. XTEE
MEER  BELISE QIENEER. SIS S RS IE AR R,

o ANHELICRIZERACHRIITRAG. XTIU@eRERF  BHLISE SRR HTEIE.
o IBESCHHRNESIEEMINEY , FHARER. HNSEEEYAON  BHIEEFGRERRN. (VM 24, 7/ ACLNRER

BHER,

BIFLE

REARIESER

1. B3 TKE =48,

2. EEMSAEF |, BEEH  HN SEFEE .

3. REREREBME ARSI EBNSEEID/ER , HENZERNEERE,

4. EEMSHZH |, EEEFER  #HNEAEE .

5. 1CR "BENMER" B AR, "THRME" 1 BENE" BER.

6. EEHT I3 - LS | ICRB—IERHDR FIEHE . "TRMNE" F "B SR, FIa0 , iICR B SRS "I
", "ERRE T ARENE AER.

EEIRHE

L. IR EREMEEFIE.

2. EEMSAVES |, BEXEERE , HANSEREERE , FHCRYSERNID/ER.
3. EEMSH=F , BEFR , HN"FR EERE.

4. BEXNFERNIRIEE FRAIREXEHEZR.

5. FERBAEREIZRAY BOAIFIS TUE | B RTEES RS,

6. TESRHAY FNEH " EOY , RERBER. TESHERUT
o BRYR : BN B SERFERRAIMER.
o T—RBESEE kR TERE.
o Tt : EEFEEVANFER.

7. B [81R2] | e ANnISERAVECE.

8. EEHUT £E3 - BT,T , TRImIRAFRNEE.

USSR
BeeZBHLIEE , BRfERDIABESE ITEERENRF.
1. SREH ARBRR , FESR A ISRTIHIRSEET B BIE=R.

WS : BRmEmEX 5847 T H551]
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2. BRERF B OB | FHEEHE B (USSR PININEET A I95=5.

WS : BRmEmEX

BesiRSS (TKE)
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REARERDIDCHE
BRITEHTAYE: 2025-02-18 16:02:00

BIEm=

BRSSP IDC EEEERBIFMAR | €4F IPsec VPN,
o RXHELCEIBERFHTRIT A, XTSRS | SRILIS% SR HITEIR.

o BCHIREIRIRSSETERY VPC Ff& IDC Hls @I E4al VPN pliliiERR. BEEREE  B9LI&% VPN &

i,

BIFLER
BYELHEE

1. &% RIBYELSYE , RIBYELE,

3. 2% SlETARX | BIETERK.

4. WIFA#ET <5 IDC Hil.

BA - HUTLCERAT | IBRIESR =5 IDC B , ibEd.

5. /fEEEIIE , appID , &&F ID , vpcID , &KX ID 8 | BRRIZHTZIMHhENEC S TBEREMNE,

6. 1R IDC (ERIROMNEEL | R F .
o # IDC Y2 BGP X , BEMERIRHIGEIEL.
o HRHfbINY , FE IDC NEEIHIATEMER T—BRBEIEEMNX,

7. ¥IERRS55 IDC B\,

B VPN 5XEE

EeE SPD 515

1. ERFBNEEHSE.

2. EEMSHES , BEVPNEERE > VPNIEE , VPN B& SE1E0E.
3. BEFRERE SPD FREEAIAIR VPN 1BIERY ID/EFR.

4. £ VPN BIERYFIETE , B oaSPDIRIE= TH5MIE , RN asRER.

5. BHERE.

WRFRE - BRmERMEX

BaRSS (TKE)

EREENELL
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6. EEHT B3 - LW,S , EcEXNm VPN BRI SPD 5REK,

RIS RERIRY
A . — P FMARBEHE—NIRAR  EXRRSMRAR | BRERARE—MPERERE.

1 EAMSHES |, RERREER  EARRREERE.

2. #E RERMEHERHAERE i REBHERRERE HEEIRAR , REZIRARAY ID/ETR , HARBRRIOFERE,
3. B RIBEREHSRRE | IBINREEMER.

4. SEERERECFRIINE | SEaiE TR |, RECFHIATERIFI.

5. BEHIT B2 - PB4, EERIBRIRE L , BINEN s ERMEXESRMENER.

FUHAER
BRI AR,

AeRES VPN Win FHELLNEIRE.

WER © MFE= LAESS IDC HEE [Psec VPN BiE |, FEFEIRE SPDIRASFIERHZER.

WRFRE - BRmERMEX 8550 T #551m@
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RERCE
RRC L

RITEFHHYE): 2025-02-18 16:02:00

RO

REBERTFI Docker 35 , Docker IRERTHERHRRS B MEEEIENE—RR (&R Registry ik +FZERAFR+ 7&K
Tag) .

TRiRRE

BERRESISAHREMAFAE RS,

{SEFFEED

* RECEENEE
* MR ERECRE

WS : BRmEmEX 8551 T #551m@
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RECEEAYE

BRUTEHTAYE: 2025-02-18 16:02:00

37—

BaRSS (TKE)

RECERTFI Docker 35 , Docker IRERTHERHRRS B MEEEIENE—RR (&R Registry #lE +ZEEFR+ 7&K

Tag) . &2 Docker Hub B/ BGMAFAAERER.

BIFLER

FERGCE
A . BRERRGEENRR  FECTERGERE.

1. BRTKE 5414,
2. IEREMSHERNRERORE > BEG.
3. R MERESIEXEEEREFEA TR,

o APPSR : WARLRIAFHNKS  REEREI=TFEDocker RECENSH.,

o HH : RIGEREIZTE Docker BIECEREIE,

SRR

L SFENSHI=RNRSCE > BORK  HNHOSE TE.

2. E'EREG TUET | EFaRTANSH AL,

3. R REERECT , MAGRET SRR,

RBA . ARTARREEE— , EEFEERNGRTSASREREMAFER  BERLEMERIR AR,

ERE

L SEFRENSH=RHREGERE > BOER , BN HAVEE TE.

2. E'RIEEGTNE | BERSSIRRT LSRR,

3. MANRBBIRNEL | AEHRAL.

REA . RTEHATOREHRRE  EEEIRIFANREIUAIRILR , AL tkefiletest Jafil,

HEXREIREGORE
ERIBR=EMER registry

WRFRE - BRmERMEX
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1. ERRERRL TS HREXERHIT , BRENSESREX registry,

$ sudo docker login --username=[username] ccr.finance.cloud.tencent.com

username : BIlZSMEXKS , FHERNSEM.
2. M NERERE R,

LiSHE®
IR TR E RS PRIBXERFHIT . LERE.

$ sudo docker tag [Imageld] ccr.finance.cloud.tencent.com/[namespace]/[ImageName]:E&iRAS]
$ sudo docker push ccr.finance.cloud.tencent.com/[namespace]/[ImageName]:[E Gk AS]

* Imageld fIRERAFE : IRIBCEHEEERIE.

* namespace : FHERG CEMESHHE T,

* ImageName : 7£i=H S EIEAYREREZTR,

TEESR

L T THOBERIGECE  FRAETBRECEFERENED.

$ sudo docker login --username=[username] ccr.finance.cloud.tencent.com

2. B HAMEXERH T, TEEE.

$ sudo docker pull ccr.finance.cloud.tencent.com/[namespace]/[ImageName]:{E &4 5]

S

L SFENSHI=RHRECE > BOER BN HAVSRE TE.
2. RS R S T AN NER,
3. s MR G O E B0+ | RERER T RS TR,

BesiRSS (TKE)

B8 NRFBEMIREEAIRENRE , TIABSREREER BN RERA TEE | RIEREEEXI N R GRR AN TE TR ECE.

WS : BRmEmEX
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WTEENERECE

SR EEFRATE: 2025-02-18 16:02:00
AN BAaEIE Docker Compose 1B —NMEERY registry /5, {#F3 DockerHub B %4 |, registry $R5RA

79 registry:2.5.0 , Nginx $B&RA7 nginx1.11.5 , XEFENE registry IMERUIEENER , EFEERIEWE registry IRSSERAE
ERISFEFIRAY Harbor,

registry #hiA

registry & Docker B9s557F76ERSS , DockerHub ERY registry S{&I Registry E/5%& , ESIFMERIERZE GitHub BERE

°

1852 regqistry
L. 7EARS588 HHUTATF RS2 Docker , IXEVHEMMASBER (Ubuntu Server 14.04.1 LTS 64117 ) g OIEiRssss,

curl -fsSL http://imgcache.finance.cloud.tencent.com:80get.docker.com/ | sh

2. 4% Docker Compose,
Docker Compose E—MENRIE(T54 Docker BT A,

{#F Docker Compose RFBEE—NMEREXHHENZA Docker Beg , BEA—KmIEE 1 Ae8E5 , Docker Compose L@
TS RENERIRR | REEINFEHFTEX IS, BX Docker Compose #IFiE E GitHub THE,

curl -L http://imgcache.finance.cloud.tencent.com:80github.com/docker/compose/releases/download/1.8.0/docker-co
mpose-$(uname -s)-$(uname -m) > /usr/local/bin/docker-compose
chmod a+x /usr/local/bin/docker-compose

3. [B5 registry fRSS , WHIFELS Nginx F registry ISR | RN E X HES MR,

docker-compose up -d
o {ZILARSS.
docker-compose stop

o EFEMRS.

docker-compose restart
o TERRS.

docker-compose down

WS : BRmEmEX 5854 T H551]
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TRIRETE(E
HEm®

BesiRSS (TKE)

1. B8R registry fRSE{FER HTTP Y , ATLA Docker BEIESHEEELE --insecure-registry localhost &I , &

4 /etc/default/docker 3ZEA0TF -

DOCKER_OPTS="--insecure-registry localhost"

2. &3 Docker,

service docker restart

3. FIEY E1E451& docker pull ; docker tag ; docker push ( tag ZRIAJ latest ),

docker pull hello-world
docker tag hello-world localhost/library/hello-world
docker push localhost/library/hello-world

THEB

docker pull localhost/library/hello-world

s

docker rmi localhost/library/hello-world

SRR
HRBG O

# curl http://imgcache.finance.cloud.tencent.com:80localhost/v2/_catalog
{"repositories":["library/hello-world"]}

REEEERAYELHAT

# curl http://imgcache.finance.cloud.tencent.com:80localhost/v2/_catalog
{"repositories":[]}

$RENGE(S: tag PR

# curl -X GET http://imgcache.finance.cloud.tencent.com:80localhost/v2/library/hello-world/tags/list

{"name":"library/hello-world","tags":["latest"]}
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IEEEESR manifests (58

# curl -H "Accept: application/vnd.docker.distribution.manifest.v2+json" -X GET http://imgcache.finance.cloud.tencent.co
m:80localhost/v2/library/hello-world/manifests/latest

{

"schemaVersion": 2,

"mediaType": "application/vnd.docker.distribution.manifest.v2+json",

"config": {

"mediaType": "application/vnd.docker.containerimage.vl+json",

"size": 1473,

"digest": "sha256:c54a2cc56cbb2f04003c1cd4507e118af7c0d340fe7e2720f70976c4b75237dc"
12

"layers": [

{

"mediaType": "application/vnd.docker.image.rootfs.diff.tar.gzip",

"size": 974,

"digest": "sha256:c04b14da8d1441880ed3fe6106fb2cc6falc9661846ac0266b8a5ec8edf37b7c"
}

]

}

Hrh ¢54a2cc56cbb2f04003c1cd4507e118af7c0d340fe7e2720f70976c4b75237dc BJ9#iT docker images BT ZHY IMAGE ID,
layers R THEGHERXER , JLUET layers #97Y digest SRHAEN blob , #I1ER FEIRENE blob,

IRENF& blob

£ EEFREX hello-world:latest (&R manifests (SEFRE— layer , LA ABISRIRBAIAERE = blob, HIEVAIZEER EIRENAY
blob 53714 sha256 2—5. H#WT docker pull LR ERERSREENIREAY manifests (/8 , FFAEY blob,

# curl -s -X GET http://imgcache.finance.cloud.tencent.com:80localhost/v2/library/hello-world/blobs/sha256:c04b14da8d1
441880ed3fe6106fb2cc6falc9661846ac0266b8a5ec8edf37b7c -o hello-world.blob

# s -I hello-world.blob

-rw-r--r-- 1 root root 974 Nov 23 09:56 hello-world.blob

# sha256sum hello-world.blob

c04b14da8d1441880ed3fe6106fb2cc6falc9661846ac0266b8a5ec8edf37b7c¢ hello-world.blob

MpRER&

HIpREH& ( soft delete )

B5@IT curl -i SEERENEEGAY Docker-Content-Digest |, registry 2.3 fRARLGHIRRAMIRIE header H5E Accept:
application/vnd.docker.distribution.manifest.v2+json , FUERLAREIRIZE schemal B digest , 5 schema2 i digest &< , {FF
HEELARLEEIRER digest MIFRATEIRE] 404,

# curl -i -H "Accept: application/vnd.docker.distribution.manifest.v2+json" -X GET http://imgcache.finance.cloud.tencent.c
om:80localhost/v2/library/hello-world/manifests/latest

HTTP/1.1 200 OK

Server: nginx/1.11.5

Date: Wed, 23 Nov 2016 02:17:51 GMT

Content-Type: application/vnd.docker.distribution.manifest.v2+json
Content-Length: 524

Connection: keep-alive
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Docker-Content-Digest: sha256:a18ed77532f6d6781500db650194e0f9396ba5f05f8b50d4046b294ae5f83aa4
Docker-Distribution-Api-Version: registry/2.0
Etag: "sha256:a18ed77532f6d6781500db650194e0f9396ba5f05f8b50d4046b294ae5f83aad"

{

"schemaVersion": 2,

"mediaType": "application/vnd.docker.distribution.manifest.v2+json",

"config": {

"mediaType": "application/vnd.docker.container.image.vl+json",

"size": 1473,

"digest": "sha256:c54a2cc56cbb2f04003c1cd4507e118af7c0d340fe7e2720f70976c4b75237dc"
12

"layers": [

{

"mediaType": "application/vnd.docker.image.rootfs.diff.tar.gzip",

"size": 974,

"digest": "sha256:c04b14da8d1441880ed3fe6106fb2cc6falc9661846ac0266b8a5ec8edf37b7c"
}

]

}

RiE E—2IREIRY Docker-Content-Digest & , iR[E] 202 FafRALI.

# curl -k -v -s -X DELETE http://imgcache.finance.cloud.tencent.com:80localhost/v2/library/hello-world/manifests/sha256:
al8ed77532f6d6781500db650194e0f9396ba5f05f8b50d4046b294ae5f83aa4

* Hostname was NOT found in DNS cache
*Trying 127.0.0.1...

* Connected to localhost (127.0.0.1) port 80 (#0)
> DELETE /v2/library/hello-world/manifests/sha256:a18ed77532f6d6781500db650194e0f9396ba5f05f8b50d4046b294ae5f
83aa4 HTTP/1.1

> User-Agent: curl/7.35.0

> Host: localhost

> Accept: */*

>

< *HTTP/1.1 202 Accepted**

* Server nginx/1.11.5 is not blacklisted

< Server: nginx/1.11.5

< Date: Wed, 23 Nov 2016 02:29:59 GMT

< Content-Type: text/plain; charset=utf-8

< Content-Length: 0

< Connection: keep-alive

< Docker-Distribution-Api-Version: registry/2.0
<

* Connection #0 to host localhost left intact

AR

# curl -X GET http://imgcache.finance.cloud.tencent.com:80localhost/v2/library/hello-world/tags/list

{"name":"library/hello-world","tags":null}

HIpRE& ( hard delete )
7 E—seh , RIS THIRA manifests (S8, SIS blob M7E L FIRGRESIE , HUTHI T RS AIUEETIMIR blob,
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docker exec -it myregistry_registry_1 /bin/registry garbage-collect --dry-run /etc/registry/config.yml

EER blob , BKHEZTRE , FERT TENGS.
R T TERG SR registry MRRRIER ( RISENAITE registry BEEXHFIRE ) | BUATRESS

docker exec -it myregistry_registry_1 /bin/registry garbage-collect /etc/registry/config.yml

FiR
B

|-- config

| |-- nginx

| | -- nginx.conf
| *-- registry

| *-- config.yml

*-- docker-compose.yml

nginx.conf

worker_processes auto;

events {
worker_connections 1024;
use epoll;

multi_accept on;

}

http {
tcp_nodelay on;

# this is necessary for us to be able to disable request buffering in all cases
proxy_http_version 1.1;

upstream registry {
server registry:5000;
}

server {
listen 80;

# disable any limits to avoid HTTP 413 for large image uploads
client_max_body_size 0;

location /v1/ {

return 404;
}

WS : BRmEmEX
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location /v2/ {

proxy_pass http://imgcache.finance.cloud.tencent.com:80registry/v2/;
proxy_set_header Host $http_host;

proxy_set_header X-Real-IP $remote_addr;

proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;

# When setting up Harbor behind other proxy, such as an Nginx instance, remove the below line if the proxy already has s
imilar settings.
proxy_set_header X-Forwarded-Proto $scheme;

proxy_buffering off;
proxy_request_buffering off;

}
}
}

config.yml

version: 0.1

log:

level: debug

fields:

service: registry
storage:

cache:

layerinfo: inmemory
filesystem:
rootdirectory: /var/lib/registry
maintenance:
uploadpurging:
enabled: false
readonly:

enabled: false
delete:

enabled: true

http:

addr: :5000

secret: yoursecret

docker-comose.yami

version: '2'

services:

registry:

image: library/registry:2.5.0
restart: always

volumes:

- /data/registry:/var/lib/registry
- ./config/registry/:/etc/registry/
environment:

- GODEBUG=netdns=cgo
command:

["serve", "/etc/registry/config.yml"]

proxy:
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image: library/nginx:1.11.5
restart: always

volumes:

- ./config/nginx:/etc/nginx
ports:

- 80:80

- 443:443

depends_on:

- registry
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R
AR

RITEFHHYE): 2025-02-18 16:02:00

BIEn=

AERENRER AR TKE SAFRENEHAATRETR | JLSEHARSHEHTREFERENHNATREE BERS
(CLS) . HEREMEERTEEN Kubernetes SRS B TREROEIER.

ATRENERENBNERFIAEHARERENN. BTREWEAERE . BERE Agent RTEERFALL DaemonSet RIFZRIETT |
FRERFBET ATREMVEEIRER. CLS BEEEMBTHETA  NRERHTEERE | BEEREREXE CLS Fi7fE. &
A HRIELA TN REF S B EREETN8E ¢

- FREEERE

- RESHREMHES
. RESEUAHES

. REBHLMHES

BIFESM

o BEFERIRESER TR EAREEIR. FTEASREDES HREERISO TR,

e GACPUAIR : 0.11 - L1#% , BEESARAIRIEERBITHEA.

* SARFAIR : 24 - 560MB , HEEE AR AREERBTEK,

o HEKERS : B85R512K , W ST,

o EfEFMBRTRENRE , BHIA Kubernetes SERFAT AN HSIRSS CLS. BLATHEREINRENSTF Kubernetes 1.10 KL ERR
AREEE.

AN
*F&IE\

o HREREE Agent : TKE FBFRERDTESER Agent , £ Loglistener , FEEEERLL DaemonSet 95 TET,

o BERN : BRRILAMERBEMUEEEERRER. BEEM. BEBRAANAEEDTIEES.
o HERE Agent KUTAEREMNAIZAL , THATHNSTERZ 10sHERL.
o ZHEHEREMNASEEZ D DaemonSet , EFZHIHEREMNSHEEHERE Agent SAERIFIEN.

- BER : GRIEEASEINERL. SRR T R,
o ERERFINEMLETE , AFENSEMEE. SEELIFREAUEE Pod Labels RIIBERIRS BHFHHEHIRER.
o TERERBNHIEEHETR , AFrHEELIEREEL Pod Labels WA AR AT EARER.
o ERETRXMEEEEN , AFMREHTAIREFAT R GEREEE.

o HEW  APISEHETRS CLS METEMHEERIENEZR.

o IREUES . AERE Agent SHHERERTINBATLBRITIA, JSON, SIEF. SITNANRLENNFNAEZERFIEENRE
55

o 1I3EER . AETIEEETLMRIERFISEMMNIRESS AE , key SUSELICED , (TEMNSIFIENPTE , 41{RE ErrorCode =
404 BRI,
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BIFTR

FrE HEREE

1. BR FRRSEHE | EEENSHEPRISE.
2. ERE SRR, AEREFSESRENEHANRRE.
3. B RERETUH , REATRERE | FEHEREFHIA.

EE BT

1. BR FRERSEHE | EEENSHEPREERD > BERE.
2. A LSRR R E SR EANIRISERY | SR,

3. " AEREMN NES , EERELE | ARERSR. BRIREESTT BAestviERt. BRNARKRE M R,

REBHRERNHET
R RRRVERHRERE | FIRERRKEERTR. ZRBEATFRISIRIEFEEZ D Namespace BITFRE.
REFBANHEE

RN MR RERE | HERERTR.

BRESTF MR RAEECAN | FIANHARR 481279 /opt/logs/*log , AILUSEREKZA /opt/logs , X4&7 *log.

T BRANERH N BRI (IF hostPath 8 ) |, BRTRIGHEERE . BT LE=REL kubernetes HXAITTENE (51
o - FEESRERR ID) —E HRE CLS |, HERFEEATHERREIRESINA. FHE (FI40 - 883, labels ) #1716

288y kubernetes IBXAITTEIRIESE T HES !
FERE B
container _id HEFTERIZSES ID,

container_name BHEFTERISESBFR.

image_name HEFERESRRGATR P,
namespace HZERTE pod B namespace,
pod_uid HERTE pod Y UID,
pod_name HEFE pod RIE=F,
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FEBHA =34
pod_lable_{label BHERE pod /Y label ( F1a0— pod A label : app=nginx , env=prod , NE_HEHNRESHITER
name} ™ metedata : pod_label_app:nginx , pod_label_env:prod ) .

REBRERE

BB ROUGRRRRERR | AFTRIBSSRERHTRIIBEENH "metadata” |, JEREFNBEHEEMIINIEE Key-Value FZ=AY
"metadata” , ffiil metadata & RINEIBECRT.

R —AMEREE R AR,

ERIF UG EEFNBEMN |, FINSEERERE R ER ) /opt/logs/servicel/*log , /opt/logs/service2/*log , AILAERE
SREERRHISIEIZA /opt/logs/service* |, XHEE/ *log .

1. EEEHERSS CLS FiE#n. EEAESEEMNANAEER , JLUSEEIE A&,
e =N

* HERS CLS BRIRAS SRR SR TRERE LR,
* AATERTEHFEIONEETER , NAREHEETE-.

2. BET— | ERATRNE.

IR . I EEEEBRCHF—IRERS | BRIDERZASERNATE SR ATE A LIRZRAMEIBEET O, &
E—HEEER ME 7 ARRIRERE | |BIRERESHREE.

REMRZC A LEE S

5 —RATNEETHRE | LURTHR \n fEA—RATHERINE  BRATEHRETIRES B{TNAR
CONTENT f9—{Te2F 8 , ARRS IGUETENFERETAE. BSRIELSRERETE, =5
E—FBNATELZT  RABTENRS TS | ZFETAEIE EFYEIREMNENRAT | S5k

ZINA AR —RKBERFL M F—MTEHIMERZEBENERITRF | BaRE— N ARRE I

__CONTENT__, BB ELAREER B9,

B — R TBATRENATUREEA key-value FIEEMTE | BFLRWABSHES , EDRBENIE STEIEN

SLTER e o . s
NERAR, , REPSRIEENZAR BAORIRERITIREY key-value, sy
JSON JSON 182t IS ENIREVERN key ENTINFERS , EEA value {ENRIRINERE , LUZSTEE  JSON 18
SATHRTENAE | SRTROATLUHTANAETITRG, =
5 RETIERTRBREN S WORRRESHTEONLE | SRRBOEELRGINERE o,
DI . BERSERTIRGIERETEN  CRENS I STNFRENE ) ey, THFROER

RENFRIEBES | A FRIINZ,
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3. IRERRFFEILIBERHECENN | FrERE5eRk , SohtlE.

SEFT RSN

1 Bx FRERSEHE | ERENSHEPRISE.
2. ETRE LSRR T H SR EMNAISETY | BREaMAoGmIBKERAN,

3. IRERKEHENEE , BT . STAREH.

IR BEEMBEEREATER.
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KEDHFHTRIINIEH iR

BRUTEHTAYE: 2025-02-18 16:02:00

RN BIMAER R IRSS 126 S & B S REMNFHER IR R H 2.

AR

B EMIIXIRIIIRE.

EERBEFIREH 2 B RIS,

BIFTR
QIR EIRRETAN

1. BRBRMBEFREG | ERLNSH=PROEEDD > AERE | #ABTHHE.

2. EREHHE LS EEENTEER B A SREMNAIEEE | BT,
3. e B R EANI T E B B SRS E 2k .
EEANIZAR - BRI LABE X BEEERNIZ R,
PRTEstEEY - 05i% B EIRER B imithiEg.
4. EEREXEFARERTR.
5. Ai5ER  EHEIIREE.

SEFT RS

1. BREBRSEFEG | EFLNSH=PROEEDD > BERE | #ABTHHE.
2. ERERHE ESIEEEANRER S ASREMNIRIER | Shdmigiesrmm.

3. IRIEREEHIOARACE | SBE5eA.
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RITEFHHYE): 2025-02-18 16:02:00

i)

R D RR R ARRIEARTTR, TREURTWSS , BERTLAZEMNL , BRI LARYIEN. 81 T REE31E1T Pod IRZENERAN &
?ﬁ Kubelet, Kube-proxy &.

TRABXRIE(E

* HETR

* BIRTR

o RFEEHTR

* RETRHEHEE
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a4

I\\\

2R
558
[SEEN

KE

HitbAZ&

HPIR S5 B

5iRA

RIERIETT , FIER LER.

d#

TRETHEE  NEZ L5,
TREHREMU , RAVFHR Pod HEZIZT R
TS RIELEIZR Pod BIEABTIA,

SERIRSIREDEE,

WS : BRmEmEX

BesiRSS ( TKE

5867 T #551

)



O BASTCE
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BRITEHTAYE: 2025-02-18 16:02:00

37—

EELUBI LA T USRI <.

o FETR
) I[S7=R=) =

BIRESA

EERTKE =Hl8.

EEEER

FETA

L (IS, | SR, M SRR T

2. ERBORESBNERTH , R,

3. E VRNV TUE , RS , SRR, TR,
4. BHET—,

5. 15 REHVRE T , REXRSE,

FRSHERWT :

° ARG : RUEBESER. SHRERER SSD nER , BIRIESiRG it

o HER : BIRIESCIRRE R TIERE,

BesiRSS (TKE)

{Rprii=N

o RWEEH : Rt IR 1 REARE" AT BIES | BRIESIRE R TR,

o FHE :
» B RSFGEHEGE , HaR8LA ccs_ERFid_node,
» FEiad  BENTRSBIBRER , ZIRSBERBIRAEI60MFHT.
o BRAN:
 RET  BREETREX NS,

» ZRDXREXERD : IR RET M EEERN IS RICENEREReNERARSH/NSGN  BINFIEISE SSH &

.
* BEEVERERS - BalERRIER | ZEBRETERERESE.

o 2 : BTFRERIRSEE CVM RINMKEIIEHES | iSHRIESSARE Kt T

6. BET—.
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7. EERHHARE , ACEERENER  REZTVHE  FREMR.

AINERTR
588 MEHSHRRIE— VPC THRIRSES.

1. EAMSAVES , REHER, N EREE TUE.
2. EFTRER >TR , BATRFIRRTHE.
3. ERERMNBETRNERTH , BERINEETR.
4 EEETRTRE  AFEFEERINTS , BE T,
5. &' =ENERE TNH , EERERNEIEENRIRSGSE. TESHESUT
o HURBISE | KR "ERENEGEFEEEIER".
» HARE  FRESHGGENEFERER  RARSERPARTHIREENTTN , HEHEEFTEREFNERFHERNBER |
ENEENZERSEER.
» BRESHEEHENIRER  RARSER/)  EHIEENIY  FESBAUSIEENER SR ERESHRENFEE
FKo
o BMERSG : BIRIELiRG K TR,
o BERAR :
* RETE  ERERNREY N ERS.
= BEPREXERS : BARBE—MEEERN WS, RUENEBELENERTRSENAR | BINFERTSH SSH &
B,
* EEVERERS - BRNERNES | ZEBBBEMNERIESE.
o 2 ATFRERMRSE CVM HIMEIHIEES , BRIELIRGEREHTIER, SR REHERESE , ER bR,
6. BATE5EhK.

WS : BRmEmEX 2869 T #551m@



O BASTCE

-
R R
BEEFATE): 2025-02-18 16:02:00
S =,

RIS SERBIRERF THT R,

FEEIN

o RENETRABRT RUIGREREIER , IETHEER |, BRI,
* TRBHEBMIZISERFESHTERRSR  ISEIREF.

BIFLR

1. ERTKE =H&.
2. EEMSAEF |, BERE N SRFEE .
3. BERERIRT mAISEEID/ERR , HENZER RSN,

4. EEMSHES , EETRER > TR, #N"TRYIR"TUE.
5. AR RFIERT , EEFERRT R AT, BB,
6. AR BREEBHUTTIRA ? "B0OF , BEHHEE | BRI SohiR(F.
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37—

RS AR B BT <.

BIFLE

HYPR
£ (cordon ) PG , BAESHN Pod AERZT R , EEEFFEEHIRITA. HHaBLTIRMSEE
F5iE—

FETR A, B ENEE TH  RERKRE | 9iEFEE.

BiE=

1. BRTKE &=HI8.

2. EEMSHES , RESEEF  HNSEETE T,

3. REEEHMUTI RERFID/EIR | HNZERHNSTER@.

4. EEMNSHEZS , EETRER > TR, BN B RFER THE.
5. & RAIERYF  BEREFEESHNT AT REE.

6. FESRHAIXSEED | BERE , AR 5TaE sl

EGEH#TH R
BGEEEE (uncordon ) TRfE , BRI Pod AERIZT A, BGEESEUTREMSGE
FiE—

EIHUTHI AR EET AT, S LEZE ARSI <0< | BIABHEE M. EonpianT

#!/bin/sh

#your initialization script

echo "hello world!"

#If you set unschedulable when you create a node,

#after executing your initialization script,

#use the following command to make the node schedulable.
node="ifconfig ethO | grep inet | awk {print $2}' | tr -d "addr:"
#echo ${node}

kubectl uncordon ${node} --kubeconfig=/root/.kube/config
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kubectl uncordon FHTERTFEGBEEHUTA.

iE=

1. BRTKE 414,

2. EEMSHET |, BRERERRE N SEEIEE TUE.

3. A EEEGHE T mAVEERT ID/BR |, HNIZERNEIET@E.

4. EEMSHEES , EETRER > TR, #NTRFIRTTE.
5. AR RFIERT , IEFFENHEHMT AT , REREE.

6. FESBHAORIEIES , SATHARE , ARSI SoRRBUREBE.

RETR

BER
ERm TP e, S LUBYIKE ( drain ) TR\ RAEH Pod, TRKEE , BaETRRNRE Pod (A28
DaemonSet EY Pod ) IKZFEIERFNHEMT R L | FREIRZFNTRIZE NSRS,

BA . AHAFRERY Pod #OREEEUERESL | ISIEIREF,

BeniE

1. ZRTKE =418,

2. EEMSHES , REHREF, BN SESE TE.

3. B EEAUEE T ARVEERID/ZRR , HNZERNSTETE.
4. EEMNSHES , EETRER > TR, BN BRFIER THE.
5. ERERZETRNTRITH , BHEES > IKE,

6. FESBHANRIEIES , SATHERE | RIRJSoRIRE.
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37—

RETRNEHEAT LR EET R ready BINIEHIH R THIIRKTIE | BT REaIRHRET
fRS=8 , BEXHIESERENARS S LisfT.

{sE FERR

o EWNEAEBIEMMAER TKE 5/ LAY Kubelet, kube-proxy, docker &fiE,
o BERAHITEMAER , FETRIEMANTHUTERIERE.
o MIARKREEMNIBE AT RAY /data/ccs_userscript/ BRIREE.

BIFLE

ERILELL = MR IRET REEIHIA

o OIRERFEIE TR, RETRIEHMIIZ.
s HNINEATRE , RETRNEHHIZE,
o SUR(REART , RETRNEHHA.

SlESREEETE T mE , RETRIEMNHNE
© BUEERERRT , ' AENEE T  SERRIRE  HEEENEIE B,

s MIETAR , E'xEHEE TNE , fEREKIRE  HEEENEE , BalA.

HINEE TR | BT RNEANE
HNEETRE , B aINEE NE  HERRKRE  EE5EENEE  EaE.

Sl (RaEaRT , RETRIEEHE
BERARERT | 1E SR TE , PERKIRE  HEEENEIE  FaHA.
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37—

RXIEESIRETIR Label,

{sE FEPR !

* *kubernetes* 1 *qcloud* HBXIREEE FSRIEFOMIER.
* *kubernetes* ] *qcloud* FR&EIRERE | AIFHIM.
o LUFIHFRNTRILE Label , FFHILERE.

BFTR

EHEIRET A Label

1. BRTKE 544,

2. EEMSHES , BEaREF , HN\SHEE TE.

3. SR EERET S Label (USEAD/BIR | HNEREES,

A4 FEAMSHES  EETRER > TR, BN TR5IRTE.
5. SEEFREIRE Label T m1T , BEES> MRS,

6. TE3HHAY 4748 Label" B O , 448 Label , BATHHRAL,

Kubectl BT m Label
1. 4% Kubectl , FHEEERE, BIEFBES®E B Kubect! EREEERE,
2. TS, KET A Label,

kubectl label nodes <node-name> <label-key>=<label-value>

3. PUTLAT < , EFT M Label,

kubectl get nodes --show-labels

REEEAIT™ER

NAME STATUS ROLES AGE VERSION LABELS

BesiRSS (TKE)

172.17.124.5 Ready <none> 12d v1.10.5-tke.3 beta.kubernetes.io/arch=amd64,beta.kubernetes.io/instance-type=QCLOU

WS : BRmEmEX
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D,beta.kubernetes.io/os=linux,failure-domain.beta.kubernetes.io/region=sh,failure-domain.beta.kubernetes.io/zone=2000
01,kubernetes.io/hostname=172.17.124.5
172.17.124.8 Ready <none> 12d v1.10.5-tke.3 beta.kubernetes.io/arch=amd64,beta.kubernetes.io/instance-type=QCLOU
D,beta.kubernetes.io/os=linux,failure-domain.beta.kubernetes.io/region=sh,failure-domain.beta.kubernetes.io/zone=2000
01,kubernetes.io/hostname=172.17.124.8
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Bl {h4aZE

BRITEHTAYE: 2025-02-18 16:02:00

BIEm=

RIESEeIRRYaH

BIFESM

[ShelieaSits

BFLR

1. B2RTKE 5418,

2. EEMSAVES , BEERH  HNSEFEIE .
3. BERECR(PIRANSEEID/BAIR , HENZERIEENME.

4. EEAMSHEES | IEFPRERE > B48E  HN\ HHEESIR .

5. "HriE g TUE , SERTHTIRE.

B BEX , TRIBISEREERHTHE | HERLRREE.
ARSE/ANEIRE | RIELIRH R TIERE,
BERAR  RULUT=MERAN | BRELRERH TSR,

- IREEE . RIERTEENED

BesiRSS (TKE)

- IIRIREXER | BIENREIEEEMN NS, R MILENEBERENERTRSHRNON. FITHSRI SSH 2R/

document/product/292128/6092),
- SSHESH : WINEER A TSR AKX ZR FHI. REBSSHEBRILUWRIEREIEEEH
Z48](/document/product/221286/16691),

- “EnERER - B ENERBRITRERE

YOS | RIECIRR K TSR

WS : BRmEmEX
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R  WANCEEHIANRENRSE | oIRIELIR S 2 TERRERIN.

BHRE (W)

- “EENEE  IBEEEXEUEREENode , BIZNodeSHEIETHRENMA , FEBTRIEHANATEANRERIZIE, AR
HA I A& ET =AY/ data/ccs_userscript/iSEREE.

- #5480 ( cordon ) ** . AIESTIEEE |, BAESZHN Pod EERZT R , EEFHEEEMNT S , SEEENEUERHT
[EGEE e <] (/document/product/166278/32205) , IBIXEIRE.

SERILE/STRFFM © ARIESCARE I TR,
PREETE  RIECRE R TIES,
B RRE

- PMREEIR Y ZEVER |, EBIERT ARSI | IELEE —ERE ( SR ) BABER.
- EfRBEEIN  BFRBIEEL , BEERKRMUREANEN , EXEREIEA , EXERAREILRAE,

6. B BIERARAERD o] SR R,

WS : BRmEmEX 8877 TR #551m)
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BEH4aE

BRITEHTAYE: 2025-02-18 16:02:00

37—

KXNBITBEE BRRSEHE EESHTCERIRMEER , FRBREAMFMES | LUEEEXM AR TEE,

Ellfi== e

SN w el e Ca |

BFTR

1. BRTKE 5414,
2. EEEMSHET |, BEARERRE N SERFEIE TUE.
3. B ECE R ERT ID/BRR NI Z R SR,

4. EEAMSHEES | EFPRERE > B48E  HN\ HHEE5IR TUH.

(RAERERNECEINT !

- 2FEE : 8 ZEH TIAMREENHFEREN. JREZERD FRREBHTEY  FEFSNERAEESBRE,

o EMMESR  AFIAEXF. [EEFEH ST RTSRERRSITEMERES. FEESN SEE FEEiHE.

o ¥BREE  AGILBAR BN , FrREBESHENIEE—MRRER T B, RRSEFSUTHMYT &L | EoRIELiR
TRHITEY
* most-pods : IFEFREEEES Pod MYBGEEHITT &.
®» least-waste : %&#% Pod EAEEEIRRIREDAIREEHITT B.

o LREHIELIR : BERUAIEEHIRER. WEEMBEHTHERENB/GIEMHGEERN , HIESE SRS, SIBRETR
BT REE.

o (REREYIR : 2BEE FHRAMEERTIKSE , TEESUTER

BA « SRR ERER , AIEZKEA ERRERERBNRLEE [D ST B TR,

{e4E4E ID/BFR : Bh{egaeE ID AT NiZ(RFR R ETREEELSEXER.

P& AIN'BER"  FR%AFELTIERRES.

B . BB, FR. B5% , FEEsN HEAEARE,

[ERNECEID/RHR : HECE RHOIERRARER , EEURE | FEESNEEE,

o

o

o

o

WRFRE - BRmERMEX 5578 TR #551m@
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EEE A2

BRUTEHTAYE: 2025-02-18 16:02:00

37—

ANMBIETEI BRRRSEH G BB AEANRE.

Bl e

EEEEERIHEE.

BIFSR
BRLRER

1 e egadEs 3" TUE , BE 2 BEE ANWE  HNRERE.

2. By IRESHREEREE ' BHY , SEUTMERHTIRE.

BesiRSS ( TKE

o BalEFE : BARGE. AEENESE  SHPTRATSHERRSITEMARES. FHEESN e EERA.

s HBEE : HIEIEENESEET.

o BRAHRERY  ZHEFFHTURRHTESNOT RS, EEIAN"10" , iHREEENIRE.

IR WRERTETRNET R, MRTRLFE Pod , NEXEERS— TR,

)

o Pod AEF/ALEEEF/NT : FTiRE Pod SRR/ DEERESHNTREBENTHRHMES R, SHUEEEFFRHEREO -

80Zi&l,

° PREETH  TRENRETRESTRNEBE Lo GBS,

o FH R TEENRESHERIMY BK

o FEFPR : BRIELirE KGR ET.

s VERE

(G

o BEH : BEMBGEERT | BEHUEERE—MNEHTT B,

WS : BRmEmEX
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° most-pods : BEZMPLEARS , FREHEES Pod AHREERITT &.

o least-waste : HEZ/MRGEAERT , 1% Pod EEERFRIREDHRBEMTT B,

iii. BATERRE | RIETIRERIA.

ARPRARE
1. £ (R4E5IER T , ST BECENRARAID , HE\FE .

2. A ETNE A LIEE Rtk AR IRARCE | HEES MERHEEE,

B EERK. RIMRMERISSOIEE RIS E.

o BIdRAEREIFERERR" RARIE " &/ MEB4EEL"
o B RFEATIRNE #F FINES > EEEE P THEE"

WS : BRmEmEX

BesiRSS (TKE)

5880 T #551



O BASTCE

IhIpR{eR4EZE

BRITEHTAYE: 2025-02-18 16:02:00

BIEm=

BesiRSS (TKE)

AN BIIEI BRRRSEH G MRS TEIZBER. EUSERXXRFRABERIGRESR  ROTVENRIRRE.

Bl e

EEEEERIHEE.
1. B {HYE2E7 R TUE RIE T IRISE S > HHER.

2. Ay IpR 4R B OF | RERERESFRET~.
-

o BADIGESRETENTR  RIERHREEIE.
o RENBTREREAURE  HFERIFMF  RAISHEFRE.

3. BATHHRAT | SFMIBRALTHRDET.

WS : BRmEmEX
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EE{RIEARIEICR

BRUTEHTAYE: 2025-02-18 16:02:00

37—

AN BITEEREAFECR  BRTUTSS

o EHLIBEREEN T RECUISHRETN  EAENANRFREERLEE.

o EBHLIBTHEERNT AT BEER T BECHREFRR , i TESRIIMAEE,

o BHLIT R BEENAMNRE (i SRR TSR REESEY aKN ) | #HTREEE,
o HEILIEERNERIRFECS | £RERMECR 1 e ERMEICR

HiBA :
o EFEZMEGEENERT , CA ( Cluster Autoscaler ) RIERSIEAVRBEBITY B8 , BMHGBCRILU CA B9 Event 53,
o MRERXMSEFRBHEAVERCR , 0 CABTAH , THNBEERFEREEZRRBENYT BREENCR.

AR SR

SelEaAHgEA. FEESL YA,
EHN"HEENIERTE. FHEEEN 25(H5E4E.

BIFLE

BEELBHECR

1. ZHRTKE =418,

2. EFAMNSHEZFREERD > EETHEEEE , REEIREEHREFIRE.

3. TESHRY IR BTheE BOH |, ISR SHFE TheeANNGRE | A1 FEStEE | HoExEEREeEnNEEER,
4. BEHRERI R FHEEHF AL INRE.

BEEFHIAL

1. &F BHERSE=EHS.

2. EFANSHAERRREST  HNRRST SERE.

3. BRSO THE L AEFEbE, , BEAEEEFMHSANNBESEMBAEER,
4. AJkevent.source.component:cluster-autoscaler , EBHIE RS,

5. EAMNMNREIRErTEELWES , XIXEAIFIHI TR,

BEERET RtHECR

1 BRTKE 235I& , BRENSHERI08E.

2. TR ERBF TR DIRTUE  MEEEEATREERE 1D, YiN\XEERE "Deployment” .,
3. MR MEEE RO TS AMEE > (RUEE , YN (R4RE5R TUm.

4. TE RYREDIFE R , B EAME4EA ID.

WS : BRmEmEX 5882 T #551m@
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5. ENZRFEAIFIBTT , IR H48EsN"TE AR EEHF4EICR.

WS : BRmEmEX
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Kubernetesyy&R&18
A

ERITEHHYE): 2025-02-18 16:02:00

IR ETE A

ERLABES RIS EEHRIERYE Kubernetes Y357 , 540 Deployment, DaemonSet %, Kubernetes X4g@5aFHIFASLIKR , FsRE
HERNIETHIWS. AEK Kubernetes IS BILAIRIAFRRENIS .

s IFEETHNFERER
s NAEFITBANER
o NFERRREAAIRIES

R AEEEEIT TKE 1848 80E Kubernetes API {88 Kubernetes g9x452 , 50 Kubectl,

XTRDE
Kubernetes ERXNSRFESALATSEE :

o T{Efa%k
o Deployment : BFEIEEEEREMNA Pod,
o StatefulSet : BN FEEFRAITIERZ: APl 3% , BiZNAEFAERSHIN BEF.
o DaemonSet : FHRATEEE S TR EIETT Pod , HIINAERE.
© Job : —4* Job E—EHZ4 Pod , EEEITER.
CronJob : ERTIETHY Job 1E55.
* RS
o Service : $2it Pod i[@#Y Kubernetes 335 , JLURIR S ERKE XA ESE,
o Ingress : EEERFF Services FYMEBIAIAIAY Kubernetes S35,
s FiE
o ConfigMap : BFRFEERER.
o Secret : BTHRIFERER , HIINED, ShESE,
o TFfE
o Volume : BILATFERESHITEXAIENR.
o Persistent Volumes ( PV ) : Kubernetes S5 ERI—ERIFE.
o Persistent Volumes Claim ( PVC) : i5KFMERIEEA, QNERIE PV EKAE Pod , 3B4 PVC HBYF T{ERE.
o StorageClass : FRFMIATFAENIEEL, G PVC i , i81d StorageClass BIiEIEEREINIZE | BIFMEIVEIR.

o

Kubernetes XA E#E Namespaces, HPA, Resource QuotasZE#+i , SR LIRIEW S BEFHEARR Kubernetes X5, AEx
AR Kubernetes aIfEFERIXISRIEAER , EZHBARIER Kubernetes 75 Mk Eifl,

X EIRIRE

o Trtadk

WS : BRmEmEX 5584 T H551T
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o

o

Deployment &8
StatefulSet &8
DaemonSet E1&
Job &8
CronJob &18

* RS

o

o

Service &

Ingress 12

=

o

o

ConfigMap &1#

Secret &1

o TfE

o

o Persisten Volumes &1
o Persisten Volumes Claim &8

o Storage Classes &8

WRFRE - BRmERMEX

Volumes &8

BaeiRSS (TKE
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Namespaces

BRITEHTAYE: 2025-02-18 16:02:00

BesiRSS (TKE)

Namespaces 2 Kubernetes fEE—PMEEEFHF TIEEBIMEXDAINIS |, EETLAUBIE Namespaces H{TEEZMBAS N RBERIXIS .
£ Namespaces T , Kubernetes SYSEIEFRNAME—, EoLUBITRRESUATIRERINSE , I LUH#1TAR Namespaces fi4%

BBIREESl.

EJZZYahrs

1B TKE $=H&sEH -

TKE #=HI 5124t Namespaces BIIEHHETINEE.
lfE x|

1. BRTKE #4514,

2. EEMSH=EREREE | SR EIERE.

3. EIRFREEERE | Bz EERIVID/EIR , BENEEHFET.

A, TEESRHFIBIUAM |, EE®EZE , A\ Namespacellf.

5. AEHTEE , WMASRIR. BRE , SEtlENamespaceTThlEliE.

IR ERIRECHIPR
1. EBTANE |, RIETEREXIMnamespacelRFINECRETE , HARERM.

2. ERFECERSIREITE , FTLAEE S EmEEMEE BT S, FhE. ERIRRE.

3. TEfmiELimitRange A A LARIEIR B B IRPR .

g Kubectl! 53
BEZFEEZE Kubernetes BRI,

1E1d ResourceQuota i&& Namespaces FiRAYERAECER

WS : BRmEmEX
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— BT AT LUAES A ResourceQuota iR , 1 ResourceQuota BILURETE A Namespace FRHIERLAR, ALURE
Namespaces SRERIERLIRAT :

o ITERRAYECER , B0 CPU. HfF.
o FHERIRAIECAN , BIUNEKEFEIISTFE.
* Kubernetes XI&A91T4Y , 5140 Deployment MNEIBECER.

AEH Kubernetes b4 , ResourceQuota IFHBECENK BB ER , EZIFIEAIESE Kubernetes ResourceQuota B3 X4,
ResourceQuota AYRFIGN A=

apiVersion: v1

kind: ResourceQuota

metadata:

name: object-counts

namespace: default

spec:

hard:

configmaps: "10" ## £22104 ConfigMap
replicationcontrollers: "20" ## £2204" replicationcontroller
secrets: "10" ## 525101 secret

services: "10" ## &x210" service

services.loadbalancers: "2" ## 2524 Loadbanlacer #&z{f§ service
cpu: "1000" ## iz Namespaces TExZ{EF10004 CPU IR
memory: 200Gi ## % Namespaces FRZ{FEFE200GIHIAF

1#@id NetWorkPolicy i2E& Namespaces &A1

Network Policy 2 k8s 12HAg—F%R , BTFENXET Pod HMEIREREE., AMYXATLIBRE Namespaces , XA LUEE Pod 5 Pod 2
RIS IEIEES] , BliEEl—E Pod 2FEILUSHEEH Pod , LIRETE network endpoints ##{TiE(E.

TEEEREAERE NetworkPolicy Controller , F@id NetworkPolicy S Namespaces Z BRI LEi=HIA R EIFIBEIE=E B Network
Policy #{TRIZE 4%,

WS : BRmEmEX 5887 T #551m@
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T{ESE
Deployment&1iE

RITEFHHYE): 2025-02-18 16:02:00

4
iVl
Deployment FB8T Pod BUIEIRATES] Pod KOS58 |, (BT BRSNS, CAILURELSESR , 19 Deployment diEf5
B Pod FURIAE. HRHES. EFEERETA.

Deployment =5 G EHES|

l# Deployment

1. ZR TKE Z=Hl8.
2. EEMSHES AR, HNSEFEE TA.
3. BEEFEECE Deployment FIEEEFID/EFR , AU Deployment RS ESTETTA.
4. BEATEERER |, N "#rEWorkload TUE.
5. {RIESCRRESK |, i85 Deployment 8%, XESHSENT
o TEa#E®E : BEN.
o WRETE : RIELIRERETIERE,
o KA : i%$%F "Deployment ( BJ¥ FEAIERZEPod ) ",
o SLHINZSEE : RIELFRER , /9 Deployment f5—4 Pod iRB—1E S N RIS,
" ZFR BENX.
» % IRIESSARE K TSR,
" BRI | IRESLRE K TIES.
» CPU/ITEBRHI : ATHRIE Kubernetes BEREBRH #HTIRE CPU FINFRIRFIEE | IEmSA0RRtH.
» BRIGE  TRE 'THEER, 'BTHe "ETeH | BHRERRE RS2
o LIS : RIELIRBEREFAT A | RELGIFE.
6. B elEWorkload , STRitE. Hin(TEE=HI2EERT , A1z~ Deployment THIFFE Pod BeliEEHK.

5§ Deployment

&3 YAML

1. B5 TKE =458,
2. EEMSHET |, BERRERRE NSRS TUE.
3. B EEEH Deployment REEEFID/EFR , HENFEEFH Deployment FUEEFEIETUA.

4. TEFEFEH YAML (9 Deployment 174 , BREES > IBYAML , i# \&E#7 Deployment T,

WS : BRmEmEX 5588 T #551m@
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5. fE"E#Deployment TUH , 48 YAML , BaE58R% , BIRJ&EHT YAML,

EPodfiE

1. 85 TKE =454,

2. EEMSHES , REER BN SESE .

3. EEHEENEH , REFEFTMEEN Deployment AYEEEF ID , EAFFEHPodELERY Deployment ISR ETETTHE.
4. EEEFEHEBA Deployment 175 , BEEHPoIEE,

5. fE"EHPodEcE TUH , RIFLIRBERELEH LI IRESHL.

6. Ba5eRk , BIRJ&EHT Pod BCE.

SRR

1. EEREERNE , PHEEEENIEGA Deployment RUEEEE ID |, HNFEHEEAI Deployment RUSEEFESTEE.
2. EEEEHEBM Deployment 1791 , B EHTE(E,

3. ERMEHHRE NH , IRIELRERIENEHLN , RESEHL.
4. Ba5ERk , BIETEETRA.

EFrafEDeployment

1. &2 TKE #=#HA.
2. EEMSAvES | BAEEERE N SRETE TRA.
3. BEEFEEEF Deployment FYSEEFID/ETR , HNFEHEPE Deployment FUSEEFESTERE.

4. EEEEHEPE 1Y Deployment 1750 , BB EZ> BfStE | Ml "SHHE 'S0,
5. E'EFEEEO , R, Bl EFEIEDeployment,

SERTRBERIG

1. 2 TKE =#HA.
2. EEMISHES |, BasREF B\ SRS TUm.
3. BEEFEEEF Deployment FISEFID/BFR , HANFEFIEESRE Deployment FISEEFEERH.

WS : BRmEmEX 5889 A #551m
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4. EREFHAESRE /9 Deployment {70 , TS > ERTEEREE , S8 EIARRK &0,
5. A"EFAERIK BN | EFTBERE , BE5ohk.

[E;%& Deployment

1. B3 TKE =414,
2. EEMSHES , BEEEE, M\ SR ETE .
3. BFFEMELZR Deployment FIEEEFID/ERR , BEAFFENLR Deployment FISEEFETETTHE.

4. BpEREERRAY Deployment &#R , N Deployment {SETTH.
5. SEIHEITHSEIES | TR EORMA TS , BEERR.

6. R HMIEIRERIENMET | RERSE , THRER.

5% Pod ¥

1. B3 TKE =48,
2. EEMSAES |, BEHRE  HNSRFEE T,

3. BEFEEIFEE Pod #1209 Deployment BISEEFID/EHR , HNFIFZEE Pod (&Y Deployment USRI ESTETTMAEL

4. TERZIFEE Pod $EAY Deployment 1791 , BATSERSCOIMER | HE\"EHSLHIEE"TTHE.

5. IRYESLIRAERIAE Pod #(8 | SR ENSCHIMER | STHRIEZ.

Kubectl #{E Deployment 55|
YAML 741

apiVersion: apps/vlbeta2
kind: Deployment
metadata:

name: nginx-deployment
namespace: default
labels:

WS : BRmEmEX
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app: nginx-deployment
spec:

replicas: 3

selector:

matchLabels:

app: nginx-deployment
template:

metadata:

labels:

app: nginx-deployment
spec:

containers:

- name: nginx

image: nginx:latest
ports:

- containerPort: 80

* kind : xR Deployment &iRE8Y,

e metadata : Deployment fYZFR. Namespace. LabelEEAER.

* metadata.annotations : Xf Deployment RYER/M#BE , EIEZZS IS E TKE FIZIMEIEEE
e spec.replicas : Deployment &12fJ Pod #&.

* spec.selector : Deployment &2 Seletor 1% AY Pod BY Label,

e spec.template : Deployment &1## Pod HFMIEIRECE.

EZSHIEETEE Kubernetes Deployment B 75344,

Kubectl €& Deployment

1. 2% YAML 7=fjl , #2& Deployment YAML 3Z{4,

2. % Kubectl , FHEREERY. BEFEBFSE BIY Kubect! KR,
3. BTLATES |, BI& Deployment YAML 3244,

kubectl create -f Deployment YAML 3{4&#R

fign , SIEE—324E 9 nginx.Yaml B9 Deployment YAML 3244, RIHTEA T @< -

kubectl create -f nginx.yaml

4. PUTLATa< | I EIZ 2 AT,

kubectl get deployments

REULAT™ESR | BPFRReIERI.

NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE
first-workload 1 1 1 0 6h
ngll1l142m
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Kubectl & Deployment
#Id Kubectl &3 Deployment BLAT=M73i%, HAP , 75i%— # 7574 159525 Recreate 71 RollingUpdate FRfTEEFIHRAS.

e Recreate EFRAENICIHERSEB Pod , BEHEIE Deployment,
* RollingUpdate EFT RIS /RN EIHIE , FENEH Deployment i Pod, RollingUpdate X sxiF e s, @B R EIERE.

BiE—
PATLATa< , E#T Deployment,

kubectl edit deployment/[name]
WA AERTERERENIGIE , FENEEFMEFREREER. BB EE#H{EER Deployment 544,

k=
WTAT®S | EFiEEasmERmG.

kubectl set image deployment/[name] [containerName]=[image:tag]
FRINREF Deployment NEAHSEAEE , ST , (NEHESHRE K.

BiE=
PITLUTaS | RNEHIEERIR.

kubectl rolling-update [NAME] -f FILE
BEERNEFISN RNEFRE.
Kubectl [El;& Deployment
1. BUTLALTES , && Deployment BIEEFTH S,

kubectl rollout history deployment/[name]

2. JUTLAT @S | EREEREFS.

kubectl rollout history deployment/[name] --revision=[REVISION]

3. PUTLATa< | EEREIRT—MRAS.

kubectl rollout undo deployment/[name]

NFIEERIRIRAS |, AJHATLAT <.

kubectl rollout undo deployment/[name] --to-revision=[REVISION]
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Kubectl 8% Pod 2

FENEHT Pod B
T TS, FEIEH Pod &,

kubectl scale deployment [NAME] --replicas=[NUMBER]

Eiah&E#T Pod ¥
AR

FFEEREFRY HPA THRE, TKE BIZRIERFERATFE HPA THAE,
BEPR
HATUAT®S |, i8E Deployment B S,

kubectl autoscale deployment [NAME] --min=10 --max=15 --cpu-percent=80

Kubectl ffi& Deployment
BUTLAT @S | MiBk Deployment,

kubectl delete deployment [NAME]

WS : BRmEmEX
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StatefulSet&1E

BRUTEHTAYE: 2025-02-18 16:02:00

Eikl)

BesiRSS (TKE)

StatefulSet TERTEEBRSHINA | IR Pod HERIEIGEEIZINSABNRAR. Pod TREHEKRERG , WRAFHLISRE. &
FEFANEER |, EALABI RIS T XN, WRNAEFAREEFARIRRAT , @EER Deployment EBENEIE

o

StatefulSet = &&{FE5|

Bl StatefulSet

1. &3 TKE 44,

2. EEMSHES | BEagf N\ SHEE TE.

3. REFFEECIE StatefulSet FISEFID/BRR , HATFEIZE StatefulSet FISERFEIENAL
4. ¥R THEfAE > StatefulSet , A\ StatefulSet {EETIE.

5. EaTEETER |, N "FiEWorkload"Tam,
6. tRIBSCIRESK , i8S Deployment 83§, XBESHEENT :
o TIFfaE? : BEN.
o AT : IRIELIRE K TIERE,
o AU : &% "StatefulSet ( BIREEMIEITPOd ) ",
o LIRSS : HRIBSCRRESK , 7 StatefulSet f9— Pod iB— BN ENEEE,
o ZfR: BENX.
o $HR : IRIECPRA R TIERE,
° HIRIRA : IRIECIRR R TIES.

o CPU/RTFRRH! : AIHRIE Kubernetes BHRIRHI #TIRE CPU FIAFRIRESEE | i8S,

o BRRE  WiRE "TIEER" , "BI%d"  "BT2l | 'BEEAREE" | "R S5,
o SLIFE : HRIESLRERIERAT AL , IRELHINE.
7. EashfllEWorkload |, Z2REEIE,

B3 StatefulSet

EH YAML

1. B5 TKE =48,

2. EEMSHES , BESEEF  HN\SHEE TE.

3. BEFEEN YAML (OSEID/ERR , BEAFEH YAML RS ST,
4. R TVEE, > StatefulSet , #\ StatefulSet (SETIME.

WS : BRmEmEX
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5. IEEEEH YAML 9 StatefulSet 170 , BaTR4RIBYAML , #E\EFT StatefulSet TUHE.
6. fEEFStatefulSet @ , 4Ri8 YAML , Badh5eRk , BIRJ&EHT YAML,

ERRE

L A"SEHEE TUE , REREEHNRGR StatefulSet RISEEFID/ETR , ENFEIRKA StatefulSet AISEEFEIENEL
2. EEEFHRED StatefulSet 174, BALEFHEK.

3. "RHEHRGE WH , RIESRERIENEHLN  RESH.

4. Ba5eRk , BIRTEFTRA.

EPodftE

1. B35 TKE 244,

2. EEMSHES , RS, BN SESE .

3. EEHEENH , REFEEMREN StatefulSet FIEEEF ID , HARFEHPodBECER StatefulSet RUSEAFETRN@.
4, EEEENEGO StatefulSet 170 , BFEHHPodEE,

5. E"EFPodEE TNH , RIBLIFERIENEFH AR , IRESHL.

6. BaE5eRk , BT E&HT Pod ECE.

SERTVREEERIE

1. B35 TKE 244,

2. BEMSHES , RS, BN SEFESE TE.

3. AR EE T StatefulSet FIEEFID/BIR , IENFEFEAERRE StatefulSet FSEFEENMA.
4. EEEFHRER 19 StatefulSet 1770 , REES > EFEREREE , 30 FHAERI &S0,
5. E'EMAERE BN BT AEERE , BE5Tk.

Kubect! #{E StatefulSet 155
YAML 5561

apiVersion: v1

kind: Service ## Glf— Headless Service , FBFIzHI /2R 15,
metadata:

name: nginx
namespace: default
labels:

app: nginx

spec:

ports:

- port: 80

name: web
clusterIP: None
selector:

WS : BRmEmEX 5895 T4 #551m@
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app: nginx

apiVersion: apps/vl

kind: StatefulSet ### llgE— NginxfJStatefulSet

metadata:

name: web

namespace: default

spec:

selector:

matchLabels:

app: nginx

serviceName: "nginx"
replicas: 3 # by defaultis 1
template:

metadata:

labels:

app: nginx

spec:
terminationGracePeriodSeconds: 10
containers:

- hame: nginx

image: nginx:latest

ports:

- containerPort: 80

name: web
volumeMounts:

- name: www

mountPath: /usr/share/nginx/html
volumeClaimTemplates:

- metadata:

name: www

spec:

accessModes: [ "ReadWriteOnce" ]
storageClassName: "cbs"
resources:

requests:

storage: 10Gi

e kind : #7iR StatefulSet &jRZEHY,
e metadata : StatefulSet F9ZFR. LabelZEEAEE.,

* metadata.annotations : XJ StatefulSet AUEIFMRAR , AIEILIZEEIRE TKE FIE/MERRE
e spec.template : StatefulSet BIEHY Pod HIEBEIRECE.
* spec.volumeClaimTemplates : $2{EliE PVC&PV AR,

BEEZSHFERTEE Kubernetes StatefulSet BE75304Y,

Bl&E StatefulSet

1. 23 YAML 45l , #E%% StatefulSet YAML 3244,

2. T4 Kubect! , FEZERF. BIFFHEBSE BT Kubect! EEERT.

3. PUTFLATES |, BgE StatefulSet YAML 3244,

WS : BRmEmEX

5596 T #£551
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kubect! create -f StatefulSet YAML I{4ZFR

fign , BUEE—ANIEE A web.yaml [ StatefulSet YAML 344 , MAATLAT @< ¢

kubectl create -f web.yaml

4. PUTLATa< | I BIZ R AT,

kubectl get StatefulSet

REMULAT™ES | BPFRReIERI.

NAME DESIRED CURRENT AGE
test11 10s

B StatefulSet
HATLATa<S , EE StatefulSet FUEFTERAREEL,
kubectl get ds/<daemonset-name> -o go-template="{{.spec.updateStrategy.type}}{{"\n"}}'

StatefulSet BLA TR EFTRILSEE

* OnDelete : BRAEFHRME. 1ZEFRIGEEFT StatefulSet |5 , FFMMFRIBAY StatefulSet Pod A& BIEEFTAY StatefulSet Pod,
e RollingUpdate : 3755 Kubernetes 1.78(EEhRA, 1ZEHRISESEH StatefulSet ##4kf5 , |HAY StatefulSet Pod E#%£21E , FHELL
SRENE AR StatefulSet Pod ( Kubernetes 1.78{ & =HRA )

BiE—
PUTLATar< |, B StatefulSet,
kubectl edit StatefulSet/[name]
75 RERTERNERIGIE , AEEEINEPEEER, BLIBE IS EEF TSR StatefulSet 2%,
BiE=
PUTLAT &S |, B ES =I5 &,

kubectl patch statefulset <NAME> --type='json' -p="[{"op": "replace", "path": "/spec/template/spec/containers/642959856
40140800/image", "value":"<newlmage>"}]'

BINRFF StatefulSet RUEMhS4LAZE | WESEHHT , (NEHBRHRE.
SNEREEFRY StatefulSet 2IRFNEHTUAIREE , THATUUTRLEREITNE ¢

kubectl rollout status sts/<StatefulSet-name>

HER StatefulSet

WS : BRmEmEX 5897 T #551m
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HITLATES |, Mibk StatefulSet,

kubectl delete StatefulSet [NAME] --cascade=false

--cascade=false 8% Kubernetes {Xlii& StatefulSet , BARMIFR(EA Pod. WNEMIER Pod , MIHTLATSRS :

kubectl delete StatefulSet [NAME]

B % StatefulSet 1BXIR(FIIEE Kubernetesg 5153,

WS : BRmEmEX
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DaemonSet&iE

RITEHAYE: 2025-02-18 16:02:00

Eikl)

DaemonSet TEMTHEEHERNNEERES , AT RAIEERE. DaemonSet RIEEFEEERD T R LISIE{THEERT Pod.

TRMNZIERFAR , B2BBEEE Pod ; TRHFEIRERTE | Pod B NEIML.

V&1 Be

BesiRSS (TKE)

Ei

HECET Pod BY nodeSelector g affinity £2¢ , DaemonSet E181Y Pod #HZERISEHIEEMNIEE. &REE Pod BY nodeSelector

g affinity 248 , NASERBRIT R LEERE Pod.

DaemonSet $=HI&812(FE5|

Bl DaemonSet

1. B5 TKE =48,

2. EEMSHEF , BEaEF , HN\SHEE TE.

3. AR ERIE DaemonSet RISEFID/BFR , HEANFFEIE DaemonSet RISSAF IR
4. T {efa#k > DaemonSet , #\"DaemonSet"fSETTH.

5. EATRETER | N "FEEWorkload " TaE.
6. tRIESCRRESR , 185 DaemonSet 4], FEESHEEUT :
o TIEREE : BEN.
o WMRETE : RIELIRERETIERE,
o KA : i5#E "DaemonSet (B EH LiE TPod ) “,
o SLINZSER : IRIESEFREK , 9 DaemonSet f9— Pod iZB— M HE N ENEEE,
o ZFR: BENX.
o B : RIBCIRE R TIERE.
o BRIRA : IRIELIRE R TES.

o CPU/RITFIRH! : AIHRYE Kubernetes SRR #1TiRE CPU FIAFAIRESEE , RS SHIERITE.
o BRIRE : wRE "TIFER' , "EfTwd’  ETel  'ARERNE | R ESH

7. s RlEWorkload |, =61,

B DaemonSet

&3 YAML

1. 23 TKE =414,
2. EEMSHET |, BARERRE | N SERFEIE TUE.
3. BEEFEEE YAML [UEEEEID/ERR . ENFEH YAML RUSEFETEA.

WS : BRmEmEX
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4. ¥R T YEhE, > DaemonSet , i\ "DaemonSet"{SEITH.

5. FEEEH YAML By DaemonSet 17 , B4miBYAML , N "E#DaemonSet"TmH.
6. fE"EFDaemonSet"TUHE , 4wiE YAML , 2T558R% , BIRJERT YAML,

EEE
{X1E Kubernetes 1.68¢E B RA+373F DaemonSet iRENEHIHEE.

1 FEHEETNE , BEEEFEHEGA DaemonSet FIEEID/EFR , HANFEH=EA0 DaemonSet AIEEEFETETE.
2. EEEFEHEMSN DaemonSet 170 , BT,

3. £ "REEHRG WH , IRIELRERIENEHLN  RESH.

4. BESERK , BIRTERRE.

EPodftE

1. B3 TKE 2418,

2. EEMSHES , RESER, BN SESE .

3. EEEEETENE , REFEFMHEEN DaemonSet FIEEEE ID , HNFEMPodEIERI DaemonSet RISEEFSTETTAE.
4. FEEFEIEBGR DaemonSet 174 |, B EHHPodELE,

5. " EHPodEcE TUH , RIFLIRBEREREH LI IRESHL.

6. Ba5eRk , BIRJ&EHT Pod BCE.

SERTRBRIG

1. &R TKE =515,

2. EEMSHES , BESREE, HNSHEE TE.

3. BEFEEFE T DaemonSet FISEEFID/ER , HEAFEHAESRME DaemonSet FYSEEFSTEH.
4. EREFHEERE A9 DaemonSet 179 , S > EHEAERE , s2H EEAERE &0,
5. E'EMAERIE BN , BRI ABERE  Ri5e.

Kubect! #2{F DaemonSet $g35|

WIS : B emEX 6100 1 H551m
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YAML 7541

apiVersion: apps/vl

kind: DaemonSet

metadata:

name: fluentd-elasticsearch
namespace: kube-system
labels:

k8s-app: fluentd-logging

spec:

selector:

matchLabels:

name: fluentd-elasticsearch
template:

metadata:

labels:

name: fluentd-elasticsearch
spec:

tolerations:

- key: node-role.kubernetes.io/master
effect: NoSchedule

containers:

- name: fluentd-elasticsearch
image: k8s.gcr.io/fluentd-elasticsearch:1.20
resources:

limits:

memory: 200Mi

requests:

cpu: 100m

memory: 200Mi
volumeMounts:

- name: varlog

mountPath: /var/log

- name: varlibdockercontainers
mountPath: /var/lib/docker/containers
readOnly: true
terminationGracePeriodSeconds: 30
volumes:

- name: varlog

hostPath:

path: /var/log

- name: varlibdockercontainers
hostPath:

path: /var/lib/docker/containers

iE : AEYAMLURGIS | BT
http://imgcache.finance.cloud.tencent.com:80kubernetes.io/docs/concepts/workloads/controllers/daemonset , ElIZERTE]

BEFER R REGAIEARIIAIER , (MHTFTA N EDaemonSethIZHRK.

e kind : #xiH DaemonSet &RZEE,

e metadata : DaemonSet F9ZFR, LabelEEAREE.

* metadata.annotations : DaemonSet BIEI/M5ER , FIEITIZSEIREBRTZEMEX TKE RUZ/MEERE
¢ spec.template : DaemonSet E1EAY Pod AIEMEIRECE.,

WIS : B emEX 6101 1 H551m
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BEZu&EE Kubernetes DaemonSet B33

Kubectl i@ DaemonSet

1. &% YAML 75l , /% StatefulSet YAML 3214,

2. L% Kubectl , FHEEER. BIEFIBEESE B Kubect! EHEERT.
3. PUTLATE< | 8 DaemonSet YAML {4,

kubect! create -f DaemonSet YAML S{4ZFR

Bgn , eUEE—ANSZHERE A fluentd-elasticsearch.yaml fY StatefulSet YAML 3244 , MBUTLAT®S -

kubectl create -f fluentd-elasticsearch.yaml

4. PUTLATa< | IIEEIZ 2 AT,

kubectl get DaemonSet

REMULAT™ESR | BPRReIZRI.

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE SELECTOR AGE
frontend 0 0 0 0 0 app=frontend-node 16d

Kubectl &3 DaemonSet
HTLLTES , &5 DaemonSet IEEEERRERY,

kubectl get ds/<daemonset-name> -o go-template="{{.spec.updateStrategy.type}}{{"\n"}}'

DaemonSet BLA TN EFTRISEE

e OnDelete : BHATIERR, ZEIEIRITES DaemonSet /5 , EFEEIMIIRIARY DaemonSet Pod A48z IDaemonSet Pod,

* RollingUpdate : 575 Kubernetes 1.68 8 =hRA. ZEHKRIZEEH DaemonSet #&iRf5 , |HAY DaemonSet Pod §#&1E , B
LURENE 75T BIEEHHY DaemonSet Pod,

Bix—

PATLAT @S, E# DaemonSet,

kubectl edit DaemonSet/[name]
WA AERTERENIGIE , RENEEFMNEFEREER. SLIBHLEAE#H{EER DaemonSet £,
BFEZ
BATLA TS | EFEER =S5,

WS : BRmEmEX 2102 7@ #551)
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kubectl set image ds/[daemonset-name][container-name]=[container-new-image]
FEINREF DaemonSet FNEMSEAT , WHEEHR , (NEHESFER.

Kubectl [E]{& DaemonSet
1. BUTLAT#S . &F DaemonSet FIEHH S,

kubectl rollout history daemonset /[name]
2. JTLAT WS , BEIEERANFS.
kubectl rollout history daemonset /[name] --revision=[REVISION]
3. PUTLAT A< | BIRZRIRI— RS,
kubectl rollout undo daemonset /[name]
WHRIEERRIRAS |, THUTLATHS.

kubectl rollout undo daemonset /[name] --to-revision=[REVISION]

Kubectl #fif& DaemonSet
HITFLL &< |, Mk DaemonSet,

kubectl delete DaemonSet [NAME]

WS : BRmEmEX
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Job&EIH

RITEHAYE: 2025-02-18 16:02:00

e
Vi
Job HHERABIE 1-N 4 Pod , U5 Pod BRSNS , BEEFER, Job TATHELE. MESFSHE, BIRBESH
(TR FHTE. BEERSRRLSAR, Job YT , FEAIENH Pod , RAME Pod , AIE "B FEBTERM
Pod BRI, MMEEMERT Job , Job IR Pod thAFRHIE , BTSN Job AIEE Pod HIE.

Job =HIGER(FIESI

€& Job

1. B3 TKE 248,

2. EEMSHES , RESREE, BN SESE .

3. BEFEERIR Job RUSEEID/BRR , HENTFEIEE Job MUSSEF SR,
4. EERTERE > Job , N "Job" (S5,

5. BT | N Workload TR,

6. tRIESCRREESK , IRE Job %), XBESEEEWT !
o TIEREE : BEN.
o METIE : RIEEIRE R TIERE,
o KA . %% "Job (BR{ESS) .
o JobigE : {RIELIRERK , 9 Job B—1 Pod IRE— SN FEINEEE.
s BEERE  IRE Job EIER Pod EEESHITHIREL
» FHTE ;188 Job FHTHITA Pod FE.
v KWEFRE | I8 Pod TRESEEHENEDRE.
* I%F Never : REFHRR , HXE Pod TSR,
= 3%$% OnFailure : Pod 45517 , REEBEHE.
o SLINZEE : IRIBLIRERK . A Job B—1 Pod IRE— P EE N A EINEEE.
" B BENX.
v B RIESRRE R TSR,
» BERIRA | RIELRE SR TIES.
= CPU/PITEBRHI : BTHRIE Kubernetes BFERRS #H{TIRE CPU FINFAYRFIEE |, IRm L SHufititE,
» BRIRE  TNRE "TIEER "B BTeY  'SHRERNE | TR SEH
7. BaEelEEWorkload , SeRiblzEE,

BE Job &

WS : BRmEmEX 2104 T@ #551)
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1. B3 TKE =448,

2. EEMSAVES |, B HN SEFEIE T,

3. BEHREEE Job REHIKEFID/BIR , HAFEE Job IRSHISEFETENE.
4. EFETIERE > Job , HEN"Job"EE A,

5. BEREEERETH Job BFR , BIEIEE Job i#5.

Es Job

Job HUTTRE , AEEIEIAY Pod , BARMIER Pod , BRIFERTHEEETMA Pod BE. WMREMET Job , Job BIEEAJ Pod
tEERHME  BEEARENZ Job BIE2AY Pod FIBR.

Kubectl #{E Job 155|
YAML 75~451

apiVersion: batch/vl
kind: Job

metadata:

name: pi

spec:

completions: 2
parallelism: 2
template:

spec:

containers:

- name: pi

image: perl
command: ["perl", "-Mbignum=Dbpi", "-wle", "print bpi(2000)"]
restartPolicy: Never
backoffLimit: 4

* kind : #xiR Job HFiRZEA,

* metadata : Job 9BFR. LabelEEREE.

* metadata.annotations : Job AIEI/MNRES , TBISIZSHIRERNZS/MEX TKE NEIMEEEES.
* spec.completions : Job &Y Pod ESHUTIREL

e spec.parallelism : Job {71789 Pod %4,

* spec.template : Job EIEA Pod FIFMIEIRELE.

gIZ Job
1. &% YAML 7=~ffl , % Job YAML 304,
2. 24 Kubect! , FHfEizegs,

3. 832 Job YAML 3744,

WS : BRmEmEX 25105 T #551)
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kubect! create -f Job YAML {4Z#R

BN, IE—N3XFE 79 piyaml B9 Job YAML 324, MIHUTLAT &S :

kubectl create -f pi.yaml

4. PUTLAT S | WIESIEEDRI.

kubectl get job

REULAT™ES | BPFRReIZRI.

NAME DESIRED SUCCESSFUL AGE
job101m

HHER Job
HUTIA TS , HIkR Job,

kubectl delete job [NAME]

WS : BRmEmEX 2106 TW #5517
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CronJob&IE

RITEHAYE: 2025-02-18 16:02:00

Eikl)

—> CronJob XERELT crontab ( cron table ) X4E—1T, EARIEEENTEEBIEZET— Job, Cron f&z{IARANT

# S8R
#—2F (0-59)
# | ——/\BF (0 -23)

#||—HB (1-31)
#|||—B (1-12)

#|||| —=H3 (0-7, 2HIH =087 )
#1111

#*****

CronJob =& FES|

fllE CronJob

1. B3 TKE 2418,

2. EEMSHES , RESER, BN SESE TE.

3. BEHEERIRZ CronJob RIEEFID/BHRR , #tAFFEIEE CronJob RUSSRFETEIME,
4. T {EtaE > Cronlob , N\ "CronJob"{SE A,

5. BATEIEE , HEN "FiE#Workload TR,

6. IRELFRESK , i85 CronJob 8%, XESHMEEWT :
o T{Ea#%E : BEX.
o ETHE : RIEIRERETIEE.
o 8 . % "CronJob (#ZRRCronAYItHIERTIETT ) ",
o HYTREE : HRHE Cron 18IREESHIEHIHITRES,
o JobigH

» EEXE : Job EIEH Pod EEESHITHIREL.

= HATE : Job FTHUTH Pod #E.

» KMERERE : Pod TR EIRHEIEFRE.
= Never : FEEHEE , HZ Pod THIERERET.
= OnFailure : Pod 445517 , BESBEEHS6N.

o LIRSS : HRIBSCRRESK , 9 Cronlob f— Pod iRB— M EZ N FEINSEE,

» R BENX.

WIS : B emEX 6107 T H551m
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v % RIESCERE SR TIERER,
" ERBRIRA  RIELRR K TIES.
= CPU/I7ZBRHI : BI1RHE Kubernetes BRFIRHI #1TIRE CPU FINFAIRFIEE | IRmL SRR,
» BRIRE  TNRE "TIERR "B BTeY | 'BHRERRE | TR SSH.
7. B pllEEWorkload , FEp%EIE,

B3 CronJob

EPodEiE

1. B35 TKE i=HlA.

2. BEMSHES , AR, BN SEFESE TE.

3. (EERETENE |, BREEEEHEGN Cronlob FIEEE ID , HAFEFHPodECER CronJob RUSERFETETA.
4. EEEFIIEBRL Cronob 170 , BT EHHPodELE,

5. £ "EHPodEE TUH , HRIESLIR& KIEKERMAT , IRESEL

6. BE5eRk , BIETEEHT Pod BiE.

SERTRE RIS

1. B TKE i=HlA.

2. EEMSAES |, BEHRE  HENSRFEE .

3. AEFEEH CronJob RIEEFID/BIR , HNFEFTBAEREE CronJob KSR ETEITA.

4. EREEFVRESRE A9 Cronlob 179, BAEES > BEHRTERRE , 8" ENAERIK"E0.
5. FE"EFTAERIE B, EI T RABERES , Bat5eAk.

BE CronJob IR7&

1. ZR TKE =HIAE.

2. EEMSHES |, BRESE  H\SEEE T,

3. BEFREEE CronJob IKSHIEEID/BIR , HAFFEE CronJob IKSHISEHSETMH.
4. ¥EETEfaER > CronJob , N\ "CronJob (SR ITH.

5. BEEEEEIASH CronJob Z7R , BIEI&E CronJob #i5,

Kubectl #2/E CronJob $55|
YAML 5561

apiVersion: batch/vlbetal
kind: CronJob

metadata:

name: hello

spec:

schedule: "*/1 * * * **
jobTemplate:

spec:

template:

WIS : B emEX 6108 1 H551m
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spec:
containers:

- name: hello
image: busybox
args:

- /bin/sh

- -C

- date; echo Hello from the Kubernetes cluster
restartPolicy: OnFailure

* kind: #xiR CronJob ZREE,

* metadata : CronJob fIEZFR, Label EEAEE.

* metadata.annotations : X} CronJob FIERINZER , AlBITIZESHIREBNASRMEX TKE AIEIMNEREE.
* spec.schedule : CronJob #1789 Cron BYZRHS.

* specjobTemplate : Cron #1179 Job &l

€l& CronJob

BiE—

1. 8% YAML 7=:f5| , #%& CronJob YAML 3214,
2. %% Kubect! , FHEREERE,

3. PTLAT#< |, B3 CronJob YAML 3244,

kubectl create -f CronJob YAML S{43ZFR

Bgn , eUEE—ANSZEZ A cronjob.yaml B9 CronJob YAML 324 , MBUTLATES :

kubectl create -f cronjob.yaml

=

1. B IHT kubect! run %<, HuERIZE— CronJob,
BN , REEIE— NSRS TEEEEEM CronJob , WHIFLA TSRS ¢

kubectl run hello --schedule="*/1 * * * *" __restart=OnFailure --image=busybox -- /bin/sh -c "date; echo Hello"

2. JATLAT &S | WIreIE R EA.

kubectl get cronjob [NAME]

REZELLATNES | RIZR0IEEmII.

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
cronjob * * * * * False 0 <none> 15s

WS : BRmEmEX 2109 7@ #551)
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HHER CronJob
o TIPS SET , IBRIARSEELEELIZER Job , BHTIZSIGEIETEERIZER Job,
o HTUMR <SR , ERIEERY Job FIEZMAY Job WARSHRR IEEMIR,
o GNZEMIFR CronJob €AY Job , iEFaNR.

HTLATa<S | Mk CronJob,

kubectl delete cronjob [NAME]

WS : BRmEmEX 2110 7@ #551)
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IR E TAFRERIETRPRS

BRUTEHTAYE: 2025-02-18 16:02:00

1Bk (Request ) 5 Rl ( Limit )
Request : ZESFEANR/NERENX , (EABREAENTRSEAMNKE., REETRLEUSERARE > = BEERIRIEKEET 4 1FE
BEEAERZT A, 18 Request SEIAIRHIBRBNE R FERETRE. Limit . BREERNEREAE.

5888 : EZ Limit f] Request SHINE , BF BEEIFE.

CPU BRH!5EA

CPU &iR7IFIRE CPU i53K#0 CPU [REIFRIRE , LItz (U) NEBAL, ¥/,
BA
* CPU Request {EREERIAIMKIE , EEBZRIMZER/ET R LDE CPU ERHEIR , 718 "EHES CPU" HiR.
e CPU Limit fR#&IZERS CPU FIRRI LR | FMREFTAMHBRE ( CPU Limit >= CPU Request ) .

RFRRHAA

AERBERATFRFISESERARFERREEZ. LA MiB R, 5N
WiBA :
* 7F Request fEAEERAIIKIE | EOIEN NZBRET R ESEAE | FR8 "ENERE" FR.

°* AEEBRAREEER, UPRLAMEASEERARNFEYEEN , £ OOM BXIE. FEWARE Limit BF , BIA Limit =
Request , {RIEAESHIEFEIE(E.

CPU {#FEE#0 CPU A=

* CPU (RENEIE , FsLhrEMRY CPU ROMIERZEL , CPU BIFIER CPU BIFIRGIRFMTIKIEERE CPU (£RE.
* CPU fEERZ/H1EXME , &= CPU RIfERES CPU BZROLLE (&SR LR CPU ZEmItE ) .

{EF7A

—/NEERRRGIEBE Request #1 Limit FOYER , MIKEERFEIELA 4U4G U5 . ELEPEAIFA Pod (Podl , Pod2) , &1 Pod BI&
JRIRE S ( CPU Request , CPU Limit , Memory Request , Memory Limit) = (1U, 2U, 1G, 1G), (1.0G = 1000MiB) Tt
CPU FMINEFRRIRERBE RN TER/FR :

B2 CPU BRA - 1U (HEE Podl) + 1U (9#CE Pod2) = 2U , RIRALASEART CPU HFiRJ92U.,
BESENRFRIRA : 16 (HE Podl) + 1G (5L Pod2) = 2G , FIRTUSENRFRIFEH2G, FLAZHRATLIBEE— (

WS : BRmEmEX %111 7@ #551]
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CPU Requst, Memory Requst) =(2U , 2G )Y Pod && , Ei&EFE21 ( CPU Requst , Memory Requst) = (1U, 1G) AJ Pod
BB,

ERRRHSE , &1 Podl 0 Pod2 EREIRAILIRA (2U, 1G) , BMERRZ=RAIESLT , Pod (R CPU HIE&RAREAZI2U,

RS RIFPREIHE

TKE SARIEE RIS RGN RREKHET Request 5 Limit (& , EAEFESRIEENERENFRINET | AKBNIISERIER

T o

EERE . RNEGASNEERTREABRREOHRIIGE  FRHUBED ST EISWIIERRLHEIETF Request , Limit 3
Request B921z,

Request = Percentile(SEfrfaZk[7d],0.95)
Limit = Request * 2

SNRBRIRFEAREE ( LPrfadk ) NRBIEFTTENSEER , BISENNY AEANETEE [ SREMITE. fi, %4 tag
namespace , serviceName Effifsft, EREZRTEEREREEEIEE  WHEFHEAZ.

HEEIDT . EFERTES , BEANESDESTHEFENER , TTaER T LT LsEhk

1. HEIBUEFAHEITENEX  BISEFTEEASE (Lhrkd ) KF14401 , BIE—RAYEUE.
2 EFENTIEHEIAECEBER Request B3 Limit,

WiBA :

1. ATHFERRIEDLAHKITERN , FN L , FRREE TR SRR |, #HEFaERER.
2. (ERHEFERERS | TR ASHRRNEENSRTEBEEML. ERFH , AR IIRRE R,
3. HEFEREWVE , SR LURIES S SRIEIMEMER AR,

WIS : B emEX %112 71 H551m;
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IRE TIRRERIEREAN

BRUTEHTAYE: 2025-02-18 16:02:00

BIIRE TERETESRIREREREMN | ez T(FRE TR Pod EEHAHTAE. FEUTHALS

¥ Pod EfTTEIEERT R L.
¥ Pod iz THEE—FAE (FAREHIUETEAR. NESEY ) PR L.
¥ Pod SEHHTEEIT R E (B HR— , FFERMH Pod FILEE ) .

{ERTTE

AUTERH

o RETFRBBERRETIIEREMN , BERFH Kubernetes IRAVIZL 7LA ERIRRAS.
o JIFHRIZA Pod BEBEEMT) , BRRERENEENNZNE  TRESRZRBATEREE.
s (ERBENBEREINEN , FEATTRIREXA Label. FHEFEN RETMA Label.

IREREEAN

REHERFRL TREBSRE , NATLERIZ T FREREREMRN. ETLWRIESIRFER | SR TR EESEE
o EETRAEE : FIREXLH (Pod ) FEIPEEMUN TR L , LT RIRE,

o BESGEEMN : sTEENXSES) (Pod ) VEEHIN , FLACSLHIRES.

BENXEEANSSLATRMR

o ERIREEREM  AEHEURBEFAMESRMG  WEERIRIA node, MRRBTRBEFRM , WEEKK.
o REWRERFM  AEHENRFHEEFESRG , WEEZEIRIA node, MIRSETRBERM , WETIBEEEEET R,

BENXEERNISATLIRINSSRERN , SHNEREFIE XA ¢

e In: Label #Y value 7E5I5R,

e Notln : Label f9 value R1EFIZEH,

e Exists : Label i key F7£,

e DoesNotExits : Label i key R7F7E,

* Gt : Label FU{EXTFFIFRE ( FRFEBLTE ) .
* Lt: Label RFY{E/NFFIZRE ( FRFHLTE ) .

WIS : B emEX %113 i1 H551m
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JRIES MR

IRSHIEENINESE @IS T A Yaml Z Kubernetes £28% , Kubernetes Y Affinity and anti-affinity fl#I1&(#18 Pod &—E N7
E. EZ% Kubernetes 9 Affinity and anti-affinity #l#|/ME88 BEEIFE.

WS : BRmEmEX %114 W #5517
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B TERERIERIOE

ERITEFHYE): 2025-02-18 16:02:00

BenERRFAZET Kubernetes, Kubernetes SRS TAIMERN , FHRIBRNERF TSR0 | FUTEOMIRIE.

R ERA

REEES LTSS

o BETENE  ATRNSHRESEE  XUTHUT ps HONBEHEREFE. URBHENFEENELY , SHSNZBHTITER
BMF. MRBRFEEERY  WAHUTIEEERE.

o DERENE  ATRNSHREDERIFFRGERFER. FiI0 , BFENEHMRRKE , FENSHELIESE2ERBIMNIIED
TRIREENTeR A BERIIRSS. LR , TBUARENENEHVEEREFHE , WNEFEDEHMTK. NRBFAMERETRN , EiF
SFBERDAZER. NRERMNMERERY  MEFRXSZE0955.

fEEREEST(

TCP iR

TCP imHRUBIRIRINT - XTHRM TCP BEIRSHIES | SRFAIMEINZARRE TCP iER, WSEEAMTh | IEBBRNAT , BN
PR, 28 TCP mORNAS T , AU ES R RITRRO. fl0 , —14 redis F28 , BRIRSIHORZ 6379, H(NZBREE T
TCP mOHRN |, FHEEHRWIRO 7 6379 , BBAKRFHAMIIRSZ AR 6379 nIAEE TCP &k, WNSRIEEAMT | IERFGEMID , &
AL BRI

HTTP Eskig

HTTP {ESERUEE XS THRME HTTP/HTTPS RSSHVEER | FERFEEAM MR Z AR A HTTP/HTTPS GET i53K, 415 HTTP/HTTPS
response JR[EIfB/ET200 - 39956 , IEBFERNIARTD , BNERNLM, (A HTTP SRR ES R RITANROF] HTTP/HTTPS A9
TEKERR. Blan , 124t HTTP IRSBAVEES | BRSIHO 80 , HTTP &EE&EA /health-check , BPASEFSEHAMIIRIZR SRS GET
http://imgcache.finance.cloud.tencent.com:80containerIP:80/health-check &K,

PTRSRE

PTaORER—MEANREST , A XERBFEE— "SRRI HRTHS | EHSFREESSERRTZGS. WRGSH
IREFERZO , 1ERY , BUIEERK. XITF TCP imRM 0 HTTP iR , BRTLUEBTHY TR HRERGTREN

o XJF TCP imOHRM , AILAS—MERXIBRRA%R T connect, N connect A1) , BANREO , BUIRE]-1,

o XF HTTP iERIRN , AJLAE—MIASEXI B 2831T wget FHOE response RYIR[ERS, 40, wget
http://imgcache.finance.cloud.tencent.com:80127.0.0.1:80/health-check , #NSRIREIRITE200 - 399HTEE , IARE 0, FRK
E _10

TR

° WNEHENTHIERRERSENERGY  BUSEERAZFEF I TRK,
o WRHITHIRSE— shell A , REEEIFIEEHAIERNITHS | EEMN EHARMERRES. At , HAR
/data/scripts/health_check.sh , BRAERMITHSIAERT , I8EAIFERA sh /data/scripts/health_check.sh

WS : BRmEmEX 2115 @ #H551)
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o JERNEERY : BUFD. IEEDBENE  SAFHARN. G0, FIRERIRERS , BPARRRESERSBENSIETA.

o [EIRRRTIE : ). IEEEBRIGERSTER. a0, ARATEIREML0 , BPASEFREMRL0siGE —X,

o WARCEERY : EA{FD. ISEEEBRNAGEBATETE. XIRE] TCP imOERN, HTTP iERIRN. HUTamSteE=fMA , HBlFmR TCP &k
HBATEE), HTTP i5KIaREEA AR A T ap S ATHBAT A E).

o BEEE : BOR. EERROEESRINIZORG  FTHTEERZRE. G0, BREERENS , NiRAREHEEEIRNER
BeH . NN R,

IR MREREERNXENFENE | BMARRRERERL  BFRERHEEERBHRINNT.

o FEREE - B0, IEERFOEERANESDRGE  ZHERHREFARERN. flU , MERBRERENRS , NRBRERHREL3IR
EIRNAY , DN EEERR.

WS : BRmEmEX 116 TW #H551)
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IRE TIERERNET T SHSEL

RITEHAYE: 2025-02-18 16:02:00

A
BB TR ST , BEEIIREREELOTERMETAEE. ERANBERT | BESETHAGS , IRERFET—MEN
WOWESHENRIAE , BREERRLUT=MEE -

* T/EB= (workingDir) : IEEHRINITIEER.
e i517%% (command ) : BEIEEIEITHISSRSS.
o @SB E (args) : EBEIETROMISEL

T{EERi%AA

workingDir , BMEEHRINTIEER. MRAFE  WEHMEE. MRESHBIEE  WERASSETHNEAME. NREGTNRIZEE
WORKDIR , BfEizs#HI&HRIERE , W workingDir B\ "/,

an STISERIER

g ()] |, THRUEIE docker run S ER BN =S HEXBRIRS.

Docker B EIABEFHEEGERIBXTEHIE | IRNERIZTHOMSE | FRESETEEHERENICANGSTISEL
Docker [RAE N HIFER A “Entrypoint” #] “CMD", i#I1Ea]&%& Docker B Entrypoint 588 #1 CMD B8, MNSRE1ECIREIRSSAT | H
ETBENETHOINSE | BEIRSBEEEESRGIEENIEATS (B "Entrypoint” #1 "CMD" ) . EFMIAT :

1% Entrypoint &% CMD BREMETHS BRENIEITEH REHIT
[Is] [/home] KRiRE KRB [Is / home]
[Is] [/home] [cd] RRE [cd]

[Is] [/home] KiRE [/data] [Is / data]
[Is] [/home] [cd] [/data] [cd / data]

B : Docker entrypoint 3PS 2EIRSEHIG ERNIEITES |, Docker run B9 CMD S#03NSRIRS 246 FHNSITEE, 48
ZNETEHET , EERSIRSNETSHTEHASE , B 85517,

WS : BRmEmEX 2117 @ #551]
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{8 TCR eVhiRsEfIn A= =G eI TR

BRUTEHTAYE: 2025-02-18 16:02:00

37—

BERERSERERESTSEETEREMMEER, WSOHES M. SEMREANEIERSRER | BRHEWVEARER
BLEIEERS. ERTIARRS , BIRSHFERRER e, BRBHES. Helm Chart J5E. MEIHEEHSFHE | #1558
20 BRFEERS.

RNMBIMAERRRIRSS TKE i |, EAEIRBREGRSS TCR RIEENFAEREGHITIAEE.

AR SR

£ TCR RITERIRAEREGIITIAER , SRETMIATESIE

* CHEBSRRERSREIARSES]. WEREIR  B2%F IR RSLA SeRelE.
o WMRERFKSHITRE  B5%F BREINGZ0) BATAFRS R T X RSLAIRRERUR.

BIFLR
SRR

fIESRTE

R TCR RASRSEAIN T G R TE . BREHBHEXRGENCE. 55% tIEGmaTE RETMALE. BNGETEEFERT
BakE\Z , A3ZLA docker S,

BIERGCRE (k)

BRBGITEERRNREGCER | 55% IE&RE 0K RRETHE. BERCESMFRENHEMENSREEER , A3
getting-started J9f3l,

B8
Bl docker cli SREMBRERTH |, FI40 jenkins #HEEREERIWIRTAIRE , SRECEATE KBt  THREAIFHE!
.

HEXERER

&a]iEe docker cli BEEfMEHREEETR , fII0 jenkins HEEREEEEREOER , 73 docker cli A, ETRFEEFER—ER
%8 Docker IRIRSSEREMIIEY , FHHRINIENEFIREE BEEMNEHERE BXAAMER ML EER.

1. &% FEELAIEREIE SREVERIES |, F1#4T Docker Login,
2. BRAING | ERIEAMIIEFIR M DockerHub FXREN—MAFFEGAT M. ZA3ZEL DockerHub BE75HY Nginx &

BERG, ERSITLIERRIHITIUTIES | BIaEXZES. 1518 demo-ter, docker K getting-started {fRORE R IIESLIREIEE
HISLHIETR. HRTRBMRREECES.

WS : BRmEmEX 118 TW #551|
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docker tag getting-started:latest demo-tcr.cloudcr.com/docker/getting-started:latest

docker push demo-tcr.cloudcr.com/docker/getting-started:latest

HEERIfE | B RHEERIER RECHE NH , tFCESHAFRREES.

EcE TKE SB¥iia) TCR LA

TCR {RAVARSEAISTIFMERIHIENES] , BOABB2ERRIRAIIMEREE., EARIE TKE SSREpIMKRECE | IEREEIE 2 MR RIEEsESES] |
HEESRREER. & TKE S£8ES TCR IAIFPEAER It , BB RRIGEAANERES  TRARNNEE , FANMNRER
=,

{58 TCR § RAAHHH{TRIEECE (155 )

1. BRERRSEHE | ERANSIVE PSR,

2. FESREFETETUE |, EIREEEY ID , HNSEAFIET.

3. ISR AMFRLPOEHEER | TAGEENERENE.

4. TEFTR AN EENE 2% TCR B,
158A
Z4A0 TCR BMHERSTRE K8S hids > 1.12 RUSSEY | INESEHRAEASTT | BRAFIEES | S RERIRE.

o BEHEERFETRANTIREREERE,
o BHSHEETREEAM.

£ TCR A 2HiRENH , 2EEEFBETNMANEHERESR | BEERXSH.

o KERSLHI : iEEF SR EIMIRAT TCR ST,

o REFNEEE : FIRAIAEE.

o RMISIAIECE : FIEINAE | 7 TCR SLEHENSRIFRTE VPC HABEEHENE | SR T ReTRIMITEIE) TCR L6l , ToHAERAT)
8. FAT TCR MUEENEEHTINREMART PrivateDNS | & ARIERFRTTEMIETRSISF PrivateDNS 7o |, AIfERANECESLIIAMIGR. 40
RRISIEE PR SEIRIER" | 155% AMILEET , BC& TCR SLFIS TKE SERFFRTERAERILS VPC RIRRIGHEES.

5. BATRBREA LR,
6. FEAAMHAER I AT . FHARRIRE TCR i RAEM.
BHRETE  FEHSEERMNREREIZKECLAIRGERRIEEN | TREGIMNCE.

FahEEAMSRRIGEEIE
1. ECERRITIE

1. &% AKiEEHES , BB TCR SEfIS TKE SSEEFTERAEEE VPC RIRKIGERS | FHTE BT,

WIS : B emEX %119 T H551m
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2. Y0470 TCR SERIRFTEMBIEEE SIS BT | AI7E TKE SERFHEIRACE TCR LRSS, BIRIEEIIEIRER | RS

=
E

o BUEBSREHRIECETI M Host L6 TKE £8¥1Y" RIRSHEE LB+ , HERFREH T TRSIEE FHAUTAS

echo '172.21.17.69 demo.cloudcr.com' >> /etc/hosts

o NEEHKHEETR Host BREHENTIR , FHHUTUTHS ¢

echo '172.21.17.69 demo.cloudcr.com' >> /etc/hosts

172.21.17.69 K demo.cloudcr.com iEE#AEHSERREFRRIKIIEEYT IP K& TCR LAliFE.,
2. EeEiAIaEiE
1. BETCR - RENKSEE , RERSRIKSHAFERER,
2. TEESEHIFIBTR , EIFAMIAY ECEEE > Secret, # Secret TN
7E Secret TUESAFTREEH \FTEE Secret T0H , 2L TSR TRIBIEILE,

FESHERNT
o Secret #& : i%i% Dockercfg (RIS EEEHIAEIE).

o H&HWCEE : AEE NTREIENGETE.
o RFOEES | 15 TCR LAINISIANESE.
o AR\, BB ES S8l BRBRFRERER.
3. A BIEE SecretRIEIER T A,
{#5F8 TCR LPINSRRGNETERE
1. EERHFERE [ EEAMI(ERE> Deployment,
2. 7£ Deployment TRE B,
3. 7T **Deployment** T , 2ELUTEERETERE. FTESHESWT B85 ERE

o WRTHE : EFE FRIBEFIENGETE.

o SLEIRESR

 BR PEEERS  FAOEFRETNE  EEAERERSOUL  BIREFERFNE. SHMREGROE.
» REIRAE  BERFRGE  REEEREREY  CEFRERENE  RIEFTESFZRECENRE MRAE. EREENEAR

latest,

o REHIAFIE :

WIS : B emEX %6120 T1 H551m
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» SHOLE TRy REMH . THEE.
SRR TCR ¥ RAEM | EFFMREHDRE  FHEE REHOEIE SBHE TRAVARIEIE.

4. RRREMSEREST | B8R Deployment/ZEEZ TIFREAPEIHE, PEMINIS . A7 Deployment TAEEZ LIFfE:
(517 /HREEPod S 9" 1/1",

WS : BRmEmEX 121 7@ #551]
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Sl
B aEE AN E(F

RITEFHHYE): 2025-02-18 16:02:00

BIEn=

S5 (Pod ) Bi5f 482 I08E ( Horizontal Pod Autoscaler , HPA ) AILARIEB#RSER CPU FIARAITISESISRET B, FRikS
89 Pod &, AXNBNTBIERZSRMEXERERSEHETI Pod By 485,

TR

HPA FEEHSE R0 ARRERIENARRM Pod MEliSR , ARMRIESRIISNEIE. SREIAEIIZERENERTIHE | HERR
BERIEARSNIPERIAS,. BHPERIAHSLRIEIASR—ENES , HPA &% Deployment 31T Pod BIAEEEEE , NMIAZIBGN
R4ERIBRY, LA CPU FIFBEAMI , [RIEHEIE2NA , SF9 CPU FIFBE ( HRIHEREUE ) 190% , BalE4Eg BBl CPU A
60% , MEZIAEELAIEE : 90% x 2/ 60% = 34,

RAFRE T Z 8 REENR . HPA 2KIES MER | D3I EHBEREIAE , BERAEHI T EREHRF.

FEEIN

o LIStRREYER CPU FIFBER (& Request ) Y , M/UABERIRE CPU Request,

o RESIEREIREERIE  HIUNRET70%LBSFINA | TAE30%HIRE,

* {&FF Pod 1 Node f2E7 (&% Pod SIEER ) .

* (RIEAFBERNABIETEIE T,

* HPA EiHEBRREIAEEE— 1M 10%RMEF. MNREKIFEER , HPA FARKEERIREE.

o UNRIRSESIIMAY Deployment.spec.replicas {E790 , HPA JEA#21ERA,

* WNRXSET Deployment ERIFBEZ HPA |, MIBIEERT HPA SERTAER , RIENNEHREY 5.

Ellli e

CelRERf. XTelRER  FEBEN ClEEE.

ER{FLR
FEEIH #E
B LR =R R .

B RESCHISERETS
1. PEHAMSHVEhERE  HNSEFEIE .
2. BEFECIERRYEEAIEEY ID , EAT{F#EL Deployment 18I , IR,

WRFRE - BRmERMEX 28122 71 #551]



O BASTCE

3. E"#iEWorkload TR , IRELAIENEHEEET.

o MUASREG . EaRAETIREKIMAORIRIEIR. FITESN 18R,

o SLOIEE : BRIESSIRE R TIAR | TOMESTERENEENEMNAET  FaBHIZRETE.

BUFEE RS

1. NSV rhEERE | " ERFETE TN,
2. B EECERYEARIEERS ID , N T{ERE Deployment #BH |, LR BERH4EE.
3. 1£"HorizontalPodAutoscaler "TaHE , BATHEHHRE.

4. FE"FREHPATUE , ARIBLATRDS | #HT HPA ECE.

B MAECIRA B RREERER.

EEN | BRELIRR R TR,

TIERBAE | SIRESIRR R TIERE,

KEXT{ERE : FEEAZT | BIRIESIIRGE K TIERE,

REASREE | Bah{RAETHRERIAISRERIENR | EEBS I i8Rt

v. BaTEBIEEHPA |, 525K HPA HIBIIEE,

B YAML gz

1. BEHAMSHEhERE  HN SRS .
2. BEFEOIE(REAERSERT ID , AT IFRE Deployment R,
3. BEZIEA LA YAMLEIERIR.

4. FE'YAMLBIZER TUE | {RESCRRRIRIENS , Saisemk , BIRTHTE HPA ,
L= = B
FILAEIS LA R =R BT IRSS Bal 4E 2.

IBEEST Pod ¥

1. EHAMSAVEhERE | H\ SRS .
2. IEERECIR(RIEAERISEET ID , HAT{Ftdk Deployment B , BT EHMPod¥E.

WS : BRmEmEX

SCHBE : IBIRIESChnR K TIERE | THINELERETEENEET  FoBHZREBE.

BesiRSS (TKE)

%123 ™
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3. E"EHPod#E TUE , IRIESCArBRIHITIRE | HREEMLAME.

EEH Hpa KB

1. BAFRAMNSAE SRR , M\ SEREETE TUE.
2. IR E O RYEERIEERE ID , A T{EREL Deployment i£ER , B ERH4E.
3. 7£"HorizontalPodAutoscaler T , BBEEEEFHEEN HPA FETANRENEE.

4. ' EfHpaftE TH , RIELIRRREHTIRE | FHEREEHHpa,

BU4WI8 YAML i

1. B AMISAV= R | " ERFETE TR,
2. B EECERYEHARIEERS ID |, SIRERNH4E.
3. f£"HorizontalPodAutoscaler "TaH , EIREEEHELEN HPA FRETAMF4HIEYAML,

4. f£"E#fHorizontalPodAutoscaler TR , FRIBSERRERHITHRE , BdSemE.

EtRRE

EES eSS VSR EaN LN

WS : BRmEmEX 124 TW #H551]
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SlEERE= NI

BRUTEHTAYE: 2025-02-18 16:02:00

BesiRSS (TKE)

&5 ( Pod ) Biai¥ 4E&TI8E ( Horizontal Pod Autoscaler , HPA ) RILUMRYEB#RSERI CPU RIS ESISRENT . 8RR
B Pod 8. Bay FEH , AIAHMEERIEHTIRENMAISIREEELE CPU 1515, W7, MR, W GPU BXIStR. ItHh , XS
IRERTLATEREIE YAML SU4-EIEEFI4REE HPA BIfER , 2SS4 HECE YAML SX47RA,

SliEERE TN

BahERgEfERF B R
Hrh metricName sRRYZEARSHEREN , BIERPIREOABRN , ZBMERS YAML XAETE2E.

CPU #Bix

(=
(=#E)
CPU {£FE&

CPU RIFE=R (5
TR)

CPURIAE (&
Request)

CPURIB=E (&
Limit )

mEfR
EinEiR (F58)
RS

HHim

ERIERE
BRI IOPS

RS IOPS

[

TEIRER
(&=H8)

TN

=21y]
(=HlEe  &F type
)
% Pod f§ CPU (EFRE Pods
Pod fy CPU fFRHEZELT =
% P
& EE ods
o Pod B9 CPU (FREEFMEE Pods
9 Request {H2ZLL
o Pod g9 CPU (FHEEIZE Pods
/Y Limit &2tk
B (IEFHE) &iE
KB/s Pod YRR SEE
KB/s Pod AUREERISEERER
R/s Pod MIEEISEENEURERT [0 IREL
R/s Pod 1EHIRS NFELRY [0 /X2
L :
(E518) i R
Mbps Pod IS AT TR Pods

WS : BRmEmEX

i

metricName

k8s_pod_cpu_core_used

k8s_pod_rate_cpu_core_used_node

k8s_pod_rate_cpu_core_used_request

k8s_pod_rate_cpu_core_used_limit

type
Pods
Pods
Pods

Pods

metricName

metricName

k8s_pod_fs_write_bytes
k8s_pod_fs_read_bytes
k8s_pod_fs_read_times

k8s_pod_fs_write_times

k8s_pod_network_receive_bytes_bw

%125 ™

BOABRRL

%

%

%

%

BRI
B/s

B/s

/s

/s

EOAERNL

Bps

£551m
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BB
(=H8)

LS T

S

RIZENIR

HEim

M HRE

MENBE

MEHEE

R

BRI (=S )

RiFERE

REFERE (A88
Cache)

REFFIER (4515
=)

RERREER (&1
=, A3 Cache)

REFFIER (&
Request)

AEFB=E (4
Request , ~E&
Cache

WEFIRZE (4
Limit )

AEMBE (4
Limit, 78&
Cache)

GPU

1Bt EtR (EHE )

By
(=HE)

Mbps

KB/s

KB/s

N's

M™s

B
(#=Hl

a8)

Mib

Mib

%

EAfy
(=HlE
)

WS : BRmEmEX

&t
Pod RIS EIHEEL
#

Pod AT EREZ
il

Pod RIS EIREZ
0

Pod FIANTIEBEZ
it

Pod RItHSEEEZ
G|

;T

Pod RTF(ERE

Pod WEFER , A28
Cache

Pod W7EEHRSG node
BYEL I

Pod WEFEHAEG node
RYLEH , <& Cache

Pod WFFER S
Request BIELAI

Pod REEFERSG
Request BILLRI , A&
Cache

Pod WFFER S limit Y
Yl

Pod WFFER G limit B9
Ebf5l , &<& Cache

&E

type

BasiRsS (TKE)
type  metricName EOABRL
Pods k8s_pod_network_transmit_bytes_bw Bps
Pods k8s_pod_network_receive_bytes B/s
Pods k8s_pod_network_transmit_bytes B/s
Pods k8s_pod_network_receive_packets N/s
Pods k8s_pod_network_transmit_packets S

type metricName ERARL

Pods k8s_pod_mem_usage_bytes B

Pods k8s_pod_mem_no_cache_bytes B

Pods k8s_pod_rate_mem_usage_node %

Pods k8s_pod_rate_mem_no_cache_node %

Pods k8s_pod_rate_mem_usage_request %

Pods k8s_pod_rate_mem_no_cache_request %

Pods k8s_pod_rate_mem_usage_limit %

Pods k8s_pod_rate_mem_no_cache_limit %
metricName ERABR(L

%126 @
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i node AYELAHI

O BRTTCE SRS (TKE)
By
ERERR (=H8) (&=HE & type  metricName ZRINBA(T
)
GPU {#H=Z CUDA Pod GPU {EfHE Pods k8s_pod_gpu_used CUDA
Core Core
CUDA CUDA
E= E=E=
GPU HiE& Core Pod GPU &2 Pods = k8s_pod_gpu_request Core
GPU FIR= (& o GPU @S
P k 9
Request ) % Request BILLI ods 8s_pod_rate_gpu_used_request %
GPU FIFZ (&7 GPU &4 node
% Pods  k8s_pod_rate_gpu_used_node %
) EILL) -poc-rate-gputsec
iPU memory {&FH Mib Pod S,PU memory Pods = k8s_pod_gpu_memory_used_bytes B
= =g
==
GEPU memory EiE Mib P‘figpu memory Pods k8s_pod_gpu_memory_request_bytes B
2 FRiEE
GPU memory FIF o GPU memory {3 o
% ( &5 Request) % & Request FOLLf Pods  k8s_pod_rate_gpu_memory_used_request %
|
GPU memory £ % GPU memory {&F Pods k8s_pod_rate_gpu_memory_used_node %

i YAML QUEEFN4RIE HPA

ERILABIE YAML SU4-EUEERN4GREE HPA . LATRABCESHRIRG) | iZUEEN T —5BFR)9 example A9 HPA |, CPU fEREN1ERA
HPA |, SLHEBEIRNL - 2,

TKE E#E3RARER Resource 258,

apiVersion: autoscaling/v2betal
kind: HorizontalPodAutoscaler
metadata:

name: example

namespace: default

labels:

gcloud-app: example

spec:

minReplicas: 1

maxReplicas: 2

metrics:

- type: Pods # 373%{#F8 Resource
pods:

metricName: k8s_pod_cpu_core_used
targetAverageValue: "1"
scaleTargetRef:

apiVersion: apps/vlbeta2
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kind: Deployment
name: nginx
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RS
ServiceE=1HE

RITEFHHYE): 2025-02-18 16:02:00

Ve

Eibl

Service EXIIEIFim Pod BUHIASRES | IREEIEAVEILIAE IP, EaTLUEIT Service REISEHEHAZIFiRAY Pod, Service LT

A .

* MiFA : {#F Service BY Loadbalance &z , BEIGIFEARK CLB, K IP AJE#EHIIZEIFIR Pod,

e VPCAKifE : A Service B9 Loadbalance #zf, , BaIEIERK CLB, $§E annotations:service.kubernetes.io/qcloud-
loadbalancer-internal-subnetid: subnet-xxxxxxxx , VPC MBI ELET AN IP BHi5haEIEiE Pod.

o SEB¥IIAIA : {EF8 Service {9 ClusterIP 23 , BaHEC Service MERHEY IP , BBFEEFAIAAE,

Service 1=H B1#{FE5|

RS

o BNENAR[WSAER CVM WSSHEB— CLB,

EIWEAREE CLB iHIAEER(F TKE BahE1EH CLB,

{#FEEHEM CLB /Y, TKE £BzE= CLB EA/IGIH RS,

TKE BB SFIE#H AT/ TKE_Dedicated_Listener RUSITES , EftbiEITEsAE .

BljZE Service

1. &R TKE =418,

2. EEMSHES , REER BN SHSE .

3. BEFEECR Service RISEEFID/EIR , ENRFEIR Service FUSEEFSTETE.
4. %12 IRSS > Service , HN"Service"EETE,

5. BT |, N FEEService TUH.

6. tRIBSCARTEK | IRE Service 88, XESHEEUT ¢
o ERSEIR : BEX.
o ap R | IRIESLIRE R TR,
o BRSZIGIAAL : IRIESCRRFRH , I MATEIRS .
o ImMIBRET : IRIESEIRE R TIRE.

7. BREOURRARSS | STRREE.

B Service

WIS : B emEX %129 T1 H551m
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SEH YAML

1. B3R TKE =418,

2. EEMSHES , RS BN SESE .

3. BEFEFEH YAML WEEFID/BRR , EANGEH YAML RUSEF SRR,
4. i%#2RSS > Service , N "Service"{SE A,

5. EFEESEH YAML 9 Service 1790 , BATRERIEYAML , N3 Service TUEL
6. TE"EFService"TUH , 4R1E YAML , Baai5eRk , BIRTEFT YAML,

Kubect! #2{E Service g3
YAML 7561

kind: Service
apiVersion: v1
metadata:

## annotations:
## service.kubernetes.io/qcloud-loadbalancer-internal-subnetid: subnet-xxxxxxxx ###& 2 IERRIFIEIRY Service EfSEIZSR
annotation

name: my-service
spec:

selector:

app: MyApp

ports:

- protocol: TCP
port: 80
targetPort: 9376
type: LoadBalancer

* kind : #RiR Service BB,
* metadata : Service FURFR. LabelEEASE,
* metadata.annotations: Service RIEISMEE , AEBHIZSHIREBNSMEX TKE H9E1MEERE
* spec.type : #xiR Service BUKIAIEF R
o ClusterlP : fEESBFREBLTTARSS | AT FEREFAERAIE,
o NodePort : {SEF mdi% ST EIFi Service , EERFHMTLAEIE T IP:NodePort i3/,
o LoadBalancer : BN =S/ EXIBHIIREINERATIIRS | BUABIELMN CLB , 183 annotations BTIFEMK] CLB,
o ExternalName : }5iR558089%F] DNS |, {UERTF kube-dnsl.7 R EEhRAN,

annotations: A REISEEEEIEE L R/PIRISIERT Service
MEREENEEEBERE CLB AR , EEIR(HLS TKE 632 Service £ , BaJLUBIZLAT annotations TR E :

metadata:
annotations:
service.kubernetes.io/tke-existed-lbid: lb-6swtxxxx

annotations: }8ETI m48E Loadbalances

WS : BRmEmEX 130 7@ #551)
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WRBHIEEFAMEIR K , NORBENAEREFNEAEEF ST A . EJLUEILEE Service B Loadbalance , REBEIEET M |
annotations 30 :

metadata:
annotations:
service.kubernetes.io/qcloud-loadbalancer-backends-label: “key in (valuel, value2) * ## LabelSelectort&z

o EWESTIERERIFEIIEERER.

* BIHRSKMZ Node ERIEISFEKIRE Label,

o A4 LabelSelector &40
o service.kubernetes.io/qcloud-loadbalancer-backends-label: keyl=valuesl, key2=values2
o service.kubernetes.io/qcloud-loadbalancer-backends-label: keyl in (valuel),key2 in (value2)
o service.kubernetes.io/qcloud-loadbalancer-backends-label: key in (valuel, value2)
o service.kubernetes.io/qcloud-loadbalancer-backends-label: keyl, key2 notin (value2)

o EBRITREIE  BBYPEEZ Loadbalance,

* EMFETRA] Label , {RIFICECRNIGEIEIBENMELD Loadbalance,
REERNRHRLBIKS | EeIEAMIDESRIRSIFEREEL T annotations Ik

e service.kubernetes.io/qcloud-loadbalancer-internet-charge-type ~MmeaitZEA= , A%ES :
TRAFFIC_POSTPAID_BY_HOUR ( #&{#FEEit2: ) , BANDWIDTH_POSTPAID_BY_HOUR ( #&issaite: )

e service.kubernetes.io/qcloud-loadbalancer-internet-max-bandwidth-out & _EfR , SBE : [1,2000] Mbps, 40 :
metadata: annotations: service.kubernetes.io/qcloud-loadbalancer-internet-charge-type:
TRAFFIC_POSTPAID_BY_HOUR service.kubernetes.io/qcloud-loadbalancer-internet-max-bandwidth-out: "10"

€& Service
1. 8% YAML 7=~f5 , 8 StatefulSet YAML 3214,
2. %% Kubect! , FHERERE.

3. BUTLATES |, BIE Service YAML 3Ti4,

kubectl create -f Service YAML S{4Z#R

fign , BUEE—ANSZHE 9 my-service.yaml B9 Service YAML X214 , MAAATLA T @< ¢

kubectl create -f my-service.yaml|

4. PATLAT RS | BIERIEERRI.

kubectl get services

REZELILATES |, IR0,

WS : BRmEmEX 131 7@ #551)
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NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
kubernetes ClusterIP 172.16.255.1 <none> 443/TCP 38d

B Service

FiE—
WITLATES |, EF Service,

kubectl edit service/[name]
HiE=
1. FaMBRIERY Service,
2. PUTLAT < , EHEIEE Service,

kubectl create/apply

B& Service
HITLA TS |, #BR Service,

kubect! delete service [NAME]

WS : BRmEmEX
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Ingress&1E

BRUTEHTAYE: 2025-02-18 16:02:00

V>
Eivi)
Ingress 27 IFAIRIZIEREN Service FMINIMES | EHLIELEER AN , SLIUARE URL AJLABEIZIEEFAARERY Service, AT
f§ Ingress BRIEE TE , SEBFMJUETT Ingress-controller, TKE BRBEERFNEABRE T EFREIIEISTIA 17-1b-controller ,
X¥F5 HTTP, HTTPS , EATtESZHE nginx-ingress 28! , A LIRIBEAN S B EEEARRNY Ingress 8,

Ingress = 5E(FES]

Bl Ingress

1 B3 TKE =44,

2. EEMSHES , RS, BN SESE TE.

3. MEFEOIR Ingress FIEEID/BRR , HNFFEIEE Ingress (USRS,
4. 512895 > Ingress , BEN"Ingress"{SEUA.

5. BT | EN"FiEIngress TUE.

6. TRIESCARESK |, IRE Ingress 245, KBESESEWNT -
o Ingress&fR : BENX.
o NILERE : BN AR, BIRIESLIRE K TR,
o WMREE : RIELIREREITIERE,
o YSIRIHO : BRIAJY "Http:80" , iSHRIESCRRaE R TIEHE,
o HRIE : RIELIRERIHITIRE,
7. B elIngress , STALBIEE.

B Ingress

S YAML

1. B3 TKE 544,

2. EEMSHES , AR, HNSEFEE T,

3. BEFEFH YAML [EEFID/BRR , EANSEH YAML RUSERF SR,
4. 1%&12IRSS > Ingress , #HN"Ingress (S ETUA.

5. EFEEFH YAML B9 Ingress 1790 , BATE4RIBYAML , SN EEHT Ingress TUE.

WIS : B emEX %133 71 H551m
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6. 7E"E#Ingress " TUHE , 448 YAML , BaE5ER% , RIRT&E#T YAML,

SERTIE AN

1 SERFETETE , PHEEEEH YAML fUEEEEID/ETR | WNFEH YAML fUSERESTERm,
2. 15:3%E0RSS > Ingress , #HN"Ingress"{SERH.

3. EREEFH RN Ingress 1700, REEHEREE  #\"EHfEAKE TH.

4. HRIESCIRESK | (EBUEARE  REENEREER | AT TRE.

kubect! #{F Ingress 55|
YAML 741

apiVersion: extensions/vlbetal

kind: Ingress

metadata:

annotations:

kubernetes.io/ingress.class: qcloud ## TJi%(H : qcloud ( CLBZEEingress ) , nginx ( nginx-ingress )
## kubernetes.io/ingress.subnetld: subnet-xxxxxxxx ###& 28J#2CLBZEEI I MingressFEigEIZSkannotation
name: my-ingress

namespace: default

spec:

rules:

- host: localhost

http:

paths:

- backend:

serviceName: non-service

servicePort: 65535

path: /

e kind : #RiRIngress&iRERY,

* metadata : Ingress FIEFR, LabelEEAREER.

* metadata.annotations: Ingress AYESM5ER , AIBIIZSEURETKE FIBIME RS

e spec.rules : Ingress AU AN , BEEZANEISLIERRARS . ETEANEREHEH. HREAKANGE. KELSNEBER

MREERNRTE LBIKS | EelB AMIEEA RS IFHEEREREL TR annotations T :

e kubernetes.io/ingress.internetChargeType ~MTrEaitZE/5, , TRAFFIC_POSTPAID_BY_HOUR (1&fFREREITEE ) |
BANDWIDTH_POSTPAID _BY HOUR ( &% 5itER) .
e kubernetes.io/ingress.internetMaxBandwidthOut 55 _EFR , 5B : [1,2000] Mbps, 40 :

WS : BRmEmEX 2134 TW #551]
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metadata:

annotations:

kubernetes.io/ingress.internetChargeType: TRAFFIC_POSTPAID_BY_HOUR
kubernetes.io/ingress.internetMaxBandwidthOut: "10"

El# Ingress

1. &% YAML 7=ffl , ifEg& Ingress YAML 3214,

2. T4 Kubectl , FHEZERE. BFFHEBSE BT Kubect! EEEERT.
3. BUTIAT®S |, B Ingress YAML 344,

kubectl create -f Ingress YAML S {4&FR

BN, BIE—ANSUERE S my-ingress.yaml B9 Ingress YAML 3244, MIBATLA T &S -

kubectl create -f my-ingress.yaml

4. PUTLAT S |, WIECIEEDRI.

kubectl get ingress

REMULAT™ES | BPFRReIZRI.

NAME HOSTS ADDRESS PORTS AGE
clb-ingress localhost 80 21s

T Ingress
Bit—
PUTLATER< |, & Ingress,

kubectl edit ingress/[name]
TE=
1. FahifkRIBAY Ingress,
2. PUTLAT @S | EHBIR Ingress,

kubectl create/apply

WS : BRmEmEX
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W=
ConfigMap&1#

RITEFHHYE): 2025-02-18 16:02:00

BesiRSS (TKE)

S

Eibl

1B ConfigMap SR LUSECEFIZTHRGHITHEE | (FENAREFEERENBIENE. ConfigMap 28 key-value SEERYH(EXT , &0]
LUEIS 4689 Kubectl TEBIENIMNAY ConfigMap 35 , DA LUETHEHEIES. MNETERESENI f{#A ConfigMap,

ConfigMap 1=Hl&1R{FE5

€& ConfigMap

1. &5 TKE 2418,
2. EEMSAvES |, REEE BN SEHETE TAE.

3. AR EELIE ConfigMap HISEEEID/EFR , AN EIE ConfigMap RUSERFEIETRMA.

4. %GR ECESE > ConfigMap , #\"ConfigMap"{SE &,

5. BATEHTEE , HEN"FEConfigMap' TTAE.

6. IRIESCRREK , iIRE ConfigMap 2%, XESHERWT :
o Bk : BEX.
o @A : IRECRBERE TIRFGRRTARE | EXNERERNREE.
BETLUEE SNSRI T TR,

7. gaFelEConfigMap , SZRkAIEE,

{5/ ConfigMap

75— : ¥dEEAEA ConfigMap 368

1. 25 TKE #5414,

2. EEMSHES | BEEER N ERIETE TRE.

3. BEFEEERE Workload HIESEFID/BFR , HNEFEPE Workload FUSERF SRR,

4. ETIERET | (E=%E Workload 3881, NN RANSSITE. Ala0 , iEZETEHRE > DaemonSet , A\ "DaemonSet"{EE1

M.

5. BAThEER |, N ETEEWorkload " TRE,
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6. IRIENEER , RET/FREE. SETHEER. HELEST  REiREeRs  FnEiEs.

7. #E##EAConfigMaps =, |, EE &R , REEEREN,

8. TE Ry iR E ConfigMap "B , EiEiEdiam , LA,
9. gathfllEWorkload , F2REElE,

" . REEPEER ConfigMap 268!

1. &R TKE =515,

2. EEMSHES , B8R, HN\SHETE TE.

3. BEHFEERPE Workload RISSEFID/BRR , BENRFERE Workload HISEEF SR

4. ETERET | (5% Workload 258! , AR AYMEERME. FIa0 , ¥ T{Efa# > DaemonSet , #\"DaemonSet" (S8R
.

5. BaTREER | N ETEWorkload TR,
6. IRIENEER  RETFRER. SRTEHEE. FE "THREHE" 1Y "HREZE" b, B2E5|AConfigMap/Secret,

7. i5%#% "ConfigMap” IMEZETT, , FHRIESLIRBERIEERIR.

8. gl Workload , s2RE6IEE,

& ConfigMap

1. ZR TKE &44.

2. TEMSHES , BEEEE, HN\ S TE.

3. BBEEFREFEH YAML [EEFID/BRR , EANFEH YAML ROSSEF IR,
4. %X ECESE® > ConfigMap , #\"ConfigMap"{SEA.

5. EFEEFH YAML B9 ConfigMap 174 , BRE4RIEYAML , N\ "&E# ConfigMap”TUH,

6. TE"E#HConfigMap T , 4RiE YAML , EBEE5ERk , IR &3 YAML,
WiBE : WIEIEE key-values , f@iE YAML F data F9S3(E , BtE5eRk , BIRJ oAk ERaT.

WIS : B emEX %137 T H551m
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Kubectl #{E ConfigMap 1535|
YAML 7=

apiVersion: v1
data:

keyl: valuel

key2: value2

key3: value3

kind: ConfigMap
metadata:

name: test-config
namespace: default

* data : ConfigMap B9##E , LA key-value FZ=U 2,

e kind : #xiR ConfigMap &iRZEH,

e metadata : ConfigMap FIZFR. LabelEEARESE.

* metadata.annotations : ConfigMap B9&9MRBE , FIEIdiZSER B TKE FUEMEsREE.

gl ConfigMap
HR— BT YAML R=EISTEES el

1. £% YAML 76 , % ConfigMap YAML X4,
2. R4 Kubect! , FHERSR,. IREFBEESSE BT Kubect! EREERY,
3. PUTLAT®< | Bl ConfigMap YAML 3{4,

kubectl create -f ConfigMap YAML S/4&ZFR

Bgn , eUEE—ANSZERE A web.yaml 9 ConfigMap YAML 3244 , MIBATLA TS :

kubectl create -f web.yaml

4. PUTLA T &< | WIEEIZ 2B,

kubectl get configmap

REERULATES | BPRRCIZRI.

NAME DATA AGE
test 2 39d
test-config 3 18d

FHZ B TR<SHAeE
PITLITaS |, FEBRF eI ConfigMap,

WS : BRmEmEX 28138 TW #551|
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kubectl create configmap <map-name> <data-source>

* <map-name> : & ConfigMap HI&=.,

* <data-source> : FRER. XHHEFHEIE.

BEEZSEFET SN Kubernetes configMap B34,

{5 ConfigMap

FE— : ¥aBEEA ConfigMap K8
YAML 7=51e0°F :

apiVersion: vl

kind: Pod

metadata:

name: nginx

spec:

containers:

- name: nginx

image: nginx:latest
volumeMounts:

name: config-volume
mountPath: /etc/config
volumes:

name: config-volume
configMap:

name: test-config ## i¥& ConfigMap &R

## items: ## IREIEE ConfigMap B9 Key =&

## key: keyl ## WEIRISRE Key
## path: keys ## HHZHEENFER
restartPolicy: Never

FEt= : FRIELReF{EA ConfigMap 33
YAML RIS -

apiVersion: v1
kind: Pod
metadata:

name: nginx

spec:

containers:

- hame: nginx
image: nginx:latest
env:

- name: keyl
valueFrom:
configMapKeyRef:

name: test-config ## i§Ek]R ConfigMap {45
key: test-config.keyl ## IRBEIZIMFETERT Value SKRIR

restartPolicy: Never

WS : BRmEmEX
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Secret&=1E

BRUTEHTAYE: 2025-02-18 16:02:00

.
EIvAN
Secret ATATFEERE. S, BHESWRER  REEEIINRENNEE. Secret 25 key-value ZEEIEERT , EalLlEI =&
B9 Kubectl TEBIZEXIMNAY Secret 395 , LA LUBITIEHEUES. MNELETEREEITaHSHFER Secret,

Secret 1&=H SHERIEIES |

BlEE Secret

1. BF TKE =H4.

2. EEMSHES , AR, HNSEFEE .

3. BEEERIRE Secret FIEEFID/BRR , EATFOIEE Secret FUSSEFEIETAL
4, IR ECEET > Secret , N "Secret"(SE2MA.

5. BRTEETER , BEN"#riESecret T

6. tRIESCIREK , IRE Secret 28, XESHEEWT :
o ZR: BENX.
o ETE : RIELIRE R TIEEG BT AR,
° WA : IRIELIrHK , RETEENETEE,

7. BaElEESecret , SERLOIEE,

{5/ Secret

75— : BUBEREA Secret 25

1. Z5 TKE =414,

2. EEMSAES |, SR BN SRESTE A,

3. BEFEEERE Workload IEEFID/EFR , HNFEPE Workload FUSEREF SRR,

4. 11 "TIERE" T , (ER1%E Workload 258! | A NAYMSET@E. FIa0 , SR T{EfR#E > DaemonSet , #N\"DaemonSet" {581
H.

5. EBE#ER |, N "#FiEWorkload " TamE,
6. IRIENEER , RETFREE. HRTEHEE. FE eS|, BHHANEEEE | FINgdEs.

7. %68 "fESecret” A , HERR , BdskEESecret,

WS : BRmEmEX %141 @ #551]
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8. 1EsHKY "R E Secret” O |, BiEIEHM , BBEHIA.
9. B elIEWorkload , FerkEIE.

B T B Secret 58

1. &R TKE =H8.

2. EEMSHET |, BAERERRE N EEIEE TUE.

3. BBEEEEEPE Workload FIEEFID/EHR , I NFEPE Workload AYSERFEIETRMAL.

BesiRSS (TKE)

4. & "TIFtaE" T , {ERUEE Workload 2£8Y | HEAXRMAYEERE. Fla0 , FET{EH#E > DaemonSet , #\"DaemonSet" (581

.

5. BhEEE | N "#FiEEWorkload TaE,

6. IRENEESR , RETIFREE. HETAEEE. HE "SHNSE" 1 "TNMEELE" + , HE5|AConfigMap/Secret,

7. 5588 Secret IMBETEST | FRIBLIREIEREE.
8. s IEWorkload , =61,

BT Secret

1. &5 TKE f=HlA,

2. EEMSHEEF , BESE N SHEE TH.

3. REREEH YAML [USEFID/BRR , HENRFEHT YAML (OSSR ST ITAE.

4. GBS > Secret , HN"Secret"{SETTA.

5. EEEEH YAML 19 Secret 17 , BATR4RBYAML , H\EFT Secret TRHE.

6. fE"EHSecret TH , fwiE YAML , Bad5eAk . BIRTEHT YAML,

WNEISH key-values , 4518 YAML th data (9S%0E , BaE5eRE , BIOISET.

3T Secret icEB

1. ZR TKE &4I4.

2. EEMISHES , REHREF BN SESE TE.

3. REFEFEN RENSEID/ERR , HNGERNEHESERM.
4. EEECEET > Secret , N "Secret" (SR A.

5. EEEFHMECEM Secret {74 , REEMEE | HAFHE.
6. 7EFE UM , fRIEECEIN , B5eRk B &5,

Kubectl #{F Secret 55|

WS : BRmEmEX
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BlE Secret
BHR— : TSl Secret

L #UTLATER< | 3REX Pod RUFBF R FNZRT.

$ echo -n 'username’ > ./username.txt
$ echo -n 'password' > ./password.txt

2. ¥147 Kubect! 455 , BlIEE Secret,

$ kubectl create secret generic test-secret --from-file=./username.txt --from-file=./password.txt
secret "testSecret" created

3. WITLAT®S | B Secret ¥,

kubect! describe secrets/ test-secret

AR : YAML SZ{4FErnelE
1wt YAML F5h8lEE Secret , 128148 Secret B9 data #47 Base64 4gh3,

apiVersion: v1

kind: Secret

metadata:

name: test-secret

type: Opaque

data:

username: dXNlcm5hbWU= ## FHecho -n 'username’ | base6445§
password: cGFzc3dvemQ= ## Hecho -n 'password' | base644:5Y;

{5 Secret

BR— . ¥dEEEA Secret S8
YAML =520 -

apiVersion: vl

kind: Pod

metadata:

name: nginx

spec:

containers:

- name: nginx
image: nginx:latest
volumeMounts:
name: secret-volume
mountPath: /etc/config
volumes:

name: secret-volume
secret:
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name: test-secret ## 1858 secret &R

## items: ## IFEIERE secretfy Key =&

## key: username ## IEIFIEE Key

## path: group/user ## EREBEEHIFIER
## mode: 256 ## QB4R
restartPolicy: Never

T . FEITEPAEA Secret 2E
YAML /=50 :

apiVersion: v1

kind: Pod

metadata:

name: nginx

spec:

containers:

- name: nginx

image: nginx:latest

env:

- name: SECRET_USERNAME

valueFrom:

secretKeyRef:

name: test-secret ## IREKIR Secret X4
key: username ## IR EIZINEZTER Value FRIN
restartPolicy: Never

WS : BRmEmEX 144 TW #5517
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Ingress S8
Nginx 388! Ingress
AL

ITEHHYE): 2025-02-18 16:02:00

Nginx-ingress "4

Nginx ATLARIERMAHR. SaETFE=Rf0 HTTP 17,

Nginx-ingress {5 Nginx {EAREREMGETEEEAI Kubernetes #Y Ingress 1=#I88, “RILIERE Nginx-ingress B4 , TE&Ef+
{2 Nginx-ingress, &#8iRSS TKE R4 TF=RIHIBES , FENEIESEFNREFNMEA Nginx-ingress,

Nginx-ingress A 1alf#FE

* Nginx-ingress 844 : 7£ TKE d{#FE Nginx-ingress BIAO , 1S LAEEEREAVA TRE— 52 L%EEBE Nginx-ingress,

« Nginx-ingress Sl : —MERFHTEIEEEE 4 Nginx-ingress (FIII—NBFAR , —NBFAM ) . 7E Kubernetes FgR—
CRD , BllE— Nginx-ingress SLBISEERFPERNEIE Nginx-ingress-controller, service, configmap £ Kubernetes &,

e Nginx-ingress-controller : 3Cfx Nginx 2% , FERT controller & watch kubernetes ingress SSSAIEVEFTEERET , Nginx Tk
R ARCEED nginx.conf 3744,

Nginx-ingress 1BX2/E

Nginx-Ingress HEXIEERIIEENT , BRISE LT XA —L THE

St

* Nginx-ingress &%
e (R Nginx-ingress SSENEEIIMBTRE

WS : BRmEmEX 28145 T #551)

\|



S BRASTCE ARG (TKE)

Z % Nginx-ingress LAl

RITEHAYE: 2025-02-18 16:02:00

Z%E NginxIngress B4

1. BRERRSEHE | ERANSIVE PSR,

2. ESREFEETE  REBREEE ID , HANEEHFER,

3. ERANSHANEGEE , T ANEERT , REHE.

4. EFERBE T Em A%k NginxIngress,

5. PERSEMAI A AN, RETRE SR LUEAHERETEEEMES.

WS : BRmEmEX 2146 TW #5517
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{5 Nginx-ingress SWSIENEEINFRE
BEEFATE): 2025-02-18 16:02:00

BIRSE

o BEERBEBRSEHA.

o ERFNEEBE NginxIngress i,
o BEREHAEERISFER Nginx-ingress 3L,

EREE

Nginx-ingress #HI&R{EE5|

1. BRE[RSERE |, EENSIVEFREER.

2. BNEEFEERHE , BECS%% Nginx-ingress B4AYEEET ID |, IENEERHFIER.
3. IERANER , REEHRE , HAEHNE,

RIBSLPREEK |, IR E Ingress 44,
o Ingress 58! : %% Nginx Ingress Controller,
o Class : #¥&#%E— Ngixn Ingress sl , FHFoUIERGAMIAIIZEPEIE Nginx TaEiSgEs.
o RN : FETIRE.
4. a6l Ingress,

Kubectl #4E Nginx-ingress #g35|

BesiRSS (TKE)

7£ Kubernetes 15|\ IngressClass #&i&#1 ingressClassName FERZHi , Ingress 250 Ingress 499 kubernetes.io/ingress.class ;¥

friEE. THIOT

metadata:
name:
annotations:

kubernetes.io/ingress.class: "nginx-pulic". ## IR TKE ££8% Nginx-ingress H{4f Nginx-ingress SLIZFR

EPSELYE
79 Nginx 28! Ingress MWSRAIEL & H#.

Nginx-ingress Xdg{EFEEEY
HZ Ingress JWEAIEFF— Nginx SEART :

WS : BRmEmEX
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% CreationTimestamp =E&Xd Ingress MNIHER: , BISEIZIRERN,

WMERAEZA Ingress FAR—FEHEN THERIEERE , NSERATHNIEIRE,

WERZA Ingress BRE—FHAI TLS 535, MERAIHNEIRRE,

WNRZA Ingress EX T— M Server RECERYTRE , NREAIRNISETREE.

BB hostname glJ## NGINX Server,

WNERZAN Ingress JAE— host FEX TARERIEEZR , W ingress-controller §FXLEN.,
2 Ingress AILAENARRFR. XLEENIE Ingress ZEAHE,

Ingress RBERIERIAT Ingress FRIFTBIER.

A2 EH nginx.conf HE
LATREHEA T REEHINZ nginx.conf AYENR :

BUIEHHY Ingress XIS,

79 Ingress iFNNFTAY TLS.

Ingress [EfFRIEXAMNEN_LiFECE , MBEFMEX, FI40 load-balance [ FEATESHINE.
73 Ingress i NN/MIBREER,

IB& Ingress. Ingress A9 Service, Secret,

Ingress KEXAIRISAZSASETRD , 5140 Service B Secret,

EBF Secret,

WS : BRmEmEX
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CLB 22284 Ingress
ARG
BT EHTETE): 2025-02-18 16:02:00

Service It T ETFNEMEHIERINEEIRSHIIEERES] |, Service BEZEAY (4140 ClusterlP, NodePort 8}, LoadBalancer ) #J&F0
EMEIRSASAEAD , i PEFCEMKZNGRESE. SSL B TFRIRNEIENECEMSEEE. Ingress IRECEMET HTTP,
HTTPS il IRBHRE , R tEME THELEEN.

Ingress EATES:

Ingress RIFAIRIZIEERFA Service MUMIES , ERILIBEEEERANN , SLIAR URL AJLAAERIEEFAARRERY Service, ATE
Ingress BIRIEE T(E , E£8¥Fia1T Ingress Controller , FEEIRSBEERFNENABE T ET %28 sCIAY TKE Ingress Controller,

Ingress 4 EEAETE

Ingress X7MRSHIBEIKIR T REIIEFHRENER , ERSZRSEDRR Ingress WEET{EFZ—. Ingress R FENEREASIE
L SFERLTIRS

e 1%

* INRIZBRESHRIRSEIE |, MEZITEN Ingress RTEHERITHPRII SRR,

‘tke-createdBy-flag = * WMRKBIZIRE |, Ingress RTEHIAT , (NHFRABIIENRIEITERRIR , MARRREIIER
yes’ =

o TRRIZRIFAB— Cluster FTfsEF,
‘tke-clusterld =" o Ingress STEHRAT , MIBRIIRARES ( Clusterld FE1EH ) o

o FTRRIZRIFHI— Ingress Frf&EF.

e Ingress BRIANSHFER , HAFPIEE Ingress FFRECHEIYER |, rSNEEFERSHIE
‘tke-lb-ingress-uuid =" “#,

* Ingress STEHHIRAT , MIBRXIMAREE ( Ingress UUID FEIER ) .

L
ERRESARRIE  BARENREMIR DAtrE | SNAESERRtRE.
ERPERTEAREIYE , W Service (RaEMixEtYE , MASMIRZ REtE.

Ingress Controller (5%

BT IRSSHRMHAY TKE Ingress Controller LAFh , Kubernetes #KIAEEFEEINE =75 Ingress Controller , X Ingress 1&HI815985
RS CEMKRETE, Kubernetes #tXEAHHF kubernetes.io/ingress.class ;EEFIFX 5&F Ingress #4128 , LIFRE XA

WS : BRmEmEX 149 TW #551)
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Ingress ERMAIE—MHI2E4ME, TKE Ingress Controller tBS7HERIZ TR , BRIN LRI
e ¥ Ingress BEXEHA TR kubernetes.io/ingress.class B, TKE Ingress Controller £&1 245 Ingress &R,
e i Ingress HiREGEME kubernetes.io/ingress.class H{E/ qcloud B, TKE Ingress Controller £&12245i] Ingress &iE.

o ¥ Ingress FFRIEBLEM kubernetes.io/ingress.class RIAZSAT , TKE Ingress Controller SRIE RS EMNHIHEEIETS
E , Higreis NEIRRENRIE SR

o HIEATEAFZEREF TKE Ingress Controller B , BILLGEREFHAY Deployment ( kube-system:|7-lb-controller ) YT {E&IAEL
=FE0 , x4 TKE Ingress Controller IH&E,
iH
o XIFNZINAER , ISHHRERFPIREM TKE Ingress Controller &A1Y Ingress &R , #tn BN a9 E R R MAIER.
o BFRFEGENNE FEAETHRGYR B FERTAEIER | WM Service BY , Faibfizaiiyg.

WS : BRmEmEX 2150 7@ #551)
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Ingress EAIHAL

RITEHAYE: 2025-02-18 16:02:00

V>
EivlN
Ingress 2R1FHIAZEISERFA Service BIMNAYES |, B LUBTECERE AN , SCIIAR URL aTLURARIERFAARERY Service, AT
f§ Ingress BRIEE TE , SEBFMJUETT Ingress-controller, TKE BRBEERFNEABRE T EFREIIEISTIA 17-1b-controller ,
S HTTP, HTTPS , ERTESIFEEERI N B Ingress #4128 , ST LURIBEAI S EEIRIEARRERY Ingress 28,

RS E

o IRRENEERSAF CVM WSSHE— CLB,
o AXIFHEIE CLB =5 518(F TKE SEIERY CLB RUMEITES. BRIRER. IEBHEHRIPENIRSSS  BNENSK TKE HahBE.
* {FAEAR CLB Y :
o HpefEMAEY CLB #=H G EIERITEIYEES | AIFE M TKE BaitlER CLB,
328524 Ingress EF CLB,
AzHF Ingress #1 Service £ CLB,
ks Ingress /& , £ CLB 4fERIRAIRBESEEETHEYS , BITSREB—1 tag tke-clusterld: cls-xxxx , EETEE.
Ingress #1 CLB Z B BERSTIEFIESE 2/HLL CLB ID J95=7H9 LoadBalancerResource £RRIEIRTS: |, 150331% CRD #17E A
1BE , BNEHSE Ingress K34,

[e]

o

o

o

Ingress =4 &1FIE5|

€llE Ingress

1. BR FERSEHE | REENSHEPRISE.
2 EEEFEETE  BEFEOIE Ingress RIKEF ID.
3. TEERRHFIBT |, 1XHEMRSS > Ingress,

4. 1% Ingress TUHE , BHHER.

5. TE##E Ingress TUH , {RIBELIREK , 1IRE Ingress 831, XESHEEUT :

o

Ingress &R : BEN.

o Ingress 2K : {RIESCRRFRRHITIERE,

o

RIREEY « BRIAT "AR" | IBIRIESEIRA K TR,

o

IP RS : 124t IPv4 #0 IPv6 NAT64 PRFPARZS | ISHRIESERRAs K TR,

WIS : B emEX 2151 T H551m
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o thEtYERs | TEmMeIEEERER CLB.
o ApRE(A : IRIESCRRT R TR,
o IZERHKA : 5 BGP (8% ) iTERREL

HRECE : HYEGAY Hitp , ISIRIESCIRERTIAR, MRIMGERE Hitps WFHERS/ES | LMRELIR:. IERFEE
20 SSLIEPETNERRASTUEERITA,

6. BaEAEIngress , SRR,

8§ Ingress

53 YAML

1. ZRERRSEHE  REANSIVE PSR,

2. EEEFETETE | BEERF ID |, AT YAML NERFEERH.
3. TESERHI¥IEM |, 1EIEHRSS > Ingress,

4. EEEEH YAML 1Y Ingress 1700 , BE4R1E YAML,

5. 7£837 Ingress TUHE , 4Ri8 YAML , BadE580K.

AN

1. BREBRSEEG |, RHANSHZPIISE.

2. EEEFETEIUE , BREEEE ID , H\RFERT YAML RUEEFEIE .

3. TEESEHFIBT |, 1E1FRSS > Ingress,

4. EHREEH YAML A9 Ingress 74 , BT EHIEAREE.
EEFHREERE , RIELREX , EXEEARE.

5. AT ENEAEE | BT TAER.

Kubectl #2{E Ingress 55|
YAML =6

apiVersion: extensions/vlbetal

kind: Ingress

metadata:

annotations:

kubernetes.io/ingress.class: qcloud ## TJi%(E : qcloud ( CLBZEElingress ) , nginx ( nginx-ingress ) ,traefik
## kubernetes.io/ingress.existLbld: Ib-xxxxxxxx ##15EEFHEHA REIIE IR LM /AMHEAYINngress

## kubernetes.io/ingress.subnetld: subnet-xxxxxxxx ###& 2 8ZECLBXAIAMingressEfgEIZs%annotation
name: my-ingress

namespace: default

spec:

WIS : B emEX 6152 71 H551m
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rules:

- host: localhost

http:

paths:

- backend:

serviceName: non-service
servicePort: 65535

path: /

e kind : #xiR Ingress FRERY,
e metadata : Ingress FJZFR. Label EEARESE.,
e metadata.annotations : Ingress F9EWYMREE , BIBITIZEE0RE TKE AUEYMEIREE

* specrules : Ingress RN , BECEIZMNAISCIERKERSS. BETHBHNEEBELHEH. FHRBHRANS. REREEHER

annotations: {FREEREFIEESCIZE A R/KIRSIEE Ingress

INRECSHERINFE CLB ATRIRE | FERALS TKE SUZAY Ingress (M , BEALEESRFAERERA CLB |, EaJLUBILAT

annotations H{TIRE :
A
B TR RSN SHAER.

metadata:
annotations:
kubernetes.io/ingress.existLbld : lb-6swtxxxx

annotations: 8lJE CLB J5BUPIR] Ingress
WNRGEBFERRMGREISE , ILUEILLT annotations #H{TIRE :
metadata:

annotations:
kubernetes.io/ingress.subnetld: subnet-xxxxxxxx

ke
ANSREGEFRYZ IP HREKS | EEIEARMISRS ARSI FEISELL T annotations IH :

e kubernetes.io/ingress.internetChargeType AMtEsitEEAD, , AliSES :

o TRAFFIC_POSTPAID BY HOUR ( i&{EBEiREitE)
o BANDWIDTH_POSTPAID BY HOUR ( {Zisa=itss )

e kubernetes.io/ingress.internetMaxBandwidthOut #5%5 EFR , S8 : [1,2000] Mbps, 30 :

metadata:

annotations:

kubernetes.io/ingress.internetChargeType: TRAFFIC_POSTPAID_BY_HOUR
kubernetes.io/ingress.internetMaxBandwidthOut: "10"

WS : BRmEmEX %153 @
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Bl Ingress

1. &% YAML 7~ffl , ifE2& Ingress YAML 3214,

2. % Kubect! , FHEEEERE. BFFIFESE B Kubect! EEEET,
3. JTLAT®S |, B Ingress YAML 344,

kubectl create -f Ingress YAML S{4EFR

fign , BlEE—NSZEZ A my-ingress.yaml B9 Ingress YAML 3244 , MIHATLA T @S ¢

kubectl create -f my-ingress.yaml

4. PUTLATa< | IEEIZ 2 AT,

kubectl get ingress

REERULATER | BPRReIZRI.

NAME HOSTS ADDRESS PORTS AGE
clb-ingress localhost 80 21s

B3 Ingress
Bix—
BATLAT S, &5 Ingress,

kubectl edit ingress/[name]
HiE=
1. FEhfERIBAY Ingress,
2. PUTLATS , EFEEE Ingress.

kubectl create/apply

WS : BRmEmEX 28154 TW #551)
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Ingress {FFHEH CLB

ERITEFHYE): 2025-02-18 16:02:00

NEEIRSS TKE B%iBIY kubernetes.io/ingress.existLbld: <LoadBalanceld> EfEEREEREIIERITIRE , SoFERIZIEIEE
Ingress KEXRITAEIIE LA,

WiBe
Ingress 5 Service BIX 5! : Ingress A3T3ESANLHIERRE— N AEIIESLE |, BIASTISERAINEE.

ES=E A

BRRENEEISFE=RSEE (VM I ESHA— M REIEEE.

RHFEREIIGIEHEIRIE Ingress Controller ERAYREIIEIEITESAN BinSBERRSES | EXEH Ingress Controller Bzf)

B,

FREBREIIER

o AXFFZA Ingress SRR MAEIIE.

o IEENRIIIE A RFEHIEERITEE. NEFE BRI,

o (UZHEHMERET REIYEEH S eIRIGERIVEES , FsFHEAE Service Controller EFIEIEFNEIRIRELE , B Service
Ingress AEERAAR—MaEdgE.

o Ingress Controller RAFRFBIVENERERE , BITE Ingress FRMFRAT , EIOEERASHEMIBREIL,

ERm=

{(EFRREISERTIMEGIRS
Ingress Controller EIEGRHIIEGEREIRT , (CHFETRETZIRIR.

BT ERREE Ingress FRACHEREINE | BREIENEDSERIEIEM Ingress Controller HhRIE, REHNT :

apiVersion: extensions/vlbetal
kind: Ingress

metadata:

annotations:
kubernetes.io/ingress.existLbld: Ib-mgzu3mpx
name: nginx-ingress

spec:

rules:

- http:

paths:

- backend:

serviceName: nginx-service
servicePort: 80

path: /

kubernetes.io/ingress.existLbld: lb-mgzu3mpx ;FfEFRETZ Ingress $EFEREAREIIE Ib-mgzud3mpx #1T Ingress IRSED
Eo

WIS : B emEX 26155 1 H551m
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Ingress IEBECE

BRUTEHTAYE: 2025-02-18 16:02:00

37—

ASHYNE Ingress IEBFEREXIIAS |, BAIEL TS Fi#T Ingress IFREE :

* Bl Ingress &M HTTPS WihileT , IEAEEIRSHIEREBHRNEDRE.
* JFTERY HTTPS HE4FER—MES | BXECE Ingress TAE HTTPS MINAIES |, (FEFIRIEEINER.
* ATEREEHERRIGES , BERSHESZ i SSL/TLS,

ES=E AT

o FIRRICIEFEEANES , FEESN EiiEH arERS S,

o HfEF Secret FZXRIRE Ingress IEH., =nAEERSS TKE Ingress KENALIEERESR Secret , HRBBSIUEF ID,

o EREETERIIT , BT BEETE—NED , ASEH Secret AUEF ID, EAEEREPEHNRESESLL Secret IIFRIANE , B&
BEREEEMIEBIRS. REIEIRS EEHAGES | KBS Secret BNBIER.

o Secret IFBEIRFEM Ingress FRNBIER—" Namespace T,

* BATFEHIBEIASIERRER Secret IEREIR , BHREE Secret BREFE , W Ingress ETiEOIE.

o BEBERT , fEEIR Ingress Y , FEEH Secret KEXANERRIR, BINSHRHELIEE Ingress S Secret XEXANERRIR , B
Secret B , RECEHFIBASIFiZ Secret A9 Ingress ARIET,

o NEZENNEIERSE | SRS REYE CLB SNITEE ( AIFKA ) . EMBRIEBINANEE , MIZIEBIEEIALE Ingress B
XIRZAY HTTPS 43,

o (BRBEAFIIEASHIFETIHEF URL KR |, BEREQEIIELIER Ingress ASHFECESIED.

Nl

TKE Sz#5@8id Ingress B9 spec.tls B9=ER , J9 Ingress BEAY CLB HTTPS IS8 fe&EIFH., Hh , secretName AEAIEH ID K9
Kubernetes Secret &R, ~FII0TF :
Ingress
BT YAML Bl :
spec:
tls:
- hosts:

- www.abc.com
secretName: secret-tls-2

Secret

BEYAML €l

WIS : B emEX 26156 T H551m

\|



S BRASTCE ARG (TKE)

apiVersion: v1

stringData:

gcloud_cert_id: Xxxxxxxx ## EREUER ID J9 XXXXXXXX

gcloud_ca_cert_id: Xxxxxxxx ## EEIUEH ID J3 Xxxxxxxx, XEEW@EBEE , R TFERNTEE".
kind: Secret

metadata:

name: abcd-com-cert

namespace: default

type: Opaque

BEiEHEa e
S BEIS BERSIEHE0E | BIEFETSE 8 Secret,
fE"#iESecret” TTH , Secret FESHEEWT :

o BWR: BENX , ALA cos-secret F9f,

* Secret3# : 1%$% Opaque , IZXEEUERTREFRFIEBIEE X | Value 5L Base64 1 4RIS,
o 4CBE : IRFEE , FMRS Ingress TEF— Namespace T,

* RE:  TERIREN qcloud_cert_id , TEEEENRSESIEBATIRAGES ID,

=

LEEEREWNENETR , U Secret [RTERNRSEFER "5 , TEERN"ZFIHCAIER". WHHZ Secret iIFEEEINRIN— 1M
BX) : ZEE N : qcloud_ca_cert_id , TEEEEN"BEFiRCAIER"FIXIRANERID,

Ingress UEPBECEITH
o {NECEHE specsecretName ERECE hosts BUIER T , B AER HTTPS B AMNIESIZIER. =EINT

spec:
tls:
- secretName: secret-tls

* HRE—RZEEAREK. =T

spec:

tls:

- hosts:

- *.abc.com
secretName: secret-tls

o FRNEEBIUFRSZIHZIEE , BRAIEE—NMER. TAWMT , www.abc.com E&EH secret-tls-2 shiARTiES.

spec:

tls:

- hosts:

- *.abc.com
secretName: secret-tls-1
- hosts:

WS : BRmEmEX 28157 T@ #551]
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- www.abc.com
secretName: secret-tls-2

o MNBEFRAZ/MIERH Ingress H1TEHHET , TKE Ingress controller i TLATIT/AFIRT -
o HTTPS B9 rules.host Fo(EAIILECRY , EFIBTAET , NABERIEH.
o HTTPS B9 rules.host PLEZHREEA TLS BY , AIRAZEHT , H/91% host EEEXT Secret XS RIAGIES.

o {&2Z TLS Y SecretName BJ{Xi%4E SecretName BYFFEME | TIAMKEE Secret A% , Secret IFERIAIIRAZEHT.
=
BHAfR Secret HIEP ID FFEEK,

B8

HECESFRENES , WiBPHIILER,

1. BRAEEEHE | EERANSIEPINERETE.,
2. ENEREE AT , REEE.
3. BRI FHEER " EOY , SELUTERHITIRE.

o EPEMR : BENIRE.

o JFBIH : HIRIRBEIEH", IRSFBEBIUEPED SSLAEF ( SSL Certificates ) , EF SSLIE+H , AL HTTP ( Hypertext
Transfer Protocol ) #J#2% HTTPS ( Hyper Text Transfer Protocol over Secure Socket Layer ) , BIEF&LeEREFE (SSL) #
TREFIREMAIINZRR HTTP 18,

o UFBAR : RIELIRERESIERAS  IEPERERBES N IESSL IEBIER ER ST,

o BANE | (NHIEPREEFN RSSFER I , WEMARER. BSE XSS IEPigl BRI iR e RIMEXREEAN
=S

4. BT IRARAIAT SERL IR,

BIEREEFRIEBAY Ingress X5k

RS

o LIHIEEIER Ingress FFE HTTPS BRS , £54EI2RERH Secret BWIRFITEHUETS ID , F1E Ingress Fp{EHEFIEIfIZ Secret,
o TLS EeEHE SIEBIIXIMARNT ¢

o BILMER—ZE AL,

o EFHEZLEHPZSNARAGES , BHETUEE—MED , FNEMERIEE FRREES.

o FEAFE HTTPS HEREIT , FUSEIERET.

BEPR .
&% liZ Ingress Fep% Ingress i , Hislin4)i% Https:443,

EXOES

WS : BRmEmEX 28158 TW #551|
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FERREEIR ¢
o WREEBEKOED , ERIAFBERIZERH Ingress. ANAFIZA Ingress BLEFERRE— Secret FiR , BPAIXL Ingress XTI

CLB IEREELSEE,
o IERFEBIIEH Secret HITIEH , Secret AETEREERIIZIEFRH ID.
BMEPR
L PUTLAT S |, ERRNARIERRF T RBIEMAT Secret, Hep |, [secret-name] FERAFIELHT Secret BIFFR.

kubectl edit secrets [secret-name]

2. 1824 Secret &R , & qcloud_cert_id BYEEHK/FHHNES ID. 56U Secret 1HE , &3 Secret UET ID FE#H1T Base64 Jah3 |,
TBTRIESLFR R KIZEHEE Base64 FalmidakETEE stringData #H1T Base64 Bzhiwto.

T Ingress 3R
ESEHaER

1. BRERRSERE | EFENSHIEPRISEER,

2. TE'SERFETE TUE , EEFHIEH Ingress AISEEE ID.
TESSRHFIBET | ISR MIBRSS > Ingress,

3. B B4R Ingress FRIETAMNINEFEREE.

4. E'EFEARE AT , RIELRE N TR R B BN ERT.

5. TR KRBT ST E TR E.

BT YAML &5
BUTLUTSS | FEBUAGRIBEITHEIEHN ingress , 188 yam| SFHRIFE R =R R ETRIE,

kubectl edit ingress <ingressname> -n <namespaces>

WIS : B emEX 159 T H551m
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Ingress Annotation 1iB8

BRUTEHTAYE: 2025-02-18 16:02:00

AT LUEIZ LA Annotation ERECE Ingress , LASLINEEERIGEISERIRES.

EREHERTS I

apiVersion:

kind: Ingress

metadata:

annotations:
kubernetes.io/ingress.class: "qcloud"”
name: test

Annotation £5§

kubernetes.io/ingress.class
HiBE : BLE Ingress 3£A, LpiAESEREEIZTR  BiEHEASA qcloud B9 Ingress FiR.
=R -

kubernetes.io/ingress.class: "qcloud”

kubernetes.io/ingress.qcloud-loadbalance-id
B ¢ RUEER  BIHRMZED Ingress 5IBAIREIY%E LoadBalanceld.
{EFI -

kubernetes.io/ingress.qcloud-loadbalance-id: "Ib-3imskkfe"

ingress.finance.cloud.tencent.com/loadbalance-nat-ipv6
W8 . QIR HAFECESERIBAYJ NAT IPvetaEiaEns , 244 IPveithtl,

ingress.finance.cloud.tencent.com/loadbalance-ipv6

B ¢ RIEER LB ECEFRIBAYA FullStack IPveTaEISE T , 1244 IPveltEiL,

kubernetes.io/ingress.internetChargeType

BilA . RIIHERICTEERE , LRINEREN SRS | AIBRASIFHENTEED , AIBRERANTRIM. IEEtEAEIER &
EIVERITERETY, B kubernetes.io/ingress.internetMaxBandwidthOut ;EAE—iSfHEA,

AIE :
 TRAFFIC_POSTPAID_BY_HOUR & E 1%/ \affE i,
« BANDWIDTH_POSTPAID_BY_HOUR #&#sasiz/\ad 5125,

=R

WS : BRmEmEX 2160 7@ #5517
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kubernetes.io/ingress.internetChargeType: "TRAFFIC_POSTPAID_BY_HOUR"

kubernetes.io/ingress.internetMaxBandwidthOut

88 . CLB HERIRE , BRIECESIFEE | SRR STIFEHR | CIBREATRITY. EEBRisyEsn  fEsEig
AHHE , (I AMEMERY LB 45, EES kubernetes.io/ingress.internetChargeType iHf#—iC(# .

AN : SEESZTIF1Z12048 |, BT Mbps,

ERREI

kubernetes.io/ingress.internetMaxBandwidthOut: "2048"

kubernetes.io/ingress.extensiveParameters

B : iZ Annotation fEEFAYE CLB BIEERTAISEN , LRINELENXIFERE | SIBEASIHHEN | SIS EMAN TR,

=G

o BllgE NAT64 IPv6 3Lfjll :  kubernetes.io/ingress.extensiveParameters: '{"AddressIPVersion":"IPV6"}'

o QU IPv6 S : ( Subnetld W& , TIEEZEHEIPV6RIER, MixlpTarget BJLURAEESBEIHIPVARIGES , MW 2IPVORTS
IMZECE ) kubernetes.io/ingress.extensiveParameters: '{" AddressIPVersion":"IPv6FullChain","Subnetld": "subnet-

fqduxxxx"}'

kubernetes.io/ingress.extensiveParameters: '{"AddressIPVersion":"IPv6FullChain","Subnetld": "subnet-
fqduxxxx","MixIpTarget":true}'

o MISCER(StREIYE : kubernetes.io/ingress.extensiveParameters: '{"Viplsp":"CTCC"}'

* IEEJARXEIE : kubernetes.io/ingress.extensiveParameters: '{"Zoneld":"ap-guangzhou-1"}'

RIZERTEENX CLB 8= : kubernetes.io/ingress.extensiveParameters: '{"LoadBalancerName":"my_custom_lb_name"}'

kubernetes.io/ingress.subnetld
HBE : IEECIEAMAERNAEINE  FHEEREIVEFETM.
{SEFEB -
kubernetes.io/ingress.subnetld: "subnet-3swgntkk"
kubernetes.io/ingress.existLbld
A : IEEEREEREIYEIEARABRAOER.

=3 -

EREAREIEN , FERIEETEHbEITER.

fEFEGI :

kubernetes.io/ingress.existLbld: "lb-342wppll"

WIS : B emEX %6161 T H551m
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Ingress Controllers 15188

ERITEFHYE): 2025-02-18 16:02:00

Ingress Controllers /M3

EiE CLB

BesiRSS (TKE)

HiE CLB 2ETFHEI9E:ES CLB SCHIRY TKE Ingress Controller , BJLABCESEIIAR URL i5ARISEF AR Service, CLB BRGR
£i@is NodePort &% Pod ( CLB HiZ% Pod RfE## AR Pod ) , —%% Ingress Be&48E— CLB L5 (IP) |, &SN FEMIERIEH
B2, ¥ IP S BRI R. HETS N CLB 252 Ingress,

Nginx Ingress Controller

Nginx Ingress Controller 28T 121988 CLB #1 Nginx REIRIE ( SEEUEPE1EEREN ) B9 Ingress Controller , @i Annotations
iR T IRE Kubernetes Ingress f9I78E, CLB /EHEINT —EMRER (nginx) , EAENERHEEEESIFR , G P HSuRK
AR, FETESN Nginx 220 Ingress,

Ingress Controllers Ijgg%Iz=

R

NZFEi7IR)
Sht

Ze

RIRUjES

Th8E

SeHFY

SSL &
TNIEE
MFEIEtR

FERIBER

8

Biz4E

WS : BRmEmEX

RZFAEY CLB

http , https

—% Ingress FMRIN—A™ IP ( CLB )
host , URL

R

R>2FF

B Kubernetes £8f

i

R32HF

X (REE CLB HEE)
R3ZFF

KEx CLB EfEE | (NFEHERFWIETT TKE
Ingress Controller

Nginx Ingress Controller
http , https , http2 , grpc, tcp , udp

%24% Ingress FNXIR—A IP (CLB ) , IP Htiik
g

B4 : header, cookie £

x¥F, BER , BEEF

Sz

B Kubernetes £8f
X

F

X (=RERE)
e

FEEREAIETT Nginx Ingress Controller ( #=#!
H + #dEmE )

%6162 T H551m)
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EHETE
i REAENA

RITEFHHYE): 2025-02-18 16:02:00

T RAHESRRSS TKE IBEY RIS | B LUREWSIFRIGEESEMHBY REM. T RAMIHEEEIERER Kubernetes
Bt GEEMHE. TR FEHREMEEE.

i LB 2R
i RS R R RR RO,

EutEH

ERAME TKE THREKEAOEREE. Mg , thEit9E“Bi4 Service-controller, CLB-ingress-controller R Z88M4E 4 tke-cni-agent
F.

WiBA :
o ERHBMEAIFER. BRESEEH TKE i—#{TEEEP , FTEISEKEMEG.
o HRMBEMEF AMIISBEISMY. BESEH I TE.

1EsmaaY

IBRARE TKE IREAHERFEEAN | S LB EREIERE 4 R(FER TKE SZHRFAVIESRINEE | IEsaB BN R ¢
RHFEZFR FEEBE AENE
COS (Ws=7% ) = ZEHSEIL Y CSI 2O, IR BI S es e RS E.
CFS ( X{4=# ) =& ZAMCE Y CSI 0 |, AR A ee R H RS F .
P2P ( BeSRBINE = ZEHET P2P HK |, AT AT AHUE TKE SERFHUENEN GB KB/ H G S5 ETFHam0
s e .
DE) FRAEL,
GpuManager ( GPU = 27y SPTDN . . . . e s
TR ) Hith ZAEMHRE— All-in-One B9 GPU &858 , nJLAE TKE SRR B4R ERYER GPU &R,
HPC ( ERHEMEIA Etf HPC ( HorizontalPodCronscaler ) I LAXS K8s workload BIAZ#{TERHMENAIE I
) 844, Fe/d HPC CRD 5 , &/INTFRAIERES.

WS : BRmEmEX 2163 T #H551)
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¥ RAEmREEE

BRUTEHTAYE: 2025-02-18 16:02:00

BHZEe

EELUBE LA TR R IERaEM

o SHOIETTE
o AHEENLE

ORISR

1. SRABRSEHE | TSI PSR,
2. TEVSSEYETE TUE |, BEEREYSIR LTS A0RTEE.
3. FE OISR TN |, IOXIESERIERHER. EIFEE. IRSHEREN AHRE.

EAILMRIEWSSEREER | RREEAENANSTE. RESMEGRRNEESHEUUEEZEHNING | B EHRERTTHEE
BcE.

B :

o AMLENERHUBRINIFREERG | KRR INERFIICIE.

s AULEFELASHN—ERR  FRAMNERIBERTE  SEEEFHEEES M EAIFEES.
iv. BET—F , REHAEHEERES.
v. BAE5ERY . BIRTSERkElE.

AHEERRNR

1 Bx FHERSEHE | EAMSEITREsT.

2 EEREE THBELERER ID |, MASRIFIRER.

3. IEFAMEREA=PROEHER , B "BHPIER" TE.

4. TEAHFIR TUESEREE , HENEHRRTE W

5. R EL VR AT FERRD .

B HHENE

1. BR FRRSEHE | EANSIVEIEEERE,

2 EEEHER THRELERER ID |, MASEIFIRER.

3. RN EMER |, B\ "BMFIER" TUE.

4. EAHFIER TES | BETEMRREAFETANAER.

WS : BRmEmEX 2164 TW #5517
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5. FESRHHAY "MBREIR" B0 , BEMRIARN R SeR R HEDE.

WS : BRmEmEX 28165 @ #H551)
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COS iBA
BRUTEHTAYE: 2025-02-18 16:02:00

Eikl)

|na
iZCOSEMSEH T CSI %N |, AABIERBER MR SME XK, COS,

e =

X$5AFhE ( Cloud Object Storage , COS ) REMNASRMEXRMN—FMFIEEEXMIISHIEMIRS |, BREY N EIEE
BHE. COS (EFEAF#tEERREST RIE. KA. TSRl EiEFMERS.

BRI

o 3% Kubernetes 1.10 L FARARISERY.
e Kubernetes 1.12 iRAHIERFEEENN kubelet BLE : --feature-gates=KubeletPluginsWatcher=false .

* £ TKE i COS , FEAERNLEZY RAM | BHA—ENRERER.

{ERTTE

%% COS ¥ Rt

1. BREBRSEFEG | AENSEPIEEEH.

2. ' ERER NHATERER ID , ENERFER.

3. RN PENER |, B\ BHFIER" TUE.

4. EAHFIR TUE SRR | FHE R AN NE e COS,
5. BaTSeRkBN AT B E A,

(EFEXISREhE COS
{REITE TKE EEREh A TR E S SIRE,

WIS : B emEX 26166 T1 H551m
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CFS 15EH
BRUTEHTAYE: 2025-02-18 16:02:00

Eikl)

|iENa
I%CFS MSEINT CSI RN | AIHBN SRR R p AN s SR E K UL,

R 112 ERFEEEK kubelet BLE |, 1800 \--feature-gates=KubeletPluginsWatcher=false\ .,

ERBIEERFAINY Kubernetes X35%
kubernetesyd&Z R i AL AR Fr/ENamespaces
csi-provisioner-cfsplugin StatefulSet - kube-system
csi-nodeplugin-cfsplugin DaemonSet - kube-system
csi-provisioner-cfsplugin Service 1C2G kube-system

{ERm=

M{4TrtE CFS IR T oI RIHZMFERSS | IS5 CVM. BERIRSS TKE, MEITEFIRSSHEECERA. CFS REETHRERN NFS &
CIFS/SMB XHRZEHEMNK , AEA CVM SLEEEMHTERSREHENEIER | SIFeESEMteny R | IIENALHENED
JEEER , E—MEUH. SUENSHINARS  EEaTAEES. BRCENRNSEESTR.

CFS BNER , BAFRETEBWSENE  ERHITERIEE. RFE=LHRSTRXMRFERRNER  SIEXHRS  BiRSS

fr MM RGE R | EROIENXARS. B CFS-CSI RAN | B LIRIEES SRR TETRERE Kubernetes {3 CFS | ¥
BB CFS [#EAm =R,

BRAEUSF

« CFS BSREITSM CFS RGR4,
« 1E TKE s{iFg CFS , BEMERNTEZY BAL , ESA—ENRASE.

BIFSR

LEFHSE CFS T RBAH

1. BREBRSEFEG | EENSIEPIEEERH.

2. EERHER TMHATERER ID , EAERHFER.

3. IERAMERRAhREHER |, B "BMFIER" TUE.

4. TEAMHFIR TUE SRR | FHE AN NE A CFS.
5. B SeRRBAIAT BIER A,

WS : BRmEmEX 28167 TW #5517
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Bl&E CFS 38! StroageClass

1. 7E SR TR U BA A CFS RUSERE ID |, NERHEIET.

2. EEMSHZFEETFM > StorageClass , BATHFEEHA "HiiEStorageClass” THH.
3. FRAESCRRESK |, BlEE CFS 2819 StorageClass,

4. BaFglEStorageClass , =L,

Bl& PersistentVolumeClaim

1. T SR ETE TR (ER CFS AUSEEE ID | NERHEIER.

2. EEMSHZ ik > PersistentVolumeClaim , BadF@iH\ “#iEPersistentVolumeClaim” TT@.
3. tRIESCRREEK , BlEE CFS 28 PersistentVolumeClaim , i%3% FiREREIER) StorageClass,

4. B pllEPersistentVolumeClaim , FEpitlzE,

S TIERE:

1. 7E"EEREETE U B E CFS USRS ID |, HNERHEIBT.

2. EEMISHEIEETERE > Deployment , Ba#m@hit N "#i@&Workload” TAHE.
3. tRIBSCRRESK | BUBRBILRMERBEPVC , iR BABEMN PVC,

4. EHEIRENISEREAG | REeIEWorkload7em Al

WS : BRmEmEX

BesiRSS (TKE)

%168 T
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CBS 15EH

CBS &7t

RITEFHHYE): 2025-02-18 16:02:00
BIEn=

Scis TKE SERFBITi=H S IRIBIEFFERE | HEIEIRIRFRERIERRAIN PV 71 PVC, A3URM CBS-CSI BHIIRERHESRBFH N
BRI TBIRE.

DIREsFIE

ke 15388

BSHIES STEFENBIE Volume, PV X5 K% PVC 335

MSEUES BT StorageClass FoE. UM Volume K PV X5

BT iﬁfijig\}zﬁigﬁlzﬁﬁk , ESATRAXEREF , CBS-CSI S5 Pod , [FIEE Node B9
VEIEER I RRT BANEIRS R EARSER20RATEE |, PERBE Pod FGITIEEE R AR AEREN
maxAttachLimit TR

BHEET B SHEHBIIEN PVC BEFER , TMALY & (([CHFREREEE)

SREBIIRE SHFIBIS REROIE SRS

BB

CBS-CSI BfESaFAMEfRR , BaLITEMA

e DaemonSet : &1 Node 1£{t—4> DaemonSet , &#R/I NodePlugin, F§ CBS-CSI Driver #1 node-driver-registrar FiN2S884H
B, REET AEM Driver , FHEMHER AN,

o StatefulSet 1 Deployment : {&#RJ9 Controller, H Driver #1& Sidecar ( external-provisioner, external-attacher, external-
resizer, external-snapshotter, snapshot-controller ) —tapy , I=EEIMZE. attach, detach, ¥'Z&. HREBERES.

THIELT

BRI

o {#F CBS-CSI A5 , AHITE TKE SR ARTERIELY BSHI0IEIRE,
* B£{ER QcloudCbs (In-Tree f&f4 ) A TKE &8F , JLAMBRRIEREFER. (/5488 Volume Migration £5—%| CBS CSI)

WS : BRmEmEX 2169 TW #H551)
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{E R

* 1BiJ CBS-CSI A=t FHXER
s TRV BCERE
o BUEMRIBFIFERRIERRES

WS : BRmEmEX 170 TW #551)
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181 CBSittsa =L IS o] A X #EEK

BRUTEHTAYE: 2025-02-18 16:02:00

37—

ESEASHHETAKESET R , AEUTAKNSERNES , HEET CBS HHNSRIFIE e RISt X EEIT.

SCH R

FNBEIRAEEES A Kubernetes HHEISTERL . ©4F Scheduler, PV controller, external-provisioner, EfFIZANT :

1. PV controller M2 PVC X5 , #&& Storageclass i VolumeBindingMode 2&79 WaitForFirstConsumer , 212 , MRS z7EP4ME
iZ PVC FOBIEESE{4 , &4F Scheduler b2,

2. Scheduler ##E Pod 5 , £%5 nodeName L1 annotation B9 =I0AZI PVC 338 volume.kubernetes.io/selected-node:
10.0.0.72,

3. PV controller $%BYZl PVC SMEHEHEHG , BFFELNE annotation ( volume.kubernetes.io/selected-node ) , 1EiE
nodeName 3XEX Node %35 , tfE\Z| external-provisioner &1,

4. external-provisioner {RIEEIT A Node X35:AY label SRENATAIX ( failure-domain.beta.kubernetes.io/zone ) f[FEXI N A X E
i PV, IXZIF0 Pod HHEIATAXATER | EBR=iEE ] Node EARR XM AEEIE-,

AR

* B CBS AHEFTRHIRA.

0 1=
BELE
EFELLT YAML , 7£ Storageclass Fi& & volumeBindingMode 75 WaitForFirstConsumer, =fIa0TF :

kind: StorageClass

metadata:

name: cbs-topo

parameters:

type: cbs

provisioner: com.abcd.cloud.csi.cbs
reclaimPolicy: Delete

volumeBindingMode: WaitForFirstConsumer

L

CBS-CSI #1 In-Tree B4193ZHRZIRIE.

WIS : B emEX %171 71 H551m;
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Ll Bt

BRUTEHTAYE: 2025-02-18 16:02:00

37—

TKE STHELY B PV, WHHNZEEREERSE , ASEERF Pod BIRISHT B. NMREGRFNRENE  BIEREREXHRSR
SETFARIEHINERS A TIRE.

AR

* B CBS EFaSHhRA.
o (FIL) MERT BRNSEEIRERX , JLILT SRIERREENHEIE.

BIFSE

BRI A StorageClass
ERLAT YAML IR Y StorageClass , 7£ Storageclass $i%& allowVolumeExpansion A true , ;=0T :

allowVolumeExpansion: true
apiVersion: storage.k8s.io/v1l

kind: StorageClass

metadata:

name: cbs-csi-expand

parameters:

diskType: CLOUD_PREMIUM
provisioner: com.abcd.cloud.csi.cbs
reclaimPolicy: Delete
volumeBindingMode: Immediate

as s
LT &5
T&h 15i88

HE Pod (IERTELY 7 SNBEENHRFARIER | seERy SHELURG2FENDN. EEERZT=UHTT
S =

ERPodfER LY &
L HUTLAT < |, BEIAY &R0 PV AIMHREGIRS. ZFIE0T , PV FIXHRSEA/NMGA30G :

$ kubectl exec ivantestweb-0 df /usr/share/nginx/html
Filesystem 1K-blocks Used Available Use% Mounted on
/dev/vdd 30832548 44992 30771172 1% /usr/share/nginx/html
$ kubectl get pv pvc-e193201e-6f6d-48cf-b96d-ccc09225c¢f9c

WS : BRmEmEX 8172 W #551]
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NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-e193201e-6f6d-48cf-b96d-ccc09225c¢f9c 30Gi RWO Delete Bound default/www1-ivantestweb-0 cbs-csi 20h

2. JUTLAT @S . A PV MSFT E—MFX zone 15& , B T—2ES Pod /7 , & Pod TEFREFIENM IR L. ZOOT

$ kubectl label pv pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c failure-domain.beta.kubernetes.io/zone=nozone

3. PUTLAT A< ESS Pod , EfE/EHT Pod XIMAY PV RITREEREARIZEARZE zone , Pod 14T Pending AT, =BIA0T :

$ kubectl delete pod ivantestweb-0

$ kubectl get pod ivantestweb-0

NAME READY STATUS RESTARTS AGE

ivantestweb-0 0/1 Pending 0 25s

$ kubectl describe pod ivantestweb-0

Events:

Type Reason Age From Message

Warning FailedScheduling 40s (x3 over 2m3s) default-scheduler 0/1 nodes are available: 1 node(s) had no available volu
me zone.

4. PUTLAT S | B PVC WRTHIBE |, BEET 52406, AT

kubectl patch pvc www1-ivantestweb-0 -p '{"spec”:{"resources:{"requests":{"storage":"40Gi"}}}'
b3
T BEHIPVCIRBEAIA/IMA A LORYEEL.

5. FUTLAT S | KB PV WRZAEHT LAYRE |, #n&XIRZfE Pod BIRIEEMT. A0 :

$ kubectl label pv pvc-€193201e-6f6d-48cf-b96d-ccc09225c¢f9c failure-domain.beta.kubernetes.io/zone-
persistentvolume/pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c labeled

6. PUTLAT < , JLAEEER] Pod AT Running. XIREY PV ARG B . M30GH BEI40G, FI0T

$ kubectl get pod ivantestweb-0

NAME READY STATUS RESTARTS AGE

ivantestweb-0 1/1 Running 0 17m

$ kubectl get pv pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c

NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c 40Gi RWO Delete Bound default/www1-ivantestweb-0 cbs-csi 20h
$ kubectl get pvc www1-ivantestweb-0

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE

www1-ivantestweb-0 Bound pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c 40Gi RWO cbs-csi 20h
$ kubectl exec ivantestweb-0 df /usr/share/nginx/html

Filesystem 1K-blocks Used Available Use% Mounted on

/dev/vdd 41153760 49032 41088344 1% /usr/share/nginx/html

WS : BRmEmEX 173 T@ #551]
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BRI ERRIRIRES

BRUTEHTAYE: 2025-02-18 16:02:00

37—

HITH PVC MIRRAIRIRIBRENMIE , BEHSHNIRIBEIRIREEIH PVC &, FTLUBIT CBS-CSHHIEREHL , A0 MBIITR)
FA CBS-CSLIE#SIHN PVC (SRS M SIRE.

AR

* SREERHRAY CBS A,

BIFLR

FipPVC

€& VolumeSnapshotClass
1. EALLT YAML , € VolumeSnapshotClass 398, =~HIE0T :

apiVersion: snapshot.storage.k8s.io/v1lbetal
kind: VolumeSnapshotClass

metadata:

name: cbs-snapclass

driver: com.abcd.cloud.csi.cbs
deletionPolicy: Delete

2. PTLAT e EE VolumeSnapshotClass 2&EIEMIN. A1 :

$ kubectl get volumesnapshotclass
NAME DRIVER DELETIONPOLICY AGE
cbs-snapclass com.abcd.cloud.csi.cbs Delete 17m

€& PVC A8 VolumeSnapshot
1. AL new-snapshot-demo RFBZ A4 , {FEALLT YAML €& VolumeSnapshot 338, =90 :

apiVersion: snapshot.storage.k8s.io/v1lbetal
kind: VolumeSnapshot

metadata:

name: new-snapshot-demo

spec:

volumeSnapshotClassName: cbs-snapclass
source:

persistentVolumeClaimName: csi-pvc

WS : BRmEmEX 174 W #5517
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2. PUFLAT®S , &F Volumesnapshot 1 Volumesnapshotcontent I35 286D , & READYTOUSE 7 true , MIBIEERLIN,
AT

$ kubectl get volumesnapshot

NAME READYTOUSE SOURCEPVC SOURCESNAPSHOTCONTENT RESTORESIZE SNAPSHOTCLASS SNAPSHOTCONTENT C
REATIONTIME AGE

new-snapshot-demo true www1-ivantestweb-0 10Gi cbs-snapclass snapcontent-ealla797-d438-4410-ae21-41d9147fe
610 22m 22m

$ kubectl get volumesnapshotcontent

NAME READYTOUSE RESTORESIZE DELETIONPOLICY DRIVER VOLUMESNAPSHOTCLASS VOLUMESNAPSHOT AGE
snapcontent-ealla797-d438-4410-ae21-41d9147fe610 true 10737418240 Delete com.abcd.cloud.csi.cbs cbs-snapclass
new-snapshot-demo 22m

3. PUTLATES , BJLASREY Volumesnapshotcontent XI&AVIRAR ID , FERE status.snapshotHandle ( #1TFA snap-e406fc9m ) ,
AILARYEIRER ID £ =IRSIEHIE > RERFIZR FARBBRESFE. =~AmT :

$ kubectl get volumesnapshotcontent snapcontent-ealla797-d438-4410-ae21-41d9147fe610 -oyaml

apiVersion: snapshot.storage.k8s.io/v1lbetal

kind: VolumeSnapshotContent

metadata:

creationTimestamp: "2020-11-04T08:58:39Z"

finalizers:

- snapshot.storage.kubernetes.io/volumesnapshotcontent-bound-protection
name: snapcontent-ealla797-d438-4410-ae21-41d9147fe610
resourceVersion: "471437790"

selfLink: /apis/snapshot.storage.k8s.io/v1betal/volumesnapshotcontents/snapcontent-ealla797-d438-4410-ae21-41d
9147fe610

uid: 70d0390b-79b8-4276-aa79-a32e3bdef3d6

spec:

deletionPolicy: Delete

driver: com.abcd.cloud.csi.cbs

source:

volumeHandle: disk-7z32tin5

volumeSnapshotClassName: cbs-snapclass
volumeSnapshotRef:

apiVersion: snapshot.storage.k8s.io/v1lbetal

kind: VolumeSnapshot

name: new-snapshot-demo

namespace: default

resourceVersion: "471418661"

uid: ealla797-d438-4410-ae21-41d9147fe610

status:

creationTime: 1604480319000000000

readyToUse: true

restoreSize: 10737418240

snapshotHandle: snap-e406fc9m

MRS EARRIHT pvc

WS : BRmEmEX 2175 @ #H551]
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1. AL BRI VolumeSnapshot BIXI5:E A new-snapshot-demo A , SEFELAT YAML WREBIRES. EIGNT :

apiVersion: v1

kind: PersistentVolumeClaim
metadata:

name: restore-test

spec:

storageClassName: cbs-csi
dataSource:

name: new-snapshot-demo
kind: VolumeSnapshot
apiGroup: snapshot.storage.k8s.io
accessModes:

- ReadWriteOnce

resources:

requests:

storage: 10Gi

2. fUTLATES  BEWER PVC BplhelEE , M PV FEJLIEERIRINAY diskid (4079 disk-gahzlkwl ) . EI90TF :

$ kubectl get pvc restore-test
NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
restore-test Bound pvc-80b98084-29a3-4a38-a96¢-2f284042cf4f 10Gi RWO cbs-csi 97s

$ kubectl get pv pvc-80098084-29a3-4a38-a96¢-2f284042cf4f -oyaml

apiVersion: v1

kind: PersistentVolume

metadata:

annotations:

pv.kubernetes.io/provisioned-by: com.abcd.cloud.csi.cbs
creationTimestamp: "2020-11-04T12:08:25Z"
finalizers:

- kubernetes.io/pv-protection

name: pvc-80b98084-29a3-4a38-a96c¢-2f284042cfaf
resourceVersion: "474676883"

selfLink: /api/v1/persistentvolumes/pvc-80b98084-29a3-4a38-a96¢-2f284042cf4f
uid: 5321df93-5f21-4895-bafc-71538d50293a

spec:

accessModes:

- ReadWriteOnce

capacity:

storage: 10Gi

claimRef:

apiVersion: v1

kind: PersistentVolumeClaim

name: restore-test

namespace: default

resourceVersion: "474675088"

uid: 80b98084-29a3-4a38-a96¢-2f284042cfaf

csi:

driver: com.abcd.cloud.csi.cbs

fsType: ext4

volumeAttributes:

WS : BRmEmEX 176 TW #H551)
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diskType: CLOUD_PREMIUM
storage.kubernetes.io/csiProvisionerldentity: 1604478835151-8081-com.abcd.cloud.csi.cbs
volumeHandle: disk-gahz1kwl
nodeAffinity:

required:

nodeSelectorTerms:

- matchExpressions:

- key: topology.com.abcd.cloud.csi.cbs/zone
operator: In

values:

- ap-beijing-2
persistentVolumeReclaimPolicy: Delete
storageClassName: cbs-csi

volumeMode: Filesystem

status:

phase: Bound

ULz
WNER StorageClass FA T #HIMER ( SCiEE Pod FBEIE PV ) |, Bl¥EXE volumeBindingMode: WaitForFirstConsumer , EE
BEIERE Pod ( FiEE PVC ) ARtz PV ( WIEREEGIZEFTAY CBS H5 PV 4BE ) .
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P2P 1588

ERITEFHYE): 2025-02-18 16:02:00

",

Vi

BHENEA

P2P Addon 2&=FEEIRSS TCR #EHAIET P2P RANBHRREINED ARG | INAFAIUESERS TKE SSRFRERIEY GB HE
F|RE  HF LT HRAGFRAEL,

ZEHEH p2p-agent . p2p-proxy #1 p2p-tracker 4HEAY

* p2p-agent : EAEFHTE MR L KESMRNREGREISK , HERZE P2P MERIZA peer (node T ) [E,

* p2p-proxy : MEBEEEEDTRL , (FAREFFEEBINERRECE, proxy TREAREMF , BFENBIREGRCEFTREIR

YREGIRE.
* p2p-tracker : FPEEEEEH TR L , FHR bittorrent t1YAY tracker fRSS.

HMBIFEEIA Kubernetes Y482
Kubernetes JYSE#R it BREIR Ffr/& Namespace
p2p-agent DaemonSet BN 0.2#% CPU |, 0.2GAHTF kube-system
p2p-proxy Deployment B R0.5% CPU , 0.5GHEF kube-system
p2p-tracker Deployment B 50.5% CPU , 0.5GATF kube-system
p2p-proxy Service - kube-system
p2p-tracker Service - kube-system
agent Configmap - kube-system
proxy Configmap - kube-system
tracker Configmap - kube-system

ERm=

RIFEFARHUE TKE SSRFRIRAIEN GB RARRES , ST LT TREF AR , #EFMNTERESR

o FEHMNBESETMS00 - 10005 , ERAFRFHFEURNSHRES. WERET , ERHRTRES Y SHFL00MB/sHIFHAIBUERE,
o LERFNRSETMS500 - 10005 , £/ CBS nE2 P IS =RRG , BSEREEAN. tR. ESFEREEE, R
T AT RESSHF20MB/sHH R RIEURE.

BRI

o TEARHUEEERTASA P2P Addon FIENARRREGRT , BT REERENRESEEE  AREMERRER WS, a5 RER
CBS ZEFMEHIERIASRRS  BRIREATEEIERESERN T RRESERRCHIER/ZRAT |, BRERENEN X5 REd

WIS : B emEX %178 T1 H551m
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EIERERT RTINS HiEIS | BEERmZtR N EM B FROIERE R,

* FFE P2P iEMFEEME—ENRIR , P2P BMEREINENENEREFSOAT R CPU MIRERR , IEEREABLARE. H
2l

e Proxy 9 limit BRI : 4% CPU #14G W7Z,

* Agent B9 limit fRHI/A : 44% CPU F12G W7Z,

* Tracker 89 limit BRI : 2#% CPU F04G W7Z.

o FERBERNTRIME , MEEEH Proxy M, Proxy BT RAIRRECEH4C8G , AMHEL.5GB/s , B4 Proxy IRSZAISE
200 MR AR,

* FEEaNH Proxy Fl Tracker BFIEIEHET A , EAANAFNATAIT K8S I , WIHESNL £/, Proxy 1 Agent FTERY
T RRZE NN CER.

o Agent BFESHATRAS004i%0 |, LK P2P £HE(EiRO6881 ( Agent ) #16882 ( Proxy ) . Agent. Proxy &5 BIEIEA
#TIEER /p2p_agent_data #1 /p2p_proxy_data FITEEDRFER , BIRAFHAT ACMEBBEETE,

{ERTGE

1. B AENT RERRIET Proxy B, @I kubectl label nodes XXXX proxy=p2p-proxy sSHRETm |, L ErHS BT
XUTRPEEIZAN. RETNREZEE Proxy BIHRINE , BAIEIEE TR ERMSERRZ label 5, {E5IEEFH kube-system
RZET p2p-proxy TIEREAIRIANEL.

2. EEEIEIT mEREIETT Tracker A4, TEIT kubect! label nodes XXXX tracker=p2p-tracker ap$tricTm , HELERISED
XL RPHEZEN., RERNREEARE Tracker BN, DIEIEE TR ERINEEMBRZ label f5 |, 1E2&EF+ kube-system
WETIET p2p-tracker TYEGEAIBIANEL,

3. TRELEHEERIESE A : AWRNIEE TCP #1 UDP B930000 - 32768 ixH. LUK VPC i IP £5uE. HiNIpu@E<Es ( TKE
&8 work TREVARSEEHEEK ) .

4. IEEISTESEF FTIS P2P Addon &, EEFEMRVFECERS , ThBEPRIE,. Proxy M, Tracker MY, REBURETES
A THNESERE , 718X p2p-agent configmap 5 downloadRate #1 uploadRate,

5. RSz E A IR ERGATER dockercfg , EBEEEEZA localhost:5004 , BFR&REBEIABIFEGECENRR LS
ik,

6. 1250SE YAML , BEEINEEEGCEHAMIHMER A localhost:5004 , 4 localhost:5004/p2p-test/test:1.0 , FHEREFER
dockercfg £/ ImagePullSecret,

7. RS YAML BREEFH TIEGE , HIHMBRRERERER D RREES R , REEED R TERELUASISIFINENER.

> X

BIFLE

1. BRABRSEFEG | EFLNSHIAZPHISHE.

2 E'SEEHER THRL BRER ID |, MASEHIFRER.

3. RS PRENER , BN B4R TUE.

4. TEAMHFIR TUE SRR | FHE R AN NE Ak P2P,

5. 1R SHEE" R P2PEMSEIRE " BOY , EEFENMENRGCESS. TRAEPRIE. Proxy MNIK Tracker 1NL,

WIS : B emEX %179 T H551m
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GPU-Manager 86

ERITEFHYE): 2025-02-18 16:02:00
<P AN
18]71

aHNE

GPU Manager 12— All-in-One 9 GPU &1#88 , EF Kubernetes DevicePlugin iEHRFSLI |, 2SRRI T HEHFH=
GPU. GPU f5tr&if), Be8I51TRIAY GPU IBXIREESFINEE , SIHFAFTE Kubernetes S28¥H M GPU 2%,

EHThRE

o RINDER : IRMHET GPU IS ECINRE | HAFHEEIT 15K GPU RN , LASERINERRRINA R HE GPU 1%,

* GPU #= : RiFAFRNTFIKRERINES | FHHEHE QoS Rk,

* RIFE GPU 1SRAES : AFRILAARIENEHO ( BRIAA 5678 ) B /metric B2 , AILLA Prometheus 24 GPU JEARAIIIEETNEE |
hiE) /usage EEREILUHITENEMRIBERINAEI.,

ERBIEEREAINY Kubernetes X38%
Kubernetes 5 &R ESid) G A ] Ffr/@ Namespaces
gpu-manager-daemonset DaemonSet BE A1 CPU, 1GIRE kube-system
gpu-quota-admission Deployment BT A% CPU, 1GIRE kube-system

{ERm=R

£ Kubernetes &£8¥iz1T GPU NAERTS , ATLUER AL)IGSF AR EiERY - RERFIRRENER  ItERREEIRSFA.

BRI

o Z/BHET Kubernetes DevicePlugin LI , aJEE1E Kubernetes 1.10 LA ERRAHIEERHEF,
° 3K GPU F+—HBL100MRMAIER | (52350 - 1A= |, DURIBIEHINENRIRE. BEERIEREREL256MiBAs/NI— N RfAY
PEER.

{ERTE

RS

1. BREBRSEFG | AENSIEPIEEEH,

2. EERHER NHR T RSN ID , EAERHFER.

3. MRS hREHER |, B "BHFIR" T,

4. FE"EAPR TUEPIARRE | FHEITEAH ME S AE GpuManager,
5. BATESERRAN AT G A,

WIS : B emEX 6180 1 H551m
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BIERMMRIEERY GPU TERE
2 GpuManager BiRIIEESE | ErBLA TS IE4ERIER GPU TEf#E.

R : B TKE EHEaeE

1. BREFBRSERE | ERLNSHEFI0SEE.
2. ERFECE GPU MARISRY | HEANTIFRIEER , HREg.
3. 7" #iEEWorkload " NEHRIESLIRFR K TEE , A" GPURIR ECEMAIER GPU TIFRi.

HX= BT yaml gl

PR : TEIRASAHEY yam| AEERIRE GPU HEREE , &AIREELE resource HETS finance.cloud.tencent.com /vcuda-core , &
FRIFFEE resource FiEEfinance.cloud.tencent.com /vcuda-memory .

TmELEE yaml =41
o {EF13KRAY P4 i85 -

apiVersion: v1
kind: Pod

spec:
containers:

name:gpu
resources:finance.cloud.tencent.com/vcuda-core:100

* {$[H0.35Kk~ , 5GiB BTFRIRIF :
apiVersion: v1
kind: Pod

spec:
containers:

name:gpu
resources:finance.cloud.tencent.com/vcuda-core:30 finance.cloud.tencent.com/vcuda-memory:20

WS : BRmEmEX 2181 Tn #551|
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HPC 3488

BRUTEHTAYE: 2025-02-18 16:02:00

Vi

HENE

HPC ( HorizontalPodCronscaler ) E—FEJLAYT K8s workload BIZAuH{TERMEXIEFANY , Bi& HPC CRD (#F , B/INE%
HERHMES.

Hi4TheE

o SHRRE"IHFBE" ( KEAXISRA HPA ) 5" BtRsLfI#E" ( KBS/ deployment # statefulset ) ,

o STREFFX"GISMTE". BISMT BN INEENERRE  SIFRESEK.

s YHHRETEHESERRIIT X,

SRBIFER MY Kubernetes X5

TEEERENERE HPC , BEEEIEPELLT Kubernetes X945 :

Kubernetes XJ5&#R i AL RER Fr/@Namespaces

horizontalpodcronscalers.autoscaling.

. CustomResourceDefinition - -
finance.cloud.tencent.com

hpc-leader-election-role Role - kube-system
hpc-leader-election-rolebinding RoleBinding - kube-system
hpc-manager-role ClusterRole - -
hpc-manager-rolebinding ClusterRoleBinding - -
cron.hpa—controlIer—manager—metrlcs— Service i kube-system
service

hpc-manager ServiceAccount - kube-system

1 P
tke-hpc-controller Deployment 00mCPU/pod. kube-system

100Mi/pod

BRI

ATk
ICTEOIZE SR IR 12 4ALL EARAEERE | TRIEXUTAISE , FEaTA.
o (UZHFL.12RALAERY kubernetes,

* ZERE kube-apiserver UZaI5%L . --feature-gates=CustomResourceSubresources=true

WIS : B emEX 6182 1 H551m
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o HPC AHEGAERENMRNKSIENERMESIISERE , AWERTREFE /etc/localtime {4,
* HPC EUAZE24 HPC Pod EARET R , BT =EEF 2 RIAL,

fEBlEE HPC &iRRT , $iaHIAY workload ( K8s &R ) EEFET £8 .

B

224 HPC

1. BR ARRSIEHE | AENSIE LR,

2. EERHEE NHATARER ID , ENEHFER.

3. IERAMERRAPREHER |, B "BMPIER" TUE.

4. TEAHFIR TUE ISR | FHE R AN NE e HPC,
5. BATESERRAN AT SRR A,

BIEEFHER HPC TEEHI

BlIEEXEE Deployment FIEIHESHR
A0

apiVersion: autoscaling.finance.cloud.tencent.com/v1
kind: HorizontalPodCronscaler
metadata:

name: hpc-deployment
namespace: default

spec:

scaleTarget:

apiVersion: apps/vl

kind: Deployment

name: nginx-deployment
namespace: default

crons:

- name: "scale-down"
excludeDates:

_ "k % % 15 11 *"

“*****5“

schedule: "30 */1 * * * *"
targetSize: 1

- name: "scale-up"
excludeDates:

_ "k % % 15 11 *"

“*****5“

schedule; "Q */1 * * * *"
targetSize: 3

BIEEES StatefulSet FIERMESHIR
IR

WS : BRmEmEX
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apiVersion: autoscaling.finance.cloud.tencent.com/vl
kind: HorizontalPodCronscaler
metadata:

name: hpc-statefulset
namespace: default
spec:

scaleTarget:

apiVersion: apps/vl
kind: Statefulset

name: nginx-statefulset
namespace: default
crons:

- name: "scale-down"
excludeDates:

_ "k * % 15 11 *"
schedule: "0 */2 * * * *"
targetSize: 1

- name: "scale-up"
excludeDates:

_ "k * % 15 11 *"
schedule: "30 */2 * * * *"
targetSize: 4

BIEEXEX HPA RUERMES TR
AT

apiVersion: autoscaling.finance.cloud.tencent.com/v1
kind: HorizontalPodCronscaler
metadata:

labels:

controller-tools.k8s.io: "1.0"
name: hpc-hpa

spec:

scaleTarget:

apiVersion: autoscaling/vl
kind: HorizontalPodAutoscaler
name: nginx-hpa

namespace: default

crons:

- name: "scale-up"

schedule: "30 */1 * * * *"
minSize: 2

maxSize: 6

- name: "scale-down"
schedule: "0 */1 * * * **
minSize: 1

maxSize: 5

ERtERESE
FERBMR BRIk FVHETEE SOVFRRF IR AT

Seconds = 0-59 */, -

WS : BRmEmEX 25184 TW #H551|
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FRREBMR
Minutes
Hours

Day of month
Month

Day of week

WS : BRmEmEX

Al HAD  AD D

ali

FHETEE

1-31
1-12 8k JAN - DEC

0 - 6 8 SUN - SAT

BaahRss (TKE)
SEVFHOREAR T
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*/,_
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Network Policy i5AH

RITEHAYE: 2025-02-18 16:02:00

",

Vi

aHNE

BesiRSS (TKE)

Network Policy 2 Kubernetes J2ItHI—FRIR , BTEXET Pod HIMEIREREE. Bt 7 —4 Pod EEAILISHMAE Pod , LK
Hifth Network Entities #7185, AEHRETHIHZEIRN Controller SLHI, WNRGFHETE IP tstitslinE® ( OS] $E3EHF4E )

EHATENRRWERE | NeIEEERAAM.

ERRIELERAN Kubernetes 398
Kubernetes J&E#R ESig)
networkpolicy DaemonSet
networkpolicy ClusterRole
networkpolicy ClusterRoleBinding
networkpolicy ServiceAccount
R

1. BRABRSEFEG | AENSIEPIEEEH.
2. ' ERER NHATERER ID , ENERFER.
3. IEFAMESRRPRENER |, B "BHFIER" TUE.

BERAEIR
B|PELFICPU:250m , Memory:250Mi

4. FE"EAFR TUEAPIARRE | HEITEES UE A% NetworkPolicy.

5. B SeRRBEIAT SlER A,

WS : BRmEmEX

Fir/& Namespace

kube-system
kube-system
kube-system

kube-system
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Nginx-ingress 8

ERITEFHYE): 2025-02-18 16:02:00

",

Vi

BHENA
Nginx EJLABIEREMNIE. i EEeef HTTP 4877, Nginx-ingress B2 Nginx fEAR BRI TE2809 Kubernetes Y
Ingress #4128, RETLAZRE Nginx-ingress B4 , TEEREH#R Nginx-ingress.

HMBIFEEF A Kubernetes 3952
FEESBFINERE Nginx-ingress Add-on , SESEFRERELIT Kubernetes X% :

Kubernetes II&&#R ESid) INEARRR Ffr/& Namespaces
tke-ingress-nginx-controller-operator Deployment 0.13#% CPU , 128MBR7F kube-system
ingress-nginx-controller Deployment/DaementSet 0.1#% CPU kube-system
ingress-nginx-controller-hpa HPA - kube-system

TEEEREMEIEE Nginx ingress SLAIESEEEINESEIELLT Kubernetes X945 :

Kubernetes XSRZFR it FKAEHEERR Ffi/® Namespaces
nginx-ingress Service - BENIZE
nginx-ingress Configmap - BEMEE

WIS : B emEX 6187 T H551m
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=&

Volume&I&

RITEFHHYE): 2025-02-18 16:02:00

i)
Yomeas
o (ERENEER  SEBFEBINING B REHEISHAEERZT (BIXIE Kubernetes i HostPath ) , ZEJLURIRILSHX |

ERAEREIREIER T REIRSANFHERISERER Y , EmptyDir SR TERNIGE TR,

o A NFS & : RFEES NFS IR |, S LMERAEE CFS | thal{ER BRI 4ZiE NFS, A NFS $iREERTS &SR
A | ERTAEEROW. RIMNME, RASEESHE.

» {EFEA PersistentVolumeClaim : {FFEEA PersistentVolumeClaim EBT{EREIITFME , BahECaEEE PersistentVolume
HEIXIRAY Pod T, EEEMT StatefulSet BIEMBIRESRA. ESFEFSN PV #1 PVC S,

o (EFBHE PersistentVolumeClaim : #E— PersistentVolumeClaim =BT EREAFNE , BEIoECEEE PersistentVolume
HEIXIRAY Pod T, EEEMT StatefulSet BIEMBIRESRAE. ESFEEFSN PV #1 PVC S,

o (FABAZSMERER  BISSRMEXET CBS B Kubernetes RIRIZHEEM, HRILUSE—RENSSMEXA CBS =
BEHFSENE—RET , BRRIVN , ZEERBEIR. ERCESSIEESERTERENSANGT | TATF Mysql FEIRE
RS, RERFEEEIEENIRS  STAMESAN 1.

* f5F ConfigMap : ConfigMap LS4 RSGHIFEREI Pod £, XIFEENX ConfigMap £EEREINFENERR. ESFEESR
ConfigMap &1,

* {#H Secret : Secret LU RFRIFIERE Pod £, TIFEEN Secret KEEHINTENIR, EZFEESN Secret B,

HIESRIEEEN

o RIEHUESLE  FIREFSHEVERA.

s E—MRST  BUESHIEHRISRRENERRTEES.

o AMEREUIESRIRIZANTE , RFEEHES /var/lib/kubelet/pods/pod_name/volumes/kubernetes.io~empty-dir IifETER , B
AR EUEE A fp R S TBIRVE dn BHA R —3L.

o HIERSEHRRENR , BARENEENR.

Volume $=HI&121EE5|
SR TEBHEREIES

1. &5 TKE =44,

2. EAEMSHES , REHREF, HNSEFESE .

3. AR EARE Workload RISEEFID/BFR , BENTFEEE Workload HISAFSTENE,

4. 17 "TERE" T , (EEEE Workload 258! | FAXIRIAYEEAE. a0 , SEETERE > DaemonSet , A\ "DaemonSet"{EE1
M.

WIS : B emEX 6188 1 H551m
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5. BT | N "FEEWorkload TR,
6. IRIENERER , RETIEFRESE. SETHHER. HE SRS+, REFIERS | FINEES.

7. TRAESCPRGSK | EEEUESIEEA Y | EEE A
8. gl Workload , sERE6IEE,

Kubect! #{E Volume 13|

(IRHRBISMG | ST ERET Kubect! S TR,

Pod #E&; Volume YAML 73=:451

apiVersion: v1

kind: Pod

metadata:

name: test-pd

spec:

containers:

- image: k8s.gcr.io/test-webserver
name: test-container
volumeMounts:

- mountPath: /cache
name: cache-volume
volumes:

- name: cache-volume
emptyDir: {}

* specvolumes : IREHUESETR. KB, HIESHNSH,

¢ spec.volumes.emptyDir : iREIRATIRIR,

* spec.volumes.hostPath : IREEHIIEZ,

e spec.volumes.nfs : i¥& NFS £,

* spec.volumes.persistentVolumeClaim : IEEH PersistentVolumeClaim

* spec.volumeClaimTemplates : &%= , BIRIEASENEIE PersistentVolumeClaim #1 PersistentVolume,

WS : BRmEmEX 25189 T 551
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PV&PVCEHE

RITEHAYE: 2025-02-18 16:02:00

BesiRSS (TKE)

PersistentVolume ( PV ) : SEBFRRIEHERIR , AT RRERRIRIR. PV IRZTF Pod RI4EAREET , HRIEAEIRY StorageClass XE4E)
EARESREA PV,  PersistentVolumeClaim (PVC) : &ERFRRITFMESRK. fla0 , PV 2 Pod ERTREIR , PVC NIFEBARER PV &

TR, & PV EBRAER , PVC BATLAGZSEIR PV,

EREm

o CBS #AXRETTRAXIER. HiEE CBS %8 PV {9 Pod IFBEIEMATAX , H2SHUEHRAM.

* TKE ZHIEAIFE CBS 2Y 4% |, I5B1TANE CBS =HaHTR(IE.

PV&PVC 1= 51{EE5|

B350l PV
gl PV ERTOEEERE , HEERRGERNTS,

1. ZR TKE &4I4.

2. EAMSHIZRTERE , H\ SR EE @,

3. AR ERIRE PV RUSSEYID/BRR , HNRFEIR PV ROSSEFETETA.
4. EIEERE > PV, N "PersistentVolume"{SE M.

5. BAThER | H N\ $hiiEPersistentVolume" M.,

6. tRIESCIRTSK , IRE PV 281, XESHEEWT :
o RRIRE : IRIEFRB R TIERE , BOAN "B,
o BFR: BEMN.
o ERELRE IR KE TR,
o StorageClass : 1RIESLRRFR K TIEE,
7. eaEglEPersistentVolume , 5ERkEIE,

BlE PVC

1. Z5 TKE =48,

2. EEMSH= SR | N SR ESTE TUm.

3. BEFEECIEE PVC RUSEEID/ATR , HNFEIE PVC ERFEER@.
4. 151%EE > PVC , N "PersistentVolumeClaim"{ZE 1A,

WS : BRmEmEX
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5. BaThEEE | i \FrEPersistentVolumeClaimiam,

6. IRIESCRRK |, IRE PVC 2%, XBSHESEUT :
o ZR: BENX.
o ETHE : RIELIRE R TIEREG BT AR,
o StorageClass : 1RIELIRFR K TIEE,
o BE : RIBLIFEKRHITIRE,

7. EaFEIEPersistentVolumeClaim , SEBIEE,

HEH PV AR | RRKEBEN0IEHN PV,

Bl Workload =R PVC ¥iE%

1. ZR TKE &4I4.

2. EAMSHE R , HN\ SEREE @,

3. BEFEEERE Workload RISEEFID/ER , HENFFEPE Workload RISEEFESTETIAE.

4. ETERET , (ER0EE Workload 288! | AIIRAIEEIRE. FIa0 , SEFETIERE > DaemonSet , #\"DaemonSet {583
1T

5. AT , HEN"FiEWorkload TR,
6. IRIENEER , RET(FREE. SETHEER. HEEST  REiREeRs | FnEiEs.

7. EERAEAPVCSR | EERR , EEHER PVC,

8. s RIEWorkload , S2REOIEE,

{EF8 PVC 88 , HiEERAEEHEI—1 node AL,

Kubectl £ PV&PVC 53|

SEINSTR CBS A PVAIPVC, 1EEHET StorageClass ST IS5 PV SIS0, IUMURERAISHY , CoEEET
Kubectl #HTOIRIRE.

(At ) elE PV

WIS : B emEX 6191 T H551m
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BIEA CBS 8 PV, &XREIE PV, £ i PVC RS , RETGENEIZIINAT PV,

apiVersion: v1

kind: PersistentVolume
metadata:

name: nginx-pv

spec:

capacity:

storage: 10Gi
accessModes:

- ReadWriteOnce
gcloudCbs:

cbsDiskld: disk-xxxxxxx ## 1§ 8HICBS id
fsType: ext4
storageClassName: cbs

£z PVC
£ S PV, fE0IE2 PVC BY , RETISEMBIEXINAT PV, YAML RAIEIT

kind: PersistentVolumeClaim
apiVersion: v1
metadata:

name: nginx-pv-claim
spec:
storageClassName: cbs
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 10Gi

o BEEREAIMIZL0EE  &INA10.
* BXzREER/INI50GB,
* SSD ZmEERE/\/9200GB , BAREIEEN ZIEEIH,

fs5F PVC
YAML 7=I90F

apiVersion: extensions/vlbetal
kind: Deployment

metadata:

name: nginx-deployment

spec:

replicas: 1

selector:

matchLabels:

gcloud-app: nginx-deployment
template:

metadata:

labels:

gcloud-app: nginx-deployment
spec:

containers:

WS : BRmEmEX 2192 7@ #551)
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- image: nginx

imagePullPolicy: Always

name: nginx

volumeMounts:

- mountPath: "/opt/"

name: pvc-test

volumes:

- hame: pvc-test

persistentVolumeClaim:

claimName: nginx-pv-claim # B&8E5FH PVC

WS : BRmEmEX 2193 7@ #551|
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StorageClass&1#

ERITEFHYE): 2025-02-18 16:02:00

i

It

S

a

StorageClass R fFERIREY | SREFETERILUNSRIE A RREFESRS.  TKE BRSZEARMIRIF#EEE] StorageClass |, @I
StorageClass A& PersistentVolumeClaim BN A2 EETRAE IR,

StorageClass = &1#/F55|

€l StorageClass

1. B3 TKE =44,
2. EEMSHES , AR, HNSEFEE T,
3. BB EEGIRE StorageClass HISEEFID/AFR , #HNTFEIEE StorageClass FIEERFETETUE.
4. %&+2%HE > StorageClass , #\"StorageClass"{SE A,
5. REE#ER |, N "#FiEEStorageClass"TuE,
6. tRIBSCPRESK |, i8S StorageClass %), XESHEEMT :
o FfR: BENX.
o ITEHER : IRIESCIRR R TIEE.
o K : {RIELIRREKHITIRE , BUAS "HEHATBX",
o ~IEEA  RIECIRR R TIERE.
o [EIKIERRE : HRHESCPRAE K TIERE,
7. eaEglEStorageClass , FeRiBIzE,

fl# PVC 8% StorageClass
£08 PV # PVC 12 g "Bl PVC” , Bl PVC, FHEIRE PVC 24T , iIRE StorageClass 24,

BljE StatefulSet #EEHEHHNEIE PersistentVolumeClaim 358

SH8 StatefulSet &8 FhfY "BliE StatefulSet” , Bl StatefulSet, F{EIZE StatefulSet SHAT , BEHFINEEES | & "(FRAFHN
PVC" 5z, 188 PVC,

i

Kubectl #2{F StorageClass 55|

PINMURMRBISY: | SRTERET Kubect! TR E.

€& StorageClass
WNERABIzE StorageClass , EERFPIIEEIATRE name J3 CBS B9 StorageClass,

WS : BRmEmEX 28194 TW #H551]
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apiVersion: storage.k8s.io/v1l

kind: StorageClass

metadata:

# annotations:

# storageclass.beta.kubernetes.io/is-default-class: "true"

# INRBIX—% , WAk default-class , B PVC BIATEEZEEN S i RE
name: cloud-premium

provisioner: finance.cloud.tencent.com/qcloud-cbs ## TKE ££8£EHI provisioner
parameters:

type: CLOUD_PREMIUM

# S2¥5 CLOUD_BASIC,CLOUD_PREMIUM,CLOUD_SSD 3ERARFINI 4t CLOUD_BASIC
# paymode: PREPAID

# paymode A=#EATIHERIRT , PREPAIDIRR, ( BFEA : {IFRetain{REBRIEIMIERRE ) , BAIAZ POSTPAID (#z&Eit# : i+
Retain {REAF Delete MIBR5RES , Retain {NEST 1. 8AISRAFIRAERL )

# aspid:asp-123

# SIRHEEIREESRES | QIR =25 EaSbE I IRIBIRAR SPE LA Nt

XIFBHA -

* type : StorageClass fU25%! , £33F CLOUD_BASIC. CLOUD_PREMIUM #1 CLOUD_SSD (¥E&2XE).

* zone : {55 zone, WNFIEE , WREECIZEEZILL zone ; WIRAIEE , WHEATE node Y zone (58 , BEHLIEE—™ zone,

e paymode : =ERAYTERIEL , ZHAIRE N POSTPAID &= ( BlZEITEE , 323+ Retain {REB7F0 Delete MIBRSEE , Retain (NEET1.8
RIERBFIRAARL ) . IEFJIRE /Y PREPAID 22, ( BMELFRA |, {XSZHF Retain fREBAIEIKIRES ) .

* aspid : 5ERE ID , QIE=RZEENHPELLRIBRES , FBERMATINEIE,

BlEEsS s StatefulSet
{EFR=mEL CBS 63255 StatefulSet , 7™M TR :

apiVersion: apps/vl #REk8shiiAs , apiBER , XELL1.205547]
kind: StatefulSet

metadata:

name: web

spec:

serviceName: "nginx"

replicas: 1

selector:

matchLabels:

app: nginx

template:

metadata:

labels:

app: nginx

spec:

terminationGracePeriodSeconds: 10

containers:

- name: nginx

image: ccr.baiping.fsphere.cn/tkedtce/nginx:1.20.1-stable #RIEEZF B S B &RIEK
ports:

- containerPort: 80

name: web

volumeMounts:

- name: www

mountPath: /usr/share/nginx/html
volumeClaimTemplates: # BziglEEpvc , HiBEzIEIEpv
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- metadata:

name: www

spec:

accessModes: [ "ReadWriteOnce" ]
storageClassName: cloud-premium
resources:

requests:

storage: 10Gi
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RINEHE
g
RITEFHHYE): 2025-02-18 16:02:00

TKE 24t 7X3#% Kubernetes RBAC ARG , BT X FIKSHEATBRIERNHIEARIES], ZEUEXT |, TBIBRRSERHER
kubect! RSN TERFARIRIAGIE. W NERTR

R

RBAC ( Role-Based Access Control )

ETHEANRET. BEABXIKER. AEXESIRIAEERFAFIPR. & Kubernetes 1, RBAC Ei@id
rbac.authorization.k8s.io API Group SCHIRY , B iFEEREEIRRIEIT Kubernetes API shSECESRES.

Role

RFEYEA N R RRIAEAIR.

ClusterRole

AT ENENEERIABIIR.

RoleBinding

BRehE ASRIEF— I & —EHAF | $Hdan B EHI TN,
ClusterRoleBinding

BREHEYANREF— & —HABR | ISR EERNGm BT EHI TR,

TKE Kubernetes Y& BINRIEHIF =

INIESR

Kubernetes APIServer 35EESHFANAUERRS , 4140 x509 IFH. bearer token, basic auth, Ee , {X bearer token BE/AMAIFSHERS
TiHEE known-token csv SX{HRY beaer token, serviceaccount token, OIDC token. webhook token server &%t token IAIES
=X

TKE D7 7 SEMERMRSMIHREFRSR | BEFER x509 IEHIAES. BEMBWT -
o FRBFIERRRLANE,

s WTFEEEMTHEHTENTE .
o %R User &z Group #1749 |, 5 BT

TKE &7 x509 MEFHIAUESCIL 7 LATI08E ¢

o BNMNFSEMEZEFWIEY , BFiAE Kubernetes APIServer,
o HFKEEEHAEA Kubernetes FiRAY , FREAFERIZFHKSHEFIHIEREIGEAF Kubernetes APIServer,
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* HEHFFIKSEFIRENEFIMIES , PHIEEIETHER,
* IFEMSHEAERF tkeadmin SIRAIKSHITES. EFEMFKSANESR.

BEUT

Kubernetes £3& RBAC X Webhook Server FfhEiStiUE=, H4583% Kubernetes U EH—BUMEAME R ESE4 Kubernetes
ZEEER , TKE &R RBAC tRzl, ZRIURM TFR Role K ClusterRole , IR RFBEMEEEFMBIEIENAY RoleBinding
ClusterRoleBinding RIPTSCEIfANESE, HLEMT :

* A Kubernetes ERHIFF,

» SF Kubernetes RBAC £17 , 3745 Namespace 4. APIGroup 4R RIRAEEERIS T Verb AR,
o XRFFFBENKREE,

s IFEEAFEENHNY E AP BiR.

TKE Kubernetes 35 It PRI=HITHEE

BT TKE JREARZAEIEINGE | LU TEMRIEARIES). 190 , (TR FIKS RISEAPREE TR F IS FaIR s
EEERIRE, AJSELITM |, SFIKSHEHTEBREIARES)

{EFRFRR SR
SR
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{ERFNIRE DR

RITEHAYE: 2025-02-18 16:02:00

TR FE e ie

DesIRSIEHEEIE Kubernetes [R4AY RBAC 1RARHE | $IXIF SR T 4RI ER Kubernetes ZFEIPRIZHI, BRIRE T TUEA
& : Role } ClusterRole , F4HiPBIA0T :
Role #2883

BRIRSEHGRMZNEER , MALTKSREHZEESEERIIR. AIXEMIAEZEEF DescribeCluster Action SURAIFKS
HATRREE,

ClusterRole 588

SR (tke:admin) : WIESITE TERNESHIE  BEEEHT R, FiEt. 338, EFNESHIR , IS FWSHHESN
B

BHEAR (tkeiops) : WAFEGARATEHETNERIGESHR , EREHTSR. FiHEs. 9828, EFHNESIER.

FREAR (tkedev) : MFFEMATIESHAMEGETE NMEHET NEREIEER.
HiEAR (tkerro) : MFEHET LGS TE NMEH S AR RIESER.
BENX : BFPEENX ClusterRole,

BELR

FREEUE
BHRBSHARNENFKSQEMIZAIEIE | AR RFJHESEEFBREERZ AP #0 DescribeClusterKubeconfig , RIEJ3REX471
ERKEAEIHER Kubeconfig 34, @BISEHIGREERNT

1. BRABRSIEHE | ERENSHEPRISEEE.
2. TSI AT | BERrE BRER RV EESHEIE , IUEREIIEXNEA.
EHEERNLILRIEIESER , HMTEEHEFREWS NTEEIEIE.
b
Wil :
WiBR :
EHREHEER (FKS. SRfCIEETIAA admin role IR ) #TIRNL
1 SRS MEY |, EEERERF D,

2. EERAFERES , BERINEHE > ClusterRoleBinding,
3. 7£ "ClusterRoleBinding” S&HETUEF , 5237 RBACSRIEA-LES.
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4. £"EEMR THEEEKS SRS , DEFENFRSHEE 2.

5. fE"SERFRBACIRE "SR , IRRLATEE HIIRIRE

* NamespacedZ : IZEIBERPREXAY Namespace SBE.

o BUR : BEEFRETHYPRIRA" , HFRENR.

AR AR ERIIER | e THIREEIRE.

£
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BesiRSS (TKE)

RABUTES ETHE Kubernetes § ClusterRole F Role LIS T FIKSISEAUR , ARSI NIR(E.

RIS LU
O E{TRBRIREEL , Si@ETIHTEIE CAM HIREMSBCIZEENHIR. YAML =0T :
Role : S 3 =AI4EE

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: testRole
namespace: default
rules:

- apiGroups:
resources:

- pods

verbs:

- create

- delete

- deletecollection

- get

- list

- patch

- update

- watch

ClusterRole : SEB¥4EE

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:

name: testClusterRole
rules:

- apiGroups:
resources:

- pods

verbs:

- create

- delete

- deletecollection

- get

- list

- patch

- update

- watch
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BRETDE
1A :

ZEBRANFIRSHESENX ClusterRole 79l , 54F7E Role IETREA—E , A EGLIRFR K TRIE.
1. BREHRRBEHE | EBEENSHA=FE 5T

2. EEREE TET |, GEFEIEERE D,
3. EERAFBIE T  BRERIER > ClusterRole,

4. 7£ "ClusterRole” BEREF , BEHEA FHNYAMLEZEEIR.
5. TESRIEREMABE RGN YAML RZ | tatsepkBIaT el ClusterRole,
iz LA ClusterRole : SEBF4ERE YAML Joffll , BIEESeRk/E . AI7E “ClusterRole” EIERETEEBEE YR "testClusterRole”,
6. 7£ "ClusterRoleBinding” EHETUE , S237RBACSIEA-FLES.
7. E'EELSR NEN EEKS SRS, AinFENNFRSHRE T,

8 HEN"EEFRBACIRE "FH , RIRLATES HITWURIZE.

© Namespacel5E : iIZHIEERNIRAAY Namespace SEE.
o PR EE'EEN" , HRGEEEEMIIR. KEEEEMAPRIIFRFHTIIRIER | AXLUEREC SIERIEE AR
“testClusterRole” J9ffl,

B :
TRIARTLABERINESR , S TRREENIRE.,

9. BATE TR BN I SERIRURAF.
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miT

EEA AT
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B

RIFHSIEIMNEASRIRS ST RN, SUAMNSHRRMHEZERILE. BULGEATRRRKERRSEENRENIE  BehEEER
IRROERNR  BIENE. BaRSRMER. TR, TIFR#. Pod. Container SNEHAVIEEIEIESARTRI0RE. SRR
HEEM TR SRR RENIERE. BUEARRE. FRAHZM TUESERAIMREF SN RIS EUE | BRILIBRNEE
T RRRRERIIRSETRINIEREEE | FRERERE SRR URA RS E TR RSN TRERS | R HBREENTTE. 5
an , EELASIERRSSAY CPU FIFESR, AITR(ERSAIRR /O,

|I/:T,-‘-\
miT

BRRIRSHINEINREMERISS IFE N EENEHIE. BalESNEENESL hiEk S EERIIE.

BA . RRRIRSIRAAIIIRTIREEEE R Kubernetes MRATUISIRESY | 1IB55E =iafx RAUNEMBIREE (=R,
WRizhE, AHES ) £, LREEAiEnES.
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37—

BERRSIA DA EEHREEMISIETIE | BB T AN EE R ERSHNIEEUE.

» EELRHEIR

s BEEDRISR

* BETRMA Pod 1817

o BEETFREISIR

o BEET{EfREN Pod 18R

e &ZE Pod A Container 15%x

BIFESM

EER TKE =HE | FHANSRNEERE.

BIFTR
ERERISE

EEEEERRLIRERSTR | BE rimg , NI BB X ER SR,

BETRISHR
BRI LA MR EEE T /A Master&Etcd T mAIIZER.

1. iR EEEENEEID/AMR , HNZER N ETETH.
2. BABREE , IEET A Master&Etcd FapviizEa.
o EEFETm>MEE, AN TaGE TE  EEERER.

o EiEMaster&Etcd > W2 | BIET# N "Master&Etcd M TUH , @5 KRIRER,

EFTRA Pod 15iR
B FRFAREET MM Pod i8R,
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1 EEFFREEENSRID/AR , HNZERHEERAE.

2. EEFPREE>- TR, AT RFIRTE.

3. IRESEInR R , BREID/BEEMHEEE A , HAPodEHIFER,

4. BEIE , N TRUEETUE , BIEEEIZTRA Pod RISISISRIELE.

B TFREiER
1 SR BEEENEHID/AR , HNZER SRR,

2. EFTRAE> EBRETIFRE. flan , iEFEDeployment , #A Deployment SEHH.

3. i, BiTEEIZ TFRHERERESR.

BEBT{FRENA Pod 18tR
1. B REERMNERID/AR , X SR EERE.

2. iEEF TR ERRBTIFRE. flan , iEFEDeployment , #A Deployment S,

3. EFFEEENTIFREER , HANZTFREREERE.
4. j#%&#EPod EHEINE | BAlE , BIATEFEIZ TIFRENATE Pod RIMSEIEIRRItLE.

& Pod § Container }5ix

1. 2BREEFTIEGREN Pod 1815 HIZEEL]- 3], HANTIEREIFBR.
2. %&%Pod BHEME |, BElERE , BIAJE&EEZ Pod I Container AYYSIEISHRIT LA,
3. BERLHIBFREIN=AFER , Blaf&E&ZPodicontainerfBX {58,
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ity BB 3488
PodEERRH " 5T Pod BERIREZF]
SRS . HORE | [
CPURIEE % APATE Pod B CPU RIR 1S AR 2L
aleillices % AN Pod BIFIEFRE ST amE Ly
PIRINEES bps 5T Pod BRI AJSEEEZ
PO bps KA Pod HIKIRILS B AT
SN bps KA Pod HISNR ISR
SR bps 5T Pod BISNRLL S IESEEZ AN
TCPYEREE) A o5 {RISH TCP FEiEs
R A E AR S E SRS B,
R MR TS RS E SR,
TERBRITEIER
sttty BBy 3488
Pod ERIRE " TRGEAFTS Pod (UERIAEZ A
CPU fEFRER B T{EfEMATE Pod § CPU EFIR
CPU FIFBSR ( 83 ) % TYEEAFTA Pod f CPU (EFE SERERE 2L
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TYEAZRATE Pod WAFERELERDEZLE
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THEGREMNFA Pod AT REIREZH
THEREMNFA Pod Bt AREIREZH
TEREMFTE Pod IABEEEZH
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MEENRERS. EHRRER , AATREFEELE  FENSTEERD. RERE. REXMNEERNE.

ERBEREIEY , FERFNS B namespace tke-cluster-inspection , H&%E— Daemonset T RIEEFRE | &
BEREEISWE R,

FEREINHE

WERE ER WEAS {RIRS7ERRF

HNBHRBIEEZET , iIREMLA Pod FZRIETT , NHENE24/0N\TA

kube-api PR =
ube-apiserver HIR e =
SR ERIEEE T SRIEL 7RIS T, MAGNIE D
kube-scheduler BG4S xail H{L.F{_\EEIIET:EJE{T . NEREMHLL Pod FERIE1T |, NIASNIE24/N\F =
ERERY.
kube-controller- KWNEHREIERIET , NREMLL Pod FRiETT , NAGNE24/MTA =
manager AJIRZS P =)0 =
. SUBRMREIEDET , RAMHLA Pod FZzUE T , NIEIE24/)\G3 =
etcd AOIRES . =
Pera= =)0
BERS  kubelet (OIS $ﬁiﬂﬂéﬁ{¢E§EE@?§ . WNEREMLL Pod FERIETT |, MAGIE24/N\F A =
=AER.
. SNBRMREIEDET , RAMHLA Pod FZz0E T , WIEIE24/)\GF A
kube-proxy AR . )
Pera= =)0
SMEHRBIETET , SRIEL 7RIS T, MARNIE B
dockerd BB ] E{q:?EDJ—.ET:EJE{T NRABMHLA Pod F2RIETT , MATIEL24/\ES A =
=RER.
master T3S ENTRASEE Ready BEREMMRERR  IRFAR | MERES. =
worker T RRPIRZS T RIRESREE Ready BEREMEERR  INEAR | HEAES. S
BN LIERBIRES 1N TAERERTI A Pod RERFEHEIE R Pod #. =
ETER HRIE master BRECENLATSEL
kube-apiserver f9£#§ - max-requests-inflight : R EIRIEI TR ESEE RV AE. =
s - max-mutating-requests-inflight : 4R BIEITHIIEEESIFRAY =
=ZN=H
" HRYE master TRECERNLATESE
kube-scheduler f9& . .
Eéée scheduler 328 - kube-api-qps : i&3 kube-apiserver {FFHY QPS. =
- kube-api-burst : #] kube-apiserver B{SHIRHER X burst &,
WRIFRA : Bl emEX 8215 H551;
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WERE  ER HERE {RIRS7ESRF

TRYE master TRBCERULATSE] :

kube-controller-
ube-controrer - kube-api-qps : i&3 kube-apiserver {FF1Y QPS. 2

manager {5 HFCE - kube-api-burst : 1 kube-apiserver B{EHIRHEERK burst {&.
" TRIE master TRBECEMRMLATSEL
J& =
stcd SHEE quota-backend-bytes : FEfEA/N. =
ET=14 s
'rn:-;aSter TRIORESE oy master 5 ARE RS RIS AR RS, g2
N BRIEMESRRETRER ; RIHAEHTREAIFZTHEKSA
- K.
de & B
node BT A TRARFTRE , MTRROA RS SEL e
I SESHNE,

TEtRELRY Request F N TEREREAREER RTINS  BESRRFEHETER =
Limit AL L. Pod VR, SEEFRIFIML, -
P N TEREESRE T =Mt E RFENYE | EEERFEEEITRS

IESTE i =
TEEINREMGERE SRR TR, A
T¥etnity PDB RS SN T{EREEREE 7 PDB , BtE PDB mit R Ea S HEIKEE/Em =

ATAE,
TERENEEREERE AU TFREESRETRERE  RERRREEITRISZEE. &

HPA-IP Fc& SRISSRRIARAY Pod IP B EEHE HPA T BHIRAKEL. B

EMELER
1 B3 SEWSEHE , HENSEHREeE,

2EN"RERIGENH , SFEFERFROENSR | FARSESENNENN. EREEN=MLXo3IERE. ZEMEEMB
A=P
o HENE . ERTEEICES MR,
o MEMEE : ERTREE K.
o BEMNE : ERTHERIMOENSR. BEREAPIGENERN  BEEIRE.

' ENEERE HET , TRESNFERREFERE. RERMRZ.

3. iR ENIZfR , FEHNETHK , TEEREHE.

4. BTG  TRETEESEREENERE.
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ENERENE , EERRSIIETERS JEERRNSNRERER , RERERSTRTERNLENS  RERETEERER
B, FEEL RERR. FENIIESEN.
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BAELE
i E R web R A

RITEFHHYE): 2025-02-18 16:02:00

37—

RSO EAERRSE— N R Web MA.
Web RS ALATHRERS

* BHImIRSS , BFGEEFIRIIEIIFTIENIEXK.
o HURFEMEIRSS , (FF redis , BB NRIEUHETEINE redis-master, @Eidi18) redis-slave HH{TEEUIR(E , redis-master F] redis-slave
BT ENSSISRIEEUERSE. 1ZMAR kubernetes B BHa961F |, HHEBIEA

http://imgcache.finance.cloud.tencent.com:80github.com/kubernetes/kubernetes/tree/release-1.6/examples/guestbook

BIFTR
Elies s

1. B3 TKE =48,
2. EEMSAES |, BEHRE  HNSRFEE .
3. BATHAER NG EEY UL

4. {RIEERRTE K , HELUTSEH,
o EEHEWR  BECIBENEENEIR. FBIE60MNFH.
o CPUZES : iRIEEEIEIENI RIZRM,
o Kubernetes hfis : %1% Kubernetes hig7s,
o E{THHEH : fRfitdockerflcontainerd FFHIERE,
o FR{EMHE : EINSIRIBAITEIRER( EERRIAAE, TIMEAIRER | 20 FEERE.
o LB : MMIMBHIIMEAEIE , EILAKIEHE FHEAEMLE.
o ZRBERILRIEM: : EIRASSEMLRIEE,
o BRI : NERNEBRSEESSEMEISEENA] IP it , BT SPodiiE LIRFISER N Service & LR,
5. BET—5, RIELIREK , AT RUERE Master 520, ITERIE , SBIFNEL , BBNE. RRE. AMTES.

6. BET—.
7 WRELIARR  EERRMERR. k28 FERERSANRETEE.

WS : BRmEmEX 28218 TW #551|
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8. BFET—.
9. HINESE |, BThTeRk. S/ Lo hRIRTeIZRTh.

BlZE Web KM

Bl redis-master B

 EENSHES | %2R > Service , i N\"Service"Tim,
2. B | ARSI,
3. tRIESCPREK |, ESLUTSE.

[

* IREEFR : @p& A redis-master,

o FRTEMI © EIRERFATTE IR,

* ITITERT | IEIEICIRERYSEY,

* IETEH
o BZFR : @9 master,
o $E& : I8 master FEEHVEIR ccr.ccs.tencentyun.com/library/redis
o FREIRA : latest,
o CPU/MTFIR®EI : (A% ) iRE CPU FINFRIRAILR,

o SRS : EEFET  REAL.

o RSIHEAEI | ERESRRFRIEIR.,

o URCIBRET : BEE TCP WY , FERSIHOFIB S mOERZE 6379, EEIRSILABIIIRSEFR redis-master LUK i%E6379i51RZ!
master 2528,

iv. B BIEEARSS.

Bl& redis-slave IR

1. PR | HENITRRARSSTRE.
2. tRIECIRRR |, EHELITSHL

o IRSBBR : @R A redis-slave,
o PTTEMEE : GEERESRERRTEIIE,
o IGITERRY | IEIEICIEAYSEY.
* EITERR
o FFR : &pRA slave,
o {B%& : I8E master FEEHIEIE ccr.ccs.tencentyun.com/library/gb-redisslave
o {BIRhRA : latest,
o CPU/IWTEBRE : (7N ) iRE CPU FINFERAY_LFR.
o INFE  iFIN—NBFRA . GET_HOSTS_FROM , B9 : dns BUINET =,
o SRS : EEFET  REAL.
o RSIHEAE | ERESRBERIEIR.,

WIS : B emEX 6219 T H551m
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o UR[BRET : %E3R TCP thiX , FIBIRS IR O NS imAENRE 6379, HERSAILUBISIRSEZR redis-slave LAKixm6379i582]
slave 528,

iii. B BUEEARSS.

Bl& frontend B

1. PR | HENITRRARSSTRE.
2. tRIESEiRRK | HELU TS

o BRSBEHR : #pB A frontend,

° FRfEMhE ; GIREEEFRATTEIDIE,

o ITITERRY | IEIRICIRRYSEY.

* BITERR
o ZR : oA frontend,
o {B% : I8E master REEHIEIEA ccr.ccs.tencentyun.com/library/gb-frontend .
o HEMRA : latest,
o CPU/IWTEBRE : ( BNk ) iIRE CPU FINFRIRAY_LFR.

o INMETE : iHFII—1PEFRA : GET_HOSTS_FROM , {79 : dns FYIREETE,

o SLIFE : EEFEFHET | IRERIN.

o RSEIHEAT | EERRAARIAIE.

o UmIBRET : F&1E TCP thil , FHEIRS M OSSR EPIRE 80, AP B NReSHEfEYE IP RieTiaElEl frontend 88,
iii. B BIEEARSS.

BERS
EAMSHEH , BERS  BITEENEN="RS.

o TEBIEE redis-master #] redis-slave fRSSET , FiRE T “{EERENIAR" BAEAR | XFMRSH IP it RE— AR 1P, BREE
SRR E BRI,

* TECIEE frontend ARSSHT , FIRE T "1RHUAKIGIA)" BOGEIGT , ZARSH IP B4 , 5BI5N IP ( IR GRESERT IP ) #1
AR IP , BTLAHTAKIEE. EBTF frontend BRSSRIEIEIR/980 , EEILATERISEESE RSN IZSN IP RIE[5R) T E.
IRERIFA7RIE , BPRRELAEEA frontend fRSS.

ERNEFRNESNF S , BTAIBAMCREHRT , ARRTERE N5, XAHAEHTIFFNGES | BN/ IP il | =i
NBEHRERAAFE | BIRTAANFFFREERTE redis .

FrA LR

<?php

error_reporting(E_ALL);
ini_set('display_errors', 1);
require 'Predis/Autoloader.php’;

WIS : B emEX £6220 71 H551m
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Predis\Autoloader:register();

if (isset($_GET['cmd']) === true) {

$host = 'redis-master’;

if (getenv('GET_HOSTS_FROM') == "enVv') {
$host = getenv('REDIS_MASTER_SERVICE_HOST");
}

header('Content-Type: application/json’);
if ($_GET['cmd'] == 'set') {

$client = new Predis\Client([

'scheme’ => 'tcp',

'host' => $host,

'‘port' => 6379,

D

$client->set($_GET['key'], $_GET['value');
print('{"message": "Updated"}");

} else {

$host = 'redis-slave';

if (getenv('GET_HOSTS_FROM') == "env') {
$host = getenv('REDIS_SLAVE_SERVICE_HOST");
}

$client = new Predis\Client([

'scheme’ => 'tcp',

'host' => $host,

'port' => 6379,

)%

$value = S$client->get($_GET['key']);
print('{"data": "' . $value . '"});

}

} else {

phpinfo();

} >

ZELAIE Guestbook App KY frontend IREBMIZERTD, frontend RFUEI—N HTTP BKRG | HIMESE set <,

o WNERZ set @< , WEESE R key |, value , EZZ! redis-master RS , 15 key, value IREZ! redis-master 5,
° WERAZE set @, MEEER! redis-slave RS , KBNS key XIMRY value (B , FHREIZIEFimH TRz,

IBEEIAY Web App , BEEBLATRAM :

1. frontend i75/7) redis-master 1 redis-slave fR55AT , ERERBEMIRO , SEE™ dns RSIGIRSBBTIIMAIRSS 1P, FHRIEIR
55 1P EHTTREYE. Bla0 , redis-slave BRZBE =LA , 3517 redis-slave fRSSAT , BRSZERE redis-slave #16379 , dns £B#NE
redis-slave f#frAk redis-slave fIBRSS IP ( BI—NZa IP , ZRUTFREIFEHTIP ) |, FHRIE redis-slave AIARSS IP BaiiH{THRELY
& , BEREAERA redis-slave JRSZHILHEIH,

2. ALV ENEEE, FEAFGIF |, frontend FEFE1TAT , SIEEN GET_HOSTS_FROM IMELE |, IIRNEZERIES dns , T
EEBEURSERERE (HERE ) [ ANRBEE— M MR ENRIRE redis-master 8 redis-slave RIEZ.

WS : BRmEmEX 58221 TW #551]
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docker run 220&EE

ERITEFHYE): 2025-02-18 16:02:00

docker run 2EuEE

RIRBANMBIMATEER A docker FELFNRNERR | EIRIBNZEMEXERRS FEHTIETH , 33T docker run REYSEL
SMARRA BRI H QRS AR TN, XERAILABIE—MEERAY gitlab RSS /941,

gitlabZSEBO BB
PATLLT docker run ap$BIEEH—1 gitlab 588 :

docker run \

-d\

-p 20180:80 \

-p 20122:22\

--restart always \

-v /data/gitlab/config:/etc/gitlab \

-v /data/var/log/gitlab:/var/log/gitlab \
-v /data/gitlab/data:/var/opt/gitlab \
--name gitlab \
gitlab/gitlab-ce:8.16.7-ce.0

-d ‘BRAERGIET. BRTABRIVEEIIAREITESR  UFSHIrFEESR T aisE.

-p FEEMOBRGT., FfIXBIRGF TN , FFmOo 52805022 , WINRERIRH S BIZE201805020122 , MMEWEFIE | BANR
INFERIROIBRETAN | FHESYIMARRRIHOMIRSHH. BTFRIIA0gitlabTFEIRHIMNNIIE | HfiEE TR AR5 .

--restart ASHATIEEEDRBHN , EEEEER. B TatlZNREERBHE  BLEEER | IUASHAFEESSE
HafsE.

v ASHATIEESHEE. LENGIIEET =S INEISHENS  RIIETEFN=M 408 | HESSNBRIRERSX=
NEEHEIRRE.,

BRHISE=AS
EERIEERNBRREERER , K= EnilEREIERE .

XEEITHRE  RESIESHEIMENR FRAER | SREaTIETENSESRARTFRISSEMENT R L. REHR
BEEREMITR , SIEMaEKR. RINTLUER @R KBRS | SRIESREREIZERYT , IESSRAERIEMNTR , &
SRR AEER.

--name ‘FHRETHIRF. XM2H  WNEISHEHENERSE SRR UITLURRS 2 RERNEF.

HeeH

WIS : B emEX $6222 71 H551m
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XENBRA 4T docker run B , HEERHNSE
- REAHTER. BISREHEeRSISEaIETEsR | USSR,
-tIR-ISHH | RSB

-e BRETIMETE. tinAPRITEATEdocker runds$ :

W

docker run -e FOO="'foo' -e BAR="bar' --name=container_name container_image

XERPHFEATEMITNMETE , ERIINEREF S 0IZREH [ EEBNERREE | LU INAEHIMETE.
EEMNTEEDTIAN : TER Foo , TE(E foo , LINEZTERBAR , TE{E: bar,

Bt
4
i
1

Command#{]Args
BEHERAIFETE docker run BIBHE , IEEHENIGSISEL , toan

docker run --name=kubedns gcr.io/google_containers/kubedns-amd64:1.7 /kube-dns --domain=cluster.local. --dns-port
=10053 -v 2

XERHBEETARHIEIDSA : /kube-dns , HIEE T=12# : -domain=cluster.local.”--dns-port=10053 #1-v 2,

ERAIRERIE | BAITLUXEERE

WIS : B emEX $6223 T H551m
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EASL{A 22 252850

ERITEFHYE): 2025-02-18 16:02:00

EASCAA| 22 7S ee Sk

BXpISRRMNS

BRHEANESS : SEORFEER LA TSR Z AR E S EIHZEUENEE. RN TSR ERERNMEHETE, 1Pl
MiROXE , HEZEREET localhost SREAMABE. HA— N EERHIHZENSET , SNLHEE— [P A TIRBIFMEENMIS
EE , THNBFHAFEREENNENS. ERMTHIRETHERELZT—REWETE , FRENINIIEFSESREREE
K ERTEERRISEHI T BIRI ARSI,

i BRENSRED , TABHRRESRRAMS | BT NAEREETE. SfRG— M SEERBENSEENST , £
TItE. BRHLZ. MASHFIKRERETLIBE,

HERRfISERENAER
OISR TSR EE L PN RS | (BEMEEN TSP EE—LmEiER , 10 -

NEEE , HEIRINEHTE | Aith cache EIRHES
HEESE. rotation, D, RIBSE

IR, BEMSERES , BHDRSE

RIE , MIFFIERCRE S

=, B BE. ARERS

B EELLINATR.

WS : BRmEmEX 58224 TW #H551]
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R EE

LA

BEEFATE): 2025-02-18 16:02:00

MRIEEZFETFERE TEERS (TKE) |, BIZRSERHARNASE , BEHFE—ERENEWSEE | BEEL T
SHZSERZ ARE | HEXES.

o BRERFEMARNGISUR , A NRBEREMTEX.

PR LR |, ERILABS ERFIKSEEIARNABEARRWS., BAMERT , FIKSIKEFER TKE fIRER , Tl IFZCIZRES
AV FIKS BB B EAIUR.

B

iHEER ( Cloud Access Management , CAM ) 2B ZSREXIEHII—E Web RS , TERTHEIEFRZ2EEBN=SREX
WA TRIRRRAERGR, E@id CAM |, EeTLig)E. SEMERER (1) | HEdSHEERREEEB N =emME X ZRNER
PR,

SIEER CAM RIEHER | ATLASSRIES — M RFPSE —HARFXEKER | RIS RINGERBAFEREERRTAEEES. BX
CAM SRIBNEZEXERER , i52R RIEEE. BX CAM RRNESEXERER | 528 R, NREAFEGFRABHT
CAM HEX&ERAVHIAEE , BRILBNSIET . BHSXLERDH ARSI EARER D AR,

A’}
CAM SRERAUZAER— N8 E 1 TKE REEEUIREER— IS TKE B(F. RESEEILBTERFNER (AILZES5
"R, FLREEIURESSRR ) | REETLUSSBRERRIEM.

TKE B9 APHR{EASTHFRIRRANIR , BIREXSTZE APL B(F | A SRR FRIRHRIEER N BIANRIRRER | MY/RERs
EEEPRIFFRAER.

WIS : B emEX 6225 T H551m
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TKEEGCERBEINRIRE

ERITEFHYE): 2025-02-18 16:02:00

BeriRIRS R MA

BDERBEABEIMERE : cerfinance.cloud.tencent.com/${namespace}/${name}.${tag} . BEECEIPRESLATHNFEERFITIR
=

e ${namespace} : FERCEFREME T,
*  ${name} : BB CERR.

%BE . wR=TE ${namespace} RFHEEF ${name} hABEEZRUL /. ${tag) FERERIRSTI THFMR(ELEN | 55%F &
& Tag tUR.

&Y ${namespace} , ${name} ANFER , SIEETTLUSMMES FIEIFMOSIRSZR , LI REHIRIREIE,
a0 -

o RIFHMEE A RIENE&
o ZIFMEE A BIBREE
o ZEIHAMEE B HIENGETE nsl PHIEE

WREAFTEFAEERECRFESUR , AILAER FURRIKEN. NREFEMEEEIMEETIR | i5ER BEXRBRN. SREER
STRETHBNZSMERX CAM #TEHE , BILIFATHE CAM RIERTSE

c BFEE
o RiREE
o EINER

TR SRESIZ Y

AT ENERRERSVUREE , FRRERSAETHITURERE

* REEE (CCR) 2IESHIIMRZTURRISEE T AR HERSENIR , NRIMEE XBOZURKIEE  S5EEEREHERNE
GBEENIR, FEEFEE TRYIZE.

* BFEOE (CCR) RFAHIANIRIZFULRILE A T B REIRS RIREAISUIR | RIIMEETER S RGIRS T RKEK 71X R |
LA ES AL

e docker push ¥EEER

s MERGOCEMETE

o HBREGECERETE

» BIRBGRORE

o MERREGBEE

o MR Tag

INERIEAR T REAMA M EE REXFIRRER | 152% CAM XA © TURSRIBN A, FURREIEREAAF.

WRFRE - BRmERMEX 28226 T 551,



S BRASTCE ARG (TKE)

BE X REEEN

BEIEENRE , EEEALANRRMEE REEARAMIR. SESEARRE | S5 RIXEE

o HiR(resource) : ZIRFIABKPLFRCRE , FINFFIERGOCERAN qesicerrepo/* |, ¥ CAM &EiFHHAS .
* BhfE(action) : ZAPRIRAERTE R (resource) * I THRLLHRE | aNRR. #iESE | BECEREOHITEIA,
o Bh(effect) : ZPURRIEIIIMEERINHATHER ( RIF/AHELE ) .

—BEHFRIRIRE | SR LIFHaE TARS B, TELL VM EE IR C B /Bt T :

1. U EE X R IHA ST,
2. ERFRAKSERERE.
3. N HEEEAENRIREERH , SEFEEESCREE | FIFHSRAIE IR IEE,

4. IEFEREE AOIE > SEEHRIR.

5. BE T : (RIERIRER , H\RERIETIM.

6. IREFRMEBIR , FHEUTRBENRERBASRREESD.

"version": "2.0",

"statement”: [{

"action": "ccr:CreateRepository”,
"resource": "qcs:ccriirepo/*”,
"effect": "allow"

1

}

BIgn | BERIBEFRZEA ccr-policy-demo

15388
resource REFEMA * TRAIUEEEHATE FEIEEGCE.

7. BESERE , AR AIRIT R,
8. KEXEEN KL, LEIFPAIZRES ( ccr-policy-demo ) BIEETERLAG , ERILUSERBENERIMES | NGRS, REEKEST
BEthMEEREEEES BT TEIRRECERPR. _resource qes:cerirepo/* H8zUiAR :

WIS : B emEX £6227 71 H551m
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o qcsucer: AREEER , FAARBHNENESMEX SR RECERS.
o repo AEIERIE  KNFRRFRE  XERREOE,
o FIL(/)EEM * FrIEMBEEECRE.

XF resource EBIFARYEA , i55%E CAM BIRHEIAS .

BTN
EELIRRAZ N RIRE TR, F1a0 : "eirillBRas&=sa) foo, bar REYREGEE" , FTLACIE TEREEXRE :

"version": "2.0",

"statement”: [{

"action": [
"ccr:BatchDeleteRepository”,
"ccr:DeleteRepository”

1,

"resource”: [
"qcs:cceriirepo/foo/*”,
"qcs::ccriirepo/bar/*"

]

effect”: "allow"

1

* qcs:ccriirepo/foo/* H foo/* FrRGGCEERETE foo THIRTERER.
* qcs:ccriirepo/bar/* Hp bar/* RRRECEBRTE bar THIFAEERE.

A E(ER O TR

BRI — M RIRECES A action |, SEHIBRARAVGE—EIE. a0 : "7oiFelE. bR, push epE2=E) foo FRIRGCRE" , AJLABIE
THEHAIEE SRR

"version": "2.0",

"statement”: [{

"action": [
"ccr:CreateRepository”,
"ccr:BatchDeleteRepository”,
"ccr:DeleteRepository”,
"ccr:push”

1,

"resource": "qcs:ccr:irepo/foo/*",
"effect": "allow"

11

PRFIZR

docker client 1R

resource : qcs:ccr:repo/${namespace}/${name} action :

WIS : B emEX £6228 T1 H551m
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e ccr:pull {§H docker <17 pull F&
e ccripush {#EF3 docker #3517 push &

RTSER

resource : qcs:ccriirepo/${namespace} action:

» ccr:CreateCCRNamespace ¥FiEEigCREMBZTE
» ccr:DeleteUserNamespace ff&iE&CEDE=A

ThREES| - BRRIRSS > AMSAVERECE >RIRE> SR=iE.

REHCERR

resurce : qcs:ccr:irepo/${namespace}/${name} action :

e ccr:CreateRepository GIEEEBRE
e ccr:DeleteRepository Mib&EGCRE
e ccr:BatchDeleteRepository #tEMIIREZRCE
e ccr:GetUserRepositorylist BEEFEGCESIE

ThREES| - BERIRS > NSRRI CE >RIRE> RNER.
EEMEIEMEERRRELSRS | iBEEZ 1 action kL.
ian , ZEIEMBRMETRECRE.

{ "version" "2.0", "statement™: [{ "action":[ "ccr:BatchDeleteRepository",

"resource": "qcs:ccriirepo/*”, "effect”: "deny" }] }

F&TagUR

resource : qcs:ccr:irepo/${namespace}/${name}.${tag}
action : ccr:DeleteTag fif&EE5: Tag IR

"ccr:DeleteRepository”

ThREES| | BERIRSS > AMSAVERECE >RIRE> RNRG> SERMEGEER > RERESTE.

WRFRE - BRmERMEX

BaahRss (TKE)
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TKEERF R RN RIZOSIZER

ERITEFHYE): 2025-02-18 16:02:00

BRFIRERIZREBISERITRFILRREEHITIRIERIEES. TKE (JRCCS ) SHFRORRFAUR , XEHRERTTHLE TKE £
&, SR LUzSHIRS R HATIRGE (BT RRERNSRY ) SRAITRFERIMSERIR. TKE e RIAIEIRER

RiREE R R AT E
ERHEX ‘ges:ces:$region:cluster/*

TERENALRHFTRIRRIRE TKE APLHRE, ISERIRBEARHE , SRILIEREPER * BET.

R WNRE— TKE AP FETRPIRETIE | WEARSHFRRRIPR. 2R TKE APL BEASHFRFERIR , BIEZEATLAE
RPEFER%EFRIIR , (ERUMARBEDNIRIFTREE * .

API 12(F BIRIBE
ERRIR
DescribeClusterService ‘qes:cesiregion:account:cluster/*

‘qcs::ces:region:account:cluster/$clusterld’

S
DescribeClusterServicelnfo ‘qcs:cesiregion:account:cluster/*
‘qes:ces:region:account:cluster/$clusterld’

SRR

‘ges::ccsiregion:account:cluster/*
‘qcs::cesiregion:account:cluster/$clusterld’
REIIERIR
‘qces:clb:$region:$account:clb/**

PTG
‘qes::cvm:$region:$account:volume/**
‘qes::cvm:$region:$account:volume/$diskid’

CreateClusterService

SRR

‘qcs:cesiregion:account:cluster/*’
‘ges:ces:region:account:cluster/$clusterld’
TEIIERIR
‘qes:clb:$region:$account:clb/**

SR RIR
‘qes::cvm:$region:$account:volume/*
‘ges::evm:$region:$account:volume/$diskld’

ModifyClusterService

ERERIR
DeleteClusterService ‘gcs::cesiregion:account:cluster/*
‘qcs::ces:region:account:cluster/$clusterld’

ERRIR
ModifyServiceDescription ‘qes:cesiregion:account:cluster/*
‘qcs::ces:region:account:cluster/$clusterld’

WS : BRmEmEX 230 7@ #551)
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APLi{E

DescribeServiceEvent
ResumeClusterService
PauseClusterService
RollBackClusterService
ModifyClusterServicelImage
RedeployClusterService
DescribeServicelnstance
ModifyServiceReplicas
Deletelnstances
DescribeClusterNameSpaces
CreateClusterNamespace
DeleteClusterNamespace

DescribeCluster

CreateCluster

WS : BRmEmEX

BesiRSS (TKE)

RIRESE

S
‘qes:cesiregion:account:cluster/*”
‘qes:ces:region:account:cluster/$clusterld’

ERRIR
‘ges:cesiregion:account:cluster/*
‘qcs::ces:region:account:cluster/$clusterld’

SRERIR
‘qcs:cesiregion:account:cluster/*
‘qes:ces:region:account:cluster/$clusterld’

ERERIR
‘gcs::cesiregion:account:cluster/*
‘qcs::cesiregion:account:cluster/$clusterld’

ERRIR
‘qcs:cesiregion:account:cluster/*
‘qcs:cesiregion:account:cluster/$clusterld’

ERAEIR
‘gcs::cesiregion:account:cluster/*
‘qcs::ces:region:account:cluster/$clusterld’

ERRIR
‘qcs:cesiregion:account:cluster/*
‘qcs::cesiregion:account:cluster/$clusterld’

EER
‘qcs:cesiregion:account:cluster/*
‘qes:cesiregion:account:cluster/$clusterld’

ERRIR
‘ges::ccsiregion:account:cluster/*
‘qcs::ces:region:account:cluster/$clusterld’

S
‘qes:cesiregion:account:cluster/*
‘qes:ces:region:account:cluster/$clusterld’

SRR
‘ges::ccsiregion:account:cluster/*
‘qcs::ces:region:account:cluster/$clusterld’

SRERIR
‘qes:cesiregion:account:cluster/*
‘qes:ces:region:account:cluster/$clusterld’

SRERIR
‘gcs::cesiregion:account:cluster/*
‘qcs::ces:region:account:cluster/$clusterld’

SIRSHEIR
‘qes:cvmi$region:$accountinstance/*’

6231 1 H551m
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API #2{E

DeleteCluster

DescribeClusterInstances

AddClusterInstances

DeleteClusterInstances

AddClusterInstancesFromExistedCvm

WS : BRmEmEX

RIRESE

SRR
‘qcs:cesiregion:account:cluster/*
‘qes:ces:region:account:cluster/$clusterld’

ERERIR
‘ges::ccsiregion:account:cluster/*
‘qcs::ces:region:account:cluster/$clusterld’

ERRIR
‘qcs:cesiregion:account:cluster/*
‘qcs::cesiregion:account:cluster/$clusterld’
SIRSHREIR
‘qes:cvmi$region:$accountinstance/*’

SRR

‘gcs::cesiregion:account:cluster/*
‘qcs::ces:region:account:cluster/$clusterld’
=IRSERRIR
‘qes::cvm:$region:$account:instance/*
‘qes::cvm:$region:$account:instance/$instanceld’

ERRIR

‘qcs:cesiregion:account:cluster/*
‘qcs::ces:region:account:cluster/$clusterld’
=IRSGZRRIR
‘qes:cvm:$region:$accountinstance/*’
‘qcs::cvm:$region:$account:instance/$instanceld’

BesiRSS (TKE)
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{ERTG
e EFIKSXITKEIRS 21555 RN R

RITEFHHYE): 2025-02-18 16:02:00

37—

LB EAILIRERE ( Cloud Access Management , CAM ) SRESIEAFIAERRRIRSS ( TKE ) ZHlahEEMERFERIRIMY
PR, AEPRRRE SIS & PR E RO URAVERER.

BIFLR

EELIESIR

1. R p0EHE =158,

2. mEMSAES | B SRISEE | HAKIRSIERHE.

3. IESERRSTERES , Bk QcloudTKEFullAccess SEB&{THOSEBEFF /4,

4. EEHR "KEAF/BRPE 0% , 4i%EY TKE REFEESIEENRNIKS |, BIEE , Bl FER] TKE IREZ2IEERRA
&,
5. RIS EIETES | B3 QcloudCCRFullAccess SRS THISEELAF/4H.,

6. FE3HRY "KEXFF/FAFE B0F , AEFNRECERELEEIIRNIKS | BHE AR FRKSHRECESESIIR
BCE.
BE . MREFEERRGCHFEIMARE NI , ETTINCESRIRSS 45K ( CCB ) RIBAXIR.

BCERENR

1 ERipAEE =58,
2. EEMISHES |, B RIREE , BEAKKREERE.
3. ERIRETEREY , B QcloudTKEReadOnlyAccess SR&1THIXBERF/4H,

4. TESRHRY "KEXFF/BPE A% |, QEHEY TKE RSHE RIEMIRNIKS | BRERRE , BT FIKSXY TKE BRSS RIEAPRAYED
&.
5. ESRSETERES , H:E QcloudCCRReadOnNlyAccess 5B/ THIXELFAF/4,

WIS : B emEX 6233 T H551m
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6. FE3RHRY "KEAFF/BFER BHF , AEFNRECERERIEMURIOKS | BRERE , BT TR FIKSXRGCERIEIRAIE
B.
B8 MNREFEERREGCHENMARMENGEINGE | BEIINCERRIRSS -5 ( CCB ) RIBXIR.

WS : BRmEmEX 58234 TW #551W
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BLEFIKS XN TKESEERISIENIR

ERITEFHYE): 2025-02-18 16:02:00

37—

eI OB EERIARER ( Cloud Access Management , CAM ) SREELEFEFRBERSEIRS ( TKE) =6 S EEFFE RS ER RN
IR, AXAEFPARHIESEEESI G PE SR N EEFHIRRS.

BIFSE

ECEX RN EHSESIR

1 &R ipAEE =58,

2. EEMSHES |, B RIREE | H#\RIREERAE.
3. BEHEERECRIE | 1SR R AR A
4. %R TEEIR K8, BET—S | HIERE,

5. BEXRIRETR , & "RERRAT" BRALUTRE,

{

"version": "2.0",

"statement”: [

{

"action": [

"ces*"

1

"resource”: [

"qcs::ces:shicluster/cls-XXXXXXX", // E#apk B F I RATT S Bt TRISSET
"gcs:cvmish:instance/*"

1l
"effect”: "allow"
b

{

"action": [
"cvm:*"

I

"resource": "*",
"effect": "allow"
b

{

"action": [
"pc”

1

"resource": "*",
"effect": "allow"

WS : BRmEmEX £8235 @ #H551W
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B

{

"action": [

"clb:*"

I

"resource"; "*",
"effect": "allow"
b

{

"action": [
"monitor:*",
"cam:ListUsersForGroup”,
"cam:ListGroups”,
"cam:GetGroup",
"cam:GetRole"

1

"resource": "*",
"effect”: "allow"
}

]

}

BesiRSS (TKE)

6. £ "RIBSREENAE" B, 1§ qcs:cesishicluster/cls-XXXXXXX AEE AR FINSRAVIS BRI FRISERE. B0 , SEE N MbiEHY
cls-69z7ek9l EERFIRFLIESAINR , 8 qcs:ces:shicluster/cls-XXXXXXX &8 &quot;qcs::ccs:gz:cluster/cls-

69z7ek9l&quot; .

BA : IEEHRAEEE T RAISEHIE TRISEET ID. MNREFTEAFFRSHITERY #E | EREREFWS AN

PR,

7. BT OURRSRRE |, RIRI SRl BN R S I BRI E.

HoEX SRR ISR

1. ZRpmAEE =Ha.

2. EEMSHEF |, B RIREE , HAKIREERH.
3. BEHTEERESCREE | 1EE ERIRIE IR .
4. %58 "TEBR KB, BETE | WIERE.

5. BENRIEER , 1§ "RERBRE" BRALUTRE.

{
"version": "2.0",
"statement”: [

{

"action": [

WS : BRmEmEX
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"ccs:Describe*”,
"ccs:Check*”

1

"resource”: "qcs:ccs:gzicluster/cls-1xxxxxx", // B EEM FARAVIEE B, FRISEEE
"effect”: "allow"
b

{

"action": [
"cvm:Describe*",
"cvm:Inquiry*"
1

"resource": "*",
"effect”: "allow"
b

{

"action": [
"vpc:Describe*",
"vpcInquiry*",
"vpc:Get*"

I

"resource"; "*",
"effect": "allow"
b

{

"action": [
"clb:Describe*"
1

"resource": "*",
"effect": "allow"

b

{

"effect": "allow",
"action": [
"monitor:*",

"cam:ListUsersForGroup”,
"cam:ListGroups”,
"cam:GetGroup",

"cam:GetRole"
1,
"resource"; "*"
}
]
}
6. & "RIERIENE" F , & qcsicesigzicluster/cls-1xxxxxx B FINRIISEbR TROSERE. G0 , EFEHItEEN

cls-19a7dz9c¢ EEHIHF RIEAIRR |, 48 qcs:ces:igzicluster/cls-1xxxxxx /9 qcs:ces:bj:cluster/cls-19a7dz9¢ .

BA - IEE AR F A BRATIS E S TRISEEE ID.

7. BT OURESREG |, RDRISTAlNT S SR I PRI &,

WS : BRmEmEX 58237 TW #551]
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RISEESER SRR
AR AR S

RITEHHYE): 2025-02-18 16:02:00

SRR R IRRT BRI E e

Rk

WFEBEISMBH TS ZES | BAPEUTAS

1 ERTIBEREN , £HRTRSESE. REERSERREMAREL.
2. SRR RIRATEIE - (WEHEEiZER THRREEEZIE T.
il

1. EWEHRIFERIFER— I IE.

2 IEFREEHNTRSBLOHEARDNME | EETIHECRSHFEH ST mE.
3. ATRGSHRMBAE | ARG HAEN R2BXLH AE , BRELF—SHTHZRSHEN Z2BMN 8E.

WS : BRmEmEX £8238 TW #551W
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BalkSREHRE
RIFEHTIE: 2025-02-18 16:02:00

LZEREMEARE—MATIEEXRINEE , BRZEMEXBReHEAT R FREERY , FRERTRMEIZERE B8RS
EFFEEEX—R. BRaSRMEXAEMNETURMASNRERE | FRIRGZIEE T MEFEEFER VPC BN KIEAE
BRIRFBAIRENE | A EENBERRRS MEAREBNRELE | BHAFITRZ AR,

=&

LZRAR—MERSHSTIRIIENEMNXE , EATREREHSZERRSH/INENAES , RENZSHEXREMNEENIME
ZEREFR., FSRLENNEEES T24E,

(ERERRSEEL2ERE

1. ATAERSRERT  RBLOARBOBANSGRHTRE | FERSLOIREMEERFNTR L. ENE— S TRENSER—
T2 , EHNREENMIEb=IRS S,
2. ZEA RS ER/IMR.
3. BHUBLA T ERRIRSS LA -
o BARRLAIMSBIERFT NS BIRFHEEXENTRE , RIEIIT Kube-proxy #EHRIZER iptables MINISIERHITE LR
SHES—LH). BTFRSHLHIETREERIMITRLE  XSHRETRIER. HRNER IP JIRSAISLAIRI IP |, iERE
B9 IP AT IP (BeE TR LR cbrO MIFHY IP ), IXBLREER T m EhUE A S LIRS ISR 15 P48,
o [E— VPC FEISHEIRIBIR , FEMENI N AISRMEF T RME
o FE SSH BERTIRAIMIE 22 imH
o BT 30000 ~ 32768 im[ FELEKET , FEEI REIYEEEIERE AZEIERERHY NodelP : NodePort £, H
NodelP AERFHEE—TImBIEN IP , M NodePort RCIEARSSAIIBREERFIIRSZEIASERY . NodePort HBEEZ 30000 ~
32768 . TEILASNWISEIARSS /95 -

2N

ENEL BRRS RN Z 2 BERREESENITEH., R2ENEARRERNAT

NIERRRY
Y i | IR BBV 1AH
TCP 30000-32768 0.0.0.0/0 VT HUERTA IP X3 30000-32768 i TCP i8]
UDP 30000-32768 0.0.0.0/0 U FUEFRE IP XJ 30000-32768 %[ UDP ij(a)
All traffic ALL 10.0.0.0/8 VT 70 10.0.0.0/8 PIMIMIERANIIR]
Al traffic ALL 172.16.0.0/12 FF J{0E 172.16.0.0/12 PIRIRIERAYIIA)

WIS : B emEX 6239 T H551m
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Y i | IS =AICIT iBE
Al traffic ALL 192.168.0.0/16 FVF FUE 192.168.0.0/16 FIRIRIERATIE)
TCP 22 0.0.0.0/0 T FUBFrE 1P X4 22 iROA95I1)
All traffic ALL 0.0.0.0/0 154 KRICEEERN , NiELs
AR -
i Ui MIEZ BRI iRE
All traffic ALL 0.0.0.0/0 FOHF HUERTE RN

BRDRECEZIN , BESHERRINLRSUNERTIRS. SETRSILELN  AUSE RESHEAGNRE .

WS : BRmEmEX 28240 TW #551)
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BeelkS T RAMIPEA

VTS FTATIE): 2025-02-18 16:02:00

AW B R BERAFEWVSERREEIARW , ANXBERILN , SERILUEBERRSMEX NATRX, T EEER
NAT RIS AR,

TR

DERIRR IP FHRELITER -

BEAR [P SEREIEFATT AR,
BT AR IP i5a)7MaIBRSS

A

BUESNWBRSS AT , SNNAEIIEERNETRRIHEIIRE  EREMINNIRS  PRFEEINNHE. MRISFFEINNRS , AL
eSS MBS

X

cli

e
M

NAT pJ>x

IR EEAGBEM AR IP |, FrBIAIE Internet iREIEIT NAT XA, A ES , =IRSEEAE Internet FURESBIAME A
Z= NAT % |, BfAs %ﬁﬁﬁ%&%ﬂ’];&ﬁj’\M*&?ZE’J?SILBEBE%U , NAT pIXF=E MK R ER At A H B=RESSENA NG H
M. 8 NAT mXihiE Internet , EESERHIA TR

F—4 : 8l NAT X

1. ZR IAEMEEE | BELEUSHAZFAINAT FX,
2. 7F "NATRX" SHERE , B,
3. TESHHAY FEENAT X "BOF |, HELU TS,
o MXEIR : BEN.
FriEmIZg : 5E4% NAT MXERSBAIFABILE,
RIKRE | RIESCPRa K TR | MREEL ARSI,
HiEE LR © RIS R TR E,
3 IP - 9 NAT RO ECEM IP , S LAEREBRGHMN IP , siEEfWsSHo it IP,
4. BRI | BDRTSTRE NAT RIKAYBIEE.

o

o

o

]

NAT fIxBiERTIS SRS 1/ N HIFE FEZR .

$F | REEXFRMATREANESR
SERLEIEE NAT XS | (SR ETRA ARG QI MRREBRRAN | LUSTRIRIER NAT X,

1. BEHAMSH=HAIESERZR.

2. IEEREAERYIZRT , BREFEINA Internet AIFRIFTREXAVEEEZ ID/BAR , EARRHZRIFER.
3. ERERERAR 1=th |, R HTIEER SRR,

WRFRE - BRmERMEX 28241 11 #551]
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4. TESRHAY FTBIRER B0  HE BN , ST RSB ANAT X | FST—BRHER AT LIRAT NAT KX ID,
5. BEME. TAMLERER | REKEBRRIIFMARI IR Intenet AIRERISE NAT KX,

Httr5 %

T35 : (ERERELK IP
TR EBRGSEEAR 1P, REF NAT X, LFSS , ZARSEEATEME Internet FBEBITEEAR P H , £X=IRSHEWE
RFARIHEBATHEE L IR, INEAMPEAMEXER | RIBRIRSBME BEXTE. (A7 | BSN B ARIPIE/FER.

FHE" : FERGEER NAT RSS2 IP

SNERERRSERR NAT MKADEMELRR 1P, LI5S, B =BRSS5 a0 Internet OB RIBISAMEERE NAT X , RIS HET
NAT MKIREZELRS R, B REFASZRRSHFWIIT LM HEIHE_LIRIRE , NAT RXERNSREZRATS ORATRS
RRMHELA. WMREE Internet FREENNIRIRSZ[ABEELK P, MRS H[EIBS—EBITSHEAK IP RE] , XEFERRN
MR E R = AR SS SR SERS A R SRR S LRRARE., G AMFERIEXERR | IRIERIRS SHMELT BIETE.

WS : BRmEmEX 58242 TW #5517
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BN TRMNESIRE

ERITEFHYE): 2025-02-18 16:02:00

IRESERIT RN

ERNESRRMNBEEHNERNEY. BT REER MBS RME R LA ERRIMEL 5.

o SREFMILR | B ASEIRENDEET AMESHEISTEIRA] P il , S LUSEE KRR TERIT AWML , ESIAEMEN
BEIE FABMEIFR .

o BEENLS  BAKEHNDREDEEDEMESHISTE NN P it , HeILIBEN=KINEMEBRIEATEME , IRIBEERIVSERR
SHEMN LR , BatpEiEZ A/ CIDR BRFTF kubernetes service ; 1RIRIZIEE Pod 2 LIR/T , BMASHNSERIRSSE
DE—MEIX/NINERATZENSES Pod A9 IP i,

SNBSS RRNBIIRR

o EERHMBIIE AR B M ERAREIRSR
e [F— VPCH , FRIEEHISREMBRERAEENR
o BRI VPC BRHIRSRET , MICERRRMNERER

SHNESENZSMEXRMRIRERS
* EHABSRSRRZBEE

o ERNRESTREEDBE

o EERINRESS =EUEE CDB, =fFfiE Redis, =EWEE Memcached E&RERE— VPC TAMNEIRE
ARSI

1. 2558 CIDR : ££8¥/4 Sevice. Pod &&BEFTTEMER

2. Services {82 FPR/EERE | iREDELS Sevice B9 CIDR A/h

BNBIRSEREIABIZE3/ Sevice : kubernetes, hpa-metrics-service, kube-dns , ERHEEE2N BHHF MG S | FILEFE
VAEFRRIE serviceMax-5,

3. Pod #1& LFR/Node : JREDTERLAE Node A9 CIDR AIK/N

ANEERBERFBIAGIZE=3 Pod : kube-dns-xxxx. kube-dns-xxxx. 17-lb-controller-xxxx, I¥F—> Node g Pod , B=4
HUEARBED LD BIRMEES | T BRIt & Node EEAHRY Pod (B =podMax-3

WS : BRmEmEX 58243 TW #551W
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Dl = 1= o o A ==
RETRERRE
S REFAE): 2025-02-18 16:02:00
UiAA

BRIRS QIR ERRAY R TIRERRS TRNRFEAISREMAN, FREAREMAN | EEARREAERHE SRR SS
BIEK,

W
1 BRNERERERSESD  BIEEES0GRIRSE.
2MNRIERGEEEERK , ATLMESEIRIRES |, FdockerfIBRBITRERIEIEE L.

WS : BRmEmEX 28244 TW #5517
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= a)En
=SS
SERFHER

=ITEHHYE): 2025-02-18 16:02:00

BIEERFE WA
CURSKBIRY , RIRSSBATLIRUEERAN IP 4 7

SIRSZERATLUNER AR [P, TAMIPRZARSSFRARBENEURERCRE FHRANES , FEEAE dockerhub LIRS =755,

BN RN TIRSS SR LB SR8 P Skinia) Internet,

SURRSEERY |, PRSI ERRHA ?

BesiRSS (TKE)

TAMIP, B

EERIFTEMSI TR |, REFATIRSS[IETN , BRTLIBEMIARN RS =2 RAT BRAFMN NHTETRAKEX,

B EREF ST AU EY ?
ETERETTBRNARRESRANE.

HAESRRSEEN SIS ABRMER SR ?
FSZHs Ubuntu 16.04, MERABRERARRATIR TRBERRA].

RSS2 E iR
i REIRS AR ?

REGEF SRR ATEREEL , (ELIEEARNITRKX , RIFEFEIRXEHBE.

ZiRFS R EERHA ?
B, AP TERBT A RIRS B MBI ARk,

HRAIRSS 2R E WA

HREIRSRE | ZEN THPBNEREAN ?

HRAIRSSEN | 2T THERSFRREREIHER. ERRSHE[NE)NTHREETHERYEN KBS ERMEN LEHE

77 BRI TR RAESTHEETARME L.,

WS : BRmEmEX
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I ELEAUEPS

ERITEFHYE): 2025-02-18 16:02:00

Cluster Autoscaler SEFIEIEEIRAE I (HEENT Y BB HAFRRE ?

Cluster Autoscaler F{REEFFRIFTE Pod AR , AEEANGE,. METEEBFNT st gEER Y 480340 Pod , A8
STIT—NEEET Pod B9 , SiEMIE—NE—L RS54 Pod B935S, 50 kube-dns, Kubernetes A& XA EI4ESHE |,
4 Cluster Autoscaler SEFISIEIEIRAYEIEREINT RERTR | BAERNEE.

CA FHREEEMNRIRXREMHA ?

[BR CA NERSARBEEFRNTREE | i — Sk EMNSELEHMkENREE. SR  BarREERdt T B8 ¥ 8F
89 CVM BEIANEEE. B BENT R ERET 2.

BRRSSEHAFIFINTRESS CARE ?
T, CA B BRRRTHREANNTR. ERRRSEHERMIT AR RIS REEAS,

MR A RET LIRS EBHEEN ?
TRATLL , TR e A T (AR

¥ EESURAET RIBLEE ?
IR RARERT | BEARERNN— T RIEASERUEENRS  SENTARERSE :

e vCPU

s RfF

o RJEBEAR/NM
o HUERA/N
o A

Hhotn
® ™

ANfrHsERISMeRgR4E ?

RIBRSNERR. RUSHES , GENBT RS MAEA , NRERRETRN label , NTHSEHGEAT ZHT5 R0 label , 3t
RSB HHTHE.

T EERAEAIINRERSD ?

BRIBFENTBXISE30MEET KA CVM B, IRFHEMEAEEI305ZE 2 CVM |, BRI HHIE. BAEHES
RESAIBRINEIRS AL ECE. BN REARAERRE  H&EAEN200, NFEEEHHREBIHRAE  BIRRTHEH

=
18,

SHERESEERE?
HTFEEST ARRRE Pod EFEEMNER | RS WAA AR ENBEERN-RNNBERES. BUEBIRSRE

PDB. PDB RILMEHAIHEISE—METIETIRER Pod EGEIANRINSENER/IEDE. BT PodDisruptionBudget , NFEHE

WS : BRmEmEX 28246 TW #H551W
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FETLMRIEE—R AN Pod MEEHRFARHEERISZ Pod | B 7 HHERITE Pod SEEUEEXR. IRSHHEE T EEZHR
SBIFRESM.

TREBHBLAEE Pod HALSHEES ?

o MIGE TI™I&AY PodDisruptionBudget A Pod i/ PDB B , FEMES.

* Kube-system T8 Pod,

o T EBEIE deployment, replica set , job , stateful set E&HI28672AY Pod,
* Pod B,

* Pod FEEMIBERIEMT R L,

TRARESFR RS KIASMRES ?
1053%9.

T/ Not Ready FEZKANHISMATEEE ?
209344,

ERMEEH—ARERE 58 ?

10%0,

EESKNEATLYSHE CVM ?
—ARTELOD A | MR BES RS S I S8 (s,

J91+4% Unschedulable i Pod , 5T 2 ?
BHIALLTRE :

Pod HiERFIFREEIT K.

BE&BIZET node selector,

BRREANEANEREEEAE.

KSRMEERE (KSREAE | BB ELET &)  UIRESAESE Hit/RRA.

W{ERSLE Cluster Autoscaler FEEIFET AR ?

# A LAET mAY%annotationsIZEINTMER
kubectl annotate node <nodename> cluster-autoscaler.kubernetes.io/scale-down-disabled=true

¥ RS ANARIRES R ?
PRI R AE I S EIRH AR RRY RS E , BRTEE k8s BVEM. HELIT=MRIR LESBXIMATSEG

¢ kube-system/cluster-autoscaler-status config map
o ScaledUpGroup - CA fit’RH 2.
o ScaleDownEmpty - CA fili& 7 —MN&BIETT Pod T .
o ScaleDown - CA 48%&.
* node
o ScaleDown - CA 48%.
o ScaleDownFailed - CA F55%M.
* pod
o TriggeredScaleUp - CA HiFItt Pod itk 2.

WS : BRmEmEX 58247 TW H551W
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o NotTriggerScaleUp - CA T &IREnT BHYERYEEFESLL Pod FIAERE,

WS : BRmEmEX 28248 TW #551W

\|



S BRASTCE ARG (TKE)

RS = Wa]gR

RITEHAYE: 2025-02-18 16:02:00

BIERARSS & WIaRT
ISR ATREES ?
R4S SRR LAIERY T IOMRS I — R , PRS2 TR IRS SR + i O i,

SR IRSSREEEFRIEN T SMEX R dockerhub FSHIE=775(K ?
EAILUBITEREIENIUT docker login S BREISE=75BIR CREREN,

RIS MNRIERS BB ARTR SR ?
FHRER I RARSS BRIMASNIHEE | EUUSH ARSI IR ART.

PIFRRE , CPU BREIIAIRTS ?
FESE ARG EIRRHI5AA.

SURIRSSHTAUT R AR ?
FRZERRHESRNEFEEEEN oot {UR, ERENEFEEHTHRRGFIREIENITR | MER nfs [RSH.

EHIRS =R EER WE

SRS AT AR I ?
TA CPU. WEFRRRE | BUSSEE IR,

TR BRI ?
LA, BT ASEHEREN0 , RERSEEHBEERERE S .

SEFTIRSZBECEF Win
ENIRS RASTHRNER ?
RIS S A BRI AR,

MHBRARSS & W ia)RR

HHIERARSS IS RRSS SIS RSN S E S O AR A ?
MR RS 2RSS FRIFTE R BRSMNNREIIE— R | BRI ITAE.

IRSS1Z1TH WinlR

WS : BRmEmEX 28249 TW #H551W
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AR E AR RS AI LR ?
HERENAER UTC B8, (RS RIE R RSB RAREAALSERES/ NI , RRARTTEELE dockerfile sREIEERIR LA,

RUN echo "Asia/shanghai" > /etc/timezone;

Dockerhub #8484&40 ubuntu, php 1 busybox EERBIRSBETREEAD ?
BITREREAREREENGISHERANGNHS A bash , SHABNTENEFMEL T, EFERSE—HET, FE PID A1
HHEMEBIEHE , BN PID A1AGHE—ERBSEMBH T . WFEBDHREU centos & , BILAMEA /bin/bash fERIE TS , -C
sleep 800000 {ERIZITEECROIEIRSS |, FEIEHISIEEITSET - # sleep 800000 LIRHIERAT.

BrRISXAIERENASHEIA T IRSBAVRGEEIRXLL | clearlinux, ros, mageia, amazonlinux, ubuntu, clojure, crux. gcc,
photon, java, debian, oraclelinux, mono, bash, buildpack-deps. golang. sourcemage. swift. openjdk. centos,
busybox, docker, alpine, ibmjava, php#dpython,

WIS : B emEX 26250 71 H551m
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O BASTCE

=R CER IR

ERITEFHYE): 2025-02-18 16:02:00

FHERGCREE AR
RTEEHAER ?
REERIFRRFTAAGHR A,

BECENKFRHA?
RAZFRFIERESHE XS,

FHER AIRMESIC T B4 ?
LB A BB,

BlEREE LA
IR ARTRIA ?

FUABCEUZ 100/ MRS |, ATLABIY TR HiEECER.

SNBSS EERMAFA ?
FRRLLIAE,

SURRAITRRANMEISER ?

FELLETBIRGRE | BEEARREIRAFEEZRS.

MR {5 W ia)RR

SRR R G — MR ?
Bt aEEMRE— M ERIMRA.

ERGIIFENIRRG MR ZRERNFTEREA ?
EH , MEE SN Z R ERRTERERE | BIEAIE TR,

WS : BRmEmEX

BesiRSS (TKE)

%251 ™
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\—T1E g ale A =]
TR um & Dl (o]
BEEFATE): 2025-02-18 16:02:00

HEEESH bash , BAD ?

IRKRINRAE bash , EAILERHTHRNEERITHGS | FREENZBTHIREER. BRALGGHSTER—ROBaeEH
thTHRERIASTEIR bash, FWESEHITEAE bash RIS | BHUTIREHR(E.

FHLIETT apt-get RERENL 18 ?
INEREBEREEKIE | ATRLE VS HaEIM SRR e B,

Ubuntu 16.04Z&%:

XTFFESEA Ubuntu 16.0409258% | IERILARITLATERS | 15 apt RORIRENEBN ST XAVFIRS . AISEHILA T <SR
17.

cat << ENDOF > /etc/apt/sources.list

deb http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial main restricted univer
se multiverse

deb http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-security main restrict
ed universe multiverse

deb http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-updates main restrict
ed universe multiverse

deb-src http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial main restricted un
iverse multiverse

deb-src http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-security main rest
ricted universe multiverse

deb-src http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-updates main rest
ricted universe multiverse

ENDOF

CentOS 7&%:
SFFES S CentOS 7THIREE , ERJLHITIATRIE | EHEEURIIHER REEEE,

L B TMRBEHF A ERSENIETT

cat << ENDOF > /etc/yum.repos.d/CentOS-Base.repo

[os]

name=Qcloud centos os - \$basearch
baseurl=http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/centos1/\$releasever/os/\$ba
search/

enabled=1

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

[updates]

name=Qcloud centos updates - \$basearch
baseurl=http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/centos1/\$releasever/update
s/\$basearch/

enabled=1

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

#[centosplus]

WS : BRmEmEX $8252 TW #551W
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#name=Qcloud centosplus - \$basearch
#baseurl=http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/centos1/\$releasever/centos
plus/\$basearch/

#enabled=1

#gpgcheck=1

#gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

#[cloud]

#name=Qcloud centos contrib - \$basearch
#baseurl=http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/centos1/\$releasever/cloud/
$basearch/openstack-kilo/

#enabled=1

#gpgcheck=1

#gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

#[cr]

#name=Qcloud centos cr - \$basearch
#baseurl=http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/centos1/\$releasever/cr/\$ba
search/

#enabled=1

#gpgcheck=1

#gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

[extras]

name=Qcloud centos extras - \$basearch
baseurl=http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/centos1/\$releasever/extras/
\$basearch/

enabled=1

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

#[fasttrack]

#name=Qcloud centos fasttrack - \basearch
#baseurl=http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/centos1/\$releasever/fasttra
ck/\$basearch/

#enabled=1

#gpgcheck=1

#gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

ENDOF

2. JTLAT @S | IBEHER YUM £f7.

yum clean all && yum clean metadata && yum clean dbcache && yum makecache

EEERRBIEAIRRRRS R | DRBHETAER , BRENERUESR , FLENEELEEGINRRZIER,. BARMRIESE
W

e eI E R Dockerfile,
£ Dockerfile B9 RUN =B | iRIERFRIARIAMIERESURIBIL, a0 , T—ETF Ubuntu ZZRIRES , IIALITA

o -

v

RUN cat << ENDOF > /etc/apt/sources.list

deb http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial main restricted univer
se multiverse

deb http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-security main restrict
ed universe multiverse

WS : BRmEmEX $8253 TW #551|
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deb http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-updates main restrict
ed universe multiverse

#deb http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-proposed main restr
icted universe multiverse

#deb http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-backports main rest
ricted universe multiverse

deb-src http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial main restricted un
iverse multiverse

deb-src http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-security main rest
ricted universe multiverse

deb-src http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-updates main rest
ricted universe multiverse

#deb-src http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-proposed main r
estricted universe multiverse

#deb-src http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-backports main
restricted universe multiverse

ENDOF

XFTF CentOS RFAIERHELL.

HORBEEE  BIWEH vim |, netstat TR , BAD ?
EaTLAUEIT apt-get install vim , net-tools Fap S FEHEFFBERNTE ( CentOS THI1T yum install vim ) ,

BHAIETT apt-get install < , IRRABITIR ?
eI LUBIS LATHRIE | =0,

L JUTLAT S |, TR,

apt-get update

2. FUTATERS . REEH ( CentOS TH{T yum updateinfo ) .

apt-get install

MFEEREPEAEHNIR , BAal?
EEILMER NSRRI TRENS | S N ARISIUBNTF | BIATHHT ISR T ERRAE.

ANfEEE MIVFH | BlgN dump BiE BEBIAHBSHT ?
EEILMER \TEARESIRTRES |, S NARISZUBNTF | BIATHHT ISR T ERReE.

PHARAT X LIERIREmE THEIAHIThRE ?

AIAER NGB SRR IR AR tar 25 , E0JLUBIY apt-get install vim , net-tools Z#3< ( CentOS T#H14T yum install vim ) 55
L% tar EFHEA.

A AZERRNTREANT ?

AJ8EE A kubernetes EFTAERHIAR | WESEPSANRGERFTNRR  MRREEMIEEZARENIE  FNERESS
EEXETEN. BNEEIERGR X —LERIHRE TR,

SLSHIEHEENEF ?

WS : BRmEmEX 28254 TW #H551)
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REFHPEIEEFHNAS |, BTSRRI,

BAKMSHIFSF ?
FERHET Shift + Insert AT,

A AR ?
AN SMEREMRENRES. RSB TIREFER T SRIORR , tIETERKANE (304 ) RHTEMIERE , ;RS
BRUTFF TN,

=17 top <SS HI TERM environment variable not set &R , &4 ?
H178< export TERM linux Bpe],

REHNENEERIBRSE | bash —RFRER "<" PSR ?
FEREAR bash IRTHHRIRENER HFEQENS HFER". MRLHBEKT EKE , bash BWASER "< SHENSE—

#Be

WS : BRmEmEX £8255 T #551)
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SHE WAl
ERITEFHYE): 2025-02-18 16:02:00

Back-off restarting failed docker container

iBH : IETEESSERY Docker 528,

RERFSE | IOBERGEFHITH Docker HZRBREERY  EREAH L ISEETIHE | ECERSHNREHFINHITHA,
fit failure on node: Insufficient cpu

eAA : &EE¥ CPU 2.

BRI | FRRT R AREBIITER | BERSREEH CPU REISEXEHHTT B.

no nodes available to schedule pods

B SERFRIRAE,

RERFE | RERISE BB TR , iSERSNEIEKIRSAISLOEE | (EBELhEEaE CPU IR,

pod failed to fit in any node

BRI | IREAIERT R HSEAIER.

BRSE | RERRSEE T AAENRFIRE , SEUREAENTRATEESS |, IBERS UEESIRSHISSHIEERE CPU RE,
Liveness probe failed

REE - BRRERINELMN

BRGE  RERGENSHHERRIES B0 25 E1ER.

Error syncing pod, skipping

Error syncing pod, skipping failed to "StartContainer" for with CrashLoopBackOff: "Back-off 5m0s restarting failed container g
B . BesiEEERERL.

RRTTIE | MERFEAREEREETIRIGHE  EANEHERERETA.
SNSRUA ERRIRTTERBEMREARIRR | IBEAR R

WS : BRmEmEX 28256 TW #5517
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52 8=X35!

ERITEFHYE): 2025-02-18 16:02:00

Bz ETX F1 TKE 528 TKE RSEHELX

BRZEMEX PRI TKE BT ABTARA TKE B |, EFAEHISZREREEXE , FERLUT/LA :

1. BRZSMEX IRARELEITEERIE  RAENEUESHRT  REEHIFERAFBITHERAEH master ££8F , MNRA
FEREALESEU master £ FE | BEEXMEIFTEHITESEHERIRT.

2. BR=EmMEX PH TKE KBNS EXZH IAAS &R , fil70 CYM/VPC/CM/CBS/CFS/COS/CAM % |, tNSRAFIZBWELE
RIfY IAAS BRSS . MIRIRIAY TKE DHRETCIAIE (M.

3. BR=S&mEX FiY TKE NEERTSEE A B = TKE FERE | VIR ER BRaSmMEX AR A 8ER.

WIS : B emEX 6257 71 H551m
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=R

1E_| ! E;E

SR EHRATE): 2025-02-18 16:02:00

RS

HZ MERES & AISLAIFDSa)X Lo SLAIRIRR N 4E B YR SS .

Ingress

Ingress 2T IEINB HTTP(S) iREIRHRIIRS ( Service ) BINIES,

Image Store

FBF7E Docker 1% , Docker 5T HEAEEMRS.

B

— B EEMRRISER N RIRSES.

S
IESREIIBARNES A8 TETASRESH. EYEBSER.
EEm

RENESMLENES  HESEREREAARLS.

LBl (Pod )

AR — DRSNS — ML | XA E AR AT IS 2SI,
RZF3

HEZMRSER— N TREIONBER | IS RIRRERRE.

WIS : B emEX 6258 T1 H551m
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X BIHSTCE

APIS A
BeriRBIRSS (ter)
FRZS (2019-09-24 )
APIEES

BRITEHAYE: 2025-02-18 17:50:19

APIERZ

V3

NGERS N

ORI

BatchDeleteImagePersonal
BatchDeleteRepositoryPersonal
CreateApplicationTriggerPersonal
CreatelmagelifecyclePersonal
CreateNamespacePersonal
CreateRepositoryPersonal
CreateUserPersonal
DeleteApplicationTriggerPersonal
DeletelmagelifecycleGlobalPersonal
DeletelImagelifecyclePersonal
DeletelmagePersonal
DeleteNamespacePersonal
DeleteRepositoryPersonal
DescribeApplicationTriggerLogPersonal
DescribeApplicationTriggerPersonal
DescribeFavorRepositoryPersonal
DescribelmageFilterPersonal

DescribelmagelifecycleGlobalPersonal

WRFRE - BRmERMEX

AR5 (TKE)

RBEOTRE

PMAREGCE EMRTag

HEMBR N AREE
BN FIE TR 2R

BN ARSI AN SRR

BRI AhREFEZSE)
BIENAREECRE

Bl AR

FRIBR Rz FRSE H A 2%

il SOWNTTE S S NS M S
FERN AR (S C e Tag B hiEEEARRE
RN ARR S EEtag

BRAS Ahan 2 =s(a)

il SNt Sen

BN AEFRASEMARE

BN AERRARE

BN ABGECRE

AN AR SIEEtagREATERNtagdIR
RN ANRERREIRETE BRI

%259 ™
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X BIHSTCE

EOBR
DescribelmagelifecyclePersonal
DescribelmagePersonal
DescribeNamespacePersonal
DescribeRepositoryFilterPersonal
DescribeRepositoryOwnerPersonal
DescribeRepositoryPersonal
DescribeUserQuotaPersonal
DuplicateImagePersonal
ManagelmagelifecycleGlobalPersonal
ModifyApplicationTriggerPersonal
ModifyRepositoryAccessPersonal
ModifyRepositorylnfoPersonal
ModifyUserPasswordPersonal
ValidateNamespaceExistPersonal

ValidateRepositoryExistPersonal

L EEEXREO

ORI
Createlnstance
CreatelnstanceToken
DescribelnstanceStatus

Describelnstances

WRFRE - BRmERMEX

AR5 (TKE)

ZOT08E

SREL AR G Br B /AR

RN ARIRG B RRtagy IR

BT ARGBEZEER
REVHEBNERFM N ARRECRE
BT ARFTECE

BT ARBEER

=i ABFEER

SR AR ECERGRA
RENAREBRERENE5EERE
e PR A RS

BT AREEREEE
=SNGt Qe U

BN ANBFRERES

BIE™ AR RREFE

BIENARCEREFE
O8RS
ellfeni)

SRENImAE SR
ESLHIRE

HfLHIER

6260 1 H551m
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BB

EOSH7V]

BEEFATE): 2025-02-18 17:50:19

tcecloud API £XE/MAEIEKRIFITEMIIE , BB MNERBZTEEATIBEREHTEEEREE ( Signature ) LISIHEKRES D, &

BIERHRTEFIEER , T2 FIERE Secretld ] SecretKey ; ERFPRIRERZEFEIE | BRIECAPIZARNHEES , BNTEERATAP
#ZM.

= .

1. RiFReFEiE

HEEIXER=APIZE] , BRIERAPIZSANHBRIELEEIE. L2 EIUFELE Secretld 1 SecretKey :
e Secretld FBF#RR APL & BH

* SecretKey BFIIEEE F A BMIRS SRS E FRIRIER.

* APRITEEREREEIE , BRtE,

HBLZeEIINEREERIT -

1. EFtcecloud FTEPEHIA,
2. BHE=APIZSRRUEHI A TR
3. E=APIESETUHE , M [#7] RPRJLARYEE—XISecretld/SecretKey

IR AREKSRESELIBBIRT Secretld / SecretKey,

2. ERE R R

BT ZeEiESecretld f SecretKeyf5 , MATLAERESZERT. IATREEMRSSHRNIFMSFE :
BRIZFFRY Secretld # SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

R XERERE , ERIEAF RSN Secretld F1 SecretKey #HT/EEHRME |
LIRSS 2EEELAIFIZR(Describelnstances)iEsk Al , HAFEBX—ZOR , iS5 kESHEaeT:

SHBIR Hh3Z S8

Action 555 Describelnstances

Secretld #=5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp MBIt EEE 1465185768

Nonce PEHLIEEEEY 11886

Region SCHIRRTEX ap-guangzhou

WIS : B emEX 6261 T H551m
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SHER 3L 248

Instancelds.0 FSEIRISLHID ins-09dx96dg

Offset ImiE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. HBETHEFF

BEEMNEERSERSHEBNFEE ( ASCHRE ) FAFHIF. I8 1) RESHSHTHIF | SREFTINEE , 7&85tA/0 ;
2) #% ASCI 1BEE AN |, 30 Instancelds.2 EHEE Instancelds.12 |5 , AREFHEER |, UARREE. AATLUERRIZES PHIE%
HERFRESRSLIIX—INAE , 1 php B8 ksort R, EIRRBISEHIHEFERNT:

{

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region'’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
‘Version'": '2017-03-12',

}

EAECERRINESIAN , X EERAIFRISEEITHIF | ERIRER—EEA.

2.2. BHEEKRF AT

LB RIERFRTER, FE L —SHIFRFHNE kSIS SHETR ="SHE "I | 10X Action 827 , HS#&EFRA "Action”
, BB "Describelnstances" , EIAEEH A Action=Describelnstances . ¥ : “S&E"HERIAETIEurRREROE.

REBEIHENS IS8R HERE—R | REERERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESER R EH

WEBERESBRENFHER., SERNFHAEAUTILINSE096:

1. 15k 7Ai%: 3% POST #0 GET 5= , XEBFER GET 5K , TG EAEXE.

2. ERENEELHFIFR (Describelnstances)iiEkiEZ /9 : cvm.finance.cloud.tencent.com, SLFRAVIEIEZRIEZE O RBERIOAR
BIfMAR | FEREEECRA,

3. IB5KERR: A =APIRBEKRIEREER /.

4. BRERER: B E—SERANEKRFRT R,

ERFEBRRIHEAN D BRTE + BREN +BEKER + 7 + BRFRES
BIRIHHEER S

WIS : B emEX 6262 T1 H551m
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&V
ersion=2017-03-12

24, EpSEREA

S BRAERESER, FEMER HMAC-SHAL EiEY E—S RSN ERFOIFFRHTES | ARKBEMINE S S Base6s #1745
13, BIEIRIGRERIER A,
BRI | LA PHP BS54
$secretKey = 'Gu5tIXxGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE&Timestamp=14651
85768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBEINEEEN:
EliP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR ARG TERIIE , BRNERHES6IFHhaI—EEE.

3. BRRIwG

ERRRIS R B TREEIRIFNIBRESE , FEXHEBT URL %3,

8N F— RIS Z A ElIPOYW3pW28FpsEdkXt/+WcGel= , BEFIR0RE HRiBREE ( Signature ) 7
EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Ei5RTFEMSRAER URL,

AR MRAFREKRSERR GET , BiEB X758 POST [T Content-Type 73 application/x-www-form-urlencoded , MI&EiERK
RAEERSHIEIREM URL RS , SHRBN-ASARERIG. IF ASCI FFHE URL RISAIFRESELA UTF-8 #{T4%i8.

IR FLREIESH http BER2BEAFTESEHT urlencode , FEXMMEN T , MATEXIERBHIT URL 3T , BUAX URL 4
HeSHERLM.

IR BfthSBEhEEH TR  MEIKA RFC 3986, £ %XY MEFHFRHIIINFHITES RS . B X T"Y" At7 b
(0-9 KB A-F) , BRINSESIRER.

4. ZZEM

HRIESSIREN | FEUTERRMANEIRS | iSHRIESSIREAE

R fEIREA
AuthFailure.SignatureExpire BEILHR
AuthFailure.SecretldNotFound IR
AuthFailure.SignatureFailure ERHER

WS : BRmEmEX 28263 T #H551]
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RS EIES U
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZHRIEE ( RE= APl Z¥E3EAY )

Fobe S S —
5. BRENR

FESTRIRR API 3.0 B , T EFREEtcecloud SDK 3.0 , SDK S TERIIIE , FERR R EFRIRMIOEMENRT, HEES
S0 SDK )y, HATSTHHRIBESS |

* Python

* Java

* PHP

* Go

* JavaScript
e .NET

ATEBRNERERTRE , THUSIMREES A0 B OANERTERARIIL. BXkES. ERIROMISANEEERLL LA
BiTfENE  ABRABRSETRE  FAESERN , LRTAIBRERMA SDK.

REEHAY url TT8EA © http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPRIEERENN | HEBBARRSHEIRE |, FIaNSREL url FESEEHF I FEER curl EH<SEBRSIREESN
Hix . SRH. ATEE—NMILUEERER url |, FEERIREIFH Secretld 1 SecretKey NESLAVZESH | FHERRFHBIRTEEUE
79 Timestamp ,

IR ETENRAT  ARREES [ EER—ESEXITERIR url JEEEEMAR , RIASHNINFARR | (EXHARIER
. REMAESHEE , BESITEIERRIE.

TR LIMURB(ERT APL 3.0 , FEEERATRMNERRE | BMEZIERN APl , BTFEATERBLSHERUEER | B
X RIAISERR A .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);

WS : BRmEmEX 28264 TW #5517

\|



S BRASTCE ARG (TKE)

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// EZBRERNurl P SEInF B 2K

for (String k : params.keySet()) {

/] BEXFIEK BB TUrlencode , AT keyEBRENFH , HULAMIIEvaluei#tiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LABEIHEF

// SCRmVE FBR N 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextint(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // ~AHS#L

// SRR R R 2 e R A2 Bkt ) | 5140 : params.put("Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // "\ &%

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIEE5%4

params.put("Action"”, "Describelnstances"); // 2NHE%(

params.put("Version", "2017-03-12"); // "5

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // \'535%§

params.put("Offset", 0); // \E2%1

params.put("Instancelds.0", "ins-09dx96dg"); // WEZE#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // A%t
245

System.out.printin(getUrl(params));

}

}

Python

IR WRETE Python 2 IMBEFIETT , BEEALE requests (K :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region'’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IbSCRRER | AShiaaTeer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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= Ao

EOZERV3

BIFEAYE: 2025-02-18 17:50:19

tcecloud API £33 MAENEIHITEMNIGIE , BB MEKREBBERL ’A/itlatkﬁéﬂqﬂ’aﬁxg{* ( Signature ) LESTEBERES D, &

ZIEEHTEEIILER , TeFIEEIE Secretld 71 SecretKey ; ERFPIRRBLZEEIE , BRITF=APIZHETUERE | BSNFEEEA=API
=0,

‘EEI—‘—I =y
1. FigREeFEiE
TEEIRERTAPIZAE] , BRHESAPIZHRHERELZESEIE., REFEUFEHE Secretld F SecretKey :

e Secretld FBF#rR APLERESH
o SecretKey FIFINEEE Z R BFIIRS 2 ImIGIE S E FRTRAIVEA.
s AFPWIITIRRERZSREIE , BRitEE,

RIS ZIENEARLS BT :

1. EFtcecloud BRI ZHIE,

2. BIfE=APIZSERYIEHI & TRE

3. E=APIZSATIHE , M [FiE] BIALAGIEE—XISecretld/SecretKey

TR AREKSRESELUABRRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=,. 33FPOST/% , BREISZIF Content-
Type: application/json LA} Content-Type: multipart/form-data FFMMMYIES | json HERERAFB I SEOHESIF , multipart 18z
REFEWSEONE , WEHZEORREER json 8IUER , SF BRSO IRA,

THEURRSSHREA MNXEHFIRIEAFIF  SEBRNBERRHEITRE. BAWERTERSTAZIZRM NS« Limit 7 Offset ,
{&£F8 GET 7558,

RiIZFIFAY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEHEIERER
RIS HHEHIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , AR GET ;
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e CanonicalURI : URI £%¢ , API 3.0 EE@AIERHT (/)

* CanonicalQueryString : &€ HTTP i&k URL FIVEIH=RTER , X3F POST ik , BIEASFRHE , XTF GET i5%k , W URL Aid
5 (?) GENFZAERS , ARFIBYES : Limit=10&O0ffset=0, jF= : CanonicalQueryString &4 URL 4R/A3.

* CanonicalHeaders : £25&8FR0LEYMEE | 283 host F content-type FINLER , BT IIANBENRILSPBSEERLIEEEEIE
SKEOME—MFIZ 2. FHEMN @ 1) k&8 key 70 value T—8/NE , HXIEEETIE | KR key:value\n 1&=(HH% ; 2) 2/ kE6
HZRBSLER key (/NE ) ROFEEHAEFHITHHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £25&ZAEMER | IRBALXIERBMLLIS 5 TER , #1 CanonicalHeaders B ZHILEAEE—XIMNAY,
content-type [ host JusifEskEB, HHENIN : 1) L3R key ZB—HA/NE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ . content-type;host

* HashedRequestPayload : IEKIEXHIIEHE |, iTE 5%/ Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 33 HTTP i5
KEE/NEX payload fff SHA256 5% , AE+7\#HmS | RERIDHREEM/NEFE., =2 : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload By HTTP i&SKIEX payload,

HRIELLEANIN | OIRERIRAGEIERENT (ATRNEW , \n BITFHIESSRITEHFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER TR
AU RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BATEEH TC3-HMAC-SHA256 ;

e RequestTimestamp : ERAFEE; , BIERLERHY X-TC-Timestamp BUE , A1 ERBIERS 1539084154 ;

e CredentialScope : EIEEE |, 182 /9 Date/service/tc3_request , @& HHR. FNEKARSINLRIEFFE (tc3_request ) , Date A
UTC tRERTTEIREHRE , BYEREMLLSH X-TC-Timestamp #&5AY UTC FRAERIBIERE—3 ; service AF-@RE , XWASEBNR
BEZ—5, 180 cvm, 8N ERFLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASBHHZFTENECIEREBNEHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date Z/RMBTEIEL X-TC-Timestamp ITE152 , BRfX A UTC+0, MNRMARZAHEKER , HIIIFR/\X , ESHEXE
ERERmI , BERREMERCERY. RigitER/ 1551113065 , 4/ \XAJRTiELE 2019-02-26 00:44:25 , (BRI HEE
89 Date BX UTC+0 FYHHARS 2019-02-25 , A2 2019-02-26,
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2. Timestamp X/REXRIRFATE , BFEBERFEHENNEREERSHN , REEETADHPNSERM. NFRKEIEAFIR
EREREY |, JRESEIE T —RIYEE , BROERW (IREEZSHHER ) .

MR LR | REIFPERIRFERFREHRUT (AT RAEN , \n RTFAESSRITEF—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. i 7SS
1) HEIRESEER AT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date =FE¥=8. , a0 L3~ , 792018-10-09 ;
e Service : B Credential g4 Service ZEREE. , W30, 79 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINNIRESZER ;
e StringToSign : AIZE2ATEBRIMFEEFRIE ;

2.4. #H8 Authorization
AN ™RRCHHE Authorization :

Authorization =

Algorithm + "' +

'Credential="+ Secretld + '/* + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ',

‘Signature=" + Signature

e Algorithm : &&75i% , Bl TC3-HMAC-SHA256 ;
* Secretld : Z$AXHHY Secretld ;

e CredentialScope : W3 , EIFEHE ;

* SignedHeaders : I EX , £5&ZRLFER |

e Signature : &

HRIEA LA | IR ERIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ecfl74c474

WIS : B emEX 6269 1 H551m
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http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&0Offset=0

BesiRSS (TKE)

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

HRIESSIRER | FEUTERKMANERG | iSHRIEIRIENAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

4 7 N S—

. ’\_§ JE7R
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm";

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUEZHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m;ﬁi%*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printin(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ?#?%?%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk 53% 3 o .L-l.%é% *kkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkkkkkk ig% 4 j:}‘fl:ﬁ Authorizatlon *kkkkkkhkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

WS : BRmEmEX 8271 T #H551]

\|



S BRASTCE ARG (TKE)

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# Kkhkkkhkkkhkkhk 53?2 1 o *#;%m;ﬁiﬁ*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkhkkhkkk 5% 2 o ?#*%4%%%?%% kkkhkkkhkkkkkhkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkkhkk ig% 3 : -‘L-I-gﬁg *hkkkkhkkkkhkkkhkk

# ITEEBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk 552’% 4 : ?#*% Authorization khkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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15 KE5H4)

RITEFHYE): 2025-02-18 17:50:19

1. frsSHbit

ot ( Region ) EISIRIOSIEROMMEIRRY, tcecloud S TIMERRMEZ B£8R | (RIENRiEaR AR BRI
t, ATRHGAIERIE, 12 TR , BEEREMEEE e,

ERTLUEIT APIED EiiHSIR B TARtET xR,

2. BEMY

tcecloud API RUFRB#EZECIIYEIE HTTPS TIB(E | IRItEZSMIBEEEE.

3. BKTE
S0 HTTP I35

* POST (i)
o GET

POST iE3kz#569 Content-Type 258! :

* application/json (7 ) , X/AfEA TC3-HMAC-SHA256 £E 5%,

* application/x-www-form-urlencoded , #%7f#R HmacSHA1 g HmacSHA256 &&75i%.

e multipart/form-data ( {NE8EOSE ) |, WREER TC3-HMAC-SHA256 &2 5%,

GET i5KHIEREKNAE#BIT 32 KB, POST iE5KFAER7EN HmacSHAL, HmacSHA256 BIAE#BiT 1 MB, POST iR
B TC3-HMAC-SHA256 B3373% 10 MB,

4, FRIwAS

FEFAUTF-84%%2.
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IS

RITEFHYE): 2025-02-18 17:50:19

RS

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HEFAT) , EeJaerOREIT )

{

"Response”: {

"TotalCount": O,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response RENERH Requestld REENFER , TiCIHKRHEINEE , RE APIET , UHESIRE,

* Requestld FFF— APLiEKHUME—HRR |, AN APL HIISE , STLABCRI] , FHEAEZ ID SRR,

* RTEENFES , ERIAEMENENHNFE , AEEOMRENFERS O TIEN., WHIFH TotalCount #0
InstanceStatusSet $5/9 DescribelnstancesStatus £ OEXIFER , BT EAREKNAFREMEZE=RSTLH , Et TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tEHIRIREIER
£, EEEERATN

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMFEEZISKARKM, Error FEREREERRY Code 1 Message FERTEERLMAT 2 EIREIAY,

e Code ZREMHIEAEIRD , HiEKH BT RIEZEIRIGEA RS Ha0E O RAY SRS R EEmE R MREREFIRR
BE,

Message B RHTIXMEREENERERR , EIVSERSAEMML , WAL BREFEERFTH , AP AKX MR(E
E.

* Requestld FBF— API iERIUE—HIRIR , N8R APL HIIEE , STLABCRTA] , FHEMIZ ID SRR,

NHEERED (TODO: EE(ER, EFENEE?)

IREIZERAPUNREFE Error FER |, MZFRNAR APLIECOIKM. Error By Code FERFR/NEIRD , AT SEBIsEHIIAVEIRIS AL
IREG , TRFIH T ARG,

WIS : B emEX 6275 1 H551m
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TEIRD

AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

EEIES TS

ZBRIEE (F2= APLERERY ) .

MFA &%,
BT,
SRITH,
BEER.
token &R,

Bk R CAM 1YL,

BesiRSS (TKE)

DryRun #{F , RFBFRGLEMINT , RRSET DryRun 24,
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Version =2 & String NHESE  AEOEYE : 2019-09-24
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ITNBERSHGIRNFIE TEOIBERSHFRD NHESH , TEARSHGIRDAHLERSLH
SHER WAl FEYFNULL A A
Action 2 S String IS, AEOBYE : CreateUserPersonal
Version =2 & String NHESE | ANEOEYE : 2019-09-24
Region = & String AHBY , FEOTFEERLSH,
Password 2 &= String |=z) =k
A MM
3. MHEE
SHER ESig) )%
Requestld String W—iEK ID , 8XIEREPSIRE. ERNEERAZRIEKE Requestld,
j:t\
4. $EiRS
PATBH 7O SSZEEXAEIRIE , BfbimRGIF =R,
FHIRAS A
MissingParameter.MissingParameter
InvalidParameter.ErrUserExist
InternalError
WIS : B emEX 58290 T #551)



O BASTCE

MHPR I FE SR kA 28

BIFEAYE: 2025-02-18 17:50:19

1. #EOfER

EOEREE :
FETMIBRA PR Th A =R
BONEOIBRIRERIRE] : 200R/FD,
EOEFATE : 2020-02-20 17:04:37,

EORMER LN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE
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Region 2 B String AHSH  FEOFFEEBILSE,

3. S

SHEWR - il A
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MFA $&i%,

B FE. BEEHENEZRESCHRMREESER | ISIER | BEEERES
BEIFH  TERIREMEETE.

ERTH. Timestamp MIRSBIRAGEMEENMEGBIODH , IBRERINERENER
BEL.

B SEUEER  AYRBEAANPRROLICEEES Z I EITRE.
token &R,

Bk CAM =L,

DryRun #F , RRIBERESEMINA . RESET DryRun 24,

S S

REBFEIR.

BORFE.

SHGEIR.

SR EEIR.

$6360 1 H551m
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Hixh iEA
LimitExceeded IS ECRRBRE .
MissingParameter TROSEGEIR,
NoSuchVersion BEORATRFE.
RequestLimitExceeded TBERADREGBRIT T SREE RS .
ResourcelnUse RIS .
Resourcelnsufficient RIFAE.
ResourceNotFound RIFAFE,
ResourceUnavailable RIFAETF,
UnauthorizedOperation KRIFURAE,
UnknownParameter RISEEEIR,
UnsupportedOperation EMEARSTHE,
UnsupportedProtocol http(s)iEKRIPGEIR , R3ZFF GET #1 POST 15K,
UnsupportedRegion BEOA SR T E I,
A S5HERAS
ERfD 5iRE

ResourceNotFound.ErrNoTag
InternalError.ErrConflict
InvalidParameter.ErrNamespaceReserved
MissingParameter.MissingParameter
MissingParameter
InvalidParameter.ErrNamespaceExist
UnknownParameter
ResourceNotFound.ErrNoNamespace
InvalidParameter
UnauthorizedOperation
InvalidParameter.ErrRepoExist
ResourceNotFound.ErrNoUser

UnsupportedOperation

WS : BRmEmEX 28361 T #H551W
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FHIRAD iBE
LimitExceeded.ErrTriggerMaxLimit
ResourceNotFound
InternalError.ErrUnauthorized
InvalidParameter.ErrNSMisMatch
InvalidParameter.ErrTriggerExist
InternalError.ErrRegistry
InternalError.ErrorTcrUnauthorized
InternalError.ErrorTcrResourceConflict
InternalError.ErrAuthAssigned
InternalError
ResourceNotFound.ErrNoAuth
ResourceNotFound.ErrNoRepo
ResourceNotFound.ErrNoCommit
InternalError.ErrorOverLimit
ResourceNotFound.TcrResourceNotFound
InternalError.DbError
InternalError.ErrorTcrinvalidMediaType
InternalError.ErrMustAdmin
InternalError.Unknown
InternalError.ErrorTcrinternal
InvalidParameter.ErrUserExist
ResourceNotFound.ErrNoTrigger
InternalError.ErrGitApi
InternalError.ErrorConflict
LimitExceeded.ErrNamespaceMaxLimit
InvalidParameter.ErrorTcrinvalidParameter

InternalError.ErrNotExist

WS : BRmEmEX 28362 T #H551W
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BeEiRS (tke)
WA (2018-05-25)
APIHELS

ERITEHAYE: 2025-02-18 17:50:25

APIhRZAS

V3
o <
(LRSS S e
BOEZMR EOThRE
CreateClusterAsGroup B EREFAYPREE
DeleteClusterAsGroups fRIBRERRFH e E4E
DescribeClusterAsGroupOption SEREMHRERCE
DescribeClusterAsGroups SREREXAVER4RZES 3R
ModifyClusterAsGroupAttribute 1B ERH R E R
ModifyClusterAsGroupOptionAttribute 1EUERRE R a1
Hittz
OB EEO08E
Describelmages REREER
DescribeQuota SRENEERFBCER
DescribeRegions HiFEgIR
DescribeVersions ERIRAER
ForwardRequest TKE APIServer{{IB4E &N
LA EP S
BEOZMR EOThRE
DisableClusterAudit KITEEEFRIT

WS : BRmEmEX 28363 T #H551W
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EOBR
EnableClusterAudit

GetDashboardID

eGP SEIm

EOBR

AddVpcCniSubnets

TREXEO

EORR
AddExistedInstances
CreateClusterInstances
DeleteClusterInstances
DescribeClusterInstancelds
DescribeClusterlnstances
DescribeExistedInstances

DrainClusterNode

C3E2 ISP S

ORI
AddClusterInstances
CheckClusterCIDR
ChecklIfLogCollectorExists
CollectAllCore
CreateCluster
CreateClusterEndpoint
CreateClusterVirtualNode

CreateClusterVirtualNodePool

WRFRE - BRmERMEX

BaRSS (TKE)

=OT0RE
[EEhERF LT
SREUYYZREID

®OIhee

AIAVPC-CNIF /Y

BOThae
RIIEEFERILHIZIEES
TR

BRERRF AT R
IRENEERF T mIDFIZR
BT RER
EEEEFENT A

WETI=

EZOThRE

TRERFTR
MEERAICIDRER H58
MEASREMN (1H) REELFE
REESLPREF cputzEl

ellkE S

ellf=eS Il

ANINREIATS

BUREEIT it

%364 M
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X BIHSTCE

EORR

CreateLogCollector
DeleteCluster
DeleteClusterVirtualNode
DeleteClusterVirtualNodePool
DeleteHelmChart
DeleteHelmChartVersion
DeleteLogCollector
DescribeChartDownloadInfo
DescribeClusterEndpoint
DescribeClusterEndpointStatus
DescribeClusterKubeconfig
DescribeClusterSecurity
DescribeClusterServices
DescribeClusterVirtualNode
DescribeClusterVirtualNodePools
DescribeClusters
DescribeCosInfo
DescribeHelmChart
DescribeHelmChartDetail
DescribeHelmChartVersion
DrainClusterVirtualNode
EnableLogCollector
GetLogCollector
GetLogCollectorStatus
ListLogCollector
ModifyClusterAttribute
ModifyClusterVirtualNodePool
QueryOverage

UpdateLogCollector

WRFRE - BRmERMEX

AR5 (TKE)

EOTIRE

elizcszdmratine STUT(I=)
pillEaeS s

FRBR LTS A

FRIBREEHATS it
filERChart

MBRCharthras

RS B REUZE AR (1R)
SREU T & Chart5=2
BEifERfendpointsfifsE
BEIRSROARIROIRES
RENZRIFFAYkubeconfig
SEHIRBER
SRENEEREServiceFlZe
SRENEEH TS A
SRENREHL TS it
BEIREEIFR

$KEchart EfEcos(5 &
SREXchartflzk
SRENchartifis
IREXcharthRAFZ&
BRI TI AR

[ERAEEE(1B) HRSWIERRSS
REV A S ERREE(H)
KRR RESERRE
EiRHEWETIER
BRI
1EBURITS At
&ifJlicense cpu core2E#BF

s e SIWI(]=)

%6365
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EOBR EOTheE

UploadHelmChart H{&Chart

WS : BRmEmEX 28366 TW #5517
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ARG

EOSTEVL

SRS E: 2025-02-18 17:50:25

tcecloud API £XBNMAEEKEHTEHIGE , B NERETEELAHLBERSHHESEEIER (Signature ) LISIFERES R, &

BIERHRTEFIEER , T2 FIERE Secretld ] SecretKey ; ERFPRIRERZEFEIE | BRIECAPIZARNHEES , BNTEERATAP
#ZM.

o .

1. FiEReFEiE

HEEIXER=APIZE] , BRIERAPIZSANHBRIELEEIE. L2 EIUFELE Secretld 1 SecretKey :
e Secretld FBF4RR APL & BH

* SecretKey BFIIEEE FFBMIRS SRS E FIIRIER.

* FAPRITEREREEIE , BHRtE,

HBLZeEIINEREERIT -

1. ERtcecloudEEBFIEHIE,
2. BHE=APIZSBRNEHI A TUE
3. E=APIESETUHE , M [#7] RIRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELIBBILT Secretld / SecretKey,

2. ERE R R

BT REEiESecretld 7l SecretKey/s , MALUERSRET. U FREMSSRMOEMIFE :
RIZFEFRY Secretld #0 SecretKey BIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

R XERERE , SRIEAF RSN Secretld f1 SecretKey #HTIEEHRME |
LRSS 2EEELAIFIZR(Describelnstances)iEsk a6l , HAFERX—ZOR , iS5 KkESHEaeT:

SHER 3L S8

Action 555 Describelnstances

Secretld #Z4AId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp ZRIATIEIRL 1465185768

Nonce PEHLIEEEEY 11886

Region SERRTEXIE, ap-guangzhou

WIS : B emEX 6367 T H551m
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SHBR 3L S8

Instancelds.0 FEIRIZHIID ins-09dx96dg

Offset wize 0

Limit RARIFEIL 20

Version EORAS 2017-03-12
2.1. S ETHEFF

BRFEERS RS HBIIFERE ( ASCILEE) FHEHER. 2 1 1) RESHSHTHR | S5EERENEIT , R85k ;
2 ) #& ASCII #8EE A/ |, 7 Instancelds.2 EHEE Instancelds.12 [ , ARRFEE , TARKHE. BRTLMEHREES PRIEX
HERFRESRSLINX—INAE , 1 php B89 ksort i, HIRRBISEIHEFERNT:

{

'Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
"Limit" : 20,

‘Nonce' : 11886,

'Offset' : 0,

‘Region'’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',

}

EREEEFRIHESARN , T EERGIFHSEHTHR | SRINER B,

2.2, PHEE KRR

WEBAEREKRFRR, HE L —SHIFTFIERSEIS A SHETR ="S5E I | 03T Action 88 , HBEEFRA "Action”
, 88BN "Describelnstances" , EIELS5E Action=Describelnstances . FE : “£&E" o EIAEMIEUrRBEHE.

REBEINENS IS8R HHEE—R | REERIBERF/HEA:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3 PHESRBRF/HE

WS BERERRNFAER, SRENERFBEUTUNSE96:

1. iK% 285 POST #1 GET A= , IXEB(FR GET &K , iFEHEAEXE.

2. & RENBEESL/IFZE (Describelnstances) 19I5k 5 : cvm.finance.cloud.tencent.com, SCRREVIEKIEZRIEEOFEEREIAR
BfAR | FERSECRE,

3. BRI LRI A=APIHIERIEZREES / .

4. 15K=ER: B E—ERANE RIS,

ERFEBRIHEAN A BERTE + BRIV +EKER + 7 + ERFRES
THIRIHERERD

WIS : B emEX 6368 1 H551m
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&V
ersion=2017-03-12

24, EpSREA

S BEREZR, BEER HMAC-SHAL Ei5X E— kSN SRR FRBHTER | ARBERINSZHRFER Base6d #H1T4R
15, RIEAEHRENERE,
BRI , LA PHP IBS 41
$secretKey = 'Gu5tIXxGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETevm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE&Timestamp=14651
85768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBEINEREN:
EliP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR LERGIFRERGHTERIIE , BRNERHBS6IFHaI—EEE.

3. BRRIwG

RIS R BHTEEIRIFNBRESH , FEXHEBT URL i3,

W E—SARAIESE S ElIPOYW3pW28FpsEdkXt/+WcGel= |, RERERIINEZFIERKSEL ( Signature ) 9 :
EliP9YW3pW28FpsEdkXt%2f%2bWcGel%3d , AT EMRLRIEK URL,

AR NRAPKIEKSER GET , Bi&iEK5%58 POST it Content-Type A application/x-www-form-urlencoded , MI&iXiEK
RAEERSHAEIREM URL RS , SHRBN-ASARERG. IF ASCI FFHE URL RISAIFESELA UTF-8 #7488,

IR FLREIESH http BEREESFTESEHT urlencode , FEIXMMER T , MAREXIERBHT URL 3T , BUAX URL 4
HeSHERLM.

IR RS BEhRmEH TR , MESHKA RFC 3986, {3 %XY XA RPN FHTE O LR . HP XY S+ HFrF
(0-9 KB A-F) , BRNSE5IRER.

4. BZZEM

HRIESSIREN | FEUTERRMANEIR | iSHRIEIIREAE

RIS EIREA
AuthFailure.SignatureExpire EEIIHR
AuthFailure.SecretldNotFound EIRAFHE
AuthFailure.SignatureFailure ERHER

WS : BRmEmEX 8369 T #H551|
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RS EIES U
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZHRIEE ( RE= APl Z¥E3EAY )

Fobe S S —
5. BRENR

FESTRRER APL 3.0 B , HE7EERIREEtcecloud SDK 3.0 , SDK EEETRRANLE , FANRE = RRIBMEOET, HMAEE
S0 SDK iy, SASTRARRIESTS |

* Python

* Java

* PHP

* Go

e JavaScript
* NET

ATEBRNERERTRE , THUSIMREES A0 B OANERTERARIIL. BXkES. ERIROMISANEEERLL LA
BiTfENE  ABRABRSETRE  FAESERN , LRTAIBRERMA SDK.

REEHAY url TT8EA © http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPRIEERENN | HEBBARRSHEIRE |, FIaNSREL url FESEEHF I FEER curl EH<SEBRSIREESN
Hix . SRH. ATEE—NMILUEERER url |, FEERIREIFH Secretld 1 SecretKey NESLAVZESH | FHERRFHBIRTEEUE
79 Timestamp ,

IR ETENRAT  ARREES [ EER—ESEXITERIR url JEEEEMAR , RIASHNINFARR | (EXHARIER
. REMAESHEE , BESITEIERRIE.

TR LIMURB(ERT APL 3.0 , FEEERATRMNERRE | BMEZIERN APl , BTFEATERBLSHERUEER | B
X RIAISERR A .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);

WIS : B emEX 6370 71 H551m
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// EFRERurhXISEINF B ER

for (String k : params.keySet()) {

/] BFEXSEKEB#Turlencode , BT keyEBRRNFH , #ltA NI Hvalueit{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap <String, Object>(); // TreeMaprILABEIHEF

// SCRmVEFBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHESE

// LB R M ER R F X BIRYE |, 40 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~H5#

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIEE5%4

params.put("Action"”, "Describelnstances"); // "HE%

params.put("Version", "2017-03-12"); // A5

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // \53&#§

params.put("Offset", 0); // WE5#1

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // A+t
24

System.out.printIn(getUrl(params));

}

}

Python

SR | ANERETE Python 2 IMEFRIEIT , BB requests (R :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

WS : BRmEmEX 28371 T #551W
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secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =='"_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region' : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# ISSCRRER | AShiaaTer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)

WS : BRmEmEX 28372 TW #551W
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= A
EOZERV3

BIFEAYE: 2025-02-18 17:50:25

tcecloud API £33/ MARIERFTEMNIGIE , BB NMNEKREZTEEAHIERESHFEEER(ERE ( Signature ) LESIEERES D, &

BIERHREFEIER , TEFILEE Secretld 7 SecretKey ; ZRFRREREFIL , BRIERAPIZARNEERS , BNEEEA=AP
#=O.

s=E \

1. BT EFIE

HEEIXER=APIZE] , BRIERAPIZSANERIELEEIE. TE2EIFELE Secretld ] SecretKey :
e Secretld FAF#rR APLERESH

o SecretKey FIT N B BRSSO B R0EA.
. BPUTREERSET , BRTE,

REREFIENERLERINT

1. EFtcecloud BRI ZHIE,
2. BIfE=APIZRRIEHIETRE
3. E=APIZSATIHE , M [FiE] BIALAGIER—XISecretld/SecretKey

TR FFREKSRSLUABMXY Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

ERE  WFGETAE , R3Z#F Content-Type: application/x-www-form-urlencoded #M¥i&=. I3FPOST/% , BHREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data FFIMMAER , json 8REARTEISEZEOIIE , multipart 183X
RERREWSEOSE: | WRHZEOREEER json 18ZVER , S5 REMISEON5RA.

THUSRSHFEAT MNXSEGFIREAGIF  DEBNMBERANTEERE. HAMBETERSAIFIRANSE : Limit 71 Offset ,
{#M GET A&,

BRI Secretld 0 SecretKey 552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEHEIERER
RIS HHEHIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , &M GET ;

WIS : B emEX 6373 T H551m
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e CanonicalURI : URI 2%, API 3.0 EZAERKT (/)

* CanonicalQueryString : &# HTTP iE3K URL hIVEIAFFFE , 3F POST 15K , EEATFHE , I9F GET ik , W URL (g
£ (?) GENZRFEAS , AREIEYES : Limit=10&0ffset=0, ;¥ : CanonicalQueryString EE42id URL w3,

* CanonicalHeaders : £25&8FRLEYMEE | 283 host F content-type FINLER , BRATIIABENRILESBSEEBLIESEEIE
KREgE—MFIZ e, BHENN : 1) 3LE8 key # value Fi—4ER/NG |, FEEERTHE |, IREE key:value\n #&=UHHE ; 2) SLER,
HRABSLER key (/NE ) ROFEEHFFRB THHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £25&ZAEMER | IRBALXIERBMLLIS S5 TER , #1 CanonicalHeaders B ZHILEABE—XIMNAY,
content-type [ host JusifEskEB, HHENIN : 1) L3R key ZB—HA/NE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ . content-type;host

* HashedRequestPayload : IEKIEXHIIEHE |, itE /5% Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 33 HTTP i5
KEE/NEX payload fff SHA256 5% , AE+7\#HmS | RERIDHREEM/NEFE., =2 : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload By HTTP i&SKIEX payload,

HRIBELLEAIN | OIRERIRAGEIERENT (ATRNEW , \n BITFRIESSRITEFHI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER TR
AU RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BATEREA TC3-HMAC-SHA256 ;

e RequestTimestamp : i&RATEEL , BIESRLERHY X-TC-Timestamp BU&E , W1 L7RBiER A 1539084154 ;

e CredentialScope : EIFEE , #&= 9 Date/service/tc3_request , B HER. FHERARSFIZRIEZFFFE (tc3_request ) , Date 79
UTC fRAERTEIRIBRE , BUBREMATESH X-TC-Timestamp #HAY UTC #RERNBIEEI—3 ; service AF-m& , WRSABIMHR
BEZ—5, 180 cvm, 8N ERBLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASBHHEFTENECIERENEHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date Z/RMBTEIEL X-TC-Timestamp ITE152 , BRfX A UTC+0, MNRMARZAHEKER , HIIIFR/\X , ESHEXE
ERERmI , BERREMERCERY. RigitER/ 1551113065 , 4/ \XAJRTiELE 2019-02-26 00:44:25 , (BRI HEE
89 Date BX UTC+0 FYHHARS 2019-02-25 , A2 2019-02-26,

WS : BRmEmEX 28374 TW H551W
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2. Timestamp Z/REHRIRFRTE , BERERRFENENERAZEESH , MREEETADPNBERY. NRKAHEAFIIR
ERERELY |, ARESEIE T —RITEE , BROERW (IREEZSHHIER ) .

PRI LA | REIPERIRSFERFRBRUT (ATRREN , \n RITFAESSEITEFI—T8K) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23. i EER
1) HEIRESEEA  WBIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : JRIARY SecretKey ;
e Date : B Credential Ff Date FEREE , a0_/wf , 792018-10-09 ;
e Service : B] Credential FfY Service FEER , A0 L7R=B , 79 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BPLA EITEBEINIREESFER ;
e StringToSign : AIZE2ATEBRIIFEEFRIE ;

2.4. 8 Authorization
AN &R HIE Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/ + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ', '

'Signature=" + Signature

e Algorithm : &&75i% , Bl TC3-HMAC-SHA256 ;
e Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M X , EIEEHE ;

* SignedHeaders : L £ , 258 ZHLIHER ;

* Signature : £&(8

HRIELLERIN | EIHERIRIED -

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6cbecfl74c474

WIS : B emEX 26375 1 H551m
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RETEIERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&0Offset=0

BesiRSS (TKE)

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

L BRRM

HRIESSIREN | FEUTERRMANEIRS | ISRIELIREAE

RS LR
AuthFailure.SignatureExpire BRITH
AuthFailure.SecretldNotFound EIRAEE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BIHIEE (A2 AP AR )

4 ISE N

. ’\ﬁ JE7N
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m;ﬁi%*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printin(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ;#;%?%gg?f{r% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk 53% 3 o .\L-l-%é% *kkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkhkkk ig% 4 j:}’fl:g Authorizatlon *kkkkhkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

WS : BRmEmEX 28377 TW #551]
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# Kkhkkkhkkkhhkkhkhk i% 1 o ?#*%m?ﬁiﬁ*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0ffset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *khkkkkhkkkhkkhkhkk 5% 2 : T#;%{%gg?ﬁ% kkhkkkkkkhkkkhkkk
credential_scope = date + "/" + service + "/" + "tc3_request"

WS : BRmEmEX $8378 TW #551W
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkkkkkkkkk 55% 3 : .‘L_I_%Eg *hkkkkhkkkhkkkhkk

# RS EHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *khkkkkhkkkkkkhkk ig;’% 4 : ?#;% Authorization khkkkhkkkhkkkhkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSECRINENERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}

WS : BRmEmEX 28379 TW #H551W
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15 K454

BITEFATa: 2025-02-18 17:50:25

1. frsSHbit

$io5], ( Region ) EASIERIVKIE-ONMIER. tcecloudsTIERRIEEZ B2 IER | (RIENRbaR AR BRI
P, ATRHGAIERIE, 12 TR , BGERE MG,

ERTLUBIT APIED EiiHSIR B ARItET IR,

2. BEMY

tcecloud API RIFFEREIY@IT HTTPS HTIR(E | RUHSREMHNBEEE.

3. 1BKTTE
S50 HTTP RS

* POST (i)
o GET

POST i&ER37#35#9 Content-Type 8 :

* application/json (7% ) , RER TC3-HMAC-SHA256 B& 754,

 application/x-www-form-urlencoded , ZR{FFE HmacSHAL g HmacSHA256 && 757X,

e multipart/form-data ( {NE8EOSEF ) , WRER TC3-HMAC-SHA256 &2 5%,

GET iERRIEREA/NFE#BIT 32 KB, POST iEXRFAEREA HmacSHAL, HmacSHA256 BFAR5#Bid 1 MB, POST iEKERE
BFiEN TC3-HMAC-SHA256 Bz 10 MB,

4. FFTmhS

FEFAUTF-84%%2.

WIS : B emEX £6380 1 H551m
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IS

BITEFATa: 2025-02-18 17:50:25

IFAREIEEER

RS 50E OB LAIMRESIZR (DescribelnstancesStatus) 2017-03-12 i, EVEMMALI , HATSEANREIITA :

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMAEBH Requestld REERIFER , TiCiEKRAINEE , RE APILET |, NHERIREL,

* Requestld FFF— APLiEKHIME—HRR |, WN5R APL HIISE , STLABCRI] , FHEAHZ ID SRR,

s RTEENFES , HRIWAEMEOENHNFE , AEEOMRENFERS O TREN., HFHIFH TotalCount #0
InstanceStatusSet 55 DescribelnstancesStatus £ OEXIFER , BT EAREKNAFREEIE=RS2ELH , Eilt TotalCount
AFERTRBREIEA 0, InstanceStatusSet FIZRAZS,

TEIRIREIEER
BRI, EEEETRS

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error WHIIREREZIEKERLM. Error FEXERIENEAY Code F1 Message FERETARLMAT R ERE.

* Code FREMHBIIERID . B KB L RIBZ RIS E A SRS SRR O M AYE IR IR EmE X MR EFIRR
YSER

Message BRHETIXMEREENERRR |, EISERHAENIL , WXATSESEERIFEEREHN , AR AKX MR(E
&.

* Requestld FBF— API iERIUE—HRIR , N8R APL HIIEE , STLABCRIA] , FHEMIZ ID SRR,

NHEERES (TODO: EE(EE, EFENEER?)

IREIZERAPUNREFE Error FER |, MZFRNAR APLIECOIKM. Error By Code FERFR/NEIRD , AT SEBIsEHIIAVEIRIS AL
IREG , TRFIH T ARG,

WIS : B emEX £6381 1 H551m
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]
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire
AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX
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HERAA

BHAAEE (R2T API R ),
MFA $&i%,

BT,

BEELH.

BRER.

token $Eix.

Bk CAM 1Y,

DryRun #F , RRIEKESEMINA . REZET DryRun 24,
(=SS

REBFEIR.

BEORFE.

SEGER.

SHEYERIR.

FRIS ECEPR S .

TROSEGEIR,

EORARFE.
IBRAGREGRL T IRERPRAE
BIRH S .

BIRE.

BIFRAFIE.

RIFARTF,

RIZRURLE.

RASHGER.

BMEARSTH.

http(s)iEkIPGEIR , R3ZHFF GET #1 POST 15K,

EORSHSRTEbEL,

%382
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/\ *.
AN
BIFEAYE: 2025-02-18 17:50:25

/\tt.

AHBHERTRRAFMZEOSNENNSE  HE | EEMZARBARAXEPABNXESHHTRE , B8REKISFE
EHXLSH , FRRIERAEEK.

S R

BRFE V3

8 TC3-HMAC-SHA256 SE75ERT , AHSHEESHL—HE HTTP Header R , 11T -
SEZFR St Wik AR

BERROSMR. BESEROXETRASEHALSE Action RO, FINIZIRSHEHE

X-TC-Acti Stri =
ction fng = 1BELAIFIFRED , BYES Describelnstances,

WIS . FSRIRRA IR EI MbERIEE. RORZAEEESE R OXETRAS

X-TC-Region String 2 HAHSE Region BIRIA, TR | REROAFTEERZSH , EOXEP ISR
B8 | IESBMEEBIZ S AL,

X-TC- Integer | 2 457 UNIX BYE2E , ENERALE APLiSRAORNE. 5Ia0 1529223702, 5 : (IRSRSEE

Timestamp T HiSEsEEss , S5 EESIEER.

XTC-Versi , = EFRY APL RORRA. BUESHEOXEPAS LIS Version AU, FIAN=ARSS2RAMR

-TC-Version String =

7 2017-03-12,
HTTP fRAESDIAMESLERFER |, g0
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

Authorization  String 2 - TC3-HMAC-SHA256 : && 7% , BRiEENZE ;
- Credential : £4&ZiF , AKIDEXAMPLE £ Secretld ; Date & UTC fRA&RTEAIRHEE , B
EFENLHSE X-TC-Timestamp #5/Y UTC FRAERTEIREE—E ; service AF=m& , &
MEERFmEE—E, flgicvm ;
- SignedHeaders : 258 Z1HERILEHMSE | content-type F1 host JWA5ESLER ;
- Signature : BRFHE,

X-TC-T : - IRRPEFFTAEAY Token , FELSIGRIER—EGEMA. IRRIER Token FERHDEER

-TC-Token String 5

SREBZEOKE, KEIZHATEE Token,

BT V1

{8 HmacSHAL 1 HmacSHA256 &&75758) , ARSHEER—HEERSES , T

SHEBR KA ik R
Acti . = BERROER. RESEROXEPRASHATLSE Action B9IREE. FIIN=IRSSEE
ction String =

EsLHIFIZRED , BUEA Describelnstances,

WS : BRmEmEX $5383 T #551|
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e C
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

MR

String

Integer

Integer

String

String

String

String

String

ali

alil

ali

2l

Jalil

Iy

iy

BesiRSS (TKE)

fiik

Wi Sy, SRR B EI MBIEAIEIE. FOESZHEREESE E O REA
SRS Region RUGER, R | RUEOATEECERZSEH , EOEP RIS
BIRER , LATEMEEEBIZS AL,

Za0 UNIX Bf[a)8% , FJicRARE APLIERAYRTEL. FI01529223702 , MRS =RF1HE
BETK , 25EERTHER.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHAE_E ERiBERIFRREDHY Secretld , — Secretld XFRME—HY SecretKey |, i
SecretKey & FRARIEXEH Signature,

BRER  BRBRIEIXEKRNG AN | FERPRESFREMASEITEEH. Bt
BIEESNEROSSHE,

B{FRY APLESRRA., BUESEROXERASATSL Version B, AIN=RSES
A9RRAS 2017-03-12,

BEZ51, , Baiszi: HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIFER , EttiERISEHAE HmacSHAL I8IEES.

IERPIERFRFER Token , BEESIGIIEHE—EHFER, GRS Token EEEHRE
EIRSTARZEOKE. KEIZHAFZE Token .

bl ( Region ) RIEYIERIEUEF OAMIEX, tcecloudIFIIEAREIIHZ EEERE |, MIEAEMRERATEEATSELENEE
. ATRHERRRE. B8 TEERE  BERRFELEEFatbE,

EEJ LAY APIEC ENAMIESIER EESTRAIIETIE.

WS : BRmEmEX

6384 1 H551m

\|



S BRASTCE ARG (TKE)

(GAENEPSEIM
ellfESeSEEd LR

BIFEAYE: 2025-02-18 17:50:25

<7 A
1. ZFOfEA
EOBRIEE : tke.apil.finance.cloud.tencent.com,
NELGFERISETCIE(RYEH
EOMZCERINERS) - 200%/70,
EOSEFRATAE : 2020-09-03 19:31:58,

EOBIIOES &N,

2. NS

UTNBERSEGIRGIH T ROBERSBHBO NHSE , TBAHSHIIRDAHERSH,

SHBR Wi FPFNULL KA TR
. . NHSE, AEORE :

Act = = St - ’

ction = = fng CreateClusterAsGroup
Version 2 & String AHSE, AEORYE : 2018-05-25

ISR PRI E

Region = = String géb /o é)ﬂl . FE = RS AO ISR
Clusterld = &= String EREID

(RIEEBEIBES4L | json(FFFERIET
¥ #ZEOCreateAutoScalingGroup,

AutoScalingGroupPara = &= String LaunchConfigurationldg
LaunchConfigureParaZ#18li& , F3ziF
LS
EEECIEEESE | jsonftFHRIEE
I , ¥ CreateLaunchConfigurationi%

) . H. B5MmageldS#HTFERHEECEE
L hConf P = S St
aunchConfigurePara =2 A ring e ——

UserData=FERi& EiBigUserScriptiZ s ,
RN FRAZEES,

InstanceAdvancedSettings & = InstanceAdvancedSettings  TrREHKkEERER

Labels S S Array of Label FeLabel#éH

WIS : B emEX £6385 1 H551m
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3. S

SHATR et U

LaunchConfigurationld String [BEIECEID

AutoScalingGroupld String {eR4E4aID

Requestld String HE—EK ID , ®XEKRESIRE., BRI EEREZRIEKA Requestld,
H >3
. f51=08

UG T OSSR A0EIRD | EERITER A HHEIRD,

"fal%ﬁ% }ﬁ

[

InternalError.OsNotSupport
MissingParameter
InternalError.AsCommon
InternalError.CvmNotFound
InternalError.Db

InvalidParameter
InternalError.AccountUserNotAuthenticated
InternalError.CvmCommon
LimitExceeded
InternalError.DbAffectivedRows
InvalidParameter. AsCommonError
UnsupportedOperation
InternalError.Param
InternalErrorImageldNotFound
FailedOperation

InternalError
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MpREREHR4EZE

BIFEAYE: 2025-02-18 17:50:25

1. #EOfER

EOEKIEE - tke.api3.finance.cloud.tencent.com,
AR ERRHER4EE
BONEOIBRIRERIRE] : 200R/FD,

EOEFTE : 2020-06-18 19:41:47,

RO S 2 41N,
A M2
2. MANSE
ATFBRESHGIRIGH TEROBERSHIED AHSEY | TRBAHSHGIRIALERSEH
SHER WAl FBEFNULL i TR
Action 2 & String NHSE, KZEOBYE : DeleteClusterAsGroups
Version 2 & String AHSE, AEORYE : 2018-05-25
Region 2 S String RESH, FEIFRSIERIMEHEIZR(TODO)
Clusterld 2 & String £EB¥ID |, @i DescribeClustersiZ[O5kEY,
AutoScalingGrouplds — B Array of String SERHEYERIDAYSIZR
Keeplnstance ) ) Bool EARREBERBESTITRENAME : false(RMRE))
A s
3. S
SR ESig) A
Requestld String W—i5K ID , &XIEREPSIRE. BRI EEREZRIEKE Requestld,
H >
4. $EiR1S
PATBH 7O SSZEBEXAEIRIE | BfbiEnRGIF A =R,
FHIRAS A

InternalError.QuotaMaxClsLimit

LimitExceeded
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FEIRD 5

B

InternalError.QuotaMaxNodLimit
UnknownParameter
InvalidParameter
InvalidParameter.Param
ResourceNotFound
InternalError.Param
InvalidParameter. AsCommonError
InternalError.QuotaMaxRtLimit
InternalError.AccountUserNotAuthenticated
ResourcelnUse

InternalError

FailedOperation
InternalErrorAsCommon

InternalError.PublicClusterOpNotSupport

WS : BRmEmEX £5388 T 551
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SRR (R eECE

BIFEAYE: 2025-02-18 17:50:25

L. g

EOERES :
SRERM R E
BOAREOIESORERIRE - 200R/%D,
EOEHATE : 2020-06-18 19:39:31,

tke.api3.finance.cloud.tencent.com,

EOBEIOES &N,

2. NS

PITNBERSHGIRNGIE TEOIERSEHFIRID NS,
SHBR Wik FEYFNULL et
Action = a String
Version 2 = String
Region = B String
Clusterld = = String

A s

3. S

e C KRB

ClusterAsGroupOption = ClusterAsGroupOption

Requestld String

4. $EixtS

UG T 2O SSIBEERa0EIRD , BERIFEL L

iR
UnknownParameter

UnsupportedOperation

WS : BRmEmEX

BesiRSS (TKE)

NHEBE, AEOBYE : 2018-05-25

NHBE, FIFRSIFBIEEIZR(TODO)

E=:3(0)

fhik
SRR

E—IEK ID , RIERES
Requestld,

REl AR RERHZRIER

BRI,
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HiRAD 5

S

InternalError.Param
InternalError.CamNoAuth
InternalError.AccountUserNotAuthenticated
InternalError

FailedOperation

InternalError.AsCommon

WS : BRmEmEX $5390 7@ #551m|
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£S5 SEENERENIES

BITEFATa: 2025-02-18 17:50:25

1. EOfEA

EOEkigE : tke.apil.finance.cloud.tencent.com,
SEERERRYRAEAET IR

BOAEZOISRIRERPRE : 200K/FD,

EOSEHAYE : 2020-06-18 19:42:36,

ZEOBRIRER N,
A sl
2. MASH
UTNERSEFIRNGIH T EOBEKRSEFIESS AHSE | TBAHSHFIRNAHIE RS
SHER Wik IFNULL 88 IR
Action = & String NHBE, KIZFOBYE : DescribeClusterAsGroups
Version =2 &5 String NS, AEOEBYE : 2018-05-25
Region 2 S String RS, FIFRSFHREFIZR(TODO)
Clusterld =2 &5 String E£8¥ID
Array
AutoScalingGrouplds & B of gAIDTIZR , AIRAT |, R RFKERFTE4E4E.,
String
fmeE , BAR0, FREHS TS ; Limit ARIRREINRSZEE
Offset = B Int64 2 , Offset HiRBEE. HENEREIIFRT AN  IRHSBILT
Limit FrfRERYE , APARIRME Limit 4ME.
IREIFE |, BOAR20 , &AEANL00, FAREHISTRAISEL ; Limit A
Limit & & Int64 ERREINGRZEBEE |, Offset NREE. LHENERETIERFR
BY , SNEREEEIT T Limit FrfRERME , BBARIRIE Limit ME.
A sl
3. s
SHER it HoAR
TotalCount Uint64 EERF R HYER DS

ClusterAsGroupSet ClusterAsGroup SEERERRYRAEAET IR

Requestld String W—iEK ID , ®RiEKREPSIRE]., EEMATEERAZXIEKA Requestld,

WIS : B emEX $6391 T H551m

\|
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4. SEIRAS
IUTRBIH T H LS BB AOIRA | AR I A,

FEIRD i

&

InternalError.VpcCommon
InternalError.VpcPeerNotFound
InternalError.VpcRecodrNotFound
InternalError.Db

InternalError.Param
InternalError.AccountUserNotAuthenticated
InternalError

FailedOperation

InternalErrorAsCommon

InternalError.PodNotFound

WS : BRmEmEX £8392 T@ #551|

\|
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(2R H Rt

BIFEAYE: 2025-02-18 17:50:25

L. g

EOEREE :
(EBNES Bl = e
BONEOIBRINEIRE] - 200R/F
EOEFTE : 2020-06-18 19:43:07.

EOBEIOES &N,

2. NS

SHEWR Wik AFNULL
Action = =B
Version 2 =
Region = B
Clusterld = )
ClusterAsGroupAttribute = & B

A s

3. s

SEER i) R
Requestld String

H X3

%EIBE

UG T 2Ol S5ZEERA0EIRD | EfhEiRBIFER

FHIRAS
InvalidParameter.RouteTableNotEmpty

LimitExceeded

WS : BRmEmEX

tke.api3.finance.cloud.tencent.com,

String

String
String
String

ClusterAsGroupAttribute

NHEEIRAD,

BesiRSS (TKE)

PHEHSE, FEOE :
ModifyClusterAsGroupAttribute

AHEHBE, FEORYE : 2018-05-25

LS4, P RSTFAOIBIEEIZR(TODO)

N
B
\|

&EID
SREREARY BRI

BE—IEK ID , BRIEREPRIRME., EMIDMATFEERALZRIERAI Requestld,

$6393 T H551m
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FHIRAD A
UnknownParameter

InvalidParameter.GatewayAlreadyAssociatedCidr
InvalidParameter

InvalidParameter.Param

ResourceNotFound

UnsupportedOperation
InvalidParameter.AsCommonError
MissingParameter
InternalError.CamNoAuth
InternalError.AccountUserNotAuthenticated
InvalidParameter.CidrOutOfRouteTable
ResourcelnUse

InternalError

ResourceUnavailable
UnauthorizedOperation

FailedOperation

InternalError.AsCommon

WS : BRmEmEX £8394 TW #551W

\|



S BRASTCE ARG (TKE)

(SRR (e 1

BIFEAYE: 2025-02-18 17:50:25

1. #EOfER

EOEKRIEE : tke.api3.finance.cloud.tencent.com,
e R M (e B

BONEOIBRIRERIRE] : 200R/FD,

EOSEHAYE : 2020-08-22 22:08:42,

RO S 2 41N,
A M2
2. MASE
ATFBRESHGIRIGH TEROBERSHIED AHSEY | TRBAHSHGIRIALERSEH
SHER Wi IFNULL 358 TR

. . NHSE, AEORE :
Action = B St “

I = = nng ModifyClusterAsGroupOptionAttribute
Version 2 = String NHBE, KiZOBYE : 2018-05-25
Region 2 & String AHBH, FERFRSISHMRZIZR(TODO)
Clusterld = = String EEFID
ClusterAsGroupOption & S ClusterAsGroupOption  EERfs#ME(R4EBIE

A M2

3. FitH &
SHER St A
Requestld String W—iEK ID , BRiEKEPSIRE], ERMATEERAZXIEKE Requestld,

4. $5IRMT

LA T O SSBERXAEIRD , EEEREEFEN AT =R,
IR A
ResourceUnavailable

InternalError

WS : BRmEmEX £5395 T #551|
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IR A
ResourceNotFound

MissingParameter
InternalError.CvmCommon
InternalError.CvmNotFound
InternalError.Db

ResourcelnUse
InternalError.ClusterNotFound
UnknownParameter
UnauthorizedOperation
InternalError.DbAffectivedRows
InternalError.AsCommon

UnsupportedOperation

WS : BRmEmEX £5396 TW #H551|

\|



S BRASTCE ARG (TKE)

HithizO
REGEGRER

BIFEAYE: 2025-02-18 17:50:25

1. O

EOBRIEE : tke.apil.finance.cloud.tencent.com,
RREER

BOAEZEOIERIREPRE : 200%/70,

EOEFAYE : 2021-04-09 10:35:32,

EOBIIOES &N,

2. NS

SHER Wik FEEFNULL e i) A

Action P & String ~HSE, KIZFOBYE : Describelmages
Version =2 &5 String NESE, AEOBYE : 2018-05-25
Region ! S String REBH, FIFRSSRMRZIZR(TODO)

3. BiHSE

SHER il A
TotalCount Uint64 REHE

ImagelnstanceSet Imagelnstance RBEETIER

Requestld String H—EK ID , ®XiEkEPIRE. EURMNRERAZRIEKE Requestld,
H 3
4. i81x08

UG T 2O SSIBEERAUEIRED | BERIFEN AT IR,

FEIRD 1)

S

InvalidParameter.RouteTableNotEmpty

WS : BRmEmEX $8397 TW #551W
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FEIRD 5

S

InternalError
InternalError.DbAffectivedRows
InternalError.DbRecordNotFound
InternalError.CamNoAuth
LimitExceeded
InternalErrorImageldNotFound
InternalError.Db
UnauthorizedOperation
FailedOperation
InvalidParameter.Param
MissingParameter
ResourceUnavailable
UnsupportedOperation
ResourcelnUse
UnknownParameter

ResourceNotFound

WS : BRmEmEX £5398 TW #551M|
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S BRASTCE ARG (TKE)

SR SR FECAN

BIFEAYE: 2025-02-18 17:50:25

=7 =N
1. #EOEA
ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
SRENEERFHCER
FNBEOERIEIRS : 200R/FD.
BEOEFATE : 2021-04-09 10:36:43,

EOBEIOES &N,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FEEFNULL e i) A

Action = & String NHE2H , AEOEYE : DescribeQuota
Version 2 & String AHSE, AEOE : 2018-05-25
Region B S String NEBE, FIFESHHIMEHEIZR(TODO)

3. S

SHER it iR
MaxClustersNum Uint64 ZK S HR SIFRIR AR E
MaxNodesNum Uint64 ZW S SRR R ER TR AT REE
Requestld String E—iEK ID , §RIEKREIRE, TR FERHIZRIERE Requestld,
+H0
4. =S

UG T 2O SSIBAEERA0EIRD | BERIRFEN A THEIRD,

HiRAD 1)

S

InvalidParameter.RouteTableNotEmpty
InternalError.DbAffectivedRows

InternalError.DbRecordNotFound

WIS : B emEX £6399 T H551m

\|
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FEIRD 5

S

LimitExceeded
InternalError.Db
UnauthorizedOperation
InvalidParameter.Param
ResourceUnavailable
UnsupportedOperation
ResourcelnUse
UnknownParameter

ResourceNotFound

WS : BRmEmEX 28400 T@ #551)
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it

BITEFATa: 2025-02-18 17:50:25

v s
1. EOHA
EOEkigE : tke.apil.finance.cloud.tencent.com,
IRENB BRARSS IFAIRTE i
BOAEZOISRIRERPRE : 200K/FD,
EOFEHAYE : 2021-04-09 10:39:30,

BRI E S EN,

2. NS

UTNBERSEGIRGIH T ROBERSBHBO OHSE , TBAHSHFIRDNAHIERSH,

SHER WA FEEFNULL i R
Action P & String ~HSE, KIZFOBYE : DescribeRegions
Version 2 &5 String NS, AEOBYE : 2018-05-25
Region B S String RESH, FIFRSISMEHZIZR(TODO)
A M2

3. FitH &
SHBR RE R
TotalCount Uint64 MR E

RegionlInstanceSet RegionInstance Atz IS

Requestld String H—iEK ID , &RiEKESIRE], EfABATEERAZRIERKAE Requestld,

j:t\
4. F51R8
PATNRAH T #Z OS2 EERAEIRS , EfERISEN A EIR,

HixhD 1)

S

InternalError
InternalError.DbAffectivedRows

InternalError.DbRecordNotFound

WS : BRmEmEX 28401 T@ #551)
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HiRAD 5

B

InternalError.CamNoAuth
LimitExceeded
InternalError.Db
UnauthorizedOperation
FailedOperation
InternalError.AccountUserNotAuthenticated
MissingParameter
ResourceUnavailable
UnsupportedOperation
ResourcelnUse
UnknownParameter

ResourceNotFound

WS : BRmEmEX 28402 TW #551)

\|



S BRASTCE ARG (TKE)

EEHRAMER

BIFEAYE: 2025-02-18 17:50:25

<z R

1. #EOEA

EOBEKRIES © tke.api3.finance.cloud.tencent.com,
SRENEERFIRAE R

FONBEOIERIRIRS : 200R/FD.

EOSEHATE : 2021-04-09 10:30:27,

EOBEIOES &N,

2. NS

UTBERSEGIFRGIH T ROBERSHIBO NHSE , TBAHSHFIRDAHIERSH,

SHEWR WAl FEVFNULL E it A

Action = & String NS, AEOBYE : DescribeVersions
Version 2 & String AHSE, AEOE : 2018-05-25
Region B S String REBE, FIFESHMIEHEIZR(TODO)

3. iHESE

SHER it A
TotalCount Uint64 A g2

VersionInstanceSet VersionInstance heAFIZER

Requestld String H—igX ID , ®XIEKEPIREl, EAITRATEERALZXIEKA Requestld,
H >3
4. s=hS

UG T 2O SSIBAEERA0EIRD | BERIRFEN A THEIRD,

HiRAD 1)

S

InvalidParameter.RouteTableNotEmpty
InternalError

InternalError.DbAffectivedRows

WS : BRmEmEX 28403 T@ #551|
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FEIRD

InternalError.DbRecordNotFound

InternalError.CamNoAuth

LimitExceeded

InternalError.Db

UnauthorizedOperation

InvalidParameter.Param

MissingParameter

ResourceUnavailable

UnsupportedOperation

InternalError.Param

ResourcelnUse

UnknownParameter

ResourceNotFound

WS : BRmEmEX

BesiRSS (TKE)

%404 @

\|

£551m



O BASTCE

TKE APIServer{XIB A0

BIFEAYE: 2025-02-18 17:50:25

AR N

1. EOHAR

EOEkigE : tke.apil.finance.cloud.tencent.com,
YUNAPI %1535k TKE APIServeriz[
BOAEZEOISRIRERPRE : 2000%/7D,

EOEFATE : 2021-04-09 10:36:02,

EOBIIOEE NN,

2. NS

BesiRSS (TKE)

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR Wik FEFFNULL RE
Action = &= String
Version = = String
Region = a String
Method = = String
Path = B String
Accept = = String
ContentType = = String
RequestBody &= & String
ClusterName & & String
EncodedBody &= & Bool
Clusterld 5 &5 String
3. MHEE
SHER ESic) R
ResponseBody String
Requestld String

WS : BRmEmEX

AHBH, FRFRSISHMRZIZR(TODO)
Ektke-apiserver httpiE R R AT/T %
iEKtke-apiserver httpigKifaEREE

15 Ktke-apiserver httpskAhAcceptS#4
15Ktke-apiserver httpskehContentTypeS#{
iEKtke-apiserver httpigskbodylsE
Bktke-apiserver httpskesrX-TKE-ClusterName£#{
ERHmHEEKbodyEE

ERUER

i5Ktke-apiserver httpigiREIRIbody(EE

BE—EK ID , SRIEREPIRE, ELIDRAIFERAEZRIFERAI Requestld.

25405 1 H551m

\|
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4. FEIRS

PUTMMRFIH T 3Ol S5 EERaEIRES . iR

IR

InternalError
InvalidParameter
LimitExceeded
UnauthorizedOperation
FailedOperation
MissingParameter
ResourceUnavailable
UnsupportedOperation
ResourcelnUse
UnknownParameter

ResourceNotFound

WS : BRmEmEX

\

LR,

l_':|

BesiRSS (TKE)

%5406 T

#5511
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ISP SEIN
RAERFERLT

BIFEAYE: 2025-02-18 17:50:25

1. O

EOBRIEE : tke.apil.finance.cloud.tencent.com,
KRR

BOAEZEOIERIREPRE : 200%/70,

EOEFAYE : 2022-01-21 11:24:59,

EOBIIOES &N,

2. NS

LINERSHGIRNGIE T EOBRSEFRBD RS, T,

SHBR Wik FEFFNULL RE
Action = &= String
Version = =5 String
Region = &= String
Clusterld = = String
A M
3. FitHEE
SHER ESid) fiik
Requestld String H—iEK ID , @RiEREpE

4. RS

UG T 3Ol S5 EERA0EIRD | BRI AR

EIREE
UnknownParameter

InvalidParameter

WS : BRmEmEX

BesiRSS (TKE)

2%, AEOEYE : DisableClusterAudit
NEESE, AEOEYE : 2018-05-25
AHBE, FE T RSIERREREIZR(TODO)

i

F£3(D)

o EMIERAFEERAEZRIERAI Requestld,

P4
™
dA
°

65407 T H551m
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HiRtD R

InternalError

WS : BRmEmEX 28408 TW 551

\|



O BASTCE

JERIEREERRLT

BITEFATa: 2025-02-18 17:50:25

1. #EOfER

EOEkigE : tke.apil.finance.cloud.tencent.com,

EEheerteEt 1) ERAFsErN B EENESER-R.

BONROIBRIRERIRE] - 200R/%D,

EOEFAYE : 2022-01-21 11:29:23,

ZEOBRIRER N,
A M2
2. NSEL
UTBERSEGIRMGIH TEOBFRSEFIF D At
SHER Wil FEYFNULL
Action 2 =
Version 2 B
Region = =
Clusterld = &5
Logsetld B B
Topicld = =
RegionId = B
A M2
3. BiHE
SHEWR it R

Requestld String

4. TR

%

\

UG T OSSR A0EIRD | BfERISFER A IR,

HiRAD

InternalError

WS : BRmEmEX

BeaiRSS (TKE)
2) [FRANBEENEEER,
#H , TEAHESHFIRDAHLERSE]
E: Sl iR
String NHEE , AEOEYE : EnableClusterAudit
String ~HEHSE, AEOBYE : 2018-05-25
String NHSH, FENFTRSIERMEFIZR(TODO)
String £EfID
String HEEID
String HEFEID
String XigID
H—iEK ID , ®RiEKEPSIRE]., EEMATEERAZXIEKA Requestld,
U
6409 T H551m
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HIRD A
InvalidParameter

UnknownParameter

WS : BRmEmEX 28410 TW #551|
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SREUNEREID

BIFEAYE: 2025-02-18 17:50:25

1. #EOfER

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,

1.DashboardTypedJi%(E: £1338it : audit-overview,audit-search,audit-node-overview,audit-k8s-resource-overview
EOMZECIERINEIRS) : 200%/70,

EOEFAYE : 2022-01-21 11:26:42,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wil FEYFNULL KA T
Action = & String NS, ANEOEYE : GetDashboardID
Version 2 & String AHSE, AEORYE : 2018-05-25
Region 2 S String AHSE, FIFRIFRFIZRTODO)
Clusterld = = String EEFID
DashboardType =2 & String IVE el

3. WS
SHER 3] f#A
DashboardID String {EREID
Requestld String H—IEK ID , ®XIEKREPSIRME. BRI EERAIZRIEKE Requestld,

j:l: .
%EI 19':'5
LUTREIH 7O\ S ZEER A EIRD |, EfhEnRaDIE N 2 TR,
FEIRMG A
UnknownParameter

InvalidParameter

WS : BRmEmEX 411 Tm H#551]
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HiRtD R

InternalError

WS : BRmEmEX 8412 TW #551]
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ZEEPS e
ZINVPC-CNIFR

BIFEAYE: 2025-02-18 17:50:25

1. O

EOBRIEE : tke.apil.finance.cloud.tencent.com,
{FERARIEIEVPC-CNIRT | RIS FM
BOAEZEOIERIREPRE : 200%/70,

EOEFRAYE : 2021-11-15 20:35:21,

BORWERTEN,

2. NS

BesiRSS (TKE)

UTNBERSEGIRGIH T ROBERSBHBO NHSE , TBAHSHIIRDAHERSH,

SRR Whi%E FEVFNULL &<t TR
Action 2 & String ~HBE, KZOBYE : AddVpcCniSubnets
Version 2 &5 String NS ANEOEYE : 2018-05-25
Region £ S String AHBH, FENFRSISRMERZIZR(TODO)
Clusterld = = String EEFID
Vpcld = & String VPC ID
Subnetlds = &= Array of String ERINASFMID
A s
3. S
SHBR xE fk
Requestld String W—i5K ID , 8XIEREPSIRME. BRI EEREZRIEKE Requestld,
H >
4. $EiRS

UG T 2Ol S5BIEERA0EIRD |, BAhiERZIE R

TEIRD

WS : BRmEmEX

%413 T H551m
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HIRD A
InvalidParameter

FailedOperation

UnknownParameter

WS : BRmEmEX 414 TW #5517

\|



O BASTCE

T REXREO
NIEEFERSEHIRISET

BITEFAYE: 2025-02-18 17:50:25

v ekl
1. EOHA
EOEKkiEA : tke.apil.finance.cloud.tencent.com,
INEEFERTHIZISRRE
BOAEZEOISRIRERPRE : 200%/FD,
EOSEFRATAE - 2021-05-10 11:20:07,

EEOBIIOE S N,

2. NS

UTNBERSEGIRGIH T ROERSHBO LHSE |, TBAHSHFIRDATIERK

SHEBR Wik FRIFNULL
Action = )
Version = B
Region = =
Clusterld = =
Instancelds = )
InstanceAdvancedSettings & =
EnhancedService & )
LoginSettings = B
SecurityGrouplds = )

WS : BRmEmEX

S

String

String

String

String
Array of String

InstanceAdvancedSettings

EnhancedService

LoginSettings

Array of String

BesiRSS (TKE)

fik

~HESH, AEOBYE !
AddExistedInstances

NHSH, AEOYE : 2018-05-25

REBH, R RIIFHBIEEIE
(TODO)

&EFID

SEUIIES

LHONEERESHIER

eSS, BUZSHALIEEREHER
Te. ZhirFRS. EMEEZSH, U
HANFE=GEE. ZReRS.

PRERER ( BRINSHERPassword
B MKeylds )

LhIFFEREE, ZSHEILABE AR
DescribeSecurityGroups AREIEFAY
sQIIFERIREN. ENEEIZSE , NEE
HiANZ2AH, ( BAfCHRRER M sqld )

%415 71 H551m

\|
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SHENR

HostName

NodePool

3. iHESE

SHER
FailedInstancelds
Succlnstancelds
TimeoutInstancelds

Requestld

4. FEIRD

UG T 3Ol S5 EERA0EIRD , BRI A HHEIRD,

HIRAD

InternalError

iy

iy

InternalError.DbAffectivedRows

InvalidParameter
LimitExceeded
InternalError.Db

InternalError.Param

WS : BRmEmEX

FEIFNULL it

= String

= NodePoolOption
R

KM RRID

BIHEIT =ID

BesiRSS (TKE)

%

BERZEGA , TLUEEIEBERAIRY
HostName(&&fJHostNamet&E=URT | It
SEME | SNBSS AEZ/IINS
RunInstancesiZ[HostName—E&%)

HSERIIMAT I,

T3 RUHIZEIN

FBRYAIR Bl RT3 RAAVID (RTHESR , tHRTEERTD)

E—iEK ID , ®RiEREIRE,

Jdr

ENAERTEERHHZXIERA Requestld,

%416 T1 H551m
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T RERTR

BIFEAYE: 2025-02-18 17:50:25

L. g

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,

TREFBRSEHFTR

FUAZ OB ISR : 200R/7D.

EOEFATE : 2020-06-16 15:57:00,

EOBEIOES &N,

2. NS

LINERSHGIRNG I TEOERSEFIED NHSE

SEER
Action
Version

Region

Clusterld
InstanceAdvancedSettings

RunlnstancePara

3. mHSE

SHETR KA
InstanceldSet String
Requestld String

4. FEIRS

RE SEENULL
g &
g &
g &
g &
5 &
g &
fik
5 REAIID

E—EK ID , 8RB

String

String

String

InstanceAdvancedSettings

String

UG T OSSR A0EIRD | BERITFE N A HHEIRD,

WS : BRmEmEX

BesiRSS (TKE)

fiik

~HESH, AEOBYE !
CreateClusterInstances

AHEBE, FEORYE : 2018-05-25

REBH, R ESISAEEIZR
(TODO)

8% ID |, 1B1EE BWERHIE EOSRME]
B9 clusterld =E&

LHFINEERESHIER

CVMEEEEESEL , jsonfh FRFEEL
FEMLRunInstancesiz.,

KEPpoiREl, EERTRERMIZRIERE Requestld,

%417 71 H551m
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HIRtS 3

5

InternalError.QuotaMaxClsLimit
InternalErrorImageldNotFound
InternalError.VpcCommon
InternalError.VpcPeerNotFound
InternalError.CvmCommon
InternalError.QuotaMaxNodLimit
InternalError.VpcRecodrNotFound
UnknownParameter
InternalError.Db
InternalError.OsNotSupport
InternalError.CvmNotFound
InvalidParameter
ResourceNotFound
UnsupportedOperation
InternalError.Param
MissingParameter
InternalError.DbAffectivedRows
InternalError.QuotaMaxRtLimit
InternalError.DbRecordNotFound
ResourcelnUse

InternalError
InternalError.UnexceptedInternal
ResourceUnavailable
UnauthorizedOperation

FailedOperation

WS : BRmEmEX 418 TW #551|
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MIFREREF AT R

BITEFATa: 2025-02-18 17:50:25

1. O

EOEkigE : tke.apil.finance.cloud.tencent.com,

PR ERF -PRISTH)

BONROIBRIRERIRE] - 200R/%D,

EOE#RAYE : 2021-05-10 11:17:55,

EOBFIRE R EMN.

2. NS

LINERSHGIRNG I T EOBRSEFIRD RHSEL

SHBR
Action
Version
Region

Clusterld

Instancelds

InstanceDeleteMode

ForceDelete

3. S

SHER
Succlnstancelds
FailedInstancelds
NotFoundInstancelds

Requestld

fil

i

o

WS : BRmEmEX

=

H o

iy

oy

iy

oy

String
String
String

String

BIFNULL KR

String
String
String
String

Array
of
String

String

Bool

1%

BesiRSS (TKE)

NHS# | AZOBYE : DeleteClusterInstances
NS, AEOBE : 2018-05-25
NHSE, T RSIENRBRSIZR(TODO)

£R¥ID
FAHInstanceld%Z&
ERESTHIMIBRATAISRES © terminate ($HERSLA , (SHREITERTTE

LB ) retain ({RFEkR , PREESLH )
EEEFMPR(E T RAERME , TTLUSESEITRUE)

FRIIHBREY cvmEflidFIzE

RIS ES cvmsLfFlid e

FIEEIRIcvmLFlidFIZE

E—IEK ID , RERESIRE. EAIARFERAZRIBEKAT Requestld,

%419 T1 H551m
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4. SEIRAS
UG T OSSR A0EIRD | BEERITER A HHEIRD,
FEIRD ik

InternalError
InternalError.DbAffectivedRows
InvalidParameter
LimitExceeded

InternalError.Db
InternalError.Param

InternalError.PublicClusterOpNotSupport

WS : BRmEmEX 28420 TW #551)
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SRINEE R RIDFIER

BIFEAYE: 2025-02-18 17:50:25

1. #EOfER

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,

SREVEERF TS IDFISR ({NPERGER]
FUAZ OB ISR : 200R/7D.

EOEFATE : 2021-04-09 10:27:23,

String
String

String

EORRIRER N,
A sl

2. MINSEYL
UNERSEFIRNGIH T EOBERSEFESL LS,

SHEWR W% FEFNULL

Action = )

Version = iy

Region = =

Clusterld = &=

iy
iy

InstanceRole

Offset

iy
iy

Limit

iy
iy

iy
iy

VaguelpAddress

iy

VaguelnstanceName &

H
Iy

InstanceStates

Labels

iy
iy

3. iS4

WS : BRmEmEX

String

String

Int64

Int64

String
String

Array
of
String

String

BesiRSS (TKE)

NHESH, AEOBYE : 2018-05-25

\)

REBH, FRFESISHHIEEIZR(TODO)
&EFID

TR, MASTER, WORKER, ETCD, MASTER_ETCD,ALL, ZIAS
WORKER, ZXIASAIWORKERSEEY,

fmEE , BUAR0, FsRIEHOTISE ; Limit AERREINGRSEE
#HE , Offset MiREE, BHENEREFIFFAN , MRHESHEIT T
Limit FrfRERVE , BBARIRME] Limit 4ME.

IREE , BIAK20 , SAE9100, FBSREFISTRAISEY ; Limit &
RERNRZZEEHE | Offset MiREE. HHENEREYIFR AT,
WERENEBIT T Limit FIIREANE , FFARIRE] Limit ME.

RIET RAVIPHBIEAITIEZER |, FRHERIMIPFOSMNYIP

HRIET AR R TR

HRIET RBPIRESH T

RIE T RARESHTIER

%421 |1 H551m
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SEEFR St A

InstanceldSet String TrAIDFIER

TotalCount Uint64 =

Requestld String E—IEK ID , &RERESIRE. EIARISFEERAZRIEKA Requestld,
>
. TEIRAS

UG T OS5I EERA0EIRD | BERIDER A THEIRD,

FEIRD 5

[

InternalError
InternalError.VpcPeerNotFound
InternalError.VpcRecodrNotFound
InternalError.AccountUserNotAuthenticated
InternalError.AsCommon
InternalError.CvmCommon
InternalError.Param

InternalError.VpcCommon

WS : BRmEmEX 58422 TW #551]
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HRERTRER

BIFEAYE: 2025-02-18 17:50:25

Sz HE A
1. EOEA
ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
BEEH THRELAER
FNBEOERIEIRS : 200R/FD.
EOEFATAE - 2021-04-29 11:45:57,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER W% IFENULL  2EAY A
Action j=3 &5 String NS, AEOEYE : DescribeClusterlnstances
Version = = String  AHSE, AEOBYE : 2018-05-25
Region 2 = String  AHBE, FEFTRIFMEFIZR(TODO)
Clusterld = B String = £E¥ID
REE , BOAR0. FREFHSTIINSEL ; Limit SEURIREINRZEZBHE |
Offset B = Int64 Offset NimiEE. HJEMNEREVIRF AT , WNREEBITT Limit FrfRERN
8, BBAaRIRME Limit ™ME,
IREIEE |, B0A20 , &RAENL00, FESRIESISTARYSEL ; Limit ABKIRE
Limit = = Int64 NEZ£BEE | Offset MREE. JENEREFIFRF AN , IRHEBILT
Limit ATBRERYE . APARIRE] Limit ME.
Array
Instancelds B & of SERBIT ALBldFIR. MNRAT , FrhEERE NATE T msLfl.
String
InstanceRole & & String  TEMAE®, 54 MASTER_ETCD, WORKER, {&ZNAsKENEEZRfEE
A
ihere = | = of”ay LEBERHHRET L,
. LRSI
Filter
A s
3. s
SHBR i iR

WS : BRmEmEX 28423 TW #5517
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SHRAR &g fER

TotalCount Uint64 ERFPLOISEL

InstanceSet Instance EERFARsLIT IR

Requestld String H—FK ID , ®XiEKREPSIRE. BRI EERMIZRIEKA Requestld,

4. iRt

PATMBH 7O SSZEERRIEIRID , BfbsERAGIF I TR,
FEIRIG fER
InternalError
InternalError.DbAffectivedRows
InvalidParameter.ClusterNotFound
InternalError.Db
FailedOperation
InternalError.InitMasterFailed
InternalError.Param
InternalError.PublicClusterOpNotSupport

ResourceNotFound

WS : BRmEmEX 28424 TW #5517
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HIEEFENTR

BIFEAYE: 2025-02-18 17:50:25

=7 =N
1. #EOEA
ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
HEESFANTR  AMESTLIINER
FONBEOIERIRIRS : 200R/FD.
EOEFHATAE : 2021-04-09 10:37:29,

EORIRESE EN,
2. NS
PUTBERSHGIRNFIE TEROIBERSHFED NHESE , TEARSHGIRD A SRS
SHEBR wi% FSRVFNULL 3 5%
Action = &5 String &, ANEOEYE : DescribeExistedInstances
Version 2 s String ~HEE, AEOBYE : 2018-05-25
Region 2 & String  QESE, FEINFRSIFHMEZIZR(TODO)

585 ID , BIESEAERFIFR ZOFRMERY Clusterld =B ({Vi@Z
ClusterldSRENFEEILIRSEMHHRIVPCID, KSR SERIXibE

Clusterld = = Stri . L "
et N "9 FREsRRRE AT, SRS ERIEEInstanceldsil
Clusterld,
Array R HESNLHIDER, SIHIDFAD : ins-xo0xxxx, (IS
Instancelds a & of EMAIER AT SEAPIENYId.N—T ) . ERIERIISLHIR LR
String 100, S¥RFFRATIEEInstanceldsFlFilters,
Array eSS, FERFNIE N DescribelnstancesiISRiI& & 7 Clusterld , 0
Filters S B of EERFHIVPCIDIEAEIAFER , FEIER FUNSREFiltershigE 7 "vpc-
Filter id"VERITIE=ER | 38EMVPCIDINRSEERFAIVPCIDIER,
VaguelpAddress & & String  SEIPHHTISIE(RESSTIFRMIPFISNWIP)
VaguelnstanceName & B String SCHIEFRHEATISNE
iz , BOAN0. FSRIEEIDTIRISE ; Limit AERIREINGEZ 5B
Offset = B Uinte4  #& , Offset HiRZE. JENEREFIFIIN , MRHEEILT
Limit FrPREAIE , BBARIRME Limit ME.
REEE , BiA820 , RAEANL00, FBRZFFHISTINSEL ; Limit
Limit S " Uinted  BEURIRREINRESEKEEE | Offset MRBE., BHENERETIRF

AT, QISRECEBT T Limit FBRERYE , BRARIRE] Limit ME.

WIS : B emEX 5425 71 H551m
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3. lHESE

e C St fik

ExistedInstanceSet ExistedInstance BEFENASEEE.,

TotalCount Uint64 HEFHRLAIEE.
Requestld String K—EK ID , ®RIEKRERIRE]. EfERRATRERAHZRIEKRKE Requestld,

4. SRR
WG T B LS BRI ORI , RSB iS00,

IR 8

B4

InternalError
InternalError.DbAffectivedRows
InternalError.DbRecordNotFound
InvalidParameter
InternalError.CreateMasterFailed
InternalError.OsNotSupport
LimitExceeded
InternalErrorImageldNotFound
InternalError.Db
InternalError.VpcRecodrNotFound
UnauthorizedOperation
FailedOperation
InternalError.AccountUserNotAuthenticated
InternalError.CvmCommon
MissingParameter
ResourceUnavailable
UnsupportedOperation
InternalError.CvmNotFound
InternalErrorInitMasterFailed

InternalError.InvalidPrivateNetworkCidr

WS : BRmEmEX 58426 TW #5517
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FEIRD 5

S

InternalError.Param
InternalError.UnexceptedInternal
InternalError.VpcCommon
ResourcelnUse
UnknownParameter

ResourceNotFound

WS : BRmEmEX 58427 TW #H551]
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O BASTCE

BXIE TS R

BIFEAYE: 2025-02-18 17:50:25

L. g

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,

IREER TR
BONEOIBRIRERIRE] : 200R/FD,
RBSE#AYE) : 2021-04-30 14:38:13,

EOBEIOES &N,

2. NS

LUNERSEHFIRNGIH T EOBERSEFISL AHSEL
SEER WS FEFNULL St
Action = = String
Version 2 N String
Region = = String
Clusterld = &= String
Instanceld 2 & String
DryRun & & Bool

gor K

3. IS
SEEFR i A
Pods SimplePodInfo T EpodFiz
Requestld String W—EKRID , 8Xi5

4. FEIRMS

UG T 2O SSIBEERA0EIRD | BfERIFEN L

FEIRD

WS : BRmEmEX

TEAHS

BesiRSS (TKE)

HIIRNATERSH,

~HESE, AEOBYE : 2018-05-25

\)

REBH, FRFESISHHIEEIZR(TODO)

EERREIZER

KEpoiREl, EMERETREERMIZRIFRE Requestld,

BRI,

%428
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FEIRD 5

B

InternalError

InvalidParameter. AsCommonError
InvalidParameter.CidrOutOfRouteTable
InternalError.CamNoAuth
InvalidParameter

LimitExceeded

UnauthorizedOperation
FailedOperation
InvalidParameter.Param
InternalError.AccountUserNotAuthenticated
InternalErrorAsCommon
MissingParameter
ResourceUnavailable
UnsupportedOperation

ResourcelnUse

UnknownParameter

ResourceNotFound

WS : BRmEmEX 28429 TW #H551W
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L3 EPSEIN
T ESEHT R

BITEFAYE: 2025-02-18 17:50:25

Sz R
1. EOHA

EOEKkiEA : tke.apil.finance.cloud.tencent.com,
RS, APL3.0

BOAEZEOISRIRERPRE : 200%/FD,

EOSEHAYE : 2021-04-09 10:59:35,

RO S 2 4N,
A M2
2. NS
LATBREHGIRIGH TEROBERSHIED AHSE , TRBAHSHGIRIALERSE,
SHER W%k SRFNULL 28U b
Action = & String &, AEOBYE : AddClusterInstances
Version 2 S String  AHSE, AEOBYE : 2018-05-25
Region 2 S String  AHSE, FERFRSISHHEFIZR(TODO)
Clusterld = S String  £EF ID , i5IEE ERKEIR EOFIRER] clusterld
Array HEEEERR, AN ESEUER. SRR ext3 | ext4 , xfs STHERSFRY
MountTarget = = of HEEEEREEY , Ht U RRIRIEHRIEIER IS B8t Dextd
- - sing TR, IEREHEIE RAERNA S AR RN ST EAE
vl
Array
DockerGraphPath & S of dockerd --graph 158, EKIAS /var/lib/docker
String
base64 FRISHIEFHIA, LASTE k8s BIHEITEHIIT, FERF{RIEH
Array AHYRTEANRERIZIE, MAREAERN BT RIET <Y
UserScriot = = of /data/ccs_userscript/ B8R EE, MNIREKRD RBE A THIRNTRIEZ
P - a ctring | DIINIEE, FEE unschedulable S#EF, 7 userScript BUEHIIAMLSE
g B&/a, i3I0 kubectl uncordon nodename --
kubeconfig=/root/.kube/config ep<S{ET RIINEE
R4, centos7.2x86_64 & ubuntul6.04.1 LTSx86_64 , (N
OsName S S String  BYATER, FSORATEREMIT ANEEEE. ISHEARBTERS, 552

AINRYT REDESREF RS

WS : BRmEmEX 28430 T@ #551)

\|



S BRASTCE ARG (TKE)

SHER e FENULL 58 iR

REMANTRERSSEE , BOMEN0 , BS5EE | IF0XRFAS

Unschedulable & & Int64 S5iRE, &1 aBizEzE, T {Tkubect] uncordon nodenamefs
nodefIIAEE.
CvmRunInstances & = String  cvmBIEIEESEL , jsonftFRTEBE
A sl
3. s
SHER et} A
InstanceldSet String T rsefilid
Requestld String H—iEK ID , ®XiEREPSIRME. BRI EERAIZRIEKE Requestld,

4. iRt

UG T O SSIBIEERA0EIRD | BRI A THEIRD,

Jdr

2
5

RS

InternalError.CreateMasterFailed
InternalError.Db
InternalError.AccountUserNotAuthenticated

InternalError.PublicClusterOpNotSupport

WS : BRmEmEX 28431 Tn #551]
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IESERFRICIDRES MR

BITEFATa: 2025-02-18 17:50:25

v s
1. EOHA
EOEkigE : tke.apil.finance.cloud.tencent.com,
TS EERFHICIDRES S
BOAEZOISRIRERPRE : 200K/FD,
EOFEHATE : 2021-04-09 10:38:45,

BRI E S EN,

2. NS

ITNBERSHGIRNFIE TEOIBERSHFRD NHESH , TEARSHGIRDAHLERSLH
SHER Wik FEEFNULL Sl T
Action = & String ~HSE, AZEOBYE : CheckClusterCIDR
Version =2 & String NS ANEOEYE : 2018-05-25
Region 2 S String REBH, FNFESTISAHIEEIZR(TODO)
Vpcld 2 5 String ERfYvpc-id
ClusterCIDR 2 & String ERFAYCIDR
NetworkType 2 & String EERFAIMILRREY

3. S
SR il fEA
IsConflict Bool EAFECIDRIFZE,

CIDR%Zefy2:EY("CIDR_CONFLICT_WITH_OTHER_CLUSTER" [F]VPCEMERFCIDRFE M2
ConflictType ~ String ~ <br>"CIDR_CONFLICT_WITH_VPC_CIDR" 5VPCHICIDRIFTE HZE
<br>"CIDR_CONFLICT_WITH_VPC_GLOBAL_ROUTE" 5EVPCHIEBIEHFEEHZR).

ConflictMsg String  CIDRSSHEAMER.

Requestld String  ME—iEK ID , ®RIEKRESIRE], ERMAEEREZXIEKE Requestld,
+H 0
4. i81x08

WS : BRmEmEX 5432 1
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PAIMRFIH 7O SZEEXANEREE | B ERGFE N A TERE.

5t

EiRtD i
InternalError

InternalError.DbAffectivedRows
InternalError.DbRecordNotFound
InvalidParameter.CIDRInvalid
InternalError.CidrConflictWithOtherCluster
InvalidParameter.CidrOutOfRouteTable
InvalidParameter.GatewayAlreadyAssociatedCidr
InternalError.CamNoAuth
InternalError.CidrMaskSizeOutOfRange
InternalError.VstationError

InvalidParameter
InvalidParameter.InvalidPrivateNetworkCIDR
InternalError.CidrOutOfRouteTable
LimitExceeded
InternalError.VpcPeerNotFound
InternalError.Db
InternalError.VpcRecodrNotFound
UnauthorizedOperation
InternalError.CidrConflictWithOtherRoute
InternalError.Cidrlnvali
InvalidParameter.Param

MissingParameter
InvalidParameter.CIDRMaskSizeOutOfRange
InternalError.CidrConflictWithVpcCidr
InternalError.CidrConflictWithVpcGlobalRoute
ResourceUnavailable

UnsupportedOperation

InternalError.UnexceptedInternal

WS : BRmEmEX 28433 TW #551)
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HiRtD ik
InternalError.VpcCommon

ResourcelnUse

UnknownParameter

ResourceNotFound

WS : BRmEmEX 28434 TW #5517
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REHTRENN (15 ) EEEEFE

BIFEAYE: 2025-02-18 17:50:25

<z R

1. #EOEA

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
MEHTXEMN (1B ) 2EEEEFE
FONBEOIERIRIRS : 200R/FD.

EOSEFATAE - 2022-04-12 20:35:16,

EOBEIOES &N,

2. NS

UTBERSEGIFRGIH T ROBERSHIBO NHSE , TBAHSHFIRDAHIERSH,

BesiRSS (TKE)

SHETR whiSE FEVFNULL =il fEA

Action = 5 String NHBE, KIZEOBYE : CheckIfLogCollectorExists
Version 2 & String AHSE, AEEOEYE : 2018-05-25

Region £ & String AHSE, FEIFRIFRFIZRTODO)
Clusterld P = String EEFID

Name 2 = String HEREMNIEZF

3. iHESE

SHAWR St A
CheckResult Bool HEXREMNEEEEEFHE
Requestld String W—iFK ID , &XIEKREPSIRE. BRI BERMIZRIEKA Requestld,

4. FEIREE

LUTREIH 7O\ S ZEER A EIRD |, EfhEnRaDIE N 2 TR,
EIRED
UnknownParameter

InternalError

WS : BRmEmEX

5435 T H551m
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BesiRSS (TKE)

KEESLRRERcpuizEl

B EAYE: 2025-02-18 17:50:26

1. #EOfER

EOEkigE : tke.apil.finance.cloud.tencent.com,

licensesF & ERT R Etke SEFRME cpuiZEl
FONEOIERIRIRS « 200R/FD.

EOEFTE : 2022-06-13 16:16:22,

EOBIOE R NS,
A s
2. MINSH
SHEWR WAisE FEFNULL
Action = &
Version 2 =
Region 2 &

3. s

SHBR RE
ProductName String
Version String
Data MachineCore
Requestld String

4. $EIRH

UG T 32Ol S5BEERA0EIRD |, EhERABIFE R A iEiRe

IS
InternalError.QuotaMaxClsLimit

InternalError.TaskNotFound

WS : BRmEmEX

St R

String ~HSE, KIZEOBYE : CollectAllCore
String AHSE, AEOE : 2018-05-25
String RESH, FIFRSERMRZIZR(TODO)

fik

FERER , BEIRETKE
[TZN

RIREAE

H—iEXK ID , ®RiEREPIRE], EMMRTEEREIZXIEKN Requestld,

Jila]
°

%6436 T1 H551m
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HIRD fER
InternalError.Param

MissingParameter

InternalError

InvalidParameter.Param

WS : BRmEmEX 28437 TW #551]
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BlEERT

B EAYE: 2025-02-18 17:50:26

=7 =N
1. #EOEA
ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
ellfEacS S
FNBEOERIEIRS : 200R/FD.
BEOSEFATE : 2020-09-03 19:31:05,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SEER Wik FSIFNULL 358U

Action = & String

Version P = String

Region = iy String

RunInstancesForNode & & Array of RunlnstancesForNode
ClusterCIDRSettings = & ClusterCIDRSettings
ClusterBasicSettings = = ClusterBasicSettings
ClusterAdvancedSettings & & ClusterAdvancedSettings
InstanceAdvancedSettings &= &= InstanceAdvancedSettings
ClusterType = B String

WRFRE - BRmERMEX

BesiRSS (TKE)

fEik

~HESEH, AEOBYE :
CreateCluster

NHSE , KiEOBYE : 2018-
05-25

NHBE, FRF RS0
5I%R(TODO)

CVMEIEEEESEL , jsontk=F
FEED, , iFIRunlnstances
O, SWE(EER)EER
IF 101 |, HEEIVLEY (M) st
ZENEETLBTIRESEF
RunInstances#
InstanceCount3EsLHi,

SRR BNERERER
SEHVEATERER
EHEREERER
TREREERES

SRR BESE:
MANAGED_CLUSTER , ¥#37£8

BE
INDEPENDENT CLUSTER,

%6438 T1 H551m
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SHAR DA
ExistedInstancesForNode &

InstanceDataDiskMountSettings &

ClusterArch =
A s
3. s
SEER il IR
Clusterld String E£8¥ID
Requestld String

4. iR

FIFNULL

=
(=)

iy

iy

Array of
ExistedInstancesForNode

Array of
InstanceDataDiskMountSetting

String

UG T 2O SSIZAEERAUEIRD , BERIBFER AT HEIRS,

HIRID
InternalError.DfwGetUSGCount
InternalError.InitMasterFailed
InternalError.QuotaMaxClsLimit
InternalError.CidrInvali
InternalErrorAsCommon
InternalError.Db
InternalError.UnexceptedInternal

InvalidParameter

InternalError.CidrConflictWithVpcGlobalRoute

InternalErrorInvalidPrivateNetworkCidr
InternalError.CidrConflictWithOtherRoute
InternalError.QuotaMaxNodLimit
InternalError.VpcRecodrNotFound

InternalError.AccountUserNotAuthenticated

WS : BRmEmEX

BesiRSS (TKE)

fik

EFAELAIREERER. AL
BIARER—NVPCH |, FAEL
E#EIE100,

CVMSENEXI M AR R
BEERER

SR cpuBety , BUE:
x86/arm

BE—IEK ID , BRIEREPIRME., EMIDMATFEERALZRIFRAI Requestld,

%439 T H551m
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HIRAS fEk
InternalError.CvmCommon
InternalError.VpcCommon
LimitExceeded
InternalError.QuotaUSGLimit
InternalError.DbAffectivedRows
InternalError.CidrMaskSizeOutOfRange
InternalError.CidrConflictWithOtherCluster
InternalError.CreateMasterFailed
InternalError.Param
InternalError.CidrConflictWithVpcCidr
InternalError.PublicClusterOpNotSupport
InternalError.DfwGetUSGQuota

InternalError

WS : BRmEmEX 28440 TW #H551W
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B SRR

B EAYE: 2025-02-18 17:50:26

Sz HE A

1. EOEA

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,

BUER RS im0 ORI ERF TR NM/FMNIEE |, BB SRS BRRiEIE))
FNBEOERIEIRS : 200R/FD.

EOEFATAE - 2021-04-29 11:37:33,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FFNULL 58 fEA
Action = & String NHSE, KZOBYE : CreateClusterEndpoint
Version 2 & String  AHSE, AEOBYE : 2018-05-25
Region £ & String  QHBE, FEIFRSTSHMEFIZR(TODO)
Clusterld = = String  &EfID
Subnetld = = String %Pﬁiﬁ[z‘a;ggf’ﬂ%ﬂm ((AEFFEIRINREIRIBT TR EIE |, IR EERFFITE
IsExtranet & S Bool EEA5MN5E ( TRUE SMifIE) FALSE PIRIAIE) , ZRIME : FALSE)
Domain & & String  FAFPBEENIEZA
SecurityGroup &= = String FFiIEELEH
ExtensiveParameters =~ & B String EE@HRE. MKITEER. B LRIGHFARM)
3. WHEE
SHER it )%
Requestld String W—iEK ID , XIERESIRE., EMERNEERMZRIBEKA Requestld,

4. FEIRS

WS : BRmEmEX 8441 TW #5517
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PATMBH 7O SSZEERREIRID , BfbiERIGIF I HEIRE,
HIRID fER
InternalError
InternalError.CamNoAuth
InvalidParameter
LimitExceeded
InternalError.Db
UnauthorizedOperation
FailedOperation
InvalidParameter.Param
MissingParameter
UnsupportedOperation
InternalError.Param
ResourcelnUse
UnknownParameter

ResourceNotFound

WS : BRmEmEX 28442 TW #5517
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N IIREIATS

B EAYE: 2025-02-18 17:50:26

1. #EOfER

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
IRINEEIUTS

BOAEZEOISRIREPRE : 200%/F0.

EOSEHATE : 2021-12-09 14:44:11,

RO S 2 41N,
A M2
2. MASH
ATFBRESHGIRIGH TEROBERSHIED AHSEY | TRBAHSHGIRIALERSEH
SHER WAL FEFNULL -5t Tk
Action j=3 S String NS, AEOEYE : CreateClusterVirtualNode
Version 2 a String NHBE, AFOBYE : 2018-05-25
Region B S String REBE, FRFESIFHMEFIZR(TODO)
Clusterld = &= String EEFID
NodePoolld 2 & String ET Rt
Subnetlds 2 & Array of String FMIDEE, SSubnetldb E5—4
Subnetld 2 B String FMid , 5Subnetldsi$E—
A M2
3. HSE
SHER it N
Instancelds String REHATS REgeE
Requestld String H—iFK ID , ®XiEKREPSIRE. BRI EERAIZRIEKA Requestld,
H >
HIR
LAY 7O S5ZEERREIRD , EfttiERiSiFE N AR,
IR A

WS : BRmEmEX 55443 T H551m
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HIRD A
UnknownParameter
InvalidParameter

InternalError

WS : BRmEmEX 55444 T H551
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BIEZREEIATI &=

BRI EAYE: 2025-02-18 17:50:26

<z R
1. #EOEA
ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
SRR A
FONBEOIERIRIRS : 200R/FD.
EOSFEFHATAE : 2021-12-09 14:40:54,

EOBEIOES &N,

2. NS

PUTBERSHGIRNFIE TEROIBERSHFED NHESE , TEARSHGIRD A SRS
SHEBR e ARYFNULL kR 5%
Action = & String NS, AEOEYE : CreateClusterVirtualNodePool
Version 2 & String AHSE, AEOEYE : 2018-05-25
Region 2 S String AHSE, FIFRIFERFIZR(TODO)
Clusterld £ &= String EREID
Name = B String REPATS rUtHEFR
Subnetlds = &= Array of String FMIDEZE
SecurityGrouplds = S Array of String ZeEHE
Labels = S Array of Label BT tEAYLabels
Taints = &5 Array of Taint BT =itBaYTaints
Unschedulable S S Bool EATRAE
3. WS
SHER &g fER
NodePoolld String TS RURID
Requestld String HE—EX ID , ®XiEKRESIRE., BRI EEREZRIEKA Requestld,

WS : BRmEmEX 28445 TW #5517
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j:t .
4, %El l%ﬁg
LURAIHE T O S5 ERRAVEIRD |, EfhiERADIFEN A TR,
FEIRD T
UnknownParameter

InternalError

InvalidParameter

WS : BRmEmEX 28446 TW #5517
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Bl SR HBWEMNI(IR)

RITEHHYE): 2025-02-18 17:50:26

AR N
1. EOHAR

EOEkigE : tke.apil.finance.cloud.tencent.com,
ellf=eSdm Rl SYWII(I=)

BOAEZOISRIRERPRE : 200K/FD,

EOSEFRATE : 2022-04-14 17:32:25,

EOBIIOEE NN,

2. NS

BesiRSS (TKE)

LITNBERSHGIRNFIE TEROBRSHFRD NESE |, TEARSHGIRIAHLERS
SHER Wi FEEFNULL Sl T
Action 2 & String AHESE, AEOBYE : CreateLogCollector
Version =2 &5 String NHESE , AEOEYE : 2018-05-25
Region =" S String NEBH, FIFRSIFAIMEHEIZR(TODO)
Clusterld =2 &5 String ER¥ID
Name 2 & String HEREHN
Description S B String HEWEEss A
InputType s & String IR
OutputType = &= String HiHERY
InputOption & &5 LogInputOption L NI%IN
OutputOption S & LogOutputOption R HHI%ETR
3. e
SHER ESid) R
Requestld String W—iEK ID , &RIEREPSIRE. BRI BEEREZRIERKE Requestld,
4. eIt

WS : BRmEmEX

55447 T1 H551m)
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HEERSS (TKE)
AR 7O S5ZEEXA0EIRD | EftbERiSFE I AR,
HIRID TN
InternalError
UnknownParameter
InvalidParameter
WIS © R SRMEX $5448 T #5515
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il

B EAYE: 2025-02-18 17:50:26

Sz HE A

1. EOEA

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
HIBREEEE(YUNAPI V3ERA)

FNBEOERIEIRS : SOR/FD.

EEOSEFATE : 2020-07-29 11:01:50,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FSEENULL 38 fEA

Action 2 B String  AHSE, NEOBYE : DeleteCluster

Version 2 & String  A~HSE, AEOBYE : 2018-05-25

Region £ & String RS, FIFRSIFHIMEEIZR(TODO)

Clusterld = = String  &EID

InstanceDeleteMode £ = String SRRFSCAIMIPRATAISRES © terminate ($HERSEHI , (CHHEEITERR TN

L) retain ({XFBB& , {RERSLAI )

3. S

SEER i) b0
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EOBIIOEE NN,

2. NS

SHER Wi FEIEFNULL &<t fEA

Action = & String NS, AEOEYE : DeleteClusterVirtualNode
Version 2 & String NS, AZEOBYE : 2018-05-25

Region £ & String NHEBH, FIFRSSRMHZIZR(TODO)
Clusterld = = String EEFID

NodePoolld — & String TRithid

Force & & Bool BB |, falseEBpodiz{THiAMIIR
NodeNames & & Array of String ET RS

3. S

SEER i) b6
Requestld String H—iEK ID , ®RiEKEPSIRE]., EEMATEERAZXIEKA Requestld,
H X3
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UG T OSSR A0EIRD | BfERISFER A IR,
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WS : BRmEmEX 28451 TW #551)



S BRASTCE ARG (TKE)

HIRD A

InternalError

WS : BRmEmEX 28452 TW #551]

\|



S BRASTCE ARG (TKE)

BHIPREEHATS st

B EAYE: 2025-02-18 17:50:26

1. #EOfER
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TRIBRIRENEZHATI it
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EOBRIREE N,
A M2
2. NSEL
UTBERSEGIFRMGIE TEROBRSEFIND AHLSE |, TBEAHSHFIRNATLERSE]
SEER D43vis FIFNULL Sl U
Action = & String NS, AEOBYE : DeleteClusterVirtualNodePool
Version 2 & String AHSE, AEOYE : 2018-05-25
Region = ) String AHBE, FEFERSTISH0RBISSIZR(TODO)
Clusterld P = String EEFID
NodePoollds 2 S Array of String T aitbid
Force S S Bool EEEGIMER , falseEBpodiz{TRAMER
A s
3. WS
SEEFR E-Sit) R
Requestld String W—i5K ID , &XIEREPSIRE. BRI EEREZRIEKE Requestld,

j:l: .
%EI 19':'5
LUTREIH 7O\ S ZEER A EIRD |, EfhEnRaDIE N 2 TR,
EIREE A
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InternalError

WS : BRmEmEX 28453 TW #551)



O BASTCE

kR Chart

B EAYE: 2025-02-18 17:50:26

7 A

1. EOHAR

EOEkigE : tke.apil.finance.cloud.tencent.com,
fipRChart

BOAEZEOISRIREPRE : 200%/F0.

EOEFAYE : 2021-05-13 14:50:51,

EOBIIOEE NN,
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BesiRSS (TKE)

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR Wi FEEFNULL
Action = &
Version 2 &
Region = =
ChartName = =
A 74
3. S
SHBIR ESig) )%
Deleted Bool BRI
Requestld String
H >
4. 3ERS

UG T 2O SSIBEERA0EIRD | BEREL L

EIRAD
InternalError

InvalidParameter

WS : BRmEmEX
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HERIRD,
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SHEWR WAl FEFNULL e il HhA
Action = & String &8, AZEOBYE : DeleteHelmChartVersion
Version 2 S String HEE, KZEOEVE : 2018-05-25
Region B & String RNEBE, FRFESFMIEHEIZR(TODO)
ChartName = a String ChartZ#R
ChartVersion =2 & String Charthig2~
3. WS
SHER it )%
Deleted Bool EEMBRLTI
Requestld String W—iEK ID , &RIEREPSIRE. EAEENBEREZRIEKE Requestld,

4. iRt

UG T Ol S5BIEERA0EIRD | BfhERADIFE I A iEiRE

Jdr
°
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InternalError
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BOAEZOISRIRERPRE : 200K/FD,
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BesiRSS (TKE)

RO S 2 41N,
A M2
2. MASE
LATBREHGIRIGH TEOBERSHIED AHSE , TBAHSHGIRIALERSE,
SHETR Vv FEFNULL ESic) 1%
Action 2 B String ~HSE, KIZEOBYE : DeleteLogCollector
Version 2 B String NHSE, AEOEBYE : 2018-05-25
Region £ & String AHBH, FRFRISHMRZIZR(TODO)
Clusterld 2 = String £EfID
Name 2 & String HERENNIE=
A M2
3. HEE
SHER ESic) fEA
Requestld String M—igK ID , BXiEkEIREl, EAMATEERMZXIEK Requestld,

:tl: ~
4. i81=f8
LATAE T O SSBERRAYEIRS , EEREEN AT ERD,
EIRAD
InternalError
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BesiRSS (TKE)

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR Wik FEFFNULL ESid]
Action = ® String
Version 2 N String
Region = & String
ChartName = &= String
ChartVersion = & String
A M2
3. BitHEE
SHER e Sit] fEA
PreSignedDownloadURL String TEHEE
Requestld String ME—igXk ID ,
H >
4. SEIRAS

UG T 3Ol SSIBIEERA0EIRD | BRI A HHEIR

EIRED
InternalError
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BEORKRSEREN.
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SHER Whi%E FEFNULL ESid) fiER
Action = & String NHSE, KIZEOBYE : DescribeClusterEndpoint
Version =2 & String nNHE&# | ANEOEYE : 2018-05-25
Region B S String RESH, FEIFRSSRMHEFIZR(TODO)
Clusterld =2 & String EE8¥ID
3. MHEE
SHBIR ESig) R
CertificationAuthority String EBCAIEH
ClusterExternalEndpoint String SEFIMNIEIEMEIE (B EIRE )
ClusterIntranetEndpoint String SRR (&0 )
ClusterDomain String ERFEOAIGRNEZ
ClusterExternalDomain String EERFIMI a1
ClusterIntranetDomain String =SNGl ST}
SecurityGroup String ERHNIS EFERNZ A
Requestld String W—iEK ID , ®RiEKESIRE], EMEMATEERAZXIEKA Requestld,
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2. NS

UTBERSEGIFRGIH T ROBERSHIBO NHSE , TBAHSHFIRDAHIERSH,

SHETR Wik FSIFNULL it A
Action 2 & String AHBE, AEOBYE : DescribeClusterEndpointStatus
Version 2 S String NHSE, KiZEOBYE : 2018-05-25
Region 2 S String  AHSE, FEFRIHIMIEFIZRTODO)
Clusterld =3 B String £8ID
IsExtranet = &= Bool EA5MIEA ( TRUE FMNkij51a) FALSE PIRGi5IE] , BRIAME : FALSE)
A M2
3. IHSE
SHER St fEA
Status String BERERFAENRIRES ( Created FFERTLN , Creating FFE®H , NotFound RFFE )

Requestld String W—iFK ID , ®XiEKREPSIRE. BRI EERAIZRIEKA Requestld,

4. $EiR15
UM T ZO 52 ERAEIRD , BEfhEREFEN A HE IR,
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InternalError
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LimitExceeded
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FailedOperation
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ResourceUnavailable
UnsupportedOperation
InternalError.Param
InternalError.VpcCommon
ResourcelnUse
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ResourceNotFound
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2. MASE
LATBREHGIRIGH TEOBERSHIED AHSE , TBAHSHGIRIALERSE,
SHER Wi FEVFNULL &g TR
Action = S String ~HSE, AEOBYE : DescribeClusterKubeconfig
Version 2 & String AHSE, AEORYE : 2018-05-25
Region = & String AHBH, FRFRSISHMERZIZR(TODO)
Clusterld = &= String EREID
Type & & String  JREI#IconfigrhseveritiitZA : MASTER/INNERLB/INTERNETLB
A M2
3. e E
SHER St fEA
Kubeconfig String FEF#Ykubeconfig
Requestld String H—EK ID , &XiEKREPSIRE, BRI EERAIZRIEKA Requestld,
H >
4. $EiR1S

UG T 32Ol S5BEERA0EIRD |, EhERABIFE R A iEiRe

HEIRD

InternalError
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A M
2. MASH
LATBRESHGIRIGIH TEROBERSEIED AHSE |, TBAHSHGIRI LGRS,
SHEFR wigk FBEFFNULL it N
Action 2 & String AHSE, AiEOBYE : DescribeClusterSecurity
Version 2 & String NS, KEOEYE : 2018-05-25
Region £ & String RS, FENFRSISAMHZIZR(TODO)
Clusterld 2 & String R ID |, 515 ERERFIE BEOPIRER clusterld FE
. BRI,
@ =
JnsGwEndpointEnable s i Bool =R E R AL EA: FALSE)
A M2
3. HESE
SHER it A
UserName String ERIKSBIR
Password String ERRHI0EE
CertificationAuthority String EEHAIRICAIER

ClusterExternalEndpoint String EERHHAIAYIE

Domain String ERHANRER
PgwEndpoint String EEE¥Endpointitiiit
SecurityPolicy String SRARIORIRA
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Kubeconfig String AP #kubeconfigHER

JnsGwEndpoint String SRR nsgwititiE

Requestld String W—EK ID , 8RiEKRERE, ELICRRAFEERMEIZRIBFRA Requestld,

4. tER
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FEIRD 5
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InternalError
InternalError.DbAffectivedRows
InternalError.DbRecordNotFound
LimitExceeded

InternalError.Db
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FailedOperation
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ResourceUnavailable
UnsupportedOperation
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ResourceNotFound
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EOBFIRE R EMN.

2. MINSE
LINBERSHGIRFIE TEOBRSHFRD NHESH |, TEARSHIIRDAHLERSE,
SHER Wit FEEFNULL Sl T
Action 2 = String ~HB2E, KIZEOBYE : DescribeClusterServices
Version =2 & String NHESE  ANEOEYE : 2018-05-25
Region B B String AHBH, FIFRSISRMEEIZR(TODO)
Clusterld =2 & String EE¥ID
Namespace & & String AETE
AllNamespace & & Uint64 BEERrEma=E
3. S
SHER ESid) fER
TotalCount Inte4 IR[EIRYService 2E]
Services SummaryService Servicel¥R{EE
Requestld String H—IgK ID , ®XiEKRESIRE, EAREEREIZRIEKA Requestld,

4. FEIRAS
IUTRBIH T RO BB AOEIRTS | BRI A A,
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EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik AFFNULL Sl A
Action = &5 String NS, AEOBYE : DescribeClusterVirtualNode
Version 2 & String AHSE, AEORYE : 2018-05-25
Region ! & String NEBE, FIFESFHMIEHEIZR(TODO)
Clusterld = &= String EEFID
NodePoolld — B String Timitid
NodeNames B & Array of String NodeNames#{¢H
3. MBS
SHBR ESit] R
TotalCount Uint64 I REE
Nodes Node REFATS ERE
Requestld String HE—iEK ID , ®XiEKRESIRE, BRI EEREIZRIEKA Requestld,

4. FEIRD

PAIMRFIE 7O SZEEXAERE | EERGFEN A SR,
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2. NS

UTBERSEGIFRGIH T ROBERSHIBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FEIEFNULL it A
Action = &5 String NS, ANEOEYE : DescribeClusterVirtualNodePools
Version 2 s String AHSE, AEEOEYE : 2018-05-25
Region ! S String AEBE, FRFESHSHIRFIZR(TODO)
Clusterld g3 & String EREID
gor K
3. WS
SHER il iR
TotalCount Uint64 ETEREEE

NodePoolSet NodePoolSet R it EE

Requestld String H—IFX ID , ®XiEKREPIRE. BRI EEREIZRIEKA Requestld,
H A3
%EIBE
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FHIRAD A
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InternalError
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SHETR Wik ARFFNULL el A

Action = & String nNHE&E , NEOEBYE : DescribeClusters

Version 2 & String AHSE, AEOEYE : 2018-05-25

Region I~ & String AHBH, FERFRISHMERZIZR(TODO)

Clusterlds & & Array of String EHIDFIRCATHT , <br>F RS FTEER)

Offset & & Int64 RHZE,B0A0

Limit &= = Int64 BRABIHERE, 220, &KA100

Filters & & Array of Filter IR, LRI R SRR RN E G ClusterNameH  TigiE
3. WHEE

SHBIR it fEA

TotalCount Int64 SRR
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Requestld String HW—EK ID , ®RERERIRE]. EAERARERAZRIEKRA Requestld,
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SHER WA FFFNULL ESic) faEA
Action = S String nNIESE , AEOEYE : DescribeCosinfo
Version 2 & String AHSE, AEOE : 2018-05-25
Region B S String RESH, FEIFRSSRMHFIZR(TODO)

3. s
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Requestld String H—EK ID , @RiEREPSIRE. EfRENFEERAZRIEKE Requestld,
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2. NS

LATERSEHFIRNGIE TEROBRSEHINBL A HSE | RBEAHSHGIRIAITLERSE]
SHEWR AT FEVFNULL St ik
Action 2 S String NHSE, KZOBYE : DescribeHelmChart
Version 2 & String AHSE, AEOE : 2018-05-25
Region 2 & String AHBEH , FEIFRSEERFIZE(TODO)
Search 2 & String P ES
A s
3. BIHESE
SHEWR &S] b
Requestld String W—i5K ID , 8XIEREPSIRE. EENEERAZRIERKE Requestld,

4. FEIRD

UG T Ol S5BEERA0EIRD |, EfhiERADIFE I A iEiRe

Jdr
°

HIRAD ik
InvalidParameter

InternalError

WS : BRmEmEX 28476 TW #5517

\|



S BRASTCE ARG (TKE)

v o A | ==

sREX ChartiF (5

B EEFRAIE: 2025-02-18 17:50:26

1. #EOfR

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
$REXcharti¥1%

EOMZECIERINEIRS) : 200%/70,

EOEFATE : 2021-04-20 16:45:11,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,
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Version 2 & String AHSE, AEOEYE : 2018-05-25
Region <! & String NESH, FEIFRSERIMEHEIZR(TODO)
ChartName 2 a8 String Chart&Z#R
ChartVersion =2 & String Charthra~
3. WS
SHER St fEA
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Requestld String H—iEXK ID , BRiEKESIRE], EEMATEERZXIEKA Requestld,
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Action = & String NS, AEOBEYE : DescribeHelmChartVersion
Version 2 & String AHSE, AEOYE : 2018-05-25
Region 2 & String RNESH, FEIFRSERMEHEIZR(TODO)
ChartName 2 = String Chart&Z#R
A s
3. HIHSE
SEEFR ESit] iR
Results Result Results
Requestld String W—iEXK ID , SRiEKESIRE], EUABATEERAZXIERAY Requestld,
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Action = &5 String &, AZEOBYE : DrainClusterVirtualNode
Version = &= String NS, AZEOBYE : 2018-05-25

Region £ & String RHEBH, FIFRSERMEHFIZR(TODO)
Clusterld = = String EEFID
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ipv6itbik
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X BIHSTCE BEIRE (TKE)
AR WASE FBEFNULL e R
Name 2 & String AR
Error = & String BiRER
AbnormalDetail
FENSRERS
AN ™4EA5|H : DescribeClustersResourceStatus
AR yvir FIFNULL ESit) U
Namespace = & String kubernetes namespace
ResourceName 2 &= String kubernetesFiIRZFR
ShieldSettings
EZRFiksettings , BRI HIFHERTBIR R
e TEOS|A - AddAlarmPolicy, DescribeAlarmPolicies, ModifyAlarmPolicy
BR Dyviv FEEFNULL i) A
EnableShield = 5 Bool EARNEEFEKRINEE
ShieldTimeStart = 2 Int64 LER R IIARTE) , BAfvzs , ¥08:00:00=> 8 * 60 * 60=28800
ShieldTimeEnd = 2 Int64 sEBR TR E] |, Baf7s , 4010:00:00=> 10 * 60 * 60=36000
Filter
U

HUNT™EEOS|A : CheckInstancesUpgradeAble, DescribeClusterInstances, DescribeClusters, DescribeExistedInstances

2R W AMFNULL s HEk
Name = = String

V I = =
aes | = = String (OR) X%,

ClusterInternallLB

WS : BRmEmEX

BB, BEFESFilterfld | FilterAIIXRABIES (AND ) XK, HFIRSHF
JRABBANZ A ClusterNameifH TiTiE

Array of BYE, BERE—\FilterfZ{EZ“Values , [E—FilterFValues|BIfYX XK /9B 1Ea;
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SR RREREARIGIAILBIER

#AT™EOSIA -

% N
Enabled

Subnetld

DeletePolicylnfo

TR SRR SEHEIA
#AOT™EOSIA -
% N
Id

Topicld

AlarmPolicyType

ArgusPolicylds

TaskStepInfo

ESLTRIER

&aafRSS (TKE)

FEFNULL &g fEA
a Bool ERFERMIEFLB
& String AIRI7[E]LBRERRYFRild

FEFNULL E3id) fER

& Uint64 HREZID

& String AMPZRZIEID

e String RERRE

& Array of Uint64 ARGUSEHFERIRIDFIZR

U TEOS | : DescribeUpgradeClusterProgress, GetUpgradeClusterProgress, GetUpgradelnstanceProgress

% vils

Step

LifeState

StartAt
EndAt
FailedMsg

InstancelD

=
=

=
E=

N =

iy

AEFNULL
2

@
=

2

iy

AvailableExtraArgs

ERHTRANBEENSH

St

String

String

String
String
String

String

fk
TRER

ipEHipending | HEERFArunning: £EHITHsuccess: £k IN5THkfailed:

SEITARTIE
SREERAT(A)
L BEGER Afailed NI FERERERER

SEBIID AR TS mFt R AER)

#aN O35 | : DescribeClusterAvailableExtraArgs

WS : BRmEmEX
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S BRASTCE ARG (TKE)
2R WhIFE FEFNULL i fER
KubeAPIServer = = Array of Flag kube-apiservera] BRIEEN 54
KubeControllerManager 2 2 Array of Flag kube-controller-managera] BHIEENX S
KubeScheduler 2 2 Array of Flag kube-schedulera] BIIEENS#
Kubelet =2 =2 Array of Flag kubeletal BB EN &34

TKEEdgeNodeResources

WSERFTREBIRFS

WA T™EOSIA -
BFR whIZE FEFFNULL &S] fER
CPU =2 2 Float TrEcpufil &
Memory 2 2 Float FamemoryBtE

LogCollector

AEWERER

AN~ EEAS|F : GetLogCollector, ListLogCollector
BFR whIFE FEFFNULL &S] fEIR
Name S S String HEWEETR
Description S & String HEUEERRIA
Clusterld & & String E8¥ID
ClusterName &= = String EERERTR
CreatedAt & Ei String ClEERTE)
InputType S S String LTPNESid)
OutputType & & String L w3
InputOption £ = LogInputOption NI
OutputOption = = LogOutputOption i HHsEIn

InstanceUpgradeProgressitem

BB RO E

WRFRE - BRmERMEX 5508 T0 H551T



S BRASTCE ARG (TKE)

N T™EEOS|A - GetUpgradelnstanceProgress

BFR Wik EFENULL 28U fEA
InstancelD 2 S String T instancelD

{ESEfpEHAprocess iz{THpaused EfF1E

LifeState 2 & String pauing IE7E{Z1tdone E5Eaktimeout EifaAT
aborted BEUEpending ixFKF4

StartAt = s String FHRFFIaRTE

EndAt 2 = String FHREEERATIE

CheckResult £ S InstanceUpgradePreCheckResult | FHREHGELER

Detail 2 = Array of TaskStepInfo HFEBIFB

ClusterAsGroupOption

SERF M E

#HanT™EA5 | : DescribeClusterAsGroupOption, ModifyClusterAsGroupOptionAttribute

2R W% FBEENULL 288 iR
IsScaleDownEnabled 2 & Bool EATEES

Z{REAIER ™ BiEEEA(random FEHLIER , most-

Expander 2 s String  pods &&#EEKIPod least-waste RVHIFFRER , ZUA
JArandom)
MaxEmptyBulkDelete & 2 Int64 EAHAESK
ScaleDownDelay = = Int64 £ BEZDDHFRARGES ( BAR105H )
ScaleDownUnneededTime & 2 Int64 TRIEETRZ D oHERES (E0AR 1054 )
s - SIS (SN | S 2 S i (B - A
ScaleDownUrtilizationThreshold & = Int64 ;E;.)“ﬁ,ﬁ{i%gﬁ?%/ (EBLORPAAZREA: 50ED
SkipNodesWithLocalStorage & B2 Bool BEAMIFEPOIN T HEBFIES ERIA : FALSE)
. . &8kube-system namespace FiEDaemonSet&IEAIPod
SkipNodesWithSystemPods a =2 Bool
P Y A RIS IR A RRE (BA  FALSE)
NN SRS QBB AE:
IgnoreDaemonSetsUtilization & 2 Bool HRSERERBNREMNIABEDaemonSeHISLAIEIAR
False , I~72H%)
MaxTotalUnreadyPercentage S 2 Int64 unready T REASEE
OkTotalUnreadyCount & = Int64 unready TR RITHE
ScaleDownUnreadyTime & — Int64 unready T RAEAHTIE]
UnregisteredNodeRemovalTime =~ & 2 Int64 P SE i BARRI=t A =2 ]
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ClusterAsGroup

LSt SN BRI TS

#Han~EO5 | : DescribeClusterAsGroups

BFR WA

AutoScalingGroupld 2

Status =2
IsUnschedulable 2
Labels 2

alil

CreatedTime

Tag

INESPERRIRRE | HAISHFRE .

FIFNULL

A
=

Py
[ ]

ali

ali

ali

"cluster"

KA

String

String

Bool

Array of
Label

Datetime

BesiRSS (TKE)

IR

{E4g2HID

BEEIRZS(FF2 enabled FFEH enabling %7 disabled &
disabling &% updating flf& deleting FIB4EE+

scaleDownEnabling X[A48Z&+ scaleDownDisabling)

TREGREMATEE
{E4ELRMlabelFIIZE

BlEEATE]

U T#EOAS| A : CreateCluster, CreatelndependentCluster, CreateTKECluster, DescribeClusters

BFR WAsE
Key )
Value =

AlarmPolicySettings

EE KR settings

FEEFNULL

=
[}

7T
=

B ™ZEOS | - AddAlarmPolicy, DescribeAlarmPolicies, ModifyAlarmPolicy

% N
AlarmPolicyName
AlarmPolicyDescription

AlarmPolicyType

AlarmObjectsType

AlarmMetrics

WS : BRmEmEX

=

2l

o

i

FBEFNULL

Py
A

=

Iy

i

iy

s
String
String

String

String

Array of

St fEA
String TReSHE
String REE

fEA

HERKEEIR

HERIREA

HEHA | Bcluster , node , pod =FhLEY,

HENREERE. all . 2EISYPE. part | RBERE
AIRBI TISEBE.

HEETRIIR.

AlarmMetric
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EHR 9%k SRYFENULL %3 A
AlarmObjects g2 g2 String HFEWR , ZTRHESHIE.

InstanceAdvancedSettings

R T k8sERHEXREESER.

BN~ EEOS|A - AddExistedInstances, CreateCluster, CreateClusterAsGroup, CreateClusterlnstances,

CreatelndependentCluster, CreateTKECluster, DescribeClusterInstances, UpdateClusterInstances, UpgradeClusterInstances

B Wik FPENULL 268U ik
HiEEERR, BOANESEUER. CRRIULRY ext3 |, ext4
M _ o . xfs XU RBREERGERES , At A RRSARSN
ountTarget = = String

RIEUREEBETNC Dextd FHER  BIEREHEIRE! T
ERIBZRERNZEIULIRERE.

DockerGraphPath S P String dockerd --graph 15%E{8, BXIAJ /var/lib/docker
base64 fRESIFF A, WHIASTE k8s HIHEITEIIT, &
ERPRIEEANTEANRERZE, HAREERNEE
HRIETS Y /data/ces_userscript/ BREEE, IIREKRT R

UserScript = 2 String FEAEH TR RS TINRE, fIiS
unschedulable 2§, 7E userScript RE¥E TG,
40 kubectl uncordon nodename --
kubeconfig=/root/.kube/config epSFET IINEE
RENMNNTREESS5EE , BOMER0 , X25R8E |

Unschedulable B = Int64 FORTASERE, FoRBTRZE, F#iTkubectl
uncordon nodenameffinodeIINREE.

Labels &= 2 Array of Label T aLabel#H

DataDisks & = Array of DataDisk HIEEEXER

ExtraArgs S = InstanceExtraArgs =~ TRIBFHEENSHIER
base64 fRISIFF A, WHIASHE k8s HIHEITRIT, &

PreStartUserScript & = String ZRAPRIEAARITENRERIZE, HAREERNEE

HRIET RRY /data/ccs_userscript/ BEEE.

ClusterAsGroupAttribute

SSEHERYREREME

AN~ EAS A  ModifyClusterAsGroupAttribute

B Wik FFENULL - 88U fEA
AutoScalingGroupld 2 B String {ER4E4EID
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% N

AutoScalingGroupEnabled

AutoScalingGroupRange

EKSPodInfo

EKSPodInfo

WA T™EOSIA -
BFR
EKSId
Clusterld
Name
Namespace
Kind
KindName
Zone
Vpcld
Subnetld
CPU

Memory

EksCluster

SMEERHER

HANTEOSIA -
BR
ClusterId
ClusterName
Vpcld

Subnetlds

WS : BRmEmEX

Al HD  HD

ali

BesiRSS (TKE)

FBEFNULL 288 R
= Bool BEFRE  REEERERNHNERE
= AutoScalingGroupRange E;ngﬁkﬁd\%ﬁﬂ%& . VAR gEA R E AR
FEFNULL eSSt R
&= String EKSId
= String EERFID
B String pod&AFR
S String podfJnamespace
B String T{EREERE
& String TSR
ray String AKX
= String vpcld
y String FMId
B Float cpu
S Float AE
FEFNULL il R
= String EFfId
= String EBZTR
= String Vpc Id
B Array of String FRFISE
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BFR
K8SVersion
Status
ClusterDesc
CreatedTime

ServiceSubnetld

AlarmMetric

HERSREIER

B T™ZEOS | : AddAlarmPolicy, DescribeAlarmPolicies, ModifyAlarmPolicy

BFR

Metricld
Measurement
StatisticsPeriod
MetricName
ArgusPolicyName
Evaluator
ContinuePeriod
Status

Unit

SubnetResource

SubnetResource
AT EOSIA -
BFR
CPU
Memory
PodNum

Subnetld

WS : BRmEmEX

iy

iy

H

iy

B0 R WD FD oY DY 0¥ oY

iy

AIFNULL

o

o

i

o

o

FBEFNULL

@

D o o I o

iy

fim

FEFNULL

iy

iy

iy

H

%
i

String
String
String
String

String

String
String
Inte4
String
String
Evaluator
Int64
Bool

String

BesiRSS (TKE)

R

k8s hRAS
SEHIAER
S eliEdina)

Service FMId

g
2

HEERID
ARGUSZEStMeasurement
SitEER

Bira

TETRER

HEAMNRE

RHEEER

RZE L trueR<OK

=2y

mem
pod#i=

FMID
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ClusterInspectionProgress

SRR AT

A0 T™ZO5 | : DescribeClusterInspections

R Wi BFENULL 88 R

BesiRSS (TKE)

LEEERER | init_env: ¥IIRLIRES |, Z2Eagent, init_k8s_resources : $£EY
Step 2 & String  kubernetes#&iginit_components: SREMZ/ MBS 5init_machines : SKENTS RS

£¥diagnostic : IFEHETEERE

Percent £ = Float SEHERSLL
ResourceStatus
BERTS

AN T™EOS| A : DescribeClustersResourceStatus

ClusterInstanceld 2 N String
Status = e Array of ResourceStatusltem
ContainerEnvs

ContainerEnvs

#ANTEOSIA -

BFR whISE FEFFNULL <]

Name iy iy String

InitContainer B = Bool

Envs =5 &5 Array of EnvironmentVariable

ClusterAdvancedSettings

EHEREE

AN TZEOS | : CreateCluster, CreatelndependentCluster, CreateTKECluster

£ Wik FPENULL K8 fik
IPVS = &= Bool EARBAIPVS

WS : BRmEmEX

1%
&EFID
BRERE

2&initContainer

NGRS
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BFR WAk

AsEnabled = =

ContainerRuntime = &
NodeNameType = &
ExtraArgs B a
NetworkType & )
IsNonStaticlpMode & &
IsDualStack B a

ClusterPublicLB

M SRR AMIGRIREIIEEE
#ANTEOSIA -

BFR Wi
Enabled =
AllowFromCidrs =

EdgeCluster

DS EERHER

WA EOSIA -

BFR WA
Clusterld =
ClusterName 2
Vpcld =
PodCIDR 2
ServiceCIDR =
K8SVersion =

WS : BRmEmEX

BIFNULL kR

Bool

String

String

ClusterExtraArgs

BesiRSS (TKE)

ERHFAruntimezEdY |, G3F"docker"f1"containerd"Ffd
2R | BN "docker”

SRt rmNodeNameZEE! ( @3 hostname,lan-ipFaFfifs
=, BiAAlan-ip, HIRFAE T hostnamet&s, , BIEET safd
FEHFEGEHostName£& %] , FHInstanceNameZEZEH]
HostName—%{ )

SHEENSH

EERFZREEY (BIEGR(ZFBEZH)FIVPC-CNIFEFEL, , Z0A

String SGR.
Bool EBVPC-CNIEX 2B AAEEEIP , BIA: FALSE EzEIP,
String SRR ASIFNE
FEFFNULL St R
& Bool EEFRBAMIGELE
& Array of String FFFAIAIAIEIRCIDR IR
FFFNULL il R
& String gl
ray String EREZIR
& String VpcId
B String E8*¥pod cidr
& String EEB¥ service cidr
& String k8s hxAS
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g iis
Status
ClusterDesc

CreatedTime

iy

RunClusterInspectionResponseltem

R SRR TE IR E]

AN T™E0O3(F : RunClusterlnspections

BFR D
Clusterld =
Error 2
File
4

AN T™EOS| A : DescribeHelmChartDetail

BFR WA

Data S

Name &
Imagelnstance
BIRER

BFNULL

Py
A

=
=

#WaNT™EO3|F : Describelmages

BFR D43vis
Alias =
OsName =
Imageld =

OsCustomizeType 2

Arch =

WS : BRmEmEX

FEFNULL
2
2

=
=

i

fim

BesfRsS (TKE)

FEVFNULL it A

& String SRS

& String SEHEAER

= String EEEFCUFEAYE)
it A
String EEREsLflid
String WRIERFBEIEFEHSLIE , NErrorigASERER
FFNULL Syt A
=2 String i
=] String B

KA R

String  $B&5EIE
String  BMERFRR
String  4B&ID

NEEIEEIRA , "DOCKER_CUSTOMIZE" (5885 E4HR),"GENERAL" (&8

SUING ek | BAR)

String  E&AIcpuZBt , BYE: x86/arm
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2R W% FBEFNULL k8 U
Sportlpvé = = String Sportlpv6

Node

AN T™EOS| A : DescribeClusterVirtualNode
AR WAsE FEIEFNULL it
Name = = String
NodePoolld = = String
Subnetld B S String
Phase = 5 String
CreatedTime s a Datetime

ClusterCredential

ENk8s BBAIEER

WU TEOSIA8 -
BR Wik FEFNULL it
CACert = = String
Token = = String

LoginSettings

AT LIS REXEESER.

#EN OS] A - AddExistedInstances, UpgradeClusterlnstances

BFR Wik FREFENULL 288
Password = &= String

WS : BRmEmEX

fik

BesiRSS (TKE)
EENE
BT RS

Titid
TRFMid
TR

BlEEATE]

INIEREIToken

SLHIERZE, AR ERFRUFNERERIA—E , BT :

<br> <li> LinuxsCEIZRE/A8EIL64 , Z=/DEiE/IR[a-z , A-Z]. [0-9]#0
[() ~1@#$ %~ &amp; * -+ = | {}[]:; &#39;,.? / IPAIRTRFES.
&lt;br&gt;&lt;li&gt;WindowsLFIZFBA44R1 28164 , =/MIE=Ix[a-
z], [A-Z], [0-91F0[() ~'@#$% N&*-+={}[1:;",.?/1RAO%E
RS, <br><br>EBNEREIZSE , WHRRENEMER  FETIEA

(EVEEREIE TR
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2R Wik FPFNULL

Keylds = =

Keeplmagelogin & =
LogInputOptNamespace

RN i a

e

Array
of
String

String

BesiRSS (TKE)

fk

FSRIDFIR, XKEFFHE | S LB RS RIAIFASASRIGIRISES] ; Keylda]i@
g#EODescribeKeyPairs3kEY , Z$RSZMBAGERMTERE , EATWindows
BERRASHEEEH. GO UIMNRIEE— 1 EE.

(REESGEARE, %258 5PasswordaKeylds NARERIAYIEE. RE
FREEX RS, HEEGSINBSNE&ZOELAIR A HEEIZESH
TRUE, BUESEHE : <br><li>TRUE : A EGNERIRE <br>
<li>FALSE : RRMASEENERIRE <br> <br>EABYE : FALSE,

WU T=OS|FB : CreateLogCollector, GetLogCollector, ListLogCollector, UpdateLogCollector

BFR Witk FEEFNULL it U
Namespace =2 & String ETEE
AllContainers & 5 Bool ERNSETANNTE RS
Services 5 B Array of String Services B REH
TencentCbsVolume
TencentCbsVolume
BATEOSIA -
R Wiisk FEEFNULL S iR
Diskld &= = String cbs id
FsType &5 & String fs2EHY
ReadOnly & B Bool EARRIE
ClusterInstancesVersionltem
SERFPENMRAworkerT REE
WA T4#2O5 |8 : DescribelnstancesVersion
BR Wik FBEFNULL it A
InstanceVersion =2 & String hRAS
Total = &= Uint64 REI=tE
RIS : Bl =EmEX 25518 Tn #5511
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% N

UpgradeAble

Banner

gi&Banner@B=

#AOT™EOSIA -

R P

Id 2
Content =

Tags =
RunInstancesForNode
AR EREESH

AIFNULL

A

iy

ol

FEFFNULL KR

N T™EEOSIA : CreateCluster, CreatelndependentCluster, CreateTKECluster

BR

NodeRole

RunInstancesPara

InstanceAdvancedSettingsOverrides

EdgeClusterPublicLB

WS : BRmEmEX

Wik

2l

i

iy

FREFNULL

m

iy

iy

}kyé

e

String

Array of String

Array of
InstanceAdvancedSettings

BesiRSS (TKE)

BRE

=i

%

BEmE , BYEMASTER_ETCD,
WORKER, MASTER_ETCDRA
EeEE
INDEPENDENT_CLUSTER ¥#37
ERNEEISRE.
MASTER_ETCDT5 g2 93 ~
7, BT,
MASTER_ETCD S s/ NER B A
4C8G,

CVMEEREESEL , jsontt =55
BT , iIFIRunInstancesi#
O, EALHSHINIEMSE
BPAT , Hrflmageld& &
TKEEERFOSKIRAVIRIZ.

TREREE  Z2HEEBESE
BRAIEERN
InstanceAdvancedSettings ,
F_EiBAIRuNnInstancesParaizig
IRFF——XIRL ( HRIRXNTRE
TENSEExtraArgs&dsy ) .
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WS EER AMIHRREIIEER

BeaiRSS (TKE)
iR
EAFEAMIEELB
SRR ARcidr

iR
secret
type
iR
PVCEFR
cbs id
fs 28
EARE

KEXSLIZEEY - VPC : FABMLEDIRECTCONNECT : E4MKXBMVPC : E2H

Wan T EAOSIA -
BFR D%3vi FEIEFNULL S
Enabled = & Bool
AllowFromCidrs &5 5 Array of String
SecretVolume
SecretVolume
B TEOSIA -
B WAl FHFNULL St
Data = = Array of KeyValueData
Type S 2 String
PersistentVolumeClaimVolume
PersistentVolumeClaimVolume
WU TEOSIA -
BR Wik SEIFNULL ESit)
Name = &5 String
DisklId & & String
FsType = &= String
ReadOnly = = Bool
Ccnlnstance
RHFIH)
AN T™EOS| A : DescribeCenlnstances
BR e SBIFNULL 358 A
Cenld P = String = =EARISLHIID
InstanceType = = String

WS : BRmEmEX

FAERYS
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BFR Wik FSIFNULL 388U
Instanceld = = String
InstanceRegion 2 = String
InstanceUin = = String
Array
Cidrs = 2 of
String
State = = String
CcnUin = = String
ClusterInstancesVersion
sEBiPworker S EURRIRA T AL HE R
U™ EEOS| A : DescribelnstancesVersion
BFR %% FEEFNULL
Clusterld = =
ClusterVersion = £
InstanceVersions = &=
Error = =
UpgradeAble = =

fiik

REXRLHIID

BesiRSS (TKE)

KERLHIFTEAX |, 540 : ap-guangzhou

KEXSLBIFTBUIN (1RIKS

KEXSLFICIDR

KEASCAIMAZS : PENDING : ERiS-RACTIVE : E&EREEXPIRED : EidHA
REJECTED : EE42DELETED : EffiFRFAILED : KMAY ( 2/\BY 515 FE58H
BREEL ) ATTACHING : XEEchDETACHING : f2¥ELchDETACHFAILED : fi#

RERKM ( /NS fe¥s =S bR RER )

ZEARIFTEUIN (RIS )

Sl

String

String

Array of ClusterInstancesVersionItem
String

Bool

InstanceDataDiskMountSetting

CVMLhIEIEEE R E

#Han OS5 |F « CreateCluster

2R Wi
InstanceType =
DataDisks =
Zone P

WS : BRmEmEX

FEFNULL

@

iy

iy

s
String
Array of DataDisk

String

3%

&EFID

ERFRA
PRIRFFIHER
HEBER

REFEIAETR

U
CVMSEfI2ERY
HIERERER

CVMAIRFERT AKX
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WEN O3] A : DescribeClusters

2R Wik FBIFENULL 288 1%

Clusterld = B String £E85ID

ClusterName =2 & String ERFER
ClusterDescription = B String SERFIA

ClusterVersion 2 S String EERFhRA (E0AERL10.5)

RS, centos7.2x86_64 i

ClusterOs = S String ubuntul6.04.1 LTSx86_64 , ERABVES
ubuntul6.04.1 LTSx86_64

ClusterType B & suing TP | INDEPENDENT CLUSTER,

ClusterNetworkSettings £ S ClusterNetworkSettings = SEE¥MILEIEXRESEL

ClusterNodeNum 2 S Uint64 ERFMEInodesE

Projectld = B Uint64 SR FTERVIRAID

TagSpecification 2 B Array OfA — ISR,

TagSpecification

ClusterStatus = ) String %ffi)ifa(lg:gi)ng {7 Creating Bles
SHBM(BEEHAERMNIMAP , BEFRE

Property 2 2 String f&ENodeNameType (lan-ipt&EzFlhostname #&
i, BiAKlan-ipt&Ez())

ClusterMaterNodeNum £ & Uint64 SR YFimasterfE

Imageld p=3 2 String ERHFERR &I

OsCustomizeType = = String OsCustomizeType

ContainerRuntime = = String ErHn{TIMEdockergcontainer

CreatedTime 2 2 String ke

ClusterArch 2 = String BUEERIEERFEENS, BE: X86/ARM

DirectAccess & 2 String pod EIEtEL,

ClusterOsAlias & 2 String ERIRMERRBR

IsDualStack & = String BN ERF

Ipv6ServiceCidr a = String Ipv6 Service Cidr
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ContainerStatus

BISHERMER

TS| A : DescribeClusterPods

BFR WsE
Name =
Containerld =
Status =
Reason =
Image z

ClusterStatus

EEHNTER

W T#EO3| A : DescribeClusterStatus

BR Wiisk
Clusterld =
ClusterState =
ClusterInstanceState =
ClusterBMonitor 2
ClusterInitNodeNum =
ClusterRunningNodeNum 2
ClusterFailedNodeNum 2
ClusterClosedNodeNum =
ClusterClosingNodeNum =

ClusterBasicSettings

AERNERRERER

WS : BRmEmEX

FBEFNULL

Pz
[=]

=
[}

H o

iy

FBEFNULL

=
[}

O

i

iy

oy

iy

il

il

s
String
String
String

Bool

Int64

Int64

Int64

Int64

Int64

BesiRSS (TKE)

ESit] fk

String BEEAFR

String AEEID

String BEIRE

String BRETIZRNEHRR

String BEEM/ID
fitk
g=E¥ld
ERRF RS SEBIRIRTS
SHEATERE
SRRIEPITRE - IFRTRET RIS | - 23RS R
IRSEM
EREITHITRE , - IRTORET USRS | - 2RI R
NS
SRFREITRE, - IR VAR | - 25RRETS AU
SRHEXNATRE , - 1IRTRET RSB |, - 2R3 R
SRERNAFRTRE - IRFRN T SR | - 2R3 R
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N T™EEOSIA : CreateCluster, CreatelndependentCluster, CreateTKECluster

&R Wik RIFNULL K8 R
EERYZ 4 ay
ClusterOs = = String EBZS, centos7.2x86_64 5¢& ubuntul6.04.1

LTSx86_64 , BRIABYEAubuntul6.04.1 LTSx86_64

ClusterVersion & i String ERRA, EHAE1.10.5
ClusterName &5 & String ERFEZTR
ClusterDescription = = String EERHEIA
Vpcld a & String FABERIZEID |, Fotlvpc-xxx, CIEEITEZSERTIME,
Projectld & & Int64 SR RRATEINEID,
TagSpecification = = Array Of. o ﬁ%iﬁﬁ@% :@igféﬁi?%%fﬁ_ﬂjlﬁHifﬁﬁ?ﬁ%ﬁﬂ’fﬁ
TagSpecification  RAYRIRSEHI , HRH SR ERSEISERFLAH),
OsCustomizeType iy iy String ﬁfgij:i{fgif(%é%%@z;z;oMIZE (e
NeedWorkSecurityGroup =~ & B Bool BEABETRNAZEHEOA: T, AphlafFt)
ClusterCommon
SEPERER
wANTEEOSIA -
BR WAIE FEFFNULL et A
Clusterld = S String E8¥ID
ClusterName 2 &= String EEREATR
Description 2 S String EERHEA
Status =2 & String ERRES
ClusterCIDR 2 S String EEE¥CIDR
CreatedAt 2 & String EERFCUFERYE)
NodeNum = S Int64 SRR
MasterNum 2 S Int64 S P masterTRHE
Os =2 a Array of String IBERFZFR
K8sVersion = S String K8SERFhR A
ClusterExternalEndpoint = S String SR AL
MaxNodePodNum = S Int64 LR RASIFIPodEE

WS : BRmEmEX 28524 TW #H551W
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AR Vv FEEFNULL ESid) 155
MaxClusterServiceNum 2 S Int64 ERREHFNRSEE
IPVS = = Int64 ipvs
ClusterType = = String =SSt
RegionInfo
HIEER
#AT™EOSIA -
R Whi%E FEFFNULL ESic) TR
Id = ) Uint64 id
Alias = 5 String gz
RegionName P &= String ap-guangzhou
Regionld = &= Uint64 1
Remark P = String remark
Status = = String alluser
CreatedAt =2 & Datetime_iso time
UpdatedAt = = Datetime_iso time
InstanceExtraArgs
TREEXSH

B0 T™ZOS | - AddExistedInstances, CreateCluster, CreateClusterAsGroup, CreateClusterInstances,

CreateIlndependentCluster, CreateTKECluster, DescribeClusterInstances, UpdateClusterlnstances, UpgradeClusterInstances

2w WSS FEFNULL il iR
Kubelet B 2 Array of String kubeletBENESE1

InstanceUpgradePreCheckResultltem

TRAFIGERER

A0 TZEOS | - GetUpgradelnstanceProgress

2R Wik FEVFNULL ESit] i

[

WS : BRmEmEX 28525 T #551|
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BT Wi FEFNULL St 35

Namespace 2 & String TERENmE=E

WorkLoadKind =2 & String TEtREER

WorkLoadName = = String TEGEBIR

Before 2 = Uint64 IKE Al LYEGErunningfpod# B
After 2 & Uint64 FZEH REILERErunningdpod# B
Pods 2 B Array of String TEREAEAT MR ERIpodFlzk

LogIlnputOption

SRR us

WU TEOS | : CreateLogCollector, GetLogCollector, ListLogCollector, UpdateLogCollector

AR Wi SBIFNULL St iR
Path B B String S
Labels B B Label 1RE 28 gmap BEXS
AllNamespaces & = Bool AL EknaTHE
Namespaces S S LogInputOptNamespace Rz
ZoneResource
AREXER
e EOSIA
AR WA FEFNULL it b
Zone & = String ARX
TotalCount B B Int64 AT RIERATHIAE S &L
Taint

kubernetes Taint

B0 T=O5 | : CreateClusterVirtualNodePool, DescribeClusterVirtualNodePools, ModifyClusterVirtualNodePool

2R DS FIFNULL it TR
Key = = String Key
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g iis
Value

Effect

Instance

SRFISONER

AN T™EOS| A : DescribeClusterlnstances

BR

Instanceld

InstanceRole

FailedReason

InstanceState

DrainStatus

InstanceAdvancedSettings

CreatedTime

ClusterHealthyPodsStatus

SRHERIMETpodiRERIEIR

AN T#ZO5 | - DescribeClusterHealthyStatus

% N
Total
NotReadyTotal

NotReadyPods

ClusterInfo

SRHERERmA

=
~x=

fim

&aafRSS (TKE)
FEVFNULL it A
= String Value
& String Effect
Wk FSIFNULL 388U N
b= B String SCHIID
= = Strin TR, MASTER, WORKER, ETCD,
= = g MASTER_ETCD,ALL, E5A9WORKER
b~ & String LRI E EEL TR RIRE
. SEBIRIRZS (running 3BT | initializing
= | B "o Wb | failed S48 )
b= b= String LRI EHIRES
= = InstanceAdvancedSettings = TREEE
= & String N INAE]
FEEFNULL il R
& Int64 podBEL
& Int64 NotReadyfypod=#l
2 Array of NotReadyPodsltem NotReadyfIpodiF4HEE

AN T™EOS| A : DescribeUserClusters

g N

WS : BRmEmEX

FEVFNULL St

2
5
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B WAl FEEFNULL e St A
ClusterDescription = = String =SSN
Clusterld =2 & String E£B8ID
ClusterName = = String ERFRR
ClusterType 2 S String =SSl
ClusterVersion 2 & String EERFRR A
CreatedTime 2 = String EERFCUFEAYE)

K8SVersions

K8SVersions

WA EOSIA -

BFR W% FBIEFNULL KA A
Name 2 & String B
Version = S String BitFhRA
Status 2 2 String IR
Remark = = String T
ReservedInstance
FRERSLI

AT EOSIA -

BFR WAIFE FEFNULL &S] fER

ReservedInstanceld & & String FRERSLFIID
ReservedInstanceName &= &= String FREBSLHIZTR

Status & & String FREBZHINZS

TimeSpan & & Uint64 BYER , 8z B
ResourceType & B String HARIRSEE

Cpu & & Float Rz

Memory & S Float BRAF , B Gi

Scope B B String RS ERE |, BiAMEregion,

WS : BRmEmEX 28528 TW #551W

\|



S BRASTCE ARG (TKE)

EFR WAl FEEFNULL &St N

CreatedAt & S String BUFERTE]
ActiveAt & & String TR
ExpireAt & B String IS HRRTE

ClusterCondition

SRFOIEERE
#A™EASIA

BT Wi FEFNULL e 5%

Type 2 & String ROl rERE

Status = 5 String EROIEITIEIS

LastProbeTime 2 2 Datetime RE I KIRNEZIASAIRTIE]

LastTransitionTime 2 2 Datetime Ria— IR EZS FERATIE)

Reason = = String R E [z SRR ERRIRE

Message = = String IS ENEZER
EnhancedService

AT LHRPERRSERBERSHIRE | Inke  =iEFLA) Agent

A0 TZEOS | - AddExistedInstances, UpgradeClusterInstances

2R Wik AFNULL i DU
. s Eramss s ISR —
SecurityService = = RunSecurityServiceEnabled gEER@HE”" EREERSH WHATTE=RS
7o
. SEiorn s IR — et
MonitorService 5 5 RunMonitorServiceEnabled TTERREMS. BMEEXEH , UHATTERSEHE

R3S,

ClusterCIDRSettings

ERHERMNBEXSH

AN TZEOS | : CreateCluster, CreatelndependentCluster, CreateTKECluster

EFR Wk SRENULL 33 ik
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BFR Wk SRFENULL K8
ClusterCIDR &5 &5 String
IgnoreClusterCIDRConflict & & Bool
MaxNodePodNum & & Uint64
MaxClusterServiceNum & & Uint64
ServiceCIDR = = String
Array
EniSubnetlds B B of
String
ClaimExpiredSeconds e a Int64

DataDisk

AT k8s T RETREEXEESER.

BesiRSS (TKE)

iR

BFOFEERSSEIRS IP 19 CIDR , 7185 VPC CIDR iz,
HARESE VPC REMEEE CIDR jthas, BMESTEINRTEARM
WIERF , f5140:10.1.0.0/14, 192.168.0.1/18,172.16.0.0/16.
B0 ClusterCIDR SR, BRIARZEE

SRS M Node LR AAIPodEfE. BUEEREA4 ~ 256, £H289
RER=rR ERSELN2NEE.

R AR service# 2, BUESBE32 ~ 32768 , AN A200EERT
SlA_ EEGREIN2NEE.

FIF 4 EERLRSS IP B CIDR , 8.5 VPC CIDR 28 , thA/g

5ME VPC AELthEREF CIDR sk, BMBSBEIRTER MMER
A , f5140:10.1.0.0/14, 192.168.0.1/18,172.16.0.0/16.

VPC-CNIRZEIET | S8R -RASFMId,

VPC-CNIREIERT |, 38MER-RIPAYEIKETE , BEEE
[300,15768000)

N T™EEOS|A - AddExistedInstances, CreateCluster, CreateClusterAsGroup, CreateClusterlnstances,

CreateIlndependentCluster, CreateTKECluster, DescribeClusterInstances, UpdateClusterInstances, UpgradeClusterInstances

BFR WAIFE FEFFNULL
DiskType = &
FileSystem = =
DiskSize = )
AutoFormatAndMount = B
MountTarget A &=

PayLoad

configmap #iESEERS

wANTEEOSIA -
BR Wik FEFFNULL RE

WS : BRmEmEX

RE 1%

String iR

String {4 Z 5 (ext3/extd/xfs)
Int64 =EANG)

Bool EEBEMMEEFER
String HEEHER
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BFR WA FEVFNULL &S]
Data = = String
Key = = String

InstanceUpgradeClusterStatus

TRARIRETERF SRS

AN~ EAS | : GetUpgradelnstanceProgress

BR WAISE SEIFNULL

PodTotal = &

NotReadyPod 2 &
Evaluator

S BB

Ha™=O5|8 : AddAlarmPolicy, DescribeAlarmPolicies, ModifyAlarmPolicy

BR Wiisk FBEFNULL il
Type = B String
Value = S Float
IPAddress
IP bk

#AT™EOSIA -

R Wik FEFNULL RE
Type = & String
Ip = = String
Port = £ Uint64

ServiceAccountVolume

ServiceAccountVolume

#ANTEOSIA -

WS : BRmEmEX

BasiRsS (TKE)
fk
configmap base64 encoded data
configmap file user visible path
it fEA
Int64 pod/Z&4
Int64 NotReady pod/z&
&R
HEFMTRE | BRISIFg It
HERENEE
fEiR
Ip HBLEAYZEEY, BT advertise, public &
Ip itttk
=T
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InspectionStatistic

InspectionStatistic

ABEFNULL

Py
=

il

Array of KeyValueData

B0 TZOS | : DescribeClusterInspectionOverviews, DescribeClusterInspections

BR
GoodItem
Warnltem
RiskItem
Seriousltem

FailedItem

=
=
=
E=
=
=
=
E=

=
~x=

ScaleMetrics

HPAZEZIEIR

#ANTEOSIA -

AR A%

Name =

Value =
ImageAttributeSet

unImgldZ|deviceImageldiIBRETHIEILE

#ANTEOSIA -

AR Wik
Imageld =
Innerlmageld b=
Volume
Volume

WS : BRmEmEX

FBEFNULL

Py
A

a

iy

iy

iy

FIFNULL

=

Py
[}

FEFFNULL

=
[=]

A
A

S
Uint64
Uint64
Uint64
Uint64

Uinte4

W
2

String

String

XE
&

String

Uint64

HEERSS (TKE)
)
data
A
Goodltem
Warnltem
RiskItem

Seriousltem

FailedItem

%
=]
fEtnE

fiik
Hf&id
MERER&Id
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#ANTEOSIA -

=2 Wik
Name &=
Pvc )
TencentCbs &=
Secret =
ConfigMapPayload &=

fileEntry

chartix[E){&

FeEFNULL

=

O o o

iy

WA T™EOS| A : DescribeHelmChartDetail

BR Wik
Name =
Value a
ID &
Children a5

TagSpecification

AEFNULL
2
=
B

=
E

String

PersistentVolumeClaimVolume

TencentCbsVolume
SecretVolume

Array of PaylLoad

=]
String
String

Int64

Array of FileEntry

BesiRSS (TKE)

R

pvc volumelSE
cbs ER

secret

Config Map Volume payload

ik
BR
chart{g
id

fileEntry

IERTIZR, BIIEEZSHI L RRSEREEMENAIEIRES] , LS HER SR ENSES.

U™ EOS|A : CreateCluster, CreatelndependentCluster, CreateTKECluster, DescribeClusters

E=2 %
ResourceType =
Tags =

HPAInfo

HPAEE

AT EOSIA -

BFR 05w
MaxReplica =

WS : BRmEmEX

FAIFNULL

=

2
FBEFNULL
=

KR ik
String IREGPERRIR
Array of Tag IREXIFIR
&St
Inte4

KA, HEITFEE  "cluster”

fik

BRARIAEL
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R Wik

MinReplica =

Metricss =
MachineGroup
DR

#ANTEOSIA -

% N
Groupld

GroupName

FBIFNULL

=

£
W35 AHFNULL
ZEE =
2 =

RunSecurityServiceEnabled

AT "m&ke" [RBEXRIER

S

2

Inte4

Array of ScaleMetrics

#EN OS] A - AddExistedInstances. UpgradeClusterlnstances

& 2 SEFNULL
Enabled & &

Chargelnfo

Podi‘l’%ﬁ:@

#ANTEOSIA -

2R Wik
Charge =
StartTime B
Uid =

HostNameValue

TRENZIRED

Bool

WaN O3] A : CheckClusterHostName

WS : BRmEmEX

Tk

ok
&

String

String

BesiRSS (TKE)

fk
BRNBIAEL
{ERaETETERE

ik
HESEID

HESLERBFR

BEERFEEZZ2RSE, IESEE : <br><li>TRUE : ERAFEELLIBSE <br>
<li>FALSE : ERAFB=Z LIRSS <br> <br>Z0ABUE : TRUE,

FIFNULL

A

iy

iy

Ak
&

Bool
String

String

U
pod2&it+#
poditZFiaRdia

PodiyUid
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HHR o
Name 2
Value 2

MachineCore

FEamachineBSIFZEL

AT O3 : CollectAllCore
BIR
Productld
ProductldDescribe
UsageUnit

UsageValue

Routelnfo

SERFIREANISR

AN~ A5|F : DescribeClusterRoutes
AR
RouteTableName
DestinationCidrBlock

Gatewaylp

SecurityPolicy

AFRLH

WATREOSI -
R WAl
Policy 2
Description =2

NodePool

WS : BRmEmEX

AEFNULL

iy

iy

H

Jalil

i

i

ali

Jali

BEFNULL

iy

iy

AIFNULL

=
=

=
=

iy

iy

FBEFNULL

Py

iy

iy

s
String

Uint64

b
2

String
String
String

String

b
&2

String
String

String

fik

BesiRSS (TKE)

35
ENBFR
ENEE

fk
iBkid
[l-T-3 3%
EARETT
ERE

A
IRERBTR.
BAYi%CIDR,

Tkttt

ZeRigN192.168.0.0/24

&/E
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Tt

#AT™EOSIA -
BFR
NodePoolld
Name
ClusterInstanceld
LifeState
LaunchConfigurationld
AutoscalingGroupld
Labels

Taints

PodDetalil

EKS pod 158
WA EOSIA -
BR
EksId
Clusterld
Namespace
Kind
KindName
Name
Uid

RecordTime

KeyValueData

KeyValueData

WA EOSIA -

BR Whisk

WS : BRmEmEX

D o o o o

iy

FEFNULL

Py

O o o o I D

ol

FEEFNULL

@
[}

iy

oy

1 7 U

iy

FEEFNULL

s
String
String
String
String
String
String
Array of Label

Array of Taint

BesiRSS (TKE)

TR

NodePoolld

Name
ClusterInstanceld
LifeState
LaunchConfigurationld
AutoscalingGroupld
Labels

Taints

GRE=gesl

MR E5E=2Sid
TARREETR
pod&#R
podfJuid

ICRATE)
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BFR 3id FEFFNULL ESid) fER
Key = = String key
Value = & String value
EnvironmentVariable
EnvironmentVariable
#ANTEOSIA -
BFR WATSE FEFFNULL il fEA
Name & &5 String key
Value = &= String val
LogSet
WA~ E2O3 | : DescribeClsLogSets
AR WAL FEFNULL it f#A
LogSetld 2 B String HEEID
LogSetName 2 & Array of String HEEZR
Period 2 B Int64 JEIEA
CreateTime = & String BlFERTE]
LogOutputOption
R AT

A TZEOS | : CreateLogCollector, GetLogCollector, ListLogCollector, UpdateLogCollector

BFR Whi%k FBEFNULL Y R
Instanceld = = String sfhlid
Topicld &= = String topiclD
Host S 2 String FE#Hlhsot
Port B = String i1 M|
Topic &= = String topic
WRFRE - BRmERMEX 58537 T #551)
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BR Wik FEEFNULL
Logsetld B =z
RegionInstance
e
WA #2035 : DescribeRegions
BFR WhI%E FEVFNULL E<id)
RegionName 2 2 String
Regionld = = Int64
Status = = String
FeatureGates = = String
Alias = = String
Remark = = String
CcnRoute

T ER/RIN/MREER cidrEI =B

BesiRSS (TKE)

St 1%

String Logsetld

R

s

1D

HEIERRTS

MBI T (288 SONBUE R EI TS B )
LIS R

Sl 5

#HAT™EO3 |8 : AddClusterCIDRToCcn, AddClusterCIDRToVbc, DeleteClusterCIDRFromCcn, DeleteClusterCIDRFromVbc,

DescribeCcnRoutes, GetVbcInstance, GetVbcRoute

BR Wik RIFNULL  3E R

Routeld g g String  EXREASRERID

DestinationCidrBlock 2 2 String B i

InstanceType 2 = String BB (KEXSLHIEEY ) | FrB3EY | VPC, DIRECTCONNECT
Instanceld 2 2 String  T—Bk ( KEXSEM)

InstanceRegion 2 = String  T—BkETEHELEYL ( KEXSCAIRR BB )

InstanceUin = = String  KERSLHIRT/EVUIN (1RIKS )

RouteTableConflict

PREZRITERAISR

AN T™EOS|A : DescribeRouteTableConflicts

WS : BRmEmEX
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&R
RouteTableType
RouteTableCidrBlock
RouteTableName

RouteTableld

RunMonitorServiceEnabled

AT "k RSEXER

FEFNULL

i

il

alil

il

N T™EEOS|A - AddExistedInstances, UpgradeClusterInstances

B WhISE FIFNULL
Enabled a =
SwitchSet
AR

Bool

AN T™20O3|F : DescribeLogSwitches

BR Wik
Clusterld =
Log =
Event =
Audit =2

NotifySettings

L& Fsettings

fik

BesiRSS (TKE)

fiik
PREZREEY,
F&EZRCIDR,
PRERZRETR.
E&ERERID,

BAFE=EERS. BUESEBE @ <br><Ili>TRUE : BRAB=HIERS <br>
<li>FALSE : ERAFEEBEIRSE <br> <br>ZIABYE : TRUE,

AIFNULL

iy

i

alil

i

String
DescribeLogSwitchInfo
DescribeLogSwitchInfo

DescribeLogSwitchInfo

#WanT™EOS |  AddAlarmPolicy, DescribeAlarmPolicies, ModifyAlarmPolicy

BR Wik
ReceiverGroups =
NotifyWay =

WS : BRmEmEX

BEFNULL

as
A

iy

S

Array of
Int64

Array of
String

%3

SERKE (BR4E)

Coiaprayi:2

EEEAS,. BEIESMS. EMAIL, CALL, WECHATAR, 581

*®EE. HME. EBIE. RS
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B %%
PhoneNotifyOrder &=
PhoneCircleTimes )
Phonelnnerlnterval =
PhoneCircleInterval &
PhoneArriveNotice =

ClusterDefinition
SERIRIBIER NS
WTFEOSIE |

% N
Regionld
Projectld

MasterLBSubnetId

EdgeClusterlnternal

DS EERFAMILIELBES

#ANTEOSIA -

B Witk

Enabled =

Subnetld =
ResourceStatusltem
BERTS

AIFNULL

=
=

=
~x=

il

i

il

LB

SEIFNULL

=
=

a
[}

e
2

Array of
Int64

Int64

Int64

Inte4

Int64

FBEFNULL

=
[}
A=
[=]}

@
A

AN T™EOS| A : DescribeClustersResourceStatus

BFR WsE
Dimension 2

WS : BRmEmEX

FEFFNULL

=
[}

BesiRSS (TKE)

fak
EEIEEEIRR., E : NotifyWayiiRCALL , REIZSH,
EEIREEREL. T : NotifyWayiEiRCALL , SRAIZSH.

By

=

FEIEEZHNIERE. : BE : NotifyWayiiRCALL , RRi%Z

#.
B\

=

FEIEEZEINERR. : BiE : NotifyWayiiRCALL , KRS

#.

BB S EANAEALT : NotifyWaykiZCALL , REIZSEL,

ESic) fEiR

Uint64 SRHEEER

Int64 INEID (BEREF )

String ERFMaterfILBFFEAISUbnetld

it A
Bool EAFEAMIEELE
Array of String IR (8] LBIREARYF-MILd

Tk

String i35S
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g iis
TotalNum
AbnormalNum

AbnormalDetail

ClusterlnspectionOverview

SR —IRIAIHE RS

AIFNULL

H o

iy

Uint64
Uinte4

Array of AbnormalDetail

a0 ™ZOS | : DescribeClusterInspectionOverviews, DescribeClusterInspections

AR WA
Id =
StartTime =
Error =
Statistic =
Flag
SEImIL

FBEFNULL

a

iy

2l

il

s
String
String
String

InspectionStatistic

#aN O35 | : DescribeClusterAvailableExtraArgs

R Wi
Name p=3
Type 2
Usage =
Default 2

Constraint =2

BEFNULL

A

H

iy

iy

String
String
String

String

String

AutoScalingGroupRange

SERF KRR B AR AL AR/ I MESLHIEL

1%
2HE
£ G

SHEONE

fEik

BesiRSS (TKE)

& B

10
ik
&

SRFE

FXRENd , BTFSEMENERKS

K BRI

MREERELRIL , NiZzFRESHERES

FHER

SHANGEE ( BR8Srangeflin®# |, "[1"X&Rrange , W1"[1, 5]""RRSEHLMR
>=18 <=5, "()"FKin, W"(aa', 'bb)" RRSHREENFRIE aa'FEbb' |, iZ
BRI )

#ENT™EOSIA - ModifyClusterAsGroupAttribute

g N

Wik

WS : BRmEmEX

FBEFNULL

b
e
B
B
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BFR WsE
MinSize =
MaxSize B

LogTopic

AEER

#Han T~ EA5|F : DescribeClsLogTopics

BFR
LogSetld
Topicld
TopicName
Path
CreateTime
LogType
Collection

Index

Chart

chartFZ&

AN T™EOS| A : DescribeHelmChartDetail

BFR

Files

Lock
Metadata
Schema
Templates

Values

CommonNames

WS : BRmEmEX

H

iy

H

iy

H

AEFNULL

a

P
[}

AIFNULL

=@

17 B 17 S 17 R 17 B 1 I

iy

BEFNULL
2
2
2
2
2

=
=

P
tr#

String
String
String
String
String
String
Bool

Bool

sy
Array of File
String
Metadata
String

Array of File

String

BesiRSS (TKE)

(4R ER/NSLIEL

{ER4ELRERASLAIER

1%
HEEID
HE&E/ID

AESERRZR

Bl
A
RER

AXRE

REBERSI

fk

B TS
Lock
metadata
Schema
Templates

Values
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BFREINSFIRFIERGRAFEFICommonName

#WanT™EOS| A : DescribeClusterCommonNames

R Whi% FEFFNULL RE
CN =2 &5 String
SubaccountUin = 5 String
UpgradeAblelnstancesltem
IREHRER
A0 TEOS | : CheckInstancesUpgradeAble
BR WhI%E FEEFNULL RE
Instanceld = & String
Version = 5 String
AddExistlnstancesParam
) I[SZ=R=)
wANTEEOSIA -
BR waE SRPENULL 358U
Clusterld = &= String
Instancelds B &= Array of String
InstanceAdvancedSettings & &= InstanceAdvancedSettings
EnhancedService & & String
LoginSettings & &= String
SecurityGrouplds = = Array of String
Zonelnfo
zonelE &2

WS : BRmEmEX

BesiRSS (TKE)

A
SFfZcommonName

FHFid

ik
Bald

T REISERIRA

fik

Saes

SRYTIES

SIHFHIMEERESEER

1R, BURSHALIEEREHER
Ze. nhEERS. ENEEZSH N
HANFERGE. 22k,

TRERER ( BRI #FERPassword
& B MKeylds )

IR REE. ZSEEILABE AR
DescribeSecurityGroups AJREIEFAY
sQIdFERSRIREN., ENEEIZSE , VT
HiANZ2AH, ( BAfGCHHRIER M sqld )
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HANTEOSIA -
BR
Id
Alias
RegionName
ZoneName
Status
Remark
CreatedAt

UpdatedAt

InstanceBaseSettings

TRIERER

#ANTEOSIA -

BR Wik
Instanceld =
InstanceName P
Zone =
Wanlp =
Lanlp =
Cpu =
Mem =
Gpu =
KernelVersion 2
Oslmage =
IsNormal =
AbnormalReason &
K8sVersion =

WS : BRmEmEX

SFNULL

=

H o

iy

iy

O o o o D o DA

iy

FREFNULL

=

B o o o o D

iy

e

"
String
String
String
String

Array of
String

Uint64
String
Uinte4
String
String
Uint64
String

String

BesiRSS (TKE)

RE fik

Uint64 ID

String alias

String F4hap-guangzhou
String FNap-guangzhou-2
String status

String Remark

Datetime_iso time

Datetime_iso time

fEA

Flnstanceld

TRAER

T RFEZonefS& (string)

TGP

TRAMIP

TRCPU (8fI : 2#)

TRAFEN : M)

TRGPUER

T RPZRA

TR ERFES

TREREBFAO0 BFE 1 IEE 2 glg+h)
SERE

K8shiA~
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T, MASTER, WORKER, ETCD, MASTER_ETCD,ALL, ZiA0

REAFATLIERE (0 ZRALMGEE , KT0 ZRAILISKEE )

B WE FSFNULL  RHY A
N Rol = = i
odeRole = s String WORKER
Array of e — ot
LabelValues 2 sy T mLabeltr&EFIFE
Label
Unschedulable = B Uinte4
UpgradeNodeResetParam
TRARERESH
e 403 - UpgradeClusterlnstances
AR W% SRFENULL 268U
InstanceAdvancedSettings & &= InstanceAdvancedSettings
EnhancedService =5 5 EnhancedService
LoginSettings = = LoginSettings
SecurityGrouplds &= &= Array of String
ExistedInstancesForNode
ARBBNEFEDRERESH
WA O |F « CreateCluster
e W%k SRFENULL 268
NodeRole = & String
ExistedInstancesPara 2 = ExistedInstancesPara

WS : BRmEmEX

1k
LHEIMRERESEHER

1R, BURSHAILISEREHER
Ze. ahfEERS. ENEEZSH N
HAFERGE. 22k,

TRERER ( BaisFEHEPassword
& B MKeylds )

IPIFfERSHE. ZSEAILIBE AR
DescribeSecurityGroups HIREIEFHI
sqIdFESRIREN., ENEEIZEE , NEkE
HiNZkeAH, ( BaffGCHFRZER M sqld )

1k

Tafat , BYE:MASTER_ETCD,
WORKER, MASTER_ETCDR#A
PamclfES
INDEPENDENT_CLUSTER 337
EERERTEEISE, MASTER_ETCD
TRMEN3I~T7 , BT,
MASTER_ETCDS/NELEH
4C8G,

EFELINERSH
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% N

InstanceAdvancedSettingsOverride

Metadata

Metadata

iy

WA T™EOS| A : DescribeHelmChartDetail

2R Wi
APIVersion N
AppVersion =
Description =
Name =
Version =
SummaryService

Servicei¥H{=E

AN T™EOS| A : DescribeClusterServices

SR

Name

Status

Servicelp
Externallp

LbId

LbStatus
AccessType
DesiredReplicas
CurrentReplicas

CreatedAt

WS : BRmEmEX

FBEFNULL

iy

FEFNULL
=
=
=
=

=
=

FIFNULL
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=

=
=

S

InstanceAdvancedSettings

String
String
String
String
String
String
String
Int64
Int64

String

BesiRSS (TKE)

1%
TRERRE  SEEERRIR

=131}
InstanceAdvancedSettings ( 24

BRI S ExtraArgs
43

it
apikRAs
apphitA
A
BR
WA

fk
Service®Z#R
Servicelkz&
Service IP
SMIIP

T tIEID
REIIEARTS
Serviceif|a)2REY
HRZERIAEY
EETIEEN3

BlEEadE)
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2R

Namespace
ReasonMap
SourceReasonMap
Labels

SysLables
UserLables
ScaleType

HpaPolicy

ClusterResource

ClusterResource
WA EOSIA -
SR
Clusterld
SubnetResources
ClusterPodQuota

ClusterPodNum

InstanceUpgradePreCheckResult

D RAREMRELER

iy

iy

Wik FEFNULL St
= = String
= = String
= = String
= = String
= = String
<3 = String
= = String
= = String
FEFNULL St

) String

& Array of SubnetResource
ray Int64

& Int64

BN T™ZEOS B : GetUpgradelnstanceProgress

BR DAV
CheckPass =
Items =
SinglePods =

WS : BRmEmEX

FBEFNULL

Pz

oy

iy

ESidl

Bool

Array of InstanceUpgradePreCheckResultItem

Array of String

BesiRSS (TKE)

B

[

A REE
ReasonMap
SourceReasonMap
Labels

SyslLables
UserLables
ScaleType

HpaPolicy

%

SEFID
FREIRFIZR
SR NPodEIE TR

SENEEIENPod R E
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wEEAEY
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HIRh

B EAYE: 2025-02-18 17:50:26

TREeRR

BesiRSS (TKE)

INFIREERFTFAE Error FER , MIZRZNERA APL LM, 590 :

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

12

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

Error FfY Code FHIRAS , Message FRNZia=AIEAER.

TEIRIDYIZR

/\\H

HIRAD
AuthFailure.InvalidSecretld

AuthFailure. MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

WS : BRmEmEX

=l
ZIRAER (RE= API B3R ) |
MFA $&i%,

B FE. BEEHENEZRESCHMREESR | ISER | BOEERES
HEIFH  TERIEMEETE.

ERTH. Timestamp MRSBIRAGEMEENMGBIODH , IBRERINEERENER
BEL.

ERER. SEUEER  BURBEAANPRROLICEEES Z I AR,
token $&iR,

Bk CAM 1Y,

DryRun #F , RFRIBEREEEMINA . RESET DryRun 24,

(=SS

REBFEIR.

EORFHE.

SEGEIR.

SR EEIR.
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Hixh iEA
LimitExceeded BT ACEPRE .
MissingParameter TROSEGEIR,
NoSuchVersion BEORATFE.
RequestLimitExceeded TERADREGET T 3RZPRE.
ResourcelnUse RIFEH G,
Resourcelnsufficient RIFAE.
ResourceNotFound RIFAFE,
ResourceUnavailable RIFARTF,
UnauthorizedOperation FIZRURLE,
UnknownParameter RISEEEIR,
UnsupportedOperation BMEASTHE,
UnsupportedProtocol http(s)iEkIPGEIR , R3ZHF GET #1 POST 15K,
UnsupportedRegion BEOA SR T E I,

AV S5HERES
EiRfD

InternalError.Db
InternalError.CvmNotFound
InternalError.OsNotSupport
InvalidParameter.RouteTableNotEmpty
InternalError.KubeClientConnection
InternalError.CvmCommon
InvalidParameter.Param
InternalError.UnexceptedInternal
InternalError.ClusterNotFound
InternalError
InvalidParameter.CidrOutOfRouteTable
MissingParameter

InternalError.TaskNotFound

WS : BRmEmEX
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IR iRE
ResourcelnUse.KubeResourceAlreadyExist
InternalError.Param

UnsupportedOperation
InternalError.QuotaMaxClsLimit
InvalidParameter.GatewayAlreadyAssociatedCidr
InternalError.InvalidPrivateNetworkCidr
InternalError.VpcPeerNotFound
UnauthorizedOperation
InternalError.QuotaUSGLimit
InternalError.KubelJarvisAlreadyRunning
ResourceNotFound.KubeResourceNotFound
FailedOperation
InternalError.GatewayAlreadyAssociatedCidr
InternalError.PublicClusterOpNotSupport
InternalError.DbRecordNotFound
InternalError.DbAffectivedRows
InternalError.DfwGetUSGQuota
InternalError.CamNoAuth
InternalError.ResourceExistAlready
InternalError.CidrConflictWithOtherCluster
InternalError.VpcRecodrNotFound
LimitExceeded
InvalidParameter.InvalidPrivateNetworkCIDR
InvalidParameter.AsCommonError
InvalidParameter
InvalidParameter.CIDRMaskSizeOutOfRange
InvalidParameter.ClusterNotFound
InternalError.AsCommon

InternalError.PodNotFound

WS : BRmEmEX 28550 T@ #551m|

\|



S BRASTCE ARG (TKE)

TS izt
UnknownParameter
ResourceNotFound

InternalErrorInitMasterFailed
InternalError.RouteTableNotFound
InternalErrorImageldNotFound
InternalError.VstationError
ResourceUnavailable

InternalError.CidrInvali
InternalError.CidrMaskSizeOutOfRange
InternalError.CreateMasterFailed
InternalError.TaskLifeStateError
InternalError.RouteTableNotEmpty
InvalidParameter.CIDRInvalid
InternalError.CidrConflictWithVpcGlobalRoute
InternalError.AccountUserNotAuthenticated
InternalError.CidrConflictWithOtherRoute
InternalError.CidrConflictWithVpcCidr
InternalError.DfwGetUSGCount
InternalError.VpcCommon

ResourcelnUse
InternalError.QuotaMaxNodLimit
InternalError.QuotaMaxRtLimit

InternalError.CidrOutOfRouteTable
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