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o iENGE ( Service) :

» AiEFRMServicelR , SFE— M SREFEBRService,

v RBIBIES | ASEN | XEBIEE IR,

» RO SRR OMIRSIHOERESO,

5. EathAEEWorkload , 25 Nginx IRSZHIBIEE,

ifiE) Nginx RS
SRR Ngink JES.

o B fEISE IP 17308 Nginx ARSS.
i. TESRB¥TUEIRIRSS > Service , 7EServiceF|REEBEHRINIFHERIE AnginxfIBRSS | #EHANGInXIRSHIFIBR,

2. AEIT N SR A\ a9 IPIRSBIROISESE) Nginx ARSS.
o EIRSS BFIAIE Nginx RS,
EFRNEMIRS A ST BB RS ETRiAE.

A Nginx S5 2sH9Z0ANRIIDIT,

WS : BRmEmEX

BesiRSS (TKE)
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HEHelloWorldf&F

B EAYE: 2024-10-17 17:10:00

R EERHEAR T BNMAREEIE — SRR EERTAIAY Hello World A9 Node.js hRAIARSS.

F—2  WEREHIFRE

WS NFER
1. BIEE— hellonode BISZIF3E |, IO serverjs 314,

[root@VM_88_88_centos ~]# mkdir hellonode
[root@VM_88_88 centos ~]# cd hellonode/
[root@VM_88_88_centos hellonode]# vim server.js
[root@VM_88_88_centos hellonode]# Is

server,js

serverjs A0 :

var http = require('http’);

var handleRequest = function(request, response) {
console.log('Received request for URL: ' + request.url);
response.writeHead(200);

response.end('Hello World!");

2

var www = http.createServer(handleRequest);
www.listen(8080);

2. kg Hello World 2Rz,

[root@VM_88_88_centos ~]# node server.js

FIFFRIREER curl MARZFERER: , BENISSERLA IP sttt : dOA9AZCiE) |, 1070 8080 .

[root@VM_88_88 centos ~]# curl 127.0.0.1:8080
Hello World!

Bl& Docker &%
¥J7E Docker $BEESIEBN - WA Docker $H1&,

1. 7£ hellonode 3432 |, BlJ7 Dockerfile SX{4 :

FROM node:4.4
EXPOSE 8080
COPY serverjs .
CMD node server,js

WS : BRmEmEX
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2. 1@iZ Docker build #p$#I52iE%,

[root@VM_88_88 centos hellonode]# vim Dockerfile
[root@VM_88_88_centos hellonode]# Is

Dockerfile server.js

[root@VM_88_88 centos hellonode]# docker build -t hello-node:v1 .
Sending build context to Docker daemon 3.072 kB

Step 1: FROM node:4.4

Trying to pull repository docker.io/library/node ...

4.4: Pulling from docker.io/library/node

Removing intermediate container 1e8d01dc319f
Successfully built 027232e62e3f
[root@VM_88_88_centos hellonode]# docker images
REPOSITORY TAG IMAGE ID CREATED SIZE

hello-node v1 027232e62e3f 54 minutes ago 647.4 MB

HEZHEEZ qcloud FREBE
BEEREFEFEL | RECEERHIE.

BesiRSS (TKE)

[root@VM_3_224_centos hellonode]# sudo docker tag 027232e62e3f ccr.finance.cloud.tencent.com/test/helloworld:vl

[root@VM_3_224_centos hellonode]# sudo docker push ccr.finance.cloud.tencent.com/test/helloworld:vl
The push refers to a repository [ccr.finance.cloud.tencent.com/test/helloworld]

1b8da8805305: Pushed

20a6f9d228c0: Pushed

80c332ac5101: Pushed

04dc8c446a38: Pushed

1050aff7cfff: Pushed

66d8e5ee400c: Pushed

2f71b45e4e25: Pushed

v1: digest: sha256:38b194feeee09abf8eed5e7abca82b9fe494b18b953c771ce8ebefa387107be9 size: 1772

F_ | BTiziEGEIE Hello World RS

IR T8I helloworld BRZZET , BWifE: — M EIZIFRIER. BXRUACIEEHINFAERE  SUNES

1 BIER RS
6l helloworld fRSS
1. B3 TKE =44,
2. BFEAEMNSHEPRE > Deployment , 7£"Deployment”%I|Z B 8 TR,
3. TERTEEWorkload TREHIN LA TS24,
o T{FaE® : MABENSER , XELA helloworld 79f.

o SLPIAZEER

WS : BRmEmEX

2RARSSTKE &
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o #WR: BENX , XELA my-container F3f,

o B : RIESERRERIFHTIER , IXELL helloworld J941,

o 5ENEE ( Service ) : AikfBAAServicelRil , SIE— N SHhEERBMService,
o IRBIBIES | AAENE | XBIEE RN,

o UROBGY - BESHOFIRSIHOERESO,

4. EaFgIEEWorkload,

1518 helloworld IR
EHEFmFRAREE helloworld fRSE.

o EREISE IP 3518 Hello World RS
i. EEEEFTUEIERARSS > Service , 7£"Service"FIRERFRINIFEAEA helloworld AIARS , # AhelloworldiRSHIFIBR.

2. TENSE SN S ESEIP IR SZIROSEI51A nginx ARSS |
o EZIRSSEFRiAE Hello World BRSS
EENNEMRS SRS ST EEET RS EFRAIE.

N Hello World JR$Z2ERIBRANGINTT,
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B5Cf5lkikWordPress

BIREHAYE: 2024-10-17 17:10:00

WordPress 2 PHP {55 AMNIEREFE. FAFPTLESS PHP f1 MySQL BUEERRS LRKETE IR, , thal L3R
WordPress H{E— A BEIRRFHREA.

AR EENBIMAFER tutum/wordpress $EEREIE—MNMAFHAAR WordPress R,

IR SUEEESLAIMRAY WordPress {REENIKER | ZREPEET WordPress FrERIEITINE |, EIENENCIZERRSENA |, (BfEH
EASL{IRRAY WordPress RESRIEEUIRRISAWEE | B ERBEERN MySQL BiiF BN =SmMEXEIERE CDB SKRFEAE
1. FI555% (#/H CDB i WordPress, 1EEIZE WordPress [RSS A , BWATHRE:

s M ERERMEXKF., BXRUEIEIZBNSSMEXKF , B [EMRE] EESEXEE BN SMEXKF.
o P EIRIFRISEE. BXRUTEIREHINFEER S0 et .

ElEE WordPress 55
1. &R TKE =58,
2. AEAENSHEPRISREE | BEeRipIRMA— N EEFID/BHR.
3. FEEERYTUE |, IR TAERE > Deployment , #EDeployment%!| 2= B Tk,
4. TE"$iEWorkload T , IRIELIRER , RETIEREEAER,
5. HGEE.
o B MNGITEENEMR , AL wordpress 7l
o % :1ES tutum/wordpress .,
o A& (Tag) : E latest,
6. IR EIHENZE ( Service ) . WikEMService , ¥ARBRROFRBITOLMRE 180 .

RSN 2ERTERNET ANEREREME | FIHRZEHIE30000-32768ikK 0 , BNET RS HNSRRSTAFEREA. 1#F
B2l BRkSTEERE.

7. B 8lE Workload, 5Eh% WordPress JRSSHIBIEE.

HtiEIRF ARARE.

15i8) WordPress RSS

WS : BRmEmEX 5528 T #5841
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RMELITARGE WordPress ARSS.
o BT REIIE IPSISE WordPress ijSS. BREIRSUEMIRSERES REIVE IPAIREIYEID,

o SERFANEMRSEERIUEREBIRSSRIEE.

BN WordPress BRSSESHIZMIAIIITA,

ERHRUEAY , TEESME LI,

WS : BRmEmEX
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{FFACDBAYwordpress

B EAYE: 2024-10-17 17:10:00

TEEASCINR WordPress sRfFIsREA 1/ ME T a6 WordPress RS, BASCHiIRR WordPress HISIE R EZIE— N S88E1TH
MySQL g+ , BAXFNEETLARERDS) , (BEhFEE—NMAIR  iIRJEEEMREEL |, UREFIFEENX GBS ESE.

AXEEENBNEZE MySQL BUERE | ©ISEL/BRENEIRREEFE. BIER =EUEECDB LI KA T E.
R - EeUEE(FER CDB B9 WordPress RSB 281, B /iifia:

s M ERERMEXKF. BXRUALIZBNSSMEXIKF , B THRH B5AXERIMEREMEXKF.
o — M EEIFRIERE. BXRUTCIRERINFMES S0 s .

613 WordPress g5
$—% : fI@E=EUERE CDB
1. BRIERELHE .

2. AFFABMLETIZRTTAIID/BRR (40 1 vpC-Xxxxx ) ,

3. EFVENRIFIBIN | IEEREEEE R TR MySQL , SaEAERDn.

4. ERWLECE | FeRRTISTRE. BEXFEBSN #EEMYSQL.
5. WISERT MySQL #HIE MySQL SEFIZIZR.
6. ¥14aft MySQL L. BEAN BRI 71 Ta0HIa.

7. EEEVIABRSE , AR REIETH RIS,

o

STRFFHRFER | 158 MySQL SUREESTIIOFTER.

o

FERXNEHR | RERBX/NSHUE , FARR.

[e]

BENXRO : #iEEREmE , BA% 3306,

o

rootMKFEEFS : FrelEAY MySQL EiREERIFFEEIAA root , EAEFESRIREILL root IKFAYZETS.

o

WIAEEES | BRBNER,

WS : BRmEmEX 5530 T 584
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8. Bfr MySQL SLAIRPIRSZE A BT | BRI,
£ : eIE{EH CDB 19 WordPress RS
1. R TKE #=HA.
2. BERAMISHZRRSREE | BEERHIRTT— MEEFID/BR,
3. fESRBFIUE | ETFRE > Deployment , 7£DeploymentlZR B S EHTEE.
4. 1E"FrEWorkload"TH , HRIELIRER , RETFRBENES.
5. RIGEE.
o B MNEITERSENER , ALl wordpress i,
o & : 5 wordpress .

o [R& (Tag) : iEE latest,

6. BHE{TRS MBRRRKIE  MRHTRSIERD , SENRTE TMEEE. RES
WORDPRESS_DB_HOST = =#fEEE MySQL Attt
WORDPRESS_DB_PASSWORD = ¥J#A{tAHES IS

7. REWRAMES. BERROMRSHOZBIRE80.

BesiRSS (TKE)

IR REEEHNR 2 ERTERNET RNERERME | FERRERIE 30000-32768 in , BNETgERHNERRSTEE

B, #Eel BRRSTeAKE.
8. B BllE Workload, 52m% WordPress JRSSHIBIEE.
TR HEIREAEOANRE.

15i8) WordPress RSS

RE=F75=i51a WordPress RS,

o BT REISME IPKEiIE) WordPress fRSS, BRERRSUENRSEREE RHIYE P MhidsE D,

WRFRE - BRmERMEX
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o @i R 515 WordPress fRSS. ERBIRSIEHSEMNSIES , SEHREISME , 53HTCP/UDP , HERIMAIGEIIEID , S5
EEAERSS.

o SHANEMRSEERUUEREBIRSBMRIDE.

HAN WordPress IRSSESHIZIANITA,

ERRRIERN , TEE FHENR-.

WS : BRmEmEX 5832 TW #£584T



S BRASTCE ARG (TKE)

FFiEE
SREE
EERFhIA

BITE AT aE: 2024-10-17 17:10:00

ERHEAER

BRSBTS ARNES , DABETATRSSE. RGBSR, FALMEER RN,
LSO

TKE REFESER Kubernetes ££8% , 8L TAWG :
* Master : BT E&EEHNEERT N,

* Etcd : REFBNERHIVRSER.

LSSt

TKE SERMER S L AT

. CVM e

. WSTEBESEE (Master, Etcd RAIFIFEAENER )

ITAREMR ST

BN

TKE B AE IRt ER 2B E AR Master JRI7ZEEL, EFRZED , Kubernetes £E¥f Master # Etcd iSSP EEEWER
CVM L, %488 Kubernetes EEEHIFTE EIEFUEENUR,

==

o IZIE(UERHTF Kubernetes 1.10.x LA ERRAN,
o iZIEIF , Kubernetes ££E£AY Master #] Etcd BELEVINEE R IFZLE,

REHERIERK | EFEESINE. VEAERESE .
SRR #iY Master IS BT REE

291005 81%16GB SSDE SR 38lE

WS : BRmEmEX 5833 T 584
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SRS #iY Master T EfiS FESIVERIE =1
#3500 16#%32GB SSDERSi# 38
Master MIEPRHI5EE

NTIREERRSHS T BUFIRSER RS | R EEENAT | IRELITIRS :
¢ Master&Etcd BTRERE/DEEIS,
e Master&Etcd Bt E4Z NI EAINE,

* Master&Etcd Tris® SSD BIF ARG,

RS

AT RIEEERASEY | IRREFERIIRENEE | AHIIBU TN

o MIEREE , BAEMIPR Master TR T HE Kubernetes iz{TAIZOEM.

o JRTEEERT | IBAEEH Master OEHIEESEHL,

o JRITEEERT | IEARIEN/MBRERF BRI ORI,

o JRUEPER , BARER/MBR Master TRAVBRIERH (FRRER. crt, key).
o JEDEBERT , BAEEBEHAT TR docker bR,

o IFLBERT , BABERHTTRIRERF kernel, nfs-utils FHEXAEM.

53R

BesiRSS ( TKE

o 1ZMAMH : kube-APIserver , kube-scheduler , kube-controller-manager , tke-tools , systemd , cluster-contrainer-

agent,
o ZMBHFELESE] | kube-APlserver 24{ , kube-scheduler 24§ , kube-controller-manager £%4,

o EFINEIOEIRE (E4EEARRTF ) : hpa endpoint , master service account , kube-dns , auto-scaler , master cluster

role , master cluster role binding.

SERFERIRE
- olpsER
L

o iSRS

WRFRE - BRmERMEX
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° TFHREEE

e CVM HRREERFMIES
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R EanEHA

BIREHAYE: 2024-10-17 17:10:00

SRFE AP

W& 1588

ellfees SEIFAOIE |, [EERBRRIR.

s EHITREETE |, M REERTRT.
=17 SEIERIET.

FHéke FHREREP.

e SERFTEMIRR .

FE EHTEAERE | IHRNBRIEE.

WiBE . BEERESET Kubernetes BAFARNIRS. WIREEEARERSTEIEE CLB, CBS 2% IAAS BiR , MEABEE(MFH
CLB #1 CBS , 157 TKE =4I& eI MAY Service F PersistentVolumeClaim X452, fNERERTE CLB =44 Hhiks CLB sE 1T
CBS 1=HI&a kR CBS , BESIRSSEFHHEIFEHAY CLB 70 CBS,

WS : BRmEmEX 5536 T #5841
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elfES=Sy e
RITEFATE: 2024-10-17 17:10:00

BIEm=

BURRERRTRY | SHFMIETIRSEMENERIMIET R |, BB R C AN T RS SR ENEEFIIET <.
MBI ERET.

EMER G AR
. SRR RS SR, R S R AT,

o BRICHFRIEEAIERERFEXNAN : CentOS > CentOS ERIBENHER.

EET R
REEHER
1. B5 TKE =458,

2. EEMSAES |, BEERE  HNSRFEIE T,

3. ESEEERR TR,
4. REEBHIELRER  BET—H.

o SEHER  HECIBMSERNEZR. TBI601MFH.

o

CPUZEHS : iRIEFREIRERI RIS,

o

Kubernetes Jfg4s : i%#% Kubernetes 7z,

[e]

EEEE IP 58 | $2(HIPVARIIPVA/IPVEIA%

o

EfTHIEE : 12(tdockerfcontainerd SR,

o

Pt - i EHRIEFTE IR U ESRERIARME, ATITEEER | 28 TERE,

o

RN | MIEHNNEREIE | BrRILAKETE FEMEME,

WS : BRmEmEX
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o FEERIBREMY | EIRARRNEEL
o HEENL : NERNREDETAIMEHISTEIAY IP il , BT RPodEiE EIRFISEE M Service$E LR,
o BMERGE : EFRERS.
o SEEHNR : QIEERHIVIEXER. ZERIEENME SFEHER @,
o BHRE :
» ALFFR"ipvsE  iERFBEBASHERE , ERT AR TRHERIERTRE.
= ALURINIRE" | ATKESRBEERS | SENEIENRIRSIE IR RERITRES.
» BENSH  EEETENSHCRECERER.
prizz ki
1 SEENE b | BRI AL,
FESHERUT :
o Master : Master FIEIE T ERE T ISERAIEIER.

© Node : Node EeERRERHZITIRSEIEERN IR, SRR ERNUERIRSSEEFN Node Tom | thRTLATESRRFCIE
SeRd/E BRI Node T,

o Master&EtcdiflB : {RIBUITFEK , ER=IRESEE.

AKX : SeLARRIEEZ N T AXERBERY Master &, Etcd , (RIESEEFESRIRT A%,

» FRANLE ST LARRNER SN FRIVEIREEESAY Master 5% Etcd |, (RIFSEEF RS,

o HBY AT CPU 4ZAEY , BINEIRSRIESE SLOIREMEA,

» RG#R  RAAAHEERS0G" |, S L RIESERTEE.

= HAEE : Master f Etcd RARENEPEEMLA , MATRELHIER | BoLIWEEBERNI=E.,
= ANEE  ESERBANIP , REBHELKM IP,

« B IRE>=34.

o Node#fl& : &4 "Node" i%£#%/5 "ZRIELE" B , Alik. EHLUEFEBINRIRSHRIEN Node T, RJLITESEI SRS BR

WS : BRmEmEX 5538 T #5841



X BIHSTCE ZEEARSS (TKE

AR : S EMERS N BEXEPEEM Master 8 Node B, (RIFERFESHET B,

TR : BRI LR IEFES AN FRARIREIE2H) Master 5 Node T3 , (RIESEEFE SR A,

NE : MEUKEHRSE LOIZEEENA,

RGR AR T HFERS50G" , o LIRES SR TR E.
* ¥EER : Node SJLIEMENRIERERELIRR.
» ANEEH | DEDERBANIP , REBHEAW IP,
= HERE>=1A.

2. BET—8  RE=EM.

EE=RSSE
L& "ZENEE + , BESRSBOHRE.

FESHERAT :
o HOESER  BAQIE.
o R RLEEAHXENINE  BTFRETRSHENINEHES, SBAHERSLLERE.
o B RE=HERS.
o REEE : BRERNKEYNED.
o MBEPXEER : HIENREEEEEMN NS, R MENZRERENERARSHASN. FHSE SSH &4,
o EEERER | BaERNEEBETIENEREAE.
* RENE : FHERETFE , KEAMHREFEDDOSYIR, WAFIZRGEENIF,
o nlER  UBRHTE  ARFERTREE. STTHISSEEE | AREMHREENISEER.
. BHRE:
o HENYERE : BFEarIEcELS]
o Hf#fi(cordon) : HUTRE , BAEZHAIPodBERIZT .

2. BET—¥  REHWARERER.

WIS : B emEX %539 1 584
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3. BAE5eRY , BIeJSeRkelEE.

WS : BRmEmEX
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SR B

EIFE#ATIE: 2024-10-17 17:10:00

B MEnS

RIRAESEIIERB T BE. TKE BRERSRUTYT Ba5%
o FRIRI/BIRTIR

o BRI/ AERTIR

* TRHEETR

BIFESM

B&R TKE &HlE&.

BIFLR
FRRIVERTR

ErEs FrET RN TENRMITR , SEREHNFIT &, B BiETR , TREHNFNES.

ETR

BREBMESSEETAIE5]. SIB@EEY , BILUE mENEE RE , BRERRSSE  FINERHITT B85,

BRTR
BINRIEESE BIRT A,

T aEEtR

BesiRSS ( TKE

B CVM EEREEREY TKE EEHERZINEMN T R T B8Es  BTZIRMF TKE SR ERNRETH  FEEERERT

R T REY kubelet #HTEREME | LMELL TKE S8ERANECERIZL.

WS : BRmEmEX
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ERREERT
RITEFATE: 2024-10-17 17:10:00

37—

ERILUEIY Kubernetes é3$47 T B Kubectl NASHEZ st 2515552 TKE &8, ANIYIE S aiEZEERE.

SA iva
RIS
IIRIBIBIE RO | PR Kubect! TRETSR -
O ¢ RIESCIRER | B3P0 v1.8.13 EHALASHER Kubect IR,

e Mac OS X &4t #117LATd54 | $KE Kubectl TH :

curl -LO http://imgcache.finance.cloud.tencent.com:80storage.googleapis.com/kubernetes-release/release/v1.8.13/bin/
darwin/amd64/kubectl

e Linux &%
TS |, $KBY Kubectl TR :

curl -LO http://imgcache.finance.cloud.tencent.com:80storage.googleapis.com/kubernetes-release/release/v1.8.13/bin/I
inux/amd64/kubect|

¢ Windows &%
PUTLAT @S, 3REX Kubectl TH :

curl -LO http://imgcache.finance.cloud.tencent.com:80storage.googleapis.com/kubernetes-release/release/v1.8.13/bin/
windows/amd64/kubectl.exe

EMEL TR
L4 Kubectl TH

1. 2% Installing and Setting up kubectl , &% Kubectl TH,

B8« WMRBBELEE Kubectl TR |, BRIEASE,
2. PUTLATES | I TAUR.

chmod +x ./kubectl
sudo mv ./kubectl /usr/local/bin/kubectl

WS : BRmEmEX 5842 T 584
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3. FUTUAT @< | MIRZRER.

kubectl version

IERHEULITRAER | BIFRRZIRAI.

BesiRSS (TKE)

Client Version: version.Info{Major:"1", Minor:"5", GitVersion:"v1.5.2", GitCommit:"08e099554f3c31f6e6f07b448ab3ed78d
0520507", GitTreeState:"clean”, BuildDate:"2017-01-12T04:57:25Z", GoVersion:"go1.7.4", Compiler:"gc", Platform:"linux/

amd64"}

DS SERLUIEBRER

1. B3 TKE BHIA.

2 (EENSHVER | PSR I\ ERETE TE.

3. BERBIERERID/R , HENIZ SR EERE.

4. EEMSHZS , REEFER  #HNEAXEETH.

5. ' EAER h , BREERRIETH BREIL

6. TR RRFEIE'EOY , EEAFR. ERIERER.
B« ERJLURIESCRRGR K , BREEHIE T2 15 5EF CA IERREFEIAIL,

7. SRR SRR EO S, ZREBEEAL.

o EEINERSAIA : "SMRIIEIHELE" A0 “PAIRIGIRIEAL" (RIFEOME AU TEAECE | BIRT ERAESERHANEN LHIT Kubect! &3

A
Yo

o FRERAMIGIEIAND @ 5 "SMRIGIEE RES "EFE" 5% IRE Kubectl f5< Baithe EEERINNLRMUEHTIE.

o ZREX VPC RISIEIAL @ % "WRIGEMEIE" IREN "BFE"  iEEEFRENR hosts , BT >FEA T, B,

f£ /etc/hosts XHFIEMAMIREIR] IP flig®E, SRIUFNRE , HalISELUTHEHTIRE.

sudo sed -i '$a **IPHiE** **i@Z**' /etc/hosts

STAEESR | BH5% 1RE Kubectl 3¢ BaikhE ERRMIGEIIHENZHITIEE.
RiA . ERRAUATR (BETRERE CBHIMERE)  ANDEBEERAETRAT RIFER.

8. kA,

WRFRE - BRmERMEX

543 0 #£584



S BRASTCE ARG (TKE)

BHEBERERA Kubect! BEER

R Kubect! #EEK , BHAIEBER
WBE - 1ZERERTEIR Kubect! IRIEERF | TEBREEEINEREEREENEE L.

ERTE

Kubect! @S 8=VaN TR

-s " ZISE" --username=FF% --password=23f5 --certificate-authority=IFH&Z

Gl

kubectl get node -s "http://imgcache.finance.cloud.tencent.com:80cls-66668888.ccs.abcd-cloud.com” --username=admin
--password=6666090IB2gHD88882qulIfLMy6666 --certificate-authority=/etc/kubernetes/cluster-ca.crt

B Kubectl BEEEH | KHIEX
RBA  IZTRERTIREIEY Kubect! #2(F&EF , RFBEE—X , MESLHRIAKEIAR.

1. 2L T |, 1B Kubect! BEBEMHHRIERD. IERES.

kubectl config set-credentials default-admin --username=admin --password=6666090I1B2gHD88882qulfLMy6666
kubectl config set-cluster default-cluster --server=http://imgcache.finance.cloud.tencent.com:80cls-66668888.ccs.abcd-
cloud.com --certificate-authority=/etc/kubernetes/cluster-ca.crt

kubectl config set-context default-system --cluster=default-cluster --user=default-admin

kubectl config use-context default-system

2. BEESAkE  HUTLAT®S | 3B node TRIEE.

kubectl get nodes

REULAT™ES | BPRMESRRI.

NAME STATUS AGE
10.0.0.61 Ready 10h

’E Kubectl i5$Baitbe
EETLBHHTUTHS , BB Kubect! RHAE , IREATIEFINE,

source <(kubectl completion bash)
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RN 5
RITEFATE: 2024-10-17 17:10:00

S

BESIRSS TKE ALK Kubernetes hRARIZHEE , EENEIILIIEEXNEITHAY Kubernetes SE8HH1TH R, FRANIFES : ARHIBIER
B. 4 Master F1F4% Node,

FHRIA]

o FHEBTFTAYRE. BFEEHT.

o BEFRERA  BEESH MSESMEERRTS. BEEAER | BOLUBTES | hrLIBTRRR TREREI B EH T2

.

o FHRIGFF : FHREEHAT , WIRSE5SR Master iRAFH: , BRRTTA Node WRATFHE . BRRISIEPAREIIREHITEAERE.

o {73 A TKE BRI Kubernetes iids , R3TIFE S MNRAFR (Hlanl.88hd 1. 10EEARZEL12 ) , BINHERN
Master frAF0] Node iRA—EIRTA BT 4REEH R T—hRA,

o CSI-CFS iEH-A SRR : <F CSI &4+ COS CSIF1 CFS CSI, AE Kubernetes hRANEEIR CSI iRHRAEIUTES: , EIEEY
18 BERARE TKE 1L.14R LA EhRARY , 7FEAESENmEEH%SE CSliEH ( ERAEATINEBELEFERTAY COS #1 CFS =% ) .

o Kubernetes 1.10 # Kubernetes 1.12 hiyANi&RcAY CSI iEEFIRAZ0.3,
o Kubernetes 1.14 RLA FRRANEHECHY CSI #4210,
o HPA 3%/ : 7£ Kubernetes 1.18hzA 281 , HPA shEF5|FBAY deployment I35:AY apiversion BJAER extensions/vlbetal , i

Kubernetes 1.18hAZ f5 , deployment A9 apiversion RE apps/vl , ATRESEERFHNRE] Kubernetes 1.1827J5 , HPA L%,
WIRIGER T HPA THEE | BINEARZAET , T T®< | & HPA X954 apiVersion #J#&%] apps/vl .,

kubectl patch hpa test -p '{"spec":{"scaleTargetRef":{"apiVersion":"apps/v1"}}}’

* Helm RIFRSSKIERL | BNRIFISRAAY Kubernetes BIMRATRAIER , BIEETNATARENNARBIE SE=RRMMA, #iY
EFRERR  EECTREASHENNAIIR | WAESHSNERIRSEE. BLNARSXERAR Kubernetes BIEET , LLAIET
BEREF RN ARIRA. BLNARTREERBXIERAR Kubernetes iEET , LLFNEERFARERT.

¢ Nginx Ingress (R45a&A : extensions/vlbetal #1 networking.k8s.io/vlbetal API kxR Ingress A~7E v1.22 iRANAREFERRME, &

EEBEEEMH Nginx Ingress RURRAATBELLAMIT , FEFHER Kubernetes hiRARE! v1.22 R LA EhRAES , FEAEAEIETEFAZR Nginx Ingress 4H
5.
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BFLR

FHEERRIFNEIEE FH4% Master Kubernetes iRZS #1 F4% Node Kubernetes jR7s,

F4% Master Kubernetes 4~
iREA : BRICSIRHTEER. MNIEEEF Master [RAHAL , B REELERS - 10954 , EIHREEIS AR ERIVEERE,

Master Khigads5/ME4FH4%i5EE

Bal Master AR ESISAIRAFFR (HIRINL.14FKEI1.16 ) . IMRAEFHER ( FISOML.14.3F4KFI1.14.6 , SiEMv1.18.4-tke SHE!
v1.18.4-tke.6) .

iBA :

o HKIRAFHE (HIEN1.127REI1.14)  HEEREBENSH  FEETIMRERIRANEEN 2. FSHAMRE. FEUsl B
ENX kubernetes BHEHEEL

o ZMEATHRE , BERENEENSHSWIRE  THREHNRE.
=W

o FHRED , EFMAITE FHRAAL.

1.7.8hwAs TKE ££8F , MES1ET(A bridge , SEEFFHRASBEMIIERMEEENA cni.

ERTRAS)i% kube-dns 9 core-dns,

B ERRHR BRI AFIE (HIANSTHF ipvs ) |, ZHEEF Master IRAFHHREL.10F1L. 12/ A SHFHTIE,

FENSERFRIG . £ Master JRATEL10ARALLLE , Node FRMRAELSARALLT , PVC THEEE BT H.

F% master FeRkfE , BIERRFHR T RIRAS.

Master FHEHARIE
Master WEFARDHINEE | BIBHHEFR. Master TTRBHFR. FEAEFR.

o FHRRIBEME  BSARRERBRAY | fINERAHSE | LRSTHERSHEAGRE.

e Master TREAHAR : BREHITFIIERE Master FISIRZEE#*H TR , B Master (IENMEEFRFREEH T T —MEERYT
%, TKE &5F kube-apiserver , [FF4% kube-controller-manager #1 kube-scheduler , &EF% kubelet, BARLSERIT :

o EHFTHERL kube-apiserver H{FEHE Pod XIRIAY yaml SXIHAE.

o IGELAET kube-apiserver pod 2&#EE , kubernetes IRAZBIER.

WS : BRmEmEX 5546 T 5841



S BRASTCE ARG (TKE)

o [ , RFH kube-controller-manager 1 kube-scheduler,
o Ft& kubelet , FEEFE Master TRZER ready.
* FHUSERME
o REFEFREEMIMEM , 4N kube-proxy ( FHISEIRNEFRRE/I on delete ) . cluster-autoscaler A4,
o HUTLEEMRIBEHMBERAGREIHEE | BHIRSHESHAGRE.
Master AZUIR(EL TR
1. SRBHRMSEHE | BEANSH=TRY K.
2 ESEFEIETR | EEAMTETHRERHR(ESRF K Master Kuberneteshiids |, HEAFH Rk MasterT.
3. (FRISEEARRAE | BEREHEH S —_ DRRARER.
4. BET—¥ , HEAFRIRENME.
5. IEEFHRBIRAE | BT  SERTR.
6. RIS B U NAYSERRN S BB THHE.

4% 53 Kubernetes ki~
£8% Master Kubernetes WRAFHRSERIE , SEEFFIRTUG BNZER TS A o AR,

i3 i
o FHEED , EEETEFHRA,
* 3% Node TREhFisfToHAT , ATHTFHRIBIE,

EERRG
FHR 152 Kubernetes hiRASZHF ERERENTHR 1 [RHLRANTHR ARG, ERRHEEE

o ERRHMAR  RAEEDTRNAXARTRRE. (CHFARATE , fla01.108JHKZEL12,
o [RMREIAR | [RIAELE , (V& Kubelet, kube-proxy £,

ERRA TR
ETERNTRARRBRAARNLN , B—RERSMN— I TRE TR , RESAT SRR ST T REIF R,

o FHEAMEE : TR Pod #HTIRZEAIAVIGE. BARIARAMGETUIT

° FIHZTIRATE TIFRER Pod MM, HRZETRE , HILFRHEE Pod HEZH0 , NEEREY , FEEHITHER.
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o LITRGHEHIETIEREISHRZE
= [7-lb-controller
= cbs-provisioner
= hpa-metrics-server
= service-controller

= cluster-autoscaler

IXZ Pod : BT RINCATTEE | BERESEMRT < LA Pod.

BHTR ST RNEEFBRR. P BRHTEANBETIE , AMbRT mEsr+ha Node SEf , FTLATIRAY label, taint &8
MEEREIERER.

EEDR  EETRIRERS | HERIEIIRAE kubelet,

o AEHE  ETRER ready , EAEATREERN , FOEXSRIATA Pod LLHIRSETRAE.

BRI RIR/ES® ( Node Kubernetes R4S )

1. BREHRRSEHG | BFRANSAV=PR £8F.

2 ESEIETEIE , TR THREEHR(FTIRFRIIR Kuberneteshfid | BEAFHK TS <ITH.

3. IEEFER RS A ERRAR.

4 (FRBESHRIANG  RERCHEFRR DRIASR , HFREET—H.

5. AN RIEERSRY | EEAMREEARNT S , BET—,

6. EAREELSEY  REHWATREE , BESSHREIRI AT,

1. BEETRIREE . BEERETRFARTHR.

Rt RHTIRE
PREMFRRFBRDTFTRNILR , B—REARESN— M ERETAR , RELARATRIRRINA ST I TR, SEiERN
™:

o BIHERT  BIEMEST R LR kubelet §1 kube-proxy 814,

o FREHRE : METRER ready , HEEZSRIATA Pod LLHIREBIHKE.

[RtREF RIS R

WS : BRmEmEX 5548 T 5841



O BASTCE

1. ERBRRSEGE | EEAMSHI=HE9 £,

2. EEEETENE , ST THREEHRFTIRFRIIR Kuberneteshids | HEAFHK TS <NH.

3. IEFEFR AR RIAR B R AR

4 (FRNESHRIANG  RERCHEFRAR DRIASR , HFRET—H.

5. BB RIEERSRY | EEAMREEARNT S , BET—,

6. AFHRECELS TS |, MBI RETeREI R FHATHR.

7. BELRITRHE , EEMETRTTRTTHK.

WS : BRmEmEX
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SRR AIPVS

BIREHAYE: 2024-10-17 17:10:00

BIEm=

BIABRT , Kube-proxy {85 iptables SRR Service F| Pod Z[AMITaESE. TKE STRFREFEET IPVS KA REF LI R
. FH= IPVS ERTANURSER: | AlREEFRIATY BIEAIERE.

ES=E AT

o AINBEECIRERITR G ITNFEERIEK.

* IPVS FES 2R ER , ENAEFNENEERA IPVS 7 Iptables JBF.
o SHTTR IPVS FARIKHL

o IPVS {X5t%T Kubernetes 1.108% LA FERARY TKE EEB¥AERY,

=i
BMELPER
1. ZF TKE =HI8.
2. 2EOIEER , ERBHSRIIET | 1§ "Kuberneteshi A" i B AET1.1089 Kubernetes iRA , HEBERHKIRE , FEipvs 3T,

3. IRRTUHEIRTE SR | FohliSRRTAIRIR.
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SHERGPURE

BIFEAYE: 2024-10-17 17:10:00

37—

MRERNSFEHTRESFS. SUETESnS | BILUERERIRSSHF GPU 1088 , BT8R LIRS BN ERIERER GPU &s5.
INFEEAEF GPU Ih8E , EEEALUERN GPU CVM iR,

[ER GPU BEBLITRMS
o TEEERFFININ GPU T

o ¥ GPU =fiRESE:

o AINEHR GPU =iRSSE:
* B GPU IRSBHIEEE

o EidiEHIanI e

o @Y Kubect! f5< 82

i~

BER TKE ZHl8.

FEEIN

{RIEEEEE Kubernetes hiRAAKTF1.8.* 89 , St#F#FF GPU &R,

* BI|WZIBAHZ GPU , BNBTIALUER—INHEA GPU, TiEEK GPU B—/I\EB5.

EINEECFAMERESRER GPU I8k,

BIFSE

ESFHFTHIM GPU TR
TR0 GPU T3l PR -

° F#E GPU =fR55ES

* HINEA GPU =fRS=S
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¥ GPU =fRS5E8
L FEEMSH= , BESEF , BN SEEETUE.
2. ERECE GPU mRSEHMEEHTH , BEFETR.

3. TR SEIREY A |, SSEFIRIS S "GPUNIAY" | Hi%kiE GPU i EBUAISLAISEEL,

4. IR INER LRI | TRk,
T "=ENEE" B, TKE KB EMRIESEAINELUH1T GPU MUIRENLEZIRME | BT mR ORISR,
HRINEA GPU =fRsBeE
1 EEMSHES |, BEEEE , N\ SRFETE T,
2. EREFINEH GPU =iRSH/IEEHMTH , REFINERTR.

3. 'SR RNE , AEEAR GPU TR, BET—.

4. FIRNERTNEERE | SRR,
T "=ENERE" BT, TKE SEMNRIEIEEINEIRTT GPU RIRMTEENIRRE | BB OEMRE.

el GPU [RSsHi%es
BIE GPU FRSSIVSRELATFMITIE |

o BEEHESNeE

o BIIRIAE Kubectl @SBl

EdEHAaS R

L EEMSHES |, REEE, B\ SRS .

2. AEFRELIE Workload RISEEFID/BFR | NSO Workload AUSSEFETE .

3.7 "TRRE" T , (ERUEHEE Workload 28! | EAXIRIAVEETRE. Flan , iEFIT{EHRE > DaemonSet , #A DaemonSet {S281T
18
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4. AR |, WN"FiEWorkload "TUME.

5. IRIENEER , RETFRHE. wRTEFHER. FE "GPURE]" & , iRE GPU [RHIRIEE.

6. s alEWorkload , FERLEIEE.

BRI FER, Kubect! f<$ailEE
SR LB M L Kubect! f5<8I , & YAML 32470 GPU =ER,

WS : BRmEmEX

BesiRSS (TKE)
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CVMZAE=RERE M LS

BIREHAYE: 2024-10-17 17:10:00
SR EREMERERNEAREN. BYIREERMNEINEEEMET LRI EEFHIM SRS .

o SREFMILR | NERENENDEET RMESHEIBTEIRAY IP it , eI LUSEAB SR FMATEENT RAMNE. BESFAEMEN
NEATSE FABRNEIFR .

o BEENIL : NERFNMNB SRS EESSEMEHISTE NG IP sl , ETLIEEN = ATAEMERIEASEMNLE | IRIBSIERNER MRS
HEN LR, BHOEEZAN CIDR BRAT kubernetes service ; tBA]LURIRIGERIIE N mipod#E LIR , BEiNERNE
BERESHEDE—MEI/NINERATIZENSES Pod #Y IP HBHE,

SRR SR EMBHIIRR

o ERMEIIBRMEMBR A EES.

* F— VPCH , FEEHNSHMEMRIEES,

o BHRMEI VPC IRHEER , MTESHNENER,

SHMESENZSMERAMTRIRERS

* EHNASRSARZAEE.

s KHRNBRSTREZEERE.

o HEHNAEIES =1FM% Redis. =EUEE Memcached E5&RER— VPC THMEIE.

o RERMEHEHEERE,

o REBMSEHEERE,

* REFHRERHS IDC HE.

SRR

o 7588 CIDR : £8¥/ Sevice, Pod E&RFTEMER.

* Services #& LBR/EEF | IREDECLS Sevice Y CIDR A/,

BEEMRSS TKE EEREBUALIZE3 Sevice : kubernetes, hpa-metrics-serviceube-dns , kube-dns , FIEHAG 24N iEHEUEFIRZE
£, EBAELEBRYServices #2 FIR/EEER serviceMax - 5,

* Pod & EFR/Node : IREDELE Node A9 CIDR BIK/N,
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o

& I

BEo AR - MRS, I EttAIRSibit , Eitb Node &KAJ Pod #1H = podMax - 3,

WRFRE - BRmERMEX

AR5 (TKE)

SERARSS TKE SSR¥BALIZE 2 kube-dns Y Pod F114™ 17-Ib-controller f Pod, X3F— Node £HJ Pod , =/ MbIEARRE
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IR B FEIE SRR EE

BIFEAYE: 2024-10-17 17:10:00

37—

XFFiER ( Peering Connection ) 2—FfATHE. BRENZ LRFEERS  ILUTE= LRIKIRESHEE. SLIBE XSRS
EEAE VPC THBEREE. XTTRIINEERE , BOLSE SIENSEE.

o ANHELIBRIZERACHRIITRAG. XTIU@eRERF  BHLISE SRR HTEIE.
o BSHRNSERANIIEY , FIERERE. ENSEEEYEAM , SHEREARHERR. CVM Z24H, FR ACL WigE
REHER.

o BGOSR GERISRER. EREERASREE BRI IREA.

BFLR
e 2

1. BRTKE =58,
2. EEMSAEF |, BEHRE  HEN SRS T,

3. RERERERMISERREIBEEFID/BR , HNIZERHNSERE. fla0, A A SEREETE.

4. EEMSHES |, EEFEEFER  HNEAEE .
5. 1ER "BAER" o "BasM" HIRERAIHER.

6. EEHT |3 - £S5 | ICRB— M EH B MBI AT,
g0 , iICR B SR AR MBHIMERANES.

[T Jiz:=iE
L. {REEMEEFIE.
2. EEMSHES , BEFR, HEN"F/ TTHE.

3. BEEERARIEE FMAIKIKES B,

WS : BRmEmEX 5856 T 5841
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4. FEXRIRIRFRAEASENE , BERIERRHRE.

5. FESRHAURIBERHE O , REEHES. TESHERWT

o BV : BN B SERFAIRAIMER.
o T—HkRE | IR NEHER,
o T : EEEVANIFEE.
6. REEIE , TAARIRHRAIRE.
7. EEHT £R2 - £E]6 , TR REHARNEE.

FRER
BEZATLGE , FBRNBRTHESE WREHRENRE,

1 BREH ANBIR , FEER A NSRTIHRER B ISR,

2. SRERF B UBRS , FHESRT B (ORSPINER A NERR.

WS : BRmEmEX

BesiRSS (TKE)
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IR B HIE SRR EE

BIFEAYE: 2024-10-17 17:10:00

37—

BaRSS (TKE)

XFFER ( Peering Connection ) 2—FAHE. BRENZ LHREERS , JLUTEENZEMEX CRISIRBEME, KT

MXEER  BELISE QIENEER. SRS EEHES IR RS R,

o ANHELICRIZERACHRIITRAG. XTIU@eRERF  BHLISE SRR HTEIE.

o IBESHRNESIEEMINEY , FHARER. ENSEEETAON  BHIEEFSRERRN. (VM 24, 7/ ACLNIRER

BHRR.

EMELS R

RERNESESE

1. B3 TKE 248,

2. EEMSHES , BEEEE, N\ SHFEE TE.

3. BEFREREEMS A RS EBAVEETID/BR , HNIZERNSENE,
4. EENSHES  EEREXMER , HN'EAER TH.

5. 1CR "BEAMSE" th "FREMEEL . "R 1 B iER.

6. EEHT £B,3 - LS | iICRB—IERDR FEHE . "TRMNE" f "BiENE" BER.

B, TR 0 SREMNET BER.
[ fiz:=2E
L I EAEMEEHE.
2. EEMSAVES , BEXEERE , HANSEREERE , FHCRYSERNID/ER.
3. EEMSH=F , BEFR , HN"FR EERE.

4. BENFER N RIEE FRAIREXIEEZR.

5. FEXRBXERHIZRAY BOAIFIE TUE |, B REER RS,

WRFRE - BRmERMEX

g0 , iR B SERFR=ER "FTAEHE
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6. fESRHRY FIRIA " BOY® , REBHERE. TESHERWT
o HR%% : BN B SREFERSIIMER.
o THEKE %R NEERE.
o T—Bt : BEEEIANNFEE.

7. B [81R2] | e ANinisERECE.

8. EEHUT £B3 - LT , TRNIREEHARNEE.

FHAGR
BEZEHULIERE , BENERDEESF IDELREREF.
1. SREH ANBRR , FEERF A SRTINREERF B IBSRR.

2. SRERF B UBRR | FHESET B OBSRPINAEE A AR,

WS : BRmEmEX

BesiRSS (TKE)
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IREREEHSIDCEE
RITEFATE: 2024-10-17 17:10:00

BIEm=

BRSSP IDC EEEERBSFMAR | €4F IPsec VPN,
o RXHELCEIBERFHTRIT A, XTSRS | SILIS% SR HITEIR.

« FSCRREBIRSHTER VPC A IDC YUSDIEITSAE VPN fnkis, BEEREE , GTUSE VPN &
H,
L g it
s
BEELSHEE

1. &% RIBYELSYE , RIBYELE,

3. 2% SlETARX | BIETERK.

4. WIFA#ET <5 IDC Hil.

BA - HUTLCERAT | IBRIESR =5 IDC B , ibEd.

5. /fEEEIIE , appID , &&F ID , vpcID , &KX ID 8 | BRRIZHTZIMHhENEC S TBEREMNE,

6. 1R IDC (ERIROMNEEL | R F .

o % IDC fEFAAYR BGP thill , FRMEREHIGBEIEL.

o HRHEfbINY , FE IDC NEEILIAERMER T—HIRHBEIEEMX,

7. WIERES55 IDC B,

B VPN 5518
ELE SPD $EHE

1. ERFEMEEHSE.
2. EEMSHES , BEVPNEERE > VPNIEE , VPN Bi& S1EmmE.

3. B FRERE SPD REERIAIR VPN EIERY ID/&FR.

WRFRE - BRmERMEX

BaRSS (TKE)

EREENELL
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4. 7£ VPN BIEANFETM , padSPDIREET= T HRIE | RIS ESMER.

6. EEHIT £&3 - £ES |, BLEXTiw VPN 1BiER SPD %L,

RIS RERIER
wBE . — P FMRBEHE—NRAR  EXRRSMRER | BERERARE— M PEEER.

L FAEMSHES , BEREER  #AREREERE.

2. #EF IRERMEERAERE B REBERFAEE NECERIIRME | REZIRARAY ID/ATR | HNRBRIFBERE.
3. BATHHTIMERERSRRE | [BINEEEMER.

4. EEERECFRITNE | Al TR, KEXFHUAERIFI.

5. BEHIT B2 - R4, EERIERIRE L , BB ERMEXESRMEMER.

FUHAER
BRNR A LAER.

BRRES VPN Win FHELLNEIR.

BiBE . tNE= LRSS IDC HIEIEN [Psec VPN HiE , TEEERE SPDESIERHEZE.
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RERCE
RRCEEIL

RITEHHYE): 2024-10-17 17:10:00

R CEEMIA

RECERTEI Docker $515: , Docker HGATEHEREEIRS , BNEEEEERME—RR (REE0 Registry il +REEBFR+5H&
Tag) .

TRiRRE

BERRRESISAHREMAFTARTRE.

{SEFFEED

o HECEENEF

* MR ERECRE

WS : BRmEmEX 5862 TN #£584T
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RECEEAYE

BIREHAYE: 2024-10-17 17:10:00

37—

BesiRSS (TKE)

RIEBERTFI Docker 35 , Docker IRERATHERHRRS B MEEEENE—RR (&R Registry #lE +RZEEFR+R&

Tag) . &S Docker Hub B BGMBFAAERER.

BIFLR

FERGCE
A . BRERRGEENRR  FECTERGERE.

1. BRTKE 5418,
2. IERAMSHERNEEROE > BISG.

3. IRIELA MR NESEX E B RRETFHEHI TR,

o FFS  BARLRIAFNKS | REEREIZFADocker RECENSH.

o HY : REBERIITTFS Docker RECEMEIL.

ol el

L ERAMSHI=hIOREGERE > RAORER , HN RIORE TTE.

2. BRI NET | SEeRTSENEH REiE.

3. G RTREOT , MAGET SRR,

A . RTARREEE— , EEFEERNGRTARREREMBFER | BELHMERRETARR.

R

L SEFENSH=RNRSCE > BOER BN HOVSEK TE.

2. E'RGEEGNE | RERGSIRRT LSRR,

WRFRE - BRmERMEX
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3. MANRGEIRNEL | AR,
A RTEATOLSHRRSG  BREEZAIFAANREBIMIAIRL , A3LL tkefiletest 796,

HEXREIRGORE
ERIBER=SMER registry

1. ERRERL TS HRIEXERFHIT , EREBNSESREX registry,

$ sudo docker login --username=[username] ccr.finance.cloud.tencent.com

username : BIl=EMEXKS , FRERTEIEM.
2. M NBRE R R5H.

i
HRIEA TR E RGBS PRIBRXESHIT . LERE.

$ sudo docker tag [Imageld] ccr.finance.cloud.tencent.com/[namespace]/[ImageName]:E{&irAS]
$ sudo docker push ccr.finance.cloud.tencent.com/[namespace]/[ImageName]:(B&iRAS]

* Imageld fIBEREAS : RIESEREERIFR.

* namespace : FHER G CEMESHNHETE.

» ImageName : 7Ei=H S EIEAYREREZTR,

THEK

L PTUTHLSERIIREGCE  FRNEHERECETERENED.

$ sudo docker login --username=[username] ccr.finance.cloud.tencent.com

2. Bt SHRIEXRERFHIT . THERE.

$ sudo docker pull ccr.finance.cloud.tencent.com/[namespace]/[ImageName]:E &R A S]

HERER&
L SEENSH=RNRSCE > BOBRK  HNHOSE TE.
2. IR RS A T AN NER,

3. s MBR RGO E B0 |, RERER T RS TERE.

WS : BRmEmEX

BesiRSS ( TKE
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BA : NRFBEMPREEAIRENRE , TIABSREREER BN RERATERE | REREEEXI NIRRT TR ECE.
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WITEENEREECE

SIS AT A: 2024-10-17 17:10:00
AN BAaEIE Docker Compose 1B —NMEERY registry /5, {#F3 DockerHub B %4 |, registry $R5RA

79 registry:2.5.0 , Nginx {B&RA7 nginx1.11.5 , XEFENE registry IMERIEZENER , EFEERIEWAER registry IRSSERAE
ERISFEFIRAY Harbor,

registry #hiA

registry /& Docker B95557F76ERSS , DockerHub LAY registry S{&I Registry E/5%& , ESIFMERIERZE GitHub BERES

°

1852 regqistry
L. 7EARS588 HHUTAT RS2 Docker , IKEVHEMMASBER (Ubuntu Server 14.04.1 LTS 64117 ) g OlEiRssss,

curl -fsSL http://imgcache.finance.cloud.tencent.com:80get.docker.com/ | sh

2. 4% Docker Compose,
Docker Compose E—MENRIE(TE 4 Docker BT A,

{5 Docker Compose RFEBEE—NMEEENXHHFENZA Docker Beg , BIEA—KmIEE 1 A=8E5 , Docker Compose L@
TS RAENERIRR | REEINFEFTEX IS, BX Docker Compose #IFiEHE GitHub THE,

curl -L http://imgcache.finance.cloud.tencent.com:80github.com/docker/compose/releases/download/1.8.0/docker-co
mpose-$(uname -s)-$(uname -m) > /usr/local/bin/docker-compose
chmod a+x /usr/local/bin/docker-compose

3. [B5 registry fRSS , WHIFELS Nginx F registry ISR | RN E N HES MR,

docker-compose up -d
o {ZILARSS.
docker-compose stop

o EFEMRS.

docker-compose restart
o TERRS.

docker-compose down
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TRIRETE(E
HEm®

BesiRSS (TKE)

1. B8R registry fRSE{FER HTTP Y , ATLA Docker BEIESHEEELE --insecure-registry localhost &I , &

4 /etc/default/docker 3ZEA0TF -

DOCKER_OPTS="--insecure-registry localhost"

2. &3 Docker,

service docker restart

3. FIEY E1E451& docker pull ; docker tag ; docker push ( tag ZRIAJ latest ),

docker pull hello-world
docker tag hello-world localhost/library/hello-world
docker push localhost/library/hello-world

THEBR

docker pull localhost/library/hello-world

s

docker rmi localhost/library/hello-world

SRR
HRBR OB

# curl http://imgcache.finance.cloud.tencent.com:80localhost/v2/_catalog
{"repositories":["library/hello-world"]}

REEEERAYELHAT

# curl http://imgcache.finance.cloud.tencent.com:80localhost/v2/_catalog
{"repositories":[]}

FRENGE(S: tag PR

# curl -X GET http://imgcache.finance.cloud.tencent.com:80localhost/v2/library/hello-world/tags/list

{"name":"library/hello-world","tags":["latest"]}

WS : BRmEmEX
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A& manifests (S8

# curl -H "Accept: application/vnd.docker.distribution.manifest.v2+json" -X GET http://imgcache.finance.cloud.tencent.co
m:80localhost/v2/library/hello-world/manifests/latest

{

"schemaVersion": 2,

"mediaType": "application/vnd.docker.distribution.manifest.v2+json",

"config": {

"mediaType": "application/vnd.docker.containerimage.vl+json",

"size": 1473,

"digest": "sha256:c54a2cc56cbb2f04003c1cd4507e118af7c0d340fe7e2720f70976c4b75237dc"
12

"layers": [

{

"mediaType": "application/vnd.docker.image.rootfs.diff.tar.gzip",

"size": 974,

"digest": "sha256:c04b14da8d1441880ed3fe6106fb2cc6falc9661846ac0266b8a5ec8edf37b7c"
}

]

}

Hrh ¢54a2cc56cbb2f04003c1cd4507e118af7c0d340fe7e2720f70976c4b75237dc BJ9#iT docker images BT @AY IMAGE ID,
layers R THEEHNERXR , IJLUET layers #9719 digest SRHAEN blob , #I1EM FEIRENEE blob,

IRENEE (% blob
£ EEFREX hello-world:latest =&Y manifests (SEFRE— layer , LA ABISRIRBAINAEREN = blob, HIEVAIZEER ERIRENAY
blob 53714 sha256 2—5. HWT docker pull LR ERERSREENIREAY manifests (S8 , FFAEY blob,

# curl -s -X GET http://imgcache.finance.cloud.tencent.com:80localhost/v2/library/hello-world/blobs/sha256:c04b14da8d1
441880ed3fe6106fb2cc6falc9661846ac0266b8a5ec8edf37b7c -o hello-world.blob

# s -I hello-world.blob

-rw-r--r-- 1 root root 974 Nov 23 09:56 hello-world.blob

# sha256sum hello-world.blob

c04b14da8d1441880ed3fe6106fb2cc6falc9661846ac0266b8a5ec8edf37b7c hello-world.blob

MpRIR&

HIpREH& ( soft delete )

BES@IT curl -i SHERENEEGAY Docker-Content-Digest |, registry 2.3 fRARLGHIRRAMIRIE header H#5E Accept:
application/vnd.docker.distribution.manifest.v2+json , FUERLAREIRIZE schemal B digest , 5 schema2 i digest &< , {FF
TEELARLEEIRER digest MIFRATEIRE] 404,

# curl -i -H "Accept: application/vnd.docker.distribution.manifest.v2+json" -X GET http://imgcache.finance.cloud.tencent.c
om:80localhost/v2/library/hello-world/manifests/latest

HTTP/1.1 200 OK

Server: nginx/1.11.5

Date: Wed, 23 Nov 2016 02:17:51 GMT

Content-Type: application/vnd.docker.distribution.manifest.v2+json
Content-Length: 524

Connection: keep-alive
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Docker-Content-Digest: sha256:a18ed77532f6d6781500db650194e0f9396ba5f05f8b50d4046b294ae5f83aa4
Docker-Distribution-Api-Version: registry/2.0
Etag: "sha256:a18ed77532f6d6781500db650194e0f9396ba5f05f8b50d4046b294ae5f83aad"

{

"schemaVersion": 2,

"mediaType": "application/vnd.docker.distribution.manifest.v2+json",

"config": {

"mediaType": "application/vnd.docker.container.image.vl+json",

"size": 1473,

"digest": "sha256:c54a2cc56cbb2f04003c1cd4507e118af7c0d340fe7e2720f70976c4b75237dc"
12

"layers": [

{

"mediaType": "application/vnd.docker.image.rootfs.diff.tar.gzip",

"size": 974,

"digest": "sha256:c04b14da8d1441880ed3fe6106fb2cc6falc9661846ac0266b8a5ec8edf37b7c"
}

]

}

RiE E—2IREIRY Docker-Content-Digest & , iR[E] 202 FafRALI.

# curl -k -v -s -X DELETE http://imgcache.finance.cloud.tencent.com:80localhost/v2/library/hello-world/manifests/sha256:
al8ed77532f6d6781500db650194e0f9396ba5f05f8b50d4046b294ae5f83aa4

* Hostname was NOT found in DNS cache
*Trying 127.0.0.1...

* Connected to localhost (127.0.0.1) port 80 (#0)
> DELETE /v2/library/hello-world/manifests/sha256:a18ed77532f6d6781500db650194e0f9396ba5f05f8b50d4046b294ae5f
83aa4 HTTP/1.1

> User-Agent: curl/7.35.0

> Host: localhost

> Accept: */*

>

< *HTTP/1.1 202 Accepted**

* Server nginx/1.11.5 is not blacklisted

< Server: nginx/1.11.5

< Date: Wed, 23 Nov 2016 02:29:59 GMT

< Content-Type: text/plain; charset=utf-8

< Content-Length: 0

< Connection: keep-alive

< Docker-Distribution-Api-Version: registry/2.0
<

* Connection #0 to host localhost left intact

AR

# curl -X GET http://imgcache.finance.cloud.tencent.com:80localhost/v2/library/hello-world/tags/list

{"name":"library/hello-world","tags":null}

HIpsE& ( hard delete )
7 E—seh , RIS THIRA manifests (S8, SIS blob M7E L FIRGRESIE , HUTHI T RS AIUEETIMIR blob,
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docker exec -it myregistry_registry_1 /bin/registry garbage-collect --dry-run /etc/registry/config.yml

EER blob , BKHEZTE , FEHT TENGS.
R T TERG SR registry SRR ( RISENAITE registry BEEXHFIRE ) | BUATREESS

docker exec -it myregistry_registry_1 /bin/registry garbage-collect /etc/registry/config.yml

B
BR&EH

|-- config

| |-- nginx

| | -- nginx.conf
| *-- registry

| *-- config.yml

*-- docker-compose.yml

nginx.conf

worker_processes auto;

events {
worker_connections 1024;
use epoll;

multi_accept on;

}

http {
tcp_nodelay on;

# this is necessary for us to be able to disable request buffering in all cases
proxy_http_version 1.1;

upstream registry {
server registry:5000;
}

server {
listen 80;

# disable any limits to avoid HTTP 413 for large image uploads
client_max_body_size 0;

location /v1/ {

return 404;
}

WS : BRmEmEX
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location /v2/ {

proxy_pass http://imgcache.finance.cloud.tencent.com:80registry/v2/;
proxy_set_header Host $http_host;

proxy_set_header X-Real-IP $remote_addr;

proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;

# When setting up Harbor behind other proxy, such as an Nginx instance, remove the below line if the proxy already has s
imilar settings.
proxy_set_header X-Forwarded-Proto $scheme;

proxy_buffering off;
proxy_request_buffering off;

}
}
}

config.yml

version: 0.1

log:

level: debug

fields:

service: registry
storage:

cache:

layerinfo: inmemory
filesystem:
rootdirectory: /var/lib/registry
maintenance:
uploadpurging:
enabled: false
readonly:

enabled: false
delete:

enabled: true

http:

addr: :5000

secret: yoursecret

docker-comose.yami

version: '2'

services:

registry:

image: library/registry:2.5.0
restart: always

volumes:

- /data/registry:/var/lib/registry
- ./config/registry/:/etc/registry/
environment:

- GODEBUG=netdns=cgo
command:

["serve", "/etc/registry/config.yml"]

proxy:
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image: library/nginx:1.11.5
restart: always

volumes:

- ./config/nginx:/etc/nginx
ports:

- 80:80

- 443:443

depends_on:

- registry
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B
AR

RITEHHYE): 2024-10-17 17:10:00

BIEn=

AERENRERERIRSS TKE SAFRENEHAATRETR | JLSEHARSHEHTREFERENHNATREE BERS
(CLS) . BEREWRHERTHEEXS Kubernetes EEFRIRS B TEAEFIO AN,

AERENREFENBNERFNAEHEEREMN., BERENEFERE , BERE Agent RTEEEEALL DaemonSet RIFZZUETT |
FRERFBET ATREMVEEIRER. CLS BEEMBTHETA , NREFRHTEERE | BEERERIEE CLS Fi7fE. &
A HRIELA TR S AR EETN8E ¢

* FEEERE

o REFSINERLHES

o REAH[NMHAT

* RETRXMHAE

AR

FEAERRIEER TR LERBHRR. FERTRENES DREEHITEO RR.

e HACPUAIR: 011 - 1L1#% , HEES AN ATRERRBTAK.

* HRAWEFRIR : 24 - 560MB , HEET AR AIRIEERBITREA.

o HEKERS : B85K512K , W 8T,

o EEABATREIRE | iBHIA Kubernetes SEBFATIRBEFSINIRIAEIRSS CLS. BLATHERETINRESZFF Kubernetes 1.10 RLELERR
EEEE.

o HERE Agent : TKE BT RERKSER Agent , 5% Loglistener , 7ZE5EERLL DaemonSet BI/5TIE1T.

o BFEHN : BFRETLAERBSHNEERSHRER. BEER. BERTAERETIERS.

o HAERE Agent LU HEREMNAIZELN | THAHNSTERS 10sHER.
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o ZHATREMUFELIESZ DaemonSet , BIZHIHEREMNEFHESHERE Agent SFERIFIRIEN.
* BER : GaiEESFENERL. SEAXGUURT R,
o TERERFNERHASH  BRAIGREEER. BISELIFRBANEE Pod Labels REIEERIRSS B FNBTRIRENR.
o TEREFRNMIBEATH , AFEEEL/FREEL Pod Labels AERRAIXHIEE HTIENRER.
o ERETRNMBEATH , AFURERTHRERNT X HBEAT.
o HEE - BPERHERS CLS NEESENBEERENEZR.

o REME | BERE Agent SUFEREZINWBEETLARITIAR, JSON, HIEFR. STNAN=LENNFRRXERFISENEEE

=,

o TSR FETIREREULMRERFEEIMNRERS B | key SHFc2bE , IHIBMNISTRFENIECES , 4N{XREE ErrorCode =
404 IHE.

LR

FEEERE

1 B3 SERSRHE | SRS,

2. (ERE Lt , B AES AR R MR,

3. E"IRERENE , BEATRERE | FEEERERHIA.

EERZHN
1. BR FRERSEHE | EEENSHEPRIEERD > BERE.

2. A LSRR R A E B SR EANIRISERY | SR,

3. " HE AEREMN NI |, EERERELE | ARERASR. BRIRESENTT BAaetvERt. BN AKRE M R,

REBFIRENHET
R RRRVERIHRERE | FIRESRKEERTR. ZREATFRISIRIEFES D Namespace BT {FRE.
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REFBANHEE
RN HIERERERE | HERERTR.

BRSO S R ZABECAIN | FIAN=238 38120 /opt/logs/*log , AILAERERESER{ZA /opt/logs , XXfH#&H *log.

T EBANERE R SRR (JF hostPath 3 ) |, BRTRIBNATRE , B&TH L&I88L kubernetes HHXAITTEIE ( B
o - FEESRIERR ID) —E HRE CLS | HERFEEATHIERREIRES IR, FHE (fIa0 - 883, labels ) #H{T1E

Z88ay kubernetes IBXHITEIRIESE T HES ¢
FERA B
container_id HEERSES ID,

container_name AEFRENS SRR,

image_name HEFESESRRGATR P,
namespace EHATE pod B namespace,
pod_uid HERTE pod B9 UID,
pod_name BHEFTE pod B9B=.
pod_lable_{label = BERTE pod HY label ( HlE1—4 pod #HEHA label : app=nginx , env=prod , NE LERNBESHTH
name} ™ metedata : pod_label_app:nginx , pod_label_env:prod ) .
RETRUFEE

BB RGN ERR | AP TRIBSERERHTRIIEENH "metadata” |, JEREFWBEHEEMIINFEE Key-Value FZ=XAY
“metadata” , ffi§ll metadata FEHFMNEIBEICRT.

R — MBS RAE— AR,

BRSSO IR IR B AN | B0 EERERRA 4 ERZRZ " /opt/logs/servicel/*.log , /opt/logs/service2/*log , BILIEE
SREERRHISIEIZA /opt/logs/service* |, R/ *log .

1. EeEESIRSS CLS MiEgkim, 1R ESEMBENAIEEER , ATLUSEIRENEE BSER.

e =N

* BEMRSS CLS BRIRBEFEIHISAI SRR THSRE Lk,
* AATERTCHFEIONEEER , NAReHEETE-.

2. BET— , IBRHERBUER,
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IR I ETEEBRGHFT—IRERS | BRIDERZASERATE SR AT LIRZRAMEBSE T A, &
E—HEEER ME 7 ARRIRERE | |BIRERESHEE.

REUR(

BT

EZFRZN

SeE1EN

JSON

pas
£
L

L

—RATNEETHRE | LURTHA \n fEA—RATHERINE . BRATBHRETIRES
CONTENT —1T=2F/E , AR IEUBE2MRRERATHE. BEELREN B,

E—FBNATELZT  RABTENRS TS | ZFTAEIE_ EFEIREMNENRA |
BANR—FATHIFL , M P MTEHIEAZFATHERINAFT , ESRE— M BIANRE
CONTENT , BERSEILAREERS B,

BB AERENATIRIS key-value FEEMBRITEL | EHAMABEREG  EDXEENIE
NFE | RFUSHRIBENRA BARFRBARERIRAY key-value,

JSON A BEEIHENERER key (FAMNNFERE , BER value EAXNAIFRIE | LUZGTUGE
FATHTEMUNE | BFTENBTLNM TN AERITAR.

E—FATHEYLREEEN AR RBRATHTEMNNE | BF=BNATLIR TN NERIR

177, BERSEHTORMASIATLER , BFEAS D FNFRENE— key , TRFREVEHE

RENFRIES | A FRIINZ.,

3. IRERFRFFEILIBERHECENMN | FERE5eRk , SohtlE.

SEHTE SN

1. BR SRRSEHE | EFENSHEPRISE.

2. EE LSRR E T H SR EMNAOSEEY | B EAMAo4mIBIKEEAN.,

3. IRIERKEHENECE | BE5ehk , SohRES.

IR . AEEMBESERRATER.

WRFRE - BRmERMEX

LEE S
B{TNAR
=5

EZFROE
25

TLIEN
<5

JSON #&
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KEDHFHTRIINIEH iR

BIFEAYE: 2024-10-17 17:10:00

RN BIMAER R IRSS 126 S & B S REMNFHER IR R H 2.

AR

B EMIIXIRIIIRE.

EERBEFIREH 2 B RIS,

BIFTR
QIR EIRERETAN

1. BRBBRMBEFREG | ERLNSH=PROEEDD > AERE | #ABTHHE.

2. EREHHE LS EEENTEER B A SREMNAIEEE | SR,
3. e B R EANI T E B B SRS E 2k .
EEANIZAR - BRI LABE X BEEERNIZ R,
PRTEstEEY - 05i% B EIRER B imithiEg.
4. EEREXEFARERTR.
5. BaiseRk  EHEIIREE.

SEHT RS

1. BREBRBEFEG | ERLNSH=PR0EEDD > AERE | #ABTHHE.

2. ERENHE L SIEEEAEER S ASREMNIEERE | ShiialeEmm.

3. IRIEREEHAACE | SE5Th.
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-lj/u\ =] IE
qﬁ/\\\ﬁ%ﬁ

RITEHHYE): 2024-10-17 17:10:00

i)

R D RR R ARRIEARTTR, TREURTWSS , BERTLAZEMNL , BRI LARYIEN. 81 T REE31E1T Pod IRZENERAN &
% Kubelet, Kube-proxy &.

T RIBRIRE
. FES
. BIREA

s RETRIEHEE
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T R

BIFEAYE: 2024-10-17 17:10:00

a4

I\\\

2R
558
[SEEN

KE

HitbA%&

HPIR S5 B

5iRA

RIERIETT , FIER LER.

d#

TRETHEE  NEZ L5,
TREHREMU , RAVFHR Pod HEZIZT R
TS RIELEIZR Pod BIEABTIA,

SERIRSREDEE,
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lj-ﬁiE-lj/\\\

BIREHAYE: 2024-10-17 17:10:00

BEp=
LB SRR,
. g

) I[S7=R=)=)

Ellli= e

BERTKE =58,

ER{FLR

FETR

1 EAMSAES , REER, BN SEFEE TE.

2. ERECE SRS B/VERHTH , REFRETA.

3. FEISENE TUE , RIELIRER , BETARK. TRREFILIRESE,
4. BET—.

5. 7' ~ENEE " TH , KBRS,

FESHEEUT

o AR RHESBELER. SUERERM SSD migR , FIRIEIRERKH TIEE.

o HIER : BIRIESCIRE R TR,

o AR

&t
3

o FHZ :

» Bl RS EHEGE , a8zl ccs_&afid_node,

* FR  BEXZRSEHEER , aRSHFSIRFBL60NFH.

WS : BRmEmEX
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o BRA :
= GER  BRERENRENNER.

» ZBEIKEXERD | BIANRET —MEEEMN NS, RIUCENENERENERTRSFNLI  BNFETSHE SSH &
%HO

* BaAERER - BalERED | ZEBSRTERERESR,
o %24 : BTRETMRSE (VM MIMEISTH |, BRETERIHMTIARE, AT EGRERSE , B tbiHO.
6. BET—,
7. EERHIATE , WACSEERENER  RESTNHE , HREH57RM.

AIERTR
$BA : LBHXFRRIIE— VPC THRIRS 3.

L FAEMSHES  BESREF, BN SEEE .

2. EEFPREE >PR  EATIRFIRRTE.

3. EREMNIEETRNERHTT , BEANERTR.

4. EEFDRTE  EFEMINTR , BET—H.

5. &' =ENERE NH , BREFEMIZISHRRSSE. TESHERUT
o HIRMIRE : R "RERMIRGTHEERIER".

» BARE  FREASRGENFHEEE  RARSEEPARLIHEENZTN  SESEEFEREFIERHAERIER |
ENEFENREREER.

» BESRSRETHEIER  RRARRER/)  BRHIEENEY , FEREIHANEEENER  TERRERRSRENTHER
.

o BMERZ  BIRIELIREIGH T,
o BEFH:
= GER BRI ENNERS.

» RDXREXED : IR RET M EEERN IS RICENEREReNERARSH/NAGN | BINFIEISE SSH &
.

» BEIERER - BEIERERS | ZEREETRERESE.
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o W : BTFRETMRSEE CVM BB | SRR R TR,

6. Bt 5eRk.
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———
BRT R
SIS AT A: 2024-10-17 17:10:00
BR{Em=

R SERBIRERF TIT R,

==
/I,%'\Elﬁj
o IZEITBET BT RSB EREAER | EREER | BREnE,

* TRBLHEBMIBIEFSSHTERRS  SEERF.

ER{FLR
1 BRTKE £,
2 (A IS | SRR | A R e T

3. BEERERMRT RIERID/AR , BENZER ISR,

4. EEMSHIES , EEPTRER > TR, #HNTR5IRTTE.
5. AR RFIERT , EEFERRT AT AT, BB,

6. TESHRY BREEBHUTTIRA ? "8O% , BEHEE , A0 STiRME.

WS : BRmEmEX

BesiRSS (TKE)

5883 W #584m



O BASTCE

X B ET ST

BIFEAYE: 2024-10-17 17:10:00

37—

RS AR B BT <.

BIFLE

HYPR
£ (cordon ) PG , BAESHN Pod AERZT R , EEEFFEEHIRITA. HHaBLTIRMSEE
F5iE—

FETR A, B ENEE TH  RERKRE | iR,

BiE=

1. BRTKE 258,

2. EEMSHES , BEEREE , HN SHFETE TE.

3. BEEEHMUT ARERFID/EIR , HNZEFHNSTER@E.

A4 FEEMSHES  EETREER > TR, #NTR5IRTE,

5. AT PRSP , IEEFEDRITIRIT , BREH.

6. FESRHANIEED , BREMRE , AT 5TAEsl.

EGEET R

EGEEIS (uncordon ) Hajg , B Pod AEEZT &, ECEHSEILTRRAGE

F5iE—

B TIIAR S CFIE T =AY |, S LAEZ AR INEGEE S mr0da< |, BITBUER8l. EaRBlanT :
#1/bin/sh
#your initialization script
echo "hello world!"

#If you set unschedulable when you create a node,
#after executing your initialization script,
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#use the following command to make the node schedulable.
node="ifconfig eth0 | grep inet | awk {print $2}' | tr -d "addr:""
#echo ${node}

kubectl uncordon ${node} --kubeconfig=/root/.kube/config

BiE=

1. BRTKE =458,

2. AEMSHES |, BEEEE, HNSHEE TE.

3. BEEEEIES ST RRVEEE ID/ETR , HNZEEFRIETERNE.

4. EEMSHEES , EETRER > TR, #NTRFIRTTE.

5. AR RFIERT , IEFFENEHMT AT  REREE.

6. FESBHAORIEIES , BATHARE , RIRJSoRRBUREBL.

IRZETR

275

ETE TR, STLUETINE (drain ) BTRReN T ETEEH Pod, HRINEE , BEPETHARMNETE Pod (<84
DaemonSet &Y Pod ) IKZFEIERFNEMT R L , FERZFNTRISENEHIIRE.

BA . AHAFRERYD Pod #OKEEEUEREL | IBIEIREMF,
BESE
1. BRTKE =HE.
2. EEMSAES |, BEHRE  HENSRFEE T,
3. BEREEHEH T RASKEIID/BIR | HNIZERAVETRIE.
4. EEMSHES , EETRER > TR, BN TRYIR"TUE.

5. AREREDRNTIRITH , REES > K&,

6. FESRHAIXNEED , BERE , AR TAIKE.
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37—

BesiRSS ( TKE

)

RETRNEHHAT LS EET R ready BIEHT RS TIBHIE , BETREMNMRETRENHE, UR—XWIZES

fRS=8 , BEXHIESERENARS S LisfT.

{sE FERR

o FWIEAEEITBHIHAIER TKE T LAY Kubelet, kube-proxy. docker &HEtHE.
* EHHAHITEAMAER , FEITRIEMAR T HATHEREAN .

o MIAREERIEEERIET RAY /data/ccs_userscript/ BEEE.

BIFTR
EELELU T = MR RET REEHIAE

o SIRERFEIE R  RETREHIIZ.
* HNINERTRE , RETRISHIZE,

o BIERHREAERT , RET RIS,

SlRSREEETIE T R , RETRIEMNHNE
© BURERERRS , ' AENEE T  SERRRE  HESEENEIE  EEHA.

o METRE , E'=ENEE TNH , RERRKRE  HEEENEE  EaAE,

HINEETRE , RETRNEHE
RNEETRE ' ~ENRE TE , HERSRE  ESEENEE , BalE.

S {HRaR , RETREEMEE

WS : BRmEmEX
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SUZMRARERT , ' ENEE NH  RERRIRE  HE5EENEE | EaAE.
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RE T eLabel
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37—

RIEHESIRETIR Label,

{sE FEPR !

* *kubernetes* ] *qcloud* 18X EERSRIEFIMIER.
* *kubernetes* 1 *qcloud* FREEFIREBHE | AIFRIN.

o HRICHFRNTIRIRE Label , RFHIEEIRE.

EMELR

EHEEET R Label

1. BRTKE =54,

2. FEMSHES , PR, NSRS TE.

3. ERBEIRET A Label (USEEFID/ERR | I NERHFEE,

4. EEMSHES  EETRER > TR, #NTRFIRTE.
5. IERFEIRE Label NTA1T , BEES> RIBIFE,

6. TESEHAY " JREE Label B S | 4RiE Label , BAEHIRRT,

Kubectl i&8¥i 53 Label

1. %% Kubectl , FH&EZSR. BIFFIBIESE B Kubect! EZEH.

2. JATLAT @S | IRET A Label,

kubectl label nodes <node-name> <label-key>=<label-value>

WS : BRmEmEX
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3. FUTLAT &< , BB Label,

kubectl get nodes --show-labels

REEIT™MER

NAME STATUS ROLES AGE VERSION LABELS

172.17.124.5 Ready <none> 12d v1.10.5-tke.3 beta.kubernetes.io/arch=amd64,beta.kubernetes.io/instance-type=QCLO
UD,beta.kubernetes.io/os=linux,failure-domain.beta.kubernetes.io/region=sh,failure-domain.beta.kubernetes.io/zone=2
00001,kubernetes.io/hostname=172.17.124.5

172.17.124.8 Ready <none> 12d v1.10.5-tke.3 beta.kubernetes.io/arch=amd64,beta.kubernetes.io/instance-type=QCLO
UD,beta.kubernetes.io/os=linux,failure-domain.beta.kubernetes.io/region=sh,failure-domain.beta.kubernetes.io/zone=2
00001,kubernetes.io/hosthname=172.17.124.8

WIS : B emEX %589 1 584
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Bl {h4aZE
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RIES eI RYaH

Bl e

[ShellieaSits

BFLR

1. ZRTKE =HIA.

2. EEMSHES |, BREEE , HN SR T,

3. BEEECRRIRANSERID/BRR , BENZERIEERME.

4. EEMSAES | SEDREE > A , H\"B45H5% THE.

5. "HriE g TUE , SERRHTIRE.

B BEX , IRBISHEREERHTHE | HEREERSE,
AIESH/MNEURE | RIESSIRFR R TIERE.
BERA  RULUT=MERSH , BIRIESRERHTIEE.

- REE  RIERTEENED

BesiRSS ( TKE

- *IIRIREXER | BIENREIEREMN NS, 2 MILENEBELZENERTRSHRIG. FITBERI SSH &R/

document/product/292128/6092),

- SSHESH : WINEER A TSR ZADREXZR FHI. REBSSHEBRILUWRIEREIEEEH
#Z48](/document/product/221286/16691),

WS : BRmEmEX

; B, I52%[8l# SSH
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- *BEoENER | P BERNEREETRERESE.
ORISR | RESCIRR R TIER
R | WANCEERIANRBENREE , IRIELIRR 2 TR,

Label : B2i#fi8ilabel , BIE]i#4T Label BENIRE., FIRAFREEURIE Label s, BETIMA.
RHRE (k) :

- “EENEIE  IBEBEENEUEREENode , B1ZiNodeEREiEfTRENMA , TEBTREMANTTENNREIRIZE, FAR
HARMIBAEX ST mAd/data/ccs_userscript/ESREE.

- =348 (cordon ) ** : A TR , BAESHN Pod BEIZT L , EEFMEEHSIOT S | SiEEENXEIRETHT
(B <] (/document/product/166278/32205) , iBIREIRE,

STRERIE/STRFFI © ARIESCRRE SR TISR.
PREETE  RIELRE R TES,
EiliReg
- *RERERIY SRS, TERGEATRINRESIY, | ELRRIT— R ( 5R ) EABER.
- *EfREEEI T« BfmBISER |, FEEELAMOREAIEI , EXEREERIE A , ERERAPREILIXASE.

6. B BIEERARAERD =T SR e yRaE,

WS : BRmEmEX 5891 T 5841
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BEH4aE

BIFEAYE: 2024-10-17 17:10:00

377

KXNMBITBEE BRIRSIEFE EESFTCERIMRMEAR , FRBREAMNTMES | LUEEEXMREARTEE,

BIFESA

SR T EeUR YRR

=iy =
TR

1. B5TKE 414,

2. EEMSHv=S |, BREERE N SRETE TRA.

3. BEEECIRYREREEE ID/BRR , IENIZSEEHIETERAE.

4. EEMSAES | SEDREE > A , H\"B4EH5% TH.

{RAERERNECEINT !
o 2REE : G52 TATEREANEREEN. FRHZERA AREBHTEY  FHESIERREESERE.

o BEER : APILEXT. EEFEN , ST TRTRERESHBMRES. ¥HEESN SEET Ha5A.

o FEEE  ATULIAN BN, F RIS — MR TS, SRIRSERI TR SR, GRS
BRETES -

= most-pods : EEEEEEEZ Pod FBRREEHITT B,
» |east-waste : 1% Pod AEERFRIREDIREEHTT B,

o SRR LIR | BRUAISEEES. NEAREEHTHERENEAIEEEAN  HIESEIUIRRS , SERETR
AT REE.

o (REREYIR - 2BEE FHRAMEERDIKE , TECSLUTES :

WS : BRmEmEX 5892 T 584
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B« HREERER |, AIEZXEA L AREZERE N\ RLEE ID BB R Tk,

o {454 ID/BFR : B{egaE ID AT NIZ(HFRRIFBEREEESAXER.

o W& FFINEER" , FRLHEALTERRKE.

o BF. BB, FR. E2% , ¥EEsN BEARERE.

o [SEhECEID/ER | WAL ERHOIEHREEN , FMEHERE | FIEESNERE,

WS : BRmEmEX
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EEE A2

BIFEAYE: 2024-10-17 17:10:00

37—

ANMBIETEI BRRRSEH G BB AEANRE.

Bl e

EEEEERIHEE.

BIFSR
BRLRER

1 e egaEs 3" TUE , B2 RERE ANWE  HNEKERE.

2. By IRESHREEREE ' BHY , SEUTMERHTIRE.

BesiRSS ( TKE

o BalEF : BiARGiL. AEENESE  SHPTRTSHERRSITEMARES. FHEESN e EERA,

s BAERE  HWINEAXENESEER.

o BRAHRERY  ZHEFFHTURRHTESNOT RS, LEEIAN"10" , tHREEENIRE.

)

o Pod AER/ALEREE/NT : FTiRE Pod HBEIR/AIDEERESHNTREBENTHRHMES R, SHUEEEFFRHEREO -

80Zi&l,

° PREETH  TREENRETRESTRNEBE Lo GBS,

o FHY R TEENRESHERIMY BK

o FEFTPR | BRIELirERAGERET.

s FERX

WS : BRmEmEX
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o FEH : BEMBFEERT | FEIIEERE—NEHITT B,
© most-pods : HZ/MBLEERT , IEFEEEEEZ Pod RYRGEEH T B.
o least-waste : HEMEEERT , ¥EIF Pod BEEERRATE DI BERHTT B.

3. BAEERRE , BPEiREMI.

AErAERE
1. £ HR¢E5IER T , ST BECERARAID , R E .

2. A ENE A LIEE Rtk AR AR E | FEES MERHEEE,
B EERK. R/IMRMERISSOIEE T A,
o EIIRAERIFEIREIRE SRR " &/ ML

o BT {RYEETIRIE " 2IF FINES > REEETAY L BE"

WS : BRmEmEX
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MIpR{eR4RZE
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37—

BesiRSS (TKE)

AN B TBEI SRRS G MIRERF TEEIZIRER, BISER MR ABEREEE , ROV ENRTRRE,

BIFESA

EEEEEAIHEE.
1. B {HYEeE7 R TUE RIF T IRISE S > HHRR.

2. A MR EGEER  EOS | REREERHREBT .
R

o BADIGHBIREIT BT R , IRIELIRBEREIE QL.

o REBTREREAFARE  HEERF RSO ITFEE.

3. RERAZ | EFMIBRARTHEPE.

WS : BRmEmEX
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BERYEAFREICR

EIFE#ATIE: 2024-10-17 17:10:00

B MEas

RUNMBAMEEFFEENRECR | ERTUTEGES

o ERILABE B4R EN T RECUSHRERN , EEMIRERE MRS,

o EELUBIEGRERNT R B ER 7 RE CHRESRR | HITESSHINASE,

o ERILAT MR B ERNARBRE ( Bl BB TR RRERSEY BRM ) |, TN EE,

o EAILIEERNERNBFEICE | £BHLEICR M RERaEAaRFECR

i8R :

o EFESMIFEERNERT . CA (Cluster Autoscaler ) AEIARSIEAHRIREHITY BE , £RRFECRITLUA CA #Y Event 1551,

o MRERXOFEFBANFRBCR , AR0 CARTH , ATHNREAFBREEZHMEANY 8 ENICR.

AR

EEERTRMGEA. FHEIESN e hgEdE.,
EHN"HEENIERTE. FHEEEN E5(H5E4E.

EEEER

BEELRMHECR

1. BRTKE =44,

2. EFREMNSHERREERD > IEHTEEEE | At EREEHREIRIRE.

3. ISRV IREBTNRE B S |, ISR BT TR aNNGRE | AN FESMHFE" | AtlEsEtFeEsnREE—.
4. PEHRER R FFRSEMHFANIIRE.

BEHHHSAK

1. B&x AERSENE.
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2. SR EMSHAZhIRERDSHT , M RS EERE.

3. E'RERS TUE L FIERE, | ERAEEESHSANNBEEENEEEA,
4. ‘igkevent.source.component:cluster-autoscaler , BAFHAZSHT.

5. EANRAREREIEEHUES , XKENFIFH TR,
BEERETRBHBECR

1. ERTKE =518 | EEANSA= RIS,

2. TE"EERE TR FIKTAE , IR EAREERE ID , MENIZEEEE “Deployment” T,

3. NSRRI REE > 4848 , H\"(H4EHY R TNAE.

4. R RYRES IR+ , BEEERMRgEAE ID,

5. FENIZ(RAEEIFBI | IR YEEs0 T |, BT E5R4EICR.

WS : BRmEmEX
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Kubernetes}yg =18
bR

RITEFHHYE): 2024-10-17 17:10:00

XIS EEA

BesiRSS ( TKE

)

el BRI E ERIR(EIRE Kubernetes XI5t , {54l Deployment, DaemonSet £, Kubernetes XIS 2&BFHIFASLIR , FsRE

BEHNIETHWS. AEM Kubernetes SISRATIAFRIEFRRIE X
o IFEETHNAERER

* NAERFIBNEIR

* NFRERXEAIRIES

AT RS EIY TKE 1548 8E Kubernetes API {88 Kubernetes BOx452 , 5I40 Kubectl,

XTRDER
Kubernetes EREXNSRFESALATSEE :
o T{EfRZ;

o Deployment : FHFEIREEEEMNAT Pod,

o

StatefulSet : SN R TIERE; APl W& , BiZMARFE AT RSN BERE.

o DaemonSet : FURATEEIHS TSR LIEST Pod , HIIEERE,

o

Job : = Job BIFE—NEZ Pod , EEIZ{TEIR.

o

CronJob : =TI Job 55,

* RS

o Service : 124t Pod i51af Kubernetes 38 , AJLURIBI S EREN REZHH,

o Ingress : BIEEEF Services FIFMNBIAIAIA Kubernetes XI5,

* EE

o ConfigMap : BFRFEEEE.

WS : BRmEmEX
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o Secret : BT REFHEMER , HIINED. SHEE,
.
© Volume : BILAFHESRRHIOERAVEE.
o Persistent Volumes ( PV ) : Kubernetes &R BH—IFHE.
o Persistent Volumes Claim ( PVC) : iER7FfEHIRRE, Q054G PV EL(E Pod , BBA PVC B4 FITEtREL.
o StorageClass : FRFH#iAFERIZREL, BlIiE PVC BY , i81J StorageClass SIBEERENIIFE | RIFHERIIENR.

Kubernetes XJgif 4% Namespaces, HPA. Resource Quotas&i+# , el LItRIB S FEFARERI Kubernetes 315, AR
ZAHY Kubernetes BIfSARRINISR EAMER , EZIRBIRIER Kubernetes B3 Wik &ifl,

NSRS TRIR(E
. T

o Deployment &1

o

StatefulSet &I

o DaemonSet &8

o

Job S8

o

CronJob &1#

e RS

o Service BI#

o Ingress &

=

o ConfigMap &

o Secret HIE

. THE

o Volumes &

WS : BRmEmEX 55100 70 58410
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o Persisten Volumes &IH
o Persisten Volumes Claim &1#

o Storage Classes &8

WS : BRmEmEX 55101 70 5841
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Namespaces

BIFEAYE: 2024-10-17 17:10:00

BesiRSS (TKE)

Namespaces 2 Kubernetes fEE—MNERFFF{TEEINEXDAINIS |, EAILUBIE Namespaces TSRS MEAS MNRERXIS .
£ Namespaces T , Kubernetes SYSEIEFRNAME—, EoLUBIT R REIUA T RERINSE , AT LI#{TAR Namespaces [

ESphalist; eI

{ERTTE

1B TKE $=H&sEH -
TKE $=HI 5124t Namespaces BIIEHHETINEE.

AERRTE

1. BRTKE =58,

2. EEMSHSERERE | NS EERE.,

3. IEIRFRTRSERY | REEERVID/BIR , HENSERHFBI,

4. TEESRHFIBIUAN |, EFREER , #HA\ NamespacellH.

5. AR MG, WiAE , BdelENamespacesTRiEIE.

R ERIRECHIPR

1 EHEBTANE , REEEREXNAInamespacel2F5IHNECREER , HEAEERHE.

2. ERRECERSIRHITNE , ATLABEE St miBi R EE BT E. FhE. ERIRRE.

3. fEfRiELimitRange TNERI LAIEIR E R FFR .

18T Kubect! {§F8

WS : BRmEmEX
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BEZiFIEESE Kubernetes BRI,

1B1d ResourceQuota & & Namespaces FiRAIEFEFEET

— AT A THLUEEZ ResourceQuota &R , B4 ResourceQuota AILUIREE Namespace BRAMFERELIR, AILIRE
Namespaces SZRRIFERLIRAT :

o TERIEAYECRN , a0 CPU, W7E.
o FHERIRAVECAN , BIUNEKEFEINETEE.
* Kubernetes X3gA91T4Y , 5140 Deployment MNEIBECER,

AEHY Kubernetes hiRA , ResourceQuota SXISHECEIR BB ER | EZIFBEAUEZE Kubernetes ResourceQuota B/ X4,
ResourceQuota AIRFIGN A=

apiVersion: v1

kind: ResourceQuota

metadata:

name: object-counts

namespace: default

spec:

hard:

configmaps: "10" ## £22104 ConfigMap
replicationcontrollers: "20" ## £Z201" replicationcontroller
secrets: "10" ## 5=2310/ secret

services: "10" ## &210" service

services.loadbalancers: "2" ## £ 2/ Loadbanlacer &2z service
cpu: "1000" ## 1Z Namespaces N EA10001 CPU HYEIR
memory: 200Gi ## % Namespaces F&Z{FEFE200GIHAE

&@id NetWorkPolicy €& Namespaces LA aJiEE]
Network Policy 2 k8s fRtHI—FHER , BT ENET Pod HMIMEMREKEE. AMYETLARRE] Namespaces , JEAJLUEH) Pod 5 Pod 2
BRG] |, BIEHI—4E Pod 2EALASHEEA Pod , LIRETE network endpoints B TE(S.

TEEEREERE NetworkPolicy Controller , Fi&@id NetworkPolicy L3l Namespaces Z [AHIRIZ IS4 AR EEIEEIEE F/A Network
Policy #H{TMIZ&IARIIEH.

WS : BRmEmEX 55103 T 5841
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T{ESRE
Deployment&1iE

RITEFHHYE): 2024-10-17 17:10:00

i)

Deployment BT Pod RIRIRFNZERI Pod AEITERES | ERTHELRTHNARERF. EHLUREWSHERX , Xt Deployment FizfT
89 Pod RUBIAEL. WEEREE. BEIRIESHITHA.

Deployment f&=HI &12{F155|
& Deployment
1. B3 TKE =44,
2. EEMSHES , SR, BN SESE .
3. BEhFEELE Deployment HIEEEFID/ERR , HENTFEIE Deployment ISR ETETAM.
4. TR , HN"FEWorkload T,
5. IRIBSCFRESK |, iRE Deployment 8%, XESHEENT :
o TIFfaEs : BEN.
o @EZTE : IRELIR KE TIERE,
o 37 : 4% "Deployment ( EI¥FEAIEEEPod ) “,
o SLHINESE : IRIELIREXK , /9 Deployment f9—4* Pod IRE— S Z N EIEER,
" R BEX.
" SRR RIESCERE SR TIERE,
" BRI | RIELRRKHITES,
* CPU/MTFBRH! : AJ1RHE Kubernetes RFIRE H1TIRE CPU FINFHIIREIEE | IREL SRR,
» BRIRE  TRE "TIEER'  'BT%e , "BTEY  'SHRERNE IR S5
o fIFE : RIECIrRRERETLR  REXLOIE.

WS : BRmEmEX 55104 T4 H584m
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6. B ElEWorkload , TRAIE, ZiE{TEE=HIZEEER , BIF&T Deployment TAIFFE Pod ERIETTH.

83T Deployment

& YAML
1. &5 TKE 2418,
2. EEMISHES |, BasRERF B\ SR ST TUm.

3. BEEFEEEF Deployment FYSEEFID/EBHR , HANFFEFT Deployment RUSEEFETETTA.

4. FTEFEEH YAML (9 Deployment 174 , BBEHEEZS > HIEYAML , # \E# Deployment T,

5. f£"E#fiDeployment T , 448 YAML , Ba58RK , RIRTEEHT YAML,

EifPodiiE

1. B3 TKE 248,

2. EEMSHES |, BRESE  H\SEEE T,

3. AR EIETE , BEEEFENREA Deployment BYEEEE ID , HEAGFEHPodBcERY Deployment RUSERFESIETIE,

4. EEEFEIEBGH Deployment 1771 , Bt EHfPodiiE,

5. £ EHPod & TUH , RIELAIRBERENEH LI RESHL.

6. BAE5ERY , BIEJ&EHT Pod .
TR

1 EERFEENE , BEFEENREA Deployment RIEEE ID |, EARFEFRER Deployment FISEEFEIERE.

WS : BRmEmEX 105 @
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2. EFEEHHEA Deployment {79 , BAHEHER.

3. B RNEHRG A , IRIELIRRERENEML  RESEHL.
4. BE5ERY , BPRTERRA.

EfrafEDeployment

1. EF TKE i=HlA.

2. EEMSHES , BRESEE  H\SEEE T,

3. AR EEEH Deployment FIEEEFID/EFR , IHNFFEHEFE Deployment FYSEFETETE.

4. [EEEEHEE 1Y Deployment 1750 , BB EE> BFEPE | v S E 'S0,

5. fE"EHERE B0 |, BE5eAk  BIRJEHERE Deployment,

ETARESRE
1. &5 TKE 2418,
2. EEMSAvES |, BAEEERF N SRETE TNA.

3. B EEEH Deployment FUEEFID/ER , HNFEFHESRES Deployment ROSEEFETETUE,

4. EREEHRERES /) Deployment 179 , B0 > SERTARIRER , S8 EFNAERE &0,

5. " EFAERIE B0 , ENT RN , BTk,
[B]i% Deployment
1. B3 TKE #4l4.

WS : BRmEmEX 55106 T4 58410
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2. EEMSAES |, BEHRE  HNSRFEIE .

3. BEHEEMER Deployment REEEEID/EHR , HANEELR Deployment ISR ETETIAL

4. BFFERRA Deployment ZFR , A Deployment {SETTH.

5. IEFHEITHERNE | EREERARAITH , BEERE,

6. FEsHEIRERIEMES | BRERAZ , SERELR.
% Pod (=

1. ZR TKE &4I4.

2. EEMSHES , BEEREE, HN\ S TE.

3. R EEE Pod #21) Deployment FISEEEID/EFR , HNFEZEE Pod £(2MAY Deployment FISEEFEIEI@.

4. TERZIFE Pod #EAY Deployment 1751 , BATSEFSCOIMER | HE\"EHSLHIEE"TTHE.

5. IRYESLIRAERIAE Pod #(8 | S EHNSCHISE | STHRIEZ.

Kubectl #{E Deployment 55|
YAML 741

apiVersion: apps/vlbeta2
kind: Deployment
metadata:

name: nginx-deployment
namespace: default
labels:

app: nginx-deployment
spec:

replicas: 3

selector:

matchLabels:

app: nginx-deployment

WS : BRmEmEX
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template:

metadata:

labels:

app: nginx-deployment
spec:

containers:

- name: nginx

image: nginx:latest
ports:

- containerPort: 80

* kind : xR Deployment %IR58,

* metadata : Deployment f9B#R. Namespace. LabelEEAREE.

* metadata.annotations : X3 Deployment f9&/MRBE , FIEILiZSE0RE TKE FISIMEIRRE
* spec.replicas : Deployment &AY Pod #&.

e spec.selector : Deployment &8 Seletor %7 AY Pod A Label,

e spec.template : Deployment &12#J Pod HYF¥MIEIRECE.

B SHFEES Kubernetes Deployment B753#,

Kubectl €ljE Deployment

1. 8% YAML 7=f5] , ## Deployment YAML 3214,

2. L% Kubectl , FHEEER. BIFFIBEESE B Kubect! EHEEERT.
3. PUTLATEs< | €U Deployment YAML 324,

kubectl create -f Deployment YAML S {4-&FR

fFlan , BIE— N9 nginx.Yaml §9 Deployment YAML X4 , MHATLAT®S ¢

kubectl create -f nginx.yaml
4. FUTLAT @< | WIEEIE R BRI,
kubectl get deployments

REEMUAT™ES | BPFReIERI.

NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE
first-workload 1 11 0 6h

WS : BRmEmEX 55108 T 58410
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ngll1l142m

Kubectl & Deployment
&t Kubectl &3 Deployment BLAT=fM754. H , J5iE— #1 /575 19375F Recreate 1 RollingUpdate FIfhEFTHRHES,

* Recreate BEHRIE/ISTHEEEE Pod , BEHEIE Deployment,
* RollingUpdate S#TEIE AN ETHR , iFNE# Deployment f Pod, RollingUpdate iAs2iF &=, 2B EHAT@EMREE.

i
HATLAT @S, &3 Deployment,

kubectl edit deployment/[name]
75 EERTERAEAIGE , FENEEINEREREER. SILIBEIH 5 EEFERAY Deployment 44,
BiE=
PATLU T @< | EfEER SR &,

kubectl set image deployment/[name] [containerName]=[image:tag]
EEINREF Deployment IEhSEIAEE | WSEHRY , (NEHEHRER.
BEE=
PATUAT @S | iR EFEER R,

kubectl rolling-update [NAME] -f FILE
EZRAEHTSN RNEFRA.

Kubectl [ali& Deployment
1. $UTLATES , &E Deployment BIEHHE.

kubectl rollout history deployment/[name]

2. JPTLATE S | EEREEREFS.

kubectl rollout history deployment/[name] --revision=[REVISION]

3. FUTLAT &< | EREIRI—MEA.

kubectl rollout undo deployment/[name]

FAEERIRIRAS | FJHATLAT @SS,

WS : BRmEmEX 55109 T4 FH584m0
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kubectl rollout undo deployment/[name] --to-revision=[REVISION]

Kubectl 8% Pod #¥i8
FREH Pod ¥E
PATLA TS . FE1EH Pod HE.

kubectl scale deployment [NAME] --replicas=[NUMBER]

BiZhE#T Pod #i
RS

FrE&RRRY HPA ThAE, TKE QUEERVEERIELATFS HPA IHAE,
BESR
PUTLATEs< | iIRE Deployment RUBZNT 485,

kubectl autoscale deployment [NAME] --min=10 --max=15 --cpu-percent=80

Kubectl ffi& Deployment
HUTLATE< | Mk Deployment,

kubectl delete deployment [NAME]
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StatefulSet&1E

BIFEAYE: 2024-10-17 17:10:00

Eikl)

StatefulSet TERTEEBRSHINA | IR Pod HERIEIGEEIZINSABNRAR. Pod TREHEKRERG , WRAFHLISRE. &

FEFANEER |, EALABI RIS T XN, WRNAEFAREEFARIRRAT , @EER Deployment EBENEIE
J_\%_ o

StatefulSet = &&{FE5|

Bl StatefulSet

1. B3 TKE =44,

2. EEMSHES , BE5REE  H\ SRS .

3. AR FEE G StatefulSet FISERFID/BRR , HNFEIZE StatefulSet RUSERFEIRTTM@.

4. R TVEE, > StatefulSet , #\ StatefulSet (SETIME.

5. RTRETER , HEN"#iEWorkload TaE.
6. HRIBSCRRER , IRE Deployment 24, *HESEHEEUT :
o TFfa#® : BENX,
o @R : RIBLPIRE R TIERE,
o KA : j&#E "StatefulSet ( BIREEARNETTPd ) “,
o SLFINZSES : RIESIFRESK , 9 StatefulSet f3— Pod i@ B— M HENFEINAE.
o &R BENX.
o H% : IRIECRRFR K TIERE,
o BIEMA | IRIBLIRERHITES,
o CPU/M7FIRH| : AJiRYE Kubernetes BRIRH #H1TIRE CPU FINFAIRESEE | R SHEITH.
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o BRRE : HiRE "T/EER" , "BI%d"  "BTEall  'BEAREE" | "HRRSSH.
o SLIFE : HRIESLRERIERAT AT , IRELHIHNE.
7. Bz pllEWorkload |, 2REEIE.

B3 StatefulSet

& YAML

1. B TKE B34,

2. EEMSH=T  BEERE "SRR TE.

3. BERREEH YAML RIEEHID/ER , EANFEH YAML (SR EERE.

4. ERTEfE > StatefulSet , #\ StatefulSet (EETIME.

5. EEEEH YAML 1 StatefulSet 170 , BaE4mIBYAML , 3 \EEST StatefulSet TUE.

6. TESEFStatefulSetTamE , #7i8 YAML , BaTh5eRy , BIEJEEET YAML,

EIRR

1 A EREETUE , REFEERRER StatefulSet FYSEFID/BRR , HNFEIFEN StatefulSet FIERFEHETIAE.

2. EEEFTHRMGM StatefulSet 1774 , BRTEHIER.

3. £ "RNEHREG" WE  RIESRRERENEFH LS  RESH.

4. BAE5ERY , BDRTEFRA.

EPodEE

1 2% TKE #=Ha,

2. EEMSHES |, BRESEE N\ SEETE T,

3. EEEEETEIE , REFEEMRAAY StatefulSet RUEEEE ID |, HNFFEFPodECER) StatefulSet FISRFETEINE.
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4. EEEEIEGA StatefulSet 170 , BEHEEHPodEE.

5. fE"EHPodEcE TNH , IRIESCiRmRIEREI AN | RESH.

6. BatE5eAk , BIRJEEHT Pod BCE.

SRR

1. B TKE #2354,

2. EEMSAES |, BESRRE , N\ SRFETE T,

3. BEHFREE N StatefulSet FISEEFID/BATR , HENFEFBERE StatefulSet RISSEF BRI,
4. EREEFEERES A9 StatefulSet 17 , BATETES > ERTARRES , A EINAERI E0.

5. FE"EFTAERIE B, EFTIRABEERES , Bt5eA.

Kubect! #{E StatefulSet 55|
YAML 7561

apiVersion: v1

kind: Service ## gg2— Headless Service , FEFZ4 M4
metadata:

name: nginx

namespace: default

labels:

app: nginx

spec:

ports:

- port: 80

name: web

clusterIP: None

selector:

app: nginx

apiVersion: apps/vl

kind: StatefulSet ### Bllg2— NginxfJStatefulSet
metadata:

name: web

namespace: default

spec:

selector:

matchLabels:

app: nginx

serviceName: "nginx"
replicas: 3 # by defaultis 1
template:

metadata:

labels:

WS : BRmEmEX
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app: nginx

spec:
terminationGracePeriodSeconds: 10
containers:

- name: nginx

image: nginx:latest

ports:

- containerPort: 80

name: web

volumeMounts:

- name: www

mountPath: /usr/share/nginx/html
volumeClaimTemplates:

- metadata:

name: www

spec:

accessModes: [ "ReadWriteOnce" ]
storageClassName: "cbs"
resources:

requests:

storage: 10Gi

* kind : #xiR StatefulSet FiFEEEL,

* metadata : StatefulSet {92FR. LabelZEEARFE.

* metadata.annotations : Xt StatefulSet F9ERSMHAE , AIEISIZSEIRETKE FEYMEERE
e spec.template : StatefulSet E1EfY Pod HIFMHEIRECE.

* spec.volumeClaimTemplates : $2El#E PVC&PV AR,

EZSEFBETES Kubernetes StatefulSet B75 344,

Bl StatefulSet

1. &% YAML 7~-ffll , %% StatefulSet YAML 3214,

2. &4 Kubect! , FiERSERE, BIEFBIESE B Kubect! ZEREEY.
3. JUTLAT @< | B StatefulSet YAML 3244,

kubect! create -f StatefulSet YAML 3{4ZFR

BN , BIEE—N4EZ 9 web.yaml §9 StatefulSet YAML 324, MAATLAT @< :

kubectl create -f web.yaml

4. FUTLAT @< | IR R BRI,
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kubectl get StatefulSet

REEULATES | BPRRCIZERI.

NAME DESIRED CURRENT AGE
test 11 10s

BT StatefulSet
HATUAT®S , BF StatefulSet (TSRS IEHY,

kubectl get ds/<daemonset-name> -o go-template="{{.spec.updateStrategy.type}}{{"\n"}}'
StatefulSet BLAT P EHTRERRE
e OnDelete : BHAEFRER, 1ZEFRIGIEEF StatefulSet f5 , EFFIMIFRIARY StatefulSet Pod A£BlE#HY StatefulSet Pod,

* RollingUpdate : 5235 Kubernetes 1.78EshRA. ZEHHRIZIEEH StatefulSet #&EiR/S , |HAY StatefulSet Pod #5#£R1E , FHEILL
BENFEF AR StatefulSet Pod ( Kubernetes 1.78{E=HRA )

BiE—
PATLATar< |, B StatefulSet,
kubectl edit StatefulSet/[name]
75 RERTERNERIGIE , AEEEFINEPEEER, BLIBE IS EEMESRY StatefulSet 2%,
BiE=
PUTLAT &S |, EiEES =5 &,

kubectl patch statefulset <NAME> --type='json' -p="[{"op": "replace", "path": "/spec/template/spec/containers/642959856
40140800/image”, "value":"<newlmage>"}]'

FINRFF StatefulSet FUEMbS4LAZE | WESEHHT , (NEH R RS,
SNEREEFAY StatefulSet 2IRFNEHIUAIREE , THATUUTRLEEEITNE ¢

kubectl rollout status sts/<StatefulSet-name>

MBS StatefulSet
HIFLA TS |, kg StatefulSet,

kubectl delete StatefulSet [NAME] --cascade=false

--cascade=false B Kubernetes (Xlif& StatefulSet , BAMIFR(ET Pod, WNEMIEE Pod , NHATLATHS -

kubectl delete StatefulSet [NAME]

WS : BRmEmEX SB115 0 H584m
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B2 StatefulSet 1B XE{ER]EE KubernetesgE5185].
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DaemonSet&iE

BIFEAYE: 2024-10-17 17:10:00

Eikl)

DaemonSet TEMTEEEHERNNEERES , AT RAIEERE. DaemonSet RIEEFTEEERD T R LISIE{TISERT Pod, 3
TRMNZIEEFART , B2BBERE Pod ; TRHFEIRERTE | Pod 1 ENEIML.

&=

EHECE T Pod B9 nodeSelector g affinity 221 , DaemonSet E12fY Pod ISIZRBIEEARAEMNIEE., EHRECE Pod A nodeSelector
g affinity 224 , WISEFRBNT = LEEPZE Pod.

DaemonSet $=HI&812(FE5|

€& DaemonSet

1. B35 TKE =44,

2. EAEMSHES , LR, HNSEFEE TE.

3. BEFEERIRE DaemonSet FISEFID/ERR , HNFEIEE DaemonSet RISSEFEIEDIMH.

4. R T {ERE, > DaemonSet , 3 )\ “"DaemonSet"{ZE @,

5. BAh#EE | HEN"HFEEWorkload " TUH.
6. tRIESCRRESK , IRE DaemonSet 4], FEESHEEUT :
o TIEE®E : BENX.
o @ETE : RIELIRE R TIERE,
o KA : j%&#E "DaemonSet ( EENEM_LiETTPod ) “,
o LINZEE : HRIESLFREK , 3 DaemonSet f— Pod iRB— P EHE MRS,
o ZIR: BENX.

o & : IRIESCRRF I TSR,
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o BIEMA | IRIBLIRERHITES,
o CPU/M7FIRH| : AJiRYE Kubernetes BFIRH #H1TIRE CPU FINEFAIRESEE | R SHERITH.
o BRIRE : RE "T/FER'  "ETHd | "ETEY  'FHERRE RS

7. B gIE@Workload , seRLAlIZEE.

B DaemonSet

3T YAML

1. ZR TKE &4I4.

2. HEMSHES , PR, NSRS TE.

3. BEFEFN YAML EEFID/BIR , EANFEH YAML ASEEF SR,

4. ¥R TYEE, > DaemonSet , 3\ "DaemonSet"{=EITH.

5. EFEEEH YAML f9 DaemonSet 1750 , BaR4@BYAML , N\ "E#DaemonSet TR,
6. fE'EFDaemonSet" TWE , 4wiE YAML , BaE5em , BIETEST YAML,

EES
{E Kubernetes 1.68(E S rA+374F DaemonSet iRENIEHINEE.

1 EEEEENH  PEREEHHREA DaemonSet RIEEFID/BATR , HAFEHREA DaemonSet FIEEF SR,

2. EREFHHEA DaemonSet 177 , REEFER.

3. £ "RNEHREG" WE  RIECRRNRELEFH LS RESH.

4. SRk , BN Bk,
EHPoditE

1 &1 TKE i=HA.
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2. EEMSAES |, BEHRE  HNSRFEIE T,

BesiRSS (TKE)

3. A EETE , BEEEENRGEA DaemonSet BYEEEE ID , HNFEFTPodELER DaemonSet BISEEFETRRH.

4. (EEEFTFESA DaemonSet 1774 , B EHPodAiE,

5. f£"EHPodEcE TUH | RIELAIRBERENEH LI RESHL.

6. Bath5EAk , BIEJ&EHT Pod ECE.

SERTIRBIRIG

1. &% TKE =HlA,

2. EEMSAv=S | BREEERE BN SRETE TRA.
3. B EEEH DaemonSet RUEEFID/BIR , HNEEHIEESRRES DaemonSet HIERFSIETH.
4. EEEFNEERR 1Y DaemonSet 1791 , Bt S > EHMEAERER , Y FmEEERKR &0,

5. A"EFAERIK B | EFTEERE , BE5ohk.

Kubectl #2/E DaemonSet g5

YAML 7+l

apiVersion: apps/vl
kind: DaemonSet
metadata:

name: fluentd-elasticsearch

namespace: kube-system
labels:

k8s-app: fluentd-logging
spec:

selector:

matchLabels:

name: fluentd-elasticsearch

template:
metadata:
labels:

name: fluentd-elasticsearch

spec:
tolerations:

- key: node-role.kubernetes.io/master

effect: NoSchedule

WS : BRmEmEX
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containers:

- name: fluentd-elasticsearch
image: k8s.gcr.io/fluentd-elasticsearch:1.20
resources:

limits:

memory: 200Mi

requests:

cpu: 100m

memory: 200Mi

volumeMounts:

- name: varlog

mountPath: /var/log

- name: varlibdockercontainers
mountPath: /var/lib/docker/containers
readOnly: true
terminationGracePeriodSeconds: 30
volumes:

- name: varlog

hostPath:

path: /var/log

- name: varlibdockercontainers
hostPath:

path: /var/lib/docker/containers

iE : AEYAMLURGIS | BT
http://imgcache.finance.cloud.tencent.com:80kubernetes.io/docs/concepts/workloads/controllers/daemonset , €lIzERTE]
BEFERSSREREARIIAER , (REFAIZNBDaemonSetiIZEpk.

e kind : iR DaemonSet ZFEZEE,

e metadata : DaemonSet B9ZFR. Label&EANER,

* metadata.annotations : DaemonSet BIE/MER , FIBITIZSEIREBNZESMEX TKE RIZMEEEE

* spec.template : DaemonSet &2 Pod HUIFAIEIRELE.

FE£a&E Kubernetes DaemonSet B75 34

Kubectl gl DaemonSet

1. &% YAML 7~fjll , #E#% StatefulSet YAML 3214,

2. L% Kubectl , FHEREERY. BEFEBFSE B Kubect! EEEE,
3. BTLAT 44 |, €JZ DaemonSet YAML {4,

kubectl create -f DaemonSet YAML SU4ZFR
BN , eIEE—AN324455 fluentd-elasticsearch.yaml {9 StatefulSet YAML 3744 , MHATLAT#S -

kubectl create -f fluentd-elasticsearch.yaml

WS : BRmEmEX 55120 T4 H584m

\|



S BRASTCE ARG (TKE)

4. PATLAT RS | WIERIEERRI.

kubectl get DaemonSet

REEERULATES | BPRRCIZERIT.

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE SELECTOR AGE
frontend 0 0 0 0 0 app=frontend-node 16d

Kubectl & DaemonSet
HITLATEGS , &F DaemonSet JUEITESREERY,

kubectl get ds/<daemonset-name> -o go-template="{{.spec.updateStrategy.type}}{{"\n"}}'

DaemonSet LA TR EHERASIEE
e OnDelete : BHATIEER, 1ZEIRIRITES DaemonSet /5 , EFEIMIIRIARY DaemonSet Pod A48z IDaemonSet Pod,

* RollingUpdate : 525 Kubernetes 1.68 = hRA. ZEHHRIZEEH DaemonSet #&iRf5 , |HAY DaemonSet Pod E#&1E , B
LURENEHS L EUZHHY DaemonSet Pod,

BiE—
HITFLL &< , & DaemonSet,

kubectl edit DaemonSet/[name]
WA AERTERERIGIE , RENEEFMNEFEREER. BB AE#H{EER DaemonSet £,
BFEZ
BATLAT oS EFEER =S5,

kubectl set image ds/[daemonset-name][container-name]=[container-new-image]
FEINREF DaemonSet FNEMSEAT , WHEEHR , (NEHESFER.

Kubectl [E]{& DaemonSet
1. BUTLATHS . &F DaemonSet FIEHHE,

kubectl rollout history daemonset /[name]

2. PTLAT S | BEEIEERAFR.

kubectl rollout history daemonset /[name] --revision=[REVISION]
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3. WTA T @S |, EIREIRI—MEA.
kubect! rollout undo daemonset /[name]

FAEERIRIRAS | ATHATLAT @SS,

kubect! rollout undo daemonset /[name] --to-revision=[REVISION]

Kubectl #fi& DaemonSet

T TS |, #ilkk DaemonSet,

kubectl delete DaemonSet [NAME]
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Job&E1#

BIFEAYE: 2024-10-17 17:10:00

Eikl)

Job #ZHIEEREIE 1-N 4> Pod , 1IX Pod $ZIRIZITHINETT , EEIE(TER. Job AIAFHEITE. HEAHEHE. BILREESH

1TREL. FTE. EERBERRBWSAR,. Job HfT5ERE . ABEIEHR Pod , thARRMER Pod , &R "BHE" FEECTMAN
Pod BIBE. WNREMPERT Job , Job SR Pod tLERERIHMIFR , EEEAZi% Job €AY Pod BIATE.

Job =GR EES

Bl Job

1. ZR TKE 48,

2. FEMSHES , BEERRE, NSRS TE.

3. BEFEERIRE Job RISEEID/EIR , BENTFEIEE Job AUSEEFEIETME.

4. ERTYERE > Job , HN"Job"(EEHE.

5. AR , BEN"FiEWorkload TR,

6. IRIESLIREK , IRE Job &%, XESHERNT :
o T{rtad® : BEX.
o ApREA : RIESERRT R TR,
o KA : BEIE "Job (BURES) ",
° JobiRE : {RIELERFENK , 79 Job fJ—1 Pod RE— N ES M A ENERR.
» EERY : IRE Job BN Pod FEESHITHIREL.
» FHMTE :iRE Job FTHUTAI Pod FE.

* KWEERE | IRE Pod TERREERLGAIESRE.
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= &8 Never : RESHRR | HE Pod THERRIEL.
® j%FE OnFailure : Pod #4RIR1T , BESIGEHISHN.
o SLINZSEE | RIBREK , A Job lI— Pod IRE— SN FRINEE,
= BFR BEX.
» 5% IRIESSIRE SR TIERE,
» BISIRA  RELRHERETES,
= CPU/ATFBRH : EIHRYE Kubernetes BIFRRS #{T1RE CPU FIMFRIBRESTE , RS SAIRITE.
» BRIRE  RE 'TFER 'BIHS ‘BTN | 'BFRERRE | BREESH.
7. B 0lEWorkload , FRAIE.
BE Job &
1. B3 TKE #5414,
2. EEMSHES |, BRESEE  H\ SEEE T,
3. BEREEE Job IKSHISKEIID/ERR , HAFEE Job REHISEHEERA.

4. EETHEER > Job , N "Job " (EE U@,

5. BEEBERITH Job BFR , AIAEE Job #I5.

fHp& Job

Job HUTTERE , ABEIEHAY Pod , tBARMER Pod , BRIERTHEEETHMAI Pod IAE. MREMRT Job , Job BIEEAJ Pod
ERRHMER  BEEAREX Job 8l Pod FIE.

Kubectl #£{F Job 55|
YAML 7~

apiVersion: batch/vl
kind: Job

metadata:

name: pi

spec:

completions: 2
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parallelism: 2

template:

spec:

containers:

- name: pi

image: perl

command: ["perl", "-Mbignum=bpi", "-wle", "print bpi(2000)"]
restartPolicy: Never

backoffLimit: 4

* kind : #xiR Job RS,

* metadata : Job f9BFR. LabelEEREE.

* metadata.annotations : Job AIEI/MNRES , FIBITIZSHIREE NS EX TKE IEIMEREE
* spec.completions : Job & Pod ESHITIREL

* spec.parallelism : Job #4747 Pod %4,

e spec.template : Job BB Pod FUiFMIEIRACE.,

8l Job

1. 2% YAML 7=~f5 , /& Job YAML 314,

2. L% Kubect! , FHEfZEERS.

3. Bl Job YAML 3214,

kubectl create -f Job YAML SA4ZFR

Bian , BIEE—NU4EZ 9 pi.yaml B9 Job YAML X4, RIHUTLAT &< :

kubectl create -f pi.yaml

4. PATLAT RS | IERIEERRI.

kubectl get job

REZELLATES |, RIZReIEEmI.

NAME DESIRED SUCCESSFUL AGE
job101m

fifip& Job
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HITLATER< | MilER Job,

kubectl delete job [NAME]
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CronJob&IE

BIFEAYE: 2024-10-17 17:10:00

St

Eiviy

— CronJob JEZE{LITF crontab ( cron table ) XHHEI—1T. ERIBIEENTUETTIEREET— Job, Cron #&=iHBEANT :

# & E
#—2F (0-59)
# | ——NEF (0 -23)

#||—HB (1-31)
#|||—B (1-12)

#|||| —=H3 (0-7, 2HIH =087 )
#1111

#*****

CronJob #=HI&#{FES|

€& CronJob

1. ZR TKE #4148,

2. EEMSHES |, RESEE  H\"SEEE T,

3. BB RERIRZ CronJob RISEFID/BIR , FHARFEIE CronJob HIEREFETENE.

4. T ERE > Cronlob , #\"CronJob"{ZE 5T

5. BahEEE | N "FriEEWorkload " TaE,

6. IR#ESCFRRK , IRE CronJob 2%, XESHEEWT :
o T{rtAE® : BEX.
o #pRI(A : IRIESERRE R TR,
o A : %&#F "CronJob (#ZARCronYiHIIERNEIT ) .

o HUTHE : fRiE Cron BzUREEFSHIEIIITRES.
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o Jobig&

= EERE : Job BIEMY Pod FEEEHITHIREL

» FHTE : Job FTHTAY Pod HE.

» KWEERE : Pod FERERERLGHERRE.

= Never : FEEFEE , EE Pod TAIEERER.

= OnFailure : Pod #5517 , BESIEEFEFN.

o SLHINZEEE : IRIELRRERK , /9 CronJob f—1 Pod IR B— RSN AREIEEE.

" BFR BEX.

Bk | IRIESCRRR R TR,

» RERE  RELRRERETIES.

* CPU/RITFBRE : AJHRHE Kubernetes RFIRS H{TIRE CPU FMIRFAIREIEE , RS SHMRIIME.

» BRIRE  TRE 'TFER  'BIRd  'BTY | 'BRERRE | "BTRESSH.

7. e RIEWorkload , S2EOIEE.

B CronJob
EFPodEiE

1. ZR TKE &4I4.

2. TEMSHES , BEEEE, N\ SHFE1E TE.

3. EEREENE , BEFEEFHREN CronJob RIEEEF ID , HAFEHPodECER CronJob RISEFETERHE.
4, FEEEHEBGM Cronlob 17 |, BEEHFHPodEE,

5. F£"E#HPodECE "TH , HRIELIrR KIENEFH LT , IRESEL.

6. BatE5eAk , BIRJEE%T Pod BCE.

SERTIRRERIE

1. ZR TKE &4I4.

2. EAMSAVES |, BEHRE  HNSRFEIE T,
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3. BEFEFEH CronJob MEEFID/BR , HNFEFEERE CronJob RISSEFEIENME.

4. EFEEHEERE A9 Cronlob 179 , BATEES> BERTEERE 8 EHEAERR &0,
5. FE BRI B0 |, EE T REETRES | Bdseak.

&BE CronJob k&

1. ZR TKE &44.

2. EEMSHES , BEERE, NSRS T,

3. BEHEFREEE CronJob RSHIEEFID/BIR , HANFEE CronJob RIS ETEN M.

4. %R THERE > Cronlob , ¥\ "CronJob"{=EHHE,

5. BEEEEEIASH CronJob Z7R , BIETEE Cronlob #i5,

Kubect! #2{E CronJob #55|
YAML 756

apiVersion: batch/vlbetal
kind: CronJob

metadata:

name: hello

spec:

schedule: "*/1 * * * *"
jobTemplate:

spec:

template:

spec:

containers:

- name: hello

image: busybox

args:

- /bin/sh

- -C

- date; echo Hello from the Kubernetes cluster
restartPolicy: OnFailure

e kind: #xiH CronJob &jEEE.
¢ metadata : CronJob B9BFR. Label EEX(EE,

* metadata.annotations : XJ CronJob BYE/MRER , AIBITiZSHIREBN=SMERX TKE FIEWYMEIEEE.
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* spec.schedule : CronJob #4789 Cron BYZERS.

* spec.jobTemplate : Cron $#14THY Job R,
£JZ CronJob

ik

1. 8% YAML 7=:f5| , #%& CronJob YAML 3214,
2. L% Kubect! , FHEZEEEE.

3. TLATA< |, B3 CronJob YAML 3214,

kubectl create -f CronJob YAML ST&ZFR

g , BIE—NXEE ) cronjob.yaml B9 CronJob YAML 344 , MIHTLA TS ¢

kubectl create -f cronjob.yaml

HiE=

1. B IHT kubect! run ©< , HuERIZE— CronJob,
FIEn , REEIE— NSRS TEEEEE CronJob , WHfTLATSHS ¢

kubectl run hello --schedule="*/1 * * * *" --restart=OnFailure --image=busybox -- /bin/sh -c "date; echo Hello"

2. PUTLATE< | IIEEIE R BRI,

kubectl get cronjob [NAME]

REZEPLATNES |, RIZR0IEEmI.

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
cronjob * * * * * False 0 <none> 15s

HHER CronJob
o TR <SR  BRIARSFEIEEOIER Job , BNUMTIZHSELIEITEERIZER Job,

o HfTIEERE ST , EEUEERY Job FIESTHAY Job IIASHLR IE IR,
o UNFEMIBR CronJob GUFERY Job , IEF iRk,

PUTLATE< | MilfR CronJob,
kubectl delete cronjob [NAME]
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IR E TAFRERI SRR

BIFEAYE: 2024-10-17 17:10:00

153K ( Request ) 5 BRI ( Limit )

Request : BEERNGRNRREK , (FASREARRNTZRO K. RAESTREISRTRE > = BRAREKEN T RIFS
BRAEEZTR. (B Request SERNIRBIBBRHISAIEARRE. Limit | SREERNRRRAE.

5888 : EZ Limit §] Request SHNE , BF BEEIFE.

CPU pRfHli5eRR
CPU ZERFFRE CPU A CPU IRBINIERE , LUZ (U) I, 14PN,
8

* CPU Request {EREERIAIKIE , FEEBZRIMZER/ET R LDE CPU EREIR , 758 "EHES CPU" HiR.
e CPU Limit fR#&IZRS CPU FIRRI LR | FMREFTAMHBRE ( CPU Limit >= CPU Request ) .

RERRHAA

AERBERAFRFISESERARFERREEZ. LA MiB RERAL, BiFANEL.
WiBA :
* 7F Request {EAEERIIKIE | EOIEN NZBSRET R EPEARE | FRA "EDERE FE.

° AEEBRARAEEER, UPRLAMEASEERRNFEYEENR , £ OOM BXIE. FEWARE Limit BF , BIA Limit =
Request , {RIEAESHIEFEIE(E.

CPU {#FEE#0 CPU A=

* CPU ERHENHEIME , FEirHEAN CPU BIERZEL , CPU RFIER CPU RIFIRHEIRIAIKTKIEESZ CPU FRE.

 CPU {FRZN1EHE , %= CPU MIFRES CPU EiZtHE ( SiE5T5m R CPU ZItLE ) .

(e

—MEEEHGRBIBE Request 1 Limit F9/ER , MIREERHEIE1LA 4UAG B, EEEEMFA Pod (Podl , Pod2) , &4 Pod HI&
JRIZE/ ( CPU Request , CPU Limit , Memory Request , Memory Limit) = (1U, 2U, 1G, 1G), (1.0G = 1000MiB) TmE
CPU fIREFNRIRERERIN B

WS : BRmEmEX 131 70 H584m
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BE 58I CPU HIFEA : 1U ( £F Podl) + 1U (45f Pod2 ) =2U , FielLAS BRI CPU HiRA2U,

BESEHARFEREA : 1G (o Podl) + 1G (4fE Pod2 ) = 2G , RIRAILSEIAFERRF2G, FRLAZT R LIBEEE— (
CPU Requst , Memory Requst) =(2U , 2G )AY Pod && , & ZRE2 ( CPU Requst , Memory Requst) = (1U, 1G) AJ Pod
ERE.

ERRRHSE , &1 Podl 1 Pod2 EREIRMILIRA (2U, 1G) , BMERRZ=RAIES T , Pod (R CPU HIE&RAREAZI2U,

RS RIFPRGIHEE

TKE SARIEELRIARR RGN RREKHET Request 5 Limit (& , EAEFESRIEENEREINFRINET | AKBNEIS RIS

t o

HEEE . RIEERBHERTRERIBER GO FRAGE  HiEU B D USRITEE IS %INERREHEIEFR Request , Limit /9
Request B921=,

Request = Percentile(SEfrfaZk[7d],0.95)
Limit = Request * 2

AIRLRIRIEAEE (SLhRtR ) MR EEFTENREERK , HISENIT AEANEEE |, XEHTE. fli0, X=Ek tag
namespace , serviceName Fifiestfd. ELIZRITBEERFERESIIENE  WEFEN=.

HEFENE . AEAEREY BRGNS ESELHEEFER  TRERTLIT/URER :

1. SRIEIEFH AR EIER , RNFEGFUBAIFAKE (LfRAg ) KT14401 , BIE—RAIEIE.

2 #EFEINTESRISRCEEER Request BiE Limit,

B

1. ATHFERREDLAHKITERN , FN L , FRREETEL SRR |, HEFa0EER.

2. (ERHEFERERS | TR ASHRRNEENSRAEBEEML. R, A SRIERHIIRRE R,

3. EFEREVE , EILURER CASHISERIER BRI AR,
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IRE TIRRERIEREAN

BIFEAYE: 2024-10-17 17:10:00

e
Vi
BB TS SRS BN | ISR T /s A Pod TEERHHTRE, HEATLEGE -
. 15 Pod E(FTEISEATS AL,

* 15 Pod iIZ{THERE—FAE (EREALIZTAX. NEFEN) (PRL.

* % Pod BEFTBEITRLE (BN R— , AIEERMAHI Pod FILEE ) .

EREE

ATERH

- RETERBHEEFOEEIN , BRI Kuberetes FAU/RRL 7L HAOKA,

- AR Pod SRR , EBRERENEEINEAS | B ANSRAT SR,
- EFIEENEIR BRI QENN Label, FSAS0 RETHH Label,

REREAN
INREEERF R THESHMRA | WATLFECIR TAFG-piR BREAN. EEILURIBSRRAER | YERL TRFBREEE
o EEBRAE  RELH (Pod ) BESEMMATS L , BT RIRE.

o BESGEEMN : FTEENXSES) (Pod ) VEEHIN , FLACSCHIRES.

BENXEEANSSLATRMR :

o ERIREEREM  AEHEURBEFAMERMG  WEERIRIA node, MRRBETRBERM , WEEKK.

BEEEMNTRILIRIZRERMN , SNBSS T

e In: Label g9 value 7E%I3E,

WS : BRmEmEX 55133 T0 H584m
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* Notln : Label f9 value RIEFIZERH.,

* Exists : Label {9 key 777E.

» DoesNotExits : Label i key <1F{E,

e Gt : Label REXTIRIE ( FRFEBLTE ) .

* Lt: Label RUE/INTHIRIE ( FHRFERILE ) .

JRIES A

IRSEVEEANEEEI T A Yaml 2| Kubernetes £58% , Kubernetes fJ Affinity and anti-affinity #l#l&{#18 Pod Z—EMN#H1TE
B, B2 Kubernetes iy Affinity and anti-affinity HlHINME0] BEEIFE.
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B TERERIERIOE

ERITEFHYE): 2024-10-17 17:10:00

SEBERAIZET Kubernetes, Kubernetes STRSRIZSISHHTRMBIEAN , FHRIEFNAEAMSRIREIRE | HUTHIMOIRIE,

RO EZR
RIS HIATEE -

o BDEETENE  ATRNSHRESEE  BUTHUT ps BTNBEHERETHE. URBHENFEENELY , SRHSNZAFTITER
BF. WRBFNFERER  WAHRITEETERE,

o DEENENE  ATHRNAREDERIFFRGIERFER. G0, BFIEMRRKE | FEINRHEELENE 2B MNRIE
TRIREENTeR A BEIRIRSS. LR , ATBUBRMBERELTVREREFHE | WNEFEDEMTK. NREHRIMBRERW , KiF
SFBIERINAZERR. MRBSH[MERERY , WS iZER697.

fEEREST(

TCP ¥ROIERN

TCP inOERMAEIEANT © XITHRM TCP BEIRZHIARS | SR AEIMERNZARRES TCP iEE, WNRIEEMT , IEFRNAT) , SN
BRMSKM, 5E5F TCP ImRNAE , AUEESRITAYIRO. fl0 , —14 redis T8 , BAIRSHORE 6379, H(HZBHEKE T
TCP imOERN |, FHEERMIROZ 6379 , IBAKRF MRS IZ AR 6379 imIAME TCP &k, WISRIEZAMT) , IERFGEMT) , &
AL BRI

HTTP &k

HTTP iERIRUZ XS TR HTTP/HTTPS IRSZHVERS | FER BB R&HE HTTP/HTTPS GET 155K, 40 HTTP/HTTPS
response IX[EFBET 200 - 39%EHE , IERBERUALLD , BUFRUKM. (A HTTP ERRNLUEES = mITRIROM HTTP/HTTPS Y
EKER, il , 124 HTTP IRSSH9EEE | IRSSIR0 80 , HTTP 1GERRZ/ /health-check |, BRASEF 2RI BIRALL GET
http://imgcache.finance.cloud.tencent.com:80containerIP:80/health-check &K,

PTaESE

PTaSRER—MEEARRELI A NEXRBFEE— I EaRNTHRTHS | SHSFERHESSRRRTZGS. RGN
REERZO , BRI, BUEERK. 3T TCP imOHRM 0 HTTP iSXkERN , ERTLABTHY T SRENSREN

o XJF TCP imOIRM , AlLAE— MERIIBesA0RmO# T connect, U connect pkZH , BIZASRE0 , FURE-1,
o XF HTTP iERIRN , AJLAE—MIASEXI B 283#1T wget FHOE response RYIRERS. 440, wget
http://imgcache.finance.cloud.tencent.com:80127.0.0.1:80/health-check , #NSRIRERITE200 - 3990 EE , IAR[E 0, FAK

@ _10

e =N

* WIBRENTIEFRESSRIRGT  SNSEHAZRERFTHRITEM.
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o WMRHTIIBSE— shell IR , FEEEEIEEHAIEMNITHS | TEM LEHARMERERS. flan, FIAR
/data/scripts/health_check.sh , BBAERHITHRSICERT , 18RRI sh /data/scripts/health_check.sh ,

HENHSH

N=

[SEIRERT : BAfURD, IEERREHE  SAFHARN. fli0, BHRERREAS , PBARRICEBESEENSIETA,
o [EIRRRTIE : ). IEERERIGERSIER. a0, [AFRRTEREML0 , BPASEFREMR10siGE —IX,

o WERGERT : BURD, FEEMERRIRUAERETE, XIRE TCP imOERN. HTTP SRR, RiTaSteE=MA  HBIFRmx TCP &k
FERTRTIE). HTTP iEKIaRGEAT A EILAR B T o S ORI EiE).

o (REREME : PR, EERRMBEESHIIZONG  THESRZRRMN. G0, RREERERS , MiRBEREREESLIIRUE
B0, AN AR R,

IR MREREERRENFERE | BPARRBERERL , BFREMECERHRNATR.

o FREREE : B, IEERRIOEEEAMSDRGE , ZHESHEEAERN. Ol , MERRERENS , NiRBEREHRIELS3R
EIRWEM , HINNERRERAT.
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KB TEREIETm SIS
RITEFATE: 2024-10-17 17:10:00
A

BB TRREET , BEEIRERIEELATERMETAHE. ERANERT | BESETHAGS | IRERFET—MFEN
WOWESHENRIAE , BREERRLUT=MEE -

e T{FBZ (workingDir) : EESRIRITIEER.

* &EfT@m< (command ) : BHEIRGIZITAICIRG L.

o WeBH (args) : LRLETHSHISEL.

TYFEZRixAA

workingDir , BIfEEZHRINITIEFER. MRAFE , UBHEIE. NREEIEE  NERARETIHHNERIAME. NREGTFINRIZEE
WORKDIR , BfEfEHI&RIEE . W workingDir EiIAA /",

SIS HEYER

B [(#E] | THROEE docker run S EEZIBA=SMEXAERS.

Docker (ORGIABFHEREGERIERTEIRE | MRAREE TR, FRFSETRESIFHRENIANG SIS
Docker [RAEEMHIFERA “Entrypoint” F1 “CMD”, i#{EAJZ&& Docker #Y Entrypoint 588 1 CMD 88, SNSRIGECIEIRSAT |, &
STEBSTHONSE , BRBSHLBRREWENIIEIAGS (B "Entrypoint” #1 “CMD" ) , EHIUIANT :

$f& Entrypoint & CMD BRENIETHS BEINETEH REHT
[Is] [/home] KRgE KigE [Is / home]
[Is] [/home] [cd] RRE [cd]

[Is] [/home] RRE [/data] [Is / data]
[Is] [/home] [cd] [/data] [cd / data]

588 : Docker entrypoint XS eElRSS =446 ERUIEITHS , Docker run f CMD S#0 N A RIRS 4G LROTEITESE, 45
ZNETEHE | FESHRRSNETEHTRASEH B8/ s8R —17.
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{8 TCR MVhiRsEfIn A= =G eI TR

BIFEAYE: 2024-10-17 17:10:00

37—

BERERSERERESTSEETEREMMEER, WSOHES M. SEMREANEIERSRER | BRHEWVEARER
BLEIEERS. ERTIARRS , BIRSHFERRER e, BRBHES. Helm Chart J5E. MEIHEEHSFHE | #1558
20 SRFEERS.

RNMBIMAERRRIRSS TKE i |, EAEIRBREGRSS TCR RIEENFAEREGHITIAEE.

BIIRSRE
EfFERA TCR WIEERFAEBGI TN ESER , BHEETRRIATESITE !
o DEDBEGIRSCIZEDIARELA), tNEREIEE |, 155% clE I hRsCy) SeatelzE,

o WIRERAFKSHTEE 5% DWRENS =50 IRRIAFIKSE TR NSLFIRGRIESUR.

BIFLE

EEEHRER

el ez

FEER TCR RAVMREEHIRTENA G2 A , BERSET X EEEEIE. 55% (IEHaX 0 RETHEIE. ENmaTa&FAEmE
BaiFIBAR , 23ZLL docker 947,

SIRRGCEE (i)

BRBEITEEERNRGCER | 55%F tIZRECE KRR, RECESTFRENIENENTHRRERIR , AU
getting-started J9ffl,

L
@i docker cli SFEMBIRIETH |, FI40 jenkins #HEXREERIWIRIAINE , BRECEAFE  BB0E  THEAFHE!
2.

HEXERRER

ErliEd docker cli SGEMtRGHETE |, HIA0 jenkins HEXREEIEERECER , 230 docker cli . X BRFEEER—ER
%8 Docker FIRIRSZEREAMIEN , FHHRINIDNEFIREE EEMEIEHRE B XAAREA M RFEIEEE R,

1. &% SREGELHIGIEEIE SREVERIES |, FH#H1T Docker Login,

2. BRIE | EAERHEERNSRRETEM DockerHub EIRER—MATHEGATUIK, 43ZEA DockerHub B75H9 Nginx &
Fgaf , ERSITIEPRORMITUTIES | BIAEXRZER. 1518 demo-tcr. docker & getting-started {OREHRELIROE
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RUSERIZAR, fRTABRRRERECES.

docker tag getting-started:latest demo-tcr.cloudcr.com/docker/getting-started:latest

docker push demo-tcr.cloudcr.com/docker/getting-started:latest

HEEAING | BPETRIEEHIEH RECE H , MECESHENFEREEE.

BCE TKE S=&¥i718 TCR LH

TCR (BAARSEAISTIFRLEIHIENES] , BOARGLERRIRAIIMNEREIE), EERIE TKE SSRFOWKRECE | ISRBIE 2 Ma A MiEEEESLS) |
NSRRI, & TKE S£855 TCR PSSRt , ENBERMILESAERERES  TRARNNEE , FHOAMNRER
$0

{58 TCR § RABHHH{TIRIERCE (1555 )

1. BREBRMBEFG | ERLNSHI=PRISEH.

2. TESRBETEDUE | EIREEY ID |, BENSEHFIBIN,

3. IERAMER=hRAHEE | At EERmALHE.

4. TERTE A EENE ok TCR Eit,
ik
A0 TCR B RSTRE K8S hids > 1.12 RUSEY | MNEEHRAEASTS | BRAFNEES | ST RERRE.

o BEEEFETRAMTIREREERE.

o BRES¥EENEEAN.

£ TCR A 2¥iRENH , 2EBEFEPNBNEHERESR | BERXSH.

o KERSLA : 1R SERFRIMIEAT TCR LA,

o REHENECE : tIRAKAEE.

o MISIAIECE : FIEINAE | 7 TCR SLEHENSRIFRTE VPC HABBEHENE SR RBETAIEIE) TCR SLfl , ToHERAT)
8. FAT TCR MEENMEHTINRERRIRT PrivateDNS | & HRIEERFATTEMIETRSISF PrivateDNS 721 |, AIERAECESLIIAMIGR. 40
RRISIER PR HEIRIER" | 155% AMIEET , B& TCR SEHIS TKE SERFFRTERAERILS VPC RIRRIHERS.

5. BATRBREA LR,

6. FEAEHAEREmEATTER . FHANERIZRSE TCR T REM.

BriEeiE | SR ESRMNRENBIZRERSLINREGRIRED , THEIIMNCE.
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FEEAMIGIRIRGaEIE
1. e BAMASIE

1. &% AKiEEES , BB TCR SEfIS TKE SSEEFTERAVEEE VPC RIRKIGERS | FHTE BT,

2. Y0570 TCR SERIFFERBIEVET SIS BT | A7 TKE SERFhEIRACE TCR SERRIEEMET. BIRIEEAISEIRER | &R TS

==
E

o BIBSEFRIECET M Host 7EEUE TKE B¥ Y RIRSHEE L BH , EERFREH T TRSIEE FRANTRS

echo '172.21.17.69 demo.cloudcr.com' >> /etc/hosts

o NEASKHEETR Host BREHENTIR , HHUTUTHS ¢

echo '172.21.17.69 demo.cloudcr.com' >> /etc/hosts

172.21.17.69 F demo.cloudcr.com iEERAELIREFRAIKIRAET IP K TCR SLAliEE,
2. BEBSASEIE
1 2FTCR - [RBHIKSEE , KBRS RKSHBF 2 RERD.
2. FEERAFIETT , EIRANN ECEEE > Secret, # Secret TN,
7E Secret A ETEH \FTEE Secret TUH , 2L NMEA T RIS,
FESHEEWT
o Secret #&! : %2 Dockercfg (RS CEESIRIEIE).
o 4WGEE : AEFE FRETENHETE,
o RECEEES  HS TCR LAIRAENESE.
o FF{. BN S SR CRNNABFERED.
3. BB SecretBlIJ5eR TR,
fsEF8 TCR SLEIANRER RSO TIFRE
1. FEEEAFIEAE |, RN IT{ERE> Deployment,
2. 7£ Deployment TE B TR,

3. 7EHE@**Deployment* T , £ELTMERERTIERE., FTESHEEUT  BibSHiBRERE !
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o WRTE  EFC FARBEFIENBETE.
o SLRIREEE
R PEEERE  FAOEERETNE  ERSERERSOUL  BIREFTEEFNE. SOMEGROE.

» REIRAE  BERFRGE  REEERERES  CEEREREATNH  RIEFESFZRECENREMRAE. EREENEAS

latest,
o REHARIE :
» ERERE TCR T RAM | THREE.
SRR TCR i RAEM | IEFRMREAIEE | %R REHOEE SBHE TRANAEIEIE,

4, EREEMSEEEE |, BEeIE DeploymentSEEZ TERSIEEHE, BEMRING , oI7E Deployment THEEEZ TR
B9 154 /B Pod &R H9"1/1",
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Ba{f4E
BaRaEEARNERFE
ST EFAtE: 2024-10-17 17:10:00
B R

S5 (Pod ) Biaf 48208 ( Horizontal Pod Autoscaler , HPA ) AILARIEB#RSLA CPU FIARAIIIESISRET R, FRlkS
89 Pod &, AXNBNTBIERZSRMEXERERSEHETI Pod By 485,

TR

HPA FEEHSE R0 ARRERIENARRM Pod MEliSR , ARMRIESRIISNEIE. SREIAEIIZERENERTIHE | HERR
BERIEARSNIPERIAS,. BHPERIAHSLRIEIASR—ENES , HPA &% Deployment 31T Pod BIAEEEEE , NMIAZIBGN
R4ERIBRY, LA CPU FIFBEAMI , [RIEHEIE2NA , SF9 CPU FIFBE ( HRIHEREUE ) 190% , BalE4Eg BBl CPU A
60% , MEZIEEELHIEE : 90% x 2/ 60% = 34,

RAFRE T Z 8 REENR . HPA 2KIES MER | D3I EHBEREIAE , BERAEHI T EREHRF.

EEEIN
o MigtRskEISERZY CPU FIFBER (& Request ) A , /TNZAERIRE CPU Request,
o KRESIEIRBEINEESIE , HIUMRET70%ABESFIN | TAE30%HIRE.
* {R¥5 Pod #1 Node {57 (&% Pod SMEEHE ) ,
* (RIERAFPBERNABIETREIE T,
* HPA B BREI RSB — 1M 0%MKIEF. WMRERMSEER , HPA FASEEEIREE.
* HNSRBRSSITIRIAY Deployment.spec.replicas {890 , HPA $EAEEER,

° YNERYIER Deployment ERTEFES N HPA |, MIEIER HPA £EIISEX , SIERIEEREY BA.

Ellli= e

CelEER. XToIRER  FEEEN clEEE.

BIFTR
TS
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LB AT =M BB 5.
B R EsCAIESEETS
L BEAMSHVEhERE | ENSEFEE TH.

2. BB MYRARIERE ID |, AN TERE Deployment BT |, IGRHE,

3. FE"#hiEWorkload" T , IRELFIEENEENET.

o RUASRER . BaRAETIREKIMAORERIEIR. FITESN B8R,

o SLEFBE : ISRIECIRR R TIERE | THMESERETSEENENET , FBHZRETE.
BB REE

L. EHAMSAVERERE | HENSEFEIE TH.

2. BEFECIRRYEHRYEEY ID , BEAT{EE Deployment B , EFEEENHLE.

3. f£"HorizontalPodAutoscaler "TaH , Bh#EEE.

4. FE"FREHPATUE |, ARIELATRDS | #HT HPA &,

B AZIEBNREERIETR

R | BRELIRR R TR,

TEREAE | SIRESIRR K TIERE,

KEXT{ERE : FEEAZT | BIRIESIRGE K TSR,

REASREE | Bah{RAETHRERIAVSRIRIER | EBBS I f8ini,

SCERBE : BRELIRRRHTER | TANERERESEENBNET , FBHZREEE.

(921

. BATEBIEEHPA | SSRY HPA AIBIEE,
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BT YAML gig
1. B AEMISA=rhEERE | " ERFETE A,
2. B EECIE(RYEHAYERE ID , AN T{ERE; Deployment i#{5.

3. Bz A A LA YAMLBIZEIR.

4. FE'YAMLEERR TN |, RIESEhr R RREAS , BE5emk , RBITHE HPA |

ERERH B AN
AU LA R =R BT IRSS By 452,

EEEE#HT Pod 2
1. PR AEMSHE SRR, W\ SRS TRE,

2. SR F RO RELHRYEEY ID , ENT{Ffh# Deployment BN , ST E#Pod¥ER,

3. fE"EHPodHE TNH , RIESCArRRIHTIRE | FH et EHLAE.

EEH Hpa KB
1. NSRS | H\ SRS .
2. R F RO RELHRYEEY ID , ENT{Ffh#k Deployment 18N , ST EENH4EE.

3. T£"HorizontalPodAutoscaler T , BEEEEHEEN HPA FETANREXEE.

4. " EHHpaftE TH , RIELIRR K TIRE | FHEEHHpa.

B 4wiE YAML S5

1. BEHEAMSHEhERE | H\ SR .
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2. BEFECIRREERIEEY ID |, I ERN RS,

3. f£"HorizontalPodAutoscaler " TRH , ISREEEFHECER HPA FETAMNASIEYAML,

4. F£"E#HorizontalPodAutoscaler T , {RIESLRRTE R T4RE , BthSehEn.

(ARSI

=P SIS RS E =N e
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SlEERE= NI

BIFEAYE: 2024-10-17 17:10:00

BesiRSS (TKE)

&5 ( Pod ) Biai¥ 4E&TI8E ( Horizontal Pod Autoscaler , HPA ) RILUMRYEB#RSERI CPU RIS ESISRENT . 8RR
B Pod 8. Bay FEH , AIAHMEERIEHTIRENMAISIREEELE CPU 1515, W7, MR, W GPU BXIStR. ItHh , XS
IRERTLATEREIE YAML S4-EIFI4REE HPA BIfER , 2SS4 HECE YAML SX47RA,

ShEEREE N

BahERgEfERF B TR
Hrh metricName sRRYZEARSHEREN , BIERPIREOABRN , ZBMERS YAML XAETE2E.

CPU #Bix

(=
(=#E)
CPU {£FE&

CPU RIFE=R (5
TR)

CPURIA= (&
Request)

CPURIB=E (&
Limit )

mEfR
EinEiR (F58)
RS

HHim

BRIERE
FE£ZEE IOPS

RS IOPS

[

TEIRER
(&=H8)

TN

=21y]
(=HlEe  &F type
)
% Pod f§ CPU (EFRE Pods
Pod fy CPU fFRHEZELT =
% P
& EE ods
o Pod B9 CPU (FREFMEE Pods
89 Request {HZLL
o Pod g9 CPU (FHEEIZE Pods
/Y Limit &2tk
B (IEFHE) &iE
KB/s Pod IR SEE
KB/s Pod AUREERISEERER
R/s Pod MIEEISEENEURERT [0 JREL
R/s Pod 1EHIRS NFELRY [0 /X2
L :
(E518) i RS
Mbps ;;Jd BN AR Pods

WS : BRmEmEX

metricName

k8s_pod_cpu_core_used

k8s_pod_rate_cpu_core_used_node

k8s_pod_rate_cpu_core_used_request

k8s_pod_rate_cpu_core_used_limit

type
Pods
Pods
Pods

Pods

metricName

metricName

k8s_pod_fs_write_bytes
k8s_pod_fs_read_bytes
k8s_pod_fs_read_times

k8s_pod_fs_write_times

k8s_pod_network_receive_bytes_bw

%146 T

BOABRRL

%

%

%

%

BRI
B/s

B/s

/s

/s

EOARNL

Bps
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BB
(=H8)

LS T

S

RIZENIR

Heim

M HRE

MENBE

MEHEE

R

BB (=S )

RiFERE

REFERE (A88
Cache)

REFFIER (4515
=)

REFREER (&1
=, B3 Cache)

REFFIER (&
Request)

AEFB=E (4
Request , ~E&
Cache

AEFRIE=R (4
Limit )

AEMBE (4
Limit, 78&
Cache)

GPU

IEtrEmR (EHE )

By
(=HE)

Mbps

KB/s

KB/s

N's

M™s

B
(#=Hl

a8)

Mib

Mib

%

EAfy
(=HE
)

WS : BRmEmEX

&t
Pod RIS EIHEEL
#

Pod AT EREZ
il

Pod HOHSEIREZ
i

Pod FIANTIEBEZ
it

Pod RItHSEEEZ
G|

;T

Pod RTF(ERE

Pod WEFER , A28
Cache

Pod W7EEHRSG node
BYEL 5l

Pod WEFEAEG node
BYLEH , <& Cache

Pod WFFER S
Request BIELAI

Pod REEFERSG
Request BILLRI , A&
Cache

Pod 7RG limit AY
E 15

Pod WFFER G limit B9
Ebf5l , &<& Cache

&|E

type

BasiRsS (TKE)
type  metricName EOABRL
Pods k8s_pod_network_transmit_bytes_bw Bps
Pods k8s_pod_network_receive_bytes B/s
Pods k8s_pod_network_transmit_bytes B/s
Pods k8s_pod_network_receive_packets N/s
Pods k8s_pod_network_transmit_packets S

type metricName FRAERL

Pods k8s_pod_mem_usage_bytes B

Pods k8s_pod_mem_no_cache_bytes B

Pods k8s_pod_rate_mem_usage_node %

Pods k8s_pod_rate_mem_no_cache_node %

Pods k8s_pod_rate_mem_usage_request %

Pods k8s_pod_rate_mem_no_cache_request %

Pods k8s_pod_rate_mem_usage_limit %

Pods k8s_pod_rate_mem_no_cache_limit %
metricName AR

%147
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5 node ALK

O BRTTCE SRS (TKE)
=2lvj
ERERR (=58 ) (=He & type  metricName SRIABA(T
)
GPU {#H= CUDA Pod GPU {EfHE Pods k8s_pod_gpu_used CUDA
Core Core
CUDA CUDA
E== dEE
GPU HiE& Core Pod GPU HHigE Pods = k8s_pod_gpu_request Core
GPU RIFZE (& GPU &
9 P k 9
Request ) % Request BILLI ods 8s_pod_rate_gpu_used_request %
GPU R (5% GPU {#M & node
% Pods k8s_pod_rate_gpu_used_node %
=) KL -POSrate gpH-tsee
iPU memory & Mib Pod S,PU memory Pods = k8s_pod_gpu_memory_used_bytes B
2 ERE
==
GEPU memory Ei Mib P‘{iipu memory Pods k8s_pod_gpu_memory_request_bytes B
2 FRiEE
GPU memory FIF o GPU memory {#F o
= ( 5 Request ) % & Request HILLP Pods k8s_pod_rate_gpu_memory_used_request %
|
GPU memory £ % GPU memory fi2F Pods k8s_pod_rate_gpu_memory_used_node %

EId YAML B2 F014m4E HPA

EEILUEE YAML STEEIEEFGREE HPA . AT AECEXXMHRYRA | iZXXMMEX T —5 B example Y HPA |, CPU fEREN1IIARA
HPA , sSLERBEL - 2,

TKE EHFRAFREER Resource 28,

apiVersion: autoscaling/v2betal
kind: HorizontalPodAutoscaler
metadata:

name: example

namespace: default

labels:

gcloud-app: example

spec:

minReplicas: 1

maxReplicas: 2

metrics:

- type: Pods # 373%{#F8 Resource
pods:

metricName: k8s_pod_cpu_core_used
targetAverageValue: "1"
scaleTargetRef:

apiVersion: apps/vlbeta2
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kind: Deployment
name: nginx
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RS
ServiceE=1H

RITEHHYE): 2024-10-17 17:10:00

i)

Service EXiAIAGEIH Pod AIAIRIRES , IRMHEREAIELLISE IP, EATLUEY Service TaEigEbiAITZIRIRAY Pod, Service STFELUT
A

e RXWifiE) : R Service Y Loadbalance &3\ , BaIEIEAK CLB. 2K IP ATEE/AEZIEHAY Pod,

e VPCAMifA : {8 Service B Loadbalance &z, , BahEIEMAM CLB, $§XE annotations:service.kubernetes.io/qcloud-
loadbalancer-internal-subnetid: subnet-xxxxxxxx , VPC FIREIELEEHM IP EiEhiaEIEHE Pod.,

o EEB¥NIFIA) : EF Service B ClusterlP 185 , BB Service WERHEY IP , BBFEEEMIAIA).

Service Z#HI&E{FIE5 ]
ARSI

BB SAEN CVM W SSHEA— CLB.

EIVEARESE CLB =HISERIS(F TKE BshEER CLB,

EFEEHRY CLB BY , TKE =BzE= CLB EBRIENR RS,

TKE £ BB EHEHBFR/9 TKE_Dedicated_Listener fLEITES , EftBISITEEAEE.

BljZE Service

1. 23 TKE =414,

2. EEMSAES |, BEHRE  HNSRFEIE .

3. AR FEE G Service FUSEEFID/BIR , HNFOIEE Service RUSERFEIENMAL.

4. 1%3%IRS% > Service , HN\"Service"(SETRME.

5. BATRmEE | N FEEService TUHL
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6. IRIESCRRRK , IRE Service 5%, XESHEBUT ¢
o PRSBEM : BEX.
o apEEEA | IRIESLIRE I TR,
o IRSBHAGE : RIELIRER , I MNAYERTI.
o ImMBRET : HRIESCRRB R TIRE.

7. BAEOIRRIRSS | STRREE.

B3 Service

SEH YAML

1. B TKE i=HlA.

2. EEMSAEF |, BERE  HEN SRS TH.

3. BEREEH YAML RSEELID/BFR , HNFFEHT YAML RS SR T,

4. ¥ER2IRSS > Service , N "Service"=E2 A,

5. fEEEEZ YAML 9 Service 1750 , BatE4RIBYAML |, SN\ EHT Service TA.

6. TE"EHService"TuHE , 478 YAML , Bath52r% , BNET &5 YAML,

Kubect! #2{E Service $§3|
YAML 73+451

kind: Service

apiVersion: v1

metadata:

## annotations:

## service.kubernetes.io/qcloud-loadbalancer-internal-subnetid: subnet-xxxxxxxx ###& 2 EIEERRIIHIERY Service FIETIZE
annotation

name: my-service

spec:

selector:

app: MyApp

WS : BRmEmEX 55151 70 H584m
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ports:

- protocol: TCP
port: 80
targetPort: 9376
type: LoadBalancer

e kind : #FiR Service &JEEE,
e metadata : Service BIBFR. LabelEEARNEE,
* metadata.annotations: Service B9E/MRER , AIBITIZS IS EBTZERMEX TKE FIEIMEEEE

e spec.type : txiR Service BYIRIHIAF

o

ClusterlP : TEESEFIEBATTIRSS , AT AT ERMERAIE.

o

NodePort : ST SO EIRISiE Service , EEBFHMTLUBEITT5 & IP:NodePort 54,

o

LoadBalancer : FREBIN=&MEXIZHEHIREBIIEEEATRS | FOABIELAK CLB , 38X annotations TJBlIE=MIK CLB,

o

ExternalName : EIREIEIZE] DNS , {(UERTF kube-dnsl.7RESHRA,

annotations: DA REISEEEEIEE 2 R/PIRISIEEI Service
MNEREENEEEBERE CLB AR , EEIR(HLS TKE 632 Service (£ , BaJLUBIZLAT annotations TR E :

metadata:
annotations:
service.kubernetes.io/tke-existed-lbid: lb-6swtxxxx

annotations: 8ETI m48E Loadbalances

WISRIBHIEERFAMEIR K , NORBINAEREFMEAEEE ST A . EALUBIIEE Service Y Loadbalance , REBEIEET = |
annotations 30 :

metadata:
annotations:
service.kubernetes.io/qcloud-loadbalancer-backends-label: "key in (valuel, value2) * ## LabelSelectort&zt,

o BNE S TIFRBAFAMEEERER.
* BIRSMRE Node EMRIEISFEIIRE Label,
o SXAFR4E LabelSelector #8040 :
o service.kubernetes.io/qcloud-loadbalancer-backends-label: keyl=valuesl, key2=values2

o service.kubernetes.io/qcloud-loadbalancer-backends-label: keyl in (valuel),key2 in (value2)

WS : BRmEmEX 55152 T0 H584m

\|



O BRTTCE ARG (TKE)

o service.kubernetes.io/qcloud-loadbalancer-backends-label: key in (valuel, value2)

o service.kubernetes.io/qcloud-loadbalancer-backends-label: keyl, key2 notin (value2)
o IBENTRELE  BE4YERX Loadbalance,
* EMFETRA] Label , 1RIFIVECRNIGEIEIBENAELD Loadbalance,

NREERNEHEE LBIKS | ol ARIBES ARSI REREELI TR annotations Ik :

e service.kubernetes.io/qcloud-loadbalancer-internet-charge-type ~MmeaitZEA= , A%ES :
TRAFFIC_POSTPAID_BY_HOUR ( #&{#f7 8112 ) , BANDWIDTH_POSTPAID_BY_HOUR ( #&#s5it2% )

e service.kubernetes.io/qcloud-loadbalancer-internet-max-bandwidth-out & EfR , SBE : [1,2000] Mbps, 40 :
metadata: annotations: service.kubernetes.io/qcloud-loadbalancer-internet-charge-type:
TRAFFIC_POSTPAID_BY_HOUR service.kubernetes.io/qcloud-loadbalancer-internet-max-bandwidth-out: "10"

€& Service
1. 8% YAML 7=~f5 , 8 StatefulSet YAML 3214,
2. %% Kubect! , FHZERERE.

3. PUTLAT#5< | B Service YAML 3044,

kubectl create -f Service YAML I{4ZF#R

fign , BUEE—ANZHE 7 my-service.yaml B9 Service YAML X214 , MAAATLA T @< ¢

kubectl create -f my-service.yaml|

4. PATLAT RS | BIERIE RS,

kubectl get services

REEERULATES | BPRRCIZERI.

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
kubernetes ClusterIP 172.16.255.1 <none> 443/TCP 38d

B Service

F5iE—
HITFLL &S | 3 Service,

kubectl edit service/[name]
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HiE=
1. FEIERIEAY Service,
2. JUTLA TS |, E3r6lEE Service,

kubectl create/apply

HHB& Service
WITLAT S |, MkR Service,

kubectl delete service [NAME]
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Ingress&1E

ERITEFHYE): 2024-10-17 17:10:00

=]y

—

Ingress 2IFAHRIZIEREA Service FIMNNES | BRILVBEEELE AN , SLIAR URL JLAAIRZISEEAARER Service, AT
{# Ingress WREFETIE , EEBEVIRIEIT Ingress-controller, TKE BREIEERENENASE T EFREIEEESTIAY 17-1b-controller |,
X4 HTTP. HTTPS , ERItESZF nginx-ingress 28 , A LRIBEN SEEEEARN Ingress 28,

Ingress =6 & E{FE5|

Bl Ingress

1. B3 TKE =44,

2. EEMSHEES , BESE N SHEE TH.

3. pEFEGIR Ingress AISEFID/BRR | HENFEIE Ingress AUSEFETRINE.

4. %HEERSS > Ingress , H\"Ingress"{SE A,

5. EATRETREE , N"FEEIngress " TUE.

6. IRIBSCRRTK , 188 Ingress £4f, XESHSEWT :
o Ingress&#R : BHEN.
o RIREEL : BN "R, IBIRIESCIRR K TIERE.
o #pRT(A : IRIESCIRE R TR,
o AR : BRIAJ "Http:80" , iSHRIBSERREE R TIEHE,
o HRIE : RIELIRREXRHITIRE.
7. B gl@Ingress , SAAIEE.
8§ Ingress
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3T YAML

1. ZF TKE &4I4.

2. EEMSHES |, BEEREE, N\ SHFE1E TE.

3. BEFREEH YAML RSEFID/BRR | ST YAML ROSSEF ST,

4. 1%1EMRSS > Ingress , #\"Ingress" (SR,

5. EHREEH YAML [ Ingress 174 , BBEHEARIBYAML , EAE#HT Ingress T

6. 7E"E#ingress"TUA , #wiE YAML , Ba5eR% , RIRJ&EET YAML,

AN

1 SEEERE  SEFEEH YAML fISEEID/ERR , HANRFERT YAML fOSSEFEIE M.

2. 1%E1EBRSS > Ingress , B\ "Ingress (SR 0TH.

3. AREEHELRMNAY Ingress 79 , PEEMELATE | HN\"EHEKEE THE.

4. RIESCRRESK | IEBUEREE  REENEREE | AT,

kubect! #{F Ingress 55|
YAML =6

apiVersion: extensions/vlbetal

kind: Ingress

metadata:

annotations:

kubernetes.io/ingress.class: qcloud ## B]i%{E : qcloud ( CLBZE&ingress ) , nginx ( nginx-ingress )
## kubernetes.io/ingress.subnetld: subnet-xxxxxxxx ###& 28|72 CLBERIAMingressEIgEIZFZannotation
name: my-ingress

namespace: default

spec:

rules:

- host: localhost

http:

paths:
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- backend:

serviceName: non-service
servicePort: 65535

path: /

 kind : #RiRIngress&RERY,
e metadata : Ingress FIBFR. LabelEEARER.
* metadata.annotations: Ingress FIEYMER , ANEITIZSEIZETKE FUEIMEIRRE

* specrules : Ingress FIEEAMN , BECEZMNAISCIERKMRSS. BETEHBHNEEBELHEH. FMRBHRAENS. REREHNEHER
5.

WREFERNET R LBKES | EoIEAMIBRAARSIHEESELA TR annotations IR :

e kubernetes.io/ingress.internetChargeType ~MTrEaitZE/5T, , TRAFFIC_POSTPAID_BY_HOUR ( #&{FEREITEE ) |
BANDWIDTH_POSTPAID BY HOUR ( #&&5itER) .
e kubernetes.io/ingress.internetMaxBandwidthOut %5 _EFR , SBE : [1,2000] Mbps, 40 :

metadata:

annotations:

kubernetes.io/ingress.internetChargeType: TRAFFIC_POSTPAID_BY_HOUR
kubernetes.io/ingress.internetMaxBandwidthOut: "10"

€& Ingress

1. £ YAML 7=ffl , #E# Ingress YAML 3214,

2. =% Kubect! , FHERZER:. BIFFBBSE BT Kubect! EEERT.
3. BUTLATES |, B Ingress YAML 30{4,

kubectl create -f Ingress YAML {4 FR

Flan , BIE—NIGR 9 my-ingress.yaml B9 Ingress YAML 324, MIBITLA TSRS :

kubectl create -f my-ingress.yaml

4. PUTLATa< |, IERIZ 2R BT,

kubectl get ingress

REEEULATESR | BPRReIERI.
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NAME HOSTS ADDRESS PORTS AGE
clb-ingress localhost 80 21s

E#T Ingress

BiE—
PATLATa<$ . 85 Ingress,

kubectl edit ingress/[name]
HiE=
1. FMBRIERY Ingress.,
2. TLA TS, E3reUsE Ingress,

kubectl create/apply
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W=
ConfigMap&1#

RITEHHYE): 2024-10-17 17:10:00

BesiRSS (TKE)

S

Eibl

1B ConfigMap SR LUSECEFIZTHRGHITHEE | (FENAREFEERENBIENE. ConfigMap 28 key-value SEERYH(EXT , &0]
LUEIS 4689 Kubectl TEBIENIMNAY ConfigMap 35 , DA LUETHEHEIES. MNETERESENI f{#A ConfigMap,

ConfigMap $=Hl&1R{FE5]

€& ConfigMap

1. ZR TKE #=HE.

2. EAMSAES , BESERE , H\ SR ETE T,

3. BEHEFEECIRZE ConfigMap RISEFID/BHRR , #HAFFEIEE ConfigMap RUSSEFETENME.

4. IR EEEE > ConfigMap , #\"ConfigMap"{ZEH.

5. BaThEER |, N "FiEConfigMap TU@.

6. tRIESCPRESK |, 188 ConfigMap £, XESHEENT :
o B BENX.
o WEEE : RIELFERTEREGSTARE , ENEEENTEE,
WRILUERES NG5 i T e

7. gaFplEConfigMap , SERkAIEE,

{§f/ ConfigMap

FRo— : ¥u@EA ConfigMap 8
1. B55 TKE #5414,

2. EEMSAVES |, BEERE  HN SRS .

WS : BRmEmEX
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3. B FEEERE Workload HISSEFID/BFR , HNFEBE Workload FYSEREF SRR,

4. EITAERET | (E=1%EE Workload 38, NN RANSSITE. a0 , iEZFTIERE > DaemonSet , #H\"DaemonSet"{EE8
.

5. B |, N "#FEWorkload " TaE,

6. IRIENEER , RET/FREE. SRTHFHER. HELEet  fEiREEs  RINEEs.

7. 1% EAConfigMapy5=t | IHEER , ST EFREN.

8. TEHIN IR E ConfigMap &BO+ |, EeEEH~ , BEHEA.

9. BagBlIEWorkload , FERLEIEE.

B : FREEFESER ConfigMap 258!

1. B3 TKE &=HIA,

2. EEMSHES |, BRESEE  H\ SRS T,

3. BEFEEARE Workload HISEEFID/BHR , HNFFEBE Workload RUSEFEEIE.

4 ETERET |, (FE5%R Workload 28! | A RAMSERE. FIa0 , ¥ T{E#E > DaemonSet , # N\ "DaemonSet" (S8R
M.

5. BATEETEE , HEN " Workload TRHE.

6. IRIEREER , RET/FREE. DRTHHERE. FHE "LARSERE" 1Y "NEEZE8" &, BE5|AConfigMap/Secret,

7. i5&#% "ConfigMap” IMEZETTH , FHRIESIRERIEERIR.
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8. eaditliEWorkload , SeRiblzE.

B#r ConfigMap

1. B3 TKE #4l4.

2. EAEMSHEF |, SRR N SRR .

3. BEREEEH YAML RISEEFID/BRR , HNRFEH YAML SR SETMH.

4. EIFECEST > ConfigMap , #A\"ConfigMap (S S RH.

5. EEEEH YAML 19 ConfigMap 179 , REHEHIEYAML , B\ "E#f ConfigMap"TTH.

6. £ & ConfigMap T , 4wiE YAML , Bai5ERk , BIEJEEET YAML,

B8 : ANTEIERL key-values , Fg4E YAML o data R9SE0E , Badh5emk , BT SEREEHT.

Kubectl #{E ConfigMap 55|
YAML 761

apiVersion: v1
data:

keyl: valuel

key2: value2

key3: value3

kind: ConfigMap
metadata:

name: test-config
namespace: default

e data : ConfigMap RY%UE , LA key-value FEzU 2,
e kind : #RiR ConfigMap &E38,

* metadata : ConfigMap HUEFR. LabelEEASE,

* metadata.annotations : ConfigMap B98W/MRBE , AIEITIZSERETKE RUZIMEEEE,

glE ConfigMap

WS : BRmEmEX
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AR— : @it YAML REIX 5 el

1. 8% YAML 161 , 4% ConfigMap YAML 374,

2. L% Kubect! , FHERZER:. BIFFBBESE BT Kubect! EEERT.
3. BUTLATE< | 8l ConfigMap YAML {4,

kubectl create -f ConfigMap YAML X{4&#R

Bign , BlEE—NX4E A web.yaml B9 ConfigMap YAML 324 , MIBATLA T &<

kubectl create -f web.yaml

4. PUTLATa< | IEEIZ 2B,

kubectl get configmap

REEULATESR | BPRRCIZRT.

NAME DATA AGE
test 2 39d
test-config 3 18d

FHZ B TR SR
PTLITaS |, FEBRFEIE ConfigMap,

kubectl create configmap <map-name> <data-source>

* <map-name> : F&7x ConfigMap HIZ=,
e <data-source> : FTRER. XHHEFHIE.
BEZ280FE2 M Kubernetes configMap B75 344,

{fA ConfigMap

FE— : ¥a@EEA ConfigMap K8
YAML 7=5le0°F :

apiVersion: vl
kind: Pod
metadata:
name: nginx
spec:
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containers:

- name: nginx

image: nginx:latest

volumeMounts:

name: config-volume

mountPath: /etc/config

volumes:

name: config-volume

configMap:

name: test-config ## i¥& ConfigMap K&
## items: ## IREEE ConfigMap B9 Key =&
## key: keyl ## WEIRISRE Key

## path: keys ## HHEREPNEEIITFIER
restartPolicy: Never

FEt= : FRELR-F{EA ConfigMap 368
YAML 7=~5E0F :

apiVersion: v1

kind: Pod

metadata:

name: nginx

spec:

containers:

- name: nginx

image: nginx:latest

env:

- name: keyl

valueFrom:

configMapKeyRef:

name: test-config ## I &R ConfigMap X{4%
key: test-config.keyl ## iR BIZIISLEM Value SEFIT
restartPolicy: Never
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Secret&=1E

BIFEAYE: 2024-10-17 17:10:00

Eikl)

Secret JATFEER. <hi. BIPEFHRMER | FHEEERXIIIMRENNL, Secret 28 key-value SEERIRENT , EATLIBEEHSE
89 Kubectl TEBIZEXINAY Secret 35 , BRI LUBIEHEIES . INRLENERBANS TSR Secret,

Secret #=H S E{FE5|

BIE Secret

1. B3 TKE 248,

2. EEMSHES |, BRESEE  H\ SRS T,

3. BEEERIRE Secret EEFID/BRR , NSO Secret RUSSEFETETAE.
4. &ZECEETE > Secret , HN"Secret”"(SEA.

5. BAhEER |, HN"#rESecret TR,

6. IRIESCFREK |, IRE Secret 8%, XESHERUNT :
o FiR: BENX.
o WREE : RIELIRRERE TIERR BT ERE,
° RNE : IRIELRFRFEX , REXERTEEE.

7. BBl Secret , STRLBIEE.

{85/ Secret
F5R— : eBE(EA Secret 7Y

1. &5 TKE Z=HIA,
2. EEMSAVES |, BEEH  HNSEFEE T,

3. BEFEEERE Workload HISEFID/BIR , HNFEPE Workload FUSEEF SRR,
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4. 1F "TIERE" T , (E=1%E Workload 28! | AN MAVESETUE. FIa0 , SR T{ERE > DaemonSet , # A\ "DaemonSet" (58 R
H.

5. BT . N "FEEWorkload TR,

6. IRIENEER , RET/FREE. SETHEHER. HE SRS + , REFINEEES | FINEES.

7. 558 "ERESecret” A , SRR, BhikRESecret,

8. TESHAY "R ESecret” BOH , BLBHEHA , BEHEIA.

9. B 8lE@Workload , FSRLBlZE.

HRZ : IR PAER Secret 28

1. R TKE =48,

2. EEMSHES |, RESE  H\SEEE T,

3. REHFEEEPE Workload RIEEEHID/ETR , HNFFEBE Workload AUSERHETERME.

4. & "TFtaE" T , (ERUEHE Workload 2880, FAXIRIAYEERE. 5Ia0 , iEFT{F# > DaemonSet , #\"DaemonSet"{ZER
EO

5. B |, N "FiEWorkload " TUE,

6. IRIENEER , RET(FREE. HETHHER. HE "LANSE" 19 "HEEE" &, BE5|AConfigMap/Secret,
7. i%#% Secret INMELEF |, FRELIREREFER,

8. BathBlE@Workload , sEpk 6%,

B3 Secret

1. ER TKE =48,
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2. EEMSHES |, BRESE  H\SEEE T,

3. BEFRESEH YAML REEFID/BIR , HNFEH YAML (USSR ETEMmH.
4. R ECEETE > Secret , BN Secret"{SETMA.

5. EFEFH YAML 1Y Secret 170 , BAEHWIEYAML , N\ Secret TUMH,

6. 7E"EfiSecret' T , %18 YAML , Ba58m% , BIRI &3 YAML,
WNEIEK key-values , F@iE YAML 5 data FUSEE , Bd5eRk . BIaI5Sh B,

S Secret ECE

1. B3 TKE 248,

2. EEMSAES |, BEEE  HNSEFEE .

3. BEFEEFEN B ENERID/ERR , HEANFEFEREERME.
4. %&XECEETE > Secret , HN"Secret"SEA.

5. EREFMECEN Secret 179 , BELEHECE , HAFHAE.

6. FEEFTNE , fWISECEIN , SE5ER , BRI,

Kubect! #{E Secret 1§5|

Bl& Secret
BR—  BEHEE4ElIE Secret

L HUTLATER< | $RBY Pod BIFF&FIZHRS.

$ echo -n 'username' > ./username.txt
$ echo -n 'password' > ./password.txt

2. 1147 Kubectl 5% , Bl Secret,

$ kubectl create secret generic test-secret --from-file=./username.txt --from-file=./password.txt

secret "testSecret" created

3. FLA TS | BE Secret iFiE.

kubectl describe secrets/ test-secret

WS : BRmEmEX
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A= : YAML XX4FEmnelg
1813 YAML F5helzE Secret , E42B115 Secret B9 data i#17 Base64 4wi2,

apiVersion: v1

kind: Secret

metadata:

name: test-secret

type: Opaque

data:

username: dXNIcm5hbWU= ## Hecho -n 'username’ | base6445g
password: cGFzc3dvemQ= ## Hecho -n 'password' | base644E5y;

{85/ Secret

B— : HdREME Secret 358
YAML =520 -

apiVersion: v1

kind: Pod

metadata:

name: nginx

spec:

containers:

- name: nginx

image: nginx:latest

volumeMounts:

name: secret-volume

mountPath: /etc/config

volumes:

name: secret-volume

secret:

name: test-secret ## %5 secret &
## items: ## IRBEIEE secrethy Key &
## key: username ## JEIRIEE Key

## path: group/user ## EHZUEEN TR
## mode: 256 ## K& SR
restartPolicy: Never

BRZ . FETEAMER Secret 38
YAML =~Ia0F -

apiVersion: v1
kind: Pod
metadata:

name: nginx

spec:

containers:

- name: nginx
image: nginx:latest
env:

- name: SECRET_USERNAME
valueFrom:

WS : BRmEmEX

BaahRss (TKE)
58167 T0 584



S BRASTCE ARG (TKE)

secretKeyRef:

name: test-secret ## i HIJE Secret X4HE

key: username ## IREIZIMEZLERT Value KRR
restartPolicy: Never

WS : BRmEmEX 55168 T0 5840
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Ingress S8

Nginx 388! Ingress
AL

RIEEHATIE: 2024-10-17 17:10:00
Nginx-ingress "4

Nginx BJLAREREME. aETERF0 HTTP &7,
Nginx-ingress 2 Nginx {EARERIEFIGETEE819 Kubernetes B9 Ingress #5488, RaTLAERE Nginx-ingress Bt , fEERfH

{£F Nginx-ingress, &#aiRSS TKE 12t T P=miti8E)] , FENETESREFNZEAGER Nginx-ingress,
Nginx-ingress 22 1a]f#FE
* Nginx-ingress 844 : 7£ TKE #{$F3 Nginx-ingress BIAO , SR LAESSRFAVAM TIE—ELEAEE Nginx-ingress,

* Nginx-ingress 3tfl : —MEEEFPRETEREZ A Nginx-ingress ( HlsI—MNEFAN , —MNEFHN ) . 7 Kubernetes Faxgi—4
CRD , BlE#— Nginx-ingress SLHlS7EEEFFRERNEIEE Nginx-ingress-controller, service, configmap & Kubernetes FiR.

¢ Nginx-ingress-controller : 3Cfx Nginx fa%; , FERT controller £ watch kubernetes ingress SSSAIE W EFHTEERET , Nginx %
AYEEABCERD nginx.conf 3Z{4,

Nginx-ingress 1BX2/E
Nginx-Ingress fEXEMERINEEINT |, EASELUTIEE—L THE
¢ Nginx-ingress &%

* {#F3 Nginx-ingress XS NEEFINEBRE

WS : BRmEmEX 55169 T0 FH584m0
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Z % Nginx-ingress LAl

A EFATIE: 2024-10-17 17:10:00

Z%E NginxIngress B4

1 SREBREEHE , RIS R,

2. FEAERFETEIE | SAHEEIREERE 1D, SRR,

3. WS EIFERE | (HEVHEENE | B,
4. FERFRMBITRE R4 Nginxingress,

5. BAESERAIT RAE, RESTRE B UEAHEETEERMFS,

WS : BRmEmEX 55170 T4 H584m
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{5 Nginx-ingress SWSIENEEINFRE

BIFEAYE: 2024-10-17 17:10:00

AR SR

* BERSHRSESE.
o EEREANEERE NginxIngress 4HiA,

o BELREHAERISFEER Nginx-ingress 3L,

{ERTSE
Nginx-ingress &R {EE5|
1. BREFRSERE | EENSIVEHREE.
2. ENEERIEIETE , BET%E Nginx-ingress A{FRIEERE ID |, HENERHEER,
3. EERAMEE , BEEHRE , HAEHRE.
TRIBSLFRTEK , 1RE Ingress 824,
o Ingress 58! : %% Nginx Ingress Controller,
o Class : #&E—1 Ngixn Ingress 3Ll , HFNIEBTEAMAIIZEPEIE Nginx TaEitIE,
o RN : FETIRE.
4. a6l Ingress,

Kubectl #4E Nginx-ingress #g5|

£ Kubernetes #13| X\ IngressClass &R ingressClassName =E& 28l , Ingress 2/ Ingress FfY kubernetes.io/ingress.class ;¥
fRfEE. O :

metadata:

name:

annotations:

kubernetes.io/ingress.class: "nginx-pulic". ## I$5 TKE ££8% Nginx-ingress {4 Nginx-ingress SLAIEZFR

IEPSESYE

WS : BRmEmEX 171 0 H584
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73 Nginx 258! Ingress XS AALE /R,

Nginx-ingress XJgR{EFAIEEL
HZ Ingress JIEAEFF— Nginx SEARRT :

% CreationTimestamp FE&%T Ingress MNHER , BRI BRI,

o WMREZA Ingress FAR—FNEN THEER , WRFBAMNIGIRR.

o WNREA Ingress BEE—FHNAI TLS #p5 , MERRATHNIEIRRE.

o WREA Ingress X T—NME Server HREEAGTERE , NRBEAMNEIREE.

o IZHF hostname BlEE NGINX Server,

* HNRZA Ingress JE— host EX T AR , W ingress-controller §FHXLEEN,
o 24 Ingress AILAEN ABRYERE, XLENTE Ingress ZEIAHE,

* Ingress BERRIERIFETF Ingress FHIFTREER.

A SEHT nginx.conf Hll
LTRSS T EEEHINE nginx.conf AYIEMR :

BIEEHHY Ingress X5,

* 79 Ingress FMINHTAY TLS.,

o Ingress ;FRIIEXMY /N LR E , MERIMEX, 140 load-balance [FFEAZEEFINE.

* 73 Ingress ZIN/MBRERIZ.

e k& Ingress. Ingress BY Service, Secret,

e Ingress KEARIRISIRSAATAD , 540 Service B Secret,

o EEFf Secret,

WS : BRmEmEX 55172 W H584
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CLB 22284 Ingress
ARG
T EHETE): 2024-10-17 17:10:00

Service It T ETFNEMEHIERINEEIRSHIIEERES] |, Service BEZEAY (4140 ClusterlP, NodePort 8}, LoadBalancer ) #J&F0
EMEIRSASAEAD , i PEFCEMKZNGRESE. SSL B TFRIRNEIENECEMSEEE. Ingress IRECEMET HTTP,
HTTPS il IRBHRE , R tEME THELEEN.

Ingress EATES:

Ingress 27IFARIZIEEEA Service MINNES | B LUBEEER AN , SSTIARE URL aJLUARIZISERFNAERT Service, AT{E
Ingress BIRIEE T(E , E£8¥Fia1T Ingress Controller , FEEIRSBEERFNENABE T ET %28 sCIAY TKE Ingress Controller,

Ingress 4 EEAETE

Ingress FMRFZHIBEDERI T RRIIERTRMAIRIR | FILRSZREEBE Ingress WEET{FZ—. Ingress fERIFAIERFHEE
EEERLITRE !

e fik

- IRRIZRRRERRSCIE | HBZIFERT Ingress SFEHERATMBRI N SR,

tke-createdBy-flag = yes - MRREIZIFE | Ingress RFEHERAT |, (KBRS ERASITRERIR | MAMBRGE
HEES.
- TRRIZEFHE— Cluster frfER.

tke-clusterld = <clusterld
e-cluster scusterid> - Ingress STEEERAT , MBRXIRARE ( Clusterld FEIEHR ) .

- PRSI — Ingress FT{E.
tke-Ib-ingress-uuid = <Ingress - Ingress BRIASISER , BAFIEE Ingress (FABAREINER |, RSHHES LR
UUID> SR,

- Ingress =TEHEERAT , MIBRXI RS ( Ingress UUID FE1EHE ) .

Lk
EARrEMARRIEE , BARENEMR DAMrE | B RESERIR TR,
ERFPERTERREIYE , N Service (NAERZAHIYE , MASMIRZREIYE,

Ingress Controller (A%

FRT BRSSHRMEAY TKE Ingress Controller LA%bh , Kubernetes 1 KiAEZFHERIAISE =75 Ingress Controller , X%t Ingress 1=HlI281985%
RHIREBHTEMNKREE, Kubernetes #XEARTHHE kubernetes.io/ingress.class jERFTFX &R Ingress 15488 , LAEEXA]
Ingress ZERAEE—MEHIS84ME, TKE Ingress Controller 37 iSRRI EMR , EAMINIRERENINT :

e ¥ Ingress BIFZEMAEM kubernetes.io/ingress.class B, TKE Ingress Controller &&18 2457 Ingress FiR.

WS : BRmEmEX 55173 TW H584
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e ¥ Ingress BIFE LM kubernetes.io/ingress.class B{EA qcloud AY, TKE Ingress Controller 2&22g] Ingress &iR.

e ¥jIngress FERIEHGERE kubernetes.io/ingress.class FIRIZAT , TKE Ingress Controller &IRIEHBRFISHM AR EESTET
Bl , M REIZRNEIESREN.

o HIEHHASTEAHE(EF TKE Ingress Controller B , BILAGEERFHAY Deployment ( kube-system:|7-lb-controller ) BT {E&EIAEL
S=VFEH0 , Mm% TKE Ingress Controller IHEE,
e
o XIANZINEERT , ISHRHREERFHIREM TKE Ingress Controller A9 Ingress &R , # HINRHIIE R IFREBLMAIER.
o BERFEREINE FEAETHRGR  sSiEERRAEEE | WM Service BT, Faibfiztaiiaae.
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Ingress E7ARINEE

BIFEAYE: 2024-10-17 17:10:00

Eikl)

Ingress 27 IFAIRIZIEREN Service FMINIMES | EHLIELEER AN , SLIUARE URL AJLABEIZIEEFAARERY Service, AT

{# Ingress WREFETIE , EEBEVIRIEIT Ingress-controller, TKE BREIEERENENASE T EFREIEEESTIAY 17-1b-controller |,
% HTTP, HTTPS , ERHESEHEERIN B EMD Ingress 156428 , S LURIBEH S EEIREAREN Ingress 284,

JES=E I

HRERNE RS A CVM WS5HAE— CLB,

o ATFHEME CLB =HIE 1R TKE EHRY CLB URIT=S. AR, IERERIIENIIRSS: | BIENSH TKE BaiEE.

s {EFAEHEKY CLB AT :

o HegfERAiEY CLB ZHIEEEAIREIYERS | ASIFS MM TKE BahelEa) CLB,

o

AZ#EZ A Ingress EFF CLB,

o

3745 Ingress # Service £ CLB,

o

kR Ingress f& , SR CLB $iERinaiRS e R EB1THESD , BIVSRE— tag tke-clusterld: cls-xxxx , FEITIEE.

o

Ingress #1 CLB Z A BEREIEFIRE 2/ CLB ID A= LoadBalancerResource ZEERGEFIEITS |, i50X31% CRD #4TEM
BE , BNEZSE Ingress £,

Ingress =HI S E/FE5|

€& Ingress

1. R AERSEHE | BEENSHETH (58] .

2. [EEREIETUE , BREFRECIE Ingress RIEEET ID.

3. FEERRFFIBI , & [BRSS] > [Ingress] .

4. 7£ Ingress Tm , By (] .

5. 7E#EE Ingress DU , tRIBSLFRGESK | 1RE Ingress 88, XBESHERWT ¢

o Ingress &#R : BENX.

WS : BRmEmEX SB175 0 H584
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o Ingress 58! : {RYESCIRGE I TIERE,

o WEREEY : BUIAA "AK" , IBHRIESE PR K TIREE,

o IP KA : $24H IPv4 701 IPv6 NAT64 FRFFHRA , iEHRIBSEARG K TSR,
o fEIYERR . IBEHEIESERESR CLB,

o pRTE : RIESCARR R TIERE.

o EERLR : 45 BGP ( B4 ) ITERER,

HRECE © MUEOA Hitp , ISHRIESCRRERHH TR, WRMNERE Hitps NFELERS/ES | LMRIDBLERE. IEBFES
20 SSLIEBEERRASTUHERIT A,

6. B [B#EIngress] |, STRkBIE.

88§ Ingress

E# YAML

1. BREHRRSENE  BEANSV=FY (58] .

2 FESSRYETETUE , SR ID , HNFER YAML R ESTE N E.

3. TEESRHIFIBI , 1 [ARSS] > [Ingress] .

4. EEEEF YAML B9 Ingress 179 , B8 [4%48 YAML] .

5. 78 Ingress TUH , wiE YAML , B2 [5ERK]

BRI

1. BRERERSENG | RELNSAV=PY (58] .

2. TEEEEFEIETUE |, BTEEEEY ID , NFEH YAML ROSSEF SR,

3. TEESRFIFIBI , 16 [AR35] > [Ingress] .

4. EFEFF YAML B Ingress {750 , Bt [EFEARE] .
EEHEARERE  RIELhERX | EBUEREE.

5. B (B ARicE] | RIAJSehkEEs.

Kubectl #{E Ingress 1535 |

WS : BRmEmEX 55176 T0 H584
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YAML 7~

apiVersion: extensions/vlbetal

kind: Ingress

metadata:

annotations:

kubernetes.io/ingress.class: qcloud ## AIi%(g : qcloud ( CLBZ:Elingress ) , nginx ( nginx-ingress ) ,traefik
## kubernetes.io/ingress.existLbld: Ib-xxxxxxxx ##8EFEHEA R E2EEIFE L M/AKiGERIIngress

## kubernetes.io/ingress.subnetld: subnet-xxxxxxxx ###& 2 8#£CLBIEEI I MingressFEigEiZscannotation
name: my-ingress

namespace: default

spec:

rules:

- host: localhost

http:

paths:

- backend:

serviceName: non-service

servicePort: 65535

path: /

kind : #RiR Ingress &IRERY,

* metadata : Ingress BB FR. Label EEAER.

* metadata.annotations : Ingress RYER/MTER , AIBEHIZSE0RE TKE RUEIMEEEE

e spec.rules : Ingress AUEEAMN , BLE1ZMN eI SCIVE REEARSS. ET 2GR ELIRE. SREAKAMER. EETSERRR
annotations: {FFACAREIYEEECIZR L R/RIRISIERI Ingress
MRETHERIN AR CLB AR , EERMLS TKE QUE2AY Ingress {7 , SREREEERINEAERA CLB |, EaILUESLAT
annotations H#{TI8 5 :

Iz

BT R RS SR ER.

metadata:
annotations:
kubernetes.io/ingress.existLbld : lb-6swtxxxx

annotations: 6lJE CLB 58I Ingress
NREFEEARMRESE , JLUBELLT annotations HTIRE :

metadata:
annotations:
kubernetes.io/ingress.subnetld: subnet-xxxxxxxx

ke

WS : BRmEmEX 55177 W H584
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INREERRIR IP HREKS | TR AMiIBESAIRSHFEEEEL T annotations I :
e kubernetes.io/ingress.internetChargeType AMEEITEST , ANEES !

o TRAFFIC_POSTPAID_BY_HOUR ( #&{EREITER )

o BANDWIDTH_POSTPAID_BY_HOUR ( & 55it2% )
e kubernetes.io/ingress.internetMaxBandwidthOut %5 LR , SEE : [1,2000] Mbps, 540 :

metadata:

annotations:

kubernetes.io/ingress.internetChargeType: TRAFFIC_POSTPAID_BY_HOUR
kubernetes.io/ingress.internetMaxBandwidthOut: "10"

€IZ Ingress

1. &% YAML 7=~f5ll , #E% Ingress YAML 30i4,

2. 2% Kubect! , Fri&iesesr. BPFIBESE @ Kubect! EZER.
3. PUTLATEs< | B Ingress YAML 3044,

kubectl create -f Ingress YAML I {4-ZFR

fign , BUEE—N3HE 9 my-ingress.yaml B9 Ingress YAML 3244 , MHATLAT @S ¢

kubectl create -f my-ingress.yaml

4. PATLAT RS | IERIEE SR,

kubectl get ingress

REEEULATES | BPRRCIZRI.

NAME HOSTS ADDRESS PORTS AGE
clb-ingress localhost 80 21s

8§ Ingress
BiE—
WATLAT @< . &3 Ingress.

kubectl edit ingress/[name]

WS : BRmEmEX 55178 TW H584
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BE=
1. FafERIBEY Ingress,
2. PUTLAT < , EFEIEE Ingress,

kubectl create/apply

WS : BRmEmEX 5179 W H584
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Ingress {FFHEH CLB

ERITEFHYE): 2024-10-17 17:10:00

FEEIRSS TKE BE&%iBIY kubernetes.io/ingress.existLbld: <LoadBalanceld> EfEEREEREIIERITIEE , SoFERIZIEIEE
Ingress KEXRITAEIIE LA,

L
Ingress 5 Service RIX 3! : Ingress ARscHFEZNLAIERRRI—MNMABIIESLE , BIARSHFS FATRE,

ES=E A

o FRRENERIBFISTIRSEE CVM WSHA— N REIERIR.

o RTIFEREIEIEHESIRIE Ingress Controller SRAYREIIEIEITESUNR EiREBERIRSES | EXSH Ingress Controller Bzl

B

s ERACHRBIYER

o

RFFEA Ingress ERR—MAEISE.

o

EENRBIIE T EIAIEERIE. WEFE , SRR,

[e]

(S I A E IS BB OES | RSTSERIE Service Controller EFIAIEFIBIRAIMEINE , BD Service
Ingress REGRFAR—MAZISH,

o Ingress Controller ARAFRGHIFEAVFIREIE | BITE Ingress FWIFMIFRATY , REISEEFEASHRIBREILL,

e =

{(EFRREISERTIMEGIRSS
Ingress Controller EIRRAHIIEEREIRT , (CHFELIREITZAIEIR.

B iEREES Ingress ERACHREIYE , BREIYERIEHEIEEM Ingress Controller FIE. REUOIT :

apiVersion: extensions/vlbetal
kind: Ingress

metadata:

annotations:
kubernetes.io/ingress.existLbld: Ib-mgzu3mpx
name: nginx-ingress

spec:

rules:

- http:

paths:

- backend:

serviceName: nginx-service

WS : BRmEmEX 55180 T0 5841
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servicePort: 80
path: /

kubernetes.io/ingress.existLbld: Ib-mgzu3mpx ;EA#EZRETZ Ingress BERAEBHEIYE Ib-mgzudmpx #47 Ingress IREE
=N

WS : BRmEmEX 55181 T0 584
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Ingress IFRECE

BIFEAYE: 2024-10-17 17:10:00

BEp=

KRR Ingress IEBERDIBENNS , BATEUTHBFIT Ingress TEHEE :

« BIE Ingress H5F HTTPS WITIANEY , FIEIEHIIRS SIEBAEIREIRS,

« ST HTTPS ASER—NES , BILEE Ingress THE HTTPS MIES , EE3FR/EEIES.

* NTEREEHERBINES , BERS IR S= i SSL/TLS,

FEEIN

o HIRRICIEFBEEAGIES | FEESN EiTiH RS I,
o EfEH Secret FXIRIZE Ingress IEH. =AERSS TKE Ingress RENIALIEERR Secret , ERAFEZIUEF ID,

o HEFEERIIE  EWEIEBFEIE—MER , AJFEH Secret RUES ID. FAKERFHAHIIELZLA Secret RIFEIRAIME , &R
Eﬁ??‘ HEMIEPRRSS. REIYERS EEHAGES | KBS Secret ERIABTIER.

o Secret IFBEIREFM Ingress FRMEBTER—" Namespace T,
* BATIEHERASRIERE Secret IERBRIR , HRE Secret BREFE , U Ingress EFEBIE.

o BEBRT , I Ingress B , A& Secret KEXAGIEREIR. BIISIFECIE Ingress £ Secret XEXATEREIR , Fif
Secret i , RRIZEFMFIBS A% Secret Y Ingress ANER.

o NERIEMCECIERE , BRSHEREIYE CLB SNITIRE ( A35KHA ) . EMFRNEBXIMANEES , NIZIEBISEIALLES Ingress A
SIRIAY HTTPS 142,

o EHEGBIERSIEETES URL 19k |, IESEIGREIIE B Ingress AFECESIUES.

ANt

TKE Szi5@id Ingress FfY spec.tls B9FER , /9 Ingress BlIEEAY CLB HTTPS YSIRESECEIEH. HAP , secretName AEEIEH ID 1Y
Kubernetes Secret &R, 2~ fFIaNT :

Ingress

BT YAML 6l :

WS : BRmEmEX 55182 TN H584m
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spec:
tls:

- hosts:

- www.abc.com
secretName: secret-tls-2

Secret

EZYAML BlE

apiVersion: v1

stringData:

qcloud_cert_id: Xxxxxxxx ## ELEIEF ID Jg Xxxxxxxx

gcloud_ca_cert_id: Xxxxxxxx ## EEEIUEH ID J9 Xxxxxxxx, NEEWEIEBIEE , B TFENEER".
kind: Secret

metadata:

name: abcd-com-cert

namespace: default

type: Opaque

EEHEelE
EEILABIS BERIRBIEHIAEIE | BIEFETS%E 6 Secret, 7E"#rESecret” TUHE , Secret TESHFEEWT ¢

o BR: BEX , AU cos-secret Jfl.

* SecretB : j%4F Opaque , IZEEUERTRFESHIERFIREY | Value $5LA Base64 18 4mHS.
o &CBE : IRFEEFE , FMRS Ingress EF— Namespace T,

s RE : TEFIEEN qcloud_cert_id , TRERE RS SBERAARIMASES ID,

pEJ

LHICEEFREWEIED , U Secret BT ERIN"IRSEFUER"I , BEEHRN"ZFIHCAIER". HATiZ Secret IFFEEERIMNRIN—N5E
B3 : ZTERF A : qcloud_ca_cert_id , TEEAREN"ZFiHCAILR"FIXINABEPRID,

Ingress IFPECEITH
* {XELEER spec.secretName BRECE hosts BERT , BESRFFER HTTPS B ANINEEIZIER. =T :

spec:
tls:
- secretName: secret-tls

o XFEE—RZEHBRE. LT

spec:
tls:

WS : BRmEmEX 55183 T 584
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- hosts:
- *.abc.com
secretName: secret-tls

o ZRNRBIELSZEHAIER , BMIEE—NMER, =HT , wwwabc.com E&ER secret-tls-2 FFARTIER.

spec:
tls:

- hosts:

- *.abc.com
secretName: secret-tls-1
- hosts:

- www.abc.com
secretName: secret-tls-2

° WEFEAZMIEBRA Ingress #1TEHHT , TKE Ingress controller E#TLA T T AR
o HTTPS K9 rules.host FTHEAIPCERT , EFIRAET , NABERISEHT,
o HTTPS B rules.host PLECHERAN TLS B , AJ#RASEH , H91%Z host EEEXY Secret FpXIRASER.

o {&2Z TLS B9 SecretName BJ{XiRLE SecretName BIFFFEME | MIAMKEE Secret AZ , Secret IFERIATIRAZEHT.
o=
BHBfR Secret FRIEF ID FFEEK.

21
B S TRIRSESIED
A
EIRCESERENED , MISHHIIEE,

1. ERAHIYEEHE | ERANSIV=PY IEREE,

2. EIEREENET , REERE.

3. ERHRY FEIER"EOY , SELUTMERHITIRE.

o MEHEM : BENKRE.

o JFBIT : HIR IRBEIEH", IRSFBIEPRD SSLAEF ( SSL Certificates ) , EF SSLIE+H , BIEuLsaE HTTP ( Hypertext

Transfer Protocol ) tJ#&%| HTTPS ( Hyper Text Transfer Protocol over Secure Socket Layer ) , BIEFZE£EEFE (SSL) #

TREBIRERIIINEZNR HTTP .

o IFBRE : RELFEUESIEPAS , IEBEREKRIES A SSLIFHIEER ISR,
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o WHARR : (XHIEPREIAEN IRSI/ED I, ZERARBR, BFSEXHY SSLIEBIEER NG HIEXEHER

ea

o

4. BFIRAZADEI ek AR,
CIERGEFRIEBEY Ingress X8
RS
o A EIEEAY Ingress FFE HTTPS IRSS , 502 EER Secret FRATFHIES ID , FH7E Ingress Sh{EAFAITZ Secret,
o TLS BeBEEHE SIEBRIXIRARUT

o HLMER—RZHERE.

o EHBLEFSNEIES | BIHIEE—MES , FEWEREEERARRFIES,

o FBAFE HTTPS HEEEIEH , FNSIERET.

BEPR
&% g Ingress 58p% Ingress #iE , Hlalin[4)i% Hitps:443,

{EXCIES
RS :

o WRIEEEEUOED , ERIAFBERZIERN Ingress. ANFAFHIZA Ingress BEEFERRE— Secret FiF , BPAIXLE Ingress XIRL
CLB HOE R &SRS,

o FPEEMIEN Secret HHTEKL , Secret AFPESEFEENISIEBRY ID,
BESR
L TS | ERBIARESST T SEKAY Secret, HAp, [secret-name] FEIRAFHIEKA Secret BIEZFR.

kubect! edit secrets [secret-name]

2. {824 Secret &R , ¥& qcloud_cert_id AHMEIEECAFAYIESR ID, 56U Secret #8[E , 182X Secret iEH ID FEH1T Base64 Jw/i3 |
TEIRIBELPR KI%ERR Base6d FahiRiBakE1ERE stringData i##17 Base64 B,

5§ Ingress X8R
B EER

1. EREHRRFSENE | EEENSH=TIIER.

2. e SERFEIRE , ERFHIEN Ingress ISR ID.
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TESSRHFIER |, IR MRS > Ingress.
3. B8 B#R Ingress FIEITAMIVERERECE.
4. E'EFERRE AT , RIELE N TR RSN &R,
5. B EREEREC BN T ST EAIRIE,

B YAML &5
PUTLAT®S | ERBOARIBEF T RISHRY ingress , 138 yam| SFHHRIZRI] oA EEETRE,

kubectl edit ingress <ingressname> -n <namespaces>

WS : BRmEmEX 55186 T0 5840
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Ingress Annotation 1iB8

ERITEFHYE): 2024-10-17 17:10:00

AT LUEIZ LA Annotation ERECE Ingress , LASLINEEERIGEISERIRES.

EREHERTS T

apiVersion:

kind: Ingress

metadata:

annotations:
kubernetes.io/ingress.class: "qcloud"”
name: test

Annotation £5§

kubernetes.io/ingress.class
HiBE : BLE Ingress 3£A, LEiAUSIEREEIZTR  BiEHEASA qcloud B9 Ingress FiR.
fsEF -

kubernetes.io/ingress.class: "qcloud”

kubernetes.io/ingress.qcloud-loadbalance-id
B ¢ RUEER  BIHREMZED Ingress 5IBAIREIY%E LoadBalanceld.
{EFTAI -

kubernetes.io/ingress.qcloud-loadbalance-id: "Ib-3imskkfe"

ingress.finance.cloud.tencent.com/loadbalance-nat-ipv6
W8 . RIEmTR  HAFECESERIEAYJ NAT IPvetaEiiaEes , 244t IPveithll,

ingress.finance.cloud.tencent.com/loadbalance-ipv6

B © RIEER LB ECERIBAYA FullStack IPvetaEISE T , 244 IPveltEiL,

kubernetes.io/ingress.internetChargeType

BilA . RIFIHERICTEERE , LEINERENSISERE | AIBRASIFHERTEED , AIBREXATRIM. IEEtEAEIER &
EIVERITERETY, B kubernetes.io/ingress.internetMaxBandwidthOut ;EAE—iSfHEA,

AIE :
 TRAFFIC_POSTPAID_BY_HOUR & E %/ S I,

* BANDWIDTH_POSTPAID_BY_HOUR {&meaiz/\it a1t 2s.
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fERERGI

kubernetes.io/ingress.internetChargeType: "TRAFFIC_POSTPAID_BY_HOUR"

kubernetes.io/ingress.internetMaxBandwidthOut

BiBA : CLB WEEIRE , HRIXIERIENSHFEE | IR IHEN TR  AIRREMATRAY. SECEAREINEN  AETYENE
KT |, (NI AMBMER) LB 458, EfEeE kubernetes.io/ingress.internetChargeType jEf#—iC{ER.

AEE : SEESIIF1RI2048 , B Mbps,

G

kubernetes.io/ingress.internetMaxBandwidthOut: "2048"

kubernetes.io/ingress.extensiveParameters

HiBA : iZ Annotation {FFAEAYE CLB SUERTHISEL , HRINECIENIFRE | SIREASIFEN | CIERIEXAN BT,

sERAA :

o @i NAT64 IPv6 Lffl :  kubernetes.io/ingress.extensiveParameters: '{"AddressIPVersion":"IPV6"}'

o B IPv6 SLf3l : ( Subnetld w8 , MEZESBECIPVOMER. MixlpTarget AJLURHBEBEIRIPVARIEE] | HENEIHAZIPVORTiE
IMZECE ) kubernetes.io/ingress.extensiveParameters: '{" AddressIPVersion":"IPv6FullChain","Subnetld": "subnet-

fqduxxxx"}'

kubernetes.io/ingress.extensiveParameters: '{" AddressIPVersion":"IPv6FullChain","Subnetld": "subnet-

fqduxxxx","MixIpTarget":true}'
o MISCER(StREIYE : kubernetes.io/ingress.extensiveParameters: '{"Viplsp":"CTCC"}'

° IEEJAKXEIEE : kubernetes.io/ingress.extensiveParameters: '{"Zoneld":"ap-guangzhou-1"}'

RIZERTEEN CLB 8= : kubernetes.io/ingress.extensiveParameters: '{"LoadBalancerName":"my_custom_lb_name"}'

kubernetes.io/ingress.subnetld
B . ISECIEAMEEINIREINE , FHEERTITEFBEFM,
fsEF

kubernetes.io/ingress.subnetld: "subnet-3swgntkk"

kubernetes.io/ingress.existLbld

BRI . IEEEREEREIIEEAEABRAOTIR.
i3
[ERCAREIYER , FERIETE bR,

ARG

kubernetes.io/ingress.existLbld: "lb-342wppll"
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Ingress Controllers 15188

ERITEFHYE): 2024-10-17 17:10:00

Ingress Controllers /M3

HiE CLB

BesiRSS (TKE)

HiE CLB 2ETFHEI9E:ES CLB SCHIRY TKE Ingress Controller , BJLABCESEIIAR URL i5ARISEF AR Service, CLB BRGR
£i@is NodePort &% Pod ( CLB HiZ% Pod RfE## AR Pod ) , —%% Ingress Be&48E— CLB L5 (IP) |, &SN FEMIERIEH
B2, ¥ IP S BRI R. HETS N CLB 252 Ingress,

Nginx Ingress Controller

Nginx Ingress Controller 28T 121988 CLB #1 Nginx REIRIE ( SEEUEPE1EEREN ) B9 Ingress Controller , @i Annotations
iR T IRE Kubernetes Ingress f9I78E, CLB /EHEINT —EMRER (nginx) , EAENERHEEEESIFR , G P HSuRK
AR, FETESN Nginx 220 Ingress,

Ingress Controllers Ijgg%Iz=

NZFEi7IR)
Sht

=E

RIPUNIU{

WRANFRE :

Th8E

STHFY

SSL &
TNIEE
HFEIERR

ERIBER

8

Biz4E

BlzemEX

RZFAEY CLB

http , https

—%% Ingress FMRIR—A™ IP ( CLB )
host , URL

R

R>2FF

EA Kubernetes &8f

i

R32HF

X (REE CLB HEE)
R3ZFF

KEx CLB EfEE | (NFEHERFRIET TKE
Ingress Controller

Nginx Ingress Controller
http , https , http2 , grpc, tcp , udp

%4% Ingress FMXIR{—ANIP (CLB) , IP ibiib
v,

B4 : header, cookie £

x¥F, BER , BEEF

Sz

B2 Kubernetes £8f
X

F

X (mRERE)
e

FEEREAIETT Nginx Ingress Controller ( #2%!
H + #dEmE )

26189 1 #5841
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EHETE
1 FERAR A

RITEHHYE): 2024-10-17 17:10:00

T RAHEARIRSS TKE IBE0YT RINEEE | BT LUREW S IFRIGESNEMHZY REMG. T RAMIHEEEIRER Kubernetes
Bt QEEMNE. TR EHNREMEEE.

i LB 2R
i RS R R RR RO,

EutiBs

EiAAE TKE THEEKIRAYAEE. Fian , taEitERY Service-controller, CLB-ingress-controller K Z588M48E4 thke-cni-agent
F.

B8 -
o HMAMNHAR. ELESIEER TKE F—TERMER , NENMENEBH,
o EmBHIIEFAGIISEEINNMY. BEEFHTER.

e

ESRAMR TKE IREAIELFRZNAN | B LUEIIAPEIERA R TKE STFAIEIRINGE | IERAHEEUIN TR |
BHRTR ERmR  AHNE
COS (XM5f=tE ) =hiE ZAHSEI Y CSLiEO , A AR e AN RFE.
CFS (32f4=t% ) [E2i ] ZEMSEIL Y CSLED | RIFSENASRRERRHERA A,
P2P ( BeRREINE = ZBAHET P2P 5K |, AT AR TKE SERFHRIFAE GB AR HRE , s LT =AY
s e .
PE) FHARHIEY,
GpuManager ( GPU = 27y SPTN . s . . e s
TR ) Hith ZAEMHEM— All-in-One £ GPU E18% , AILAE TKE SERFHEMIIERYER GPU B,
HPC ( EffEMEIZ St HPC ( HorizontalPodCronscaler ) 2—FfHAJ LA K8s workload BIAEH{TERMESAIE A
#) B4, Bci HPC CRD (A | &/\STFRRAIERESS.
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¥ RAEmREEE
ERITEFHYE): 2024-10-17 17:10:00

BiHZEe

R LUBE LA AR R R IERaaM

o AWEERTE

SRR

1. BRERMBEFG | EENSHEPIEEERH.
2. TEVESRYETE TUH |, BEEREYSIR LS A0SR,

3. FEOURBEREY TN |, IOXIESEEIVERHER. EIEE. IRGSSEREN AHERE.

EAILMRIEW S EEER | RBSESENANSRE. RESMEGRANEESHEIUUEETEZEHNING | B EHRERTTHEE
EcE.

5e8A

o PHZENEEHCIEAEEREERE | TERMASIMERIItIE.

s AHLEFBELRSHN—TER  AREGHNEROBEITR  BEEEHEEEE MEMNIFRES.
4. BET— , WEHWASEEERER.

5. BE5eRk . RIRJSeRkelzE.

B SRR

1. B SERSIEFE | TENSHIZHISRERE.

2. BRI TUHR L ERERF ID |, ENERHFBR.,

3. ISR AN RROEMEE | HN "AH5IER" TUH.

4. TE AR TUE SRR, HENEHRRTE W

WS : BRmEmEX 55191 T0 H584m
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5. EERELENVRMAF R ETEMADE.

R AHEDE,

1. BR FRRSEHE | NSV EEEE,
2. EERHEE MHATERER ID , ENERFER.
3. IEFAMERRAREHER |, B "BMSIR" TUE.

4. EAHFIER"TET  BETEMREMFETANRER.

5. FESRHHAY "MBREIR" B0 , BEMRIARN R STR R EDE.
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COS 15¢BH
SIS AT A: 2024-10-17 17:10:00
=T

|iNa
IZCOSEMSEH T CSI 9N , AR BER MR SME XK, COS,

{ERm=

3577 % ( Cloud Object Storage , COS ) BRI m&MEXIREN—MEEESE UL HNFEIRS . AP BT MNEHEITEEINE
EHUE. COS FFrERF&faERESEY B, {lE. TRMLeisEFMERS.

BRI

o }% Kubernetes 1.10 LA ERRANHIEERE,
e Kubernetes 1.12 higARRIEEEFFZEIENN kubelet BtE : --feature-gates=KubeletPluginsWatcher=false ,

o 7£ TKE FpfEA COS , FEAESHANRIRZY RAH  BEA—ENRARR.

EREE

L4k COS ¥ Bea

L BREEMSEHE | TSR,

2. 15" SERYTE TR EHRERRY 1D | M \SEBEEIAT,

3. PRSP B R , #EA BAPIE AL

4. TE RSV TUEFF AT | FHE SRIBH B/ COS,
5. e SERE AT QIR AL,

fEFERI SR #FfiE COS
&R 7E TKE S8R TR B 8IS E.

WS : BRmEmEX 55193 T H584m
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CFS 1288
ERITEFHYE): 2024-10-17 17:10:00
Eikl)

|iEna
I%CFS MSEINT CSI RN | AIHBN SRR p AN S e K UL,

R 112 SERFEEEK kubelet BLE |, 18I0 \--feature-gates=KubeletPluginsWatcher=false\ .,

ERRIELERFAN Kubernetes 398
kubernetesyd&EZ R it AL AR Fr/@Namespaces
csi-provisioner-cfsplugin StatefulSet - kube-system
csi-nodeplugin-cfsplugin DaemonSet - kube-system
csi-provisioner-cfsplugin Service 1C2G kube-system

ERm=
ST CFS 1R T o7 TRIHEEESCAZIAIRGS | 15 CVM. SERSS TKE. MEHSRIsamIEr, CFS JBALTIREN NFS R

CIFS/SMB XXHRZEHEMNK , AEA CVM SLEEEMMIHTERSREHZNEIER | SIFeESEMtensy R | IIENALHENED
JEEER  BE—MEURH. SURNSHIANARS  EEaTAEES . ERCENRSEESTR.

CFS BNER , BAFRETEBWSENE  ERHITERIEE. RF=LHRSTRXMRFRRNER  IEXHRS  BiRSS
B XM RFEF , EROIEINERS. BT CFS-CSI RAH , BrLIREESSRERTEIRERSE Kubernetes £/ CFS |, ¥
EES CFS FRmE.

BRI

* CFS BBREAISN CFS RZGehRE,

£ TKE fEF8 CFS , FEAERAZTRZT BREN | XIEHB—ENRRRR.

BR{ELR
REFRE CFS ¥ BAN
| BREBREEHG , NS,

2. EEREE NHATERER ID , ENERFER.

WS : BRmEmEX 55194 T0 H584m
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3. AN PRVBHEER |, A "BH5IR" TUE.

4. FEEHFFR TUEAPIEIRE | HE ITEEH RE A CFS,

5. BAESTRRRNET G LR A,

Bl CFS 358 StroageClass

1. fE R ETE TUE SR T{ET CFS HUSEEE ID , WNEEHFIER.

2. EEMSAAZhikE?FE > StorageClass , BRI “FEStorageClass” .

3. 1RIESCRREESK | Bl CFS 288U StorageClass,

4. B pllgStorageClass , 5Tk ElE,

BI& PersistentVolumeClaim

1 R ETE TUE R ER CFS MISEE ID , ENEERFIBR.

2. EEMSHAZ i > PersistentVolumeClaim , S #@IEN “FiiEPersistentVolumeClaim” I,
3. TRIESERRESK | Bl CFS 258! PersistentVolumeClaim , #%#% HiR$S B2 StorageClass,
4. s lEPersistentVolumeClaim , eRklFE.

IR TFfaE

1 " SeRrETE ME SR TE{ER CFS IEEE ID , EASEFFIBR.

2. EAMSH=FIEETERE > Deployment , BAH#TEEI N "H#iWorkload” TUE.

3. IRIELPRE K |, SURSISEIEMEAERAPVC , FhgiE LIAEEERY PVC,

4. EHEISBIEERER |, BT WorkloadZehi g,
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CBS BH

CBS &1

SIFEHAYE: 2024-10-17 17:10:00
BEaE

¥y TKE SR SRIBEEIERT | JHOIRTINHFH SIERRAN PV I PVC, A3TIRft CBS-CSIBLEINERSIESRIRFFA
BIVET IR,

DIREsFIE

ke 15288

BSHIES STEFENBIE Volume, PV X5 PVC 335

SEIES S #5@ET StorageClass Ei&E. BIEFIMIER Volume X PV 35

BT iﬁfif;iﬁigﬁ@ﬁk , EZ AT AXERH , CBS-CSI BHHE5ERE Pod , SR Node Y
AT R BANEIRSE EARSER20RATEE |, PERBE Pod FHEITIEEE R AR REREN
maxAttachLimit TR

BHET B SHEABIIEN PVC BEFER , TMALY & (([CHFREREEE)

SRS BT RER G B EUES

R{Fi7EA
CBS-CSI BIHTESERIEIERS , BALITE

e DaemonSet : &1 Node #£t—4 DaemonSet , &FRI NodePlugin, F§ CBS-CSI Driver #1 node-driver-registrar FN2S884H
Bk, REMET ERM Driver , FHREGHERBEN,

o StatefulSet #1 Deployment : {&#R/9 Controller, Hi Driver 12 Sidecar ( external-provisioner, external-attacher, external-
resizer, external-snapshotter, snapshot-controller ) —2#pk , IREEIME. attach. detach. ¥'E. HRIBZEES,

THIENT

BRI

WS : BRmEmEX 55196 T0 FH584m0
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* A CBS-CSI ‘Af¥ig , A AIE TKE SEEF P ARERIELS SHICIERE,

* B£({FEA QcloudCbs (In-Tree #f4 ) Y TKE &£8F , fLAMRLEIFEFEA. ([FEUEEIY Volume Migration 45—Z%! CBS CSI)

(EQZE Nl
* 1B CBS-CSI iR REnT FXES
. Ty EEER

o BIERIRAIERIRIRRINES

WS : BRmEmEX 55197 TW H584
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181 CBSitt e = iBE2 IS o] FHX # £k

ERITEFHYE): 2024-10-17 17:10:00

37—

ESEASHHETAKESET A , AEUTAKNSEENES , HEET CBS HHNSRIFIE ke RISt X EEIT.

=
SCHRIE
FNBEIRAEEES A Kubernetes HHEISTERL . ©4F Scheduler, PV controller, external-provisioner, EfFIZANT :

1. PV controller Mz PVC 335 , #@& Storageclass f VolumeBindingMode 2733 WaitForFirstConsumer , #12 , NAR<&37BP4ME
1Z PVC BYBI#EZEH , &4F Scheduler 4b8,

2. Scheduler @& Pod /& , £ nodeName LA annotation BYA=IIAZRI PVC 335 volume.kubernetes.io/selected-node:
10.0.0.72,

3. PV controller 3REXZ! PVC SWSRAIEFHEHRE | BFFIALIE annotation ( volume.kubernetes.io/selected-node ) , 1RiE
nodeName 3XEX Node 3% , £ \Z| external-provisioner &,

4. external-provisioner {RIEEII A Node XFZAY label SRENATAX ( failure-domain.beta.kubernetes.io/zone ) [FESI A X E
# PV, IXEIF0 Pod 1ERIATAXAVIR | BRERZF Node FEARIA XM EERIAM.

BIFESM

* B CBS AHEHTIRHTIRA.

= 1=
TR
{ERLAT YAML , 7£ Storageclass #i& & volumeBindingMode 3 WaitForFirstConsumer, =520 :

kind: StorageClass

metadata:

name: cbs-topo

parameters:

type: cbs

provisioner: com.abcd.cloud.csi.cbs
reclaimPolicy: Delete

volumeBindingMode: WaitForFirstConsumer

B8

CBS-CSI #1 In-Tree B4 7 HZIRIE,

WS : BRmEmEX 55198 T FH584m
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Ll Bt

BIFEAYE: 2024-10-17 17:10:00

37—

TKE STHELY B PV, WHHNZEEREERSE , ASEERF Pod BIRISHT B. NMREGRFNRENE  BIEREREXHRSR
SETFARIEHINERS A TIRE.

BUTRSR
- BiF CBS BHNRHITE.

o (Hik) MBSy BRMSEEUEERL LT BRltRIRBSEHETE.

BIFLE

BIER A 20 StorageClass
LT YAML GIEE iy &hY StorageClass , 7 Storageclass 8% allowVolumeExpansion J3 true , ~IAIT :

allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:

name: cbs-csi-expand

parameters:

diskType: CLOUD_PREMIUM
provisioner: com.abcd.cloud.csi.cbs
reclaimPolicy: Delete
volumeBindingMode: Immediate

i2o i
R T A -
AR 15488

HJS Pod MIERTELY 5V SNEENHRFREIER | iRy SHELRG2FENER. #EERZT=HTT
= =

ERPodiER LY &
L PUTLAT S |, BIAY &R0 PV A RGPRES. ZFI0T , PV FISERGEA/INMTIN30G

$ kubectl exec ivantestweb-0 df /usr/share/nginx/html
Filesystem 1K-blocks Used Available Use% Mounted on

WS : BRmEmEX SB199 TN H584m
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/dev/vdd 30832548 44992 30771172 1% /usr/share/nginx/html

$ kubectl get pv pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c

NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-e193201e-6f6d-48cf-b96d-ccc09225c¢f9c 30Gi RWO Delete Bound default/www1-ivantestweb-0 cbs-csi 20h

2. PUTLATES | A PV ISFT E—PIEE zone 17& , BFE F—2ESE Pod [, £ Pod TEEEEIREAN R L, THNT

$ kubectl label pv pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c failure-domain.beta.kubernetes.io/zone=nozone

3. WATLATE<ER Pod , EEZ/EHT Pod SIRIAY PV AUFRESEREBAYEIEL zone , Pod §4bF Pending K73, =FIIOT :

$ kubectl delete pod ivantestweb-0

$ kubectl get pod ivantestweb-0
NAME READY STATUS RESTARTS AGE
ivantestweb-0 0/1 Pending 0 25s

$ kubectl describe pod ivantestweb-0
Events:

Type Reason Age From Message

Warning FailedScheduling 40s (x3 over 2m3s) default-scheduler 0/1 nodes are available: 1 node(s) had no available volu
me zone.

4. PATLATERS | 18 PVC WRPIBRE | KEET 52406, THIE0T

kubectl patch pvc www1l-ivantestweb-0 -p '{"spec”:{"resources":{"requests":{"storage":"40Gi"}}}'
=5

I BRRIPVCIREERIA/ /I 10RIfEEL.
5. PUTLAT S |, KB PV IRZEFT LAYRE |, #n&XIRZ/E Pod BIRIEEMI. B0 :

$ kubectl label pv pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c failure-domain.beta.kubernetes.io/zone-
persistentvolume/pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c labeled

6. PUTLAT A< , JLAEEER] Pod JAZJ Running. XIRNAY PV MINHRSHT SR , M30GT BEI40G, FI0T

$ kubectl get pod ivantestweb-0

NAME READY STATUS RESTARTS AGE

ivantestweb-0 1/1 Running 0 17m

$ kubectl get pv pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c

NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c 40Gi RWO Delete Bound default/www1-ivantestweb-0 cbs-csi 20h
$ kubectl get pvc www1-ivantestweb-0

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE

www1-ivantestweb-0 Bound pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c 40Gi RWO cbs-csi 20h
$ kubectl exec ivantestweb-0 df /usr/share/nginx/html

Filesystem 1K-blocks Used Available Use% Mounted on

/dev/vdd 41153760 49032 41088344 1% /usr/share/nginx/html
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B RARFIERRIERIRES

RITEHHYE): 2024-10-17 17:10:00

337

HITEH PVC MIRSOIRIRIBR SN , BEFSHNIRIBEIRIREEIH PVC &, FTLUEIT CBS-CSUHIEREH , A0 MBIITR)
FA CBS-CSLiE#HSIHN PVC (SRS M SIRE.

AR

* SREERHRAY CBS At

BMEL R
E#HPVC

fllE VolumeSnapshotClass
1. EALLT YAML , € VolumeSnapshotClass 398, =~HIE0T :

apiVersion: snapshot.storage.k8s.io/v1lbetal
kind: VolumeSnapshotClass

metadata:

name: cbs-snapclass

driver: com.abcd.cloud.csi.cbs
deletionPolicy: Delete

2. JUTLA TS EE VolumeSnapshotClass & 6IEMI. ~ERIT :

$ kubectl get volumesnapshotclass
NAME DRIVER DELETIONPOLICY AGE
cbs-snapclass com.abcd.cloud.csi.cbs Delete 17m

€2 PVC {8 VolumeSnapshot
1. AL new-snapshot-demo REEZ 74 , {FEALLT YAML €z VolumeSnapshot 335, =~EIa0F :

apiVersion: snapshot.storage.k8s.io/v1lbetal
kind: VolumeSnapshot

metadata:

name: new-snapshot-demo

spec:

volumeSnapshotClassName: cbs-snapclass
source:

persistentVolumeClaimName: csi-pvc

WS : BRmEmEX 55201 70 H584m
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2. TS , && Volumesnapshot F[] Volumesnapshotcontent 352 & GI52RTN , & READYTOUSE 73 true , MIBIZRRRIN,
AN

$ kubectl get volumesnapshot

NAME READYTOUSE SOURCEPVC SOURCESNAPSHOTCONTENT RESTORESIZE SNAPSHOTCLASS SNAPSHOTCONTENT C
REATIONTIME AGE

new-snapshot-demo true www1-ivantestweb-0 10Gi cbs-snapclass snapcontent-ealla797-d438-4410-ae21-41d9147fe
610 22m 22m

$ kubectl get volumesnapshotcontent

NAME READYTOUSE RESTORESIZE DELETIONPOLICY DRIVER VOLUMESNAPSHOTCLASS VOLUMESNAPSHOT AGE
snapcontent-ealla797-d438-4410-ae21-41d9147fe610 true 10737418240 Delete com.abcd.cloud.csi.cbs cbs-snapclass
new-snapshot-demo 22m

3. FUTLA TS , IJLASKEY Volumesnapshotcontent XISAUIRER ID , FERE status.snapshotHandle ( #1T~A shap-e406fc9m ) ,
AILURIERER ID £ =iRSEFIE > HRERFIR IARBRESFE. ~MIaT :

$ kubectl get volumesnapshotcontent snapcontent-ealla797-d438-4410-ae21-41d9147fe610 -oyaml

apiVersion: snapshot.storage.k8s.io/v1lbetal

kind: VolumeSnapshotContent

metadata:

creationTimestamp: "2020-11-04T08:58:39Z"

finalizers:

- snapshot.storage.kubernetes.io/volumesnapshotcontent-bound-protection
name: snapcontent-ealla797-d438-4410-ae21-41d9147fe610
resourceVersion: "471437790"

selfLink: /apis/snapshot.storage.k8s.io/v1betal/volumesnapshotcontents/snapcontent-ealla797-d438-4410-ae21-41d
9147fe610

uid: 70d0390b-79b8-4276-aa79-a32e3bdef3d6

spec:

deletionPolicy: Delete

driver: com.abcd.cloud.csi.cbs

source:

volumeHandle: disk-7z32tin5

volumeSnapshotClassName: cbs-snapclass
volumeSnapshotRef:

apiVersion: snapshot.storage.k8s.io/v1betal

kind: VolumeSnapshot

name: new-snapshot-demo

namespace: default

resourceVersion: "471418661"

uid: ealla797-d438-4410-ae21-41d9147fe610

status:

creationTime: 1604480319000000000

readyToUse: true

restoreSize: 10737418240

snapshotHandle: snap-e406fc9m

MERIR SRR pvc
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1. AL BRI VolumeSnapshot BIXI5:E A new-snapshot-demo A , SEFELAT YAML WREBIRES. EIGNT :

apiVersion: v1

kind: PersistentVolumeClaim
metadata:

name: restore-test

spec:

storageClassName: cbs-csi
dataSource:

name: new-snapshot-demo
kind: VolumeSnapshot
apiGroup: snapshot.storage.k8s.io
accessModes:

- ReadWriteOnce

resources:

requests:

storage: 10Gi

2. TLATES  BEWER PVC BEplhtlEE , M PV FEJLIEERIRINAY diskid (407 disk-gahzlkwl) . <fEIa0TF :

$ kubectl get pvc restore-test
NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
restore-test Bound pvc-80b98084-29a3-4a38-a96¢-2f284042cf4f 10Gi RWO cbs-csi 97s

$ kubectl get pv pvc-80098084-29a3-4a38-a96¢-2f284042cf4f -oyaml

apiVersion: v1

kind: PersistentVolume

metadata:

annotations:

pv.kubernetes.io/provisioned-by: com.abcd.cloud.csi.cbs
creationTimestamp: "2020-11-04T12:08:25Z"
finalizers:

- kubernetes.io/pv-protection

name: pvc-80b98084-29a3-4a38-a96c¢-2f284042cf4f
resourceVersion: "474676883"

selfLink: /api/v1/persistentvolumes/pvc-80b98084-29a3-4a38-a96¢-2f284042cf4f
uid: 5321df93-5f21-4895-bafc-71538d50293a

spec:

accessModes:

- ReadWriteOnce

capacity:

storage: 10Gi

claimRef:

apiVersion: v1

kind: PersistentVolumeClaim

name: restore-test

namespace: default

resourceVersion: "474675088"

uid: 80b98084-29a3-4a38-a96¢-2f284042cfaf

csi:

driver: com.abcd.cloud.csi.cbs

fsType: ext4

volumeAttributes:

WS : BRmEmEX 55203 T4 FH584m
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diskType: CLOUD_PREMIUM
storage.kubernetes.io/csiProvisionerldentity: 1604478835151-8081-com.abcd.cloud.csi.cbs
volumeHandle: disk-gahz1kwl
nodeAffinity:

required:

nodeSelectorTerms:

- matchExpressions:

- key: topology.com.abcd.cloud.csi.cbs/zone
operator: In

values:

- ap-beijing-2
persistentVolumeReclaimPolicy: Delete
storageClassName: cbs-csi

volumeMode: Filesystem

status:

phase: Bound

158A

UNER StorageClass AT HRFNSAN ( FoVEE Pod BeEIZE PV ) |, Bl#EE volumeBindingMode: WaitForFirstConsumer , MIZE
BHERE Pod ( BiEE PVC ) Aafibt& i PV ( WEREREIEEFRRY CBS H5 PV 4 ) .
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P2P 15188

ERITEFHYE): 2024-10-17 17:10:00

",

Vi

aHNE

P2P Addon BERRHERARSS TCR HEHAVET P2P HANBREEINES KiEMH | TNATAMMEERIRSS TKE ERFRIERIEN GB A
R S LT RAFAREL

ZEHER p2p-agent . p2p-proxy #1 p2p-tracker 4HEAY
* p2p-agent : EAEFHPE MR L RESMTRNRGHREISK , HIEEAZE P2P WEHIZ peer (node T ) [E,

* p2p-proxy : BREEEHEDTRL , (FARIFFIEERINENREGCRE,. proxy TREEFEMIT , BFENBTFRECETRIR
IREE.

* p2p-tracker : EPBEEEFEH T =L, FRR bittorrent #MYAY tracker RS,

EBEIELERFAN Kubernetes 398t
Kubernetes XJSEZFR il BREIR Ffi/& Namespace
p2p-agent DaemonSet H/11520.2#% CPU , 0.2GHTE kube-system
p2p-proxy Deployment B150.5% CPU , 0.5GARTF kube-system
p2p-tracker Deployment B 5R0.5% CPU , 0.5GAHE kube-system
p2p-proxy Service - kube-system
p2p-tracker Service - kube-system
agent Configmap - kube-system
proxy Configmap - kube-system
tracker Configmap - kube-system

{ERm=R
RIFEFARAUE TKE SERFHRIEAIEN GB AR GES , S ETFHREFF AR | #HEFNTERLSR
o SHRE&ETRS500 - 10005 , FAFEFHEUNNSSHEER. WHIRT  EHATRESYIFL00MB/sEIFH RKARUERE.

o HERFNEBESETMS500 - 10005 , £/ CBS nE2FfEAEIIE=R5R6G , BSEREREAN. bR, ESFERAEERE,. R
T AT RESSHF20MB/sHFH R RIEURE.
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BRA&IZ

o TERHUEEERFAISA P2P Addon FIENERRRER BT REERIENRESEEE]  TREHMERFRNERIS. E5RTRER
CBS ZEFEAIBIERRG  BRREH TR SEN TEIRESRRCHEE/2R0T | BnRRG RN 2R hT
SIER RIS lTINSR | EE Mzt E bR AIERGER.

* FT/E P2P iEMREMB—ENRIR . P2P BAEREINENBANIEFTS AT A CPU MIREFRIR , INREREABLARR. &
L2l

* Proxy B9 limit BRI/ : 4#% CPU F04G 7.
e Agent 9 limit fR#I7 : 4% CPU #12G W7F.
* Tracker B9 limit BRI/ : 2#% CPU F04G 1%,

o EERIBRERIT AE |, (HEBEIRY Proxy NI, Proxy 1Iz1715 mIIRIKECE /94C8G , AMTHEs1.5GB/s , B84 Proxy IRSSAIZIE
200N ERETS .

o HEZEHA Proxy # Tracker BHHEEEET R , ANV AFINATRIT K8S i5& | FIBIESN (£/75i%. Proxy #1 Agent FFfERT
PREZEBHRNCRER.

o Agent B84 HATRAY5004i50 , LK P2P EAEE(5i%16881 ( Agent ) 16882 ( Proxy ) ., Agent. Proxy Bit&BIEIEEA
WT{EER /p2p_agent_data F1 /p2p_proxy_data FITEEAEER , SREAIFIAT S OB EBHIIEEDE.

{ERTSE

1. N EIER EEREIE1T Proxy B, ENEIT kubectl label nodes XXXX proxy=p2p-proxy @RS, RIS BT
T APEEIZAN. RERNRFEFEE Proxy EHIMNY , AIEIEE T R ERINEEMERZ label [F | {E2EEEf+ kube-system
HRTET p2p-proxy TIEGEMIEIAMNL,

2. EENEERT mEREIa T Tracker B4, BJEIT kubectl label nodes XXXX tracker=p2p-tracker ep<$tRicTR | iEHLEMIEEEN
EXETAPEEIZEN. LEEUNRFTEREE Tracker 9N, AIEIEET R LR INEEMERZ label [F | 1E8EER+ kube-system
WRATET p2p-tracker TIEGEHIBIARNEL

3. TRESEFERINNEES : NibHIUIAyE TCP #1 UDP A930000 - 32768 imM. LAK VPC i IP £HuE. HitMNIAuESEB ( TKE
8 work TREVARZEHEHREEK ) .

4. SRR FTE P2P Addon iEtt. IEEFEINENRGCERS | WAREPRE. Proxy 78, Tracker M, RERNRFES
AETHNESRE , 918X p2p-agent configmap 1 downloadRate #1 uploadRate,

5. VSR HRIEAIEREHRR dockercfg , HPGEEHEZ /I localhost:5004 , FAFEKRZRBEIABRREGCENREEHDE
iE.

6. 12505 YAML , BEEINEFEECEHAMIHMER A localhost:5004 , 4 localhost:5004/p2p-test/test:1.0 , FHEREFER
dockercfg E/9 ImagePullSecret,

WS : BRmEmEX 55206 T4 58410
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7. (£RRSS YAML SREEF TIFARL , FERMREENRIRER T RS aE , RITEET A T RPRIELUA IR INERCR.

BIFLER

1. BREBRSBEFG | EFLNSHIA=PHISEH.

2 EEREE MEBEERER ID |, HASERIFIRR.

3. IR MR PREHER , BN BH5IRTUE.

4. TE AR USSR | FHE R AN NE Ak P2P,

5. R SHEE" R P2PEMSHIRE " BOY , HEFENMENRGCESS. TRAEPRIE. Proxy MK Tracker 1NL,
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GPU-Manager ii%AH

ERITEFHYE): 2024-10-17 17:10:00

",

Vi

aHNaE

GPU Manager 12— All-in-One 9 GPU &1#88 , EF Kubernetes DevicePlugin iEHRFSLI |, 2SRRI T HEHFH=
GPU. GPU f5t5&if), Be8IE1TRIAY GPU IBXIREESEINEE , SIFAFTE Kubernetes S28F¥H{ER GPU 2%,

EHThRE
o HRINDTEC : IREET GPU R3O ECTIRE | HAFDEEE 15K GPU RAIMA , AILUSHEIRINERRRAISNHOES GPU 8%,
* GPU H= : RiFAFIR/NFISKRRIRAIHMES | FHiRMt QoS R,

o RIFY GPU ¥SHRAYESI : B ETLOAEENIRO ( BRIA 5678 ) B /metric B842 , BILAJ Prometheus 12(it GPU $SFRAOIZEEINEE |,
B /usage EERALUHTENEMASSSINRESA.

EREIEERFAINY Kubernetes X38R
Kubernetes XJ5EZ#R E-ic] EIFRE TR Fir/& Namespaces
gpu-manager-daemonset DaemonSet BT a1% CPU, 1GIHE kube-system
gpu-quota-admission Deployment BPH A1z CPU, 1GIHNEFE kube-system

{ERm=

£ Kubernetes S£8¥9z1T GPU NAERTS , ATLARIR AL)IGSHRPEHIBERY FERFZIRRENER  ItERREEIRSFA.

BRI

o ZBAMHET Kubernetes DevicePlugin SEH , AT E#E7E Kubernetes 1.10 A ERRARISEREE.

* 5K GPU R—HB100MBAMAIFR , (50 - I0VNEF | LIRIFEHINERFRE. BERFRREU256MIBAS/NI— AR
DEERF.

e ([ GPU-Manager ERERAE S GPU HlATS =,

{ER7IA
e
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1. BRERMBEFG | EENSHEPIEEEH.

2. EEREE MR L ERER ID , IASRIFIRR.

3. MR PRVBMEE |, BN "BH5IR" TUE.

4. E"REFR TUE ISR | FE R AME TRE A% GpuManager,

5. B SeRRBAIAT BIER A,

UERARRIEERY GPU TEfAE

% GpuManager BHRINZERS , SRNIELLA TSI MRIER GPU TIFfEk.

E— : B TKE =HaeE

1. BRABRSEFEG | EFLNSHIA=ZPHISE.

2. IEERECE GPU NIRRT  BATIFREEER , FREHmE.

3. fE"#rEWorkload" TUENRIESEIRERKHTEE , A" GPURIR TcEMAIERY GPU TRk,

= BT yaml BllEE

BesiRSS (TKE)

PR : (EIRACATIEIY yam| AHFEHRE GPU AERRIR , MAREELE resource HETE finance.cloud.tencent.com /vcuda-core , &

FRIFFETE resource FiESfinance.cloud.tencent.com /vcuda-memory ,

THEZEH yaml 76 :
o (FEF13KRAY P4 IR%E

apiVersion: v1
kind: Pod

spec:
containers:

name:gpu

resources:finance.cloud.tencent.com/vcuda-core:100

* f§5FH0.35K~ , 5GiB BfFAINF :

apiVersion: v1
kind: Pod

spec:
containers:

name:gpu

resources:finance.cloud.tencent.com/vcuda-core:30 finance.cloud.tencent.com/vcuda-memory:20

WS : BRmEmEX
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HPC 3488

BT EESATE): 2024-10-17 17:10:00
LZoPAN
18]71

aHNE

HPC ( HorizontalPodCronscaler ) E—FE]LAYT K8s workload BIARHuH{TERMEXIEFAY , Be& HPC CRD (#R , B/
ERHMESS.

Bi4Thee

o SHFIRE"SIAFEE" ( KEAXISRA HPA ) 8" BRsEBI#ME" ( KEXXIS 9 deployment # statefulset ) ,
o STHEFFX"GISNEE", BISNTERYRINECERER R , SHRES K.

s HIREEMESEERIIT X,

MBI Kubernetes %952

FEERFAIERE HPC , BIEEREFNRELLT Kubernetes X5

Kubernetes &R it AL FRER Fr/@Namespaces

horizontalpodcronscalers.autoscaling.

. CustomResourceDefinition - -
finance.cloud.tencent.com

hpc-leader-election-role Role - kube-system
hpc-leader-election-rolebinding RoleBinding - kube-system
hpc-manager-role ClusterRole - -
hpc-manager-rolebinding ClusterRoleBinding - -
cron.hpa—controlIer—manager-metrlcs— Service i kube-system
service

hpc-manager ServiceAccount - kube-system
tke-hpc-controller Deployment 100mCPU/pod. kube-system

100Mi/pod

BRA&IZF

MRER
IR ERRFATIREL. 12. 4L EARASRET | THRIEREASEL , FFHEIA.

o (UZiF1.12RALA LRI kubernetes,

WS : BRmEmEX 55210 T4 H584m
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o FERE kube-apiserver BIEE1E%1 : --feature-gates=CustomResourceSubresources=true
FPRER

* HPC AHECAESENRIN B ENERESHSEME , EILEKRTRFE /etc/localtime 324,
e HPC EUAZZE24 HPC Pod EARREITIR , BT mEdEEFm2 R,

P RIREK
7E0lEE HPC &ERT , #s%Ii workload ( K8s BB ) EEFEFERET,

IRIEETE

24 HPC

1. BF SRRSEHE |, EENSHERiGiREE.

2. AR TR ERERE ID |, HANERAFIER.

3. RS EEETR | HA "REYIR" TmE.

4. TE"BIHFER TUE ISR | FHE A TE ek HPC,
5. BT SeRkEN AT BUEELE A,

ClEEHER HPC TEfad ol

BlEESEE% Deployment AUERHESBFIR
BT

apiVersion: autoscaling.finance.cloud.tencent.com/v1
kind: HorizontalPodCronscaler
metadata:

name: hpc-deployment
namespace: default

spec:

scaleTarget:

apiVersion: apps/vl

kind: Deployment

name: nginx-deployment
namespace: default

crons:

- name: "scale-down"
excludeDates:

L 15 11 0

“*****5“

schedule: "30 */1 * * * *"
targetSize: 1
- name: "scale-up"

WS : BRmEmEX
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excludeDates:

LE 15 11 o0

LR O 5.-

schedule: "0 */1 * * * ="
targetSize: 3

BUEEXEX StatefulSet IIERHES R
N

apiVersion: autoscaling.finance.cloud.tencent.com/vl
kind: HorizontalPodCronscaler
metadata:

name: hpc-statefulset
namespace: default
spec:

scaleTarget:

apiVersion: apps/vl
kind: Statefulset

name: nginx-statefulset
namespace: default
crons:

- name: "scale-down"
excludeDates:

_ "k * % 15 11 *"
schedule: "0 */2 * * * *"
targetSize: 1

- name: "scale-up"
excludeDates:

_ "k * % 15 11 *"
schedule: "30 */2 * * * *"
targetSize: 4

BIEEXEX HPA RIERMES TR
PN

apiVersion: autoscaling.finance.cloud.tencent.com/v1
kind: HorizontalPodCronscaler
metadata:

labels:

controller-tools.k8s.io: "1.0"
name: hpc-hpa

spec:

scaleTarget:

apiVersion: autoscaling/v1
kind: HorizontalPodAutoscaler
name: nginx-hpa

namespace: default

crons:

- name: "scale-up"

schedule: "30 */1 * * * *"
minSize: 2

maxSize: 6

- name: "scale-down"
schedule: "0 */1 * * * **

WS : BRmEmEX 55212 70 H584
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minSize: 1
maxSize: 5
ERRERESE
FEREBMR BRIk RHEEE FVFRISSIRF T
Seconds = 0-59 */, -
Minutes =2 0-59 */, -
Hours = 0-23 */, -
Day of month =2 1-31 */,-7?
Month = 1-12 3 JAN - DEC */, -
Day of week = 0 - 6 8 SUN - SAT */,-7
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Network Policy i5AH

BIFEAYE: 2024-10-17 17:10:00

",

Vi

aHNE

BesiRSS (TKE)

Network Policy 2 Kubernetes $#tH—&IR , ATFEXET Pod HKMEIRERE. BiAT—H Pod 2&TILISHEIAE Pod , LUK
Hfth Network Entities H#TIB(E. AAHRETEHXNZEER Controller LY, WIREFFER IP iitskin O /Em ( OSI E3EHHE4E )

EHAENRRINERE | NeIEEERAAM.

EBRIELERFAN Kubernetes 398t
Kubernetes J5E#R it BERAEIR
networkpolicy DaemonSet BAELHICPU:250m , Memory:250Mi
networkpolicy ClusterRole -
networkpolicy ClusterRoleBinding -
networkpolicy ServiceAccount -
IBEE

1. BRERMBEFG | EENSHEPIEEERH.

2 EEREE THBELERERF ID |, IASRIFIRER.

3. MR PRVBMEE |, A "BH5IR" TUE.

4. TEAHFIR TUE ISR | FHE ERAN NE 2% NetworkPolicy,

5. B SeRRBEIAT Bl A,

WS : BRmEmEX
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kube-system
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Nginx-ingress 8

BT EESATE): 2024-10-17 17:10:00
LZoPAN
18]71

aHNE

Nginx JLARERERIE. ke HTTP 7%, Nginx-ingress AR (#A Nginx 1EARERIEINRETE =M Kubernetes £Y
Ingress #4188, RETLAZRE Nginx-ingress B4 , EEREH#R Nginx-ingress.

HMBIFEE A Kubernetes 3952
TEER¥AIERE Nginx-ingress Add-on , HE7ESEFRIERELLT Kubernetes X9z :

Kubernetes II&&#R ESid) INEARRR Ffr/& Namespaces
tke-ingress-nginx-controller-operator Deployment 0.13#% CPU , 128MBR7F kube-system
ingress-nginx-controller Deployment/DaementSet 0.1#% CPU kube-system
ingress-nginx-controller-hpa HPA - kube-system

TEEEREMEIEE Nginx ingress SLAIESEEEINESEIELLT Kubernetes X945 :

Kubernetes XSRZFR it FKAEHEERR Ffi/® Namespaces
nginx-ingress Service - BEMNKRE
nginx-ingress Configmap - BENIZE
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=&

Volume&I&

RITEHHYE): 2024-10-17 17:10:00

o (FEARENIER  BBEFRER NG B IEHEIFBAEERRZE D ( BIRIN Kubernetes #9 HostPath ) . S LURIEWSEK |
TEBRER ( BIXIM Kubernetes B9 EmptyDir ) . SIRFREFRR , RFEBHE YIS B REHISSmnNEES. R
ROAMER LIRS ER TSRS AWEERISEEAER TN , EmptyDir iERFRENIRRIEE.

o BRI NFS & : RFEIES NFS B812 , BRILAERS4RE CFS |, eI BRI 4HFiE NFS, 5F NFS ¥iRSiERTSRsBE
AWFFE | BERTAEGESIT. BisNE. AFEESER.

o {HFEH PersistentVolumeClaim : {24 PersistentVolumeClaim FRRT{ERELIEE , B ECaEzE PersistentVolume =
HARINAY Pod T, EEERT StatefulSet BIZHEINESN A, BEZiFESSNL PV #1 PVC S8,

o {SHAREAY PersistentVolumeClaim : g73E— PersistentVolumeClaim BB T ERERITEME , BEiDELaiFEE PersistentVolume 3%
HAIIMNAY Pod T, FEERT StatefulSet BIEHEINEGN A, BZiFEESM PV #1 PVC S8,

o FRABRZSMEXER  BlZSREXET CBS ¥ EHY Kubernetes {ULRTFHEIE. EILUBE—RBAZEMEXH CBS =
BEHIISHNE—RET , USRI, EEKEITR. ERAREREIESERTERENANGT , BT Mysql FERE
RS, REZEREIESNRS  SSAMBRA 1.

* {5 ConfigMap : ConfigMap LAS/4ZE SR/ ZUHEEE Pod L, XFFEENX ConfigMap £EHEHENFENEKR. ESFEESN
ConfigMap &1,

* R Secret : Secret LANXHRFAIFZZUERE Pod £, STHFEEN Secret KEEHINTENIEZ. BLSFIFESN Secret HIE,
HiEEREEER

s QBHURSRE  BIREDHRIVERS.

s E—MRST , HESHNERISHFRENERRTEES.

o AIMESHIESERIZENTH , RAEEHE /var/lib/kubelet/pods/pod_name/volumes/kubernetes.io~empty-dir IIFIFER , B
AR REUEE L fs R S TBIRVE dn BHR RIS —EL

o HIESHIRRENR , BUARBENEER.

Volume 1= 518(FHE5|
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IR TERBHEREIRSE
1. B3 TKE =518,

2. EEMSAES |, BEHRE  HNSRFEIE .

3. AR EEERE Workload BIEEESID/EFR , HNFEBE Workload HISERFSTERmH,

BesiRSS (TKE)

4. 1 "TIERE" T , (E=21%E Workload 268! | A MAYSETUE. Fla0 , SR TIERE > DaemonSet , # N\ "DaemonSet" {58 R

EO

5. BEEEE | N "FiEEWorkload " TaE,

6. IRIENEER , RET(FhEE. SETHEHER. FHE SRS F , REFIEEES  FINEES.

7. tRIESCRRERK | R EIRSHEEL T REERA.

8. e glEWorkload , sERE6IEE,

Kubect! #{E Volume 33|

(IRHTRBISMG | ST ERET Kubect! ST,

Pod #E&; Volume YAML 73451

apiVersion: vl

kind: Pod

metadata:

name: test-pd

spec:

containers:

- image: k8s.gcr.io/test-webserver
name: test-container
volumeMounts:

- mountPath: /cache
name: cache-volume
volumes:

- name: cache-volume
emptyDir: {}

* specvolumes : IREHUEESETR. KB, HIESHSH.

WS : BRmEmEX
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e spec.volumes.emptyDir : iREIRATIRIZ,

* spec.volumes.hostPath : IREFEHLIEZ,

* spec.volumes.nfs : {5 NFS 2,

e spec.volumes.persistentVolumeClaim : i&EH PersistentVolumeClaim

¢ spec.volumeClaimTemplates : HERIZERR , HSIRIERNS BN PersistentVolumeClaim #J PersistentVolume,

* spec.containers.volumeMounts : IESEIESHIEE A,

WS : BRmEmEX 55218 T0 H584m
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PV&PVCEHE

BIFEAYE: 2024-10-17 17:10:00

PersistentVolume ( PV ) : SEBFRRIEHERIR , AT RRERRIRIR. PV IRZTF Pod RI4EAREET , HRIEAEIRY StorageClass XE4E)
EARESREA PV,  PersistentVolumeClaim (PVC) : &ERFRRITFMESRK. fla0 , PV 2 Pod ERTREIR , PVC NIFEBARER PV &
TR, & PV ERAERT , PVC BRTLAGIZSEIR PV,

3t M
o CBS MAISHAIMARKER, i CBS %8 PV § Pod FHAIEMAIMEK , $LSEUERLN.

* TKE ZHIEARSFE CBS BY 4% |, I5B1TANE CBS I=HaHTERE.

PV&PVC =5 &i{EE5|

BSelz PV
B0 PV ERTEEEESS , HEERNERNGE.

1. Z3F TKE =HIA,
2. EEMSAVEREEEE , BN SRS .
3. BAERECIR PV RISEEFID/ERR , HNFFOURZE PV RUSSEFEIE .

4. EIEERE > PV, N\ "PersistentVolume"{SE @,

5. BEhEEE |, HN FiEPersistentVolume"Ta@,

6. IRIESLIRRK , IRE PV 88, XESHEEWT :
o KRIRE : RIECARFRREITIERE , BN "HSeIE .
o Bk : BEX.

o EERE : IRIECIRB R TIERE,

WS : BRmEmEX 55219 0 H584
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o StorageClass : TR¥ESERRERRFHI TIHEE,
7. B ElIEPersistentVolume , SR EIE.
Bl PVC
1. B TKE i=HlA.
2. EEMSHVEREERR | H\ SEFEE TUE.
3. REREOIE PVC ROSEFID/RTR , NSO PVC OSSR EIETE.

4. 1512 > PVC, N "PersistentVolumeClaim"{ZE A,

5. BaThEEE | i A\ FrEEPersistentVolumeClaimiaE,

6. IRIESCFREK , IRE PVC 2%, XBSESEWT :
o FFR: BENX.
o ARTE  RIEEIRERE TIER R TEIRE,
o StorageClass : 1R¥ECFRAR I TIEE,
° AE : RIELGFERHTRE.

7. B glIEPersistentVolumeClaim , SSHiBIEE.
HEE PV AR | RFEKEEeIE RN PV,

flj# Workload {58 PVC ¥iE%

1. &R TKE =48,

2. EEMSHERERER | H\ SEFEE TUE.

3. BEHFREERPE Workload FISSEFID/ERR , HENRFERE Workload FISEEFSIEITAE.

4. EIERET | (RIS Workload 258! | EAXIRAVSEITE. B4 , iEZFTFRE > DaemonSet , #\"DaemonSet"{Z8 R
EO

WS : BRmEmEX 55220 T0 FH584m
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5. BATEETEE , HEN " Workload TRHE.

6. IRIENEER , RETIFREE. SETHEER. HESEST  REiFERs | FnEiEs.

7. 1EEEAEAPVCHR | HEER , IEEEER PVC,

8. gl Workload , sERE6IEE.,

{EF PVC #E8RT | EURERAEHEHEI—5 node L.

Kubectl £ PV&PVC 53|

LEHNSE CBS AU PV&APVC, &aNi@d StorageClass SIE I5%E PV 4BEMI=EAIEE, UUMURMREINE | SFoTEEEIY
Kubect! #{TRIZE(E,

(FIiE ) el PV
EIYEH CBS B PV, &I PV, 7 S PVC B , RETSEMBIERIREY PV,

apiVersion: v1

kind: PersistentVolume
metadata:

name: nginx-pv

spec:

capacity:

storage: 10Gi
accessModes:

- ReadWriteOnce
gcloudCbs:

cbsDiskld: disk-xxxxxxx ## 1§ 8HICBS id
fsType: ext4
storageClassName: cbs

£z PVC
AR i PV, 7E0IE PVC Y , RESEMBIEXIMNAT PV, YAML AN

kind: PersistentVolumeClaim
apiVersion: v1

metadata:

name: nginx-pv-claim

spec:

storageClassName: cbs

WS : BRmEmEX 55221 T0 H584
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accessModes:

- ReadWriteOnce
resources:
requests:
storage: 10Gi

o EEBERBA/IWRELIONEE , &I\A10,
s M= E/NI50GB,
e SSD =HE&E/NA200GB , BRRIKES N =iEER,

fs5M PVC
YAML 7RfIF

apiVersion: extensions/vlbetal
kind: Deployment

metadata:

name: nginx-deployment

spec:

replicas: 1

selector:

matchLabels:

gcloud-app: nginx-deployment
template:

metadata:

labels:

gcloud-app: nginx-deployment
spec:

containers:

- image: nginx

imagePullPolicy: Always

name: nginx

volumeMounts:

- mountPath: "/opt/"

name: pvc-test

volumes:

- name: pvc-test
persistentVolumeClaim:
claimName: nginx-pv-claim # B2&8IE5FH PVC

WS : BRmEmEX
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StorageClass&1#

BIFEAYE: 2024-10-17 17:10:00

Eikl)

StorageClass #HATFIERIZREY | SERFEIRE R LANERIENARENF#ESEE. TKE [RBEARHRZMHESEEIRY StorageClass |, BT
StorageClass Bt& PersistentVolumeClaim BN A EEFE TR,

StorageClass =l &1#F155|

g& StorageClass

1. B3 TKE =418,

2. EEMSHEF , BEERE  HN SEFEE T,

3. BEEFEERR StorageClass FISSEFID/BHFR , HNFEIEE StorageClass FISERFEIRNME.
4. %1% FhE > StorageClass , # \"StorageClass"{5EIRH.

5. BRI | " #iEStorageClass Ta&.

6. HRIBSCPRESK , iRE StorageClass 24), XESEEEANT :

o

EiR: BEX.

o THERER | IRIESLIRFE I TR,

o AAK : RIELFRFEREITIRE , AN "BIATBRX".

o mEFE : RIFLIrFTREHITIE

P

o [EIKERRE : IRIBSEPRE K TSR,
7. BathlIEStorageClass , SERLEIEE.
€l PVC 8% StorageClass
S8 PV #1 PVC 512 1y "8I PVC" , B PVC, HEIRE PVC S4817 , 1% E StorageClass %4,

BlEE StatefulSet #EEBRNEIER PersistentVolumeClaim 38U

£H8 StatefulSet BIE fhfy "Bl StatefulSet” , BliE StatefulSet, F1EIZHE StatefulSet SEAT , BALHRINEEES | &= (RN
PVC" 53 , i&E& PVC,

WS : BRmEmEX 55223 TN H584
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o i

Kubectl #4E StorageClass 55|

UTMRMRGISM | ST EEIT Kubect! #HATRIEHR(F.

& StorageClass
WNERABIzE StorageClass , EERFPIIEEMIATREE name J3 CBS B9 StorageClass,

apiVersion: storage.k8s.io/v1l

kind: StorageClass

metadata:

# annotations:

# storageclass.beta.kubernetes.io/is-default-class: "true"

# INRBIX—% , WSk default-class , B PVC BIATEEZEN S anfERILL 2R
name: cloud-premium

provisioner: finance.cloud.tencent.com/qcloud-cbs ## TKE ££8fEHY provisioner
parameters:

type: CLOUD_PREMIUM

# S7¥5 CLOUD_BASIC,CLOUD_PREMIUM,CLOUD_SSD $ERAREFINI 24t CLOUD_BASIC
# paymode: PREPAID

BesiRSS (TKE)

# paymode A= #2AYITZERT , PREPAIDIRT ( BFEA : {FRetainfREBAIMEIKIEREE ) , BIAR POSTPAID ({REITE @ St

Retain £REEF0 Delete MIBREEHE , Retain {NEST 1. 8RUSERFhRALRY )
# aspid:asp-123
# STFIEEIRERTRES | QIR =S EshEbE I RARTRES S8R AF I Bl

XIFBHA -

type : StorageClass FJ38Y , A13F CLOUD_BASIC, CLOUD_PREMIUM # CLOUD_SSD (;FEB&XE).

zone : 8% zone, YNRIEE , M=EIBEIEZIL zone ; ANERAIEE . WHEFFE node B9 zone (58 , FEHEE—" zone,

paymode : =EAITERET , BUAIREYS POSTPAID 123 ( BMZELTEE | XHF Retain £REAF] Delete MBRSHS , Retain (NESTL8

ROSRBHRAERL ) . EAIIRED PREPAID 185 (BMEEFEA |, (X325 Retain (REBRIEMIERAS ) .

aspid : JEERER ID , BZREREEYSELLRIRR | SBERM A e,

BlEESS s StatefulSet
{EFI=RERE CBS Rl StatefulSet , ™I TREAR :

WS : BRmEmEX

apiVersion: apps/vl #7Ek8shiRZs , apiBES , IXELL1.20544
kind: StatefulSet

metadata:

name: web

spec:

serviceName: "nginx"

replicas: 1

selector:

%224
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matchLabels:

app: nginx

template:

metadata:

labels:

app: nginx

spec:
terminationGracePeriodSeconds: 10
containers:

- name: nginx

image: ccr.baiping.fsphere.cn/tkedtce/nginx:1.20.1-stable #1RiEZ R B SHRIERIENR
ports:

- containerPort: 80

name: web

volumeMounts:

- name: www

mountPath: /usr/share/nginx/html
volumeClaimTemplates: # BzigliEpvc , HmmBEzIEIEpv
- metadata:

name: www

spec:

accessModes: [ "ReadWriteOnce" ]
storageClassName: cloud-premium
resources:

requests:

storage: 10Gi

WS : BRmEmEX 55225 T0 H584m
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RINEE
A
RITEHHYE): 2024-10-17 17:10:00

TKE 2t 7X3#% Kubernetes RBAC AR , BT X FIKSHEATBRIERNHIEARIES]. ZEUEXT |, B BRRSERHER
kubect! PFSZUHTERRFARIRIGIE. W NERTR

iR

RBAC ( Role-Based Access Control )

ETHEANRET. BEABXEIKER. AEXESIRIAEERFAFIPR. & Kubernetes &, RBAC 2@t
rbac.authorization.k8s.io API Group SCHIRY , B iFEEREEIRRIEIY Kubernetes API sh&ECE5RES.

Role
BFENE NG ENAEIRIR.
ClusterRole

AT ENENEERIHBIR.

RoleBinding

BRthE AR F— & —EAF | $Hdan B EHI TN,
ClusterRoleBinding

BraehEXARRIRF— I E—ERAF | SINREEEERN G A TR,

TKE Kubernetes 38R BINRIEHIF =
INEA
Kubernetes APIServer 35EESHFANAUERES , 4140 x509 IFH. bearer token, basic auth, E , {X bearer token B/MAIFSHRS

58T known-token csv SX{HRY beaer token, serviceaccount token, OIDC token. webhook token server &%t token IAIES
=

TKE D7 7SEMERMER SHHRFRER | WRER x509 IEHAEST. BEABWT :
* FFERRAAME.

s MTFFEERAHRHTERTE.

* %R User X Group #1789 | [R5 RI4LF.

TKE EF x509 IERBIAUESCIL T LA I0EE ¢

WS : BRmEmEX 55226 T H584m
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ENFESRMEEEFIIER , BFiAE Kubernetes APIServer,

HFWEEEHEIHIA Kubernetes FRAT , FEBIAFERIZFKSNZEFIHIEBEIAEIAR Kubernetes APIServer,

XIEFFKSEHIREINE RIS | PiEEIDHEE.

XIFEMWRSEEREER tke:admin RIRMIKSHTES. BEFEMMFRKSHNES.

ERER
Kubernetes &2 RBAC & Webhook Server B SR, FLEFGE Kubernetes FIFIFRME—EIENME R ESREA Kubernetes

5E(EF , TKE 1A RBAC &2, iZtRTURAL TR Role } ClusterRole , AR RFEEESRFAIBIZEERAY RoleBinding #1
ClusterRoleBinding BIRJSCHMSINARE, EMUBWNT :

o ZEFA Kubernetes EREAUAAR.

» 5 Kubernetes RBAC 8617 , St Namespace 45, APIGroup 4EE N ETRAERERIZT Verb SRS,

* XIFAFBERENERE.

s HHFEERFBERENA & APl &,

TKE Kubernetes 332 BIN fRI=HITHEE

i TKE SRS ERRINGS | (AL S AORTRES), BIAN , (URFEA TS RS U F S TS R EA S
ESAIRE, AEETR | TS RO RES -

RS

B R

WS : BRmEmEX 55227 TN H584
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{EFARFRIBADTRIN

BIFEAYE: 2024-10-17 17:10:00

TR FE e ie

DesIRSIEHEEIE Kubernetes [R4AY RBAC 1RARHE | $IXIF SR T 4RI ER Kubernetes ZFEIPRIZHI, BRIRE T TUEA
& : Role } ClusterRole , F4HiPBIA0T :
Role #2883

DRERESEHSREBNEER |, AEKEREHEEEREERLUR. TXWEIHEZEERE DescribeCluster Action I REIFIKE
TN RETE,

ClusterRole B8

SR (tke:admin) : WIESITE TERNESHIE  BEEEHT R, FiEt. 338, EFNESHIR , IS FWSHHESN
B

BHEAR (tkeiops) : WAFEGARATEHETNERIGESHR , EREHTSR. FiHEs. 9828, EFHNESIER.

FREAR (tkedev) : MFFEMATIESHAMEGETE NMEHET NEREIEER.
HiEAR (tkerro) : MFEHET LGS TE NMEH S AR RIESER.
BENX : BFPEENX ClusterRole,

BMEL R

FREEUE

BRRSHARABNFUS RN ZRVEIE , BRRBNRSEHFEREERT API £0 DescribeClusterKubeconfig , BIRT3RENZ7]
ERKSHIEIHSR Kubeconfig 34, B@ISf=HISIREEERAIT ¢

1. BRBBRSIEHFE | ERALNSHIZPRISER.

2. ESSEYETE TUET |, BT BARSEE R(F I BEERAIL U EREIEHEXAR.

SHEERYLULOEIESER , HTEEHEMMBKS TERHNEIE
=
5EA
iR
FAREHEER (EWKS. EEFCIEETIEAE admin role AR ) H#{TEN.

1 R EIE A | R EREERF ID.

WS : BRmEmEX 55228 TN FH584
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2. EERRFERES , PERINET > ClusterRoleBinding,
3. 7£ "ClusterRoleBinding” SHEREF , HdRBACKRELREE.
4. ' SERIR THENEEKELEY , OB FKSHEET—5.

5. fE"SEBFRBACIRE "L RY , IRLATES [HIBIRIRE

* NamespaceFll3k : IZHIEENREXHAT Namespace SEE.
o R : BESEREPNNIRIE" , RERENR,
TSR AR RINBGR | S TRIREE IR E.

1
BRFIKS | ANZIKS SIRGATRIUR | NIZRRRALL.

WS : BRmEmEX 55229 TN H584
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BE X REERN

ERITEFHYE): 2024-10-17 17:10:00

BesiRSS (TKE)

RAMBUTES ETHE Kubernetes §) ClusterRole Fl Role LIS T FIKSIEAUR , GRS R NIR(E.,

SRE&IEI XA
ETRTRSHRES , TETATEE CAM AN SRRERE S, VAML AT -

Role : fpR=TIRIERE

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: testRole
namespace: default
rules:

- apiGroups:
resources:

- pods

verbs:

- create

- delete

- deletecollection

- get

- list

- patch

- update

- watch

ClusterRole : SEE¥4EE

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:

name: testClusterRole
rules:

- apiGroups:
resources:

- pods

verbs:

- create

- delete

- deletecollection

- get

- list

- patch

- update

- watch

WS : BRmEmEX
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BRIEZE
A :

ZE RN FIRSFHESENX ClusterRole 9l , 547 Role IETREA—E , B LSRR R TRIE.
1. BEREHRRBEHE | EEENSHA=FE 5T
2. e ERFEIE E S ERFEASE ID.

3. EERAFETE T |, BAEENETE > ClusterRole,

4. 7£ "ClusterRole” BTEREF , BEA LANYAMLEIERIR,
5. TERIEREMA B ENRIZH YAML % | tath5epkElaT el ClusterRole,
Z LA ClusterRole : 584 YAML 797l , €U5#5ehkfE , AIFE “ClusterRole” EIERETEEREXR “testClusterRole”.
6. 7£ "ClusterRoleBinding” SHEIREF , H1;RBACERREARES.
7. SRR TUE IEERS SBE , AFRNNFIKSHEE T2,
8. HN"SEEFRBACRE"RH , RIRLATES HIRIZE.
o NamespaceZll5k : IRFRISENREXART Namespace 5B,

o MR EE'EEN" , HEHEEEENXAIR, ZHEEBENXSIRFIZFRFFHITRIRERE | ALUEEC IZNEE IR
"testClusterRole” Jof5l,

B :
IIARTLABERINESR |, TR EENIRE.,

9. BAThFeRkBIA] SRR U F.

WS : BRmEmEX 55231 0 H584
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I Iki,-‘-\
miT

EEA AT

BT HAYE: 2024-10-17 17:10:00

B

RIFASIEIMNEASRIRS ST RN, SUAMNSHRERMHEZERILE. BULGEATRRRKERRGEERRENE  EhEZER
IRROEERNR  BINENAE. BaRSIRMERF. TR, TIFR#. Pod. Container SNEHAVIEEIEIEARTRI0RE. ISR
HEA TR RIRERMRNIERE. BUEARRE., FRAHZM TUSSERAIMREH SN RISEE | SRILIRNEE
T RRRERIIRSETRINIER S | FaERERES AR EA RS ETRESLTRERS | R HBREENTTE. 5
a0, EE LIRSS A CPU RIS, AITFEMERMEE /O,

Il/Tj:/"‘Q
miT

BRAIRSHINEINREMERISS FE N EENEHIE. BRlESNEENES L miEk S EERIE.

A . ARRSRHNSEINREEERE Kubernetes WRAGZUDIEIREEH | IB4E ~nls RENIEMBIREE (UM=K,
WizhE, AHYES ) £ LIRIEEAiEnES.
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A nEEE

BIFEAYE: 2024-10-17 17:10:00

BIEn=

BERRSIA DA EEHREEMISIETIE | BB T AN EE R ERSHNIEEUE.
° EELRHE

s BEETRIER

* EETMMA Pod f5txR

* EET(FREIER

* EET{FRIEA Pod fEiR

e &% Pod i Container $§fx

Bl e

EER TKE =HE | FHANSRNSERE,

BIFLR
EREEHEIT

EEEEERREIROERSTR | BE rimg , NI EEXER SR,

BETRISHR
BRI LA MR EEE T RF Master&Eted T mAIEizER.

1 EEFFEEENSRID/AR , HNZERHNEERA.

2. BABREE , Ae/&EE T /~#0 Master&Etcd TImAERER.

o EEFETR>IE, AN TRISE TE , EEREER.

WS : BRmEmEX 55233 T0 H584
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o %EIEMaster8Etcd> IR , BIENH AN "Master&Etcd Y15 TUHE , BEEWISER.

EFTRA Pod 15iR
B FRFAREE T MA Pod 15T,

1 EFFEEENERID/AR , HNZERHNEERA.
2. EEFPREE>- TR, AT RFIRTE.
3. IRESKInR R , BREID/BEEMHEEE A , HAPodEHIFER,

4. BEINE , N TREETUE , ITEEEIZTRA Pod ASISIERIELE.

EET{EREdER
1. EEREEEENEEID/ER , HNZERSERME.
2. R TEE > RSB TIERE. 5an , ¥EiEDeployment , # A\ Deployment EIETMA.

3. REiEE , I EEZ LIFRENEEER.

BET(EREA Pod fEiR

1. ERFEEENEID/ERR , HENZEEIEIERA.

2. IR TIEE > (RSB TVEfER. 40 , %iEDeployment , B\ Deployment EIETIHE.
3. EEREEEENTEREER , HANZTIERERIEERE.,

4. j#%&#¥Pod EHEINE | BlE , BIATEEIZ TIERENATE Pod RItSEEIEIRRItLE.

&E Pod § Container }5tx
1. 2RREETIEREA Pod 181k WEEL- 53] , HATIEREIFER.

2. i%##Pod EEEIE | SEMEE , AIRTEEZ Pod K Container ROYSIEISIRRILLEL.
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3. BELAIBTRAIN=FA/ER , BlaJ&ES%Podidcontainerfdx(E=.

WS : BRmEmEX 552350 H584
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N S LRI

RITEHHYE): 2024-10-17 17:10:00

||/¢},-"<
milT

BesiRSS (TKE)

BRIAERRS R T AT EERNSEER | FEiER R B EIE.

SRETIRIEEIR
MRFSERIR
CPURI ==
WFRIFE

Master&Etcd FIENE T RUsiEigin

U IEIR
PodE=IXE]
FERE
CPURI =R
RERRx
SIZVN

3
i

AR

3
i

HMRIN

3
i

i

HMRILHT

TCPiEEEL

RN REFAN RSN S E A RS A .

%
%
bps
bps
bps

bps

B 15288

%

%

SERFERAICPURI AR
SERFRAIATFFI AR

508

TRIWFE Pod IIERREZH

TRIVATS , [EBREE

TRMFE Pod B9 CPU (FRESTREEZLL
TRAMAE Pod REFERESTREEZLL
TRWFE Pod IR EREEZH]
TRARTE Pod FIRMETSEHEZH
TRWEE Pod FISMNI N EFEEZF
TRARTE Pod RISNMHTS B EEZAN

T RURIFAY TCP S

SR AR R FIF AN RIIENE S E SRR I,

T{Ftasinistatn
UEtetR
Pod EEIREL
CPU fERE&

CPU FUFEER ( H&EF)
RFERE

WS : BRmEmEX

kil

TEEMNFRA Pod MERIRELZH
TEEMFRA Pod B9 CPU 2
T{EtaEMNFTA Pod 19 CPU FRELEEEEZE
TEERNFAE Pod AR ERE
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RS2 =

REFFIBER (G5 )
RIS

L HTEE
MBI E
REBHIRE
MBENBE

MEHBEE

BBy
%
bps
bps
B
B
™s

™s

BesiRSS (TKE)

183

TYEAZRATE Pod WAFERELERDEZLE
THEREMNFTA Pod IAFSREFEZH]
TAEREMNFRA Pod KSR ZF
THEGREMNFA Pod AT REIREZH
THEREMNFA Pod Bt AREIREZH
TEREMFTE Pod IABEEEZH
THEREMNFTA Pod Mt AREEZFD

NERTVERERTERINPIRILIRS | 48T/ Service B AN ISIIBIRES £ MRz,

Pod WsisstEtR

USHiEtR

FERE

CPU fFHE

CPU FIAEE ( 5H=)

CPU R ( 5 Request )
CPU R ( (5 Limit)
WEFERE

WFERE (783 Cache)
REFIBR (5HR)
WEFIFEE (5T, 784& Cache )
AREFIFZ (5 Request)

AEFFIFE (4 Request , 7E&
Cache)

WFFIFZE (&4 Limit)
HWERIAEZ (5 Limit , 784 Cache)
TEING D

PO HTEE

WS : BRmEmEX

By

%
%
%

%

%
%

%

%

%

bps

bps

MNs

ALz

Pod RS , EEREHE

Pod 9 CPU f&EFEE

Pod (9 CPU fEAE ST REEZLL

Pod A9 CPU fEFFEFNIRERI Request {EZLL

Pod 9 CPU (EFREFMKER Limit EZEL

Pod NNFERE %7

Pod HATE Container NESIHFERE ( FEERF )
Pod HNFERESTTREEZLL

Pod WA Container NESLATFERE (F2%E7F ) ATREEZIL
Pod RFFEAEFIRERN Request {HZEL

Pod WFfE Container WESLAEFFEREZ ( AR%EF ) FIIREM Request (B
pd> ¢

Pod HUPIFEFIRATREAY Limit LY

Pod P Container MIEISCAF(ERE (RS2 ) FIREH Limit (E2LL
Pod BINTSIHEEZ A

Pod HIHH75 RS A

Pod BINTSTIRR A

Pod HIHH75 R A

Pod FINTSTEEEZAN
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UfEIEIR

MEHEE

Container YSgtR
USIIETR
CPU fEFRE&
CPU R ( 5P R)
CPU FIFE=R ( 5 Request)
CPU FIF=E ( 5 Limit)
WEFERE
WFERE (782 Cache)
REFIEER (51HR)
WEFIFE= (5T, 78& Cache )
WEFFIFE (5 Request )
WFFIFER ( & Request , & Cache )
WEFIFEER (& Limit)
WEFRIEE (&4 Limit , A& Cache)

RGBT

S

RIS T
HRIZEIE IOPS
HRIERE IOPS

=254
AS

B %A

BesiRSS (TKE)

s Pod BHHTSEIEELZH

B
%
%
%

%

%
%
%
%
%
%
B/s

B/s

15288

Container 9 CPU fiEFE

Container f9 CPU ERE ST REEZEL

Container §9 CPU {EFREFfIZER Request BZLL

Container 9 CPU fEFEFIRERY Limit EZLL

Container INTFERE | SEF

Container WHLNFERE (A3EF)

Container IREFFERES T REEZLL

Container WELRFERE (FA3%EF ) ShREEZH
Container AR FEREFZER Request (EZLY

Container FIESLNTFEAE ( A3%F ) FIIRER Request HZLL
Container FIRTFEREFMZEN Limit (B2

Container FIESLNTFEAE (AE3%EF ) FIIRER) Limit (HZLE
Container WA IEENSERAIEILE

Container {B#IES NEENEILE

Container NEEEZIEENEHERT 10 JXEY

Container IBEIES NEERZAY 10 JXEL

BRIBSSRSRE T U TEENSERER , FIEiERI R AR EIE.

SREEER
WEFSIER ==l
CPU FF=E %
ALEZAIEEES %
CPU mfic %
ALEZ TS %

WS : BRmEmEX

5208

SERFEEUNAY CPU R

SERFEINATFFI AR

SEFTEAERIRER CPU Request ZFNS&RF A HES CPU ZtE

SEFERERIRBMINTE Request ZINSERRAI D ENEFZ L
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USRS
Apiserver IEH
Etcd IEE
Scheduler IF&

Controll Manager 1IE&E

BREEER
MRFSERIR
CPU FIF=
PRI
5pE Pod BRI

Node Ready

By

By
%

%

BesiRSS (TKE)

15i88

Apiserver X7 , BRIA False BRI, (RSB STIFZIEIR
Etcd K7 , BRIA False BEEEE | (UIMSI SR STIFZIEIR
Scheduler X7 , ZKiA False BTEE |, (RS EEREIIFZIEIR

Controll Manager JR7 , BAIA False BHEEE |, (ST ER ST IRZIGHR

1iAA

TRWFE Pod B9 CPU FRESTREEZLL
TRAAA Pod IRFHERESTREEZEE
TRWFE Pod EEXREZH

TRUAT |, BUIA False BHEEE

SR REFARNER S EIR 2% RS st m iz U S TR,

ST RAEREIF BN S EIS

Pod &E&i8tR
= ER
CPUFIFE= ( (5Request)

AREFIFEZ= ( HRequest )

SEFRAITFFIFEER ( (GRequest )

CPURIARER (5TR)
WEFIFRER (5T9R)
SIRRAFRAR (AHR)
CPU FIF=E ( 5 Limit)
AR (& Limit)
SERRAITERIFEER (& Limit)
Pod EFREL

Pod Ready

CPU fERE

WNFERE
SIfrATFERE

WS : BRmEmEX

%

%

%

%

%

%

%

MB

MB

SE AR R O S E R,

WA

Pod #9 CPU fERIEFIIRERI Request EZLL

Pod HIRTZ(EFEFIZER Request {HZLY

Pod WFE Container NESLAZERE ( A2%EF ) IREM Request REZLY
Pod (9 CPU fFARE ST REEZLL

Pod MINFEAESTTREBEZEL

Pod WA Container NESLAFERER ( F2%7F ) APREEZH

Pod FICPUEFEFIZER Limit HZtL

Pod HINTFEREFNRER Limit EZLE

Pod WA Container WNESLATFEAE ( A5%7F ) FIRER) Limit (EZLE
Pod BIERIREL

Pod HOIRZS , BRIA False BFe5EE

Pod B9 CPU f&EFE

Pod MNTFERE | %7

Pod WATE Container NESHEFEREZH , FSERF
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HelmChart
LA
BEEFATE): 2024-10-17 17:10:00

Helm 2& Kubernetes AEFITETE. EZFBEEEE Helm BN, BESIRSFEER Helm #8XI08E | I2ET Helm
Chart TS EERE N ERALAIIEMIE.
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Helm3LC%l|

RITEHHYE): 2024-10-17 17:10:00

337

EEILBTHI QST Helm RIFIIIE. MR, EIRERME,

BIFESM

* EBTKE &8 , Bif#F0.281% CPU , 180MiBRFHIER.

o {X3#F Kubernetes 1.8 LA FhRANAIEEEY,

ER{FLR
EE Helm LH¥E
1. Z3 TKE £44,
2. IEEMISARRES | ¥EEHelmChart>Helm3E5 |, #\"HelmsC5 " TaE,
3. E"HelmL5"IEY , EFFEEHN Helm WA , BEFEEHA Helm MARINAES , FENNFERE.
o 'NFFE RETEEL(FRE. ServiceFNEEAIYAML,
o FE'MRAHLE ETEERAHE.
o HE'BHEE NEIEESHIE.
& Helm RIFH
1. B3 TKE &=HIA,
2. EEMSERFEE |, iEiEHelmChart>Helm3E%l |, N “"HelmsL5" Tai@E.

3. f£"Helm3L5I" A , EFEEHN Helm KA , BEERALA.

4. ERHAYER HelmB B O+ | SEFEEHIIRE , FHREVSFERESEENSH.

WS : BRmEmEX 55241 M H584
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5. BATEEEHT,

[E%E Helm RZF3

1. B3 TKE #4148,

2. FEAEMIEARRES | ¥EEHelmChart>Helm3E5 |, #\"HelmsC5" TaE,

3. fE"HelmL5 " TUES , ERFFEEHA Helm A , BAEFREEHAY Helm RABIRIAS | #ARAERE.
4. EERAHERE |, EFERIRIRATH , BEERR,

HER Helm RZFE

1. B3 TKE =H4.

2. EEMSHEF |, iEEHelmChart>Helm3E5 , #\"HelmsL%!"TUH.

3. fE"Helm3LF " TNEF , HEEFEFEHA Helm K , MR,

4. FESRHAYIRTMET |, BETEA

WS : BRmEmEX 55242 TM H584
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HelmGJE

ERITEFHYE): 2024-10-17 17:10:00

337

R S S Ef& Chart 2| Helm €% , &5 Chart 315 , T3 Chart , #jilik Chart,

BIFESM

» BATKE &£E& , B#H50.281% CPU , 180MiBRFAIZIR.

o {Y7iE Kubernetes 1.8 LA EERASHUEEEE,

IREL R
& Helm Chart
1. Z1 TKE i=HA.

2. FEEMISARRED | %38 HelmChart > HelmBEE , N\ "Helm G E"TIE.

3. E'HemGE"TNHESEE L& , 38" FfEHelm Chart"&M.

4. B Chart&/SHEAYE , ESRHATUHEIFEPIEEChartE) | BAERTH.
5. BE LS,

BE Chart 18

1. R TKE #=HA.

2. FEEMSHAES , %F HelmChar t> Helm&EE , BN Helm G "TE.
3. B Chartl9EFR , HNFER. B IRAEE". "EAER

& Chart

WS : BRmEmEX 55243 TN H584

\|



X BIHSTCE

1. B3 TKE =H8.

2. EEMISfREEh |, %3 HelmChart > HelmGEE , N\ "Helm B EE" M.

3. B Chart&#R , HNIFIBI.

4. ' IRAEER TEEE MANRS , REEEA T,

B Chart

1. Z&5% TKE =HlA,

2. IEEMISARFES | %38 HelmChart > HelmBEE , s N\"HelmGE"TIE.

3. BRChart&FR , HAIFEIBR.
4. EIRAETE TIESISR AR |, B EmEmamER.
el Helm RF3

1. &2 TKE i=#HIA.

2. FEAEMIEARRES | %38 HelmChart > HelmBEE , s\ "Helm G E"TuE.

3. BaChart/FERIBIRAIA | HENFTEE Helm RIFETTE.

4. IN'BFR". "EEE". "Namespace” . "24{" , iEZFECharthR4s,

5. B flE,

WS : BRmEmEX

BesiRSS (TKE)
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EERaE

ERITEFHYE): 2024-10-17 17:10:00

37—

SRR EIIRER SRS (TKE ) MEFRINER I RRINERETERNRS  RERSHFARTES. TR, TEREIRE
HMEENEERS. EHRRER , A TREFRELE  FENSTEERL. RERE. REFMNEERNE.

ERBEREIREY , FRERRNS B namespace tke-cluster-inspection , H&%E— Daemonset T REEFRE | &
BEREEISWE R,

FEREINHE

EEHEE B HERE (SR EEEE
. . . NEHRBIEEET , ANRAHLL Pod F2x0iE T, MIEMIE24/\d3 P
BEIRE  kube-apiserver AR ’ ' =
’ P " SRS, =
kube-scheduler BB SNAEERIEDET , WNRAMHLL Pod FZZ0iET , NISNE24/M\TH =
Y RRERE. =
kube-controller- NEHRBIEEE!T , ANRAHLL Pod 20z T |, MEIE24/\d3 P o
manager AJIRZS rAER. =
eted OIS SNAHEERIEDET , WRAMHLL Pod FZZ0iET , NISNE24/M\TR =
EAERIT. =
kubelet PR HMEERRIEESEIT , NRAHELL Pod 220z T |, NIE24/\3 A -
" ERERT. -
. SMBHEREDSET , ANREMHLL Pod FZZ0iET , NENE24/N\FA
kube-proxy HIIAZS - ; ' &
proxy EREE. a
dockerd BB MEERBIEESEIT , NRAHELL Pod FZZ0z1T |, NIE24/\3 A =
" ERER. -
master TRAPIRZS T RUAS RS Ready BEEEMEEER , IRGEARRE | MERES. =
worker T AR N RIASESE Ready BEHEMBREBR . INFAR | MELREE. B
EBNTIERERORTS M T VEGE BRI A Pod 2ER RS HEFZE B1R Pod £, &
TRIE master TRECEMRMLATSE
‘=i kube-apiserver fJ&%; - max-requests-inflight : {3 ERERIETHNEEFREKIIRKAE. =
s - max-mutating-requests-inflight : 43R ERIEITHIIETEZEERMN =
BAE.
N TRIE master TRBECERMLATSEL
kube-schedul &
ube-scheduler A3 - kube-api-qps : 153 kube-apiserver AT QPS, 2

Folt - kube-api-burst : 1 kube-apiserver B{EHIRTIEERA burst {E.

WS : BRmEmEX 55245 0 H584
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WERE HER BWERE (RIRS7ERF

HRYE master TRECERNULATSE] :
- kube-api-qps : 153K kube-apiserver {EFHEHI QPS, 2
- kube-api-burst : 1 kube-apiserver B{SHIRTIEERA burst &,

kube-controller-
manager FISEEE

TRIE master TRBECERULATSE]

\$~¢ =
sted MSHEEE quota-backend-bytes : FEfEA/N. =
E=T=1 AS
'rn:-;aSter PRIOEESE oy master 5B R A RIS LA SR, =
RS RATEER AN SRS SRS TARE
_ %,
de = )
node RF B — A ERREES | AR RANE SR us s
N5
TGS Request F1 MU T/FRBESERAREARNRINGS  REATRIEATSER
Limit FE ESK. Pod VEEE. EER¥AIFRMESE, .
o BT RS e aRE TSI RERENY , REREIEn TS
7 { i &
THREmREIRE o =
R SNTIFRAMBAEET POB , B PDB TREGHOLSEBEMET

ATAE,
TERENEEREERE AU TFREESRETRERE  RERRREEITRISZEE. &

HPA-IP Fc& SRISSRRIARAY Pod IP B EEHE HPA T BHIRAKEL. B

EMELER
L 55 SERSRHE SR NSHE RS,

2 EN"RERISETH , SFERRRFEOENSER  FARGEGENNENN. EREEN=MLXoIHERT. ZEMRENBM
=

o HEBNE . ERTREEICESMEE,
o MEMEE : ERTREE K.

o BENE : ERTHERIMNENER. BEREAPIGENERN  BEEIRE.

' ENEEREHET , IRESNFERREFERE. RERMRZ.

3. IR E SR, FENETHK , JEEREHE.
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4. BTG  TRETEESEREENERS.

ENERENE , EERRASIIESTERS JIEERRIVSHIREER | RERENTURTERNINENS  RERETEERER
B, FEER RERE. FEWIESEN.

WS : BRmEmEX 55247 TM H584
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BAESLE
R E R web R

BITE At aE): 2024-10-17 17:10:00

BIEn=

RIRHESISFASBIRSE—MEEAI Web KA,
Web RIS ALATRRERS

o HIRARS , BTFGEEFIHNEITNSANERK,
o HUETFMEIRSS |, (£ redis , BB NHIEIREFERE redis-master, @iZiAiE redis-slave #HTIEEURME , redis-master F] redis-slave

B ENSHIRRIFEIERL. 1ZNARE kubernetes TNE B AT , fEEtbit A

http://imgcache.finance.cloud.tencent.com:80github.com/kubernetes/kubernetes/tree/release-1.6/examples/guestbook

EEEER

QI SERSE

L 25 TKE 25,

2. TE/EMISARES T | SR , A SERFEE T,

3. BAETEE OISR TUE.

4. IRIESCRRFRK  BELUATSH.

o

SEEWR . CERUBNIERENER. NEI60MFH.

o

CPUZEH : IRIEFREIRIERI NS,

o

Kubernetes iz~ : i%#% Kubernetes 7S,

o

IETHHEH : 12ftdockerflcontainerd FFERE,

o

Pt « i EHRIEFTE IR U ESRERIARME, ATIEEEEEER |, RE TERE,

o

RN - MIBEHNNEAEIE | BRILAXEE FEMEMLE,

WS : BRmEmEX 55248 TN FH584
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o HERMIBIEMYF | IEIRBEEMEIET

BesiRSS (TKE)

o BN  NEHNBRDEADRMEHISEENA P itk , BTTmPod#iE LIRFISE K Service$ & LIR,

5. BEE T, RIELFHER , MEEFTRAERE Master 520, THEER | BIFNE , BENE., RREE. ANHERES.

6. BET—5.

7 FRIESCIRRK  IBERERMERS. R2EH , FREERSMNREERS.

8. BET—4.
9. FPAEER , BESER. SO SPENET eI,

flE Web RFH
BlE redis-master IR

L FEEMSHIZS | EERSS > Service , #H\"Service TH.
2. TR HNFTEARSS UL

3. 1RIESCRRRK |, IHELAT S

RS BFR : 55& 9 redis-master,

PRTESbEEY « U ERRFATTEDEL.

o IGITEEY [ IEIEICIEAVERT.

o ZR : 5 master,

o {B% : I8E master REEHIEIE ccr.ccs.tencentyun.com/library/redis

WS : BRmEmEX
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o RRIRA : latest,

o CPU/RTFRRHEI : (=i ) iRE CPU MINFRIFAI_LIR,
o SLRIEE : SEEFIET  RENIAN.
o IRSSIHASE | EENEREFAIE.

o UE[RRET : 38R TCP X , FIBIRSSIFOF IS eimOENRE 96379, HERSILUBIZIRSSER redis-master LA iH6379i515)F
master 28,

4. B elIERARSS.
BlEE redis-slave IR

1. PR | ENITERARSSTRE.

N

ARELIRER  EELUTSH.

o RSZBFR : & redis-slave,

o PRTEMBIE : CRRERRFRRTEMbL,

o IGITEEY [ IEIEICIEAVERT.

o ZFR : i3 slave,

o {B% : I8 master FEEHIEIH ccr.ccs.tencentyun.com/library/gb-redisslave .,

o $RBIRA : latest,

o CPU/RTFRRS . (FN% ) iRE CPU MINEFEIRAYLIR,

o INRZE : HII— DB : GET_HOSTS_FROM , {E9 : dns RIERNREE.

o SCHIHE  EEFMET  REAL.

o RSBIHEHE | EREREFRIEIR.

o UR[MRET : %8R TCP thiX , FIBIRS IR OIS EimAEHRE 6379, HERSAILUBISIRSER redis-slave LAKixm6379i5E2]
slave 528,

WS : BRmEmEX 55250 T 58410
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3. A EIERARSS.
Bl& frontend B
1. B | HANFEIRSTRE.

2. HRIESEiRR K |, HELUTSH.

* IRSBER : @3B A frontend.
o FR{EMbIE : EIREREFRTEMEI,

o ITITEEE | IGIEIOIRISEEY.

o ZFR : &8 frontend,
o $B%& : I8E master FEEHIEIR A ccr.ccs.tencentyun.com/library/gb-frontend .
o BRhRA : latest,
o CPU/RITFRRHEI : (=% ) iRE CPU MINFRIFAI_LIR,
o INFTE  HI—PEFRA : GET_HOSTS_FROM , {E49 : dns RURIRERE,
o LRSS : SEEFIIET  RERIAN.
o RSIHEAEI | EERREARISIR.
o UmOBRGY : & TCP thil , FHEIRSmOMNSmOENRE N80, A BENEs ARG ESE IP BIeNiEAE frontend 28,
3. BT OUEARSS.

BERS
HEAMSHET , BERS  BITEENEN="RS.

* TEBUE redis-master F redis-slave RS , BEIRE Y (VKRR AOHEER , XWMRSHY IP it RE— 1AM 1P, BREE
EEERREERSEE.

WS : BRmEmEX 55251 TN H584m
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o TEEUEE frontend IRSEHT , RIRET "RMEAKIGE" BUERIGI | 1ZIRSHI IP #EUFEFAS , HBIAFMNA IP ( BIMGREISERY IP ) F0
AR IP , ATLAHITARIGE, BT frontend IRSAVIAIEROAS0 , A LITENISSSSE M NIZIMN IP BIaTi51a0amE,
RERNFFRIRE , BIZFRRLUEE A frontend fRSS.

ERMEFRNIENFFAE , AR ANCREHIRT , AERTERE M. KAFEFTIFNGES | B3N/ 1P btk , R
NBEIRRATE | IRRAANNFHFRELRTFE redis .

FrAsois

<?php

error_reporting(E_ALL);
ini_set('display_errors’, 1);

require 'Predis/Autoloader.php’;
Predis\Autoloader:register();

if (isset($_GET['cmd']) === true) {

$host = 'redis-master’;

if (getenv('GET_HOSTS_FROM') == "env') {
$host = getenv('REDIS_MASTER_SERVICE_HOST");
}

header('Content-Type: application/json’);
if ($_GET['cmd'] == 'set) {

$client = new Predis\Client([

'scheme’ => 'tcp’,

'host' => $host,

'port' => 6379,

1)k

$client->set($_GET['key'], $_GET['value']);
print('{"message": "Updated"}");

} else {

$host = 'redis-slave’;

if (getenv('GET_HOSTS_FROM') == "env') {
$host = getenv('REDIS_SLAVE_SERVICE_HOST");
}

$client = new Predis\Client([

'scheme’ => "tcp’,

'host' => $host,

'‘port' => 6379,

D

$value = $client->get($_GET['key']);
print('{"data": "' . $value . '"}");

}

} else {

phpinfo();

}?>

ZLBIE Guestbook App K frontend IRSZHISTEERD, frontend FREBULEI—N HTTP iEKRE | FIMTERE set <,
o WNERZ set i< , WENESEHRY key |, value , EZZE| redis-master RS , 15 key, value IREZ) redis-master 5,

° WERAZE set @, MEEER! redis-slave RS , IKENSEL key XIMRY value (B , FHREIZIEFimH TRz,
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B Web App , BETELATRMA :

1. frontend /8] redis-master #] redis-slave RSSRY , ERIRGFBIRO , B dns RSBIRSBEITXIRIAIRS P, FHIRIEIR
55 1P i#fTtaESE, BIaN , redis-slave RSB =L , FVIE) redis-slave BRSSHT , BH8%E#R redis-slave #16379 , dns 2Bal#&
redis-slave Tk redis-slave RIRRSS IP ( BD—NZE 1P, KT RBIVEHIIP ) , FHREHE redis-slave RIBRSS IP Bai#{THaEIY
B, BIEREEE redis-slave IRSZSHISLAEIH,

2. AL AR ENETE, AT |, frontend FESEITAT , £IEEN GET_HOSTS_FROM KFLE , IRINELEAES dns , M
ERBYIRSEREE (HEFENE) | AUSEBTS— MR EIIREN redis-master g#& redis-slave Ui,

WS : BRmEmEX 55253 TN H584m
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docker run 220&EE

BIFEAYE: 2024-10-17 17:10:00

docker run 2EuEE

RIRBANMBIMATEER A docker FELFNRNERR | EIRIBNZEMEXERRS FEHTIETH , 33T docker run REYSEL
SMAERSSIEHI SRS HIH TN, XBERIABIE— B gitlab BRSS /961,

gitlabZSSBI BB
PATLLT docker run ap$BIEEH—1 gitlab 588 :

docker run \

-d\

-p 20180:80 \

-p 20122:22 \

--restart always \

-v /data/gitlab/config:/etc/gitlab \

-v /data/var/log/gitlab:/var/log/gitlab \
-v /data/gitlab/data:/var/opt/gitlab \
--name gitlab \
gitlab/gitlab-ce:8.16.7-ce.0

-d ‘BRAERGIET. BRTFABRIVEEIIAREITESR  FUFSHIrFEESR T aisE.

-p FEEMWOBRGT., FfNXBIRGF TN , FFmOo 52805022 , WINRERIRH S BIE201805020122 , MMEWEFIE | BANR
ISR OIBRETAN | FHESYIMAARRIHOMIRSHH. BTFRIIA0gitlabTFEIRMIMNNIIE | HfiEE T R AR5 .

--restart ASHATIEEESRBHN , EEEEER. B ratlZHREERBHE  BLECER | IUASHAFEESHRE
GI=Fi=1=N

v ASHATIEERHEE. LENGIEET =S INEISHENE  RITETERN=40EE | HESSNBRIRERSX=
NEEHEIRRE.

BRHISE=AS
EERIEERNBRRERR , K= EnlEREISRE

XEEITHR  REBIECSHEIMENR FRAER | SREaTIETENSESRARTFRISSEMENT R L. REHR
BEEREMATR , SIEMaEX. RINTLUER @R KBRS | SRIESREEIZERYT , IESSRAERIEMNTR , &
SRR AEER.

--name ‘FHRETHIRF. XM2H  WNEISHEHENERSE SRR UITLURRS 2 RERNEF.

HegH
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XENEBEAIHIT docker run i, BUNSEL

\

- REAPUTER. HIEREHERSOFEEIETER | UASHATS.
LIRS, ABHBASH.

-e BRETIETE. tinAFPRITEATEdocker runds$ :

docker run -e FOO="'foo' -e BAR="bar' --name=container_name container_image

XERAFFENTRN Dﬂﬂﬁ/\ﬂ" IBTE , ARNNSHEEHOIERSE  AENERIRER , JLIMISHENNEEE. AXE , &
BERMEEEDHIN - TER Foo , ZE(E:foo , LINZEERBAR , ZE(Ebar,

Command#{]Args
BEHRFEAIFBEA docker run RIRHE , IEEHIEAESFISEL , Hoa

docker run --name=kubedns gcr.io/google_containers/kubedns-amd64:1.7 /kube-dns --domain=cluster.local. --dns-port
=10053 -v 2

XEBER(NEE T BRHENGS A /kube-dns , FHEET =124 : -domain=cluster.local.”--dns-port=10053 #1-v 2,
ERAEHE |, BATTLUXEEE
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EASL{A 22 252850

ERITEFHYE): 2024-10-17 17:10:00

EASLAR| 22 S eSSk

BXpISRRMNS

BRHENESS : SEORFEER LA TSR Z AR E S EIHZEUENBE. RN TSR ERERMEHDETE, 1Pt
MiROXE , HEZEREET localhost SREAMABE. HA— N EERHIHZENSET , SNLHEE— [P A TIRBIFMEENMIS
EE , THNBFHAFSREEHNNENS. ERMIIIRETHERELZT—REWETE , FRENNIIEFSESREREE
K ERTEEHESEHI T RIRI ARSI,

i BRENSRED  TABHRHESRERAHS , BT NAEREETE. SfRG— M SEERRENSENST , £
TItE. BRE=. EASSFKMEERTLIBE.

HERELfISERENAER
OISR TSR EE L PN RS | (BEMEEN TSP EE—LmEiER , 10 -

ABEIE , EFNEERINEHETE | Kb cache EEHES

HEE4s. rotation, &|fp. HREBEE

HER T, BEMEERRs  FHORE

R, NFFIERRES

=8, S k8. ARERS

BEZAEELfINATR.
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Uallli=FEL

R

HIFE#ATE: 2024-10-17 17:10:00

MREERFEPFEREITEHRRS (TKE) , BIZRSEZAHFTENASEE , ERR—ERENEWSEHNR |, BFELTIE
s BNESHHS ARE | HENKEE.

o BTEREEMARHIENIR , Bt NRREBIERZ 2N,

ARV, S LIEI ERFIKSELUARNAEEARWLS., BABRT , FIKSIREFER TKE ABER , FRIFECERE
AV F Ik SHBBIITREIIR.

inAEHE ( Cloud Access Management , CAM ) 2B ZEMEXRMHEN—E Web RS | TERTHENEA2EEBENzERMEX
KA TRIRRESHEAIR. BT CAM |, ErTLAelE. EEMERAR (1) BTSN EENRKEREFBN ST XRRIER
PR,

SEMER CAM BIBHR |, ATLUSSRIBS— P AFPSE —EAFXREER | RSB RINEE R RRF RS ER RS EEs. BX
CAM SRIBNEZEXEARER , B2R RIEE. BX CAM RISNESEXERER | B8R /. NREAFEGFRAHT
CAM HEXRRANHIDERE , BRLBLTILET, BUXEED HANER AR E RO AIEEER.

AI’]
CAM SREEUZIER— N aE 1 TKE BEEE LIRS ER— IS TKE B(F. RELAEEILATRFNER (IS5
#BiR , FERMEEALURSSRR ) | REEETLESBERRIEM.

TKE &85 APLIR{ERSHFRIRFAIR | BIREX T3 APl B | BAREERIZERFIRHRISER N BAREIFRER | MmEs
EEPRIFFER.
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TKEEGCERBEINRIRE

BIFEAYE: 2024-10-17 17:10:00

BeriRIRS R MA

BDERBEABEIMERE : cerfinance.cloud.tencent.com/${namespace}/${name}.${tag} . BEECEINPRESLA T NFERFITIR
=

e ${namespace} : EECENRRHZZE,
* ${name} : BIECERR.

WiBE : @R ZiE ${namespace} REEEF ${name} FARREEERAT /7. ${tag) FERBERIRI THIIRIESIN , i55% R
1% Tag TR,

B ${namespace} , ${name} MNFE , EEEATLUAMEETIEFAINIRS R , STRREAINREE,
fouan

* RIFIMEE A RIERE
o ZEIFMEE A BIBRRG
o ZEHiMESE B AIEXARRZSIE nsl FPAYERE

MREAFTEFAESERGOENR , AL FRRIREN. MREFZMBCCEEIMEBETIR | i56EH BEXCRBREN. SREER
STRETHBNZSMERX CAM BT8R , BLUFATHE CAM RIERTSE

c APEE
o RIREE

o ENEHE

TR RIE RN
NT B ABHERSURETE , SRR IRSE T AR

* REEE (CCR) £EEMHENIRIZITRRIREE 7 R RERSAEIIR | MRIMEEXBOZINRRG |, H5EEEREHEENER
GEENR. FEEEE PIRYIE.

* BEEE (CCR) RIFNESPRIZIMIZRINE S T BN RERS RIERFISIR | MRIMEEESRRERS P RREK T IXR R |
AT RIS HEELL
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docker push #EXHERR
* HERGECEMRTE
o MFRRECEREZA
s HIBRGEE
* MREGERE
* MR Tag

INERIEAR T RRAMA NI EE REXFIR SRR | 152% CAM XA © FURSRIBN A, TR REEREAAF.

BN RI&EIN

BEEENERE , SEETLARRMMEE REXARAIIR. HEOERRE , BERXLER

o HiR(resource) : IZIRERES KA SEGOE | FINFIERECERIAN qestcerirepo/* |, EW CAM RiREIAS .
* afifF(action) : ZIPRERBERS R (resource) *FHTHRLURIE | aIMIBR. @S , BEERREOHTHIA.

o FA(effect) : ZAPRFREEXINMEE FIMLATHR ( ARVF/HELE ) .

—BEHFIRIRE | e LA TR D EC. TELL RYFHIMEE SR RECE" Bl TR

1. BEEE MR DR EEA,

2. ERFREKSERESA.

3. N HEEEAENRIREERH , SHEFEEESCREE | FIFSReIERIgZIEE.

4. IEEFEREE AOIE > EEHRIR.

5. BT : fRIERIRER , H\RERIETIH.
6. IREFMEBIR , FHIEUTRBENRERBASREESD.

{

"version": "2.0",
"statement": [{

WS : BRmEmEX 55259 TN H584m
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"action": "ccr:CreateRepository”,
"resource": "qcs:ccriirepo/*”,
"effect": "allow"

1
}

B , BRIEEFRZESN ccr-policy-demo

15388
resource REFMA * TR LUEEFEHEZE FEIEEGECE.

7. BATESERl  ARARER OISR,

8. REXEEX K. FEIFAIRMEE ( ccr-policy-demo ) BTG , ERILUSHXEEUERIMES | HEIINREENE. RIEXET

REtMEE ARG ARG R TIRBGOEMPR. _resource qcs:ceriirepo/* #&=iBA :
o qesuceri NEIEET , RAARBHNEN e EXSRRECERS.

o repo AEEAIRE  KERBRKE , XBERREOHE.

o FHI(/)EEN * FrLEMERE&GCE.

XTF resource FEIFMARIEA , 155%E CAM BREASAR.

REIRHTRIN
EAILRBR RSN EFEH TR, G40 : "serrillkRanEzsiE) foo, bar hRIREEE" , AILIGIE TEAIBEE R :

"version": "2.0",

"statement”: [{

"action": [
"ccr:BatchDeleteRepository”,
"ccr:DeleteRepository”

I

"resource": [
"qcs:ccer:irepo/foo/*”,
"qcs::ccriirepo/bar/*"

Ik
"effect": "allow"
1

}

* (qcsuccrrepo/foo/* H foo/* RRRECERETE foo THATERE.
* (qcsuccriirepo/bar/* H bar/* FREGCERETHE bar TRIFMEEHE.

WRFRE - BRmERMEX 55260 I
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A (ORI

BesiRSS (TKE)

BRI RIRERES action , SLIURFAPRAISE—EIE, B4 : "serFelE. MPR. push @pR=SiE) foo FRIRECRE"  AILIEIE

TENBEENRE

"version": "2.0",

"statement”: [{

"action": [
"ccr:CreateRepository”,
"ccr:BatchDeleteRepository”,
"ccr:DeleteRepository”,
"ccr:push”

,
"resource": "qcs:ccriirepo/foo/*",
"effect": "allow"

1
}

PRFIZR

docker client R

resource : qcs:ccr::repo/${namespace}/${name} action :
e ccr:pull {#EF docker @517 pull &
e ccr:push {#F docker #5417 push 1%

RTEER

resource : qcs:ccriirepo/${namespace} action:
» ccr:CreateCCRNamespace &g CREDZE
o ccr:DeleteUserNamespace ff&iE&CEDE=A

ThREES| | BRRIRSS > AMSAVERECE >RIRE> hR=iE.

RECERR

resurce : qcs:ccr:irepo/${namespace}/${name} action :
e ccr:CreateRepository GG BRE
e ccr:DeleteRepository Mi&EGCE

e ccr:BatchDeleteRepository HtEMIREGCE

WS : BRmEmEX
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e ccr:GetUserRepositorylist BEEGCEETIF

THREISS| : BERIRSS> ENSIVERIG R > RARE > REVEE.
EEMHIEMFEMPRELRE , IBECEZSA action KL,
ian , ZEIEMPRMEHTRECRE.
{ "version" "2.0", "statement": [{ "action":[ "ccr:BatchDeleteRepository", "ccr:DeleteRepository" ], "resource":

"qcs:ceriirepo/*”,  "effect™ "deny” }] }

BE&TagbR

resource : qcs:ccrirepo/${namespace}/${name}:${tag}
action : ccr:DeleteTag fF&EEE: Tag IR

ThREES| | BRRIRSS > AMSIVERECE >BRIRE> RNRSK> BERMEGEER > RERESTTE.

WS : BRmEmEX 55262 T0 FH584
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TKEERF R RN RIZOSIZER

BIFEAYE: 2024-10-17 17:10:00

BRFIRERIZREBISERITRFILRREEHITIRIERIEES. TKE (JRCCS ) SHFRORRFAUR , XEHRERTTHLE TKE £
&, SR LUzSHIRS R HATIRGE (BT RRERNSRY ) SRAITRFERIMSERIR. TKE e RIAIEIRER

HiRzER RIS RIS R 5%
SRR qcs:ces:$region:cluster/*

TERENALRHFTRIRRIRE TKE APLHRE, ISERIRBEARHE , SRILIEREPER * BET.

R WNRE— TKE AP FETRPIRETIE | WEARSHFRRRIPR. 2R TKE APL BEASHFRFERIR , BIEZEATLAE
RPEFER%EFRIIR , (ERUMARBEDNIRIFTREE * .

API 12(F BIRIBE
ERRIR
DescribeClusterService qcs::ccsiregion:account:cluster/*

qcs::cesiregion:account:cluster/$clusterld

S
DescribeClusterServicelnfo qcs:ccsiregion:account:cluster/*
qcs:ces:region:account:cluster/$clusterld

SRR

qcs::ccsiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld
REIIERIR
qcs:clb:$region:$account:clb/*

SRR RIR
qcs::cvm:$region:$account:volume/*
qcs::cvm:$region:$account:volume/$diskid

CreateClusterService

SRR

gcs:cesiregion:account:cluster/*
qcs:ces:region:account:cluster/$clusterld
TEIIERIR
qcs:clb:$region:$account:clb/*

SR RIR
qcs:cvm:$region:$account:volume/*
qcs:cvm:$region:$account:volume/$diskid

ModifyClusterService

LR
DeleteClusterService qcs::cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

ERRIR
ModifyServiceDescription gcs::ccsiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

WS : BRmEmEX 55263 T FH584m
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API i5(F

DescribeServiceEvent
ResumeClusterService
PauseClusterService
RollBackClusterService
ModifyClusterServicelImage
RedeployClusterService
DescribeServicelnstance
ModifyServiceReplicas
Deletelnstances
DescribeClusterNameSpaces
CreateClusterNamespace
DeleteClusterNamespace

DescribeCluster

CreateCluster

WS : BRmEmEX

RIRESE

S
gcs::ccs:region:account:cluster/*
qcs:ces:region:account:cluster/$clusterld

SRR
qcs::ccsiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

SRERIR
gcs:ccs:region:account:cluster/*
qcs:ces:region:account:cluster/$clusterld

ERAIR
qcs::cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

SRR
gcs:cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

EAEIR
qcs::cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

ERRIR
gcs:cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

EEIR
gcs:cesiregion:account:cluster/*
qcs:ces:region:account:cluster/$clusterld

ERRIR
qcs::ccsiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

SRERIR
qcs::cesiregion:account:cluster/*
qcs:ces:region:account:cluster/$clusterld

ERRIR
qcs::cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

SRR
gcs:ccs:region:account:cluster/*
qcs:ces:region:account:cluster/$clusterld

ERFAIR
gcs::cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

SIRSHEIR
gcs:cvm:$region:$account:instance/*

BaahRss (TKE)
58264 T0 584
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API i5(F

DeleteCluster

DescribeClusterInstances

AddClusterInstances

DeleteClusterInstances

AddClusterInstancesFromExistedCvm

WS : BRmEmEX

RIRESE

SRERIR
qcs::cesiregion:account:cluster/*
qcs:ces:region:account:cluster/$clusterld

ERRIR
gcs::cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

EREIR

gcs:ccesiregion:account:cluster/*
qcs:cesiregion:account:cluster/$clusterld
oIRGB EFRIR
gcs:cvm:$region:$account:instance/*

SRR

qcs::cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

=R RERIR
gcs::cvm:$region:$accountinstance/*
qcs::cvm:$region:$accountiinstance/$instanceld

AR

qgcs::ccsiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld
=IRSZRERIR
gcs:cvm:$region:$account:instance/*
qcs:cvm:$region:$accountiinstance/$instanceld

BesiRSS (TKE)
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{SEF7~ 15

BB FIKSTTKERRS 2125 a8 RIS R
L& FAYE): 2024-10-17 17:10:00

BIEn=

AR ERRIEERE ( Cloud Access Management , CAM ) SRERILAFBERREIRS ( TKE ) EHETHEENERSERIRAIN
PR, AEPRRGE SRS &R E RO URAVERER.

ERELR

EESESHR

1 B HEEE B,

2 (S, , S SEIREE , M\ RIREIENE.

3. IERES S EEIE S , Bt QcloudTKEFullAccess SRA&1THIXERFF/4H.

4. FESRHRY "KEXFF/FBFE" BOF , A% TKE RSHELIEEIERNKS | RERE , BTSSR TS TKE RSSIESIBRA
BE.

5. IEEREEIETES | B3 QcloudCCRFullAccess SRS THISEELAF/4H.,

6. FEBHRY "KEXFEF/FRFE BO% , AEFNRECERELEEIIRNIKS | BHE AU THFRSHRECESESIIRE
BE.
RBE . MNREFEERREGCHENMARTENGEINGE , BETINCERRIRSS -5 ( CCB ) RITRXIR.
HoE RiER
1. BR ipi0EE &Ha.

2. EEMSH=F |, B RIREE | EARKREERE.

3. TESERSETETAE S |, B QcloudTKEReadOnlyAccess SR8 THIEBLFIF/4H.,

WS : BRmEmEX 55266 T0 FH584m0
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4. FESRHAY "KEXFF/FBFE" B0 , A% TKE RSHERIEMERAKS | BETE BT FISXS TKE BRSS RIEMPRATE
.

5. TERRSESTERES , 3 QcloudCCRReadOnlyAccess 5R&1THISEERFEF/4H,

6. FE3RHRY "KEXFF/FAFE BO% , AEFNRECEREREMRIKS | RERE , BTSSR FIKS X RGCEREIPRAYE
.

nBE . MNREFEERREGCHFEIMARENTEINGE | BTTINCESRIRSS - 55K ( CCB ) RIBAXIR.

WS : BRmEmEX 55267 T0 FH584
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BLEFIKS XN TKESEERISIENIR

BIFEAYE: 2024-10-17 17:10:00

37—

eI OB EERIARER ( Cloud Access Management , CAM ) SREELEFEFRBERSEIRS ( TKE) =6 S EEFFE RS ER RN
IR, AXAEFPARHIESEEESI G PE SR N EEFHIRRS.

BIFSE

ECEX RN EHSESIR

1 &R ipAEE =58,

2. FEMSHES | B RIREE | #ARIRSERH.
3. BEHEERESCRIE | 1SR R AR .
4. % TEBIR KB, BET— | HIERE,

5. BEXRIRETR , & "RERRAT" BRALUTRE,

{

"version": "2.0",

"statement”: [

{

"action": [

"ces*"

1

"resource”: [

"qcs::ces:shicluster/cls-XXXXXXX", // E#apk B F I RATT S Bt TRISSET
"gcs:cvmish:instance/*"

1
"effect”: "allow"
b

{

"action": [
"cvm:*"

I

"resource": "*",
"effect": "allow"
b

{

"action": [
"pc”

1

"resource": "*",
"effect": "allow"

WS : BRmEmEX 55268 T0 5840
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B

{

"action": [

"clb:*"

I

"resource"; "*",
"effect": "allow"
b

{

"action": [
"monitor:*",
"cam:ListUsersForGroup”,
"cam:ListGroups”,
"cam:GetGroup",
"cam:GetRole"

1

"resource": "*",
"effect”: "allow"
}

1

}

BesiRSS (TKE)

6. £ "RIBSREENAE" B, 1§ qcs:cesishicluster/cls-XXXXXXX AEE AR FINSRAVIS BRI FRISERE. B0 , SEE N MbiEHY
cls-69z7ek9l EERFIRFLIESAINR , 8 qcs:ces:shicluster/cls-XXXXXXX &8 &quot;qcs::ccs:gz:cluster/cls-

69z7ek9l&quot; .

BA : IEEHRAEEE T RAISEHIE TRISEET ID. MNREFTEAFFRSHITERY #E | EREREFWS AN

PR,

7. BT OURRSRNE |, RIRISTRld BN R S I BRI E.

Ho X A SRR ISR

1. ZRpmAEE =Ha.

2. EEMISHEF |, B RIREE |, HAKIREERH.
3. BEHTEERESCREE | 1EE ERIRIE IR .
4. i8R "TEBR KB, BETE | RIEREE.

5. BENRIEER , 1§ "RERBRE" BRALUTRE.

{
"version": "2.0",
"statement”: [

{

"action": [

WS : BRmEmEX

%269

\|

£584m



S BRASTCE ARG (TKE)

"ccs:Describe*",
"ccs:Check*”

1

"resource”: "qcs:ccs:gzicluster/cls-1xxxxxx", // EHRpIEAEIR TR PRAISE b FRISEES
"effect”: "allow"
b

{

"action": [
"cvm:Describe*",
"cvm:Inquiry*"
I

"resource": "*",
"effect”: "allow"
By

{

"action": [
"vpc:Describe*",
"vpcInquiry*",
"vpc:Get*"

1

"resource"; "*",
"effect": "allow"
b

{

"action": [
"clb:Describe*"
1

"resource": "*",
"effect": "allow"

b

{

"effect": "allow",
"action": [
"monitor:*",

"cam:ListUsersForGroup”,
"cam:ListGroups”,
"cam:GetGroup",

"cam:GetRole"
1,
"resource": "*"
}
]
}
6. 7t "JREERISNE" & , & qcs:cesigzicluster/cls-1xxxxxx {EBAEER FINRAVEEIIR FAUSEEE. Flan , EHEEAItmIEEAY

cls-19a7dz9c¢ ERHIHF RIERIRR |, 3§ qcs:ces:gzicluster/cls-1xxxxxx &89 qcs:ccs:bj:cluster/cls-19a7dz9c ,

BA : IEEHRAEEE T BRAYIS E S TNRISSES ID.

7. BT OURESREG |, RDRISTAlNT S SR I PRI &,

WS : BRmEmEX 55270 T0 H584m
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PN S
SRR RIRFTEIR 58

RITEHHYE): 2024-10-17 17:10:00

SRR R IRRT BRI E e

IS5 04
MBBETH RO TN SHES , BARELITHE -

1 &SRB REN , £HRTRSS. RBESRSFRRENEREL.

2. SRS RIRATBEMA - (WEHIEEZ &R TR RIEBEIZMA T.

&2l

1 ENERRFERIFER— A,

2 EFREEHATRSHZOHEARNME | BETIHESRS S EHaTBmE.

3. ATRGSHRMBEAE | ARG HABEN R2BXLH AE , BRELF—EETHZRSHEN 22BN 8E.
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a0 AZ Ay g ===

ReEREZLTE2HEE

BIFEAYE: 2024-10-17 17:10:00

ZEAFAERE—NAFIEEXSTNTE , BlaEREXEBELZEMHEATRBITHHNRESEN , FHRERTEHEIZ2RE , BRRS

EFFEEEX—R. BRaSRMEXAEMNETURMASNRERE | FRIRGZIEE T MEFEEFER VPC BN KIEAE
BRIRFBAIRENE | A EENBERRRS MEAREBNRELE | BHAFITRZ AR,

=&

LZRAR—MERSHSTIRIIENEMNXE , EATREREHSZERRSH/INENAES , RENZSHEXREMNEENIME
ZEREFR., FSRLENNEEES T24E,

(ERERRSEEL2ENRE

1. ATERSENHT |, RELOARBO BTSN TEE | FEMRSLAREMEEHIITR L. EWNE— EH THENSERE—
T2 , RN ERNMMIEM RS .

2. REHRIIINTREIUR,
3. BB T A ERSFERMN
o KUBEAELHIMEINERFT RN RS HIHERFENTRE , 218 Kube-proxy HHIKERY iptables MBI THE A ZIIR
SHUFE— L. HTIRSHILAIEERERSIMIT AL | XIFSHIET sihE. HRRIER IP AIRSHISSEIR IP |, iHEE
B9 IP AT IP (BB Tom EEEEE cbr0 WIHFHY IP ), IXF BN im T m L B A R L/ BN SR 15 m M 48 i31a],
o [E— VPC FEEEEIFIIER , EEMIET MR IS MEFN T ML
o ZEEE SSH ERTmAIHE 22 w0
o HUET A 30000 ~ 32768 im0 EiAAiERT , EEEIREIESIEEIERLARIFEERA NodelP : NodePort £, Hreh

NodelP AERFHIFE—TmAIENLIP , M NodePort 2ECIEIRSITASEERFNIRSENASEZRY , NodePort BB 30000 ~
32768 . TEILSMNIIAEIRSAE

eV
EESBRRSEMNZSAERKEEEFNTSH. REBNEAREEMNT
NIEHRRY
il i PIER BB 15288
WS : BRmEmEX 55272 M H584
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il i
TCP 30000-32768

ubP 30000-32768

All traffic ALL

All traffic ALL

All traffic ALL

TCP 22

All traffic ALL

AR -
I i ]
All traffic ALL

MIER
0.0.0.0/0
0.0.0.0/0

10.0.0.0/8

172.16.0.0/12

192.168.0.0/16

0.0.0.0/0

0.0.0.0/0

T2

0.0.0.0/0

R
TV
FeIF
TV
T
T
FeIF
i)

BesiRSS (TKE)

izl

HOEFRS IP X3 30000-32768 i TCP /]
HGEFRS IP X3 30000-32768 i#] UDP i3]
H0E 10.0.0.0/8 PIRIRIERANIT3IE]

& 172.16.0.0/12 PIRIRIERAYIEE]

H0& 192.168.0.0/16 PIRIRIERIIE]
HUEFRE IP XY 22 imOA9E(E)

RICECSHMN |, NiELs

REIF 15388
FeIF HUERTAE AN

BRETDRECEZIN , BESHERRSLRSUnERTIRS. SEFRISIEELN  ATUSE REHEGNRE .
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ZRBEAEAZ 5/ \ s

BeslRB TR AKIPIHAEE

BITEFATAE): 2024-10-17 17:10:00

MR ELZe2BERAFRNSEEEEZARN , ARNNEERHFEARN , SILUFRBNZSMEX NATRXK, TSENREEER
NAT SR,

AN IP

DEHILANK 1P EHRALATER -

o BT IP BEREIERT RS,

o EBIAK IP iHAIMIRSS .

AN ES

BUZESMNNBRSSHS |, SNNARIIEERINET RITFEIIRE  EREHINNIRS  TRFEEINNEE. MRISFAFEINNIRS , AL
AN SES MBS .

NAT fJ%
TIRSEAMEREAR 1P, FA51E) Internet FEEIBIT NAT REER, ICHTTZEH , RARSHRIHE Internet (ORALBES ALK

E NAT jX , EfMASZ RS HRWSLRS AW BRI _EIRIRE] , NAT RXFERNNEREZRB A ARRSHIAMHEEL
M. @id NAT RXi7E Internet , SR ESSRATRENER :

$—2 : BlE NAT RX

1. BR IERERHE  BHMSHZRINAT R,
2. 1E "NATRIX" BHERE , AR,

3. TSR SRENATRIS B | HELU TS,

o RIXRBR : BEX.

o

FERIZ : 1554 NAT KBRS HIFAEE.

[e]

MIRSEEY « FRIESEIRAE R TINRE | MRS EZET &N,

o

A LR © fRIESEIRR R TR E.

o

SEMEIP - J9 NAT WXDECEM 1P, B LUGEREHRIEE [P, B ERWEAHDEGEM 1P,

WS : BRmEmEX 55274 M H584

\|



S BRASTCE ARG (TKE)

4. EATRBIEER | RIETseRl NAT RIKAIEIEE,
NAT X BT SEREL/NTHITEFRZRR.

$=F | REEXFRMATREANEER
SERLEIEE NAT XS | (EREERA ARG QI MRREBRRAN | LUSTRIRIER NAT X,

1. BEAMNSEPREREE.

2. IEEREAERSIZRT , BREFEINA Internet AIFRIFTREXAVESEZ ID/BFR , EARSHRIFHER.

3. FE"RRERSRER 12T |, BRI B SRR,

4. TESRHAY FTBIRER B0  HE BN , ST RSB INAT X | FHST—BHERHEEIZAT NAT KX ID,

5. BEME. TAMLERERS  REKEBRIFMAI=IRSSEE1E Intenet AORERISE NAT KX,

Hftt75%

T5R— : (ERBEELM IP
IRZARRGERERM IP |, AERA NAT RIX. W55 ZIRS[AEINE Internet EET AR IP H | RRFIRIRS /WL
AR E EIRIRS. HRAWERERER | RIESRSHEWETTEEME. ERSE | B2 BERMIPEEER.

FE" : FEGEER NAT RISSHEME2M IP

SNRERASEER NAT RKAIEMELRR IP |, IFT55RS , B =IRSSS{EANE) Internet FUMEBRBIIRMEERE NAT KX , BIEHET
NAT WRIREZEZRS R, B REFASZ ARG R LW HENHE LIRIRS , NAT RXFERNSRERRTS ORRRS S
AIARHEEHO. MRKE Internet FUREBEMNNAIRIRZEATELEAR P, MAIRSZ[EBH—EIHEAR IPIRE] , XEFERR
MR E R = AR5 AR SLAT A M B AT S LARIRE]. I M EREXER | RIERIRSHEMEIT BRI TE.

WS : BRmEmEX 55275 W H584
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D=y = = S

Rk RANEBIRE

BEEFATE): 2024-10-17 17:10:00

IR BRI AR

ERMEEREBMEEERFNEARNEN., BB ERMNEZINR 2R MZr] LRI EERFAIMZE X5,

o SREFMILR | BAEERINOEET AMESHIBTEIRA IP il , EELUSEIAE ML FMATERNT RN , ESTAEMEN
BEIE FABMETR .

o BEEMILS : BAEEABES TS EMEHISTERN IP it , EILIBEEN=ATAEMRIEATEMLE , RIBEEENEE IR
SHEN LR , BEHEIENSAII CIDR BRETF kubernetes service ; HR{BEHER Pod HE LIR/TR . BalhERRNEA SRS S
DE—MELRNIMEBRFATFZENSE Pod A9 IP ik,

SRR SEEMBHIRR

o SERFMRAIBRRMR M ERABEIHER

e [F— VPCH , FNREISEHIBERMEMNERAEE R

o AEEKLEF] VPC BEHINSRAT | SCEDRRNERER

SHMESENZSMEXRMTERES

* KHRNBRSRRZBEE

s KHANBRSTREEEE

o KEINARES =EUERE CDB, =f7f# Redis. =EWEE Memcached E&IFFE— VPC THNEIE

B REmIREA

1. 7588 CIDR : £8#/ Sevice, Pod S&RATIERIER

2. Services 2 FPR/EERf | RESDBCLS Sevice AY CIDR K/

BEEIRSEREIALIZE3 Sevice : kubernetes, hpa-metrics-service, kube-dns , ERHESE2N EHEUAIMLEES |, ELEFE
LIEBHE serviceMax-5,

3. Pod %8 EFR/Node : IRESELE Node A9 CIDR AIA/

AREEIRBEEFBIAGIZER=3 Pod : kube-dns-xxxx. kube-dns-xxxx. 17-lb-controller-xxxx, I¥F— Node tfJPod , B=4
HUEARBED EE D BIEMLZS |, BRI EiE, # Node HEAHRY Pod #1H =podMax-3

WS : BRmEmEX 55276 TN FH5840
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Dl = 1= o o A ==
RETRERRE
SIS AT A: 2024-10-17 17:10:00
15288

BRIRS QIR ERRAY R TIRERRS TRNRFEAISREMAN, FREAREMAN | EEARREAERHE SRR SS
BIEK,

W
1 BRNERERERSESD  BIEEES0GRIRSE.
2MNRIERGEEEERK , ATLMESEIRIRES |, FdockerfIBRBITRERIEIEE L.

WS : BRmEmEX 58277 W H584
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= a)En
=SS
SERFHER

BITE AT a): 2024-10-17 17:10:00

BIEERFE WA
CURSRRIRY , RIRSSBATLIRUEERAN IP 4 7

SIRSZERATLUNER AR [P, TAMIPRZARSSFRARBENEURERCRE FHRANES , FEEAE dockerhub LIRS =755,

BINH RIS IRSS SR LB SE S IP Kkifia) Internet,

SURRSEERY | PRSI ERRHA ?

BesiRSS (TKE)

TAMIP, B

EERIFTEMSI TR |, REFATIRSS[IETN , BRTLIBEMIARN RS =2 RAT BRAFMN NHTETRAKEX,

SRR ERRF ST ASSBUINEY ?
ETERETTBRNARRESRANE.

HAESRRSE SIS ABRMER SR ?
FSZHs Ubuntu 16.04, MERABRERARRATIR TRBERRA].

RSS2 E iR
i REIRS AR ?

REGEF SRR ATEREEL , (ELIEEARNITRKX , RIFEFEIRXEHBE.

ZiRFSEAEEEREA ?
B, AP TERET A RIRS B MBI ARk

HRTIRSS 2R E WA

HREIRSRE | ZEN THRENEREAD ?

HRAIRSSEN | 2T THERSFRREREIHER. ERRSHE[NE)NTHREETHERYEN KBS ERMEN LEHE

77 BRI TR RAESTHEETARME L.,
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ST ERS

ERITEFHYE): 2024-10-17 17:10:00

Cluster Autoscaler SEFIEIEIEIRAE M (RENT R BB HAFRRE ?

Cluster Autoscaler FB{REEFFAIFTE Pod EAEAE , AEEMARGE. METIEEBIRNT R RIEER I 480140 Pod , BJ8E
STIT—NEEET Pod B9 , SiEMIE—NE— RS54 Pod B934, 50 kube-dns, Kubernetes A& FIXFEmN4ESHE] |,
4 Cluster Autoscaler SEFISIEIEIRAYEIEREINT RERTR | BAERNEE.

CA FfFARERXI R X R4 ?

[BR CA NERSARBEEFRNTREE | i — Sk EMNSELEHMkENREE. SR  BarREERdt T B8 ¥ 8F
89 CVM BEIANEEE. B BENT R ERET 2.

BRRSsEHaFIFINTRESS CARE ?
T, CABANTRRRTHEANTDSR. EARRS RIS SRS REE .

RN A RET LIRS EBHEEN ?
TRATLL , TR e A T (AR

¥ S SURAET RIBLEE ?
IR RARERT | BEARERNN— T RIEASERUEENRS  SENTARERSE :

e vCPU
° WNE
o RGEEKR/N

o HUEEAN

ARERRSMELRE ?

WS : BRmEmEX 55279 TW H584
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RIERSHEERG. XEFHR , BLIBI RS MRS | HFFAIRERRER label , WTIISERBET FHTIRAI label |, kXt

IRSSHITO R,

T BERXEILIRERSD ?

ERIAFE N TRKIYE30MEET 2R CVM Eodll , IRFEHEABBI306RET N CVM | BIRRTHEHE. BARIES
NELRTBRATIRSSAESLOIENECER. BN REERAERRE]  H&EAEN200. NG REBTRAE  BRXTHH

A=
18,

SHERRERARE?

HTFARS T RITSRE Pod EFNEENER | LIRS VIS ZENEEERNFHINBERES. BEAENRSRE
PDB. PDB AJLAEAHARHMRIEE —METIETIREH) Pod EERIFHER/NSERER/NE L. BT PodDisruptionBudget , NAEE
FETLMRIEE—R AN Pod MEEHREARHEEISZ Pod | B 7 HHERITE Pod SEEUEEX. IRSHHEE T EEZHR
SBIERETM.

TREBEHLIE Pod BASHES ?

o LGB TTEIRAY PodDisruptionBudget fY Pod Fi#/E PDB B , FEMES.

e Kube-system THJ Pod,

* T EEIE deployment , replica set , job , stateful set Z:izH#I286I%EAY Pod,
* Pod BZIMIFHE,

* Pod FEEMIEEEIEMT R L.

PTRARERFES KIESMESES ?
1053%9.

5/ Not Ready ES K BSMARES ?
205584,

ERMERE—ARERE B8 ?

10%.

RESKHEATLY FHCVM?
—RRAELODEI |, 1ERSRMHERAERINBASALIE S I SR 4E,

J9t+4% Unschedulable i3 Pod , {5Rit{TH 2 ?
BIALUITRE :

* Pod FiEKERETIT K.
o ER/ZET node selector,

s (HEENRKERGCEEE.
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* IKSRERERR (KSREAAFRE , BUERELET S ) | UNRERFAES HittRE.

SAIRALE Cluster Autoscaler F524&ETS R ?

# A LAE TS mAYannotationsIZEINTMER
kubectl annotate node <nodename> cluster-autoscaler.kubernetes.io/scale-down-disabled=true

¥ EEENARIRES R ?

PRI R H S EIR AR AR 4SS  BRTEE k8s B4, HELIT=MRIR LESBXIMATSEG

e kube-system/cluster-autoscaler-status config map

o ScaledUpGroup - CA fit&# 2,

o ScaleDownEmpty - CA filix 7 —N&HBIET Pod BIT5 M.

o ScaleDown - CA 4875,

* node

o ScaleDown - CA 487,

o ScaleDownFailed - CA 4525551,

* pod

o TriggeredScaleUp - CA FiFitt Pod fitkH &.

o NotTriggerScaleUp - CA FTiEIkEnTY BHIELEEFSIL Pod FIAERE,

o ScaleDown - CA Zif{IKEIL Pod SREFT M.
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RS = Wa]gR

BIFEAYE: 2024-10-17 17:10:00

BIERARSS & WIaRT
IRSBHBTRNHATREES ?
R4S SRR LAIERY T IOMRS I — R , PRS2 TR IRS SR + i O i,

SRR REE I SMEX L dockerhub FISHIE=775(K ?
EAILUBITEREIENIUT docker login S BREISE=75BIR CREREN,

RIS NRIERS A ARTR SR ?
THRER NI RARSS BIMASNHE | BN ARSS IS IS,

PITFRRE , CPU BREVINAIRTS ?
FESE ARG EIRRHI5AA.

SURIRSSHTAUT I RR AR ?
FRZERRHESRNEFEEEEN oot {UR, ERENEFEEHTHRRGFIREIENITR | MER nfs [RSH.

EHIRS =R EER WE

SRS AT AR I ?
TA CPU. WEFRRRE | BUSSEE IR,

TR ESERN0 ?
LA, BT ASEHEREN0 , RERSEEHBEERERE S .

SEFTIRSZBECEF Win
ENIRS R STHRNER ?
RIS S A BRI AR,

MHBRARSS & I ia)RR

HHIERARSS /S RRSS SRS RSN S E S O AR A ?
MR RS 2RSS FRIFTE R BRSMNNREIIE— R | BRI ITAE.

IRSS1Z1TH WinlR
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AR E AR R GRHAI LR ?
HEREUAGER UTC B8, (RS RIE R RSB RAREALSERESNAEE | BRARTTEELE dockerfile sREIEERIR LA,

RUN echo "Asia/shanghai" > /etc/timezone;

Dockerhub #8484&40 ubuntu, php 1 busybox EHERBIRSBETREEAD ?
ETRERENSERECHHISHERANNENHSH bash , SHBBHTRENEFMEBEL T, EFERHF—HiziT, DRE PID »1
HHEMEBIEHE , BN PID A1AGHE—ERBSEMBH T . WFEBDHREU centos & , BILAMEA /bin/bash fERIE TS , -C
sleep 800000 {ERIZITEECROIEIRSS |, FEIEHISIEEITSET - # sleep 800000 LIRHIERAT.

BrRISXAIERENASHEIA T IRSBAVBREEIEXLL | clearlinux, ros, mageia, amazonlinux, ubuntu, clojure, crux. gcc,
photon, java, debian, oraclelinux, mono, bash, buildpack-deps. golang. sourcemage. swift. openjdk. centos,
busybox, docker, alpine, ibmjava, php#dpython,
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O BASTCE

=R CER IR

ERITEFHYE): 2024-10-17 17:10:00

FHERGCREE AR
RTEEHAER?
DESRRIRARF AT A1,

BECENKFRHA?
RAZFRFIERESHE XS,

FHER AIRMESIC T B4 ?
LB A BB,

BlEREE LA
IR GARUIRI4 ?

FUABCEUZ 100/ MRS |, ATLABIY TR HEECER.

SIRNRETAD A RMAFA ?
FRRLLIAE,

SURRAIBRRAMEISER ?

FELLETBIRGRE | BEEARREIRAFEEZRS.

MR {5 W ia)RR

SARPR R G — MR ?
Bt aEEMRE— M ERIMRA.

ERGIIFENIRRG MR ZRENFTEREA ?
EH , MEE SN Z R ERRTERERE | BIEAIE TR,
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\—T1E e A =]
AR 2% 5 I [B] R
BEEFATE): 2024-10-17 17:10:00

BEEESH bash , BAD ?

SNRARIZA bash , ERAILIERSITHRANGEHITHGS | FESERZATHRAER. BaLiga<STEM— RO BaiteEH
thTHRERIASTEIR bash, FBWESEHITEEE bash RIS | BHUTIREHR(E.

BHAELT apt-get RN 18 ?
INEREEZEEANIE | TTREEIVSS I M A ERE T B R,

Ubuntu 16.04Z&%:

XTFFESEA Ubuntu 16.0409%58% | IERILASITLAT AR | 15 apt FORIRENEBN ST XAVRIRS . AIEHILAT <SR
7.

cat << ENDOF > /etc/apt/sources.list

deb http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial main restricted univer
se multiverse

deb http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-security main restrict
ed universe multiverse

deb http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-updates main restrict
ed universe multiverse

deb-src http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial main restricted un
iverse multiverse

deb-src http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-security main rest
ricted universe multiverse

deb-src http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-updates main rest
ricted universe multiverse

ENDOF

CentOS 7&%:
SFTTFES S CentOS 7THIREE , ERJLHTIATEIE | B EURIHER REEEE,

L B MBEHF A ERSENIET

cat << ENDOF > /etc/yum.repos.d/CentOS-Base.repo

[os]

name=Qcloud centos os - \$basearch
baseurl=http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/centos1/\$releasever/os/\$ba
search/

enabled=1

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

[updates]

name=Qcloud centos updates - \$basearch
baseurl=http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/centos1/\$releasever/update
s/\$basearch/

enabled=1

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

#[centosplus]
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#name=Qcloud centosplus - \$basearch
#baseurl=http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/centos1/\$releasever/centos
plus/\$basearch/

#enabled=1

#gpgcheck=1

#gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

#[cloud]

#name=Qcloud centos contrib - \$basearch
#baseurl=http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/centos1/\$releasever/cloud/
$basearch/openstack-kilo/

#enabled=1

#gpgcheck=1

#gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

#[cr]

#name=Qcloud centos cr - \$basearch
#baseurl=http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/centos1/\$releasever/cr/\$ba
search/

#enabled=1

#gpgcheck=1

#gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

[extras]

name=Qcloud centos extras - \$basearch
baseurl=http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/centos1/\$releasever/extras/
\$basearch/

enabled=1

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

#[fasttrack]

#name=Qcloud centos fasttrack - \basearch
#baseurl=http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/centos1/\$releasever/fasttra
ck/\$basearch/

#enabled=1

#gpgcheck=1

#gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

ENDOF

2. JTLAT @S | IBEHER YUM £f7.

yum clean all && yum clean metadata && yum clean dbcache && yum makecache

EEEXIRICAIRII RS R | DRBHETAERE | SRENBRIESRS , FLEEEESEEGNRRZIAM, BERRIES
BT

& EIFE S B85 150 Dockerfile,

£ Dockerfile B9 RUN FE& , RIBRFHIARIRINEZSS0E B, Fla0 , T—NETF Ubuntu RFERIEET |, IDALATR

I~

v

RUN cat << ENDOF > /etc/apt/sources.list

deb http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial main restricted univer
se multiverse

deb http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-security main restrict
ed universe multiverse
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deb http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-updates main restrict
ed universe multiverse

#deb http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-proposed main restr
icted universe multiverse

#deb http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-backports main rest
ricted universe multiverse

deb-src http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial main restricted un
iverse multiverse

deb-src http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-security main rest
ricted universe multiverse

deb-src http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-updates main rest
ricted universe multiverse

#deb-src http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-proposed main r
estricted universe multiverse

#deb-src http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-backports main
restricted universe multiverse

ENDOF

XFTF CentOS RFAIERHELL.

HORBEEE  BIWEH vim |, netstat TR , BAD ?
EaTLAUEIT apt-get install vim , net-tools Fap S FEHEFFBERNTE ( CentOS THI1T yum install vim ) ,

BH4351T apt-get install 53 , BRATIR ?
TR LB LU RME | =ik,

L JUTLAT S |, TR,

apt-get update

2. FUTATERS . REEH ( CentOS TH{T yum updateinfo ) .

apt-get install

MFEEREPEAEHNTIR , Bal?
EEILMER NSRRI TRENS | S N ARISIUBNTF | BIATHHT ISR T ERRAE.

A MBUEI | Fis0 dump 2iE BESIAIEOHT ?
SERTLAFE NIRRT | B FASRISCIBIF | BDRTHHT LSRR ERRIE.

PHARAT X LIEEIRARE THEIAHIThRE ?

AIAER NGB SRR IR AR tar 25 , E0JLUBIY apt-get install vim , net-tools Z#3< ( CentOS T#H14T yum install vim ) 55
L% tar BFHEA.

A AZEERNTREANT ?

AJ8EE A kubernetes EFTAERHIAR | WESEPSANRGERFTNRR  MRREEMIEEZARENIE  FNERESS
EEXETEN. BNEEIERGR X —LERIHRE TR,

SLSHIEHEENEE ?
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REFHEIEEFHNAS | B SHBIETRINF.

BAKMSHIFSF ?
FERHET Shift + Insert AT,

A AR ?
AN SMEREMRENRES. SRSBITIREFER T SRIORR | tIETEERKANE (304 ) RHETEMIERE , RS
BRUTFF TN,

=17 top <IN TERM environment variable not set &R , &4 ?
H178< export TERM linux Bpa],

FETHNEEERIRMOBERE | bash BFRER "<" MIEPDEEE ?
EREKIARY bash IRTFRIREHNTT FFEOENS HFER. MRLMEEKT EKE , bash BUARDR "< SHENRE—

#Be
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SHE W AR
ERITEFHYE): 2024-10-17 17:10:00

Back-off restarting failed docker container

WiH : IETEESSERY Docker 528,

RERTSE | IOERGEFHITH Docker HZRBREERY  BREAH L ISEETHHE | ECERSHNIREFFINHITHIA,
fit failure on node: Insufficient cpu

WiH : 5B CPU B,

BRI | FRRT R ARMEBIITER | BERSREEH CPU REISEXEHHTT B.

no nodes available to schedule pods

B SRFRIRAE.

RERFE | RRERISE BB TR | iSERSUEIEKIRSAISLHEE | (EBELhEEaE CPU IR,

pod failed to fit in any node

B IREAIERT A HSEAIER.

BRI | RERRSEE T AAENRFIRE , SEUREAENTRATEESS , IBERS TEESIRSHISSHIEERE CPU RE,
Liveness probe failed

REA - BRRERINELMN

BRGE . RERGNSHHERRIES Bl 25 E1ER.

Error syncing pod, skipping

Error syncing pod, skipping failed to "StartContainer" for with CrashLoopBackOff: "Back-off 5m0s restarting failed container g
B . BesiEEERERL.

RRTTIE | MERFEAREEREETIRIGHE  EANEHERERETA.
SNSRUA ERRIRTTERBEMRREARIRE | IBEAR R
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— [
5,/ 85=X5
BITEAYE: 2024-10-17 17:10:00
BN =EMEX i TKE 5B = TKE IREZEMLX
BRaEMEX FiY TKE JBRTAB=MA TKE B9RARZEE , BEFABHISHSEEHRERXS , TEGUT/LS ¢

1 BRESEMER RASEAEREERNE  ENEEUSERET USRI RERFSTEFGEI master S8 , MR
FIRFRSSE master SERERE | BT EMNEERITEERLRRT.

2. BRZERMEX PRI TKE KBRS EXSHM IAAS &R , fit0 CVM/VPC/CM/CBS/CFS/COS/CAM % | SIRAFRBMESLAE
RZfY TAAS BRSS , MINIRZAY TKE THREFCIEIER (.

3. BZEREX #J TKE TIRERTREEIAB =R TKE AR |, FiVIIEHRENE BN ZESmMETX MATHRA BEER.
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b= I

1E_| ! E;E

BIFEAYE: 2024-10-17 17:10:00

RS

HZ MERE EHILAIFNE A LesLFIRIRIN E R A AR SS .

Ingress

Ingress 2T IEINB HTTP(S) iREIRHRIIRS ( Service ) BINIES,

Image Store

BT Docker (% , Docker 8T EAEEMRS.

B

— B EEMRRISER N RIRSES.

S
IESREIIBARNES A8 TETASRESH. EYEBSER.
EEM

RENESMLENES  HESEREREAARLS.

3Ll (Pod )

AR — DRSNS — ML | XA E AR AT IS 2SI,
RZF3

HEZMRSER— N TREIONBER | IS RIRRERRE.
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APLSZAY

BaalRsS (tke )
AR (2018-05-25)
APIELS

BITE#AYa): 2024-10-18 10:38:35

APIERZ

V3

{RgaZEEREO

EORR

CreateClusterAsGroup
DeleteClusterAsGroups
DescribeClusterAsGroupOption
DescribeClusterAsGroups
ModifyClusterAsGroupAttribute

ModifyClusterAsGroupOptionAttribute

HitizO

EORR
Describelmages
DescribeQuota
DescribeRegions
DescribeVersions

ForwardRequest

RO

EOBR

WRFRE - BRmERMEX

BaRSS (TKE)

#EOIhAEE
ellfESite N R
eSS B
SRR YRR E
SERFRBRRYBRAEESIR
I ERRH R R
e SRR BB

ZOTRE

SREURIR(ER

SRENEERHECER

At

ERHRAER

TKE APIServer{{IBie AN

ZOTRE

%292
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EOBR
DisableClusterAudit
EnableClusterAudit

GetDashboardID

RSP SN

EOBTR

AddVpcCniSubnets

TREXEO

EORMR
AddExistedInstances
CreateClusterInstances
DeleteClusterInstances
DescribeClusterInstancelds
DescribeClusterInstances
DescribeExistedInstances

DrainClusterNode

SRFRREO

EOBMR
AddClusterInstances
CheckClusterCIDR
CheckIfLogCollectorExists
CollectAllCore
CreateCluster
CreateClusterEndpoint

CreateClusterVirtualNode

WRFRE - BRmERMEX

BaRSS (TKE)

ZOT0RE

ESEIE STy
ISEIES gy
SREVNEREID

O8RS

ZIAVPC-CNIF /Y

EOT0RE

NI ERISLBIZIEET
TREEFTR
IPREERFPRITI R
SRENVEERF I RIDIR
BRERTRER
BAEEFAENTR

RETR

ZOTheE

TRERTR
OESERFIICIDRES H58
MEHTREM (1B) REELFE
RESLRRMERcputZEl

ellkeSs

ellF=eS =l Lol

ANINEERATS

%293 ™
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EORR
CreateClusterVirtualNodePool
CreateLogCollector
DeleteCluster
DeleteClusterVirtualNode
DeleteClusterVirtualNodePool
DeleteHelmChart
DeleteHelmChartVersion
DeleteLogCollector
DescribeChartDownloadInfo
DescribeClusterEndpoint
DescribeClusterEndpointStatus
DescribeClusterKubeconfig
DescribeClusterSecurity
DescribeClusterServices
DescribeClusterVirtualNode
DescribeClusterVirtualNodePools
DescribeClusters
DescribeCoslInfo
DescribeHelmChart
DescribeHelmChartDetail
DescribeHelmChartVersion
DrainClusterVirtualNode
EnableLogCollector
GetLogCollector
GetLogCollectorStatus
ListLogCollector
ModifyClusterAttribute
ModifyClusterVirtualNodePool

QueryOverage

WRFRE - BRmERMEX

AR5 (TKE)

EOThRE

BURREINT it

ellfea S = Rt ST =)
FRBREERE

FRIBREEHATI A
FRIBREEHLTS it
BRChart

filERCharthizs
pilEI=FReSIWII(=)
REU R Chartf58
EifjEERtendpointsHIfEE
BERERFHERORE
REVZRIAFRkubeconfig
ERNEEER
SRENEERFServiced IR
SRENREHATI R
SRENREU T it

SIS SIS

$REXchart Ef&cos(ER
$EEchartFlz
$REXcharti¥(E
YREXcharthiR A%z
BRI TI R
[EREEEH(1B) BSWEEIRSS
RN AW EERREE(H)

IRENEERF BB
B ATES IR
IR RS

1T it

Hiflicense cpu core2&#EHA
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OB REOThAE
UpdateLogCollector EFETWERIIR)
UploadHelmChart LfEChart
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AR

EOSEVL

T EHTETE): 2024-10-18 10:38:35

tcecloud API 38/ MARIERETEMNITIE BB NMNEKREZTEEAHIERESHFEIETR(ER ( Signature ) LESIEERES D, &

BIERHRERIER , TEFILEE Secretld 7 SecretKey ; ZRFRREREFI , BRIERAPIZARNEERS , BNEEEA=API
&M,

= .

1. RigEZeFiE

ESE—XEFATAPIZA] , BRI ZAPIZARERIELEEIE, L2EIFEE Secretld 1 SecretKey :
e Secretld FBF#rR APLERESH

o SecretKey FIFINEEE = BFIIRS e mICIE S E FRTRIEH.

s FHRPITTERRELSEIE , BaittE,

B EIIEREBIT

1. ERtcecloudEEBFIEHIE,
2. BHE=APIZSBRNEHI A TUE
3. E=APIESETUHE , M [#7] RIRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELIBBIRT Secretld / SecretKey,

2. ERE R R

BT R&efEiESecretld f] SecretKeyfg , FATIAEREZERT . U TEEMSELANFMITFE
RIZFEFRY Secretld #0 SecretKey BIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

R XERER , SRIERF RSB Secretld F1 SecretKey #HT/EEHRME |
LU=IRSS2EEELAIFIZR(Describelnstances)iEsk Al , HAFEBX—ZOR , iS5 kESHEaeT:

SHER 3L 248

Action 555 Describelnstances

Secretld #=AId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp ZRIATIEIRL 1465185768

Nonce PEHLIEEEEY 11886

Region SERRTEXIE, ap-guangzhou
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SHER 3L 248

Instancelds.0 FSEIRISLHID ins-09dx96dg

Offset ImiE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. HBETHEFF

BEEMNEERSERSHEBNFEE ( ASCHRE ) FAFHIF. I8 1) RESHSHTHIF | SREFTINEE , 7&85tA/0 ;
2) #% ASCI 1BEE AN |, 30 Instancelds.2 EHEE Instancelds.12 |5 , AREFHEER |, UARREE. AATLUERRIZES PHIE%
HERFRESRSLIIX—INAE , 1 php B8 ksort R, EIRRBISEHIHEFERNT:

{

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
‘Version'": '2017-03-12',

}

EREEEFRRINESANR , X EERGIFRSEHTHR | SRINER—SEH.

2.2, BHEEKRF AT

LB RIERFRTER, FE L —SHIFRFHNE kSIS SHETR ="SHE "I | 10X Action 827 , HS#&EFRA "Action”
, BB "Describelnstances" , EIAELEH A Action=Describelnstances . ¥ : “S&E"HERIAETIEurRREROE.

REBEIHENS IS8R HERE—R | REERERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHEER R E#

WEBERESBRENFHER., SERNFHAEAUTILINSE096:

1. 15k 7Ai%: 3% POST #0 GET 5= , XEBFER GET 5K , TG EAEXE.

2. ERENEELHFIFR (Describelnstances)iiEkiEZ /9 : cvm.finance.cloud.tencent.com, SLFRAVIEIEZRIEZE O RBERIOAR
BIfMAR | FEREEECRA,

3. 5K A =APIREKRIEREER /.

4. FRFRER: B E—SERANEKRFRT R,

ERFEBRRIHEAN D BRTE + BREN +BEKER + 7 + BRFRES
BIRIHHEER S

WS : BRmEmEX 55297 TW H584
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&V
ersion=2017-03-12

24, EpSREA

S BRAERESER, EEMER HMAC-SHAL EiEY E—S RSN ERFOIFFRHTES | ARKBEMNE S S Base6s #1745
13, BIEIRIGRERIER A,
BRI | LA PHP BS54
$secretKey = 'Gu5tIXxGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE&Timestamp=14651
85768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

BRI E BN
EiP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR ARG TERIIE , BRNERHES6IFHhaI—EEE.

3. BRRIwG

ERRRIS R B TREEIRIFNIBRESE , FEXHEBT URL %3,

8N F— RIS Z A ElIPOYW3pW28FpsEdkXt/+WcGel= , BEFIR0RE HRiBREE ( Signature ) 7
EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Ei5RTFEMSRAER URL,

AR WMRAFREKRSRR GET , BiEB X758 POST [RY Content-Type 73 application/x-www-form-urlencoded , MI&XiER
RAEERSHIEIREM URL RS , SHRN-ASARERIG. IF ASCI FFHE URL RISAIFRESELL UTF-8 #{T4%i8.

IR | LREIESH http BE2EESFTESEHT urlencode , FEXMMENT , MATREXIERBHT URL 3T , BUAX URL 4
HeSHERLM.

AR : RS BEthBER TR , ISR RFC 3986, fEA %XY XRFRFRIHIINRFHTE SR , AP XY o+ HsrrF
(0-9 FIXE=rE A-F) , BRINEESIRER.

4. ZZEM

HRIESSIREN | FEUTERRMANEIRS | iSHRIESSIREAE

R fEIREA
AuthFailure.SignatureExpire BEILHR
AuthFailure.SecretldNotFound IR
AuthFailure.SignatureFailure ERHER
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RS EIES U
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZHRIEE ( RE= APl Z¥E3EAY )

5. ERIER

FESTRRER APL 3.0 B , HE7EERIREEtcecloud SDK 3.0 , SDK EEETRRANLE , FANRE = RRIBMEOET, HMAEE
S0 SDK iy, SASTRARRIESTS |

e Python

* Java

* PHP

* Go

e JavaScript
e .NET

ATEBRNERERTRE , THUSIMREES A0, B OANERTERRIIL. BXkES. ERIROMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN , TRTAIBRERA SDK.

REEHHAY url TT8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPREERENN | HEBEARRSHEIRE |, RIanSRELL url FEXSEEHF I FEE R curl ER<SERISIREESN
Hix | SRH. ATEE—NMTLUEERER url |, EEERUREIFH Secretld 0 SecretKey NESLAVZESE , FHERRFHBIRTEEUE
79 Timestamp ,

IR ETENTAT  ARREES  EER—ESEXITEEIR url JEEEEMAR , RIASHNINFARR | (EXHARIER
. REMESHEE , BESITEIERRIE.,

IR LIMURB(UERT APL 3.0 , FEEERATREMINERRE | BIEZIERN APl , BTFEATERBRSHERUEIER | B
XS R AYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);

WS : BRmEmEX 55299 TN H584m
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] EBRERSSEHITFIHHEF | kA TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// TFRERAurlFISHINFRBEEK

for (String k : params.keySet()) {

/] BEXFIEK BB TUrlencode , AT keyEBRENFH , HULAMIIEvaluei#tiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LABEIHEF

// SCRmVE FBR N 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextint(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // A5

// EFRE RN RS ZE0RTE) |, 130 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // "\ &%

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIEE5%4

params.put("Action"”, "Describelnstances"); // 2"H5%(

params.put("Version", "2017-03-12"); // "5

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // '535%§

params.put("Offset", 0); // \E2%1

params.put("Instancelds.0", "ins-09dx96dg"); // WEZE#

params.put("Signature", sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // A+t
28

System.out.printin(getUrl(params));

}

}

Python

IR ANRETE Python 2 IMBEFIETT , BEEALE requests (K :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests
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secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# ISSCRRER | AShiaaTer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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w2 S8
EOZERV3
BT SE#AYA: 2024-10-18 10:38:35
tcecloud API SX$E/MARNERE TEBIGIE | ED’EN%T%BWET"A%EX’*éﬂ@@@xg{* (Signature ) LBSIEERESD, &

ZIEEHTEEIILER , TeFIEEIE Secretld 71 SecretKey ; ERFPIRRBLZEEIE , BRITF=APIZHETUERE | BSNFEEEA=API
=0,

‘EEI—‘—I =y
1. HIEREFIE
EFEREBTAPIZAD , BRIECAPIEHNHEABEREFEIE. REFEIFELE Secretld # SecretKey :

e Secretld FBF#rR APLERESH
o SecretKey FIFINEEE Z R BFIIRS S ImIGIE S E FRTRAIVEA.
s AFPWIITIRREZSEIE , BRitEE,

AL EIINERSBUT ¢

1. EFtcecloudBIEFMEHIA,

2. BIE=APIZSEUEH G TAE

3. E=APIZSETIHE , M [F7] RIRJLARYEE—XdSecretld/SecretKey

TR AREKSRESELUABRRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=,. 33FPOST/% , BREISZIF Content-
Type: application/json LA} Content-Type: multipart/form-data FFMMMYIES | json HERERAFB I SEOHESIF , multipart 18z
REFEWSEONE , WHZEORREER json H8=UER , SF BRSO IRA,

THEURRSSHREA MNXEHFIRIEAFIF  SEBRNBERRHEITRE. BAWERTERSTAZIZRM NS« Limit 7 Offset ,
{#M GET A&,

RiIZFIFAY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAEIE R
RIS HHEHIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , &M GET ;
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e CanonicalURI : URI £%¢ , API 3.0 EE@AIERHT (/)

* CanonicalQueryString : &€ HTTP i&k URL FIVEIH=TER , X3F POST ik , BIEASF/HE , XTF GET i5%k , W URL Aid
5 (?) GENFZAERS , ARFIBYES : Limit=10&O0ffset=0, jF= : CanonicalQueryString &4 URL 4R/A3.

* CanonicalHeaders : £25&FA0EYMEE | 283 host F content-type FINLER , BT IIABENRILSBSEERLIEEEEE
KREgE—MFIZ e, BHENN : 1) 3LE8 key # value Fi—4ER/NG |, FEEERTHE |, IREE key:value\n #&=UHHE ; 2) SLER,
HRABSLER key (/NE ) ROFEEHFFRB THHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £25&ZAEMER | IRBALXIERBMLLIS S5 TER |, # CanonicalHeaders B ZHILEABE—XIMNAY,
content-type [ host JusifEskEB, HHENIN : 1) L3R key ZB—HA/NE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ . content-type;host

* HashedRequestPayload : IEKIEXHIIEHE |, itE /5% Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 33 HTTP i5
KEE/NEX payload fff SHA256 5% , AE+7\#HmS | RERIDHREEM/NEFE., =2 : XJF GET i53K , RequestPayload [
ERTFRHE , WF POST 5K , RequestPayload By HTTP i53KIEX payload,

HRIELLEANIN | OIRERIRAGEIERENT (ATRNEW , \n BITFHIESSRITEHFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER IR
AU RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BAUEEA TC3-HMAC-SHA256 ;

e RequestTimestamp : ERAFEE; , BIERLERHY X-TC-Timestamp BUE , A1 ERBIERS 1539084154 ;

e CredentialScope : EIEEE |, 1829 Date/service/tc3_request , @& HHR. FNEKARSINLRIEFFE (tc3_request ) , Date A
UTC tRERTEIREHRE , BYEREM LS X-TC-Timestamp #5AY UTC IRAERIBIHRE—3 ; service AF-mE , XRASEBIR
BEZ—5, 180 cvm, 8N ERFLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASEBHHEFTENECIERENEHE , 1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date Z/RMBTEIEL X-TC-Timestamp ITE152 , BRfX A UTC+0, MNRMARZAHEKER , HIIIFR/\X , ESHEXE
ERERmI , BERREMERCERY. RigitER/ 1551113065 , 4/ \XAJRTiELE 2019-02-26 00:44:25 , (BRI HEE
89 Date BX UTC+0 FYHHARS 2019-02-25 , A2 2019-02-26,
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2. Timestamp X/REXRIRGFATE , BFEBERRFEHENERBERSH , MREEETAS NS ERM. MNRKAIEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

HRIELA LA | REIPERIRFERFRHRUT (AT RREN , \n RTFAESSRITENFI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. iH8EE
1) HEREREEE , (hRBUIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date =ER=8. , a0 L5~ , 792018-10-09 ;
e Service : B Credential g4 Service ZERER. , W70, 59 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRESZER ;
e StringToSign : AIZE2ATEBRIFEEFRIE ;

2.4. 8 Authorization
AN ™RRCHHE Authorization :

Authorization =

Algorithm + "' +

'Credential="+ Secretld + '/ + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ',

‘Signature=" + Signature

* Algorithm : &€£75% , EE/ TC3-HMAC-SHA256 ;
e Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : WX , EIFEHE ;

* SignedHeaders : I £ , £5&ZRIER |
 Signature : &

HRIBA AN | IR SEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474
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RETREIERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&0Offset=0

BesiRSS (TKE)

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

HRIESSIRER | FEUTERKMANERG | iSHRIEIRIENAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

4 7 N S—

. ’\_§ JE7R
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkkkkhkkk i‘B% 2 ;ﬁ%ﬁ%g?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk ./Ifg% 3 o .\L-l-%%g kkhkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkhkkk ig% 4 j:}’fl:g Authorizatlon *kkkkhkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);
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TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkhkkkhkkkhkkhkkhkkk 55% 1 }#}%m?ﬁiﬁ*% *kkkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkhkkhkkk 5% 2 o ?#*%4%%%?%% kkkhkkkhkkkkkhkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkkhkk ig% 3 : .‘L_I_gﬁg *hkkkkhkkkkhkkkhkk

# ITEEBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk 552’% 4 : ?#*% Authorization khkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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see /-
=R
RITEHHYE): 2024-10-18 10:38:35

1. fRSSHbiE

$io5], ( Region ) EASIERIVKIE-ONMIER. tcecloudsTIERRIEEZ B2 IER | (RIENRbaR AR BRI
P, ATRHGAIERIE, 12 TR , BGERE MG,

ERTLUEIT APIED EiiHSIR B mARItET IR,

2. B(EMNY

tcecloud API RIFFEREIY@IT HTTPS HTIR(E | RUHSREMHNBEEE.

3. 1IBKITE
Sef540 HTTP 505

* POST (i)
o GET

POST iE3K32#589 Content-Type 258! :

* application/json (7% ) , W/RER TC3-HMAC-SHA256 &5,

* application/x-www-form-urlencoded , #70f#F HmacSHA1 g HmacSHA256 &&75i%.

* multipart/form-data ( {Eo OSSR ) |, HFER TC3-HMAC-SHA256 &2 7534,

GET iERRVIBKRE A/ NGB 32 KB, POST iERFEAEETTEN HmacSHAL, HmacSHA256 RfASi#EE 1 MB, POST iK%
27358 TC3-HMAC-SHA256 Bd37# 10 MB,

4. FFTmhS

FEFAUTF-84%%3.

WS : BRmEmEX 55309 T4 H584m
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IS

ERITEFHYE): 2024-10-18 10:38:35

IFRREIEEER

RS 50E OB LAIMRESIZR (DescribelnstancesStatus) 2017-03-12 i, EVEMMALI , HATSEANREIITA :

{

"Response”: {

"TotalCount": O,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response RENEBH Requestld REENFER , TiCIFRHEINEE , RE APIET , UHESIRE,

* Requestld FFF— APLiEKHIME—HRR |, AN APL HIISE , STLABLRT] , FHEAEZ ID SRR,

* RTEENFES , ERIAEMENENHNFE , AREOMRENFERS O FEN., HHIFH TotalCount #0
InstanceStatusSet $5/9 DescribelnstancesStatus £ OEXIFER , BT EAREKNAFREMEZE=RSTLH , Et TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tEHIRIREIER
£, EEEERATN

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMFEEZISKARAKM, Error FERMEREERRY Code 1 Message FERTEERLMAT 2 EIREIAY,

e Code ZREMHEAEIRD , HiEKH BT RIEZEIRIGEA TSRS Ha0E O RAY SRS R EEmE R MREEFIRR
BE,

Message B RHTIXMEREENERERR , EIVSERSAEMML , WAL BREFEERFTH , AP AKX MR(E
E.

* Requestld FBF— API iEREUE—HIRIR , N8R APL HIIEE , STLABCRTA] , FHEMIZ ID kARRE,

NHEERED (TODO: EE(ER, EFENEE?)

IREIZERAPUNREFE Error FER |, MZFRNAR APLIECOIKM. Error By Code FERFR/NEIRD , AT SEBIsEHIIAVEIRIS AL
IREG , TRFIH T ARG,

WS : BRmEmEX 55310 T4 H584m
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

TRIRIEA
BIRAEE (A2 API AR ) |
MFA $5ig,

AR

3

SEZIULLN

%

SRR,

k

token f&iR.

Bk CAM 1L,

BesiRSS (TKE)

DryRun #{F , RFBFRGLEMING , RRSET DryRun 2,

HERERIL
REREIR.
EORMFE.
SHIEIR.
SHEYEEIR.
B ECRPRH].
FROSEGEIR.
EOMARFE.
IERAVREGET T IRE=PRHE]
RiRH G .
BIFEAE.
RIFMFE.
BIRAEI A,
RIRBUE(E,
RASEGER.

SIS EEN

http(s)IEXRIMIEEIR , R3ZHF GET #1 POST 153K,

EORSHSATEhEL,

%311 m

\|
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\H5

VAN

VTR A E): 2024-10-18 10:38:35

BesiRSS (TKE)

HEYRATRRBFIZOLSNENSE  WIFE | A MEORBRARO AP ABXLSHEHTRE  EERERKIETEE
}E XLESH , FREERKIERIEK.

ERTTE V3

58 TC3-HMAC-SHA256 &&757ART

SHETR St

X-TC-Action String

X-TC-Region String

X-TC-

. Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

alil

alil

il

alil

i

AHBHEES—HEI HTTP Header iEkLE+ , 20T :

%

BEREOSR, ESEEOXEPMASEATESE Action B9RE, FIIN=IRSENE
1ESLI5IZRIZEO |, BYE Describelnstances,

WIS, FSRITRA BRI EI MbERIEE. RORZAEEESE R OXETRAS
NS Region AUGHR. 1R | EEROATEELBEZSY , BOEPIIILATHI5R
B8, WRIRMEEIBZSHBARERN.

=1 UNIX BJ[E)E , ElicRAH#S APLiERAIETE), g0 1529223702, & : (IRSMRSS
RHEMEEBI St , 25 EEERITHIER,

R APL BURRA, EUESHEOSEHRASLRISE] Version BiRBE. HIAIZARSSERAIR
& 2017-03-12,

HTTP fRAESHIAIESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : €£75)% , BRIEENZE ;

- Credential : £&1EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nERTEIRIEER , BX
EFENRHSE X-TC-Timestamp 5/ UTC FRAERNBEIREE—E ; service AFm®& , &
MBI mEE—E, flgicvm ;

- SignedHeaders : 25&RITEAISLEMSE , content-type #0 host J9wsifksLEp ;

- Signature : EZFHE,

IGRSIEFFTAEAY Token , FELSIRRIER—EMEMA. IRRIER Token FEZNHDEER
SEARBEZORE. KEZAAFE Token,

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (0T

SHETR St
Action String

WS : BRmEmEX

=
=

fik

BEEOSR. BESEEOSETMASEATESE Action A9IREA. FIaN=IRSEE
REIsLHIZIZREO , BUES Describelnstances,
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SHETR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

MR

s

String

Integer

Integer

String

String

String

String

String

i

alil

i

alil

alil

oy

i

BesiRSS (TKE)

fik

Wi Sy, FSRIRRR B EI MBIERIEIE. FOESAMREESE Z O REA
SRS Region RUGER, R | RUEOATEECERZSEH , EOEP RIS
BIRER , LRSEMEEEBZS AL,

Za0 UNIX Bf[a)8% , FJicRARE APLIERAYRTEL. FI01529223702 , MRS =RF1HE
BETK , 25EERTHER.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHA_E ERiBERIFRREDH] Secretld , — Secretld XFRME—HY SecretKey |, 7
SecretKey & FRARIEXEH Signature,

BRESR , FRBIERERNGEN | FERFRIELFRBMASEITESH. Bkt
BIEESNEROSSHE,

B{FRY APLESRRA., BUESEROXETASATSL Version B, AIN=RSES
A9RRAS 2017-03-12,

25, , BaixiE HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIFER , EttiERISEHAE HmacSHAL I8IEES.

IERPEBFTER Token , BEESIGII AR, IGRIEEF0 Token EEEHRE
HIRSEARZOREL. KEIZSEAEE Token ,

i ( Region ) EBEWIRAVEHRH ORIEIEXI. tcecloudAZMIIEREIESZ B2 | RIERRSBRARERELESE
t. ATRHEHRRE. 5 TEERE , BERRFELEEFatbE,

EaJLAIEIE AP ENAMIESIER EESTRAIIETISR.

WS : BRmEmEX
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(ELAHENEPSEIM
Bl SREFHYRYEH

BITEFATE: 2024-10-18 10:38:35

<7
1. ZFOfEA
EOiBEKigE : tke.api3.finance.cloud.tencent.com,
NELFERIEEFCIE(RYEH
EOMZOERINERS : 200%/70,
EOSFEHAYE : 2020-09-03 19:31:58,

EEOBIIOE S N,

2. NS

UTNBERSEGIRGIH T ROBERSBHBO LHSE , TBAHSHFIRDAHIERSL,

SHBR Wik AAYENULL KA R
INHES¥ ~ .
Version =2 &5 String NHESE | ANEOEYE : 2018-05-25
Region = = String REBE, FRFESIFHEREIZR
(TODO)
Clusterld 2 5 String £EfID

{RREBIERIBIESEL , jsonfb=r/FEE |
##EOCreateAutoScalingGroup,

AutoScalingGroupPara = &= String LaunchConfigurationldg
LaunchConfigureParaZ#8lJ&E , A3iF
bS]

EEECIEEESEL | jsonftFHRIE
I , ¥ CreateLaunchConfigurationiz
, . 0. BSNmageldS#BTFEREFEEEEE
= =

LaunchConfigurePara 2 5 String KImageld(SE , XASBATEHES,
UserData=ERi& EiEidUserScriptiR & ,
RN FRAZEES,

InstanceAdvancedSettings & S InstanceAdvancedSettings  TREREEER

Labels & & Array of Label T eLabel#R

WS : BRmEmEX 55314 T0 H584
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3. iS4

SHBR
LaunchConfigurationld
AutoScalingGroupld

Requestld

4. FEIRS

String
String

String

fEA
==
{EgR4AID

H—&XKID ,

UG T 2Ol S5BEERA0EIRD |, EfhiEiRBiFER

FHIRAG
InternalError.OsNotSupport
MissingParameter
InternalErrorAsCommon
InternalError.CvmNotFound
InternalError.Db

InvalidParameter

InternalError.AccountUserNotAuthenticated

InternalError.CvmCommon

LimitExceeded

InternalError.DbAffectivedRows

InvalidParameter. AsCommonError

UnsupportedOperation

InternalError.Param

InternalErrorImageldNotFound

FailedOperation

InternalError

WS : BRmEmEX

BRERBSRE. EMIDENFERGIZXIEKAT Requestld,

NHEEIRES

°
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MpREREHR4EZE

ERITEFHYE): 2024-10-18 10:38:35

1. FOfEE

EOEkigE : tke.apil.finance.cloud.tencent.com,
B ERF R aEeE
BOAEZEOISRIREPRE : 200%/FD,

EOEFATE : 2020-06-18 19:41:47,

RO S 32 41N,
A M2
2. MASE
LATBREHGIRINGH TEOBERSHIED AHSE , TBAHSHGIRDALERSE,
SRR wAIFE FEEFNULL i R
Action 2 & String NHSE, KZEOBYE : DeleteClusterAsGroups
Version 2 &5 String NHES# | ANEOEYE : 2018-05-25
Region 2 S String RESH, FEIFRSIERIMEHEIZR(TODO)
Clusterld 2 = String EEB¥ID |, 1@itDescribeClustersiZ[5KEY,
AutoScalingGrouplds — B Array of String SERHEYERIDAYSIZR
Keeplnstance S B Bool EERBEBEAPIITRENAE : false(RMRE))
A MM
3. S
SR ESig) R
Requestld String W—i5K ID , 8XIEREPSIRE. ERNEEREZRIEKE Requestld,
H
4. $EiRS
PATBH 7O SSZEBEXAEIRIE | BfbiEnRGIF A =R,
FHIRAS A

InternalError.QuotaMaxClsLimit

LimitExceeded

WS : BRmEmEX 55316 T0 H584m
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FEIRD 1)

B

InternalError.QuotaMaxNodLimit
UnknownParameter
InvalidParameter
InvalidParameter.Param
ResourceNotFound
InternalError.Param
InvalidParameter. AsCommonError
InternalError.QuotaMaxRtLimit
InternalError.AccountUserNotAuthenticated
ResourcelnUse

InternalError

FailedOperation
InternalError.AsCommon

InternalError.PublicClusterOpNotSupport

WS : BRmEmEX 55317 T0 H584
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SRR (R eECE

ERITEFHYE): 2024-10-18 10:38:35

1. #EOfER

EOBEKIEE : tke.apil.finance.cloud.tencent.com,
SRR E

BOAEZEOISRIREPRE : 200%/FD,

EOEFAYE : 2020-06-18 19:39:31,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER whisk FEIEFNULL i TR
Action 2 B String ~HSE, AEOBYE : DescribeClusterAsGroupOption
Version 2 & String NHE2E, AEOBYE : 2018-05-25
Region B S String RNESH, FEIFRSIERIMEEZIZR(TODO)
Clusterld = &= String EREID
A MM
3. MBS
SR ESig) fER

ClusterAsGroupOption  ClusterAsGroupOption  SEEf#M{ERIEEME

E—IEK ID , 8RIEREPRIRE., EARFERAZRIBERATY

Requestld String Requestld
u o

4. $5IRMT

PAIMRZIE 7O S EERAERND | BERGFE N AT ERE.

B

R 5
UnknownParameter

UnsupportedOperation

WS : BRmEmEX 55318 T H584m
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HiRAD 1)

B

InternalError.Param
InternalError.CamNoAuth
InternalError.AccountUserNotAuthenticated
InternalError

FailedOperation

InternalError.AsCommon

WS : BRmEmEX 5319 70 H584
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£S5 SEENERENIES

ERITEFHYE): 2024-10-18 10:38:35

1. Z=OfEk

EOEkigE : tke.apil.finance.cloud.tencent.com,
SREERERRYRARAET IR

BOAEZEOISRIREPRE : 200%/FD,

EOEFATE : 2020-06-18 19:42:36,

EOMIEE N,
A sl
2. NS
UTNERSEFIRNGIH T EOBEKRSEIESS AHLSE , RBAHSHFIRNATERSE],
SHER Wi IFNULL 88 U
Action = & String NHBE, KIZFOBYE : DescribeClusterAsGroups
Version =2 &5 String NS, AEOEYE : 2018-05-25
Region 2 S String RS, FIFRSEAMEFIZR(TODO)
Clusterld = & String  £EfID
Array
AutoScalingGrouplds & B of RgEAIDTIZR , AIRAZT , R RFKEKIFT A SgEA.,
String
meE |, BAR0, FREHIS TS ; Limit ABURREINRSZSEE
Offset & &5 Int64 #2 , Offset NREE. JENEREFIFRF AT , MRKSBI T
Limit FrfRERYE , APARIRME Limit 4ME.
REEE , BAA20 , &HAEANL00, AREHISTRASE; Limit A
Limit & & Int64 ERREINGRZEBEE |, Offset NREE. LHENERETIERFR
BY , SNEREEEIL T Limit FrfRERME , BBARIKRIE Limit ME.
A sl
3. ®HSE
SHER it HoA
TotalCount Uint64 EERF KRB YRR DS

ClusterAsGroupSet ClusterAsGroup SEERERRYRAEAET IR

Requestld String H—iEK ID , ®RiEKESIRE]., EEMATEERMZXIERKA Requestld,

WS : BRmEmEX 55320 T4 H584m
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4. SRR
IUTRBIH T H LS BB AOIRA | AR I A,

IR 1

B4

InternalError.VpcCommon
InternalError.VpcPeerNotFound
InternalError.VpcRecodrNotFound
InternalError.Db

InternalError.Param
InternalError.AccountUserNotAuthenticated
InternalError

FailedOperation

InternalError.AsCommon

InternalError.PodNotFound

WS : BRmEmEX 55321 70 H584
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(EEE R RAZE R 1%

ERITEHTAYE): 2024-10-18 10:38:35

1. #EOfER

EOBEKIEE : tke.apil.finance.cloud.tencent.com,
IR E R

BOAEZEOISRIREPRE : 200%/FD,

EOEFAYE : 2020-06-18 19:43:07,

EOBIIOEE NN,

2. NS

SHER Wik FENULL 388 TR
. . PHSH, FEONE :
Act = = St “
ction = = nng ModifyClusterAsGroupAttribute
Version 2 S String NHSE, KEOEYE : 2018-05-25
Region 2 S String REBEH , FEIFRSIERIMEEIZR(TODO)
Clusterld = = String EEFID
ClusterAsGroupAttribute = & ES ClusterAsGroupAttribute  SEBFRBARVER4EAEEME
A M2
3. FitH &
SHER St fEA
Requestld String W—iEK ID , BRiEKEPSIRE], ERMATEERAZXIEKE Requestld,

4. $5IRMT

PAIMRZIE 7O S EERAERND | BERGFE N AT ERE.
IR A
InvalidParameter.RouteTableNotEmpty

LimitExceeded

WS : BRmEmEX 55322 T0 H584
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TS iR
UnknownParameter

InvalidParameter.GatewayAlreadyAssociatedCidr
InvalidParameter

InvalidParameter.Param

ResourceNotFound

UnsupportedOperation

InvalidParameter. AsCommonError
MissingParameter
InternalError.CamNoAuth
InternalError.AccountUserNotAuthenticated
InvalidParameter.CidrOutOfRouteTable
ResourcelnUse

InternalError

ResourceUnavailable
UnauthorizedOperation

FailedOperation

InternalError.AsCommon

WS : BRmEmEX 55323 T H584

\|



S BRASTCE ARG (TKE)

(SRR (e 1

ERITEFHYE): 2024-10-18 10:38:35

1. #EOfER

EOBEKIEE : tke.apil.finance.cloud.tencent.com,
(B ERS R r AR B It

BOAEZEOISRIREPRE : 200%/FD,

EOEFAYE : 2020-08-22 22:08:42,

RO S 32 41N,
A M2
2. MANSE
ATBREHGIRIGH TEOBERSHIED AHSEY | TRBAHSHGIRIALERSH
SRR Wik IFNULL 358 fER
. . NHSE, AEORE :
A t = Pz o
ction = = String ModifyClusterAsGroupOptionAttribute
Version 2 = String NHBE, KiZOBYE : 2018-05-25
Region 2 & String AHBH, FERFRSIFHMRZIZR(TODO)
Clusterld = = String EEFID
ClusterAsGroupOption 2 B ClusterAsGroupOption  SEEFEE{R4ERE 14
A M2
3. HEE
SHER St A
Requestld String W—iEK ID , BREKREPSIRE]., EEMATEERAZXIEKA Requestld,
H >
4. FEIRAS
AT T O3B EIERREIRD , EftERASiF N AR,
IR fER

ResourceUnavailable

InternalError

WS : BRmEmEX 55324 T0 H584
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FHIRAD R
ResourceNotFound

MissingParameter
InternalError.CvmCommon
InternalError.CvmNotFound
InternalError.Db

ResourcelnUse
InternalError.ClusterNotFound
UnknownParameter
UnauthorizedOperation
InternalError.DbAffectivedRows
InternalErrorAsCommon

UnsupportedOperation

WS : BRmEmEX 55325 0 H584
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HithizO
REGEGRER

BITEFATE: 2024-10-18 10:38:35

1. O

EOEKkiEA : tke.apil.finance.cloud.tencent.com,
REVREER

BOAEZEOISRIRERPRE : 200%/FD,

EOSEFATE : 2021-04-09 10:35:32,

EOBFINE R EM.

2. NS

UTNBERSEGIRGIH T ROERSEHBO NHSE |, TBEAHSHIIRNAHIERSH,

SRR WA FBEFNULL i R
Action = & String ~HSE, KIZFOBYE : Describelmages
Version 2 &5 String NHESE, AEOEBYE : 2018-05-25
Region 2 S String REBE, FERFESFHIMEEIZR(TODO)
A Y 24

3. FitH S
BHER sem sk
TotalCount Uint64 REHE

ImagelnstanceSet Imagelnstance RBEEIE

Requestld String H—FK ID , @XiEkEP<IRE. EURMIFRERAZRIEKE Requestld,

4. 551R1G
PATNRAH T #ZO S22 EERAEIRS , EfERSEN A IR,

FEIRD 1)

S

InvalidParameter.RouteTableNotEmpty

WS : BRmEmEX 55326 T H584m
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FEIRD 1)

S

InternalError
InternalError.DbAffectivedRows
InternalError.DbRecordNotFound
InternalError.CamNoAuth
LimitExceeded
InternalErrorImageldNotFound
InternalError.Db
UnauthorizedOperation
FailedOperation
InvalidParameter.Param
MissingParameter
ResourceUnavailable
UnsupportedOperation
ResourcelnUse
UnknownParameter

ResourceNotFound

WS : BRmEmEX 55327 T0 H584
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SRENESRHECER

ERITEFHYE): 2024-10-18 10:38:35

=7 R
1. #FOfEA
EOBEKIEE : tke.apil.finance.cloud.tencent.com,
IRENESRFECER
EOMZECERINERS) - 200%/70,
EOSEFRAETAE - 2021-04-09 10:36:43,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FEEFNULL e i) A

Action = S String NHE2H , AEOEYE : DescribeQuota
Version =2 &5 String NHESE , AEOEBYE : 2018-05-25
Region B S String RNESH, FIFRSSRMRZIZR(TODO)

3. S

SHER it iR
MaxClustersNum Uint64 ZIK S Y EitE SIS R KERHE
MaxNodesNum Uint64 ZW S SRR R ER TR AT mEE
Requestld String E—iEK ID , BRIEKREIRE., TR FERHIZRIERE Requestld,
+H0
4. =S

PAIMRFIE 7O SSZEERaERND | BERGFE N AT ER.

HiRAD 5

S

InvalidParameter.RouteTableNotEmpty
InternalError.DbAffectivedRows

InternalError.DbRecordNotFound

WS : BRmEmEX 55328 T FH584m
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FEIRD 5

S

LimitExceeded
InternalError.Db
UnauthorizedOperation
InvalidParameter.Param
ResourceUnavailable
UnsupportedOperation
ResourcelnUse
UnknownParameter

ResourceNotFound

WS : BRmEmEX 55329 T H584
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it

BITE AT a: 2024-10-18 10:38:35

=z A

1. ZFOfEA

EOiBEKigE : tke.api3.finance.cloud.tencent.com,
IRENA 2R IRSS SRR i

EOMZCERINERS) : 200%/70,

EOEFAIE : 2021-04-09 10:39:30,

BRI E S EN,

2. NS

UTNBERSEGIRGIH T ROBERSBHBO OHSE , TBAHSHFIRDNAHIERSH,

SHER WA FBEFNULL i R
Action = A String HSE, KIZFOBYE : DescribeRegions
Version 2 &5 String NS, AEOBYE : 2018-05-25
Region B2 S String REBH, FIFRSISRMEHZIZR(TODO)
A Y 24

3. S
SHBR RE T
TotalCount Uint64 HiEAEE

RegionlInstanceSet RegionInstance Atz IS

Requestld String HE—EK ID , ®XEKREIRE, BN FEEREIZRIEKE Requestld,
+H
4. ia1x08

UG T 2O SSIZAEERA0EIRD , BERIRFEN A TR,

HixhD 1)

S

InternalError
InternalError.DbAffectivedRows

InternalError.DbRecordNotFound

WS : BRmEmEX 55330 T4 FH584m

\|
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HiRAD 5

B

InternalError.CamNoAuth
LimitExceeded
InternalError.Db
UnauthorizedOperation
FailedOperation
InternalError.AccountUserNotAuthenticated
MissingParameter
ResourceUnavailable
UnsupportedOperation
ResourcelnUse
UnknownParameter

ResourceNotFound

WS : BRmEmEX S5331 0 H584m

\|



S BRASTCE ARG (TKE)

ERHRAER

ERITEFHYE): 2024-10-18 10:38:35

=7 R
1. #FOfEA
EOBEKIEE : tke.apil.finance.cloud.tencent.com,
IRENEREFhRANE R
EOMZECERINERS) - 200%/70,
EOSEFRATE : 2021-04-09 10:30:27,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FEEFNULL e i) A

Action = & String nNIE&E , AEOBYE : DescribeVersions
Version 2 & String AHSE, AEOE : 2018-05-25
Region B S String RNESH, FIFRSSMRFIZR(TODO)

3. S

SHER S iR
TotalCount Uint64 hRAEE

VersionInstanceSet Versionlnstance heAFIZER

Requestld String H—igk ID , ®XiEKEPIREl., EAITRATEERAZXIEKA Requestld,
H >3
4. =S

PAIMRFIE 7O SSZEERaERND | BERGFE N AT ER.

HiRAD 5

S

InvalidParameter.RouteTableNotEmpty
InternalError

InternalError.DbAffectivedRows

WS : BRmEmEX 55332 70 H584

\|
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FEIRD

InternalError.DbRecordNotFound

InternalError.CamNoAuth

LimitExceeded

InternalError.Db

UnauthorizedOperation

InvalidParameter.Param

MissingParameter

ResourceUnavailable

UnsupportedOperation

InternalError.Param

ResourcelnUse

UnknownParameter

ResourceNotFound

WS : BRmEmEX

BesiRSS (TKE)

%333 ™

\|
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TKE APIServer{XIB A0

ERITEFHYE): 2024-10-18 10:38:35

< A
1. #FOfEA
EOBEKIEE : tke.apil.finance.cloud.tencent.com,
YUNAPI & ERETKE APIServeriEz
AR OIERINZIRS : 2000%/%D,
EOSEFRAETAE : 2021-04-09 10:36:02,

EOBEIOES NN,

2. NS

UTNBERSEGIRGIH T ROBERSHHBO NHSE | TBAHSHFIRDAHIERSH,

SRR WA FEIEFNULL E3id) fER
Action P S String nHSE, KZEOBYE : ForwardRequest
Version 2 & String ANHESE | ANEOEYE : 2018-05-25
Region B S String AHBH, FERFRSISHMRZIZR(TODO)
Method 2 B String Bktke-apiserver httpisskatRAY7T %
Path — & String BXktke-apiserver httpiEKifa)i&E
Accept S S String 15 Ktke-apiserver httpskAhAcceptS#
ContentType S S String 15Ktke-apiserver httpskehContentTypeS#{
RequestBody & & String i53ktke-apiserver httpigkbodyfE2
ClusterName &5 5 String 15Ktke-apiserver httpskeX-TKE-ClusterNameZ£#§
EncodedBody & = Bool EARILIERbodyER
Clusterld & & String ERUEA

3. e
SHBIR i) &R
ResponseBody String 15Ktke-apiserver httpigZiRERYbodyEE
Requestld String W—iEK ID , @RiEKEPSIRE]., EURSAEERAZXIEKA Requestld,

WS : BRmEmEX 55334 T0 H584

\|
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4. SRR
PAIMRZIE T OSSP EERaIERID | BERIDFE N AT ERE.
HRTD i)
InternalError
InvalidParameter
LimitExceeded
UnauthorizedOperation
FailedOperation
MissingParameter
ResourceUnavailable
UnsupportedOperation
ResourcelnUse
UnknownParameter

ResourceNotFound

WS : BRmEmEX 553350 H584m

\|
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ISP SEIN
RAERFERLT

BITEFATE: 2024-10-18 10:38:35

1. O

EOERES
RASERFELT
FRONEIERERERIRE]  200%/%0,
HEOSEFATE : 2022-01-21 11:24:59,

EOBFINE R EM.

2. NS

tke.api3.finance.cloud.tencent.com,

SHEBR WAl FEFNULL Sl
Action p s &= String
Version = = String
Region = = String
Clusterld = =5 String
A sl
3. HHSE
SHAR i) iR
Requestld String H—iEK ID , @RiEREE
%:I:I:‘l:l
IR0

UTMRFIH T 3O S EEXAEIRE . EfhiEREFER

RS
UnknownParameter

InvalidParameter

WS : BRmEmEX

\ /-

BesiRSS (TKE)

S% , ANEOEYE : DisableClusterAudit
NHEBE, AZEOBYE : 2018-05-25
AHBE, FEW T RSIERRERFIZR(TODO)

£RFID

. TR FERMIZRIERE Requestld.

l_':|

%6336 1 #5841
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HIRD A

InternalError

WS : BRmEmEX 55337 W H584

\|



O BASTCE

JERIEREERRLT

ERITEFHYE): 2024-10-18 10:38:35

=7 R

1. #FOfEA

EOBEKIEE : tke.apil.finance.cloud.tencent.com,

Eoh&Rssit 1) FRRFEENETEMNEEEA. 2) FRFKIANBEEMBEEA,
EOMZECERINERS) - 200%/70,

EOSEFRAETAE : 2022-01-21 11:29:23,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SRR Wi FEEFNULL it R
Action j=3 &5 String NHEE , AEOEYE : EnableClusterAudit
Version =2 & String NHESE | ANEOEYE : 2018-05-25
Region £ & String AHBH, FRFRISHMRZIZR(TODO)
Clusterld = B String EEFID
Logsetld B S String HEEID
Topicld = & String HEFERID
Regionld 2 S String XigID
3. B S
SHETR it A
Requestld String H—iEK ID , ®RiEKEPSIRE]., EEMATEERAZXIEKA Requestld,

4. SEIRAS
WG T B S BB AORARID | RSB A iS00,
£i200

InternalError

WS : BRmEmEX

%338 ™

BesiRSS (TKE)

£584m

\|
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HiRtD R
InvalidParameter

UnknownParameter

WS : BRmEmEX S5339 0 H584m

\|



S BRASTCE ARG (TKE)

IRENZEREID

ERITEFHYE): 2024-10-18 10:38:35

1. FOfEE

EOEKRIEE : tke.api3.finance.cloud.tencent.com,

1.DashboardTyperli%&(E: %3881t : audit-overview,audit-search,audit-node-overview,audit-k8s-resource-overview
BOAEZEOISRIREPRE : 200%/FD,

EOEFATE : 2022-01-21 11:26:42,

EOBEIOES NN,

2. NS

UTNBERSEGIRGIH T ROBERSHHBO NHSE | TBAHSHFIRDAHIERSH,

SRR Whi%E FEEFNULL et ik

Action 2 & String AHSH , AEOHYE : GetDashboardID
Version =2 &5 String NHESE  AEOEYE : 2018-05-25
Region 2 S String AHBH, FIFRSISRMEHEIZR(TODO)
Clusterld = = String EEFID

DashboardType 2 S String ESEeSill

3. BiHSE

SEER St A
DashboardID String {3EREID
Requestld String H—i5K ID , ®XiEkEPSIRME. BRI EERMIZRIEKE Requestld,
== l:l
%EI 135
PANYSH 7O SZERRAVEIRD |, EEREE N HEIRE,
R U
UnknownParameter

InvalidParameter

WS : BRmEmEX 55340 T0 H584m
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HIRD A

InternalError

WS : BRmEmEX 55341 M H584

\|
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TSP SEIN
2 I0VPC-CNIFY

BITEFATE: 2024-10-18 10:38:35

1. O

EOiBEKigE : tke.api3.finance.cloud.tencent.com,
FERMEIETVPC-CNIRT , RINEES 7
BOAEZEOISRIRERPRE : 200%/FD,

EOSEFRAETAE - 2021-11-15 20:35:21,

EORWERREN.

2. NS

UTNBERSEGIRGIH T ROBERSBHBO LHSE , TBAHSHFIRDAHIERSL,

SRR Wi FEEFNULL ESidl T

Action = & String ~HSE, KZROBYE : AddVpcCniSubnets
Version =2 & String NHESE | ANEOEYE : 2018-05-25
Region 2 ‘" String REBE, N ESISAHIEEIZR(TODO)
Clusterld 2 &5 String EE¥ID

Vpcld = =) String VPC ID

Subnetlds = = Array of String ERINAYFMID

3. S

SEER St AR
Requestld String H—i5K ID , @XIEREPSIRME. EBNEERAZRIEKE Requestld,
3
4. %EIBE

UG T OS5I EERA0EIRD | BERISER A HHEIRD,

THIRD )

[

WS : BRmEmEX 55342 T0 H584
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HiRtD R
InvalidParameter

FailedOperation

UnknownParameter

WS : BRmEmEX 55343 TM H584

\|



O BASTCE

T REXREO
NIEEFERSEHIRISET

BITEFATE: 2024-10-18 10:38:35

v H-N )
1. ZFOfEA
EOiBEKigE : tke.api3.finance.cloud.tencent.com,
eSS EISERE
EOMZOERINEIRS : 200%/70,
EOEHETE : 2021-05-10 11:20:07,

EEOBIIOE S N,

2. NS

UTNBERSEGIRGIH T ROERSHBO LHSE |, TBAHSHFIRDATIERK

SEEFR Wik BFENULL
Action = B
Version = B
Region = =
Clusterld = =5
Instancelds = )
InstanceAdvancedSettings 5 5
EnhancedService B a
LoginSettings = B
SecurityGrouplds &5 5

WS : BRmEmEX

S

String

String

String

String
Array of String

InstanceAdvancedSettings

EnhancedService

LoginSettings

Array of String

BesiRSS (TKE)

fik

~HESH, AEOBYE -
AddExistedInstances

NHSEH, AEOEYE : 2018-05-25

REBH, R mIIFH0BEEIE
(TODO)

£RFID

SEUIIES

LHFONEERESHIER

eSS, BUZSHALIEEREHER
Te. ZhirFRS. ENEEZSEH, U
HANFE=GEE. ZReRS.

TRERER ( BRI{HERPassword
B MKeylds )

LhIFFEREE, ZSHFILABIE AR
DescribeSecurityGroups AREIEFAY
sQIdFESRIREN, ENETIZESE , NEEE
HiANZ2AH, ( BAfCHRRER M sqld )

26344 Tq #5841

\|
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SHENR

HostName

NodePool

3. iHESE

SHER
FailedInstancelds
Succlnstancelds
TimeoutInstancelds

Requestld

4. FEIRD

UG T 3Ol S5 EERA0EIRD , BRI A HHEIRD,

HIRAD

InternalError

iy

iy

InternalError.DbAffectivedRows

InvalidParameter
LimitExceeded
InternalError.Db

InternalError.Param

WS : BRmEmEX

FEIFNULL it

= String

& NodePoolOption
R

KM RRID

BIHEIT =ID

BesiRSS (TKE)

%

BERZEGA , TLUEEIEBENAIRY
HostName(&E£9HostNamet&E=(AT , It
SEWME | SNBSS AEF/RIINS
RunInstancesiZ[HostName—E&%)

HSERIIMFAT I,

T3 RUHIZEIN

FBRYAIR Bl RT3 RAAVID (RTHESR , tHRTEERTD)

W—iEXK ID , BRiEKEPSIRE., BT EERAZXIEKAI Requestld,

Jdr

26345 1 #5841

\|



O BASTCE

T EREEHT R

ERITEHTAYE): 2024-10-18 10:38:35

=7 R
1. #FOfEA
EOBEKIEE : tke.apil.finance.cloud.tencent.com,
FEEERSETR
EOMZECIERINEIRS) : 200%/70,
EOSEFRATE : 2020-06-16 15:57:00,

EOBIIOEE NN,

2. NS

SHBR Wi FPFNULL KA

Action = &= String

Version = = String

Region = = String

Clusterld = B String

InstanceAdvancedSettings & S InstanceAdvancedSettings

RunlnstancePara = = String
3. WS

e C St fk

InstanceldSet String THRASLAIID

Requestld String W—iEK ID , 8XiE

4. $5IRS

UG T OSSR A0EIRD | EfERIRFE R A HHEIRD,

WS : BRmEmEX

BesiRSS (TKE)

1k

NHESH, AEOBYE !
CreateClusterInstances

NHESEH, AEOBYE : 2018-05-25

REBH, R ESISHERIZR
(TODO)

8% ID |, 1F1EE BEOERIE EOSRME]
B9 clusterld =FE&

LHFINEERESHIER

CVMEIEIEESEL | jsonft FRFERE |
FEMLRunInstancesiz.,

KEPpoiREl, EERTRERMIZRIERE Requestld,

%6346 1 58411

\|
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FEIRD 3

5

InternalError.QuotaMaxClsLimit
InternalErrorImageldNotFound
InternalError.VpcCommon
InternalError.VpcPeerNotFound
InternalError.CvmCommon
InternalError.QuotaMaxNodLimit
InternalError.VpcRecodrNotFound
UnknownParameter
InternalError.Db
InternalError.OsNotSupport
InternalError.CvmNotFound
InvalidParameter
ResourceNotFound
UnsupportedOperation
InternalError.Param
MissingParameter
InternalError.DbAffectivedRows
InternalError.QuotaMaxRtLimit
InternalError.DbRecordNotFound
ResourcelnUse

InternalError
InternalError.UnexceptedInternal
ResourceUnavailable
UnauthorizedOperation

FailedOperation

WS : BRmEmEX 55347 W H584

\|



O BASTCE

MIFREREF AT R

BITEFATE: 2024-10-18 10:38:35

1. #EOfER

BesiRSS (TKE)

EOBEKIEE : tke.apil.finance.cloud.tencent.com,

ABREERF RIS

FOAZCEISRERIRS : 200R/7D.

EOEFAYE : 2021-05-10 11:17:55,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR
Action
Version
Region

Clusterld

Instancelds

InstanceDeleteMode

ForceDelete

3. iHESE

SHER
Succlnstancelds
FailedInstancelds
NotFoundInstancelds

Requestld

Wik SIFENULL 28 ik
g2 & String NHSEY , AEOBYE : DeleteClusterInstances
2 & String AHEE, AEOBYE : 2018-05-25
= & String REBE, FRFERSIFHMIEFIZR(TODO)
2 & String =S23(D
Array
2 B of F#lInstanceldzE
String
= = String %EEEEWUHHHB%B?E’\J%E% : terminaie (HEELA , HHEEITERTE
LB ) retain ({RFEkR , PREESLH )
& & Bool EEEFRPR(E T RAERME , ATLUSESEHITRUE)
ESic) fER
String FRIOMIBRAScvmsLflidFIZR
String FRAIOMBRAIcvmEflid Iz
String FREIRcvmsERlidFIZE
String E—IEK ID , RERESIRE. EAIARFERAZRIBEKAT Requestld,

WS : BRmEmEX

26348 T1 #5841
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4. $EIRD
IUTARFIH T B BIERAEIRE , BERER A,

IR 33!

[

InternalError
InternalError.DbAffectivedRows
InvalidParameter
LimitExceeded

InternalError.Db
InternalError.Param

InternalError.PublicClusterOpNotSupport

WS : BRmEmEX 55349 TN H584
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SRR RIDSIER

ERITEFHHYE): 2024-10-18 10:38:36

ARy N
1. EOHA

EOEkigE : tke.apil.finance.cloud.tencent.com,
IRENESRF P RIDFIZR [RPERER]
BOAEZEOISRIREPRE : 200%/FD,

EOEFATE : 2021-04-09 10:27:23,

EOMIEE N,
A sl
2. MINSH
UTNERSEFIRNGIH T EOBEKRSEIESS AHLSE , RBAHSHFIRNATERSE],
SHER Wik FRIFNULL 258 iR
Action = &5 String S, AEOEYE : DescribeClusterlnstancelds
Version =2 & String NHESE | ANEOEYE : 2018-05-25
Region B & String  AHBE, FIFRSUSIMBIRFIZR(TODO)
Clusterld = = String  £E¥ID
. T efats, MASTER, WORKER, ETCD, MASTER_ETCD,ALL, BGIAA
= = T
InstanceRole A A String WORKER. BXiA5WORKERSSH,
fmEE , BAR0., FRIEHSTISE; Limit AERREINGRSEE
Offset & & Int64 2 , Offset HRFE. BENEREIIRF AN  MREEBITT
Limit FTRERYE , APARIRE] Limit ME.,
RAIEE , BiAN20 , &KENR100, FSRISEHISTRRISE ; Limit N
Limit & i Int64 RIREINRZEZBHE | Offset MREE, BHENERESIFRTINT ,
WNREEBIL T Limit FIIREAYME | FFARIRE] Limit ME.
VaguelpAddress B B String  RIETRAVIPHUEHITIEZR | EIEZRAMIPFIINIIP
VaguelnstanceName & B String  RIETRAISTRETIENIEER
Array
InstanceStates & ) of TRIET ARSI TiHE
String
Labels &= &= String RIET AR HITIER

3. WS

WS : BRmEmEX 55350 T 5841

\|
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SEER &S] R

InstanceldSet String PHrIDFIE

TotalCount Uint64 HE

Requestld String E—IEK ID , RERESIRE. EAIARRIFERAZRIEKA Requestld,

4. $EiRis
DA 7OV S EERAIERID | BERIDFE N EIRE.
FEIR fER
InternalError
InternalError.VpcPeerNotFound
InternalError.VpcRecodrNotFound
InternalError.AccountUserNotAuthenticated
InternalErrorAsCommon
InternalError.CvmCommon
InternalError.Param

InternalError.VpcCommon

WS : BRmEmEX 55351 70 H584m

\|



S BRASTCE ARG (TKE)

ERRHTRER

ERITEFHHYE): 2024-10-18 10:38:36

=7 R
1. #FOfEA
EOBEKIEE : tke.apil.finance.cloud.tencent.com,
BEEH T HRIAIER
EOMZECERINERS) - 200%/70,
EOSEFRAETAE - 2021-04-29 11:45:57,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER W% IFENULL  2EAY A
Action j=3 &5 String NS, AEOEYE : DescribeClusterlnstances
Version =2 & String NS, AEOEYE : 2018-05-25
Region =" S String  AHSE, HRFRASHSIIIEFIZR(TODO)
Clusterld = = String = £E¥ID
REE , BOAR0. FREFHSTIINSEL ; Limit SEURIREINRZEZBHE |
Offset = = Int64 Offset N2, HJEMEREFIRF AT , WNREEEIT T Limit FrfRERN
8, BBAaRIRME Limit ™ME,
REIFE |, BAS20 , &FAENL00, FEEREEIDRISE ; Limit AEGRE]
Limit = = Int64 NEZ£BEE | Offset MREE. JENEREFIFRF AN , IRHEBILT
Limit BTIRERYE . APARIRE] Limit ME.
Array
Instancelds B B of SERBIT ALBldFIR. NRAT , FrhENERE NATE T msLfl.
String
InstanceRole = & & String  TEMAE®, 574 : MASTER_ETCD, WORKER, {&ZNAsKENEERMAEE
A
ihere = | = of”ay LEBERHH AL,
. LRSI
Filter
A s
3. s
SHBR St iR

WS : BRmEmEX 55352 T0 H584m

\|
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SEER &g fER

TotalCount Uint64 SREFPSLAIEL

InstanceSet Instance EERFRsLIT IR

Requestld String HE—EK ID , ®XiEKREPSIRE, EBAuARIEERAZRIEKA Requestld,

4. $Ei=is

LAY 7O SS5ZEERREIRD , EfttiERiSiFE A 5=,
FEIRIG fER
InternalError
InternalError.DbAffectivedRows
InvalidParameter.ClusterNotFound
InternalError.Db
FailedOperation
InternalError.InitMasterFailed
InternalError.Param
InternalError.PublicClusterOpNotSupport

ResourceNotFound

WS : BRmEmEX 55353 T FH584m

\|



S BRASTCE ARG (TKE)

HIEEFENT R

ERITEHHYE): 2024-10-18 10:38:36

=z A

1. ZFOfEA

EOiBEKigE : tke.api3.finance.cloud.tencent.com,
BHEEFENT A | FIESRTLUNNEEET
EOMZCERINERS) : 200%/70,

EOEFAIE : 2021-04-09 10:37:29,

EOBFIRE R EMN.

2. NS

ATBREHGIRIGH TEOBERSHIED AHSEY | TRBAHSHGIRIALERSH
SHER Wik FRFNULL 258 fER
Action = S String ~HSE, KIZOBYE : DescribeExistedInstances
Version =2 & String NS ANEOEYE : 2018-05-25
Region 2 & String  AHSE, FRFRSHFHIBIEFIZR(TODO)
&8 ID | BESERSEESIF BOPFIRMER Clusterld FE; (B
Clusterld = = String Clusterld¥RENFEBILREMHFHIVPCID, T RS RET = {E Fizitbis
TETESERFIIT RHTILR. SHASHFRAEREINstanceldsl
Clusterld,
Array RE—HESNLOIDER, SIHIDFAD : ins-xoxxxxx, (IS
Instancelds B B of HEME AT SEAPIENMNIAN—T ) . BXRIBERIILEIRI LIRA
String 100, S¥RFFRAETIEEInstanceldsFFilters,
Array 1A, FERFMEDI DescribelnstancesiNERIZE 7 Clusterld , 530
Filters 5 B of ERNVPCIDIEAEIAFER , TELER FaNREFilterdhi8E 7 "vpc-
Filter id"VEAITIE=FER | IBEMVPCIDR/RSEEFAYVPCIDIER.
VaguelpAddress & & String  SEBIPHHTIS IS (R STIFRMIPFISNWIP)
VaguelnstanceName & B String SLAIBFRFA TS
mizE , BAN0, FsRIZEIDTIRISEL ; Limit AERIREIRNGZ5E
Offset = = Uinted %8 , Offset HRZE. JHENEREFIFIINN , MRHEEIT T
Limit FrPRERIE , BRARIRE Limit ME,
IREEE |, BaAB20 , &AEH100, FBREHISTRISEL ; Limit 5
Limit & & Uinted  BURIREINRZEBEE | Offset MREE. HHENERETIFRF N

B, ANEREEBEI T Limit FBRERYE , BPARIRME Limit ME.

WS : BRmEmEX 55354 T0 H584

\|
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3. lHESE

SHER ESiy] iR
ExistedInstanceSet ExistedInstance BEEFENSEHIEEEE.
TotalCount Uint64 TEEHILhIEE.

Requestld String

4. $E=g

PAIMRZIE T OSSP EERaIEIRID | BERGFEN A ERE.
HIRD
InternalError
InternalError.DbAffectivedRows
InternalError.DbRecordNotFound
InvalidParameter
InternalError.CreateMasterFailed
InternalError.OsNotSupport
LimitExceeded
InternalErrorImageldNotFound
InternalError.Db
InternalError.VpcRecodrNotFound
UnauthorizedOperation
FailedOperation
InternalError.AccountUserNotAuthenticated
InternalError.CvmCommon
MissingParameter
ResourceUnavailable
UnsupportedOperation
InternalError.CvmNotFound
InternalErrorInitMasterFailed

InternalError.InvalidPrivateNetworkCidr

WS : BRmEmEX

BesiRSS (TKE)

%355 ™

E—IEK ID , &RIEREPRIRME., EIAMASFEERALZRIBERAT Requestld,

\|
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FEIRD 1)

B

InternalError.Param
InternalError.UnexceptedInternal
InternalError.VpcCommon
ResourcelnUse
UnknownParameter

ResourceNotFound

WS : BRmEmEX 55356 T FH584m0
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IXIE T /A

ERITEFHHYE): 2024-10-18 10:38:36

1. #EOfER

EOEREE :
IREERFFAITI R
BONEOIERIRERIRE] - 200R/FD,
EOEHAE : 2021-04-30 14:38:13,

EOBIIOEE NN,

2. NS

tke.api3.finance.cloud.tencent.com,

BesiRSS (TKE)

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR Wik FEFFNULL RE
Action = &= String
Version = 5 String
Region = &= String
Clusterld = &= String
Instanceld = &= String
DryRun a a Bool
A s
3. S
SHRAR St fk
Pods SimplePodInfo T EpodFlz
Requestld String HE—iEXK ID , ®IXIEK
-3
4. FEIRAS

UG T OSSR a0EIRD | EERDEN AT

RS

WS : BRmEmEX

S¥ , AZOBYE : DrainClusterNode
NEESE, AEOEYE : 2018-05-25

REBH, FRFESISAHBIEEIZR(TODO)

HSEXSIATT L,
RERBRESIZR

SIRE], BT R EREZIRIERKA Requestld,

%357

58411
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FEIRD 1)

B

InternalError
InvalidParameter.AsCommonError
InvalidParameter.CidrOutOfRouteTable
InternalError.CamNoAuth
InvalidParameter

LimitExceeded

UnauthorizedOperation
FailedOperation
InvalidParameter.Param
InternalError.AccountUserNotAuthenticated
InternalError.AsCommon
MissingParameter
ResourceUnavailable
UnsupportedOperation

ResourcelnUse

UnknownParameter

ResourceNotFound

WS : BRmEmEX 55358 TN 584

\|
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S P S
T ERSEHT A

BITE At a): 2024-10-18 10:38:36

=2 A
1. #FO#R
BEOEKIHE : tke.apil.finance.cloud.tencent.com,
T RESERFT A API3.0
NSRRI © 200R/72,
#EEOSEFATE - 2021-04-09 10:59:35,

EOBIIOE S EN,

2. NS

UTBREHGIRIGE TEOBERSEIED AHSE | TBAHSHGIRDALERSEH,
SHEWR W% AUENULL  3E A
Action = S String  AHSE, AEOBYE : AddClusterlnstances
Version =2 &5 String NHESE | ANEOEYE : 2018-05-25
Region = ) String  AHSE, FRFRISHMEZIZR(TODO)
Clusterld = B String  &EF ID , iB1EE ERKEIFR EOFIRER] clusterld FE

HERESR BUAEREIER. ORIV ext3 | extd , xfs SFRSGHT

A N . w - PN
MountTarget I T SORMEERER , RS RSSO SIR RIS SR extd
- - sing TR, EREHIIE RARRNAS RAERN R EAE
.
Array
DockerGraphPath & & of dockerd --graph 185&(E, BkiAJ9 /var/lib/docker
String
base64 RISAVFEEFHIA, ARSI k8s BIFHEITREHIIT, EERF{RIER
Array AT ENRERBIE, MAREERNBETEETET =
UserScript = = of /data/ccs_userscript/ BEEE, NREKRT RHm B mH TR RS
Strin AIANANBE, AlEeA unschedulable £44f$H, 7 userScript &/E¥IiaLTE
g BXJE, %00 kubect! uncordon nodename --
kubeconfig=/root/.kube/config es<S{ET IINBE
EFZ, centos7.2x86_64 5y& ubuntul6.04.1 LTSx86_64 , {NYFiEeE
OsName S S String  EfATER, FROTERMITRNEEISE UEMEARER, Bt

MR REPRER RS
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e C Wik FRVENULL - KA fik

REMANTRERSSREE , BOMEN0 , BFS5EE | JIF0XRFAS

Unschedulable & & Inte4 53, FoaiBismE, aJHiTkubectl uncordon nodenamefs
nodefIIAEE.
CvmRunInstances & = String  cvmBIEIEESEL , jsonftFRTEBE
A s
3. s
SHER Sl A
InstanceldSet String T sEfflid
Requestld String H—5K ID , ®XiEKREPSIRE. EUEREATEERAIZRIEKE Requestld,

4. 5=t

UG T 3O S5 AEERA0EIRD | BfERIEN A HHEIRD,

Jdr

2
5

R

InternalError.CreateMasterFailed
InternalError.Db
InternalError.AccountUserNotAuthenticated

InternalError.PublicClusterOpNotSupport
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1. EOHA

EOEkigE : tke.apil.finance.cloud.tencent.com,
TS EERFHICIDRES S

BOAEZOISRIRERPRE : 200K/FD,

EOEFATE : 2021-04-09 10:38:45,

BesiRSS (TKE)

UTNBERSEGIRGIH T ROBERSHHBO NHSE | TBAHSHFIRDAHIERSH,

EOMIEE N,
A sl
2. MINSH
SHEWR WAl FEFNULL
Action = &=
Version =2 =
Region = &
Vpcld = 5
ClusterCIDR = a
NetworkType = &=
A s
3. s
SHER ESit] b
IsConflict Bool BEATFECIDRIfSE,

s
String
String
String
String
String

String

NHSE, AEOEYE : 2018-05-25

\)

W

LS4, IS AIIBIEEIZR(TODO)
EEYvpc-id
SEFAICIDR

SR RIRIZRREY

CIDRH1z8f9258Y ("CIDR_CONFLICT_WITH_OTHER_CLUSTER" [@VPCEth&E*CIDRTZL M5

<br>"CIDR_CONFLICT_WITH_VPC_CIDR" 5VPCHICIDRTZE %5

<br>"CIDR_CONFLICT_WITH_VPC_GLOBAL_ROUTE" 5EVPCHILBEHFE 1),

ConflictType  String
ConflictMsg ~ String ~ CIDRHSSEHAMSER,
Requestld String
Fey=
4. 35103

WS : BRmEmEX
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UG T 3Ol S5 IEERA0EIRD , BRI A HHEIRD,

[

e i
InternalError

InternalError.DbAffectivedRows
InternalError.DbRecordNotFound
InvalidParameter.CIDRInvalid
InternalError.CidrConflictWithOtherCluster
InvalidParameter.CidrOutOfRouteTable
InvalidParameter.GatewayAlreadyAssociatedCidr
InternalError.CamNoAuth
InternalError.CidrMaskSizeOutOfRange
InternalError.VstationError

InvalidParameter
InvalidParameter.InvalidPrivateNetworkCIDR
InternalError.CidrOutOfRouteTable
LimitExceeded
InternalError.VpcPeerNotFound
InternalError.Db
InternalError.VpcRecodrNotFound
UnauthorizedOperation
InternalError.CidrConflictWithOtherRoute
InternalError.Cidrlnvali
InvalidParameter.Param

MissingParameter
InvalidParameter.CIDRMaskSizeOutOfRange
InternalError.CidrConflictWithVpcCidr
InternalError.CidrConflictWithVpcGlobalRoute
ResourceUnavailable

UnsupportedOperation

InternalError.UnexceptedInternal
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HIRAS ik
InternalError.VpcCommon

ResourcelnUse

UnknownParameter

ResourceNotFound
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1. ZFOfEA

EOiBEKigE : tke.api3.finance.cloud.tencent.com,
MERSEENN (I1H) REEEFRE
EOMZCERINERS) : 200%/70,

EOEHATE : 2022-04-12 20:35:16,

BRI E S EN,

2. NS

UTNBERSEGIRGIH T ROBERSBHBO OHSE , TBAHSHFIRDNAHIERSH,

SHER Wi FEYFNULL Sl T
Action = B String ~H2E, KZEOBYE : CheckIfLogCollectorExists
Version =2 & String NHESE  AEOEYE : 2018-05-25
Region B B String REBE, FRFESIFHHIEFIZR(TODO)
Clusterld =2 & String EE¥ID
Name = 5 String HERENNIEE
3. EtHESE
SHER E3id) TR
CheckResult Bool AEXREMNEEBEBEFE
Requestld String H—EK ID , ®XiEREPSIRME. BRI EERAIZRIEKE Requestld,

4. FEIRS

LUREIH T33O 52 EERAEIRD |, EfhEnRDIFE N 2 TR,
EIREE A
UnknownParameter

InternalError
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SKEESLRRER cputzil

RITEHTAYE: 2024-10-18 10:38:36

L. g

EOEREE :
license & TERTREE tke SERR{FE A cputZE
BONEOIBRINEIRE] - 200R/F
EOEHAE : 2022-06-13 16:16:22,

EOBEIOES &N,

2. NS

tke.api3.finance.cloud.tencent.com,

PITNBERSHGIRNGIE TEOIERSEHFIRID NS,
SHEBR D25y FEFFNULL ESid)
Action = = String
Version = = String
Region = &= String

A M2
3. FitH &
SHETR it f#A
ProductName String FEERER
Version String iz
Data MachineCore RRFEREE
Requestld String M—iEK D,
H >
4. §E5IR1S

UG T =L SSIBAEERA0EIRD , BERBEN AT

R
InternalError.QuotaMaxClsLimit

InternalError.TaskNotFound

WS : BRmEmEX

[EETKE

T \oiES

/X185

BesiRSS (TKE)

NS, AEOBYE : CollectAllCore
0, ANEOEYE : 2018-05-25

NIEBH, FRFRSHFIMEFIZR(TODO)

k#PoiREl, BRI B ERANZRIEKA Requestld,

ESEN

26365 1 #5841



S BRASTCE ARG (TKE)

EiRfD fER
InternalError.Param

MissingParameter

InternalError

InvalidParameter.Param

WS : BRmEmEX 55366 T0 F584T0

\|



X BIHSTCE

Bl SRS
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1. EOHAR

EOEkigE : tke.apil.finance.cloud.tencent.com,
ellfEeS s

BOAEZEOISRIREPRE : 200%/F0.

EOEFATE : 2020-09-03 19:31:05,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR Wik SPENULL KB

Action = B String

Version = = String

Region = = String

RunInstancesForNode & = Array of RunlnstancesForNode
ClusterCIDRSettings = B ClusterCIDRSettings
ClusterBasicSettings 5 = ClusterBasicSettings
ClusterAdvancedSettings & & ClusterAdvancedSettings
InstanceAdvancedSettings &= &= InstanceAdvancedSettings
ClusterType = B String

WRFRE - BRmERMEX

BesiRSS (TKE)

s

e

B

-
H

&

RNESE, FEROBYE

CreateCluster

NHSE, KZEOEVE : 2018-
05-25

NHEBE, FRFRITF0MIE
FI%R(TODO)

CVMEIEEESE , jsonttF
e, FEMRunlnstances
O, SWE(EER)HER
FBIF104 |, HEEANEL (el SE
ZENEEYLIBIHEESEF
Runlnstanceseh
InstanceCount3EsLHi,

SRR RNERERER
SEHVEATERER
SRERERERES
TREREERES

SERYREL | FEESET
MANAGED_CLUSTER , ¥#37£8

BE
INDEPENDENT CLUSTER,
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SEEFR WA
ExistedInstancesForNode &

InstanceDataDiskMountSettings &

ClusterArch B
A sl
3. S
SHBR xE i)
Clusterld String EEBFID
Requestld String

4. FEIRAS

FIFNULL

a
=

iy

iy

ESi

Array of
ExistedInstancesForNode

Array of
InstanceDataDiskMountSetting

String

UG T OSSR A0EIRD | EfERISFE R A THEIRD,

IR
InternalError.DfwGetUSGCount
InternalErrorInitMasterFailed
InternalError.QuotaMaxClsLimit
InternalError.Cidrlnvali
InternalError.AsCommon
InternalError.Db
InternalError.UnexceptedInternal

InvalidParameter

InternalError.CidrConflictWithVpcGlobalRoute

InternalErrorInvalidPrivateNetworkCidr
InternalError.CidrConflictWithOtherRoute
InternalError.QuotaMaxNodLimit
InternalError.VpcRecodrNotFound

InternalError.AccountUserNotAuthenticated

WS : BRmEmEX

BesiRSS (TKE)

fik

EFELAIREERER. FrEst
BIAGRIER—NVPCH | RS
EEIE100,

CVMSEEFNEXI M AR R
BEERER

EEFYcpuZety , BUE:
x86/arm

BE—IEK ID , BRIEREPIRME., EMIDMATFEERALZRIERAI Requestld,
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HIRtS 1)

S

InternalError.CvmCommon
InternalError.VpcCommon

LimitExceeded
InternalError.QuotaUSGLimit
InternalError.DbAffectivedRows
InternalError.CidrMaskSizeOutOfRange
InternalError.CidrConflictWithOtherCluster
InternalError.CreateMasterFailed
InternalError.Param
InternalError.CidrConflictWithVpcCidr
InternalError.PublicClusterOpNotSupport
InternalError.DfwGetUSGQuota

InternalError
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1. EOHAR

EOEkigE : tke.apil.finance.cloud.tencent.com,

Bl SRR IR O JRSZ SRS AR /INRiT1E) | FEE SR SR B AMIiTIE))
BOAEZOISRIRERPRE : 200K/FD,

EOEFAYE : 2021-04-29 11:37:33,

EORIEE NN,
A sl
2. MINSH
UTNERSEFIRNGIH T EOBEKRSEFIESS AHSE | TBAHSHFIRNAHIE RS
SHER Wik IFNULL 88 )%
Action 2 & String  AHES#, AEOEYE : CreateClusterEndpoint
Version =2 &5 String NS, AEOEBYE ; 2018-05-25
Region 2 S String RS, FIFRSFHREFIZR(TODO)
Clusterld = &5 String £8¥ID
(=) § IHRBETEE AT EE
Subnetld = = String SRAROFERNTMID ((REFEIEIMNNIBRINFREER , WIRNSERFRTE
VPCHIRIFM)
IsExtranet & & Bool B&J95NRiAE ( TRUE 4MXij51E) FALSE PIRI5E] , ZRIAME : FALSE)
Domain = & String  FAPBETENEZ
SecurityGroup S S String  FFiEEZREA
ExtensiveParameters =~ & B String IEEEHRE. MEITEER. B LRI(GHFARM)
A sl
3. s
SHER i) A
Requestld String H—iEK ID , ®REKRESIRE], EEMATEERAZXIEKA Requestld,

4. TR

WS : BRmEmEX 55370 T0 H584m
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PATMBH 7O SSZEERREIRID , BfbiERIGIF I HEIRE,
HIRID fER
InternalError
InternalError.CamNoAuth
InvalidParameter
LimitExceeded
InternalError.Db
UnauthorizedOperation
FailedOperation
InvalidParameter.Param
MissingParameter
UnsupportedOperation
InternalError.Param
ResourcelnUse
UnknownParameter

ResourceNotFound
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N IIREIATS

RUTEHTAYE: 2024-10-18 10:38:36

Sz HE A
1. EOEA
ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
NN
FNBEOERIEIRS : 200R/FD.
EOFEFATAE : 2021-12-09 14:44:11,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER whi%E FBEFNULL &<t U
Action = &5 String NS, AEOBYE : CreateClusterVirtualNode
Version 2 & String AHSE, AEOYE : 2018-05-25
Region £ S String AHSE, FEIFRIFERFIZR(TODO)
Clusterld = &= String EEFID
NodePoolld 2 = String RIS =ithid
Subnetlds 2 & Array of String FMIDEE, SSubnetldb E5—4
Subnetld =2 & String FMid , 5SubnetldshB—™
3. WHEE
SHER il fEA
Instancelds String REHATS REgeE
Requestld String H—iFK ID , ®XiEKREPSIRE. BRI EERAIZRIEKA Requestld,

4. FEIRD

PAIMRFIE 7O SZEEXAERE | EERGFEN A SR,

U]

HIRID TN
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HIRD A
UnknownParameter
InvalidParameter

InternalError
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Sz HE A
1. EOEA
ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
SRR A
FNBEOERIEIRS : 200R/FD.
EOEFATAE - 2021-12-09 14:40:54,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

BesiRSS (TKE)

SHER Wik FSIFNULL KA T
Action 2 & String NHESE , KIEOBYE : CreateClusterVirtualNodePool
Version = &= String NS, AZEOBYE : 2018-05-25
Region B & String NHEBH, FIFRSISRIMHEIZR(TODO)
Clusterld = = String EEFID
Name b= B String T AU ER
Subnetlds = &= Array of String FMIDEZE
SecurityGrouplds = S Array of String TeEHE
Labels = S Array of Label BT tEAYLabels
Taints = &5 Array of Taint BT =itBaYTaints
Unschedulable S S Bool EATRAE
3. WHEE
SHBR ESit] R
NodePoolld String TS RURID
Requestld String H—iEXK ID , BRiEKESIRE], B EEREZXIEKE Requestld,

WS : BRmEmEX
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4. {EIREE
AN 7O SZEERRAYEIRD |, EEREEN A HERD,
RS )%
UnknownParameter

InternalError

InvalidParameter
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RITEHTAYE: 2024-10-18 10:38:36

1. EOHEA

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
BIEREERF HERWEMNI(R)

FONBEOIERIRIRS : 200R/FD.

EOFEFHATAE : 2022-04-14 17:32:25,

EOBEIOES &N,

2. NS

BesiRSS (TKE)

PUTBERSHGIRNFIE TEROIBERSHFED NHESE , TEARSHGIRD A SRS
SHEBR @ik FEFNULL et fA
Action = & String NHBE, KIZFOBYE : CreateLogCollector
Version 2 & String AHSE, AEOEYE : 2018-05-25
Region £ S String AHSE, FEIFRIFERFIZR(TODO)
Clusterld P &= String =5:3(D)
Name = &5 String HERENN
Description = = String HE SRR
InputType & & String HINZREY
OutputType & B String sy
InputOption & 5 LogInputOption I NIZIN
OutputOption = = LogOutputOption e fpradlil
3. WS
SHER E<ic) i)
Requestld String H—EK ID , @RiEREPIRE. EfRENFEERAZRIEKE Requestld,
4. 428

WS : BRmEmEX
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InternalError
UnknownParameter
InvalidParameter
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<z R

1. #EOEA

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
HIBREEEE(YUNAPI V3ERA)

FNBEOERIEIRS : SOR/FD.

EOSEFATAE : 2020-07-29 11:01:50,

EOBEIOES &N,

2. NS

PUTBERSHGIRNFIE TEROIBERSHFED NHESE , TEARSHGIRD A SRS
SHEBR Wik AVENULL  3R8Y 5%
Action = &5 String NS, AEOEYE : DeleteCluster
Version 2 & String  A~XSE, AEOBYE : 2018-05-25
Region £ & String RS, FIFRSIFAIMEHEIZR(TODO)
Clusterld = = String  £E¥ID
InstanceDeleteMode = £ = String SRRFSCAIMIPRATAISRES © terminate ($HERSEHI , (CHHEEITERR TN

L) retain ({XFBB& , {RERSLAI )

3. S

SHER i) i)
Requestld String W—iEK ID , BRiEKEPSIRE], ERMATEERAZXIEKE Requestld,
H >3
4. =S

LA T O SSBERXAEIRD , EEEREEFEN AT =R,
HIRAD AR
ResourceUnavailable

InternalError.PublicClusterOpNotSupport
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HIRD R
FailedOperation
InternalError
InvalidParameter
ResourceNotFound

InternalError.Param
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MFREZIATS /=

ERITEHHYE): 2024-10-18 10:38:36

AR N

1. EOHAR

EOEkigE : tke.apil.finance.cloud.tencent.com,
FRIBRIREN R AT A

BOAEZOISRIRERPRE : 200K/FD,

EOSEFRATAE - 2021-12-09 15:53:27,

BRI E S EN,

2. NS

LINBERSHGIRFIE TEOBRSHFRD NHESH |, TEARSHIIRDAHLERSE,
SHER Wik FEEFNULL Sl N
Action = &5 String NS, AEOEYE : DeleteClusterVirtualNode
Version =2 & String NS, AEOEBYE : 2018-05-25
Region 2 & String AHBH, FIFRSISRIMHEIZR(TODO)
Clusterld =2 & String EE¥ID
NodePoolld — & String TRithid
Force & & Bool BEEEEIMES |, falseBBpodiz{THiAMIR
NodeNames & & Array of String ET RS

3. BitHEE
SHER KA fEA
Requestld String H—iEK ID , ®RiEKEPSIRE]., EEMATEERAZXIEKA Requestld,

4. $ERS
PATMBH 7O SSZEEXRAERID | BfbiRRGIF A HEIRE,
HIRD A

UnknownParameter
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InternalError
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MHBREEHATS st
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1. #EOfER

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
TRIBRIRENEZHATI it

BOAEZEOISRIREPRE : 200%/F0.

EOSEHAYE : 2021-12-09 15:52:05,

EOBIIOEE NN,

2. NS

SHER S FEEFNULL &Sic) fEA
Action = & String NS, AZOBYE : DeleteClusterVirtualNodePool
Version 2 & String AHSE, AEOYE : 2018-05-25
Region B & String AHBE, FENFRIFEHFIZR(TODO)
Clusterld P = String EEFID
NodePoollds 2 = Array of String T atbid
Force S S Bool EEEGIMER , falseEBpodiz{TRAMER
3. MBS
SHBR et fk
Requestld String BE—EK ID , SRIEREPRIRME., ELIDRAIFERAEZRIBERAI Requestld,

j:l: .
%EI 19':'5
LUTREIH 7O\ S ZEER A EIRD |, EfhEnRaDIE N 2 TR,
FHIRAD R
UnknownParameter

InternalError
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1. #EOfAR
EOEki® : tke.api3.finance.cloud.tencent.com,
fpRChart
EONZEOESRITEIRS : 200%/70,
EOEFATE : 2021-05-13 14:50:51,
EORIRESE EN,
A MM
2. MIANSE
LATBRESHGIRIGIH TEROBERSEIED AHSE |, TBAHSHGIRI LGRS,
SHETR WATS FEVFNULL et fEA
Action 2 & String NHSE , AEOHRYE : DeleteHelmChart
Version 2 & String AHSE, AEOEYE : 2018-05-25
Region <! S String NHEBH, FEIFRSIEHIMEHZIZR(TODO)
ChartName = B String Chart&Z#R
A s
3. EitH&4
SHBR et ik
Deleted Bool EEMERARTH
Requestld String W—iEK ID , RIERESIRE., EMERNEERMZRIBEKA Requestld,
j:t\
4. sE51R5
PATMBH 7O SHZEEXAEIRID , EfbiEnRGIF A =R,
HIRAD A
InternalError
InvalidParameter
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RUTEHTAYE: 2024-10-18 10:38:36

Sz HE A

1. EOEA

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
Mip&Charthrzs

FNBEOERIEIRS : 200R/FD.

EOSEFRATAE : 2021-05-13 14:54:00,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wi FEEFNULL KA ik
Action = &5 String nE&E , AEOEYE : DeleteHelmChartVersion
Version 2 & String AHSE, AEOE : 2018-05-25
Region B & String NHBH, FERNF R ISIREZIZR(TODO)
ChartName 2 a String Chart&Z#R
ChartVersion 2 S String CharthgA
3. WS
SHER St fEA
Deleted Bool EEMREETN
Requestld String W—i5K ID , &XIEREPSIRE. BRI EEREZRIEKE Requestld,

4. FEIRD

UG T Ol S5BIEERA0EIRD | BfhERADIFE I A iEiRE

Jdr
°

FEIRMG A
InternalError

InvalidParameter
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BIFEFATE: 2024-10-18 10:38:36
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1. #EOEA
EOEkig : tke.apil.finance.cloud.tencent.com,
B B R SR (1H)
FONBEOIERIRIRS : 200R/FD.
EOEHATE : 2022-04-11 16:59:58,
EORIER NI,
A sl
2. MINSEYL
UNERSEHFIRNGIH T EOBEKRSEIIESDS AHSE  TRAHSEFIRN A TSRS
SHER DS FIFNULL it} A
Action = & String NHSE, KiZEOBYE : DeleteLogCollector
Version =2 & String nNIHES#H | ANEOEBYE : 2018-05-25
Region 7 = String NHSH, FEN T RSIEREEFIZR(TODO)
Clusterld 2 a8 String £E¥ID
Name = B String HEREHNEZF
A s
3. ®iHSE
SHER it A
Requestld String W—iEK ID , ®RiEKRESIRE], EEMATEERAZXIEKA Requestld,
j:t\
4. %EIE’EE
PURAIH 73O 52 ERRAEIRD | EfthiERADIFE N A =R,
e LU
InternalError
UnknownParameter
RINFRE : Bl asfEX 25386 T #5841



S BRASTCE ARG (TKE)
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1. #EOfER

EOEKRIEE : tke.api3.finance.cloud.tencent.com,
KAV Chart{S8

BOAEZEOISRIREPRE : 200%/F0.

EOEFAYE : 2021-05-18 16:02:26,

RO S 2 41N,
A M2
2. MASE
LATBREHGIRIGH TEOBERSHIED AHSE , TBAHSHGIRIALERSE,
SHER WAL FEVFNULL &g TR
Action P S String IS, AEOBYE : DescribeChartDownloadInfo
Version 2 & String AHSE, AEORYE : 2018-05-25
Region B S String AHBH, FRFRISHMRZIZR(TODO)
ChartName 2 a String ChartZ#R
ChartVersion 2 S String CharthgR
A M2
3. e E
SHER e Sit] fEA
PreSignedDownloadURL String TEEE
Requestld String H—IEK ID , ®XiEKREPSIRE, BRI EERAIZRIEKA Requestld,

4. iRk

UG T 32Ol S5BEERA0EIRD |, EhERABIFE R A iEiRe

Jila]
°

EIREE HEIAR
InternalError

InvalidParameter

WS : BRmEmEX 55387 T0 H584m
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HiRtD R

UnknownParameter

WS : BRmEmEX 55388 TN 584
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A 4 i—
HiggEfendpointsHIER
B EFATE): 2024-10-18 10:38:36
<7 A
1. EOfEA
EOEkig : tke.apil.finance.cloud.tencent.com,
IR ({CHFhRAYSEE endpoints
EAREOIERINEIRS : 200R/FD,
EOSEFRATE : 2022-08-24 19:32:45,
EORBEETREN,
A M
2. NSE
UTFBERSEGIFRMGE TEROBERSEFID AHSE |, TBAHSEGIRIALERS
SHEWR WA FEFNULL it b
Action 2 e String NHESE, AEOBYE : DescribeClusterEndpoint
Version 2 & String AHSE, AEOBYE : 2018-05-25
Region 2 & String NEBE, FIFESFHIMBIEHEIZR(TODO)
Clusterld = = String ERFID
A s
3. WiHEE
SHEWR it b
CertificationAuthority String EBCAIEH
ClusterExternalEndpoint String EEEFFMNRIGEBIE (B RIRO )
ClusterIntranetEndpoint String SRR ML (B &i%H )
ClusterDomain String ERBIAT I
ClusterExternalDomain String ERFIMNI a2
ClusterIntranetDomain String ERFRING S
SecurityGroup String SR ERNZ S A
Requestld String W—iEK ID , ®XIEREPSIRE. EEBNEERAZRIEKE Requestld,
RS - B e EX 5389 T H584m
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4. FEIRS

UG T OSSR A0EIRD | BEERITER A HHEIRD,

Jdr

HIRhD )%
InternalError

UnknownParameter

WS : BRmEmEX 55390 T4 FH584m
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O BASTCE

BRSNS

ERITEHHYE): 2024-10-18 10:38:36

1. O

BesiRSS (TKE)

EOEkigE : tke.apil.finance.cloud.tencent.com,

BERSERLRR RS ORI ERFFT B RR/INNEE |, FEESERSHFERMIER)
FRAZ OB ISRERIRS : 200R/7D.

EOSEHAYE : 2021-04-29 11:38:31,

EOBFIRE R EMN.

2. NS

LINBERSEGIRNG I T EOBRSEFIRI 2 HS

SHBR
Action
Version
Region
Clusterld

IsExtranet

3. BiHSE

SEER
Status

Requestld

4. HARF

UG T 32Ol S5BEERA0EIRD |, EhERABIFE R A iEiRe

HEIRD

InternalError

Wi FEFNULL KR

= = String

= 5 String

= a String

=z B String

S £ Bool
&g TR

String EERNRR RS

String W—iEK ID , &XiE

InternalError.CamNoAuth

WS : BRmEmEX

ik

AHSE, AEOBYE : DescribeClusterEndpointStatus
REBE, AEORYE : 2018-05-25

RESH, FEIFRSERMRZIZR(TODO)

EEFID

A /AMNIEE ( TRUE FMKi51a) FALSE lRiIE] , BAAE : FALSE)

( Created FFfEHI , Creating FF/i5#+ , NotFound X3 )

KEPIRME. EARASFEREZRIERA Requestld.

Jila]
°
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HixhD i

[

InvalidParameter
LimitExceeded
UnauthorizedOperation
FailedOperation
InvalidParameter.Param
MissingParameter
ResourceUnavailable
UnsupportedOperation
InternalError.Param
InternalError.VpcCommon
ResourcelnUse
UnknownParameter

ResourceNotFound

WS : BRmEmEX 55392 0 H584
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O BASTCE

BesiRSS (TKE)

SREN M EIFFYkubeconfig

RITEHTAYE: 2024-10-18 10:38:36

L. g

SRS -
HEAATAIFHkubeconfig
BRI SIS - 200/,
EOEHATE : 2021-04-08 18:16:00,

EOBEIOES &N,

2. NS

tke.api3.finance.cloud.tencent.com,

UTBERSEGIFRGIH T ROBERSHIBO NHSE , TBAHSHFIRDAHIERSH,

SHEBR Wik FRFNULL eSid
Action = = String
Version = &= String
Region = &= String
Clusterld = B String
Type = &= String
A M
3. MHEE
SHER it f#A
Kubeconfig String FEF#Ykubeconfig
Requestld String W—iEk ID , X5
H >
4. §E5IR1S

UG T 2O S5EEERAIEIRD | EAhiERBFER

FEIRED
InternalError

InvalidParameter

WS : BRmEmEX

R[EIfYconfigehseverittibZ$A : MASTER/INNERLB/INTERNETLB

k#PSIREl, BRI BERAZRIEKAY Requestld,

AHEEIRAT,

$6393 1 H584m
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HiRAD 1)

5%

ResourceNotFound

ResourceUnavailable

WS : BRmEmEX 55394 T0 H584m
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SRHERER

RUTEHTAYE: 2024-10-18 10:38:36

1. #EOfER

EOEKRIEE : tke.api3.finance.cloud.tencent.com,
SEEPER

BOAEOISRIREPRE : SOR/FD,

EOEFAYE : 2021-04-29 11:33:50,

EORIREE NS,
A M2
2. MASH
LATBREHGIRIGH TEOBERSHIED AHSE , TBAHSHGIRIALERSE,
SHER Wik FREFNULL i b
Action P B String ~HSE, KIEOBYE : DescribeClusterSecurity
Version 2 & String NS, KEOEYE : 2018-05-25
Region B & String  QHSH, FERFFRXRHIMIEZIZR(TODO)
Clusterld 2 & String R ID |, 515 ERERFIE BEOPIRER clusterld FE
. B EINART L,
JnsGwEnd tEnabl &= & Bool
nsGwEndpointEnable A A 00 e ER L ERA: FALSE)
A M2
3. IHEE
SHER it b
UserName String ERIKSBIR
Password String == =58y =] ot
CertificationAuthority String EEHAIRICAIER
ClusterExternalEndpoint String E=S5t=ay ]l | Sipyichl
Domain String ERHRIRYE 2
PgwEndpoint String EEfEndpointitit
SecurityPolicy String SRARIORIRA

WS : BRmEmEX 55395 0 H584m
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SHBR St fak

Kubeconfig String FEFPRkubeconfig:Z{4HER

JnsGwEndpoint String ERAnsgwitiiit

Requestld String W—iEK ID , &RIEREPSIRE. BRI BERMZRIBERKE Requestld,

4. iRt
LAY 7O SS5ZEERREIRD , EfttiERiSiFE A 5=,
FHIRMS TR
InternalError
InternalError.DbAffectivedRows
InternalError.DbRecordNotFound
LimitExceeded
InternalError.Db
UnauthorizedOperation
FailedOperation
InternalError.AccountUserNotAuthenticated
MissingParameter
ResourceUnavailable
UnsupportedOperation
InternalError.Param
ResourcelnUse
UnknownParameter

ResourceNotFound

WS : BRmEmEX 55396 T H584m0
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O BASTCE
SRENEE
BT EHATE: 2024-10-18 10:38:36

L. g

ORI -

ZIEIIRENEERF N Service lHXANIFAHAER

BRIASECBSRIRRIRG - 200/
$EC1ERATIE) : 2021-04-09 10:40:30,

EOBEIOES &N,

2. NS

BesiRSS (TKE)

BfServicedl|FE

tke.api3.finance.cloud.tencent.com,

, &#kubernetes APIFEEXService , RIJRZR5SHAEA

PUTBERSHGIRNFIE TEROIBERSHFED NHESE , TEARSHGIRD A SRS
SHEBR Wi FEFFNULL ESid) 35
Action = &5 String &, ANEOEYE : DescribeClusterServices
Version 2 & String AHSE, AEEOEYE : 2018-05-25
Region £ & String AHSE, FIFRIFERFIZR(TODO)
Clusterld P = String EREID
Namespace & & String A ETE
AllNamespace & & Uint64 EEFEREhETE

3. mHESE

SHETR ESid)
TotalCount Int64
Services SummaryService
Requestld String
30
4. §E5IR1S

AR 71O SZEERANERED |

TEIRTD

WS : BRmEmEX

fER
IREIfServicemE]
Servicel AR
HE—iEK ID , ERIERES

IRE], EfERRERHIZRIEKA Requestld,

EfEIRIEERD
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HiRtD $k
InvalidParameter.ClusterNotFound
InvalidParameter.Param

InternalError.UnexceptedInternal

WS : BRmEmEX 55398 T FH584m
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S BRASTCE ARG (TKE)

SRENREHAT /=L

RUTEHTAYE: 2024-10-18 10:38:36

<z R
1. #EOEA
ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
SRENERIATE =
FNBEOERIEIRS : 200R/FD.
BEOSEHATE - 2021-12-09 15:13:10,

EOBEIOES &N,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik AFFNULL Sl A
Action = &5 String NS, AEOBYE : DescribeClusterVirtualNode
Version 2 & String AHSE, AEORYE : 2018-05-25
Region ! & String NEBE, FIFESFHIMBIEHEIZR(TODO)
Clusterld = &= String EEFID
NodePoolld 2 & String Titid
NodeNames B & Array of String NodeNames#{¢H
3. miss
SHBR ESit] R
TotalCount Uint64 I REE
Nodes Node REHATS EE
Requestld String HE—iEK ID , ®XiEKRESIRE, BRI EEREIZRIEKA Requestld,

4. FERhG

PAIMRFIE 7O SZEEXAERE | EERGFEN A SR,

U]

IR A

WS : BRmEmEX 5399 TM H584m
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HIRD A
UnknownParameter

InternalError

WS : BRmEmEX 55400 70 58410
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SRENREIU TS /UtB

ERITEHHYE): 2024-10-18 10:38:36

1. O

EOEKRIEE : tke.api3.finance.cloud.tencent.com,
IREVEEI T =it

EOMZCERINERS) : 200%/70,

EOEHATE : 2021-12-09 15:00:43,

EOBFIRE R EMN.

A sl
2. MINSH
UTNERSEFIRNGIH T EOBEKRSEFSL AHSE , RBAHSHFIRNAHERSE],
SHEWR WAl FEFNULL -l DU
Action P S String HBE, KIZFOBYE : DescribeClusterVirtualNodePools
Version =2 & String NHESE  ANEOEYE : 2018-05-25
Region B S String AHBH, FIFRSISRIMEHZIZR(TODO)
Clusterld =2 & String EE¥ID
A s
3. s
SHBR il iR
TotalCount Uint64 BT RS

NodePoolSet NodePoolSet RIAT Rt EE

Requestld String HE—IEK ID , ®XiEkEPIRE., EUAREEREZRIEKAY Requestld,
H 3
. FR1R09

UG T 3Ol SSIBIEERA0EIRD | BERIDEN A THEIRD,

%EI'L?EEE_'! }ﬁiﬁ
UnknownParameter

InternalError

WS : BRmEmEX 55401 T4 H584m
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ERSREIER

ERITEHHYE): 2024-10-18 10:38:36

=z A
1. EOHA

EOEkigE : tke.apil.finance.cloud.tencent.com,
ERERIER

BOAEZOISRIRERPRE : 200K/FD,

EOFEHATE : 2021-04-09 10:26:16,

EORERREN.

2. NS

UTNBERSEGIRGIH T ROBERSBHBO OHSE , TBAHSHFIRDNAHIERSH,

SHER Wik FFFNULL St T

Action = &5 String NS, NEOBYE : DescribeClusters

Version 2 = String NHESE, AEOEYE : 2018-05-25

Region 2 & String AHBH, FERFRSISHMERZIZR(TODO)

ClusterIds B B Array of String SEIDFIRCAZHT , <br>FRABIKE FATESEE)

Offset & & Int64 [EE =R NN

Limit & & Int64 B , BIA20 , X79100

Filters & & Array of Filter IR, LRI RSTHHZRBR AN G ClusterNameH Tid &
3. FitH &

SHER it fER

TotalCount Int64 BN

Clusters Cluster SEHERTIER

Requestld String K—EK ID , ®RBEREBRIRE]. EMEARERAZRIFKA Requestld,

4. FEIRtS

UG T 2O SSIBAEERA0EIRD | BERIIFER A TR,

WS : BRmEmEX 55402 T0 H584m
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RS 1)

[

InternalError
InternalError.DbAffectivedRows
InternalError.CamNoAuth
InvalidParameter

LimitExceeded
InternalError.QuotaMaxClsLimit
InternalError.Db
InternalError.QuotaMaxNodLimit
InvalidParameter.Param
InternalError.Param
InternalError.PublicClusterOpNotSupport

ResourceNotFound

WS : BRmEmEX 55403 T FH584m
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$kENchart_t{Ecos(=R2

RITEHTAYE: 2024-10-18 10:38:36

=7 s
1. #EOEA
EOBEKRIES © tke.api3.finance.cloud.tencent.com,
$kEchart b{&cos(SE
FONBEOIERIRIRS : 200R/FD.
EOFEFATAE : 2021-04-20 16:48:25,

EOBEIOES &N,

2. NS

UTBERSEGIFRGIH T ROBERSHIBO NHSE , TBAHSHFIRDAHIERSH,

SHEWR WAl FEVFNULL E it A

Action = & String NS, AEOEYE : DescribeCosinfo
Version 2 & String AHSE, AEOE : 2018-05-25
Region B S String NEBE, FIFESFHMIEHEIZR(TODO)

3. iHESE

SEEFR St R
Requestld String W—iEK ID , ®RiEKREPSIRE]., ERMATEERAZXIEKE Requestld,
H N
4. i81x08

LA T OS5 ERRAYEIRS , EEREEN AT =R,
FHIRAS A
InvalidParameter

InternalError

WS : BRmEmEX 55404 T0 H584m0
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$kEXcharty|3&

RUTEHTAYE: 2024-10-18 10:38:36

7 A

1. EOHAR

EOEkigE : tke.apil.finance.cloud.tencent.com,
FRENchartF3

BOAEZEOISRIREPRE : 200%/F0.

EOEFATE : 2021-04-20 16:45:47,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SEER WsE FEFNULL St A
Action = &5 String NS, AEOBYE : DescribeHelmChart
Version 2 & String AHSE, AEOE : 2018-05-25
Region £ & String RNESH, FIFRSEMEFIZR(TODO)
Search 2 & String HEERE
A s
3. HIHSE
SHATR i) bz
Requestld String W—i5K ID , 8XIEREPSIRE. EENEERAZRIERKE Requestld,

4. FEIRD

UG T Ol SSIBIEERA0EIRD | BERIEN A HHEIRD,

Jdr

FHIRTD A
InvalidParameter

InternalError

WS : BRmEmEX 55405 T0 H584m
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SREXchartiFI5

RITEHTAYE: 2024-10-18 10:38:36

=7 =N
1. #EOEA
ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
KRBl chartiF s
FONBEOIERIRIRS : 200R/FD.
EOFEFHATAE : 2021-04-20 16:45:11,

EOBEIOES &N,

2. NS

LITNBERSHGIRNFIE TEROIBERSHFRD NS |, TEARSHGIRD A SRS,
SHEWR WAlsE FEFNULL E it A
Action = 5 String w8, AEOEYE : DescribeHelmChartDetail
Version 2 & String AHSE, AEEOYE : 2018-05-25
Region £ & String AHSE, FEIFRIFERFIZR(TODO)
ChartName 2 a8 String ChartZ#R
ChartVersion =2 & String Charthra~
3. WS
SHER it )%
FileEntry FileEntry PV s
Chart Chart chart
Requestld String H—iEXK ID , BRiEKESIRE], EEMATEERZXIEKA Requestld,

4. SRR
IUFRGI T B LS BB AORARID | RSB A 1200,

IR 1t

[

InvalidParameter

WS : BRmEmEX 55406 T0 FH584m0
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HIRD A

InternalError

WS : BRmEmEX 55407 T0 H584m0
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SREXCharthR A7z

ERITEHHYE): 2024-10-18 10:38:36

AR N

1. EOHAR

EOEkigE : tke.apil.finance.cloud.tencent.com,
SREXCharthR A5

EOMZCERINERS) : 200%/70,

EOSEFRAETAE - 2021-05-12 16:46:29,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WA FBIEFNULL ESid) fiEA

Action = & String NS, AEOBYE : DescribeHelmChartVersion
Version =2 &5 String NS AEOEYE : 2018-05-25

Region B S String AHSE, FENFRIFHEHEFIZR(TODO)
ChartName 2 & String Chart&#R

3. S

SHATR i) R
Results Result Results
Requestld String H—iEK ID , SRiEKESIRE], EUABATEERAZXIERAY Requestld,
e
4. se=hS

LATAE T O SSBERRAYEIRS , EEREEN AT ERD,
HIRAD Rk
InternalError

InvalidParameter

WS : BRmEmEX 55408 T0 5840
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BXIZRREFATI A

ERITEHHYE): 2024-10-18 10:38:36

AR N

1. EOHAR

EOEkigE : tke.apil.finance.cloud.tencent.com,
IEREIT R

BOAEZOISRIRERPRE : 200K/FD,

EOSEFRATAE - 2021-12-09 15:43:13,

BRI E S EN,

2. NS

LINBERSHGIRFIE TEOBRSHFRD NHESH |, TEARSHIIRDAHLERSE,
SHEBR 515 FEVFNULL KA i35
Action = S String ~HBE, KIZFOBYE : DrainClusterVirtualNode
Version 2 S String NHBE, AZEOBYE : 2018-05-25
Region £ S String AHSE, FIFRIFEFIZR(TODO)
Clusterld =2 & String ER¥ID
NodeName = & String TEER
DryRun & & Bool true RIETIRpodER | falselRETIr

3. S

SHER E-Sit) TG
TotalCount Uint64 BT A=
Pods SimplePodInfo ET g
Requestld String HE—iEK ID , &XiEKRESIRE, BRI EEREIZRIEKRA Requestld,
tl:\
4. 551R05
PANMYSH 7O SZERRAVEIRD |, EEIREE A HEIRE,
FEIRIG A
RINFRE : Bl asfEX 25409 T 58411
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HIRD A
UnknownParameter

InternalError

WS : BRmEmEX 55410 T4 H584m
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O BASTCE

RSB BSIERIRSS

VTSR A E): 2024-10-18 10:38:36

1. #EOfER

BOEKEHE
[EFREERT(1R) B EWERRRSS
BONEOIBRIRERIRE] : 200R/FD,
EOEFAYE : 2022-04-14 18:17:40,

tke.api3.finance.cloud.tencent.com,

EOBIIOEE NN,

2. NS

BesiRSS (TKE)

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHBR Wik FEFNULL RE
Action = = String
Version 2 N String
Region = & String
Clusterld &= &= String
A M
3. BHBE
e C et fER
Requestld String —iEXK ID , BRIEKREPSIRE,
H >
. (HIR0D

PUTMRFIH T 3OS EERaEIRES | HfhiERFED

%EI'BEEE_’!
InternalError

InvalidParameter

WS : BRmEmEX

240, A#ZOBYE : EnableLogCollector
RNESH, ANEORYE : 2018-05-25

U= GRSz FSA0HBINEIER(TODO)

ENZRRAA FERZXIERAT Requestld,

NHEEIR,

%411 Tq H584m
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———
IREN HEW EE=REE(R)
T EHTETE): 2024-10-18 10:38:36
v -
1. EOHA
EOEkigE : tke.apil.finance.cloud.tencent.com,
RENAEWERER(H)
EOMZCERINERS) : 200%/70,
EOSEFRATAE : 2022-04-11 20:07:53,
BRI E EY,
A M2
2. MANSE
LINBERSHGIRFIE TEOBRSHFRD NHESH |, TEARSHIIRDAHLERSE,
SHER Wik FEYFNULL A A
Action 2 s String AHESE, AEOBYE : GetlLogCollector
Version =2 & String NHESE , AEOEYE : 2018-05-25
Region 2 S String RHEBH, R ESISHOHBIEFIZR(TODO)
Clusterld =2 & String ER¥ID
Name g & String EREHNZZF
A M2
3. e E
SHER ESic) A
LogCollector LogCollector HEREMN
Requestld String HE—EX ID , ®XiEKRESIRE, BRI EEREZRIEKA Requestld,
H >
4. SEIRAS

UG T 3Ol SSIBIEERA0EIRD | BERIDEN A THEIRD,

EIREE
InternalError

UnknownParameter

WS : BRmEmEX

Jila]
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IREVEE R H S B RNRTS

RITEHTAYE: 2024-10-18 10:38:36

1. EOHEA

EOBEKRIES © tke.api3.finance.cloud.tencent.com,
RNERFHEBRRE

FONBEOIERIRIRS : 200R/FD.

EOEHATE : 2022-04-15 14:54:32,

EORMER LN,

2. NS

BesiRSS (TKE)

UTBERSEGIFRGIH T ROBERSHIBO NHSE , TBAHSHFIRDAHIERSH,

SHETR whi%E FEVFNULL it fEA
Action 2 & String AHBE, KEOBYE : GetLogCollectorStatus
Version 2 sy String AHSE, AEEOEYE : 2018-05-25
Region £ S String AHSE, FIFRIFRFIZRTODO)
Clusterld B &= String EREID
3. EitH&4
SHER ESid) iR
Enabled Bool EAHETHERE
CurrentNumberScheduled Int64 HBIPODIE TEI=E
DesiredNumberScheduled Int64 HRZEPODIEITHIE
Requestld String  ME—EKID , ®XEREIRE], ECRRRFRERMLIZRIBEKAT Requestld,

4. $EixtS

UG T OSSR A0EIRD | EfERIRFER A HEIRD,
FEIRD

InternalError

WS : BRmEmEX
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HIRD A

UnknownParameter

WS : BRmEmEX 55414 TM H584
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O BASTCE

I HTUESIE

RUTEHTAYE: 2024-10-18 10:38:36

1. #EOfER

EOERES :
ERHERETIR
BOAREOIESORERIRE - 200R/%D,
EOEHATE : 2022-04-07 20:34:07,

tke.api3.finance.cloud.tencent.com,

BesiRSS (TKE)

EORSEREN,
2. MINSE
LITNBERSHGIRNFIE TEROIBERSHFRD NHESH |, TEARSHGIRDAHLERSE,
SHER whisk FEIEFNULL &g fEA
Action 2 B String HBE, KIZFOBYE : ListLogCollector
Version 2 & String AHSE, AEOYE : 2018-05-25
Region £ & String AHSE, FEIFRIFEHFIZR(TODO)
Clusterld = = String EEFID
Limit = = Int64 BRAEHEE, BHA20
Offset B = Int64 /29 RNINU
Search B 5 String B BRI R SHHRBBAN M BEWESTR BT IS
3. WHEE
SHER =it fEA
TotalCount Int64 AEWERNE

LogCollectorList LogCollector

Requestld String

4. FEIRtS

UG T 2Ol S5BEERA0EIRD |, EfhiEiRBiFER

WS : BRmEmEX

ASWERERR

E—IEK ID , 8RIERESIRE. EMIAEISEERAZRIEKRA Requestld,

NHEEIRAD,

%415 1 H584m
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IR R
InternalError

UnknownParameter

WS : BRmEmEX 55416 T0 H5840
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(RS I

RUTEHTAYE: 2024-10-18 10:38:36

=7 =N
1. #EOEA
ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
B ERFEM
FNBEOERIEIRS : 200R/FD.
EOSFEFHATAE : 2021-04-27 15:39:11,

EOBEIOES &N,

2. NS

LINERSHGIRNG I TEOERSEFIED NHSE

SHETR % FEFFNULL
Action 2 &5
Version = =
Region = =
Clusterld = =
ClusterName & &
ClusterDesc B =
ClusterRunTime &= &

3. FitHEE
SHER it fEA
Projectld Int64 ERRTEINE
ClusterName String EREZIR
ClusterDesc String ERHRIA
Requestld String

4. $EIRAS

WS : BRmEmEX

BesiRSS (TKE)

SERHID
ERFRIR

S ST
SERHTITRIER

E—iEK ID , BRIEKRESIRE., ERRSFEERIZRIERE Requestld,

%5417 71 #5841
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PAIMRFIH 7O SZEEXANEREE | B ERGFE N A TERE.

HIRAD 5

5t

InternalError
InternalError.DbAffectivedRows
InternalError.DbRecordNotFound
InternalError.CamNoAuth
InternalError.Db
InvalidParameter.Param
MissingParameter
ResourceUnavailable
InternalError.Param
ResourcelnUse

ResourceNotFound

WS : BRmEmEX 55418 TN H584m
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{ZBUREPATS St

ERITEHHYE): 2024-10-18 10:38:36

1. O

EOEkigE : tke.apil.finance.cloud.tencent.com,
IEBURITS =it
BOAEZOISRIRERPRE : 200K/FD,

EOEFRAYE : 2021-12-09 15:54:36,

BesiRSS (TKE)

ZEOBRIRER N,
A sl
2. NSEL
UTBERSEGIFRGIE TEROBSRSEFIHDALESE , TEAHSHIIRDATERSEL,
SHER WiE FRIEFENULL -l i)
Action 2 S String ~HBE, KZFOBYE : ModifyClusterVirtualNodePool
Version =2 &5 String NS AEOEYE : 2018-05-25
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A sl
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SEEFR i) R
Requestld String H—iEK ID , BRiEKREPSIRE]., EEMATEERAZXIEKA Requestld,

4. %D

UG T 2O SSIBAEERA0EIRD | BERIIFER A TR,

WS : BRmEmEX

%419 ™

58411



S BRASTCE ARG (TKE)

FHIRAD R
UnknownParameter
InternalError

InvalidParameter

WS : BRmEmEX 55420 T H584m

\|



O BASTCE

BesiRSS (TKE)

&iflicense cpu core2GHEH

RUTEHTAYE: 2024-10-18 10:38:36

1. #EOfER

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
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Enable =
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S RISEE AL
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ClusterName
ClusterDescription

ClusterVersion

ClusterOs
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ClusterNetworkSettings

ClusterNodeNum

Projectld

TagSpecification

ClusterStatus

Property
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Imageld
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EERFERIER S
R YEaInodeH 2

SEFRTERIIEID

I AT IR,

EEPIRZ (Running iz17H Creating BlEH
Abnormal &)
EHELH(BEEHAREEMENMAP , BEFERE
fENodeNameType (lan-iptEz{F1hostname &
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BERAASHHEEEH. RGOS WINRHEEE— 5.

(RIEEGNEIARE, ZS#5PasswordaKeylds NAEERIATISRE, RE
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55427 71 #5841

\|



O BASTCE

TRXEIR
#AT™EOSIA -

% N
Zone

TotalCount
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a Bool EAFEAMIGELB
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BN T™EOS|A - AddExistedInstances, CreateCluster, CreateClusterAsGroup, CreateClusterlnstances,
CreateClusterVirtualNodePool, CreatelndependentCluster, CreateLogCollector, CreateTKECluster,
DescribeClusterAsGroups. DescribeClusterlnstances, DescribeClusterVirtualNodePools, GetLogCollector, ListLogCollector,
ModifyClusterVirtualNodePool, UpdateClusterInstances. UpdateLogCollector, UpgradeClusterlnstances
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Value =
SubnetResource
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FEFFNULL eyt fA
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AR WAISE FIFNULL ESid) A
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InstanceUpgradePreCheckResultltem

TR ETER

AN TZEOS B : GetUpgradelnstanceProgress
&R Wik FEEFNULL KA R
Namespace 2 & String TYERERE A
WorkLoadKind 2 & String TEtREER
WorkLoadName = & String TEREBFR
Before 2 & Uint64 IKZET A LYEGErunningfpod# B
After 2 = Uint64 ZEH REILERFErunningfpod# B
Pods 2 5 Array of String TEREAEAT MR ERIpodFizk

DataDisk

AT k8s T REUREBXEESER.

AN T™EOS|A - AddExistedInstances, CreateCluster, CreateClusterAsGroup, CreateClusterlnstances,

CreateIlndependentCluster, CreateTKECluster, DescribeClusterlnstances, UpdateClusterlnstances, UpgradeClusterInstances

BFR whIFE FEFFNULL il
DiskType = B String
FileSystem P = String
DiskSize = & Int64
AutoFormatAndMount = = Bool
MountTarget 5 iy String

DeletePolicylnfo
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WS : BRmEmEX
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Topicld
AlarmPolicyType

ArgusPolicylds

Certificatelnfo

ERIEBER

#HAN O3] 8 : ListClusterCertificates

BFR
Kubeconfig
CertificateStatus
ClientCertificate
ClientKey
NickName
SubAccountUin

ExpirationTime

SimplePodInfo

IXETI RIRENE

#HAN™Z03| 8 : DrainClusterNode, DrainClusterVirtualNode
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Name
Namespace
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=
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=
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BFR WASE
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PodDetail

EKS pod {58

#ANTEOSIA -

SR Wik
Eksld &
Clusterld &
Namespace )
Kind )
KindName =
Name )
Uid =
RecordTime &
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#WanNTEO5|A : DescribeRegions
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Regionld = = Int64 HBiERID
Status = = String MRS
FeatureGates = = String HlEAF T 2 (2 BB SONKIZZURBIFTE B )
Alias = 2 String e EFR
Remark 2 2 String iR R
RunlnstancesForNode
TEAEHNTREESE

N ™EEOS|A « CreateCluster, CreatelndependentCluster, CreateTKECluster

R W% REENULL 68
NodeRole = & String
RunlInstancesPara = =5 Array of String

Array of

InstanceAdvancedSettingsOverrides )
InstanceAdvancedSettings

iy
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EnhancedService

AT EFIRNESERSEABRSHIRE | Inke , nmizEFLfl Agent

BN T™ZEOS |8 - AddExistedInstances, UpgradeClusterInstances

2R Wik RIFNULL 388 A

WS : BRmEmEX
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WORKER, MASTER ETCDR#B
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SRS EIEE.
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2R Wik FPFNULL
SecurityService & =

MonitorService =
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BT ER/RIN/BFREERFcidrZI =EXRY
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RunSecurityServiceEnabled

RunMonitorServiceEnabled

%

R3S,

R3S,

BesiRSS (TKE)

HEZR2RS. EFNEEZEH , WAFERLZE

FEZRZERS. ENMEEZESH  WEAFEREE

AN ™EA5|8 - AddClusterCIDRToCen, AddClusterCIDRToVbce, DeleteClusterCIDRFromCcn, DeleteClusterCIDRFromVbc,
DescribeCcnRoutes, GetVbclnstance, GetVbcRoute

BFR WA
Routeld =

DestinationCidrBlock =
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InstanceRegion =
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fileEntry
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=

=

=
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ENURAREIGESER
N T™EEOS|A - GetUpgradelnstanceProgress
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CheckPass 2 S Bool HEETEY
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AlarmPolicyFilter
HEREILIER
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AR WA FEFNULL it A
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R WAk FEFFNULL ESig) fER
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CurrentReplicas
CreatedAt
Namespace
ReasonMap
SourceReasonMap
Labels
SysLables
UserlLables
ScaleType

HpaPolicy

Zonelnfo

zone58

#ENTEOSIA -

BFR W41
Id 2
Alias 2

WS : BRmEmEX

FREFNULL

T

@
(=)

FBFNULL
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
E
=
=
=
E
=
=
=
=
=
=
=
=
=
=
=
=
=
=

=
~x=

BesiRSS (TKE)

R
ServiceBR
Servicelkz&
Service IP
SMIIP
TEISEID
REIIERS
Serviceifa)ZEE
HAEERIAEL
EEnfEs
BlEEadE)

R EE
ReasonMap
SourceReasonMap
Labels
SysLables
UserLables
ScaleType

HpaPolicy

%
5

ID

alias
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BR Wik
RegionName =
ZoneName =
Status =
Remark =2
CreatedAt =2
UpdatedAt =2

ClusterCommon

SRFPERER
wINTEEOSIA -
BR
Clusterld
ClusterName
Description
Status
ClusterCIDR
CreatedAt
NodeNum
MasterNum
Os
K8sVersion
ClusterExternalEndpoint
MaxNodePodNum
MaxClusterServiceNum
IPVS

ClusterType

EnvironmentVariable

WS : BRmEmEX

BEFNULL

&

=

&

5

=

=
Whidk SBEFNULL
2 &
2 =
2 &
2 &
=z &
=2 B
2 &
=2 B
2 &
2 B
2 =
2 5
2 =
2 &
2 &

s
String
String
String
String
Datetime_iso

Datetime_iso

=]
String
String
String
String
String
String
Int64
Int64
Array of String
String
String
Int64
Int64
Int64

String

BesiRSS (TKE)

fER
FNap-guangzhou
FNap-guangzhou-2
status

Remark

time

time

iR

Sy

SRFEIR

ST

S 3/

$EE¥CIDR

SEREOIRERTIR)

SRR RE
ERFhmaster N E
BRERFER
K8SEREFhRRA
SREFIIAIhiE
ERRASTHSIPodE =
SRR ASHFRSHE
ipvs

S s SIS
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EnvironmentVariable

#AOT™EOSIA -

BR Wik FEEFNULL
Name = =
Value £ =

EdgeCluster

BETEERHER

WA T™EOSIA -
BFR WAsE FEFNULL
Clusterld = =
ClusterName = &
Vpcld = B
PodCIDR = =
ServiceCIDR P =
K8SVersion = iy
Status B =
ClusterDesc 5 &
CreatedTime S S

ClusterCredential

FEAk8s HIAIEER

#ANTEOSIA -
BFR whI%E FEFFNULL
CACert = S
Token = =

TKEEdgeClusterResources

DEERFRIFIS

WS : BRmEmEX

BasiRsS (TKE)
RE fEk
String key
String val
St fER
String EEfId
String EBEZIR
String Vpc Id
String Ef¥pod cidr
String EEB¥ service cidr
String k8s R4S
String SRS
String SEHEAER
String SREFCIEEATE
il fEA
String CA tRIEB
String TNIEFBRIToken
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HANTEOSIA -
BR
Clusterld
CPU
Memory

NodeCount

InstanceBaseSettings

TRAERIER
#AT™EOSIA -

AR Whi%
Instanceld =
InstanceName =
Zone =
Wanlp =
Lanlp =
Cpu =
Mem =
Gpu =
KernelVersion =2
Oslmage =
IsNormal =

AbnormalReason =

K8sVersion =
NodeRole =2
LabelValues =
Unschedulable p=3

WS : BRmEmEX

FEFNULL

@

H

iy

iy
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iy

iy

iy

m

FBEFNULL

Py

H O

i

s
String
String
String
String

Array of
String

Uint64
String
Uint64
String
String
Uint64
String

String

String

Array of
Label

Uinte4

BesiRSS (TKE)

it fEA
String EE+id
Float ERFcpuRFl
Float EREmemory/SF
Int64 EERFTRE

TR

FAlnstanceld

TIRBR

T EFrfEZonefSA (string)

TIRINIIP

TR AP

TIRCPU (B84 - 2t%)
TRAFERR . M)
FHEGPUER

T RPIZIRA
TREBFRRERG

ot
I
il

BIEBRA0 BHE 1 IEH 2 glE)

N

HIRE

0

K8shiRzx

TEAE, MASTER, WORKER, ETCD, MASTER_ETCD,ALL, ZiIA9
WORKER

HiLabeltRESF%E

RERTLMIER (0 RRAILMIEE . KT0 XX AT LBIEE )
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PersistentVolumeClaimVolume

PersistentVolumeClaimVolume

WA EOSIA -
2R Wik FEEFNULL
Name = =
DiskId S B
FsType B B
ReadOnly & &
SecurityPolicy
YNTEE S
WA TEOSIA -
2R Wik FEEFNULL £t
Policy = = String
Description = = String
LogInputOptNamespace

A5 S EEA

#UNT™EEOS|A : CreateLogCollector, GetLogCollector, ListLogCollector,

BFR WAk FEEFNULL it
Namespace = =5 String
AllContainers a s Bool
Services &= = Array of String
ResourceStatus
AN OS5 A : DescribeClustersResourceStatus
AR WhiE AFNULL S

WS : BRmEmEX

SRS (TKE)
et A
String pvc@fﬁ(
String cbs id
String fs 25HY
Bool BERE
HR
e EIgH0192.168.0.0/24
#giE

UpdateLogCollector

ERNGETARE SR

ServicesZFREH
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B WhiE FEFNULL il R
ClusterInstanceld = B String £E8¥ID
Status =2 & Array of ResourceStatusitem BERBINES

ClusterResource

ClusterResource

AT EOSIA -

BFR 5% FEVFNULL it i)
Clusterld = S String =5:£3(p)
SubnetResources 2 S Array of SubnetResource FRERYIZR
ClusterPodQuota & & Int64 EERF N PodEEHEIER
ClusterPodNum B S Int64 ERNELEAIPod B S E
Routelnfo
SR IRAYISR
#ANT™ZO5 | : DescribeClusterRoutes
BFR WA FEVFNULL il fEA
RouteTableName =2 &5 String BHEESZTR.
DestinationCidrBlock = B String BHAYiCIDR,
Gatewaylp = S String T—Bkibit,
ClusterlnspectionProgress
SRR AT E
A0 TZO5 | - DescribeClusterInspections
% N le\ii‘t-: f[\,ifFNULL ;Q*ﬂ ;ﬂ—]\i

HEIEEBER | init_env: ¥IIRLIRE | Tkagent, init_k8s_resources : KEX
Step 2 & String  kubernetes#&iRinit_components: SKEZ/MBH-EEinit_machines : SKENTS st
s¥diagnostic : IETEIETEERT

Percent £ & Float SEHEE DL
RIS : Bl =EmEX 285463 T #5841
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Filter

Jigas

BN TZEOS | : CheckInstancesUpgradeAble,

2R Wik FREFFNULL

Name = B
Values 2 =
Imagelnstance

BIRER

#HanT™EAS|F : Describelmages

BR Wik
Alias 2
OsName =
Imageld =

OsCustomizeType 2

Arch =
Sportlpvé =
NodePoolOption

IMNFETS mBTRITS mithiZE

S

String

Array of
String

FIFNULL

=
E=
=

=

=
=

fim

fim

2l

#HAN O3B . AddExistedInstances

% iis
AddToNodePool

NodePoolld

AbnormalDetalil

SENRIRFE

WS : BRmEmEX

fk

BesiRSS (TKE)

DescribeClusterInstances. DescribeClusters, DescribeExistedInstances

BIERTR, BFESFiltert , FilterBIXRABIES (AND ) XR. LIRS
JRABBANR A ClusterNameifH T &

BE, &ER—\FilterfZfE%“Values , [E—FilterFValues/aIfIX R 1B 15,

(OR) X&,
il fER
String  BE&IIE
String  BMERHRER
String  $BIKID
Strin AERIEGRA , "DOCKER_CUSTOMIZE" (B e8EHIhR),"GENERAL" (E1E
O ek, EiME)
String  {R&AIcpuBEts , BUE: x86/arm
String Sportlpv6
FEEFNULL il fER
& Bool EEIMAT R
& String Truthid
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AN T™EOS|A : DescribeClustersResourceStatus

=2
Namespace

ResourceName

TagSpecification

fim

fim

FEEFNULL

=

as
A

BesiRSS (TKE)

Hk
kubernetes namespace

kubernetesZRZFR

rERYIER, BIEEZSHILRRSEREEMENAIRIRLS SRS ErERIm TN,

#EN OS] : CreateCluster, CreatelndependentCluster, CreateTKECluster, DescribeClusters

BR Wisk
ResourceType =
Tags =
ZoneResourcelnfo
JHRERERER
WA~ EASIA -
BFR D%3vis
Zone =y
Resourcelnfo =

Node

#WaNT™EOS| A : DescribeClusterVirtualNode

BFR

Name
NodePoolld
Subnetld
Phase

CreatedTime

WS : BRmEmEX

FEFFNULL it
= String
= Array of Tag
FBEFNULL
=
a
Ay FEFFNULL
= a
= a
= &
= a
= =

1%

IRESBERIRIRSREY | SRISRFREL « "cluster”

IREXIFIR

&<t i)

String AKX , flap-guangzhou-2

String RRER
E<id) i)
String AT R
String TRithid
String TRFMid
String TRRE
Datetime BIEERTIE]
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PodInfo

PodRIIFAERER

W TEO3S| A : DescribeClusterPods

BIR Whi%E FEFNULL &g TR
Name = = String Pod&#R
Status =2 = String PodHBIRZS
Reason 2 2 String AFHEHASIRR
SourceReason = = String fEkubernetestERIURE
Ip = B String Pod IP
RestartCount = = Int64 PodEE/E/REL
ReadyCount = 2 Int64 PodmitE=essi=
NodeName 2 2 String FRrET AR
Nodelp = = String FRrEDRIP
StartTime 2 2 String Pod/SzHE]
Containers 2 2 Array of ContainerStatus Podfr&BEEER
IPAddress
IP ftbik

#ANTEOSIA -

BFR Wik FEFFNULL it iR
Type 2 = String Ip HbhEAYSERY, AT advertise, public £
Ip = ) String Ip ik
Port 2 & Uinte4 A Z&is ]
AutoScalingGroupRange
SRR RERRY YRR R A SC I/ IMBESC IR
B TZEOS B - ModifyClusterAsGroupAttribute
BFR Wik FEEFNULL ESidl fER
MinSize S B Int64 {ER4RLE B/ NSEIEY
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AR WA FEVFNULL it fEA
MaxSize 5 S Int64 {ERGRE R ASERIEL
MachineCore
SF&machine BiRIZEL
A0 ™ZEOS | : CollectAllCore
2R WhISE FEEFNULL E-Si] A
Productld p=3 = String 1BEKid
ProductldDescribe & =2 String TR
UsageUnit = S String fERETT
UsageValue 2 & String EJEEi=s
ClusterAsGroup
SRR EREAES
#an O35 : DescribeClusterAsGroups
B Wik SRIFNULL 2§ fnA
AutoScalingGroupld 2 B String {E4gHID
{BEEIRZS(FFE enabled FFEH enabling X7 disabled &
Status =2 B String disabling &% updating filf& deleting FFiB4EE+
scaleDownEnabling X[A48Z&+ scaleDownDisabling)
IsUnschedulable 2 = Bool TREAREMATEE
Array of
Labels = = {egELERYlabel 73R
Label

CreatedTime

il
i

UpgradeNodeResetParam

TRAREERSH

#ENT™EEOSIA - UpgradeClusterlnstances

AR Wik FSIFNULL
InstanceAdvancedSettings & =

WS : BRmEmEX

Datetime  GIZEATE

ES

tre

fik

InstanceAdvancedSettings SCASHMNEBIZESEEE
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AR Wik FFENULL SR8
EnhancedService =5 =5 EnhancedService
LoginSettings = = LoginSettings
SecurityGrouplds &= &= Array of String
ScaleMetrics
HPAZESIEIR
wANTEEOSIA -
BR Wik FBEFNULL
Name 5B =
Value = iy
InstanceUpgradeClusterStatus
TRARIEF LIRS
BANTZEOS | : GetUpgradelnstanceProgress
BR Wik FEEFNULL
PodTotal = =
NotReadyPod =2 &
KeyValueData
KeyValueData
wWAIT™EOSIA -
AR WA FEVFNULL
Key = )
Value = &

WS : BRmEmEX

BesiRSS (TKE)

%

EERS. BUZSHTLIEERRHER
T, ahEERS. ENEEZSE . U
BINFFE=GER. =22iRS.

TRERER ( BaisZEFEHEPassword
& MKeylds )

SLFIFEREE. ZS A LABTER
DescribeSecurityGroups BHREHEAAY
sgIdFESRIAEN., ENETIZSE , NEE

B Zz2E, (BfCHFHIERsgl)
i R
String (A
String 1EinME
il fER
Int64 pod=2Eg
Int64 NotReady pod/i=&i

String key
String value
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ContainerProbeResult

BERIMOESER

WA EOSIA -

2R W FSIENULL 28 R
ProbeType 2 B String IRETEBIATFIRENE N liveness B readiness
= = RETOEER, ERELEprobefIIAT fotrue , ERBMNERHTENETE
Ready = = Bool ——
BT A=EE .
— /N \Q 4t L ATy —pa = H AL (=2 R P <
TTL 2 = Uint64 MEBEERINERTE, —hRI&B R PeriodSecondsiI5(S , RS /Ksetht

il

ClusterAdvancedSettings

SR RERE

N T™EEOS|A : CreateCluster, CreatelndependentCluster, CreateTKECluster

AR Wik FSFFNULL 388U b
IPVS & & Bool EEBRIPVS
=P Rt B B hirArEeS e iEaY—vi=ly i
AsEnabled = e Bool i)mEﬁﬁxﬁ‘p,mEE?J?F_fﬁe(@UExﬁumsz'ﬁ%FE.'JttIiJ
Be

ERHFARruntimezEaY |, G3F"docker"f1"containerd"Ffdh

ContainerRuntime = = String A B4 docker”

ERthT mNodeNameZEE! ( &3 hostname,lan-ipFaFfifs

. , B Alan-ip, hostnamet&z, , RIS mH

NodeNameType A A String ;:%?;;ajoasm: mjéiﬁiglzz:a:ceﬁfieﬁgéﬁ; ﬁﬂj

HostName—%{ )
ExtraArgs & & ClusterExtraArgs EBRTENSE
NetworkType = = String fiﬁ?éﬁ%iﬂ ( BEGR(EBEEH)FIVPC-CNIFFIME, , ERA
IsNonStaticlpMode &5 &5 Bool EBVPC-CNIEXES HIEEEIP , BRA: FALSE EEIP,
IsDualStack & & String SERRT I

Taint

kubernetes Taint

#HUNT#EOS|A : CreateClusterVirtualNodePool, DescribeClusterVirtualNodePools, ModifyClusterVirtualNodePool
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R Wik FEEFNULL xE
Key = = String
Value B & String
Effect B = String
EdgeClusterPublicLB
DS EERFARIGE R EIIEER
WINTEOSIA -
2R Wik FEFFNULL ESit]
Enabled = S Bool
AllowFromCidrs =5 5 Array of String

RunSecurityServiceEnabled

WRT "nEZke" IRBEXRER

A0 TZEOS | - AddExistedInstances, UpgradeClusterInstances

HEERSS (TKE)
s
Key
Value
Effect
A
EAFEAMIAELB
SRR ARcidr

B Wik ASUEFNULL KB #5R
Enabled & = Bool BEEFBRZLZERS. BUEEE : <br><li>TRUE : F-ABELEIRS <br>
= = <li>FALSE : ERAFEEZLIRE <br> <br>BABYE : TRUE,
Volume
Volume

#AT™EOSIA -

BFR whi%E FEFFNULL E3id)

Name &= = String

Pvc = = PersistentVolumeClaimVolume
TencentCbs = a TencentCbsVolume

Secret &= = SecretVolume
ConfigMapPayload & & Array of PaylLoad

WS : BRmEmEX

TR

R

pvc volumefZ&
cbs 82

secret

Config Map Volume payload
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Evaluator

BB ENE B

#HanT#O5|F  AddAlarmPolicy, DescribeAlarmPolicies. ModifyAlarmPolicy

BFR Wik
Type 2
Value =

InstanceDataDiskMountSetting

CVMLhIEiEEIE R E

AN T#EEO5| A : CreateCluster

g N
InstanceType
DataDisks

Zone

EdgeClusterlnternallLB

DS EERFAMITEIELBER
WA EOSIA -

AR WA
Enabled =
Subnetld a

i

i

i

FIFNULL

=
=

T
[}

FBEFNULL

=

iy

iy

AEFNULL

a
[}

=
[}

ExistedInstancesForNode

FEABNEFENTREESH

WaNT#EO3| A : CreateCluster

BFR

WS : BRmEmEX

&

& FEENULL 258U

BesfRsS (TKE)
-3t TR
String EEHIMED |, BRIsISgtRItER
Float HERENRE
E-Sid ik
String CVMELfIZEE
Array of DataDisk HIERERER
String CVMLAIFrERT X
ESidl TR
Bool A EAMIEELE
Array of String AIRIIRILB KBRS FRId
fER
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% N

NodeRole

ExistedInstancesPara

InstanceAdvancedSettingsOverride

Metadata

Metadata

il

fil

Iy

#HUN 03| 8 : DescribeHelmChartDetail

BR
APIVersion
AppVersion
Description
Name

Version

AlarmPolicySettings

e i settings

117 I 7 1

iy

FBEFNULL

Iy

iy

Iy

FEEFNULL
=
=
=
=

=
=

S

String

ExistedInstancesPara

InstanceAdvancedSettings

#Wan OS5I : AddAlarmPolicy, DescribeAlarmPolicies, ModifyAlarmPolicy

BFR WS
AlarmPolicyName =

AlarmPolicyDescription = &

il

AlarmPolicyType

WS : BRmEmEX

FBEFNULL
A~
[

=

iy

String
String

String

String
String
String
String
String
fiik
HERIEER
HERIREA

BesiRSS (TKE)

1%

Tafat , BYE:MASTER_ETCD,
WORKER, MASTER_ETCDR
el
INDEPENDENT_CLUSTER ¥#i37
ERIRTEENSTE, MASTER_ETCD
BEEENI~T , BN,
MASTER_ETCDE/NEEE S
4C8G,

EFELFINERSH
TREHRE  SEEERFRIIR

&Y
InstanceAdvancedSettings ( 2

BRI TR B ENS#ExtraArgs
&%)

R
apikiA
apphiA
i)
BFR
RS

HEEEAY | Bcluster , node , pod =FhEEY,
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% N

AlarmObjectsType

AlarmMetrics

AlarmObjects

ClusterCondition

SERFEIEITIE
HANTEOSIA -
BR
Type
Status
LastProbeTime
LastTransitionTime
Reason

Message

EksCluster

SMEERHER

AT EOSIA -
BR
Clusterld
ClusterName
Vpcld
Subnetlds
K8SVersion
Status
ClusterDesc

CreatedTime

WS : BRmEmEX

i

il

FUFNULL 2680
= String
= Array of
AlarmMetric

= String

WAIE FE¥FNULL

/TEE =

= a

= =

E= =

= =

E E

= =

E =

= =

E= =

WAl FEVFNULL

/TEE =

= a

2 &

= a

2 &

= =

[} =

7z =

= =

= =

[ =

fik

HEIRIBERE,

BesiRSS (TKE)

all : £EPRISREE. part : REEE

BIEB D XIREBRE.

HERETRIIR.

FEMR , ZTBEESDR.

=]
String
String
Datetime
Datetime
String

String

RE

String

String

String

Array of String
String

String

String

String

i35

ESitiellfenpECSid

SR EEIERS
RE—RIRNERZASHIRSE]
RE— KRRz FZRIRTIE]
258l EANE R ETEIEES
EIREIZITIENESER

fEiR

g=E¥ld
SEFRIR
Vpc Id
FRFIR

k8s hRAS
SREHEIAMER

ESielliedi )
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g iis

ServiceSubnetld

AN~ O3|F : DescribeClsLogSets

BFR
LogSetld
LogSetName
Period

CreateTime

=

E
=
E=
=
E

=
=

ClusterAlarmSetting

ERHEERE

WA T™EOSIA -

B AT

Clusterld =

BMonitor =2
ExistedInstancesPara

EFELAIRERSEH

AN T™EOS|A : CreateCluster

% IS

Instancelds

InstanceAdvancedSettings

EnhancedService

LoginSettings

WS : BRmEmEX

iy

iy

BasiRsS (TKE)
FEEFNULL ESid) fk
= String Service FMId
FEFFNULL ESic) fEk
= String HEEID
& Array of String HEEZR
= Int64 JEER
= String ClEERTE]
FHFNULL 7 sk
= String £R¥ld
B Bool EARET HEEE
RYFNULL 28 fik
5 Array of String £EfID
& InstanceAdvancedSettings SLHSHUMNEEIRBESIER
1EEIRSS. BUZSHAILUEEREHER
& String TE. ohiEERS. EMEEZSH ., U
HWNAER=EE. oR2RsS.
= String TRERER ( BAHSHHERAPassword

BiE & MKeylds )
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EFR Wik
SecurityGrouplds =
HostName =

AvailableExtraArgs

SHTRANBEENSH

FIFNULL

iy

iy

a4 O5|F : DescribeClusterAvailableExtraArgs

BR Wil
KubeAPIServer b=
KubeControllerManager =
KubeScheduler =
Kubelet =

ClusterInfo
ERHEEEBREA
#HANTZMO3| 8 : DescribeUserClusters

BR
ClusterDescription
Clusterld
ClusterName
ClusterType
ClusterVersion

CreatedTime

ClusterBasicSettings

HAERFNEATERER

WS : BRmEmEX

FEEFNULL
=
=
=

=
~x=

e
2

Array of String

String

S

&2

Array of Flag
Array of Flag
Array of Flag

Array of Flag

FeFNULL

=

o o o

iy

%

BesiRSS (TKE)

SIhIFfEREE. ZSErILABE AR
DescribeSecurityGroups AJREIEFAY
sQIdFERSKIREN., ENEEIZSEL , NEE

Hizeh.,

BERSR , TTLUSEIEKELAIR
HostName(&EfAHostNamet&E=hT | Lt
SEME |, FINBTRBRASUEFASE/RINS

RunlnstancestzHostName—%%)

1%

kube-apiservera] FHIIEE N 4]

kube-controller-managera] BRIBEEN 241

kube-schedulera] BB EN &34

kubeletrT ARIEENX 28]

String
String
String
String
String

String

EE&FID
LSS
ESHESi
SRR
ESitellfedi )
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BesiRSS (TKE)

N T™EEOSIA : CreateCluster, CreatelndependentCluster, CreateTKECluster

BFR
ClusterOs

ClusterVersion
ClusterName
ClusterDescription
Vpcld

Projectld

TagSpecification

OsCustomizeType

NeedWorkSecurityGroup

EKSPodInfo

EKSPodInfo

#AT™EOSIA -
BR
EKSId
Clusterld
Name
Namespace
Kind
KindName
Zone
Vpcld
Subnetld
CPU

Memory

WS : BRmEmEX

Wik

a
=

o oy o o

i

i

iy

FVFNULL kB
& String
& String
iy String
= String
&5 String
& Int64
= Array of
TagSpecification

iy String
a Bool

FBEFNULL

=

a=

=

=

[}

=

=

=

[}

a

[

=

[ ]

a

[

=z

=

T

[}

=

=

fiik

EEREZE  centos7.2x86_64 BiE ubuntul6.04.1
LTSx86_64 , BRIAEYEubuntul6.04.1 LTSx86_64

EERHhRA BUAENL.10.5
S
SeRFiA

FAEMIERID |, Fesvpe-xxx, BIEITEZSERRTINME.
RS RIRATEIEID.

IREmAYIR. BIIEEZS AR ERSEIE
RIBIEIESER , SRR E U SRF ST,

NEEPESIRA , "DOCKER_CUSTOMIZE"(BSEEH!
hR),"GENERAL" (Ei@hR4s , BRIAE)

BT ANBAZREEIA 7, Aphlatstt)

&<t fEA

String EKSId

String ER¥ID

String pod&ZFR
String podAdnamespace
String MK S-Sl
String TEGEZFR
String AAX

String vpcld

String FMId

Float cpu

Float e
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HIRh

RUTEHTAYE: 2024-10-18 10:38:36

TsEeRR

BesiRSS (TKE)

INFIREERFTFAE Error FER , MIZRZNERA APL LM, 590 :

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

12

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

Error FfY Code FHIRAS , Message FRNZia=AIEAER.

SHETEVIES
LHERDB
EIRAD
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

WS : BRmEmEX

iEA
EIRAEE (A2 APIZEE ) |
MFA &R,

B FE. BEEHENEZRESCHMREESR | ISER | BOEERES
HEIFH  TERIEMEETE.

ERTH. Timestamp MRSBIRAGEMEENMGBIODH , IBRERINEERENER
BEL.

ERER. SEUEER  BURBEAANPRROLICEEES Z I AR,
token $&iR,

Bk CAM 1Y,

DryRun #F , RFRIBEREEEMINA . RESET DryRun 24,

(=SS

REBFEIR.

EORFHE.

SEGEIR.

SR EEIR.
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HIRD

LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

AV S5HERAS
Hixhg
InternalError.QuotaMaxNodLimit
ResourceUnavailable

InternalError.DbRecordNotFound

1588

IS ECRRBRE .
TROSEGEIR,
BEORATRFE.
TERAREGET 7 IREPRE .
RFH G,

R E.

BRNFIE,

RIFEAATH,

RIZRURLE,

RANSEGER,

BMEARSSS,
http(s)IEKIMSEIR , R3Z#F GET #1 POST 153K,

BORSHSRATEbEL,

InternalError.CidrConflictWithOtherRoute

InvalidParameter.AsCommonError

InternalError.CidrMaskSizeOutOfRange

InvalidParameter.Param

ResourcelnUse.KubeResourceAlreadyExist

InternalError.KubelarvisAlreadyRunning

InternalError.PublicClusterOpNotSupport

InternalError.CidrOutOfRouteTable
InternalError.ClusterNotFound

InvalidParameter.ClusterNotFound
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IR B
InternalError.QuotaMaxRtLimit
InternalError.DfwGetUSGCount
InternalError.AccountUserNotAuthenticated
UnsupportedOperation

ResourcelnUse

InternalError.OsNotSupport
InternalError.QuotaMaxClsLimit
InternalError.RouteTableNotFound
InternalErrorImageldNotFound
InternalError.CvmNotFound

FailedOperation
InternalError.TaskLifeStateError
InvalidParameter.GatewayAlreadyAssociatedCidr
InternalErrorAsCommon
ResourceNotFound.KubeResourceNotFound
MissingParameter

InternalError.CidrInvali
InternalError.CidrConflictWithVpcGlobalRoute
InternalError.VpcRecodrNotFound
InternalError.RouteTableNotEmpty
InternalError.UnexceptedInternal
InternalError

InternalError.CvmCommon
InternalError.DbAffectivedRows
InvalidParameter

LimitExceeded

ResourceNotFound
InvalidParameter.InvalidPrivateNetworkCIDR

InternalError.TaskNotFound
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IR iRE
InternalError.CreateMasterFailed
InternalError.VpcPeerNotFound
InternalError.CamNoAuth
InvalidParameter.CIDRInvalid
InternalError.KubeClientConnection
InternalError.InitMasterFailed
InternalErrorInvalidPrivateNetworkCidr
InternalError.PodNotFound
InvalidParameter.CidrOutOfRouteTable
InternalError.VstationError
InternalError.QuotaUSGLimit
InternalError.Db

InternalError.VpcCommon
UnauthorizedOperation
InternalError.CidrConflictWithOtherCluster
InternalError.ResourceExistAlready
InternalError.Param
InvalidParameter.CIDRMaskSizeOutOfRange
InvalidParameter.RouteTableNotEmpty
InternalError.DfwGetUSGQuota
InternalError.GatewayAlreadyAssociatedCidr
InternalError.CidrConflictWithVpcCidr

UnknownParameter
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X BIHSTCE

BeSEGIRSS (ter)
FRZS ( 2019-09-24 )
APIHEELS

B EHAYE: 2024-10-18 10:38:37

APIERZ

V3

NGERS N

ORI
BatchDeleteImagePersonal
BatchDeleteRepositoryPersonal
CreateApplicationTriggerPersonal
CreatelmagelifecyclePersonal
CreateNamespacePersonal
CreateRepositoryPersonal
CreateUserPersonal
DeleteApplicationTriggerPersonal
DeletelmagelifecycleGlobalPersonal
DeletelmagelifecyclePersonal
DeletelmagePersonal
DeleteNamespacePersonal

DeleteRepositoryPersonal

DescribeApplicationTriggerLogPersonal

DescribeApplicationTriggerPersonal
DescribeFavorRepositoryPersonal
DescribelmageFilterPersonal
DescribelmagelifecycleGlobalPersonal

DescribelmagelifecyclePersonal

WRFRE - BRmERMEX

AR5 (TKE)

EOTRE

MNREGCE EMFRTag

HEMBR N AREE
BN FIE R =S

BN AR R IR AN SRR

I AhREE S E)
BIENARERCRE

E= NG

FRIBR Rz PR SE H A 25

il SOWNTE S S ST NS M S
R AR C B Tag EEhiBEEE SRS
RN ARR S EEtag

FBRAS Ahan2 =S(a)

il SNt Sen

BN AEHAREMRABE

BN AERARE

AN ABGECRE

HiIM AR SiEEtagRGAETERItaghlZE
RN ANRERREIRSE BRI
SRV AR G EE B ahiBER RIS
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EOBR

DescribelmagePersonal
DescribeNamespacePersonal
DescribeRepositoryFilterPersonal
DescribeRepositoryOwnerPersonal
DescribeRepositoryPersonal
DescribeUserQuotaPersonal
DuplicateImagePersonal
ManagelmagelifecycleGlobalPersonal
ModifyApplicationTriggerPersonal
ModifyRepositoryAccessPersonal
ModifyRepositorylnfoPersonal
ModifyUserPasswordPersonal
ValidateNamespaceExistPersonal

ValidateRepositoryExistPersonal

sSLEEEXREN

BEORBMR
Createlnstance
CreatelnstanceToken
DescribelnstanceStatus

Describelnstances

WRFRE - BRmERMEX

AR5 (TKE)

ZOT08E

KB AR B REtaghlzR

BT ARGBEZEER

REUH BN ERF MNP ARR G CE
HINMARFTECRE

BT AREEEE
ETARFEER

SR ARCEERGRE
REDMAREBEGRABEER
1Z N TR A RS
EIARECERDEE
BRSO R R

B ABFRERED

BIE ARG Z T RERFE

BIEN AR CEREFE

ZOT8E
BlEEsLp
SRENIGRYE RS
EIRSLHPATS

HILHIEE
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ARG

EOEHEv1

EITEFAYE): 2024-10-18 10:38:37

tcecloud API £33/ MARIERETEMNIGIE , BB NMNEKREZTEEAHIETREHFEEER(ER ( Signature ) LESIEERES D, &

BIERHEEFEIER , TEFILEE Secretld 7 SecretKey ; ERFRREREFIL , BRIERAPIZARNEERS , BNLEEA=API
&0,

s=E .

1. RisLEEit

ESE—XERATAPIZA] , BRI ZAPIZARERIELEEIE, L2EIFEE Secretld 1 SecretKey :
e Secretld FAF#rR APLEFEESH

* SecretKey FIFINEEE F R BFIIRS 2 mICIE S E FRTRIZH.

s FARPWITTESRELSEI , BaitE,

HiEZ2EIFEREBIT

1. EFtcecloudBERFZHIA,
2. BIfE=APIZRRYEHI S TRE
3. A=APIZSATIHE , mir [FiE] BIALAGIER—XISecretld/SecretKey

IR AREKSRESELIABIRT Secretld / SecretKey,

2. AR

BTREEESecretld 7l SecretKey/5 , MATLIERMARET, IFREMESBANEMITE -
BIZFAFRY Secretld 1 SecretKey HBIE :

¢ Secretld: AKIDz8krbs)J5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

AR XBERERG , SRERF RN Secretld §1 SecretKey H{T/REHRME !
LU=IRSS2EEELAIFIZR(Describelnstances)iEsk Al , HAFEBX—ZOR , iS5 kESHEaeT:

SHER 3L SHE

Action Yahree=t Describelnstances

Secretld #Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp EE]:R|E1F=1 1465185768

Nonce PEHLIEEEEY 11886

Region SCAIRFERX I, ap-guangzhou
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SHBR 3L S8

Instancelds.0 FEIRIZHIID ins-09dx96dg

Offset wize 0

Limit RARIFEIL 20

Version EORAS 2017-03-12
2.1. S ETHEFF

BRFEERS RS HBIIFERE ( ASCILEE) FHEHER. 2 1 1) RESHSHTHR | S5EERENEIT , R85k ;
2 ) #& ASCII #8EE A/ |, 7 Instancelds.2 EHEE Instancelds.12 [ , ARRFEE , TARKHE. BRTLMEHREES PRIEX
HERFRESRSLINX—INAE , 1 php B89 ksort i, HIRRBISEIHEFERNT:

{

'Action’ : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
"Limit" : 20,

‘Nonce' : 11886,

'Offset' : 0,

‘Region'’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',

}

EREEEFRIHESARN , T EERGIFHSEHTHR | SRINER B,

2.2, BHEERF AT

WEBAEREKRFRR, HE L —SHIFTFIERSEIS A SHETR ="S5E I | 03T Action 88 , HBEEFRA "Action”
, 88BN "Describelnstances" , EIE LS5t Action=Describelnstances . FE : “S&E" o EIAEMIEUrSRBEEE.

REBEINENS IS8R HHEE—R | REERIBERF/HEA:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3, PHESRBRCF/HE

WS BERERRNFAER, SRENERFBEUTUNSE96:

1. iK% 285 POST #1 GET A= , IXEB(FR GET &K , iFEHEAEXE.

2. & RENBEESL/IFZE (Describelnstances) 19I5k 5 : cvm.finance.cloud.tencent.com, SCRREVIEKIEZRIEEOFEEREIAR
BfAR | FERSECRE,

3. BRI LRI A=APIHIERIEZREES / .

4. 15K=ER: B E—ERANE RIS,

ERFEBRIHEAN A BERTE + BRIV +EKER + 7 + ERFRES
THIRIHERERD
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&V
ersion=2017-03-12

24, EpSEREA

S BRAERSER, BEEMER HMAC-SHAL EiEY E—S RSN ERFOIFFRHTES | ARKBEMNE S SR Base6s #1745
13, BIEIRIGRERIER A,
BRI | LA PHP BS54
$secretKey = 'Gu5tIXxGARNpPq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=08&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE&Timestamp=14651
85768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBEINEEEN:
EiP9YW3pW28FpsEdkXt/+WcGel=

ERRCERRIHESTAN , IR LERGIFRRGHTERIIE , BRNERHS6IFHhaI—EEa.

3. BRARIRG

RIS R BT REEIRIFNIBRESE , FEXNHEBT URL %3,

80— R Z A ElIPOYW3pW28FpsEdkXt/+WcGel= , S{EFIR0RREHBIBREE ( Signature ) 7
EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Ti5RTFEMSRAER URL,

AR NRAPKRIEKSER GET , si&iEK5%5R POST @it Content-Type A application/x-www-form-urlencoded , MI&iXiEK
RAEERSHAEIREM URL RS , SHRBN-ASARERIG. IF ASCI FRHE URL fRISAIFRESTLL UTF-8 #{T4%88.

IR FLREIESH http BEREESFTESEHT urlencode , ZEXMMENT , MATREXIERBHT URL 3T , BUAX URL 4
HeSHERLM.

AR : RS BEthTER TR , ISR RFC 3986, fEA %XY XFRFRIFIINRFHTE SR , P XY ot/ HErrF
(0-9 IAEFE A-F) , ER/INEKSILER.

4. ZZEM

HRIESCRREN | T TERRMAEIRD | SRIECIREAE

RIS FEIRfEA
AuthFailure.SignatureExpire BEILHR
AuthFailure.SecretidNotFound BEAEE
AuthFailure.SignatureFailure ERHER

WS : BRmEmEX 55485 TN H584m
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RS R
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 APl ZE3EAY )

5. BRIER

fESCRnyEAE APL 3.0 BY |, #EFFERECERtcecloud SDK 3.0 , SDK 3ETERANIRE , FARNRAX T~ mRHAEREZEORT, FHER
200 SDK iy, HRISHFRIRIZIESH ¢

* Python

e Java

* PHP

* Go

e JavaScript
e NET

ATEBRNFERERTRE , THUSSMREES A0, B OANERTERARIIL. BXkIES. EREOMISANEEERLL LA
BiTfENE  ABRABRSETRE  FAESERN | TRTAIBRERMA SDK.

=AY url BJ8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPREEREEEN  HEEE AR RS HEIRTE |, FLECaNSRIEL url 7FEXSEEHFIFEE R curl Fa<EBINSIREIEN
Bk . SRH. ATEE—NTLUEERER url |, EEERIREIFH] Secretld 1 SecretKey NESLAVZESH , FHERRFHBIRTEEUE
79 Timestamp ,

IR A NENTRG , FARREES | BEER—ESSRITERIR url JEEEEMARE , RMASHIRNFAR |, (BXHARFIER
. REMAESHEE  BESITEIERRIE.,

TR LIMURB(ERT APL 3.0 , FEEERATHEMNERRE | BMERIERN APl , BTFEATERBLSHERUEER | B
XS R AYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// EFRERurhXISEINF B ER

for (String k : params.keySet()) {

/] BFEXSEKEB#Turlencode , BT keyEBRRNFH , #ltA NI Hvalueit{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap <String, Object>(); // TreeMaprILABEIHEF

// SCRmVEFBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHESE

// LB R M ER R F X BIRYE |, 40 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~H5#

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AES#4

params.put("Action"”, "Describelnstances"); // "HE%

params.put("Version", "2017-03-12"); // A5

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // \53&#§

params.put("Offset", 0); // WE5#1

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // A+t
24

System.out.printIn(getUrl(params));

}

}

Python

A WNRETE Python 2 IMEHHIE(T , EESLLEE requests KifiE :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region'’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# HbSCRRER | AThiaaTaer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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w2 S8
EOZERV3
BT SE#AYE: 2024-10-18 10:38:37
tcecloud API SX$EMARIERETHBIGE , S MNERBFRELLEREHTHEIERER (Signature ) LISEERESD. #

BIERHREFEIER , TEFILEE Secretld 7 SecretKey ; ZRFRREREFIL , BRIERAPIZARNEERS , BNEEEA=AP
#=O.

s=E \

1. BT EFIE

HEEIXER=APIZE] , BRIERAPIZSANERIELEEIE. TE2EIFELE Secretld ] SecretKey :
e Secretld FBF#rR APLERESH

o SecretKey FIT N B B IIRS SISO BRI,
. BPUTREERSET , BRTE,

REREFIENERLERINT

1. EFtcecloud BRI ZHIE,
2. BIfE=APIZRRIEHIETRE
3. E=APIZSATIHE , M [FiE] BIALAGIER—XISecretld/SecretKey

TR FFREKSRSLUABMXY Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

ERE  WFGETAE , R3Z#F Content-Type: application/x-www-form-urlencoded #M¥i&=. I3FPOST/% , BHREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data FFIMMAER , json 8REARTEISEZEOIIE , multipart 183X
RERREWSEOSE: | WRHZEOREEER json 18ZVER , S5 REMISEON5RA.

THEUZRSHRERT MNXLHFIREAGF  DEBRNMBELRNTETRE. BAMXBEITERSLAIFIRIIF NS : Limit 71 Offset ,
{#M GET A&,

BRIZFIFH] Secretld 0 SecretKey 252 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9XGARNpq86cd98joQYCN3EXAMPLE

2.1. BHEAEIE R
RIS HHEHIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

* HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , AR GET ;
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e CanonicalURI : URI 2%, API 3.0 EZAERKT (/)

* CanonicalQueryString : &#2 HTTP iE3K URL hIVEIAFFFE , 3F POST 15K , EEATFHE , IJF GET K , M URL ia)
£ (?) GENZRFEAS , AREIEYES : Limit=10&0ffset=0, ;¥ : CanonicalQueryString EE42id URL w3,

* CanonicalHeaders : £5&ZRILEMER | ZOES host F content-type WLED , tLETIIANBEXALESSEBIUREETE
KREgE—MFIZ e, BHENN : 1) 3LE8 key # value Fi—4ER/NG |, FEEERTHE |, IREE key:value\n #&=UHHE ; 2) SLER,
HRABSLER key (/NE ) ROFEEHFFRB THHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £25&ZAEMER | IRBALXIERBMLLIS S5 TER , # CanonicalHeaders B ZHILEABE—XIMNAY,
content-type [ host JusifEskEB, HHENIN : 1) L3R key ZB—HA/NE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ . content-type;host

* HashedRequestPayload : IEKIEXHIIEHE , itE 5%/ Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 33 HTTP i5
KEE/NEX payload fff SHA256 5% , AE+7\#HmS | RERIDHREEM/NEFE., =2 : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload By HTTP i&SKIEX payload,

HRIBELLEAIN | OIRERIRAGEIERENT (ATRNEW , \n BITFRIESSRITEFHI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER TR
AU RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BATEREA TC3-HMAC-SHA256 ;

e RequestTimestamp : i&RATEEL , BIESRLERHY X-TC-Timestamp BUE , W1 L7=BiER A 1539084154 ;

e CredentialScope : EIFEE |, 1829 Date/service/tc3_request , @& HHR. FNEKAURSINLIEFFE (tc3_request ) , Date A
UTC iRAERER B , BUEREMAILSE X-TC-Timestamp HREH UTC iRAERNEIRE—E ; service AF@RE , WRSEB™MH
5, FIa0 cvm, @0 ERGIESK , BYES 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASBHHEFTENECIERENEHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date Z/RMBTEIEL X-TC-Timestamp ITE152 , BRfX A UTC+0, MNRMARZAHEKER , HIIIFR/\X , ESHEXE
ERERmI , BERREMERCERY. RigitER/ 1551113065 , 4/ \XAJRTiELE 2019-02-26 00:44:25 , (BRI HEE
89 Date BX UTC+0 FYHHARS 2019-02-25 , A2 2019-02-26,
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2. Timestamp X/REXRIRFATE , BFEBERRFEHENEREBERSH , MREEETAS NS ERY. MNRKAEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZSHHER ) .

HRIELA LA | REIPERIRFERFRHRUT (AT RREN , \n RTFAESSRITENFI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. i 7SS
1) HEIRESEEA  WBAT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential Y Date FEZEE. , #W1_E3~F , 792018-10-09 ;
e Service : B Credential g4 Service ZEREE. , W30 , 79 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EItEBRINIRES ZER ;
e StringToSign : AIZE2ATEBRIIFEEFRIE ;

2.4. $#H8 Authorization
AN ™R E Authorization :

Authorization =

Algorithm + "' +

'Credential="+ Secretld + '/ + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ', '

'Signature=" + Signature

e Algorithm : &&75i% , Bl TC3-HMAC-SHA256 ;
* Secretld : Z$AXHAY Secretld ;

e CredentialScope : WX , EIFEHE ;

* SignedHeaders : I £ , £5&ZRFER |
 Signature : £

HRIBA AN | IR SEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl174c474
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http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&0Offset=0

BesiRSS (TKE)

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRKW

HRIESSIRER | FEUTERKMANERG | iSHRIEIRIENAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)J5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpg86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretkKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

/] EFRRX , BNESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk ig% 1 : ﬁ;%;m:;’ﬁiﬂﬁi*% *kkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkhkkk ig% 2 ;ﬁ%ﬁ%g?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printin(stringToSign);

// *hhkkkkkhhhkk 5_3% 3: .H.%gg *kkhhhkkkkkhk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// kkkkkkkkhkkhkkk ig% 4 j:}"_'l?% Authorizatlon *kkkkhkkhkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printin(authorization);

WS : BRmEmEX 55493 TM H584
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# Kkhkkkhkkkhhkkhkhk i% 1 o ?#*%m?ﬁiﬁ*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0ffset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *khkkkkhkkkhkkhkhkk 5% 2 : T#;%{%gg?ﬁ% kkhkkkkkkhkkkhkkk
credential_scope = date + "/" + service + "/" + "tc3_request"

WS : BRmEmEX 55494 TN H584
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkkhkk ig% 3 : .‘L_I_gﬁg *hkkkkhkkkkhkkkhkk

# ITEEBHERE

def sign(key, msqg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *kkkkkkkhkkhkkk i% 4 o *;-_’F*g Authorization kkkkkhkkkhkkkhkkkx
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}

WS : BRmEmEX 55495 T0 H584m
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15 KE5H4)

BRUTEHTAYE: 2024-10-18 10:38:37

1. ARSIk

bis ( Region ) 2IEVIEAVEIREFOMIMIEXEY. tcecloud3X IR 2 B2EE | HEARERERATEENREESE
th. ATIHEHEME. RS THEE  ENGEREREIIEEF I,

ERTLUEIT APIED EiiHSIR B mrtETIxR.

2. B{EmY

tcecloud API FIFFEROMEIE HTTPS IHTE(E | IRIAEREMNEEEE.

3. BKTTE
S50 HTTP IS0 E:

* POST (%)
e GET

POST iE3k3z#59 Content-Type 28! :

* application/json ( #if% ) , WHERA TC3-HMAC-SHA256 &7,

* application/x-www-form-urlencoded , %7f#R HmacSHAL g HmacSHA256 &&75i%,

* multipart/form-data ( (X&) | HFRA TC3-HMAC-SHA256 & 751%,

GET iEKANERBR/NARERET 32 KB, POST iEK(FRER A/ HmacSHAL, HmacSHA256 BSASH#EIE 1 MB, POST iEKfERE%
#7558 TC3-HMAC-SHA256 Ff373% 10 MB,

4, FRIImAS

YIEFUTF-84%A3.
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G{EIEEEES

BRUTEHTAYE: 2024-10-18 10:38:37

IERIR[EIZER
IR BRI BB MASFIRE (DescribelnstancesStatus) 2017-03-12 KEAsofl , ERFIRLT , EFTAEAOEEI TS -

{

"Response”: {

"TotalCount": O,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMNERH Requestld REENFE , TiCIFEKRHEINEE , RE APIET , UHESIRE,

* Requestld FBF— APLiEKAIME—IRIR |, W5 API HILRE |, STLABKERERA] , FHREZ ID KRR,

* [RTEEMNFERS  HRIWARKREOENNTFER  AENEOMRENFES IO XEHREN. HFIHH TotalCount 1
InstanceStatusSet 59 DescribelnstancesStatus & OENXIFER , BT EREKNAFREMEZE=RSTLH , Elt TotalCount
FICER FEBRENES 0, InstanceStatusSet FIRI9%,

tEHIRIREIER
ERRSEN , BRI

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMEEZISKARKM, Error FERMEREAERRY Code 1 Message FERTEELMAT 2 EIREIRY,

* Code FREMHBAEIRD , HiEkE BN LSRIBZIERBAEA TS RIBI X ariEOX M ARSI R EEmE RN MR R ELR
.

Message B~ TIXMERAENERER , EWSEESIEMRKE | WAL BRISTEEE , AR AR KEXMERE
&,

e Requestld FBF— API iEKHIME—FRIR , W5R API HIISE , STLABRREA] , FHEMZ ID SeMREE,

~IIEIRY (TODO: EEERE, REEENERER?)

IREIZERPUNRIFAE Error FER , NIFRRBA APLIEOIKM,  Error 9 Code FERFRTMEIRD , ATE A SERIREHINAYEEIRA A AT
IREG , TRFIH T ARG,
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AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire
AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX
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HERAA

BHAAEE (R2T API R ),
MFA $&i%,

BT,

BEELH.

BRER.

token $Eix.

Bk CAM 1Y,

DryRun #F , RRIEKESEMINA . REZET DryRun 24,
(=SS

REBFEIR.

BEORFE.

SEGER.

SHEYERIR.

FRIS ECEPR S .

TROSEGEIR,

EORARFE.
IBRAGREGRL T IRERPRAE
BIRH S .

BIRE.

BIFRAFIE.

RIFARTF,

RIZRURLE.

RASHGER.

BMEARSTH.

http(s)iEkIPGEIR , R3ZHFF GET #1 POST 15K,

EORSHSRTEbEL,
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/,\ X
AN
VT ESATE): 2024-10-18 10:38:37

ISHEATIFRAFPTIZEOLSNENNSEY , NEBE | A MEORBANEONEPAEIXESHHTRE |, BE8RERIITFE
EHXLSH , FREIERREBK.

{58 TC3-HMAC-SHA256 SR 755l , AHSHHFES—HE HTTP Header i3k , 20F :
e C ESid] Wik kR

BERROSMR. BESEROXETHRASEHALSE Action RORIA. FINIRIRSHEHNE

X-TC-Acti i =
C-Action String = EELHIFIZRED |, BYES Describelnstances,

WS . RSRITRA R R EI MbERIEE. RORZAEEESE ROXETRAS

X-TC-Region String 2 HNHSE Region B9REA. ER | REEOARTEEBZSH , EOSEPRXIREINR
B9 | IESBMEEBIZ S ARER.
X-TC- Integer = & 23/01 UNIX BIEB , elicRA#S APLiEKAIRTIE]L, 90 1529223702, & : (IR SRSS=E
Timestamp = REEERESSH , 25 REZTHER.
. : = #ZER APLRORRAS, EESEREOSHRANSLHESEL Version R9EE. BIN1=ARSSZRAMR
X-TC-Version String =
7 2017-03-12,
HTTP fRAESHIAIESLERFER |, g0
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : &&75i% , BRIEEBIZE ;
- Credential : £&1EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIEER , BX
EFRENRHESE X-TC-Timestamp &/ UTC FRERNBIREE—E ; service AF=mE , &
MEWEANFREE 2, Flgicvm ;
- SignedHeaders : 258 Z1HERILEHMEE | content-type F1 host JWAFESLER ;
- Signature : ERFHE,
: IBEHIEBETFEAY Token | FEESIGISZR—RGERA. IREIEE Token FEFIEER
X-TC-Token String =

SREBZEOKE, KEIZEAEE Token,

EBAE VL

{5 HmacSHAL 1 HmacSHA256 EE 7540 , ARESHEEH—HEREREF , IIT

BEERR el ik A
Acti . = BEREOER. RESEROXEPRASHATLSE Action BRI, FlIIN=IRSSEE
ction String 2

RERLHIZIZREO , BUES Describelnstances,

WS : BRmEmEX 55499 TN H584m
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SHETR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

MR

e

String

Integer

Integer

String

String

String

String

String

i

alil

ali

2l

Jalil

Iy

iy

BesiRSS (TKE)

fk

Wi Sy, SRR B EI MBIEAIEIE. FOESZHEREESE E O REA
SRS Region RUGER, R | RUEOATEECERZSEH , EOEP RIS
BIRER , LATEMEEEBIZS AL,

Za0 UNIX Bf[a)8% , FJicRARE APLIERAYRTEL. FI01529223702 , MRS =RF1HE
BETK , 25EERTHER.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHAE_E ERiBERIFRREDHY Secretld , — Secretld XFRME—HY SecretKey |, i
SecretKey & FRARIEXEH Signature,

BRER  BRBRIEIXEKRNG AN | FERPRESFREMASEITEEH. Bt
BIEESNEROSSHE,

B{FRY APLESRRA., BUESEROXERASATSL Version B, AIN=RSES
A9RRAS 2017-03-12,

BEZ51, , Baiszi: HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIFER , EttiERISEHAE HmacSHAL I8IEES.

IERPIERFRFER Token , BEESIGIIEHE—EHFER, GRS Token EEEHRE
EIRSTARZEOKE. KEIZHAFZE Token .

bl ( Region ) RIEYIERIEUEF OAMIEX, tcecloudIFIIEAREIIHZ EEERE |, MIEAEMRERATEEATSELENEE
. ATRHERRRE. B8 TEERE  BERRFELEEFatbE,

EEJ LAY APIEC ENAMIESIER EESTRAIIETIER.
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PAS 5z
WNIUEE SN
AN — =
NGRS BBt EMIPRTag
BT EHTETE): 2024-10-18 10:38:37
< -
1. EOHA
EOEKiEA : terapil.finance.cloud.tencent.com,
BFEN ARG CEF A EMRTag
EOMZOERINERS : 200%/70,
EOSEFRATAE : 2020-02-20 16:45:25,
BEOBIOEE EY,
A M2
2. NS
ATBRESHGIRINGE TEOBERSHIED AHSE | TBAHSHGIRDALERSH,
SHEBR WA FEYFNULL il i)
Action = B String ~HBE, KIZOBYE : BatchDeletelImagePersonal
Version =2 & String NHESE  AEOEYE : 2019-09-24
Region 2 = String AHSH  AEOLFEZBLSEH,
RepoName = &= String BEZR
Tags 2 S Array of String Tag¥lz=
A Y 24
3. BitHZE
SHER ESic) R
Requestld String W—EK ID , @RiEREPSIRE. EENFEERAZRIEKE Requestld,
:tl:\
4. §EIR1S
AT 7O SSZEIERREIRT , EfttERiSiFE A 5=,
IR A

ResourceNotFound.ErrNoRepo
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HiRtD R
MissingParameter

InternalError
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RITEHAYE: 2024-10-18 10:38:37

1. EOHEA

ZEOBEKIEE © terapil.finance.cloud.tencent.com,
BFNAREGCEFHENREGCE
FONBEOIERIRIRS : 200R/FD.

EOSEFATAE : 2020-02-20 16:56:22,

EOBEIOES &N,

2. NS

LINERSHGIRNG I TEOERSEFIED NHSE

SHEBR Wik FFNULL i
Action = = String
Version = = String
Region = &= String
RepoNames p &= Array of String
o X
3. S
e C et fER
Requestld String
H >
4. 35103

PATBH 7O SSIZEEXAEIRIE , BfbERGIF N
HIRID
InternalError.ErrUnauthorized
MissingParameter

InternalError

WS : BRmEmEX

HSE, AEOBYE : 2019-09-24

5

24, FEROTFELBUSH.

D>

b3

BERTRA

H—iEK ID , ERiEKREPIRE]l, EMRRITEERHZRIEKE Requestld,

e

THIRIS.

Jdr
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BRUTEHTAYE: 2024-10-18 10:38:37

<z R
1. #EOEA
ZEOBEKIEE © terapil.finance.cloud.tencent.com,
BT eENBEH AR
FNBEOERIEIRS : 200R/FD.
EOSEHATE : 2020-02-20 16:27:42,

EORMER LN,

2. NS

LINERSHGIRNG I TEOERSEFIED NHSE

SHEBR Wik FSVFNULL 3

Action = &= String
Version = = String
Region = &= String
RepoName 2 a String
TriggerName = = String
InvokeMethod = = String
InvokeExpr & & String
Clusterld = B String
Namespace = =5 String
WorkloadType = &= String
WorkloadName = = String
ContainerName 2 &= String
ClusterRegion 2 = Int64

3. S

WS : BRmEmEX
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NHESE, AMEORYE : 2019-09-24

NHBY , FEOFFEEBILSH.

R B REXIVEIRCRE | library/testigz(,

iR ER BN

fitkA , "all"@EMA | "taglist"iEEtagiitk , "regex"IENfRA
R SIAIRIAT

RIFRRFFETKESREFID

RIFRRRTETKESEE i =SE)

R FBRTTETKESERF T{FfaE_EY, s7RFDeployment,  StatefulSet,
DaemonSet, CronJob. Job,

Rz FBFFETKEEEEF TRRAZR
NIRRT TKESREF TAFAE T AR 2R
Nz FRRFTET KESERE e,
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SEERR ESit] i)
Requestld String W—i5K ID , 8XIEREPSIRE. EENEEREZRIERKE Requestld,
H 3
4, EllBEﬁE_'J

Jdr

DA 7OV S EERAERID | BEERIDFE N HEIR,
EiRtD ik
ResourceNotFound.ErrNoRepo
ResourceNotFound.ErrNoUser
MissingParameter
InternalError
LimitExceeded.ErrTriggerMaxLimit

InvalidParameter.ErrTriggerExist
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BN AWGRGhR A SR RS

ERITEHHYE): 2024-10-18 10:38:37

1. #EOfER

EOERIEE : tcrapi3.finance.cloud.tencent.com,
FRFEN AR OSBRI

BOAEZOISRIRERPRE : 200K/FD,

EOSEFRATAE : 2020-02-20 16:40:00,

EORBESREN.

2. NS

UTNBERSEGIRGIH T ROBERSBHBO OHSE , TBAHSHFIRDNAHIERSH,

SHER Wik FSIFNULL il T
Action 2 S String ~HBE, KIZFOBYE : CreatelmagelifecyclePersonal
Version =2 & String NS AEOEYE : 2019-09-24
Region 2 & String AHSH  FEOFFEEBLSEH,
RepoName =2 & String BEZR
Type = & String keep_last_days{REFRITJLRAVENE keep_last_nums:{REBERITZ /DN
Val = ) Int64 HRESE
3. S
SR ESig) R
Requestld String H—i5K ID , @XIEREPSIRME. ERNBEEREZRIEKE Requestld,

4. HRF

UG T 32Ol S5BEERA0EIRD |, EhERABIFE R A iEiRe

hira
°

EIREE A
InternalError.ErrUnauthorized

ResourceNotFound.ErrNoRepo
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HIRD A
MissingParameter

InternalError
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e WNTEE 2]

BRUTEHTAYE: 2024-10-18 10:38:37

1. #EOfER

ZEOBEKIEE © terapil.finance.cloud.tencent.com,
RN ARESECERETE , thE=EERE—
BONEOIBRIRERIRE] : 200R/FD,

EOEFATE : 2020-02-20 17:00:17,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SEER WA FEEFNULL it A
Action = &5 String HBE, KIZFOBYE : CreateNamespacePersonal
Version = = String NHBE, AEFOBUE : 2019-09-24
Region £ S String AHSH  FEOFFEEBLSE,
Namespace = = String mRETERFR
A s
3. HIHSE
SEEFR ESit] U
Requestld String W—i5K ID , 8XIEREPSIRE. EENEERAZRIERKE Requestld,

4. FEIRAS
BUTVB T LSS B MEARID | BRGS0,

FHIRAG TR
LimitExceeded.ErrNamespaceMaxLimit

ResourceNotFound.ErrNoUser

InvalidParameter.ErrNamespaceExist

InvalidParameter.ErrNamespaceReserved
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TriggerResp
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2R Wik FEFNULL et

TriggerName = = String

InvokeSource = = String

InvokeAction = = String
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UpdateTime = = String

InvokeCondition 2 2 TriggerInvokeCondition

InvokePara = = TriggerInvokePara
DesGitAuthRsp
EiAGitAuthiREE
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A TEOS | : DescribeRepositoryAllPersonal, DescribeRepositoryFilterPersonal, DescribeRepositoryOwnerPersonal
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EBRITEHTAYE: 2024-10-18 10:38:38

TsEeRR

BesiRSS (TKE)

INFIREERFTFAE Error FER , MIZRZNERA APL LM, 590 :

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

13

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

Error FfY Code FHIRAS , Message FRNZia=AIEAER.
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AuthFailure.MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire
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InternalError

InvalidAction

InvalidParameter
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LimitExceeded
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NoSuchVersion
RequestLimitExceeded
ResourcelnUse
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ResourceUnavailable
UnauthorizedOperation
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UnsupportedOperation
UnsupportedProtocol
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InvalidParameter

LimitExceeded.ErrTriggerMaxLimit
InternalError.ErrorConflict
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InternalError.ErrAuthAssigned
UnauthorizedOperation
InternalError.ErrorOverLimit
ResourceNotFound.ErrNoUser
ResourceNotFound.ErrNoCommit
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InternalError.DbError

InternalError.ErrorTcrUnauthorized
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