S BRASTCE ARG (TKE)

#aERSS (TKE)
RS

%

B TCE

WS : BRmEmEX 551 T #5811



O BRTTCE

NIJwhiE
IERRRIRSTKE
UNBEN
Bl EERNINginXiRSS
“HmSHelloWorldi2F
EasHiRWordPress
{SEFICDBRYwordpress
FAFt5re
SHEE
SRHITA
SRt AR
ellfESE
SR BB
TERRESRE
FHRERT
SEERIPVS
SEEAGPURE
CVMB BRI
RERIUNERFEEE
REBNERTIER
REBHRERSIDCEE
BEBCE
REOERA
REOEEAHE
AR RGO
EgEH

REA R ATERINH 2R IR
PRERE

T hig

TRErEE

gD R

BT

IREEEBT R

RETRIEHIIZA

wETmlLabel

WS : BRmEmEX

MEER

BesiRSS (TKE)



BT TCE

ellfE bzl
BER4EA
AR
il GRE Rz
BERBHEREICR
Kubernetesids &8
735
Namespaces
T1eta%
Deployment&IE2
StatefulSetE1E
DaemonSet&EE
JobEHE
CronJob&1E
RETFRERIRIFRS
RETFREAIEERN
RETFRBAMERIGE
RETFRBRIE T SIS
BEEfe4E
BahgaE AR
SEnEE L]
RS
ServiceEE
Ingress&=1E
=1
ConfigMap&1&2
Secret&IE
Ingress 12
Nginx 28! Ingress
A
%% Nginx-ingress L4
{$F8 Nginx-ingress ISIENEEHIMDRE
CLB 258! Ingress
A
Ingress EAINEE
Ingress fEEFAEA CLB
Ingress IEPECE
Ingress Annotation 1B
Ingress Controllers 588
EiEE
T RAMHERIA
I REDEEE
COS 588
CFS 1588
CBS 2BA
CBS &

WS : BRmEmEX

BaahRss (TKE)
553 70 #581W



O BASTCE ARG (TKE)

BE CBSEHA TR ST FIXEE
T&y AEE
I REBAERRBRIRNES
P2P 588
GPU-Manager iBH
HPC i5%BH
Network Policy A
Nginx-ingress i85
TFhE
Volume&Ig
PV&PVCER
StorageClass=1#
NS
hA
ERFUEBMHIFN
ERIVE ST
=
Ui thA
BEREHE
ISR EEETIR
HelmChart
bR
HelmsL%!
Helm®&E
fRRE
B{ELE
rogEiE R web i
docker run SE0EE
B HeELH
SR
1Rk
TKESRGCERFRRIIRIRE
TKESSRF RIFRAPRIEOZIZR
(=R
BB FIKSXTKERRS 2L S a5 RIENR
B E FIKSIENTKESEEF N STENR
MOSLARRELRT
SEEMERIRATEIE A
BRERSRLERE
BeERSTRAMIPIEA
BRENTRNMBZIRE
BETRERIRE
HERE
RRER
SRHEX

WS : BRmEmEX 584 0 H581m



BT TCE

I BmEExX
AR5 & IElRR
BB CEE NIRRT
e b TBIRE
EHENIERR
S52B=XE|
EHEES
APIZ#S
BeSRERSS (ter)
hs (2019-09-24 )
APIHTLS
AR
BEOsavl
EO%RAV3
BREE
IREILE
NS
N ARRFEREO
MARGE G CEREMIFRTag
HEMR ARG
BN ATt AR 2s
BN AR RN BIE RS
BB AR Z =
BIEN ARG CRE
BN AR
FHIBRI FEEE ik A2 25
HHBR N AR B RGN BB RS
BN ARG CETag B oSS
RN AR S EEtag
PR ARRER S A
BN ARG CRE
ERN FAE AR B
BRI AR LR
' AW CE
' AP SiEEtagR G BIERATtagsIZR
RN AR B RERA BoEERE
RN ARG EE BB RS
RN ARG CEtaghlk
BEMARGEZEER
RHERMANERZHNTANRRECRE
HEENARFTBEGRE
HEANMARCERER
=N AFFBCER
SHNARCERGMRA
RENMANREBRERE BB RS
1SN FAE TR AR AR

EEEE

WS : BRmEmEX

BesiRSS (TKE)



O BASTCE ARG (TKE)

BEIARCERRENE
B ARGEG CERR
BN ABFRERED
WM ARG BT EEEFE
WIEPNANRCERSFE
SO SRR REO
ellfE ]
RENGREREG
BN
ERHHER
HiRAD
BeEfRSS (tke)
hRAS (2018-05-25)
APIHELS
EADR
EOgsavl
BEO&sAV3
BREE
IREIZER
AHBEH
GEFEGEPS I
Bl EERFRY(RAEE
FHIBREREFER4a4E
SRR R
SERERERRY YRS IR
1B SRR R
SRR MR aE R
Hith#zO
RGEGER
SRENEERFECER
g
SEHRAMER
TKE APIServerf{IB4E %120
IEFEEREO
KRITEERE=IT
SIS =ziay
FREYNEREID
RILEAER O
FINVPC-CNIFR
TREXED
RINEEFERTHIZISRERE
RS R
fIpREERF AT TS RS
IRENEERF O RIDFIR

WS : BRmEmEX 586 T0 581



BT TCE

BREHTRER
BEAEEFENTR
IRETIR
SRFEREO
TRERTR

QEEEFIICIDREE
HMERSREMN (1B ) 2AEEFHE

SREESCRRMER CpUiZEL
BUEREERT

BIERERA RO
AN
BIEERILT At

ellieeSzgm e STWI(I=)

fHIpREREE
FRHIBREEHATS 2
FRIBREEHATS Fith
fp&Chart
fipRCharthiras

fp& B SWEERRRI(IR)
SREX T Chart{E2

&R endpointsiIfER

BEERFNRRORE

KA RIAFAIkubeconfig

SEIESRER
FRENEEREServiceF|FR
SRENREPATI =2
SREEHA T mith
BRI

KB chart L{&Ecos(ER
FKElchart3R
FRENchartiFis
SRENcharthiR 4512
IKEREPATI R

[EFREREE(IB) B SR SS
IRENHSWERRRER(IR)

IRENSERF BB RIRS
B ATWEIE
(EBNES ] e
(BRI =it

&Eiflicense cpu core2EEH

FEHrAEWENN(1H)
t{&Chart
IR

HIRAD

WS : BRmEmEX

BesiRSS (TKE)



S BRASTCE ARG (TKE)

B H
sl

FEERITER

ARRSTFEREETY RINSMHESREERS , BRI BNRIRS B LAIER LRSI ARER. ERZRS  BELEER
i o4 ¥REHISEEIEEMISH  REHTESA APLER |, EaSaFFLE Docker RFFER , EIREREIITERT |, LIRER
BIRRS., R LRERRE KA A EREEHPTHIRSRNERN | BREUSHNAEFIEER. BRRSTEETRE
Kubernetes 12IASEEZOBIRRRS R |, BRABAPFA. MXRc4EIiZARE . BEAFEERA | IRESER. FERSFER
2FAFSE Kubernetes APL ¥ BT CBS. CLB % Kubernetes 14 , RRTLFAEME AER , S TEYU R, SIERERINEHE.

PR

ERERERSFE S RELUITESR

¥ . RIESBREORoRRNES B8 TETESRSH. RHNEREER.

S (Pod) : HRIEXREI— NS I BN — LA | XEBFHEERAFHEIIMNEE.

THERE : Kubernetes &iFXIS , FTEE Pod BIAKIGIE. BELIRENEGEBNE MRS,

Service : HZMBERIECERISES! ( Pod ) FHIRKXLESLH) ( Pod ) AIRINIZEAAIMARSS .

Ingress : Ingress ZFTH5ME HTTP(S) REMZIARSS ( Service ) FIMNIES.

Helm RIF8 : Helm 2812 Kubernetes NEEFHFTETE |, 2T Helm Chart TEiSEERERBERALAEHIE.,

B0 | BT Docker 818 , Docker B8 TFRERRRSE.
(ERRAE

WTE , BREE=SHIANEITNEER.

1. GlUsEEERE

2. QU TYEfREEL Bl Ingress

3. 1817 Service 8¢ 1&17Ingress

WS : BRmEmEX 588 TN 581



O BASTCE

HEXRIRSS

BesiRSS (TKE)

o BIMIETNCRSHEANBHRIRSER  BRETECRSHRT. BXESER | BERERSHET M.

o SERFILIEMAEMENET , EBRENAILUSEEFATTRRNFNT. BXESER | BSRMEREmE,

o AILMERREIYE , BSNDEBES N RRSLANEARBERAE  RAETNAER. BXESER

o hEARRSEFHNSRIVINETHRIENE  IEAzhE. BXEZER | BEREEE M.

WRFRE - BRmERMEX

= Il T =R



O BASTCE

PR

BIREHAYE: 2024-06-12 15:06:00

TRAMILE

EHTF Kubernetes
BRIRFFEREET Kubernetes SEIAY , Kubernetes(k8s) i Google FHRRIBESEEFEER S, £ Docker FIARRIERL E , AR

RN FRIRHEREIETT.

Kubernetes B9{i#

ASEFER,

* Kubernetes IMBARXSAFFR. FHMAIOE , AILSHFRRR. WK, FHESSESZE.

BERSEATKEN L EERREIRS
fis  SEESTE (TKE)

e
R

Ri&

Tk

Ze
QI

1EERK

BECEREERSRRS FRREANESSREHEE. ARARE. S ABeg , Fkr
[FEERIRNES BT OMNBNEENIEY | CATRRMEEREEREEIRITSESE
B, it TRESEAIBRINESESY RIE. BREENSHREE  FHEERBRETHE
SR, BRRSFEBETRAENERSETE , IEETLISETENFA Docker WAIRIFETE
Fr.

RIGERHEE | SR ST LU ERERRS RIEL AR TIN BEFAHE R, &E
HJLAER APLERERITHISEEINSER | LMEEMEE BRSO RIEFMS =I5 IER.
BRRSFESRBIIEER  HFES I ERIENERE. BREEESREENEERNR
YRR | SRRSEEEFBEIMIFME. BIERRSFETUBMREE TIRRAER
Ber , MISHYERBENOTR , LEANBERRESTS.

BESERS  RESESUASHRRSTEE CHNERSHELOFE  FoRMEFAZITER
R EHUSEEHEAEMEIZT , FLERTLAERGE CRRESEMNME ACL , XEIEENER
HTEREKF  ASSERERSSESEL LT RNNARER. BRRSRAS MRS
I8t RIERSAISTEEMNRE. RETE | EEERSRS RIS | LIRS ETE
MZe. BIA.

BHRRERRE | WSBIFEERSRRS FRIETEEIAENET , SmERY BGP MBLRIEES
WE EETE , BINSIS SRR RE  IMARRERRTZITHE , ErSEEmEET I
BT, BALESRRSFELMBBEUS  FFRARE GitHub BEMAREFARRXAEE &
ERIRSSAISZRIEITIIRE. K. FTREA , IBEMAMIDERBRITUA TR IMEAINIE L.

BHRRSRBERFRSTLRETMAMINER , BRILIESSETREREA APl {2 GHIEEHEE
B BRENCIENATEEIEITNREFNRS TR (INaRSHE. oEEF ) 3
#&.

WS : BRmEmEX

BRARE. RSEIMNSES—FIITEIEE | 188 7 AMES SRS EENER M.

BesiRSS ( TKE

EfeE=ies

BESREEEMIR
EEEE TR, &
5. T RECHSE
B, kREEE
RO RIRTS

=, BHEER

FERBEUSRERS
MR AL
ERRIRBHIHNE |

AR R E

BiERRESEHEA
2R
Namespace R %5
= fHF. ®%. W
ZiEHR IR E AL
=

B BIRS AR
TR , EILTA(R
RIS
R

FERARSHE,
Tk, B TEE
CHISRFEIEREMIR
I, PRAFFER

5810 T #581

)

* Kubernetes RFEMATRMETIZIRIT , BITERW., MIRSAIS , SIMERWIRLT | (EERATLIRIEE CRIERZSR | BERE

iBiRIO  RAEEXAING. 7iE. BE. bz



O BASTCE

BEIRSFATKE RS RERR NNt

BRIRSTFERARRER. RS, LORHAURKEMEIERTINEE.
BREIR 30 MEMNIERSAITHE | WIFEERRIESGITHORENEE ,

2]
fEtreEE
TR AN
EHERLAE
THER AN
TEES

==
=}

43

AEHETF
124

BeeiRSFE (TKE)

WREIER , IRSS , B8, pod FHif 30 NMER

BRI B
FREIEYE , PRIESIRERE

B MEINRERT 3 T BEIE

FaMe e E B IIFEHERT

=)

RIS EEER:S log . 5 webshell

iEEIE

WS : BRmEmEX

(EFRBRRS N

—RERERREAER

BesiRSS (TKE)

EALEEER. TR RS, X B
IWNEEERE | FEEREENT.

EEERRS

B Ax®  REFEFKR
ANIER , A S

AT 4P
RIEFEANTE

BERAARKERNITR#HTE
()

I

FEFNEREIARE A
=

11T H581]



O BASTCE

ARSRTA

BIFEHAYE: 2024-06-12 15:06:00

H

MARZRA

RENBERRSRGANRITAITI | F R B

TRl
1. FEBIRSTFARMHSIFRE Kubernetes 871,
2. 27 Kubernetes #4 , #BEIFIFHRIEMIZE Kubernetes S5B%,

3. BRRIRSFATE Kubernetes LR | IR TSRFEIE. WAEME. CI/CD FiHMEER.

NP

1. BERIRSIEHIEMZ= APl : FBFESEFIA. Kubectl 5 APIB/ESEFSIRSS.

2. FRIRSS CCR R : ERmSRMERRHIRERSER , BT LEEGRISRETREIAM,

3. ZEEMRSS TKE Bk | REERSOEIR | SIEERIENNE. RSERNES.

WS : BRmEmEX

BesiRSS (TKE)

12 T #581



S BRASTCE ARG (TKE)

NS

BIREHAYE: 2024-06-12 15:06:00

{ARSS 2R
MRS I ERT RSO , AN FEISERARE NI , 5 MERSNNBER— docker HSEE,

BRRSFERBEMRSINS
1 B TEHERE TRk, EIERIESH.
2. REEGERTRITE. WK, 7 nE. Refth  ERERBNSSMEX IAAS 881,

3. RS HREE  IRBAUEEENA  BRERE  BFEERS. REETA.

IPSSIRIE E=

PMARBINSTIREIRFE L, NRSHRRSTFERKBEH LAEE  BUERHERE | BSRMER. SERSFEILE—ERE
BUEEARSS | tRESLHINAERRUEHE | R aAZEMEY 45, RERE. SUR. 27 8. FEREF. FEADRRIIRER.

WS : BRmEmEX 5513 70 #581m



S BRASTCE ARG (TKE)

== ab
[tV [= 1=
BITE AT E: 2024-06-12 15:06:00
Y PAN <

aaLhge

SHEE
BYARRS FATHESMCERGNARER  BNIERLTR , HEEBREEETE. T MSEn.

H

RER ThRER

SRR H CVM FEHEL , alLAe iR e A R N A S e a A X B SR B B r ik 8. VPC
- RLREEENERMLE , BEMERERS
epETE SR EFHEE SIS | SOSE T WS

Kubernetes = #% Kubernetes SERZA |, 12t AFHRINAEKUbernetes FHEIR , Kubect! ENER/EER S iumaesTa

=5 Namespace

RS

BEARRSEERENNAEIEINEE | SeERIE—RINRCIES MRS | BB EMELRF.
TR IhEE=
Jvdzzralaa 37§ TKE SRS 381575 Kubernetes Deployment, DamentSet SEfiER

N FETE RIFESTHFEAUEIR. RIRIm RO S BN AL L E BN AR RS —REE/fF 1L
EiREE STFRRIEIR, AR — RS

MRsEE

RSEENCRHBSINEREELR , SHFRSARELIZE. REf Ba. Ry, RSAW. RSBhE. EREESHT Gl
BT IRS EE S RER SRS,

wR IhEER

ig T S RS DB S SRR I R S R P B RS A PR SR B S B AR S
ng; RS R B B S RS S R S TS R AR NAE

RS HFEERSIFAN GBI SOFEERSAERRN stdout 7 stderr BESHFHRBEIRS S ERIESHHREF SIAENME
P2 SEMMRENES SRS ENRE

EEmERE
BCETARME—ERFEEHNEARE | RE T —MMESERFRENSE . HHRRNNRALERAREET.

RER THRER

WS : BRmEmEX 14 T H581W



O BASTCE

RR TR

ECEINETE BCEITFFSIRASS AT YAML PRfhdmig izl

EcEIEA B BTSSR S SR AR B REEMS NN ER EME R N AERTE
HHEE

BEEERST dockerhub BFSREMABFIERS  REEEATLULSREEZRS. REPEIRS.

RER ThRER

BesiRSS (TKE)

At HFREFAERE OEIFEERMER DockerHub RECE (MBEDRTEING ) STFFEEMIERA TencentHub H&EE

B BEFFEES MEGBRTA

=&

poues REENARNEERTRERIERS ST AN LA THERS

CI/CD ZFRREMNEREEMIESIIREREIMARS

WS : BRmEmEX

5515 0 #£581



S BRASTCE ARG (TKE)

(FSEVNN
INBEAES
BRITEHTAYE: 2024-06-12 15:06:00

R EEHEETHERRSFEIESR , BESEERARRSTIRBRINE , BEEER EFEHERS.

EEER

BABE R AR ER TKE , ATLAIS ? BSERARSS SRS VPC R4S | ASTREERE.

BRI A
L. iz RERRIRSS ?
BIERERET | CIRIRSSPLERIEER |, JLASE N TR0,
2. REYLIEECANZENINANEER ?
i, AR ER e E R INE B = E .
3. P AHMRS—EERF ?
IRBABRELHIZITHIHE | 2SERS—BEAT B+, ESRSEaRIEENE 45 A,
4. B FRIARSS WM ?

ARBSHRSTHREARASERAL |, FERIESSHRS .

ERRMEINEAM IP MIHE  WERITERLAINN , EFRAEENAAR IP FIHEE , WETLUEE NAT RGN,

B
1 WS FERERENASIMNEELE | XEAEHE ?
EEILUBY ECETN SKERRE .
2. RS ZEHEEIHZEAN ?
EB¥ THEE Namespace BIIRSAILAEREEAE , /B Namespace BIIRZBFEET <service-name>.<namespace-

name>.svc.cluster.local B9 3ki51a)

WS : BRmEmEX 5516 T4 #581m@



S BRASTCE ARG (TKE)

3. Ingress SERSZ LRGN 2MIGEBHAER ?

Ingress 24558 HTTP(S) RERBRRSANES | SRSHEILNNLAMIBEEERXR.
4. HR S EEREHBEMRTH#E |, ATLAS ?

LB R CBS SRS s EHEIRRRIER P,
5. RS EHET UL S LFUTIS ?

IRSBEMMEHL | RANBEHAREES. EFRNEHFH , WSFET.

WS : BRmEmEX 8517 ;1 H581m



S BRASTCE ARG (TKE)

vard===L 1=
ZREREsIRSBTKE
BIFEHAYA: 2024-06-12 15:06:00

BRRSTFEREETY RUSHESREERS , BRI RENRIRS RIS LRNEITRARERF. ERZET BB TRNE
(EAERRSREEENERRRER  FHERHARE. IR ETAIIRSS.

SR 1 BlEEET
BAGEECEER. SHERESRETHRERRRES @8 TETaskSH, ABYEREAR.
1. BRTKE HHIA.,
2. BEEMSHETR (58] | & [(FarEE) meE el .
3. RESHNENMERERE (T2 .
o FRERR : HELIENSENER. TEIZ601FH,
o CPU %84 : iEECPUSEM,
o Kubernetes kg : i%#% Kubernetes ks,
o EfTETEM : 1Rt dockerfcontainerd LR,
o E£ERFIP A . 1RMHIPVAFOIPVA/IPVEINi%,
o FiEhls : @ ERIEFTEIRUSRERARNME. FIPHMTHEER | Re TEERE.
o SRENS  MIMBHNNEAEIE  BRILUXEGE FEMEMLE,
o BEERIBIEM | SRS RRNEEL
o REENILE : NEENBEEDEEA S MEHISTENAY IP Bl , BT Pod $1& _EERFISEEEA Service #12 LR,
o MFRER | IBFRERR,
o EREHEIR : CIREEHVBXER. ZERKETT SHER IE.
o BHRE
» ALIFAE"ipvsSdF  ERHBEBASHFRA  EBRT AN S MEHERAE AR,
» AILURINIRES" « ATKEESHECERS | SRR RIRS IR IR B s R KRR,

4. EFENE (FRHREFNEOENE ) BRE [T—F].

WS : BRmEmEX 5518 T #581m



O BASTCE

© Node :
» VEIERE: BEREEIESEHIERIIENode TS
» BAERE BEETESRZ EEIIENode TS
o IHERER : REITE,

o Master&Etcdifl A :

ATARK : EEHRIRSS A RIS,

* TRRE  AEERRS SRS AMESHISTEIRA P ik, 25 SRRTTRANEIRE.

o HB SRR R

BesiRSS ( TKE

)

» RO : SSDREEAEEIENS0GB , RABASHFERNGER | FIREANVMeESEME , ERTROEIERESS. KBOLTPILS

ARSI IOMRER IR SHIZERATILSS

 BAEER  (SESSDEEE

= RREEH  ESAHEAR

" BB ERETRE | Master&EtcdiIBIE/MEE=5.

o Node#|& : F1 Master&EtcdflEgNiEIRTE—HF,

5. BEE=FNERERRE (T2 .

o YRS . KABRGEMEENER | BEENREEHEESIERBEENMENEERNext4 EBMESRIIEEESS | 7

BaSRFHERER RN dockerBR |, (CIWSLEERATH RER

o R RLEEBMIKENIINEE , BFRESRSE CYM HIREKHEES,

o BFRGH  RH=MWNERS.

» RETE  EREETREXNNEG.

» VBIXKEXE | BENEEI —MEEERN—ISH , R ENERELRLNERARSHLR. #5500 SSH 5 .

» BRI | BRI BT IR E R,

WS : BRmEmEX

819 T #581



S BRASTCE ARG (TKE)

o RENME : AIEREFE , RRAHREFEDDOSHR. WAFIZEENF
o ZiEE : AARLIE , KEFESTRIEE. STTHISEEEE | DRAHERINENISISER
o BEKIRE :
» BENYEE - BT EHEELS)
» Hifi(cordon) : BT R/ , BAEZHAIPoBEERNZTIR
6. FABCEER/ERE [5omk] .

B SER A SR EFIS I SREF T IR .

T 2 : tUEIRSS
IR TR , ETRREORES, RS RHS MRS BRI SRS,
L SeHeEREgIRrhto— MEBE | YEEAEMISAERE (855] > (Service] , EEIRSFIZMM [#r] .
2 BAERIRE,
o MAEE:

» [RBER : EOZRNIIRSHER. RSEMREK3INFH , REEEENEFE. HFROBR(-) , BBRLUNEFEFFL , #F
FNEFHLEE.

= R RIRSHVEXER. 1ZER £ IRS3ER mE.
» BRTE  EERSENGETE
o iFalgE (Service) :
o RSBAHESR :
v RHARISEIE | BaEIRERELARCLBLUR MInternetiFII N , IFTCP/UDPHRY , fwebRIA KRS AILUEIEARIIE).

= Headless Service : iZihaED, FRIGE , AEUERATERNIAEAIClusterlP |, ihiaServiceZFRATIRElfSimPods IPHEHE , FBFI&E
EEEERIRS AIANE. EirisErnhREHER Pod IP fjAE Cluster IP

» (QFEEEREPUISIE) : {5 Service AY ClusterIP 185 , H&h9ER Service MERHRY IP , FIFERIRAE., HIRREEZMRS MySQL
BILOERERIRIE , LUREIRS MG

WS : BRmEmEX 5520 T #581m



S BRASTCE ARG (TKE)

* VPCHISE : SR NI LSRRV PC T RUEMBEIFAIRAD | STRFTCP/UDPINY , FRERE—VPCTEAbER. =E
MFRIRIARSS AT LAERRY PCAMIEIRIAIRZ .

= FHEROVE : RN ETIROMRSIEIFERAAETG , 32F TCP, UDP, Ingress, RTATFILSSESIEE LB #&%] Node
» WO MARSRERENROFHEEEENESEE

" BRISE
= Session Affinity: SRS , IRELTERSE , SREERPEBRERARNPZAISEITIPod, BikNone , RBHEMR

o Workload4BE :
= 3500 : iH~InWorkloadBFRE

= 5|FBworkload : Ei%5|FWorkload&ig

3. B [BUARSS] SeAlfiRSSEUZE. CIESeRRIIRSSISHIMERRSSFIRT.

S8 3 MPRFIR
TEARIE , (AT PR | MBROIRGS, [l RN R R B,

THIPRERET

1 BEAMSIVEPRY (58] | ESFEE TNRERFIN (E2] > [HR] .

2. B [#E] .
R SSEFTEMBRERIE) , TIENIIMRMRSS | IBRAIMITES | LARIERS0.

HFRARSS

L BF—NEHID/BRHN—NEEE | EFENSHIA=SR (BRSS] > [Service]l |, BERSTIRAMN [MFR] .

2. BE [1Ex] .

WS : BRmEmEX 5821 T #581m



S BRASTCE ARG (TKE)
Bz

BEIRHIE , BERTHRIMAESERSS TKE hicE. MBEAMIRIRSS. ERAERIRSS TKE, BIELTERER. 5. T RENEHEER
MIREE , R TR APLER |, ERI/SahAELE Docker RIFFTER: , EAERIICERES | IRFERSTHERS.

WS : BRmEmEX 5522 71 H581m



O BASTCE

NN
ClEEEEAINgInXARSS

BITEFAYaE: 2024-06-12 15:06:00

RIS SERHEIAR T AREEZE — SRR EERF AT Nginx BRSS.
TR EOIEE Nginx BRSSZAT , BWifa - — P EIEIFRIEE. BXUACIEERINFAER | SIeIEEE,

Ell#E Nginx fgRs%
1. &5 TKE 2418,

2. BEEMSHESR [KEF] | BEEEFIRTTH— 1 &EF [ID/&FR] .

3. (EEEFIUEmE , HE [T{EfR#] > [Deployment] , #£DeploymentyIZREm#AT [HE] .

4. £ [##EWorkload] TWEIEMALUTSH.

o TIRREE : MABENEIR , XELA nginx Jfjl.

o R : M TIEREMSEHIA,

o #RE : BUMEATFRHEE  SHFgirsTe.

o WRTE : RIELIRERHITIER, BAK default,

o A : EIRT (FREAIZEE

o SLBIRNEER
= W BENX , XELA my-container Jffl,
» B RIESSIRESKEHTIERE |, XL nginx 9,
» BREBRE (Tag) : EERERA (Tag ) .

= CPU/PITFRRH : BLE1Z TFREEFRRICPURRHIFIPITEIRE.

WRFRE - BRmERMEX

BesiRSS (TKE)

5823 T 581



S BRASTCE ARG (TKE)

» GPURRS : BeB i TIFREEANRDGPURIR , IBHIREEHFNEE RBINGPURIR.
» INREE  REZSHRANTE,
o S
» FhET - ERIRELOIEE.
= BahET  BRERESM  WEETES (pod ) #E.
o HaigE ( Service) :
* ik [EA] Serviceizil , RIE— M SHFFERMIService,
v [RBIBIES - ASENL | XBIEF RAANIHIE,
= IROBRGY | BRRHOFIARSIHOERESO.

5. 82 [U#EWorkload] , 58K Nginx IRSSHIBIEE.

58] Nginx fRSS
SRR R Nainx TR,
. RIS P i51E Noink BB

i £ [5=8%)] Tudki® (ARS5] > [Service] |, #EServiceZZREMEAERINIFIEAIZ AInginxAIIRSS , BEANGInxiRSZANIFIBI.

ii. BTN EEas i\ B SRR S IPARSSIROSSE Nginx IRSS.
o BIYIRSS BFRIGIA Nginx fRSS.
ERNNEMIRS S A SET U ERBIY RS ETRAAE.

HEN Nginx FRSS=RHIBNAIE,

WS : BRmEmEX 5824 T H581W
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HEHelloWorldf&F

BIFEHAYE: 2024-06-12 15:06:00

R EERHEAR T BNMAREEIE — SRR EERTAIAY Hello World A9 Node.js hRAIARSS.

F—2  WENBHIFER
WS NFER
1. gE— hellonode BISZIESE |, I server,js STit,

[root@VM_88 88 _centos ~]# mkdir hellonode
[root@VM_88_88 centos ~]# cd hellonode/
[root@VM_88_88_centos hellonodel# vim server,js
[root@VM_88_88 centos hellonode]# Is

server.js

serverjs MAF90TF :

var http = require('http’);

var handleRequest = function(request, response) {
console.log('Received request for URL: ' + request.url);
response.writeHead(200);

response.end('Hello World!");

I

var www = http.createServer(handleRequest);
www.listen(8080);

2. kg Hello World 2Rz,

[root@VM_88_88_centos ~]# node server.js

FIFFHRRIR(ER curl WXNFBFER: | BfENIYIRsLA IP btk : ixCRIAZZCnR) | iwE29 8080 .

[root@VM_88 88 centos ~]# curl 127.0.0.1:8080
Hello World!

Bl& Docker &%
¥J52 Docker $RIGEZIFIBN : W{AHE%E Docker k.

1. 7£ hellonode 343 |, 617 Dockerfile X4 :

FROM node:4.4
EXPOSE 8080

WS : BRmEmEX
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COPY servers .
CMD node serverjs

2. i@ Docker build fp$HaiEeE(%,

[root@VM_88_88_centos hellonode]# vim Dockerfile
[root@VM_88_88 centos hellonode]# Is

Dockerfile server.js

[root@VM_88_88 centos hellonode]# docker build -t hello-node:v1 .
Sending build context to Docker daemon 3.072 kB
Step 1: FROM node:4.4

Trying to pull repository docker.io/library/node ...

4.4: Pulling from docker.io/library/node

Removing intermediate container 1e8d01dc319f
Successfully built 027232e62e3f
[root@VM_88_88_centos hellonode]# docker images
REPOSITORY TAG IMAGE ID CREATED SIZE

hello-node v1 027232e62e3f 54 minutes ago 647.4 MB

HEZEES qgcloud BB OE
BEZEGIREFEN | BROEERYIE.

[root@VM_3_224_centos hellonode]# sudo docker tag 027232e62e3f ccr.finance.cloud.tencent.com/test/helloworld:vl
[root@VM_3_224_centos hellonode]# sudo docker push ccr.finance.cloud.tencent.com/test/helloworld:v1l
The push refers to a repository [ccr.finance.cloud.tencent.com/test/helloworld]

1b8da8805305: Pushed

20a6f9d228c0: Pushed

80c332ac5101: Pushed

04dc8c446a38: Pushed

1050aff7cfff: Pushed

66d8e5ee400c: Pushed

2f71b45e4e25: Pushed

v1: digest: sha256:38b194feeee09abf8ee45e7abca82b9fe494b18b953c771ce8ebefa387107be9 size: 1772

F 8 ETiZE G Hello World BRSS

IR el helloworld BRSZZAT , BWIHRE: — M EIRIFIVERE. BXRUTEIRERHINFRER  SUMBERRMRSTKE P
RIBIEERERD.

BlEE helloworld RS
1. &5 TKE =HI8.
2. BEFEEMSHEFR (58F)] | REEEIERR— 58 [ID/EFR] .

3. SRR [T1ER#E] > [Deployment] , #£"Deployment"5IZREmESL [FiiE] .

WS : BRmEmEX 5526 T #581m@
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4. 7£ [#FEWorkload] TREMALU TS,

o TIEEAR : MABENEMR , XELL helloworld J34

o

SLRIREEE -

[e]

B BENX , XELL my-container J3{l

o

BR  RIESCRRESRH TIERE |, IXELL helloworld J941

o

HIEHEE (Service ) : @ik [[ER]) ServicelZi , £miE—N5HREREEBMService

o

BRSBTS : ATSE | X IR RISE

o

ImCIRRET : 2 28iROFIRSS IR OERES80
5. B elIEWorkload,

1Aia helloworld RS
EHEFmFAREE helloworld RS,

o B REISE IP 1517 Hello World BRSS

i. [EESRFTUmIERE [BRSS) > [Service] |, f£"Service"FIZRERFNINIFTEARIZ A helloworld FIBRSS , # AhelloworldiRSSHIIFE
ﬁo

ii. TR L E PR B EIP IR IROE 1S nginx ARSS
* EEIRSSBFRIGIE Hello World BRSS
R NRIEMIRS AR B REII RS 2SI,

N Hello World JR$Z2ERIBRANGINTT,

WS : BRmEmEX 5827 TR #581m
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EAST{BIRWordPress

BIFEHAYE: 2024-06-12 15:06:00
WordPress 2 PHP {55 AMNIEREFE. FAFPTLESS PHP f1 MySQL BUEERRS LRKETE IR, , thal L3R

WordPress H{F—1HNBERRFRKER. AXEEENBUEER tutum/wordpress FR5REIE—NLFHAIEIAY WordPress [

TR GUEEESLAIMRAY WordPress {REEIIKER | iZREHEET WordPress FrERIEITIAE | EIENENCIRERSENT |, (B
EASL{IRRAY WordPress RESRIEEUIRAOSA WS | IS ERBEEN MySQL SiiF BN =SmMEXEERE CDB KR FENE
1. #555% (#M CDB By WordPress, 1E8l&E WordPress JR55Z281 , S iRA:

s M ENZEMEXIKF., BXRIIEIEEBNZSMEXKF , BE [EMRE] EESEXEEETMENZESRMEXKF.
o —MEEIFRIEERE. BXRUTIEERHINFMESE S0 FEssE .

ElE& WordPress i35
1. ZR TKE #=HA.
2. BEAMISHEFY (58] | RESEDIRTIN— &R [ID/BR] .
3.1¢ [55%) Tum , i%&% (TFfagk] > [Deployment] , ZEDeploymentfIZREmESET [HE] .
4. TE"§EWorkload TUHE , IRIESEIRER | RETIFRBEEAER.
5. RIGEE.
o B : WNIGITEREER , ALLL wordpress 3,
o % :1ES tutum/wordpress ,
o WRA (Tag) :1EF latest,

6. IREEIRE (Service) . Ak [/FR] Service , FARRIROAFIRSIROEIZE /80 .

IRSATEEHNZ S EFEMNE T RSN AN , FIFERE30000-32768im0 , BNAIgES HIMERIRS TIA(ERE
. FEEN FHRRSTeARE

7. B elEE Workload, 5ep% WordPress JREZHIBIZE,

EAEIRF HROAIRE.

1518) WordPress RS

WRFRE - BRmERMEX 5528 T #581m
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RMELITARGE WordPress ARSS.

o BT REISME IPKifIE) WordPress fRSS, BAEiRSTUER [ARBER] BEEREINE IPHIGREIIEID.,

o ERARNEMMRSSERUUERBIRSSRIDE.

HN WordPress JRSSEEHIBIAIKIIIIA,

ERREIEENY , IEEFME LR,

WS : BRmEmEX
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{FFACDBAYwordpress

BIFEHAYA: 2024-06-12 15:06:00
TEEASCINR WordPress sRfFIsREA 1/ ME T a6 WordPress RS, BASCHiIRR WordPress HISIE R EZIE— N S88E1TH

MySQL #iERE | EAXEFNEETLURES , EetFE—NIE  IREHRERMREELE | SRFEFERN AR aEXR.
FIHEEENMBAMTRE MySQL $iEE | SRELA)/BREFENEREGE. BUER Z4UEECDB AJLISTIURATFE.

TR . 76U (ER CDB By WordPress JRS5 21 , WA RA:

s M ERZEMEXK,. BXRUECIZBNZSMEXIKF , B THRH B5EXERIMEASRMERKF.
o — M EEIFRIEERE. BXRUTCIEERINFMEE S0 FEsE .

61|z WordPress RS
$—5 : QIB=¥dREEE CDB
1. BRIERARHE .

2. BEFAEMERFIZRIAT (ID/BFR] (40 1 vpe-xxxxx ) .

3. EFAVEMEKIFIBI , REEEE R TR MySQL , SaEAM [Fm] .

4. IEEWLECE | SoRGERFISTIRIE. BXFHEBEN HUEEMYSQL.
5. MISERY MySQL & HIAE MySQL SEAIFIZR,
6. ¥14aft MySQL sEfl. BadEafl #B4E ZI TR (#0%af] .

7. EEBVIRWARRSE , RSB E [#E] Fieilnit.

o

STRFFRFER | 158 MySQL BURRESTSIIFITER.

o

RBEXNEGYR . REERENNSHR , BANR.

o

BENRO : FiEERiREma , BRAJ 3306.

o

rootMKFEETS : FeIEA MySQL EiEEERIRFEEIAA root , LEALASKIREILL root IKFAIETT.

[e]

FIAERS | BB,

WRFRE - BRmERMEX 5530 T #581m
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8. Btx MySQL SLAIRVRZSZ A IB1T9 |, B EHIRILRTH.
S . BlIE6EA CDB Y WordPress RS
1. B TKE i=HA.
2. BEEMNSHERR (58] | BEERIRRIN—1 5% (ID/EFR] .
3. 7€ [55¥) i@ , &% (TFfagk] > [Deployment] , ZEDeployment?IZREmESES [HE] .
4. 1E"FrEWorkload"TH , HRIELIRER , RETFRBENES.
5. RIGEE.
o B MNEITERSENER , ALl wordpress i,
o & : 5 wordpress .

o [R& (Tag) : iEE latest,

6. BHIz{TRSE M [(BRERKiRE] | R TASIRT  BEMEERETH [(FIEXE] . XES
WORDPRESS_DB_HOST = =#fEEE MySQL AJitiiit
WORDPRESS_DB_PASSWORD = #J#a{{AHES RS

7. REmAKRES. BERROMRSHOEBIRENS0.

IR RESESHNRLEFTENET ANER B RN | FERFRERIE 30000-32768 in , BNETsESHMERRSTTIESE
AEE. FIEEN SRERkSTeHRE

8. Bat: BlE Workload., 5=pk WordPress fREHIGIZEE.

IR BfEIRFAROAIRE.

1518 WordPress iRS%
BH=F7=A1E WordPress RS,

o BT REISME IPEiIE) WordPress BRSS., BRERSNERN (IRSBER] EEREIYE IP FlRAHigE ID.

WRFRE - BRmERMEX 5831 Ta #581m
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o 1B 4R K518 WordPress RS, ERRRSEHSEMNSIEF , B (R#Fi9%] | BE [TCP/UDP] | HERIMAIGAEISHE
ID , EHlE=ERSS.

o ERRNEMMRSSEFRUUERBIRSSZRIDE.

N WordPress BRSSEEHIZIAIIBTR,

ERRERN , IEE FHENIRR-.

WS : BRmEmEX 8532 71 H581m
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FFiEE
SREE
EERFhIA

BITE AT 2024-06-12 15:06:00

ERHEAER

BRSBTS ARNES , DABETATRSSE. RGBSR, FALMEER RN,
LSO

TKE REFESER Kubernetes ££8% , 8L TAWG :
* Master : BT E&EEHNEERT N,

* Etcd : REFBNERHIVRSER.

LSSt

TKE SERMER S L AT

. CVM e

. WSTEBESEE (Master, Etcd RAIFIFEAENER )

ITAREMR ST

BN

TKE B AE IRt ER 2B E AR Master JRI7ZEEL, EFRZED , Kubernetes £E¥f Master # Etcd iSSP EEEWER
CVM L, %488 Kubernetes EEEHIFTE EIEFUEENUR,

==

o IZIE(UERHTF Kubernetes 1.10.x LA ERRAN,
o iZIEIF , Kubernetes ££E£AY Master #] Etcd BELEVINEE R IFZLE,

REHERIERK | EFEESINE. VEAERESE .
SRR #iY Master IS BT REE

291005 81%16GB SSDE SR 38lE

WRFRE - BRmERMEX 5833 T #581m
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SRS #iY Master T EfiS FESIVERIE =1
#3500 16#%32GB SSDERSi# 38
Master MIEPRHI5EE

NTRIEERFIRS NS MRS SRR | MMEEET |, IRELATRS :
e Master&Etcd TRERE/DEEIA,
e Master&Etcd Bt E4Z NI EAINE,

* Master&Etcd Tris® SSD BIF ARG,

FEEIN
AT RIEEERRRREN , UNKRESERIIRERER , B LUTEN ¢

o JRTERERT , IBAEMIER Master T R332 Kubernetes &7 A,

IM7EPERT | BAEIEH Master i OEHHIECESEL.

IEBRI  BARIER/ MR NERIIR LS.

I7ERERT , BAEIER/ MR Master TTRAVERIERIE (3RERZ crt, key).

EREERT , EABERIHAB M docker A,

EVEBRT  BEABERURAT RIRERFH kernel, nfs-utils EHEXEMHF.
WBA

BesiRSS ( TKE

o ME : kube-APlIserver , kube-scheduler , kube-controller-manager , tke-tools , systemd , cluster-contrainer-

agent,
o IMAHELESEY . kube-APIserver 24 , kube-scheduler 2§ , kube-controller-manager 24§,

o EERNEMZVER (BIEERRTF ) : hpa endpoint , master service account , kube-dns , auto-scaler , master cluster

role , master cluster role binding,

SERFIRRIR(E

o BUESEF
o KR D

o IEIREET

WRFRE - BRmERMEX
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° TFHREEE

e CVM HRREERFMIES
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R EanEHA

BIFEHAYE: 2024-06-12 15:06:00

SRFE AP

W& 1588

ellfees SEIFAOIE |, [EERBRRIR.

s EHITREETE |, M REERTRT.
=17 SEIERIET.

FHéke FHREREP.

e SERFTEMIRR .

FE EHTEAERE | IHRNBRIEE.

WiBE . BEERESET Kubernetes BAFARNIRS. WIREEEARERSTEIEE CLB, CBS 2% IAAS BiR , MEABEE(MFH
CLB #1 CBS , 157 TKE =4I& eI MAY Service F PersistentVolumeClaim X452, fNERERTE CLB =44 Hhiks CLB sE 1T
CBS 1=HI&a kR CBS , BESIRSSEFHHEIFEHAY CLB 70 CBS,

WRFRE - BRmERMEX 5536 T #581m@
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Bl SRS

BIFEHAYE: 2024-06-12 15:06:00

BIEn=
BURRERRFRY |, SHFIETIRSEMENERIMIET R | BFBIERCEFENTRSHFENEFIIET R, AXEESEEIXM
MBI ERET.

EMER G AR
. SRR RS SR, R S R AT,

o BRICHFRIEEAIERERFEXNAN : CentOS > CentOS ERIBENHER.

EET R
REEHER
1. B5 TKE =458,

2. EEMSHES , B (58] | ENSEFEETE.

3. 1£ [&=arEE] mBE (] .
4. RESHIELNER , BE [T—F] .

o SEHER  HECIBMSERNEZR. TBI601MFH.

o

CPUZEHS : iRIEFREIRERI RIS,

o

Kubernetes Jfg4s : i%#% Kubernetes 7z,

[e]

EEEE IP 58 | $2(HIPVARIIPVA/IPVEIA%

o

EfTHIEE : 12(tdockerfcontainerd SR,

o

Pt - i EHRIEFTE IR U ESRERIARME, ATITEEER | 28 TERE,

o

RN | MIEHNNEREIE | BrRILAKETE FEMEME,

WS : BRmEmEX 8837 TR #581m
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o FEERIBREMY | EIRARRNEEL
o HEENL : NERNREDETAIMEHISTEIAY IP il , BT RPodEiE EIRFISEE M Service$E LR,
o BMERGE : EFRERS.
o SEEHNR : QIEERHIVIEXER. ZERIEENME SFEHER @,
o BHRE :
» ALFFR"ipvsE  iERFBEBASHERE , ERT AR TRHERIERTRE.
= ALURINIRE" | ATKESRBEERS | SENEIENRIRSIE IR RERITRES.
» BENSH  EEETENSHCRECERER.
prizz ki
1 SEENE B | BRI AL,
FESHERUT :
o Master : Master FIEIE T ERE T ISERAIEIER.

© Node : Node EeERRERHZITIRSEIEERN IR, SRR ERNUERIRSSEEFN Node Tom | thRTLATESRRFCIE
SeRd/E BRI Node T,

o Master&EtcdiflB : {RIBUITFEK , ER=IRESEE.

AKX : SeLARRIEEZ N T AXERBERY Master &, Etcd , (RIESEEFESRIRT A%,

» FRANLE ST LARRNER SN FRIVEIREEESAY Master 5% Etcd |, (RIFSEEF RS,

o HBY AT CPU 4ZAEY , BINEIRSRIESE SLOIREMEA,

» RG#R  RAAAHEERS0G" |, S L RIESERTEE.

= HAEE : Master f Etcd RARENEPEEMLA , MATRELHIER | BoLIWEEBERNI=E.,
= ANEE  ESERBANIP , REBHELKM IP,

« B IRE>=34.

o Node#fl& : &4 "Node" i%£#%/5 "ZRIELE" B , Alik. EHLUEFEBINRIRSHRIEN Node T, RJLITESEI SRS BR

WS : BRmEmEX 5538 T #581m
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AR : S EMERS N BEXEPEEM Master 8 Node B, (RIFERFESHET B,

TR : BRI LR IEFES AN FRARIREIE2H) Master 5 Node T3 , (RIESEEFE SR A,

NE : MEUKEHRSE LOIZEEENA,

RGR AR T HFERS50G" , o LIRES SR TR E.
* ¥EER : Node SJLIEMENRIERERELIRR.
» ANEEH | DEDERBANIP , REBHEAW IP,
= HERE>=1A.

2. B8F [  RE=EM.

EEZMRSSE

L& "mENEE" F | BEZRSHNEMESR.

FESHERUT -
o WuESHER : BABIE.
o R : RLPEBIHXENINGE , AT RESRSENNEILIANET., SESHERSLEEEE .,
o BRAR : RHUH=MERHR.
» RERE  SREENEEX RS,
» VREPRERENA | ZANEBIEEERN S, BR—MILENERERNERARSENSR. FHSE SSH E5A.
» EalERER | EERNFISREIT I REREEE,
o RN : ANAREFE , RIEBEHREFIEDDOSHF. WAFRI=EEHFLF
o AR TIAREITE  REFEBES MR, SITHISEEE | LEBMHRINENISEER
o BHRE:
» BENEEE | BT R EELA)

= H@li(cordon) : HETRE , BNEZIHAIPoIBEEEIZ TR

WS : BRmEmEX 839 T4 #581m
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2. BF [ | REFHBAERERER.

3. B [5epk] | BPAJ5eRkel.

WS : BRmEmEX
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SR B

EIFE#ATIE: 2024-06-12 15:06:00

B MEnS

RIRAESEIIERB T BE. TKE BRERSRUTYT Ba5%
o FRIRI/BIRTIR

o BRI/ AERTIR

* TRHEETR

BIFESM

B&R TKE &HlE&.

BIFLR
FRRIVERTR

ErEs FrET RN TENRMITR , SEREHNFIT &, B BiETR , TREHNFNES.

ETR

BREBMESSEETAIE5]. SIB@EEY , BILUE mENEE RE , BRERRSSE  FINERHITT B85,

BRTR
BINRIEESE BIRT A,

T aEEtR

BesiRSS ( TKE

B CVM EEREEREY TKE EEHERZINEMN T R T B8Es  BTZIRMF TKE SR ERNRETH  FEEERERT

R T REY kubelet #HTEREME | LMELL TKE S8ERANECERIZL.

WS : BRmEmEX
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ERREERT
RITEFATE: 2024-06-12 15:06:00

37—

ERILUEIY Kubernetes é3$47 T B Kubectl NASHEZ st 2515552 TKE &8, ANIYIE S aiEZEERE.

SA iva
RIS
IIRIBIBIE RO | PR Kubect! TRETSR -
O ¢ RIESCIRER | B3P0 v1.8.13 EHALASHER Kubect IR,

e Mac OS X &4t #117LATd54 | $KE Kubectl TH :

curl -LO http://imgcache.finance.cloud.tencent.com:80storage.googleapis.com/kubernetes-release/release/v1.8.13/bin/
darwin/amd64/kubectl

e Linux &%
TS |, $KBY Kubectl TR :

curl -LO http://imgcache.finance.cloud.tencent.com:80storage.googleapis.com/kubernetes-release/release/v1.8.13/bin/I
inux/amd64/kubect|

¢ Windows &%
PUTLAT @S, 3REX Kubectl TH :

curl -LO http://imgcache.finance.cloud.tencent.com:80storage.googleapis.com/kubernetes-release/release/v1.8.13/bin/
windows/amd64/kubectl.exe

EMEL TR
L4 Kubectl TH

1. 2% Installing and Setting up kubectl , &% Kubectl TH,

B8« WMRBBELEE Kubectl TR |, BRIEASE,
2. PUTLATES | I TAUR.

chmod +x ./kubectl
sudo mv ./kubectl /usr/local/bin/kubectl

WS : BRmEmEX 5842 T H581W
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3. FUTUAT @< | MIRZRER.

kubectl version

IERHEULITRAER | BIFRRZIRAI.

Client Version: version.Info{Major:"1", Minor:"5", GitVersion:"v1.5.2", GitCommit:"08e099554f3c31f6e6f07b448ab3ed78d

0520507", GitTreeState:"clean”, BuildDate:"2017-01-12T04:57:25Z", GoVersion:"go1.7.4", Compiler:"gc", Platform:"linux/
amd64"}

DS SERLUIEBRER

1. B3 TKE BHIA.

2 (EEMSHETR , ik (58] | S\ SRFEE .

3. PEREIEEERN (ID/ER] | SNZERNEERE.

4. EEMSHET , BF [(BXMER] | #NEAER TE.

5. 1 EAMER , i (SBFEE) 8 (SREE]

6. TR RRFEIE'EOY , EEAFR. ERIERER.
BE  ERTLURIESERRG K , B [EHI] 8¢ [TFEk] 155EF CA IEBRFEIA I,

7. SRR SRR EO S, ZREBEEAL.

o EEINERSAIA : "SMRIIEIHELE" A0 “PAIRIGIRIEAL" (RIFEOME AU TEAECE | BIRT ERAESERHANEN LHIT Kubect! &3

A
Yo

o FRERAMIGIEIAND @ 5 "SMRIGIEE RES "EFE" 5% IRE Kubectl f5< Baithe EEERINNLRMUEHTIE.

o ZXKEX VPC IIZIRINGL : 1 "MMipEtiE" IREN "BFE" , ISEZFIRENAY hosts , AT TFHE M. B,
f£ /etc/hosts XHFIEMAMIREIR] IP flig®E, SRIUFNRE , HalISELUTHEHTIRE.

sudo sed -i '$a **IPiiE** **F§Z**' /etc/hosts

STRECESR | BRS% IRE Kubectl ep$BafithE ERRKILEIMIHEZHI TS,
A . ERFATATR (BETRARE CHUMERES ) | ANNEDBESERAETRETRITER.

8. B [XiF] .

WS : BRmEmEX 5543 TQ 581
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BHEBERERA Kubect! BEER

R Kubect! #EEK , BHAIEBER
WBE - 1ZERERTEIR Kubect! IRIEERF | TEBREEEINEREEREENEE L.

BRGIE Kubect! @3S0 RA7R ¢
-s "I E{SR" --username=FIF% --password =215 --certificate-authority =IFHBI&E
75l

kubectl get node -s "http://imgcache.finance.cloud.tencent.com:80cls-66668888.ccs.tencent-cloud.com” --username=adm
in --password=6666090IB2gHD88882qulfLMy6666 --certificate-authority=/etc/kubernetes/cluster-ca.crt

1234 Kubect! BEEE 4 , <HBHE
RBA  IZTRERTIKEIE Kubect! #2(FEERF , RBEE—IX , MESTHRIAREIAR.

1L &L TS | % Kubectl BEEXHHRIER. EBER.

kubectl config set-credentials default-admin --username=admin --password=6666090IB2gHD88882qulfLMy6666
kubectl config set-cluster default-cluster --server=http://imgcache.finance.cloud.tencent.com:80cls-66668888.ccs.tence
nt-cloud.com --certificate-authority=/etc/kubernetes/cluster-ca.crt

kubectl config set-context default-system --cluster=default-cluster --user=default-admin

kubectl config use-context default-system

2. BEESepkfa . UTLAT < | 3REX node TIRIER.

kubectl get nodes

REEULATESR | BPRAMESERT.

NAME STATUS AGE
10.0.0.61 Ready 10h

28 Kubectl < EHzh# M2
EEILETHELITSS , B Kubect] EIEhhE , SRR,

source <(kubectl completion bash)

WS : BRmEmEX 544 T H581TW
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RN 5
RITEFATE: 2024-06-12 15:06:00

S

BESIRSS TKE ALK Kubernetes hRARIZHEE , EENEIILIIEEXNEITHAY Kubernetes SE8HH1TH R, FRANIFES : ARHIBIER
B. 4 Master F1F4% Node,

FHRIA]

o FHEBTFTAYRE. BFEEHT.

o BEFRERA  BEESH MSESMEERRTS. BEEAER | BOLUBTES | hrLIBTRRR TREREI B EH T2

.

o FHRIGFF : FHREEHAT , WIRSE5SR Master iRAFH: , BRRTTA Node WRATFHE . BRRISIEPAREIIREHITEAERE.

o {73 A TKE BRI Kubernetes iids , R3TIFE S MNRAFR (Hlanl.88hd 1. 10EEARZEL12 ) , BINHERN
Master frAF0] Node iRA—EIRTA BT 4REEH R T—hRA,

o CSI-CFS iEH-A SRR : <F CSI &4+ COS CSIF1 CFS CSI, AE Kubernetes hRANEEIR CSI iRHRAEIUTES: , EIEEY
18 BERARE TKE 1L.14R LA EhRARY , 7FEAESENmEEH%SE CSliEH ( ERAEATINEBELEFERTAY COS #1 CFS =% ) .

o Kubernetes 1.10 # Kubernetes 1.12 hiyANi&RcAY CSI iEEFIRAZ0.3,
o Kubernetes 1.14 RLA FRRANEHECHY CSI #4210,

o HPA 3%/ : 7£ Kubernetes 1.18hzA 281 , HPA shEF5|FBAY deployment I35:AY apiversion BJAER extensions/vlbetal , i
Kubernetes 1.18hAZ f5 , deployment A9 apiversion RE apps/vl , ATRESEERFHNRE] Kubernetes 1.1827J5 , HPA L%,

WIRIGER T HPA THEE | BINEARZAET , T T®< | & HPA X954 apiVersion #J#&%] apps/vl .,

kubectl patch hpa test -p {"spec":{"scaleTargetRef":{"apiVersion":"apps/v1"}}}'

* Helm RIFRSSKIAEIET : BNRFISIHFAT Kubernetes BOMATRAIER , BIEEINATERENONBRBITSE=7RRAMNA, EiY
HEFHRERR  ERCRAERENNAYIR | WARSHSNERIRAEE. BLNAASXISIRAL Kubernetes BIEEL , LLATHS
BEREF RN ARRA. BLNARTRERIRBXIERAR Kubernetes i&EC , LLFNEEBRFARERT.

e Nginx Ingress IRASERE : extensions/vlbetal #1 networking.k8s.io/vlbetal API higZSH] Ingress A~TE v1.22 fRASEREREHIRML, &
EEB¥ M Nginx Ingress BIMRARTBELLERAE , £ Kubernetes hRAZE] v1.22 R LIRARS , TEAGEETUEFZR Nginx Ingress 42
15,

BFTR

WS : BRmEmEX 5845 T H581W
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FHREFNFNEEBE A4, Master Kubernetes s 1 7+4% Node Kubernetes fR4N,

FH4% Master Kubernetes kg4~
R : BRIESIRHTE R, JIEERF Master fRAHALE , BEFHREELES - 10954 , TEIHREIE AR ERIVEERE,

Master KhiRA5/MEAFH%i58E

Bl Master AR ESTIFARRREFE ( BIIIML.14FHREIL16 ) | AMREFE ( BIIIML.14.3F5KF1.14.6 , BiZMv1.18.4-tke STHRE
v1.18.4-tke.6) ., iBH :

o KIRAFHR (FIaN1.12F7%KEI1.14) , EEEREEENSE , FEEETMRENMNANBEN S, RSHNMRE. FEUsL 8
BN kubernetes BIESE,

o ZMRAFERRE , BERENBENSHAWRE | THREMRE.

et ]

o FHRAET, BFEMEIE TR,

o 17.8fA TKE &5 , MR bridge , ERFHREASEHMHERKRETA cni,

o R RASLIMR kube-dns 9 core-dns,

o BEERFINREATRROIHE (HIANSTF ipvs ) |, ZEERF Master IRAFHREL.10F0L. 128 AT FF R,

o FENSRARE & Master lRAEL10MRALLE , Node TRIRATELSMRALIT , PVC RIS ARI A,

T4 master FepkfE , ERINIGRIRFRTI RRAS.

Master AFHARER
Master TEFARDA3NEE  BIBEETF. Master TRBERER. EEHETHR.

o FHERTREMF  SARRERBREN  AINEREHSE  LHRSHaSKEMRE.

e Master TREHAR : BREEIVFIIFRE Master FISIRZEEFHTHE , BiE Master FIENMEEFRFREEHIT I —MEERYT
%, TKE &5FH4%% kube-apiserver , [FF4% kube-controller-manager # kube-scheduler , &EH% kubelet, BALSERAT :

o EHrtERk kube-apiserver B{4587S Pod XYRIAY yam| STFHEA,

o IGEHAE] kube-apiserver pod 2&##E , kubernetes IRARHIER.

o [FH , IRFH kube-controller-manager # kube-scheduler,

o Fti% kubelet , HIEEFRE Master THRE4 ready,

WS : BRmEmEX 5546 T H5810
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o FHREEERME

BesiRSS ( TKE

o IREAREEMKIMEL , a0 kube-proxy ( FHISEIRINEFHREES on delete ) . cluster-autoscaler B{45,

° PUT-LEEMRMBMABXRAFREHRE  BHIRSTRSHEANFHE.
Master FHEIREL TR
1. SRBHRRSEHE | BEFANSHETRY K.
2. ESEFETETH |, IEREFIRTTRERHEEIIR [FHiMaster KuberneteshRA] , #AFHkMasterium.
3. (FRFESE AR AAE | B (HREREHR— DARAREA] .
4. BE [—#] , BEAFHRRERE.
5. IEFFRERASE B (5epk] | FHEFERTK.
6. RIS EIE U MAYSERPN SO BB FHHE.

FHE 5 Kubernetes kg4
S8t Master Kubernetes HiAFHSRAR , BIFIRTUSRRZERHS ST AT,

RS
o FHRED , BTG,
o % Node BrbFIE(THET , PIHTFHRERIE,

BRI
FHk 1552 Kubernetes hRASZHF ERERENTHR 1 FHLRANTHR ARG, ERRFEGEE

o ERRHMAR  RAEEDRANAXNARTRRA. (CHFARAFE , fla01. 108 HKZEL12,
o [RMNREIAER | [RIAELE | (V& Kubelet, kube-proxy B4,

BRI RITIRE

ETERNTRARRBRAARNLN , B—RERESN— M TRE TR , RESAP AR ST N REIFR.

o FHEEMEE : MHm LR Pod HTIRERIAVIEE. BEANFREMGEIINT

o FEHzTImATE TIEREHRT Pod ML, HIETRE , FHILFRIEA Pod HEZH0 , NIEEREY ,

o LATRGHEHIE TIFREISH2HE :

= |7-Ib-controller

WS : BRmEmEX
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= cbs-provisioner

= hpa-metrics-server

= service-controller

= cluster-autoscaler

IKZ Pod : BT RINCATTEE , BERESERRT < LA Pod.

MEEREIERER.

BERTR  ERTRIERERS , HERLEIIRA kubelet,

s AEREHE : METRER ready , EAENTREEN , FRELRIATA Pod LLEIREEERAE.

ERFNFRIRMELE ( Node Kubernetes ki )

1. ERERRBSENE | ERENSI=PR 8.

2 EEEFEETE | GEMHETRERFREIN [FHRT R KuberneteshiRA] |, EAFHR T RITE.

3. IEEAEHNS (ERRHFAR] .

4. FRBESEHRIANE | B (REREHRE LARASFRK] | F&aE [T—#].

5. AT RIGES RS | EAMURFTEARNTR , B [T—2] .

6. EFHREELSEY |, BBHWAFRER |, Bt [5T] BRI FHATR.

7. EETRAREE . EERBTRIRTTHK.

R BTIRER
TREMHERBRDARNAT , B—RERSN— MR RETHE . RESEH AR 25T B REFAR.
T

o EFEHT - BIAEFT =M kubelet #1 kube-proxy B4,

* AEERE  KETRESR ready , FGEXFIAR A Pod LLHIREBIRAE.
[RURNFHRIRMES R

1. BRERRSERE | ERLNSHZPH £8.

2 EERETETE , IMEREEARERREIN [FHRT R KuberneteshiRA] , BEATHRTS RIQH.,

BHER BT RNERTBER. 2P BERHTEANBETIF AW a9 Node KA, FrLATIRAT label, taint E/E

SEREA

WS : BRmEmEX 5548 T H581T
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3. EEFEAES FMRETFR] LR BIREA.

4. FRBETHRIANE | B [(RERESARE LARASFR] | F8aE [T—#].
5. A RIERS RS  EMURFTEARNTR , B [T—2] .

6. EFREELSEF , WIAMSEFRE (5Eak] BIaFmRAR,

1. EETRAREE . BEERETRIRTTHK.

WS : BRmEmEX 5849 TN #5811
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SRR AIPVS

BIFEHAYE: 2024-06-12 15:06:00

BIEm=

BIABRT , Kube-proxy {85 iptables SRR Service F| Pod Z[AMITaESE. TKE STRFREFEET IPVS KA REF LI R
. FH= IPVS ERTANURSER: | AlREEFRIATY BIEAIERE.

ES=E AT

o AINBEECIRERITR G ITNFEERIEK.

* IPVS FES 2R ER , ENAEFNENEERA IPVS 7 Iptables JBF.
o SHTTR IPVS FARIKHL

o IPVS {X5t%T Kubernetes 1.108% LA FERARY TKE EEB¥AERY,

EMEL TR
1 255 TKE #2514,

2. EQIEER , & [ERHEE] WA |, 15 "Kuberneteshz A" iIRE NS TF1.1089 Kubernetes bz , FEE [BRIRE] | 732
[ipvs S73%] .

3. IRREIRTE SR | Seh R AR,

WS : BRmEmEX 5550 T #£581m
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SHERGPURE

BIFEHAYE: 2024-06-12 15:06:00

37—

BesiRSS (TKE)

MREHNISHFEHTREFS. SHETESHS | BULUEAERRSSHF GPU IhEE | BISZINsErT LIRS RIERER GPU &8s,

WEE(FA GPU I8t , EEAYLUEAR GPU CVM &R, B GPU EEALITEMA
o FESSEFRIAIN GPU TR

o FiEE GPU =iRSSEE

o HINEA GPU =iRSSE
* Bl GPU fREHIZSES

o BEEEHAaHNeIE

o BIM AL Kubect! #p$

AR

BES TKE =##l8.

N =

IE:@\EIDﬁ

o {RfEEEF Kubernetes hig&AKF1.8. %84 , SZ4HFF GPU EE.

o BEZEIFRAHE GPU , BMESEIATLUER— TS/ GPU, Fi%iEk GPU fI—/N\ZB5.

o EWIBECFAMAERMER GPU Ih8E.

BAIFLE

TESERFEIN GPU 1
¥RIN GPU 5 SBLA RIS 3% -

* 3 GPU =fR55E8
* RINEE GPU =fr55:E8

¥ GPU =fR5588

WS : BRmEmEX
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L EEMSHiv= , E (58] | HEN"SEFEE T,
2. EREOE GPU =RFZ[AVEEHTH , BBl (FEDR] .

3. FEIEENEY U@ , B [SLfik] iREH "GPUNEY" |, iR GPU 1HEERISLHIZEEY,

4. FIRTUEIRTNERF | SohkelE.

EHHT "EENEE" BT, TKE B EHRIBERAWENHT GPU MIRHZESIARE | BRER ORISR,
FINE4E GPU =iRSE
1L EEMSH=F , BE (8] | #HN'SESE THE.
2. EFRERINES GPU =iRSBHBIEEHTH , 82F [FNEBTR] .

3. EEETRNE , AIXEER GPU TR, BE [T .

4. ZIRTNEIR B ERF | Sehil.

T "=ENERE" B, TKE BENRIBEEANEIHTT GPU BIRMZTEEEIRRE | BoHR OEMERE.

Bl GPU [RSsH%es
BIE GPU FRSSIVS BT |

o BEEEHEeR

» @ISR AR Kubectl dp$ElE

B e

L EEMSHv=S , BE (8] | #NSEFEE TE.

2. BEFREOIE Workload gY5EF [ID/&FR] |, EATFEIEZE Workload RISSEHFEIENME.

3.7 "ITIEfaE” T |, {EEU%EE Workload 228!, FANIMAYEERME. B0 , % [ITfEfa#k] > [DaemonSet] , #HA
DaemonSet {SE A,

4. 8 [FrE] | BN #EWorkload " TaE.

WRFRE - BRmERMEX 8552 T #581m
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5. IRIENEER , RETIFAHE. fRTEHHER.

6. B [BlEWorkload] |, SERkEIEE.

TR Kubectl 546l
(EETLUBIT R AR Kubect! S8R , 72 YAML STAHFIN GPU SER

WS : BRmEmEX

FE "GPUIRH" o, iRE GPU [RHIAVELE.
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CVMZAE=RERE M LS

BIFEHAYE: 2024-06-12 15:06:00
SR EREMERERNEAREN. BYIREERMNEINEEEMET LRI EEFHIM SRS .

o SREFMILR | NERENENDEET RMESHEIBTEIRAY IP it , eI LUSEAB SR FMATEENT RAMNE. BESFAEMEN
NEATSE FABRNEIFR .

o BEENIL : NERFNMNB SRS EESSEMEHISTE NG IP sl , ETLIEEN = ATAEMERIEASEMNLE | IRIBSIERNER MRS
HEN LR, BHOEEZAN CIDR BRAT kubernetes service ; tBA]LURIRIGERIIE N mipod#E LIR , BEiNERNE
BERESHEDE—MEI/NINERATIZENSES Pod #Y IP HBHE,

SRR SR EMBHIIRR

o ERMRIIB MBI EEES.

* F— VPCH , FEEHNSHMEMRIEES,

o BDEEMLEH VPC IRHESERT , LIcEDRNENER.

SHMESENZSMERAMTRIRERS

s EHANBRSBRZIBEE.

s KHRNBRSTREZEERE.

o EHNBRS RFEE Redis. =EERE Memcached S5 EE— VPC TRMNEIRE.

o RERMIHEREEE,

s REEMINEREEIRE.,

» REAHRERS IDC HiE.

SRR

o 7588 CIDR : £B¥H Sevice, Pod E&RFTEMER.

e Services 18 FIR/&EE | IRESHELS Sevice BY CIDR K/,

MRS TKE SEFERIARIFE3 Sevice : kubernetes, hpa-metrics-serviceube-dns , kube-dns , EIRHEG 24N &R/
5, EtAFeLAMERRServices #1& FIR/SERFE serviceMax - 5,

* Pod #¢& FFR/Node : IRESELEE Node A9 CIDR HIA/N,

ERARSS TKE SR ERIALIEE2A kube-dns B9 Pod 014 17-Ib-controller 9 Pod, X3F— Node Lt Pod , =Mttt AR<ag
PESBIE : MBS, I BRIt , Fitt Node &AHRY Pod 18 = podMax - 3,

WS : BRmEmEX 5854 T H581T
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IR B FEIE SRR EE

BIFEHAYE: 2024-06-12 15:06:00

37—

XFFiER ( Peering Connection ) 2—FfATHE. BRENZ LRFEERS  ILUTE= LRIKIRESHEE. SLIBE XSRS
EEAE VPC THBEREE. XTTRIINEERE , BOLSE SIENSEE.

o ANHELICRIZERACHRITRAG. XTIU@eIRER  BHLISE SRR HTEIE,
o BSHRSERANIIEY , FIERERE. ENSEEEYEAM , SHERHAaRHERN. CVM Z24H, FR ACLWigE
REHER.

o BGOSR GERISRER. EREERASREE BRI IREA.

BFLR
PSR AR

1. BRTKE =58,
2. EEMSHES , BE (KR8] | HN"SEFEE .

3. BEFEREFMNEREEERIER (ID/AFR] | HANZERHFRNEENE. WTERZ @ A0, BN A SEHEERmE.

4. EEMSHES | & [(BXER] | #NEAER TE.
5. 1ER "BAER" o "BasM" HIRERAIHER.

6. EEHT |3 - £S5 | ICRB— M EH B MBI AT,
g0 , iICR B SR AR MBHIMERANES.

EEREE
1 PgEREREEE.
2. (EEMSHVER , B (FR] | #A"FRRE.

3. BEEERARIEE FMAIKIKES B,

WRFRE - BRmERMEX 8555 70 #581m
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4. EXRERAERNEAEERNE , BE [FrERERK] .

5. fESHRY (FMBERM) B0 , RERBER. TESHERNT !
o BV : BN B SERFAIRAIMER.
o T—BER | IR "WSERE.
o Tt : IEEFEEVANFER.

6. BE [BU] | AR HRREE.

7. EEHT £E2 - ET,6 , STRIHIRHARNEE.

FRER
BEZATLGE , FBRNBRTHESE WREHRENRE,

1. ERERF A BB | FHESEF A IB=RPINIREET B OSes. WTER :

2. SRERF B UBRE , FESERT B (ORSIPINAEE A &8, WTERM: :

WS : BRmEmEX

BesiRSS (TKE)
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X BIHSTCE

IR B ERH R EE

BIFEHAYE: 2024-06-12 15:06:00

37—

BaRSS (TKE)

XFFER ( Peering Connection ) 2—FfAHE. BSRENZ LHREERS , JLUTEENZeMEX CRISIRBEME. KT

MEER  BELISE QIENEER. SIS S RS IE AR R,

s ANHELICRIZERACHRITRAG. XTIU@eIRER  BHLISE SRR HTEIE.

o BESHRNESIEEMINEY , FHUARER. ENSEEETAON  SHEEFSRERRN. (VM 224, 7/ ACLNRER

BHER,

BMEL R

RERNESERE

1. ZF TKE &44.

2. EEMISH=S , B (5RF] | FENSEFEE AL

3. LR EREBMEAFRER A EBAIERF (ID/EFR] |, HENZERRIEERE,
4. EEMSHES |, &% [BEXER] | #NEXNEE .

5. 1CR "BEMMSE" th "FREMEEL . "TRME" 1 SRS iER.

6. EEHT £B,3 - LS | iICRB—IERDSR FIEE . "TRMNE" f "BIENE" BER.

B, TR T SRS BER.
BBz

L I EAEMEEHE.

2. EEMSHES , BE [(MFER] | SEANFEREERE , FCRIFEEZN [ID/E2FR] .

3. EEMSH=F , BF [FW] , BN FMN"EERE.

4. BENFERNRIEE FRAIREXEHEZR.

5. FEREXERFRERAY" BOAFE TUE |, B (FmEIsERIK] .

WRFRE - BRmERMEX

g0 , iR B SERFR=RR "FTIEME
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6. TESEHAY FNBRH "EOY , RERBER. TESHERUT
o HR%% : BN B SREFERSAIMER.
o T—HEKE : EEF NEERE .
o T—Bt : EEEEIMNNFEE.

7. B [81R2] | e ANinisERIECE.

8. EEHUT B3 - LT , TRNIREEHARNEE.

FHRER
BEEZEILIERE , BENERTEESF IDELRESEF.

1. SREH ABRR , FHESERF A ISSRTPININEET B AR, WITER:

2. SRERF B BT, FHESET B (ORSPINAEE A ERS. WTERM: :

WS : BRmEmEX

BesiRSS (TKE)
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IREREEHSIDCEE
RITEFATE: 2024-06-12 15:06:00

BIEm=

BRIS=RER S IDC EEEERBIFMAR | €4F1 IPsec VPN,
o AXHELCEIBERFHTRIT A, XTSRS | SRILIS% SR HITEIR.

« FSCRRESIRSHER VPC A IDC YUSDIEITSAE VPN fnkis, BEEREE , GTUSE VPN &
H?,
L g it
s
BEEESHEE

1. &% RIBYELSYE , RIBYELE,

3. 2% SlETARX | BIETERK.

4. WIFA#ET <5 IDC Hil.

BA - HUTLCERAT | IBRIESR =5 IDC B , ibEd.

5. /fEEEIIE , appID , &&F ID , vpcID , &KX ID 8 | BRRIZHTZIMHhENEC S TBEREMNE,

6. 1R IDC (ERIROMNEEL | R F .

o % IDC fEFAAYR BGP thill , F=RMEREHIGBEIEL.

o HRHEfbINY , FE IDC AEEILIAERMER T —HIRHREIEEMX.,

7. WIERES55 IDC B,

B VPN 558
ELE SPD $ERE

1. BRIAENEEFIE.
2. fEAEMISHAS , B [VPNEE] > [VPNIEE] |, #A"VPN Bl SEmE,

3. B FRERE SPD REERIAIR VPN EIERY ID/&FR.

WRFRE - BRmERMEX

BaRSS (TKE)

EREENELL
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4. 7£ VPN BIEANFERME |, B [SPDSRREE] =T [4RE] |, iRINESEEMER.

5. B2 [17=F] .
6. EEHIT £E3 - £ES |, BeEXiw VPN 1BiER SPD %REL.

RIS AR IR
RBE . — P FMARBEHE—NIRAR  EXRRSNRAR | BRERARE—MPEEER.

1 EEMSIv=SF , B (BREX] | #ARBREER@E.

2. #E IRERMEERAEE B REBERFAEE NECERIRME | REZIRARAY ID/ATR , HANKRBRIFERE.
3. B [HIBEREARAER] | BINERRMER.

4. 1%F [REAFM] &, BF (FEFM] | RECFIETER 7M.

5. BEHIT SB2 - R4, BEERIEHIRE L , BB EXESRMENER.

FUAER
BeA X inF AT LS,

AesA5 VPN inFELLHEIE.

PiBE . tNE= ERSES IDC HIEIE [Psec VPN HiE , TEEERE SPDESIERHZE.

WRFRE - BRmERMEX 5560 T #£581m
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RECE
RRC L

BITEFAYaE: 2024-06-12 15:06:00

RO

REBERTFI Docker 35 , Docker IRERTHERHRRS B MEEEIENE—RR (&R Registry ik +FZERAFR+ 7&K
Tag) .

TRiRRE

BERRESISAHREMAFAE RS,

{SEFFEED

* BERCEENEF

* IMIERMERECRE

WS : BRmEmEX 5561 T #581m@
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RECEEAYE

BIFEHAYE: 2024-06-12 15:06:00

37—

BesiRSS (TKE)

RECERTFI Docker 35 , Docker IRERTHERHRRS B MEEEIENE—RR (&R Registry #lE +ZEEFR+ 7&K

Tag) . &S Docker Hub B BGMBFAAERER.

BIFLR

FERGCE
A . BRERRGEENRR  FECTERGERE.

1. BRTKE 5418,
2. EREMSHEEN RGEE] > [RNEE] .

3. RELUMENASIEXERERE [FHE] #T40mL.

o FAFE  BARLRIAFNKS | REEREITFADocker HECENSH.

o HY : REBERIITTFS Docker RECEMEIL.

el el

L SFANSIV=FR (REEE] > [(RAVRE] | ENHANEE TUE.

2. EHRREG RES  EF (wexE] TEFRE (HE] .

3. RN (Frgaa=E) B0 mAmS=EEFaE (7] .

RBE . BRTARHREEE—  EEFEERNGETASMEREMAFER | FEIEMERNGETARMR.

ERE

LEFEMSHEPE BREEE] > [HIREGR] | SN BAEEG TE.

2. EHRAREG NE  SEREFIRRESH FE] .

WRFRE - BRmERMEX
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3. MAmGEREL , e [1B%] .
A BRTEAATORERRS  BECCIEAIFAANREIMIAIRIL , £3LL tkefiletest 796,

X REIRGORE
ERIBR=ESMER registry

1. ERIFE R T SHRIBEXERH T , ERBNZESREKX registry,

$ sudo docker login --username=[username] ccr.finance.cloud.tencent.com

username : B=EMEXKS , FHEREIEM.
2. M NER R E R,

LIEHE®
IR TR E RS PRIBXERFHIT . LERE.

$ sudo docker tag [Imageld] ccr.finance.cloud.tencent.com/[namespace]/[ImageName]:(E&iRAS]
$ sudo docker push ccr.finance.cloud.tencent.com/[namespace]/[ImageName]:{E{&iRAS]

¢ Imageld fIRHRAS : RIECHRGEDHFR.

* namespace : FHBHE CENESHHE T,

» ImageName : 7Ei=HI G EIRAREER.

THE®

L fUTUTHSEREIGGCE | FRNTHERGCEFERENEN.

$ sudo docker login --username=[username] ccr.finance.cloud.tencent.com

2. B S hRIEXRERFHT . THRE.

$ sudo docker pull ccr.finance.cloud.tencent.com/[namespace]/[ImageName]:E{&iRAS]

HERE=&
L EEEMNSI=PH BREEE] > [HIRER] | ENRAIEEG TE.
2. EFREMREERETAN (MER] .

3. SRR MG CE B0 , B [HE] BMRZRETERE.

WS : BRmEmEX
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B AIRFBEMIMEERAEMRE , JLUBTRTEGESR , SN REREA REG | REREEE N REGRA THRER
&,

WS : BRmEmEX 5564 T H581W
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WITEENEREECE

SIS AT A: 2024-06-12 15:06:00

AN BAEEIE Docker Compose 18— NIRRT registry 385, {#F3 DockerHub B %4 |, registry $RGRA

79 registry:2.5.0 , Nginx {B&RAH nginx1.11.5 , XEFENE registry IMERUIEZENER , EFEEREWAER registry IRSSERATE
ERSREFRRY Harbor,

registry #hiA

registry /& Docker B95557F76ERSS , DockerHub LAY registry S{&I Registry E/5%& , ESIFMERIERZE GitHub BERES

°

1852 regqistry
L. 7EARS588 HHUTAT RS2 Docker , IKEVHEMMASBER (Ubuntu Server 14.04.1 LTS 64117 ) g OlEiRssss,

curl -fsSL http://imgcache.finance.cloud.tencent.com:80get.docker.com/ | sh

2. 4% Docker Compose,
Docker Compose E—MENRIE(TE 4 Docker BT A,

{5 Docker Compose RFEBEE—NMEEENXHHFENZA Docker Beg , BIEA—KmIEE 1 A=8E5 , Docker Compose L@
TS RAENERIRR | REEINFEFTEX IS, BX Docker Compose #IFiEHE GitHub THE,

curl -L http://imgcache.finance.cloud.tencent.com:80github.com/docker/compose/releases/download/1.8.0/docker-co
mpose-$(uname -s)-$(uname -m) > /usr/local/bin/docker-compose
chmod a+x /usr/local/bin/docker-compose

3. [B5 registry fRSS , WHIFELS Nginx F registry ISR | RN E N HES MR,

docker-compose up -d

o (ZIEARSS.

docker-compose stop

o EFEMRS.

docker-compose restart
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o TEARSS.

docker-compose down

RGEARE
HEmg

BesiRSS (TKE)

1. EAEER registry RSESER HTTP 1Y , AT Docker [BohE8#EERE --insecure-registry localhost 17 , &

2 /etc/default/docker 3ZHAOTF -

DOCKER_OPTS="--insecure-registry localhost"

2. 88 Docker,

service docker restart

3. FIEY_E1E551% docker pull ; docker tag ; docker push ( tag BKiAJ9 latest ),

docker pull hello-world
docker tag hello-world localhost/library/hello-world
docker push localhost/library/hello-world

THER

docker pull localhost/library/hello-world

HpRERS

docker rmi localhost/library/hello-world

SRENGR IR
KRB ORI

# curl http://imgcache.finance.cloud.tencent.com:80localhost/v2/_catalog
{"repositories":["library/hello-world"]}

R EEHRERBIELINT

# curl http://imgcache.finance.cloud.tencent.com:80localhost/v2/_catalog
{"repositories":[]}
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REVE(R tag FlIZR

# curl -X GET http://imgcache.finance.cloud.tencent.com:80localhost/v2/library/hello-world/tags/list
{"name":"library/hello-world","tags":["latest"]}

A& manifests (S8

# curl -H "Accept: application/vnd.docker.distribution.manifest.v2+json" -X GET http://imgcache.finance.cloud.tencent.co
m:80localhost/v2/library/hello-world/manifests/latest

{

"schemaVersion": 2,

"mediaType": "application/vnd.docker.distribution.manifest.v2+json",

"config": {

"mediaType": "application/vnd.docker.containerimage.vl+json",

"size": 1473,

"digest": "sha256:c54a2cc56cbb2f04003c1cd4507e118af7c0d340fe7e2720f70976c4b75237dc"
12

"layers": [

{

"mediaType": "application/vnd.docker.image.rootfs.diff.tar.gzip",

"size": 974,

"digest": "sha256:c04b14da8d1441880ed3fe6106fb2cc6falc9661846ac0266b8a5ec8edf37b7c"
}

]

}

Erh c54a2cc56cbb2f04003c1cd4507e118af7c0d340fe7e2720f70976c4b75237dc BIJ9#4T docker images At &E7~AY IMAGE ID,
layers R THEEHNERXR , JLUET layers FAY digest SRHEN blob , #I1EM FEIRENE blob,

IREVE{& blob
£ EEFREN hello-world:latest #{&H9 manifests (SRHFRE— layer , LU /AfIZRIBEAMEIZRENEE & blob, HENHILER BRIRENAY
blob 53714 sha256 2—5. H#WT docker pull LR ERERSREEIRERAY manifests (/8 , FAEY blob,

# curl -s -X GET http://imgcache.finance.cloud.tencent.com:80localhost/v2/library/hello-world/blobs/sha256:c04b14da8d1
441880ed3fe6106fb2cc6falc9661846ac0266b8a5ec8edf37b7c -o hello-world.blob

# s -1 hello-world.blob

-rw-r--r-- 1 root root 974 Nov 23 09:56 hello-world.blob

# sha256sum hello-world.blob

c04b14da8d1441880ed3fe6106fb2cc6falc9661846ac0266b8a5ec8edf37b7c hello-world.blob

MpRIR&

HpREH& ( soft delete )

BS@IT curl -i SEERENEEGAY Docker-Content-Digest |, registry 2.3 fRARLGHINRAMIRIE header H5E Accept:
application/vnd.docker.distribution.manifest.v2+json , FUIELAREIRIZE schemal B digest , 5 schema2 #J digest &< , {FF
FEELARLEEIRER digest MHIFRATEIRE] 404,

# curl -i -H "Accept: application/vnd.docker.distribution.manifest.v2+json" -X GET http://imgcache.finance.cloud.tencent.c
om:80localhost/v2/library/hello-world/manifests/latest
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HTTP/1.1 200 OK

Server: nginx/1.11.5

Date: Wed, 23 Nov 2016 02:17:51 GMT

Content-Type: application/vnd.docker.distribution.manifest.v2+json

Content-Length: 524

Connection: keep-alive

Docker-Content-Digest: sha256:a18ed77532f6d6781500db650194e0f9396ba5f05f8b50d4046b294ae5f83aa4
Docker-Distribution-Api-Version: registry/2.0

Etag: "sha256:a18ed77532f6d6781500db650194e0f9396ba5f05f8b50d4046b294ae5f83aa4"

{

"schemaVersion": 2,

"mediaType": "application/vnd.docker.distribution.manifest.v2+json",

"config": {

"mediaType": "application/vnd.docker.containerimage.vl+json",

"size": 1473,

"digest": "sha256:c54a2cc56cbb2f04003c1cd4507e118af7c0d340fe7e2720f70976c4b75237dc"
)

"layers": [

{

"mediaType": "application/vnd.docker.image.rootfs.diff.tar.gzip",

"size": 974,

"digest": "sha256:c04b14da8d1441880ed3fe6106fb2cc6falc9661846ac0266b8a5ec8edf37b7c"
}

]

}

tRIE_ F—#iREIRY Docker-Content-Digest fif& , iR[E] 202 F~MIbREIN.

# curl -k -v -s -X DELETE http://imgcache.finance.cloud.tencent.com:80localhost/v2/library/hello-world/manifests/sha256:
al18ed77532f6d6781500db650194e0f9396ba5f05f8b50d4046b294ae5f83aad

* Hostname was NOT found in DNS cache
*Trying 127.0.0.1...

* Connected to localhost (127.0.0.1) port 80 (#0)
> DELETE /v2/library/hello-world/manifests/sha256:a18ed77532f6d6781500db650194e0f9396ba5f05f8b50d4046b294ae5f
83aa4 HTTP/1.1

> User-Agent: curl/7.35.0

> Host: localhost

> Accept: */*

>

< **HTTP/1.1 202 Accepted**

* Server nginx/1.11.5 is not blacklisted

< Server: nginx/1.11.5

< Date: Wed, 23 Nov 2016 02:29:59 GMT

< Content-Type: text/plain; charset=utf-8

< Content-Length: 0

< Connection: keep-alive

< Docker-Distribution-Api-Version: registry/2.0
<

* Connection #0 to host localhost left intact

TIAGR :

# curl -X GET http://imgcache.finance.cloud.tencent.com:80localhost/v2/library/hello-world/tags/list
{"name":"library/hello-world","tags":null}
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MR ( hard delete )
75 E—sbth | R T SHRH0 manifests S8, 3IAH0 blob WEFESFIHAIESE , BT F&SAIUEETLUIIRE blob,

docker exec -it myregistry_registry_1 /bin/registry garbage-collect --dry-run /etc/registry/config.yml

ZBR blob , BEHE=A) , FEHUTFTEMGS. FR . EHUTTENSSH registry KRR RIEHE ( RN AT registry BEE
MHHRE ) | BN SEEER .

docker exec -it myregistry_registry_1 /bin/registry garbage-collect /etc/registry/config.yml

BiysR
BREH

|-- config

| |-- nginx

| | -- nginx.conf
| *-- registry

| *-- config.yml

*-- docker-compose.yml

N

nginx.conf

worker_processes auto;

events {
worker_connections 1024;
use epoll;

multi_accept on;

}

http {
tcp_nodelay on;

# this is necessary for us to be able to disable request buffering in all cases

proxy_http_version 1.1;

upstream registry {
server registry:5000;
}

server {
listen 80;

# disable any limits to avoid HTTP 413 for large image uploads
client_max_body_size 0;
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location /v1/ {
return 404;
}

location /v2/ {

proxy_pass http://imgcache.finance.cloud.tencent.com:80registry/v2/;
proxy_set_header Host $http_host;

proxy_set_header X-Real-IP $remote_addr;

proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;

# When setting up Harbor behind other proxy, such as an Nginx instance, remove the below line if the proxy already has s
imilar settings.
proxy_set_header X-Forwarded-Proto $scheme;

proxy_buffering off;
proxy_request_buffering off;

}
}
}

config.yml

version: 0.1

log:

level: debug

fields:

service: registry
storage:

cache:

layerinfo: inmemory
filesystem:
rootdirectory: /var/lib/registry
maintenance:
uploadpurging:
enabled: false
readonly:

enabled: false
delete:

enabled: true

http:

addr: :5000

secret: yoursecret

docker-comose.yaml

version: '2'

services:

registry:

image: library/registry:2.5.0
restart: always

volumes:

- /data/registry:/var/lib/registry
- ./config/registry/:/etc/registry/
environment:
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- GODEBUG=netdns=cgo
command:

["serve", "/etc/registry/config.yml"]
proxy:

image: library/nginx:1.11.5
restart: always

volumes:

- ./config/nginx:/etc/nginx
ports:

- 80:80

- 443:443

depends_on:

- registry
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SR
AR

BITEFAYaE: 2024-06-12 15:06:00

BIEn=

ATRENRERERIRSS TKE SAFRHENSEHNESRETR | JLUSSEHNRSHEH T REEREHIESK BERS
(CLS) . HEREIIREERTHREX] Kubernetes SSEEAARSS A EHITEIENOTRIAR. HEXREDRFTEAEN %ﬁ?ﬂ]ﬁ?#ﬁﬂ
BEXRENN., BEREDEFERE . B5RE Agent RTEERFRLL DaemonSet FIZNIET , FHRIBRAFET BEREMVEERTRE
IR, CLS BHEEEMBETHIAN  NRERHITEERE | BEEREKIEE CLS F2E. SRMRIELUTRMEFEREREDRE :

* FREERE

o REFFINERLES

o REFHXMAE

. REBRLMHES

Ellli e

BEFERRISF TR LARBRR. FEATRENES DREEFNETO TR,

5 CPU &R : 0.11 - 1.1#% , HEES AN ARERRBTEKX.

SRARERIR : 24 - 560MB , BEEIT KR A HRIEERBTEX,

TRERS | B5512K , BT SR,

EEARALEREIRE , EMIA Kubernetes EEB¥ T peisaiA HEIRSS CLS., BT AESREINEENE Kubernetes 1.10 RUAELR
REEE,

o

o HREREE Agent : TKE FBFRERTESER Agent , EA Loglistener , FEEEERLL DaemonSet 95 TET,
o BERN : BREILMERBTEMUEEEERRER. HEEM. BEBRAANMEEDTIEES.
o HEXRE Agent I AEREMUAIZLL , ZHAIMNSERS 10sHERL,

o ZHRATREMNAEIEZA DaemonSet , (BT ZHIHEREMUSEFHERE Agent HRERIZIRIEN.
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e BER : BTSN ERD. SEAXGURT R,
o IEREARINERL BTN  AFEEEREER. SUEE LIFREFNERE Pod Labels RRIEREIRSS BEAF N BERIRER.
o TEREBRR/RNMIKEESTH , BFAEETLFREEL Pod Labels ARSI AIE B/ FAREIR.
o ERETRNMEEATH , ARUTRERTHRERNT RXHBEEET.

o B . BPEEHERS CLS WEESENAEEREREZETR,

o REUES | AERE Agent STRFIGREFINBELURITIA. JSON, £EfF. SANANREENNFAEERFIEENBEE

B

Xo

o II3EER  FBTIERE SR LRI ERIIMNIRES S BE |, key SIS ICED , IEMINISIHEIENIPCED , 4N{KEE ErrorCode =
404 BE.

BR{ELR

FREAERE

L 55 BERSRHG RS (58] |

2. (ERE LRt , BERETS AERENEREI (98] |

3. ERERESTUHE , BEESRE (W8] | ARESRERMA. MTEMD

EEBZR
1. R ARRSEHE | BEENSHETH [B4EH0] > [ATRE] .

2. EIRE LSEFEEARERE ATREMNAIER | BE (g .

3. R BAERENN TE S , ERERERE | AREATR. BRERERESTS SRinERN. SRR M TTRXHHRE.

RERBERHAE
e [BestmtEmt] RERE , ARESKEEATR. 1% B ATRSHF—RIEEEZ 1 Namespace RIT{FAZL.

REBBANHAT
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R (BRMIRER] REKE , ARERER.

BRESTF MR RAEECAN | FIANHARRX 481279 /opt/logs/*log , AILUSEREKZA /opt/logs , X4&7 *log.

T RRRANER R AIRANM (3F hostPath 5 ) |, BRTRIGHBTRE . B2 LR=REL kubernetes HXAYTTENE (51
o - FEESRIERR ID) R HRE CLS | HERFEEATHEIRREMRESINA. FHE (fIa0 - 883, labels ) #1716

ZN88ay kubernetes IBXAITEIRIESE T HES !

FERA ax
container_id HEFTERIZSES ID.

container_name BEFRESEERFR,

image_name HEFERESRRGATR P,
namespace EHATE pod B namespace,
pod_uid H=ERTE pod B9 UID,
pod_name EFrfE pod BIE=E.
pod_lable_{label = BERTE pod HY label ( HlE1—4 pod #HEHA label : app=nginx , env=prod , NE LERNBESHTHH
name} ™ metedata : pod_label_app:nginx , pod_label_env:prod ) .
RETRUFEE

PR [TAEER] RERE |, BPaiRBLRE R TR INEENA "metadata” |, EREFINHFHEEMIHERE Key-Value FZzHY
“metadata” , il metadata EEHFMNEIBEICRF. WTFEFx :

R —AMEREE R SR,

BRARSTIF IR ERFIBECAIN |, BN HFEEREMB X HEER LA /opt/logs/servicel/*log , /opt/logs/service2/*.log , RILUIERE
SRERRHISIEIZA /opt/logs/service* |, RS *log .

1. EEEHERSS CLS FigEs. SFRAEEENMNAEEE , JLUESEMEEBREEE,. WTEF: :
FE

o HEMRSS CLS BrRIRBEHSRMEN S SR THERE LR,
o HEASERETEFELIONEEER , WAGEHERTER.

2. 8% [ | tEATERERN., WTERF

WS : BRmEmEX 74 T H581W



X BIHSTCE
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IR I ETSEEBRCHF—MREEE | BRIDERZASEERFTE S8 B &R LIRS R AT B ST 5.
EHER—ATER R T ARARERE | IBRRERESHES.

HERUE(

BTN

EZFREN

SeE1EN

JSON

bu)s
1
R

15iRA

—RATNEE—THRE | LURTHR \n fEA—RATHERINE | BRATEHRET HRER
CONTENT f9—{T=eF/E , AR IEBIEXeFTHRZATRE. HERELIRERBAIE.

E—FBNATELET  RABTENRS TS | HF1TAEIE EFYEIRERIENREA
L BOANR—FRBATRIEL M F—MTEHIMERZFAEHNERITRR | hRE—MEOARYE
{8 CONTENT , BEAELAREER A /9HE,

BB —FEBATRENGRME A key-value IRTHTER , BRTHABTES , EDXRBEEX
ENRAT | REBRBEEVRALEAVHERERBIA] key-value,

JSON A BELEENEEN key (FAXNNFRE , BEM value {EAXNAIFRRIE , LUZ5TUS
BRATHITEMUANE | B5FBNATLMRM TR\ AERITRR,

E—RATEETLUREEEN D IRFFERB R ATHITEMNANE | 572 ATLNMTANAER
IR, BERSEHITORMSIIETEN , ERENBN O FNFERENXE—R] key , TTHFR
RITCHERENFRAERS , FFEFRIIAZ.

3. IRIER R E T IE=SFHECEMN |, Fread [5epk] | SohelE. WTERR :

SEHT R

1 BR SRRSEHE | BEENSIESR (5E85] .

2. ETE LG AR EEH A EREMNAIER | BEAME [(HERERN] . ATER:

3. tRIERREFMENEE | BE (5Tl | SThEH.
IR BEEMESEREAATER.

WRFRE - BRmERMEX

LEE S
BITAR
=5

EZFROEN
25

SEEIEN
=5

JSON #&
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KEDHFHTRIINIE i

BIFEHAYE: 2024-06-12 15:06:00

RN B RRR RS 126 S B B B SR EMNFHRIBZIRI = 52

AR

EEWEXIN R, SRR S ERW ST,

BIFSR

AU ARREAN

1. ERFHRFEHE | GEAMNSHETY (EgEHh0] > [BERE] | #EABSRE.

2. EAEE LS EEEAREEE ATREMUAIER | BE (] .
3. e B RN R E B B SRS i 2R .
ISR - A LIEE X BRI FR,
RSt - 0513 B ESIRER B fRithiEg.
4. EEREXRBFRERTR.
5. 8 [5epk]  ERTIIREE.

EHTREA

1. ERERRSENE | BEANSIv=PR o] > (BSRE] | #ABERE.

2. EEE A LSRR E B EREMNIAIEERF | BE [RigiEmn] .

3. iRIEREENNNEE , BE (5] .
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-lj/u\ =] IE
%/\\\ﬁ%ﬁ

BITEFAYaE: 2024-06-12 15:06:00

i)

R D RR R ARRIEARTTR, TREURTWSS , BERTLAZEMNL , BRI LARYIEN. 81 T REE31E1T Pod IRZENERAN &
?ﬁ Kubelet, Kube-proxy &.

T RIBRIRE
. s
. BIREA

s RETRIEHEE
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T REApEHA

BIREHAYE: 2024-06-12 15:06:00

R4

I\\\

SE

X

HitbA%&

H'lklu\ EE!HE

TREHEE | AR Pod BAEEZT =
T AIEFEIKZE Pod EEAMT &,

SERIRSIREREE,
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lj-ﬁiE-lj/\\\

BIFEHAYE: 2024-06-12 15:06:00

BEp=
AL BRI,
. g

) I[S7=R=)=)

Ellli= e

BERTKE =518,

BIFL R

FETR

1 EEMSiv=SF , Bl (58] | BN SEFEETE.

2. EREVRTRSHFNERTH  BE (FEPR] .

3. AN TUE |, ARESIRER  EETAX. TRRSHIERIEESE,
4. 8% [F—#1.

5. ' ENEE TH  BERRSHE.

FESHEEUT

o AR RHESBELIER. SUERERM SSD migR , BRIELIRERKH TIEE.

o HER : BIRIESCIRE R TR,

o AR

&t
3

o FHZ :

» Bl RS EHEGE , a8zl ccs_&afid_node,

* FR  BEXZRSEHEER , aRSHFSIRFBL60NFH.

WS : BRmEmEX
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o BRA :

» RET  BREETIREX NS,

BesiRSS (TKE)

» ZBEIKEXERD | BIANRET —MEEEMN NS, RIUCENENERENERTRSFNLI  BNFETSHE SSH &

%H o

» EEIERERS - BEIEIER | ZERSETRERESE.

o 2 ATFRERMRSE CVM NIREHIEES] , iBIRIESIiRG K TIERE.

6. B [F—2] .
7.1 [ERH#A] THE , ACREENER  REZENHE , FHE (5] .

RIERTR
$BA : LBHXFRRIIE— VPC THRIRS 3.

1 EEMSiv=S , Bl (8] | BN SEFEE T

2.5&% [(BREE] > [BR] | #EATRFIRTE.

3. ERENMICETRNERTH , BE (FMNEawR] .

4 EIEFETRTE , SEHFEMINTR , BE [(T—2F] .

5. &' =ENERE NH , BREFEMIZISHRRSSE. TESHERUT

o HIEMIRE : R "RERMIRGTHEERIER".

ERILARE (Hgzed] | EEbiRO.

» BARE  FREASRGENFHEEE  RARSEEPARLIHEENZTN  SESEEFEREFIERHAERIER |

ENEFENREREER.

xR

o BMERSZ : BIRELIREREITIER.

o BEFH :

» RETR  BREETREX .

» RDXREXED : IR RET M EEERN IS RICENEREReNERARSH/NAGN | BINFIEISE SSH &

.

» BEIERER - BEIERERS | ZEREETRERESE.
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o W : BTRETMRSEE CVM BB | ISIRIESEIRR K TR,

6. Bt [5epk] .
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———
BRT R
SIS AT A: 2024-06-12 15:06:00
BR{Em=

R SERBIRERF TIT R,

==
/I,%'\Elﬁj
o IZEITEBT BT RANEREREAEER | EREER | BREnE,

* TRBLHEBMIBIEFSSHTERRS  SEERF.

ER{FLR
1 BRTKE £,
2 (A MG , ik (3] | ¥EA"SERFERE T

3. BEERERMRTRNSEE (ID/BFR] |, HENIZERIEENME.

4. mEMSHES  &F [(TREE] > [(BR] | #NTRFIRTE.

5. EHRYIEY  BEFERRTRITRAT , BE (Bd] .

6. T EMEERHUT T RA ? "BOYF |, B [HBE] | B SeiRiE.
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X EET ST

BIFEHAYE: 2024-06-12 15:06:00

37—

RS AR B BT <.

BIFLE

HT R
£ (cordon ) PG , BAESHN Pod AERZT R , EEEFFEEHIRITA. HHaBLTIRMSEE
FaiE—

TR i, £'aENEE " TE , B (BRRE] | Dk [FFEHH] .

k=

1. ZRTKE =518,

2. EEMSHES , BE (8] | ENSHEE"TE.

3. BEFRENT AR (ID/BFR] |, HENZERIEENE.

4. mEMSHES  &F [(TREE] > [(BR] | #NTRFIRTE.

5. EHRYIERY  IEFESIIIT ST, Bl (H#] .

6. MESRHAIXNEES , BE [HEE] | RIAISeRiEdil.

EGEH#T R
BGEEE (uncordon ) TR , BRI Pod AERIZT =, BGEESELUUTREMAGE
BiE—

EIHUTHI RIS EET AT, SR LEZEAFRINEEE T <A< | BIRBHE M. EnpianT :

#1/bin/sh

#your initialization script

echo "hello world!"

#If you set unschedulable when you create a node,
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#after executing your initialization script,
#use the following command to make the node schedulable.
node="ifconfig eth0 | grep inet | awk {print $2}' | tr -d "addr:""
#echo ${node}
kubectl uncordon ${node} --kubeconfig=/root/.kube/config
kubectl uncordon A< EIFRREHE BT .
HiE=
1. ERTKE &HI4E.
2. EEMSHES , B [5EF] | HENSREETUm.
3. AR EEAGHEI YT SAVEEES ID/BR |, IR EIERT @,
4. EENSHES , &% [(TREE] > [(BR] | EANTRFIRTUHE.
5. A RAIERS  BEFENEHMITRIT , B (BUESH#] .
6. FESRHANHEES |, Bt (FAE] | BDRJSTREREIEA,
IKZE R
g
AT REFTEERZA , EFLUBEIKE (drain ) TRESMATRPEL Pod. TTRIKZERE , BaliSHRARRETE Pod (FE83

DaemonSet &Y Pod ) IKZFEIERFNEMT R L | FRERZFNTRISE TR,

A - AMTFAERY Pod BEKEEEIRGEL | FEEERE.

BT

1. BRTKE 5418,

2. EEMSHEF |, BE (EEF] | BNSEEE " TE.

3. BEFEEICHI BT ARAVEERE [ID/EFR] | ENIZSEEHVETERAE.

4. EEMSHES &R (TREE] > [(BR] | #ENTRFIERTE.

5. ERERZFLRIERITH , BE (E2] > [IKE] .

6. TESRHAURNEIES |, B (HE] | B enidkiz.

WS : BRmEmEX
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Pia=REPEN] =i RN

BIFEHAYE: 2024-06-12 15:06:00

37—

RETRNEHRAT L EET R ready BIEHT R TIBHIE , BETREMNMRETRENHA, WR—XWIZE=
fRS=8 , BEXHIESERENARS S LisfT.

{sE FERR

o FWIEAEEITBHIAIER TKE T LAY Kubelet, kube-proxy. docker &HEtHE.
* EHHAHITEAMASER , FEITRIEMAR T AT,

o MIAREERIEEERIET =AY /data/ccs_userscript/ BEEE.

BIFTR
EELELU T = MR RET REEHIAE

o QUEBREEYEIIE TR  RETRNEHEA

o MNEATRN , RETRNEHMHZA

o QUE(RMEAER , RETRIEHIEA
QURESRTEFTIE T AR, RETRNEME

o BURERIY , ' aENEE NE , BE (BRRE] | EEEENEIE B4,

o FETRE, E'ZENEE NE  BF (BRRE]  ESEENEE S,

HNEETRE , RETRNEHE
RNEETAE , ' ENEE TE , 2F (BRRE] | HEEENSE , EHE.

WS : BRmEmEX 5585 0 #581m
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SlEfRaaand , BT RRSEIEA
BIERARART | (E'ZENEE TE , 2k (BRRE] | HEEENEIE , BalA. WREFRR

WS : BRmEmEX
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RE T eLabel

BIFEHAYE: 2024-06-12 15:06:00

37—

RIEHESIRETIR Label,

{sE FEPR

* *kubernetes* ] *qcloud* 18X EEFSRIEFIMIER.

* *kubernetes* 1 *qcloud* FREEFIREBHE | AIFRIN.

o HRICHFRNTIRIRE Label , RTFFHIEEIRE.

EED R
EHAERETR Label
1. BRTKE 5414,

2. EEMSHEF , BE (EEF] | BN"SEEE " TUE.

3. IEFEIRET R Label 1958 [ID/BFR] |, HENEEFIS.

4. EEMSHES & (TREE] > [(BR] | #AD

5. IEFFERE Label NTIR1T , BE [EZ] > [REFRE] .

6. FE3RHAY JREE Label B , 4wiE Label , B [$232] .

Kubectl &8+ Label

1. 5% Kubectl , Fri&izseRt. BIFFIBIESE B Kubect! EZEE.

2. PUTLAT @< | IRET M Label,

kubectl label nodes <node-name> <label-key>=<label-value>

WS : BRmEmEX

mFIZR"TUH.
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3. WUTLAT &< , BB Label,

kubectl get nodes --show-labels

RERIT™MER

NAME STATUS ROLES AGE VERSION LABELS

172.17.124.5 Ready <none> 12d v1.10.5-tke.3 beta.kubernetes.io/arch=amd64,beta.kubernetes.io/instance-type=QCLO
UD,beta.kubernetes.io/os=linux,failure-domain.beta.kubernetes.io/region=sh,failure-domain.beta.kubernetes.io/zone=2
00001, kubernetes.io/hostname=172.17.124.5

172.17.124.8 Ready <none> 12d v1.10.5-tke.3 beta.kubernetes.io/arch=amd64,beta.kubernetes.io/instance-type=QCLO
UD,beta.kubernetes.io/os=linux,failure-domain.beta.kubernetes.io/region=sh,failure-domain.beta.kubernetes.io/zone=2
00001,kubernetes.io/hosthame=172.17.124.8

WS : BRmEmEX 2588 T 1581
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Bl {h4aZE

BIFEHAYE: 2024-06-12 15:06:00

BIEm=

RIESEeIRRYaH

BIFESM

[ShelieaSits

BIFTR

1. ERTKE =64,

2. EEMSHES |, BE (KR8] | HNSEEE " THE.

3. BEFECRPMEANERF (ID/BFR] | HNZSERAVEERE.

4. EENSHES | &% [(TREE] > [REH] | #ENEEER"TNE.,

5. "FrE(eEE E [ SERTHITIRE.

B BEX , IRBIVSFEREERHTHE | HEREEREE.

AEAE/NEBURE | RIESCIRE Kt TR,

BER5 | RHLUT=MERSH | BIRERERE TR,

o IREWHY : RIERTEENED

WS : BRmEmEX

BesiRSS (TKE)
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o MBPXERER : ZIANEELEEERN IS, B MUENERERLNERARSHNLR. FIFESNI SSH &,

o SSHER : WIRAEERSTUEE "V AIXEKZR [FHI. MREHSSHERAILIRERRRZEER | BRniE  B5F0E SSHE
B

o BEI4ERER : BalEMNEIRSEITIENERESE.
YRR | RIESCIRR K TSR
R  WANCEEHIANRENTSE | oIRIELIR R 2t TERRERIN.
Label : &8 [FiLabel]l , BIEJiE(T Label BEMNIRE. FTRTELHRIE Label i, EETA.
BHRE (W)

o EENHUE : IEEBENEIEREENde , BIZENodeZHEETERENMA , FEBTRIMANTTEARERNBE, HARESE
A B E SR ET mAY/data/ccs_userscript/BIEEE

o H#ff (cordon) : EFFEHMUE , BAEZHH Pod PEIZTLR  FEFHIEHUITR | SEEENEURHHIT BUEZH

BT, BRHRE.
STHFRIE/STFFM - RIELIRE K TISE,
TRYEER : RIELHERHTES,
EizsRg
o WREER : ZAIEH , ERIGHEINIRERER , EEAMBIT—ERE (SR ) EABER.
o [RFEEIEER : EFESIGER |, FEEIELAMUREAVIEI , EidEEEig X  ERXEREMAREILIRAE,

6. By [QUgR(Rga4E] BIeJ QR eRaEaE.

WS : BRmEmEX 5590 T #581m
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BEH4aE

BIFEHAYE: 2024-06-12 15:06:00

37—

KN BITBE SRIRSEHE EESFPCEIRIMRMEE , FRBREAMNFMES | LUEEEXM AR TEE,

Bl e

SR T O RYER

EL R
1. BRTKE #5418,
2. mEMSAEH |, s [5EF] | NSRS TTE.

3. BEEECRMEERNEEE (ID/ER] |, HEANZEEHISTERE.

4. EENSHES | &% [(TREE] > [REE] | HENHEE5R" TTE.,

RAERERNECENT
o 2RKE : BAREN TEMEENHRLREN. TREZRRA LA (FHE] #TEX  FHFENARGREESRELE
» BMER : AFILLEXRE. EEFELN  SHPTRATSHERRSHEMARES. FIEESN SR a0y EERA.

» TEEE  FOILLETAN RN | FRMERRRSHEIEE— MREER T . BRRSESISLUTRMY SE% |, GRMRIEE
PRt TR

* most-pods : IEEEEEEEZS Pod BMBRBEHITH B,
* least-waste : %% Pod AEFRFERIREDIHREEHITT B.

» SRR LR | RASRISEIRGER. WEAMEEHTHEREEANEHREEN  BIEST NSRS  SERED
RIS REE.

WS : BRmEmEX 5891 T #581m
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o (R4EESIER . £REE TR AEREARTIKE, , TEESLUTER
B - SEEERES , IERXKEA EARHERETRARLEA ID ST 2Rt TiHk.
= {44 ID/BFR - B4R ID ATHNIZBRAFBEREERSAXER.
» R ABNEBR  RNZBEALTIERRES.
» BE. B2ER. FR. B2% FEEEN BREEEERE.

» EabECEID/ER : A E R AR MEER , FMEEURE , FEESNEIEE,

WS : BRmEmEX

BesiRSS (TKE)
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EEE A2

BIFEHAYE: 2024-06-12 15:06:00

37—

ANMBIETEI BRRRSEH G BB AEANRE.

Bl e

EEEEERIHEE.

BIFSR
BRLRER

1 " Ege257"E , BEEREE AN (#E]  EAEERH

2. RN IRESRAEEBEE BT , SELUTERHTIRE.

BesiRSS ( TKE

o BEER : ARGk, ARENESH , ST TRTERERESNEMRES. HHEESN SEET HEa5A.

o HAREE : WIEAXENESEET.

» BRAHRGEY  ZHERTATURNHTHESOTRE , EEAR10" , TRFEEENRE,

IR HEREETETRNE TR, IRTRLEFE Pod , NERES

=

=53

Z— TR,

)

* Pod HARIR/AISEGFRNT : TiRE Pod AR/ AIHERRESHNFREENFHAHIES K. SHUETEERRIRTEO

- 802"@0

* TRERSH | TEENRETRESSHIEEE o EERES.

» R A TEENRESHE AT SFM4RIER

* RESTR  BRELRR K IEECEIN,

o FEEE

WS : BRmEmEX
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= BEHL : BEZMRGEERT , BETUEE—NHTT B,
* most-pods : L MEFEAERT , IEERETAEES Pod RYBGEEHITH &.
» least-waste : HSMBYEAERT , 1158E Pod BEERERIKEDHNHEEHRTT B,

3. BB [HE] | BORNRERTD.

VR {hYRARcE

L. A" pgEESER"TUE |, BRERREENMFMEAD , HNEERE

2. EEEFERETLIBIRE (fHE] KEREEERE | TSRS e REE.
i8R : FEEEA. S/IMREAISTHIEEMMTTIA
o BRI EIREIRR &AL " &/ MHEEL"

o BidRAEBEFIRRTE BE N [(E£] > [FREE] F8"TheE"

WS : BRmEmEX
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MIpR{eR4RZE

BIFEHAYE: 2024-06-12 15:06:00

37—

BesiRSS (TKE)

AN EITBEL SRR EHE MIRERF TEEIZRER. BISER MR ABEREEE , ROV ENTRRE,

Ellfie ez
BB,

1. BAR{RYE4R7ZR N B SR [(E2] > [HBR] .

2. EEEAY R EGER B O+ |, RERERERREBT .
R

o BUAGIEHERRET BT R URIERHEREEAIE.

o RENBTREREAURE  FERIEMF  EaSHFHE.

3. B (18R] | SEMIBRALIORIAS,

WS : BRmEmEX
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BERYAMPREICR
SR E A 2024-06-12 15:06:00
B EnS
RN EEFRFEENRECR | ERTUTEGES
o ERILABE 4SSN T RECUSHRERN , EEMIIRERE M.
o EEILUBI EGEERNT R BEEER 7 RE CHEESRR | HITESSHIRASE,
o EEILIT R SEAESIAARR (G SR THIRRRERSEY BRN ) | HTXKETE,
o EEILIEERNERNBEFECE | £BHEICR M REREARFECR
588
o EFEZMEEEERT , CA (Cluster Autoscaler ) RERIEESERVREEHITT HE , LEMRAEICRAILUA CA #9 Event 1531,

o MRERXVFEFBANFRBECR , AR0 CARTH , ATHNREAFBREEZHMEANY 8 ENICR.

AR

el REYEE, FEES tlEEYEE, BHNMREAYIRTUH. FI5EEN 25 M4,

BIFLR

EELB(REoR

1. BRTKE =44,

2. EFEMSHETR [B4EH0) > [E4T0EEE] | BHBEREFRFEIN (RE] .

3. SRRV IREINRES EOY | IR SR THRe AR | A RS | FelEsEEFeanaTE—.
4. BEHEERN A FEEHFAUIRE.

BEFHSAK

1. &% BERSEHRE.

2. EFEMSHETE (RROH] | SN SRS EERE.

WS : BRmEmEX 5596 T #581m
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3. E'RARSHTNHE L5 |, MRS EEERHFANNIESEMESER,
4. Ai%event.source.component:cluster-autoscaler , BAEEIGZROHT.

5. EAMKMREIRERTEELHIES , XIRIERIFI T,
BEERETRRLECR

1. BRTKE =H8 | EREENSHET (58] .

2. fEEREFETRYIRNE |, SR EREERE ID |, BENIZEEE "Deployment” TUH.

3. IEEFAMFERERNT AEIE > (B4EE , BN BYEHS xR T,

4. " gedaY IR, BT EERgEE ID,

5. FENIZ(R4RLEIFBN , IR YaEsN " TE |, I EERYEICR.

WS : BRmEmEX
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Kubernetesyy&R&18
A

BITEFAYaE: 2024-06-12 15:06:00

IR ETE A

BesiRSS ( TKE

)

el BRI E ERIR(EIRE Kubernetes XI5t , {54l Deployment, DaemonSet £, Kubernetes XIS 2&BFHIFASLIR , FsRE

BEHNIE TS, AR Kubernetes SISRATLARIAFRRIE X
o IFEETHNAERER

* NAERFIBNEIR

* NFRERKEKAIRIES

AT B @I TKE 1541483 Kubernetes API & Kubernetes B335 , 540 Kubectl,

XTRDE
Kubernetes ERXNSRFESALATEE :
o T{EfRZ;

o Deployment : FHFEIEEEEEMNAT Pod,

o

StatefulSet : SN TIERE; APl W& , BiZNARFE A RSN BERE.

o DaemonSet : FURATABEIHS TSR LIEST Pod , HIAIEERE,

o

Job : — Job BIFE—NEZ Pod , EEIZ{TER.

o

CronJob : =TI Job 55,

* RS

o Service : 124t Pod i51af Kubernetes 35 , JLURIBI S EREN REZHE,

o Ingress : BIEEEFH Services FIFMNBIAIAIA Kubernetes XI5,

* EE

o ConfigMap : BFRFEEEE.

WS : BRmEmEX
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o Secret : BT REFHEMER | HIINED. SHEE,
.
© Volume : BLAFHESRRHIOMERAVEE.
o Persistent Volumes ( PV ) : Kubernetes &R SH—1FHE.
o Persistent Volumes Claim ( PVC) : iER7FfEHIRRE, Q054G PV EL(E Pod , BBA PVC B FITEtREL.
o StorageClass : FRFH#iA7FERIZREL, BlIiE PVC BY , i8IJ StorageClass SIBEERENIFE | RIFHERIIENR.

Kubernetes XJ5X#E Namespaces, HPA, Resource Quotas&Eait+if , Sl LURIB S EEFEAARR Kubernetes 3%, &
EhRAHY Kubernetes AJEFRRIXISRBAMER) , ESHABRIER Kubernetes B3 ML Hifl,

S ETRERE
o T{Fta%;

o Deployment &1

o

StatefulSet &8

o DaemonSet I8

[e]

Job S8

o

CronJob &1#

e RS

o Service &I#

o Ingress &1

=

o ConfigMap &2

o Secret HiE

o T7iE

o Volumes &

WRFRE - BRmERMEX 5899 TR #581m
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o Persisten Volumes &If
o Persisten Volumes Claim &1&

o Storage Classes &8

WIS : B emEX 6100 7 H#581m
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Namespaces
B EFETE): 2024-06-12 15:06:00
Namespaces 2 Kubernetes fEE—MNERFFF{TEEINEXDAINIS |, EAILUBIE Namespaces TSRS MEAS MNRERXIS .

£ Namespaces T , Kubernetes YIS FRUAME—, EOLABT RRECEH T RRENSE , ERILAUHITAR Namespaces R4S
Epratlals 2N

{ERTTE

B TKE #=HIEH6EA :
TKE #5124t Namespaces RUIEIEETIRE. SIRRRZSE

1. ZRTKE 5414,
2. EEEMSHAESER [SERF] | HAERSTERE.
3. EHRARREERY | BRI EEEN [ID/BFR] | BAERHFIER.

4. FEERAFBERAEN | 56E [HE=E] , B\ NamespacelTH.

5. BE (#nZ2] | WARIR. A, B (8#Namespace] FoRelE.

IR E R RECHAIPR

1. EHETERHE , REEESHENNAInamespacel2EFIRY [ECEREIE) |, HAEER@E.

2. FRRECERSIRFITNE , JLABT T (fiEfa] tREEEITE. 7. EbRIRRE.

3. TEfmiELimitRange WA A LARIEIR B S IRPR ).

WIS : B emEX 6101 1 H581m
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BT Kubect! {§F8
BZIFIBEESE Kubernetes BRI,

1E1d ResourceQuota & Namespaces ZiEAYEHAECER

— AT A THLUEEZ ResourceQuota &R , B4 ResourceQuota AILUIREE Namespace BRAHFERELIR, AILURE
Namespaces ZRAERLIRNT :

o ITERRAYECER , B0 CPU. AE.
o FHERIRAVECAN , BlUNEKEFEIISTFE.
* Kubernetes XISA9114Y , 5140 Deployment MNEIBECER,

AEAY Kubernetes ik , ResourceQuota STIFAVELENR BB ER , EZ1FIEUEE Kubernetes ResourceQuota B75314.
ResourceQuota 97U R :

apiVersion: v1

kind: ResourceQuota

metadata:

name: object-counts

namespace: default

spec:

hard:

configmaps: "10" ## £&2104 ConfigMap
replicationcontrollers: "20" ## %201 replicationcontroller
secrets: "10" ## 522101 secret

services: "10" ## 52101 service

services.loadbalancers: "2" ## £222/" Loadbanlacer 2=/ service
cpu: "1000" ## 1%z Namespaces T&ZEA10001 CPU HUEIR
memory: 200Gi ## % Namespaces FRZFEH200GIHIRE

1#@id NetWorkPolicy i2E& Namespaces &A%

Network Policy 2 k8s 12HAI—FIR , B TFEXET Pod HMEIREREE. NMYXATLARS Namespaces , iR LAEH Pod 5 Pod 2
BRIRILRIalsE |, BiEEl—A Pod EFTTLISEEA Pod , LIRETE network endpoints #TiE(S. 1EEEERERE NetworkPolicy
Controller , F&i¥ NetworkPolicy SLH Namespaces Z B IEHIRRIEIFETEZE #R Network Policy HH{TMZ&IHE)E ],

WS : BRmEmEX 25102 7@ #581m
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TrtaE,
Deployment&1E

BITE AT 2024-06-12 15:06:00

Eikl)

Deployment BT Pod RIfRHRANEER] Pod RIZITHRER , BRTEETREHINAERF. ERILURIELSEK , 33 Deployment iz T
89 Pod RUBIAZL. FEEREE. BEIRIESHITHA.

Deployment =5 G EHES|
& Deployment
1. &R TKE =515,
2. EEMSAV=S , BE (KEF] | #EN'SEEE T,
3. BHRFEECFE Deployment i95EEE [ID/BFR] 0l Deployment FUSERFETETRE.
4. BE [FE] | #EN"#iEWorkload TUE,
5. fRIESCRRESK , 88 Deployment %), FESHEEWT
o TIEfa#® : BEN.
o @EZTE : MRELPRA KE TIERE,
o 37 : 4% “Deployment ( EI¥FEAIEEEPod ) “,
o SINEER : IRIESCFREXK , 3 Deployment B9— Pod IRE— 1S EZ N FRNEEE,
= EBR: BEX.
» RR  RIESCRRR R TIR.
» REIRA  RIELREKHITIES.
* CPU/M7FBR#! : AJ1RHE Kubernetes RFIRE H1TiRE CPU FIRFAIREISEE | IREL SRR,
» SRIRE  URE "TEER, "BTee BTN | 'BHRERRE | R S5H

o SLIEE : RIESSIRERIERELLN  RELHIHE.

WS : BRmEmEX 2103 7@ #581m
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6. BT [EU#Workload]) |, 5RkblE., HizfTHE=HIEEERT , BIZ< Deployment TAYETA Pod BeIETTHK.

8§ Deployment

35 YAML
1. 23 TKE =414,
2. EEMSAES |, B (58] | SN SEFEIE TUE.

3. BBEEFEETEH Deployment FYEEEE [ID/ZFR] |, HAEEHT Deployment FIERFESTETRE.

4. EFEEH YAML 19 Deployment 1770, B2 [E%] > [4wiEYAML] |, HAEH Deployment WL

5. £"E#Deployment T , 4w48 YAML , B2 [5epk] | BIAJEHT YAML,

EPodEE

1 2% TKE #=Ha,

2. EEMISHEF , g [55F] |, S\ SEEFETE TN,

3. EEHEENH , REFEEHEEN Deployment RIEEEY ID , EAFRFEHPodECERY Deployment FISEEFETETIHE.

4. IEEEEIEGA Deployment 175, B [EFPodEE] .

5. f£"EHPodicE " TUH , RIELIRERENEH LI  RESHL.

6. B [5epk] |, BPRIEEHT Pod EoE.
SRR

1 EEEFEENE , BEFEENREA Deployment RIEEE ID |, EAFEFRER Deployment FISEEFEIERE.

WS : BRmEmEX 25104 T@ #581m
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2. EREFHHEEN Deployment 179 , B [FHEEK] .

3. B RNEHRG A , IRIELIRRERENEML  RESEHL.
4. B [Sepk] | BIRTEHTREA.

EfrafEDeployment

1. EF TKE i=HlA.

2. EEMSHES , B [FRF] | HENSREEETUm.

3. BEFEEEEH Deployment B95EF [ID/BFR] |, HEARFEHEPE Deployment RUSEEFETETUAE.

4. EEEEHZE B9 Deployment 1750, B2k [E£] > [EFRFE] | B "S=HEE"E0.

5. H'EFEE BN , BE [5eik] |, BIRJEHEBEDeployment, 1 TNERIS

SERTVRBESRAR
1. B3 TKE =48,
2. EEMSHEF |, BE (EEF] | BN"SEEE " TUE.

3. BEEFEEH Deployment fYEEEE [ID/EFR] |, BNFEFAEREE Deployment FIEEFSTERHE. W TFEFR

4. EREEFRER 9 Deployment 1750 , B [EZ] > [BEHHEERE] | B EHHEERE E.

5. ®'EHARKIR BN EFTRBERE  fF (Sek] . TERR :

[E;%& Deployment

WIS : B emEX 26105 1 H581m
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1. B3 TKE =H8.
2. EEMSHES | BE (58] | ENSEFEETE.

3. BEHFEMEIR Deployment Y5EEF [ID/AFR] |, BEAFFELR Deployment RUSSEFEIENE. N TERM :

4. BFEFZERLRA Deployment EZFR , B Deployment {FETIH.

5. 1% UBITHE] RE |, EFEEMRRATY , BE (WR] . TEFf

6. SRR [EIRTIR] *ES , BE [(18XX] | TRELR.
8% Pod =

1. ZR TKE &4I4.

2. EEMSA=S , B (5] | N SEEETE.

3. BEFEEEEEE Pod #1209 Deployment B95EF [ID/AFR] |, HAFAZE Pod £{2#Y Deployment AYSSEFETETE.

4. EEEFEE Pod #(=HY Deployment 1754 , B [FEHLAIFE] | BN EFLAIEE TTHE. N TNEFF® :

5. fRIESCIRFERKAEE Pod M8 | BT [BHLAIEE] | SohiRE.

Kubectl #{E Deployment 55|
YAML 7545

apiVersion: apps/vlbeta2
kind: Deployment
metadata:

name: nginx-deployment
namespace: default
labels:

app: nginx-deployment

WIS : B emEX 26106 1 H581m
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spec:

replicas: 3

selector:

matchLabels:

app: nginx-deployment
template:

metadata:

labels:

app: nginx-deployment
spec:

containers:

- name: nginx

image: nginx:latest
ports:

- containerPort: 80

* kind : xR Deployment %IR8,

* metadata : Deployment f9&#R. Namespace. LabelEEREE.

* metadata.annotations : X3 Deployment f9&/MRBE , FIEITiZSE0RE TKE FISIMEIREE
e spec.replicas : Deployment E2fJ Pod &,

e spec.selector : Deployment &8 Seletor %7 AY Pod A Label,

e spec.template : Deployment &1 Pod AF¥MERECE.

B2 SHFEES Kubernetes Deployment B753#,

Kubectl €ljE Deployment

1. 8% YAML 7=f5) , ## Deployment YAML 3214,

2. L% Kubectl , FHEREERY. BIEFESFSE B Kubect! KR,
3. FUTLATE< |, 8 Deployment YAML 324,

kubectl create -f Deployment YAML M {4-ZFR
a0, BE—AIHEA nginx.Yaml A9 Deployment YAML 32, MBUTIAT @<
kubectl create -f nginx.yaml
4. PUTLAT @S |, WIECIEEEMIN.
kubectl get deployments

WS : BRmEmEX 25107 T@ #581m

\|



S BRASTCE ARG (TKE)

REEEULATES | BPRRCIZRI.

NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE
first-workload 1 1 1 0 6h
ngll1142m

Kubectl &3t Deployment
BT Kubectl &3 Deployment BLAR=Ff75i%. H |, 75i%— # 7515 19555 Recreate 1 RollingUpdate P EEFT5RHS.

* Recreate EHRIEAICHEEREES Pod , BEHEIE Deployment,
* RollingUpdate EF ISR EI RIS , BEANFH Deployment i Pod, RollingUpdate iFsxiF =, @B R EERE.

BiE—
PATLATER< , &5 Deployment,

kubectl edit deployment/[name]
WA AERTERERENIGIE , FENEEFMEFREREER. BB EEH{EEM Deployment 544,
p )
BATLAT oS | EFiEERmE 5.

kubectl set image deployment/[name] [containerName]=[image:tag]
IR Deployment IEMSEATET , WEEHA , (NEHTH[ER.

HE=
PITFS | RNEHEEAR.

kubectl rolling-update [NAME] -f FILE
BEERNEFISN RNEFRA.
Kubectl [Eli& Deployment
1. FUFLAT#< , &%F Deployment BUEFHHE.

kubectl rollout history deployment/[name]

2. JTLAT @S | EREERAFS.

kubectl rollout history deployment/[name] --revision=[REVISION]
3. FUTA TS |, EIREIRI—MRA.

kubectl rollout undo deployment/[name]

WS : BRmEmEX 25108 7@ #581m
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INFAEERIRIRAS | ATHATLAT @B,

kubectl rollout undo deployment/[name] --to-revision=[REVISION]

Kubectl 8% Pod #iE2

FahEH Pod ¥
HPITLATas< | FoIEHT Pod HE.

kubectl scale deployment [NAME] --replicas=[NUMBER]

BahE#T Pod ¥&

B FFEERhRY HPA THaS, TKE CURRAYEEELZLATTE HPA IhaE,
BELR 1T TE< |, iIRE Deployment B 45,

kubectl autoscale deployment [NAME] --min=10 --max=15 --cpu-percent=80

Kubectl ffi& Deployment
HATLATE< | Mk Deployment,

kubectl delete deployment [NAME]

WS : BRmEmEX 2109 7@ #581m
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StatefulSet&1E

BIFEHAYE: 2024-06-12 15:06:00

Eikl)

StatefulSet TERTEEBRSHINA | IR Pod HERIEIGEEIZINSABNRAR. Pod TREHEKRERG , WRAFHLISRE. &

FEFANEER |, EALABI RIS T XN, WRNAEFAREEFARIRRAT , @EER Deployment EBENEIE
J_\%_ o

StatefulSet = & &{FE5|

Bl StatefulSet

1. ZR TKE 48,

2. EEMSHES , B [88F] | BN SREE T,

3. AR EQRE StatefulSet R9SEREF [ID/BFR] |, HARFEIE StatefulSet RUSSEFEIEME.

4. %1% [T1ERE] > [StatefulSet] |, A StatefulSet (EEIE. W TFEM® :

5 B [FEE] |, #HN"#EWorkload " TR.
6. HUESEFRER , iR E Deployment 8%, *BESHSEUT :
o TIrtaE® : BEX.
o @RI : IRIEIRR K TIRE.
o KA : j&#E "StatefulSet ( BIRESERNETTPd ) “,
o SCRIRZSES | RIESCRRESK , 9 StatefulSet f3— Pod IRB— SN REIISS.
o ZR: BEN.
o H% : IRIECRRFR K TILRE,
o REIRA : IRIELIRRERHTES.
o CPU/M7FIRH| : AJiRYE Kubernetes BRIRH #H1TIRE CPU FINFAIRESEE |, R SHEITH.

WIS : B emEX %6110 1 H581m

\|
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o BRRE : FiRE "T/EER" , "BI%d"  "BTE2ll  'BEAREE" | "S5,
o SLIFE : RIESCRERIEIRAT AL , IRELHIHNE.
7. gk [GUEEWorkload) , FeRkelzE.

B3 StatefulSet

B YAML

1. B TKE i=HlA.

2. EEMSHES , BE (KR8] | BNSEEE " TUE.

3. BEFREE YAML ROEEE [ID/2FR] |, HARFEHT YAML ROSSRFETE .

4.1 [T1etazk] > [StatefulSet] , # A StatefulSet (SETUA.

5. fEEEEEH YAML {9 StatefulSet 179 , B2 [4mIBYAML] , HEESHT StatefulSet TR,

6. £ [EfStatefulSet] U@ , %18 YAML , B [5epk] | BORIEESHT YAML,

SERTRR

1 EHEETUH , BEFREEMRER StatefulSet BIEEF [ID/ATR] | HNFEHIREAY StatefulSet RUSEFEIETTAL.

2. EEEFHEGN StatefulSet 170 , B [EFHERZ] .

3. "REEHRG W , RIESRERIENEHLN  RESH.

4. B [5pk] |, BT EFEG.
EPodEiE
1. Z3 TKE =414,

2. EEMSHES , B (EEF] | BN"SEEE " TUE.

WIS : B emEX %111 1 H581m

\|
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BesiRSS (TKE)

3. SRR ENE , REREEMREGR StatefulSet RIEERF ID , HAFFEFHPodECER) StatefulSet FISEFEIETA.

4. EREEIREGAT StatefulSet 174 , BE [EFPodEE] .

5. f£"EHPodicE " TUH | RIELIRRERENEH LI  IRESH.

6. Bt [5epk] | BOAIEEHT Pod FcE.

SERTIRBIRIG

1. &2 TKE i=#HIA.

2. EEMSHES , BE (8] | BN"SEEE " THE.

3. BATREEE TS, StatefulSet FUSEEE [ID/BFR] | HNFEFAERRE StatefulSet FUSEFETETTA.

4. EFEEFHRERE /9 StatefulSet 170 , BB [E£] > [EFERERE] | B "EMERRE EO.

5. fE"EIRERI BN, EFTREESRE , BE (5] .

Kubect| #{E StatefulSet 155
YAML 5561

apiVersion: v1

kind: Service ## GlfZ—* Headless Service , FBFIz%I /2R 15
metadata:

name: nginx
namespace: default
labels:

app: nginx

spec:

ports:

- port: 80

name: web
clusterIP: None
selector:

app: nginx

apiVersion: apps/vl

kind: StatefulSet ### 82— Nginxf9JStatefulSet
metadata:

name: web

namespace: default

spec:

selector:

matchLabels:

app: nginx

serviceName: "nginx"
replicas: 3 # by defaultis 1
template:

WS : BRmEmEX

%112 ™

\|
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metadata:

labels:

app: nginx

spec:
terminationGracePeriodSeconds: 10
containers:

- name: nginx

image: nginx:latest

ports:

- containerPort: 80

name: web

volumeMounts:

- name: www

mountPath: /usr/share/nginx/html
volumeClaimTemplates:

- metadata:

name: www

spec:

accessModes: [ "ReadWriteOnce" ]
storageClassName: "cbs"
resources:

requests:

storage: 10Gi

e kind : #RiR StatefulSet FiREAL,
* metadata : StatefulSet (9ZFR. LabelEEAER.
* metadata.annotations : XJ StatefulSet R9ZIYMKBE , AIETIZSENKETKE FIEMEREES.
e spec.template : StatefulSet EEfY Pod HIFMHEIRECE.
¢ spec.volumeClaimTemplates : $#2{telE PVC&PV AYEHR,
BEZSHFBETES Kubernetes StatefulSet B34,
BI# StatefulSet
1. 2% YAML 75l , /% StatefulSet YAML 3214,
2. L% Kubectl , FHEESER. BFFBESE B Kubect! EHEERT.
3. HTLAT @S | B StatefulSet YAML 324,

kubect! create -f StatefulSet YAML I{4ZFR

fign , BUEE—ANIEE A web.yaml B StatefulSet YAML 344 , MHATLAT @< :

kubectl create -f web.yaml

WS : BRmEmEX %113 T #581m
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4. PUTLATa< | IIERIZ 2 BT,

kubectl get StatefulSet

RERULAT™ER | BPFRReIZRI.

NAME DESIRED CURRENT AGE
test11 10s

BT StatefulSet
HITLLTES , &5 StatefulSet BUEIHRLSERY,

kubectl get ds/<daemonset-name> -o go-template="{{.spec.updateStrategy.type}}{{"\n"}}'

StatefulSet BLATFIFHEFTHRMEREY
* OnDelete : BUIAFTHRIE., ZEHRIEIEEH StatefulSet [5 , EFsMERIEAY StatefulSet Pod A &EliEHAY StatefulSet Pod.

* RollingUpdate : 3%#% Kubernetes 1.78{EEShRA, iZEISEIRIEE ST StatefulSet 1#4R/5 , |HAY StatefulSet Pod 484R1E , FELL
BB AT IESRY StatefulSet Pod ( Kubernetes 1784 )

BiE—
HITLATES , 5 StatefulSet,
kubectl edit StatefulSet/[name]
W AERTERAENIGIE , FENEEFMEFEREFER. LB S EEHEEM StatefulSet 244,
BiE=
WTU TS | EffEeatiE R,

kubectl patch statefulset <NAME> --type='json' -p="[{"op": "replace", "path": "/spec/template/spec/containers/642959856
40140800/image”, "value":"<newlmage>"}]'

ENREF StatefulSet EMMSEUARZE | SEHHT , (NEHBEREER.
SNEREEHTHY StatefulSet BIRFNEHITTRIREE , ATHUTIAT S SEEEFINE ¢

kubectl rollout status sts/<StatefulSet-name>

fjipg StatefulSet
PITLATES |, Mibk StatefulSet,

kubectl delete StatefulSet [NAME] --cascade=false

--cascade=false £#iZx Kubernetes {Xfiif& StatefulSet , BAMIER(E(E Pod. NZEMIEE Pod , MIHITLATHS :

kubectl delete StatefulSet [NAME]

WS : BRmEmEX %114 TW #581W
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% StatefulSet 1BXIR(FIIEE Kubernetesg 5183,

WS : BRmEmEX 211570 #581m
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DaemonSet&iE

BITEFATAE: 2024-06-12 15:06:00

i

/)

S

]

DaemonSet TERTHEEHEHANEERERF , FIUITTRAIAETRE. DaemonSet (RIEEFTAEED T R EIEITIEER Pod. #
TRIRINEISEREARE , BRBBHERE Pod ;| TTRHEBIRERE | Pod EEFEIL,

& =i

HECE T Pod B9 nodeSelector g affinity £2{ , DaemonSet E12fY Pod ISIZRBIEEAIRAEMNIEE. EHRECE Pod A nodeSelector
g affinity 28§ , NSRBI R LEERE Pod,

DaemonSet $Z=HI&12(EE5|

€& DaemonSet

1. B3R TKE =44,

2. mEMSHES , BE (FEF] | #ENSEHEETUH.

3. BEFECE DaemonSet RYSEEF [ID/ZFR] |, EAFEIE DaemonSet RUSSEFEIERAL

4. %8R [T1EfRE] > [DaemonSet] , #A\"DaemonSet"{SE5IMA.

5 B [#E] |, #EN"#iEWorkload"TTH.
6. tRIESCRRESR , IRE DaemonSet 4], FESHEEUNT :
o TIE#EE : BENX.
o @ETE : RIELIREREHITIERE,
o KA : %&#E "DaemonSet ( EENEM _LiETTPod ) “,
o SLFINZSEE : RIESLFRESK , 9 DaemonSet fI—4 Pod IRE— SN REIISE.
o ZIR: BENX.

° & : IRIESCRRFT I TSR,

WIS : B emEX %116 1 H581m
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o RRIRA : IRIELIRRERHTES.
o CPU/RTFRRH! : AIHRIE Kubernetes BHRIRHI #TIRE CPU FIAFAIRESEE | IS SR,
o BRIRE : RE "TIEER'  "BfIwS"  "ETEH  'AREREE" | "R TS

7. 82 [BI#Workload] , FeRkBlzEE.

B DaemonSet

3T YAML

1. ZR TKE &4I4.

2. mEMSHES , BE (KEF] | HNSEHEETUH,

3. REFEEH YAML RUSEF [ID/8FR] |, EARFEH YAML SR STE A,

4. 15%8% [T{etaz] > [DaemonSet] , ##AN"DaemonSet"{ZE A,

5. EEEEH YAML By DaemonSet 1770, By [FREEYAML] |, N "E3rDaemonSet"TaE,
6. 1£"E#DaemonSet T , 4®i8 YAML , B2 [5E6k] , BUET&E#T YAML,

EES
{E Kubernetes 1.68(E S rA+374F DaemonSet iRENIEHINEE.

1 AEHEENE , REREENREN DaemonSet RISEEF [ID/RFR] |, HANGFEFIREAY DaemonSet SR EIENE.

2. EFEFNREM DaemonSet 179 , B [FEHiEE] .

3. £ "RHEHRGE W , RIESRERIENEHLN  RESH.

4. g [5epk] | DI EFEG.
FEEPodiE

1. &2 TKE i=#HIA.

WIS : B emEX %117 T H581m
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2. EEMSHEF , BE (EEF] | BN"SEEE " TNE.

BesiRSS (TKE)

3. A EETE , BEEEENIRGEA DaemonSet BYEEE ID , HNFEFHTPodELER DaemonSet BISEEFETRH.

4. EEEFIHEMBLY DaemonSet 1774 , Bt [EHPoditE] .

5. f"EHPodEcE " TNH , IIELIHERIENEH LN , RESH.

6. Bt [5epk] | BOAIEEHT Pod FcE.

SERTREERIG

1. %3 TKE =54,

2. EEMSHEF , B (EEF] | BN"SEEE " TE.

3. BEEFEEH DaemonSet BY&EERE [ID/AFR] | BANFEFTAESREE DaemonSet FYSERFEIETIAE.

4. EREFFRER f9 DaemonSet 70, B [EZ] > [EfMAERKE] | B EFmMEERK E0.

5. FE"EFRERI B0, EFTREERE , BE (5] .

Kubect! #2{F DaemonSet $g5|
YAML 73+451

apiVersion: apps/vl

kind: DaemonSet
metadata:

name: fluentd-elasticsearch
namespace: kube-system
labels:

k8s-app: fluentd-logging
spec:

selector:

matchLabels:

name: fluentd-elasticsearch
template:

metadata:

labels:

name: fluentd-elasticsearch
spec:

tolerations:

WS : BRmEmEX

%118 ™
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- key: node-role kubernetes.io/master
effect: NoSchedule

containers:

- name: fluentd-elasticsearch

image: k8s.gcr.io/fluentd-elasticsearch:1.20
resources:

limits:

memory: 200Mi

requests:

cpu: 100m

memory: 200Mi

volumeMounts:

- name: varlog

mountPath: /var/log

- name: varlibdockercontainers
mountPath: /var/lib/docker/containers
readOnly: true
terminationGracePeriodSeconds: 30
volumes:

- name: varlog

hostPath:

path: /var/log

- name: varlibdockercontainers
hostPath:

path: /var/lib/docker/containers

i L EYAMURBIS IRF

BesiRSS (TKE)

http://imgcache.finance.cloud.tencent.com:80kubernetes.io/docs/concepts/workloads/controllers/daemonset , SJZERTE]

BEFERSRRGAERRIIAIEDR | (T A M EDaemonSetfy4HAL.

e kind : #xiF DaemonSet &EEEY,

* metadata : DaemonSet F9BFR. LabelEEA(ZE.,

* metadata.annotations : DaemonSet BIE/MRER , ANBITIZSHIREBNZSMERX TKE IEWMEEEES.

e spec.template : DaemonSet &Y Pod AUIEMERECE .,

BEZa]&EE Kubernetes DaemonSet B34

Kubectl €l DaemonSet

1. 23 YAML =~ , #E5% StatefulSet YAML 324,

2. R4 Kubect! , FEZERF. BIFFHEBSE BT Kubect! EEEERT.

3. HTLA TS |, 65 DaemonSet YAML 3744,

kubect! create -f DaemonSet YAML S{4ZFR

BN , BlEE—ANs374455 fluentd-elasticsearch.yaml {9 StatefulSet YAML 3244 , MHATLAT#S :

WRFRE - BRmERMEX

%119 ™

\|

£581m



S BRASTCE ARG (TKE)

kubectl create -f fluentd-elasticsearch.yaml

4. PUTLATa< | IEEIZ 2 BRI,

kubectl get DaemonSet

REEEULATESR | BPRRCIZRI.

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE SELECTOR AGE
frontend 0 0 0 0 0 app=frontend-node 16d

Kubectl &3 DaemonSet
HITUATESS , &F DaemonSet HUEITRERER,

kubectl get ds/<daemonset-name> -o go-template="{{.spec.updateStrategy.type}}{{"\n"}}'
DaemonSet LA FAEFHEERTARAREEY |

e OnDelete : BUAEFRES., 1ZEFHRISESEH DaemonSet [5 , EFHMERIEAY DaemonSet Pod A&l FAYDaemonSet Pod,

* RollingUpdate : 3%#F Kubernetes 168 ShRA, ZFEFEIREE ST DaemonSet 4R/ , IR DaemonSet Pod E#&IE , HE
LAREhEF 70 EIE#H0 DaemonSet Pod,

FiE—
HITLA TS, B DaemonSet,

kubectl edit DaemonSet/[name]
L5RERT ERAIENIIE , AENEEF NG RERER. SRLIBE LS AEHESH DaemonSet 244,
HE=
PITLUT S | EffEERRaE R,
kubectl set image ds/[daemonset-name][container-name]=[container-new-image]
R DaemonSet FIEMhSEARIE | WSEHET , (REHMERESE.

Kubectl [E]j& DaemonSet
1. TLATAS , &% DaemonSet BUEFFHE,

kubectl rollout history daemonset /[name]

2. JPTLAT @S | EREEREFS.

WS : BRmEmEX 2120 7@ #581m
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kubectl rollout history daemonset /[name] --revision=[REVISION]

3. PUTLATFa< | EEREIRT—MRAS.

kubectl rollout undo daemonset /[name]

NFAEERIRIRAS | ATHATLAT @<L,

kubect! rollout undo daemonset /[name] --to-revision=[REVISION]

Kubectl & DaemonSet

T TS |, #ikk DaemonSet,

kubectl delete DaemonSet [NAME]

WS : BRmEmEX 121 Tn #581m
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st

Job&E1H

BEEFATE): 2024-06-12 15:06:00

Y e

Eivly

Job 45846132 1-N 4 Pod , iXEE Pod 1RBBIE{THINLEST , ERIE{TEHR, Job THETFHEITE. ESTEZE. BNSEEEH

1TIRE. FHIE. ERRBERBISZIARK, Job FIT5ME  AEEEEHHI Pod , AR Pod , EAIfE "BE" PEEC AT
Pod BB, WNREMPFRT Job , Job SR Pod tLERERIHMIFR , EEEAZi% Job €i2AY Pod BIATE.

Job =HIEE{FES

Bl Job

1. B3 TKE =44,

2. mEMSHES , BE (FEF] | HN"SEHEETUH.

3. AEFRECR Job HEEE [ID/AFR] |, EARFEIE Job R EENE.

4. %% [(TfFtazk] > [Job] | #A"Job"{EERMH.

5 B [FmE] |, #EN"#rEWorkload"TTH.

6. IRIESCFREK , IRE Job 2%, XESHEEWT :
o TIrtAE® : BEX.
o ApRE(A : RIESCRRA I TR,
o KA : B "Job (BURMES) .
o JobigE : {RIELirF®NK , /9 Job AI—1* Pod IRE— SN A ENIESE.
» EEXE  IRE Job BEH Pod FEESHUTHIREL
* FHTE : IRE Job FTHUTAI Pod HE.

» KIMEERE : IRE Pod TARFBRLGEHNERRE.

WIS : B emEX 5122 77 H581m
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* i%&#E Never : RERESRR . HE Pod THIEEREL.
» J%#% OnFailure : Pod 4481517 , BESEEHSH.
o LHINZEES : IRIBLIRTEK , A Job B9—1 Pod IEBE— NS N ARRIEES.
» FBIR: BEX.
» BR  REIRR R TSR,
» RRARA | ARIEIRE R TIHS.
» CPU/M7FBRE : ATHRIE Kubernetes BEIRIRS #H1TIRE CPU FIRFAIRESTEE | 1B SSAEM.
» BRIRE  URE TFER 'BIRS ‘BTN | 'BRERRE  BREESH.
7. B [BlEWorkload] |, FERLBIEE.
BE Job &
1. B3 TKE 248,
2. FEMSHES | BE (58] | #ENSEFEETE.
3. BEFETE Job IREMIERT [ID/BFR] | ENGFEE Job REAIERFEETA.

4. %% [TERE] > [ob] , HAN"Job"{ERIRMH.

5. BEFEEEINEHY Job BFR , AIAJEE Job #15.

fifip& Job

Job HfT5eRkfE , AEEIEHEY Pod , tBAREMER Pod , 1&RI7E [BE] FEECETCHKA Pod BB, WREMIERT Job , Job BIEAY
Pod th=EIRIHMIFR , IHEEAZZ Job BRI Pod HIEE.

Kubect! #{E Job 55|
YAML 75:451

apiVersion: batch/vl
kind: Job

metadata:

name: pi

spec:

WIS : B emEX %6123 71 H#581m
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completions: 2

parallelism: 2

template:

spec:

containers:

- name: pi

image: perl

command: ["perl”, "-Mbignum=bpi", "-wle", "print bpi(2000)"]
restartPolicy: Never

backoffLimit: 4

* kind : #xR Job HEIRHKE,

* metadata : Job B9EFR. LabelEEAEER.

* metadata.annotations : Job RYERSMREE , AIBEIZSHIREB NS/ EX TKE AUS/MEERE
* spec.completions : Job EAY Pod ESHITIXEL.

¢ spec.parallelism : Job FTH1TAY Pod %4,

e spec.template : Job EEY Pod BIIFMHIEIRACE.

Bl Job

1. &% YAML 7~ffll , % Job YAML 3244,

2. %% Kubect! , FHEREERE,

3. Bl Job YAML 3214,

kubect! create -f Job YAML A4Z#R

Bign , BIEE—AN4E A piyaml B9 Job YAML X244, NIHUTLAT &< :

kubectl create -f pi.yaml

4. PUTLAT S | WIEIEERRI.

kubectl get job

REULAT™ES | BPFRReIRI.

NAME DESIRED SUCCESSFUL AGE
job101m

WS : BRmEmEX 124 Tn #581W
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HiER Job
HPITLATER< | MilER Job,

kubectl delete job [NAME]

WS : BRmEmEX 281250 #581m
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CronJob&1&

BIFEHAYE: 2024-06-12 15:06:00

St

Eiviy

— CronJob JEZE{LITF crontab ( cron table ) XHHEI—1T. ERIBIEENTUETTIEREET— Job, Cron #&=iHBEANT :

# 3H1E=BR
#—8 (0-59)
#| ——/\Et (0 -23)

#||—HB (1-31)
#|||—B (1-12)

#|||| —EH (0-7, EHIE=08;7 )
#1111

#*****

CronJob #=HI&#{FES|

€& CronJob

1. ZR TKE &4I4.

2. EEMSHEF , B [FEF] | BN SEEE .

3. BERZEOIE CronJob RIEEY [ID/BFR] | HAFENE CronJob RISKAFETENE.

4. 158 [IT1Et#] > [CronJob] , #A"CronJob"{EETAHE.

5. BFE [FmE] |, #EN"#rEWorkload" T

6. IRESLRRTEK , i8E CronJob %1, XESHESWT :
o T{rta¥® : BEX.
o ApREA : RIESCRRT R TR,
o KA : i%&$F "CronJob (#ZRRCronBYHIERNEIT ) .

o HATHRREL : RYE Cron HEIREESAIEIIHI TR,

WIS : B emEX %126 T H581m
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o Jobig&

= EERE : Job BIEMY Pod FEESHITHIREL

» FHTE : Job FTHTAY Pod HE.

» KWEERE : Pod FERRERHEIERRE.

= Never : FEEFEE , EE Pod TAIEERIER.

= OnPFailure : Pod #4551T , BesIEEHEE.

o LAINZEEE : IRIESLRRERK , /9 CronJob f—1 Pod IR B— RS A REIEEE.

» B BEX.

B - IRIESCRRR R TIEE.

* REIRE  RELRRERETIES.

» CPU/R7FIRH : ATHRIE Kubernetes BIRIRH #H1TIRE CPU MIRFAIRESEE | B SSA9ME.

» BRRE  URE "TFER , "BIee 'BTeH | 'FRERNE IR SEH.

7. 8 [BI#Workload] |, SoRkEIEE.

B CronJob
EHPodEiE

1. ZF TKE &4I4.

2. EEMSH=S , B (SEF] | N SEEE AL

3. EEHFETE A , BEFREEMREGA CronJob AYEEF ID , EARFEFTPodECER CronJob RUEEFETENMAL.
4. EEEFEFHEGH CronJob 1779 , B [E#PodiE] .

5. F£"E#HPodECE "TH , HRIELIrR KIEKEFH LT , IRESEL

6. 82 [ak] | RPEJEEHT Pod ECE,

SERTIRRERIE

1. ZF TKE #4148,

2. EEMSHES , B (58] | ENSEFEETE.

WS : BRmEmEX %127 |

\|
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3. BBEEFEETEH CronJob RYEEY [ID/BFR] , ENFEHEERE CronJob RUEEFSIETNAE.

4. EFEEFHEERE /9 CronJob 17, B [E£] > [EFEEREK] | B EREERIE EO.

5. 'EITRER B0 , BT RIEESRE  BE (55K .

&% CronJob &

1. ZR TKE &44.

2. EEMSAv=S , BE [KEF]  #ENSEFEE" T,

3. BEFEEE CronJob IREHIEEE [ID/EFR] |, HAFEE CronJob RSN STEHE.

4. 1% [ITfEtazk] > [CronJob] , #HA"CronJob"EE A, WNTERTR

5. R EEEEIREH CronJob Z#R , BIEJE&EZE CronJob #15.

Kubect! #2{E CronJob $g5|
YAML 73+45

apiVersion: batch/vlbetal
kind: CronJob

metadata:

name: hello

spec:

schedule: "*/1 * * * *"
jobTemplate:

spec:

template:

spec:

containers:

- name: hello

image: busybox

args:

- /bin/sh

- -C

- date; echo Hello from the Kubernetes cluster
restartPolicy: OnFailure

o kind: #xi2 CronJob &jELRY.

e metadata : CronJob B9BFR. Label EEAEE.

WS : BRmEmEX

BesiRSS (TKE)
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¢ metadata.annotations : %3 CronJob BYZYMZBE , BE

* spec.schedule : CronJob #1179 Cron AYZEHS.
* specjobTemplate : Cron #1476 Job #&#%,
g CronJob

BiE—

1. 2% YAML 7=-fl , #E#& CronJob YAML 324,
2. L% Kubect! , FHZEiEEERE,

3. HUTLAT A< , €& CronJob YAML 3214,

kubectl create -f CronJob YAML 3Z{4ZFR

XSS EBNSESRMEX TKE [IZMEEEEN.

fign , UEE—ANIEE A cronjob.yaml B CronJob YAML 3244 , MAATLAT @< :

kubectl create -f cronjob.yaml

BiE=

1. @it H4T kubect! run 455, RIEEIE— CronJob,

flgn , RESIE— NI FESTREEESR CronJob , MHUTLATE :

BesiRSS (TKE)

kubectl run hello --schedule="*/1 * * * *" --restart=OnFailure --image=busybox -- /bin/sh -c "date; echo Hello"

2. JTLAT @< | WIFeIEREA.

kubectl get cronjob [NAME]

REEUAT™ES | BPFRReIZI.

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE

cronjob * * * * * False 0 <none> 15s

g CronJob

o HUTIEMIPREESRD , ISHARSFELEELIZEN Job , BNHFUTIZAFSIGLELLIEEEEEAT Job,
o HUTIHMBRESRS , EEIEAY Job FIE5TAAT Job AL IETMIFR.

* WNZEMIBR CronJob BIEAY Job , i5FaNMER.

HITFLL &< |, Mk CronJob,

WRFRE - BRmERMEX

%129 ™
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kubectl delete cronjob [NAME]

WS : BRmEmEX 2130 7@ #581m
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IR E TAFRERI SRR

BIFEHAYE: 2024-06-12 15:06:00

153K ( Request ) 5 BRI ( Limit )

Request : BEERNGRNRREK , (FASREARRNTZRO K. RAESTREISRTRE > = BRAREKEN T RIFS
BRAEEZTR. (B Request SERNIRBIBBRHISAIEARRE. Limit | SREERNRRRAE.

5888 : EZ Limit §] Request SHNE , BF BEEIFE.

CPU pRfHli5eRR
CPU ZERFFRE CPU A CPU IRBINIERE , LUZ (U) I, 14PN,
8

* CPU Request {EREERIAIKIE , FEEBZRIMZER/ET R LDE CPU EREIR , 758 "EHES CPU" HiR.
e CPU Limit fR#&IZRS CPU FIRRI LR | FMREFTAMHBRE ( CPU Limit >= CPU Request ) .

RERRHAA

AERBERAFRFISESERARFERREEZ. LA MiB RERAL, BiFANEL.
WiBA :
* 7F Request {EAEERIIKIE | EOIEN NZBSRET R EPEARE | FRA "EDERE FE.

° AEEBRARAEEER, UPRLAMEASEERRNFEYEENR , £ OOM BXIE. FEWARE Limit BF , BIA Limit =
Request , {RIEAESHIEFEIE(E.

CPU {#FEE#0 CPU A=

* CPU ERHENHEIME , FEirHEAN CPU BIERZEL , CPU RFIER CPU RIFIRHEIRIAIKTKIEESZ CPU FRE.

 CPU {FRZN1EHE , %= CPU MIFRES CPU EiZtHE ( SiE5T5m R CPU ZItLE ) .

(e

—MEEEHGRBIBE Request 1 Limit F9/ER , MIREERHEIE1LA 4UAG B, EEEEMFA Pod (Podl , Pod2) , &4 Pod HI&
JRIZE/ ( CPU Request , CPU Limit , Memory Request , Memory Limit) = (1U, 2U, 1G, 1G), (1.0G = 1000MiB) TmE
CPU fIREFNRIRERERIN B

WS : BRmEmEX %131 7@ #581m
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BE 58I CPU HIFEA : 1U ( £F Podl) + 1U (45f Pod2 ) =2U , FielLAS BRI CPU HiRA2U,

BESEHARFEREA : 1G (o Podl) + 1G (4fE Pod2 ) = 2G , RIRAILSEIAFERRF2G, FRLAZT R LIBEEE— (
CPU Requst , Memory Requst) =(2U , 2G )AY Pod && , & ZRE2 ( CPU Requst , Memory Requst) = (1U, 1G) AJ Pod
ERE.

ERRRHSE , &1 Podl 1 Pod2 EREIRMILIRA (2U, 1G) , BMERRZ=RAIES T , Pod (R CPU HIE&RAREAZI2U,

RS RIFPRGIHEE

TKE SARIEELRIARR RGN RREKHET Request 5 Limit (& , EAEFESRIEENEREINFRINET | AKBNEIS RIS

t o

HEEE . RIEERBHERTRERIBER GO FRAGE  HiEU B D USRITEE IS %INERREHEIEFR Request , Limit /9
Request B921=,

Request = Percentile(SEfrfaZk[7d],0.95)
Limit = Request * 2

AIRLRIRIEAEE (SLhRtR ) MR EEFTENREERK , HISENIT AEANEEE |, XEHTE. fli0, X=Ek tag
namespace , serviceName Fifiestfd. ELIZRITBEERFERESIIENE  WEFEN=.

HEFENE . AEAEREY BRGNS ESELHEEFER  TRERTLIT/URER :

1. SRIEIEFH AR EIER , RNFEGFUBAIFAKE (LfRAg ) KT14401 , BIE—RAIEIE.

2 #EFEINTESRISRCEEER Request BiE Limit,

B

1. ATHFERREDLAHKITERN , FN L , FRREETEL SRR |, HEFa0EER.

2. (ERHEFERERS | TR ASHRRNEENSRAEBEEML. R, A SRIERHIIRRE R,

3. EFEREVE , EILURER CASHISERIER BRI AR,

WIS : B emEX %132 71 H581m
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IRE TIRRERIEREAN

BIFEHAYE: 2024-06-12 15:06:00

e
Vi
BB TS SRS BN | ISR T /s A Pod TEERHHTRE, HEATLEGE -
. 15 Pod E(FTEISEATS AL,

* 15 Pod iIZ{THERE—FAE (EREALIZTAX. NEFEN) (PRL.

* % Pod BEFTBEITRLE (BN R— , AIEERMAHI Pod FILEE ) .

EREE

ATERH

- RETERBHEEFOEEIN , BRI Kuberetes FAU/RRL 7L HAOKA,

- AR Pod SRR , EBRERENEEINEAS | B ANSRAT SR,
- EFIEENEIR BRI QENN Label, FSAS0 RETHH Label,

REREAN
INREEERF R THESHMRA | WATLFECIR TAFG-piR BREAN. EEILURIBSRRAER | YERL TRFBREEE

BETRBEE : iREXA (Pod ) BEFHEEMNAIT ML , TEH AR,

ERESEEAN : eTEENXSES) (Pod ) VEREHIN , TUACSERIFRES.

BEMAEANE LI TEIMR

SEHIREERREM | AERENRBEFAERM  WEERIRIA node, MRRBTRBERM , WEEKK.

REREEREM  BEPENRBEFEMMESRM , WEAERIXIL node, MNRRETRBESRM , NBTNBERIESTA.

BESGAEMNIRLIRNSREREMN |, SHNERERFRIE T

WIS : B emEX %6133 1 H#581m

\|



S BRASTCE ARG (TKE)

* In: Label § value TEFZIES,

* Notln : Label 89 value R7EFIZRH.

e Exists : Label 9 key 7F7£.

» DoesNotExits : Label f key RF1E,

* Gt : Label REXTFIFRE ( FRFHRLTE ) .

o Lt : Label BBENFFIERE ( EFFERE ) .

JRIES MR

IRSHIEENINESE @IS A Yaml Z Kubernetes £28% , Kubernetes i3 Affinity and anti-affinity fl#I&($18 Pod &—EHINBHTE
E. ¥% Kubernetes 1§ Affinity and anti-affinity #l#I/E88] E&IFE.

WS : BRmEmEX 134 TW #581W
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B TERERIERIOE

BITEFATAE: 2024-06-12 15:06:00

SEBERAIZET Kubernetes, Kubernetes STRSRIZSISHHTRMBIEAN , FHRIEFNAEAMSRIREIRE | HUTHIMOIRIE,

RO EZR
RIS HIATEE -

o BDEETENE  ATRNSHRESEE  BUTHUT ps BTNBEHERETHE. URBHENFEENELY , SRHSNZAFTITER
BF. WRBFNFERER  WAHRITEETERE,

o DEENENE  ATHRNAREDERIFFRGIERFER. G0, BFIEMRRKE | FEINRHEELENE 2B MNRIE
TRIREENTeR A BEIRIRSS. LR , ATBUBRMBERELTVREREFHE | WNEFEDEMTK. NREHRIMBRERW , KiF
SFBIERINAZERR. MRBSH[MERERY , WS iZER697.

fEEREST(

TCP ¥ROIERN

TCP inOERMAEIEANT © XITHRM TCP BEIRZHIARS | SR AEIMERNZARRES TCP iEE, WNRIEEMT , IEFRNAT) , SN
BRMSKM, 5E5F TCP ImRNAE , AUEESRITAYIRO. fl0 , —14 redis T8 , BAIRSHORE 6379, H(HZBHEKE T
TCP imOERN |, FHEERMIROZ 6379 , IBAKRF MRS IZ AR 6379 imIAME TCP &k, WISRIEZAMT) , IERFGEMT) , &
AL BRI

HTTP &k

HTTP iERIRUZ XS TR HTTP/HTTPS IRSZHVERS | FER BB R&HE HTTP/HTTPS GET 155K, 40 HTTP/HTTPS
response JR[EFBET200 - 399BE , IEBBRUALLD , BUHRUALN. (R HTTP SRR UEER = miraYiROF0 HTTP/HTTPS &9
EKER, il , 124 HTTP IRSSH9EEE | IRSSIR0 80 , HTTP 1GERRZ/ /health-check |, BRASEF 2RI BIRALL GET
http://imgcache.finance.cloud.tencent.com:80containerIP:80/health-check &K,

PTRESRE

PTaSRER—MEEARRELI A NEXRBFEE— I EaRNTHRTHS | SHSFERHESSRRRTZGS. RGN
REERZO , BRI, BUEERK. 3T TCP imOHRM 0 HTTP iSXkERN , ERTLABTHY T SRENSREN

o IIF TCP imOIRM , alLAS— MEFRXIAESHIHOHH T connect, W15 connect f¢H , BIASIREIO , BRLRE]-1,

o XF HTTP iERIRN , AJLAE—MIASEXI B 283#1T wget FHOE response RYIRERS. 440, wget
http://imgcache.finance.cloud.tencent.com:80127.0.0.1:80/health-check , #NSRIRERITE200 - 3990 EE , IAR[E 0, FAK
@ _10

FE

° WRBSHEERTHEFIASSHENRETD  SNSEBRAZEFMHII TR,

WIS : B emEX 6135 1 H#581m
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o MNERHITHMSE— shell FIE , FebBEEIEEHMAEMNVTHS | FENM EHARERRE. 4o, BIAR
/data/scripts/health_check.sh , BBAERAMITRRSICERT , 18RRI sh /data/scripts/health_check.sh ,

HENHSH

N=

[SEIRERT : BAfURD, IEERREHE  SAFHARN. fli0, BHRERREAS , PBARRICEBESEENSIETA,
o [EIRRRTIE : ). IEERERIGERSIER. a0, [AFRRTEREML0 , BPASEFREMR10siGE —IX,

o WERGERT : BURD, FEEMERRIRUAERETE, XIRE TCP imOERN. HTTP SRR, RiTaSteE=MA  HBIFRmx TCP &k
FERTRTIE). HTTP iEKIaRGEAT A EILAR B T o S ORI EiE).

o (REREME : PR, EERRMBEESHIIZONG  THESRZRRMN. G0, RREERERS , MiRBEREREESLIIRUE
B0, AN AR R,
IR NREREERNXRENFECE | BMARERRERERL  BRREMHECERHINNT.

o FTEREEE - BADX. ISERFOEERANES VNG  THERREFAREN. fl , MERBERENS , NiRBRERHREL3R
EIRMAY , DINNEREEERR.

WS : BRmEmEX 2136 T #581m
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KB TEREIETm SIS
RITEFATE: 2024-06-12 15:06:00
A

BB TRREET , BEEIRERIEELATERMETAHE. ERANERT | BESETHAGS | IRERFET—MFEN
WOWESHENRIAE , BREERRLUT=MEE -

e T{FBZ (workingDir) : EESRIRITIEER.

* &EfT@m< (command ) : BHEIRGIZITAICIRG L.

o WeBH (args) : LRLETHSHISEL.

TYFEZRixAA

workingDir , BIfEEZHRINITIEFER. MRAFE , UBHEIE. NREEIEE  NERARETIHHNERIAME. NREGTFINRIZEE
WORKDIR , BfEfEHI&RIEE . W workingDir EiIAA /",

SIS HEYER

B [(#E] | THROEE docker run S EEZIBA=SMEXAERS.

Docker (ORGIABFHEREGERIERTEIRE | MRAREE TR, FRFSETRESIFHRENIANG SIS
Docker [RAEEMHIFERA “Entrypoint” F1 “CMD”, i#{EAJZ&& Docker #Y Entrypoint 588 1 CMD 88, SNSRIGECIEIRSAT |, &
STEBSTHONSE , BRBSHLBRREWENIIEIAGS (B "Entrypoint” #1 “CMD" ) , EHIUIANT :

$f& Entrypoint & CMD BRENIETHS BEINETEH REHT
[Is] [/home] KRgE KigE [Is / home]
[Is] [/home] [cd] RRE [cd]

[Is] [/home] RRE [/data] [Is / data]
[Is] [/home] [cd] [/data] [cd / data]

588 : Docker entrypoint XS eElRSS =446 ERUIEITHS , Docker run f CMD S#0 N A RIRS 4G LROTEITESE, 45
ZNETEHE | FESHRRSNETEHTRASEH B8/ s8R —17.

WS : BRmEmEX 28137 Tm #581m
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Sl

B aEE AN E(F
RITEFHHYE): 2024-06-12 15:06:00
BIEn=

S5 (Pod ) Bi5f 482 I08E ( Horizontal Pod Autoscaler , HPA ) AILARIEB#RSER CPU FIARAITISESISRET B, FRikS
89 Pod &, FAXNBNTBIERZSRMEXERERSZHETI Pod By 485,

TR

HPA EERHSER30DEEBASMEX R InEEVARRM Pod RItSISiSlR | ARRIESRHEREIE. SRRIAEFIZERENMERH
1THE | HEREERIFARSHEERFE. SHERIAHSSREIASA—EET , HPA 2% Deployment #1T Pod BIF4IE
2, NXZIEmEgEER. LA CPU RIRZAG , BIRHFEIA2NEA , Y CPU R ( HRIHEIREUE ) 790% , BXHERERN
Btx CPU 7960% , NIE=NEZESLBIEES : 90% x 2/ 60% = 31,

RAFRE T Z 8 REENR . HPA 2KIES MER | D3I EHBEREIAE , BERAEHI T EREHRF.

EEEIN
o MIEFREAYERE ) CPU FIFBER (5 Request ) B , X/NASRIRE CPU Request,
o KRESIEIRBEINEESIE , HIUMRET0%ABESFIN  TAE30%HIRE.
* {R¥5 Pod #1 Node {57 (&% Pod SWEEHE ) ,
* (RIERAFPBERNABIETREIE T,
* HPA B BEI RSB — 1M 0%MKIEF. WMRERMSEER , HPA FASEEEIREE.
* HNSBRSSITIRIAY Deployment.spec.replicas {890 , HPA EAEEER,

o YNERYFER Deployment ERTEFES N HPA |, MIEIER HPA £SEIIFEX , SIERIEEREY BA.

Ellli= e

CelEER. XToIRER  FEEEN clEEE.

BIFTR
FSE

WRFRE - BRmERMEX 28138 10 #581%:
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LB AT =M B e 5.
B R EsCpESERETS
L BEAEMSH=T [F8F] | BNSRFEE TUE.

2. BEEEORRRYRAAISERE ID , HATERE Deployment 150 , 158 [FiEE] . WITFERTR

3. fE"#iEWorkload " WH , IRELHIAENEEIET. MTEMR :

o MUARIREE | BERMETIREKIRRISRERIEIR. HBIES I fEIRREL,

o SCHFEE : BRELRERHITER , LTANELTRETCENBNET | ABHIZIREEE.
B aEgEE
1 AEANSH=F (58] | BN SRR TUE.
2. BEFREOIRRAEERIEERT ID , #ENT(FaE Deployment FIER , i [BahfHgsE] .

3. f£"HorizontalPodAutoscaler" i , B [FE)] . W0 B :

4. FE"FREHPATUE , #RIBLATRD , #HT HPABCE. WITERTR

o

B . MAE IR B ERGEERIETR.

o

REE | BRIESIRR K TIERE,

o

TEREA | BRIESSRS R TR,

o

KEATAERE - TREAZ |, BIRIECIRS K TS,

[e]

A SRRE - B aNRFETHRERIAYSRERIENR | IFIBBE I 5IRtEL

o

SCEEE : BRIELIRR R TIER | LOAMBREREITEEREMNET | FaBHIZIRE EE.

WIS : B emEX %139 1 H581m
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5. B [SIEEHPA] |, 2Rk HPA B9BIEE.

iEid YAML gz

1 BEAMSI=S (8] | BN SEEE " TE.

2. PEHERECRRYEERIERT ID , A TEE Deployment FIBI.

3. BahizmmEA LA [YAMLEIZRIR] . N TER7S

4. FE"YAMLEIE SRR TUHE , {RIESLIRRRmIEAE |, B [Seak] | BIAJ#E HPA .

ERERH AN
AU LA R =R BT IRSS By 452,

EEE#HT Pod 2
1. BEAMSHIEH [EEE] | SN EEEE T,

2. ISRRECR(RYEERVERT ID , AT EfE Deployment 15T , B2 [EFPod#E] . W TEF: :

3. FE"EFPod#E TNH , RIELIRFRIEITIRE , BT [EFLAIEE] . MTER:

EEH Hpa KB
1 BEAMSI=S (58] | BN SRFEE TE.
2. EFRECIRREERIERT ID , BN T(FRE Deployment B , B [BahfH4sE] .

3. #£"HorizontalPodAutoscaler"TaH , BirFHEEHACER HPA FrfefTaliy [EXEE] . ANTERN :

4. £ B HpaEtE A , IRIEEIRERHTIRE , HHRE (EffiHpal . WITEMD

WS : BRmEmEX %140 |
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BU4wI8 YAML i
L BEAMSH=T [F8F] | BNSRFEE TUE.
2. BEFRECIR AR ERISET ID | i&F (B)#4E] .

3. 7£"HorizontalPodAutoscaler T , ERFEFEEHECERN HPA FRrEf7aMlY [(48EYAML] . W0 TFEF: :

4. f"&E#fHorizontalPodAutoscaler " Tai , {RIBSLIrEIFHTHRE | BF [5ER] BIA.

(A

EXIEIREIE SN BahBdafsimiiia.

WS : BRmEmEX %141 Tn #581m
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SlEERE=NE)E

BITEFATAE: 2024-06-12 15:06:00

BesiRSS (TKE)

3Ll ( Pod ) B5M 4885088 ( Horizontal Pod Autoscaler , HPA ) RJLARIEBEFRSLHI CPU RIS EESIFRET B, MRS
B9 Pod #(8, B HBAN , AR S TRENMLAISIREREIEHE CPU e, W7E. T8, WLRH1 GPU fBXfgkR, A , iXUbig
TRRBLATEAS@IT YAML ST4-BIEFI4mEE HPA B |, ASTIBEHERE YAML TR,

ShEERE TN

BaERgEfERF B IR
Hrh metricName RRYZEARSHEREN , BIFRPHREOABRN , ZBAERS YAML XAETE2H.

CPU ¥8tx

E=( =
(=#8)

CPU fEFE

CPU RIFE= (5
TR)

CPURIA= (&
Request)

CPURIF=R (&
Limit )

s
B2 (12518)

EE%—’%‘ ;} Ib%

FE£Z1EE IOPS

RS IOPS

[

Fi=(E =
(&=H8)

RIENTEE

==Ly}
(=HlE &F type
)
% Pod f§ CPU (& Pods
Pod fy CPU fFRHELT =
% P
& R ods
o Pod B9 CPU (FREEFMZE Pods
A9 Request {H2ZLY
% Pod g9 CPU (FHEEfNIZE Pods
B9 Limit [E2ZtE
B (IBHE) ZF
KB/s Pod YRR GEE
KB/s Pod HUREALSER
R/s Pod MEEESEENEIERT 10 X&)
R/s Pod 1BEIES NEEEZAY 10 K&
sy :
(EB518) g2 R
Mbps Pod IS AL Pods

WS : BRmEmEX

i

metricName

k8s_pod_cpu_core_used

k8s_pod_rate_cpu_core_used_node

k8s_pod_rate_cpu_core_used_request

k8s_pod_rate_cpu_core_used_limit

type
Pods
Pods
Pods

Pods

metricName

metricName

k8s_pod_fs_write_bytes
k8s_pod_fs_read_bytes
k8s_pod_fs_read_times

k8s_pod_fs_write_times

k8s_pod_network_receive_bytes_bw

%142 ™M

ROABRNL

%

%

%

%

BRI
B/s

B/s

/s

/s

EOAERNL

Bps

£581m
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BB
(=H8)

LS T

S

RIZENIR

HEim

M HRE

MENBE

MEHEE

R

BRI (=S )

RiFERE

REFERE (A88
Cache)

REFFIER (4515
=)

RERREER (&1
=, A3 Cache)

REFFIER (&
Request)

AEFB=E (4
Request , ~E&
Cache

WEFIRZE (4
Limit )

AEMBE (4
Limit, 78&
Cache)

GPU

1Bt EtR (EHE )

By
(=HE)

Mbps

KB/s

KB/s

N's

M™s

B
(#=Hl

a8)

Mib

Mib

%

EAfy
(=HlE
)

WS : BRmEmEX

&t
Pod RIS EIHEEL
#

Pod AT EREZ
il

Pod RIS EIREZ
0

Pod FIANTIEBEZ
it

Pod RItHSEEEZ
G|

;T

Pod RTF(ERE

Pod WEFER , A28
Cache

Pod W7EEHRSG node
BYEL I

Pod WEFEHAEG node
RYLEH , <& Cache

Pod WFFER S
Request BIELAI

Pod REEFERSG
Request BILLRI , A&
Cache

Pod WFFER S limit Y
Yl

Pod WFFER G limit B9
Ebf5l , &<& Cache

&E

type

BasiRsS (TKE)
type  metricName EOABRL
Pods k8s_pod_network_transmit_bytes_bw Bps
Pods k8s_pod_network_receive_bytes B/s
Pods k8s_pod_network_transmit_bytes B/s
Pods k8s_pod_network_receive_packets N/s
Pods k8s_pod_network_transmit_packets S

type metricName ERARL

Pods k8s_pod_mem_usage_bytes B

Pods k8s_pod_mem_no_cache_bytes B

Pods k8s_pod_rate_mem_usage_node %

Pods k8s_pod_rate_mem_no_cache_node %

Pods k8s_pod_rate_mem_usage_request %

Pods k8s_pod_rate_mem_no_cache_request %

Pods k8s_pod_rate_mem_usage_limit %

Pods k8s_pod_rate_mem_no_cache_limit %
metricName ERABR(L

%143
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i node AYELAHI

O BRTTCE SRS (TKE)
By
ERERR (=H8) (&=HE & type  metricName ZRINBA(T
)
GPU {#H=Z CUDA Pod GPU {EfHE Pods k8s_pod_gpu_used CUDA
Core Core
CUDA CUDA
E= E=E=
GPU HiE& Core Pod GPU &2 Pods = k8s_pod_gpu_request Core
GPU FIR= (& o GPU @S
P k 9
Request ) % Request BILLI ods 8s_pod_rate_gpu_used_request %
GPU FIFZ (&7 GPU &4 node
% Pods  k8s_pod_rate_gpu_used_node %
) EILL) -poc-rate-gputsec
iPU memory {&FH Mib Pod S,PU memory Pods = k8s_pod_gpu_memory_used_bytes B
= =g
==
GEPU memory EiE Mib P‘figpu memory Pods k8s_pod_gpu_memory_request_bytes B
2 FRiEE
GPU memory FIF o GPU memory {3 o
% ( &5 Request) % & Request FOLLf Pods  k8s_pod_rate_gpu_memory_used_request %
|
GPU memory £ % GPU memory {&F Pods k8s_pod_rate_gpu_memory_used_node %

i YAML QUEEFN4RIE HPA

ERILABIE YAML SU4-EUEERN4GREE HPA . LATRABCESHRIRG) | iZUEEN T —5BFR)9 example A9 HPA |, CPU fEREN1ERA
HPA |, SLHEBEIRNL - 2,

TKE E#E3RARER Resource 258,

apiVersion: autoscaling/v2betal
kind: HorizontalPodAutoscaler
metadata:

name: example

namespace: default

labels:

gcloud-app: example

spec:

minReplicas: 1

maxReplicas: 2

metrics:

- type: Pods # 373%{#F8 Resource
pods:

metricName: k8s_pod_cpu_core_used
targetAverageValue: "1"
scaleTargetRef:

apiVersion: apps/vlbeta2

WS : BRmEmEX %144 TW #581W
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kind: Deployment
name: nginx

WS : BRmEmEX 25145 T #581m
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RS
ServiceE=1H

BITEFAYaE: 2024-06-12 15:06:00

i)

Service EXiAIAEIH Pod AAIRISRES , IRMHEREAIELLIAE IP, EaTLUEY Service gty biAITZIRIRAY Pod, Service SHELAT
A

o WIiAIE : {FEFA Service B9 Loadbalance &=zt , BahliRAR CLB, AR IP AJEFEiGEZEIEHY Pod.

e VPCAMifA : A Service B Loadbalance &z, , BaIEIEMAM CLB, $§XE annotations:service.kubernetes.io/qcloud-
loadbalancer-internal-subnetid: subnet-xxxxxxxx , VPC FIREIELEEHM IP EiEhiaEIEHE Pod.,

o EEB¥NIFIA) : 5 Service BY ClusterlP 185 , Bz B Service WERHEY IP , BFEEEMIAIA.

Service Z#HI&E{FIE5 ]
a1l

RIS AE CVM Al S5HEA—1 CLB,

EIVEARESE CLB =HISERIS(F TKE BshEER CLB,

EFEEHRY CLB BY , TKE =Bz CLB EBRIENR RS,

TKE £ BB EFEHBFR/9 TKE_Dedicated_Listener fLEITES , EtBISITEEAEE.

BljZE Service

1. B3 TKE =414,

2. EEMSHES , B (58] | ENSEHFEETE.

3. BAEEEEEGIRE Service RUSEEE [ID/BFR] | HENFFCIRE Service RUSSEFEETUA.

4. %82 [BBSS] > [Service] , #HN"Service"{SE M.

5. B [FmE] |, #EN"#EService TUH,

WS : BRmEmEX 25146 TW #581M
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6. IRIESCRRRK , IRE Service 5%, XESHEBUT ¢
o PRSBEM : BEX.
o apEEEA | IRIESLIRE I TR,
o PRBHAGE : RIBLIRER |, I MNAYERTI.
o ImMBRET : HRIESCRRB R TIRE.

7. B [BIEARSS] | SeRcelE.

B3 Service

EH YAML

1. B3 TKE i=HlA.

2. EEMSHES , BE (KR8] | BN"SEFEE " TUE.

3. BEHREEH YAML f95EF (ID/2R] | HANFFEH YAML RUSSHEIENE.

4. %82 [IRSS] > [Service] , #HN"Service"{SEIRMA.

5. EFEEH YAML Y Service 179, B [4RIBYAML] |, #ENEEHT Service TAL.

6. £ Service TUHE , JwiE YAML , B2 [5epk] | BPRTEEHT YAML,

Kubect! #2{E Service $§3|
YAML 73+451

kind: Service

apiVersion: v1

metadata:

## annotations:

## service.kubernetes.io/qcloud-loadbalancer-internal-subnetid: subnet-xxxxxxxx ###& 2 IEERRIIHIERY Service TIETIZE
annotation

name: my-service

spec:

selector:

app: MyApp

WS : BRmEmEX 25147 TW #581W
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ports:

- protocol: TCP
port: 80
targetPort: 9376
type: LoadBalancer

o kind : #FiR Service &JEE,
e metadata : Service FIRFR. LabelEEAREE,
* metadata.annotations: Service BYE/MRER , AIBITIZSEISEBTERMEX TKE FIEIMEEEE

* spec.type : #xiR Service BYIRIHIAF

o

ClusterIP : TEESRFRBEPATHIRSS | ATRTERARERAE.

o

NodePort : ST SR O BEIRISiE Service , EEBFHMTL BT & IP:NodePort ij5(al,

o

LoadBalancer : FEBIN=EMEXIZHEHIREBIIEEEATRS | FOABIELAK CLB , 38X annotations AJBlIZEMIR CLB,

[e]

ExternalName : 15iRSZIETZE] DNS , UERTF kube-dnsl.7 R EEhRAS.

annotations: {FFACAREISEEE IR R/PIRISIEEI Service
MBEEENEESBEHE CLB AZSRIRES , SERMLS TKE GUEEHY Service {FF , EAILUBELLT annotations HFZE :

metadata:
annotations:
service.kubernetes.io/tke-existed-lbid: lb-6swtxxxx

annotations: §ETI m48%E Loadbalances

WISRIBHIEERFAMEIR K , NORBINAEREFMEAEERS TR . EJLUBIIEE Service Y Loadbalance , RESEIEET = |
annotations 30 :

metadata:
annotations:
service.kubernetes.io/qcloud-loadbalancer-backends-label: “key in (valuel, value2) * ## LabelSelectort&zt,

o BNEETIFRBAFAEEEER.
* BIRSFMRE Node ERIEISFEIIRE Label,
o XAR4E LabelSelector #8040 :
o service.kubernetes.io/qcloud-loadbalancer-backends-label: keyl=valuesl, key2=values2

o service.kubernetes.io/qcloud-loadbalancer-backends-label: keyl in (valuel),key2 in (value2)

WS : BRmEmEX 25148 TW #581m
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o service.kubernetes.io/qcloud-loadbalancer-backends-label: key in (valuel, value2)
o service.kubernetes.io/qcloud-loadbalancer-backends-label: keyl, key2 notin (value2)
o EENTRELE , BBIHPERZ Loadbalance,

o BEXEFET MM Label , RIBICEHINIEESEBEFFEED Loadbalance,
WRIGFERNR TR LBWKS | FEEIRAMIGAA ARSI EZIEELA T annotations IR :

o service.kubernetes.io/qcloud-loadbalancer-internet-charge-type AMTEERITEST , ANEES :
TRAFFIC_POSTPAID_BY_HOUR ( #%ZfERimREiT#: ) , BANDWIDTH_POSTPAID_BY_HOUR ( &meait®: )

o service.kubernetes.io/qcloud-loadbalancer-internet-max-bandwidth-out w55 LR , B : [1,2000] Mbps, 40 :
metadata: annotations: service.kubernetes.io/qcloud-loadbalancer-internet-charge-type:
TRAFFIC_POSTPAID_BY_HOUR service.kubernetes.io/qcloud-loadbalancer-internet-max-bandwidth-out: "10"

BIE Service

1. £ YAML 7~ff) , /%% StatefulSet YAML 32744,
2. %% Kubect! , FHZEREEERT.

3. HUTLATE< | BEE Service YAML 344,

kubectl create -f Service YAML S{4ZF#R

fFlgn , BUEE—ANSZHE 9 my-service.yaml B9 Service YAML X4, MAAATLA TS -

kubectl create -f my-service.yaml|

4. PUTLAT S | BWIECIEERRI.

kubectl get services

REEUAT™ES | BPFRReIZI.

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
kubernetes ClusterIP 172.16.255.1 <none> 443/TCP 38d

B Service

J5iE—
HATLA @< | &3 Service,

kubectl edit service/[name]

WS : BRmEmEX 149 TW #581m
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EE=
1. FEIERIEAY Service,
2. 1 TLA TS |, EFrBURE Service,

kubectl create/apply

fHB& Service
HITFLA &S |, kR Service,

kubectl delete service [NAME]

WS : BRmEmEX 25150 7@ #581m
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Ingress&1E

BIFEHAYE: 2024-06-12 15:06:00

Eikl)

Ingress 2FIFAIRIZIEREN Service FMINIMES | EHLIBIEER AN , SLIARRE URL AJLAUBEIZIEEFNARRY Service, AT

f§ Ingress BRIEE TE , SEBFMJUETT Ingress-controller, TKE BRBEERFNEABRE T EFREIIEISTIA 17-1b-controller ,
3285 HTTP. HTTPS , ERtE3Z#F nginx-ingress 258! | Ra]LURIBEIW S HREEZEARM Ingress 28,

Ingress =6 & E{FE5|

Bl Ingress

1. B3 TKE =44,

2. EEMSHEF , B [5E5F] | N SEFETE TUE.

3. BAEFRECIR Ingress AUEEY [ID/EFR] |, BENFRFOURE Ingress RUSSEFEETME.

4. 1%8% [BRS5] > [Ingress] , #HN"Ingress"{SE M.

5.8 [Fr] , #N"FiEIngress TUH.

6. TRIESCRRESK , 1RE Ingress 8%, XRSHEEUNT :
o Ingress&FR : BEN.
o MIRHEE : BN "R, IBIRIESCIRR K TIERE.
o @RI : IRIEIRR KT,
o WSIRIRO : BRIAJ "Http:80" , {EHRIBSEIRTE I TIEE,
o HREE : IRIELRHKHTIRE.
7. B [8U&Ingress] | FoREIE,

B Ingress

WIS : B emEX 6151 1 H581m
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3T YAML

1. ZR TKE &4I4.

2. EEMSH=S , B (SEF] | FENSEEETAE.

3. AR EERT YAML R9SEEF [ID/2FR] |, HAGER YAML fOEEFSTENA.

4. 1%8% [BRS5] > [Ingress] , #HN"Ingress"{SEAHE.

5. EFREFEH YAML |y Ingress 174 , 82F [4RIEYAML] , HEAEHT Ingress TUH.

6. 7£"E#filngress"THE , w48 YAML , B8 [5epk] | BORJEHT YAML,

B AN

1 SEEFEENHE , BEREER YAML (958 (ID/BFR] |, HEANGFER YAML SR EEINm.

2. 154 [ARS5] > [Ingress] |, #HA"Ingress"{SRTH,

3. EREEHERAMNE Ingress 177 , B [EFHEARE] | HEN EFEAEE TH.

4. HRIEKIRER , EUEREE | BE (EFCAERE] | RIRISchE .

kubectl #{E Ingress 55|
YAML 7631

apiVersion: extensions/vlbetal

kind: Ingress

metadata:

annotations:

kubernetes.io/ingress.class: qcloud ## TJi%(H : qcloud ( CLBZEingress ) , nginx ( nginx-ingress )
## kubernetes.io/ingress.subnetld: subnet-xxxxxxxx ###& 2 8ECLBAIAMingressEIgEIZs%annotation
name: my-ingress

namespace: default

spec:

rules:

- host: localhost

WS : BRmEmEX %152 |
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http:

paths:

- backend:

serviceName: non-service
servicePort: 65535

path: /

e kind : #riRIngress&iRAERY,
* metadata : Ingress FUEFR. LabelEEAREER.
* metadata.annotations: Ingress RIEYMBE , EIIEITIZSHIRBTKE RUSHMLIREEN.

e spec.rules : Ingress BYRE RN , BEcEiZANCTsCHE R ARS. ETFAERBEHEH. BREREAEE. EETERHR
FE,

WRIGFERNE TR LRSS | ECIEAMIBIIA RS HEEIEELA T annotations IR :

o kubernetes.io/ingress.internetChargeType A/ eait#E5= , TRAFFIC_POSTPAID_BY_HOUR (iZ{FRAREITE ) |
BANDWIDTH_POSTPAID_BY_HOUR ( #&teait2: ) .
o kubernetes.io/ingress.internetMaxBandwidthOut F&& LR , SEE : [1,2000] Mbps, 340 :

metadata:

annotations:

kubernetes.io/ingress.internetChargeType: TRAFFIC_POSTPAID_BY_HOUR
kubernetes.io/ingress.internetMaxBandwidthOut: "10"

EllE Ingress

1. &% YAML 7=f5] , #E& Ingress YAML 3214,

2. L% Kubect! , FHERREEE. IRFIFIEIESE BT Kubect! EREEEY,
3. FUTLAT &< , €U Ingress YAML 344,

kubectl create -f Ingress YAML {42 FR

fFlan , BIE—ANXERE /9 my-ingress.yaml B9 Ingress YAML 3244, RIBATLA TR @< -

kubectl create -f my-ingress.yaml

4. PATLAT S | WIEeIEEDRI.

kubectl get ingress

REESMULAT™ES | BPRelEZI.

WS : BRmEmEX 28153 70 #581m
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NAME HOSTS ADDRESS PORTS AGE
clb-ingress localhost 80 21s

SE#T Ingress

FiE—
PATLATa<$ . 85 Ingress,

kubectl edit ingress/[name]
HiE=
1. FMBRIERY Ingress.,
2. TLA TS, E3reUsE Ingress,

kubectl create/apply

WS : BRmEmEX 25154 TW #581m
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W=
ConfigMap&1#

BITE AT 2024-06-12 15:06:00

T

fm

EiViN

‘i
LA
ConfigMap 1=Hl&1R{FE5
€& ConfigMap
1. &3 TKE =44,

2. EEMSHES | BE (58] | ENSEFEETE.

3. BB FEELE ConfigMap HYEEEE [ID/EFR] | HANFEIZE ConfigMap FUSEEFESIETUE.

4. %% [EBEEEHE] > [ConfigMap] , #\"ConfigMap"{SE AL

5.8 [Frg] | #NFEConfigMap TiE,
6. FRIESLFREK , i85 ConfigMap £, XBESHSEUNT :
o EIR: BEX.
o WETE : RIELFR K TIEFEGZTARE , EXNTESNTEE.
BRI LUEES NS T T,
7. B (gl ConfigMap] |, =RkEIEE.

{5/ ConfigMap

75— : ¥dEBAERA ConfigMap 268
1. B3 TKE =44,

2. EEMSHES , B (58] | ENSEFEETE.

WS : BRmEmEX

BesiRSS (TKE)
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\|

ConfigMap &R LA ETETHEGRTRS | FENEEFEFREIBENE. ConfigMap 28 key-value ZEEIRIRENT , &0
IEFHIER Kubectl TEBIEIIMAY ConfigMap X945 , tBRJLUBITEHEUES. INETERERHRIE TS PER ConfigMap.
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3. AEFERE Workload RISEEF [ID/EFR] |, HAFFEBE Workload RUSSEFEIEIE.

4. 7 [Tfeta#l] T , (E205%EEE Workload 288! | EAXIRAYEERME. a0 , 5% [T{ER#E] > [DaemonSet] | #
N"DaemonSet"{SEHE.

5 B [FmE] |, #EN"#rEWorkload"TTH.

6. {RIERNEER , RETIFRHE. fRTEFER. AE (HUEE] &, BE (FEEs] | FIiEEs.

7.35%8% [fERConfigMap] 7530 , IEER , Bd (IEFEEW] .

8. Ry IR EConfigMap &R+ , EcEH#A , Bd [HA] .

9. Bas [BUEWorkload] |, FeRkblEE.

B FREFEFEER ConfigMap 258!

1. &R TKE =48,

2. EEMSHES , B [5EF] | BENSEEETUm.

3. BREEFERPE Workload RISEEF [ID/BFR] |, #EAFFERE Workload RS EIETIAL.

4. 1F [IfetaEk] T . (E20EE Workload 258! | EAXITRAYSETTE. a0 | i%&8E [TF#] > [DaemonSet] |, i#
N'DaemonSet"{SEMH.

5. B [FrEE] | EN"FiiEWorkload TRH.

6. IRIEREER , RET/FREE. SRTEFHER. FE "LhIRER" 19 "EEZE" &, BE [5IMConfigMap/Secret] .

7. 1%&#% "ConfigMap” INEZE75T | FHRIEIRR RIEERIR.

WIS : B emEX %6156 1 H581m
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8. B [8lEWorkload) |, SSRAUE.

8§ ConfigMap

1. BR TKE =HA.

2. EEMSHEF , i (58] | BNSEEE T,

3. AEFREEH YAML R95EEE [ID/BFR] |, BEANFEHT YAML AOSSEFE TR T,

4. %12 [EEEEIE] > [ConfigMap] , #N\"ConfigMap {SE&.

5. 7EEEEEH YAML [Y ConfigMap 177 , Badk [4REEYAML] |, ## N &3 ConfigMap"Ta@.

6. f£"E#ConfigMap TR , w48 YAML , B8 [5epk] | BIAJEST YAML,

%88 . WNFRIE key-values , %18 YAML o data (9SHUE | BE [Epk] | BIEJSAEST.

Kubectl #{F ConfigMap $535|
YAML 756

apiVersion: v1
data:

keyl: valuel

key2: value2

key3: value3

kind: ConfigMap
metadata:

name: test-config
namespace: default

* data : ConfigMap B9##E , LA key-value FZ=U2,

e kind : #xiR ConfigMap &REE,

e metadata : ConfigMap HIZFR. LabelEEAREE.

e metadata.annotations : ConfigMap BYEWYMRER , ALEITIZS SR ETKE AUEMESREES].

glliE ConfigMap

WS : BRmEmEX

BesiRSS (TKE)
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FR— B YAML RIS el

1. 2% YAML 7=f , % ConfigMap YAML 314,

2. 2% Kubectl , FHEREERF. BFFHEIFSE B Kubect! EEEE,
3. PUTLATE< | 8l ConfigMap YAML 3X{4,

kubectl create -f ConfigMap YAML S/4ZFR

Bgn , eUEE—ANSZERE A web.yaml B9 ConfigMap YAML 3244 , MIBATLA TS :

kubectl create -f web.yaml

4. PUTLATa< | IEEIZ 2B,

kubectl get configmap

REEULATESR | BPRRCIZRT.

NAME DATA AGE
test 2 39d
test-config 3 18d

FHZ B TR<SHAeE
HPTLITa< |, FEBRF I ConfigMap,

kubectl create configmap <map-name> <data-source>

* <map-name> : &7 ConfigMap HIZ=,
e <data-source> : FTRER. XHHEFHIE.
BEZ280FE2 M Kubernetes configMap B75 344,

{85 ConfigMap

FE— : ¥a@EEA ConfigMap K8
YAML 7=5le0°F :

apiVersion: v1
kind: Pod
metadata:
name: nginx
spec:

WS : BRmEmEX 25158 TW #581m
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containers:

- name: nginx

image: nginx:latest

volumeMounts:

name: config-volume

mountPath: /etc/config

volumes:

name: config-volume

configMap:

name: test-config ## i¥& ConfigMap &R
## items: ## IREEE ConfigMap 89 Key =&
## key: keyl ## WEIRISRE Key

## path: keys ## HHZHEENFER
restartPolicy: Never

FE4= : FRELER-F{EA ConfigMap 33
YAML RBIITs -

apiVersion: v1

kind: Pod

metadata:

name: nginx

spec:

containers:

- nhame: nginx

image: nginx:latest

env:

- name: keyl

valueFrom:

configMapKeyRef:

name: test-config ## I &R ConfigMap X{4%
key: test-config.keyl ## iR BZINMELTEM Value SEFIT
restartPolicy: Never

WS : BRmEmEX 2159 Tn #581m

\|



S BRASTCE ARG (TKE)

Secret&SiE

BIFEHAYE: 2024-06-12 15:06:00

Eikl)

Secret JATFEER. <hi. BIPEFHRMER | FHEEERXIIIMRENNL, Secret 28 key-value SEERIRENT , EATLIBEEHSE
89 Kubectl TEBIZEXINAY Secret 35 , BRI LUBIEHEIES . INRLENERBANS TSR Secret,

Secret =HIGE(FES|

BI& Secret

1. ER TKE #&=HA.

2. BEEMISAv=S , B (58] | N SEEE AL,

3. BREEE G Secret RUSEREF [ID/EFR] |, HATFOIEE Secret SR EENME.
4. %% [EEEESIE] > [Secret] , #HN"Secret{SE A,

5.8 [Fr2] | N FhiESecret"TUA,

6. IRIESCFREK |, IRE Secret 8%, XESHERUNT :
o FiR: BENX.
o WRTE  RIELIRRERE TIER R T ERE,
° WA : RELFRRK  REXESNEEE.

7. B2 [BSecret] , ek,

{85/ Secret
FE— : EuBE(EA Secret 357

1. Z&F TKE =HIA,
2. EEMSHES | B (58] | SN SEFEETE.

3. BEREEEERE Workload BYEEE [ID/AFR] |, HEARFEEE Workload FUSEEFETETTA.

WS : BRmEmEX 25160 7@ #581mW
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4.7 "THERE" T , EEEE Workload 222!, IFAXIMAYEETA@E. Hla0 , %% [T{Ef#] > [DaemonSet] |, i#
N"DaemonSet"{ZE A,

5.8 [Fr] | #N"#EWorkload TamE.

6. (RIENEER  RETFREE. HRTEFHEE. FE "SiEE" -, fE (FNEES] | FINEEsS.

7. 15E3% "ERSecret” 51 | EESER , B [1%#ESecret] .

8. FESHRY "R ESecret” BOH , BoEREHAR , Bd (ML) .

9. 82 [BU#Workload] , SoRkeIEE.

R : FRIEITFERAGER Secret 38

1. &2 TKE i=#HA.

2. EEMSHEF | BE (58] | ENSEHFEETE.

3. BBEEFERPE Workload RISEEF [ID/RFR] |, #EAFFERE Workload RISEFEIETIAL.

4.7 "TIFG#E" T~ , ERI%E Workload 2680 |, A MNAYERRE. N, %5 [T{FR#] > [DaemonSet] | i
N'DaemonSet"{ZE A,

5. B (#mZ] , BEN"#EWorkload .

6. {RIERNEER , RETIFREE. SRTEFER. FE "LhHREHR" 1 "HEEE" o, BE [5|AConfigMap/Secret] .
7. 3555% *Secret FNERETTT , FHRIELIRERIGERR.

8. gt [BUgEWorkload] , FERBIEE,

BT Secret

1. ZR TKE =HIA.

WIS : B emEX %6161 1 H581m
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2. EEMSHEF , BE (EEF] | BN"SEEE " TUE.

3. BEFEEH YAML j95EF [ID/&AFR] | HAFERT YAML fERFETENE.
4. %% (ECEEE] > [Secret] |, #HAN"Secret"{EE M.

5. fEFEEH YAML B9 Secret {750 , BT [4RIBYAML] | #EAEEHT Secret TUHL

6. 7T & Secret" TAM@ , 4wiE YAML , B [52R%)] | BPETE&EsT YAML,
WIFEIE key-values , fmiE YAML Fh data f9S20(E |, 8 [52RK] | BDEIseRE .

S5 Secret ECE

1. R TKE #=HE.

2. EEMSHEF , i (58] | BNSEEE T,

3. REFEE IENSEE (ID/EFR] | HNGEHSEHFEERAE.
4. %582 [BEEEE] > [Secret] |, #A"Secret"{SE AL

5. EREFMECER Secret 174, BF [EFECE]  HAEHRE.

6. (EEHUE , fWISECEDT , BE (o] | BIAJEEHT.

Kubectl #{F Secret $1g5|

Bl& Secret
HR— i BEEEE4ElIE Secret

1 YUTLATE< , $RBY Pod RIFF&FIZRS.

$ echo -n 'username’ > ./username.txt
$ echo -n 'password' > ./password.txt

2. 1147 Kubectl 5% , BlJ#E Secret,

$ kubectl create secret generic test-secret --from-file=./username.txt --from-file=./password.txt

secret "testSecret" created

3. T TS | BE Secret iFiE.

kubectl describe secrets/ test-secret

WS : BRmEmEX

BesiRSS (TKE)
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AT : YAML SZ4-EnheE
1813 YAML F5helzE Secret , E42B115 Secret B9 data i#17 Base64 4wi2,

apiVersion: v1

kind: Secret

metadata:

name: test-secret

type: Opaque

data:

username: dXNIcm5hbWU= ## Hecho -n 'username’ | base6445g
password: cGFzc3dvemQ= ## Hecho -n 'password' | base644E5Y;

{85/ Secret

BR— . ¥dBEEA Secret 7
YAML =520 :

apiVersion: v1

kind: Pod

metadata:

name: nginx

spec:

containers:

- name: nginx

image: nginx:latest

volumeMounts:

name: secret-volume

mountPath: /etc/config

volumes:

name: secret-volume

secret:

name: test-secret ## %5 secret &
## items: ## IRBEIEE secrethy Key &
## key: username ## JERIEE Key

## path: group/user ## EHZUEEN TR
## mode: 256 ## IR &SR
restartPolicy: Never

BRZ . FETEAMER Secret 28
YAML =~Ia0F -

apiVersion: v1
kind: Pod
metadata:

name: nginx

spec:

containers:

- name: nginx
image: nginx:latest
env:

- name: SECRET_USERNAME
valueFrom:

WS : BRmEmEX

BaahRss (TKE)
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secretKeyRef:

name: test-secret ## i HIJE Secret X4HE

key: username ## IR EIZIMEZLER] Value KRR
restartPolicy: Never

WS : BRmEmEX 2164 TW #H581M
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She

Ingress S1E
Nginx 28! Ingress

1S
A
RIFEFRATIE: 2024-06-12 15:06:00
Nginx-ingress 13
Nginx ATLARIEREMCER. i FEssfl HTTP 7. Nginx-ingress 2/ Nginx {EARBREGRETFEEN Kubernetes Y
Ingress =428, #AEILAZRZE Nginx-ingress H{4f , FEEEFH{ERA Nginx-ingress, 2528853 TKE BT RILAORES | EENEERN
LEEMFEA Nginx-ingress,
Nginx-ingress A 1alf#FE
* Nginx-ingress 84 : 7£ TKE {8 Nginx-ingress FINO , EEJLATESEEFAVE A TIE—BZESE Nginx-ingress,

* Nginx-ingress 3£l : —MERFHEIEIEZ 4 Nginx-ingress ( FIRI—MNRFAM , —NAFAK ) . 7 Kubernetes Faxgp—4
CRD , 88— Nginx-ingress sLHISTEERFFHEmNBIZE Nginx-ingress-controller, service, configmap £ Kubernetes &g,

* Nginx-ingress-controller : 3Efx Nginx 2% , @AY controller & watch kubernetes ingress XISAVZVEFFEEREF , Nginx faZ
AU RECERD nginx.conf 3Xf4,

Nginx-ingress tH18/E
Nginx-Ingress HBXIRERINBENT , SIS E LU T XH—E THE
¢ Nginx-ingress &%

* f§5F3 Nginx-ingress SISIENEEFIIMNEPRE

WIS : B emEX 25165 1 H581m
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Z % Nginx-ingress LAl

IR EFATIE: 2024-06-12 15:06:00

Z%E NginxIngress B4

1 SREBREEHE , RIS,

2. TERBHETEIE | S EHTHERE 1D | MABAHIETT,

3. EEENS IR EIFERE | (HEVHEENE | B,
4. FERFRMBITRE R4 Nginxingress,

5. BAESERAI RAEM, RESTRE B UERHEETEERMFS,
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{5 Nginx-ingress SWSIENEEINFRE

BIFEHAYE: 2024-06-12 15:06:00

AR SR

 BERSHRSESS.
o EREANEERE NginxIngress 4HiA,

o BELREHAERISFEER Nginx-ingress 3L,

{ER7E
Nginx-ingress &R {EE5|
1. BREFRSERE | EENSIEFREER.
2. BNERFEETE , BEE%R% Nginx-ingress B{4HYEEERE ID |, IENEERHFBR.
3. EERAHER , BEEHRE , HANEHRE.
IRIESERRRK | IRE Ingress &4,
o Ingress 58 : %% Nginx Ingress Controller,
o Class : #&E—1 Ngixn Ingress 3Ll , HFNISBTEAMAIIZEPEIEE Nginx TaEitIasE.
o EERMIN : FETIRE.
4. a6l Ingress,

Kubectl #4E Nginx-ingress #g5|

£ Kubernetes #13| X\ IngressClass &R ingressClassName =E& 28l , Ingress 2/ Ingress FfY kubernetes.io/ingress.class ;¥
fRIERE. RN -

metadata:

name:

annotations:

kubernetes.io/ingress.class: "nginx-pulic”. ## Y35 TKE £&£8% Nginx-ingress B{4Hhfg Nginx-ingress SCIEZFR

IEPSESYE

WIS : B emEX %6167 1 H581m
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73 Nginx 258! Ingress XS AALE /R,

Nginx-ingress X$gR{EFAIEEL
HZ Ingress JIEAEFF— Nginx SEARRT :

% CreationTimestamp FE&%S Ingress MNHER , BRI BN,

o WMREZA Ingress FAR—FENEN THEER , WRFBAIMNIGIRR.

o NREA Ingress BEE—FEHNAI TLS #p5 , MERATHNIEIRRE.

o WMREA Ingress X T—NME Server HRECEANERE , NRBEAIMNIEIRME.

o IZEF hostname BlEZ NGINX Server,

* HNRZA Ingress J9E— host EX T AR , W ingress-controller §FHXLETEN,
o 24 Ingress AILAEN ABRYERE, XLENTE Ingress ZEIAHE,

* Ingress BERRIERIFETF Ingress FHIFTBEER.

A SEH nginx.conf Hll
LTRSS T EEEHINE nginx.conf AYIEMR :

BIEEHHY Ingress X5,

* 9 Ingress FMINHTAY TLS.

* Ingress ;FRIVEXNMYE/ N LR E |, MIERIMEX, 140 load-balance FFEAZEEFINE.

* 73 Ingress ZIN/MBRERIZ.

e fHE& Ingress. Ingress BY Service, Secret,

e Ingress KEARIRISIRSAATAD , 540 Service B Secret,

o EEFf Secret,

WIS : B emEX %6168 1 H581m
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CLB 228! Ingress
AL
ERITEFAYE): 2024-06-12 15:06:00

Service It T ETFIUEMEAIERINSEERSHIRTERES |, Service EFESEY (40 ClusterIP, NodePort g LoadBalancer ) $JEF
EMBRSHIHRAD , BROETHEMBRIGEISE. SSL SETERNELENSEtEMLEEEE]. Ingress IBIHEEMSZT HTTP,
HTTPS MY IRBHRE | R EtEMLE TIE .

Ingress EATES:

Ingress 27IFARIZIEEEA Service MINNES | B LUBEEER AN , SSTIARE URL aJLUARIZISERFNAERT Service, AT{E
Ingress WIRIEFETE , &eRFF151T Ingress Controller , FESIRSFSEERFNENASHE T EFHEHIDEESSTIIAY TKE Ingress Controller,

Ingress 4 EEAETE

Ingress SIMRSHIBEIIKER T REIIEFMRMAIRIR , AtIRSHFREEBE Ingress WEBETEZ—. Ingress R RN4EMEESE
FEFERUTRS -

e fik

- IRRIZRRRERRSCIE | HBZIFERT Ingress SFEHERATMBRI N SR,

tke-createdBy-flag = yes - MRRBIXITE | Ingress RAEHERAT | (MR RBIBRASITER SR , MAMERGE
HEES.
- TRRIZEFRE— Cluster R,

tke-clusterld = <clusterld
e-cluster scusterid> - Ingress STEEERAT , MIBRXIRARE ( Clusterld FEIEHR ) .

- FRRIZETREEI—A Ingress F{#F,
tke-lb-ingress-uuid = <Ingress - Ingress BRIAXISER , ZAF1ERE Ingress (FRCHREIIER , iFSHHEE LR
UuID> SHIEYE,

- Ingress =TEHEERAT , MIBRXI RS ( Ingress UUID FE1EHE ) .

L
EARFEMARREE , BARENEMIR DAMrE | B RESERIR TR,
ERFPERTERREIYE , N Service (NAERZAHIYE , MASMIRZAEIYE,

Ingress Controller (A%

FRT BRSSHRMEAY TKE Ingress Controller LA%bh , Kubernetes 1 KA G ZFHEREIAI5 =75 Ingress Controller , X%t Ingress 1=HlI281985%
RHIREBHTEMNKREE, Kubernetes #XEARTHHE kubernetes.io/ingress.class jERFTFX &R Ingress 15488 , LAEEXA]
Ingress ZEREH—MEHIS84ME, TKE Ingress Controller 37 iHEIZ MR , EAMINIRERZENINT

e X Ingress ZBRRBEHIA T kubernetes.io/ingress.class B, TKE Ingress Controller &2 24ai Ingress KRR,

WS : BRmEmEX 2169 TW #581M
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e ¥ Ingress BIFE LA kubernetes.io/ingress.class B{EA qcloud A, TKE Ingress Controller 2&224g] Ingress &iR.

e ¥jIngress FRIEHGERE kubernetes.io/ingress.class HIRIZAT , TKE Ingress Controller &IRIEHBRFISHM AR EESTET
Bl , M REIZRNEIESREN.

o HIEHHASTSEAHE(EF TKE Ingress Controller B , BILAGERFHAY Deployment ( kube-system:|7-lb-controller ) BT {E&IAEL
=VFEH0 , kA TKE Ingress Controller IHEE,
WiBA
o XFNZINEER , IBFRIRERFHIZBMH TKE Ingress Controller EI2AY Ingress FiF , BRHIGEHIYE R REREMAIER.
o HRPELENNEG EEAE 7RG = EREFAEIER | MM Service BY , AaMbRiz G E 9%,

WS : BRmEmEX 170 TW #581m
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Ingress EAIHAL

BIFEHAYE: 2024-06-12 15:06:00

Eikl)

Ingress 2R1FHIAZEISERFA Service BMNINES | ELUBSECERE AN , SCIIAR URL aTLABARIERFAARERY Service, AT

f§ Ingress BRIEE TE , SEBFMJUETT Ingress-controller, TKE BRBEERFNEABRE T EFREIIEISTIA 17-1b-controller ,
% HTTP, HTTPS , ERHESEHEERI N B EMD Ingress 15428 , S LURIBEH S EEIREAREN Ingress 284,

RS E

RGNS SAH CVM W SSHA—1 CLB,

o ARFHEME CLB I=HIERMF TKE EIERY CLB RURITES. AR, IERERISENIIRSS: | BIENSH TKE BaiEE.

s {EFAEHAKY CLB AT :

o HegfERAEY CLB =HIEEIEAIREIYERS | ASIFS MM TKE BahelEa) CLB,

o

3z452 4 Ingress S CLB,

o

A37¥EF Ingress # Service £ CLB,

o

k& Ingress & , £ CLB 4fENRInaiRSEIEEERTHEYS , AITSREB—1 tag tke-clusterld: cls-xxxx , EEITEE.

o

Ingress # CLB Z A BEREIEFIRE 2/ CLB ID A= LoadBalancerResource ZEBIRGEFIETS: |, i50Xd1% CRD #H47E(m
BME , BUEZ S Ingress K3,

Ingress =HI S E/FE5|

€& Ingress

1. BR AERSEHE | BEEUSHETH (58] .

2. eSS EIETUE , BAEFRECIE Ingress RIEEET ID.

3. FEERRAFEI , 1% (RSS] > [Ingress] .

4. 7£ Ingress Tm , By (] .

5. 7E#EE Ingress DU , tRIBSLFRGESK | 1RE Ingress 88, XBESHERWT ¢

o Ingress &#R : BENX.

WIS : B emEX %171 |1 H581m
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o Ingress 58! : IRYESCIRTE I TIERE,

o WEREEY : BUIAA "AK" , IBHRIESE PR K TR,

o IP KA : $24H IPv4 701 IPv6 NAT64 FRFFHRA , iEHRIBSEARa K TIESR,
o faEIYERR . IBEEIESERESR CLB,

o pRTE : RIESCARR R TIERE.

o EERLR : i5 BGP (B4 ) IEERER,

HRECE : MUEOAS Hitp , ISHRIESCRREREH TIERE. WRMNERE *Https NBHPERS LS | LURIERDIRE. IEBFE
iHSI SSLIEPREER MBI AR,

6. B [B#EIngress] |, STRkBIE.

8§ Ingress

E# YAML

1. ERERRSENE  BEANSIV=FY (58] .

2 FEESRYETETUE , AR ID , HNFEHT YAML R ETE R E.

3. FEEERFFIBIT , #F [BRSS] > [Ingress] .

4. EEEEF YAML /9 Ingress 179 , B [4%48 YAML] .

5. 78 Ingress TUH , wiE YAML , B2 [5ERK]

BN

1. BRERERSENG | RELNSAV=PY (58] .

2 FEESEYETETE , AR ID , HNFERT YAML EREFETE A,

3. TEESRFIFIBI , 16 [AR35] > [Ingress] .

4. EFEFF YAML B Ingress {750 , Bt [EFEARE] .
EEHEARERE  RIELhERX | EBUEREE.

5. B (B ARicE] | RIAJSehkEEs.

Kubectl #{E Ingress 1535 |

WIS : B emEX 5172 71 H581m
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YAML 751

apiVersion: extensions/vlbetal

kind: Ingress

metadata:

annotations:

kubernetes.io/ingress.class: qcloud ## A[i%(g : qcloud ( CLBZ:Elingress ) , nginx ( nginx-ingress ) ,traefik
## kubernetes.io/ingress.existLbld: Ib-xxxxxxxx ##i8EFEAEA RIS EIZE M /ARIGERIIngress

## kubernetes.io/ingress.subnetld: subnet-xxxxxxxx ###& 28J#2CLBEEI I MingressFEigEiZscannotation
name: my-ingress

namespace: default

spec:

rules:

- host: localhost

http:

paths:

- backend:

serviceName: non-service

servicePort: 65535

path: /

kind : #RiR Ingress ZIREHY,

e metadata : Ingress FIBFR. Label EEAXESE,

* metadata.annotations : Ingress AYESMER , ANBITIZSEURE TKE AUEIMEEEE

e spec.rules : Ingress BUEEAMN , BLE1ZMN AT SCIVE REEARSS. ETH2ERELIRE. BREAKAMER. EETSNERHRR
annotations: EFIE B REIIEESEIER 2 R/PIRISIEIRY Ingress
WRIGEERIN R CLB ATRIRZ , EEIRALLS TKE GIZERY Ingress (£ , SEAEEERINFERERR CLB |, A LUES LT
annotations #H{TI8E :

A

BT R RS SRR,

metadata:
annotations:
kubernetes.io/ingress.existLbld : lb-6swtxxxx

annotations: €# CLB 35EP9R Ingress
NREFEFEARMRESE , JLUBELLT annotations HTIRE :

metadata:
annotations:
kubernetes.io/ingress.subnetld: subnet-xxxxxxxx

kD
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INREERRIR IP HREKS | TR AMiIBESAIRSHIFEEEEL T annotations I :
e kubernetes.io/ingress.internetChargeType AMHEEITEST , AEES !

o TRAFFIC_POSTPAID_BY_HOUR ( #&{EiREITER )

o BANDWIDTH_POSTPAID_BY_HOUR ( & 55it2% )
e kubernetes.io/ingress.internetMaxBandwidthOut %5 LR , SEE : [1,2000] Mbps, 540 :

metadata:

annotations:

kubernetes.io/ingress.internetChargeType: TRAFFIC_POSTPAID_BY_HOUR
kubernetes.io/ingress.internetMaxBandwidthOut: "10"

€IZ Ingress

1. &% YAML 7=~f5ll , #E% Ingress YAML 30i4,

2. 2% Kubect! , Fri&iesesr. BPFIBESE @ Kubect! EZER.
3. PUTLATEs< | B Ingress YAML 3044,

kubectl create -f Ingress YAML {42 FR

fign , BUEE—N3HE 9 my-ingress.yaml B9 Ingress YAML 3244 , MHATLAT @S ¢

kubectl create -f my-ingress.yaml

4. PATLATERS | BERIEERRI.

kubectl get ingress

REZELLATES |, IR0,

NAME HOSTS ADDRESS PORTS AGE
clb-ingress localhost 80 21s

8T Ingress

FiE—
WA TS , 85 Ingress,

kubectl edit ingress/[name]

WS : BRmEmEX 174 TW #581W
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BE=
1. FafERIBEY Ingress,
2. PUTLAT < , EFEIEE Ingress,

kubectl create/apply

WS : BRmEmEX 21750 #581m
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Ingress {FFHEHE CLB

BIFEHAYE: 2024-06-12 15:06:00

FEEIRSS TKE B&%iBIY kubernetes.io/ingress.existLbld: <LoadBalanceld> Ef#ERAEEREIIERITIEE , SoFERIZIEIEE
Ingress KEXRITAEIIESLAI,

L

Ingress 5 Service FX3 : Ingress ASZHFEZNLBIERRE—NMaEEIESLH] , BIARSHIFERTIEE.
TEEIT
o BERENSRISAERRSEE CYM WESHA— MBS ER.

o AXFEREIEIEHERIE Ingress Controller SIRMIGREISERITESUUNERIBENIRSES | Ela Ingress Controller Bzf)

B

s ERACHRBIYER

o

AZFFZA Ingress ERE—MaHIYE.

o

EENRBIIE R FEEAIEERIEE. WEFE , SRR,

o

I IS QIR EISEES , RSTHERM Service Controller ERNARERIGIEMMEIYE , B Service
Ingress TAERAIR—MABISE.

o Ingress Controller RAFRREFIIEIFIREE , BITE Ingress FEMIBRAT , B I9EEIBEASHMIBREIL.

{ERm=

(EARRBISEITIMREIRSS
Ingress Controller EIEGEIIEERELN , (CHFOTIREITENER. BETEFEET Ingress FRCHEREINE , BREISEE
fp[EHAEIEM Ingress Controller HRIE, REIMOIT :

apiVersion: extensions/vlbetal
kind: Ingress

metadata:

annotations:
kubernetes.io/ingress.existLbld: Ib-mgzu3mpx
name: nginx-ingress

spec:

rules:

- http:

paths:

- backend:

serviceName: nginx-service

WIS : B emEX %176 T H581m
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servicePort: 80
path: /

kubernetes.io/ingress.existLbld: Ib-mgzu3mpx ;E#BFRIATZ Ingress SFEACEREIYE Ib-mgzu3mpx ##1T Ingress JRSZED
Eo

WS : BRmEmEX 28177 TW #581m
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Ingress IFRECE

BITEFATAE: 2024-06-12 15:06:00

BEp=

RIHENE Ingress IEPREFEREXRNNE , IR TS H#T Ingress IEPECE :

* Bl Ingress %M HTTPS WIrthiley , iEASENIRS SEBREBIHRLNEIRE.

o NFTERY HTTPS HE4ER—MES , BLEE Ingress TFA HTTPS MINIAGES |, FEIIRIEEIEE,

* NAERIEEHERBRNES , BERSSRS= i SSL/TLS,

TR
o FIRFICIEBESIIET , FEESN BRI S HERS S,
* H{HFA Secret AZHKIRE Ingress IEH. =AeERSS TKE Ingress EAIABIEERE Secret , HRAFESUES ID,

o HICEETER , BIWEIEREESHE—MER | ARES Secret B9IEH ID, RAERFHAENRISLL Secret UFEERAE |, BIE
E?;?‘ HIERIRSS. REIYEIRS EEFHANED , BEH Secret BERABIRR,

o Secret IFBEIREFM Ingress FRMEBTER—" Namespace T.
* BATIEHERIASRIERR Secret IERBRIR , HREE Secret BREFE , M Ingress EFEEIE.

o BEBRT , EOIE Ingress B , A& Secret KEXAGIEREIR. BIISIFECIE Ingress £ Secret XEXAGEREIR , Fif
Secret BY , RELEHFIHESIAZ Secret B Ingress AR,

o NERIEMCECIERE , BRSHEREIYE CLB SNITIRE ( A35KA ) . EMFRNEBXINANEES , MIZIEBISEIALLES Ingress A
SIRIAY HTTPS 142,

o EHEGBEIERSIEETEAN URL 198k |, IESEI SN EIER) Ingress AFECESIUES.

ANl

TKE Sz#5@id Ingress B9 spec.tls BIZER , J9 Ingress BJEAY CLB HTTPS YIS fe&IEH., Hh , secretName ABAIEH ID B9
Kubernetes Secret &R, 0T :

Ingress

BT YAML Bl :

WIS : B emEX %178 T H581m
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spec:
tls:

- hosts:

- www.abc.com
secretName: secret-tls-2

Secret

EZYAML BlE

apiVersion: v1

stringData:

qcloud_cert_id: Xxxxxxxx ## BLEIET ID 79 Xxxxxxxx

gcloud_ca_cert_id: Xxxxxxxx ## EEEIUEH ID J9 Xxxxxxxx, NEEWEIEBEE , B AN TR,
kind: Secret

metadata:

name: abcd-com-cert

namespace: default

type: Opaque

I RIa eI
FAILIBO RS GO | IIREETSE QU Secret, 7E"HiESecret’ TNE , Secret TESMEEAT -

o TR BENX , AL cos-secret Ffi,
* SecretB : i%4Z Opaque , iIZEEUERTRFESHIERIIREY | Value $5LA Base64 18X 4mHS.
o HNGERE : RFEIEE , BIRIRS Ingress 7ER— Namespace T,

s KRB TERIZEN qcloud_cert_id , TRERE NRSETFBAXIRABES ID,
23—

FEFEREWNEES , W Secret BRTERIN"ARSIIER "I, BFERNN"ZFRCAIER", ILATIZ Secret IMFEEFINRIN—
NMEEXS - TEHF : qcloud_ca_cert_id , TEEREN"EFHCAIER"FIXIMAKESBID,

Ingress IEPECEITH
o {XECEEN spec.secretName BZRECE hosts FUIERT | S AFRBHI HTTPS RO AMNEBIZIER., HEWT :

spec:
tls:
- secretName: secret-tls

* XEFRE—RZEEARE. =T

spec:
tls:

WS : BRmEmEX 179 TW #581m
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- hosts:
- *.abc.com
secretName: secret-tls

o ZRNRBIEPLSZEHZIER , BMIEE—NMER, =HMT , wwwabc.com EEER secret-tls-2 FFARTIER.

spec:
tls:

- hosts:

- *.abc.com
secretName: secret-tls-1
- hosts:

- www.abc.com
secretName: secret-tls-2

° WEFEHAZMETRA Ingress #1TEHHT , TKE Ingress controller E 1 TLA T AR
o HTTPS K] rules.host FTo{FmIPLERT , EFIBFARENT , NIABRISEH.
o HTTPS B rules.host PLECHEAAN TLS B , AJ#RAZEH , H91%Z host EEEXY Secret FpXIRANER.

o (&M TLS By SecretName FF{X#%E& SecretName FIFFEME | TIAMREE Secret R, Secret (FEEI IR EH,
==
BHBfR Secret FRIEF ID FFEEK.

B2 i
BT AR RSEIED
A
EIRCESERENED , MISHHTIEE,

1. ERAHIYEEHE | BRANSIV=PY IEREE.

2. EHERERE TEY  BE (FE] .

3. ERHRY FEIER"EOY , SELUTMERHITIRE.

o MEHEM : BENKRE.

o JFBIT : HIR IRBEIEH", IRFEPRD SSLAEF ( SSL Certificates ) , EF SSLIE+H , AIuLsaE HTTP ( Hypertext

Transfer Protocol ) tJ#&%| HTTPS ( Hyper Text Transfer Protocol over Secure Socket Layer ) , BIEFZE£EEFE (SSL) #

TREBIRERIIINEZNR HTTP .

o IFBRE : RELFENESIERAS | IEBEAEKRIBS XA SSLIFHERER RIS EEBRIA,

WIS : B emEX 6180 1 H581m
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o WHARE : (XHIEPREIAEN IRSI|/ED I |, ZERARBR, BFSENH SSLIEBEAERRIGTUEIRITEE HRIEXEHER

—

=)

4. BT IRATRADAI ek AU,
CUERGEFREBREY Ingress X8
RS
o A EIEEAY Ingress FFE HTTPS IRSS , 52 ERR Secret FRATEHGES ID , FH7E Ingress Hh{EAFSITZ Secret,
o TLS BEEEHE SUEBAIRIRRRINT

o FILMER—JZHESES.

o EFEBEHISNAREIGES , BRETIEE—NES , FENEREEERTREIES.

o FTARAFTE HTTPS HEREIH , ENLEIBERNET.

BEPR
2% Bl Ingress Fopk Ingress #iiE , HHisliz4i% Https:443,

{EXCIES
FEREE :

o WSRIEEEEUOED , ERIAFBERZIERD Ingress. ANFAFIZA Ingress BEE{FERRE— Secret FiF , BPAIXLE Ingress XIRL
CLB MIER=RELEE,

o IFREZEZEIIEH Secret HITIEK , Secret ARHEESERFEAN=IEBH ID,
BESE .
1 HUTUATES | (FRBARIERS T EIEMAY Secret, EHrp, [secret-name] EEHAEIEHHY Secret FIBFR.

kubect! edit secrets [secret-name]

2. {824 Secret &R , ¥& qcloud_cert_id AHMEIEECAFAYIESR ID, 56U Secret #8[E , 182X Secret iEH ID FEH1T Base64 Jw/i3 |
TERIBELAR K% Base6d FahfRiBakE1ERE stringData #17 Base64 B,

B Ingress XIR
AT

1. ERERRFEHE | EEENSH=TRIER.

2 EEEFETRTE , EREFHEW Ingress FIEEEE ID.,

WS : BRmEmEX 25181 T #581m
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TESSRHFIB , SIRAM (RSS] > [Ingress] .
3. BB B4R Ingress FRIEfTAMN [EREREE] .
4. E'EFERRE AT , RIELE N TR RSN &R,
5. B [EHEARECE] BT EIIRIE.

B YAML 37
HATUAT®S |, [FEARBIARESTTHEIENH ingress , 1K yam| SAFHRAFRIT] i EHTRE,

kubectl edit ingress <ingressname> -n <namespaces>
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Ingress Annotation 1iB8

BIFEHAYE: 2024-06-12 15:06:00

SR LUBIS LA Annotation jEf#ECE Ingress , LISLHIEFERIGEIIERIRES.

EREHERTS T

apiVersion:

kind: Ingress

metadata:

annotations:
kubernetes.io/ingress.class: "qcloud"”
name: test

Annotation £5§

kubernetes.io/ingress.class

Wil : ECE Ingress 228, HEAAESIREREEIZ TR , S0EHEASN qcloud BY Ingress FiR,
fEAZBI : kubernetes.io/ingress.class: "qcloud"

kubernetes.io/ingress.qcloud-loadbalance-id

WA © REETRE , EHHRMEET Ingress 5| BRISEIYE LoadBalanceld, fEFEAHEI @ kubernetes.io/ingress.qcloud-loadbalance-
id: "lb-3imskkfe"

ingress.finance.cloud.tencent.com/loadbalance-nat-ipv6

WBE : RIEER  HFRFECEEERIEAI) NAT IPvetsidaeE iy , 24t IPveitilt,

ingress.finance.cloud.tencent.com/loadbalance-ipv6
B © RUEERE  HBFECERRIBAIA FullStack IPvetaEISE T , 24 IPveltilE,

kubernetes.io/ingress.internetChargeType
B ¢ REIIEAYTEERE , HENRAECIERSHHRE | IBEASHHEN R, QIRRERATRTY. IEECIEREIYER , &

HI9EATERZEE, BELE kubernetes.io/ingress.internetMaxBandwidthOut jFi#—te(FFE.
AI%E :

e TRAFFIC_POSTPAID_BY_HOUR #&iiEi/\iEitE.

e BANDWIDTH_POSTPAID BY_HOUR & aaig/\itfEit#:.

fsERR7~ -

kubernetes.io/ingress.internetChargeType: "TRAFFIC_POSTPAID_BY_HOUR"

WS : BRmEmEX 25183 T #581m
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kubernetes.io/ingress.internetMaxBandwidthOut

BilA : CLB HERiRE , HETCIEI SRS | RS SIHEN T , QIEEENATRAY. IBEtIERFEINEN , RENENR
AHTER , (IAMEMRY LB 434, FES kubernetes.io/ingress.internetChargeType jEf—icfEF. RIEHE : SEESTIF1E
2048 , By Mbps, {#RIRGI : kubernetes.io/ingress.internetMaxBandwidthOut: "2048"

kubernetes.io/ingress.extensiveParameters

A : iZ Annotation {FAYE CLB SIEERTHISEL , LEHNECIERSIIFES | IERASIFHEY , IERENANTHELTY. FRx
&l -

o BlgE NAT64 IPv6 5Lffll :  kubernetes.io/ingress.extensiveParameters: '{"AddressIPVersion":"IPV6"}'
o QU3 IPv6 Sl : ( Subnetld W& , TIEEZESEIPV6MER, MixlpTarget BILURAERSBSIHIPVANIGES | HIRNEH2IPVORTiS
IMZECE ) kubernetes.io/ingress.extensiveParameters: '{" AddressIPVersion":"IPv6FullChain","Subnetld": "subnet-

fqduxxxx"}'

kubernetes.io/ingress.extensiveParameters: '{" AddressIPVersion":"IPv6FullChain","Subnetld": "subnet-
fqduxxxx","MixIpTarget":true}'

o MLER(Sta#E I : kubernetes.io/ingress.extensiveParameters: '{"VipIsp":"CTCC"}'

* IBEAHEXEIE : kubernetes.io/ingress.extensiveParameters: '{"Zoneld":"ap-guangzhou-1"}'

RIZEREENX CLB 2= : kubernetes.io/ingress.extensiveParameters: '{"LoadBalancerName":"my_custom_lb_name"}'

kubernetes.io/ingress.subnetld
BiBH : IEECIEAMERIN ARSI | FHEERBIIEFEFM.
fEFERBI :  kubernetes.io/ingress.subnetld: "subnet-3swgntkk"

kubernetes.io/ingress.existLbld

WA : IEEEREEREIEIIEARANBRAOER.
=3
FREEREIIER , FEFRIEETESHMIEITES,

fEFBI :  kubernetes.io/ingress.existLbld: "Ib-342wppll”

WS : BRmEmEX 25184 TW #581MW
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Ingress Controllers 15188

BIFEHAYE: 2024-06-12 15:06:00

Ingress Controllers /M3

EiE CLB

HiE CLB 2ETHR#EYE=S CLB LAY TKE Ingress Controller , BILAECESLHIAR URL iAIDZISEEENARR Service, CLB BEIGHR
E1EZ NodePort #&% Pod ( CLB B Pod BYEE#LKRE Pod ) , —%% Ingress BLE4FE— CLB Lfl (IP) , E&XFEMHEREA
B, X7 IP S BURRIA R, BTSN CLB 2580 Ingress,

Nginx Ingress Controller

Nginx Ingress Controller 2T 1219788 CLB #1 Nginx REIRIE ( SEECEPE1EEREN ) 1Y Ingress Controller , @i Annotations
B TIR4 Kubernetes Ingress fOT8E, CLB /FIIINT—ERE (nginx ) , EAMENEKASEEESITR , RE 1P HsiFR
AR, FETESN Nginx 220 Ingress,

Ingress Controllers Ifgg%Iz=

R Ihae NIFEE! CLB Nginx Ingress Controller
NEEE  SHFmMY http , https http , https , http2 , grpc, tcp , udp
IP &1 —2% Ingress MIMISIRI—4 IP (CLB) if; Ingress MAUKIR—IP (CLB ) , IP B
kU4
AR host , URL B4 - header, cookie &
WETH s B, BEEm , 55%
bR E N N
. SEE SEE
gfﬁiﬁ@ IR EI B Kubernetes £8f B Kubernetes £&8f
E]
ze SSLECE X X
UNIE Y Sz S
BRI USSR X (FEECLB HEE) 3 ( mRERE )
UEIENEES Sz Sz
AEd KB CLB B35 |, (NFEEREFMIETT TKE FERFMIE1T Nginx Ingress Controller (%]
RS Ingress Controller H + #dEmE )
IR © BRESREKR 5185 7T 35817
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EHETE
i REAENA

BITEFAYaE: 2024-06-12 15:06:00

T RAHESRRSS TKE IBEY RIS | B LUREWSIFRIGEESEMHBY REM. T RAMIHEEEIERER Kubernetes
Bt GEEMHE. TR FEHREMEEE.

i LB 2R
i RS R R RR RO,

EutEs

EiAAE TKE THEEKIRAYAEE. Fian , taEitERY Service-controller, CLB-ingress-controller K Z588M48E4 thke-cni-agent
F.

B8 -
o HAMMNHAR. ELESIEER TKE F—#TERMER , NENMENEBH,
o EmBHIEFAGIISEEIIMY. BEEFHTER.

s

ESRAMR TKE IREAIELFRZNAN | B LUEIIAPEIERA R TKE STFAIEIRINGE | IERAHEEUIN TR |
BHRTR ERmR  AHNE
COS (XM5f=tE ) =hiE ZAHSEI Y CSLiEO , A AR e AN RFE.
CFS (32f4=t% ) [E2i ] ZEMSEIL Y CSLED | RIFSENASRRERRHERA A,
P2P ( BeRREINE = ZBAHET P2P 5K |, AT AR TKE SERFHRIFAE GB AR HRE , s LT =AY
s e .
PE) FHARHIEY,
GpuManager ( GPU = 27y SPTN . s . . e s
TR ) Hith ZAEMHEM— All-in-One £ GPU E18% , AILAE TKE SERFHEMIIERYER GPU B,
HPC ( ERHEMEIZ St HPC ( HorizontalPodCronscaler ) 2—FHaJ LA K8s workload BIAEIHTERMESAIE A
#) B4, Bci HPC CRD (A | &/\STFRRAIERESS.

WS : BRmEmEX 25186 T #581M
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¥ RAEmREEE
ERITEFHYE): 2024-06-12 15:06:00
BHZEe

EELUBE LA TR R IERaEM

o AUEERTE

BRI

1. BRERRGENG | EENSV=RIER (58] .
2. EEREETE  BEERIIR LS Grg] .

3. EEERRY TUE , OXIEEEE [ERHER] . [EENE) | [ZRSHEE] & [(AHEE] .

ERILRIR SEERR | REERGENEMRE. REEMEERRN [(BEEFRE] JUEEZEAGHINE | SioBGFERTx
Bk (BHEE] .

i8R -
o (AMHRFENEROEATIFERRIRG | TRAWASRMMERAICIE,
o AULEFELASHN—TERR  AREHNEROBERARE  BE [(E5FE] EEEMEGITFRER.
4. B8F [TF—F) |, aEHWAEHRERER.
5. 8 [5Emk] | BIRTSERKEIEE.
B EETNRS
1. BR ABRSEHE | EENSH=HEE (K5 .
2 AR SR AR ERER D, HASERHFBER.
3. ERAEMEREESR [BHEE] | HA "BHA5IR" .
4. E"RMFIR TWEPEE (2] [ BEANEMERHE , T

WIS : B emEX 26187 1 H581m
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5. IMERFELRAAHFRE (STak] RE.

B HHENE

1 BF FRRSEHE  EEMSHEPieE (58] .
2. ' EHER THRT RSN ID , BAEHFER.
3. EFAMEE=PRY [BAEIE] |, #HA "“BHFIR" TE.

4. E"AHPIRTET  BEREMREARETAME (MER] | A TERF:

5. Y "MRREIR" EOG , B (FA] BRI seaiR I EnE.

WS : BRmEmEX 25188 TW #581m
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COS 15BH
ERITEFHYE): 2024-06-12 15:06:00
Eikl)

|na
iZCOSEMSEH T CSI RN , AIABIERBER MM SME XIS COS,

{ERm=

XI5AFhE ( Cloud Object Storage , COS ) REMNASRMEXRMN—FFIEEEXMIIDHIEMHIRS | BREY MK EIEE
BHE. COS (EFERAF#EERREEST RIE. RlA. TRELenEIEFMERS.

BRI

o 3% Kubernetes 1.10 LU FARARIEEEE,

e Kubernetes 1.12 iRAHIERFFEHENN kubelet BLE : --feature-gates=KubeletPluginsWatcher=false .

* T£ TKE HpfEA COS , FEAESHARIRZY RAH | BHA—ENRERR.

EREE

L% COS ¥ RAH

| BREERERHE | NS (58] |

2. 15" SERETE TR ERERRY ID | S \SEBEEIATA,

3. PRSI (BHEIE] | M BHPIE T

4. TEBIASIE TEFRASE (372] | 375 STRIEH TEFF/i COS,
5. s (6] EOPTOIRREHE,

fSEFARI S #FfiE COS
EETE TKE SERF A TR B SIS E.

WIS : B emEX 6189 1 H581m
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CFS 15¢BH
BIFEHAYE: 2024-06-12 15:06:00

Eikl)

aHNE
ZCFS ALY CSIAYZN , AR B ER RS P ERAB N ZERMEXUIFHE.

R 1.12 SERFEEEK kubelet BLE |, 10 \--feature-gates=KubeletPluginsWatcher=false\ .

ERBIEERFAINY Kubernetes X35%
kubernetesyd&EZ R B} EIAL AR Fr/ENamespaces
csi-provisioner-cfsplugin StatefulSet - kube-system
csi-nodeplugin-cfsplugin DaemonSet - kube-system
csi-provisioner-cfsplugin Service 1C2G kube-system

{ERm=

M{4TrtE CFS IR T oI RIHZMFERSS | IS5 CVM. BERIRSS TKE, MEITEFIRSSHEECERA. CFS REETHRERN NFS &
CIFS/SMB HRZEHEMNK , AEA CVM SRR ERSREHZNEIER | SRS EMtEny R | IIENALHENED
TEHER  2—MEUA. SURNSMRAXMGRR  BETAEST. ERCENREEESZR. CFSENER  BEFETE

BB, BE R TERNEE. RF=SHETANARFIRAER | QI@XHRE , EiRSHE EXGRAE iR , H3el
BRSUERSE. @I CFS-CSIY RAM | B LAREES SRR PRINERLE Kubernetes (R CFS , FEBEN CFS EATE.

BRI

* CFS BESIRHEIAIZN CFS RStRE,

o T£ TKE fhfER CFS , FEAERRRTRZT BEM  XEHA—ENRARR.

BMEL R

LEEHIRE CFS ¥ REH

1 BREBRSBHG , EEMNSHA TSR (58] .

2. 75" SERSESTR TN SACE EAREERE ID |, HENSEBHEET,

3. SRS R (AMETR] | BN “BHUFIE TE.

WS : BRmEmEX 25190 7@ #581m
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4. FEEMPIR TUEPIEE (] | HEFEEM TNESiE CFS.

5. Bt [5EAk] RPRTEIZ4EH

BllE CFS 258! StroageClass

1. 7E"EERYESIR U6 CFS AUSERE ID , NSEREEER.

2. EEMSHEHIERE [76#] > [StorageClass] |, B [H@] N "#iiEStorageClass” TUH.
3. {RYESCRREK |, BlFE CFS 239 StorageClass,

4. g [BlEStorageClass] |, SeRkBlEE,

El# PersistentVolumeClaim

1. 7EEERY IR RS CFS MUSERE ID | NEREEBR.

2. FEMSHI=FESE [77E] > [PersistentVolumeClaim] , B [HrZ] BEN "HiiEPersistentVolumeClaim” TTE.
3. IRIESCRRESK , B CFS 228 PersistentVolumeClaim , 35i% FiASOIEAY StorageClass,

4. g [BlEEPersistentVolumeClaim] , S2RkAUzE.

BIEE TRk

1. 7EEERYEIR RS T(EA CFS RUSERE ID , NERHFBR.

2. TEEMISHEE iR [T1ERE] > [Deployment] |, & [#52] M "#iEWorkload” .
3. 1RIBSCAREE K | SURBIER (FRBEEPVC] | FH%E LIABIER PVC,

4. EHEIRRINEERARE | BE [fliEWorkload) SEHGIEE.

WIS : B emEX 6191 1 H581m
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CBS 588

CBS &7t

RITEFHHYE): 2024-06-12 15:06:00
BIEn=

32iF TKE SSRfET iz G IRIBIGERFMRE | AEIENNIRFAERIRESEEIN PV 7 PVC, ASGRMH CBS-CSI BHTIREHEFRAFHN
BRI TBIRE.

DIResFIE

Ihge L]

BSHIES STEFENBIE Volume, PV X45K% PVC 335

SEIES SZi%IEId StorageClass BoE. SUEEFIMIFER Volume R PV 335

BT iﬁfifgiﬁzj;ﬁzﬁﬁ , ESATRAXERF , CBS-CSI BHHE5ERE Pod , [FIEE Node B9
TBREERRRANTI R BARIRS R ERARSEH20RAER |, PFEREE Pod IS IEEE SRS =REEEEN
maxAttachLimit T

BHEET B SHRABIIEN PVC BEFER , TMALY & (([CHFREEEE)

SREBIIRE SHFIBIS REROIE SRS

AR
CBS-CS1 IHTESERIPERERS , BALITEH

e DaemonSet : &1 Node #£t—4 DaemonSet , &FR/9 NodePlugin, F§ CBS-CSI Driver #1 node-driver-registrar FAN2S884H
B% . ThEEET AR Driver , FRAHEREE.

o StatefulSet #1 Deployment : {&#RJ9 Controller, Hi Driver 12 Sidecar ( external-provisioner, external-attacher, external-
resizer, external-snapshotter, snapshot-controller ) —2#pk , I2EEIME. attach. detach., ¥'H. HREBZRES,

THIET

BRA&IZ

WIS : B emEX 6192 T H581m
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* A CBS-CSI ‘Af¥ig , A AIfE TKE SEEF P ARERIELS SHICIERE,

* BEL(EMA QcloudCbs (In-Tree #f4 ) B9 TKE &£8F , ATLAREEIFRE[EA. ( FEEEEIT Volume Migration 45—%!| CBS CSI )

(EQZE Nl
* 1B CBS-CSI B iRRIEnT FXES
. Ty EEER

o BIERIRAIERIRIRRINES

WS : BRmEmEX 28193 Tn #581m
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181 CBSitt e = iBE2 IS o] FHX # £k

BITEFATAE: 2024-06-12 15:06:00

337

EEASHHETAKESETR , AEUTAKSERED , #EFET CBS NSRSk RISt X EIT.

=
SCHRIE
FNBEIRAEEZEES A Kubernetes HHELSTSHL , ©4F Scheduler, PV controller, external-provisioner, EffFIZANT :

1. PV controller Mz PVC 335 , #@& Storageclass Y VolumeBindingMode 2733 WaitForFirstConsumer , {12 , NAR&37B04ME
1Z PVC BYBI#EZEH , &4F Scheduler 4b8,

2. Scheduler @& Pod /& , £ nodeName LA annotation BYA=IIAZRI PVC 335 volume.kubernetes.io/selected-node:
10.0.0.72,

3. PV controller 3REXZ! PVC SWSRAIEFHEHRE | BFFIALIE annotation ( volume.kubernetes.io/selected-node ) , 1RiE
nodeName 3XEX Node 3% , £ \Z| external-provisioner &,

4. external-provisioner {RIEEII A Node XFZAY label SRENATAX ( failure-domain.beta.kubernetes.io/zone ) [FESI A X E
# PV, IXEIF0 Pod 1ERIATAXAVIR | BRERZF Node FEARIA XM EERIAM.

BIFESM

* B CBS AHEHTIRHTIRA.

= 1=
TR
ERLAT YAML , 7£ Storageclass #i& & volumeBindingMode 5 WaitForFirstConsumer, =520 :

kind: StorageClass

metadata:

name: cbs-topo

parameters:

type: cbs

provisioner: com.abcd.cloud.csi.cbs
reclaimPolicy: Delete

volumeBindingMode: WaitForFirstConsumer

B8

CBS-CSI #1 In-Tree {BAFISTHAZIRAE.

WS : BRmEmEX 25194 TW #581m
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Ll Bt

BIFEHAYE: 2024-06-12 15:06:00

37—

TKE STHELY B PV, WHHNZEEREERSE , ASEERF Pod BIRISHT B. NMREGRFNRENE  BIEREREXHRSR
SETFARIEHINERS A TIRE.

BUTRSR
- BiF CBS BHNRHITE.

o (Hik) MERT BRMSEEUEERL LT SRt RIRRSEHETE.

BAIFLE

BIER AR 20 StorageClass
LT YAML GIEE iy &hY StorageClass , 7 Storageclass 8% allowVolumeExpansion J3 true , ~IAIT :

allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:

name: cbs-csi-expand

parameters:

diskType: CLOUD_PREMIUM
provisioner: com.abcd.cloud.csi.cbs
reclaimPolicy: Delete
volumeBindingMode: Immediate

Er B
R TR S A
AR 1588

5 SNERNHRFAREIES , eBERy SHELURA 2SR, HEEFERZS=HT

&S Pod RUBIR MELT & .

giﬁmﬂm%&?ﬁ%v FES e LSS B EEASIRS | MEE 1O M2 | ATl R B,

L JUTLAT S |, BHIAY &R0 PV A RGPS, ZFI0T , PV FISERGEA/NMTIA30G

WIS : B emEX 6195 1 H581m
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$ kubectl exec ivantestweb-0 df /usr/share/nginx/html

Filesystem 1K-blocks Used Available Use% Mounted on

/dev/vdd 30832548 44992 30771172 1% /usr/share/nginx/html

$ kubectl get pv pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c

NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c 30Gi RWO Delete Bound default/www1-ivantestweb-0 cbs-csi 20h

2. UTLATES . A PV ISFT E—PIEE zone i7& |, BFEF—2ESE Pod [, f Pod TEEEZREAN TR L, 7HNT

$ kubectl label pv pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c failure-domain.beta.kubernetes.io/zone=nozone

3. PUTLATa < ESS Pod , EfSEHT Pod XIMAY PV RIRERAFRIZIEE zone , Pod 184bF Pending JAZS. Z=BI0T :

$ kubectl delete pod ivantestweb-0

$ kubectl get pod ivantestweb-0

NAME READY STATUS RESTARTS AGE

ivantestweb-0 0/1 Pending 0 25s

$ kubectl describe pod ivantestweb-0

Events:

Type Reason Age From Message

Warning FailedScheduling 40s (x3 over 2m3s) default-scheduler 0/1 nodes are available: 1 node(s) had no available volum
e zone.

4. PUTLAT S | 1B PVC WRPIBRE | KRET FE406, THIE0T -

kubectl patch pvc www1-ivantestweb-0 -p '{"spec":{"resources":{"requests":{"storage":"40Gi"}}}}'
R
T SEPVCHISRAEAIA/IMAIT/I1089(521.

5. FUTLAT S |, KB PV IRZEFT LAYRE | #n&XIRZfE Pod BIRIEEMI. B0

$ kubectl label pv pvc-€193201e-6f6d-48cf-b96d-ccc09225cf9c failure-domain.beta.kubernetes.io/zone-
persistentvolume/pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c labeled

6. FUTLAT A< , JLIEEER] Pod AZJ9 Running. XIREY PV MRS &AL , M30GI BZI40G, =FI0T

$ kubectl get pod ivantestweb-0

NAME READY STATUS RESTARTS AGE

ivantestweb-0 1/1 Running 0 17m

$ kubectl get pv pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c

NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c 40Gi RWO Delete Bound default/www1-ivantestweb-0 cbs-csi 20h
$ kubectl get pvc www1-ivantestweb-0

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE

www1-ivantestweb-0 Bound pvc-e193201e-6f6d-48cf-b96d-ccc09225cf9c 40Gi RWO cbs-csi 20h
$ kubectl exec ivantestweb-0 df /usr/share/nginx/html

Filesystem 1K-blocks Used Available Use% Mounted on

/dev/vdd 41153760 49032 41088344 1% /usr/share/nginx/html
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B RARFIERRIERIRES

BITEFATAE: 2024-06-12 15:06:00

37—

HITH PVC MIRRAIRIRIBRENMIE , BEHSHNIRIBEIRIREEIH PVC &, FTLUBIT CBS-CSHHIEREHL , A0 MBIITR)
FA CBS-CSLiE#HSIHN PVC (SRS M SIRE.

AR

o SREERHRAY CBS At

BMEL R
&HHPVC

€l VolumeSnapshotClass
1. EALLT YAML , € VolumeSnapshotClass 398, =~HIE0T :

apiVersion: snapshot.storage.k8s.io/v1lbetal
kind: VolumeSnapshotClass

metadata:

name: cbs-snapclass

driver: com.abcd.cloud.csi.cbs
deletionPolicy: Delete

2. JUTLA TS EE VolumeSnapshotClass & 6IEMI. ~ERIT :

$ kubectl get volumesnapshotclass
NAME DRIVER DELETIONPOLICY AGE
cbs-snapclass com.abcd.cloud.csi.cbs Delete 17m

€2 PVC A8 VolumeSnapshot
1. AL new-snapshot-demo REEZ 74 , {FEALLT YAML €z VolumeSnapshot 335, =~EIa0F :

apiVersion: snapshot.storage.k8s.io/v1lbetal
kind: VolumeSnapshot

metadata:

name: new-snapshot-demo

spec:

volumeSnapshotClassName: cbs-snapclass
source:

persistentVolumeClaimName: csi-pvc

WS : BRmEmEX 25198 TW #581m
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2. PUFLAT®S , EF Volumesnapshot 1 Volumesnapshotcontent 3352862 , & READYTOUSE 7 true , MIBIEERLIN,
AT

$ kubectl get volumesnapshot

NAME READYTOUSE SOURCEPVC SOURCESNAPSHOTCONTENT RESTORESIZE SNAPSHOTCLASS SNAPSHOTCONTENT C
REATIONTIME AGE

new-snapshot-demo true www1-ivantestweb-0 10Gi cbs-snapclass snapcontent-ealla797-d438-4410-ae21-41d9147fe
610 22m 22m

$ kubectl get volumesnapshotcontent

NAME READYTOUSE RESTORESIZE DELETIONPOLICY DRIVER VOLUMESNAPSHOTCLASS VOLUMESNAPSHOT AGE
snapcontent-ealla797-d438-4410-ae21-41d9147fe610 true 10737418240 Delete com.abcd.cloud.csi.cbs cbs-snapclass
new-snapshot-demo 22m

3. PUTLATES , BJLASREY Volumesnapshotcontent XI&AVIRAR ID , FERE status.snapshotHandle ( #1TFA snap-e406fc9m ) ,
AILURIBIRER ID £ =iRSSEFIE > HRERFIR IARBESFE. ~MIaT :

$ kubectl get volumesnapshotcontent snapcontent-ealla797-d438-4410-ae21-41d9147fe610 -oyaml

apiVersion: snapshot.storage.k8s.io/v1lbetal

kind: VolumeSnapshotContent

metadata:

creationTimestamp: "2020-11-04T08:58:39Z"

finalizers:

- snapshot.storage.kubernetes.io/volumesnapshotcontent-bound-protection
name: snapcontent-ealla797-d438-4410-ae21-41d9147fe610
resourceVersion: "471437790"

selfLink: /apis/snapshot.storage.k8s.io/v1betal/volumesnapshotcontents/snapcontent-ealla797-d438-4410-ae21-41d
9147fe610

uid: 70d0390b-79b8-4276-aa79-a32e3bdef3d6

spec:

deletionPolicy: Delete

driver: com.abcd.cloud.csi.cbs

source:

volumeHandle: disk-7z32tin5

volumeSnapshotClassName: cbs-snapclass
volumeSnapshotRef:

apiVersion: snapshot.storage.k8s.io/v1lbetal

kind: VolumeSnapshot

name: new-snapshot-demo

namespace: default

resourceVersion: "471418661"

uid: ealla797-d438-4410-ae21-41d9147fe610

status:

creationTime: 1604480319000000000

readyToUse: true

restoreSize: 10737418240

snapshotHandle: snap-e406fc9m

MERIRS ARSI pvc
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1. AL BRI VolumeSnapshot BIXI5:E A new-snapshot-demo A , SEFELAT YAML WREBIRES. EIGNT :

apiVersion: v1

kind: PersistentVolumeClaim
metadata:

name: restore-test

spec:

storageClassName: cbs-csi
dataSource:

name: new-snapshot-demo
kind: VolumeSnapshot
apiGroup: snapshot.storage.k8s.io
accessModes:

- ReadWriteOnce

resources:

requests:

storage: 10Gi

2. fUTLATES  BEWER PVC BplhelEE , M PV FEJLIEERIRINAY diskid (4079 disk-gahzlkwl ) . EI90TF :

$ kubectl get pvc restore-test
NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
restore-test Bound pvc-80b98084-29a3-4a38-a96¢-2f284042cf4f 10Gi RWO cbs-csi 97s

$ kubectl get pv pvc-80098084-29a3-4a38-a96¢-2f284042cf4f -oyaml

apiVersion: v1

kind: PersistentVolume

metadata:

annotations:

pv.kubernetes.io/provisioned-by: com.abcd.cloud.csi.cbs
creationTimestamp: "2020-11-04T12:08:25Z"
finalizers:

- kubernetes.io/pv-protection

name: pvc-80b98084-29a3-4a38-a96c¢-2f284042cfaf
resourceVersion: "474676883"

selfLink: /api/v1/persistentvolumes/pvc-80b98084-29a3-4a38-a96¢-2f284042cf4f
uid: 5321df93-5f21-4895-bafc-71538d50293a

spec:

accessModes:

- ReadWriteOnce

capacity:

storage: 10Gi

claimRef:

apiVersion: v1

kind: PersistentVolumeClaim

name: restore-test

namespace: default

resourceVersion: "474675088"

uid: 80b98084-29a3-4a38-a96¢-2f284042cfaf

csi:

driver: com.abcd.cloud.csi.cbs

fsType: ext4

volumeAttributes:

WS : BRmEmEX 25200 7@ #581m
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diskType: CLOUD_PREMIUM
storage.kubernetes.io/csiProvisionerldentity: 1604478835151-8081-com.abcd.cloud.csi.cbs
volumeHandle: disk-gahz1kwl
nodeAffinity:

required:

nodeSelectorTerms:

- matchExpressions:

- key: topology.com.abcd.cloud.csi.cbs/zone
operator: In

values:

- ap-beijing-2
persistentVolumeReclaimPolicy: Delete
storageClassName: cbs-csi

volumeMode: Filesystem

status:

phase: Bound

158A

WNER StorageClass EEAT#HINEAD ( SLEE Pod B PV ) |, BIfEE volumeBindingMode: WaitForFirstConsumer , T
BIERE Pod ( iR PVC ) A&t PV ( WIEREBRRIZEFAY CBS H5 PV 4iE ) .

WS : BRmEmEX 25201 7@ #581m
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P2P 1588

BIFEHAYE: 2024-06-12 15:06:00

",

iVl

aHNE

P2P Addon 2FESHEEIRS TCR HEHET P2P ANBSEEEINES RGN | ATNATAHIESEERS TKE SEHREAE GB K&
S85(% | SIF T RMFRREL, 1ZEMHHE p2p-agent . p2p-proxy 1 p2p-tracker 4HFA :

* p2p-agent : BEAEFTENMTIRLE  NESNMTRIRGAENSEK , FHERE P2P MERIZA peer ( node T ) A,

* p2p-proxy : BREAEREDTRL  (FARIEMAEERINENRECE,. proxy TREEFEMHM , BEEMNBIRREGCETHER
YRERE.

e p2p-tracker : ERBIEEREIHT ML , FRR bittorrent #1HYAY tracker fRSS.

HMBIFEE A Kubernetes 3982
Kubernetes X5 #R E<id) BRRIR Fit/& Namespace
p2p-agent DaemonSet B1MIR0.2#%% CPU |, 0.2GHE kube-system
p2p-proxy Deployment B 5R0.5% CPU , 0.5GAHF kube-system
p2p-tracker Deployment B 150.5% CPU , 0.5GATF kube-system
p2p-proxy Service - kube-system
p2p-tracker Service - kube-system
agent Configmap - kube-system
proxy Configmap - kube-system
tracker Configmap - kube-system

{ERm=
NIRRT AAMRE TKE SREFRIEAIEN GB RE=RRG , ST LT REVF AR , HEFNTERZSR
o HERNBESETMS00 - 10005 , EAAEFHEUBNESRESR. WERET , EHATRERSYUSHFL00MB/sHFHERBUERE,

o FERFRBEZETMS00 - 10005 , £/ CBS =~ 7B AR =R5R6G , BSEREREAN. bR, EEFEREE L, 7R
T ST RS HF20MB/sHFH R RIEURRE,

BRI

WIS : B emEX 6202 1 H#581m
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o TEXHMREERTAISA P2P Addon UBERREN , BT RBERENRESEEED , FREHNEHNEAIS. SERRTRER
CBS ZEFMEHRIRIARRS  BRIRERFORIEESEN TRRESERIGHER/ZRIT |, BRERENENZZIEE T
IR ERRF RIS ISR | EE Izt R E bR RIERER.

* FF/E P2P iEMREMB—ENRIR . P2P BAEREITENBENIEFS AT A CPU MRFRIR , INREREFABLARR. H
L2

* Proxy RY limit fREZ : 44% CPU #14G W77,
e Agent i limit fR#IA : 4% CPU #12G W7Z.
e Tracker B9 limit BRI/ : 2#% CPU #14G RfZ.

o EEIRIBERNT AR , (EEBEE1RY Proxy 1N, Proxy 2171 RAIRIKECE /94C8G , AME1.5GB/s , B84 Proxy fRSZAISTIE
200N EERF TS .

o FEFHNA Proxy 1 Tracker BIHEEFHET A | FRARNAFEIATRIT K8S 5% |, FIBEBESN (F/H75%. Proxy #1 Agent FTEMY
T EAEEREHIRA G R,

e Agent BHESHATAMS00450 , LUK P2P ERE(=iH6881 ( Agent ) #16882 ( Proxy ) , Agent. Proxy H{FS5BlIGIEEA
WITERR /p2p_agent_data #1 /p2p_proxy_data FIFEEFEERES  BIRIHAT RCHREBEBIFEIETIE.

SEREA

T AIEN T MEREIETT Proxy B, @I kubectl label nodes XXXX proxy=p2p-proxy w<SHRCT M |, 4L ERHS BT

LTS AP EREIZA M. TREUNRFZERE Proxy BIEHHINE , IEIBET R LFINEEMERZ label [F | 1885EEf+ kube-system

THEZET p2p-proxy TYEREMIEIANE,

2. iEENAIEIT mERBIETT Tracker B4, TEIT kubectl label nodes XXXX tracker=p2p-tracker sp&tricTHm , ELERIEER)
EXUTRPEPEzA . REENRFEZRE Tracker ML, AITEIEE T R LERIIEERRZ label 5 , E2EEEFF kube-system

R T p2p-tracker TYERERMIBIANEL,

3. TRREHBERNMIPEES : Ni#UAGE TCP #1 UDP £930000 - 32768 ixM. LAK VPC (N IP £5iE. HitHINIHIESEE ( TKE
8B work TREVNAREHEHREEK ) .

4. EIRIEESEF Fia P2P Addon 1Et. EEREIMEREGOES | TTRAEPRIE. Proxy NN, Tracker N, REEUNRZES
A THNESRE , 718X p2p-agent configmap 5 downloadRate #1 uploadRate,

5. RSB aA BRI ERGATER dockercfg , EFRB R localhost:5004 , BFR & REBEIABIFEGECENRB LS
iE,

6. 1250sE YAML , BEEINEAEEGCEHAMIHMERA localhost:5004 , 40 localhost:5004/p2p-test/test:1.0 , FHEREFER
dockercfg E/9 ImagePullSecret,

7. {ERVLSS YAML BREEH T{FRE , FARMRRGENBIRER T RIS R, RAEEET B N HIRIELAAZIRIF IR R,

WIS : B emEX 6203 1 H581m
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BIES T

1. SREERSBIEHS | EBFEENSHI=F (58] .

2. BB THRE ERER ID |, ENERHFER,

3. IEEAMZEEFR [BHEE] | BN BHE5IRTUHE.

4. EEMFIR TNESIEE [(Fi2] | AR FEEN TEPaE P2P,

5. R SHECE" R P2PEMSEIRE " BOY , HEFENMENRGCESS. TRAEPRIE. Proxy MNIK Tracker 1ML,

WS : BRmEmEX 25204 TW #581m|
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GPU-Manager ii%AH

BITEFATAE: 2024-06-12 15:06:00

",

Vi

aHNE

GPU Manager 12— All-in-One 9 GPU &1#88 , EF Kubernetes DevicePlugin iEHRFSLI |, 2SRRI T HEHFH=
GPU. GPU f5t5&if), Be8IE1TRIAY GPU IBXIREESEINEE , SIFAFTE Kubernetes S28F¥H{ER GPU 2%,

EHThRE
o HRINDTEC : IREET GPU HRIMDECIIRE | HAFDEEE 15K GPU RAIMA , AILUSHERINERRIRAISHHES GPU R,
* GPU H= : RiFAFIR/NFISKRRIRAMES | FHiRMt QoS R,

o RIFY GPU $SHRAYEDI : BB ETLOAEENIRO ( BRIAJ 5678 ) B9 /metric B842 , BILAJ Prometheus 12(it GPU $SFRAOILEETNEE |,
B /usage EERALUHTENEMASSSINRESA.

EREIEERFAINY Kubernetes X35R
Kubernetes XJ5EZR e i) EIFRERIR Fir/& Namespaces
gpu-manager-daemonset DaemonSet BT a1% CPUY, 1GIHNE kube-system
gpu-quota-admission Deployment BT =1 CPU, 1GIRE kube-system

{ERm=

£ Kubernetes S£8¥9z1T GPU NAERTS , ATLARIR AL)IGSHRPEHIBERY FERFZIRRENER  ItERREEIRSFA.

BRI

o ZAMHET Kubernetes DevicePlugin SEH , AT E#E7E Kubernetes 1.10 LA ERRARISEREE.

* &K GPU R—HB100MRMAIFR , (50 - 10VNEF | LIRIFEHNENFIRE. BERREU256MIBAS/NI— AR
DEERF.

e {#M GPU-Manager ERERAE S GPU HlATS =,

{ER7IA
e

WIS : B emEX 26205 1 H#581m
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1. BRERRGENG | EENSv=PiER (58] .

2 EEREE MR L ERER ID |, IASRIFIREA.

3. MERAMERE=PRY [BAEIE] |, #HA "“BHFIR" TE.

4. ERMPIER TEPIEE (] | FEEEEM WE A GpuManager.,
5. B (Sepk] BIRTElZaAH-

SUERMRRIEEEY GPU TYFfRER
¥ GpuManager BRINZEE , EETBISLA N AR ZLAIRRBRIEAD GPU T{FfRE.

75— : B TKE =& eE

1. BREHRRSENE | BEANSIV=PY (58] .

2. EFFEOIE GPU NARISER  HATIFRHEER , FRE (Fig] .

3. fE"#rEWorkload" TUENRIESEIRERKHTEE , A" GPURIR TcEMAIERY GPU TRk,

B B yaml Bl
BB : TERACHIEIE yaml AREEIRE GPU EARR , R BREELE resource HES finance.cloud.tencent.com /vcuda-core , &
FRIFFEET resource FiESfinance.cloud.tencent.com /vcuda-memory . TELH yaml =41 :

* {ERLKRAY P4 iR%E -

apiVersion: v1
kind: Pod

spec:
containers:

name:gpu
resources:finance.cloud.tencent.com/vcuda-core:100

* {§[0.35KFk , 5GiB BFAIRIF :

apiVersion: v1
kind: Pod

spec:
containers:

name:gpu
resources:finance.cloud.tencent.com/vcuda-core:30 finance.cloud.tencent.com/vcuda-memory:20

WS : BRmEmEX 25206 T0 #581m
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HPC 3488

BIFEHAYE: 2024-06-12 15:06:00

iVl

aHNE

HPC ( HorizontalPodCronscaler ) E—FATLIN K8s workload BIAKGHTERHERMEFHAL , Bd HPC CRD (R , B/NZIHR
BOERTESS.

=L

* SHFRESLHFEE" (KBS HPA ) 30 BAREAIEE" ( XBRISA deployment 7 statefulset ) .
o STRFFXBISNTIE". BISNTENENEERERAY  XHRESE.

© RHREEHESEERNT R,

EBEESEIRY Kubernetes X348
FEEERFIERE HPC , BEERFNERELAT Kubernetes X35 :
Kubernetes J5R&FR -5t NS RRIR F/ENamespaces

horizontalpodcronscalers.autoscaling.

. CustomResourceDefinition - -
finance.cloud.tencent.com

hpc-leader-election-role Role - kube-system
hpc-leader-election-rolebinding RoleBinding - kube-system
hpc-manager-role ClusterRole - -
hpc-manager-rolebinding ClusterRoleBinding - -
cron.hpa—controlIer—manager-metrlcs— Service i kube-system
service

hpc-manager ServiceAccount - kube-system
tke-hpc-controller Deployment 100mCPU/pod. kube-system

100Mi/pod

BRA&IZ

NFER
IR ERRFATIEIRL. 12,400 EARAERET | THRIEREASEL , FFHETRA.

o {UZIE1.12hALLERY kubernetes,

WIS : B emEX 26207 T H581m
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* FERE kube-apiserver BIEEIE%1 : --feature-gates=CustomResourceSubresources=true
FPRER

e HPC AHECAESRENRIN X ENERESHISEME , FILEKRTRFE /etc/localtime 324,
* HPC EUAZZE24 HPC Pod EARREITIR , BT mEdEEFm2 MR,

BISHIRER
TEBlEE HPC &iRRT , $iaHIR workload ( K8s &R ) EEFET £8 .

IRIEETR
24 HPC

1. B A=RRSEGE | EENSHEEE (58] .

2. AEREE TR ERERf ID , HANERAFIER.

3. EEFEAMZE R [BEEE] | F#N "EBE5IER" TTE.

4. ERMEPIFR TIEREE (2] | Fa i e mE+aiE HPC,
5. g1 [5Er%) BT aUzRAL.

GlEEHER HPC TEfad i

BlEESEE% Deployment UERHESHFIR
BT

apiVersion: autoscaling.finance.cloud.tencent.com/v1
kind: HorizontalPodCronscaler
metadata:

name: hpc-deployment
namespace: default

spec:

scaleTarget:

apiVersion: apps/vl

kind: Deployment

name: nginx-deployment
namespace: default

crons:

- name: "scale-down"
excludeDates:

L 15 11 0

“*****5“

schedule: "30 */1 * * * *"
targetSize: 1
- name: "scale-up"

WS : BRmEmEX
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excludeDates:

"k ok ok 15 11 *n

_ "k k ok k% 5||

schedule; "Q */1 * * * %"
targetSize: 3

BIEEEEE StatefulSet ERHMESER
ORI

apiVersion: autoscaling.finance.cloud.tencent.com/vl
kind: HorizontalPodCronscaler
metadata:

name: hpc-statefulset
namespace: default
spec:

scaleTarget:

apiVersion: apps/vl
kind: Statefulset

name: nginx-statefulset
namespace: default
crons:

- name: "scale-down"
excludeDates:

_ "k x % 15 11 *"
schedule: "0 */2 * * * *"
targetSize: 1

- name: "scale-up"
excludeDates:

_ "k * % 15 11 *n
schedule: "30 */2 * * * *"
targetSize: 4

BlEREEE HPA HERHES &R
AN

apiVersion: autoscaling.finance.cloud.tencent.com/v1
kind: HorizontalPodCronscaler
metadata:

labels:

controller-tools.k8s.io: "1.0"
name: hpc-hpa

spec:

scaleTarget:

apiVersion: autoscaling/v1
kind: HorizontalPodAutoscaler
name: nginx-hpa

namespace: default

crons:

- name: "scale-up"

schedule: "30 */1 * * * *"
minSize: 2

maxSize: 6

- name: "scale-down"
schedule: "0 */1 * * * **

WS : BRmEmEX 25209 7@ #581m
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minSize: 1
maxSize: 5
TERRERESE
FERRATR BRIk RHEEE FOVFRISS AT T
Seconds = 0-59 */, -
Minutes = 0-59 /-
Hours = 0-23 */, -
Day of month = 1-31 */,-7
Month = 1-12 3 JAN - DEC */, -
Day of week = 0 - 6 8 SUN - SAT */,-7

WS : BRmEmEX 2210 7@ #581m
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Network Policy i5AH

BITEFATAE: 2024-06-12 15:06:00

",

Vi

aHNE

BesiRSS (TKE)

Network Policy & Kubernetes f2A9—FRIR , FAFEXET Pod HMEIRESREE. Bt 7T —4AH Pod EEAILISHMA Pod , LK
Hifth Network Entities HT1B(E. AAHRETEHXNZEEN Controller SCHL, WNIREFHFERE IP iitskinO/Em ( OSI FE3EHFHE4E )

EHATENRRWERE | NeIEEERAAM.

EBRITLERFAN Kubernetes 398
Kubernetes J&E#R ESig)
networkpolicy DaemonSet
networkpolicy ClusterRole
networkpolicy ClusterRoleBinding
networkpolicy ServiceAccount
R

1. BRBRMBEFG |, AENSHEPIEE (55 .

2 EEREE THBELERERF ID |, IASRIFIRER.

3. IEFAMESETR (AEEE] | #EA “BU5IR" TE.

BERAEIR
B|PELFICPU:250m , Memory:250Mi

4. EAHFIR TEIER (] | FEI2EM TWEm i NetworkPolicy,

5. g [58R%] RORTCUZRLEM.

WS : BRmEmEX
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kube-system
kube-system
kube-system
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Nginx-ingress 8

BITEFATAE: 2024-06-12 15:06:00

",

Vi

BHENEA
Nginx EJLABIEREMNIE. i EEeef HTTP 4877, Nginx-ingress B2 Nginx fEAR BRI TE2809 Kubernetes Y
Ingress #4128, RETLAZRE Nginx-ingress B4 , TEEREH#R Nginx-ingress.

HMBIFEEIA Kubernetes Y952
TEER¥AIERE Nginx-ingress Add-on , HE7ESEFRIERELLT Kubernetes X9z :

Kubernetes II&&#R ESid) INEARRR Ffr/& Namespaces
tke-ingress-nginx-controller-operator Deployment 0.13#% CPU , 128MBR7F kube-system
ingress-nginx-controller Deployment/DaementSet 0.1#% CPU kube-system
ingress-nginx-controller-hpa HPA - kube-system

TEEEREMEIEE Nginx ingress SLAIESEEEINESEIELLT Kubernetes X945 :

Kubernetes XSRZFR it FKAEHEERR Ffi/® Namespaces
nginx-ingress Service - BENIZE
nginx-ingress Configmap - BEMEE

WIS : B emEX 6212 77 H581m
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=&

Volume&I&

BITEFATaE: 2024-06-12 15:06:00

VAN

b g o]

o (FEARENIER : BBEFRER NG B IEHEIFBAEERRZ D ( BIRIN Kubernetes #9 HostPath ) . & LURIEWSEK |
RNAMER LIRS ER TSRS AWEERIREEAER TN , EmptyDir ERFRENIRRIEE.

* fEF NFS & : RFEIES NFS B82 , BRILAERS4RE CFS |, eI BRI 4HFiE NFS, 5F NFS $iRSERTS RS BE
AWFFE | BERTAEGESIT. RisME. AEEESER.

o {§HAABHA PersistentVolumeClaim : §EHEA PersistentVolumeClaim BT /ERERITEME , B0 ELaEiFEE PersistentVolume 3%
HAIINAY Pod T, EEERT StatefulSet BIZHEIRNESN A, BEZiFESSNL PV #1 PVC &1,

o {SHAREHAY PersistentVolumeClaim : g73E— PersistentVolumeClaim BT ERERITEME , BEiDELaFTEE PersistentVolume 3%
HAIIMNAY Pod T, FEERT StatefulSet BIEHEINEGN A, BZiFEESM PV #1 PVC S8,

o FRABAZESMEXER  BAZSRMEXET CBS ¥ B Kubernetes (LRI EIEL. EILUBE—RBAZEMEXH CBS =i
BEHISHNE—KET , UBRI0N , EEREITR. ERAREREIESERTERNRANGT , BT Mysql FERE
IR, REZERLIRGHRS , SLHEMERSRAH 1.

* {5 ConfigMap : ConfigMap LAS/4ZEGehIA/Z0HEEE Pod L, X#FEEN ConfigMap £EEHENSFENEKR. BESFEESN
ConfigMap &1,

* f5F Secret : Secret LANXHRFAIFZUESEE Pod £ |, STHFEEN Secret KEEHINFENIER. BLSFIFESN Secret HIE,
HiEEERER

s QBHURSE  BIREDRIVERS.

o E—MRST , HESHNERISHFRENERRTEES.

o KIMESHIESERIZENTH , RAEEHE /var/lib/kubelet/pods/pod_name/volumes/kubernetes.io~empty-dir IIFIFER , B
AR REUEE L fs R S TBIRVE dn BHR RIS —EL

o HIESHIARRENR , BUARENEER.

Volume =& 15{FE5 |

WIS : B emEX 6213 1 H#581m
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IR TR BER MRS

1. R TKE =48,

2. EEMSHEF , B [KEF]  HNSEEE .

3. BEFHERPE Workload RISEEF (ID/BFR] |, EAFFERE Workload RISRFEERE.

4. 7 "THRRE" T , {ER0EE Workload 281, EAMIMNAYSERE. B4, 5% (T{Ffazk] > [DaemonSet] | i
N'DaemonSet"{SEMH.

5. Bt [#rE] | EN"FiiEWorkload TTH.

6. iRIENEER , RETIFREE. SRTHFHER. HE "8EE" &+, fF URNESES] | RngES.

8. B [BlfEWorkload]) |, SERLBIEE.

Kubect! #{E Volume 33|

(IRHTRBISMG | ST ERET Kubect! ST,

Pod #&; Volume YAML 73451

apiVersion: v1

kind: Pod

metadata:

name: test-pd

spec:

containers:

- image: k8s.gcr.io/test-webserver
name: test-container
volumeMounts:

- mountPath: /cache
name: cache-volume
volumes:

- name: cache-volume
emptyDir: {}

* specvolumes : IREHUEESETR. KB, KRGS,

WS : BRmEmEX 28214 TW #581W

\|



S BRASTCE ARG (TKE)

* spec.volumes.emptyDir : iZEIFATERR,

* spec.volumes.hostPath : IREFEHLIEZ,

e spec.volumes.nfs : igE NFS £,

¢ spec.volumes.persistentVolumeClaim : i&EH PersistentVolumeClaim

¢ spec.volumeClaimTemplates : HERIZERR , HIRIERNSEsIEIE PersistentVolumeClaim FJ PersistentVolume,

WS : BRmEmEX 282150 #581m
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PV&PVCEHE

BITEFATAE: 2024-06-12 15:06:00

BesiRSS (TKE)

PersistentVolume (PV) : SEBFARIFIERIR , HIAITHREERNEIR. PV MI7ITF Pod A94HREHA , RIFARRFAY StorageClass 2548
EARREZEER PV, PersistentVolumeClaim ( PVC) : SEEFRRITFAEIBRK. Fl40 , PV 2 Pod EATRAFIR , PVC NIABARER PV &

TR, & PV EBRAER , PVC BATLAGZSEIR PV,

EREm

o CBS 8AXFHERIAXKER. &iEE CBS 38 PV iy Pod EREIEMATAX |, 4

* TKE ZHIEARSFE CBS BY 4% |, I5B1TANE CBS I=HaHTER(E.

PV&PVC =5 &i{EE5|

EelE PV
Bt PV ERTEEERERRE  FHIEHNERNER.

1 &1 TKE =HA.

2. FEMSHESRE [FEF] | ENSHEETE.

3. AEFEOIRE PV RUSET [ID/BFR] | SEAFENE PV ROSRFEIENE.

4. %5F [1768) > [PV] |, N PersistentVolume " {SE M.

5. B ] |, HEN"FidEPersistentVolume"TiHE.

6. IRIELIRRK , IRE PV 24, XBESHERWT !

° FKRIRE : RIFCARFRREITIERE | BUAN "BHSeIE".

o &R BEX.

WS : BRmEmEX

%216 M

\|

£581m



O BASTCE

o EERE : RIELIRE I TIERE.
o StorageClass : tRIESCRRAR KIFITIERE,
7. Bk [€lEPersistentVolume] | SERkEIE.
Bl PVC
1. B3 TKE =248,
2. EEMSHESE [REF] | HN"SHEE TE.
3. BREEFEECRZE PVC R9SEEF [ID/BFR] | BEARFEIEE PVC RS EIETTA.

4. 15%61% [F68) > [PVC] , #N"PersistentVolumeClaim"{EE A, MBI :

5.8 [Fr2] | #A [FrEPersistentVolumeClaim] TaHE. W TFEFR :

6. IRIBSCRRESK | IRE PVC 281, XESHSEWT :
o FiR: BEX.
o ETE : RIELIRRERE TIER G ST EEE,
o StorageClass : 1R¥ESLIRAR I TIEE,
o BFE : RIELFHRHITIRE.

7. B [EliEPersistentVolumeClaim] |, 5SRkBIEE.
HCH PV AR | RS BEEIEH PV,

BE& Workload {#F PVC ¥68%
1 ER TKE =3A.
2. mEMSA=RE (8] | #NSEEETE.

3. AERERE Workload RYSEEF [ID/&FR] |, HAFFEBE Workload RISSEFEEIA.

WS : BRmEmEX
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4. 7% [TFtaE] T, (E205%E Workload 258!, FANIRIAYEEIRE. fig0 , i5%%F (T{Ffa#E] > [DaemonSet] |, ##
N"DaemonSet"{ZE A,

5. BE (2] , HN"#iEWorkload .

6. iRIENHER , RETIFRHE. wR=EHER. A& (BUEE] &, BE [(FIEgES] | FIEiES.

7. %% [EREARPVC] A=, HERWR , IEFEHRI PVC,

8. B [BU#EWorkload] |, SSRkEIE.
A PVC 518 , BUESREGEHZEI—4 node 1L

Kubectl £ PV&PVC 53|

HRINSZHF CBS 38409 PV&PVC, f&A]i@iY StorageClass B 157 PV SBEMN=EZAIEE, UTMURMRGIH |, ST EEEd
Kubect! #TEIZRIE,

( Tk ) Blg PV
B ER CBS €U PV, &EREEE PV, 7£ el PVC BY , RFEEmCIEINA] PV,

apiVersion: v1

kind: PersistentVolume
metadata:

name: nginx-pv

spec:

capacity:

storage: 10Gi
accessModes:

- ReadWriteOnce
gcloudCbs:

cbsDiskld: disk-xxxxxxx ## 1= =8HICBS id
fsType: ext4
storageClassName: cbs

Bl PVC
ER el PV, 7E8I22 PVC B , REISEMEIEXIMAT PV, YAML A0

WIS : B emEX 6218 1 H581m
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kind: PersistentVolumeClaim

apiVersion: v1
metadata:

name: nginx-pv-claim
spec:
storageClassName: cbs
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 10Gi

o BRREXIMZL0RNEE , &/\A10,

* B =fEER/)N\I50GB,

* SSD ZmEERE/\9200GB , BAREIEEN RIEEIH,

{5 PVC
YAML 7=I0F

apiVersion: extensions/vlbetal

kind: Deployment
metadata:

name: nginx-deployment
spec:

replicas: 1

selector:

matchLabels:

gcloud-app: nginx-deployment

template:
metadata:
labels:

gcloud-app: nginx-deployment

spec:
containers:

- image: nginx
imagePullPolicy: Always
name: nginx
volumeMounts:

- mountPath: "/opt/"
name: pvc-test
volumes:

- name: pvc-test
persistentVolumeClaim:

claimName: nginx-pv-claim # B2&BIEZ5FA7 PVC

WS : BRmEmEX

BaahRss (TKE)
58219 TW H581W



S BRASTCE ARG (TKE)

StorageClass&1#

BITEFATAE: 2024-06-12 15:06:00

i

It

S

a

StorageClass R fFERIREY | SREFETERILUNSRIE A RREFESRS.  TKE BRSZEARMIRIF#EEE] StorageClass |, @I
StorageClass A& PersistentVolumeClaim BN A2 EETRAE IR,

StorageClass = &1#/F55|

ElJE StorageClass

1. B3 TKE &=HIA,

2. EEMSHES , B (KR8] | BN SHESE .

3. AR E QIR StorageClass FISEEF [ID/BFR] |, BENFFEIZ StorageClass RYSSAFETEIH,
4. %% [7Ff#] > [StorageClass] , #\"StorageClass"{ZE .

5.8 [FrEE] | BN "#hiEStorageClass"TH,

6. tRIESCPRESK |, i8S StorageClass 8%, XEESMEEUT :

o

BIR . BENX.

o HERER | IRIESCIRE R TR,

o WK : RIELRRKREITIRE  BUAS "B BX".

i

o mERT : IRIELIRFERFH Tk
o [EIRREE : IRIESCRRR R TIEE.
7. Btk [€li#StorageClass] |, FepiflzE.

£I# PVC #5858 StorageClass
208 PV 1 PVC &1 FhiY "8I PVC" , Bl PVC, HIEIRE PVC 207 , i&E StorageClass £%f,

Bl StatefulSet EFHERIEIE PersistentVolumeClaim 8!
208 StatefulSet 1R hfy "CliE StatefulSet” , Sl StatefulSet, FEIRE StatefulSet %S , By [RFINEUES] | %% EREFN

PVC" 53¢, I8 PVC, wisims
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Kubectl #{E StorageClass 55|

U MRMRGIS M | ST EE0EIT Kubect! SHATRIER(F.

gllE StorageClass
WNERRElzE StorageClass , EERFIIEEMIATEE name J3 CBS BY StorageClass,

apiVersion: storage.k8s.io/v1l

kind: StorageClass

metadata:

# annotations:

# storageclass.beta.kubernetes.io/is-default-class: "true"

# BEX—% , WA default-class , 8l PVC FI7EEXRN SRR
name: cloud-premium

provisioner: finance.cloud.tencent.com/qcloud-cbs ## TKE &EfEH®AY provisioner
parameters:

type: CLOUD_PREMIUM

# 37¥5 CLOUD_BASIC,CLOUD_PREMIUM,CLOUD_SSD ISR ARAINI 24/ CLOUD_BASIC
# paymode: PREPAID

BesiRSS (TKE)

# paymode A= ERIITEET , PREPAIDIRT (BFEA : {X3ZFRetainfREBAIEIMIERES ) |, BUAR POSTPAID (#ZEITE : 3TF

Retain {REEF Delete MIFRERES , Retain {IEST 1. 8RISERFIRAERL )
# aspid:asp-123
# STFHEERIRRES | 12T E/E B ELURRRIR SPERNAF el

XIFBHA -

type : StorageClass fJ2£%! , 3% CLOUD_BASIC., CLOUD_PREMIUM #] CLOUD_SSD (;¥E2AS ).

zone : }8%E zone, YNRIEE , M=EIBEIZEZIL zone ; ANERAIEE . WHEEFE node B zone (58 , FEHEE—" zone,

paymode : =EAVITEAET( , BAIAIRE /9 POSTPAID &z ( BIREiT#: , 3235 Retain {REBF] Delete MHBRIRRAE , Retain {XE=T1.8

ROSRBERA AR ) . EAJIRE PREPAID 185 (BMEEFRA |, {X52HF Retain (REBAIEMIERRS ) .

aspid : IEERER ID , SIE=REEMIPELIRIRRE | SFERM A IBEIE.

Bz 5L StatefulSet
(EFR=EAE CBS Gl StatefulSet , RGN TRATA

WS : BRmEmEX

apiVersion: apps/vl #Ek8shRZA , apiGER: , IXELL1.20%55]
kind: StatefulSet
metadata:

name: web

spec:

serviceName: "nginx"
replicas: 1

selector:
matchLabels:

app: nginx

template:

metadata:

labels:

%221
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app: nginx

spec:
terminationGracePeriodSeconds: 10
containers:

- name: nginx

image: ccr.baiping.fsphere.cn/tkedtce/nginx:1.20.1-stable #RIEZ= B S & &IEK
ports:

- containerPort: 80

name: web

volumeMounts:

- name: www

mountPath: /usr/share/nginx/html
volumeClaimTemplates: # BzheliEpvc , HmBEzIEIEpv
- metadata:

name: www

spec:

accessModes: [ "ReadWriteOnce" ]
storageClassName: cloud-premium
resources:

requests:

storage: 10Gi

WS : BRmEmEX 58222 TW #581m
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RINEE
g
RITEFHHYE): 2024-06-12 15:06:00

TKE 24t 7X3#% Kubernetes RBAC ARG , BT X FIKSHEATBRIERNHIEARIES], ZEUEXT |, TBIBRRSERHER
kubect! RSN TERFARIRIAGIE. W NERTR

iR

RBAC ( Role-Based Access Control ) EFAGINIRIES. BEABXEKAR. AGXKNRINSNEERFRAFPNR, &
Kubernetes A1, RBAC 2i&id rbac.authorization.k8s.io API Group LAY , BIAIFEERFETE REIT Kubernetes API ZiAECE RIK.
Role BFENENHETERIAEIIR, ClusterRole FTFENENEEFNIAEHINSR. RoleBinding &AEHEXAIBIRE F—1 ek
EF—HRP |, $tm BT HTEN.  ClusterRoleBinding EAGHENAISIRE F— M ai&E —HRAR | SIS EENNGETEHIT
B

TKE Kubernetes 38 BIR BRIZEHIS 2=

INESR

Kubernetes APIServer 352 SREAAIESERS , 540 X509 IE$. bearer token. basic auth, EA , {¥ bearer token BEAAMAIFEERE
THEHEE known-token csv SX{FHY beaer token. serviceaccount token, OIDC token, webhook token server &% token IAUE/S
. TKE i 7LIMERM R ZTFRERE | EIRER x509 iIEHAES. ERNSNT :

FEFIRAR AN,
* MWTFEERHAHHTERTE.
o JZHR User & Group #17%l5 , B BT,
TKE EF x509 iEHIAMECIL T LA IOEE ¢
* ENFRSHEIMBEEEFIRIET , ATIHA Kubernetes APIServer,
o HFIKSTEIEHIGIHE Kubernetes R , FABIAERIZFKSHZFIRIERZELEAF Kubernetes APIServer,
* XRFKSEFMBNERIRIES , PILEIbHE,
o XRFEWSHEERLEE tkeadmin RN SHTES. EFREMTFKSHIES.

U

WIS : B emEX 6223 1 H581m
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Kubernetes &4 RBAC §2 Webhook Server FfPEISTER, FLEHE Kubernetes FIFAFIRHE—EUEAE R ESRSE: Kubernetes
L& (FER , TKE $E126EA RBAC 1z, 1Z2zUHR At 7Tk Role & ClusterRole , AR REEEERFABIFEIERAY RoleBinding #1
ClusterRoleBinding BIRJSCEEANEE, EMBUT :

o ZEFNE Kubernetes ERtHIE.

e 5F Kubernetes RBAC 8877 , 235 Namespace 4. APIGroup 4N FRHERERISH Verb SURIEE).

* SHFRFBEEMREE.

s HFEERFBERENA E APl &R,

TKE Kubernetes 355 IRNPRIEHITHEE

B TKE IR ETRINRE | B LA TR ERORPRIES, fIan , (VR FEDSFIKS RIESUREVE F RN FIKS FTREA R
ENEERE, AISELAITME , WFWSHTERREAIRIET . ERTURSHEN BE M REFN
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{EFARFRIBADTRIN

BIFEHAYE: 2024-06-12 15:06:00

TR FE e ie

DesIRSIEHEEIE Kubernetes [R4AY RBAC 1RARHE | $IXIF SR T 4RI ER Kubernetes ZFEIPRIZHI, BRIRE T TUEA
& : Role } ClusterRole , F4HiPBIA0T :

Role #2883

DEEIRSITHSIRMSNEER |, B AFKSEREHIEZEEREERMIR., IXEMIAEIZEEE DescribeCluster Action B REYFKS
TN RETE,

ClusterRole 588

BER (tke:admin) : WIEBETETRFESNIR , BEEHTA. FiEs. HE2TH. RINESIIR , AIRETFKSHIESEN
PR, IEHEAR (tkeops) : WAAMET A MEFETNERNESIIR , BEREHTR. FiFs. H8=E. BINEEHR. R
AR (tkedev) : MNFrEHETEEAMEGEEE MEHI ST NERNESIIR. RIEAR (tkero) : WABE T ASMEHEEE
TEHETIRFERNRENIR, BENX : AFBEX ClusterRole,

REEUE

BRSNS BN FUKSCIEMIAEIE | BRRERRERAFIBEREARZ API ##0 DescribeClusterKubeconfig , BIRJ3RENZAT
FERKSHIEIEEE Kubeconfig 304, BHIEHISREE BT :

1. ERFERSEHE | EELNSIETR [ER] .

2. RS TEY  BEHEIRER "BIEY (BEEREIE] | U EREIHEXNE.

SRHEERYLULEEIEEER BEHENMEKS TRENEIE. #I
i8R
WA ¢
BRRREREIER (EWS. SHEIEETIEE admin role RIAF ) FHTRAN,

1. 7RSI TUES  EIEEREEE D,
2. EERFFIBIUET | i [IFUEE] > [ClusterRoleBinding]

3. 1£ "ClusterRoleBinding” SIEREY , B [RBACKEAME] .

WRFRE - BRmERMEX 28225 1 #581m:
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4. £"EEMR THEEEKS SRS , DEFENFRSHEE 2.

5. fE"SERFRBACIRE "L RY , IRRLATEE HIIRIRE

© Namespace§Is% : IZFEEMPREHI Namespace SBE.
o R : EESERETHBURRE" , IHERENUR.
R LABRE (RIMBR] | SEHTHRIRBENIRE.
1

BRFHS , WAXIKSEIREMEAIR | MZRTENNTD.
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B xE M RIEIEN

ERITEFHYE): 2024-06-12 15:06:00

BesiRSS (TKE)

RABUTES ETHE Kubernetes § ClusterRole F Role LIS T FIKSISEAUR , ARSI NIR(E.

RESIEI XA
ETERESRREE , RESHVEIE CAM SIAERSAREE AR, YAML REAT -

Role : fpR=TIRIEE

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: testRole
namespace: default
rules:

- apiGroups:
resources:

- pods

verbs:

- create

- delete

- deletecollection

- get

- list

- patch

- update

- watch

ClusterRole : SEE¥4EE

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:

name: testClusterRole
rules:

- apiGroups:
resources:

- pods

verbs:

- create

- delete

- deletecollection

- get

- list

- patch

- update

- watch

WS : BRmEmEX
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BRETDE
iR :

ZEBRANFIRSHESENX ClusterRole 79l , 54F7E Role IETREA—E , A EGLIRFR K TRIE.
1. BREHRRBEHE | EEENSH=FE 5T
2. EEEER TEYT | GEHEIEE D,

3. EERHFIR AT |, BE (BMUEE] > [ClusterRole] .

4. 7z "ClusterRole” EIERNET , BEHA LA [YAMLEBIZEIR] .
5. TEARIEREMA B E N RIZ YAML RZ | tath5epElaT el ClusterRole,
ZLBLA ClusterRole : SEEH4ERE YAML 76, BUEESERkfE , AJ7E “ClusterRole” BEREFTEFHEENPR “testClusterRole”,
6. 7£ "ClusterRoleBinding” SHERMEF , Hd; [RBACKHEERKSE] .
7. E'EEMSR NEN EEKS SRS, AiFENNFRSHREE T,
8 HN"EEFRBACIRE"FHE , IZRLATES AR E.
o NamespaceFl5 : {ZFEISERBREIART Namespace SEE,

o MR EEFE'EEN" , HREHEEEENXAIR, ZHEEEENXSIRFIFRAIITRIRERE , ALUEECIZNEENINR
"testClusterRole” Jgf3l,
B :
ISR L ABREERIIR |, REEH T RBENIRE.

9. BATSeRkBIR] SeRIR IR F.
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I VTj:z""‘\
miT

EEA AT

BITE AT 2024-06-12 15:06:00

B

RIFHSIEIMNEASRIRS ST RN, SUAMNSHRRMHEZERILE. BULGEATRRRKERRSEENRENIE  BehEEER
IRROERNR  BIENE. BaRSRMER. TR, TIFR#. Pod. Container SNEHAVIEEIEIESARTRI0RE. SRR
HEEM TR SRR RENIERE. BUEARRE. FRAHZM TUESERAIMREF SN RIS EUE | BRILIBRNEE
T RERERIIRSETRINER L | FERERES AR RAIRS ETREELTRERS | R HBREENTTE. 5
an , EELASIERRSSAY CPU FIFESR, AIfF(ERSAIRER /O,

||/:},-‘-\
miT
NESIRSHVISININEEEEES (BE 25 nixtlE. BriB=SisEinEs Nl iz HEIERE,

BA . ARRIRSIRAAIEIETIREEEAES Kubernetes MRATUISIRES | 1IB5EE =iafz RAHUNEMBIREE (=R,
wizhE, AHES ) R LIRIEEAiEnES.
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A nEEE

BITEFATAE: 2024-06-12 15:06:00

BIEn=

BERRSIA DA EEHREEMISIETIE | BB T AN EE R ERSHNIEEUE.
° EELRHE

s BEETRIER

* EETMA Pod {55

* EET(FREIER

* EET{FRIEA Pod fEiR

e &% Pod i Container $§fx

Bl e

BER TKE ZHla , FHEAN [58F] (EERHE.

BIFLR
EREEHEIT

EEEEERRLIROERSTR , B rimg , NI EEXER MRS,

BETRISHR
BRI LA MR EEE T RF Master&Eted T mAIEizER.

1 iEFFEEENER (ID/EFR] | ENZERHAIEERE.
2. FFF (BREE] | BIJEET R Master&Etcd TTRATEIEER.

o EE [Tm] > [IafZ] | AHNTREETE  E5hEER.

WIS : B emEX 6230 T H581m
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o 1%#F [Master&Etcd] > [U5#=] |, BIAJ# N\ "Master&Etcd istz"TNH , EEREER.

BEETRAWN Pod 18R
feaEd A TR AN EE T A Pod 181x.

1 iEFFEEEER (ID/EFR] | ENZERHEERE.
2.5 [(TREE] > [PR] | #EATRFIRTE.
3. HRIELIRARK |, B [ID/&FR] iR EE TR , A [PodEE] HIBA.

4. BF [I8E] [ #NTREETE , BEEEIZ T RA Pod RILEEEIRILLE.

BEET{FAsER
1 EREEEENER (ID/ER] | AR EERE.
2. 8% (TIFE] > ((EEETIERR] . B0, %% (Deployment] , #EA Deployment &AL,

3. B [iafz] | BIIEEZTFRENGRER.

EET{FAEA Pod 15iR

1 ERBEEENER (ID/E/M] | SAZEREERE.

2. % (TIRt] > (ERCEBUT(RGE] . IR0, ¥68% [Deployment] , kA Deployment EIEGTEL
3. ERBEEENTIFREER , HANZ T FRESERE.

4. %% [Pod E] & , BF (IfE] | UEEZTIFARRNAE Pod MM ERXILEL.

& Pod § Container ¥5i5

1. 2IREAT{FAEA Pod i8R NIZRL- PR3] , BATIEREFRER.
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2. 1%% [Pod EI] & , S (MEfE] | BIRJEEIZ Pod A Container BUMESEIRXIELE,

3. BELAIRFRRIN=FAI/ER , BI&E&%ZPodidcontainerfax(E=2.
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||/:]:7"<
milT

BesiRSS (TKE)

BRIBERRS R T AT EERNSEER | FrEiER R BN EIE.

SR EER
UEFSIER
CPUR|FE=
AFFI=

Master&Etcd FIEE T mlsisigin
UEFSIEIR 2y
PodEEIRE N
BERS -
CPUR|F= %
AFFI= %
AN bps
IR TSR bps
SN bps
SRR bps
TCPiZEREEY ™

RN REFAN RSN S E A RS A .

TR EREER
PSR
Pod EEREL
CPU fEFE
CPU FIFS% ((55E8F)
WFERE
PITFFIFRSR ( isREY )

WS : BRmEmEX

EAfy 15288

%

%

SERFEAAICPURI R
SERFRNIAFFI AR

5308

TRIWFE Pod IIERREZH

TRIVATS , [EBSREE

TRMFTE Pod B9 CPU (FRESTREEZLL
TRARTAE Pod REFERESTREEZLL
TR Pod IS EFEZF
TRAATE Pod FIRMHTSEHEZH
TRARFE Pod RISMINTIEFHEE LA
TRWFTE Pod RISNRIH TS [ EEZ A

T RURIFAY TCP S

ST REREFANGIEEINESE S ER N,

1288

TEGREMNFA Pod MERRELZH
TEREMFRA Pod B9 CPU F/HE
TEREMNFE Pod 19 CPU (FRELSEEEEZL
TEtRERNFRA Pod WARFEREZ

TYEARRATE Pod WAFERELERDEZLY
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UfEIEIR

RIBNTHES
PO HTEE
RIENIE
ML i E
MENBE
M HEE

BBy
bps
bps
B
B
s

Ns
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izl

TEGRERNFAE Pod AT EREEZH]
TRREMNFTAE Pod RIS EFEEZH
TAEREMNFA Pod AT EIREZH
THEREMNFTA Pod S REIREZH
TAEREMNFTA Pod AT REEZH
TERERNFTE Pod A HEIEEZH

IR TIERERIERFIMNBMREIRS | 4580 Service B MM ISIIBINES £ M@ EE,

Pod YaisigtR

ST IEIR

CPU f#FE

CPU R (5T =)

CPU FFE=R ( &5 Request)

CPU FIRE= ( 4 Limit)

WFERE

WFERE (A~83 Cache)
WFFIFE ( 5T5R)

AEFRER (5PR , A3 Cache)
PRI (5 Request )

REFAE (4 Request , 785
Cache)

REFIFEER (& Limit)

RFFIFEER (& Limit , A& Cache)
RIS

PR LHTEE

MBI

ML i E

MENBE

M HEE
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Pod FOIRT , EESRE

Pod K9 CPU f#FAEE

Pod 9 CPU ERESTTREEZLY

Pod {9 CPU EFBEFNIRERY Request {EZLL
Pod B9 CPU fEEFEFMRERT Limit [BZLL
Pod INFERE | %7

Pod AT Container FNESLAFERE ( F2%EF)

Pod INFERE ST REEZEL

Pod WA Container NESLATFERE ( F2%7F ) APREEZI
Pod HINTFEFREFNIRER Request HZLL

Pod WFTE Container WESLNEFFEHEE ( A8%E7F ) FIiREM Request (B
pdrd

Pod HIMTFEFAEFIRER) Limit (EZLE

Pod WA Container WESLATFERE ( A5%7F ) FIIRER Limit (EZLE
Pod RINFSEIHEELZH

Pod RT3 EHEEZFN

Pod FINTTEREZHN

Pod RIHTSEREZH

Pod RIATEIEELZH

Pod Y75
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Container YSigHgtR
WIEIEER
CPU £

CPURIARER (5TR)

CPU M= ( 5 Request )

CPU RF= ( (5 Limit )

WFERE

WTFERE (83 Cache)
REFBE (HHR)
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RFFIAE (&4 Request )
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REFFIAE (& Limit, A8& Cache)

BIREIET

it

RIREEHE
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Container fJ CPU {8

Container {9 CPU fFAE ST REEZEL

Container §9 CPU {FHEEFfNIZEMY Request BZLY

Container #9 CPU EFREEFIRER] Limit (BZLE

Container WRTFERE , B%&F

Container FUESEATFERE (F2%EF)

Container INFERE ST REEZLL

Container NHLNFERE (ASEF ) GhREEZ
Container AFHERZEMNIZENR Request BZLE

Container RIESLNTFEAE ( A3%EF ) FIIRER Request (HZLL
Container FIRNTFEFIEFIIRER] Limit (HZLE

Container FIESENTFEAE (A3%EF ) FIIRER Limit (EZLE
Container WEEEHEENSHRAVEITE

Container {B#IEE NEAAIEITE

Container MEEAHSEENEHERY 10 1REK

Container IBEIEE NEEAY [0 JREL

BRIASRRSRE T U TEENSERER | FIaiErRg R EREIE.

SHEERER
iR &
CPU FiFE %
PRI %
CPU T %
SR %

Apiserver IEH -

Etcd IEE -
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Node Ready
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21y 15288
- Scheduler k7 , ZKIA False BTS2 |, (SRS EERESIIHZIBIR
- Controll Manager X7 , BRIA False BHEEEE |, (IBSIERF T HAZIEHR
221y 15188
% TRWFE Pod 19 CPU (FRESTRREZLY
% TRAATE Pod INFERESTREEZE
R FERFE Pod EEXEZH

- TRUAT | BUA False FHE&E

ST REFAIENS B s RSHERENaREESERE. ST RMEEEFANEREEESE i A izt

R,
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CPUFIFE ( (5Request )
WEFFIFE ( Request)
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CPURIAE (51H=R)
REMBER (5HR)
SEFRAFFIARER (ATPR)
CPU RF= ({5 Limit)
REFRIAE (& Limit )
SERRAITFFIFEER (5 Limit)
Pod EFIREL

Pod Ready
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RFERE

SLIRATFERE
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HelmChart
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Helm 2&& Kubernetes AREFITETE. EZFBEEEE Helm BN, BEERSFEER Helm #8XI08E , I2ET Helm
Chart TS EERE N ERALAIIEMNE.
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EEILBTHI QST Helm RIFIIIE. MR, EIRERME,

BIFESM

» BATKE &£ , Bi50.281% CPU , 180MiBRFHIKIR.

o (Y73 Kubernetes 1.8 LA EERASHUEEEE,

BT
EE Helm sLAHES
1. Z3 TKE £414,
2. EEMSHA=F , &% [HelmChart] > [Helms£5] |, #E\"Helm3E5! TaE.
3. E"HelmL5"IEYF , SFFEEHN Helm WA , BEFEEHA Helm MARINAES , FEANNAFERE.
o 'NFFE RETEFL(FRE. ServiceFNEMEAIYAML,
o HNRALE RERTEBRAIE.
o H'BHEE NEAEESHEE.
E# Helm R
1. Z3 TKE =448,
2. EEMSHES |, %% [HelmChart] > [HelmsEFl] |, ##N"“HelmsL%!" TUmE.

3. F£"HelmL7"TUE , ISFFZEEFHAY Helm N , BE [EFHNA] .

4. 18R [BEfHelmBA] EOF , IEREFEEHAINA , FHRIBUSFRESEENSH.

WS : BRmEmEX 5238 @
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5. g (&)

[Eli& Helm RZFH

1. B TKE i=HIA.

2. EEMSHES , %% [HelmChart] > [HelmsZF] , #\"HelmsC3| M.

3. F£"HelmL7"TUES , ISFFHFZEEFHAY Helm N |, BEFEEFHA Helm NAKNNAS , HEANAIFERHE.
4. 35%8% IRADE] 1L , EREERIRATH , B [ER] .

fE& Helm RZFR

1. B3R TKE B=4l4.

2. EEMSHEF , %% [HelmChart] > [HelmsE3] | #\"HelmsE%| Tam.

3. TE'HelmL5 TNES , ERFEFEH Helm KA , st [HIRR] .

4. TERHRYRES , B (#A] .

WS : BRmEmEX 8239 T #581m
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HelmGJE

BITEFATAE: 2024-06-12 15:06:00

37—

ERILLEIESIS L& Chart 2l Helm €& , &% Chart 315 , T# Chart, #flf& Chart,

Bl e

» BATKE &£, Bif50.281% CPU , 180MiBRFAIZIR.

o (V3% Kubernetes 1.8 LA EERASHUEEEE,

IREL R
& Helm Chart
1. &R TKE =414,

2. EEMSHI=F , &% [HelmChart] > [Helm®&F] , #\"HelmGE"TE.

3. fE'HelmBE"WHST [ L] | 8" Ef€Helm Chart"&M.

4. B [ChartB] [FEAVE , FERHAHARERIREChart® , BBE [$T7] .
5. B [EfE] .

&E Chart %

1. ZF TKE &44.

2. EEMSHEF |, &8 [HelmChart] > [HelmBE] |, #AN"HelmGE"TRH,
3. BEfChartfIBR , EAFBR. BRIRAEE". "EXER".

T&F Chart

WS : BRmEmEX 5240 1
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1 B TKE =HlA.

2. EEMSHE=T | 1% [HelmChart] > [HelmBEE] , BEN"HelmBGEE"TE.

3. B Chart&#R , HNIFIBI.

4. " RAEE TEEEN NN , BEEEN [TE] .

fip& Chart

1. E&5% TKE =HIA,

2. IEEMISARFES | %38 [HelmChart] > [HelmBEE) |, HN"Helm B R ToME.

3. BEEChart&iR , HNIFEIBER,
4. FERASIE TREER MARA , BEEEAY [HIER] .
EIE Helm R

1. &5 TKE 2418,

2. EEMSHA=S | #8588 [HelmChart] > [Helm&E] |, #N"HelmBE"TRA.

3. B Chart/EHEAY [BIEAZAE] , BN [# Helm NA] T,

4. BIN"BIR". "EERE". "Namespace” . "S#" , FCharthia,

5. B (8] .

WS : BRmEmEX

BesiRSS (TKE)
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EERaE

BIFEHAYE: 2024-06-12 15:06:00

37—

SRR EIIRER SRS (TKE ) MEFRINER I RRINERETERNRS  RERSHFARTES. TR, TEREIRE
HMEENEERS. EHRRER , A TREFRELE  FENSTEERL. RERE. REFMNEERNE.

EREENEIRES |, BRSNS BETE namespace tke-cluster-inspection , F&%E—> Daemonset T RIEEXE | 1€
BEREEISWE R,

FEREINHE

WERE  REIR MERE {7 EERE
SEKAS  kube-apiserver BORES EMAERBIETET , NREMLL Pod FZ=0ETT . MAGMIE24/N\aF A =
PRI 2 EEmEE, =
kube-scheduler gk SNBHERETEZT , WREMHLA Pod LRz T , NFENE24/N\F A =
Y REEEY. =
kube-controller- B ERBIEEET , ANRAHLL Pod FztizT , MAEIE24/\63 o
manager FPIRZS mARERY, =
eted OIS SNBHEREEZT , WREMHLA Pod LRz T , NKENIE24/N\GFA =
" EEEE. =
kubelet PR EMEERBIEEET , ANRAHLL Pod FztizT , MAEIE24/\FH -
h RRER. -
kube-proxy B SNBHEREEZT , WREMHLA Pod LRz T , NKEMIE24/N\GF A =
. ERERT. -
dockerd B EEERFIEEET , ANRAHLL Pod FztizfT , MAEIE24/\3 =
~ ERERT. -
master TR T RIASES Ready BELEMEERBR , INEARE , MEFES. =
worker T5sAOIRES T RIS ES Ready BELEMEERBR , INEAR | MELRES. S
ENLIEGERES M TG E AR A Pod IRERTESHEEIEBYR Pod 2. B
TRYE master TTRECEIGNLATSE]
‘=i kube-apiserver fJ&%; - max-requests-inflight : 5 ERTEINIZITAIZEERIEKRIREK(E. =
e s - max-mutating-requests-inflight : 4EATIERIEITHIIFEEEEIERA =
RAE.
" 1RIE master TREEIRTILATSE
kube-scheduler f9& . .
ube-scheduler (354 - kube-api-qps : 153K kube-apiserver {EFHEHI QPS, =

R - kube-api-burst : 1 kube-apiserver B{EHIRTIEERA burst {E.

WS : BRmEmEX 58242 TW #581M
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WERE HER BWERE (RIRS7ERF

HRIE master TRECENLATSEL
- kube-api-qps : 153K kube-apiserver {EFHEHI QPS, 2
- kube-api-burst : 1 kube-apiserver B{SHIRTIEERA burst &,

kube-controller-
manager FNSHEE

TRIE master TRBECERULATSE]

\%” =
sted MSHEEE quota-backend-bytes : FEfEA/N. =
H e A

'rn:-;aSter TRIRESE o master 5 AEE A RIS LA SR, 2
o[]S EOERTRER ,;, RNHNIEHTRESZTAKSA

node S8 %, =
Y —NaTEXRATAE , AR REINEE L STIEHBISEER
PSS,

TEtRELRY Request F SN TERBERERRERFIREIISEE  BERFRIEET =R =
Limit L& LK), Pod JBRE. SER¥AIFAMESE, -
e N T ERBEREE T HRIMEE RN | BERFNEEETIRS

ER RS " &
TrrAERIR RIS ECE S HE TR, &
R SUT/ERERTEET PDB , B PDB THGEMISEIDHMT

ATAE,
TERENEEREERE AU TFREESRETRERE  RERRREEITRISZEE. &

HPA-IP Fc& SRISSRRIARAY Pod IP B EEHE HPA T BHIRAKEL. B

EBEEER
| B3 SERSEHG , BEANSIEY [REGE] .

2 HEN'RFRGENH  BEFERROENER  FARERSENEESN. EREEN=MAXSIARERE. ZRMEEMBG
=

o HEBNE . ERTREEICES MR,
o MEMEE : ERTREE K.

o BEMNE : ERTHERMMNENER. BEREAPGENSER  BE (BaeE] . ITEFR:

T ENEERE HET , JRECHOFRREFBIS. 1aEFEEZ. NTEMR

WIS : B emEX 6243 Tq H581m
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3. IR ESNZE  FHNETN  IEENERE. WTNERR !

4. wETNE  TRE (BEEER] EENEksE. NTEFR=:

EEREE , EFE (FRRE]

5 [iE7ER] PHEERRNSHNEFEER  BE (KERE] IRTEMINERS  BE
(RE] IEERERD. REME. 58

RE. SEZEMESEN. WTEFR :

WS : BRmEmEX 28244 TU H581MW
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BAELE
R E R web R

BITEFAYaE: 2024-06-12 15:06:00

e =

AHIESEEFERERSIE— MEEA Web . Web RS ALITEERS :

* BIWMARSS . BTFREEFIHNEEINSNBEX,

o HURTFEIRSS | (£ redis , BENREIEFRE! redis-master, 1BiZifia) redis-slave H{TIEBURE , redis-master ] redis-slave

BSENSHIRAIFIRERL. 1ZNAE kubernetes TNE BHAIGIF , fEEitbit A

http://imgcache.finance.cloud.tencent.com:80github.com/kubernetes/kubernetes/tree/release-1.6/examples/guestbook

S

BlERSRESRRT

1. B3 TKE 248,

2. EEMSHEF , B (S8 | SN SRS T,

3. B [Fr2] | EN" ISR TUm.

4. IRIESCRRRK  BELUATSH.

o SREE  BECEMNERNSIR. TBZ601MFH.

o

CPUZEH : iRIEFREIEIEXIRIZE,

[¢]

Kubernetes k4 : %52 Kubernetes fR7s,

o

EfTHHEH : 12(tdockerflcontainerd FF5EHE,

o

FrEstls, S ERIBRTEIR U BIREEIAAE, AIRTLERER | RS FEEE.

o

SREENILR | ININEIMEARIE , BRI LIERHE FEfAEMLE,

o

BEEMIEIEM: | R AR,

WS : BRmEmEX 28245 T #581m
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BesiRSS (TKE)

o FEENGE : NERNBROEESRMNEMISEENR IP ik , BT mPod#iE EIRFIERFH Service$iE LR,

5. B [F—2] . RIELIREK , NERFURILRE Master B, 1H29EI0 , EFI1E , BENE. KRR, ANTES. WTERT

V2 g

6. B [F—2] .

7. FRIESEPRRK  IERRMERS. ReE , HREERSGIMREERE. WTEMx

8 8B [—#1].
9. TINMEER |, BE (k] . S LRI eI,

BlIEE Web R
BllE redis-master IR

1 EENSHES |, &% [BRS] > [Service] |, #N\"Service"TaH.
2. B [FE] | MNFEIRS TUE.

3. tRIBSERRRK |, HELITS4, WTER:

o

RS BFR : #p& A redis-master,

[e]

PRTEdhE, © e ERRFRTTE bR,

o IE{TERRF | IEIFHCIEAVEET.

= ZFR : apB /Y master,

= {B({% . I8 master FEEAYEIRA ccr.ces.tencentyun.com/library/redis .

WS : BRmEmEX
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* REIRA : latest,
* CPU/RTFRR® : (Hik) IRE CPU MIRERIRAILIR.
o SLPIE : EE [FHET] | REALA.

o ERSHALI ;iR (VEEERILE] .

BesiRSS (TKE)

o unmTIBRET : &R TCP MY , FEIRS RO EIREN6379, HERSAILIBEIRSSEFR redis-master LK ifM6379i5(9)

Zl master 528,

4. B [BIEmRS] .

BllE redis-slave IR%

LB (Fm2] | BENFERSS TR,

2. IRIESEPREEK  HELITSE. TERT:

o IRSBIR : @& redis-slave,

o PifEithis : EIRERRFRRTEMbI.

o IG{TEEF | IEIFIEIEAIEET.

= BFR: @EA slave,

= {E% . 8 master BFEEAVES ccr.ces.tencentyun.com/library/gb-redisslave ,

= SRR : latest,

» CPU/RITFRRE : (HIik) IRE CPU MIRERIRAILR.

o INEZE iR EFRA : GET_HOSTS_FROM , (B9 : dns FUINEEE,

o SLAIEE : ik [FFET] | RENLA.

o IRSBZHEAI  1EE (ESEHRIRE] .

o uRIBREY : &8 TCP Y , FHEIRS IR B RmOEIREN6379, HERSAILIUBIZIRSSEFR redis-slave LAKix[16379i75iR1%!

slave g8,

WS : BRmEmEX
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3. B [6UERsS] .
6l& frontend B
1 B G2 | #NFERS .

2. RIEERRRK , EELITSH, WTER:

o PRBE/IR : @R/ A frontend,
o FREMEE : IEIREEREFTIEb,

o IE{TERRF | IEIFHCIEAVEET.

= ZFR: e frontend,

= 3% . I8 master BEEAYESSS ccr.ccs.tencentyun.com/library/gb-frontend .

= BERIRK : latest,

* CPU/RTFRRE : (Hik) IRE CPU MIRERIRAILIR.

o INMFTE : FII— R 1 GET_HOSTS_FROM , {B75 : dns FENEEE,

o SCHEE : & [FHFET]  RENIA.

o ERSZHELI ;R REAKIGE] .

BesiRSS (TKE)

o ImIBRET : EHF TCP i) , FHSERSS ImOfARIm &R E N80, AFEITN Kasnafadta IP BiafiiaE] frontend 28,

3. B [BUEARSS] .

BERS
EEMSHES , BE (RS] | BUEEHREN=RS. WTEFR:

* TEBUE redis-master F redis-slave fRS3EY , BEIRE Y "(VAEKRRIHIE" AOHEAER , XFWMRSAY IP Mt RE— 1AM 1P, BREE

EEERREERSEE.

WS : BRmEmEX
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o TEEUEE frontend IRSEAT , RIRET "RMEAKIGE" BUHRIGI | 1ZIRSHI IP #EUEFEFAS , HBIA5MNA IP ( BINMGREISERY IP ) F0
AR IP , ATLAHITARIGE, BT frontend IRSAVIAIEROAS0 , A LITENISSSSE M NIZIMN IP BIaTi51a0amE,
REINFERRIE , BIF R LAEE A frontend ARSS.

ERNETRNESNFE | ETRIBANCREHRAT  AERTERE M. KAFEHTIFFNEES | ERz/M IP ik, [R
MNBEIRERATTE | IRTEANFHFREERTE redis 5.

FrAsCis

<?php

error_reporting(E_ALL);
ini_set('display_errors’, 1);

require 'Predis/Autoloader.php’;
Predis\Autoloader:register();

if (isset($_GET['cmd']) === true) {

$host = 'redis-master’;

if (getenv('GET_HOSTS_FROM') == "env') {
$host = getenv('REDIS_MASTER_SERVICE_HOST");
}

header('Content-Type: application/json’);
if ($_GET['cmd'] == 'set") {

$client = new Predis\Client([

'scheme’ => 'tcp’,

'host' => $host,

'port' => 6379,

)k

$client->set($_GET['key'], $_GET['value']);
print('{"message": "Updated"}");

} else {

$host = 'redis-slave’;

if (getenv('GET_HOSTS_FROM') == "enV') {
$host = getenv('REDIS_SLAVE_SERVICE_HOST);
}

$client = new Predis\Client([

'scheme’ => "tcp’,

'host' => $host,

'‘port' => 6379,

D

$value = $client->get($_GET['key']);
print({"data": "* . $value . ""}');

}

} else {

phpinfo();

}?>

ZSLfI2 Guestbook App HY frontend FRSEZAISEEMED, frontend BRBZUEI— HTTP i5KE | FIMTESRE set &<,
o WNERZ set i< , WENESEHRY key |, value , EZE| redis-master RS , 15 key, value IREZ redis-master 5,

° WERAZE set @, MEEER! redis-slave RS , IKENS X key XIMRY value (B , FHREIZIEFimH TRz,

WS : BRmEmEX 28249 TW #581M
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B Web App , BETELATRMA :

1. frontend i75/7) redis-master 1 redis-slave fR5SAT , EREIRBEMIRO , SEE™ dns [RSIGIRSBBETRIIMAIRSS 1P, FHRIEIR
1P #HTHEIE, B0, redis-slave IREBBE=LAI , 7EiHIE redis-slave RSEZAT , EIESERS redis-slave #16379 , dns £Bmi0%
redis-slave #E#TE% redis-slave B9ARSS IP ( Bl—NFa) [P, SRMUTFRBIVERI IP ) |, FHRHE redis-slave AIARSS IP Balid TaEly
8, BIEREAEEA redis-slave IREHISLHEIH.

2. AL AR ENETE, AT |, frontend FESEITHT , SIEEX GET_HOSTS_FROM IKZEE , iIRIMELEAES dns , M
ERBYIRSEREE (HEENE) | AUSEEBTS— AR EIIREN redis-master 82 redis-slave A9i3.

WIS : B emEX 6250 T H581m
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docker run 220&EE

BITEFATAE: 2024-06-12 15:06:00

docker run 2EuEE

RIRBANMBIMATEER A docker FELFNRNERR | EIRIBNZEMEXERRS FEHTIETH , 33T docker run REYSEL
SMAERSSIEHI SRS HIH TN, XBERIABIE— B gitlab BRSS /961,

gitlabZSBBI BB
PATLLT docker run ap$BIEEH—1 gitlab 588 :

docker run \

-d\

-p 20180:80 \

-p 20122:22\

--restart always \

-v /data/gitlab/config:/etc/gitlab \

-v /data/var/log/gitlab:/var/log/gitlab \
-v /data/gitlab/data:/var/opt/gitlab \
--name gitlab \
gitlab/gitlab-ce:8.16.7-ce.0

-d ‘BRERGIET. BRTABRINEEIIAREITESR  UFSHIrFEESR T aisE.
-p dEEIRAIRET, FANXBIRGT TR NRH , FeRinOo5IZE80f122 , MIMEERIROSBIZ2018050120122 , JIMENEHIE | FliR
INFIZRIHCBRETANY |, FHESXIMAIES S OFIRS RO, BTFRI0gitabTZIREINGISE) , Ffi TS 7 R ARIEESE 75 2.

--restart ASHATIEEAERRBLN  BERECER. SnTatlZnMEamRTN  HERER  MUFASHIAFTEESHRE

HatEE.
v ASHATIEERHE. LENGSIEET =S INEISHENE  RIIETEFNI= 4RSS | HESSIRRIRERESX=
NMEHHIIRRE.

BREIEIE=AE !

EERESRNESHRERER , = ME0EHRIERE

XEEITHR  ROBIESHREIGENR FRFEE | SR TUETENSESRRGFEISSEMENT R L. REHRN
BAEIEMNTR , FENSEKR. HTLUER =R KBRS SRR RFIIZERT |, BESSNEARIEMGNTR , &
SFREHEHETE A EX.

--name ‘FHRETHIRF. XMSH , WNEISHEHENERS S SRR UILURRS 2 RERNEF.

HeeH

WIS : B emEX 6251 1 H581m
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XENBEA AT docker run Bt , EEEISE :

- RERAPITER. BRIIBSEHERSHITEIET8% | UASEHTE.
LIRS ASHBASHE,

-e BRETHNETE. tLNAFH#ITLATERdocker runis :

docker run -e FOO="'foo' -e BAR="bar' --name=container_name container_image

ii%ﬁi):'%"’aﬁ%%%iﬁﬂﬂﬁ/\ﬂ B8, ARNNEHREHEERSH  AERNERRER | FJLIRISHENTERE.
BEMEEEDHN . TERFoo , TE(E:foo , LIKZEERBAR , ZE(E bar,

G
(<
He
et

Command#fJArgs
BIHMEFAIFERE docker run fIBHE |, IEEHENGSTISEL , tban -

docker run --name=kubedns gcr.io/google_containers/kubedns-amd64:1.7 /kube-dns --domain=cluster.local. --dns-port
=10053 -v 2

XEBER(NEETBEHEN®S I ¢ /kube-dns , FHEET=12% : -domain=cluster.local.”--dns-port=10053 #1-v 2. 7EH]
HiEHE |, BATTLUXEHEE

WS : BRmEmEX 58252 T0 #581m
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ERSLZZ 252850

BIFEHAYE: 2024-06-12 15:06:00

EASLAR| 22 S eSSk

BXpIESERMNS

BRHENESS : SEORFEERN LA TSR Z AR E S EAHZEUENBE. RN TSR ERERMEHETE, 1Pl
MinOXE , HEZEEET localhost SKAMFBE. A—NEERHHEZENET , SNLHEE— [P A TIRBIFMEENME
(s LPNBFHBFERBERNNENS. ERNLAIRETHNERELE—REFHEETRE  FHERNEErSESRERREE
5%, ERJREASEAI T AIRSERZE., B  ARENSHED  LOBESRHESRRAIMS | BT NARNSRSINEE. ThIFER
— M EEMEEIBSNEENST , TS, BRHEZ. thiESHMRREEET B E,

HRRLfISERENAER
SEHIRER AT IR EE RN  (EENEEA T EhEE— e , 10

s RAEHE , XHFMEIEINEIHRE | i cache EIEHIES

HEE4SE. rotation, &fp. HREBE

HET T, BEMREERSE  EHORSE

R, MFEERRF

=8, S BE. ARERS

B EALHINATR.
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SN Sk
e
LN K
LA
BEEFATE): 2024-06-12 15:06:00
NRIGESFEDERRITESERS (TKE) |, BiZRSEABHAENASIE |, (BEFE—EREN=NEZA |, BIEEL IO :
o YR Z ARLE | MBEXIES,
o IBTLERHIEM ARSHIENIR , Bt NIRREZIERZE X,
AR LR |, S LB FERFIKERLMATINASERARNWS. BABRT , FIkS2EFER TKE BITUR |, FHIEE03ESE
IR F ik S A B EIRUR,
e
Eivly
HEEE (Cloud Access Management , CAM ) EBIN=E£IEXIZMHAN—E Web RS | TERTHIEFZE2EEBN=SREX
KA TFHEREGHEIR, @Y CAM |, Ee]LIgiE. SEMERAF (4H) |, eSS EENRES BRI BN e E X & RIFER
NPR, LEvER CAM BOEHE , eJLUBSRIES— MNP EE —BRPXEGESE |, SRISEeEIEINE & B4 A (FERIE E R R iE E(Es.

BX CAM RERHEZAXERER , BER KKIEZE. X CAM REBNESEXERER | F2R R, NMREFFEGFKFHT
CAM HEX&ERAVHIAEE , BRILABNSILET ., BHSXEERD H AR AP EREB D AR,

AI]
CAM RERUZIER— N8 E 1 TKE BEEEUIREER— IS TKE B(F. REESEEILURBTERENER (ALESH

"R, FEREEILURSSRR) | REEEILUSSBRFRRIEM. TKE 35 APHE{EASHFRRESIR | BWERTTIZ3E APl #£
18 | EABEERZER FRRMRIEE RN B RIRER | M REISESRIEER.
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TKEBEGRCERRIMIRIZE

BITEFAYaE): 2024-06-12 15:06:00

B ERIRSR A

BRREAMBIMETURE © cerfinance.cloud.tencent.com/${namespace}/${name}:${tag} . RECEAIIRELLA TR NFRIAITIR
=

*  ${namespace} : FHECEFREMRTA.

*  ${name} : FHECERBR.

WA . @ R=SiE ${namespace} REBEEEF ${name} FARBEEARRIT /. ${tag) FEREBIRSCIN T MIRRIESIN | 152%
1% Tag 1R,

BT ${namespace} , ${name} MNFER , EEREATLUAHMEEHIEIFMEIIRS S , LURERIPREE,
flgn

* RIFIMEE A RIEURE

o RIHMEE A MBRERE

o ZHiMESE B AIEXARRZE nsl FPAYHRE

REAFEFASEREOENIR | JLUER FUSREREN, NREFEMABERIMEETIR | BER BEMRIREN. B3R
GBRSTURETENZESMEX CAM #HTEIE , EBRILUFE T CAM BIERTSE

c AFEE
* RMREE

o ENEHE

\ Vsl
TR RIS
AT BEURRRERSVUREE , FRBERSHE TR

* REEE (CCR) 2EEMHEANPRIZINR RN E 7 R RERSAEIIR | RIMEERBOZINRRIG |, H5EEEREHEENR
GEENIR. FHEEEE PIRYIE.

* BEEE (CCR) RIFHESPRIZIMZRINE S T BN RERS RIER ISR | RMEEESSRREIRS P RREK T IXR R |
AT BRI HEALL

WRFRE - BRmERMEX 28255 0 #581%)
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docker push #EXHERR
* HERGECEMRTE
* MFRRECEREZE
s HIBRGEE
s MRRGERE
* MBREE Tag

NERIEART FRAMA MBS REXFUIRRES |, 155% CAM XS © FUSRERN 4R, FURSRERREXFARF.

BN RI&EIN

BEEENERE , SEETLARRMMEE REXARAIIR. HEOERRE , BERXLER

* HiR(resource) : IZIPRIRIEKEXPLZEORE |, FIUNFTERECERIAN qesicerizrepo/* |, R CAM &IREAS .
* zhfF(action) : IXIBREREERS LT R (resource) *HH{THRLLIRE , SOMIBR. FES | BEEREOHTHA,

o FA(effect) : ZAPRFRERXIMMEEFILATHR ( RVF/AELE ) .

—BEHFIRIRE | e LA TR D EC. TELL RYFHIMEE SR RECE" Bl TR

1. BEEE R HREE,

2. ERFREKSERESA.

3. N IREEEENREEERE , BF [(FEEENXRKE] | 17 [EFeIERIESN] XEE.

4. 1%F REELCE] > [(=aER] .

5. 8F [T—2 : fmiBHRIER] | HA [fRIERR] TTE.
6. IRERIEETR , FARLITATEN [(RERKBAT] REET.

{

"version": "2.0",

WIS : B emEX 6256 T1 H581m

\|



O BRTTCE ARG (TKE)

"statement”: [{

"action": "ccr:CreateRepository”,
"resource": "qcs:ccriirepo/*",
"effect": "allow"

1

}

a0 , RS EFRIREA ccr-policy-demo

188 : resource REfEMA * RrAILMEEEHET A TEIERECRE.

7. B [5emk] | SRRERIEITAE.

8. KEABEMRHE. SBIFAIZEEE ( ccr-policy-demo ) BIEESERLAG | EBRTLUSELRERENERIMES | FINAIOEIEA, RIEXEKT
RETMEE RS EERS ST A TIRBUECENR. _resource qcs:ccr:irepo/* 18z(ifiBA :

o qcs:iceri AEEER , FrAREHNENZSMEXSHRECERS.
o repo ANEIERIR  ARAFFLE  XERRECRE.
o FHI(/)EEM * FRREHEHEECEE.

KT resource EIFMARYEIA , 155FE CAM BiREIATT.

BT
EELIRRAZ N RIS TR, F1a0 : "eirilBRas&=sa) foo, bar REYREEE" , FILACIE TEREE X RE :

"version": "2.0",

"statement”: [{

"action": [
"ccr:BatchDeleteRepository”,
"ccr:DeleteRepository”

1,

"resource": [
"qes:ccriirepo/foo/*”,
"qcs::ccriirepo/bar/*"

I,
"effect": "allow"
1

}

* qcs:ccrizrepo/foo/* H foo/* FrRGGCEMETE foo THIRTERER.
* qcs:ccrirepo/bar/* i bar/* RRRECEBRTE bar THIFAEERE.

WS : BRmEmEX 58257 TW #581m
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A (O THII

BRI RIRERES S action , SLIURIFAURAISE—EIE, B4 : "serFelE. MR, push @pRZSiE foo FRIREGERE"  AILIEIE
TERNBEENRE

"version": "2.0",

"statement”: [{

"action": [
"ccr:CreateRepository”,
"ccr:BatchDeleteRepository”,
"ccr:DeleteRepository”,
"ccr:push”

1l
"resource": "qcs:ccrirepo/foo/*",
"effect": "allow"

1
}

RFIZR

docker client R

resource : qcs:ccr:repo/${namespace}/${name} action :
e ccr:pull {#EF docker #5%1T pull %
e ccr:push £ docker d5%1T push &H&

RTEERR

resource : qcs:ccr:irepo/${namespace} action:
» ccr:CreateCCRNamespace ¥FiEEgCREDBZZE
e ccr:DeleteUserNamespace Mif&iEGGREEREE

IREfES| - [BEEIRSS] > EMSHE [RECE] > [(BRNERKR] > (R=HE] .

RECERR

resurce : qcs:ccr:irepo/${namespace}/${name} action :
e ccr:.CreateRepository GIiEE&GOE
e ccr:DeleteRepository Mii&EGCRE

e ccr:BatchDeleteRepository HtEMIREGCE

WS : BRmEmEX 28258 TW #581m
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e ccr:GetUserRepositorylist EEEECEIE

TREIES| . [BERIRSS] > EMSHE [RECE] > [ROEREKR] > [ROEEK] .
EEHEIMMEFERRRELRE  BECES action L.
Blgn , FIEMFM ARG CRE.
{ "version":"2.0", "statement": [{ "action":[ "ccr:BatchDeleteRepository", "ccr:DeleteRepository" ], "resource":

"qes:ceriirepo/*”,  "effect™ "deny” }] }

BE&TagbR

resource : qcs:ccrirepo/${namespace}/${name}:${tag}
action : ccr:DeleteTag fF&EE: Tag IR
Theeigs| - [ BERIRSS] > EMISHE [BEREE] > [BRNRER] > [BRNRR] > REENSEESER > [REREX] m@E.

WS : BRmEmEX 28259 Tn #581m
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TKEERF R RN RIZOSIZER

BITEFATAE: 2024-06-12 15:06:00

BRFIRERIZREBISERITRFILRREEHITIRIERIEES. TKE (JRCCS ) SHFRORRFAUR , XEHRERTTHLE TKE £
&, SR LUzSHIRS R HATIRGE (BT RRERNSRY ) SRAITRFERIMSERIR. TKE e RIAIEIRER

RiREE R R AT E
ERHEX qcs:ces:$region:cluster/*

TERENAIRHFTRIRRIRE TKE APLHRE, IEERRHBEARHE , SRILIEREPER * BET.

R WNRE— TKE AP FETRPIRETIE | WEARSHFRRRIPR. 2R TKE APL BEASHFRFERIR , BIEZEATLAE
RPEFER%EFRIIR , (ERUMARBEDNIRIFTREE * .

API 12(F BIRIBE
ERRIR
DescribeClusterService qcs::ccsiregion:account:cluster/*

qcs::cesiregion:account:cluster/$clusterld

LR
DescribeClusterServicelnfo qcs:ccs:region:account:cluster/*
qcs:ces:region:account:cluster/$clusterld

SRR

qcs::ccsiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld
REIIERIR
qcs:clb:$region:$account:clb/*

SRR RIR
qcs::cvm:$region:$account:volume/*
qcs::cvm:$region:$account:volume/$diskid

CreateClusterService

SRR

qcs:ccesiregion:account:cluster/*
qcs:ces:region:account:cluster/$clusterld
REIHE IR
qcs:clb:$region:$account:clb/*

SR RIR
gcs:cvm:$region:$account:volume/*
qcs::cvm:$region:$account:volume/$diskid

ModifyClusterService

RFRIR
DeleteClusterService qcs::cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

SRR
ModifyServiceDescription gcs::ccsiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

WS : BRmEmEX 25260 70 #581m
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API i5(F

DescribeServiceEvent
ResumeClusterService
PauseClusterService
RollBackClusterService
ModifyClusterServicelImage
RedeployClusterService
DescribeServicelnstance
ModifyServiceReplicas
Deletelnstances
DescribeClusterNameSpaces
CreateClusterNamespace
DeleteClusterNamespace

DescribeCluster

CreateCluster

WS : BRmEmEX

RIRESE

SRERIR
qcs::cesiregion:account:cluster/*
qcs:ces:region:account:cluster/$clusterld

ERRIR
gcs::cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

EREIR
gcs:cesiregion:account:cluster/*
qcs:cesiregion:account:cluster/$clusterld

EREIR
qcs::cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

ERRIR
gcs:cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

LR
qcs::cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

ERRIR
gcs:ces:region:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

S
gcs::ccs:region:account:cluster/*
qcs:ces:region:account:cluster/$clusterld

ERRIR
qcs::ccsiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

SRERIR
qcs::cesiregion:account:cluster/*
qcs:ces:region:account:cluster/$clusterld

ERRIR
qcs::cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

EREIR
qcs:ccesiregion:account:cluster/*
qcs:cesiregion:account:cluster/$clusterld

ERAEIR
qcs::cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

mIRSZRERIR
gcs::cvm:$region:$account:instance/*

BaahRss (TKE)
58261 T0 581
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API i5(F

DeleteCluster

DescribeClusterInstances

AddClusterlnstances

DeleteClusterInstances

AddClusterInstancesFromExistedCvm

WS : BRmEmEX

RIRESE

SRR
qcs::cesiregion:account:cluster/*
qcs:ces:region:account:cluster/$clusterld

ERRIR
gcs::cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

SRERIR

gcs:ccs:region:account:cluster/*
qcs:ces:region:account:cluster/$clusterld
SRS EERIR
gcs:cvm:$region:$accountinstance/*

SRR

qcs::cesiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld

=R RERIR
qcs::cvm:$region:$accountinstance/*
qcs::cvm:$region:$accountiinstance/$instanceld

AR

qgcs::ccsiregion:account:cluster/*
qcs::cesiregion:account:cluster/$clusterld
=IRFZRRRIR
gcs::cvm:$region:$account:instance/*
qcs:cvm:$region:$accountiinstance/$instanceld

BesiRSS (TKE)
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{EF7~ 1)

e EFIKSXITKEIRS 21555 RN R
RITEFHHYE): 2024-06-12 15:06:00

BIEn=

LB EAILIRERE ( Cloud Access Management , CAM ) SRESIEAFIAERRRIRSS ( TKE ) ZHlahEEMERFERIRIMY
PR, AEPRRRE SIS & PR E RO URAVERER.

ER{FLR

EESESIR

1 B HEEE B,

2 (S, , S SEIREE , M\ RIREIENE.

3. (RIS EIERES |, B35 QcloudTKEFullAccess $R81TA9 [XELFEF/4AH] .

4. IR "KEXBF/BPAR” BT, iEHRxd TKE RSBESIESHRNKS |, & [#E] | B FKSS TKE RS EEEN
PRAYECE.

5. EEREEIRITE T , B3 QcloudCCRFullAccess 55081789 [<BLEEF/4A] .

6. TESRHRY "KEAAF/BFAE" BAY , AFNREGECEAEEREIIRINIKS |, Bl (BE] | TSAFIKSHRGEEESIEEN
PRAYECE.

RBE . NREFEERRGCHFENMARTENOEINGE , BETINCESRIRSS -5 ( CCB ) RITAXIR.
HE RIEUR
L. BRHAEE EHE.
2. EEMSH=F |, BE RIREE | EARKREERE.

3. FEAEIRETEIRES |, B2 QcloudTKEReadOnNlyAccess S5&1769 [XBLFRF/4E]

WRFRE - BRmERMEX 28263 1 #581m:
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4. FERHRY " KEXRF/MAFPAR” B0% , A%EFREX TKE RSBERIEURNKS |, BF [(HE] | AR5 FISXS TKE ARSS RIEAPRAY
BE.

5. ERISEERNES , B QcloudCCRReadOnlyAccess HRE&1THY [KEXFF/4] .

6. LAY "XEAFF/AFPE" E0% , IGEFNRECERERIENRNKS , B (HBE] | i FIKSIHRECERIENIRAY
BCE.

B MREHFEERRECHFIMARENTEINGE  TFTIMNCESRIRSS L5 ( CCB ) RIBXRIR.

WS : BRmEmEX 28264 TW #581M
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BLEFIKS XN TKESEERISIENIR

BITEFATAE: 2024-06-12 15:06:00

37—

eI OB EERIARER ( Cloud Access Management , CAM ) SREELEFEFRBERSEIRS ( TKE) =6 S EEFFE RS ER RN
IR, AXAEFPARHIESEEESI G PE SR N EEFHIRRS.

BIFSE

EEEXN RN EHSESIR

1 &R ipAEE =58,

2. mEMSHES , BE RIREE] [ #ARKEERH.
3. B [FrZEENRER] | I8 REREEERIR" o=,
4. 158 "TEER K8, B8 (T2 HIEREK] .

5. BEXRIRETR , & "RERRAT" BRALUTRE,

{

"version": "2.0",

"statement”: [

{

"action": [

"ces*"

1

"resource”: [

"qcs::ces:shicluster/cls-XXXXXXX", // E#apk B F I RATT S Bt TRISSET
"gcs:cvmish:instance/*"

1l
"effect”: "allow"
b

{

"action": [
"cvm:*"

I

"resource": "*",
"effect": "allow"
b

{

"action": [
"pc”

1

"resource": "*",
"effect": "allow"

WS : BRmEmEX 28265 T #581MW
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b

{

"action": [

"clb:*"

1

"resource"; "*",
"effect": "allow"
b

{

"action": [
"monitor:*",
"cam:ListUsersForGroup”,
"cam:ListGroups”,
"cam:GetGroup",
"cam:GetRole"

1

"resource": "*",
"effect”: "allow"
}

1

}

6. 7& "RERIENE" F , & qcsucesishicluster/cls-XXXXXXX (&M AEAEME A RAVIEE bR FAISERE. Hlan , EFEAIMibEe
cls-69z7ek9l EERFIRFLIESAINR | 5 qcs:ces:shicluster/cls-XXXXXXX &8 &quot;qcs::ccs:gz:cluster/cls-
69z7ek9l&quot; .

B8 IEE AR FANBRAVIS BRI T RISEET ID. MREFERTF FRSHITERRT HE | EREREFKSAPXIR
PR,

7. BB [BIEERIR] | BIAJ SR B N ERF SIS RURAVECE.
HCEX SRR ISR

1. ZRmAEE =Ha.

2. EEMSHEF , BE [(RIEEE] | #ARKEERE.
3. B (BB MeRIg] | iR EREIEACIE" .

4. %R "mEERT K8, BE (T2 REFRK] .

5. BEMRIEER , 1§ "RERBRE" BRALUTRE.

{
"version": "2.0",
"statement”: [

{

"action": [

WIS : B emEX 26266 T1 H581m
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"ccs:Describe*”,
"ccs:Check*”

1

"resource”: "qcs:ccs:gzicluster/cls-1xxxxxx", // B EEM FARAVIEE B, FRISEEE
"effect”: "allow"
b

{

"action": [
"cvm:Describe*",
"cvm:Inquiry*"
1

"resource": "*",
"effect”: "allow"
b

{

"action": [
"vpc:Describe*",
"vpcInquiry*",
"vpc:Get*"

I

"resource"; "*",
"effect": "allow"
b

{

"action": [
"clb:Describe*"
1

"resource": "*",
"effect": "allow"

b

{

"effect": "allow",
"action": [
"monitor:*",

"cam:ListUsersForGroup”,
"cam:ListGroups”,
"cam:GetGroup",

"cam:GetRole"
L
"resource"; "*"
}
]
}
6. £ "JRIESRIENE" R , & qcsicesigzicluster/cls-Ixxoxxxx (EXNETEMRE FIRAGEE S TRISEE. NTERFS : fign , BFEAR

LAY cls-19a7dz9¢ LR F RIEAIRUR |, 1§ qcs:ces:gzicluster/cls-1xxxxxx {EXIA qcs::ces:bj:cluster/cls-19a7dz9c

B8 IEE AR FANBRATTS EIE TRISEET ID.

7. B [BIEERIR] |, RDRISeR BN EERF RISURAYEC E.

WS : BRmEmEX 58267 TW #581M
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JABESE S

SRS EIRRT BRI 5
ST EERATE: 2024-06-12 15:06:00
=S A S )

ik
MRBBID B TUSEES | BREATRS :

1 &SRB REN , £HRTRSES. RBYESRSFRRENAREL.

2. SRS RIRATBEMA - (WEHIEEZ &R TR RIEBEIZMA T.

&l

L R ARRFrE R ER— A,

2 IEFREEHANTIRSHFOHEARNME | BETIHECRSSREHaTBmE.

3. ARRGSHRMBAE | BARRSHABEN R2BXLH A , BRELF—EETHZRSHEN Z2BMN 8E.

WIS : B emEX 26268 T1 H581m
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1= AZ ML

BeElRBLTeRhgE

B3R EERATE): 2024-06-12 15:06:00

Z2AAERE—NMAFIEEXTNET , Bz EXELREHEARITPHRSRN , FRERRHEIZ RS , 28RS

EHFFEEEX—R. BRaSMTXIEMNETURMASNRERE | BRIRGZIEE T MESFEEFER VPC BN KIEAE
BRIRFBAIRENE , A EEN B[RS MEAREENRELE | BHAZFITEZ AR,

=&

LZRAR—MERSHBTIRIIENEMNXE , EATRERGHSZERRSH/INELAES , RENZSHEXREMNEENIME
ZeREFR, BSRLEINBEIUES T24.

(ERERRSEEL2ENRE

1 ATESSREHT |, RELOARBAHINISLHHTEE | FRMRSLARIESHITR L. BNE— EH THENSER—
T2 , SRENT2ERNMIEM RS .

2. BB RXSINTIERIVUR.
3. FBHUBLA T ERRRSS EREAN -
o BARRLAIMNSBIERFT NS BIRSHEEXAENTRE , RIEII Kube-proxy #EHRIZER iptables MINISIERIHITELEIR
SHES—LH). BTFRSHLHIETREERIMITRLE  XNSHRETRIER. HRNER IP AIRSAISLAIRY IP |, iERE
B9 IP AT IP (BeE TR LT cbrO RMIFHY IP ), IXBLREER T M EhUE A S LIRS A EERF 15 P48,
o [E— VPC FESHEIHRIBIR , FEMENI NI RMEFIT RN
o FE SSH BERTIRAIMIE 22 imH
o JETIR 30000 ~ 32768 w1 FEHIEKRET , FEEL RBIEREHIELLAEIRIRERH NodelP : NodePort £, Hrp

NodelP AERHIE—TMAIFEN IP , ™ NodePort 2RSS ERE NIRS AL ERY , NodePort BYSEES 30000 ~
32768 ., TELSMIBEARSS 9B

EQIV
EESERERSREUNZSAERREERFNT2H. REENEREEMWINT @ NERL
I i PIER EERIF 1708
TCP 30000-32768 0.0.0.0/0 FeiF HOBFRS IP X3 30000-32768 3% TCP iid]
RS « BN =EmMEX 55269 T0 H581mM
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il | IR BERIT ol
ubP 30000-32768 0.0.0.0/0 DI HUERFA [P X3 30000-32768 imH UDP if(a)
All traffic ALL 10.0.0.0/8 FVF 70 10.0.0.0/8 PIMIMIERANIIR]
All traffic ALL 172.16.0.0/12 T HUE 172.16.0.0/12 ARMERAYISE]
All traffic ALL 192.168.0.0/16 VT HUE 192.168.0.0/16 AIRIMIERATISIE]
TCP 22 0.0.0.0/0 FVF FUEFFE 1P X 22 iHOA95E)
All traffic ALL 0.0.0.0/0 =L RICECEHEAN , a8
AR -
s i IR RENYF 15488
All traffic ALL 0.0.0.0/0 I HUBRTE N

BETREEZNN , BEBHERRRNLRASIUNREEFTIRS. SREPIRSIOLEEN  TUSE RSHEHGNRE .

WS : BRmEmEX 28270 TW #581m
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BeelRS T R MIPA
BRITEHTAYE: 2024-06-12 15:06:00

AW B R BERAFEWVSERREEIARW , ANXBERILN , SERILUEBERRSMEX NATRX, T EEER
NAT ISR R

AR 1P
DERIRR IP KRR -
o BIAW IP EREIERFAIT RIS,

o BEAK IP iHEINARSS .

FMRTEES

BUZESMNNBRSSHS |, SNNARIIEERNET RITFEIIRE  EREHINNIRS  TRFEEINNEE. MRIWSFAFEINNIRS , AJLL
AN SES MBS .

NAT fJ%
TIRSEAMEREAR 1P, FA51E) Internet FEEIBIT NAT REER, ICHTTZEH , RARSHRIHE Internet (ORALBES ALK

E NAT jX , EfMASZ RS HRWSLRS AW BRI _EIRIRE] , NAT RXFERNNEREZRB A ARRSHIAMHEEL
M. @id NAT RXi7E Internet , SR ESSRATRENER :

$—2 : BlE NAT X

1 BR EREEHE  BFEENSHERN (NATRKX] .
2. 1E "NATRI" 380 | S (3] .

3. TSR SRENATRIS B | HELU TS,

o RIRETR : BEX.

o

FERIZ : 1554 NAT KBRS HIFAEE.

[e]

MIRSEEY « FRIESEIRAE R TINRE | MRS EZET &N,

o

A LR © fRIESEIRR R TR E.

o

SEMEIP - J9 NAT WXDECEM 1P, B LUGEREHRIEE [P, B ERWEAHDEGEM 1P,

WIS : B emEX 56271 71 H581m
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4. B [8U2] | B0AJ5eRk NAT RKRIEUR.
NAT X BRI SIARE L/ \ISRITEARZERA.

$=F : MEBRXTFMATREREDR
SERUBIEE NAT XS |, (ERBAEAE MR AR R ER RN , LIS FRIEIER NAT X,

1. BEANSAV=FR (BRER] .
2. ERREHFRSIFRT | BEFREE Internet AIFMATREXAIIEEZ ID/EFR , HANEBRIFBER.
3. U IRERER 1=h |, B (FmEIREHRE] .

4. A B EOS | B [Ba%R] 8 [F—BESEE] iR [NAT WK1 | 78 [T—Bk] IEEASeIEAT NAT KX
D,

5. 8 [ME] . TAALEER , KEKLERZRAIFRNRNRSZ5E Intenet RURERERE NAT KX,

Hftt75%

HE—: (EAEEAK IP
=IRSZEEREPEMEAR IP |, AEA NAT pX, IF5ZR , =RSERMEIAE Internet REET AN IP B | &2 EI=IRFS2ZMEL
AP e e L PRREI, IHRIARFEEREXER | RERRSENETEEXTE. FAGE | 1520 BEAMIPEIEERE.

HE" : FRMER NAT RISCHBEME2R IP

SNRERATEER NAT RKAIEMERR IP |, IFT5E5RS , B =IRSS2{EANE) Internet AUMEBRIBIIRMEERE NAT X , EIE BT
NAT WXIREZEZ RS R, WEBPREFASZ ARG HRWIT LW HENHE LIRIRS , NAT RXERNSRERRTS ORRRS
AIARHEEHO. MERKE Internet FUREENNARIRZIRATELEAR P, MAIRSHEBE—EIHEAR IPIRE] , XEFERR
MR ER F = AR5 ARMSLAT A M B AR S LARIRSE]. IGE M EREXER | RIERIRS WS BRI TE.

WS : BRmEmEX 58272 TW #581MW
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] = —— ML

BN TREMEIRE

BIFEHAYE: 2024-06-12 15:06:00

REEE T ML

ERNMEERBEMEEEMINERNREN. BTiIREERMEINE MBI EREHIME RIS .

o SREEMILR | BAKBERNINOEAET AMESHEIBTEIRA IP il , e LUSEAAE ML FMATERENT RN , ESTAEMEN
BEIE FABMETR .

o BRI  BAEENAENEESEMEIHCTERN IP bt , SAILIEEN = AFAE MR EARSSEME , RIBEIERNERNR
SHEMN LR , BsHEIES A CIDR BRFATF kubernetes service ; #RIEEIER Pod B FIR/H A , BalhERNEE=RSSE
DE—MELRNIMEBATZENSE Pod A9 IP ik,

SNBSS EEMBHXR

o SERFMRAIE RRMR I ERAREIHER

e [E— VPCH , RESERHIBREMEMERAREIHSE

o AEEMLEH] VPC BEHINSRRT | SEEDRRRNENER

SHMESENZSMEXAEMBERES

s SHNBRSD/ZAEE

s EHANBRSTREEREE

o EHAAES ~EUERE CDB, =7FE Redis, =EUERE Memcached E&igE— VPC TRAMEIR

BREMLEiEA

1. 7588 CIDR : £8#/ Sevice, Pod S RATIERIER

2. Services 22 EPR/EERE | REDBCLS Sevice AY CIDR K/h

BEIRBERIEIALIEE3 Sevice : kubernetes, hpa-metrics-service, kube-dns , FIFHASE2/NIBHHFINGS | EILLAFE
PAfERRRYE serviceMax-5,

3. Pod #1& LFR/Node : JREDTELLAE Node fY CIDR AIA/N

ANEERBEEFBIAGIZER=3 Pod : kube-dns-xxxx. kube-dns-xxxx. 17-lb-controller-xxxx, I3F— Node tfJ Pod , B=4
WHEARBER EL D BIEMES |, BRI, £ Node HE&KH Pod #{H =podMax-3

WIS : B emEX 6273 T H581m
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Dl = 1= o o A ==
RETRERRE
RS 2024-06-12 15:06:00
UiAA

BRIRS QIR ERRAY R TIRERRS TRNRFEAISREMAN, FREAREMAN | EEARREAERHE SRR SS
BIEK,

W

LEBNERTFHERRET , ENEEIZE50GHARE. 2MRENRREEEK , TLIEERIHRNAT , HdockertIBRBTEEE!
iR L.

WS : BRmEmEX 28274 TW #H581W
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= a)En
=SS
SERFHER

BITE At 2024-06-12 15:06:00

BIEERFE WA
ORI , RIRSEALREIAR P 4 ?

BesiRSS (TKE)

TIRSFERAILUNERAW P, TAMIPHARSSERGEAERECRE FRAVSRE , A8ERE dockerhub LIRE=73%E&. KW IP, B

BN RN TIRSS SR LB SR8 P Skinia) Internet,

SURRSEERS | PR MBI ERRHA ?

EERIFTEMSI TR |, REFATIRSS[IETN , BRTLIBEMIARN RS =2 RAT BRAFMN NHTETRAKEX,

BURERRF ST A SSBRINEY ?
ETERETTBRNARRESRANE.

HATESRRSEEN SIS AR ER SR ?
FTS2HF Ubuntu 16.04, MEEABRFRGTRATIZ TSR],

RSS2 E iR
i REIRS AR ?

REGEF SRR ATEREEL , (ELIEEARNITRKX , RIFEFEIRXEHBE.

=R EEREIA ?
B, AP TERBT A RIRS B MBI ARk,

HRAIRSS 2R E WA

HREIRSRE | ZEN THPBNEREAD ?

HRAIRSSEN | 2T THERSFRREREIHER. ERRSHE[NE)NTHREETHERYEN KBS ERMEN LEHE

77 BRI TR RAESTHEETARME L.,

WS : BRmEmEX
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i ESLEAUEPS
RITEHHYE): 2024-06-12 15:06:00

Cluster Autoscaler SEF IS IERAsE M (REENTH Y BB HAFRRE ?

Cluster Autoscaler F{REEFFHIFFTE Pod £AEE , AEEMRRIGRE,., METEEERNT st RIsER Y 8RR Pod |, AIgE
SRII—NEEEE Pod 9T S |, SEME—NE—LERF X Pod B9, 7170 kube-dns, Kubernetes A& mXFEFFEEHE |,
#7 Cluster Autoscaler SEFIEIEISFRARHRRBIIT mBEETZR , BAEENEE.

CA FHRZBERIMIRIRREA ?

[BR CA ERSRERENTRES | Sl EaikEMNHE SR ENGREE. STl  BRELREANRTT B8 T 85
89 CVM BEIIANEEE. B BERT e R R e 2.

BRRSSEHAFIFINTRESS CAEE ?
T, CABSHBHARRTHREANNTR. £ [BRRSEHE] RTINS REEAT.

SRR S R ETTLARIIEEB LR T ?
AL, FEWEHE EHRaEHe ] sHTEEsuRE.

¥ A SMRMET RV LTS ?
BIEE YRR, FRBRER NN — M IRIEASERAREIERE | SEOTRRENE

e vCPU
° WNE
o RGEEKR/N

o HEREAN

snfEmsMRLEE ?

WIS : B emEX 6276 T H581m
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RIERSHEERG. XEFHR , BLIBI RS MRS | HFFAIRERRER label , WTIISERBET FHTIRAI label |, kXt

IRSSHITO R,

T BERXEILIRERSD ?

ERIAFE N TRXIYE30MEET 2R CVM Eall , IRFEHEARBI306RET N CVM | BIRXTHEHE. BARHES
NELRTBRATIRSSAESLOIENECER. BN REERAERRE]  H&EAEN200. NG REBTRAE  BRXTHH

A=
18,

SHCRERRERE?
HTFHERATRIRKE Pod ENEENGER | RS SR AR EM ARG RN BERRS. BEHEIRSRE

PDB, PDB RILAHHARHMEEE—MEFIETIASHY Pod SSEIAISR)ERER/BEHLL. BT PodDisruptionBudget , NFEZE
EFLURIEE—A BN EREER Pod BUSERHEEASEERITZ Pod | #A T HESTZ Pod SEEHEEL. RESPHEE TAZZHIIR
SRS,

T LB Pod RIASHESS ?

o MIMGETTEIRAY PodDisruptionBudget §Y Pod Fi#/E PDB B , FEES.

e Kube-system THJ Pod,

* T EBEIE deployment, replica set , job , stateful set E&=HIZE6IEAY Pod,

* Pod BAIMFE,

* Pod FEEMIAREEIEMT R L.

TRBBEB R RS KA ASMELRES ?

105344,

T Not Ready RS IKRHAISAMALEE ?
205344,

ERMEHE—XRERET 8 ?

108,

BESKREARLY HtH CVM?

—RRAELODEIA |, HERSR MR AERINBAS AL S I S (R4,

J9t+4% Unschedulable i Pod , kit {TH 2 ?
BIALUITRE :

* Pod HiEKERETT K.
o ERZET node selector,

s (HEENRAERGCEEE.

WIS : B emEX 6277 T H581m

\|



O BASTCE

o IKSRERERR (KSREARE , BURELET T ) | UNRERFAES HttRE.

AARALE Cluster Autoscaler F524&ETS R ?

# A LAE TS mAYannotationsIZEINTMER
kubectl annotate node <nodename> cluster-autoscaler.kubernetes.io/scale-down-disabled=true

¥ EEE RIS R ?

PRI R H S EIR AR AR 4SS  BRTEE k8s B4, HELIT=MRIR LESBXIMATSEG

e kube-system/cluster-autoscaler-status config map

o ScaledUpGroup - CA & &.

o ScaleDownEmpty - CA filix 7T —/N&BIET Pod BIT5 M.

o ScaleDown - CA 55,

* node

o ScaleDown - CA f558.

o ScaleDownFailed - CA 4525551,

* pod

o TriggeredScaleUp - CA It Pod &Y .

o NotTriggerScaleUp - CA T &3REnTY BHYERLEEFESLL Pod AIAERE.

o ScaleDown - CA Zif{IKEIL Pod SREFT M.

WS : BRmEmEX
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RS = Wa]gR

BITEFATAE: 2024-06-12 15:06:00

BIERARSS & WIaRT
IRSBHOBTRNIHATREES ?
R4S SRR LAIAERY IR I — R , PRS2 AT IRAS SR + N O i,

SRR REEEFRIEN T SMEX L dockerhub FSHIE=7585(K ?
EAILUBITEREIENIUT docker login S BREISE=75BIR CREREN,

SEFRSMNRIBR SR ARIE & ?
HREHNNRIRSEAEINNEE | BNFMNIIRSS LR

PIFRRH , CPU BREINAIIRTS ?
FESE ARG EIRRHI5AA.

BURIRSSATAUT IR AR ?
FRZERRHESRNEFEEEEN oot {UR, ERENEFEEHTHRRGFIREIENITR | MER nfs [RSH.

EHIRS =R EER WE

ERTE R TP LL I ?
FHIA CPU. RERRRRE , SNSEEIZEW.

TR BRI ?
LA, BT ASEHEREN0 , RERSEEHBEERERE S .

SEFTIRSZBECEF Win
ENIRSS RASTHRNER ?
RIS ST A BRI AR,

MHBRARSS & W ia)RR

HHIERARSS IS RRSS SRS RSN SE S O AR A ?
MR RS 2RSS FRIFTE R BRSMNNREIIE— R | BRI ITAE.

IRSS1Z1TH WinlR

WIS : B emEX 6279 T1 H581m
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AR E AR R GRHAI LR ?
HEREUAGER UTC B8, (RS RIE R RSB RAREALSERESNAEE | BRARTTEELE dockerfile sREIEERIR LA,

RUN echo "Asia/shanghai" > /etc/timezone;

Dockerhub #8484&40 ubuntu, php 1 busybox EERBIRSBETREEAD ?
BITRERENSEREENGSHERANNEHNHSH bash , SHEFHTENEFREBL T, BEFEDFHF ST, B2 PID »1
AR E RIEHE | BN PID ANLAGHE—ERARHMIBH T . WTEBDREM centos & |, AJLAGER /bin/bash fERIE TERS , -C
sleep 800000 {E/IEITSHCREIREIRS | FEIEHISIRIEITSHET -c 7 sleep 800000 L/RMFARTT. BHRIBHNERIASEENAT
RBHVBIEEIRIXLL : clearlinux, ros, mageia, amazonlinux, ubuntu, clojure, crux, gcc. photon, java, debian,
oraclelinux, mono, bash, buildpack-deps. golang. sourcemage. swift, openjdk, centos. busybox, docker, alpine,
ibmjava, php#dpython,

WS : BRmEmEX £5280 70 #581m
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=R CER IR

BITEFATAE: 2024-06-12 15:06:00

FBRGECER NI
RTEEHAER ?
DESRRIRARF AT A1,

BECENKFRHA?
RAZRFIERRSHE XS,

FHERAIRMERIC T B4 ?
LB A BB,

BlEREE LA
IR ATRRTRIA ?

FUABCEUZ 100/ MRS |, ATLABIY TR HiEECER.

SRIORERILID SRR BAEFA ?
ENMEZIIRE.

SURRASRESAN{ISER ?

FELLETBIRGRE | BEEARREIRAFEEZRS.

MR {5 W ia)RR

SPGB — MR ?
Bt aEEMRE— M ERIMRA.

ERGIIFNIRRG MR ZRENFTEREA ?
EH , MEE SN Z R ERRTERERE | BIEAIE TR,

WS : BRmEmEX

BesiRSS (TKE)
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\—T1E g ale A =]
yary 2= (=]
BIFEHAYE: 2024-06-12 15:06:00

HEEESH bash , BAD ?

IRKRINRAE bash , EAILERHTHRNEERITHGS | FREENZBTHIREER. BRALGGHSTER—ROBaeEH
thTHRERIASTEIR bash, FBWESEHITEEE bash RIS | BHUTIREHR(E.

FHLIETT apt-get RERENL 18 ?
INEREBEREEKIE | ATRLE VS HaEIM SRR e B,

Ubuntu 16.04Z&%:

XTFFESEA Ubuntu 16.0409258% | IERILARITLATERS | 15 apt RORIRENEBN ST XAVFIRS . AISEHILA T <SR
7.

cat << ENDOF > /etc/apt/sources.list

deb http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial main restricted univer
se multiverse

deb http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-security main restrict
ed universe multiverse

deb http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-updates main restrict
ed universe multiverse

deb-src http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial main restricted un
iverse multiverse

deb-src http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-security main rest
ricted universe multiverse

deb-src http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-updates main rest
ricted universe multiverse

ENDOF

CentOS 7&%:
SFFES S CentOS 7THIREE , ERJLHITIATRIE | EHEEURIIHER REEEE,

L B MBEHF A ERSENIET

cat << ENDOF > /etc/yum.repos.d/CentOS-Base.repo

[os]

name=Qcloud centos os - \$basearch
baseurl=http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/centos1/\$releasever/os/\$ba
search/

enabled=1

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

[updates]

name=Qcloud centos updates - \$basearch
baseurl=http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/centos1/\$releasever/update
s/\$basearch/

enabled=1

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

#[centosplus]

WS : BRmEmEX 58282 T0 #581m
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#name=Qcloud centosplus - \$basearch
#baseurl=http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/centos1/\$releasever/centos
plus/\$basearch/

#enabled=1

#gpgcheck=1

#gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

#[cloud]

#name=Qcloud centos contrib - \$basearch
#baseurl=http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/centos1/\$releasever/cloud/
$basearch/openstack-kilo/

#enabled=1

#gpgcheck=1

#gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

#[cr]

#name=Qcloud centos cr - \$basearch
#baseurl=http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/centos1/\$releasever/cr/\$ba
search/

#enabled=1

#gpgcheck=1

#gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

[extras]

name=Qcloud centos extras - \$basearch
baseurl=http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/centos1/\$releasever/extras/
\$basearch/

enabled=1

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

#[fasttrack]

#name=Qcloud centos fasttrack - \basearch
#baseurl=http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/centos1/\$releasever/fasttra
ck/\$basearch/

#enabled=1

#gpgcheck=1

#gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7

ENDOF

2. JTLATES | IBEHER YUM &7,

yum clean all && yum clean metadata && yum clean dbcache && yum makecache

EEEXURICAIRII RS = | BRBWETAERS | SENBRIESES , FLEENEEEBEGNRRZIAM, BERRIES
EUT

BBl B RRIRIERAY Dockerfile,

£ Dockerfile B9 RUN B | RIBRFRIARIMIERESURIBIE, a0 , £—ETF Ubuntu RFRIRES , IIALITA

t

W

RUN cat << ENDOF > /etc/apt/sources.list
deb http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial main restricted uni
verse multiverse

WS : BRmEmEX 28283 T #581m
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deb http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-security main restri
cted universe multiverse

deb http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-updates main restri
cted universe multiverse

#deb http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-proposed main re
stricted universe multiverse

#deb http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-backports main r

estricted universe multiverse

deb-src http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial main restricted

universe multiverse

deb-src http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-security main r

estricted universe multiverse

deb-src http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-updates main r
estricted universe multiverse

#deb-src http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-proposed mai
n restricted universe multiverse

#deb-src http://imgcache.finance.cloud.tencent.com:80mirrors.finance.cloud.tencent.com/ubuntu/ xenial-backports mai
n restricted universe multiverse

ENDOF

XJF CentOS RFHIFIREI.

LEREBEE  KIKE vim , netstat FTR , BAD?

TR LABIE apt-get install vim , net-tools FapS FEEMBENTER ( CentOS THIYT yum install vim ) ,
BHAIETT apt-get install < , IRRABIIR ?

eI LUBIS LATHRIE | =0

L JUTLAT @S |, TR,

apt-get update

2. UTATERS , REE ( CentOS TH{T yum updateinfo ) .

apt-get install

AMFEEREPERAEHNTIR , Bal?
EEILMER NS TRES |, S NARISZUBNTF | BIATHHT ISR T ERReE.

SnfEEE MIVFM | BlgN dump ZiE BEBIAHBSHT ?
EEILMER NS TRENS |, S NARISIUBNTF | BIATHHT ISR T ERReE.

PHARAT X LIEBIRRmE THEIAHIThRE ?

AR NSRS REEIRELRE tar 18K |, FrLUEIT apt-get install vim , net-tools Z454 ( CentOS 14T yum install vim ) 5
4 tar T2FHEEE.

P AZEERRNTREANT ?
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HJREE kubernetes EFNAEENAR | WESETSAUIRGEMINER  IRBGEMIBECAZENTIR  HiISREFS
BEXLTEN. BNEEFERGN X —LERIHRE TR,

BLSHEHEENEF ?
REGEHEEEFNAE | BTSRRI F.

BAMMES TS ?
FERHET Shift + Insert B1a],

AT ?
FREEACHERRZSME RAMNENSE. FRSHHTIREERTHBONR , IETERRKNIE (354 ) THTETRE , RS
BRUTFF T IX M,

1T top @S I TERM environment variable not set BIR , BAM ?
H#78< export TERM linux BIA],

FHTHNEEERIKIBERE | bash BTFRER “<" MEPDEEE ?
EREKIAR bash IRTVERIRENTT FFEOENS HFER" . MRLFBEKT EKE , bash BUARETR "< SHERE—

7B
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SHENE#
RITEFATE: 2024-06-12 15:06:00

Back-off restarting failed docker container

WBA | IEEERRER Docker 28, MRITIE | MERBGHHITH Docker HEREFHIEN , BERBAFLISLUETHIHE , IE
BUEARSSAITTE A THIAS

fit failure on node: Insufficient cpu

B : &REF CPU AR, MBRI5E  RARTRAARMEBIERL | BERSTIEIER CPU REISEXISERHHTT &.

no nodes available to schedule pods

REE  EERFRIRAE. WRITE | RERIRERBHT R TRES , iSRS UEESIRSHITOIEE | (EBELhlEE#E CPU IR
.

pod failed to fit in any node

WA IREAENTRIMIOER. BRGE | RERRSERE T ASENEFIRE , SEUREAENTRATEESS , BERSR
EERBRSSHISE IS EE CPU R,

Liveness probe failed

B | ARBRROELN BRITE  MERGATRHERERIER  REGNROEEREER.

Error syncing pod, skipping

Error syncing pod, skipping failed to "StartContainer" for with CrashLoopBackOff: "Back-off 5mOs restarting failed container i
B SeEiERmR Y. RS  KESHENEREERACTNRAAHE  EENEHRREREITA. MR EBRTTERERR
TRIBIRE |, IBEARER.
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— [
5, 3 8=X5
BIFEHAYE: 2024-06-12 15:06:00
BIl=2fEX +i TKE 58 = TKE [REEWLX S
BRZEMEX FiY TKE JBRTAB=MA TKE B9RARZEN , BEuFABHISHSEEHREERXS , TEFUT/LR ¢

1l BRZEMEX IRNRBELAESITERRE | BAEMEUREnRT  TEREIITERFBTHEFSER master &8 | 11RA
FEERSSHEULL master £8FRE | BT EXNEIMEHITESRF RS,

2. BRZEMEX PRI TKE KBRS EXSHM IAAS FiR |, fitl CVM/VPC/CM/CBS/CFS/COS/CAM % | aNRAFRBESLAE
RZf9 IAAS fRSS , RIRSRZAY TKE THREFIEIER L.

3. BR=2mEX aY TKE IEERTREE A B =AY TKE ERE | FTAVIIEREN BRaSmEX WRATHER A 8EER.

WIS : B emEX £6287 1 H581m

\|



S BRASTCE ARG (TKE)

b= I

1E_| ! E;E

BIFEHAYE: 2024-06-12 15:06:00

RS

HZ MERE EHYSLAIFNE aX LesLFIRIRIN E R A AR SS .

Ingress

Ingress 2T IEINB HTTP(S) iREIRHRIIRS ( Service ) BINIES,

Image Store

FBF7E Docker 1% , Docker 5T HEAEEMRS.

B

— B EEMRRISER N RIRSES.

LS
IESREIIBARNES A8 TETASRESH. EYEBSER.
EEM

RERESMRENES  BESEREREIARLS.

LBl (Pod )

AR — DRSNS — ML | XA E AR AT IS 2SI,
RZF3

HEZMRSER— N TREIONBER | IS RIRRERRE.
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X BIHSTCE

APIN Y
BeTREIRS (ter)
FRZS (2019-09-24 )
APIHEES

RITEHATE: 2024-06-18 14:31:20

APIERZ

V3

WNGERS N

ORI

BatchDeleteImagePersonal
BatchDeleteRepositoryPersonal
CreateApplicationTriggerPersonal
CreatelmagelifecyclePersonal
CreateNamespacePersonal
CreateRepositoryPersonal
CreateUserPersonal
DeleteApplicationTriggerPersonal
DeletelmagelifecycleGlobalPersonal
DeletelImagelifecyclePersonal
DeletelmagePersonal
DeleteNamespacePersonal
DeleteRepositoryPersonal
DescribeApplicationTriggerLogPersonal
DescribeApplicationTriggerPersonal
DescribeFavorRepositoryPersonal
DescribelmageFilterPersonal

DescribelmagelifecycleGlobalPersonal

WRFRE - BRmERMEX

AR5 (TKE)

EOTRE

MAREECEEEMRTag

HERPR D AREE

BN TR A RS

BN ARREAR IR AN BRI

B ARRE R EE

BN ARG CRE

Bl ARR

RSN RSB F R A =5

R A2 BRI A B ohiBERRE
BN ARRSE (S C EE Tag B i BERSRER
R AR € Ertag

il SOWNGE =)

R ARG CRE
EONAEFMARMARE

BN AERRARR

BT AR E

BN AR SEEtagREATERtagdIR
KRB AW BRGhRA B B

%289
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RO
DescribelmagelifecyclePersonal
DescribelmagePersonal
DescribeNamespacePersonal
DescribeRepositoryFilterPersonal
DescribeRepositoryOwnerPersonal
DescribeRepositoryPersonal
DescribeUserQuotaPersonal
DuplicateImagePersonal
ManagelmagelifecycleGlobalPersonal
ModifyApplicationTriggerPersonal
ModifyRepositoryAccessPersonal
ModifyRepositoryInfoPersonal
ModifyUserPasswordPersonal
ValidateNamespaceExistPersonal

ValidateRepositoryExistPersonal

L SRR

EORR
Createlnstance
CreatelnstanceToken
DescribelnstanceStatus

Describelnstances

WRFRE - BRmERMEX

AR5 (TKE)

ZOT8E

SREL AR G BF B /A EE R

RN ARRG B R tagy Ik

BT ARGBEZEER
REVHEBNERFM N ARRECRE
BT ARFTECE

BT AREEER
HiNARBFEER

SR ARECERGRA
RENMAREBRERSNE5EERE
BN PR A RS

BT AREERREE

B ARG O EEER

BN ANBFRERES

BIEP AR 2= EREF T

BIENARCEREFE

O8RS

ellfe i)
SRENImAE RS
ELHIRE

HifLHIER

£6290 1 H581m

\|



S BRASTCE ARG (TKE)

AR

EOSEVL

T EHTETE): 2024-06-18 14:31:20

tcecloud API 38/ MARIERETEMNITIE BB NMNEKREZTEEAHIERESHFEIETR(ER ( Signature ) LESIEERES D, &

BIERHRERIER , TEFILEE Secretld 7 SecretKey ; ZRFRREREFI , BRIERAPIZARNEERS , BNEEEA=API
&M,

= .

1. RigEZeFiE

ESE—XEFATAPIZA] , BRI ZAPIZARERIELEEIE, L2EIFEE Secretld 1 SecretKey :
e Secretld FBF#rR APLEFESH

o SecretKey FIFINEE A= BFIIRS 2 mICIE S E FRATRAIEH.

s FHPWITTESRELSEIE , BaitE,

B EIIEREBIT

1. ERtcecloudEEBFIEHIE,
2. BHE=APIZSBRNEHI A TUE
3. E=APIESETUHE , M [#7] RIRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELIABIRT Secretld / SecretKey,

2. ERE R R

BT R&efEiESecretld f] SecretKeyfg , FATIAEREZERT . U TEEMSELANFMITFE
RIZFEFRY Secretld #0 SecretKey BIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

R XERERE , SRIEAFLRREEMN Secretld 1 SecretKey #HT/EEHRME |
LU=IRSS2EEELAIFIZR(Describelnstances)iEsk Al , HAFEBX—ZOR , iS5 kESHEaeT:

SHER 3L 248

Action 555 Describelnstances

Secretld #=AId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp ZRIATIEIRL 1465185768

Nonce PEHLIEEEEY 11886

Region SERRTEXIE, ap-guangzhou
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e C 3L SHE

Instancelds.0 FFEIRRILBIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. S EHEF

BEEMNEERSERSHEBNFEE ( ASCHRE ) AFHIF. T8 1) RIESHSHTHIF | SRERTINET , 7&85tA/ ;
2) ¥ ASCII 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARIREE, AATLUERRIEES PHIE%
HERFRECRSLINX—INAE , 1 php B8 ksort R, HIRRBISEHIHEFRERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

‘Region'’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

EAECERRINESIAN , X EERAIFRISEEITHIF | ERIRER—EEA.

2.2. BHEBKF R

WWEBERMBERFGER. HE L —THERFRERSEISTN R SRR ="S81E I | 11X Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIAEXEH A Action=Describelnstances . ¥ : “S&E"HEIAETIEurRREROE.

REBBINENS IS8R HEE—E | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3, PHESRBRCFRE

WEBERERRENFME, SBRENEHFBEUTUNSEGE:

1. &K% 285 POST #1 GET A= , IXEB(FER GET &K , iFEHEAEXE.

2. IERENBEELIFFE (Describelnstances)§9i5 K14 5 : cvm.finance.cloud.tencent.com, SCRRAVIE KIS RIEEOFREERIIAR
BfmAR | FERSECRE,

3. BRI HRIRA=APIHIERIEZREZES / .

4 15K=FER: B E—SERANERFERTE.

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES
TOIRIHERER

WIS : B emEX $6292 1 H581m
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&V
ersion=2017-03-12

24, EpSEREA

S BRAERSER, FEMER HMAC-SHAL EiEY E—S RSN ERFOIFFRHTES | ARKBEMNE S S Base6s #1745
13, BIEIRIGRERIER A,
BRI | LA PHP BS54
$secretKey = 'Gu5tIXxGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE&Timestamp=14651
85768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

BRI E BN
EiP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR ARG TERIIE , BRNERHES6IFHhaI—EEE.

3. BRRIwG

ERRRIS R B TREEIRIFNIBRESE , FEXHEBT URL %3,

8N F— RIS Z A ElIPOYW3pW28FpsEdkXt/+WcGel= , BEFIR0RE HRiBREE ( Signature ) 7
EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Ei5RTFEMSRAER URL,

AR . WMRAFREKRSERR GET , BiEB X758 POST [RY Content-Type 73 application/x-www-form-urlencoded , MI&EiER
RAEERSHEIREM URL RS , SHRN-ASARERIG. IF ASCI FFHE URL fRISAIFRESELL UTF-8 #{T4%i8.

IR | LREIESH http BEREESFTESEHT urlencode , FEXFMENT , MATREXIERBHIT URL 3T , BUAX URL 4
HEeSHERLM.

AR : RS BEthBER TR , ISR RFC 3986, fEF %XY XRFRFRIFIINIRFHTE SR , P XY o+ HsrrF
(0-9 KB A-F) , BRINER5IRER.

4. ZZEM

HRIESSIREN | FEUTERRMANEIRS | iSHRIESSIREAE

R fEIREA
AuthFailure.SignatureExpire BEILHR
AuthFailure.SecretldNotFound IR
AuthFailure.SignatureFailure ERHER

WS : BRmEmEX $5293 TW #581m
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RS EIES U
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZHRIEE ( RE= APl Z¥E3EAY )

5. ERIER

FESTRRER APL 3.0 B , HE7EERIREEtcecloud SDK 3.0 , SDK EEETRRANLE , FANRE = RRIBMEOET, HMAEE
S0 SDK iy, SASTRARRIESTS |

e Python

* Java

* PHP

* Go

e JavaScript
e .NET

ATEBRNERERTRE , THUSIMREES A0, B OANERTERRIIL. BXkES. ERIROMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN , TRTAIBRERA SDK.

REEHHAY url TT8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPREERENN | HEBEARRSHEIRE |, RIanSRELL url FEXSEEHF I FEE R curl ER<SERISIREESN
Hix | SRH. ATEE—NMTLUEERER url |, EEERUREIFH Secretld 0 SecretKey NESLAVZESE , FHERRFHBIRTEEUE
79 Timestamp ,

IR ETENTAT  ARREES  EER—ESEXITEEIR url JEEEEMAR , RIASHNINFARR | (EXHARIER
. REMESHEE , BESITEIERRIE.,

IR LIMURB(UERT APL 3.0 , FEEERATREMINERRE | BIEZIERN APl , BTFEATERBRSHERUEIER | B
XS R AYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);

WS : BRmEmEX 58294 TW #581m
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] EBRNEKRSSEH TR | tatATreeMapfRiElnAs

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
/] EREREur P S HIRF B EK

for (String k : params.keySet()) {

/] BEXSEKE#H Turlencode , AT keyEBRENFH , tUtA (St valueit{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LABEIHEF

// SEFRE RS R 24 EERREEL , 140 - params.put("Nonce", new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // A5

// SEFRE RN RS ZE0RTE) |, 130 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~NFHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // A48

params.put("Action"”, "Describelnstances"); // 2"H5%

params.put("Version", "2017-03-12"); // AHEES#

params.put("Region”, "ap-guangzhou"); // AH&%

params.put("Limit", 20); // \l532#8

params.put("Offset", 0); // 5354k

params.put("Instancelds.0", "ins-09dx96dg"); // W&

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // A+t
28

System.out.printin(getUrl(params));

}

}

Python
IR WRETE Python 2 IMETIETT , BEERLEE requests (K :  pip install requests

-*- coding: utf8 -*-
import base64
import hashlib
import hmac
import time

import requests

WS : BRmEmEX £8295 T #581m
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secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# ISSCRRER | AShiaaTer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)

WS : BRmEmEX 28296 TW #581m|
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EOZ7AV3

ERITEFHYE): 2024-06-18 14:31:20

tcecloud API £33/ MAEIEIFHITEMNILIE | EIJ’@/\%ER%B—;T%E?"A;E%X%&EP@@K%%u ( Signature ) LABSIEBEKRESHD. &
ZIERHRZeEIIER , TeFIEEHE Secretld 71 SecretKey ; ERFPIRSBLZEEIUL , BRIF=APIZHTUERIE | BNFEEEA=API
=0,

1. HiFREFEIE
EE—REB=APLZE] , BRIESAPIZHRERBLESEIE. LEEIFEHE Secretld F1 SecretKey :

e Secretld FBF#rR APLEFESH
o SecretKey FIFINEEE = BFIRS 2 ImICIE S Z FRTRIEH.
s FAPWITTESRELSEIE , BaitE,

FRIEZeZIENEARS BT :

1. EFtcecloud BRI ZHIA,

2. BIfE=APIZSRRIEHIETRE

3. E=APIZSATIHE , mir [FE] BIALARIEE—XISecretld/SecretKey

IR AREKSRESELUABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &L 753%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data FFIMMAER , json 8REARTEISEZEOIIE , multipart 183X
REgelsEOsE , WihZEOREER json 8=ER , 2% BRSO 04iReA.

THUSRSHFEAT MNXSEGFIREAGIF  DEBNMBERANTEERE. HAMBETERSAIFIRANSE : Limit 71 Offset ,
{#M GET A&,

RiIZFIFAY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0]
Gu5t9xGARNp86cd98joQYCN3EXAMPLE

2.1. BHEAEIERER
RIS EIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

* HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , &M GET ;
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e CanonicalURI : URI £%¢ , API 3.0 EE@ANIERHT (/)

* CanonicalQueryString : &€ HTTP i&k URL FIVEIHFRTER , X3F POST ik , BIEASFRHE , XTF GET iEK , W9 URL Ajd
5 (?) GENFZAERS , ARFIBYES : Limit=10&O0ffset=0, jF= : CanonicalQueryString &4 URL 4R/A3.

* CanonicalHeaders : £25&8FA0LEYMEE | 283 host F content-type FINLER , BRI IIABENRILSBSEERLIEEEEE
SKEOE—FNZ M. HHEIN : 1) k&6 key #0 value Si—#ER/\E |, HFEISERETIE | 1R key:value\n #8z{HE ; 2) 21 LE0,
HRABSLER key (/NE ) ROFEEHFFRB THHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £25&ZAEMER | IRBALXIERBMLLIS S5 TER , #1 CanonicalHeaders B ZHILEABE—XIMNAY,
content-type [ host JusifEskEB, HHENIN : 1) L3R key ZB—HA/NE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ . content-type;host

* HashedRequestPayload : IEKIEXHIIEHE |, iTE /5% Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 33 HTTP i5
KEE/NEX payload fff SHA256 5% , AE+7\#HmS | RERIDHREEM/NEFE., =2 : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload By HTTP i&SKIEX payload,

HRIELLEANIN | OIRERIRAGEIERENT (ATRNEW , \n BITFHIESSRITEHFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER TR
AU RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BATEEA TC3-HMAC-SHA256 ;

e RequestTimestamp : ERAFEE; , BIERLERHY X-TC-Timestamp BUE , A1 ERBIERS 1539084154 ;

e CredentialScope : EIEEE |, 182 /9 Date/service/tc3_request , @& HHR. FNEKARSINLRIEFFE (tc3_request ) , Date 8
UTC tRERTTEIRBHRE , BYEREM LS X-TC-Timestamp #25AY UTC FRAERIBIERE—3 ; service AF-m& , WASEBIR
BEZ—5, 180 cvm, 8N ERFLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASEBHHEFTENECIEREBNEHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date Z/RMBTEIEL X-TC-Timestamp ITE152 , BRfX A UTC+0, MNRMARZAHEKER , HIIIFR/\X , ESHEXE
ERERmI , BERREMERCERY. RigitER/ 1551113065 , 4/ \XAJRTiELE 2019-02-26 00:44:25 , (BRI HEE
89 Date BX UTC+0 FYHHARS 2019-02-25 , A2 2019-02-26,

WS : BRmEmEX £8298 TW #581m
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2. Timestamp X/REXRIRGFATE , BFEBERRFEHENERBERSH , MREEETAS NS ERM. MNRKAIEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

HRIELA LA | REIPERIRFERFRHRUT (AT RREN , \n RTFAESSRITENFI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. iH8SE
1) HEREREEE , (hRBUIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date =E=8. , a0 L5~ , 792018-10-09 ;
e Service : B Credential g4 Service ZEREE. , A L7=0 , 53 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRESZER ;
e StringToSign : AIZE2ATEBRIFEEFRIE ;

2.4. #H8 Authorization
AN ™RRCHHE Authorization :

Authorization =

Algorithm + "' +

'Credential="+ Secretld + '/ + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ',

‘Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
o Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : WX , EIFEHE ;

* SignedHeaders : I £ , £5&ZRFER |

e Signature : £

HRIBA AN | IR SEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

WIS : B emEX £6299 1 H581m
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http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&0Offset=0

BesiRSS (TKE)

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

HRIESSIRER | FEUTERKMANERG | iSHRIEIRIENAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

4 7 N S—

. ’\_§ JE7R
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// *kkkkkkkkkhkkk i‘B% 2 ;ﬁ%ﬁ%g?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk ./Ifg% 3 o .\L-l-%%g kkhkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkhkkk ig% 4 j:}’fl:g Authorizatlon *kkkkhkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);
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TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# Kkhkkkhkkkhkkhk 53?2 1 o *#;%m;ﬁiﬁ*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkhkkhkkk 5% 2 o ?#*%4%%%?%% kkkhkkkhkkkkkhkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkkhkk ig% 3 : .‘L_I_gﬁg *hkkkkhkkkkhkkkhkk

# ITEEBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk 552’% 4 : ?#*% Authorization khkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}

WS : BRmEmEX £5303 7@ #581m
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15 KE5H4)

ERITEFHYE): 2024-06-18 14:31:20

1. frsSHbit

ot ( Region ) EISIRIOSIEROMMEIRRY, tcecloud S TIMERRMEZ B£8R | (RIENRiEaR AR BRI
t, ATRHGAIERIE, 12 TR , BEEREMEEE e,

ERTLUEIT APIED EiiHSIR B TARitbETIxR.

2. BEMY

tcecloud API RUFRB#EZECIIYEIE HTTPS TIB(E | IRItEZSMIBEEEE.

3. BKTE
S0 HTTP I35

* POST (i)
o GET

POST i&ER37#35#9 Content-Type 8 :

e application/json (7 ) , X/AfEA TC3-HMAC-SHA256 & 757%,

¢ application/x-www-form-urlencoded , %ZR{FFE HmacSHAL g HmacSHA256 && 757X,

e multipart/form-data ( {NE8EOSF ) |, WRER TC3-HMAC-SHA256 &2 5%.

GET iERRIEREA/NFE#BIT 32 KB, POST iEXRFAEREA HmacSHAL, HmacSHA256 BFAR5#Bid 1 MB, POST iEKERE
BFiEN TC3-HMAC-SHA256 Bz 10 MB,

4, FRIwAS

FEFAUTF-84%%2.

WS : BRmEmEX 25304 T@ #581m
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IS

ERITEFHYE): 2024-06-18 14:31:20

IFRREIEEER

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HEFAT) , EeJaerOREIT )

{

"Response”: {

"TotalCount": O,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response RENERH Requestld REENFER , TiCIFKRHEINEE , RE APIET , UHERIRE,

 Requestld FEF— APLiEKHIME—HRIR |, AN APL HIISE , STLBLRT] , FHEAEZ ID SRR,

s RTEENFES , ERIAEMEONENHNFE , AEEOMRENFERS O TIEN., HHIFH TotalCount #0
InstanceStatusSet $5/9 DescribelnstancesStatus £ OEXIFER , BT EAREKNAFREMEZE=RSTLH , Et TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tEHIRIREIER
£, EEEERATN

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMEEZISKARAKM, Error FERMEREERRY Code 1 Message FERTE LM AT 2 EIREIAY,

e Code ZREMHEAEIRD , HiEKH BT RIEZ B IRIGEA RS Ha0E O RS RS R BEEmE R MREEFIRR
BE,

Message B RHTIXMEREENERERR , EIVSERSAEMML , WAL BREFEERFTH , AP AKX MR(E
E.

* Requestld FBF— API iERAOE—HIRIR , N8R APL HIIEE , STLABCRIRA] , FHEMIZ ID SRR,

NHEERED (TODO: EE(ER, EFENEE?)

IREIZERAPUNREFE Error FER |, MZFRNAR APLIECOIKM. Error By Code FERFR/NEIRD , AT SEBIsEHIIAVEIRIS AL
IREG , TRFIH T ARG,

WIS : B emEX £6305 1 H#581m
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

TRIRIEA
BIRAEE (A2 API AR ) |
MFA $5ig,

AR

3

SEZIULLN

%

SRR,

k

token f&iR.

iBEkEk CAM 1Y,

BesiRSS (TKE)

DryRun #{F , RFBFRGLEMING , RRSET DryRun 2,

HERERIL
REREIR.
EORMFE.
SHIEIR.
SHEYEEIR.
B ECRPRH].
FROSEGEIR.
EOMARFE.
IERAVREGET T IRE=PRHE]
RiRH G .
BIFEAE.
RIFMFE.
BIRAEI A,
RIRBUE(E,
RASEGER.

SIS EEN

http(s)IEXRIMIEEIR , R3ZHF GET #1 POST 153K,

EORSHSATEhEL,

%6306 @

\|
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\H5

VAN

VTSR SATE: 2024-06-18 14:31:20

BesiRSS (TKE)

HEYRATRRBFIZOLSNENSE  WIFE | A MEORBRARO AP ABXLSHEHTRE  EERERKIETEE
}E XLESH , FREERKIERIEK.

ERTTE V3

58 TC3-HMAC-SHA256 &&757ART

SHETR St

X-TC-Action String

X-TC-Region String

X-TC-

. Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

alil

alil

il

alil

i

AHBHEES—HEI HTTP Header iEkLE+ , 20T :

%

BEREOSR, ESEEOXEPMASEATESE Action B9RE, FIIN=IRSENE
EEFI5IZRIZED , BUYES Describelnstances,

WIS, FSRITRA BRI EI MbERIEE. RORZAEEESE R OXETRAS
NS Region AUGHR. 1R | EEROATEELBEZSY , BOEPIIILATHI5R
B8, WRIRMEEIBZSHBARERN.

=1 UNIX BJ[E)E , ElicRAH#S APLiERAIETE), g0 1529223702, & : (IRSMRSS
RHEMEEBI St , 25 EEERITHIER,

R APL BURRA, EUESHEOSEHRASLRISE] Version BiRBE. HIAIZARSSERAIR
& 2017-03-12,

HTTP fRAESHIAIESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : €£75)% , BRIEENZE ;

- Credential : £&1EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nERTEIRIEER , BX
EFENLHSE X-TC-Timestamp #E/Y UTC FRAERNBEIREE—E ; service AF-m®& , &
MBI mEE—E, flgicvm ;

- SignedHeaders : 25&RITEAISLEMSE , content-type #0 host J9wsifksLEp ;

- Signature : EZFHE,

IGRSIEFFTAEAY Token , FELSIRRIER—EMEMA. IRRIER Token FEZNHDEER
SEARBEZORE. KEZAAFE Token,

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (0T

SHETR St
Action String

WS : BRmEmEX

=
=

fik

BEEOSR. BESEEOSETMASEATESE Action A9IREA. FIaN=IRSEE
REIsLHIZIZREO , BUES Describelnstances,

6307 1 H581m
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SHETR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

MR

s

String

Integer

Integer

String

String

String

String

String

i

alil

i

alil

alil

oy

i

BesiRSS (TKE)

fik

Wi Sy, SRR B EI MBIEAIEIE. FOESZHEREESE E O REA
SRS Region RUGER, R | RUEOATEECERZSEH , EOEP RIS
BIRER , LRSEMEEEBZS AL,

Za0 UNIX Bf[a)8% , FJicRARE APLIERAYRTEL. FI01529223702 , MRS =RF1HE
BETK , 25EERTHER.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHA_E ERiBERIFRREDH] Secretld , — Secretld XFRME—HY SecretKey |, 7
SecretKey & FRARIEXEH Signature,

BRESR , FRBIERERNGEN | FERFRIELFRBMASEITESH. Bkt
BIEESNEROSSHE,

B{FRY APLESRRA., BUESEROXETASATSL Version B, AIN=RSES
A9RRAS 2017-03-12,

25, , BaixiE HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIFER , EttiERISEHAE HmacSHAL I8IEES.

IERPEBFTER Token , BEESIGII AR, IGRIEEF0 Token EEEHRE
EIRSTARZEOKE. KEIZHAFZE Token .

i ( Region ) EBEWIRAVEHRH ORIEIEXI. tcecloudAZMIIEREIESZ B2 | RIERRSBRARERELESE
t. ATRHEHRRE. 5 TEERE , BERRFELEEFatbE,

EaJ LB AP ENAMIESIER EESTRAIIETISR.

WS : BRmEmEX

6308 T1 #581m
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S BRASTCE ARG (TKE)
PAS 5z
WNIGEFSEN
N <z =
NANRE& CERERIBRTag
T EHTETE): 2024-06-18 14:31:20
o +-
1. E=OfAR
FEOERISE : terapi3.finance.cloud.tencent.com,
RBFEN ARG CEF A EMRTag
EOMZOERINEIRS : 200%/70,
EOSEFRATAE : 2020-02-20 16:45:25,
OIS E NEN,
A M2
2. WMNSE
UTBREHGIRIGE TEOBERSEIED AHSE | TBAHSHGIRDALERSEH,
SHEBR WA FEYFNULL St i)
Action = S String ~HSE, KIZFOBYE : BatchDeletelImagePersonal
Version =2 & String NHESE, AEOEYE : 2019-09-24
Region b=t & String AHBY , FEOFFTEEBLSH,
RepoName = &5 String BEZR
Tags = & Array of String Tag¥lz=
A Y 24
3. BitHZ4E
SHER RE ik
Requestld String H—EK ID , @RiEREPIRE. EfRBNFEERAZRIEKE Requestld,
tt\
4. SEIRAS
LAY 7O SSZEIERRIEIRD , EfttERASiFENAHER0.
FEIRIG A

ResourceNotFound.ErrNoRepo

WS : BRmEmEX
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HiRtD R
MissingParameter

InternalError

WS : BRmEmEX 2310 7@ #581m
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HEBMPR T AMREE

BIFEHAYE: 2024-06-18 14:31:20

=7 R
1. EOEA
EOBRER  terapi3.finance.cloud.tencent.com,
BFNARFEGCEFHENREGRCE
FNBEOERIEIRS : 200R/FD.
BEOSEFATE : 2020-02-20 16:56:22,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WAL FEVFNULL &<t TR
Action = S String IS, AEOBYE : BatchDeleteRepositoryPersonal
Version 2 &= String NHSE, AEORYE : 2019-09-24
Region 2 B String AHEBH  FEOTFEEBLSH,
RepoNames 2 & Array of String CEATREEH
A MM
3. S
SR ESig) R
Requestld String W—i5K ID , 8XIEREPSIRE. EENEERAZRIERKE Requestld,

4. FEIRD

UG T Ol SSIBIEERA0EIRD | BERIEN A HHEIRD,

Jdr

THIRND A
InternalError.ErrUnauthorized
MissingParameter

InternalError

WIS : B emEX 6311 1 H#581m
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Bl N iR A RS

BIFEHAYE: 2024-06-18 14:31:20

=7 R
1. EOEA
EOBRER  terapi3.finance.cloud.tencent.com,
FBFeIZEN FE A ES
FNBEOERIEIRS : 200R/FD.
BEOEFATE : 2020-02-20 16:27:42,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik AEENULL 38 Ak
Action 2 S String  AHSE, AEOEYE : CreateApplicationTriggerPersonal
Version 2 &= String  AHSE, AEOBYE : 2019-09-24

Region 2 & String  AHESH, AEOAFTEERLSEH,

RepoName 2 S String  fAABEREXAVEKCRE | library/testi8z

TriggerName 2 S String A EIETR

InvokeMethod = & String it , "all"£Effik |, "taglist"igEtaghiik , "regex"IENftA
InvokeExpr B = String MRS HRIRAIRIAT

Clusterld 2 S String  RIFBFRTETKESEEFID

Namespace g2 & String  RIFBRTTETKESER 2]

WorkloadType = B String gﬁfﬁ;g%ﬁfﬁﬁﬁ;ﬁ%ﬁéﬂ -zisDeployment. Statefulset.
WorkloadName 2 & String  MFERFTETKESERE TR BN

ContainerName £ & String  RNFEFRETKESERF TEGE TEREERIR

ClusterRegion =2 & Int64 NIFERRTETKESSRH I,

3. WS

WIS : B emEX %312 1 H581m
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SEER it A
Requestld String H—i5K ID , @XIEREPSIRME. ERNBEERAZRIERKE Requestld,
j:t\
EIBEEEE.'J
PATRZIE TS EERAEIRD |, EERSIEN A EIRD,
FEIRIG AR

ResourceNotFound.ErrNoRepo
ResourceNotFound.ErrNoUser
MissingParameter

InternalError
LimitExceeded.ErrTriggerMaxLimit

InvalidParameter.ErrTriggerExist

WS : BRmEmEX 2313 T #581m
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BN AWGRGhR A SR RS

ERITEFHYE): 2024-06-18 14:31:20

1. #EOfER

EOBRER  terapi3.finance.cloud.tencent.com,
FRFEN AR OSBRI

BONEOIERIRERIRE] - 200R/FD,

EOSEHAYE : 2020-02-20 16:40:00.

EOREEFAREN,
A sl
2. MINSH
UNERSEHFIRNGIH T EOBEKRSEIESS AHSE  TBRAHSEHFIRNAHIE RS
SEER WAisk FIFNULL Sl U
Action 2 & String NHEB#, AEOEYE : CreatelmagelifecyclePersonal
Version =2 & String NHESE  AEOEYE : 2019-09-24
Region 2 & String AHSH  FEOFFEEBLSEH,
RepoName 2 & String BEZIR
Type = & String keep_last_days{REFRITJLRAVENE keep_last_nums:{REBERITZ /DN
Val = = Int64 RERE
A s
3. HIHSE
SHER E-Sit) IR
Requestld String W—i5K ID , 8XIEREPSIRE. ERNEEREZRIEKE Requestld,

4. HRF

UG T O SSIBEERAEIRD , BERITEN A THEIRD,

Jdr

EIRED A
InternalError.ErrUnauthorized

ResourceNotFound.ErrNoRepo

WS : BRmEmEX 2314 TW #581m
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HiRtD R
MissingParameter

InternalError

WS : BRmEmEX 28315 @ #581m
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BN AhRas =258

ERITEFHYE): 2024-06-18 14:31:20

1. FOfEE

EOERIEE : tcrapi3.finance.cloud.tencent.com,
ABENNIREGCESETE , tasTEeRmE—
BONEOIERIRERIRE] - 200R/FD,

EOSEHAYE : 2020-02-20 17:00:17,

RO S 32 41N,
A M2
2. MASE
LATBREHGIRINGH TEOBERSHIED AHSE , TBAHSHGIRDALERSE,
SHER WAL FBEFNULL i fER
Action 2 & String ~HBE, KIZEOBYE : CreateNamespacePersonal
Version 2 i String NHESE, KEOBYE : 2019-09-24
Region 2 & String AHSH  FEOFFEEBILSE,
Namespace = & String T EFR
A MM
3. IHSE
SHER =it A
Requestld String H—i5K ID , 8XIEREPSIRME. EBNBEERAZRIEKE Requestld,

4. $EIRD
ARG T SO S BIEREAEIRED , BRI 2,

"fal%ﬁ% }ﬁ

[

LimitExceeded.ErrNamespaceMaxLimit
ResourceNotFound.ErrNoUser
InvalidParameter.ErrNamespaceExist

InvalidParameter.ErrNamespaceReserved

WS : BRmEmEX 2316 TW #581M



S BRASTCE ARG (TKE)

HIRD A
MissingParameter

InternalError

WS : BRmEmEX 28317 TW #581m
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BIEN ARG ECE

ERITEFHYE): 2024-06-18 14:31:20

1. #EOfER

EOBRER  terapi3.finance.cloud.tencent.com,
BFENARCEFIEEGRCRE
BONEOIERIRERIRE] - 200R/FD,

EOSEHAYE : 2020-02-20 16:58:17,

EOBIIOEE NN,

2. NS

LINERSHGIRNGIE TEOBRSEIRO RS | T,

SHBR Wik FEFFNULL RE
Action = " String
Version = =5 String
Region = a String
RepoName = = String
Public = B Uint64
Description B B String

A s

3. S

SHER St fER
Requestld String

H >

4. $EiR1S

PUNBUH T 3O SSIBEERA0EIRD | BfERIDEN AR

EIRED
InvalidParameter.ErrNSMisMatch

MissingParameter

WS : BRmEmEX

BesiRSS (TKE)

NHSE, AEOBYE : 2019-09-24
NHSEH , AXEOLTEEBLSE.
CERFR

(EIEZ S

BE—EK ID , SRIEREPRIRME., ELIDRATFERAEZRIERAI Requestld,

P4
—
dA
°
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HiRtD A
InternalError

InvalidParameter.ErrRepoExist

WS : BRmEmEX 2319 T #581m
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BIEN AR

ERITEFHYE): 2024-06-18 14:31:20

1. FOfEE

EOERIEE : tcrapi3.finance.cloud.tencent.com,
I AR

BOAEZEOISRIREPRE : 200%/FD,

EOEFAYE : 2020-02-20 16:21:46,

BEORGEE LN,
A M2
2. MASE
LATBREHGIRINGH TEOBERSHIED AHSE , TBAHSHGIRDALERSE,
SHER WAL FEEFNULL it fER
Action 2 S String IS, AEOBYE : CreateUserPersonal
Version =2 & String NHESE | ANEOEYE : 2019-09-24
Region £ B String NHSY , FEOFFTEEGBILSH,
Password = &= String BF=g
A MM
3. IHSE
SHER =it A
Requestld String H—i5K ID , 8XIEREPSIRME. EBNBEERAZRIEKE Requestld,

4. IR

UG T OSSR A0EIRD | BERIDEN A THEIRD,

Jdr

FHIRAS A
MissingParameter.MissingParameter
InvalidParameter.ErrUserExist

InternalError

WS : BRmEmEX £5320 7@ #581m
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MHPR I FE SR kA 28

BIFEHAYE: 2024-06-18 14:31:20

1. #EOfER

EOBRER  terapi3.finance.cloud.tencent.com,
FAF BRI SR F it 25

BRIASECBSRIRRIRG - 200/
SEOEHANE : 2020-02-20 17:04:37,

EORMER LN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

SHER DA FEFNULL
Action = &
Version 2 &
Region = &=
TriggerName 2 &5
A 74
3. S
SHER it A
Requestld String
4 %:I:I:‘l:l
IR0

UG T OSSR A0EIRD | EERDER AT

RS
ResourceNotFound.ErrNoUser
InternalError

ResourceNotFound.ErrNoTrigger

WS : BRmEmEX

String
String
String

String

BesiRSS (TKE)

NHEHSE, AEOBYE : 2019-09-24

\N

NHBH , AEROFFREBUSH.
AR RR BN

WE—EK ID , SRIEREPIRME., ELIDRATFERAEZRIBERAI Requestld,

o
™
di
°

%321 @

24, NEOBYE : DeleteApplicationTriggerPersonal
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HIFR ™ A2 BiREGMR A B sl ERE

BIFEAYE: 2024-06-18 14:31:21

=7 R

1. EOEA

EOBRER  terapi3.finance.cloud.tencent.com,
BFHBAN RSB GRS B 6EERRS
FNBEOIERIRIRS « 200R/FD.

BEOSEFATE : 2020-03-11 14:25:58,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Whi%E FBEFNULL &Sl A

Action 2 a String NHBE, KIZFOBYE : DeletelmagelifecycleGlobalPersonal
Version 2 &= String NHBE, AEFOBYE : 2019-09-24

Region 2 B String AHSH  FEOFFEEBILSE,

3. S

SHEWR - il A
Requestld String H—EK ID , @RiEREPSIRE. EENFEERAZRIEKE Requestld,
+H T
4. sE51R05

UG T2 SSIBIEERA0HEIRD , BEIRIDEN IR,
FHIRAS A

InternalError

WIS : B emEX 6322 71 H581m
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BesiRSS (TKE)

IR AMRERR B e Tag BaliFHERES

RITEFHHYE): 2024-06-18 14:31:21

1. FOfEE

EOERIEE : tcrapi3.finance.cloud.tencent.com,
RFEN ARG CETHIRC R Tag B ahiEERRER
BOAEZOISRIRERPRE : 200K/FD,

EOSEFRATAE : 2020-02-20 16:31:58,

BORMER LN,

2. NS

UTNBERSEGIRGIH T ROBERSHHBO NHSE | TBAHSHFIRDAHIERSH,

SHER WAL FEIEFNULL il fER
Action 2 S String ~HSE, KZEOBYE : DeletelmagelifecyclePersonal
Version 2 e String NHESE, AEORYE : 2019-09-24
Region = B String NHSH , FEOFFTEEGBILSEH.
RepoName 2 & String BEZFR
A MM
3. IHSE
SHER =it A
Requestld String H—iEK ID , ERIEKREIRE], EAIRRRITEERHIZIRIEKE Requestld,
>
. (EIR0D
PATBH 7O SSZEEXAEIRIE , BfbimRGIF =R,

IR
ResourceNotFound.ErrNoRepo
MissingParameter

InternalError

WS : BRmEmEX
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ERITEFHYE): 2024-06-18 14:31:21

=7 R

1. EOEA

EOBRER  terapi3.finance.cloud.tencent.com,
BFEN AR #ibRtag

FNBEOIERIRIRS « 200R/FD.

BEOSEFATE : 2020-02-20 16:46:13,

EOBEIOES NN,

2. NS

LATBREHGIRINGH TEOBERSHIED AHSE , TBAHSHGIRDALERSE,
SRR Whi%E FBEFNULL i R
Action 2 & String NHBE, KIZFOBYE : DeletelmagePersonal
Version 2 & String NHBE, AZEOBYE : 2019-09-24
Region 2 & String AHSH  FEOFFEEBLSE,
RepoName = & String CERFR
Tag 2 = String Tag&
A M
3. BitHZE
SHER ESid) fiEA
Requestld String M—igK ID , BXiEkEIREl, EAMATEERMZXIEK Requestld,
H >
4. 35103

PAIMRFIE 7O SSZEERaERND | BERGFE N AT ER.
HiRAD ik
InternalError.ErrUnauthorized
ResourceNotFound.ErrNoRepo

MissingParameter

WS : BRmEmEX 28324 TW #581m
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InternalError
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1. #EOfER

EOBRER  terapi3.finance.cloud.tencent.com,

ks =R E = E
FNBEOERIEIRS : 200R/FD.
EOEHATE : 2020-02-20 16:59:01,

EOBIIOEE NN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

BesiRSS (TKE)

SHER WAL FEEFNULL i fEA
Action 2 A String NHBE, KIZFOBYE : DeleteNamespacePersonal
Version = = String NHBE, AEFOBUE : 2019-09-24
Region = B String AHSH  FEOFFEEBLSE,
Namespace = = String mRETERFR
A MM
3. S
SR ESig) A
Requestld String W—i5K ID , 8XIEREPSIRE. EENEERAZRIERKE Requestld,
H >
. (HIR0D
PATBH 7O SSZEEXRAEIRID | BfbiEnRGIF A =R,

IR

InternalError.ErrUnauthorized
ResourceNotFound.ErrNoNamespace
ResourceNotFound.ErrNoUser

MissingParameter
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1. #EOfER

EOBRER  terapi3.finance.cloud.tencent.com,
BTN AREGC R

BONEOIERIRERIRE] - 200R/FD,

EOSEHAYE : 2020-02-20 16:57:02,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wi FBIEFNULL &g A

Action 2 S String ~HSE, KIZFOBYE : DeleteRepositoryPersonal
Version =2 &5 String NESE, AEOEYE : 2019-09-24

Region = & String ~HESH , AEOAZEZRLLSEL,

RepoName = & String CEZMR

3. S

BHAWR E it A
Requestld String H—i5K ID , 8XIEREPSIRME. EBNBEERAZRIEKE Requestld,
3
4, %EIBE
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ExpiredAt

BuildHistoryResp

MRZHBER

FBEFNULL

oy o oy o o

iy

A0 T™ZO5 | : DescribelmageBuildTaskLogInfoPersonal

BFR

BuildHistory

TriggerlnvokeCondition

A RRRRA

N~ EEOS|A : DescribeApplicationTriggerLogPersonal, DescribeApplicationTriggerPersonal

% N
InvokeMethod

InvokeExpr

BuildInfoResp

M EREIREER

A0 T™ZO5 |8 : DescribelmageBuildTaskLogPersonal

% N
TotalCount

BuildList

RespLimit

=
E=

=
E=

WS : BRmEmEX

FBEFNULL

a
=

=
=

=
=

ABEFNULL

a
[}

@
=

FEFNULL

T
[}

=
E

2
String

String

String

Bool
Datetime_iso

Int64

7

BuildInfo

=]
String
String
s
Int64

Array of BuildInfo

BesiRSS (TKE)

1%

SHEID
DhEEA
LhERTESLAIID
LHEERIRE
ShERIERTE

LShETHARTEIEL

1%

HEEE

35
a7
A=A

B
5

4%

I[O5S

&

eI EISYIIES

26386 1 H581m
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PP ECEuR EHE

#aNTEO5| A : DescribeUserQuotaPersonal

2R i FEFFNULL St
LimitInfo = = Array of Limit
AccessVpc
RRIENER

#WHITEO3 A : DescribelnternalEndpoints

BR Wisk FREFNULL S
Vpcld = S String
Subnetld = B String
Status = 5 String
Accesslp = ry String
UserInfo
HERAFER

W T#£MO3| A8 : DescribeUserPersonal

BR Wik FEFFNULL RE
Username = = String
Appld = = Inte4
ApplicationToken = = String
CreationTime = B String
TcrRepositoryInfoResp
Ter R ORI
#AT™EOSIA -
2R Wik FEFFNULL St
RepositoryList = 5 Array of TcrRepositorylnfo

WS : BRmEmEX

BesiRSS (TKE)

1%

Bea=!

gy

N

5%

Vpchild
FKId

IR NIRZS

S[ZEEINIS

BRI

1A

BEEESIZE

25387 T 581
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BuildReposList

MR BREFIRER

#Han O35 : DescribeSourceCodeRepositoryPersonal

BFR WA

Repos =

DesGitAuthRsp

HAGitAuthiR[E{E

#WaNT™EOS| A : DescribeSourceCodeAuthPersonal

BFR WASE
AuthMap =
Filter
JOR s

ABesRSS (TKE)
AIFNULL B i) A
= Array of BuildRepo CEERYIE
AIFNULL B il A
& String FBFGitAuthis 8

N T#EOS|A : Describelnstances

R % SENULL
Name 2 )
Values 2 B

HubSimplelnfo

Hubf Sk

sem
String

Array of
String

ik
[BHEER, BFAESFilterfit , Filter@AIXRDBES (AND ) XK.

BB, BEE—A FilterfZfEZValues , [E—Filter FValues[EfIX R 9iZEE,
(OR) X&.

#4035 | : DescribeDockerHubRepositoryPersonal

BR
Reponame
Repotype
Logo
SimpleDesc

IsUserFavor

WS : BRmEmEX

=
E
=

=
=

E
=
E

=
=

FEVFNULL &3ic) fEA
= String CESR
= String CREEZEE
B String BELogo
& String CEEER
S Bool = /IWGE
%5388 Tu $#581™
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B 5% FEFNULL e St A
FavorCount = S Int64 W2
RequestFavor

BRIONS , BTWERGCRE

AN T#Z O3 | - BatchDeleteFavorRepositoryPersonal

R A% FEFNULL &g fER

RepoName = = String KERIRIR CEERFR
RepoType = & String KHRE R B R RE
Regionld 2 S String biald

AutoDelStrategyInfoResp

SREN B M PR R

HA0T#=O5| 8 : DescribelmagelifecycleGlobalPersonal, DescribelmagelifecyclePersonal

BR Wiisk FeIFNULL ESit) A

TotalCount 2 & Int64 BEBE

StrategyInfo j=3 = Array of AutoDelStrategyInfo BoRFRRTIZE
RINFRE : Bl asfEX £6389 1 H581m
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HIRh

BIFEAYE: 2024-06-18 14:31:22

TREeRR

BesiRSS (TKE)

INFIREERFTFAE Error FER , MIZRZNERA APL LM, 590 :

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

12

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

Error FfY Code FHIRAS , Message FRNZia=AIEAER.

SHETEVIES
LHERB
EIRAD
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

WS : BRmEmEX

iEA
EIRAEE (A2 APIZEE ) |
MFA &R,

B FE. BEEHENEZRESCHMREESR | ISER | BOEERES
HEIFH  TERIEMEETE.

ERTH. Timestamp MRSBIRAGEMEENMGBIODH , IBRERINEERENER
BEL.

ERER. SEUEER  BURBEAANPRROLICEEES Z I AR,
token $&iR,

Bk CAM 1Y,

DryRun #F , RFRIBEREEEMINA . RESET DryRun 24,

(=SS

REBFEIR.

EORFHE.

SEGEIR.

SR EEIR.

$6390 1 H581m
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Hixh iEA
LimitExceeded IS ECRRBRE .
MissingParameter TROSEGEIR,
NoSuchVersion BEORATRFE.
RequestLimitExceeded TERADREGET T 3RZPRE.
ResourcelnUse RIS .
Resourcelnsufficient RIFAE.
ResourceNotFound RIFAFE,
ResourceUnavailable BREARTH,
UnauthorizedOperation KRIFURAE,
UnknownParameter RISEEEIR,
UnsupportedOperation EMEARSTHE,
UnsupportedProtocol http(s)iEKkIPSEIR , R3ZFF GET #1 POST 15K,
UnsupportedRegion BEOA SR T E I,
AV S5HERAS
HiRAD 18

InternalError.DbError
ResourceNotFound.ErrNoCommit
ResourceNotFound
LimitExceeded.ErrNamespaceMaxLimit
InvalidParameter.ErrNSMisMatch
InvalidParameter.ErrNamespaceReserved
MissingParameter
InternalError.ErrorTcrinternal
UnsupportedOperation
InternalError.ErrUnauthorized
LimitExceeded.ErrTriggerMaxLimit
InternalError.ErrAuthAssigned

InternalError.ErrorTcrUnauthorized

WS : BRmEmEX 28391 Tm #581m
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IR B
ResourceNotFound.ErrNoRepo
ResourceNotFound.TcrResourceNotFound
ResourceNotFound.ErrNoNamespace
InternalError.ErrConflict

InvalidParameter
InternalError.ErrorConflict
UnauthorizedOperation
InternalError.ErrMustAdmin
ResourceNotFound.ErrNoTrigger
UnknownParameter
InvalidParameter.ErrNamespaceExist
MissingParameter.MissingParameter
ResourceNotFound.ErrNoAuth
InternalError.Unknown
InternalError.ErrNotExist

InternalError
ResourceNotFound.ErrNoTag
InvalidParameter.ErrorTcrinvalidParameter
InvalidParameter.ErrUserExist
InternalError.ErrorTcrinvalidMediaType
InternalError.ErrGitApi
InternalError.ErrorOverLimit
ResourceNotFound.ErrNoUser
InternalError.ErrorTcrResourceConflict
InvalidParameter.ErrTriggerExist
InternalError.ErrRegistry

InvalidParameter.ErrRepoExist

WS : BRmEmEX $5392 70 #581m
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BaEARSS (tke)
ARZA ( 2018-05-25)
APIHEDS

BIFEHAYE: 2024-06-18 14:31:23

APIfRZAR

V3
= v

(EEEHASLEE S E
BOEMR REOThRE
CreateClusterAsGroup Bl EERFAYR4RE
DeleteClusterAsGroups PR EREHeR4E4E
DescribeClusterAsGroupOption SRR (RERCE
DescribeClusterAsGroups EERFRBARYBRYERS R
ModifyClusterAsGroupAttribute IS SRR Bt
ModifyClusterAsGroupOptionAttribute IEBERRR R rbEE M

v

Hitbkz [
BEOZMR BEO8E
Describelmages RIREIER
DescribeQuota SRENEERFRCER
DescribeRegions HiAESIR
DescribeVersions SEHIRAGER
ForwardRequest TKE APIServer{XIE#s &0

o v

s EXEO
BEOEZR BEOEE
DisableClusterAudit KITEERFRIT

WS : BRmEmEX $5393 T #581m
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X BIHSTCE

EOBR
EnableClusterAudit

GetDashboardID

P S eIl

EORTR

AddVpcCniSubnets

TREXEO

EORR
AddExistedInstances
CreateClusterInstances
DeleteClusterInstances
DescribeClusterInstancelds
DescribeClusterlnstances
DescribeExistedInstances

DrainClusterNode

CSE2 ISP S

BEORMR
AddClusterInstances
CheckClusterCIDR
ChecklIfLogCollectorExists
CollectAllCore
CreateCluster
CreateClusterEndpoint
CreateClusterVirtualNode

CreateClusterVirtualNodePool

WRFRE - BRmERMEX

BaRSS (TKE)

EOT0RE
[EhERF LT
SREUYYZREID

#ZOIhee

AIAVPC-CNIF /Y

BOThae

B EFERILHIZIEES
T RERDR

BRERRF AT R
IRENEERF I mIDFIR
EREHTRER
EEEEFENTIA

KE TR

EZOTRE

TRERFTR
MEERAICIDRER $58
REASKEMN (1H) REELFE
REESLFRE cputzEl

ellke S

ellfE S iEana] (ol |

ANINRESATS

BUREEI T ith

%394 ™

\|

£581m



X BIHSTCE

EORR

CreateLogCollector
DeleteCluster
DeleteClusterVirtualNode
DeleteClusterVirtualNodePool
DeleteHelmChart
DeleteHelmChartVersion
DeleteLogCollector
DescribeChartDownloadInfo
DescribeClusterEndpoint
DescribeClusterEndpointStatus
DescribeClusterKubeconfig
DescribeClusterSecurity
DescribeClusterServices
DescribeClusterVirtualNode
DescribeClusterVirtualNodePools
DescribeClusters
DescribeCosInfo
DescribeHelmChart
DescribeHelmChartDetail
DescribeHelmChartVersion
DrainClusterVirtualNode
EnableLogCollector
GetLogCollector
GetLogCollectorStatus
ListLogCollector
ModifyClusterAttribute
ModifyClusterVirtualNodePool
QueryOverage

UpdateLogCollector

WRFRE - BRmERMEX

AR5 (TKE)

EOThRE

ellfeSied= Rt ST =)
pillEaS 2

FRIBREEITI R
FRIBRREHATS it
filERChart

MipRCharthizas

pille= e SIWI([=)
SREX T #Chart58
BfjgERfendpointsiUE R
BERERFNRORE
REVHAIFAFAkubeconfig
SEIRBER
FRENEEREServiceFlZe
SRENEETI
SRENREHL TS it
ERERIR

FRENchart EfEcosfER
SRENchartZlz=
SREXchartiFis
FKENcharthiR A2
KEEIA TR

[EREEH(H) BRIk
IREYHSWERRRER(R)
REVERF RS ERRE
ERHERETIZR

IR R
ISR TS it
&ifJlicense cpu core2EHRF

S B SRR (1R)

%395 ™
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EOBTR OTheE

UploadHelmChart LEf&Chart

WS : BRmEmEX £5396 TW #581m
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ARG

EOEHv1

RITEHATIE: 2024-06-18 14:31:23

tcecloud API £33/ MARIERETEMNIGIE , BB NMNEKREZTEEAHIETREHFEEER(ER ( Signature ) LESIEERES D, &

BIERHEEFEIER , TEFILEE Secretld 7 SecretKey ; ERFRREREFIL , BRIERAPIZARNEERS , BNLEEA=API
&0,

s=E .

1. RisLEEit

ESE—XERATAPIZA] , BRI ZAPIZARERIELEEIE, L2EIFEE Secretld 1 SecretKey :
e Secretld FBF#rR APLEFESHD

o SecretKey FIFINEEE = BFIIRS S mICIE S E FRTRIEH.

s FHRPWITTESRELSEIE , BaittE,

HiEZ2EIFEREBIT

1. EFtcecloudBERFZHIA,
2. BIfE=APIZRRYEHI S TRE
3. A=APIZSATIHE , mir [FiE] BIALAGIER—XISecretld/SecretKey

IR AREKSRESELIABIRT Secretld / SecretKey,

2. AR

BT R&efEiESecretld f1 SecretKeyfg , FATIAEREZERT . U TREMSELANFMITFE
RIZFEFRY Secretld #0 SecretKey BIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

AR XBERERG , iSRIERF RN Secretld §1 SecretKey H{T/REHRME !
LU=IRSS2EEELAIFIZR(Describelnstances)iEsk Al , HAFEBX—ZOR , iS5 kESHEaeT:

SHER 3L SHE

Action Yahree=t Describelnstances

Secretld #Z5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp EE]:R|E1F=1 1465185768

Nonce PEHLIEEEEY 11886

Region SCAIRFERX I, ap-guangzhou

WIS : B emEX 6397 T H581m
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SHER 3L 248

Instancelds.0 FEIRISLAID ins-09dx96dg

Offset ImiE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. HSETHEFF

BEEMNEERSERSHEBNFEE ( ASCHRE ) FAFHIF. I8 1) RESHSHTHIF | SREFTINEE , 7&85tA/0 ;
2) #% ASCI 1BEE AN |, 30 Instancelds.2 EHEE Instancelds.12 |5 , AREFHEER |, UARREE. AATLUERRIZES PHIE%
HERFRESRSLIIX—INAE , 1 php B8 ksort R, EIRRBISEHIHEFERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region'’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
‘Version'": '2017-03-12',

}

EAECERRINESIAN , X EERAIFRISEEITHIF | ERIRER—EEA.

2.2, BHEEKRF AT

WWEBERMBERFGER. HE L —THERFRERSEISTN R SRR ="S81E I | 11X Action 281 , HSEEFRA "Action”
, BB "Describelnstances" , EIAEEH A Action=Describelnstances . ¥ : “S&E"HERIAETIEurSRREROE.

REBBINENS IS8R HEE—E | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHEER R EH

WEBERESBRENFHER., SERNFHAEAUTILINSE096:

1. 15k 7Ai%: 3% POST #0 GET 5= , XEBFER GET 5K , TG EAEXE.

2. ERENEELHFIFR (Describelnstances)iiEkiEZ /9 : cvm.finance.cloud.tencent.com, SLFRAVIEIEZRIEZE O RBERIOAR
BIfMAR | FEREEECRA,

3. IB5KERR: A =APIRBEKRIEREER /.

4. BRERER: B E—SERANEKRFRT R,

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES
TOIRIHERER

WIS : B emEX £6398 1 H#581m
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&V
ersion=2017-03-12

24, EpSREA

LS BEREZR, EER HMAC-SHAL Ei5X E— kSN SERRNFRBHTER | ARBERINSZHRFER Base6d #H1T4R
15, RIEAEHRENERE,
BRI , LA PHP IBS 41
$secretKey = 'Gu5tIXxGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETevm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE&Timestamp=14651
85768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBEINEREN:
EliP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR LERGIFRERGHTERIIE , BRNERHBS6IFHaI—EEE.

3. BRRIwG

RIS R BHTEEIRIFNBRESH , FEXHEBT URL i3,

W E—SARAIESE S ElIPOYW3pW28FpsEdkXt/+WcGel= |, RERERIINEZFIERKSEL ( Signature ) 9 :
EliP9YW3pW28FpsEdkXt%2f%2bWcGel%3d , AT EMRLRIEK URL,

AR NRAPRSEKSER GET , si&iEKA1%58 POST @Rt Content-Type A application/x-www-form-urlencoded , MI&iXiEK
RATFEERSHNEISREM URL B , SHEN-FFSARERG. I ASCI FRHE URL RISEIREESTLA UTF-8 #1748,

IR LREIESH http BERBEAFTESEHT urlencode , FEIXMMER T , MAREXIERBHT URL 3T , BUAX URL 4
EeSHERLM.

IR RS BEthRmER TR , MESHKA RFC 3986, A %XY IR RPN FHTE O LR . HP XY S+ BHFrF
(0-9 KB A-F) , BRINSE5IRER.

4. BZZEM

HRIESSIREN | FEUTERRMANEIR | iSHRIEIIREAE

RIS EIREA
AuthFailure.SignatureExpire BEILHR
AuthFailure.SecretldNotFound BIRAERE
AuthFailure.SignatureFailure ERHER

WS : BRmEmEX $8399 T #581m
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RS R
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 APl ZE3EAY )

5. BRIER

fESCRnyEAE APL 3.0 BY |, #EFFERECERtcecloud SDK 3.0 , SDK 3ETERANIRE , FARNRAX T~ mRHAEREZEORT, FHER
20 SDK iy, HRISTHFAIRIEESA ¢

* Python

* Java

* PHP

* Go

e JavaScript
e .NET

ATEBRNFERERTRE , THUSSMREES A0, B OANERTERARIIL. BXkIES. EREOMISANEEERLL LA
BiTfENE  ABRABRSETRE  FAESERN | TRTAIBRERMA SDK.

=AY url BJ8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPREEREEEN  HEEE AR RS HEIRTE |, FLECaNSRIEL url 7FEXSEEHFIFEE R curl Fa<EBINSIREIEN
Bk . SRH. ATEE—NTLUEERER url |, EEERIREIFH] Secretld 1 SecretKey NESLAVZESH , FHERRFHBIRTEEUE
79 Timestamp ,

IR A NENTRG , FARREES | BEER—ESSRITERIR url JEEEEMARE , RMASHIRNFAR |, (BXHARFIER
. REMAESHEE  BESITEIERRIE.,

TR LIMURB(ERT APL 3.0 , FEEERATHEMNERRE | BMERIERN APl , BTFEATERBLSHERUEER | B
XS R AYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);

WS : BRmEmEX 28400 7@ #581m
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] EENERGSEHTFHAER |, AFTreeMapfRILIF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// ZBRERNurl P SEInF B 2K

for (String k : params.keySet()) {

/] BEXSEKE#H Turlencode , AT keyEBRENFH , tUtA (St valueit{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LABEIHEF

// SCRmVEFBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextlnt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHES#

// EFRE RN RS ZE0RTE) |, 130 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~NFHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIES%4

params.put("Action"”, "Describelnstances"); // 2"H5%(

params.put("Version", "2017-03-12"); // AHEES#

params.put("Region”, "ap-guangzhou"); // AFHES#1

params.put("Limit", 20); // '535%§

params.put("Offset", 0); // 5354k

params.put("Instancelds.0", "ins-09dx96dg"); // \WZE#

params.put("Signature", sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // A+t
S

System.out.printin(getUrl(params));

}

}

Python

IR ANRETE Python 2 IMBEFIETT , BEEALE requests (K :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

WS : BRmEmEX 28401 7@ #581m|
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

"Limit" : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# HbSCRRER | AThiaaTaer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)

WS : BRmEmEX 28402 7@ #581m
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2 i
EOSHV3

BRI EAYE: 2024-06-18 14:31:23

tcecloud API £XIE/MAANEKRKIFITEMIEIE , BB NMEREBFEALTBERSHHEELRER ( Signature ) LIESIEEKRESD., &

BIERHREFEIER , TEFEILEE Secretld 7 SecretKey ; ZRFIRREREFIL , BRIERAPIZARNEERE , BNEEEA=AP
&0,

= \

1. RigLEEiE

HEEIXER=APIZE] , BRIERAPIZSARNERIELZEEIE. T2EIFEE Secretld # SecretKey :
e Secretld FBF#RR APL & BH

* SecretKey FAFINEEE F A EFIRS SRS S FRIEBER.
* FAFPWIFISREREEIE , BRtE,

REREFIENERLERINT

1. ZERtcecloudEEBFIEFIS.
2. BIE=APIZSBREHI S TRE
3. E=APIESHIRE , =i [#rEE] BIaJLABIE—XdSecretld/SecretKey

TR FFREKSRSLUABMXY Secretld / SecretKey,

2. TC3-HMAC-SHA256 &&753%

ERE  WFGETAE , R3Z#F Content-Type: application/x-www-form-urlencoded #M¥i&=. I3FPOST/% , BHREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data BRI , json IEXERARTEISEOYSZE , multipart 8=
REREWSEOSE: | WRHZEOEEER json 18zUERA | S5 R SEONRA.

THEUZRSHRERT MNXLHFIREAGF  DEBRNMBELRNTETRE. BAMXBEITERSLAIFIRIIF NS : Limit 71 Offset ,
{£F3 GET 73R,

BRIZFIFH] Secretld 0 SecretKey 252 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #0
Gu5t9XGARNpq86cd98joQYCN3EXAMPLE

2.1. JHEAEIE RS
AN TS HHEHIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

* HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , AR GET ;

WS : BRmEmEX 28403 T@ #581m
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e CanonicalURI : URI 2%, API 3.0 EZEAERKT (/)

* CanonicalQueryString : &2 HTTP i&Ek URL FEIEIRFHFER , XF POST 15K , EIEATFRIE , XF GET iEK , W9 URL g
£ (?) GENZRFEAS , AREIEYES : Limit=10&0ffset=0, ;¥ : CanonicalQueryString EE42id URL w3,

* CanonicalHeaders : £5&ZRILEMER | ZES host F content-type WLED , tLETIIANBENALESSEBIUREEEE
KEOE—MFIZ e, BHENN @ 1) 3LE8 key # value Fi—4ER/NG |, FEEERTIE |, 1RE8 key:value\n #zUHHE ; 2) SR,
HZRBSLER key (/NE ) ROFEEHEFRITHHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £5&ZMLEHER. | IRBBLLRIERBPL LIS 5TES |, 1 CanonicalHeaders B &HILERTE—XIRNHAY.
content-type &1 host J9uwsifELEB, HHENIN : 1) k3B key ZB—HA/NE ; 2) Z1KEB key (/NE ) 1RERFEHEF#H1THHE , FHELL
25 (;) PR, WHEIFF . content-type;host

e HashedRequestPayload : {EKIEXAIMEEE |, iTE 55N Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , X HTTP &
KEEANEX payload ffl SHA256 1575 , RE+7NHHIRS | RIGHRBSEEIGRH/NEFHE., T2 | }F GET i5K , RequestPayload [
FEHRTFRE , }F POST 53K , RequestPayload BP9 HTTP i5SRIEX payload.

HRIELLEAIN | OIS EIRAGEIERET (ATREW , \n BITFRIEESRITEHIN— 78K ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, PSS B RER
TS HHE S S 2=/ S

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

e Algorithm : &85% , BRIERE/A TC3-HMAC-SHA256 ;

* RequestTimestamp : iEKAEIEL , BiERLERAY X-TC-Timestamp BUE , N_E7RFIERS 1539084154 ;

e CredentialScope : EIFEE |, #8209 Date/service/tc3_request , @S HHR. FNEKARSINLRIEFFE (tc3_request ) , Date A
UTC tRERTEIR B , BUEREMASH X-TC-Timestamp REH) UTC 1RAERIEIERE—E ; service AF=mE , WS BAN™MR
5, FIa0 cvm, @0 ERGIESK , BYES 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASEHHEMEICIEREBREE , TEGER
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

P

1. Date Z/RMBTEIEL X-TC-Timestamp ITE152 , BRfX A UTC+0, MNRMARZAHEXES , HIIIFR/\X , ESHEXG
AR , BREEMTERUERY. BigAEE 1551113065 , 7£4</ \KAYATER 2019-02-26 00:44:25 , BEITEEE]
89 Date BX UTC+0 FYHHEARS 2019-02-25 , A2 2019-02-26,

WS : BRmEmEX 28404 TU #581mW
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2. Timestamp X/REXRIRFATE , BFEBERFEHENNEREERSHN , REEETADHPNSERM. NFRKEIEAFIR
EREREY |, JRESEIE T —RIYEE , BROERW (IREEZSHHER ) .

HRIELA LA | REIPERIRFERFRHRUT (AT RREN , \n RTFAESSRITENFI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. iH8SE
1) HEREREEE , (hRBUIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIAAY SecretKey ;
e Date : B Credential #f9 Date =E¥=8. , a0 L3~ , 792018-10-09 ;
e Service : B Credential g4 Service ZEREE. , W00, /9 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EItEBRINIRESZER ;
e StringToSign : AIZE2ATEBRIFEEFRIE ;

2.4. 8 Authorization
AN ™R E Authorization :

Authorization =

Algorithm + "' +

'Credential="+ Secretld + '/ + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

e Algorithm : &&75i% , BN TC3-HMAC-SHA256 ;
* Secretld : Z$AXIHAY Secretld ;

e CredentialScope : W3 , EIFEHE ;

* SignedHeaders : I £ , £5&ZRLIER |

* Signature : £

HRIBA AN | IR SEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl174c474

WIS : B emEX 25405 1 H581m
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RETEIERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&0Offset=0

BesiRSS (TKE)

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

L BRRM

HRIESSIREN | FEUTERRMANEIRS | ISRIELIREAE

RS LR
AuthFailure.SignatureExpire BRITH
AuthFailure.SecretldNotFound EIRAEE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld BIHIEE (A2 AP AR )

4 ISE N

. ’\ﬁ JE7N
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)J5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpg86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretkKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

/] EFRRX , BNESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : ﬁ;%;m:;ﬁiﬂﬁi*% *kkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkhkkk ig% 2 ;ﬁ%ﬁ%g?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printin(stringToSign);

// *hkRKkR KKk kKKK 5_3% 3: .H.%gg *kkkkKkhkhhhhhk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkhkkk ig% 4 j:}’fl:g Authorizatlon *kkkkhkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printin(authorization);

WS : BRmEmEX 28407 TW #581m
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TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

-*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# EIPSH
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkhkkkhkkkhkkhkkhkkk 55% 1 }ﬁ?g%mﬁiﬁ*% *kkkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"”

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkhkkhkkk i% 2 o ?#*%%E%?ﬁ% kkkhkkkhkkkkkhkkk
credential_scope = date + "/" + service + "/" + "tc3_request"

WS : BRmEmEX 28408 TW #581m

\|



S BRASTCE ARG (TKE)

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkkhkk ig% 3 : .‘L_I_gﬁg *hkkkkhkkkkhkkkhkk

# ITEEBHERE

def sign(key, msqg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *kkkkkkkhkkhkkk i% 4 o *#;% Authorization kkkkkhkkkhkkkhkkkx
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSECRINENERLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}

WS : BRmEmEX 28409 TW #581m
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15 KE5H4)

BIFEAYE: 2024-06-18 14:31:23

1. frsSHbit

bis ( Region ) 2IEVIEAVEIREFOMIMIEXEY. tcecloud3X IR 2 B2EE | HEARERERATEENREESE
th. ATIHEHEME. RS THEE  ENGEREREIIEEF I,

ERTLUEIT APIED EiiHSIR B mrtEIxR.

2. BEMY

tcecloud API FIFFEROMEIE HTTPS IHTE(E | IRIAEREMNEEEE.

3. 1BKTTE
S50 HTTP IS0 E:

* POST (%)
e GET

POST iE3k3z#59 Content-Type 28! :

e application/json (7 ) , X/RfEA TC3-HMAC-SHA256 £ 5%,

* application/x-www-form-urlencoded , %7f#R HmacSHAL g HmacSHA256 &&75i%.

* multipart/form-data ( {X&Bo#EEOEF) |, Wi{FR TC3-HMAC-SHA256 &&754.

GET & KIEREANAE#ET 32 KB, POST iERFEAEE % HmacSHAL, HmacSHA256 BFAR{Ei#BiT 1 MB, POST i&KkfEEE%s
755579 TC3-HMAC-SHA256 Afs73% 10 MB,

4, FRIImAS

FEFAUTF-84%%2.

WS : BRmEmEX 28410 TW #581m

\|



S BRASTCE ARG (TKE)

G{EIEEEES

BIFEAYE: 2024-06-18 14:31:23

RS

PARBRSS 20RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HIEFAT) , EeJaerOREIT

{

"Response”: {

"TotalCount": O,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response RENEH Requestld REENFE , TiCIHKRHEINEE , RE APIMET , UHESIRE,

* Requestld FBF—1> APIiERAIME—IRIR , 2R API HILRE |, STLABKERERA] , FHREZ ID KRR,

* [RTEEMNFES  HRIWARKREOENNTER  AENEOMMRENFES IO XEFREN. HFIHH TotalCount
InstanceStatusSet 59 DescribelnstancesStatus & OENXIFER , BT EREKNAFREMEZE=RSTLH , Elt TotalCount
FICER FEBRENES 0, InstanceStatusSet FIRI9%,

tEHIRIREIER
ERRSEN , BRI

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMEEZISKARKM, Error FEXEREAERRY Code 1 Message FERTEERLMAT 2 EIREIRY,

* Code FREMHBAEIRD , HiEkE BN LSRIBZIERBAEA TS RIBII X arEOX M AVERDS IR EEmE R MR R LR
.

Message B~ TIXMERAENERER , EWSEESIEMRKE | WAL BRISTEEE , AR AR KEXMERE
&,

e Requestld FBF— API iEKHIME—FRIR , WI5R API HIISE , STLABRREA] , FHEMZ ID sefREE,

~IIEIRY (TODO: EEERE, REEENERER?)

IREIZERPUNRIFAE Error FER , NIFRRBA APLIEOIKM,  Error 9 Code FERFRTMEIRD , ATE A SERIREHINAYEEIRA A AT
IREG , TRFIH T ARG,

WS : BRmEmEX 8411 Tn #581m

\|



O BASTCE
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AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

EEIES TS

ZBRIEE (F2= APLERERY ) .

MFA &%,
BT,
SRITH,
BEER.
token &R,

Bk R CAM 1YL,

BesiRSS (TKE)

DryRun #{F , RFBFRIGLEMING , RRSET DryRun 24,

HERAERIL
REREIR.
BRORMFE.
SHIEIR.
SHEYEEIR.
BT ECEpR b,
EROSEEIR,

EORARFE.

IERAVREGET T IRERPRAE

BRI EA.
BB E.
BRI,
BIRAE A,
RIRBUE(E.
RASEGER.

BERSEHS,

http(s)IEXRIMEEIR , 37 GET #1 POST 153K,

BORSHSRATEbEL,

%412 71 H581m
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/\ *
AN
BRI EAYE: 2024-06-18 14:31:23

/\tt.

AHBHERTRRAFMZEOSNENNSE  HE | EEMZARBARAXEPABNXESHHTRE , B8REKISFE
EHXLSH , FRRIERAEEK.

& N

BBHIE V3

{58 TC3-HMAC-SHA256 &75%RT , ALSHESS—HE HTTP Header ER:LERH , 11T :
SEZFR St Wik AR

BERROSMR. BESEROXETRASEHALSE Action RO, FINIZIRSHEHE

X-TC-Acti Stri =
ction fng = 1BELAIFIFRED , BYES Describelnstances,

WIS . FSRIRRA IR EI MbERIEE. RORZAEEESE R OXETRAS

X-TC-Region String 2 HAHSE Region BIRIA, TR | REROAFTEERZSH , EOXEP ISR
B8 | IESBMEEBIZ S AL,

X-TC- Integer | 2 457 UNIX BYE2E , ENERALE APLiSRAORNE. 5Ia0 1529223702, 5 : (IRSRSEE

Timestamp T HiSEsEEss , S5 EESIEER.

XTC-Versi , = EFRY APL RORRA. BUESHEOXEPAS LIS Version AU, FIAN=ARSS2RAMR

-TC-Version String =

7 2017-03-12,
HTTP fRAESDIAMESLERFER |, g0
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

Authorization  String 2 - TC3-HMAC-SHA256 : && 7% , BRiEENZE ;
- Credential : £4&ZiF , AKIDEXAMPLE £ Secretld ; Date & UTC fRA&RTEAIRHEE , B
EFENLHSE X-TC-Timestamp #5/Y UTC FRAERTEIREE—E ; service AF=m& , &
MEERFmEE—E, flgicvm ;
- SignedHeaders : 258 Z1HERILEHMSE | content-type F1 host JWA5ESLER ;
- Signature : BRFHE,

X-TC-T : - IRRPEFFTAEAY Token , FELSIGRIER—EGEMA. IRRIER Token FERHDEER

-TC-Token String 5

SREBZEOKE, KEIZHATEE Token,

BB V1

{8 HmacSHAL 1 HmacSHA256 &&75758) , ARSHEER—HEERSES , T

SHEBR KA ik R
Acti . = BERROER. RESEROXEPRASHATLSE Action B9IREE. FIIN=IRSSEE
ction String =

EsLHIFIZRED , BUEA Describelnstances,

WS : BRmEmEX 8413 Tn #581m



O BASTCE

SHETR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

s

e

String

Integer

Integer

String

String

String

String

String

i

alil

il

il

alil

oy

iy

BesiRSS (TKE)

fk

Ui SE , FSRIRRA BRI MEEAOEEE. ROEZAIMEEESEE ST
SN Region AUGER, 1R | RUREOATEECRZSH , EOEP IR
BlIiRBE , LERSBMEEEIZ St A ERL.

=5/ UNIX B{a)8 , AliCRAES APLiEKRAAT A, 1901529223702 , WNR SRR A
BEIX , 25EERIHER.

BEHLIEEEEL , 5 Timestamp BXSi#ek , FABFRILLLERINE.

FE=APIZHA_F ERBEHIRREDHY Secretld , —4 Secretld XFRME—HY SecretKey |,
SecretKey SFRAERLIEREE Signature,

BRER  BRRIEIXEKRNG AN | FERPRESFRNBMASEITEEH. Bt
BEESNEROERSME,

B{FRY APLESRRA., BUESEROXERASATSL Version B, AIN=RSES
A9RRAS 2017-03-12,

BEZ51, , Baiszi: HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIRIFER , EthiERISEHEAE HmacSHAL I8IFES.

IERPEBFER Token , BEESIGIIEHE—CER, GRS Token EEEHR)E
HIRSEARZEOKEL. KEIZHAEE Token ,

btz ( Region ) 2IEMIEAVEIRH ORI, tcecloud3FIIEARMGZ BR2RE | RHEARERERATZENREMISE
t. ATRHERERE. B8 TERE , BEERRFELEEFatbE,

ERTLUEIT APLED EiiFIR S5 TARItES IR,
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(ELAHENEPSEIM
Bl SREFRYRYEH

RITEHHYE): 2024-06-18 14:31:23

<7
1. EOHA
EOEKkiEA : tke.apil.finance.cloud.tencent.com,
NEETFERISRT I RaaH
BOAEZEOISRIRERPRE : 200%/FD,
EOSEFATE : 2020-09-03 19:31:58,

EEOBIIOE S N,

2. NS

UTNBERSEGIRGIH T ROBERSBHBO LHSE , TBAHSHFIRDAHIERSL,

SHBR Wik AAYENULL KA R
INHES ¥ s .
Version =2 &5 String NHESE | ANEOEYE : 2018-05-25
Region = = String REBE, FRFESIFHEREIZR
(TODO)
Clusterld 2 5 String £EfID

{RREBIERIBIESEL , jsonfb=r/FEE |
¥ EOCreateAutoScalingGroup,

AutoScalingGroupPara = &= String LaunchConfigurationldg
LaunchConfigureParaZ#18liE , A3ziF
55
BB EEIRBEESEL , jsonftFRIEE
I , ¥ CreateLaunchConfigurationiz

. . A. 59MNmageldS#HTFEFAERECSE
= =

LaunchConfigurePara = 8 String fimageldE8. , XNFERAZEEE,
UserData=ERig &Ei@idUserScriptiZ & ,
RN FRAREES,

InstanceAdvancedSettings & S InstanceAdvancedSettings  TREREEER

Labels & &= Array of Label T mlLabel#H

WIS : B emEX %5415 1 H581m

\|
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3. lHESE

SHBIR ESic) iR

LaunchConfigurationld String [EahECEID

AutoScalingGroupld String {eR44RID

Requestld String W—iEK ID , RiEKESIRE], EESATEERZXIEKE Requestld,

4. SRR
WG T B LS BRI ORI , RSB iS00,

IR 8

B4

InternalError.OsNotSupport
MissingParameter
InternalErrorAsCommon
InternalError.CvmNotFound
InternalError.Db

InvalidParameter
InternalError.AccountUserNotAuthenticated
InternalError.CvmCommon
LimitExceeded
InternalError.DbAffectivedRows
InvalidParameter.AsCommonError
UnsupportedOperation
InternalError.Param
InternalErrorImageldNotFound
FailedOperation

InternalError

WS : BRmEmEX 28416 TW #581M

\|
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MpREERF LA

BIFEAYE: 2024-06-18 14:31:23

L. g

EOERES :
MpRESEFH 48R
BONEOIBRIRERIRE] : 200R/FD,

EOEFTE : 2020-06-18 19:41:47,

EOBEIOES &N,

2. NS

tke.api3.finance.cloud.tencent.com,

BesiRSS (TKE)

SHETR whIFE FFFNULL =il f#A
Action 2 B String NHSE, KZOBYE : DeleteClusterAsGroups
Version 2 S String NHSE, KiZEOBYE : 2018-05-25
Region I~ S String NEBE, FIFESFHIMBIEHEIZR(TODO)
Clusterld 2 & String £EB¥ID |, @i DescribeClustersiZ[O5kEY,
AutoScalingGrouplds 2 B Array of String EERHEYERIDAYSIER
Keeplnstance S B Bool EEREBHBEPITRECAME : false(RMRE))
A sl
3. FitH S
SRR &g R
Requestld String W—i5K ID , &XIEREPSIRE. BRI EEREZRIEKE Requestld,
H >
4. §E5IR1S
PATBH 7O SSZEBEXRAEIRIE | BbERGIF N A HERE,
FHIRAD A

InternalError.QuotaMaxClsLimit

LimitExceeded

WS : BRmEmEX

%417 T H581m
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FEIRD 5

S

InternalError.QuotaMaxNodLimit
UnknownParameter
InvalidParameter
InvalidParameter.Param
ResourceNotFound
InternalError.Param
InvalidParameter.AsCommonError
InternalError.QuotaMaxRtLimit
InternalError.AccountUserNotAuthenticated
ResourcelnUse

InternalError

FailedOperation
InternalError.AsCommon

InternalError.PublicClusterOpNotSupport

WS : BRmEmEX 5418 TW #581m
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SRR AT &

RITEHHYE): 2024-06-18 14:31:23

1. O

EOEKRIEE : tke.api3.finance.cloud.tencent.com,
SRR E

BOAEZOISRIRERPRE : 200K/FD,

EOSEFRATAE - 2020-06-18 19:39:31,

EOBFIRE R EMN.

A M2
2. MANSE
ATBREHGIRIGH TEOBERSEIED AHSE | TBAHSHGIRDALERSE,
SHETR Vv FEFNULL ESid %
Action 2 B String ~HSE, AEOBYE : DescribeClusterAsGroupOption
Version =2 & String NS ANEOEYE : 2018-05-25
Region B S String RNEBEH, FEIFRSERIMEHEIZR(TODO)
Clusterld 2 5 String £EfID
A MM
3. S
SHBIR ESig) fEA

ClusterAsGroupOption  ClusterAsGroupOption  SEEf#M(RIEEME

E—IEK ID , 8RIEREPRIRE., EARFERAZRIBERATY

Requestld String Requestld
U o

4. $5IRMT

UG T 2O SSIZAEERA0EIRD | BERIIFER A TR,

B

BRI 5
UnknownParameter

UnsupportedOperation

WS : BRmEmEX 8419 TW #581m
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HiRAD 5

S

InternalError.Param
InternalError.CamNoAuth
InternalError.AccountUserNotAuthenticated
InternalError

FailedOperation

InternalError.AsCommon

WS : BRmEmEX 28420 TW #581m
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LSS SEENERENIES

BIFEAYE: 2024-06-18 14:31:23

1. #EOfER

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,

S5 SN B RHEUIIRS
BONEOIBRIRERIRE] : 200R/FD,
RBSE#AYE : 2020-06-18 19:42:36,

EOBIIOEE NN,

2. NS

LINERSHGIRNGIE TEOBRSEIMO RS, T

SHER Wk FREFNULL
Action = &
Version = &=
Region = &
Clusterld = =

AutoScalingGrouplds =~ &

|

Offset

i
i

Limit

iy
iy

3. WS

SHATR i)
TotalCount Uint64

ClusterAsGroupSet ClusterAsGroup

Requestld String

WS : BRmEmEX

BesiRSS (TKE)

S A
String NHBE, KIZFOBYE : DescribeClusterAsGroups
String  AHSE, AEOBYE : 2018-05-25
String  AXBE, EWFFRSTISHORBSSIZFR(TODO)
String  £EfID
Array
of R4E2AIDFIZR , WIRAZ , FRHIBNEERFREXHIFEYa2.
String
e , BIAR0, FREHSTIINSEL ; Limit AEURIREIRIRZRE
Int64 #2 , Offset HiREE. HBENEREFIF AN  RHEEITT
Limit FrfREANE , BPARIRE Limit 4ME.,
IREEE , BRAK20 , SEAEH100, SRS TS ; Limit
Int64 ERIREIREZEZEE |, Offset HRBE. SHEMNERETIFER L
BT, GNSREERBIL T Limit FrfRENNE , BPARIRE Limit MME.
iR
SERFRERAY 4RI SN
SEREREXAYRLRLET IR

BE—IEK ID , SRIEREPIRME., EMIDMATFERALZRIBERAI Requestld,

%421 T H581m

\|
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4. FEIRS

UG T OSSR A0EIRD | BfERIIFE N AR,

£

HIRD i)
InternalError.VpcCommon

InternalError.VpcPeerNotFound

InternalError.VpcRecodrNotFound

InternalError.Db

InternalError.Param

InternalError.AccountUserNotAuthenticated

InternalError

FailedOperation

InternalError.AsCommon

InternalError.PodNotFound

WS : BRmEmEX 58422 TW #581M
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(ZEE R ERaZE R 1%

BIFEAYE: 2024-06-18 14:31:23

1. #EOfER

EOERES :
IR R
BONEOIBRIRERIRE] : 200R/FD,
EOEFATE : 2020-06-18 19:43:07,

EOBIIOEE NN,

2. NS

SHER Wik SSIFNULL
Action = B
Version = B
Region = =
Clusterld =z =
ClusterAsGroupAttribute & &
o X
3. BiHE
SHER St A
Requestld String K—EK ID , &XiE
H >
4. FEIRAS

UG T 2O SSIBEERa0EIRD , BERIFEL L

FHIRAS
InvalidParameter.RouteTableNotEmpty

LimitExceeded

WS : BRmEmEX

tke.api3.finance.cloud.tencent.com,

BesiRSS (TKE)

St ik
String AHBH, AEORE :
ModifyClusterAsGroupAttribute

String NHSBE, KiZOBYE : 2018-05-25
String RNESH, FENFRSSRIMEEIZR(TODO)
String £85ID

ClusterAsGroupAttribute = SER¥ KBV EBFEEBM
KREPSIRE, ERRRASBEERMHIZRIERE Requestld,

BRI,

%5423 T H581m
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IR A
UnknownParameter

InvalidParameter.GatewayAlreadyAssociatedCidr
InvalidParameter

InvalidParameter.Param

ResourceNotFound

UnsupportedOperation
InvalidParameter.AsCommonError
MissingParameter
InternalError.CamNoAuth
InternalError.AccountUserNotAuthenticated
InvalidParameter.CidrOutOfRouteTable
ResourcelnUse

InternalError

ResourceUnavailable
UnauthorizedOperation

FailedOperation

InternalError.AsCommon

WS : BRmEmEX 28424 TU #H581W
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(E SRR I R R 1T

BRI EAYE: 2024-06-18 14:31:23

L. g

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
(Ere St gL Ees

BONEOIBRINEIRE] - 200R/F

EOEFATE : 2020-08-22 22:08:42,

EOBEIOES &N,

2. NS

UTBERSEGIFRGIH T ROBERSHIBO NHSE , TBAHSHFIRDAHIERSH,

SHETR Wik SRPENULL k3 35
N
Action = & String KIBH , AELRE -
ModifyClusterAsGroupOptionAttribute
Version 2 = String NS, KEORBYE : 2018-05-25
Region = S String AHBH, FENFRISRMERZIZR(TODO)
Clusterld = = String EREID
ClusterAsGroupOption 2 S ClusterAsGroupOption  SEEfsHME(RIEEME
A M2
3. IHEE
SHER it A
Requestld String H—iEK ID , BRiEKREPSIRE]., EEMATEERAZXIEKA Requestld,

4. $EixtS

LA T O SSBERXAEIRD , EEEREEFEN AT =R,
IR A
ResourceUnavailable

InternalError

WS : BRmEmEX 28425 T #581m
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FHIRAD R
ResourceNotFound

MissingParameter
InternalError.CvmCommon
InternalError.CvmNotFound
InternalError.Db

ResourcelnUse
InternalError.ClusterNotFound
UnknownParameter
UnauthorizedOperation
InternalError.DbAffectivedRows
InternalErrorAsCommon

UnsupportedOperation

WS : BRmEmEX 28426 TU #581M
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S BRASTCE ARG (TKE)

HithizO
REGEGRER

BIFEHAYE: 2024-06-18 14:31:23

1. O

EOEKkiEA : tke.apil.finance.cloud.tencent.com,
REUREIER

BOAEZEOIERIREPRE : 200%/70,

EOEFHATE : 2021-04-09 10:35:32,

EOBIIOES &N,

2. NS

SHER Wik FEEFNULL e i) A

Action P & String ~HSE, KIZFOBYE : Describelmages
Version =2 &5 String NESE, AEOBYE : 2018-05-25
Region ! S String RNESH, FEIFRSISRMRZIZR(TODO)

3. BiHSE

SHER il A
TotalCount Uint64 REHE

ImagelnstanceSet Imagelnstance ERERTIER

Requestld String —igK ID , &XiEkEIREl, EATRAEERMZXIEK Requestld,
+H T
4. RS

UG T 2O SSIBEERAUEIRED | BERIFEN AT IR,

FEIRD 1)

S

InvalidParameter.RouteTableNotEmpty

WS : BRmEmEX 58427 TW #581M



S BRASTCE ARG (TKE)

FEIRD 5

S

InternalError
InternalError.DbAffectivedRows
InternalError.DbRecordNotFound
InternalError.CamNoAuth
LimitExceeded
InternalErrorImageldNotFound
InternalError.Db
UnauthorizedOperation
FailedOperation
InvalidParameter.Param
MissingParameter
ResourceUnavailable
UnsupportedOperation
ResourcelnUse
UnknownParameter

ResourceNotFound

WS : BRmEmEX 28428 TW #581M
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SRENESRHECER

RITEHHYE): 2024-06-18 14:31:23

=z A

1. EOHA

EOEkigE : tke.apil.finance.cloud.tencent.com,
SRENERFECER

BOAEZOISRIRERPRE : 200K/FD,

EOFEHAYE : 2021-04-09 10:36:43,

BRI E S EN,

2. NS

BesiRSS (TKE)

UTNBERSEGIRGIH T ROBERSBHBO OHSE , TBAHSHFIRDNAHIERSH,

SHEWR WAl FEFNULL
Action = &

Version 2 &

Region 2 &

A s
3. s

SEER sem ik
MaxClustersNum Uint64

MaxNodesNum Uinte4
Requestld String
25
4. se=hS

s
String
String

String

UG T 2O SSIBEERA0EIRD | BEREL L

e
InvalidParameter.RouteTableNotEmpty
InternalError.DbAffectivedRows

InternalError.DbRecordNotFound

WS : BRmEmEX

NHESE, ANEOEYE : 2018-05-25

NHEHBE, FRFRIFABIEEIZR(TODO)

2K S SR ESSRIRA SRR S E
2K S SRR SR AT REE

E—IEK ID , &RIEREZIRE]., EIASFERAZRIBERAT Requestld,

HERIRD,

55429 T H581m
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FEIRD 5

S

LimitExceeded
InternalError.Db
UnauthorizedOperation
InvalidParameter.Param
ResourceUnavailable
UnsupportedOperation
ResourcelnUse
UnknownParameter

ResourceNotFound

WS : BRmEmEX 28430 7@ #581m
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EHifjitgFIZE

BIFEAYE: 2024-06-18 14:31:23

Sz HE A

1. EOEA

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
RN IR S ST a bl

FNBEOERIEIRS : 200R/FD.

EOSEFATAE : 2021-04-09 10:39:30,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WA FEEFNULL ESic) faEA

Action = & String NHSE, KZFOBYE : DescribeRegions
Version 2 & String AHSE, AEOE : 2018-05-25
Region B S String REBE, FIFESHIMIEHEIZR(TODO)

3. S

SHER Sl U
TotalCount Uint64 BiihEI7E ey

RegionInstanceSet RegionInstance hciaZdlES

Requestld String W—iEK ID , &RiEKESIRE], EfAMATEERAZXIERKA Requestld,
H >3
4. i81x08

PAIMRFIE 7O SSZEERaERND | BERGFE N AT ER.

HiRAD 5

S

InternalError
InternalError.DbAffectivedRows

InternalError.DbRecordNotFound

WS : BRmEmEX 28431 70 #581m
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HiRAD 5

B

InternalError.CamNoAuth
LimitExceeded
InternalError.Db
UnauthorizedOperation
FailedOperation
InternalError.AccountUserNotAuthenticated
MissingParameter
ResourceUnavailable
UnsupportedOperation
ResourcelnUse
UnknownParameter

ResourceNotFound

WS : BRmEmEX 28432 TW #581m
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ERHRAER

BIFEAYE: 2024-06-18 14:31:23

Sz HE A
1. EOEA
ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
SRENEERFhRAER
FNBEOERIEIRS : 200R/FD.
BEOSEFATE : 2021-04-09 10:30:27,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FEEFNULL e i) A

Action P & String ~HSE, KIZFOBYE : DescribeVersions
Version 2 & String AHSE, AEOE : 2018-05-25
Region B S String RNESH, FIFRSSRMRZIZR(TODO)

3. S

SHER S A
TotalCount Uint64 [ =t

VersionInstanceSet Versionlnstance heAFIZER

Requestld String M—igX ID , ®XiEKEIREl, BT EERALZXIEKA Requestld,
+HET
4. =S

PAIMRFIE 7O SSZEERaERND | BERGFE N AT ER.

HiRAD 5

S

InvalidParameter.RouteTableNotEmpty
InternalError

InternalError.DbAffectivedRows

WS : BRmEmEX 28433 TW #581m
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FEIRD

InternalError.DbRecordNotFound

InternalError.CamNoAuth

LimitExceeded

InternalError.Db

UnauthorizedOperation

InvalidParameter.Param

MissingParameter

ResourceUnavailable

UnsupportedOperation

InternalError.Param

ResourcelnUse

UnknownParameter

ResourceNotFound

WS : BRmEmEX

BesiRSS (TKE)

%434 ™

\|
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BesiRSS (TKE)

TKE APIServerft{iEsE &4z

BRI EAYE: 2024-06-18 14:31:23

<z R
1. #EOEA
ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
YUNAPI 24 i55K25TKE APIServerizd
FOANBEOIERIERS : 2000K/FD.
EOSEFATAE : 2021-04-09 10:36:02,

EOBEIOES &N,

2. NS

LINERSHGIRNG I TEOBERSEFIED AHSE , T

SHEBR i FEFNULL
Action = &
Version = =
Region 2 =
Method = =
Path =2 &
Accept & &=
ContentType = &
RequestBody S B
ClusterName & &
EncodedBody B =
Clusterld B B

3. MHEE
SHER ESic) fEik
ResponseBody String
Requestld String

WS : BRmEmEX

E—IEK ID , BRIEREPRIRME., EMAMASFERAZ

NHBHGIRDATEERSEL,
=it f#A
String nHSE, KZOBYE : ForwardRequest
String ~HSE, AEOBYE : 2018-05-25
String AHBH, FERFRIFHMRZIZR(TODO)
String iBXKtke-apiserver httpiERII AT %
String i53ktke-apiserver httpigkifialigR
String 153ktke-apiserver httpskrrAccept&E)
String 15Ktke-apiserver httpskeContentType£#{
String iEKtke-apiserver httpigskbodylsE
String 15Ktke-apiserver httpskeX-TKE-ClusterName£#§
Bool REREiIEKbodyEE
String SRUER

iBktke-apiserver httpigkiREIbody/EE

ShyEE

WRIEKAY Requestld,

5435 1 H581m

\|
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4. SRR
PAIMRZIE T OSSP EERaIERID | BERIDFE N AT ERE.
FEIRD T
InternalError
InvalidParameter
LimitExceeded
UnauthorizedOperation
FailedOperation
MissingParameter
ResourceUnavailable
UnsupportedOperation
ResourcelnUse
UnknownParameter

ResourceNotFound

WS : BRmEmEX 28436 TW #581M
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ISP SEIN
RAERFERLT

BIFEHAYE: 2024-06-18 14:31:23

1. O

EOEKkiEA : tke.apil.finance.cloud.tencent.com,
KRR

BOAEZEOIERIREPRE : 200%/70,

EOEFTE : 2022-01-21 11:24:59,

EOBIIOES &N,

2. NS

LINERSHGIRNGIE T EOBRSEFRBD RS, T,

SHBR Wik FEFFNULL RE
Action = &= String
Version = =5 String
Region = &= String
Clusterld = = String
A M
3. FitHEE
SHER ESid) fiik
Requestld String H—iEK ID , @RiEREpE

4. TEixtS

UG T 3Ol S5 EERA0EIRD | BRI AR

EIREE
UnknownParameter

InvalidParameter

WS : BRmEmEX

BesiRSS (TKE)

2%, AEOEYE : DisableClusterAudit
NEESE, AEOEYE : 2018-05-25
ANHBE, FE T RSIERREREIZR(TODO)

i

F£3(D)

o EMIERAFEERAEZRIERAI Requestld,

P4
™
dA
°

56437 T H581m
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HIRD A

InternalError

WS : BRmEmEX 28438 TW #581M

\|
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JERIEREERRLT

RITEHHYE): 2024-06-18 14:31:23

1. O

EOEkigE : tke.apil.finance.cloud.tencent.com,

EEheerteEt 1) ERAFsErN B EENESER-R.

FRONEIERERERIRE]  200%/%0,
HEOSEFHATE : 2022-01-21 11:29:23,

BRI E S EN,

2. NS

LITNBERSHGIRNFIE TEOIBRSHFERD 1t
SHEBR 515 FEVFNULL
Action o iy
Version = B
Region = =
Clusterld = B
Logsetld B &
Topicld = &
RegionId 3 B

3. WHEE
SHBR RE fEik

Requestld String

4. TR

%

\

UG T 2O SSIZAEERA0EIRD | BERIBFEN AT HEIRS,

HiRAD

InternalError

WS : BRmEmEX

BeaiRSS (TKE)
2) [FRANBEENEEER,
#H , TEAHESHFIRDAHLERSE]
E: Sl iR
String NHEE , AEOEYE : EnableClusterAudit
String ~HEHSE, AEOBYE : 2018-05-25
String NHSH, FENFTRSIEHREEFIZR(TODO)
String £EfID
String HEEID
String HEFEID
String XigID
H—iEK ID , ®RiEKEPSIRE]., EEMATEERAZXIEKA Requestld,
U
%5439 T H581m
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HiRtD R
InvalidParameter

UnknownParameter

WS : BRmEmEX 28440 TW #581m
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SREUNEREID

BIFEAYE: 2024-06-18 14:31:23

1. #EOfER

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,

1.DashboardTypedJi%(E: £1338it : audit-overview,audit-search,audit-node-overview,audit-k8s-resource-overview
EOMZECIERINEIRS) : 200%/70,

EOEFAYE : 2022-01-21 11:26:42,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wil FEYFNULL KA T
Action = & String NS, ANEOEYE : GetDashboardID
Version 2 & String AHSE, AEORYE : 2018-05-25
Region 2 S String AHSE, FIFRIFERFIZRTODO)
Clusterld = = String EEFID
DashboardType 2 S String ESEeSill

3. WS
SHER 3] f#A
DashboardID String {EREID
Requestld String H—IEK ID , ®XIEKREPSIRME. BRI EERAIZRIEKE Requestld,

j:l: .
%EI 19':'5
LUTREIH 7O\ S ZEER A EIRD |, EfhEnRaDIE N 2 TR,
FEIRMG A
UnknownParameter

InvalidParameter

WS : BRmEmEX 55441 M H581HM
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HiRtD R

InternalError

WS : BRmEmEX 28442 TU #H581W
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EELEPSEIN
2 I0VPC-CNIFY

RITEHHYE): 2024-06-18 14:31:23

1. O

EOEKkiEA : tke.apil.finance.cloud.tencent.com,
FERMEIETVPC-CNIRT , RINEES 7
BOAEZEOISRIRERPRE : 200%/FD,

EOSEFRAETAE - 2021-11-15 20:35:21,

EORWERREN.

2. NS

UTNBERSEGIRGIH T ROBERSBHBO LHSE , TBAHSHFIRDAHIERSL,

SRR Wi FEEFNULL ESidl T

Action = & String ~HSE, KZROBYE : AddVpcCniSubnets
Version =2 & String NHESE | ANEOEYE : 2018-05-25
Region 2 = String RNEBE, FRFRSHFHIEFIZR(TODO)
Clusterld 2 &5 String EE¥ID

Vpcld = ) String VPC ID

Subnetlds = = Array of String ERINAYFMID

3. S

SEER - it AR
Requestld String H—i5K ID , @XIEREPSIRME. EBNEERAZRIEKE Requestld,
3
4, %EBE

UG T OS5I EERA0EIRD | BERISER A HHEIRD,

THIRAG A

WS : BRmEmEX 55443 TM H581m
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HIRD A
InvalidParameter

FailedOperation

UnknownParameter

WS : BRmEmEX 55444 TM H581

\|
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T REXREO
B LT ERISEHIRISET

BIFEHAYE: 2024-06-18 14:31:23

<7 A
1. ZFOfEA
EOBRIEE : tke.apil.finance.cloud.tencent.com,
IS FERISTHIEISERE
EOMZCERINERS) - 200%/70,
EOSEFRATAE - 2021-05-10 11:20:07,

EOBIIOES &N,

2. NS

SHBR Wik AEFNULL
Action b )
Version = B
Region = =
Clusterld = )
Instancelds = )
InstanceAdvancedSettings & B
EnhancedService B B
LoginSettings B =
SecurityGrouplds B =

WS : BRmEmEX

String

String

String

String
Array of String

InstanceAdvancedSettings

EnhancedService

LoginSettings

Array of String

BesiRSS (TKE)

fHik

~HESH, AEOBYE !
AddExistedInstances

NHSE, AEOYE : 2018-05-25

REBH, R ESISAERIR
(TODO)

&EFID

SEYIIES

SIHFHIMEERESEER

1EEiRSS. BURSHALIEEREHER
Ze. nEERS. ENEEZESH N

HAFEoEE. aR2RsS.

TRERER ( BRHXSHERPassword
BiE M Keylds )

LBIFfEREAE, ZSEALIBERR
DescribeSecurityGroups KR EIEH]
sQIdFESRIREL. ENEEZESH  NGkE
BAR2E, ( BRfCHFHEBER M sgd)

5445 1 H581m

\|
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SHENR

HostName

NodePool

3. iHESE

SRR
FailedInstancelds
Succlnstancelds
TimeoutInstancelds

Requestld

4. FEIRD

UG T 3Ol S5 EERA0EIRD , BRI A HHEIRD,

HIRAD

InternalError

iy

iy

InternalError.DbAffectivedRows

InvalidParameter
LimitExceeded
InternalError.Db

InternalError.Param

WS : BRmEmEX

FEIFNULL it

= String

= NodePoolOption
A

KM RRID

AIHEIT =ID

BesiRSS (TKE)

%

BERZEGA , TLUEEIEBERAIRY
HostName(&E£9HostNamet&E=(AT , It
SEME |, IINBTRR SIS AEF/IING
RunInstancesiZ[HostName—E&%)

HSERIIMFAT I,

T3 RUHIZEIN

FBRYAIR Bl RT3 RAAVID (RTHESR , tHRTEERTD)

E—iEK ID , ®RiEREIRE,

Jdr

ENAERTEERHHZXIERA Requestld,

%5446 T1 H581m
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T ERSEEHT A

RITEHHYE): 2024-06-18 14:31:23

AR N
1. EOHAR

EOEkigE : tke.apil.finance.cloud.tencent.com,
7RG SRR

BOAEZOISRIRERPRE : 200K/FD,

EOSEFATE : 2020-06-16 15:57:00,

EOBIIOEE NN,

2. NS

SEER W% IFNULL S8R iR
. . AHSE, AEORE :
Act = = St o ’
ction = = nng CreateClusterlnstances
Version =2 & String NHESE | ANEOEYE : 2018-05-25
NS SRS
Region = = String (L_FaD/Oé)ﬂ . RIS R bRz
. 85 ID |, 1B1EE BERERHIE EOSIRME]
ClusterId =2 & St -
uster = = g i clusterld ==E&
InstanceAdvancedSettings =~ & & InstanceAdvancedSettings  SCAEIIMNEEIRBSEUSE
R | e
RunInstancePara = & String \CVM@J@I&%’& LJSOM%—?—?’-’}%%EE '
FIRunlnstancesizZO,
A s
3. HIHSE
SHER ESit] R
InstanceldSet String THRASLHIID
Requestld String HE—EK ID , 8RiERESIRE], EMCRAIHEERHIZRIEKRE Requestld,

4. R

UG T OSSR A0EIRD | EfERIRFE R A HHEIRD,

WIS : B emEX 55447 T H581m
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HIRtS 3

5

InternalError.QuotaMaxClsLimit
InternalErrorImageldNotFound
InternalError.VpcCommon
InternalError.VpcPeerNotFound
InternalError.CvmCommon
InternalError.QuotaMaxNodLimit
InternalError.VpcRecodrNotFound
UnknownParameter
InternalError.Db
InternalError.OsNotSupport
InternalError.CvmNotFound
InvalidParameter
ResourceNotFound
UnsupportedOperation
InternalError.Param
MissingParameter
InternalError.DbAffectivedRows
InternalError.QuotaMaxRtLimit
InternalError.DbRecordNotFound
ResourcelnUse

InternalError
InternalError.UnexceptedInternal
ResourceUnavailable
UnauthorizedOperation

FailedOperation

WS : BRmEmEX 28448 TW #581MW
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MIFREREF AT R

BIFEAYE: 2024-06-18 14:31:23

1. #EOfER

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
B EERF-RAISLAI
FNBEOERIEIRS : 200R/FD.

EOEFATE : 2021-05-10 11:17:55,

EORIEE NN,
A sl
2. MASH
UINERSEHFIRNGIH T EOBEKRSEIESS AHSE , RBAHSHFIRNAHERSE,
SEER Wi IFNULL 88 A
Action = &5 String NS, AEOEYE : DeleteClusterlnstances
Version 2 & String AHSE, AEOBYE : 2018-05-25
Region = B String AHBE, FENF=RSTSHIRBISSIZR(TODO)
Clusterld = = String EEFID
Array
Instancelds =2 & of FHlInstanceld%ZE
String
ERESTBIMIBRATRYSERS © terminate ( $8ERSLl |, (NEHHEEITER ST
= =
InstanceDeleteMode P & String HSER ) retain ({551 | (REBSCHI )
ForceDelete S £ Bool EEEHIMER (ST VIR, TLUEESEPTRUE)
A sl
3. ®mHSE
SHATR i) U
Succlnstancelds String BRIOMIBRES cvmLfAlid% IR
FailedInstancelds String RALIMIBRHI cvmLfFlidFIZR
NotFoundInstancelds String FREEIAIcvmELAlidFZR
Requestld String HE—EK ID , &XiEKREPSIRE, BRI EERMEIZRIEKA Requestld,

WS : BRmEmEX 55449 TN H581m
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4. SRR
PAIMRZIE 7OV SSZEERaIEIRN , BERGFE N AT ERE.
HRTD fER
InternalError
InternalError.DbAffectivedRows
InvalidParameter
LimitExceeded
InternalError.Db
InternalError.Param

InternalError.PublicClusterOpNotSupport

WS : BRmEmEX 28450 TW #581m
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SRINEE R RIDFIER

BIFEAYE: 2024-06-18 14:31:23

1. #EOfER

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,

SREVEERF TS IDFISR ({NPERGER]
FUAZ OB ISR : 200R/7D.

EOEFATE : 2021-04-09 10:27:23,

String
String

String

EORRIRER N,
A sl

2. MINSEYL
UNERSEFIRNGIH T EOBERSEFESL LS,

SHEWR W% FEFNULL

Action = )

Version = iy

Region = =

Clusterld = &=

iy
iy

InstanceRole

Offset

iy
iy

Limit

iy
iy

iy
iy

VaguelpAddress

iy

VaguelnstanceName &

H
Iy

InstanceStates

Labels

iy
iy

3. iS4

WS : BRmEmEX

String

String

Int64

Int64

String
String

Array
of
String

String

BesiRSS (TKE)

NHESH, AEOBYE : 2018-05-25

\)

\N
7

NS, FRSIFIMIESIZR(TODO)
&EFID

TR, MASTER, WORKER, ETCD, MASTER_ETCD,ALL, ZIAS
WORKER, ZXIASAIWORKERSEEY,

fmEE , BUAR0, FsRIEHOTISE ; Limit AERREINGRSEE
#HE , Offset MiREE, BHENEREFIFFAN , MRHESHEIT T
Limit FrfRERVE , BBARIRME] Limit 4ME.

IREE , BIAK20 , SAE9100, FBSREFISTRAISEY ; Limit &
RERNRZZEEHE | Offset MiREE. HHENEREYIFR AT,
WERENEBIT T Limit FIIREANE , FFARIRE] Limit ME.

RIET RAVIPHBIEAITIEZER |, FRHERIMIPFOSMNYIP

HRIET AR R TR

HRIET RBPIRESH T

RIET ARSI TIER

%5451 T H581m
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SHRAR &g R

InstanceldSet String TRIDFIER

TotalCount Uint64 HE

Requestld String HE—iEK ID , ®XiEKREPSIRE, BRI EERMEIZRIEKA Requestld,

4. 5=
PATMBH 7O SSZEERRIEIRID , BfbsERAGIF I TR,
FEIR TR
InternalError
InternalError.VpcPeerNotFound
InternalError.VpcRecodrNotFound
InternalError.AccountUserNotAuthenticated
InternalErrorAsCommon
InternalError.CvmCommon

InternalError.Param

InternalError.VpcCommon

WS : BRmEmEX 28452 TW #581m
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HRERTRER

BIFEAYE: 2024-06-18 14:31:23

AR N
1. EOHAR

EOEkigE : tke.apil.finance.cloud.tencent.com,
ERERF T RLAER

BOAEZEOISRIREPRE : 200%/F0.

EOEFTE : 2021-04-29 11:45:57,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER W% IFENULL  2EAY A
Action j=3 &5 String NS, AEOEYE : DescribeClusterlnstances
Version = = String  AHSE, AEOBYE : 2018-05-25
Region =" S String  AHSE, HRFRSHSAIIEFIZR(TODO)
Clusterld = B String = £E¥ID
REE , BOAR0. FREFHSTIINSEL ; Limit SEURIREINRZEZBHE |
Offset B = Int64 Offset NimiEE. HJEMNEREVIRF AT , WNREEBITT Limit FrfRERN
8, BBAaRIRME Limit ™ME,
REIFE |, BOAN20 , &AEHL00, FREHISTRASEL; Limit ARRIRE]
Limit = = Int64 NEZ£BEE | Offset MREE. JENEREFIFRF AN , IRHEBILT
Limit ATBRERYE . APARIRE] Limit ME.
Array
Instancelds = = of SERBIT ALBldFIR. MNRAT , FrhEERF NAE T msLfl.
String
InstanceRole & & String  TEMAE®, 54 MASTER_ETCD, WORKER, {&ZNAsKENEEZRfEE
A
ihere = | = of”ay LB EIIN AT,
. LRSI
Filter
A s
3. ®HSE
SHBR it A

WS : BRmEmEX 28453 TW #581m
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SHBR ESid) fER

TotalCount Uint64 SREFPSLAIEL

InstanceSet Instance EERFhsLfT Iz

Requestld String HE—EK ID , ®XiEKREPSIRE, EBAuARIEERAZRIEKA Requestld,

4. tER
LU T B BSOS | EABERITE I A IR0,

FEIRD 5

[

InternalError
InternalError.DbAffectivedRows
InvalidParameter.ClusterNotFound
InternalError.Db

FailedOperation
InternalError.InitMasterFailed
InternalError.Param
InternalError.PublicClusterOpNotSupport

ResourceNotFound

WS : BRmEmEX 28454 TL #581W
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HIEEFENTR

BRI EAYE: 2024-06-18 14:31:23

=7 =N
1. #EOEA
ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
HEESFANTR  AMESTLIINER
FONBEOIERIRIRS : 200R/FD.
EOEFHATAE : 2021-04-09 10:37:29,

EORIRESE EN,
2. NS
PUTBERSHGIRNFIE TEROIBERSHFED NHESE , TEARSHGIRD A SRS
SHEBR wi% FSRVFNULL 3 5%
Action = &5 String &, ANEOEYE : DescribeExistedInstances
Version 2 s String ~HEE, AEOBYE : 2018-05-25
Region 2 & String RS, FENFRSIFHIMHZIZR(TODO)

585 ID , BIESEAERFIFR ZOFRMERY Clusterld =B ({Vi@Z
ClusterldSRENFEEILIRSEMHHRIVPCID, KSR SERIXibE

Clusterld = = Stri . Ui "
uster N "9 PRI AT, SHRSHSERIEEInstanceldsil
Clusterld,
Array R HESNLHIDER, SIHIDFAD : ins-xo0xxxx, (IS
Instancelds a & of EMAIER AT SEAPIENYId.N—T ) . ERIERIISLHIR LR
String 100, S¥RFFRATIEEInstanceldsFlFilters,
Array eSS, FERFNIE N DescribelnstancesiISRiI& & 7 Clusterld , 0
Filters S B of EERFHIVPCIDIEAEIAFER , FEIER FUNSREFiltershigE 7 "vpc-
Filter id"VERITIE=ER | 38EMVPCIDINRSEERFAIVPCIDIER,
VaguelpAddress & & String  SEIPHHTISIE(RESSTIFRMIPFISNWIP)
VaguelnstanceName & B String SCHIEFRHEATISNE
iz , BOAN0. FSRIEEIDTIRISE ; Limit AERIREINGEZ 5B
Offset = B Uinte4  #& , Offset HiRZE. JENEREFIFIIN , MRHEEILT
Limit FrPREAIE , BBARIRME Limit ME.
REEE , BiA820 , RAEANL00, FBRZFFHISTINSEL ; Limit
Limit S " Uinted  BEURIRREINRESEKEEE | Offset MRBE., BHENERETIRF

Y, ANSREEBEI T Limit FBRERYE , BPARIRME Limit ME.

WIS : B emEX 25455 1 H581m
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3. S

e C ESid] fiik

ExistedInstanceSet ExistedInstance BEFERILAIEREE.

TotalCount Uint64 RIERMRIEHIZE.

Requestld String E—iEXK ID , ®RiEREIRE., TR FERHIZRIER Requestld.
T =
. (EIR0D

UG T OSSR A0EIRD | EERITER A HHEIRD,

"fal%ﬁ% }ﬁ

[

InternalError
InternalError.DbAffectivedRows
InternalError.DbRecordNotFound
InvalidParameter
InternalError.CreateMasterFailed
InternalError.OsNotSupport
LimitExceeded
InternalErrorImageldNotFound
InternalError.Db
InternalError.VpcRecodrNotFound
UnauthorizedOperation
FailedOperation
InternalError.AccountUserNotAuthenticated
InternalError.CvmCommon
MissingParameter
ResourceUnavailable
UnsupportedOperation
InternalError.CvmNotFound
InternalErrorInitMasterFailed

InternalError.InvalidPrivateNetworkCidr

WS : BRmEmEX 28456 TW #581M
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FEIRD 5

B

InternalError.Param
InternalError.UnexceptedInternal
InternalError.VpcCommon
ResourcelnUse
UnknownParameter

ResourceNotFound

WS : BRmEmEX 28457 TW #581M
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BXIE TS R

BIFEAYE: 2024-06-18 14:31:23

Sz HE A
1. EOEA
ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
IKRERF PRI R
FNBEOERIEIRS : 200R/FD.
EOSEFIATAE - 2021-04-30 14:38:13,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wiisk FEIEFNULL St A
Action = & String &, AEOEYE : DrainClusterNode
Version 2 & String AHSE, AEOEYE : 2018-05-25
Region ! S String AEBE, FRFRSIFHIEFIZR(TODO)
Clusterld = = String EEFID
Instanceld =2 & String SCEIID
WEHRIIMAET I,

DryRun ® ) Bool

y = = ERAREIE

gor K

3. IS

SEEFR ESit] A
Pods SimplePodInfo T EpodFiz
Requestld String H—iEXK ID , BRiEKESIRE]., EEEAEEREZRIEKE Requestld,

4. EIRAD
BUFRGI T B LS BRI AORARID | RSB A 1200,

RS 5

5t

WS : BRmEmEX 58458 T

£581m
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FEIRD 5

S

InternalError
InvalidParameter.AsCommonError
InvalidParameter.CidrOutOfRouteTable
InternalError.CamNoAuth
InvalidParameter

LimitExceeded

UnauthorizedOperation
FailedOperation
InvalidParameter.Param
InternalError.AccountUserNotAuthenticated
InternalError.AsCommon
MissingParameter
ResourceUnavailable
UnsupportedOperation

ResourcelnUse

UnknownParameter

ResourceNotFound

WS : BRmEmEX 28459 TW #581m
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S EPS M
T ERSEHT A

RITEHTHYE): 2024-06-18 14:31:23

=2 A
1. #FO#R
BEOEKIHE : tke.apil.finance.cloud.tencent.com,
T RESERFT A API3.0
NSRRI © 200R/72,
EEOSEFATE : 2021-04-09 10:59:35,

EEOBIIOE S N,

2. NS

LINERSEGIRMGIH T EOBRSEIPO LIRS |, TBAHRSEHPIRDNATLERESL,

SHEWR Wik AEENULL  3KE A
Action = S String  AHSE, AEOBYE : AddClusterlnstances

Version 2 & String  HSE, AEORYE : 2018-05-25

Region 2 & String  AHSH, ENFFRSIEFIZR(TODO)

Clusterld = B String  &EF ID , iB1EE ERKEIFR EOFIRER] clusterld FE

HFERESR, BUAEREIER. ORIV ext3 | extd , xfs SFRSGHT

A N R w - PN
MountTarget I T SORMEERIER , RS RGeS IR RIS S extd
- - sting TR WIEEHNIE FAERNESREERIATIURERE
Ao
Array
DockerGraphPath & & of dockerd --graph 185&(E, BkiAJ9 /var/lib/docker
String
base64 RISAVFEEFHIA, ARSI k8s BIFHEITREHIIT, EERF{RIER
Array AETEANRERIZIE, MAREERNBEXEAIET =AY
UserScript = = of /data/ccs_userscript/ BEEE, NREKRT RHm B mH TR RS
Strin AIINANBE, aI&eA unschedulable 4R, 7 userScript &/E¥IiaTE
g BXJE, %00 kubect! uncordon nodename --
kubeconfig=/root/.kube/config fp<S{ET RIINBE
EFZ, centos7.2x86_64 5y& ubuntul6.04.1 LTSx86_64 , {NYFmiEsE
OsName B B String  EfATER, FROTERMITRNEEISE UEMEARER, Bt

IMIT REPRER RS

WS : BRmEmEX 28460 TW #581m
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SHAR
Unschedulable

CvmRunlnstances

3. S

SEER
InstanceldSet

Requestld

4. FEIRS

UG T 3O S5 AEERA0EIRD | BfERIEN A HHEIRD,

HIRAD

Wik FFENULL k8

= =5 Int64
= & String
i) R
String T3 sLflid
String W—EKRID , 8XiE

InternalError.CreateMasterFailed

InternalError.Db

InternalError.AccountUserNotAuthenticated

InternalError.PublicClusterOpNotSupport

WS : BRmEmEX

BesiRSS (TKE)

A

RENMANNTREES5EE , BWAMERO , FR25FE ; F0RFAS
5RE, FH et E, aTiTkubect! uncordon nodenamefs
nodeINIEE.

cvmBIEBEESEL , jsonft FRFERET

KREPIRME, FFRASFERHZRIERAT Requestld,

Jdr

2
5
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IESERFRICIDRES MR

BRI EAYE: 2024-06-18 14:31:23

L. g

EOBKES :
RESEIICIDRET MR
A OB TSRS © 200R/7D.

tke.api3.finance.cloud.tencent.com,

EOEFTE : 2021-04-09 10:38:45,

EOBEIOES &N,

2. NS

LINERSHGIRNG I TEOERSEFIED NHSE

SHEBR i FEFFNULL
Action = a
Version = &

Region 2 =

Vpcld = &
ClusterCIDR = &
NetworkType = =

3. WS
SHBR KR R
IsConflict Bool BEABFECIDRIZE,

BesiRSS (TKE)

NHBH, AEOEYE : CheckClusterCIDR

NHSE, AEORYE : 2018-05-25

%

H250, F

2>

\

RS IHHIEFIZR(TODO)
SR vpc-id
ER#AICIDR

SERFHOMRREY

CIDR;H128f92584 ("CIDR_CONFLICT_WITH_OTHER_CLUSTER" [EVPCEth&E*CIDRTFE MR

<br>"CIDR_CONFLICT_WITH_VPC_CIDR" 5VPCHJCIDRTFZE SR

<br>"CIDR_CONFLICT_WITH_VPC_GLOBAL_ROUTE" 5EVPCHILBIEMFMEITER),

ConflictType  String
ConflictMsg  String ~ CIDRIFSSHHIR(SE.,
Requestld String

H >

. FEIRAS

WS : BRmEmEX

E—IEK ID , &RIERESIRE., EIAESFEERAZRIEKRAT Requestld,
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PAIMRFIH 7O SZEEXANEREE | B ERGFE N A TERE.

5t

EiRtD i
InternalError

InternalError.DbAffectivedRows
InternalError.DbRecordNotFound
InvalidParameter.CIDRInvalid
InternalError.CidrConflictWithOtherCluster
InvalidParameter.CidrOutOfRouteTable
InvalidParameter.GatewayAlreadyAssociatedCidr
InternalError.CamNoAuth
InternalError.CidrMaskSizeOutOfRange
InternalError.VstationError

InvalidParameter
InvalidParameter.InvalidPrivateNetworkCIDR
InternalError.CidrOutOfRouteTable
LimitExceeded
InternalError.VpcPeerNotFound
InternalError.Db
InternalError.VpcRecodrNotFound
UnauthorizedOperation
InternalError.CidrConflictWithOtherRoute
InternalError.Cidrlnvali
InvalidParameter.Param

MissingParameter
InvalidParameter.CIDRMaskSizeOutOfRange
InternalError.CidrConflictWithVpcCidr
InternalError.CidrConflictWithVpcGlobalRoute
ResourceUnavailable

UnsupportedOperation

InternalError.UnexceptedInternal

WS : BRmEmEX 28463 TW #581M
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HIRAS ik
InternalError.VpcCommon

ResourcelnUse

UnknownParameter

ResourceNotFound

WS : BRmEmEX 28464 TU H581MW
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REHTRENN (15 ) EEEEFE

BRI EAYE: 2024-06-18 14:31:23

<z R

1. #EOEA

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
MEHTXEMN (1B ) 2EEEEFE
FNBEOERIEIRS : 200R/FD.

EOSEFATAE - 2022-04-12 20:35:16,

EOBEIOES &N,

2. NS

UTBERSEGIFRGIH T ROBERSHIBO NHSE , TBAHSHFIRDAHIERSH,

BesiRSS (TKE)

SHETR whiSE FEVFNULL =il fEA

Action = 5 String NHBE, KIZEOBYE : CheckIfLogCollectorExists
Version 2 & String AHSE, AEEOEYE : 2018-05-25

Region £ & String AHSE, FIFRIFERFIZRTODO)
Clusterld = B String EEFID

Name 2 = String HEREMNIEZF

3. iHESE

SHAWR St A
CheckResult Bool HEXREMNEEEEEFHE
Requestld String W—iFK ID , &XIEKREPSIRE. BRI BERMIZRIEKA Requestld,

4. FEIREE

LUTREIH 7O\ S ZEER A EIRD |, EfhEnRaDIE N 2 TR,
EIRED
UnknownParameter

InternalError

WS : BRmEmEX

5465 1 H581m
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BesiRSS (TKE)

SKEESLRRER cputzil

BIFEAYE: 2024-06-18 14:31:23

L. g

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,

licensesF & ERT K& tke SEFRME A cpuiZEl
FNBEOERIEIRS : 200R/FD.
BEOSEHATE : 2022-06-13 16:16:22,

UTBERSEGIFRGIH T ROBERSHIBO NHSE , TBAHSHFIRDAHIERSH,

BRI E NS,
A s
2. MASH
SHEWR WAl FEVFNULL
Action = &=
Version 2 =
Region 2 a

3. S

SHEBR RE
ProductName String
Version String
Data MachineCore
Requestld String

4. FEIRD

UG T Ol S5BIEERA0EIRD | BfhERADIFE I A iEiRE

R
InternalError.QuotaMaxClsLimit

InternalError.TaskNotFound

WS : BRmEmEX

it &R

String &, AEOEYE : CollectAllCore
String AHSE, AEOE : 2018-05-25
String RNESH, FENFRSIERMERFIZR(TODO)

fik

FERER , BEIRETKE
[TZN

RRERE

H—iEXK ID , ®RiEREPIRE], EMMRTEEREIZXIEKN Requestld,

hra)
°
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Hixh A
InternalError.Param

MissingParameter
InternalError

InvalidParameter.Param

WS : BRmEmEX 28467 TW #H581M
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Bl SRS

RITEHHYE): 2024-06-18 14:31:23

1. O

EOEkigE : tke.apil.finance.cloud.tencent.com,

ellFeS 2

FRAZ OB ISRERIRS : 200R/7D.
EOSE#HATE : 2020-09-03 19:31:05,

EOBFIRE R EMN.

2. NS

LINERSHGIRNG I T EOBRSEFIRD RHSEL

SHEBR

Action

Version

Region

RunInstancesForNode

ClusterCIDRSettings
ClusterBasicSettings
ClusterAdvancedSettings

InstanceAdvancedSettings

ClusterType

WRFRE - BRmERMEX

=
=

alil

ali

i

iy o AD

iy

alil

AIFNULL

=
[}

iy

oy

iy

H o D

iy

iy

String

String

Array of RunlnstancesForNode

ClusterCIDRSettings
ClusterBasicSettings
ClusterAdvancedSettings

InstanceAdvancedSettings

String

BesiRSS (TKE)

LT

P

-
H

&

RNESE, FEROBYE

CreateCluster

NHSE, KZEOEVE : 2018-
05-25

NHEHBE, FRF RS0
I%=(TODO)

CVMEIEEESE , jsonttF
e, FEMRunlnstances
O, SWE(EER)HER
FBIF104 |, HEREANEL (Heie) ST
ZENETLIBIHEESEF
Runlnstanceseh
InstanceCount3EsLHi,

SRR RNERERER
SHNEAEEES
SRERERERES
TREHREERER

SERYREL | FEESET
MANAGED_CLUSTER , ¥#37£8

BE
INDEPENDENT _CLUSTER,

%5468 T1 H581m
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SEEFR WA
ExistedInstancesForNode &

InstanceDataDiskMountSettings &

ClusterArch B
A s
3. S
SHBR xE i)
Clusterld String EEBFID
Requestld String

4. FEIRAS

FIFNULL

a
=

iy

iy

ESi

Array of
ExistedInstancesForNode

Array of
InstanceDataDiskMountSetting

String

UG T OSSR A0EIRD | BfERISFER AR,

HIRD
InternalError.DfwGetUSGCount
InternalError.InitMasterFailed
InternalError.QuotaMaxClsLimit
InternalError.CidrInvali
InternalError.AsCommon
InternalError.Db
InternalError.UnexceptedInternal

InvalidParameter

InternalError.CidrConflictWithVpcGlobalRoute

InternalErrorInvalidPrivateNetworkCidr
InternalError.CidrConflictWithOtherRoute
InternalError.QuotaMaxNodLimit
InternalError.VpcRecodrNotFound

InternalError.AccountUserNotAuthenticated

WS : BRmEmEX

BesiRSS (TKE)

fik

EFELAIREERER. AL
Bl R —ANVPCH |, RS
EEIZ100,

CVMSEEFNEXI M AR R
BEERER

SR cpuBety , BUE:
x86/arm

BE—IEK ID , BRIEREPIRME., EMIDMATFEERALZRIERAI Requestld,

565469 1 H581m
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FEIRD 5

S

InternalError.CvmCommon
InternalError.VpcCommon

LimitExceeded
InternalError.QuotaUSGLimit
InternalError.DbAffectivedRows
InternalError.CidrMaskSizeOutOfRange
InternalError.CidrConflictWithOtherCluster
InternalError.CreateMasterFailed
InternalError.Param
InternalError.CidrConflictWithVpcCidr
InternalError.PublicClusterOpNotSupport
InternalError.DfwGetUSGQuota

InternalError

WS : BRmEmEX 28470 TW #581mW
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BIEERFHIRm

RITEHHYE): 2024-06-18 14:31:23

=z A

1. EOHA

EOEkigE : tke.apil.finance.cloud.tencent.com,

Bl SRR IR O JRSZ SRS AR /INRiT1E) | FEE SR SR B AMIiTIE))
BOAEZOISRIRERPRE : 200K/FD,

EOEFAYE : 2021-04-29 11:37:33,

EORISE R AR,
A sl
2. MINSH
UTNERSEFIRNGIH T EOBEKRSEFIESS AHSE | TBAHSHFIRNAHIE RS
SHER Wi IFENULL 58 )%
Action 2 & String  AHSE, ANEOBYE : CreateClusterEndpoint
Version =2 &5 String NS, AEOEBYE ; 2018-05-25
Region 2 S String  AHBE, FIFRSHFHIMESIZR(TODO)
Clusterld = &5 String £8¥ID
Subnetld = = String SRAROFERNFMID ((REFEIEIMNNIBRINFREER , WS
= = VPCHEIF)
IsExtranet & & Bool BE&H5MREE ( TRUE 4MiF1a) FALSE )ARiGE) , BRIAME : FALSE)
Domain = & String  FAPBETENEZ
SecurityGroup & & String  AFEEERE4A
ExtensiveParameters =~ & B String IEEEHRE. MEITEER. B LRI(GHFARM)
A sl
3. s
SHER i) U
Requestld String M—iEK ID , &XiEkEIREl, EAIMATEERMZXIEKA Requestld,

4. TR

WS : BRmEmEX 8471 TW #581m

\|



S BRASTCE ARG (TKE)

PATMBH 7O SSZEERREIRID , BfbsERAGIF 2 TR,
HIRID fER
InternalError
InternalError.CamNoAuth
InvalidParameter
LimitExceeded
InternalError.Db
UnauthorizedOperation
FailedOperation
InvalidParameter.Param
MissingParameter
UnsupportedOperation
InternalError.Param
ResourcelnUse
UnknownParameter

ResourceNotFound

WS : BRmEmEX 8472 TW #581W

\|



S BRASTCE ARG (TKE)

N IIREIATS

BRI EAYE: 2024-06-18 14:31:23

<z R
1. #EOEA
ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
IR
FONBEOIERIRIRS : 200R/FD.
EOFEFHATAE : 2021-12-09 14:44:11,

EOBEIOES &N,

2. NS

UTBERSEGIFRGIH T ROBERSHIBO NHSE , TBAHSHFIRDAHIERSH,

SHEWR WA FEVFNULL e il A
Action = &5 String NS, AEOBYE : CreateClusterVirtualNode
Version 2 & String AHSE, AEOYE : 2018-05-25
Region £ S String AHSE, FEIFRISERFIZR(TODO)
Clusterld = A String £8¥ID
NodePoolld 2 = String RIS =ithid
Subnetlds = & Array of String FMIDEE, SSubnetldb 5—4
Subnetld 2 & String F®id , 5SubnetldstyB—4*
3. WHEE
SHBIR 3] fEA
Instancelds String REHATS REgeE
Requestld String HE—IEK ID , BRIERESIRE], ENCRRN B ERAEIZIXIEKA Requestld,

4. FERhG

PAIMRFIE 7O SZEEXAERE | EERGFEN A SR,

U]

IR A

WS : BRmEmEX 8473 TW #581M
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HiRtD R
UnknownParameter
InvalidParameter

InternalError

WS : BRmEmEX 8474 TR H581W

\|



O BASTCE

B REIUT <ith

RITEHHYE): 2024-06-18 14:31:23

AR N

1. EOHAR

EOEkigE : tke.apil.finance.cloud.tencent.com,
BRI =it

BOAEZOISRIRERPRE : 200K/FD,

EOEFTE : 2021-12-09 14:40:54,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

BesiRSS (TKE)

SHER Wik FSIFNULL KA T
Action 2 & String NHESE , KIEOBYE : CreateClusterVirtualNodePool
Version = &= String NS, AZEOBYE : 2018-05-25
Region B & String NHBH, FIFRSISRIMEHEIZR(TODO)
Clusterld =2 & String EE¥ID
Name b= B String T AU ER
Subnetlds = = Array of String FIDEE
SecurityGrouplds = S Array of String TeEHE
Labels = & Array of Label EITS mittAYLabels
Taints = &5 Array of Taint BT =itBaYTaints
Unschedulable & & Bool BEAE
3. BitHZ4
SHER ESid) fER
NodePoolld String FEITS suthID
Requestld String H—iEXK ID , BRiEKESIRE], B EEREZXIEKE Requestld,

WS : BRmEmEX

%475 ™

£581m

\|
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4. FEIREE
AN 7O SZEERRAYEIRD |, EEREEN A HERD,
RS )%
UnknownParameter

InternalError

InvalidParameter

WS : BRmEmEX 28476 TW #H581M



O BASTCE

Bl SR HRWEMNI(IR)

BRITEHAYE: 2024-06-18 14:31:24

1. EOHEA

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
SRS HERWERMNI(B)

FNBEOERIEIRS : 200R/FD.

EOEFATAE : 2022-04-14 17:32:25,

EOBIIOEE NN,

2. NS

UNBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHIIE

SHBR Wik FEFFNULL St
Action = = String
Version 2 & String
Region = &= String
Clusterld = &= String
Name = = String
Description = B String
InputType = = String
OutputType & = String
InputOption =B =

OutputOption = =

3. mHSE

SHER E<ic) i)
Requestld String —iEK ID , BXIEKEIR
H N
4. 3E1x05

WS : BRmEmEX

LogInputOption

LogOutputOption

BesiRSS (TKE)

HE& K**)b*]
SRR ST
ETPNG it

eSS

>

f

A

‘»5'1

Nisk
e

E{

[El, EfImAEERIZXIEKEY Requestld,

55477 T1 H581m



O BASTCE

HEERSS (TKE)
PANYSH 7O SZER XAV EIRD |, EEREEA HEIRD,
i) U
InternalError
UnknownParameter
InvalidParameter
RIS : BRESRMER 55478 T 35817



S BRASTCE ARG (TKE)

il

BRITEHAYE: 2024-06-18 14:31:24

Sz HE A

1. EOEA

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
HIBREEEE(YUNAPI V3ERA)

FNBEOERIEIRS : SOR/FD.

EEOSEFATE : 2020-07-29 11:01:50,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FSEENULL 38 fEA

Action 2 B String  AHSE, NEOBYE : DeleteCluster

Version 2 & String  A~HSE, AEOBYE : 2018-05-25

Region £ & String RS, FEIFRSIFHIMEHEIZR(TODO)

Clusterld = = String  &EID

InstanceDeleteMode £ = String SRRFSCAIMIPRATAISRES © terminate ($HERSEHI , (CHHEEITERR TN

L) retain ({XFBB& , {RERSLAI )

3. S

SEER i) b0
Requestld String W—iEK ID , BRiEKEPSIRE], ERMATEERAZXIEKE Requestld,
+H O
4. i81x08

LA T O SSBERXAEIRD , EEEREEFEN AT =R,
HIRAD AR
ResourceUnavailable

InternalError.PublicClusterOpNotSupport

WS : BRmEmEX 8479 TW H581M

\|
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HIRD R
FailedOperation
InternalError
InvalidParameter
ResourceNotFound

InternalError.Param

WS : BRmEmEX 28480 TW #581m

\|



S BRASTCE ARG (TKE)

MFREZIATS /=

BITEFATE: 2024-06-18 14:31:24

1. O

EOEKRIEE : tke.api3.finance.cloud.tencent.com,
FRIBRIREN R AT A

BOAEZOISRIRERPRE : 200K/FD,

EOEHAETE : 2021-12-09 15:53:27,

EOBFIRE R EMN.

A M2
2. NSE
LUTEKRSEHFIFRNGIE TEROBRESEFNR O 2 HESE , RBEAHSHGIRDATERSE,
SHBR ik FEFNULL KRB R
Action = S String ~HBE, KIZFOBYE : DeleteClusterVirtualNode
Version =2 & String NS, AEOEBYE : 2018-05-25
Region 2 £ String REBH, R ESISHHBIEEIZR(TODO)
Clusterld =2 & String EE¥ID
NodePoolld 2 & String Truthid
Force & & Bool BEEEEIMES |, falseBBpodiz{THiAMIR
NodeNames B S Array of String BT RE
A M2
3. HESE
SHEWR it ik
Requestld String W—iEK ID , @RiEKEPSIRE]., ERMATEERAZXIEKA Requestld,

4. $EIRY
BB T B S BRSO RRID | EUBEERITE A S EiRI0,

IR A

UnknownParameter

WS : BRmEmEX 28481 Tn #581m



S BRASTCE ARG (TKE)

HiRtD R

InternalError

WS : BRmEmEX 28482 TW #581MW

\|
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MHBREEHATS st

BIFEHAYE: 2024-06-18 14:31:24

L. g

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
TRIBRIRENEZHA T mith

BOAEZECISRIREPRE : 200%/7.

EOSEHATE : 2021-12-09 15:52:05,

EOBEIOES &N,

2. NS

UTBERSEGIFRGIH T ROBERSHIBO NHSE , TBAHSHFIRDAHIERSH,

SHEBR Wik FFNULL ESic) fik
Action = & String NS, AZOBYE : DeleteClusterVirtualNodePool
Version 2 & String AHSE, AEOE : 2018-05-25
Region B & String NHBE, FENFRISEHEIZR(TODO)
Clusterld P & String =5:23(p)
NodePoollds 2 = Array of String T atbid
Force S B Bool EEEGIER , falseEBpodizfTHAMER
3. BitHZ4
SHBR et fk
Requestld String W—iEK ID , &RIEREPSIRE. EAEENBEREZRIEKE Requestld,

4. iRt

UG T Ol S5BIEERA0EIRD | BfhERADIFE I A iEiRE

hra)
°

FHIRAD R
UnknownParameter

InternalError

WS : BRmEmEX 28483 TW #581MW



S BRASTCE ARG (TKE)
fiBRChart
RITEHFATIE: 2024-06-18 14:31:24
v e
1. #EOfAR
EOEkig : tke.apil.finance.cloud.tencent.com,
fipRChart
EONZEOESRITEIRS : 200%/70,
EOSEHATE : 2021-05-13 14:50:51,
EORIRESE EN,
A M
2. NS
LATBRESHGIRIGIH TEROBERSEIED AHSE |, TBAHSHGIRI LGRS,
SHEFR WATS FEVFNULL et fEA
Action 2 5 String NHSE, AEOHRYE : DeleteHelmChart
Version 2 & String AHSE, AEOEYE : 2018-05-25
Region <! S String REBE, FRFESIFHIRFIZR(TODO)
ChartName = B String Chart&Z#R
A s
3. EitH&4
SHBR &S] HnA
Deleted Bool EEMERARTH
Requestld String W—iEK ID , ®RiEKRESIRE], EEMATEERAZXIEKA Requestld,
j:t\
4. 5103
AT 7O SS5ZEIERREIRD , EttERSiF N AR,
HIRAD A
InternalError
InvalidParameter
WIS : B emEX 58484 T0 581



O BASTCE

& CharthRas

BITEFATE: 2024-06-18 14:31:24

1. #EOfER

EOBEKES
HESECharthias
FOAZOIERIRIRE : 200%/F2,

EOEFATE : 2021-05-13 14:54:00,

EOBIOE R NS,
A sl
2. MINSH
UNERSEHFIRNIIE T EOBKRSEEL ALSE | T8
SEER WsE FREFNULL
Action = =
Version 2 &5
Region 2 =
ChartName 2 &
ChartVersion = &=
A Y 4
3. msE
SEER it U
Deleted Bool EEMERALIN
Requestld String
= g
%EIBE

PUNBUH T 3Ol S5 EERA0EIRD | BRI A HHEIR

EIREE
InternalError

InvalidParameter

WS : BRmEmEX

tke.api3.finance.cloud.tencent.com,

BesiRSS (TKE)

, AEOBYE : DeleteHelmChartVersion
RIESE, AFOBYE : 2018-05-25

REBE, FERFEESHIMIEEIZR(TODO)
Chart&#R

Chartir4~

H—iEK ID , ERIEKREPIRE], EAIRRRITEERHIZIRIEKE Requestld,

P4
™
s}
°

25485 1 H581m
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HIRD A

UnknownParameter

WS : BRmEmEX 28486 TW 581

\|



S BRASTCE ARG (TKE)
BB B S EE R (18)
EITEFATE): 2024-06-18 14:31:24
e s
1. EOfAR
EOEkig : tke.apil.finance.cloud.tencent.com,
TpR B EWEE RN (1H)
EOMZECIERINEIRS) : 200%/70,
EOEHAYE : 2022-04-11 16:59:58,
RO S 2 41N,
A M
2. WMASE
ATFBRESHGIRIGH TEROBERSHIED AHSEY | TRBAHSHGIRIALERSEH
SHER WAl FEVFNULL ESic) TR
Action 2 B String NHSE, KiZEOBYE : DeleteLogCollector
Version = & String NS, KEOEYE : 2018-05-25
Region £ S String AHBE, FRFERSHFHIRFIZR(TODO)
Clusterld = & String EREID
Name = a String AERERNEF
A M2
3. BitHEE
SHER St fEA
Requestld String W—iEK ID , ®RiEKRESIRE], EEMATEERAZXIEKA Requestld,
j:t\
4. FEIRAS
PATMBH 7O SHZEEXAEIRID , EfbiEnRGIF A =R,
FHIRAS A
InternalError
UnknownParameter
RS - B e EX %5487 Ta #581m]



O BASTCE

REN FEChartiE &

BITEFATE: 2024-06-18 14:31:24

1. O

EOBKES :
REXNF#EChartfER

tke.api3.finance.cloud.tencent.com,

BONROIBRIRERIRE] - 200R/%D,

EOSEHAYE : 2021-05-18 16:02:26.

BRIENRES

BesiRSS (TKE)

S8, NZEOEYE : DescribeChartDownloadInfo

H58, AEOBYE : 2018-05-25

%

HBE , RN RSISHIIRFIZR(TODO)

2>

\

Chart&#R

Chartfga

RE], EfIRRRREERAZXIERE Requestld,

BRI E S EN,
A M2
2. MASE
LINBERSHGIRFIE TEOBRSHFRD NHESH |, TEARSHIIRDAHLERSE,
SHETR Vv FEFNULL et
Action = &= String
Version = 5 String
Region = & String
ChartName = =5 String
ChartVersion = & String
A M2
3. e E
BB ESit] TR
PreSignedDownloadURL String TEEE
Requestld String E—aK ID ,
H >
4. $EiRS

UG T OS5I AR A0EIRD | BEERDER AT

EIREE
InternalError

InvalidParameter

WS : BRmEmEX

o
™
di
°

5488 T1 H581m



S BRASTCE ARG (TKE)

HIRD A

UnknownParameter

WS : BRmEmEX 28489 T 581

\|



O BASTCE

BesiRSS (TKE)

Hif&EFendpointsfIER2

BRITEHAYE: 2024-06-18 14:31:24

1. #EOfER

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,

TR (SHEThRAYEERFendpoints
BONEOIBRIRERIRE] : 200R/FD,
EOEFTE : 2022-08-24 19:32:45,

EORMER LN,

2. NS

UNBERSEGIFRRGIH T EOERSERIERS

DRHBE | TEAHSHIIRDN TGRS,

SHER WAL FEEFNULL
Action 2 =
Version = =
Region 2 =
Clusterld = ray

3. S

SHETR ESid)

CertificationAuthority String
ClusterExternalEndpoint String
ClusterIntranetEndpoint String
ClusterDomain String
ClusterExternalDomain String
ClusterIntranetDomain String
SecurityGroup String
Requestld String

WS : BRmEmEX

St fEtk
String AHSBE , AEORYE : DescribeClusterEndpoint
String PHEHBH, FEORYE : 2018-05-25

String NHEBE, FRFRIFIBIEEIZR(TODO)

fik

SEECAIED
SERIMHEEIE (B0 )
SERFAMTIEEE (BE%R0 )
SEREOASIEIES

SRRFIMRIT R
SERFRISNTIRIES
SRFIMIIR RN R EE

BE—IEK ID , SRIEREPIRME., EMIDMATFEERALZRIBERAI Requestld,

%490 @

\|

£581m
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j:t\
4, %Ell%ﬁg
LURAIHE T O S5 ERRAVEIRD |, EfhiERADIFEN A TR,
FEIRD T
InternalError

UnknownParameter

WS : BRmEmEX 28491 TW #581m

\|



S BRASTCE ARG (TKE)

BRSNS

BRITEHAYE: 2024-06-18 14:31:24

AR N

1. EOHAR

EOEkigE : tke.apil.finance.cloud.tencent.com,

ERSEANIER RS ORISR ERR/IMREE) | FEE SRR R A MITEE)
BOAEZEOISRIREPRE : 200%/F0.

EOEFTE : 2021-04-29 11:38:31,

EORRIRER N,
A sl
2. MANSE
UINERSEHFIRNGIH T EOBEKRSEIESS AHSE , RBAHSHFIRNAHERSE,
SEER D%3vis FEIEFNULL it iR
Action = & String HSE, KIZFOBYE : DescribeClusterEndpointStatus
Version 2 & String AHSE, AEORYE : 2018-05-25
Region £ S String  AHSE, FFRIFIMIEFIZRTODO)
Clusterld = &= String EERFID
IsExtranet = 5 Bool 255N ( TRUE SMRIif[E) FALSE JRGi5IE) , BAIAE : FALSE)
A Y 4
3. S
SEER ESid] iR
Status String EEEEAAARORE ( Created FFERID , Creating FFigs= , NotFound XF/5 )
Requestld String H—EK ID , ®XiEKREPSIRE, BRI EEREIZRIEKA Requestld,

4. FEIRD

UG T Ol S5BIEERA0EIRD | BfhERADIFE I A iEiRE

hra)
°

HIRhD A
InternalError

InternalError.CamNoAuth

WS : BRmEmEX 8492 TW #581m

\|
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FEIRD 5

[

InvalidParameter
LimitExceeded
UnauthorizedOperation
FailedOperation
InvalidParameter.Param
MissingParameter
ResourceUnavailable
UnsupportedOperation
InternalError.Param
InternalError.VpcCommon
ResourcelnUse
UnknownParameter

ResourceNotFound

WS : BRmEmEX $8493 TW #581m

\|



O BASTCE

BesiRSS (TKE)

SREN S EIFAFRYkubeconfig

BIFEHAYE: 2024-06-18 14:31:24

L. g

BOEKEHE
REVERIAFRkubeconfig
EOAZE OIS RIREPRE : 200R/7D,
EOEHATE : 2021-04-08 18:16:00.

EOBEIOES &N,

2. NS

tke.api3.finance.cloud.tencent.com,

UTBERSEGIFRGIH T ROBERSHIBO NHSE , TBAHSHFIRDAHIERSH,

SR Wik FPFNULL RE
Action = = String
Version = &= String
Region = &= String
Clusterld = B String
Type = &= String
A M
3. WHEE
SHER it f#A
Kubeconfig String FEF#Ykubeconfig
Requestld String W—iEk ID , X5
+30
4. §E5IR1S

UTMRFIH T 3O S5 ZEERa0EIRES | HfhERFED

EIRED
InternalError

InvalidParameter

WS : BRmEmEX

R[EIfYconfigehseverittibZ$A : MASTER/INNERLB/INTERNETLB

k#PSIREl, BRI BERAZRIEKAY Requestld,

hra)
°

ANHIEIRA

%5494 1 H581m
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HiRAD 5

S

ResourceNotFound

ResourceUnavailable

WS : BRmEmEX 28495 Tn #581m

\|



S BRASTCE ARG (TKE)

SR EIRER

BRITEHAYE: 2024-06-18 14:31:24

L. g

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
SRNERER

BOAEOISRIREPRE : SOR/FD,

EOSEHAYE : 2021-04-29 11:33:50,

RO E 2 N4,
A M
2. MASE
LATBRESHGIRIGIH TEROBERSEIED AHSE |, TBAHSHGIRI LGRS,
SHER Wik FBEFFNULL i TR
Action 2 & String AHSE, AiEOBYE : DescribeClusterSecurity
Version 2 & String NS, KEOEYE : 2018-05-25
Region £ & String  QHSEH, FENFRSISRMHZIZR(TODO)
Clusterld 2 & String R ID |, 515 ERERFIE BEOPIRER clusterld FE
- ISHXIIMRAT L,
@ =
JnsGwEndpointEnable s i Bool =R E R AL EA: FALSE)
A M2
3. IHEE
SHER it A
UserName String ERIKSBIR
Password String ERRHI0EE
CertificationAuthority String EEHAIRICAIER

ClusterExternalEndpoint String EERHHAIAYIE

Domain String ERHANRER
PgwEndpoint String EEE¥Endpointitiiit
SecurityPolicy String SRARIORIRA

WS : BRmEmEX 28496 TW #581M



S BRASTCE ARG (TKE)

SHBR St fak

Kubeconfig String AP #kubeconfigHEE

JnsGwEndpoint String ERAnsgwitiiit

Requestld String W—i5K ID , &XIEREPSIRE. BRI EEREZRIEKE Requestld,

4. $EiRis
LAY 7O SS5ZEERREIRD , EfttiERiSiFE A 5=,
FHIRMS TR
InternalError
InternalError.DbAffectivedRows
InternalError.DbRecordNotFound
LimitExceeded
InternalError.Db
UnauthorizedOperation
FailedOperation
InternalError.AccountUserNotAuthenticated
MissingParameter
ResourceUnavailable
UnsupportedOperation
InternalError.Param
ResourcelnUse
UnknownParameter

ResourceNotFound

WS : BRmEmEX 58497 TW #581M

\|
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SRENEERFServicedlZR

BRITEHAYE: 2024-06-18 14:31:24

1. #EOfER

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,

ZIZMIRENEERF R ServicelBXAYFMAIHIAER | 2% kubernetes APIEREXService , RASAERIEHAER
BOAEZEOISRIREPRE : 200%/F0.

EOSEHATE : 2021-04-09 10:40:30,

EOBIIOEE NN,

2. NS

SHER whi%E FEEFNULL &g fEA

Action = &5 String &, ANEOEYE : DescribeClusterServices
Version 2 & String ~HEE, AEOBYE : 2018-05-25

Region B & String NHBH, FENFRSIERMEREZIZR(TODO)
Clusterld = = String EEFID

Namespace & & String A ETE

AllNamespace & & Uint64 EEFEREhETE

3. WS

SHER ESi] DU

TotalCount Int64 IR[EIFYService R E]

Services SummaryService ServiceiFHEE

Requestld String H—FX ID , &XiEKREPSIRE. BRI EEREIZRIEKA Requestld,
>

4. %EIBE

UM T OS2 ERXAEIRD |, BEfhERIEFEN A HE IR,

FHIRAD R

WS : BRmEmEX 28498 TW #581m
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HiRtD $k
InvalidParameter.ClusterNotFound
InvalidParameter.Param

InternalError.UnexceptedInternal

WS : BRmEmEX 28499 TW #581m

\|



S BRASTCE ARG (TKE)

SRENREHAT /=L

BRITEHAYE: 2024-06-18 14:31:24

Sz HE A
1. EOEA
ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
SRENERIATE =
FNBEOERIEIRS : 200R/FD.
BEOSEHATE - 2021-12-09 15:13:10,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WA FBEFNULL ESic) fA
Action = S String &, NEOEYE : DescribeClusterVirtualNode
Version 2 & String AHSE, AEORYE : 2018-05-25
Region B S String REBH, FEIFRSERMEHEIZR(TODO)
Clusterld = &= String EEFID
NodePoolld — B String Timitid
NodeNames B & Array of String NodeNames#{¢H
3. MBS
SHER &g fER
TotalCount Uint64 I REE
Nodes Node REFATS ERE
Requestld String HE—iEK ID , ®XiEKRESIRE, BRI EEREIZRIEKA Requestld,

4. FEIRD

PAIMRFIE 7O SZEEXAERE | EERGFEN A SR,

U]

IR A

WIS : B emEX 26500 1 H581m
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HiRtD R
UnknownParameter

InternalError

WS : BRmEmEX 25501 7@ #581m

\|
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SRENREIU TS /UtB

BRITEHAYE: 2024-06-18 14:31:24

1. #EOfER

EOEKRIEE : tke.api3.finance.cloud.tencent.com,
SREVEEHAT mith

BOAEZEOISRIREPRE : 200%/F0.

EOEFAYE : 2021-12-09 15:00:43,

EORIRESE EN,
A M2
2. MANSE
LITNBERSHGIRNFIE TEROIBERSHFRD NHESH |, TEARSHGIRDAHLERSE,
SHER WA FEFFNULL &<t fEA
Action P S String HBE, KIZFOBYE : DescribeClusterVirtualNodePools
Version 2 & String AHSE, AEORYE : 2018-05-25
Region B S String NHBH, FIFRSERMEHEIZR(TODO)
Clusterld = &= String EREID
A MM
3. MBS
SHBIR ESig) fER
TotalCount Uint64 REPAT it E

NodePoolSet NodePoolSet RIAT Rt EE

Requestld String H—IEK ID , &XiEKREPSIRE, BuARIEEREIZRIEKA Requestld,

HiRhg
U IRFIH T SO S BIRREAEIRE , BRI A 2D,

%EI'L?EEE_'! }ﬁiﬁ
UnknownParameter

InternalError

WS : BRmEmEX 25502 70 #581m
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ERSREIR

BIFEHAYE: 2024-06-18 14:31:24

L. g

ZEOBEKIES © tke.api3.finance.cloud.tencent.com,
ERERIER

BOAEZECISRIREPRE : 200%/7.

EOSEHATE : 2021-04-09 10:26:16,

EORMER LN,

2. NS

UTBERSEGIFRGIH T ROBERSHIBO NHSE , TBAHSHFIRDAHIERSH,

SHETR Wik ARFFNULL el A

Action = & String nNHE&E , NEOEBYE : DescribeClusters

Version 2 & String AHSE, AEOEYE : 2018-05-25

Region I~ & String AHBH, FERFRISHMRZIZR(TODO)

Clusterlds & & Array of String EHIDFIRCATHT , <br>F RS FTEER)

Offset & & Int64 RHZE,B0A0

Limit &= = Int64 BRABIHERE, 220, &KA100

Filters & & Array of Filter IR, LRI R SRR RN E G ClusterNameH  TigiE
3. WHEE

SHBIR it fEA
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ExpirationTime

LogInputOption

SRR )4

WA ™03/ : CreateLogCollector,

BR Witk
Path =
Labels &5
AlINamespaces =
Namespaces 5

ClusterInternallB

MR ARILELBER
WINT™EOSIA -
AR i
Enabled =

Subnetld 5

RegionInfo

HEER

WA T™EOSIA -
BFR
Id
Alias
RegionName
RegionId
Remark

Status

WS : BRmEmEX
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= Datetime_iso
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=
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=
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=
=~
[ )
Pz
=
=~
[ )
3=
[}

ListLogCollector, UpdateLogCollector

s
String
Label
Bool

LogInputOptNamespace

s
Uint64
String
String
Uint64
String

String

HEERSS (TKE)
A
WEPISERATE
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ap-guangzhou
1

remark

alluser

26532 1 H581m

\|



O BASTCE
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CreatedAt

UpdatedAt

InstanceUpgradePreCheckResult

NP RFHRRRES

BN TZEOS B : GetUpgradelnstanceProgress

BFR WAISE
CheckPass =
Items =
SinglePods =
Cluster
ERHE RS

W T3] A : DescribeClusters

BFR

Clusterld
ClusterName
ClusterDescription

ClusterVersion

ClusterOs

ClusterType

ClusterNetworkSettings

ClusterNodeNum

Projectld

TagSpecification

WS : BRmEmEX

&aafRSS (TKE)
WA FEFFNULL &g TR
= &= Datetime_iso time
z B Datetime_iso time
FEFFNULL it A
a Bool mEREE
= Array of InstanceUpgradePreCheckResultItem BT
& Array of String Y5 IR ZpodFlR
Wik FAFNULL 388U R
= B String E8¥ID
= 5 String EEREER
= B String EERHEA
= = String SEEHRA (EAAE1.10.5)
ERRS, centos7.2x86_64 miE
2 & String ubuntul6.04.1 LTSx86_64 , ZRIABUEA
ubuntul6.04.1 LTSx86_64
= = String EERFRAY | JEEERE . MANAGED_CLUSTER
JR37EEf . INDEPENDENT_CLUSTER,
=2 & ClusterNetworkSettings EREMBERSE
= = Uint64 R EAInodeHiE
= B Uint64 SR FTERVIREID
= = ¢;;Zyp22ification SRR,
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BFR D%y
ClusterStatus 2
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ClusterMaterNodeNum 2
Imageld =
OsCustomizeType =
ContainerRuntime =
CreatedTime 2
ClusterArch =
DirectAccess =
ClusterOsAlias &5
IsDualStack S
Ipv6ServiceCidr 5
RunlnstancesForNode
FERENTREESE

AIFNULL
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A
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il

fim
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fim

fim

fim
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String

Uint64
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String
String
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AN TZOS | : CreateCluster, CreatelndependentCluster, CreateTKECluster

BFR

NodeRole
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WS : BRmEmEX
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BEFNULL 3
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B Array of String

BesiRSS (TKE)
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SHEM(BEEEHTEREMNIMAP , BEFRE
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SR SRImasterf(&
SEHEFE&I
OsCustomizeType

SRz TIEdockerafcontainer
ellkE T

BIEEAVSSEZRM BUE: X86/ARM
podEiEtEL
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BFR Whisk

InstanceAdvancedSettingsOverrides = &

ClusterCommon

SRFPERHER
#ATEOSIA -

BR Wiisk
Clusterld =
ClusterName =
Description =
Status =
ClusterCIDR =
CreatedAt b=
NodeNum =
MasterNum b=
Os <3
K8sVersion =
ClusterExternalEndpoint =2
MaxNodePodNum =
MaxClusterServiceNum =
IPVS =
ClusterType =

RunMonitorServiceEnabled

AT "mimis" IRSBEXRAIER

#HANTZEOS |8 - AddExistedInstances, UpgradeClusterInstances

WS : BRmEmEX
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=
[}
=
[=]}
=
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S
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String
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e
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ENSHExtraArgsER ) .

A
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BFR P AREFNULL KRR A

ERFB=GERS. BUEER : <br><li>TRUE : REAB=EEIRSS <br>

E | & & Bool
nabled | & | & O Cli>FALSE : ERFFRE MRS <br> <br>BGARNE : TRUE.

AlarmMetric

HERSREIER

B T™ZEOS | - AddAlarmPolicy, DescribeAlarmPolicies, ModifyAlarmPolicy

IR WAIFE FE¥FNULL it TR

Metricld = B String HEHEIBFRID

Measurement = B String ARGUSZESiMeasurement
StatisticsPeriod B B Int64 SitIEER

MetricName s & String il

ArgusPolicyName 2 S String fEFR IR

Evaluator 2 = Evaluator HEHINRE
ContinuePeriod = £ Int64 FHEEER

Status =2 S Bool RZ, truezRmOK

Unit B = String 1EtREALL

ClusterBasicSettings

HAERFNERRERER

AN TZEOS|F : CreateCluster, CreatelndependentCluster, CreateTKECluster

2R Wik FEFENULL 268 fEk

ClusterVersion &5 & String EBRA, EMAE1.10.5

ClusterName & & String ERERIR

ClusterDescription = & String ERHEA

Vpcld a a String FABMLEID , FAvpe-xxx, BIERITEZSERTATIAME.,
Projectld S &S Int64 SRNFERIRATEIEID,
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HHR Wi RIFNULL KB
TagSpecification = = Array of

TagSpecification

fiik

BesiRSS (TKE)

IrEmAYIR. BIIEEZS SRR EREEIE
RIBYEIESER , SRR E U SRF ST,

REEPESIRA , "DOCKER_CUSTOMIZE"(BEEEH!

EEAETRINEAZEEENA: & , AphlafFs)

IREHOELER, RS probefINIAT Htrue , ERSHNMEEHTENEESE

—MEBERIBMEE. —RIRERPeriodSecondsfi5(% , HEFIRERsethf
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fik

BREZRER,

. . = .
OsCustomizeType A A String 45), GENERAL" (585 , BUAE)
NeedWorkSecurityGroup & = Bool

ContainerProbeResult

BEFHOEER

WA T™EOSIA -
2R Wik AEFNULL KA R
ProbeType =2 & String RETSEEY O] FBRYENE S liveness B¢ readiness
Read = =2 Bool

ey == 0 msiEst.
TTL = & Uint64
= | " T R

KeyValueData

KeyValueData

e EOSIA -

AR AT FEFFNULL it
Key 2 & String
Value 5B &= String

RouteTablelnfo

SEFIREBRUR

#aN O35 | A : DescribeClusterRouteTables
B WAL FEVFNULL it
RouteTableName = 5 String
RouteTableCidrBlock = = String

WS : BRmEmEX

FEEZRCIDR,
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BFR Wik FEFFNULL et fik

Vpcld = VPCLHIID,
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S SN S P SN
#AOT™EOSIA -

2R WA FBEFNULL il G
Regionld 2 = Uint64 SERIEER
Projectld 2 S Int64 INEID (BEEFR)
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o
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>
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EEBfMaterfILBRFEAISUbnetld

ClusterlnspectionOverview

SR —IRIAIHESS

e T#EOS|A : DescribeClusterlnspectionOverviews, DescribeClusterInspections

BFR whISE FEFFNULL it A
Id 2 & String RxrieERNId , BTFSEMMONERK S
StartTime 2 & String TS EERIRTIE]
Error 2 2 String WMRIEEREELL , IZzFRESERER
Statistic 2 2 InspectionStatistic FHER
EKSPodInfo
EKSPodInfo
WA T™EOSIA -
BFR whi% FEFFNULL il fiEA
EKSId = & String EKSId
Clusterld = B String £85ID
Name =2 & String pod&ZFR
Namespace = = String podAdnamespace
Kind = B String T{EtaZizsny
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BFR 5% FEFFNULL ESid)
KindName = = String
Zone 2 S String
Vpcld = B String
Subnetld P a String
CPU p=3 & Float
Memory = B Float

AddExistInstancesParam

MIEATR

wINTEEOSIA -
BFR Wik FRIFNULL 88
Clusterld = &= String
Instancelds &= &= Array of String
InstanceAdvancedSettings & &= InstanceAdvancedSettings
EnhancedService & & String
LoginSettings &= &= String
SecurityGrouplds = = Array of String

Flag

SHuEA

U™ EOS|A : DescribeClusterAvailableExtraArgs
BT Wik SENULL 3 5%
Name £ & String S
Type = & String SEER
Usage = = String  SEUEA

WRFRE - BRmERMEX

BesiRSS (TKE)
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TAEGREER
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fik

Slaes

SEYIIES

SIHEHIMEERESEER
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SHIFEL2E. ZS AL AR
DescribeSecurityGroups KR EIEHI
sIdFERIREN., ENEEIZSE  NEE
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BFR e SIFNULL k8
Default 2 &
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String  SEEOANME

BesiRSS (TKE)

SHEETEE ( BRrE&rangeflin@ff , "[1"X3&krange , 40"[1, 5]"FRTSEUMR

Constraint =

H

BHNTETARR )

UpgradeNodeResetParam

TRAREESH

AN T™EOS | : UpgradeClusterInstances

B Wik FIFNULL
InstanceAdvancedSettings &= )

EnhancedService &= )
LoginSettings = B
SecurityGrouplds & &
Ccnlnstance
Z=EAMISLA)
AN T™EOS|A : DescribeCenlnstances
BFR ke SBIFNULL 358
Cenld 2 2 String
InstanceType = = String
Instanceld =2 =2 String
InstanceRegion 2 = String
InstanceUin = = String
Array
Cidrs = = of
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WS : BRmEmEX
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EnhancedService

LoginSettings
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fik

ZEARISEHIID
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HEEMKeylds )

IHIFfEREE. ZSHAILIESER
DescribeSecurityGroups BREIEFAY
sQIdFERIREN. ENEEIZSE , NWEE
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SFEASCARIZERY - VPC : FAEMZEDIRECTCONNECT : TL&M*BMVPC : BA
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CenUin b=
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S EmEEEIR
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fiik

KELSCHIRZS - PENDING : ERiBERACTIVE : EXEEEXPIRED : BidHA
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fREEL ) ATTACHING : (EthDETACHING : fR¥EEhDETACHFAILED : fi#
KEREM ( 2/\BSfE18 3 m iR RER )

ZEARIFTEUIN (RIS )

#HanTEO5|F  AddAlarmPolicy, DescribeAlarmPolicies. ModifyAlarmPolicy

BR DS
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File
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AN 03| 8 : DescribeHelmChartDetail
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A

A
[}

BFR 43vis
Data B
Name =

ContainerStatus

BRNSHERMER

W T#£MO3| A : DescribeClusterPods

BFR Whi%E
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Status =
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Image =

WS : BRmEmEX
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DataDisk

AT k8s T REIRRIEXEESER.

BN T™EOS|A - AddExistedInstances, CreateCluster, CreateClusterAsGroup, CreateClusterlnstances,
CreatelndependentCluster, CreateTKECluster, DescribeClusterInstances, UpdateClusterlnstances, UpgradeClusterlnstances

BFR whIE FEFFNULL 3] fEA

DiskType = S String pav it

FileSystem 2 & String YAHZ 5t (ext3/extd/xfs)
DiskSize = & Int64 TERAING)
AutoFormatAndMount 2 & Bool EEBEEFER
MountTarget B B String FHESR

InstanceUpgradePreCheckResultltem

TRAFRIGERER

BN TZEOS B : GetUpgradelnstanceProgress

BT Wi FEFNULL St i35

Namespace 2 & String TEREMNGETE

WorkLoadKind =2 & String TEtaEzEn

WorkLoadName = = String TEGEBIR

Before 2 = Uint64 IKE Al LYEGErunningfpod# B
After 2 & Uint64 EZEH REILERErunning@pod# B
Pods 2 = Array of String TEREEAT R ERpodFilz

ClusterResource

ClusterResource
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BR WA FEFNULL &g R

Clusterld = = String EEBFID
SubnetResources =2 & Array of SubnetResource FMEREGFE
ClusterPodQuota & & Int64 ERFAPod#EEER
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ClusterPodNum i Fi Int64 ERFNELIEIPodEEE
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HEWERER

AN TEOS | : GetLogCollector, ListLogCollector
BZFR 05w FEEFNULL i iR
Name & = String BEWERFR
Description &5 & String BRI ERGIA
Clusterld S B String EEEFID
ClusterName oy & String EELZTR
CreatedAt B B String BlFERTIE)
InputType B & String HBINREY
OutputType S B String ayHHEEY
InputOption = 2 LogInputOption E NIEIR
OutputOption &5 =2 LogOutputOption 15T

Result

Result

AN A58 ;- DescribeHelmChartVersion
BFR WAisE FEIFNULL St A
Chart = 2 String chart
Name o = String ZFR
Score a 2 Int64 5%

ReservedInstance

FRERLAI

Wan T~ EASIA -
BFR WAisE FBEFNULL Sl U
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Status
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FRBBHNEFET REESH
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TRAXRARER
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WU TEOSIA -
BR WAisk FeFNULL
Zone 5 =
Resourcelnfo B &

ExistedInstance

BEFENHIEE

AN TEMO3| A : DescribeExistedInstances

BFR ik FPFNULL K8
Usable = = Bool
UnusableReason = = String
AlreadyInCluster = = String
Instanceld P = String
InstanceName = = String
PrivatelpAddresses = = Arr.ay of
String
PublicIpAddresses = = Arr.ay of
String
CreatedTime =2 = Datetime_iso
InstanceChargeType 2 = String
CPU = = Uint64
Memory 2 2 Uinte4
OsName = = String
InstanceType = P String
IPv6Addresses B = Arr.ay of
String
SwitchSet
R E

WS : BRmEmEX

BesiRSS (TKE)

- it R
String AKX , flap-guangzhou-2
String RRER

R
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SLHISERTERISEESID.
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#WHITEOS A - DescribeLogSwitches

=2 Wik FEFFNULL ES

it TR
Clusterld =2 & String EE¥ID
Log P = DescribeLogSwitchInfo Az
Event =2 =2 DescribeLogSwitchInfo E=taspryi:d
Audit = = DescribeLogSwitchInfo Hihsd
DescribeLogSwitchInfo
DescribeLogSwitchInfo
AN TEO3 | : DescribeLogSwitches
BFR whiSE FEFFNULL B3] TR
Enable =2 =2 Bool 28FE
Logsetld = = String HEEID
Topicld 2 2 String HEFERID
AvailableExtraArgs
ERHTRANEENSH
#an O35 : DescribeClusterAvailableExtraArgs
B Wik FIFNULL e St A
KubeAPIServer 2 =2 Array of Flag kube-apiservera] BRIEEN 54
KubeControllerManager 2 2 Array of Flag kube-controller-managera] BHIEENX S
KubeScheduler 2 P Array of Flag kube-schedulera] BIIEEN S
Kubelet =2 =2 Array of Flag kubeletal BIEEN &34

TaskStepInfo

ESLTRIER

WU TEOS | : DescribeUpgradeClusterProgress, GetUpgradeClusterProgress, GetUpgradelnstanceProgress

E=H Wi FENULL - 88 R
Step =2 =2 String SSIREZTR
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BR Wik AIFNULL 388 R

LifeState = = String igzgﬁpending  EERFHArunning: B THRsuccess: £BAITHERkfailed:
StartAt 2 P String  FBITIRATE

EndAt 2 B String = HIREETRATE

FailedMsg =2 = String  EHLBE4GEEfailed MILFRERERER
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SRR AR R EIEER
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Enabled = 5 Bool EEFEAKMIEELB
AllowFromCidrs & & Array of String BFIARIASEIRCIDRYIZE

Tag

TRESBERIRIRREY | HRISHFREY « "cluster”

U™ EEOSIA : CreateCluster, CreatelndependentCluster, CreateTKECluster, DescribeClusters

BFR Wiisk FEIFNULL il AR
Key = = String TRESHE
Value &5 &5 String EE
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AJHEXER
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2R WASE FEFNULL St b
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E=H
Clusterld
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K8SVersion
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CreatedTime

whIFE FEFNULL ESig)
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= B String
= B String
= B String
= B String
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= B String
B = String
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RunSecurityServiceEnabled

AT "m&ke" [RBEXRIER

#EN OS] A - AddExistedInstances. UpgradeClusterlnstances

AR Wik FIFNULL
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SimplePodInfo
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A
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ERFRIR
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Ef¥pod cidr
EEB¥ service cidr
k8s A4S
SRS
SERHERMER

ESitellfedi )

REABZZ2RS. WEEE : <br><li>TRUE : RABRRERS <br>

<li>FALSE : RFAHRZR LIRSS <br><br>EUABUE : TRUE,

#0328 : DrainClusterNode, DrainClusterVirtualNode
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WS : BRmEmEX

FEEFNULL S
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A
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UpgradeAblelnstancesltem

AAEHRER

B T™ZEOS | : CheckInstancesUpgradeAble
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Instanceld

Version

FEFNULL
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H

RunClusterInspectionResponseltem

A SR REA IR E]

#ANT™EO3 | : RunClusterlnspections
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=
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TencentCbsVolume
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DiskId
FsType

ReadOnly

AlarmPolicy
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BFR Wik FeEFNULL il iR
Namespace = = String k8sapAaZSia)
WorkloadType 2 2 String k8s T{EfaZEEY
AlarmPolicySettings 2 = AlarmPolicySettings HE i settings
NotifySettings 2 S NotifySettings HE @ settings
ShieldSettings 2 a ShieldSettings HEFsettings
DescribeClusterlnspectionltem
AR ER
N T™EOS|A : DescribeClusterInspections
BR Dyvir FEEFNULL it A
Clusterld = &5 String ERFSLhllid
Error 2 2 String MREEER  IZFEREEEIRER
Progress 1= =2 ClusterInspectionProgress R YEIEEKE , NZ=FERE S KKGE
LastResult = = ClusterInspectionOverview BRI — RS RS
Cron =2 =2 String Bh&ieEER , crontabi&=
ClusterInstancesVersionltem
SRR RARworker S FREE
AN T™EOS| A : DescribelnstancesVersion
BFR Wiisk FEFNULL i iR
InstanceVersion = iy String hRAS
Total = & Uint64 TR
UpgradeAble 2 2 Bool 250K
InspectionStatistic
InspectionStatistic
N~ EOS| A : DescribeClusterInspectionOverviews, DescribeClusterInspections
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=
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#an O3 : DescribeClusterAsGroupOption,
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MaxEmptyBulkDelete

ScaleDownDelay

ScaleDownUnneededTime
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SkipNodesWithLocalStorage
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[=]

Py
A

H o

iy

BIFNULL

A

B o

iy

ModifyClusterAsGroupOptionAttribute

BEFNULL

a
A

iy

fD HD

i

il

il

e

Bool

String

Int64
Int64

Int64

Int64

Bool

ES

&2

Uint64
Uint64
Uint64
Uint64

Uint64

String
Array of String
Int64

String

fik
EETRESE

BesiRSS (TKE)

GoodItem
Warnltem
RiskItem
Seriousltem

FailedItem

fk
HEEID
AEERR
[EHA

BlEEAdE)

SREAER M BEEEA(random FEHLIER , most-
pods FZEANIPod least-waste R/DAIRIRREE , BUA

JHrandom)

BRAFHREBEEH

S BRSO MITRFES (BAN1055 )

TREZTRZLOMWERES (AN 1098 )

PRERERERTZOEDIHIAAZREEA: 50(E7

EL))

BERMFEPOINTREE 4SS (FAA © FALSE)
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B Wik ARYENULL KA fhik

&8kube-system namespace FIEDaemonSet&EEfYPod

SkipNodesWithSystemPods & = Bool R
i g = | = RS ERA RS (A 1 FALSE)

HERREREREDIIAZEEDaemonSetiISLFI(FIAE:

IgnoreDaemonSetsUtilization = = Bool False , R/215)
MaxTotalUnreadyPercentage B = Int64 unready T smEASEE
OkTotalUnreadyCount & 2 Int64 unready PR EITHE
ScaleDownUnreadyTime S = Int64 unreadyTs m4aSATIE]
UnregisteredNodeRemovalTime = & B2 Int6d  KiFAARIDTS saRBhRFERT
MachineCore
SFEmachine & RiZEL
#an OS5 : CollectAllCore
BT Whi% FEFNULL ESic) fiER
Productld 2 & String 1B5Kid
ProductldDescribe & =2 String FrERiEIA
UsageUnit = 5 String EFET
UsageValue =2 &5 String {EFRE
ClusterAsGroup
SERERERRYBAEER
#Han~EA5|F : DescribeClusterAsGroups
R Wik SRFENULL 38 )4
AutoScalingGroupld 2 B String {BR4E4HID
{BRGELEIRZS (FFE enabled FF/Z enabling %7 disabled X7+
Status =2 & String disabling &% updating flf& deleting FiB4EaE+
scaleDownEnabling X[A48Z&+ scaleDownDisabling)
IsUnschedulable 2 2 Bool TRERSEMRATEE
Labels g £ Aay o eemrlabelpiss
Label
CreatedTime = = Datetime  GUEATE
WRFRE - BRmERMEX 58552 T #581W
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Versionlnstance

HRAER

WA TEO3| A : DescribeVersions

BFR
Name
Version

Remark

Imagelnstance

BEER

WA T3 - Describelmages

BR Wik
Alias =
OsName =
Imageld =
OsCustomizeType =2
Arch =
Sportlpvé =
ImageAttributeSet

FAFNULL

=

=
=
=

=
~x=

2l

fim

ali

unImgldZldevicelmageldAIBRETHIELE

AT EOSIA -

% N
Imageld

InnerImageld

Node

R R

WS : BRmEmEX

BesiRSS (TKE)

1%
WRAZTR
HRAER

Remark

REEAIERIRA , "DOCKER_CUSTOMIZE" (FEEEHIMR),"GENERAL" (i@

FEFFNULL ESic)
= String
= String
= String
il fEA
String  HEBIE
String  BERFZWR
String  $RIRID
M9 e, BiAE)
String B%AcpuZety , BYE: x86/arm
String Sportlpv6
FEFFNULL Sl
= String
= Uint64

fik
Hi&id
MERER&Id
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S BRASTCE ARG (TKE)
#HanT~EA5|F : DescribeClusterVirtualNode

BFR whi%E FEFFNULL it fER

Name & & String BT RE

NodePoolld B B String T ithid

Subnetld 5 &5 String T EFMid

Phase & & String TRIRE

CreatedTime & &5 Datetime BUERTE

LoginSettings

AT LHIEREXEESER.

BN T™ZEOS |8 - AddExistedInstances, UpgradeClusterInstances

AR Wik FePFNULL  3RAY

Password B A String
Array

Keylds & & of
String

Keeplmagelogin & &= String
NodePoolOption
IAAZET RATAYT SOt
AN TEOS| A - AddExistedInstances
AR WhIE
AddToNodePool &
NodePoolld )

WS : BRmEmEX

fik

LHIERED. N ERRIEEZBEZERTA—EE , BRNT :

<br> <li> LinuxsEfIZR84w4 821647 , Z/DEERTI[a-z , A-Z]. [0-9] #1
[() ~'1@#$ %~ &amp; *- + = [ {}[]:; &#39;,.? / IPAIEFHFS.
&lt;br&gt;&lt;li&gt; WindowssLHIZZFB 47128 1607 , E/DEIE=I0[a-
z] , [A-Z], [0-9]F1[() ~'@#$%A&*-+={}[]:;",.?/IHRY%
HAFS., <br><br>EBRNEEIZSE , WHRRBNERZN  FBETiEA
EAEMEIRER.

ZAIDFIR, KEXERE | BRI LABEXIMAIFATASRIGIAISER) ; Keyldmli@
ig#EMDescribeKeyPairs3RE , RSB EERAIISE | FAFWindows
BERFASHHEEER. SpCOTWLRIEHRIEE— M EA.

FRENRIARE. 2588 5PasswordakKeylds. NABERERIIEE. RE
EREENES. HEREEIMBSNE GRS T EEEIZ SN

TRUE, BUESEHE : <br><li>TRUE : ERHFRENERIRE <br>
<li>FALSE : RARMEIFEGEINE RIS <br> <br>EAEUE : FALSE,
FREFNULL et iR
B Bool EAIAT A
& String TImitid
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Volume

Volume

WA EOSIA -
BFR
Name
Pvc
TencentCbs
Secret

ConfigMapPayload

NotifySettings

@ Hsettings

B o M

i

BIFNULL

O O o O

iy

String
PersistentVolumeClaimVolume
TencentCbsVolume
SecretVolume

Array of PayLoad

#a™=O5|8 : AddAlarmPolicy, DescribeAlarmPolicies, ModifyAlarmPolicy

% N
ReceiverGroups

NotifyWay

PhoneNotifyOrder
PhoneCircleTimes

Phonelnnerinterval

PhoneCirclelnterval

PhoneArriveNotice

LogTopic

HEER

Wik

=
=

il

iy

iy

iy

iy

FEEFNULL

@
[=]

iy

i

i

fi

fim

fil

e T4EO5 | : DescribeClsLogTopics

BFR

WS : BRmEmEX

ESit) A
Amay of e ()
Int64 =T B
Array of
String *EE. Y. BIE. BE
Array of
Int64
Int64
SEAEREA N = >
Int64 FE:lﬁm §§5m|ﬁlﬂl¥le %{M
.
Int64 @iﬁ%%g%%fﬂlﬁc ==ty
;ﬁo
Int64
FEFNULL S

BesiRSS (TKE)

AR

pvc volumelE&
cbs 58

secret

Config Map Volume payload

LEEAAT. BEIESMS. EMAIL, CALL, WECHATAR., 8L

EIEEERE, T NotifyWayikiRCALL , SRIZS4L.

EEEEREL, I NotifyWayiiRCALL , REHZEH.

T : NotifyWayiECALL , RFEiZES

T : NotifyWayiEECALL , XFiZzE&

EEIRSERAIBANE : NotifyWaysiRCALL , REHZESHL.
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BFR
LogSetld
Topicld
TopicName
Path
CreateTime
LogType
Collection

Index

AlarmPolicyFilter

WA TEOS| A : DescribeAlarmPolicies

BFR

AlarmPolicyName

FBEFNULL

117 I 7 S 17/ R 7 S 17 B 17 I

iy

FBEFNULL

as
[}

InstanceUpgradeClusterStatus

TRARIETEFSAIRE

B T#EOS | - GetUpgradelnstanceProgress

% N
PodTotal

NotReadyPod

AbnormalDetalil

SENRREFE

=
=

=
=

FEFNULL

@
[}

a
=

AN T™EOS| A : DescribeClustersResourceStatus

% vils
Namespace

ResourceName

WS : BRmEmEX

FBEFNULL

as

=
[=]

BesfRsS (TKE)
ES ik
String HEEID
String H&EMID
String BEEAEIR
String B’
String BIEEATE
String RSl
Bool EEXRE
Bool =ABEs|
&St ik
String HERIEEIR
ESidl fER
Int64 podia&y
Int64 NotReady pod/iziEg

fER
kubernetes namespace

kubernetes&BZFR

26556 1 H581m

\|



O BASTCE

NodePool

TRt

WA EOSIA -
BFR
NodePoolld
Name
ClusterInstanceld
LifeState
LaunchConfigurationld
AutoscalingGroupld
Labels

Taints

PodInfo

PodRIIFAERER

W TEO3| A : DescribeClusterPods

BIR Wiz
Name z
Status =
Reason 2
SourceReason =
Ip 2
RestartCount =
ReadyCount =
NodeName =
Nodelp <
StartTime =
Containers =

WS : BRmEmEX

ABEFNULL
=
E
=
=
=
E=
=
E=
=
E=
=
=
=
E=
=
=
=
=
=
=

=
=

FEFFNULL et

ray String

= String

= String

= String

= String

iy String

B Array of Label

iy

Array of Taint

s
String
String
String
String
String
Int64
Int64
String
String
String

Array of ContainerStatus

BesiRSS (TKE)

fER

NodePoolld

Name
ClusterInstanceld
LifeState
LaunchConfigurationld
AutoscalingGroupld
Labels

Taints

TR

Pod&#R
PodHRTIAZS
AT HRRSRE
fEkubernetesthERHIRE
Pod IP
PodEZREL
PodmiEBessiE
T RETR
FRrEDRIP
Pod/=zfIA A

PodFi2&s:{=R
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InstanceDataDiskMountSetting

CVMLhEiERIE R E

AN T#EOS| A : CreateCluster

BR WhisE
InstanceType =
DataDisks =
Zone Z

TKEEdgeClusterResources

DEERFRIFIS
WA EOSIA -
BFR
Clusterld
CPU
Memory

NodeCount

Step

PITERER

FIFNULL

T

iy

iy

FBEFNULL

a

H o

iy

#aN O35 : DescribeClusterCreateProgress

BFR

Type
LastProbeTime
Status

Message

EdgeClusterPublicLB

WS BB AMIGRIREIIEEE

WA T™EOSIA -

WS : BRmEmEX

=

E=

=
E=

=
E=

=
E=

BIFNULL

as

iy

H

iy

ES

i

String
Array of DataDisk

String

BesiRSS (TKE)

3%
CVMLpZEE!
HEEEHER

CVMLAIRTERT X

fEtk

gE¥id
SERfcpu/Sl
EBEmemory/2ifl

EHTRE

=2
RE—RNITRTE
SRPRES

HITER
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B 535 AFFNULL =] GG
Enabled g2 & Bool EEFEARIIELB
AllowFromCidrs & & Array of String FVFREAI M cidr
LogInputOptNamespace

B2 S EEA

N T™#EOS|A : CreateLogCollector, GetLogCollector, ListLogCollector, UpdateLogCollector

B WASE FeFFNULL it R
Namespace 2 & String CEE=tasE]
AllContainers & B Bool EENTETENNRERE
Services = = Array of String ServicesEZHREVH
ClusterStatus
SERSER
WA O3B : DescribeClusterStatus
AR Wik RIFNULL 58 A
Clusterld P &= String  £Efld
ClusterState =2 & String  &EEERES
ClusterInstanceState 2 & String = ERFTFHIESSLHIAOIRES
ClusterBMonitor 2 & Bool EREEHERE
| L, - 1R I EURSEAT | -2 R S
ClusterInitNodeNum = = Int64 %ﬁ@]@ﬂF‘E’meéﬂl, 1FRTRE T RURSEBRY |, - 23R REN TS
R A 53 _ /—\-H: -H-lﬁ‘ ~:_T‘§\El‘ - ,—\-H: -H-)ﬁ
ClusterRunningNodeNum £ = Int64 fg?@ﬁ'q:'ﬁ’]'ﬂméﬁ, 1RTRENTS RURTSEBRY |, -23RavREN TS
== \-H-I.I_.—I" _ _\"": '0+|.‘I_‘.—l\\ ‘%{\ 72lure , - _\""t %ﬁ\ >
ClusterFailedNodeNum = = Int64 SHRENTRE, - 17NN RIRSERY | -2 KRBT Rk
£=3) U R, -1ETHRE SASHEBY |, -2 TS
ClusterClosedNodeNum = = Int64 zfﬁE'SEULE’Jw,HESZ, 1RTIRENT RUASHERRY |, -23R7ERENTS
. SRERINAPRIT R, - 1R RASERT |, - 2R/ BT R
ClusterClosingNodeNum = = Int64
J == RS
RS - B e EX 559 T0 #581m
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Banner

BI&BannerEx

WA EOSIA -

BFR WAsE
Id =z
Content =
Tags =

AutoScalingGroupRange

SERFRBARY(RE B ASL A ER/ IMESL %L

FEFFNULL St

= Int64
= String
= String

B TEOS | - ModifyClusterAsGroupAttribute

BR %SV BIEFNULL
MinSize & &
MaxSize B &
ExistedInstancesPara
BEFELHINEERESE
AN T™EOS|A : CreateCluster
BFR ik BIFNULL
Instancelds pr3 B
InstanceAdvancedSettings & =
EnhancedService &= )
LoginSettings B =
SecurityGrouplds = =

WS : BRmEmEX

Array of String

InstanceAdvancedSettings

String

String

Array of String

BEIRS (TKE)
sk
e
BTRE
ERmE
stk
BRI NSEPIER
(BRI
sk
££841D

LHBOMNEERESHIER

HERIRSS. BUZSHALEERETER
Te. ZhirFERS. ENERZSE, U
AMANFE=EE. ZRERS.

TRERER ( BRNSFFERAPassword
HEBEMKeylds )

IR eE. ZSHEILIEITEM
DescribeSecurityGroups AJRENEFAY
sQIdFRRIREY, ENETIZESE , WEEE
VIS =2
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S BRASTCE ARG (TKE)

AR gk SEIFNULL 358 iR
BEERSGN , JLUBEERELA
. HostName(&8fIHostNamet&E=(hT , It
HostN 5 & st
ostiame N g SHME , RSB RZEASTHINS
RunInstancesiZ[HostName—E&%)
Taint

kubernetes Taint

B TZEOS | : CreateClusterVirtualNodePool, DescribeClusterVirtualNodePools, ModifyClusterVirtualNodePool

2R Wik FeEFNULL RE fER
Key = = String Key
Value & & String Value
Effect = = String Effect
LogOutputOption
ERAES T wal

AN T#EOS|A : CreateLogCollector, GetLogCollector, ListLogCollector, UpdateLogCollector

BFR whIFE FEFFNULL ESic) fER
Instanceld &5 2 String scf5lid
Topicld &= = String topicID
Host & 2 String FHlhsot
Port S = String i
Topic = = String topic
Logsetld = = String Logsetld

PersistentVolumeClaimVolume

PersistentVolumeClaimVolume

#ANTEOSIA -

ZFR WHsE FBEFNULL ESid] iR
Name S B String PVCETR

WS : BRmEmEX 28561 TW #581MW
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BFR WAsE FEFNULL
DiskId = =
FsType & i
ReadOnly & =
Chart
chartyl|Z&
#AN O3S : DescribeHelmChartDetail
=1 DA FHFNULL
Files = =2
Lock & 2
Metadata & 2
Schema Fi 2
Templates & =2
Values Fi =2
ClusterCredential
e NN
#AT™EOSIA -
= Wit FHFNULL
CACert = =
Token & i

ClusterExtraArgs

B masterBEN S

=S
String
String
Bool
Array of File
String
Metadata
String
Array of File
String
s
String
String

BesiRSS (TKE)

fEA
XHFx
Lock
metadata
Schema
Templates

Values

TAUERBRToken

HUNT™EEOS|A : CreateCluster, CreatelndependentCluster, CreateTKECluster, DescribeClusterExtraArgs.,

UpdateClusterVersion

% N

KubeAPIServer

WS : BRmEmEX

Pz
=

=
E=

FeIFNULL

Array of String

1%

kube-apiserverBEN £
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BesiRSS (TKE)

BT Wik FIFNULL ES 55

KubeControllerManager = = Array of String kube-controller-managerBENX 2%

KubeScheduler & =2 Array of String kube-schedulerBEN£%]
ClusterNetworkSettings
ERMBIERIISEL
AN T™EO3 | : DescribeClusters

BFR W%k FSIENULL  3R3Y R

. BT o EcsErfa=sfiRSS IP /9 CIDR , A~185 VPC CIDR i
ClusterCIDR ~ ) Strin . .
=" 9 5, MBS VPC PEtSERE CIDR e

IgnoreClusterCIDRConflict & e Bool
MaxNodePodNum B & Uint64
MaxClusterServiceNum S S Uint64
Ipvs B B Bool
Vpcld & & String
Cni = N Bool
Array
Subnetlds =2 & of
String
EnvironmentVariable
EnvironmentVariable
U TEOSIA -
BFR Whisk FBIFNULL
Name & =
Value B )

ServiceAccountVolume

ServiceAccountVolume

#ANTEOSIA -

WS : BRmEmEX

A& ClusterCIDR MR, BUARZHEE

Al

P ET MNode LEKAIPodEIE (BAIA/9256)
LB E Aservice 2 (BRIA9256)
BEBHIPVSEAARTTD)

SEFRIVPCID (aNReIE=ERF | HfEE  BNBINRENM
EHNTRERF—E)

MEIEE R T BACNIENATR)

R RS Rz Y
St fk
String key
String val
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BR Wik FEEFNULL
Data = =
TKEEdgeNodeResources
WS ERF T RBIRFIS
wWANTEEOSIA -
R S FEYFNULL
CPU £ £
Memory 2 =z

ClusterInstancesVersion

ErfhworkerP RARMAT REGITHER

AN T™EOS| A : DescribelnstancesVersion

2R Wi FEEFNULL

Clusterld = )

ClusterVersion = B

InstanceVersions p=3 =

Error = b=

UpgradeAble = =
CommonNames

s
String

String

Array of ClusterInstancesVersionItem

String

Bool

BFREIASYIZFHIBEKRGMAITFREFPICommonName

#HAN 03| A : DescribeClusterCommonNames

BR Wiisk
CN =
SubaccountUin =2

InstanceAdvancedSettings

AR T k8SERHERECESIER.

WS : BRmEmEX

FBEFNULL

P
=

A
[}

ESi]

Array of KeyValueData

ok
=

String

String

FEIRS (TKE)
ik
data
A
TRCpUBtE
TamemoryBlE
U
£8¥ID
SERFhRA
TRIRARITHER
HEER
EEFEIAETR
A
S¥McommonName
FkFid
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HUNT#EEOS|A - AddExistedInstances, CreateCluster, CreateClusterAsGroup, CreateClusterlnstances,
CreateIlndependentCluster, CreateTKECluster, DescribeClusterInstances, UpdateClusterInstances, UpgradeClusterInstances

BFR e FIENULL 3R ik
SURRED R, BOANESEIRR. BAETE ext3 |, extd |
MountTarget - o String xfs XHERFNEUBRRISERES, , UG ERSFRIEL
. = BRI BMENt hextd FHER, |, 15 FERHEIR! T8
EENEZSHEIEENZFIHIRERER.
DockerGraphPath S 2 String dockerd --graph 185E(8, BKiAJ /var/lib/docker
base64 wRISHIAFHIA, WHASTE k8s BHHEITIHEHIIT &
FRPRIEHARNTEARERZE BIAREERNEE
AR RRAY /data/ccs_userscript/ BIREE, IREXKTDR
UserScript & 2 String FEEHTVIRUERE A TINRBE, AIfS
unschedulable 2#$H, 7E userScript REHE TS,
70 kubectl uncordon nodename --
kubeconfig=/root/.kube/config fp{ETRIINEE
REMNNTREESSREE , BOAMERO , XTe5R/E ;
Unschedulable B = Int64 FFOFRTASERE, FoRIBRNTERZE, FTHiTkubectl
uncordon nodenamefEnodeI\IEE.
Labels S = Array of Label T eLabel#H
DataDisks & 2 Array of DataDisk HIREEXER
ExtraArgs S P InstanceExtraArgs  TREXMNBEEXNSHIER
base64 RIBHIBFIIA, HASTE k8s BIFEITRINT, &
PreStartUserScript =~ & b~ String ERPRIEHANTEARERIZE, HAREERNEE
HEIETS Ry /data/ccs_userscript/ IRIREE.
Zonelnfo
zonelSE
WanTEAOSIA -
2R WAisE FIFNULL i iR
Id = &= Uint64 ID
Alias = &5 String alias
RegionName 2 s String FNap-guangzhou
ZoneName 2 & String FNap-guangzhou-2
Status = e String status
Remark = =5 String Remark
CreatedAt = &5 Datetime_iso time
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% N

UpdatedAt

Chargelnfo

Podit#(ER
WA EOSIA -
BFR
Charge
StartTime

Uid

DeletePolicylnfo

THIBRARRE £
WA T EEOS A
SR
Id
Topicld
AlarmPolicyType

ArgusPolicylds

Jalil

iy

iy

fim

il

fil

i

InstanceBaseSettings

TREIVERLER

#ANTEOSIA -

BR D
Instanceld =
InstanceName =
Zone =
Wanlp =

WS : BRmEmEX

FBEFNULL

@

iy

oy

H

BEFNULL

T
(=)

BEFNULL

A

iy

Iy

FeEFNULL

=
[=]

A
[}

iy

iy

ok
5

String
String
String

String

e

Datetime_iso

Uint64
String
String

Array of Uint64

A
T mlnstanceld

TREBMR

T EFfEZonefSA (string)

TGP

BesiRSS (TKE)

U
podZ2&EitT#EE
poditZFrianTE

PodfyUid

i3S

SRESID
AMPZRGFZERIID
PHEESIS

ARGUSESRIRIDIZR
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% N
Lanlp

Cpu

Mem

Gpu
KernelVersion
OsImage
IsNormal
AbnormalReason

K8sVersion

NodeRole

LabelValues

Unschedulable

CcnRoute

T ER/RIN/MREER cidrEI =B

WD WD WD WD RO

alil

ali

alil

2l

FBEFNULL

A
[}

O m O I I D

iy

iy

oy

iy

ESi

Array of
String

Uinte4
String
Uinte4
String
String
Uint64
String

String

String

Array of
Label

Uint64

BesiRSS (TKE)

fhik
TRAMIP

TIRCPU (5847 - 2t%)
TRARFERL : M)
THAGPUEBE

T RRZhRA
TRIBMERFRER

REBLERNRA0 2HE 1 IEE 2 tlE)

df

HIRE

0

K8shixAs

T, MASTER, WORKER, ETCD, MASTER_ETCD,ALL, ZiAJ9
WORKER

HiLabelirgssk

REAATLIRERE (0 ZRALMGEE , KT0 ZRAAILISIEE )

#0038 : AddClusterCIDRToCcn, AddClusterCIDRToVbc, DeleteClusterCIDRFromCcn, DeleteClusterCIDRFromVbc,
DescribeCcnRoutes, GetVbclnstance, GetVbcRoute

BR

Routeld
DestinationCidrBlock
InstanceType
Instanceld
InstanceRegion

InstanceUin

ResourceStatus

Wik

=
E

fl AD AD

i

WS : BRmEmEX

FFNULL 3§

=
E
=
E
=
E=
=
E
=
=

=
=

&2

String
String
String
String
String

String

fEA

BREHSRERID

Biim

T—BkSRE (KEXSEHISRE ) |, ATA3REY | VPC, DIRECTCONNECT
Tk ( REXSEA )

T—BkRTEE ( REXSCAIRTE M )

KEXSLHIFFBUIN (1RIKS )
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AN T™EOS|A : DescribeClustersResourceStatus

BFR
ClusterInstanceld

Status

RIUtilizationDetalil

TRER S IRIFIR

#AT™EOSIA -
BR
ReservedInstanceld
Eksld
Clusterld
Name
Namespace
Kind
KindName
Uid
StartTime
EndTime

Product

D o o o o o o o o

iy

ImageRegistryCredential

ImageRegistryCredential

WINT™EOSIA -

BFR
Server
Username

Password

WS : BRmEmEX

17

Iy

FeEFNULL

=

as
A

String
Array of ResourceStatusltem
FEFFNULL RE
&= String
= String
= String
&= String
= String
= String
= String
&= String
= String
&= String
= String
FEFNULL St
= String
e String
= String

BesiRSS (TKE)

fEA
==::3(D)

fEk
FREEs51D
PodIft—ID
S
Podf9EFR
PodA9asE=E)
Trrtazeseal
THRREER
Podfjuid
FREFHaRtiE
E4ERAIE

3% 0GRy T

o
5

sk
user

pass
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InstanceExtraArgs

TREEXSH

HWUNT™EEOS|A - AddExistedInstances, CreateCluster, CreateClusterAsGroup, CreateClusterlnstances,

CreatelndependentCluster, CreateTKECluster, DescribeClusterInstances, UpdateClusterlnstances, UpgradeClusterlnstances

AR WAl FEVFNULL it fEA
Kubelet & =2 Array of String kubeletEENX &34
SummaryService

Servicei¥H{=E

AN T™EOS| A : DescribeClusterServices

B WA FEVFNULL &S] fEA

Name =2 2 String Service®Z#R
Status p=3 = String ServicelAz&
Servicelp = = String Service IP
Externallp = = String AP

Lbld = = String TREISEID
LbStatus = = String REIIENRES
AccessType 2 = String Serviceif|a)ZEEY
DesiredReplicas = = Int64 HAZERIA L
CurrentReplicas = = Int64 HEIEIZAEL
CreatedAt P! = String BlERAYE]
Namespace p=3 p3 String WmETE
ReasonMap = = String ReasonMap
SourceReasonMap = = String SourceReasonMap
Labels =2 2 String Labels
SysLables =3 = String SysLables
UserLables = = String UserLables
ScaleType = = String ScaleType
HpaPolicy = = String HpaPolicy
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ClusterAdvancedSettings
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HANTZEOS | : CreateCluster, CreatelndependentCluster, CreateTKECluster
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IPVS =)
AsEnabled &
ContainerRuntime &=
NodeNameType &=
ExtraArgs )
NetworkType )
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IsDualStack B
SubnetResource
SubnetResource
WU TEOSIA -
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CPU
Memory
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Subnetld
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ClusterName =
Vpcld =
Subnetlds =
K8SVersion =
Status iy
ClusterDesc B
CreatedTime 5
ServiceSubnetld &
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D

AN ™ZEOS | : CheckInstancesUpgradeAble,

BFR Wik FFNULL 2R
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MachineGroup
HEgH
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BR WAisk
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Ip = ) String Ip ik
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NodePoolSet

AT Rt SR

#HAT™E2O3| A : DescribeClusterVirtualNodePools
BFR WAL FBIEFNULL i R
NodePoolld = = String Futeld
Subnetlds &5 &5 Array of String T EtFmId
SecurityGrouplds & & Array of String TRtz eHid
Name &= &= String TRt RFR
LifeState S S String TAGHEIRES
Unschedulable S B Bool TEIEE
Labels B S Array of Label TGRS
Taints & & Array of Taint RRlbih=) =1

SecretVolume

SecretVolume

wANTEEOSIA -
R WAL FEVFNULL &Sic) TR
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KubeVersion
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EniSubnetlds &
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TagSpecification

IrERYIZR, BIIEEZSHI LRSS EMENAEIRES] , LS HPER SR m LA,
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LR WAk FEYFNULL R T
ResourceType & 2 String IRESBERBIREE | HRISFRE : "cluster”
Tags & = Array of Tag TREEXTFIFR

ClusterInspectionProgress
SRR R
#HanT™EA5 | : DescribeClusterlnspections
AR W% AENULL 38U A
LEEBRER | init_env: ¥IIRLIRE , 2Eagent, init_k8s_resources : KEY

Step =2 & String kubernetes&iRinit_components: 3KEUZ OB S 2Linit_machines : SREXT &5
S#diagnostic : [FIEIQEEEET

Percent £ &= Float MEHERSL

InspectionReportltem

fEERtGESRINE

AN T™ZO5 | : DescribeClusterinspectionReport

BR Wisk SEFNULL i) U
Name =2 5 String BiR
Error = e String ISR

ContainerEnvs

ContainerEnvs

AT EOSI8 -

BR WAsE FEIEFNULL it A

Name F a String BiR

InitContainer =5 5 Bool 2&initContainer
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ShieldSettings
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HIRh

BRITEHAYE: 2024-06-18 14:31:24

TREeRR
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INFIREERFTFAE Error FER , MIZRZNERA APL LM, 590 :

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

12

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

Error FfY Code FHIRAS , Message FRNZia=AIEAER.

TEIRIDYIZR
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HIRAD
AuthFailure.InvalidSecretld

AuthFailure. MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue
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ERfD 1RH
LimitExceeded IS ECRRBRE .
MissingParameter TROSEGEIR,
NoSuchVersion BEORATRFE.
RequestLimitExceeded TBERADREGRIT T IREE RS,
ResourcelnUse RIS .
Resourcelnsufficient RIFAE.
ResourceNotFound RIFAFE,
ResourceUnavailable BREARTH,
UnauthorizedOperation KRIFURAE,
UnknownParameter RISEEEIR,
UnsupportedOperation BMEARSZTHS,
UnsupportedProtocol http(s)iIBRIMSEIR , R3ZHF GET #1 POST 153K,
UnsupportedRegion BOASISFTE b,
AV S5HERAS
ERfD 188

InternalError.ResourceExistAlready
InternalError.CidrOutOfRouteTable
InternalError.OsNotSupport
InternalError.UnexceptedInternal
InvalidParameter.CIDRInvalid

LimitExceeded
InternalError.CidrConflictWithVpcGlobalRoute
InternalError.RouteTableNotEmpty
InternalError.Param
InvalidParameter.RouteTableNotEmpty
InternalError.DbRecordNotFound
InternalError.GatewayAlreadyAssociatedCidr

InternalError.CvmCommon
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FHIRAD

InternalError.Cidrlnvali
InternalError.KubelarvisAlreadyRunning
UnauthorizedOperation
InternalError.Db
InternalError.TaskLifeStateError
InvalidParameter. AsCommonError
InternalError.CvmNotFound
InternalError

InternalError.VpcCommon

InternalError.InvalidPrivateNetworkCidr

InvalidParameter.GatewayAlreadyAssociatedCidr

InternalError.ClusterNotFound
InternalError.VpcPeerNotFound
InternalError.CidrConflictWithOtherRoute
ResourcelnUse.KubeResourceAlreadyExist
InternalError.QuotaMaxClsLimit
InvalidParameter
InternalError.KubeClientConnection
MissingParameter
InternalError.TaskNotFound
InternalError.AccountUserNotAuthenticated
InternalError.QuotaUSGLimit
UnsupportedOperation
InternalErrorImageldNotFound
InternalError.CidrConflictWithVpcCidr
InternalError.PublicClusterOpNotSupport
FailedOperation

UnknownParameter

InternalError.QuotaMaxRtLimit
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IR B
InternalErrorInitMasterFailed
InternalError.PodNotFound
ResourceNotFound
InternalError.VpcRecodrNotFound
InternalError.DbAffectivedRows
InternalError.AsCommon
InvalidParameter.InvalidPrivateNetworkCIDR
InternalError.RouteTableNotFound
ResourceNotFound.KubeResourceNotFound
ResourcelnUse
InvalidParameter.CIDRMaskSizeOutOfRange
InternalError.VstationError
InvalidParameter.CidrOutOfRouteTable
InternalError.CreateMasterFailed
InternalError.CamNoAuth
InternalError.DfwGetUSGCount
ResourceUnavailable
InternalError.DfwGetUSGQuota
InternalError.QuotaMaxNodLimit
InternalError.CidrMaskSizeOutOfRange
InternalError.CidrConflictWithOtherCluster
InvalidParameter.Param

InvalidParameter.ClusterNotFound
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