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wget http://imgcache.finance.cloud.tencent.com:80u.yd.tencentyun.com/ydeyes_linux64.tar.gz -O
ydeyes_linux64.tar.gz && tar -zxvf ydeyes_linux64.tar.gz &8& ./self_cloud_install_linux64.sh

wget http://imgcache.finance.cloud.tencent.com:80u.yd.qcloud.com/ydeyes_linux64.tar.gz -O ydeyes_
&& tar -zxvf ydeyes_linux64.tar.gz && ./self_cloud_install_linux64.sh
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e VPC W% IP : 169.254.0.55
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o EBTN=SMERAMIES : sp.yd.qcloud.com, up.yd.qcloud.com, Ip.yd.qcloud.com
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o BHSH : 7ERE Shell EMFIR LTS , B, AIENGE Shell HEFIRSH,

o ¥ : FEBTR3H Shell SUMAMIRIFL | BEFE , TEBRM Shell BHHER.
o IMNBRE : WIFEERE Shell BHIMABRR , AIEERRE Shell EHAMIRIFE | BEME > MABSR , BALRE , E8E D , SR, AREixRE
Shell SR ABRRELM,

o MBXER : [R3% Shell EHFIRSIEXIR3E Shell FEAHITHIER.
3. B3 Shell BHAIIRSS S [P, IEEZIRS AT,

BEREE
3% Shell IEESTFRMEEE , BISRBOESRKM  SHERHIBIHRNCHERE.

1 BRFNReEHE  EENSHS  EENSEN > 38 Shell , #A K3 Shell TT@E.
2. "% Shell "INE , IHEARHERE > HMNIBSH.
3. " MINBS R TN , IRER Shell £, 815 | BInENl. BENEEHE (CHFSNHES |, MRESHE) | RERZEHESIRGSEE  BERE.

SE0R8A

o IP HBHHES : B8N IP (127.0.0.1) . IPSERE (127.0.0.1-127.0.0.254 ) . IP RJER ( 127.0.0.1/24) .

o imAHEIE 80,8080 ( STRFEZMNHAHLAIIES SR , ARIHIFES ) .

o WEFAANEME , FERITHESERTEEHR,

o EIRSIESTELIRSMIRSGSS , BXAF APPID FHAIRSSEFINSEZARREM | HEBERE,
iv. BB  IEERREENEEEZEN | BESMSIRHBIZE NS HRIS IR AE 8BS,
v. EAB S ETRRE , IEE R TGRSR,

o 5t CERENESSSIHEXRFRASER (SMXRFASE | 9 SNIRITEREERSIE ) k.
o HENRESIFRFR  #OSRIIRLS B, REFIRETFR  EETNE  RERE  BIRRERD.

o HE  EEFOSRNANEREE , SEHE  FTYERINESRHITRE.

WRFRE - BRmERMEX 5533 T #585m@



O BASTCE

o bR : EERRIIERT | SHFNCERENEE SHITHER.

= AN AN
S
BIASE#AATE): 2025-10-11 18:10:00

G REN BIMTEEF R FERRSIMIIE.

WS : BRmEmEX

FNZzE (CWP)

5834 0 #585@



X BIHSTCE 2L (CWP)

ETENZeMEXZERARSHESMFR , TNZ2AINRERPG SN EE , FETESEENNNGCRIREREH TSRS  SRlltseHnS , RAS
AR Ao S B,

AR

R STRENEUARENF | ERARFIRPHPENR TSR AT ERZIEE.

BAFPR

BHPIE

1 BRFReEHE  EENSHE SRR > AR  HASBHSHNEHFIRIFER.

2. EERaSHBEMPIRIGER , IEEREHSHMTIR  HHTEXEE. ERPIRAEURTRESEGSEMIIRSIHEIP/ZIR. MR, HPRNE. RS
R, BEAE. FIEKE. REME. MEMEE. RERBFEEI2NFR , RTIIEFRABTEEN.
o (HEEHE | BEHORMYIRSIRAFRASEEENSEMN  SHHEXBEFRINSER (SMXEFABE " 5 , SMNIBrEREERSE ) B4, RTSHHRE

IERIIRS B

o

BENFIEFR  ABRHSBHFIRLY , Bdring , IREFIRERTER  ESAE , RERE , BERERD.

o PHFIESH : EEBHOBUFIELS , BElrling , THBERHSBHIIESH,

o

5 - S | TEEsa S HEEREERES.
o MAB&ZE : BHEAE > MABSE , IEENGSIAERE | BEzaS BTSSR BT £5%,
WiBA :

HUAEEHSEMInS , REEMERTSHFEMERENFER | BAILIIHEAEE BRI BFAESAHIITIIRERE.

° EFANE : ERFEFIETRRSEGSEMY , IBREHTCHCTIE | ETFHP.
o BRCR : SFREQSERRGSEM  WEHCRHTHR  HREEREER.

FRFAEE
R SRESISHHENN , BREANSHER NS TN SR,

1 BERFReEHE  EENSHE SRR > BfaS  HASBHORE.

2. EEEHSNE , EEAFANEE > HEHn.

3. FERTIEMNUINE |, RIS (RER/AEE ) | HEMNESRMENRAR | SREBIRSEE | SHFaEhESHaNa.

o EREHEHN , EHSHE—EaTRESBNENRAN  WSH-tReBMEE,

o BRFEMN , FERNEBOIRELHIIRSSSERINEIRIE.
o

= ERSESCESELMRSEE | B APPID TRTERSEEMNGIZRBREN | BERIRE.
= NRIRGGSFHBLEENZRARN  BIAERHS ( EUREABTAREFGS ) .

4. REHE  TERPMNEEIREEZNN |, EEMFIRPHE RS RSB RIRC e RSN,

WRFRE - BRmERMEX 5535 T4 #585m@



O BASTCE

5. ERFAMNECERE , AT THREMIRSRE, PR

FNZzE (CWP)

o fifik | BEENAFANSHHERRFRITETN (SMRRFREL | HF  SNIREEREERDIR ) it , RNSFHRENER (28, B, PRIK) #iT7H

%,

ERESGREIIETR | OGS L, Bising , TRBERTTR , WSS , SEE , MEREA.

o

o 4WiE : FEMNIFIRMAMIERMFEL | SEmE  PIXCOZAMNIETHRE.
o kR : FEMNFIRG | SHENEEREARNIE THIRR.
o BRI : FERINIZIRG , SHSRENNNERIES | AERRRSS , BERRIX  REZMVZEEMA.

WS : BRmEmEX

5836 T 5850



X BIHSTCE

EHE =g
BILEFATE: 2025-10-11 18:10:00

R AENBRAEENIIEERE | B EERS R PARRKG.

R

FNZzE (CWP)

FAENZLIFIERIEREN (Windows , Linux & ) LATRIRETEMEFIREMHEN, FNRESHEHEEFNFIRBRIHTICN , RISHS2MRIRRENE |

AINEIRARRIKIG. . FEFRREERNFER  IMHFEE I T EEF b ERRSETHIRRNG.

PR 1R

o ENFEISCHEGFENNEN (TR ) | FRiRREERE.

IR EPEIIRE ST AR EN.

THESNESRER © Linux R, WindowsRE5RmiE. Web-CMS iFiRE. MARR.
FFEHIESRNRER : Linux RAERRE (285 ) . Web-CMS iEiRE (#895) .

#E&{Fier

1L BRFNRSEHE .
2. BEAENSHFNIRREE , SThEERBEIT.

b=

TEREEHXES | SR TR, AIRREENER | BREENTE | RENREREXRIHTRE,

o BE—RIOESTHRIOERENES | ATNAREENRRES. BRER. SEmENRK, ARRSHTERTIRE | REFTZAAME,
o BEOESESERGENRERR  THRRREEE TS EERT | CAENETR. EREEE. RESRANBREIMTIRE | REEAAINA,

o BHHETEE EOREMAERS  FSOFTH PDF 3EIRE. Excel AR,

IR
ERPRSEXS | B TR, R (EARIIEE ) P EREARIRST R S B ITEER.

e ERXTRE  MHERKTRR (AXNEE. mE/SeiRE ) e,

o 2EBERE : et Linux BERRE. Windows RARIE. Web-CMS iFiE. RARREAVEESLH.
o FME : tHBRNENSE.

o IWEKEEM : SHE1INBR WeDetect RIBIREESEME0EE.  (HEARINEE

ERHKE « SRl BANERESMRIAE. (ERIEE

A=

AREFIRXET , ENANIRHE. ERXTRE. 20FE3E  ATYUETRIREEE  EEAKER , TAULERRESG , AENERRETIRNTERE,

iBRFIRE TR :

o BREM/IFE | BRSNESRMSHATER | mERZRREIRE (W TEFIR. RBER. FEEXPE).
o SBRESA : Linux B4ERER. Windows RE45EIE. Web-CMS iBiRE. MARR.

* FIER  PE. Bfe. $e. |KE.

e CVSS : I5EARRITORAANTSD  DECCEMORIL0 , NEFEATE , LIKRE™E.

* CVERS : XIERREEEET , RZBRAE—RS.

o BREFEIE | S RIEERZRRAYEE,

o MIBEN : FEZRBIIENHE.

o AMEBIS : fHEE. S, B, BiEE. BRI EEXN.

o BOfEMARS : BafElTh. = (EARSISHE) .

WRFRE - BRmERMEX

5837 T #5850



O BASTCE

o #MF
o BEAR  EASEHMESNRR , IRGEBEARITTRRETIELS | REEErRFHESRA.
o EFAM | BRI T,
o R : WMZmEH TR | FEAEZENEEZRRE.

e85 gt

BT EFATE: 2025-10-11 18:10:00

WS : BRmEmEX

FNZzE (CWP)

5838 T #585



X BIHSTCE 2L (CWP)

FIEENBANAEFRELEEEE | BEESEERSHTIELT 2.

FEENZ ISR TEHCNFI RGN |, STRRHEEEN EAEERLIIHTION | STHFEITENHRE 7 RELET R XGER , REELAICITE
RISERIMESEY , REEAZSMTXEARLRE , U TEEFNEERSHTNELST 2.

EtReRE
o ERiR | EDREEFAR , SHFIBARIRANEEENMTION , RRTSRER. T IELRIRHEIE. RIS —RIGNR A,
o QAR : STSEERIRHOEIE , SSAF BCHERRER | SOSIEERIS RN S —RIeThEe.

#B{Fier

1 BRINRLENEG  EENSHES  SEEEEE > REER  #ARSELNE.
2. R BEANERHELRIRINRE. FEHeNFISERIEI—RaNII6E  SHFEEELRBIBIEMRINR | LIRESAGNERIIE | FIEER4FMeNTTE
BEERIEENE | AIXHEERS NI T2,

B
BEHRREETRFPEENRENELCNNNES  ETRBER 7 BELIEE RIS ER.
o SFARARLERE | IFATNZLREMERSERIESICNAS AEREIARLIONRE | 6FF | SRR, SR=ICRIE. S550MRES. CIS BEERS.

SPARERLIHFRR. EITLUEINEARL SRR NTHRISEENRRS S | ZERIASRIX | £7X L0mieleB T RIRSS.
iR -

RIRAIBI S = EETIZRIE T 2EMNIMAIRSS AR / 1ZRIE T 2AMEUAARSS 2L

o WIEELSRIE
1 FESMNERFMERE L |, SHELIeE.

2. MR ETENEL IR ETTE |, ML,

3. IS ELARIRIE |, MRS ( FAFSIERRERES ) | ERONE. BEEMRNEET , SBHREHER.
i8R
o FHREREIHFEE20MNELREE , IKER20NEUARITERRE |, BEETLMRIEELS | BREIE.
o REERANKRBESFE RARME TREN.,

EEAN

TFEENZESHFIELCN T ENFII—RIEN | ST ERIRS B8 LAYSER LT TR,
BA
FFEREGAGN , BFHE TNRETUNR A TEERN,

. —g@iem
o EWIN : MEEREMESOUIAE , BITYERBEH RS RESERNSIRSBIORIIRS , MEENEERSRE , HRFEFSREENG, HEHE

EZNEATLIE , B ART R, BEONERRAER  SEREEN. o eliRn SET

o IB(EL  EIREEONRELRR  SEFHANT (IGN—AISER2 - 558 ) | IeERE  RUERSUEMHERNA N BN R RS ERHE.
= B(F2 : BEVEIT  WEEENZEARAE , BoRSFEAR AR,
o IFERIEN : HEIFERERELICUN  SERENNELRIE , RE—BRN (RU—RIFER2 - 109 ) BEEFRFETIARIRSEE | BINZE FRE
e
* AT

WRFRE - BRmERMEX 5839 70 #585m@



X BIHSTCE e (CWP)

1 B NERRERE LA BERLIRE.
2. EEESRIRIRERS | AILUHTREMS IR EFH T RGN EE,
o [RMBHIIRE : £ RE HETN BAKRINRE RN |, ELITESRERE  REQNEE , BT RSCKDENERE | STFIRF BERIRHIMER.

o RIRGNIMEE : 7118 WEN BBENAEE HEN , EECRBICUIREFS | FHHTEEBERIZE,

ELHOERIM
LINEREARIRFNZESE | EAILIE 254 UE , EERXGNRSHRI0NE. RIS, ZELRIEET R, EEmMNI TOPS RIRSS=RKE TOPS | #i&

RRE SRR TS .

BREMSIR

2 S ME TS TEEEANNERIIR  ISEEREAIHE | USRS TRHISZAIIGSTE | IS RISHIT T, FBRHA

o ESEW: EX0EK , B THEREAIMRNIR,
o BEVER : RIEELNGIREE  BHIUSNTE. BE. PRANTEHENER.
o BN : iZEL4S THERNIIMEATHEE.
o FINIRSERY | FEZRISFMEIRS SSTIGNITT |, #WRNIIRS SRS MBETIZELD TGS | BNZELEHNRSEIEE.,
o BEHEGE : Bl R EAIRS SN HZEL S FHSIBRAT &,
o WY pAEEE. REI. Wl
o BME  IREEEAFEITIREICUNEZ S,
o EEFTEW :
» AL EERERNNEL | IR LAREERRN S EXEEHHTERR.
» A2 EEFELAN  BEEFRN , BEFRNZELHTR.
o EEHE : aEELRNERTIRT  HABREL  EANREE , REEEHE  BANELHER. bEELFERE  TEEZEANHMSEMENER , B
ARG EENPIER. RESIEIFIRMRSRENHER. RREME. SSENRSSEMT BN, IFEERMRSEIES | €8 RSSA

MIR(ERE | BATETEE , HNGIEER, CERUFERIEEENER  SEELER. RESS[SIRUTUFETIE.
* FIRSTENS MG SN2, BIERSNTE A RIRXGIEE Tt TEE.

» SRR TAY B S R A I ARSI,

» BAMSBEEGNIET |, SRS NRAF AR IR,

WS : BRmEmEX 5840 T 5850



O BASTCE 122 (CWP)

= pas e it
g

SR &gt E: 2025-10-11 18:10:00

BE(

]2

10N
ER ERFRF  ESPABRPIERAE R+ ARG RN  REABZEAR. 8l RiE. EREAENRAERTE. T2, SUMEMENNR. BREnEE

TIREREBSHSRF BN TENE | Bt AR A —EENEE TN RS,

TReHhA

o R TALSEITENRE. BENARSHEEMENTRE,
* XFHERFEIRSS W FAER. WER. ¥, 5x. I2#=. UCoud FRIRZHFFMENENRE.

B PSR A5 AR

Linux RESTRIRSE

e RHEL : Versions 6 .1+ ( 64 bit)

e (CentOS : Versions 6.3+ ( 64 bit)
e Ubuntu : 9.10+ ( 64 bit)

e Debian : 6+ ( 64 bit)

Windows RE3zighiRas

e Windows server 2012 , 2016, 2019
e Windows server 2008+ R2
* Windows server 2003 ( limited support )

WS : BRmEmEX 5841 T 5850



X BIHSTCE 2L (CWP)

[=E|diaralFEs

BILEFATE: 2025-10-11 18:10:00

TR . REENREE i

1 BRFNReEHE  EENSHE  REECEE > TR > TEINRLEFR  TaNEEPEEREES TS,

2. RIS IPIEERIRSS AR, IRSERAMIEETESN | RBESTLITER ERIMNNE | BERETARENT , BUEREAME =S,
o BEUARMEN | REERSHHITIENGS , BakENReE i  BiewdRER.

o BIILLEN [ EREEEAN VPC , BEEIRSHIFITENGS , ITREENZLE R  BIanSE3tE.
WiBA :

" IFTRELIEX  JRETREAIMEEAENTSS.
= YRTKIERFMER P, SEERTh@RST P FRULETR.

LER2 : AR BRI

1 RIRR RIS |- HIMT R B LIRS AT | FIFHMESSEIERRRHAIA YDLive HIZEIETT , BT, #11Ta< : ps -ef | grep YD EF YDService , YDLive HIZE2H

o HHETIETT , root BFEIERNSHER , #117@< : /usr/local/qcloud/Yunling/YDEyes/YDService,
2. RERRIETE 5% E , RHERERREHTR > FTARSHEX , M EENMNRSES.
A

o KMERSEDLE , SMEZFRESTENT  AEEINIIRTES | RSHE TP RS E L.
o WIRIER L% , iSRRI BRETT.

FE,3  ARENRERAE

BESEEFIERTFARSGHEN | WUEENMRSE | AHRINEENTH N \SNEEREARAEN R TR,
1 ARETUHENZETWARINEE | SHFIREEE | BRL. ADEE. BREEOE. REER. T5E (IFBNRSRMEXMEATIHET ) . &3 shell, FibR

R, BEwe. TEBERE.

WS : BRmEmEX 5842 T 5850



X BIHSTCE 2L (CWP)

BT Z%VPC
BIREHATE: 2025-10-11 18:10:00

BRER

(=1

Bl VPC ELBRNERRSHFEREX () . St (dbR ) . R ( Bis. EiESr. mm) | AEtX (5#) | BEEEABaSEFIBEREEVPCA
BiE , AILAEERRE .

B{Fiera
SBL : WARTRBETZRRTEN

1L BRFNREEHE  EENSHE  BEETEE > THIIR > KEFNREEFE , EalHEhEEREES 1EE.
2. ERUEHES |, RSSEARSHIEFIEBIRSRMER | HERE A RhIREE.

iR -

[RSSEERFIZBAFRMRIER SR , EEEXIRL Linux 5 Windows 1{ERS.

3. LRI (TN )« BB (b)) . SR ( B ) . SR ( DiSeRt) | SR (Fm ) AT ( BRER ) X

* CEMIFFETBEREEERN VPC , MEREERTAR VPC WS , BERERARRG IR,

o IREHEMENE VPC RESEAFRTENBERER TR , IS5 SRR,

SR : ARTEESTRITAENS

1 NSRRI (M)« SEthX (4bR) . BRI ( Eig) | SR ( EEeR) . SR (RIR ) FIFRX (BB ) #XIRE VPC W%, NERIAE
MG, RETAERGENAERMENE. EAEMENETS  BE THAE EERHXE , B +3E , B2 VPC #E,

2. 7EFRE VPC S8t , MANFTESHEREIRE , AInISeangE VPC,

$E!3 | EYEHNLIVPCHIEE S AN FENBENETE

1 MEFENIFRTFEBSEERNRER |, WP ER2EER VPC LERMIZIZENT. a. R FABNS i=HE , AENSHE | BERERW |, HAREMITE.
b. EREXMINE , BEGMEIESLA)> REXLA) , BEARERSLFITIE. o FEXRERSLHITUE , SEFIELP) | B BR2PIEET VPC SLARINZEIREA S+ | BEHRERTTM

KBRS,
2. WEAREE RN , WEEHE., o ERMWENEEHE  EENSHE , BEEM |, HAZBKMITE. b. FE=EBMNAET , B +#E , MHITE BRI AR,
C. IETERBAMISLAREES , MINFTRSEERTIRE | B oA =B RS,
AR

TEMX | BEREIEENa S BEERN TN XK.
FAEML : iBIERSER2IEER VPC LA,

ANHHIN 1P #bAEERIER | IBIRES TR EIEFEHE— A2 HseA9 VPC L,

3. BRIENZSEHE | SELSBRURNERGSOHTRE. BRI TalSRERE S ERLPHERAT [P 495574, 8080, 80. 90804 MmOIAYIIE.

WS : BRmEmEX 5843 T 5850



O BASTCE

A S
H
PRB)RR
BILEFATE: 2025-10-11 18:10:00

BETEBNENREMIRAETER ?
B, WRREINRA SRS TR,

IMTEENZLAHRECIR ?

1 BRFNRSENE  EENSHE , EFRESD > BIEE > WIPHFAE , #AXIRE.

AL,

CTHEERIRR , Bt RuRORS 0 ?
BEE TENBREUFIFRERO |, BBk KR,
i8R :
MHFIFF RO RT RN,

EYMY IDC BEZIFREE Agent?
MR, BRIRENESEBERN , RARTEK , iR NRSe Agent,

L& Agent 5 , BHIGBRISASRTIFEFEHRE?
BRIZHRSTS.

FE=FENR  BEDINETEHE ?

THEN , F—ELNEREHEHITER. &,

REFT IDC BI= ERRSBHROGIDR , BiR IP fiiRO2H4 ?
BiR IP R22EH<SMM IP | ##05574 80 8080 9080,

KRR , TiEGAANSE SR TENEN TR AERER ?

BRlZA9.

BRATHIEFIRE Zabbix #R2 e ?
HATRERS Zabbix ISFHANE , REIENE , AT TS LESE RIS HEIxa.

WS : BRmEmEX

FHZE (CWP)

AR | ATMAEWSEAIRIE (TR ) | IREFRIERER

5844 T0 #585



X BIHSTCE 2L (CWP)

(LS
Linux \fEEaHE~E
T ESATIE): 2025-10-11 18:10:00

A SEANAHER Linux NMERERFHREHENREINZ MR,
iR :
EREMARSHETEY BAS , SRSy ADEEEFMATLE.

RADIT , BERNERE
—. MEREKFRBEOS

L iERSHBRA RN AKFEEFESEOS
o IAENRBE  IMESERM,. HUREK,. MySQL M. tomcat kP, MItEESERKFSERREETRAEE , HRNELRE I ESHR.
o MERTE : UBEENIRERAZGHNAERFEE | (EXAEREE.
o Mt : &,
2. ff last HOEE MRSH/APEINKFICR |, WARSEUE P BRI
o IGERA | HEERE SRR ESERFFEN RN RS P L R a S b A A I .
o fRRAL  MERIBRRAFA , AIFER®< usermod -L FIFE £AABFEEFER®S userdel -r FPE MERAF.
o XIS : =,
3. j@id less /var/log/secure|grep &#39;Accepted&#39; @< , BEEAHEDLE IP INEREE

o HEIRIE | K NE TR AR AT NSRS SChERR AN e B AR A .
o fRIRFTE 1 &S usermod -L FAFE ZRMFHEFER®S userdel -r FFE MERERF.
o XS : B

4 RERGRERARASERD :
o MERAFTANEERRO (SSH, FTP, MySQL. Redis % ) RENEARD , RLEBAFOEHERE S B TR TREM.

o fRRITE : alEIRFSEENLRIE /etc/ssh/sshd_config STFRE] Port 22, $2218X083EZIAIRA | 1EXIZ EEEER ssh IRS.
=3
LXFHOABTIENRRT , ERRERRSSEHE LSS ENNLZSERE , AENENG , BITARD |, FEE20 FiNLLEmn,

b.i&47/etc/init.d/sshd restart ( CentOS ) 8% /etc/init.d/ssh restart ( Debian / Ubuntu ) SsSEREFRBER, 88 FTP, MySQL. Redis SHFEREIE SIS
IANEIFIR21, 3306, 6379 E iR, dIRFITEERAIP , fRi8/etc/hosts.deny . /etc/hosts.allowfE NS4SR 1P,

o Mgl : =,

5. tE/etc/passwdXft , EREHIHZIRFER

o EIR | KEERETERHEFSARFT I NREN R AN SO A I .
o fRRIE : ERWS usermod -L FIFEZEAABFEEFER®<S userdel -r FAFREMIBRAERF.
o XSt : .

—. RETEHERIRARO
1.JZ17 netstat -antp , BEERSEEDTERFHININH ORI , EE TN pid,
o MNEIRFSHRESFLLEMHE  TRHETISTRRIGO , SMNMEI s iTE:,
o fERTTE  BRIAIEEEGHEZ | 1517 Is -| /proc/$PID/exe &Y, file /proc/$PID/exe ( $PID AXINAY pid ) , HEE T pid FIRIMNANHEN (AR, MRIEEH
2, MRS BRI SZAEPET,
o Xt : &,
2. {8 ps -ef fl top HLEEREEREIHE

WS : BRmEmEX 5845 T 5850



X BIHSTCE e (CWP)

o ERA : BT LSS , ARMEBRAMRRIAHZIHE SAARRSE CPU SINERIRN , NAT8EEEiET.
o fRRFTE : WRNZUHENTEWIER , TLUEA kill -9 HHER oSz | sifEmpmEIREIHFZI X,
o [RpEt : &,

=, REREERFT SR
1. {§M chkconfig --list #] cat /etc/rc.local < , EEFHEHRTHEEERENEIIRS.
o WMEIR | BEEFTESFIIERFNEIN  FAFPXEREBIRET.
o MERFFE  NAIEEEE , BJfEA chkeonfig fRSSE off @<XiT , ARIIGE /etc/rclocal FEBFBREIE , MBETHE.
o XISt : =,
2. # cron XHER , BEERAFAIREERESHIA.
o 1REWBE | BF /etc/crontab , /etc/cron.d , /etc/cron.daily , cron.hourly/ , cron.monthly , cron.weekly/ BEFIER S ATIZRF.
o FRRIE  MERMBRNMRRITINES | ATEHAFARTSERWSHA , (IRIFEREWSHA |, oTERE IR ESAASMIFRMAN.,
o Kt : =,

. RES=SHRHRRE

1. INRIEERSSEENEIST Web, $UBREESRN RS | BEIRGINARFRKFN X ARGNEIIR , Fr/REFERIE root WKFIET.
o 1QEIRBA : EFEIE root MFIETT , ATLMRIEER AR BIAE | & A AN tIiRSS s | MO BEEIRK.
o BRITE AN web [REBIRERSEUEERBER. I&1T chown -R apache:apache /var/www/xxxx . chmod -R 750 filel.txt s5<HERE MubiHEASR,
o gt : .,
o BR&E TS Mk B RIUHBRRG,
2. ARIES R R FRmIR
o BRI : TEMAR | SO RERRAFEANNAREFRHRAIRE  FERSHNBRMIBEE | SEELMNEFIA,
o fRIRTTE : HEREERSIEIRMAGIN ImageMagick, openssl. glibc % , BRALUREEAZEMEXBRHNLLBEIESHEE apt-get/yum EAXHTEEARIE

£,

o XS : &.
RIS B RISPRGSERBIENT : *75 « ** g HTTP RESSETINAEFAFPAR www , MutFEFA centos , MikiRERE /home/centos/web . F57&/H%

1. BAIEFTREML B ARG B FIFEEA centos , www , S1 &< :

chown -R centos:www /home/centos/web

2. REMIEERINPRA750 , 7502 centos BB RIBBEIESHTAMIR , IRE/E | centos BFAILIEHIER MRS , AREEEIEIITRIR , XEFBEHAR
F, HERAFEEHIUR.

find -type d -exec chmod 750 {} \;

3. IREMUASHRA640 , 640f5RE centos FAFXIMUASHEERAINIR , HTTP fRSZREEBCHIIR | TEFXCM | HERFAEEIHER.

find -not -type d -exec chmod 640 {} \;

A4 S BB RIRERT SR, B0, Wit —LEEE RMFES HTTP IRSBEAPR. discuz x2 A /data/ BRFMLMES NIUR,

find data -type d -exec chmod 770 {} \;

WNEERIZEMEY

* EFMEM SSH BRTES , OSBRI,
o FERRSSERMISRIE /etc/ssh/sshd_config SUAFHRRY Port 22 , 15 22 1B EABAEENIAIGD | IR ZfEES SSH IRSS. AIERINTHOER !

/etc/init.d/sshd restart ( CentOS ) 8% /etc/init.d/ssh restart ( Debian/Ubuntu )
=3
HBigKmAR , FRNERRSSEEHE LESIRENZEEARE | EENGRNFEITNELGD , FEEESN RNZEEHN.

WS : BRmEmEX 5846 TW 5850
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o WNRWIRER SSH BB TEIR | IEE—NFE.

o TICHAEFEERES (Wih, $E#. tomcat %) . =2 SSH, fERE. HEE  HEURESREF—HIE,

o TEE—LIFEROAISLAH ( TLMERZHE ) @ lqtwo-threeMiles3c45jia™ caser, lanqiu streets

° TER—IHEOSHRMG , FTERBEATFNITIEFERNENE REEEFERING : 288 +HHE (coca-cola2016xxxx ) HFOIE (lamagoodboy )
o FRLITaIEEENAMLROFR , KRS IHO.

netstat -antp

o BUYEBN=SMEX-LeE X IEREURDIFEIE IP 50 S EigfwiE /etc/hosts.deny . /etc/hosts.allow FINSTEEBRE] IP,
o NFFEFRENEF root SR, BI40 Apache, Redis, MySQL. Nginx &2 , REFRELL root RIS NIETT.
o [EERFIRNFHRSETE root FIR THEFRR , MaBBRHBRRIRIGRE root SURMEREREIT.
o RESEHARSEFANMAERANZA , 21 Struts2, Nginx , ImageMagick, Java £,
o XARFIERFAUTIEETIEEE , 40 Redis, NTP & , RLITIEEEEE , oI XAxINEiROSREE.
o EHRINERSESSHUE,
o WEENISHIEHTRIEENREEN BRI NEETERE.
* BTSN home , root BRI , IRRI LB /etc FIRJFAFEUER] /var/log BR.,
o EEAZSHERFNESE Agent, EREWEE , TUTHESKIEER.
i8R
ANERLA S B RREHFE R , EIGERRITHE A R TR,

WS : BRmEmEX 5847 T 5850
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Windows N{EE[0]HE R

BT EFATE: 2025-10-11 18:10:00

RSB SEMTHFE Windows R,

RN, BERNRRE
—. EKFIsEO<$
L BERSEE ARSI REEE0S.

o MER : FERERAEERIKF. MIGEAHF. HREKFLURERER (FTP. Tomcat, phpMyAdmin % ) kP EEBFESOS.
WiA :
IKPBEENISBAAS. IS, SHFRH. SPEmMI12 - 166IIS53H0 |, BRI FRTOEmR e E AR ST

o RES. : RIBLRERETHIA.
o XSt : &,

2. EE RS BENREHEIERRNAF RS RIS,

o ERE  —REZENFERFKFAESEAMBFPEERHE,
o EJL 17 cmd BO , B lusrmgrmsc <, EEESEMENKF, , NEEEREFAN ( Administrators ) BAIFHEIKF | 153ZB0ZERMRE.
o G : B

3. MERAFEREWRAS.

o IGENREE | BRATWMERE  HIREERSENCIEREKS, | RERKCEAEEFRREEEREN,

o WEAL (FEILUBIY TE LP_Check Z2TEMBREHEIREN, ) | aEREITTNET (AIFERRESRE Win + R) |, HIA regedit , BIRTF TR EMRRIEE. b.
1#64% HKEY_LOCAL_MACHINE/SAM/SAM , BRATCEBERIZENANS , BESERIEESCR |, FTAIRSEEN. cIEESFIAF (—#A administrator ) |, ERIRE
AT, AEHE  XOEMRREES. JdBXITIREMERRERSS | BIA%kE HKEY_LOCAL_MACHINE/SAM/SAM/Domains/Account/Users, e.fE Names
T FAIABEISLHIFFE RS | SHEAKMKF BN, |, DA, | ERIANIERFREFIRHET , ATHERIER.

o XIBEME : &

— RETEHEMRO
1. B RAFEREEER ARG AT,

o WERE  KEEEANBRSARE  AEFSETERHRESINITERE | BISINEBRHE | ALK N BIHEHIHTE.

o WEGE : aBFIRSGEE , ERFHA > 1517, b cmd , A netstat -nao BEE FMREZBREBEFRMISNHOMIAT, cHFHMESEESE , EXNH
PID HHESEXIRAGHEET HIESEIIE , HINET PID SEE TR , BIRRRIREREM , ST LB HERE 5 1R Process Explorer TEBHTHE
=,

o XSt : &,

= WERRREFRSHH

1. BERSHNBEDESFIIEN.

o MBI : EEEANRRAE | TSI EEERNEIEIRFFHT,

o IESL : aBRIRSEE , LRE > FEEF>Bi). bHABR THEREE—ZEER  WARSEIEISEFTEZERT. EEFR > BT, BA
msconfig , EEEREFEMEFENEHNE  EFEEVBEEGEFENSHINE |, HGShERNESEMRE. diEEFFR > BT, HA regedit , $FF
MR, EEFVESIRESRES |, SR T="NEMER : HKEY_CURRENT_USER\software\micorsoft\windows\currentversion\run
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Runonce #&E HRANESEEHNRENIE |, EEMER | FENRERSREHT
REER , iBREBRSHEAD,

o MG : /&,

2. EEIFEENIRIE.

WS : BRmEmEX 5548 T 5850
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o &R : MERSESME LNETIRS S BNSERITRIES.

o B
aBRIRSSES  EEFR > BT, bIAA cnd |, AFHAN netstat -ano , IEIRSEFSMLE FHNETIRSSEZIENSIE | HHIARSHERERE. B schtasks ,
IGERSEEFRITRNES | FHRARS AEERITRNES.

o RUSHE : .

. REB=FRHERHE

1 ANREIRSS EENEIE TIIIMI AR (WWW, FTP &) |, IBEXII4#H1TECE | PRAIBIFIRERFAIIUR | B RMSESHF SR,
2. FHEBNZEREX Web NAFKIE PR, EF Web MAGFKRER.

AR

RSN RIEHRIRISEERSE ?

REMIANENEE | AEREHSRENNES  WNRABETETTE , RIFNTARESNRERS , RAEHRARENGHT.
SR LRSS R RN R ?

1. BB RAKFNERLH SRER (ZPENEHFA—H) .
2. BEENANEERERD , BENT
i R > BT, ARHEA regedit ,
ii. FIFREMER | BEAWITRERR : HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server\Wds\rdpwd\Tds\tcp
iii. KEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Tenninal Server\WinStations\RDP-Tcp
iv. (B FAMIAY PortNamber (&,
3. e BB =SME XL LERXER T I8E IP A8EhaTERmmC.
4. BREHEE S EIENUL.
5. EHISERISIERF R FBERAMIRA (40 FTP, Struts2 ) |, BILEMERIEFIA.
6. REBRZSMERFHRE Agent FIMRS R TR,

WS : BRmEmEX 5549 T H585I
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Linux ZFinEaHEE
BIREHATE: 2025-10-11 18:10:00

KXRUSESRT Linux BPWREHE , IFEF RS RS,
EFimHEREHEE

1 EEEENLZEHEEREE. BN ps -eflgrep YD . [EFERET , FHNLLEFERMHE , TTEF

o WMEHEREFE , ATREFEUTER :
o REBARLEINZEHEZFIRTRER , BRIE REA] RKIE3| , #HITEPRTE.
° BFRAEEHIIREITREE R , SEHEREEN.

[\S]

- BRSHREREENREHEE i , ARAU TN EHEEFRHEREER

o AIEEXEFIRARE , IR : /usr/local/qcloud/Yunling/log .
o THIITES : sh /usr/local/qcloud/Yunling/startYD.sh BEiENZEIRS.

LS PEHF S

WRARRFE  BEENLEAEE , KB FEEEMESNE , BREBIA TR EHTHE -
1 NREGHEBRENZ LS | TS ER DNS, JLUBEHITIN TH<S1T , HIEFNZ e E2ELAAA ¢
o VPC REIEEBRIRSEEINE © telnet s.yd.finance.cloud.tencent.com 5574 , IEEERT  REWNTEMA=ER. WMREELD

a. ALASIRIEH dns nameserver =£Eg : "vim /etc/resolv.conf nameserver masteriiit
b. (&X5EhfE . E#ifT telnet s.yd.finance.cloud.tencent.com 5574 & MIgEEIEE.

. AIRATLAEE , FR9HE (HEKEREMEERNE ) | EHESSEERNI MRS FEM L.

o ERRMILRIAES (3F VPC LAIARSSEE ) : telnet s.yd.finance.cloud.tencent.com 5574 , IEMIERT : REMI FEF~ER. WMRISESGR

a. ALAEIRIEH dns nameserver =E& @ "vim /etc/resolv.conf" , FABEBAI nameserver FELTRE , B ‘nameserver =E& , BKAY nameserver ip #8%H
=, B2 AMIRS](/document/product/292128/5225),

b. [EEGERE . ERHAT telnet s.yd.finance.cloud.tencent.com 5574 IGUEERIER. c MRAILVERE , FEF/1OHE ( MEHISIREMNEERTE ) |, EHakaE
BEINIRIARSS S8 k.

2. PEXIERIEBREI , FETE Linux ZEFuRFFAL TCP ixO : 5574, 8080. 80, 9080,

3. MRFNZEHERE  BEARHTRERRSHNERnEZ  BIIEEFmES ( BEEEE ¢ /usr/local/qcloud/Yunling/log ) F 1222 T &2 #iTRIR.

WRFRE - BRmERMEX 5550 T #£585m
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Windows ZEFinEZ&HEE

B EHATE): 2025-10-11 18:10:00
EFIRHEREHE

EEEENZDHEERFE, 117 Windows (FEEEEE , B2 5 YDService.exe HIHEERTFE,

1 INSFHEARE | DJReFALITER |
o [REFBARLRINZREHEZTFIHRTHKER , IBIRIE RWEN] KBS #HTEFRTE.
o EPFURAIREHIIFEIRREE ik | SEHERERM.
2. HERSE
o AEAEEFIHAE , FMEERE : C\Program Files\QCloud\Yunling\log .
o THFTARS © sc start ydservice FERHEITEFR,

PLSEIREHEE

WMRBEFE , BENREEFRAES  ABPORREMBE , SRR TREHTHE

1. 195 DNS 2EHRIEY , AILBEHUT FaST#THIE , REEP—MREIEELER | NIFRR DNS FTiad
o ERHLE T (3F VPC IRSSE8) : telnet s.yd.finance.cloud.tencent.com 5574 ,
o VPC {IiREE=IRSSEETE : telnet s.yd.finance.cloud.tencent.com 5574,

2. Pk ERPEESEHE | FEFALS574. 8080, 80, 9080uHM.

FNZzE (CWP)

3. MRFNZEHERFT  BEARRTHERESHNERinEZ 5185 FimEE ( BEEEE . C\Program Files\QCloud\Yunling\log ) 222 T & #{T&IR.

WRFRE - BRmERMEX
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SREERNBRIREE
=yl

ERITEFRAYE: 2025-10-11 18:10:00
MR
PR S S M KRS SRR MR | MTFLUGISHEN -

EEEEES
LEENZESMERKS THRSSHEERITAN , BIEZERERENZEEAMARETIEGTERORE | ARESNHE IS ZER RN TR 'R, 7
filA SERTEEESIRRE,

WiBA :

o RMIXEZRRERN B NEEEREN  TETREdTD> FEREI®RE.

. BEBERAREREKTE RGBTSR ERNGSHIE.

QbIELTR

NN EERELRER | BRRR TS ERHITHIA

1 BARRERTIRBNEEER.
o B, BRZERCRMABRER  RRZERITABRKRE  FE-ESE,
o &, BHUTESER2,

2. FEAFEER , VISHIERSHEENREERSEM | ERTASERNAFERRE , 2SI ANENEREBLNRS H LRFTIIEXRERFEIE. #USFE Linux
NEEERIHFERE 1 Windows NMERERHFE BN IRS /T ENHE.

INE7TE
REALLETATRIEDS | LIRSSt

° [RBFBEBEAE. NE. FHFH. HFEMA12-16(MNSHRE.
o BB =IRSER Linux RAFATIEERIHO , WTFATR © B35S : /etc/ssh/sshd_config

Port 22 #E55=1785MN1T . AIRAEBEHS | Bk , E50965534LIFEIES

RITEIRAIERE A vi t5< | B sftp TEEIAMER , EREHEAUTHESER ssh kS,

/etc/init.d/sshd restart #centosZ%t , EEsshIREZ G
/etc/init.d/ssh restart #debian/ubuntuZZ4 , EE ssh REHS

BRZEmMEXTEERLENR  ENETHENWSHEIRD , FEMBYTREMYERO | FiEEE2% tlEwsd. RERRSHBRARKE  BFER
PkiE . HRAIRS SO 22 S iniE SFESSTRE  AFEIHEE  BREERN  RERRIE. REESRRSHERFEMNS Web
HEFENRERRE.

A

HIFIN ERIRSBBRFL LM | EUERERZEXE  BTERIEEN RS , BT RRSHBRFANZSKIGRBIESD | LIRAEASEEIEER.
VSRR, ARSMNENRER , ENENEEBIHERRRE. CIEEIRRE. BERRR

CUVT
o BEEALLKAREEREN ? FILKASEEREN. URENMUBZNSEEINELREN  SULURER2ERARE  EFXIREEREE. E2ERA8H

EHEERN, EEOIHEE > FIIE28 , BEASRXR P /FMIIERE., XAREEREE & RETONE , BELRERAXT , lEESEEIN'S

WRFRE - BRmERMEX 8552 T #585m@
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f&" 5" IR B,

= D ajRR
MSCAESX

WS : BRmEmEX

FNZzE (CWP)
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SAMISEENZ L E IR SHEAR ?

AILAHN £ Z ML #TFHR.

SR R SRR ARSS ?

EN FNEETH , EEENTER TN TSR ENS T TERE
o BlhR-FRETHER | BEHTRRE XDEWARIRE. B8 BETNEBRMNEREIE | XKATUR : XARRENS-1 (SNELIMNENNER | XBEhREN

EEERIZERTR ) .
o Tlh-BFEOBIENMR-GFER « ERITHRINRE. B9 BEENERMNEREHE.

o

* HIRSHRIMNFIHERE  ENRE TN/ ENRPGHFRIIS AR | =R RN AT AR EE b E.
o XAENZETWIHFSEMFRSRE | BABREGZENNS R REERERS.
o EReESNBLLINESTARNE T , SENESHET EN. ENESFIILX.

FMEEARSSEE | NMASBERENZEEWHIFIFITER ?

HEEZeEHEn ZEE |, fTFEMFRFFX | SRS HEHSENFR AT | ITREF2EHERELENZE TR FITA,

IR~ RESSHBTE MmN ?

FikeSHEMBZEFRANTR BT ARNGREE | BEEFARNEE RIS | RIERFRR2.

SMAE AR EN R B iR?

BR TZeEts  FENSHEERE-EE > IR, ERSHIE  KEFENRNRRSEREER , SHTAREER | BB RPAUEIEREFHTE.
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SRS

BT EFATE: 2025-10-11 18:10:00

mEENEREERENRZA ?

75 | §R00:008H., IWiREE : AERSEH.

A4 Jar BAANRIRZS R , SIRENERARERA—E?

Jar GZERIR | BIE0 struts2 IFRAGIEMIREL Jar BIEITEEEMNE , RSTRSIHETEELNEIFEN , 1IZ1TARSAT Webserver 33FJar BAINNED /S INEAIEFIN
. ESINEAERT | struts2 IBRRBTE Jar BETHA RGNS , RS MNMIRGNEREFEER. BEEER Jar QREHTZREN , RIMENERAVE
HE.

FNReAERESD ?

o ENREEAAR : BERIERN,
o FReTR : TEENE.
o ENREHEMN - TEENE.

RIS ARSI A TAb I ?

£ HESR NE , ARSI AT TN

o Mk - BESFADIHIEE , BUADHFHMIRZI
o (B : BEHUTEEEREE | FERENREBAEINZARSENZ ST,
o [RE  BAIEASHHEEAD , CHFEPHERRNFEE  BRNZXHHTIREIERE | PLZS R,

BRSO RS ?

HERZL 2G|, BEEL Ll XX,

ZEELGEFMREEE , SARTEN?
ZeR&ATRIRER | BIER.
FNZLELEN REL "ELLHE ?

1N 2B TH , EERETI0ENT , BEEFFITHEEFE , #NZGNIANFERE.

2. EFIETUE , IEEMEIRSSES P, BEIEE  ENGUFEIE.

3. FEIMFIEINE |, SEAREL , IEEZEEANI M ERIN.

WS : BRmEmEX 8555 ;1 H585m@
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FHze AR RARDFHLERESHTIEN ?

&, BENRERAAD, NSRRSEEMIEHENTL , SETHRE. BE. oMt UAESIAs I TEER , BRSNS BEH0 #TRE.

INEGERS

SR &Y E: 2025-10-11 18:10:00

WS : BRmEmEX 2556 T H585m@
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ABH )

TIRFZHWRNEEPLEE ?

o MPSSHRchlT - BERE. SUMRENEIN | SEIRSTENN | RIHER.

o HIEREN | RETHNEWHIREATESR  ERRMAKERHE , SER I mEZR. BFRA.

* WIEHER | BRENERRSBEETENTTERIINESHZIR IR TN | W TS8R,

* REAFRE | REEDIRSHPIETIEN 127, DDoS ADER , IHRABRARR , SHaRSHEIRERMERRS.

B iy et N L=

° MEfEESEIRRNELAERM.
o RERTD , BORRLE.
o EHEIKS. BUR. WmOFRIGE EZentls BEEER.

TIRSZ RN R RS ?

BB

° mRFHEBHREARE. INE. FHER. HFEMNL2 - 16[NEZZE | e EREEAERNE BN S,

o MPR=IRS SR DIRENAFTENAF  EYTAZEERNAR | BEENRREAZEILER,

* EEIREBERBSNRANROSHELLBRESERAFER.

* 53T Linux RFERALRENHERREARRER , ZUREESR,

° BRZSRMEXFARME ©2E8E | @NERBTSIENRD , REWITAEmNEmRO.

o TEWERMFZ O ARSI |, FI20 mysql, redis & , BEHEBUIAUIRIEEE LEINITIIE),

o WMREHIAMINKG IP EE , BNERT