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wget http://imgcache.finance.cloud.tencent.com:80u.yd.tencentyun.com/ydeyes_linux64.tar.gz -O
ydeyes_linux64.tar.gz && tar -zxvf ydeyes_linux64.tar.gz &8& ./self_cloud_install_linux64.sh

wget http://imgcache.finance.cloud.tencent.com:80u.yd.qcloud.com/ydeyes_linux64.tar.gz -O ydeyes_
&& tar -zxvf ydeyes_linux64.tar.gz && ./self_cloud_install_linux64.sh
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TE2  BEENZE

WRFRE - BRmERMEX

%513 ;1 #585m



O BASTCE 122 (CWP)

FNREANENNRSEEHTEMENRET | SHFRIAD X TIENNRIEES. BEG. WaIRNERITAHTCIRBIRINE RIS, SHESEEmR T AT
PRETIRE. ERSHFEEIRESRE.

I3 - EEEHERR

EENEENE  TRENRRORHEIERH TS | EMISSRANIESET.

TRA  BHINZE

EEABREINZEWR , TRENZ , INReERHaHHSREHHRMLN , TEBAEFANE
EHETEER
1 BRFReEHE  EENSHE  EFE-EE > THHIR  E5ECHTRSEEECTEINR:, HERSHIFT  TEFFTENHINZLNRSSE | T4

MisRIFR | BahEDERADT],

HNRGEE

* Windows F&%t : {KEBE&12 C:\Program Files\QCloud\YunJing\uninst.exe , #Zl uninstexe {4 , WEHRIETEZ.
o Linux &4t : A< ¢ if [ -w &#39;/usr&#39; 1; then /usr/local/qcloud/YunJing/uninst.sh ; else /var/lib/qcloud/YunJing/uninst.sh ; fi BDRTEDZ;,

COVE =

RAAHERIRS KSR ?

ENP KSR IBE R e S E RS2 H At
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e VPC W% IP : 169.254.0.55
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o EBTN=SMERAMIES : sp.yd.qcloud.com, up.yd.qcloud.com, Ip.yd.qcloud.com
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o BHSH : 7ERE Shell EMFIR LTS , B, AIENGE Shell HEFIRSH,

o ¥ : FEBTR3H Shell SUMAMIRIFL | BEFE , TEBRM Shell BHHER.
o IMNBRE : WIFEERE Shell BHIMABRR , AIEERRE Shell EHAMIRIFE | BEME > MABSR , BALRE , E8E D , SR, AREixRE
Shell SR ABRRELM,

o MBXER : [R3% Shell EHFIRSIEXIR3E Shell FEAHITHIER.
3. B3 Shell BHAIIRSS S [P, IEEZIRS AT,

BEREE
3% Shell IEESTFRMEEE , BISRBOESRKM  SHERHIBIHRNCHERE.

1 BRFNReEHE  EENSHS  EENSEN > 38 Shell , #A K3 Shell TT@E.
2. "% Shell "INE , IHEARHERE > HMNIBSH.
3. " MINBS R TN , IRER Shell £, 815 | BInENl. BENEEHE (CHFSNHES |, MRESHE) | RERZEHESIRGSEE  BERE.

SE0R8A

o IP HBHHES : B8N IP (127.0.0.1) . IPSERE (127.0.0.1-127.0.0.254 ) . IP RJER ( 127.0.0.1/24) .

o imAHEIE 80,8080 ( STRFEZMNHAHLAIIES SR , ARIHIFES ) .

o WEFAANEME , FERITHESERTEEHR,

o EIRSIESTELIRSMIRSGSS , BXAF APPID FHAIRSSEFINSEZARREM | HEBERE,
iv. BB  IEERREENEEEZEN | BESMSIRHBIZE NS HRIS IR AE 8BS,
v. EAB S ETRRE , IEE R TGRSR,

o 5t CERENESSSIHEXRFRASER (SMXRFASE | 9 SNIRITEREERSIE ) k.
o HENRESIFRFR  #OSRIIRLS B, REFIRETFR  EETNE  RERE  BIRRERD.

o HE  EEFOSRNANEREE , SEHE  FTYERINESRHITRE.

WRFRE - BRmERMEX 5533 T #585m@



O BASTCE

o bR : EERRIIERT | SHFNCERENEE SHITHER.

= AN AN
S
BIASE#AATE): 2025-10-11 18:10:00

G REN BIMTEEF R FERRSIMIIE.

WS : BRmEmEX

FNZzE (CWP)

5834 0 #585@



X BIHSTCE 2L (CWP)

ETENZeMEXZERARSHESMFR , TNZ2AINRERPG SN EE , FETESEENNNGCRIREREH TSRS  SRlltseHnS , RAS
AR Ao S B,

AR

R STRENEUARENF | ERARFIRPHPENR TSR AT ERZIEE.

BAFPR

BHPIE

1 BRFReEHE  EENSHE SRR > AR  HASBHSHNEHFIRIFER.

2. EERaSHBEMPIRIGER , IEEREHSHMTIR  HHTEXEE. ERPIRAEURTRESEGSEMIIRSIHEIP/ZIR. MR, HPRNE. RS
R, BEAE. FIEKE. REME. MEMEE. RERBFEEI2NFR , RTIIEFRABTEEN.
o (HEEHE | BEHORMYIRSIRAFRASEEENSEMN  SHHEXBEFRINSER (SMXEFABE " 5 , SMNIBrEREERSE ) B4, RTSHHRE

IERIIRS B

o

BENFIEFR  ABRHSBHFIRLY , Bdring , IREFIRERTER  ESAE , RERE , BERERD.

o PHFIESH : EEBHOBUFIELS , BElrling , THBERHSBHIIESH,

o

5 - S | TEEsa S HEEREERES.
o MAB&ZE : BHEAE > MABSE , IEENGSIAERE | BEzaS BTSSR BT £5%,
WiBA :

HUAEEHSEMInS , REEMERTSHFEMERENFER | BAILIIHEAEE BRI BFAESAHIITIIRERE.

° EFANE : ERFEFIETRRSEGSEMY , IBREHTCHCTIE | ETFHP.
o BRCR : SFREQSERRGSEM  WEHCRHTHR  HREEREER.

FRFAEE
R SRESISHHENN , BREANSHER NS TN SR,

1 BERFReEHE  EENSHE SRR > BfaS  HASBHORE.

2. EEEHSNE , EEAFANEE > HEHn.

3. FERTIEMNUINE |, RIS (RER/AEE ) | HEMNESRMENRAR | SREBIRSEE | SHFaEhESHaNa.

o EREHEHN , EHSHE—EaTRESBNENRAN  WSH-tReBMEE,

o BRFEMN , FERNEBOIRELHIIRSSSERINEIRIE.
o

= ERSESCESELMRSEE | B APPID TRTERSEEMNGIZRBREN | BERIRE.
= NRIRGGSFHBLEENZRARN  BIAERHS ( EUREABTAREFGS ) .

4. REHE  TERPMNEEIREEZNN |, EEMFIRPHE RS RSB RIRC e RSN,

WRFRE - BRmERMEX 5535 T4 #585m@



O BASTCE

5. ERFAMNECERE , AT THREMIRSRE, PR

FNZzE (CWP)

o fifik | BEENAFANSHHERRFRITETN (SMRRFREL | HF  SNIREEREERDIR ) it , RNSFHRENER (28, B, PRIK) #iT7H

%,

ERESGREIIETR | OGS L, Bising , TRBERTTR , WSS , SEE , MEREA.

o

o 4WiE : FEMNIFIRMAMIERMFEL | SEmE  PIXCOZAMNIETHRE.
o kR : FEMNFIRG | SHENEEREARNIE THIRR.
o BRI : FERINIZIRG , SHSRENNNERIES | AERRRSS , BERRIX  REZMVZEEMA.

WS : BRmEmEX

5836 T 5850



X BIHSTCE

EHE =g
BILEFATE: 2025-10-11 18:10:00

R AENBRAEENIIEERE | B EERS R PARRKG.

R

FNZzE (CWP)

FAENZLIFIERIEREN (Windows , Linux & ) LATRIRETEMEFIREMHEN, FNRESHEHEEFNFIRBRIHTICN , RISHS2MRIRRENE |

AINEIRARRIKIG. . FEFRREERNFER  IMHFEE I T EEF b ERRSETHIRRNG.

PR 1R

o ENFEISCHEGFENNEN (TR ) | FRiRREERE.

IR EPEIIRE ST AR EN.

THESNESRER © Linux R, WindowsRE5RmiE. Web-CMS iFiRE. MARR.
FFEHIESRNRER : Linux RAERRE (285 ) . Web-CMS iEiRE (#895) .

#E&{Fier

1L BRFNRSEHE .
2. BEAENSHFNIRREE , SThEERBEIT.

b=

TEREEHXES | SR TR, AIRREENER | BREENTE | RENREREXRIHTRE,

o BE—RIOESTHRIOERENES | ATNAREENRRES. BRER. SEmENRK, ARRSHTERTIRE | REFTZAAME,
o BEOESESERGENRERR  THRRREEE TS EERT | CAENETR. EREEE. RESRANBREIMTIRE | REEAAINA,

o BHHETEE EOREMAERS  FSOFTH PDF 3EIRE. Excel AR,

IR
ERPRSEXS | B TR, R (EARIIEE ) P EREARIRST R S B ITEER.

e ERXTRE  MHERKTRR (AXNEE. mE/SeiRE ) e,

o 2EBERE : et Linux BERRE. Windows RARIE. Web-CMS iFiE. RARREAVEESLH.
o FME : tHBRNENSE.

o IWEKEEM : SHE1INBR WeDetect RIBIREESEME0EE.  (HEARINEE

ERHKE « SRl BANERESMRIAE. (ERIEE

A=

AREFIRXET , ENANIRHE. ERXTRE. 20FE3E  ATYUETRIREEE  EEAKER , TAULERRESG , AENERRETIRNTERE,

iBRFIRE TR :

o BREM/IFE | BRSNESRMSHATER | mERZRREIRE (W TEFIR. RBER. FEEXPE).
o SBRESA : Linux B4ERER. Windows RE45EIE. Web-CMS iBiRE. MARR.

* FIER  PE. Bfe. $e. |KE.

e CVSS : I5EARRITORAANTSD  DECCEMORIL0 , NEFEATE , LIKRE™E.

* CVERS : XIERREEEET , RZBRAE—RS.

o BREFEIE | S RIEERZRRAYEE,

o MIBEN : FEZRBIIENHE.

o AMEBIS : fHEE. S, B, BiEE. BRI EEXN.

o BOfEMARS : BafElTh. = (EARSISHE) .

WRFRE - BRmERMEX

5837 T #5850



O BASTCE

o #MF
o BEAR  EASEHMESNRR , IRGEBEARITTRRETIELS | REEErRFHESRA.
o EFAM | BRI T,
o R : WMZmEH TR | FEAEZENEEZRRE.

e85 gt

BT EFATE: 2025-10-11 18:10:00

WS : BRmEmEX

FNZzE (CWP)

5838 T #585



X BIHSTCE 2L (CWP)

FIEENBANAEFRELEEEE | BEESEERSHTIELT 2.

FEENZ ISR TEHCNFI RGN |, STRRHEEEN EAEERLIIHTION | STHFEITENHRE 7 RELET R XGER , REELAICITE
RISERIMESEY , REEAZSMTXEARLRE , U TEEFNEERSHTNELST 2.

EtReRE
o ERiR | EDREEFAR , SHFIBARIRANEEENMTION , RRTSRER. T IELRIRHEIE. RIS —RIGNR A,
o QAR : STSEERIRHOEIE , SSAF BCHERRER | SOSIEERIS RN S —RIeThEe.

#B{Fier

1 BRINRLENEG  EENSHES  SEEEEE > REER  #ARSELNE.
2. R BEANERHELRIRINRE. FEHeNFISERIEI—RaNII6E  SHFEEELRBIBIEMRINR | LIRESAGNERIIE | FIEER4FMeNTTE
BEERIEENE | AIXHEERS NI T2,

B
BEHRREETRFPEENRENELCNNNES  ETRBER 7 BELIEE RIS ER.
o SFARARLERE | IFATNZLREMERSERIESICNAS AEREIARLIONRE | 6FF | SRR, SR=ICRIE. S550MRES. CIS BEERS.

SPARERLIHFRR. EITLUEINEARL SRR NTHRISEENRRS S | ZERIASRIX | £7X L0mieleB T RIRSS.
iR -

RIRAIBI S = EETIZRIE T 2EMNIMAIRSS AR / 1ZRIE T 2AMEUAARSS 2L

o WIEELSRIE
1 FESMNERFMERE L |, SHELIeE.

2. MR ETENEL IR ETTE |, ML,

3. IS ELARIRIE |, MRS ( FAFSIERRERES ) | ERONE. BEEMRNEET , SBHREHER.
i8R
o FHREREIHFEE20MNELREE , IKER20NEUARITERRE |, BEETLMRIEELS | BREIE.
o REERANKRBESFE RARME TREN.,

EEAN

TFEENZESHFIELCN T ENFII—RIEN | ST ERIRS B8 LAYSER LT TR,
BA
FFEREGAGN , BFHE TNRETUNR A TEERN,

. —g@iem
o EWIN : MEEREMESOUIAE , BITYERBEH RS RESERNSIRSBIORIIRS , MEENEERSRE , HRFEFSREENG, HEHE

EZNEATLIE , B ART R, BEONERRAER  SEREEN. o eliRn SET

o IB(EL  EIREEONRELRR  SEFHANT (IGN—AISER2 - 558 ) | IeERE  RUERSUEMHERNA N BN R RS ERHE.
= B(F2 : BEVEIT  WEEENZEARAE , BoRSFEAR AR,
o IFERIEN : HEIFERERELICUN  SERENNELRIE , RE—BRN (RU—RIFER2 - 109 ) BEEFRFETIARIRSEE | BINZE FRE
e
* AT

WRFRE - BRmERMEX 5839 70 #585m@



X BIHSTCE e (CWP)

1 B NERRERE LA BERLIRE.
2. EEESRIRIRERS | AILUHTREMS IR EFH T RGN EE,
o [RMBHIIRE : £ RE HETN BAKRINRE RN |, ELITESRERE  REQNEE , BT RSCKDENERE | STFIRF BERIRHIMER.

o RIRGNIMEE : 7118 WEN BBENAEE HEN , EECRBICUIREFS | FHHTEEBERIZE,

ELHOERIM
LINEREARIRFNZESE | EAILIE 254 UE , EERXGNRSHRI0NE. RIS, ZELRIEET R, EEmMNI TOPS RIRSS=RKE TOPS | #i&

RRE SRR TS .

BREMSIR

2 S ME TS TEEEANNERIIR  ISEEREAIHE | USRS TRHISZAIIGSTE | IS RISHIT T, FBRHA

o ESEW: EX0EK , B THEREAIMRNIR,
o BEVER : RIEELNGIREE  BHIUSNTE. BE. PRANTEHENER.
o BN : iZEL4S THERNIIMEATHEE.
o FINIRSERY | FEZRISFMEIRS SSTIGNITT |, #WRNIIRS SRS MBETIZELD TGS | BNZELEHNRSEIEE.,
o BEHEGE : Bl R EAIRS SN HZEL S FHSIBRAT &,
o WY pAEEE. REI. Wl
o BME  IREEEAFEITIREICUNEZ S,
o EEFTEW :
» AL EERERNNEL | IR LAREERRN S EXEEHHTERR.
» A2 EEFELAN  BEEFRN , BEFRNZELHTR.
o EEHE : aEELRNERTIRT  HABREL  EANREE , REEEHE  BANELHER. bEELFERE  TEEZEANHMSEMENER , B
ARG EENPIER. RESIEIFIRMRSRENHER. RREME. SSENRSSEMT BN, IFEERMRSEIES | €8 RSSA

MIR(ERE | BATETEE , HNGIEER, CERUFERIEEENER  SEELER. RESS[SIRUTUFETIE.
* FIRSTENS MG SN2, BIERSNTE A RIRXGIEE Tt TEE.

» SRR TAY B S R A I ARSI,

» BAMSBEEGNIET |, SRS NRAF AR IR,

WS : BRmEmEX 5840 T 5850



O BASTCE 122 (CWP)

= pas e it
g

SR &gt E: 2025-10-11 18:10:00

BE(

]2

10N
ER ERFRF  ESPABRPIERAE R+ ARG RN  REABZEAR. 8l RiE. EREAENRAERTE. T2, SUMEMENNR. BREnEE

TIREREBSHSRF BN TENE | Bt AR A —EENEE TN RS,

TReHhA

o R TALSEITENRE. BENARSHEEMENTRE,
* XFHERFEIRSS W FAER. WER. ¥, 5x. I2#=. UCoud FRIRZHFFMENENRE.

B PSR A5 AR

Linux RESTRIRSE

e RHEL : Versions 6 .1+ ( 64 bit)

e (CentOS : Versions 6.3+ ( 64 bit)
e Ubuntu : 9.10+ ( 64 bit)

e Debian : 6+ ( 64 bit)

Windows RE3zighiRas

e Windows server 2012 , 2016, 2019
e Windows server 2008+ R2
* Windows server 2003 ( limited support )

WS : BRmEmEX 5841 T 5850



X BIHSTCE 2L (CWP)

[=E|diaralFEs

BILEFATE: 2025-10-11 18:10:00

TR . REENREE i

1 BRFNReEHE  EENSHE  REECEE > TR > TEINRLEFR  TaNEEPEEREES TS,

2. RIS IPIEERIRSS AR, IRSERAMIEETESN | RBESTLITER ERIMNNE | BERETARENT , BUEREAME =S,
o BEUARMEN | REERSHHITIENGS , BakENReE i  BiewdRER.

o BIILLEN [ EREEEAN VPC , BEEIRSHIFITENGS , ITREENZLE R  BIanSE3tE.
WiBA :

" IFTRELIEX  JRETREAIMEEAENTSS.
= YRTKIERFMER P, SEERTh@RST P FRULETR.

LER2 : AR BRI

1 RIRR RIS |- HIMT R B LIRS AT | FIFHMESSEIERRRHAIA YDLive HIZEIETT , BT, #11Ta< : ps -ef | grep YD EF YDService , YDLive HIZE2H

o HHETIETT , root BFEIERNSHER , #117@< : /usr/local/qcloud/Yunling/YDEyes/YDService,
2. RERRIETE 5% E , RHERERREHTR > FTARSHEX , M EENMNRSES.
A

o KMERSEDLE , SMEZFRESTENT  AEEINIIRTES | RSHE TP RS E L.
o WIRIER L% , iSRRI BRETT.

FE,3  ARENRERAE

BESEEFIERTFARSGHEN | WUEENMRSE | AHRINEENTH N \SNEEREARAEN R TR,
1 ARETUHENZETWARINEE | SHFIREEE | BRL. ADEE. BREEOE. REER. T5E (IFBNRSRMEXMEATIHET ) . &3 shell, FibR

R, BEwe. TEBERE.

WS : BRmEmEX 5842 T 5850



X BIHSTCE 2L (CWP)

BT Z%VPC
BIREHATE: 2025-10-11 18:10:00

BRER

(=1

Bl VPC ELBRNERRSHFEREX () . St (dbR ) . R ( Bis. EiESr. mm) | AEtX (5#) | BEEEABaSEFIBEREEVPCA
BiE , AILAEERRE .

B{Fiera
SBL : WARTRBETZRRTEN

1L BRFNREEHE  EENSHE  BEETEE > THIIR > KEFNREEFE , EalHEhEEREES 1EE.
2. ERUEHES |, RSSEARSHIEFIEBIRSRMER | HERE A RhIREE.

iR -

[RSSEERFIZBAFRMRIER SR , EEEXIRL Linux 5 Windows 1{ERS.

3. LRI (TN )« BB (b)) . SR ( B ) . SR ( DiSeRt) | SR (Fm ) AT ( BRER ) X

* CEMIFFETBEREEERN VPC , MEREERTAR VPC WS , BERERARRG IR,

o IREHEMENE VPC RESEAFRTENBERER TR , IS5 SRR,

SR : ARTEESTRITAENS

1 NSRRI (M)« SEthX (4bR) . BRI ( Eig) | SR ( EEeR) . SR (RIR ) FIFRX (BB ) #XIRE VPC W%, NERIAE
MG, RETAERGENAERMENE. EAEMENETS  BE THAE EERHXE , B +3E , B2 VPC #E,

2. 7EFRE VPC S8t , MANFTESHEREIRE , AInISeangE VPC,

$E!3 | EYEHNLIVPCHIEE S AN FENBENETE

1 MEFENIFRTFEBSEERNRER |, WP ER2EER VPC LERMIZIZENT. a. R FABNS i=HE , AENSHE | BERERW |, HAREMITE.
b. EREXMINE , BEGMEIESLA)> REXLA) , BEARERSLFITIE. o FEXRERSLHITUE , SEFIELP) | B BR2PIEET VPC SLARINZEIREA S+ | BEHRERTTM

KBRS,
2. WEAREE RN , WEEHE., o ERMWENEEHE  EENSHE , BEEM |, HAZBKMITE. b. FE=EBMNAET , B +#E , MHITE BRI AR,
C. IETERBAMISLAREES , MINFTRSEERTIRE | B oA =B RS,
AR

TEMX | BEREIEENa S BEERN TN XK.
FAEML : iBIERSER2IEER VPC LA,

ANHHIN 1P #bAEERIER | IBIRES TR EIEFEHE— A2 HseA9 VPC L,

3. BRIENZSEHE | SELSBRURNERGSOHTRE. BRI TalSRERE S ERLPHERAT [P 495574, 8080, 80. 90804 MmOIAYIIE.

WS : BRmEmEX 5843 T 5850



O BASTCE

A S
H
PRB)RR
BILEFATE: 2025-10-11 18:10:00

BETEBNENREMIRAETER ?
B, WRREINRA SRS TR,

IMTEENZLAHRECIR ?

1 BRFNRSENE  EENSHE , EFRESD > BIEE > WIPHFAE , #AXIRE.

AL,

CTHEERIRR , Bt RuRORS 0 ?
BEE TENBREUFIFRERO |, BBk KR,
i8R :
MHFIFF RO RT RN,

EYMY IDC BEZIFREE Agent?
MR, BRIRENESEBERN , RARTEK , iR NRSe Agent,

L& Agent 5 , BHIGBRISASRTIFEFEHRE?
BRIZHRSTS.

FE=FENR  BEDINETEHE ?

THEN , F—ELNEREHEHITER. &,

REFT IDC BI= ERRSBHROGIDR , BiR IP fiiRO2H4 ?
BiR IP R22EH<SMM IP | ##05574 80 8080 9080,

KRR , TiEGAANSE SR TENEN TR AERER ?

BRlZA9.

BRATHIEFIRE Zabbix #R2 e ?
HATRERS Zabbix ISFHANE , REIENE , AT TS LESE RIS HEIxa.

WS : BRmEmEX

FHZE (CWP)

AR | ATMAEWSEAIRIE (TR ) | IREFRIERER

5844 T0 #585



X BIHSTCE 2L (CWP)

(LS
Linux \fEEaHE~E
T ESATIE): 2025-10-11 18:10:00

A SEANAHER Linux NMERERFHREHENREINZ MR,
iR :
EREMARSHETEY BAS , SRSy ADEEEFMATLE.

RADIT , BERNERE
—. MEREKFRBEOS

L iERSHBRA RN AKFEEFESEOS
o IAENRBE  IMESERM,. HUREK,. MySQL M. tomcat kP, MItEESERKFSERREETRAEE , HRNELRE I ESHR.
o MERTE : UBEENIRERAZGHNAERFEE | (EXAEREE.
o Mt : &,
2. ff last HOEE MRSH/APEINKFICR |, WARSEUE P BRI
o IGERA | HEERE SRR ESERFFEN RN RS P L R a S b A A I .
o fRRAL  MERIBRRAFA , AIFER®< usermod -L FIFE £AABFEEFER®S userdel -r FPE MERAF.
o XIS : =,
3. j@id less /var/log/secure|grep &#39;Accepted&#39; @< , BEEAHEDLE IP INEREE

o HEIRIE | K NE TR AR AT NSRS SChERR AN e B AR A .
o fRIRFTE 1 &S usermod -L FAFE ZRMFHEFER®S userdel -r FFE MERERF.
o XS : B

4 RERGRERARASERD :
o MERAFTANEERRO (SSH, FTP, MySQL. Redis % ) RENEARD , RLEBAFOEHERE S B TR TREM.

o fRRITE : alEIRFSEENLRIE /etc/ssh/sshd_config STFRE] Port 22, $2218X083EZIAIRA | 1EXIZ EEEER ssh IRS.
=3
LXFHOABTIENRRT , ERRERRSSEHE LSS ENNLZSERE , AENENG , BITARD |, FEE20 FiNLLEmn,

b.i&47/etc/init.d/sshd restart ( CentOS ) 8% /etc/init.d/ssh restart ( Debian / Ubuntu ) SsSEREFRBER, 88 FTP, MySQL. Redis SHFEREIE SIS
IANEIFIR21, 3306, 6379 E iR, dIRFITEERAIP , fRi8/etc/hosts.deny . /etc/hosts.allowfE NS4SR 1P,

o Mgl : =,

5. tE/etc/passwdXft , EREHIHZIRFER

o EIR | KEERETERHEFSARFT I NREN R AN SO A I .
o fRRIE : ERWS usermod -L FIFEZEAABFEEFER®<S userdel -r FAFREMIBRAERF.
o XSt : .

—. RETEHERIRARO
1.JZ17 netstat -antp , BEERSEEDTERFHININH ORI , EE TN pid,
o MNEIRFSHRESFLLEMHE  TRHETISTRRIGO , SMNMEI s iTE:,
o fERTTE  BRIAIEEEGHEZ | 1517 Is -| /proc/$PID/exe &Y, file /proc/$PID/exe ( $PID AXINAY pid ) , HEE T pid FIRIMNANHEN (AR, MRIEEH
2, MRS BRI SZAEPET,
o Xt : &,
2. {8 ps -ef fl top HLEEREEREIHE

WS : BRmEmEX 5845 T 5850



X BIHSTCE e (CWP)

o ERA : BT LSS , ARMEBRAMRRIAHZIHE SAARRSE CPU SINERIRN , NAT8EEEiET.
o fRRFTE : WRNZUHENTEWIER , TLUEA kill -9 HHER oSz | sifEmpmEIREIHFZI X,
o [RpEt : &,

=, REREERFT SR
1. {§M chkconfig --list #] cat /etc/rc.local < , EEFHEHRTHEEERENEIIRS.
o WMEIR | BEEFTESFIIERFNEIN  FAFPXEREBIRET.
o MERFFE  NAIEEEE , BJfEA chkeonfig fRSSE off @<XiT , ARIIGE /etc/rclocal FEBFBREIE , MBETHE.
o XISt : =,
2. # cron XHER , BEERAFAIREERESHIA.
o 1REWBE | BF /etc/crontab , /etc/cron.d , /etc/cron.daily , cron.hourly/ , cron.monthly , cron.weekly/ BEFIER S ATIZRF.
o FRRIE  MERMBRNMRRITINES | ATEHAFARTSERWSHA , (IRIFEREWSHA |, oTERE IR ESAASMIFRMAN.,
o Kt : =,

. RES=SHRHRRE

1. INRIEERSSEENEIST Web, $UBREESRN RS | BEIRGINARFRKFN X ARGNEIIR , Fr/REFERIE root WKFIET.
o 1QEIRBA : EFEIE root MFIETT , ATLMRIEER AR BIAE | & A AN tIiRSS s | MO BEEIRK.
o BRITE AN web [REBIRERSEUEERBER. I&1T chown -R apache:apache /var/www/xxxx . chmod -R 750 filel.txt s5<HERE MubiHEASR,
o gt : .,
o BR&E TS Mk B RIUHBRRG,
2. ARIES R R FRmIR
o BRI : TEMAR | SO RERRAFEANNAREFRHRAIRE  FERSHNBRMIBEE | SEELMNEFIA,
o fRIRTTE : HEREERSIEIRMAGIN ImageMagick, openssl. glibc % , BRALUREEAZEMEXBRHNLLBEIESHEE apt-get/yum EAXHTEEARIE

£,

o XS : &.
RIS B RISPRGSERBIENT : *75 « ** g HTTP RESSETINAEFAFPAR www , MutFEFA centos , MikiRERE /home/centos/web . F57&/H%

1. BAIEFTREML B ARG B FIFEEA centos , www , S1 &< :

chown -R centos:www /home/centos/web

2. REMIEERINPRA750 , 7502 centos BB RIBBEIESHTAMIR , IRE/E | centos BFAILIEHIER MRS , AREEEIEIITRIR , XEFBEHAR
F, HERAFEEHIUR.

find -type d -exec chmod 750 {} \;

3. IREMUASHRA640 , 640f5RE centos FAFXIMUASHEERAINIR , HTTP fRSZREEBCHIIR | TEFXCM | HERFAEEIHER.

find -not -type d -exec chmod 640 {} \;

A4 S BB RIRERT SR, B0, Wit —LEEE RMFES HTTP IRSBEAPR. discuz x2 A /data/ BRFMLMES NIUR,

find data -type d -exec chmod 770 {} \;

WNEERIZEMEY

* EFMEM SSH BRTES , OSBRI,
o FERRSSERMISRIE /etc/ssh/sshd_config SUAFHRRY Port 22 , 15 22 1B EABAEENIAIGD | IR ZfEES SSH IRSS. AIERINTHOER !

/etc/init.d/sshd restart ( CentOS ) 8% /etc/init.d/ssh restart ( Debian/Ubuntu )
=3
HBigKmAR , FRNERRSSEEHE LESIRENZEEARE | EENGRNFEITNELGD , FEEESN RNZEEHN.

WS : BRmEmEX 5846 TW 5850
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o WNRWIRER SSH BB TEIR | IEE—NFE.

o TICHAEFEERES (Wih, $E#. tomcat %) . =2 SSH, fERE. HEE  HEURESREF—HIE,

o TEE—LIFEROAISLAH ( TLMERZHE ) @ lqtwo-threeMiles3c45jia™ caser, lanqiu streets

° TER—IHEOSHRMG , FTERBEATFNITIEFERNENE REEEFERING : 288 +HHE (coca-cola2016xxxx ) HFOIE (lamagoodboy )
o FRLITaIEEENAMLROFR , KRS IHO.

netstat -antp

o BUYEBN=SMEX-LeE X IEREURDIFEIE IP 50 S EigfwiE /etc/hosts.deny . /etc/hosts.allow FINSTEEBRE] IP,
o NFFEFRENEF root SR, BI40 Apache, Redis, MySQL. Nginx &2 , REFRELL root RIS NIETT.
o [EERFIRNFHRSETE root FIR THEFRR , MaBBRHBRRIRIGRE root SURMEREREIT.
o RESEHARSEFANMAERANZA , 21 Struts2, Nginx , ImageMagick, Java £,
o XARFIERFAUTIEETIEEE , 40 Redis, NTP & , RLITIEEEEE , oI XAxINEiROSREE.
o EHRINERSESSHUE,
o WEENISHIEHTRIEENREEN BRI NEETERE.
* BTSN home , root BRI , IRRI LB /etc FIRJFAFEUER] /var/log BR.,
o EEAZSHERFNESE Agent, EREWEE , TUTHESKIEER.
i8R
ANERLA S B RREHFE R , EIGERRITHE A R TR,

WS : BRmEmEX 5847 T 5850
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Windows N{EE[0]HE R

BT EFATE: 2025-10-11 18:10:00

RSB SEMTHFE Windows R,

RN, BERNRRE
—. EKFIsEO<$
L BERSEE ARSI REEE0S.

o MER : FERERAEERIKF. MIGEAHF. HREKFLURERER (FTP. Tomcat, phpMyAdmin % ) kP EEBFESOS.
WiA :
IKPBEENISBAAS. IS, SHFRH. SPEmMI12 - 166IIS53H0 |, BRI FRTOEmR e E AR ST

o RES. : RIBLRERETHIA.
o XSt : &,

2. EE RS BENREHEIERRNAF RS RIS,

o ERE  —REZENFERFKFAESEAMBFPEERHE,
o EJL 17 cmd BO , B lusrmgrmsc <, EEESEMENKF, , NEEEREFAN ( Administrators ) BAIFHEIKF | 153ZB0ZERMRE.
o G : B

3. MERAFEREWRAS.

o IGENREE | BRATWMERE  HIREERSENCIEREKS, | RERKCEAEEFRREEEREN,

o WEAL (FEILUBIY TE LP_Check Z2TEMBREHEIREN, ) | aEREITTNET (AIFERRESRE Win + R) |, HIA regedit , BIRTF TR EMRRIEE. b.
1#64% HKEY_LOCAL_MACHINE/SAM/SAM , BRATCEBERIZENANS , BESERIEESCR |, FTAIRSEEN. cIEESFIAF (—#A administrator ) |, ERIRE
AT, AEHE  XOEMRREES. JdBXITIREMERRERSS | BIA%kE HKEY_LOCAL_MACHINE/SAM/SAM/Domains/Account/Users, e.fE Names
T FAIABEISLHIFFE RS | SHEAKMKF BN, |, DA, | ERIANIERFREFIRHET , ATHERIER.

o XIBEME : &

— RETEHEMRO
1. B RAFEREEER ARG AT,

o WERE  KEEEANBRSARE  AEFSETERHRESINITERE | BISINEBRHE | ALK N BIHEHIHTE.

o WEGE : aBFIRSGEE , ERFHA > 1517, b cmd , A netstat -nao BEE FMREZBREBEFRMISNHOMIAT, cHFHMESEESE , EXNH
PID HHESEXIRAGHEET HIESEIIE , HINET PID SEE TR , BIRRRIREREM , ST LB HERE 5 1R Process Explorer TEBHTHE
=,

o XSt : &,

= WERRREFRSHH

1. BERSHNBEDESFIIEN.

o MBI : EEEANRRAE | TSI EEERNEIEIRFFHT,

o IESL : aBRIRSEE , LRE > FEEF>Bi). bHABR THEREE—ZEER  WARSEIEISEFTEZERT. EEFR > BT, BA
msconfig , EEEREFEMEFENEHNE  EFEEVBEEGEFENSHINE |, HGShERNESEMRE. diEEFFR > BT, HA regedit , $FF
MR, EEFVESIRESRES |, SR T="NEMER : HKEY_CURRENT_USER\software\micorsoft\windows\currentversion\run
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Runonce #&E HRANESEEHNRENIE |, EEMER | FENRERSREHT
REER , iBREBRSHEAD,

o MG : /&,

2. EEIFEENIRIE.

WS : BRmEmEX 5548 T 5850
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o &R : MERSESME LNETIRS S BNSERITRIES.

o B
aBRIRSSES  EEFR > BT, bIAA cnd |, AFHAN netstat -ano , IEIRSEFSMLE FHNETIRSSEZIENSIE | HHIARSHERERE. B schtasks ,
IGERSEEFRITRNES | FHRARS AEERITRNES.

o RUSHE : .

. REB=FRHERHE

1 ANREIRSS EENEIE TIIIMI AR (WWW, FTP &) |, IBEXII4#H1TECE | PRAIBIFIRERFAIIUR | B RMSESHF SR,
2. FHEBNZEREX Web NAFKIE PR, EF Web MAGFKRER.

AR

RSN RIEHRIRISEERSE ?

REMIANENEE | AEREHSRENNES  WNRABETETTE , RIFNTARESNRERS , RAEHRARENGHT.
SR LRSS R RN R ?

1. BB RAKFNERLH SRER (ZPENEHFA—H) .
2. BEENANEERERD , BENT
i R > BT, ARHEA regedit ,
ii. FIFREMER | BEAWITRERR : HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server\Wds\rdpwd\Tds\tcp
iii. KEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Tenninal Server\WinStations\RDP-Tcp
iv. (B FAMIAY PortNamber (&,
3. e BB =SME XL LERXER T I8E IP A8EhaTERmmC.
4. BREHEE S EIENUL.
5. EHISERISIERF R FBERAMIRA (40 FTP, Struts2 ) |, BILEMERIEFIA.
6. REBRZSMERFHRE Agent FIMRS R TR,

WS : BRmEmEX 5549 T H585I
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Linux ZFinEaHEE
BIREHATE: 2025-10-11 18:10:00

KXRUSESRT Linux BPWREHE , IFEF RS RS,
EFimHEREHEE

1 EEEENLZEHEEREE. BN ps -eflgrep YD . [EFERET , FHNLLEFERMHE , TTEF

o WMEHEREFE , ATREFEUTER :
o REBARLEINZEHEZFIRTRER , BRIE REA] RKIE3| , #HITEPRTE.
° BFRAEEHIIREITREE R , SEHEREEN.

[\S]

- BRSHREREENREHEE i , ARAU TN EHEEFRHEREER

o AIEEXEFIRARE , IR : /usr/local/qcloud/Yunling/log .
o THIITES : sh /usr/local/qcloud/Yunling/startYD.sh BEiENZEIRS.

LS PEHF S

WRARRFE  BEENLEAEE , KB FEEEMESNE , BREBIA TR EHTHE -
1 NREGHEBRENZ LS | TS ER DNS, JLUBEHITIN TH<S1T , HIEFNZ e E2ELAAA ¢
o VPC REIEEBRIRSEEINE © telnet s.yd.finance.cloud.tencent.com 5574 , IEEERT  REWNTEMA=ER. WMREELD

a. ALASIRIEH dns nameserver =£Eg : "vim /etc/resolv.conf nameserver masteriiit
b. (&X5EhfE . E#ifT telnet s.yd.finance.cloud.tencent.com 5574 & MIgEEIEE.

. AIRATLAEE , FR9HE (HEKEREMEERNE ) | EHESSEERNI MRS FEM L.

o ERRMILRIAES (3F VPC LAIARSSEE ) : telnet s.yd.finance.cloud.tencent.com 5574 , IEMIERT : REMI FEF~ER. WMRISESGR

a. ALAEIRIEH dns nameserver =E& @ "vim /etc/resolv.conf" , FABEBAI nameserver FELTRE , B ‘nameserver =E& , BKAY nameserver ip #8%H
=, B2 AMIRS](/document/product/292128/5225),

b. [EEGERE . ERHAT telnet s.yd.finance.cloud.tencent.com 5574 IGUEERIER. c MRAILVERE , FEF/1OHE ( MEHISIREMNEERTE ) |, EHakaE
BEINIRIARSS S8 k.

2. PEXIERIEBREI , FETE Linux ZEFuRFFAL TCP ixO : 5574, 8080. 80, 9080,

3. MRFNZEHERE  BEARHTRERRSHNERnEZ  BIIEEFmES ( BEEEE ¢ /usr/local/qcloud/Yunling/log ) F 1222 T &2 #iTRIR.
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Windows ZEFinEZ&HEE

B EHATE): 2025-10-11 18:10:00
EFIRHEREHE

EEEENZDHEERFE, 117 Windows (FEEEEE , B2 5 YDService.exe HIHEERTFE,

1 INSFHEARE | DJReFALITER |
o [REFBARLRINZREHEZTFIHRTHKER , IBIRIE RWEN] KBS #HTEFRTE.
o EPFURAIREHIIFEIRREE ik | SEHERERM.
2. HERSE
o AEAEEFIHAE , FMEERE : C\Program Files\QCloud\Yunling\log .
o THFTARS © sc start ydservice FERHEITEFR,

PLSEIREHEE

WMRBEFE , BENREEFRAES  ABPORREMBE , SRR TREHTHE

1. 195 DNS 2EHRIEY , AILBEHUT FaST#THIE , REEP—MREIEELER | NIFRR DNS FTiad
o ERHLE T (3F VPC IRSSE8) : telnet s.yd.finance.cloud.tencent.com 5574 ,
o VPC {IiREE=IRSSEETE : telnet s.yd.finance.cloud.tencent.com 5574,

2. Pk ERPEESEHE | FEFALS574. 8080, 80, 9080uHM.

FNZzE (CWP)

3. MRFNZEHERFT  BEARRTHERESHNERinEZ 5185 FimEE ( BEEEE . C\Program Files\QCloud\Yunling\log ) 222 T & #{T&IR.

WRFRE - BRmERMEX
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SREERNBRIREE
=yl

ERITEFRAYE: 2025-10-11 18:10:00
MR
PR S S M KRS SRR MR | MTFLUGISHEN -

EEEEES
LEENZESMERKS THRSSHEERITAN , BIEZERERENZEEAMARETIEGTERORE | ARESNHE IS ZER RN TR 'R, 7
filA SERTEEESIRRE,

WiBA :

o RMIXEZRRERN B NEEEREN  TETREdTD> FEREI®RE.

. BEBERAREREKTE RGBTSR ERNGSHIE.

QbIELTR

NN EERELRER | BRRR TS ERHITHIA

1 BARRERTIRBNEEER.
o B, BRZERCRMABRER  RRZERITABRKRE  FE-ESE,
o &, BHUTESER2,

2. FEAFEER , VISHIERSHEENREERSEM | ERTASERNAFERRE , 2SI ANENEREBLNRS H LRFTIIEXRERFEIE. #USFE Linux
NEEERIHFERE 1 Windows NMERERHFE BN IRS /T ENHE.

INE7TE
REALLETATRIEDS | LIRSSt

° [RBFBEBEAE. NE. FHFH. HFEMA12-16(MNSHRE.
o BB =IRSER Linux RAFATIEERIHO , WTFATR © B35S : /etc/ssh/sshd_config

Port 22 #E55=1785MN1T . AIRAEBEHS | Bk , E50965534LIFEIES

RITEIRAIERE A vi t5< | B sftp TEEIAMER , EREHEAUTHESER ssh kS,

/etc/init.d/sshd restart #centosZ%t , EEsshIREZ G
/etc/init.d/ssh restart #debian/ubuntuZZ4 , EE ssh REHS

BRZEmMEXTEERLENR  ENETHENWSHEIRD , FEMBYTREMYERO | FiEEE2% tlEwsd. RERRSHBRARKE  BFER
PkiE . HRAIRS SO 22 S iniE SFESSTRE  AFEIHEE  BREERN  RERRIE. REESRRSHERFEMNS Web
HEFENRERRE.

A

HIFIN ERIRSBBRFL LM | EUERERZEXE  BTERIEEN RS , BT RRSHBRFANZSKIGRBIESD | LIRAEASEEIEER.
VSRR, ARSMNENRER , ENENEEBIHERRRE. CIEEIRRE. BERRR

CUVT
o BEEALLKAREEREN ? FILKASEEREN. URENMUBZNSEEINELREN  SULURER2ERARE  EFXIREEREE. E2ERA8H

EHEERN, EEOIHEE > FIIE28 , BEASRXR P /FMIIERE., XAREEREE & RETONE , BELRERAXT , lEESEEIN'S

WRFRE - BRmERMEX 8552 T #585m@
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f&" 5" IR B,

= D ajRR
MSCAESX

WS : BRmEmEX

FNZzE (CWP)
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SAMISEENZ L E IR SHEAR ?

AILAHN £ Z ML #TFHR.

SR R SRR ARSS ?

EN FNEETH , EEENTER TN TSR ENS T TERE
o BlhR-FRETHER | BEHTRRE XDEWARIRE. B8 BETNEBRMNEREIE | XKATUR : XARRENS-1 (SNELIMNENNER | XBEhREN

EEERIZERTR ) .
o Tlh-BFEOBIENMR-GFER « ERITHRINRE. B9 BEENERMNEREHE.

o

* HIRSHRIMNFIHERE  ENRE TN/ ENRPGHFRIIS AR | =R RN AT AR EE b E.
o XAENZETWIHFSEMFRSRE | BABREGZENNS R REERERS.
o EReESNBLLINESTARNE T , SENESHET EN. ENESFIILX.

FMEEARSSEE | NMASBERENZEEWHIFIFITER ?

HEEZeEHEn ZEE |, fTFEMFRFFX | SRS HEHSENFR AT | ITREF2EHERELENZE TR FITA,

IR~ RESSHBTE MmN ?

FikeSHEMBZEFRANTR BT ARNGREE | BEEFARNEE RIS | RIERFRR2.

SMAE AR EN R B iR?

BR TZeEts  FENSHEERE-EE > IR, ERSHIE  KEFENRNRRSEREER , SHTAREER | BB RPAUEIEREFHTE.
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SRS

BT EFATE: 2025-10-11 18:10:00

mEENEREERENRZA ?

75 | §R00:008H., IWiREE : AERSEH.

A4 Jar BAANRIRZS R , SIRENERARERA—E?

Jar GZERIR | BIE0 struts2 IFRAGIEMIREL Jar BIEITEEEMNE , RSTRSIHETEELNEIFEN , 1IZ1TARSAT Webserver 33FJar BAINNED /S INEAIEFIN
. ESINEAERT | struts2 IBRRBTE Jar BETHA RGNS , RS MNMIRGNEREFEER. BEEER Jar QREHTZREN , RIMENERAVE
HE.

FNReAERESD ?

o ENREEAAR : BERIERN,
o FReTR : TEENE.
o ENREHEMN - TEENE.

RIS ARSI A TAb I ?

£ HESR NE , ARSI AT TN

o Mk - BESFADIHIEE , BUADHFHMIRZI
o (B : BEHUTEEEREE | FERENREBAEINZARSENZ ST,
o [RE  BAIEASHHEEAD , CHFEPHERRNFEE  BRNZXHHTIREIERE | PLZS R,

BRSO RS ?

HERZL 2G|, BEEL Ll XX,

ZEELGEFMREEE , SARTEN?
ZeR&ATRIRER | BIER.
FNZLELEN REL "ELLHE ?

1N 2B TH , EERETI0ENT , BEEFFITHEEFE , #NZGNIANFERE.

2. EFIETUE , IEEMEIRSSES P, BEIEE  ENGUFEIE.

3. FEIMFIEINE |, SEAREL , IEEZEEANI M ERIN.

WS : BRmEmEX 8555 ;1 H585m@
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FHze AR RARDFHLERESHTIEN ?

&, BENRERAAD, NSRRSEEMIEHENTL , SETHRE. BE. oMt UAESIAs I TEER , BRSNS BEH0 #TRE.

INEGERS

SR &Y E: 2025-10-11 18:10:00

WS : BRmEmEX 2556 T H585m@
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ABH )

TIRFZHWRNEEPLEE ?

o MPSSHRchlT - BERE. SUMRENEIN | SEIRSTENN | RIHER.

o HIEREN | RETHNEWHIREATESR  ERRMAKERHE , SER I mEZR. BFRA.

* WIEHER | BRENERRSBEETENTTERIINESHZIR IR TN | W TS8R,

* REAFRE | REEDIRSHPIETIEN 127, DDoS ADER , IHRABRARR , SHaRSHEIRERMERRS.

B iy et N L=

° MEfEESEIRRNELAERM.
o RERTD , BORRLE.
o EHEIKS. BUR. WmOFRIGE EZentls BEEER.

TIRSZ RN R RS ?

BB

° mRFHEBHREARE. INE. FHER. HFEMNL2 - 16[NEZZE | e EREEAERNE BN S,

o MPR=IRS SR DIRENAFTENAF  EYTAZEERNAR | BEENRREAZEILER,

* EEIREBERBSNRANROSHELLBRESERAFER.

* 53T Linux RFERALRENHERREARRER , ZUREESR,

° BRZSRMEXFARME ©2E8E | @NERBTSIENRD , REWITAEmNEmRO.

o TEWERMFZ O ARSI |, FI20 mysql, redis & , BEHEBUIAUIRIEEE LEINITIIE),

o WMREHIAMINKG IP EE , BNERTLERERRIMERE | ZIERTAMING IP ZHMIFRE IP EREXK,
AR

HFABETRSB|RFENLE0 , TLUEMINERRSHR fiRe . BLARIEENR:e. ENERHFRSHFRFNLESKIGREIEED , LRKRERSH
HEERTS AT,

SMEMEF =R SS 2R P EENE 2

2 TR ENZE TR FEEPE R ERZ S,

AREK[EIEH

FNEEAKRRAASFHEESSHTER ?

2 BENZEEAAD. NMARRSERMKNENTH  SBIERE. EE. BMsmMEE=TEEERN , BARSNERIIE HE 0 #TiRE.

REEAIIEN AL (iR ) a{TRER ?

BERMERCNHFAIARDM , B TH RRIEREBNCSRMEXZ2E , BN ST XT2ERESE.

AR IRAR S Re e s S ?
. ERISERAD SRR R,

* HOTEAD., WEUMFEEESANER , FElE LREFESOS. RREREBEIAHTES | RMIRTESIH.
o ERDREREUREADIRMERITIEE | EINERII AR IRRE D,

WRFRE - BRmERMEX 8557 TR #£585m@
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o BEZEMF, BEEW ADIIHEFLE,

SHEERAKAM

SRS HRETERFEEARR ?

ETERRNERERMHTRESRHN , SFAREEFCR. AFEERAAER , BEUHEEHE , B RRENaRSHFHTFANRSNE.,

2

AR EEREE?

1 BEAZSEERETAUSHERARBTER  FIRISEXARESR  EEHCHAREFEAD. RERFSBSESER 58BN , BRATE,
2. FANZE R EEFERIDNRERSNER | REHITIER.

3. HIENRETRIERK S EEFEREWSIAURS SR, | RATSERAWRAEEESIR.

[

[EEERTHARKRRNAFEER | BWTHERRR ?

FANBR TNZLEHE | ENSHEEEARGN > SMBR  ERESTNE , KEWEYASHEROET , AR | MEMEES , BIEELH
BROES , DTHRRE,

RARUUXAFHEERGN ?

TELKASEEREN. MRENVEZESESRNSEEN , BOULSERRRMIZIARE , SENEOEEEEN , BEPRNT

o AR ERESERAE , GRAKREE > FNESE , SEREEFNNEREE,
o A2 FREHY > STLERE , EUSSESERNEEN BoRE S TRSE 8.
R

MEGHAIE , B RESEIHENEI RIS REEER | ISI2RIEF.

ALY S

SRS AR R IR AL ?

ERIRSHWBNRAENT  FRIREEY S ENFEFHTLE

o HENBRPIOKFEEFASEOS  EHOSBERSBNZRSERARANAIHTER , BNTESRERS AL IHTRBEDRRIING.
o FNREC LELRIWHEEMINGE , AT TERGE.

R TBHE RPN Z SR AN AR ?

ERIRAERINE | RS HRTRECHBRENEHET TR 1ERF.

* MERRSHTDNR , EELERERNKFIADX MG, RFESZAMRIES | FHENDIRSHERED.
o HRIELIMERAERERENCRSHLTES  FFIRESSEN , REFH. 8F. FHFMMES , KEELISURIL,

WRFRE - BRmERMEX 8558 T #£585m



O BASTCE

BhiF AR LK

SRS ERRIIPANS BB L TRRR?
BRESHERRSETNEL B HRERIS , SHEATTES  BNER FENZSE RIGEE , BEATHRRT -

* RIRFEEEEA T HHXIERIN,
o ARSHRLETE=SEERMY , SHR LRI,
iR -

HPEHEESHIES I Linux ERIRELHE 5 Windows EFiGEEHE.,

WS : BRmEmEX

FNZzE (CWP)

5859 T #5850
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FEPIRRIEN A _TEAAR
Javallizg

SREATE: 2025-10-11 18:10:00
iR :
AIEREMMRAEX | R FIERIA RIS 28

JavalRFS

B

FNREIFERIIEIE. IR JavaWeb RSSHIZAZHFENIRA Class , EEBEASEMEXEHERRERAMRBNRBINGFEARD., ERNUE Java BFD , RASHE
SRS EEBA,

RS

Java AFEETENZETWARINEE | W FRELR AT ERIZI6E.

BAELR

1. BF TLeiEla | EENSHE | SRR > Java BED |, #A Java REFEDEA.
2. SRR | RHERERNT Java ATFEESMENHE | SIS RENBHTHRENTEAT , USRS TIRE.
iR -
o [5H Java REEHEME , FNZLSEMENEYLLE JavaWeb IREHIE , FHENSUIRETZEIIRSHES | ST GERE@EILRA. Shell EEAR Java BF
5,
o BRINEN Java RESHREHIEN , JECATISIE. IR JavaWeb [RESHENFHFENIFRA Class , BN mEMEXKHER R ERMNNEMRBINEAR
5, SR Java BFD , RASAEIRESIRTSZEA.

=PEREA :

o [BR/XITHEY - Java NESEHIAKA , SISHEPFREFX , ATRENIRE A SEFEMERE.

o NS 2ERE. FERE. FE.

o ENRFTISHTE : IEENRISFRIEHIORTIA].

o SEERATIE) : $5ITHAS Ak R AR A,

o HiE  TEEHRIEIEAN Java NESHERHEITRES | GIEHIE PID. HIEERE. HIFPRES CGEANGP. BN, BB, BARE. ALY ) . BiREE. BH

Java RIFDEMSE , GAGREEsIR , TEERNEIN Java REDSEM , FHTRXGIRE(E.  PERMEA
o Java REFLLEL : GU4F Filter B, Listener B Servlet B, Interceptors B, Agent BJ, Eifth,
o BE : I3GNAEE Java NEEDATHELR.
o BERREDIATE : i% Java REDERHEENIZIRIATE.
o ENAMIATE : STEREMIATNIZ Java RSB EIERIRTE.
o W HIE. BRIE. B,
o BE:

o BEHHEIEEZNEIEMFE.
o B Java AFDIFEFNEEXNH , IEERMXAHIIRRE Java X1, SISEH , SFTNERERIF Java LR Class 324,

o BFAMERTIEMGHTINCCE. B, MINCRIRE  TREMHNE | bR SEEM4HtELE,

WRFRE - BRmERMEX 5560 T #£585m
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gl

BT EFATE: 2025-10-11 18:10:00

T =g

Nl
R AR SREEEHZ 2 DIIRODAY, nDAY MR —ERF RN THORENRS. RRARE T SRSHBORHSIERA. SRR

EIERAR | 2. DHTODAY BiE , FERIRSHERNIR , EMEMT , BIERIRS SR LEMENNT | BREEESRETN , ARFEERRFERTE.

o BEREEIX | SESEGEHEIEEHAERRRG AR | SRR | B SHRILEFIA.
o REMEAFEE  BEFEUEELRIEVIEIEEIGS (IER/R5E ) . #12 PID. #EEEE. HRATS.

o BHHEREGEIIEAX. BEHETUEEMTIRE | REETTAIEMY.

o EREREXER , B IHARE BN T ESRR R ER.

BAREE AR
ERARESE | EUEESRLEESAFIERTEG | F OSSR TR,

PG e S T
BT =R WeDetect = EEIMNTERSE . BaUGIRREKETAH. SENEEHHENRR. HESSHERE  INWRESHHTH

S LB | REIRCHLL RISy AR R,
SR R SRR | BRI,

IR ESE YIRS TR

* WIEREE/CVE WS FRZBBIIENALE T HRIESM.

o NERE : 2RE. BhfERI.

o IGEIR 1P/l IRESRIRRIEN S BRI L,

* WILEEN/IP : FEZRREIEN.

o BRKRAERE BRI NEIRESA AR AL,

o BRIAEHANE : SRR EEEAIETE.

o EHHE  WEREL

o AMEIRE : MR, il SR B, #BF

o ¥E  REHEUEERENGEMHEE  SREMA. BEEN. MENHER. RSHEEESE. 4E
c SRR RHEEREEITTREEE  TRBESEHTES.

° FRCOAME @ IWRIRC{ETNASN  ENARERRSEN | Dar-Erestt.
o RS WWRBEEETNASEY , H ORREERSY | Mar-tReS .

o MFRKCR : MBRZEMHCR |, BRSBABET  BEREICR | BHEERE
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=R ERIEA
DIRE(T fER

SIFEFAYE: 2025-10-11 18:10:00

Webshell &1

Webshell 2R NEEEFEATR , TNREEFRIXIIRSIE LHEIER Web 2R X4 TAIRERGF T , 33T/ D2 Webshell X4, FEEHRII=R , BE=
IRATNERF IS SRR | 1 NTRESSERMBRNZE A . ENZ2RMREERSBEHRS | NIRRT A EFAREE.

ERRFIEE
EREEREDEILUSHAFRBISENEERERITH  FEREERAETIBRE P, iHE. ERAFPE. ERNSHIERIRRHTNGITE , ERATHIERERR
RF—1A.

AL

RN R SRR SRTEZMEERE SR MTIRRER | FEXREERATPTISRR P, iE. ERAFE. ERNSEIEIIZRFTRRTE  ERATHIE
wERRRF—TA.

RS S AR

TEASNRSEFES SRR AIESEIINGE , BRARRARRSHISFRESRMERS. SPhaRETREEEFNRHIESEIR  BIRERERIIG
FIELOHTIRN , ERIHEHETZMCR | FELRAPTXHEIZR  BERRRESS I EHTEN | NEERINMMRZEA . ENRENRMHERERIHE
RS | HMSFE A SRBUE S R PR RARIEE.

=]
SR
BRIENZESHHLNSIBEEAR] Linux 71 Windows SFERIERE  URHFEBIASMERReERIELAN. BREENES B REs1EN CAORRKRER |
ERRAHEE S =MUAFSE. ZERNTHENRR FEIRREREEAHUTIEN , ST FERRNIIEY , 2 HIRNAREHISTR. RAS, BE. KInE. £
LEEFNRMERRRIAMRS | X NIEASRIHTS R AR EFAREIE.

FHEE

FHREFTIREERIRER AP NS PR TR LERERTHNREIIFRS | ERRRHRERETNRENAS,. RMERREEERE. ReMUIRFSEIRRETAMIE
B2 | RS IR R PR RARTEE.
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& FiumitiEic A
BT EFATE: 2025-10-11 18:10:00

BR Windows &%t Linux &%

C:\program files\gcloud\yunjing\ydeyes

BiFRAR C:\program files\gcloud\yunjing\ydlive /ust/local/qcloud/Yunling/
YDService =iEEIRFZHZ
YDLive SFFi#FE
YDService ZEEIREHIE YDPython ifiRI&E LI iR
N YDLive SFipistie B YDUtils i3t
YDPython RN YDQuaraV2 ADIBEIE! YDQuaraV2 RS EE
qtflame BF=SRestatt qtflame Z7F=REEfRHF
tess-agent ResELITEEN
css-scan BER R IE
YDService
EARAIRSS E AR YDLive B
YDEdr

EFiRERFRT S AR OSRFMIIRER , TEEHROTEE  &SRikOSAPLSHOMNR , BB mERFIE,
o EPEEGS (LinuxES% )

1. HEEFIHERRS

/usr/local/qcloud/YunJing/stopYDCore.sh

2. BRSNS

/usr/local/qcloud/Yunling/startYD.sh

* EFIRERGS (WindowsRSE ) MALT®S , BFIFHESEERRAIRSS | $E YDService fRSS , ARER.

1. EEEFIRIERIRS

net stop YDService

2. EFEHEF R

net start YDService
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= LAY
e EEaNEIZE
SIFEATE: 2025-10-11 18:10:00
IR ENBENZ SN L S ELNFIE,
2o -
ZeREEArmRER | BERERL.

Name

CouchDB R#F(A)

Docker Daemon 2375 Ein O =
Elasticsearch SRIERAIE)

JavaRMI i (AT

Jenkins SRFFEINIER SEE AT
Kubelet F1E4Xi718]

Linux K550

MongoDB %A

MySQL 55O0%4&i

NFS {EHIREESH A EHHEER
Redis EL&&EMLN

RPCBind EeEFH1E

Rsync 550 4&

Rsync o2 R58i(8]

Tomcat 5014

Windows FAF§5<1a

Xampp ERIA FTP 2573

Mus B RIFES DO

FTP ERERIEN

IS B EB4RIRSEUFERITRR
Memcached UDP ima]#7FIf/9 DDOS MUALH:
PHP-FPM $5iRFECE

PostgreSQL &GN

Web BREFE git XHERSHERME
Web BRFIE svn ERSHISEMHE
Windows FEfilik1ai

Windows SFIKF#a

ZooKeeper FKIFifa)
HadoopA#EtiIa

sudo FoEB R FHE

Tomcat #5| B R

WRFRE - BRmERMEX

Level

/S S S S S S S B S S

+ # # # # ® # H# ® H ot

oW =

FNZzE (CWP)

Vul_type
BLEARS
IR AT
BLEAY
IR HAT
IR RARHAT
ReRE
IR HAT
BEAY
550<
BB
IR HAT
R

50<

IR ARHAT
EEItHEE
ERMEE
ReR%
IR AR AT
BLEAY
IAECIBHIT
ReR%
TeRE
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Name
Web BRFE phpinfo 324

Windows SEEM RS

AP Y
FiEE (cwp)

WS : BRmEmEX

Level
1%
;8

FNZzE (CWP)

Vul_type
Rt

TeRL
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WA ( 2018-02-28)
APIEESS

BT 2024-10-18 10:38:39

APk

V3

THxRIRFGSEXEN

EOBR
DescribeAvailableExpertServiceDetail
DescribeEmergencyResponseList
DescribeExpertServiceList
DescribeExpertServiceOrderList
DescribeMonthInspectionReport

DescribeProtectNetList

NERN-fZ58shel HEXEEC

BEOER
DeleteReverseShellEvents
DeleteReverseShellRules
DescribeReverseShellEvents
DescribeReverseShellRules

ExportReverseShellEvents

NG RRAEL 2 EP S e

EOSZR
DeleteBruteAttacks
DescribeBanMode
DescribeBanRegions
DescribeBanStatus
DescribeBanWhiteList
DescribeBruteAttackList
DescribeBruteAttackRules
ExportBruteAttacks
ModifyBanMode

ModifyBanStatus

WRFRE - BRmERMEX

#&OTEE

ARITREFRS
IWESURVETIES
TREFIIE
TRRSITRIIR
ZRERAKIGIRE T

IEMERS I

bEmyc

b 3EShellZ= 14
B AZES hel LR
IRE5EShellFlIZE
SRENSZBEShellFINIFIZR
SiRsEShellsEt

FEOIEE

PR DTAFICR
SRENIEARE TR
SRENFE it
SRENPRBTIZEHIAZS
SREPEMTE R BRI
SRENEEROARY IR
SRENIRBSR AN
SHEBRFICR
1ESURBIRRTET
RERBFFRIRS
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EOBIR
ModifyBruteAttackRules

StopNoticeBanTips

ANEtall-REERBEXEO

EOFMR

DeleteLoginWhiteList
DeleteNonlocalLoginPlaces
DescribeHostLoginList
DescribeLoginWhiteCombinedList
DescribeLoginWhiteList
DescribeUsualLoginPlaces

ExportNonlocalLoginPlaces

NEa-EEEkRExREO

EOFMR

DeleteMaliciousRequests
DescribeMaliciousRequestWhiteList
DescribeRiskDnsList

ExportMaliciousRequests

ANEtall- S EFRBXEO

BEOER
CreateNetAttackWhiteList
CreateScanMalwareSetting
DeleteMalwareScanTask
DeleteMalwares
DeleteNetAttackWhiteList
DescribeJavaMemShellList
DescribeMalWareList
DescribeMalwareFile
DescribeMalwarelnfo
DescribeMalwareRiskWarning
DescribeMalwareTimingScanSetting
DescribeNetAttackWhiteList

DescribeScanMalwareSchedule

WRFRE - BRmERMEX

FHZzE (CWP)

ZOIREE
1EE TR
TR PRRTR TR

#OTnee
prEtEREE BRI

MpR R ERICR
IREVEREAITIIR
RS RO REFETIR
R EROBBSIR
HIERER

SHRMERCR

FEOIEE
PREEIERICR
HTRIERAREIIE
RECERIERTIR
SHTEEBRIERM

O8RS
BIENEEERE S
SHFERIGT
NEEE-LIHWHES
HRASIER
BRRILE I 2 8
HiffjavalEEEM4FIER
REARDSIR
SRER S S RE
EETEN TS

XS FRESR
EFEREREE
REMER R Z IR
ERARDIEHE

567 T #585m



X BIHSTCE

EEOEZR
DescribeServersAndRiskAndFirstInfo
ExportMalwares
ModifyMalwareTimingScanSettings
ModifyNetAttackWhiteList
RecoverMalwares

SeparateMalwares

TrustMalwares

UntrustMalwares

NE - AR AR O

OB
DeletePrivilegeEvents
DeletePrivilegeRules
DescribePrivilegeEvents
DescribePrivilegeRules

ExportPrivilegeEvents

ANEEN-BEanSExED

EOSR
CheckBashRuleParams
DeleteBashEvents
DeleteBashRules
DescribeBashEvents
DescribeBashEventsNew
DescribeBashRules
EditBashRules
ExportBashEvents
SetBashEventsStatus

SwitchBashRules

Hittgzzr

OB
DeleteScanTask
DescribeAssetEnvList

DescribeClientException

WRFRE - BRmERMEX

FHZzE (CWP)

EOTheE
RXHEREEER
SHADIER
ERIEIRE
IREMELEERER
REASZM
fREAD
EERDXM
BHEERD

EmbL

TBRA IR
TRBRAS R AN
SRENA RS D ISR
SRENAHHREURNIZ IR
SHAMRINE

FEOIEE
SIS = AT
rEEam<EYt

RENS B SR

RENEE AN

]
g

IEREN BB ( SHFSIRS T )

HEEameHEY

Tt
<

4o

RESBHIFMHRE

e SHIMPATS

EOIhaE
(EIEEEES
ERR-EEINEEEIR

IRENE iSRS
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EEOEZR
DescribeGeneralStat
DescribeOverviewStatistics
DescribeProVersionInfo
DescribeProVersionStatus
DescribeScanState
DescribeScanTaskDetails
DescribeScanTaskStatus
DescribeSecurityDynamics
DescribeSecurityEventStat
DescribeSecurityEventsCnt
DescribeSecurityTrends
DescribeTaskDuration
DescribeVersionStatistics
ExportScanTaskDetails
ExportSecurityTrends
ExportTasks

ModifyEventAttackStatus

B EIEAXEO

EORW
ChangeRuleEventsIgnoreStatus
CreateBaselineStrategy
DeleteBaselineStrategy
DescribeBaselineAnalysisData
DescribeBaselineBasicInfo
DescribeBaselineDetail
DescribeBaselineEffectHostList
DescribeBaselineHostTop
DescribeBaselineList
DescribeBaselineRule
DescribeBaselineScanSchedule
DescribeBaselineStrategyDetail
DescribeBaselineStrategyList
DescribeBaselineTop
DescribelgnoreBaselineRule

DescribelgnoreRuleEffectHostList

WRFRE - BRmERMEX
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EOThRe
IRENEAER ST
IREVESC AL 2R
REVE RIS SR
RENEAARIRTS
ERRERES
EREmESIEE
ERNESIIRESTIR
PRRZEEMNTHEE
RN 2SS
KL BT
RNZ SRR
SREUESS TRRT
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SHESFE

SHX B
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EERRIS R RS
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HELFE
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HiRLSIR
HFRELTNTIER
BEaNHESR
EELRIETE
BREERIRTIRER
BEAGNITOP
HRRIGNIER

EiRIEENIEIRENSIF
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EOZMR

DescribeStrategyExist
ExportBaselineEffectHostList
ExportBaselineList
ExportlgnoreBaselineRule
ExportlgnoreRuleEffectHostList

UpdateBaselineStrategy

TEeizERXEN

EOBM

CreateSearchLog
CreateSearchTemplate
DeleteSearchTemplate
DescribeESAggregations
DescribeHistoryService
DescribelndexList
DescribeLogStorageStatistic
DescribeSearchExportList
DescribeSearchLogs

DescribeSearchTemplates

FThREL EIEEXEO

EOEWR

DeleteBaselinePolicy
DeleteBaselineRule
DeleteBaselineRulelgnore
DeleteBaselineWeakPassword
DescribeBaselineDetectList
DescribeBaselineDetectOverview
DescribeBaselineDownloadList
DescribeBaselineFixList
DescribeBaselineHostDetectList
DescribeBaselineHostIgnoreList
DescribeBaselineHostRiskTop
DescribeBaselineltemDetectList

DescribeBaselineltemIgnorelList

WRFRE - BRmERMEX

FHZzE (CWP)

EOThRe
RERBEERBESTE
EEINENSIRSEH
SHELZTIR
ERRELIGNRSH
BN YT IRSH
EHTEERIRER

FEOIhRE
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IS IR
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EOZMR
DescribeBaselineltemInfo
DescribeBaselineltemList
DescribeBaselineltemRiskTop
DescribeBaselinePolicyList
DescribeBaselineRuleCategoryList
DescribeBaselineRuleDetectList
DescribeBaselineRulelgnoreList
DescribeBaselineRuleList
DescribeBaselineWeakPasswordList
DescribeHotVulTop
DescribelgnoreHostAndItemConfig
DescribeVulStoreList
ExportBaselineFixList
ExportBaselineHostDetectList
ExportBaselineltemDetectList
ExportBaselineltemList
ExportBaselineRuleDetectList
ExportBaselineWeakPasswordList
FixBaselineDetect
ModifyBaselinePolicy
ModifyBaselinePolicyState
ModifyBaselineRule
ModifyBaselineRulelgnore
ModifyBaselineWeakPassword
StartBaselineDetect
StopBaselineDetect

SyncBaselineDetectSummary

iR S EEAR RO

EOBR

CancellgnoreVul
CreateEmergencyVulScan
DescribeEmergencyVulList
DescribeScanSchedule
DescribeScanVulSetting

DescribeUndoVulCounts

WRFRE - BRmERMEX

&OLEE
IREVELATIIER
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SHELINIT
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EOFMR
DescribeVulCountByDates
DescribeVulEffectHostList
DescribeVulHostCountScanTime
DescribeVulHostTop
DescribeVullnfoCvss
DescribeVulLevelCount
DescribeVulList
DescribeVulTop
ExportVulDetectionExcel
ExportVulDetectionReport
ExportVulEffectHostList
ExportVulList
IgnorelmpactedHosts
ScanVul

ScanVulAgain

ScanVulSetting

REPOEXREO

OB

CreatelicenseOrder
DeleteLicenseRecord
DescribeLicenseBindList
DescribeLicenseBindSchedule
DescribeLicenseGeneral
DescribelicenseList
DescribeSaveOrUpdateWarnings
DescribeWarningList
DestroyOrder
ExportLicenseDetail
ModifyAutoOpenProVersionConfig
ModifyLicenseBinds
ModifyLicenseUnBinds
ModifyOrderAttribute

ModifyWarningSetting

BrrgmEaxEn

WRFRE - BRmERMEX
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EEOEZR

DeleteMachine
DeleteMachineTag

DeleteTags
DescribeAccountStatistics
DescribeAssetAppList
DescribeAssetAppProcessList
DescribeAssetCoreModulelnfo
DescribeAssetCoreModuleList
DescribeAssetDatabaselnfo
DescribeAssetDatabaselList
DescribeAssetHostTotalCount
DescribeAssetInfo
DescribeAssetlnitServiceList
DescribeAssetJarInfo
DescribeAssetlarList
DescribeAssetMachineDetail
DescribeAssetMachineList
DescribeAssetPlanTaskList
DescribeAssetPortInfoList
DescribeAssetProcessInfoList
DescribeAssetRecentMachinelnfo
DescribeAssetSystemPackagelList
DescribeAssetUserInfo
DescribeAssetUserList
DescribeAssetWebAppList
DescribeAssetWebAppPluginList
DescribeAssetWebFramelList
DescribeAssetWebLocationInfo
DescribeAssetWebLocationList
DescribeAssetWebServicelnfolList
DescribeAssetWebServiceProcessList
DescribeComponentStatistics
DescribeExportMachines
DescribeHistoryAccounts
DescribelmportMachinelnfo

DescribeMachinelnfo

WRFRE - BRmERMEX
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TREVAT EIEWeb S
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EOZMR
DescribeMachineOsList
DescribeMachineRegions
DescribeMachines
DescribeOpenPortStatistics
DescribeProcessStatistics
DescribeTagMachines
DescribeTags

EditTags
ExportAssetCoreModuleList
ExportAssetWebServicelnfoList
ModifyMachineRemark
ScanAsset

SyncAssetScan

UpdateMachineTags

SE S

EOSBR

CreateProtectServer
DeleteAttackLogs
DeleteProtectDir
DeleteWebPageEventLog
DescribeAttackEventInfo
DescribeAttackEvents
DescribeAttackLogInfo
DescribeAttackLogs
DescribeAttackStatistics
DescribeAttackTop
DescribeAttackTrends
DescribeAttackVulTypelList
DescribeMachineList
DescribeNetAttackSetting
DescribeProtectDirList
DescribeProtectDirRelatedServer
DescribeServerRelatedDirlnfo
DescribeWebPageEventList

DescribeWebPageGeneralize

WRFRE - BRmERMEX
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IERENZTER
==

B EF-AEER
RERHBFRES IR

EOIhaE
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EOETR EOIhEE
DescribeWebPageProtectStat BRI RSP ST
DescribeWebPageServicelnfo EHRAMILTHESRSER
ExportAttackEvents SHMNERTEMS
ExportAttackLogs SHERMERHEHE
ExportProtectDirList SHIFrERYIE
ExportWebPageEventList SHEREMHTIFR
ModifyNetAttackSetting ERNERTHRE
ModifyWebPageProtectDir eilfEdziayzal =B
ModifyWebPageProtectSetting 1EEERIR E
ModifyWebPageProtectSwitch WISEFR EFF R
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ARG
EOZAVL
SR &Y E: 2024-10-18 10:38:39

tcecloud API X MEEERHITEMNIIE , IS MNERBBEELTLERSHPESERER (Signature ) ISIEERES)., SHEERREFIEMN  T2FIE
1& Secretld F[] SecretKey ; EFFIRRBLREFIE , ISRIESAPIEHARERE , BT EER=APEEN,

s=E s

1. RiEREEIE

EE—RERA=APIZAT , BRIFRAPIZERERIELESEIE. REEIFEIE Secretld ] SecretKey :
* Secretld BF+rR APLIERE S

* SecretKey FRFINEEEFFF RS 2RinIESEF TR,

* FAFPRIIRRERLSEIE  BRtE,

HIBEReEIENERSEBINT

1. EFtcecloudFEFNEFIA,
2. HE=APIZSHRIEHI S TRE
3. E=APIZSATE , M [#2] BPRILABIZE—XdSecretld/SecretKey

IR FFRARERSTLURER Secretld / SecretKey,

2. ERERER

BT %eFEiESecretld 7 SecretKeyfs , MATLIEMESERT ., LITRERSEBINFMSTE :
BIZFFEY Secretld # SecretKey 5512 :

e Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
¢ SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

AR XRBERERA , BHRIERFSCRREER Secretld 1 SecretKey #HT/EEHEME !
LU=ARSS 8B A7 (Describelnstances)iEk A6l , HEPERX—ZOR , EiERkSHAETENT:

SHEWR 225 SHE
Action Yahrx=] Describelnstances
Secretld =Z$Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E IR 1465185768
Nonce FEHIEEEET 11886
Region SCRIRRTERX S, ap-guangzhou
Instancelds.0 RFEERYSLHIID ins-09dx96dg
Offset fmigE 0
Limit RAFIFRE 20
Version BEORAS 2017-03-12

2.1. HSHEF

BESEITEERSHIRSHETHR ( ASCILED ) FHFHF. T8 1 1) RIRSHEHTHR | SEERSYNER , R25HA/N ; 2) 2 ASCIEBELA/N , 10
Instancelds.2 ZHEE Instancelds.12 f5H , FEERFEER , DAREREE. BRILMEENRZES PRYBXHEFRECRSIIX—I08E , 1 php #AY ksort RE. EIAZRAI
SHRIHERESR T

WRFRE - BRmERMEX 8576 T H585m@
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{

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset’ : 0,

'Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',

}

ERECERRINESAR , X LERGIFRSERHTHR | BRIRER .

2.2. PHeEEE R

I BERIERFS, BEL—SHIFFIERSEIERI R SHETR ="S5E 1R |, 033 Action %1, HSEERA "Action” , SE&EN "Describelnstances”
. B EEHE/ Action=Describelnstances . F&& : "S¥E" ARBETMIFUrRBENE.

REBEUEIE N SHA TR | REEMINERFRSEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn7
4WFkmLPx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12

2.3. PHESBIRFAS

HWEBERSBENFER. SRRLFFRHELUTUNSE09K:

1. iEkAiA: S2RF POST #1 GET A= , IXE{ER GET i53Kk , iZEAEAEXE.

2. IERENLEELHIFIZR(Describelnstances)iYiExK1IHZ A : cvm.finance.cloud.tencent.com, SLFRAVIEKIGZRIEZOFRFBERNARDMAR | HELZZEORE,
3. ERIBE: MBRATAPIHIERISZETER / .

4. {ERFE R B E— S ERIE RS,

BRIESEBAIPHENNA: ERTE + BREN +BEKER + 7 + BREH

TRBIHHESR R

GETcvm . finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzho
u&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&Version=2017-03-12

24. ERESEER
AR R, YA HMAC-SHAL EiEsd F— SRS SBRNFHEHTES | ARISERMNES B Base6d HHTHID , AT REALNERE,
BHRATEIT , LA PHP B 19fI:

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=08&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12';
$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;
REBENSEZHA:
EliPOYW3pW28FpsEdkXt/+WcGel=

ERECERFIHESIIARN , AT A EERGIPRIFESGHTESRINE | SRIRES S S 7R —ZEra.

3. R BRI

ERMRIERBHTEEREABERSH , FEWEBT URL R,

W E—ELERAIE B & A ElIPOYW3pW28FpsEdkXt/+WeGel= , BEEFINEZEEREE ( Signature ) 7 : EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BiSRT
EREREATIEK URL,
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R ANSRAPEERIS AR GET , Bi&EERI5i%A POST ARt Content-Type A application/x-www-form-urlencoded , MIAS5%ERATFAEERSEEESTSMH URL
WG, SHEN=-FFSAREMB. IF ASCI FRFE URL FRIBRITRESIL UTF-8 BHT4RAS.

R | PRREESH http EERBENFTESEUA{T urlencode , FEXMERT , AREXNESHMHT URL HET . UK URL FHISLSHEZLM.

R : Rt S BB TEH TR . HESRA RFC 3986, M %XY MRFHFFRHMINFHTED R . HF XY A+HHFR (0-9 MAEFE AF) |, RN
B5IRMER,

4. BZKM

IRIESERRIEN | A FEBAMANEHRD | BIRECRERE

HRA SERER
AuthFailure.SignatureExpire SEILH
AuthFailure.SecretldNotFound EHAFE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token $HiR
AuthFailure.InvalidSecretld ESHIEE (RR = API Z$EE )

5. ERIER

fESCORVER APL 3.0 BY , #E7ZERIECERItcecloud SDK 3.0 , SDK HETERANIRE , FARRRKEmIRHIEMEORR., FMEESN SDK b, HFTTFHIREE

e Python

* Java

* PHP

* Go

* JavaScript
e NET

NTEERARSRITRE , TEUERREES AP, B LSRR ERTIL. SROES. ERNEONSHNEERL ASETRRE AR ABREERY
2, FrESERY , TRFAIBRE[ER SDK.

B&EHAY url AT8ER ¢ http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=14651857688&Versi
on=2017-03-12

R BT RAIRRESRREEEN  EEEARRSLERE |, RLIISREL url EXEEEFRITHHER curl ERSARNSRESIUER | €238, ATEEI—MTLL
IEEIRER url | FBEEBURGIFHI Secretld # SecretKey AESLHIZESR , FHERRF LRI AELEA Timestamp

IR EFENTS  ARRRES  EERESENTEEIR url TEEEEARE , RIWASENIUFAR  BXHAFAHBERE. REMGSHEE  BERITE
IERRRPTA],

TR LIMU(UERT APL 3.0, FEEEEATRMNEZRE | BERIBRN APl , HTFFEADERTSSHESBITESER | B RAISEIRSAE A,
Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";
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public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getInstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] EERERNSEFHITFIHAER | b ATreeMapfRIEITE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// EPRERAIurFRS SRR R B EK

for (String k : params.keySet()) {

/] FESHERE#H Turlencode , AT key&EBRENFH |, HULAMYXIHvalueitiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapaILAEFHEFE

// SEFREFERT R 24 {FEFERENLER , 5140 : params.put("Nonce", new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // A&

// SEPrERERT R S FER RS XRIRTE , 40 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~NHS%

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESE]

params.put("Action”, "Describelnstances"); // AHE5%

params.put("Version", "2017-03-12"); // A&

params.put("Region", "ap-guangzhou"); // A%

params.put("Limit", 20); // 55541

params.put("Offset", 0); // \5Z555

params.put("Instancelds.0", "ins-09dx96dg"); // WEE%L

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // A%
System.out.println(getUrl(params));

}

}

Python

R WNRETE Python 2 SRIBHIET , EEALEE requests (KB ©  pip install requests .

-*- coding: utf8 -*-
import base64
import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9IXGARNpg86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params|k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
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data = {

'Action' : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

"Limit" : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region' : ‘ap-guangzhou’,

'Secretld' : secret_id,

'Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12'

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IR SCRRER | BENERIREF AT

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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EOE7V3
BIAEHATE: 2024-10-18 10:38:39

tcecloud APl SXBMAIEIERHTESHIIE , B MERETELALBERSHFEEESER (Signature ) LIIEERESH. EEERHREFEEEN  ReFITFE
1& Secretld F[] SecretKey ; EFFIERBEREFIE , IBFRIESAPIEHARERE , BT EBERA=APEEN,

sEEr ~
1. RigZEFIE
S REFIEAPIZ AT , BRI SAPIEARER SRS ST, e EFSE Secretld Fl SecretKey :

* Secretld F3TFHRR APLIERES D
* SecretKey AT IIEERFFFRTIIRS RIGIEE S F BN,
* APYATRREZ SR , BRitE.

REREFENERSERUNT :

1. EFtcecloudEEFIEFIA.
2. HIF=APIESHNIEHI S TRE
3. E=APIESARE , M [#2] BPRTLABIZE—XdSecretld/SecretKey

R FFRAWSRSTLUAER Secretld / SecretKey,

2. TC3-HMAC-SHA256 && 7%

R WFGETAE . K235 Content-Type: application/x-www-form-urlencoded Y&z, X3FPOSTHi% , BRisziF Content-Type: application/json LK
Content-Type: multipart/form-data FFpHMIER , json IEREARTE W SEOITSRS |, multipart 18X RBFESEOXRF , WEZEOARRERER json 18UER , &
Z BRSSO AER,

THURRSHFEAT MXEAFIREAGF , DEBNMESZANTEERE. FHIIBETEILAFIRNANSE : Limit 71 Offset , (83 GET 7515EMA.

BIZFFEY Secretld #0 SecretKey 5512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. HHENEER SR
FRATTSHHENBEIERKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + "\n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&sk75i% ( GET, POST ) , Al GET ;

e CanonicalURI : URI &%, API 3.0 EERIERAT (/) ;

 CanonicalQueryString : &i#2 HTTP i3k URL FEIAFRIE , XF POST 1K , EEATFRE , }WF GET &Kk , WA URL F[aS (?) FEMNFHFERS , A75MF)
BYES : Limit=10&0ffset=0, j£& : CanonicalQueryString &4 URL 47%3.

e CanonicalHeaders : 25&EALEHMER , EVEE host 1 content-type FIANSLER , BATINIABEXAILAS SEE RS ESERNE—SEMT e, FHENN
1) 3LEP key # value Zi—HR/NE |, FEIRERETIE | 1288 keyvalue\n #8ZHHE ; 2) S0 LEB | IR key (N5 ) WFHHEFRTHEE, A : content-
type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : 25&FHEEFMER. | IRBBLLRIEREGHLELES 5 TES |, 1 CanonicalHeaders B&HILENBR—XIMAY. content-type F host Jawiisesk
BB, HHEMIN : 1) SLEB key F—HERNG ; 2) Z0LEE key (N5 ) REBFEHHFRHTHE , HFEUSS () DR, WHFIFA : content-type;host

¢ HashedRequestPayload : IERIEXHIGA{E , I8 £ Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 3F HTTP i&ER#EEANIEX payload f# SHA256 &
7 ARET/NHEIRD |, SERESEERNINEFE, 5 3T GET i53%K , RequestPayload BEEATFRFER , XF POST i&EK , RequestPayload BPJg HTTP i&3KIE
X payload,

IRIELA LRI, OIPERIAITEIERBUT (T RmEHT , \n BTFBE BRI —78K) -
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GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996f092427ae41e4649b934ca495991b7852b855

2.2. PSS B F/HR
AT RS E

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : §88i% , BRIEEHN TC3-HMAC-SHA256 ;

e RequestTimestamp : EXATEE; , BEMERLERAY X-TC-Timestamp BUE , W ERfliEkA 1539084154 ;

* CredentialScope : &iESBE , #8349 Date/service/tc3_request , BRI, FRBRAMRSMLLLEFRIER (tc3_request ) , Date J3 UTC FRERNEINELT , BUETRER
LB X-TC-Timestamp B UTC iREMTEIE—3 ; service /=@ , WRSEFNREA—E, I cvm, W EREIER , BIEH 2018-10-
09/cvm/tc3_request ;

* HashedCanonicalRequest : BIRSBHHZFEMEIEREBIAEE , iTE75%EN Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

R

1. Date /MBS EIEL X-TC-Timestamp #5155 , BRfXA UTC+0, MRIMARGAMIXER | flIFR/\X | SSEERMG EERMRT , BREEEARMER
M. (BIRATIER 1551113065 , 74K/ \KAORHE)E 2019-02-26 00:44:25 , {BEi+E{SZR Date B UTC+0 RIHHEBRIA 2019-02-25 , AR 2019-02-26,

2. Timestamp Z/NZHAIRGANE , ERWHRAFHETWRENEERLSHN  MFEEBThDHUMERY. MRRIEATIRENEREL | JsESEE TR
& ERBERY (REEZSHHER ) .

IRIELA LRI, ROIPEEINSESFABRUT (ATRREN , \n BTRBIBRITEHI—TEK) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91¢9¢192c14460df6clffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23. HHESH
1) HEREREES , BT

SecretKey = "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIAHY SecretKey ;
 Date : B Credential i Date FE{=E. , @7~ , /92018-10-09 ;
e Service : B Credential 4 Service FEEE. , W_LREI, 9 cvm ;

2) irESs , RBUT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : RILA EIEBERIRESZ IR
e StringToSign : B B2 EERINEER TS |

2.4. #t§ Authorization
RN T™H&EHHE Authorization :
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Authorization =

Algorithm + "' +

'Credential="+ Secretld + /' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ', '

'Signature=" + Signature

e Algorithm : &8&75% , EES TC3-HMAC-SHA256 ;
e Secretld : ZBXIHAY Secretld ;

e CredentialScope : W.EX , EIEEHE ;

e SignedHeaders : X , 258 BHLIES

¢ Signature : &&({E

HRIELAERI | RAIREEIRIES |

FNZzE (CWP)

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582

db9e9bf4672ba50567dbalbc6ccfl74c474

BRETREIERESNT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-type;
host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

3. &ER/KM

RIESLIRENR | FAELTERAMANERTG | SRIES RS E
=L Sae T
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

4 ~LE N

BRER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

WS : BRmEmEX
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import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//FRRK , BUESHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkhkhkkk ./Ijgj% 1 0 m%%mg@i%gz% Kdhkkkkhkhkkhkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&8Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printin(canonicalRequest);

// dkkkkkkkhkkkkk ﬂ}g% 2 0 ﬁ;%%ég?ﬁ% dkkkkkkkhkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.println(stringToSign);

// Kkkkkkhkkkkkk ‘}fﬁ 3: :L_I_%/\-ﬁ'-% Kkkkkkhkhkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *kkkkkkkhkhkhkkk .,IJJ}E’% 4 0 ?#;% Authorization *kkkkkkhhkkkkk
String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}
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Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# Kkkkkkhkhkkkkkkk 53% 1 0 ﬁ?%m;‘ii%gz% khkkkkkkkkkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *hkkkkkhkkkkkhk ig% 2 : ﬁ?%?%%g?ﬁ% kkkkkkkhkkkhk

credential_scope = date + "/" + service + "/" + "tc3_request”

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# dhkkkkkhhkkkhkhk 53% 3 : .‘L-I—%Eg dhkkkkkhkkkhkhk

# IHESERHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# dhkkkkkhhkkkhkhk ig; 4 0 ﬁ;sﬁz Authorization kkkkkkkkkkkkhk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", "
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSERINEERKED
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headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

BREEH
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B EHATE: 2024-10-18 10:38:39

1. IRS5HbE

iz (Region ) 2IEYIRAIEIRET OAIMIEXIE, tcecloudJIRIEARRIMME Be2iRR | REARMMSHERAEEAREINSEL. ATIHEHENE. ReTEE
B, EERRERERIEE R,

ERTLUE APLED EifFtiRSIR BB,

2. BIEHmY

tcecloud API FIEFEROIEIE HTTPS HHTIE(E | IRtERSMNBEEEE.

3. BKRAA
S HTTP 53K 7554%:

e POST (¥#=F)
* GET

POST 1&53k3z#5#9 Content-Type 258! :

e application/json (#7% ) , &/AfEFRA TC3-HMAC-SHA256 E&73i%,
e application/x-www-form-urlencoded , #%ifsEF HmacSHAL & HmacSHA256 && 754,
* multipart/form-data ({X&BSHEOSE ) , H4ER TC3-HMAC-SHA256 87534,

GET iERANERBA/NREHBIT 32 KB, POST iER{ERAER7TEH HmacSHAL, HmacSHA256 RIARS#BIT 1 MB, POST 1&EK{EF%E A%/ TC3-HMAC-SHA256 B
245 10 MB,

4. FRIImES

I9fEFUTF-84wA3.,
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IR[EIZER

BILEFATE: 2024-10-18 10:38:39

IEfER AR
IR SRR CIE B AURASIE (DescribelnstancesStatus) 2017-03-12 KAl , EVAFBALT) , ELPTAEROEEATT

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34bbclc”

}

}
* Response REMEPHI Requestld REENFE , TILIEKRAINESE , RE APIQET , WHESIRE,
* Requestld FBF— APLiERIIME—HRR , 20R AP HELSE | AILABKRFA] , FHEEGZ ID KRR,

o [RTEENFERS , ERWARKENEYNFE | ARNEOMMRENFERS EOSXAERAIEN. HAIFRY TotalCount #1 InstanceStatusSet 1579
DescribelnstancesStatus #OENXNFE , HTFARBERNAFEMARE =RSSELA , Bt TotalCount FEMIER FAURENE 0, InstanceStatusSet FIFRAZS,

ERIREIZER
SRS, EEEHERORTT -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error (IHIIEE ZIEKIERLM. Error FEOERIEMAERRY Code F1 Message FERTEEARAMAT 24 ERERY.

Code RREMHBAIEIRIG , HiERBEAT I LS TRIBIZ RIS A SRS S A O X R ARSI R R E I M R EFRR S 2.
* Message B TIXMERRENENRRR , BEEUSKERARMN | LA TTRESEBRSEEREN , AP AKX MR EIE,

* Requestld FAF—/ APLiEREIME—HRR , 2R AP HISE , TTLABERS] , FHEAHZ ID SRR,

NHEEIRED (TODO: EEER, EAENEE?)

[EERAPINSRAFFE Error R , MIFARA APHIEOISERL.  Error Y Code FERFNHIRS |, FrALSEATREHIIAIEIRIS A AHIEIRID , FRIIH T AHER.

FEIRED

AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

WS : BRmEmEX

SEIRIA

BRARE (2= APLEEER ) ,
MFA $&i8,

BT,

fozpu

token $&£i2,
Bk CAM 1Y,

DryRun #2(F , RFBERIGEZMINET . RESET DryRun 24,
(S SV

588 ;1 #585m



O BASTCE

FHIRED

InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

HHIRIEA
REBHEIR.
EONMFE.
SHEER.
SHEYEER.
BRI ECHR .
FROBHEIR

EONAAFE.

TERADREHETD 7 SRR,

B G A,
BFEAE.
BERFE.
RIFEAATA.
RIRIUERLE.
RANSHGER.
BT,

http(s)iEkiMUEIR . R32#F GET 1 POST i&K,

BOASTIEATE I,

FNZzE (CWP)

589 T #585m



X BIHSTCE

D\

YHESEL

BILEFATE: 2024-10-18 10:38:39

N

EB7IE V3

FNZzE (CWP)

AHSHERTPRBFTHEOSNENNSE, I E | 8 MENRIRAEOXEPAEXLSHHTRE , EEREROTEETXLSY , FRIEFREER.

3 TC3-HMAC-SHA256 27550 , AHSHHEEFE—HE HTTP Header IERLEF , 41T :

SHEWR

X-TC-Action

X-TC-Region

X-TC-
Timestamp

X-TC-Version

Authorization

X-TC-Token

BEBHAE V]

St

String

String

Integer

String

String

String

=]
=

=]
E

Hm

Hm

el

iyl

fik
REREOETR, BESEREOSXEPHASHAHESEH Action F9IREE, FINZRSSBNEELAFIZFED , BUERS

Describelnstances,

WIHSEL , FRRRFH BRI MR, EOESAMEIESEEOETMASHATSE Region F95HE. T5E
RUBENATECBEZSH , FOXEPRIAFIRE | WA EEEBZSHEARER.

477 UNIX A8 , AlCRARR APLERAGRIEL, a0 1529223702, 5 : NRSRESSEEEERISH , 251RSRE
HitEIR.

BRAER APLBORRAE, EUESEROXERANSAHESE Version BiREE, BIAN=ARSS28AMA 2017-03-12,

HTTP $RES AL ERRES |, 4D

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024

Her,

- TC3-HMAC-SHA256 : £&75i% , BRIEIEEZE ;

- Credential : & EiE , AKIDEXAMPLE 2 Secretld ; Date & UTC #rERTEIIIRER , BUBFZEFINTESE X-TC-Timestamp
BER UTC fRERTEIRER—3 ; service AF=@ME , WRSBRANFRIEE—E, flflcvm ;

- SignedHeaders : 258 &1+ ERILEHMER |, content-type F host J9wsiseskiER ;

- Signature : EEZHE,

IERHEBFTAAY Token , BELEAIGIIEE—EFER. IGITZEF Token FTEZHINSIRRSBRZEOKE. KEZHAEE
Token.,

{6 HmacSHAL 71 HmacSHA256 E&75758 , AHSHFRESR—MEERSF , 1T

SHER

Action

Region

Timestamp

Nonce

Secretld

Signature

Version

SignatureMethod

Token

#7)

String

String

Integer

Integer

String

String

String

String

String

Wi

=
=

Ho

WD HD

Jalil

Jalil

el

iy

iy

WRFRE - BRmERMEX

Tk

BEEROESR, NESEROXEPEASEHAHSH Action RUIRIE. NSRS H/HOEDLAFIFRED , BYES

Describelnstances,

S, FSRmRF R MR, EORZEEESEROXETRASHATLSEH Region RURE. £
B BUEOAFEECRZSH , EOXEPEXISERI5RE | IREEEZSHtAREN.

87 UNIX BHER , BNES & APLEKRIATE, 51i011529223702 , MNERSMFREEET A , 25 [REZITHIRIR,
FEHIEEEEL , 5 Timestamp BX&#SR , FIFBHLEEMING.

TE=APIEAA L EHIBAIFRABDAY Secretld , —1 Secretld FRME—HY SecretKey |, 7 SecretKey SFRAEMBERER
Signature,

BEREE , AROERERNSEY | FEAFRESTAEASEITESGH. BRtETESROLE0,
BAERY APLBORRAE, EUESEROSERASATESE Version iRE, GHIAN=RSEFAMA 2017-03-12,

EEH , BASHF HmacSHA256 #1 HmacSHAL, REIEEIHSE HmacSHA256 B , A{#MA HmacSHA256 &G
&R, HfttER9EA HmacSHAL IBIFES,

IGEHEBETFER Token |, FEESIGRIZE—REER. IGRIEHEH Token FEENGIDSERFZBAEORE., KPEHAR
ZEE Token ,

590 ;1 #585m



O BASTCE iz (CWP)

usagdlEs

iz (Region ) 2IEYERAIEIETOAIMIEXIS., tcecloudXJIGIERRIMME Be2iRR | REARMSERAEEAREEISEL. ATRHEHENE. RETHE
E , @ERRRERIEE PR,

ERTLUEE APLED EifFtiRSIR AR,

TxRRSEXEO
AT ERIFR

WS : BRmEmEX 2591 ;1 H585m@



O BASTCE

EITEFAYE: 2024-10-18 10:38:39

1. gOEs

EOiEREZ . cwp.apil.finance.cloud.tencent.com,
TRIRS- I RTRIFE

BOMECERINEIRE) © 200%/%0,

EOEFRATE : 2022-05-20 15:11:35,

BOBEIOS S L,

2. NS

LIMERSHGIRGIE T EOBRSEIRD AL, TBEAHSH
BHER PAiE FEFNULL eSit)
Action = = String
Version = & String
Region 2 S String

3. S
SHER ESid
EmergencyResponse Uint64
EmergencyResponseBuy Bool
ExpertService ExpertServiceOrderInfo
ExpertServiceBuy Bool
ProtectNet Uint64
ProtectNetBuy Bool
Requestld String

4. FEiRMY

PUMRFIE T O SSIBIERRAEIRNG , BAbERDIFED

iEIl?E
InternalError
InternalError.MainDBFail

InvalidParameter

WRFRE - BRmERMEX

NHFEIRG.

FNZzE (CWP)

NHSE, FEORE : 2018-02-28

RHBH, FEOFFTEERLSH.

ik
IESU VR

R AT R 2E R

TEASP AT PR EY
R AT AR

HE—iEK ID , BRIEKRESIRE], EAIARAHEZIRHZRIERE Requestld,

$2 W

#5857



O BASTCE

B2 R

BILEFATE: 2024-10-18 10:38:39

1. EOfEA

EOERIES : cwp.api3.finance.cloud.tencent.com,

EXRRS-REMNFIZR
BRAEOISRIRERRS] : 200R/%0,
$EOEEATE : 2022-05-20 15:11:35,

RO E &N,

2. ANSEL

FHZE (CWP)

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHER %k IFNULL R

Action 2 & String

Version 2 = String

Region 2 B String

By & B String

Filters & S Array of
Filters

Limit S S Uint64

Offset = a Uint64

Order & B String

3. ItHE4)

SHEIR ESidl

List EmergencyResponselnfo

TotalCount Uint64

Requestld String

4. EIRMY

NHBE, AEOBYE : DescribeEmergencyResponselist
AHSE, NEORYE : 2018-02-28

PHBY , AEORFEEBULSH,

HEFF=ER StartTime , EndTime

&M, <br><li>Keyword- String - 2&WIE : & - KEAEIE . </li> <br><li>Uuids - String - &%
i & - EidiTiE</li>

FTEREREHE , &AEHN1L00
HFER
HFTT%

®

g

WSS

aR»

¢l

E—ER ID , SREREPIRME. EIDREFERAZRIERAT Requestld,

PUTMMRFH T RO SSIBIERRXA0EIRN , EthERIFE A TR,

FHIRD
InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WRFRE - BRmERMEX

%593 ;1 #585m



O BASTCE 122 (CWP)

TEEFRIIFR

BILEFATE: 2024-10-18 10:38:39

1. #ZOEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
ERRS-REERIIER

BOABECIERIMERIRS] : 200%/70,

ZEOEHHAE : 2022-05-20 15:11:35,

EOBEIRESE EN,

2. ANSEL

IUTFERSHGIRGIH T ZROBERSERDO KLY mBAHSHGIRD A GRS,

SHEWR  WE RENULL KA ik

Action =2 & String AH2E, AEOBYE : DescribeExpertServicelist

Version E B String AHEHSE, AEORYE : 2018-02-28

Region 2 & String AHSH , AEOFLFTEERSE,

By a & String HEFFER StartTime , EndTime

Filters = = Array of pupsESt <I:.>r> <\Ii>K<-?-yword— String - EAWIE : & - XEEE , </li> <br><li>Uuids - String - &%
Filters B & - FLididiE</li>

Limit = a Uint64 FTERERHE  &AEN100

Offset B A Uint64 HFpg

Order = B String HFRE

3. FitHE4g

SHER ESidl fEk

List SecurityButlerInfo TEEREE

TotalCount Uint64 ISES 5

Requestld String —iEK ID , ®RIEKEPSIRE, EIIMFEEREZRIEKE Requestld,

4. ERD
PUTMMRFH T RO SSIBIERRXA0EIRN , EthERIFE A TR,

TR i

[

InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WRFRE - BRmERMEX 5894 TU #£585m



O BASTCE 122 (CWP)

ERIRFITRIIER

BILEFATE: 2024-10-18 10:38:39

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
ERIRS-ERRSITRIIR

EOANEZOIBRIREIRS : 200%/70,

#EOSEFRAIE : 2022-05-20 15:12:33,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR Wi FEEFNULL S R
Action 2 5 String NH2E, KIZOHBYE : DescribeExpertServiceOrderList
Version 72 & String AHBE, AEORE : 2018-02-28
Region =z & String AHBH, MEOLFEERISH,
Filters = & Array of Filters <li>InquireType- String - EH&WIH : & - TTERSEENTE , </li>
Limit ES ES Uint64 DIEFE &A100%
Offset B ) Uint64 paliitiz N
A sge
3. mHSE
SEATR S G
List ExpertServiceOrderlnfo e
TotalCount Uint64 RS
Requestld String W—iEK ID , ®RIEKEBLIRE], EAIUMANFEEREZRIEKE Requestld,
H >0
4. s5iRS
UG T OS5 BERBRIEIRD | BftEREiEN A EIRE,
=it A

InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX 5895 T4 #£585m@



O BASTCE

ZeERBKIERSE T

BILEFATE: 2024-10-18 10:38:39

1. EOfEA

ROERES
ERRS-REERAKIEIRE T
BOAZOERIERIRS : 200R/70.

$EOEEATE : 2022-05-20 15:12:33,

cwp.api3.finance.cloud.tencent.com,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ROBERSEO 2HSE

SHER Wik FEEFNULL
Action =2 &
Version = =
Region 2 &
Limit 2 &
Offset 2 =
A s
3. S
BHER xm
List MonthInspectionReport
TotalCount Uint64
Requestld String
T
4. SRS

UMM T O SSIBIEEXASEIRIG , EbEIRDIFED
RS

InternalError

MissingParameter

ResourceNotFound

InvalidParameter

Resourcelnsufficient

LimitExceeded

OperationDenied

InvalidParameterValue

WS : BRmEmEX

FTEAHSHGIR RSH.
ESidl fEk
String NH2% , AIZOBYE : DescribeMonthInspectionReport
String AHBE, AEORE : 2018-02-28
String AHBY , FEOTFEECBISEH,
Uint64 STRAN
Uint64 DIEK
1%
KARIRETIR
gh sz

TR

HE—EK ID , SXIERERE., EAEAFERMIZRIERE Requestld,

\

FNZzE (CWP)

96 I
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O BASTCE 122 (CWP)

IERNERYIZR

BILEFATE: 2024-10-18 10:38:39

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
TRRS-EMERFIFR

ERAECIERINEIRE : 200R/7D.

AT © 2022-05-20 15:11:35,

EOBEIRESE EN,

2. ANSEL

IUTFERSHGIRGIH T ZROBERSERDO KLY mBAHSHGIRD A GRS,

SHEWR  WE RENULL KA ik

Action =2 & String nHE2H , AZOEYE : DescribeProtectNetList

Version E B String AHEHSE, AEORYE : 2018-02-28

Region 2 & String AHSH , AEOFLFTEERSE,

By a & String HEFFER StartTime , EndTime

Filters = = Array of pupsESt <I:.>r> <\Ii>K<-?-yword— String - EAWIE : & - XEEE , </li> <br><li>Uuids - String - &%
Filters B & - FLididiE</li>

Limit = a Uint64 FTERERHE  &AEN100

Offset B A Uint64 HFpg

Order = B String HFRE

3. FitHE4g

SHER ESig) R

List ProtectNetInfo ZEEREE

TotalCount Uint64 R

Requestld String W—iEXK ID , 8XEKRESIRE], EEAEERHZXIEKA Requestld,

4. ERD
PUTMMRFH T RO SSIBIERRXA0EIRN , EthERIFE A TR,

TR i

[

InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WRFRE - BRmERMEX 8597 T H585m@



O BASTCE

NEFEN-38shellEXHEC
MpRsz58 ShellZ{4

SR &Y E: 2024-10-18 10:38:39

1. MR

EOEKES ;. cwp.api3.finance.cloud.tencent.com,
TRHEId sk 38 Shel IS4

EONEOIERSTERIRE : 200R/7D,

EEOE#ATIAE) © 2022-05-20 15:11:35,

FEOBHOEE N,

2. MNSEY

ITFERSHGIRNGIH T ROBERSEIRD ALY, REAHSHGIRDAIERSH.

SHER Wik FEFNULL ESidl R

Action =2 = String NS, AEOBYE : DeleteReverseShellEvents
Version 2 & String NS, AEOBYE : 2018-02-28

Region = & String AHBY  FEOTFEECBLSEH.

Ids - & Array of Uint64 ID#4H. (B2 K100%%)

3. FitHE4]

SEETR e Sl R
Requestld String H—iEXK ID , 8XIEKRESIRE], EfFAEAFHERHEIZXIEKA Requestld,

4. FEIRAY

PUMMNFIH T OSSEEERAEIRN | BtERIF N ARG,

$EIRIG
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameter.InvalidFormat

MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

fu=|

FNZzE (CWP)

5598 ;1 #585m



O BASTCE

MpRsz58Shel R

BILEFATE: 2024-10-18 10:38:39

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
IR R2EES helERR

EOANEZOIBRIREIRS : 200%/70,

#EOSEFRAE - 2022-05-20 15:11:35,

EOBIOEE &N,

2. ANSE

IIFERSHGIRGIH T ZROBERSENRDO 1Y, mBRAHSHGIRD

SHBIR Wik FEEFNULL ESid]

Action — & String

Version = = String

Region 2 ) String

Ids 2 & Array of Uint64

3. mHEE

\

HiEk

24,

B

-
NS, KEOBYE : DeleteReverseShellRules
AHBE, FEORYE : 2018-02-28
AHBY , MEORFEEBUSH,

ID#4E. (FxKX100%%)

SHER e AR

Requestld String H—iEK ID , XERESIRE], BRI FEERHEIZXIEKA Requestld,
H 33

4. %EIBE

UG T O SSBIERRA0ERTD , BftiERIGIFE N AR,
fHIRMG

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameterlllegalRequest
InvalidParameter.DateRange
InvalidParameter.RegexRuleError

InvalidParameter.ReverShellKeyFieldAlIEmpty

WS : BRmEmEX

FHZE (CWP)
fik
5599 ;1 #585m



O BASTCE iz (CWP)

FRIRIG 3

B

InvalidParameter

InvalidParameterValue

SRENSz58ShellZlZ

BRITEFAYE: 2024-10-18 10:38:39

WS : BRmEmEX 25100 7@ #585m)

\|



O BASTCE

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,

FREV5#Shell5Iz=
BOMZCERINEIRE) © 200%/%0,
FEOSEFRATE : 2022-06-06 15:48:41,

BOBEIOS S L,

2. NS

IIFERSHGIRGIH T ZROBERSERO RS RBAHSHGIRDATERS,

SHER WhIE FEEFNULL

Action 2 =
Version = =
Region = =
By 5 &
Filters S S
Limit = =
Offset S &
Order E S
3. S
SHER ESid]
List ReverseShell
TotalCount Uint64
Requestld String

4. $EIRMY

]
String
String
String

String

Array of Filter

Uint64
Uint64

String

S# , A4EOEYE : DescribeReverseShellEvents
AHSE, AEORYE : 2018-02-28
AHBH, AEOATELBLSEH,

HEFFFER © CreateTime-A&4ERT A

REEE , &AEH100.

fR%E , BAA0,

HEFF7t  IRIEEROREHE © asc-FHiF/desc- [
fiR
PIFRRE
BEE

B—iERK D , BREREPSIRE. ERDRIEHERAEZRIERA Requestld,

PUMMNFIH T O S3SEERAEIRT , BRI N ARG,

FRIRIG

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameterlllegalRequest

InvalidParameter

WS : BRmEmEX

FNZzE (CWP)

SUEEM, <br><li>Keywords - String - 2&WIE : & - XEF(ENAWIP[HIES) </li>

%101 ™

\|

£585m



O BASTCE iz (CWP)

FRIRMG R

InvalidParameterValue

SREN 58 ShellFI% 2

BT EFATE: 2024-10-18 10:38:39

WS : BRmEmEX 25102 7@ #585)

\|



& BRSTCE S22 (CWP)
1. Z=OfEA
EOiEkERA . cwp.api3.finance.cloud.tencent.com,
FREURE#Shel HIRIZIZR
BOMZERINEIRE) © 200%/%0,
FO&EsRAdE : 2022-05-20 15:11:35,
OIS S N,
2. MASE
LIMBERSHGIRIE TEROBRSHFED AHSH , RBRAHSHIIRDAHLERSEH.
SER WAl FEEFNULL e St A
Action P! S String NHESE , AEOBYE : DescribeReverseShellRules
Version p<] S String NHSH, AEOBYE : 2018-02-28
Region = = String AHBH , FEORTEEBI S,
Filters = FiS Array of Filter i8S, <br><li>Keywords - String - EBWIE : & - XEFHFEZR) </li>
Limit S S Uint64 REEE , BIAR10 , &AEH100,
Offset B = Uint64 R , BIARO0,
3. iS4
SHEMR et R
List ReverseShellRule TEARAS
TotalCount Uint64 B
Requestld String W—iEK ID , BXEKRESIRE], BRI EEREIZXIEKA Requestld,
4. EIRIS
PUMMRFH T 1RO SSIBIERXA0ERND | EtbERIDFE A SR,
FEIRMG R
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameterlllegalRequest
InvalidParameter.DateRange
InvalidParameter.RegexRuleError
WRIFRA : Bl emEX %5103 Tn $#585m



O BASTCE iz (CWP)

RS A
InvalidParameter

InvalidParameterValue

SHx58ShellE4

BRITEFATE: 2024-10-18 10:38:40

WS : BRmEmEX 25104 TW #585)

\|



O BASTCE

1. gOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
SR ShellH4

BOMECERINEIRE) © 200%/%0,

EOEFATE : 2022-05-20 15:11:35,

EOBEI S S L,

2. NS

FNZzE (CWP)

IFERSHGIRMGIH T ZOBERSESO NHEH , RBAHSHGIRDATERS,

SHER Wik FEFNULL KA A
Action p=2 & String NHSE, AEOEYE : ExportReverseShellEvents
Version 2 a String NHESE, AEOBYE : 2018-02-28
Region = a String REBY , MEOFFEECBLSH.
Filters & & Array of Filters RS
3. FtHS4Y
SHER RE ik
DownloadUrl String S R E R L,
Taskld String {Eid
Requestld String H—iEK ID , 8RERESIRE], EfFABAFHEREIZXIEKA Requestld,

4. FEIRMY

PUMMMFIH T O SSBEERAEIRN , BtERF A==,

FRIRMG

InternalError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
FailedOperation.Export
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

U]

%105 ™

\|
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O BASTCE

NEEN-Z R ERE O
MPRFE RO R

SRS E: 2024-10-18 10:38:40

1. MR

iSRS : cwp.api3.finance.cloud.tencent.com,
A%8£0 (DeleteBruteAttacks) FIFHIBRE SR,
BOAZEOIERITERIRE] : 200%/%,

#EOSEFASE : 2022-05-20 15:12:33,

OB E &N,

2. MNSEY

IUTFERSHGIRNGIH T EOBERSEIRD NHLSH , REAHSHGIRD ISR,

SHIEIR ik FEFNULL ESid]

Action P a String

Version = a5 String

Region 2 = String

Ids 2 B Array of Uint64

3. FitHE4]

SHER ESiS A
Requestld String

4. (EIRES

PUMMNFIH T OSSEEERAEIRN | BtERIF N ARG,

fu=|

fRIRMG

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

AHSE, AEOBYE : 2018-02-28

>

H2H , FEROFFEEGBLSH.

RIS, (RX 100%)

E—ER ID , ®RIERERE., EDERHEERAZXIZRA Requestld,

FNZzE (CWP)

%106 @
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O BASTCE 122 (CWP)

SRERA PR MR

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
SRENIRBRBE MR

ERAECIERINEIRE : 200R/7D.

AT : 2022-05-20 15:13:13,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR Wik FEEFNULL Sl i)
Action 2 5 String NS, AZEOBYE : DescribeBanMode
Version 2 B String AHBE, AEORE : 2018-02-28
Region 2 & String AHBH, MEOLFEGBHSEH,
A g
3. S
SEETR ESitl A
Mode String FEMTIET , STANDARD_MODE : #EBERT , DEEP_MODE : ZREEFEMT
StandardModeConfig StandardModeConfig TERRRTEAIECE
Requestld String W—iEk ID , ®XIEKEPSIRE., EAIUHANEEREZREKE Requestld,
HI2
4. RS

PUMMRFH T 1RO SSIBIERRA0EIRND , BEbERIFE A TR,

[

FHIRED i)?
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

MissingParameter

InvalidParameter

InvalidParameterValue
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SR EN BE T3ty

BRILEFATE: 2024-10-18 10:38:40

< R
1. #ZOFA
EOERIES : cwp.api3.finance.cloud.tencent.com,
FRENBERTibIE,
BB RIMERIRS] : 200%/70,
ZEOEHHAE : 2022-05-20 15:12:33,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR Wik FEFNULL ESidl R

Action =2 & String AH2E , AEOBYE : DescribeBanRegions

Version = & String AHSE, AEORYE : 2018-02-28

Region g2 & String AHEBY , AMEORFEEELSE,

Mode 2 = String FE¥ET, , STANDARD_MODE : #R/ERERT , DEEP_MODE : JRERERT

3. mHEE

SHER el R
RegionSet RegionSet MHEEFIR
Requestld String W—iEK ID , 8XEKRESIRE]., BRI EEREZXIEKA Requestld,
HI2
4. RS

PUMMRFIH T 1RO SSIBIERKAERN , BEtERISFE A TEIR,

TR 1t

[

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
MissingParameter
InvalidParameter

InvalidParameterValue
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SRE PR RTINS
RIS FATE): 2024-10-18 10:38:40
1. BEOHHAR
HEOERIES : cwp.api3.finance.cloud.tencent.com,
IRENBERTHZERIAZS
EAB IS RIERIR S : 200%/70,
ZEOEHHAE - 2022-05-20 15:12:33,
ORI NN,
A s
2. MNSE
LATBERSEHGIRRGIE TEOEKRSEFRD AHESE |, TBAHSHGIRR KB,
SHEWR Wik FEEFNULL 5] b}
Action 2 5 String NS, AEOBYE : DescribeBanStatus
Version 2 B String AHBE, AEORYE : 2018-02-28
Region =2 = String AHSE , NMEORTEEBUL S
A sy
3. S
SEETR it R
ShowTips Bool HHEFIRREE false: X |, true: FE
Status Uint64 FRBTFF RS 0% LFFE
Requestld String —iEk ID , ®XIEKEPSIRE, EAITHENEEREZIREKE Requestld,
ﬂ\
4. RS
ARG T O S5 ERA0ERED , BRI AR,
FEIRMG A
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameter.InvalidFormat
MissingParameter
ResourceNotFound
InvalidParameter
InvalidParameterValue
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SRENPERTR= BRFIER

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
IRENEMTA = BT

ERAECIERINEIRE : 200R/7D.

AT © 2022-05-20 15:11:35,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHBIR Wik FEYFNULL ESitl fid

Action —— = String on=s

Version = &= String N

Region = B String UN

Filters B )

Limit = B

Offset S a Uint64 REE , A0,

3. FitHS4Y

SHER ESidl i)
TotalCount Uint64 RICRE
WhiteList BanWhiteListDetail SEEES
Requestld String

4. EIRAY

PITMRFIH T 12O SSIBIERXA0EIRIS | EthERIFE AR,

U=}

HiRh
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound

InvalidParameter

WS : BRmEmEX

2%, ABEOBYE : DescribeBanWhiteList
HE8y, ARORYE @ 2018-02-28
HEH, FEOFTTEREBUSEH,
Array of Filter TiEsE., <br><li>Keywords - String -

Uint64 IREIEE , &AEHL00,

E—ERID , ®RIEFRERE., EDRHEERAEZXIERA Requestld,

FNZzE (CWP)

REGE : & - BRXEF </li>
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R A

InvalidParameterValue

IRENZ OB 2R

BILEFATE: 2024-10-18 10:38:40
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1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
IRENERRORRARD 2R

BOMZCERINEIRE) © 200%/%0,

EOEFATE : 2022-06-06 18:35:50,

BOBEIOS S L,

2. MANSH
TSRS EFIETBIL T EOWREETES AEH , RRARSEFIEN AR,

SHEWR Wk RFENULL KR8 )

Hi

Action 2 S String NHESE , AEOBYE : DescribeBruteAttackList
Version = a String NHESE , AEOBYE : 2018-02-28

Region 2 S String AHBH , MEORTEEBI S,

By FS & String HEF=RER © CreateTime-ENXRITEATE)

it <br><li>IpOrAlias - String - &2 : EEH'LIpISZ?:J%)ﬁiJiR/lD<br><||>UU|d String - &%
& - =EE—Uuid</li><br><li>Quuid - Strmg HE B zﬂﬁ%%%umddl»<br><||>Status Strlng -
BEEWE & - RETH% - 2L : FAILED BTN - SUCCESS</I|><br><||>UserName String - @& WA :
Array UserNamefiik</li> <br><li>Srclp - String - 2&XE 1 & ;E,J",B]p’j%i‘k/l»<br><||>CreateBeg|nT|me String
Filters & & of - XEE‘MiE B - BURBGERTE)RIE |, FRaRdE </li> <br> <I|>CreateEndT|me String - 2EME | & - BRI
Filter It ;EEj|‘Eﬂ</Ii><br><|i>ModifyBeginTime String - EEWE : B - BRIEGEERERFE , FFaraE</li>
<br><l|>Mod|nyndT|me String - 2E WA ¢ E‘ﬁlﬁlﬂfﬂj’|EﬂTﬁiﬁ,_,:.;EH'_I’|§_|</|I><br><|I>Banned String -
TWIE & - FERCIRESSE , 240" "9 : 0- EEBE&E (£BZKFFRXA ) |, 82-FKERFEEZAR) , 83-RFERT(ENN
EI%%) , 1-2RENT , 2-RIEMT-FBFRE | 3-RIEMT- I EA ISR | 4-RBEMT- LG A ScsrEkRT </1i>

Limit = S uinted  FEREREE  HRAEHN100
Offset =& & Uinted  {@BE , BARO.
Order S S String HEFAR  IRIBEROREHER © asc-FHF/desc-[EF

3. FitH24Y

SHER %R i)y

BruteAttackList BruteAttackInfo IR RYZR

TotalCount Uint64 B

Requestld String H—i5K ID , RIEKREPSIRE, EIERAFHEEREZIRIEKA Requestld,
H >
HiR

UG T O SSBIERRAERTD |, EfthiERIGIF N A HEIRD,
EIRFD ik
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter

MissingParameter
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=it )
ResourceNotFound

InvalidParameter.DateRange

InvalidParameter

InvalidParameterValue
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SR RBRARZ RN

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

EOERES : cwp.api3.finance.cloud.tencent.com,
SRENIRBEHR AT

ERAECIERINEIRE : 200R/7D.

AT © 2022-05-20 15:12:33,

EOBEIRESE EN,

2. ANSE

IUTFERSHGIRGIH T ZROBERSERDO KLY mBAHSHGIRD A GRS,

SHEWR Wik FEFNULL ESidl R

Action 2 & String 2%, ANZOEYE : DescribeBruteAttackRules
Version 72 & String AHSE, AEORYE : 2018-02-28

Region = & String PHEHBY , MEORFZEBLSEH,

3. FitH34g

SEETR St A
Rules BruteAttackRuleList JREZERTRNZIZR
Requestld String W—iEK ID , 8XEKRESIRE], EIMAFEEREIZIXIEKA Requestld,
H 33
4. %EIBEEE.'J

PIMRFIH T 12O SSIBIERXA0EIRNS | EthERIFE AT IR,

U=}

EIRAD T

InternalError

WS : BRmEmEX

FNZzE (CWP)
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SHESRFCR

BILEFATE: 2024-10-18 10:38:40

1. #OfEA

EOERIEES : cwp.api3.finance.cloud.tencent.com,

AO (ExportBruteAttacks) AT SHERRRFICRMCSVIIH.

BRAEOISRIRERRS : 200R/%0,
FEOEHAE : 2022-05-20 15:13:13,

EOBIOEE NEN,

2. ANSE

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHEWR Whisk FEFNULL ESidl ik
Action 2 &5 String NHSE, AEOBYE : ExportBruteAttacks
Version b=} sy String AHEHSE, AEORYE : 2018-02-28
Region = & String PHEHBY , MEORFEEBLSEH,
Filters & & Array of Filters TESE
3. B
SHER ESit) R
DownloadUrl String SIS T EbIE,
Taskld String SH{ESID
Requestld String W—iEXK ID , BREKRESIRE]., BRI EEREZRIEKA Requestld,

4. FERMY

PUMNFIH T O S3SIEERAEIRT , BRI ARG,

FHIRAD

InternalError
FailedOperation.Export
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)
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s/ e S
IZ U PE TR T
EIAEHATE): 2024-10-18 10:38:40
1. EOHHAR
EOERIEES : cwp.api3.finance.cloud.tencent.com,
1ERURAZPERTET
BB OB RIRERIRS] : 200%/70,
O SEFATE : 2022-05-20 15:12:33,
RO E NI,
2. NS
UTBERSEHGIRRGIE T EOEKRSEFRD AHSEH , RBAHSHGIIRDAHLERSE,
SHER Wi FYFNULL B A
Action =2 & String NHESE , AEOBYE : ModifyBanMode
Version = & String AHBE, AEORE : 2018-02-28
Region = & String AHBH , FEORFTEEBISH,
Mode 2 & String FERTHES, , STANDARD_MODE : #RAERRMT , DEEP_MODE : iRERRRT
Ttl B = Uint64 PEMTRTIE) , AR ERERTE
3. WS
BB it E)a
Requestld String W—iEXK ID , 8XEKRESIRE], BRI EEREZXIEKA Requestld,
4. FEIRB
AT T O SSBAEERAYEIRD , BRI AR,
$HIRAD R

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX
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O BASTCE

IRERRTTFFRRTE

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
REERFFRRS

EONZOIBRIREIRS] - 200%/7D,

#EOSEFRAIE : 2022-05-20 15:12:33,

RO E &N,

2. ANSEL

FNZzE (CWP)

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHER Witk FEEFNULL ESi
Action — S String
Version b3 = String
Region = & String
Status 2 5 Uinte4
A s

3. S

SHER ESid] Tk

Requestld

4. EIRAY

PITMRFIH T 12O SSIBIERXA0ERNS | EtbERIFE AR,

U=}

iRt
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound

InvalidParameterValue

WS : BRmEmEX

~HSE, AEOEYE : 2018-02-28
AHBH , MEOAFTEERLLSEH,

FEMTIRTS 0:35F) 1L.FFS

E—ER ID , ®RIERERE, EUDREHERAZKXIZRAY Requestld,
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(ERE=ALE W

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
1B R IIRAFHN

BUAZEOERITERIRE] © 200%/%5,

EOEFRAIE : 2022-05-20 15:13:13,

EOBEIRESE EN,

2. ANSE

IUTFERSHGIRGIH T ZROBERSERDO KLY mBAHSHGIRD A GRS,

SHBIR Wik FEYFNULL ]

Action — S String

Version = & String

Region = & String

Rules 2 & Array of BruteAttackRule

3. mHEE

SHEWR ESid Tk
Requestld String

4. EIRAY

PITMRFIH T 12O SSIBIERXA0ERNS | EtbERIFE AR,

U=}

HiRt

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

HS8 , AEOBYE : 2018-02-28

>

HEH , AEOLFEGBUUSH.

>

I T
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AR BRI P E R IR o e

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
T EREE IR AR R

ERAECIERINEIRE : 200R/7D.

AT © 2022-05-20 15:12:33,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEIR W3 FEEFNULL Sl T4
Action 2 & String AH2E , AEOBYE : StopNoticeBanTips
Version 2 B String NHBE, AEORE : 2018-02-28
Region 2 & String 2HSH, AEOLFTEERSEH,
A s
3. S
SEETR Bl ik
Requestld String H—iEK ID , BRIEREIRE, TR HERMZRIERE Requestld,

4. FEIRMY

PUMMMFIH T O SSBEERAEIRN , BtERF A==,

U]

FEIRAD

InternalError

WS : BRmEmEX

FNZzE (CWP)
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NEEN-FEERBEXREO
HpRFHEERE R RN

SRS E: 2024-10-18 10:38:40

1. MR

iSRS : cwp.api3.finance.cloud.tencent.com,
REOATHMRSIEROZ RN,
EONEOIERSTERIRE : 200R/7D,

BEOEFATIAE : 2022-05-20 15:12:33,

RO E NEN,

2. MINSEY

TFERSHGIRNGIH T EOBRSEIRD NHLSH , REAHSHGIRDATISRSY

°

SHER Wi FEEFNULL S i)
Action 2 & String AHSE, AEOBYE : DeleteLoginWhitelList
Version =2 & String NIHESE , AEOBYE : 2018-02-28
Region 2 & String RHSY , FEOTFEECBRLSH.
Ids 2 5 Array of Uint64 BEEID (X 100 £)
N e
3. mHs
SHER Sl R
Requestld String H—iEK ID , RIEKREIRE, EAARR B ERHIZRIERAN Requestld,

4. (EIRES

PUMMFIH 7O SSEEERAEIRN | BtERF N ARG,

U=}

FRIRMG

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)
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MprFEERICR

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
&30 (DeleteNonlocalLoginPlaces) FAFib&SitbE:
EAB IS RIERIR S : 200%/70,

FEOEEAE : 2022-05-20 15:12:33,

RICR.

EOBEIRESE EN,

2. NS
LANERSEGIFRGH T EOEKSEFE D AESE

SEETR WAl FEEFNULL it

Action —

oy

String

Version 2

iyl

String

Region = " String

7|
7|

DelType String

Ids

|
A

Array of Uint64

]
]

Ip Array of String

Uuid & B String

3. FitHE4]

BHER sy fHiiA

Requestld

4. $EIRMY

UMM T O SSIBIERXAEIRIG , BRI A IR,
FRIRMG

InternalError

InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat

MissingParameter

LimitExceeded.AreaQuota

ResourceNotFound

InvalidParameterlllegalRequest

WS : BRmEmEX

| SERRAHSHGIERN A

FNZzE (CWP)

ERELL,

B

&
NH2% , KiZOHYE : DeleteNonlocalLoginPlaces

HS8 , AEOEYE : 2018-02-28

B

AHBY , AEOTERCGRLESE,

MRS HEREAE0 , mNEE : "Ids". "Ip". "All", ZKiAAIds
B REMIDEE, DelTypeuldsalDelTypesRiERTt It T E
SEREAAIp, DelTypeulphtistE

F#Uuid

HE—iEK ID , RIEKREIRE, BRI R R HIZRIERA Requestld,
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RS A
InvalidParameter

InvalidParameterValue

SREVEREITAIER

BRITEFATE: 2024-10-18 10:38:40
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1. gOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
IREVEREITIIZR

BOMECERINEIRE) © 200%/%0,

FEOSEFRAYE : 2022-06-06 17:19:32,

EOBEI S S L,

2. NS

IFERSHGIRMGIH T ZOBERSESO NHEH , RBAHSHGIRDATERS,

W

SHEWR Wk RIENULL KA

B

AR

Action 2 S String NHESE , AEOBYE : DescribeHostLoginList

Version — B String AHSE, AMEOBYE : 2018-02-28

Region 2 S String AHBH , MEORTEEBI S,

By = = String HEFF=RER : LoginTime-2&4ERHiE]
IiEEAE. <br><li>IpOrAlias - String - AWE : & - EHlipakal& gL </li> <br><li>Uuid - String - &%

Arra iH: & - =@EME—Uuid</li> <br><li>Quuid - String - E&M%IE : & - =R5S38uuid</li> <br><li>UserName -
Filters = = of Y String - BEMIE : & - P&k </li> <br><li>LoginTimeBegin - String - E&WMIE : & - 1REBIEKATIRERTHIE |
= = Filter FHiARTE </li> <br> <li>LoginTimeEnd - String - RBMIE : & - IRIBENAHEERTFE , L55RATE</li> <br>

<li>Srclp - String - 2BWIE : & - KRipfdisk</li> <br> <li>Status - int - BHNE : & - KEBELEEES ;
5: BiNR, 14848 |, 15 : B2 </li><br><li>RiskLevel - int - EEMIE | & - IKEHE0:SE ; 1@ algE</li>

Limit & & Uinte4  FERERIHE  &AEH100

Offset = B uinte4  {REEE , BIAAO.,

Order S B String HEFEA  IRIBEIOREHER : asc-FHFe/desc-f&FF

A s
3. mHSE

SHER ESidl A

HostLoginList HostLoginList BREITIER

TotalCount Uint64 28

Requestld String H—EK ID , ®RIEKRESIRE., EIDEEEREIZRIEKA Requestld,

4. (RS
PUBUE T O SSIBIEERRERED |, EfERIGIF N A 5EIRD,
FERAD 1%
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
MissingParameter
InvalidParameter.DateRange

InvalidParameter

WS : BRmEmEX 28123 TW #585)
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FRIRMG R

InvalidParameterValue

RN ERARREFEFIZR

BILEFATE: 2024-10-18 10:38:40

WS : BRmEmEX 2124 TW #585)

\|



O BASTCE

1. EgOEis

FNZzE (CWP)

EOEKES © cwp.api3.finance.cloud.tencent.com,

REFMERORRSHREIIR
BOMZCERINEIRE) © 200%/%0,
FEOSEFAAYE : 2023-02-15 10:50:58,

EOBEI S S L,

2. NS

ITFERSHGIRMGIH T ZOBERSEHRO NHEH , RBAHSHGIRDATERSE

SHEWR  WE SRVFNULL
Action 2 &
Version — &
Region 2 &
Filters a &
Limit & &
Offset & &

3. mHESE

SHER
LoginWhiteCombinedInfos
TotalCount

Requestld

4. (EIRES

W
&
:

it i)
String 2HBH, AFOBYE : DescribeLoginWhiteCombinedList
String NHESE , AEOBYE : 2018-02-28
String  QHBH, AEOFFEERLSH.
Array i$E&MHE, <br><li>IpOrAlias - String - EBME : & - EHlipaiBI& %< /li> <br> <li>UserName - String - &
of WE : B - FAPETRiE</li> <br> <li>ModifyBeginTime - String - 2FWE : & - IRRRISIATEERTEIE , FrARdaE
Filter </li><br> <li>ModifyEndTime - String - 2EWXIE : & - IREREMKETEIERTHILE , Z5RATE </li>
Uinte4  FERERIEE  BAA10 , HAEHL00
Uint64 fREE , BARO0,
ESidl ik
LoginWhiteCombinedInfo EHENBERTIE
Uint64 BEE
String E—EK ID , BRERESRE, EDMNFERAEZRIER Requestld,

PUMMFIH T EEOLSSEEERAEIRN , BRI N ARG,

IR
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

MissingParameter
ResourceNotFound
InvalidParameter

InvalidParameterValue

WS : BRmEmEX
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IR EREARRYIR

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

BROERES

cwp.api3.finance.cloud.tencent.com,

RIS E ROF BT
BOAZOERIERIRS : 200R/70.

$EOEEATE : 2022-05-20 15:12:33,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ROBERSEO 2HSE

SHER
Action
Version

Region

Filters

Limit

Offset

=
=
=
=

=
=4

iy

iy

3. S

SHER

LoginWhiteLists

TotalCount

Requestld

4. ERD

=
=

iy

oy

|

AEFENULL - 230 i
H#H&

String N

String NHE

FNZzE (CWP)

TEAHSHGIRDATERSL,

, NEOEYE : DescribeLoginWhiteList

, AEFEOEYE : 2018-02-28

Sting  QHSH, MEROFFTEECRLSH.

Array A, <br><li>IpOrAlias - String - E&WE : & - BiFXESF </li><br><li>UserName - String - 284
of i & - BPgE </li><br> <I|>Mod|fyBeg|nT|me String - BEXIE : & - IRIREKATAERTEE | FFIARTIE
Filter </li> <br><li>ModifyEndTime - String - &8 : & - IRABIEKATEERTHE | ZRATE </1i>

Uinted  REFEE , &AEH100,

Uinted i , BAIAJ0.

ESig
LoginWhiteLists
Uint64

String

PUMMMFIH T O S3SEERAEIRT | BRI

IR

InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameter.InvalidFormat

InvalidParameter

InvalidParameterValue

WRFRE - BRmERMEX

)
BERORRHE
IBREE

HE—iEK ID , BRIEKRESIRE, EAIARAHEZRHZRIERE Requestld,

NHIEIRD.
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BILEFATE: 2024-10-18 10:38:40

1. #OfEA

EOERIEES : cwp.api3.finance.cloud.tencent.com,

kO ( DescribeUsualLoginPlaces ) FRFEFEAE SR,

ERAECIERIREIRS : 200R/7D.
EOEHRATE : 2022-05-20 15:12:33,

EOBIOEE NEN,

2. ANSEL

FNZzE (CWP)

UTFERSHGIRGIH T HROBERSENBO A HSE |, TBAHSHGIRN S

SEATR WAl FEEFNULL

Action

Hm
o

i
o

Version

el
o

Region

Uuid

el
iy

3. mHEE

SHER ESid s

UsualLoginPlaces UsualPlace

Requestld String

4. 4175
AR T OS5 ZEERRERTS | BRIl

RS

InternalError
InvalidParameter.ParsingError
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameter

InvalidParameterValue

WS : BRmEmEX
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R,

~HESE, AEOBYE : 2018-02-28

N

AHSH , FEOFFEREBLSH.

=HEEFIRUUID

H—EK ID , ®RIEKREPSIRE, EITMAHEEREZIRIFKAY Requestld,

B
&
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= = < 3
RIS FATE): 2024-10-18 10:38:40
1. EOHHAR
EOERIEES : cwp.api3.finance.cloud.tencent.com,
A$ZO (ExportNonlocalLoginPlaces) FBFSHEtERFHERCSVIUE,
BRAEOISRIRERRS : 200R/%0,
ZEOEHHAE : 2022-05-20 15:13:13,
ORI B NS,
A s
2. MANSE
UIFERSEFIRGIE T EOBRSEMESO AHSE , REAHSHPIRDATLERSL,
SEATR AT FEFENULL et R
Action =2 S String NHES#, AEOBYE : ExportNonlocalloginPlaces
Version E B String NHSE, AEORYE : 2018-02-28
Region = & String NHBY  AEORFEEBLSH,
Filters & = Array of Filter <li>Status - int - EFME : & - REMELEEER ; 2. BHER</li>
A s
3. S
SHER ESit) A
DownloadUrl String SIS T EbIE,
Taskld String SH{ESID
Requestld String H—EK ID , ®RIEKRESIRE]., EIIEEEREIZRIEKAY Requestld,
it\
4. RS
LA T 5O S B IERXAEIRD , EfbiaREFEN A SR,
RS R
InternalError
FailedOperation.Export
InvalidParameter
InvalidParameterValue
FailedOperation
RS - B e EX 128 Tm #585m



O BASTCE

NEEN-EZEKREXREN
BpRERIEKICR

SR &Y E: 2024-10-18 10:38:40

1. MR

EOEKES ;. cwp.api3.finance.cloud.tencent.com,
A#%0 (DeleteMaliciousRequests) FAFMIFFERIERICR.
EONEOIERSTERIRE : 200R/7D,

EOFE#ATIAE) © 2022-05-20 15:12:33,

OB E &N,

2. MNSEY

IUTFERSHGIRNGIH T EOBERSEIRD NHLSH , REAHSHGIRD ISR,

SEATR Wik FEYFNULL 3} i)
Action 2 & String nit
Version 2 = String AHBE, NEORE : 2018-02-28
Region =3 & String AHSBY , FEOTFEECBLSH,
Ids 2 & Array of Uint64 ERIBKICRIDEE |, (HRA100%%)
A e
3. S
SHER i) R
Requestld String H—iEK ID , BRIEREIRE, TR HEE=RHZRIERE Requestld,

4. FEIRAY

PUMMNFIH T OSSEEERAEIRN | BtERIF N ARG,

fu=|

RS

InternalError
InvalidParameter.ParsingError
MissingParameter
LimitExceeded.AreaQuota
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)
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O BASTCE

EEEIEKARRYIR

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
BEEERAERIER

BUAZEOERITERIRE] © 200%/%5,

#EOSEFRAE - 2022-05-20 15:11:35,

EOBEIRESE EN,

2. ANSE

FNZzE (CWP)

IUTFERSHGIRGIH T ZROBERSERDO KLY mBAHSHGIRD A GRS,

SHBIR Wik FEYFNULL ESit]

Action — ES String

Version = = String

Region =3 & String

Filters &= &5 Array of Filters

Limit = S Uint64

Offset = a Uint64
3. iS4

SHER St

List MaliciousRequestWhiteListInfo

TotalCount Uint64

Requestld String

4. EIRAY

HE8 , AEOEYE : 2018-02-28

I

#H2¥ , FEOFTEEBLSH.

>

1K, <br><br><li>Domain - String - E&&#R</li>
REEE  BIAA10 , &AEH100,
fwmizE , BUAA0,

fik
BERERSIR
DIREHICREE

E—ERID , ®RIERERE., EUDREFHEERAZXIZRAY Requestld,

PITMRFIH T 12O SSIBIERXA0EIRIS | EthERIFE AR,

HiRh
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX
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O BASTCE

SREEET

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

BROERES

=R IES

cwp.api3.finance.cloud.tencent.com,

NG |, FREVERIERTIZR
BRAEOISRIRERRS : 200R/%0,
EOEHAE : 2022-06-06 14:42:23,

EOBIOEE &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR
Action
Version
Region

By

Filters

Limit
Offset

Order

£

=
=

iy

iy

i

iy

3. mHESE

SEER
RiskDnsList
TotalCount

Requestld

4. RS

PUMMFIH T3 OSSSEERAEIRN , BtERIFN A EIRG.

IR

InternalError

AEFENULL - 230

B String
a String
& String
B String
Array
a of
Filter
a Uint64
a Uint64
S String
s
RiskDnslList
Uint64
String

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

MissingParameter

WRFRE - BRmERMEX

ﬁ“i

jus
e

£, A#EOBYE : DescribeRiskDnsList

D)

NHSH, AFOBYE : 2018-02-28

RHEBY, MEOFFEERLSH.

HEF=ER : AccessCount-iESRE. MergeTime-EiTiEKATE

RS, <br><li>IpOrAlias - String - 274448 ¢

B - ISR E </li>

FEREREE , BAR10 , HXEH100

fRZE , BAA0,

A IRIEERREHET : asc-Fiw/desc-lERF

&
B

TRIERYIREA
BEE
E—EK D , RERERE. SRR ERA

- EHlipERBIE ik </li> <br><li>Url -
& - Urlfsig </li> <br> <li>Status - Strlng 28 ,Z\iE B - RETFEOFME ; 2:51F ; 3:A5(E</li><br>
<li>MergeBeginTime - String - E&WIE : & - ILHEFIRAGE </li> <br> <li>MergeEndTime - String

ZRIERAY Requestld,

FHZE (CWP)

%131 ™

String

#5857



O BASTCE iz (CWP)

HiRhS R
InvalidParameterlllegalRequest
InvalidParameter

InvalidParameterValue

SHTEEREIBRIUG

WS : BRmEmEX 2132 70 #585)
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O BASTCE

EITEFAYE: 2024-10-18 10:38:40

1. gOEA

EOEKES © cwp.api3.finance.cloud.tencent.com,

2420 (ExportMaliciousRequests) BT S FEEEBR 4,

BUARCIERIEIRS : 200R/8D.
RO E#RAETE : 2022-05-20 15:12:33,

BOBEIO S8 L,

2. NS

URERSHGIRNGIH T EZOERSEIIED

SHEWR Wi FBFNULL
Action = &
Version 2 a
Region = &
Filters & =

3. mHSE

SHEIR ESid)

DownloadUrl String
Taskld String
Requestld String

4. FEIRAY

PUMMNFIH T OSSEEERAEIRN | BtERIF N ARG,

RS
InternalError
InvalidParameter.ParsingError

InvalidParameterValue

WS : BRmEmEX

SRS, RERAHSHGIRDATERSE,

RE i
String NHESE , AEOBYE : ExportMaliciousRequests
String AHSE, ANEORYE : 2018-02-28
String AHBH , AEOARTEEBI S,
Array of Filters IHESE
ik
ST EG b,

SHESId, Ah@idExportTasks BOTE

E—ERID , ®RIERERE., EERHEERAZXIERA Requestld,

fu=|

FNZzE (CWP)

%133 ™
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O BASTCE

NEREN-MHEREXEO

BIEMNBIERREA

SRS E: 2024-10-18 10:38:40

1. MR

HEOERIEES : cwp.api3.finance.cloud.tencent.com,

yunapi response

FONZOIERITERIRA : 200R/7D.

O HRATE : 0001-01-01 00:00:00,

OB E &N,

2. MNSEY

IUNERSHGIRIGIH T HOERSEBO /TS |, TEAHSHIIR

SHER Wi
Action 2
Version =2
Region 2
DealOldEvents =
Description =
Eventld 5
QuuidList &=
Scope =
Srclp =
3. S

SHER ESid
Requestld String

4. EIRAY

PITMRFH T 1O SSIBIERXA0ERNS , EthERIIFE AR,

HiRh
InternalError
MissingParameter
ResourceNotFound
InvalidParameter

OperationDenied

WS : BRmEmEX

FEEFNULL
7=
=

=

iy

iy

iy

iy

iy

o

iy

e~

String

String

String

Uint64

String

Uint64

Array of String
Uint64

Array of String

FHZE (CWP)

T8, AEOEYE : 2018-02-28

I

AHSBY, FEOTTEEBILSH,
ERNBEMEHEIZANEE |, LS 0:AME
ik

=tid

quuid 73

EREREN ; 05&, 12,

SEIRIP BIP:1.1.1.1 IPSEREEL.1.1.1-1.1.2.1 IPSBFE : 1.1.1.0/24

E—ER ID , ®RIERERE, EDREHERAZXIERAY Requestld,

U=}

%6134 1 H585m
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FHIRAD A

InvalidParameterValue

HEFRE

WS : BRmEmEX 21350 #585)
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O BASTCE 122 (CWP)

1. gOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
ZEOT LI N EEN- A E R
BOMECERINEIRE) © 200%/%0,

EOEFATE : 2022-11-03 19:52:53,

EOBEI S S L,

2. NS

IFERSHGIRMGIH T ZOBERSESO NHEH , RBAHSHGIRDATERS,

SHER WA AFNULL 2B R
Action =3 & String AHSE, AEOEYE : CreateScanMalwareSetting
Version 2 FS String NHESE, AEOBYE : 2018-02-28
Region 2 = String AHBY , MEORFEEBLSH,
EnableMemShellScan &= S Int64 EEAREEHEEROFRFRE 1R
EngineType = = Uint64 1iREE (_FHE?’ZE‘ Big) . 28RN (IR™E. 8. $E) . 3MsER (R™E. &
LR BR)
HostType = = Int64 fRS5E82E  LRWIRIRSSES | 2:BiERSE:
QuuidList 5= = 2{:;2“ ESVAARSS SRR , “EAquUIdATstring 2
ScanPattern 2 5 Uint64 R 0 2819, 1 T
TimeoutPeriod & & Uint64 HBRTAT AR 7P BAIA3600 7
A s
3. mHESE
SHER i) R
Requestld String H—iEK ID , BRIERESIRE, TR HEE=RHZRIERE Requestld,

4. EIRAY

PITMRFH T 1RO SSIBIERXA0EIRNS | EthERISFE AT IR,

U=}

EIRAD ik
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

ResourceNotFound

InvalidParameterlllegalRequest

InvalidParameter.DateRange

WIS : B emEX %6136 1 #5851
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O BASTCE iz (CWP)

FRIRMG Tk
FailedOperation.APIServerFail

FailedOperation.NoProfessionHost

InvalidParameter

OperationDenied

InvalidParameterValue

FailedOperation

WS : BRmEmEX 28137 7@ #585)
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O BASTCE 122 (CWP)

NEEE-ZIFAMES

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
NEEE-ZIHIES

EONZOIBRIREIRS] - 200%/7D,

#EOSEFRAE : 2022-05-20 15:11:35,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR Wik FEFNULL 3] R

Action 2 & String nHE2# , ANZOEYE : DeleteMalwareScanTask
Version = & String AHBE, AEORE : 2018-02-28

Region 2 & String NHSBE , KEORFTEERLSEH,

3. FitH24y

SEETR e Sl A
Requestld String HE—iEK ID , 8XIERESIRE], EfFAEAFHERHEIZXIERKA Requestld,

4. FEIRMY

PUMMMFIH T O SSBEERAEIRN , BtERF A==,

U]

FRIRMG 1%
InternalError

MissingParameter

InvalidParameterlllegalRequest

FailedOperation.APIServerFail

InvalidParameter

InvalidParameterValue

FailedOperation

WS : BRmEmEX %138 @
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O BASTCE

il N s

BRILEFATE: 2024-10-18 10:38:40

1. EOfEA

EOERIES : cwp.api3.finance.cloud.tencent.com,
420 (DeleteMalwares) FAFHIBRADICR.
EONZOIBRIREIRS] - 200%/7D,

#EOSEFRAE : 2022-05-20 15:11:35,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEBIR Wik FEYFNULL ESidl

Action — & String

Version = = String

Region = & String

Ids 2 & Array of Uint64

3. S

SHER ESid Tk
Requestld String

4. EIRAY

PUTMMRFIH T 1RO SSIBIERXA0ERND | EtbERISFE AR,

U=}

iRt
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

NHBE, AEOBYE : DeleteMalwares
AHSE, AEOEYE : 2018-02-28
AHSH, NMEOLRZEERLSE,

AICRIDEE (FRAL00%)
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O BASTCE

i[RI G SRS

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
yunapi response

BUAZEOERITERIRE] © 200%/%5,

#EOSEFRAE : 0001-01-01 00:00:00,

EOBEIRESE EN,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SEETR WA FOEFNULL e b
Action 2 &5 String NS, AEOBYE : DeleteNetAttackWhiteList
Version 2 & String NHSE, AEORYE : 2018-02-28
Region =z & String AHBH , AMEOLTFEEBLSE,
Ids 2 Fi Array of Uint64 ID#H , HxK1004%,
A s
3. mHESE
SHER ESil A
Requestld String H—iEK ID , XERESIRE], BRI FEERHEIZXIEKA Requestld,

4. EIRAY

PITMRFIH T 12O SSIBIERXA0ERNS | EtbERIFE AR,

U=}

HIRAD )
InternalError

MissingParameter

ResourceNotFound

InvalidParameter

OperationDenied

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)
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O BASTCE 122 (CWP)

HiffjavalzE2 473

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
EljavaFSHHFIR

EONZOIBRIREIRS] - 200%/7D,

EOEFAIE : 2022-04-22 09:49:39,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHER % RIFNULL KR A

Action =2 & String nNIESE , AEOBYE : DescribeJavaMemShellList

Version 2 B String AHSH, AEORYE : 2018-02-28

Region 2 & String AHBH, MEOLFEEGBHSH,

Filters = = Array of TS : Keywords: ipali& FHZEHIEIE, Type , StatustEHAPLED , CreateBeginTime , CreateEndTimefd
Filters [BER

Limit = a Uint64 FEREINIEE , BIAS10, ZAE100

Offset ry & Uint64 fwizE , BAA0,

3. mHSE

SHER RE Tk

List JavaMemShellInfo BHHIER

TotalCount Uint64 B

Requestld String K—EK ID , BREKREPRIRE], ENIARESFHRERAZRIBERA Requestld,

4. FEIRAY

PUMMNFIH T 3O SSBEERAEIRN | BtERIF NAHERG.

U]

FRIRIG R
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

InvalidParameter

InvalidParameterValue

WIS : B emEX %6141 1 H585m
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O BASTCE

SRENASYIZR

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

BOEREE
NEIEUKEADFIE
EOANEZOIBRIREIRS : 200%/70,
EOEFRASE : 2022-02-22 18:20:24,

EOBIOEE &N,

2. ANSE

IUFERSHGIRGIH T ZROBERSERDO 2 HE

SHER % RIFNULL KR
Action — & String
Version 2 = String
Region 2 B String
By & B String
Array
Filters = = of
Filter
Limit & a Uint64
Offset = = Uint64
Order S = String
A s
3. mHESE
SHER ESid)
MalWarelList MalWareList
TotalCount Uint64
Requestld String
H 32
4. %Ellf

cwp.api3.finance.cloud.tencent.com,

£, STRAHSHIIRNLHERSLL,

ﬁ“i

jus
e

£ , A#EOBYE : DescribeMalWarelList

D)

S48, AEOBYE : 2018-02-28

P

AHSH , AEORFEERBUSE,
MRS CreateTime

g, <br><li>IpOrAlias - String - 2& WA :

FNZzE (CWP)

- FHipak3lETHik</li> <br> <li>FilePath - String -

EZ:, A\

H & - BERmEE</li> <br><||>V|rusName Strlng BENE & - \dFEE</li> <br><li>CreateBeginTime -

String -

-ZEERATE </li> <br> <li>Status - String -
</li>
FEREREE , BAR10 , &FXEH100
w2 , BAR0,

HERFF75 = ASC,DESC

s
ABFIE
e

E—iEK D , BIREREPLIE

PUMMRFIE T O SSIBIEERAEIRNG , BRI NAHEIRE.

IR
InternalError
InvalidParameter.ParsingError

InvalidParameter.MissingParameter

WRFRE - BRmERMEX

BEWIE : & - CUEERTE)fEsE-FriaAdiE </li> <br> <li>CreateEndTime - String -
EEYE B - RIS 450 55 6ERE, 10REF, 1 LIkERE+

Bl EfFRERRERZRIEREN Requestld.

%142 ™M
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O BASTCE iz (CWP)

FRIRED Tk
MissingParameter

ResourceNotFound

InvalidParameterlllegalRequest

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 25143 TW #585)
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O BASTCE

SRENAR S {4 Rtk

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

BOEKRES
SRENA S S {4 T #iithilt
EOAZOERGERIRS : 200R/70.

$EOEEATE : 2022-05-20 15:11:35,

EOBEIRESE EN,

2. ANSE

IUFERSHGIRGIH T HOBERSENSO A 1S

SHER Wi
Action —
Version =
Region <
Id =
A s
3. B
SHEWR ESicl
FileUrl String
Requestld String
N
4. FEIRB

PUTMMRFIH T 1RO SSIBIERKA0EIRND , EbERIDFED

iEll?E
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameterlllegalRequest
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

cwp.api3.finance.cloud.tencent.com,

Fize (CWP)
TRENHSHFIRNNHIERSE
FEFNULL St A
5 String nHE2E , ANZOEYE : DescribeMalwareFile
= String NHEBE , AEOBYE : 2018-02-28
= String AHBH, MEOLFEERISH,
& Uint64 AEIERID
A
AREIHE e
K—EK ID , ®RIEKRESIRE], BT HEEREIZRIEKAT Requestld,
NEEEEIRAD.
A

%144 M
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O BASTCE

BETRXHFE

BRILEFATE: 2024-10-18 10:38:40

1. EOfEA

EOERIES : cwp.api3.finance.cloud.tencent.com,
BETENHER

BUAREOERITERIRE) © 200%/%,

EOEFRAIE : 2021-12-09 20:22:45,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR Wi FBEFNULL el
Action 2 E String
Version 2 = String
Region 2 & String
Id = = Int64
A s
3. mHESE
SHER ESid) fEk
Malwarelnfo Malwarelnfo EENHEBER

Requestld String

4. EIRMY

PUMMRFIH T 1RO SSIBIERKAERN , BEtERISFE A TEIR,

FHIRED

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
FailedOperation.APIServerFail
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

~HESE, AEOBYE : 2018-02-28

N

AHSH , FEOFFTEEBLSH.

BE—EK ID , REREBIRE. EADEIFEERAZRIERET Requestld,
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O BASTCE

MBI R

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

FIF BN -SR] S K ETRE R S

BRAEOISRIRERRS : 200R/%0,
FEOEEATE : 2022-11-03 19:53:29,
ORI NN,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR Wi FEEFNULL
Action 2 &
Version 2 S
Region = )
A s
3. S
SHER it
IsCheckRisk Bool
IsPop Bool
List MalwareRisk
ProcessList MalwareRisk
Requestld String
H 0
4. I'EEI'L?E

St b
String NH2%, KIZOHBYE : DescribeMalwareRiskWarning
String AHBE, AEORYE : 2018-02-28

String RHEBY, MEOFFTEERLSH.

ik

EEFEEME : true-FE |, false-KFF
EREHIETR true 3, falseR3#

RS FIRIER

BREHEIIRER

E—iEK D , BREREPRE. EDmE R

PUMMNEIH T O SSSEERAEIRT , BtERIF N ARG,

IR

InternalError

WRFRE - BRmERMEX

1ZRIEXKHY Requestld,

FNZzE (CWP)

%146 T
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O BASTCE 122 (CWP)

ERERIEEE

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
EEER A E

EONZOIBRIREIRS] - 200%/7D,

EOEFRAIE : 2022-10-25 19:31:47,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR WAl FEYFNULL ESidl )
Action 2 & String NH2E , AZOBYE : DescribeMalwareTimingScanSetting
Version 2 & String AHEHSE, AEORYE : 2018-02-28
Region 2 & String AHEBY , MEORFBEELSE,
3. MBS
SHEWR ESig) A
Autolsolation Uint64 2ERERE  1-2, 0-7
CheckPattern Uint64 NS 0 20N TERIEGT
ClickTimeout Uint64 —R I HEERTEHS , 40 : 18007 (s)
Cycle Uint64 BER 18R
EnablelnspiredEngine Uint64 B&5IE 0 X 173
EnableMemShellScan Uint64 REAEERHEER0FFE 1LFHRE]
EnableScan Int64 EREIF 0 X1 Fi7
EndTime String TEMIERR EERTEEERATE)
EngineType Uinte4 IR (RIRTE. &) . 2EEEX (RFEE. 5. #8) . 3M&ER (RFE. 5. +. |, i&x)
Id Int64 ME—ID
IsGlobal Uint64 BELEIRSEE 1 2562 ik
KillProcess Uint64 EERNEHE 13s 0 xie REREEIREAEXN
MonitoringPattern Uint64 Wi 0 iR LRE
QuuidList String BiiRSS 28AT %R EHquuidhlstring#ia
RealTimeMonitoring Int64 SCRTISIR0 X 1FFRR
StartTime String TEMERR FFEaaTE
Requestld String W—igK ID , @RIEKEPSIRE. EAIDMATHEEREIZRIEKAY Requestld,

WIS : B emEX %6147 1 H585m
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O BASTCE iz (CWP)

4. RIS
BTV RBH T RO BB AORIRED , RSB I ASEiR,

R 1t

[

InternalError

SRENWEBINTE AR BRYIER

WS : BRmEmEX 25148 TW #585)
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O BASTCE
IR EHEE: 2024-10-18 10:38:40

1. gOEs

EOEKES © cwp.api3.finance.cloud.tencent.com,
yunapi response

EOANEOIBRIREIRS] : 200%/7D,

O EFRATE : 0001-01-01 00:00:00,

BOBEIOS S L,

2. NS

IIFERSHGIRGIH T ZOBERSEHO 1Y RBAHSHGIRDATLERS,

BB Wik AYENULL R
Action = & String
Version = B String
Region = B String
By & & String
Filters & & Array of Filter
<li>IP - String - REWIE : & - EAHip&EiF </li>

<li>SrcIP- String - EFME : & - BRKRipEfA </li>

Limit S S Uint64
Offset 5 G Uint64
Order a 5 String

3. FitHE4g

SHER KA R
TotalCount Uint64 FUCREL
WhiteList NetAttackWhiteRule |=E=4=E1ES

Requestld String

4. EIRMY
ARG T O SSBIERRAERID , EfhERIGIF N2 H5EIRD,
FEIRG
InternalError
MissingParameter
ResourceNotFound
InvalidParameter

OperationDenied

WRFRE - BRmERMEX

FHZE (CWP)

88, AEOEE @ 2018-02-28

>

b
o

HEH , AEOFTEREBLSH.

Ai%HERES: [CreateTime]

<

M.

[t

REEE  |AEN100,
RIBE , BIAKA0,
HEF 750 [ASC:FHFR| DESC:HERR]

E—ER ID , SREREPIRME. EIEREFERMAIZRIERAT Requestld,

%6149 Tq H585m1
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FHIRAD A

InvalidParameterValue

ERASAEHE

WS : BRmEmEX 25150 7@ #585m)
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O BASTCE 122 (CWP)

1. gOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
ERARDEMHE

BOMECERINEIRE) © 200%/%0,

EOEFATE : 2022-05-20 15:11:35,

EOBEI S S L,

2. NS

IFERSHGIRMGIH T ZOBERSESO NHEH , RBAHSHGIRDATERS,

SHER Wi FBEFNULL ESidl) A
Action 2 FS String AHSE, AEOEYE : DescribeScanMalwareSchedule
Version 2 S String NHEHSE, AEOBYE : 2018-02-28
Region = = String AHBY , MEORFEEBSH,
3. FitHEE
SHER RE ik
IsSchedule Bool EALEEAfT
RiskFileNumber Int64 BESTIE, SR T LA A B%(E
ScanStatus Uint64 0 NKIHET. 1R, 2195, 3R, 4=IE5ER
Schedule Int64 FEHE (8B %)
Requestld String E—EKID , BRIERESIRE, ERAHERAZRIERA Requestld,

4. EIRAY

PUTMMRFIH T 1RO SSIBIERXA0ERND | EtbERISFE AR,

U=}

EIRAD )0
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

MissingParameter

ResourceNotFound

InvalidParameter

InvalidParameterValue

WIS : B emEX 6151 0 #5851

\|



O BASTCE

IR ERER

d, I:lll_l\

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

FRRLIRIXBE ST+ 57

AR AR E+ 2
EOAZOERGERIRS : 200R/70.

$EOEEATE : 2022-05-20 15:11:35,

EOBIOEE &N,

2. ANSEL

IUFERSHGIRGIH T ZOERSEE D 25t

SHER WAIE
Action 2
Version 2
Region =
A s
3. S
SHER

AddRiskFileCount
IsFirstCheck
RiskFileCount
ScanTime
ServersCount

Requestld

Z)ESE

FEHFNULL

=

Py
=)

B

2
Uint64
Bool
Uint64
String
Uint64

String

A RN+ BRI IRT R

S REAHSHGIRDATERS,

b
2
B

-
xS

%)
A
s
5

@

N
=

%)
A
]
5

@

.

&

TS, AEOBYE : 2018-02-28

%)
A
=1
5

@

N

&

HEH  AROTFEEGBLSH.

ik

S BT
25 : true-2 , false-&
XSS

A NATE

ERRS RO

E—ERID , ®XEFESRE., EUDRSHEERAZXIERA Requestld,

PITMRFIH T 12O SSIBIERXA0EIRIS | EthERIFE AR,

FEIRAD

InternalError

WS : BRmEmEX

L2240, AZOHYE : DescribeServersAndRiskAndFirstinfo

FHZE (CWP)

%152 ™
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SHEAREICR

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
A0 (ExportMalwares) FAFSHASIERCSVIXH,
EONZOIBRIREIRS] - 200%/7D,

#EOSEFRAE : 2022-05-20 15:11:35,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHER % RIFNULL KR A

Action =2 & String NH2%, KIZOHBYE : ExportMalwares

Version E & String AHSH, AEORYE : 2018-02-28

Region 2 & String AHBH, MEOFFEGBLSE,

By = = String HEFF(E CreateTime
Array iTiESE, <br>\<|i>.IpOrAIiasv— St.ring - %f:’?dl\i% B- E*@ipéﬁ%ﬂ%ﬁi&\'&f/liﬁ <br> <Ii>FiIe.Path - String - 5;?:.‘"\

Filters = = of b 5 - BREmE</li> <br><IE>V|rusName - Strl.ng - %.7:?'. OB A - Tﬁ@ﬁ)&ﬁll?<br><I|>CreateBeg|nT|me -
Filters String - BEWIE : B - SIEERTEIRE-FFaRTE) </li> <br> <li>CreateEndTime - String - 2E%E : 75 - QIR AT

1-455RATIE] < /li> <br> <li>Status - String - EBWE : & - K&k </li>

Limit B B Uinte4  PRHIZELEIALO

Offset = & Uinté4  {RIBE ZKIA0

Order FS & String HEE A=, . ASC, DESC

3. S

SEER ESidl ik

DownloadUrl String S R R,

Taskld String {E$Eid

Requestld String H—iEK ID , 8RIEREIRE], EfFIAEAFHEREIZXIERKA Requestld,

4. {HiIRES
UMM T O SIBIERXASEIRIG , BRI A IR,
FEIRAD b}
InternalError
MissingParameter
ResourceNotFound

FailedOperation.Export

WIS : B emEX 6153 1 H#585m

\|
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FRIRMG HA
InvalidParameter
InvalidParameterValue

FailedOperation

ERAEIRE

WS : BRmEmEX 25154 TW #585)

\|



O BASTCE

ETEFTAYE: 2024-10-18 10:38:41

1. gOEs

EOEKES © cwp.api3.finance.cloud.tencent.com,

ERIERE
BUAZCIERIERIRS) : 200R/8D.

FEOSEFRAYE : 2022-11-03 19:52:01,

RO N,
A s

2. NS

ATERSEGIRGIE T EOIERSEFEBD LS |, T8
SHER Wik
Action =
Version =3
Region 2
Autolsolation =
CheckPattern 2
Cycle =
EnablelnspiredEngine &
EnableMemShellScan =
EnableScan =
EndTime =
EngineType &
IsGlobal 2
KillProcess =
MonitoringPattern =
QuuidList =
RealTimeMonitoring 2
StartTime 2

A s

3. mHESE
SHER ESid)
Requestld String

4. EIRAY

PUTMRFIH T 1O SSIBIERRA0EIRIS , EthERIDFE I A EIRE

WRFRE - BRmERMEX

FFFNULL 28
a String
& String
String
& Uint64
5 Uint64
& Uint64
= Uint64
& Uint64
= Uint64
= String
& Uint64
a Uint64
& Uint64
= Uint64
- Array of
= String
& Uint64
B String
Tk
BE—EKID , BXiE

U=}

ANHESE, AMEOBYE - ModifyMalwareTimingScanSettings
AHSE, AEORE : 2018-02-28

REBY, FMEOFTEECRLSH.

EEEHRESE RS 0 FREE

T 0 2R TEREE

R BAEK 1

BRSIEFFX 0 X4 175
REAEESHEER0RIE LFHE]

ERFEUFFX 0 %19 173

TMIEIEA #BRJLEERATE) , 40 : 04:00:00

FHZE (CWP)

VRN (IR, Bt ) . 258E (RTE. 5e. PE) . 3FRER (IRFE. &.

. R BR)

EELIRSEE 1258 2 Bik
EEFRIHE 158 OR3E

istE 0 fofE LEE

BkiRSSEsAT %40 Equuidilstring#gE

SCRTHSIE 0 X7 1FF/8

SMEIRR FFeaRdIE , a0 : 02:00:00

REPRME, EMRSRERGZXIER Requestld,

°

%155 ™
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HIRAD
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameterlllegalRequest
InvalidParameter.DateRange
FailedOperation.APIServerFail
InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX

FNZzE (CWP)
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RIEMNEIITER SR

BITEFATE: 2024-10-18 10:38:41

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

yunapi response

EOAZOERGERIRS : 200R/70.

$EOEEAE : 0001-01-01 00:00:00,

EOBEIRESE EN,

2. ANSE

IUTFERSHGIRGIH T ZROBERSERDO KLY mBAHSHGIRD A GRS,

SHEIR 5
Action —
Version =
Region =
DealOldEvents =
Description ES
Id =
QuuidList =
Scope =
Srclp =

3. mHSE

SHER ESicl
Requestld String

4. EIRMY

FHlZe (CWP)
FEFNULL ESid) 1%
& String NS, AEORYE : ModifyNetAttackWhiteList
&= String NHSBE, AEORE : 2018-02-28
5 String NHBY , AEORFEEBULSEH,
= Uint64 EANEMEFEIZANNEE | LR 0 M E
= String RS
= Uint64 Fid
S Array of String quuid 73
= Uint64 EALHEN; 05, 1&,
& Array of String SEIEIP BaIP:1.1.1.1 IPSEE1.1.1.1-1.1.2.1 IPSBE : 1.1.1.0/24
ik

K ID , SREREPRIRE. EIDREFERAIZRIERA Requestld,

PUTMMRFH T 1RO SSIBIERXA0ERND | EthERIDFE AR,

FHIRED
InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue

WS : BRmEmEX

26157 71 #5851

\|



O BASTCE

IREA D

EILEFAYE: 2024-10-18 10:38:41

1. #OfEA

EOERES : cwp.api3.finance.cloud.tencent.com,

A#£O ( RecoverMalwares ) FFHERE BEHIEERIARD X,
ERAECIERIREIRS : 200R/7D.

BEOEEHATE : 2022-05-20 15:11:35,

EOBIOEE NEN,

2. ANSE

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SEATR Whisk FEFNULL HR AR
Action 2 & String NHSE, AZEOHYE : RecoverMalwares
Version Z2 & String NHEHSE, AEORYE : 2018-02-28
Region 2 & String NHEH, MEOLFBEBRLSEH,
Ids 2 FS Array of Uint64 ASIdEA ( HxAL00%% )
N s
3. HiHS%
SHER ESid) A
FailedIds Uint64 REKMIdEE , BERNREIZEE
Successlds Uint64 RERINIdEE , BHFRNIREIZEE
Requestld String BE—IEK ID , BREKRESRE, E7EREREERFHIZRIFR Requestld,
H 2
. RS

PUMNFIH T O S3SIEERAEIRT , BRI ARG,

RS

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
FailedOperation.Recover
InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX

FNZzE (CWP)
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fREARS

BITEFATE: 2024-10-18 10:38:41

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

A0 ( SeparateMalwares ) BFREALD,

BRAEOISRIRERRS : 200R/%0,
$EOEEATE : 2022-05-20 15:11:35,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHER WAl
Action 2
Version =
Region =
Ids =
KillProcess ES

3. mHSE

SHER ESid
FailedIds Uint64
Successlds Uint64
Requestld String

4. $EIRMY

FEYFNULL St fER
& String NH2E, KIZOBYE : SeparateMalwares
& String AHBE, ANEORE : 2018-02-28
& String AHBY , FEOLFEECBISEH,
RS Array of Uint64 ADEHIDEE, (FA1005%)
= Bool TR RIEHE
)%

PRESRIMAYidEReE , EFNREZ=EE
PRERIIAYIdERAE | ERNREIZEAE

E—iEK ID , BRERERIRE. EDREFERMAZRIERAT Requestld,

PUMMNEIH T O SSSEERAEIRT , BtERIF N ARG,

FRIRMG

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
FailedOperation.PartSeparate
FailedOperation.SingleSeparate

InvalidParameter

WS : BRmEmEX

FNZzE (CWP)
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FRIRMG R

InvalidParameterValue

BEIERS M

WS : BRmEmEX 25160 7@ #585)
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1. EgOEis

FNZzE (CWP)

EOEKES © cwp.api3.finance.cloud.tencent.com,

AEEO(TrustMalwares)iS#HIRBIAR SR HEE.

BOAROIERIERIRS) : 200R/8D.

OIS sRAdE : 2022-05-20 15:11:35,

EOBEI S S L,

2. NS

IFERSHGIRMGIH T ZOBERSESO NHEH , RBAHSHGIRDATERS,

SHER Wi FEFFNULL ESid 1%

Action =

Version = &

Region 2

Ids =

3. BIHSE

SHEIR ESidl

Requestld String

4. EIRAD

iy

o

iy

String NHSE, AEOBYE : TrustMalwares
String AHSE, AEORE : 2018-02-28
String RHBH, FEOFFTEEBLSH.

Array of Uint64 ABIDEA ( EURRBISHITRASE : 100)

W—iEK ID , XEKRESIRE]., BRI EEREZRIEKA Requestld,

PUMMRFH T O SSIBIERAERN , EthERISFE A TEIRE,

RS

InternalError
InvalidParameter.ParsingError
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

B
5
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HEEARS

BITEFATE: 2024-10-18 10:38:41

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
A0 (UntrustMalwares ) FRFEUHEEARS A,
EOANEZOIBRIREIRS : 200%/70,

#EOSEFRAE : 2022-05-20 15:11:35,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHBIR it FEYFNULL ESid]

Action — ES String

Version b3 = String

Region = & String

Ids = & Array of Uint64

3. mHEE

SHEWR ESid Tk
Requestld String

4. EIRAY

PITMRFIH T 12O SSIBIERXA0ERNS | EtbERIFE AR,

U=}

iRt
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

HS8 , AEEOEYE : 2018-02-28

>

RHBY, FEOFFTEERLSH.

AZIDEA (FRAL005%)
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NEE- AR AR RO
MIpRA RIS

SR &Y E: 2024-10-18 10:38:41

1. MR

iSRS : cwp.api3.finance.cloud.tencent.com,
TRYEIdSHpRAHEERR

EUNEOIERSTERIREY : 200R/7D,

FEOFE#ATIAE : 2022-05-20 15:12:33,

RO E NEN,

2. MINSEY

IFERSHGIRNGIH T EOBERSEIRD NHESH , REAHSHGIRDAHIERSLH.

SHIEIR Wik FEYFNULL ESi fiik

Action 2 &5 String NHES# , AEOBUE : DeletePrivilegeEvents
Version 2 & String NHESE, KZOBYE : 2018-02-28

Region = & String AHBY , FEOTTEEBILSH,

Ids = = Array of Uint64 IDE{H. (FA1005%)

3. FitHE4Y

SHER eSS Tk
Requestld String E—ER ID , ®RIERERE., EDEHEERAZXIFRA Requestld,

4. (EIRES

PUMMFIH 7O SSEEERAEIRN | BtERF N ARG,

U=}

FHIRAD 1%
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

InvalidParameterlllegalRequest

InvalidParameter

InvalidParameterValue

WIS : B emEX 26163 1 #5851

\|
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MBRZS AR ALY

BITEFATE: 2024-10-18 10:38:41

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

HHBRA HBARAHR N
BRAEOISRIRERRS : 200R/%0,
FEOEEAE : 2022-05-20 15:12:33,

EOBIOEE &N,

2. ANSEL

IUTFERSEHGIRGIH T ZROBERSEO HSE

SHEWR Wi FEEFNULL
Action 2 &
Version 2 S
Region = )
Ids 2 B
A g
3. mHESE
SHER ESid) A
Requestld String H—EFXID,
H >
4. %EIBE

PUTMMRFIH T 1RO SSIBIERXA0ERND | EtbEIRIDFD

fHIRMG

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameterlllegalRequest
InvalidParameter.DateRange
InvalidParameter.RegexRuleError

InvalidParameter

WS : BRmEmEX

%164 M

Fize (CWP)

TRENHSHPIRNATLIERSE,

St b

String NH2E, AZOBYE : DeletePrivilegeRules

String AHBE, ANEORE : 2018-02-28

String AHBH, MEOLFEEGRISE,

Array of Uint64 IDER , X K100%%.

BRiEREIRE, TR REERHZRIERE Requestld,
NEHEEIRAD.
i)

#5857
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FRIRMG R

InvalidParameterValue

SRENAHEIRIN S 4515

BILEFATE: 2024-10-18 10:38:41

WS : BRmEmEX 25165 T #585)

\|
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1. gOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
SRENA RN TR

BOMECERINEIRE) © 200%/%0,

FEOSEFAATE : 2022-06-06 15:33:40,

EOBEI S S L,

2. NS

IFERSHGIRMGIH T ZOBERSESO NHEH , RBAHSHGIRDATERS,

SHER Wik FBEFNULL ESit)

Action = & String
Version =3 & String
Region b3 = String

By = = String

Filters & & Array of Filter

Limit ) & Uint64
Offset & & Uinte4
Order & & String

3. BIHSE

SHER ESidl R

List PrivilegeEscalationProcess HIEFIZR

TotalCount Uint64 RS

Requestld String HE—iEK ID , SRIERESIRE. EEERERMIZXIFRA Requestld,

4. $EiRMY

UMM T O SSIBIERXAEIRIG , BRI A IR,
FEIRAD
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameterlllegalRequest

InvalidParameter

WS : BRmEmEX

88, AEOEE : 2018-02-28

>

N

AHSH , AEOFTEEBLSH.

HEFR=FER : CreateTime- RINATE

FNZzE (CWP)

iSERME, <br><li>Keywords - String - EFWIHE : & - XEHF(FEHUP)</li>

REEE , SAEN100,
RIEE , BUANO.
HEF A IRIBEROREHER © asc-FHF/desc-[&F

%6166 T
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FRIRMG R

InvalidParameterValue

SRENAS RN Z 2=

BILEFATE: 2024-10-18 10:38:41

WS : BRmEmEX 28167 TW #585)
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1. gOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
SRENAHERESURNZ 2=

BOMECERINEIRE) © 200%/%0,

EOEFATE : 2022-05-20 15:12:33,

EOBEI S S L,

2. NS

IFERSHGIRMGIH T ZOBERSESO NHEH , RBAHSHGIRDATERS,

SHER WAl FEFNULL e Sl A
Action = = String NHESE , AEOBYE : DescribePrivilegeRules
Version 2 5 String AHSE, AEOBYE : 2018-02-28
Region = B String AHBH , FEORTEEBI S,
Filters & FS Array of Filter IS8, <br><li>Keywords - String - EBWIE : & - XEFHFEZR) </li>
Limit B a Uint64 REEE , &AEH100,
Offset = " Uint64 IREE , BUARO0,
3. MBS
SHEWR ESig) Tk
List PrivilegeRule FIRAE
TotalCount Uint64 ISES
Requestld String BE—IEK ID , BREKRESIREl. E7EREREERFHZRIERA Requestld,

4. EIRAD
PUMMRFH T 1RO SSIBIERRA0EIRND , BEbERIFE A TR,

TR 1t

[

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameterlllegalRequest
InvalidParameter

InvalidParameterValue

WIS : B emEX 6168 1 58511

\|
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SHAMIRINEH

BRILEFAYE: 2024-10-18 10:38:41

1. EOfEA

EOERIES : cwp.api3.finance.cloud.tencent.com,
SHAHRNE

EONZOIBRIREIRS] - 200%/7D,

#EOSEFRAIE : 2022-05-20 15:12:33,

RO E &N,

2. ANSEL

IUFERSHGIZRGIH T BRSO A 1S

 SEERAHBHGIRN NSRS,

SHEWR Wik FEFNULL ESidl R
Action =2 & String NH2E , AZOBYE : ExportPrivilegeEvents
Version E & String AHESE, AEORYE : 2018-02-28
Region 2 & String AHSH, AEOLFTEERSEH,
Filters & = Array of Filters TESE
3. B
SHER KA R
DownloadUrl String SIS T EbIE,
Taskld String SH{ESID
Requestld String E—EK ID , BREREPRIRE. EIDREFERMAZRIERAT Requestld,

4. FEiRMY

PUMMMFIH T OS5 SEERAEIRT | BRI

FHIRED

InternalError
FailedOperation.Export
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

NHFEIRG.

de

FNZzE (CWP)
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ANEtall- S HExEO
R = anATE AP RZE]

SR &Y E: 2024-10-18 10:38:41

1. #EOfA

HEOERIEES : cwp.api3.finance.cloud.tencent.com,
RIGEEHSAPANFISRENIIS L,
BOABEOIBRIMERIRS] : 200%/7D,

O SEFATE : 2022-05-20 15:13:13,

OB E &N,

2. MNSEY

IUTFERSHGIRNGIH T EOBERSEIRD NHLSH , REAHSHGIRD ISR,

SR Wik FEYFNULL ESis i)

Action =2 = String NS, AEOBYE : CheckBashRuleParams

Version =2 & String NHSE, AEOBYE : 2018-02-28

Region = & String AHSBY , FEOTFEECBLSH,

CheckField 2 = String BIEAZ NamesiRule , lEMEPERISITES HE|

Eventld B B Uint64 AEEMFIRPEFNIEOENFERZEMHID

Id & B Uint64 JREBRHMERTHINYid

Name = & String ENBHINZFR

Rule B = String FAFPEANNIENFRAR | "ENFREX" &5 "RREventldHHSHE" 1ETH
3. MBS

SHER ESid] ik

ErrCode Uint64 0=1E0E 1=MNSFREICAEE 2=TFNIFREX BRI BT

ErrMsg String REER

Requestld String W—iEK ID , @REKRESIRE. EUREREREZRIEREN Requestld,
4. RS

PUMMRFIH T O SSIBIERXAERN , BEthERIFE AR,

[

FRIRED :)e
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameter.InvalidFormat

WS : BRmEmEX %170 |
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RS A

InvalidParameter

WS : BRmEmEX 171 W #585)
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1. gOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
RiEIdsHER SRS HMGt

BOMECERINEIRE) © 200%/%0,

EOEFATE : 2022-05-20 15:12:33,

EOBEI S S L,

2. NS

IUFERSHGIRGIH T EROBRSHNED A HSE |, TBRAHSHGIRNA SR

SHER WAk FREFNULL KA
Action = = String
Version = & String
Region = & String
Ids 2 5 Array of Uint64
A q
3. s
SEER it EE)a
Requestld String H—iF%k ID

4. EIRMY
PUMMRFH T O SSIBIERKAERN , EtERIFE AR,
FHIRED

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameterlllegalRequest

InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

~HSE, AEOBYE : DeleteBashEvents

AHSE, AEOEE : 2018-02-28

N

AHBH , AEOFTEEBLSH.

ID¥AH |, &AL00%%,

 BRIEREBRIRE. EIRRERZRIEKA Requestld,
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WS an< AN

BITEFATE: 2024-10-18 10:38:41

1. EOfEA

FNZzE (CWP)

HEOERIES : cwp.api3.finance.cloud.tencent.com,

BillEE Sy e
BRAEOISRIRERRS : 200R/%0,
FEOEEAE : 2022-05-20 15:12:33,

EOBIOEE &N,

2. ANSEL

IUTFERSHGIRGIH T ZROBERSERDO KLY mBAHSHGIRD A GRS,

SHER Wik FEEFNULL KA A
Action 2 & String N2, ANZOBYE : DeleteBashRules
Version = = String NHESE , AEOBYE : 2018-02-28
Region =z & String AHBH, MEOLFEERILSH,

Ids =2 & Array of Uint64 IDER , &2 K1004%,

3. mHEE

SHEWR ESidl
Requestld String
H >
4. FEIRIB

fik

E—ER ID , ®RIERERE., EUDEFHERAZXIERA Requestld,

PITMRFIH T 12O SSIBIERXA0ERNS | EtbERIFE AR,

fHIRMG

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameterlllegalRequest
InvalidParameter.DateRange

InvalidParameter.RegexRuleError

WS : BRmEmEX
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R SRR

BITEFATE: 2024-10-18 10:38:41

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
RENEEmSTIR

BUAZEOERITERIRE] © 200%/%5,

EOEFAIE : 2022-06-06 14:53:54,

RO E &N,

2. ANSEL

IIFERSHGIRNGIH T EOBERSEE DO ALY, TEAHSHFIRD NSRS,
SHER Wil FEEFNULL SRy Pk
Action 2 = String AHSE, ABEEOBYE : DescribeBashEvents
Version 2 & String NHBE, AEORE : 2018-02-28
Region 2 S String AHSH , AEOLFTEERISE,
By 5 = String HEF=ER : CreateTime-&4ERTAl. ModifyTime-ZhEAT(A]
Filters & i Array of Filter idigEAM. <br><li>Keywords - String - &1 : & - KR (EHAMIP) </li>
Limit B A Uint64 REEE , BUAA10 , &AEH100.
Offset B a Uint64 fRIEE , BAZ0,
Order & = String HF At | IRIBESROREHER © asc-FHF/desc-[&F
3. WS
SHER KA i)
List BashEvent B SE IR
TotalCount Uint64 BEH
Requestld String HE—iEK ID , BRIEKRESIRE], EAIARRA R R HZRIERE Requestld,
4. FEIRAG
UG T O SSBIEERREIRS |, BRI ARG,
IR R

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat

MissingParameter

WIS : B emEX %174 T H585m
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ResourceNotFound

InvalidParameterlllegalRequest

InvalidParameter

InvalidParameterValue
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1. EOfEA

FHZE (CWP)

HEOERIES : cwp.api3.finance.cloud.tencent.com,

RSB STIRGEN

BRAEOISRIRERRS : 200R/%0,
FEOEEATE : 2022-09-19 20:56:30,

EOBEIRESE EN,

2. ANSEL

IUTFERSHGIRGIH T ZROBERSERDO KLY mBAHSHGIRD A GRS,

SHEWR
Action
Version
Region

By

Filters

Limit
Offset

Order

Wi
=

=
=

iy

iy

iy

iy

3. FitHE4Y

SHER
List
TotalCount

Requestld

4. EIRMY

PUTMMRFIH TR O SSIBIERRA0ERND | EtERISFE AT IR,

TR

InternalError

AEFENULL - 230

B String
= String
& String
B String
Array
a of
Filter
B Uint64
a Uint64
a String
S]]
BashEventNew
Uint64
String

InvalidParameter.ParsingError

WRFRE - BRmERMEX

B

&
3t

2%, AEOBYE : DescribeBashEventsNew

>

AHBE, AEORYE : 2018-02-28

AHSH , AEORFEERBUSE,

HEF=ER : CreateTime-&4ERdEl, ModifyTime-4bIBAdi8]

IS, <br><li>HostName - String - 2&WE : & - & </li> <br><li>Hostip - String - EBXE : & - £
HLARIIP</li> <br> <li>Hostlp - String - &M1& : & - EHIWMIP</li> <br> <li>RuleCategory - Int - EEWIE :
B - REESRE £EPaE BIE(0: RSt L) </li> <br><li>RuleName - String - E&WE : & - HREEEFR</li><br>
<li>RuleLevel - Int - EFWE : & - BIIER, GTASZEE</li> <br> <li>Status - Int - 2E%IE | & - MRKE, IS5
(05418 1:B4ME 2:EIH 3:B288 4Bk 5:84248) </li> <br> <li>DetectBy - Int - 2ZW4E : 7 - HUERE T
Z1%(0:bashH=E 1:3LATHETE) </li> <br> <li>StartTime - String - E&WE : & - FFEARTE </li> <br><li>EndTime -
String - ERME : & - EREE</li>

REFE , BAA10 , &KEH100,

fREE , BARO,

HFAE  IREERREHE  asc-FHw/desc-ER

fik
EEmeEHTIR
BEE

E—EK ID , SREREPRIRE. EIERNFERMAIZRIERAT Requestld,
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InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

ResourceNotFound

InvalidParameterlllegalRequest

InvalidParameter

InvalidParameterValue

FailedOperation
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< R
1. #ZOfA
EOERIES : cwp.api3.finance.cloud.tencent.com,
REBBmSHNGIZR
BB RIMERIRS] : 200%/70,
ZEOEHHAE : 2022-05-20 15:12:33,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR Wik FEEFNULL St A
Action 2 5 String NIESE , AZEOBYE : DescribeBashRules
Version 2 = String PHSH, AEORYE : 2018-02-28
Region 2 & String AHBH, MEOFFEGBHSEH,
Filters B & Array of Filter A, <br><li>Keywords - String - 2BWE : & - KEFZFEINEFR) </li>
Limit = &= Uint64 REEE , &AEH100,
Offset B a Uint64 REE  BUARO0,
Type 2 = Uint64 0-RGEHIN; 1-FAF#m
3. S
SHEWR ESidl fEk
List BashRule FTIRAS
TotalCount Uint64 ISES 5
Requestld String —iEK ID , ®XIEKEPSIRE, EIIMAFEEREZRIEKE Requestld,

4. EIRAD
PUMMRFH T 1RO SSIBIERRA0EIRN | EthERISFE A TR,

TR o

[

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter

ResourceNotFound

WIS : B emEX %178 1 #5851
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FHIRED iR
InvalidParameterlllegalRequest
InvalidParameter

InvalidParameterValue

FHEEIZNEEm SN ( IFEIRS/ERE )
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1. gOEA

EOBEKES © cwp.api3.finance.cloud.tencent.com,

FigEENEER SN

BUARCIERIEIRS : 200R/8D.

FEOSEFAATE : 2022-05-20 15:12:33,

BOBEIO S8 L,

2. NS

IUMERSHGIRGIH T EROBRSHNDO TS, T8

SHER
Action
Version
Region
DealOldEvents
Eventld
Hostlp
Id
IsGlobal
Level
Name
Rule
Uuids

White

3. FitHS4g

SHER

Requestld

4. SERAD

PUMMFIH T O S3SEERAIHEIRT |, bRl

IR

InternalError

Witk FEFNULL St

g S String

2 & String

— = String

= = Uint64

& & Uint64

& S String

B S Uint64

= = Uint64

& & Uint64

& & String

- = String

& B Array of String
& = Uint64

ESid) )%

String H—iEK ID , RiEKRES

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameter.InvalidFormat

WRFRE - BRmERMEX

2

zZ

REl, EfE R R R

NS S TEN

FNZzE (CWP)

HBIRMATIERSEL,

235, NMEOBYE : EditBashRules

28, AEOBYE : 2018-02-28

>

NHBY , FEOAFEEBISEH,

EEMEIREMIERE 0= 1=48
EHFRRT IMAEZ 8 /Y, FE%Eventld E49id

FEHUP

FMID ( HriERTANE )

ERERMNECAR) : 1-28 , 0-3k=R

BRERO0:F , 1. &6 22941 3: ff8)

MUEFR |, FRERTIESHNZFR

IENZRIAT | RENAAERIENRAL , FEXWAEQueryEscapefsfibase64
EFuHIDEA

0=RZH, 1=A%H

ZXiEXKAY Requestld,
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FRIRMG Tk
MissingParameter

ResourceNotFound

InvalidParameter.RegexRuleError

InvalidParameter.RuleHostipErr

InvalidParameterIpNoValid

InvalidParameter

InvalidParameterValue
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BRILEFAYE: 2024-10-18 10:38:41

1. EOfEA

EOERIES : cwp.api3.finance.cloud.tencent.com,

SHERHSEM
BRAEOISRIRERRS] : 200R/%0,
$EOEEATE : 2022-05-20 15:12:33,

RO E &N,

2. NS

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEBIR W% FEYFNULL ESid fik
Action 2 5 String NH2E, AEOBYE : ExportBashEvents
Version P! S String NHEBE , AEOBYE : 2018-02-28
Region 2 & String AHSH, AEOLFTEEGRSEH,
Filters = & Array of Filters TTESE

3. WS
SHER KA R
DownloadUrl String SIS T EbIE,
TaskId String SHEFESID
Requestld String E—EK ID , BREREPRIRE. EIDREFERMAZRIERAT Requestld,

4. FEiRMY

PUMNFIH T O S3SIEERAIHEIRIT , BRI ARG,

IR

InternalError
FailedOperation.Export
InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX

de
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sz AR

1. #FORR

BBk © cwp.api3.finance.cloud.tencent.com,
REBRWHSEMHRES

AR ISRITERIR S : 200%/70,

FEOEHAHE : 2022-05-20 15:12:33,

EOBRIOEE NEN,

2. NS

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SEETR WA FEVFNULL ESit) A
Action =2 & String nNIEEE , ANZEOEYE : SetBashEventsStatus
Version E & String AHBE, AEORE : 2018-02-28
Region 2 & String AHBH , MEORFBEBLSE,
Ids 2 & Array of Uint64 ID#R , B2 K1004%.
Status =2 & Uint64 RS 0-1F0IE 1-518 2-1ER)
A g
3. mHSE
SHER ESil A
Requestld String W—iEK ID , XEKRESIRE], EREAEEREZRIEKA Requestld,

4. EIRIS
IUTIRFI T B S BRI |, RO I,

RS

B
5

InternalError
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameterlllegalRequest

InvalidParameterValue

WS : BRmEmEX %183 @
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1. #ZOEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
EBREmS UK

BOABECIERIMERIRS] : 200%/70,

ZEOEHHAE - 2022-05-20 15:12:33,

EOBEIRESE EN,

2. ANSE

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR Wi FEEFNULL S R
Action =2 & String nH2# , ANZEOEYE : SwitchBashRules
Version E & String AHBE, AEORE : 2018-02-28
Region = & String NHEBY , MEORFZEBESEH,
Disabled 2 = Uint64 2EEH
Id 2 & Uint64 FLID
N e
3. WS
SHER ESitl A
Requestld String W—iEK ID , XEKRESIRE], EREAEEREZRIEKA Requestld,
e m o = |
4. 551xt8
PAMBIE T 5O S ZERXAEIRS , B ERISEN A SR,
$EIRIG A

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameterlllegalRequest
InvalidParameter.DateRange

InvalidParameter.RegexRuleError

WS : BRmEmEX %184 m
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IR AR
InvalidParameter

InvalidParameterValue

HithzO
S1EAEES
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1. gOEs

EOEKES © cwp.api3.finance.cloud.tencent.com,
DeleteScanTask 1Zd& =] AR B BRI ESS TS LT
EONEOIBRIRERIRS] : 200%/7D,

EOEFATE : 2022-05-20 15:12:33,

BOBEIO S8 L,

2. NS

IIFERSHGIRGIH T ZOBERSEHO 1Y RBAHSHGIRDATLERS,

SHER Wi FEFNULL it )0
Action 2 & String NHSE, AEOEYE : DeleteScanTask
Version 2 S String NHEBE, AEOBYE : 2018-02-28
Region 2 = String AHBY , MEORFEEBSH,
ModuleType 2 = String HEERSEAD LERMt Malware K5, Vul i, Baseline E%;
QuuidList = 5 Array of String EkARSSEEATAERY . A quuidiYstring%iéa
Taskld = " Uint64 {£551d
3. MBS
SHER ESidl )
Requestld String HE—iEK ID , 8REREIRE], EfFARAFHERHEIZXIERKA Requestld,

4. FEIRAY

PUMMNFIH T3 OLSSBEERAEIRN , BRI ARG,

FEIRAD R

InternalError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameterlllegalRequest
FailedOperation.APIServerfFail
InvalidParameter

AuthFailure

InvalidParameterValue

FailedOperation

WS : BRmEmEX 5186 I
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BRILEFAYE: 2024-10-18 10:38:41

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
TR ESENEEENIER

BUAZEOERITERIRE] © 200%/%5,

$EOEFRAE : 2022-09-28 15:55:30,

ORI NN,
A s
2. MASE
UTBERSEHGIRRGIE T EOEKRSEFRD AHESEH , RBAHSHGIRDAHLERSE,
SEER ik SRIFNULL R R
Action =2 & String nH2# , ANZOEYE : DescribeAssetEnvList
Version 2 = String NHEBE , AEOBYE : 2018-02-28
Region 2 e String AHEBY , MEORFBEELSE,
By & & String HEFEA, © [FirstTime]
A2,
Filters = = Array 9f g4, <br><li>IpOrAlias - String -
AssetFilters WIE & - IMET =R </li> <br><li>Type- int -
Limit = B Uint64 TEREREE , BABN10 , FAEH100
Offset = = Uint64 fmizE , BUAA0,
Order a S String HEF ST | ascFtfe Bk descigfn
Quuid & B String fR5588Quuid
Type = = Uint64 ZFEREESR , HFilterstE&
Uuid 5 = String fR5528Uuid
A Sp
3. mHSE
SEATR E3id) A
Envs AssetEnvBaselnfo LIIES
Total Uint64 BEE
Requestld String H—iEK ID , BRIERESIRE, TR HEERHZRE

4. RS

PAFIE T #OWSZERXAEIRS |, BAEREEFEL
$EIRIG
InternalError

InvalidParameter.ParsingError

WRFRE - BRmERMEX

NHEEIRE,

BEWE : T - X8 0BFRE | IRRXE

kA9 Requestld,

FHZE (CWP)

%187

EEWIE | & - Eipesl&iEigE</li> <br> <li>Name- string -
</li>
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FHIRED Tk
InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

ResourceNotFound

InvalidParameter

InvalidParameterValue
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1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
REE iSRS
AR ISRITERIR S : 200%/70,

EOEEATE : 2022-11-16 10:43:36,

RO E NI,
N g
2. INSE]
UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SEETR Whidk FEVFNULL ESitl ik
Action 2 & String NH2E , AEOBYE : DescribeClientException
Version 2 B String NHSE, AEORE : 2018-02-28
Region 2 = String AHSH, NMEOLFEERILSEL,
EndTime = & String £ETRATE 2006-01-02 15:04:05 &=
ExceptionType 2 & Int64 ERIRSEER L2 PuRE | 252 PR
Limit 2 = Uint64 DINEATURFIEE , <80 , =AIEL00
Offset 2 & Uint64 PR EE
StartTime S & String HCHARdEl 2006-01-02 15:04:05 &=
N e
3. mHESE
SHER il A
Records RecordInfo E=thoed
TotalCount Uint64 RS
Requestld String H—i5K ID , RIEKEPSIRE., EAIRRRBEREZRIEKE Requestld,

4. FEIRMY

ZIEOE TS IBIEERANEIRD | EAEREF ARG,

WRFRE - BRmERMEX

FHZE (CWP)
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1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

IREVENIAER ST
BRAEOISRIRERRS : 200R/%0,
FEOEEATE : 2022-08-19 10:10:24,

EOBEIRESE EN,

2. ANSE

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEIR W% SEHFNULL
Action — &
Version = &=
Region = &
MachineRegion & a
MachineType &5 &
A N3

3. HESE
SHER
AddedOnTheFifteen
AgentsAll

AgentsBasic
AgentsOffline
AgentsOnline
AgentsPro
AgentsProExpireWithInSevenDays
FlagshipMachineCnt
MachinesAll
MachinesUninstalled
Offline

ProtectDays
RiskMachine
Shutdown

Requestld

WRFRE - BRmERMEX

ESid)

String
String
String

String

String

g

®

5

>N

=

I

INtE

LR

S¥ , 2NEOEYE : DescribeGeneralStat
HE¥, AEORE : 2018-02-28

#, AEOFFE2EBLSH.

HBSFr/EbEEg. %0 : ap-guangzhou , ap-shanghai

FHZE (CWP)

ZENER, <br><li>CVM : EREBAZIRSSE</li> <br> <|i>BM: FR=EBAYIENL</li> <br> <li>ECM: TR

PEITERS SR </li> <br> <li> LH: £FRBREBNARSSE </li> <br> <li>Other: &

ESid

Uint64
Uint64
Uint64
Uint64
Uint64
Uint64
Uint64
Uint64
Uint64
Uint64
Uint64
Uint64
Uint64
Uint64

String

s

1SRPIFTIBRIENEL
FHREEFIRDERISE
FNREBEFIHEARIEE
FEZEEFR B+ K AIDE
FNREEFIRELAISEL
FHZeEFIRTIRAIDE
TRREIHARITS B LR SEL
TEARARE 28

=ENSE
SENRBLEENREE RIS
Sl det

TRIFREY

MPEENSEL

RIS

NEaRE</li>

HE—EK ID , BRIEKESRE, EENRERAEZXRIERAT Requestld,
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4. FERMY

PUMMRFE T O SSIBIEREKAEIRN , BEtERIFE AR,

de

FRIRED ik
InternalError

InvalidParameter.ParsingError

InvalidParameterInvalidFormat

MissingParameter

InvalidParameter

InvalidParameterValue
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1. EgOEis

ROERES
SRENHLE e 4R,
BOAZOERIERIRS : 200R/70.

$EOEEATE : 2022-05-20 15:12:33,

cwp.api3.finance.cloud.tencent.com,

OB E NN,
A 1
2. MASE
LATBERSEHGIRGIE T EOBEKSEFRD AHSEL,
SHER Wi FBFNULL
Action 2 =
Version 2 &
Region = =
A s
3. S
SHER i)
BaseLineNum Uint64
BruteAttackSuccessNum Uint64
MalwareNum Uint64
NonlocalLoginNum Uint64
OnlineMachineNum Uint64
ProVersionMachineNum Uint64
VulNum Uint64
Requestld String
H 33
. RS

PUMMGIH T O S3SEERAERT | bR
R
InternalError
InvalidParameter.InvalidFormat
MissingParameter

InternalError.MainDBFail

WS : BRmEmEX

el fiEk

String NS, AZEOBYE : DescribeOverviewStatistics
String PHESE, AEORYE : 2018-02-28

String AHBH , FEORTEEBISEH,

Tk
REEEH.
RIIRRIEL.
REZMHEL.
MRS AETELEL.
BAlBRSS L.
iRIEL.

E—IEK ID , BREREPSIRE. B FE R

NS

1ZRIEKAI Requestld,

FNZzE (CWP)

%192 ™

#5857



O BASTCE

SRINE AR ER
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1. EOfEA

BOEREE
TR REERER,
EOANEZOIBRIREIRS : 200%/70,
FEOSEFRAIE : 2022-05-20 15:12:33,

cwp.api3.finance.cloud.tencent.com,

EOBIOEE &N,

A s
2. NS
TBERSHGIRGIE T ROBRSEIRD NS
SHER Witk FEEFNULL
Action 2 a
Version p3 =
Region 2 a
A g
3. S
SHER ESidl
IsAutoOpenProVersion Bool
PostPayCost Uint64
ProVersionNum Uint64
Requestld String
H >
HIxND

PUMRFIH T O SSIBIRRAEIRNG , EAbERDIFED

IR

InternalError

WS : BRmEmEX

 TREAHBHGIRN TGRS,
ESidl R
String nH2# , ANZOEYE : DescribeProVersionInfo
String AHSE, AEORE : 2018-02-28
String AHESY, FEOATEEBISH,

iU

RN ESBNFES IR
[EfIErEENZE
FHBEAARENEL

E—EK ID , BREREPLIRE. BN FERAZRE

NHFEIRAS,

kA9 Requestld,

FNZzE (CWP)
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1. EOfEA

BOEREE
RTFFREBEAENSREENES
BOABEOIERIRERIRS « 20R/F2,
$EOSEFAE : 2022-05-20 15:12:33,

cwp.api3.finance.cloud.tencent.com,

FHEEWRRAIATS.

EOBRIOEE NEN,

2. NS

IITERSHGIRGIH T HROBERSERO A HSEY |, TBAHSHGIRI A

SEETR DA FYFNULL Bl

fl

iy
KL
3
Q@

Action

o
iy
@
5
«Q

Version

el
o

Region

Uuid

Hm
il
K
5
«Q

3. mHEE

SHER eSS Tk

Status String FHERE.

Requestld String

4. EIRIS
IUTIRFI T B S BRI |, RO I,

RS

InternalError
InvalidParameter.ParsingError
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

ERELL,

;.r;

ju

2%y, AIEOEYE : DescribeProVersionStatus

I

D\

HSE, AEOEYE : 2018-02-28

N

AHESH , AMEORTEGRLSE.
=REFIRUUID, EE"al"® R AEE.

<br><li>UNOPENED : FF@&L kR </li> <br> <li>OPENED : BFf@E LR </li>

HE—ER ID , ®RIERERE, EUDRIHERAEZXIERA Requestld,

B
&
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HEOERIES : cwp.api3.finance.cloud.tencent.com,
DescribeScanState iz EE IR RAERIEEHTHIIRES RS
BUAZEOERITERIRE] © 200%/%5,

FEOEFRASE : 2022-12-29 09:49:27,

EOBEIRESE EN,

2. ANSE

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHEWR Wik FEENULL ESidl TG

Action 2 5 String NS, AZEOBYE : DescribeScanState

Version = & String AHBE, AEORE : 2018-02-28

Region = & String AHBH , FEORFTEEBISH,

Filters =" & Array of Filters RS <br> <li>Strategyld BLHRIEID {XModuleType A Baseline BFEE </li>

ModuleType 2 & String HERERY METRME Malware RS, Vul i, Baseline £
3. S

SHER ESidl )0

RiskEventCount Uint64 HiRRE

ScanBeginTime String FRORFAfERTE)

ScanEndTime String LA TRAT A

ScanState Uint64 0 MR, 133, 2895, 3fFlEdh. 4FLESER

Schedule Uint64 R

Taskld Uint64 {£551d

Type Uint64 O— AR 1ERTAE

Vulld Uint64 AEHHERRd

Requestld String BE—EK ID , 8REKRESIREl. EUEREREREHIZRIER Requestld,

4. EIRIG
IUTVRBH T RO BB AORIRED | RSB ASEiR,

RS 1t

[

InternalError

InvalidParameter.MissingParameter
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ResourceNotFound
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HEOERIES : cwp.api3.finance.cloud.tencent.com,

DescribeScanTaskDetails EiEAEESIFE , IS BIHEHEES/SE

BRAEOISRIRERRS : 200R/%0,
EOEHAE : 2022-06-14 17:12:25,

EOBEIRESE EN,

2. ANSE

IIFERSHGIRGIH T ROBERSEO 2HSE

SHBIR Wik FEYFNULL
Action — ES
Version = =
Region = =
Filters 5 &
Limit S S
ModuleType = B
Offset a =
Taskld = =
3. S

SHER ESic)
RiskEventCount Uint64
RiskMachineCount Uint64
ScanBeginTime String
ScanContent String
ScanEndTime String
ScanLeftTime Uint64
ScanMachineCount Uint64
ScanProgress Uint64

ScanTaskDetailList ScanTaskDetails

ScanTime Uint64
StoppingAll Bool

TotalCount Uint64
Type Uint64

WS : BRmEmEX

String
String
String
Array of Filters
Uint64
String
Uint64

Uint64

fifk
DUIE S Eagh 2
RIUNBEHEEEL
T iRad )
HERE
AR A
RIS ()
NS
P
HESERIIE

AT

HS8 , AEOBYE : 2018-02-28

>

HEH , FAROTTEEGBLSH.

>

i8S

=
W
&

FEREREE , &AEHNL00

FNZzE (CWP)

TEHRIEEY HETHRMA Malware KT, Vul ii§iH , Baseline E

fRiEE , BAZ0.

E551D

ESERELHMEERIFLE ture2

BEL

O—sEta LERAE
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BHER il A

VulCount Uint64 PR

Vullnfo VulDetaillnfo BEER

Requestld String H—EK ID , ®RIEKRESIRE., EIDEEEREZRIEKA Requestld,

4. $EiRMY

PUMMNFIH T O S3SMEERA0EIRN | BtERiF ARG,

U]

FRIRMG b}
InternalError

MissingParameter

InvalidParameterlllegalRequest

InvalidParameter

AuthFailure

InvalidParameterValue
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EILEFAYE: 2024-10-18 10:38:41

1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
DescribeScanTaskStatus EiAH B IRAST IR BTFILiEIHit
BRAZCIERITERIRE] © 200%/%,

EOEHATE : 2022-05-20 15:12:33,

RO E &N,

2. ANSE

IUTFERSHGIRGIH T ZROBERSENRDO 1Y, mBRAHSHGIRD

SHEBIR Witk FEFNULL ESig
Action = & String
Version =3 = String
Region = ) String
ModuleType 2 S String
A s
3. B
SHEWR ESidl Tk
State TaskStatus ESHEIRESIZR
Requestld String W—iEK ID , ®RiEkREs
H >
4. RIS

PUMMRFH T 1RO SSIBIERXA0ERND | EtbERIDFE A SR,

RS

InternalError

MissingParameter
ResourceNotFound
InvalidParameterlllegalRequest
InvalidParameter

AuthFailure

InvalidParameterValue

WS : BRmEmEX

FHZE (CWP)
NHIERSHL,
A
AHS#, AEOBYE : DescribeScanTaskStatus
NHBE, AEORYE : 2018-02-28

NHBH, AEOFTEERISELL,
HEHRERY ERM Malware A5, Vul JEiA , Baseline Hik
IRME], EfAIRRRY R R HZIRIERA Requestld,
A
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BRILEFAYE: 2024-10-18 10:38:41

1. EOfEA

BROERES

cwp.api3.finance.cloud.tencent.com,

ZA$Z0 (DescribeSecurityDynamics) FRF R £ =4S EEEEE.

BRAEOISRIRERRS] : 200R/%0,
$EOEEATE : 2022-05-20 15:12:33,

EOBRIOEE NEN,

2. NS

LITERSHG IR TEROBRSHRHBO NHESH,
SHER Wik FEEFNULL
Action 3 =
Version 2 &
Region 2 &
Limit = &
Offset & &
A g
3. FtHEE
BEERR e

SecurityDynamics SecurityDynamic

TotalCount Uint64
Requestld String
N
4. FBiR1S

UMM T O SSIBIEEXASEIRIG , EbEIRDIFED
FEIRAD
InternalError
InvalidParameter.InvalidFormat

InvalidParameterlllegalRequest

WS : BRmEmEX

FTEAHBHGIRN NGRS,
3] R
String NH2E , AEOBYE : DescribeSecurityDynamics
String NHSE, AEORE : 2018-02-28
String QBY | MEOFBBISRIEE,
vint64 REEE , H&AEH100.
Uint64 fwZE , BA70,
1%
RERHHBEE.
EREH.

H—iEK ID , ®XiEKRESIRE. AR HEERHIZRIERE Requestld,

NSRS,

FNZzE (CWP)
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IRNZ S M5

EILEFAYE: 2024-10-18 10:38:41

1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
RENZEE MR

ERAECIERINEIRE : 200R/7D.

EEOFEFATIAE : 2022-11-08 16:30:42,

EOBIOEE &N,

2. ANSE

FHZE (CWP)

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHBIR Wik FEYFNULL
Action — &
Version = B
Region = )
Filters S S

3. S
SHEWR S
AttackLogsStat EventStat
BaseLineTotalAffectNum Uint64
BaselineHighStat EventStat
BaselineLowsStat EventStat
BaselineNormalStat EventStat
BaselineRiskStat EventStat
BruteAttackStat EventStat
CyberAttackTotalAffectNum Uint64
HighRiskBashStat EventStat
HostLoginStat EventStat
InvasionTotalAffectNum Uint64
MachineTotalAffectNum Uint64
MaliciousRequestStat EventStat
MalwareStat EventStat
PrivilegeStat EventStat
ReverseShellStat EventStat
Score Uint64

WRFRE - BRmERMEX

Array of Filter

~HSE, AEOEYE : 2018-02-28
AHBH, MEOAFTEERLSEH,

OISR

Tk

MERITER ST
BRMERL L S BRI EEL
BEELRREMRLT
EfEELREMST
PlERAIRSEMRLT
ERELRREASRLT
IR
BARUENEEEZEE AR 0E
[SIEEEEgE Es A

SHEASET
BRMENRZEEHHINREEL
BARUEZEEMARREEL
TRBERSEMRLT

AEEMSET

RSB MR

3#Shell S5t

REE/D
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SHER St A

VulHighStat EventStat BERRESRT

VulLowStat EventStat (SRR

VulNormalStat EventStat PiERmES R

VulRiskStat EventStat FERREGST

VulStat EventStat imEEGET

VulTotalAffectNum Uint64 BRUE R RS SRS

Requestld String H—EK ID , ®RIEKREPSIRE]., EAIEHEEREIZRIEKAT Requestld,
4. RHG

PUMMNFIH T O S3SMEERAIEIRNT , BtERF AT ERG.

U]

RS AR
InternalError

ResourceNotFound
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EILEFAYE: 2024-10-18 10:38:42

1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
KRR ERSER SR SRR
BOABECIERIMERIRS] : 200%/70,

EOEEAE : 2022-11-08 16:30:42,

EOBIOEE &N,

2. ANSE

IIFERSHGIRGIH T ROBERSEO 2HSE

SHEIR W

Action —

Version =

Region =
3. iS4

SHER

AttackLogs

Baseline

Bash

BruteAttack

EffectMachineCount
EmergencyVul
EventsCount
HostLogin
LinuxVul
Malware
PrivilegeRules
ReverseShell
RiskDns
Sysvul
WebVul
WindowVul

Requestld

FEFNULL

=
=

=
[==}

A

]
SecurityEventInfo
SecurityEventInfo
SecurityEventInfo
SecurityEventInfo
Uint64

SecurityEventInfo
Uint64

SecurityEventInfo
SecurityEventInfo
SecurityEventInfo
SecurityEventInfo
SecurityEventInfo
SecurityEventInfo
SecurityEventInfo
SecurityEventInfo
SecurityEventInfo

String

WRFRE - BRmERMEX

TEAHSHGIRDATERSL,

St A

String

String

String N
A
WA X BG4
REELARNGE

[SIEEEEg EESIvES L
bR EESIlvE I
2L
ImESYEhEEPSIvE SRS
FBEEM4EE
BREHERRGEG
linuxERSERIASEHEE
AEZHBRKILEEM
! 2% EPSivE S R
S23EShelltER BG4
RSVER =P SIE LS
RIFERRXBS S

Web i FHimIAMER XSG
window RGEmAEHEE

E—iEK D , BREREPLIRE. EIDMEFERAZRIERAT Requestld,

AHSE, ANMEOBYE : DescribeSecurityEventsCnt
AHSE, FEORE : 2018-02-28

HEH , AEROTFEGBUSH.
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4. FERMY

PUMMRFE T O SSIBIEREKAEIRN , BEtERIFE AR,

de

EIRIY Ak
InternalError

ResourceNotFound

InternalError.MainDBFail

InvalidParameter
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1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
A0 (DescribeSecurityTrends) B3R Z 2B HFIHEUE.
BB RIMERIRS] : 200%/70,

EOSEHRATE : 2022-05-20 15:12:33,

RO E &N,

2. ANSE

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHEWR Wik
Action 2
Version p=3
Region =
BeginDate 2
EndDate 2

3. S

SHER

BaseLines
BruteAttacks
CyberAttacks
HighRiskBashs
MaliciousRequests
Malwares
NonLocalLoginPlaces
PrivilegeEscalations
ReverseShells

Vuls

Requestld

4. FEiRMY

PUMMNFIH T O S3SMEERAEIRNT , BRI ARG,

R

FEFNULL

iy

iy

|

iy

*7é

2

SecurityTrend
SecurityTrend
SecurityTrend
SecurityTrend
SecurityTrend
SecurityTrend
SecurityTrend
SecurityTrend
SecurityTrend
SecurityTrend

String

WRFRE - BRmERMEX

String NHBE, AEOBYE : DescribeSecurityTrends
String NHBE, AEORE : 2018-02-28

String AHSH, NMEOLFEERLSEH,

Date FF4ARE) , 40 : 2021-07-10

Date #EERATE] , 40 : 2021-07-10

fhx

Bt iR,

BIORBE R EERE.,

MBI B RS,
Sy Rt =R
TEIERGHEUREE.
ANEEHFHEEREE.

SHEREMRTEIERA.

RN,
[3#shellZEit EiEEER.
imRSE SRR,

W—ER ID , ®REREPLIRE. ENDRHREERAEZAIER Requestld,

U]

FNZzE (CWP)
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FRIRMG b}
InternalError

InvalidParameterInvalidFormat

MissingParameter

InvalidParameterlllegalRequest

InvalidParameter.DateRange

InvalidParameter

InvalidParameterValue
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1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
SREUESS RRT

BOMZOERIEIRE) © 200%/%,

B EHHASIE : 0001-01-01 00:00:00,

EOBRIOEE NEN,

2. NS

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHER itk FS¥FNULL KA

Action — & String

Version = = String

Region = & String

TimingScan & & Bool

UuidCnt — S Uint64
3. S

SHER ESidl b}

Duration Uint64 ESTRFBENEHS , BLLA5

Requestld String

4. FEiRMY

PUMNFIH T O S3SIEERAIHEIRIT , BRI ARG,

de

FHIRED
InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue

WS : BRmEmEX

Tk
Eas

AS

SH , ANEOEYE : DescribeTaskDuration

>

HS4 , AEOBYE : 2018-02-28

HEH , AROTFEEGBLSH.

>

REENE
FEHTESHENE

E—iEK D , BIREREPIRE. EADMEFERAEZRIERAT Requestld,
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EILEFAYE: 2024-10-18 10:38:42

1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
BT g ARFIERARA 24,
EOANEZOIBRIREIRS : 200%/70,

EOEFAE : 2023-01-09 11:35:47,

EOBEIRESE EN,

2. ANSE

UFERSEFIRGIE T EOBSRKSEMED AHLSE |, REAHSHPIRDALERSL,
SEETR D250 FOUFNULL St i
Action 2 & String NIESE , AZEOBYE : DescribeVersionStatistics
Version 72 & String AHBE, AEORE : 2018-02-28
Region = & String AHSH , AEORFEERBUSE,
A s
3. S
SEETR ESid) ik
BasicVersionNum Uint64 EHithRggE
GeneralVersionNum Uint64 LEhREE
ProVersionNum Uint64 Bl hREE
UltimateVersionNum Uint64 TEMAREE
Requestld String H—IEK ID , 8REKRESRE. EGRAFREREZXIERE Requestld,
S
4, %EI]?E

PUBUE T O SSIBIEERRERED |, EtERIGIF N A IR0,
FEIRED

InternalError

InvalidParameter.ParsingError

InvalidParameterInvalidFormat

MissingParameter

InternalError.MainDBFail

InvalidParameter

InvalidParameterValue

WS : BRmEmEX
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1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
REESIdSHIEETRESIERS
AR ISRITERIR S : 200%/70,

$EOEEATE : 2022-05-20 15:12:33,

OB E NN,
A s
2. MASE
LATBERSEHGIRGIE T EOBEKSEFRD AHSEL,
SHER Wi AEFNULL
Action 2 &
Version 2 &
Region = a
Filters &5 &
ModuleType 2 =
Taskld 2 &
A s
3. tHEE
SHER E3id) i)
Taskld String
Requestld String W—iExk ID ,
H 33
4, I'EEI]?E

PUMMBIH T3 OLSSSEERAEIRT | BtERDFER

RS

InternalError
InvalidParameterInvalidFormat
MissingParameter
InvalidParameter

InvalidParameterValue
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=oES

L=/N

String
String
String
Array of Filters
String

Uint64

NSRS

FNZzE (CWP)

t2% , ANEOBYE : ExportScanTaskDetails
RHEHSH, FEOBYE : 2018-02-28
REBY, NEORFRERILSH.
iSiESEL : ipOrAlias ( fRSS28%2/ip )
fEERSEAY | LERME © Malware AT, Vul J&i@ , Baseline H4;
FREURIESSId ( FREFHSHSHARLNEXCelfYESId )

SHARIEGMEXCelRIESI ( REFASHARIEIESI )

SKEPSIRE], EAREA R ERHIZRIERN Requestld,
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BRILEFATE: 2024-10-18 10:38:42

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
SRS

BUAZEOERITERIRE] © 200%/%5,

EOEFRAIE : 2022-05-20 15:13:13,

EOBEIRESE EN,

2. ANSE

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEIR D25 FEEFNULL St %
Action =2 & String AH2E, AEOBYE : ExportSecurityTrends
Version 2 a String NH2E, AEOBYE : 2018-02-28
Region = B String NHEH, MEOLFTBEBRLSE,
BeginDate 2 S Date FroaRTEl
EndDate — &= Date ZEERATIE)
A sz
3. s
SEER il A
DownloadUrl String S R R,
Requestld String BE—IEK ID , 8REKRESRE, E7ERAREEREHZRIERA Requestld,
H 2
. HIR0S

PUMMRFIH T O SSIBIRRXAEIRNG , BRI A IR,
R A

InternalError
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SESHES

BRILEFATE: 2024-10-18 10:38:42

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
RTFRESHEIEERNBEYF
BRAEOISRIRERRS : 200R/%0,

FEOEEAE : 2022-05-20 15:12:33,

ORI NN,
A g
2. MASE
UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SHEIR DA FEEFNULL HAY A
Action 2 &5 String NH2%, KIZEOBYE : ExportTasks
Version 2 & String AHBE, ANEORE : 2018-02-28
Region 2 & String AHBH , MEOFTEEBISE,
Taskld 2 & String {EEID
A @,
3. HSE
SHER ESicl R
DownloadUrl String TR
Status String PENDING : IEFE4ERY FEHERE , FINISHED : TEGHEDARL , ERROR : MESEEREBR
Requestld String W—iEK ID , @RIEKREPSIRE., EAIDMAIHEEREZRIEKAY Requestld,
Hyx3
4. 3eiRtE
LA T 5O S B IERXAEIRD , EfbiERIEEFEN AR,
IR A

InternalError

ResourceNotFound
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EILEFAYE: 2024-10-18 10:38:42

1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
yunapi response

BRAZCIERITERIRE] © 200%/%,

#EOSEFRAE : 0001-01-01 00:00:00,

EOBEIRESE EN,

2. ANSE

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHEWR Wik SRYENULL 2R

Action P & String

Version — S String

Region = & String

All & S Bool
Array of

Excl I 5

xcludeld a | &' Uint64

Filters = = Array of
Filters

<li>Type - String IFAZS 0: SR 1 EATH - BRMIE F</li>

<li>Status - String EHHMBRE 0 FME L BRIE2 : BIIE3: BR

fig 4 : Bk - REWIE: T</li>

<li>SrclIP - String SEJEIP - EFWMIE: F</li>

<li>DstPort - String IEHBiRmA - EEMIE F</li>

<li>MachineName - String EHEFR - EEHE: F</li>

<li>InstancelD - String FANLHID - EEWIE: F</li>

<li>Quuids - String E#lcvm uuid - EFMIE: F</li>
Array of

I = =

ds I Uint64

Status & & Uint64

N s
3. mHSE
SHER ESicl i)
Requestld String H—EK ID , ®RIEKRESIRE]., D@ EEREIZRIEKA Requestld,
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FNZzE (CWP)

B

-
AHSE, FEONE :
ModifyEventAttackStatus

N

NHBH, AEORE : 2018-02-28

N

AHBH , FEOFFEEBLSH.

REEHEE , ESXERISEEHTIRE .,
Hids AR, WSHFT

HEpRATiId

Uk S

FEEMELd 5B |, TR

0: 4B 1: BME2: BiIH3: BRI
4 : Bk
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4. RIS
PUMMRFIH T O SSIBIERRAEIRN , EERISFE I A TEIRT.
FRI=tG A

InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue
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1. #EOfA

HEOERIEES © cwp.api3.finance.cloud.tencent.com,
RIS i d it B AR S SR B 2 RS
BOABEOIBRITERIRS] : 200%/70,

EOEFHHETE : 2022-05-20 15:13:13,

FEOBHOEE N,

2. NSEY

IUTFERSHGIRNGIH T EOBERSEIRD NHLSH , REAHSHGIRD ISR,

SHER Wik FEYFNULL ESidl ik
Action 2 = String AHS#, AEOEYE - ChangeRuleEventsIgnoreStatus
Version =2 & String 2%, ANZEOEYE : 2018-02-28
Region 2 & String AHBY, FEOTTFEEBUSH,
EventldList a & Array of Uint64 EHidEE
IgnoreStatus = ES Uint64 RIS OBGHZEE ; 17288
RuleIdList i & Array of Uint64 IR A&
3. S
SHER ESic] Tk
Requestld String H—EK ID , ®RIEKRESIRE], EfTEEEREIZRIEKAT Requestld,

4. EIRMY

PUMMRFIH T O SSIBIERKXA0EIRND , BEERIFE AR,

B
B

FRIRD

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
MissingParameter
InvalidParameter

InvalidParameterValue
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1. EOfEA

BOEREE
IRIEEIR SR AR
BOABEOIERIRERIRS « 20R/F2,
#EOSEFRAIE : 2022-05-20 15:13:13,

cwp.api3.finance.cloud.tencent.com,

FNZzE (CWP)

OB E NN,
A s
2. NS
LUIFERSEFIRNGIE T EOBSRSERESDAHLSE | REAHSHPIRD A LS RSL,
SHER W% ARYFNULL 3R R
Action 2 &5 String NH2% , KIZOBYE : CreateBaselineStrategy
Version 2 & String AHBE, AEORE : 2018-02-28
Region 2 = String AHBH , MEORTEERI S,
Categorylds 8 & Arey Of sk TSRS, O [1357]
IsGlobal = & Uint64 RESCERE LIRSS, L2 05, AINALEEWAREN
MachineTvoe o = Strin REHER : <br>CVM : EBHIEN <br>BM : BEE<br>ECM : G+ EFH <br>LH ; REN RS
yp = = 9 <br>Other : [B&=H128
Quuids 5 & Array of EHdERA. 6 ["quuidl”,"quuid2’]
String
RegionCode 2 S String M. =B "ap-guangzhou”
ScanAt 2 & String TERRGIATIE] , ZAJE AR, M) 22:00", TE22:00 T RGN
ScanCycle 2 B Uint64 ME, XSRS DT TR R 2, TRE2RHTEN—X.
StrategyName 2 & String HRRBZFR
A e
3. mHESE
SHER ESil A
Requestld String K—iEK ID , XEKREBSIRE], BRI HEEREIZXIEKA Requestld,
_-ti\
4. %EIBI:IE
PAMBIHE T 8O S IERXAEIRS | BERGIFE N A HEIRD
i) A
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
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FRIRMG R
MissingParameter

ResourceNotFound

InvalidParameterlllegalRequest

FailedOperation.NoProfessionHost

FailedOperation.TooManyStrategy

InvalidParameter

OperationDenied

InvalidParameterValue
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BRILEFATE: 2024-10-18 10:38:42

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
TRIBEZRES i AR SRRE

ERAECIERINEIRE : 200R/7D.

AT : 2022-05-20 15:13:13,

EOBEIRESE EN,

2. NS

UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SEETR Whi FBEFNULL it b
Action 2 5 String NH2% , KIZOBYE : DeleteBaselineStrategy
Version z & String AHBE, AEORE : 2018-02-28
Region 2 = String AHBH , MEOFTEERI S,
Strategyld 2 FiS Uint64 HEHRRgId
A s
3. mHESE
SHER ESil A
Requestld String H—iEXK ID , XEKRESIRE], EfEAFEEREIZXIEKA Requestld,
H >
4. s5iRS
UTMBIHE T OIS BEBXIEIR | BRI AT E =G,
=) A

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
MissingParameter
InvalidParameter
InvalidParameterValue

FailedOperation
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1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
TR SRR d B R RS AR R SR it
BUNEOIERSTERIRE : 200R/7D,

#EOSEFRAE - 2022-05-20 15:11:35,

EOBEIRESE EN,

2. ANSE

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHEBIR Wit FEYFNULL
Action = &
Version = =
Region 2 &
Strategyld 2 a
A s
3. B
SHEWR Sl fiik
IfFirstScan Uint64

IsGlobal Uint64 EReRSSE 1-20-5
LatestScanTime String =3 = on [N
ScanHostCount Uint64 PRSSEREEN
ScanRuleCount Uint64 TR

Requestld String

4. EIRAY

PUTMMRFE T 1RO SSIBIERRA0ERITG , BRI AR

FHIRED

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
MissingParameter
ResourceNotFound

InvalidParameter
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~HSE, AEOEYE : 2018-02-28

HEH , AEROTFEGBUSH.

>

HE5mgid

E—EK ID , SREREPIRE. EDRNFERAIZRIERA Requestld,
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EOEKES © cwp.api3.finance.cloud.tencent.com,
ERELEMEETIER

BOMECERINEIRE) © 200%/%0,
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Limit S a5 Int64 BR#ISZELEAL0,5A100
Offset B S Inte4  {REEE BKIA0
Order = = String  HEFEJSTL: [ASC:FHRF|DESCIER]
A e
3. e
BB E3id) R
List BaselineHostDetect i
Total Int64 R
Requestld String H—EK ID , ®RIEKRESIRE]., EAIEHEEREIZRIEKAY Requestld,
4 3
4. %EBE

UM T O SSIBIERXAEIRNG , BAbEIRDIFED
FERAD
InternalError
InvalidParameter

FailedOperation

WRFRE - BRmERMEX

NHFEIRG.
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O BASTCE 122 (CWP)

SRENBRSHRN EHLFZR

BRITEFAYE: 2024-10-18 10:38:43

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,
RENZREFRIN IR
AR ISRITERIR S : 200%/70,

FEOEEATE : 2022-08-23 15:28:44,

OB E NN,
A s
2. MABSEH
LUIFERSEFIRNGIE T EOBSRSERESDAHLSE | REAHSHPIRD A LS RSL,
SEETR WA FEVFNULL it A
Action =2 &5 String NH2%, AIZOBYE : DescribeBaselineHostIgnorelList
Version 2 S String NHEBE , AEOBYE : 2018-02-28
Region 2 B String AHBH , FEORFEEBISH,
Limit & &= Int64 PRI 24, BIAL0, 54100
Offset = = Int64 w52 EIA0
RuleID 2 & Int64 BRI
A g
3. mHSE
SHER HE i
List BaselineHost I
Total Int64 R
Requestld String W—iEK ID , ®XIEKEBSIRE], EAIUMANFEEREZRIEK Requestld,
Hyx
4. F5iRS
UTMBHE T OB ERRIEIRD | EftEREBiEN AL EIRD,
HiRh A

InternalError

InvalidParameter
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O BASTCE

SRENE LRSS 23 XS TOPS

BRILEFATE: 2024-10-18 10:38:43

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
IREVE LRSS EEMEETOPS
BOABECIERIMERIRS] : 200%/70,

O : 2022-08-23 11:55:23,

ORI NN,
A s
2. MABSEH
UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SEETR WA FEFNULL it b
Action 2 & String NH2% , KIZOBYE : DescribeBaselineHostRiskTop
Version E & String AHBE, AEORE : 2018-02-28
Region 2 = String AHBH , MEORTEERISE,
Policyld &5 = Int64 FRRRID
A s
3. mHESE
SHER ESicl Ak
HostRiskTop5 HostRiskLevelCount X topS
Requestld String W—iEK ID , 8XEKESIRE], EBAIHEEREZXIEKA Requestld,
e m o = |
4. RS

PUMMRFIH T 1RO SSIBIERKAERN , BEtERISFE A TEIR,

B
&

RS
InternalError
InvalidParameter

FailedOperation

WS : BRmEmEX

FHZE (CWP)
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O BASTCE

SRENE SRR

BRILEFATE: 2024-10-18 10:38:43

1. EOfEA

FHZE (CWP)

HEOERIES : cwp.api3.finance.cloud.tencent.com,

SREVE LA IRAIFIZR
BOAZOERIERIRS : 200R/70.

$EOEEATE : 2022-10-13 10:14:09,

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

OIS E X EN,
A 1

2. MASE
SHER % RIFNULL KR
Action — 5 String
Version 2 = String
Region 2 B String
By & B String

Array
Filters = = of
Filter
Limit = = Int64
Offset 5 = Int64
Order ES &5 String
A s

3. mHSE
SEER &S]
List BaselineltemDetect
Total Int64
Requestld String

4. RS

B

-
#s

)\

1 , AN3ZOHYE : DescribeBaselineltemDetectList

N

HSE, AEOEYE : 2018-02-28

N

AHSH  AREOFFEERNSH,
AR [HostCount|FirstTime|LastTime]

<li>Hostld - string - 2&#4E : & - EHUId</li><br><li>Ruleld - int64 - 2&M%E : & - #MId</li> <br>
<li>Policyld - int64 - BEWE : & - FIAId </li> <br> <li>ItemName - string - 28 ,Z\iE & - Iig#R</li> <br>
<li>DetectStatus - |nt BEENE T - IPRZS</li> <br><li>Level - int - EBWE : & - KEZgK</li><br>
<li>StartTime - string - 27WIE : & - FHHARTE </li> <br> <li>EndTime - string - 2&WMIE : & - Z5RAHaE</li>

PREISZE BRIAL0,5 K100
{RIEE,BIA0
HEF 733 [ASC:FHHFR| DESC:FERR]

E—ERID , ®RIERERE., EUDRHEERAZXIFRAY Requestld,

PUMMNFIH 73O SSBEERAEIRND , BRI N ARG,

RS
InternalError
InvalidParameter

FailedOperation

WRFRE - BRmERMEX
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O BASTCE 4z (CWP)
SREN R REA NG 2=
B EHATE): 2024-10-18 10:38:43
1. #ZOEA
HEOERIES : cwp.api3.finance.cloud.tencent.com,
IREVZRSHINIRZ IR
EAB IS RIERIR S : 200%/70,
FEOEHATE : 2022-08-23 12:03:58,
ORI NN,
2. MANBH
UFERSEFIRGIE T EOBSRKSEMED AHLSE |, REAHSHPIRDALERSL,
SHEWR Wi FEEFNULL ESid] ik
Action =2 5 String NH2%, KIZOEYE : DescribeBaselineltemIgnorelList
Version E sy String NHSH, ANEOEYE : 2018-02-28
Region = & String AHEBH , FEOFTFEEBISH,
< = ) B ERIIMART L,
B A A string S (D]
: < - . [l oapl o S
Filters & a Array of Filter <li>Catgoryld - int64 - SR : 7 - A </li>
L - - i wop/ e S 1%
Hmit A = nted BRAHI S  BRIAL0, 8K 100
IHBERIIMART L,
= =
Offset B & Int64 ERISEEENA
. [l ool S
Py =
Order & § string HE =, [ASCFHFIDESC]
= < IHBHIIMRT L,
RuleID = a Int64 p—
3. BHES
SHER i) R
List BaselineltemInfo I
Total Int64 S5
Requestld String H—i5K ID , @RIEKREPSIRE., EAIDRAIEEREZIRIEKAY Requestld,
4. RHG
PAMBIE T 5O S B IERXAEIRD , EfbERISFEN A SR,
R R
InternalError
KRINFRE  BRESRER £5268 T 585X
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FRIRMG R

InvalidParameter

SRINESANIHER

WS : BRmEmEX 28269 TW #585)
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O BASTCE

1. EgOEis

SRS
IREVEEATIIIER

cwp.api3.finance.cloud.tencent.com,

BOMECERINEIRE) © 200%/%0,

FEOSEFAATE : 2022-08-23 15:38:03,

EOBEI S S L,

2. NS

TFERSHGIRGIH T ROBRSEHRO N HESH , =B

SHER ik

Action 2
Version =
Region 2
By B
Filters ES
Limit &
Offset &=
Order =
A sy
3. s
SHER
List
Total
Requestld
HxE3
IR

FBEFNULL

iy

|

]|

iy

I

oy

S

S0

String
String
String
String

Array
of
Filter

Int64
Int64

String

BaselineltemInfo

Int64

String

N

N

BpeiazlEE2]

<li>ItemId - int64 -

int - 28WIE :

HEHPIRNLITERSE

7_

NHESE, AEOEYE : 2018-02-28

AHSH , AEOFFTEREBLSH.

B

- FId </li>

PRAISZEL 2RIN10,524100

Rz FIA0

HeFr = [ASCHHE|DESC: PR

i)
HERYIE
ISES=E

H—EK ID , ®RIEREPSRE, ETENTFERIEMHZXRIERAT Requestld,

PUTMMRFIE TR O SSIBIEMERA0ERIG , BRI A

RS

InternalError

InvalidParameter

WRFRE - BRmERMEX

W
&
:

S8y, ANEOEYE : DescribeBaselineltemInfo

- Ild </i> <br> <li>Policyld -

int64 - 2EWE ©

B
&

FNZzE (CWP)

- Iald </i> <br> <li>Level -
int- EA0E & Hﬂﬁv&</ll><br> <li>ItemName - string - E&M%1E : & 7f_L,LJIﬁ%_7-</I|><br> <li>Ruleld -
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O BASTCE

SRENE LG NSRS IR

BRITEFAYE: 2024-10-18 10:38:43

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,
SRENEA TN R 2=

BOMZOERIEIRE) © 200%/%,

BEEOEFHASE : 2022-10-13 10:13:14,

EOBRIOEE NEN,

2. NS

IIFERSHGIRGIH T ROBRSETDO 2HEH | mBAHSHGIRDATERS,

SHER % SRIFNULL KR I
Action =2 5 String 2%, ANZEOEYE : DescribeBaselineltemList
Version E & String Q5 AEOEYE : 2018-02-28

Region g e String  AHSH, MEOFLFTELRISEH,

By & S String  EN%&HIES

<li>Policyld - int64 - 2EWE : 75 - 5RE&Id </li> <br><li>Ruleld -
<li>Hostld - string - 2&%E : 7 - EE?f)'LId</Ii> <br><li>HostName - string - & Z\iE & - ENE</li><br>
<li>Hostlp - string - 2&E : & - EHIP</li><br><li>Itemld - String - EFME : & - &Rl </li> <br>
<li>ItemName - String - E&%1E : & - I;ﬁ%f"’</|i> <br> <li>DetectStatus - int - 2EXIE : & - 1@UKS[0:RE
- K& </li> <br> <li>StartTime - string - 8%

- GEERAIE) </li>

Array
Filters = &= of
Filter

19| 3485 | 54N AR </li> <br> <li>Level - int -
18 & - FHARTE </li> <br> <li>EndTime - strmg

FNZzE (CWP)

int64 - EEWMIE : & - NId</li> <br>

Limit 5 5 Int64 PRSE, RN L0, 5 K100

Offset S B Int64 fm#EE, EAIA0

Order & ) String  HEFAR: [ASC:FHR|DESCIER
A e

3. S

SHER St R

List Baselineltem I

Total Int64 ISty

Requestld String W—iEK ID , ®RIEKREPSIRE., EAIMAITHEEREZRIEKAY Requestld,
+H 33
. FHIR0S

PUMMRFIH T O SSIBIERRAEIRNG , BEERIFEI A HEIRE.

$Ellf
InternalError

InvalidParameter

WRFRE - BRmERMEX
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O BASTCE

SRENE NI TOPS

EILEFAYE: 2024-10-18 10:38:43

1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

IRENELLAGMIRTOPS
BRAEOISRIRERRS : 200%/%0,
O EEHAE : 2022-08-23 15:35:07,

RO E &N,

2. ANSE

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHER Wik FEYFNULL
Action 2 &
Version —= &
Region 2 &
Policyld a &
A g
3. S
BHETR e
RiskItemTop5 BaselineRiskItem
Requestld String
H >0
4. 55IREG

PUTMMRFIH TR O SSIBIERRA0EIRIS , BRI A EIR

RS
InternalError
InvalidParameter

FailedOperation

WS : BRmEmEX

s

EREA

HS8 , AEOBYE : 2018-02-28

>

RHBH, FEOFFEERLSH.
SRBRID

E—ER ID , RIERERE. EADRFERAZRIERET Requestld,

B
&

FHZE (CWP)
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O BASTCE

SRENE SRR IZR

BRILEFATE: 2024-10-18 10:38:43

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
FREVELRERAE TR
BB OIS RIMERIRS] : 200%/7D,

EOEEATE : 2022-08-23 12:03:23,

FHZE (CWP)

ORI B NS,
A s
2. MABSEH
UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SHEWR Wi FEEFNULL ESidl i)
Action — & String NHE2E, KIZOHYE : DescribeBaselinePolicyList
Version z & String NHEHSE, AEORYE : 2018-02-28
Region 2 & String AHBH, MEOLTFEERLSE,
By S S String mEHERES: [RuleCount|itemCount|HostCount]
Filters &5 5 Array of Filter <li>PolicyName - String - &1 : & - FREREIR</li>
Limit & & Int64 PRFISREL ZKIA10, 52100
Offset = S Int64 22800
Order E = String Hem = [ASC:FHE|DESC: R
A s
3. mHESE
SHER il b
List BaselinePolicy 7
Total Int64 BE
Requestld String BE—IEK ID , 8REKRESRE. EUEREHEEREHIZRIFRE Requestld,

4. FEIRMY

PUMNFIH T O S3SIEERAHEIRNT , BRI ARG,

de

RS
InternalError

InvalidParameter

WS : BRmEmEX

6273 T H585m
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O BASTCE

SRENE L 02853

BRILEFATE: 2024-10-18 10:38:43

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
RENE L35 1IFR
AR ISRITERIR S : 200%/70,

EOEEATE : 2022-08-23 15:22:40,

OB E NN,
A s
2. MASE
UTBERSEHGIRRGIE T EOEKRSEFRD AHESEH , RBAHSHGIRDAHLERSE,
SHER Wi FBEFNULL KA i)
Action 2 & String NH2%, KIZOHBYE : DescribeBaselineRuleCategoryList
Version 2 & String AHBE, AEORE : 2018-02-28
Region 2 e String AHBY , MEORFEEBLSE,
A sy
3. S
SEETR ESicl ik
List BaselineCategory 7
Requestld String H—iEK ID , REKRESIRE], BRI HEEREIZXIEKA Requestld,
H I
4. %EIBEE%

PUTMMRFIH T 1RO SSIBIERXA0ERND | EtbERISFE AR,

U=}

HIRFS A

InternalError

WS : BRmEmEX

FHZE (CWP)
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O BASTCE

SRENE LA NG

BRILEFATE: 2024-10-18 10:38:43

3z AR
1. #ZOFA
BBk © cwp.api3.finance.cloud.tencent.com,

SREVELANENGIZR
BOAZOERIERIRS : 200R/70.

EOEEATE : 2022-08-23 15:35:47,

FHZE (CWP)

ORI B NS,
A s
2. MABSEH
LUIFERSEFIRNGIE T EOBSRSERESDAHLSE | REAHSHPIRD A LS RSL,
SHER % AIFNULL R ik
Action =2 5 String nNHE2# , ANZOEYE : DescribeBaselineRuleDetectList
Version 2 S String  AHSE, ANEROEYE : 2018-02-28
Region 2 e String  RHBE, MEOAFTEEBLSH.
By & & String AEHERR: [HostCount|FirstTime|LastTime]
Arra <li>Policyld - int64 - EFWE : & - FRIId</li> <br><li>Itemld - int64 - EFWMIE - SERRId </li> <br>
Filters = = of Y <li>RuleName - string - & ,Z\tE & - HIZFR</li> <br> <li>DetectStatus - int - E*f ME B - KTIPRES < /li>
= = Filter <br> <li>StartTime - string - E2&M4E : & - FFAFAHEI</Ii> <br> <li>EndTime - string - 2&WE : 7 - £5AJE
</li>
Limit & a Int64 PRAISZEL 2AA10,52K100
Offset = & Int64 w5 e ERA0
Order &5 5 String HEF A [ASC:H | DESCRERF]
A q
3. s
SHER &3] A
List BaselineRuleDetect 7c
Total Int64 ot
Requestld String H—iEK ID , RIEKREIRE, BRI EERHIZRIERAN Requestld,
H 2
4. seiRS
LA T O SBIERXAEIRD , EEREE N A IR,
IR A
InternalError
InvalidParameter
RS - B e EX 585275 T 585X



O BASTCE

SRENE L BRI

BRILEFATE: 2024-10-18 10:38:43

1. EgOEis

ROERES
SRENEL RN 2=
BOAZOERIERIRS : 200R/70.

EOEHATE : 2022-08-24 13:37:14,

cwp.api3.finance.cloud.tencent.com,

OB E NN,
A s
2. MASE
LATBERSEHGIRGIE T EOBEKSEFRD AHSEL,
SEER ik RIFNULL ER
Action — 5 String
Version 2 = String
Region 2 B String
By 5 £ String
Filters 5 5 Array of Filter
Limit & & Int64
Offset S a Int64
Order S = String
A S
3. mHESE
SHER ESit) R
List BaselineRule VIS
Total Int64 &
Requestld String
N
HIXRN

PUMMGIH T O S3SEERAERT | bR

$Ellf
InternalError

InvalidParameter

WS : BRmEmEX

FNZzE (CWP)

2%, AEOBYE : DescribeBaselineRulelgnorelList
NS, FEORE : 2018-02-28
RHBH, AEOFFRCRLESE,

ARSI [HostCount]
<li>RuleName - String - &%4E : & - SIUETR</li> <br> <li>Itemld- int - 2EHE :
PRIHISREL BRIN 10,52 X100

iz E BIA0

Hem = [ASC:THE|DESC: R

HE—iEK ID , BRIEKRESIRE], EAARRA R R HZIRIERE Requestld,

NHFEIRAS,

%276 M
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O BASTCE

SRENELAINZIZR
BRITEFAYE: 2024-10-18 10:38:43

1. EgOEis

ROERES
SRENELLANGIZE
BOAZOERIERIRS : 200R/70.

OISR : 2022-08-23 12:03:09,

cwp.api3.finance.cloud.tencent.com,

IIFERSHGIRGIH T ROBRSETDO 2HEH | mBAHSHGIRDATERS,

OB E NN,
A N3
2. MASE
SHER Wik SVFNULL
Action =2 &
Version = =
Region = B
By B £
Filters & &
Limit & =
Offset = &
Order & &
A M2
3. s
SHER - St
List BaselineRule
Total Int64
Requestld String
H >
%EIBE

PUMMRFIH T 1RO SSIBIEERA0EIRIS , BRI A

RS
InternalError

InvalidParameter

WS : BRmEmEX

=]
String
String
String
String

Array
of
Filter

Int64
Int64

String

ﬁﬁi

Js
&

¥ , A4EOEYE : DescribeBaselineRuleList

>>

HS¥ , AEOBYE : 2018-02-28

I

HE¥ , AEOLTEEGBLSHL.

>

AEHES

<li>RuleName - String - &8 :
%')T',AJ%*</I|><br><I|>Ru|eType

5 - MNLZFR</li><br><li>Categoryld - int64
mt EEMIE : B 0RE LAEENX - MR </li>

PREISKEL 2RIA10,52K100
RIS R BIA0
HEF 752 [ASC:HFF|DESCHERF]

E—ER ID , ®RIERERE., EDRHERAGZXIERA Requestld,

FHZE (CWP)

-EEAME B

%277
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O BRTTCE NS (CWP)
vy = PAN
IRENELE55 SR
RIS FATE): 2024-10-18 10:38:43
3z g
1. #ZOfA
HEOERIES : cwp.api3.finance.cloud.tencent.com,
REVELIEOSFIE
EAB IS RIERIR S : 200%/70,
FEOEHAHE : 2022-08-23 15:29:50,
ORI NN,
A s
2. MASE
UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SEETR WA FBYFNULL i) R
Action 2 & String nHE2# , ANZOEYE : DescribeBaselineWeakPasswordList
Version = & String AHBE, AEORE : 2018-02-28
Region 2 & String AHBH , MEORZBEBMLSE,
By S S String AEHEFRS [CreateTime|ModifyTime]
Filters & & Array of Filter <li>WeakPassword - string - E&WMIE : & - 5505 </li>
Limit & S Int64 PRA#ISZEL EAIA10,52X100
Offset & 5 Int64 fm#EE, EAIA0
Order S Es String HEFF7= [ASCHHEF|DESC:RE)
A s
3. IHSE
SHER E-Sit) ik
List BaselineWeakPassword 7
Total Int64 ISt
Requestld String H—EK ID , ®RIEKRESIRE]., EfIEEEREIZRIEKAY Requestld,
it\
4. F5iRS
LA T 5O S B IERXRIEIRD , EfhEmRSiF N A IR
RS EESG
InternalError
InvalidParameter
RS - B e EX 278 T1 #£585m



O BASTCE

SREN 2 W7 IR

BRILEFATE: 2024-10-18 10:38:43

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

RENE KRR
BRAEOISRIRERRS] : 200R/%0,
$EOEEATE : 0001-01-01 00:00:00,

EOBRIOEE NEN,

2. NS

IUFERSHGIRGIH T ZOERSEE D 25t

SHER WAIE
Action —
Version =
Region =

3. FitH24y

SHER ESid)
List VulStoreListinfo
Requestld String

4. EIRAY

PUTMMRFIH T 1RO SSIBIERXA0ERND | EtbERISFE AR,

iRt
InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue

WS : BRmEmEX

FEFNULL

=

=
(=]

a

S REAHSHGIRN ALK

s
String
String
String
Tk
mRER

AHBE , AEOBYE : DescribeHotVulTop
AHSE, NEORYE : 2018-02-28

AHBY , FEOFF2EBLSH.

E—ER ID , ®RIERERE, EUDEAHERAGZXIFRA Requestld,

U=}

FNZzE (CWP)
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O BASTCE 4z (CWP)
—_— = A
zﬁﬂy ﬁ_luﬂlgx&/ﬂﬂﬂ’]ﬂuﬂ *DIH—Mn:u\
EIAEHAETE): 2024-10-18 10:38:43
3z g
1. #ZOfA
BBk © cwp.api3.finance.cloud.tencent.com,
RN — 2 Z MRS NTFIETIER
AR ISRITERIR S : 200%/70,
FEOEHASE : 2022-08-23 12:05:46,
ORI B NS,
A s
2. MABSEH
UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
BHER WMk ARFNULL KR T
Action =2 5 String NH2%, KIZOBYE : DescribelgnoreHostAndItemConfig
Version 2 = String NHEBE , AEOBYE : 2018-02-28
Region 2 e String AHBH , MEOFTEEBISE,
Filters = = Array of <li>Itemld - int64 - EEMIE : Iﬁ1d</|><br> <li>Ruleld - - EBWIE F - #Sid</li> <br>
= = Filter <li>Hostld - string - 27 Miﬁ D& - EHUD</li>
A s
3. S
SHER i) A
HostSet BaselineHost SENEENL
ItemSet BaselineltemInfo SR IIR
Requestld String K—i5K ID , @RIEKEPSIRE, EAIDRIEEREZIRIEKAY Requestld,
it$
Hix0D
PABIE T 5O S ZIEEXAEIRD , BfbERISEN A SR,
FHI=tG A
InternalError
InvalidParameter
RINFRE : Bl asfEX 28280 T #585m



O BASTCE

SRENIiRIEES 3R

BRILEFATE: 2024-10-18 10:38:43

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,

REURIRES IR

BOAZOERIERIRS : 200R/70.

$EOEEATE : 0001-01-01 00:00:00,

EOBRIOEE NEN,

2. NS

IUFERSHGIRGIH T ZOERSEE D 25t

SHER

Action

Version

Region

By

Filters

<li>VulName- string - &8 : & - ImE&R</li>

<li>Cveld- string - & : & - cveid</li>

%

\

Wik FRFENULL  3REY

<li>VulCategory- string - E&XIH : & - [BADZ%E 1 Web-CMSiEiRE ,2 MARE 4 Linuxixk
%A, 5 Windows Z4GeimiR </1i>

<li>Method- string - E&WiE : & - 1i75% ORRAIILL, 1 pock&ill </Ii>

<li>SupportDefense- string - EBWIE | & - BESISIHE 0A3TF, 130385 </li>

<li>FixSwitch- string - 2&%E : & - BESIFEINES 07305 13785 </li>

Limit
Offset

Order

3. FitH 34y

SHER
FreeSearchTimes
List

Remaining

s
Uint64
VulStoreListInfo

Uint64

WRFRE - BRmERMEX

=2 5 String
2 &5 String
=2 5 String
= a String
= = Array

= = of Filter
& &= Int64
B B Int64
& a String

fiik
RELZORE
mRER

S BRIRERIL

FHZE (CWP)

B
B

AHSBH, NEONE :
DescribeVulStoreList

\

AHBE, FEORE
2018-02-28

AHBH, FEOFFEEES
flics 8

ai%EHERES: [PublishDate]

PRAISEL ZRIA 10,4100
iz 2=Ro8N0)

HERFA: [ASC:FH|DESC:RE
¥

£6281 Tq H585m
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O BASTCE iz (CWP)

BHER it i)
TotalCount Uint64 B
Requestld String —iEK ID , ®XIEKEPSIRE., EIOIMATEEREHZRIEKA Requestld,
H >3
4. l’EEllEEﬁEJ
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SHER Wi FBEFNULL i) g
Action =2 &5 String NH2E , AEOBYE : IgnorelmpactedHosts
Version <3 & String AHEHSE, AEORYE : 2018-02-28
Region 2 & String AHBY , AMEORFTBEEELSE,
Ids = = Array of Uint64 JREIDELH,
A s
3. mHESE
SHER ESil A
Requestld String H—iEXK ID , XEKRESIRE], EfEAFEEREIZXIEKA Requestld,

4. EIRAY
UG T O SSBIERRAERTD , EftbSERIGIF N2 HEIRD,
HIRY 1%
InternalError

InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat

MissingParameter

LimitExceeded.AreaQuota

ResourceNotFound

InvalidParameter

InvalidParameterValue

WIS : B emEX 6322 1 H585m



O BASTCE 4z (CWP)
— TAN
A
RIS FATE): 2024-10-18 10:38:43
3z A
1. #ZOfA
BBk © cwp.api3.finance.cloud.tencent.com,
— B
AR ISRITERIR S : 200%/70,
ZEOEHAE - 2022-05-20 15:11:35,
OB E NN,
A s
2. MASE
UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SEETR Wik FSFNULL ESicl ik
Action — & String AHEHSE, AEOBYE : ScanVul
Version B & String AHSH, FEORYE : 2018-02-28
Region - & String AHBY  AEORFEEBLSEH,
HostType 2 = Uint64 IRSSEEH S : LERIRSS RS | 2:Bi%RSE:
QuuidList = = Array of String BIi%EARSZSATAERL . EHLquuidiYstringZéR
TimeoutPeriod & S Uint64 HBATRTS BAfERD BRIA 3600 #»
VulCategories & & String TR« 1 web-cmsifiR 2R AR 4: LinuxE{4iRiE 5: WindowsREtiRmiE (S5 5 68)
VulEmergency FS FS Uint64 EEENEREOS1E
Vullds 5 & Array of Uint64 SEHEIRRI
VulLevels 2 B String BESR  1-KE ; 2-9E8 ; 3-BE ; 4-T& (ZEIHR)
A g
3. tHEE
SEER -] Ak
Taskld Uint64 1E£5id
Requestld String W—iEK ID , @RIEKREPSIRE. EAIEMAHEEREIZRIEKAY Requestld,
ﬁ\
4. RS
ARG T O S5 B ERAEIRD , BRI A EIR,
fEIRIG A
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
RS - B e EX 5323 T0 #£585m



O BASTCE iz (CWP)

FRIRMG 1%
ResourceNotFound

InvalidParameterlllegalRequest

FailedOperation.APIServerfFail

FailedOperation.NoProfessionHost

InvalidParameter

OperationDenied

InvalidParameterValue

FailedOperation

WS : BRmEmEX 28324 TW #585)
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X BIHSTCE 422 (CWP)
A
I)I-:‘=IEI|__I EE ETE*.LILHRD
RIS FATE): 2024-10-18 10:38:43
v R
1. #ZOfA
BBk © cwp.api3.finance.cloud.tencent.com,
RREE-ECEO
EONEOIBRIMRRE] : 200R/%5,
ZEOEHAE - 2022-05-20 15:11:35,
OB E NN,
A s
2. MASE
LATBERSEHGIRRFIE T EOEKRSEFRD AHESE |, TBAHSHGIRR .
SEETR Whisk FEFFNULL Bl ik
Action 2 5 String NH2E, AEOBYE : ScanVulAgain
Version = & String NHEBE , AEOBYE : 2018-02-28
Region 2 & String AHSH, AEOLFTEERISEH,
Eventlds = = String imREMidER | SNEEESHR
Uuids & FS String EFRENNESEuUd, ZNEESTE
A g
3. mHSE
SEER Eid) b0
Requestld String W—iEX ID , 8XEKRESIRE]., EIRAEEREZXIEKA Requestld,
it\
4. FHIxREE
ARG T O S5 ER AR , EfhERIDF
EIRY A
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameter.InvalidFormat
ResourceNotFound
FailedOperation.RescanVul
InvalidParameterlllegalRequest
FailedOperation.APIServerFail
InvalidParameter
OperationDenied
RS : B mERmEX 8325 1 #585m



O BASTCE iz (CWP)

FRIRMG R

InvalidParameterValue

TR E

WS : BRmEmEX £5326 TW #585)
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O BASTCE

1. EOHAR

EOEKES © cwp.api3.finance.cloud.tencent.com,
ERIERERE

BOAREOIERITRIRS) : 200R/%5,

EOSEFATE : 2023-03-06 19:25:31,

EOBEI S S L,

2. NS

IFERSHGIRMGIH T ZOBERSEHEO NHEH  RBAHSHGIRDATERSL,

FNZzE (CWP)

BHEIR W AIENULL  KE fA
Action =2 = String AHBE, AEOBYE : ScanVulSetting
Version =2 & String RIESE, KEOEE : 2018-02-28
Region = = String AHBY , MEORFEEBILSEL,
) ILSERIIMAET L.
EnableS = = Uint64
nableScan ) A n ERFEH 177 ORFRE
i . IESERIIMAET L.
== =
EndTime 5 A tring {REESRETIE) , 0 : 08:00
i . IESEXIIMATT L,
= =
StartTime 5 A string SFHARTIE) , 10 : 00:00
) . Jlie 25 oopl S DI
= =
TimerInterval = 2 Uint64 EHRS AR E) (K )
) . . IESERIIMAET L,
== =
TimerTime 5 A String TR , 40 : 02:10:50
) . IS ERIIMATT L,
Uuid = = Al f St
uids & A MAyOrSTNg  sosserEmemENR. VIR, BEEENL , AR,
i . IS ERIIMATT L,
== =
VulCategories = = Array of Uint64 TRIEZEAY 1 web-cmsiEiR 2:RFERE 4: LinuxdX{HRiR 5: WindowsRGRiE, LIEEARES(1,2]
) IS ERIIMATT L,
= =
VulEmergency & & Uint64 ERERAEE0E 12
) IWSHIIIAETIL,
= =
VulLevels 5 A Array of UInt6d o 1 (5 2-o0f5 ; 3515 ; 4-FFE LA TS E(1,2,3]
~ 2
3. MBS
BHETR S sk
Requestld String BE—IEK ID , BREKRESREl E7ERAREERFHZRIER Requestld,

4. EIRD
PUTMMRFIH TR O SSIBIERRAEIRN , BRI A TR,
TR

InternalError

WS : BRmEmEX

B
&
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FRIRMG Tk
InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

InvalidParameter

InvalidParameterValue

WS : BRmEmEX $5328 TW #585m|
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O BASTCE 122 (CWP)

REFOEXEO
BRI R

BILEFATE: 2024-10-18 10:38:43

1. #OfEA

EOIERIHA © cwp.api3.finance.cloud.tencent.com,

CreateLicenseOrder iz LABIZE TR/ IEMARITER STFTT 2RI 2200 [EfI2aiT SR B R0 Akl T 2RI T SR MRS, R A L 2SR I T3
BUAZOERITEIRE] © 200%/%,

EOEHASE : 2022-12-12 15:20:33,

RO E NEN,

2. MINSEY

IMERSEGIRIGIH T HOBERSEDORHSEY |, TEAHSHIIRNAERSH,

SR Wik FEENULL 2R fidk

Action 2 = String ANHSH , AEOBYE : CreatelicenseOrder

Version =2 5 String 2%, NZEOEYE : 2018-02-28

Region = & String AHBY , FEOTTEEBISH,

AutoProtectOpenConfig 5 A String ZFERAER

AutoRenewFlag = a Bool EEENEEE, BARBMELZE. <br>Z2SHIREFBHRER

BillingDefineParams & S BillingDefineParams ﬂﬁgm'

LicenseNum S S Uint64 BINHE | FEMSTRIEE. <br>EiAN1

LicenseType & & Uint64 RNERE, 0 BVhR-#2E1T2E, 12 WhR-BF8AR | 2 IEMR-BFE R <br>EIAR0

ModifyConfig &5 = OrderModifyObject TS

Projectld & = Uint64 IREID .<br>ZkiAA0

Regionld = = Uint64 ﬂ'@iﬂ%i@ﬁ,ﬁiﬁﬁ?% 1 779M,9 FrhnsR. EFIEERT M. FrInEtE A& B AP ESE.
<br>ZiAA1

Tags A A Array of Tags RS, SNRTAZTEHETSE

TimeSpan = = Uint64 M%Ha‘l‘ﬂﬁrﬁxi}kl , Ti%(EN1,2,3,4,567,8,9,10,11,12,24, 36 <br>i&#{NaFE B
=25

3. EHEE

SHER ESid] ik

BigDealld String KRS, BNEZFREE

DealNames String iTERESZER

Resourcelds String RRIDFIR I T RIZFRTE

Requestld String W—iEk ID , ®XIEKESIRE], EAIUHNFEEREZXEKE Requestld,

WS : BRmEmEX $8329 T #585m|
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4. FERMY

PUMMRFIH T O SSIBIERRAEIRN , EERISFE I A TEIRT.

dr

RS e
InternalError

MissingParameter

InvalidParameter

OperationDenied

InvalidParameterValue

FailedOperation

WS : BRmEmEX £330 T #585m)
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O BASTCE

MIFRIZIICR

BRILEFATE: 2024-10-18 10:38:43

1. EgOEis

EOERIER © cwp.api3.finance.cloud.tencent.com,

XN EIR 1T SR B BN T B TR (MBS E R T NI EER)
BOABEOIERIRERIRS « 20R/F2,

EOEFAIE : 2022-06-09 10:49:46,

EOBRIOEE NEN,

2. NS

LITERSHGIRGIE T EOBKRSHIH D A LS, RERAHSHGIRIA SRS,
SHER Witk FE¥FNULL S 5
Action =2 5 String NIESE , AZEOBYE : DeletelicenseRecord
Version E & String AHBE, AEORE : 2018-02-28
Region ! & String AHBH , MEORTEERI S,
Licenseld £ S Uint64 BRUD  BILAFREAUT RS IZRIREN.
LicenseType P! S Uint64 BINZER
Resourceld = a String ZIRID

3. S
SHER ESid) R
Requestld String H—EK ID , ®RIEKRESIRE]., EIEEEREIZRIEKA Requestld,

4. FEiRMY

PUMMNFIH T H O S3SMEERAIEIRIT , BRI ARG,

U]

FHIRED
InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

%331\
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O BASTCE

BERNYPET I

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
ZEOTLBREUR E PO- BB, A MEN N ORI g5 IR
ERAECIERINEIRE : 200R/7D.

AT : 2022-06-09 10:50:08,

EOBEIRESE EN,

2. ANSE

FNZzE (CWP)

LITERSHGIRGIE TEOBKRSHIH O AHEH , RERAHSHGIRIAHIERSE,
SHER Witk FEFNULL A ik
Action 2 & String NS, AZEOBYE : DescribelicenseBindList
Version 72 & String AHBH, AEORYE : 2018-02-28
Region =z & String AHBH, MEOFFEEGBHSH,
Filters = = Array of Filters <li>Keywords #2851/ AFAIP {EHIEIE < /li>
Licenseld 2 & Uinte4 IZNID
LicenseType P! S Uint64 FRREREY
Limit B 5 Uint64 PRAEIZEL BRIALO.
Offset B B Uint64 RIEE ZRAO.
Resourceld 2 & String &EID
3. S
SHER ESitl fk
List LicenseBindDetail SBENIEFIRER
TotalCount Uint64 REH
Requestld String BE—iEK D , BREREPSIRE. ERDMITHERAEZRIERAT Requestld,

4. $EIRMY

PUMMNFIH T O S3SEERAEIRT , BRI N ARG,

fu=|

FRIRIG
InternalError
MissingParameter
ResourceNotFound

InvalidParameterValue

WS : BRmEmEX

%332
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O BASTCE 4z (CWP)
[S 7 R n =
BN
EIAEHETE): 2024-10-18 10:38:44
3z A
1. #ZOfA
HEOERIES : cwp.api3.finance.cloud.tencent.com,
HEENSEESIHE
EAB IS RIERIR S : 200%/70,
FEOEHAE : 2022-05-20 15:09:36,
ORI B NS,
A s
2. MABSEH
UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SEETR WA FOUFNULL e St b
Action =2 & String NS, AEOBYE : DescribelicenseBindSchedule
Version <3 & String NHEHSE, AEORYE : 2018-02-28
Region - & String AHBH, FEOFFTEEBI S,
Filters & & Array of Filter iTESE <br>Status 45EHEAZ 0 #1774 1 B35 2 2
Limit S & Uint64 PRISEEL FIALO.
Offset & & Uint64 fmizE=, EAIN0
TaskId 2 & Uint64 {£551D
A s
3. S
SEETR i) fmA
List LicenseBindTaskDetail BEEZIFRE
Schedule Uint64 HE
TotalCount Uint64 RRE
Requestld String H—iEK ID , RIEKEPSIRE., EAIRRRHEEREZRIEKA Requestld,
ﬁ\
. [EIxRg
LA T 5O S B IERXAEIRD , EfbiERIEFEN A SR,
RS R
InternalError
MissingParameter
ResourceNotFound
InvalidParameter
KRS | ERESRER %333 | 585



O BASTCE

RN SR

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

RINEE-FIULER
BOAZOERIERIRS : 200R/70.

EOEHAE : 2022-12-12 15:17:14,

OIS E EN,
A s
2. NS
LITBERSHGIRGIE T ROBRSHRD A
SHER Witk FEEFNULL
Action 2 a
Version p3 =
Region 2 a
A g
3. S
SHER ESid)
AutoOpenStatus Bool
AutoRepurchaseRenewSwitch Bool
AutoRepurchaseSwitch Bool

AvailableFlagshipVersionLicenseCnt  Uint64

AvailableLHLicenseCnt Uint64
AvailableLicenseCnt Uint64
AvailableProVersionLicenseCnt Uint64
CwpVersionLicenseCnt Uint64
ExpireLicenseCnt Uint64
FlagshipVersionLicenseCnt Uint64
IsOpenStatusHistory Bool
LicenseCnt Uint64
NearExpiryLicenseCnt Uint64
NotExpiredLicenseCnt Uint64
ProVersionLicenseCnt Uint64
ProtectType String
UsedLicenseCnt Uint64

WRFRE - BRmERMEX

 SEERAHBHGIRN NSRS,

St b

String 2%, ANZEOEYE : DescribelicenseGeneral
String AHSE, AEORE : 2018-02-28

String AHSH, NEOARFEERILESEL,

i)

BEIFHRFF RIS BRIA false, true FFE, false X4
EaiEiTREREMEEE true FIS, false XiF
BEEIIEFFE, true FFS, false X

R FBEARARIEANER

TFERE R

RIS

ATRTRERE(BRRNE).
BRI (BRI TR
BRI EE EMRINCS)
TEARMR SR (BT 8)

R REFEE BaF R X

BRI (BERS SHEATERE)
BIISZURBIZAEY (15RPZIHAR)

REIHBEHREL

TR SR (BRIT &)

FNZzE (CWP)

PROVERSION_POSTPAY & \lfz-f5132, PROVERSION_PREPAY Fllhiz-FlifJ 28, FLAGSHIP_PREPAY FERIAR-FR

BE-
SRR

%334 ™

#5857



O BASTCE iz (CWP)

BHER i) i
Requestld String W—iEk ID , ®XEKESIRE], BRI EEREZRIEKE Requestld,

4. EIRMY

PUTMMRFH T 1RO SSIBIERXA0ERND | EthERISFE AR,

U=}

RS 1t

S

InternalError

WS : BRmEmEX £5335 @ #585m)
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O BASTCE

SREURIT BRFIER

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

FHZE (CWP)

BBk © cwp.api3.finance.cloud.tencent.com,

KPP AERIUTEER
BOAZOERIERIRS : 200R/70.

EOESAE : 2022-12-12 15:20:20,

EOBRIOEE NEN,

2. NS

IIFERSHGIRGIH T ROBRSETDO 2HEH | mBAHSHGIRDATERS,

SHER WA
Action 2
Version =2
Region 2
Filters S
Limit S
Offset &
Resourcelds =
Tags =

3. S

BB
List
TotalCount

Requestld

4. $EiRMY

FEFNULL

=
(=]

iy
(=)

a

iy

iy

iy

iy

iy

ESid

LicenseDetail

Uint64

String

]
String
String

String

Array
of
Filters

Uint64
Uint64

Array
of
String

Array
of
Tags

NHSH, AEOBYE : 2018-02-28
AHBH , MEOFAFTEERLLSEH,

BAEHHERT LicenseStatus, DeadlineStatus,Resourceld,Keywords EXaz&s<br> <li> LicenseStatus AR
58,0 RfER,1 FBHHER, 2 S5 3 AaIE 4 A{ER </li> <br><li> BuyTime MSERTE) </li> <br> <li>
LicenseType 1ZREER, 0 LAlhR-12EitE:, 15 AR-B8FEA |, 2 IEiR-BEE A </li> <br> <li>DeadlineStatus
ZJEBIRZS NotExpired KidHE, Expire EITHB(E A EHER) NearExpiry BIEZIEA </li> <br> <li>Resourceld &R
ID</li><br><li>Keywords IPf#i&</li> <br> <li>PayMode {28 0 % &1t , 1 @FEGA </li><br>
<li>OrderStatus iTER7 1 IEX 2 RS 3 $%</li>

PRAEIZEL ZAIALO.
1A% 8, FIA0.

IBEFIIMET L.
HIRIDFZETHE(SFilters.Resourceld AEHTFE, BRTH IS E{EEFIResourcelds)

IRETRIE FEITSREN X BN IRER REEIFA— IR

ik
RIEIFER
BEE

E—iEK ID , BRBEREPLIRE. EIDREFERMAIZRIERAT Requestld,

PUMMNFIH T O S3SMEERAEIRIT , BtERF N AT EIRG.

R

WRFRE - BRmERMEX

%6336 1 #5851

\|
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RS HhA
InternalError
InvalidParameter

InvalidParameterValue

BHRAPEEIRE

WS : BRmEmEX $8337 T #585m)



O BASTCE
BRI EHATE: 2024-10-18 10:38:44

1. gOEs

EOiEREZ ;. cwp.apil.finance.cloud.tencent.com,

BB BB EEIRE (ZEOEF15EMA ModifyWarningSetting )
BOMECERINEIRE) © 200%/%0,

EOEFATE : 2022-05-20 15:12:33,

BOBEIO S8 L,

2. NS

IIFERSHGIRGIH T ZOBERSEHO 1Y RBAHSHGIRDATLERS,

o

FHZE (CWP)

DescribeSaveOrUpdateWarnings

2018-02-28

SHER Wik FEFFNULL ESit) fEk
Action 2 = String AHSE, ANEORE :
Version — & String NHESEH, NEOBYE :
Region 2 S String AHBH , AEORFEEBISH,
WarningObjects = = Array of WarningObject FERENEHARNE
A s
3. S
SHER ESid) b0
Requestld String W—iEK ID , ®RIEKESIRE], EMCREERAZRIEKRAY Requestld,
0
4. FEIRB

PUMMRFIE TR O SSIBIERKAERN , BRI A IR,
FRIRED

InternalError

InvalidParameter.ParsingError
InvalidParameter.MissingParameter

MissingParameter

InvalidParameter

InvalidParameterValue

FailedOperation

WRFRE - BRmERMEX

%338 ™
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O BASTCE

SRNERIRP SR

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
REVHEIFRF SE5%R
BOABECIERIMERIRS] : 200%/70,

EOEHAE : 2022-12-23 11:47:34,

OIS E X EN,
A s
2. NS
LITERSHGIRGIE TEOBKRSHIH O AHEH , RERAHSHGIRIAHIERSE,
SHBIR ik FEYFNULL ESid] i34
Action — & String It
Version 2 & String N
Region 2 & String AHBH, AMEOFFEGBHSEH,
A s
3. S
SHER ESig) A
WarninglInfolList WarningInfoObj RENEESIFE
Requestld String

4. EIRAY

PUTMMRFIH T 1RO SSIBIERXA0ERND | EtbERISFE AR,

U=}

HIRY

InternalError

WS : BRmEmEX

S, AEORYE : 2018-02-28

E—ERID , ®XEREPSRE., EDREFERAEZXIERA Requestld,

FHZE (CWP)

%339
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O BASTCE 122 (CWP)

HERITER

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
DestroyOrder iz AT AT R RIHER.
BB OIS RIMERIRS] : 200%/7D,

EOEEATE : 2022-05-27 11:44:19,

FOBEREE I,

2. MNSH

IIFERSHGIRNGIH T EOBERSEE DO ALY, TEAHSHFIRD NSRS,
SEETR DA FYFNULL e i) A
Action 2 & String NS, ANEOBYE : DestroyOrder
Version 2 & String AHBE, AEORE : 2018-02-28
Region 2 = String AHBH , MEORTEEBI S,

BAEE 0 TR REITE, 1TR-BFaA |, 2 EiR-8F8H

i

7
=
=
—
)
N

LicenseType

Resourceld 2 & String HEID
N e
3. mHSE
SHER ESil A
Requestld String W—iEK ID , XEKRESIRE], EREAEEREZRIEKA Requestld,

4. FEIRMY

PUMMRFIH T 1RO SSIBIERKAERN , BEtERISFE A TEIR,

B
5

TR

OperationDenied

WIS : B emEX 26340 1 #5851
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SHRNFRE

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

EOERIER © cwp.api3.finance.cloud.tencent.com,
SR RASEER.

BOABEOIERIRERIRS « 20R/F2,

EOEFAIE : 2022-06-01 11:06:27,

EOBRIOEE NEN,

2. NS

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHER Wi AYENULL kR ik
Action =2 & String NH2E, AEOBYE : ExportLicenseDetail
Version 2 oy String  RHESE, AEOEYE : 2018-02-28
Region g2 e String  AHSE, AEOLTEERLSH,
ExportMonth & Fi String SHAD, ZSEXEIsHistory BTal%.
Filt ~ - Afrray SANETHGERT LicenseStatus, DeadlineStatus,Resourceld, Keywords ERszg<br> <li> LicenseType $E13EEY,
ilters 5 8 ;lters 0 BAkR-1REE, 15\iR-B56 8 | 2 EMiR-B5Ea 8 </li> <br> <li>Resourceld &EID</li>
IsHistory B B Bool ERSHEENFE
Array
Tags a a of IRES TS F AR X BEN RER RSB — IR
Tags
N s
3. S
SHBR eSit) A
DownloadUrl String TEMEL i ZF IR A
Taskld Uint64 531D, B ESIDEE T EIES
Requestld String H—iEK ID , 8RIERESRE. R HEEREZRIFEREN Requestld,

4. SRS
LAMYEH T OSSR AR |, BRI I A TR,
FEIRAD IR

ResourceNotFound

WS : BRmEmEX 28341 Tn #585|
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O BASTCE

REBHHEERE

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

BROEKES
BTREFREENEFESFEE.
BOAZOERIERIRS : 200R/70.

EOESAE : 2022-12-12 15:15:05,

OB E NN,
A s
2. MASE
ATBERSEHGIRRFIE T EROIEKRSEFRBD AHESE |, T
SHER W% FRYFNULL
Action = =
Version 2 &
Region = a
AutoRepurchaseRenewSwitch & &
AutoRepurchaseSwitch ES &
ProtectType ES &
Status = =
A s
3. WS
SEAR ESid) b0
Requestld String
N
. FHIRAD

PUMMMFIH 7O SSSERRAEIRT | bRl

RS

InternalError
InvalidParameterInvalidFormat
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

cwp.api3.finance.cloud.tencent.com,

NHSHT!
e
String
String
String
Uint64

Uint64

String

String

IR,

FNZzE (CWP)

o
S
5
i
it
%
M

g

t24 , KZOEYE : ModifyAutoOpenProVersionConfig
AHSBE, AEORYE : 2018-02-28
AHBH, MEOFFEGBHSH,
BaliiaiT REEEEE B0 0%, 175

BEsina/i ST A 1, 0K, 173

IHBEIIMAT AL,

DNEIRGIFHET <br>PROVERSION_POSTPAY Elhiz-1&E11+2% <br>PROVERSION_PREPAY &
A hR-EEE B <br>FLAGSHIP_PREPAY [EflR-BEE 8

REBFFEIKRES. <br><li>CLOSE : Xi#</li><br><li>OPEN : $JF</li>

W—EK ID , ®RIEKRESIRE]., EfIIEEEREIZRIEKAT Requestld,

26342 1 H585m



O BASTCE 122 (CWP)

R ESE

BILEFATE: 2024-10-18 10:38:44

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,
REFIO-IRINEE WENMERAEYPEN S
AR ISRITERIR S : 200%/70,

FEOEEATE : 2022-05-27 11:43:44,

OB E NN,
A s
2. MASE
LUIFERSEFIRNGIE T EOBSRSERESDAHLSE | REAHSHPIRD A LS RSL,
SHER Wi FBFNULL ESidl i)
Action 2 5 String NH2%, AZOBYE : ModifyLicenseBinds
Version 2 & String AHBE, AEORE : 2018-02-28
Region 2 = String AHBY , MEORFEEBMESE,
IsAll B & Bool AL (H LSS T LR T o] ST, SRS HNT)
LicenseType 2 S Uinte4 AR
QuuidList & & Array of String FEEGERINNZEquuidFIE, HsAll = false FIAME 2 RIRIZSE. HAIKE=2000
Resourceld 2 a String HIRID
A s
3. S
SEETR ESitl Ak
Taskld Uint64 1E531D
Requestld String W—iEK ID , ®XIEKEBSIRE], EAIUMANFEEREZRIEK Requestld,

4. EIRAY

PITMMRFIH T 1O SSIBIERXA0ERNS | EtbERISFE AT IR,

U=}

HIRAD )
InternalError

MissingParameter

ResourceNotFound

InvalidParameter

OperationDenied

InvalidParameterValue

WIS : B emEX 26343 Tq #5851

\|



O BASTCE

R SRR

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
REPO-FINEE RN EARL28
EOANEZOIBRIREIRS : 200%/70,

EOEFAE : 2022-05-27 11:43:31,

EOBEIRESE EN,

2. ANSE

FNZzE (CWP)

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR WAIE FEFNULL i) R
Action 2 & String AH2E, AZOBYE : ModifyLicenseUnBinds
Version = & String NHEBE , AEOBYE : 2018-02-28
Region 2 & String AHSH, AEOLFTEEGRNSEH,
IsAll = = Bool RS (SRR T HRNT S o BT, SRR EHNT)
) IESEXIIMAET L.
IsShrink S & Bool
s = = e RSN NSRRI T
LicenseType 2 &= Uint64 RANRE
QuuidList & & Array of String HELPEAINLESquuidFIFE, HIsAll = false BfIE ;R 2 BBEIZE L. <br>EHAIKE=100
Resourceld 2 S String HiRID
A s
3. S
SHER ESig) A
ErrMsg LicenseUnBindRsp REBYIEMNAEZE.
Requestld String H—iEK ID , BIRIEKREPIRE, ENIARRAYHRERAZRIERE Requestld,
it\
4. 551R85

PUTMRFIH T 1O SSIBIERRA0EIRITS | BRI A HEIR

fRIRG
InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue

WRFRE - BRmERMEX

U=}

°

%6344 Tq H585m

\|



O BASTCE iz (CWP)

RS A

FailedOperation

iR

WS : BRmEmEX 28345 T #585m)

\|



O BASTCE

1. gOEA

EOEKES © cwp.api3.finance.cloud.tencent.com,
XHTEREMRE

BOMECERINEIRE) © 200%/%0,

EOEFATE : 2022-05-27 11:37:33,

EOBEI S S L,

2. NS

FNZzE (CWP)

IFERSHGIRMGIH T ZOBERSEHEO NHEH  RBAHSHGIRDATERSL,

BHER Wik FREFNULL ESidl
Action = = String
Version = & String
Region 2 &5 String
AttrName — S String
AttrValue = = String
LicenseType = & Uint64
Resourceld 2 5 String

3. S
SHER ESid Tk

Requestld String

4. EIRAY

PUTMRFIH T 1O SSIBIERRA0EIRIS , EtbERIDFE I A EIR

iRt
InternalError
InvalidParameter.MissingParameter
ResourceNotFound
InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX

U=}

AHESE, FEOEE : 2018-02-28

RHBH, FEOFFTEEBLSH.

AHREBRRIEETR  HRISHFYE: alias BiFAIE

BE

R 0 BAhR-RETE, 1T WR-BF6R | 2 ER-8F8R

ZiRID

E—ER ID , ®RIERERE, EUDREHERAZKXIZRAY Requestld,

%6346 T

\|
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O BASTCE

BENEERE

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
EREERE

EONZOIBRIREIRS] : 200%/7D,

EOEFAIE : 2022-12-23 11:48:21,

EOBRIOEE NEN,

2. NS

IUTFERSHGIRGIH T HOBERSENBO LS, TBLOHSHGIERIL

SHER Wi FEFFNULL ESidl
Action — & String
Version 2 = String
Region 2 & String
WarningObjects = S
A K73

3. FItHEE
SHER ESid Tk
Requestld String

4. EIRAY

PUTMMRFIH T 1RO SSIBIERXA0ERND | EtbERISFE AR,

U=}

iRt
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
MissingParameter
InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX

Array of WarningObject

FNZzE (CWP)

HiERSH.
R
AHSE, AMEOBYE : ModifyWarningSetting

NHSE, AEOBYE : 2018-02-28

RHEBH, FEOFFTEERLSH.

E—ER ID , ®RIERERE, EUDREHERAZKXIZRAY Requestld,

%347

\|
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O BASTCE

FrreEExEn
ENE = 52 i

BT EFETE: 2024-10-18 10:38:44

1. #OfEA

BEOiSRIEEE : cwp.apil.finance.cloud.tencent.com,
A0 ( DeleteMachine ) BFEE=HE i,
BUAZOERITEIRE] © 200%/%,

#EOSEFASE : 2022-05-26 17:06:53,

RO E NEN,

2. MINSEY

IMERSEGIRIGIH T HOBERSEDORHSEY |, TEAHSHIIRNAERSH,

SHER DA FEEFNULL ESid] ik
Action =2 &5 String NS, AEOBYE : DeleteMachine
Version =2 & String 2 NZEOEYE : 2018-02-28
Region = & String NHBY , MEORFEEBULSH,
Uuid = B String =EEFiRUUId,
A e
3. BHSE
SHER B A
Requestld String H—EK ID , ®REKRESIRE], EfIEMAFEEREIZRIEKAT Requestld,

4. (EIRS

PUTMRAIH T 2O SSIZIERXA0ERNS | EthERIFE AR,

U=}

HIRAD
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameterlllegalRequest
FailedOperation.MachineDelete
InternalError.MainDBFail

FailedOperation.APIServerFail

WS : BRmEmEX

FNZzE (CWP)

%348

\|

£585m



O BASTCE iz (CWP)

RS AR
InvalidParameterValue

FailedOperation

MPRARSS RR R ERAYAREE

EITEFAYE: 2024-10-18 10:38:44

WS : BRmEmEX 8349 TW #585m)

\|



O BASTCE

1. gOEA

EOEKES © cwp.api3.finance.cloud.tencent.com,

HHBRARSS BSREXATIRES
AR IS RITERIR S : 200%/70,
FEOSEFRAYE : 2022-05-20 15:13:13,

EOBEINS S L,

2. NS

FNZzE (CWP)

IFERSHGIRMGIH T ZOBERSEHEO NHEH  RBAHSHGIRDATERSL,

BB W%
Action =
Version =
Region =z
Rid =

3. HmHSE

SHER ESic]
Requestld String

4. FERMY

FEFFNULL ESidl

a String

B String

a String

&= Uint64
R

PUMMRFIH T O SSIBIEREXAEIRN , BEERIFE A IR,

IR

InternalError

InvalidParameter.MissingParameter

MissingParameter
ResourceNotFound
InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX

AHSE , ANMEOBYE : DeleteMachineTag

HBE, AMEOEYE : 2018-02-28

>

RHBY, FEOFFEEBLSH.

RERAQIRESID

%350 @

\|
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O BASTCE

MPRIREE

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

HHpRIRES
BRAEOISRIRERRS : 200R/%0,
O A : 2022-05-20 15:13:13,

EOBEIRESE EN,

2. NS

IUFERSHGIRGIH T ZOERSEE D 25t

SHEWR Wik
Action =2
Version =
Region =
Ids =

3. mHEE

SHER ESig
Requestld String

4. EIRAY

PUTMMRFIH T 1RO SSIBIERXA0ERND | EtbERISFE AR,

HIRAD
InternalError
InvalidParameter.ParsingError
MissingParameter
ResourceNotFound

FailedOperation

WS : BRmEmEX

FEFNULL

iy

iy

iy

E—EKID , &

 SEERAHBHGIRN NSRS,

Array of Uint64

U=}

24, AZEOBYE : DeleteTags

I

TS, AEOBYE : 2018-02-28

N

AHSH , FEOFFEREBLSH.

FREEID (A100 %)

REPIRME, EMRSHEERZXIERE Requestld,

FHZE (CWP)

%351 @™

\|
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O BASTCE 122 (CWP)

SRENIK S Se11512R 40

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

A%£0 (DescribeAccountStatistics) FAFRENKSFitFIREIE.
BONEOIERSTERIRE : 200R/7D,

#EOSEFRAIE : 2022-05-20 15:13:13,

EOBRIOEE NEN,

2. NS

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHBIR Wik FEYFNULL ESitl fid
Action 2 &5 String nHE2E , ANZOEYE : DescribeAccountStatistics
Version = " String AHSE, AEORE : 2018-02-28
Region 2 e String AHBH , MEORZEEBLSE,
Filters & &= Array of Filter TiEsE. <br><li>Username - String - E&WE : & - IKERAFP&</li>
Limit S 5 Uint64 REEE |, BIAN10 , AEH100,
Offset S a Uint64 fREE  BAA0,
3. S
SHER ESidl ik
AccountStatistics AccountStatistics ST,
TotalCount Uint64 IKSHITFIRICREE.
Requestld String KE—iEK ID , §RERESRE. EUREEREREIZRIERN Requestld,

4. TEIRAY

PITMRFIH T 12O SSIBIERXA0EIRIS | EthERIFE AR,

U=}

HIRY i)
InternalError

InvalidParameter.ParsingError

InvalidParameterInvalidFormat

MissingParameter

InvalidParameterlllegalRequest

InvalidParameter

InvalidParameterValue

WIS : B emEX 6352 1 #5851

\|



O BASTCE

BNy

EILEFATE: 2024-10-18 10:38:44

1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

ERR YR
BRAEOISRIRERRS : 200R/%0,
O A : 2022-09-28 15:55:30,

EOBEIRESE EN,

2. ANSE

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

%ﬁﬂ%ﬁ{ Whis FEFNULL %ﬂ
Action = & String
Version = & String
Region < & String
By = & String

. Array of
= =
Filters a = AssetFilters
Limit = = Uint64
Offset & a Uint64
Order & a String
Quuid S a String
~ s

3. mHSE
SHER eSS
Apps AssetAppBaselnfo
Total Uint64
Requestld String

4. $EIRES

UMMNEIH 7O SSSEERAEIRT , BRI N ARG,

$EIRIG
InternalError

InvalidParameter.ParsingError

WRFRE - BRmERMEX

R
AHSE, ANEOBYE : DescribeAssetApplist

~HESE, AEOBYE : 2018-02-28

N

AHBH , FEOFFEREBLSH.

HEF AR © [FirstTime|ProcessCount]

FHZE (CWP)

1TiEsE, <br><li>AppName- string - E8WE : & - MEZEZR</li> <br> <li>IpOrAlias - String - &4
i & - ElipEiBIEiHiE</li> <br><li>Type - int - 2EWE © & - 2280 (Winux<br>0: £%<br>1: iz4E
<br>2 : #iEEE<br>3 : g <br>4 : AIEERA<br>5 : RFLEKI<br>6 : RFER A <br>7 : WEBIRSS <br>99:E
fth</li><br><li>OsType - uint64 - EEWIE : & - windows/linux</li> <br> <li>Os -String 2EME: & - 2

YEZ4:( DescribeMachineOsList 1521 {& ) </li>
TEREREE  BIABN10, HAEH100
RBE , BIAAO,

HEA  ascFHR Bk deschgRF

EHEEQuUIdENIER

fik
RIFEZIER

BEE

E—ERID , ®XEIESRE., EREERAZXIERAI Requestld,

U=}

%353 @™

\|
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O BASTCE iz (CWP)

RS )
InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

ResourceNotFound

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 25354 TW #585)

\|



O BASTCE

SREVAR(E RERIATES 2R

BILEFATE: 2024-10-18 10:38:44

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,
IREVERFREGHTES IR
AR ISRITERIR S : 200%/70,

$EOEEATE : 2022-09-28 15:55:30,

OB E NN,
A s
2. MASE
LATBERSEHGIRGIE T EOBEKSEFRD AHSEL,
SHER WAl FEVFNULL
Action 2 &=
Version = =
Region = =
Limit & &
Name =2 S
Offset &= a5
Quuid = &
Uuid = &
A S
3. mHESE
SHER Sl
Process AssetAppProcessinfo
Total Uint64
Requestld String

4. $EiRMY

PUMMGIH T O S3SEERAERT | bR

FRIRED
InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

S (CWP)
TEAHSHGIRDA SRS,

ESidl ik

String NHS¥, AEOEYE : DescribeAssetAppProcessList

String NHSE, AEORE : 2018-02-28

String AHBY, NEORFERERILSH.

Uint64 FTHREEE , BOAN10 , mAEH100

String AppH&

Uint64 Rz , BAA0,

String FH1Quuid

String F#Uuid

5%

s

W—iERK ID , ®REREBLRE. ENDRHEERAEZRIERE Requestld,
AHIEIRY,

R
%5355 Tn #585m



O BASTCE

SREN IR RIS

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

BOEREE
SRENPIAZAERIES
EOANEZOIBRIREIRS : 200%/70,
$EOEFRAE : 2022-09-28 15:55:30,

EOBIOEE &N,

2. ANSE

cwp.api3.finance.cloud.tencent.com,

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHBIR Wik FEYFNULL
Action — =
Version 2 &
Region = =
1d 2 &
Quuid — &
Uuid 2 &

3. FitHS4Y

SHER ESid)
Module AssetCoreModuleDetail
Requestld String
N
4. I'EEI]?E

PUMMMEIH T OSSEEERAEIRT | BtERDFER

IR

InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

ESidl R
String 2, AZOEYE : DescribeAssetCoreModulelnfo
String NHSE, AEORE : 2018-02-28
String AHSH, FEOATEREBISH,
String PIZIELRID
String fR55-28Quuid
String fRS5E&Uuid
ik
WIZIEHFE

E—iEK D , BREREPSIRE. EDmE R

NSRS,

1ZRIEXKEY Requestld,

FNZzE (CWP)

%356 @

#5857



O BASTCE 122 (CWP)

ERRSERRERGIER

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
BRR-SEARERTIER

ERAECIERINEIRE : 200R/7D.

AT : 2022-09-28 15:55:30,

EOBEIRESE EN,

2. NS

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHER % RIFNULL KR R
Action =2 & String nH2# , ANZEOEYE : DescribeAssetCoreModulelList
Version E & String AHESE, AEORYE : 2018-02-28
Region = B String AHEBY , MEORFEEBLSEH,
By & B String HEFFHKE[Size|FirstTime|ProcessCount|ModuleCount]
Filters = = Array 9f &M, <br> <I.i>IpOrAIi.as - String - ERNE: B - I$J'Lip§3?,%ﬂ§ff;’ﬁi§j</li> <br><li>Name- string - &
AssetFilters W & - B&</li> <br><li>User- string - E8WE : & - BP</li>
Limit = a Uint64 FTERERIEE | BUAB10 , &AEHN1L00
Offset S a Uint64 wEE  BAA0,
Order a S String HEF ST | ascFtfe Bk descigfn
Quuid &5 & String fR5588Quuid
Uuid = & String fR$5&8Uuid
3. S
SEER ESis] fk
Modules AssetCoreModuleBaselnfo i7iES
Total Uint64 R
Requestld String H—EK ID , BRIEKREPSIRE], FENIARRATHRERAZRIERE Requestld,

4. FBiRS

LA T 2O SBIERXAEIRD , EfbiaREFE N A HEIR,
IR )
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

WS : BRmEmEX 28357 TW #585m)

\|



O BASTCE iz (CWP)

FHIRED HIR
InvalidParameterInvalidFormat

MissingParameter

ResourceNotFound

InvalidParameter

InvalidParameterValue

WS : BRmEmEX £5358 TW 585

\|



O BASTCE

IR EIREIREEFE

BRITEFATE: 2024-10-18 10:38:44

1. EgOEis

EOEkiER © cwp.api3.finance.cloud.tencent.com,
REVE - SRR RIS

BOMZERIEIRE) © 200%/%0,

O EFHATIE : 2022-09-28 15:55:30,

EOBIOEE &N,
2. MASE
UTBERSHGIRGIE T ROBRSHIRD AHSE
SHER Wi FEFFNULL
Action 2 =
Version 2 5
Region = a
Id = a
Quuid 2 =
Uuid =2 &

3. FitHE4g

SHER it
Database AssetDatabaseDetail
Requestld String
H 2
4. l’EElBEﬁE_'l

PUMMMFIH T 3O SSEEERAEIRN , BtERDF NAHEIRG.

fRIRIG
InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

Bl A
String NS, AEOBYE : DescribeAssetDatabaselnfo
String AHSE, AEORYE : 2018-02-28
String AHBH, AMEOFFEGBHSH,
String HUREID
String BR$328Quuid
String PR55E8Uuid
T
b CEESES

W—EK D , ®XERERE., EJETTEEREZRIERAT Requestld,

U]

FNZzE (CWP)

%359 ™

\|
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O BASTCE

R ERAUEETIER

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

ROERES
TR SEIRENIER
BOAZOERIERIRS : 200R/70.

$EOEEATE : 2022-09-28 15:55:30,

OB E NN,
A s

2. MASE

LATBERSEHGIRGIE T EOBEKSEFRD AHSEL,
SEER ik RIFNULL ER
Action — 5 String
Version 2 = String
Region 2 B String
By & B String

. Array of
= =
Filters = = AssetFilters
Limit & a Uint64
Offset & a Uint64
Order = = String
Quuid & = String
A s

3. mHSE
SEETR R
Databases AssetDatabaseBaselnfo
Total Uint64
Requestld String

4. (EIRS

PUTMRFIH T 1O SSIBIERXAERIS | BRI AL

IR
InternalError

InvalidParameter.ParsingError

WRFRE - BRmERMEX

cwp.api3.finance.cloud.tencent.com,

FHZE (CWP)

, NZOHYE : DescribeAssetDatabaselList

HS¥ , AEOBYE : 2018-02-28

\

AHSH , FEOFFEREBLSH.

HEFEA, © [FirstTime]
g, <br><li>IpOrAlias - String - EAWE 1 & I$J'Lip:3?,%]%j’ﬁa‘i_</li><br><|i>User— string - RAWE
SRWE B - 48EIP</li> <br><li>Port - Int - EBMIE : & - s </li><br><li>Name - Int - & ,Z\té 5 -

<br>1.MySQL<br>2:Redis<br>3:Orac|e<br>4.MongoDB<br>5.MemCache<br>6.PostgreSQL<br>7.HBase<
<br> <li>Proto - String - 27WIE : 7 - X : 1:TCP, 2:UDP, 3:3kA1</li> <br> <li>OsType - String - 27EWIE
<li>Os -String 2EME: 7 - #BFZRS( DescribeMachineOsList £ {& ) </li>

FRREREE  BIARL0 , HKEH1L00
fRiEE , BAZ0.

HEFF/S K | ascHHF 8k descf&FR

EEEQuUIdENIES

fiwk

KIS

BEE

E—ERID , ®RIEHERE., EDRSHEERAZXIFRAY Requestld,

IR,

£6360 T1 58511



O BASTCE iz (CWP)

FRIRMG Tk
InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

ResourceNotFound

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 28361 T #585)

\|



O BASTCE 122 (CWP)

IRINENATERIRHE

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
RENEN TR RIREE

ERAECIERINEIRE : 200R/7D.

AT : 2022-09-28 15:55:30,

EOBEIRESE EN,

2. ANSE

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR Wi FEEFNULL Sl R
Action 2 & String NS, AZEOBYE : DescribeAssetHostTotalCount
Version E & String AHESH, AEORYE : 2018-02-28
Region 2 & String AHBH, MEOLTFEGBLSE,
Quuid =2 B String F#H1Quuid
Uuid 2 & String FAHUuid
A q
3. s
SHER Sl A

FBINFIREE <br>system : &Rz <br>account: S <br>port: %[ <br>process: #i2 <br>app: MK <br>database:#dE
Types AssetKeyVal  EE<br>webapp: WebzF§ <br>webframe: WebiE2Z2 <br>webservice: WebfR%3 <br>weblocation: Webifiga <br>systempackage:
R dE@ <br>jar: jar@ <br>initservice: BEIRSS <br>env: SREZEE <br>coremodule: PIiZiELR

Requestld  String W—iEK ID , ®RIEKEPSIRE, EIAMAFEEREZRIEKE Requestld,

4. EIRAY

PIMRFIH T O SSIBIERXA0ERND | EtbERISFE AR,

U=}

HIRAD ik
InternalError

MissingParameter

InvalidParameter

InvalidParameterValue

WIS : B emEX 6362 1 #5851

\|



O BASTCE 122 (CWP)

SRENR T2 E B

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
REGRF30E © TS WSH KO HEEL REE. BB WebRIFEE. WebiEZEE. WeblRSS#1. Webihm#
BOABECIERIMERIRS] : 200%/70,

FEOEEATE : 2022-09-28 15:54:33,

OIS E X EN,
2. NS
LITERSHGIRGIE TEOBKRSHIH O AHEH , RERAHSHGIRIAHIERSE,
SHBIR WA FEYFNULL ESi /i
Action 2 5 String NS, AZEOBYE : DescribeAssetInfo
Version 2 B String AHSE, AEORE : 2018-02-28
Region 2 = String AHBH , MEORTEERISE,
3. S
SHER ESis) fER
AccountCount Uint64 KS28
AccountNewCount Int64 S5 HIIE
DatabaseCount Uint64 HREEEL
DatabaseNewCount Int64 HURES BTG
MachineCount Uint64 FHNE
MachineNewCount Int64 ENSBEIIE
PortCount Uint64 i G
PortNewCount Int64 w45 A
ProcessCount Uint64 HFEEL
ProcessNewCount Int64 BHES AL
SoftwareCount Uint64 LG
SoftwareNewCount Int64 WHSBEMIE
WebAppCount Uint64 Web Rz FE£1
WebAppNewCount Int64 WebRi 4 B#E
WebFrameCount Uint64 WebHEZR%4
WebFrameNewCount Int64 WebHEZR4 Bt
WebLocationCount Uint64 Webiif a4
WebLocationNewCount Int64 Webiif a4 H#frig

WIS : B emEX 6363 1 #5851

\|



O BASTCE iz (CWP)

SHER RE fEk

WebServiceCount Uint64 WebfR55%1

WebServiceNewCount Int64 WebfRES B#E

Requestld String H—iEK ID , SRIEKREPSIRE., EAIDRBEEREZRIEKA Requestld,

4. EIRMY

PUMMNFIH T O S3SMEERA0EIRNT , BRI ARG,

U]

FHIRAD Tk
InternalError

MissingParameter

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 25364 TW #585)

\|



O BASTCE 122 (CWP)

ERR e EMRSIR

BRITEFATE: 2024-10-18 10:38:44

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
BRREEEERSTIR

BOMZCERINEIRE) © 200%/%0,

O EFHATIE : 2022-09-28 15:55:30,

BEOBFREE NN,
2. MANSH
LIBERSHG IR IH T EOBRSEIH D A LS, RERAHSHGIRIAHIE S,
SHER % RIFNULL KR R
Action 2 S String NHBE , KEOBYE : DescribeAssetlnitServicelist
Version 2 & String AHESE, AEORYE : 2018-02-28
Region B B String AHBY , MEORFEEBLSE,
By & = String HEEA, © [FirstTime]
1diEg&E. <br><li>IpOrAlias - String - 2&WIE : & - EHipekBI& s </li> <br> <li>Name- string -
WIE - B8 </li><br><li>User- strmg E?:TZE & - AP </li><br> <I|>Status strlng %Eziﬁ &
Filters = = Array gf - ,j%ﬁAEFﬁ%ﬁ;ﬁ : 0REBA . 12 inux</li> <br> <li>Type- string - E&WHE : SR
AssetFilters  windows : <br> 147388 <br> 2:IEfE{F <br> 3:EEIREE <br> 4 GaNIE < br>5:LSA}Eﬁi\%
<br>6:KnownDLLs<br>7:E5IH14T <br>8:WMI<br>9:1%{F55 <br>10:Winsocki2 it <br> 113 TENs i8S
<br>12:&EETREE <br> 13IRENARSS <br> 14 EF </li>
Limit = a Uint64 TEREREE , BABN10, HAEH100
Offset B B Uint64 fm#EE , BAA0,
Order = S String HEF A3t ascFHF 5% desci&
Quuid & & String BRS%28Quuid
Uuid B B String fRs52&Uuid
3. IS
SHEWR ESidl T
Services AssetlnitServiceBaselnfo ViIES
Total Uint64 BEE
Requestld String W—iEK ID , ®RIEKEPSIRE, EIAIMAFEEREZRIEKE Requestld,

4. RS

IUTMRFNE T O SSIBIEEXAEIRES , EfthEIRIEN A HEIR,
EIRAD R

InternalError

WRFRE - BRmERMEX 25365 1 #£585%]



O BASTCE iz (CWP)

FRIRMG Tk
InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

ResourceNotFound
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IR arEiFE
BFEHAIE: 2024-10-18 10:38:44

1. EOfEA

BROEKES
KEUarB#1E
BOAZOERIERIRS : 200R/70.

$EOSEHATE : 2022-09-28 15:55:30,

OB E NN,
A 1
2. MASE
LATBERSHGIRRFIE T EOEKSEFRD AL
SHEWR Wi FEEFNULL
Action — E
Version = S
Region = =
Id = &
Quuid — S
Uuid = &
A s
3. S
SHER S
Jar AssetJarDetail
Requestld String
ﬁ\
4. I'EEI'L?:IE

cwp.api3.finance.cloud.tencent.com,

S, TEAHSHGIRNAHERSE,
el A
String NS, AEOBYE : DescribeAsset)arlnfo
String AHSE, ANEORYE : 2018-02-28
String RNESY , FEOFTFEECBLSH.
String JargID
String fR5%28Quuid
String PRS5E8Uuid
ik
JarBiFiE
W—EK ID , BRERESRE. EUEEEREREIZRIFRA Requestld,

PUMMMFIH T 3O SSEEERAEIRN , BtERDF NAHEIRG.

IR

InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)
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Hifargsx

BRITEFATE: 2024-10-18 10:38:44

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
Hifar@slE

BOMZCERINEIRE) © 200%/%0,

O EFHATIE : 2022-09-28 15:55:30,

BEOBFREE NN,
2. MANSH
LITERSHGIRGIE T EOBKRSHIH D A LS, RERAHSHGIRIA SRS,
SHER % RIFNULL KR R
Action = & String NHBE, AEOEYE : DescribeAssetlarlist
Version 2 & String AHESE, AEORYE : 2018-02-28
Region B B String AHBY , MEORFEEBLSE,
By & = String HEFEA, @ [FirstTime]
. Array of 1iEgE. <br><li>IpOrAlias - String - 2&WIE : Effmpjz;ﬂ%j?ﬁ;_qlw <br><li>Name- string -
Filters = & AssetFilters WA & - B8 </li> <br><li>Type- umt %ézia - KA <br>1: }"'Fﬁ&}%<br>2 : %éﬁ*}?{:<br>3
WebfREBBERE<br>4: E{mﬁﬁﬁﬁ@x/lw<br><||>Status string - 2&WME : & - 2REHIT ¢ ,12</li>
Limit = a Uint64 FERENHE , BIABS10 , ZXEH100
Offset B a Uint64 wEE  BAA0,
Order & a String HEF ST | ascFtfe 5k desci#f
Quuid & S String fR5588Quuid
Uuid FiS & String fRS388Uuid
3. B
SHER ESid] fk
Jars AssetJarBaselnfo RIFEFIZR
Total Uint64 REE
Requestld String BE—iEK D , BREREPSIRE. ERDMEIHEERAEZRIERAT Requestld,

4. $ERAG
LA T 2O SBIERXAEIRD , EfbaREFE N A SR,

iEll?E }ﬁi@
InternalError

InvalidParameter.ParsingError
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fRIRIG A
InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

ResourceNotFound

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 8369 T #585m)
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RN - EEENRRFMRER

BRITEFATE: 2024-10-18 10:38:44

1. EgOEis

BOSREE
A SR ARENER
BOABECERIRERIRS : 200R/FY,
EOEHHASE - 2022-09-28 15:55:30,

cwp.api3.finance.cloud.tencent.com,

BOBEIOS S L,

2. NS

IIFERSHGIRGIH T ZROBERSERDO HEH | RBAHSHGIRDATERS,

SHER Witk FEFFNULL ESid]
Action = B String
Version = = tring
Region 2 B String
Quuid = a String
Uuid = a5 String
A g
3. FtHEE
SHER ESid) 1%

MachineDetail AssetMachineDetail FHFE

Requestld String

4. FERMY
PUMMMFIH T O S3SEERA0EIRIT | BRI ARG,
FERAD

InternalError

MissingParameter

InvalidParameter

InvalidParameterValue

WS : BRmEmEX

W—igk ID , @RiEkEPS

R
NS, A#EEOBYE : DescribeAssetMachineDetail
AHSE, AEORE : 2018-02-28

N

AHSH, AEOFFTEREBLSH.
fR528Quuid
fRg5a8Uuid

RE., EMEREARERIZRIERE Requestld.
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IREA

II/— /\5]%

BRITEFATE: 2024-10-18 10:38:44

1. EgOEis

ROERES

RIS SR EIE
BRAEOISRIRERRS] : 200R/%0,
$EOSEHATE : 2022-09-28 15:55:30,

EOBRIOEE NEN,

2. NS

IIFERSHGIRGIH T ROBRSETDO 2HEH | mBAHSHGIRDATERS,

SHER %k ARIFNULL R
Action = &= String
Version 2 = String
Region = B String
By & B String
Array
Filters & & of
Filter
Limit a a Uint64
Offset & B Uinte4
Order &5 &= String
A e
3. mHESE
BB eSit)
Machines AssetMachineBaselnfo
Total Uint64
Requestld String
N
. RS

cwp.api3.finance.cloud.tencent.com,

NHSH, AFOBYE : 2018-02-28

D\

HEY  AREOAFTERBISH,
A ke [FirstTime|PartitionCount]

g8, <br><li>IpOrAlias - String - 2FMIE :

t 580, AEEOBYE : DescribeAssetMachinelList

FNZzE (CWP)

- FEHlipakBl&THsE</li> <br><li>OsType - String -

BB

HE- W|ndowst,I|nux</I|><br><||>CpuLoad Int BEME : & - <br>0: KA1 L {Kad<br>2: haE 3: 5

fh# </li> <br><li>DiskLoad - Int -

FHE 1 & - <br>0: 0%ERA] 1: 0% ~ 20%<br>2: 20% ~ 50% 3: 50% ~

80%<br>4: 80% ~ 100%</li> <br> <|i>MemLoad -Int - EBWE : & - <br>0: 0%aR50 1: 0% ~ 20%<br>2:
20% ~50% 3: 50% ~ 80%<br>4: 80% ~ 100%</li> <br> <li>Quuid : F#1Quuid </li> <br> <li>Os -String &%
1 & - BEZ%( DescribeMachineOsList $#2[1 {& ) </li>

FEREREE  BAN10 , &ZXEH100
w2 , B0,

HFA , ascHHF 8¢ desclgfF

A
IERFI=E
B

HE—iEK ID , ®RIEKRERIRE]. EIRATHEEREIZRIERE Requestld,

PUMMRFE T O SSIBIEREIAEIRN , BEAERIFE I A SEIRT.

fEIRY

InternalError

InvalidParameter.MissingParameter

MissingParameter

WRFRE - BRmERMEX
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IR AR
InvalidParameter

InvalidParameterValue

TR BETIESSIZR

BRITEFATE: 2024-10-18 10:38:44

WS : BRmEmEX 28372 TW #585)
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1. gOER

EOEKES © cwp.api3.finance.cloud.tencent.com,
ERRFEETHIMESFIER

BUMZECERINEIRE) © 200%/%,

EOEFATE : 2022-09-28 15:55:30,

BRI S S R,

2. NS

IFERSHGIRNGIH T EZOBERSEHSO NHESH , RBAHSHGIRDAERSH,

SHER ik SVFNULL KB A
Action 2 & String NH2E, AEOBYE : DescribeAssetPlanTaskList
Version = S String NHEBE, AEOBYE : 2018-02-28
Region £ B String AHBY , AEORFEEBLSH,
By & S String HEFE AR, : [FirstTime]
Filters = = Array gf jupsEIt <br>.<li>IpOrAIias - Strir\g -BAME A - E’fﬂipéﬁﬁugﬁiﬁ</li><br><Ii>Use.r- string - E&%
AssetFilters 1 & - AP </li><br><li>Status- int - E8XIE . & - BWABRKES : OkRER . 188 </li>
Limit = a Uint64 TEREREE  BIABN10, HAEH100
Offset = S Uint64 REE  BIAA0,
Order = S String HEF A3, ascFHF 5% descl&
Quuid & & String BR5588Quuid
Uuid B B String fRs5 28 Uuid
3. S
SHEWR ESidl i)
Tasks AssetPlanTask VeSS
Total Uint64 SEE
Requestld String H—iEK ID , 8XEKRESIRE], EEAEEREIZXIEKA Requestld,

4. EIRIS
UG T O SSBIERRAERID , EfthSERIGIF N2 H RS,
1270 R
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter

ResourceNotFound

WS : BRmEmEX 28373 T #585)
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Y $A
InvalidParameter

InvalidParameterValue

IRNA T EHEmO7IZR
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1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,

IRV ERIR 7R

BOARCIERIERIRS : 200R/8D.

RO FRAdE : 2022-09-28 15:55:30,

EOBEI S S L,

2. NS

IFERSHGIRMGIH T ZOBERSEHEO NHEH  RBAHSHGIRDATERSL,

SHBR
Action
Version
Region

By

Filters

Limit
Offset
Order

Quuid

=
=

=
E=

iy

iy

iy

iy

iy

3. HmHSE

BB
Ports
Total

Requestld

4. $EIRMY

PUMMNFIH T O S3SEERAEIRT , BRI N ARG,

FEIRAD

InternalError

FEVFNULL 358

a String
a String
B String
= String
Array
a of
Filter
a Uint64
a Uint64
B String
B String
AssetPortBaselnfo
Uint64
String

InvalidParameter.MissingParameter

MissingParameter

InvalidParameter

WRFRE - BRmERMEX

FHZE (CWP)

B

-
NHESE, AEOBYE : DescribeAssetPortInfolist

24, AEOBYE : 2018-02-28

>

AHSH, AMEOAFTEGBHSH,

HEFF/S, ¢ [FirstTime|StartTime]

R, <br><li>Port - uint64 - EEWME : & - iiwH</li> <br><li>Ip - String - E&WE : & - 48EIP</li>
<br><li>ProcessName - String - 25 : & - WITHFE</li> <br> <li>Pid - uint64 - E&WIE : & - PID</li>
<br><li>User - String - BAWE : & - i3f7HF </li> <br><li>Group - String - W& : & - FREAFPA</li>
<br><li>Ppid - uint64 - EF&WIE : 7 - PPID</li><br><li>Proto - string - &M : & - tcp/udpal"” (FRFH
TRIEREVIRTS) </1i> <br> <li>OsType - uint64 - 2FE : & - windows/linux</li> <br> <li>RunTimeStart -
String - BEMIE : & - IETFHARHE </li> <br> <li>RunTimeEnd - String - E&WE : & - EfT4RATE </li> <br>
<li>Os -String REWE: & - BIERSF( DescribeMachineOsList 0 {8 ) </li>

FEREEE , BIARL0 , HAEHL00

fR%E , BUAAO0,

HEAR | ascFH Bt deschEfe

EHEEQuUUIdENAIEE

fiak
[IE3
IBREE

E—iEK D , BREREPIRE. ENDHEFERAZRIERAT Requestld,

26375 1 H585m
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RS A

InvalidParameterValue

SRR - EEHIEYER
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1. gOER

FNZzE (CWP)

EOiEREE . cwp.apil.finance.cloud.tencent.com,

IREVR - SERHTET IR
BUMZECERINEIRE) © 200%/%,
RBEOSEFATIE) : 2022-09-28 15:55:30,

BRI S S R,

2. NS

IFERSHGIRNGIH T EZOBERSEHSO NHESH , RBAHSHGIRDAERSH,

SHEMR I RIFNULL KB
Action = a String
Version = a String
Region = a String
By & = String
Array
Filters = a of
Filter
Limit = = Uint64
Offset & & Uint64
Order = a String
Quuid = a String

3. S

SHER ESitl

Process AssetProcessBaselnfo
Total Uint64

Requestld String

4. FEIRMY

fiwR

ANHSE, AEOBYE : DescribeAssetProcessInfolist

N

NHS%, AEOEYE : 2018-02-28

HBY AROFFEEGBULUSH.

5

HERF7TE © [FirstTime|StartTime]

iEE4. <br><li>IpOrAlias - String - AWE : & - FHlipakBl& L </li> <br> <li>Name - String - &4

H:E J&fz%</ll><br><l|>User-Strlng 25 ztE 7 - BEERER</li> <br> <li>Group - Strlng Ez:%ig
& - HREAEPHE</li> <br><li>Pid - uint64 - E'KMiE - HFEID</li> <br> <li>Ppid - uint64 - EFWIE : 5 -
RHFEID</li> <br> <li>OsType - uint64 - EFEWMIE : W|ndows/I|nux</I|> <br><li>Status - strmg 25

1 & - IR <br> LR AH1fT<br>2:S _JEPIiE<br>3.D AEJrhlif <br>4:T EIEREHIRERRES <br>5:Z EFIK

B<br>6:X BHREHE </li> <br><li>RunTimeStart - String - E&WE 1 & - J:?-__raiF!z“Hj|‘Eﬂ</li><br>
<I|>RunT|meEnd String - 2BWIE | B - IB1TERAYE </li> <br> <li>InstallByPackage - uint64 -

BWIE A -

BEEREZE 05, 12</li><br><li>0s -String 2EEFME: & - #2EZ%( DescribeMachineOsList &D =T )</I|>

FEREREE  BUAN10 , &ZXEH100
w2 , B0,

HF7E0 | ascFti B¢ desch#fz
EHEEQuUUIdENAIEE

1IBREE]
W—EK ID , ®RIEKREPSIRE., EIEHEEREIZRIEKAY Requestld,

LA T 2O S BIERXAEIRD , EibiaREFE N A SR,

IR
InternalError
InvalidParameter.MissingParameter

MissingParameter

WRFRE - BRmERMEX
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RS A
InvalidParameter

InvalidParameterValue

SREXNEH UL %S

EITEFAYE: 2024-10-18 10:38:44
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1. gOER

EOEKES © cwp.api3.finance.cloud.tencent.com,

IRENENESIAESER
BOMECERINEIRE) © 200%/%0,
EOSEsAATE : 2022-09-28 15:55:30.

EOBEI S S L,

2. NS

FHZE (CWP)

IFERSHGIRMGIH T ZOBERSEHEO NHEH  RBAHSHGIRDATERSL,

SHER W%
Action 2
Version =
Region =
BeginDate —
EndDate =

3. FitHE4g

SHER ESidl
LiveList AssetKeyVal
OfflineList AssetKeyVal
RiskList AssetKeyVal
TotalList AssetKeyVal
Requestld String

4. FERMY

PUMMMBIH T 3OS ERAEIRIT , BRI AR

IR

InternalError

FEEFNULL

Py

I B R

iy

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat
MissingParameter
InvalidParameterlllegalRequest
InvalidParameter.DateRange

UnknownParameter

WRFRE - BRmERMEX

ESid)
String
String
String
Date
Date
1%
EHET IR
BEHETIx
RS I=
BEETIR

NHEs#, AEOBYE : DescribeAssetRecentMachinelnfo

NHESE, AEOBYE : 2018-02-28

N

AHBY , AEOTRECBLESH,
FFRRIE) , 40 : 2020-09-22

ZETASA] , 40 : 2020-09-22

B—ER D , ®REREBLRE. ENDRHHEERAHZXIER Requestld,

de

°
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RN~ EE AR LEEYIR

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
REE-BERRREDTIF

BOMZOERIEIRE) © 200%/%,

BEEOEHASE : 2022-09-28 15:55:30,

OIS E EN,
2. INSH
UTBERSHGIRGIE T ROBRSBIRD AHSH , TBRHSHIIRDA LTRSS,
SHEWR  WE RENULL KA i)t
Action =2 5 String NH2E, KIZOHBYE : DescribeAssetSystemPackagelist
Version E B String AHBE, AEORYE : 2018-02-28
Region 2 B String  QHSH , AEOFFEEGRLSH.
By = = String HERFSZLEN% ;- [FistTime|InstallTime: &A1)
Array g, <br><li>Name - String - EAWE : & - & & </li> <br> <li>StartTime - String -
Filters & &= of FFHeaRdia </li> <br> <li>EndTime - Strmg ,—%‘;Eziﬁ LB - REFTIRAGE < /li> <br> <li>Type - int - 5
Filter LEZHEA : <br>Lirmp<br>2:dpkg<br>3;java<br>4:system</li>
Limit = a Uinte4  FERERIEE  BAA10 , HAEHL00
Offset ey B Uinte4  {RigE , BARO.,
Order & a String HEFF T | asc-FHi7 5f desc-f#F7, BRiA : desc-[&F
Quuid 2 = String F#H1Quuid
Uuid = S String F#HUuid
3. B
SHEWR ESic) TR
Packages AssetSystemPackagelnfo VeSS
Total Uint64 IBREE
Requestld String M—igK ID , BRIEKEPSIRE., ELIRRRBEREZRIEKE Requestld,

4. (RIS
IUTIRFI T LSS BB ARS , RO I 2200,

iEllBE
InternalError

MissingParameter

RS - BRmERMEX

FHZE (CWP)
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FEIRED HhA
InvalidParameter

InvalidParameterValue

SRENENKSHFIE

EITEFAYE: 2024-10-18 10:38:44
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1. EOHAR

EOEKES © cwp.api3.finance.cloud.tencent.com,
RENENKSHIF

BOAREOISRIMEIRS) : 200R/%5,

EOEFRATE : 2022-09-28 15:55:30,

BRI S S R,

2. NS

IFERSHGIRNGIH T EZOBERSEHSO NHESH , RBAHSHGIRDAERSH,

SHER Wi FEFFNULL ESidl TR
Action 2 & String NHESE , AEOBYE : DescribeAssetUserInfo
Version £ B String NS, AEOBYE : 2018-02-28
Region B B String AHBH , MEORFEERBI S,
Name 2 S String M=
Quuid 2 B String =hRSSEEUUID
Uuid 2 & String EHZLUUID
3. B
SHBR ESid) R
User AssetUserDetail APEEER
Requestld String W—iEK ID , 8XEKRESIRE], EMEEREIZXIEKA Requestld,
4. $HIRMY
UG T O SSBIERRAERID , EfthSERIGIF N2 HEIRD,
FHIRED R

InternalError
InvalidParameter.MissingParameter

InternalError.MainDBFail

WS : BRmEmEX 382 @
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SREK S 73R

EITEFTAYE: 2024-10-18 10:38:44

1. gOEA

EOiERES ;. cwp.apil.finance.cloud.tencent.com,
REUKSHIZ=

BOMZCERINEIRE) © 200%/%0,

EOEFRATE : 2022-09-28 15:55:30,

BOREIEE NN,
A s
2. NS
UIFBRSEFIRGIE T EOBSRSEFRESOAHESE |, TREAHSHPIRD A LS RS,
SHER ik AIFENULL 8 R
Action = & String AHBE, NEORYE : DescribeAssetUserList
Version 2 & String AHBE, AEOEYE : 2018-02-28
Region 2 ) String  AHSBH, AEOAFECRLSE,
By &= S String AEHER? © [FirstTime|LoginTime|PasswordChangeTime|PasswordDuaTime] <br>PasswordLockDays
iiEE4. <br><li>IpOrAlias - String - 2AWE © & - EHlipakdl&TFiE</li> <br> <li>Name - String - &4
H - WP ((1ERATTED ) </Ii><br><l|>NameStr|ct String - EEWIE : & - IKFE (™8I ) </li> <br>
<li>Uid - uint64 - EBWME : & - Uid</li> <br><li>Guid - uint64 - EH/MIE : & - Guid</li><br>
<I|>Log|nT|meStart String - ERME : & - FHARTE , 40 : 2021-01-11</li> <br> <li>LoginTimeEnd - String -
EERNIE : & - £55RAFE , 30 : 2021-01-11</li> <br><li>LoginType - uint64 - BEMIE : & - 0-FAIER ; 1-R
Arra FkeyER ; 2RATFEEESR ; 3- ﬁﬁkey%ﬂ%ﬁ% {2Iinux</li><br> <Ii>OsType - String - EBWIE : & windows
Filters = - of Y :SZ,Imux</I|><br><||>Status uint64 - EEMIE : & - KSR : 0-Z2£F ; 1-[BR</li> <br><li>UserType - uint64
= = Filter - BEWMIE SRR OiHEA, 1$T/E}EHF' ZMEEJ\}EHF' {Xwindows</li> <br> <li>IsDomain - uint64 -
BWE: A - xEEﬁ,mva 0FgE, 12 {RW|ndows<br><I|>IsRoot uint64 - EEMIE : & - EERootiR : OZ'
2,18 {2I|nux<br><||>IsSudo uint6d - EENE : & - EESudofifR : 0 A2 , 12 Minux</li><br>
<li>IsSshLogin - uint64 - 2EMIE : 7 - E""ssh%_% OTE, 12 {2I|nux</l|><br><l|>SheIILog|nStatus -
uint64 - EAWE 1 & - E'Tshellﬁﬁri 0ARE ; 12 Xlinux</li><br> <li>PasswordStatus - umt64 EHNIE
B - BRI | 1IEE 2805 3BITH 4B8E linux</li> <br><li>Os -String 2FEWIE ?;J’F%éﬁ(
DescribeMachineOsList #[1 {& ) </li>
Limit = B Uint64 EEREHIEE , BHAN10 , &AEH1L00
Offset = = uinte4  {wBE , BIAAO.
Order a a String HEF T | ascHHE Bk descigfn
Quuid FS 5 String EEFEEQUUIdEHIAYER
N s
3. S
SEATR i) AR
Total Uint64 IBREH
Users AssetUserBaselnfo KS5IFR
Requestld String W—iEk ID , ®RIEKESIRE, EAIUHAEEREZREKE Requestld,

4. ERAD

WRFRE - BRmERMEX 25383 10 #585m)
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PUMMRFIE T O SSIBIEREXAEIRNG , BRI N A HEIRT.

de

FRIRMG fk
InternalError

InvalidParameter.ParsingError

InvalidParameter.DateRange

InvalidParameter

InvalidParameterValue
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FNZzE (CWP)

IREEF-EEWebM %1%

BRITEFATE: 2024-10-18 10:38:44

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,

REVAF=EIEWeb R %%
BRAEOISRIRERRS] : 200R/%0,
$EOSEHATE : 2022-09-28 15:55:30,

BOBEIOS S L,

2. NS

IIFERSHGIRGIH T ROBRSETDO 2HEH | mBAHSHGIRDATERS,

SHER ik

Action 2
Version 2
Region 2
By B
Filters =
Limit )
Offset &
Order ES
Quuid &=

3. BitHE4g

SHER
Total
WebApps

Requestld

4. EiRAY

PIMRFIH T 12O SSIBIERXA0ERN | EthERIFE AR,

HIRY

InternalError

FVFNULL K3

S String
= String
&= String
& String
Array
S of
Filter
a Uint64
S Uint64
& String
S String
&SI
Uint64
AssetWebAppBaselnfo
String

InvalidParameter.MissingParameter

WRFRE - BRmERMEX

AHSE, AEOBYE : 2018-02-28

»

AHBH , FEORTEEBI S,
AJ3%HER : [FirstTime|PluginCount]
ITiEEA4. <br><li>IpOrAlias - String - 2BWIE : & - EHlipakal&TFiE</li> <br> <li>Name - String - 2&4418 : £
<br><li>Domain - String - E&ME : & - ihrl& </li><br><li>Type - int - ERMIE : & - [RSER : <br>0: &
<br>1:Tomcat<br>2:Apache<br>3:Nginx<br>4:WebLogic<br>5:Websphere<br>6:JBoss<br>7:Jetty <br>8:IHS <

<br><li>OsType - String - 2A&WE : & - windows/linux</li> <br><li>Os -String 2EWIE: & - #{EZES( Describ
0 {E)</li>

EERERIEE , BIAN10 , HAEH100
fwiz= , BAA0,
HEFAR | ascHF 5% desciERe

EEEEQuUIdENANER

fihk
IEREE
ilES

W—EK D , ®XEREPRE., ETEITEEREEZRIBERAT Requestld,

U=}

£6385 T1 #5851

\|



O BASTCE iz (CWP)

IR AR
MissingParameter
InvalidParameter

InvalidParameterValue

IREVAF=E 1B Web R FEfR47IZR

WS : BRmEmEX 25386 T 585

\|



O BASTCE

IR E#ATE: 2024-10-18 10:38:44

1. FOfEA

EOiEKkER . cwp.api3.finance.cloud.tencent.com,
FRENE TSR Web R FRtEH51IZR
BUMZECIERINEIRE) © 200%/%,

EOSEsAATE : 2022-09-28 15:55:30.

EOBEINSE R,

2. NS

FNZzE (CWP)

IFERSEGIRNGIH T HZOBERSESO N1, RBEAHSHGIRDAERSH.

SHER Wik FEFFNULL
Action = a
Version = a
Region 2 a
Id 2 a
Limit & a
Offset & P
Quuid =3 &
Uuid 2 &

3. S

SHEIR ESid)

Plugins AssetWebAppPluginInfo
Total Uint64

Requestld String

4. EIRAY

UG T O SSSIEERAIEIRN | BRI

fRIRIG
InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WRFRE - BRmERMEX

ESid) R
String ANFESE, AEOBYE : DescribeAssetWebAppPluginList
String AHSE, AEORYE : 2018-02-28
String AHBY , FEOAFEEBISH,
String Web[izFID
Uint64 FEREREE , BAR10 , &AEH100
Uint64 miEE , BIARO,
String FE#HQuuid
String FEHUuid

A

RS

DXEE

W—EK D , ®XERERE., ETETTEEREZXRIBERAT Requestld,

U=}

NIHFER,

$6387 1 #5851

\|



O BASTCE 122 (CWP)

IRENAF-ESTEWebiEZESIZR

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
REAF-EEWebIiEZESZ

EONZOIBRIREIRS] : 200%/7D,

$EOSEFAE : 2022-09-28 15:55:30,

EOBRIOEE NEN,

2. NS
LUNERSEFIRGH TEOERSEFNHO ALSE , RBAHESHFIRINATLEKSE,

SHEWR s RFENULL KA s
EXS

Action =2 5 String NS, AEOBYE : DescribeAssetWebFramelList
Version B & String AHSE, AEOBYE : 2018-02-28
Region = B String AHBH , FEORFTEEBISH,
By & = String ANEHER ¢ [FirstTime|JarCount]
ITiEEA4. <br><li>IpOrAlias - String - 2BWIE : & - EHlipakal&TFiE</li> <br> <li>Name - String - 2&4418 : £
Array <li>NameStrict - String - 2548 © 7 - 1B58% (=H8ICE ) </li> <br><li>Lang - String - 2EWE : & - 1EZRIES
Filters & = of String - EFE 1 & - [RSEE : <br>0: 25
Filter <br>1:Tomcat<br>2:Apache<br>3:Nginx<br>4:WebLogic<br>5:Websphere<br>6:JBoss <br>7:WildFly <br>8:Je
<br><li>OsType - String - &M1& : & - windows/linux</li> <br> <li>0s -String EFME: & - IBFRF( Describ
Limit = a Uinte4d  FERERIEE  BAR10 , ZAEHL00
Offset = £ Uinté4  {miEE , BIAAO0,
Order & = String HEFEA | ascFHRE 8% desch&gRz
Quuid 5 = String ERHEEQuUUIdEHIANSA
3. S
SHER ESidl fEk
Total Uint64 IBREEL
WebFrames AssetWebFrameBaselnfo yz
Requestld String W—EK D , ®XEREPRE., ETEITEERAEZRIERAT Requestld,

4. EiRAY

PIMRFIH T 12O SSIBIERXA0ERN | EthERIFE AR,

U=}

FEIRED A
InternalError

MissingParameter

WS : BRmEmEX £5388 T 585

\|



O BASTCE iz (CWP)

IRt fA
InvalidParameter

InvalidParameterValue

SEEYWebih s s

BRITEFATE: 2024-10-18 10:38:44

WS : BRmEmEX £5389 T 585

\|



O BASTCE

1. Z=OfEA

EOEKES © cwp.api3.finance.cloud.tencent.com,
FRENWebiih riFls

BOAREOISRIMEIRS) : 200R/%5,

EOSEFATE : 2022-09-28 15:55:30,

BRI S S R,

2. NS

IFERSHGIRNGIH T EZOBERSEHSO NHESH , RBAHSHGIRDAERSH,

SHER WhIE FEVFNULL ESid) Tk
Action 2 & String NHESH , AEOBYE : DescribeAssetWeblocationInfo
Version 2 S String NHEBE , AEOBYE : 2018-02-28
Region B = String AHBY , AEORFEEBSH,
Id =2 & String yhrald
Quuid — & String BR5588Quuid
Uuid 2 B String fR$585Uuid
3. BItHEE
SHBR et (%
WebLocation AssetWebLocationInfo =TS
Requestld String W—iEK ID , ®REKESIRE], EAIUHNFEEREZREKE Requestld,
4. R
UG T O SSBIERRAERID , EfthSERIGIF N2 HEIRD,
HIRAD )

InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

%390 @

\|

£585m



O BASTCE

REXWebih gz

BRITEFATE: 2024-10-18 10:38:44

1. EgOEis

FHZE (CWP)

EOiERES ;. cwp.apil.finance.cloud.tencent.com,

FRENWeblifi sz
BOMZCERINEIRE) © 200%/%0,

RO FRATE : 2022-09-28 15:55:30,

ITFERSHGIRGIH T ZROBERSEHRO HEH  RBRAHSHGIRDA GRS

BEOBFREE NN,
A g
2. NS
SHER ik ARFENULL R
Action = = String
Version 2 B String
Region 2 S String
By = & String
Array
Filters & B of
Filter
Limit S S Uint64
Offset S a Uint64
Order & B String
Quuid & S String
A e
3. MHSE
SHER ESid]
Locations AssetWebLocationBaselnfo
Total Uint64
Requestld String
H >
SN

W
&
3

?ﬁi

I

jus
He

\:
~Z

¥, A$EOEYE : DescribeAssetWeblocationList

N

NS, AEORYE : 2018-02-28
AHBH, AMEOAFEGBHSH,
ANEHER © [FirstTime|PathCount]

i, <br><li>IpOrAlias - String ENIE EE$)'L|ij,7JJ%Tk1E</I|><br><l|>Name String - E&WIE : 7
<br><l|>User—Str|ng BEEME - L1TFﬁ)t'</I|><br><I|>Port uint64 - EEME : & - ihsim</li> <br><li
uint64 - EEWE : & - ihahY 1HTTP2HTTPS</I|><br><||>SerV|ceType umt64 SEEWE & - RSEE .
<br>1.Tomcat<br>2 :
Apache<br>3:Nginx<br>4:WebLogic<br>5:Websphere <br>6:JBoss <br>7:WildFly <br>8:Jetty <br>9:IHS<br>10:
<br><li>OsType - String - 2&%E : & - windows/linux</li> <br><li>Os -String EGWIE: & - BERSF(
DescribeMachineOsList [ {8 ) </li>

FEREREE  BUAN10 , &ZXEH100
RIEE , BAR0.

HF7E0 | ascFt 8¢ desch#rs
EFHEEQuUUIdEHAIEE

ik
UhRFIR
IBRDE

HE—iEK ID , RIEKREIRE, EiARR R R HIZRIERA Requestld,

LA T 2O SBIERXAEIRS , EibaREFE N A HER,

IR

InternalError

WRFRE - BRmERMEX

£6391 1 H585m



O BASTCE iz (CWP)

FHIRED A
MissingParameter
InvalidParameter

InvalidParameterValue

EHAR-EEWebfRSB7IZE

WS : BRmEmEX £5392 TW #585m)

\|



X BIHSTCE EHZ4e (CWP)
B EHATE: 2024-10-18 10:38:44

1. FOfEA

EOEREZ . cwp.apil.finance.cloud.tencent.com,
EHEF-EEWebiRSIR

BOMECERINEIRE) © 200%/%0,

EOEFRATE : 2022-09-28 15:55:30,

BOBEIO S8 L,

2. NS

IIFERSHGIRMGIH T ZOBERSEHO NHESH , RBAHSHGIRDATERSE,

SHEMR IE RIFNULL KB ik
Action 2 S String NHSE, AEOBYE : DescribeAssetWebServicelnfoList
Version = a String NHEBSE, AEOBYE : 2018-02-28
Region 2 S String AHBY , MEORFEEBLSH,
By 5 5 String A EHER? © [FirstTime|ProcessCount]
' Array of 1iEsE. <br><li>User- string - %ﬁ%\iﬁ - J:ﬁ}EﬁF'.</|i><br> <li>Name- string - 2AWE : é’ - WebfR
Filters & S AssotFilters <br>1:Tomcat<br>2:Apache<br>3:Nginx<br>4:WebLogic<br>5:Websphere <br>6:JBoss <br>7:WildFly <br:
<br><li>OsType- string - &8 : & - Windows/linux</li> <br> <li>Os -String 2&WIE: & - BIFRSF( Des
Limit B a Uint64 FEREREE , BUAB10 , &AEHN1L00
Offset = & Uint64 fRIEE , BAA0. <br><li>IpOrAlias - String - 2&ME : & - EHlipaal&fHiE</li>
Order = &= String HEF AT, ascFHR 5 desch&Rs
Quuid & B String EHEEQuUUIdEHANEE.
3. IS
SHER ESidl 1%
Total Uint64 REE
WebServices AssetWebServiceBaselnfo Hz
Requestld String HE—iEK ID , BIREKRESRE. AR HEEREZRIBERN Requestld,

4. RS
UM T O SSIZIERRAEIRNG , BRI A TR,
RS Tk
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat

MissingParameter

WRFRE - BRmERMEX 25393 1 #585m)



O BASTCE iz (CWP)

IR AR
ResourceNotFound
InvalidParameter

InvalidParameterValue

SREXWebfr55 RERHIZSIZR

WS : BRmEmEX £5394 TW #585m|

\|



X BIHSTCE
BRI EHATE: 2024-10-18 10:38:44

1. B

EOiEKkER . cwp.api3.finance.cloud.tencent.com,
IRENWebfRSS KECHIZS IR

BUMZECIERINEIRE) © 200%/%,

REOSEHATIE] : 2022-09-28 15:55:30,

EOBEINSE R,

2. NS

IFERSEGIRNGIH T HZOBERSESO N1, RBEAHSHGIRDAERSH.

SHER AT FEFNULL ESit) ik
Action = &5 String NHSE, AEOBYE : DescribeAssetWebServiceProcessList
Version 2 FS String AHBE , AFOBYE : 2018-02-28
Region = a String NHBY , MEOFFEEBILSH,
Id = & String WebfR551D
Limit & & Uint64 FERERGEE  BAN10 , HAEH100
Offset = = Uint64 wBE , BAA0,
Quuid =2 & String FHQuuid
Uuid 2 S String FHUuid
3. s
SHER ESidl ik
Process AssetAppProcessInfo g
Total Uint64 2
Requestld String —iEK ID , ®RIEKEPSIRE], BRI FEEREZIXIBERKAY Requestld,

4. EIRAY

PIMRFIH T 12O SSIBIERXA0EIRNS | EthERIFE AR,

U=}

HIRAD )
InternalError

MissingParameter

InvalidParameter

InvalidParameterValue

WRFRE - BRmERMEX

FNZzE (CWP)

%395 ™

\|

£585m



O BASTCE
SREVEE SR
BIAEHATE: 2024-10-18 10:38:44

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,

FNZzE (CWP)

A0 (DescribeComponentStatistics) FAF3REVEHFITFIZFREUR.

BRAEOISRIRERRS] : 200R/%0,
O A : 2022-05-20 15:13:13,

EOBRIOEE NEN,

2. NS

IUTFERSHGIRMGIH T ROBERSEO HSE

SHEWR Wi FEEFNULL et
Action — ES String
Version 2 = String
Region 2 & String
Filters &5 &5 Array of Filter
Limit = = Uint64
Offset S B Uint64
A s
3. tHEE
SHER St

ComponentStatistics ComponentStatistics

TotalCount Uint64

Requestld String

4. TEIRIS
AT GUH T O SSBIERRAERED  EftsERIGIF N A EiIRA
HIRAD
InternalError
InvalidParameter.ParsingError
InvalidParameterInvalidFormat
MissingParameter
InvalidParameterlllegalRequest
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

BAHSHPIRN NGRS,
R
AHBE, ANMEOBYE : DescribeComponentStatistics

TS, AEOBYE : 2018-02-28

I

HEH  FROLFEEGBLSH.

>

i85, <br>ComponentName - String - E&WE : & - HHEEIR

REEE , BUAA10 , &AEHN100.
fRIZE , BAZ0,

fik
BRI,
BHFHFIRICREE.

E—ERID , ®RIERERE., EUDERFHERAZXIZRAY Requestld,

U=}

=

%6396 @

\|

£585m



O BRTTCE R (CWP)
= 3
SHXEFENFIFE
RIS FATE): 2024-10-18 10:38:44
3z R
1. EOHHAR
NSRS : cwp.api3.finance.cloud.tencent.com,
740 (DescribeExportMachines) FAFSHXIFENFIE.
BRAZCIERITERIRE] © 200%/%,
EOEFRATE : 2022-05-20 15:00:52,
OIS E X EN,
N s
2. NS
UTBERSEHGIRRGIE T EOIEKRSEFIRD AHSE , RBEAHSHGIRDAHLERSE,
SHER Wik FBEENULL 3R /i
Action 2 a String NH2%, KIZOBYE : DescribeExportMachines
Version E iy String AHBE, AEORE : 2018-02-28
Region 2 = String AHSBH , NMEORZTEEBULSEL
Array i, <br><li>Keywords - String - &WE : & - BiFXEF </li> <br><li>Status - String - &%

1 7 - ZPRELIRS (OFFLINE: B4 | ONLINE: ?‘232 | UNINSTALLED : 5k%&%< ) </li> <br><li>Version

Filters a7 | A cF)ifIter - String SESHE : 7 - LBTHHLRA ( PRO_VERSION : kiR | BASIC_VERSION : ELRHER ) </li> <br>%5
MEBFHF—ME | ETFEME S RREN
Limit B & Uinted  IREREE , BRIAS10 , &AEH100,
MachineRegion £ B String HBER/EHEL,. %0 : ap-guangzhou , ap-shanghai
MachineType 2 P String ZENZER, <br><li>CVM : RREHIENL</Ii> <br> <li>BM: XREBEYIE </li>
Offset = B Uinted  {miEE , BUAAO0.
Array
Projectlds = = of HEEFrBLS5IDFIZE
Uint64
3. WS
BHETR ESid) 1%
Taskld String {F55id
Requestld String W—iEK ID , BREKESIRE]., BRI EEREZRIEKA Requestld,

4. ERD

PUMMMGIH T O SSSEERAERT | BfbERSER

fEIRY
InternalError
InvalidParameter.ParsingError

InvalidParameter.MissingParameter

WRFRE - BRmERMEX

NHFEIRD,

6397 1 #5851



O BASTCE iz (CWP)

FEIRED i)
InvalidParameter.InvalidFormat
MissingParameter

InvalidParameterValue

SRENIK S3EEHSEFIR

WS : BRmEmEX £5398 TW #585m|

\|



O BASTCE 122 (CWP)

IR E#ATE: 2024-10-18 10:38:44

1. FOfEA

EOiEKkER . cwp.api3.finance.cloud.tencent.com,

ZA$£0 (DescribeHistoryAccounts) FF3XENIK S5 7 SHFIRETE,
BUMZECIERINEIRE) © 200%/%,

FEOSEHATE : 2022-05-20 15:13:13,

EOBEINSE R,

2. NS

IFERSEGIRNGIH T HZOBERSESO N1, RBEAHSHGIRDAERSH.

SHER Wik FEFFNULL B3t i
Action - & String NHSE, AEOEYE : DescribeHistoryAccounts
Version = FS String NHESH, AEOBYE : 2018-02-28
Region = A String RHBY , FEOFFEEGRLSH.
Filters S a Array of Filter 18, <br><li>Username - String - 2&BME : & - ikE&</li>
Limit B = Uint64 IRE#E , BAR10 , &XEH100,
Offset = = Uint64 wE , BAA0,
Uuid 2 & String =iEZEFimEE—Uuid,
3. FItHEE
SHER KA i
HistoryAccounts HistoryAccount ST EHREIELAE.
TotalCount Uint64 M SEHLFIFRICREEL.
Requestld String W—iEK ID , ®RIEKREPSIRE. EAIMATHEEREIZRIEKAY Requestld,

4. RIS

PUBUE T O SSIBIEERRERED |, EfERIGIF N A 5EIRD,

FHIRAD A
InternalError

InvalidParameter.ParsingError

InvalidParameterInvalidFormat

MissingParameter

InvalidParameterlllegalRequest

InvalidParameter

InvalidParameterValue

WRFRE - BRmERMEX 399 I

#5857



O BASTCE

HEHESAYHER

BRITEFATE: 2024-10-18 10:38:44

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,

EIHESAIRER
BOAROIERIERIRS : 200R/8).

FEOEATE : 2022-06-16 12:16:37,

BEOBFREE NN,
A g
2. NS
LINERSHGIFRG I T EOBRSHIHBO LS,
SHER ik ARYENULL %R
Action = = String
Version = & String
Region = & String
Array
Filters B S of
Filters
ImportType = = String
IsQueryProMachine & & Bool
Array
MachinelList 2 & of
String
A g
3. MBS
SHEWR Sl
EffectiveMachinelnfoList EffectiveMachinelnfo
InvalidMachinelList String
Requestld String

4. FERMY

FNZzE (CWP)

NESE, FEORYE @ 2018-02-28

REBY, MEOFFTEECRLSH.

N

iSELA : <br><li>Version - String EFWIE : & - LETF5PARA ( PRO_VERSION : HAlAR |
BASIC_VERSION : Efiifz | Flagship : &Rk | ProtectedMachines : &R +FEATAR ) |
BASIC_PROPOST_GENERAL_DISCOUNT : E=ER + B hRI&E T2+ BREARIE | UnFlagship : ZALARTR
I8+ BAUARE(T R + ERihR + EERhR </1i>

HESNPEIELEE : Ip. Name, Id =i%—

ZEHEFR.

ARSSERAIMIP (RN ) / ARSSERETR / ARSSEEID £ (K 10005%)

A
BREWHEEIIE « M2EBR, MARAR/AMip, Hastnes
FAPH#ESANEMEEESIZR (NI EES.. )

K—EK D , BRIEKESRE, ETENFERAEZRIERAT Requestld,

PUMMNFIH T 3O S3SIEERAHEIRT , BRI R,

FRIRED

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter

InvalidParameter

WRFRE - BRmERMEX

25400 Tq 58511

\|



O BASTCE iz (CWP)

FHIRED iR
OperationDenied

InvalidParameterValue

SREH 2+ 15

WS : BRmEmEX 28401 7@ #585m)

\|



O BASTCE

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,

A#E0 ( DescribeMachinelnfo ) FATFRE SSEMEE,

BOARCIERIERIRS : 200R/8D.

FO&EsRAdE : 2022-05-20 15:11:35,

IFERSHGIRMGIH T ZOBERSEHEO NHEH  RBAHSHGIRDATERSL,

BEOREIOEE XN,
A s

2. MASE
SHER Wi
Action =
Version =
Region 2
Quuid &
Uuid S

3. FtHS4L

SHETR ESidl
AgentVersion String
FreeMalwaresLeft Uint64
FreeVulsLeft Uint64
HasAssetScan Uint64
Instanceld String
IsProVersion Bool
Machinelp String
MachineName String
MachineOs String
MachineRegion String
MachineStatus String
MachineType String
MachineWanlp String
PayMode String
ProVersionDeadline String

ProVersionOpenDate  String
ProtectDays Uint64

ProtectType String

WS : BRmEmEX

FFFNULL KA R

& String ANFESE , AMEOBYE : DescribeMachinelnfo
& String AHSE, AEOEYE : 2018-02-28

= String AHBY , MEORFEEBLSEH,

& String Quuid , Uuid BE—TR

& String =EEFiRE—Uuid,

)

agenthiRA&S

READTIRNGNEE.

RERERNENEE.

REEEAWER , 0%, 18

CVMzLBMEHME—HRIR,

BEEFEBIA., <br><li>true : </li><br><li>false : &F</li>
H2gip.

ENETR.

BERA,

HIBSATEHbl. 40 : ap-guangzhou , ap-shanghai

TELIRE., <br><li>ONLINE : 72 </li> <br><li>OFFLINE : Bk </li>

FNZzE (CWP)

SIRSZEEKAY, <br><li>CVM: B =IREZEE</li> <br> <li>BM: BAYEEH</li> <br> <li>ECM: HETEIRSEZEE < /li> <br>

<li>LH: B2 RS EE</li> <br> <li>Other: JE&=H128 </li>

EHNIMRIP,

FEHIRES. <br><li>POSTPAY: RRE12: , BMZEITEE </li><br> <li>PREPAY: FR-TE: , BIBEEA </li>

LAV hiRZIHART B (IR TS 28)
Bl hRFFIERT .
ZRBRIPREL.

Fh3PhRA BASIC_VERSION Efithlz, PRO_VERSION kiR Flagship HEAIAR.

%402 @

£585m

\|



O BASTCE iz (CWP)

SHER £ R

Quuid String CVMzBMEHHE—Uuid,

Uuid String  =EBEEFUHME—Uuid,

Requestld String H—iEK ID , BRIEREIRE, EERRAHERMZRIERE Requestld,

4. $EiRMY

PUMMFIH T OLSSSEERAEIRN , BRI ARG,

U]

FEIRAD 1%
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

ResourceNotFound

InvalidParameterValue

WS : BRmEmEX 28403 TW #585m|

\|



O BASTCE

EAERERGHIR

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

EOiEKkER . cwp.api3.finance.cloud.tencent.com,
EEATHSRIERRTIE.
BOAREOIBRITRRS) : 200R/%5,

$EOSEHATE : 2022-05-20 15:13:13,

BOREIEE NN,
N e
2. NS
LUIFERSEFIRNGIE T EOBSRSERESDAHLSE | REAHSHPIRD A LS RSL,
SHETR WA FEEFNULL Bl ik
Action = & String ~HSE, AEORYE : DescribeMachineOsList
Version 2 & String AHEHSE, AEORYE : 2018-02-28
Region 2 & String AHSBY, FEOTTREBISH,
N e
3. HS
SHER ESicl A
List OsName BERGRIIR
Requestld String —iEK ID , ®RIEKEPLIRE], EAIUHEEERHZIRIERKA Requestld,
H >
4. %EIBEE%

PUTMRFH T 1RO SSIBIERXA0ERN | EthERIFE A TR,

U=}

HIRY ik

InternalError

WS : BRmEmEX

FNZzE (CWP)

%404 @

\|

£585m



O BASTCE 4z (CWP)
—I—I: (] >
KRB =SB Z=
RIS FATE): 2024-10-18 10:38:45
v 3
1. #ZOfA
BBk © cwp.api3.finance.cloud.tencent.com,
SRENH S isiFI
EONEOIBRIMRRE] : 200R/%5,
EOSEHHASE - 2022-05-20 15:12:33,
OB E NN,
A s
2. MASE
UTBERSEHGIRGIE T EHOEKRSEFRD AHESE , RBAHSHGIRDAHLERSE,
SHETR WA FBEFNULL ESicl Ak
Action 2 & String NHE2#, KIZOHYE : DescribeMachineRegions
Version 2 = String NHSE, AEOEYE : 2018-02-28
Region 2 & String AHSH , AMEORTEEBL S,
A sy
3. S
SEETR Bl Ak
ALL RegionInfo FrEitiEIR (@ S LA LFraibiE)
BM RegionInfo BM EAsibimsIz
CVM RegionInfo CVM =fRSSEatting I
ECM RegionInfo ECM 1t EiRS esHblgF Iz
LH RegionInfo LH B 2R AR EsbIETIZ%R
Other RegionInfo Other [BA=HbiEFIE
Requestld String HE—iEK ID , BIRIERESIRE, EARERY R R HZRIERE Requestld,
4. 55IREG
ARG T O S5 ERAERED , BRI AR,
IR R
InternalError
InvalidParameter.MissingParameter
InvalidParameter.InvalidFormat
MissingParameter
InvalidParameterValue
WRIFRA : Bl emEX 58405 0 H585m



O BASTCE 4z (CWP)
—— >
IR X FHN TR
EIAEHETE): 2024-10-18 10:38:45
3z A
1. #ZOFA
BBk © cwp.api3.finance.cloud.tencent.com,
A0 (DescribeMachines) FEFRENX I EFIZ,
AR ISRITERIR S : 200%/70,
ZEOEHHASE : 2022-10-18 17:27:47,
OB E NN,
A g
2. MASE
LUIFERSEFIRNGIE T EOBSRSERESDAHLSE | REAHSHPIRD A LS RSL,
SHEWR Wik FUFNULL AU 1%
Action =2 5 String NS, AZEOBYE : DescribeMachines
Version E iy String AHBE, AEORE : 2018-02-28
Region 2 & String AHSBH , NMEORZTEEBULSEL
TS, <br><li>Ips - String - 2BWE ¢ BTip&EfA </||><br> <li>Names - String - E&WE 1 &
- BB EE </li> <br> <li>Instancelds - Stnng BERWE & - BIsflideEia </li> <br>
<li>Status - String - EFWIE : 7 - ZPUSTELIRE ( OFFLINE: %%/%HHONLINE TE |
Array UNINSTALLED : 5k%%& | AGENT_OFFLINE 4| AGENT_SHUTDOWN B3#/1) </li><br> <li>Version -
Filters & = of String EFME : & - HEIBHFARA ( PRO_VERSION : Hlhg | BASIC_VERSION : &R | Flagship : 58T
Filter hiz | ProtectedMachines: &Ik +5EARAR ) </li><br><li>Risk - String 2FWE: & - XEEHL(yes) </li>
<br><li>0Os -String 2&WIE: & - BIERF( DescribeMachineOsList }gl] B )<br>8NMNEBEHRTIF—
ME , ERES/ME" S X EET<br> <li>Quuid - String - EEME: & - =RSSE8uuid HA1005%.</li>
<br><li>AddedOnTheFifteen- String REWE: & - EEREALSKAFIGIEN(L : B) </li>
Limit S 5 Uint64 IREIEE |, BAR10 , &X{EH100,
MachineRegion £ 3 String HBERTEHELL. %0 : ap-guangzhou , ap-shanghai
MachineType = = String MEEFFBEXER <br>CVM =iRE S <br>BM BA<br>ECM 1453+ E <br> LH 122 ARS8 <br>Other
BESEX
Offset & = Uinte4  fmiB= , BAR0,
Array
Projectlds & = of HEEFrELSSIDTIZR
Uinte4
A g
3. IHSE
SHER Sl R
Machines Machine FHFIE
TotalCount Uint64 FHgE
Requestld String —i5K ID , @RIEKRESIRE., EARAATEEREIZRIEKR Requestld,
ﬁ\
. IR

PUMMRFIE T O SSIBIERKAERN , BRI A IR,

WRFRE - BRmERMEX

25406 T1 58511



O BASTCE iz (CWP)

fRIRIG A
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 28407 TW #585m)

\|



O BASTCE

SRR Fe1H5I3R

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
Z$Z0 (DescribeOpenPortStatistics) FIFFAEIR OS5I,
EONEZOIBRIREIRS]  200%/7D,

$EOSEFRAE : 2022-05-20 15:13:13,

BOBEIOS S L,

2. NS

IIFERSHGIRGIH T ZROBERSERDO HEH | RBAHSHGIRDATERS,

SHER Wik FRFNULL 5] )

Action 2 S String NHSE, AEOBYE : DescribeOpenPortStatistics

Version 2 & String AHSE, AEORE : 2018-02-28

Region 2 B String AHBY , MEORFEEBILSEL,

Filters = FiS Array of Filter 1ESE, <br><li>Port - Uint64 - EFE : & - OS2 </li>
Limit &= &= Uint64 REEE |, BOAA10 , &RAEHRL00,

Offset S a Uint64 fR#E , BUAAO0,

3. FitH24g

SHER ESid)
OpenPortStatistics OpenPortStatistics
TotalCount Uint64

Requestld String

4. EIRMY

PUMMRFIH T 1RO SSIBIERRA0ERIS | BRI AT

FHIRAD

InternalError
InvalidParameterInvalidFormat
MissingParameter
InvalidParameterlllegalRequest
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

HIR.

Tk
ISR IR
IROSETIREEL

HE—EK ID , ®RERERE, EAREATFERHHZRIERE Requestld,

U=}

FNZzE (CWP)

%408 T

\|

£585m



O BASTCE

SREGHIESE LT 515

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

A4 (DescribeProcessStatistics) FIFHREUHIES I FREGE.

BRAEOISRIRERRS : 200%/%0,
O E : 2022-07-28 23:46:05,

EOBRIOEE NEN,

2. NS

FNZzE (CWP)

A - HEE</i>

LITERSHGIRNGIE TEOBKRSHIH D AHEH | RERAHSHGIRNAHIERKSEH,
SHBIR Wik FEYFNULL S fid
Action 2 &5 String NHSEH , AEOBYE : DescribeProcessStatistics
Version E sy String AHEHSE, AEORYE : 2018-02-28
Region = B String AHSH , AEOFLFTEERNSEH,
Filters S S Array of Filter 188, <br><li>ProcessName - String - 25 W1E :
Limit S S Uint64 REE , BUAN10 , &AEH100,
Offset B a Uint64 w2 , BAR0,
3. S
SHER RE ik
ProcessStatistics ProcessStatistics BRI IREUREEA.
TotalCount Uint64 BHEFIHHIRICREEL,
Requestld String H—EK ID , BIRIEKRERIRE], ENIARATHRERAHZRIERE Requestld,

4. (EIRES

PITMRFIH T 12O SSIBIERXA0EIRIS | EthERIFE AR,

HIRAD

InternalError
InvalidParameter.ParsingError
InvalidParameterInvalidFormat
MissingParameter
InvalidParameterlllegalRequest

InvalidParameterValue

WS : BRmEmEX

%409 @
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£585m



N —
& BRETCE
o et Al > [=1=¥—
RBYEEIRE REARIIRSS25ER
RIS FATE): 2024-10-18 10:38:45
sz R
1. EOHHAR
BBk © cwp.api3.finance.cloud.tencent.com,
REUEERE RERRIIRSS 25 R
EONEOIBRIMRRE] : 200R/%5,
EOEHHASE - 2022-05-20 15:13:13,
OB E NN,
A s
2. NS
UTBERSEHGIRGIE T EHOEKRSEFRD AHESE , RBAHSHGIRDAHLERSE,
SHETR WA FE¥FNULL ESicl Ak
Action =2 5 String N2, AEOBYE : DescribeTagMachines
Version 2 & String NHEHSE, AEORYE : 2018-02-28
Region g2 & String NHBY , AEORFBEEELSE,
Id 2 &= Uint64 HREID
A e
3. HESE
SHER &St E:)a
List TagMachine SIREUE
Requestld String E—iEK ID , ®RIEKEPSIRE., BT EERHZRIERKAT Requestld,
it\
4. RS
ARG T O S5BEERAIERED , BRI AR,
RS A
InternalError
InvalidParameter.ParsingError
MissingParameter
ResourceNotFound
InvalidParameter
InvalidParameterValue
RS - B e EX

FNZzE (CWP)

%410 @

\|

£585m



O BASTCE 122 (CWP)

SRENFT B EAIREE

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
SRENRTE A AREE

BOMZCERINEIRE) © 200%/%0,

FOEHATE : 2022-12-29 09:47:48,

BEOBFREE NN,

2. NS

LITERSHGIRGIE T EOBKRSHIH D A LS, RERAHSHGIRIA SRS,
SHER Wk RFFNULL 288 ik
Action = & String  AHESE, AEOEYE : DescribeTags
Version 2 = String QLS , AEOEYE : 2018-02-28
Region 2 B String  AHBH, MEOFFTEEBLSEH.

TiEsE, <br><li>Keywords - String - E&WM%E : & - EiEXBEFWHESFZFR/HEEIP </li> <br> <li>Status -
String - BRME : & - BPEHELIAZE ( OFFLINE: B4E | ONLINE: 7£48 | UNINSTALLED : k%% |

Filters = | = A1 SHUTDOWN BI€#1) </li> <br> <li>Version - String S : 7 - SIS (PRO.VERSION :
= = Filtere MR |BASIC_VERSION : £fifffz ) </li><br><li>Risk - String 2EIE: & - MIEH( yes ) </li><br><li>Os

-String BEEMIE: & - BIERS( DescribeMachineOsList 31 {& ) <br> SMNTEEMRIS—ME , G
SMESRRER</li>

MachineRegion &5 5 String HESFr/EHbiE. 40 : ap-guangzhou
. . ZEHER, <br><li>CVM : EREIREEE</li> <br> <li>BM: =R=BEAMIEN, </li> <br> <li>ECM: ERib%5
MachineType &= &= String . . ) o . . A — .
THERSEE < /li> <br> <li>LH: FRIEZFEMAIRSEE</li> <br> <li>Other: FTRIBEZIREZE</li>
A q
3. WtHEE
SHER Sl A
List Tag FIFRER
Requestld String H—EK ID , ®RIEKREPSIRE]., EIDEHEEREIZRIEKA Requestld,

4. ERD

PUMMRFIE T O SSIBIERRAEIRNG , BRI N A HEIRT.

FHIRAD Tk
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

WRFRE - BRmERMEX 28411 Tq 585



O BASTCE iz (CWP)

HIRAD A
ResourceNotFound

InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX 28412 TW #585)

\|



O BASTCE

FTIBERIEIREE

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,

TS RIEIRES
BOAEOISRIRRRS : 200R/%0,
$EOSEHATE : 2022-05-20 15:13:13,

BOBEIOS S L,

2. NS

IIFERSHGIRMGIH T ROBERSHIO S,

SHER Witk FE¥FNULL
Action = &
Version =2 &
Region 2 =
Id = =
Name = &
Quuids = &
3. e
SHEWR ESidl R
Requestld String He—iEsk ID

4. FERMY

PUMMMFIH T O S3SEERA0EIRIT | BRI ARG,

FRIRMG

InternalError

InvalidParameter.ParsingError
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameterValue.TagNameLengthLimit
InvalidParameter

OperationDenied

InvalidParameterValue

WS : BRmEmEX

= oEE

=N

String
String
String
Uint64
String

Array of String

U]

FNZzE (CWP)

280, AEOBYE : 2018-02-28

>

HEH , AEOLFTEEGBLSH.

>

O

\:

Sl

1

st
o

B

Quuid

KREPLIRME. ENTRASREREZXIERE Requestld,

%413 ™

\|

£585m



O BASTCE

SHBESERRERGIER

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
SHE-SERRERTIER

ERAECIERITEIRE : 200R/7D.

BEEOEHASE : 2022-09-28 15:55:30,

RO E &N,

2. NS

FNZzE (CWP)

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHER % RIFNULL KR R
Action =2 & String NHBE, AEOBYE : ExportAssetCoreModulelList
Version 2 = String NHEBE , AEOBYE : 2018-02-28
Region 2 & String AHSH, AEOLFTEEGRSEH,
By & & String HEFFIKIE[FirstTime|Size|ProcessCount|ModuleCount]
Filters = = Array <?f iiilﬁ%%{f‘r—e <br><li>Name- string - 2&W%IE : & - A& </li><br><li>User- string - EEWMIE : & -
AssetFilters AP </li>
Order & = String HEFE AR, . ascFHF 8¢ descl&RF
Quuid & & String BR5588Quuid
Uuid = B String f55 28 Uuid
3. S
SHER ESis) R
Taskld String FETEIESSID , EERIAExportTasksiE{HA
Requestld String H—iEK ID , XIEKRESIRE], BRI FEEREIZIXIEKA Requestld,

4. EIRAY

PUTMRFH T 12O SSIBIERRA0ERES | EtbERIFEIA

FEIRAD

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter

ResourceNotFound

WS : BRmEmEX

NHERIRAD,

U=}

%414 ™

£585m

\|



FNZzE (CWP)

O BASTCE

IR
InvalidParameter

InvalidParameterValue

=~

SHEAEEWebiRSHIZE

BRITEFATE: 2024-10-18 10:38:45

5415 1 H585m

\|

WS : BRmEmEX



O BASTCE

1. gOER

EOiEREE . cwp.apil.finance.cloud.tencent.com,

SHEFEEWebiRSFIFE
BUMZECERINEIRE) © 200%/%,
EOSEsAATE : 2022-09-28 15:55:30.

BRI S S R,

2. NS

LIMERSHGIRIGIE TEOBRSHRH A S
SHEBIR W9k RFFNULL 3REY
Action = & String
Version = B String
Region = £ String
By = = String
Filters = a Array of

AssetFilters

FNZzE (CWP)

£, TEAHSHIIRNATERSLL,

t5# , AEOEYE : ExportAssetWebServicelnfolist
NHSE, AEOBYE : 2018-02-28

{24, FEOTFREBUSH.

=

AEHER? @ [FirstTime|ProcessCount]

1TiEsE, <br><li>User- string - 2AWE : & - BfTAF </li> <br> <li>Name- string - 2AWE : & - WebfR
<br>1:Tomcat<br>2:Apache<br>3:Nginx<br>4:WebLogic<br>5:Websphere <br>6:JBoss <br>7:WildFly <br:
<br><li>OsType- string - 25148 : & - Windows/linux</li>

Order a a String HEF ST | ascFtfe 5k desci#f
Quuid FS & String HHIEEQuUUIdENAIEE
A e
3. S
SEETR i) R
Taskld String SETHESID , FEESExportTaskskEE{ER
Requestld String H—iEK ID , XERESIRE], EEAFEERHEIZIXIEKA Requestld,

4. HIRG

PITMRFIH T 12O SSIBIERXA0EIRIS | EthERIFE AR,

HiRh
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound

InvalidParameterValue

WS : BRmEmEX

%5416 T1 H585m



O BASTCE 122 (CWP)

(ZENEEER

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

EOiEKkER . cwp.api3.finance.cloud.tencent.com,
ERENSEEER
EONEZOIBRIREIRS]  200%/7D,

FEOSEFRATE : 2023-02-15 10:32:23,

BOREIEE NN,
A s
2. MASE
UIFBRSEFIRGIE T EOBSRSEFRESOAHESE |, TREAHSHPIRD A LS RS,
SHER Ui FEVFNULL Sl Ak
Action = B String NHBE, AEOBYE : ModifyMachineRemark
Version 2 S String NHESE, AEOBYE : 2018-02-28
Region 2 B String AHBY , AEORFEEBLSEH,
Quuid 2 = String FHQuuid
Remark = = String #ZIER
N sge
3. tHEE
SHER il A
Requestld String W—iEXK ID , BREKRESIRE]., EBMAEEREZRIEKA Requestld,
j:t\
4. %EIB':IE
LA T 2O S B IERXAEIRD , EfbiaREFEN A SR,
EIRY A

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX %417 |

#5857



O BASTCE 122 (CWP)

A=A = ]

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
REEfesUEshia

EONZOIBRIREIRS] : 200%/7D,

$EOEFRAE : 2022-09-28 15:55:30,

EOBRIOEE NEN,

2. NS

IIFERSHGIRGIH T ROBRSETDO 2HEH | mBAHSHGIRDATERS,

SHEWR Wi FEEFNULL ESidl R
Action =2 & String N2, ANZOEYE : ScanAsset
Version 2 & String NHEBE , AEOBYE : 2018-02-28
Region 2 & String AHBH, MEOLFEERISEH,
AssetTypelds = S Array of Uint64 BrEigEERidEIZE
Quuids 5 &5 Array of String QuuidFlz
A q
3. WS
SHER ESil R
TaskId Uint64 {E£55id
Requestld String W—iEK ID , @RIEKREPSIRE., EAIDMAIHEEREZRIEKAY Requestld,
Hyx3
4. lf'ElliE
LA T 5O S B IERXAEIRD , EfbiERIEEFEN AR,
RS R

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
ResourceNotFound
InvalidParameterlllegalRequest
InternalError.MainDBFail
FailedOperation.NoProfessionHost

OperationDenied

WIS : B emEX %5418 T1 H585m



O BASTCE iz (CWP)

RS A

FailedOperation

]

&l

N
o~

FEIEER

/7

WS : BRmEmEX 28419 TW #585)

\|



O BASTCE 122 (CWP)

1. gOER

EOEKES © cwp.api3.finance.cloud.tencent.com,
ELRFHHER

BUMZECERINEIRE) © 200%/%,

B ERAETE) : 2022-09-28 15:55:30,

BRI S S R,

2. NS

IFERSHGIRNGIH T EZOBERSEHSO NHESH , RBAHSHGIRDAERSH,

SHER WAIE FEFFNULL E3id) ik

Action 2 & String AHBE, AEORYE : SyncAssetScan
Version £ B String NS, AEOBYE : 2018-02-28
Region 2 & String AHBH , KEOFRTEERLSEL,
Sync 2 S Bool FEABRE : true-2 false-5& ; Eilfalse

3. HmIHESE

SHER it i)
LatestEndTime String EHTEEEREIC AT (A
LatestStartTime String BT AR E)
State String WEHMEB(KE) : NOTASK (i8BRE$EES ) , SYNCING ([E£4 ) , FINISHED ( [E#5eh )
Taskld Uint64 {E551ID
Requestld String W—iEK ID , BREKESIRE]., EBAIHENEEREZRIEKA Requestld,
4. FEHRS

PUMMRFIE T O SSIBIEERAEIRN , BRI A IR,

R Tk
InternalError

InvalidParameter.MissingParameter

ResourceNotFound

InvalidParameterlllegalRequest

InternalError.MainDBFail

FailedOperation.APIServerFail

FailedOperation

WS : BRmEmEX 5420 I

#5857



O BASTCE

RERHBREESIZR

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

BOEREE
KEAHBRIReETIR
BOABEOIERIRERIRS « 20R/F2,
EOEHHASE - 2022-05-20 15:13:13,

cwp.api3.finance.cloud.tencent.com,

BEOBIOEE XEN,
A s
2. NS
LATBERSEHGIRGIE T EOBEKSEFRD AHSEL,
SHER Wi FFNULL
Action = &
Version =3 S
Region = =
MachineArea 2 &
MachineRegion P &
Quuid 2 =
Taglds B &
A s
3. S
SHER Bl A
Requestld String
H 2
4. %EIBE

PUMMBIH T3 OLSSSEERAEIRT | BtERDFER

IR

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
ResourceNotFound
InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX

TEAHSHGIRN A TGRS

String
String
String
String
String
String

Array of Uint64

NSRS

FNZzE (CWP)

R
ANHSE, AEOBYE : UpdateMachineTags

T2, AEOBYE : 2018-02-28

>

HEH, AEOLFTEEBLUSH.

>

PR45882554(CVM|BM|ECM|LH|Other)
IRSSEEHtEX 4N: ap-guangzhou

188 Quuid

EID |, M ERBEREIIRETIR

H—EK ID , ®RERESIRE], EfIEMAFEEREIZRIEKAT Requestld,

%421

#5857



O BASTCE

SRFEEREN

I LRI BRSS 25

EILEFATE: 2024-10-18 10:38:45

1. #OfEA

EOERIES : cwp.api3.finance.cloud.tencent.com,

AN ELBIRARSS BR
FONZOIERITERIRA : 200R/7D,

EOSEHRATE : 2022-05-20 15:12:33,

EOBIGEE &N,

2. ANSEL

IIFERSEHGIRMGIH T ROBERSEHO 2HSE

SHER Wi
Action 2
Version 2
Region Z
ProtectDir =3
ProtectHostConfig P

3. S

SHEWR ESidl
Requestld String
ﬂ\
4. FEIRIS

PUTMRFIH T 1RO SSIBIERXA0EIRND | EthERISFE AR,

TEIRG

InternalError
InvalidParameter.ParsingError
MissingParameter
InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX

TEAHSHGIRDAHERSL,

FEVFNULL ESidl

a String

a String

a String

& String

a Array of ProtectHostConfig

FHZE (CWP)

AHSE, FEORE : 2018-02-28

RHBH, FEOFFEERLSH.
Ftr B Rtk
FatFHLEs (ER

E—IEK ID , SREREPIRE. EIDRNFERAIZRIERA Requestld,

U=}

%422 M

\|

£585m



O BASTCE

MBRME T HE

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,

MrgmLIERE
BRAEOISRIRERRS] : 200R/%0,
FEOEEATE : 2023-02-10 10:14:54,

EOBRIOEE NEN,

2. NS

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHBIR itk FEYFNULL
Action 2 &
Version = &

Region 2 &

Ids & &

IsAll & &

A R 74
3. S
SHER ESidl )%

Requestld String

4. FEIRMY

s
String
String
String
Array of Uint64

Bool

PUMMRFH T 1RO SSIBIERXA0ERND | EtbERIDFE A SR,

FHIRED

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
InvalidParameterlllegalRequest
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FHZE (CWP)

AHBE, ANEOBYE : DeleteAttackLogs

I

TS84, AEOBYE : 2018-02-28
NHBH, AEOFTEERISEL,
HEIDEAR , £xK1004%,

ERERMER

E—EK ID , SREREPRIRE. EIDREFERAIZRIERA Requestld,

%423

\|

£585m



O BASTCE

BRIBREG I MG

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

OB
TBRBHF g
BOAROIERIERIRS : 200R/8).

FEOSEERAYE) : 2022-05-20 15:13:13,

cwp.api3.finance.cloud.tencent.com,

BOBEIOS S L,

2. NS

IURERSHGIRGIH T EROBRSHNDO N HSH , 5T

SHER Wik FEFNULL
Action 2 &
Version 2 &
Region 2 =
Ids 2 S
A sle,
3. mHSE
BB it E)a
Requestld String H—iF%k ID
-+
4. RS

PUTMMRFH T 1RO SSIBIERRA0EIRND | EbEIRIDIFED
FHIRED

InternalError

InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat

MissingParameter

InvalidParameterlllegalRequest

InvalidParameter

OperationDenied

InvalidParameterValue

FailedOperation

WS : BRmEmEX

ioES

=N

Flze (CWP)
NHEBHFIRDANTIERSE,
ESid] ik
String 2HSE, AEOBYE : DeleteProtectDir
String AHSE, AEOEYE : 2018-02-28
String AHBH , FEORTEEBI S,
Array of String MPRAIERID HA100%
SKEPRIRE]. 7R RERMHZRIERAI Requestld,

FHIRD,
R
5424 Ta H#585m@



O BASTCE

MIFREHHER

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
WRuEREE A -IREHER

BOMZCERINEIRE) © 200%/%0,

FEEOEFHASE : 2022-05-20 15:13:13,

BOBEIOS S L,

2. NS

IUFERSHGIERGIH T ROBRSHNBO A HSEY |, TBRHSHGIRIA SR

SHEBIR Wik FBEFNULL ESid)

Action = B String

Version = ) String

Region =3 S String

Ids = S Array of Uint64

3. mHEE

NHSE, AEOBYE : 2018-02-28
AHSH , AEORFEERBLSEL,

BRI I,
FEMIBRATEAID 4 HAL00%

SHER B R
Requestld String H—iEK ID , XIERESIRE], EfFAEAFEERHEIZIXIEKA Requestld,
H N3
4, %EIBEEE_'I

PUTMRAIH T 2O SSIZIERXA0ERNS | EthERIFE AR,

U=}

fRIRMG

InternalError
InvalidParameterInvalidFormat
MissingParameter
InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX

FNZzE (CWP)

%425 ™

\|

£585m



O BASTCE

PSS HIFTB

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,
yunapi response

BOAZOERIERIRS : 200R/70.
#EOEFAYE : 0001-01-01 00:00:00,

OB E NN,
A s
2. MABSEH
LATBERSEHGIRRFIE T EOIERSEFEBD A HES
SHER Wi FFNULL
Action 2 -
Version = =
Region = =
Id = =
A e
3. HESE
SHER ESid]
NetAttackEventInfo NetAttackEventInfo
Requestld String
- ‘l:l
4. RS

PUMNFIH T O S3SEERAHEIRS | RSl

RS

InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue

WS : BRmEmEX

#

\

Fize (CWP)
BNHSHHIRIALIERSE,
i) ik
String 2%, ANZEOEYE : DescribeAttackEventIinfo
String AHSE, AEORE : 2018-02-28
String AHSH, AEOLFTEEGRSEH,
Uint64 E4id
A
MBS
HE—iE> , BREKRESIRE, EAIEAREERZRERD Requestld,
IR,
A
28426 T1 H#585m
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B T R E IS5

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
yunapi response

EONZOIBRIREIRS] : 200%/7D,

#EOSEFRAE : 0001-01-01 00:00:00,

OIS E X EN,
A s
2. MASE
UTBERSEHGIRGIE T EHOEKRSEFRD AHESE , RBAHSHGIRDAHLERSE,
SHEIR Wi SRUENULL %R 9%
. . AHBE, AEONE :
= = o
Action = = String DescribeAttackEvents
NS 2 . _02-
Version s = String 24\8/\/551 , AEOBYE : 2018-02
s EOAEEGELES
Region = = String g{\ﬁéﬂ  AEOAFEERS
By S & String Here
Filters 5 =& Armayof iy,
Filter
<li>Type - String BT 0: BT 1: kAkh - BEE: F</li>
<li>Status - String SHFMIBRE 0 FME 1 BIE2 . BiINE 3 : BRR4: Bl
b - EEIE: B</li>
<li>SrcIP - String SRIRIP - 2FME: & </li>
<li>Uuids - String EH1Z2uuid - EEMIE: F</li>
<li>Quuids - String cvm uuid - 2&WE: F</li>
<li>DstPort - String IHBiRmO - EEE: F</li>
<li>MachineName - String =HEHR - 2EME: F</li>
<li>InstancelD - String FALHID - 2EWE: F</li>
<li>AttackTimeBegin - String IEFFIARTE - REMIE: F</li>
<li>AttackTimeEnd - String I{TE45RATE) - 2BME: F</li>
<li>VulSupportDefense - String iBREESISHE 0ASZE |, 1503 - BEMIE T
</li>
Limit A B Uint64 REHE  &AEHN100,
Offset B = Uint64 fmEgE , BAIAA0,
Order S S String HEFA T ASC,DESC
N g
3. HSE
WRIFRA : Bl emEX 58427 T0 #585@
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SHER ESidl i)

List NetAttackEvent WhEEyIE

TotalCount Uint64 REH

Requestld String W—iEK ID , BIRIEKREBSIRE], ERIMAFEEREZIXIEKA Requestld,

4. $EiRMY

PUMMFIH T OLSSSEERAEIRN , BRI ARG,

U]

FRIRMG Tk
InternalError

MissingParameter

ResourceNotFound

InvalidParameter

OperationDenied

InvalidParameterValue

WS : BRmEmEX 28428 TW #585M|

\|
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PSR HESIFTE

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
MBI HEIFIE
BOAREOIBRITRRS) : 200R/%5,

RO FRATE : 2022-10-31 15:59:56,

BEMBRIEE R,
2. NS
LIBERSHG IR IH T EOBRSEIH D A LS, RERAHSHGIRIAHIE S,
SHER Vv FEEFNULL el 30
Action 2 S String NHBE , KEOBYE : DescribeAttackLoglnfo
Version 2 & String AHSE, AEOEYE : 2018-02-28
Region 2 B String AHBH , FEORFTEEBIESH,
Id = & vint64 H=5ID
3. FHS4Y
SHER ESid] Tk
CreatedAt String IEATIE)
Dstlp String W BARIP
DstPort Uint64 G = |
HttpCgi String WEERE
HttpContent String WEAS
HttpHead String EHLER
HttpHost String WEBEREN
HttpMethod String WETE
HttpParam String WHSE
HttpReferer String BEKIR
HttpUserAgent String W& NI ESRR
Id Uint64 HZEID
Quuid String FEMHID
Srclp String WERIRIP
SrcPort Uint64 EskiRERO
VulType String BRiNEEY
Requestld String H—iEK ID , §RIEKREPIREl. EEAAHRERHHZRIFRA Requestld,

WIS : B emEX 55429 T #5851

\|
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4. ERD

PUMMRFIE 7O SSIBIERERAEIRN , BRI A IR,

IR A
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

ResourceNotFound

InvalidParameterlllegalRequest

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 28430 TW #585m|
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GRS

BRILEFATE: 2024-10-18 10:38:45

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,
RO TR RERNEIEATSIZR
BOMZOERIEIRE) © 200%/%,

FEEOEFHASE : 2022-05-20 15:13:13,

EOBRIOEE NEN,

2. NS

IIFERSHGIRGIH T HROBRSENBO A HSEY |, TBLOHSHGIRIA SR

&
2\%&

SHEWR s RFENULL KA s
e

Action =2 5 String NH2%, KIZOHBYE : DescribeAttackLogs
Version 2 & String AHSH, AEORYE : 2018-02-28
Region 2 = String AHSE , NMEORTEEBUL S,

T, <br><li>HttpMethod - String - 25&WE : & - WT57%(POST|GET) </li> <br> <li>DateRange -
Array String - E5E : & - WEFEE(FESRIT3NBAIEEE) | !ll]aﬂ&—/\ﬁ[ 2019-11-17", "2019-12-17"]1</li> <br>
Filters & & of <li>VulType - String E#EEEL - BEWIE: B </li> <br><li>Srclp - String IHIRIP - BEMIE: F</li><br>
Filter <li>Dstlp - String It B#RIP - BEWE: &5 </li> <br><li>SrcPort - String IHRiRO - EEWME: & </li> <br>
<li>DstPort - String IH iRm0 - EFMIE: F</li>

Limit & S Uinte4  IREEE , SAEH100,
Offset = S Uinte4  {REEE , FBAAO,
Quuid & & String =EHMNESID

Uuid &= &® String  EHRELEFIHID

3. BIHSE

SHER Sl A
AttackLogs DefendAttackLog HEFIZE
TotalCount Uint64 R
Requestld String H—iEk ID , @RIEKREPSIRE. EAIEMAHEEREIZRIEKA Requestld,
Hyx
4. %EBE

PUMMMFIH T O S3SIEERAEIRNT , BtERIF ARG,

IR A
InternalError
InvalidParameter.ParsingError

InvalidParameter.MissingParameter

WRFRE - BRmERMEX 28431 71 #585%]



O BASTCE iz (CWP)

FHIRED HIR
InvalidParameterInvalidFormat

MissingParameter

ResourceNotFound

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 28432 TW #585|
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O BASTCE

PRI EE ST

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

BROEKES
yunapi response
BOMZOERIEIRE) © 200%/%,
$EOEFATE : 0001-01-01 00:00:00,

EOBRIOEE NEN,

2. NS

IUTFERSHGIRMGIH T ROBERSEO HSE

SHETR WA
Action —
Version =

Region 2

3. S

SHER
AttackSrcIpCount
AttackedAssetCount
AttackedPortCount
NewAttackSrcIpCount
NewAttackedAssetCount
NewAttackedPortCount
PendingAttackCount
PendingNewAttackCount
PendingSuccAttackCount
PendingTryAttackCount

Requestld

4. EIRAD

PUMNFIH T O SSSERRAEIRTS | RS

IiEll?E
InternalError

MissingParameter

WS : BRmEmEX

cwp.api3.finance.cloud.tencent.com,

FFNULL

=
=
=

a
(=)

ESi)

Uint64
Uint64
Uint64
Uint64
Uint64
Uint64
Uint64
Uint64
Uint64
Uint64

String

, ANEEOEYE : DescribeAttackStatistics
, AJEOEYE : 2018-02-28

String AHBH, FEOFFEEBLSH.

s

BERRIpAE
BEWEATHE
BERHROHE

S BEIERERIRIpHE
SHIMERREEHE
SHEIMESREHROHE
BIEIREL

S BHIERERE
BLIERITIREL
REHBEIRE

HE—EK ID , ®RIEKESRE, EENFERAEZXIERAT Requestld,

AHEEIRG,

FNZzE (CWP)

%433 ™

#5857
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HIRAD A
ResourceNotFound

InvalidParameter

OperationDenied

InvalidParameterValue

WS : BRmEmEX 28434 TW #585)

\|



O BASTCE

MR TR top SEUESIZR

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
yunapi response

BRAEOISRIRERRS] : 200R/%0,
$EOEEAE : 0001-01-01 00:00:00,

ORI B NS,

2. MBS

IFERSEFIRGIE T EOBSRSEMESO AHSE |, REAXSHFIIRI A
SEETR AT
Action =
Version =
Region =
Filters &

<li>BeginTime - String #24ARHE,ERIAL 7R - EBWIE: F</li>

3. mHSE

SHER ESid] ik
NetAttackTopInfo NetAttackTopInfo top&EitEuE
Requestld String

H >

EIESiE]

PUMMRFIH T O SSIBIRRXAEIRNG , BRI A IR,

RS

InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue

WS : BRmEmEX

ERSLL,

FEFNULL

iy

iy

iy

String
String
String

Array of Filter

E—EK ID , BREREPIRE. EADmAFERAE

FNZzE (CWP)

B

"

AHSE, AEOBUE : DescribeAttackTop

RHBE, NEOBYE : 2018-02-28
REBY, NEORFRERILSH.

fURE S

ZORIERA Requestld,

25435 1 H585m
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PSSR

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
yunapi response

EONZOIBRIREIRS] : 200%/7D,

O EFHHATE - 0001-01-01 00:00:00,

EOBRIOEE NEN,

2. NS

LUIFERSEFIRNGIE T EOBSRSERESDAHLSE | REAHSHPIRD A LS RSL,
SHETR Wik FIFNULL i) R
Action 2 5 String NS, AEOBYE : DescribeAttackTrends
Version 2 & String AHSE, AEORYE : 2018-02-28
Region 2 & String NHBH , AEORFTEERLSEL,
Filters &5 & Array of Filter e,
<li>BeginTime - String #EHARTE, EBIANIETR- BRELIE: & </li>
A s
3. s
SHER ESidl A
NetAttackTrend NetAttackTrend WS FTEE (X)
Requestld String BE—IFK ID , 8REKRESRE. ECRAFREEREHZXIFRE Requestld,
FTay=
4. 551xf8
ARG T O SSBEERRERD , BRI AR,
RS A

InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue

WIS : B emEX 6436 T1 H585m

\|
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SREX AR I RIS ELSIZR

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
SRENMLR IR RN SRS

BOMZCERINEIRE) © 200%/%0,

FEEOEFHASE : 2022-05-20 15:13:13,

BEOBIOEE XEN,
A s
2. NS
LIBERSHG IR IH T EOBRSEIH D A LS, RERAHSHGIRIAHIE S,
SHER WhI% FEFNULL et R
Action = S String NHBE, AEOBYE : DescribeAttackVulTypelist
Version 2 & String AHBE, AEORE : 2018-02-28
Region 2 B String AHBY , MEORFEEBIESEL,
A s
3. BItHEE
SHBR ESis) R
List String BiESIR
Requestld String W—iEK ID , XEKRESIRE], EEEEREIZXIEKA Requestld,
_-ti\
4. $ERAG
PATRZIE T O S5 ERAIERED , BRI AR,
FHIRED A

InternalError

WS : BRmEmEX

FNZzE (CWP)

%437

\|

£585m
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I TABn R SGREN X s A 15113=

ERITEFTAYE: 2024-10-18 10:38:45

1. gOEA

EOiEKkER . cwp.api3.finance.cloud.tencent.com,
AT EREREN I ENT IR,
EONEZOIBRIREIRS]  200%/7D,

FEOSEERAYE) : 2022-05-20 15:13:13,

BEOBFREE NN,
2. MANSH
LIBERSHG IR IH T EOBRSEIH D A LS, RERAHSHGIRIAHIE S,
SHER Wik REFNULL 2R R
Action = & String ~HSE, AEORYE : DescribeMachinelList
Version 2 S String NHESE, AEOBYE : 2018-02-28
Region 2 B String AHBH, MEORFTEEBI S,
TESAE. <br><li>Keywords - String - EAWIE : & - EiEXESF </li> <br> <li>Status - String -
Filters = = Array gf E\f‘\i;i : .7:? - g):"ﬁ#‘ﬁ?fg%%ﬁ:ﬁ ( OFFLINE: B4 | ONLINE: 7£4% | UNINSTALLED : k%% ) </li><br>
AssetFilters  <li>Version - String 2&#E : & - AP ( PRO_VERSION : £k | BASIC_VERSION : £
) </li><br>@MIBEHSHF—ME , EAHFEMEHRXEEH
Limit & ) Uint64 REEE |, BIAS10 , &AEHR100,
MachineRegion £ S String H28RF/EHbiE. 40 : ap-guangzhou , ap-shanghai
MachineType = = String —E—ﬂnéﬂ, <br><li>CVM : %ﬁ:ﬁ?ﬂ%m</|i> <br><li>BM: %77?64@}E$R</E<bri<li>ECM: =
RS ERRSS RS </li> <br> <li>LH: FRIEZEMAIRSSEE </li> <br> <li>Other: FRBE =M= </li>
Offset = a Uint64 w2 , BUARO0,
3. S
SHER ESidl ik
Machines Machine EMFIFE
TotalCount Uint64 FHEE
Requestld String W—iEK ID , 8RIEKREBSIRE], ERIMAFEREZXIEKA Requestld,

4. FERAY

UMMFIH T O S3SEERAEIRN | BtERIF N ARG,

d

FEIRAD 1%
InternalError
InvalidParameter.ParsingError

InvalidParameter.MissingParameter

WS : BRmEmEX 28438 TW 585

\|
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FRIRIG Tk
InvalidParameterInvalidFormat

MissingParameter

FailedOperation.APIServerfFail

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 28439 TW #585|

\|



O BASTCE

HANERERE

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

yunapi response
BRAEOISRIRERRS] : 200R/%0,
$EOEEAE : 0001-01-01 00:00:00,

OIS E X EN,
A s
2. MASE
LATBERSHGIRNGIE TEOIERSEFED N HES
SHEIR Wi FEEFNULL
Action — ES
Version = &=
Region = =
Memberld = =
A g
3. IHSE
SHER i)
Autolnclude Uint64
Excludelnstancelds String
Instancelds String
NetAttackAlarmStatus Uint64
NetAttackEnable Uint64
Scope Uint64
Requestld String
e m o == |
4. l’EEllEEﬁEJ

£, TRAHSHIIRNLHERSLL,

ESidl R
String AHEBE, AEOEYE : DescribeNetAttackSetting
String NEBE, AEOEYE © 2018-02-28
String AHBY , MEORFEEBLSEH,
Array of String ERWERIKRId
ik

EREMES 0 78S 185

EEHBREN

BiEE

0 FBEEHEMEONGLIE | IINEEEEMEO SR | SFnEEEEMEOAZ
0 RIAMBILEIEN | PRSI

1 £EFEAAEN , 0 InstanceldsFIZRE

E—EK ID , ®RIEKESRE, ERIFERAEZRIERAT Requestld,

PUMMNFIH T O SSEEERAEIRT , EtEmRa A ERG.

FRIRED
InternalError
MissingParameter
ResourceNotFound
InvalidParameter

OperationDenied

WS : BRmEmEX

FHZE (CWP)

5440 Tq #5851

\|
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FEIRED HhA

InvalidParameterValue

BaiR BRI

WS : BRmEmEX 28441 TW #585)

\|



O BRTTCE %2 (CWP)
1. gOER
EZOiEKkIER . cwp.api3.finance.cloud.tencent.com,
EOAGLEBAEREE RS
BUMZECERINEIRE) © 200%/%,
RFEOSEFATE] : 2022-05-20 15:13:13,
FEOBRINEE NN,
2. NSH
LITMERSHGIRIFIE TEOBRSHFRD AHSH , REQHSEIIRNAHLIERSEH.
SHEWR itk FE¥FNULL ESic S
Action 2 & String NHESE , AEOBYE : DescribeProtectDirlist
Version 2 B String NESE, AEOBYE : 2018-02-28
Region 2 B String AHBY , AEORFEERI S,
By = B String HEF=ER
Filters FS & Array of AssetFilters DirName R FR<br>DirPath [ukFsH B Rttt
Limit 2 & Uint64 PTFEL HA1005%
Offset 2 B Uint64 mizE
Order &5 5 String asc : FH&/desc : BEF
3. mhEE
SHER ESidl R
List ProtectDirInfo PR ERIIRER
TotalCount Uint64 Jstd
Requestld String M—iEK ID , RIEKREPSIRE., EMIEHAHEEREZRIEKE Requestld,
4. HIRG
AT GUH T O SSBIEaRAERTD , EfbiERIGIFE N A IR,
fRIRIG 1110
InternalError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
InvalidParameterlllegalRequest
InvalidParameter
InvalidParameterValue
WS : BRmEmEX 55442 TM H585H
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EiEGIF ERREIRS 25

BRITEFHATE: 2024-10-18 10:38:45

1. gOEA

EOiEKkER . cwp.api3.finance.cloud.tencent.com,
EHEPRERRERIRS RRFIRER
BOAREOIBRITRRS) : 200R/%5,

FEOSEERAYE) : 2022-05-20 15:13:13,

BEOBIOEE XEN,
A g
2. NS
LATERSEFIRGIE T EOEKSEFRBOAHESE,
SHER WAl FE¥FNULL it
Action = B String
Version 2 B String
Region 2 B String
By S B String
Filters S &5 Array of Filter
Id = & String
Limit =3 B Uint64
Offset = &= Uint64
Order = B String
A s
3. s
SEETR il
List ProtectDirRelatedServer
ProtectServerCount Uint64
TotalCount Uint64
Requestld String
Hyx2
4. %EIBEE%

PUTMMRFIE THROWSSIBIERXAERIS , EtbERIDFE I AT IR

fEIRIG
InternalError
MissingParameter

InvalidParameter

WRFRE - BRmERMEX

FHZE (CWP)

88y, AEOEYE @ 2018-02-28

>

N

AHSH , AEOFFTEREBLSH.
HiFE

135S ProtectStatus

ie—ID
DI HAL005%
fREE
HFpa
fEk
ML R EXARSS RRTIRIER
EFENFEE
B#

HE—EK ID , ®XIERERE, ETEAEERMHZRIERAT Requestld,

°

%443

\|
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IR ik

InvalidParameterValue

ERSH=REKERIFE

BILEFATE: 2024-10-18 10:38:45

WS : BRmEmEX 55444 TM H585T

\|



O BASTCE

1. gOER

EOEKES © cwp.api3.finance.cloud.tencent.com,
ERRSXKEERIFS

BUMZECERINEIRE) © 200%/%,

FEOSEHATE : 2022-05-20 15:13:13,

BRI S S R,

2. NS

IFERSHGIRNGIH T EZOBERSEHSO NHESH , RBAHSHGIRDAERSH,

SHER WAL FEVFNULL eSic) Tk
Action = & String AHEE, AEOEYE : DescribeServerRelatedDirlnfo
Version 2 S String NHEBE , AEOBYE : 2018-02-28
Region 2 = String AHBY , AEORFEEBMSH,
Id = &= Uint64 HE—ID
3. S
SHER ESid] ik
Hostlp String RS ERIP
HostName String RSS2 ER
ProtectDirNum Uint64 fhiREREE
ProtectFileNum Uint64 PRS2
ProtectLinkNum Uint64 WatFaRGE &
ProtectTamperNum Uint64 PHEMEE
Requestld String W—iEK ID , §RERESRE. EUEEERERHEIZRIFERE Requestld,

4. (EIRES

PUMMMFIH T 3O SSEEERAEIRN , BtERDF NAHEIRG.

U]

fRIRIG
InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

%445 M

\|
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ERENEHYIR

BRITEFHATE: 2024-10-18 10:38:45

1. EOHA
EOiERES ;. cwp.apil.finance.cloud.tencent.com,

B ESLIES
BOAROIERIERIRS : 200R/8).

FEOSEERAYE) : 2022-05-20 15:13:13,

FNZzE (CWP)

IIFERSHGIRGIH T ZROBERSERDO HEH | RBAHSHGIRDATERS,

BEOBIOEE XEN,
A g
2. NS
SHER ik ARFENULL R
Action = = String
Version 2 B String
Region 2 S String
By & B String
. Array of
Filt = =
ers = = AssetFilters
Limit &= &= Uint64
Offset & B Uinte4
Order = = Uint64
A e
3. mHESE
SHER it
List ProtectEventLists
TotalCount Uint64
Requestld String
H 33
. HIR0S

PUMMMGIH 7O S3SIEERAEIRT , EftiERar i att

fEIRY

InternalError
InvalidParameter.MissingParameter
MissingParameter
InvalidParameter

InvalidParameterValue

WRFRE - BRmERMEX

W

B

ik
Eas

NFHSE, AEOEYE : DescribeWebPageEventList

\

NHEHSE, AEOBYE : 2018-02-28

N

NHEH , AEORZEERILSEH,
HEF AT - CreateTime &) RestoreTime , EkiAf3CreateTime

1iE&& <br> <li>IpOrAlias - String - &8 : & - FHlipaial& s </li> <br> <li>EventType - String -
EWIE & - BB </li> <br><li>EventStatus - Strlng EEWE - & - RS </li>

REEE , BUAA10 , &AE100,
fRiEE , BAZ0.

HFFs , OB&Rs , 17 BAIA90

Tk
PHIFEHPIERER
I\b\é&

HE—EK ID , BRIERESRE., EMIHERAEZRIERAT Requestld,

FEiRD,

5446 Tq H585T



O BASTCE

EEM TR E S

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

OB

EENIEHESTSES

BOAROIERIERIRS : 200R/8).

$EOSEHATE : 2022-05-20 15:12:33,

PUMMRFIE T O SSIBIRXAEIRN , EERISIE N A IR

IR

InternalError

WS : BRmEmEX

1~ —‘—
d, |:|lu\

cwp.api3.finance.cloud.tencent.com,

PP 0 SRFFS 1 BFF S 2 /&

HEH, AEORE

N

AHSH , FEOFFTEEBLSH.

S¥ , ZNEOBYE : DescribeWebPageGeneralize

W—iER ID , ®REREBLIRE. ENDRHREERAEZXIER Requestld,

BEOBIOEE XEN,
A s
2. NS
LATBERSEHFIRRFIE TEOIERSEFEBD NS, TBAHSE
SHER WAL FEFFNULL ESicl
Action = B String
Version = = String
Region 2 S String
A s
3. BItHEE
SHBR ESid) R
ProtectDirNum Uint64 RIS S
ProtectFileNum Uint64 BRI
ProtectHostNum Uint64 BRI
ProtectMonitor Uint64
ProtectToday Uint64 4 BHEPE
TamperFileNum Uint64 B
TamperNum Uint64 R
Requestld String
N
HIxND

FNZzE (CWP)

%447

#5857
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BRI E KBRS

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
UL E K -EIASFES
AR ISRITERIR S : 200%/70,

$EOSEHATE : 2022-05-20 15:13:13,

OIS E X EN,
A s
2. NS
UTBERSEHGIRGIE T EHOEKRSEFRD AHESE , RBAHSHGIRDAHLERSE,
SHER WAL FEFFNULL ESit) faEk
Action =2 & String NH2%, KIZEOBYE : DescribeWebPageProtectStat
Version 2 & String AHBE, ANEORE : 2018-02-28
Region 2 = String AHBH , MEORTEERISE,
A s
3. BItHEE
SHER et fEk
FileTamperNum ProtectStat NHERIER
ProtectFileType ProtectStat PP D RER
Requestld String —iEK ID , ®XIEKEPSIRE., EIIMAEEREZRIEKE Requestld,

4. FEIRMY

PUMMRFIH TR O SSIBIERKAEIRN , EERIF AT EIRE.

dr

FRIRED ik

InternalError

\|
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BN REERS(ER

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
LB ER - ERN T BB R S SR WL ER RIRSRER
AR ISRITERIR S : 200%/70,

O A : 2022-05-20 15:13:13,

FHZE (CWP)

: DescribeWebPageServicelnfo

BRERERE, BT EERHIZRIERE Requestld,

RO E NI,
N g
2. MABSEH
LUIFERSEFIRNGIE T EOBSRSERESDAHLSE | REAHSHPIRD A LS RSL,
SEETR WA FEEFNULL it R
Action =z B String AHBEH, NMEONE
Version E & String AHBE, AEORE : 2018-02-28
Region 2 " String AHBH , MEOFFEERLSH,
N s
3. S
SEETR i) ik
AllAuthorizedMachines ProtectMachinelnfo AN RER
BuyNum Uint64 B
ExpireAuthorizedMachines ProtectMachine [EFEI RN SER
ExpireNum Uint64 AR E
ExpiredNum Uint64 B HAREL
ProtectDirNum Uint64 PR B REL
ResidueNum Uint64 FIRIZIEL
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RuleName 2 2 String B MIETR
Vuls
TRRGIZREE
WA EOSIA -
B WA FREFNULL HE A
Id 2 & Uint64 p=hEI)
ImpactHostCount 2 S Uint64 S EEE
LastScanTime 2 = Datetime /e ArERTE
VulLevel =3 &= String TR ELSHIGH : 5fEMIDDLE : AfgLOW : {KENOTICE : #25x
VulName e & String TEEEFR
MalwareRiskOverview
XHERRER
#ENT™#EOS|A : DescribeMalwareRiskOverview
R Wik FEFFNULL it fik
FileCount 2 £ Int64 RO
HostCount 2 & Int64 SIS
IsFirstScan 2 =& Bool BERERHE false:F|true: ]
ProcessCount 2 & Int64 SEHEE
ScanTime 2 £ String =i =t NILE)
ProtectStat
PR ERESIT
HEN O3S : DescribeWebPageProtectStat
BR AT FOIFNULL &S] A
Name 2 & String ZiR
Num 2 &= Uint64 HE
RS - B e EX 55469 W H585m
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BaselineRule

£S5l

FNZzE (CWP)

#ANT#EO5 A : DescribeBaselineRulelgnorelList, DescribeBaselineRuleList, ModifyBaselineRule

=4 Wi FEEFNULL ESid
AssetType = 2 Int64
Categoryld & a Int64
HostCount = S Int64
Hostlds 5 =2 Array of String
Hostlps & = Array of String
Items = = Array of Item
RuleDesc & & String
Ruleld S S Int64
RuleName 2 = String
RuleType = = Int64
WeeklyReportMalware
B ERADHIE.
N TEO5|A : DescribeWeeklyReportMalwares
=1 Wik FEFNULL KR fik
FilePath 2 FS String AREIHEER,
FindTime 2 = Datetime KRS &IIAAE,
Machinelp 2 = String FHUP,
Md5 = S String ASHEMD5E,

Status 2

iy

String

ScreenNameValue

[ZZREME] KFEaMKEIEName Value £iE

ik

[0:FrE T AhRIEARAR|1:hostID| 2:ip]
PApa S

EHEL

FHUdES

EZjh

IBEECIRIDG I

AR

FLId
FNEZFRAEAEIT 128583 FF~F

MR [0:RF[LBEN]

LBIADIRE, <li>UN_OPERATED : 5R4ME </li> <1i>SEGREGATED : BFgES </li><li>TRUSTED : Bf&E</li>
<li>SEPARATING : pgES</li> <li>RECOVERING : fREh</li>

AT : DescribeScreenEventsCnt, DescribeScreenGeneralStat, DescribeScreenRiskAssetsTop

B Wik FBEFNULL

Name = &

Value p=3 =
CanNotSeparatelnfo
FAREA DA ES

#HaNT#EO51A - DescribeCanNotSeparateMachine

B DA FEEFNULL

WS : BRmEmEX

s
String

Uint64

Tk
FEiHRE AREONNARNAE
FHHE
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E= Wi FEFFNULL ESic] ik
Alias 2 S String FMNZ
Privatelp = S String ARip
Publiclp = B String HMNRip
Quuid 2 S String F#Hlquuid
Reason 2 & Uint64 FREAMIRER lagentELk
Uuid 2 &= String FHluuid
RansomDefenseEvent
BN RS HE R
AT O5 | : DescribeRansomDefenseEventsList
=i Wi FEFFNULL ESidl TR
BaitFilePath 2 S String WEBCUHER R
CreateTime = B String SRR E
FileMd5 2 & String TESHmMdS
FilePath 3 & String EENHERR
FileSize 2 & Uint64 TRXERN
Hostlp 2 B String EMHMip
HostName 2 = String FHEFR
Id = &= Uint64 ={4id
Instanceld = B String cvm 3Lf5lid
ModifyTime = B String EHEME
Pid = S Uint64 TEHEd
PidParam 2 = String EEHTESEL
ProcessStartTime 2 Fi String HEERIAT A
PsTree 2 S String HFERS base64 json
Quuid = S String cvm uuid
SnapshotNum 2 ey Uint64 FHABRBEDE
Status b3 a Uint64 EHRS OfFALIE | 1BAME | 2BEE , 3BT, AERESED
Strategyld b3 B Uint64 %HHgid
StrategyName = & String HIRZFR
Type = B Uint64 BRE  ONNEHER  IXNHEN
Uuid 2 & String FAHluuid
Wanlp 2 & String FHARIp
SecurityEventInfo
REFMHFITTIR

WS : BRmEmEX 28471 TW #585)
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N TEO5|F : DescribeSecurityEventsCnt

BR
EventCnt

UuidCnt

fim

InsertProtectPathInfo

FENZRE-FE SR

WA EEOSIA -
2R Wi
Fail =z
Offline =
Success 2

BaselinePassword
D
WAREOEIA ;

R

Password

Username

ImageVirus
BRREREHSEER
HAI™EOSIA -

=4

Category

Desc

Path

RiskLevel

Tags

VirusName

BaselineDetail

BEIFE

AN TEO5| A : DescribeBaselineDetail

B

Description

WS : BRmEmEX

FEFNULL

=
=1
=
E=

=
=

FEFNULL ESid
= Uint64

= Uint64

ESid
Array of ConfigUUIDInfo
Array of ConfigUUIDInfo

Array of ConfigUUIDInfo

FEEFNULL

|

FBEFNULL

iy

i

iy

FEEFNULL

=
=

FNZzE (CWP)

1%
REHEME
SENANEREL
s
KIMAIBIF BRIDFIUVUID
LA BRIDFIVUID
M Rz R EhERHR B RIDFIUUID
eSS ik
String =55
String )zz) ==
String 953
String IR
String R
Uint64 MBS,
String o
String RERIR
eSS fik
String iR
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B

Level

Name
PackageName

Parentld

Rulelnfo

A

e T#2031A : DescribeLogIndex

EZIR
FullText
KeyValue

Tag

BroadcastInfo

RERERIEFE

1=}

=
=
=

=
=

i =

o

FEFNULL

=
[=]
=

iy
(=)

#HanT#EO51/A : DescribeSecurityBroadcastInfo

B
Content
CreateTime
GotoType
Id

Subtitle

Title

Type

TaskStatus

ESIERSIIR

=]
E

MO WD KD HD AWD

o

FEEFNULL

=

iy

]

|

iy

i

iy

AN T™#EO3|F : DescribeScanTaskStatus

B

Fail

Ok
Scanning

Stop

Valuelnfo

WA - BB

WA FEFNULL
2 B

2 A

2 A

2 2
mEMEX

ESi
String
String
Uint64
Uint64
String
String

Uint64

il

String
String
String

String

FEEFNULL Ay

= Uint64

=z String

F=3 String

Z Uint64
ESidl

g
i

i}
B

FullTextInfo
KeyValuelnfo

KeyValuelnfo

fik
BEXARBER
RAETE

FHZE (CWP)

A
fER
7
package®

Reid

fik

ENERS AR
REZRSIHEXEE
TTFRESIERE

BREEAIE © O=ABKEE | 1=HER , 2=RRAMH , 3-ReEL

NEME—Id
i

XEEF

KA 0=FuBA , 1=T08EEHT , 2=1TWERE | 3=hRAKT

ESLY

R (BERIES)

A (BaWET)

Ay (RREARR SN, SFIRRAE. FRhEL )
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5 |Hvalueltin
#WaN OS5I : DescribeLoglndex

2R
ContainZH
SqlFlag
Tokenizer

Type

BruteAttack

BRI IRRG =

AN #EO3|F : DescribeBruteAttacks

BIR Wik ARFFNULL
BanStatus 2 &
City = =
Count 2 &5
Country P &
CreateTime = &
Id <3 a
IsProVersion 2 &
Machinelp = &
MachineName 2 &
Province = &
Quuid = =
Srclp p= =
Status = =
UserName 2 =&
Uuid = =
BashEventNew
BetmSEIEGE

Ho

Ho

#4203 | : DescribeBashEventsNew

E= Wik
BashCmd =)
CreateTime &5
DetectBy a
Exe a

WS : BRmEmEX

FEFNULL Bt

FHZE (CWP)

Bool
& Bool
= String
& String
ESidl i)
String FERIRTS,
vint64 1D,
Uint64 SHBRRIREL,
Uint64 EXID,
Datetime  A&4EATiE.
Uint64 EM4ID,
Bool RETUIR,
String FEHUP,
String FHER,
Uint64 &13ID,
String H188UUID
String SRIRIP,
AR RIRZS <1i> BRUTEATTACK_FAIL_ACCOUNT : SEMSEA- LW IFEKS) </Ii>
String <li>BRUTEATTACK_FAIL_NOACCOUNT : S1HRE M- KM K SFIFE) </li>
<li>BRUTEATTACK_SUCCESS : 2RI </li>
String FAF&TR,
String SREFIRE—RRUUID,
FEFNULL i) T30
& String AT
= String REERTIE
2 Uint64 0: bashH7 1: SCATUEIE (FRER)
2 String HEETR
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B Wik FEFFNULL el 5%
Hostlp B " String FHARIP
Id £ = Uint64 HAEID
MachineExtralnfo S P MachineExtralnfo HESFUMER
MachineName S S String FNE
MachineType B P Int64 0:EE LElhR 2:EMAR
ModifyTime & 2 String QbIERTIE]
Pid =& 2 String #H2id
Platform & S Uint64 EakRE
Quuid B B String FEHID
RegexBashCmd sy =1 String Bah&ERRENFRIA
RuleCategory S = Uint64 MNZEZY 0=FRGHN , 1=FFHIR
Ruleld & & Uint64 AMID
RuleLevel B = Uint64 MUER : 1-5 2-4 3-§
RuleName = = String HINZFR
Status & & Uint64 QMBS 0 = F0E 1= BAME, 2 = BNE , 3 = B2
User & & String HITHRFZ
Uuid & 5 String =D
MalwareWhiteListAffectEvent
ABRBEFINFHER
#AN™EO3 | - DescribeMalwareWhiteListAffectList
BIR Witk FEFNULL ESidl )
CreateTime = FS String NN TE)
FilePath =2 = String NIHEER
Hostlp 2 a String FHlip
Id = = Uint64 H—ID,
Md5 2 5 String IFAIMAS
Account
M SFIREEEIE.
#ANT#EO5 A : DescribeAccounts
B 2k FFFNULL ESid) fiaR
AccountCreateTime = & Datetime S EUEERTIE,
Groups = = String S FrEE,
Id = £ Uint64 E—ID,
LastLoginTime 2 S Datetime KRS REERIE.
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E= Wik FEFFNULL E3it) ik
Machinelp = = String EMAIMIP,
MachineName 2 i String FHNER.
Privilege 2 5 String S8, <li>ORDINARY : Zi@EME</li><li>SUPPER : B EERKS </li>
Username 2 & String KS2,
Uuid 2 = String RIEEFiRE—Uuid

SecurityTrend

REBBFRITEIRE,

AN T™EOS|F : DescribeEventTrend, DescribeSecurityTrends
R WhiE FEHFNULL St Ak
Date = A Date SN
EventNum P! S Uint64 EHHE,

FileTamperRuleDetalil

LS SRS

#HaNT#EO51/A : DescribeFileTamperEventRulelnfo, DescribeFileTamperRulelnfo

BIR Wik FEFNULL ESidl ik
CreateTime 2 & String BUEERTIE)
Id 2 & Uint64 Hillid
IsGlobal 2 B Uint64 ERERMNEIAR) 0. &  1: 2
Level 2 & Uint64 KSR 0: %, LdfE, 29fE, 3:&E
ModifyTime = & String EFRAdE)
Name — 2 String HNZFR
Rule 2 B Array of FileTamperRule HIM
Status = S Uint64 K& 0: BF 1 BXiF
UuidTotalCount B B Uint64 EENRREL
Uuids 2 2 Array of String EENuUId SRREHEN , BT SHENEHIRERISE
AssetLoadSummary
BIRGAH
#ANT™EO3 | A : DescribeAssetLoadInfo
HBR Wik FRVENULL 83U ik
Counts £ & Array of Uint64 TEREEE , R : [0%ERAIEE , 0% ~20% , 20% ~50% , 50% ~ 80% , 80% ~ 100%]
Top5 2 2 Array of AssetLoadDetail fhETop5

WIS : B emEX %5476 T1 H585T
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CKafkaTopicInfo

Ckafka==REZFR

#HANT#EO31A : DescribeLogDeliveryKafkaOptions

B
TopicID

TopicName

BaselineFix

BEEmEs
AN TEOS| A : DescribeBaselineFixList
2R
CreateTime
FixTime
Hostlp
Id
ItemName
MachineExtralnfo

ModifyTime

BaselineHost

BEEFHER

Witk

=
=

el

oy

o

iy

oy

b

iyl

[ i IS I 1

iyl

FBEFNULL

oy

TFNULL

2
String

String

String

Int64

String
MachineExtralnfo

String

AN O5 A : DescribeBaselineHostIgnorelList, DescribelgnoreHostAndItemConfig

=4

Hostld

Hostlp
HostName
HostTag
MachineExtralnfo

Wanlp

MonthInspectionReport

ERIRS- Bk E

#HanT#EO51/A : DescribeMonthInspectionReport

B
ModifyTime

ReportName

WS : BRmEmEX

i

iy

Wi

=
=

=
=

FBEFNULL
=
[==)
=

=
E=

fD D

]

FEFNULL

=

=
(=]

S
String
String
String
String
MachineExtralnfo

String

FHZE (CWP)

30
FRID

FERREIR

R
EDRIG AT E]
1ESRTIE
F#lp

EEAMIEERID

FHEVMER
BEENATE
i)
FHId
MIp
ENETR
FHUFE
FHNEIMER
SMIp
R
KRS B
KGR EZFR

55477 T H585T

\|



O BASTCE

R Wik
ReportPath =

AssetJarBaselnfo

AP EEjartbE

FEFNULL

a

U T#ZOS | : DescribeAssetlarlist, DescribeAssetWebFramelarList

=1 Wik FEYFNULL eSS
FirstTime a a String
Id a a String
IsNew = = Int64
MachineExtralnfo & 2 MachineExtralnfo
Machinelp = = String
MachineName B B String
MachineWanlp & & String
Md5 & & String
Name = = String
Oslnfo B B String
Path &5 &5 String
Quuid a5 & String
Status S & Uint64
Type B & Int64
UpdateTime & 2 String
Uuid a8 a8 String
Version = = String

Taglnfo

ENFIREFEOBMEEHstListiTagList 5 =

WRIT™#EEO3|F : DescribeHostList
EIR WAl FEFNULL
Tagld 2 =
TagName = =

HostTaglnfo

FNSENRERER

#HaN #0031/ : DescribeHostInfo

B Wi FFFNULL ESid)

WS : BRmEmEX

FNZzE (CWP)

e
2

ik

String KAGHR & it

R

BERRERTE
JarID
REWEB0ALE]

MIMER

PRSSEEIP

IRSSREER

IRS5EEINKIIP

JarBMd5

=11

BFRSR

e

F#1Quuid

EATHIT : KA, 12, 28

KRB INFRER  2RGRE |, 3WeblRSSEE | 8:Hft ,

HiEE A

FAluuid

[IFZ:
ESidl )0
String F#lTagld
String F#lTagName
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FNZzE (CWP)

BAtPRRA BASIC_VERSION £ihitihiz, PRO_VERSION E)lkf Flagship FEARkR

E= Wk FEFFNULL RE Tk
AliasName S = String =1
CloudTags FS 2 Array of Tags SIREER
Hostlp 5 =2 String FNMAMIp
InstancelD = = String FHlinstance ID
KernelVersion S = String RIZhRAS
MachineStatus & £ String FEHFELARZ ONLINE , OFFLINE
MachineWanlp & 2 String FNAMip
ProtectType & b= String
Quuid a 2 String FHQuuid
Taglist S 2 Array of String FHRSZER
Uuid & 2 String FHluuid
VulNum = 2 Int64 BREL
CKafkaRoutelnfo
CKafkalfiZER
AN TEOS| 8 : DescribeLogDeliveryKafkaOptions
BIR Wik FEFNULL ESid)
AccessType 2 & Int64
Domain — E String
DomainPort = = Uint64
RouteID = = Int64
Vip = a String
VipType =2 = Int64
VulFixStatusInfo
BEERBIESFE
#U0T™ZEOS| A « DescribeVulFixStatus
E= Wi FEFFNULL &S]
FailCnt = = Uint64
FixSuccessCnt = = Uint64
HostList 2 2 Array of VulFixStatusHostInfo
Progress = = Uint64
Vulld = = Uint64
VulName =3 = String
AttackSourceEvent

WS : BRmEmEX

e
b |
EEHID
REMlip

REMlipEEY

ik
imRIEERMEN LS
1EEMINAIEE

iR R ENESIRE
IBRIESEHE 1-100 ;
iwimid

ImRER
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WERRSE M

AN T4EO31A : DescribeAttackSourceEvents

BIR

Content

CreatedTime 2

EventType 2
Id =
Level 2
LevelZh —
Uuid =2

Malwarelnfo

TEHFE

WA TF#EEO3|F : DescribeMalwarelnfo

B

Breadth
CheckPlatform
CreateTime
FileCreateTime
FileModifierTime
FileName
FilePath

FileSize
HarmDescribe
Heat

Hostlp

Id
LatestScanTime
Level

MD5
MachineExtralnfo
MachineStatus

MachineWanlp

WRFRE - BRmERMEX

Hm

iy

iy

o H O

iy

|

iyl

iy

o o

iy

H

il

iy

|

|

Wik FFENULL

FYFNULL KA

=
=

il

A o D

iy

0 R D 1> R </ A o D 1 D1 N < N |

Jalil

FHZE (CWP)

ESid] Tk
[>2&ER] 5% VirusName, {44 FileName, X4E&1Z FilePath, XK/ FileSize, 3Z{#MD5 MD5,
EREIRTE CreateTime. &imielIAfiELatestScanTime, fB=EHA HarmDescribe, {552
SuggestScheme [BEEZF] KRIP Srclp, KiEitE Location, BEFRMAFE UserName, ZERATE]
LoginTime [ZR3H#2] SJRIP Srclp, &b City,Country . 1M Protocol, EFMEF&UserName | iz
String Port, SER%E Count, BENRILERTE CreateTime, FRIARATE ModifyTime [BEBR] EBEBRKEHS
Url, ###EProcessName . MD5 ProcessMd5, PID Pid, iE3RE AccessCount, BRiFiEKATE MergeTime,
feEHmA HarmDescribe, {885 SuggestScheme [E2&<$] fw#INIE RuleName, FIMIZEZY
RuleCategory, @< HZA BashCmd, HUERIR DetectBy, ERFIF User, PID Pid, &4HAdiE CreateTime |
fEEfER HarmDescribe, &85 SuggestScheme
String NN ]
Uinte4 SR . 0. XMHER, 1 RESR, 2 BERRE, 3 BREK, 4 5@
Uint64 =fid
Uinted SR EHHE—SR0 3R, 1 {E 2 $f& 3 5 4 : &
String ERPNRRTFRES
String F#luuid
)
String AT // SRR
String ADHGUFEER, S8 1=ES5(8, 2TAV, 3binaryAi, 45ETH. SEIMER
String BEREDATE
String BRI TAYE
String BIE—IREITE
String HEFR
String pogts: il
Int64 RN
String EEfR
String HARE // ERIRA
String PRSsESIP
Uint64 ME—ID
String sl i)
Uint64 XBeEELR O, K. 24, 3@, 4™&E
String X#4MD5
MachineExtralnfo  BFINER

String

String

FEHELIRZS OFFLINE ONLINE

AMip
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BFR Wik FRFNULL
ModifyTime B 2
ProcessID a &
ProcessName & ES
PsTree & =
Reference = =
ServersName B =
Status S =
StrFileAccessTime &
SuggestScheme & &
Tags a =
Uuid = 2
VirusName & E
DefendAttackLog
MEEEE

#WaIT#EO3| A « DescribeAttackLogs

2R
CreatedAt
Dstlp

DstPort
HttpCgi
HttpContent
HttpMethod
HttpParam

Id
MachineExtralnfo
Machinelp
MachineName
Srclp

SrcPort

Uuid

VulType

MaliciousRequest

TEEREE.

WS : BRmEmEX

ESid] R
String BIEAT A
String HFEID
String HZEHR
String ssh_service: SSHERSip, ssh_soure:EFiR
String SEGkEE
String fR55 28 EFR
Uint64 R 415002 |, 5-Bf5E, 6-ERE
String $=alinyal l=1[:n =)
String =AY
Array of String RS
String F#uuid
String REER
W35 FREFNULL ESit
& & String
5 = String
& & Uint64
& & String
& & String
& &= String
& & String
& & Uint64
= <3 MachineExtralnfo
& 5 String
& & String
&5 & String
= = Uint64
& & String
& & String

FNZzE (CWP)

BHER json pid:#Eid , exeSUEER |, account#HEFBAEMAR cmdlineiiTms |

ik
oGz
Bi#RIP
BiximE
Wk
WERE
UGy
WESH
HEID
FNEIMEE
BRIRSSEEIP
BtRiRSS 2R
SKIRIP
SeilRimE
EFiRID

|51 =S
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WATTHEO3|F : DescribeMaliciousRequests

2R Wik FRVENULL 2R3
CmdLine =3 & String
Count L & Uint64
CreateTime P & Datetime
Description = & String
Domain =3 & String
Id = & Uint64
Machinelp — & String
MachineName 2 &= String
MergeTime =3 & Datetime
Pid = & Uint64
ProcessMd5 — & String
ProcessName = & String
Reference = & String
Status 2 & String
Uuid 2 & String

City

HER

HAITEOSIA -
2R Wik
Cityld Z
Provinceld =

NetAttackTopInfo

e TEOS| A : DescribeAttackTop
2R Wi FEFFNULL
Agent a5 P
DstPort B 2
Srclp B 2
Vul & 2

HostRiskLevelCount

FEHURBEITEL
AN TEOS| A : DescribeBaselineHostRiskTop

WS : BRmEmEX

B
>

HATE ST,

RIASE),

TRk A,

TRIEREE.

1IERID.

EHAKIP,

EE.

ICRGFAIEL

HEPID,

HFEMDS5(E,

HIES.

SEiL,

BRI,

</li>

=HEEFIRUUID,

FFNULL

Py

=
[=]

e
Array of TopInfo
Array of TopInfo
Array of TopInfo

Array of TopInfo

FNZzE (CWP)

<li>UN_OPERATED : 4b# </li> <li>TRUSTED : Bfg{E</li><li>UN_TRUSTED : EEGHEEE

ESis) R
String ErId
String &ipld

ik

MBI ENERE topSeit £z
MBI BiRm O4EE topFeitEUE
MBI EipRREE top LT R
MR T RRAERE topRITHEUE
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2R WisE
HighCount =3
Hostld =
HostName =
LowCount 2
MediumCount =z
SeriousCount =

BanWhiteList

PEETES= SR AL

AN TEOS|A : CreateBanWhiteList, ModifyBanWhiteList

B Wit FEEFNULL
CreateTime = =
Id & a
IsGlobal = 2
ModifyTime = &
Quuids & 2
Remark = a
Srclp = =
Uuid = =

LoginWhitelLists

BEREEH
#HANTEOS A : DescribeLoginWhitelList

2R Wi FEFNULL
CreateTime 2 &
EndTime = &
Hostlp = =
Id = a
IsGlobal 2 =
MachineName 2 &
ModifyTime = =
Places = =
Srclp — &
StartTime = &
UserName =2 &5
Uuid = =

WS : BRmEmEX

FEFNULL

E\

=

[=]

ﬂEE

=

=

E\

=

[=]
S
Datetime
String
Bool
Datetime

Array of String

String
String

String

e
Datetime
String

String

Uint64

Bool

String
Datetime
Array of Place
String

String

String

String

Flze (CWP)
ESis) R
Int64 SR
String FHLID
String FEHA
Int64 vt
Int64 gAY
Int64 FEEM
ik
ellf==EALN I
B&&ID,
BEREEALR
& SR E,
B&BFENRETIR
BEBFIE.
PEBTRIRIP,
BERFEEE.
ik
ellfEd SRSk
£5TRAYIA)
8P
1ERID
EEAEER
HEEE
1B = BT E)
SEEhie
BRE&IP ( ZMPIESIEFT )
YRR
AZEREF (21 EFESEA)
SEEFIRID
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FileProtectAutoRecoverInfo

FiZRe- IR ESIREFX

WA EEOSIA -
2R
Fail
Offline

Success

R i

Ho

FEEFNULL

=
=

=
E=

=
=

CreateVulFixTaskQuuids

SIS ESMquuids

#HaNT#EO3|A : CreateVulFix

BFR WA
Quuids =2
Vulld =

FEEFNULL

B

=
=}

VulEffectHostList

IBREsEENSIZR

#WANT™EEO3|A : DescribeVulEffectHostList

2R
AliasName
CloudTags
Description

Eventld

FirstDiscoveryTime

FixStatusMsg
Hostlp

HostVersion

InstanceState

IsSupportAutoFix

LastTime

Level

MachineExtralnfo
PublicIpAddresses

Quuid

i

iy

iy

iy

iy

i

o H O

iy

FEFNULL
=

=
=

WD RO WD RD D

il

Ho

Jalil

WD WD KD D

Jalil

WS : BRmEmEX

ESit
Array of String

Uint64

KA

String

Array of Tags
String
Uint64
String

String

String

Uint64

String

Uint64

String

Uint64
MachineExtralnfo
String

String

FNZzE (CWP)

KR i34

Array of Uint64 KA ERID
Array of Uint64 BEAFHRERID
Array of Uint64 R INAIBEHR B RID

)
FEESRBNEN , FIEENWAEIdIX NERERFHESIRE.

iRimid

fk

EMNBIE

SIREER

WiEA

Eid

BERRIATE

KRR

FHHostlp

IRAER  0-Efibhi 1-BAlhR 2-5EMAR 3-ERhR

SCAIRRS : "PENDING" -8l "LAUNCH_FAILED"-8l5kM "RUNNING"-iz17h
"STOPPED"-%#]|, "STARTING"-Z&=FF4/leR "STOPPING"-FR3%#15 "REBOOTING"-Ef5+
"SHUTDOWN -7 S L4488 "TERMINATING"-ZR 88

EEEEMES 0 REATBEMES , 1: TEMES , 2 BFRREHEL , 3 ENAZEN
WRRBEFMES , 4 NBARIT , 5: 1884 ,6: BE, 7:®ilH 9EEXNK, 1022
g 11mRRSZRHinux Az R Windows 12 : iERRFWindows A3z #Flinux , 1318EXME
IHATEHNEREE , 14ESXWERRENAZENR . 15EFNES

RETEE

BEER : 1-RE; 2-91E ; 3-8 ; 4-T&

ENEFIMEE

ShRip

FHQuuid
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& BRSTCE S22 (CWP)
E= Wik FRFNULL 33 R
Status a = Uint64 W ¢ 0: SR 12208 3: 2188 SHal 688 7: BiR+ 8185KM
Tags & 2 Array of String FHREE
Uuid & 2 String FHUuid
VullnfoHostInfo
HEESRE XSS
#ANT™EO3 | A : DescribeCanFixVulMachine
FZR Wik AVENULL 258U ik
Hostlp = = String FEMip
HostName 2 2 String FHZ
Instanceld = = String F#Instanceld
O:REATEMES , 1: JBMNEE, 2 BEFWEEL% , 3 TNFEEMRREFNES , 4 HIBR
IsSupportAutoFix 2 2 Uinte4  #F . 5: 1889 , 6: B85, 7 #&09, 985N, 10:.B2288 ,11:BERS inuxAziFWindows,
12 : BARZEFWindows Az linux
Quuid 2 2 String FHlquuid
Array
Tags = = of EHRE
String
Uuid 2 2 String F#luuid
WeeklyReportVul
TRER R AR,
BN TEOS|F : DescribeWeeklyReportVuls
ER Wik RIFNULL KR ik
Description =2 FS String TEiEEA,
LastScanTime 2 S Datetime REFEATE.,
Machinelp 2 & String FEHARIP,
VulName 2 S String IRAER,
VulStatus = = String IR, <li> UN_OPERATED : #4b8 </li> <li> SCANING : 3iish </li> <li> FIXED : 288 </li>
VulType 2 & String TEIEZERY, <li> WEB : WebigiE </li> <li> SYSTEM :R&B¢HRIR </li> <li> BASELINE : Z&E L </li>

VulDefenceEvent

IREFERER

#HITFHEEO2|F : DescribeVulDefenceEvent

BFR WAl
Alias =
City a

FEFFNULL il
a String
& String

WS : BRmEmEX

fiR
FENE
Wi piEt RS
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FER Wi FEFFNULL RE fEk
Count S " Int64 BHRERE
CreateTime s & String jellfEE==tistn )
Cveld S S String cvelfgs
EventType = = Uint64
FixType & B Int64
Id & & Int64 imiRZEid
MachineExtralnfo = 2 MachineExtralnfo FHEUMER
MergeTime £ £ String EHEATE)
Privatelp B B String ARip
Publiclp = B String ARip
Quuid = & String Filquuid
Sourcelp B & String WEHRip
SourcePort S S Array of Uint64 iR O
Status a S Int64
UpgradeType &= = Int64
Uuid S S String FHluuid
Vulld 5 = Uint64 TmiEID
VulName & & String TRRAFR
HistoryAccount
TSR SEEYE,
#ANTEOS A : DescribeHistoryAccounts
IR Wik RVFNULL 2R3 ik
Id = = Uint64 IE—ID,
Machinelp = = String FHAKIP,
MachineName £ & String FHA.
ModifyTime =2 & Datetime R EIR
ModifyType 2 S String B2 </l
Username - & String KE2,
Uuid = = String REEFintE—Uuid,

VulDefenceEventDetail

IBEFRER

#WHANT™EOS|A : DescribeDefenceEventDetail

B

Wi

WS : BRmEmEX

FEFNULL

0 R"HFIEE |, 130HES

RS 0: 2408 12 2:24ME 3: B2 4: 2R

0 Tlkhfr, 1 FEARAR, 2 LHERERRR ({RBRLHER ) .3 CVMERIR ({RCVMIER )

MEIEREY, <li>CREATE : RGBS </li> <li>MODIFY

S

=

FNZzE (CWP)

0: 2 I (WeDetect) 1: 2 ITh AN (WeDetect) 2:raspfhfHsE{4
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2R

Alias

City

Count
CreateTime
Cveld
Description
EventDetail
EventType
ExceptionPstree
Fix

Id
MachineExtralnfo
MachineStatus
MainClass
MergeTime
NetworkPayload
Pid

Privatelp
Publiclp

Quuid

Sourcelp
SourcePort
StackTrace
Status

VulName

VulHostInfo

FHFIZRIDR

AN #2O5|F : DescribeHostList

B
AliasName
Hostlp
IfProfessional
Quuid
TagList

Uuid

WS : BRmEmEX

i BN I R 7 I

iy

oy

]|

iy

o o o oy o o

iy

o Iy

iy

FBEFNULL

A

o o

iy

o

oy

o o

il

oy o MWD oDy D o oy o o o

iy

%

2

String
String
Int64
String
String
String
String
Uint64
String
String
Int64
MachineExtralnfo
String
String
String
String
Int64
String
String
String
String
Array of Uint64
String
Int64

String

FEFNULL

=]
e

WD HD WD KD

Ho

FNZzE (CWP)

R

FiNE

W Ripitb it AT TEd T

BHRERE

BUESHATIE]

cvelRs

BREAMEE

ImRIDIERAIFHER(json arrayt&, rasptFa)
0: ZifIE (WeDetect) 12 IR (WeDetect) 2:raspBhHiEs{4
FHRBESEHHTER (jsontETl WeDetectfF5)
[E=1=0Y

ImiEEE

FNEYMER

ONLINE OFFLINE

KEOHIREREZ

SESRERIHATIE]

Kihpayload

KEk#Epid

ARip

2Kip

FHlquuid

WERip

WERimO

MRS R (raspFR)

RZ 0: 150 EE L:ERHE 2:B4ME 3: B2 4: EMIR

IBEETR
ESidl 1%
String FMNBIE
String FEHUP
Bool EEETWREN
String FEHNQuuid
Array of TagInfo FHXRBENTaglER
String F#Uuid
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VulHostTopInfo

PRS5 2N BS top SLfR

AN TEOS| A : DescribeVulHostTop

&R Wit
HostName =3
Quuid 2
Score 2
VulLevelList 2

BashEventsInfoNew

e EIRIEB)

FEIEFNULL

=
E

=
E

Hm

Ho

AN T4EO3| A : DescribeBashEventsinfoNew

BFR Wik FRPFNULL
BashCmd = &
CreateTime = &
DetectBy 2 =z
Exe = =
HarmDescribe = 2
Hostlp = B
Id = a
MachineName = &
MachineStatus 2 <
MachineType 2 =
MachineWanlp 2 =2
ModifyTime 2 =
Pid = =
Platform = =
PsTree 2 =
Quuid — ES
References 2 =2
RegexBashCmd 2 b=
RuleCategory 2 =
Ruleld = =
RuleLevel — ES
RuleName = a
Status = =

WS : BRmEmEX

%

&

String
String
Int64
String
String
String
Uint64
String
String
Int64
String
String
String

Uint64

String

String

Array of
String

String
Uint64
Uint64
Uint64
String

Uint64

35
String
String
Uint64

Array of VulLevelCountInfo

fik

B

THS

RERTE)

T&MsRIR 0:bashH7& 1:3CATUEIE
HRERRR

fEA

FEHAMIP

#HEID

E1E

FEHELARZS OFFLINE ONLINE
0:&iE 1: 5k 2:3EMIAR
FEHIMip

QbFRRT A

BHES

Faxm

FNZzE (CWP)

5%
FE
FH1Quuid
topifs

RSN SHERITTIR

HHER json pid:HTRId |, exerSHHHEZIR |, account:HIEFTEREMAF cmdline:lfT6< |, ssh_service:

SSHARSZip, ssh_soure:BRiR

FEAHUD

SEHHR

ERES =S "

MNZEH 0=ZFRGHN , 1=FAFHN

ANID, ETF0XR N BRIk E AT EE EEN

MNELR : 1-5 2- 3-8

MNZFR

QIR ¢ 0 = F50EE 1= BRE, 2 = BiNE , 3= EXN
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B 5%

SuggestScheme 2

Tags =

User 2

Uuid 1
Screenlnvasion
KENEE S

FEFNULL

=
E=

=]
E=

el

iy

FHlZe (CWP)
ESid] )%
String fEINGRES
Array of e
String i
String BERAR
String =HID

AN TEOS|A : DescribeScreenHostInvasion

E=H Wik FIFNULL
Content =3 &

CreatedTime 2
EventType b3
Id I3
Level 2
LevelZh 2
Uuid =3
EventStat

RENZEEHRIHER

7|

iy

iy

iy

iy

7|

ESidl fibk

HHEENjson, BMEMAR , [SUFESR] B4 VirusName, X4 FileName, SIHBRZ FilePath, 32ft
K/ FileSize, XEMD5 MD5, BERAIIATE CreateTime, FiFi&MIATE]LatestScanTime, BEHEA
HarmDescribe, &£ SuggestScheme [FEZER] KIRIP Srclp. Rt Location, EREFE
UserName, ERAi8 LoginTime [ZREHEAE] SRIRIP Srclp. Ei&iE City,Country, #MY Protocol. BEREFE
UserName . [0 Port, Z5#RE Count. ERIZTEETE CreateTime, SIFKERT A ModifyTime [FE&EiBK]
EEIEKIFE Url, ##EProcessName . MD5 ProcessMd5, PID Pid. i&3Kx# AccessCount, HifiEsKkATIE]
MergeTime, fBEH#A HarmDescribe, {EE#iYSuggestScheme [EEa<] dh#NI& RuleName, HITIE
Bl RuleCategory. @< HZA BashCmd, #iERIR DetectBy, ZERFF User, PID Pid, &4:HAdiE) CreateTime
. fEEH#5A HarmDescribe, 1857 SuggestScheme [ZAHEN] =AAF UserName, RHFE
ParentProcName . RHiZFF/EFEF ParentProcGroup. &IATE CreateTime, fBEHHA HarmDescribe, 188
##iSuggestScheme [Z3#ishell] EE#FE ProcessName, #1176 CmdLine, RitFEParentProcName, B
IREHDstlp. BiRimODstPort, &IIATIE CreateTime, BEHMIA HarmDescribe, &£ SuggestScheme

String

String NELp|iE]

HHRE 0 XHER, 1 BREER, 2 BEE, 3 BEBR, 4. 56%<, 5 AiRN, 6: &E
shell

Uint64
Uinte4  Zffid

Uinte4  SHEH—FR0: &, 1:8E 2: 98, 3 : &8 4 : "E
String FRPER

String F#luuid

#0458 : DescribeSecurityEventStat, DescribeStat

E WA FREFNULL ESicl ik
EventsNum = & Uint64 E=tle 3]
MachineAffectNum = & Uint64 SMATENEL
VullnfoByCveld
RiEcve idEiRBRIER
#HENTEO3|A : DescribeVulCveldinfo
EIR Wik ARYFENULL 38U R

WS : BRmEmEX
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2R Wik FVENULL 2R3 1%
FixSwitch 2 S Uint64 .
Vulld = = Uinte4  IEiEId
AssetWebFrameBaselnfo
BREEWebR AFIRIES
AN TEOS| A : DescribeAssetWebFramelList
B Wik FEEFNULL et
FirstTime &5 S String
IsNew = = Int64
Lang B & String
MachineExtralnfo & 2 MachineExtralnfo
Machinelp a5 & String
MachineName ) & String
MachineWanlp S & String
Name a & String
Oslnfo & 5 String
Projectld B = Uint64
Quuid B & String
ServiceType £ £ String
Tag &= = Array of MachineTag
UpdateTime B 2 String
Uuid B & String
Version a & String
AttackSourceNode
KRR
AN TEOS| A : DescribeAttackSource
B W%k FRUFNULL 3R 5%
EndTime 2 A String  £5ERAYE)
Eventld = A Uintéd  HMHID , HZARHERTKEXIREHF
EventType = = String ;Hg;??f;fgiﬁgﬁ :%Aﬁlaggg‘&?ﬁzi BASH:&&a<. RISK_DNS:
Ip 2 & String  ip ST HOSTRT
Level 2 & Uinted ZEH0:18x,1: 1B 2: 9B 3: 56 4: ™=
NodeDesc B = String BT AR
NodeDetail 2 S String REliE=

WS : BRmEmEX

FNZzE (CWP)

BEXIHER : 0-windows/linuxigARSZIHES ;1-windows/linux IHHES ;2-(Rinux3ZiFHEE,; 3-(Xwindows3ziF

i
BERSRERATIE]
EEAIE0:5(1:2]
E=
ISR
EHAMIP
FHER
FHIMIP
HIEES
BERFER
FEMALSSAEID
=#H1Quuid
RSS2 E
FRE
HHEEFA A
F#Uuid
hiAs

EEEK, LOGIN:Bth&E R, HOST:
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BFR Wik SFNULL - 268 fak
Nodeld 2 a String TaID
StartTime = a String FrAETE]

TimeLineNum =

iy

Uinte4  BJEIEGRS | B—MRSIITRBETE— IE%

LicenseOrder

ERUTEIRAR

#HanT#O51A : DescribelmportMachinelnfo, DescribeMachinesSimple

E= A3 FEFFNULL ESitl R

Licenseld P! B Uinte4 ERID

LicenseType 2 & Uint64 =Y

Resourceld 2 5 String &iEID

SourceType 2 S Uint64 TTEAZREY

Status = B Uint64 BT RRRRES
Filter

FRRETIERS , MTHRGTIRER. fILIIRID. B, KEF
BFESFilterfit |, FilterBAIXRERIBIES (AND ) XK, BE—FilterfEEZMalues , [E—Filter FValuesiElIXZE B8 (OR ) K&K,

* RZREEE5 Filter
* [E—A FilterfFfESMalues |, ValuesBEHE RS A BRI,

#0518 : DescribeAccountStatistics, DescribeAccounts, DescribeAgentVuls, DescribeAssetMachinelList, DescribeAssetPortInfolList,
DescribeAssetProcessinfolist, DescribeAssetSystemPackageList, DescribeAssetUserList, DescribeAssetWebAppList, DescribeAssetWebFrameList,
DescribeAssetWebLocationList, DescribeAttackEvents, DescribeAttackLogs, DescribeAttackTop. DescribeAttackTrends, DescribeBanWhiteList,
DescribeBaselineDetectlList, DescribeBaselineDownloadList, DescribeBaselineFixList, DescribeBaselineHostDetectlList, DescribeBaselineltemDetectList,
DescribeBaselineltemIgnoreList, DescribeBaselineltemInfo, DescribeBaselineltemList, DescribeBaselinePolicyList, DescribeBaselineRuleDetectList,
DescribeBaselineRulelgnorelList, DescribeBaselineRuleList, DescribeBaselineWeakPasswordList, DescribeBashEvents, DescribeBashEventsNew,
DescribeBashPolicies, DescribeBashRules, DescribeBruteAttackList, DescribeBruteAttacks, DescribeComponentStatistics, DescribeComponents,
DescribeEventList, DescribeEventTrend, DescribeEventlog, DescribeExportMachines, DescribeHistoryAccounts, DescribeHostList, DescribeHostLoginList,
DescribelgnoreHostAndItemConfig, DescribelmpactedHosts, DescribeLicenseBindSchedule, DescribeLoginWhiteCombinedList, DescribeLoginWhiteList,
DescribeLoginWhiteListNew, DescribeMachineDefenseCnt, DescribeMachineRiskCnt, DescribeMachines, DescribeMachinesSimple, DescribeMalWarelList,
DescribeMaliciousRequests, DescribeMalwareWhiteList, DescribeMalwareWhiteListAffectList, DescribeMalwares, DescribeNetAttackWhiteList,
DescribeNonlocalLoginPlaces, DescribeOpenPortStatistics, DescribeOpenPorts, DescribePrivilegeEvents, DescribePrivilegeRules, DescribeProcessStatistics,
DescribeProcesses, DescribeProtectDirRelatedServer, DescribeReverseShellEvents, DescribeReverseShellRules, DescribeRiskDnsEventList,
DescribeRiskDnsList, DescribeRiskDnsPolicyList, DescribeRiskProcessEvents, DescribeSecurityEventStat, DescribeVulDefenceEvent,
DescribeVulDefencelList. DescribeVulDefencePluginDetail, DescribeVulDefencePluginStatus, DescribeVulEffectHostList, DescribeVulEffectModules,
DescribeVulStorelList, DescribeVuls, DescribeWebHookRules, ExportAssetMachinelList, ExportAssetPortInfoList, ExportAssetProcessInfoList,
ExportAssetSystemPackagelList, ExportAssetUserList, ExportAssetWebApplList, ExportAssetWebFramelList, ExportAssetWebLocationList,
ExportBaselineFixList, ExportBaselineHostDetectList, ExportBaselineltemDetectList, ExportBaselineltemList. ExportBaselineRuleDetectList,
ExportBaselineWeakPasswordList, ExportEventlog. ExportFileTamperRules, ExportlavaMemShellPlugins, ExportlavaMemShells,
ExportNonlocalLoginPlaces. ExportRiskDnsEventList, ExportRiskDnsPolicyList, ExportRiskProcessEvents, ExportVulDefenceEvent, ExportVulDefencelist,
ExportVulDefencePluginEvent, ExportVulEffectHostList. ExportVulList, ModifyBaselinePolicy. ModifyBaselineRule, ModifyBaselineRulelgnore

EIR Wi FEEFNULL ESidl 1%
ExactMatch & & Bool TERIER
Name = Sy String TR ETR,

WIS : B emEX 26491 1 H585m
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&R Whik
Values =

VulEffectModulelnfo

ImRFIBAMFE

AN TIEOS|FA : DescribeVulEffectModules

EIR Witk
FixCmd 2
Name =z
Path =
Quuids =
Rule 2
Uuids =
Version =

BaselineRiskItem

EL@NIRtop5

FEFNULL

a

FEEFNULL
=
[=]

=

o o D

oy

AN TEEO5|F : DescribeBaselineltemRiskTop

B
HostCount
ItemId
ItemName

Level

Item

B

=

=

=
=

=
=

=]
=

FEFNULL

iy

il

iy

Array of String

s
String
String

String

Array of String

String

Array of String

String

AN O5|FA : DescribeBaselineRulelgnorelList, DescribeBaselineRuleList, ModifyBaselineRule

E
Itemld

ItemName

AssetDiskPartitionInfo

BrrEEHEIXER

Witk

il

FBEFNULL

Py
(=)

a

#ENT4EOS|A - DescribeAssetDiskList, DescribeAssetMachineDetail

£ Witk
Name =

WS : BRmEmEX

FEYFNULL

=
(=]

FHZE (CWP)

1%

—EESNTIRE.

B

ik
=

&

Casg
B

HHERE
#ImRENquuid
BB
FIBAYEuuid

B

Tk
FBARSS AR EY
HNzId
HIRE

LR
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BFR WAl FEEFNULL il E)a
Path 2 = String HEHER
Percent =] & Float DXEER=R
Size =t S Uint64 PR BEIG
Type 72 B String SAFRGERE
Used 2 S Uint64 EfERA=A : B{UG
VulLevellnfo
IRREEIRER S TRIHERIA
HENTEO3|F : DescribeVulLevelCount
BIR WAl FEVFNULL ESitl Ak
Count 2 a Uint64 =
VulLevel = S Uint64 /] BEEE  IRfE ; 2-%fE ; 3-Bf ; 4-T&E
EmergencyResponselnfo
EXRRS-MAMA(EE
N TEOS| A : DescribeEmergencyResponselist
R Wi FEFNULL ESid] i)
EndTime = = String PFRSSEEERHATIE)
HostNum = & Uint64 ENANEL
ReportPath 2 S String RES T EHBIE
StartTime 2 & String BRSSFHaRTiE)
Status 2 B Uint64 BRSATS OKfEah | MRz |, 2MRI5eR
Taskld 2 & String {E5Sid
MachineTag
IRSSEEREE(ER

U OS5I : DescribeAssetApplList, DescribeAssetDatabaselist, DescribeAssetMachinelList, DescribeAssetPortInfolist, DescribeAssetProcessInfolist,
DescribeAssetWebApplList, DescribeAssetWebFramelList, DescribeAssetWebLocationList, DescribeAssetWebServicelnfolList, DescribelmportMachinelnfo,
DescribeLoginWhiteHostList, DescribeMachinelList, DescribeMachines, DescribeMachinesSimple, DescribeRansomDefenseMachinelList,

DescribeRansomDefenseStrategyMachines

B WAl AEFNULL St A

Name — & String Iio% ]

Rid g2 = Int64 KEMFREID

Tagld B2 & Uint64 FREID
Portinfo

WS : BRmEmEX $8493 TW #585)
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BHRLEIROEEIIER
WO -
2R
ContainerName
ContainerPID
ContainerPort
HostID
HostIP

ListenContainer

ListenHost

ProcessName

PublicIP

PublicPort

RunAs

Type
LoginWhiteDimension
RIBERAFEOES
WATEOSIM :

BRR WA

EndTime =

Locale &

Places =

Remark B

Srclp B

StartTime &

UserName =
AssetAppProcessinfo

LIPS ESu T R

FEEFNULL
=
[=]

=

o H o

iy

FEEFNULL

o oy

iy

D o o o I Do

iy

2w
String
String
Array of Place
String
String
String

String

FNZzE (CWP)

ESid) R
String BEE
Uint64 AEEAPID
Uint64 AeaiRC
String F#Hid
String FHlip
String BERR ST
String AERIMEITitbiE
String HER
String XF4hip
Uint64 FHiHO
String BETKS
String ESicl

R

ZERATE)

Wi T ER

A& St

&E

BR8P (ZMIPESHT)

FrHaRIE]

BE8EAF (ST AFESET)

U0 #EOS| A : DescribeAssetAppProcessList, DescribeAssetlarinfo, DescribeAssetWebServiceProcessList

BIR
Name
Path
StartTime
Status

User

WS : BRmEmEX

WD WD KD D

Hm

FEFNULL

=
=

=
=

o

|

ESid )
String AR
String =
String JEaIRgIE
String HIRE
String BF
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B

Version

LogInfo
BEFE
N EO5|F « SearchLog

IR
Content
FileName
Source

TimeStamp

LicenseBindDetail

BRISSEFBERER

#4038 : DescribelicenseBindList

E= WAL
AgentStatus =
IsSwitchBind =
IsUnBind =
MachineExtralnfo S
Machinelp a
MachineName S
MachineWanlp &
Quuid &
Tags a
Uuid =

ReverseShellRule

EEShellFm)

FEFNULL
a

=

B o o o o R I

oy

#WHANT™EOS|A : DescribeReverseShellRules

=4
CreateTime
Destlp
DestPort
Hostip

Id

WS : BRmEmEX

Wi

i =1 Y 1 1

o

FEFENULL

=
[=]

FREFNULL

iy

iy

iy

e
String

Bool

Bool
MachineExtralnfo
String

String

String

String

Array of String

String

FEFNULL

17 I 1 7

il

B

Flze (CWP)
ESid] i)
String HEERRA
ik

BEASH)sonFAIt =
BESSER
BESSRIRIP

BSAE , FfiZms

o
B FUIAZS, OFFLINE 345, ONLINE 7E4%, UNINSTALL kst

EEFUFRED false RIIFRE

RERVFRY false RATFESD

ENFIMER

HERPAIRIIP
MEFHIE

HERARKIP

=ARSSE8UUID

IREER

=EEFIKUUID

s
String
String
String
String

Uint64

i
BUERAE
BI#RIP
Biwi0
FEHUP

FID
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E= Wik FEFNULL
IsGlobal = a
ModifyTime 2 &
Operator = a
ProcessName = &
Status P =
Uuid 2 &

RiskProcessEvent

SEHEEM

AN TEOS| A : DescribeRiskProcessEvents
EFR R SEENULL  E
CheckPlatform &= &= Array of String
CmdLine ) &= String
DetectTime a & String
Eventld & S Int64
FilePath = = String
HandleStatus B S Int64
Hostlp = = String
HostName a8 ES String
MachineExtralnfo S =2 MachineExtralnfo
OnlineStatus B S Int64
Processld S & Int64
ReferenceLink & S String
StartTime & ES String
SuggestSolution B = String
ThreatDesc S & String
Uuid &5 &5 String
VirusName S S String
VirusTags = = Array of String
Wanlp B & String

MachineLicenseDetail

MERSPERUER

#WHENT™EOS|A : DescribeMachineLicenseDetail

2R Wi FEFFNULL
InquireKey 2 a

WS : BRmEmEX

ESic) 1%

Uint64 =ERERM

String 1EHETIE)

String BEA

String HIEETR

Uint64 WRE (0: B8 L X
String ZFRID

A

FNZzE (CWP)

ABGNFEE [1.=ER5(2|2:TAV|3:binaryAil4:FE1T 4|5 BAMER]

TSRS
BRI NAE)
HHID
X

QMRRFS0RME, 1 EAME 28 R ;3B E R 4EIR H; 5 28]

EHUP
EHER
fnER
FENELARTE
BHEID
SEGER
peizES =)
=N ES
R
F#luuid
FREER
FRESIRG

HMRIP

ESidl ik
String XXX
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E= Wik FEFFNULL KA ik
PayMode 2 B Uint64 XX
Quuid 2 & String FHlquuid
Resourceld = & String XXX
SourceType = = Uint64 XXX

AssetUserBaselnfo

RREEWSELRER

WRITF#EO3|F « DescribeAssetUserList
E=T Wik FSPENULL K8 ik
FirstTime =& & String BERREERTIE]

Gid B & String HEGID

HomePath = = String HomeB%

IsDomain =& 5 Uint64 EEEKS : 05, 12, 25, 9994 {Xwindows
IsNew & & Int64 EEIIE0:E(1E]

IsRoot & & Uint64 EEArootfR : 0-F ; 12, 9994%: {Xlinux
IsSshLogin & & Uint64 EERFsshBER , 12, 08, 9994%, {Rinux

IsSudo S S Uint64 2ABsudoi¥fR , 12, 08, 9995, {Xlinux
LastLoginTime FS S String brERRYE

LoginType = = Uint64 gigﬁiuf-xﬁfﬁi 1-RieifkeyER | 2RAFEIEER ; 3-7oiFkeyFIZRD , 99979
MachineExtralnfo & — MachineExtralnfo

FHIER

Machinelp = = String FHAKIP

MachineName & & String FHIEFR

MachineWanlp & &= String EHHMIP

Name = & String WSZFFR

OsInfo & 5 String BIERFHER

PasswordChangeTime & & String ERHEHIATE)

PasswordDueTime 5 & String ZrOid HART(E] (Xlinux

PasswordLockDays iy & Int64 BOSITERTE) « BAIR, -1IRARBIE 99985 , Rlinux
PasswordStatus S & Int64 FRIRE © 11IEE 28MIEI9HE 3EITHE 4B 8EE 9998 {Rlinux
Projectld B " Uint64 FHALSSEID

Quuid & = String FH1Quuid

Shell = & String ShellE&12 {Xlinux

ShellLoginStatus = & Uint64 FEAshelEFRE , 02 ; 12 Xlinux

Status £ = Uint64 WEIRS : 0-228 ; 1-IBH

Uid =& & String MKEUID

WS : BRmEmEX
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FER Wk FPENULL 383
UpdateTime S = String
UserType S a Uint64
Uuid S B String
LicenseBindTaskDetalil
BRBEESFR
e T#EO51 A : DescribelicenseBindSchedule
ER Wi FEFNULL
ErrMsg 2 &
Quuid 2 &
Status = a
UsualPlace
FERESM
N TEO5|F : DescribeUsualLoginPlaces
HBR Wik FEFNULL
Cityld = a
Countryld = &
Id = a
Provinceld = a
Uuid = a

WebHookRuleDetail

AR ARNIFE

AN TEOS|A : DescribeWebHookRule, ModifyWebHookRule

B Wi FEEFNULL
HookAddr =2 &
Hostlds a a
HostLabels & &=
IsDisabled = s
Ruleld a a
Ruleltems 2 =
RuleName = a
RuleRemark B a

WS : BRmEmEX

fiwk

A1)

FHZE (CWP)

IKSKE : OFAR , WnERF , 2BERAF 99987 Xwindows

FHLUuid

St
String
String

Uint64

s
Uint64
Uint64
Uint64
Uint64

String

ESi)

String

Array of String

Array of WebHookHostLabel
Int64

Int64

Array of WebHookEventKv
String

String

R
HEIRMER
=RSSEEUUID

0 HUUT, 1 pth, 258

fiik
Y 1D,
E% ID.
ID,
& ID.

SEEFIRE—RRUUID,

Tk

GIEIN il
FHUdFIZE

FHEE
EEER1ER|0:/5H]
AMmid

ESLeSidl

MEZFR

#ER
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X BIHSTCE FHlZee (CWP)
ImageHost
BERE FNREGXIKTIE
WINTEOSIA -
B Wi FBEFNULL ESidl A
HostID 2 & String FHlid
ImagelD = " String Fi&id
Broadcasts
RERBIRIIFR
#ANTEOS A : DescribeSecurityBroadcasts
BIR Wil FEFFNULL ESig) fER
CreateTime 2 S String KARHTIE]
Id = 5 Uint64 NEKE—id
Level 2 & Uint64 BREEO0: X, 1: &, 286, 3%9E, 4/
Subtitle 2 & String e
Title <3 b3 String NEZF
Type = =z Uint64 KB 0=52UBA , 1=ThREEEHT , 2=17U5RE | 3=hRAKR%
AlarmSettings
EERE
#INTEOSIA -
e Wi FEFNULL 3] ik
DisableMailWarning 2 & String BRI,
DisablePhoneWarning = A String FNEE,
DisableWebWarning 2 S String RITAEEE,
OpenPortStatistics
I MEERR TR S
U TEOS| A : DescribeOpenPortStatistics
B Witk FBFNULL ESi fik
MachineNum = & Uint64 FHNEE
Port = & Uint64 o mE=3
AssetEnvBaselnfo
RrSENETET%R
N TEEO5| A : DescribeAssetEnvlList
WIS : B emEX 55499 Tm H585m
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BFR
FirstTime
IsNew

MachineExtralnfo

Machinelp
MachineName
MachineWanlp
Name

OsInfo

Quuid

Type
UpdateTime
User

Uuid

Value

ProtectMachinelnfo

RIHERER

iyl

|

oy o o o o oy o

oy

|

|

#WINT#EO3|M - DescribeWebPageServicelnfo

2R
CreateTime
ExpireTime
Hostlp

HostName

Vul

BRI
AN TEOS| A : DescribeVuls

EIR Wi
ImpactedHostNum 2
LastScanTime P
Vulld p=3
VulLevel =
VulName 2
VulStatus —

WS : BRmEmEX

i

el

FEFNULL

Py
=

Py
(=)

o O o

il

String
String
String

String

FHZE (CWP)

fiR
BRSREERT(E]
ERIE0A(1E]

MIER

RS =8IP

IRSSERETR

RS ERINKIIP

=t

BMERR

F#HQuuid

RE . CAFZELRRLE
HEEHAIA

BaFF

F#luuid

NEZEE

fA
FHEAdIE)
EIHAAE)
H=8IP

HEEFR

TBARELZR:HIGH : &EMIDDLE : hfELOW : {EENOTICE : 127

FEFNULL ESid
& String
& Int64
=2 MachineExtralnfo
= String
&5 String
& String
& String
& String
= String
& Uint64
= String
& String
&5 String
= String
FBEFNULL
)
a
a
B
ESid) 3%
Uint64 FRH AR
Datetime REFAERTE
Uint64 EtEES D)
String
String IBERTR
String

IRIEIAS* UN_OPERATED : 134hH8* FIXED : E8E
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Machine

EZIIES

#4203 | : DescribeMachinelist, DescribeMachines

E=E
BaselineNum
CloudTags
CyberAttackNum
HasAssetScan
Instanceld
InstanceState
InvasionNum

IpList

IsAddedOnTheFifteen

IsProVersion
KernelVersion
LicenseStatus
MachineExtralnfo
Machinelp
MachineName

MachineOs

MachineStatus

MachineType

MachineWanlp

MalwareNum

PayMode

Projectld

ProtectType

Quuid
RegionInfo
Remark

SecurityStatus

Tag

Uuid

Vpcld

WRFRE - BRmERMEX

o o o o o

oy

o

]|

]|

iy

iyl

o

]|

]|

iy

el

o

o

iy

iy

FFNULL

A

el

A0 o o I o

o

|

il

|

|

|

il

iy

iy

|

|

il

iy

el

|

il

iyl

o

s
Int64

Array of Tags
Int64

Uint64

String

String

Int64

String

Uint64

Bool

String

Uint64
MachineExtralnfo
String

String

String

String

String

String

Int64

String

Int64

String

String
RegionInfo
String
String

Array of
MachineTag

String

String

FNZzE (CWP)

ik

EERGH,

TIREER

EEEEFEEED , 0%, 18

LD

SLHIPMAZS TERMINATED_PRO_VERSION BE$58%
NESHY

FHipFlE

EBLSKAFIERIEN 0 : IFELSRPIFIEHIEN, , 1+ 15SRAIEINAIEN
BEREEAR. <li>true : E</li><li>false : &F</li>
RIZhRA

PSR FEAURZS 1 #8940 0 RN

KNSR

FEHUP,

FEHNER.

FNRS.

FHIRZ, <li>OFFLINE: B4 </li> <li>ONLINE: £ </li> <li>SHUTDOWN: B3#,</li>
<li>UNINSTALLED: SBatR</Ii>

HSRFTETXEE CVM =iRSSE: BM BA, ECM W51t LH BEMNAIRSES Other RS
=EKX

EHNIMRIP,
REH.

FHRE. <li>POSTPAY: FTnE(J2 , BlREITEE </li> <|i>PREPAY: <% , BIESF
aa</i>

IRHID

BAiFRRA © BASIC_VERSION iz , PRO_VERSION Eulhf , Flagship HEARAR ,
GENERAL_DISCOUNT ZEhR

CVMEEBMAg5HE—Uuid.,
HEIAESS
BEHER

XBEIRZS, <li>SAFE : &£ </li><li>RISK : & </li><li>UNKNOWN : Z&0</li>
RSER

ZREFRE—UUd , EEPIRRIEAM LSRR,

FERLs
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2R Wik FRVFNULL KR8 ik
VulNum & & Int64 RIS
ABTestConfig
REMBEE
AN TFEEO51F © DescribeABTestConfig
=4 Witk FEFNULL ESidl ik
ProjectName =2 5 String KREINEER
Status 2 FS Bool true : IFFERE |, false : RAMERE
RansomDefenseStrategyMachineDetail
FEhZRENFIZR
U #EOS| A : DescribeRansomDefenseStrategyMachines
ER Wik AREENULL - St i1}
CloudTags 2 = Array of Tag TIRE
DiskInfo = = String FERER , NEIFERRER 1 98 diskld1|diskNamel;diskld2|diskName2
HostVersion 2 2 Uint64 MRAER : O-EithR 1-FrhR 2-1EAR 3-E8hR
Instanceld 2 S String FEHLLHlid
Machinelp = & String ARdip
MachineName =2 & String FHEFR
MachineWanlp 2 2 String HMRIip
Quuid 2 & String FH1Quuid
RegionInfo 2 2 RegionInfo AARER
Status = 2 Uint64 BRFIRTS © 0%iF) , 17/
Strategyld <! = Uint64 SRBgid , JORTREPESRDG
StrategyName 2 2 String RAEEFR
Tag = 2 Array of MachineTag FHRLReE
Uuid 2 & String FHUuid
VullnfolList
Fize-HREE-HREYIE
#aNT#EEO5IF © DescribeVulList
2R Wi FEFNULL ESid) ik
Cveld 2 2 String cvelmS
CvssScore =2 =2 Float CVSSiFEs
DefenseAttackCount b= = Uint64 ERFEHIEIREL
WRFRE - BRmERMEX 55502 14 3
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FNZzE (CWP)

FER Wik FEFNULL ESit) ik
Descript = = String A
DescriptWisteria 2 = String EREFER
FirstAppearTime 2 2 String BURHHIATE)
FixSwitch p=3 <3 Uint64 EREMEEESEMEENEN , 0=5 1=
From b~ = Uint64 RRFER
HostCount =3 & Uint64 SNNENEL
Ids =z = String mRBSEMidE , SR DE
IsSupportDefense 2 P! Uint64 EAHENME , 0ASIF 1305
Labels 2 2 String RS Z2MNEESE
LastTime 2 & String RS MAT A
Level 2 & Uint64 BR%ER 14K 2:7h 3.8 475
Name 2 5 String miEE
NameWisteria 2 2 String ERFER
PublishTime = & String IR ESY
PublishTimeWisteria 2 2 String ERFER
Status 2 & Uint64 0: #5402 1:720% 3. EIEE SHRNF 6:88+ 88ELH
StatusStr 2 2 String REEEHIRSS
Taskld 5 2 Uint64 EAEESHId
VulCategory p= = Uint64 ImiEZERl 1: web-cmsiFiE 2:RAIRIE 4: LinuxdX{RiE 5: WindowsRE5RiE
Vulld 2 & Uint64 imimid
BaselineEventLevellnfo
RS EEXIBE TopIENER
#HanT#EO51/A : DescribeBaselineHostTop
R Wik FEFNULL &3] g
EventCount = 2 Uint64 RiREE
EventLevel 2 2 Uint64 BEER : 1K ; 2-4E ; 3-8t ; 4-™=&
MachineClearHistory
HERBERICRUR
#HaNT~#O5| /A : DescribeMachineClearHistory
HBR A3y FFFNULL ESicl ik
AgentLastOfflineTime 2 " String BFimREEEATE
CreateTime = = String elll=in))a)
Id = &= Uint64 IDIE
Instanceld 2 = String SCAIID

WS : BRmEmEX
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BFR
InstanceName
Privatelp

Publiclp

RiskDnsPolicy

TEERRI

#HaN #2031/ : DescribeRiskDnsPolicyList. ModifyRiskDnsPolicy

2R WisE
Domains =3
Eventld &=
Hostlds —
HostScope =
IsDealOldEvent B
IsEnabled P
PolicyAction 2
PolicyDesc a
Policyld &
PolicyName 2
PolicyType p=3
UpdateTime =
HostLoginWhiteObj

S REITAZ AL

WRIT™EO3|A © AddLoginWhiteLists

2R
EndTime
HostInfos
IsGlobal
Places
Remark
Srclp
StartTime

UserName

fin

il

o HD O

il

BaselineltemInfo

BEER

WS : BRmEmEX

FEEFNULL

=

=

iy

iy

17 B v B B |

iy

FEFNULL

i

iy

|

iy

iy

AT FEFFNULL
= =
= =
= a
Array of String
Int64

Array of String
Int64
Int64
Int64
Int64
String
Int64
String
Int64

String

ESid)

String

Array of HostInfo
Uint64

Array of Place
String

String

String

String

FNZzE (CWP)

ESigl R
String SLIEFR
String AP
String AP

1%

& AN BRI Tbase64 encode
E=(4ID

FEHUD

FHEEIL: FrEE kR + AR 2 FrEEATAR|O: BB
BRI AIAIEAH0: AR 1:4028]
BR[04, LAER
SREREE0: 5, LT, 228+
SRERHA

SRERID

SRERETR

RAEEEL[0: R4, 1A

EEFHYIA

fR

Z5ERAYIE]

BEREMANRERS IR

RENERE 1 : £FEM 0: ETHREEN
|y

&E

IIERIRIP , STFMER , ZPLUESHRFF
FriaRdIE)

MBAFE S TRAPELIESIEF
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#HaNT#EO51A : DescribeBaselineltemIgnorelList, DescribeBaselineltemInfo, DescribelgnoreHostAndItemConfig

2R

FixMethod

ItemDesc

ItemId

ItemName

Level
RelatedCustomRulelnfo
Ruleld

RuleName

SysRuleld

ConfigUUIDInfo

FHRE-FIESERE
W™ REOSIA -

R

Configld 2

UuID 2

NetAttackTrend

#WRIT™#ZO3|F « DescribeAttackTrends
B
AttackCount
DateTime
SuccAttackCount

TryAttackCount

LicenseDetail

FRUTRFIRIIR
#WANT™EOS|A : Describelicenselist
E1 Wi

Alias

Jalil
o

il
i

AutoRenewFlag

fil
H

BuyTime

Deadline

Jalil
o

LicenseCnt

Jalil
o

WS : BRmEmEX

MO MWD KD KD HWD WD AD

]

FEEFNULL

FEFNULL

o Dy

iyl

Hm

oy

el

FFNULL

=
=

o

FEFNULL

fl RD AD

i

]
String
Uint64
String
String

Uint64

#

2

String
String
Int64
String
Int64

Array of BaselineCustomRuleldName

Uint64
String
Int64
e
Uint64
String
ESid)
Uint64
String
Uint64
Uint64
Tk
RiRHIE

0 ¥08aMt, 1 Biafskek 2 RNk
WISZATIA)
#HLEBHA
S

iR

WERE

FNZzE (CWP)

ik
SNMANESTT%E
TR
BEAaNIID
IS
feER
EIIERSEVTELS
TR EMRAIID
SRR E S

FRFEHNID

s
SHBHRID
g5 881D

AiElss | %0 2023-05-06
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E= WAL FEFNULL
Licenseld = &
LicenseStatus 2 2
LicenseType = ES
OrderStatus = &=
Projectld = =
Resourceld 2 5
SourceType = S
Tags = =
TaskId = &
UsedLicenseCnt 2 &
JavaMemShellPluginInfo
JavalFSIEHER
#HANTEOS A : DescribeJavaMemShellPluginInfo
= WAL FEFFNULL ESidl
ErrorLog 2 N String
MainClass 2 & String
Pid = & Uint64
Status — ES Uint64
AssetPortBaselnfo
ARERKSEAES
#HUN O35 - DescribeAssetPortInfolList
&R Wit
BindIp 5
FirstTime a
GroupName &
IsNew 5
MachineExtralnfo S
Machinelp &
MachineName a8
MachineWanlp a
Md5 =
Oslnfo &
Param &
ParentProcessName &

WS : BRmEmEX

Flze (CWP)

ESidl ik
Uint64 D
Uint64 BAUIRT 0 KfER, 1 BB ER, 2 EF% 3 A9H
Uint64 RINEEL, 0 TIR-REITE, 1T WR-BF6R , 2 EMR-8FaR
Uint64 ITERTS 1 IEE 20RES, 3855
Uint64 IRAID
String 1TERRID
Uint64 ERINMEITEA.
Array of Tags FEiRE
Uint64 551D BAIAO EIRSBEHEF
Uint64 [SIESEE e

ik

HEIRAE

ENBREESE

ENSHFEpid

ENRE © 05N, LENRRTD, 2: SEHHERT, 3: &R, 4: 7 EANKM 5: Eifips

FBFNULL ESit) fihk

" String SRTEIP

& String ERREERTE]
& String Fri@FF4E
& Int64 ERME0:A(LE]
2 MachineExtralnfo MINER

& String FHAMIP
B String EHEFR

= String FEHIMNIP
5 String HFEMDS

=" String BERAER
& String B

&= String RFFEZHR
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2R

Pid

Port

Ppid
ProcessName
ProcessPath
ProcessVersion
Projectld
Proto

Quuid
StartTime
Tag

Teletype
UpdateTime
User

Uuid

BaselineRulelnfo

E&ialiER

AN T™2MO3|F : DescribeBaselineRule

2R
Description
Eventld
FixMessage
LastScanAt
Level

Ruleld
RuleName
RuleRemark
Status

Uuid

BaselineRuleToplnfo

ELHaNITOPER

AN TEOS| A : DescribeBaselineTop

B

EventCount

WS : BRmEmEX

o

iy

o

iy

|

|

oy

iyl

]|

il

FEFNULL

a

o

iy

o

iy

|

Hm

iyl

el

|

FEFNULL

o Iy

oy

iyl

]|

oy

7l

iyl

FFNULL

=
=

*7é

2

String
String
String
String
String
String
Uint64
String
String
String
Array of MachineTag
String
String
String

String

%

e

String
Uint64
String
String
Uint64
Uint64
String
String
Uint64

String

FHZE (CWP)

3
O

N

52

LiHFEID

578

TEBR

HHZEETR

OB

HHEMRA
FEHALSSEID
RO
F#HQuuid
BEhATIE
FEHREE
WHETTY
HUEE AT
EITRF

F#MUuid

FrE1%
LU
IE—ZR4ID
(E3=1E0
REINAE)
BEER
HEmTd
HMBEFR
B{RREGA

HE—Uuid
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2R Wi
Level =
Ruleld =2
RuleName =

WeeklyReportBruteAttack

Bl ERE SRR SR,

BN TEEOS|F : DescribeWeeklyReportBruteAttacks

2R Wi
AttackTime =
Count —
Machinelp 2
Srclp =
Username =

BaselineRuleDetect

EEANE

#WANT™#EEO3|A : DescribeBaselineRuleDetectList

2R Wik
DetectStatus =
FirstTime =
HostCount P
ItemCount —
Itemlds =z
LastTime =
RuleDesc =
Ruleld =2
RuleName —
PushTaskResult

TREERTFA- RGN , 1SR

AN TEOS|A « CreateQuickProtectSetting

2R Wi FEFNULL
FailureReason P &
IsSuccess — S
Taskld 2 S

WS : BRmEmEX

FEEFNULL

iy

|

iy

i

I

iy

FEFFNULL ESidl
= Uint64
P Uint64
= String
FEFFNULL ESidl
= Datetime
S Uint64
S String
= String
= String
]
Int64
String
Int64
Int64

Array of Int64

String
String
Int64
String
fiik
TREMIEEH
BE NAMTD
XIRz{ESS1d

fiwk
SMIEEFR
IR

BEaNIE

ik
WEATE.
EROREL
P,
iRIP,

WRARFEF S

ik

0:RIEIT 17288 33981 574G
BURIGETE]

KELENE

KEXTIEY

ItemID&ES

string

AU

AId

HNIEFR

FNZzE (CWP)
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FNZzE (CWP)

{ESFE : Vul-18UEIR , Malware-3Z4E 3¢ | Baseline-E&:i4ai1 , AutoBan-EzEET

s
Uint64
String

Uint64

topFeititas
topSEitEdE | Wip. "EEE

A

Birtim

EY¥4E. <li>WIN32 : windows32{i7</li> <li>WIN64 : windows64{iz</li><li>LINUX32 : Linux32{

&R AT FEFNULL ESitl b
TaskType 2 & String
BaselineBasicInfo
EHILEMER
HEN O3 F : DescribeBaselineBasicInfo
EIR Wi FEEFNULL
Baselineld — —
Name = =
Parentld 2 =
AttackSourceEdge
BEERREE S A
HENTEO3|F : DescribeAttackSource
R WA FEVFNULL
From 2 =
To 2 &
TopInfo
#WRIT™#EO3| R « DescribeAttackTop
BR WAYE FBEFNULL %R
Count & = Uint64
Value E — String
Process
HIZEEEUE.
AN TEO5| A : DescribeProcesses
E= Wik FRPENULL KR R
CreateTime 2 S Datetime  BlFERTEL
FullPath 2 & String HIBRIR,
Id 2 S Uint64 E—ID,
Machinelp = & String FEMAMIP,
MachineName =2 & String FHA.
Pid 2 & Uint64 HFEPId,
Platform 2 & String

WS : BRmEmEX

</li><li>LINUX64 : Linux64{z</li>
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B @ik FFFNULL
Ppid = =
ProcessName = &
Username =3 S
Uuid p=3 =
VulDetaillnfo
IRRFEREE
#HaNT#EO51/A : DescribeScanTaskDetails
BR Witk FEYFNULL
Cveld — S
Cvss = S
CvssScore = =
Descript = &
Fix 2 S
Level = &
Name = =
PublishTime = &
Reference 2 &
VulCategory = 5
Vulld = =

LoginWhiteListsRule

SE=A

o
fi

Uint64
String
String

String

2
String
String
Float
String
String
Uint64
String
String
String
Uint64

Uint64

i34
#HiZPpid,
RS,
HZAPE.

=EEFIRE—UUID,

ik
cvelRS
CVSSi¥iE
CVSSiFsy
R
EEEN
EREE
IBRER
ozl

SEGE

FNZzE (CWP)

1: web-cmsifEiE 2:R AR 4: LinwdX{4ERIR 5: WindowsZ4timiR 0= M SRE

iBimID

e TEOS1/A - AddLoginWhiteList, ModifyLoginWhiteList

B
EndTime
Hostlp

Id
IsGlobal
Places
Srclp
StartTime

UserName

iy

il

falil

D

iy

Jalil

NetAttackWhiteRule

FEFNULL

I

oy

o o oY o

iyl

#WHANT™EOS|A : DescribeNetAttackWhiteList

WS : BRmEmEX

ESid)

String

String

Uint64

Bool

Array of Place
String

String

String

ik
ZEERATE)
BHEBREXEE

FNID , AT

EENEREN
InEthiz

INEIEIP | SZTHRAMEL , ZNPLUE SR
AR
MBAFRE S TREFPELIESEFF
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E= Wi FEVFNULL
CreateTime a 2
DealOldEvents = o
Description &5 2
Id a =z
ModifyTime B =
Quuids B =z
Scope S =
SrcIP & 2
AssetNetworkCardInfo
REEENRER

%

2

String
Uint64
String
Uint64
String
String
Uint64

String

FNZzE (CWP)

fiwk

BUEERTE

EELIEZRIRISEM 0: TR 1AME
P

Aid

(Gl

FHquuid Z40FERRFF

0: —#Hquuid 1: FFEEL

SEIRIP BaIP:1.1.1.1 IPSEEI1.1.1.1-1.1.2.1 IPSef : 1.1.1.0/24 S AR

AN TEOS|FA : DescribeAssetMachineDetail, DescribeAssetMachinelnfo

R
DnsServer

GateWay
Ip

Ipve

Name

AssetWebLocationBaselnfo

Br-EEWebiimFIFRIER

AN T4EO31/A : DescribeAssetWeblocationList

2R

FirstTime

Id

IsNew
MachineExtralnfo
Machinelp
MachineName
MachineWanlp
MainPath
MainPathOwner
Name

OsInfo

PathCount

WS : BRmEmEX

7 I 7 B B 7 R 7 D 17 D 17 B 1 B v I 1|

oy

FEFNULL KA R
S String DNSHgSSEa
& String TES
& String IpvASIRZIP
" String Ipv6IRLIP
& String MACHbE
= String WI-REFR
FEHFNULL el R
A" String ERRERATE
£ String Webiihsld
2 Int64 REHIE0ALE]
2 MachineExtralnfo BINER
S String AIRIIP
& String FHER
S String SMNIIP
& String FER
& String TEHRFAEE
a String b4
& String BERSR
a Uint64 Uh R
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2R Wi
Permission &5
Port a
Projectld =
Proto &
Quuid B
ServiceType =
Tag =
UpdateTime &
User =5
Uuid &=

JavaMemShelllnfo

javaRFREMHER

#4203 : DescribeJavaMemShellList

= Wik FVFNULL
Alias B Z
CreateTime B a
Description & a
Hostlp B =
Id B =
MachineExtralnfo B =3
Quuid £ B
RecentFoundTime B B
Status B a
Type B e
Uuid B =
ProcessStatistics
HIEEURGITEUR,

#WHANT™#EOS|A : DescribeProcessStatistics

BFR
MachineNum

ProcessName

ProductStatusInfo

FREXRRSEREODataltiSs

WS : BRmEmEX

FHZE (CWP)

ik
HEENIR
IR
EINE )
UMY
FHQuuid
ARSSEE
FEHRES
RS
ETRR

F#Uuid

MRS 0 -- f5ME 1 -- ENNA 2 -- TR 3 - B2 4 - EF iR

MTFEDEA O:FilterB! LiListenerB! 2:Servletd! 3:InterceptorsBl 4:AgentBS 5:Efth

FEEFNULL ESiS
& String
& String
= Uint64
&= String
& String
& String
& Array of MachineTag
= String
= String
& String
A ik
String PRSSREEHR
String BRRIATE
String WiEA
String ARS5RIP
Uint64 EHID
MachineExtralnfo FNEIMEE
String FRSSEEquuid
String b==alix U=
Uint64
Uint64
String S5 88uUid
FIFNULL
=
=

St Ak
Uint64 FHHE,
String BHEE.
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AN 203|F : DescribeProductStatus

BFR Wil FBEFNULL i) i)
CanApplyTrial = B Bool EETLERENA |, truerTLIRHE
CanNotApplyReason = B String FEARRE , eidAEA=E
FWUserStatus 2 & Uint64 BEIPIRRS | 1RBA3R | 2853, 3ifEh , 4TTHA
LastTrialTime 3 B String B FRLEREE ( AMFERRICRNAZ )
ApiKey
APIZSALER
WINT™EEOSIA -
BR Wik FEYFNULL -3t} HnA
CreateTime = B Uint64 BUEERT A (R TEVEL)
Secretld =2 & String ZEAID
Status 2 = Uint64 W&, 35, 4EMR)
ScreenEmergentMsg
KERTICE S0BH

#HaNT#EO51/A : DescribeScreenEmergentMsg

EZR WAisE FBEFNULL HR iy

Text =2 = String BAARE

Title 2 & String IBRIARES /TR

Type 2 S Uint64 BREEEE : O=RAEIE
VulToplnfo
ImiRtopSEit Lk

#HaN 4031/ : DescribeVulTop

BFR WA FEYFNULL R R
VulCount =3 = Uint64 mEgE
vulld 2 2 Uint64 imiEid
VulLevel 2 = Uint64 BEER : 1KE ; 2-4E ; 3-B ; 4-™&
VulName 2 P String A &
AgentVuls
FNFEREIIE
HWa OS5 -
B Wik FEFNULL ESid] ik

WIS : B emEX 6513 1 #5851
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E= WAL FEFNULL
Description = =
Hostlp = =)
Id = &
LastScanTime = &
Vulld = =
VulLevel 2 &
VulName — &

ReverseShellEventInfo

Z3EShel BuEIEB

#HUN OS] - DescribeReverseShellEventlinfo
2R Wik FSRPENULL  R8Y
CmdLine = B String
CreateTime = & String
DetectBy — & Uint64
Dstlp 2 = String
DstPort = a Uint64
FullPath 2 = String
HarmDescribe — & String
HostIp 2 B String
Id = S Uint64
MachineName 2 & String
MachineStatus 2 & String
MachineWanlp = & String
ModifyTime 2 B String
ParentProcGroup =2 S String
ParentProcName — & String
ParentProcPath 2 S String
ParentProcUser 2 = String
ProcessName = B String
PsTree 2 2 String
Quuid = B String
References =2 5 Arr.ay of

String

Status = & Uint64
SuggestScheme 2 B String

WS : BRmEmEX

FHlZe (CWP)
it i35
String IR
String FEHUP
Uint64 iBRID
Datetime SEFfERE
Uint64 ImEREID
String IRREZSR:HIGH : SfEMIDDLE : thfgLOW : {EENOTICE : &R
String RS
Ak
WOHFIE
FEEERTIE]
7=
B#RIP
BiRis0
BRI
9%
FEHMAIMIP
ID 4
FNE
FEHELARTS OFFLINE ONLINE
FHIMRIp
QhEBRTIE]
RQiREPE
RFHFER
QPREER
RUFRFAF
2R
HFER json pid:HFRId , exeSUEERIR |, accountHFERFEREIRAF cmdline#t{Ta< |, ssh_service:
SSHARSZip, ssh_soure:BRiR
FEHUD
SR

MR ¢ 0-F5ALIE 2-B 758 3-EAME 4-5Bm
=N ES
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2R Wik FSRVENULL  3R8Y 3%
Tags 2 B ?tr;i); of RS
UserGroup = B String WTRFE
UserName 2 &5 String HITRRF
Uuid =2 5 String =EUUID
NetAttackEventInfo
e T#EO51 A : DescribeAttackEventInfo
BIR W FEEFNULL ESid)
AbnormalAction S 2 String
AttackLevel & — Uint64
CVEId = 2 String
Count & = Uint64
DstPort & 2 Uinte4
HostOpProcessTree a = String
HostOpType & = Uint64
Id & 2 Uint64
Location B 2 String
MachineExtralnfo & =2 MachineExtralnfo
MergeTime & F<3 String
NetPayload = 2 String
PayVersion B 2 Uint64
Quuid & =2 String
SrcIP & — String
Status & = Uint64
SvcPs & 2 String
Type & 2 Uint64
Uuid & F<3 String
VulDefenceStatus = Uint64
Vulld & = Uint64
VulName & 2 String
VulSupportDefense & =2 Uinte4

ScreenDefendAttackLog

KERELHEE

#HIFHEEO2|F : DescribeScreenHostInvasion

WS : BRmEmEX

FNZzE (CWP)

IBEERE

BRCVERS

WHIREL

Birima

IR, TEMbase64 fi#3

0:F55KRFE1TA 1: ree(@#14T) 2: dnslog 3: writefile
Hftrid

iRt

FHNEUMER

WHRERTE)

WEEiEL

HEBSTERRRA , 0 ERthR , 1%l , 25EMAR | 3EBIR
cvm uuid

WEiRip

SMBIRES | 0 54012 1 ELME 2 BINE 3 B2 4 EMIRR 5: EFEHE
IRZ51HFE base64

0: Zifd e LIERD

F#luuid

IREEMAT , 0% , 173

mimid

e

RS , O 133%
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BR Wi
CreatedTime =
Dstlp =
DstPort =
HttpMethod =
Id 2
Quuid =
Srclp =
SrcPort =
Uuid =
VulType =

ProtectHostConfig

FrrHEEER

FEEFNULL

a

|

o o D

il

iy

|

AN O5 A : CreateProtectServer, ModifyWebPageProtectDir

= Wik
AutoRecovery P
ProtectSwitch =3
Quuid =

VulDefencePluginStatus

EHiRREEEHER

#ANTEOS A : DescribeVulDefencePluginStatus

2R Wik
Alias 2
CreateTime =
Exception 2
ModifyTime =2
Privatelp 2
Publiclp =
Quuid =

AssetScanTaskHostDetail

AR ARES P ENENRESRS

WA T3 | : DescribeAssetScanTaskDetail

B Wik

WS : BRmEmEX

FBEFNULL

FEFNULL

iy

oy

o

iy

o

ol

o

FEFNULL

FHlZe (CWP)

String WERTIE
String B#RIP
Uint64 BixinC
String &R
Uint64 B&ID
String F#1 quuid
String SRIRIP
Uint64 KRR
String KD
String FRRRSSEY

ESid) ik

Uint64 BalREFX 0 X3 173

Uint64 BAIFTTX 0 57 177/

String H=RME—ID

ESit) 5%

String FHNBIE

String BIEERTIE

Int64 RS 0IER , 1 RHE

String IR A

String MMip

String 2Mip

String FHlquuid

ik
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E= Wik FEFFNULL ESitl ik
ErrorMessage 2 B String BEER
Machinelp =2 &= String FAHIP
MachineName 2 = String FHEFR
Quuid —= & String F#H1Quuid
Status = a Uint64 AR« 0Bt TR, 1ARTD , 2550
WeeklyReportNonlocalLoginPlace
T ER RIS SRR,
#HanT#O51/A : DescribeWeeklyReportNonlocalLoginPlaces
B Wik FBFNULL et 7%
City p=3 = Uint64 IRID,
Country = = Uint64 EZRID,
LoginTime = & Datetime ERATA.
Machinelp 2 & String FAHUP,
Province 2 &5 Uint64 H%ID,
Srclp = = String JEIP,
Username = & String BFRa.
Filters

FRREITIEES , ATRGTIRER. fIILTIIRID. B, KEF
EFESFilterfit |, FilterBIIXRERIBIES (AND ) XK, HE—FilterfEEZMalues , [E—Filter FValuesiBlIXZE 7iB4EaL (OR ) K&K,

#0458 : DescribeBaselineEffectHostList, DescribeBaselineList, DescribeCanNotSeparateMachine, DescribeEmergencyResponselList,
DescribeEmergencyVulList, DescribeExpertServiceList, DescribeExpertServiceOrderList, DescribeFileTamperEvents, DescribeFileTamperRules,
DescribelgnoreRuleEffectHostList, DescribelmportMachinelnfo, DescribeJavaMemShellList, DescribeJavaMemShellPluginInfo,
DescribeJavaMemShellPluginList, DescribeLicenseBindList, DescribeLicenselList, DescribeMachineClearHistory, DescribeMaliciousRequestWhiteList,
DescribeProtectNetList, DescribeRansomDefenseBackuplList, DescribeRansomDefenseEventsList, DescribeRansomDefenseMachinelList,
DescribeRansomDefenseRollBackTaskList, DescribeRansomDefenseStrategyList, DescribeRansomDefenseStrategyMachines, DescribeScanState,
DescribeScanTaskDetails, DescribeTags, DescribeVulList, ExportAttackEvents, ExportAttackLogs, ExportBaselineEffectHostList, ExportBaselineList,
ExportBashEvents, ExportBashEventsNew, ExportBashPolicies, ExportBruteAttacks, ExportFileTamperEvents, ExportlgnoreRuleEffectHostList,
ExportlLicenseDetail, ExportMaliciousRequests, ExportMalwares, ExportPrivilegeEvents, ExportRansomDefenseBackuplist,
ExportRansomDefenseEventsList, ExportRansomDefenseMachinelist, ExportRansomDefenseStrategyList, ExportRansomDefenseStrategyMachines,
ExportReverseShellEvents, ExportScanTaskDetails, ExportVulDetectionReport, ModifyEventAttackStatus, ModifyRiskEventsStatus, OpenProVersionActivity

B Wi FEEFNULL ESid] A

ExactMatch & & Bool ERIEHIICED , RWERST L, LA
Name = B String IR ER,

Values = B Array of String —AEEZMNTEE.

Tags

FEinE

WIS : B emEX 26517 1 H585m

\|



O BASTCE 122 (CWP)

AN T#EOS|F : CreateLicenseOrder, DescribeHostInfo, DescribelmportMachinelnfo, DescribeLicenselist, DescribeMachinelList, DescribeMachines,

DescribeMachinesSimple, DescribeVulEffectHostList, ExportlLicenseDetail

B Wi FEHFNULL S fiR
TagKey = a String IREHE
TagValue = & String TRESE
Eventlog
REBMFE

#WANTEOS|A © DescribeEventlog

e WhIE FEFNULL ESit) Tk
Detail 2 5 String FIBEX
EventOperateStatus = FS String BHRERES
EventStatus 2 = String FIRES
EventTime 2 & String REERTIE)
EventType 2 S String =i Sid)
Hostip 2 = String FHLUP
Id =2 & String E{4ID
MachineName 2 = String FNE
Memo 2 5 String KBER
Quuid 2 5 String FHLID
SeverityClass P & String EINER
Uuid 2 a String =EID

RecordInfo

BFiRREERES

AN T#EOS|A : DescribeClientException
FZR Wik FEFNULL E3id) fk
HostIP 2 & String FHip
InstancelD — & String Fisefpilid
OfflineTime = = String B i LA A
UninstallCmd 2 S String =P ENEE R hE
UninstallTime 2 5 String ZFREIEATE
Uuid 2 S String EFiguuid

RiskDnsList

TRIEKRTIZR
AN #2033 : DescribeRiskDnsInfo, DescribeRiskDnsList

WIS : B emEX 26518 1 #5851
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R Wik FEYFNULL ESid)
AccessCount = & Uint64
Alias 2 & String
CmdLine = & String
CreateTime = S String
Description = & String
GlobalRuleld 2 & Uint64
Hostlp — & String
Id = & Uint64
MachineStatus = = String
MachineWanlp 2 2 String
MergeTime = & String
Pid P! S Uint64
ProcessMd5 = & String
ProcessName = & String
Quuid — & String
Reference = S String
Status == & Uint64
SuggestScheme = & String
Tags 2 & Array of String
Url = & String
UserRuleld = & Uint64
Uuid = & String

ProVersionMachine

REFBETRNRER.

#AF#EO51 : InquiryPriceOpenProVersionPrepaid, OpenProVersionPrepaid

FNZzE (CWP)

ik

TRIAREL

bl

BT

BURITIE)ATE)

ik

EEALEHN , 05, 18
FEHlip

Ie—ID

EHELIRAS [OFFLINE:BI£5| ONLINE:7E£E| UNKNOWN:SR 4]
SMip

b=salanvalz) =]

HiES

HFEMDS5

HES

Ife— Quuid

e

R 0-FFbEE | 2-Bin8 | 3-3HEERTS | 4-BRME | 5-ERR
YR E=

TREFE

XFIMIENE S

FAF#id

E—UUID

EHEEEL. 40 : ap-guangzhou, ap-beijing

<li>CVM: =R&SEE </li> <li>BM: BAEYIEN</Ii> <li>ECM: D5 TEIRSESE </li> <li>LH: 285
FARRS5E8 </li> <li>Other: [B& =& </li>

FHMME—RRUUidEE. BAmInstanceld , CVMASUuid J85iHERIVUId , RENARSS2EAUuId JBE T

E=N Wik SPFNULL  2R8Y R
MachineRegion 2 S String
MachineType P! S String FEAKE,
Quuid = = String
ComponentStatistics
BHFEHEUE.

BN TEOS| A : DescribeComponentStatistics

E= WAL FEEFNULL R

WS : BRmEmEX

#AIQuuid .  HFTSHERARKERRSI20
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2R Wi FEFNULL ESidl
ComponentName = B String
ComponentType = = String
Description = & String
Id = & Uint64
MachineNum = S Uint64
ScreenProtectionCnt

KEATMHENZ2RESEEHE

#WHANT™EOS|A : DescribeScreenProtectionCnt

BFR WA
Count =2
Name £

Type =

FEFNULL Bl

iy

oy

Uint64
String

String

ik

BEL

ik
BHETR.

FNZzE (CWP)

AHFEAL, <li>WEB : WebfR{#</li> <li>SYSTEM : RGEABH</li>

B,
BHID,

ENHE.

cloud : ZERF|E , detect : 15|28 , defend : BLERFHH , threat : FMBIR , analysis : BEDHT, ai : AI5|Z

cloud : =B , detect : 1&M3|E2 , defend : IR , threat : FiMER , analysis : BESHT , ai : AI3|E

JavaMemShellPluginSetting

JavaNF iR ECE

AN TEOS|A : DescribeJavaMemShellPluginList

2R

Alias

CreateTime
Exception

Hostlp
JavaShellStatus
MachineExtralnfo
ModifyTime
Quuid

Uuid

Wi

i Y =1 R < 1

o

MWD #D

il

VulDefencePluginDetail

B HER R EERS

AN T#EO5|A : DescribeVulDefencePluginDetail

HBR Wik
ErrorLog =
InjectLog =
MainClass =

FEFNULL

=

iy

iy

WS : BRmEmEX

FBEFNULL ESis)
&5 String
&g String
S Uint64
= String
S Uint64
2 MachineExtralnfo
S String

= String
— String

ESid) R

String HIRAE

String EINEF

String EANHTEERZ

R

RS EEE

BIEEATIE)

R EEFERE 0 EF 1. B
RS 88ip

javashellfE=HFFX 0: X7 1: Fi=
FHEMER

(ERGE

Z88quuid

fR5528uuid
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BFR WAYSE FFNULL
Pid = &
Status 2 &5

Int64

Int64

fik

JENEREPId

FHZE (CWP)

RIS © 0 FEN, LN, 2: fEIHERT, 3: SRR, 4 IENKM 5: ik

RansomDefenseStrategyMachinelnfo

PrENZA B R E

#WEIT™ZEOS| A © CreateRansomDefenseStrategy

BFR Wil FEFNULL
DiskInfo & =
Uuid 2 B

MalwareRisk

TR NISIRTIIRER

%

gg

String

String

#2051/ : DescribeMalwareRiskWarning

2R
CreateTime
Id
Machinelp

VirusName

ImageVul

BRELZEHERREER
WANTEOSIA
2R
CVEID
CVSSV3Desc
CVSSV3Score
Category
CategoryType
Component
DefenseSolution
Des
Level
Name
OfficialSolution

Reference

WS : BRmEmEX

WD WD HD HD MDD WD KD MDD WD  HD  HOD

Ho

1%

IEEMETIR , WSRRRATEREL ; disk_id1|disk_namel;disk_id2|disk_name2

F#luuid

FEFNULL

o

iyl

|

FEFNULL

a

il

oy

o o

il

i

oy

]
String
Uint64
String

String

ESid
String
String
Float
String
String
String
String
String
Uint64
String
String

String

Tk
R
H—ID
HESIP

2=t

1A

iiRid

CVSS V3fEik
CVSS V3548
PaES

32

A

sy ES
1A
RS,
IRER
fRRTIZ
EL:]
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BFR
SubmitTime

Version

BruteAttackInfo

BRI ZRSLR

#WHANT™EEOS|A : DescribeBruteAttackList

R Wik FEPFNULL
BanStatus = =
City = =
Count = =z
Country = =z
CreateTime = =
DataStatus = =
EventType = =
Id B B
Instanceld B =
IsProVersion B 2
MachineExtralnfo & 2
Machinelp B =
MachineName & =
ModifyTime B =
Port = =
Protocol = =
Province B =
Quuid S =
Srclp = =
Status = =
UserName = =
Uuid = =

BruteAttackList

RIIRET IR

WA EOSIA
R
Agentld

WS : BRmEmEX

FNZzE (CWP)

Wi FEEFNULL ESic] 1%
= a String R3]
= & String higA

St fk

Uint64 PEMIAZS © 1-PEEFTRRTD ; JEL-REETSRM

Uint64 tkrhid

Uint64 RERE

Uint64 ExRid

String BEERIIE

Uint64 0: #5438, 1: 218, 5: BRIE, 6 : IMABRE

Uint64 SR 200-RDHAREMN | 300-RIMEAIIEM (IRARR ) |, 400-RORAATFERINK

SHEH

Uint64 IfE—Id

String SEIID

Bool RENTIRR ( true/false )

MachineExtralnfo  HHAMSE

String Flip

String FNE

String BIALEAT A

Uint64 M|

String WIERIBRSHIRFE

Uint64 afpid

String HgEUUID

String EiRip

String SUCCESS : BZf#RTN ; FAILED : BRARR

String BFRg

String SEEFIRE—FRRUUID

WAl FeEFNULL ESid) g
= & String Agentld

%522 ™
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2R

City

Count
Country
CreateTime
EventType
HostName
Id

Machinelp

MachineName

Mid
Province
Srclp
Status

Username

Wik FEFFNULL
ZEE Py
2 a
= a
= a
= a
= a
= &
= a
= a
= a
= a
= a
= a
= a

DeliverTypeDetails

BEIRERE TS
#0358 : DescribeLogKafkaDeliverInfo, ModifyLogKafkaAccess
IR Wik FPFNULL 388 E:)a
Errinfo & & String HIRMER
ogvee | & | & N meppTRRTRE
Int64
SecurityType =2 = Uint64
Status 5 = Uinted  1IBIRE , OFXFFE 1IEE 28E
StatusTime &= & Int64 BRIE—IRIRS LIRATEE | s
Switch = &= Uinted  $BFFX 0XiF 1HEF
Topicld = = String kafka topic id
TopicName = & String kafka topic name
FullTextInfo
EXFR5AEXRE
AN TEOS|A : DescribeLoglndex
BIR WAL FEFFNULL
CaseSensitive = &
ContainZH = &
Tokenizer = &

WRFRE - BRmERMEX

ESid)
String
Uint64
String
Datetime_iso
String
String
String
String
String
String
String
String
String

String

FNZzE (CWP)

BRI
ESteSidl
HostName
HHd
EHUP
FNE

Mid

&
SRIFIP
FP&ER

http://imgcache.finance.cloud.tencent.com:80tapd.woa.com/Teneyes/markdown_wikis/show/#12101317510(

LRERIA 1 NRIGN 2: KRS 3: B4EE 4 SR 5SEFIREX 6: Brgx

170
REXNSHH
REEEHTX
DR
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AssetWebAppPluginlnfo

BT Web N FIE S

AN TEOS|A : DescribeAssetWebAppPluginList

E=E Wik
Desc 2
Link =
Name =
Version —

FileTamperRulelnfo

RO NITIER

WINT O3 : DescribeFileTamperRules

R WhiE
AddWhiteType &
CreateTime 2
FileAction —
HostCount =
Id =
IsGlobal 2
Level —
ModifyTime =
Name =
ReadRuleCount 2
ReadWriteRuleCount 2
RuleCategory =
Status 2
WriteRuleCount P
BashEvent
#ANT4ZO5|/ : DescribeBashEvents

B i FBFNULL
BashCmd = &
CreateTime = FS
DetectBy = =
Exe = =

WS : BRmEmEX

FEIEFNULL

=
(==}
a
=
[=]
=
[=}
FEFNULL
=
=}
2
=
=
=
[=]
=
[==)
=
)
=
=
=
[=)
=
[mm)
=
=
[=]
S
String
String
Uint64
String

FHZE (CWP)
ESid ik
String R
String R
String BIR
String %N
St ik
String BB ELME METcur FTERFSHE:all
String BlEERTE)
String FileAction
Uint64 SUMENEL
Uint64 Mid , REATRNAT S0,
Uint64 RERERN0:E 12
Uint64 RIEER0: K, LR, 298, 3&E
String EHRIE
String MMEZFR
Uint64 ReadRuleCount
Uint64 ReadWriteRuleCount
Uint64 MNUZEEL O« ZRFEHN 1 - FBFAIM
Uint64 W& 0: 2R 1L EXF
Uint64 WriteRuleCount
fik
miTEe
REERT(E)
0: bash A& 1: LRSI (FER)
HIERHR
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FER Wik
Hostip =
Id =
MachineName =
ModifyTime =
Pid 2
Platform =
Quuid =
RegexBashCmd =
RuleCategory =
Ruleld 2
RuleLevel —
RuleName 2
Status b=
User =
Uuid =

HostLoginList

BREIHFIRER

FEFNULL

o D KD A D DI M ORD I DY D

iyl

iyl

il

#HaN #2031/ : DescribeHostLoginlList

B W%k
City &
Country &
Desc a
Id a
IsRiskArea &
IsRiskSrclp =
IsRiskTime S
IsRiskUser =
Location =
LoginTime =
MachineExtralnfo &
Machinelp S
MachineName =
ModifyTime &
Province =
Quuid &

WS : BRmEmEX

FEFNULL
2

=
=

A0 WD MDD RD KD KD KD HD HD AHD RD DN

Ho

%

8

String
Uint64
String
String
String
Uint64
String
String
Uint64
Uint64
Uint64
String
Uint64
String

String

e

"
Uint64

Uint64

String

Uint64

Uint64

Uint64

Uint64

Uint64

String

String
MachineExtralnfo
String

String

String

Uint64

String

ik
FEHMAIMIP
#=EID
EMNZ

QL EERTIA]

BHigid

FEHUD

ERESInANES "

HMNZEF 0=ZFRGHM , 1=FAFHIN
ANID

ML : 1-5 2-7h 3K
MNZFR
QMRS - 0 = FR0EE 1= B8, 2 = BINE , 3 = EREE
WTRPE

=EID

fiwk

trhid

Ezxid

BE(E295E88 : ABROAD - #85MNP ; XTI - RifMER
ioRld

EERTRERRRE LRTHTUERRE, 0FRARHH
RESRTFEIPRE IRRaPIHERE, 0RTRmT
EERTFENERE LRTHPILERE 0RrRHmH

REmT

BRFSRE LERGHHERE, 0RToRamT

MHInER
F#lip
FMNZ
&A1)
&fpid

F#lquuid

%525 ™
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B Wi FEFENULL ESig
RiskLevel = =3 Uint64
Srclp & 2 String
Status ES & Uint64
UserName ES P String
Uuid S = String
PrivilegeEscalationProcess
RUBIRINE R
WEIT™#EO3|F « DescribePrivilegeEvents
=1 Wik FEYFNULL
CmdLine & &
CreateTime S &
FullPath a =)
Hostip & =
Id =) &
MachineExtralnfo = =
MachineName & =)
ParentProcGroup = )
ParentProcName & B
ParentProcPath & &
ParentProcUser & B
ProcFilePrivilege = )
ProcTree = B
ProcessName & &=
Quuid = B
Status = =)
UserGroup = B
UserName & &
Uuid = =)
Baselinelnfo
BEER
#0351 : DescribeBaselineList
BIR Wik FEVFNULL
BaselineFailCount = =
Categoryld = =

WS : BRmEmEX

S
String

String

String

String

Uint64
MachineExtralnfo
String

String

String

String

String

String

String

String

String

Uint64

String

String

String

it
Uint64

Uint64

)

FNZzE (CWP)

BIER : 0 BfEl oIk

KRip

LIEEER ; 2RIESR ; 588, 14: 24 ; 15 : ERRR.

RBF#&

Uuid&

o

=

S

N
T

REERT(E

BRI

FEHPARIIP

=D
MIMER
HEEZ

RFFEFAFE

AR AHR

RN
HEE
FEHUD

AR -

BP4A
BR&

=EID

fik
EEX TR

Bid

0-154bIE 2-F =& 3-BAE 4-T82E
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FER
HostCount
LastScanTime
Level
MaxStatus
Name
RuleCount

Status

JavaMemShellDetail

javaRTFREMHFRER

WD WD KD HD HD

o

WHIT™#EO3|F : DescribelavaMemShelllnfo

FBR Wik
Annotations =
Args S
ClassContent E

ClassContentPretty a
ClassLoaderName &
ClassName &
CreateTime &
Description a
EventDescription B
Exe =
InstanceName =
InstanceState a
Interfaces &
MachineExtralnfo &
MachineState =
Md5 a
Pid B
Privatelp =
Publiclp =
RecentFoundTime =
SecurityAdvice &
Status B
SuperClassName =
Type =

WS : BRmEmEX

FEFENULL

I

iy

|

iy

I BT R R 17|

iy

O B o B B HD

iy

7|

iy

iy

FEEFNULL
2
=
=
b=

=]
E=

fim

il

%

i

String
String
String
String
String
String
String
String
String
String
String
String
String
MachineExtralnfo
String
String
Uint64
String
String
String
String
Uint64
String

Uint64

FNZzE (CWP)

-] T35
Uint64 RS E
String =2 =yl U[: V)]
Uint64 BEELR : 1R ; 2-98 ; 3-58 ; 4-&E
Uint64 WIS 5
String BEE
Uint64 M E
Uint64 BPRE0REE, 1.EEd
3%
pE5 2
javaitiEa 175

javaRZEE Zi#FI A (base64)
javalFB R ImEED
javalnEEeka

e

ERRIAETIE

88

SR

javalHfERgR

BEE
SCAIRRS - RUNNING,STOPPED,SHUTDOWN...

YEAEEO

FHEIMER

SCAIRRS : RUNNING,STOPPED,SHUTDOWN...

SEHHEMD5

#igEpid

AP

NEip

T IETE)

REFEWN

QMRS 0 -- 15N 1 -- BINA 2 -- Efflkk 3 - EREE 4 - EFshitiE
REE

AREFE52EE! O:FilterB! 1:Listenerfy 2:Servlet®! 3:nterceptorsZ! 4:AgentE! 5:Hfth
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MachineSnapshotinfo

HERRARER

#HaNTHO3| A : DescribeMachineSnapshot

2R
CreateTime
Diskld
Hostlp
HostName
Instanceld
Quuid
RegionId
Snapshotld

SnapshotName

VulLevelCountInfo

#WEIT™#EO3| A « DescribeVulHostTop

BR WA
VulCount 2
VulLevel —
AttackSource
IR

#WHIT™#EO3|F : DescribeAttackSource

2R Witk
Edges =
EventInfoParam 2
Nodes —

BaselineEffectHost

EEMENER

WD WD KD KD WD HD KD AD

Ho

FEFENULL
=
=

=
=

AN TEO5| A : DescribeBaselineEffectHostList

HBR Wik
AliasName p=3
FailCount 2
FirstScanTime P

WS : BRmEmEX

FEFNULL
<
=

=
=

FEFFNULL eSit)
&= String
& String
a String
& String
&= String
B String
S Uint64
& String
& String

FEFNULL ESidl

= Uint64

S Uint64
St

Array of AttackSourceEdge
String

Array of AttackSourceNode

S i)

String ENBIE
Uint64 Plisatiy
String BRI

FNZzE (CWP)

fik
TREREUEEATE)
wid
FMip
EHER
Seffild

cvm id
HiXid

RERId

TREREFR

fiwk
BRI
mRER

fiwR
IR B E
AR RIEREMFEISH

IR A
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FER Wi FEFFNULL ESid] ik
Hostlp = = String FHUP
LastScanTime 2 2 String ExfEtNATE)
MaxStatus 2 2 Uint64 AT
PassCount =3 =3 Uint64 1BIdIn
Quuid p3 P String F#H1Quuid
Status = = Uint64 RSTERRSIRE : 0-REBE |, 1-8d
Uuid =2 2 String FAHUuid
HostInfo
MINEREITAERNEIEESER
U0 F#EOS|A - AddLoginWhiteLists, ModifyLoginWhiteRecord
FBR Wik FEFFNULL &S] fk
Quuid 2 = String Quuid
Uuid 2 5 String Uuid
DefaultStrategylnfo
BOASKEEERLER
#HaNT#O51/A : DescribeBaselineDefaultStrategyList
E= Wik FEFFNULL ESitl i
Strategyld = = Uint64 HRgid
StrategyName £ B String SRIEE
PrivilegeEventInfo
AR
AN TEOS| A : DescribePrivilegeEventInfo
B W% FBUFNULL 3R 155
CmdLine B & String HiTme
CreateTime 2 & String KERTE]
FullPath 2 & String BRIRER
HarmDescribe = &= String BERAMER
Hostlp = B String FEHMAIP
Id 2 & Uint64 HAREID
MachineName =2 & String H2E
MachineStatus 2 & String EHTELLIAZS OFFLINE ONLINE
MachineWanlp 2 & String EMIMAip

WS : BRmEmEX
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R Wik APFNULL 288U HnA
ModifyTime 2 B String pISEL NI
NewCaps 2 B String BRFIZR|PEFT
ParentProcGroup £ S String HFEFFAE
ParentProcName 2 a String RiFFER
ParentProcPath 2 a String IR
ParentProcUser 2 & String RHFERFE
ProcFilePrivilege = & String BHESHINR
ProcessName P! & String HiESR
PsTree = = String i&f%ffx\]‘jspn pid:#Higid , exg}‘(ﬁ—ﬂ%@ , account:HEFTBAEMAF ,cmdline3Ta< | ssh_service:
SSHERSSip, ssh_soure:ZRiR
Quuid P S String FEHID
References = B :trrri?;cjf SELE
Status 2 = Uint64 QMRS ¢ O-F4MIE 2-HZ 5 3-EAME 4-BERME
SuggestScheme = B String FEINYRES
Tags 2 B ’:trrri?é()f IR
UserGroup 2 = String J=<]=HE
UserName 2 a String AFRZ
Uuid 2 & String =HRID
MalWarelList
REFIRES
AN TEOS| A : DescribeMalWarelList
B Wik FSFFNULL i) A
Alias B B String ENBIE
CheckPlatform a a String ARENFERSE ImER5|2. 2TAV, 3binaryAi, 4RETH. SEIMER
CreateTime 5 & String BlzERTE)
FileCreateTime = - String BRE{TRE
FileExists & & Uint64 RENHEEFE OFFE , LIFE
FileModifierTime B 2 String b= sl ey |1
FilePath 5 5 String ez
Hostlp & & String RSZ28ip
Id & =3 Uint64 E—ID
LatestScanTime & = String bsalagmEi: 0]
Level B a Uint64 XBGSER 0K, 11K, 27, 3@, 4™&
MD5 & & String AEEARmMdS
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R Whise FEFFNULL
MachineExtralnfo B ~
ProcessExists S a
Quuid B a
Status B a
Tags B =
Uuid a 5
VirusName B =

BaselinePolicyDetect

B NIRES

#WAOT™EO3| « DescribeBaselineDetectList
2R
FailedCount
FinishTime
HostCount
PolicyDetectStatus
Policyld
PolicyName
StartTime
SuccessCount
Taskld

TimeoutCount

OpenPort

IRO5IR

#HANTEOS A : DescribeOpenPorts

2R Wi
CreateTime =
Id 2
Machinelp =2
MachineName —
ModifyTime =
Pid =
Port =
ProcessName 2
Uuid =z

WS : BRmEmEX

MachineExtralnfo

fR

MIIMER

NEHERBFE OFFE , LIFE

FNZzE (CWP)

R 4-F40E | 5-BEE, 6-BERE , 8-XHERkR 14.E40E

TS  BERTFR  ASBRERS | #ET T SREIREER

Uint64
String cvm quuid
Uint64
Array of String
String IfE—UUID
String IR
WAL FFFNULL
ZEE =
= =
= =
= =
E E\
£ &
= =
= =
= =
£ &
FEFFNULL ESit]
& Datetime
= Uint64
= String
& String
& Datetime
& Uint64
S Uint64
a String
& String

oA
fi

Int64
String
Int64
Int64
Int64
String
String
Int64
Int64

Int64

fA

MRS
ZEEREYIE)
KECENE
LA 245 NI5ER%
SRREId

SREEZFR

FroaadIE)
FREENER
HeMESId

KIMENEL

fiik
ICREERT(EL
HE—ID,

FEHUP,

EHAE.
ICREHAE.
IR RIEHAZPId,
FhumAS.
ORI ROHFRES

=EEFIRHE—UUID,
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AssetCoreModuleDetail

BrEERNIZIERIEE
AT 2033 : DescribeAssetCoreModulelnfo

B Wi FBEFNULL
Desc = =
Modules = =
Name = =
Params = =
Path = =
Processes = &
Size = =
UpdateTime 2 =
Version = A

OrderModifyObject

1T B ES IR

WRIF#EO3|F « CreateLicenseOrder
EIR AT FEFNULL
InquireNum B B
NewSubProductCode & B
Resourceld &= )

ProtectEventLists

PR HTIRER

#HaNT#EO51/A : DescribeWebPageEventList

=1 Wik FEENULL KA
CreateTime = & String
EventDir S S String
EventStatus S S Uint64
EventType & & Uint64
FileType & & Uint64
Hostlp = £ String
HostName S & String
Id S S Uint64
MachineExtralnfo =~ & = MachineExtralnfo
RestoreTime & & String

WS : BRmEmEX

HHRE 0-NAWIEHIRE | 1-BURIESIRE
3

B O-BEHI ; 1-BF ; 244k
IRS5=8ip

IRSSEEEAR

Me—ID

ENFIMER

KSR

2-AERIEHIRE

7 3-HHERIRE ;

%532

FHlZe (CWP)
et 1%
String R
String HRARFRR
String £
Array of AssetCoreModuleParam SHIER
String iized
String IR
Uint64 S
String HHEEFAT A
String hAs
ESit) %
Int64 T B/ R R T B 2S5
String P RRR XS 1FPRO_VERSION Bl kR, FLAGSHIP iEATkR
String RIRID
1290
RINASE
Sttt
BHRS 1 BIRE 0 kikE
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StandardModeConfig

TR ERTEC E

#WHANT™EEO3|A : DescribeBanMode

B Wi

Ttl

el

ScanTaskDetails

HESFEEIIFRER

AN TEOS | : DescribeScanTaskDetails

B
Description
FailType

Hostlp
HostName

Id
MachineExtralnfo
MachineWanlp
OsName

Quuid

RiskNum
ScanBeginTime
ScanEndTime
Status

Uuid

FileTamperRule

USRI

FREFNULL

A

7 I B 1 B v R 1 B /IS 7 R |

iy

i

iy

FEFNULL

=

i B 17 I 7/ I N 17 B B 1

iy

i

iy

FHlZe (CWP)
ESit) )0
Uint64 BEIBFTES | BAf : R
et 1294
String R
Uint64 KWFE
String BRSSRRIP
String PRSSREEFR
Uint64 idngE—
MachineExtralnfo ISR
String SMRip
String BMERSR
String E—Quuid
Uint64 M
String FHEFFART )
String FHELEERAY )
String RN
String E—Uuid

e T#O5|/A : DescribeFileTamperEventRulelnfo, DescribeFileTamperRulelnfo, DescribeMachineFileTamperRules, ModifyFileTamperRule

HZR

Action
FileAction
ProcessPath

Target

HostEvent

FilZe-ARRETIR- K

fD D

fil

WS : BRmEmEX

FBEFNULL
a

Py

|

iy

String
String
String

String

i)

HUTENE BT : skip , &5 : alert
XSRS write read read-write
brigi e

WBEIS SR
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WO -
HZR WhsE FEEFNULL £ R
Alias 2 S String FHNBR
Appld =2 = Uint64 FFID
Configld =2 & Uinte4 BHIFERID
HasRecovered = & Uint64 XHEBERE : 0-KIkE ; 1-BikE
Hostlp = = String FHUP
Id = = Int64 FIIE)FEHEID
Path — & String [aializyES
Quuid = & String CVM uuid
RecoverType = = Uint64 TRE2KEY
UpdatedAt 2 B String UR=L
LicenseUnBindRsp
BIRGMER
AN TEOSIA - ModifyLicenseUnBinds
E= P%5si FFFNULL ESit] R
ErrMsg = = String ESWEES)
Quuid £ B String QUUID =fR$Esuuid FERSESUUid BEITE uuid
AssetCoreModuleBaselnfo
R EERZERGZR
AN TEOS|A : DescribeAssetCoreModulelList
BR Wik FEFFNULL ESidl A
Desc S S String R
FirstTime FS S String BERREERTE]
Id B = String TERID
IsNew & &= Int64 EEFIE0EI1LE]
MachineExtralnfo & =2 MachineExtralnfo Kepl IS
Machinelp & = String fR$3E8IP
MachineName & = String IRSSESBTR
MachineWanlp & S String RS 2EHMIIP
ModuleCount & S Uint64 IRFTHEREL
Name a5 & String BFR
OsInfo S S String BAERS
Path & & String itz
ProcessCount & & Uint64 WREHTEE]

WS : BRmEmEX
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2R

Quuid

Size
UpdateTime
Uuid

Version

AssetJarDetail

Br-EjarEi¥E

AN TIEOS| A : DescribeAssetlarinfo

Whisk

oy o

iy

B DA FEEFNULL

Machinelp =2 S

iy

MachineName =

Md5 <

]

Name

Hm
izl

OsInfo

Hm
o

Path

o
iy

Process

el
i

Status

Hm
iy

Ho
il

Type

H
il

UpdateTime

o
iy

Version

AssetUserDetail

HEEERSENER

AN TIEOS | : DescribeAssetUserInfo

B Wi

DisableTime

el

Gid

i

]

GroupName

HomePath

fil

IsDomain

el

el

IsRoot

fil

IsSshLogin

fil

Keys

el

LastLoginIp

el

LastLoginLoc

WS : BRmEmEX

FEFNULL

i N7 I R 7 B

iy

M D

iy

FEEFNULL

LU

iy

ESid
String
String
String
String
String
String
Array of AssetAppProcessInfo
Uint64
Int64
String

String

=S
String

String

String

String

Uint64

Uint64

Uint64

Array of AssetUserKeyInfo
String

String

FHZE (CWP)

ESid ik
String E#1Quuid
Uint64 HEHRA N
String YRS A
String FA#uuid
String %N
)%
IRS58EIP
BRSZRRBIR
Jar@Md5
B
BERS
i{ES
SIF#ESIR
ERAHIT : kA, 12, 28
KB INFRER  2RGEE |, 3WeblRSEE , 8:Hfh ,
YRS AE)
72N
fik
MRS EIHARTE)
SGID
FAF4EE
HomeBZ

EEEKE : 05, 12, 9994 {Xwindows

E&EBroottfR : 0-& ; 12, 9999%: {Xlinux

BEARGFsshER , 12, 075, 99957, {Xlinux

E TN LIPS

&n

&n

s

ylis

o3

P

<t

%

R
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2R Wik
LastLoginTerminal 2
LastLoginTime =
Machinelp =
MachineName =
Name =
PasswordChangeTime 2
PasswordChangeType =
PasswordDueTime =
PasswordLockDays 2
PasswordWarnDays 2
Quuid =
Remark =
Shell =
ShellLoginStatus 2
Status =
Uid 2
UpdateTime 2
UserType =
Uuid 2

Imagelnfo

BREREHREIIR

WA EEOSIA -
2R
AgentError
BuildHistory

ContainerCnt
CreateTime
HostCnt
ImagelD
ImageName
IsTrustiImage
OsName
RiskCnt
ScanError

ScanStatus

WS : BRmEmEX

FBEFNULL

Py

=

=

=

=

iy

(==}

&

=

=

=

=

=

(==}

a

S

=

=

=

=

(=}

&

=

[=]

S

=

ES

(==}

=

=

N

=

=
WAL
=
=
=]
=
=]
=
=
=
=
=
=
=
=]
=
=]
=
=
=
=
=
=]
=
=
=

;:7&

e

String
String
String
String
String
String
Uint64
String
Int64
Uint64
String
String
String
Uint64
Uint64
String
String
Uint64

String

FEEFNULL

a

il

oy

o o o o oy

oy

FNZzE (CWP)

1%

RLEREiR

BRESEE

EHAMIP

E =

TKSHR

TR EAE

TIERIRE « O-FHJEH , 1-EH
AL HARE] {Rlinux

ERBHIERE) : BAIK, -1AKAHE 99987 , {Xlinux
TR HAREE | K

F#Quuid

#=E

ShellE&12 {Xlinux

ERshellERME , 012 ; 12 Minux
ISR « 0-25F ; 1-12R

KSUID

RS R

WEKE : OiFZEF , WnERF |, 288 RAF 99987 {Xwindows

F#HUuid
et )
String agentiE&IAMEEIR
String aEdpalcdl
Uint64 ES IS
String BlEEATIE]
Uint64 FKERENEL
String Figid
String RIEEIR
Bool EEUERE
String FERS
Uint64 RBEAT 7958
String RimEEIAREEIR
String RS

%6536 1 #5851

\|



O BASTCE

E=H WA FEFNULL
ScanTime =
SensitivelnfoCnt 2 =
Size 2 &
VirusCnt = B
VulCnt p== &

Id

Xggid

HIITEOSIA -

B Wik FEFFNULL
Id = a

DuplicateHosts

HEFNBEER | EEHERESFIREAR

#WHIT™#EO3|F - AddLoginWhiteLists, CreateBanWhiteList

SR Wi FFNULL
Id = B
Quuid 2 =z
Uuid 2 =
RegionSet
HEEE

AN TEOS|F : DescribeBanRegions

BFR Wi FEEFNULL
RegionName P! S
ZoneSet — 8

ScreenRegionInfo

HiEER

#RIT™ZEOS| A « DescribeScreenMachineRegions

%

2

String

Uint64
Uint64
Uint64

Uint64

ES]

Uint64

ESid)
String

Array of Zonelnfo

FHLe (CWP)

ik
ERITEAT A
BREEE
THEARN
REARDE
TRREL

ok

JIgid

A

Id

Quuid

Uuid

A

HHHEZFR

TAXER

HBR Wi FFFNULL ESid] ik

Region 2 & String Hbis#Rs | 40 ap-guangzhou , ap-shanghai , ap-beijing
RegionCode 2 S String HisRS , W0 gz, sh, bj

RegionId 2 & Uinte4 HhiRID

RegionName = S

WS : BRmEmEX

String MRS | GIGEREIIX (M) SR (LR ) | i (dmR)

26537 1 H585m

\|



O BASTCE 122 (CWP)

E= Wi FEFFNULL ESid] ik
RegionNameEn 2 S String il oy ve=d

AssetFilters

DL MARENDIESE , BTF&ETEES. flndifID. SR, KEF BFES/ Filterld , FilterBIIXERNBES (AND ) XK, BHE—FilterFEZ1
Values , E—Filter FValues/alf9x& MiZtEa ( OR ) K&,

#0351 : DescribeAssetApplist, DescribeAssetCoreModulelList, DescribeAssetDatabaselist, DescribeAssetEnvlList, DescribeAssetInitServicelList,
DescribeAssetJarList, DescribeAssetPlanTaskList, DescribeAssetWebServicelnfolist, DescribeLoginWhiteHostList, DescribeMachineList,
DescribeProtectDirList, DescribeWebPageEventList, ExportAssetApplList, ExportAssetCoreModulelList, ExportAssetDatabaselList. ExportAssetEnvList,
ExportAssetlnitServiceList, ExportAssetlarList, ExportAssetPlanTaskList, ExportAssetWebServicelnfoList, ExportProtectDirlList, ExportWebPageEventList

FZR Witk FEFNULL &3] fk
ExactMatch = " Bool EREMESR
Name = a String SRR ETR,
Values 2 S Array of String —NEHREZMNTEE.
CKafkalnstancelnfo
CKafkasLfilfEE
#WRIT™EO3| A « DescribeLogDeliveryKafkaOptions
HBR Wik FEFNULL il fk
Az <) =& String Hbisg
Bandwidth 2 5 Int64 LIS |, BfZMbps
DiskSize = a Int64 WEEE  $uGB
Healthy =z a Int64 W& IR 2RAEE , 3 RIS RE
InstancelD P S String SEfFIID
InstanceName I3 & String SEAIIEFR
KafkaVersion 2 S String A5
RoutelList 2 S Array of CKafkaRoutelnfo BREFIE
Subnetld = B String FMid
TopiclList 2 =3 Array of CKafkaTopicInfo FaHFER
Vpcld 2 = String vpcd , MNRAZ |, 7R ER ML
Zone = B String AKX
PrivilegeRule
AHBRAHNY
#HaNT#2031 /A : DescribePrivilegeRules
EIR Wik FEFNULL 3t i)
CreateTime 2 5 String BlzERTE)
Hostip 2 S String EHUP
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E= Wik FEEFNULL ESid] Tk

Id = = Uint64 FNID

IsGlobal = a Uint64 EAZEHN
ModifyTime = & String (EECRIE)

Operator 2 S String BIEA
ProcessName 2 S String BHEZ

SMode 2 & Uint64 EESHR

Status = = Uint64 RE0: B L: T3
Uuid 2 &= String ZFiRID

JavaMemShellPluginStatus

javalNEDHEHASER

AT EOSIA -
B Witk FEYFNULL it A
Alias =2 FS String IRSESEEA
ErrorLog = = String HRAE
HostlIp 2 = String RS5E8ip
MainClass = A String ENHTEERS
Pid = = Uint64 ENHFEPId
Status = = Uint64 RIS - O ENAR, LOiENBRT, 2: fEMAHERT, 3: R, 4 iENK 5: &Mk

ImpactedHost

SHMENEE

#HaNT#O3| A : DescribelmpactedHosts

E=T Wik AFNULL K8 A

Description 2 B String TR,

Id = 5 Uint64 imEID,

IsProVersion 2 i Bool BEEATR,

LastScanTime 2 5 Datetime B AT A,

Machinelp = = String P,

MachineName 2 & String FEHER.

Uuid 2 &= String SREFIRE—RRUUID,

vulld 2 = Uint64 imIAMZEID,

VulStatus 2 a String TEAIAZS. <li>UN_OPERATED : 34bHE </li> <li>SCANING : 3igh </li> <li>FIXED : &8 </li>
MachineExtralnfo
IRSSEEEMEE
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AN TEOS|F : DescribeAssetApplist, DescribeAssetCoreModuleList, DescribeAssetDatabaselist, DescribeAssetEnvList, DescribeAssetlnitServicelList,
DescribeAssetlarList, DescribeAssetMachineDetail, DescribeAssetMachinelList, DescribeAssetPlanTaskList, DescribeAssetPortInfolList,
DescribeAssetProcessinfolist, DescribeAssetUserList, DescribeAssetWebAppList, DescribeAssetWebFramelarList, DescribeAssetWebFramelList,
DescribeAssetWebLocationList, DescribeAssetWebServicelnfoList, DescribeAttackEventInfo, DescribeAttackEvents, DescribeAttackLogs.,
DescribeBaselineFixList, DescribeBaselineHostDetectList, DescribeBaselineHostIgnoreList, DescribeBaselineltemList, DescribeBashEventsNew,
DescribeBruteAttackList, DescribeDefenceEventDetail, DescribeFileTamperEvents, DescribeHostLoginList, DescribelgnoreHostAndItemConfig.
DescribeJavaMemShelllnfo, DescribeJavaMemShellList, DescribeJavaMemShellPluginList, DescribelLicenseBindList, DescribeMachineList.
DescribeMachines, DescribeMalWareList, DescribeMalwarelnfo, DescribePrivilegeEvents, DescribeProtectDirRelatedServer, DescribeReverseShellEvents,
DescribeRiskDnsEventInfo, DescribeRiskDnsEventList, DescribeRiskProcessEvents, DescribeScanTaskDetails, DescribeScreenMachines,

DescribeVulDefenceEvent, DescribeVulEffectHostList, DescribeWebPageEventList
BIR Wi FEFFNULL ESidl ik
HostName & 2 String FH3Z

InstancelD

iy

= String SCAIID

NetworkName

iy
il
A
.
@

WEEE , vpcEER F=IREIvpc_id

NetworkType a

il

=
=
)
N

RESER | LvpcfiLg 2 EMRZS 3 EBA =M

PrivatelP

A
il
Q
3.
Q

AIRIP

WanlIP

iy

H

A
=)
>
Q

AWIP

FullMachine

EHER

AN E2O3|F3 : DescribeAllMachines

2R Wi FEFNULL

HE
i

R
IsProVersion =2 & Bool BEBREEAR true : 2* false : &

Machinelp 2

iy

String FHUP,

MachineName —

iy

String EHER.

MachineWanlp =

iy

String FEHINIIP,

Quuid 2 & String FENMHE—HRRUuid,

WebHookEventKv

SR

#HanT#O51A : DescribeWebHookRule, DescribeWebHookRules, ModifyWebHookRule
B Wik FEFFNULL ESidl ik
ControlBit 2 B String =MRE

Type = & Int64 eSS Si

Component

BHFREUE.
N TEO3|A : DescribeComponents

B WhisE FREFNULL it A
ComponentName 2 & String BHEZFR,
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&R M RYENULL
ComponentType 2 S
ComponentVersion = &

Id = a
Machinelp = a
MachineName 2 =
ModifyTime 2 =
Uuid 2 a

WarningInfoObj

HEIREE

#WINT#EO3|FA : DescribeWarningList
BR Wik FRFENULL 58
BeginTime = B String
ControlBit 2 & Uinte4
ControlBits = = String
Count = P Int64
DisablePhoneWarning 2 ) Uint64
EndTime 2 & String
HostRange & = Int64
Offlinelnterval 2 Int64
TimeZone 2 & String
Type 2 & Uint64

AssetProcessBaselnfo

RRESEHEENER

AN T#EOS|FA : DescribeAssetProcessInfolist

2R

Desc

FirstTime
GroupName
HasSign
InstallByPackage
IsNew

MachineExtralnfo

7 I 1 R 17 B 1 R 1

oy

WRFRE - BRmERMEX

FEFNULL

D I o I D

Ho

FHlZe (CWP)

KA 134
String RHEEY, <li>SYSTEM : RGeBH</li> <li>WEB : Web{t</li>
String AERAS,
Uint64 E—ID,
String FHAMIP,
String FHAE.
Datetime B NEERATE.
String =EEFIRE—Uuid,

%

FreaRSE , &= HH:mm
TRSRIEHINL ( IRIDBRIHHHITFHE )

RSRIEFEIN S, SN AERRSRNTTEXE  &FE (0:XF; 1: FF) . g :
101 — FANAEE+S

EENSEZEEENNE , slisRHi TR ER

1 XEE 0 FIEEE

ZERATE) , 180 HH:mm

EETHEEER , 025N, LIZFFERERE , 2B RTIREE | SRENL LRk , 481%E
EtszSicr ez

HXER

BHEEER 1 B, 2:AD, 3 REER, 48K, 5 FE (BRFRDH-12MMFMER ) 6 1 5
B, 7 Ri#sell, 8 : IR , 9 : MARRA , 10 : web-cmsigid , 11 : NEIRRA , 12 : Z2E

2 ,13: B, 14 : TEIEK , 15: MEINTT , 16 : WindowsZE&iwiRE , 17 : Linux34iRiE , 18 : #%
IO HIEIREEE | 19 BPIREIEEE, 20  BPIREASE

ESid] Tk

String HEZIEA

String ERREERTE)

String HERPE

Uint64 HF&ER0% , 185, 999 =, {Xwindows

Uint64 ERETREGRE 087, 12, 999 &, {inux
Int64 EEME0:5|1:2]

MachineExtralnfo
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2R Wi
MINER

Machinelp ) B
MachineName B S
MachineWanlp &= &=
Md5 5 S
Name = =
OsInfo S S
PackageName S S
Param & &
ParentProcessName & &
Path B a
Pid B B
Ppid 5 5
Projectld & &
Quuid B )
StartTime B B
Status & &
Tag ) =3
Tty ) a
UpdateTime B =
User & 5
Uuid 5 S
Version B a

CanFixVullnfo

HEEERRZGEE BRENES

AN TEO35| A : DescribeCanFixVulMachine

EZIR Wi FEEFNULL
FixTag 2 =
HostList = b=
Vulid = =
VulName = =
Strategy
BB REES

#HANTEOS|A : DescribeBaselineStrategyList

WS : BRmEmEX

FEFNULL

A
i

String
String
String
String
String
String
String
String
String
String
String
String
Uint64
String
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#WINT#EO3|F : DescribeFastAnalysis
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Count
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FileTamperEvent
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#WINT O3 : DescribeFileTamperEvents
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EventCount =
ExeMd5 &
ExeName &
ExePermission =
ExePid =
ExeSize a
ExeTime &
Hostlp =
HostName =
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Level a
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ModifyTime &
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Quuid =
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Ruleld =
RuleName &
Status &
Suggestion =
Target &=
TargetCreatTime &
TargetModifyTime &
TargetName &
TargetPermission =
TargetSize &
Type =)
UserGroup E
UserName &
Uuid a

BaselinePolicy

BEERIRER

#ANIT™#EO35| A : DescribeBaselinePolicyList, ModifyBaselinePolicy

R Wik
AssetType =
DetectInterval 2
DetectTime =
HostCount a
Hostlds 8
Hostlps =
IsDefault B
IsEnabled =3
ItemCount a
Policyld a5
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FEFNULL

a

|

oy

iyl

|

iy

iyl

|

il

iy

el

Hm

iy

7|

il

FEFNULL

I N7 I R 7 B

iy

i

iy

%

2

String
String
String
String
String
String
Uint64
Uint64
String
Uint64
String
String
String
String
String
String
Uint64
Uint64
String
String

String

es:]
Int64
Int64
String

Int64

Array of String

Array of String

Int64

Int64

Int64

Int64

FNZzE (CWP)

R

AKip

HIESHL

FHIZRRIZ

HHFE: jsontEz

cvm id

SEGEE

HNZEEY OFRFEHN 1B E A
HMid

HNZFR

QIR 0 -- 1FRHE 1 -- BINE 2 -- EMiER 3 - B2 4-EFshitiE
&Y

BfRs iR

B HeIEERdIE)
BiRX B
AR

BFRSEUR

BRI RN
HHRBY/F O - HE
FFR4E

RF&E

F#luuid

Tk
BB O AR TR IR 1:id| 2:ip]

IMIERR[1:1K]3:3X(5:5K|7:7K]

SR
KERELLENEE
FHId
FHlp
EERRFHA
EEFBI0RARBILFFE]
KEREL IR
SRHEId

%6546 T

\|

£585m



O BASTCE
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PolicyName = =
RuleCount 5 &
Rulelds B &

SecurityButlerInfo

REBEFRIIFRER

#WHIT™#EO3|F : DescribeExpertServicelList
FZR Wi
EndTime = =
Hostlp = &
HostName = S
Id =z =
Orderld 2 F
Quuid - &
RiskCount 2 S
StartTime =2 &
Status = =
Uuid =3 &

BaselineCustomRuleldName

& BEANIDIIEF

SEEFNULL

FEFNULL

FNZzE (CWP)

AN #EO5 A : DescribeBaselineltemIgnorelist, DescribeBaselineltemInfo, DescribelgnoreHostAndItemConfig

&R it
Ruleld <3
RuleName =

AssetWebAppBaselnfo

FIREIEWebRIFFIEIER

#ENT#EOS| A « DescribeAssetWebAppList

IR Wik
Desc B
Domain &
FirstTime =
Id =
IsNew &5

WS : BRmEmEX

ESid) R
String RIREAR KEA BT 1285 FFF
Int64 KEREEIEE
Array of Int64 A
ESid R
String fR55 L5 ERAT A
String Fillp
String FEHEZR
Uint64 HiiEid
Uint64 1J&id
String cvm id
Uint64 KRR
String ARS5FFaaRTIE]
Uint64 BRSSIRZS 0-ARS5h, 1-BRIE 2EHK
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FEYFNULL S A
2 Int64 BEMHMID
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FE¥FNULL S A
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& String ERRERATE
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E= Wik FE¥FNULL &S] ik
MachineExtralnfo S 2 MachineExtralnfo FEIER
Machinelp = & String FHAMIP
MachineName & FS String FENEFR
MachineWanlp & & String FEHNINRIP
Name B S String N R
OsInfo & & String BIERRER
PluginCount S S Uint64 FREL
Projectld a = Uint64 EHAVSSEID
Quuid S a String FHQuuid
RootPath 5 5 String IREEE
ServiceType & & String fR552EE
Tag oy 2 Array of MachineTag RS
UpdateTime B = String HUEEAE
Uuid & 5 String F#lUuid
Version & = String WA
VirtualPath & 5 String PRI
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HETHREENSH

WA 403/ « CreateLicenseOrder
ER Wik FEEFNULL R fEk
AutoBindSwitch S S Bool B4EFX
AutoRepurchaseRenewSwitch & & Bool SR EEN S
AutoRepurchaseSwitch = = Bool BainaFx
ProtectType & & String B RR A

NonLocallLoginPlace
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#an #2051/ : DescribeNonlocalLoginPlaces

ZR wiE FRFFNULL ESi fik

City 2 & Uint64 1AsID.,
Country p3 = Uint64 EZxRID,
Id =3 = Uint64 EH4ID,
LoginTime 2 = Datetime TRATE,
Machinelp 2 & String FEHP,
MachineName 2 S String 28 EFR,
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2R Wik FFFNULL ESid) 1%
Province 2 & Uint64 &EHID,
Srclp =z = String ERIP,
Status 2 &= String EFIRE<li>NON_LOCAL_LOGIN : BithZEFR </li> <li>NORMAL_LOGIN : IEE&EF</li>
UserName 2 a String AFZ.
Uuid 2 S String =EEFinE—MRUuid,
Exportlnfo
BETHIESTIER
#ANTEOS A : DescribeLogExports
=4 ik SRPENULL -3 TR
CosPath = & String  BHESHEKEER
Count 2 a Int64 AESH#HE
CreateTime &£ & String HESHEIZEATE
EndTime 2 & Int64 AESHERATE |, uinxZFoaTEIE
Exportld 2 & String  BHESHESID
FileName 2 = String  BESHMXHE
FileSize = B Inted  HEZMHAN
Format 2 S String  BESHIEH
Order 2 = String  HESHAEHEF
Query 2 5 String HESHEESED
StartTime 2 " Int64 BESHEAATE |, uink=ZFoaE1RE
Status = = String ig;g%’ff Processing:SHIEE# T+ , Complete:SH5epk , Failed:SHHEM , Expired: AESHEINE (=
FileTamperRuleCount
FENREAZ OV EREE
#ANTEOS A : DescribeFileTamperRuleCount
2R Wi FBFNULL ESid it
Count = & Uint64 REAMINIEI£ e
Name 2 2 String KREHINIEIEZRR ((NEREP—F)
Uuid 2 B String F#luuid
StandardConfig
T ERRRTRE AR E
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BFR Wi FEEFNULL ESid Tk
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NetAttackEvent

HANTFEEO51F « DescribeAttackEvents
BR WAI% FEFFNULL et
Count & = Uint64
DstPort a = Uint64
Id 5 = Uint64
Location a = String
MachineExtralnfo & = MachineExtralnfo
MergeTime = 2 String
New S = Bool
PayVersion a = Uint64
Quuid & — String
SrclP &= = String
Status a = Uint64
Type B = Uint64
Uuid & = String
VulDefenceStatus & = Uint64
Vulld & = Uint64
VulName & 2 String
VulSupportDefense & =2 Uinte4

AssetPlanTask

AF-EEHIMESTIZE

#HaNT#O51A : DescribeAssetPlanTaskList
2R Wi FEFFNULL
Command a =
ConfigPath &= &
Cycle 5 E
FirstTime = =
IsNew B =
MachineExtralnfo &= 2
Machinelp & 5
MachineName a a
MachineWanlIp = =
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BFR Wik FEFFNULL
OsInfo S &
Quuid = &
Status 5 E
UpdateTime = =z
User B &=
Uuid £ =

ScreenRegionMachines

KFEEHIDE FIR

AN TEOS|A : DescribeScreenMachines
=i Wi FEFFNULL
AttackCnt = a
IgnoreCnt = B
Machines =2 &
Region = &
RegionName <3 a
RiskCnt = a
SafetyCnt = B
TotalCount = a5
UnAgentOfflineCnt = B

WarningObject

HETHHBBANISH

Flze (CWP)
il i34
String BERS
String FHQuuid
Uint64 NSRS 1ER , 2KERA
String HUEE AT
String IEEEl
String F#luuid
KR 30
Uint64 EIERBE NS
Uint64 ERERSLOEN , STORREERET
Array of ScreenMachine EL7IES
String FrE X,
String iRz
Uint64 RESENEER
Uint64 TR ENES
Uint64 BRI FEANSEL
Uint64 B/ RN

#HaNT#EO51/A - DescribeSaveOrUpdateWarnings, ModifyWarningSetting

B Wi FEFNULL
BeginTime & a
ControlBits ES &

DisablePhoneWarning & B
EndTime & a
HostRange = =
Type = a
BashPolicy
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#E0T™EOS| A : DescribeBashPolicies, ModifyBashPolicy
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CreateTime a &
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Enable = =
Eventld & =2
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Level 2 =
ModifyTime B &
Name 2 =
Quuids & =
Rule =z 5
Scope = =
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White 2 a
ProtectDirlnfo
PR BRFIxRSE
#ANT™EO3 | A : DescribeProtectDirList
HZR Wik
AutoRestoreSwitchStatus =
DirName =3
DirPath 2
Id Z
NoProtectServerNum =
ProtectException 2
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ProtectStatus =
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BruteAttackRuleList
FDERFIENFZR
#HanT#EO51/A : DescribeBruteAttackRules
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LoginFailTimesDefault 2
TimeRange =3
TimeRangeDefault 2
AssetMachineBaselnfo

BrENhIRSSIIRAIERER

WA T3 |8 - DescribeAssetMachineList

2R Wi
Cpu a5
Cpuload B
CpuSize =
DiskLoad =
DiskSize a
FirstTime a
IsNew =
MachineExtralnfo =
Machinelp &
MachineName a
MachineWanlp &5
MemLoad &=
MemsSize &
Oslnfo 5
PartitionCount B
Projectld a
Quuid =
Tag =
UpdateTime &5
Uuid &=
AssetMachineDetail

BFENhIRS SIIRIIERER

WA T3 : DescribeAssetMachineDetail
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Uint64 HEE
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BootTime a
BuyTime a
CoreVersion &
Cpu &
Cpuload a
CpuLoadVul B
CpuSize B
DeviceVersion =
DiskLoad a
DiskSize B
Disks B
EndTime a
FirstTime a
InstallTime a
Instanceld B
LastLiveTime a
MachineExtralnfo )
Machinelp B
MachineName B
MachineWanlp =
MemLoad a
MemSize a
NetCards B
OfflineTime S
Oslnfo a
OsType &
PartitionCount B
Producer B
Projectld a
ProtectDays B
ProtectLevel B
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Status B
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BEEnIRS2a5IREE

FBEFENULL

AN TEOS| A : DescribeBaselineHostTop

IR
EventLevellList
HostName
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Score

Malware

ABEXER
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#HANT#EOS | : DescribeMalwares

ET Wik FRFNULL
Description p=3 =
FileCreateTime =& 5
FilePath 2 &
Id = =
Machinelp 2 5
MachineName 2 =
ModifyTime 2 &
Status = &
Uuid 2 S
LoginWhiteListsNew
FEREEH

FHlZe (CWP)
] fk
String fR5528uuid
FFNULL ESid) i)
2 Array of BaselineEventLevellnfo BHEREREFIR
=2 String FHNBER
= String FHQuuid
= Uint64 HENERNS#
ESid) R
String AR,
Datetime AREHBIEERTIE,
String AERFEREEE.
Uint64 EHID,
String P,
String FHEFR,
Datetime_iso  ARSI{HEXETIAL.
String %ﬁﬁxgl{kﬁe <|i>UN_OPERP£|ED : *ﬂf¥</|i><|i>SEGREGATED : EF%%</“><“>TRUSTED =
{5E</li> <li>SEPARATING : fgESh</li> <|i>RECOVERING : #iREEeh</li>
String SREFIRE—TRRUUID,

AN TEO5|A : DescribeLoginWhiteListNew

2R
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EndTime
Hostlp
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ESic) 1%

String BlEEEZ5ATE

String LEERATIE)

String HESIP

Uint64 1ICRID

Uint64 BERLBANL : 2FF 0: (ERaE
String Mg RrER

%555 ™

\|

£585m



O BASTCE
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EFR D FEEFNULL Sl 1%
MachineName 2 B String Hess
ModifyTime 2 B String R EZ5ATE
Places 2 2 Array of Place [SEE=h e
Quuid = & String FEHQuuid
Remark 2 2 String #=iE
Srclp 2 B String BZEIP ( ZNIPEERIT)
StartTime 2 = String FroaRdTE)
UserName 2 oy String BHE8AF (Z1BFESHET)
Uuid = B String =EEFiRID
WebHookHostLabel
RINEEATHEE

#Han#O51A : DescribeWebHookRule, DescribeWebHookRules, ModifyWebHookRule

B Witk FEEFNULL e
Type = S Int64
Values = = Array of String

Tk
FHEELAERE 2B EinE|3 R R4 B =8B 25D

FENRETIFERS

RansomDefenseStrategyMachineBackupInfo

PRI SR E NS DS

AN TEO5| A : DescribeRansomDefenseMachinelList

BT Wik RYFNULL 268
BackupCount 2 2 Uint64
BackupSuccessCount 2 2 Uint64
CloudTags = 2 Array of Tag
DiskInfo 2 2 String
Instanceld 2 & String
LastBackupMessage = = String
LastBackupStatus = 2 Uint64
LastBackupTime = 2 String
Machinelp 2 & String
MachineName — ES String
MachineWanlp 2 2 String
Quuid = & String
RegionInfo = = RegionInfo
RollBackPercent 2 =2 Uinte4
RollBackStatus = = Uint64
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E= Wk AREENULL  2EE
Status = = Uint64
Strategyld = = Uint64
StrategyName = = String
Tag 2 =] Array of MachineTag
Uuid = & String

MalwareWhiteListInfo

AEEEHER

#HaNT#EO51A : DescribeMalwareWhitelList
BIR Whisk FEFFNULL
CreateTime = =
EventsCount = =
FileDirectory = a
FileExtension 2 &
FileName — =
Id = a
IsGlobal = S
MatchType = a
Md5List = £
Mode = =
QuuidList = a

BaselineCancelParam

BB SH

#INTEOSIA -
BR Wik FEYFNULL
Policyld 2 =
Taskld 2 &

BaselineDetectParam

BEsH

WRITF#ZEO3|F - StartBaselineDetect
R Wi FREFNULL
Hostlds &5 &5
Itemlds &5 5

WS : BRmEmEX

FHlZe (CWP)
T30
BHIPIRTS © 0% , 153
SEHgid , FIORTREYBESNG
SREEER
TR
F#HUuid
Bl A
String AU Bz E]
Uint64 SZHIMCR
String XHEER ; ZoE
String XHEE ;R 9E
String & ; BRoEl
Uint64 —ID,
Uint64 EREHEN; 08, 12
Uint64 CLfgt&st ; OKSHAILED , LIEHAPTED
String md53E &, 5 El
Uint64 BgEEs ; 0 MD5 |, 1Y
String cvm quuid 1% 58,
i) R
Int64 EVHAIREEID
Int64 EVERYESSID
-] T30
Array of String HMAIENIDES
Array of Int64 RS S
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R Wi
Policylds &
Rulelds &

AssetDatabaseDetail

AREIEAERSIR(SE

AT #2033 : DescribeAssetDatabaselnfo

2R

BinPath
ConfigPath
DataPath
ErrorLogPath
Ip

LogPath
Machinelp
MachineWanlp
Name
OsInfo
Param
Permission
PlugInPath
Port

Proto

Quuid
UpdateTime
User

Uuid

Version

ScreenAttackHotspot

WA ™03/ « DescribeScreenAttackHotspot

2R
CreatedTime
Dstlp
EventName

Region

WS : BRmEmEX

FBEFNULL ES
& Array of Int64
a Array of Int64
Wik FBEFNULL
= S
= B
= B
= S
= "
= B
= B
= B
= £
= £
= B
= S
= S
= B
= A
= S
= =
= B
= B
= B
WAL FEHFNULL
= "
= B
= &
= A"

8

W
e

String
String
String

String

FHZE (CWP)

MAISRIRES

ERlE S

ik
THHIERE
ECEX MR
R
HHIRASERE
HPrEIP
BES R E
FEHAMIP
FEHINRIP
RS
BERRIER
BahE#
IBTARUR
EHSsE
St
Y
FEHQuuid
EE A
ETAF
FA#Uuid

hAs

ik
FhiE
ZEEP
E L
It
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2R Wik
Srclp =

ExpertServiceOrderInfo

ERRFITERER

#HANT#EEO5 A : DescribeAvailableExpertServiceDetail, DescribeExpertServiceOrderList

IR WA FEFFNULL
BeginTime = S
EndTime = =
InquireNum = =
InquireType = =
Orderld = &
ServiceTime = S
Status = =

BruteAttackRule

P EERR TR ECATINY

#HANTFEOS A : ModifyBruteAttackRules

2R Wik
LoginFailTimes =
TimeRange =

ScreenBaselinelnfo

KFELER

AN TEO35| A : DescribeScreenHostInvasion

B WA
BaselineFailCount —
Categoryld p=3
LastScanTime =
Level =
Name =
Uuid =

Zonelnfo

ATAXER

N TEO5|F : DescribeBanRegions

WS : BRmEmEX

FEFNULL

=
(=)

A

FEFNULL
2
2
B

=
E

fim

il

ESid
String
String
Uint64
Uint64
Uint64
Uint64

Uint64

FEFENULL

=
[=]

Tk

Flze (CWP)
ESid] i)
String WEEIP

BRS5FHARTIE)

IRSSEERAT A

RBZEE

TR 1N 2 HNER 3 ReER

1J&id

BRSBAHINA

TTEIRE 0 KRB 1 RS 2EITH] 3588 , MEZHHER

ESit)
Uint64

Uint64

S]]
Uint64
Uint64
String
Uint64
String

String

Tk
IR RUREL
IR RAERIRIEREE |, B

fik

BEXE

Hegid

RIEHENASE

BEER : & 2-4f& ; 3-Bfg ; 4-T&E
B&5E

FHluuid
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=i £ FYENULL
ZoneName = =)

AssetUserKeylnfo

B BRI S key FE

#HaNTHEO51A : DescribeAssetUserInfo, DescribeAssetUserKeyList

B Dv:e FEEFNULL
Comment — &
EncryptType = =
Value = a
VersionWhiteConfig
BIRAEZHEERER

#aNT™#EO5| A : DescribeLicenseWhiteConfig

=1 itk FEYFNULL
Deadline = =
IsApplyFor 2 =
LicenseNum = =
SourceType = &

RansomDefenseStrategy

ENFIFREIREOEREHEHostListAITagList 15/

AN TEOS|A : DescribeRansomDefenseStrategyList

B Wi FEEFNULL
BackupType = 2
CreateTime = =
Description = =
ExcludeDir — |3
Hour 2 &
Id & B
IncludeDir = 2
IsAll 2 &
MachineCount = Z
ModifyTime =z =
Name = a
SaveDay = B

WS : BRmEmEX

]
Uint64
String
String
String
String
Int64
String
Uint64
Uint64
String
String

Uint64

Flze (CWP)
RE ik
String AT X R
i) R
String NP&EE
String s
String NiPE
ESidl i)
Uint64 EIHAREL
Bool EAH RIS
Uint64 e
Uint64 ESidl
ik
SiptE= : 0RA , LgX
SR
SREEERIE
BZER . BOR
EHHITATIEIRR(0-23): 11:00;12:00
KHgid
BEBxR, Bk
EEXFTEENEN
SRTEHRREY
IAEMETE
SREEERR
RIFREL , OKAIRE
25560 T 585



O BASTCE

BFR
Status
Uin

Weekday

WeeklyReport

[EIRFIZR.

Jalil

N TEEO5|F : DescribeWeeklyReports

2R
BeginDate

EndDate

AssetlnitServiceBaselnfo

BrEERHMRSYIR

AN 22O3|F3 : DescribeAssetlnitServicelist

=]
=

=
=

B wiE  SFNULL
FirstTime &= a
IsNew S B
MachineExtralnfo S 2
Machinelp & &
MachineName S S
MachineWanlp = S
Name &= &
OsInfo = =
Path S 5
Quuid S E
Status &= a
Type & &
UpdateTime & &

User & &

Uuid & &
AssetWebLocationPath
BrrEBWebihmEM B R

FEEFNULL et fix
& Uint64
2 String
2 String
FBEFNULL E3it)
& Date
= Date
ESid) 7%
String BERCREERT A
Int64 EEHIE0:A(LE]

MachineExtralnfo

String
String
String
String
String
String
String

Uint64

Uint64

String
String

String

AN T#EOS| A : DescribeAssetWebLocationPathList

WS : BRmEmEX

FInER

PRSSERIP

FRSSEEETR

BRs3 RSP

B

BERS

=

F#1Quuid

BINSRIRE : ORERA | 1ER

#{Euin

FHER : 0K, 177/

HIEPRE (1-7) 1,234

filk
[ERFF AR IR
[EHREEERAT A

FNZzE (CWP)

KA ¢ 1RRSE8 2 TR 3 MR IR LB 4 5 & M5 LSAIR (& 6:KnownDLLs 7. B5H11T8:WMI9:i+
XMES10:Winsocki2 B 1 LI TENIEIEES 1 2 R RS TRES 1 3 IR S 145 R

RSN
EahFF

F#luuid
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=t
Group
Permission
RealPath
User

VirtualPath

SearchTemplate

RIS RIS

D RO AD

]

AN T™EEOS|F : CreateSearchTemplate, DescribeSearchTemplates

=4 Wik
Condition =2
DisplayData =
Flag 2
Id i
LogType 2
Name 2
Query 2
TimeRange 2
ProtectNetInfo

ERIRS-IEARMER

FFNULL

=

iy

iy

iy

iy

iy

o

iy

WA T3 | : DescribeProtectNetList

2R Wik
EndTime =2
ProtectDays -
ReportPath 2
StartTime =
Status b=
TaskId 2

KeyValuelnfo

BERSIEE

#HanT#EO51 /A : DescribeLogIndex
EFR Wik
CaseSensitive =

WS : BRmEmEX

FEEFNULL

o O o o

iy

FEFNULL

Py
(=)

FHlZe (CWP)
FBEFNULL 5] 1%
= String Xi4frEE
& String SR
& String YRR
= String NHmEE
= String REHLEEE
ESig) ik
String WERED
String BEE
String WEA. BNERE : standard,i$8 , 162 : simple
Uint64 FNID
String IERERG KA
String REREMR
String BENRREORNE
String =Nt
ESit] A
String FRISERLATIE)
Uint64 FRREL
String RE T EbiE
String FREsETE
Uint64 PRUIRTS OKfEED , WP, 2856k
String £55id
ES 135
Bool REXNSH
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B

KeyValues

VulEmergentMsglnfo

EE VRSN

N EEO5|F : DescribeVulEmergentMsg

BFR
Name
PublishTime

Vulld

ScreenBroadcasts

REAIHZEERAS

#WHANT™EOS|A : DescribeScreenBroadcasts

BFR WAl AEFNULL

1d 2 =

Level = &

Time =2 &

Title = =
AssetWebLocationInfo
AFEESEWebisSFIEEE

FOFNULL
=
=
=
2
s
Uint64
Uint64
String
String

I TFHEEO2|F : DescribeAssetWebLocationInfo

2R
Command
Ip

MainPath
Name

Port

Proto
SafeStatus
ServiceType
UpdateTime

User

ScreenMachine

=

=]
E=

B WD WD RD KD HD RO

Jalil

WS : BRmEmEX

SEEFNULL
=

=

iy

iy

Ao m o o

|

ES

2

Array of KeyValueArrayInfo

FBEFNULL

iy

iy

1%

XEID

BRXERKREE0: K, 1: &, 286,
RAALE]
IR ERRE

#

2

String
String
String
String
String
String
Uint64
String
String

String

Ui

SRR

]
String
String

Uint64

FHZE (CWP)

filk

FEEVRS | IRENER

174
P
RRALiRAdIE

iRmimid

e, 4 1&E

REIEHRIRE  0RBA , 1B, 999% , {Xnginx

BR35RE
3N

TR
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KEENFIREE
#HIT™#EO3|F : DescribeScreenMachines

2R Wik SRPFNULL  3REY
BaselineNum & S Int64
CoreVersion & & String
Cpuload = &= String
CpuSize = = Float
CyberAttackNum & & Int64
DiskLoad & 5 String
DiskSize & & Float
InvasionNum = = Int64
MachineExtralnfo & 2
Machinelp & 5 String
MachineName S E String
MachineOs & = String
MachineStatus E & Uint64
MachineType & & String
MachineWanlp & & String
MemLoad S & String
MemSize ® S Float
Quuid & S String
SecurityStatus & 5 String
Uuid = = String
VulNum = = Int64

KeyValueArraylnfo

R3IRERR

AN TEOSIA : DescribeLoglndex
SR Wit FFNULL
Key 2 a
Value 2 a

JavaMemShellEvent

javaNEEEMHER
W TEOSIA -

WS : BRmEmEX

MachineExtralnfo

FNZzE (CWP)

R

B R,

PIZhRA

cpu TREIRZS

cpu 1ZEL

ROLEIXIBEEL,

BER{ERE %

EREAEGB

NESMHE

MIMER

FEHIP,

FEHEFR.

FENFRS.

KEENIRE 0 : KL Hagent , 1: BEIRS , 2B&-KIE | 3 | B&%-T=4 | RERE-EE
5 REIRE-IEH BRBUARSIEMMR , 6 | RIRE-NE ( MBKEEH>0) |, 7 RERE-
MpE ( MBIREF>0 BELWARSIEIR , 8 : RRE-7E (ANBHENEM>0) , 9 =2
RE-E (NERUSEH>0 ) BREAREIEMR

MEEFBEXEE CVM =fRSSER, BM BA, ECM 1%itH, LH BENARSES Other BARE
X

FHSMAIP,

RFREE%

WiFEE GB

CVMaBM# &5 HE—Uuid,

RUBSRES, <li>SAFE : 22 </li><li>RISK : K& </li> <li>UNKNOWN : 5R&1</li>

EEFIRE—UUId | BEE PR ELEREEFH,

RS,
=St AR
String EERERENETFRRESINFE
Valuelnfo FRNZRSEAMER
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R Wik RVFNULL ESic)
Alias =3 = String
Annotations =3 & String
Args = ES String
ClassName = S String
CreateTime =3 & String
Description 2 & String
EventDescription — S String
Exe = = String
HostIp = & String
Interfaces 2 & String
Md5 2 S String
Pid = B Uint64
RecentFoundTime p=3 = String
SecurityAdvice 2 & String
SuperClassName = = String
Type 2 & Uint64

RansomDefenseStrategyDetail

FHFIREEZEOENEEHost ListidTagListTsm

#HanT#EO51/A : DescribeRansomDefenseStrategyDetail

BR WAL FEFNULL
BackupType 2 =
CreateTime 2 -
Description 2 p=3
EventCount = =z
ExcludeDir = =
Hour = a
Id = =
IncludeDir 2 =
IsAll = a
MachineCount 2 2
ModifyTime = =
Name = a
SaveDay b3 a
Status = B
Uin = =

WS : BRmEmEX

fiwR

IRS5REBR

BEURRINATE
iR
ESLEEu
HIZEER
BRS5ERIP
HIRAIERO
RHMD5
#HiEpid
BTt NATE)
FEaNySES

R&EHF

FNZzE (CWP)

ARFS3EE! O:Filter®! 1:Listenerf! 2:Servlet®! 3:nterceptorsZ! 4:AgentE! 5:EAth

ESid)
Uint64
String
String
Uint64
String
String
Int64
String
Uint64
Uint64
String
String
Uint64
Uint64

String

%

HHEN - 0%A , %X
BlEEATIA)

SRERERIE
SRERKERSHEY
BEER, AR
FEHATAIEI(0-23): 11:00;12:00
Rlgid

BEER, BORE
BAEATEENER
HRTENRREL
IE(EATE)

SREREFR

{REREL, OKAIRE
FERE - 0XF , 1778
#Fuin
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2R Wi FEFNULL

e
2

fiwk

Weekday = = String SWERRE (1-7) 1,234

LogHistogram
B ERRRITERFS
AN TEOS|A : DescribeLogHistogram
=4 Wi FEFNULL ESid fik
Count = S Int64 St REHARAIREERE

TimeStamp 2 & Int64 % period BYEEHI unix timestamp : BA(7EFD

OsName
BIERFEIR
AN TEO5| A : DescribeMachineOsList
e Whise FEFNULL it A

MachineOSType = = Uint64 BERFRRENEE

d

Name & String RFEZBWR

il

ScreenProtection

KERTHCIIIATS
#WANTHEO3|A © DescribeScreenProtectionStat
E= RAIE FREFNULL KR A
Name £ a String KEUG  MHER , BOBR  REEE 2500
XHER: ORI |, S0EF~(I2EER, LEWN , TR, 2.8l , KAERENF, 3.ERlE =R

Uinted  BENE ; IR OKFEF (ONEEFER ) LEFEEEET ; KRR OMFREUT , SR0&EF~42:iE5R, 1:
FEREXE, 270X ; B2 ORI | S0BFJZ&ENR, LFEELNGE, 2. 0K ;

|

Status =

VulOverview

WA THEEOS|A : DescribeVulOverview

R Wik FBEFNULL ESicl R
TodayCount 2 B Int64 SHIMEHE
TotalCount 2 a Uint64 ISt

VulDefenceOverview

ISEPEEAT , BIEEPNSRIBIES  BHR=MKEER | TR——XRASART  IREXTEHIRESRE

#ENT4EOS|A © DescribeVulDefenceOverview

ZR W FEFFNULL ESid) fik
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2R
AttackCounts
Date
DefendCounts
DefendHostCount
Enable

ExceptionCount

UpdateHostLoginWhiteObj

fRIERR IR

FANTEOSIA : ModifyLoginWhitelnfo

R WAL
EndTime =
Id =
Places 2
Remark —
Srclp =
StartTime =
UserName =

ScreenEventsCnt

St ANERN

AN TEOS| A : DescribeScreenEvents
B Wik FRVFNULL
Category p3 B
Title 2 &
Total 2 &

BaselineRuleType

eSSl
WANTEOSIA

2R
Typeld

TypeName

PriceDetail

WS : BRmEmEX

Cnt

ES]

Array of ScreenNameValue

String

Uint64

FIFNULL

Py

il

o

iy

iyl

FEFNULL

=
E=

Ho

iy

|

1%

BrAA
R
FEFNULL
B
&

%

2

Array of Int64
Array of String
Array of Int64
Int64
Int64

Int64

s
String
Uint64
Array of Place
String
String
String

String

name B{fERABEE

TR IR X B SR

sVt

FNZzE (CWP)

fik

BHREHES

=Lt

EHHES
EFFEREENEL
FAEFFX < 0 X 1 78
TRIFFEE

s

ZEPRAT A
EEHRIHEREId
ISR
BEER
SkiRip
FHARYE
BR#&

IS, BRI, KIEErs, BRI Value: EHEETEL

B}
g

e
(i
o

KREVETR
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WNSE
#HaN #2031/ : DescribePrice

BR Wit
GoodsCategoryld =
GoodsDetail 2
GoodsNum —
PayMode =
RegionId =
Zoneld 2

AssetType

RFEEBEREY IR

AN TEOS| A : DescribeAssetTypes

BFR WA
Id =
Name 2

BaselineHostDetect

BN

#WANT™EEO3|A : DescribeBaselineHostDetectList

R WAl
DetectStatus &
FirstTime &
Hostld 5
Hostlp a
HostName &
ItemCount &
LastTime B

MachineExtralnfo =

NotPassedltemCount S

PassedItemCount B

Uuid B

Wanlp a
AssetAppBaselnfo
RRSEHEEARER

AN TEOS| A : DescribeAssetApplList

WS : BRmEmEX

FEFENULL

o m O

iy

iy

FEFNULL

iy

FEFNULL

=

o o D

iy

A0 o DN RD DY

]|

*;é

2

Uint64
String

Uint64
Uint64
Uint64

Uint64

ESidl
Int64
String
String
String
String
Int64
String
MachineExtralnfo
Int64
Int64
String

String

FHZE (CWP)

A

1T

ITERIFIESE

ITEREN

#ZRE 0 )B92:, 1 FfT#E

e

AKX
it AR
Uinte4 SHEAID
String KRIZIR

i)

0:SRBIT 1:7288 3181 S:AQ M
BRI AT (E]
FHUd

ARIp
FHEFR
KERETEL
RIEEE
FHNEIUMER
NRIEIE 3]
)G uEY
FHZ2UUID

HMIp
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B Wik

BinPath & FS
ConfigPath &
Desc = &
FirstTime & i
IsNew & =2
MachineExtralnfo & 2
Machinelp & &
MachineName = &
MachineWanlIp S &
Name = =
OsInfo & FS
ProcessCount - =
Projectld & &
Quuid & FS
Tag & =
Type & &
UpdateTime & 2
Uuid & FS
Version FS &

ProtectMachine
HEREHER

FEEFENULL

]
String
String
String
String

Int64

MachineExtralnfo

String
String
String
String
String
Uint64
Uint64

String

Array of MachineTag

Uint64
String
String

String

#ANTEOS A : DescribeWebPageServicelnfo

BFR
Hostlp
HostName

SafeguardDirNum

ServiceApilnfo
MRS R EAPIBIZE
WA O3 :
&
Apilist
ArnDocument
ConditionKeyList

Name

WS : BRmEmEX

fim

i

FEEFNULL

=
=

Al KD

iy

fik
THBIERRE
BEX R
Rz FRfEIR
ERSREERT(A]
REHIB0ELE]
MIMER
EHLARIP
EHEFR
EHNIMIP
RIFAEAR
BIFRRER
FEHALSSEID
F#Quuid

FEHRE

FNZzE (CWP)

RIFRSEEY 1. 15482 : 3RS 4 | WIBEN AR5 | RATERHE6 | RGRLAT | WEBJRS399: Hith

HiEEHATE
F#HUuid

IRAS

FBEFNULL

oy

]|

s
Int64
String
Array of String

String

3%
HL=8IP
HEEZFR
Frir B RE

RSN B HEE
ESEE IS
IRSEIR
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B

ServiceType

AssetCoreModuleParam

B EENIER S

#4038 : DescribeAssetCoreModulelnfo

BFR
Data

Name

ScreenVullnfo

KRR

=
=

=
=

AN TEOS| A : DescribeScreenHostInvasion

B
Category
Id
LastTime
Level
Name
Uuid

Vulld

=
~x=

=
E

WO WD KD D

el

FFNULL

=
E

i

o Iy

i

LoginWhiteCombinedInfo

]
Uint64
Uint64
String
Uint64
String
String

Uint64

: DescribeLoginWhiteCombinedList

BERASHEARE

WA T™EOSIA
EZFR Wik
CreateTime —
Desc <
EndTime 2
Id =
IsGlobal 2
Locale =
Locations =
ModifyTime 2
Name =

FEYFNULL

iy

iy

|

iy

iy

oy

o

WS : BRmEmEX

2
String
String
String
Uint64
Uint64
String
String

String

String

Flze (CWP)
FEVFNULL Bl ik
& String BR53ID
FEVFNULL ESicl R
S String iR
&= String 2R
A

imEEREY 1: web-cmsifgi, 2:M AR, 4: LinuxEX{E4RIR, 5 WindowsRStiwiR
iR id

BEtENAE

BEER LK 24 315 448

BRE

FEHLUUID

imimid

Tk

elfEinna)

RIEBREIRSSERAT | IREARSS 2R

LAY A

BH&EID

RENERER 1 2FE 0: WEEENFIRER
ol RFER

Bhiith

=IEIEATE)

BEEEF : Islocal=1MEREN : LIRSS | BEVISETAVEANIP | SERSHITRSHHE |
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E= Wik FRFFNULL
Places = =
Remark = B
Srclp = a
StartTime = &
UserName 2 &
Uuid = &

AssetKeyVal

key-valZEYAIE FREIRLEHD

o
iz

Array of
Place

String
String
String
String

String

fik

FNZzE (CWP)

A% Sithis

=iE

BEEIP (ZNPESHEA )

FriaATIE

BEBAF (ST RFESER)

PRS5EEUUId

#HANT#EEO5 A : DescribeAssetAppCount, DescribeAssetDatabaseCount, DescribeAssetHostTotalCount, DescribeAssetMachineTagTop.
DescribeAssetPortCount, DescribeAssetProcessCount, DescribeAssetRecentMachinelnfo, DescribeAssetTotalCount, DescribeAssetTypeTop.

DescribeAssetUserCount, DescribeAssetWebAppCount, DescribeAssetWebFrameCount, DescribeAssetWebLocationCount, DescribeAssetWebServiceCount

2R

Desc

Key
NewCount

Value

MachineSimple

FENFIREFRIE

=

=
E=

Jalil

i

AN TEOS|A : DescribeMachinesSimple

FZR Wik FVFNULL
CloudTags a =
Instanceld =5 2
InstanceState B =
IsProVersion = =
KernelVersion a B
LicenseOrder & =
Machinelp = B
MachineName & a
MachineOs & B
MachineType 5 &5
MachineWanlp E a8
PayMode = &
Projectld a a

WS : BRmEmEX

%

fi#

Array of Tags
String

String

Bool

String
LicenseOrder
String

String

String

String

String

String

Int64

FEFFNULL ESid] i)
= String HrEE
= String R
2 Int64 SHIELSE
&= Int64 H=
fk
TIREER
SLIID

4

HIR7S TERMINATED_PRO_VERSION E448%

BEREBIR, <li>true : E</li><li>false : F</li>

IATEN

RTINS

EHUP,

EHERR.

FNFG.

NEEAMBEXEE CVM =iRSEEE, BM BA, ECM 5118, LH B2 FEIRSES Other BATEX
EHINIIP,

FEHVRE. <li>POSTPAY: SR7REJ2: , BMZREiT#E </li><li>PREPAY: X% , BIEFEA

</li>

IEID
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2R A3

ProtectType =

Quuid a

RegionInfo &5

Tag &

Uuid =
OrderResource
TTERER

FEEFNULL

a

o

|

|

AN TEOS|A : CreateWhiteListOrder

2R
BeginTime
EndTime

Id
LicenseType

Resourceld

RiskDnsEvent

TEEREY

;:7&

e

String

String
RegionInfo

Array of
MachineTag

String

fR

FNZzE (CWP)

B3Pk As BASIC_VERSION £tk , PRO_VERSION ZlkR , Flagship HERTLR ,
GENERAL_DISCOUNT &ZEhR.

CVMeZBMANZEHE—Uuid,

HlEER

e

pilll3

2

ZREFRE—Uud , EEPH K EAMELISREE T,

FEEFNULL

=

iy

iy

iy

#AN O3 |8 : DescribeRiskDnsEventinfo, DescribeRiskDnsEventList

=4
AccessCount
Agentld
CmdLine
Domain
FirstTime
HandleStatus
Hostld
Hostlp
HostName
HostStatus

Id

LastTime
MachineExtralnfo
Pid

Policyld

oy

o o o o Dy

il

o o o o

iy

WS : BRmEmEX

FEEFNULL
=
)

Py

B o o o D

iy

B 1 B 1 B

iy

ESidl
Int64
String
String
String
String
Int64
String
String
String
String
Int64
String
MachineExtralnfo
Int64

Int64

KA R

String FFeARdIE
String FIIHARSTE)
Uint64 BRERID
Uint64 eSS
String HIRID

1%

ENRE

ZFiKID

wAT

miatEEE

BERITIERE)

SMERIRTS ; [04F4ME|2: B8 3 3HEERE |4 B 5 BR8]
FEHUD

FEHUP

ENER
FHELRZSOFFLINE: B3| ONLINE7E4| UNKNOWN:SRAN]
=41d

b=alinvallal g

HENER

BHEID

SERRID
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#ANT#EO5 A : DescribeRansomDefenseBackuplist

=
BackupStatus
BackupTime
DiskCount
Disks
EventStatus
Snapshotlds
Strategyld
StrategyName

StrategyStatus

RegionInfo

HHIEER

WD RD HD RWD RO

i

B Wi FEFFNULL
PolicyName = =
PolicyType &= =
ProcessMd5 &= =
ProcessName &= &
ProtectLevel & &=
ReferenceLink &= &
SuggestSolution &= &
Tags = =
ThreatDesc & =
Wanlp B =
RansomDefenseBackup
ENREBE DI

FFNULL
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I
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i
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FNZzE (CWP)

ESit] Tk

String DRI ETR

Int64 AP ARIE A - 1R 0R G| 1]
String H#HFEMDS

String HER

Int64 {RIPR B [0:EhR | 1. 2 AR | 2:BEAAR]
String SEERE

String (EI=PaES

Array of String IR

String RRRIHEIAR

String HMRIIP

St fk

Uint64 SRS  0OBDT , 1LIEE , 2. 3KM , AREBCISHER | ItREBREMIR
String EHEtE

Uint64 ENHEHE

String BWRER,  ofR

Uint64 RIS OLEE, 185%

String REBFIZR , ;DR

Uint64 RRgid

String REEZFR

Uint64 RIRIRS0XA) , 17/ | 9EMkR

U0 OS5I : DescribeMachineList, DescribeMachineRegions, DescribeMachines, DescribeMachinesSimple, DescribeRansomDefenseMachinelList,

DescribeRansomDefenseRollBackTaskList, DescribeRansomDefenseStrategyMachines

B

Region
RegionCode
RegionId
RegionName

RegionNameEn

WS : BRmEmEX

=
=
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FEFNULL
=
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=
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|

ESid)
String
String
Uint64
String

String
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Data

FNZzE (CWP)

rEIES) - SSIRERMED © MolA5F , Denin & , RRUSHIREEEER , REEIERED" (Mol/Den ) *100%"HEFEAIESLL , g0 Mol/3 , Den’y
10, MEERFA30% , RmREORX R ERLSRE30%

WINTEOSIA -
B Wik FEFFNULL
Den = =
Mol = a
Time 2 =

AssetWebServiceBaselnfo

RREEWeblRSFIRIERS

AT #2033 : DescribeAssetWebServicelnfoList

2R

BinPath
ConfigPath
Desc

FirstTime

Id

InstallPath
IsNew
MachineExtralnfo
Machinelp
MachineName
MachineWanlp
Name

Oslnfo
ProcessCount
Projectld
Quuid

Tag
UpdateTime
User

Uuid

Version

MalwarelListinfo

AROFIRES

WS : BRmEmEX
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Int64
MachineExtralnfo
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Uint64
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Array of MachineTag
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String
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s
BB
i35
BURRERRTE
Webfgs31D
REWE
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HIIER
FEHARKIP
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RS
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FEHALSSEID
FHQuuid
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HUEEAATE
ERFF
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#WINTEOSIA -
2R Wi FEFFNULL ESic]
Alias =3 B String
CreateTime P & String
FileCreateTime = a5 String
FileModifierTime 2 & String
FilePath = B String
Hostlp 2 a String
Id P S Uint64
LatestScanTime = B String
Level = B Uint64
Status = & Uint64
Tags = = Array of String
Uuid = B String
VirusName = B String
MiniSite
HRER.
WANTEOSIA
&R Wit FFNULL
Siteld = S
Url 2 FS
VulStoreListInfo
HENTEOS|A : DescribeHotVulTop, DescribeVulStorelList
BIR Wik FBPFENULL
AttackLevel & 2
Cveld & —
FixSwitch = =
0-windows/linuxtg%F; 1-windows/linuxtJ¥TFF; 2-{Xlinux;
3-{%windows
Level = =
Method & =
Name & =
PublishDate = =
SupportDefense = =
O:ASZHE 13785

WS : BRmEmEX

FNZzE (CWP)
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BlEERTIE
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Uinte4  iEiREK3!
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String  IREGR
String RARJIE
Uint64  IBIREETIFHH
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VulCategory

Vulld

VulDefenceRangeDetail

ImEPEIEEIFE

#WHENT™EOS|A : DescribeVulDefencelist

2R

Cveld
CvssScore
Label

Level
PublishTime
Vulld

VulName

MachineFileTamperRule

ERETER OSSN E

FEFNULL
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AN TEOS|A : DescribeMachineFileTamperRules

2R
Id
Name
Rule

RuleCategory

HostDesc

=

=
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=

=
=

BrREREITESBNNENERLR

#HANT#EO31A : DescribeLoginWhiteHostList
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Machinelp
MachineName
MachineWanlp
Quuid
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=
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AccountStatistics

ISHLTETE.

AN 2O3|F : DescribeAccountStatistics

BFR
MachineNum

Username

ChargePrepaid

FEFNULL

|

Uint64

String

ftEEE | BEFERERSHIRE. BUZSHALISEEFEALAINBIMK. EEREBNLESREN.

#a0F#EO5|F : InquiryPriceOpenProVersionPrepaid, OpenProVersionPrepaid, RenewProVersion

E=N Wi
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RenewfFlag & ES
EmergencyVul
MNESRRES

FREFNULL

S

Uint64
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AN TEOS| A : DescribeEmergencyVulList
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Cveld

CvssScore
DefenseAttackCount
HostCount
IsSupportDefense
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Level
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PublishDate
Status

Vulld

VulName

StrategyDetaillnfo
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TOSESLBIRIRHS , B - B, BUYESEE : 1,2, 3,4,5,6,7, 8,9, 10, 11, 12, 24, 36,

BrhskEEimR, BUESEE : <li>NOTIFY_AND_AUTO_RENEW : @ANLIHAE Bahsks </Ii>
<li>NOTIFY_AND_MANUAL_RENEW : i@&NTEIARE a0 </li>
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KEFBESEDER)
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2R
AddTime
Remark
Strategylnfo
StrategyName
StrategyType

UpdateTime

A0 RO WD KD RD
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MaliciousRequestWhiteListInfo

TEBERARRIIEER

#ANTEOS A : DescribeMaliciousRequestWhitelList

2R
CreateTime
Domain

Id

Mark

ModifyTime

ScreenTrendsChart

REWMESE

AN TEOS|A : DescribeScreenDefenseTrends

ER Wi
Type =
X =
Y =

FEEFNULL

=
=
(=]

=
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IgnoreRuleEffectHostInfo

RSN ENER

N T#EO5|F : DescribelgnoreRuleEffectHostList

R WA
Eventld 2
HostName —
LastScanTime =
Level 2
Quuid =

WS : BRmEmEX

FEFNULL
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fil

FEFNULL
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iyl

iyl

FEFNULL
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ESid)
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Uint64

2m
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String
Uint64
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FHlZe (CWP)
ESid) A
String AR INASE
String &
Bool SRERFIS
String SREREFR
String SRERSEY
String SEHRAIE
it R
String ellf=:nll
String b
Uint64 H&#id
String e
String EFAE
R
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Efid
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BEER  1ELL, 2-9fE, 3-BfE , 4-7&
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E= WA FEEFNULL
Status = =
TagList = =

VulFixedInfo

BIFRRRER
W™ EEOSIA -
ET WAYSE FEFNULL
FixTime 2 &
FixType = &
Level 2 &
Name - &
Vulld 2 &
Place
BRMERE
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2

Uint64

Array of String

s
String
Uint64
Uint64
String

Uint64

FNZzE (CWP)

fiwk
K& 0-K\EE , 1-28% , 3-B@Ed , 54

FEHRESEAE
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(el

LIREREMIEIR |, 2:EE(E
IREER L 27 375 4387
IRRETR
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U0 EOS|A - AddLoginWhiteList, AddLoginWhiteLists, CreateUsualLoginPlaces, DescribeLoginWhiteCombinedList, DescribeLoginWhiteList,
DescribeLoginWhiteListNew, ModifyLoginWhitelnfo, ModifyLoginWhiteList. ModifyLoginWhiteRecord

EIR Wi FEEFNULL
Cityld 2 &
Countryld = =
Location S &
Provinceld 2 &
SecurityDynamic
TEEMHEEHUE.

AN TEOS|A : DescribeSecurityDynamics

IR WE RVFNULL 8B
EventTime = = Datetime
EventType = = String
Message = = String
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String

el

SecurityLevel
<li>RISK: =& </li>

<li>HIGH: &f&
</li>

<li>NORMAL: #fg
</li>
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REEHRERIE,
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ERTR
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REBMHER,
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&

<li>LOW: {§f&
</li>

<li>UNKNOWNED:
AIEE</li>

Uuid

el
izl

AssetLoadDetail
BrEEREER
#WHANT™EEOS|A : DescribeAssetLoadInfo

2R

Desc
MachineName
Quuid

Uuid

Value

ProtectPathInfo

Eze-BIPERER

#INTEOSIA -

B Wi

Alias = =
Appld = 2
AutoRecover = B
Exception 2 =
FileTypesWhite = =
Hostlp = ES
HostOS = =
Id = =
Progress 2 &
ProtectFileCount — ES
ProtectPath 2 S
Quuid = a
Status = =

ResponselList

PREADEOFRIIERREIMachines list
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WS : BRmEmEX
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FilePath =
Machinelp 2
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HESAEEE.

#HaNT#O31A : DescribelmportMachinelnfo

=2 WAl
CloudTags &
InstancelD )
KernelVersion &5
LicenseOrder S
MachineName 5
MachinePrivatelp B
MachinePubliclp &
MachineStatus &
MachineTag =
Quuid B
Uuid &
VulNum &

ProtectDirRelatedServer

PR B SRR S BRPIRIER

AN~ #2O3|F : DescribeProtectDirRelatedServer
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Authorization
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Exception
ExceptionMessage
Hostlp

HostName
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MachineExtralnfo
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ProtectStatus
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FFFNULL ESicl
& String
& String
St
Array of Tags
String
String
LicenseOrder
String
String
String
String
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R
XIRETR
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SIREER
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WIZRAS
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RelateDirNum

RansomDefenseRollbackTask

PrhERELR(ESS

#ATEOS | : DescribeRansomDefenseRollBackTaskList

=2
BackupTime
CreateTime
Disks
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MachineName
ModifyTime
Quuid
RegionInfo
Status
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BRITEFHATE: 2024-10-18 10:38:45

TREAA

NSRBI RPFFAE Error FER , NIZFRTBFA APLIEOKM. A

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is correct.”

}

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error Y Code FTRFEIRIS , Message RNZIEIRIEAEE.

HIRIOSIZR

AHEERE
FHIRED
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable

UnauthorizedOperation
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MFA $&iR,
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PRIBBEIR.
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SHEYEER.
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BROSHEER,
EORARFE.
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UnknownParameter FASEGER,
UnsupportedOperation BEARHS.
UnsupportedProtocol http(s)iEKIMUERIR , A3 F GET #1 POST 153K,
UnsupportedRegion BOARSZRSATE I,
ArSSEERES
BRI L]

InvalidParameterValue.TagNameLengthLimit
FailedOperation.SingleSeparate
InvalidParameter
InvalidParameter.RuleHostipErr
FailedOperation.AgentOffline
FailedOperation.InquiryPrice
FailedOperation.RescanVul
InvalidParameter.NameHasRepetition
ResourceNotFound.MachineNotFound
FailedOperation.OpenProVersion
UnauthorizedOperation
UnknownParameter

LimitExceeded
InvalidParameter.DateRange
InvalidParameterInvalidFormat
ResourcelnUse
FailedOperation.CreateOpenPortTask
FailedOperation

OperationDenied
UnsupportedOperation
InvalidParameter.RegexRuleError
InvalidParameterValue
FailedOperation.TradeError
FailedOperation.LicenseExceeded
ResourceNotFound
FailedOperation.RescanVulProcessInUse
MissingParameter
LimitExceeded.AreaQuota
InvalidParameter.PortNoValid

FailedOperation.ProcessTaskNotFound
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AuthFailure.UnauthorizedOperation
InvalidParameter.MissingParameter
Resourcelnsufficient
FailedOperation.MachineDelete
FailedOperation.APIServerFail
FailedOperation.Export
InvalidParameter.RuleHostDuplicateErr
InvalidParameterlllegalRequest
FailedOperation.PrePayMode
ResourceUnavailable
FailedOperation.CreateProcessTask
FailedOperation.ProtectStartFail
AuthFailure

InternalError

InvalidParameterIpNoValid
InternalError.MainDBFail
FailedOperation.OpenPortTaskNotFound
FailedOperation.Recover
FailedOperation.CloseProVersion
FailedOperation.PartSeparate
InvalidParameter.ReverShellKeyFieldAlIEmpty
FailedOperation.TooManyStrategy
FailedOperation.NoProfessionHost

InvalidParameter.ParsingError
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