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ERITEFATE: 2025-02-18 16:02:00

tARENZE

FNRLRFEINEENNREMF 0 (BN aeREX. IFENZERTXINEN) | EToRSHRLNRNSERMEUE | FIBSFINERHEBEAN
FIENFIRRRNERESZLMFRS , TEQEEEREESR. RSEERRE. ADXMHN. SERFGNSEZ2IEE  BRUFIRSHEIRIIEENEZERE , #8)
AR RS R R e IR,

I AFEENRE

RBF—EWBENR , DUEIGATRENG

o MrSSHIrRlT - HOREE. MHRERER | SEURSTIENR , RSER.

o HURHETEN | BEGROWSEEATES , TFIRAMEIERIR | ERE I mEZIREFRE.

o WINFEIR | BEARRSHREBITENTTENIESRREIEEHTING | WEWHITEEIER,

o IRBARIE | BEERSHEPIETIZN 25 , FHEL DDoS ABEFRIEF i , BEABNRRRR , SEURSHTRHRMIERRS.

ERENZET BRI LS | RIEEEZe,

FHReFENRE

XHER

MU IARS I Webshell , —iR2REZBERRANEMIEEHRER ASP, PHP. JSP EaiiSHIA, BETLIBHEEIASHEHSHIIRSES , #iTHLIETE. THd
SRMBIAMTA  WNEREBERK., EFHHEZINMEET IEURATFHRITBI a2 TR R FENSNEEXHEARKERE | TN T2 LISTRERIsEN=3E
ADEEXG , BAREEEX N —RIRESI0E | RIPERSHENRL.

REER

ETERERRIP. ERAFE. EXWE. ERMNMEENRSHFEREETHTHN  LIRBIHERFKTSEERNTH , REEREEEREERCRIFCH'Y
REBR" FaER sy S EEA.

AT

BHRRSHETBIERMER , (7T NEZEHTENRBRSEINRERRSHNES. BlosftXeeBI SEESHFRIGNZIRS SHEAR=NE DR
B, BRNERE  SEUEREHEEESREN S TE.

BRIER
FHEZLBIIINRIERIT R M RANIBES) | SITRERTHNERIRE. SRNETEERTY , TNRERARECRG EEEA,
‘ead

ETENSeMEXRTERARSEESMFR , WRRPH SIS | FETEIREMNNHSRBREER TSRS, BRlHSEHS , TNRERRLRE
HRAHSCAT EEER.
FIR

EHIAURIEANRS: , FAESHELFRIZEFUR | SANESIURNEY  REUEABRENIETH  ZTHEREICRSHENRE. TR IRNTEERT ST
ISEIRSS AR EROIRNEY | FFRERINGEHFRHITESINE | R tSHSARROIRINEE | BT REMAITFRURRUTA.

523 Shell
3% Shell HREEETFENZESMERLERARSHEESTHFER , WIRSEE L Shell REEZETAMTIRINES , NENEIRSEIRMRE Shell 1T R9STRT SRS,
b=r==pi

FiReWRSH L FENSERRENEHTINREFHRMMEE R | BENEIRR. Linux KR, Windows RZE4tRE. Web-CMS iFiE. MAIREE , #EidIiR
RIS RRXbE.
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BB

ETBAZSMERLLA |, SCAEEMERTGTA | SHRNIRNENZEIEIE : Webshell #RU. Struts SEEFIE. RBGERR. RBEANKE. SSHENRTRS
HEEFIFIREE.

REEE
R (RMEZe%) M , BEEETRAD TN | HEFEEIRSHREEIGBFHRERIMERENBEFATHE. ASOREARD. REARNERESHESERENT
£HE , SHHEORRMES , FHEETMRE. SRSTMSHINEE | ILEEGREIHEITREN ER%eS=M0 | FRFEEME.
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ETFxFEeMEMEIER , SAEURSRETH .

[EIRERRUFBINEZRIT—IC TAV DSBS ERISHDITRSE , IRERMIARIMME., T
2RF A WebShell 1512 , BRI UINEIRZEREHIA.

BEMREATFARGSHEHEER  WLRRSHRANTEREXER. TERBRIHENE
i, BRATLLHP BRI A,

ZEEMAEEHER—EE  SERERSARGHNMN. ENE-ETEE
BRETIMIEHEFE.

R

BfiRER Agent , BARBD IHEFRISFERIRIT | MRS H/IVEIREE S AR,
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ET BT ORI TN, NEENSS | FERIENAL,

AHUTEEXHEIENEEDERYK | BEFIEN. FFRAZELESH

XF WebShell BTN , XK. BRXIEE.

FEAPERRSHFILE  BEREERERARINIAR
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BRILEFATE: 2025-02-18 16:02:00

REBL

REEL (Security Base Line ) IENTHERLER , BXRGMRSRLEBLRAHN—BREEAER, B FREBNEREORA MR RRmATE
SE4, QENSRERS. NSRERS. BUEE OORE NAEES. RLESTRARETREL  RRTESENRSIL,

ADHE

ADHBRIREERRS T —REERHNORERE , RRERFINRE. REEH, BRERA DDoS KESHAIMAIE TR,

WebShell

WebShell 2L ASP, PHP., JSP 8 CGl SMIIXH RN — M SHiTIAE |, BFRA—FMIE]. BEENET WG , BFESE ASP 8 PHP & IX4E5™
RSS2 Web B R NIERRIMTTIMHRE—IE , AGHEMANEaEskihE ASP 8i#& PHP /F17] , BEI— M SHUTING |, LUATI 4 MikiRSS 28R B Y.

ENEEREI

FHIEEE ( Host Vulnerability Detection ) 1§EF 41 Agent FEEHIABAIFRI—FA. ERARIEHRETTENRE , ERHTRIESRERERS , A
FNEBFERAE.

AR

B4 (Component ) SREBRAEMN , AENL2EEEEZIERSS. NAYNA Web 28, 4%, flg0 Nginx, Wordpress & , TIRFEHTIEIEIF Web EHIRFR
.

EREHRER
TEFIEHHRFIFREMART ( Common Vulnerability ) , FEIREREMFTIHRLSEF ARSI EMIRR , 0 WordPress B4 SQLIEA. fF Bash MIBFSIRAS.
RIZLTIiE)

SKRIFIAE (Unauthorized Access ) ENHEZSEASHII—RAM , TEEEXRSIKEXRSATHDKMAHITIRG | FIUNRERD. RHENDEERES  SEEHIAR
AILAEEIERIRSHITIRE | N ER 2.

BRER
BIgREMRSSAR L RDP. SSH B2RAE , HIRERIR IP. ERAFE. EXME. EMSHERITRMTNGITE  MIREERH( TS EEH.

[EEbss
RERAICFEERTANAD, BEXIHHTREEE BB .
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=

LB fEFNTE

BRFNZEEHE  HARSMRERE  TEERSHE

FNZzE (CWP)

BORETNZRS.

* RERTENREFBRLUIRGFSEAMRSGIFNRRS S | A ZeHRNSASHENRAT2MRE.

e Windows =558 E
* Linux =ERSSESAE
Windows ZIRSFZEEIRE

1BFChRA
BERISTHFAIRA

e Windows server 2012 , 2016 , 2019
e Windows server 2008 R2
* Windows server 2003 ( limited support )

FNREEFIRTE

MRoesssll  IRS3ER M IRSSERIRME ARTENER

=hIRSSEE.
ZEMNFR

WA 5% BR  x86 ‘gc ™
IRSSEE. 1B -
SitEES

Bz =IRSEE x86 EHRERILE
=ARSSEE.
RENR

BR= £%= BE  am Z;C M
fRS3E8. 1A -
SitE=s

Bif= =R arm ERERILE

IERER= / x86, arm ;L;m =

REEA

BRI N

‘wget http://imgcache.finance.cloud.tencent.com:80u.yd.tencentyun.com/ydeyes_linux64.tar.gz -O
ydeyes_linux64.tar.gz && tar -zxvf ydeyes_linux64.tar.gz && ./self_cloud_install_linux64.sh*

‘wget http://imgcache.finance.cloud.tencent.com:80u.yd.qcloud.com/ydeyes_linux64.tar.gz -O ydeyes_
&& tar -zxvf ydeyes_linux64.tar.gz && ./self_cloud_install_linux64.sh’

‘wget
http://imgcache.finance.cloud.tencent.com:80u.yd.tencentyun.com/ydeyes/download/ydeyes_linux64_
-0 ydeyes_linux64_aarch64.tar.gz && tar -zxvf ydeyes_linux64_aarch64.tar.gz && ./self_cloud_install_lii

‘wget
http://imgcache.finance.cloud.tencent.com:80u.yd.qcloud.com/ydeyes/download/ydeyes_linux64_aarc
ydeyes_linux64_aarch64.tar.gz && tar -zxvf ydeyes_linux64_aarch64.tar.gz && ./self_cloud_install_linux

EFERSBRERRE , BRHEENSIREESREES| , TR T ERE.

#iTs< , B YDService , YDLiveBERBHIE!T , BB,

ps -ef | grep YD

z3—g

EHEIREIRE , AfEA root BRFHITRS | BaliERF. w8 !

/usr/local/gcloud/YunJing/startYD.sh
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TE2  BEENRE

FNREATNENNREEEHTIHMENRT | SHFADXHHTENRIREE. B, WaRRERITAHTEIRBIRINE RS8R, SHEEEmE T AT
PRETIRE. ERSHFEEIRESFRE.

3  HEHER

EENEBENR  TRENRRORHEIERH TS | KSRGS RAIIESET.

TRA  HEENRE

BEABRELNZ2MR  IEHEH , TN EEHSHESRAEEMME , TEBAEEANE
G

1 BRFReEHE  EENSHE  SRE-EE > TPIR  S5ECNcRSEESEEINRE.

RS ERGIRT | AISEREHRIN LRSS | TOMIRIEE | SEEREE,

HNRGEE

* Windows &%t : {KEBE&12 C:\Program Files\QCloud\YunJing\uninst.exe , #Zl uninstexe {4, WEHRIETEZ,
o Linux &4t : A< ¢ if [ -w &#39;/usr&#39; 1; then /usr/local/qcloud/YunJing/uninst.sh ; else /var/lib/qcloud/YunJing/uninst.sh ; fi BDRTEDZ,

COVE =

RAAHERIRS KSR ?

EWB KRR B R e E B IRFS RS H At

e VPC M£&1E# : s.yd.finance.cloud.tencent.com, lyd.finance.cloud.tencent.com. u.yd.finance.cloud.tencent.com

e VPC W% IP : 169.254.0.55

o ERifZES  syd.qcloud.com, u.yd.qcloud.com. lyd.qcloud.com

o ERHMZE IP : 10.148.188.202. 10.148.188.201, 11.177.125.116, 11.177.124.86, 11.149.252.57, 11.149.252.62, 11.149.252.51
o EBTN=SMERAMIES : sp.yd.qcloud.com, up.yd.qcloud.com, Ip.yd.qcloud.com

o EBN=SREXAR IP : 120.232.65.223, 157.148.45.20, 183.2.143.163

e Ux[: 5574, 8080, 80, 9080 ( AMIATZHITA43i%mO )

EEFEEIA DNS , E4TIRE ?
EEAEBEIA DNS |, MFEEE finance.cloud.tencent.com # yd.qcloud.com HRISHIFTE TR ZEIA DNS,
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®H

o0 B[

& &

TEERRIFREETEE :

Z=iRAgent

Agent2—"ERASENRERFETHRENHE  BECFERIPPOZENL , TEERRERFERENT 2R LRIRS S LEENT KSR 2 =4
R, RNBABFPMSRRMRPORES | SN LR 2R ERT IS E S,

oy iz ak ]t

ETRIRSEHIIAKIRGIERD | ZinbhiPOEREMAgent EIRAENZESMAIRIMATE | B RRHS MEINRBIRE | WE—5K HRNRESMHHTOM , RiED
HrEEFREAgent FPAERIEZEFNIRES | ZRbHFP ORSRAITRBERS , BXRERIMISRBIEEEN T RS HREFNIEEMNEERN | =infhPF ORI R
FRFECUZIERZERBEE , BERF MR EHFER.

FBF&EEHE

REERPERINIRAERES  EENREOERENEEE. REMMENE. ReRBEE. ReREEESHARBRIFIEEIEE.
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e
Linux \(2E0FHER
IR EHATE): 2025-02-18 16:02:00
AASISESIEATHFE Linux NEEDBRFHEME N ERHNLSMEN,
il :
HEPERMASEHETEI AL , BRET ARDEEEFMmHTLE,
RS, ERNEERE
. RESEKEREOS

1 RERSFERARNAKFEEFASEAS

FNZzE (CWP)

o MBI  REEERK,. HIBEKF. MySQLIKF. tomcat IKF., MtEESERIKFEENDRESERRAEE , BRNZRDREZMEZIF.

o fRRFE  UEERIIRERAZARNAEFEE | (X AERNED.
o Mg : =,

2. A last FSEE MRSHAPERANIKFICT | WIARSEIEE P BRI

o IR | KEERE TR ESARFTENRE R AN SO a AR I .
o fERTE  MEAIEURAFE , alfER®m<S usermod -L FAFR ZABFEEER®S userdel -r BFRE MIRER.
o Xtk : &,

3. J@1Y less /var/log/secure|grep &#39;Accepted&#39; 4% , BEEEE AL [P FINERES :
o WEIRM | EERETEXNHIESARFF I NN R A SShER N a L bR A .
o fRRTFE : EFES usermod -L FAFE ZERAFEEER®S userdel -r B4 MBRFF.
o Rtk : =,
4 RERGEAXARASERO :
o WMERFATANEIEEAN (SSH, FTP. MySQL. Redis & ) EFABIAMKD , XEBIAROEENE S AN TEHTRIEHI.
o fRRITE :
aTEIRSZEENRIE /etc/ssh/sshd_config STHRAY Port 22 , E221EBCAAEEARO | BRI EEEER ssh IRS.

20—

BXHFTEKRT , FENERRS SRS LESNENNRZLEARE  FENEHNF , BITRERD , #FEESN FNR a8,

b.i=1T/etc/init.d/sshd restart ( CentOS ) &, /etc/init.d/ssh restart ( Debian / Ubuntu ) #3$ERFEREEL.
cf&3 FTP. MySQL. Redis EHIFEFECESHHISOAMKITIRA21, 3306, 63799 hinm .,
d.JRFENTIEERAY IP , JwiE/etc/hosts.deny . /etc/hosts.allowN3Z{4RBRE IP,

o WM &
v. 8 /etc/passwd3 it , EREEIFENKFER :
o MERE  HEESEERRHEESERRPE NSRRI R R SR s BRI R,
o RRTSIE : (EFR&< usermod -L RSB sEER®<S userdel -r BFEMBRAEF.
o JXUSE : AR,

= RETEHERIRERO

1. 1517 netstat -antp , EEIRSZHESBEARMIZNAVNROBUT , EF TR pid.
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° MERSEEAFELEHE  TEHEEESTBRINGD , SIMNMEHTIEEHTIEE.
o fRRFE | BRIVEIEEHGHE | iB1T Is -| /proc/$PID/exe 5 file /proc/$PID/exe ( $PID FXIRIH pid &) , BET pid FidRIATHIESHERR,
WMRFTEEHIE | MIBRRS RIAISZARD AT,

o [RpEt : B,

2. {3 ps -ef fl top BLEERAREFHHE

o iGERE  ITTUA LSS BRIMABHRAHM TR EEIHE SAAERS CPU SINFEIRAT , NeJse =iz,
o ERTTE | WA NEEMIRT , ILUER kill -9 #HER f SRR | BRI EMREHIZINK.
o MG : =,
=, MERSERNIT SR
1. {8 chkconfig --list 1 cat /etc/rclocal 3<% , EEFHSNIPEEEFENEHIRS.
o WMEIRI | BREFREESFIERRNEIM , AP XNEREBIRET,
o RRIE  MMRIETRIRE , a]fFA chkconfig fREBE off XA , ARMEE /etc/rclocal FEHEHFEME , B EIER,
o XS : &,
2.3 cron XHER , EEERFEIFAERMESHAE,
o IEBE : &F /etc/crontab , /etc/cron.d , /etc/cron.daily , cron.hourly/ , cron.monthly , cron.weekly/ EEFIERI S ATIZER.
o RRIE  MERMBRANRRITINES | ATEHARARSERWSMHA , (IRIFIEBWSHA |, cTERETRESAAMFREE.
o Mg : =,

M. RER=STGRR

1. MNRERRSEENBIEIT Web, SUBEZSNAERS | 5 ERFINAEFKFXNMERFNSINR , BRREERFE root IKFIETT.
o 1EIBA : EFRE root WKFIETT |, AILMRIEER FREFEIPEE , WhE LA ANnfEis RSeS| M IEmk.
o RRIE N web RBIRERIFIEEREER.
14T chown -R apache:apache /var/www/xxxx . chmod -R 750 filel.txt #p<E & MR,
o Xt : .
o B{R&E T/ B RUFRRG.
2. R IEER FRERFRR

o 1REIRAR : VRN E | BORARRAEENNAEFRHARE  FERSNREMREEE | SEHLMANEFA.

o MRIRITIE 1 WREBIAGRIRAGIAN ImageMagick. openssl. glibc % , BFRAILIREBNZEMEXERMHNZLBESEIESHIEY apt-get/yum FHTUHTEEFRIE
.

o RpEtE : B,

R B RIEPPRISEREIOT : *78  * Rig HTTP IRSEHNETHARFFAFAER www , LA centos , MitRERE /home/centos/web . Fik/EH5 :
1. BTSSR ERNIE B FAUGNFEETEER centos , www , ITTR&S ¢

chown -R centos:www /home/centos/web

2. REMIEEFRINRA750 , 7502 centos BFSERIABIESHITAMIR , IRE/E | centos BFAILIEHIBR TR , MFREREENTRIR , XtFF48EHAR
=, HERAFREEHIUR.

find -type d -exec chmod 750 {} \;

3. REMUGNHIR/I640 , 640f5RE centos FIFXIMUAN A EXNAINIR , HTTP IRSZ3EREEECHIUR | TiEEXM , HERFZEEINR.

find -not -type d -exec chmod 640 {} \;

4 SN BIERREUERR, a0, Miti—LEFERMBELS HTTP IRSEENIR. discuz x2 #Y /data/ BRFHBAES AR,

find data -type d -exec chmod 770 {} \;

WRFRE - BRmERMEX 5517 T #591m
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WNRRHNR MY

o EFMEM SSH BRETESR | MO SR,
o TEBRSSRRMIGRIE /etc/ssh/sshd_config SX{4HRRY Port 22, 1§ 22 {EEUAEMARENAIRD |, B2 /RER SSH fRSS. AIERMTHSER !

/etc/init.d/sshd restart ( CentOS ) 8% /etc/init.d/ssh restart ( Debian/Ubuntu )
=3

HERROR , FENERRSHEHE ERINENREEERE , FENERNFHTYMG , FEEESN R InZ2EMn.

o UNERWR(ER SSH BRHHTEE | R — NFED.

o TICHFEFEIEEEA (Mih, FEH. tomcat %) . ITiE SSH. mERE. $UEE , FERESHEFA—HNENE.,

o THEHE—LFHRAILE) (TLMERZHE) © lgtwo-threeMiles3c45jia™ caser, lanqiu streets

° TER—YHBEOSHRG , FTReRBEATFNIEHERNIFNE REEEFFERING : 285 +HBH (coca-cola2016xxxx ) HEFMIE (lamagoodboy )
o (FERLATaSHRETHAMLHOFL , XAIFSHO.

netstat -antp

o BIBNZEMEX-Z2EMXEREAIEFHIE IP HaEEaEd4mIE /etc/hosts.deny . /etc/hosts.allow FIANSI4RERHE IP,
o NFFEFREAEM root R, 540 Apache. Redis, MySQL. Nginx &2 , REFRELL root (RIS TIETT.

° (EERGIRURRASIETE root SR THEFRR , TR GBI RmRREGAE root RERMERERETJ.

o RESEHRFHFTFARNARERAMA , 40 Struts2, Nginx , ImageMagick. Java &,

o XIFRIFAEFFRIITTEEIEDIAE | W1 Redis. NTP &, IRLILEEETE , AIXAXIMNEITH S,

o EHEINTIRS SR,

o WEENISHIBHTRIEENREED  BREIIWNEELERE.

* [RTEAY home , root BRI , BIARHED /etc FIRTFATFEUER /var/log BR.

o LEBAZSHMEXINZRS Agent, EREWREE , T THRESKIEER.

iR :
WL ESEIIREEHFE HRIARE | BB RIZE A R TR,

WRFRE - BRmERMEX 2518 ;1 H591m@
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Windows N{EE[0]HE R

BILEFATE: 2025-02-18 16:02:00

RSB SEMTHFE Windows R,

RN BERANERE

— WEKFASEOS

1. BEERSHEERAXNAKFREFESHS.
o ERE  TERNERREERKF. NLEEIKF. SUREKFIUIREMMAERER (FTP. Tomcat. phpMyAdmin & ) IKFEEFEEAS.

WiBA :
IKPBIEENIGEAKRE. N, BHFH. BEmmN12 - 16(UMSRER5 | ol ERSEA RS E R S

o WEE | RIELARER B THIA.

o NSt : B
ii. BE MRS BANEREIERFNRFAS KA,

o MERE | —RBEENSERFKFESEAEBRARREHR,
o WESE FIFF emd BO , HIA lusrmgrmse @€, BEEEEEMIENIKS |, (1B EEREFAER ( Administrators ) BAYFHIEMW, , 1B ZBEVZEFEEMIERE,

o RSt : B

iii. EREFAEREIKFE.
o WMERA  BEATREGE  FESELRSHERIEREK, , BEKFEAEBRRNEEERER.
o MEE (BALUET TE LP_Check 22 TEREERAREK, )
A fEREHIFHET ( IERREER Win + R) |, #IA regedit , Bl IR RIESS.
b.#%#% HKEY_LOCAL_MACHINE/SAM/SAM , BNATSEEEIZIATAS , ARSESISFNUR | FIFIUREEEC.
CIEEHAIAR (—A&J9 administrator ) |, IEIRAEATEIEE , AEHE  KiTEMRRER.
d.BEXRFTFREMZERIERS , BIATIERR HKEY_LOCAL_MACHINE/SAM/SAM/Domains/Account/Users,
e.ff Names I FRILIBERISEAIFFERAFE | HIAIKF B0, | RISMSHEK, | A RIERFRFAIEHET |, THRILER.
o NS : B
— eEEEHENRO
1 EREFEERHEERRE AT,
o IERIE : KEERENRRARE  HERSETERHESINGHITER | BEDTINRAIEHE | BRI H N EA0EHHHTE,
o IGEIE
a B RIRSSES | IEFR > BT,

biAN cmd , ZA/FHIAN netstat -nao BE FIRSSHREDHRIRNAYIKOH T,

WRFRE - BRmERMEX 1970 #591m
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CHFHESEIERE MBI PID HIZSAMAHERSAIERHE , fIaNEd PID SEE NETXHIEE | MMM | Sr LIS AR E S 1REHY

Process Explorer TE#{THEE,
o NG : R,
= EREREF RS
1 M ERS RN REERENEE.
o MEN | KEEEANRRAE  HIRIBTEEFREIERRFHT,
o IWESE:
aBRRSE | SGIEFHR > FEER> B30,
b ZNABR FHEREE—NEER  HAREEIRUSEFEZERT.
CIEETTIA > BT, N msconfig , BEEREFEGSRENBHNE  EFEVNHIESSRENEHRE | HEIG < RRIEEMR .

dEEFA > 3BT, M regedit , {IFREME , EETHSHRESES , BEIEENT="NEMEMR :
HKEY_CURRENT_USER\software\micorsoft\windows\currentversion\run HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Runonce 1 EFMERAMNEESEENSERNIRE , BEBEMER  FHEINZERSRIEHT

REER , BAERSHAD.

o XS : &,

2. EEIEEEENIRIE.

o WEWRA  WERZHFSME LNEEIRS SR BRSER T RIES.

o WETE:

a BRIRSSER | IEFFR > 1517,

b#IN cmd |, 2AFHAN netstat -ano , 1ERSER SN LNECRSHZANSIE | FHHIARDAEREE. WA schtasks , 1ERZEEPRIHIIES | FHHIAR

BAERTHRIES.

o XIBEME : R,

. WES=SRERE

1 ANREIRS BB TIIIMI IR (WWW, FTP &) |, ISEXII4#H1TECE | PRAIBIFIREFAISUR | LB RMSESHFSEUR,
2. FHEBNZSREX Web NAFKIE PR, &5 Web MAGFKREA.

AR

RSN RIEHRIRIEERSE ?

REAMIARTE | GHRAHSNENNSR , WNREBETERTE , RFNAERRENRERS , ANAHREZEREHT.
SR LERISE R SRR ?

1. BB RAKFIERLH SRER (EPENEIA—H) .
2. BEENANEERERD |, BENT
i TG > BT AEEIA regedit ,
ii. FIFREMER | AU © HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server\Wds\rdpwd\Tds\tcp
iii. KEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Tenninal Server\WinStations\RDP-Tcp
iv. (£ FAMIAY PortNamber {E,
3. REBN=SmMEXLLEMNER T B IP Z88hRrRamini.
4. BREHEESEIENUL,

WS : BRmEmEX 5520 T 591



O BASTCE

5. BRI F RGN A FRRRFFEFhRA (40 FTP, Struts2 &) |, BiLEARIEFIA.
6. KEENZEMEX TN RS Agent FIFHES R TERIMETITM,

Linux ZFinEZHAFE

ERITEFIYE: 2025-02-18 16:02:00

FIGFHESEHT Linux EPRBEHIE | GRS mtiEREH E R NGRS,

WS : BRmEmEX

FNZzE (CWP)

5821 T H591;
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B FimtiEREaHEE

L FEREREHEREFE. BN ps -eflgrep YD ,

EERET  FNREFERMHE | FERx

o WMFHEAEFE , AREFAELTER |
o REBALEINZEHEZFIRTRER , BRIE REAN] REIE3| , #ITEPRTE.
° BFRAREHIIREITREE RS , SEHEREEN.

N

. ERGSHRCRELNZEHEE R, IRAUT A FEEFREERENRE

o AIEEEFIRHSE , FHEERE : /usr/local/qcloud/Yunling/log .
o AIHYTES : sh /usr/local/qcloud/Yunling/startYD.sh EEiEH L LIRS,

MBI FEHFE

WNSRHEFE |, BENREARELE KO FREENENE | BRBI TR THE |

L NERFTRAEENZ S , TASHE% DNS, AIIBS TN TaT  HEEN RSB IAAE
o VPC REFIEARSEEINE : telnet s.yd.finance.cloud.tencent.com 5574 ,

ERERT : REM FERRER.

UNERTTIEBA
a. ALA=IRIEH dns nameserver =g : ‘vim /etc/resolv.conf ' nameserver masteritsiit’

b. (&X5ERkE . EFiffT telnet s.yd.finance.cloud.tencent.com 5574 #&NIgEESIEE.

¢ MRAILIEE , F5/10ME (HERKERENSERNE ) | EHa8EE2IRIRS sEH L&,

o ERHRZRINGS (3F VPC LAYBRSSEE ) : telnet s.yd.finance.cloud.tencent.com 5574 ,

EEERT  REMN TERER.

WERFEAIA :

a. afLAEIRIEE dns nameserver Z2E& : 'vim /etc/resolv.conf’ , SIBEREBAT nameserver ZERERE , BHIE ‘nameserver FE& , BfAREY nameserver ip #8%R
=, B0 AMARSE](/document/product/292128/5225),

b. 188 ZehkE | AT telnet s.yd.finance.cloud.tencent.com 5574 & MIBETIEE.

C. ARATLUEE , FRENOHE ( EKEREREERNE ) | EHeBeERINNIRS R ER L.

2. P ERERIRORED , FREAE Linux Z2FIRFFRL TCP im0 : 5574, 8080, 80. 9080,
3. NRFNZ2HEFE , BEFAERTRERRSHNEFREL  BHIEEFRAS (HEEE : /usr/local/qcloud/Yunling/log ) 7 1232 T & #1TRIR.

WRFRE - BRmERMEX 8822 ;1 H591m@
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Windows ZEFinEZ%HFE

ERITEFATE: 2025-02-18 16:02:00
EFimtEREaHEE

EEEENZDHEERFE, 117 Windows (FEEHEEE , B2 5 YDService.exe HIHEERTFE,

L INSFHEARE | TJReFALITER |
o [REFBALCINREHEZTFIHRTHER , IBIRIE WEN] KIS #HTEFiRTE.
o EFimAlRetHMEEINREE R | SEHAELBRE.
2. HERSE
o AEAEEFIHAE , FHEERE : C\Program Files\QCloud\YunJing\log .
o THFTARS © sc start ydservice FERHEITEFR,

PLSEIREHEE

WRHEFE , BENREEFRAES  ABDRREMBE , SRR TREHTHE

1. #0& DNS 2EWIEY , AILUBEHUTIN FaSTiTHEE , RBEP—MREIEHEER , NZFRR DNS Fak
o ERHLE T (3F VPC IRSSE8) : telnet s.yd.finance.cloud.tencent.com 5574 ,
o VPC fIEARSEETE : telnet s.yd.finance.cloud.tencent.com 5574,

2. ISR SRS | FEFFARS574. 8080, 80. 9080imM,

FNZzE (CWP)

3. MRFNZEHERFT  BEARHTHERESHNEFinEZ 5185 FimEE ( A . C\Program Files\QCloud\Yunling\log ) 222 T & #{T&IR.

WRFRE - BRmERMEX
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SREERNBRIREE
=3l

BILEFAYE: 2025-02-18 16:02:00

1SS

APEEEENZ ST X ARMRS FSNSFEERIEEIRE | TLUEEEE N

EEEEES
LEENZESMERKS THRSSHEERITAN , BIEZSRERENZLEERMAREZIEGTERORE , ARESHE IS ZER RN TR 8'ER", 7
filA SERTEEESIRRE,

WiBA :

o RNMIEZRRERN B NEEEREN  TETRETD> FEREI®ZE.

. BEBERAREREKTE RGBTSR ERNGSHIE.

QbIELLR

NN EERELRER | BRRR TS ERHTHA

1 BEARRERTIRENEEER.
o B, BHZEFCRMABRER  RERZERITABRKRE  FE-E5E,

o &, BIITEER2,
ii. BENIBEER  ISHAMERSHEENSEERFN  EHTABERANBIRRR , 2GS SREBLNRS SR LRFEINEXEREIE. ZUsE
Linux NMREERHFERE F1 Windows NMREEEHE B IRS2EHITHEMHE.

INE7SE
EREALLETATRIEDS | LIRSSt

o RBB|REAS. N\E. FHFFH. BFER12-16[HEHE0.
* (EMTARSSEE Linux RFEVAITEERIRH , WTATR « BBOUE : /etc/ssh/sshd_config

Port 22 #fESE=1TESEINT , MRAEBEHS | BEMER | EX0965534LITRIAT
RITEIASERE A vi @< | 8 sftp TEREIAMER , EREHERIUTHSER ssh kS.

/etc/init.d/sshd restart #centosZ&%t , EfgsshiREZHS
/etc/init.d/ssh restart #debian/ubuntuZZ4 , &S ssh REHS

BHERMEXFEERLANE , ENETHEASHENGRD , FEWETREINYAERD |, #EEsE tlidwad,
EERIRSHERGNE | BUFEBINE .
FR RS ERELENIINRG T ZeEFimitE A FIESETRS , AASINEE  EREER , RERIREE,
REIMESRRFBRFEMNS Web BHEFENZLIRRE.

EA

HFN ERRSBBREAZ SN | BEUEHERZENG , BHREHRBEENSTE  BUEHHFRRSEZARNZEKIGREESEH  LHRRERSEEIREESX.
VS AETRA. ERESMNERRER , EENEEBTHIFRRRE. CIEZEIRRE. BEipRR

WS : BRmEmEX 524 T H591W
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COVI
. BETUXERMERON?

FHZe (CWP)
ESESEEERE e

MREABREFEERNELERN , CULRERSERARE , IBFXHAREERSY

RLERATH £ REESRN , BEOKREE > FNESR  SEREISHR P MBS,
KAREEREL £ REPOTE , F

TR AKA |, HEGHDLE

LIN"SE 5 T8 RIA.

WS : BRmEmEX
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& I [E)RR
MISEARZR

ERITEFATE: 2025-02-18 16:02:00

SMAIESEEN R 2 E IR SHRANE ?

AILUEN FZEMEN #TFR,

SMEIREAEN 2 VB aR ARG ARSS ?

BN EINEENE , EERIEE | AN CHERAIENBH TN TEE

o BAhR-1REITHER | BRHTRSE XATWARIRIE. B9 BRENERMNERBINE | KT | XIDERES-1 (ENELNENER | AT REN
EEHERIZERTER ) .

* Blk-BFOBMIEMR-SFER | ERTHRNEE. B9 SEaENSRNE—REHNS.

=3 -

° mIRSHIIFNHEBE | ENRETURR/IEARIFEAIS B | =RHRARN AT LIRS ERME.
* XAFENZETWIHRSEMFRSE | SABREEZETNNS R REERERS.
o FReRENRSIIWLARINEE | SERNERIET EN. ENEETHLXR.

FARIRSES | MUSBRIERENRETIWFIFITEA ?

EEENREEFIGR FIEE G |, FTHEMFERMFRIR | SHEINR SRS S ENFRATUNHRR | iTRPSENEREEENZ2 USRI FITA,

FNRETREDRSHMBR S MmN ?

FREEEMBREFRANTR BT AENGREE  BEEFARNEE T2 | RIERRRE.

AEER RS RN R LT iR?

BR HxeEts  AENSIVEERETEE > THFIR  ERSEE  HEFENRNRRSEATEHR | SHTARERR | BB RPIUEERERHTE.

WS : BRmEmEX 5526 T #591m@
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SRS

BILEFAYE: 2025-02-18 16:02:00

mEEFNEREEREREA ?

75 | §R00:008H., IWREE : AEREH.

A4 Jar BAANRIRZS R , SIREUERARERA—E?

Jar B3EIEIR | 40 struts2 iERAMENIREL Jar BIE1TSEEMNE , RETRSHEFEENEIRRER | 1IE1TIRSH Webserver X3 Jar SRIINED s INEANERSN
. ESIEAERT | struts2 IBRRATE Jar BETHA RGNS , RS MNMIRGNEREFEER. BEEER Jar QRREHTZREN | RIENERAE
HE.

FNZeAERESD ?

o ENREEAAR : BERIERN,
o FReTR . TEENE.
o ENREHEMN - TEENXEE.

SMRIRI ARSI (A TAb T 2
£ HER NE , ARSI AT TN
o Mk BESFADHIEE | BAADFFIMITZM.

o (B : BEHUTEEEREE | FEENR AN RS ENZ ST,
o [RE  BAIAASHHEEAD , CHFEPHERRNFEE  BRNZHHTIREIEE | EZS BRI,

BRSO RS ?

HERZEFOHE |, BEEL LW K.

ZeEGEFMREEE , SARTEN?

ZeR&ATRIRER  BIEN.

FNRLELEN REL "ELLHE ?

1 BN\ ReEL TH  ERRET AN , BERFFITHEEFR | BENZCNIAFIERE.

2. EFFIETUE , EEATERIRSSES P, BEIEE  ENGUFETE.

WS : BRmEmEX 8527 ;1 H591m@
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3. FEMFERE |, SERNEL , AT EEZELANI MY,

FNREENFAARDSFRLEEHITIEA ?

&, BENRLRAAD, NSRRSEEMIENTL , SETURE. BE. BMadUAESRAs I TEERN , BRSNEILE BEH 0 #TRE.

WS : BRmEmEX 8528 T H591m@
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INEGERS

BRILEFATE: 2025-02-18 16:02:00

NPT

TIRSHRNEEBLEEE ?

o MISSHrhlT - BERE. SUHRENERS | SBIRSEIENN | RotREE.

HEWETE : BEGREIEEGEATTES | SRS | SEEIRMZIR. BRRX.

WInE#HR - BEANRERSHEEBIENFTTEIMEERRASBIEH TG | MR TEESER.

o RBFRE | REEDRSHPIZTIEN 125, DDoS ADER | HEABRARR , SHaRSHIERMERRS.

IR = RS SE M\ R 2
. REEEEGRERESIEXTE,

o IRERTD , BREMILE.
o EHIIEIKS. IR, WwOFREE FHZets NEEER.

SIS R R AR ?

PrefaiEEianT

o RIRSH/BWRENKE. INE. BHFEM. HFEMMI2 - 16(NERERE | ol (EREBBENLEEhERESRED.
o MBR=IRSR DRENATENAF  BNTARTEERNAR | BREMIRRENEILER.

o EBIREERRSHMAROSHEIBREERBRER.

o X Linux RARNLLHTTERRERATRER , £ULEBEER.

* BRZSRETXFaRM 22AE | ENERTISIIENRD , REXBYTAEmNAER.

o RENAAMFRUZ O ARSI , FIa0 mysql. redis & , EEERARMISEEEEESMNRIASIE,

o MNFEHIAMING IP BEE , BIVERTLEHERFNERE | FIERTAMING IP ZIMIFE IP FERIER.

R

HIFEBCRBFBRFANZER , TUBERINERRSHRzZ KT: . BELEREENRe. ENERHTFRRSHEAZAFNL KGN EIEED , DR ERSEE
EEREFSFATA.

AN =PRSS RE BT EIETE ?
B, T2 S AU R R LR LT,

RESS(E)

Fre R NFEARDSFREEESHTER ?

=, BEENRERIAAD. NSRRSEREMIENTL , SESEAE. BE. BMAEdMERSHTEEEN  BASETE BRSO #TRE.

REEAINMHAS (R ) aERRR ?

BRIERENHFAIARDZM | B TH RREREENSMEXZ2E , BN SRMEXT2FRESE.

WRFRE - BRmERMEX 5829 TR #591m
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AR IEAR S Ko fm s S ?
. BRI RAD SRR MR R,
. BHMEAD, FETEFEEESAGIER , BHENSE LREFESOS. BRESHERFHTIES , FRMSEELE,

o EROREREUREADIRMERITIEE , BIERINIERMIRRED.
o EZEMF, BEEW RDXIHEFE,

REERRTR

RS RETERREEARR?

ETEERNERESHITREERYN  BFALEERICR. FFEERAASR , BURCENE , BRRENaRSHEHTIFANZSNE.

[

EMEREEREE ?
1 BEEAZREERERAUSEXRARKTHER  HFRIVSEXARESR  EEHCHARESFEAD. RENFSBRESER  SEFEEN , BERATE,

2. FANZE R EEFEEDRERSIIER | R TIER.
3. HIENRETHIERK S EEFAESEWSTAPRS SR, | RATSERAWRAEEEESR.

ERERITARNRRNASEER , ENTHERRE ?

ERILER THZ2EHE  ZANSHPEEAREN > REER  EREEINH , KAKEIREERNCR , EaliRFEth , SEMEER , BIEEXHM
BERASE  BATHERIRR.

\ N Ale, N
EEALKASEERIQN ?
TAILIRAREEFRON, MREMERNREERNEZEN  SLEERRRFMIZIEER , ENEOSEEEA , BMELSBROT

o FRL: AREEINE , EHFASAEE > FNASR  BEERMIAESE,
o FR2: AiREPD > SERETNH , RHIRREERNEERN SERE o wRRE R,

20—
WEGHEAE | BN R S E RV ELEA |, HEERE.

AN S )

IRSS R B IR A 2

BRMRFSEWBEIBIERL , BRSNS ENREFHTHE

o HFENSRTIKFREFASEOSC , BEROSRERSNENHRATANLNHITER | ANTENRELZEBEF T HRREIRARIIXL.
* FNREC LLRIWEBMINGE , AT TERIE.

R RBWE IR R TN Z R AN AR ?

WRFRE - BRmERMEX 5530 T #591m
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THRRAINE | SRS AETRCHRRENEHE T T EITER.

* MERRSHZSNR , EARERCRNKFIADXM , IREFEEANRIES | FHENDIRSHEREN.
o RELIMENREEEREN RS HHATER  FRESIEN  REFE. F. FARFAMEAS , KEELSURLLE.

BEIP AR Ce S AR

SRS RRRIIP RS B B AR AR

B EmMEXRSH[INLZLEFIAEERSR  SEREETEE , BEN THINReETFmtTRE | BEARTERENT

o =ARSSREERA T PIXIEAN.
° SRSHTETHSERLMY | SHLEFERFRBIAR.

WiBA :

HIERFESES M Linux ZRIRELHFE 5 Windows ZFinEE&HEE.

WS : BRmEmEX 2831 T8 #591m
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tH PR e
TR

ERITEFIYE: 2025-02-18 16:02:00

FXEFNEN BL RS ERIBERIR LR,

B

FiZeNZ2PEIRNRRENENZSITS. FNENGE. Z2MPRE. XISEBLURENRZSTHNNE | BEREER  HEETRINZSEMEMER ; =MH
BESINENZ2THRIRSEN , BIEHREERS NRRE RS  RIERENZE,

= (=}

B{Figrs

BRENELRHE , TENSI , SEROME , SAZSIATE, RLMERTRHMRL ARSI | SEREBT
TR

1 AReRSIREF |, BRENENZEITOREREER , FHEHREGMEAND, BEZ2XRD 794K |
o NERIEW : SEANRICUERI7NINEE , IXHER. SEER. BER. TEER. K38 Shell AHEN. SEm<  GHAHHNERSEFIZMENLL.
o JREXEE : EIE Linux ZHRRE. Windows RFtiRiE. Web-CMS iFiR. MAIRR , &HFHEFMIENISSRIZmENEL.
o EENK | RGETHELFMERIGEFNZ M ENEL.
o WEME : FHIEFHFMEXISEFNZRIMEN L.
2. BEANE | ISTHAKSAMEEERE  TUEBAREN. FREKE. EENRAINEXEEREE. BEOERRRR  NEEBEEE AN IR R,

FNRERELND 3 ER -
754 TRITS FIREE REGLER
1 90% - 100%> zeE R SR  BREURRS , EHIKIE.
T 604 - 895> B BEFERERENE , BIVEREMERSEM,
= 204 - 5943 qae BEFETERENE , BERRMEBER S,
BA :

FNEDRERMETDREIE 2053,

RL2BUHRENOM , RESMEROERINS N :

ZEEM (FRMETE) 3/ EnE&AIND

fi==) A, BB, IR, 509>

S BREEE. Bl RWER. AR &3 Shell, BRGSO, 1093

e ElERE. Preiik. 3%

& e, KEiL. 25

Hith EAbhR (AEBHHFRTE ) . 1%
REER

ERLBIREET , BVEXF=RINGEEN. TURE. ERBNFRARHER. REES  ErReEREAERER. RERNERNSERERIFRS.

WRFRE - BRmERMEX 5832 T8 #591m
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Eeia

1 fERepiriset . BRRENREMNRIERME (FR5-RE-1a- 0L ) £ERRSE  ARCRTENRBNR SRR, SS0hIFISHE a7
FBERENZEMER  FHRHEZE RIS REGNEAD.

2. BEA LARRERETE , Te2MENHAUARNFARTEFFARS. R2KE. INRLHF. 2Bk, 228, 2NACE  EENRRENZSIRESE
BREENZRZ,

BEHFIFAE

EpsIFiEEIRET , TEEERIENOH. EAENSHE. XNEBEENENNE. REZFRNENL , BRCirENS. SUiRSE. ERSE. BSoER
BRI RB ERURAEE | RIS EHE. HmEEERIE. RREERIaIRZES | EREER.

iR :
T ERIREVIGIFFEEERTERES |, "B ENE XE8aEWhREN.,

FRAEA :

o BEA EI5MEER , IERETER.

o BEALSRAHL  BrRENReRRMHIERR. TR, BERSHIFAITIRERILE.

o FERTEEFREINS , BERE  RERTRESIS.

o BHEATHTANNTRY BN ERANRESHEN | TEEXIRAERS.
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WS : BRmEmEX 549 T H591T|



X BIHSTCE

2o -

o sRUR : REEXHERTNREEXMMEEINR , B TIRHREXXMEENS0.
o WIEFMARME , FERHES e AR,
o ERSESTEISESIIRSES | IEIAF APPID TRIBIRSSEFINEEZEEREM | BEEEE,

4. REFTMHE  TEARREEIIREEZEY  BEEFHIRBRIZEAHISGIISRIRC IR RS M.
5. AFREREENH , XEE B TSRS,

FZE (CWP

o it | ERBENOSRSHHEXEFRIGEER (SMXRFREL | 58 SMNUSTERRERSIE ) it AITSHRESS S IURETIHIE.

BENREYIRFR  TOSRFIRLS  TREVRRRFR | ERESHNE  BERE  AEREMR.

48 ERFASRNANREE  BEHE , TYEENRERHRTRE.

RS - EARBIIRT , SHFICERENORRFHTHR.

WRFRE - BRmERMEX

5850 TIm #591

)



X BIHSTCE e (CWP)

[z5EShell

BT EFAYE: 2025-02-18 16:02:00

FEFRENBIAXSEE Shell IFEHTEEIMNME , RAESEWAELIZAEE , BT RERAITFAIREERTA.

JeEm e
B ﬁ{nl%\

3% Shell JEERETBHNZESHMEXRERARSHESFE , WIRSEE LAY Shell RMIERTAMITIRENESR | AENEIRSEIRMRE Shell 177909500 t5is6EA,

AR

[23% Shell THRE(NEWARENSIF | ERIRFIARIFENIR TSR 7 AT ERZIEE.

BFTR

BIR

1L BRINRSENE  EENSHE , EENRRN > 58 Shell | FHEAR# Shell FSEH4FIRIRERE.
2. #2558 Shell B SBMFIRTRETHE , TEARM Shell FHFIE | ABHTIEXREE. ERMPIFTFERE , IEEAERE Shell A9IRSS3E IP/BR, EEHE. KIS
B, RS (£2EB, FLERIMABRR) | B (FE. MABSRERNRCR ) F1240FR | BRIRFEEETHITEEX.
o (S : [R3% Shell EHFIRSHSERABEERNEM , SHHERFRITEEN (SN KREFREL " 918 , SMLERSHREESE ) S, BISIHRIK
T (288, FHERERIA ) RS,

BEEMIRESIRFR « 758 Shell BMFIR LT | Bk, ANRBIIRERFR | EETHE , BEIE , AIEREMT.

BHHSH « /R34 Shell IR LTS |, B, 553 Shell SHFIRSH.
P | EEIRR3E Shell BHRIAMIRELE | SEFE  ITEERM Shell BHHFS.

INBBE : INFH5/5E Shell EHMAEES , JEBRR Shell EHNAMERFL , SE0E > MANBBR , WATIRGE  EEET , RERR , BrEzkE
Shell EHREHBR RS,
HMRRISSR : 58 Shell SHAFIZRSTIFIIR3 Shell BEHHITHIRR.

3. /58 Shell BHHIIRSSES 1P, ATEBXIRSAEFHE.

B2 REE
3% Shell HEESTIHANE SRR | BEREAGEFM  FREERMHSMHRCHBRE,

1 BRFNReEHE | AENSHE SRR > 38 Shell , #FN5# Shell TTE.
2. 7£'[%58 Shell "IUHE , IEEERREE > FIERA,

WRFRE - BRmERMEX 8551 T8 #591m



O BASTCE

3. EAINERE TE , RERE Shell &4, B : BinENl. BEEEHE (SHFSMNHER | LIESHESHIE )

SE0R8A
o IP BF&SE - 84N IP (127.0.0.1) . IP 5B (127.0.0.1-127.0.0.254 ) . IP RJER ( 127.0.0.1/24) ,
o IO : 80,8080 ( S MROFLUEESHIR , FIRFOIEEBES) .
o DEEANEMR , FERISHEAERTEZHR,
o EIRSISTELIRSIMIRSGS , BAF APPID FHAIRSSEFNSEZARREM | HEBIERE,
iv. RESRE  IEARREENEEEZEN  BESEMSIRHRIZE NS GRS IR AE 8BS,
v. EEB R ETERRE , AR TSR SR,
o ik : CEBNASRTIHEXEFRIFESEN ( SMREFREL " 218 SNETEREE RS ) k.

o BEVREFIERFR  AOERIRLS  BE, TRENRETFR  EETRE  BERE  BEIREMT.
o HiE  EEFORRNANERFEE , SERE  FTYERINESRHITHRE.

o MR : EERRIIERT , SHENCERENEESHITHER.

WRFRE - BRmERMEX

FZE (CWP

, EIRSERZ R EENRSAEE |, BREE.

8852 T #591

)



X BIHSTCE e (CWP)

=R AN
EﬂﬁiHDTZ
SILEHAIAE: 2025-02-18 16:02:00

FXEG AN BIAEEFHEFRRHSEMHIIE.

ETBHaeMERRERARSEESHFR , TNRETNRATGSITNLN T | FETEIRERNNSSRREEHTERYS  ERlHSEHS R
R SERT AL,

Elli=SEs

e STRENEWARENSS | ERRFIRBFENR TSR 2 alfErizIiee.

BT

EiFI=

1L BRINREENE  EENSHE  EEANRRN > BR®< , #ASRHONEMFIFRTER.
2. EERaSHBEMPIRITER , IEESEaSRUTIR | AHTEXRME. ERMIRAEURTRESEHSEMHIIRSERIP/ZIR. MR, SdPRNE. RS
K. HORE. BOEKR. REME. MRENE. KERBESL2NFR | BRIERFRAIETEEL.
o (HEEHE : BEGSEHYIRSUREFASEEENNSEN  SHHEXRFRIRSER (ST XRFRSE " 9F , SMNIBTEREERSIR ) S, RAISHHRE
IR ARSI

- BEGIETR  ABRHSEHFIELS  BEsing , TREFIFETFR  EESAE , HERE , BTRER.

.« BAFIESH  AERHOBHFIRLY , BEring , THBRHOBHTIRSE,

o ¥E RIS TEERRGOFHTERIRENER.

o IANBBE : BEE > MABRER , THEENGSIMAEER | BEZG SBRIITISTBrEEY,

WiRA :
HABBHSBEMNmS , BEEIERATSIFEMNERENRA | BAILFEAREE R H LF RS TINERE.

- CFIMHE  ERFEFIMETARSBHOFM  TISIZEMHRCATTINE , T4,
o BERCR : TFBKaSHRaERHSEM  NEHSRE TR  MrEEIEER.

RFAEE
BRI , BERBMU BRSNS TINC R SR.

1 BRFReEHE  EENSHE  EEASRN > BfHS  HABRHORE.
2. EEERSRE , EERFANEE > FHIEHN.

WRFRE - BRmERMEX 8553 T #591m



X BIHSTCE 2L (CWP)

3. FEATIEAINUTAE |, IEEAINISEE) (RBR/ARE )  HEMNSRMENFRAR  SREMIRSEE , SHFAEhEEMEaNAa.
o EREENN , RSB —BEaTRSRNENRAN  WEEReSMEE,

° BEREMN , FER VIO IREEIMRS F/EHINEERE.

R

o ERSESTEISELEIRSEE | ISR APPID THIBIRSSEFINGEEZEEREM | BEEEE,
o IENEIRFHSFABLMRENFRAR , BIASRHS ([ ENFRAXETIREERGS) .

4. REFTHE  TERFPANEEIREEZN , AEHFIRDHE RS BN S SEINC BRI SR,
5. FERFHINIECETE , AIXSHNIEH TIREBRERE.

SPERiGAA

o ik | SEENBFANSHHEXRZRIGEER ( SMERFREL | 9% SMLSIREREERSR ) Hk , RESHRRIER (256,

1%,

B RERIETER | IR LT , Bdeing , IREFIRERTE WSS SRR , RIENRER.

48« TEMNIZIRMANIRIFE | S8, T S eI THRE.
RS - FERIFIRG | ST EECEATRHI TR,
o ERIRE MBS  SOFRENMUNERRTS , IERARSS  BEERX  REZANEEEA.

WRFRE - BRmERMEX

=, PRIE) #T0H

854 T #591



X BIHSTCE

RS
BRILEFATE: 2025-02-18 16:02:00

FEAENBRREENTIEERE , B EERS R PAIRRKG.

R

FNZzE (CWP)

FAENZLIFIERIEREN (Windows , Linux & ) LATRIRETEMEFIREMHEN, FNRESHEHEEFNFIRBRIHTICN , RISHS2MRIRRENE |

AINEIRARRIKIG. . FEFRREERNFER  IMHFEE I T EEF b ERRSETHIRRNG.

PR 1R

o ENFEISCHEGFENNEN (TR ) | FRIRREEIEE.

B EPEIIRE ST AR EN.

THESNESRR © Linux ZERR. WindowsREGRmiE. Web-CMS iFiRE. MARR.
FFEIESRNRERE : Linux RARRE (285 ) . Web-CMS iFiRE (#85) .

#E&{Fier

1L BRFNRSEHE .
2. BEAENSHFNIRREE , SThEERPIT.

b=
ERFEHRX R | R T , RERRNAR | DAIREER , RARERRRG TR,

o BE—RIOESTRIOERENES  ATNAREENRRES. BRER. SmENRK, AMRSHTERTIRE  REFTMZAAME,
o BEOESESERGENRERR  THNRRREEE RSN | CRENETR. EREEE. RESRARBREIMTIRE | REEAMAIRA,

o BEFETES L RIS | FSIETE POF 3HEIRE. Excel LR,

AR
ERFERSXES | B TmEGT, SR (EARIEE ) P MRS R S BTSSR,

o ERXTRE  MHERKTRR (AXIMEE. TE/SeiRE ) HEE.

o 2EBREIRE : et Linux REERRE. Windows RARIE. Web-CMS iFiE. RARREAIEESLH.
o FME : tHERNENSE.

o IWEKEEM : SHELINBR WeDetect RIBIREESFMEOEE.  (HEARINEE

BRI : SRl BANERESMEIAE. (EMARIEE

bt

ERRPIRKET  ENANSRRE. ExXTRE. £RRE3E  BTUETREQLER  ETAKER , TAUSERREEG , e ERRIIRIIIERE.

IBRFIRE TR :

o WEEM/RE | RRESMESRICHNRER  mERZRRIRE (10 ITEFR. RSER. FREEXPE).
o JRIEZEEL : Linux HRE. Windows RFERIR. Web-CMS iFiE. MR,

° RNER : FE. B, PR, JE.

e CVSS . IEEBARRITORAANTSD  DECEEMORIL0 , NFEATE , LIERE™E.

o CVERS : REmRREET  RAIZRRNE—RS.

o BREFMAE | S RIMERZRRAYEE,

WRFRE - BRmERMEX

5855 T H591|



O BASTCE iz (CWP)

* HIBEY : FEZREIENSE.
o AMEBIRE : fHEE. EETh. B, BiEE. BRI EEXN.
o BOfEMARS : BAfEh. = (EASTHENE ) .

o BME
o BELSR  ERSEMEENRR  IREEEARITRRHELE  RIBEESRFEERR.
o EFH | EFTZEEHITIE.

o R : WZmEHITRE , FEAENZENEZRR.

WS : BRmEmEX 8556 T H591m@



X BIHSTCE 2L (CWP)

B e

BT EFAYE: 2025-02-18 16:02:00

FEBNBINAIEREAEERE , BEESEERSHTELST 2.

El=) —

B %{Elm\

STFEINZEIFIELNTUH TEPNF—QN | XRPHEEEN LAEEELTUHTIEN | TRIBIICNSRRE THRELBIERXRER , REEEAIUIBTIHY
RIGERIMEEEY , IREBASMEXBARERE | B0 TEErNSERSSTHEEZR S,

ERehRE

o ERfihR : EDRERR , STHSUEUARBANSEENHITEN , RIERSKRER. TSOFEARIRNEE. RIS —RIa B,
o TR : SHSEARKRNEE  SISHAFECHESRERE | SOSIEARIRAEERN S — e ThEE.

B&{Figra

1 BRFReEHE  EENSHET | SREEEE > ReEL  #ARSELNE.
2. B NERMHELRIRINRE. FIHeNFISERIBI—EaNIN6E  SHFEEELRBRIBEEMRIENR | URESISNERIIR  FIEEELAeNTT
BEERIESEER , AIXEERS SCNTUA T2,

EERg

BEAFREETRAFPEERBNEANRNES  ETRREE T RELIEERRKER.

o ZFARAEESEE S TATNLRENERSERNELENRNS AGIRHBARSRNER  G1F | SECRRR. SRR, SIRm5RS. CIS BL5Hs,
ESRARELREIHFR. ETLUEINEUARL R NITHRIEESNARSSS | ZERIAER/X | £7X L0mieleB L RIRSS.
BiAA :

RISRIBEIT R = BEITIZREE TP ONIRIARSS 2541 / 1% SR T 2EPaMIAIARSS 24K

o FBELSNR

1 FEHONERREMERG LR | RhEKIRE.
ERENHABLRRIRETE , BPEHTERE.

N

w

- FERMEELARIEUE |, MARBIER (ARTSIERIRERES ) . BEONEN. EERINNAE  BREREHEN.

WiBA :
° FHZREHESZSZIFCE20MNELRES | IRER20MNENARIFHRE |, EETLUMBRIEESLS | BROIE.
o ATARIAKIRATFE RIRR ITEN.

b=l

TFATNZR SRR BN —ERN , SR E SRS 28 L REEEAI TR,
BA :
FAFEIRELON |, BFHE I LTl AT TELAN,

. —@iem

WRFRE - BRmERMEX 8557 T #591m



X BIHSTCE e (CWP)

o BRI : HEERERELIONIIER  RITVERBRMRSEELRENLRSBORNRS | MEERNELRENG , HRTHPSRELNG. BEME
BENELT LI BN AT,

HEoMERERER | KA.

afE" IR EE T

- BMFL | IEEFRERNNELSREE , REV TR (U2 - 558 ) | RIEMNE | RUSERSUITMHEZRS N ER R SN,

- BME2  BERADTY: , BMEETREFRAE , BoRSHFFRATIIR,

o FERIEI : HEIFEDRIERELIQNAT  SEEFEEONATELERS | RE—Re (AN —ARIFER2 - 1004 ) BEEREFESUIRRSS | BN FRE AR,
o [EHER
i BONERRMERG L BHELIRE.

2. ERARIKIRENS | AILH TR IR EH T 2N EE,
o FHIRE : A REHEPHN EAKIKRE rERN |, BULITERRERE  REQUEH , BETFEERDEICNERE | SHFI R BESCRISAMRR.

o BEMNRHEE : TRE HETN BECIREE SN  BEECRRIUTUREES | HalTIE 2R ERE,

ELHOERIM
LINEREARIFRNZESE | EAILIE Le54 NE , EERXGNIRSSRI0HME. RUTEE. ZELRIEIET R, E4MNIH TOPS RiRSS=5X TOPS , 7%
RRE SRR TS .

BLARTIR
£ 225 WE N7 TEEEANNERIIE | SHFEEEAIFE | TR NEAHTRIERIPAERE | FIsdmaRgHT .

SRR -

o BB ELEER , @aETHERRAIT,

o RBVER  REEENRIRER  BEISHTE. B, PRAREHNER.

o BN : ZELE TAEMRIREITETE.

o FIIRZEEE | RDZRIRAMARSSFIGNINT | WISNIRSBALPBIZELE THIRNIEE | ANZELENINRSHINE.
o BERNRNE : B —REAIRS SN HZELE A NIRIAT ),

o WMEYE : puEEE. REE. el

o BMF  FEEELFEIIRBICNEL ST,

o EEFTRW :

WRFRE - BRmERMEX 5558 T #591m



X BIHSTCE RS (CWP)
= SR EEFERNNEL , FIFRE FARGEREN , Bt ENELHTERG,
= 52 EERELEN  REEREN  BERNZELH TN,
o EEHE:
aFERAMNERSIES , HEIBREL , AAMRFE , REEEHE , SAELFER.

b ARLFIERNE , IEEZELNEAMEENRMESR  FNTEEFMRSRNTIR. RESSRFIFRSTIRIR MRS HEIER. SHRRSHE. ST EIIRS S
BT EFRN . STFEERMRSHEES £ mRSHAMIREE | REFE , EANRNFEER.

CHERNFENIEEEAER  QEELER. RS[SRMENTHFETIE.

- PRSI S MG RGN F1 28", BEEIICIIATEAN RRKGNER" NEHTEE.
- SRR RN S R IR IR IR TS e,
- RS EERNIRT | HERAAZAC NIRRT AT IEEY,

WS : BRmEmEX 8859 TR #591m



O BASTCE 122 (CWP)

= pas e it
A

ERITEFIYE: 2025-02-18 16:02:00

BE(

]2

0N

ER ERFRF  ESPABRPIERAE R+ ARG RN  REABZEAR. 8l RiE. EREAENRAERTE. T2, SUMEMENNR. BREnEE
REREESTFRF NIRRT Al | BiFtE i ARA— SRR TR,

TIReHhA

o XFnTRLSEITENRE. BENARSHEEMENTRE,
* XFHERFEIRSS W FAER. WER. ¥, 5x. I2#H=. UCoud FRIRZHEFIMENENRE.

=B E SN

Linux RESTRRRSE

e RHEL : Versions 6 .1+ ( 64 bit)

e CentOS : Versions 6.3+ ( 64 bit)
e Ubuntu : 9.10+ ( 64 bit)

e Debian : 6+ ( 64 bit)

Windows RE3zighias

e Windows server 2012 , 2016, 2019
e Windows server 2008+ R2
e Windows server 2003 ( limited support )

WS : BRmEmEX 5560 T #591m



X BIHSTCE 2L (CWP)

[=E|diaralFEs

BAFEHAE: 2025-02-18 16:02:00
TR REFHNREE iR

1 BRFNReEHE  EENSHE  REECEE > TR > TEINRLEFR  TaNEEPEEREES TS,
2. RIS IPIEERIRSS AR, IRSERAMIEETESN | RBESTLITER ERIMNNE | BERETARENT , BUEREAME =S,

o BEUARMEN | REERSHHITIENGS , BakENReE i , BiewdaR.

o BT [ ERCIETEN VPC , BREERSHFITENGS TR RS s , BEamSaRu.
iR :
o MFBEBTMRELIEX , AJRT TREEIETERNEHS.
o WPAKIERFFMEIRIP , 2B RTh@5ta<H IP FFRGHTR.

T2 AR BRI
L IS | HIR BRI SIT , STFHES SHERIA YDLve HIZHIEST , IR,

H{T4< : ps -ef | grep YD &%F& YDService , YDLive HHEEREHIZIT.

o WRELIEIT , root BPAFEHEHER , #iTan< © /usr/local/gcloud/Yunling/YDEyes/YDService,

2. RERINETE TH155% A , REEFEARSGHEEX > FFARSEHEX , ITEEMMARSES.

iR :

c WERSES LY, THEEFRERTEMT  ARETNIIERTEE | RSHERE TiFH RS ELE.
o WIRIER L | SERREFABRIESTT.

£E]3  ARENRERA
BEEFFATFRIRGHEER  MTEENMRSS | RERNEENTH\ENEEREA R AEN R 2T,
1 FARETNEENZ2TUARIIE | SHFEEELE | BFEP. ADEM. BEEH. SEER. BERE (PSSR TXRINEASTIFENT ) . /58 shell, At

R, BEwe. TEERE.

WRFRE - BRmERMEX 5561 T #591m@



X BIHSTCE e (CWP)

ERTEVPC

BILEFATE: 2025-02-18 16:02:00

BRER

=15
Bl VPC T NE I RSHFErtX (JM) . #4utX (dbR) . £FRK ( B8, EEeR. Bx) | AEitX (BE)  ERFNE=SERPIERMEEVPCH
BB , JLIEEREE i,
= =
EMEiEr

SR WARESREEI R TN
1 BERFNReENE  AENSHE  BERTEE > IR > RENReEPR  AalEETEEREES IFE.

N

LRSS, RSEEEATEEIFENZSMEX | RN R EIRETA.

WA :
IRSSEE R AR RRIER S | EEEXIRL Linux B¢ Windows #ERS.

3. AMETESERAIEIK (SN )« fedEtEX (4R . SRMIK (B ) . R ( EEER) . SR (R ) FIMRX (AR ) thiX

* CEMIFFETBEMEREA VPC , NEREERTAR VPC WL , BEEAREGTSRE.
o REHEMENA VPC RESEAFnTFENBEMERTE | IS5 SRR,

SR : WARTEETERNFAENE

L AEE SRR () b (b)) . SR ( B8) . RIEK ( DESE) | SRIBK (R ) PRI ( pRED ) 1XIRE VPC MLk, NERTAS
MEEEHIE | BETARREHNAERMERE,

EFVENETUE S , B MR ERAEXE , Bl 4R, Sl VPC A,

2. 7EffRE VPC S8EH , MAFTESHREIRE | AI5AsiZ VPC,

B3 | B BRIV PCHIEE TSN FR T BENEEE
1. MERFERHFETFATBEENRHR | WSSER2FEELN VPC SEAFIEIZHRF,

a. BR AWK EHE  EANSHE | BEREKN , EASBKNTHE.
b. EREXMIUE , BEAMEIELA)> RERLAI , HENRERSEGITTEL.
. FERBRSLAITRE , BATEHmgGsel) , B B2AhisiEh VPC SLAFINEIZBMNG | Bt RITeR KB L),

2. MNEARECEREAN | MR,

a. BRTAEMEEHE  TENSHEE | BEREKK , HAZEAMITHE.

b. EREAMTIEF , BEFE**+31E |, SHHHE=EARSLAHE.,

C. ETEREAMSLAEE | MINFRSEERTHE " , BRI Sehl i =BARISLA],
iR :

WRFRE - BRmERMEX 5862 T #591m@



X BIHSTCE

FHZzE (CWP)

THERX | BEREMIEBN S EEEENTANX,

FAERL  HIEERSBR2PIEEA VPC L.

NI 1P MBAEERISR | iEIREIS B2 EIEREHTE — M 2IhEeAT VPC L,

3. EIENZ2EHE  SESRIRNERGS

WRFRE - BRmERMEX

HTRE. BT alSRERESERIPHIARL] IP 595574, 8080, 80. 90804 umOIATIIE.

5563 T H591:



O BASTCE

A S
H
PRIBRR
BT EFAYE: 2025-02-18 16:02:00

BETEBNENRSNIRAEER ?
B, WRREINRA SRS TR,

IMTEENZLAHRECIR ?

1L BRINREEHE  EENSHE , EFRERD > FINEE > WIPHFAE , #AZGRE.

EXMRER , THNEWIAFRE (TR ) | RERREGEERGEIAIEE,

CHEEAIR , BfrtiieRO2s4 ?
BESE TEN BRI RO |, BUBHEXEER,
il :

MU IF RO RS,

E5hY IDC RESR&%= Agent?
X0, BRIREYSEBHT , RABEER , RAUREENRS Agent,

R4 Agent [§ , BHEBENISASRRE AN ?
BRIEVRIIF.
E=FEEE  BEBINESTERIAN ?

FHREN  FEABTEHARHTER. T,

BEFF IDC B= FRIMLZIROIGRNER , BiR IP fiRO2H4A ?
Bix IP EL%EGSMA IP |, %5574 80 8080 9080,

RIS , TEGIANSE B TEIER TRARLAERER ?

BrIZH.

BETNEFIREH Zabbix HEZHSED ?
HATRAETS Zabbix fEIRNE , IREENS , TLKE TR LR EEEMME LR,

WS : BRmEmEX

FNZzE (CWP)

5864 TT 591



X BIHSTCE 2L (CWP)

AP im R EN B _TEALR
JavallES

SIREATE: 2025-02-18 16:02:00
iR :
AIEREMMRAEX | R FIERIA RIS 28

JavalRFES

1A

EHRSTHEME, I JavaWeb ISHHRATEHEFIEIGRR Class , HARRAZSMEREHERE SRORENRBNEAD, SUE Java WED , RALHE
SRR S A,

RUTRSM

Java AFEETENZETWARINEE | W FRELR AT ERIZI6E.

BIEST

1 BR Hxektle  EENSHE | EEREEE > Java BFD , #A Java RFDRME.
2. IEEHEHECE | IRHECERIEN Java AFEHENR , RIS EUARENSEITRAIFEIRE |, FUEEIERIE TS,

WiBA :
* [3H Java AEEHEHEE , FNZLSBENEN L JavaWeb [REHE , FRENGNREZIRSHES | ST GERE@EIDRA. Shell EENR Java RFS.

o BEINEN Java REFDEHAIEY , HCATESE. IR JavaWeb IRZHIZNFHEFAEIIRA Class , HEBNASREREIHERN EFARBMRBINGFAD.
EHINE Java BFD | RASAGRHSCITEZBE,

PR

o BR/RIBEN - Java AEDIEHEOAKE , SHSHEPFMREFX , TRINIRE , haSEEHMERE.

BHRE . 23ER. FERE. KR,

o BERFTERIA : SEEDRIS R HRORY A,

SEFTHTIE) : FEHAS A K IR A AR ).
o ¥E  TEEHRISIEAN Java ATDIEHSTRTS | GIEHE PID. BHEEEE. BIFRS (NG, JENRTL. BEHERT. BABH. FEAKW) . EREE.

[EF Java WEDHEME , SIEFESEHIIR  TEBRNER Java AEDEM | FHTHERAIREIE,

=FERA
e Java WEFESHA : 94F Filter BY, Listener B, Servlet B, Interceptors B, Agent B, Eifth,

o 5B : 3485ER Java RTESHIMEE5.
o ENREDATE : % Java WEFSENREIEURIAIRT A,

WRFRE - BRmERMEX 5565 T0 #591m@



O BASTCE

BoEteeda : InERteNAIIZ Java NIFSABFIEAIRTIEL,
o & HAE. BRIE. BREE.

o BE:

o BHHEIEEZNFEIEMFIFE.

B Java WEDHBRINEEXM  TESEFIIRRE Java U | SHEEH | SOFTHERRF Java SUHIR Class S,

o BEHRAMETEGHTIFNCCRE. B, BIRCRIEE , TTRSMHLE | e SnsHtEE.

WS : BRmEmEX

FHZzE (CWP

5566 T0 #£591
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X BIHSTCE e (CWP)

pilagl

BILEFATE: 2025-02-18 16:02:00

T =g

e badl

iBEG BN SMEX TR EARNIFULRIODAY, nDAY [BRMARKN—EETEMNTIORRBHRS. ZERME T ZIRSHRIGHIREISERA. LSRR
TATRERA | . DHODAY iR , FERRSEERIR , ERENT |, BIERRS S LEMEUANNT | BREHEBESRETH , AEFEEREFERTE.

BE—RIEAX | EEEEGEENEEF T ERRREIEI , SSEEIRRTIRTA | Bl S RIREFIA.
IBEEARERE | BEFEUEELRIENIEEEIGS (IER/RE ) . #12 PID. #EEEE. HiRATS,

o BEEREGEIIEAX. BEHETTEEMTIRE | REETAIEY.

o EREREXER , B IHARE , BN T RSER RIS,

ARSI
ERAREE | EUEESRBEESEFIERTEG | F USSR TR,

iREREEMEE ik
BT RIRSSH WeDetect = ERINTERSE . BaUEIRRKETAH. SENEEHH-ENRR. HESSHERE  INWRESHHTH

S LB | REIFHLLR Ay AR R,
B IE T FER SRR | BRI,

IR EE YIRS TR

* WIMEREE/CVE WS FRZBBIIENALE THRIESM.
o NEIRE : 2RE. BhERI.

o IGEIR IP/3hE « IRESRIRRIEN L BRI L,

* WILEEN/IP : FEZRREIEN.

* BEDRRERE | ERAGNEI SR HAOAT A

o BRIAEHANE | SRR EEAAIEE,

o EHHE  WEREL

o QMRS : FAME. SR, . BB,

M
o ¥E  REHETEERANERMHHE  SoEHA. BEEN. MEKLERES. RSHEESS.

4b3E

c SRR RHEERESITITRRHE  TRBEEEHTES.

* IRCEAME @ IWRIRCETNASS S NRERRSEN | Par-ERest.
o BEE : WWORBEE(ENASMG , ENORREERS S, Mer-EReS .

o MBMCR : MBRZEMHCR |, BHSKABRET  BTEREICR | BHERE
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=R ERIEA
DIRE(T fER

ERITEFIYE: 2025-02-18 16:02:00

Webshell &1

Webshell 2R NEEEFEATR , TNREEFRIXIIRSIE LHEIER Web 2R X4 TAIRERGF T , 33T/ D2 Webshell X4, FEEHRII=R , BE=
IRATNERF IS SRR | 1 NTRESSERMBRNZE A . ENZ2RMREERSBEHRS | NIRRT A EFAREE.

ERRHIEE
EREEREDEILUSHAFRBISENEERERITH  FEREERAETIBRE P, iHE. ERAFPE. ERNSHIERIRRHTNGITE , ERATHIERERR
RF—1A.

AL

RN R SRR SRTEZMEERE SR MTIRRER | FEXREERATPTISRR P, iE. ERAFE. ERNSEIEIIZRFTRRTE  ERATHIE
wERRRF—TA.

RS ES AN

TEASNRSEFES SRR AIESEIINGE , BRARRARRSHISFRESRMERS. SPhaRETREEEFNRHIESEIR  BIRERERIIG
FIELOHTIRN , ERIHEHETZMCR | FELRAPTXHEIZR  BERRRESS I EHTEN | NEERINMMRZEA . ENRENRMHERERIHE
RS | HMSFE A SRBUE S R PR RARIEE.

=]
SRR
BRIENZESHHLNSIBEEAR] Linux 71 Windows SFERIERE  URHFEBIASMERReERIELAN. BREENES B REs1EN CAORRKRER |
ERRAHEE S =MUAFSE. ZERNTHENRR FEIRREREEAHUTIEN , ST FERRNIIEY , 2 HIRNAREHISTR. RAS, BE. KInE. £
LEEFNRMERRRIAMRS | X NIEASRIHTS R AR EFAREIE.

FHEEH

FHREFTIREERIRER AP NS PR TR LERERTHNREIIFRS | ERRRHRERETNRENAS,. RMERREEERE. ReMUIRFSEIRRETAMIE
B2 | RS IR R PR RARTEE.
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& FiumitiEic A
BRILEFATE: 2025-02-18 16:02:00

BR Windows &%t Linux &%

C:\program files\gcloud\yunjing\ydeyes

BiFRAR C:\program files\gcloud\yunjing\ydlive /ust/local/qcloud/YunJing/
YDService =iEEIRFZHZ
YDLive SFiP#H#E
YDService ZEEIREHIE YDPython ifiRI&E LI iR
N YDLive SFipistie YDUtils SERfEH
YDPython RN YDQuaraV2 ADIBEIE! YDQuaraV2 RS EE
qtflame BF=SRestatt qtflame Z7F=REEfRHF
tess-agent ResELITEEN
css-scan BER R IE
YDService
EARAIRSS E AR YDLive .
YDEdr

EFiRERFRT S AR OSRFMIIRER , TEEHROTEE  &SRikOSAPLSHOMNR , BB mERFIE,
o EPEEGS (Linux&ES% )

1. HEEFIHERRS

/usr/local/qcloud/YunJing/stopYDCore.sh

2. BRSNS

/usr/local/qcloud/Yunling/startYD.sh

* EFIRERGS (WindowsRSE ) MALIT®S , BFTFHESEERRAIRSS | $E YDService fRSS , ARER.

1. EEEFIRIERIRS

net stop YDService

2. EFEHEF R

net start YDService
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2 LAY
e EEaNEIZE
SIEEHATE: 2025-02-18 16:02:00
IR ENBENZ LR S ELNFIE,
2o -
ZeREArmRER | BERERL.

Name

CouchDB R#Fi(a)

Docker Daemon 2375 EinOHE
Elasticsearch RIERAIE)

JavaRMI i (AT

Jenkins SRFFEINIER] SEE AT
Kubelet F1E42i718]

Linux 5501

MongoDB %A

MySQL 55O0%4&i

NFS {HIREESHAEHHEER
Redis EZ&&EMLT

RPCBind EeEAR X1

Rsync 5504

Rsync o2 R58i4(E]

Tomcat 550046

Windows FAF§5<1a

Xampp BRIA FTP 253

Mus B RFES O

FTP ERERIEN

IS B BSRIRSEUFERITER
Memcached UDP ima]##If/9 DDOS MALT:
PHP-FPM $5iRFECE

PostgreSQL &#A&

Web BREE git XHRSHUSRIME
Web BRFE svn ERSHISEIHE
Windows FEfilik1ai

Windows SFIKF#a

ZooKeeper FKIFiAa)
Hadoop#Eiifia)

sudo FoEB R FHE

Tomcat #{5|B RGN

WRFRE - BRmERMEX

Level

1/ S S S S S S S B S S

+ # # # # ® # H# ® H

= oW =

FNZzE (CWP)

Vul_type
BLEARS
IR AT
BLEAY
IR HAT
IR AT
ReRE
AT
BEAY
550<
BB
IR ARHAT
ZeRY

550<

ERMEE
ReEY
IR ARHAT
ERHEE
EEHEE
ReR%
IR ARHAT
BLEAY
IARCIBHIT
ReR%
TeRE
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Name
Web BRFE phpinfo 324

Windows SEEM RS

AP Y
FiEE (cwp)

WS : BRmEmEX

Level
1%
;9

FNZzE (CWP)

Vul_type
it

e =54
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WA ( 2018-02-28)
APIIEESS

B EFETE): 2024-10-18 10:38:39

APk

V3

TRIRFGSHEXEN

EOBIR
DescribeAvailableExpertServiceDetail
DescribeEmergencyResponseList
DescribeExpertServiceList
DescribeExpertServiceOrderList
DescribeMonthInspectionReport

DescribeProtectNetList

NEIGN - [Z38shell X #EO

BEOER
DeleteReverseShellEvents
DeleteReverseShellRules
DescribeReverseShellEvents
DescribeReverseShellRules

ExportReverseShellEvents

NG RRAEL 2 EP S e

EOSR
DeleteBruteAttacks
DescribeBanMode
DescribeBanRegions
DescribeBanStatus
DescribeBanWhiteList
DescribeBruteAttackList
DescribeBruteAttackRules
ExportBruteAttacks
ModifyBanMode

ModifyBanStatus

WRFRE - BRmERMEX

Emb

ARITRES
IWESURVETIES
TREFIIE
ERRSTRIIR
ZRERBKIGIRE T

IEMERS I

EOThEE
MBS 38 ShellZ4
B35 ShellFERI
IRENS3#Shell7lIzR
IREU S hellFINIFZR
SH3#ShellS=+

FEOTEE

PR DTAFICR
SRENIEAIE TR
SRENFE It
SRENPRBTIZEHIAZS
SREPEMTE R BRI
SRENEERORARY 2R
SREIRBSR RN
SHERRFICR
1ESURBIRRTET
RERBIFFRIRS

FHZzE (CWP)
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EOBIR
ModifyBruteAttackRules

StopNoticeBanTips

ANEtall-REERBEXEO

EOBM

DeleteLoginWhiteList
DeleteNonlocalLoginPlaces
DescribeHostLoginList
DescribeLoginWhiteCombinedList
DescribeLoginWhiteList
DescribeUsualLoginPlaces

ExportNonlocalLoginPlaces

NEa-EEEkRExREO

EOFMR

DeleteMaliciousRequests
DescribeMaliciousRequestWhiteList
DescribeRiskDnsList

ExportMaliciousRequests

ANEtall- S EFRBXEO

BEOER
CreateNetAttackWhiteList
CreateScanMalwareSetting
DeleteMalwareScanTask
DeleteMalwares
DeleteNetAttackWhiteList
DescribeJavaMemShellList
DescribeMalWareList
DescribeMalwareFile
DescribeMalwarelnfo
DescribeMalwareRiskWarning
DescribeMalwareTimingScanSetting
DescribeNetAttackWhiteList

DescribeScanMalwareSchedule

WRFRE - BRmERMEX

FHZzE (CWP)

ZOIREE
1EE TR
TR PRRTR TR

®OThee
prEtEREE BRI

MpR R ERICR
IREVEREAITIIR
RS RO REFETIR
R EROBBSIR
HIERER

SHRMERCR

FEOIEE
PREEIERICR
HTRIERAREIIE
RECERIERTIR
SHTEEBRIERM

O8RS
BIENEEERE S
SHFERIGT
NEEE-LIHWHES
HRASIER
PSRRI Z
HiffjavaliFSEH5IZR
REARDSIR
SRER S S RE
EETEN TS

XS FRESR
EFEREREE
REMER R Z IR
ERARDIEHE
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EEOEZR
DescribeServersAndRiskAndFirstInfo
ExportMalwares
ModifyMalwareTimingScanSettings
ModifyNetAttackWhiteList
RecoverMalwares

SeparateMalwares

TrustMalwares

UntrustMalwares

NE - AR AR O

OB
DeletePrivilegeEvents
DeletePrivilegeRules
DescribePrivilegeEvents
DescribePrivilegeRules

ExportPrivilegeEvents

ANEEN-BEanSExED

EOSR
CheckBashRuleParams
DeleteBashEvents
DeleteBashRules
DescribeBashEvents
DescribeBashEventsNew
DescribeBashRules
EditBashRules
ExportBashEvents
SetBashEventsStatus

SwitchBashRules

Hittgzzr

OB
DeleteScanTask
DescribeAssetEnvList

DescribeClientException

WRFRE - BRmERMEX

FHZzE (CWP)

EOTheE
RXHEREEER
SHADIER
ERIEIRE
IREMELEERER
REASZM
fREAD
EEARD M
BHEERD

EmbL

TBRA IR
TRBRAS R AN
SRENA RS D ISR
SRENAHHREURNIZ IR
SHAMRINE

FEOIEE
SIS = AT
rEEam<EYt

RENS B SR

RENEE AN

]
g

IEREN BB ( SHFSIRS T )

HEEameHEY

It
<

4o

RESBHIFMHRE

e SHIMPATS

EOIhaE
(EIEEEES
ERR-EEINEEEIR

IRENE iSRS
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EEOEZR
DescribeGeneralStat
DescribeOverviewStatistics
DescribeProVersionInfo
DescribeProVersionStatus
DescribeScanState
DescribeScanTaskDetails
DescribeScanTaskStatus
DescribeSecurityDynamics
DescribeSecurityEventStat
DescribeSecurityEventsCnt
DescribeSecurityTrends
DescribeTaskDuration
DescribeVersionStatistics
ExportScanTaskDetails
ExportSecurityTrends
ExportTasks

ModifyEventAttackStatus

B EIEAXEO

EORW
ChangeRuleEventsIgnoreStatus
CreateBaselineStrategy
DeleteBaselineStrategy
DescribeBaselineAnalysisData
DescribeBaselineBasicInfo
DescribeBaselineDetail
DescribeBaselineEffectHostList
DescribeBaselineHostTop
DescribeBaselineList
DescribeBaselineRule
DescribeBaselineScanSchedule
DescribeBaselineStrategyDetail
DescribeBaselineStrategyList
DescribeBaselineTop
DescribelgnoreBaselineRule

DescribelgnoreRuleEffectHostList

WRFRE - BRmERMEX

FHZzE (CWP)

EOThRe
IRENEAER ST
IREVESC AL 2R
REVE RIS SR
RENEAARIRTS
ERRERES
EREmESIEE
ERNESIIRESTIR
PRRZEEMNTHEE
RN 2SS
KL BT
RNZ SRR
SREUESS TRRT
IRENE AR AN RRATLRR 4R
SHESFE

SHX B
RESHES
IEMBBESIRS
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1ENE BRI
fellf=2=85 55

MpRE LR
EERRIS R RS
HFELEMER
HELFE
BERMENFIE
BRS5EEX B topfE ]
HiRLSIR
HFRELTNTIER
BEaNHESR
EELRIETE
BREERIRTIRER
BEAGNITOP
HRRIGNIER

EiRIEENIEIRENSIF
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EOZMR

DescribeStrategyExist
ExportBaselineEffectHostList
ExportBaselineList
ExportlgnoreBaselineRule
ExportlgnoreRuleEffectHostList

UpdateBaselineStrategy

TEeizERXEN

EOBM

CreateSearchLog
CreateSearchTemplate
DeleteSearchTemplate
DescribeESAggregations
DescribeHistoryService
DescribelndexList
DescribeLogStorageStatistic
DescribeSearchExportList
DescribeSearchLogs

DescribeSearchTemplates

FThREL EIEEXEO

EOEWR

DeleteBaselinePolicy
DeleteBaselineRule
DeleteBaselineRulelgnore
DeleteBaselineWeakPassword
DescribeBaselineDetectList
DescribeBaselineDetectOverview
DescribeBaselineDownloadList
DescribeBaselineFixList
DescribeBaselineHostDetectList
DescribeBaselineHostIgnoreList
DescribeBaselineHostRiskTop
DescribeBaselineltemDetectList

DescribeBaselineltemIgnorelList

WRFRE - BRmERMEX

FHZzE (CWP)

EOThRe
RERBEERBESTE
EEINENSIRSEH
SHELZTIR
ERRELIGNRSH
BN YT IRSH
EHTEERIRER

FEOIhRE
NI B RICR
IS IR

PG AR
IRENESFRRER SR
HIRTHERRSER
IRENERS 5%

RENA S REEEARST
SHESERNTIZER
IRENG B RICR
IRENREIGZRDIR

BEOIIEE

MRS RIS
PRIBREL LR
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PR ELEEE <
REELNFECR
SREVELLAR LS
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FKHEZESSIR
IREVEZACTIENTIZE
IREVZBEHIN EHNFIZR
IRENE LIRSS ZRXBETOPS
PEELAGITRAFIZ
SREBBENITRG =
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EOZMR
DescribeBaselineltemInfo
DescribeBaselineltemList
DescribeBaselineltemRiskTop
DescribeBaselinePolicyList
DescribeBaselineRuleCategoryList
DescribeBaselineRuleDetectList
DescribeBaselineRulelgnoreList
DescribeBaselineRuleList
DescribeBaselineWeakPasswordList
DescribeHotVulTop
DescribelgnoreHostAndItemConfig
DescribeVulStoreList
ExportBaselineFixList
ExportBaselineHostDetectList
ExportBaselineltemDetectList
ExportBaselineltemList
ExportBaselineRuleDetectList
ExportBaselineWeakPasswordList
FixBaselineDetect
ModifyBaselinePolicy
ModifyBaselinePolicyState
ModifyBaselineRule
ModifyBaselineRulelgnore
ModifyBaselineWeakPassword
StartBaselineDetect
StopBaselineDetect

SyncBaselineDetectSummary

iR S EEAR RO

EOBR

CancellgnoreVul
CreateEmergencyVulScan
DescribeEmergencyVulList
DescribeScanSchedule
DescribeScanVulSetting

DescribeUndoVulCounts

WRFRE - BRmERMEX

&OLEE
IREVELATIIER
SREVE LIS LSRG IR
IREVELATIINTOPS
TREVE RIS
SRENE LD 2T
SREVE LA MFIZR
SRENE L BHEHINIZIZR
SREVELHINIGIZR
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IRENE MR
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SHiessE
SHEZLENIEN
SHELINIT
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SRS
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R
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EOZMR
DescribeVulCountByDates
DescribeVulEffectHostList
DescribeVulHostCountScanTime
DescribeVulHostTop
DescribeVullnfoCvss
DescribeVulLevelCount
DescribeVulList
DescribeVulTop
ExportVulDetectionExcel
ExportVulDetectionReport
ExportVulEffectHostList
ExportVulList
IgnorelmpactedHosts
ScanVul

ScanVulAgain

ScanVulSetting

REHOEXREO

EOFMR

CreatelicenseOrder
DeleteLicenseRecord
DescribeLicenseBindList
DescribeLicenseBindSchedule
DescribeLicenseGeneral
DescribelicenseList
DescribeSaveOrUpdateWarnings
DescribeWarningList
DestroyOrder
ExportLicenseDetail
ModifyAutoOpenProVersionConfig
ModifyLicenseBinds
ModifyLicenseUnBinds
ModifyOrderAttribute

ModifyWarningSetting

FrrgmEAxEn

WRFRE - BRmERMEX

BEOThEE

FEUE B EERNRRAENENE
BRI ENSZR
REVFAERIRE + SN AL
IRENARSS 2R M B topFlaR
RS
ERESESRS ST
imiRpI=

REURRtopsit
SHARFREEGExcel
SHIERGNIRS
SHRREmENFIZR
RREE-SHiRRIR
BEEIRE

—@aim
RS- IR D

EHERRRE

OThEE
BERERITE
MR ZRLCR
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EHARSERE
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SHRMFE
REBNFFERE
Rt EE
RS
REITREN

1EREEIRE
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FEOSR

DeleteMachine
DeleteMachineTag

DeleteTags
DescribeAccountStatistics
DescribeAssetAppList
DescribeAssetAppProcessList
DescribeAssetCoreModulelnfo
DescribeAssetCoreModuleList
DescribeAssetDatabaselnfo
DescribeAssetDatabaselList
DescribeAssetHostTotalCount
DescribeAssetInfo
DescribeAssetlnitServiceList
DescribeAssetJarInfo
DescribeAssetlJarList
DescribeAssetMachineDetail
DescribeAssetMachineList
DescribeAssetPlanTaskList
DescribeAssetPortInfoList
DescribeAssetProcessInfolist
DescribeAssetRecentMachinelnfo
DescribeAssetSystemPackagelList
DescribeAssetUserInfo
DescribeAssetUserList
DescribeAssetWebAppList
DescribeAssetWebAppPluginList
DescribeAssetWebFramelList
DescribeAssetWebLocationInfo
DescribeAssetWebLocationList
DescribeAssetWebServicelnfolList
DescribeAssetWebServiceProcessList
DescribeComponentStatistics
DescribeExportMachines
DescribeHistoryAccounts
DescribelmportMachinelnfo

DescribeMachinelnfo

WRFRE - BRmERMEX

FHZzE (CWP)

EOIhAE

HERTEE
TRIRRARSS B R BRATIRES
pillESaes

KA S ST TR
EHRAIE

SRR KBRTRS IR
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SREENV A
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FREENK SIS
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TREVATEIEWebRI S
FREVAF- SR We b M FRIE 45
AR EIEWeblELSIZ
FFREWebiif sl
IREXWebifmFlzE

A EEWebRSTIZE
FRERWebfRSS KERHTRSIE
KEBMHSITEIR
SHKFHFENFIR

KIS TERHEFIE
EEHESAEEE

IRENATLRRIF S

79 ;1 #591m



X BIHSTCE

EOZMR
DescribeMachineOsList
DescribeMachineRegions
DescribeMachines
DescribeOpenPortStatistics
DescribeProcessStatistics
DescribeTagMachines
DescribeTags

EditTags
ExportAssetCoreModuleList
ExportAssetWebServicelnfoList
ModifyMachineRemark
ScanAsset

SyncAssetScan

UpdateMachineTags

SE S

EOSBR

CreateProtectServer
DeleteAttackLogs
DeleteProtectDir
DeleteWebPageEventLog
DescribeAttackEventInfo
DescribeAttackEvents
DescribeAttackLogInfo
DescribeAttackLogs
DescribeAttackStatistics
DescribeAttackTop
DescribeAttackTrends
DescribeAttackVulTypelList
DescribeMachineList
DescribeNetAttackSetting
DescribeProtectDirList
DescribeProtectDirRelatedServer
DescribeServerRelatedDirlnfo
DescribeWebPageEventList

DescribeWebPageGeneralize

WRFRE - BRmERMEX

FHZzE (CWP)

EOThRE
ERNSIRMERAIIR
IREH B IIEZIR
IREUX I ENFIFR
SREUmASET5IR
IRENHIEGI ISR
IREUEEIRS KEARIIRSS R ER
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SHBF-EEARRRS R
SHEFSEEWebiRSSIE
IERENZTER
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B EF-AEER
RERHBFRES IR

EOIhaE
ANIIREERGIF AR SS 25
MFRMEITERS

TR Rk

MpRSEHER

MBI EFFE

RO A RTRMER GRS
MBI ERSHE

MBI E RS
BRI A RS

LT topSEHEFIE
MBI EE SR

IRENM S RUBNSRE 3
R TR SR I E A5
EEIMERELIRE
Eal=EIES

EAMRE R KRS AR
BEIRIRS SRR B RIS
EREREMYIR
ERNALEIRSES
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EOETR EOIhEE
DescribeWebPageProtectStat BRI RSP ST
DescribeWebPageServicelnfo EHRAMILTHESRSER
ExportAttackEvents SHMNERTEMS
ExportAttackLogs SHERMERHEHE
ExportProtectDirList SHIFrERYIE
ExportWebPageEventList SHEREMHTIFR
ModifyNetAttackSetting ERNERTHRE
ModifyWebPageProtectDir eilfEdziayzal =B
ModifyWebPageProtectSetting 1EEERIR E
ModifyWebPageProtectSwitch WISEFR EFF R
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ARG
EOZAVL
SR &Y E: 2024-10-18 10:38:39

tcecloud API X MEEERHITEMNIIE , IS MNERBBEELTLERSHPESERER (Signature ) ISIEERES)., SHEERREFIEMN  T2FIE
1& Secretld F[] SecretKey ; EFFIRRBLREFIE , ISRIESAPIEHARERE , BT EER=APEEN,

s=E s

1. RiEREEIE

EE—RERA=APIZAT , BRIFRAPIZERERIELESEIE. REEIFEIE Secretld ] SecretKey :
* Secretld BF+rR APLIERE S

* SecretKey FRFINEEEFFFRFIRS 2RinIESEF AR,

* FAFPRIEIRRERLSEI  BRtE,

HIBEReEIENERSEBINT

1. EFtcecloudFEFNEFIA,
2. HE=APIZSHRIEHI S TRE
3. E=APIZSATE , M [#2] BPRILABIZE—XdSecretld/SecretKey

IR FFRARERSTLURER Secretld / SecretKey,

2. ERERE

BT %eFEiESecretld 7 SecretKeyfs , MATLIEMESERT ., LITRERSEBINFMSTE :
BIZFFEY Secretld # SecretKey 5512 :

e Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9XGARNpg86cd98joQYCN3EXAMPLE

AR XRBERERA , BHRIERFSCRREERY Secretld 1 SecretKey #HTEEHEME !
LU=ARSS 8B A7 (Describelnstances)iEk A6l , HEPERX—ZOR , EiERkSHAETENT:

SHEWR 225 SHE
Action Yahrx=] Describelnstances
Secretld =Z$Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E IR 1465185768
Nonce FEHIEEEET 11886
Region SCRIRRTERX S, ap-guangzhou
Instancelds.0 RFEERYSLHIID ins-09dx96dg
Offset fmigE 0
Limit RAFIFRE 20
Version BEORAS 2017-03-12

2.1. HSHEF

BESEITEERSHIRSHETHR ( ASCILED ) FHFHF. T8 1 1) RIRSHEHTHR | SEERSYNER , R25HA/N ; 2) 2 ASCIEBELA/N , 10
Instancelds.2 ZHEE Instancelds.12 f5H , FEERFEER , DAREREE. BRILMEENRZES PRYBXHEFRECRSIIX—I08E , 1 php #AY ksort RE. EIAZRAI
SHRIHERESR T

WRFRE - BRmERMEX 8582 ;1 H591m
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{

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset’ : 0,

'Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',

}

ERECERRINESAR , X LERGIFRSERHTHR | BRIRER .

2.2. fHeEEE R

I BERIERFS, BEL—SHIFFIERSEIERI R SHETR ="S5E 1R |, 033 Action %1, HSEERA "Action” , SE&EN "Describelnstances”
. B EEHE/ Action=Describelnstances ., & : "S¥E" AFRBETIFUrRBEE.

REBEUEIE N SHA TR | REEMINERFRSEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn7
4WFkmLPx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12

2.3. PHESBIRFAS

HWEBERSBENFER. SRRLFFRHELUTUNSE09K:

1. iEkAiA: S2RF POST #1 GET A= , IXE{ER GET i53Kk , iZEAEAEXE.

2. IERENLEELHIFIZR(Describelnstances)iYiExK1IHZ A : cvm.finance.cloud.tencent.com, SLFRAVIEKIGZRIEZOFRFBERNARDMAR | HELZZEORE,
3. ERIBE: MBRATAPIHIERISZETER / .

4. {ERFE R B E— S ERIE RS,

BRIESEBAIPHENNA: ERTE + BREN +BEKER + 7 + BREH

TRBIHHESR R

GETcvm . finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzho
u&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&Version=2017-03-12

24. ERESEER
AR R, YA HMAC-SHAL By F— kS SBRNFHRHTES | ARISERMNES B Base6d HHTHID , AT REALNERE,
BHRATEIT , LA PHP B 19fI:

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=08&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12';
$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;
REBENSEZHA:
EliPOYW3pW28FpsEdkXt/+WcGel=

ERECERFIHESIIARN , AT A EERGIPRIFESGHTESRINE | SRIRES S S 7R —ZEra.

3. R BRI

ERMRIERBHTEEREABERSH , FEWEBT URL R,

W E—ELERAIE B & A ElIPOYW3pW28FpsEdkXt/+WeGel= , BEEFINEZEEREE ( Signature ) 7 : EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BiSRT
EREREATIEK URL,
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R ANERAPENERIS AR GET , Bi&EERI5i%A POST ARt Content-Type 4 application/x-www-form-urlencoded , MIA&S5%ERATFAEERSEEESTSMH URL
WG, SEEN=-FFSAREMB. IF ASCI FRFE URL FRIBRIRESLL UTF-8 BHT4RAS.

R | PRREIESH http EERBENFTESEUA{T urlencode , FEXHERT , AREXNESHMHT URL KT . UK URL FHSLSHEZLM.

R : Rt S BB TR TR . HESRA RFC 3986, M %XY MRFHFFRHMINFHTAED RS P XY A+NHHFR (0-9 MAEFE AF) |, ERNS
H5IRMER,

4. BZKM

IRIESERRIEN | A FEBAMANEHRD | BIRECRERE

HRA SEIRER
AuthFailure.SignatureExpire SEILH
AuthFailure.SecretldNotFound EHAFE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token $HiR
AuthFailure.InvalidSecretld ESHIEE (RR = API Z$EE )

5. ERIER

fESCORVER APL 3.0 BY , #E7ZERIECERItcecloud SDK 3.0 , SDK HETERANIRE , FARRRKEmIRHIEMEORR., FMEESN SDK b, HFTTFHIREE

e Python

* Java

* PHP

* Go

* JavaScript
e NET

NTEERARSRITRE , TEUERREES AP, B LSRR ERTIL. SROES. ERNEONSHNEERL ASETRRE AR ABREERY
2, FrESERY , TRFAIBRE[ER SDK.

B&EHAY url AT8ER ¢ http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=14651857688&Versi
on=2017-03-12

R BT RAIRRESRREEEN  EEEARRSLERE |, RLIISREL url EXEEEFRITHHER curl ERSARNSRESIUER | €238, ATEEI—MTLL
IEEIRER url | FBEEBURGIFHI Secretld # SecretKey AESLHIZESR , FHERRF LRI AELEA Timestamp

IR EFENTS  ARRRES  EERESENTEEIR url TEEEEARE , RIWASENIUFAR  BXHAFAHBERE. REMGSHEE  BERITE
IERRRPTA],

TR LIMU(UERT APL 3.0, FEEEEATRMNEZRE | BERIBRN APl , HTFFEADERTSSHESBITESER | B RAISEIRSAE A,
Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";
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public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] EEWNERNSEHITFIHAER | b ATreeMapfRIEIE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// EPREKRAIurFRS SRR R B EK

for (String k : params.keySet()) {

/] BEXS KA I Turlencode , AT keyEBRENFE , #ILLA G Hvaluei{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapaILAEFIHERE

// SEFRE TR 2 FFARENLER , 5140 : params.put("Nonce", new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // AHS%]

// EBREFR R ERRFZXRIRTE , 5140 © params.put("Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // NS5

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHEE]

params.put("Action”, "Describelnstances"); // A%

params.put("Version", "2017-03-12"); // A&

params.put("Region", "ap-guangzhou"); // At£44

params.put("Limit", 20); // 55541

params.put("Offset”, 0); // /53541

params.put("Instancelds.0", "ins-09dx96dg"); // WEE%L

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // A%
System.out.println(getUrl(params));

}

}

Python

R WNERETE Python 2 SRBHIET , EEALEE requests (KB :  pip install requests .

-*- coding: utf8 -*-
import base64
import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9IXGARNpg86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params|[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
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data = {

'Action' : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

"Limit" : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region' : ‘ap-guangzhou’,

'Secretld' : secret_id,

'Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12'

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IR SCRRER | BENERIREF AT

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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EOE7V3
BIAEHATE: 2024-10-18 10:38:39

tcecloud APl SXBMAIEIERHTESHIIE , B MERETELALBERSHFEEESER (Signature ) LIIEERESH. EEERHREFEEEN  ReFITFE
1& Secretld F[] SecretKey ; EFFIERBEREFIE , IBFRIESAPIEHARERE , BT EBERA=APEEN,

sEEr ~
1. RigZEFIE
S REFIEAPIZ AT , BRI SAPIEARER SRS ST, e EFSE Secretld Fl SecretKey :

* Secretld FBTFHRR APLIERES D
* SecretKey AT IIEERFFFRTIIRS IRIGIEE S F R BN,
* BPYATRREZ SR , BRitE.

REREFENERSERUNT :

1. EFtcecloudEEFIEFIA.
2. HIF=APIESHNIEHI S TRE
3. E=APIESARE , M [#2] BPRTLABIZE—XdSecretld/SecretKey

R FFRAWSRSTLUAER Secretld / SecretKey,

2. TC3-HMAC-SHA256 && 7%

R WFGETAE . K235 Content-Type: application/x-www-form-urlencoded Y&z, X3FPOSTHi% , BRisziF Content-Type: application/json LK
Content-Type: multipart/form-data FFpHMIER , json IEREARTE W SEOITSRS |, multipart 18X RBFESEOXRF , WEZEOARRERER json 18UER , &
Z BRSSO AER,

THURRSHFEAT MXEAFIREAGF , DEBNMESZANTEERE. FHIIBETEILAFIRNANSE : Limit 71 Offset , (83 GET 7515EMA.

BIZFFEY Secretld #0 SecretKey 5512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. HHENIEER SR
FRATTSHHENBEIERKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + "\n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&k/5i% ( GET, POST ) , Afild GET ;

e CanonicalURI : URI &%, API 3.0 EERIERAT (/) ;

* CanonicalQueryString : &i#S HTTP i3k URL FEIAFRIE , XF POST 1K , EEATFRE , }WF GET &k , WA URL F[as (?) FEMNFHFERS , A4
BYES : Limit=10&0ffset=0, j£& : CanonicalQueryString &4 URL 47%3.

* CanonicalHeaders : 25&EA9LEHMER , EVEE host 1 content-type FIANSLER , BATINIABEXAILAS 5EE RS ESERNE—EMT e, FHENN
1) 3LEP key # value Zi—HR/NE |, FEIRERETIE | 1288 keyvalue\n #8ZHHE ; 2) S0 LEB | IR key (N5 ) WFHHEFRTHEE, A : content-
type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £25&FHEEMER | IRBBLLRIERBHLELES 5 TES | 1 CanonicalHeaders B &HILENBR—XIMAY. content-type F host Jawiizesk
BB, HHEMIN : 1) SLEB key F—HERNG ; 2) Z0LEE key (N5 ) REEFEHHFRHTHE , HEUSS () DR, WHFIFA : content-type;host

¢ HashedRequestPayload : IERIEXHIGA{E , I8 £ Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 3F HTTP i&ER#EEANIEX payload f# SHA256 &
7 ARET/NHEIRD |, SERESEERNINEFE, 5 3T GET i53%K , RequestPayload BEEATFRFER , XF POST i&EK , RequestPayload BPJg HTTP i&3KIE
X payload,

IRIELA LRI, OIPERIAITEIERBUT (T RmEHT , \n BTFBE BRI —78K) -
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GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996f092427ae41e4649b934ca495991b7852b855

2.2. PSS BT8R
AT RS E

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : §88i% , BRIEEHN TC3-HMAC-SHA256 ;

e RequestTimestamp : EXATER; , BEMERLERAY X-TC-Timestamp BYE , W E7RAliEkA 1539084154 ;

* CredentialScope : &iESBE , #8349 Date/service/tc3_request , AIAEHA. FRBRAMRSMLLLEFRIER (tc3_request ) , Date J3 UTC FRERNEINEL , EUETRE
LB X-TC-Timestamp B UTC iREMTEIER— ; service /@& , WRSEANMREA—E, I cvm, W EREIER , BYEY 2018-10-
09/cvm/tc3_request ;

* HashedCanonicalRequest : BIRSBHHZFEMEIEREBIAEE , iTE75%EN Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

R

1. Date /MBS EIEL X-TC-Timestamp #5155 , BRfXA UTC+0, MRIMARGAMIXER | flIFR/\X | SSEERMG EERMRT , BREEEARMER
M. (BIRATIER 1551113065 , 74K/ \KAORHE)E 2019-02-26 00:44:25 , {BEi+E{SZR Date B UTC+0 RIHHEBRIA 2019-02-25 , AR 2019-02-26,

2. Timestamp Z/NZHAIRGANE , ERWHRAFHETWRENEERLSHN  MFEEBThDHUMERY. MRRIEATIRENEREL | JsESEE TR
& ERBERY (REEZSHHER ) .

IRIELA LRI, ROIPEEINSESFABRUT (ATRREN , \n BTRBIBRITEHI—TEK) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91¢9¢192c14460df6clffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23. HESH
1) HEREREES , BT

SecretKey = "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

o SecretKey : JRIAHY SecretKey ;
 Date : B Credential i Date FE{=E. , @7~ , /92018-10-09 ;
e Service : B Credential 4 Service FEMEE. , WI_LREI, 9 cvm ;

2) irESs , RBUT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : RILA EIEBEIRIRESZ IR
e StringToSign : B B2 EERINEER TS |

2.4. #§2 Authorization
RN T™H&EHHE Authorization :
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Authorization =

Algorithm + "' +

'Credential="+ Secretld + /' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ', '

'Signature=" + Signature

* Algorithm : &&757% , EEA TC3-HMAC-SHA256 ;
e Secretld : Z$BXIHAY Secretld ;

e CredentialScope : W.EX , EIEEHE ;

e SignedHeaders : X , 258 BHLEES

¢ Signature : E&({E

HRIELAERI | RAIREEIRIES |

FNZzE (CWP)

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582

db9e9bf4672ba50567dbalbc6ccfl74c474

BRETEIRBESNT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&0Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-type;
host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

3. &R/KM

RIESLIRENR | FAELTERAMANERG | SRIES RS E
=L Sae
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

4 ~LE N —

BRER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

WS : BRmEmEX
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import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//FRRK , BUESHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// dkkkkkhhkhhkkk ./Ijgj% 1 0 ﬁ}%%mg@i%*% Kkhkkkhhkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&8Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printin(canonicalRequest);

// dkkkkkkkhkkkkk ﬂ}g% 2 0 ﬁ;%%ég?ﬁ% dkkkkkkkhkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.println(stringToSign);

// Kkkkkkhkkkkkk ‘}fﬁ 3: :L_I_%/\-ﬁ'-% Kkkkkkhkhkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *kkkkkkkhkhkhkkk .,IJJ}E’% 4 0 ?#;% Authorization *kkkkkkhhkkkkk
String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}
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Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# Kkkkkkhkhkkkkkkk 53% 1 0 ﬁ?%m;‘ii%gz% khkkkkkkkkkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *hkkkkkhkkkkkhk ig% 2 : ﬁ?%?%%g?ﬁ% kkkkkkkhkkkhk

credential_scope = date + "/" + service + "/" + "tc3_request”

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# dhkkkkkhhkkkhkhk 53% 3 : .‘L-I—%Eg dhkkkkkhkkkhkhk

# IHESERHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# dhkkkkkhhkkkhkhk ig; 4 0 ﬁ;sﬁz Authorization kkkkkkkkkkkkhk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", "
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSERINETERKED
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headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

BRE5H
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IR EHAE: 2024-10-18 10:38:39

1. IRS5HbE

iz (Region ) 2IEYIRAIEIRETR OAIMIEXIE, tcecloudZJIRIERRIMEZ BE2iRR | REARMEHERAEEAREIISEL. ATIHEHENE. ReTEE
B, EEnRRERIEE PR,

ERTLUEE APLED EiftissIR SEARRIETIE,

2. BIEHmY

tcecloud API FIFFERECOIIIEIE HTTPS #HTE(E | IREBRREMIBERE.,

3. BKRA&
S HTTP 53K 7554:

* POST (##)
o GET

POST iEK735#9 Content-Type 38! :

e application/json ( #EfF ) , W/RfER TC3-HMAC-SHA256 & 7574,
* application/x-www-form-urlencoded , #%ffsEF HmacSHAL & HmacSHA256 && 75,
* multipart/form-data ({X&BSHEOSE ) , HAER TC3-HMAC-SHA256 87534,

GET IERAERBAR/INAEHET 32 KB, POST iEKEREEA/A HmacSHAL, HmacSHA256 RIS 1 MB, POST iEK({EREZ 54 TC3-HMAC-SHA256 B
245 10 MB,

4. FRIImES

I9fEFUTF-84w%3.,

WS : BRmEmEX 5893 T #591m



O BASTCE 122 (CWP)

IR[EIZER

BILEFATE: 2024-10-18 10:38:39

IEfER AR
IR SRR CIE B AURASIE (DescribelnstancesStatus) 2017-03-12 KAl , EVAFBALT) , ELPTAEROEEATT

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34bbclc”

}

}
* Response REMREPH Requestld REENFE , TILIEKRAINESE , RE APLQET , WHESIRE,
* Requestld FBF— APLiERIIME—HRR , 2NR AP HELSE | AILABKRFA] , FHEEGZ ID KRR,

o [RTERENFERS , ERWARMENEYNFE , ARNEOMMRENFERS EOSXAEHRAIEN. HAIFRRY TotalCount # InstanceStatusSet 1579
DescribelnstancesStatus #OENXNFE , HTFARBERNAFEMARE =RSSELA , Bt TotalCount FEMIER FAURENE 0, InstanceStatusSet FIFRAZS,

ERIREIZER
SRS, EEEHERORTT -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error (IHIIXEE ZIERERLM. Error FEOERIERERRY Code F1 Message FERTEERAMAT 24 ERERY.

Code RREMHBAIEIRIG , HiERBEAT I LS TRIBIZ RIS A SRS S A O X R ARSI R R E I M R EFRR S 2.
* Message Bt TIXMERRENENRRR , BEEUSKERAMN | LA TTRESEERSEEREN , AP AKX MR EE,

* Requestld FEF—/ APLiEREIME—HRR , 2R AP HILSE , TTLABERS] , FHEAGHZ ID SRR,

NHEEIRED (TODO: EEER, ERENEE?)

[EEESRPINSRAFA Error R , MIZRER APLEEOISEM.  Error #hRY Code FERFMEIRG , AWV SERATREL AR RIS ANIIEIRIS , TRIIE T AHEIRG

FEIRED

AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

WS : BRmEmEX

SEIRIA

BRARE (2= APLEEER ) ,
MFA $&i8,

BRI,

fozpu

token $&£iR,
Bk CAM 1Y,

DryRun #2(F , RFBERIGEZMINET . RESET DryRun 24,
(S SR

5594 71 #591m



O BASTCE

FHIRED

InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

HHIRIEA
RBBHEIR.
EONMFE.
SHEER.
SHEYEEIR.
BRI ECERS.
FROSHEIR
EORAAFE.
TBRANREIETD 7 SRR,
B G A,
BFEAE.
BEIRFE.
HFEATA.
RIRIUERLE.
RANSEIER,
AT,

http(s)iEkiMUEIR . R32#F GET 1 POST i&K,

BOARSTHEA S,

FNZzE (CWP)

5595 71 #591m



X BIHSTCE e (CWP)

HE8

N=

>

<ITEFTATIE: 2024-10-18 10:38:39

il
&

N

HEHEBRTIRRAFZEOSNENNSE , MIEKE |, EEMEORMEOEP B XESEHTIRE  EERERIITEETXLSH , TRERKREER.

BRHEIE V3
{$5F8 TC3-HMAC-SHA256 &&75:50T , ARSHEESH—HEI HTTP Header i53kLEP+ , a1 :
SEETR it wiE R

XTC-Acti . = BEREOETR. BUESEEOSXERRASEAHSE Action 19iREE. HIIN=IRSESHEIALAZIFRED , BUER

-TC-Action String = .
Describelnstances,

X-TC-Region String = M%), BRINAEEEEE MURAVEEE, BOESHMREESEBEOXETRASH LTS Region FIHE, T :

= FUBENATEGRZSE , BOXEPSXIIASENREE | R B HEEEZSHEASE.

X-TC- Integer L7 UNIX Bi8)&; , alicsA&#e APLiEKAIETIE], iI0 1529223702, iFE : R SRS HBEEHEERESSH , £3RESK/T

Timestamp : IR,

Hm

X-TC-Version String EERY API BOMRAS, EUESEZEONRUh NS A TESE] Version BIEE. BIMN=ARS2EAMAS 2017-03-12,

Hm

HTTP #RES AL ERRES |, 4D

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024

Her,

- TC3-HMAC-SHA256 : £&75i% , BRIEIEBIZE ;

- Credential : &I , AKIDEXAMPLE & Secretld ; Date £ UTC fRfRTEIIEER , BUEEEFAESEL X-TC-Timestamp
BER UTC fRERTBIBER—3 ; service AF=ME , WASBRNFRISHE—E, flflcvm ;

- SignedHeaders : 258 &1+ ERILEHMER |, content-type F host J9wsiseskER ;

- Signature : EEZHE,

el

Authorization  String

IGEHIERATFEAY Token | FERESIGIIHBE—EMHEA. IR Token FEILVEERSARRZORN. KPZHEIFE

X-TC-Token String Token

iyl

BEBAIE V]

f£F HmacSHAL 71 HmacSHA256 E&75i58 , AHSHHREER—MEERSEF , 1T

SHER ESid] DAV 1)
Adtion String = BEEOBR. BESEZEORTMASHATLSE Action FIREE. FIN=IRSSSSIEIASLAFIEED , BUES

Describelnstances,

WIS, FISRIRRA BRI MBEAEE. HORZAEEESE RO XRETRMASHASE Region B9, i

Regi Stri =

egron TSR ReEARBEERA , BTN , AR EE SRR,
Timestamp Integer £ 87 UNIX BHE)R; , alics&#e APLiEkARTE, 1401529223702 , iR SMEIREIEEIT A , &5 [RBEFITHIIR,
Nonce Integer 2 FEHLIEEEEL , 5 Timestamp BX&#ER , AT LLEHINE.

. TE=APIEA L HIBAIFRASDAY Secretld , —4 Secretld XFRIME—HY SecretKey |, 7 SecretKey SFRAERMBERER
Secretld String = .
Signature,

Signature String 2 BRER , FREIERERNE A | FERFRELMYMASEITESH. BINTERES EOSEME,
Version String 2 BERY APL BORRA, BUESEZEOXRASATLSE Version ASRIE. BHIAN=IRSSEAMRA 2017-03-12,
SianatureMethod | Strin = EB753 , BAISHF HmacSHA256 1 HmacSHAL, REFERIESEN HmacSHA256 Bt , {8 HmacSHA256 Bkl

9 9T I%E, BEERIYER HmacSHAL BIEEE,
Token String = IRRHIERATARRY Token , BEESIGIIEHE—EMER. IGREHET Token FEEFDSERSERZEORE. KEBHER

ZEE Token ,

WRFRE - BRmERMEX 2596 T H591m@



O BASTCE iz (CWP)

usagdlEs

iz (Region ) 2IEYERAIEIETOAIMIEXIS., tcecloudXJIGIERRIMME Be2iRR | REARMSERAEEAREEISEL. ATRHEHENE. RETHE
B, EERRREREE R,

ERTLLEE APLED EifFtiRSIR BESARRIEEIE.

TxRRSEXEO
AT ERIFR

WS : BRmEmEX 8597 T H591m@



O BASTCE

EITEFAYE: 2024-10-18 10:38:39

1. gOEis

EOiEREZ ;. cwp.apil.finance.cloud.tencent.com,
ERIRS- I RTRIFE

BOMZECERINEIRE) « 200%/%0,

EOEFRATE : 2022-05-20 15:11:35,

BB NN,
A e
2. NS
TERSHGIRNGIE TEOIERSEFRBO NS |, TEAHLSEH
SHER WAL FEVFNULL ESit)
Action = = String
Version = - String
Region = = String
A e
3. mHESE
BB ESid)
EmergencyResponse Uint64
EmergencyResponseBuy Bool
ExpertService ExpertServiceOrderInfo
ExpertServiceBuy Bool
ProtectNet Uint64
ProtectNetBuy Bool
Requestld String
H 33
4. lf'ElliE

PUMMRFE T O SSIBIEMERA0EIRIG , BRI AT
R
InternalError
InternalError.MainDBFail

InvalidParameter

WRFRE - BRmERMEX

|

>

FHZE (CWP)

S¥ , ZNEOEYE : DescribeAvailableExpertServiceDetail

HS%, AEOEYE : 2018-02-28

RHBH, FEOFFTEEBLSH.

)
NI ZWERI AT FRIREL
RIS R 2E R

TEASP AT PR EY
EEWSTIHEAFRN

HE—iEK ID , BRIEKRESIRE, ENIARAHEERHZRIERE Requestld,

98 ™

H#591m



O BASTCE

BRI R

BILEFATE: 2024-10-18 10:38:39

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

EXRRS-RNFIZR
BRAEOISRIRERRS : 200R/%0,
$EOEEATE : 2022-05-20 15:11:35,

EOBEIRESE EN,

2. ANSE

FHZE (CWP)

IUTFERSHGIRGIH T ZROBERSERDO KLY mBAHSHGIRD A GRS,

SHEMR % RIFNULL R

Action — & String

Version 2 = String

Region 2 &= String

By & B String

Filters & S Array of
Filters

Limit S S Uint64

Offset = a Uint64

Order = S String

3. iS4

SHER ESidl

List EmergencyResponselnfo

TotalCount Uint64

Requestld String

4. EIRMY

NHBE, AEOBYE : DescribeEmergencyResponselist

I

HE¥, AEORE : 2018-02-28
NHEH, MEOLFBERLSE,
HEF=FER StartTime , EndTime

S8, <br><li>Keyword- String - 2F&%IE : & - KEAILIE , </li><br><li>Uuids - String - 2&%
i & - EidigiE</li>

FTEREREE , &AEHN100
HFER
HF73%

®

g

WSS

R

SE3

¢
&

E—ER ID , SREREPIRME. EDREFERMIZRIERAT Requestld,

PUMMRFE T 1RO SSIBIERXA0ERN , BEtbERISFE A TR,

FHIRED
InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WRFRE - BRmERMEX

599 ;1 #591m



O BASTCE 122 (CWP)

TEEFRIIFR

BT EFAYE: 2024-10-18 10:38:39

1. #ZOEA

EOERIEES : cwp.api3.finance.cloud.tencent.com,
ERRS-REERIIFR

BB OB RIRERIRS] : 200%/70,

ZEOEHAE : 2022-05-20 15:11:35,

EOBIOEE NEN,

2. ANSE

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHEWR  WE RENULL KA ik

Action =2 &5 String NHBE, AEOBYE : DescribeExpertServicelList

Version = B String AHEHSE, AEORYE : 2018-02-28

Region = & String PHBY , AEORFEEBULSEH,

By & & String HEFF=FER StartTime , EndTime

Filters = = Array of pupsEIt <I:.>r> <\Ii>K<-?-yword— String - B2EME : & - EEIEEE , </li> <br><li>Uuids - String - 27w
Filters B & - FLididiE</li>

Limit = a Uint64 FTERERHE  &AEN100

Offset B S Uint64 HFpPK

Order = = String HFERE

3. FitH 4]

SHEWR ESidl fER

List SecurityButlerInfo TEEREE

TotalCount Uint64 ISES 5

Requestld String —iEK ID , ®XIEKEPSIRE, EIIMAEEREZRIEKE Requestld,

4. EIRD
PUMMRFE T 1RO SSIBIERXA0ERN , BEtbERISFE A TR,

RS i

[

InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX 2100 7@ #591m|

\|



O BASTCE 122 (CWP)

ERIRFITRIIER

BT EFAYE: 2024-10-18 10:38:39

1. #OfEA

EOERES : cwp.api3.finance.cloud.tencent.com,
TRRS-ERRSITRTIE

ERAECIERIREIRS : 200R/7D.

AT © 2022-05-20 15:12:33,

EOBEIRESE EN,

2. ANSE

IUTFERSHGIRGIH T ZROBERSERDO KLY mBAHSHGIRD A GRS,

SHER Wik FEEFNULL A A
Action 2 S String NHBE , AEOBYE : DescribeExpertServiceOrderList
Version 72 iy String AHBE, AEORE : 2018-02-28
Region 2 & String AHBH, MEOLFEERSH,
Filters = & Array of Filters <li>InquireType- String - E&MIE : & - iTEERSE , </li>
Limit & & Uint64 DIFEL |AL005%
Offset S a Uint64 DK
3. MBS
SHER ESid] R
List ExpertServiceOrderlnfo 185
TotalCount Uint64 REM
Requestld String KE—iEK ID , §RIEKRESIRE. EfURERERHEIZRIERE Requestld,

4. (EIRES

PUTMRFIH T 1A SSIZIERXA0ERNS , BEthERIFE AR,

U=}

HIRAD )
InternalError

MissingParameter

InvalidParameter

InvalidParameterValue

WIS : B emEX 6101 |1 H#591m

\|



O BASTCE

LZeERBKIERE T

BILEFATE: 2024-10-18 10:38:39

1. EOfEA

BROERES
ERRS-REERAKIEIRE T
EOAZOERGERIRS : 200R/70.

FEOEEAE : 2022-05-20 15:12:33,

cwp.api3.finance.cloud.tencent.com,

EOBEIRESE EN,

2. ANSE

IUTFERSEHGIRGIH T ZROBERSEO HSE

SHEIR D25 FEEFNULL
Action b= &
Version = &=
Region = &
Limit 2 &
Offset 2 &=
A s
3. s
SEER E3id)
List MonthInspectionReport
TotalCount Uint64
Requestld String
4N
4. %EI]?E

UM T O SSIBIEEXAEIRIG , EAbEIRDIFED
FEIRED

InternalError

MissingParameter

ResourceNotFound

InvalidParameter

Resourcelnsufficient

LimitExceeded

OperationDenied

InvalidParameterValue

WS : BRmEmEX

FTEAHBHGIRN NGRS,
ESidl fER
String NH2% , KZOBYE : DescribeMonthInspectionReport
String AHBE, NEORE : 2018-02-28
String AHBY , FEOAFEECBISEH,
Uint64 PDTRAN
Uint64 DIEK
7%
KARIRETIR
JSp-2

TR

W—iERK D , ®REREBLIRE. ENDRSHEERMEZXIEK Requestld,

NHFEIRG.

FNZzE (CWP)

%102 @

H#591m



O BASTCE 122 (CWP)

IERNERYIZR

BT EFAYE: 2024-10-18 10:38:39

1. #OfEA

EOERES : cwp.api3.finance.cloud.tencent.com,
TRRS-EMERFIER

ERAECIERIREIRS : 200R/7D.

AT © 2022-05-20 15:11:35,

EOBIOEE NEN,

2. ANSE

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHEWR  WE RENULL KA ik
Action =2 &5 String ANHSE , AEOBYE : DescribeProtectNetList
Version = B String AHEHSE, AEORYE : 2018-02-28
Region = & String PHBY , AEORFEEBULSEH,
By & & String HEFF=FER StartTime , EndTime
Filters = = Array of iR, <|:.>r> <\Ii>K<-?-yword— String - EAWIE : & - XEEE , </li> <br><li>Uuids - String - &%
Filters B & - FLididiE</li>
Limit 5 & Uint64 FTERERHE  &AEN100
Offset B S Uint64 HFpPK
Order = = String HFERE
3. S
SHEWR ESid] R
List ProtectNetInfo ZEEREE
TotalCount Uint64 R
Requestld String E—ER ID , ®RIERERE, EDRIHERAEZXIERA Requestld,

4. EIRD
PUMMRFE T 1RO SSIBIERXA0ERN , BEtbERISFE A TR,

RS o

[

InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WIS : B emEX %6103 1 H#591m

\|



O BASTCE

NEHGN-[z58shellfHX#EO
MhpRIz58ShellZ4

SR &gt E: 2024-10-18 10:38:39

1. MR

iSRS : cwp.api3.finance.cloud.tencent.com,
IRYEIdsHpR 3 Shel =84t

EONEOIERSTERIRE : 200R/7D,

AT © 2022-05-20 15:11:35,

OB E &N,

2. MINSEY

IUFERSHGIRNGIH T EOBERSEIED ALY, REAHSHGIRD

SHIEIR Wik FEYFNULL ESid)

Action P a String

Version = & String

Region = &= String

Ids =3 B Array of Uint64

3. FitHE4Y

SHER ESiS A
Requestld String

4. (EIRES

UMMEIH T 3O SSSEERAEIRN | BRI AR

U=}

fRIRMG

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

°

AHSE, FEORE : 2018-02-28
AHBY , FEOTFEECBLSEH,

IDE4. (BRK100%%)

E—ER ID , ®RIERERE., EDERHEERAZXIZRA Requestld,

FHZE (CWP)
fiR
58104 70 #591



O BASTCE

MIpR 258 Shel I FLR

BILEFATE: 2024-10-18 10:38:39

1. EOfEA

BOEREE
IR R2EEShe AR
EONZOIBRIREIRS] - 200%/7D,
#EOSEFRAE : 2022-05-20 15:11:35,

cwp.api3.finance.cloud.tencent.com,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ROBERSEO 2HSE

SHEWR Wi FEEFNULL
Action b3 &
Version = =
Region 2 a
Ids =3 =&
A g
3. mHESE
SHER ESid) A
Requestld String H—EFX D,
H >
4. %EIBE

PUTMMRFIH T 1RO SSIBIERXA0ERND | EtbEIRIDFD
HIRAD
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameterlllegalRequest
InvalidParameter.DateRange
InvalidParameter.RegexRuleError

InvalidParameter.ReverShellKeyFieldAlIEmpty

WS : BRmEmEX

FTEAHBHGIRN NGRS,

ESidl R

String nHE2# , ANZOEYE : DeleteReverseShellRules
String AHBE, AEORE : 2018-02-28

String AHEBY, FEOLTEEBISH,

Array of Uint64 IDE4A. (FxK100%%)

BRIERERE, BT TEERMZRIERE Requestld,

NEHEEIRAD.

FHZE (CWP)
fik
28105 7 #591m)



O BASTCE iz (CWP)

[

RS i
InvalidParameter

InvalidParameterValue

SRENZ58ShellZlZ

BRITEFATE: 2024-10-18 10:38:39

WS : BRmEmEX 25106 TW #591|

\|



O BASTCE

1. gOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
FREV5#Shell5IZR

BOMECERINEIRE) © 200%/%0,

FEOSEFAAYE : 2022-06-06 15:48:41,

EOBEI S S L,

2. NS

IFERSHGIRMGIH T ZOBERSESO NHEH , RBAHSHGIRDATERS,

SHER Wik FPENULL S

Action 2 = String
Version 2 & String
Region 2 & String
By 5 = String
Filters & & Array of Filter
Limit a = Uint64
Offset S & Uint64
Order E S String

3. S
SHER ESidl 1%
List ReverseShell FIRASE
TotalCount Uint64 REE
Requestld String

4. $EIRMY

W

NS, AEOHE : 2018-02-28

N
e

HEH , AEOFITEEBLSH.

HEFFFER © CreateTime-A&4ERT A

FNZzE (CWP)

L& M. <br><li>Keywords - String - 2&%4E : & - XEF(ENAMIPHER) </li>

RE#E , &AE100,
fR#%E , BAA0,
HFA  RIEERREHEET : asc-FHF/desc-EF

B—iEK D , BRERESIRE. EMDREHEERAEZXIERA Requestld,

PUMMNEIH T O SSSEERAEIRT , BtERIF N ARG,

FRIRMG

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameterlllegalRequest

InvalidParameter

WS : BRmEmEX

%107 ™

\|

£591m



O BASTCE iz (CWP)

FRIRMG R

InvalidParameterValue

SRENZ 58 ShellFI% 2

EILEFAYE: 2024-10-18 10:38:39

WS : BRmEmEX 25108 T@ #591m|

\|



O BASTCE

1. EgOEis

EOiEKkERE : cwp.api3.finance.cloud.tencent.com,
SRERZ3#Shel FINIFIZE
BUAB OIS RITERIRE) © 200%/%,

FNZzE (CWP)

OIS sRAdE : 2022-05-20 15:11:35,

BOBEIOS S L,

2. NS

IFERSHGIRMGIH T ZOBERSESO NHEH , RBAHSHGIRDATERS,

SHER
Action
Version
Region
Filters
Limit

Offset

Wi
=
=

=
=

|

o

3. FitH34g

SHER
List
TotalCount

Requestld

4. 4175

FREFNULL

O B o o

iy

]
ReverseShellRule
Uint64

String

W

eS]

B}

AR

String NHSE, AEOBYE : DescribeReverseShellRules

>

String HSE, AEOBYE : 2018-02-28

H2¥ , AEOLTEEBLLSH.

5

String

Array of Filter IS8, <br><li>Keywords - String - EBWIE : & - XEFHFEZR) </li>

Uint64 RE#E , BAN10 , &AENL00,
Uint64 mizE , BAZ0,

SEREL

HE—ER ID , ®RIERERE., EUDRIHERAEZXIERA Requestld,

PUMMRFH T 1RO SSIBIERRA0EIRND , BEbERIFE A TR,

RS

InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameter.InvalidFormat

MissingParameter

LimitExceeded.AreaQuota

ResourceNotFound

InvalidParameterlllegalRequest

InvalidParameter.DateRange

InvalidParameter.RegexRuleError

WS : BRmEmEX

B
B

%109 @

H#591m



O BASTCE iz (CWP)

RS A
InvalidParameter

InvalidParameterValue

SHx58ShellE4

BRITEFATE: 2024-10-18 10:38:40

WS : BRmEmEX 110 7@ #591m

\|



O BASTCE

1. gOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
SR ShellH4

BOMECERINEIRE) © 200%/%0,

EOEFATE : 2022-05-20 15:11:35,

EOBEI S S L,

2. NS

FNZzE (CWP)

IFERSHGIRMGIH T ZOBERSESO NHEH , RBAHSHGIRDATERS,

SHER Wik FEFNULL KA A
Action p=2 & String NHSE, AEOEYE : ExportReverseShellEvents
Version 2 a String NHESE, AEOBYE : 2018-02-28
Region = a String REBY , MEOFFEECBLSH.
Filters & & Array of Filters RS
3. FtHS4Y
SHER RE ik
DownloadUrl String S R E R L,
Taskld String {Eid
Requestld String H—iEK ID , 8RERESIRE], EfFABAFHEREIZXIEKA Requestld,

4. FEIRMY

PUMMMFIH T O SSBEERAEIRN , BtERF A==,

FRIRMG

InternalError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
FailedOperation.Export
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

U]

%111 |

\|
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O BASTCE

NEEN-Z R ERE O
MPRFE RO R

SRS E: 2024-10-18 10:38:40

1. MR

iSRS : cwp.api3.finance.cloud.tencent.com,
A%8£0 (DeleteBruteAttacks) FIFHIBRE SR,
BOAZEOIERITERIRE] : 200%/%,

#EOSEFASE : 2022-05-20 15:12:33,

OB E &N,

2. MNSEY

IUTFERSHGIRNGIH T EOBERSEIRD NHLSH , REAHSHGIRD ISR,

SR ik FEFNULL ESid]

Action P a String

Version = a5 String

Region 2 = String

Ids 2 B Array of Uint64

3. FitHE4]

SHER eSS Tk
Requestld String

4. (EIRES

PUMMNFIH T OSSEEERAEIRN | BtERIF N ARG,

fu=|

RS

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

AHSE, AEOBYE : 2018-02-28

H2H , FEROFFEEGBLSH.

>

RIS, (RX 100%)

E—ER ID , ®RIERERE., EDERHEERAZXIZRA Requestld,

FNZzE (CWP)

%112 ™

\|
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O BASTCE 122 (CWP)

SRBUR R

BILEFATE: 2024-10-18 10:38:40

1. #OfEA

EOERES : cwp.api3.finance.cloud.tencent.com,
SRENIRBRBE MR

ERAECIERIREIRS : 200R/7D.

BRI : 2022-05-20 15:13:13,

EOBEIRESE EN,

2. ANSE

IUTFERSHGIRGIH T ZROBERSERDO KLY mBAHSHGIRD A GRS,

SHEWR Wik FEEFNULL ESid) i)
Action 2 &5 String NS, AEOBYE : DescribeBanMode
Version 2 B String AHBE, AEORYE : 2018-02-28
Region = ) String AHSH , MEORFEERBUSE,
A s
3. S
SEETR ESitl A
Mode String FEEfTIET , STANDARD_MODE : /KT , DEEP_MODE : JREREHT
StandardModeConfig StandardModeConfig TERRREAIECE
Requestld String W—iEK ID , ®RIEKEPSIRE., BTN EEREZREKE Requestld,

4. EIRIS
BUTVRBH T RO BB AOREIRED | RSB AR,

TR 1t

[

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX %113 1|
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O BASTCE

SREN BB frithiay

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

EOERES : cwp.api3.finance.cloud.tencent.com,
SRENBE I

ERAECIERINEIRE : 200R/7D.

AT © 2022-05-20 15:12:33,

EOBEIRESE EN,

2. ANSE

IUTFERSHGIRGIH T ZROBERSERDO KLY mBAHSHGIRD A GRS,

SEETR WA FEFNULL e St b
Action =2 & String NH2E , AZOBYE : DescribeBanRegions
Version = & String AHSE, AEORYE : 2018-02-28
Region 2 " String PHEHBY , MEORFZERLSEH,
Mode 2 & String
A s
3. mHESE
SHER ESicl A
RegionSet RegionSet HEEFIR
Requestld String W—iEK ID , BXEKRESIRE]., BRI EEREIZXIEKA Requestld,

4. EIRIS

PUMMRFH T 1RO SSIBIERRA0EIRND , BEbERIFE A TR,
FHIRED

InternalError

InvalidParameter.ParsingError
InvalidParameter.MissingParameter

MissingParameter

InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FE#fET , STANDARD_MODE : #R/EfE#T , DEEP_MODE : iR/

FNZzE (CWP)

B
B

%114 ™

H#591m
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SREPRRTIZ RIS

BILEFATE: 2024-10-18 10:38:40

1. EOHHAR

EOERIEES : cwp.api3.finance.cloud.tencent.com,
SREPERHZEHIRS

BB OB RIRERIRS] : 200%/70,

EOEFRATE : 2022-05-20 15:12:33,

EOBIOEE NEN,

2. ANSE

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHEWR Wik FEEFNULL ESid) i)
Action 2 &5 String NHE#, AEOBYE : DescribeBanStatus
Version 2 sy String AHBE, AEORYE : 2018-02-28
Region = B String AHSH , AEORFEEBUSE,
N sy
3. S
SEETR it b
ShowTips Bool BERMERRMESE false: X |, true: S
Status Uint64 FRBTFF IR 0% LFFE
Requestld String —iEK ID , ®XIEKEPSIRE], EAIUHNEEREZREK Requestld,

4. 4175
UG T2 O SSEEERAHEIRTS , BRI A ERG.

RS

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

B
B
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SRENPERTR=2 BRFIER

BILEFATE: 2024-10-18 10:38:40

1. #OfEA

EOERIEES : cwp.api3.finance.cloud.tencent.com,

REVERTEZ EFIE
BRAEOISRIRERRS : 200R/%0,
$EOEEATE : 2022-05-20 15:11:35,

EOBEIRESE EN,

2. ANSE

FNZzE (CWP)

IUTFERSHGIRGIH T ZROBERSERDO KLY mBAHSHGIRD A GRS,

SHEWR Wik FEYFNULL KA i)
Action =2 & String NHEE , AEOBYE : DescribeBanWhiteList
Version 2 B String ~HSE, AEORYE : 2018-02-28
Region = & String AHBY , AEOFFEEBISH,
Filters & 5 Array of Filter iEEEM, <br><li>Keywords - String - EFME : & - EiAXgEF </li>
Limit £ & Uint64 REEE , &AEHNL00,
Offset S a Uint64 R
3. MBS
SHER ESidl ik
TotalCount Uint64 RICRE
WhiteList BanWhiteListDetail B&ERYIR

Requestld String

4. (EIRES

PUTMRFIH T 1A SSIZIERXA0ERNS , BEthERIFE AR,

U=}

HiRh
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound

InvalidParameter

WS : BRmEmEX

E—ERID , ®XBEREPRE., EUDRSHEERAEZXIFERAY Requestld,
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R A

InvalidParameterValue

IRENZ OB 2R

BILEFATE: 2024-10-18 10:38:40

WS : BRmEmEX 117 W #591m
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O BASTCE 122 (CWP)

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
IRENERRORRARD 2R

BOMZCERINEIRE) © 200%/%0,

EOEFATE : 2022-06-06 18:35:50,

BOBEIOS S L,

2. NS

IUFERSHGIRGIH T EROBRSHNDO A1, TBAHSHGIRIAHEK

&
?ﬁ

SHEWR Wk RFENULL KR8 )

H

Action 2 S String NHESE , AEOBYE : DescribeBruteAttackList
Version = a String NHESE , AEOBYE : 2018-02-28

Region 2 S String AHBH , MEORTEEBI S,

By FS & String HEF=RER © CreateTime-ENXRITEATE)

it <br><li>IpOrAlias - String - &2 : EEH'LIpISZ?:J%)ﬁiJiR/lD<br><||>UU|d String - &%
& - =EE—Uuid</li><br><li>Quuid - Strmg HE B zﬂﬁ%%%umddl»<br><||>Status Strlng -
BEEWE & - RETH% - 2L : FAILED BTN - SUCCESS</I|><br><||>UserName String - @& WA :
Array UserNamefiik</li> <br><li>Srclp - String - 2&XE 1 & ;E,J",B]p’j%i‘k/l»<br><||>CreateBeg|nT|me String
Filters & & of - XEE‘MiE B - BURBGERTE)RIE |, FRaRdE </li> <br> <I|>CreateEndT|me String - 2EME | & - BRI
Filter It ;EEj|‘Eﬂ</Ii><br><|i>ModifyBeginTime String - EEWE : B - BRIEGEERERFE , FFaraE</li>
<br><l|>Mod|nyndT|me String - 2E WA ¢ E‘ﬁlﬁlﬂfﬂj’|EﬂTﬁiﬁ,_,:.;EH'_I’|§_|</|I><br><|I>Banned String -
TWIE & - FERCIRESSE , 240" "9 : 0- EEBE&E (£BZKFFRXA ) |, 82-FKERFEEZAR) , 83-RFERT(ENN
EI%%) , 1-2RENT , 2-RIEMT-FBFRE | 3-RIEMT- I EA ISR | 4-RBEMT- LG A ScsrEkRT </1i>

Limit = S uinted  FEREREE  HRAEHN100
Offset =& & Uinted  {@BE , BARO.
Order S S String HEFAR  IRIBEROREHER © asc-FHF/desc-[EF

3. FitH24Y

SHER %R i)y

BruteAttackList BruteAttackInfo ORI

TotalCount Uint64 B

Requestld String H—i5K ID , RIEKREPSIRE, EIERAFHEEREZIRIEKA Requestld,
H >
HiR

UG T O SSBIERRAERTD |, EfthiERIGIF N A HEIRD,
EIRFD ik
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter

MissingParameter

WRFRE - BRmERMEX 28118 1 #5917,
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iRt )
ResourceNotFound

InvalidParameter.DateRange

InvalidParameter

InvalidParameterValue

WS : BRmEmEX %119 T #591m
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SRERBRARZ RN

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
SREEBR AR

EONZOIBRIREIRS] - 200%/7D,

#EOSEFRAIE : 2022-05-20 15:12:33,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SEETR WhiE FBYFNULL i) b
Action 2 & String nHE2# , ANZOEYE : DescribeBruteAttackRules
Version 72 & String AHEHSE, AEORYE : 2018-02-28
Region =z & String AHSH, AEOLFTEERSEH,
A s
3. S
SEETR ESid) ik
Rules BruteAttackRuleList JEEEPRBETARNIZIZR
Requestld String W—iEK ID , 8XEKRESIRE], BRI HEEREIZXIEKA Requestld,
H >
4. %EIBEEEJI
ATMBHE T OS5 BERRIEIRD | EftEREEN A E =D,
=) G

InternalError

WS : BRmEmEX

FNZzE (CWP)
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O BASTCE

SHEBRFICR

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

420 (ExportBruteAttacks) FIFSHERSIARICRACSVIXEF,
EOANEZOIBRIREIRS : 200%/70,

EOEFRAIE : 2022-05-20 15:13:13,

EOBEIRESE EN,

2. ANSE

IUTFERSHGIRGIH T ZROBERSERDO KLY mBAHSHGIRD A GRS,

SHBIR ik FEYFNULL ESid)

Action — & String

Version = = String

Region = a String

Filters & &= Array of Filters
3. S

SHEWR St Tk

DownloadUrl String SIS T EbIE,

Taskld String SH{ESID

Requestld String

4. FEIRMY

PUMMNFIH T 3O S3SEERAEIRT , BRI ARG,

de

FRIRAD

InternalError
FailedOperation.Export
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

NHB¥, AEOEYE : ExportBruteAttacks

~HESE, AEOBYE : 2018-02-28

E—EK ID , BREREPRIRE. EIDREFERMIZRIERAT Requestld.

FNZzE (CWP)
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O BASTCE 4z (CWP)
[\ - =
IEBURIRRRRT]
BILEFATE: 2024-10-18 10:38:40
1. FOfER
EOEKES : cwp.api3.finance.cloud.tencent.com,
IEBURIPERTREC
EOANEZOIBRIREIRS : 200%/70,
FEOSEFRAIE : 2022-05-20 15:12:33,
OIS E EN,
A g
2. NS
LITERSHGIRGIE TEOBKRSHIH O AHEH , RERAHSHGIRIAHIERSE,
SHER Witk FBFNULL ] i34
Action 2 & String NH2%, KiZOBYE : ModifyBanMode
Version = & String AHBE, AEORYE : 2018-02-28
Region 2 & String NHBH , AEORFEERLSEL,
Mode g2 & String FE#TIEL , STANDARD_MODE : #RfERENT , DEEP_MODE : iRERRHT
Ttl a = Uint64 PEMTRTIE) , AT iR ERERTE
A e
3. FtHEE
SHER ESidl Tk
Requestld String H—EK ID , ®RIEKRESIRE], EfIT@EEEREIZRIEKAT Requestld,
ﬂ\
4. FEIRB
ARG T O S5 ERA0ERED , BRI AR,
FEIRMG R
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
InvalidParameter
InvalidParameterValue
WIS : B emEX 58122 T #591|
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IRERRTTFFRRTE

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
REERFFRRS

EONZOIBRIREIRS] - 200%/7D,

#EOSEFRAIE : 2022-05-20 15:12:33,

RO E &N,

2. ANSEL

FNZzE (CWP)

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHER Witk FEEFNULL ESi
Action — S String
Version b3 = String
Region = & String
Status 2 5 Uinte4
A s

3. S

SHER ESid] Tk

Requestld

4. EIRAY

PITMRFIH T 12O SSIBIERXA0ERNS | EtbERIFE AR,

U=}

iRt
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound

InvalidParameterValue

WS : BRmEmEX

~HSE, AEOEYE : 2018-02-28
AHBH , MEOAFTEERLLSEH,

FEMTIRTS 0:35F) 1L.FFS

E—ER ID , ®RIERERE, EUDREHERAZKXIZRAY Requestld,
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O BASTCE

(ERE=ALE W

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
1B R IIRAFHN

BUAZEOERITERIRE] © 200%/%5,

EOEFRAIE : 2022-05-20 15:13:13,

EOBEIRESE EN,

2. ANSE

IUTFERSHGIRGIH T ZROBERSERDO KLY mBAHSHGIRD A GRS,

SHBIR Wik FEYFNULL ]

Action — S String

Version = & String

Region = & String

Rules 2 & Array of BruteAttackRule

3. mHEE

SHEWR ESid Tk
Requestld String

4. EIRAY

PITMRFIH T 12O SSIBIERXA0ERNS | EtbERIFE AR,

U=}

HiRt

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

HS8 , AEOBYE : 2018-02-28

>

HEH , AEOLFEGBUUSH.

>

I T
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O BASTCE

AR BRI P E R IR o e

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
T EREE IR AR R

ERAECIERINEIRE : 200R/7D.

AT © 2022-05-20 15:12:33,

EOBEIRESE EN,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEIR W3 FEEFNULL Sl T4
Action 2 & String AH2E , AEOBYE : StopNoticeBanTips
Version 2 B String NHBE, AEORE : 2018-02-28
Region 2 & String 2HSH, AEOLFTEERSEH,
A s
3. S
SEETR Bl ik
Requestld String H—iEK ID , BRIEREIRE, TR HERMZRIERE Requestld,

4. FEIRMY

PUMMMFIH T O SSBEERAEIRN , BtERF A==,

U]

FEIRAD

InternalError

WS : BRmEmEX

FNZzE (CWP)
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O BASTCE

NEEN-FEERBEXREO
HpRFHEERE R RN

SRS E: 2024-10-18 10:38:40

1. MR

iSRS : cwp.api3.finance.cloud.tencent.com,
REOATHMRSIEROZ RN,
EONEOIERSTERIRE : 200R/7D,

BEOEFATIAE : 2022-05-20 15:12:33,

RO E NEN,

2. MINSEY

TFERSHGIRNGIH T EOBRSEIRD NHLSH , REAHSHGIRDATISRSY

°

SHER Wi FEEFNULL S i)
Action 2 & String AHSE, AEOBYE : DeleteLoginWhitelList
Version =2 & String NIHESE , AEOBYE : 2018-02-28
Region 2 & String RHSY , FEOTFEECBRLSH.
Ids 2 5 Array of Uint64 BEEID (X 100 £)
N e
3. mHs
SHER Sl R
Requestld String H—iEK ID , SRIEKREIRE, BRI REERHIZRIERN Requestld,

4. (EIRES

PUMMFIH 7O SSEEERAEIRN | BtERF N ARG,

U=}

FRIRMG

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)
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O BASTCE 4z (CWP)
= < 3
EIAEHATE): 2024-10-18 10:38:40
1. #ZOEA
EOERIEES : cwp.api3.finance.cloud.tencent.com,
ZA#Z0 (DeleteNonlocalLoginPlaces) FAFi&FtbEFRICR.
BRAEOISRIRERRS : 200R/%0,
O SEFATE : 2022-05-20 15:12:33,
ORI B NS,
A g
2. MNSE
UFERSEFIRGIE T EOBSRKSEMED AHLSE |, REAHSHPIRDALERSL,
SEATR Whi FOEFNULL it AR
Action - = String NHS#, AEOBYE : DeleteNonlocalLoginPlaces
Version £ & String AHSH, FEORE : 2018-02-28
Region = B String NHEH, MEOLFEEBRLSE,
DelType B B String MRS R REAAYA |, AEE : "Ids", "Ip". "All", ERAAIds
Ids & & Array of Uint64 B REMIDEE. DelTypeuldsalDelTypesRiERTt It T E
Ip & & Array of String SHEFREAMNIp. DelTypelphfisiE
Uuid S S String F#Uuid
A g
3. S
SEETR e it R
Requestld String HE—EK ID , ®RIEKREPSIRE]., EAIEAHEEREZRIEKAT Requestld
4. $EH
LA T 2O SBIERXAEIRD , EibEREEFE N A SR,
iEllBE }ﬁ@

InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameter.InvalidFormat

MissingParameter

LimitExceeded.AreaQuota

ResourceNotFou

nd

InvalidParameterlllegalRequest

WS : BRmEmEX
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=i A
InvalidParameter

InvalidParameterValue

SREVEREITHIR

BRITEFATE: 2024-10-18 10:38:40

WS : BRmEmEX 2128 TW #591|
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O BASTCE 122 (CWP)

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
IREVEREITIIZR

BOMZCERINEIRE) © 200%/%0,

FEOSEFRAdE : 2022-06-06 17:19:32,

BOBEIOS S L,

2. NS

IIFERSHGIRGIH T ZROBERSERO RS RBAHSHGIRDATERS,

W

SHEWR Wk RFENULL KR8 )

Hi

Action 2 S String NHESE , AEOBYE : DescribeHostLoginList

Version 2 B String NHSH, AEOBYE : 2018-02-28

Region = B String AHBH , MEORTEEBI S,

By = = String HERF=RER : LoginTime-2&4ERHiE]
Zig&M, <br><li>IpOrAlias - String - 2FWIE : & - EHlipakBI&THiE</li> <br> <li>Uuid - String - 2&W

Arra # & - =EE—Uuid</li><br><li>Quuid - Strmg 2EnE & Eﬁﬁ%égumdqlw<br><||>UserName -
Filters = = of Y String - 2EWMIE : & - FFEigk</li> <br> <li>LoginTimeBegin - String - E&MIE : & - IRIBSKAIEERTHE |
= = Filter FHARTE </li> <br> <li>LoginTimeEnd - String - E&WIE : & &ﬁﬁﬂ“ﬂﬁlﬂj‘lEﬂEﬁ’J’%& , GEERREYIE </li> <br>

<li>Srclp - String - 2BWIE : & - KRipfdist</li> <br> <li>Status - int - EHNE : & - KEBELEEESR ;
5: BiNE, 1482438 |, 15 : B2 </li> <br><li>RiskLevel - int - EBME : & - K&FX0SE ; 1 algE</li>

Limit & a Uinte4  FEREREE , &RAEH100

Offset = S Uinté4  {miEE , BIAAO0,

Order B B String HEFA  IRIBEIOREHER : asc-FHFe/desc-f&FF

A o4
3. e

BB ESid) )0

HostLoginList HostLoginList BREIIIR

TotalCount Uint64 sty

Requestld String HE—EK ID , ®RIEKRESIRE]., D@ EEREIZRIEKA Requestld,

4. RS

PUBUE T O SSIBIEERRERED |, EERIGIF N AR,

FEIRAD Tk
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

MissingParameter

InvalidParameter.DateRange

InvalidParameter

WRFRE - BRmERMEX 28129 ;1 #5917,
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FRIRMG R

InvalidParameterValue

RN ERARREFEFIZR

BILEFATE: 2024-10-18 10:38:40

WS : BRmEmEX 130 7@ #591m
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1. EgOEis

FNZzE (CWP)

EOEKES © cwp.api3.finance.cloud.tencent.com,

REFMERORRSHREIIR
BOMZCERINEIRE) © 200%/%0,
FEOSEFAAYE : 2023-02-15 10:50:58,

EOBEI S S L,

2. NS

ITFERSHGIRMGIH T ZOBERSEHRO NHEH , RBAHSHGIRDATERSE

SHEWR  WE SRVFNULL
Action 2 &
Version — &
Region 2 &
Filters a &
Limit & &
Offset & &

3. mHESE

SHER
LoginWhiteCombinedInfos
TotalCount

Requestld

4. (EIRES

W
&
:

it i)
String 2HBH, AFOBYE : DescribeLoginWhiteCombinedList
String NHESE , AEOBYE : 2018-02-28
String  QHBH, AEOFFEERLSH.
Array i$E&MHE, <br><li>IpOrAlias - String - EBME : & - EHlipaiBI& %< /li> <br> <li>UserName - String - &
of WE : B - FAPETRiE</li> <br> <li>ModifyBeginTime - String - 2FWE : & - IRRRISIATEERTEIE , FrARdaE
Filter </li><br> <li>ModifyEndTime - String - 2EWXIE : & - IREREMKETEIERTHILE , Z5RATE </li>
Uinte4  FERERIEE  BAA10 , HAEHL00
Uint64 fREE , BARO0,
ESidl ik
LoginWhiteCombinedInfo EHENBERTIE
Uint64 BEE
String E—EK ID , BRERESRE, EDMNFERAEZRIER Requestld,

PUMMFIH T EEOLSSEEERAEIRN , BRI N ARG,

IR
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

MissingParameter
ResourceNotFound
InvalidParameter

InvalidParameterValue

WS : BRmEmEX
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IR EREARRYIR

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

BROERES

cwp.api3.finance.cloud.tencent.com,

RIS E ROF BT
BOAZOERIERIRS : 200R/70.

$EOEEATE : 2022-05-20 15:12:33,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ROBERSEO 2HSE

SHER
Action
Version

Region

Filters

Limit

Offset

=
=
=
=

=
=4

iy

iy

3. S

SHER

LoginWhiteLists

TotalCount

Requestld

4. ERD

=
=

iy

oy

|

AEFENULL - 230 i
H#H&

String N

String NHE

FNZzE (CWP)

TEAHSHGIRDATERSL,

, NEOEYE : DescribeLoginWhiteList

, AEFEOEYE : 2018-02-28

Sting  QHSH, MEROFFTEECRLSH.

Array A, <br><li>IpOrAlias - String - E&WE : & - BiFXESF </li><br><li>UserName - String - 284
of i & - BPgE </li><br> <I|>Mod|fyBeg|nT|me String - BEXIE : & - IRIREKATAERTEE | FFIARTIE
Filter </li> <br><li>ModifyEndTime - String - &8 : & - IRABIEKATEERTHE | ZRATE </1i>

Uinted  REFEE , &AEH100,

Uinted i , BAIAJ0.

ESig
LoginWhiteLists
Uint64

String

PUMMMFIH T O S3SEERAEIRT | BRI

IR

InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameter.InvalidFormat

InvalidParameter

InvalidParameterValue

WRFRE - BRmERMEX

)
BERORRHE
IBREE

HE—iEK ID , BRIEKRESIRE, EAIARAHEZRHZRIERE Requestld,

NHIEIRD.
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O BASTCE 4z (CWP)
o= <
BiFERERM
BIAEHAETE): 2024-10-18 10:38:40
3z A
1. #ZOfA
EOERIES : cwp.api3.finance.cloud.tencent.com,
It3A ( DescribeUsualLoginPlaces ) B F&EIAERESRHD.
AR IS RIERIR S : 200%/7,
FEOEHAE : 2022-05-20 15:12:33,
ORI NN,
2. MANBH
UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SHEWR Wik FEEFNULL R A
Action 2 &5 String NH2E, AEOBYE : DescribeUsualLoginPlaces
Version P! S String NHEBE , AEOBYE : 2018-02-28
Region 2 & String AHBEH, NMEORZEEBLSEL,
Uuid 2 FS String =EEFIRUUID
A e
3. WHSE
SHER Bl R
UsualLoginPlaces UsualPlace ERESEE
Requestld String W—iEk ID , ®XRIEKESIRE], EAIUHNEEREZREKE Requestld,
4. FEIRIS
PARBI T 52O 5B IERXRIERS | BRI N A IR
FEIRMG A

InternalError
InvalidParameter.ParsingError
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

%133 ™

H#591m



O BASTCE 4z (CWP)
= = < >
RIS FATE): 2024-10-18 10:38:40
1. BEOHHAR
HEOERIES : cwp.api3.finance.cloud.tencent.com,
A$EO (ExportNonlocalLoginPlaces) B FSHEtBEREHERCSVIE.
EAB IS RIERIR S : 200%/70,
ZEOEHHAE - 2022-05-20 15:13:13,
ORI NN,
A s
2. MNSE
UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SHEWR Wi FEEFNULL E:Sid] it
Action =2 5 String NH2%, KIZOHYE : ExportNonlocalLoginPlaces
Version = B String NHEHSE, AEORYE : 2018-02-28
Region 2 & String NHSH , AREOFLTEEBISE,
Filters & & Array of Filter <li>Status - int - EENE : & - REFRLEEESSRE ; 2 . BtER</li>
A s
3. HSE
SHER il A
DownloadUrl String SIS T EbIE,
Taskld String SH{ESID
Requestld String H—EK ID , ®RIEKRESIRE]., EfIEEEREIZRIEKAT Requestld,
ﬁ\
4. FEiRS
LA T 5O S B IERXAEIRD , EfbiERIEEFEN AR,
RS A
InternalError
FailedOperation.Export
InvalidParameter
InvalidParameterValue
FailedOperation
RS - B e EX %134 I H591;



O BASTCE

NEREN-EEIEREXEL
BpRERIRXICR

SRS E: 2024-10-18 10:38:40

1. MR

HEOERIEES : cwp.api3.finance.cloud.tencent.com,
A0 (DeleteMaliciousRequests) FATFMIAEEIBKICRE.
BOAZEOIERITERIRE] : 200%/%,

BEOFEHATE : 2022-05-20 15:12:33,

OB E &N,

2. MINSEY

IFERSHGIRNGIH T EOBERSEIRD NHESH , REAHSHGIRDAHIERSLH.

SHER Wi FEEFNULL KA A

Action 2 & String ni

Version 2 = String AHBE, NEORE : 2018-02-28
Region 2 B String N

Ids 2 & Array of Uint64 ERIB

3. FitHE4Y

SHER eSS Tk
Requestld String E—ER ID , ®RIERERE., EDERHEERAZXIZRA Requestld,

4. (EIRES

PUMMFIH 7O SSEEERAEIRN | BtERF N ARG,

U=}

FRIRMG

InternalError
InvalidParameter.ParsingError
MissingParameter
LimitExceeded.AreaQuota
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

24, MEOAFERERLSH.

KRICRIDEA |, (FA100%)

FNZzE (CWP)
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O BASTCE

EEEIEKARRYIR

BRILEFATE: 2024-10-18 10:38:40

1. EOfEA

EOERIES : cwp.api3.finance.cloud.tencent.com,
BiEEERARRIER

BUAREOERITERIRE) © 200%/%,

#EOSEFRAE : 2022-05-20 15:11:35,

RO E &N,

2. ANSEL

FNZzE (CWP)

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEBIR Wik FEYFNULL ESit]

Action — ES String

Version = = String

Region =3 & String

Filters & &5 Array of Filters

Limit = S Uint64

Offset =z a Uint64
3. iS4

SHETR ESid)

List MaliciousRequestWhiteListInfo

TotalCount Uint64

Requestld String

4. TEIRAY

PIMRFIH T 1RO SSIBIERRA0ERNS | EthERIIFE AT IR,

HS8) , AEOEYE : 2018-02-28

I

H2¥ , FEOFFEEBLSH.

>

DKM, <br><br><li>Domain - String - E&&7R</li>
IREEE , BUAR10 , &AEF100.
fmizE , BUAA0,

fik
BEEERSIR
DIREHICREE

E—ERID , ®RIERERE., EUDREFHERAEZXIFRA Requestld,

U=}

HiRh
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX
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O BASTCE

SREEET

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

BROERES

=R IES

cwp.api3.finance.cloud.tencent.com,

NG |, FREVERIERTIZR
BRAEOISRIRERRS : 200R/%0,
EOEHAE : 2022-06-06 14:42:23,

EOBIOEE &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR
Action
Version
Region

By

Filters

Limit
Offset

Order

£

=
=

iy

iy

i

iy

3. mHESE

SEER
RiskDnsList
TotalCount

Requestld

4. RS

PUMMFIH T3 OSSSEERAEIRN , BtERIFN A EIRG.

IR

InternalError

AEFENULL - 230

B String
a String
& String
B String
Array
a of
Filter
a Uint64
a Uint64
S String
s
RiskDnslList
Uint64
String

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

MissingParameter

WRFRE - BRmERMEX

ﬁ“i

jus
e

£, A#EOBYE : DescribeRiskDnsList

D)

NHSH, AFOBYE : 2018-02-28

RHEBY, MEOFFEERLSH.

HEF=ER : AccessCount-iESRE. MergeTime-EiTiEKATE

RS, <br><li>IpOrAlias - String - 274448 ¢

B - ISR E </li>

FEREREE , BAR10 , HXEH100

fRZE , BAA0,

A IRIEERREHET : asc-Fiw/desc-lERF

&
B

TRIERYIREA
BEE
E—EK D , RERERE. SRR ERA

FHZE (CWP)

- FEHipak &Ik </li> <br><li>Url - String

ZRIERAY Requestld,

%137

- REWIE
& - Urlfsig </li> <br> <li>Status - Strlng 25 ,Z\iE B - RETFEOFME ; 2:51F ; 3:A5(E</li><br>
<li>MergeBeginTime - String - E&WIE : & - ILHEFIRAGE </li> <br> <li>MergeEndTime - String

H#591m



O BASTCE iz (CWP)

HiRhS R
InvalidParameterlllegalRequest
InvalidParameter

InvalidParameterValue

SHTEEREIBRIUG

WS : BRmEmEX 2138 Tn #591m

\|



O BASTCE

EITEFAYE: 2024-10-18 10:38:40

1. gOEA

EOEKES © cwp.api3.finance.cloud.tencent.com,

2420 (ExportMaliciousRequests) BT S FEEEBR 4,

BUARCIERIEIRS : 200R/8D.
RO E#RAETE : 2022-05-20 15:12:33,

BOBEIO S8 L,

2. NS

URERSHGIRNGIH T EZOERSEIIED

SHEWR Wi FBFNULL
Action = &
Version 2 a
Region = &
Filters & =

3. mHSE

SHEIR ESid)

DownloadUrl String
Taskld String
Requestld String

4. FEIRAY

PUMMNFIH T OSSEEERAEIRN | BtERIF N ARG,

RS
InternalError
InvalidParameter.ParsingError

InvalidParameterValue

WS : BRmEmEX

SRS, RERAHSHGIRDATERSE,

RE i
String NHESE , AEOBYE : ExportMaliciousRequests
String AHSE, ANEORYE : 2018-02-28
String AHBH , AEOARTEEBI S,
Array of Filters IHESE
ik
ST EG b,

SHESId, Ah@idExportTasks BOTE

E—ERID , ®RIERERE., EERHEERAZXIERA Requestld,

fu=|

FNZzE (CWP)
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O BASTCE

NEREN-MHEREXEO

BIEMNBIERREA

SRS E: 2024-10-18 10:38:40

1. MR

HEOERIEES : cwp.api3.finance.cloud.tencent.com,

yunapi response

FONZOIERITERIRA : 200R/7D.

O HRATE : 0001-01-01 00:00:00,

OB E &N,

2. MNSEY

IUNERSHGIRIGIH T HOERSEBO /TS |, TEAHSHIIR

SHER Wi
Action 2
Version =2
Region 2
DealOldEvents =
Description =
Eventld 5
QuuidList &=
Scope =
Srclp =
3. S

SHER ESid
Requestld String

4. EIRAY

PITMRFH T 1O SSIBIERXA0ERNS , EthERIIFE AR,

HiRh
InternalError
MissingParameter
ResourceNotFound
InvalidParameter

OperationDenied

WS : BRmEmEX

FEEFNULL
7=
=

=

iy

iy

iy

iy

iy

o

iy

e~

String

String

String

Uint64

String

Uint64

Array of String
Uint64

Array of String

FHZE (CWP)

T8, AEOEYE : 2018-02-28

I

AHSBY, FEOTTEEBILSH,
ERNBEMEHEIZANEE |, LS 0:AME
ik

=tid

quuid 73

EREREN ; 05&, 12,

SEIRIP BIP:1.1.1.1 IPSEREEL.1.1.1-1.1.2.1 IPSBFE : 1.1.1.0/24

E—ER ID , ®RIERERE, EDREHERAZXIERAY Requestld,

U=}
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FRIRMG A

InvalidParameterValue

HEFRE

WS : BRmEmEX %141 Tm #591)
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O BASTCE 122 (CWP)

v A
1. EOHR
EOEKES © cwp.api3.finance.cloud.tencent.com,
ZEO LI N RGN - S E ST
BOAREOIERITRIRS) : 200R/%5,
EOSEFATE : 2022-11-03 19:52:53,

BOBEIOS S L,

2. NS

IIFERSHGIRGIH T ZROBERSERO RS RBAHSHGIRDATERS,

SHER W% AREFNULL 388 A
Action = & String ~HSE, AEOEYE : CreateScanMalwareSetting
Version 2 5 String AHSE, AEORYE : 2018-02-28
Region = S String AHBY , MEORFEEBESHL,
EnableMemShellScan = = Int64 EEAREEHEEROFRITRE 1R
EngineType = = Uint64 TR (_Fl}ls’z?"zis Big) . 28RN (IR™E. 8. $E) . IMEER (R™E. &
LR RR)
HostType 2 = Int64 IRS5Ee2E | LEWNRIRSSES | 2:BtiRS
QuuidList 5 = ’;{:;2“ ESVAARSS SR , “EAquUIdATstring 24
ScanPattern 2 S Uint64 R 0 28195, 1 T
TimeoutPeriod & & Uint64 BT E) S 7P BAIA3600 7
N o
3. mHESE
SHER ESitl A
Requestld String H—EK ID , ®REKRESIRE], EfIT@AEEREIZRIEKAT Requestld,

4. EIRAY

PIMRFIH T O SSIBIERXA0ERND | EtbERISFE AR,

U=}

e Ak
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

ResourceNotFound

InvalidParameterlllegalRequest

InvalidParameter.DateRange

WIS : B emEX %142 71 H591m
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FRIRED )
FailedOperation.APIServerFail

FailedOperation.NoProfessionHost

InvalidParameter

OperationDenied

InvalidParameterValue

FailedOperation

WS : BRmEmEX 143 W #591|
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O BASTCE 122 (CWP)

NEEE-ZIFAMES

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

EOERES : cwp.api3.finance.cloud.tencent.com,
NEEIE- LTS

ERAECIERINEIRE : 200R/7D.

AT © 2022-05-20 15:11:35,

EOBEIRESE EN,

2. ANSE

IUTFERSHGIRGIH T ZROBERSERDO KLY mBAHSHGIRD A GRS,

SHER Wi FEFNULL ESidl 1%

Action 2 & String nH2# , ANZOEYE : DeleteMalwareScanTask
Version = & String NHEBE , AEOBYE : 2018-02-28

Region 2 & String AHBY , NEOALFEEBISH,

3. FitH34g

SEETR e Sl A
Requestld String H—EK ID , ®RIEKRESIRE., EIEHEEREZRIEKA Requestld,

4. FEiRAY

PUMMNFIH T O S3SIEERAEIRN , BRI N ARG,

fu=|

FRIRMG b}
InternalError

MissingParameter

InvalidParameterlllegalRequest

FailedOperation.APIServerFail

InvalidParameter

InvalidParameterValue

FailedOperation

WS : BRmEmEX %144
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O BASTCE

il N s

BRILEFATE: 2024-10-18 10:38:40

1. EOfEA

EOERIES : cwp.api3.finance.cloud.tencent.com,
420 (DeleteMalwares) FAFHIBRADICR.
EONZOIBRIREIRS] - 200%/7D,

#EOSEFRAE : 2022-05-20 15:11:35,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEBIR Wik FEYFNULL ESidl

Action — & String

Version = = String

Region = & String

Ids 2 & Array of Uint64

3. S

SHER ESid Tk
Requestld String

4. EIRAY

PUTMMRFIH T 1RO SSIBIERXA0ERND | EtbERISFE AR,

U=}

iRt
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

NHBE, AEOBYE : DeleteMalwares
AHSE, AEOEYE : 2018-02-28
AHSH, NMEOLRZEERLSE,

AICRIDEE (FRAL00%)
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O BASTCE

i[RI G SRS

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
yunapi response

BUAZEOERITERIRE] © 200%/%5,

#EOSEFRAE : 0001-01-01 00:00:00,

EOBEIRESE EN,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SEETR WA FOEFNULL e b
Action 2 &5 String NS, AEOBYE : DeleteNetAttackWhiteList
Version 2 & String NHSE, AEORYE : 2018-02-28
Region =z & String AHBH , AMEOLTFEEBLSE,
Ids 2 Fi Array of Uint64 ID#H , HxK1004%,
A s
3. mHESE
SHER ESil A
Requestld String H—iEK ID , XERESIRE], BRI FEERHEIZXIEKA Requestld,

4. EIRAY

PITMRFIH T 12O SSIBIERXA0ERNS | EtbERIFE AR,

U=}

HIRAD )
InternalError

MissingParameter

ResourceNotFound

InvalidParameter

OperationDenied

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)
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O BASTCE 122 (CWP)

HiffjavalzE2 473

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
EljavaFSHHFIR

EONZOIBRIREIRS] - 200%/7D,

EOEFAIE : 2022-04-22 09:49:39,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHER % RIFNULL KR A

Action =2 & String nNIESE , AEOBYE : DescribeJavaMemShellList

Version 2 B String AHSH, AEORYE : 2018-02-28

Region 2 & String AHBH, MEOLFEEGBHSH,

Filters = = Array of TS : Keywords: ipali& FHZEHIEIE, Type , StatustEHAPLED , CreateBeginTime , CreateEndTimefd
Filters [BER

Limit = a Uint64 FEREINIEE , BIAS10, ZAE100

Offset ry & Uint64 fwizE , BAA0,

3. mHSE

SHER RE Tk

List JavaMemShellInfo BHHIER

TotalCount Uint64 B

Requestld String K—EK ID , BREKREPRIRE], ENIARESFHRERAZRIBERA Requestld,

4. FEIRAY

PUMMNFIH T 3O SSBEERAEIRN | BtERIF NAHERG.

U]

FRIRIG R
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

InvalidParameter

InvalidParameterValue

WIS : B emEX %147 71 H591m
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O BASTCE

SRENASSIZR

BRILEFATE: 2024-10-18 10:38:40

1. EOfEA

BOEREE
NEEUKEADFIE
EONZOIBRIREIRS] - 200%/7D,
EOEFRAIE : 2022-02-22 18:20:24,

RO E &N,

2. ANSEL

IUFERSHGIRGIH T ZROBERSHRDO 25 S

SHER % RIFNULL KB
Action 2 & String
Version 2 = String
Region 2 B String
By & B String
Array
Filters & B of
Filter
Limit & = Uint64
Offset & S Uint64
Order = = String
A s
3. S
BB ESid)
MalWareList MalWareList
TotalCount Uint64
Requestld String
H >
4. %Ellf

cwp.api3.finance.cloud.tencent.com,

£ | STREAHSHIIRNLAHERSLL,

ﬁ&

jus
e

S, A#EOBYE : DescribeMalWarelList

D)

24, AEOBYE : 2018-02-28

B

NESBH , REOFZTEEBSH,
1 MHE CreateTime

idiEE, <br><li>IpOrAlias - String - EFBWIE :
B ﬂ%@ﬁﬁidl»<br><||>V|rusName Strlng
String -

MR 7 - ClIEEAT RS- FFaARTIE) </li> <br> <li>CreateEndTime - String -

FNZzE (CWP)

- FHipakalI& ik </li> <br> <li>FilePath - String -

EZ:, A

EEWIE B - EARTEiE</li> <br> <li>CreateBeginTime -

BEYE : & - CIZRER

-%EEHB‘I‘EU </li><br><li>Status - String - 2E%E : & - K&k 4FE 5EE 6ERE, 10/RE 1 1IkERE+

</li>
FRREEE  BIANL0 , &AEH100
fR%E , BAAO0,

HEFF75 =t ASC,DESC

)
ABFIE
BEE

E—iEK D , BIREREPLIE

UMM T O SSIBIERXAEIRIG , BRI A HEIRE.

IR
InternalError
InvalidParameter.ParsingError

InvalidParameter.MissingParameter

WRFRE - BRmERMEX

Bl EfIRERRERZRIERN Requestld.
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FRIRMG Tk
MissingParameter

ResourceNotFound

InvalidParameterlllegalRequest

InvalidParameter

InvalidParameterValue

WS : BRmEmEX %149 TW #591m
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O BASTCE

SRENAR S 34 Rttt

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

BOEKRES
SRENA S {4 T #iithilt
BOAZOERIERIRS : 200R/70.

$EOEEATE : 2022-05-20 15:11:35,

RO E &N,

2. ANSEL

IURERSHGIRGIH T HOBERSENSOI 1S

SHEIR Wik
Action 2
Version =
Region =
Id =
A s
3. FitHEE
SHEWR ESidl
FileUrl String
Requestld String
N
4. FEIRIS

UG T OS5 EEERAEIRET | EfbERSER

IiEll?E
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameterlllegalRequest
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

cwp.api3.finance.cloud.tencent.com,

Fize (CWP)
TENHSHGIRNATLIERS,
FEFENULL St b
5 String nNHEEE , ANZOEYE : DescribeMalwareFile
& String AHBE, ANEORE : 2018-02-28
& String AHBH, MEOLFEERISH,
& Uint64 AEIERID
A
AREIH N E e
H—EK ID , ®RIEKRESIRE], EfIT@EEEREIZRIEKAT Requestld,
NEEEEIRAD,
A
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O BASTCE

BETRXHFE

BRILEFATE: 2024-10-18 10:38:40

1. EOfEA

EOERIES : cwp.api3.finance.cloud.tencent.com,
BETENHER

BUAREOERITERIRE) © 200%/%,

EOEFRAIE : 2021-12-09 20:22:45,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR Wi FBEFNULL el
Action 2 E String
Version 2 = String
Region 2 & String
Id = = Int64
A s
3. mHESE
SHER ESid) fEk
Malwarelnfo Malwarelnfo EENHEBER

Requestld String

4. EIRMY

PUMMRFIH T 1RO SSIBIERKAERN , BEtERISFE A TEIR,

FHIRED

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
FailedOperation.APIServerFail
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

~HESE, AEOBYE : 2018-02-28

N

AHSH , FEOFFTEEBLSH.

BE—EK ID , REREBIRE. EADEIFEERAZRIERET Requestld,
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O BASTCE

MBI R

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

FIF BN -SR] S K ETRE R S

BRAEOISRIRERRS : 200R/%0,
FEOEEATE : 2022-11-03 19:53:29,
ORI NN,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR Wi FEEFNULL
Action 2 &
Version 2 S
Region = )
A s
3. S
SHER it
IsCheckRisk Bool
IsPop Bool
List MalwareRisk
ProcessList MalwareRisk
Requestld String
H 0
4. I'EEI'L?E

St b
String NH2%, KIZOHBYE : DescribeMalwareRiskWarning
String AHBE, AEORYE : 2018-02-28

String RHEBY, MEOFFTEERLSH.

ik

EEFEEME : true-FE |, false-KFF
EREHIETR true 3, falseR3#

RS FIRIER

BREHEIIRER

E—iEK D , BREREPRE. EDmE R

PUMMNEIH T O SSSEERAEIRT , BtERIF N ARG,

IR

InternalError

WRFRE - BRmERMEX

1ZRIEXKHY Requestld,

FNZzE (CWP)
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ERERIEEE

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
EEER A E

EONZOIBRIREIRS] - 200%/7D,

EOEFRAIE : 2022-10-25 19:31:47,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR WAl FEYFNULL ESidl )
Action 2 & String NH2E , AZOBYE : DescribeMalwareTimingScanSetting
Version 2 & String AHEHSE, AEORYE : 2018-02-28
Region 2 & String AHEBY , MEORFBEELSE,
3. MBS
SHEWR ESig) A
Autolsolation Uint64 2ERERE  1-2, 0-7
CheckPattern Uint64 NS 0 20N TERIEGT
ClickTimeout Uint64 —R I HEERTEHS , 40 : 18007 (s)
Cycle Uint64 BER 18R
EnablelnspiredEngine Uint64 B&5IE 0 X 173
EnableMemShellScan Uint64 REAEERHEER0FFE 1LFHRE]
EnableScan Int64 EREIF 0 X1 Fi7
EndTime String TEMIERR EERTEEERATE)
EngineType Uinte4 IR (RIRTE. &) . 2EEEX (RFEE. 5. #8) . 3M&ER (RFE. 5. +. |, i&x)
Id Int64 ME—ID
IsGlobal Uint64 BELEIRSEE 1 2562 ik
KillProcess Uint64 EERNEHE 13s 0 xie REREEIREAEXN
MonitoringPattern Uint64 Wi 0 iR LRE
QuuidList String BiiRSS 28AT %R EHquuidhlstring#ia
RealTimeMonitoring Int64 SCRTISIR0 X 1FFRR
StartTime String TEMERR FFEaaTE
Requestld String W—igK ID , @RIEKEPSIRE. EAIDMATHEEREIZRIEKAY Requestld,

WIS : B emEX 153 T #591m
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4. RIS
BTV RBH T RO BB AORIRED , RSB I ASEiR,

R 1t

[

InternalError

SRENWEBINTE AR BRYIER

WS : BRmEmEX 28154 TW #591m

\|



O BASTCE
IR EHEE: 2024-10-18 10:38:40

1. gOEs

EOEKES © cwp.api3.finance.cloud.tencent.com,
yunapi response

EOANEOIBRIREIRS] : 200%/7D,

O EFRATE : 0001-01-01 00:00:00,

BOBEIOS S L,

2. NS

IIFERSHGIRGIH T ZOBERSEHO 1Y RBAHSHGIRDATLERS,

BB Wik AYENULL R
Action = & String
Version = B String
Region = B String
By & & String
Filters & & Array of Filter
<li>IP - String - REWIE : & - EAHip&EiF </li>

<li>SrcIP- String - EFME : & - BRKRipEfA </li>

Limit S S Uint64
Offset 5 G Uint64
Order a 5 String

3. FitHE4g

SHER KA R
TotalCount Uint64 FUCREL
WhiteList NetAttackWhiteRule |=E=4=E1ES

Requestld String

4. EIRMY
ARG T O SSBIERRAERID , EfhERIGIF N2 H5EIRD,
FEIRG
InternalError
MissingParameter
ResourceNotFound
InvalidParameter

OperationDenied

WRFRE - BRmERMEX

FHZE (CWP)

88, AEOEE @ 2018-02-28

>

b
o

HEH , AEOFTEREBLSH.

Ai%HERES: [CreateTime]

<

M.

[t

REEE  |AEN100,
RIBE , BIAKA0,
HEF 750 [ASC:FHFR| DESC:HERR]

E—ER ID , SREREPIRME. EIEREFERMAIZRIERAT Requestld,

26155 1 #591m
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FRIRMG A

InvalidParameterValue

ERASAEHE

WS : BRmEmEX 28156 TW #591m|
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1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
ERARDEEHE

BOMZCERINEIRE) © 200%/%0,

EOEFATE : 2022-05-20 15:11:35,

OIS NN,

2. NS

IIFERSHGIRGIH T ZROBERSERO RS RBAHSHGIRDATERS,

SHER Wi FBEFNULL ESidl) A
Action 2 FS String AHSE, AEOEYE : DescribeScanMalwareSchedule
Version 2 S String NHESE, AEOBYE : 2018-02-28
Region = = String AHBY , MEORFEEBESHL,
3. FitHEE
SHER RE Rk
IsSchedule Bool ERLEEEES
RiskFileNumber Int64 RS IHES, S w7 LR Z Bi%E
ScanStatus Uint64 0 WK, 1R, 2135, 3=, 4EIE5ER)
Schedule Int64 FUEHE (B %)
Requestld String E—EKID , BRIERESRE, EIRAHERAEZRIERA Requestld,

4. EIRAY

PITMRFIH T 12O SSIBIERXA0ERNS | EtbERIFE AR,

U=}

HIRY 115
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
MissingParameter
ResourceNotFound
InvalidParameter

InvalidParameterValue

WIS : B emEX 157 T #591m
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IR EREER

d, I:Ill_l\

BILEFATE: 2024-10-18 10:38:40

1. #OfEA

FNZzE (CWP)

EOERIEES : cwp.api3.finance.cloud.tencent.com,

FRRLIRIXBE ST+ 57

HiRSSERE+ =
FONZOIERITERIRA : 200R/7D,

$EOEEATE : 2022-05-20 15:11:35,

EOBIOEE NEN,

2. ANSE

IUFERSHGIRGIH T HOBERSEED 25t

SHEWR Wik
Action —
Version =
Region =

3. FitH34g

SHER
AddRiskFileCount
IsFirstCheck
RiskFileCount
ScanTime
ServersCount

Requestld

4. (EIRES

FEFNULL

=

=
=)

B

]
Uint64
Bool
Uint64
String
Uint64

String

A AN+ BRI AT E)

S REAHSHGIRDAERS,

ESidl )%
String NHEH , AEOBYE : DescribeServersAndRiskAndFirstInfo
String NHEBE , AEOBYE : 2018-02-28
String AHESY, FEOATEEBISH,
ik
S BT SIHEL

2GR : true-2 | false-&
XSS
Py
SRRSO

E—ERID , ®XEFERE., EURHEERAEZXIERAY Requestld,

PUTMRFIH T 1A SSIZIERXA0ERNS , BEthERIFE AR,

FEIRAD

InternalError

WS : BRmEmEX
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SHEAREICR

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
A0 (ExportMalwares) FAFSHASIERCSVIXH,
EOANEZOIBRIREIRS : 200%/70,

#EOSEFRAE : 2022-05-20 15:11:35,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHER % RIFNULL KR A

Action =2 & String NH2%, KIZOHBYE : ExportMalwares

Version E & String AHSH, AEORYE : 2018-02-28

Region 2 & String AHBH, MEOFFEGBLSE,

By = = String HEFF(E CreateTime
Array iTiESE, <br>\<|i>.IpOrAIiasv— St.ring - %f:’?dl\i% B- E*@ipéﬁ%ﬂ%ﬁi&\'&f/liﬁ <br> <Ii>FiIe.Path - String - 5;?:.‘"\

Filters = = of b 5 - BREmE</li> <br><IE>V|rusName - Strl.ng - %.7:?'. OB A - Tﬁ@ﬁ)&ﬁll?<br><I|>CreateBeg|nT|me -
Filters String - BEWIE : B - SIEERTEIRE-FFaRTE) </li> <br> <li>CreateEndTime - String - 2E%E : 75 - QIR AT

1-455RATIE] < /li> <br> <li>Status - String - EBWE : & - K&k </li>

Limit B B Uinte4  PRHIZELEIALO

Offset = & Uinté4  {RIBE ZKIA0

Order FS & String HEE A=, . ASC, DESC

3. S

SEER ESidl ik

DownloadUrl String S R R,

Taskld String {E$Eid

Requestld String H—iEK ID , 8RIEREIRE], EfFIAEAFHEREIZXIERKA Requestld,

4. {HiIRES
UMM T O SIBIERXASEIRIG , BRI A IR,
FEIRAD b}
InternalError
MissingParameter
ResourceNotFound

FailedOperation.Export

WIS : B emEX %159 T #591m

\|



O BASTCE iz (CWP)

FRIRMG HA
InvalidParameter
InvalidParameterValue

FailedOperation

ERAEIRE

WS : BRmEmEX 2160 7@ #591|
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O BASTCE

ETEFTAYE: 2024-10-18 10:38:41

1. gOEs

EOEKES © cwp.api3.finance.cloud.tencent.com,

ERIERE
BUAZCIERIERIRS) : 200R/8D.

FEOSEFRAYE : 2022-11-03 19:52:01,

RO N,
A s

2. NS

ATERSEGIRGIE T EOIERSEFEBD LS |, T8
SHER Wik
Action =
Version =3
Region 2
Autolsolation =
CheckPattern 2
Cycle =
EnablelnspiredEngine &
EnableMemShellScan =
EnableScan =
EndTime =
EngineType &
IsGlobal 2
KillProcess =
MonitoringPattern =
QuuidList =
RealTimeMonitoring 2
StartTime 2

A s

3. mHESE
SHER ESid)
Requestld String

4. EIRAY

PUTMRFIH T 1O SSIBIERRA0EIRIS , EthERIDFE I A EIRE

WRFRE - BRmERMEX

FFFNULL 28
a String
& String
String
& Uint64
5 Uint64
& Uint64
= Uint64
& Uint64
= Uint64
= String
& Uint64
a Uint64
& Uint64
= Uint64
- Array of
= String
& Uint64
B String
Tk
BE—EKID , BXiE

U=}

ANHESE, AMEOBYE - ModifyMalwareTimingScanSettings
AHSE, AEORE : 2018-02-28

REBY, FMEOFTEECRLSH.

EEEHRESE RS 0 FREE

T 0 2R TEREE

R BAEK 1

BRSIEFFX 0 X4 175
REAEESHEER0RIE LFHE]

ERFEUFFX 0 %19 173

TMIEIEA #BRJLEERATE) , 40 : 04:00:00

FHZE (CWP)

VRN (IR, Bt ) . 258E (RTE. 5e. PE) . 3FRER (IRFE. &.

. R BR)

EELIRSEE 1258 2 Bik
EEFRIHE 158 OR3E

istE 0 fofE LEE

BkiRSSEsAT %40 Equuidilstring#gE

SCRTHSIE 0 X7 1FF/8

SMEIRR FFeaRdIE , a0 : 02:00:00

REPRME, EMRSRERGZXIER Requestld,

°

%161 ™
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HIRAD
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameterlllegalRequest
InvalidParameter.DateRange
FailedOperation.APIServerFail
InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX

FNZzE (CWP)
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IRIEMNEIITER SR

BRILEFAYE: 2024-10-18 10:38:41

1. EOfEA

EOERIES : cwp.api3.finance.cloud.tencent.com,

yunapi response

BOAZOERIERIRS : 200R/70.

$EOEEATE : 0001-01-01 00:00:00,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEIR 35
Action —
Version =
Region =
DealOldEvents =3
Description &
Id =
QuuidList =
Scope =
Srclp =

3. mHSE

SHER ESid]
Requestld String

4. EIRMY

FHlZe (CWP)
FEFNULL ESid) TR
& String NS, AEOBYE : ModifyNetAttackWhiteList
& String NHSE, AEOEE : 2018-02-28
& String PHBY , AEORFEEBLSEH,
= Uint64 EAMNEMEFEIZANNEE | LR 0 E
= String RS
= Uint64 Fid
S Array of String quuid 73
= Uint64 EALEEN; 05, 1E,
& Array of String SEIEIP BaIP:1.1.1.1 IPSEE1.1.1.1-1.1.2.1 IPSBE : 1.1.1.0/24
ik

E—EK ID , SREREPRIRE. EIDRNFERAIZRIERA Requestld.

PUMMRFH T 1RO SSIBIERRA0EIRN | EthERISFE A TR,

FHIRED
InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue

WS : BRmEmEX

%6163 1 H#591m
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O BASTCE 4z (CWP)
IEARS I
ERIEEFATE): 2024-10-18 10:38:41
1. BEOHHAR
HEOERIES : cwp.api3.finance.cloud.tencent.com,
A0 (RecoverMalwares ) FRF#HERE BEWIBEAIARD .
EAB IS RIERIR S : 200%/70,
ZEOEHHAE : 2022-05-20 15:11:35,
ORI NN,
A s
2. MNSE
UTBERSEHGIRRGIE T EOEKRSEFRD AHSEH , RBAHSHGIIRDAHLERSE,
SHEWR DA FEEFNULL ESid) i)
Action 2 5 String NHESE , AZEOBYE : RecoverMalwares
Version Z2 & String NHEHSE, AEORYE : 2018-02-28
Region 2 & String AHSH , AEOFLFTEEBISE,
Ids 2 & Array of Uint64 ARBIdER ( HA100%% )
A g
3. HSE
SHER ESit) ik
FailedIds Uint64 IRERMIdER , BHFTNIREIZEE
Successlds Uint64 IRERINIdEE |, BHFTNREIZELE
Requestld String H—EK ID , ®RIEKRESIRE]., EIEEEREIZRIEKAT Requestld,
H 33
. EIRAD
ARG T H O SS5BEERAERED , BRI AR,
RS AR
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameter.InvalidFormat
MissingParameter
FailedOperation.Recover
InvalidParameter
InvalidParameterValue
FailedOperation
RS - B e EX %164 Tm H591m
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fREARS

BITEFATE: 2024-10-18 10:38:41

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

A0 ( SeparateMalwares ) BFREALD,

BRAEOISRIRERRS : 200R/%0,
$EOEEATE : 2022-05-20 15:11:35,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHER WAl
Action 2
Version =
Region =
Ids =
KillProcess ES

3. mHSE

SHER ESid
FailedIds Uint64
Successlds Uint64
Requestld String

4. $EIRMY

FEYFNULL St fER
& String NH2E, KIZOBYE : SeparateMalwares
& String AHBE, ANEORE : 2018-02-28
& String AHBY , FEOLFEECBISEH,
RS Array of Uint64 ADEHIDEE, (FA1005%)
= Bool TR RIEHE
)%

PRESRIMAYidEReE , EFNREZ=EE
PRERIIAYIdERAE | ERNREIZEAE

E—iEK ID , BRERERIRE. EDREFERMAZRIERAT Requestld,

PUMMNEIH T O SSSEERAEIRT , BtERIF N ARG,

FRIRMG

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
FailedOperation.PartSeparate
FailedOperation.SingleSeparate

InvalidParameter

WS : BRmEmEX

FNZzE (CWP)
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FRIRMG R

InvalidParameterValue

BEIERS M

WS : BRmEmEX 25166 TW #H591W
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1. EgOEis

FNZzE (CWP)

EOEKES © cwp.api3.finance.cloud.tencent.com,

AEEO(TrustMalwares)iS#HIRBIAR SR HEE.

BOAROIERIERIRS) : 200R/8D.

OIS sRAdE : 2022-05-20 15:11:35,

EOBEI S S L,

2. NS

IFERSHGIRMGIH T ZOBERSESO NHEH , RBAHSHGIRDATERS,

SHER Wi FEFFNULL ESid 1%

Action =

Version = &

Region 2

Ids =

3. BIHSE

SHEIR ESidl

Requestld String

4. EIRAD

iy

o

iy

String NHSE, AEOBYE : TrustMalwares
String AHSE, AEORE : 2018-02-28
String RHBH, FEOFFTEEBLSH.

Array of Uint64 ABIDEA ( EURRBISHITRASE : 100)

PUMMRFH T O SSIBIERAERN , EthERISFE A TEIRE,

RS

InternalError
InvalidParameter.ParsingError
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

B
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HEEARS

BITEFATE: 2024-10-18 10:38:41

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
A0 (UntrustMalwares ) FRFEUHEEARS A,
EOANEZOIBRIREIRS : 200%/70,

#EOSEFRAE : 2022-05-20 15:11:35,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHBIR it FEYFNULL ESid]

Action — ES String

Version b3 = String

Region = & String

Ids = & Array of Uint64

3. mHEE

SHEWR ESid Tk
Requestld String

4. EIRAY

PITMRFIH T 12O SSIBIERXA0ERNS | EtbERIFE AR,

U=}

iRt
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

HS8 , AEEOEYE : 2018-02-28

>

RHBY, FEOFFTEERLSH.

AZIDEA (FRAL005%)
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NEE- AR AR RO
MIpRA RIS

SR &Y E: 2024-10-18 10:38:41

1. MR

iSRS : cwp.api3.finance.cloud.tencent.com,
TRYEIdSHpRAHEERR

EONEOIERSTERIRE : 200R/7D,

FEOFE#ATIAE : 2022-05-20 15:12:33,

RO E NEN,

2. MINSEY

IFERSHGIRNGIH T EOBERSEIRD NHESH , REAHSHGIRDAHIERSLH.

SHIEIR Wik FEYFNULL ESi fiik

Action 2 &5 String NHES# , AEOBUE : DeletePrivilegeEvents
Version 2 & String NHESE, KZOBYE : 2018-02-28

Region = & String AHBY , FEOTTEEBILSH,

Ids = = Array of Uint64 IDE{H. (FA1005%)

3. FitHE4Y

SHER eSS Tk
Requestld String E—ER ID , ®RIERERE., EDEHEERAZXIFRA Requestld,

4. (EIRES

PUMMFIH 7O SSEEERAEIRN | BtERF N ARG,

U=}

FHIRAD 1%
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

InvalidParameterlllegalRequest

InvalidParameter

InvalidParameterValue

WIS : B emEX %169 1 H591m
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MBRZS AR ALY

BITEFATE: 2024-10-18 10:38:41

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

HHBRA HBARAHR N
BRAEOISRIRERRS : 200R/%0,
FEOEEAE : 2022-05-20 15:12:33,

EOBIOEE &N,

2. ANSEL

IUTFERSEHGIRGIH T ZROBERSEO HSE

SHEWR Wi FEEFNULL
Action 2 &
Version 2 S
Region = )
Ids 2 B
A g
3. mHESE
SHER ESid) A
Requestld String H—EFXID,
H >
4. %EIBE

PUTMMRFIH T 1RO SSIBIERXA0ERND | EtbEIRIDFD

fHIRMG

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameterlllegalRequest
InvalidParameter.DateRange
InvalidParameter.RegexRuleError

InvalidParameter

WS : BRmEmEX

%170 @

Fize (CWP)

TRENHSHPIRNATLIERSE,

St b

String NH2E, AZOBYE : DeletePrivilegeRules

String AHBE, ANEORE : 2018-02-28

String AHBH, MEOLFEEGRISE,

Array of Uint64 IDER , X K100%%.

BRiEREIRE, TR REERHZRIERE Requestld,
NEHEEIRAD.
i)

H#591m
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FRIRMG R

InvalidParameterValue

SRENAHEIRIN S 4515

BILEFATE: 2024-10-18 10:38:41

WS : BRmEmEX 171 T #H591)

\|



O BASTCE

1. gOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
SRENA RN TR

BOMECERINEIRE) © 200%/%0,

FEOSEFAATE : 2022-06-06 15:33:40,

EOBEI S S L,

2. NS

IFERSHGIRMGIH T ZOBERSESO NHEH , RBAHSHGIRDATERS,

SHER Wik FBEFNULL ESit)

Action = & String
Version =3 & String
Region b3 = String

By = = String

Filters & & Array of Filter

Limit ) & Uint64
Offset & & Uinte4
Order & & String

3. BIHSE

SHER ESidl R

List PrivilegeEscalationProcess HIEFIZR

TotalCount Uint64 BEE

Requestld String HE—iEK ID , SRIERESIRE. EEERERMIZXIFRA Requestld,

4. $EiRMY

UMM T O SSIBIERXAEIRIG , BRI A IR,
FEIRAD
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameterlllegalRequest

InvalidParameter

WS : BRmEmEX

88, AEOEE : 2018-02-28

>

N

AHSH , AEOFTEEBLSH.

HEFR=FER : CreateTime- RINATE

FNZzE (CWP)

iSERME, <br><li>Keywords - String - EFWIHE : & - XEHF(FEHUP)</li>

REEE , SAEN100,
RIEE , BUANO.
HEF A IRIBEROREHER © asc-FHF/desc-[&F
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FRIRMG R

InvalidParameterValue

SRENAS RN Z 2=

BILEFATE: 2024-10-18 10:38:41

WS : BRmEmEX 173 @ #591)
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1. gOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
SRENAHERESURNZ 2=

BOMECERINEIRE) © 200%/%0,

EOEFATE : 2022-05-20 15:12:33,

EOBEI S S L,

2. NS

IFERSHGIRMGIH T ZOBERSESO NHEH , RBAHSHGIRDATERS,

SHER WAl FEFNULL e Sl A
Action = = String NHESE , AEOBYE : DescribePrivilegeRules
Version 2 5 String AHSE, AEOBYE : 2018-02-28
Region = B String AHBH , FEORTEEBI S,
Filters & FS Array of Filter IS8, <br><li>Keywords - String - EBWIE : & - XEFHFEZR) </li>
Limit B a Uint64 REEE , &AEH100,
Offset = " Uint64 IREE , BUARO0,
3. MBS
SHEWR ESig) Tk
List PrivilegeRule FIRAE
TotalCount Uint64 ISES
Requestld String BE—IEK ID , BREKRESIREl. E7EREREERFHZRIERA Requestld,

4. EIRAD
PUMMRFH T 1RO SSIBIERRA0EIRND , BEbERIFE A TR,

TR 1t

[

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameterlllegalRequest
InvalidParameter

InvalidParameterValue

WS : BRmEmEX %174 W H591]
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SHAMIRINEH

BRILEFAYE: 2024-10-18 10:38:41

1. EOfEA

EOERIES : cwp.api3.finance.cloud.tencent.com,
SHAHRNE

EONZOIBRIREIRS] - 200%/7D,

#EOSEFRAIE : 2022-05-20 15:12:33,

RO E &N,

2. ANSEL

IUFERSHGIZRGIH T BRSO A 1S

 SEERAHBHGIRN NSRS,

SHEWR Wik FEFNULL ESidl R
Action =2 & String NH2E , AZOBYE : ExportPrivilegeEvents
Version E & String AHESE, AEORYE : 2018-02-28
Region 2 & String AHSH, AEOLFTEERSEH,
Filters & = Array of Filters TESE
3. B
SHER KA R
DownloadUrl String SIS T EbIE,
Taskld String SH{ESID
Requestld String W—iEX ID , BREKRESIRE]., EBMAEEREIZRIERKA Requestld,

4. FEiRMY

PUMMMFIH T OS5 SEERAEIRT | BRI

FHIRED

InternalError
FailedOperation.Export
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

NHFEIRG.

de

FNZzE (CWP)
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ANEtall- S HExEO
R = anATE AP RZE]

SR &Y E: 2024-10-18 10:38:41

1. #EOfA

HEOERIEES : cwp.api3.finance.cloud.tencent.com,
RIGEEHSAPANFISRENIIS L,
BOABEOIBRIMERIRS] : 200%/7D,

O SEFATE : 2022-05-20 15:13:13,

OB E &N,

2. MNSEY

IUTFERSHGIRNGIH T EOBERSEIRD NHLSH , REAHSHGIRD ISR,

SR Wik FEYFNULL ESis i)

Action =2 = String NS, AEOBYE : CheckBashRuleParams

Version =2 & String NHSE, AEOBYE : 2018-02-28

Region = & String AHSBY , FEOTFEECBLSH,

CheckField 2 = String BIEAZ NamesiRule , lEMEPERISITES HE|

Eventld B B Uint64 AEEMFIRPEFNIEOENFERZEMHID

Id & B Uint64 JREBRHMERTHINYid

Name = & String ENBHINZFR

Rule B = String FAFPEANNIENFRAR | "ENFREX" &5 "RREventldHHSHE" 1ETH
3. MBS

SHER ESid] ik

ErrCode Uint64 0=1E0E 1=MNSFREICAEE 2=TFNIFREX BRI BT

ErrMsg String REER

Requestld String W—iEK ID , @REKRESIRE. EUREREREZRIEREN Requestld,
4. RS

PUMMRFIH T O SSIBIERXAERN , BEthERIFE AR,

[

FRIRED :)e
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameter.InvalidFormat

WS : BRmEmEX %176 I
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RS A

InvalidParameter

WS : BRmEmEX 177 W #591]

\|



O BASTCE

1. gOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
RiEIdsHER SRS HMGt

BOMECERINEIRE) © 200%/%0,

EOEFATE : 2022-05-20 15:12:33,

EOBEI S S L,

2. NS

IUFERSHGIRGIH T EROBRSHNED A HSE |, TBRAHSHGIRNA SR

SHER WAk FREFNULL KA
Action = = String
Version = & String
Region = & String
Ids 2 5 Array of Uint64
A q
3. s
SEER it EE)a
Requestld String H—iF%k ID

4. EIRMY
PUMMRFH T O SSIBIERKAERN , EtERIFE AR,
FHIRED

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameterlllegalRequest

InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

~HSE, AEOBYE : DeleteBashEvents

AHSE, AEOEE : 2018-02-28

N

AHBH , AEOFTEEBLSH.

ID¥AH |, &AL00%%,

 BRIEREBRIRE. EIRRERZRIEKA Requestld,
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WS an< AN

BITEFATE: 2024-10-18 10:38:41

1. EOfEA

FNZzE (CWP)

HEOERIES : cwp.api3.finance.cloud.tencent.com,

BillEE Sy e
BRAEOISRIRERRS : 200R/%0,
FEOEEAE : 2022-05-20 15:12:33,

EOBIOEE &N,

2. ANSEL

IUTFERSHGIRGIH T ZROBERSERDO KLY mBAHSHGIRD A GRS,

SHER Wik FEEFNULL KA A
Action 2 & String N2, ANZOBYE : DeleteBashRules
Version = = String NHESE , AEOBYE : 2018-02-28
Region =z & String AHBH, MEOLFEERILSH,

Ids =2 & Array of Uint64 IDER , &2 K1004%,

3. mHEE

SHEWR ESidl
Requestld String
H >
4. FEIRIB

fik

E—ER ID , ®RIERERE., EUDEFHERAZXIERA Requestld,

PITMRFIH T 12O SSIBIERXA0ERNS | EtbERIFE AR,

fHIRMG

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameterlllegalRequest
InvalidParameter.DateRange

InvalidParameter.RegexRuleError

WS : BRmEmEX
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RS <LIIR

BRILEFAYE: 2024-10-18 10:38:41

1. EOfEA

EOERIES : cwp.api3.finance.cloud.tencent.com,
REBRmLIER
BB RIMERIRS] : 200%/70,

$EOEEATE : 2022-06-06 14:53:54,

FHZE (CWP)

R
NHB¥, AEOEYE : DescribeBashEvents
NHSE, AEORE : 2018-02-28

AHBY , MEORFEEBLSEH,

HEF=ER : CreateTime-&Z4ERHE, ModifyTime-ZhEATiE]
g, <br><li>Keywords - String - BEHE : & - KEEA(EHRMIP) </li>
REEE , BAK10 , &AEF100,

wEE , BAA0,

HF A | IRIBESROREHER © asc-FHF/desc-[&F

HE—iEK ID , BRIEKRESIRE, EAIARAHEZRHZRIERE Requestld,

OB E NN,
A s
2. MASE
UTBERSEHGIRRGIE T EROEKSEFRD AHSE , RBEAHSHGIRDAHLERSE,
SHEWR Wi FBEFNULL ESid)
Action — S String
Version = = String
Region = & String
By 5 & String
Filters & 5 Array of Filter
Limit & & Uint64
Offset = &) Uint64
Order = = String
A S
3. mHESE
SHER ESit) R
List BashEvent B dEMIIR
TotalCount Uint64 R
Requestld String
H 33
. FEIRAD

PUMMRFIE 7O SSIBIEERAEIRN , BRI N A TEIRE.

EIRG

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat

MissingParameter

WS : BRmEmEX

6180 1 H591m



O BASTCE iz (CWP)

HiRhS )
ResourceNotFound

InvalidParameterlllegalRequest

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 2181 T #591m
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O BASTCE

SRS Ean <L FIZR ()

BRILEFAYE: 2024-10-18 10:38:41

1. EOfEA

EOERIES : cwp.api3.finance.cloud.tencent.com,

KA B <SR

BOAZOERIERIRS : 200R/70.

FEOEEATE : 2022-09-19 20:56:30,

RO E &N,

2. NS

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR
Action
Version
Region

By

Filters

Limit
Offset

Order

Wi
=

=
=

iy

iy

iy

3. FitHE4g

SHER
List
TotalCount

Requestld

4. EIRMY

PUTMMRFIH TR O SSIBIERRA0ERND | EtERISFE AT IR,

TR

InternalError

AEFENULL 2530

B String
a String
B String
B String
Array
a of
Filter
B Uint64
a Uint64
a String
S]]
BashEventNew
Uint64
String

InvalidParameter.ParsingError

WRFRE - BRmERMEX

FHZE (CWP)

B

&
3t

2%, AEOBYE : DescribeBashEventsNew

>

AHSH, AEORYE : 2018-02-28

AHSH , AEORFEERBUSE,

HEF=ER : CreateTime-&4ERdE], ModifyTime-4bIBAdi8]

S8, <br><li>HostName - String - 2&WE : & - & </li> <br><li>Hostip - String - EBXE : & - £
HLARIIP</li> <br> <li>Hostlp - String - &M1& : & - EHIWKIP</li> <br> <li>RuleCategory - Int - EFWE :
A - RSB 2EPaE BIE(0: RSt L) </li> <br><li>RuleName - String - E&WE : & - HREEEFR</li><br>
<li>RuleLevel - Int - EFWE : & - BIIER, ATLAS 5 </li> <br> <li>Status - Int - 2EHEMIE : 5 - QMNBRES TTE1%E
(0:fF40E LEAE 2:B2IN8 3:E2088 4.EMIkR 5:2428) </li> <br> <li>DetectBy - Int - 2E44E : & - FUERIR AT
Z1%(0:bashHE L:3LATIETE) </li> <br> <li>StartTime - String - E&WE : & - FFEARTE </li> <br><li>EndTime -
String - ERME : & - EREfE</li>

REEE , BIAR10 , &AEH100,

fREE , BARO,

HFAE  IREERREHE  asc-FHw/desc-ER

fik
EEmeEHTIR
BEE

E—EK ID , SREREPIRE. EEREFERMAIZRIERA Requestld,

6182 1 #591m
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FRIRMG Tk
InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

ResourceNotFound

InvalidParameterlllegalRequest

InvalidParameter

InvalidParameterValue

FailedOperation

WS : BRmEmEX 25183 T #591m
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O BASTCE 122 (CWP)

SRS S NZIZR

EILEFAYE: 2024-10-18 10:38:41

1. #ZOEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
RESBmSHNGIZR

BOABECIERIMERIRS] : 200%/70,

ZEOEHHAE - 2022-05-20 15:12:33,

EOBEIRESE EN,

2. ANSE

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHER Wi FEEFNULL Ay R
Action 2 &5 String NHESE , AZEOBYE : DescribeBashRules
Version 2 & String AHBE, AEORE : 2018-02-28
Region 2 & String AHBH , FEORFTEEBISH,
Filters 5 & Array of Filter T8, <br><li>Keywords - String - 2&WiE : & - KEFENER) </li>
Limit & & Uint64 REIHE , HAEH100,
Offset B a Uint64 REE  BUARO0,
Type = = Uint64 0-RGEHIN; 1-FF#m
3. S
SHEWR ESidl fEk
List BashRule FIRAS
TotalCount Uint64 ISE-<
Requestld String —iEXK ID , ®XIEKEPSIRE, EIIMNEEREZRIEKE Requestld,

4. EIRAD
PUTMMRFH T 1RO SSIBIERXA0ERND | EthERIDFE AR,

RS 1t

[

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter

ResourceNotFound

WS : BRmEmEX 25184 TW #591m|
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IR )
InvalidParameterlllegalRequest
InvalidParameter

InvalidParameterValue

FHEEIE SRS ( SIFEIRSERERE )

WS : BRmEmEX 25185 T #591m
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O BASTCE 4z (CWP)
IR SEFATE: 2024-10-18 10:38:41
v A
1. #Z0OkA
EOiEKkERA . cwp.api3.finance.cloud.tencent.com,
FrigsEsEEm RN
AR IS RITERIR S : 200%/70,
EEOEHAE : 2022-05-20 15:12:33,
REORIOEE XN,
2. NS
UTFERSEFIRNGIE T EOBKRSEFRESOAHESE |, RBEARSHPIRD A SRS,
SHER WAL FEVFNULL il A
Action 2 & String AHBE, AEORYE : EditBashRules
Version 2 S String NHESE , AEOBYE : 2018-02-28
Region S String AHBH , FEORFEEBI S,
DealOldEvents & = Uint64 EALEHEHAEEE 0= 1=218
Eventld 5 £ Uint64 HHPFRRTE IMABRZ R B, FE(EEventld H49id
Hostlp = B String FEHUP
Id & & Uint64 D ( FrERTAE )
IsGlobal & & Uint64 EEERHNENAR) : 1-2F , 0-Ik=R
Level S B Uint64 BIER0:FL , 1: =& 2413 3: {KfE)
Name & = String MNEZFR |, FREERARIESANZFR
Rule 5 = String ENRIAT | FIERAERENRIAR | TEXNAEQueryEscapefFHbase64
Uuids & & Array of String 2 PimIDEE
White B S Uint64 0=2EH, 1-gE8
o "
3. mHSE
SEATR -] A
Requestld String H—EK ID , ®RIEKRESIRE]., EITEIEEREZRIEKAT Requestld,
ﬁ\
%EIBCIE
LA T 5O S B ERXAEIRD , EfbiERISEFEN A HER,
{EIRAD i)

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter

InvalidParameter.InvalidFormat

WRFRE - BRmERMEX

26186 1 #591m



O BASTCE iz (CWP)

FRIRMG Tk
MissingParameter

ResourceNotFound

InvalidParameter.RegexRuleError

InvalidParameter.RuleHostipErr

InvalidParameterIpNoValid

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 28187 TW #591m
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O BASTCE

SHsiar<H Y

EILEFAYE: 2024-10-18 10:38:41

1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

SHERHSEM
BRAEOISRIRERRS : 200R/%0,
FEOEEAE : 2022-05-20 15:12:33,

EOBEIRESE EN,

2. ANSE

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHEWR WAl FEFNULL ESidl ik
Action 2 5 String NH2E, AZOBYE : ExportBashEvents
Version = = String NHEBE , AEOBYE : 2018-02-28
Region = & String PHBY , MEORFEEBUMSH,
Filters = & Array of Filters TS

3. B
SHER ESit) R
DownloadUrl String SIS T EbIE,
Taskld String SH{ESID
Requestld String W—iEXK ID , BREKRESIRE]., BRI EEREIZXIEKA Requestld,

4. FEIRMY

PUMNFIH T O S3SIEERAEIRT , BRI ARG,

FRIRED

InternalError
FailedOperation.Export
InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX

FNZzE (CWP)
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RESRHSEMHRE

BRILEFAYE: 2024-10-18 10:38:41

sz AR

1. #FORR

BBk © cwp.api3.finance.cloud.tencent.com,
REBRWHSEMHRES

AR ISRITERIR S : 200%/70,

FEOEHAHE : 2022-05-20 15:12:33,

EOBRIOEE NEN,

2. NS

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SEETR WA FEVFNULL ESit) A
Action =2 & String nNIEEE , ANZEOEYE : SetBashEventsStatus
Version E & String AHBE, AEORE : 2018-02-28
Region 2 & String AHBH , MEORFBEBLSE,
Ids 2 & Array of Uint64 ID#R , B2 K1004%.
Status =2 & Uint64 RS 0-1F0IE 1-518 2-1ER)
A g
3. mHSE
SHER ESil A
Requestld String W—iEK ID , XEKRESIRE], EREAEEREZRIEKA Requestld,

4. EIRIS
IUTIRFI T B S BRI |, RO I,

RS

B
5

InternalError
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameterlllegalRequest

InvalidParameterValue

WS : BRmEmEX %189 ™
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RS Ear SR

EILEFAYE: 2024-10-18 10:38:41

1. #ZOEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
EBREmS UK

BOABECIERIMERIRS] : 200%/70,

ZEOEHHAE - 2022-05-20 15:12:33,

EOBEIRESE EN,

2. ANSE

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR Wi FEEFNULL S R
Action =2 & String nH2# , ANZEOEYE : SwitchBashRules
Version E & String AHBE, AEORE : 2018-02-28
Region = & String NHEBY , MEORFZEBESEH,
Disabled 2 = Uint64 2EEH
Id 2 & Uint64 FLID
N e
3. WS
SHER ESitl A
Requestld String W—iEK ID , XEKRESIRE], EREAEEREZRIEKA Requestld,
e m o = |
4. 551xt8
PAMBIE T 5O S ZERXAEIRS , B ERISEN A SR,
$EIRIG A

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameterlllegalRequest
InvalidParameter.DateRange

InvalidParameter.RegexRuleError

WS : BRmEmEX %190 I
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IR AR
InvalidParameter

InvalidParameterValue

HithzO
S1EAEES

WS : BRmEmEX 2191 Tm #591m
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EITEFTAYE: 2024-10-18 10:38:41

1. B@OER

EOBEKES © cwp.api3.finance.cloud.tencent.com,
DeleteScanTask 1Zd& =] AR B BRI ESS TS LT
BONEOIBRINERIRS] : 200%/7D,

EOEFATE : 2022-05-20 15:12:33,

EOBEINSE R,

2. NS

IIFERSHGIRMGIH T ZOBERSEHO NHESH , RBAHSHGIRDATERSE,

SHER Wik FEEFNULL St Tk
Action 2 & String AHSE, AEOEYE : DeleteScanTask
Version 2 S String NHEBE, AEOBYE : 2018-02-28
Region 2 = String AHBY , AEORFEEBSH,
ModuleType 2 & String TEBRSERY MR Malware A5, Vul i@ , Baseline E&&
QuuidList = 5 Array of String EeARSS2RAT4ERY , EHquuidilstring%iéR
Taskld = B Uint64 £551d
3. FItHEE
SHER Sl i)
Requestld String H—iEXK ID , 8XEREIRE], EFAEAFHERHEIZIXIEKA Requestld,

4. (EIRS

PUMMFIH 7O SSEEERAEIRN | BtERF N ARG,

FEIRAD fihk

InternalError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameterlllegalRequest
FailedOperation.APIServerFail
InvalidParameter

AuthFailure

InvalidParameterValue

FailedOperation

WS : BRmEmEX %192 |
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O BASTCE

R EEIMNRRESIR

BRILEFAYE: 2024-10-18 10:38:41

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
TR ESENEEENIER

BUAZEOERITERIRE] © 200%/%5,

$EOEFRAE : 2022-09-28 15:55:30,

ORI NN,
A s
2. MASE
UTBERSEHGIRRGIE T EOEKRSEFRD AHESEH , RBAHSHGIRDAHLERSE,
SEER ik SRIFNULL R R
Action =2 & String nH2# , ANZOEYE : DescribeAssetEnvList
Version 2 = String NHEBE , AEOBYE : 2018-02-28
Region 2 e String AHEBY , MEORFBEELSE,
By & & String HEFEA, © [FirstTime]
A2,
Filters = = Array 9f g4, <br><li>IpOrAlias - String -
AssetFilters WIE & - IMET =R </li> <br><li>Type- int -
Limit = B Uint64 TEREREE , BABN10 , FAEH100
Offset = = Uint64 fmizE , BUAA0,
Order a S String HEF ST | ascFtfe Bk descigfn
Quuid & B String fR5588Quuid
Type = = Uint64 ZFEREESR , HFilterstE&
Uuid 5 = String fR5528Uuid
A Sp
3. mHSE
SEATR E3id) A
Envs AssetEnvBaselnfo LIIES
Total Uint64 BEE
Requestld String H—iEK ID , BRIERESIRE, TR HEERHZRE

4. RS

PAFIE T #OWSZERXAEIRS |, BAEREEFEL
$EIRIG
InternalError

InvalidParameter.ParsingError

WRFRE - BRmERMEX

NHEEIRE,

BEWE : T - X8 0BFRE | IRRXE

kA9 Requestld,

FHZE (CWP)

%193 ™

EEWIE | & - Eipesl&iEigE</li> <br> <li>Name- string -
</li>

H#591m
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FRIRMG Tk
InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

ResourceNotFound

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 2194 TW #591|
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O BASTCE

SRENES Fim = F S

EILEFAYE: 2024-10-18 10:38:41

1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

RNEFiGFESS
BRAEOISRIRERRS : 200R/%0,
FEOEEATE : 2022-11-16 10:43:36,

EOBEIRESE EN,

2. ANSE

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHEIR WAl
Action 2
Version =
Region =
EndTime B
ExceptionType =
Limit 2
Offset =
StartTime =

3. S
SHER S
Records RecordInfo
TotalCount Uint64
Requestld String

4. RIS

FEFNULL ESi fik
& String NH2E , AEOBYE : DescribeClientException
& String NHBE, AEORE : 2018-02-28
&= String AHSH , FEOTTEEBISH,
a String ZETRATE] 2006-01-02 15:04:05 18z
a Int64 BERIRRERE LEFIREL 25 PR
a Uint64 HIREATREELE | AH0 , &ZAEL00
& Uint64 PRRBE
B String ABYARTIE] 2006-01-02 15:04:05 #8=
Tk
E=HFEE
BHREE

HE—EK ID , BRIERERRE, ETREAFERMEZRIERA Requestld,

ZEOE TS BIEERANEIRD | EERETF ARG,

WS : BRmEmEX

FHZE (CWP)
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SREXEHRRFeLT

BRILEFAYE: 2024-10-18 10:38:41

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
RENEHHERSeit
AR ISRITERIR S : 200%/70,

OISR : 2022-08-19 10:10:24,

, ZNZOHYE : DescribeGeneralStat
, ANEORYE : 2018-02-28
, AEORFEGRRSEH,

String  #28FrEMELEL. %0 : ap-guangzhou , ap-shanghai

FHZE (CWP)

ZENZER, <br><li>CVM : ERETASIRESE</li> <br> <li>BM: EREBEAYEMN,</li> <br> <li>ECM: xR

HETERSSE </li> <br> <li> LH: R EBNARSSE </li> <br> <li>Other: &

)

1SRAFHERIENE
FHREEFIRSERISE
FHREEFIHERRAIEE
FENZEEFIR B+ K AIDE
FHREEFIRELAISEL
FHZeEFRETWRAIDE
TRREIHARITS B LR SEL
TEARAREN 28

=ENSE
SENRBREENREEFIRIISE
[SE=EEaet

RIPREL

MBEEHEEL

BRISE

OIS E EN,

2. INSH

UTERSHGIRGIE T ROBRSBIRD AHSH , TBRAHSHIIRD LGRS,
SHER Wi SPENULL 2R fiix
Action 2 & String  AHEBE
Version 2 = String  AXBE
Region 2 & String QB
MachineRegion & &
MachineType & = String

3. S
SHER ESid
AddedOnTheFifteen Uint64
AgentsAll Uint64
AgentsBasic Uint64
AgentsOffline Uint64
AgentsOnline Uint64
AgentsPro Uint64
AgentsProExpireWithInSevenDays Uint64
FlagshipMachineCnt Uint64
MachinesAll Uint64
MachinesUninstalled Uint64
Offline Uint64
ProtectDays Uint64
RiskMachine Uint64
Shutdown Uint64
Requestld String

WRFRE - BRmERMEX

NEaEE</li>

EE—EK D , BRIEKESRE, EUENFEREAEZXRIERA Requestld,

%196 T
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4. EIRMY

PUMMRFIH T O SSIBIERRAEIRN , EERISFE I A TEIRT.

dr

R

B
>

InternalError
InvalidParameter.ParsingError
InvalidParameterInvalidFormat
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX 2197 T@ #591m
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O BASTCE

SREUE e ST EUE

BRITEFAYE: 2024-10-18 10:38:41

1. EgOEis

ROERES
SRENHLE e 4R,
BOAZOERIERIRS : 200R/70.

$EOEEATE : 2022-05-20 15:12:33,

cwp.api3.finance.cloud.tencent.com,

OB E NN,
A 1
2. MASE
LATBERSEHGIRGIE T EOBEKSEFRD AHSEL,
SHER Wi FBFNULL
Action 2 =
Version 2 &
Region = =
A s
3. S
SHER i)
BaseLineNum Uint64
BruteAttackSuccessNum Uint64
MalwareNum Uint64
NonlocalLoginNum Uint64
OnlineMachineNum Uint64
ProVersionMachineNum Uint64
VulNum Uint64
Requestld String
H 33
. RS

PUMMGIH T O S3SEERAERT | bR
R
InternalError
InvalidParameter.InvalidFormat
MissingParameter

InternalError.MainDBFail

WS : BRmEmEX

el fiEk

String NS, AZEOBYE : DescribeOverviewStatistics
String PHESE, AEORYE : 2018-02-28

String AHBH , FEORTEEBISEH,

Tk
REEEH.
RIIRRIEL.
REZMHEL.
MRS AETELEL.
BAlBRSS L.
iRIEL.

E—IEK ID , BREREPSIRE. B FE R

NS

1ZRIEKAI Requestld,

FNZzE (CWP)

%198 I
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SRINE AR E R

EILEFAYE: 2024-10-18 10:38:41

1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

FRFRRERIERER.
EONZOIERITERIRA : 200R/7D.

EOSEHRATE : 2022-05-20 15:12:33,

RO E &N,

2. ANSE

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHER Wi
Action =
Version =3
Region =

3. FitH34g

SHER
IsAutoOpenProVersion
PostPayCost
ProVersionNum

Requestld

4. tHIRG

FE¥FNULL eSS fik
& String NS, AEEOBYE : DescribeProVersionInfo
& String NHBE, AEORE : 2018-02-28
& String AHBY , NEORFEREBILSH.
ESidl ik
Bool HEENEEBNFHEE MR
Uint64 [EfIErERINE
Uint64 FHEZWARENEL
String 5K ID , BIRIEKRESIRE, EfIAMAHEERHZIRIERE Requestld,

PUMNFIH T O S3SIEERAEIRT , BRI ARG,

RS

InternalError

WS : BRmEmEX

FNZzE (CWP)
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SIRENE A RRRT

BRILEFAYE: 2024-10-18 10:38:41

1. EOfEA

BOEREE
RTFFREBEAENSREENES
BOABEOIERIRERIRS « 20R/F2,
$EOSEFAE : 2022-05-20 15:12:33,

cwp.api3.finance.cloud.tencent.com,

FHEEWRRAIATS.

EOBRIOEE NEN,

2. NS

IITERSHGIRGIH T HROBERSERO A HSEY |, TBAHSHGIRI A

SEETR DA FYFNULL Bl

fl

iy
KL
3
Q@

Action

o
iy
@
5
«Q

Version

el
o

Region

Uuid

Hm
il
K
5
«Q

3. mHEE

SHER eSS Tk

Status String FHERE.

Requestld String

4. EIRIS
IUTIRFI T B S BRI |, RO I,

RS

InternalError
InvalidParameter.ParsingError
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

ERELL,

;.r;

ju

2%y, AIEOEYE : DescribeProVersionStatus

I

D\

HSE, AEOEYE : 2018-02-28

N

AHESH , AMEORTEGRLSE.
=REFIRUUID, EE"al"® R AEE.

<br><li>UNOPENED : FF@&L kR </li> <br> <li>OPENED : BFf@E LR </li>

HE—ER ID , ®RIERERE, EUDRIHERAEZXIERA Requestld,

B
&
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EEAERS

EILEFAYE: 2024-10-18 10:38:41

1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
DescribeScanState iz EE IR RAERIEEHTHIIRES RS
BUAZEOERITERIRE] © 200%/%5,

FEOEFRASE : 2022-12-29 09:49:27,

EOBEIRESE EN,

2. ANSE

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHEWR Wik FEENULL ESidl TG

Action 2 5 String NS, AZEOBYE : DescribeScanState

Version = & String AHBE, AEORE : 2018-02-28

Region = & String AHBH , FEORFTEEBISH,

Filters =" & Array of Filters RS <br> <li>Strategyld BLHRIEID {XModuleType A Baseline BFEE </li>

ModuleType 2 & String HERERY METRME Malware RS, Vul i, Baseline £
3. S

SHER ESidl )0

RiskEventCount Uint64 HiRRE

ScanBeginTime String FRORFAfERTE)

ScanEndTime String LA TRAT A

ScanState Uint64 0 MR, 133, 2895, 3fFlEdh. 4FLESER

Schedule Uint64 R

Taskld Uint64 {£551d

Type Uint64 O— AR 1ERTAE

Vulld Uint64 AEHHERRd

Requestld String E—EKID , BRIERESIRE, EIRAHERAZRIERA Requestld,

4. EIRIG
IUTVRBH T RO BB AORIRED | RSB ASEiR,

RS 1t

[

InternalError

InvalidParameter.MissingParameter

WIS : B emEX 6201 |1 H#591m
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FRIRMG Tk
InvalidParameterInvalidFormat

MissingParameter

ResourceNotFound

InvalidParameterlllegalRequest

InvalidParameter

AuthFailure

InvalidParameterValue

WS : BRmEmEX 5202 7@ #591m
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EREESFE

EILEFAYE: 2024-10-18 10:38:41

1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

DescribeScanTaskDetails EiEAEESIFE , IS BIHEHEES/SE

BRAEOISRIRERRS : 200R/%0,
EOEHAE : 2022-06-14 17:12:25,

EOBEIRESE EN,

2. ANSE

IIFERSHGIRGIH T ROBERSEO 2HSE

SHBIR Wik FEYFNULL
Action — ES
Version = =
Region = =
Filters 5 &
Limit S S
ModuleType = B
Offset a =
Taskld = =
3. S

SHER ESic)
RiskEventCount Uint64
RiskMachineCount Uint64
ScanBeginTime String
ScanContent String
ScanEndTime String
ScanLeftTime Uint64
ScanMachineCount Uint64
ScanProgress Uint64

ScanTaskDetailList ScanTaskDetails

ScanTime Uint64
StoppingAll Bool

TotalCount Uint64
Type Uint64

WS : BRmEmEX

String
String
String
Array of Filters
Uint64
String
Uint64

Uint64

fifk
DUIE S Eagh 2
RIUNBEHEEEL
T iRad )
HERE
AR A
RIS ()
NS
P
HESERIIE

AT

HS8 , AEOBYE : 2018-02-28

>

HEH , FAROTTEEGBLSH.

>

i8S

=
W
&

FEREREE , &AEHNL00

FNZzE (CWP)

TEHRIEEY HETHRMA Malware KT, Vul ii§iH , Baseline E

fRiEE , BAZ0.

E551D

ESERELHMEERIFLE ture2

BEL

O—sEta LERAE
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BHER il A

VulCount Uint64 PR

Vullnfo VulDetaillnfo BEER

Requestld String H—EK ID , ®RIEKRESIRE., EIDEEEREZRIEKA Requestld,

4. $EiRMY

PUMMNFIH T O S3SMEERA0EIRN | BtERiF ARG,

U]

FRIRMG b}
InternalError

MissingParameter

InvalidParameterlllegalRequest

InvalidParameter

AuthFailure

InvalidParameterValue
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=R SIE

EILEFAYE: 2024-10-18 10:38:41

1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
DescribeScanTaskStatus EiAH B IRAST IR BTFILiEIHit
BRAZCIERITERIRE] © 200%/%,

EOEHATE : 2022-05-20 15:12:33,

RO E &N,

2. ANSE

IUTFERSHGIRGIH T ZROBERSENRDO 1Y, mBRAHSHGIRD

SHEBIR Witk FEFNULL ESig
Action = & String
Version =3 = String
Region = ) String
ModuleType 2 S String
A s
3. B
SHEWR ESidl Tk
State TaskStatus ESHEIRESIZR
Requestld String W—iEK ID , ®RiEkREs
H >
4. RIS

PUMMRFH T 1RO SSIBIERXA0ERND | EtbERIDFE A SR,

RS

InternalError

MissingParameter
ResourceNotFound
InvalidParameterlllegalRequest
InvalidParameter

AuthFailure

InvalidParameterValue
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NHIERSHL,
A
AHS#, AEOBYE : DescribeScanTaskStatus
NHBE, AEORYE : 2018-02-28

NHBH, AEOFTEERISELL,
HEHRERY ERM Malware A5, Vul JEiA , Baseline Hik
IRME], EfAIRRRY R R HZIRIERA Requestld,
A
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IRNZ 2 FHIHE

BRILEFAYE: 2024-10-18 10:38:41

1. EOfEA

BROERES

cwp.api3.finance.cloud.tencent.com,

ZA$Z0 (DescribeSecurityDynamics) FRF R £ =4S EEEEE.

BRAEOISRIRERRS : 200R/%0,
$EOEEATE : 2022-05-20 15:12:33,

EOBRIOEE NEN,

2. NS

LITERSHG IR TEROBRSHRHBO NHESH,
SHER Wik FEEFNULL
Action 3 =
Version 2 &
Region 2 &
Limit = &
Offset & &
A g
3. FtHEE
BEERR e

SecurityDynamics SecurityDynamic

TotalCount Uint64
Requestld String
N
4. FBiR1S

UMM T O SSIBIEEXASEIRIG , EbEIRDIFED
FEIRAD
InternalError
InvalidParameter.InvalidFormat

InvalidParameterlllegalRequest

WS : BRmEmEX

FTEAHBHGIRN NGRS,
3] R
String NH2E , AEOBYE : DescribeSecurityDynamics
String NHSE, AEORE : 2018-02-28
String QBY | MEOFBBISRIEE,
vint64 REEE , H&AEH100.
Uint64 fwZE , BA70,
1%
RERHHBEE.
EREH.

H—iEK ID , ®XiEKRESIRE. AR HEERHIZRIERE Requestld,

NSRS,

FNZzE (CWP)
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1. EOfEA

EOEKES . cwp.api3.finance.cloud.tencent.com,
RN E S MR

BOMZOERIEIRE) © 200%/%,

BEEOEFHASE : 2022-11-08 16:30:42,

EOBRIOEE NEN,

2. ANSEL

IIFERSHGIRGIH T ROBERSEO 2HSE

SHER Wik FEFFNULL
Action — &
Version = =
Region = a
Filters &= &

3. S
SHER S
AttackLogsStat EventStat
BaseLineTotalAffectNum Uint64
BaselineHighStat EventStat
BaselineLowsStat EventStat
BaselineNormalStat EventStat
BaselineRiskStat EventStat
BruteAttackStat EventStat
CyberAttackTotalAffectNum Uint64
HighRiskBashStat EventStat
HostLoginStat EventStat
InvasionTotalAffectNum Uint64
MachineTotalAffectNum Uint64
MaliciousRequestStat EventStat
MalwareStat EventStat
PrivilegeStat EventStat
ReverseShellStat EventStat
Score Uint64

WRFRE - BRmERMEX

FHZE (CWP)

TEAHSHGIRDATERSL,

String
String

String

Array of Filter

NHSE, AEOBYE : 2018-02-28
AHBH , MEOFFEERLLSEH,

ZEOTSIBEMN

fik

MERITER ST
BRMERL L S BRI EE
BEELRREMSRLT
EfEELREMST
PEREAREMRLT
PEELRREARLT
IR
BARMEMBR GRS SR
[SIEEEEE us s

SHEAST
BRUEEBENEZEFHAIREE
BARGEZEEHARREE
TEEREMRLT

AREEMSET

IR BRI

3#Shell S5t

RE2ED
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BHER et )0

VulHighStat EventStat BERREMRT

VulLowStat EventStat EEmRERT

VulNormalStat EventStat RS RT

VulRiskStat EventStat FERREEAST

VulStat EventStat imRESLT

VulTotalAffectNum Uint64 BRI R R EE AR

Requestld String E—iEK ID , BRBERERIRE. EIDREFEEAZRIBRAT Requestld,
4. $2H0

PUMMNFIH T O S3SMEERAIHEIRNT , BRI ARG,

U]

IR AR
InternalError

ResourceNotFound
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BRILEFATE: 2024-10-18 10:38:42

1. EOfEA

EOERIER © cwp.api3.finance.cloud.tencent.com,
RINZ SRR E A RN
BOABEOIERIRERIRS « 20R/F2,

EOEFRAIE : 2022-11-08 16:30:42,

EOBRIOEE NEN,

2. ANSEL

LITERSHGIRGIE T EOBKRSHIH D A LS, RERAHSHGIRIA SRS,

SHEBIR itk FFNULL S ik

Action 2 5 String NH2%, KIZOBYE : DescribeSecurityEventsCnt

Version 2 & String AHBE, AEORE : 2018-02-28

Region =2 & String AHSBY , MEOLFEERUISHL,
3. BitHE4)

SHER ESit) ik

AttackLogs SecurityEventInfo It AR R B EE 4

BaseLine SecurityEventInfo TEESBXNISEM

Bash SecurityEventInfo (SRS E St

BruteAttack SecurityEventInfo Py = P S == e

EffectMachineCount Uint64 SZHMHESEL

EmergencyVul SecurityEventInfo N RRABRXGE

EventsCount Uint64 ESELLISE

HostLogin SecurityEventInfo BRETRXNG S

LinuxVul SecurityEventInfo linuxRZFwREHEE

Malware SecurityEventInfo RISHEFR XSG

PrivilegeRules SecurityEventInfo RHBRAGE XX PS4

ReverseShell
RiskDns
Sysvul
WebVul
WindowVul

Requestld

SecurityEventInfo
SecurityEventInfo
SecurityEventInfo
SecurityEventInfo
SecurityEventInfo

String

WRFRE - BRmERMEX

3ESheltER BG4
EEIBFIBRX S
RIFERRIXBS S

Web i FEiRIAMER XS4
window RGEmAEHEE

E—iEK D , BREREPLIRE. EIDMEFERAZRIERAT Requestld,
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4. EIRMY

PUMMRFIH T O SSIBIERRAEIRN , EERISFE I A TEIRT.

dr

R

B
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InternalError
ResourceNotFound
InternalError.MainDBFail

InvalidParameter
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IRNZ 2SSt 80

BRILEFATE: 2024-10-18 10:38:42

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
A4E0 (DescribeSecurityTrends) TR L £ HHFHEUE.
ERAECIERINEIRE : 200R/7D.

BEOEEHATIE : 2022-05-20 15:12:33,

EOBIOEE &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHER Witk FEFNULL
Action =3 =
Version =2 &
Region = =
BeginDate = &
EndDate =2 &

3. mHSE

SHER ESid)
BaseLines SecurityTrend
BruteAttacks SecurityTrend
CyberAttacks SecurityTrend
HighRiskBashs SecurityTrend
MaliciousRequests SecurityTrend
Malwares SecurityTrend
NonLocalLoginPlaces SecurityTrend
PrivilegeEscalations SecurityTrend
ReverseShells SecurityTrend
Vuls SecurityTrend
Requestld String

4. $EIRMY

PUMMMFIH T O S3SMEERREIRNT | BftERiF ATt

FERED

WRFRE - BRmERMEX

String AHEB%, AEOEYE : DescribeSecurityTrends
String AHES¥, AEORE : 2018-02-28

String NHBH , AMEOREBEELSEL,

Date FFARIE , 40 : 2021-07-10

Date #EERATE) , 40 : 2021-07-10

fihR

Bt iR,
TR SE R SRR,
MBI SRS,
Bt EiRE.
TRIERGTH AR,
ANEEHFHEEREE.
SHEREMRTEIERA.
RIS AR,
3#shell it EuEEE.
imRSE SRR,

W—iER ID , ®XEREPLIRE. ENDRHEERAEZXIER Requestld,

= 1SN

FHZE (CWP)
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FRIRMG ik
InternalError

InvalidParameterInvalidFormat

MissingParameter

InvalidParameterlllegalRequest

InvalidParameter.DateRange

InvalidParameter

InvalidParameterValue
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1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
SREUESS RRT

BOMZOERIEIRE) © 200%/%,

B EHHASIE : 0001-01-01 00:00:00,

EOBRIOEE NEN,

2. NS

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHER itk FS¥FNULL KA

Action — & String

Version = = String

Region = & String

TimingScan & & Bool

UuidCnt — S Uint64
3. S

SHER ESidl b}

Duration Uint64 ESTRFBENEHS , BLLA5

Requestld String

4. FEiRMY

PUMNFIH T O S3SIEERAIHEIRIT , BRI ARG,

de

FHIRED
InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue

WS : BRmEmEX

Tk
Eas

AS

SH , ANEOEYE : DescribeTaskDuration

>

HS4 , AEOBYE : 2018-02-28

HEH , AROTFEEGBLSH.

>

REENE
FEHTESHENE

E—iEK D , BIREREPIRE. EADMEFERAEZRIERAT Requestld,

FNZzE (CWP)

%213 ™

\|

£591m



O BASTCE

SREN G WA EL R AR T RS 4N

EILEFAYE: 2024-10-18 10:38:42

1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
BT g ARFIERARA 24,
EOANEZOIBRIREIRS : 200%/70,

EOEFAE : 2023-01-09 11:35:47,

EOBEIRESE EN,

2. ANSE

UFERSEFIRGIE T EOBSRKSEMED AHLSE |, REAHSHPIRDALERSL,
SEETR D250 FOUFNULL St i
Action 2 & String NIESE , AZEOBYE : DescribeVersionStatistics
Version 72 & String AHBE, AEORE : 2018-02-28
Region = & String AHSH , AEORFEERBUSE,
A s
3. S
SEETR ESid) ik
BasicVersionNum Uint64 EHithRggE
GeneralVersionNum Uint64 LEhREE
ProVersionNum Uint64 Bl hREE
UltimateVersionNum Uint64 TEMAREE
Requestld String H—IEK ID , 8REKRESRE. EGRAFREREZXIERE Requestld,
S
4, %EI]?E

PUBUE T O SSIBIEERRERED |, EtERIGIF N A IR0,
FEIRED

InternalError

InvalidParameter.ParsingError

InvalidParameterInvalidFormat

MissingParameter

InternalError.MainDBFail

InvalidParameter

InvalidParameterValue
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1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
REESIdSHIEETRESIERS
AR ISRITERIR S : 200%/70,

$EOEEATE : 2022-05-20 15:12:33,

OB E NN,
A s
2. MASE
LATBERSEHGIRGIE T EOBEKSEFRD AHSEL,
SHER Wi AEFNULL
Action 2 &
Version 2 &
Region = a
Filters &5 &
ModuleType 2 =
Taskld 2 &
A s
3. tHEE
SHER E3id) i)
Taskld String
Requestld String W—iExk ID ,
H 33
4, I'EEI]?E

PUMMBIH T3 OLSSSEERAEIRT | BtERDFER

RS

InternalError
InvalidParameterInvalidFormat
MissingParameter
InvalidParameter

InvalidParameterValue
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=oES

L=/N

String
String
String
Array of Filters
String

Uint64

NSRS

FNZzE (CWP)

t2% , ANEOBYE : ExportScanTaskDetails
RHEHSH, FEOBYE : 2018-02-28
REBY, NEORFRERILSH.
iSiESEL : ipOrAlias ( fRSS28%2/ip )
fEERSEAY | LERME © Malware AT, Vul J&i@ , Baseline H4;
FREURIESSId ( FREFHSHSHARLNEXCelfYESId )

SHARIEGMEXCelRIESI ( REFASHARIEIESI )

SKEPSIRE], EAREA R ERHIZRIERN Requestld,
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BRILEFATE: 2024-10-18 10:38:42

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
SRS

BUAZEOERITERIRE] © 200%/%5,

EOEFRAIE : 2022-05-20 15:13:13,

EOBEIRESE EN,

2. ANSE

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEIR D25 FEEFNULL St %
Action =2 & String AH2E, AEOBYE : ExportSecurityTrends
Version 2 a String NH2E, AEOBYE : 2018-02-28
Region = B String NHEH, MEOLFTBEBRLSE,
BeginDate 2 S Date FroaRTEl
EndDate — &= Date ZEERATIE)
A sz
3. s
SEER il A
DownloadUrl String S R R,
Requestld String BE—IEK ID , 8REKRESRE, E7ERAREEREHZRIERA Requestld,
H 2
. HIR0S

PUMMRFIH T O SSIBIRRXAEIRNG , BRI A IR,
R A

InternalError
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SESHES

BRILEFATE: 2024-10-18 10:38:42

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
RTFRESHEIEERNBEYF
BRAEOISRIRERRS : 200R/%0,

FEOEEAE : 2022-05-20 15:12:33,

ORI NN,
A g
2. MASE
UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SHEIR DA FEEFNULL HAY A
Action 2 &5 String NH2%, KIZEOBYE : ExportTasks
Version z & String AHBE, AEORE : 2018-02-28
Region 2 & String AHBH , MEOFTEEBISE,
Taskld 2 & String {EEID
A @,
3. HSE
SHER ESicl R
DownloadUrl String TR
Status String PENDING : IEFE4ERY FEHERE , FINISHED : TEGHEDARL , ERROR : MESEEREBR
Requestld String W—iEK ID , @RIEKREPSIRE., EAIDMAIHEEREZRIEKAY Requestld,
Hyx3
4. 3eiRtE
LA T 5O S B IERXAEIRD , EfbiERIEEFEN AR,
IR A

InternalError

ResourceNotFound
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1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
yunapi response

BRAZCIERITERIRE] © 200%/%,

#EOSEFRAE : 0001-01-01 00:00:00,

EOBEIRESE EN,

2. ANSE

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHEWR Wik SRYENULL 2R

Action P & String

Version — S String

Region = & String

All & S Bool
Array of

Excl I 5

xcludeld a | &' Uint64

Filters = = Array of
Filters

<li>Type - String IFAZS 0: SR 1 EATH - BRMIE F</li>

<li>Status - String EHHMBRE 0 FME L BRIE2 : BIIE3: BR

fig 4 : Bk - REWIE: T</li>

<li>SrclIP - String SEJEIP - EFWMIE: F</li>

<li>DstPort - String IEHBiRmA - EEMIE F</li>

<li>MachineName - String EHEFR - EEHE: F</li>

<li>InstancelD - String FANLHID - EEWIE: F</li>

<li>Quuids - String E#lcvm uuid - EFMIE: F</li>
Array of

I = =

ds I Uint64

Status & & Uint64

N s
3. mHSE
SHER ESicl i)
Requestld String H—EK ID , ®RIEKRESIRE]., D@ EEREIZRIEKA Requestld,
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B

-
AHSE, FEONE :
ModifyEventAttackStatus

N

NHBH, AEORE : 2018-02-28

N

AHBH , FEOFFEEBLSH.

REEHEE , ESXERISEEHTIRE .,
Hids AR, WSHFT

HEpRATiId

Uk S

FEEMELd 5B |, TR

0: 4B 1: BME2: BiIH3: BRI
4 : Bk
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4. RIS
PUMMRFIH T O SSIBIERRAEIRN , EERISFE I A TEIRT.
FRI=tG A

InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue
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EILEFATE: 2024-10-18 10:38:42

1. #OfEA

HEOERIEES © cwp.api3.finance.cloud.tencent.com,
TR IR d S S it B R AR R aR B H 20
EUNEOIERSTERIREY : 200R/7D,

BEOSEHRATIE) : 2022-05-20 15:13:13,

RO E NEN,

2. MINSEY

IMERSEGIRIGIH T HOBERSEDORHSEY |, TEAHSHIIRNAERSH,

SHENR Witk FEYFNULL ESig i
Action 2 = String NHBE, AEZEOBYE : ChangeRuleEventsignoreStatus
Version =2 & String nHE2# , ANZEOEYE : 2018-02-28
Region = & String AHBY , MEOFFEGBUMSH,
EventldList a B Array of Uint64 SEHidER
IgnoreStatus 2 = Uint64 ZRRINZS O:BUEZES ; 128
RuleldList = = Array of Uint64 one el
3. S
SHER ESicl Tk
Requestld String W—EK ID , ®RIEKRESIRE], EfIEEEREIZRIEKAT Requestld,

4. FERMY

PUMMRFE T O SSIBIERRAERN , EERIFE A TEIRE.

IR R

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
MissingParameter
InvalidParameter

InvalidParameterValue
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1. EOfEA

BOEREE
IRIEEIR SR AR
BOABEOIERIRERIRS « 20R/F2,
#EOSEFRAIE : 2022-05-20 15:13:13,

cwp.api3.finance.cloud.tencent.com,

FNZzE (CWP)

OB E NN,
A s
2. NS
LUIFERSEFIRNGIE T EOBSRSERESDAHLSE | REAHSHPIRD A LS RSL,
SHER W% ARYFNULL 3R R
Action 2 &5 String NH2% , KIZOBYE : CreateBaselineStrategy
Version 2 & String AHBE, AEORE : 2018-02-28
Region 2 = String AHBH , MEORTEERI S,
Categorylds 8 & Arey Of sk TSRS, O [1357]
IsGlobal = & Uint64 RESCERE LIRSS, L2 05, AINALEEWAREN
MachineTvoe o = Strin REHER : <br>CVM : EBHIEN <br>BM : BEE<br>ECM : G+ EFH <br>LH ; REN RS
yp = = 9 <br>Other : [B&=H128
Quuids 5 & Array of EHdERA. 6 ["quuidl”,"quuid2’]
String
RegionCode 2 S String M. =B "ap-guangzhou”
ScanAt 2 & String TERRGIATIE] , ZAJE AR, M) 22:00", TE22:00 T RGN
ScanCycle 2 B Uint64 ME, XSRS DT TR R 2, TRE2RHTEN—X.
StrategyName 2 & String HRRBZFR
A e
3. mHESE
SHER ESil A
Requestld String K—iEK ID , XEKREBSIRE], BRI HEEREIZXIEKA Requestld,
_-ti\
4. %EIBI:IE
PAMBIHE T 8O S IERXAEIRS | BERGIFE N A HEIRD
i) A
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
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FRIRMG 1%
MissingParameter

ResourceNotFound

InvalidParameterlllegalRequest

FailedOperation.NoProfessionHost

FailedOperation.TooManyStrategy

InvalidParameter

OperationDenied

InvalidParameterValue
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BRILEFATE: 2024-10-18 10:38:42

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
TRIBEZRES i AR SRRE

ERAECIERINEIRE : 200R/7D.

AT : 2022-05-20 15:13:13,

EOBEIRESE EN,

2. NS

UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SEETR Whi FBEFNULL it b
Action 2 5 String NH2% , KIZOBYE : DeleteBaselineStrategy
Version z & String AHBE, AEORE : 2018-02-28
Region 2 = String AHBH , MEOFTEERI S,
Strategyld 2 FiS Uint64 HEHRRgId
A s
3. mHESE
SHER ESil A
Requestld String H—iEXK ID , XEKRESIRE], EfEAFEEREIZXIEKA Requestld,
H >
4. s5iRS
UTMBIHE T OIS BEBXIEIR | BRI AT E =G,
=) A

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
MissingParameter
InvalidParameter
InvalidParameterValue

FailedOperation
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1. EOfEA

SRS : cwp.api3.finance.cloud.tencent.

R RIS d R RS AR S et
BRAEOISRIRERRS : 200R/%0,
$EOEEATE : 2022-05-20 15:11:35,

EOBRIOEE NEN,

2. NS

com,

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHBIR WA FEEFNULL
Action 2 a
Version =2 &
Region = a
Strategyld 2 a

3. mHEE

SHER ESid
IfFirstScan Uint64
IsGlobal Uint64
LatestScanTime String
ScanHostCount Uint64
ScanRuleCount Uint64
Requestld String

4. EIRMY

ESidl fER

String NH2%1, KIZOHBYE : DescribeBaselineAnalysisData
String AHBE, AEORE : 2018-02-28

String AHBY , FEOLFEECBISEH,

Uint64 ELHmgid

B

-
EREF RGN 12 012
ERERSE: 1-20-5
=EENEE

IRSBREE

E—EK ID , MREREPRIRE. EIDREFERAIZRIERA Requestld.

PUTMMRFH T 1RO SSIBIERXA0ERND | EthERIDFE AR,

FHIRED

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
MissingParameter
ResourceNotFound

InvalidParameter
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Array <li>Hostlp - strlng BEAVE B EE’f}'LIp</|><br> <li>Itemld - |nt64 P
Filters 5 & of - int64 - 2EWIE 1 & - MNId</li> <br><li>DetectStatus - int - 2EWIHE : & -
Filter int- EAWE & - J—L &4 < /li> <br> <li>StartTime - string - xEéE‘LZ‘iE B J:FE?H?fEﬂ</Ii> <br><li>EndTime -
string - BEMIE © 5 - ZRAGE </li>
Limit S S Int64 PRA#ISZEL 2AIA10,52K100
Offset B B Inted  {REEBIA0
Order = &= String  HEFEAT: [ASCFF|DESCIERF
3. B
SHER ESid] 00
List BaselineHostDetect 7
Total Int64 R
Requestld String W—EK ID , ®RIEKRESIRE., EAIEEEREIZRIEKAY Requestld,
4. RIS

UMM 7O SSIBIEEXAEIRIG , BAEIRDIFED
R
InternalError
InvalidParameter

FailedOperation

WRFRE - BRmERMEX

\

IR,
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O BASTCE 122 (CWP)

SRENZEERLNEAN R

BRITEFAYE: 2024-10-18 10:38:43

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,
RENZREFRIN IR
AR ISRITERIR S : 200%/70,

FEOEEATE : 2022-08-23 15:28:44,

OB E NN,
A s
2. MABSEH
LUIFERSEFIRNGIE T EOBSRSERESDAHLSE | REAHSHPIRD A LS RSL,
SEETR WA FEVFNULL it A
Action =2 &5 String NH2%, AIZOBYE : DescribeBaselineHostIgnorelList
Version 2 S String NHEBE , AEOBYE : 2018-02-28
Region 2 B String AHBH , FEORFEEBISH,
Limit & &= Int64 PRI 24, BIAL0, 54100
Offset = = Int64 w52 EIA0
RuleID 2 & Int64 BRI
A g
3. mHSE
SHER HE i
List BaselineHost I
Total Int64 R
Requestld String W—iEK ID , ®XIEKEBSIRE], EAIUMANFEEREZRIEK Requestld,
Hyx
4. F5iRS
UTMBHE T OB ERRIEIRD | EftEREBiEN AL EIRD,
HiRh A

InternalError

InvalidParameter

WIS : B emEX 5271 |1 H591m
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O BASTCE 122 (CWP)

SRENE LR 523X TOPS

EILEFAYE: 2024-10-18 10:38:43

1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
IREVE LRSS R XL TOPS

ERAECIERITEIRE : 200R/7D.

AT : 2022-08-23 11:55:23,

RO E &N,

2. ANSE

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SEETR WA FOEFNULL 3t G
Action 2 & String NHBE, AEOBYE : DescribeBaselineHostRiskTop
Version P! & String NHESE , AEOBYE : 2018-02-28
Region 2 a String AHBH , FEOFFEEBISH,
Policyld = = Int64 RRRID
A s
3. HESE
SHER i) Ak
HostRiskTop5 HostRiskLevelCount XB&FEHtop5
Requestld String W—iEK ID , 8XEKREPSIRE], BRI EEREIZRIEKA Requestld,
Hyx2
4. 3RS

PUMMRFH T 1RO SSIBIERXA0ERND | EtbERIDFE A SR,

B
&

RS
InternalError
InvalidParameter

FailedOperation

WIS : B emEX 56272 71 H591m
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O BASTCE

SRENE SRR

BRILEFATE: 2024-10-18 10:38:43

1. EOfEA

FHZE (CWP)

HEOERIES : cwp.api3.finance.cloud.tencent.com,

SREVE LA IRAIFIZR
BOAZOERIERIRS : 200R/70.

$EOEEATE : 2022-10-13 10:14:09,

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

OIS E X EN,
A 1

2. MASE
SHER % RIFNULL KR
Action — 5 String
Version 2 = String
Region 2 B String
By & B String

Array
Filters = = of
Filter
Limit = = Int64
Offset 5 = Int64
Order ES &5 String
A s

3. mHSE
SEER &S]
List BaselineltemDetect
Total Int64
Requestld String

4. RS

B

-
#s

)\

1 , AN3ZOHYE : DescribeBaselineltemDetectList

N

HSE, AEOEYE : 2018-02-28

N

AHSH  AREOFFEERNSH,
AR [HostCount|FirstTime|LastTime]

<li>Hostld - string - 2&#4E : & - EHUId</li><br><li>Ruleld - int64 - 2&M%E : & - #MId</li> <br>
<li>Policyld - int64 - BEWE : & - FIAId </li> <br> <li>ItemName - string - 28 ,Z\iE & - Iig#R</li> <br>
<li>DetectStatus - |nt BEENE T - IPRZS</li> <br><li>Level - int - EBWE : & - KEZgK</li><br>
<li>StartTime - string - 27WIE : & - FHHARTE </li> <br> <li>EndTime - string - 2&WMIE : & - Z5RAHaE</li>

PREISZE BRIAL0,5 K100
{RIEE,BIA0
HEF 733 [ASC:FHHFR| DESC:FERR]

E—ERID , ®RIERERE., EUDRHEERAZXIFRAY Requestld,

PUMMNFIH 73O SSBEERAEIRND , BRI N ARG,

RS
InternalError
InvalidParameter

FailedOperation

WRFRE - BRmERMEX

55273 T #591m



O BASTCE 4z (CWP)
SREN R REH NG 2=
EIAEHAETE): 2024-10-18 10:38:43
ﬁ \,
1. #ZOfA
EOERIES : cwp.api3.finance.cloud.tencent.com,
RENZREHII TG Z=
AR ISRITERIR S : 200%/70,
FEOEHAE : 2022-08-23 12:03:58,
ORI B NS,
A g
2. MABSEH
UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SHER Wi FRFNULL ESid] it
Action =2 5 String NHE2E, KIZOHYE : DescribeBaselineltemIgnorelList
Version z & String NHSE, AEOEYE : 2018-02-28
Region - & String AHBH , FEOFFEEBISEH,
. IHBERIIMART L,
Py T
B A a string RS (D]
; < - . IBERIIMART L.
Filters a & Array of Filter <li>Catgoryld - int64 - 2EWIE : & - MMId </li>
P < - [l 5oap o S
Hmit A a fnted BRAHI S  BRIAL0, 8K 100
- - [l ool S
Offset = = Int64 ERISEEENA
. Jlie>swop/ S 1%
= =
Order A a string HE =, [ASCFHFIDESCES]
< Il oo S
RuleID 2 &= Int64 p—
3. mHESE
SHER ESicl R
List BaselineltemInfo I
Total Int64 ISt
Requestld String W—iEK ID , @RIEKREPSIRE., EAIDMAIHEEREZRIEKA Requestld,
4. FEIRS
LA T 5O S B IERXAEIRD , EfbiaREFEN A HER,
RS A
InternalError
RS : B mERmEX 5274 71 $£591;
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RS A

InvalidParameter

SRINE SIS R

BILEFATE: 2024-10-18 10:38:43

WS : BRmEmEX 28275 @ #H591m|

\|



Ny —
X BIHSTCE EHZ4E (CWP)
1. gZOfA
EOiEkIER . cwp.api3.finance.cloud.tencent.com,
REELATIIES
AR IS RITERIR S : 200%/70,
EOSEFATE : 2022-08-23 15:38:03,
REOEOEE e,
A e
2. NS
UIFERSEFIFRNFIE T EOBSRSEFESOAHSE |, RBEARSHPIRN A S RSL,
SHER ik AIFENULL 8 A
Action = & String  AHESE, AEOEYE : DescribeBaselineltemInfo
Version 2 = String ANHSE, AEOBYE : 2018-02-28
Region 2 B String  AHSH , KEOFRFELRNSHL,
By & S String  EN%&HIES
Array <li>ItemId - int64 BIE - & - Tld</i> <br><li>Policyld - int64 - /WA : & - Tild</i><br><li>Level -
Filters 5 5 of int - E""M\iﬁ ]‘Lﬂﬁ%&qlw <br><li>ItemName - string - E&XE : & - ,}JIﬁ%q—</|l> <br><li>Ruleld -
Filter int - 25E 1 & - FIId</li>
Limit = = Inte4  PREUZELEOAL0,HZAL00
Offset = S Int64 fmiEE, FAIA0
Order & B String  HEFT [ASC:HEF|DESCIER]
A e
3. B
SHER it A
List BaselineltemInfo ZERBIFR
Total Int64 REBH
Requestld String W—iEK ID , ®XIEKEPSIRE., EAIIFANEEREZRIEKE Requestld,
N
. FHIRAD

PUMMRFIH T O SSIBIERRAEIRN , BRI A IR,

RS

InternalError

InvalidParameter

WRFRE - BRmERMEX

6276 T H591m



O BASTCE

SRENE LG NSRS IR

BRITEFAYE: 2024-10-18 10:38:43

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,
SRENEA TN R 2=

BOMZOERIEIRE) © 200%/%,

BEEOEFHASE : 2022-10-13 10:13:14,

EOBRIOEE NEN,

2. NS

IIFERSHGIRGIH T ROBRSETDO 2HEH | mBAHSHGIRDATERS,

SHER % SRIFNULL KR I
Action =2 5 String 2%, ANZEOEYE : DescribeBaselineltemList
Version E & String Q5 AEOEYE : 2018-02-28

Region g e String  AHSH, MEOFLFTELRISEH,

By & S String  EN%&HIES

<li>Policyld - int64 - 2EWE : 75 - 5RE&Id </li> <br><li>Ruleld -
<li>Hostld - string - 2&%E : 7 - EE?f)'LId</Ii> <br><li>HostName - string - & Z\iE & - ENE</li><br>
<li>Hostlp - string - 2&E : & - EHIP</li><br><li>Itemld - String - EFME : & - &Rl </li> <br>
<li>ItemName - String - E&%1E : & - I;ﬁ%f"’</|i> <br> <li>DetectStatus - int - 2EXIE : & - 1@UKS[0:RE
- K& </li> <br> <li>StartTime - string - 8%

- GEERAIE) </li>

Array
Filters = &= of
Filter

19| 3485 | 54N AR </li> <br> <li>Level - int -
18 & - FHARTE </li> <br> <li>EndTime - strmg

FNZzE (CWP)

int64 - EEWMIE : & - NId</li> <br>

Limit 5 5 Int64 PRSE, RN L0, 5 K100

Offset S B Int64 fm#EE, EAIA0

Order & ) String  HEFAR: [ASC:FHR|DESCIER
A e

3. S

SHER St R

List Baselineltem I

Total Int64 ISty

Requestld String W—iEK ID , ®RIEKREPSIRE., EAIMAITHEEREZRIEKAY Requestld,
+H 33
. FHIR0S

PUMMRFIH T O SSIBIERRAEIRNG , BEERIFEI A HEIRE.

$Ellf
InternalError

InvalidParameter

WRFRE - BRmERMEX

6277 T H591m



O BASTCE 122 (CWP)

SRENE LA MITTOPS

BRILEFATE: 2024-10-18 10:38:43

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
FREVELLAUIRTOPS
BOABECIERIMERIRS] : 200%/70,

EOEEAE : 2022-08-23 15:35:07,

ORI NN,
A s
2. MABSEH
UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SEETR WA FOEFNULL it b
Action 2 & String NH2%, AZOBYE : DescribeBaselineltemRiskTop
Version E & String AHBE, AEORE : 2018-02-28
Region 2 = String AHBH , MEORFEERI S,
Policyld &5 = Int64 SRRRID
A s
3. mHESE
SHER il ik
RiskItemTop5 BaselineRiskItem FEERHE
Requestld String W—iEk ID , ®RIEKESIRE, EAIUHNEEREZREKE Requestld,
e m o = |
4. RS

PUMMRFIH T 1RO SSIBIERKAERN , BEtERISFE A TEIR,

TR

B
&

InternalError
InvalidParameter

FailedOperation

WIS : B emEX 6278 T1 #591m
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O BASTCE

SRENE SRR IZR

BRILEFATE: 2024-10-18 10:38:43

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
FREVELRERAE TR
BB OIS RIMERIRS] : 200%/7D,

EOEEATE : 2022-08-23 12:03:23,

FHZE (CWP)

ORI B NS,
A s
2. MABSEH
UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SHEWR Wi FEEFNULL ESidl i)
Action — & String NHE2E, KIZOHYE : DescribeBaselinePolicyList
Version z & String NHEHSE, AEORYE : 2018-02-28
Region 2 & String AHBH, MEOLTFEERLSE,
By S S String mEHERES: [RuleCount|itemCount|HostCount]
Filters &5 5 Array of Filter <li>PolicyName - String - &1 : & - FREREIR</li>
Limit & & Int64 PRFISREL ZKIA10, 52100
Offset = S Int64 22800
Order E = String Hem = [ASC:FHE|DESC: R
A s
3. mHESE
SHER il b
List BaselinePolicy 7
Total Int64 BE
Requestld String BE—IEK ID , 8REKRESRE. EUEREHEEREHIZRIFRE Requestld,

4. FEIRMY

PUMNFIH T O S3SIEERAHEIRNT , BRI ARG,

de

RS
InternalError

InvalidParameter

WS : BRmEmEX

56279 T H591m
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O BASTCE

SRENE L 02853

BRILEFATE: 2024-10-18 10:38:43

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
RENE L35 1IFR
AR ISRITERIR S : 200%/70,

EOEEATE : 2022-08-23 15:22:40,

OB E NN,
A s
2. MASE
UTBERSEHGIRRGIE T EOEKRSEFRD AHESEH , RBAHSHGIRDAHLERSE,
SHER Wi FBEFNULL KA i)
Action 2 & String NH2%, KIZOHBYE : DescribeBaselineRuleCategoryList
Version 2 & String AHBE, AEORE : 2018-02-28
Region 2 e String AHBY , MEORFEEBLSE,
A sy
3. S
SEETR ESicl ik
List BaselineCategory 7
Requestld String H—iEK ID , REKRESIRE], BRI HEEREIZXIEKA Requestld,
H I
4. %EIBEE%

PUTMMRFIH T 1RO SSIBIERXA0ERND | EtbERISFE AR,

U=}

HIRFS A

InternalError

WS : BRmEmEX

FHZE (CWP)
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O BASTCE

SRENE LA NG

BRILEFATE: 2024-10-18 10:38:43

3z AR
1. #ZOFA
BBk © cwp.api3.finance.cloud.tencent.com,

SREVELANENGIZR
BOAZOERIERIRS : 200R/70.

EOEEATE : 2022-08-23 15:35:47,

FHZE (CWP)

ORI B NS,
A s
2. MABSEH
LUIFERSEFIRNGIE T EOBSRSERESDAHLSE | REAHSHPIRD A LS RSL,
SHER % AIFNULL R ik
Action =2 5 String nNHE2# , ANZOEYE : DescribeBaselineRuleDetectList
Version 2 S String  AHSE, ANEROEYE : 2018-02-28
Region 2 e String  RHBE, MEOAFTEEBLSH.
By & & String AEHERR: [HostCount|FirstTime|LastTime]
Arra <li>Policyld - int64 - EFWE : & - FRIId</li> <br><li>Itemld - int64 - EFWMIE - SERRId </li> <br>
Filters = = of Y <li>RuleName - string - & ,Z\tE & - HIZFR</li> <br> <li>DetectStatus - int - E*f ME B - KTIPRES < /li>
= = Filter <br> <li>StartTime - string - E2&M4E : & - FFAFAHEI</Ii> <br> <li>EndTime - string - 2&WE : 7 - £5AJE
</li>
Limit & a Int64 PRAISZEL 2AA10,52K100
Offset = & Int64 w5 e ERA0
Order &5 5 String HEF A [ASC:H | DESCRERF]
A q
3. s
SHER &3] A
List BaselineRuleDetect 7c
Total Int64 ot
Requestld String H—iEK ID , RIEKREIRE, BRI EERHIZRIERAN Requestld,
H 2
4. seiRS
LA T O SBIERXAEIRD , EEREE N A IR,
IR A
InternalError
InvalidParameter
RS - B e EX 55281 T 5911



O BASTCE

SRENE L BRI

BRILEFATE: 2024-10-18 10:38:43

1. EgOEis

ROERES
SRENEL RN 2=
BOAZOERIERIRS : 200R/70.

EOEHATE : 2022-08-24 13:37:14,

cwp.api3.finance.cloud.tencent.com,

OB E NN,
A s
2. MASE
LATBERSEHGIRGIE T EOBEKSEFRD AHSEL,
SEER ik RIFNULL ER
Action — 5 String
Version 2 = String
Region 2 B String
By 5 £ String
Filters 5 5 Array of Filter
Limit & & Int64
Offset S a Int64
Order S = String
A S
3. mHESE
SHER ESit) R
List BaselineRule VIS
Total Int64 &
Requestld String
N
HIXRN

PUMMGIH T O S3SEERAERT | bR

$Ellf
InternalError

InvalidParameter

WS : BRmEmEX

FNZzE (CWP)

2%, AEOBYE : DescribeBaselineRulelgnorelList
NS, FEORE : 2018-02-28
RHBH, AEOFFRCRLESE,

ARSI [HostCount]
<li>RuleName - String - &%4E : & - SIUETR</li> <br> <li>Itemld- int - 2EHE :
PRIHISREL BRIN 10,52 X100

iz E BIA0

Hem = [ASC:THE|DESC: R

HE—iEK ID , BRIEKRESIRE], EAARRA R R HZIRIERE Requestld,

NHFEIRAS,

%282
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O BASTCE

SRENE LA IZR

BRILEFATE: 2024-10-18 10:38:43

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

SREVELHNG R
EOAZOERGERIRS : 200R/70.

O A : 2022-08-23 12:03:09,

EOBEIRESE EN,

2. ANSE

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR  WE RYENULL
Action 2 a
Version 2 &
Region 2 a
By B £
Filters & &=
Limit S =
Offset 5 &
Order &= &=
A e
3. WS
SHER St
List BaselineRule
Total Int64
Requestld String

4. EIRAY

PIMMRFIH T 1O SSIBIERXA0ERND | EthERIFE AT IR,

=)
InternalError

InvalidParameter

WS : BRmEmEX

s
String
String
String
String

Array
of
Filter

Int64
Int64

String

B

"
It

H2% , AIZOHYE : DescribeBaselineRuleList

&

TS, AEOBYE : 2018-02-28

I

HE¥  FROFFEEGBLSHL.

>

RIS

FNZzE (CWP)

<li>RuleName - String - &8 : & - INEFR</li> <br><li>Categoryld - int64 - EFMIE | T BENFHIER-1

- MM </li> <br> <li>RuleType - int - EBME : & 0:R%t LEEN - NS </li>

PRIEISEL BIAL0, K100
EiEa=RONN)
HEF AU [ASCHF|DESC:HER]

E—ER ID , ®RIERERE., EDRERHERAEZXIERA Requestld,

U=}

%283

\|
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O BRTTCE NS (CWP)
vy = PAN
IRENELE55 SR
RIS FATE): 2024-10-18 10:38:43
3z g
1. #ZOfA
HEOERIES : cwp.api3.finance.cloud.tencent.com,
REVELIEOSFIE
EAB IS RIERIR S : 200%/70,
FEOEHAHE : 2022-08-23 15:29:50,
ORI NN,
A s
2. MASE
UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SEETR WA FBYFNULL i) R
Action 2 & String nHE2# , ANZOEYE : DescribeBaselineWeakPasswordList
Version = & String AHBE, AEORE : 2018-02-28
Region 2 & String AHBH , MEORZBEBMLSE,
By S S String AEHEFRS [CreateTime|ModifyTime]
Filters & & Array of Filter <li>WeakPassword - string - E&WMIE : & - 5505 </li>
Limit & S Int64 PRA#ISZEL EAIA10,52X100
Offset & 5 Int64 fm#EE, EAIA0
Order S Es String HEFF7= [ASCHHEF|DESC:RE)
A s
3. IHSE
SHER E-Sit) ik
List BaselineWeakPassword 7
Total Int64 ISt
Requestld String H—EK ID , ®RIEKRESIRE]., EfIEEEREIZRIEKAY Requestld,
it\
4. F5iRS
LA T 5O S B IERXRIEIRD , EfhEmRSiF N A IR
RS EESG
InternalError
InvalidParameter
RS - B e EX 5284 Tm H591m



O BASTCE

SREN 2 W7 IR

EILEFAYE: 2024-10-18 10:38:43

1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

RN MHRRRFE
EOANEZOIBRIREIRS : 200%/70,
#EOSEFRAE : 0001-01-01 00:00:00,
OB E N SN,

2. ANSE

IUFERSHGIRGIH T HOBERSEED 25t

SHER Wil

Action —

Version =

Region =

A s
3. S

SHER -3}

List VulStoreListinfo
Requestld String

4. EIREY

PIMRFIH T 12O SSIBIERXA0EIRNS | EthERIFE AT IR,

HiRh
InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue

WS : BRmEmEX

FEFNULL

=

Py
(=)

a

S REAHSHGIRDAERS,

s sk
String AH2E , AEOBYE : DescribeHotVulTop
String NHBE, AEORE : 2018-02-28
String AHSY, FEOTTEEBISH,
i
mRES

E—ERID , ®RIERERE., EUDEFHEERAZXIFRAY Requestld,

U=}

FNZzE (CWP)
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O BASTCE 4z (CWP)
—_— = A
zﬁﬂy ﬁ_luﬂlgx&/ﬂﬂﬂ’]ﬂuﬂ *DIH—Mn:u\
EIAEHAETE): 2024-10-18 10:38:43
3z g
1. #ZOfA
BBk © cwp.api3.finance.cloud.tencent.com,
RN — 2 Z MRS NTFIETIER
AR ISRITERIR S : 200%/70,
FEOEHASE : 2022-08-23 12:05:46,
ORI B NS,
A s
2. MABSEH
UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
BHER WMk ARFNULL KR T
Action =2 5 String NH2%, KIZOBYE : DescribelgnoreHostAndItemConfig
Version 2 = String NHEBE , AEOBYE : 2018-02-28
Region 2 e String AHBH , MEOFTEEBISE,
Filters = = Array of <li>Itemld - int64 - EEMIE : Iﬁ1d</|><br> <li>Ruleld - - EBWIE F - #Sid</li> <br>
= = Filter <li>Hostld - string - 27 Miﬁ D& - EHUD</li>
A s
3. S
SHER i) A
HostSet BaselineHost SENEENL
ItemSet BaselineltemInfo SR IIR
Requestld String K—i5K ID , @RIEKEPSIRE, EAIDRIEEREZIRIEKAY Requestld,
it$
Hix0D
PABIE T 5O S ZIEEXAEIRD , BfbERISEN A SR,
FHI=tG A
InternalError
InvalidParameter
RINFRE : Bl asfEX 8286 T #591m



O BASTCE

SRS 3R

EILEFAYE: 2024-10-18 10:38:43

1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

REURREES IR

BRAEOISRIRERRS : 200R/%0,
$EOEEAE : 0001-01-01 00:00:00,

EOBEIRESE EN,

2. ANSE

IURERSHGIRGIH T HOBERSENSOI A 1S

SHER

Action

Version

Region

By

Filters

<li>VulName- string - &8 : & - ImE&R</li>

<li>Cveld- string - BFXIE : & - cveid</li>

£, TRAHSHIIRNLHERSLL,

Wik AREFNULL %8

<li>VulCategory- string - 2 : & - [HAD%E 1 Web-CMSiEiRE ,2 MAERRE 4 Linuxixk
#imiRE,5 Windows RGeiwiR </1i>

<li>Method- string - &

W ¢ B - T5IE ORRASRIEL, 1 poctll] </li>

<li>SupportDefense- string - EAWIE | & - BESISIHE 0A3HF, 13035 </li>

<li>FixSwitch- string - 2B%E : & - BESIFEINES 07 30F 13785 </li>

Limit
Offset

Order

3. FitH24Y

SHER
FreeSearchTimes
List

Remaining

s
Uint64
VulStoreListInfo

Uint64

WRFRE - BRmERMEX

=2 5 String
=2 5 String
2 & String
& & String
= = Array
= = of Filter
= &= Int64
B ) Int64
& & String

fik
REBILIORE
mRER

S BRIRERIL

FHZE (CWP)

B

&

AHSE, ANEORYE :
DescribeVulStoreList

RESH, NEORE :
2018-02-28

REBY, FMEROFFELGR
i 8

aiEHERRS: [PublishDate]

PRAISEL ZRIA 10,4100
rzd=Ro8N0)

HERFA: [ASC:HH|DESC:RE
FFl

£6287 T H#591m
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O BASTCE iz (CWP)

BHER it i)
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SHHId mliEidExportTasksiEzOTE;

E—ERID , ®RIERERE., EDRERHERAZXIFRAY Requestld,
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=

EILEFAYE: 2024-10-18 10:38:43

1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

&30 (IgnorelmpactedHosts) AT 2B,
EAB IS RIERIR S : 200%/70,
FEOEHASE : 2022-09-06 14:57:53,

EOBIOEE &N,

2. ANSE

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHER Witk FBFNULL
Action — &=
Version 2 &
Region = B
Ids — &

3. S

SHEWR St Tk
Requestld String H—FX D,
H >
4. FEIRIB

PUMRFIH T 12O SSIBIERRA0EIRES | EthEIRDFD

FHIRED

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

=¥oES

L=UNIE]

)
String
String
String

Array of Uint64

NSRS,

Tk

NHS¥, AEOBYE : IgnorelmpactedHosts

I

I

TmAIDEH,

KEBIRE], EITRARERAIZXIERAY Requestld,

28, AEORE |
H2H , FEOFFEEBLSH.

FNZzE (CWP)
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O BASTCE 4z (CWP)
—_ TAN
el
EIAEHAETE): 2024-10-18 10:38:43
3z A
1. #ZOfA
BBk © cwp.api3.finance.cloud.tencent.com,
— B
AR ISRITERIR S : 200%/70,
ZEOEHAE - 2022-05-20 15:11:35,
OB E NN,
A g
2. MASE
UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SEETR Wik AFENULL 38 ik
Action =2 5 String ¥ AZEOEYE : ScanVul
Version E & String AHEHSE, AEORYE : 2018-02-28
Region - & String AHBY  AEORFEEBLSEH,
HostType 2 = Uint64 IRSSEEH S : LERIRSS RS | 2:Bi%RSE:
QuuidList = = Array of String BIi%EARSZSATAERL . EHLquuidiYstringZéR
TimeoutPeriod 5 S Uint64 AR BAfERD BRIA 3600 #»
VulCategories & & String TR« 1 web-cmsifiR 2R AR 4: LinuxE{4iRiE 5: WindowsREtiRmiE (S5 5 68)
VulEmergency & & Uint64 EARNSRE0OS1E
Vullds 5 & Array of Uint64 SEHEIRRI
VulLevels 2 B String BESR  1-KE ; 2-9E8 ; 3-BE ; 4-T& (ZEIHR)
A e
3. mHSE
SEER -] Ak
Taskld Uint64 1E£5id
Requestld String W—iEK ID , @RIEKREPSIRE. EAIEMAHEEREIZRIEKAY Requestld,
ﬁ\
4. RS
ARG T O S5 B ERAEIRD , BRI A EIR,
fEIRIG A

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter

InvalidParameter.InvalidFormat

WRFRE - BRmERMEX
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\|



O BASTCE iz (CWP)

FRIRMG 1%
ResourceNotFound

InvalidParameterlllegalRequest

FailedOperation.APIServerfFail

FailedOperation.NoProfessionHost

InvalidParameter

OperationDenied

InvalidParameterValue

FailedOperation

WS : BRmEmEX £330 T #591m
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X BIHSTCE 422 (CWP)
A
I)I-:‘=IEI|__I EE ETE*.LILHRD
RIS FATE): 2024-10-18 10:38:43
v R
1. #ZOfA
BBk © cwp.api3.finance.cloud.tencent.com,
RREE-ECEO
EONEOIBRIMRRE] : 200R/%5,
ZEOEHAE - 2022-05-20 15:11:35,
OB E NN,
A s
2. MASE
LATBERSEHGIRRFIE T EOEKRSEFRD AHESE |, TBAHSHGIRR .
SEETR Whisk FEFFNULL Bl ik
Action 2 5 String NH2E, AEOBYE : ScanVulAgain
Version = & String NHEBE , AEOBYE : 2018-02-28
Region 2 & String AHSH, AEOLFTEERISEH,
Eventlds = = String imREMidER | SNEEESHR
Uuids & FS String EFRENNESEuUd, ZNEESTE
A g
3. mHSE
SEER Eid) b0
Requestld String W—iEX ID , 8XEKRESIRE]., EIRAEEREZXIEKA Requestld,
it\
4. FHIxREE
ARG T O S5 ER AR , EfhERIDF
EIRY A
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameter.InvalidFormat
ResourceNotFound
FailedOperation.RescanVul
InvalidParameterlllegalRequest
FailedOperation.APIServerFail
InvalidParameter
OperationDenied
RS : B mERmEX 28331 T #591m
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FRIRMG R

InvalidParameterValue

TR E

WS : BRmEmEX $8332 T #591m
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v A
1. EOHR
EOEKES © cwp.api3.finance.cloud.tencent.com,
ERIERERE
BOAREOIERITRIRS) : 200R/%5,
EOSEFATE : 2023-03-06 19:25:31,

EOBEI S S L,

2. NS

IFERSHGIRMGIH T ZOBERSEHEO NHEH  RBAHSHGIRDATERSL,

FNZzE (CWP)

BHEIR W AIENULL  KE fA
Action =2 = String AHBE, AEOBYE : ScanVulSetting
Version =2 & String RIESE, KEOEE : 2018-02-28
Region = = String AHBY , MEORFEEBILSEL,
) IESERIIMAET L.
EnableS = = Uint64
nableScan ) A n ERFEH 177 ORFRE
i . IESERIIMAET L.
== =
EndTime 5 A tring {REESRETIE) , 0 : 08:00
i . IESERIIMAET L,
= =
StartTime 5 A string $FHARTIE) , 70 : 00:00
) . IESERIIMAET L,
= =
TimerInterval = 2 Uint64 EHRS AR E) (K )
) . . IESERIIMAET L,
== =
TimerTime 5 A String ERBRMAIA , 40 : 02:10:50
) . IS ERIIMATT L,
Uuid = = Al f St
uids & A MAyOrSTNg  somserEmemENR. VIR, EEEENL , AR
i . IESERIIMATT L,
== =
VulCategories = = Array of Uint64 TRIEZEAY 1 web-cmsiEiR 2:RFERE 4: LinuxdX{HRiR 5: WindowsRGRiE, LIEEARES(1,2]
) IESERIIMATT L,
= =
VulEmergency & & Uint64 ERERAEE0S 12
) ISHIIMARTIL,
= =
VulLevels 5 A Array of UInt6a o 1 (5 2-ohf3 ; 3515 ; 4-FFE LA TS E(1,2,3]
~ 2
3. MBS
BHETR S sk
Requestld String BE—IEK ID , BREKRESREl E7ERAREERFHZRIER Requestld,

4. EIRD
PUTMMRFIH TR O SSIBIERRAEIRN , BRI A TR,
TR

InternalError

WS : BRmEmEX

B
&
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FRIRMG 1%
InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 28334 Tm #591m
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REFOEXEO
BRI R

SIFEFAYE: 2024-10-18 10:38:43

1. #OfEA

EOIERIHA © cwp.api3.finance.cloud.tencent.com,

CreateLicenseOrder iz LABIZE TR/ IEMARITER STFTT 2RI 2200 [EfI2aiT SR B R0 Akl T 2RI T SR MRS, R A L 2SR I T3
BUAZOERITEIRE] © 200%/%,

EOEHASE : 2022-12-12 15:20:33,

RO E NEN,

2. MINSEY

IMERSEGIRIGIH T HOBERSEDORHSEY |, TEAHSHIIRNAERSH,

SR Wik FEENULL 2R fidk

Action 2 = String ANHSH , AEOBYE : CreatelicenseOrder

Version =2 5 String 2%, NZEOEYE : 2018-02-28

Region = & String AHBY , FEOTTEEBISH,

AutoProtectOpenConfig 5 A String ZFERAER

AutoRenewFlag = a Bool EEENEEE, BARBMELZE. <br>Z2SHIREFBHRER

BillingDefineParams & S BillingDefineParams ﬂﬁgm'

LicenseNum S S Uint64 BINHE | FEMSTRIEE. <br>EiAN1

LicenseType & & Uint64 RNERE, 0 BVhR-#2E1T2E, 12 WhR-BF8AR | 2 IEMR-BFE R <br>EIAR0

ModifyConfig &5 = OrderModifyObject TS

Projectld & = Uint64 IREID .<br>ZkiAA0

Regionld = = Uint64 ﬂ'@iﬂ%i@ﬁ,ﬁiﬁﬁ?% 1 779M,9 FrhnsR. EFIEERT M. FrInEtE A& B AP ESE.
<br>ZiAA1

Tags A A Array of Tags RS, SNRTAZTEHETSE

TimeSpan = = Uint64 M%Ha‘l‘ﬂﬁrﬁxi}kl , Ti%(EN1,2,3,4,567,8,9,10,11,12,24, 36 <br>i&#{NaFE B
=25

3. EHEE

SHER ESid] ik

BigDealld String KRS, BNEZFREE

DealNames String iTERESZER

Resourcelds String RRIDFIR I T RIZFRTE

Requestld String W—iEk ID , ®XIEKESIRE], EAIUHNFEEREZXEKE Requestld,

WS : BRmEmEX $8335 @ #591m
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4. FERMY

PUMMRFIH T O SSIBIERRAEIRN , EERISFE I A TEIRT.

dr

RS e
InternalError

MissingParameter

InvalidParameter

OperationDenied

InvalidParameterValue

FailedOperation

WS : BRmEmEX 28336 T #591m|
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MIFRIZIICR

BRILEFATE: 2024-10-18 10:38:43

1. EgOEis

EOERIER © cwp.api3.finance.cloud.tencent.com,

XN EIR 1T SR B BN T B TR (MBS E R T NI EER)
BOABEOIERIRERIRS « 20R/F2,

EOEFAIE : 2022-06-09 10:49:46,

EOBRIOEE NEN,

2. NS

LITERSHGIRGIE T EOBKRSHIH D A LS, RERAHSHGIRIA SRS,
SHER Witk FE¥FNULL S 5
Action =2 5 String NIESE , AZEOBYE : DeletelicenseRecord
Version E & String AHBE, AEORE : 2018-02-28
Region ! & String AHBH , MEORTEERI S,
Licenseld £ S Uint64 BRUD  BILAFREAUT RS IZRIREN.
LicenseType P! S Uint64 BINZER
Resourceld = a String ZIRID

3. S
SHER ESid) R
Requestld String H—EK ID , ®RIEKRESIRE]., EIEEEREIZRIEKA Requestld,

4. FEiRMY

PUMMNFIH T H O S3SMEERAIEIRIT , BRI ARG,

U]

FHIRED
InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)
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BERNYPET I

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
ZEOTLBREUR E PO- BB, A MEN N ORI g5 IR
ERAECIERINEIRE : 200R/7D.

AT : 2022-06-09 10:50:08,

EOBEIRESE EN,

2. ANSE

FNZzE (CWP)

LITERSHGIRGIE TEOBKRSHIH O AHEH , RERAHSHGIRIAHIERSE,
SHER Witk FEFNULL A ik
Action 2 & String NS, AZEOBYE : DescribelicenseBindList
Version 72 & String AHBH, AEORYE : 2018-02-28
Region =z & String AHBH, MEOFFEEGBHSH,
Filters = = Array of Filters <li>Keywords #2851/ AFAIP {EHIEIE < /li>
Licenseld 2 & Uinte4 IZNID
LicenseType P! S Uint64 FRREREY
Limit B 5 Uint64 PRAEIZEL BRIALO.
Offset B B Uint64 RIEE ZRAO.
Resourceld 2 & String &EID
3. S
SHER ESitl fk
List LicenseBindDetail SBENIEFIRER
TotalCount Uint64 REH
Requestld String BE—iEK D , BREREPSIRE. ERDMITHERAEZRIERAT Requestld,

4. $EIRMY

PUMMNFIH T O S3SEERAEIRT , BRI N ARG,

fu=|

FRIRIG
InternalError
MissingParameter
ResourceNotFound

InvalidParameterValue

WS : BRmEmEX
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Motz L e o S =
BN
EIAEHETE): 2024-10-18 10:38:44
3z A
1. #ZOfA
HEOERIES : cwp.api3.finance.cloud.tencent.com,
HEENSEESIHE
EAB IS RIERIR S : 200%/70,
FEOEHAE : 2022-05-20 15:09:36,
ORI NN,
A s
2. MABSEH
UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SEETR WA FOUFNULL e St b
Action =2 & String NS, AEOBYE : DescribelicenseBindSchedule
Version <3 & String NHEHSE, AEORYE : 2018-02-28
Region - & String AHBH, FEOFFTEEBI S,
Filters & & Array of Filter iTESE <br>Status 45EHEAZ 0 #1774 1 B35 2 2
Limit S & Uint64 PRISEEL FIALO.
Offset & & Uint64 fmizE=, EAIN0
TaskId 2 & Uint64 {£551D
A s
3. S
SEETR i) fmA
List LicenseBindTaskDetail BEEZIFRE
Schedule Uint64 HE
TotalCount Uint64 RRE
Requestld String H—iEK ID , RIEKEPSIRE., EAIRRRHEEREZRIEKA Requestld,
it\
. [EIxRg
LA T 5O S B IERXAEIRD , EfbiERIEFEN A SR,
RS R
InternalError
MissingParameter
ResourceNotFound
InvalidParameter
KRS | ERESRER %339 | H591M
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RN SR

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

RINEE-FIULER
BOAZOERIERIRS : 200R/70.

EOEHAE : 2022-12-12 15:17:14,

OIS E EN,
A s
2. NS
LITBERSHGIRGIE T ROBRSHRD A
SHER Witk FEEFNULL
Action 2 a
Version p3 =
Region 2 a
A g
3. S
SHER ESid)
AutoOpenStatus Bool
AutoRepurchaseRenewSwitch Bool
AutoRepurchaseSwitch Bool

AvailableFlagshipVersionLicenseCnt  Uint64

AvailableLHLicenseCnt Uint64
AvailableLicenseCnt Uint64
AvailableProVersionLicenseCnt Uint64
CwpVersionLicenseCnt Uint64
ExpireLicenseCnt Uint64
FlagshipVersionLicenseCnt Uint64
IsOpenStatusHistory Bool
LicenseCnt Uint64
NearExpiryLicenseCnt Uint64
NotExpiredLicenseCnt Uint64
ProVersionLicenseCnt Uint64
ProtectType String
UsedLicenseCnt Uint64

WRFRE - BRmERMEX

 SEERAHBHGIRN NSRS,

St b

String 2%, ANZEOEYE : DescribelicenseGeneral
String AHSE, AEORE : 2018-02-28

String AHSH, NEOARFEERILESEL,

i)

BEIFHRFF RIS BRIA false, true FFE, false X4
EaiEiTREREMEEE true FIS, false XiF
BEEIIEFFE, true FFS, false X

R FBEARARIEANER

TFERE R

RIS

ATRTRERE(BRRNE).
BRI (BRI TR
BRI EE EMRINCS)
TEARMR SR (BT 8)

R REFEE BaF R X

BRI (BERS SHEATERE)
BIISZURBIZAEY (15RPZIHAR)

REIHBEHREL

TR SR (BRIT &)

FNZzE (CWP)

PROVERSION_POSTPAY & \lfz-f5132, PROVERSION_PREPAY Fllhiz-FlifJ 28, FLAGSHIP_PREPAY FERIAR-FR

BE-
SRR

%340 @
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BHER i) i
Requestld String W—iEk ID , ®XEKESIRE], BRI EEREZRIEKE Requestld,

4. EIRMY

PUTMMRFH T 1RO SSIBIERXA0ERND | EthERISFE AR,

U=}

RS 1t

S

InternalError

WS : BRmEmEX 2341 T #591m
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SREURIT BRFIER

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

FHZE (CWP)

BBk © cwp.api3.finance.cloud.tencent.com,

KPP AERIUTEER
BOAZOERIERIRS : 200R/70.

EOESAE : 2022-12-12 15:20:20,

EOBRIOEE NEN,

2. NS

IIFERSHGIRGIH T ROBRSETDO 2HEH | mBAHSHGIRDATERS,

SHER WA
Action 2
Version =2
Region 2
Filters S
Limit S
Offset &
Resourcelds =
Tags =

3. S

BB
List
TotalCount

Requestld

4. $EiRMY

FEFNULL

=
(=]

iy
(=)

a

iy

iy

iy

iy

iy

ESid

LicenseDetail

Uint64

String

]
String
String

String

Array
of
Filters

Uint64
Uint64

Array
of
String

Array
of
Tags

NHSH, AEOBYE : 2018-02-28
AHBH , MEOFAFTEERLLSEH,

BAEHHERT LicenseStatus, DeadlineStatus,Resourceld,Keywords EXaz&s<br> <li> LicenseStatus AR
58,0 RfER,1 FBHHER, 2 S5 3 AaIE 4 A{ER </li> <br><li> BuyTime MSERTE) </li> <br> <li>
LicenseType 1ZREER, 0 LAlhR-12EitE:, 15 AR-B8FEA |, 2 IEiR-BEE A </li> <br> <li>DeadlineStatus
ZJEBIRZS NotExpired KidHE, Expire EITHB(E A EHER) NearExpiry BIEZIEA </li> <br> <li>Resourceld &R
ID</li><br><li>Keywords IPf#i&</li> <br> <li>PayMode {28 0 % &1t , 1 @FEGA </li><br>
<li>OrderStatus iTER7 1 IEX 2 RS 3 $%</li>

PRAEIZEL ZAIALO.
1A% 8, FIA0.

IBHTIIMET L.
HIRIDFZETHE(SFilters.Resourceld AEHTFE, BRTH IS E{EEFIResourcelds)

IRETRIE FEITSREN X BN IRER REEIFA— IR

ik
RIEIFER
BEE

E—iEK ID , BRBEREPLIRE. EIDREFERMAIZRIERAT Requestld,

PUMMNFIH T O S3SMEERAEIRIT , BtERF N AT EIRG.

R

WRFRE - BRmERMEX

6342 71 #591m
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RS HhA
InternalError
InvalidParameter

InvalidParameterValue

BHRAPEEIRE

WS : BRmEmEX 28343 Tm #591m|



O BASTCE
BRI EHATE: 2024-10-18 10:38:44

1. gOEs

EOiEREZ ;. cwp.apil.finance.cloud.tencent.com,

BB BB EEIRE (ZEOEF15EMA ModifyWarningSetting )
BOMECERINEIRE) © 200%/%0,

EOEFATE : 2022-05-20 15:12:33,

BOBEIO S8 L,

2. NS

IIFERSHGIRGIH T ZOBERSEHO 1Y RBAHSHGIRDATLERS,

o

FHZE (CWP)

DescribeSaveOrUpdateWarnings

2018-02-28

SHER Wik FEFFNULL RE i)
Action 2 & String NHSE, AEOBE :
Version 2 = String AHSE, ANEOBYE :
Region 2 S String AHBH , AEORFEEBISH,
WarningObjects = = Array of WarningObject FERENEHARNE
A s
3. S
SHER ESid) b0
Requestld String W—iEK ID , ®RIEKESIRE], EMCREERAZRIEKRAY Requestld,
H >
4. FEIRB

PUMMRFIE TR O SSIBIERKAERN , BRI A IR,
FRIRED

InternalError

InvalidParameter.ParsingError
InvalidParameter.MissingParameter

MissingParameter

InvalidParameter

InvalidParameterValue

FailedOperation

WRFRE - BRmERMEX
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SRNERIRP SR

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
REVHEIFRF SE5%R
BOABECIERIMERIRS] : 200%/70,

EOEHAE : 2022-12-23 11:47:34,

OIS E X EN,
A s
2. NS
LITERSHGIRGIE TEOBKRSHIH O AHEH , RERAHSHGIRIAHIERSE,
SHBIR ik FEYFNULL ESid] i34
Action — & String It
Version 2 & String N
Region 2 & String AHBH, AMEOFFEGBHSEH,
A s
3. S
SHER ESig) A
WarninglInfolList WarningInfoObj RENEESIFE
Requestld String

4. EIRAY

PUTMMRFIH T 1RO SSIBIERXA0ERND | EtbERISFE AR,

U=}

HIRY

InternalError

WS : BRmEmEX

S, AEORYE : 2018-02-28

E—ERID , ®XEREPSRE., EDREFERAEZXIERA Requestld,

FHZE (CWP)
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HERITER

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
DestroyOrder iz AT AT R RIHER.
BB OIS RIMERIRS] : 200%/7D,

EOEEATE : 2022-05-27 11:44:19,

FOBEREE I,

2. MNSH

IIFERSHGIRNGIH T EOBERSEE DO ALY, TEAHSHFIRD NSRS,
SEETR DA FYFNULL e i) A
Action 2 & String NS, ANEOBYE : DestroyOrder
Version 2 & String AHBE, AEORE : 2018-02-28
Region 2 = String AHBH , MEORTEEBI S,

BAEE 0 TR REITE, 1TR-BFaA |, 2 EiR-8F8H

i

7
=
=
—
)
N

LicenseType

Resourceld 2 & String HEID
N e
3. mHSE
SHER ESil A
Requestld String W—iEK ID , XEKRESIRE], EREAEEREZRIEKA Requestld,

4. FEIRMY

PUMMRFIH T 1RO SSIBIERKAERN , BEtERISFE A TEIR,

B
5

TR

OperationDenied

WIS : B emEX 26346 T H591m
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SHRNFRE

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

EOERIER © cwp.api3.finance.cloud.tencent.com,
SR RASEER.

BOABEOIERIRERIRS « 20R/F2,

EOEFAIE : 2022-06-01 11:06:27,

EOBRIOEE NEN,

2. NS

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHER Wi AYENULL kR ik
Action =2 & String NH2E, AEOBYE : ExportLicenseDetail
Version 2 oy String  RHESE, AEOEYE : 2018-02-28
Region g2 e String  AHSE, AEOLTEERLSH,
ExportMonth & Fi String SHAD, ZSEXEIsHistory BTal%.
Filt ~ - Afrray SANETHGERT LicenseStatus, DeadlineStatus,Resourceld, Keywords ERszg<br> <li> LicenseType $E13EEY,
ilters 5 8 ;lters 0 BAkR-1REE, 15\iR-B56 8 | 2 EMiR-B5Ea 8 </li> <br> <li>Resourceld &EID</li>
IsHistory B B Bool ERSHEENFE
Array
Tags a a of IRES TS F AR X BEN RER RSB — IR
Tags
N s
3. S
SHBR eSit) A
DownloadUrl String TEMEL i ZF IR A
Taskld Uint64 531D, B ESIDEE T EIES
Requestld String H—iEK ID , 8RIERESRE. R HEEREZRIFEREN Requestld,

4. SRS
LAMYEH T OSSR AR |, BRI I A TR,
FEIRAD IR

ResourceNotFound

WS : BRmEmEX 28347 TW #591m
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REBHHEERE

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

BROEKES
BTREFREENEFESFEE.
BOAZOERIERIRS : 200R/70.

EOESAE : 2022-12-12 15:15:05,

OB E NN,
A s
2. MASE
ATBERSEHGIRRFIE T EROIEKRSEFRBD AHESE |, T
SHER W% FRYFNULL
Action = =
Version 2 &
Region = a
AutoRepurchaseRenewSwitch & &
AutoRepurchaseSwitch ES &
ProtectType ES &
Status = =
A s
3. WS
SEAR ESid) b0
Requestld String
N
. FHIRAD

PUMMMFIH 7O SSSERRAEIRT | bRl

RS

InternalError
InvalidParameterInvalidFormat
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

cwp.api3.finance.cloud.tencent.com,

NHSHT!
e
String
String
String
Uint64

Uint64

String

String

IR,

FNZzE (CWP)

o
S
5
i
it
%
M

g

t24 , KZOEYE : ModifyAutoOpenProVersionConfig
AHSBE, AEORYE : 2018-02-28
AHBH, MEOFFEGBHSH,
BaliiaiT REEEEE B0 0%, 175

BEsina/i ST A 1, 0K, 173

HBEIIMAT AL,

DNEIRGIFHET <br>PROVERSION_POSTPAY Elhiz-1&E11+2% <br>PROVERSION_PREPAY &
A hR-EEE B <br>FLAGSHIP_PREPAY [EflR-BEE 8

REBFFEIKRES. <br><li>CLOSE : Xi#</li><br><li>OPEN : $JF</li>

W—EK ID , ®RIEKRESIRE]., EfIIEEEREIZRIEKAT Requestld,
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R ESE

BILEFATE: 2024-10-18 10:38:44

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,
REFIO-IRINEE WENMERAEYPEN S
AR ISRITERIR S : 200%/70,

FEOEEATE : 2022-05-27 11:43:44,

OB E NN,
A s
2. MASE
LUIFERSEFIRNGIE T EOBSRSERESDAHLSE | REAHSHPIRD A LS RSL,
SHER Wi FBFNULL ESidl i)
Action 2 5 String NH2%, AZOBYE : ModifyLicenseBinds
Version 2 & String AHBE, AEORE : 2018-02-28
Region 2 = String AHBY , MEORFEEBMESE,
IsAll B & Bool AL (H LSS T LR T o] ST, SRS HNT)
LicenseType 2 S Uinte4 AR
QuuidList & & Array of String FEEGERINNZEquuidFIE, HsAll = false FIAME 2 RIRIZSE. HAIKE=2000
Resourceld 2 a String HIRID
A s
3. S
SEETR ESitl Ak
Taskld Uint64 1E531D
Requestld String W—iEK ID , ®XIEKEBSIRE], EAIUMANFEEREZRIEK Requestld,

4. EIRAY

PITMMRFIH T 1O SSIBIERXA0ERNS | EtbERISFE AT IR,

U=}

HIRAD )
InternalError

MissingParameter

ResourceNotFound

InvalidParameter

OperationDenied

InvalidParameterValue

WIS : B emEX 6349 T #591m

\|



O BASTCE

R SRR

BRITEFATE: 2024-10-18 10:38:44

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,

REPO-FINEE WREMEIULEEINES

BOAZOERIERIRS : 200R/70.

EOEEATE : 2022-05-27 11:43:31,

OIS E X EN,
A 1
2. MASE
LATBERSEHFIRRFIE TEOIERSEFEBD NS, TBAHSE
SHER Wik FEHFNULL
Action — a5
Version = &5
Region = =
IsAll B a
IsShrink & &5
LicenseType = a5
QuuidList S B
Resourceld = B
A s
3. S
SHER il
ErrMsg LicenseUnBindRsp
Requestld String
H I
4. %EIBEE%

PUTMRFIH T O SSIBIERRA0EIRIS , BRI A EIR

HiRh
InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue

WRFRE - BRmERMEX

FNZzE (CWP)

et )0
String AHBE, AEOEYE : ModifyLicenseUnBinds
String AHSE, AEOERYE : 2018-02-28
String AHBY , MEORFEEBLSHL,
Bool R (H RS T HRNT S0 AR, SRR ENT)
Bool llie—2 vapl e S IR
REEMEE MNFEETRARL MHERIT R

Uint64 eIt
Array of String TEHPEAINNERqUUIdFIRR, HIsAll = false BfIE R Z BERIZESE. <br>RAKE=100
String IRID

i)

REBBRMABZE.

E—iEK ID , BRBEREPIRE. ERIDHEFEERAEZRIERA Requestld,

U=}

°

6350 T H#591m

\|
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RS A

FailedOperation

iR

WS : BRmEmEX 2351 T #591m

\|



O BASTCE

1. gOEA

EOEKES © cwp.api3.finance.cloud.tencent.com,
XHTEREMRE

BOMECERINEIRE) © 200%/%0,

EOEFATE : 2022-05-27 11:37:33,

EOBEI S S L,

2. NS

FNZzE (CWP)

IFERSHGIRMGIH T ZOBERSEHEO NHEH  RBAHSHGIRDATERSL,

BHER Wik FREFNULL ESidl
Action = = String
Version = & String
Region 2 &5 String
AttrName — S String
AttrValue = = String
LicenseType = & Uint64
Resourceld 2 5 String

3. S
SHER ESid Tk

Requestld String

4. EIRAY

PUTMRFIH T 1O SSIBIERRA0EIRIS , EtbERIDFE I A EIR

iRt
InternalError
InvalidParameter.MissingParameter
ResourceNotFound
InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX

U=}

AHESE, FEOEE : 2018-02-28

RHBH, FEOFFTEEBLSH.

AHREBRRIEETR  HRISHFYE: alias BiFAIE

BE

R 0 BAhR-RETE, 1T WR-BF6R | 2 ER-8F8R

ZiRID

E—ER ID , ®RIERERE, EUDREHERAZKXIZRAY Requestld,

%352

\|
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O BASTCE 122 (CWP)

BNEERE

EILEFATE: 2024-10-18 10:38:44

1. #ZOEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
BREERE

BOABECIERIMERIRS] : 200%/70,

EOEHASE : 2022-12-23 11:48:21,

EOBEIRESE EN,

2. ANSE

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SEETR WhiE FEFNULL i) b
Action 2 & String NH2%, AZOBYE : ModifyWarningSetting
Version b=} & String AHBE, AEORE : 2018-02-28
Region 2 & String AHSH , NEORFRERLSEL,
WarningObjects 2 & Array of WarningObject EFEGENENAS
A s
3. mHESE
SHER i) A
Requestld String H—iEXK ID , XIEKRESIRE], EFREAHEERHEIZXIEKA Requestld,

4. EIRAY

PIMRFIH T 12O SSIBIERXA0EIRNS | EthERIFE AT IR,

U=}

HIRS 1115
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
MissingParameter
InvalidParameter
InvalidParameterValue

FailedOperation

WIS : B emEX 6353 T #591m

\|



O BASTCE

FrreEExEn
EE =52 i

BRILEFATE: 2024-10-18 10:38:44

1. #OfEA

EOERIES : cwp.api3.finance.cloud.tencent.com,
B0 ( DeleteMachine ) FIFEIEREZ i,
ERAZCIERITEIRE : 200R/7D.

BECSEHATIE) : 2022-05-26 17:06:53,

EOBIGEE &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRDO RS mBAHSHGIRD GRS,

SHEWR Wi FEEFNULL Sl R
Action 2 & String NS, AEOBYE : DeleteMachine
Version = B String NHSE, AFEOBYE : 2018-02-28
Region = B String NHEH, MEOLFTBERLSE,
Uuid = B String =EEFimUuid,
A g
3. BHESE
SHER B A
Requestld String H—iEK ID , XERESIRE], BRI FEEREIZXIEKA Requestld,
H >
4. I'EEIBE

ARG T O SSBIERRAERID , EftiERIGIF N A RS,
fRIRMG

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameterlllegalRequest
FailedOperation.MachineDelete
InternalError.MainDBFail

FailedOperation.APIServerfFail

WS : BRmEmEX

FNZzE (CWP)

%354 ™

H#591m



O BASTCE iz (CWP)

RS AR
InvalidParameterValue

FailedOperation

MPRARSS RR R ERAYAREE

EITEFAYE: 2024-10-18 10:38:44

WS : BRmEmEX 28355 @ #591m

\|



O BASTCE

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
THIBRARSS REREXATIRES

BOMECERINEIRE) © 200%/%0,

BEOSEHATE : 2022-05-20 15:13:13,

EOBEI S S L,

2. NS

FNZzE (CWP)

IIFERSHGIRGIH T ZROBERSERO RS RBAHSHGIRDATERS,

SHER WAl FBEFNULL
Action - &
Version = B

Region = &

Rid 2 &

A q
3. mHSE
SER it E)a

Requestld String

4. EIRMY

S
String
String
String

Uint64

PUMMRFH T O SSIBIERAERN , EthERISFE A TEIRE,

FHIRED

InternalError
InvalidParameter.MissingParameter
MissingParameter
ResourceNotFound
InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX

t24) , AEOBYE : DeleteMachineTag

N

NHESE, AEOEYE : 2018-02-28
RHBY, FEOFFEEBLSH.
REKAOIRESID

%356 @

\|
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O BASTCE

MPRIREE

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

HHpRIRES
BRAEOISRIRERRS : 200R/%0,
O A : 2022-05-20 15:13:13,

EOBEIRESE EN,

2. NS

IUFERSHGIRGIH T ZOERSEE D 25t

SHEWR Wik
Action =2
Version =
Region =
Ids =

3. mHEE

SHER ESig
Requestld String

4. EIRAY

PUTMMRFIH T 1RO SSIBIERXA0ERND | EtbERISFE AR,

HIRAD
InternalError
InvalidParameter.ParsingError
MissingParameter
ResourceNotFound

FailedOperation

WS : BRmEmEX

FEFNULL

iy

iy

iy

E—EKID , &

 SEERAHBHGIRN NSRS,

Array of Uint64

U=}

24, AZEOBYE : DeleteTags

I

TS, AEOBYE : 2018-02-28

N

AHSH , FEOFFEREBLSH.

FREEID (A100 %)

REPIRME, EMRSHEERZXIERE Requestld,

FHZE (CWP)

%357

\|
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O BASTCE 122 (CWP)

SRENIK S Se11512R 40

EILEFATE: 2024-10-18 10:38:44

1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

A$[ (DescribeAccountStatistics) FIFEREK S HFIREE.
EONZECIBRINERE] : 200R/%0,

ZEOEHHAE - 2022-05-20 15:13:13,

EOBEIRESE EN,

2. ANSE

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHER DA FEYFNULL e S A
Action =2 & String nHE2# , ANZOEYE : DescribeAccountStatistics
Version 2 B String AHSE, AEORYE : 2018-02-28
Region = & String AHBY , MEORFEEBUSH,
Filters & & Array of Filter TiEsE. <br><li>Username - String - E&WE : & - IKEAP&</li>
Limit £ &= Uint64 REEE , BAB10 , &AEHL00,
Offset = a Uint64 REE  BAA0,
3. S
SHER ESid) ik
AccountStatistics AccountStatistics KEFITTIZE,
TotalCount Uint64 KSHITFIRCREEL.
Requestld String KE—iEK ID , §REKRESRE. EUREREREIZRIERE Requestld,

4. (EIRES

PUMMFIH THEEOSSBEERAEIRT , BtERIF N ARG,

U=}

HIRS b}
InternalError

InvalidParameter.ParsingError

InvalidParameterInvalidFormat

MissingParameter

InvalidParameterlllegalRequest

InvalidParameter

InvalidParameterValue

WIS : B emEX 6358 T #591m

\|



O BASTCE 122 (CWP)

EEN IR

BRITEFATE: 2024-10-18 10:38:44

1. EgOEis

EOIEKES : cwp.api3.finance.cloud.tencent.com,
EifNAEIR

EONEZOIBRIREIRS  200%/7D,

$EOSEFAE : 2022-09-28 15:55:30,

EOBIOEE &N,

2. NS

LITERSHGIRGIE T EOBKRSHIH D A LS, RERAHSHGIRIA SRS,

SHER % RIFNULL KR i

Action =2 5 String NH2E, AZOBYE : DescribeAssetApplList

Version 2 & String AHESE, AEORYE : 2018-02-28

Region B B String AHBY , MEORFEEBLSEH,

By & & String HEE ¢ [FirstTime|ProcessCount]
g, <br><li>AppName- string - 25048 : & - NEAREZER</li> <br> <li>IpOrAlias - String - &%

. Array of EH: A ?E*ﬂipﬁﬁ%ﬂ%ﬁ”a%iﬁ</li><br> <li>Type - int - BEWMIE : & - 38 : (Wlinux<br>0: £&B<br>1: 154

Filters & & AssetFilters <br>2: #iEEE<br>3 : R2<br>4 : BJEERIA<br>5 | RFLEE <br>6 | RFFIFH<br>7 : WEBRSS <br>99:H
ft</li><br><li>OsType - uint64 - 2EWE : & - windows/linux</li> <br><li>Os -String 2EWIE: & - 1
{EZ % ( DescribeMachineOsList 120 & )</li>

Limit = a Uint64 TEREEE , BIABR10, HAEHL00

Offset = £ Uint64 {mEE , BAAO0.,

Order & & String HEF AT, ascFtfe 8L descfgfF

Quuid & & String EHEHEEQUUIdEHNAIER

3. S

SHER ESid] ik

Apps AssetAppBaselnfo RFFIZR

Total Uint64 BEE

Requestld String W—iEK ID , ®XIEKRESIRE], ERIUMAFEREZXIEKA Requestld,

4. EiRAY

PIMRFIH T 12O SSIBIERXA0ERN | EthERIFE AR,

U=}

FEIRAD R
InternalError

InvalidParameter.ParsingError

WS : BRmEmEX 8359 T #591m

\|



O BASTCE iz (CWP)

FRIRMG Tk
InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

ResourceNotFound

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 25360 70 #591m|

\|



O BASTCE

SREVAR(E RERIATES 2R

BILEFATE: 2024-10-18 10:38:44

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,
IREVERFREGHTES IR
AR ISRITERIR S : 200%/70,

$EOEEATE : 2022-09-28 15:55:30,

OB E NN,
A s
2. MASE
LATBERSEHGIRGIE T EOBEKSEFRD AHSEL,
SHER WAl FEVFNULL
Action 2 &=
Version = =
Region = =
Limit a &
Name =2 S
Offset &= a5
Quuid = &
Uuid = &
A S
3. mHESE
SHER Sl
Process AssetAppProcessinfo
Total Uint64
Requestld String

4. $EiRMY

PUMMGIH T O S3SEERAERT | bR

FRIRED
InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

S (CWP)
TEAHSHGIRDA SRS,

ESidl ik

String NHS¥, AEOEYE : DescribeAssetAppProcessList

String NHSE, AEORE : 2018-02-28

String AHBY, NEORFERERILSH.

Uint64 FTEREREE , BOAN10 , HAEH1L00

String AppH&

Uint64 Rz , BAA0,

String FH1Quuid

String F#Uuid

5%

s

W—iERK ID , ®REREBLRE. ENDRHEERAEZRIERE Requestld,
AHIEIRY,

R
%361 Tn #591m



O BASTCE

SREN IR RIS

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

BOEREE
SRENPIAZAERIES
EOANEZOIBRIREIRS : 200%/70,
$EOEFRAE : 2022-09-28 15:55:30,

EOBIOEE &N,

2. ANSE

cwp.api3.finance.cloud.tencent.com,

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHBIR Wik FEYFNULL
Action — =
Version 2 &
Region = =
1d 2 &
Quuid — &
Uuid 2 &

3. FitHS4Y

SHER ESid)
Module AssetCoreModuleDetail
Requestld String
N
4. I'EEI]?E

PUMMMEIH T OSSEEERAEIRT | BtERDFER

IR

InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

ESidl R
String 2, AZOEYE : DescribeAssetCoreModulelnfo
String NHSE, AEORE : 2018-02-28
String AHSH, FEOATEREBISH,
String PIZIELRID
String fR55-28Quuid
String fRS5E&Uuid
ik
WIZIEHFE

E—iEK D , BREREPSIRE. EDmE R

NSRS,

1ZRIEXKEY Requestld,

FNZzE (CWP)

%362

H#591m



O BASTCE 122 (CWP)

ERRSERRERGIER

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
BRR-SEARERTIER

ERAECIERINEIRE : 200R/7D.

AT : 2022-09-28 15:55:30,

EOBEIRESE EN,

2. NS

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHER % RIFNULL KR R
Action =2 & String nH2# , ANZEOEYE : DescribeAssetCoreModulelList
Version E & String AHESE, AEORYE : 2018-02-28
Region = B String AHEBY , MEORFEEBLSEH,
By & B String HEFFHKE[Size|FirstTime|ProcessCount|ModuleCount]
Filters = = Array 9f &M, <br> <I.i>IpOrAIi.as - String - ERNE: B - I$J'Lip§3?,%ﬂ§ff;’ﬁi§j</li> <br><li>Name- string - &
AssetFilters W & - B&</li> <br><li>User- string - E8WE : & - BP</li>
Limit = a Uint64 FTERERIEE | BUAB10 , &AEHN1L00
Offset S a Uint64 wEE  BAA0,
Order a S String HEF ST | ascFtfe Bk descigfn
Quuid &5 & String fR5588Quuid
Uuid = & String fR$5&8Uuid
3. S
SEER ESis] fk
Modules AssetCoreModuleBaselnfo i7iES
Total Uint64 R
Requestld String H—EK ID , BRIEKREPSIRE], FENIARRATHRERAZRIERE Requestld,

4. FBiRS

LA T 2O SBIERXAEIRD , EfbiaREFE N A HEIR,
IR )
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

WS : BRmEmEX 28363 T #591m|

\|



O BASTCE iz (CWP)

FHIRED HIR
InvalidParameterInvalidFormat

MissingParameter

ResourceNotFound

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 28364 TW #H591)

\|



O BASTCE

IR EIREIREEFE

BRITEFATE: 2024-10-18 10:38:44

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
RIS - EEREIREFS

EONEZOIBRIREIRS]  200%/7D,

$EOSEFAE : 2022-09-28 15:55:30,

OIS ER,
2. MNSH
LIMERSHGIRIIE T ROBRSHFRO NS,
SHER Wi FEFFNULL
Action = &
Version = &
Region = a
Id = a
Quuid 1 ES
Uuid = =

3. FitH24g

SHER i)
Database AssetDatabaseDetail
Requestld String
H 2
4. %EIBEﬁE_'I

PUTMRFIH T 1A SSIZIERXA0ERN , EthERIFE AR,

fRIRIG
InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

KA A
String NHESE , AEOBYE : DescribeAssetDatabaselnfo
String AHSE, AEORYE : 2018-02-28
String AHBH , MEOFTEEBI S,
String FHUREEID
String fR55-28Quuid
String fRg5E8Uuid
fER
b CEESES

W—EK D , BXERERE., ETRITEEREEZRIERAT Requestld,

U=}

FNZzE (CWP)

%6365

\|
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O BASTCE

BRI EEUEEY IR

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

BRI IBIREYIR
BRAEOISRIRERRS : 200%/%0,
O A : 2022-09-28 15:55:30,

RO E &N,

2. NS

FHZE (CWP)

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHER @ik RIFNULL K8
Action 2 & String
Version 2 = String
Region = B String
By & & String
Array of

Filters 5 5 .
: a a AssetFilters

Limit & a Uint64

Offset

ol
)

Uint64

Order

I
o

String

Quuid

iy
iy

String

3. HmHSE

SHER ESit)

Databases AssetDatabaseBaselnfo
Total Uint64

Requestld String

4. $EIRES

b
NH2E, AEORYE : DescribeAssetDatabaselist

~HESE, AEOBYE : 2018-02-28

HEH  FROLFEEGBLSHL.

>

HEF75=E © [FirstTime]

e, <br><li>IpOrAlias - String - 2EWE : & - EHlipaal& sk </li> <br> <li>User- string - 2&W%1E
BEE : 5 - 48EIP</li> <br><li>Port - Int - BHWE : & - i </li> <br><li>Name - Int - 2E%E : & -

<br>1:MySQL<br>2:Redis<br>3:0Oracle<br>4:MongoDB <br>5:MemCache <br>6:PostgreSQL<br>7:HBase <
<br> <li>Proto - String - 27WIE : 7 - X : 1:TCP, 2:UDP, 3:3kA1</li> <br> <li>OsType - String - 27EWIE
<li>Os -String 2&EMIE: & - BEZRS( DescribeMachineOsList 1 {& ) </li>

FRREREE  BIARL0 , HKEH1L00

fRiZE , BAZ0.

HEFF/S K | ascHHF 8k descf&FR

EHEEQuUIdENIER

fiwk
LIS
e

E—ERID , ®RIEHERE., EDRHEERAZXIFRA Requestld,

UMMNEIH 7O SSSEERAEIRT , BRI N ARG,

IR
InternalError

InvalidParameter.ParsingError

WRFRE - BRmERMEX

26366 1 H591m

\|



O BASTCE iz (CWP)

FRIRIG Tk
InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

ResourceNotFound

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 28367 T #591|

\|



O BASTCE 122 (CWP)

SRINENATERIRHE

BRITEFATE: 2024-10-18 10:38:44

1. EgOEis

EOiERES ;. cwp.apil.finance.cloud.tencent.com,
REVENATERIRSE

BOMZCERINEIRE) © 200%/%0,

O EFHATIE : 2022-09-28 15:55:30,

BOBEIOS S L,

2. NS

IIFERSHGIRGIH T ROBRSETDO 2HEH | mBAHSHGIRDATERS,

SHER WAL FEFFNULL et A
Action = &5 String AHSE, AEOBYE : DescribeAssetHostTotalCount
Version 2 & String NS, AEOEYE : 2018-02-28
Region B B String AHBH , FEORTEEBI S,
Quuid =2 = String F#H1Quuid
Uuid 2 & String FAHUuid
A s
3. FtHEE
SHER ESid] fEk

BINFIREE <br>system : &Rz <br>account: S <br>port: %[ <br>process: #i2 <br>app: MK <br>database:#dE
Types AssetKeyVal  EE<br>webapp: WebiFE <br>webframe: WebiE2Z8 <br>webservice: WebfRS3 <br>weblocation: Webifis <br>systempackage:
R <br>jar: jar <br>initservice: BaIRSS <br>env: I EZEE <br>coremodule: PIiZIERR
Requestld  String —iEK ID , ®RIEKEPSIRE]., EAIDEAEERHZRIERKAT Requestld,

4. EIRAD

PUTMMRFIH TR O SSIBIERRA0ERND , EthERIFE A TR,

[

FEIRIY T

InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WRFRE - BRmERMEX 25368 T1 #591%



O BASTCE 122 (CWP)

SRENE T 2 E MR

BRITEFATE: 2024-10-18 10:38:44

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
REVEF=#0E © ENE. WSE imOE HEE W, HUEREE. WebRiFEEl. WebiEZR#). WeblRSEL, Webihm#g
BOAREOIBRITRRS) : 200R/%5,

FOSEFRAdE : 2022-09-28 15:54:33,

BEOBFREE NN,
2. MANSH
LIBERSHG IR IH T EOBRSEIH D A LS, RERAHSHGIRIAHIE S,
SHER Witk FEEFNULL ESit) 5%
Action = S String NHEHSE , AEOBYE : DescribeAssetinfo
Version P! & String NHSE, AEOBYE : 2018-02-28
Region 2 B String AHBH , FEORFTEEBISH,
3. e
SHBR eSit) fEk
AccountCount Uint64 TS
AccountNewCount Int64 iS= RO =]
DatabaseCount Uint64 HURES
DatabaseNewCount Int64 HURES BIE
MachineCount Uint64 FEEL
MachineNewCount Int64 FNSBEFIL
PortCount Uint64 i G-
PortNewCount Int64 i mECH= Fetyice
ProcessCount Uint64 BHEEL
ProcessNewCount Int64 BES AL
SoftwareCount Uint64 RIS
SoftwareNewCount Int64 RS HRE
WebAppCount Uint64 Web Rz %1
WebAppNewCount Int64 WebR A4 B#iE
WebFrameCount Uint64 WebHEZREL
WebFrameNewCount Int64 WebHEZR4 B
WebLocationCount Uint64 Webih iz
WebLocationNewCount Int64 Webihm4 B#iE

WIS : B emEX 6369 1 #591m

\|



O BASTCE iz (CWP)

SHER ESitl Tk

WebServiceCount Uint64 WebfR55%1

WebServiceNewCount Int64 WebfRES B#iL

Requestld String HKE—iEK ID , §RIERESIRE. EERFERHZRIERE Requestld,

4. $EiRMY

PUMMFIH T OLSSSEERAEIRN , BRI ARG,

U]

FRIRMG Tk
InternalError

MissingParameter

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 28370 7@ #591m

\|



O BASTCE

ERR e EMRSIR

BRITEFATE: 2024-10-18 10:38:44

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,

EREATEEERSSIR
BRAEOISRIRERRS] : 200R/%0,
$EOSEHATE : 2022-09-28 15:55:30,

EOBRIOEE NEN,

2. NS

IUFERSHGIRGIH T HOBERSENBOI A HS

w

SHEWR s RFENULL KA

Action — 5 String
Version 2 = String
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Array of
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Uuid = = String

A s

3. mHSE
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Services AssetInitServiceBaselnfo
Total Uint64
Requestld String
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%EIBE

£, STRAHSHIIRNLTERSLL,

23, AZEOHYE : DescribeAssetlnitServiceList

NHEHSE, AEOBYE : 2018-02-28
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AHESH , AMEOLRTEERILSE.
HEFEAR © [FirstTime]

L8, <br><li>IpOrAlias - String - BE4E :

FHZE (CWP)

5 - FE#lipakBIETHE</li> <br> <li>Name- string -
LZ\iE:7.:?—@,%</Ii><br><|i>User—strmg EEZE & - AP </li> <br><li>Status- string -

windows : <br> 145388 <br> 2:IEfH{E <br> 3:MEBIRAELE <br> 451G <br> 5:LSAIRHE
<br>6:KnownDLLs<br>7:F5#147 < br>8:WMI<br>9:1+%I{F55 <br>10:Winsockigit& <br>11.FTEQ Y518

<br>12:ZRETEEE <br> 13 IKFNIRSS <br> 14:EF </li>
FERERIEE | BIAN10 , RAMEH100

fRBE , BIAA0,

HFAR  ascHR 8k desch&

fR55=8Quuid

fRs5=&Uuid
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e
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Action = & String AHBE, NEORE : DescribeAssetJarlnfo
Version 2 & String AHSH, AEOEYE : 2018-02-28
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Quuid =2 &5 String AR5528Quuid
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SHER ESidl R
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Action = & String NHBE, AEOEYE : DescribeAssetlarlist
Version = a String NHEBE , AEOBYE : 2018-02-28
Region B B String AHBY , MEORFEEBLSE,
By & = String HEEA, © [FirstTime]
. Array of 1diEg&E. <br><li>IpOrAlias - String -
Filters & & AssetFilters W & - B8 </li> <br><li>Type- umt %Eziﬁ
WebfREBBERE<br>4: E{mﬁﬁﬁﬁ@x/lw<br><||>Status string - E&WE 1 & -
Limit ry B Uint64 TEREREE , BIABN10 , FAEH100
Offset B a Uint64 wEE  BAA0,
Order & S String HEF ST | ascFtfe 8k descigfr
Quuid & S String fR5588Quuid
Uuid = &= String fR$5&8Uuid
3. B
SHER ESig] fk
Jars AssetJarBaselnfo RIFEFIZR
Total Uint64 BEE
Requestld String W—iEXK ID , BRIEKEIRE], ERIAMA TR 2R EZRIEKA Requestld,

4. $ERAG
LA T 2O SBIERXAEIRD , EibiaiREiEFEL
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NHFEIRG.

FNZzE (CWP)

AT

%374 ™

Emlpjz;;]%j'aa;_qlw<br><||>Name string -
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Action — =
Version = &
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3. S

SEAR it
MachineDetail AssetMachineDetail

Requestld String

4. FERMY
PUMMMFIH T O S3SEERAEIRT | BbERSER
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InternalError
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InvalidParameter

InvalidParameterValue
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Array
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A e
3. WS
SHER RE
Machines AssetMachineBaselnfo
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. IEIRAD
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, AEFEOEYE : 2018-02-28
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HEH , AREOAFTEEBISEH.
AEHERR[FirstTime|PartitionCount]

g8, <br><li>IpOrAlias - String - 2FMIE :

ZAEOHYE : DescribeAssetMachineList

FHZE (CWP)

- FEHlipakBl&THsE</li> <br><li>OsType - String -

BB

HE- W|ndowst,I|nux</I|><br><||>CpuLoad Int BEME : & - <br>0: KA1 L {Kad<br>2: haE 3: 5

fh# </li> <br><li>DiskLoad - Int -

TBNE : & - <br>0: 0%a=RE1 1: 0% ~ 20%<br>2: 20% ~ 50% 3: 50% ~

80%<br>4: 80% ~ 100%</li> <br> <|i>MemLoad -Int - EBWE : & - <br>0: 0%aR50 1: 0% ~ 20%<br>2:
20% ~50% 3: 50% ~ 80%<br>4: 80% ~ 100%</li> <br> <li>Quuid : F#1Quuid </li> <br> <li>Os -String &%
B B - BEZRS( DescribeMachineOsList #1 8 ) </li>

FEREREE  BAN10 , &ZXEH100
w2 , BAR0.

HFA , ascHHF 8¢ desclgfF

A
IERFI=E
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HE—iEK ID , ®RIEKRERIRE]. EIRATHEEREIZRIERE Requestld,
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SHER ik SVFNULL KB A
Action = & String NHSE, AEOEYE : DescribeAssetPlanTaskList
Version 2 & String NHESE, AEOBYE : 2018-02-28
Region 2 S String AHBY , MEORFEEBLESEH,
By & S String HEFEA : [FirstTime]
Filters = = Array gf IS, <br>.<li>IpOrAIias - Strir\g -BEMEE - Emipﬁ%ugﬁiﬁ</li><br><Ii>Use.r- string - 2&®
AssetFilters 1 & - AP </li> <br><li>Status- int - EAWIE : & - BHABRKRES : OXBA . 13A </li>
Limit & B Uint64 TEREREE , BIABN10 , HAEH100
Offset B B Uint64 wBE , BAA0,
Order = S String HEF A3, ascFHF 5% descl&
Quuid &= = String FR$588Quuid
Uuid B B String fRs5 28 Uuid
3. B
SHEWR ESidl i)
Tasks AssetPlanTask iES
Total Uint64 BEE
Requestld String BE—EK ID , ®REKRERRE. EUEEAEFRERMIZRIERA Requestld,

4. TEIRAY

PITMMRFIH T 1RO SSIBIERXA0ERNS | EthERIIFE AR,

U=}

e 0
InternalError
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Action 2 5 String NESE |, AEOBYE : DescribeAssetPortInfolist

Version 2 = String NHESE, AEOBYE : 2018-02-28

Region = B String AHBY , FEOTTEEBLSEH,

By & S String HEFE A @ [FirstTime|StartTime]
i, <br><li>Port - uint64 - 2FME : & - i </li><br><li>Ip - String - 2&WE : & - 48EIP</li>
<br><li>ProcessName - String - &8 : & - WITHTE</li> <br> <li>Pid - uint64 - EBWIE : & - PID</li>

Array <br><li>User - String - RAWE : & - iz{7HF </li> <br> <li>Group - String - E&WM%IE : & - fREAFPA</li>
Filters & S of <br><li>Ppid - uint64 - EFWIE : & - PPID</li> <br> <li>Proto - string - E&WE : & - tcp/udpel”” (=S5
Filter TEEARFMRZS) </li> <br> <li>OsType - uint64 - 2FMIE : & - windows/linux</li><br> <li>RunTimeStart -

String - EBFME : & - imf7FARTE </li> <br> <li>RunTimeEnd - String - EBWIE : & - iz{T4&HATE </li> <br>
<li>Os -String EFME: & - BIERF( DescribeMachineOsList 0 {8 ) </li>

Limit &= & Uinte4  FEREREE  BKIAA10 , ZAEH100

Offset = = Uint64 fwiz= , BAA0,

Order & & String HEFEA | ascHHF B¢ descf&fE

Quuid & & String ERHEEQuUUIdEHIANSA

A q
3. s

SEETR ARy Eia

Ports AssetPortBaselnfo HE

Total Uint64 BRI

Requestld String H—EK ID , ®REKREPSIRE, AR HEEREZRIEKAY Requestld,

4. TEIRTS
UM T O SIBIEEXANEIRIG , BEtERIFENAHEIRE.
FEIRAD R
InternalError
InvalidParameter.MissingParameter
MissingParameter
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2. NS

FHZE (CWP)

cwp.api3.finance.cloud.tencent.com,
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Action 2 B String

Version 2 &= String

Region = &= String

By = = String
Array

Filters & S of
Filter

Limit a a Uint64

Offset = &= Uint64

Order &5 &= String

Quuid & S String

A s
3. s

BB ESit)

Process AssetProcessBaselnfo

Total Uint64

Requestld String

4. FEIRMY

PUMMNEIH 73O SSSEERAEIRT | BfbERDER

$HIRIG
InternalError
InvalidParameter.MissingParameter

MissingParameter

WRFRE - BRmERMEX

fiwR

NEESE, AEEOEYE : DescribeAssetProcessInfolist

N

NHS%, AEOEYE : 2018-02-28

N

NHEY , FROFFEGBUUSH.

HERF7TE © [FirstTime|StartTime]

e, <br><li>IpOrAlias - String - AWE : & - FHlipakBl& L </li> <br><li>Name - String - &4
& - #E&</li><br><li>User - String - 2% ztE & - 2R </li> <br> <li>Group - Strlng BEWIE :
& - HERPE</li> <br><li>Pid - uint64 - EBWIE : & - #HFEID</li> <br> <li>Ppid - uint64 - SEVIE : & -
RFFEID </li> <br> <li>OsType - uint64 - EENIE | & W|ndows/I|nux</I|><br><||>Status—stnng 280
& - HRRE - <br> LR 81T <br>2:S Akl <br>3:D e[l <br>4:T HEREHIRERAS <br>5:Z BFIK
ﬁ§<br>6:Xﬁmiﬁﬂzﬁqlb<br><|i>RunTimeStart String - EAVE & - ;:ﬁaiF!zL\Ej|‘Eﬂ</li><br>
<li>RunTimeEnd - String - E&FME : & - imT4RATE </li> <br> <li>InstallByPackage - uint64 - 2&WE : & -

ERE%E 08
FEREREE  BAN10 , &ZXEH100
w2 , B0,

HFA , ascHHF 8¢ desclgfF

EHEEQuUUIdENAIEE
fiwR
(=S
IBREE
E—iEK D , BREREPLIRE. EDMEFERMZRIERAT Requestld,

AHFEIRG.
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1,—E</I|><br> <li>Os -String 2EWIEA: & - BIERSE( DescribeMachineOsList &D =T )</I|>
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Action g & String NHESH, AEOBYE : DescribeAssetRecentMachinelnfo
Version 2 5 String AHSE, AEOEYE : 2018-02-28
Region = & String AHBH , REOAFEEBISE,
BeginDate = & Date FFeARE , 40 : 2020-09-22
EndDate = & Date ZE5RATE) , 40 : 2020-09-22
3. MBS
SHEWR ESidl )
LiveList AssetKeyVal EEHETIR
OfflineList AssetKeyVal HEHEYER
RiskList AssetKeyVal XFEEETIZR
TotalList AssetKeyVal REETIFER
Requestld String ME—iEK ID , RIEKEPSIRE. ELIERABEREZRIEKA Requestld,
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SEER Wik FENULL 38 R
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Action = B String AHSE, AEEOBYE : DescribeAssetSystemPackagelList

Version £ & String  AHBSE, AEOEYE : 2018-02-28

Region 2 & Sting  AHSH  MEOTRRLBUSH,

By = = String HEFARE% : [FistTimelInstall Time: 2220 a]]
Array RS, <br><li>Name - String - &M% : & - & & </li> <br><li>StartTime - String - E5ME : 5§ - £%

Filters 5 & of FHiaRTE) </li> <br><li>EndTime - String - 2AWIE : & - LEFEATE </li> <br><li>Type - int - 2EEMIE : & -
Filter LEEHEA : <br>Lirmp<br>2:dpkg<br>3;java<br>4:system</li>

Limit S S Uinted  FHEREREE , BUAR10 , &FAES100

Offset B a Uinte4  {wm#pE , BIAKO0.

Order S a String HEFA | asc-FHF 8 desc-[#F. ERIA @ desc-[&FF

Quuid 2 & String F#H1Quuid

Uuid 2 = String FAHUuid

3. S

SHER ESis) Tk

Packages AssetSystemPackagelnfo FlZ=

Total Uint64 IBREE

Requestld String HE—iEK ID , SRERERIRE. EEEERERMHZRIFRA Requestld,
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iEll?E
InternalError
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IFERSHGIRMGIH T ZOBERSEHEO NHEH  RBAHSHGIRDATERSL,

SHER Wi FEFFNULL ESit) TR
Action 2 & String NHESE , AEOBYE : DescribeAssetUserInfo
Version 2 S String NHESE , AEOBYE - 2018-02-28
Region 2 = String AHBE , AEORFEEBULSEL,
Name =2 5 String [
Quuid 2 B String =hRSSEEUUID
Uuid = = String FHZLUUID
3. e
SHER ESig) R
User AssetUserDetail APEEER
Requestld String W—iEK ID , 8XEKRESIRE], EMEEREIZXIEKA Requestld,
4. R
PATRZIE T O S5 iEERA0ERES |, BRI A EIRE,
HIRAD )

InternalError
InvalidParameter.MissingParameter
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SHEMR % RIFNULL R
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Version 2 = String
Region 2 B String
By & B String
Array
Filters = = of
Filter
Limit = B Uint64
Offset & & Uint64
Order E & String
Quuid = = String
A e
3. mtHEE
SEETR &3]
Total Uint64
Users AssetUserBaselnfo
Requestld String
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%EIBE

WRFRE - BRmERMEX

b
NHESE, AEOBYE : DescribeAssetUserList
AHBE, AEORYE : 2018-02-28

REBY, MEOFFTEERLSH.

AIEHER

[FirstTime|LoginTime|PasswordChangeTime|PasswordDuaTime] <br>PasswordLockDays

RS, <br><li>IpOrAlias - String - 2548 © & - EWlipaBI& sk </li> <br> <li>Name - String - &%

H - WP ((1ERATTELD ) </Ii><br><||>NameStr|ct String - ;Ez" ME T - KPR (PESIER ) </li> <br>
<li>Uid - uint64 - EBWME : & - Uid</li> <br> <li>Guid - uint64 - E/MIE : & - Guid</li><br>
<li>LoginTimeStart - String - 2&WE : & - FFHARHE , a0 : 2021-01-11</Ii><br> <li>LoginTimeEnd - String -
BEME | B - £55RATE , 40 0 2021-01-11</li> <br> <li>LoginType - uint64 - EEWIEA : & - 0-FHIER ; 1-RA
FkeyER ; 2RATFERER ; 3-701FkeyFIZHS {Xlinux</li> <br> <li>OsType - String - 2548 : & - windows
glinux</li> <br> <li>Status - uint64 - EEME : & - KSR : 0-2H ; 1-FHE</li> <br><li>UserType - uint64
- BERME & - IKSKE  OIEEF , BngEAR |, 28R {Ywindows</li> <br> <li>IsDomain - uint64 -
EZiE (B - EEEKS - 0 R<2 , 12 Ywindows<br> <Ii>IsRoot uint64 - EEMIE : & - 2ERootlR : 0 &

, 182 {2I|nux<br><l|>IsSudo uint64 - EEWE . & - EBSudoffR : 0 72 , 12 Mlinux</li><br>
<I|>IsSshLog|n uint64 - EEWE B - EBsshER: 0 Z’% , 12 {Xlinux</li> <br> <li>ShellLoginStatus -
uinted - EENWE : & - E""shell"‘%fi 0AE ; 12 {Xlinux</li> <br> <li>PasswordStatus - uint64 - 2&WIE :
B - BRIRE | 1EE 28051dHA 38U H 4E€ﬁim {Rlinux</li><br><li>0s -String 2EXIE: & - BERS(
DescribeMachineOsList 3 & ) </li>

FEREREE , BAR10 , HXEH100

fwizE , BAA0,
HEFAR | ascHF 5% desciERe

EEEEQuUIdENANER
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IEREE
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Action 2
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Region 2
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Limit S
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Order ES
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3. BitHE4g

SHER
Total
WebApps

Requestld

4. EIRAY

PIMRFIH T 12O SSIBIERXA0ERN | EthERIFE AR,

HIRY

InternalError

FVFNULL K3

S String
B String
&= String
& String
Array
&= of
Filter
a Uint64
S Uint64
& String
= String
s
Uint64
AssetWebAppBaselnfo
String

InvalidParameter.MissingParameter

WRFRE - BRmERMEX

B

&
3t

I

\:

t5%0 , AEOEYE : DescribeAssetWebApplList

I

NHSE, AREEOEE : 2018-02-28
AHBH, AMEOAFEGBHSH,
ANEHER © [FirstTime|PluginCount]
ITiEEA4. <br><li>IpOrAlias - String - 2BWIE : & - EHlipakal&TFiE</li> <br> <li>Name - String - 2&4418 : £
<br><li>Domain - String - E&WE : & - ihmlg& </li> <br><li>Type - int - EEWE : & - REFEEL : <br>0: 2
<br>1:Tomcat<br>2:Apache<br>3:Nginx<br>4:WebLogic<br>5:Websphere <br>6:JBoss<br>7:Jetty <br>8:IHS <

<br><li>OsType - String - 2A&WE : & - windows/linux</li> <br><li>Os -String 2EWIE: & - #{EZES( Describ
0 {E)</li>

EERERIEE , BIAN10 , HAEH100
fwizE , BAA0,
HEFAR | ascHF 5% desciERe

BEEEEQuUIdENANER

fik
IEREE
LIS

W—EK D , BXEREPSRE, ETRTEREZRIERAT Requestld,

U=}

6391 T #591m

\|



O BASTCE iz (CWP)

IR AR
MissingParameter
InvalidParameter

InvalidParameterValue

IREVA =SB Web R R4 2

WS : BRmEmEX $8392 Tn #591m

\|



O BASTCE 4z (CWP)
RIFEHATE): 2024-10-18 10:38:44
1. gZOfA
EOiEKkER : cwp.api3.finance.cloud.tencent.com,
FREVAF=ETEWeb N FEiEESIZE
AR IS RITERIR S : 200%/70,
EOSEFATE : 2022-09-28 15:55:30,
REORIOEE XN,
A e
2. MASE
ATNERSEGIRNGIE TEOERSEFRBD ARESE , RBEAHSEFIIRNALERSE,
SHER WA FEFFNULL it A
Action = & String AHSE, AEOEYE : DescribeAssetWebAppPluginList
Version 2 & String NHSE, AEOBYE : 2018-02-28
Region 2 B String AHBH , AEORFEEBI S,
Id 2 5 String WebRFBID
Limit B a Uint64 FEREMEE , BUABR10 , &KEHL00
Offset = & Uint64 mEE , BAR0.
Quuid 2 = String FHQuuid
Uuid 2 & String FHUuid
A q
3. WtHEE
SHER il A
Plugins AssetWebAppPluginInfo M=
Total Uint64 DR
Requestld String W—iEK ID , BRIEKESIRE], EIAMAFEEREZRIEK Requestld,
H3E
4. s51Rf8
ARG T O 5B ERAEIRD , EAEIREE A HEIRD,
IR A
InternalError
MissingParameter
InvalidParameter
InvalidParameterValue
RS - B e EX 8393 I H591m



O BASTCE 122 (CWP)

IRENAF-ESTEWebiEZESIZR

BRITEFATE: 2024-10-18 10:38:44

1. EOHA

EOEKES © cwp.api3.finance.cloud.tencent.com,
REVAT-EE WebIiEZRSR

BOAREOIBRITRRS) : 200R/%5,

EOEHHASE - 2022-09-28 15:55:30,

BOBEIOS S L,

2. NS

IIFERSHGIRGIH T ZROBERSERDO HEH | RBAHSHGIRDATERS,

SHER % RIFNULL KR A
Action = B String NHES¥, NEOBYE : DescribeAssetWebFramelist
Version B & String AHSE, AEOBYE : 2018-02-28
Region 2 ) String  AHSBH, AEOAFECRLSE,
By S & String AEHERE © [FirstTime|JarCount]
ITiEEA4. <br><li>IpOrAlias - String - 2BWIE : & - EHlipakal&TFiE</li> <br> <li>Name - String - 2&4418 : £
Array <li>NameStrict - String - 2548 © 7 - 1B58% (=H8ICE ) </li> <br><li>Lang - String - 2EWE : & - 1EZRIES
Filters FS = of String - BAME : & - RSHEEL : <br>0: 238
Filter <br>1:Tomcat<br>2:Apache<br>3:Nginx<br>4:WebLogic<br>5:Websphere <br>6:JBoss <br>7:WildFly <br>8:Je
<br><li>OsType - String - &M1& : & - windows/linux</li> <br> <li>0s -String EFME: & - IBFRF( Describ
Limit = A Uinte4  FERERIEE  BAR10 , HAEHL00
Offset = £ Uint64 fR#%E , BAAO0,
Order & & String HEFAR | ascFHFF 5k descl&Fr
Quuid & & String HFEEQUUIdENEE
3. S
SHEWR ESidl R
Total Uint64 IBREEL
WebFrames AssetWebFrameBaselnfo K7IES
Requestld String W—EK D , ®XEREPRE., ETEITEERAEZRIERAT Requestld,

4. EiRAY

PIMRFIH T 12O SSIBIERXA0ERN | EthERIFE AR,

U=}

EIRAD R
InternalError

MissingParameter

WS : BRmEmEX 28394 TW #591m

\|



O BASTCE iz (CWP)

HiRh A
InvalidParameter

InvalidParameterValue

SEENWebiih £ S

IR SE#ATE: 2024-10-18 10:38:44

WS : BRmEmEX £8395 T #591m

\|



O BASTCE

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
FREXWebibriEfs

EOANEOIBRIREIRS]  200%/7D,

EOSEFATE : 2022-09-28 15:55:30,

EOBEI S S L,

2. NS

IFERSHGIRMGIH T ZOBERSEHEO NHEH  RBAHSHGIRDATERSL,

SHER Wi FEFFNULL
Action = &5
Version = =
Region = =
Id 2 A
Quuid = &
Uuid = =
3. S
SHER ESidl
WebLocation AssetWebLocationInfo
Requestld String

4. EIRAY

PUTMRFIH T 1O SSIBIERRA0EIRIS , EtbERIDFE I A EIR

HiRhD
InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

iU

RER

R
28, ANEOBYE : DescribeAssetWebLocationInfo

HSE, ANMEOEYE : 2018-02-28

>

HE¥ , AEOLFEECBLLSH.

>

uhrald
BR5528Quuid

fR$5E8Uuid

E—ERID , ®RIEFRERE., EDREHERAEZXIERA Requestld,

U=}

FNZzE (CWP)

%6396 @

\|

£591m



O BASTCE

SEEYWebiih 255136

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

EOEKES
FRENWebiif 513
BONZOIERIRZRIRS : 200%/70,

O A : 2022-09-28 15:55:30,

FNZzE (CWP)

cwp.api3.finance.cloud.tencent.com,

OIS E X EN,
2. INSH
LITERSHGIRNGIE TEOBKRSHIH D AHEH | RERAHSHGIRNAHIERKSEH,
SHEWR  WE RENULL KA A
Action =2 5 String NS, AEOBYE : DescribeAssetWebLocationList
Version E B String AHBE, AEORYE : 2018-02-28
Region 2 B String AHBH, AMEOFFEGBLSH,
By = &= String ANEHER ¢ [FirstTime|PathCount]
iTyELE, <br> <Ii>IpOrAIias String BE : & - ENipakBI&FHE</li> <br><li>Name - String - 2RI : 7
<br><li>User - String - E&WIE : EﬁrFﬁF’</l|><br> <li>Port - uint64 - EEMIE : & - ihmimO</li> <br><li
Array uint64 - 2EWIE 1 & - iR 1.HTTP,2.HTTPS</I|><br> <li>ServiceType - uint64 - BERMIE : & - JRSSHEE
Filters & S of <br>1:Tomcat<br>2 :
Filter Apache<br>3:Nginx<br>4:WebLogic<br>5:Websphere <br>6:JBoss <br>7:WildFly<br>8:Jetty <br>9:IHS <br>10:
<br><li>OsType - String - 2&%4E : & - windows/linux</li><br><li>0s -String 2FMIE: & - EBIERF(
DescribeMachineOsList #[1 {& ) </li>
Limit = a Uinted  FERERIEE  BHAK10 , &AE7100
Offset B a Uinte4  {wm#zE , BIAJO0.
Order &5 = String HEFE A | ascFHE 88 descf&=
Quuid & & String EHIEEQUUIdENAYSE
3. B
SHER ESid) Tk
Locations AssetWebLocationBaselnfo A=t
Total Uint64 IEREEL
Requestld String W—EK ID , ®RIEKRESIRE]., EIIEEEREIZRIEKA Requestld,
4. $EIRAG

PUMMNGIH T O S3SEERAERT , bR

RS

InternalError

WRFRE - BRmERMEX

NS

6397 T #591m



O BASTCE iz (CWP)

FEIRED HhA
MissingParameter
InvalidParameter

InvalidParameterValue

EHEREEWebfRSHIZFE

WS : BRmEmEX £5398 TW #591m|

\|



O BASTCE

IR E#ATE: 2024-10-18 10:38:44

1. FOfEA

EOiEKkER . cwp.api3.finance.cloud.tencent.com,

B SEWebRSTIR
BUAZCIERITEIRE : 200R/7D.
EOSEsAATE : 2022-09-28 15:55:30.

EOBEINSE R,

2. NS

FNZzE (CWP)

IFERSEGIRNGIH T HZOBERSESO N1, RBEAHSHGIRDAERSH.

SEER ik SIFNULL KB
Action = a String
Version £ S String
Region = a String
By & = String
Filters = a Array of

AssetFilters

Limit & a Uint64
Offset & a Uint64
Order & S String
Quuid E & String
A e
3. mHSE
SEER ESidl
Total Uint64
WebServices AssetWebServiceBaselnfo
Requestld String
N
4. I'EEI]?E

NS, ANEOBYE : DescribeAssetWebServicelnfolist

NHEHSE, AEOBYE : 2018-02-28

N

NS, AEOFATEREBISH.

A EHER? © [FirstTime|ProcessCount]

1LiEsE, <br><li>User- string - 2AME : & - BfTAF </li> <br> <li>Name- string - 2AWE : & - WebfR
<br>1:Tomcat<br>2:Apache<br>3:Nginx<br>4:WebLogic<br>5:Websphere <br>6:JBoss <br>7:WildFly <br:
<br><li>OsType- string - 2&44E : & - Windows/linux</li> <br> <li>Os -String 2&WIE: & - BIFRSF( Des
TEREREE , BIABN10 , HAEH100

{wi%E , BUAA0, <br><li>IpOrAlias - String - EFME : & - EHlipakBl&fHk</li>

HEFEAR | ascFtR B desch&fs

HIFEEQuUUIdEHIIER

B

iR

s

e
ilES

HE—EK ID , IRIEKREPSIRE, EIERAHREREZIRIEKA Requestld,

PUMMFIH T O S3BEERAEIRN , BRI ARG,

fEIRIG

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat

MissingParameter

WRFRE - BRmERMEX

6399 1 #591m



O BASTCE iz (CWP)

IR AR
ResourceNotFound
InvalidParameter

InvalidParameterValue

SREXWebfr55 RERHIZSIZR

WS : BRmEmEX 28400 T@ #591m

\|



O BASTCE

EITEFAYE: 2024-10-18 10:38:44

1. gOEs

EOBEKES © cwp.api3.finance.cloud.tencent.com,
IRENWeb RS KECHIZS IR

BOMECERINEIRE) © 200%/%0,

EOEFRATE : 2022-09-28 15:55:30,

BOBEIO S8 L,

2. NS

IIFERSHGIRMGIH T ZOBERSEHO NHESH , RBAHSHGIRDATERSE,

SHER WAL FEFNULL RE ik

Action = & String NHBE, AEOEYE : DescribeAssetWebServiceProcessList
Version 2 S String NHESE, AEOBYE : 2018-02-28

Region 2 & String AHBH , MEOFFEEBI S,

Id 2 & String WebfRSSID

Limit & = Uint64 BEREREE  BAN10 , &AEH100

Offset B = Uint64 fR#%E , BAAO0,

Quuid = & String FHQuuid

Uuid =2 & String FHUuid

3. mHSE

SHER ESitl Tk

Process AssetAppProcessInfo HEFIZE

Total Uint64 <t

Requestld String HKE—iEK ID , SRIERESIRE. EEARERMZXIFERA Requestld,

4. FEIRMY

UMMFIH T O SSEEERAEIRN | BtERIF N ARG,

U=}

FRIRIG
InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WRFRE - BRmERMEX

FNZzE (CWP)

%401 @

\|

£591m



O BASTCE
SREVZR {451 51ZR
BIAEHATE: 2024-10-18 10:38:44

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

A0 (DescribeComponentStatistics) FAF3REVEHFITFIZFREUR.

BRAEOISRIRERRS : 200%/%0,
O A : 2022-05-20 15:13:13,

RO E &N,

2. NS

FNZzE (CWP)

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHBIR Wik FEYFNULL ESid)
Action 2 E String
Version 2 = String
Region 2 & String
Filters & & Array of Filter
Limit S S Uint64
Offset S & Uint64
3. Bt S4Y
SHER ESid)
ComponentStatistics ComponentStatistics
TotalCount Uint64
Requestld String

4. 15IRM5
AT GUH T O SSBIERRAERED  EftsERIGIF N A EiIRA
HIRY
InternalError
InvalidParameter.ParsingError
InvalidParameterInvalidFormat
MissingParameter
InvalidParameterlllegalRequest
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

fik

N

\.

NHSE, AEOBYE : DescribeComponentStatistics

TS, AEOBYE : 2018-02-28

I

HEH  FROLFEEGBLSH.

>

idELE, <br>ComponentName - String - 2&WE : & - BHEFR
REEE , BAA10 , &XAEH100,
fRiEE , BAA0,

BRI,

BHFITTIRICREE.

E—ERID , ®RIERERE., EUDERFHERAZXIZRAY Requestld,

U=}

°

%402 @

\|
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SHXEFENIIZE

BRITEFATE: 2024-10-18 10:38:44

1. EgOEis

EOiEKkER . cwp.api3.finance.cloud.tencent.com,
ZA$Z0 (DescribeExportMachines) FBFSHXigEH K,
EONEZOIBRIREIRS]  200%/7D,

EOEFHATE : 2022-05-20 15:00:52,

BEOBIOEE XEN,
A g

2. NS
TFERSEHGIRRGIE T EOSKSEFRBD AHESE , RBEAHSHGIRDAHLERSE,

SHER Wk RFFNULL 288 fiEk

Action = & String AHBE, AEORE : DescribeExportMachines

Version 2 & String AHSE, AEORYE : 2018-02-28

Region £ & String  AHBH, REOAFEERISE,

Array e, <br><li>Keywords - String - 2B04E : & - BiEKEE </li> <br><li>Status - String - 2841

H B - BPWEERS (OFFLINE.%’@%|ONLINE.7‘§£|UNINSTALLED.iki‘i%)</I|><br><l|>VerS|on

Filters a7 | & (F)iflter - String REWME : 7 - MEIIFIPERA ( PRO_VERSION : SUER | BASIC_VERSION : ER#ER ) </li> <br>15
MIBRERHF—ME | EUFSME S RRES
Limit & a Uinted  IREEE , BRIAS10 , HAEH100,
MachineRegion £ = String HBEFF/EHbLE,. 40 : ap-guangzhou , ap-shanghai
MachineType 2 = String TEMERL, <br><li>CVM : RRmEEIMEN </li> <br> <li>BM: ForBAYEE </Ii>
Offset = a Uinted  {miEE , BUARO0,
Array
Projectlds = = of HESFrELS5IDFIZE
Uint64
3. S
BHETR ESid) 5%
Taskld String {E55id
Requestld String H—EK ID , ®REKRESIRE]., EIOEEEREIZRIEKA Requestld,
4. RIS

UMM T O SSIZBIERERAEIRN , BRI N AT EIRT.

RS A
InternalError
InvalidParameter.ParsingError

InvalidParameter.MissingParameter

WRFRE - BRmERMEX 28403 71 #5917,



O BASTCE iz (CWP)

RS )
InvalidParameter.InvalidFormat
MissingParameter

InvalidParameterValue

SRENIK S3EEHSEFIR

WS : BRmEmEX 28404 TW #591m|

\|



O BASTCE 4z (CWP)
RIAEFATE): 2024-10-18 10:38:44
1. EFOfmA
EOiEKkER : cwp.api3.finance.cloud.tencent.com,
ZA$£0 (DescribeHistoryAccounts) FF3XENIK S5 7 SHFIRETE,
EONEOIBRIRERIRS] : 200%/7D,
EOFEHHAHE : 2022-05-20 15:13:13,
FEOBRIOE S L,
A e
2. NS
LINBRSHG IR IE T EOBRSEIH O AHEH , RERAHSHGIRIA IS S,
SHER WAL FFFNULL B3t i
Action = & String NHSE, AEOEYE : DescribeHistoryAccounts
Version = FS String NHESH, AEOBYE : 2018-02-28
Region 2 & String AHBH, MEORFTEEBI S,
Filters & ES Array of Filter 1di8&F. <br><li>Username - String - E&5WE 1 & - IKEF </li>
Limit & = Uint64 REEE , BUAR10 , &AEH100,
Offset 5 5 Uint64 fREE , BAAO0,
Uuid 2 &5 String =iEE PimE—Uuid,
A e
3. mHSE
SHER &Sit) i
HistoryAccounts HistoryAccount S EHREEEE,
TotalCount Uint64 K SEEHEFIRICREEL.
Requestld String W—iEK ID , ®RIEKREPSIRE., EAIMATEEREIZRIEKAY Requestld,
N =]
4. %EBE
PUFUE T O SSIBIEERRERED | EfhERIGIF N2 H5EIRD,
RS ik
InternalError
InvalidParameter.ParsingError
InvalidParameterInvalidFormat
MissingParameter
InvalidParameterlllegalRequest
InvalidParameter
InvalidParameterValue
WRIFRA : Bl emEX 58405 T0 #591™



O BASTCE

EEHESAYERER

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

BROEKES
HEHESAIRER
BOMZOERIEIRE) © 200%/%,
EOEFRATE : 2022-06-16 12:16:37,

cwp.api3.finance.cloud.tencent.com,

EOBRIOEE NEN,

2. NS

IUFERSHGIRGIH T HOBERSENBOI A HS

SHER W% ARUFNULL kR

Action — E String

Version = = String

Region 2 B String
Array

Filters & = of
Filters

ImportType = = String

IsQueryProMachine & & Bool
Array

MachineList = S of
String

A e
3. S
SHEIR ESid)

EffectiveMachinelnfolList
InvalidMachinelList String

Requestld String

4. EIRMY

LUMMFIH THEOWSSBERXAERTG , BbERISER
RS

InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameter

WRFRE - BRmERMEX

N
=

EffectiveMachinelnfo

FNZzE (CWP)

t2# , KZEOEYE : DescribelmportMachinelnfo
AHBE, AEORYE : 2018-02-28
AHBH, MEOLFEGBHSH,

LB - <br><li>Version - String 2BWE : & - LaIBHPMAS ( PRO_VERSION : IR |
BASIC_VERSION : Efitih | Flagship : ﬁﬁﬂk}#}iIProtectedMachmes BVRR+HERTAR ) |

BASIC_PROPOST_GENERAL_DISCOUNT : ZEhR+ LW iRiRE T2 + EitilREH] | UnFlagship : BALARTR
FE+BNRE(T 5 + Bt + B </l >

HESNEIESEE  Ip. Name, Id =i%E—

ZEHEFR.

ARSSEEAIMIP ( BRIA ) / ARSSEREZFR / IRSSHRID #H (K 1000%%)

175
BRHINREETIER « MEEER. MR AR/AMip. HEsnes

BPH#ESANEREEESIZR (NI EES.. )

H—EK ID , ®XEREPSRE., EENTRERAEZXRIERAT Requestld,

NSRS,

26406 1 H591m



O BASTCE iz (CWP)

fRIRIG HhAR
OperationDenied

InvalidParameterValue

SREH2F15

WS : BRmEmEX 28407 T@ #591m

\|



O BASTCE

1. gOER

EOEKES © cwp.api3.finance.cloud.tencent.com,

A0 ( DescribeMachinelnfo ) BT3B SR,

BUAZCIERIEIRS) : 200R/7D.

B E#AAETE) : 2022-05-20 15:11:35,

BRI S S R,

2. NS

IFERSHGIRNGIH T EZOBERSEHSO NHESH , RBAHSHGIRDAERSH,

BB AT
Action =
Version 2
Region =
Quuid S
Uuid a

3. FtHE4g

SHER ESid)
AgentVersion String
FreeMalwaresLeft Uint64
FreeVulsLeft Uint64
HasAssetScan Uint64
Instanceld String
IsProVersion Bool
Machinelp String
MachineName String
MachineOs String
MachineRegion String
MachineStatus String
MachineType String
MachineWanlp String
PayMode String
ProVersionDeadline String

ProVersionOpenDate  String
ProtectDays Uint64

ProtectType String

WS : BRmEmEX

FEFFNULL RE ik

FS String NHES#E , AEOBYE : DescribeMachinelnfo
FS String NHEBE, AEOBYE : 2018-02-28

& String AHBH , REOAFEEBISE,

FS String Quuid , Uuid WE—TR

& String =~EEFiRE—Uuid,

)

agentiRAcs

REARDRIFCNEE.

RERRERANENEE.

ERERSAMCR , 0%, 18

CVMEBMEHME—HRIA,

EEFEE WM, <br><li>true : E</li><br><li>false : F</li>
HEgip.

ENETR.

BERS.

HSSFT/EitblE. %N : ap-guangzhou , ap-shanghai

LIRS, <br><li>ONLINE : 7££5</li><br><li>OFFLINE : B4k </li>

FNZzE (CWP)

SARSGBEEEEL, <br><li>CVM: BBRZIRSSER </li> <br> <li>BM: BEYIENL</Ii> <br> <li>ECM: D&+ EIRSSER </li> <br>

<li>LH: BEBR ARS8 </li> <br> <li>Other: JE&=H12E</li>

FENIMRIP,

FHIRZ. <br><Ili>POSTPAY: £50%: , Bl&RE112S </li><br><li>PREPAY: 12 , BMEESB </li>

BV hiR R HAR R (RS 28)
Bl hRFFIER .
ZRGERPREL

BA#kRAS BASIC_VERSION ik, PRO_VERSION Eulff Flagship HEAIAR.

%408 T

£591m

\|



O BASTCE iz (CWP)

SHER B3] i}

Quuid String CVMaLBMEHME—Uuid,

Uuid String SREFiRE—Uuid,

Requestld String H—EK ID , ®RIEKRESIRE]., EAITEEEREIZRIEKAT Requestld,

4. FERMY

PUMMNFIH T O S3SMEERA0EIRN | BtERiF ARG,

U]

FRIRIG Tk
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

ResourceNotFound

InvalidParameterValue

WS : BRmEmEX 28409 TW #591m

\|



O BASTCE 122 (CWP)

EAERERGHIR

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
EA SR ERATIZE.
AR ISRITERIR S : 200%/70,

$EOSEHATE : 2022-05-20 15:13:13,

ORI B NS,
A s
2. MABSEH
LUIFERSEFIRNGIE T EOBSRSERESDAHLSE | REAHSHPIRD A LS RSL,
SHETR WA FEEFNULL ESid) ik
Action 2 & String 2 AZEOEYE : DescribeMachineOsList
Version 2 & String AHEHSE, AEORYE : 2018-02-28
Region = B String AHSH , AEOFLTEERSEH,
A s
3. S
SEETR il A
List OsName BERGRIIR
Requestld String —iEK ID , ®RIEKEPSIRE], EAIUHHEERHZRIBERKA Requestld,
H >
4. %EIBEE%

PUTMMRFIH T 1RO SSIBIERXA0ERND | EtbERISFE AR,

U=}

EIRAD T

InternalError

WIS : B emEX %5410 T1 #591m

\|



O BASTCE 4z (CWP)
—I—I: (] >
SRENLESitEyZ=
EIEEFATE): 2024-10-18 10:38:45
1. Z=OEmAR
EOiEKkER . cwp.api3.finance.cloud.tencent.com,
SREVA BStbiEiFZR
EONEZOIBRIREIRS]  200%/7D,
$EOSEFAIE : 2022-05-20 15:12:33,
BEOBIOEE XEN,
A g
2. NS
UTBERSEHGIRGIE T EHOEKRSEFRD AHESE , RBAHSHGIRDAHLERSE,
SHER WAIS FEFNULL ESig) A
Action = 5 String NHBE, AEOEYE : DescribeMachineRegions
Version 2 & String NHEHBE, AEORYE : 2018-02-28
Region 2 & String AHBH , MEORTEEBI S,
A g
3. BItHEE
SHBR et A
ALL RegionInfo FrEitiEIR (@ S LA LFraibiE)
BM RegionInfo BM EaEHastiEsER
CVM RegionInfo CVM =fRSSEatting I
ECM RegionInfo ECM 1t EiRS esHblgF Iz
LH RegionInfo LH 2 2R RSS2t IR
Other RegionInfo Other [BA=HbiEFIE
Requestld String W—iEk ID , 8REKESIRE]., EBAIIHENEEREZXIEKA Requestld,
4. $EIRAG
ARG T O SSBEERRERED , BRI SR,
IR R

InternalError

InvalidParameter.MissingParameter

InvalidParameter.InvalidFormat
MissingParameter

InvalidParameterValue

WRFRE - BRmERMEX

%411 |1 H591m

\|



O BASTCE

SREN I EANFIZR

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

FNZzE (CWP)

EOiERES ;. cwp.apil.finance.cloud.tencent.com,

A0 (DescribeMachines) FRFRENXIFHENFIZR.
BOAEOISRIRRRS : 200R/%0,

EOEFATE : 2022-10-18 17:27:47,

BOBEIOS S L,

2. NS

IIFERSHGIRGIH T ZROBERSERDO HEH | RBAHSHGIRDATERS,

SHER
Action
Version

Region

Filters

Limit
MachineRegion

MachineType

Offset

Projectlds

3. S

SHER
Machines
TotalCount

Requestld

4. SERD

Wik FFNULL

iy

fim

fim

iy

iy

iy

iy

iy

iy

iy

iy

iy

s
Machine
Uint64

String

235, ANEOBYE : DescribeMachines
String  AHESE, AREOEE : 2018-02-28
String AHSH , MEORFEERLSE,

iTiERMHE, <br><li>Ips - String - 2&BWIE : Lf-_hpéﬁ </I|><br> <li>Names - String - E&WiE :
- BB EE </li> <br><li>Instancelds - Strmg BEME 7 - BEseflideia </li> <br>
<li>Status - String - EBWIE : & - BFIRELIAS ( OFFLINE: %ﬁé?—,/%’fﬂ | ONLINE: 7££% |
Array UNINSTALLED : k222 | AGENT_OFFLINE B4 AGENT_SHUTDOWN 234 ) </li> <br> <li>Version -
of String 2&4E © & - HEib5IFARA ( PRO_VERSION : Fllhf | BASIC_VERSION : £tk | Flagship : 5EA1
Filter hiz | ProtectedMachines: EJlhig+58ARAR ) </li><br><li>Risk - String E&5WE: & Fl,[(ﬁim( yes) </li>
<br><li>0s -String 2EWIE: 7 - EBERS( DescribeMachineOsList #[1 {& ) <br> SN B R3TE—
ME , ERES/ME SR ERKET<br> <li>Quuid - String - EBME: & - =RS8uuid Hijc100§.</h>
<br><li>AddedOnTheFifteen- String EFMIE: & - EBEREALSKRFIEHEN(L : 8) </li>

Uinte4  IRME#E , BUAR10 , HAE/100,
String H28ATEEE,. 40 : ap-guangzhou , ap-shanghai

Strin MEEFRBEXZEE <br>CVM =fRSSEE <br>BM BAE <br>ECM B4HE <br>LH 1228 FAIRSSEE <br>Other

9 ezt
Uinted  {REEE , BRARO0,
Array

of HEEATBILBIDFIZR
Uint64

s
ENFIE
FHEE

HE—iEK ID , BXIEKRESIRE, AR REZRHZRIERE Requestld,

PUMMMFIH T O S3SMEERAEIRIT | BRI AT EIRG.

WRFRE - BRmERMEX

%412 |1 H591m



O BASTCE iz (CWP)

FRIRIG Tk
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

InvalidParameter

InvalidParameterValue

WS : BRmEmEX %413 Tm #591|
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O BASTCE

SRENIm eIt 73R

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
ZA$Z0 (DescribeOpenPortStatistics) FIFFAEIROSE 53R,
BRAZCIERITERIRE] © 200%/%,

AT : 2022-05-20 15:13:13,

RO E &N,

2. NS

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHER Witk FEYFNULL it

Action = & String
Version = = String

Region = & String

Filters B &= Array of Filter
Limit S S Uint64

Offset S S Uint64

3. S

AHSE, AEORYE : 2018-02-28

>

HEH , FROTFEEGBLSH.

>

i, <br><li>Port - Uint64 - 2B%E : 5 - IROS</li>
REEE , BAA10 , &XEH100,
fwigE , BAA0,

BHETR ESit) 1294

OpenPortStatistics OpenPortStatistics ImORITEIRYIZR

TotalCount Uint64 IHOFRITFIREE

Requestld String W—iEK D , ®RIEKREBLIRE. EDREHEERIEZXIEK Requestld,

4. (EIRES

PUMRFIH T 12O SSIBIERRA0EIRIS | EthERIDF I A EIRE

HIRAD
InternalError
InvalidParameterInvalidFormat
MissingParameter
InvalidParameterlllegalRequest
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)
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O BASTCE

SREHTESE LT IZR

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,

A4 (DescribeProcessStatistics) FIFHREUHIES I FREGE.

BRAEOISRIRERRS] : 200R/%0,
O E : 2022-07-28 23:46:05,

EOBRIOEE NEN,

2. NS

IIFERSHGIRGIH T ROBRSETDO 2HEH | mBAHSHGIRDATERS,

FNZzE (CWP)

SHER DA FEEFNULL ESidl ik
Action =2 5 String nHE2# , ANZEOEYE : DescribeProcessStatistics
Version 2 & String AHESE, AEORYE : 2018-02-28
Region = B String AHSH , AEOFLFTEERNSEH,
Filters P & Array of Filter IS, <br><li>ProcessName - String - 270 : & - HiEZ </li>
Limit = = Uint64 REE , BUAN10 , &AEH100,
Offset S a Uint64 w¥E B0,
3. B
SHER ESidl R
ProcessStatistics ProcessStatistics G REIREE,
TotalCount Uint64 HIERITFIRICREEL,
Requestld String KE—iEK ID , §RERESIREl. EERERERMHIZRIERE Requestld,

4. EIRAY

PITMRFIH T 12O SSIBIERXA0EIRIS | EthERIFE AR,

HIRAD

InternalError
InvalidParameter.ParsingError
InvalidParameterInvalidFormat
MissingParameter
InvalidParameterlllegalRequest

InvalidParameterValue

WS : BRmEmEX

U=}
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O BRETCE
o et Al > [=1=¥—
RBEEIn REARIIRS =R ER
BIAEHATE): 2024-10-18 10:38:45
1. ZOfA
BBk © cwp.api3.finance.cloud.tencent.com,
REUEERE RERRIIRSS 25 R
BOAREOIBRITRRS) : 200R/%5,
EOEHHASE - 2022-05-20 15:13:13,
BEOBIOEE XEN,
A g
2. MASE
UTBERSEHGIRGIE T EHOEKRSEFRD AHESE , RBAHSHGIRDAHLERSE,
SHETR WA FBEFNULL ESicl Ak
Action = & String NHSE, AEOERYE : DescribeTagMachines
Version 2 & String NHEHSE, AEORYE : 2018-02-28
Region £ B String AHBY  AEORFEEBLSEH,
Id = B Uint64 HREID
A e
3. HESE
SHER &St E:)a
List TagMachine BREURE
Requestld String HE—iEK ID , BRIERESIREl. EfUEMEHEEREHZXIFER Requestld,
it .
4. %El%ﬁg
ARG T O S5BEERAIERED , BRI AR,
$HIRAD fEk
InternalError
InvalidParameter.ParsingError
MissingParameter
ResourceNotFound
InvalidParameter
InvalidParameterValue
RS - B e EX

FNZzE (CWP)

%416 @
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O BASTCE

SRENFT B EAIREE

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

EOERES :
IRV EURE
BOAROIERIERIRS : 200R/8).

FEOSEFATE : 2022-12-29 09:47:48,

cwp.api3.finance.cloud.tencent.com,

BOREIEE NN,
A g
2. INSE]
UTERSHPIRBIH T EOERSBRESAHLSH , 7=
SHER Wik RFFNULL 288
Action P &= String
Version = = String
Region = = String
Array
Filters Sy & of
Filters
MachineRegion & S String
MachineType & & String
A s
3. s
SEETR E3id) R
List Tag FIFRER
Requestld String Ke—iEK ID ,
H
%EBE

PUMMEIH T O SSEEERAERT | BbERSFER

IR

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat

MissingParameter

WRFRE - BRmERMEX

FNZzE (CWP)

i)

NHBE, AEORYE : DescribeTags
AHSE, AEOEYE : 2018-02-28
AHSY , FEOATREBISH,

e, <br><li>Keywords - String - EAWE : & - EiREEFWESRFR/MEEIP </li> <br><li>Status -
String - EEME : 7 - PSR ( OFFLINE: %’25% | ONLINE: 7225 | UNINSTALLED : 5k2Z22 |
SHUTDOWN B34l ) </li><br><li>Version - String 2&%4E : & - HFIFHPRZA ( PRO_VERSION : il
h% | BASIC_VERSION : EFfififfz ) </li><br><li>Risk - String 2&WE: 7 - KB&EH( yes ) </li><br><li>0s
-String 2EMIE: & - BERS( DescribeMachineOsList [ & ) <br>SMNTEEMRE—ME , B
SME"HXEE@</li>

HERFTEEL. %0 : ap-guangzhou

ENZEEL, <br><li>CVM : RRmBRSSER</1i> <br> <li>BM: FRIREBEEIR </li> <br> <li>ECM: F7Ri0%
THERS R </li> <br><li>LH: FREENAIRSSES </li> <br> <li>Other: FREGRIRSZRE</1i>

FRIEKREIRE, EAARREEREIZRIERN Requestld,

NHFEIRG.

%417 71 H591m



O BASTCE iz (CWP)

iRt )
ResourceNotFound

InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX 418 TW #591m|
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O BASTCE

FTIBERIEIREE

BRILEFATE: 2024-10-18 10:38:45

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,

TS RIEIRES
BRAEOISRIRERRS] : 200R/%0,
$EOSEHATE : 2022-05-20 15:13:13,

EOBRIOEE NEN,

2. NS

IUTFERSHGIRMGIH T ROBERSEO HSE

SHER Witk FE¥FNULL
Action — =
Version =2 &
Region 2 =
Id = =
Name 2 &
Quuids S FS
3. iS4
SHER g R
Requestld String He—iEsk ID

4. FERMY

PUMMMFIH T O S3SEERA0EIRIT | BRI ARG,

FHIRED

InternalError

InvalidParameter.ParsingError
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameterValue.TagNameLengthLimit
InvalidParameter

OperationDenied

InvalidParameterValue

WS : BRmEmEX

= oEE

R =2/N

String
String
String
Uint64
String

Array of String

U]

FHZE (CWP)

NHSE, AEOBYE : 2018-02-28
AHBH, MEOAFTEERLSH,

TREEID

KREPLIRME. ENTRASREREZXIERE Requestld,

%419 ™

\|

£591m



O BASTCE

SHEEENRERIZR

BRITEFHATE: 2024-10-18 10:38:45

1. EOHA
EOiERES ;. cwp.apil.finance.cloud.tencent.com,

SHEFSENZIERTIE
BOAEOISRIRRRS : 200R/%0,
$EOSEHATE : 2022-09-28 15:55:30,

BOBEIOS S L,

2. NS

FNZzE (CWP)

IIFERSHGIRGIH T ZROBERSERDO HEH | RBAHSHGIRDATERS,

SHER %k ARIFENULL EE

Action = = String
Version 2 = String
Region = S String
By & B String

. Array of
Filt & B

ters = = AssetFilters
Order a = String
Quuid = B String
Uuid B & String

A g
3. MBS

SHEWR KA Tk
TaskId String FETEAESID,
Requestld String

4. EIRMY
PUTMRFIH T 1RO SSIBIERRA0EIRND | EbERIDFID
FHIRED

InternalError

InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter

ResourceNotFound

WS : BRmEmEX

[

B

A
NHSE, AEOEYE : ExportAssetCoreModulelList
%, ANMEOBYE : 2018-02-28

I

HEH , AEOLFEEGBLSH.

>

HEFEKIE[FirstTime|Size|ProcessCount|ModuleCount]

iEgE. <br><li>Name- string - 2H1IE : BRME

AF</li>

- B8 </li> <br><li>User- string -

HeFAR |, ascHFE 85 desciERe
fR%5E8Quuid

fR5528Vuid

HEAAExportTasksizEO{EH

E—ER ID , ®RIERERE., EDRIHERAEZXIFRA Requestld,

%5420 T1 #591m



FNZzE (CWP)

O BASTCE

IR
InvalidParameter

InvalidParameterValue

=~

SHEAEEWebiRSHIZE

EITEFTAYE: 2024-10-18 10:38:45

%421 |1 #591m
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O BASTCE

1. gOER

FNZzE (CWP)

EOEREZ . cwp.apil.finance.cloud.tencent.com,

SHEFEEWebiRSFIE
BOMECERINEIRE) © 200%/%0,

RO E#AAETE) : 2022-09-28 15:55:30,

EOBEI S S L,

2. NS

IFERSHGIRGIH T HOBERSEHRO 1Y RBAHSHGIRIAERSE

SHER Wik ARFNULL
Action 2 &
Version 2 &=
Region = a
By B £
Filters & 5
Order &= &=
Quuid &= &

3. FitHE4]

SHENR ESid
TaskId String
Requestld String
H >0
4. RS

= SZSZo
RE R
String AHESE, AEORYE : ExportAssetWebServicelnfoList
String NHEBE, AEOBYE : 2018-02-28
String AHBY , MEORFEEBLESEH,
String A EHER? © [FirstTime|ProcessCount]
Array of iEE& M, <br><li>User- string - 2BME : & - iI5{TRF </li> <br><li>Name- string - ERM%E : & - Webf§

AssetFilters

String

String

fibk

<br>1:Tomcat<br>2:Apache<br>3:Nginx<br>4:WebLogic<br>5:Websphere <br>6:JBoss <br>7:WildFly <br:
<br><li>OsType- string - 25%4E : & - Windows/linux</li>

HEFAR | ascHFE 8 desciERe

EEEQuUIdENIES

S TEHAESID |, BER SExportTasksiEZOER

L

5K ID , BRIERESIRE], EAMARERHIZREREN Requestld,

PUMMFIH T EEOLSSEEERAEIRN , BRI N ARG,

iEllaEﬁE.'l
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameter.InvalidFormat
MissingParameter
ResourceNotFound

InvalidParameterValue

WS : BRmEmEX

55422 71 H591m



O BRSTCE NS (CWP)
2
ERENFEER
RIS FATE): 2024-10-18 10:38:45
sz R
1. #ZOfA
BBk © cwp.api3.finance.cloud.tencent.com,
ERENZEER
EONEOIBRIMRRE] : 200R/%5,
EOEHHASE - 2023-02-15 10:32:23,
OB E NN,
A s
2. MASE
UTBERSEHGIRRGIE T EOIEKRSEFIRD AHSE , RBEAHSHGIRDAHLERSE,
SHEWR Wi FEEFNULL ESidl i)
Action 2 & String AH2E , AZOBYE : ModifyMachineRemark
Version 2 S String NHEBH, AEOBYE : 2018-02-28
Region = B String AHSH , AEOFLTEERSEH,
Quuid 2 B String FHQuuid
Remark & = String =R
A s
3. mHSE
SEER it E)a
Requestld String H—iEXK ID , 8XEKRESIRE]., ERRBEEREIZRIEKRKR Requestld
it\
4. RS
PATMRZIE T O 5B ERAIERED , BRI AR,
FEIRMG A
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
MissingParameter
InvalidParameter
InvalidParameterValue
RS - B e EX 423 Tm H591m



O BASTCE 122 (CWP)

BrriEsUaaianE

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
REEtesUEshiaiE

EONEZOIBRIREIRS]  200%/7D,

EOSEFATE : 2022-09-28 15:55:30,

BOBEIOS S L,

2. NS

IIFERSHGIRGIH T ZROBERSERDO HEH | RBAHSHGIRDATERS,

SHER WhISE FEFNULL i) i)
Action = & String AHBE, AEORE : ScanAsset
Version =2 & String NHSE, AEOBYE : 2018-02-28
Region 2 B String AHBH , MEORFEEBISH,
AssetTypelds = R Array of Uint64 BErEesEEalidpER
Quuids S S Array of String Quuid%lze
o "
3. mHEsE
SHER ESil R
Taskld Uint64 {EEid
Requestld String WE—iEK ID , ®RIEKREBSIRE], ERITHMAFEEREZIRIEKA Requestld,
=
4. I'EEI'L?EEE.'I
ARG T O 5B ERAERD , BRI A HEIR,
fHIRIG A

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
ResourceNotFound
InvalidParameterlllegalRequest
InternalError.MainDBFail
FailedOperation.NoProfessionHost

OperationDenied

WS : BRmEmEX 8424 TW H591]
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O BASTCE iz (CWP)

RS A

FailedOperation

FEIEER

al
\fr
B

WS : BRmEmEX 28425 T #591|



O BASTCE 4z (CWP)
1. FOfEA
EZOiEKkIER . cwp.api3.finance.cloud.tencent.com,
R EF=FHHER
BOANEOIBRITERIRS] : 200%/7D,
EOEFATE : 2022-09-28 15:55:30,
BB E S AN,
A e
2. NS
LINBERSHG IR IH T HEOBRSEIE O AHEH , RERAHSHGIRDAHIE RS,
SHER A5 FEFFNULL ESit] ik
Action 2 & String AHBE, AEOEYE : SyncAssetScan
Version 2 & String NHESE , AEOBYE : 2018-02-28
Region = S String AHBH , MEOAFEERBI S,
Sync =2 & Bool BEBLE : true-2 false-& ; BkiAfalse
A e
3. FtHSE
SHER RE ik
LatestEndTime String EHTEEEREIC AT (A
LatestStartTime String AR A E)
State String BEMEB(KE) : NOTASK (i&EREES ) . SYNCING (REL) |, FINISHED ( FS5E )
Taskld Uint64 {E551ID
Requestld String —iEK ID , ®XIEKEPSIRE., EAIAIHENEEREZIXEKA Requestld,
it\
4. SRS
UG T O SSIBIERRAERED , EfhERIGIF N AT EIRD,
FRIRED R
InternalError
InvalidParameter.MissingParameter
ResourceNotFound
InvalidParameterlllegalRequest
InternalError.MainDBFail
FailedOperation.APIServerFail
FailedOperation
WIS : B emEX 58426 T 591



O BASTCE

RERHBREESIZR

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

BOEREE
KB BEIREETIR
BOABEOIERIRERIRS « 20R/F2,
EOEFRAIE : 2022-05-20 15:13:13,

cwp.api3.finance.cloud.tencent.com,

OIS E EN,
A s
2. NS
LITERSHG IR TEOBKRSHRHBO LS,
SHER Wik FBFNULL
Action = &
Version = &=
Region = =
MachineArea = &
MachineRegion = &
Quuid =2 &
Taglds & =
A g
3. S
SHEWR ESidl Tk
Requestld String
N
4. $EiRAG

PUMMBIH T3 OLSSSEERAEIRT | BtERDFER

IR

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
ResourceNotFound
InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX

TEAHSHGIRN A TGRS

String
String
String
String
String
String

Array of Uint64

AHFEIRG.

FHZE (CWP)

iR

AHSE, AEOBYE : UpdateMachineTags
AHSE, FEORE : 2018-02-28
RHBY, NEORFRERILSH.
PR45882554(CVM|BM|ECM|LH|Other)
BR&SEEHEX 40: ap-guangzhou
188 Quuid
EID | M EREERERIRETIR

H—EK ID , ®RERESIRE], EfIEMAFEEREIZRIEKAT Requestld,

%427
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O BASTCE

SRFEEREN

AN AR IFBRSS #5

EILEFATE: 2024-10-18 10:38:45

1. #OfEA

EOERIES : cwp.api3.finance.cloud.tencent.com,

ANIIREERGIF AR SS 2R
FONZOIERITERIRA : 200R/7D,

FEOEEATE : 2022-05-20 15:12:33,

EOBIGEE &N,

2. ANSEL

IIFERSEHGIRMGIH T ROBERSEHO 2HSE

SHEWR Wik
Action 2
Version p=3
Region Z
ProtectDir P
ProtectHostConfig =

3. mHESE

SHEWR ESidl
Requestld String
ﬂ\
4. FEIRIS

PUMMRFIH T 3O S5B R RAEIRD |

FRIRD

InternalError
InvalidParameter.ParsingError
MissingParameter
InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX

TEAHSHGIRDAHERSL,

FEFFNULL eSS

a String

a String

a String

& String

a Array of ProtectHostConfig

ik

FHZE (CWP)

AHSE, AEOEYE : 2018-02-28

RHBH, FEOFFEERLSH.
hifal=Esichlo
FriFHas fEE

E—IEK ID , SREREPIRE. EIDRNFERAIZRIERA Requestld,

HetEREIF N ARG,

%428
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O BASTCE 4z (CWP)
MFRMB T HE
EIEEFATE): 2024-10-18 10:38:45
1. #gEOfA
EOiEKkER . cwp.api3.finance.cloud.tencent.com,
MR HE
BOAREOIBRITRRS) : 200R/%5,
EOEFAE : 2023-02-10 10:14:54,
BEOBIOEE XEN,
A s
2. NS
TFERSEHGIRRGIE T EOSKSEFRBD AHESE , RBEAHSHGIRDAHLERSE,
SHER WA FEEFNULL it} R
Action 2 B String NHBE, AEOEYE : DeleteAttackLogs
Version 2 FS String NHESE, AEOBYE : 2018-02-28
Region 2 B String AHBY  AEORFEEBLSEH,
Ids & = Array of Uint64 HEIDER , & AK100%.
IsAll = a Bool EEEFMER
A s
3. S
SHER E3id) b0
Requestld String W—iEXK ID , BREKRESIRE]., EBMAEEREZRIEKA Requestld,
j:t\
SEIRS
ARG T H O S5BEERAERED , BRI AR,
FRIRED R

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
InvalidParameterlllegalRequest
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

%429
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O BASTCE

ARBRBG I MG

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

OB
TRBRBI5 3P P9
BOAROIERIERIRS : 200R/8).

cwp.api3.finance.cloud.tencent.com,

$EOSEHATE : 2022-05-20 15:13:13,

BEOBIOEE XEN,
A g
2. MASE
UTERSEHGIRGIE T EOSKSEFRBOAHESE , T
SHER Wi FFNULL
Action = =
Version 2 S
Region = =
Ids 2 =
A e
3. mHSE
SHER ESid) A
Requestld String H—iF%k ID
4. 55IRE5

PUTMMRFH T 1RO SSIBIERRA0EIRND | EbEIRIDIFED
FHIRED

InternalError

InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat

MissingParameter

InvalidParameterlllegalRequest

InvalidParameter

OperationDenied

InvalidParameterValue

FailedOperation

WS : BRmEmEX

ioES

=N

Flze (CWP)
AHBEGIRDLHE RS,
E-Sidl i)
String 2HSE, AEOBYE : DeleteProtectDir
String AHBE, ANEORYE : 2018-02-28
String AHBH , FEORTEEBI S,
Array of String HBREYE RID FA1005%
SkEBIR[E, TEIARAR R ERMHHZRIEKA Requestld,
FHIRD,
R

%430 @
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O BASTCE

MIFREHHER

BRILEFATE: 2024-10-18 10:38:45

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,
WRuEREE A -IREHER

BOMZOERIEIRE) © 200%/%,

FEEOEFHASE : 2022-05-20 15:13:13,

EOBRIOEE NEN,

2. NS

UTBERSHGIRGIE T ROBRSEIRD ALY, TBAHSHFIRNATEK
SHER Witk FBEFNULL i
Action — & String
Version = = String
Region = B String
Ids =3 S Array of Uint64

3. mHEE

NHSE, AEOBYE : 2018-02-28
AHBH , MEOFFTEERLSH,

S ETSSAAT L,
FEMBRAIEAID £5 HA1005

SHER it b0
Requestld String H—iEK ID , XIERESIRE], EfFAEAFEERHEIZIXIEKA Requestld,
H 3
4, %EIBEﬁE.'I

PUTMRAIH T 2O SSIZIERXA0ERNS | EthERIFE AR,

U=}

RS

InternalError
InvalidParameterInvalidFormat
MissingParameter
InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX

FNZzE (CWP)

%431 ™

\|

£591m



O BASTCE

PSS HIFTB

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
yunapi response

EONZOIBRIREIRS] : 200%/7D,

#EOSEFRAE : 0001-01-01 00:00:00,

OB E NN,

2. MBS

LATBERSEHGIRRFIE T EOIERSEFEBD A HES
SHEWR Wi FEEFNULL
Action 2 &
Version = &=
Region 2 &
Id = =

3. S

SHER ESis)
NetAttackEventInfo NetAttackEventInfo
Requestld String
Hyx2
4. RS

PUMNFIH T O S3SEERAHEIRS | RSl

RS

InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue

WS : BRmEmEX

#

\

S 1230
String AHSE, AEOEYE : DescribeAttackEventInfo
String AHS¥, AEORE : 2018-02-28
String AHBY , NEORFERERILSH.
Uint64 H4id
5%
MBI SRS

FNZzE (CWP)

ME—i5K ID , RIFKREPSIRE, ELIRRRRFHEEREZIRIEKE Requestld,

IR,

%432

H#591m



O BASTCE 122 (CWP)

B T R E IS5

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,
yunapi response

EONZOIBRIREIRS] : 200%/7D,

O EFHHATE - 0001-01-01 00:00:00,

ORI B NS,
A e
2. NS
LUIFERSEFIRNGIE T EOBSRSERESDAHLSE | REAHSHPIRD A LS RSL,
SHETR Wik FSFENULL 58 b
. . ~HSE, AEORE :
= = o
Action = = String DescribeAttackEvents
/\jj:%‘ 57 . _ _
Version 2 = String 24\8/\/551 , AEOBYE : 2018-02
Nt 5 A my e H s
Region = = String ;&,\ﬁéﬂ  AEOAFEZBELS
By B = String HeFr
Filters 5 & Amay of  ivese,
Filter

<li>Type - String AT 0: iR 1: WHEMTH - BEME F</li>

<li>Status - String EHAMBRZ 0 : SR 1 : B4ME 2 BB 3. B28R 4 : S
- BEME B</li>

<li>SrcIP - String SRIRIP - 2FME: & </li>

<li>Uuids - String EH1Z2uuid - EEXVIE: F</li>
<li>Quuids - String cvm uuid - 2&WE: F</li>

<li>DstPort - String ik BirimA - EBME: F</li>
<li>MachineName - String =HEHR - 2EME: F</li>
<li>InstancelD - String EHLHIID - 2EWIE: F</li>
<li>AttackTimeBegin - String IEFFIARTE - REMIE: F</li>
<li>AttackTimeEnd - String I{TE45RATE) - 2BME: F</li>

<li>VulSupportDefense - String iBBEEE MM 0RSHF , 1574 - EEME &

</li>
Limit & = Uint64 REEE , HAEH1L00,
Offset S & Uint64 e BAR0.,
Order B B String HEFR A= ASC,DESC
3. S
WRIFRA : Bl emEX 433 Tm H591m



O BASTCE iz (CWP)

SHER &S] i)

List NetAttackEvent WhEEyIE

TotalCount Uint64 REH

Requestld String W—iEK ID , BIRIEKREBSIRE], ERIMAFEEREZIXIEKA Requestld,

4. $EiRMY

PUMMFIH T OLSSSEERAEIRN , BRI ARG,

U]

fRIRMG ik
InternalError

MissingParameter

ResourceNotFound

InvalidParameter

OperationDenied

InvalidParameterValue

WS : BRmEmEX 28434 TW #591|

\|



O BASTCE

PSR HESFB

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,

MBI ERSHFE

BOAZOERIERIRS : 200R/70.

FEOEEAE : 2022-10-31 15:59:56,

IUTFERSHGIRGIH T ZROBERSENRDO 1Y, mBRAHSHGIRD

OB E NN,
A s

2. MASE
SHER WAl
Action 2
Version =
Region =
Id =

3. S

SHEWR
CreatedAt
Dstlp
DstPort
HttpCgi
HttpContent
HttpHead
HttpHost
HttpMethod
HttpParam
HttpReferer
HttpUserAgent
Id

Quuid

Srclp

SrcPort
VulType

Requestld

FEFNULL

oy

oy

iyl

]
String
String
Uint64
String
String
String
String
String
String
String
String
Uint64
String
String
Uint64
String

String

WS : BRmEmEX

String
String
String

Uint64

fiik
AT
WEHEBERP
W BtRmO
W
WERAE
HELER
WEBREN
WEGE
WESH
BRIR
WEENEEIRR
HEID
FEMHID
ERIRIP
Wik O

1S

I

VIS, AEORYE : 2018-02-28
AHBH, MEOFZTEERIBH,

HEID

WE—EK ID , XIERERE. EAEAEERIIZRIERE Requestld,

FHZE (CWP)

%435 ™
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O BASTCE iz (CWP)

4. tHIRG

PUMMRFIH T O SSIBIERRAEIRN , EERISFE I A TEIRT.
FRIRIG Tk
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameterlllegalRequest
InvalidParameter

InvalidParameterValue

WS : BRmEmEX 28436 TW #591|

\|



O BASTCE 122 (CWP)

GRS

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

EOiERES ;. cwp.apil.finance.cloud.tencent.com,
RO TR RERNEIEATSIZR
BOMZCERINEIRE) © 200%/%0,

FEEOEFHASE : 2022-05-20 15:13:13,

BOBEIOS S L,

2. NS

IIFERSHGIRGIH T ZROBERSERDO HEH | RBAHSHGIRDATERS,

SHER  WE RENULL KR ik

Action = B String AHBE, AEORYE : DescribeAttackLogs
Version B & String AHSE, AEOBYE : 2018-02-28

Region 2 ) String  AHSBH, AEOAFECRLSE,

g, <br><li>HttpMethod - String - EAWE : & - L AiA(POST|GET) </li> <br> <li>DateRange -
Array String - EAWIE | & - IWESEEFEERIE3 NN B REER) | ﬁﬂgﬁl&—/\ﬁ[ 2019-11-17", "2019-12-17"1</li> <br>

Filters a &5 of <li>VulType - String E#EEEL - BEWIE: B </li> <br><li>Srclp - String IHIRIP - BEMIE: F</li><br>
Filter <li>Dstlp - String IZHEE#RIP - Em%iﬁ A </li><br> <li>SrcPort - String HERHA - BEME: & </li><br>
<li>DstPort - String I BiRim BWIE: B</li>
Limit & B Uinte4 REFE , %AMEH100,
Offset = & Uinté4  {miEE , BIAAO0,
Quuid & & String =EHMNESID

Uuid

iy
oy

String FNRLEFIRHID

3. BIHSE

SHER Sl A
AttackLogs DefendAttackLog HEFIZE
TotalCount Uint64 B
Requestld String W—iEK ID , ®RIEKESIRE], ERITUMAFEEREZRIEKA Requestld,
N
4, I'EEI]?E

UMMFIH T O S3SEERAEIRN | BtERIF N ARG,

IR A
InternalError
InvalidParameter.ParsingError

InvalidParameter.MissingParameter

WRFRE - BRmERMEX 28437 71 #5917,



O BASTCE iz (CWP)

FEIRED A
InvalidParameterInvalidFormat

MissingParameter

ResourceNotFound

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 28438 TW 591

\|



O BASTCE

EWEIRSELT

BRITEFHATE: 2024-10-18 10:38:45

1. EOHA
EOiERES ;. cwp.apil.finance.cloud.tencent.com,

yunapi response
BOMZCERINEIRE) © 200%/%0,
$EOEFATE : 0001-01-01 00:00:00,

BEOBFREE NN,
A g
2. NS
LINERSHGIFRG I T EOBRSHIHBO LS,
SHER b AFFNULL
Action 2 &=
Version = B
Region 2 S
A s
3. BItHEE
SHBR Sl
AttackSrcIpCount Uint64
AttackedAssetCount Uint64
AttackedPortCount Uint64
NewAttackSrcIpCount Uint64
NewAttackedAssetCount Uint64
NewAttackedPortCount Uint64
PendingAttackCount Uint64
PendingNewAttackCount Uint64
PendingSuccAttackCount Uint64
PendingTryAttackCount Uint64
Requestld String
-+
4. FEIRS

PUMNFIH T O SSSERRAEIRTS | RS

iEllBE
InternalError

MissingParameter

WS : BRmEmEX

TEAHSHGIRDATERSH,

eSit) T
String ~HSE, AEOBYE : DescribeAttackStatistics
String AHESE, AEORYE : 2018-02-28

AHSH , FEOFFTEREBLSH.

(%]
A
=
>
Q
N

s

REERIpHE

BEWEATHE

BERHROHE

S BEIERERIRIpHE

SHIMERNERTHE
SEpE G e

BIERE

4 BFIEBEIREL

BLIERITIREL

RERBEIREL

HE—EK ID , ®RIEKESRE, EENFERAEZXIERAT Requestld,

AHEEIRG,

FNZzE (CWP)

%439 T #591m



O BASTCE iz (CWP)

iRt AR
ResourceNotFound

InvalidParameter

OperationDenied

InvalidParameterValue

WS : BRmEmEX 28440 TW #591m

\|



O BASTCE

MBI T top SEUEYIZR

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
yunapi response

EONEZOIBRIREIRS]  200%/7D,

O EFRATE : 0001-01-01 00:00:00,

BOBEIOS S L,

2. NS

IIFERSHGIRMGIH T ROBERSHIO S,

SHER
Action
Version
Region

Filters

<li>BeginTime - String &iRAGE, BOAL7R- 2EWIE: & </li>

3. Bt S4L

SHER ESid]
NetAttackTopInfo NetAttackTopInfo
Requestld String

4. FEIRMY

PUMMMFIH T O S3SEERAEIRT | BbERSER

FRIRMG
InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue

WS : BRmEmEX

NHFEIRG.

Wik FREFNULL ESid]

= & String

= = String

= & String

& & Array of Filter
)
top#EitEuE

FNZzE (CWP)

B

)%
AHBEL, ANEOBYE : DescribeAttackTop
AHSE, ANEOEYE : 2018-02-28

RHBH, FEOFFTEERLSH.

E—ERID , ®RIERERE., EDERHEERAZXIERAI Requestld,

U]

%441 T H591m
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O BASTCE 122 (CWP)

PSSR

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
yunapi response

EONEZOIBRIREIRS]  200%/7D,

O EFHHATE - 0001-01-01 00:00:00,

BOBEIOS S L,

2. NS

IIFERSHGIRGIH T ZROBERSERDO HEH | RBAHSHGIRDATERS,

SHETR Wik FIFNULL ESicl R
Action 2 S String NHESE , AEOBYE : DescribeAttackTrends
Version 2 & String AHSE, AEORYE : 2018-02-28
Region 2 & String NHEBY , FEOAFEECBILSH,
Filters &5 & Array of Filter e,
<li>BeginTime - String &iRAGE, BOAL7R- 2EWIE: & </li>
A s
3. mHSE
SHER S A
NetAttackTrend NetAttackTrend WHEBFITEUE (X)
Requestld String BE—IFK ID , 8REKRESRE. ECRAFREEREHZXIFRE Requestld,
4 3
4. 551xf8
ARG T O SSBEERRERD , BRI AR,
fHIRIG E)a

InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue

WIS : B emEX 5442 71 H591m

\|



O BASTCE

SREX AR I RIS ELSIZR

BRITEFHATE: 2024-10-18 10:38:45

v A
1. EOHAR
EOEKES © cwp.api3.finance.cloud.tencent.com,
RENEB I BN ELSR
BOAREOIBRITRRS) : 200R/%5,
EOFEHHAHE : 2022-05-20 15:13:13,

BOBEIOS S L,

2. NS

IIFERSHGIRGIH T ZROBERSERDO HEH | RBAHSHGIRDATERS,

SHER P%5si FEFNULL Sl R
Action = S String NHBE, AEOBYE : DescribeAttackVulTypelist
Version 2 = String AHSE, AZEOEYE : 2018-02-28
Region £ & String AHBY , MEORFEEBIESEL,
A, e
3. WS
SHBR ESis) R
List String RUBNERELS IR
Requestld String HE—iEK ID , BRIERESIRE, EAERRAT R =R HZRIERE Requestld,
H >0
4. FEIRB
PATRZIE T O S5 ERAIERED , BRI AR,
FEIRG HiA

InternalError

WS : BRmEmEX

FNZzE (CWP)

%443

\|
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O BASTCE

P TABR R BEREN X 13 A 1512=

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,

BT MTAB EEOREN X EH IR,
BOAZOERIERIRS : 200R/70.

O A : 2022-05-20 15:13:13,

OIS E EN,
A s

2. NS

LITERSHGIRNGIH T EOBKRSEMHL A HEH, =
SHER Wik FBEENULL 3R
Action — S String
Version 2 = String
Region 2 & String

. - - Array of
Filters & & AssetFilters
Limit S S Uint64
MachineRegion 2 & String
MachineType 2 & String
Offset & 5 Uinte4
A g

3. WS
SHER RE ik
Machines Machine FHNFIFE
TotalCount Uint64 ENEE
Requestld String

4. EiRMY

FHZE (CWP)

NS4, AEOBYE : DescribeMachinelList

NS, FEORE : 2018-02-28

AHSH , AEOFLTEERSE,

i8S, <br><li>Keywords - String - E&WME : & - EiFXEF </li> <br><li>Status - String - 2
TNE : 7 - EPUIELIRS (OFFLINE: B4 | ONLINE: 745 | UNINSTALLED : skZe3E ) </li><br>
<li>Version - String 2548 : & - HEIF#FHRA ( PRO_VERSION : Flhf | BASIC_VERSION : £t
b ) </li> <br>8MNMEEBRURZF—NME , EAFFEME'HKRZEH

IREEE , BAR10 , &AEH100,

HLBSFr/EbiEg. %0 : ap-guangzhou , ap-shanghai

ZENZER, <br><li>CVM : FERERIFENL</li> <br> <li>BM: EREEYIEN,</li> <br> <li>ECM: 3
NHGTERRSSES </li> <br> <li>LH: REERFIRSSES </li> <br> <li>Other: FRBE=MES</li>

fRE , BAA0.

E—iEK D , BREREPLIRE. ENDHEFERAZRIERAT Requestld,

PUMMMFIH T O S3SIEERAEIRNT , BtERIF ARG,

FHIRAD
InternalError
InvalidParameter.ParsingError

InvalidParameter.MissingParameter

WRFRE - BRmERMEX

%444 1 H591m

\|



O BASTCE iz (CWP)

FRIRIG Tk
InvalidParameterInvalidFormat

MissingParameter

FailedOperation.APIServerfFail

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 28445 Tn #H591)

\|



O BASTCE

ERRRIEIRE

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,

yunapi response
BOMZCERINEIRE) © 200%/%0,
¥ O&E#RAYE : 0001-01-01 00:00:00

BEOBIOEE XEN,
A g

2. MASE
LATERSEFIRGIE T EOEKSEFRBOAHESE,

SHER WhiE

Action =

Version =

Region =

Memberld S

3. mHSE

SHEWR

Autolnclude
Excludelnstancelds
Instancelds
NetAttackAlarmStatus
NetAttackEnable
Scope

Requestld

4. EiRMY

°

FEEFNULL

iy

|

iy

e
Uint64
String

String

Uint64
Uint64
Uint64

String

PUMMMFIH T O S3SIEERAEIRNT , BtERIF ARG,

FHIRAD
InternalError
MissingParameter
ResourceNotFound
InvalidParameter

OperationDenied

WS : BRmEmEX

S (CWP)
TENHBHGIRDAHLIERSE,
Sl R
String NHBE , KEOBE : DescribeNetAttackSetting
String NESE, ABEOEYE © 2018-02-28
String AHSBH , NEOAFEEBISEH,
Array of String ERAKSHIRRID
i)
FEETENES 0 78S 188
BEISHEBREN
BigEA
0 FBEEHHEONMGLIE | IINEEESHEASKE | 3FNEEEHHEOARES
0 KAL) , 1FFEMILEIR TS
1 £EBEMMRENL , 0 InstanceldsFlIZEEH,
E—iEK ID , BRBERERIRE. B FERAZRIBERAT Requestld,
)%
25446 T8 #5911



O BASTCE iz (CWP)

RS HhA

InvalidParameterValue

BaiR BRI

WS : BRmEmEX 28447 TW H591]

\|



O BASTCE

1. gOER

EOEKES © cwp.api3.finance.cloud.tencent.com,

B EXIBAR B RHIE
BOAEOISRIRRRS : 200R/%0,
FEOSEFRAYE : 2022-05-20 15:13:13,

BRI S S R,

2. NS

IFERSHGIRMGIH T ZOBERSEHEO NHEH  RBAHSHGIRDATERSL,

SHER Wik FEFFNULL
Action =2 5
Version = a
Region 2 &=
By & &
Filters & 5
Limit = a
Offset 2 &
Order & &

3. mHESE

SHER ESid]

List ProtectDirlnfo
TotalCount Uint64
Requestld String

4. $EiRMY

PUMMMFIH T 3O SSEEERAEIRN , BtERDF NAHEIRG.

fRIRIG

InternalError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
InvalidParameterlllegalRequest
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

ESid 7%
String NHSE, AEOEYE : DescribeProtectDirlist
String AHSE, AEORE : 2018-02-28
String RHBH, FEOAFTEEBLSH.
String HF=ER
Array of AssetFilters DirName R FR<br>DirPath [ukFsH B Rttt
Uint64 DI HAL005
Uint64 (2 ss
String asc : FtfF/desc : &R
R
PR ERIIRER
B

W—EKID , EXERERE., EJENEERZXRIBERAT Requestld,

U]

FNZzE (CWP)

%448 T

\|

£591m



O BASTCE

EAbhIF B RKERARSS 25

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
EARF B RKERIRSEEFIRER
AR ISRITERIR S : 200%/70,

O A : 2022-05-20 15:13:13,

OB E NN,
A s
2. MASE
LATBERSEHFIRRFIE TEOIERSEFEBD NS, TBAHSE
SHEWR Wi FEEFNULL ESidl
Action — & String
Version 2 B String
Region 2 B String
By & & String
Filters 5 & Array of Filter
Id = ) String
Limit 2 S Uint64
Offset 2 £ Uint64
Order 5 &= String
A s
3. mHSE
BB ESit)
List ProtectDirRelatedServer
ProtectServerCount Uint64
TotalCount Uint64
Requestld String
H >
4. %EIBEEE_'I

UM T O SIBIERXAEIRID , BEERSIEN A IR
R
InternalError
MissingParameter

InvalidParameter

WRFRE - BRmERMEX

U=}

FHZE (CWP)

HS8 , AEOBYE : 2018-02-28

>

N

AHSH , FEOFFEREBLSH.
HrE

1238244 ProtectStatus

IE—ID

DI HAL005%
RE

AR

MuEREXIR S 2RISR
EFERREE

H—EK ID , ®XERERE, ETREATEERIEZRIERE Requestld,

%449 M

\|

£591m



O BASTCE iz (CWP)

FEIRED HhA

InvalidParameterValue

HiERSHRREKERIFE

BRITEFATE: 2024-10-18 10:38:45

WS : BRmEmEX 28450 TW #591m)

\|



O BASTCE

1. gOER

EOEKES © cwp.api3.finance.cloud.tencent.com,
ERRSXREERIFS

BUMZECERINEIRE) © 200%/%,

B E#RAETE) : 2022-05-20 15:13:13,

BRI S S R,

2. NS

LINBERSEG IR IE TEOBRSEHRO AL, REAHSEGIRNAHERSE
SHER WhIE FEEFNULL &Sit) ik
Action = & String AHEE, AEOEYE : DescribeServerRelatedDirlnfo
Version 2 = String NHESE, AEOBYE : 2018-02-28
Region 2 = String AHBY , AEORFEEBMSH,
Id 2 = Uint64 E—ID
3. EHSE
SHER ESidl ik
Hostlp String RS ERIP
HostName String RSS2 ER
ProtectDirNum Uint64 fhiREREE
ProtectFileNum Uint64 PRS2
ProtectLinkNum Uint64 PRk E
ProtectTamperNum Uint64 PHEMEE
Requestld String W—iEK ID , §RERESRE. EUEEREREIZRIERE Requestld,

4. (EIRES

PUTMRFIH T 1A SSIZIERXA0ERN , EthERIFE AR,

U=}

FEIRED filk

InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

%451 ™

\|
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O BASTCE

ENENSEMYIR

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

ERENEMIE
BRAEOISRIRERRS] : 200R/%0,
O A : 2022-05-20 15:13:13,

EOBRIOEE NEN,

2. NS

FNZzE (CWP)

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHER % RFFNULL 3B

Action — 5 String

Version 2 = String

Region 2 B String

By & & String

. Array of

Filters a & Asse};FiIters

Limit S S Uint64

Offset = a Uint64

Order & a Uint64
3. iS4

SHEIR ESidl

List ProtectEventLists

TotalCount Uint64

Requestld String

4. EIRMY

TS, AEOBYE : 2018-02-28

I

HEH  FROLFEEGBLSHL.

>

HEFEA R : CreateTime & RestoreTime , ZkiAJCreateTime

I <br> <li>IpOrAlias - String - 2&WIE : & - Elipakal&fFiE</li> <br> <li>EventType - String - 2
BEWAE : B - R </li> <br> <li>EventStatus - String - 27&WE : & - BRIRES</li>

REEE  BOAA10 , &AEHN100.
fRIEE , BAZ0,
HFF , OB&RF , 17t BAIA90

U
PR HTIRER
BE

E—EK ID , SREREPIRE. EIERNFERMIZRIERAT Requestld,

PUMRFH T 1RO SSIZIERRA0ERND | EthERISFE AT IR,

FHIRED

InternalError
InvalidParameter.MissingParameter
MissingParameter
InvalidParameter

InvalidParameterValue

WRFRE - BRmERMEX

%5452 71 H591m

\|



O BASTCE

EEM TR E S

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

ROERES

EENIEHESTSES

BOAZOERIERIRS : 200R/70.

$EOSEHATE : 2022-05-20 15:12:33,

PUMMRFIE T O SSIBIRXAEIRN , EERISIE N A IR

EIRG

InternalError

WS : BRmEmEX

1~ —‘—
d, |:|lu\

cwp.api3.finance.cloud.tencent.com,

PP 0 SRFFS 1 BFF S 2 /&

HEH, AEORE

N

AHSH , FEOFFEREBLSH.

2%, NMEOHYE : DescribeWebPageGeneralize

W—iER ID , ®REREBLIRE. ENDRHREERAEZXIER Requestld,

OIS E X EN,
A s
2. NS
LATBERSEHFIRRFIE TEOIERSEFEBD NS, TBAHSE
SHER WAL FEFFNULL ESid)
Action — & String
Version = = String
Region £ " String
A s
3. MBS
SHER ESig) R
ProtectDirNum Uint64 RIS S
ProtectFileNum Uint64 BRI
ProtectHostNum Uint64 BRI
ProtectMonitor Uint64
ProtectToday Uint64 4 BPPE
TamperFileNum Uint64 B
TamperNum Uint64 R
Requestld String
H
HIxND

FNZzE (CWP)

%453 ™

H#591m



O BASTCE

BRI E KBRS

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,

MRS - E RS ER
BOAROIERIERIRS : 200R/8).

$EOSEHATE : 2022-05-20 15:13:13,

OIS ER,
A s
2. NS
LIMERSHGIRIIE T ROBRSHFRO NS,
SHER Whisk FEFFNULL
Action = &
Version 2 =
Region 2 =
A sp
3. B
SHER ESidl
FileTamperNum ProtectStat
ProtectFileType ProtectStat
Requestld String

4. FEIRMY

PUMNFIH T O S3SEERAHEIRS | RSl

R

InternalError

WS : BRmEmEX

XHERER
PP RER

IR,

28, ANEOEYE : DescribeWebPageProtectStat

24, AMEOBYE : 2018-02-28

D\

RHEBH, FEOFFTEERLSH.

KE—EK D , BRIERESRE, ETENFEEHZRIERA Requestld,

FHZE (CWP)

%454
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O BASTCE

EiEMuhERIRSER

BRITEFHATE: 2024-10-18 10:38:45

1. gOEA

OB
MR - SR TP E SRS s E B RIS 2R
BOAROIERIERIRS : 200R/8).

FEOSEERAYE) : 2022-05-20 15:13:13,

cwp.api3.finance.cloud.tencent.com,

FNZzE (CWP)

24, A#EOBYE : DescribeWebPageServicelnfo
REBE, ANEOEYE : 2018-02-28

RHEBH, FEOFFTEERLSH.

OIS ER,
A g
2. MABE
TMBERSHGIRGIE T ROBERSHIRD AHSH , TBRAHSHIIRDATLERSEH,
BEERR Wit FFNULL el
Action = & String
Version 2 B String
Region 2 S String
A e
3. S
SHER ESidl

AllAuthorizedMachines ProtectMachinelnfo

BuyNum Uint64

ExpireAuthorizedMachines ProtectMachine

ExpireNum Uint64
ExpiredNum Uint64
ProtectDirNum Uint64
ResidueNum Uint64
Status Bool

UsedNum Uint64
Requestld String

4. $HIRMY

PUTMRFIH TR O SSIBIERERA0EIRIG | BRI A

IR,

RS

InternalError

WRFRE - BRmERMEX

fik
IR ER
EERE
IREEIERRRHRRER
IfrRIEAEE
EISHBRAEL
FiR B R
RIRIEIEL
ERCWRS : true-2 |, false-&
[SIEQSEEELES

E—ER ID , ®RIERERE., EDRIHERAEZXIERA Requestld,
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O BASTCE

SHMEIEEH

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

EOiERES ;. cwp.apil.finance.cloud.tencent.com,
yunapi response

EONEZOIBRIREIRS]  200%/7D,

EOEFRATE : 0001-01-01 00:00:00,

BOBEIOS S L,

2. MANSH
TSRS EFIETBIL T EOBREENES AHEH , REARSEFIENAEREH,

SHEWR s RFENULL KA Tk
e

FNZzE (CWP)

S - EHlipEkBIATHiE</li> <br><li>FilePath - String - &%

TWHE & - BRI

Action = & String  AHESE, AEOEYE : ExportAttackEvents
Version 2 & String Q35 , AEOEYE : 2018-02-28
Region 2 ) String  AHSE , MEOLFBERISEH,
By = & String  HEFF{E CreateTime
Array iiESE, <br><li>IpOrAlias - String -
Filters = = of H 5 E’z{érﬁ</ll><br> <I|>V|rusName Strmg BEWE : & - fdfsE</li> <br> <I|>CreateBeg|nT|me -
Filters String - ERWIE : & - BIZEAEFEE-FFHAATE </li> <br> <li>CreateEndTime - String -
@.ggﬁag@qlb <br><li>Status - String - &R 1 & - KL </li>
Order & e String  HEF A= , ASC, DESC
3. WS
SHER ESicl E)a
Taskld String {FBIDFEEREN" BE S TS "ExportTaskssREXDownload Url &bk
Requestld String W—iEXK ID , XEKRESIRE]., ERAEEREZRIEKA Requestld,
4. $HIRRG

PUTMMRFH T O SSIBIERKA0ERN , BEtERIFE A TEIR,
FHIRED

InternalError

MissingParameter

ResourceNotFound

InvalidParameter

OperationDenied

InvalidParameterValue

WRFRE - BRmERMEX

B

65456 T H591m



O BASTCE

SHMBERE

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

BOEKES
SHRELEAT
EONZOIERITERIRA : 200R/7D.

FEOEEATE : 2022-05-20 15:13:34,

RO E &N,

2. NS

IUFERSHGIRGIH T HOBERSEED 25t

SEER Wik AEFNULL
Action =2 &
Version 2 =
Region 2 a
Filters = =
Quuid ES 5
Uuid S a
A g
3. S
SHER ESidl
DownloadUrl String
TaskId String
Requestld String
H >
4. FEIRIB

PUMRFH T 1RO SSIBIERRA0ERIS | BRI A

FHIRAD

InternalError
MissingParameter
ResourceNotFound
FailedOperation.Export

InvalidParameter

WS : BRmEmEX

s
String
String
String
Array

of
Filters

String

String

cwp.api3.finance.cloud.tencent.com,

HEH |, TBAHSHPIRN SRS,

B

N

"
NFHBE , AMEOBYE : ExportAttackLogs

~HSE, AEOBYE : 2018-02-28

\

AHSH , FEOFFEREBLSH.

TiEsE, <br><li>HttpMethod - String - EB%4E : &
- BEME : A& - HESeR(FERE3NBREE) , i&E—1A["2019-11-17",
<li>VulType - String 2R - BHWE: B </li> <br> <li>Srclp - String EHRIP -

<li>Dstlp - String Iz B#FIP - E""Miﬁ &</li><br><li>SrcPort - String Iiﬁ,}ﬁiﬁ‘ﬁl]
<li>DstPort - String Itk BiRg0 - EFME: F</li>
=EHHNEEID
FiZRLEFiRKD
R
EEF

SHESSID ml@idExportTasksiETE;

H—EK ID , ®REKRESIRE], EfIT@EAHEEREIZRIEKAT Requestld,

FHZE (CWP)

- WR A (POST|GET) </li> <br> <li>DateRange - String
"2019 12-17"]1</li> <br>

BHE: B</li><br>
BEENE: B</li><br>

%5457 71 #591m



O BASTCE iz (CWP)

FEIRED A

InvalidParameterValue

SHGIFERYIER

BRITEFATE: 2024-10-18 10:38:45

WS : BRmEmEX 28458 TW #591m|
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O BASTCE 122 (CWP)

1. gOER

EOEKES © cwp.api3.finance.cloud.tencent.com,
SR EKIRE R

BUMZECERINEIRE) © 200%/%,

FEOSEHATE : 2022-05-20 15:13:13,

BRI S S R,

2. NS

IFERSHGIRNGIH T EZOBERSEHSO NHESH , RBAHSHGIRDAERSH,

SHER Wi FEFFNULL ESit iR
Action 2 & String AHSE, KNEOBYE : ExportProtectDirlist
Version 2 & String AHSE, AEOEYE : 2018-02-28
Region 2 B String AHBY , AEORFEERI S,
By = = String HiFFER
Filters S S Array of AssetFilters DirName mJukZFR <br>DirPath RukEAHR B Rttt
Order &5 &5 String asc : FF/desc : (&%
3. B
SHBR ESis) Tk
TaskId String {E531ID
Requestld String W—iEK ID , XEKRESIRE], EEEEREIZXIEKA Requestld,

4. EIRIS
UG T O SSBIERRAERID , EfthSERIGIF N2 HEIRD,
HIRED g
InternalError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
InvalidParameterlllegalRequest
InvalidParameter

InvalidParameterValue

WS : BRmEmEX 5459 I
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O BASTCE 122 (CWP)

SHENEHFIER

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
SHENEMTIZE

BOMZCERINEIRE) © 200%/%0,

BEOSEHATE : 2022-05-20 15:13:13,

BOBEIOS S L,

2. NS

IIFERSHGIRGIH T ZROBERSERDO HEH | RBAHSHGIRDATERS,

SEER ik SVFNULL KB it
Action = = String NHBE, KEOBYE : ExportWebPageEventList
Version = a String NHEHSE, AEOBYE : 2018-02-28
Region B B String AHBY , MEORFEEBLSE,
By & = String HEFEA T, : CreateTime 8f RestoreTime , BkiAJ9CreateTime
Filters = = Array <?f idiggA<br> <Ii>IpOrAI4ias - Strin.g -EENE S - i¢nip§EEU%ﬁji</li> <br> <Ii>|?ventType - String - 2
AssetFilters — ZUAE : & - BB </li> <br> <li>EventStatus - String - B2EWIE : & - BRRES</li>
Order a a Uint64 Hrpal, OFR , 17t , BUAJ0
3. S
SHER ESic] )
Taskld String {F55id "B ExportTasksiZEOTE;
Requestld String H—EK ID , ®RIEKRESIRE]., D@ EEREZRIEKA Requestld,

4. RS
PUBUE T O SSIBIEERRERED |, EfERIGIF N A 5EIRD,
FRIRMG Tk
InternalError
InvalidParameter.MissingParameter
MissingParameter
InvalidParameter

InvalidParameterValue

WIS : B emEX 65460 1 H591m
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O BASTCE

IERMEIRFIRE

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
yunapi response

EONZOIBRIREIRS] : 200%/7D,

#EOSEFRAE : 0001-01-01 00:00:00,

EOBRIOEE NEN,

2. NS

IUTFERSHGIRMGIH T ROBERSEO HSE

FNZzE (CWP)

SHEIR Wik FRUFNULL ESid) 1290
Action =2 & String AH2E , AEOBYE : ModifyNetAttackSetting
Version = = String NHBE, AEORE : 2018-02-28
Region £ & String AHBY , MEORFTBEELSE,
Autolnclude 3 & Uint64 EEFEmHES 0 788 188
Excludelnstancelds & = Array of String BiSEHEBRAYEMN
Instancelds a & Array of String BHi%EH
Memberld &= = Array of String ERAKSHIRLRI
NetAttackAlarmStatus 2 S Uint64 0 FGELEHINFNE | IS ELEHEAEE | ST EEEHEINZRE
NetAttackEnable & Uint64 0 XAMLITHIEN , 1FFEMEI TN
Scope 5 = Uint64 1 2EBIEAARENL , 0 QuuidsHIZFRER
A s
3. FitHSE
SEER il A
Requestld String W—iEK ID , BREKESIRE]., EBMAEERHZRIEKA Requestld,
ﬁ\
4. FEIxREB
PAMBIE T 5O S B IERXAEIRD , EfbiERISEFEN A SR,

FRIRED
InternalError
MissingParameter
ResourceNotFound
InvalidParameter

OperationDenied

WS : BRmEmEX

%461 T H591m
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O BASTCE iz (CWP)

RS HhA

InvalidParameterValue

BlIEZEMuEGIH E R

BILEFATE: 2024-10-18 10:38:45

WS : BRmEmEX 28462 TW #H591W

\|



O BASTCE

1. gOER

EOEKES © cwp.api3.finance.cloud.tencent.com,

S/ BRI B R
BUAZCIERIEIRS) : 200R/7D.

B E#AAETE) : 2022-05-20 15:12:33,

BRI S S R,

2. NS

IUFERSHGIRNGIH T HZOBERSEEO RHESE

SHER Whisk
Action =z
Version 2
Region 2
HostConfig =
ProtectDirAddr =
ProtectDirName =
ProtectFileType =

3. mHSE

SHEIR ESidl
Requestld String
H >0
4. 55IRE5

PUTMRFIH T 3O S5B IR RAEIRD |

iEll?E
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat
MissingParameter
InvalidParameterlllegalRequest
FailedOperation.AgentOffline
FailedOperation.APIServerFail
FailedOperation.LicenseExceeded
InvalidParameter

OperationDenied

WS : BRmEmEX

FEFENULL
=

=

iy

iy

7|

iy

fik

E—ER ID

HithiEHRADFR

ioES

=N

String
String
String
Array of ProtectHostConfig
String
String

String

NSRS,

FNZzE (CWP)

)0
NHSE, AEOEYE : ModifyWebPageProtectDir

HE% , AMZOBYE @ 2018-02-28

>

HBH , FREOTFREBUSH.

=

FriressIzRER
M4 B Rtk
RuATHR B REHR
FoiFsZ iR S5 E

KEBRIRE. EIARRRRERMZRIEKA Requestld,

%463 T
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IR A
InvalidParameterValue
FailedOperation

FailedOperation.ProtectStartFail

IR IFIRE

WS : BRmEmEX 28464 TW H591W

\|



O BRSTCE
BIASEAATE: 2024-10-18 10:38:45

1. g

EOiEKkER . cwp.api3.finance.cloud.tencent.com,
[EE At aea =

BOAREOERIMEIRS) : 200R/%5,

EOSESAATE : 2022-05-20 15:13:13,

EOBEINSE R,

2. NS

IFERSEGIRNGIH T HZOBERSESO N1, RBEAHSHGIRDAERSH.

SHER Wik FEEFNULL ESid) ik
Action 2 & String AHSE, AEORYE : ModifyWebPageProtectSetting
Version Tz & String RHEHSH, FEOBYE : 2018-02-28
Region 2 & String AHSH, AEORFTEERNSEH,
Id 2 & String FeEXIMfprotect_path
ModifyType 2 B Uint64 TEIRERIREL BREMR 2 PR
Value =2 & String BRE
3. BItHEE
SHER ESid) R
Requestld String H—FXK ID , ®RIEKESIRE]., BN EERHIZRIEKRAY Requestld,

4. TEIRAY

PUTMMRFIH T 1O SSIBIERXA0ERND | EthERIFE AR,

U=}

fRIRMG

InternalError
InvalidParameter.ParsingError
InvalidParameterInvalidFormat
MissingParameter
InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX

FNZzE (CWP)

%5465
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O BASTCE 4z (CWP)
RIUERATFIREF K
RIS FATE): 2024-10-18 10:38:45
sz R
1. #ZOfA
BBk © cwp.api3.finance.cloud.tencent.com,
RS EMIIR B
EONEOIBRIMRRE] : 200R/%5,
ZEOEHHAE - 2022-05-20 15:13:13,
OB E NN,
A s
2. MASE
UTBERSHGIRRFIE TEOIERSEFED NS, TEAHSEGIRD A HLERSE
SHEWR Wi FEEFNULL ESid] i)
Action =2 &5 String NH2% , KZOBYE : ModifyWebPageProtectSwitch
Version E B String AHBE, AEORYE : 2018-02-28
Region 2 & String NHBH , AEORFTEERLSEL
Ids — & Array of String EEEREFFRRIMLG B AK1005%
Status & & Uint64 1 FFf= 0 %4 SwitchType 73 1 | 2 &43E;
SwitchType = B Uint64 FFREE 1 D3PFEX 2 BanikEFX 3 BIRDHIFER
A g
3. tHEE
SHER ESicl i)
Requestld String HE—iEK ID , BRIEKRESIRE, EfARR R R HZRIERE Requestld,
j:t\
. BRI
ARG T O 5B ERAERED , BRI AR,
RS it
InternalError
InvalidParameter.InvalidFormat
MissingParameter
ResourceNotFound
FailedOperation.AgentOffline
FailedOperation.APIServerFail
FailedOperation.LicenseExceeded
InvalidParameter
LimitExceeded
RS - B e EX 55466 TW H591m



O BASTCE iz (CWP)

FEIRED Hik
OperationDenied

FailedOperation

UREN

WS : BRmEmEX 28467 TW #H591W
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O BASTCE

BaselineltemDetect

Bt

AN T™203|F : DescribeBaselineltemDetectList

2R Wil
DetectResult =z
DetectStatus =
FirstTime L
FixMethod —
HostCount =
ItemDesc =
ItemId 2
ItemName —
LastTime =z
Level =
NotPassedHostCount =
PassedHostCount —
Ruleld =
RuleName =
VulEventList
IRRESFIRISR
#WEIT™#EO3|F « DescribeEventList
B Witk FEYFNULL
AliasName — &
Descript = &=
Hostlp = &
Id = a
IfProfession 2 =
LastTime = =
Level = a
Name = a
PublishTime 2 =
Quuid 2 &
Status =3 a
Uuid = a
Vulld = &

WS : BRmEmEX

s
String
String
String
Uint64
Bool
String
Uint64
String
String
String
Uint64
String

Uint64

FAFNULL ESidl fiik
2 String MR JsonZ 1T ER
B Int64 0: KB 17288 3:8id 548N+
2 String ERISIRTE]
2 String BE75E
2 Int64 FMRRSSEREN
2 String TR
2 Int64 d
2 String TREFR
=2 String =it
=2 Int64 limez4d
g2 Int64 RIBLAIBRSSEREL
=2 Int64 IBITAIARSS RREL
=2 Int64 FRrIEID
=2 String FriEfamy
A
EMBIE
IR
Hostlp
iR Fid
REATWHREF
SENETE

WEER LK 2.9 318 4487
IRRETR
IR EERT (A

F#Hlquuid

FNZzE (CWP)

EHRE0: SRR 1208 3:.E8E SHailllF , =HSRALIEO, 1,3, 5IufiRE

Uuid

imiaid

%5468 T
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O BASTCE

BaselineCategory

BEEMNEIEI5 3

AN TEOS| A : DescribeBaselineRuleCategoryList

2R
Categoryld
CategoryName

ParentCategoryld

WebHookRuleSummary

AR ANEE

WA T35 - DescribeWebHookRules

2R Wi
CreateTime =
HookAddr &
HostCount &
HostLabels ES
IsDisabled =
Ruleld S
Ruleltems &
RuleName ES
RuleRemark =
UpdateTime &

BaselineDownload

BHSHAERTH

FEFNULL

=

o o

iy

oy o

iy

AN TEO5| A : DescribeBaselineDownloadList

B
DownloadUrl
EndTime
StartTime
Status

Taskld

TaskName

TagMachine

IRERXIRSS2RER

WS : BRmEmEX

FEFFNULL ESit)
= Int64
& String
& Int64

s

String

String

Int64

Array of WebHookHostLabel

Int64

Int64

Array of WebHookEventKv

String
String
String

FE¥FNULL

=

=

=@

(==}

=

=

=

=

=

=

(==}

FNZzE (CWP)

fiik
2ld
DEEBIR

ROEIDINFHONZERSE

ik

BRI

M Atk

2R (E]

FHEE
REERILEA|0:ER]
AId

EL e S

MNEFR

BEER

Ean

fEk

Tt

SERREYTE

FrHARE
RE0:KRFTRL 1:58hK
£51d

EBEIR

55469 1 H591m

\|



O BASTCE 122 (CWP)

#HaNT#O31A : DescribeTagMachines

E= Wik FEFFNULL RE ik
Id = & String ID
Machinelp 2 FS String FHAMIP
MachineName 2 & String FHEZFR
MachineRegion 2 S String FHNX
MachineType = = String EMKIHRE
MachineWanlp 2 FS String EHIMNAIP
Quuid 2 & String FAHID
Tag
IREER

AN TEO5|F : DescribeRansomDefenseMachineList, DescribeRansomDefenseStrategyMachines, DescribeTags

E= Wi FFFNULL ESit) 00
Count 2 B Uint64 BRSSEREN
Id 2 A Uint64 IREID
Name 2 & String I

VulFixStatusHostInfo

EERRESFE SaENENRRESIRE
AN~ 2O3|F : DescribeVulFixStatus

BFR Wik RPFNULL kB HnA
FailReason 2 2 String 1EERMRE
Hostlp = FS String FHlip
HostName 2 & String FHEFR
ModifyTime & & String 1EERTE
Quuid 2 & String FHEIquuid
Status = = Uint64 J?iﬂgog%;]ﬁé‘%;ﬁ ; I-BTRES (1BEH) 2-580k (A30) ; 3-EERM (K1 ) 4-HREREIELM SEUEERM
AgentVul
FNRRER
e T#EO51A : DescribeAgentVuls
R W% REFNULL 358 A
Description P S String TR,
Id 2 & Uint64 JBIREID,
LastScanTime 2 & Datetime  REFIERTE.
WRIFRA : Bl emEX 5470 T1 #5911



O BASTCE

BFR AT
Machinelp 2
Vulld =
VulLevel 2
VulName =
VulStatus 2
BashEventsinfo
EEmIEIEFERE

AN T#EO3|F : DescribeBashEventsinfo

B

BashCmd
CreateTime
DetectBy

Exe
HarmDescribe
Hostlp

Id
MachineName
MachineStatus
MachineWanlp
ModifyTime
Pid

Platform
PsTree

Quuid

References

RegexBashCmd
RuleCategory
Ruleld
RuleLevel
RuleName
Status

SuggestScheme

Tags

fim fim il I WD KD KD HD WD HMD KD KD HD DN RD RO

HD WD OHWD WD WD HD KD

Hm

FEFNULL

a

o

H

iy

iy

FEEFNULL

=
=

=
=)

=
=

=
E=

A

iy

iy

il

il

]

iy

fim

iy

i

]

o o

iy

i

fim

WS : BRmEmEX

HE
2

String

Uint64

String

String

String

ESid)
String
String
Int64
String
String
String
Uint64
String
String
String
String
String

Uint64

String

String

Array of
String

String
Uint64
Uint64
Uint64
String
Uint64
String

Array of
String

fiR
FEHUP,

imiRHSID,

FHZE (CWP)

RBESR, <li>HIGH : Bfg</li><li>MIDDLE : #fg</li><li>LOW : {&f&</li><li>NOTICE : &=

</li>
BIAEFR,

IRIEIRES. <li>UN_OPERATED : #54bF </li> <li>FIXED : Ef&8& </li>

5

=

&

TERY

RERTE

HEMSEIR 0:bash B 1:3CAT ISR
HIZERR

R

FHNANIP

#UEID

E1E=

FAHELARZ OFFLINE ONLINE
FENIMIip

hEEATIE]

#HiEs

HER json pid:iHTRId |, exeSUHHEZIR |, account:HIEFTEREAF cmdline:iT6< |, ssh_service:

SSHERSSip, ssh_soure:BERiR

FEHID

SEER

ERESnAESv "

MNZEH 0=ZFGHM , 1=FAFHN
FMNID,EFoRTEMN EMMPFRAEITTESEH
MVELR : 1-5 2-7h 3K

MNZFR

SMEIRE : 0 = FRNE 1= BRME 2 = BB, 3= ER

BINTR

e
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O BASTCE

FER Wik AVENULL 258U fEk
User =2 2 String ERER
Uuid 2 & String =i=ID

BashRule

BiEmSHN

#aNT#EEOS|FA : DescribeBashRules
R A5y FEFFNULL &S]
CreateTime = S String
DealOldEvents P = Uint64
Decription = String
Hostip 2 S String
Id 2 5 Uint64
IsGlobal = & Uint64
Level 2 FS Uinte4
ModifyTime =2 & String
Name 2 = String
Operator 2 & String
Rule 2 & String
Status = & Uint64
Uuid = S String
Uuids 2 = Array of String
White 2 = Uint64

AlarmSettingstType

RIEBIKSNEERER

WA OIS -
B ik FEEFNULL
AlarmSettings = a
Type = &

Baselineltem

B=EAN

AN TEOS|A : DescribeBaselineltemList
BIR WAL FEFFNULL ESid)
CanBeFixed & P Int64

WS : BRmEmEX

FNZzE (CWP)

R

BUEERTIE

ETNEZ RIS 0: FLER 1R
R

EMIP

AMID

EaLFR
BIERO : % 1 B 2418 3: )
1E3TATIE)

HIMEFR

BIEA

IERZRIA

W& (0: BRL L T30

EFHID

RS 2EAuuidER

0=2Z® 1=HEZH

s

oF &
T

%3
Ik

AlarmSettings

String

O
I
b
i

1%

ERTLIES
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O BASTCE

E= AT
Categoryld B
DetectResultDesc B
DetectStatus &
FirstTime =
FixMethod &
Hostld B
Hostlp &
HostName =
ItemDesc )
Itemld a
ItemName &
LastTime =
Level &
MachineExtralnfo =
RuleName &
Uuid =
Wanlp &
BanWhiteListDetail

B E BRI  BaTH=ENER
WA T™#EO3|F : DescribeBanWhiteList

B
CreateTime

Id

IsGlobal
Machinelp
MachineName
ModifyTime
Quuid

Remark

Srclp

Uuid

ReverseShell

ZB#Shel l#1E

FEFNULL

iyl

il

Ho

Ho

il

Ho

i

o

iy

Ho

el

Do

el

A0 WD RD RD RO

Ho

AN TEO5| A : DescribeReverseShellEvents

WS : BRmEmEX

%

i

Int64
String
Int64
String
String
String
String
String
String
Int64
String
String
Int64
MachineExtralnfo
String
String

String

FEFFNULL

iy

iy

O B o B B o

iy

fik
M2

EEESR A

RS - 0 K@, 1: 2%, 3: &

SR HIETE)
(E3=paprs
FEHID
FEHIP

FHE
Tntid

Inld

AR
BRI E)
ERER
EHNEFIMER
PRI
FHZLuuid

HMRIIP

ESid]
Datetime
String
Bool
String
String
Datetime
String
String
String

String

FNZzE (CWP)

g, 5

A
fellfEd=EAszkn )
B&EID
BEREEALR
HEsIP
HERZHR
1R EATE)
HERAJUUID
S
PEHTRIRIP

FHZLERFIIUVUID

%473 T H591m
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O BASTCE

BR

CmdLine
CreateTime
DetectBy

Dstlp

DstPort

FullPath

Hostip

Id
MachineExtralnfo
MachineName
ParentProcGroup
ParentProcName
ParentProcPath
ParentProcUser
ProcTree
ProcessName
Quuid

Status
UserGroup
UserName

Uuid

iy

iy

i N

iy

o

iy

iy

i

iy

i

iy

FEEFNULL

A

o

iy

|

|

B I HO

iyl

o

iyl

iyl

il

VulFixStatusSnapshotInfo

HERRIRER

AN EO35|F : DescribeVulFixStatus

B

FailReason
Hostlp
HostName

Id

ModifyTime
Quuid
Snapshotld
SnapshotName

Status

WD WD WD WD KD WD KD D

fim

WS : BRmEmEX

FEFNULL
=

=
=

A0 RD DY HAD DY HD

iy

FHZE (CWP)

ESidl ik

String BB
String FEAERTIE)
Uint64 Ypes
String B#RIP
Uint64 Binima
String HIZERR
String FEHARIP
Uint64 ID 5§
MachineExtralnfo FNEFYMER
String FMNE

String RHFEFAFAE
String RER
String RHTERRER
String RHFEFAR
String HFER
String HEEZ

String FEHUD
Uint64 SHBRES : 0-FAIE 2-B& 5 3-TME 4-CR%
String HITRFE
String HATRR
String Z=EUUID
et A

String TREBEIEEKMURE

String Flip

String FHER

Uint64 ICRME—id

String RABCIEATE)

String cvm id

String TREGId

String TREBEZFR

Uint64 REBIRZS O-#IIR RS 1-TRERCIREATY ; 2-IRABEIEANG ;
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IgnoreBaselineRule

RIEHIELANTYSE

#HANTEOS A : DescribelgnoreBaselineRule

IR WA
EffectHostCount =
Fix 2
ModifyTime =
Ruleld —
RuleName =

Vuls

IRy

AT EOSIA -
BR A FEEFNULL
Id 2 &
ImpactHostCount = a
LastScanTime = &
VulLevel p=3 a
VulName = a

MalwareRiskOverview

NHEFRRLER

#WANT™EEO3|A : DescribeMalwareRiskOverview

E D%vis
FileCount =
HostCount =
IsFirstScan 2
ProcessCount =
ScanTime =

ProtectStat

PR ERESIT

BN TEOS| A : DescribeWebPageProtectStat

BR AT
Name =
Num =

WS : BRmEmEX

FNZzE (CWP)

FeEFNULL KA R
=2 Uint64 BAmENER
2 String EEEEN
2 String EHAIE
2 Uint64 BEamsid
2 String EHEOMUIEFR
St ik
Uint64 imEID
Uint64 SR EEE
Datetime SEAEEE
String BRRESHHIGH : ZEMIDDLE : thfgLOW : {KENOTICE : 7R
String BRER
FAEFNULL ESidl iR
= Int64 TR
= Int64 FMENEL
=& Bool BERERHE false:F|true: ]
& Int64 FEHEH
= String EiHEE
FEYFNULL ESidl ik
= String BFR
= Uint64 =

5475 1 H591m
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BaselineRule

e=S2 5l

FNZzE (CWP)

#ANT#EO5 A : DescribeBaselineRulelgnorelList, DescribeBaselineRuleList, ModifyBaselineRule

E=E WA
AssetType a
Categoryld a
HostCount &
Hostlds &
Hostlps &
Items a
RuleDesc &
Ruleld S
RuleName =
RuleType )
WeeklyReportMalware
T EHRASEYE.

#HaNT#EO51/A : DescribeWeeklyReportMalwares

B
FilePath
FindTime
Machinelp

Md5

Status

=

=

=
=

HD KD

i

FOEFNULL

iy

iy

o

iy

iy

ScreenNameValue

5%

[0:FrE T AhRIEARAR|1:hostID| 2:ip]
M52

FEHEL

FHIdEES

FEHUP

IERIRIDT IR

AR

FLId
MNETR AR ERBIL 12855
FNZEE [0:RF|1:EEN]

HBIRSIRE. <li>UN_OPERATED : k&b </li> <li>SEGREGATED : 2fg&E </li><li>TRUSTED : 2{5(E</li>

FE¥FNULL ESig
2 Int64
& Int64
& Int64
2 Array of String
2 Array of String
& Array of [tem
& String
= Int64
& String
& Int64
ESidl Tk
String AREHEER,
Datetime AR AIIATEL
String EHUP,
String AEHMD5E,
String

[ZRLNE)] KEATMEIEName Value £3E

<li>SEPARATING : fg&dh</li><li>RECOVERING : k& </li>

AT : DescribeScreenEventsCnt, DescribeScreenGeneralStat, DescribeScreenRiskAssetsTop

& it
Name =
Value 2
CanNotSeparatelnfo
FAREADAHEEES

#HaNT#EO51A - DescribeCanNotSeparateMachine

B

WS : BRmEmEX

Ay

FFFNULL ESit)

& String

= Uint64
FEFFNULL ESis)

fiik
FEiTE AREONNARNAS
FitHE
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FER Wik FEFFNULL RE ik
Alias 2 S String FMNZ
Privatelp 2 & String ARip
Publiclp = B String HMNRip
Quuid 2 S String F#Hlquuid
Reason 2 & Uint64 FREAMIRER lagentELk
Uuid =2 = String FHluuid
RansomDefenseEvent
R E L
AT O5 | : DescribeRansomDefenseEventsList
=i Wi FEFFNULL ESidl TR
BaitFilePath 2 B String WEBCUHER R
CreateTime = B String SRR E
FileMd5 2 &= String TESUHmdS
FilePath 3 & String EENHERR
FileSize 2 & Uint64 TR
Hostlp 2 B String EMHMip
HostName 2 = String FHEFR
Id 2 5 Uint64 =14id
Instanceld = B String cvm 3Lf5lid
ModifyTime 2 B String EHEMSEG
Pid 2 & Uint64 TEtiEd
PidParam 2 & String EEHESE
ProcessStartTime 2 Fi String HEERIAT A
PsTree 2 a String HFERT base64 json
Quuid 2 &5 String cvm uuid
SnapshotNum 2 ey Uint64 FHABRBEDE
Status = = Uint64 EHRS OFFANEE |, 1BAME | 2BE , 3G, AERESED
Strategyld b3 B Uint64 %HHgid
StrategyName =2 & String FIRZFR
Type = B Uint64 BRE  ONNEHER  IXNHEN
Uuid P! S String F#Hluuid
Wanlp = B String EMAMIip
SecurityEventInfo
REHEMFITTIER

WS : BRmEmEX 28477 TW H591]

\|



O BASTCE

#HaNTHEO3| A : DescribeSecurityEventsCnt

=1 Wit
EventCnt =2
UuidCnt 2

InsertProtectPathInfo

FENRE-FIE R

HAITEOSIA -
B Wik FEYFNULL
Fail 2 =
Offline = <
Success £ 2

BaselinePassword

B

BAITEOSIA -
2R Wi
Password =
Username =

ImageVirus

BRRERERSER

wINTEOSIA -
= Wi
Category =3
Desc 2
Path =
RiskLevel 2
Tags =3
VirusName =

BaselineDetail

HE¥S
AN T#EO3|F : DescribeBaselineDetail

B

Description

WS : BRmEmEX

FEYFNULL e

& Uint64

& Uint64
ESid]

Array of ConfigUUIDInfo
Array of ConfigUUIDInfo

Array of ConfigUUIDInfo

FBEFNULL

iy

FFENULL

iy

iy

i I

iy

FEEFNULL

=
=

FHZE (CWP)

ik
REEME
ZRMHRREL
s
KA BRIDFIUVUID
ESLAIBIF BRIDFIVUID

M Rz R EhEIRGHR B RIDFOVUID

ESid] R

String 215

String AFRE
eSS R
String SE
String )
String B’z
Uint64 R
String o
String REER
eSS R
String HE&HHA
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2R

Level

Name
PackageName

Parentld

RuleInfo

A

#HaN #0031/ : DescribeLogIndex

BR AT

FullText 2

KeyValue —

Tag 2
BroadcastInfo
TEFBIREFE

i =

i

FEFNULL

=
[=]
=

iy
(=)

N T#EO5|F : DescribeSecurityBroadcastinfo

B Wik
Content 2
CreateTime =
GotoType =
Id =]
Subtitle 2
Title 2
Type =
TaskStatus
ESISIR

FEEFNULL

AN TEOS| A : DescribeScanTaskStatus

BIR Wik
Fail 2
Ok P
Scanning 2
Stop =
Valuelnfo

FEFNULL

|

iyl

el

WS : BRmEmEX

ESi
String
String
Uint64
Uint64
String
String

Uint64

il

String
String
String

String

FEFFNULL &3]

= Uint64

= String

=z String

2 Uint64
ESid)

fik

FullTextInfo
KeyValuelnfo

KeyValuelnfo

RAnATE

BREEAIE © O=ABKEE | 1=HER , 2=RRAMH , 3-ReEL

X EE—Id

Elian=

XEEF

KA 0=FuBA , 1=T08EEHT , 2=1TWERE | 3=hRAKT

=S

R (BERIES)

A (BaWET)

Ay (RREARR 3B, SFIRRAME. ERREL )

FHlZe (CWP)
b}
BEEFHR
B
packagesd
Rid
1%
EXERSINEXRE
BERSIREXEE
TTFRES|IERE
479 T1 #591:
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5 |Hvalueltin
#WaN O3S : DescribeLogIndex

FHZE (CWP)

HZHR Wik FEFFNULL RE Tk
ContainZH = = Bool EREaHX
SqlFlag 2 = Bool FEREBFEDFIIRE
Tokenizer 2 & String FERNDIER
Type 2 &= String FERSEAY
BruteAttack
BDWRSZR
AN 4031/ : DescribeBruteAttacks
B W% FRFNULL KR i35
BanStatus 2 & String FRMFIRS.
City 2 & Uint64 1ASID,
Count =z = Uint64 SHBRRIREL,
Country 2 S Uint64 EZxRID,
CreateTime 2 & Datetime = &4EAtiA],
Id = = Uint64 S=4ID,
IsProVersion 2 = Bool EETR,
Machinelp 2 S String P,
MachineName £ & String FHER.
Province 2 & Uinte4 H5ID,
Quuid =} & String H18gUUID
Srclp 2 5 String SRIRIP,
TERRSR{IRTS <li> BRUTEATTACK_FAIL_ACCOUNT : NS LM EEHKE) </li>
Status 2 A String <li>BRUTEATTACK_FAIL_NOACCOUNT : EHFRZE- LM (IERFE) </li>
<li>BRUTEATTACK_SUCCESS : SIBES- I </li>
UserName = & String FAF&TR.
Uuid 2 & String “REFIRE—FRRUUID,
BashEventNew
B EUE)

#4203 | : DescribeBashEventsNew

B ik FEFFNULL el R
BashCmd S & String E7aki
CreateTime B B String

DetectBy a - Uint64

Exe 8 — String

WS : BRmEmEX

=
JAp

REERTIE

FHEZHR

0: bashH7& 1: SCATISIR(BER)
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E= Wik
Hostlp B
Id a
MachineExtralnfo B
MachineName a5
MachineType B
ModifyTime a
Pid =
Platform =
Quuid B
RegexBashCmd B
RuleCategory =
Ruleld =
RuleLevel a
RuleName =
Status a
User =
Uuid a

MalwareWhiteListAffectEvent

ABAEZEZMEMHER

U TIEOS| A : DescribeMalwareWhiteListAffectList

B
CreateTime
FilePath
Hostlp

Id

Md5

Account

KEFIREEEIE.
#HaN #0031/ : DescribeAccounts

2R Wik
AccountCreateTime =3
Groups =
Id =

o

LastLoginTime

WS : BRmEmEX

FEEFNULL

WD HWnD HD oY HnD O

o

WD  HD

iyl

o

il

Wi

Al HD HD AD

i

FEEFNULL

i

iy

FNZzE (CWP)

QMEBIRES : 0 = RRLEE 1= MR, 2 = EfIR, 3 = B2

RE Tk
String FHARIP
Uint64 HUREID
MachineExtralnfo HESFUMER
String FAE
Int64 0:3Z18 1. ZVhR 2:FERRRR
String QbIERTIE]
String #Higid
Uint64 ez
String FHUD
String B ENFRIAT
Uint64 MR 0=FFHN , 1=FFMN
Uint64 AID
Uint64 MNELR : 1-/3 2-4 3%
String MNEZFR
Uint64
String HATRFPE
String =REID
FEFENULL il
= String
& String
& String
&5 Uint64
& String
ESit] Ei:a
Datetime S EUEERTIE,
String KSETBE.
Uint64 E—ID,
Datetime Kk SREERAIE,

ik
FRINAIE)
SRR
Fip

HE—ID,

FMmAImdS
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E= Wik FEFFNULL E3it) ik
Machinelp = = String EMAIMIP,
MachineName <) = String FHER.
Privilege 2 5 String S8, <li>ORDINARY : Zi@EME</li><li>SUPPER : B EERKS </li>
Username 2 a String KEA,
Uuid 2 = String RIEEFiRE—Uuid

SecurityTrend

REBBFRITEIRE,

#0458 : DescribeEventTrend, DescribeSecurityTrends
R WhiE FEHFNULL St Ak
Date = & Date H{4AdA.
EventNum P S Uint64 SHHE.

FileTamperRuleDetail

LS SRS

#HaNT#EO51/A : DescribeFileTamperEventRulelnfo, DescribeFileTamperRulelnfo

EZIR Wik FEFNULL ESidl fiEk
CreateTime 2 & String BUEERTIE)
Id = a Uint64 MMid
IsGlobal = a Uint64 ERERMNEIAR) 0. &  1: 2
Level 2 & Uint64 REEER0: &, LdfE, 29E, 3:&E
ModifyTime 2 & String EFRAdE)
Name 2 2 String HNZFR
Rule 2 B Array of FileTamperRule Fimy
Status = S Uint64 K& 0: BF 1 BXiF
UuidTotalCount e & Uint64 AENEE
Uuids = = Array of String AEXEN U ZFRREEN B SEAEFIRERISE
AssetLoadSummary
BIRGAH
#HanT#EO5|/A : DescribeAssetLoadInfo
HBR Wik FRVENULL 83U ik
Counts =3 B Array of Uint64 REBEE | HORB 1 [0%EFREE , 0% ~20% , 20% ~50% , 50% ~ 80% , 80% ~ 100%]
Top5 2 2 Array of AssetLoadDetail fhETop5

WIS : B emEX 55482 T H591m
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CKafkaTopicInfo

Ckafkaz=RRE R

AT EOS|A : DescribeLogDeliveryKafkaOptions

BFR WA
TopicID 2
TopicName =

BaselineFix

BEmBEsE

WA TEO5| /A : DescribeBaselineFixList

EIR Wik
CreateTime a
FixTime a
Hostlp &
Id B
ItemName a
MachineExtralnfo a
ModifyTime a

BaselineHost

BEENER

7t

il

oy

iyl

il

FBEFNULL Bl
= String
&= String
FFNULL it

String

String

String

Int64

String

MachineExtralnfo

String

#HaNT#O51/A : DescribeBaselineHostIgnoreList, DescribelgnoreHostAndItemConfig

EZIR W5
Hostld a
Hostlp &
HostName a
HostTag a
MachineExtralnfo a
Wanlp a

MonthInspectionReport

THRIRSS-BIaRE

#HenT#EO51/A : DescribeMonthInspectionReport

R WA
ModifyTime 2
ReportName —

WS : BRmEmEX

FEVFNULL ESid)

ES String

= String

< String

= String

P MachineExtralnfo

= String
FFNULL Bl
& String
& String

FNZzE (CWP)

i34
EDRIG AT E]
(EZ=linEl

FHlp
BT RID
1ESIRERR
FNEFYMER

AR

T30

F#Id
RIRIp
FHER
FEHRES
FHEYMER
SMIp

iR
KiaiRE B

KtaR SRR
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R Wik

ReportPath =3
AssetJarBaselnfo
AFEEjarEbE

FEEFNULL

a
[=)

#ANTEOS | : DescribeAssetlarList, DescribeAssetWebFramelarList

B Wik

FirstTime & a
Id B =
IsNew = a
MachineExtralnfo B =
Machinelp B &
MachineName & =
MachineWanlp B B
Md5 a =)
Name S a
Oslnfo B =
Path B =
Quuid a a
Status B a
Type B a
UpdateTime B =
Uuid a =)
Version B a

TagInfo

ENFIFREREORMEHEHostListATagList iR

WA 422 |FB : DescribeHostList

B Wi
Tagld =
TagName =
HostTaglnfo
FNSENREER

WA T~#EO3|F : DescribeHostInfo

E= WAlsE FEFNULL

WS : BRmEmEX

FEFNULL

S
String
String
Int64

MachineExtralnfo

String
String
String
String
String
String
String
String
Uint64
Int64
String
String

String

FEFNULL

=
=

il

FNZzE (CWP)

S ik

String KAGHR S bt
i)
BERREERTE)
Jar&ID

EEIE0A(1E]

FnfER

PRSSEEIP

RS BEER

BRS5=EIMIP

JarzMd5

B

BERE

B

FEHNQuuid

EETHUT : 0FKH , 12, 28

KA INFER , 2ER5HKE |, 3WebRSETE , 8:H b,

YRS ATE)

F#luuid

R
ESidl T
String F#Tagld
String FHlTagName
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FNZzE (CWP)

BtPRRZA BASIC_VERSION £fhitihiz, PRO_VERSION E)lkf Flagship FEARkR

E= Wk FEFFNULL RE Tk
AliasName S = String FNZ
CloudTags FS 2 Array of Tags SIREER
Hostlp = =3 String FHNAMIp
InstancelD & = String FHlinstance ID
KernelVersion & = String RIZhRAS
MachineStatus & g String FEHFELARZ ONLINE , OFFLINE
MachineWanlp & 2 String FNAMip
ProtectType = = String
Quuid a 2 String FHQuuid
TaglList =& 2 Array of String FHIRESEEE
Uuid & 2 String FHluuid
VulNum = 2 Int64 BREL
CKafkaRoutelnfo
CKafkalfig{s8
AN TEOS| 8 : DescribeLogDeliveryKafkaOptions
R Wik FEFNULL ESid)
AccessType = = Int64
Domain — E String
DomainPort 2 = Uint64
RouteID = = Int64
Vip = B String
VipType = & Int64
VulFixStatusInfo
BEERBIESFE
WA TEO3|A : DescribeVulFixStatus
HZR Wi FEFFNULL ESidl
FailCnt = = Uint64
FixSuccessCnt P o Uinte4
HostList 2 2 Array of VulFixStatusHostInfo
Progress = = Uint64
Vulld = = Uint64
VulName 2 2 String
AttackSourceEvent

WS : BRmEmEX

%
i Z 0
BEEID
REilip
FElipHny

1%
imRIEERMEN LS
1EERINA0EE

iR R ENESIRE
IBRIESEHE 1-100 ;
iwimid

IREETR
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WS
AN T4EO31A : DescribeAttackSourceEvents

E=T Wik FPENULL k3 A
[>&ER] HSR VirusName, 3443 FileName, S4EE{R FilePath, 3Z{$A/ FileSize, 3X4MD5 MD5,
EREIIRT A CreateTime, HiAiGMIAdEILatestScanTime, fBEHiA HarmDescribe, {85&iX
SuggestScheme [BEEZF] KRIP Srclp, KiEitE Location, BEFRMAFE UserName, ZERATE]
LoginTime [Z53###] SEIP Srclp, &iEb City,Country . 1Y Protocol, féiﬁﬁ}'—“'%UserName |
Content =3 & String Port, Z=id/x%L Count, EXRIZTEATIE) CreateTime, FRIEKERTE ModifyTime [[EEERK] TBEEKEZ

Url, ###EProcessName . MD5 ProcessMd5, PID Pid, iE3RE AccessCount, BRiFiEKATE MergeTime,
fBEEIA HarmDescribe, {85&iXSuggestScheme [BE@m<] HHINIZ RuleName, #IMIZEF]
RuleCategory, @< HZA BashCmd, #UERE DetectBy, ZRFF User, PID Pid, A&4:RdiE) CreateTime |
B E A HarmDescribe, {&5#iYSuggestScheme

CreatedTime £ = String N

EventType = = Uinte4 SR . 0. XMHER, 1 RESR, 2 BERRE, 3 BREK, 4 5@
Id = & Uint64  Sf#id

Level 2 a Uinted SR EHHE—SR0 3R, 1 {E 2 $f& 3 5 4 : &

Levelzh 2 A String FERPNRTFR

Uuid 2 S String FHluuid

Malwarelnfo

TEHFE

AN TEOS| A : DescribeMalwarelnfo

BR Wik FEUFNULL KR fik

Breadth 2 String NS E // ERRR

CheckPlatform B 2 String AREHEUTFAE, S8 1=8RK5]8, 2TAV, 3binaryAi. 488TH. SEIMER
CreateTime = & String ERAIATE

FileCreateTime P B String BERIE TRTE

FileModifierTime = = String EE—/Riz{THTE)

FileName & & String AGETR

FilePath ES B String Sk

FileSize 5 = Int64 AR

HarmDescribe & & String EEfR

Heat & 2 String EERE // ERR

Hostlp = = String PRSSEEIP

Id = = Uint64 ME—ID

LatestScanTime = FS String ERTIIERT A

Level = = Uinte4 RBEER O, UR. 270, 3:. 47&E
MD5 = 5 String {EMD5

MachineExtralnfo & 2 MachineExtralnfo MIInER

MachineStatus = 2 String FHNAELIRZ OFFLINE ONLINE
MachineWanlp & 2 String Mip

WRFRE - BRmERMEX 28486 T #5917
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ZFR Wik FRFNULL
ModifyTime = =
ProcessID = =
ProcessName & =
PsTree & =
Reference &= a
ServersName S a
Status B =
StrFileAccessTime = =
SuggestScheme & &
Tags & =
Uuid B =
VirusName = &=
DefendAttackLog
MBI EHE

#WaIT#EO3| A « DescribeAttackLogs

2R
CreatedAt
Dstlp

DstPort
HttpCgi
HttpContent
HttpMethod
HttpParam

Id
MachineExtralnfo
Machinelp
MachineName
Srclp

SrcPort

Uuid

VulType

MaliciousRequest

WS : BRmEmEX

ESil) Tk
String BIEAT A
String HFEID
String HIEETR
String ssh_service: SSHERSip, ssh_soure:EFiR
String SEGkEE
String PRSSREEHR
Uint64 R 415002 |, 5-Bf5E, 6-ERE
String §==alandal S1[: =)
String =AY
Array of String RS
String F#uuid
String REER
W35 FREFNULL ESit
& a String
5 = String
& & Uint64
& & String
& & String
& &= String
& & String
= & Uint64
= <3 MachineExtralnfo
= N String
& & String
& & String
= = Uint64
& & String
& & String

FNZzE (CWP)

BHER json pid:#Eid , exeSUEER |, account#HEFBAEMAR cmdlineiiTms |

ik
WA
Bi#RIP
BiximO
Wk
WERE
UGy
WESH
HEID
FNEIMEE
BIRRSSERIP
BtRiRSS 2R
FKiRIP
SeilRimE
EFiRID

|51 =Si
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WATTHEO3|F : DescribeMaliciousRequests

2R Wik FRVENULL 2R3
CmdLine =3 & String
Count L & Uint64
CreateTime — & Datetime
Description = & String
Domain 2 & String
Id = & Uint64
Machinelp 2 & String
MachineName 2 S String
MergeTime =3 & Datetime
Pid = = Uint64
ProcessMd5 — & String
ProcessName = & String
Reference = & String
Status 2 & String
Uuid =3 & String

City

HER

HAITEOSIA -
2R Wi
Cityld Z
Provinceld =

NetAttackTopInfo

#HanT#EO51 /A : DescribeAttackTop
=1 Wik FEYFNULL
Agent a5 P
DstPort S =
Srclp B 2
vul B =

HostRiskLevelCount

FEHRBEITEL
AN TEOS| A : DescribeBaselineHostRiskTop

WS : BRmEmEX

RIASE),

TRk A,

TRE

ERIES.

BRI

D,

EHAKMIP,

EE.

ICRGFAIEL

#HFEPID,

HFEMDS5(E,

HEE.

SEiL,

BRI,

</li>

RREEFIRUUID,

FEFNULL

Py

=
[=]

s
Array of TopInfo
Array of TopInfo
Array of TopInfo

Array of TopInfo

FNZzE (CWP)

<li>UN_OPERATED : 4 </li> <li>TRUSTED : BfgfE</li><li>UN_TRUSTED : EEGEEE

RE R
String ErId
String &ipld

ik

MBI ENERE topSeit £z
MR I S B i L 4 topFeiH 2R
MBI EipRREE top LT R
MBI ERmRAERE top St 2R
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=L Wi
HighCount =
Hostld 2
HostName =
LowCount =z
MediumCount =3
SeriousCount =3

BanWhiteList

PEETER S A

#HANTFEOS A : CreateBanWhiteList, ModifyBanWhiteList

R Wil FFFNULL
CreateTime & &
Id =&
IsGlobal = =
ModifyTime & =
Quuids S =
Remark & a
Srclp B a
Uuid B =z

LoginWhitelLists

RiEROER

#WINT#EO3|FA : DescribeLoginWhiteList
HZR Wik FEFFNULL
CreateTime = &5
EndTime = =
Hostlp = a
Id = =
IsGlobal = =
MachineName o =
ModifyTime P! 5
Places = =
Srclp = =
StartTime = =
UserName 2 a
Uuid 2 &

WS : BRmEmEX

FHlZe (CWP)
FEEFNULL ESidl ik
& Int64 )
= String FEHUD
2 String EHNA
& Int64 REE
& Int64 e
= Int64 FEENMY
ESid) i)
Datetime eliESEEsn 1N
String B&&ID,
Bool BEREG2R
Datetime &= ERRTE)
Array of String BERENRSIR
String BERFIE.
String PEMTSRIRIP,
String SEAIE0IREN
ESic) %
Datetime el SRRtk
String ZEERATIA)
String H=§IP
Uint64 iERID
Bool EEAZEAN
String HEeE
Datetime &%= ERTE)
Array of Place SEEhien
String BE&IP ( ZMPESIEFT )
String HEHARYTE)
String AZEREF (Z1BFPESEA)
String ~REFIKID
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FileProtectAutoRecoverinfo

FiZRe- IR ESIREFX

BAITEOSIA -

BFR
Fail
Offline

Success

WD HD

Ho

CreateVulFixTaskQuuids

SIS ESMquuids

#ANTEOS A © CreateVulFix

BFR WA
Quuids 2
Vulld =

FEEFNULL

Py

=
=}

VulEffectHostList

IBREsEENSIZR

#WHENT™EOS|A : DescribeVulEffectHostList

2R

AliasName
CloudTags
Description
Eventld
FirstDiscoveryTime
FixStatusMsg
Hostlp

HostVersion

InstanceState

IsSupportAutoFix

LastTime

Level
MachineExtralnfo
PublicIpAddresses

Quuid

|

iy

iy

iy

iy

i

i

iy

FEFNULL
=
=

=]
E=

WD WD KD AHD

il

il

Jalil

WO WD HD  HD

el

WS : BRmEmEX

FREFNULL
b=
2

=
=

ESit
Array of String

Uint64

et

String

Array of Tags
String
Uint64
String

String

String

Uint64

String

Uint64

String

Uint64
MachineExtralnfo
String

String

FNZzE (CWP)

ESid) i)

Array of Uint64 KA ERID
Array of Uint64 BEAFHIRERID
Array of Uint64 AR DIAIRAR B RID

)
FEEERBIEN , FEENLAE IR NEREZFHEERE.

iRimid

fk

EMNBIE

SIFEER

WiEA

H1tid

BERRIATE

KRR

FHHostlp

IRAER  0-Efibhi 1-BAlhR 2-5EMAR 3-ERhR

SCAIARS : "PENDING" -8l "LAUNCH_FAILED"-8lE5M "RUNNING"-iz175h
"STOPPED"-3%H/l, "STARTING"-Z7=F#H1e "STOPPING"-Z7=*#1+ "REBOOTING"-EfEH
"SHUTDOWN -7 S L4488 "TERMINATING"-ZR 88

EREEMEES 0 REATEMES , 1 JBMNEE , 2 BFREEE , 3 THNAEEM
WRRBEFMES , 4 NBARIT , 5: 1884 ,6: BE, 7:®ilH 9EEXNK, 1022
g 11mRRSZRHinux Az R Windows 12 : iERRFWindows A3z #Flinux , 1318EXME
IR ENERSL , 14EESRMUELRENAZENMN , 15:EFES

RETEE

BEER : &R ; 2-48 ; 3-BE ; 4-T&

ENEFIMEE

HRip

FHQuuid
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2R Wik RFFNULL kB 1%
Status A =2 Uint64 W& ¢ 0: AR 120 3:BEE Sitalld 6254 7 BIRTF 8{EEKM
Tags = = Array of String FHRE
Uuid & 2 String FHUuid
VullnfoHostInfo
HEESRRE XSS
#ANT™EO3 | A : DescribeCanFixVulMachine
2R Wik FRPFNULL  3R8Y b}
Hostlp = = String FMip
HostName =2 = String FH=
Instanceld 2 2 String FAHlInstanceld
0 REAEMES , 1: AIEmEE , 2 BFRESEL, 3 ENAREMRREFMES , 4 2R
IsSupportAutoFix &2 2 Uinte4  #iF , 5: 188+ , 6: BIES, 7 : 1, 985X, 10:828 , 1 LRRERSHS inuxAsziFWindows,
12 : ERRZIEWindows A 3ziElinux
Quuid 2 2 String FHlquuid
Array
Tags = = of EHRE
String
Uuid = =3 String Ftluuid
WeeklyReportVul
Bl ERREEE.
#a0™EEO5 | : DescribeWeeklyReportVuls
BIR Wik SBFNULL KB R
Description 2 = String TRETEAR,
LastScanTime 2 S Datetime  &RE1IHEATE.
Machinelp 2 & String EHAKIP,
VulName 2 = String RRETR.
VulStatus 2 £ String FMARS. <li> UN_OPERATED : #5438 </li> <li> SCANING : 13 </li> <li> FIXED : BI85 </li>
VulType 2 = String iEZEEL, <li> WEB : WebifiE</li> <li> SYSTEM :REeBAHmiA</li> <li> BASELINE : Z&EZ</li>
VulDefenceEvent
REFAER
#AN™EO3| A : DescribeVulDefenceEvent
2R Wik FFFNULL RE Tk
Alias B S String FNZ
City & & String WG R pithdE P

WS : BRmEmEX
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FNZzE (CWP)

5%

BHRERE

BIESEHATE)

cvelRS

0: =X E(WeDetect) LZ=IHIRE M (WeDetect) 2:raspBifiIzE{s-
0 FLHHES | 1 XHHES

imRSEFd

ENEMER

EETEHRTA)

Hip

NI

F#lquuid

WEiRip

WEiFwmH

R 0: 5401 1ERSH 2:E4ME 3: B2 4: Billkg

0 Elkhiz, 1 BEATAR, 2 LHEREAR ({XBRLHEER ) .3 CVMETEIR ({PRCVMIER )
FHluuid

imEID

PENEEE

MEAEEA, <|i>CREATE : FrgtkE </li> <li>MODIFY : F£RIEMIKE </li> <li>DELETE : FmMiig

R Wik FEFFNULL RE
Count ) = Int64
CreateTime = &= String
Cveld a & String
EventType B = Uint64
FixType = = Int64
Id & 5 Int64
MachineExtralnfo &5 2 MachineExtralnfo
MergeTime B String
Privatelp = = String
Publiclp B S String
Quuid & &5 String
Sourcelp a5 & String
SourcePort = = Array of Uint64
Status ) = Int64
UpgradeType S S Int64
Uuid a8 S String
Vulld S S Uint64
VulName B S String
HistoryAccount
I SEEHSEHIE.
#ANTEOS A : DescribeHistoryAccounts
R Wik FREENULL K8 Ei:%
Id 2 - Uint64 ME—ID,
Machinelp 2 & String FEHAKIP,
MachineName = & String FHA.
ModifyTime 2 & Datetime  ZXEERAY(A],
ModifyType = & String B </l
Username I3 = String [ S=E=
Uuid =3 S String

VulDefenceEventDetail

IREFRES

AN TEO5| A : DescribeDefenceEventDetail

B

WS : BRmEmEX

FEFNULL

~EEFIRE—Uuid,

e
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E= Wik FEFNULL &S] ik
Alias B = String FHE
City S S String R pte it A ek
Count & = Int64 FHRERE
CreateTime & & String CIESEHRTIE)
Cveld & S String cvelRS
Description S S String BEREAMER
EventDetail = & String TRRIDIERRYEHFE(json arrayt&Dt, raspfFa)
EventType = & Uint64 0: ZifIE (WeDetect) 12 IR (WeDetect) 2:raspBhHiEs{4
ExceptionPstree S S String FHRPEEEHIEN (jsont&z WeDetectd5H)
Fix & & String [E3=FE30
Id & & Int64 imRStd
MachineExtralnfo & = MachineExtralnfo FNFIMER
MachineStatus & S String ONLINE OFFLINE
MainClass & = String KEAHTZERZ
MergeTime &= = String IR HATE
NetworkPayload = & String ipayload
Pid B = Int64 KEKiHEpid
Privatelp B = String ARip
PublicIp S & String 2Kip
Quuid & & String FHlquuid
Sourcelp = & String EiRip
SourcePort B = Array of Uint64 Gl
StackTrace &5 & String RSB (raspfFa)
Status 5 B Int64 W7 0: AL 1ERH 2:24ME 3: ERE 4: EMBR
VulName S & String IRRAER
VulHostInfo
EHNFIRIE
WRIT™#EO3|F : DescribeHostList
B Wi FEEFNULL ESid) fik
AliasName 2 2 String FNE
Hostlp P! Ll String EHUP
IfProfessional = =3 Bool EAETWREN
Quuid 2 2 String FH1Quuid
TaglList 2 2 Array of TagInfo FHREBNTaglEE
Uuid =3 =3 String F#Uuid
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VulHostTopInfo

PRS5 2N BS top SLfR

#U0T™EOS| « DescribeVulHostTop

&R Wit
HostName =3
Quuid 2
Score 2
VulLevellList 2

BashEventsInfoNew

e EIREB)

FEIEFNULL

=
E

=]
=

Hm

o

AN T4EO3| A : DescribeBashEventsinfoNew

FBR Wik AFFNULL
BashCmd = &
CreateTime = &
DetectBy 2 =z
Exe = =
HarmDescribe = 2
Hostlp = B
Id = A
MachineName = &
MachineStatus = =3
MachineType 2 =
MachineWanlp — —
ModifyTime 2 <
Pid = =
Platform = )
PsTree 2 =
Quuid — ES
References = =
RegexBashCmd £ b=
RuleCategory 2 =
Ruleld = B
RuleLevel — ES
RuleName = =
Status = =

WS : BRmEmEX

%

e

String
String
Int64
String
String
String
Uint64
String
String
Int64
String
String
String

Uint64

String

String

Array of
String

String
Uint64
Uint64
Uint64
String

Uint64

s
String
String
Uint64

Array of VulLevelCountInfo

fihk

B

TR

REERTE

IR 0:bashH7 1:SCATHSE
BHIZERR

)

FEHAMIP

#HEID

FEMNZ

EHFELIRZS OFFLINE ONLINE
0:E1E 1 EVhR 2:1EATRR
FENIMIip

B )

BHES

Faxm

FNZzE (CWP)

5%
FE
FH1Quuid
topifs

mRERSHERITIIZE

HHER json pid:HTRId |, exerSHHHEZIR |, account:HIEFTEREMAF cmdline:lfT6< |, ssh_service:

SSHERSSip, ssh_soure:BERiR

FEAHUD

SEER

ERESnAES "

MNZEH 0=ZFRGHN , 1=FAFHN

FMNID,EFoRTRENN EHMMPFRAEITTESEH

MNELR : 1-5 2- 3-8

MNZFR

QIR ¢ 0 = F50EE 1= BRE, 2 = BiNE , 3= EXN
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B Wi

SuggestScheme 2

Tags =

User =

Uuid 1
Screenlnvasion
KENEE S

FEFENULL
2

=
E=

fim

iy

Fize (CWP)
ESid] A
String fEINGRES
Array of e
String s
String ERAP
String =$EID

AN~ 203|F3 : DescribeScreenHostInvasion

E=H Wik FIFNULL
Content =3 &

CreatedTime 2
EventType =3
Id =3
Level —
LevelZh 2
Uuid =
EventStat

RENZEEHRIHER

7|

I

iy

ESidl fibk

RN json, BMEMAR , [SMFESR] s VirusName, X4 FileName, SZHHBRZ FilePath, 32ft
K/ FileSize, XEMD5 MD5, BERAIIATE CreateTime, FiFi&MIATE]LatestScanTime, BEHEA
HarmDescribe, &£ SuggestScheme [FEZER] KIRIP Srclp. Rt Location, EREFE
UserName, ZE A48 LoginTime [Z5#38%##] SKIRIP Srclp. &R City,Country, 1Y Protocol, BEREF&
UserName . [0 Port, Z5#RE Count. ERIZTEETE CreateTime, SIFKERT A ModifyTime [FE&EiBK]
EEIEKIFE Url, ##EProcessName . MD5 ProcessMd5, PID Pid. i&3Kx# AccessCount, HifiEsKkATIE]
MergeTime, fEEi#A HarmDescribe, &5 SuggestScheme [B2@m<] amNIE RuleName, #IMZE
3l RuleCategory, #<HZ BashCmd, HUERIR DetectBy, EFRFF User, PID Pid, /&%Hd/E CreateTime
. fEEH#5A HarmDescribe, 1857 SuggestScheme [ZAHEN] =AAF UserName, RHFE
ParentProcName . Ri#FERF/EAF ParentProcGroup, &IRRTE CreateTime, fEEiA HarmDescribe, {88
#iUSuggestScheme [3ishell] iEESHFE ProcessName, H1#785$CmdLine, RiHfEParentProcName, H
FREHDstlp, BFRHODstPort, &IATE CreateTime, fBESiA HarmDescribe, &5 SuggestScheme

String

String NERTE

EHER 0 XMHER, 1 BREER, 2 BEE, 3 BEIEK, 4 BEhS, 5 AEN, 6 k5#
shell

Uint64
Uint64 E4id

Uinted  SHHFE—SRO0 3R, 1 K& 2 $f8 3. 58 4 : &
String FRPER

String F#luuid

#0458 : DescribeSecurityEventStat, DescribeStat

2 WA FEFNULL ESitl A
EventsNum 2 & Uint64 US4
MachineAffectNum = & Uint64 SMATENEL
VullnfoByCveld
RiEcve idEiRBRIER
WA T™#EO3|F : DescribeVulCveldinfo
EIR Wik ARYFENULL 38U R

WS : BRmEmEX
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FNZzE (CWP)

UEpINEISY
EHARMIP
ENMETR
FEHIMRIP
RS
BIERRIER
EINIZ= N
FEHQuuid
sespSi
FEHUWRE
HYEEAIA)
F#lUuid
A

EEEK, LOGIN:Bth&E R, HOST:

2R Wik FVENULL 2R3 1%
Fixswitch 2 = Uint64 ﬁziﬁvﬂ%}% : 0-windows/linuxiIRIZHHES ;1-windows/linux ITIHES ;2-(inux3THHEE;3-(Nwindows3z#
Vulld = = Uinte4  IEilEId
AssetWebFrameBaselnfo
BREEWebR AFIRIES
AN TEOS| A : DescribeAssetWebFramelList
EFR Witk FEFFNULL eSit)
FirstTime &5 S String
IsNew & & Int64
Lang B & String
MachineExtralnfo & 2 MachineExtralnfo
Machinelp = 5 String
MachineName ) & String
MachineWanlp B & String
Name a & String
Oslnfo & 5 String
Projectld B = Uint64
Quuid B & String
ServiceType £ £ String
Tag &= = Array of MachineTag
UpdateTime B = String
Uuid B & String
Version = = String
AttackSourceNode
KRR
AN TEOS| A : DescribeAttackSource
B Wik FBUFNULL 3R iR
EndTime 2 S String ZEERATIE]
Eventld = a Uintéd  HHID , HZARHEFRTIREXIREH
EventType 2 = String ;R;f;?$f;§giﬁ}§§i :%TEIHQQ;I?E:?KE\ BASH:&&a<. RISK_DNS:
Ip 2 & String  THip 4T EAHOSTRY
Level =2 & Uinted R 0:382x,1: KB, 2: 9B, 3: 56, 4: ==&
NodeDesc 2 = String BRI AR
NodeDetail 2 S String REliE=

WS : BRmEmEX
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2R Mk ARYENULL kA fk
Nodeld = S String FmID
StartTime 2 & String FreaRdiE)

TimeLineNum =

iy

Uinted  MALRS , B—MwSHTRETRE— I EL

LicenseOrder

BRITRENSRAE

#HanT#O51A : DescribelmportMachinelnfo, DescribeMachinesSimple

FZR Wik FEFFNULL &3] ik

Licenseld =2 & Uint64 BRID

LicenseType 2 & Uint64 =Y

Resourceld = = String ZRIRID

SourceType 2 S Uint64 TTEAZREY

Status 2 & Uint64 BUTRERRS
Filter

FRRREITIEES , ATRGTIRER. fIILEIRID. B, REF
BFESFilterfit |, FilterBAIXRERIBIES (AND ) XK, BE—FilterfEEZMalues , [E—Filter FValuesiElIXZE B8 (OR ) K&K,

* HZREEE5Filter
* [E— FilterfFfESNalues |, ValuesBEHE RS A BRI,

AN TEO5| A : DescribeAccountStatistics, DescribeAccounts, DescribeAgentVuls, DescribeAssetMachinelList, DescribeAssetPortInfolist,
DescribeAssetProcessinfolist, DescribeAssetSystemPackageList, DescribeAssetUserList, DescribeAssetWebAppList, DescribeAssetWebFrameList,
DescribeAssetWebLocationList, DescribeAttackEvents, DescribeAttackLogs, DescribeAttackTop, DescribeAttackTrends, DescribeBanWhiteList,
DescribeBaselineDetectList, DescribeBaselineDownloadList. DescribeBaselineFixList, DescribeBaselineHostDetectList. DescribeBaselineltemDetectList,
DescribeBaselineltemIgnoreList, DescribeBaselineltemInfo, DescribeBaselineltemList, DescribeBaselinePolicyList, DescribeBaselineRuleDetectList,
DescribeBaselineRulelgnorelList, DescribeBaselineRuleList, DescribeBaselineWeakPasswordList, DescribeBashEvents, DescribeBashEventsNew,
DescribeBashPolicies, DescribeBashRules, DescribeBruteAttackList, DescribeBruteAttacks, DescribeComponentStatistics, DescribeComponents,
DescribeEventList, DescribeEventTrend, DescribeEventlog, DescribeExportMachines, DescribeHistoryAccounts, DescribeHostList, DescribeHostLoginList,
DescribelgnoreHostAndItemConfig, DescribelmpactedHosts, DescribeLicenseBindSchedule, DescribeLoginWhiteCombinedList, DescribeLoginWhiteList,
DescribeLoginWhiteListNew, DescribeMachineDefenseCnt, DescribeMachineRiskCnt, DescribeMachines, DescribeMachinesSimple, DescribeMalWarelList,
DescribeMaliciousRequests, DescribeMalwareWhiteList, DescribeMalwareWhiteListAffectList, DescribeMalwares, DescribeNetAttackWhiteList,
DescribeNonlocalLoginPlaces, DescribeOpenPortStatistics, DescribeOpenPorts, DescribePrivilegeEvents, DescribePrivilegeRules, DescribeProcessStatistics.,
DescribeProcesses, DescribeProtectDirRelatedServer, DescribeReverseShellEvents, DescribeReverseShellRules, DescribeRiskDnsEventList,
DescribeRiskDnsList, DescribeRiskDnsPolicyList, DescribeRiskProcessEvents, DescribeSecurityEventStat, DescribeVulDefenceEvent,
DescribeVulDefencelList. DescribeVulDefencePluginDetail, DescribeVulDefencePluginStatus, DescribeVulEffectHostList, DescribeVulEffectModules,
DescribeVulStorelList, DescribeVuls, DescribeWebHookRules, ExportAssetMachinelList, ExportAssetPortInfoList, ExportAssetProcessInfoList,
ExportAssetSystemPackagelList, ExportAssetUserList, ExportAssetWebApplList, ExportAssetWebFramelList, ExportAssetWebLocationList,
ExportBaselineFixList, ExportBaselineHostDetectList, ExportBaselineltemDetectList, ExportBaselineltemList. ExportBaselineRuleDetectList,
ExportBaselineWeakPasswordList, ExportEventlog. ExportFileTamperRules, ExportlavaMemShellPlugins, ExportlavaMemShells,
ExportNonlocalLoginPlaces, ExportRiskDnsEventList, ExportRiskDnsPolicyList, ExportRiskProcessEvents, ExportVulDefenceEvent, ExportVulDefencelist,
ExportVulDefencePluginEvent, ExportVulEffectHostList. ExportVulList, ModifyBaselinePolicy. ModifyBaselineRule, ModifyBaselineRulelgnore

EFR DA FEFNULL ESid] TG
ExactMatch & & Bool RIS R
Name = Sy String TR ETR,
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E=H WA FBEFNULL
Values — &
VulEffectModulelnfo
ImREREMER
WA T3 : DescribeVulEffectModules
IR WAL FEFNULL
FixCmd 2 a
Name = a
Path — &
Quuids = =
Rule - =
Uuids = B
Version = B
BaselineRiskItem
HEaMItop5
AN TEOS|A : DescribeBaselineltemRiskTop
BIR WAL FBEFNULL
HostCount = =
Itemld = =
ItemName 2 P
Level — &
Item
I

Array of String

ESid

String

String

String

Array of String
String

Array of String

String

#HaNT#O51/A : DescribeBaselineRulelgnorelList, DescribeBaselineRuleList, ModifyBaselineRule

BFR WAYSE
ItemId = a
ItemName = S

AssetDiskPartitionInfo

Br-EEHEIXER

#ANTEOS | : DescribeAssetDiskList, DescribeAssetMachineDetail

E WA FEEFNULL
Name 2 5

WS : BRmEmEX

FEEFNULL

ok

FNZzE (CWP)

fR

—EEZMNTIRE.

Tk

1ESm<

Pl

PR
FIBRYEHquuid
BB
FARIEHuuid

AR

ik
SRR AR EY
Hmmd
MmEF

RpEEER

&
=13
4

Int64 Id

String BR

Py E
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E=TH WAl FFNULL it E)a
Path 2 & String HEHER
Percent — = Float DXERZER
Size = & Uint64 PERAN : BHIG
Type =3 & String AR GREY
Used P & Uint64 EFEE=E : BAIG
VulLevellnfo
IR ERIRER D RRITHERIR
#4035 | : DescribeVulLevelCount
R WA FEVFNULL ESitl Ak
Count — & Uint64 HE
VulLevel = B Uint64 /| BEER : 1486 ; 2-4fE ; 3-Bf8 | 4-E
EmergencyResponselnfo
EXRRS-MAMA(EE
#HanT#EO51/A : DescribeEmergencyResponselList
B D50 FEFNULL &3t G
EndTime 2 = String R55 L5 ERATA]
HostNum —= & Uint64 ENANEL
ReportPath 2 S String o=l =ik
StartTime =2 & String RS FFHRRTIE)
Status " & Uint64 BRSATS OKfEah | MRz |, 2MRI5eR
TaskId 2 S String {£55id
MachineTag
ARS3ESREE(E R

U OS5I : DescribeAssetApplList, DescribeAssetDatabaselist, DescribeAssetMachinelList, DescribeAssetPortInfolist, DescribeAssetProcessInfolist,
DescribeAssetWebApplList, DescribeAssetWebFramelList, DescribeAssetWebLocationList, DescribeAssetWebServicelnfolList, DescribelmportMachinelnfo,
DescribeLoginWhiteHostList, DescribeMachinelList, DescribeMachines, DescribeMachinesSimple, DescribeRansomDefenseMachinelList,

DescribeRansomDefenseStrategyMachines

EFR Wik FEFFNULL ESidl A
Name =2 5 String S5
Rid = = Int64 KEKHRESID
Tagld 2 = Uint64 FREID
PortInfo
WRIFRA : Bl emEX 58499 Tn H591m
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BHRLEIROEEIIER
BII™EOSIA -
2R
ContainerName
ContainerPID
ContainerPort
HostID
HostIP

ListenContainer

ListenHost

ProcessName

PublicIP

PublicPort

RunAs

Type
LoginWhiteDimension
SHERAIHEEEE
AR5 -

B Wit

EndTime a

Locale S

Places =

Remark a

Srclp &

StartTime B

UserName B
AssetAppProcessinfo

R FARERHTR (S

FEEFNULL

o o o I

iy

FEFNULL

o O B o D

'/l

o oy

iy

s
String
String
Array of Place
String
String
String

String

AN TEOS| A : DescribeAssetAppProcessList, DescribeAssetlarinfo, DescribeAssetWebServiceProcessList

2R
Name
Path
StartTime
Status

User

WS : BRmEmEX

MO WD HD

el

FEFNULL

A

=
=

o o

iy

FHlZe (CWP)
ESid) R
String DA
Uint64 AEEAPID
Uint64 S|
String F#id
String Flip
String BN Tk
String BRItk
String BHEE
String XJ5hip
Uint64 FimA
String BETKS
String ESicl
R
ZERAYIE)
Mol ER
A& St
&/E
BEEIP ( SN PIESHET )
FrHaRTIE]
BEE/RF (Z1BrREskEr)
ESit) ik
String BFR
String BE
String EnhAdiA)
String HIERE
String FAF
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B

Version

LogInfo

BESHE

AN #0051/ : SearchLog

E1 1 WA

Content 2

FileName =

Source 2

TimeStamp =
LicenseBindDetail
EREBEIFBER

AN 2033 : DescribelicenseBindList

E= WAL
AgentStatus a
IsSwitchBind &
IsUnBind &
MachineExtralnfo S
Machinelp a
MachineName =
MachineWanlp &
Quuid &
Tags a
Uuid =

ReverseShellRule

EEShellFm)

FEFNULL

o Iy

Ho

o oy

iy

oy

#WHANT™EEO3|A : DescribeReverseShellRules

=4
CreateTime
Destlp
DestPort
Hostip

Id

WS : BRmEmEX

Wi

WD HWD  HD KD

o

FEFNULL

=
[=]

FREFNULL

iy

|

iy

e
String

Bool

Bool
MachineExtralnfo
String

String

String

String

Array of String

String

FEFNULL

iyl

i

il

B

Flze (CWP)
&St i)
String HEERRA
ik

BEABHsonFILFRFER
BESSER
BESSRIRIP

BSAE , FfiZms

*
B FUIAZS, OFFLINE 345, ONLINE 7E4%, UNINSTALL kst

BRG] false RIIFIRY
REIFESD false RAIFESD

FNFMER

HERPAIRIIP

HERAI=

HERARKIP

=hRg5ERUUID

REER

=EEFIKUUID
ESid] ik
String BEATE
String B#RIP
String Birim 0
String EHUP
Uint64 FMID
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2R

IsGlobal
ModifyTime
Operator
ProcessName
Status

Uuid

RiskProcessEvent

SEHESEM

WD WD KD D

Hm

#4038 : DescribeRiskProcessEvents

2R Wik
CheckPlatform 5
CmdLine S
DetectTime a
Eventld a5
FilePath &
HandleStatus B
Hostlp a
HostName a8
MachineExtralnfo &=
OnlineStatus a
Processld &
ReferenceLink &
StartTime &
SuggestSolution B
ThreatDesc S
Uuid S
VirusName =
VirusTags B
Wanlp =
MachineLicenseDetail
MERSPERUER

#WHENT™EEOS|A : DescribeMachineLicenseDetail

B

InquireKey

WS : BRmEmEX

FEEFNULL

Py

o H O

iy

i

]

i

iy

|

iy

iy

o

iy

Ay

Ho

FEFNULL

a

o

iy

|

ESidl

Array of String
String

String

Int64

String

Int64

String

String
MachineExtralnfo
Int64

Int64

String

String

String

String

String

String

Array of String

String

FEFNULL

=
(=)

ESic) 1%

Uint64 ERERA

String 1EHETIE)

String BEA

String HIEETR

Uint64 W& (0: B3 L KR
String EFiRID

5%

ABIEUFE [LZERSIZE[2:TAV|3:binaryAil4:R&174(5
TS

t=alaonU ]}

HHID

SRR

QLIRS [ORFRLIE, 1 BAME, 2B 3R, 3B 4 EIR H; 57288]
EHIP

FHEIR

MR

FHFELATS

BHEID

SEGEE

HREEIRTIA)

BYR

RUBHEA

F#luuid

BEEIR

REnE

HMRIP

ESidl ik
String XXX

FNZzE (CWP)

BUER]

%502 @

\|

£591m



O BASTCE 122 (CWP)

2R Wi FEFNULL ESid) fik

PayMode 2 B Uint64 XX

Quuid 2 = String F#lquuid

Resourceld = & String XXX

SourceType = = Uint64 XXX
AssetUserBaselnfo

REEERSENERE

AN T™EO3|F : DescribeAssetUserlList

BFR Wik FSPENULL K8 ik

FirstTime & & String BERRERTIE]

Gid B & String HEGID

HomePath = = String HomeB%

IsDomain =& & Uint64 EEEKS : 05, 12, 25, 9994 {Xwindows
IsNew & & Int64 EEHIE[0:E|1:2]

IsRoot & & Uint64 EEArootfR : 0-F ; 12, 9994%: {Xlinux
IsSshLogin & & Uint64 EERFsshBER , 12, 08, 9994%, {Rinux

IsSudo P Fi Uint64 E&58sudoffR , 12 , 08, 9994%8, {Xlinux
LastLoginTime FS S String brERRYE

LoginType = = Uint64 iigﬁiuf-zzﬁlﬁi i L-RRirkeyBER  2RAVFERESR | 3-7tiTkeyFIE , 99979
MachineExtralnfo S 2 MachineExtralnfo

FHIER

Machinelp B B String EHRKIP

MachineName & & String FHIEFR

MachineWanlp & & String FEHIMAIP

Name = & String WSZFFR

OsInfo & 5 String BIERFHER

PasswordChangeTime & & String RS IEEAT A

PasswordDueTime 5 & String ZrOid HART(E] (Xlinux
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KA CBPRELRRLRE
HEEHATIE

EahFF

F#luuid

NEREE

ik
FHEAdIE
FIIHARTE)
HESIP
HEREHR
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=1 Wik RPENULL %R
CloudTags 2 2 Array of Tag
DiskInfo 2 2 String
HostVersion = = Uint64
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HostCount = & Uint64
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Name = E String
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PublishTime =3 B String
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E= WAL FEFNULL
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LicenseStatus = =
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Projectld = =
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Taskld = =
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JavaMemShellPluginInfo
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= WAL FEFFNULL ESidl
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Eventld
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E= WAL FEFNULL E3it) ik
Level 2 2 Uint64 SNRBEEEFR
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RuleName 2 2 String B NImE
WeeklyReportBruteAttack
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AttackTime £ a Datetime G rinlzIN
Count 2 = Uint64 ERREL,
Machinelp P! S String EHUP,
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Itemlds 2 2 Array of Int64 ItemIDES
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RuleDesc = & String MR
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RuleName — & String HNZFR
PushTaskResult
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EFR 0%5vid FEFNULL e 1%
TaskType - & String fE55FPE - VUl-eUiRIR , Malware-3U/42&5% |, Baseline-E£610 , AutoBan-EzfIfENT

BaselineBasicInfo

HEEMER

#WHANT™EEO3|A : DescribeBaselineBasicInfo
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AttackSourceEdge
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#WANT™EEOS|A : DescribeAttackSource

BFR Wik FEEFNULL Bl fik
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To p= B String Birte
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#HanT#EO51/A : DescribeAttackTop
BIR Whi FEEFNULL ESit) R
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Process
HREEEUE.
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Proto =
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ServiceType =
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UpdateTime &
User =
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JavaMemShelllnfo
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String FRSSEEquuid

String b=t a3 =)

Uint64

Uint64

String S5 88uUid

FIFNULL

Py

=
(=}

E-Sid] ik
Uint64 ENHE.
String HER,
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#WUN 03| : DescribeProductStatus

2R Wi FEFFNULL ES

ft

R
CanApplyTrial = B Bool ERTLIRERA | truef]LARE

CanNotApplyReason 2

|

String FEAARE , eidAA=

FWUserStatus —

oy

Uint64 BoiFIRRS . 1RBGIF | 2853, 3k 4888

LastTrialTime =

oy

String PR FRgERRE ( AMFDLRCRUAE )

ApiKey
APIEALER
BATFEOSI -

ZR Wi FEFFNULL ESid) ik

fl

CreateTime = & Uint64 iz EGR )

Secretld

iy

String #EAID

Ho

Status

iy

Uint64 REQBR, 32, 4.5HER)

Ho

ScreenEmergentMsg

KERICEZERN
e T#EO51/A : DescribeScreenEmergentMsg
R DA FEEFNULL ESid] kR
Text =2 = String BAARE
Title 2 = String AR /AR

Type 2 & Uint64 BREEER  O=iFiREE

VulTopInfo

ImiEtopSELT LR

#WEITF#EO3|F : DescribeVulTop
B Wik FEVFNULL ESid )%
VulCount 2 b= Uint64 imREE

Vulld = Uint64 immid

il

VulLevel Uint64 BEER : 1KE ; 2-4E ; 3-B ; 4-™&

H
H

VulName String R &

i
i

AgentVuls

ENFERREYIR
HIITEOSIA -

B Wi FEFFNULL St 1t

[

WIS : B emEX 519 T #591m
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2R Wik FEEFNULL
Description =

Hostlp 2 &

Id = &
LastScanTime = =

Vulld = =
VulLevel 2 &
VulName = =

ReverseShellEventInfo

EEShel ERIES

AN T4EO31A : DescribeReverseShellEventInfo

2R Wik FVFNULL
CmdLine = B
CreateTime 2 &
DetectBy 2 a
Dstlp = a
DstPort = a
FullPath = B
HarmDescribe —= 5
Hostlp = a
Id = a
MachineName 2 &
MachineStatus — &
MachineWanlp P =
ModifyTime = a
ParentProcGroup 2 &
ParentProcName — &
ParentProcPath 2 &=
ParentProcUser = a
ProcessName 2 &=
PsTree = =3
Quuid = &
References =2 5
Status = a
SuggestScheme = a

WS : BRmEmEX

%

2

String
String
Uint64
String
Uint64
String
String
String
Uint64
String
String
String
String
String
String
String
String

String

String

String

Array of
String

Uint64

String

FHlZe (CWP)
ESit) %
String IR
String EHUP
Uint64 IRIAID
Datetime SEFERTE
Uint64 ImEREID
String IRREZSR:HIGH : SfEMIDDLE : thfgLOW : {EENOTICE : &R
String IRREETR

A
OIS
FEHERTIE)
pRlpapES
B#RIP
Bixis0
HRERER
R
FEHMAIMIP
ID 5@
EIR=
FHNIELIR OFFLINE ONLINE
EHHMRip

QLERATE)

HHEEI json pid:#HFRid , exerXHE&1R |, accountHIERTEREMAF cmdlinedtfT6< |, ssh_service:

SSHERSZip, ssh_soure:ZRiR

FEHUD

SR

SRR : O-f540E 2-AR 5 3-BLE 4- BRI
=N ES
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B WIE AREFNULL  2RE i)y
= - Array of e
Tags = A String s
UserGroup = B String WTRFE
UserName = FS String WiTRR
Uuid =2 5 String =EUUID
NetAttackEventInfo

AN T#EOS|A : DescribeAttackEventInfo

2R Wk FEFNULL ESid)
AbnormalAction S 2 String
AttackLevel & 2 Uinte4
CVEId & = String
Count & = Uint64
DstPort S = Uint64
HostOpProcessTree a = String
HostOpType - = Uint64
Id & 2 Uint64
Location B 2 String
MachineExtralnfo & 2 MachineExtralnfo
MergeTime & F<3 String
NetPayload & p3 String
PayVersion B 2 Uint64
Quuid & 2 String
SrcIP & — String
Status S = Uint64
SvcPs & 2 String
Type a 2 Uint64
Uuid & — String
VulDefenceStatus & = Uint64
Vulld a 2 Uint64
VulName & 2 String
VulSupportDefense & 2 Uinte4

ScreenDefendAttackLog

KEMEREHEE

#HIFHEEO2|F : DescribeScreenHostInvasion

WS : BRmEmEX

FNZzE (CWP)

9%

SEITA

iR ERE

BRCVERS

WHIREL

Binima

FHIEN, T base64 A

0:FKFETA 1: ree(@<SHUT) 2: dnslog 3: writefile
Hftrid

iRt

FHNEUMER

WHRERTE)

WEEiEL

HEBSTERRRA , 0 ERthR , 1%l , 25EMAR | 3EBIR
cvm uuid

WEiRip

SMBIRTS | 0 5402 1 ELME 2 BIN8 3 B2 4 EMIRR 5: EFEHE
AR$5H7E base64

0: Zifd e LIERD

F#luuid

IREEMAT , 0% , 173

Rimid

e

IRREEEE , O L33%
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BR Wi
CreatedTime =
Dstlp =
DstPort 2
HttpMethod =3
Id 2
Quuid =
Srclp =
SrcPort P
Uuid =
VulType =

ProtectHostConfig

PR ER

FEEFNULL

a

il

iy

|

il

oy

iyl

AN O5 A : CreateProtectServer, ModifyWebPageProtectDir

= Wik
AutoRecovery =z
ProtectSwitch =3
Quuid =

VulDefencePluginStatus

ENRREEEER

#ANTEOS A : DescribeVulDefencePluginStatus

=i Wik
Alias 2
CreateTime 2
Exception 2
ModifyTime 2
Privatelp 2
Publiclp =
Quuid =

AssetScanTaskHostDetail

AR IS P ENENBIESIE

WA T3 | : DescribeAssetScanTaskDetail

B Whisk

WS : BRmEmEX

FBEFNULL

iy

iyl

FBEFNULL

iy

o

iy

iy

oy

FBIEFNULL

FHlZe (CWP)

String WERYIE
String B#RIP
Uint64 BiximC
String &R
Uint64 H&ID
String FH quuid
String SRIRIP
Uint64 S|
String KD
String FRRRSEEY

ESid) ik

Uint64 BaREFX 0 XA 173

Uint64 BAIFTTX 0 57 177/

String HEEME—ID

ESidl 5%

String FHNBIE

String BIEERTIE

Int64 RS 0IER , 1 RHE

String IR A

String HRip

String 2Mip

String FHlquuid

i)
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E= Wik FEFFNULL ESitl ik
ErrorMessage = & String 2EER
Machinelp 2 &= String FHIP
MachineName 2 = String FHEFR
Quuid — & String F#H1Quuid
Status = a Uint64 AR« 0Bt TR, 1ARTD , 2550
WeeklyReportNonlocalLoginPlace
T ER RIS SRR,
#0358 : DescribeWeeklyReportNonlocalLoginPlaces
B Wik FBFNULL et iU
City g2 B Uint64 1HFBID,
Country = = Uint64 EZRID,
LoginTime 2 S Datetime ERAJiE,
Machinelp 2 &5 String FEHP,
Province 2 &5 Uint64 H%ID,
Srclp 2 S String JRIP,
Username = & String BFRa.
Filters

FRREITIEES , ATRGTIRER. fIILTIIRID. B, KEF
EFESAFilterfit |, FilterBIIXRERIBIES (AND ) XK, BE—FilterfFEZMalues , [F—Filter FValuesiBlIXZE B4R (OR ) K&K,

#0458 : DescribeBaselineEffectHostList, DescribeBaselineList, DescribeCanNotSeparateMachine, DescribeEmergencyResponselList,
DescribeEmergencyVulList, DescribeExpertServiceList, DescribeExpertServiceOrderList. DescribeFileTamperEvents, DescribeFileTamperRules,
DescribelgnoreRuleEffectHostList, DescribelmportMachinelnfo, DescribeJavaMemShellList, DescribeJavaMemShellPluginInfo,
DescribeJavaMemShellPluginList, DescribeLicenseBindList, DescribeLicenselList, DescribeMachineClearHistory, DescribeMaliciousRequestWhiteList,
DescribeProtectNetList, DescribeRansomDefenseBackuplList, DescribeRansomDefenseEventsList, DescribeRansomDefenseMachinelList,
DescribeRansomDefenseRollBackTaskList, DescribeRansomDefenseStrategyList, DescribeRansomDefenseStrategyMachines, DescribeScanState,
DescribeScanTaskDetails, DescribeTags, DescribeVulList, ExportAttackEvents, ExportAttackLogs, ExportBaselineEffectHostList, ExportBaselineList,
ExportBashEvents, ExportBashEventsNew, ExportBashPolicies, ExportBruteAttacks, ExportFileTamperEvents, ExportlgnoreRuleEffectHostList,
ExportlLicenseDetail, ExportMaliciousRequests, ExportMalwares, ExportPrivilegeEvents, ExportRansomDefenseBackuplist,
ExportRansomDefenseEventsList, ExportRansomDefenseMachinelList, ExportRansomDefenseStrategyList, ExportRansomDefenseStrategyMachines,
ExportReverseShellEvents, ExportScanTaskDetails, ExportVulDetectionReport, ModifyEventAttackStatus, ModifyRiskEventsStatus, OpenProVersionActivity

R WAL FEFNULL &S] fk

ExactMatch & & Bool ERIEHIICED , RWERST L, LA
Name 2 ) String DRI ZFR,

Values = B Array of String —AEEZMNTEE.

Tags

FEinE

WIS : B emEX 6523 T #591m
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FHZE (CWP)

AN T#EOS|F : CreateLicenseOrder, DescribeHostInfo, DescribelmportMachinelnfo, DescribeLicenselist, DescribeMachinelList, DescribeMachines,

DescribeMachinesSimple, DescribeVulEffectHostList. ExportlLicenseDetail

2R
TagKey

TagValue

Eventlog

REBMFE
#aNT™2O51MH : DescribeEventlog
2R
Detail
EventOperateStatus
EventStatus
EventTime
EventType
Hostip
Id
MachineName
Memo
Quuid
SeverityClass

Uuid

RecordInfo

ERIhSREEE

=
=

=]
=

#WINT#EO3|A : DescribeClientException

2R

HostIP
InstancelD
OfflineTime
UninstallCmd
UninstallTime

Uuid

RiskDnsList

TEERTIR

AN #2033 : DescribeRiskDnsInfo, DescribeRiskDnsList

WS : BRmEmEX

WD RD AD KD HD

fim

fim

il

FBEFNULL
=
=)
=
=
FFNULL
=
=
=
=
[=)
=
[==)
=
=
=
=
[=]
=
[mm)
)
=
=
=
[=]
=
[==)
FEFNULL
=
==
(=]
=
[==}
=
=
=
=
[=]

A
fi

String
String
String
String
String

String

String

String

HE
2

String
String
String
String
String
String
String
String
String
String
String

String

A
o
EE
130
PR
FHEERTS
BHRES
RERTE
e S
FEHUP
HHID
FiNE
KiRER
FEHUD
BRRER
=&RID
A
Flip
FEHLAIid
B i RS LR )
B ENE R
2= PR EN A A
EFiguuid
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=1 Wik FEYFNULL ESid)
AccessCount = Uint64
Alias 2 & String
CmdLine = & String
CreateTime = S String
Description = & String
GlobalRuleld 2 & Uinte4
Hostlp 2 & String
Id = & Uint64
MachineStatus = = String
MachineWanlp 2 2 String
MergeTime — & String
Pid P! S Uint64
ProcessMd5 = & String
ProcessName = & String
Quuid — & String
Reference = & String
Status == & Uint64
SuggestScheme = S String
Tags 2 & Array of String
Url = & String
UserRuleld = & Uint64
Uuid = & String

ProVersionMachine

FEFESRNERER,

#AF#EO51 : InquiryPriceOpenProVersionPrepaid, OpenProVersionPrepaid

E=N Wik SPFNULL  2R8Y R
MachineRegion 2 = String
MachineType P! S String FAKE,
Quuid = = String
ComponentStatistics
BHFEHEUE.

HENTEO3| A : DescribeComponentStatistics

E= WAL FEEFNULL R

WS : BRmEmEX

FNZzE (CWP)

ik

TRIAREL

bl

BT

BURITIRATE

ik

EEAEBAN , 0& , 12
FEHlip

Ie—ID
FHIELARZR[OFFLINE:ESZE| ONLINE:7E4 | UNKNOWN:ZRAT]
SMip

BRI 3R E)

[
Ho
djn

F2MD5

S-S
(Ll
iy

w

— Quuid

%
&

K& 0-FNE , 2-Bin8 , 3-IHEERE , 4-8AE |, 5-BR0
BNE

TRERFIE

XFFMTIIENE S

FAFHlid

E—UUID

FHUFTEME. %0 : ap-guangzhou, ap-beijing

<li>CVM: =R&SEE </li> <li>BM: BAEYIEN</Ii> <li>ECM: D5 TEIRSESE </li> <li>LH: 285
FAIRSS 88 </li> <li>Other: B =H18E</li>

FHMME—RRUUidEE. BAmInstanceld , CVMASUuid J85iHERIVUId , RENARSS2EAUuId JBE T
28M9Quuid . HFIBHERAKERSI20
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= Wik
ComponentName =
ComponentType =
Description =
Id =

]

MachineNum

ScreenProtectionCnt

KFEATMHENZERESEEE

AN TIEO5 |8 : DescribeScreenProtectionCnt

EIR Wik FeEFNULL
Count — &
Name P =

Type = A

FEFFNULL &S]
& String
& String
B String
= Uint64
5 Uint64

ESi
Uint64
String

String

cloud : ZERS|Z , detect : G|

ik
BB,

FNZzE (CWP)

AR, <li>WEB : Web@B{4</li><li>SYSTEM : R&GeBHE</li>

BHER,
4HHID,

FHHE.

, defend : I5F51E |, threat : EBMEHR | analysis

C RESHT, ai t AI5|E

cloud : ZEFB|E , detect : 1&M3|Z8 , defend : TR , threat : FAHMEIR , analysis : BEDHT , ai : AI3|E

JavaMemShellPluginSetting

JavaFSiEMHECE

N T™#EOS| A : DescribeJavaMemShellPluginList

B

Alias

CreateTime
Exception

Hostlp
JavaShellStatus
MachineExtralnfo
ModifyTime
Quuid

Uuid

Wik

fm fm O WD WD RD RD RD

|

VulDefencePluginDetail

BN HEREMEREIRS

#HaNT#2O31A : DescribeVulDefencePluginDetail

2R Wik FFFNULL
ErrorLog = =
InjectLog 2 &
MainClass — ES

WS : BRmEmEX

FEYFNULL et
S String
& String
a Uint64
S String
S Uint64
= MachineExtralnfo
a String
= String
2 String

ESil 1%

String HIREE

String N

String EABEERZ

BUEEATIE]

B ESFESE 0: EE L B8
RS =8ip

javashellif&4FFx 0: X6 1: 72
FNEFMER

1EBAT A

Z88quuid

fR5585uuid
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2R Wi FEFNULL ESid) 1%
Pid = = Int64 JENBHFEPI
Status = A Int64 TRIEPATS © 0 SEN, LN, 2: fEHERT, 3: (R, 4: IENKR 5: FilkR

RansomDefenseStrategyMachinelnfo

PrENZA B AR AR E

#WEIT™ZEOS| A © CreateRansomDefenseStrategy

E=T AT FEFFNULL Sl A
DiskInfo S 2 String IBEERYIE , NENFR AR © disk_idl|disk_namel;disk_id2|disk_name2
Uuid 2 S String F#Hluuid

MalwareRisk

TR NISIRTYIRER

#2051/ : DescribeMalwareRiskWarning

BIR WAL FEFNULL ESid] Tk
CreateTime = & String KIS TE
Id = 5 Uint64 He—ID
Machinelp 2 S String H1281IP
VirusName =2 & String Pt

ImageVul

BRELZEHERREER

WO -
E= Wik FFFNULL ESid] )
CVEID = = String imimid
CVSSV3Desc = S String CVSS V3iik
CVSSV3Score 2 &= Float CVSS V345#4
Category = & String bk
CategoryType =3 & String D2
Component = & String HiF
DefenseSolution b= &5 String BHfEEE
Des = & String iR
Level = = Uint64 XL
Name 2 5 String ImAER
OfficialSolution 2 & String IR
Reference 2 & String El)::]

WIS : B emEX 26527 T1 #591m
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BFR
SubmitTime

Version

BruteAttackInfo

RO RESZRELIR
AN #203|F3 : DescribeBruteAttackList

R Wik FEPFNULL
BanStatus = 2
City = =
Count = =
Country = =
CreateTime = 2
DataStatus = 2
EventType = =
Id B B
Instanceld B =
IsProVersion B 2
MachineExtralnfo & 2
Machinelp B =z
MachineName & =
ModifyTime B 2
Port = 2
Protocol = =
Province B =
Quuid S =
Srclp = =
Status = =
UserName B =
Uuid = =

BruteAttackList

RIIRET IR

WA EOSIA
R
Agentld

WS : BRmEmEX

FNZzE (CWP)

Wi FBFNULL ESidl 1%
2 & String HRRZHTIE)
= & String higA

et R

Uint64 PEMIAZS © 1-PEEFTRRTD ; JEL-REETSRM

Uint64 rid

Uint64 RERE

Uint64 ExRid

String BEERIIE

Uint64 0: 58, 1: 8%, 5: BAE, 6 : IMANBEH

Uint64 SR 200-RDHAREMN | 300-RIMEAIIEM (IRARR ) |, 400-RORAATFERINK

SHEH

Uint64 IfE—Id

String SCAIID

Bool EEATUR (true/false )

MachineExtralnfo  HHAMSE

String F#lip

String FNE

String BIALEAT A

Uint64 M|

String WIERIRSHIFBFE

Uint64 &fpid

String H1EEUUID

String KiRip

String SUCCESS : BZf#RTN ; FAILED : BRARR

String AFE

String SEEFIRE—FRRUUID

Wi FEEFNULL ESid) g
=z B String Agentld
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2R

City

Count
Country
CreateTime
EventType
HostName
Id
Machinelp
MachineName
Mid
Province
Srclp

Status

Username

DeliverTypeDetails

BSRIBSEIATS

Wi FEFNULL
ZEE Py
2 a
= a
= a
= a
= a
= a
= a
= a
2 a
= a
= a
= a
= a

#HANT#EOS A : DescribeLogKafkaDeliverInfo

B Wik FRFFNULL
Errinfo & &
LogType = &=
SecurityType =2 =
Status 5 &=
StatusTime a =
Switch 2 =
Topicld = =
TopicName = &

FullTextInfo
SNHRS|EREE
AN TEOS|A : DescribeLoglndex

BIR
CaseSensitive
ContainZH

Tokenizer

WRFRE - BRmERMEX

ESid

. ModifyLogKafkaAccess

7%

String HIRMER

N meppTRRTRE

Int64

Uint64

Uint6d  1RIBIRZ , ORFFE 1IER 275
Int64 BRIE—IRRZS LIRESEEL | s

Uinted  $ZEFFX 0XHF 13

String kafka topic id

String kafka topic name
Py FEFFNULL
= =
=z =
= &

ESidl
String
Uint64
String
Datetime_iso
String
String
String
String
String
String
String
String
String

String

FNZzE (CWP)

Ezx
BRI
E LSl
HostName
HHd
EHUP
ENEZ
Mid

&
SRIFIP
RFPETR

http://imgcache.finance.cloud.tencent.com:80tapd.woa.com/Teneyes/markdown_wikis/show/#12101317510(

LRERIA 1 NRIGN 2: KRS 3: B4EE 4 SR 5SEFIREX 6: Brgx

170
REXNNEHE
REEEHTX
DR
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AssetWebAppPluginlnfo

BB Web N FIEF#E

AN TEOS|A : DescribeAssetWebAppPluginList

IR WA
Desc =
Link 2
Name 2
Version —

FileTamperRulelnfo

OSSR
#HaN #0351/ : DescribeFileTamperRules

2R A3
AddWhiteType &
CreateTime 2
FileAction 2
HostCount =
Id 2
IsGlobal =
Level —
ModifyTime =
Name 2
ReadRuleCount =
ReadWriteRuleCount 2
RuleCategory 2
Status =
WriteRuleCount P
BashEvent
HANTFEEO51F « DescribeBashEvents

E WA FEHFNULL
BashCmd 2 &
CreateTime = &
DetectBy 2 2
Exe =3 2

WS : BRmEmEX

FFNULL

=
(==}
a
=
[=]
=
[=}
FEFNULL
=
=}
nEE
=
E\
=
[=]
=
[==)
=
[==)
IEE
=
=
[=)
=
=)
E\
=
[=]
S
String
String
Uint64
String

FNZzE (CWP)
ESidl ik
String R
String R
String E=
String %N
St ik
String B ERME HaTcur FRERFEHR:all
String BlIERTIE
String FileAction
Uint64 SUMENEL
Uint64 AMnid , REAINIES /0,
Uint64 REEEBN0: &  1: 2
Uint64 RIEER0: K, LR, 298, 3&E
String EHRAIE
String MMEZFR
Uint64 ReadRuleCount
Uint64 ReadWriteRuleCount
Uint64 MNUZEEL 0« ZRGHN 1 - FBFAM
Uint64 K& 0: B 1 BXiE
Uint64 WriteRuleCount
fik
WiTER<
REERT(E)
0: bash A 1: LRSI (FER)
HIERHR
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E= wWhisk
Hostip =
Id 2
MachineName =
ModifyTime 2
Pid =3
Platform =
Quuid =
RegexBashCmd =
RuleCategory =
Ruleld 2
RuleLevel 2
RuleName 2
Status 2
User =
Uuid =

HostLoginList

BREIHIRLMR

#HaN #2031/ : DescribeHostLoginlList

B W%k
City a
Country &
Desc =
Id a
IsRiskArea =
IsRiskSrcIp &
IsRiskTime S
IsRiskUser a
Location =
LoginTime a
MachineExtralnfo &
Machinelp =
MachineName =
ModifyTime &
Province =
Quuid &

WS : BRmEmEX

FEFENULL

=

M D M A o W R0 R DY D

iyl

iyl

il

FEFNULL

=
E

=
=

A0 WD MO RD RD KD KD HD HD HD RD DN

Ho

2

%
String
Uint64
String
String
String
Uint64
String
String
Uint64
Uint64
Uint64
String
Uint64
String

String

e

"
Uint64

Uint64

String

Uint64

Uint64

Uint64

Uint64

Uint64

String

String
MachineExtralnfo
String

String

String

Uint64

String

fA
FEHMAIMIP
#=EID
FiNE

QL EERTIA]

BHigid

FEHD

ERESInANES "

MNZEF) 0=ZFRGEHMN , 1=FAFHN
ANID

MNELR : 1-5 2-7h 3K
MNZFR
QIR ¢ 0 = 5R0EE 1= BRR, 2 = BiNE , 3 = B2
WTRPE

=EID

fiwk

Hhid

Ezxid

BE(=E588 : ABROAD - {84MP ; XTI - EifiEHR
ioRld

EEWTRERRRE LRTRTURRE, 0FRARHmH
RAEBTFEIPRE IRRaPIHERE, 0RTRamT
EERTFENERE LRTHPILERE 0RrRHmH

ERGTRFERFEE IR aHIHRRE, 0RTAKwH

MHInER
F#lip
FMNZ
&A1)
&fpid

F#lquuid
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FNZzE (CWP)

FER Wik FEFFNULL E3id) ik
RiskLevel = 2 Uint64 BRER - 0 BfEl a5k
Srclp FS = String KiEip
Status B A Uint64 LIERER ; 2RISR ; 5BIA; 14: B4R 15 : ERE.
UserName & b= String BF&
Uuid a = String Uuid&

PrivilegeEscalationProcess

AR

AN TEOS| A : DescribePrivilegeEvents
B Vv FBFNULL ESid) 135
CmdLine S S String HiTds
CreateTime & = String KAERTE
FullPath & 5 String HERR
Hostip 5 =5 String EHARIP
Id &= = Uint64 HIREID
MachineExtralnfo S 2 MachineExtralnfo MnER
MachineName B = String =2
ParentProcGroup 5 s String RHFEFAFE
ParentProcName 5 5 String RER
ParentProcPath a & String RHFEERR
ParentProcUser & & String RHEAFA
ProcFilePrivilege & & String SR
ProcTree & & String HER
ProcessName & & String HiER
Quuid & = String FEHLD
Status = & Uint64 RIRIRT : O-FFRLIE 2-B B 3-BME 4-E280E
UserGroup S & String FBRH
UserName & & String AFR&
Uuid = = String =HID

Baselinelnfo

BEER

a0 T™#EO5| A : DescribeBaselineList
ER Wik FEYFNULL el fik
BaselineFailCount 2 2 Uint64 EE XTI
Categoryld 2 B Uint64 Hid

WS : BRmEmEX
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E=
HostCount
LastScanTime
Level
MaxStatus
Name
RuleCount

Status

JavaMemShellDetail

java N FREMHFARER

WD HD KD HD  HD

Ho

WHIT™#EO3|F : DescribelavaMemShelllnfo

BFR WAYSE
Annotations B
Args =
ClassContent =
ClassContentPretty &
ClassLoaderName &
ClassName &
CreateTime =
Description a
EventDescription &=
Exe =
InstanceName &
InstanceState =
Interfaces &
MachineExtralnfo &
MachineState =
Md5 =
Pid =
Privatelp a
Publiclp =
RecentFoundTime =
SecurityAdvice =
Status B
SuperClassName &
Type a

WS : BRmEmEX

FEFNULL

=

717 I 7 IS B R |

iy

I

iy

I 7 I 7 R 7 B

iy

7|

iy

iy

FEEFNULL

=
E

WO HD WD KD HD

il

%

(1

String
String
String
String
String
String
String
String
String
String
String
String
String
MachineExtralnfo
String
String
Uint64
String
String
String
String
Uint64
String

Uint64

FNZzE (CWP)

ESidl R
Uint64 RS E
String =it
Uint64 BEFR : 1-{fE; 2-9E8 ; 3-8t ; 4-7&E
Uint64 HMIRTS: 5
String BEE
Uint64 RS
Uint64 BILRERET 1. 2@
1%
TR
javaitiBan 1T858

javaRZEE Zi#FI A (base64)
javaFE R ImERTD
javalnEEeks

e

ERRIATE

88

EHEA

javalHfERgR

BEE
SCAIRRS - RUNNING,STOPPED,SHUTDOWN...
YEAEEO

FHEIMER

SCAIRRS : RUNNING,STOPPED,SHUTDOWN...

SE#EMD5

#igEpid

AP

NEip

T IETE)

REFEY

QMRS 0 -- 15N 1 -- BINA 2 -- Efflkk 3 - EREE 4 - EFshitiE
REE

AREFE52EE! O:FilterB! 1:Listenerfy 2:Servlet®! 3:nterceptorsZ! 4:AgentE! 5:Hfth
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MachineSnapshotlnfo

HEFRIRER

#HaNTHO3| A : DescribeMachineSnapshot
2R
CreateTime
DiskId
Hostlp
HostName
Instanceld
Quuid
RegionId
Snapshotld

SnapshotName

VulLevelCountInfo

#WEIT™#EO3| A « DescribeVulHostTop

R DA
VulCount 2
VulLevel L
AttackSource
BEHHR

#WHIT™#EO3|F : DescribeAttackSource

HZR Whisk
Edges =
EventInfoParam 2
Nodes =

BaselineEffectHost

BERMENER

WO WD KD MDD WD HD KD HOD

el

FEHFNULL
2
2

=
=

AN TEO5| A : DescribeBaselineEffectHostList

BR Wit
AliasName p=3
FailCount —
FirstScanTime P

WS : BRmEmEX

FEFNULL
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FBIEFNULL
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String
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s
Uint64

Uint64

Array of AttackSourceEdge
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S
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EHslE
XTI

EpNEESES
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TREREUEEATE)
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FMip
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SEf5ild
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#Xid

RERId

TREREFR

iR
BRI
mRER
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AR RIEREMFEISH
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2R

Hostlp
LastScanTime
MaxStatus
PassCount
Quuid

Status
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HostInfo
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RINERETTESBNENEELR

FBEFNULL
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Uint64

String

#HaNTEEO31A : AddLoginWhiteLists, ModifyLoginWhiteRecord

R
Quuid

Uuid

A3

=
=

D

DefaultStrategylnfo

BUASRERERLER

AN TEOS| A : DescribeBaselineDefaultStrategyList

2R
Strategyld

StrategyName

PrivilegeEventInfo

AHBRAE R

#HanTEO51 /A : DescribePrivilegeEventinfo

=4

CmdLine
CreateTime
FullPath
HarmDescribe
Hostlp

Id
MachineName
MachineStatus

MachineWanlp

=
=
=
=

=
=4
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Jalil
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H
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BRI
HREE
BEMMER
EHARRIP
#UREID
L2
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EHUP
BEIEAE
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FH1Quuid

ST RRSIRE : 0-KEd |, 1-8d

F#MUuid

o
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FEHELIRZS OFFLINE ONLINE

EHNINip

FHZE (CWP)
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E= Wik APENULL 258U fk
ModifyTime = B String pSER|
NewCaps 2 B String BRFIZR|PEFT
ParentProcGroup £ = String RFEAFAE
ParentProcName 2 a String RiFFER
ParentProcPath = & String RHFERER
ParentProcUser 2 & String RFFERFA
ProcFilePrivilege 2 & String BHESHIR
ProcessName = & String HER
PeTree = = String i&fiffx\jjspn pid:#Fgid , exg}‘(ﬁ—ﬂ%@ , account: #HFZFRBAEMAF cmdline#hifTa< |, ssh_service:
SSHERSSip, ssh_soure:ZRiR
Quuid 2 & String FEHUD
References = B Arr.ay of SEE
String
Status 2 & Uint64 REERIRTS : O-f5ALEE 2-142 50 3-B4ME 4-E208
SuggestScheme = = String FENRES
Tags = B strrriigof IR
UserGroup 2 = String J=<]=HE
UserName 2 B String Brs&
Uuid 2 5 String =HEID
MalWarelList
REFIRES
AN TEOS| A : DescribeMalWarelList
B ik FFFNULL S 5%
Alias B B String ENBIE
CheckPlatform = & String REWNTEESESE 1=E3K3|2. 2TAV, 3binaryAi, 488178, SEIER
CreateTime 5 & String BlzERTE)
FileCreateTime = - String BRafThRE
FileExists & sy Uint64 AEXHREBFE OFFE , LFE
FileModifierTime & 2 String RImzfTRTE
FilePath & S String oS
Hostlp & & String RSZ28ip
Id B b3 Uint64 E—ID
LatestScanTime & = String bsalagmEi: 0]
Level A B Uint64 XBGER OFKEN. 11K, 270, 3@, 4™&
MD5 & & String AEEARmMdS
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B Wik FFFNULL
MachineExtralnfo S =
ProcessExists B 5
Quuid B a
Status & a
Tags B ~
Uuid = 5
VirusName = a

BaselinePolicyDetect

B NIRES

#WAITO3|A : DescribeBaselineDetectList
2R
FailedCount
FinishTime
HostCount
PolicyDetectStatus
Policyld
PolicyName
StartTime
SuccessCount
TaskId

TimeoutCount

OpenPort

IRO5IR

#HANT#EOS A : DescribeOpenPorts

2R Wi
CreateTime =
Id 2
Machinelp 2
MachineName =
ModifyTime =
Pid =
Port =
ProcessName —
Uuid =z

WS : BRmEmEX

MachineExtralnfo

fihk

MIIMER

ABHEREFE O FE  LiFE

FNZzE (CWP)

K& 4-F4HE | 5-BEE, 6-ERE , 8-XHEMR 14E4ME

TS  BERTFR  ASBRERS | #ET T SREIREER

Uint64
String cvm quuid
Uint64
Array of String
String H—UUID
String IR
Wi FEVFNULL
ZEE =
£ &
£ &
2 £
£ &
£ &
£ &
= A
= A
£ &
FEFFNULL ESit]
5 Datetime
= Uint64
a String
& String
& Datetime
= Uint64
S Uint64
& String
& String

e
i

Int64
String
Int64
Int64
Int64
String
String
Int64
Int64

Int64

fER

ESE S5
SEEREYIE)
KEREHNEL
L& 2485eRk
SEBRId

SREEETR

FrYAHTIE]
BRIhERNEL
KMESId

KIMENEL

fiik
IEREUERTEL
HE—ID,

FEHUP,

EHAE.
ICREHAE.
IR REHAZPId,
FhumAS.
IO RHFES o

=EEFIRHE—UUID,
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AssetCoreModuleDetail

BB NZIERIFE

WA T3 |8 - DescribeAssetCoreModulelnfo

B itk FEYFNULL
Desc < =
Modules < =
Name = A
Params 2 =
Path = =)
Processes = =
Size = a
UpdateTime 2 =
Version = G
OrderModifyObject
ITELFSEHR
#WaNT™HEO5|M © CreateLicenseOrder
R AT FEFNULL
InquireNum B a
NewSubProductCode & B
Resourceld B B
ProtectEventLists
PiFRHFIRER

BN TEEOS| A : DescribeWebPageEventList

=1 Wik FEENULL KA
CreateTime & & String
EventDir E & String
EventStatus S S Uint64
EventType = & Uint64
FileType & & Uint64
Hostlp S & String
HostName E E String
Id S S Uint64
MachineExtralnfo =~ & = MachineExtralnfo
RestoreTime & & String

WS : BRmEmEX

IS 1 BIRE 0 RIkE

HHRE 0-IBWIEMIRE | 1-BURBIESIRE | 2-HBHIEKIRE

3

AFRE O-FEHS ; 1-BF; 2-4Kk4k
IRS5=8ip

RS EEZAR

Me—ID

FNEIMEE

KSR

FNZzE (CWP)

KA i)
String R
String kR
String £
Array of AssetCoreModuleParam SHER
String iized
String KA
Uint64 KN
String HHEEFAT A
String hAs
ESid] ik
Int64 T B/ R R T mBEZ S
String i RiRR X B 5PRO_VERSION AR, FLAGSHIP FEfTAR
String RIRID
i)
RIS E)
E{ithiit

; 3-HIMMBRIRE ; 4-Frigi
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StandardModeConfig

IS T E

#WHANT™EEO3|A : DescribeBanMode

B Wi

Ttl

o

ScanTaskDetails

FESIERIIRER

AN TEOS | : DescribeScanTaskDetails

B
Description
FailType

Hostlp
HostName

Id
MachineExtralnfo
MachineWanlp
OsName
Quuid
RiskNum
ScanBeginTime
ScanEndTime
Status

Uuid

FileTamperRule

TS R

FREFNULL

Py
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FEFNULL
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I IR U R R B
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FHlZe (CWP)
ESit) )0
Uint64 BEBFTES | BA : D
et g
String R
Uint64 KWFE
String BRSSRRIP
String PRSSREEFR
Uint64 idngE—
MachineExtralnfo FInER
String SMRip
String BMERSR
String HE—Quuid
Uint64 M
String FHEFHART(E)
String LA ERAT ()
String RN
String E—Uuid

e T#O5|/A : DescribeFileTamperEventRulelnfo, DescribeFileTamperRulelnfo, DescribeMachineFileTamperRules, ModifyFileTamperRule

E=

Action
FileAction
ProcessPath

Target

HostEvent

FZe-MREETIR-

WS : BRmEmEX

FEFNULL

o Iy

iyl

String
String
String

String

ik

HUTENE BT : skip , &5 : alert
XSRS write read read-write
brigi e

WBESZ SR
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WINTEOSIA -
HZR WhsE FEEFNULL £ R
Alias £ B String FHEFR
Appld =2 = Uint64 FFID
Configld 2 & Uint64 Fr3rERID
HasRecovered P S Uint64 NHEREERE  0-KkIKE ; 1-BRE
Hostlp = = String FHUP
Id 2 & Int64 ATRIESRID
Path — & String [aializyES
Quuid 2 & String CVM uuid
RecoverType = = Uint64 TRE2KEY
UpdatedAt 2 B String RERTE]
LicenseUnBindRsp
FRSMER
AN TEOSIA - ModifyLicenseUnBinds
E= P%5si FFFNULL ESit] R
ErrMsg = = String ESEES|
Quuid £ B String QUUID =fR$Esuuid FERSESUUid BEITE uuid
AssetCoreModuleBaselnfo
R EERZERGZR
a0 T™#EOS | : DescribeAssetCoreModuleList
BR Wik FEFFNULL ESig) A
Desc 5 String R
FirstTime S S String BERREERTE]
Id = = String HEERID
IsNew & &= Int64 EEFIE0EI1LE]
MachineExtralnfo & =2 MachineExtralnfo Kepl IS
Machinelp & = String BR$388IP
MachineName & = String IRSSESBTR
MachineWanlp ES FS String BRSZ28HMIIP
ModuleCount & S Uint64 IRFTHEREL
Name 5 & String AR
OsInfo S S String BAERS
Path & & String itz
ProcessCount & = Uint64 WREHTEEL

WS : BRmEmEX
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FER AT
Quuid
Size &
UpdateTime &
Uuid =
Version =
AssetJarDetail
Rr-EHEjarfiFE
AN TFEEOS1F © DescribeAssetJarInfo
B ik FBEFNULL
Machinelp 2 S
MachineName 2 &5
Md5 = =
Name p=3 &
OsInfo = S
Path =z =
Process =3 =2
Status = &
Type 2 &
UpdateTime = <
Version = =
AssetUserDetail
RREEKSEARER
#WINT#EO31/ : DescribeAssetUserInfo
B Wik FRFFNULL
DisableTime = a
Gid = =
GroupName = a
HomePath 2 &=
IsDomain = &
IsRoot = =
IsSshLogin = a
Keys = 2
LastLoginIp — &
LastLoginLoc = a
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Uint64
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String FHluuid
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EREWKS : 08, 12, 99957 {Xwindows

EEBrootfR : 0-& ; 12, 9994%: {Xinux

RERIFsshER , 1& , 08, 9994, linux
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2R Wik
LastLoginTerminal 2

LastLoginTime =
Machinelp =
MachineName =
Name =
PasswordChangeTime 2
PasswordChangeType =
PasswordDueTime 2
PasswordLockDays 2
PasswordWarnDays 2
Quuid =
Remark =
Shell <
ShellLoginStatus 2
Status —
Uid 2
UpdateTime 2
UserType =
Uuid 2

Imagelnfo

BREREHREIIR

WO -
2R
AgentError
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CreateTime
HostCnt
ImagelD
ImageName
IsTrustiImage
OsName
RiskCnt
ScanError

ScanStatus
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BrEREE
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FHEFR

TKSHR

RS HATE)

TRMERURE : 0-RealEH , 1-J1EH
DI AR E] {Rlinux

ERSHIERE | SR, -1AKAHE 99987 , {Rlinux
TR HAREE | K

F#Quuid

#=E

ShellEg12 {Rlinux

EEshelERM , 072 ; 12 {Xinux
WSIRZ - 0-55A ; 1-BRA

SUID

RS R

IWSHE : OERF , WnERF , 28R 9994% (X windows

F#HUuid
et )
String agentiE&IAMEEIR
String aEdpalcdl
Uint64 ES IS
String BEERIE
Uint64 FKERENEL
String Fgid
String RIEEIR
Bool EEAEGRE
String FERS
Uint64 RBEAT 7958
String R EIAEEIR
String RS
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&R Whisk FEFNULL

ScanTime
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VulCnt
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XIgid
HATFEOSIR -

B DA FEEFNULL

Id = a

DuplicateHosts

HEFINESE  ESHRESHIRELAE

#WINTEO3|F : AddLoginWhiteLists, CreateBanWhitelList
BFR Wik FEEFNULL
1d g &
Quuid 2 £

Uuid 2 b3

RegionSet
i ER
#WINT 03| : DescribeBanRegions

FZR wWhisk FEFFNULL

RegionName = B

H

ZoneSet a

falil

ScreenRegionInfo

HEHER

a0 T™EOS| A « DescribeScreenMachineRegions

B WisE FFNULL ESid ik

*7&

f

String

Uint64
Uint64
Uint64

Uint64

s
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i
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2
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Array of Zonelnfo

FNZzE (CWP)
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IR A
BURIEISE
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mEARDEH
BEEE
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Xigid

fihk
WA AR

ATARER

Region 2 FS String HbtE#RE | 40 ap-guangzhou , ap-shanghai , ap-beijing

RegionCode =

iyl

RegionId

A
|
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WS : BRmEmEX

Uint64 HEHHID

String HIFAHES , W gz, sh, bj

String MBS GIGEREIIX (M) SR (LR ) | X (dm)
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ER Wi FEFNULL S 5
RegionNameEn 2 B String B Ay v

AssetFilters

DL MARENDIESE , BTF&ETEES. flndifID. SR, KEF BFES/ Filterld , FilterBIIXERNBES (AND ) XK, BHE—FilterFEZ1
Values , E—Filter FValues/alf9x& MiZtEa ( OR ) K&,

#0358 - DescribeAssetApplist, DescribeAssetCoreModulelList, DescribeAssetDatabaseList, DescribeAssetEnvList, DescribeAssetInitServicelList,
DescribeAssetJarList, DescribeAssetPlanTaskList, DescribeAssetWebServicelnfolist, DescribeLoginWhiteHostList, DescribeMachineList,
DescribeProtectDirList, DescribeWebPageEventList, ExportAssetApplList, ExportAssetCoreModulelList, ExportAssetDatabaselList, ExportAssetEnvList,
ExportAssetlnitServiceList, ExportAssetlarList, ExportAssetPlanTaskList, ExportAssetWebServicelnfoList, ExportProtectDirlList, ExportWebPageEventList

ER Witk FEFNULL ESidl ik
ExactMatch = " Bool EREMESR
Name = a String IS IEHRAIEFR,
Values 2 S Array of String —NEHREZMNTEE.
CKafkalnstancelnfo
CKafkasLfilfEE
N TEO3|F : DescribeLogDeliveryKafkaOptions
HBR Wik FEFFNULL ESidl fk
Az =2 &= String Ithiag,
Bandwidth =2 & Int64 SLHfEEE , BfZMbps
DiskSize 72 & Int64 HMERE , BfIGB
Healthy = a Int64 K& IR, 2RAEE , 3 RLhIRERE
InstancelD 2 B String SCIID
InstanceName j=3 = String SEAIIZFR
KafkaVersion 2 S String RAS
RoutelList = B Array of CKafkaRoutelnfo BREFIE
Subnetld 2 &= String Frid
TopiclList 2 2 Array of CKafkaTopicInfo FREFIER
Vpcld p=3 = String vpcld , #NERAZ | HIHEERMNLEE
Zone = B String AKX
PrivilegeRule
AHBRAHNY
N T™#EOS| A : DescribePrivilegeRules
R Wik FEEFNULL E Sl R
CreateTime 2 & String BlFEATIE)
Hostip = = String FHIP
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E= Wik FEEFNULL ESid] Tk

Id = & Uint64 HINID

IsGlobal = a Uint64 EAZEHN
ModifyTime = & String (EBCRIE

Operator 2 S String BIEA
ProcessName 2 S String BHEZ

SMode = B Uint64 EESKUR

Status 2 B Uint64 RE0: B L: T3
Uuid =3 & String EZFiKID

JavaMemShellPluginStatus

javaNFRIEPRSER

WA EOSIA
B WA FEYFNULL Eid) A
Alias =2 S String IRSESEEA
ErrorLog = = String ERAE
HostlIp 2 = String RS5E8ip
MainClass = A String ENHTEERS
Pid g = Uint64 ENEpId
Status 2 & Uinte4 RS © 00 FENAR, LT, 2: SRR, 3: BRI, 4: FENKM 5: ZkR

ImpactedHost

SHMENER

#WINT O3 : DescribelmpactedHosts

E=T Wik FFNULL ESidl A

Description 2 & String IRiREA.

Id = 5 Uint64 iRIAEID,

IsProVersion 2 = Bool =ANTIR,

LastScanTime 2 5 Datetime B AT A,

Machinelp 2 S String EHUP,

MachineName = a String EHER.

Uuid 2 B String SREFIHE—RRUUID,

Vulld = a Uint64 imIAFZEID,

VulStatus 2 a String TEAIAZS. <li>UN_OPERATED : 34bHE </li> <li>SCANING : 3igh </li> <li>FIXED : &8 </li>
MachineExtralnfo
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U0 T#EOS| A : DescribeAssetApplList, DescribeAssetCoreModulelList, DescribeAssetDatabaseList, DescribeAssetEnvList, DescribeAssetlnitServicelList,
DescribeAssetlarList, DescribeAssetMachineDetail, DescribeAssetMachinelList, DescribeAssetPlanTaskList, DescribeAssetPortInfolList,
DescribeAssetProcessinfolist, DescribeAssetUserList, DescribeAssetWebAppList, DescribeAssetWebFramelarList, DescribeAssetWebFramelList,
DescribeAssetWebLocationList, DescribeAssetWebServicelnfoList, DescribeAttackEventInfo, DescribeAttackEvents, DescribeAttackLogs,
DescribeBaselineFixList, DescribeBaselineHostDetectList, DescribeBaselineHostIgnoreList, DescribeBaselineltemList, DescribeBashEventsNew,
DescribeBruteAttackList, DescribeDefenceEventDetail, DescribeFileTamperEvents, DescribeHostLoginList, DescribelgnoreHostAndItemConfig.
DescribeJavaMemShellInfo, DescribeJavaMemShellList, DescribeJavaMemShellPluginList, DescribeLicenseBindList, DescribeMachineList,
DescribeMachines, DescribeMalWareList, DescribeMalwarelnfo, DescribePrivilegeEvents, DescribeProtectDirRelatedServer, DescribeReverseShellEvents,
DescribeRiskDnsEventInfo, DescribeRiskDnsEventList, DescribeRiskProcessEvents, DescribeScanTaskDetails, DescribeScreenMachines,

DescribeVulDefenceEvent, DescribeVulEffectHostList, DescribeWebPageEventList

R DAV FEEFNULL A Hik
HostName & 2 String FHZ
InstancelD 5 =2 String SLAFID
NetworkName B 2 String WEEE , vpcEER F=IREIvpc_id
NetworkType & 2 Int64 PILEEAY | 1ivpci4g 2:ERiM%S 3 EBIN =M
PrivatelP & 2 String IMIIP
WanIP S 2 String N1
FullMachine
FNER
WA ™03/ : DescribeAllMachines
E= a3 FEFFNULL RE ik
IsProVersion = & Bool BERENR true : 2* false 1 &
Machinelp 2 & String FHIP,
MachineName 2 & String FHEFR,
MachineWanlp = = String EHMHMNAIP,
Quuid = = String FHE—rRRUuid,

WebHookEventKv

AR ASE

#HanT#O51A : DescribeWebHookRule, DescribeWebHookRules, ModifyWebHookRule

B Wi FEEFNULL ESid s
ControlBit 2 5 String EHRE
Type g2 = Int64 ESRE Sl
Component
BHFREUE.

#HanT#EO51/A : DescribeComponents

E=F i WAL FEFNULL it R
ComponentName = = String BHEZFR,
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E=TH WhisE FBEFNULL
ComponentType 2 S
ComponentVersion =3 &
Id = a
Machinelp = a
MachineName 2 =
ModifyTime 2 =
Uuid = a
WarningInfoObj
EEIGETIR
#WINT#EO3|FA : DescribeWarningList
&R W RVENULL  %m
BeginTime = B String
ControlBit 2 & Uinte4
ControlBits 2 = String
Count = P Int64
DisablePhoneWarning 2 ) Uint64
EndTime 2 B String
HostRange & = Int64
Offlinelnterval =2 Int64
TimeZone 2 & String
Type 2 & Uint64
AssetProcessBaselnfo
RRESEHEENER

AN T#EOS|FA : DescribeAssetProcessInfolist

2R

Desc

FirstTime
GroupName
HasSign
InstallByPackage
IsNew

MachineExtralnfo

a

a

oy

iy

|

o

WRFRE - BRmERMEX

FEFNULL
a

=

]|

iy

|

Ho

FHlZe (CWP)

el 1%
String RHEEY, <li>SYSTEM : RGeBH</li> <li>WEB : Web{t</li>
String BIRAS,
Uint64 IE—ID,
String FHAMIP,
String FHNE.
Datetime B NEERATE.
String EHEEFiRE—Uuid,

1%

FreaRSE , &= HH:mm
TRSRIEHINL ( IRIDBRIHHHITFHE )

RSRIEFIN S, SN AERRSRNTTEXE  &FS (0:XF; 1: FF) . g :
101 — FINQEE+S

ECEMSEEEEEN ML, siRALARENERER

1 XASE 0. RS

£55RATE) | 4820 HH:mm

HEENEERE , 02503, LIZFBREE , 2B ARREE | 3HRENZLIRESE | 481EE
L EBLH IR IE) BAfIRD

HXER

EHEEHR 1 EE, 2 AD, 3 REER, 480, 5 BE (CIRON-12MFEER ) 6 1 5
&S, 7 Risell, 8 : AR , 9 : KRR , 10 : web-cmsiEi |, 11 : SRR , 12 : R2E

2, 13: PHEEH , 14 : E|EISSK , 15: WKW , 16 - WindowsZESemE , 17 : LinuxiRiEmRa |, 18 : &
IO HIEREEE | 19 : BPIREIEEE, 20  BPIREESE

ESitl )

String HEZIEA

String BERREERTE)

String HIEFPE

Uint64 HF&ER0% , 185, 999 =, {Xwindows

Uint64 ERETREERE 05, 12, 999 =, {Winux
Int64 EEME0:5|1:2]

MachineExtralnfo
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2R Wi
MINER

Machinelp = =
MachineName B S
MachineWanlp S S
Md5 S S
Name & a
Oslnfo &= =
PackageName S S
Param B B
ParentProcessName a =
Path a a
Pid S S
Ppid S S
Projectld & &
Quuid B )
StartTime B a
Status & &
Tag & 2
Tty ) a
UpdateTime B =
User & 5
Uuid S S
Version = =

CanFixVullnfo

HEEERRE_KEE BRENES

AN TEO35| A : DescribeCanFixVulMachine

R WAL FEEFNULL
FixTag 2 =
HostList = =
Vulld = <
VulName = =
Strategy
BEEReRPRIBER

#HANTEOS|A : DescribeBaselineStrategyList

WS : BRmEmEX

FEFNULL
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String
String
String
String
String
String
String
String
String
String
String
Uint64
String
String
String
Array of MachineTag
String
String
String
String
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ESidl
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Array of VullnfoHostInfo
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FEMAIIP
FENEFR
FEHIMIP
HHEMDS
BEEHR
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BEha#
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A
e
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B
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ZREAEENEIER
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Categorylds
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HostCount
IsDefault
PassRate
RuleCount
ScanAt
ScanCycle
Strategyld

StrategyName

BaselineWeakPassword
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FEEFNULL
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=
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AN T™EO5|F : DescribeBaselineWeakPasswordList, ModifyBaselineWeakPassword

2R
CreateTime
ModifyTime
PasswordId

WeakPassword

Machinelnfo

BAEERNFAER

AT EOSIA -
B
Machinelp
ProtectDays
ProtectLevel
Region
RegionType

VipOpenTime

AssetDatabaseBaselnfo

BIREESIREEIRER

WA T3 |8 : DescribeAssetDatabaselist

B

WS : BRmEmEX
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Wik

=
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FOEFNULL
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Uint64
String
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Date

sem
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2
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Uint64
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Uint64
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Uint64
String
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Uint64

String

FHlZe (CWP)
%
Hekid
EEUH
FNHE
ERIAKRE
BEEAGNITRSEL
b=l
iEER
Hhgid
RIRE
i) R
String BlIEEATIE)
String (EEeGal)
Int64 AT
String =g
T4
H28ip.
RIPREL.
hitias Gl
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A bmagEcvm,

BlhRFFiER .
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BinPath
ConfigPath
DataPath
ErrorLogPath
FirstTime

Id

Ip

IsNew
LogPath
MachineExtralnfo
Machinelp
MachineName
MachineWanlp
Name

OsInfo

Param
Permission
PlugInPath
Port

Projectld
Proto

Quuid

Tag
UpdateTime
User

Uuid

Version
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iyl
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o
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o Iy
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oy
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|

AssetSystemPackagelnfo

BREEARLZRAIIRER

AT EOS| A © DescribeAssetSystemPackagelist

2R

Desc
FirstTime
InstallTime

IsNew

WS : BRmEmEX

FEEFNULL

=

oy D
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|

el

el

iy

]|

FEEFNULL
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o

ESid)
String
String
String
String
String
String
String
Int64
String
MachineExtralnfo
String
String
String
String
String
String
String
String
String
Uint64
String
String
Array of MachineTag
String
String
String

String
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B

FNZzE (CWP)
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TiHHIRE
BB X8R
IR
ERATIERE
BURRERTE
EREEID
4BEIP
EEIE0:A|LE]
BEXHEE
MEINER
FEHNARKIP
FEHEZR
FEHINIIP
RS
BERAER
ISR

B TIR
TR
0RO
EINE )
1Y
F#1Quuid
FEHIRE
HUEEIAE
BT
F#HUuid

A

BRRERT A

REHIE0ELE]
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FER Witk FEEFNULL &Sl ik
Machinelp 2 a String EHUP
MachineName 2 & String FHBEFR
Name 2 = String HEES
Oslnfo 2 B String BERGR
Type 2 S String e S
UpdateTime 2 = String HIEEIRATE)
Version - & String KA
FieldValueRatiolnfo
REDHFRIHER
#WINT#EO3|F : DescribeFastAnalysis
FBR Whisk FEFFNULL ESidl fEk
Count 2 " Int64 N
Ratio b=} & Float el
Value — & String =l
FileTamperEvent
RO RS
AN T#EO5|F : DescribeFileTamperEvents
HZR Wik FEEFNULL ESit) )
CreateTime 5 B String REERTIE
Description & & String e
EventCount B & Uint64 EHFEERE
ExeMd5 = = String HEZ
ExeName = =2 String HEEMR
ExePermission &= & String HESPR
ExePid = = Uint64 #HiZpid
ExeSize B 7" Uint64 BHESIHAN
ExeTime B B Uint64 BHERATEHS
Hostlp FS S String H1281P
HostName & & String HEBSZFR
Id & & Uint64 Hftid
Level & & Uint64 REEER0: &, L, 29E, 3:EE
MachineExtralnfo & 2 MachineExtralnfo FHNEIMEE
MachineStatus FS & String EHFELSE ONLINE, OFFLINE
ModifyTime A" 7" String RARERTE

WS : BRmEmEX
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Privatelp
ProcessArgv
ProcessExe
Pstree

Quuid

Reference
RuleCategory
Ruleld
RuleName
Status
Suggestion
Target
TargetCreatTime
TargetModifyTime
TargetName
TargetPermission
TargetSize

Type
UserGroup
UserName

Uuid

O B o o

iy

o O O

iy

I B R

iy

I I

iy

BaselinePolicy

BEERRER

HENTEOS| A : DescribeBaselinePolicyList, ModifyBaselinePolicy

R Wi
AssetType =
DetectInterval —
DetectTime p=3
HostCount =
Hostlds &
Hostlps =
IsDefault &
IsEnabled =3
ItemCount a
Policyld =

WS : BRmEmEX

FEIEFENULL

A
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FEEFNULL
=
=

=

o H o o

iy

iy

iy

%

iz

String
String
String
String
String
String
Uint64
Uint64
String
Uint64
String
String
String
String
String
String
Uint64
Uint64
String
String
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AIRip

HESH

R

FHHFEE: jsontgzl

cvm id

SEGEE

HUMIZEEL ORGTHN 1B RE AN
Himlid

MNZFR

FNZzE (CWP)

QIR 0 -- 1FRHIE 1 -- BINE 2 -- EMiER 3 - EREE 4-EF st

TEIPEIY

BtRs sz
BRsHeIEERdIE)
BRI
AR
BRSEUR
BFRs RN
EHRBY/NE O -- FE
BFR4A

BF&E

F#luuid

ESid)

Int64

Int64

String

Int64

Array of String
Array of String
Int64

Int64

Int64

Int64

fiwk
BFRB 0 FTE T RIEARAR| L:id|2:ip]

HeliERE[1:1K|3:3K]5:5K7:7K]

SRR
FBRELENHE
F#Id
FHlp
EERRFRIHA
EEABIORARBILTE]
KREXELIE R
SRREld
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2R Wi
PolicyName =
RuleCount 5
Rulelds a

SecurityButlerInfo

R2EFRIIRER

AN T#EO5| A : DescribeExpertServiceList

BR Wit
EndTime =
Hostlp —
HostName =z
Id =z
Orderld =
Quuid =
RiskCount 2
StartTime =
Status =
Uuid 2

FEFNULL

=

iy

iy

FEFNULL

O B o B B o

iy

7|

iy

BaselineCustomRuleldName

& BEANIDIIEF

%

2

String
Int64

Array of Int64

ESid)
String
String
String
Uint64
Uint64
String
Uint64
String
Uint64

String

FNZzE (CWP)

AN T™EO5| A : DescribeBaselineltemIgnoreList, DescribeBaselineltemInfo, DescribelgnoreHostAndItemConfig

&R it
Ruleld <3
RuleName =

AssetWebAppBaselnfo

BREEWebRAFIFRER

AN TEOS| A : DescribeAssetWebAppList

IR Wik
Desc =
Domain B
FirstTime =
Id &
IsNew &5

WS : BRmEmEX

FBEFNULL

=z

=
FEFFNULL eSit)
& String
a String
a String
= String
&= Int64

R
RIREAR KEA BT 1285 FFF
KERELIEE
Aud
R
BRSSEEERATIA)
FEHIp
EHER
#=id
1J&id
cvm id
EHRBEE
BRS5FHIARTIE]
IRSSIRZS 0-ARSSh, 1-BRIH 2EHR
F# uuid
ESid) ik
Int64 BEXAWID
String BENANEF
ik
Nz FRfEA
RIS
ENRSREERT(E]
RZFEID
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E= Wik FE¥FNULL &S] ik
MachineExtralnfo a 2 MachineExtralnfo MIINER
Machinelp &= = String EHAMIP
MachineName & FS String FENEFR
MachineWanlp & & String EHNINIIP
Name B S String N R
OsInfo 5 FiS String BIERFRER
PluginCount S 5 Uint64 FREL
Projectld & & Uint64 EINIZZ N
Quuid S a String FHQuuid
RootPath 5 5 String IREEE
ServiceType S S String RSS2
Tag oy 2 Array of MachineTag RS
UpdateTime B = String HHEE A
Uuid & 5 String F#lUuid
Version = = String %N
VirtualPath B B String R

BillingDefineParams

HETHREENSH

e T#EOS| A : CreatelicenseOrder
BFR Wik FEEFNULL ESidl R
AutoBindSwitch S S Bool B4EFX
AutoRepurchaseRenewSwitch & & Bool BaiiniiT RS BaseEs
AutoRepurchaseSwitch = = Bool BainaFx
ProtectType = = String BRhRA

NonLocallLoginPlace

SER

#an #2051/ : DescribeNonlocalLoginPlaces

B W AIFNULL KA AR
City 2 & Uint64 1AsID.,
Country p3 = Uint64 EZxRID,
Id = = Uint64 =4ID,
LoginTime 2 = Datetime TRATE,
Machinelp 2 & String FEHP,
MachineName 2 S String 28 EFR,
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O BRTTCE %2 (CWP)
BFR AT FEEFNULL ESid) AR
Province 2 A" Uint64 E1HID,
Srclp ] & String ERIP,
Status 2 &= String EFIRE<li>NON_LOCAL_LOGIN : BithZEFR </li> <li>NORMAL_LOGIN : IEE&EF</li>
UserName = & String AF&.
Uuid 2 S String =EEFinE—MRUuid,
Exportlnfo
BEFEESTIR
#HaNT#EO51/A : DescribeLogExports
=4 ik SRPENULL -3 R
CosPath 2 = String  AESHEE
Count <3 A Int64 AESH#HE
CreateTime &£ & String HESHEIZEATE
EndTime 2 B Int64 AESHEERE |, uinkZTETER
Exportld 2 & String  BHESHESID
FileName 2 S String BESHMXHE
FileSize = & Inted  HEZMHAN
Format B & String  BESHIEH
Order 2 & String SR EHERE
Query = & String BHESHERIES
StartTime 2 B Int6d  HESHERIARE , vinZEZFPadEE
Status = = String EQZ;?@EVS Processing:SHIFFE#H{TH , Complete:SHTERL , Failed:SHAEMW , Expired: HESHEEH (=
FileTamperRuleCount
FHNRBR O ERER
HENTEO3|A : DescribeFileTamperRuleCount
EFR Wi FEEFNULL ESidl ik
Count = & Uint64 REAMINIEI£ e
Name 2 2 String KEHNIEIZIR ((NEREP—FK)
Uuid 2 B String F#luuid
StandardConfig
P BB AR E
W T™EOSIA
BFR D FBYFNULL ESid) fk

WS : BRmEmEX
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E= wWhisk FEFNULL
Ttl = a

NetAttackEvent

N T™#EOS| A : DescribeAttackEvents
BR WAI% FEFFNULL et
Count — Uint64
DstPort a = Uint64
Id & = Uint64
Location a = String
MachineExtralnfo & = MachineExtralnfo
MergeTime = String
New S = Bool
PayVersion 5 2 Uint64
Quuid & — String
SrclP & = String
Status a = Uint64
Type & =1 Uint64
Uuid a — String
VulDefenceStatus & = Uint64
Vulld S 2 Uint64
VulName & 2 String
VulSupportDefense & 2 Uinte4

AssetPlanTask

AF-EEHIMESTIE

#HaNT#O51A : DescribeAssetPlanTaskList
2R Wi FEFNULL
Command a =
ConfigPath &= &
Cycle & S
FirstTime = =
IsNew = =
MachineExtralnfo &= 2
Machinelp = &
MachineName a a
MachineWanlp = &=

WS : BRmEmEX

W
i

Uint64

%

e

String
String
String
String

Int64

MachineExtralnfo

String
String

String

FNZzE (CWP)

fihk

PREFTAHS | BB : B

ik

IZEREL

BtximO

HEID

Skeiith

ENFIMER

AT

ERESHEIEEN

HESTERRRA , 0 ERthR , 1%l , 2iEMAR | 3EBHR
cvm uuid

SKIRIP

LIRS, 0 MR 1 BAME 2 BINA 3 B2 4 EMIER 5: SFFEH
WHEIRE | 0: S 1 SR (ERRT)

EFIRID

REFEREE , 0X17F

imimid

PENEE=TIR

IRARESIFME , O L33

)
HATARSEEIA
BCEX R
HATREIRA
BRSREERT(E]
REHIE0ALE]
UEpINEISY

RS ERIP

RS esaR

RS ER5NIP
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BFR WAYEE FEFENULL
OsInfo S &
Quuid &= &
Status 5 E
UpdateTime = =
User a =
Uuid £ =

ScreenRegionMachines

KFEEH3DE FIFR

AN TEOS|A : DescribeScreenMachines
=i Wi FEFFNULL
AttackCnt = a
IgnoreCnt = B
Machines 2 &
Region = &
RegionName =z a
RiskCnt = a
SafetyCnt = B
TotalCount — 8
UnAgentOfflineCnt = B

WarningObject

SETEHEGEARNISE

o
i

String
String
Uint64
String
String

String

St

Uint64

Uint64

Array of ScreenMachine
String

String

Uint64

Uint64

Uint64

Uint64

#HanT#EO51/A : DescribeSaveOrUpdateWarnings, ModifyWarningSetting

BIR Wk ARYENULL R
BeginTime & a String
ControlBits 5 & String
DisablePhoneWarning ES a5 Uint64
EndTime & & String
HostRange & = Int64
Type & & Uint64

BashPolicy

iSRS

WS : BRmEmEX

i}

FroaRdIE , 4&=0: HH:mm

FNZzE (CWP)

A

BERG

F#1Quuid

ANBRRE : 1BA | 28EH
HHEEHAE

IEEilEl

FHluuid

ik

BTERBE L

BRETEZLOEN , FTOMEEERET
E2IRIIES

X

Xigezimmg

REEHEE

TP EY

LERIFAIEREL

B/ RTEENEL

RS i) | S—IIRRERRSRATEA | 8 (0368 1: 7)) , A
101 — RIS ; Ol ERFDENFEE  BREY

1 XDEE 0 FREE

LEERAYE | 4&Z0: HH:mm

HEENEERR , 028EN , LIZFBRALE , 2B ASREE  SRENZSREE , 481EE

SRR ;1 B, 2. KD, 3 BEER, 48K, 5 BE (BRSO A-12IFEE ) 6 1 5
RIS, 7 Risell , 8 : AHBRI , 9 : RFEMHRR , 10 : webRFERE , 11 : MEFRE , 12 : &2
Bk |, 14 BEBK , 15 MK | 16 : WindowsZSSRiE , 17 : LinuxdXERiR
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#HaNT#EO51/A : DescribeBashPolicies, ModifyBashPolicy

2R Wi FFFNULL ESid]
BashAction = S Int64
Category = = Int64
CreateTime & & String
DealOldEvents & = Int64
Descript B = String
Enable 2 5 Int64
Eventld & — Int64
Id = = Int64
Level p== & Int64
ModifyTime &5 5 String
Name P S String
Quuids & 2 Array of String
Rule = 5 String
Scope 2 5 Int64
Uuids & a Array of String
White b3 a Int64

ProtectDirlnfo

PR BRFIxRSE

e T#EO51/A : DescribeProtectDirList
BIR Wi FEEFNULL
AutoRestoreSwitchStatus 2 &5
DirName b= &
DirPath = &
Id = =
NoProtectServerNum 2 &
ProtectException — &
ProtectServerNum = &
ProtectStatus b= &
RelatedServerNum 2 &

BruteAttackRuleList

BIREFIERNTIZ

AN TEOS| A : DescribeBruteAttackRules
B Wi FEEFNULL

WS : BRmEmEX

FNZzE (CWP)

i35

0:5FE LAZR 2525

REERE , 0.RS LRRF

BT

EELE RSHAIREE 0= 1=48
SREgHA

15538 0:753%
BHFIRRT IMANBE R B, HFEFEventld HHid
SRREID

BREROL , 1 & 2:41E 3: [KfE)
1ERATIE)

SRERER

ERENAIQUUIDES

ENFRAR

4RCEE (0—Hquuid LFEEAR(BAEMMR) 2:FrEEMMR 3:FrEEL )

EIRAFA TSR
O:EZR LAFEA
i A
Uint64 BatREFFX (Filters iiEQuuid B IR[E]) FRIAO
String WL ZFR
String LB B Rtk
String H—ID
Uint64 RIFAFARSS 2REY
Uint64 ysial=dt
Uint64 BatFARSSEREL
Uint64 BEHPIRES
Uint64 RERARSS 2240
e 15U
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E= Wik
Enable =
LoginFailTimes 2
LoginFailTimesDefault 2
TimeRange =3
TimeRangeDefault 2
AssetMachineBaselnfo

B RN PIRSSEIIRIIERER

WA T3 |8 - DescribeAssetMachineList

=4 Wi
Cpu a5
Cpuload &
CpuSize =
DiskLoad &=
DiskSize &
FirstTime a
IsNew )
MachineExtralnfo =
Machinelp =
MachineName a
MachineWanlp B
MemLoad &=
MemsSize &
OsInfo &
PartitionCount B
Projectld &
Quuid =
Tag a5
UpdateTime &5
Uuid &=
AssetMachineDetail

B RN hIRSSEIIRIIERER

#4203 : DescribeAssetMachineDetail

B itk FEHFNULL
AgentVersion & &

WS : BRmEmEX

FEFNULL

a

|
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o

FFNULL

=

17 I R B 1 B v N 1 B v B 1|

iy

o

iy

iy
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iy

el

fil

o

ESid)

String

ESid]
Bool
Uint64
Uint64
Uint64

Uint64

FHZE (CWP)

fR

MNBERZ , IENEFTEALRY
IRIREEHRURES

IR RIUREL ( BOARI )

IR R RN EREE |, B B

IR R AR ERBE |, B : B (BOARIR )

KA i)
String CPUER
String CpufEFERE S
Uint64 Cpug=
String BEEFEREED
Uint64 BERAE  BAG
String BURRERATE)
Int64 REHIE0ALE]
MachineExtralnfo MHInER
String RS =R AIRIP
String ARSSERETR
String FHHMIP
String REEREESLL
Uint64 RFEE : BUG
String BERFER
Uint64 HEE
Uint64 AISS4RID
String BR5588Quuid
Array of MachineTag o
String HUEEIEE
String fAz55E5uuid

A
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BFR WAY
BootTime a
BuyTime &
CoreVersion B
Cpu a
Cpuload a
CpuLoadvul &
CpuSize a
DeviceVersion B
DiskLoad a
DiskSize &
Disks a
EndTime B
FirstTime a
InstallTime &
Instanceld B
LastLiveTime B
MachineExtralnfo =
Machinelp &
MachineName B
MachineWanlp B
MemLoad &
MemSize &
NetCards a
OfflineTime B
Oslnfo a
OsType a
PartitionCount &
Producer B
Projectld a
ProtectDays )
ProtectLevel &
Quuid &
RiskStatus =
SerialNumber B
Status &
UpdateTime B

WRFRE - BRmERMEX

FBEFNULL

Py
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il

il

oy A0 DY Ao D D Dy D DY DY RO

il

i

iy

|

il

oy
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|

o o m o W

i

%

2

String
String
String
String
String
String
Uint64
String
String
Uint64
Array of AssetDiskPartitionInfo
String
String
String
String
String
MachineExtralnfo
String
String
String
String
Uint64
Array of AssetNetworkCardInfo
String
String
String
Uint64
String
Uint64
Uint64
Uint64
String
String
String
Uint64

String

FNZzE (CWP)

A

R EERTIA)

B hRFFERTE)
NEATEN
CPUER
CpulF=ESEL
CpuLoadVul
CpugiE
REES
EEEAERSL
BEAE : BG
PX
SRR
FirstTime
LAEATIE]

FEHUD
=il
FNIMER
BRSSERAIMIP
FRSSEEETR
ENHNIP
WFEREEDTE

HNEBE | BUG

RS
LAY
BERFER

linux/windows

DRE

S

APS54RID

bR

PEiFRE] - OB , 12T , 2EATNR | 3ERERR
fg525Quuid

RBEIRTS : UNKNOW-RAA , RISK-IKIf: , SAFT-Zese
FEIS

07tk , 1B84

HREHAE
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B

Uuid

a
[=)

BaselineHostToplList

B RSS2y IR

FBEFENULL

AN TEOS| A : DescribeBaselineHostTop

IR
EventLevellList
HostName
Quuid

Score

Malware

ABEXER

Wi
=
=

=
E

falil

Ho

#HaNT#O31A : DescribeMalwares

ET Wik FRFNULL
Description = &=
FileCreateTime 2 &
FilePath 2 &
d = =
Machinelp 2 5
MachineName 2 =
ModifyTime = B
Status = &
Uuid 2 a5
LoginWhiteListsNew
FEREEHR

FHlZe (CWP)
et 1%
String fR5528uuid
FFNULL ESid) i)
2 Array of BaselineEventLevellnfo BHERSIREG IR
=2 String FHNBER
= String FHQuuid
= Uint64 HENERNS#
ESid) R
String AEHEAR,
Datetime ANE S BIEERT A,
String AERFEREEE.
Uint64 Z=HID,
String P,
String FENER,
Datetime_iso  ARSI{HEXETIAL.
String *__‘l’ﬁEKE_’;){k{}, <|i>UN_OPERP£|ED : 5’5.%}2</|i><|i>SEGREGATED : E';.BE_%</“><H>TRUSTED B
{5E</li> <li>SEPARATING : fgESh</li> <|i>RECOVERING : #iREEeh</li>
String SREFIRE—TRRUUID,

AN TEO5|A : DescribeLoginWhiteListNew

BIR
CreateTime
EndTime
Hostlp

Id

IsGlobal

Locale

=]
E
=
E
=
E
=
E
=]
E=

=
=

WS : BRmEmEX

FEFNULL

iyl

|

I

ESic) R

String BlEEEZ5ATE

String LEERATIE)

String HESIP

Uint64 1ICRID

Uint64 RERLBINL : £2FF% 0: (EXRAEE
String Mg RrER
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FNZzE (CWP)

EFR D FEEFNULL Sl 1%
MachineName 2 = String Hess
ModifyTime 2 B String R EZ5ATE
Places 2 2 Array of Place SRk e
Quuid = & String FEHQuuid
Remark 2 2 String #=iE
Srclp 2 B String BZEIP ( ZNIPEERIT)
StartTime 2 = String FroaRdTE)
UserName 2 & String BHE2EAF (S1MNHEFESER)
Uuid = B String =EEFiRID
WebHookHostLabel
RINEEATHEE

#HWANT#EEO5 A : DescribeWebHookRule, DescribeWebHookRules, ModifyWebHookRule

B Witk FEEFNULL e
Type — & Int64
Values = = Array of String

Tk
EHERILAEIE |2:BRAIRE 3 EZerE|4 Bt = AN

FENRETIFERS

RansomDefenseStrategyMachineBackupInfo

PRI SR E NS DS

AN TEO5| A : DescribeRansomDefenseMachinelList

BT Wik RYFNULL 268
BackupCount 2 2 Uint64
BackupSuccessCount P 2 Uint64
CloudTags = 2 Array of Tag
DiskInfo = = String
Instanceld 2 & String
LastBackupMessage = = String
LastBackupStatus = 2 Uint64
LastBackupTime = 2 String
Machinelp 2 & String
MachineName — ES String
MachineWanlp 2 2 String
Quuid = & String
RegionInfo 2 2 RegionInfo
RollBackPercent 2 =2 Uinte4
RollBackStatus = = Uint64

WS : BRmEmEX

fibk
EihHE
BEIDRIIREL

ohnE

BEEER , NEIFraEEE - ;98 diskld1|diskNamel;diskld2|diskName2

FEMNLHid

RIE—REHRRE

RIE—REIDIRE : 0%ph , 1IEH , 25K, I9EREH
RIRE—REHATIE

RIRip

ENER

HMip

F#Quuid

TARER

RIE—RERHEEDLE

RIE—IRERIRE : 0¥ T, 1pEL , 25500
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FER Wik FRFENULL ESid]
Status = = Uint64
Strategyld 2 2 Uint64
StrategyName = = String
Tag 2 =] Array of MachineTag
Uuid 2 & String

MalwareWhiteListInfo

AEEEHER

e TEOS|A : DescribeMalwareWhiteList
B Ua5vid FEEFNULL
CreateTime = 5
EventsCount = a
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BackupStatus
BackupTime
DiskCount
Disks
EventStatus
Snapshotlds
Strategyld
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RegionInfo
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ProcessMd5 & S
ProcessName a =
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SuggestSolution & S
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KA fik

Uint64 FHIIRE : 0B, 1IEHE , 2. 35K, 4RIBEIDH , IRIREMIER
String EiDATIE

Uint64 ENHEHE
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WANTEOSIA
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Den = a
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AssetWebServiceBaselnfo
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I TFHEEO2|F : DescribeAssetWebServicelnfolist
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BinPath
ConfigPath
Desc

FirstTime

Id

InstallPath
IsNew
MachineExtralnfo
Machinelp
MachineName
MachineWanlp
Name
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ProcessCount
Projectld
Quuid

Tag
UpdateTime
User
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Version

MalwarelListinfo
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Alias = B String
CreateTime P & String
FileCreateTime — a String
FileModifierTime 2 & String
FilePath = B String
Hostlp = S String
Id P S Uint64
LatestScanTime = B String
Level = B Uint64
Status = S Uint64
Tags = = Array of String
Uuid = B String
VirusName 2 = String
MiniSite
HRER.
HANTEOSIA
=1 Wik FEVFNULL
Siteld 2 a
Url 2 FS
VulStoreListInfo
U0 EOS| A : DescribeHotVulTop, DescribeVulStorelList
BIR Wik FBPFENULL
AttackLevel & 2
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FixSwitch = =
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Level = =
Method S =
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Vulld
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ImEPERBEIFE
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2

Cveld
CvssScore
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AddTime
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N T#EO5|F : DescribelgnoreRuleEffectHostList

R WA
Eventld 2
HostName —
LastScanTime =
Level 2
Quuid =

WS : BRmEmEX

FEFNULL
=

=
=

fl D

fim

FBEFNULL

o HD  D§

iyl

iyl

FEFNULL

Py

iy

iy

iy

iy

ESid)
String
String

Uint64

2m
Uint64
String
String
Uint64

String

FHZE (CWP)
ESid) 1%
String R DNAIE]
String &
Bool RIS
String SRERER
String RAREEY
String B
ESidl ik
String BRI
String bz
Uint64 B&id
String e
String ESn
R
FitHRAE A« BHEREL , ERE
Xifh BB
Yih #E
ik
Hftid
FEHER
SEtilEE
BEEER : 1|, 2-4fE , 3-5fe , 4-E
F#lquuid
6584 1 H591m



O BASTCE

E= WA FEEFNULL
Status = =
TagList = =

VulFixedInfo

BIFRRRER
W™ EEOSIA -
2R Wik FE¥FNULL
FixTime 2 &
FixType 2 =
Level 2 &
Name — &
Vulld 2 &
Place
BRMERE

ok
fi

Uint64

Array of String

W
&

String
Uint64
Uint64
String

Uint64

FNZzE (CWP)

fiwk
K& 0-K\EE , 1-28% , 3-B@Ed , 54

ENRESEA

ik

(el

LIREREMIEIR , 2:EE(EP
IREER L 27 375 4387
b=

imimid

AN T™EEOS|A : AddLoginWhiteList, AddLoginWhiteLists, CreateUsualLoginPlaces, DescribeLoginWhiteCombinedList, DescribeLoginWhiteList,
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BRITEFHATE: 2024-10-18 10:38:45
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NSRBI RPFFAE Error FER , NIZFRTBFA APLIEOKM. A

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is correct.”

}

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
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UnauthorizedOperation
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