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tARENZE
FNRERFEINEENNREMF 0 (BN aeREX. IFERSRTXINEN) | ETENZ2RRNEERMEE | FANSEZINERERINEGR

WATRREXETNEERSMIFRS , TEGEENREEE. RESRRE. A4, SERBRNSEREIIE  BRLEIRSHEIRNEENEREKE , FEE
MEIRSS B R BIFARR.

I AFEENRE

RBF—EWBENR , DUEIGATRENG

APSSHARHT - BURE. UHRERER | SEURSTIENE | RAREE.

ORI BETNOUSIREEATES | EFIEFASIRRIR | ERE L RESHRIIEIRAE.

BINFER | BEEARRSBEBITENTTEINESHRERAETERHTING |, WEWHTSEER,
o IRSARE | BEERSEPISTIETEF |, FHEL DDoS ABEFRIE Fis , BEARNRARE . SEURSHIAURMIERRS.

ERENZET BRI LR , REEENZE,

FHREFEIRE

XHER

RISIET TAD I Webshell, —REREETRRANBRISEHEL ASP. PHP, ISP SHAIE, BETIIBIE IADRLSHIESS , M7l LETE, WTed
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ISR A FRORINGE | FRERINGE BT EEIINE | ARHESIFaS RN , BT RERATFINERITA.

523 Shell
238 Shell IHEERETBINZEMERLTERANSHEESFIIFER |, IWIRSEES LAY Shell RAEZETAHTRINER , NEN=IRESESEMRE Shell {THR9SCATISIEEES.
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B

ETBNZSRERLLEA , SIRSEMERHT  SHSRNEENZEEMEIE « Webshell #R1. Struts SEEFIA. RBECEAR. RIBEAKG. HSEARTRSE
HEEFIFIREE.
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[EIRERRUFBINEZRIT—IC TAV DSBS ERISHDITRSE , IRERMIARIMME., T
2RF A WebShell 1512 , BRI UINEIRZEREHIA.
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BfiRER Agent , BARBD IHEFRISFERIRIT | MRS H/IVEIREE S AR,
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AHUTEEXHEIENEEDERYK | BEFIEN. FFRAZELESH
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REBL

REEL (Security Base Line ) IENTHERLER , BXRGMRSRLEBLRAHN—BREEAER, B FREBNEREORA MR RRmATE
SE4, QENSRERS. NSRERS. BUEE OORE NAEES. RLESTRARETREL  RRTESENRSIL,

ADHE

ADHBRIREERRS T —REERHNORERE , RRERFINRE. REEH, BRERA DDoS KESHAIMAIE TR,

WebShell

WebShell 2L ASP, PHP., JSP 8 CGl SMIIXH RN — M SHiTIAE |, BFRA—FMIE]. BEENET WG , BFESE ASP 8 PHP & IX4E5™
RSS2 Web B R NIERRIMTTIMHRE—IE , AGHEMANEaEskihE ASP 8i#& PHP /F17] , BEI— M SHUTING |, LUATI 4 MikiRSS 28R B Y.

ENEEREI

FHIEEE ( Host Vulnerability Detection ) 1§EF 41 Agent FEEHIABAIFRI—FA. ERARIEHRETTENRE , ERHTRIESRERERS , A
FNEBFERAE.

AR

B4 (Component ) SREBRAEMN , AENL2EEEEZIERSS. NAYNA Web 28, 4%, flg0 Nginx, Wordpress & , TIRFEHTIEIEIF Web EHIRFR
.

EREHRER
TEFIEHHRFIFREMART ( Common Vulnerability ) , FEIREREMFTIHRLSEF ARSI EMIRR , 0 WordPress B4 SQLIEA. fF Bash MIBFSIRAS.
RIZLTIiE)

SKRIFIAE (Unauthorized Access ) ENHEZSEASHII—RAM , TEEEXRSIKEXRSATHDKMAHITIRG | FIUNRERD. RHENDEERES  SEEHIAR
AILAEEIERIRSHITIRE | N ER 2.

BRER
BIgREMRSSAR L RDP. SSH B2RAE , HIRERIR IP. ERAFE. EXME. EMSHERITRMTNGITE  MIREERH( TS EEH.

[EEbss
RERAICFEERTANAD, BEXIHHTREEE BB .
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TR KEFNRE

FHZzE (CWP)

BR Tz2E6e  #AZSBENE  JEEoRSHEGCRETNRS.

o RERTENREFBLUIRGFSEMRIFNaRS S | AT Z2HRNASHENRAT2MRE.

* Windows =RSSSEERE
e Linux =ERSZ SR

Windows Z=IRSZESHER

1EFChRA
BRTSHFAIRA

e Windows server 2012 , 2016 , 2019

* Windows server 2008 R2

e Windows server 2003 ( limited support )
FHREEFRER

PRSERRE IRSSETm IRSSEREEM ATTERISR

ERSE.
ZERNFR

B 2% B|E  x86 Z;C M
BEE. b :
SirEnE

WA ZRE®E 86 HRFIE
EIREE.
ZRNAE

BT 5% =F  am ‘i’;c W
BEE. in :
it

BRE ZRSE  am HRFIE

A=/ x86. arm g” =

peSll)

EFm N EZREE

wget http://imgcache.finance.cloud.tencent.com:80u.yd.tencentyun.com/ydeyes_linux64.tar.gz -O
ydeyes_linux64.tar.gz && tar -zxvf ydeyes_linux64.tar.gz && ./self_cloud_install_linux64.sh

wget http://imgcache.finance.cloud.tencent.com:80u.yd.qcloud.com/ydeyes_linux64.tar.gz -O ydeyes_|
&& tar -zxvf ydeyes_linux64.tar.gz && ./self_cloud_install_linux64.sh

wget
http://imgcache.finance.cloud.tencent.com:80u.yd.tencentyun.com/ydeyes/download/ydeyes_linux64_
-0 ydeyes_linux64_aarch64.tar.gz && tar -zxvf ydeyes_linux64_aarch64.tar.gz && ./self_cloud_install_lii

wget
http://imgcache.finance.cloud.tencent.com:80u.yd.qcloud.com/ydeyes/download/ydeyes_linux64_aarc
ydeyes_linux64_aarch64.tar.gz && tar -zxvf ydeyes_linux64_aarch64.tar.gz && ./self_cloud_install_linux

EFERSBRERE , BRME £1175% BERREIEE| , BHTE iR MR,

17854 , BE YDService , YDLiVeHEREEBHIETT , BiniTNLLEMI.

ps -ef | grep YD
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23—
HHIELERER , oFEMA root BREITGHS |, BiiEF. @S !

/usr/local/gcloud/YunJing/startYD.sh

. 152 7
TR B FE%e
FNRZETWENNLLESHTERMENETR , SHAFUARD X TONRIES. RGN, SRR ERTARTIRINRBIRINEZ S8R, SR SRR T AT
FENTEE. ERFEERESRE  FEESN EIFEm.
. =
3 HFEHER

EENEENE  TRENERORHFEIERH TS | IKEMIESRANIESET , FHHEHFSN Linux NEXEHFERE 8 Windows NMEXE-AFEEEE,

TBA  HEFNZE

EEABREINZEMR  TRENZ , RG0S REHHMMLN , TEREAGFMANE
EHETEE

1 BF FzeEila  FENSmE  SEECEE > PR EEACHCRSHRESCRETNRS,

RS ERTIRP | EETEHHENREMIRSES | TAMREE | SEEREE.

HNRGEHE
o Windows &% : {KEBI&{Z C:\Program Files\QCloud\YunJing\uninst.exe , | uninstexe {4 , WHEEIETEIEL.

o Linux &4 : A @< ¢ if [ -w &#39;/usr&#39; ]; then /usr/local/qcloud/YunJing/uninst.sh ; else /var/lib/qcloud/YunJing/uninst.sh ; fi BORETEDZ,

=1

RERHBRIR KR BRI ALE ?
BB KIE R EE 2R BRI

e VPC M£&ig4Z : s.yd.finance.cloud.tencent.com, lyd.finance.cloud.tencent.com, u.yd.finance.cloud.tencent.com

e VPC %8 IP : 169.254.0.55

o HRMZIGS : syd.qcloud.com, u.yd.qcloud.com, lyd.qcloud.com

o HEAHMZE IP : 10.148.188.202, 10.148.188.201, 11.177.125.116, 11.177.124.86, 11.149.252.57, 11.149.252.62, 11.149.252.51
o EBH=SRMER RIS : sp.yd.qcloud.com. up.yd.qcloud.com, Ip.yd.qcloud.com

o JEBEN=SRIEX AR IP : 120.232.65.223, 157.148.45.20, 183.2.143.163

* %M : 5574, 8080, 80. 9080 ( ARHATRIKITA434HM )

EAGEFEERIA DNS , E4TIRE ?
EEAEBEIA DNS |, MFEEE finance.cloud.tencent.com # yd.qcloud.com HRISAIFTE TR ZEIA DNS,
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®H

o0 B[

& &

TEERRIFREETEE :

Z=iRAgent

Agent2—"ERASENRERFETHRENHE  BECFERIPPOZENL , TEERRERFERENT 2R LRIRS S LEENT KSR 2 =4
R, RNBABFPMSRRMRPORES | SN LR 2R ERT IS E S,

oy iz ak ]t

ETIENAIALIELNIRES | mimbbiRr O EMAgent EIRAENRESMEMETE | BIRRNS N EINRIRE | ME—F HIRNRERMEHTON | RIBDIE
REGAgent MABKIEHAINEIES | RIRHIPHORRHRHTIREERS | BXREHMIOREL KRBT BN Z2BNSEEMERN | inhPH ORI RERER
ECEEIEXTERREER  WERP MHHZ2MRER.

FBF&EEHE

REERPERINIRAERES  EENREOERENEEE. REMMENE. ReRBEE. ReREEESHARBRIFIEEIEE.
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Linux N2E0HEEE
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AIASIESEAATHEE Linux NEERBFHEANEBEN L 2MEN.
iR :
ECBEMARSHETREY SRS | Bk 27 ASEWEEFM #HTLE.

RADHT , BERARRE

—. REREKFRBEOS

1 RERSFERARNAKFEEFASEAS

FNZzE (CWP)

o WEWR  MEEERK,. HIEEIKF. MySQLIKF. tomcat IkF. MtEEESERKFASERRERDRAMEE , BENEDREZNEZHIE,

o MBRTTE  LEERNIRERRRHNAERFES | EBASEFIER.

o Mt : &,

2. {4 last FSEE MRSHOPERNIWAICR | WIARSEUR P BRI

o ER | HEEHE TR HIESAERRTEN SRS SR = R RIS,

o fRIRFE  IMERIBRILEAFAT , AIfFERA®< usermod -L FIFE £AAFSEFER®S userdel -r AP MERAEF.

o MpE : =,

3. i&1d less /var/log/secure|grep &#39;Accepted8#39; 1< , BEEREH ULE [P FINERES :

o ERE | HEEHE TR ESERRTEN IR S TR R RIS,

o fRRSE : @S usermod -L A& ZRAFEER®S userdel -r FBFE MEREF.

o RpEt : B,

4. WERARERAMAEERO :

o WMERSMANEREKO (SSH. FTP, MySQL. Redis %) 2&NEIARO , XEAROEERE S B TREHITRIHLI.

o MRIRITIE :

a fERRSSEEMYRLE Jetc/ssh/sshd_config STiFREY Port 22, 1522183 3EBAN , BRI EEEER ssh RS,

R

LA TERE | BENERRSHFER S HESINENNZLERE , AENEANG , BITYERD , FEESN Fnk 28,

b.i=1T/etc/init.d/sshd restart ( CentOS ) &, /etc/init.d/ssh restart ( Debian / Ubuntu ) s $ERFEREE.
cIEM FTP, MySQL. Redis SRFRFECEXMARISIAGEITIRO21, 3306, 6379 9EfhiR,
d.[RENTIEERAY IP , 4RiE/etc/hosts.deny . /etc/hosts.allowFa/ NS4SR 1P,

o RpEtE : =

WRFRE - BRmERMEX
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5. 188 /etc/passwd3 it | EREEEIFRIIKPESR !
o IGERAE | WA RETRRHMEHERERFHENSRRI RS ChE R e b A .
o fRIRTTE : A& usermod -L B EEAAFEEFEA®<S userdel -r BFREMRAERF.
o JXIBEME : .
—. mEREHENIEERO
1.J517 netstat -antp , EERSHBEEERGIZNANH RN , EE FXIMNAT pid,
o IEIRSHRELFLTEHE , BEHETESTREINGN , SHMNIEEIEsHTER,
o fRRFE : BRIMEIESRHE , 1517 Is -1 /proc/$PID/exe g file /proc/$PID/exe ( $PID F¥IRIAI pid &) , BE T pid FTIRIATHES(HERR,

WRSEEHE |, MIBRXIRIAYSZERTT,
o Xt =

2. {5 ps -ef fl top S BEERBEREHE
o WER : BT LEHS , ARMEBRTRAERCRAHERIHE DB RS CPU SRRFRIRN | NIRRT aizrr.
o FRERTTE  WNZBENTEREMAEE | ATLUER kill -9 HHER mOETE | siERRA K EIREIHFZINE,
o Mt : &,
=. RETSERFNAREHR
1. f85A chkconfig --list 1 cat /etc/rc.local % , EEFSHRFEEERENEIIRS.
o WMEWRE | BEEFEERXFIERANBHM , ERFXNEREBRIET.
o fERTTE AN TEMHIE , TR chkeonfig IR$BE off <X , FRIEE /etc/rclocal FEBEREMR , IEIHIHE,
o MG : B,
2. N cron XHER , EEREFAIREENESHA.
o #QERBE : &5 /etc/crontab , /etc/crond , /etc/cron.daily , cron.hourly/ , cron.monthly , cron.weekly/ E&EFEDSEHIARKIER,
o fRIRITIE  MRIMEANRATRNES | TEMHAFARSERSVSHA , RFERLSHA , TERIRSES RS SMBREIE,
o MEtE: S
. HES=SRGRER
1. MNREARSZH/ABIETT Web, HIERESNARSS , BERGINARERIKFYXGRFNSIIR , RITRE/EMIF root IKFIETT.
o REHAT : (EFEIE root IKFIEST , ATLMRIETER FREFRLIEE , WEE LA ANTIEEHIIRSS s | MO ERE.
o RRTTIE 1A web [RBIRERIEIEEREER.
=47 chown -R apache:apache /var/www/xxxx . chmod -R 750 filel.txt sp<HEL B MG AR,
o JRpEME : .

o B{RE&ET75Mub5 B RITHAPRRA.
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2. FREEN FRERFRRE
o 1REHAR : YRR | BORRRRACEENNAEFRHARE  FERSHNRREMIEESE | SEHLMANEFA.

o RRTIIE : IUEREBIRGIRIEAIAN ImageMagick, openssl. glibc &, BFRAILWRBEBNZEMEXERMNRSESIESTET apt-get/yum SR TEREFRE
=R

o Mt : &,

RIuE B R PREISETBINT : * 58  * RIR HTTP IRSEETHAFFIAFER www , RSP centos , MubtRERZ /home/centos/web . F5ik/HE
1. FATETRENIE BRI HAIFTEETIFE4EN centos , www , TS :

chown -R centos:www /home/centos/web

N

- IREMuLERINRAT750 , 7502 centos FAFXERABIEEHITAINIR , IREE | centos BFAILIEHIERFRIEXM , BREEEIZHITIIR | X 8EHANE
F , HERFREEHIUR.

find -type d -exec chmod 750 {} \;

w

- IREMUES PR 79640 , 6405538 centos FAFXIMUS A EMAIIR , HTTP IRSZEBEREREHAIRIR , ToEES M | HERPTEHTIR.

find -not -type d -exec chmod 640 {} \;

4 SR ERRERT SRR, Fla0 , Wit —LEFERUFEES HTTP IRSBESAIR. discuz x2 A9 /data/ BRIMVMES NIUR.

find data -type d -exec chmod 770 {} \;

kY '_\_| ~ My

WARRNZEMAENY

o EFE(EA SSH BRI TER | RO SR IARAIREE .,

o ERSSEEANERLE /etc/ssh/sshd_config SZFHREY Port 22, 15 22 (EBUAEABAEEGARD |, 18 Z/EER SSH RS. AERNTHSERS :
/etc/init.d/sshd restart ( CentOS ) 8% /etc/init.d/ssh restart ( Debian/Ubuntu )

=3 =g
HEKROR , EENESIRS S EH S SN ENZE2ERE | EENERNFHTMGED |, FEE2R RS8N,

o UNERWRER SSH BRSHTEE | EIF—MFEE.

o TiCRFAEFEEES (Mik, FEH. tomcat &) | ITi2 SSH, 2@, HUEE , HEIRESHEF—HNEE.

o TEHE—LAFHRRILE) (TLMERZH ) : lgtwo-threeMiles3c45jia™ caser, lanqiu streets

° TER—LHBOCHRE  TREELTHNIFHERINRgEREETETERBNE : 255+ (coca-cola2016xxxx ) HAMIE (lamagoodboy )

o FERLITaHEEENAMLROFR , KRS iHO.
netstat -antp

o EUENZESMEX-RLAMMEREHICITHIE IP hI0SESEId RS /etc/hosts.deny | /etc/hosts.allow FNSIHRIRE IP,

o NEEFREME root iR, g0 Apache, Redis, MySQL. Nginx &2 , REFRELL root RIS IEIT.
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* ESRFIRNBRSETE root IR THEFRR , MRBEKHBITRRIRIIRS root URMEEREIT.
o RESEHRSEATBRMAEFIONA | 10 Struts2, Nginx , ImageMagick. Java £,

o XKIANFFERFIGTEEIEINEE | 41 Redis, NTP & , IRLITESEFE , oI XAXINEHOSREE.
o EHIENTIRSESRSHIE.

o WEENWSHIEHTRMENHRED  BRENRANRELTERE.

* [RT#HI home , root BRI , AR ZED /etc FIRTATFEGIER /var/log BR.

o LTEBNZESMEXENRS Agent, TEREW LG , TUTRESXIEER.

iR :
MR ESBISAGEHEE RO , EIEIRRIZEA R TR,
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Windows N{EE[0]HE R

BILEFAYE: 2024-10-17 17:10:00

RIS SEMTHFE Windows R,

RN BERANERE
— WEKFASEOS

=

. BERSHRCERAHNAKFAREFESEOL.
o WEWRA : TENERFAEERIKF. MbFEEIKF. HEERKFLUNEMNATER (FTP. Tomcat, phpMyAdmin &) KPE&EFESHS.

iR :
IKPEEENISBAAS. NS, SHFRH. SPEMI12 - 166II0S53H5 |, Bl mREER S

o WETE | RIEARER B THIA.

o XIS : &

N

. BE MRS EARSEIRGEF RS CIRAMKF.
o 1ERE | REFCENFRERFIKFESESEAFHEBRIE.
o 19E75E : FIFF cmd B0, @A lusrmgrmsc 5<% , EEREEHIENIKS , INEEERREHEN ( Administrators ) BASFIEIKF | 1S BNE AR,
o Mpatt : &.
3. IR AT ERREIR,SE.
o WMEWR : BEATHENE  AESERRSHRNCIEEIKS , R EREAFRREEERE.
o WEE (EEALUBIE TE LP_Check 22 TENBEREMEEMNKS )
a EREHIFHEST ( IEFEREER Win + R) |, B regedit , I TR EARR RIEES,
b HKEY_LOCAL_MACHINE/SAM/SAM , BRATCEEBIZIATAS | ARERSEFNR , FIFIREEE.
CIEELRIAR (—AR79 administrator ) |, SIRAE TR |, ARME  KIAEMRRES.
d.BRITFREMZRIEEE |, BIANEER HKEY_LOCAL_MACHINE/SAM/SAM/Domains/Account/Users,
eft Names IN FRILABRISEHIFFE RS |, iNEIMAMKF BRI, | BIAREIK, | AANIERFRFNAIHET | IHIBRILAER.
o Mpatt : &,
— EREEH RGO
1 HERAFEERHEERAERIET.
o WMENE : KEEEANRRAR , HERETEEHESINEHTERE | BEDTTINIHRE | BITLURH N\ SRIEEIHE.
o IREE
a B RIRSEE  EEFR > 1517,

bAIA cmd , REMA netstat -nao BE FRSHBEDHEARRAAHR KL
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CHFHMESEIREE | IENIRAY PID HIESFMAHZEER NIEFHE , FIAET PID SEE MET]XHHIERE | MRS , SR TSR E /R4
Process Explorer TE##{THEE,

o NS : .
= WEERERERF RS
1. I ERSHENHNEEEFHNEN.
o WERE : KEBEENRERE  HESETEREFHREIEIIRPFHT.
o WEITE:
A BRIRSR | EIEFHA > FERER> B,
b BIABR FTHERER—IZ=ER  WARBHIRILSERTZERT,
CIEETTHA > BT, A msconfig , BEEREFEGSRENBHNE  EFEVNEESSRENEHRE | HEIG < RRIEEMIR .
dEEEFHA > BT, M regedit |, FIFREMER  EEFHEIMESIES | FAIEEMT=NEMRR :
HKEY_CURRENT_USER\software\micorsoft\windows\currentversion\run HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Runonce 1 & IFRAMNEESEEHSENE , NBEIBEHER  FFENERSREHT
REER Bk BREaAD,
o [KpEM : &,
2. BERIFEEEORIE,
o IGERAA : IEIRSESNE ENETRSEZBISIEITRIES.
o WETE:
A BRARSEE | EEFHA > 1517,

b#IN cmd |, 2AFHAN netstat -ano , 1ERSER SN LNECRSHZANSIE | FHHIARDAEREE. WA schtasks , 1ERZEEPRIHIIES | FHHIAR
BAEBTRIES.

o XIBEME : R,
. RES=ARERRE
1. ANREIRSSEEN AT TN (WWW, FTP ) |, BIETREHTES | FREINFREFNSIR , ZIEBSRNESRSUEERIR,

2. FHEBNZEREX Web MAFIKIE PP, 5 Web MAFRER.

=10

TR SWNRIEHIRIEERARSE ?
REOAMINGTE | GCRRASRENNGS , WHREDEREERTE , RIFNSERRENRERS , ANARREREREHT.

ARG LRSS R R RN R ?
1. WEFTERSIKFEIS S (ELSNEEF—E) .
2. EBERATRESEIRD | IR

i WEEFHA > 1B4T , SR regedit ,
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ii. FIFREMER | HALITESR © HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server\Wds\rdpwd\Tds\tcp
iii. KEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Tenninal Server\WinStations\RDP-Tcp
iv. (B~ AMIfY PortNamber &,

3. EE BN RT2EMNER AT I8 IP A 885 iR Smin 0.

4. EREHER S EIERUT.

5. EHIEMIRFRARRFIEFEMRA (2 FTP. Struts2 &) |, BiLLHIRIRFIA.

6. REENZEMEX RS Agent FIFHES R TERMETITNM,

WS : BRmEmEX

FNZzE (CWP)

5822 T 595,
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Linux ZFimEaHEE
BIREHATE: 2024-10-17 17:10:00

FEBHESEHT Linux ERIRESEHE | QRSP E RS E R MEHIEHEE.

EFimtEREaHEE

1 EEEENLEHEREFE. BN @ ps-eflgrep YD,

EBERET  INReFERMHE , TFEx
o WMEHEAEFE , FATREEAETER :
o REF|RLETNZEHEZFHMOREE , BRE REN] 83|, #HTEFmTE.

° ZFIRAIEEHIIREIREERR  SEHEBEED.

N

. ERSHREREINZEHEEF G , ARAUT A A EEFIHEERERE
o FIEEXFIRASE , FRERR : /usr/local/qcloud/Yunling/log .

o THUTES : sh /usr/local/qcloud/Yunling/startYD.sh BEIFEHNZ LIRSS,

PLSEIREHEE

WRBEFE , BENRENEL , KEBDREREMENE | SRIRIA TR THE

L MRFTERAENZSEHE , AT ER DNS, aALUBEHITI T 1T , HIEE RSS2

o VPC MWEEFIEAIRSSEEINE : telnet s.yd.finance.cloud.tencent.com 5574

ERERT  REMN FEARESR.

*NERTTIEAIA
a. A LASIRIEHR dns nameserver =& : 'vim /etc/resolv.conf ' nameserver masteritsiit’

b. {&X5ERfE . E#iif4T telnet s.yd.finance.cloud.tencent.com 5574 & IgEEIEE.

c. ANRAILUEE , 50 1E (HEKEREREERNE ) | S akeaRIMIRS RS L.

o HAERRIAE (3F VPC EAIARSES ) : telnet s.yd.finance.cloud.tencent.com 5574

IERERT : REIN TETRESR.

WRFEIA -

WRFRE - BRmERMEX

FNZzE (CWP)
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a. AfLAEIREE dns nameserver =2E& : 'vim /etc/resolv.conf’ , SFBEREBEAT nameserver EERE , BHIE ‘nameserver FE& , BRI nameserver ip #8%K
&, 520 ARMARSS](/document/product/292128/5225),

b. 188 5eRkE . BT telnet s.yd.finance.cloud.tencent.com 5574 1&MIBE T,

C. ARATLAEE , FRLOHE ( EHKEREREERNE ) | EH S8 ERN MRS ENH 4.

2. FIKIBERREIRS] , FREAE Linux ZFImFFAL TCP imH : 5574, 8080, 80. 9080,

3. MRFNZEHERFE , BEARRTRERRSHNEFmELZ  BITeEFimAE ( BFERE © /usr/local/qcloud/Yunling/log ) F 232 T & #fTRIR.
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Windows ZEFinEZ&HFE

ERITEFATE: 2024-10-17 17:10:00
EFimtEREaHEE

BEAFNREHERSGFE. FI7F Windows (E55EHEEE , EHE N YDService.exe FIHZREFIE.
1 AIRHIEATIE , FIREFAEL TSR |

o RBBARETNREFETFIHCRENT , BIRE AN THI83| , #TEFmTE.

o EFIGTRHIMBE RN EHR  SEHRIRER.
2. HEETSE

o AEEEFIHHE , TR : C:\Program Files\QCloud\YunJing\log .

o TIHIITARS @ sc start ydservice FNEITEF R,

B PEHF R

MRHEFE , BENREEFIRAEL  ASBDRERRWERE , SRR TRIEHTHS

1. 122 DNS 2B , JLUBRHITAN T SfTHITHIE , REEF—MREIERSR | W= DNS FKEk

o HEME Tt (IE VPC IRSSEE ) : telnet s.yd.finance.cloud.tencent.com 5574 ,
o VPC fIEAMRSEETE : telnet s.yd.finance.cloud.tencent.com 5574,

2. BEXIEPRE=SEEE |, FBEFFHS574. 8080, 80, 9080iHM.

FHZE (CWP)

3. iNRENZEHEFE , BEREATRNERRSHNEFREL  BIeEFRAT (BEHKE © C\Program Files\QCloud\YunJing\log ) {232 T & #{TRIR,

WRFRE - BRmERMEX
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SFREERNBRIREE
=yl

BILEFAYE: 2024-10-17 17:10:00

1SS

BFREEEIBN R SHERKENRSHNEREREERE | TLUSEEE 0

RIEEEES

LEENZeMEXKS THRSHEERITAN  BIZSREXER2eERMRNRERREHTERORE | SRESREISZERCRIFCA IR E'BR", 7
fvA SR S R IR R,

WA :
o RMIEZRRERN' B NEEEREN  TETREdTD> FEREIXRE.
. BEERAREREKTE RSB FERERNGSHIE.
QIR
ENEINSEBSREERET | BER TS B THA
1 ERARRBERTARENEEER.
o B, IEHZERCEMANBRE  BEZERITABREE  FETESE,

o &, BIITEER2,

2. FERFEER , VISHIIERSHESLENREERSEN | ERTAEERNAFEIRRE , RIS ANENEREBLNRS H LRFTAIERERFEIE. BIUS%E Linux
NEXFEHFERE f1 Windows NERERHFE R IRSH/IHITENHE.

INETSE
BRI LABEINTINES S | LIRSS SR
o REBEREXS. N\E. BHRFH. HFAEMA12-16[HSRES.

* BEIRSES Linux RFABNTEERIEO , ATFATR : B354 : /etc/ssh/sshd_config

Port 22 #fESE=1TESEINT , MNRAEEHS | BEMER | EX0965534L RIS

AIEIRASERR A vi @5 | B sftp TEEIAER | (BRI THSER ssh &S5

/etc/init.d/sshd restart #centos&%t , EEsshiRBZ a4
/etc/init.d/ssh restart #debian/ubuntu®z %t , =E ssh [REHS

R eMEXFaERLENE , ENEEITHRENSHNFIIRD , FEWBITHREIMERH |, FEESE tlEesd,
BEETRSH|RRIKIE | BVTFERBIKE .
HREIRSHRERRAIRR G T ZeEFintiE AFESSETRE , AFELNEE  EREERN , RRIREIE,
RAIMEERRFEBRFAMNS Web BHFENZLRRE.

i8R :
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FHZzE (CWP)

HIFN ERRBH/RAL LM | ETEMERZENG , BHREHREENETE  BIEBRHFRRSBARNZEKIGRBEED  LHRRERSEEEESE.

SR, ERENERREN , ENENEEBTHERRRG. SIEZEIRRE. BERR

=17
o BEULLKAREEIIEN ?

FAUKAZREERIEN.
MREMEREFRERNSTEREN , CULRERSERATE , SEXHAREERSE.
RLBERASH £ REESN , BEOSREE > FNESE  SERBSSRE P RN AESEE.

KAREEREE £ REDPOTNH , HEERERNXT , SEEREEN S 5 7% R,

WRFRE - BRmERMEX
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& I [E)RR
MISEARZR

SIFEgRAtE: 2024-10-17 17:10:00

SMIESEEN R 2 E IR SHRAIN ?

AILUEN EZ2MEN #ITFHR,

SRR EAEN R 2 VB RaR ARG ARSS ?

BN EINEENE , EERIEE , AN IR ENBH TN TELE |

o BUhR-1REITHER | BRHTRSE XAEWARIRIE. B9 SRENERMNERBINE | KT | XIDERES-1 (ENELNENER | AT REN
EEHERIZERTER ) .

o BTlk-BFOBMIEMR-BFEER  ERITHRNEE. B9 8aENSRNE—REHN.

R

° mIRGSHIIFNHERE | ENRETIRR/IEARIF RIS B | =RHRARN AT LIRS EREME.
* XAFENZLTWIHRSEMFRSRE | SABREEZETNNS R REERERS.
o FReRENRUSIIWLARINEE | SERNERIET EN. ENEETHLXR.

FARIRSES | MUSBRIERENRETIWGFIFITA ?

EEENREEFIER ZEE G |, STHEMFHERMFRFR | SHEINR SRS B NTHRATUNHRR | iTRPSENEREEENZ2 T UMFIFITA,

FNRETREDRSRMBR S MINE ?

FREEEMBREFRANTR BT AENGREE  BEEFARNEE RTS8 | RIERRRE.

AER RS/ ET R LT iR?

BR HxeEts  FENSIVEERETEE > PR ERSHEER  HEFENRNRRSEATEHR | SdTARERR | BB RPIEERERHTEE.

WS : BRmEmEX 5828 T #595m
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SRS

BILEFAYE: 2024-10-17 17:10:00

WEEFNEREERENREA ?

75 | §R00:008H., IWiREE : AERSEH.

A4 Jar BAANRIRZ R , SIRENERARERA—E?

Jar GZERIR | BIE0 struts2 IFRAGIEMIREL Jar BIEITEEEMNE , RSTRSIHETEELNEIFEN , 1IZ1TARSAT Webserver 33FJar BAINNED /S INEAIEFIN
. ESINEAERT | struts2 IBRRBTE Jar BETHA RGNS , RS MNMIRGNEREFEER. BEEER Jar QREHTZREN , RIMENERAVE
HE.

FNZeAERESD ?

o FNREEAR  REREEG,
* FNZkeTlR - TEENEE.

o ENZEEMN - TEEXEH.

SMATRY ARSI A TAL T ?
£ XM ES NE , ARSI T TR |
o MR BAESRADHIEE | EAADFFFIMIRZM.

o (BE  BIHPUTEEEREE | BERENREBABNZNRANZ S TR,

o [RE  HRIHASHHEZEAD |, CHFEPREERNFASE | BRNZSHHTIREIERE | PLLZS R EE.

BRSO RS ?

BERZEFOHE |, BFEW Ll XX,

ZeEGERREEE , SATLER?

LR HRER | BIRTARL

FNREELEN REL ELLHE ?

1 N ReEL UE , BERETRMGNT , BEREFITHERFS  HNZICNIAYFERE.

WS : BRmEmEX 8529 ;1 H595m@
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2. BT , IEEMEIRSSES P, BEIFEE  ENGFEIE.

3. FEMFIERE |, SERNEL , AT EEZELANI MR,

FHzEANRRARDFHLRESHTIEN ?

=, BEENRERAAD. NSRREERMKENTA , SESEAE. BE. B IAMESREsETEERN , BRSUEILE BEH0 #TRE.

WS : BRmEmEX 2530 ;1 H595m@
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INEGERS

BILEFAYE: 2024-10-17 17:10:00

N DL

TIRSHRNEEBLEEE ?

ArSSHehies - SRR, XHRENEMR  SERSEIELR , Kok,

HEETEY - REGIEIEEGEATES | TP RFAIERIE | SEEWREEZR. BFRE.

WhNEHER | RENRRSHEEBIENFAITEIINZERRAESEIRH TG |, MR TESEMER.

RETIE | BEAERSH/BEITIEN 2. DDoS AR , BEABRRARIR SRS/ ERMIERRS.

AR AR BN ERER ?
. BNEERERER LA,
. REET , BORRILE,

o EHGIEIKS. RUR. WMOFREE FHZets NEERER.

SRS RN EEIMERGF ?

PR BRI

° RIRSEEPRENKE. I\E. BHFH. HFEMN12 - I6MIMSRERD |, BalERAEEEREBERESSEE.
o MirmBRSSe CRENARTENAR  BNTAREERNAR | BRENRRENELER,

o (EBIEEERRSHMAROSHEIBREERBAFER.

o EX Linux RRRNLLITTERRERATEER , RILEBEER.

° BRZeRETXFAIRM 22H | EERTISHIENRD , REYYTAEmNAERO.

o FENAAMFRIZ O ARSHOAEE , FIE0 mysql, redis & , EEIERAAMISEEEELESNRIASIE].

o MFEHIAHING IP EE , BERTEEHERFNNERE | FUERTAMING IP Z5MIFRE IP IERIER.

z3—g

HFEECRSFBRFNLEMF , TUBRINERRSHRASRTE , BELAREENRe. ENERHFRRSHEARARNLEKQREIESED , LRKRERSEE
EEXFSATH,

A = BRSS REBh EENE ?

2 TR ENZ2 TR FEPE R ERZ S,

WRFRE - BRmERMEX 2831 70 #595m
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ARESSE[E)

FREANFEAADSFRERESHTEN ?

=, BEENRERIAAD. NSRRSEEMIENTL , SETEAE. BE. BMEsidMERTHTEEEN  BASETE BRSO #TRE.

REEAINMHAS (R ) AR ?

ERMWEREMHFAIARDIM , B TH RREREENCSRMEXZ2E , BN SRMEX T 2FRELE.

AMAISEIEAR S R e s 1

* BERIHRSRADHE RIS TIRE SR BN TR .

* HOTEAD. WEIURFEEESANER , FHElS LREFESO<C. RREREBEAHTES  RNMRRESH.
° EORREYRSADRMERTEER | EINEHXIYAMHRIEED.

o BEZEMF, BEEW ADIHEFLE,

FHEERREHR

TIRGSHRBTRERREEARR?

ETERRNERERMHTRESRHN  SFAREEFCR. AFEERAAER  BEUHEENE , B RRENaRSHFHTFANRSNE.,

5

WA EREEREE ?
1 BEEAZREERESAUSERARFTER  SRISEXARESR  EEHEWARSEEAD. RRNESBARESEER  SRFHEER , BERAIE,
2. FANZE R REFERDRERSSHER , RIBHTIER.

3. HIEENRETRIBE RS EEFAESEWSTAPRS SR, | RATERAWKA SRR,

ERERITARRRAEEER , ENTHERREK ?

ERILER TZeEds  AANSHPEENSRN > RRER  EREERNE , KAKEAREERNCR , EaliRFizd , SENEEE , BUEEXHM
BRATH , AATERIRR.

REALUXASFEEREN ?

FHUXAREERIGN. MRENMEZRESEERNEER , SZUUBESRRMIZIEES , RENEESEEA , BIFEPENT

o FR1: AREEINE , EFEOSREE > FNASE  SESRRFNAESE,
o F2: AREHRD > HSERERE , RHIEREERNEEN BERE I RS E .

R

WRFRE - BRmERMEX 5832 T8 #595m@
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WMELHAIE , B AREEAHRNEI RIS RIS EIER | HEERF.

it ERSSiEE

SRS ER AR IR AN LI ?
ERRSERENREAY , BSOS TR -
. HENSFOKCREFESOS | EAOSEERBIEBIRAEANSATER | IHTBHER S A% R R RS,

* FREC LLRIWEBMINGE , AT TERIE.

R R IERER I Z FEZ A AR ?
ERRENIE , SRSETHERBENEHE T T/,
. REFMSERLRR , BEFERCRANFRADIS , MRFEATRMSIEE RS BE R,

o RIELIMERAEREREN SRS H/LTEER  HIRESHIEN , REFE. ¥F. FHFAMES , KEELSURLE.

BHiP A LSS

LIRS EERIIPAS BB L TRRR?

BRES MRS SN ZLE I RERIRS , SNEATRES  BNEH FRENZSE RAGEE , BEATHERRT -
- RESEEATHE.

- RRSBLETHS TN , SHREIPEFRRE,

iR :

HPERFESIES N Linux EFIRELHIE 5 Windows ZFIRELHIE.
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tH PR e
TR

SIFEFAYE: 2024-10-17 17:10:00

FXEENREN B LR SERIBERIR LR,

B

FiZeNZ2PEIRNRRENENZSITS. FNENGE. Z2MPRE. XISEBLURENRZSTHNNE | BEREER  HEETRINZSEMEMER ; =MH
BESINENZ2THRIRSEN , BIEHREERS NRRE RS  RIERENZE,

= =

S =]

BRENELBHE , EENSIT , SEROME , SAZSIATE, RLMERmRMRL ARSI | SERET
TR

1 ARSI | BRENENZSTHIREREER  FREREMEAD. BERERXEHS B4R
o NN : BEANEICUERI7INEE , IXHER. REER. BORR. TEIER. K38 Shel, FMEN. SR®<  GHFAIHHNERGEFIZNENEL
o SEEXEE : BIE Linux ZEHRIRE. Windows R4tiRH. Web-CMS iFiRE. FAIRRE , SHZIHFMIRRSEENSZ S mENLL.
o BB 1 RFITELSFMIENGEFIZmENEL.
o MENE : Rt ESHHMERISHFIZSINEN 2.

2. BREEENE | ISTAKRAEFESE  TUEEAEEN. FREKKE. EENRAINEXEERFS. RENERERR  RESHHEEE AR R R,

FNRERELN D3N ER |
=54 RIS FURERE IRAIGLER
1 904 - 1005 Gt BREReRERT | BREIRHT | EHRIR,
g 609 - 899> Be REFAERZRENG , EBERGER S,
= 204 - 5943 ae BEFETERENE , BRI ERSE M,
BA

FNZERSMEITORRSED 205,

BRZEBMHRTENOT , T2BHERIERINIMN

TREM (REHHITE) 53/ EINSAND
8 ARB, 7BE. BT, 509>
e BeEwE. BeiL. RIER. FREN. &5 Shell. BEwm<. 109
P PERRE. PRk, 35
& BEERRE. KEEL. 25
Hith EhthR (JERHPRTE ) . 15

WS : BRmEmEX 534 T H5950]
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REEIR
AEREREIRGETS , BB RIIREEN. TURE, RRBfRARMER. REES Bt BREBRERER. RERMERASENERITE.

Eoeoila

1 2Rt | BRRENREMSNRIERMA (F5-FE-10l- 10 ) £RERRSE  ARCRTESNRIMSBNREHFN. SS0hIFISHE  TENTH#
FBERENZEAER  FHREZE RIS REGEAC.

2. BHA T ARRERETE , ZEMENANKFIFRARREHIPRS. Z2RE. ENREMHF. KBk, E208M. 2B , EENRRENZRESIRSE
BREENZ L,

[DiEalE

EpSIFEEIRETh , TEEEAIENOH. EEENCHE. XNEBEENENNE. RESFRNENL , BRCrEs. SUiRSE. ERiE. BSoER
BN ERURNEE | RIS EHRE, HmEEERIE. RREERaURZ S | EMmrEER.

iR :
HTFEMRENPHAFEEEXRES |, "EPFrENE BT WhREN.

SFRRIUEA :

o BEA LAHVEIER , TEHETER.

o BEREHRAYL , BrEfRer-RigthEiti. TR, EERSPHFHITIEERTILL.

o TERTEEFImENF , RERE  RERRTESS,
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o IR : REEXHERTNEREEXHMEEINR , BETIaiHBE X HmEENS 5.

o AWMU, FERIHES BERTEE A,
o ERSESTEILIESEIRSSEE | IEXIAF APPID THBIRSSEFINEEZEZREM | HEEEE,

4. REFTHE  TEARREEIREEZEY  BEEMIRBRIZA IS MRISRITcC R RS,

5. ARRREETE , AINEEEHTIHEIRERE.
o fifik | BERBENASESIHEXRFRIGEEN (ZMXRFREL | 917 , SMLERSHRIERSE ) it FSHHREET S MRHITIHE.

o HENREIIRFR  #OSRIIRLS  UREBIRRTFR  EFTME  BERE  AIEIREMR.
o WiE  EEGOSRNAMERFEE , fERE  TTYEEINESSHITRE.

o MR : EOERIIERG |, SHFNERENES BT,

WRFRE - BRmERMEX 8553 T #£595m
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[z5&Shell

BILEFAYE: 2024-10-17 17:10:00

FEFRENBIARSEE Shell IFEHTEEMNME , RAESEWAELIEAEE , BT RERAITFAIREERTA.

3% Shell JEERETFBHNZESHMEXRRERARSHESFE , WIRSEE LAY Shell RMIERTAMITIRENER | AENEIRSEIRMRE Shell 177909500 t5is6E7,

Elli=Ses

[23% Shell THRENEWARENSIS , ERIRFIRIFENIR TSR 7 eI ERZIEE.

EAEL TR
BHFIR
L BRENRLEHE | NS , RGN > 3 Shell, ¥R Shell (BRI

2. /258 Shell " SBHFIRTTERE , TEERM Shell EHPIFR | HBHTIEXEE. ARMPIRTERE , IEERERE Shell FIIRS RS IP/2FR, EEHE. RIS
B RS (288 FERIABSR) | BF (FE. MABSRERRER ) F129FR | RRIIRFBEETHITEEN.

o (IS | [R5 Shell BHFIRHERAMBEEENEN | SISHEXEFRIFSER ( SMREFHES " 58, SNERERRERESIR ) B4, FAISTRHRK
& (28, FIERTHIA ) fHEEM.

o BENREYIRFR : EK3 Shell BMFIRLET | Bt NRBIIRERFR  EIEENE , BEEEE , AIFIREMT.

o BHSH : 7R3 Shell EHFIER LTS | B, TSR3 Shell BHIIRSH.

o ¥E : EEIRR3 Shell BHAMIREE , BEFT  ITEEBRM Shell BHHEE.

o IINBBE : NFIER Shell SNBSS , AIEBRRE Shell SHHUGMIRIFE , BEME > IABRE , WALIRE , E¥E+ , BERR  BEiSizRE
Shell SRS HBZ RS,

o MBRCR : 3% Shell HAFIRSTIFII[EE Shell BLHHITHIER.

3. BB Shell BHAIIRSS S [P, IEBZIRS AT,

BEREE
3% Shell NRESTIFFMEEE , BYRBOSARY  SRERMHIEIHNCHEEE.

WS : BRmEmEX 5854 T F5950



O BASTCE 122 (CWP)

1 BRFReEHE  EENSHE RN > 73§ Shell , #A R34 Shell TT@E.

2. "3 Shell "INE , HFAERERE > MBS H.
3. ®E'INBE R TNE , RER Shell £, 815 | BinEll. BENEEHE (SHFBNHES | URNESHE)  RISEFRZEHESRSREE | BERE.

SENRAA

o IP #uH&EC - AN IP (127.0.0.1) . IPSBRE (127.0.0.1-127.0.0.254 ) . IP KEZ (127.0.0.1/24) ,
o URMRE : 80,8080 (SHFEMNRAFLARIIES DR , FRIHOIEET ) .

o WIRMANFMRS  FERHEZ e ERA.

o EIRSESTEISEFELEIRSEE XA APPID THARSSEMIGEZEEREMN | BERIEE,

4. REFTHE  TEARREEIIREEZEY  BERMIRBRZAHISGRISRIRC IR RS Y.

ul

EERREERE , IXEE B TSRS,
o fifik | BRBNASESIHRXBEFRIGEE (ZMREFHEL | 918 , S NLIEREREERSIE ) fHik.

o HENKESIFRFR  EOSRFIRLS B, UiREVIRETFR  EIFTHE | BERE . AIRREMR.

o WiE  EEGOSRNANERFEE , BERE  TYEEINESEHITRE.

o HiER : ERERIIERT , SIS ERENES BT,
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=R AN
IEJ% AP~
SILEHAIA: 2024-10-17 17:10:00

FXEG AN BIAEEFHEFRRHSEMHIIE.

JeEm e
B= Ell%\

ETBNZSMERRERANSHESTHFER , FNZEUNEFATNGOLIMLM KR , FETBIRENNNGSBREEHTERLS  &EldHarhe  Efa
(AR SORT 2@ AN,
U]:IE B

e SIRENEUARENS | ERRFIRBFENR S hR 2 Az Iiee.

B R
BHHIR
L BRENELRHE , NS  HEARGN > BERS , SAEEH MRS,

2. EEEaSHBEMPIRIGER | IEEREHSTHTIR  HHTEXEE. ERPIRAEURTRESEHGSEMHIIRSHEIP/ZIR. MR, SHRNE. RS
R, BEHE. HIEKE. REME. HEMEE. RERBEEL2NFR , RTIIRFRABTEEN.

TS BRGOFMHIIRSISEEAREBEMNEN | SHHRREFZRIFEER ( SMXEFHEL | 2R . S MNTRGERRERDR ) S, R SIHRE
ISR ARSI

o

. BESGIETR  ABROOBMIIRLY  Blring , TREFIRRETIR , WESHE  SERE  WERER.

« BASIESH  AERHSBHFIELS  BEing , THBRHOBATIESH,

o HiE RIS TEESEHOEHTERIENER.

o IMANBBE : BFEE > MABSE , THEENGOMAEEE , Bz SBRIITIERBI~EEE,

WiAA :
HYABEHOBHNGS |, REEERASHSEMERENRES | BalIRFEARE R H MRS TINEERE.

o OFNE  ERFEFIRETARERG OSSN , IEZBHRCAEFINE | B4R,

o BRCR : RSB ERBHOEM , WEHCIHTHR | HFEEREER.
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FBFANEE
e STIRETRHNEMN , EhREMNTHER IS4 TRCERER.

1 BRFReEHE  EENSHE  EEASEN > BeRS  HASBHSRTA.

2. EEEHSNE , EEAFANES > HEH.

3. FERTIEMNUINE | EEAINIERE) (RER/BEE )  HEMUESFMENRAR | EREMIRSEE | SHFaEhESMaNAa.
o BEHEHN , EHSHE—EaTRSBNENRAN  WiSHtResMEE,

° BEREMN , FER NS IRELHIRS FIEINEERIE.

2o -

o ERSESTEISIESEIRSEE | ISR APPID THIBIRSSEFINEEZEZREM | BEEEE,
o ENEIRFHSFAFBLERENFTA , BIASEHS ( ENFRAKX BT AEERGS) .

4. REHE  TERPRNEGEYIREEZNN |, EEMFIRPHE RS RSB RIRC BRI ER.

5. FERFMNIBCERE , AIXSHIRH TIEMRERE.

FRAEA :

o 5 : CEENAFANSHHRARFRIGERN (ZMXEFHEL | 2R, SMTRTERRERSIR ) Hik , BRSOHEMESR (238, B, $RIK) #H77H

pricl

EEGRERIETR | NS 7 Bdetimg , ENREFIRERTR | MRS | SEE  RIENREA.

W18 | ERFIRAAMIRFRE | SEHmIE , T eIRRIAINE T4RIE.

HRR - FERFIRF |, ST EER BRI THIR.

BRYES NGRS | SHFREMNNEARTS  IEBRIRST)  BEERFX  REZANESERA.

WRFRE - BRmERMEX
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=g
BILEFAYE: 2024-10-17 17:10:00

R AENBRREETIEEIRE B EERS R PRIRREK.

Bk

FNZzE (CWP)

ZFAENZLIFIERIEREN (Windows , Linux & ) LASRRETEAMEFIREMHEN, FNRSSHEHEEENAIRBRIHTICN , RIS 2RIRRSINeE |

AINEIRARREIKIG. . FFEFRREERNFER  IMHFEE M T EEF b ERRS R IRRNG.

PR5U13AR

. EOIHEIATHERBPEINOEN (SWIR)  ATTREREEL.

o BRDHRGE LT,

o SO : Linux SRESRR. WindowsFG5RE. Web-CMS B, MR

o FHFEMESRIRR : Linux KR (389 ) . Web-CMS iR (#85 ) .

S =]
L BRENRLEHA .
2. BEAMSAELRREE , ST,

R
R | TR , REURREAR | DAIREERR , R RERRRNG TR,

o BE—RIOESTRIOERENES | STNAREENRRES. BRER. SmENRK. AMRSRTERTIRE | REFTMZAMAME,

o BHOEGENENTENRIEE T HRRREE RS | SRR, ERHIEEY. BRSAREREIHTIRE | REET AR,

o BEHHETEE EOREMRAES  FSOF T PDF I3EIRE. Excel AR,

R
ERRIER S, BR TR, R (NS ) BMEEISIRST RS BHIEER.

o ERKERR  MHERKTERRE (BIXIIMRE. TE/EEHRRE ) FHSE.
o 2EBWIRA : & Linux BARBIE. Windows RARIE. Web-CMS iR, MARRAIKESH.
o FMEN : ieHiERNENHE.

o BRKEESEM  FHE1INA R WeDetect MERRMHEE.  ( HEATARINEE

B « SN B ALEIRESMAISE. (EMRTEE

mRpI=

WRFRE - BRmERMEX
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AREFIEKET  ESANSIRE. ERXIRE. RE3E  ATHETRIRLER  EEAKER , TAUSERESG , AENERRTIRIITEEERE.

e LIS
. BREEHVIES BRSNS | FERRERS (10 . REER. FEDP ).
o R : Linux SEHRE. Windows RESRIH. Web-CMS . RIFIRA.
. EBNER  E. Bf. . B,
o CVSS : IEBARTMTARAMES , HECCEMOBIL0 , OREEATE , 0ERFE,
. CVERS : ABRREET  RZRENE—RS,
. BESHEE  BE KRR,
o« BN : FIERRENENAE.
o MBS : BIEE. ST ST DS ORE. BEEN.
o DHEDRES : R, = CEASEE ) .
. B
o EENE : BERTSETEENRT  TREEESRTTRDHLSNT MRS RTHEERA.
o WET : EEMHREATIE.

o B : MZREHTAE , BEAENZENTIZIRRE.
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Bl

BILEFAYE: 2024-10-17 17:10:00

FEBNBINAIEREASEDRE | BEESEERSHTIELST 2.

JeEm e
B f‘ﬂl’fl:ll%\

SFEENZETIFNELACNTHH TEBCNA—REN | SEHEEEN EASEREATWHTEN | SHFEI R 7 RELET =R XIEER |, RARLAIENR
MIEFRIMESEY  REEAZERMTXEARLRE , BUTEEFNEERSHETIELZE.

ERehREF
o ENfihR : EDREEFR , STSNEUARBANSEENHITIEN , AERSRER. TSOSUEERISNEE. MR —RIGN B,

o TR : SHSELRIRNERE | SISAFECTESRERE | SOSIEARRIEIIN S—RIaThaE.

E{FiEmE
L BRENRLRHE , ST , GERGETE > RORE  SARSELTE.

2. R BANHERMHELRIRINRE. B NFISERIEI—RaNIN6E  SHFEEELRBIBEEMRIEINR | IRESGNERIIE  FIEEREAMENTITE
BEERIESNE | AIXEERS SCNTUA T2,

ELREEg

EAKREETRFEEIRBNEAGNRNES  ETRREE T RELNBERR KB,

o ZEARNEEREE | TTETRLRBEMERZLERMELCNNBTHGRHIVARZIONR , 815 | SRR, SR=PORIS. BHEHRE. IS EE5R8.
SRARELRLIHFRR. EITLUSINEARL SR NITHRISEENARSSS | ZERIASRIX | £7X L0mieleB T RIRSES.
iR :

SRERRTEI R = DBTIZRIE T AN NTRIARSS 24 / %R T2 BB aNRIRSS 254K

o BRI

=

FESONERENMERA LA |, PHELIRE.

N

. FERETHENELRIKIRENE , BEHEHRE.

w

- FERTEEASRIEE |, MARBIER (AT SIERIRERES ) . BRONEN. BN NAE  REREHEN.

Wi :

. ENRSBETIOR0NELHE  FEROVEITAFBORE  EETUMSNERLETS | HROE.
« ERAHARHRTHE R 7R,

EEem
ZFAFNZLTHNELASNR IS —EN | e E RS S L EERETUH TN,
iR :
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FIFERELGN , FHE TNRETUR A TELRN,
o —iRHE

o BRI : HEERERELICUINER , RIVAERBREMRESELRENLRSBORNIRS | MEERNELZEXE , HRREPSREENR. BEME
FEMELT LI B FHRT R,

EEONERBMER | BER R,

afE" IR EE T

- L  EERERNOELR , RE AU (HU—MIFER2 - 598 ) | USRS | NSRS ERNA R e R B ETERE,

- #84F2 : BER[SIBIFLK] (http://imgcache.finance.cloud.tencent.com:80buy.finance.cloud.tencent.com/yunjing?ADTAG=cwp.buy.pro.vulManage) , BkF&Z =4,
REFRFE , BoRSEFARATIR.

o JFEDRIRN : HEAFERERELIONE | EEFEONAELRIRE | SE—EEN (O—RIFER2 - 1058 ) BEHRFETIARIRSS | BIA ARE R,
o [N

1 BEENEREMERG L, REELIRE.

2. EEESRIKIRERS | AILUH TR IR EFH T RGN EE,

o RMBHIIRE : £ IRE HETN BEARINRE RN |, ELITESRERE  REQNEE , RITFRSCKDEINERE | STFIR R BE SRR,
o RESMWIETR : 1188 HERN BIICIINSE 18R , SECRIRNTTRETHE | HontTEEZRRIEE.

ELYaETI

LSRR ARIRFIONTESG | BRILE 2254 TUE , EEARGIRSHRINE. RIS, ZELRIEETER, B4 NI TOPS RIRSS#XK TOPS | Fi%
RS SRIA TS .

BELEETIR
£ 2% E M TEERANNERIIR  SOFEERAFRE | SUTWRNELH TEMIEZAIASIE | FUsIraRgitT T,

FEEA :
o BESER  EAOERR , 885 THRZBINNIIE,
o EIEE  RIEELNBKRIEE  BHUSATE. 8. FoMEEENER.

o BN : iZE248 TAERITUIRSTHE.
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o FERZEEE | RDZRIRATERRSSFIMGNINT | #ICNIRSHBALPBIZELE THICNIES | ANZEL AN MRSHISE.

BEHRNEE : RS —RRESIRSS S HiZE 6 TR &,

o WERTE KA EEE. REE. Rl

B(F | HFEERLF B IREE RN ELE N,

o EEFTR :

= SR EEFEONNEL | EFRE CAREERRN |, S ENELHTERGN,

= 52 EERELAN , REEFEN  BEFRNZELHITION.

o HEWHE:

aEEIONERT RS  HEIBREL  AOMRFE  REEERE  EAEEFER.

FNZzE (CWP)

b ARLFIENE , IEEZELNEAMEENRNER  FANTEEFMRSRENTIR. RESHFVIFRSTIEIR MRS EER. SHPRSTHE. SO EIIRS S

BT EFON . STFEERMRSHEEE £ WRSHRAMIREE | REEE , ENGNFERER.

CHRNFERNIEEEAER | GEEEER. RSJIRMLNTUFETIE.

- PRSI S MG EHHEN T 2", RGN RRKIGNER" NEHTEE.
- SN R S R AN RIS sk,

- BAME BTSN , AR AR ATI IR,

WRFRE - BRmERMEX
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= pas e it
A

SIFEFAYE: 2024-10-17 17:10:00

BE(

]2

0N

ER ERFRF  ESPABRPIERAE R+ ARG RN  REABZEAR. 8l RiE. EREAENRAERTE. T2, SUMEMENNR. BREnEE
REREESTFRF NIRRT Al | BiFtE i ARA— SRR TR,

ThREttiA
. THETANDEHEINE. SRNARSEEMEATIZS.

* SHHERFEIRSS W FAER. WER, ¥, =, I2#x. UCoud ERIRSBFMENTNZE.

& Fims R hR AN AR
Linux RESTIFHRAS

e RHEL : Versions 6 .1+ ( 64 bit)

e CentOS : Versions 6.3+ ( 64 bit)
e Ubuntu : 9.10+ ( 64 bit)

e Debian : 6+ ( 64 bit)

Windows REtsziEhR4

e Windows server 2012, 2016 , 2019
e Windows server 2008+ R2

* Windows server 2003 ( limited support )
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[=E|diaraIFEs

BFEHAE: 2024-10-17 17:10:00
TR REFHNREE K

1L BRINREENE  EENSHE  RER-EE > IR > REINRSEFR , AANRETEEREESITE.

2. EREES IPERIRSG R, REBFRMEETESN  RBEITLITER ERIMNIE | BEREARES , BUERAMEIZES.

o BEAMEN  BEERSHHNTENGS  MTREENReE i, Bram SRR,

o BT [ ERTIETEN VPC , BEERSHFITENGS | BITRRELes s , BERnSaR.
iR -

o WIFTWHELIEX  JRETREAIEETHENESS.
o MPTKEFFMER P, SEE @< IP FAUAER.

. S —_ S
g PR Iy ce A
1 RS - E R REMIIAE ST | FIFHES EIEREHIA YDLive HIERIE(T | RIZIRALTN.

WiT@m< © ps -ef | grep YD && YDService , YDLive #HERAEIET.

o WEXIZIT , root BFPAEMEINER , H1iT4< © /usr/local/qcloud/Yunling/YDEyes/YDService,

2. REHINETE TH175% A |, BEEFERRGHEEX > FFERSGHEX , HTEEWMARSES.

WiAA :

e MBERSES L, SHEEFRESTEN  KRELNIIEFTEES | RESHERE HiFH RS,
* WIRIER L% | SRR BRIESTT.

B3 ARFNZERA

BHEFFATFRIRGHEEX  IUEENMRSS | RSB H\ENEEREA R AEN 22 TR,

1 ARETUHENZEEWIRINEE | SHFIREE | HRL. ADEE. BREOE. REER. T5E (IFBNRSRMEXMEATIFET ) . &3 shell, FibR

R Bend. BEERE.

WS : BRmEmEX 5564 T FH5950
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ERT 5 VPC

BILEFAYE: 2024-10-17 17:10:00

BRER

=15
Bl VPC E4ENE I RSHFErtX (JM) . 40X (dbR) . #FRK ( B8, EESR. Bx) |, AEitX (BE)  EEFNESBPIEMEEVPCH
BB , JLIEEREE i,
= =
EMEiEr

SR  WARESREEI R TEN
LEIFNREEHE  AENSHE | BERTEE > TR > TRENRLE R , AOMEErEERREE5 S,

2RSS P, IRGSSEXAEHEEISIZSMERX | EFRE N RHREE.
WiAA :
IREBASHEIRAF IR S , AT Linux 8% Windows 12{F&RZ.

3AVEFESRINER () . BB (1b5) . SRR (E8) . SRR ( LSRR ) . SRR (R ) FITEEInX (AR ) 1K
© EEFHERTOEREERI VPC , EREEREHEN VPC M , EREALEHORE,

* IQEHEIARE VPC B SEHAFRTFENEREIHTER , T4 SB2RH,

S]2 : WARTERSEIMENGE

L AMEHESRATAERIIB (FH) b (dER) . BRI ( B ) . RIBK ( LESE) | SURIBX (R ) MPEREK (AER ) XigE VPC M4, MER A5
M4 EHlE | BREAEREHAFABMETE.

FEFVENETUES , BE AR ERAEXE , Bd +IRR , SRl VPC BHE,

2. 7EHE VPC 3T MBS HSEIRE | BRI SohlEnE VPC,

$E3 : BERERSLHVPCHIEEERNIFRFATENE TR

LNEFENIFFENBEBENRER , WESE2PIEERN VPC LORIZIZEMG, a BR AN G EENSHE | REREN , #ASENRE.
b. FEREXMITRE | B EESEB]> KERSEH] | HENKERSLAINE, o FERBXSCOIRE [ BAdmEsehl , S B2hisiEng VPC SLARINEIREAR S | SAEHRERITER <
BXsLfl,

2NEAFEEREN , WEEHE, o BRIAENE EHE , NS , BEREN , HASBKMITE.
b. FEREAMIUEF , B+ SRR REALAEE, o RS , MARTESHREIRE B eaiiE BRIl

WiBA :
TEMX | BRI BTN BB EEENE LMK,
FABMILE : TEERSIR2-P IR VPC ST,

WNLHIA 1P hAEEIHEE | iHRESE2EIEETHRE— 25 VPC L1,
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1 EEENZeEHNE  SELRIRZRD

PRBRR

BIASE#AtE: 2024-10-17 17:10:00

BETEENENRSMRFTER ?

WS : BRmEmEX

FNZzE (CWP)

TR, BRFRTFENEEERENSRIP#AR IP £95574, 8080, 80. 908034 NmIRITIEL.

5566 T F5950
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B, WRESWEA SFRATMEE.
ATEENREFHREGIAR ?

1 BREReEHE  EENSHE  ERREPC > FINEE > WIPHAER , #AXNTE.

EXNREER , THANZWIAFRE (TR ) | RERREFERGEIAIEE,

THERIRR , BfRtERARRORS D ?
E2E TENBERERFRGEO | BB KR,
EA
MR RIRORAR TN,

E5MY IDC BESTFLSE Agent?

X0, BRTRENEREEBEN , RABEER , slALIZIEEZE Agent,

L Agent [5 , EHEEMSASRTIFRTFAHESE?
BRIER RS,

F=PaE , BESINESHEEHE ?

FREN , i ELEREHEHTER. A,

I IDC BI= EAIRBIROGIEAER , B IP fiimO2H4 ?

Bix IP EZEEGSMY IP |, %5574 80 8080 9080,

RIS , TEGRIANSE B TENER TRARTAERER ?

BaIZH.

BATNZEFEES Zabbix #iRdhsE ?

IATLEN Zabbix MAFFRLE | BIREINSE , ALK TR LR EB AR PRIk,

WS : BRmEmEX
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FEPIRRIEN A _TEAAR
Javallizg

SIREATE: 2024-10-17 17:10:00
iR :
AIEREMMRAEX | R FIERIA RIS 28

JavalRFS

R

FNREIFERIIEIE. IR JavaWeb RSSHIZAZHFENIRA Class , EEBEASEMEXEHERRERAMRBNRBINGFEARD., ERNUE Java BFD , RASHE
SRS EEBA,

RS

Java AFEETENZELWARINEE | W FREIR AT ERIZI6E.

SAfelE
BT
1 B8R Fxetle  EENSHE | EEREEE > Java BED | #A Java BFSRE.
2. EIFEMECE | IEHECEREN Java AEFDARHR | BRI W EAWAREVHHTIREHSFETNT , FRUEIERETIRS.

WiAA :

* [EM Java REDEME  EReBFHENENE JavaWeb IRSZHE | FHENGURHEIRSHET , TTEEEZEIRE. Shell HENR Java BFD,
o ERIIEN Java RESEMAIEN , ESEhtials. iR JavaWeb IRSBHTEMNFHFEAIRM Class , BAEEN ST XEBIEN R ERINMRBHMRBIRFARD,
EINE] Java BED , RESEGIRHSTRTSEZE.

PR
o [SR/XENEN  Java NEESREINAXA | BAPFHMREFX , JRINKE , LISEENHERS.

o BT  £FER. FERE. KR

BEURFFIERTE : IEEREFEEHRRT1A],
o SEFTAE : FEUTHARS ARk KIDIRIHORT A,
o HE  TEESAISIEAN Java AFDEHETRS | GIEHE PID. BHEERE. BIFRES CGEAT. IENTL. BEHEAT. BABH. FEAKW) . EREE.

B Java WEEDIEIHE | SENSEEATIR  TEERNER Java AFDSEM | FEHTIEXIREE,

FERER

e Java WFSHAE : G4F Filter B, Listener B, Servlet B, Interceptors B, Agent B, EHifth,
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o i5BE : FGNRER Java NEESAYEES.

o BERRIEHE : i% Java NESEDRIEIGIEIA9BTE.

o BUTRNIRNE : IEERSNAIIX Java AT SIAEFAERYETIE.
o T AR, BOME. BB

o #BME:
o BEHHENERZNEDSEMHEE.

o B Java WEDHEBFNEEXY  oTEEEMNHNRmE Java X | IHEH) |, SUFFTERmE Java EFER Class 314,

o BEAMERIEMHHTINCOAIE. B8, BEMCREME , TRSMNE | SRR,

WS : BRmEmEX

FHZzE (CWP
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pilagl

BILEFAYE: 2024-10-17 17:10:00

T =g

e badl

DA ZESMEXENREARISNRAIODAY, nDAY [FRMARN—EETEMHTHIIREBLHRES. ZRXARE T EHAIEIRRISERA, SHSRREMT
TR, IR, DHTODAY iEiE , EEBNESRNIR , ERENHNT | BERIRS R CEMENHNT | BREEEREREITH  AEFEERRFERIE.

BE—RIEAX | EEEENEENEEF T ERRR AT, SMEEIRRTRTS | Bl S RIEFIA.

iRREERE  REEETEESRIENEEERTS ([ER/R% ) . ¥ PID, #EERS. HRATE.

o BEMENSEOAINEAX. BHETCEEHTRE | REETUIAEN.

FEREREKER |, FEUIEARAE |, B T R RS ES RS,

RS ATIER
ERERESE T | BRSNS EMAIENIISE G | HSORI S TR,

PG LS S 7S
BT WeDetect = ERINVERS , BaiURIBEKETAH. SEANEEMTFERNRR. HESSERNE , TRNRESMHITENN

SR B, BRI RISy AR,
BRI EEFERA AR | BRI A,

AN IRS TR

* WIRERES/CVE RS FEZmBIIENALE THRIESM.
o NI 2. BRI,

o IR 1P/ WESRIRRIEN R EATE AL,

o WIRTHEN/IP : IFEZBRNEN.

* BERRAERE @ B NEI SR AR A,

o RITEHANE : SATENEIREEEAYTE.

o BB WEHREL

o QMBS : SRR, TR, EAE. BB,

BF
o 5 REHEUEERENGEEMHEE  SREHA. BEEN. MEKHER. RSHEEESE.

bz
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o EERE  RHESRESITRRFAE  TRBESENHTES.

o TRCOAME : IWRIRC(NEINASRG , ENVRRERRSEN | Dar-tRes .

o B WWRBERETNASY , HORREERS Y, etk es .

o BIBRICR : MBRZEMHCR | BHEBABER  TEREIER , BREERE.

P LNERIEP S

WS : BRmEmEX

FHZzE (CWP
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IHEe T otEiR

BILEFAYE: 2024-10-17 17:10:00

Webshell £l

Webshell 2BENRERHERTR , FHLEEFHEIIIRSER LHEIER Web BRESFHITRIRENGHINT , X3F/E2EEL Webshell X4 , FE LRSI , BI=
IRAIHEEF N5 [ EERH—SIeN |, RNTRERIMIRMZEAX G, ENZLNREERER/ITMIRS | NEEASREHTS R AP SRARETE.

=]
ERRFIEE
ERFRRENETLSHAFRISENSERERTN , FEXREERATPIRR P, iE. BRAFE. ERNSHREIImHHITGHE  ERATHEFERR
RE—A.

AL

ERORAHEREINRET LIS R P LRSS RS AR , TEREERATPISHR P, iE. BEREFE. ERNSHEIRHITRGITE , SRATHE
FERRRTE A,

RS HRS RN

TEADNRSEFESSTRAFAIEREIINGE , BRARRARRSHSFRERRMRS. SPhaRETREREFIRFHIESEIRm  BIRERERIIG
FISLOHTION , ERMEHETZIMCR | FELRAPTXHEIZR  BERRRSS I EHTIEN , NTERIMRZEA . ENRENRMHERS2ITHE
IRSS MM FRE T A SREUEES R PR FARIEE.

B
TeREEE
BRIENZ2ZFENEEE AR Linux #1 Windows SEERSRRE , URFEBIN=SMEXLE2ERNELRN, wREEINsESBRYaiEY AR RXEER |

ERRESHRMAFSE. ZERPTHENDR FEIRERIEEERHUTIEN , T FERRNEAEN , £ HIRMBREISTIR. RAS. B2, RIAE. E49
REEFNRMERRRIMRS | XNIEASERHTS R AR EFAREEE.

FHEEH

FHRAEFTHREERIREE AP NS PR TR LERERTINREMIFRS | ERRRHRERETNRENAS, BMFRAREEERE. eMUIRFSEIRmHTAMIE
B2 | RS IR R PR RAREE.
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= FiumitiEic A
BILEFAYE: 2024-10-17 17:10:00

BR Windows &%t Linux &%

C:\program files\gcloud\yunjing\ydeyes

BiFRAR C:\program files\gcloud\yunjing\ydlive /ust/local/qcloud/Yunling/
YDService =EEARSZHIZ
YDLive <FFIHT2
YDService ZEEIREHIE YDPython iR &E L it
N YDLive SFipistie B YDUtils i3t
YDPython RN YDQuaraV2 ADIBEE!T YDQuaraV2 KSR
qtflame BF=SRestatt qtflame Z7F=REEfRHF
tcss-agent ZSESELGTIRIE
css-scan BER R IE
YDService
EARAIRSS E AR YDLive .
YDEdr

EFiRERFRRT S AR OSRFMIIRER , TEEHROTEE  &aRikOSAPLSHOMNR , BB mERFIE,
o EPEEGS (Linux&ES% )

1. HEEFIHERRS

/usr/local/qcloud/YunJing/stopYDCore.sh

2. BRSNS

/usr/local/qcloud/Yunling/startYD.sh

* BEFIRERGS (WindowsRSE ) MALIT®S , BFTFHESEERRAIRSS | $E YDService fRSS , ARER.

1. EEEPIRIERIRS

net stop YDService

2. EEHEF R

net start YDService
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X BIHSTCE

- LAY
e EEaNFIZE
SIFEATE: 2024-10-17 17:10:00
IR ENBENZ LR S ELNFIE,
2o -
ZeREArmkER | BERERL.

Name

CouchDB R#Fi(a)

Docker Daemon 2375 EinOHE
Elasticsearch RIERAIE)

JavaRMI i (A3 HAT

Jenkins SRFFEINIER] SEE AT
Kubelet FIE42i7518]

Linux 5501

MongoDB %A

MySQL 55O0%4&i

NFS {HiREESHAEHHEAR
Redis EZ&&EMLT

RPCBind EeEAR X1

Rsync 5504

Rsync o2 R58i4(E]

Tomcat 550046

Windows FAF§5<1a

Xampp BRIA FTP 273

Mus B RFES O

FTP ERERIEN

IS B BSRIRSEUFERITER
Memcached UDP ima]##If/9 DDOS MALT:
PHP-FPM $5iIRECE

PostgreSQL &#A&

Web BREFE git XHERSHERME
Web BRFE svn ERSHISEIHE
Windows FEfEilik1a

Windows SFIKF#a

ZooKeeper FKIFifia)
Hadoop#Eiifia)

sudo FoEE R FHE

Tomcat #{5|B RGN

WRFRE - BRmERMEX

Level

@ @ @ @ @ @ @b @ @ @ @ @ @b @ @b 3 3

+ # # # # ® # H# ® H

oW =

FNZzE (CWP)

Vul_type
BLEARS
IR AT
BLEAY
AR HAT
IR AT
ReRE
AT
BEAY
550<
BB
IR ARHAT
ZeRY

550<

ERMEE
ReEY
IR ARHAT
EEItHEE
ERIMEE
ReR%
IR ARHAT
BLEAY
IARCIBHIT
ReR%
TeRE
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Name
Web BRFE phpinfo 324

Windows SEEM RS

AP Y
FiEE (cwp)

WS : BRmEmEX

Level
1%
;9

FNZzE (CWP)

Vul_type
it

e =54
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X BIHSTCE

WA ( 2018-02-28)
APIEESS

BT 2024-10-18 10:38:39

APk

V3

THxRIRFGSHEXEN

EOBR
DescribeAvailableExpertServiceDetail
DescribeEmergencyResponselList
DescribeExpertServiceList
DescribeExpertServiceOrderList
DescribeMonthInspectionReport

DescribeProtectNetList

NERN-fZ58shel HEXEEC

BEOER
DeleteReverseShellEvents
DeleteReverseShellRules
DescribeReverseShellEvents
DescribeReverseShellRules

ExportReverseShellEvents

NG RRAEL 2 EP S

EOSZR
DeleteBruteAttacks
DescribeBanMode
DescribeBanRegions
DescribeBanStatus
DescribeBanWhiteList
DescribeBruteAttackList
DescribeBruteAttackRules
ExportBruteAttacks
ModifyBanMode

ModifyBanStatus

WRFRE - BRmERMEX

#&OTEE

ARITREFE
IWESURVETIES
TREFIIE
TRRSITRIIR
ZRERAKIGIRE T

IEMERS I

bEmiyc

b 3EShellZ= 14
B ZES hel IR
IRE5EShellFlIZE
SRENSZBEShellHINIFIZR
SiRsEShellsEt

FEOIEE

PR DTAFICR
SRENIEARE TR
SRENFE It
SRENPRBTIZEHIAZS
SRENPEHTE R BRI
SRENERORARY IR
SRENIRBSR AN
SHERRFCR
1ESURBIRRTET
RERBTFFRIRS

FHZzE (CWP)

5876 T FH5950



X BIHSTCE

EOBIR
ModifyBruteAttackRules

StopNoticeBanTips

ANEtall-REERBEXEO

EOBM

DeleteLoginWhiteList
DeleteNonlocalLoginPlaces
DescribeHostLoginList
DescribeLoginWhiteCombinedList
DescribeLoginWhiteList
DescribeUsualLoginPlaces

ExportNonlocalLoginPlaces

ANEa-EEEkRExREO

EOFMR

DeleteMaliciousRequests
DescribeMaliciousRequestWhiteList
DescribeRiskDnsList

ExportMaliciousRequests

ANEtall- S EFRBXEO

BEOER
CreateNetAttackWhiteList
CreateScanMalwareSetting
DeleteMalwareScanTask
DeleteMalwares
DeleteNetAttackWhiteList
DescribeJavaMemShellList
DescribeMalWareList
DescribeMalwareFile
DescribeMalwarelnfo
DescribeMalwareRiskWarning
DescribeMalwareTimingScanSetting
DescribeNetAttackWhiteList

DescribeScanMalwareSchedule

WRFRE - BRmERMEX

FHZzE (CWP)

ZOIREE
1EE TR
TR PRRTR RS

#OToRe
prEtEREE BRI
MprEtERIER
IREVEREAITIIR
RS RO REFETIR
R EROBBSIR
ERERAER

SHRMERCR

eI
PREEIERICR
HTRIERAREIIE
RECERIERTIR
SHTEEBRIERM

EOThRE
BIEREEHERRE
NHEFRIE
NEEE-ZIHTWES
MR ADZICR
pilGIsEeG k)
HiffjavaFDEMFIR
IREARD SR
SRENA S T iithti
BEETRMFE
RPETFRE R
eI E
IREVB IR & 82
EADEEEE
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EEOEZR
DescribeServersAndRiskAndFirstInfo
ExportMalwares
ModifyMalwareTimingScanSettings
ModifyNetAttackWhiteList
RecoverMalwares

SeparateMalwares

TrustMalwares

UntrustMalwares

NE - AR AR O

OB
DeletePrivilegeEvents
DeletePrivilegeRules
DescribePrivilegeEvents
DescribePrivilegeRules

ExportPrivilegeEvents

ANEEN-BEanSExED

EOSR
CheckBashRuleParams
DeleteBashEvents
DeleteBashRules
DescribeBashEvents
DescribeBashEventsNew
DescribeBashRules
EditBashRules
ExportBashEvents
SetBashEventsStatus

SwitchBashRules

Hittgzzr

OB
DeleteScanTask
DescribeAssetEnvList

DescribeClientException

WRFRE - BRmERMEX

FHZzE (CWP)

EOTheE
RXHERIEER
SHADIER
ERIEIRE
IREMELEERER
REASZM
fREAD
EEARD M
BHEERD

EmbL

TBRA IR
TRBRAS R AN
SRENA RS D ISR
SRENAHHREURNIZ 2R
SHAMRINE

FEOIEE
SIS EnE = T
rEEam<EYt

KA B SR

RENEE AN

]
g

IEREN BB ( SHFSIRS T )

HEEameHEY

It
<

4o

RESBHIFMHRE

RS HMPATS

EOIhaE
(EIEEEES
ERR-EEINETEIIR

IRENE iSRS
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FEOSR
DescribeGeneralStat
DescribeOverviewsStatistics
DescribeProVersionInfo
DescribeProVersionStatus
DescribeScanState
DescribeScanTaskDetails
DescribeScanTaskStatus
DescribeSecurityDynamics
DescribeSecurityEventStat
DescribeSecurityEventsCnt
DescribeSecurityTrends
DescribeTaskDuration
DescribeVersionStatistics
ExportScanTaskDetails
ExportSecurityTrends
ExportTasks

ModifyEventAttackStatus

B EEAXEN

EORW
ChangeRuleEventsIgnoreStatus
CreateBaselineStrategy
DeleteBaselineStrategy
DescribeBaselineAnalysisData
DescribeBaselineBasicInfo
DescribeBaselineDetail
DescribeBaselineEffectHostList
DescribeBaselineHostTop
DescribeBaselineList
DescribeBaselineRule
DescribeBaselineScanSchedule
DescribeBaselineStrategyDetail
DescribeBaselineStrategyList
DescribeBaselineTop
DescribelgnoreBaselineRule

DescribelgnoreRuleEffectHostList

WRFRE - BRmERMEX

FHZzE (CWP)

EOToRE
IRENEAER ST
IREVIBLES SR 3R
REVE RIS SR
RENEAARIRTS
BRI
EREmESIEE
ERNESISTIR
PRRZEEMNTHEE
R 2SS
KL BT
RNZ SRR
SREUESS TRRT
IRENE AR AN RRATLRR 4R
SHESFE

SHX B
RESHES
IEMBBESIRS

#OThEE
1ENEHBERIRTS
fellf=2=85 55

IMpRER LR
EERRIS R RS
HFELEMER
HELFE
BERMENFIE
BRS5EEX B topfE ]
HiRLSIR
HFRELTNTIER
BEaNHESR
EELRIEITE
BREERIRTIRER
BEAGNITOP
HRRIGNIER

EiRRIEENIEIRENSIE
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EOZMR

DescribeStrategyExist
ExportBaselineEffectHostList
ExportBaselineList
ExportlgnoreBaselineRule
ExportlgnoreRuleEffectHostList

UpdateBaselineStrategy

TEeizERXEN

EOZM

CreateSearchLog
CreateSearchTemplate
DeleteSearchTemplate
DescribeESAggregations
DescribeHistoryService
DescribelndexList
DescribeLogStorageStatistic
DescribeSearchExportList
DescribeSearchLogs

DescribeSearchTemplates

FThREL EIERXEO

EOEWR

DeleteBaselinePolicy
DeleteBaselineRule
DeleteBaselineRulelgnore
DeleteBaselineWeakPassword
DescribeBaselineDetectList
DescribeBaselineDetectOverview
DescribeBaselineDownloadList
DescribeBaselineFixList
DescribeBaselineHostDetectList
DescribeBaselineHostIgnoreList
DescribeBaselineHostRiskTop
DescribeBaselineltemDetectList

DescribeBaselineltemIgnorelList

WRFRE - BRmERMEX

FHZzE (CWP)

EOThRe
RERBEERBESTE
EEINENSIRSEH
SHELZTIR
ERRELIGNRSH
BN YT IRSH
EHTEARIKER

FEOIhEE
NI B RICR
ISR

PG AR
IRENESFRRER SR
HIRTHERRSER
IRENERS 5%

RENA S REEEARST
SHESERNTIZER
IRENG B RICR
IRENREIGZRDIR

BEOIIEE
BRSSO E
PRIBREL LR

PR EL L 7R AT

PR ELEEE <
REELNFECR
SREVELLAR LS
SREVELL IR
FKHEZESSIR
IREVEZACTIENTIZE
IRENZBEHIN EHNZIZR
IRENE LIRSS ZRXBETOPS
PR IIRAF Iz
SREBBENITRG =
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EOZMR
DescribeBaselineltemInfo
DescribeBaselineltemList
DescribeBaselineltemRiskTop
DescribeBaselinePolicyList
DescribeBaselineRuleCategoryList
DescribeBaselineRuleDetectList
DescribeBaselineRulelgnoreList
DescribeBaselineRuleList
DescribeBaselineWeakPasswordList
DescribeHotVulTop
DescribelgnoreHostAndItemConfig
DescribeVulStoreList
ExportBaselineFixList
ExportBaselineHostDetectList
ExportBaselineltemDetectList
ExportBaselineltemList
ExportBaselineRuleDetectList
ExportBaselineWeakPasswordList
FixBaselineDetect
ModifyBaselinePolicy
ModifyBaselinePolicyState
ModifyBaselineRule
ModifyBaselineRulelgnore
ModifyBaselineWeakPassword
StartBaselineDetect
StopBaselineDetect

SyncBaselineDetectSummary

iR S EEAR RO

EOBR

CancellgnoreVul
CreateEmergencyVulScan
DescribeEmergencyVulList
DescribeScanSchedule
DescribeScanVulSetting

DescribeUndoVulCounts

WRFRE - BRmERMEX

&OLEE
REVELATNIER
SREVE LIS LSRG IR
IRENELAGNITTOPS
TREVE RIS
TRENE D 2RFI
SREVE LA MFIZR
SRENE L BHEHINIZIZR
SREVELHINIGIZR
SRENELSS ST

IRENE MR

IREN— B Z DA TFI EAER

REURmIREES 2R
SHiessE
SHELENIEN
SHELINIT
SHENTEERS IR
SRS
SHBACRETIE
eSS RSN

e EE R RIRIRE
1ENEFTE R LRI
BRI R AT
e TSR L AR AN
1EEEFTIEsE <
NEL

= IEELAET
SR MH EE

FEOThRE
BiERRRH
R
IV EEIES
EiFENEHE
ERENECEER

IREEE IR 55T 48
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EOZMR
DescribeVulCountByDates
DescribeVulEffectHostList
DescribeVulHostCountScanTime
DescribeVulHostTop
DescribeVullnfoCvss
DescribeVulLevelCount
DescribeVulList
DescribeVulTop
ExportVulDetectionExcel
ExportVulDetectionReport
ExportVulEffectHostList
ExportVulList
IgnorelmpactedHosts
ScanVul

ScanVulAgain

ScanVulSetting

IREPOEXREO

OB

CreatelicenseOrder
DeleteLicenseRecord
DescribeLicenseBindList
DescribeLicenseBindSchedule
DescribeLicenseGeneral
DescribelicenseList
DescribeSaveOrUpdateWarnings
DescribeWarningList
DestroyOrder
ExportLicenseDetail
ModifyAutoOpenProVersionConfig
ModifyLicenseBinds
ModifyLicenseUnBinds
ModifyOrderAttribute

ModifyWarningSetting

BrrgmEaxEn

WRFRE - BRmERMEX

BEOThEE

FEUE RIS EERRRAENENE
BRI ENSZR
REVFLERIRE -+ S AL
IRENARSS 2R M B topFlaR
RS
ERESESRS ST
imiRpI=

REURRtopsit
SHARFREEGExcel
SHIFRGNIRS
SHRREmENFIZR
RREE-SHRRIR
BESIRE

—@aim
RS- IR D

EHERRRE

OThEE
BERERITE
MR ZRLCR
EERNEEIR
EREERE
RIRSER
IREGERUT B5IR
EHARSERE
RENSRIARF S EIER
HERITER
SHRRFE
REBNFFERE
Rt EE
RS
REITREN

1EREEIRE
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EEOEZR

DeleteMachine
DeleteMachineTag

DeleteTags
DescribeAccountStatistics
DescribeAssetAppList
DescribeAssetAppProcessList
DescribeAssetCoreModulelnfo
DescribeAssetCoreModuleList
DescribeAssetDatabaselnfo
DescribeAssetDatabaselList
DescribeAssetHostTotalCount
DescribeAssetInfo
DescribeAssetlnitServiceList
DescribeAssetJarInfo
DescribeAssetlJarList
DescribeAssetMachineDetail
DescribeAssetMachineList
DescribeAssetPlanTaskList
DescribeAssetPortInfoList
DescribeAssetProcessInfoList
DescribeAssetRecentMachinelnfo
DescribeAssetSystemPackagelList
DescribeAssetUserInfo
DescribeAssetUserList
DescribeAssetWebAppList
DescribeAssetWebAppPluginList
DescribeAssetWebFramelList
DescribeAssetWebLocationInfo
DescribeAssetWebLocationList
DescribeAssetWebServicelnfolList
DescribeAssetWebServiceProcessList
DescribeComponentStatistics
DescribeExportMachines
DescribeHistoryAccounts
DescribelmportMachinelnfo

DescribeMachinelnfo

WRFRE - BRmERMEX

FHZzE (CWP)

BEOIhAE

HERTEE
TRIRRARSS B R BRATIRES
pRAREE

KA S ST TR
BRI

SRR KBRTRS IR
RIS
ERRF-EENIRIRRGIR
KR SRR
LR EESIRES IR
RNEHNFTERFEE
SREVAF= SRR
ENRTEEEHRSSIR
FREUarEits
HiflJargdlE
FRAFEETAREREE
FRESRSEEIR
EWEEEITIESTIR
AR EERIEO5IE
AT EEHIESIR
FREEV A
FRATERRRRELIIE
REENK SIS
REUKSFIZ

TREVAT EIEWeb S
FREVAF- SR We b M FRIE 45
AR EIEWeblESSIZ
FFREWebiif sl
REXWebif =zl

A EEWebRSTIZE
FREWebfRSS KERHTRSIE
IREVBHSRITEIZR
SHKFHFENFIR

KIS TERHEFIE
EEHESAEEE

IRENATLRRIE
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EOZMR
DescribeMachineOsList
DescribeMachineRegions
DescribeMachines
DescribeOpenPortStatistics
DescribeProcessStatistics
DescribeTagMachines
DescribeTags

EditTags
ExportAssetCoreModuleList
ExportAssetWebServicelnfoList
ModifyMachineRemark
ScanAsset

SyncAssetScan

UpdateMachineTags

SE S

EOSR

CreateProtectServer
DeleteAttackLogs
DeleteProtectDir
DeleteWebPageEventLog
DescribeAttackEventInfo
DescribeAttackEvents
DescribeAttackLogInfo
DescribeAttackLogs
DescribeAttackStatistics
DescribeAttackTop
DescribeAttackTrends
DescribeAttackVulTypelList
DescribeMachineList
DescribeNetAttackSetting
DescribeProtectDirList
DescribeProtectDirRelatedServer
DescribeServerRelatedDirlnfo
DescribeWebPageEventList

DescribeWebPageGeneralize

WRFRE - BRmERMEX

FHZzE (CWP)

EOThRE
ERSIRMERATIR
IREH B IIEZIR
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IRENHIEGI IR
IREUEEIRS KEARIIRSS R ER
REFEENIRE
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SHEFEEWebiRSSIE
IERENZTER
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B EF-AEER
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EOIhaE
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MpRSEHER
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MBI ERSHE
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BRI EE RS

LT topSEHEFIE

MR TSR
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EEIMERELIRE
Eal=EIES

EAMRE R KRS AR
BEIRIRS SRR B RIS
EREREMYIR
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EOETR EOIhEE
DescribeWebPageProtectStat BRI RSP GT
DescribeWebPageServicelnfo EHRAMILTHESRSER
ExportAttackEvents SHMNERTEMS
ExportAttackLogs SHRERHEHE
ExportProtectDirList SHIFrERYIE
ExportWebPageEventList SHEREMHTIFR
ModifyNetAttackSetting ERNERTHRE
ModifyWebPageProtectDir eilfEdiayal =B
ModifyWebPageProtectSetting 1EEERIR E
ModifyWebPageProtectSwitch WIEFR EFF R
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ARG
EOLAVL
SR &Y E: 2024-10-18 10:38:39

tcecloud API X MAEERMITEMNIIE , IS MNERBBEELTLERSHHESERER (Signature ) ISIEERES). SHEERREFTEMN  2FIEE
15 Secretld F[] SecretKey ; EFFIERBLREFIE , IBRIESAPIEARERE , BT EERA=APEEN,

s=E s

1. RiEREEIE

EE—RERA=APIZAT , BRIFRAPIZERERIELESEIE. KEEIFEIE Secretld ] SecretKey :
* Secretld BF+rR APLIERE S

* SecretKey FRFINEEEFFF RS 2RinIES & F AR,

* FAFPRIIRRERLEIE  BRitE,

RIEReEIENERSEBINT

1. EFtcecloudFEFNEFIA,
2. HE=APIZSHRIEHI S TRE
3. E=APIZSATE , M [#2] BPRILABIZE—XdSecretld/SecretKey

IR FFRARERSTLUAER Secretld / SecretKey,

2. ERERE

BT %eFEiESecretld 7 SecretKeyfs , MATLIEMESERT ., LITRERSEBINFMSTE :
BIZFFEY Secretld # SecretKey 5512 :

e Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9XGARNpg86cd98joQYCN3EXAMPLE

AR XRBERERA , BHRIERFSCRREE Secretld 1 SecretKey #HT/EEHRME !
LU=fRSS 8B AL (Describelnstances)iEk A6l , HEPERX—ZOR , EiERkSHATENT:

SHEWR 225°8 SHE
Action Yahrx=] Describelnstances
Secretld Z$Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E IR 1465185768
Nonce FEHIEEEET 11886
Region SCRIRRTERX S, ap-guangzhou
Instancelds.0 RFEERYSLHIID ins-09dx96dg
Offset fmigE 0
Limit RAFIFRE 20
Version BEORASS 2017-03-12

2.1. HSHBEF

BESEITEERSHIRSHETHR ( ASCILED ) FHFHF. T8 1 1) RIRSHEHTHR | SEERSYNER , R25HA/N ; 2) 2 ASCIEBELA/N , 10
Instancelds.2 ZHEE Instancelds.12 f5H , FEERFEER , DAREREE. BRILMEENRZES PRYBXHEFRECRSIIX—I08E , 1 php #AY ksort RE. EIAZRAI
SHRIHERESR T

WRFRE - BRmERMEX 2586 T H595m@
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{

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset’ : 0,

'Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',

}

ERECERRINESAR , X LERGIFRSERHTHR | BRIRER .

2.2. PHeEEE R

I BERIERFS, BEL—SHIFFIERSEIERI R SHETR ="S5E 1R |, 033 Action %1, HSEERA "Action” , SE&EN "Describelnstances”
. B EEHE/ Action=Describelnstances ., F&& : "S¥E" ARBETMIFUrRBEE.

REBEUEIE N SHA TR | REEMINERFRSEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn7
4WFkmLPx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12

2.3. PHES B IRFAS

HWEBERSBENFER. SRRLFFRHELUTUNSE09K:

1. iEkAiA: S2RF POST #1 GET A= , IXE{ER GET i53Kk , iZEAEAEXE.

2. IERENLEELHIFIZR(Describelnstances)iYiExK1IHZ A : cvm.finance.cloud.tencent.com, SLFRAVIEKIGZRIEZOFRFBERNARDMAR | HELZZEORE,
3. ERIBE: MBRATAPIHIERISZETER / .

4. {ERFE R B E— S ERIE RS,

BRIESEBAIPHENNA: ERTE + BREN +BEKER + 7 + BREH

TRBIHHESR R

GETcvm . finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzho
u&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&Version=2017-03-12

24. ERESEER
AR R, YA HMAC-SHAL By F— SRS S BN FRRHTES | ARIEERMNES B Base6d HHTHID , AT REALNERE,
BHRATEIT , LA PHP B 19fI:

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=08&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12';
$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;
REBENSEZHA:
EliPOYW3pW28FpsEdkXt/+WcGel=

ERECEFRIHESIIARN , AT A EERGIRRIFESGHTERINE | SRIRES S S 7 —ZEa.

3. R BRI

ERMRIERBHTEEREABERSH , FEWEBT URL R,

W E—ELERAIE B & A ElIPOYW3pW28FpsEdkXt/+WeGel= , BEEFINEZEEREE ( Signature ) 7 : EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , BiSRT
EREREATIEK URL,
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AR MRAPNERSER GET , & ERAZEA POST @R Content-Type J3 application/x-www-form-urlencoded , MIAEERATFREERSEEVESTSMH URL
WG, SHEN=-FFSAREMB. IF ASCI FRFE URL RISRITRESEIL UTF-8 BHT4RAS.

R PRREESH http EERBENFTESEUA{T urlencode , FEXMERT , AREXNESHMHT URL HiET . UK URL FHSLSHEZLM.

R : Rt S BB TR TR . HESRA RFC 3986, M %XY MRFHFFRHMINFHTED RS . HP XY A+NHHFH (0-9 MAEFE AF) |, ERNS
H5IRMEIR,

4. BZKM

IRIESERRIEN | A FEBAMANEHRD | BIRECRERE

HRA SERER
AuthFailure.SignatureExpire SEITH
AuthFailure.SecretldNotFound EHAFE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token $HiR
AuthFailure.InvalidSecretld BRAEE (2= API ZHEEY )

5. ERIER

fESChRVER APL 3.0 BY , #E7ZERIECERItcecloud SDK 3.0 , SDK HETERANIRE , FARRRKEmIRHIEMEORR. FMEESN SDK b, HATTIFHIREE

e Python

* Java

* PHP

* Go

* JavaScript
e NET

NTEERRRSRITRE , TEUERREES A0, B LArER SRR, SROES. ERNEONSHNEERLL EASETRRE AR ABEERY
2, FrEsERY , TRFAIERE[ER SDK.

B&EHAY url AT8ER ¢ http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=14651857688&Versi
on=2017-03-12

R BT RAIRRESRREEEN  EEEARRSLERE |, RLIISREL url EXEEEFRITHHER curl ERSARNSRESIUER | €238, ATEEI—MTLL
IEEIRER url | FBEEBURGIFHI Secretld # SecretKey AESLHIZESR , FHERRF LRI AELEA Timestamp

IR ETENRATR , FARFEES  EER—ESERHUTERN url JREEEMAR , RIASHENIVFAR | EXFATEERLE. RERESHEE  BERHE
IERRRDA],

TR LIMUE(UERT APL 3.0, FEEEEATRMNEZRE | BIERIERN APl , HTFFEADERTSSHESBITESER | B RASEIRSAE AL,
Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";
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public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getInstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] EERERNSEFHITFIHAER | b ATreeMapfRIEITE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// EPREKRAIurFRS SRR R B EK

for (String k : params.keySet()) {

/] FESHERE#H Turlencode , AT key&EBRENFH |, HULAMYXIHvalueitiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapaILAEFHEFE

// SEPRE RS R 24 FEFERENLER , 5140 : params.put("Nonce", new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // A&

// SEPrERERT R S FER RS XRIRTE , 40 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~NHE%

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESE]

params.put("Action”, "Describelnstances"); // AHE5%

params.put("Version", "2017-03-12"); // A&

params.put("Region", "ap-guangzhou"); // A%

params.put("Limit", 20); // 55841

params.put("Offset", 0); // \5Z555

params.put("Instancelds.0", "ins-09dx96dg"); // WEE%L

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // A%
System.out.println(getUrl(params));

}

}

Python

R ANRETE Python 2 IFMEFRIETT , BRI requests {KERE :  pip install requests

-*- coding: utf8 -*-
import base64
import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9IXGARNpg86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params|[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
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data = {

'Action' : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

"Limit" : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region' : ‘ap-guangzhou’,

'Secretld' : secret_id,

'Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12'

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IR SCRRER | BENERIREF AT

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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EOE7V3
BIREHATE: 2024-10-18 10:38:39

tcecloud APl SXBMAEIERHITESHIIE , B MEREPTELALBERSHHEEESER (Signature ) LIIEERES). EBERHREEEEN  R2FIFE
1& Secretld #[] SecretKey ; EFFIERBELREFIE , IBRIESAPIEHERERE , BT EBERA=APEEN,

sEEr ~
1. RigZEeFiE
S REFIEAPIZ AT , BRI SAPIEARER SRS ST, e EFSE Secretld Fl SecretKey :

* Secretld FBFRR APL ERESH
* SecretKey FRFINESEFFHEIRS SRS A F T REIER.
* FAFPREIRIRERLEI  BRtE,

REREFENERSERUNT :

1. EFtcecloud BB MEHIE.
2. BIE=APIZBEHATRE
3. E=APIZSATNE , M [#r@] BIJLAGIE—dSecretld/SecretKey

R FFRAWSRSTLUAER Secretld / SecretKey,

2. TC3-HMAC-SHA256 &&713%

R }WTFGETHE . Rz Content-Type: application/x-www-form-urlencoded Y&z, *3FPOST/i% , BEISZF Content-Type: application/json LA
Content-Type: multipart/form-data FIFRHHNYIET | json IEHLBNARMBWSEOIYIF | multipart 8T REREWSEOSHT | INZEOARREER json 180ER . &
BRI SS RO AR,

THURRSHEA MXEAFIREANTF , SEBNMESZATEERE. FHOIBETEILGFIRNPANSE  Limit 70 Offset , £/ GET 75/5EMA.

BIZFFEY Secretld #0 SecretKey 352 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. HHENSEER SR
RIS HHENBEIERES ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + "\n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&k /% ( GET, POST ) , AfildA GET ;

e CanonicalURI : URI £&% , API 3.0 BIEANIERHT (/) ;

 CanonicalQueryString : &i#€ HTTP i53k URL FEIAFRIE , XF POST 1K , EEATFRIE , }WF GET &k , WA URL [aS (?) FEMNFHFERS , A75F)
BYES : Limit=10&0ffset=0, j£& : CanonicalQueryString 242 URL 47%3.

e CanonicalHeaders : 25&EH9LEHMER , EVEE host 1 content-type FIANSLER , BATINABEXAILAS 5EEURESESERNE—EMT e, FHENN
1) 3LEB key # value R—HEUING |, FEIEERTNE | 1R keyvalue\n #8TUHHE ; 2) S43KE0 , IRERLED key (/B ) MIFEHFRF{THHE. IHIHA : content-
type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £25&ZHELEMER | IRBBLLRIEREGHLELES 5 TES , 1 CanonicalHeaders B &HILEHNBRE—XIRAY. content-type F host Jawiisesk
BB, HHEMN : 1) SLEB key F—HRNG ; 2) Z0LEE key (N5 ) REBFEHHFRHTHE , HEUSS () DR, WHIFA : content-type;host

¢ HashedRequestPayload : IERIEXHIGE{E , i85 £ Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 3F HTTP i&ER#EEANIEX payload f# SHA256 &
7 ARET/NHEIRD |, SERESEERNINEFE, 5 3T GET i53%K , RequestPayload BEEATFRFER , XF POST i&EK , RequestPayload BPJg HTTP i&3KIE
X payload,

IRIELA LRI, BIPERIAIEIERBUT T RmEHT , \n BTFBE BRI —78K) -
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GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2. PSS B F/HR
AT RS E

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : £25}% , BRIEEAN TC3-HMAC-SHA256 ;

e RequestTimestamp : EXATER; , BMERLERHY X-TC-Timestamp BUYE , W1 ERfiEkA 1539084154 ;

e CredentialScope : EUEBE , #30 Date/service/tc3_request , & EHA. FHERMIRSTILLLFHE ( tc3_request ) , Date J9 UTC #RARNEINERE , BUEREM
LB X-TC-Timestamp B UTC iREMTEIE— ; service /@& , MWRSEFNREAZ—E, I cvm, W EREIER , BIEY 2018-10-
09/cvm/tc3_request ;

* HashedCanonicalRequest : RIIASEHHEFSALEIERERIGEE , 1E5E Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))),

R

1. Date /MBS EIEL X-TC-Timestamp #5155 , BRIXA UTC+0, MRIMARGAMIXER | flIIFR/\X | SSEEXRMG EEMRMRT , BREEEARMER
M. (BIRATIER 1551113065 , 74K/ \KAORHE)E 2019-02-26 00:44:25 , {BEi+E{SZR Date B UTC+0 RIHHEBRIA 2019-02-25 , AR 2019-02-26,

2. Timestamp Z/RZHAIRGANE , BERHRAFHETWRENEERLHN  MFEEBThDHUMERY. MRRIEATIRERERE , JeESEE TR
& ERBERY (REEZSHHER ) .

IRIELA LRI, ROIPEEINSESFABRUT (ATRREN , \n BTRBIBRITEHI—TEK) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91¢9¢192c14460df6clffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23. i8S
1) HEREREES , BT

SecretKey = "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIAHY SecretKey ;
* Date : B Credential iy Date FE=E. , @7~ , /92018-10-09 ;
e Service : B Credential 4 Service FE=E. , WI_LREI, 9 cvm ;

2) itESs , RBUT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : RILA EIEBEIRIRESZ IR
e StringToSign : BISBTEBEINGSZFR/E |

2.4. #t§2 Authorization
RN T™H&EHHE Authorization :
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Authorization =

Algorithm + "' +

'Credential="+ Secretld + '/ + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ', '

'Signature=" + Signature

e Algorithm : &8&75i% , EES TC3-HMAC-SHA256 ;
e Secretld : ZBXIHAY Secretld ;

e CredentialScope : W EX , EIEEHE ;

* SignedHeaders : I 32 , 58 FRLEMES

¢ Signature : E&({E

HRIELAERI | REIREEIRIES |

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582
db9e9bf4672ba50567dbal6c6ccfl74c474

RETEIEBESNT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-type;
host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

3. &K M

IRIESLIRENR | FAELTERAMANERG | SRIES RS E

IR SRR
AuthFailure.SignatureExpire SRITH
AuthFailure.SecretldNotFound EREARE
AuthFailure.SignatureFailure BEHER
AuthFailure.TokenFailure token $HiR

AuthFailure InvalidSecretld BIHAEE (2= API 58 )

4 ~LE N

BRER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;
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import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//FRRK , BUESHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkhkhkkk .,I)J}g’j% 1 0 m%%mg@i%gz% Kdhkkkkhkhkkhkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&8Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printin(canonicalRequest);

// dkkkkkkkhkkkkk ﬂ}g% 2 0 ﬁ;%%ég?ﬁ% dkkkkkkkhkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.println(stringToSign);

// Kkkkkkhkkkkkk ‘}fﬁ 3: :L_I_%/\-ﬁ'-% Kkkkkkhkhkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *kkkkkkhkhkhkkk .,IJJ}E’E% 4 0 }#;ﬁ Authorization dkkkkkkhhkkhkkk
String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}
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Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# Kkkkkkhkhkkkkkkk 53% 1 0 ﬁ?%mﬁi%gz% khkkkkkkkkkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *hkkkkkhkkkkkhk 55% 2 : ﬁ?%f%%g?ﬁ% kkkkkkkhkkkhk

credential_scope = date + "/" + service + "/" + "tc3_request”

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# dhkkkkkhhkkkhkhk 53% 3 : .‘L_I_%Eg dhkkkkkhkkkhkhk

# IHESERHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# dhkkkkkhhkkkhkhk ig; 4 0 ﬁ;sﬁz Authorization kkkkkkkkkkkkhk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", "
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSERINETERKED
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headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

BRE5H
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IR EHAE: 2024-10-18 10:38:39

1. IRS5HbE

iz (Region ) 2IEYIRAIEIRETR OAIMIEXIE, tcecloudZJIRIERRIMEZ BE2iRR | REARMEHERAEEAREIISEL. ATIHEHENE. ReTEE
B, EERRERERIEE R,

ERTLLEE APLED EiftiRSIR BB,

2. BIEHmY

tcecloud API FIEFEROIEIE HTTPS HHTIE(E | IRtERSMNBEEEE.

3. BKRA&
S HTTP 53K 7554%:

* POST (##)
o GET

POST i&EK374589 Content-Type 58! :

e application/json (¥#7F ) , W/RFER TC3-HMAC-SHA256 &&75i%.
e application/x-www-form-urlencoded , #%ifsiF8 HmacSHAL & HmacSHA256 && 751,
e multipart/form-data ({XEPDEEOSHF) |, LIRERA TC3-HMAC-SHA256 E&757%.

GET iERAERBA/NRSHBIT 32 KB, POST iER{ERAER7EH HmacSHAL, HmacSHA256 RIARS#BIT 1 MB, POST 1&EK{EFEE A%/ TC3-HMAC-SHA256 A
245 10 MB,

4. FRIImES

I9fEFUTF-84w%3.,

WS : BRmEmEX 5897 T #595m



O BASTCE 122 (CWP)

IR[EIZSER

BT EFAYE: 2024-10-18 10:38:39

IEfER AR
ISR BB RLAIRAFIE DescribelnstancesStatus) 2017-03-12 KAl , EVRFAL , HATHAVEEATS :

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34bbclc”

}

}
* Response REMREPH Requestld REENFE , TIIEKRAINESE , RE APLAET , WHESIRE,
* Requestld FF—> APLIEREIME—HRIR , fN5R AP HIISE | STLABAREA] , FHEALZ ID sREFRITA,

* [RTEENFERS , ERWARMENEYHNFE , ARNEOMMRENFERS EOSXAEHRAIEN. HAIFRY TotalCount #1 InstanceStatusSet 1579
DescribelnstancesStatus #AENNFER , BT EBAEKNBFERIESE =R , it TotalCount ZELER FANREIES 0, InstanceStatusSet FIFRAZS,

ERIREIZER
SRS, EEEHERORTT :

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error (IHIIXFEE ZIEKERLM. Error FEOERIERERRY Code F1 Message FERTEEARAMAT 24 ERERY.

Code RREMHBAIEIRIG , HiERBEAT I LS TRIBIZ RIS A SRS S A O X R ARSI R R E I M R EFRR S 2.
* Message B TIX/MERRENENRRR , BEUSKERAIMN LA TTRESEBRSEEREN , AP AKX MR EE,

e Requestld FBF— APIiEREIME—HRIR , QNER AP HIUSE |, ATLIBARF] , FHEAGZ ID SRR,

NHEEIRED (TODO: EEER, ERENEE?)

[EEESRPINSRAFA Error R , MIZRER APLEEOISEM.  Error #hRY Code FERFMEIRG , AWV SERATREL AR RIS ANIIEIRIS , TRIIE T AHEIRG

FEIRED

AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

WS : BRmEmEX

SEREEA
FRIEE (REZ= API 4280 ) |
MFA $&iR.

IR,
&

token &R,

ERER CAM X,

DryRun 1##{F , KFRIBFKISZMINAT |
(S SR

REZE7T DryRun &%,

5598 ;1 #595m



O BASTCE

FHIRED

InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

HHIRIEA
REBHEIR.
EONMFE.
SHEER.
SHEYEER.
BRI ECHR .
FROBHEIR

EORAAFE.

TERANREHETD 7 4RI,

B G A,
BFEAE.
BEIRFE.
RIFEAATA.
RIRIUERLE.
RANSEIER,
RS,

http(s)iEkiMUEIR . R32#F GET 1 POST i&K,

BOASTIEATE I,

FNZzE (CWP)

5599 ;1 #595m



X BIHSTCE e (CWP)

sle
HSH

BT EFAYE: 2024-10-18 10:38:39

o

N

AHSHERTPRBFTHEOSNENNSE, I E | 8 MENRIRAEOXEPAEXLSHHTRE , EEREROTEETXLSY , FRIEFREER.

BRAEV3
8/ TC3-HMAC-SHA256 &E 75150 , AHSHEESH—1E HTTP Header iEKLEB+ , 41T :
SEATR it} WiE R

X-TC-Acti . o BENZEORR. BESEEONXRTEASEALSE Action F9IREE. HIII=RSSENEIALAZIFRED , BUER

-TC-Action String =3 .
Describelnstances,

MRS, FsRimRS 2R MERAEUE. BOESIREES E R OXSTMASE NS Region HUIREE, TR :

XTCRegion  Sting B mepnrmmesen, BOURSTIEEING LRSS ERSHUTER,

X-TC- Integer = L8 UNIX BFERY , AligRA#R APL iEkAATE], a0 1529223702, ;& : R SIRG S EEERIIS N , &3 RSEiT
Timestamp g = HREEIR.
X-TC-Version String = BAIER API B9RRA. EVESEZOXAEPASAHSE Version AIREA. BIAN=IRSESAIMA 2017-03-12,
HTTP tRESDIAIESLERFER | a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hep,
Authorization  String 2 - TC3-HMAC-SHA256 : &2 75i% , BRIEERIZE ;
- Credential : &2 , AKIDEXAMPLE & Secretld ; Date 2 UTC fRE&ERENEALE , BUEEEMAILSE X-TC-Timestamp
BER UTC fRERTBIRER—3 ; service AF=ME , WASBRNFRIEE—E, flflcvm ;
- SignedHeaders : 258t HEAYLEYMES. | content-type # host wsiseskaEd ;
- Signature : BE&IHE,
SRR E—D 3 2. H
X-TC-Token String = [ERHEBFTAAY Token , BELESIGIIEE—EFER. IGITZEF Token FEZHNSIRRSERZEOKE. KEPZHAEE

Token.,

BEB7IE V]

M HmacSHAL 71 HmacSHA256 E&75758 , AHSHFRESR—MEERSEF , (1T

BEIER el Wik A
Acti . = BENEOBR. BESEREOSXETPEASHLHSE Action B9iREE. HIN=IRSESHNEIALEZIZFED , BUES
ction String =

Describelnstances,

MRS, FSRmRF R MR, EOEZAEEESEROXETRASHATSEH Region RURE. £

Regi Stri 2

egron N9 R m ReEORRBGRRSN , BOSRATIEIE | IR SR TR,
Timestamp Integer 2 437 UNIX BHEE , BliCR AR APLiERAOETE, #Ii011529223702 , (R SMERHEEET A , 23 S ITHIER,
Nonce Integer 2 FEHIEEEEL , 5 Timestamp BX&#SR , FIFBHLEERMING.

. E=APIEZA FEREHIFRREHAY Secretld , —4 Secretld J3RIME—RY SecretKey , M SecretKey SFRARIBERER
Secretld String =3 .
Signature,

Signature String 2 BRER , FRRIERERNE A | FERFRELMYMASEITESEH. BINTERES EOSEME,
Version String 2 BERY APL BORRA, BUESEZEOXRASALSE Version ASRIE. BHIAN=IRSSEAMRA 2017-03-12,
SianatureMethod | Strin = EB753 , BAISS HmacSHA256 1 HmacSHAL, REFEEIESEN HmacSHA256 Bt , {8 HmacSHA256 Bkl

9 9T IEE, BEERIYER HmacSHAL BIEEE,
Token String = IRRHIERATAERY Token , BEESIGIIEHE—EMER. IGREHET Token FEEFUSERSERZEORE. KEBHER

ZEE Token ,

WRFRE - BRmERMEX 25100 TT #£595%



O BASTCE iz (CWP)

usagdlEs

iz ( Region ) EIEYBERAIEIRETOAIMIEXIE., tcecloudZJIRIERRIMEZ Be2iRr | REARMSERAEEAREEISEL. ATRHEHENE. RETHE
B, @ERRRERIEE PR,

ERTLUEE APLED EiftiRSIR BESRRIMETIE.

TxRRSEXEO
AT ERIFR

£595m

\|

WS : BRmEmEX %101 |



O BASTCE

EITEFAYE: 2024-10-18 10:38:39

1. gOEis

EOiEREZ ;. cwp.apil.finance.cloud.tencent.com,
ERIRS-AI AT RIFS
BOAREOIERITRIRS) : 200R/%5,

O sAAYE : 2022-05-20 15:11:35,

OIS R,
A K74
2. NS
LIMERSHGIRGIE T EOBRSEIRD AL, TBEAHSH
SHER Wi FBEFNULL ESid)
Action = = String
Version = & String
Region = = String
A K73
3. FitHEE
SHER KA
EmergencyResponse Uint64
EmergencyResponseBuy Bool
ExpertService ExpertServiceOrderInfo
ExpertServiceBuy Bool
ProtectNet Uint64
ProtectNetBuy Bool
Requestld String
H >
4. FEIRS

PUMRFIE T O SSIBIERRAEIRNG , BAbERDIFED

$Ellf
InternalError
InternalError.MainDBFail

InvalidParameter

WRFRE - BRmERMEX

NHFEIRG.

FHZE (CWP)

AHSE, FEOEE : 2018-02-28

RHBH, FEOFFTEEBLSH.

)
IESU IR

R AT R 2E R

TEASP AT PR EY
R AT AR

HE—iEK ID , BRIEKRESIRE, ENIARAHEERHZRIERE Requestld,

%102 @

#5953



O BASTCE

BRI R

BT EFAYE: 2024-10-18 10:38:39

1. #OfEA

EOERIEES : cwp.api3.finance.cloud.tencent.com,

TRIRS-RSNBRFIR
FONZOIERITERIRA : 200R/7D,

$EOEEATE : 2022-05-20 15:11:35,

EOBIOEE NEN,

2. ANSE

IURERSHGIRGIH T HOBERSENSOI A 1S

SHER ik RIFNULL k8
Action — & String
Version = = String
Region = B String
By & & String
Filters & S Array of
Filters
Limit S S Uint64
Offset = a Uint64
Order & & String
3. iS4
SHER ESidl
List EmergencyResponselnfo
TotalCount Uint64
Requestld String

4. EIRMY

FHZE (CWP)

£, TRAHSHIIRNLHERSLL,

NHSE, AEOBYE : DescribeEmergencyResponselist

D\

HSE, AROBYE : 2018-02-28
NHEH, MEOLFBERLSE,
HEF=FE& StartTime , EndTime

&M, <br><li>Keyword- String - 2&WIE : & - KEAEIE . </li> <br><li>Uuids - String - &%
i & - EidigiE</li>

FTEREREE , &AEHN100
HFER
HF73%

fik
WSl S
BEE

E—ER ID , SREREPIRE. EIERNFERMIZRIERAT Requestld,

PUMMRFE T 1RO SSIBIERXA0ERN , BEtbERISFE A TR,

FRIRED
InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WRFRE - BRmERMEX

6103 1 H595m

\|



O BASTCE 122 (CWP)

TEEFRIIFR

BILEFATE: 2024-10-18 10:38:39

1. #ZOEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
ERRS-REERIIER

BOABECIERIMERIRS] : 200%/70,

ZEOEHHAE : 2022-05-20 15:11:35,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR  WE RENULL KA ik

Action =2 & String AH2E, AEOBYE : DescribeExpertServicelist

Version E & String NHEHSE, AEORYE : 2018-02-28

Region 2 & String AHSH , AEOFLFTEERSE,

By a & String HEFFER StartTime , EndTime

Filters = = Array of pupsESt <I:.>r> <\Ii>K<-?-yword— String - EAWE : & - XEEE , </li> <br><li>Uuids - String - &%
Filters B & - FLididiE</li>

Limit = a Uint64 FTERERHE  &AEN100

Offset B A Uint64 HFpg

Order & = String HFERE

3. FitHE4g

SHER ESidl fER

List SecurityButlerInfo TEEREE

TotalCount Uint64 ISES 5

Requestld String —iEK ID , ®RIEKEPSIRE, EIIMFEEREZRIEKE Requestld,

4. ERD
PUTMMRFH T RO SSIBIERRXA0EIRN , EthERIFE A TR,

TR i

[

InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX 2104 T@ #595]

\|



O BASTCE

ERIRFITRIIER

BILEFATE: 2024-10-18 10:38:39

1. EOfEA

EOERIES : cwp.api3.finance.cloud.tencent.com,
ERRS-ERRFITRIIR

EONZOIBRIREIRS] - 200%/7D,

#EOSEFRAIE : 2022-05-20 15:12:33,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR Wi FBEFNULL Sl A

Action 2 5 String NH2E, KIZOHBYE : DescribeExpertServiceOrderList
Version 72 & String AHBE, AEORE : 2018-02-28

Region =z & String AHBH, MEOLFEERISH,

Filters & = Array of Filters <li>InquireType- String - E&MIE : & - iTEERSE , </li>
Limit & & Uint64 DIFEL |AL005%

Offset S a Uint64 DIEK

3. FitHS4Y

SHETR ESidl

List ExpertServiceOrderInfo
TotalCount Uint64

Requestld String

4. TEIRAY

PIMRFIH T 1RO SSIBIERRA0ERNS | EthERIIFE AT IR,

HiRh
InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

fik
P S
BEH

W—EKID , ®REREPSRE., ETRNTEERAEZXRIERAT Requestld,

U=}

FNZzE (CWP)

%105 ™

\|
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O BASTCE

ZeERBKIERSE T

BILEFATE: 2024-10-18 10:38:39

1. EOfEA

BROERES
ERRS-REERAKIEIRE T
EOAZOERGERIRS : 200R/70.

FEOEEAE : 2022-05-20 15:12:33,

cwp.api3.finance.cloud.tencent.com,

EOBEIRESE EN,

2. ANSEL

IUTFERSEHGIRGIH T ZROBERSEO HSE

SHER Witk FEYFNULL
Action = &
Version = &
Region 2 &
Limit 2 &
Offset 2 &=
A s
3. S
SHER ESid]
List MonthInspectionReport
TotalCount Uint64
Requestld String
>
4. SRS

UMM T O SSIBIEEXASEIRIG , EbEIRDIFED
FEIRED

InternalError

MissingParameter

ResourceNotFound

InvalidParameter

Resourcelnsufficient

LimitExceeded

OperationDenied

InvalidParameterValue

WS : BRmEmEX

FTEAHBHGIRN NGRS,
ESidl fER
String NH2% , KZOBYE : DescribeMonthInspectionReport
String AHBE, NEORE : 2018-02-28
String AHBY , FEOTFEECBISEH,
Uint64 PDTRAN
Uint64 DIEK
7%
KARIRETIR
gh sz

TR

W—iERK D , ®REREBLIRE. ENDRSHEERMEZXIEK Requestld,

\

FNZzE (CWP)

%106 @

#5953



O BASTCE 122 (CWP)

IERNERYIZR

BILEFATE: 2024-10-18 10:38:39

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
TRRS-EMERFIFR

ERAECIERINEIRE : 200R/7D.

AT © 2022-05-20 15:11:35,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHER % RIFNULL KR A

Action =2 & String nHE2H , AZOEYE : DescribeProtectNetList

Version E & String NHEHSE, AEORYE : 2018-02-28

Region 2 & String AHSH , AEOFLFTEERSE,

By a & String HEFFER StartTime , EndTime

Filters = = Array of pupsESt <I:.>r> <\Ii>K<-?-yword— String - EAWE : & - XEEE , </li> <br><li>Uuids - String - &%
Filters B & - FLididiE</li>

Limit = a Uint64 FTERERHE  &AEN100

Offset B A Uint64 HFpg

Order & = String HFERE

3. FitHE4g

SHER ESig) R

List ProtectNetInfo ZEEREE

TotalCount Uint64 R

Requestld String W—iEXK ID , 8XEKRESIRE], EEAEERHZXIEKA Requestld,

4. ERD
PUTMMRFH T RO SSIBIERRXA0EIRN , EthERIFE A TR,

TR )

[

InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WIS : B emEX 26107 1 H595ma

\|



O BASTCE

NEHGN-[z58shellfHX#EO
MhpRIz58ShellZ4

SR &gt E: 2024-10-18 10:38:39

1. MR

iSRS : cwp.api3.finance.cloud.tencent.com,
IRYEIdsHpR 3 Shel =84t

EONEOIERSTERIRE : 200R/7D,

AT © 2022-05-20 15:11:35,

RO E NEN,

2. MINSEY

IFERSHGIRNGIH T EOBERSEIRD NHESH , REAHSHGIRDAHIERSLH.

SHER Wi FEEFNULL S A
Action =2 = String NS, AEOBYE : DeleteReverseShellEvents
Version 2 & String NS, AEOBYE : 2018-02-28
Region = & String AHBY , FEOTFEECBLSEH,
Ids = ) Array of Uint64 IDZ4HE. (xK100%%)
A s
3. S
SHER it b0
Requestld String H—EK ID , ®REKRESIRE], EfIEMAFEEREIZRIEKAT Requestld,

4. (EIRES

PUMMFIH 7O SSEEERAEIRN | BtERF N ARG,

U=}

FRIRMG

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

%108 T

\|
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O BASTCE

MIpR 258 Shel I FLR

BILEFATE: 2024-10-18 10:38:39

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
IR R2EES helERR

EOANEZOIBRIREIRS : 200%/70,

#EOSEFRAE - 2022-05-20 15:11:35,

EOBIOEE &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRDO 1Y, mBRAHSHGIRD

SHBIR Wik FEEFNULL ESid]

Action — & String

Version = = String

Region = & String

Ids 2 & Array of Uint64

3. mHEE

\

HiEk

24,

B

-
NS, KEOBYE : DeleteReverseShellRules
AHBE, FEORYE : 2018-02-28
AHBY , MEORFEGBUSEHL,

ID#4E. (FxKX100%%)

SHER e AR

Requestld String H—iEK ID , XERESIRE], BRI FEERHEIZXIEKA Requestld,
H 33

4. %EIBE

UG T O SSBIERRAERTD , EfthsERIGIFE N2 HEIRD,
fHIRMG

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameterlllegalRequest
InvalidParameter.DateRange
InvalidParameter.RegexRuleError

InvalidParameter.ReverShellKeyFieldAlIEmpty

WS : BRmEmEX

FHZE (CWP)
fik
28109 ;@ #5951



O BASTCE iz (CWP)

[

RS i
InvalidParameter

InvalidParameterValue

SRENZ58ShellZlZ

BRITEFATE: 2024-10-18 10:38:39

WS : BRmEmEX 2110 7@ #595;

\|



O BASTCE

1. gOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,

FREV5EShell5IZR
BOMECERINEIRE) © 200%/%0,
FEOSEFAAYE : 2022-06-06 15:48:41,

EOBEI S S L,

2. NS

IFERSHGIRMGIH T ZOBERSESO NHEH , RBAHSHGIRDATERS,

SHER WAYE FEHFNULL

Action 2 =
Version = =)
Region = =
By 5 &
Filters & &=
Limit = =
Offset S &
Order E S
3. mHSE
SHER ESicl
List ReverseShell
TotalCount Uint64
Requestld String

4. $EIRMY

W

ESit] i)

String ANFEESE , AEOBYE : DescribeReverseShellEvents
String AHEBE, AEORYE : 2018-02-28

String AHSH, AMEOAFTEGBLSH,

String HEF=FEL : CreateTime-&4EAT(E)

FNZzE (CWP)

Array of Filter idiEgME. <br><li>Keywords - String - 2EWIE 1 & - KIEF(ENAMIP[EHES) </li>

Uint64 RE#E , &AEHS100,

Uint64 fR%E , BAA0.

String HEAR  RIBEROREHR © asc-FHF/desc-f&%
175
IERAE

W—EKID , EXERERE., EJENTEEREEZRIERA Requestld,

PUMMNEIH T O SSSEERAEIRT , BtERIF N ARG,

FRIRMG

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameterlllegalRequest

InvalidParameter

WS : BRmEmEX

%111 |

\|
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O BASTCE iz (CWP)

FRIRMG R

InvalidParameterValue

SREN 58 ShellFI% 2

EILEFAYE: 2024-10-18 10:38:39

WS : BRmEmEX 112 7@ #595;

\|



& BRSTCE S22 (CWP)
1. Z=OfA
EOiEkERA . cwp.api3.finance.cloud.tencent.com,
FREURE#Shel HIRIZIZR
BOMZCERINEIRE) © 200%/%0,
OIS sRAdE : 2022-05-20 15:11:35,
OIS NN,
2. MASE
LIMBERSHGIRIE TEROBRSHFED AHSH , RBRAHSHIIRDAHLERSEH.
SER WAl FEEFNULL e St A
Action P! S String NHESE , AEOBYE : DescribeReverseShellRules
Version p<] S String NHSH, AEOBYE : 2018-02-28
Region = = String AHBH , FEORTEEBI S,
Filters = FiS Array of Filter i8S, <br><li>Keywords - String - EBWIE : & - XEFHFEZR) </li>
Limit S S Uint64 REEE , BUARL0 , AEH100,
Offset B = Uint64 R , BIARO0,
3. iS4
SHEMR et R
List ReverseShellRule TEARAS
TotalCount Uint64 B
Requestld String W—iEK ID , 8XEKEPSIRE], EBAIEFEEREZXIEKA Requestld,
4. EIRIS
PUMMRFH T 1RO SSIBIERXA0ERND | EtbERIDFE A SR,
FEIRMG R
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameterlllegalRequest
InvalidParameter.DateRange
InvalidParameter.RegexRuleError
WRIFRA : Bl emEX %113 ;n #595m;



O BASTCE iz (CWP)

RS A
InvalidParameter

InvalidParameterValue

SHix5#8ShellE4

BRITEFATE: 2024-10-18 10:38:40

WS : BRmEmEX %114 TW #H595]

\|



O BASTCE

1. EOEis

BROBEKEE
SR ShellS 14
BUABROERITERIRE) « 200%/%,
FECISEHATIE) : 2022-05-20 15:11:35,

cwp.api3.finance.cloud.tencent.com,

BOBEIO S S L,

2. MANSH
TSRS EBIETBIH T RO SSAES AIEH

SHER WA FEEFNULL

o
iy

Action

el
o

Version

Hm
|

Region

7|
7|

Filters

3. mHSE

SHER fiR

o
2

DownloadUrl String

Taskld String {Eid

Requestld String ME—iE

4. RS
LU TRRBIH T BB AORIRED | ESRIGIET

IR

InternalError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
FailedOperation.Export
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

String
String
String

Array of Filters

S TR,

KID , RIEKESIRE, EAARRAT R

NHFEIRG.

FNZzE (CWP)

NHSEy , AEOEYE : ExportReverseShellEvents

24, AREORYE : 2018-02-28

I

WHEBH, MEOFTEECRLSH.

<

i

it

ZRIEKAI Requestld,

%115 ™

#5953



O BASTCE

NEE-Z R ERE O
MPRFE RO R

SR &Y E: 2024-10-18 10:38:40

1. MR

EOEKES ;. cwp.api3.finance.cloud.tencent.com,
ZA%#£0 (DeleteBruteAttacks) FAFHIBRE TR,
BRI CIERINEIRE] © 200%/%,

$EOSEFRASE : 2022-05-20 15:12:33,

FEOBHOEE N,

2. MNSEY

ITFERSHGIRNGIH T ROBERSEIRD ALY, REAHSHGIRDAIERSH.

SEATR WAYSE FBEFNULL E3id) R
Action 2 & String NS, AEEOBYE : DeleteBruteAttacks
Version 2 & String NIESE, AEOBYE : 2018-02-28
Region = & String RHBY , FEOTFEECBLSEH.
Ids P B Array of Uint64 BOREEAIIEAE, (&K 100%)
N s
3. mHs
SEETR it b
Requestld String H—iEXK ID , 8XIEKRESIRE], EfFAEAFHERHEIZXIEKA Requestld,

4. FEIRAY

PUMMNFIH T OSSEEERAEIRN | BtERIF N ARG,

fu=|

RS

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

%116

\|
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O BASTCE 122 (CWP)

SRERA PR MR

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
SREVEBRPERTIEL

EONZOIBRIREIRS] - 200%/7D,

EOSEFRAIE : 2022-05-20 15:13:13,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR Wik FEEFNULL Sl i)
Action 2 5 String NS, AZEOBYE : DescribeBanMode
Version 2 B String AHBE, AEORE : 2018-02-28
Region 2 & String AHBH, MEOLFEGBHSEH,
A g
3. S
SEETR ESitl A
Mode String FEITIEEC , STANDARD_MODE : #rEBENT , DEEP_MODE : iREZREMT
StandardModeConfig StandardModeConfig TERRRTEAIECE
Requestld String W—iEk ID , ®XIEKEPSIRE., EAIUHANEEREZREKE Requestld,
T
4. RS

PUMMRFIH T 1RO SSIBIERKAERN , BEtERISFE A TEIR,

[

FHIRED i)?
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

MissingParameter

InvalidParameter

InvalidParameterValue

WIS : B emEX %117 T H595m
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O BASTCE

SR EN BE T3ty

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
SRENBEMTIE,

BUAZEOERITERIRE] © 200%/%5,

FEOSEFRAIE : 2022-05-20 15:12:33,

EOBEIRESE EN,

2. ANSE

IUTFERSHGIRGIH T ZROBERSERDO KLY mBAHSHGIRD A GRS,

SEETR WA FEFNULL e St b
Action =2 & String NH2E , AZOBYE : DescribeBanRegions
Version = & String AHSE, AEORYE : 2018-02-28
Region 2 & String AHSH , AEOLFTEERISEH,
Mode 2 & String
A s
3. mHESE
SHER ESicl A
RegionSet RegionSet HEEFIR
Requestld String W—iEK ID , BXEKRESIRE]., BRI EEREIZXIEKA Requestld,
e m o = |
4. RS

PUMMRFH T 1RO SSIBIERRA0EIRND , BEbERIFE A TR,
FHIRED

InternalError

InvalidParameter.ParsingError
InvalidParameter.MissingParameter

MissingParameter

InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FE#fET , STANDARD_MODE : #R/EfE#T , DEEP_MODE : iR/

FNZzE (CWP)

B
B
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SREPRRTIZ RIS

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

IREBERTHZERRTS
BRAEOISRIRERRS : 200R/%0,
FEOEEAE : 2022-05-20 15:12:33,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEIR Wi
Action —
Version =
Region =
A g
3. MBS
SHEIR ESidl
ShowTips Bool
Status Uint64
Requestld String
H >
4. FEIRB

PUMMRFH T 1RO SSIBIERRA0EIRND , BEbERIFE A TR,

RS

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

EHZs (CWP)
FEYFNULL St A
5 String NS, AEOBYE : DescribeBanStatus
B String AHSE, AEORYE : 2018-02-28
= String AHSH , AEORFEEBULSE,
R
BERERNMERE false: X |, true: FFZ
PR IRES 0:%F LR
W—iFK ID , ®RIEKEPSIRE, EAIDMATHEEREZIRIFKAY Requestld,
A
2119 to $£595T1



O BASTCE

SRENPERTR= BRFIER

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
SREVIEMT R 85Ik

EONZOIBRIREIRS] - 200%/7D,

#EOSEFRAE : 2022-05-20 15:11:35,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHBIR Wik FEYFNULL ESitl fid

Action - = String on=s

Version = &= String N

Region = B String UN

Filters a B

Limit = B

Offset S a Uint64 REE , A0,

3. FitHS4Y

SHER ESidl it
TotalCount Uint64 RICRE
WhiteList BanWhiteListDetail BERFIR
Requestld String

4. TEIRAY

PITMRFIH T 12O SSIBIERXA0EIRIS | EthERIFE AR,

U=}

HiRh
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound

InvalidParameter

WS : BRmEmEX

2% , AEOBYE : DescribeBanWhiteList
HE8y, ARORYE @ 2018-02-28

HEH, FEOFTTEREBUSEH,

Array of Filter TiEsE. <br><li>Keywords - String - E&WiE

Uint64 IREIEE , &AEHL00,

E—ERID , ®RIEFRERE., EDRHEERAEZXIERA Requestld,

FNZzE (CWP)

B - BRRET </li>
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IR A

InvalidParameterValue

IREN OB 2R

BILEFATE: 2024-10-18 10:38:40

WS : BRmEmEX 121 7@ #595;
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O BASTCE 122 (CWP)

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
IRENERRORRARD 2R

BOMZCERINEIRE) © 200%/%0,

EOEFATE : 2022-06-06 18:35:50,

EOBEI S S L,

2. MANSH
TSRS EFIETBIL T EOWREETES AEH , RRARSEFIEN AR,

SHEWR Wk RFENULL KR8 )

Hi

Action 2 S String NHESE , AEOBYE : DescribeBruteAttackList
Version = a String NHESE , AEOBYE : 2018-02-28

Region 2 S String AHBH , MEORTEEBI S,

By FS & String HEF=RER © CreateTime-ENXRITEATE)

i, <br><li>IpOrAlias - String - Z&EXE : EEH'LIpISZ?:J%)ﬁiJ‘LR/lD<br><||>UU|d String - 2&W%
& - =EE—Uuid</li><br><li>Quuid - Strmg HE B zﬂﬁ%%%umddl»<br><||>Status Strlng -
BEEWE & - RETH% - 2L : FAILED BTN - SUCCESS</I|><br><||>UserName String - @& WA :
Array UserNamefiik</li> <br><li>Srclp - String - 2&XE 1 & ;E,J",B]p’j%i‘k/l»<br><||>CreateBeg|nT|me String
Filters FS 5 of - ;EE‘MiE D - BEURIEERT AR | FRARTE] </li> <br> <I|>CreateEndT|me String - 2EME | & - EDRIREHRS
Filter It ;EEj|‘Eﬂ</Ii><br><|i>ModifyBeginTime String - EEWE : B - BRIEGEERERFE , FFaraE</li>
<br> <I|>Mod|nyndT|me String - 2E WA ¢ E‘L&Iﬁlﬂfﬂﬂﬁjfﬁiﬁ , &55RAY1E) </li> <br> <li>Banned - String -
TWIE & - FERCIRESSE , 240" "9 : 0- EEBE&E (£BZKFFRXA ) |, 82-FKERFEEZAR) , 83-RFERT(ENN
EI%%) , 1-BRERT , 2-RIEMT-FBFRE | 3-RIEMT- I EA ISR | 4-RBERT- LG A scsbEkT </1i>

Limit = S uinted  FEREREE  HRAEHN100
Offset =& & Uinted  {@BE , BARO.
Order 5 S String HEFAR  IRIBEIOREHER © asc-FHF/desc-[EF

3. FitH24Y

SHER %R i)y

BruteAttackList BruteAttackInfo IR RYZR

TotalCount Uint64 B

Requestld String H—i5K ID , RIEKREPSIRE, EIERAFHEEREZIRIEKA Requestld,
H >
HiR

UG T O SSBIERRAERTD |, EfthiERIGIF N A HEIRD,
EIRFD ik
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter

MissingParameter

WRFRE - BRmERMEX 28122 11 #595%]
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HiRhS )
ResourceNotFound

InvalidParameter.DateRange

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 2123 T@ #595;
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O BASTCE

SRERBRARZ RN

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
SRENIRBEHR AT

ERAECIERINEIRE : 200R/7D.

AT © 2022-05-20 15:12:33,

EOBEIRESE EN,

2. ANSE

IUTFERSHGIRGIH T ZROBERSERDO KLY mBAHSHGIRD A GRS,

SHEWR Wik FEFNULL ESidl R

Action 2 & String 2%, ANZOEYE : DescribeBruteAttackRules
Version 72 & String AHSE, AEORYE : 2018-02-28

Region 2 & String AHEBH , AMEORFBEELSEH,

3. FitH34g

SEETR St A
Rules BruteAttackRuleList JREZERTRNZIZR
Requestld String W—iEK ID , 8XEKRESIRE], EIMAFEEREIZIXIEKA Requestld,
H 33
4. %EIBEEE.'J

PITMRFIH T 12O SSIBIERXA0ERNS | EtbERIFE AR,

U=}

EIRAD T

InternalError

WS : BRmEmEX

FNZzE (CWP)
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SHEBRFICR

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

420 (ExportBruteAttacks) FIFSHERSIARICRACSVIXEF,
EOANEZOIBRIREIRS : 200%/70,

EOEFRAIE : 2022-05-20 15:13:13,

EOBEIRESE EN,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHBIR ik FEYFNULL ESid)

Action — & String

Version = = String

Region = a String

Filters & &= Array of Filters
3. S

SHEWR St Tk

DownloadUrl String SIS T EbIE,

Taskld String SH{ESID

Requestld String

4. FEiRMY

PUMNFIH T O S3SIEERAIHEIRIT , BRI ARG,

de

FRIRAD

InternalError
FailedOperation.Export
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

NHB¥, AEOEYE : ExportBruteAttacks

~HESE, AEOBYE : 2018-02-28

E—EK ID , BREREPRIRE. EIDREFERMIZRIERAT Requestld.

FNZzE (CWP)
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O BASTCE 4z (CWP)
[\ - =
IE SR PERTRTC
ERITEFRATE: 2024-10-18 10:38:40
sz R
1. EOHHAR
EOEKES : cwp.api3.finance.cloud.tencent.com,
IEBURPERTREC
EONZOIBRIREIRS] - 200%/7D,
#EOSEFRAIE : 2022-05-20 15:12:33,
OIS E EN,
A g
2. NS
LITERSHGIRGIE TEOBKRSHIH O AHEH , RERAHSHGIRIAHIERSE,
SHER WAl FEFNULL ESid] R
Action =2 & String NH2%, KIZEOBYE : ModifyBanMode
Version = & String AHBE, AEORYE : 2018-02-28
Region 2 & String NHBH , AEORFEERLSEL,
Mode g2 =" String FE#TIET , STANDARD_MODE : #R/ERENT , DEEP_MODE : iRERRHT
Ttl a = Uint64 PEMTRTIE) , AT iR ERERTE
A s
3. B
SHER ESicl Tk
Requestld String H—EK ID , ®RIEKRESIRE], EfIT@EEEREIZRIEKAT Requestld,
ﬂ\
4. FEIRIS
ARG T O SSBIERRAERID | EfthERIGIF AT 5EIRD,
FEIRMG R
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
InvalidParameter
InvalidParameterValue
WIS : B emEX 5126 T0 #595@
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IRERRTFFRRTE

BILEFATE: 2024-10-18 10:38:40

1. EOHHAR

EOERIEES : cwp.api3.finance.cloud.tencent.com,
REERFRIRS

BB OB RIRERIRS] : 200%/70,

EOEFRATE : 2022-05-20 15:12:33,

EOBIOEE NEN,

2. ANSEL

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHER Wik FFNULL et i)
Action 2 &5 String NHBE, AEOBYE : ModifyBanStatus
Version =] B String AHBE, AEORE : 2018-02-28
Region 2 = String AHSH , NMEORFEERBLSEL,
Status £ & Uint64 FEMTRZS 0:3H) 173
N e
3. HiHS%
SHER ESil R
Requestld String H—iEXK ID , XIEKRESIRE], EFREAHEERHEIZXIEKA Requestld,
H 3
4. 551=f8
LA T 2O S BIERXAEIRS , EbEREE N A SR,
HiRh A

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound

InvalidParameterValue

WS : BRmEmEX %127 |
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O BASTCE

(EDE=ALEZ W

BILEFATE: 2024-10-18 10:38:40

1. #OfEA

EOERIEES : cwp.api3.finance.cloud.tencent.com,
1B R IIRAFHN

BUAZEOERITEIRE] : 200%/%,

BRI : 2022-05-20 15:13:13,

EOBIOEE NEN,

2. ANSE

IUTFERSHGIRGIH T ZROBERSERDO KLY mBAHSHGIRD A GRS,

SHEBIR Wik FEVFNULL ESit]

Action — S String

Version = & String

Region b= &= String

Rules 2 & Array of BruteAttackRule

3. mHEE

SHEWR St Tk
Requestld String

4. EIRAY

PIMRFIH T 12O SSIBIERXA0EIRNS | EthERIFE AT IR,

U=}

HiRt
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

HS8 , AEOBYE : 2018-02-28

>

HEH , AEROTTEGBUSH.

>

F TR F TN
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O BASTCE

A BRI AR

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

EOERES : cwp.api3.finance.cloud.tencent.com,
T EREE IR AR R

ERAECIERINEIRE : 200R/7D.

AT © 2022-05-20 15:12:33,

EOBEIRESE EN,

2. ANSE

IUTFERSHGIRGIH T ZROBERSERDO KLY mBAHSHGIRD A GRS,

SHEBIR it FEEFNULL ESid fid

Action 2 & String AH2E , AEOBYE : StopNoticeBanTips
Version z & String AHSE, AEORYE : 2018-02-28
Region =2 & String AHSBH, NEOAFEERBISEH,

3. FitH34g

SEETR e Sl A
Requestld String HE—iEK ID , 8XIERESIRE], EfFAEAFHERHEIZXIERKA Requestld,

4. FEiRAY

PUMMNFIH T O S3SIEERAEIRN , BRI N ARG,

fu=|

FEIRAD

InternalError

WS : BRmEmEX

FNZzE (CWP)
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O BASTCE

NEEN-FEERBEXREO
MpRFHEERE R RN

SR &Y E: 2024-10-18 10:38:40

1. MR

EOEKES ;. cwp.api3.finance.cloud.tencent.com,
REOATHMRSIEROZ RN,
EONEOIERSTERIRE : 200R/7D,

BEOEFATIAE : 2022-05-20 15:12:33,

OB E &N,

2. MNSEY

IUFERSHGIRNGIH T ZOBERSEFRD NHLSE

SEATR WAlsE FEYFNULL St} A
Action 2 & String AHSE, AEOBYE : DeleteLoginWhitelList
Version 2 & String AHBH, FEORYE : 2018-02-28
Region 2 & String RHSY , FEOTFEECBRLSH.
Ids 2 & Array of Uint64 BHRAHID (FX 100 £)
A e
3. mHs
SHER i) R
Requestld String H—iEK ID , SRIEKREIRE, BRI REERHIZRIERN Requestld,

4. (EIRES

PUMMNFIH T OSSEEERAEIRN | BtERIF N ARG,

fu=|

RS

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)
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O BASTCE

MprFEERICR

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
A&3Z0 (DeleteNonlocalLoginPlaces) TR SHBERICR.
EOANEZOIBRIREIRS : 200%/70,

AT © 2022-05-20 15:12:33,

EOBEIRESE EN,

2. NS
LUNERSEFIRGIH TEOERSEFNHO ALSE , TBAHSHFIRINATERSL,

SHER Da3vid FEFFNULL ESid) bus

Action —

oy

String AHSE, AEORYE :

Version 2

iy

String

B

FNZzE (CWP)

DeleteNonlocalLoginPlaces

HE8 , AEOEYE : 2018-02-28

Region 2 & String AHSH , AEOFLTEEBSE,

7|
7|

DelType

Ids

|
A

]|
]

Ip

Uuid S S String F#Uuid

3. FitHE4g

BHER sy fHiiA

String MER SR REAAA |, TEE : "ds", "Ip". "All", ERAAIds
Array of Uint64 BB REMIDEAE. DelTypeuldsaDel TypesiBERt L TLAE

Array of String BB REMMIp. DelTypeslpAfaiE

Requestld String H—EK ID , ®RIEKRESIRE., EIIEIHEEREIZRIEKA Requestld,

4. $EIRMY

UMM T O SSIBIERXAEIRIG , BRI A IR,
FRIRMG

InternalError

InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat

MissingParameter

LimitExceeded.AreaQuota

ResourceNotFound

InvalidParameterlllegalRequest

WS : BRmEmEX
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RS A
InvalidParameter

InvalidParameterValue

SREVEREITAIER

BRILEFATE: 2024-10-18 10:38:40

WS : BRmEmEX 132 T #595;
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O BASTCE 122 (CWP)

1. gOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
IREVEREITIIZR

BOMECERINEIRE) © 200%/%0,

FEOSEFRAYE : 2022-06-06 17:19:32,

EOBEI S S L,

2. NS

IFERSHGIRMGIH T ZOBERSESO NHEH , RBAHSHGIRDATERS,

W

SHEWR Wk RIENULL KA

B

AR

Action 2 S String NHESE , AEOBYE : DescribeHostLoginList

Version — B String AHSE, AMEOBYE : 2018-02-28

Region 2 S String AHBH , MEORTEEBI S,

By = = String HEFF=RER : LoginTime-2&4ERHiE]
IiEEAE. <br><li>IpOrAlias - String - AWE : & - EHlipakal& gL </li> <br><li>Uuid - String - &%

Arra # & - =EE—Uuid</li><br><li>Quuid - String - &8 : & - =R 3uuid </li> <br> <li>UserName -
Filters = = of Y String - BEMIE : & - P&k </li> <br><li>LoginTimeBegin - String - E&WMIE : & - 1REBIEKATIRERTHIE |
= = Filter FHiARTE </li> <br> <li>LoginTimeEnd - String - RBMIE : & - IRIBENAHEERTFE , L55RATE</li> <br>

<li>Srclp - String - 2BWIE : & - KRipfdisk</li> <br> <li>Status - int - BHNE : & - KEBELEEES ;
5 : EINE, 14848 | 15 : 228 </li> <br> <li>RiskLevel - int - BEFM%IE : & - REH%R0:ERE ; 1 al8E</li>

Limit & & Uinte4  FERERIHE  &AEH100

Offset = B uinte4  {REEE , BIAAO.,

Order S B String HEFEA  IRIBEIOREHER : asc-FHFe/desc-f&FF

A s
3. mHSE

SHER ESidl A

HostLoginList HostLoginList BREITIER

TotalCount Uint64 28

Requestld String H—EK ID , ®RIEKRESIRE., EIDEEEREIZRIEKA Requestld,

4. (RS
PUFUE T O SSIBIEERRERED | EERIGIFE N AR,
FERAD 1%
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
MissingParameter
InvalidParameter.DateRange

InvalidParameter

WS : BRmEmEX 2133 T #595]
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FRIRMG R

InvalidParameterValue

RS RARREFEFIZR

BILEFATE: 2024-10-18 10:38:40

WS : BRmEmEX 2134 TW #595]
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1. gOEis

FNZzE (CWP)

EOEKES © cwp.api3.finance.cloud.tencent.com,

REFMERORRESHREIIR
BOMECERINEIRE) © 200%/%0,
FEOSEFAAYE : 2023-02-15 10:50:58,

EOBEI S S L,

2. NS

ITFERSHGIRMGIH T ZOBERSEHRO NHEH , RBAHSHGIRDATERSE

SHER Wik SVFNULL
Action 2 &
Version P &
Region = a
Filters 5 &5
Limit = =
Offset 5 5

3. mHESE

SHER
LoginWhiteCombinedInfos
TotalCount

Requestld

4. (EIRES

W
&
:

RE ik
String NHESE , AEOBYE : DescribeLoginWhiteCombinedList
String  QHBE, AEOEE : 2018-02-28
String NHBE , MEOSFEECBILSH,
Array g, <br><li>IpOrAlias - String - 25 WA : & - FHlipaisI& it </li> <br> <li>UserName - String - 28
of WE : B - FAPETRiE</li> <br> <li>ModifyBeginTime - String - 2FWE : & - IRRRISIATEERTEIE , FrARdaE
Filter </li><br> <li>ModifyEndTime - String - 2EWXIE : & - IREREMKETEIERTHILE , Z5RATE </li>
Uinte4  FERERIEE  BAA10 , HAEHL00
Uinte4  {wizE , BIAJ0.
ESid] ik
LoginWhiteCombinedInfo EHENBERTIE
Uint64 BEE
String KE—iEK ID , §REKRESRE. EURERERHEIZRIERE Requestld,

PUMMFIH T EEOLSSEEERAEIRN , BRI N ARG,

IR
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

MissingParameter
ResourceNotFound
InvalidParameter

InvalidParameterValue

WS : BRmEmEX
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IR EREARRYIR

BRILEFATE: 2024-10-18 10:38:40

1. EOfEA

EOERIES : cwp.api3.finance.cloud.tencent.com,

RIS E ROF BT
BOAZOERIERIRS : 200R/70.

$EOEEATE : 2022-05-20 15:12:33,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ROBERSEO 2HSE

SHER ik

Action 2
Version 2
Region 2
Filters S
Limit &)
Offset 5

3. S

SHER
LoginWhiteLists
TotalCount
Requestld

4. ERD

=
=

iy

iyl

|

AEFENULL 2530 b
H#H&

String N

String NHE

>

String

FNZzE (CWP)

TEAHSHGIRDATERSL,

, NEOEYE : DescribeLoginWhiteList

, AEFEOEYE : 2018-02-28

HEH , FEOFTEEBLSH.

Array A, <br><li>IpOrAlias - String - E&WE : & - BiFXESF </li><br><li>UserName - String - 284
of i & - BPgE </li><br> <I|>Mod|fyBeg|nT|me String - BEXIE : & - IRIREKATAERTEE | FFIARTIE
Filter </li> <br><li>ModifyEndTime - String - &8 : & - IRABIEKATEERTHE | ZRATE </1i>

Uinted  REEE , &AEH100,

Uinted i , BAIAJ0.

ESig
LoginWhiteLists
Uint64

String

PUMMMFIH T O S3SEERAEIRT | BRI

IR

InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameter.InvalidFormat

InvalidParameter

InvalidParameterValue

WRFRE - BRmERMEX

)
BERORRHE
IBREE

HE—iEK ID , BRIEKRESIRE, EAIARREZRHZRIERE Requestld,

NHIEIRD.
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B EHESRM

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

BROERES

cwp.api3.finance.cloud.tencent.com,

3N ( DescribeUsualLoginPlaces ) B F&EiIAERESRHD.

EOAZOERGERIRS : 200R/70.

FEOEEAE : 2022-05-20 15:12:33,

EOBEIRESE EN,

2. ANSEL

IURERSHGIRGIH T HOBERSENSOI 1S

FEFNULL

UsualPlace

SHER AT
Action — ES
Version 2 &
Region < =
Uuid 2 &
A g
3. mHESE
SHER Bl
UsualLoginPlaces
Requestld String
e m o = |
4. RS

PUTMMRFIH T 1RO SSIBIERKA0EIRND , EbERIDFED

RS

InternalError
InvalidParameter.ParsingError
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

 TREAHBHGIRN TGRS,
it R
String NH2E, AEOBYE : DescribeUsualLoginPlaces
String AHBE, AEORE : 2018-02-28
String AHESY, FEOLTEEBISH,
String mREFIRUUID
ik
EREFIEE

W—iFK ID , ®RIEKEPSIRE, EIDMAHEEREZIRIFKAY Requestld,

NEEEEIRAD.

B
&

FNZzE (CWP)
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SHRMERICE

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

%0 (ExportNonlocalloginPlaces) BFSHFIERFMHCRCSVIH,
ERAEOIERINEIRS : 200R/7D.

EOSEFRAIE : 2022-05-20 15:13:13,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHBIR Wik FEYFNULL et fix

Action =2 5 String NHE2%, KIZOHYE : ExportNonlocalLoginPlaces

Version = B String NHEHSE, AEORYE : 2018-02-28

Region 2 & String NHSH , AREOFLTEEBISE,

Filters & & Array of Filter <li>Status - int - EENWE : & - REFRLIEEESR ; 2 . BtER</li>

3. mHEE

SHER KA Tk

DownloadUrl String SIS T EbIE,

Taskld String SH{ESID

Requestld String E—EK ID , BREREPRIRE. EIDREFERMIZRIERAT Requestld.

4. FEiRMY

PUMNFIH T O S3SIEERAIHEIRIT , BRI ARG,

de

FRIRAD A
InternalError

FailedOperation.Export

InvalidParameter

InvalidParameterValue

FailedOperation

WIS : B emEX 6138 1 H#595m
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O BASTCE

NEREN-EEIEREXEL
BpRERIRXICR

SRS E: 2024-10-18 10:38:40

1. MR

HEOERIEES : cwp.api3.finance.cloud.tencent.com,
A0 (DeleteMaliciousRequests) FATFMISEEIBKICRE.
BUAZOERITEIRE] © 200%/%,

EOEHATE : 2022-05-20 15:12:33,

RO E NEN,

2. MINSEY

IFERSHGIRNGIH T EOBERSEIRD NHESH , REAHSHGIRDAHIERSLH.

SEATR D50 FOIFNULL it G
Action 2 & String =S
Version 2 & String NS, AEOEBYE : 2018-02-28
Region 2 B String AHSH , NMEORFEEBISEL,
Ids 2 B Array of Uint64 TEIBKICRIDEA , (FHRK100%)
A g
3. S
SHER it b0
Requestld String H—EK ID , ®REKRESIRE], EfIEMAFEEREIZRIEKAT Requestld,

4. (EIRS

PUMMFIH 7O SSEEERAEIRN | BtERF N ARG,

U=}

FRIRMG

InternalError
InvalidParameter.ParsingError
MissingParameter
LimitExceeded.AreaQuota
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)
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O BASTCE

EEEIEKARRYIR

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
BEEERAERIER

BUAZEOERITERIRE] © 200%/%5,

#EOSEFRAE - 2022-05-20 15:11:35,

EOBEIRESE EN,

2. ANSEL

FNZzE (CWP)

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHBIR Wik FEYFNULL ESit]

Action — ES String

Version = = String

Region =3 & String

Filters &= &5 Array of Filters

Limit = S Uint64

Offset =z a Uint64
3. iS4

SHETR ESid)

List MaliciousRequestWhiteListInfo

TotalCount Uint64

Requestld String

4. EIRAY

B

j&
/\;j\;

24, NZOEYE : DescribeMaliciousRequestWhiteList

HS8) , AEOEYE : 2018-02-28

I

#H2¥ , FEOFTEEBLSH.

>

1K, <br><br><li>Domain - String - E&&#R</li>
REEE  BIAA10 , &AEH100,
fmizE , BUAA0,

fik
BERERSIR
DIREHICREE

E—ERID , ®RIERERE., EUDREFHERAEZXIFRA Requestld,

PITMRFIH T 12O SSIBIERXA0EIRIS | EthERIFE AR,

HiRh
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

%140 @
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O BASTCE

SREEET

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

BROERES

=R IES

cwp.api3.finance.cloud.tencent.com,

ANEEN | REVERIERT IR
BOAZOERIERIRS : 200R/70.

FEOEEAE : 2022-06-06 14:42:23,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR
Action
Version
Region

By

Filters

Limit
Offset

Order

Wi
=

=
=

iy

iy

i

iy

3. mHESE

SEER
RiskDnsList
TotalCount

Requestld

4. RS

PUMMEIH T 3O SSSIEERAEIRN | BRI N ARG,

IR

InternalError

AEFENULL - 230

B String
= String
) String
B String
Array
B of
Filter
a Uint64
B Uint64
= String
2
RiskDnslList
Uint64
String

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

MissingParameter

WRFRE - BRmERMEX

ﬁ“i

jus
e

£¥ , A#EOBYE : DescribeRiskDnsList

D)

NHSH, AFOBYE : 2018-02-28

RHEBY, MEOFFEERLSH.

HEF=ER : AccessCount-iESRE. MergeTime-EiTiEKATE

RS, <br><li>IpOrAlias - String - 2&444E ¢

- EHipERBIE sk </li> <br><li>Url -

FNZzE (CWP)

String

& - UrI’)‘%ﬁ</l|><br><l|>Status—Strlng =28 ,Z\iﬁ B - RETHEEOAFIE ; 2(51F ; 3HMFE</li><br>

<li>MergeBeginTime - String - &M1& : & - BEHAFFIARTE </li> <br> <li>MergeEndTime - String

& - &ILHREERRE </li>

FEREREE , BAR10 , HXEH100

fRZE , BAA0,

A IRIEERREHET : asc-Fiw/desc-lERF

&
o

TRIERYIREA
BEE
E—EK D , RERERE. SRR ERA

ZRIERAY Requestld,

%141 ™
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iRt iR
InvalidParameterlllegalRequest
InvalidParameter

InvalidParameterValue

SHTEEREIBRIUG

WS : BRmEmEX 142 TW #595]
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O BASTCE

EITEFTAYE: 2024-10-18 10:38:40

1. gOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,

2420 (ExportMaliciousRequests) BT S FEEEBR 4,

BOAZOIERIERIRS) : 200R/8D,
RO E#AAETE : 2022-05-20 15:12:33,

BOBEI S S L,

2. NS

IUFERSHGIRGIH T ROBRSHNEO A1, TBLAHSHGIRNA SR

SHEWR Wi FBFNULL
Action 2 &
Version 2 a
Region b3 &
Filters = =

3. mHSE

SHER ESid)

DownloadUrl String
Taskld String
Requestld String

4. FEiRMY

PUMMFIH T O SSSEERAEIRNT , BRI N ARG,

FEIRED
InternalError
InvalidParameter.ParsingError

InvalidParameterValue

WS : BRmEmEX

]
String
String
String

Array of Filters

fibk

S TR L,

4.

i

NHESE , AEOBYE : ExportMaliciousRequests
NESE, FEOEE @ 2018-02-28

AHBH , MEORTEERBI S,

HESE

SHFSId, AliETExportTasks 10T

E—ERID , ®RIERERE., EUDERHEERAZXIERAI Requestld,

U]

FNZzE (CWP)

%143
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O BASTCE

NEEN - HEREXEO

SIEME N THEEZE

SR &Y E: 2024-10-18 10:38:40

1. MR

HEOERIEES © cwp.api3.finance.cloud.tencent.com,

yunapi response
BRI CIERINEIRE] © 200%/%,
#EOEHATE : 0001-01-01 00:00:00,

FEOBHOEE N,

2. MNSEY

IUNERSHGIRIGIH T HOERSEBO /TS |, TEAHSHIIR

SHETR Wi
Action =
Version 2
Region =
DealOldEvents &
Description =
Eventld S
QuuidList &
Scope =
Srclp =
3. S

SHER ESid
Requestld String

4. EIRAY

PITMMRFIH T 1RO SSIBIERXA0ERNS | EthERIIFE AR,

]
InternalError
MissingParameter
ResourceNotFound
InvalidParameter

OperationDenied

WS : BRmEmEX

FEEFNULL

=

iy

iy

iy

iy

iy

o

iy

il

String

String

String

Uint64

String

Uint64

Array of String
Uint64

Array of String

FHZE (CWP)

T8, AEOEYE : 2018-02-28

I

AHBY , FEOTTEEBILSH,
ERNBEMEHEIZANEE | LR 04 E
ik

=tid

quuid 53

EREREN; 05, 12,

SEIRIP BIP:1.1.1.1 IPSEREEL.1.1.1-1.1.2.1 IPSBFE : 1.1.1.0/24

E—ER ID , ®RIERERE, EDREHERAZXIERAY Requestld,

U=}

%144 1 H595m
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FHIRAD A

InvalidParameterValue

HEFRE

WS : BRmEmEX 28145 T #595]
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O BASTCE 122 (CWP)

v A
1. EOHR
EOEKES © cwp.api3.finance.cloud.tencent.com,
ZEO LI N RGN - S E ST
BOAREOIERITRIRS) : 200R/%5,
EOSEFATE : 2022-11-03 19:52:53,

EOBEI S S L,

2. NS

IFERSHGIRMGIH T ZOBERSESO NHEH , RBAHSHGIRDATERS,

SHER W% AREFNULL 388 A
Action = & String ~HSE, AEOEYE : CreateScanMalwareSetting
Version 2 5 String AHSE, AEORYE : 2018-02-28
Region = S String AHBY , MEORFEEBESHL,
EnableMemShellScan = = Int64 EEAREEHEEROFRITRE 1R
EngineType = = Uint64 TR (_FHE?“ZE‘ Big) . 28RN (IR™E. 8. $E) . 3MsER (R™E. &
LR RR)
HostType 2 = Int64 IRS5Ee2E | LEWNRIRSSES | 2:BtiRS
QuuidList 5 = ’;{:;2“ ESVAARSS SR , “EAquUIdATstring 24
ScanPattern 2 S Uint64 R 0 28195, 1 T
TimeoutPeriod & & Uint64 BT E) S 7P BAIA3600 7
N o
3. mHESE
SHER ESitl A
Requestld String H—EK ID , ®REKRESIRE], EfIT@AEEREIZRIEKAT Requestld,

4. EIRAY

PIMRFIH T O SSIBIERXA0ERND | EtbERISFE AR,

U=}

EIRAD ik
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

ResourceNotFound

InvalidParameterlllegalRequest

InvalidParameter.DateRange

WIS : B emEX %6146 T1 H595m
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FHIRAD )
FailedOperation.APIServerFail

FailedOperation.NoProfessionHost

InvalidParameter

OperationDenied

InvalidParameterValue

FailedOperation

WS : BRmEmEX 28147 TW #595]
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O BASTCE 122 (CWP)

NEEE-ZIFAMES

BRILEFATE: 2024-10-18 10:38:40

1. EOfEA

EOERIES : cwp.api3.finance.cloud.tencent.com,
NEEE-ZIHIES

EONZOIBRIREIRS] - 200%/7D,

#EOSEFRAE : 2022-05-20 15:11:35,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR Wik FEFNULL i) TR

Action 2 & String nHE2# , ANZOEYE : DeleteMalwareScanTask
Version = & String AHBE, AEORE : 2018-02-28

Region 2 = String AHBH , MEORFEEBLSE,

3. FitH24y

SEETR e Sl A
Requestld String H—iEK ID , 8XIERESIRE], EFIABAFHERHEIZIXIERKA Requestld,

4. FEIRMY

PUMMMFIH T O SSBEERAEIRN , BtERF A==,

U]

RS R
InternalError

MissingParameter

InvalidParameterlllegalRequest

FailedOperation.APIServerFail

InvalidParameter

InvalidParameterValue

FailedOperation

WS : BRmEmEX %148 I
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O BASTCE

il N s

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
4% (DeleteMalwares) FAFHIBRADICR.
EOANEZOIBRIREIRS : 200%/70,

#EOSEFRAE - 2022-05-20 15:11:35,

EOBEIRESE EN,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHBIR Wik FEYFNULL ESid)

Action — & String

Version = = String

Region = & String

Ids 2 & Array of Uint64

3. mHEE

SHEWR ESid Tk
Requestld String

4. EIRAY

PITMRFIH T 12O SSIBIERXA0ERNS | EtbERIFE AR,

U=}

HiRt
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

NHBE, AEOBYE : DeleteMalwares
AHSE, AEOEYE : 2018-02-28
NHSH, NEOLRFEERILSE,

AREICRIDEA (BA1005%)

%149 M
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O BASTCE

i[RI G SRS

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
yunapi response

BUAREOERITERIRE) © 200%/%,

#EOSEFRAIE : 0001-01-01 00:00:00,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SEETR WA FOEFNULL e b
Action 2 & String NS, AEOBYE : DeleteNetAttackWhiteList
Version 2 & String NHSE, AEORYE : 2018-02-28
Region =z & String AHBH , AMEOLTFEEBLSE,
Ids 2 Fi Array of Uint64 ID#H , HxK1004%,
A s
3. mHESE
SHER ESil A
Requestld String H—iEXK ID , XEKRESIRE], EfEAFEEREIZXIEKA Requestld,

4. EIRAY

PITMRFIH T 12O SSIBIERXA0ERNS | EtbERIFE AR,

U=}

HIRAD )
InternalError

MissingParameter

ResourceNotFound

InvalidParameter

OperationDenied

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)
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HiffjavalzE2 473

BRILEFATE: 2024-10-18 10:38:40

1. EOfEA

EOERIES : cwp.api3.finance.cloud.tencent.com,
EfjavaFSEHFIR

EONZOIBRIREIRS] - 200%/7D,

EOEFAIE : 2022-04-22 09:49:39,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHER % RIFNULL KB A

Action =2 & String nNIESE , AEOBYE : DescribeJavaMemShellList

Version E & String AHBE, AEORYE : 2018-02-28

Region 2 B String AHBH, MEOFFEEBHSH,

Filters = = Array of IS - Keywords: ipali& EHZEHIEIE, Type , StatustSHAPTED , CreateBeginTime , CreateEndTimefd
Filters [BER

Limit = a Uint64 FEREINIEE , BIAS10, ZAE100

Offset ey & Uint64 fwizE , BRAA0,

3. mHSE

SHER RE Tk

List JavaMemShellInfo BHHIER

TotalCount Uint64 B

Requestld String K—EK ID , BREKREPRIRE], ENIARESFHRERAZRIBERA Requestld,

4. FEIRAY

PUMMNFIH T 3O SSBEERAEIRN | BtERIF NAHERG.

U]

FRIRIG R
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

InvalidParameter

InvalidParameterValue

WIS : B emEX 26151 1 H#595m
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O BASTCE

SRENASSIZR

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

BOEREE
NEIEUKEADFIE
EOANEZOIBRIREIRS : 200%/70,
EOEFRASE : 2022-02-22 18:20:24,

EOBIOEE &N,

2. ANSEL

IUFERSHGIRGIH T ZROBERSHRDO 25 S

SHER % RIFNULL KR
Action — & String
Version 2 = String
Region 2 B String
By & B String
Array
Filters & B of
Filter
Limit & a Uint64
Offset & S Uint64
Order S = String
A s
3. mHESE
SHER ESid)
MalWareList MalWareList
TotalCount Uint64
Requestld String
Py
4. %Ellf

cwp.api3.finance.cloud.tencent.com,

£ | STREAHSHIIRNLAHERSLL,

ﬁ“i

jus
e

£ , A#EOBYE : DescribeMalWarelList

D)

24, AEOBYE : 2018-02-28

B

AHSH , AEORFEERBUSE,
MRS CreateTime

iTiEE, <br><li>IpOrAlias - String - EFBWHIE :
B ﬂ%@ﬁﬁidl»<br><||>V|rusName Strlng
String -

-%ﬁEﬁI'EU</Ii><br> <li>Status - String -
</li>
FEREINEE , BIAN10 , BAEH1L00
fREE , BIAA0,

HERFF75 = ASC,DESC

s
ABFIE
BEE

E—iEK D , BIREREPLIE

UMM T O SSIBIERXAEIRIG , BRI A HEIRE.

IR
InternalError
InvalidParameter.ParsingError

InvalidParameter.MissingParameter

WRFRE - BRmERMEX

TR 7 - ClEEAT RS- FFARTE) </li> <br> <li>CreateEndTime - String -
BEWE : & - RSk 45LHE S5 6ERE, 10/REH, L 1IRERE+

FNZzE (CWP)

- FHipak3lETHik</li> <br> <li>FilePath - String -

EZ:, A\

EEWIE B - EARTEiE</li> <br> <li>CreateBeginTime -

Bl EfFRERRERZRIEREN Requestld.

%152 ™

BEYIE : & - CIZRE
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FRIRMG Tk
MissingParameter

ResourceNotFound

InvalidParameterlllegalRequest

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 2153 7@ #595]
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O BASTCE

SRENAR S 34 Rttt

BRILEFATE: 2024-10-18 10:38:40

1. EOfEA

EOERIES : cwp.api3.finance.cloud.tencent.com,
SREUARE S Faiteht

EONZOIBRIREIRS] - 200%/7D,

#EOSEFRAE : 2022-05-20 15:11:35,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR Wi FEEFNULL it A
Action =2 5 String nNHEEE , ANZOEYE : DescribeMalwareFile
Version E & String AHBE, ANEORE : 2018-02-28
Region 2 & String AHBH, MEOLFEERISH,
Id = = Uint64 AEIERID
A e
3. mHESE
SHER ESil A
FileUrl String ARSI T b
Requestld String W—iEK ID , XEKRESIRE], EREAEEREZRIEKA Requestld,
HI2
4. RS

PUMMRFIH T 1RO SSIBIERKAERN , BEtERISFE A TEIR,
FHIRED

InternalError

InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat

MissingParameter

ResourceNotFound

InvalidParameterlllegalRequest

InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

B
B
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BETRXHFE

BILEFATE: 2024-10-18 10:38:40

1. #ZOEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
BETENMHEE

BOABECIERIMERIRS] : 200%/70,

ZEOEHHASE : 2021-12-09 20:22:45,

EOBEIRESE EN,

2. ANSEL

IUTFERSHGIRGIH T ZROBERSERDO KLY mBAHSHGIRD A GRS,

SHBIR Wik FEYFNULL ESidl fiik

Action =2 5 String 2%, ANZEOEYE : DescribeMalwarelnfo
Version E & String AHESE, AEORYE : 2018-02-28

Region 2 & String AHSH, AEOLFTEERSEH,

Id 2 S Int64 HE—ID

3. mHEE

SHER ESil AR
Malwarelnfo Malwarelnfo EENHEBER
Requestld String W—iEK ID , ®XIEKEPSIRE, EIIMAEEREZRIEKE Requestld,

4. EIRD
PUMMRFH T 1RO SSIBIERRA0EIRND , BEbERIFE A TR,

TR 1t

[

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
FailedOperation.APIServerFail
InvalidParameter

InvalidParameterValue

WIS : B emEX 26155 1 H#595m
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O BASTCE

MBI R

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

BOEREE
FFNGEN-BRSHE N 3 RETRERS
EONZOIBRIREIRS] - 200%/7D,
EOEFRAIE : 2022-11-03 19:53:29,

RO E &N,

2. ANSEL

cwp.api3.finance.cloud.tencent.com,

UTBERSEHGIRRGIE T EOEKRSEFRD AHESEH , RBAHSHGIRDAHLERSE,
SHEWR Wi FEEFNULL Sl R
Action =2 & String NHE2%, KIZEOHBYE : DescribeMalwareRiskWarning
Version 2 & tring NHESE , AEOBYE : 2018-02-28
Region 2 & String AHSE , NMEORTEEBULSE,
A sy
3. S
SEETR ESid) Ak
IsCheckRisk Bool BEEFEEAE : true-FFE , false-RkFE
IsPop Bool FEREHIER true 3, false A58
List MalwareRisk XESHFIRER
ProcessList MalwareRisk SEHENRER
Requestld String H—iEK ID , BRIEKRESIRE], BRI FHEREIZXIEKA Requestld,
ﬁ\
4. I'EEI'L?:IE

PUMMBIH THEEOSSSEERAERT | BfbERSER

IR

InternalError

WRFRE - BRmERMEX

\

FNZzE (CWP)
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ERER IR E

BILEFATE: 2024-10-18 10:38:40

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
HifERTERE

BUAZEOERITERIRE] © 200%/%5,

EOEFRAIE : 2022-10-25 19:31:47,

EOBEIRESE EN,

2. ANSE

IUTFERSHGIRGIH T ZROBERSERDO KLY mBAHSHGIRD A GRS,

SEETR Whi FBUFNULL it b
Action 2 & String AH2E, AZOBYE : DescribeMalwareTimingScanSetting
Version Z2 & String AHSE, AEORYE : 2018-02-28

HEH  FROTTEEGBLSHL.

>

Region p== &= String

3. FitH34g

SHEMR ESid] A

Autolsolation Uint64 2ERERE  1-2, 0-7

CheckPattern Uint64 ST, 0 220N TRIEGT

ClickTimeout Uint64 —REFAREEEATATS , 40 : 18007 (s)

Cycle Uint64 BER 18R

EnablelnspiredEngine Uint64 B&5IE 0 X 173

EnableMemShellScan Uint64 RO EERHEER0FFRE 1LFHRE]

EnableScan Int64 EREF 0 X1 Fi7

EndTime String TEMIERR EERTEEERATE)

EngineType Uint64 IR (RIRTE. &) . 2EEEX (RFEE. 5. #8) . 3M&ER (RFEE. 5. +. |, &%)
Id Int64 ME—ID

IsGlobal Uint64 RELEIRSEE 1 2562 ik

KillProcess Uint64 EERNEHE 13s 0 xie REREEIREAEXN

MonitoringPattern Uint64 IR 0 iR LRE

QuuidList String Bi%ARSS 2R EHquuidilstring%ieR

RealTimeMonitoring Int64 SCRTISIR0 X 1FFRR

StartTime String TEMERR FFaaaTE

Requestld String W—iEK ID , @RIEKREPSIRE. EAIDMAIHEEREZRIEKAY Requestld,

WIS : B emEX 26157 71 H595m
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4. EIRIS
BUTRRBH TS BB AORIRED | BRI AR,

TR 1t

[

InternalError

SRENNEBINTE AR BRYIER

WS : BRmEmEX 25158 TW #595]
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O BASTCE
IR EHEE: 2024-10-18 10:38:40

1. gOEs

EOEKES © cwp.api3.finance.cloud.tencent.com,
yunapi response

EOANEOIBRIREIRS] : 200%/7D,

O EFRATE : 0001-01-01 00:00:00,

BOBEIOS S L,

2. NS

IUFERSHGIRGIH T ZOBERSEHEO 1Y RBAHSHGIRDATLERSH,

BB Wik AYENULL R
Action = & String
Version = B String
Region = B String
By & & String
Filters & & Array of Filter
<li>IP - String - REWIE : & - EHip&Eif </li>

<li>SrcIP- String - EFME : & - BRKRipEfA </li>

Limit S S Uint64
Offset a5 a5 Uint64
Order & & String

3. FitHE4g

SHER KA R
TotalCount Uint64 FUCREL
WhiteList NetAttackWhiteRule |=E=4=E1ES

Requestld String

4. EIRMY
ARG T O SSBIERRAERID , EfhERIGIF N2 H5EIRD,
FRIRG
InternalError
MissingParameter
ResourceNotFound
InvalidParameter

OperationDenied

WRFRE - BRmERMEX

FHZE (CWP)

H28 , AMEOBYE @ 2018-02-28

>

b
o

HEH , AEOFTEREBLSH.

Ai%HERES: [CreateTime]

<

M.

[t

REEE |, &=AEH100,
"8 , BAAO0.,
He = [ASCHHE | DESC:RERR]

E—EK ID , SREREPIRME. EIERNFERMAIZRIERAT Requestld,

6159 1 H595m

\|



O BASTCE iz (CWP)

FHIRAD A

InvalidParameterValue

ERASAEHE

WS : BRmEmEX 2160 7@ #595]

\|



O BASTCE 122 (CWP)

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
ERARDEEHE

BOMZCERINEIRE) © 200%/%0,

EOEFATE : 2022-05-20 15:11:35,
OIS S R,

2. NS

IFERSHGIRMGIH T ZOBERSESO NHEH , RBAHSHGIRDATERS,

SHER Wi FBEFNULL ESidl) A
Action 2 FS String AHSE, AEOEYE : DescribeScanMalwareSchedule
Version 2 S String NHEHSE, AEOBYE : 2018-02-28
Region = = String AHBY , MEORFEEBESHL,
3. FitHEE
SHER RE R
IsSchedule Bool ERLEEEES
RiskFileNumber Int64 BESTIE, SR T LA A B%(E
ScanStatus Uint64 0 NKIHET. 1R, 2195, 3R, 4=IE5ER
Schedule Int64 FUEHE (B %)
Requestld String W—EK ID , ®REKRERRE. EUEEEREREIZRIERE Requestld,

4. EIRAY

PITMRFIH T 12O SSIBIERXA0ERNS | EtbERIFE AR,

U=}

HIRY 115
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
MissingParameter
ResourceNotFound
InvalidParameter

InvalidParameterValue

WIS : B emEX 6161 1 H595ma

\|



X BIHSTCE 422 (CWP)
10~ —‘—
KRG ERTEEER
B EHAETE): 2024-10-18 10:38:40
1. #ZOEA
HEOERIES : cwp.api3.finance.cloud.tencent.com,
FFRNERIX PG SR+ SN AR S5 2840 + REIX AN + Sl A &)
EAB IS RIERIR S : 200%/70,
FEOEHHAE : 2022-05-20 15:11:35,
ORI NN,
2. MANBH
UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SHEWR DA FEEFNULL Ry R
Action 2 & String nHE2# , NZEOEYE : DescribeServersAndRiskAndFirstinfo
Version Z2 & String AHBE, AEORE : 2018-02-28
Region 2 ES String NHEHSH , KEORZTEERLLSEH,
A s
3. S
SEETR ESid) b
AddRiskFileCount Uint64 S BEIFTHEXES S
IsFirstCheck Bool EX/IRA - true-£ |, false-&
RiskFileCount Uint64 UGS
ScanTime String ADERITHE AT E)
ServersCount Uint64 SRS EEEEL
Requestld String W—iEK ID , 8REKREBSIRE], EAIUMAFEEREZXIEKA Requestld,
#i270
LA T 8O S ZERXEIRE , BERISFEN A LSRG,
$EIRIG G
InternalError
RS : B mERmEX 5162 70 #5951



O BASTCE 122 (CWP)

SHEAREICR

BRILEFATE: 2024-10-18 10:38:40

1. EOfEA

EOERIES : cwp.api3.finance.cloud.tencent.com,
A0 (ExportMalwares) FAFSHARSIERCSVIXH,
EONZOIBRIREIRS] - 200%/7D,

#EOSEFRAE : 2022-05-20 15:11:35,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHER % RIFNULL KB A

Action =2 & String NH2%, KIZOHBYE : ExportMalwares

Version E & String AHSH, AEORYE : 2018-02-28

Region 2 & String AHBH, MEOFFEGBLSE,

By = = String HEFF(E CreateTime
Array iTESE. <br>\<|i>.IpOrAIiasv— St.ring - %f:’?dl\i% B - E*@ipéﬁ%ﬂ%ﬁi&\'&f/liﬁ <br> <Ii>FiIe.Path - String - gg}:\

Filters = = of b 5 - BREmE</li> <br><IE>V|rusName - Strl.ng - %.7:?'. OB A - Tﬁ@ﬁ)&ﬁllf<br><I|>CreateBeg|nT|me -
Filters String - BEWIE | B - SIERTEIRE-FFaRTE) </li> <br> <li>CreateEndTime - String - 28%E : &5 - QIR AT

1%-455RATIE) </li> <br> <li>Status - String - 2EWE : & - RETHEIE</li>

Limit B B Uinte4  PRHIZELEIALO

Offset = & Uinté4  {RIBE ZKIA0

Order 5 5 String HEE /=, , ASC, DESC

3. S

SHER ESidl ik

DownloadUrl String S R R,

Taskld String {E$Eid

Requestld String H—iEK ID , 8RIEREIRE], EfFIAEAFHEREIZXIERKA Requestld,

4. {HiIRES
UMM T O SIBIERXASEIRIG , BRI A IR,
R iR
InternalError
MissingParameter
ResourceNotFound

FailedOperation.Export

WIS : B emEX 6163 1 H595m

\|



O BASTCE iz (CWP)

FRIRMG HA
InvalidParameter
InvalidParameterValue

FailedOperation

ERAEIRE

WS : BRmEmEX 2164 TW #5951

\|



O BASTCE

ETEFTAYE: 2024-10-18 10:38:41

1. gOEs

EOEKES © cwp.api3.finance.cloud.tencent.com,

ERIERE
BUAZCIERIERIRS) : 200R/8D.

FEOSEFRAYE : 2022-11-03 19:52:01,

RO N,
A s

2. NS

ATERSEGIRGIE T EOIERSEFEBD LS |, T8
SHER Wik
Action =
Version =
Region =
Autolsolation =
CheckPattern 2
Cycle =
EnablelnspiredEngine &
EnableMemShellScan =
EnableScan =
EndTime =
EngineType &=
IsGlobal 2
KillProcess =
MonitoringPattern =
QuuidList =
RealTimeMonitoring 2
StartTime 2

A s

3. mHESE
SHER ESid)
Requestld String

4. EIRAY

PUTMRFIH T 1O SSIBIERRA0EIRIS , EthERIDFE I A EIRE

WRFRE - BRmERMEX

FFFNULL 28
a String
B String
String

& Uint64
5 Uint64
& Uint64
= Uint64
& Uint64
= Uint64
& String
B Uint64
= Uint64
& Uint64
= Uint64
- Array of
= String
& Uint64
B String

Tk

BE—EKID , BXiE

U=}

ANHESE, AMEOBYE - ModifyMalwareTimingScanSettings
AHSE, FEORYE : 2018-02-28

REBY, FMEOFTEECRLSH.

EEEHRESE RS 0 FREE

T 0 2R TEREE

PR BAEK 1

BRSIEFFX 0 X4 175

REAEESHEER0RIE LFHE]

ERFEUFFX 0 %19 173

IR EBRTEEERATIE) , 40 : 04:00:00

FHZE (CWP)

VRN (IR, Bt ) . 258E (RTE. 5e. PE) . 3FRER (IRFE. &.

. R BR)

EELIRSESE 125 2 Bik
EEFRIHE 158 OR3E

istE 0 fofE LEE

BkiRSSEsAT %40 Equuidilstring#gE

SCRTHSIE 0 X7 1FF/8

SMEIRR FFeaRdIE , a0 : 02:00:00

REPRME, EMRSRERGZXIER Requestld,

°

%165

\|
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O BASTCE

HIRAD
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameterlllegalRequest
InvalidParameter.DateRange
FailedOperation.APIServerFail
InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX

FNZzE (CWP)

%6166 T

\|

£595m



O BASTCE

IRIEMNEIITER SR

BITEFATE: 2024-10-18 10:38:41

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

yunapi response

EOAZOERGERIRS : 200R/70.

$EOEEAE : 0001-01-01 00:00:00,

EOBEIRESE EN,

2. ANSEL

IUTFERSHGIRGIH T ZROBERSERDO KLY mBAHSHGIRD A GRS,

SHEWR Witk
Action —
Version =
Region =
DealOldEvents =
Description ES
Id =
QuuidList =
Scope =
Srclp =

3. mHSE

SHER ESicl
Requestld String

4. EIRMY

FHlZe (CWP)
FEFNULL ESid) 1%
& String NS, AEORYE : ModifyNetAttackWhiteList
& String NHSE, AEOEE : 2018-02-28
& String PHBY , AEORFEEBLSEH,
= Uint64 EANEMEFEIZANNEE | LR 0 M E
= String RS
= Uint64 Fid
S Array of String quuid 73
= Uint64 EALHEN; 05, 1&,
& Array of String SEIEIP BaIP:1.1.1.1 IPSEE1.1.1.1-1.1.2.1 IPSBE : 1.1.1.0/24
ik

E—EK ID , SREREPRIRE. EIDRNFERAIZRIERA Requestld.

PUTMMRFH T 1RO SSIBIERXA0ERND | EthERIDFE AR,

FHIRED
InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue

WS : BRmEmEX

%6167 1 H595m

\|



O BASTCE 4z (CWP)
IEARS I
ERIEEFATE): 2024-10-18 10:38:41
1. BEOHHAR
HEOERIES : cwp.api3.finance.cloud.tencent.com,
A0 (RecoverMalwares ) BT ERECEHKIREIIARD K.
EAB IS RIERIR S : 200%/70,
ZEOEHHAE : 2022-05-20 15:11:35,
EOBFREE N SN,
A s
2. MNSE
UTBERSEHGIRRGIE T EOEKRSEFRD AHESEH , RBAHSHGIRDAHLERSE,
SHEWR DA FEEFNULL ESid) i)
Action 2 5 String NHESE , AEOBYE : RecoverMalwares
Version Z2 & String NHEHSE, AEORYE : 2018-02-28
Region 2 & String AHSH , AEOFLFTEEBISE,
Ids 2 & Array of Uint64 ARBIdER ( HA100%% )
A g
3. S
SHER ESit) ik
FailedIds Uint64 IRELMIdEAE , EFLNIREIZSEE
Successlds Uint64 RERRINIdEE | HTNIREIZEEA
Requestld String E—ERID , BRIERESRE., EDMIHERAEZRIFRAI Requestld,
H 33
. EIRAD
ARG T O 5B ERAERED , BRI AR,
RS AR
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameter.InvalidFormat
MissingParameter
FailedOperation.Recover
InvalidParameter
InvalidParameterValue
FailedOperation
RS - B e EX 168 Tm #5951



O BASTCE

fREARS

BRILEFAYE: 2024-10-18 10:38:41

1. EOfEA

EOERIES : cwp.api3.finance.cloud.tencent.com,

A0 ( SeparateMalwares ) BFREALD,

BRAEOISRIRERRS] : 200R/%0,
$EOEEATE : 2022-05-20 15:11:35,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHER WAl
Action 2
Version =
Region =
Ids =
KillProcess ES

3. BIHSE

SHER ESid
FailedIds Uint64
Successlds Uint64
Requestld String

4. $EiRMY

FEEFNULL ESid LGS
& String NH2E, KIZOBYE : SeparateMalwares
& String AHBE, ANEORE : 2018-02-28
& String AHBY , FEOLFEECBISEH,
= Array of Uint64 ADEHIDEE, (FA100%)
= Bool TR RIEHE
)%

PRESRIMAYidEReE , EFNREZ=EE
PRERIIAYIdERAE | ERNIREIZEA

E—ER ID , ®RIERERE., EUDERFHEERAZXIERKA Requestld,

PUMMNEIH T O SSSEERAEIRT , BtERIF N ARG,

FRIRMG

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
FailedOperation.PartSeparate
FailedOperation.SingleSeparate

InvalidParameter

WS : BRmEmEX

FNZzE (CWP)

%169 I

\|
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O BASTCE iz (CWP)

FRIRMG R

InvalidParameterValue

BEIERS M

WS : BRmEmEX 2170 T@ #595;

\|



O BASTCE

1. gOEis

FNZzE (CWP)

EOEKES © cwp.api3.finance.cloud.tencent.com,

FEO(TrustMalwares)EIRBIA S SR AIEE.

BOARCIERIERIRS : 200R/8D.

O FRAYE : 2022-05-20 15:11:35,

EOBEI S S L,

2. NS

IFERSHGIRMGIH T ZOBERSESO NHEH , RBAHSHGIRDATERS,

SHER Wi FEFFNULL ESid 1%

Action =

Version = &

Region 2

Ids =

3. BIHSE

SHETR ESidl

Requestld String

4. EIRD

iy

o

iy

String NHSE, AEOBYE : TrustMalwares
String AHSE, AEORE : 2018-02-28
String RHBH, FEOFFTEEBLSH.

Array of Uint64 ABIDEA ( EURRBISHITRASE : 100)

W—iEK ID , XEKRESIRE]., BRI EEREZRIEKA Requestld,

PUMMRFH T O SSIBIERAERN , EthERISFE A TEIRE,

RS

InternalError
InvalidParameter.ParsingError
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

B
5

%171 ™

#5953



O BASTCE

HEEARS

BRILEFAYE: 2024-10-18 10:38:41

1. EOfEA

EOERIES : cwp.api3.finance.cloud.tencent.com,
A0 (UntrustMalwares ) FRFEUHEEARS 4,
EONZOIBRIREIRS] - 200%/7D,

#EOSEFRAE : 2022-05-20 15:11:35,

RO E &N,

2. ANSEL

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEBIR W% FEYFNULL ESid]

Action — ES String

Version b3 = String

Region = & String

Ids = & Array of Uint64

3. mHEE

SHER ESid Tk
Requestld String

4. EIRAY

PITMRFIH T 12O SSIBIERXA0ERNS | EtbERIFE AR,

U=}

iRt
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

~HSE, AEOBYE : 2018-02-28
AHBH , MEOAZTEERLLSEH,

AZIDER (FRAL005%)

%172 ™

\|
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O BASTCE

NEE- AR AR RO
BRI IR G

SR &Y E: 2024-10-18 10:38:41

1. MR

iSRS : cwp.api3.finance.cloud.tencent.com,
TRYEIdSHpRAHEERR

EONEOIERSTERIRE : 200R/7D,

BEOEFATIAE : 2022-05-20 15:12:33,

OB E &N,

2. MNSEY

IUTFERSHGIRNGIH T EOBERSEIRD NHLSH , REAHSHGIRD ISR,

SHIEIR Wik FEYFNULL ESi fiik

Action 2 & String AHS#, AEOBYE : DeletePrivilegeEvents
Version 2 & String NHESE, AEORYE : 2018-02-28

Region = & String AHBY, FEOTTEEBILSH,

Ids = = Array of Uint64 IDE{H. (FA1005%)

3. FitHE4]

SHER eSS Tk
Requestld String E—ER ID , ®RIERERE., EDERHEERAZXIZRA Requestld,

4. (EIRES

PUMMFIH 7O SSEEERAEIRN | BtERF N ARG,

U=}

fRIRMG

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
InvalidParameterlllegalRequest
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

%173 ™

\|
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O BASTCE

MBRZS AR ALY

BITEFATE: 2024-10-18 10:38:41

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
B AR

EOANEZOIBRIREIRS : 200%/70,

#EOSEFRAIE : 2022-05-20 15:12:33,

RO E &N,

2. ANSEL

IUFERSHGIZRGIH T BRSO A 1S

SHEWR Wi FEEFNULL
Action 2 &=
Version = =
Region = )
Ids = &
A s
3. mHESE
SHER ESil A

Requestld String

4. EIRAY

PUTMRFIH T 12O SSIBIERRA0ERNS | EtbERIFEIA

HIRAD

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameterlllegalRequest
InvalidParameter.DateRange
InvalidParameter.RegexRuleError

InvalidParameter

WS : BRmEmEX

SN

H—EK ID , 8Ris

String
String
String

Array of Uint64

NHEERIRAD,

U=}

FNZzE (CWP)

 SEERAHBHGIRN NSRS,

HS8 , AEOBYE : 2018-02-28

>

RHBY, FEOFFEEBLSH.

IDE4R , BA100%%.

REPIRME, EMRSHEERZXIERE Requestld,

%174 ™

\|
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O BASTCE iz (CWP)

FRIRMG R

InvalidParameterValue

SRENAHEIRIN S 4515

BILEFATE: 2024-10-18 10:38:41

WS : BRmEmEX 2175 @ #H595]

\|



O BASTCE

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
SRENA RN FIR

BOMZCERINEIRE) © 200%/%0,

RO FRATE : 2022-06-06 15:33:40,

BOBEIOS S L,

2. NS

IFERSHGIRMGIH T ZOBERSESO NHEH , RBAHSHGIRDATERS,

SHER Wik FBEFNULL ESid)

Action = & String
Version =3 & String
Region = = String

By = = String

Filters &5 & Array of Filter

Limit ) & Uint64
Offset & & Uinte4
Order & & String

3. mHSE

SHER ESidl R

List PrivilegeEscalationProcess HIEFIZR

TotalCount Uint64 BEE

Requestld String HE—IEK D , BRIERELSRE, EARAFEREEZRIERA Requestld,

4. RS

UMM T O SSIBIERXAEIRIG , BRI A IR,
FRIRMG
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameterlllegalRequest

InvalidParameter

WS : BRmEmEX

88, AEOEE : 2018-02-28

>

N

AHBH , AEOFTEREBLSH.

HEFR=FER : CreateTime- RINATE

FNZzE (CWP)

1iEgE. <br><li>Keywords - String - @&WE | & - XHEEENUP) </li>

REEE , SAEN100,
REE , BARO0,
HF A IRIBEROREHER © asc-FHF/desc-f&F

%176 M

\|
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O BASTCE iz (CWP)

R HR

InvalidParameterValue

SRENAS BRI Z 2=

BT EFATE: 2024-10-18 10:38:41

WS : BRmEmEX 177 W #595;

\|



O BASTCE 122 (CWP)

1. gOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
SRENAHERESURNZ 2=

BOMECERINEIRE) © 200%/%0,

EOEFATE : 2022-05-20 15:12:33,

EOBEI S S L,

2. NS

IFERSHGIRMGIH T ZOBERSESO NHEH , RBAHSHGIRDATERS,

SHER WAl FEFNULL E-Sid] ik
Action = = String NHESE , AEOBYE : DescribePrivilegeRules
Version 2 5 String AHSE, AEOBYE : 2018-02-28
Region = A String AHBH , FEORFTEEBI S,
Filters & FS Array of Filter IS8, <br><li>Keywords - String - EBWIE : & - XEFHFEZR) </li>
Limit B a Uint64 REEE , &AEH100,
Offset = " Uint64 IREE , BUARO0,
3. MBS
SHEWR ESig) Tk
List PrivilegeRule FIRAE
TotalCount Uint64 ISES
Requestld String BE—IEK ID , BREKRESIREl. E7EREREERFHZRIERA Requestld,

4. EIRAD
PUMMRFIH T 1RO SSIBIERKAERN , BEtERISFE A TEIR,

TR 1t

[

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameterlllegalRequest
InvalidParameter

InvalidParameterValue

WIS : B emEX %178 T H595m

\|



O BASTCE

SHAMIRINEH

BITEFATE: 2024-10-18 10:38:41

1. EOfEA

BOEREE
SHAMRINE
EOANEZOIBRIREIRS : 200%/70,
FEOSEFRAIE : 2022-05-20 15:12:33,

EOBIOEE &N,

2. ANSEL

cwp.api3.finance.cloud.tencent.com,

UIFERSEFIRGIE T EOBRSEMESO AHSE , REAHSHPIRDATLERSL,
SHEWR Wi FEEFNULL St T
Action 2 & String NH2E , AZOBYE : ExportPrivilegeEvents
Version 2 & String NHEBE , AEOBYE : 2018-02-28
Region 2 & String AHSH, AEOLFTEERSEH,
Filters & = Array of Filters TESE
A s
3. mHESE
SHER il A
DownloadUrl String SIS T EbIE,
Taskld String SH{ESID
Requestld String BE—IEK ID , 8REKRESRE, E7ERAREEREHZRIERA Requestld,
H 33
HIXRN

PUMMRFIH T O SSIBIERRAEIRNG , BAbERDFED

RS

InternalError
FailedOperation.Export
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

ANHEEIRAS.

FNZzE (CWP)

%179 ™

#5953



O BASTCE 122 (CWP)

ANEiall- S HExED
RIS anATE AP RNZ]

BT EFATE: 2024-10-18 10:38:41

1. ZO%HA

HEOERIEES © cwp.api3.finance.cloud.tencent.com,
RSB HS B RNFSTIREN IS5,

BN OISRIRERIRS : 200R/%0,

EOSEFATE : 2022-05-20 15:13:13,

RO E NEN,

2. MINSEY

IFERSHGIRNGIH T EOBERSEIRD NHESH , REAHSHGIRDAHIERSLH.

SEETR DA FEEFNULL ESid) Rk
Action 2 =" String NHBE, FNEOEYE : CheckBashRuleParams
Version 2 & String NS, AZEOBYE : 2018-02-28
Region = & String AHBH , FEOTFEECBISEH,
CheckField 2 = String BIEAZ NamesiRule , I MEPERIGITES HE|
Eventld & & Uint64 EEMPIRTEIEO SR ERRZEMHD
Id & a Uint64 fRIERMERTINIC
Name = & String NN ZFR
Rule S = String FAFEANNENFRAR | "ENFREX" &5 "RREventld\SHGHSHE" 18T
3. S
SHER ESicl ik
ErrCode Uint64 0=REGIEIT 1=MNBZFREIGTEY 2= ENRAIEAEL
ErrMsg String REER
Requestld String HE—iEK ID , BIRIEKRESIRE], ENIARAYHEEZRHZRIERE Requestld,
4. $EIRAG
LUMMFIH 7O SSBIEERREIRES | BRI MR,
FRIRED TR

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter

InvalidParameter.InvalidFormat

WS : BRmEmEX 180 I
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RS A

InvalidParameter

WS : BRmEmEX 2181 T #595]

\|



O BASTCE

1. gOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
RiEIdsHER SRS HMGt

BOMECERINEIRE) © 200%/%0,

EOEFATE : 2022-05-20 15:12:33,

EOBEI S S L,

2. NS

LATFERSEGIRGIE T EOERSEFRBO AHESE , TEAHSEFIIRIAHLEK
SHER WAk FREFNULL KA
Action = = String
Version = & String
Region = & String
Ids 2 5 Array of Uint64
A q
3. s
SEER it EE)a
Requestld String H—iF%k ID

4. EIRMY
PUMMRFH T O SSIBIERKAERN , EtERIFE AR,
FHIRED

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameterlllegalRequest

InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

~HSE, AEOBYE : DeleteBashEvents

AHSE, FEORE : 2018-02-28

N

AHBH , AEOFTEEBLSH.

ID¥AH |, &AL00%%,

 BRIEREBRIRE. EIRRERZRIEKA Requestld,

%182 ™

\|
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O BASTCE 122 (CWP)

kxS Ean< AN

BRILEFAYE: 2024-10-18 10:38:41

sz AR
1. #FORR
BBk © cwp.api3.finance.cloud.tencent.com,
il Sy e ML
AR ISRITERIR S : 200%/70,
FEOEHAHE : 2022-05-20 15:12:33,

EOBRIOEE NEN,

2. NS

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHER Wi FEFNULL ESid] i)
Action 2 &5 String NESE , ANZEOBYE : DeleteBashRules
Version 2 & String AHBE, ANEORE : 2018-02-28
Region 2 & String AHBH , MEORTEERI S,
Ids 2 & Array of Uint64 ID#§4E |, & K1004%,
A e
3. HIHS%]
SHER ESil A
Requestld String H—iEXK ID , XEKRESIRE], EfEAFEEREIZXIEKA Requestld,

4. EIRAY

PUTMMRFIH T 1RO SSIBIERXA0ERND | EtbERISFE AR,

U=}

HIRY 1%
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter
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ResourceNotFound
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InvalidParameter.RegexRuleError
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1. EFOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
REERHROTIR

ERAECIERINEIRE : 200R/7D.

AT : 2022-06-06 14:53:54,
OIS E X EN,

2. ANSE

FNZzE (CWP)

UTBERSHGIRGIE TROBRSBIRD AHSH , TBRHSHIIRDAHLERSE,
SHER Wil FEEFNULL SRy Pk
Action 2 = String AHSE, AEOBYE : DescribeBashEvents
Version z B String NHBE, AEORE : 2018-02-28
Region =2 = String AHSBH , NEOAFEEBISEH,
By 5 a String HEFF=F% : CreateTime-&4ERT(E. ModifyTime-RbIRAT(E)
Filters & FiS Array of Filter I8, <br><li>Keywords - String - 2FMIE : & - X888 EHIRRIP) </li>
Limit = a Uint64 REEE , BUAA10 , &AEH100.
Offset B a Uint64 fRIEE , BAZ0,
Order & = String HF At | IRIBESROREHER © asc-FHF/desc-[&F
3. S
SHER KA ik
List BashEvent B SE MR
TotalCount Uint64 BEH
Requestld String —iEK ID , ®XiEKRESIRE], AR REERAZRIEKRA Requestld,
4. IR
PUMMRFE T O SSIBIEREKRAEIRN , BRI AR,
FRIRIG Tk
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
IR © BRESREKR 5184 T 35057



O BASTCE iz (CWP)

HIRAD Tk
ResourceNotFound

InvalidParameterlllegalRequest
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HEOERIES : cwp.api3.finance.cloud.tencent.com,

RSB STIRGEN

BRAEOISRIRERRS : 200R/%0,
FEOEEATE : 2022-09-19 20:56:30,

EOBEIRESE EN,

2. ANSE

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR
Action
Version
Region

By

Filters

Limit
Offset

Order

Wi
=

=
=

iy

iy

iy

3. FitHE4Y

SHER
List
TotalCount

Requestld

4. EIRMY

PUTMMRFIH TR O SSIBIERRA0ERND | EtERISFE AT IR,

RS

InternalError

AEFENULL - 230

B String
= String
B String
B String
Array
a of
Filter
B Uint64
a Uint64
a String
S]]
BashEventNew
Uint64
String

InvalidParameter.ParsingError

WRFRE - BRmERMEX
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B

&
3t

2%, AEOBYE : DescribeBashEventsNew

>

AHBE, AEORYE : 2018-02-28

AHSH , AEORFEERBUSE,

HEF=ER : CreateTime-&4ERdE], ModifyTime-4bIBAdi8]

S8, <br><li>HostName - String - 2&WE : & - & </li> <br><li>Hostip - String - EBXE : & - £
HLARIIP</li> <br> <li>Hostlp - String - &M1& : & - EHIWKIP</li> <br> <li>RuleCategory - Int - EEWIE :
B - REESRE £EPaE BIE(0: RSt L) </li> <br><li>RuleName - String - E&WE : & - HREEEFR</li><br>
<li>RuleLevel - Int - EFEWE : 7 - BIIER, STASZEE</li> <br> <li>Status - Int - 2E%IE | & - MRS T2
(05418 1:B4ME 2:EIH 3:B288 4Bk 5:84248) </li> <br> <li>DetectBy - Int - 2ZW4E : 7 - HUERE T
Z1%(0:bashH=E 1:3LATHETE) </li> <br> <li>StartTime - String - E&WE : & - FFEARTE </li> <br><li>EndTime -
String - ERME : & - EREfE</li>

REEE , BIAR10 , &AEH100,

fREE , BARO,

HFAE  IREERREHE  asc-FHw/desc-ER

fik
EEmeEHTIR
BEE

E—EK ID , SREREPRIRE. EIERNFERMAIZRIERAT Requestld,
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HEOERIES : cwp.api3.finance.cloud.tencent.com,
REEERSMUTIE

BRAEOISRIRERRS : 200R/%0,

FEOEHAE : 2022-05-20 15:12:33,

EOBEIRESE EN,

2. ANSE

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

FNZzE (CWP)

SHEWR WAl FEFNULL ESidl ik
Action 2 &5 String NHESE , AZEOBYE : DescribeBashRules
Version 2 & String AHBE, AEORE : 2018-02-28
Region 2 & String AHBH , FEORFTEEBISH,
Filters 5 & Array of Filter T8, <br><li>Keywords - String - 2&WiE : & - KEFENER) </li>
Limit & & Uint64 REIHE , HAEH100,
Offset = = Uint64 R¥E  BUARO0,
Type =z = Uint64 O-FR&EHN; 1-FF#N
3. S
SHEWR ESidl T
List BashRule FIRAS
TotalCount Uint64 ISE-<
Requestld String —iEXK ID , ®XIEKEPSIRE, EIIMNEEREZRIEKE Requestld,

4. EIRIG

UG T O SSIBIERRAERID , EfthsERIGIF N H5EIRD,
FHIRED
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter

ResourceNotFound
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EOiEKkERA . cwp.api3.finance.cloud.tencent.com,
FrigsEEEm RN
BAB IS RITERIR S : 200%/70,
EOEHATE : 2022-05-20 15:12:33,
REORIOEE NN,
2. MASE
UTFERSEFIRNGIE T EOBKRSEFRESOAHESE |, RBEARSHPIRD A SRS,
SHER WAL FEVFNULL il A
Action 2 & String AHBE, AEORYE : EditBashRules
Version 2 & String NHSE, AEOBYE : 2018-02-28
Region S String AHBH , FEORFEEBI S,
DealOldEvents & = Uint64 EALEHEHAEEE 0= 1=218
Eventld 5 £ Uint64 HHPFRRTE IMABRZ R B, FE(EEventld H49id
Hostlp = B String FEHUP
Id & & Uint64 D ( FrERTAE )
IsGlobal & 5 Uint64 EEERHNENAR) : 1-2F , 0-Ik2R
Level S B Uint64 BIRER0:FL , 1: =& 241 3: {KfE)
Name = B String MNEZFR |, BRI AIESTRNZFR
Rule 5 = String ENRIAT | FIERAERENRIAR | TEXNAEQueryEscapefFHbase64
Uuids & & Array of String 2 PimIDEE
White B S Uint64 0=2EH, 1-gE8
N e
3. mHSE
SEATR -] A
Requestld String H—EK ID , ®RIEKRESIRE]., EITEIEEREZRIEKAT Requestld,
j:t\
%EIB':IE
LA T 5O S B ERXAEIRD , EfbiERISEFEN A HER,
{EIRAD i)

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter

InvalidParameter.InvalidFormat

WRFRE - BRmERMEX
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ResourceNotFound
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1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,

SHERmSEM
BRAEOISRIRERRS] : 200R/%0,
$EOEEATE : 2022-05-20 15:12:33,

EOBRIOEE NEN,

2. NS

LITERSHGIRGIE T EOBKRSHIH D A LS, RERAHSHGIRIA SRS,
SHER Wik FE¥FNULL S fik
Action 2 5 String NH2E, AZOBYE : ExportBashEvents
Version P! S String NHEBE , AEOBYE : 2018-02-28
Region 2 B String AHBY , MEORFEEBILSEL,
Filters &5 5 Array of Filters TS

3. B
SHER RE R
DownloadUrl String SIS T EbIE,
TaskId String SHESID
Requestld String E—IEK ID , BREREPRIRE. EDREFERMAZRIERAT Requestld,

4. FEiRMY

PUMMNFIH T H O S3SMEERAIEIRIT , BRI ARG,

IR

InternalError
FailedOperation.Export
InvalidParameter
InvalidParameterValue

FailedOperation
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< R

1. #ZOfA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
REBRHIEMHRS

BOABECIERIMERIRS] : 200%/70,

ZEOEHHAE - 2022-05-20 15:12:33,

EOBEIRESE EN,

2. NS

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR Wik FEFNULL ESidl R

Action 2 & String NHEEE , ANZOEYE : SetBashEventsStatus
Version E & String AHBE, AEORE : 2018-02-28

Region 2 & String AHSBH, MEOLFEEGRLSE,

Ids 2 & Array of Uint64 ID#R , B2 K1004%.

Status = 5 Uint64 RS (0-1F4ME 1-B18 2-1E5)

3. mHSE

BHER i) D
Requestld String W—iEK ID , XEKRESIRE], EREAEEREZRIEKA Requestld,
Ty =|
4. %ﬂi

PUMMRFIH T 1RO SSIBIERKAERN , BEtERISFE A TEIR,

RS

B
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InternalError
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameterlllegalRequest

InvalidParameterValue
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HEOERIES : cwp.api3.finance.cloud.tencent.com,
EBREmS UK
BB OIS RIMERIRS] : 200%/7D,
EOEHASE - 2022-05-20 15:12:33,

EOBRIOEE NEN,

2. NS

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEWR Wi FEEFNULL KR T
Action =2 & String nHE2E , ANZEOEYE : SwitchBashRules
Version = & String NHSBE, AEORE : 2018-02-28
Region 2 & String AHEBY , MEORFBEELSE,
Disabled =3 B Uint64 ERZA
Id 2 & Uint64 FLID
N e
3. WS
SHER ESil A
Requestld String W—iEK ID , XEKRESIRE], EREAEEREZRIEKA Requestld,
Hyx2
4. 551xt8
PABIE T 5O S ZERXAEIRD |, B ERISEN A SR,
$EIRIG A

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameterlllegalRequest
InvalidParameter.DateRange

InvalidParameter.RegexRuleError
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1. B@OER

EOBEKES © cwp.api3.finance.cloud.tencent.com,
DeleteScanTask 1Zd& =] AR B BRI ESS TS LT
EONEOIBRIRERIRS] : 200%/7D,

EOEFATE : 2022-05-20 15:12:33,

BOBEIO S8 L,

2. NS

IIFERSHGIRMGIH T ZOBERSEHO NHESH , RBAHSHGIRDATERSE,

SHER Wik FEEFNULL St Tk
Action 2 & String NHSE, AEOEYE : DeleteScanTask
Version 2 S String NHEBE, AEOBYE : 2018-02-28
Region 2 = String AHBY , AEORFEEBSH,
ModuleType 2 & String TEBRSERY MR Malware A5, Vul i@ , Baseline E&&
QuuidList = 5 Array of String EeARSS2RAT4ERY , EHquuidilstring%iéR
Taskld = B Uint64 £551d
3. MBS
SHER Sl i)
Requestld String H—iEXK ID , 8XEREIRE], EFAEAFHERHEIZIXIEKA Requestld,

4. FEIRAY

PUMMFIH 7O SSEEERAEIRN | BtERF N ARG,

FEIRAD fihk

InternalError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameterlllegalRequest
FailedOperation.APIServerFail
InvalidParameter

AuthFailure

InvalidParameterValue

FailedOperation
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TR ESENEEENIER

BUAZEOERITERIRE] © 200%/%5,

$EOEFRAE : 2022-09-28 15:55:30,

EOBEIRESE EN,

2. ANSE

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

FNZzE (CWP)

</li>

SHEWR  WE RENULL KA R
Action =2 & String nH2# , ANZOEYE : DescribeAssetEnvList
Version 2 = String AHSE, AEORYE : 2018-02-28
Region 2 &= String AHEBH , MEORTBEELSE,
By = & String HEFR7A © [FirstTime]
Filters = = Array <?f &M, <br><li>IpOrAlias - String - 2&%IE : & - Emipgj?gugﬁﬁ,‘i</|i> <br> <li>Name- string -
AssetFilters @6 : & - BIBZER </li> <br><li>Type- int - EBMIE : & - X8 . 0BHFZE |, 1R%TE
Limit = a Uint64 FTEREREE , BUAR10 , &XEHN100
Offset S a Uint64 wEE  BAA0,
Order a S String HEF ST | ascFtfe Bk descigfn
Quuid & B String fR5588Quuid
Type = & Uint64 ZFRERF , HFilters{E
Uuid B B String 5528 Uuid
3. EHSE
SHER ESid] ik
Envs AssetEnvBaselnfo LIPS
Total Uint64 BHE
Requestld String W—EK ID , ®REKRESRE. EUEEERERHIZRIERE Requestld,

4. RS

PAFIE T 3OS ZERXAEIRS |, BABERGEFEL
$EIRIG
InternalError

InvalidParameter.ParsingError
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HEOERIES : cwp.api3.finance.cloud.tencent.com,

RINEFiGFESMS
BRAEOISRIRERRS : 200%/%0,
FEOEHATE : 2022-11-16 10:43:36,

RO E &N,

2. ANSE

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHER Wi
Action 2
Version =
Region =
EndTime B
ExceptionType =
Limit 2
Offset =z
StartTime B

3. S
SHEWR ESi)
Records RecordInfo
TotalCount Uint64
Requestld String

4. RIS

FEFNULL ESi fik
& String NHBE, AEOBYE : DescribeClientException
& String NHBE, AEORE : 2018-02-28
& String NHEBY , MEORFZEBLSH,
a String ZEERATE] 2006-01-02 15:04:05 #&=
a Int64 BERIRRERE LEFIREL 25 PR
a Uint64 HIREATREELE | AH0 , &ZAEL00
& Uint64 DRERBE
S String foHaRdiEl 2006-01-02 15:04:05 &=t
TR
EHFEE
BHREE

HE—EK ID , BRIERERRE, ETREAFERMEZRIERA Requestld,

ZEOE TS BIEERANEIRD | EERETF ARG,

WRFRE - BRmERMEX

FHZE (CWP)
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1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
RENENAER ST
BB OIS RIMERIRS] : 200%/7D,

OISR : 2022-08-19 10:10:24,

H2%) , AEOEYE : DescribeGeneralStat
Ho8, AEORE : 2018-02-28
#, KEOATELIRLLSEH,

String  #28FrEMELEL. %0 : ap-guangzhou , ap-shanghai

FHZE (CWP)

ZENZER, <br><li>CVM : ERETASIRESE</li> <br> <li>BM: EREBEAYEMN,</li> <br> <li>ECM: xR

BT ERSEEE</li> <br> <li>LH: FRREZRENFBRSEEE</li> <br><li>Other: &

)

1SRAFHERIENE
FHREEFIRSERISE
FHREEFIHERRAIEE
FEZEEFR B+ K AIDE
FNREEFIRELAISEL
FHZeEFRETWRAIDE
TRREIHARITS B LR SEL
TEARAREN 28

=ENSE
SENRBREENREEFIRIISE
Sl det

TRIFREY

MBEEHEEL

BRISE

OIS E EN,

2. INSH

UTBERSHGIRGIE TROBRSBIRD AHSH , TBRHSHIIRDAHLERSE,
SHBIR Wik FEFNULL 2R fid
Action 2 S String UN
Version 2 = String o
Region £ B String A
MachineRegion & &
MachineType & &= String

3. S
SHER ESid
AddedOnTheFifteen Uint64
AgentsAll Uint64
AgentsBasic Uint64
AgentsOffline Uint64
AgentsOnline Uint64
AgentsPro Uint64
AgentsProExpireWithInSevenDays Uint64
FlagshipMachineCnt Uint64
MachinesAll Uint64
MachinesUninstalled Uint64
Offline Uint64
ProtectDays Uint64
RiskMachine Uint64
Shutdown Uint64
Requestld String

WRFRE - BRmERMEX

NEaEE</li>

EE—EK D , BRIEKESRE, EUENFEREAEZXRIERA Requestld,
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InternalError
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InvalidParameterInvalidFormat
MissingParameter
InvalidParameter

InvalidParameterValue
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BBk © cwp.api3.finance.cloud.tencent.com,
KRBTSR,
AR ISRITERIR S : 200%/70,
FEOEHAHE : 2022-05-20 15:12:33,

EOBRIOEE NEN,

2. NS

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHER Witk FE¥FNULL ESill R
Action 2 5 String NS, AZEOBYE : DescribeOverviewStatistics
Version 2 & String AHSE, AEORE : 2018-02-28
Region 2 = String AHBH , MEORTEERI S,
3. S
SHER et R
BaseLineNum Uint64 TEEEH.
BruteAttackSuccessNum Uint64 SRR TINEL.
MalwareNum Uint64 RNE L,
NonlocalLoginNum Uint64 SHERE.
OnlineMachineNum Uint64 BRSSBRTELLES.
ProVersionMachineNum Uint64 Bl iRSSEEES.
VulNum Uint64 R
Requestld String BE—IEK ID , 8REKRESRE, E7EREREEREHZRIFR Requestld,

4. $EiRMY

PUMNFIH T O S3SIEERAHEIRNT , BRI ARG,

de

FRIRED ik
InternalError

InvalidParameterInvalidFormat

MissingParameter

InternalError.MainDBFail
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BOEKRES
FRTFREEWRIESER.
EOAZOERGERIRS : 200R/70.

cwp.api3.finance.cloud.tencent.com,

FEOEEAE : 2022-05-20 15:12:33,
ORI NN,

2. ANSE

IUFERSHGIZRGIH T BRSO A 1S

SHBIR Wik FEEFNULL
Action b3 &
Version = =
Region 2 &

A p

3. S

SHER ESidl
IsAutoOpenProVersion Bool
PostPayCost Uint64
ProVersionNum Uint64
Requestld String

H >

HIx0D

PUMRFIH T O SSIBIRRAEIRNG , EAbERDIFED

IR

InternalError

WS : BRmEmEX

 TREAHBHGIRN TGRS,
ESidl R
String nH2# , ANZOEYE : DescribeProVersionInfo
String NHBE, AEORE : 2018-02-28
String AHESY, FEOATEEBISH,

Tk
HIEENESENFES R
[EfIErEENZE
FHBEAARENEL

E—EK ID , BREREIRE. EADRFERAEZR

NHFEIRAS,

BEXRAY Requestld,
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BBk © cwp.api3.finance.cloud.tencent.com,
RATFRNBEEENHAEENSEFBZURIRE.
EONEOIBRIMRRE] : 200R/%5,

$EOEEATE : 2022-05-20 15:12:33,

ORI B NS,
A s
2. MABSEH
LUIFERSEFIRNGIE T EOBSRSERESDAHLSE | REAHSHPIRD A LS RSL,
SHER Wi FBFNULL ESidl ik
Action 2 &5 String nHE2# , ANZOEYE : DescribeProVersionStatus
Version 2 S String NHEBE , AEOBYE : 2018-02-28
Region = = String AHSH , AEOLFTEERNSEH,
Uuid = B String =EEFIKRUUID, H5 all"SRmAEE.
A e
3. HESE
SHER il b
Status String FHERZ, <br><li>UNOPENED : kFF@E ik </li><br><li>OPENED : EFFEEWhR</li>
Requestld String W—iEK ID , BREKESIRE]., EAIHENEEREZXEKA Requestld,

4. EIRAD

PUMMRFIH TR O SSIBIERKAEIRN , EERIF AT EIRE.

B
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InternalError
InvalidParameter.ParsingError
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameter

InvalidParameterValue
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HEOERIES : cwp.api3.finance.cloud.tencent.com,
DescribeScanState iz EE IR RAERIEEHTHIRES RS
BRAZCIERITERIRE] © 200%/%,

EOEFRASE : 2022-12-29 09:49:27,

RO E &N,

2. ANSE

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHEWR Wik FPENULL ESidl R

Action 2 S String NS, AEOBYE : DescribeScanState

Version = & String AHBE, AEORE : 2018-02-28

Region = & String AHBH , FEORFTEEBISH,

Filters =" & Array of Filters RS <br> <li>Strategyld BLHRIEID {XModuleType A Baseline BFEE </li>

ModuleType 2 & String HERERY METRME Malware RS, Vul i, Baseline £
3. FitHEE

SHER ESidl )0

RiskEventCount Uint64 HiRRE

ScanBeginTime String FRIRFAfERTE)

ScanEndTime String LA RATE]

ScanState Uint64 0 MR, 133, 2195, 3fFlEdh. 4FLESER

Schedule Uint64 R

Taskld Uint64 {£551d

Type Uint64 O— AR 1ERTAE

Vulld Uint64 AEHHERRd

Requestld String E—EKID , BRIERESIRE, EIRAHERAZRIERA Requestld,

4. 55IREG

PAMFIE T #OW S ZERXAEIRS , BERIGFEN A SR,
FEIRIG HHA
InternalError

InvalidParameter.MissingParameter
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DescribeScanTaskDetails EifiF#{E551#1E , TLAEIIIFEHEES/FE
BOMZOERIEIRE) © 200%/%,
FEEOEFHASIE : 2022-06-14 17:12:25,
BEOBIGEE LN,
2. NS
UTBERSHGIRGIE TROBRSBIRD AHSH , TBRHSHIIRDAHLERSE,
SHEBIR Wik FFNULL ESi fHhik
Action 2 & String AHSE, ANMEOBYE : DescribeScanTaskDetails
Version = & String AHSE, AEORE : 2018-02-28
Region 2 & String AHSH, AEOLFTEERNSEH,
Filters 5 & Array of Filters TTESE
Limit B S Uint64 HEREHE  &AEH100
ModuleType 2 = String IR METHRIt Malware A5, Vul i&iF , Baseline &k
Offset B A Uint64 fRiZE , BAZA0.
Taskld 2 = Uint64 {EEID
3. B
SHER ESidl 110
RiskEventCount Uint64 BN
RiskMachineCount Uint64 RIVXEHEREL
ScanBeginTime String FEFFIRRTE)
ScanContent String HERAE
ScanEndTime String FELEERAY )
ScanLeftTime Uint64 FHTRIARATE)
ScanMachineCount Uint64 R
ScanProgress Uint64 HigiE
ScanTaskDetailList ScanTaskDetails HESERFIE
ScanTime Uint64 AT
StoppingAll Bool ESERLHETHEL turel
TotalCount Uint64 pstag
Type Uint64 O—sEta LERAE
WRIFRA : Bl emEX %6207 Ta #5950



O BASTCE iz (CWP)

SHER ESicl i)

VulCount Uint64 HiEHiRRNE

Vullnfo VulDetaillnfo wRES

Requestld String H—EK ID , ®RIEKRESIRE]., EIDEEEREIZRIEKA Requestld,

4. FERMY

PUMMNFIH T O S3SMEERA0EIRNT , BRI ARG,

U]

FRIRIG ik
InternalError

MissingParameter

InvalidParameterlllegalRequest

InvalidParameter

AuthFailure

InvalidParameterValue

WS : BRmEmEX 25208 TW #595]
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O BASTCE 4z (CWP)
EEN s ARIRSIIER
RIS FATE): 2024-10-18 10:38:41
3z g
1. #ZOfA
BBk © cwp.api3.finance.cloud.tencent.com,
DescribeScanTaskStatus Eiffl g1 IR T IR TIL RS
AR ISRITERIR S : 200%/70,
EOEHASE - 2022-05-20 15:12:33,
OB E NN,
A s
2. MASE
LUIFERSEFIRNGIE T EOBSRSERESDAHLSE | REAHSHPIRD A LS RSL,
SEETR WA FEFNULL it ik
Action =2 & String ~HESH | AZEOEYE : DescribeScanTaskStatus
Version <3 & String NHEHSE, AEORYE : 2018-02-28
Region 2 = String AHBH, MEOFZTELBLLSEL
ModuleType 2 & String HEHRERY AR Malware ARD, Vul i , Baseline £k
A e
3. WHSE
SHER Sl A
State TaskStatus ESHEIREIZR
Requestld String M—i5K ID , RIEKREPSIRE, EAIRRRFHEEREZIRIEKA Requestld,
it\
4. RS
PABIE T 5O S ZERXAEIRD |, B ERISEN A SR,
EIRY i
InternalError
MissingParameter
ResourceNotFound
InvalidParameterlllegalRequest
InvalidParameter
AuthFailure
InvalidParameterValue
RS - B e EX 5209 Im #5951



O BASTCE

RNEZEEHESER

BRILEFAYE: 2024-10-18 10:38:41

1. EOfEA

EOEKEE
A$EO (DescribeSecurityDynamics) BFRBLZ 2B HEIAEBEUE.
ERAECIERINEIRE : 200R/7D.

AT © 2022-05-20 15:12:33,

cwp.api3.finance.cloud.tencent.com,

EOBIOEE &N,

2. ANSE

DescribeSecurityDynamics

2018-02-28

H—iEK ID , ®XiEKRESIRE. AR HEERHIZRIERE Requestld,

UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SHEWR DA FEEFNULL St ik
Action 2 = String ANHESH, NEOBE :
Version = S String ~HESE, AEOBYE :
Region 2 = String NHSH, MEOLFBERLSE,
Limit & & Uint64 REIEE , &AEA100,
Offset & i Uint64 fREE , BAAO0,
N e
3. s
SHER ESil G
SecurityDynamics SecurityDynamic REEMHHEEHE,
TotalCount Uint64 ICREH.
Requestld String
S
4. I'EEI]?E

UMM T O SSIBIERXAEIRIG , BRI A IR,
FEIRAD
InternalError
InvalidParameter.InvalidFormat

InvalidParameterlllegalRequest

WS : BRmEmEX

FNZzE (CWP)
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X BIHSTCE

IRNZ S M5

BRILEFAYE: 2024-10-18 10:38:41

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
RENZEE MR

ERAECIERINEIRE : 200R/7D.

EEOFEFATIAE : 2022-11-08 16:30:42,

EOBIOEE &N,

2. ANSEL

IIFERSHGIRGIH T ROBERSEO 2HSE

SHBIR Wik FEYFNULL
Action — &
Version = =
Region = a
Filters &= &

3. S
SHER RE
AttackLogsStat EventStat
BaseLineTotalAffectNum Uint64
BaselineHighStat EventStat
BaselineLowsStat EventStat
BaselineNormalStat EventStat
BaselineRiskStat EventStat
BruteAttackStat EventStat
CyberAttackTotalAffectNum Uint64
HighRiskBashStat EventStat
HostLoginStat EventStat
InvasionTotalAffectNum Uint64
MachineTotalAffectNum Uint64
MaliciousRequestStat EventStat
MalwareStat EventStat
PrivilegeStat EventStat
ReverseShellStat EventStat
Score Uint64

WRFRE - BRmERMEX

String
String

String

Array of Filter

FHZE (CWP)

NHSE, AEOBYE : 2018-02-28
AHBH , MEOFFEERLLSEH,

ZEOTSIBEMN

fik

MERITER ST
BRMERL L S BRI EE
BEELRREMRLT
EfEELREMST
PlERAIRSEMRLT
PEELRREARLT
IR
BARMEMBR GRS SR
[SIEEEEE us s

SHEAST
BRMENRZEEHHINREEL
BARUEZEEMARREEL
TEEREMRLT

AREEMSET

IR BRI

3#Shell S5t

RE2ED

%211 ™

\|
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O BASTCE

SHEWR
VulHighStat
VulLowStat
VulNormalStat
VulRiskStat
VulStat
VulTotalAffectNum

Requestld

4. ERD

%

2

EventStat
EventStat
EventStat
EventStat
EventStat
Uint64

String

ARG T O S3SEERAEIRT |, BfbERSER

$Ellf
InternalError

ResourceNotFound

WS : BRmEmEX

ik

BERmEERLT

(RN EEE A
selmRELGSET
FERRSMRLT

PENEE Gy
BRMERRZ S BRI EE

E—iEK ID , BREREPLIRE. EDREFERMAZRIERA Requestld.

NHFEIRD,

FNZzE (CWP)

%212 ™
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X BIHSTCE

RN e S EGTEUE

BRILEFATE: 2024-10-18 10:38:42

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
RINZ MBS RTEdEREO
AR ISRITERIR S : 200%/70,

EOEEATE : 2022-11-08 16:30:42,

EOBRIOEE NEN,

2. ANSEL

IIFERSHGIRGIH T ROBERSEO 2HSE

SHER W

Action —

Version =

Region =
3. iS4

SHER

AttackLogs

Baseline

Bash

BruteAttack

EffectMachineCount
EmergencyVul
EventsCount
HostLogin
LinuxVul
Malware
PrivilegeRules
ReverseShell
RiskDns
Sysvul
WebVul
WindowVul

Requestld

FFENULL

=
=}

Py
=}

A

s
SecurityEventInfo
SecurityEventInfo
SecurityEventInfo
SecurityEventInfo
Uint64

SecurityEventInfo
Uint64

SecurityEventInfo
SecurityEventInfo
SecurityEventInfo
SecurityEventInfo
SecurityEventInfo
SecurityEventInfo
SecurityEventInfo
SecurityEventInfo
SecurityEventInfo

String

WRFRE - BRmERMEX

TEAHSHGIRDATERSL,

String AHSE, FEORE : 2018-02-28

String RHBH, FEOFFEERLSH.

iU

oG sl s SIlivE S8
pre=- e sPSIivE SR
[SIEEEEg EESIvES L
bR EESIlivE S
AR
IwEsYEhEEPSIivE SRS
[HiE=ESLI=t
BRETHEXRIEEG
linuxERSERIASEHEE
AEZHBRKILEEM
! 2% EPSivE S R
3ESheltER BG4
TRIERIBRXE S
RIFERRIXBS S

Web i FEiRIAMER XS4
window RGEmAEHEE

E—iEK D , BREREPLIRE. EIDMEFERAZRIERAT Requestld,

FNZzE (CWP)

%213 ™
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O BASTCE iz (CWP)

4. EIRMY

PUMMRFE T O SSIBIERXAERT , EtERISFE AR,

dr

R

B
f!;‘;

InternalError
ResourceNotFound
InternalError.MainDBFail

InvalidParameter

WS : BRmEmEX 2214 TW #595]
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X BIHSTCE
KN ETEHHFRITEURE
BIAEHATE: 2024-10-18 10:38:42

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,

A$EO (DescribeSecurityTrends) FIFRENZ £ =45t EUE.

BRAEOISRIRERRS] : 200R/%0,
$EOEEATE : 2022-05-20 15:12:33,

EOBRIOEE NEN,

2. ANSEL

IUTFERSHGIRMGIH T ROBERSEO HSE

SHER Witk FE¥FNULL
Action 3 =
Version =2 &
Region = =
BeginDate = &
EndDate 2 &

3. HmHSE

SHETR ESid
BaseLines SecurityTrend
BruteAttacks SecurityTrend
CyberAttacks SecurityTrend
HighRiskBashs SecurityTrend
MaliciousRequests SecurityTrend
Malwares SecurityTrend
NonLocalLoginPlaces SecurityTrend
PrivilegeEscalations SecurityTrend
ReverseShells SecurityTrend
Vuls SecurityTrend
Requestld String

4. $EIRMY

String AHS%, AEOEYE : DescribeSecurityTrends
String AHES¥, AEORE : 2018-02-28

String NHBH , AMEOREBEELSEL,

Date FFARIE , 40 : 2021-07-10

Date #ETRATE) , 40 : 2021-07-10

fihR

B iR,

TR SE RIS,

MBI SRS,
BTt EiRE.
TRIERGTH AR,
ANEEHFHEEREE.

SEREMRITSIERA.

RN AR,
[23#shellZEit #iEEEE.
imRStHEERA.

W—iERK D , ®REREBLIRE. ENDRSHEERMEZXIEK Requestld,

PUMMMEIH T O S3SEERAEIRN , BRI N ARG,

FEIRAD

WRFRE - BRmERMEX

FHZE (CWP)

6215 1 H#595m
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FRIRMG )
InternalError

InvalidParameterInvalidFormat

MissingParameter

InvalidParameterlllegalRequest

InvalidParameter.DateRange

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 28216 TW #595]
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O BASTCE

SREVESS AR

BRILEFATE: 2024-10-18 10:38:42

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

REUES TR
BRAEOISRIRERRS : 200R/%0,
$EOEEAE : 0001-01-01 00:00:00,

EOBEIRESE EN,

2. NS

IUTFERSHGIRGIH T ZROBERSENRDO 1Y, mBRAHSHGIRD

SHEWR Witk
Action —
Version p=3
Region =
TimingScan a
UuidCnt —

3. mHSE

SHER ESicl
Duration Uint64
Requestld String

4. FEiRMY

PUMNFIH T O S3SIEERAIHEIRIT , BRI ARG,

FRIRAD
InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue

WS : BRmEmEX

FEFNULL e

& String

S String

&= String

= Bool

& Uint64
b}

AEFTRBERRNS , SIS

>

HS8 , AEOBYE : 2018-02-28

HEH , AROTFEEGBLSH.

>

REENE
FEHTESHENE

E—iEK ID , ®REREPIRE. EADMIFERAEZRIERAT Requestld,

de

FNZzE (CWP)
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O BASTCE

SREN G WA EL R AR T RS 4N

EILEFAYE: 2024-10-18 10:38:42

1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
TS RF IR 24,
BOABEOIERIRERIRS « 20R/F0,

EOEFAE : 2023-01-09 11:35:47,

EOBIOEE &N,

2. ANSE

IUTFERSHGIRGIH T ZROBERSENRDO 1Y, mBRAHSHGIRD

SHEBIR Wik FEYFNULL ESid)

Action — & String
Version = & String
Region 2 &= String

3. FitH34g

SHEMR ESidl )0

BasicVersionNum Uint64 HilthREE

GeneralVersionNum Uint64 EZEREE

ProVersionNum Uint64 BhrEE

UltimateVersionNum Uint64 TEAThREE

Requestld String E—EK ID , BXIERESRE. EDMHERAEZRIFRA Requestld,
4. 458

PUBUE T O SSIBIEERRERED | EftERIGIF N A IR,
RS

InternalError

InvalidParameter.ParsingError

InvalidParameterInvalidFormat

MissingParameter

InternalError.MainDBFail

InvalidParameter

InvalidParameterValue

WS : BRmEmEX

NIERSH,

B

"
#5

D\

\:

S50, AEOBYE : DescribeVersionStatistics
AHBE, AEORE : 2018-02-28

RHEBH, FEOFFTEERLSH.

FNZzE (CWP)

%218 ™
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SHFRESFIE

BRILEFATE: 2024-10-18 10:38:42

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
REESIdSHIEETRESIERS
AR ISRITERIR S : 200%/70,

$EOEEATE : 2022-05-20 15:12:33,

BEOBIGEE LN,
2. INSH
IIFERSHGIRNGIH T EOBERSEE DO ALY, TEAHSHFIRD NSRS,
SHEBIR WA FBEFNULL ESid ik
Action 2 & String AHSE, ANEOBYE : ExportScanTaskDetails
Version 2 & String AHBE, ANEORE : 2018-02-28
Region 2 e String AHBH , MEORFEEBI S,
Filters & B Array of Filters iES% : ipOrAlias ( JR$ZE84/ip )
ModuleType = B String TEERSERY | MBEMt | Malware RD, Vul i@, Baseline B4
Taskld =2 & Uint64 FREURIES I (FEFHSHSHARLNEXCelf9ESId )
3. S
SHETR et R
Taskld String SHARIGMEXCelFIESI ( RRFASHRRIGUESI )
Requestld String H—iEK ID , §XIERESIRE], EfFAEAFHERHEIZIXIERKA Requestld,

4. $EiRMY
PUBUE T O SSIBIEERRERED |, EtERIGIF N A IR0,
FRIRIG A
InternalError
InvalidParameterInvalidFormat
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX 219
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SHXpE%

BRILEFATE: 2024-10-18 10:38:42

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
SHX B
AR ISRITERIR S : 200%/70,

$EOEEATE : 2022-05-20 15:13:13,

OB E NN,
A s
2. MASE
UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SEETR WA FEFFNULL ESitl Ak
Action =2 & String NH2E, AEOBYE : ExportSecurityTrends
Version 2 S String NHESE, AEOBYE : 2018-02-28
Region g2 e String NHBY , AMEORFBEEELSE,
BeginDate 2 S Date FroaRTEl
EndDate =2 & Date ZETRATE
A g
3. mHSE
SHER il A
DownloadUrl String S R ER L,
Requestld String H—EK ID , ®RIEKRESIRE]., EIEEEREIZRIEKA Requestld,
ﬁ\
. fEIRAD
LA T 5O S B IERXAEIRD , EfbiERIEEFEN AR,
FHIRED ik

InternalError

WIS : B emEX £6220 T H595m



O BASTCE

SESHES

BRILEFATE: 2024-10-18 10:38:42

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
ATRESHEBIEEANBEH
AR ISRITERIR S : 200%/70,

$EOEEATE : 2022-05-20 15:12:33,

ORI B NS,
N g
2. INSE]
LUIFERSEFIRNGIE T EOBSRSERESDAHLSE | REAHSHPIRD A LS RSL,
SHER Wi FFNULL ESid] T
Action 2 & String NH2%, KIZOBYE : ExportTasks
Version 2 5 String AHSE, ANEOEYE : 2018-02-28
Region 2 & String AHBH , MEOFTEEBISE,
Taskld 2 & String {E531D
N @
3. HESE
SHER ESicl R
DownloadUrl String TERERE
Status String PENDING : IE{E4ERY FEEiEs , FINISHED : TEiiHZEE4%R , ERROR : MESESSEER
Requestld String W—iEK ID , @RIEKREPSIRE., EAIDMAIHEEREZRIEKAY Requestld,

4. FEiRMY

PUMMNFIH T H O S3SMEERAIEIRIT , BRI ARG,

U]

IR
InternalError

ResourceNotFound

WS : BRmEmEX

FNZzE (CWP)
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O BASTCE

IZINBILE SRS

BRILEFAYE: 2024-10-18 10:38:42

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,
yunapi response
AR ISRITERIR S : 200%/70,

$EOEEATE : 0001-01-01 00:00:00,

OIS E X EN,
A s
2. NS
UTBERSEHGIRGIE T EHOEKRSEFRD AHESE , RBAHSHGIRDAHLERSE,
SHER Wik ARVFENULL KA
Action P & String
Version L & String
Region = = String
All 5 o Bool
Array of
Excl il 5
xcludeld & a Uint64
Filters & & Array of
Filters
<li>Type - String AT 0: W 1: BiERATh - 2E0IE: &</li>
<li>Status - String B4R 0 SR 1 . EAE 2 ENR 3 : BER
i 4 : b - REE: B</li>
<li>SrclIP - String SRJRIP - EHFWIE: F</li>
<li>DstPort - String IHBiRmA - EEWE: F</li>
<li>MachineName - String EHEZFR - ETHE: F</li>
<li>InstancelD - String FANLHID - SEWE: F</li>
<li>Quuids - String FAlcvm uuid - EE4E: F</li>
Array of
I s
ds 7 | ® Uint64
Status & B Uint64

3. FitH 24y

BHER e 3id) fEk
Requestld String H—EK ID , ®RIEKREPSIRE., D@ HEEREIZRIEKA Requestld,

WS : BRmEmEX

FNZzE (CWP)

B
£ B

N

AHBH, FMEONE :
ModifyEventAttackStatus

AHSE, FEORE : 2018-02-28

N

AHBH , FEOFFEEBLSH.
REEHEE , EEXIERISEEHTIRE .,
Hids AR, WSHFT

HEpRATiId

fuRE S

FEEMNELd 5B |, R

0:#4MB1: BME2: BilH3: BRI
4 : Bk
6222 T H595m
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4. EIRMY

PUMMRFIH T O SSIBIERRAEIRN , EERISFE I A TEIRT.

dr

R o

[

InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue

WS : BRmEmEX 58223 TW #595;
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O BASTCE 122 (CWP)

B ETHRXEN
IZE M BEIRTS

SR &Y E: 2024-10-18 10:38:42

1. MR

HEOERIEES © cwp.api3.finance.cloud.tencent.com,
TR IR d S S it B R AR R aR B H 20
EUNEOIERSTERIREY : 200R/7D,

BEOSEHRATIE) : 2022-05-20 15:13:13,

RO E NEN,

2. MINSEY

IUTFERSHGIRNGIH T EOBERSEIRD NHLSH , REAHSHGIRD ISR,

SHENR Witk FEYFNULL ESig i
Action 2 = String NHBE, AEZEOBYE : ChangeRuleEventsignoreStatus
Version =2 & String nHE2# , ANZEOEYE : 2018-02-28
Region = & String AHBY , MEOFFEGBUMSH,
EventldList a & Array of Uint64 EHidEE
IgnoreStatus = ES Uint64 RIS OBGHZEE ; 17288
RuleldList = = Array of Uint64 one el
3. S
SHER ESicl Tk
Requestld String W—EK ID , ®RIEKRESIRE], EfIEEEREIZRIEKAT Requestld,

4. FERMY

PUMMRFIH T O SSIBIERKXA0EIRND , BEERIFE AR,

FRIRMG ik

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX 224
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O BASTCE

Bl E LRI

EILEFAYE: 2024-10-18 10:38:42

1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
TR S B AR SRR
ERAECIERINEIRE : 200R/7D.
AT : 2022-05-20 15:13:13,

EOBEIRESE EN,

2. ANSE

IUTFERSHGIRGIH T ROBERSENRO HSE

SHER
Action
Version

Region
Categorylds
IsGlobal

MachineType

Quuids

RegionCode
ScanAt
ScanCycle

StrategyName

3. mHEE

SHER

Requestld

4. TEIRAY

Wik FFNULL

=]
=

=
=

el

=
=

iy

iy

iy

iy

iy

iy

iy

String

s
String
String
String

Array of
Uint64

Uint64

String

Array of
String

String
String
Uint64

String

PUTMRFIH T 1O SSIBIERRA0ERND | EbEIRIDFD

HIRY

InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

WRFRE - BRmERMEX

\

FNZzE (CWP)

BAHBHIIRNAHERSL,

NS, AEOBYE : CreateBaselineStrategy
RHESH, FEOBYE : 2018-02-28

RHBH, FEOFFEERLSH.

ZRAE IEENEZIdEE. =6 [1,3,57]

i EEER 2RSSR L2 0.8, ALUALEEWAREN

ZENZEEL : <br>CVM : EHIEHN <br>BM : SEE<br>ECM : &t E N <br>LH : RERN RS S
<br>Other : JE& =128

FHLIdEER. =61 ["quuidl”,"quuid2"]

FHithia. 7M1 "ap-guangzhou”

TEHRITIRTE) | 1A E A, 7~ 22:00", FRTE22:00 R A
NERR, RRERESDRHTIRN RG] 2, TRE2RIHTIEN—R.

SREEBTR

E—ER ID , ®RIERERE, EUDREAHERAZXIFRA Requestld,

6225 1 H595m
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FRIRMG 1%
MissingParameter

ResourceNotFound

InvalidParameterlllegalRequest

FailedOperation.NoProfessionHost

FailedOperation.TooManyStrategy

InvalidParameter

OperationDenied

InvalidParameterValue

WS : BRmEmEX 58226 TW #595]
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O BASTCE 122 (CWP)

AIPREL LSRR

EILEFAYE: 2024-10-18 10:38:42

1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
TRIBEZRES i AR SRRE

ERAECIERINEIRE : 200R/7D.

AT : 2022-05-20 15:13:13,

EOBEIRESE EN,

2. ANSE

UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SEETR Whi FBEFNULL it b
Action 2 5 String NH2% , KIZOBYE : DeleteBaselineStrategy
Version z & String AHBE, AEORE : 2018-02-28
Region = B String AHSH , NEORFEERBULSEL,
Strategyld 2 & Uint64 EERRgId
A s
3. HIHS%
SHER i) R
Requestld String H—iEXK ID , XEKRESIRE], EfEAFEEREIZXIEKA Requestld,
H >
4. s5iRS
ANMBIHE T OS5 BEBRIEIRD . BfthERBiEN AT EIRD,
=) A

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
MissingParameter
InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX 5227 |
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O BASTCE

e85 i SN s =)

BRILEFAYE: 2024-10-18 10:38:42

1. EgOEis

EOERIER © cwp.api3.finance.cloud.tencent.com,
TRIEE RIS dE R AR SURI S
BOABEOIERIRERIRS « 20R/F2,

#EOSEFAE : 2022-05-20 15:11:35,

EOBRIOEE NEN,

2. NS

LITERSHGIRGIE T EOBKRSHIH D A LS, RERAHSHGIRIA SRS,
SHER Wik FBEFNULL ESill ik
Action 2 & String NH2%1, KIZOHBYE : DescribeBaselineAnalysisData
Version 2 & String AHBE, AEORE : 2018-02-28
Region 2 e String AHBH , MEORFEEBI S,
Strategyld 2 & Uint64 HERRgId
3. FItHEE
SHER ESidl i)
IfFirstScan Uint64 EARSE RGN 12 02
IsGlobal Uint64 EReHRSSE  1-20-5
LatestScanTime String AT AT E)
ScanHostCount Uint64 PRSSRE SN
ScanRuleCount Uint64 MR
Requestld String W—iEK ID , 8XEKRESIRE], ERAEERHZXIEKA Requestld,

4. EIRMY

PUTMMRFIH TR O SSIBIERRA0ERND , EthERIFE A TR,
FHIRED
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
MissingParameter
ResourceNotFound

InvalidParameter

WS : BRmEmEX

FNZzE (CWP)
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IR R

InvalidParameterValue

ERELEER

WS : BRmEmEX 8229 TW #595;
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O BASTCE

1. gOEA

EOEKES © cwp.api3.finance.cloud.tencent.com,
ERELEMEETIER

BOMECERINEIRE) © 200%/%0,

BEOSEHATE : 2022-05-20 15:13:13,

EOBEI S S L,

2. NS

IIFERSHGIRNGIH T HOBERSEIEO HLSE

SHER Wik FEFNULL
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StrategyName £ & String REEEFR
A s
3. MBS
SHER ESis] ik
Requestld String BE—IEK ID , BREKRESREl, E7ERAREEREHZRIERA Requestld,

4. SERAD
PUTMMRFIH TR O SSIBIERRAEIRN , BRI A TR,

TR o

[

InternalError

InvalidParameter.ParsingError

WIS : B emEX 6253 T H#595m
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IR 7%
InvalidParameter.MissingParameter

MissingParameter

InvalidParameterlllegalRequest

FailedOperation.NoProfessionHost

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 28254 TW #595]

\|



O BASTCE 122 (CWP)

TEREEREXEN
ISR RICR

SR @AY E: 2024-10-18 10:38:42

1. B

EOEKES ;. cwp.api3.finance.cloud.tencent.com,
HINBEERICR

EONEOIERSTERIRE : 200R/7D,

EOFE#ATIAE) © 2022-05-20 15:12:33,

FEOBHOEE N,

2. NSEY

ITNERSHEGIRGIE T EOERSEFRO ARSE , TBAHSHGIRDA LS S,
SEATR AT FBEFNULL &3] R
Action 2 = String AHSE, AEOBYE : CreateSearchlLog
Version =2 5 String NIESE, AEOBYE : 2018-02-28
Region = & String RHBY , FEOFTFEECBLSEH.
SearchContent 2 = String BREAE
A s
3. S
SEETR it b
Status Uint64 0 : pZh , 9E0 : &g
Requestld String W—iEK ID , ®XEKESIRE], BRI FEEREZRIEK Requestld,
H >
4. %El'laiﬁg

PITMRFIH T 1RO SSIBIERXA0ERNS | EthERIIFE AR,

U=}

HIRAD )
InternalError

MissingParameter

InvalidParameter

InvalidParameterValue
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NI ZRRR

BRILEFATE: 2024-10-18 10:38:42

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
IS ZIENR
AR ISRITERIR S : 200%/70,

EOEEAE : 2023-02-09 16:57:33,

OIS E X EN,
A 1
2. MASE
LATBERSHGIRRFIE TEOIERSEFEBD NS, TEAHSHGIRI T
SHER WAIE FEFFNULL ESitl
Action — ES String
Version 2 = String
Region =3 & String
SearchTemplate 2 5

3. S

SHER ESidl ik
Status Uint64 0 : BZh , 3F0 @ &K
Requestld String
H >0
4. SRS

PUMMRFIH T 1RO SSIBIERKAERN , BEtERISFE A TEIR,
FHIRED

InternalError

InvalidParameter.ParsingError

MissingParameter

InvalidParameter

InvalidParameterValue

InvalidParameter.NameHasRepetition

WS : BRmEmEX

SearchTemplate

FNZzE (CWP)

ERELL,

B

E%

NHSE, AEOBYE : CreateSearchTemplate
AHSE, NEORYE : 2018-02-28

PHBY  AEORFEEBLSEH,

BERER

W—iFK ID , ®RIEKEPSIRE, EAIDMATHEEREZIRIFKAY Requestld,

B
&
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RHIBRIG 248

EILEFAYE: 2024-10-18 10:38:42

1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
pRiEEIRIR

EOANEZOIBRIREIRS : 200%/70,

EOEFRAIE : 2023-02-09 16:57:46,

EOBEIRESE EN,

2. ANSE

IIFERSHGIRGIH T ROBERSEO 2HSE

SHER Witk FEEFNULL
Action — =
Version 2 &
Region 2 &
Id 2 &
A s
3. S
SHEWR ESid] ik
Status Uint64
Requestld String
Hr 0
4. FEIRB

0: Al 30 KM

PUMMRFH T 1RO SSIBIERXA0ERND | EtbERIDFE A SR,

FHIRED
InternalError
MissingParameter
ResourceNotFound
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

~HSE, AEOBYE : 2018-02-28

RHBY, FEOFFEREBLSH.

E—ER ID , ®IREREIRE. EADMAFERAZRIERET Requestld,

FNZzE (CWP)
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SRENESFERRGLEER

BRILEFATE: 2024-10-18 10:38:42

1. EgOEis

BROEKES
IREVESFRE SR
BOAZOERIERIRS : 200R/70.

$EOEEATE : 2022-05-20 15:12:33,

cwp.api3.finance.cloud.tencent.com,

EOBRIOEE NEN,

2. NS

ATBERSEHFIRRFIE T EOEKRSEFRBO AHESE , T
SHER D FBHFNULL
Action 2 &
Version = &
Region = =
Query b3 =
A s
3. WHSE
SHER ESid) A
Data String ESERE4RISON
Requestld String
it\
4. $EIRAG

PUMMRFE T RO SSIBIEMRERAEIRIG , BRI A
FRIRED

InternalError

MissingParameter

FailedOperation.APIServerFail

InvalidParameter

InvalidParameterValue

WS : BRmEmEX

SEIRIG

°

AHSE, ANEOBYE : DescribeESAggregations
NHSE, FEORE : 2018-02-28
AHBY , MEOAFEERISEL,

ESEREL(FISON

H—EK ID , ®RIEKRESIRE]., EfITEEEREIZRIEKAT Requestld,

B
B

FNZzE (CWP)
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L2
Ellj E ITOR 4?3& 1I:I1u\
EIAEHETE): 2024-10-18 10:38:42
3z A
1. #ZOfA
HEOERIES : cwp.api3.finance.cloud.tencent.com,
HRHERRRSES
EAB IS RIERIR S : 200%/70,
FEOEHAE : 2023-02-09 16:53:15,
ORI NN,
A g
2. MANSE
UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SHEWR Wi FEEFNULL R i)
Action 2 & String NH2% , KIZOHYE : DescribeHistoryService
Version E & String NHEHSE, AEORYE : 2018-02-28
Region g2 e String NHBY , AEORFBEERLSE,
A g
3. S
SEETR ESid) A
BuyStatus Uint64 1 AJMSE 2 REEFHiRED 3 RASHkEIEZREIET
EndTime String FIHARIE]
InquireNum Uint64 FAFEMSE 8 G
IsAutoOpenRenew Uint64 REBMEEE 0 YItRE 1 FHE 2 %78
Resourceld String HEID
StartTime String FHARTE]
Status Uint64 0 i%THE 1 [EF 2/ 314
Requestld String M—iEK ID , RIEKEPSIRE., EAIERHEEREZRIEKA Requestld,
ﬁ\
. [EIxRg
PAMBIE T 5O S B IERXAEIRD , EfbiERISEFEN A SR,
RS iR
InternalError
RS : B mERmEX 259 T0 #£595m
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——
IRENERS |5z
ERIESEFATE): 2024-10-18 10:38:42
3z g
1. #ZOfA
HEOERIES : cwp.api3.finance.cloud.tencent.com,
RN I
EAB IS RIERIR S : 200%/70,
ZEOEHHAE - 2022-05-20 15:12:33,
ORI NN,
A s
2. MASE
UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SHEWR Wi FEEFNULL ESid] 1110
Action 2 5 String nH2# , ANZOEYE : DescribelndexList
Version 2 & String AHSBE, AEORE : 2018-02-28
Region 2 & String NHSBH , KEORZTEERLLSE,
A s
3. S
SEETR Bl ik
Data String ES REI(ER
Requestld String H—iEXK ID , XEKRESIRE], EfEAFEEREIZXIEKA Requestld,
it\
4. s5iRS
LA T 8O S ZERXNEIRS , BERIGFEN A LSRG,
=) AR
InternalError
FailedOperation.APIServerFail
RS - B e EX

FNZzE (CWP)
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SR HS RS EERT

BRILEFATE: 2024-10-18 10:38:42

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
RSN RESEFERRLT
BRAEOISRIRERRS] : 200R/%0,

O : 2023-02-09 16:52:41,

ORI B NS,
A s
2. MABSEH
UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SHEWR Wi FEEFNULL E-Sicl R
Action 2 5 String AH2E, AEOBYE : DescribeLogStorageStatistic
Version 2 & String AHEHSE, AEORYE : 2018-02-28
Region = = String AHSH , AEOLTEERNSE,
A s
3. S
SEETR St Ak
TotalSize Uint64 BAEE (B GB)
UsedSize Uint64 EftFREEE (8f7:GB)
Requestld String W—iEk ID , ®XRIEKEPSIRE, EAIIHNEEREZREKE Requestld,

4. FEIRMY

PUMMRFIH T 1RO SSIBIERKAERN , BEtERISFE A TEIR,

dr

TR o

5t

InternalError

WIS : B emEX 6261 1 H595m

\|



O BASTCE
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BRILEFATE: 2024-10-18 10:38:42

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
SHESEIRSIFE
AR ISRITERIR S : 200%/70,

$EOEEATE : 2022-05-20 15:12:33,

OIS E EN,
A s
2. NS
LITERSHG IR IE TEROBRSHIHBO NHESH , TEAHSHGIRRT
SHER Wik FEFFNULL ESidl
Action — & String
Version = = String
Region =3 & String
Query = = String
A s
3. s
SHER RE R
DownloadUrl String TEdtbiE
Taskld Uint64 SHNESS
Requestld String

4. FEiRMY

PUMNFIH T O S3SIEERAIHEIRIT , BRI ARG,

de

FHIRED
InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

RHBERSLL,

~HESE, AEOBYE : 2018-02-28
AHBH , AEOATEERLLSE,

ESEIfIRMHISON

E—EK D , BIREREPIRE. ERDMATFERAEZRIERAT Requestld,

FHZE (CWP)
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BRILEFATE: 2024-10-18 10:38:42

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,

IREASEERICR
BOAZOERIERIRS : 200R/70.

O : 2023-02-09 16:57:07,

OB E NN,
A s
2. MASE
LUIFERSEFIRNGIE T EOBSRSERESDAHLSE | REAHSHPIRD A LS RSL,
SEETR WA FEVFNULL ESid) A
Action 2 & String NH2%, KIZOBYE : DescribeSearchLogs
Version 2 & String AHBE, ANEORE : 2018-02-28
Region 2 & String AHBH , MEOFTEERI S,
A s
3. S
SEETR it ik
Data String IS RICR (REZIRILI0%
Requestld String H—iEXK ID , XEKRESIRE], EfEAFEEREIZXIEKA Requestld,
_-ti\
4. %EIBI:IEEQJ

PUTMMRFIH T 1RO SSIBIERXA0ERND | EtbERISFE AR,

HIRY

InternalError

WS : BRmEmEX

U=}

FNZzE (CWP)
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SREN PRI ZRYIZR

BRILEFATE: 2024-10-18 10:38:42

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,

IREN R ZRY IR
BOAZOERIERIRS : 200R/70.

EOEEAE : 2023-02-09 16:57:20,

OIS E X EN,
A 1
2. MASE
LATBERSEHFIRRFIE TEOIERSEFEBD NS, TBAHSE
SHER WAl FEFFNULL it
Action — ES String
Version = = String
Region = & String
Limit = S Uint64
Offset & 5 Uinte4
A s
3. s
SEER &3] ik
List SearchTemplate ERGIE
TotalCount Uinte4 R
Requestld String
TRy =]
4. I'EEI]?E

t545 , A% 0BYE : DescribeSearchTemplates
RHESH, FEOBYE : 2018-02-28

RHBY, MEOFTFEERILESH,

RE%E , BHAR10 , AEH100,

"R, BARO0,

HE—EK ID , BRIEKREPSIRE, DA HREREZIRIEKA Requestld,

PUMMMFIH T 3O SSEEERAEIRN , BtERDF NAHEIRG.

IR

InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX
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FhRE L EIEEXEO
MFRE RIS

EILEFATE: 2024-10-18 10:38:42

1. #OfEA

BEOiSRIEEE : cwp.apil.finance.cloud.tencent.com,
RS SRR A E

BONEOIERSTERIRE : 200R/7D,

EOEHATE : 2022-08-23 12:02:51,

EOBIGEE &N,

2. ANSEL

IMERSEGIRIGIH T HOBERSEDORHSEY |, TEAHSHIIRNAERSH,

SHEWR Wi FEEFNULL S
Action = ES String
Version 2 S String
Region 2 N String
Policylds = & Array of Int64
A s
3. IHSE
SHER B R
Requestld String

4. EIRMY

ZEOE TS BEERAEIRS , AERIBF LA LEIRE,

WS : BRmEmEX

S8, AEOEYE : 2018-02-28

I

D\

WHEH, MEOFTEERLSEH.
Sligld

E—ERID , ®RIERERE., EIDERHFERAZXIFRAY Requestld,

FHZE (CWP)
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AIpREL AN

BRILEFATE: 2024-10-18 10:38:42

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
bR ELAN
BOABECIERIMERIRS] : 200%/70,

EOEEATE : 2022-08-23 12:02:34,

ORI NN,
A s
2. MABSEH
UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SHEWR Wi FEEFNULL E-Sicl R
Action 2 & String 2%, ANZOEYE : DeleteBaselineRule
Version 2 & String AHEHSE, AEORYE : 2018-02-28
Region = B String AHSH , AEOFLFTEERSEH,
Ruleld 2 P Int64 FHmid
A s
3. HIHS%
SHER ESil A
Requestld String H—iEXK ID , XEKRESIRE], EfEAFEEREIZXIEKA Requestld,
H >
4. %EIBEEE.'J

PUTMMRFIH T 1RO SSIBIERXA0ERND | EtbERISFE AR,

U=}

=)
InternalError

FailedOperation

WS : BRmEmEX

FHZE (CWP)
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MFRE L2 RSN

BRILEFATE: 2024-10-18 10:38:42

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
illGE=tsetz
EONZOIBRIREIRS] : 200%/7D,

EOEEATE : 2022-08-23 11:59:19,

OB E NN,
A s
2. MABSEH
UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SHEWR Wi FEEFNULL ESidl R
Action 2 5 String NH2%, KIZOHBYE : DeleteBaselineRulelgnore
Version = = String NHEBE , AEOBYE : 2018-02-28
Region 2 = String AHSE, NMEORFREBLSH,
Rulelds 2 i Array of Int64 FId
A g
3. mHESE
SHER ESil A
Requestld String H—iEXK ID , XEKRESIRE], EfEAFEEREIZXIEKA Requestld,
H >
4. %EIBE

UTMBIHE T OIS BEBXIEIR | BRI AT E =G,
EIRAD R
InternalError

InvalidParameter

WIS : B emEX 6267 1 H595m
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MRS S

EILEFAYE: 2024-10-18 10:38:42

1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

ile==S5E misy
EOAZOERGERIRS : 200R/70.

O A : 2022-08-23 15:32:04,

EOBEIRESE EN,

2. ANSE

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHER Wik
Action —
Version =
Region =
PasswordlIds 2

3. mHEE

SHEWR ESicl
Requestld String

4. EIRAY

PIMRFIH T 12O SSIBIERXA0EIRNS | EthERIFE AT IR,

=it
InternalError

InvalidParameter

WS : BRmEmEX

FEFNULL ESi fik
& String nHE2# , ANZOEYE : DeleteBaselineWeakPassword
= String NHEBE , AEOBYE : 2018-02-28
& String AHSBY , FEOLTEEBLSH,
B Array of Int64 550<1d
Tk

E—ERID , ®RIERERE., EDERFHERAZXIERAY Requestld,

U=}

FNZzE (CWP)
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SRINE A IIFRICR

BRILEFATE: 2024-10-18 10:38:43

sz AR
1. #ZOFA
BBk © cwp.api3.finance.cloud.tencent.com,
RENEZACUFBICR
AR ISRITERIR S : 200%/70,
FEOEHASE : 2022-08-23 15:34:39,

EOBRIOEE NEN,

2. NS

IIFERSHGIRGIH T HROBRSENBO A HSEY |, TBLOHSHGIRIA SR

&
%

SHEBFR %k AIFENULL EE AR
3t

Action =2 5 String N2 E , ANZEOEYE : DescribeBaselineDetectList

Version E & String Q5 AEOEYE : 2018-02-28

Region 2 & String 2B, FMEOAFEERLSH.

By FS S String  AEN%EHEES: [HostCount|StartTime|StopTime]
Array <li>PolicyName - string - E&WM1E : & - HREEEFR</li> <br> <li>PolicyDetectStatus - int - &4 : & - L4&

Filters 5 & of th 2:4&MFeR% </li> <br> <li>FirstTime - string - E&WE : & - FFRRTE </li> <br> <li>LastTime - string - &%
Filter H: & - EERatE</li>

Limit & & Int6d  FREIZELIIAL0,&AL00

Offset =" £ Inted  {REBEBAO

Order 5 = String  HEEAT: [ASCFHE|DESCHERR]

3. IS

SHER ESidl R

List BaselinePolicyDetect 5

Total Int64 ISt

Requestld String W—iEK ID , ®RIEKEPSIRE, EIIMANFEEREZRIEKE Requestld,

4. EIRAY

PIMMRFIH T 1O SSIBIERXA0ERND | EthERIFE AT IR,

U=}

RS HR
InternalError
InvalidParameter

FailedOperation

WIS : B emEX 6269 1 H595m
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SRENE St g

EILEFAYE: 2024-10-18 10:38:43

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

SRENE LA
EOAZOERGERIRS : 200R/70.

EOEEAE : 2022-10-25 10:23:03,

EOBEIRESE EN,

2. ANSE

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHBIR Wik FEYFNULL
Action — &
Version = =
Region = )
Policyld B a

3. S
SHEWR S
HostCount Int64
ItemCount Int64
LatestNotPassCount Int64
LatestPassCount Int64
PassRate Int64
PolicyCount Int64
Requestld String

4. SRS

ESidl R
String nHE2H , AZEOEYE : DescribeBaselineDetectOverview
String NHSBE, AEORYE : 2018-02-28
String AHSY, FEOTTEEBISH,
Int64 SRERId
ik
ARG AR AL
TR

RGBS NS
RIE RGBT MY
BEITER*100%

SIERRRIN

W—iEK ID , ®RIEKREPSIRE, EAIHAREEREIZRIEKAY Requestld,

PUMMNFIH T O SSEEERAEIRT , EtEmRa A ERG.

RS
InternalError
InvalidParameter

FailedOperation

WS : BRmEmEX
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BRITEFAYE: 2024-10-18 10:38:43

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,
RENE L TETIZR
AR ISRITERIR S : 200%/70,

EOEEATE : 2022-08-23 12:08:32,

FHZE (CWP)

OB E NN,
A s
2. MABSEH
LUIFERSEFIRNGIE T EOBSRSERESDAHLSE | REAHSHPIRD A LS RSL,
BHER WMk ARFNULL KR )
Action — & String  AHESE, AEOEYE : DescribeBaselineDownloadList
Version E & String Q5 AEOEYE : 2018-02-28
Region g e String  AHSH, MEOFLFTELRISEH,
) IWSERIIN AR,
= @
By = = String AEHERRS: [StartTime|EndTime]
g | LEEEITAR,
Filters = = of Y <li>Status - int - EFME : & - 0:5H % LESSH</li> <br><li>StartTime - string - 2&M%E : & - FHARTE</li>
Filter <br><li>EndTime - string - 2BWIE : & - £55RAYE]</li> <br> <li>TaskName - string - 25448 © & - (E5ER
</li>
. IBERIIMARTIL,
Limit S & Int64
- - PRAISAL BIA10, 4100
ISERIINARTIL,
Offset &= &= Int64
- - {RHS R BRIA0
. ISERIINARTIL,
Order &= &= Strin
- - 9 M= [ASCH | DESC:HER]
A g
3. S
SEETR &3t G
List BaselineDownload I
Total Int64 R
Requestld String W—iEK ID , ®RIEKESIRE, EAIUMANFEEREZIRIEKE Requestld,

4. EIRAY

PUMMRFIH T 1O SSIBIERXA0ERND | EtbERISFE AR,

U=}

HIRY

InternalError

WS : BRmEmEX
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IR R

InvalidParameter

SRINEEIEEYIFR

BT EFATE: 2024-10-18 10:38:43
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1. EOHAR
EOiEkEA . cwp.api3.finance.cloud.tencent.com,
REELESTIR
BN IS RITERIR S : 200%/70,
EEOSESATE : 2022-08-23 12:08:20,
BEOREIOEE XN,
A g
2. MASE
UIFERSEFIFRNFIE T EOBSRSEFESOAHSE |, RBEARSHPIRN A S RSL,
SHER D%vis FBEFNULL i) Ak
Action =3 & String NHSE, AEORYE : DescribeBaselineFixList
Version 2 = String AHSE, AEORYE @ 2018-02-28
Region = & String AHSH, AEOFFTEERNSEH,
By = = String IWBEIIMRTIL,
ARG [CreateTime|MoifyTime|FixTime]
; < < . IWBEHIMRTIL,
Filters a a Array of Filter <li>ItemName- string - 2H04E : & - IIRAFR</li>
. ] ] HAMFISNREL,
Hmit s s fntés BRI SE8, BUA L0, A 100
< < IWBEIIMATIL,
Offset S S Int64 (SR BHAO
< < . IWBEIMATIL,
Order s s string HEF 73t [ASCHHTFIDESC]
A s
3. mHSE
SHER ESidl AR
List BaselineFix 7
Total Int64 BE
Requestld String W—iEK ID , ®RIEKREPSIRE., EAIMATHEEREIZRIEKAY Requestld,
4. FBiRS
LA T 2O SBIERXAEIRD , EfbiaREFE N A SR,
IR A
InternalError
InvalidParameter
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BRILEFATE: 2024-10-18 10:38:43

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
SRENELEAS N ENFIZ

BOMZOERIEIRE) © 200%/%,

BEECEHATIE : 2022-08-23 15:36:16,

EOBRIOEE NEN,

2. NS

IUTERSHGIRGIH T ROBRSENBO 1S | B

SHHIEDA

- #MId </li> <br> <li>DetectStatus -

\.

HERSH.

- %EB&Id </li> <br> <li>HostName - strlng

int -

String  AEN%EHEES: [LastTime|ltemCount|PassedIitemCount|NotPassedltemCount|FirstTime]

E?Ll‘é\i,ﬁz?:?

ST

FNZzE (CWP)

- FEHEBFR</i><br>
int64 - ,Z\iE &= ﬁ1d</|><br><I|>RuIeId

#</li> <br><li>Level -

Filter int- E6M0E & - Fl, B4 < /li> <br> <li>StartTime - strmg-%ﬁ%tﬁ:E\-JZFEj‘Hj‘|Eﬂ</I|><br><I|>EndT|me-

SEEFR ik RIFNULL R fik
Action =2 5 String nHE2E , ANZOEYE : DescribeBaselineHostDetectList
Version E & String Q5 AEOEYE : 2018-02-28
Region 2 = String AHSH , FEOFAFEGRLSH,
By & &
<li>Policyld - int64 - EFMIE :
Array <li>Hostlp - strlng BEVE: & EE’f)'LIp</|><br> <li>Itemld -
Filters S B of - int64 - BENE ¢
string - 2BWIE : & - FERATE </li>
Limit B a Int64  PREIFEEFIAL0,EAKL00
Offset B B Inted  {REE.BA0
Order = = String  HEEAI [ASCTHE|DESCHERR]
3. S
SHER ESid] 00
List BaselineHostDetect 7
Total Int64 B
Requestld String HE—ij
4. $HIRAG
PUFUE T O SSIBIEERRERED | EERIGIF N A H5EIRD,

iEllBE
InternalError
InvalidParameter

FailedOperation

WRFRE - BRmERMEX

BK ID , ®IRiEKRESIRE], EfIARAEERZ
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Version = =
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3. B
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HostRiskTop5 HostRiskLevelCount
Requestld String
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String AHESE, REOBYE : 2018-02-28
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SEER ik RIFNULL ER

Action — 5 String

Version 2 = String

Region = B String

By & B String
Array

Filters = = of
Filter
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3. mHESE
SHER i) R
List BaselineltemInfo I
Total Int64 ISt
Requestld String W—iEK ID , @RIEKREPSIRE., EAIDMAIHEEREZRIEKA Requestld,
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3. B
SHER RE R
List BaselinePolicy 7
Total Int64 B
Requestld String BE—IEK ID , 8REKRESRE. EUEREHEEREHIZRIFRE Requestld,
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=
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=
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By & B String  AIEHEFS
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OB E NN,
A s
2. MASE
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BRILEFATE: 2024-10-18 10:38:43

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
— SR

BUAZEOERITERIRE] © 200%/%5,

#EOSEFRAE - 2022-05-20 15:11:35,

EOBRIOEE NEN,

2. NS

FNZzE (CWP)

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SEETR PAE AUFNULL kA A

Action — = String AHSH , AEOBYE : ScanVul

Version 2 = String AHEHSE, AEORYE : 2018-02-28

Region = = String AHSH , AEOFLTEERSEH,

HostType 2 & Uint64 [R53EEDE | LEWIRIRSSES ; 2:Bi%ERSE:

QuuidList = = Array of String BIi%EARSZSATAERL . EHLquuidiYstringZéR

TimeoutPeriod B a Uint64 BRIET BAfZED BRIA 3600 70

VulCategories S S String TRIEZREL : 1: web-cmsiEiR 2:MFIRRE 4: Linux3k{4ERE 5 WindowsZFtlwiRE (215530 0R)

VulEmergency & & Uint64 EERNSREOT1IRE

Vullds 5 & Array of Uint64 SEHEIRRI

VulLevels 2 B String BESR  1-KE ; 2-9E8 ; 3-BE ; 4-T& (ZEIHR)
3. S

SHER &Sl ik

Taskld Uint64 {E£55id

Requestld String W—iEK ID , @RIEKREPSIRE. EAIEMAHEEREIZRIEKAY Requestld,

4. $EIRMY

PUMMNFIH T O S3SEERAEIRT , BRI N ARG,

FRIRIG

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter

InvalidParameter.InvalidFormat

WRFRE - BRmERMEX

fu=|

6333 1 H#595m
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FRIRMG 1%
ResourceNotFound

InvalidParameterlllegalRequest

FailedOperation.APIServerfFail

FailedOperation.NoProfessionHost

InvalidParameter

OperationDenied

InvalidParameterValue

FailedOperation

WS : BRmEmEX 28334 @ #595;
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O BASTCE

i e - E ATz

BRILEFATE: 2024-10-18 10:38:43

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
mREE-ENEO

EONZOIBRIREIRS] : 200%/7D,

#EOSEFAE : 2022-05-20 15:11:35,

EOBRIOEE NEN,

2. NS

IIFERSHGIRGIH T ROBERSEO 2HSE

SEETR Whisk FEFFNULL St ik
Action 2 5 String NH2E, AEOBYE : ScanVulAgain
Version 2 & String AHESE, AEORYE : 2018-02-28
Region 2 & String AHSH, AEOLFTEERISEH,
Eventlds = = String mESEtdE | ZNEEES SR
Uuids & FS String EFREAINERuUd, ZNEESTE
N e

3. mHSE
SHER ESil A
Requestld String W—iEK ID , XEKRESIRE], EREAEEREZRIEKA Requestld,

4. FEIRMY

TEAHSHGIRDATERSL,

PUMMRFIH T 1RO SSIBIERKAERN , BEtERISFE A TEIR,

FHIRED

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
ResourceNotFound
FailedOperation.RescanVul
InvalidParameterlllegalRequest
FailedOperation.APIServerFail
InvalidParameter

OperationDenied

WS : BRmEmEX

FNZzE (CWP)

B
B
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FRIRMG R

InvalidParameterValue

TR RRIRE

WS : BRmEmEX 2336 T #595]

\|
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1. EOHAR

EOEKES © cwp.api3.finance.cloud.tencent.com,
ERIERERE

BOAREOISRIMEIRS) : 200R/%0,

EOSEFATE : 2023-03-06 19:25:31,

EOBEINS S L,

2. NS

IFERSHGIRMGIH T ZOBERSEHEO NHEH  RBAHSHGIRDATERSL,

SHER Wik FSPENULL 33 Tk
Action 2 & String AHSBE, AEOBYE : ScanVulSetting
Version 2 5 String AHSEY, AEOEYE : 2018-02-28
Region 2 = String AHBY , MEORFEEBIESH,
. WSERIINAAT L,
EnableS & S Uint64
naplescan = | B " EEFEEE 1778 ORI
' . BERIINART L,
= =
EndTime & & String SR | 40 08:00
' . HBERIINAAT L,
= =
StartTime & & String S TFRARTE) | 40 : 00:00
. . HBERIINAET L,
=] =
TimerInterval 2 A Uint64 AR (X)
) ' . HBERIINET L,
= =
TimerTime & A String SRR . 40 : 02:10:50
. . WBERIINET L,
Uuid &5 S A f St
uids = | ® MAOTING  sm S SR, AU, SERRENL , RS R
VulCategories &= = Array of Uint64 ISR,
. WEEISIMAAT I,
VulEmergency & & Uint64 EEanaEE 0] 2
) WEEISIMAAT I,
VulLevel S & A f 4
uievess = | B rray otUINGA  wsetn 15 ; 21 ; 3-8 ; A-TUE LUMAARLESIL,23]
N e
3. mHSE
SHER il A
Requestld String BE—EK ID , 8REKRESRE. E7EREREERFHIZRIFR Requestld,

4. EIRD
PUMMRFIH T O SSIBIERKRAEIRN , BEERIFEI A TEIRE.
TR

InternalError

WS : BRmEmEX

FNZzE (CWP)

imRESEE « 1 web-cmsiEiR) 2:R AR 4: LinuxER{EREIR 5: WindowsRFtiRR, EERHES(L2]

6337 T1 H595m
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FRIRMG Tk
InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

InvalidParameter

InvalidParameterValue

WS : BRmEmEX $5338 T #595|

\|



O BASTCE 122 (CWP)

REFOEXEO
BRI R

SIFEFAYE: 2024-10-18 10:38:43

1. MR

EOIERIHA © cwp.api3.finance.cloud.tencent.com,

CreateLicenseOrder iz LABIZE TR/ IEMARITER STFTT 2RI 2200 [EfI2aiT SR B R0 Akl T 2RI T SR MRS, R A L 2SR I T3
BUAZOERITEIRE] © 200%/%,

EOEHASE : 2022-12-12 15:20:33,

RO E NEN,

2. MINSEY

IUTFERSHGIRNGIH T EOBERSEIRD NHLSH , REAHSHGIRD ISR,

SR Wik FEENULL 2R fidk
Action 2 = String ANHSH , AEOBYE : CreatelicenseOrder
Version =2 5 String 2%, NZEOEYE : 2018-02-28
Region = & String AHBY , FEOTTEEBISH,
AutoProtectOpenConfig 5 & String ZFBRIER
AutoRenewFlag = a Bool EEBENEEE, BARBMEZE. <br>Z2SHIREFERER
BillingDefineParams & S BillingDefineParams ﬁ;ﬁ;ﬂi:;gm'
LicenseNum & = Uint64 BINE  FEWSLAEE. <br>EiAA1
LicenseType & & Uint64 BRERE, 0 BlhR-1%2E112:, 1T WhR-BFEA | 2 IEMR-BF8 A <br>BiAA0
ModifyConfig &5 = OrderModifyObject TS
Projectld & = Uint64 IREID .<br>ZkiAA0
Regionld = = Uint64 ﬂ'@iﬂ%i@ﬁ.ﬁi&ﬁ% 1 779M,9 FrhnsR. EFIEERT M. FrInEtE A& B AP ESE.
<br>BRAA1
Tags A A Array of Tags RS, SNRTAZTEHETSE
TimeSpan = = Uint64 M%Ha‘l‘ﬂﬁrﬁxi}kl , Ti%(EN1,2,3,4,567,8,9,10,11,12,24, 36 <br>i&#{NaFE B
=25
3. EHEE
SHER ESid] ik
BigDealld String KRS, BNEZFRETE
DealNames String iTERESZER
Resourcelds String RRIDFIR I T RIZFRTE
Requestld String W—iEk ID , ®XIEKESIRE], EAIUHNFEEREZXEKE Requestld,
WIS : B emEX 58339 W #595m



O BASTCE iz (CWP)

4. FERMY

PUMMRFIH T O SSIBIERRAEIRN , EERISFE I A TEIRT.

dr

R o

[

InternalError
MissingParameter
InvalidParameter
OperationDenied
InvalidParameterValue

FailedOperation

WS : BRmEmEX 28340 TW #595]
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O BASTCE

MIFRIZIICR

BRILEFATE: 2024-10-18 10:38:43

1. EOfEA

EOERIER © cwp.api3.finance.cloud.tencent.com,

XN EIR 1T SR B BN T B TR (MBS E R T NI EER)
BOABEOIERIRERIRS « 20R/F2,

EOEFAIE : 2022-06-09 10:49:46,

EOBRIOEE NEN,

2. NS

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHER WAl FEFFNULL et}
Action — = String
Version = = String
Region = a String
Licenseld 2 &= Uinte4
LicenseType = = Uint64
Resourceld = &= String
A s

3. tHEE

SHER E3id) A

Requestld

4. FEiRMY

PUMNFIH T O S3SIEERAIHEIRIT , BRI ARG,

de

FHIRED
InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue

WS : BRmEmEX

AHESE, REORYE : 2018-02-28
NHEBH, MEOFFEERULSL,
BHUID AT LAFBEHAIT S5 SRIREN.
EHYe S

)

FNZzE (CWP)

%341 ™
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BERNYPET I

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,

FNZzE (CWP)

AR LBRBUR E - A B FNE T ORI 2515

BOAZOERIERIRS : 200R/70.

$EOEEATE : 2022-06-09 10:50:08,

OIS E X EN,
2. INSH
LITERSHG IR IE T EOBRSHIE O 2t
SHER Witk FE¥FNULL
Action = &
Version = &=
Region = =
Filters & &
Licenseld 2 &
LicenseType 2 )
Limit & =)
Offset & &
Resourceld 2 &
3. S
SHER ESit)
List LicenseBindDetail
TotalCount Uint64
Requestld String

4. FEIRMY

PUMMNFIH T O S3SEERAEIRT , BRI N ARG,

FRIRIG
InternalError
MissingParameter
ResourceNotFound

InvalidParameterValue

WS : BRmEmEX

%

\

ESig) A

String NS, AEOBYE : DescribelicenseBindList
String AHBE, AEORYE : 2018-02-28

String NHBY  FEOTFEECBLSH,

Array of Filters <li>Keywords #2851/ AFAIP {EHIEIE < /li>

Uint64 1D
Uint64 RANREY
Uint64 BREIZREL BAIAL0.
Uint64 Ziz2=R N8
String BRIFID

A

BENBIIRER

E—EK ID , SRIEREIRE. AR FERZRIEREN Requestld,

fu=|

%342

\|
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O BASTCE

ERRNGEERE

BILEFATE: 2024-10-18 10:38:44

1. EgOEis

ROERES
ERRNGIEESIBE
BOAZOERIERIRS : 200R/70.

cwp.api3.finance.cloud.tencent.com,

OISR : 2022-05-20 15:09:36,

OB E NN,
A s
2. MABSEH
UIFERSEGIRGIE T EOBSRKSEREO AL |, TEAHSE
SEETR WA FEVFNULL KA
Action — & String
Version 2 = String
Region 2 " String
Filters 5 & Array of Filter
Limit &= a5 Uint64
Offset B = Uint64
Taskid 2 " Uint64
A s
3. S
SEETR ESitl A
List LicenseBindTaskDetail PEEFIFRE
Schedule Uint64 BE
TotalCount Uint64 RRE
Requestld String
H 2
. RS

PUMMGIH T O S3SEERAERT | bR

ANHEEIRES,
RS

InternalError

MissingParameter

ResourceNotFound

InvalidParameter

WS : BRmEmEX

FNZzE (CWP)

b
NHE2E, AIZEOHYE : DescribelicenseBindSchedule
NHSE, AEOEYE : 2018-02-28

REBY, MEOFFTEECRLSEH.

KRS % <br> Status SEEMEIAZS 0 BT 1 D36 2 M
PRAIEELBRIALO.

(RIERBINO

{E51D

KE—EK ID , ®REKEPRIRE]. ENIRATHEERHIZXIERE Requestld,

%343
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O BASTCE

RN SR

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

SR -FERRES
BRAEOISRIRERRS : 200R/%0,
O : 2022-12-12 15:17:14,

EOBIOEE &N,

2. ANSE

IUFERSHGIRGIH T ROBRSEEO 1S

SHER Witk FEEFNULL
Action 2 a
Version = &=
Region 2 a
A g
3. S
SHER ESid)
AutoOpenStatus Bool
AutoRepurchaseRenewSwitch Bool
AutoRepurchaseSwitch Bool

AvailableFlagshipVersionLicenseCnt  Uint64

AvailableLHLicenseCnt Uint64
AvailableLicenseCnt Uint64
AvailableProVersionLicenseCnt Uint64
CwpVersionLicenseCnt Uint64
ExpireLicenseCnt Uint64
FlagshipVersionLicenseCnt Uint64
IsOpenStatusHistory Bool
LicenseCnt Uint64
NearExpiryLicenseCnt Uint64
NotExpiredLicenseCnt Uint64
ProVersionLicenseCnt Uint64
ProtectType String
UsedLicenseCnt Uint64

WRFRE - BRmERMEX

 SEERAHBHGIRN NSRS,

St b

String ANHBE, AEOBYE : DescribelicenseGeneral
String NHBE, AEORE : 2018-02-28

String AHSH, NEOARFEERILESEL,

i)

BEIFHRFF RIS BRIA false, true FFE, false X4
EaiEiTREREMEEE true FIS, false XiF
BEEIIEFFE, true FFS, false X

R FBEARARIEANER

TR E IR

RIS

ATRTANRERE(BARNE).
BRI (BRI TR
BRI EE EMRINCS)
TEARMR SR (BT 8)

R REFEE BaF R X

B (BERS SHEATERE)
BPISZURBIZAEY (15RZIHAR)

REIHBEHNEL

TR SR (BRIT &)

FNZzE (CWP)

PROVERSION_POSTPAY & \lfz-f5132, PROVERSION_PREPAY Fllhiz-FlifJ 28, FLAGSHIP_PREPAY FERIAR-FR

(BE-
EEFRINEL

%344

#5953



O BASTCE iz (CWP)

SHER i) AR
Requestld String W—iEk ID , ®XEKESIRE], BRI EEREZRIEKE Requestld,

4. EIRMY

PUMMRFH T 1RO SSIBIERXA0EIRND | EthERISFE AT IR,

U=}

RS 1t

S

InternalError

WS : BRmEmEX 28345 T #595]

\|



O BASTCE

SREURIT BRFIER

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

FNZzE (CWP)

HEOERIES : cwp.api3.finance.cloud.tencent.com,

REFAFPERIUTRER
BRAEOISRIRERRS] : 200R/%0,
EOESAE : 2022-12-12 15:20:20,

EOBRIOEE NEN,

2. NS

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SHEIR WiE AENULL kR
Action — = String
Version 2 = String
Region 2 & String
Array
Filters S S of
Filters
Limit S S Uint64
Offset S S Uint64
Array
Resourcelds & S of
String
Array
Tags &5 5 of
Tags

3. S

NHSH, AEOBYE : 2018-02-28
AHBH , MEOFAFTEERLLSEH,

BAEHHERT LicenseStatus, DeadlineStatus,Resourceld,Keywords EXaz&s<br> <li> LicenseStatus AR
58,0 RfER,1 FBHHER, 2 S5 3 AaIE 4 A{ER </li> <br><li> BuyTime MSERTE) </li> <br> <li>
LicenseType 1R, 0 BAlR-REITE, 1L WR-BFEEA | 2 BR-B8EE 8 </li> <br> <li>DeadlineStatus
ZJEBIRZS NotExpired KidHE, Expire EITHB(E A EHER) NearExpiry BIEZIEA </li> <br> <li>Resourceld &R
ID</li><br><li>Keywords IPf#i&</li> <br> <li>PayMode {28 0 % &1t , 1 @FEGA </li><br>
<li>OrderStatus iTEUAZS 1 IEH 2 fBE 3 8k </li>

PRIFIZREL BOALO.
(Tiz2=RININOA

IBETIIMET L.
HIRIDFZETHE(SFilters.Resourceld AEHTFE, BRTH IS E{EEFIResourcelds)

IRETRIE FEITSREN X BN IRER REEIFA— IR

SHER ESit] ik

List LicenseDetail EREIRER

TotalCount Uint64 BERY

Requestld String E—EKID , BRIERESRE. DR HERAEZRIFRA Requestld,

4. $EiRMY

PUMMNFIH T O S3SEERAEIRNT , BRI ARG,

R

WRFRE - BRmERMEX

U]

%6346 1 H595m
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RS HhA
InternalError
InvalidParameter

InvalidParameterValue

BHRAPEEIRE

WS : BRmEmEX 28347 TW #595]



O BASTCE
BRI EHETE: 2024-10-18 10:38:44

1. B@OER

EOBEKES © cwp.api3.finance.cloud.tencent.com,
BEHEERARFSEEIRE (ZEOKRFBJ8A ModifyWarningSetting )
BOAREOISRIMEIRS) : 200R/%5,

FEOSEFAATE : 2022-05-20 15:12:33,

REORIOEE XN,
A e
2. MANSE
ATNERSEGIRNGIE TEOERSEFRBD ARESE , RBEAHSEFIIRNALERSE,
BB WA FEVFNULL ESid) f
Action 2 & String
Version 2 & String NHESE , AEOBYE : 2018-02-28
Region 2 S String AHBH , AEORFEEBI S,
WarningObjects ES = Array of WarningObject LEOENERANE
A e
3. tHES#
SEER E3id) b0
Requestld String W—EK ID , ®RIEKRESIRE], EfITEEEREIZRIEKAT Requestld,

4. RIS
IUTIRFI T BB AR |, RO I 42200,

RS

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
MissingParameter
InvalidParameter
InvalidParameterValue

FailedOperation

WRFRE - BRmERMEX

FHZE (CWP)

245, ZOBYE : DescribeSaveOrUpdateWarnings

%348
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O BASTCE

SRNERIRP SR

BILEFATE: 2024-10-18 10:38:44

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,
RENHRIAFPEESIR
AR ISRITERIR S : 200%/70,

O : 2022-12-23 11:47:34,

OIS E X EN,
A s
2. NS
LITERSHGIRGIE T EOBKRSHIH D A LS, RERAHSHGIRIA SRS,
SHER Witk FS¥FNULL S fiBR
Action =2 & String It
Version 2 & String N
Region 2 & String AHBH, AMEOFFEGBHSEH,
A s
3. S
SHER ESig) A
WarninglInfolList WarningInfoObj RENEESIFE
Requestld String

4. EIRAY

PUTMMRFIH T 1RO SSIBIERXA0ERND | EtbERISFE AR,

U=}

HIRY

InternalError

WS : BRmEmEX

S, AEORYE : 2018-02-28

E—ER ID , ®XEREPSRE., EUREHEERAEZXIERAT Requestld,

FHZE (CWP)

%349
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O BASTCE 122 (CWP)

HETE

BRITEFATE: 2024-10-18 10:38:44

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,
DestroyOrder iz AT AT R RIHER.
AR ISRITERIR S : 200%/70,

EOEEATE : 2022-05-27 11:44:19,

OB E NN,
N g
2. MABSEH
LUIFERSEFIRNGIE T EOBSRSERESDAHLSE | REAHSHPIRD A LS RSL,
SEETR WA FEEFNULL Bt A
Action 2 5 String NH2%, KIZOBYE : DestroyOrder
Version 2 & String AHBE, AEORE : 2018-02-28
Region 2 B String AHBH , FEORFEEBISH,
LicenseType 2 & Uint64 BRREEE 0 B2 8it+2:, 1R WR-BFEA | 2 ER-8F8A
Resourceld 2 5 String HiEID
A sl
3. mHSE
SHER ESitl A
Requestld String W—iEX ID , 8XEKRESIRE]., EIRAEEREZXIEKA Requestld,
j:t\
4. RS

PUMMRFIH TR O SSIBIERKAEIRN , EERIF AT EIRE.

B
&

TR

OperationDenied

WS : BRmEmEX £350 7@ #595;

\|



O BASTCE 122 (CWP)

SHRNFRE

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
SHENG IR RAIBERER

ERAECIERINEIRE : 200R/7D.

EOEHATE : 2022-06-01 11:06:27,

EOBIOEE &N,

2. NS

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

SEETR wiE FRFNULL 268 R
Action =2 & String NH2E, AZOBYE : ExportLicenseDetail
Version = & String NHEBE , AEOBYE : 2018-02-28
Region 2 & String  AHSE, AEOLTEERLSH,
ExportMonth & Fi String SHAD, ZSEXEIsHistory BTal%.
Filt = = Afrray SANEIRFERT LicenseStatus, DeadlineStatus,Resourceld,Keywords BXazg <br> <li> LicenseType #1248,
ilters 5 8 Eilters 0 BAkR-1REE, 15\iR-B56 8 | 2 EMiR-B5Ea 8 </li> <br> <li>Resourceld &EID</li>
IsHistory B B Bool ERSHEENFE
Array
Tags S B of TREE T, FalReEsae, X BN RSB RS EIEA— IR
Tags
A s
3. IHSE
SHER E-Sit) ik
DownloadUrl String TEMEL i ZF IR A
TaskId Uint64 ESBID BT ESIDEE FEES
Requestld String W—igK ID , @RIEKREPSIRE., EAIDMAIHEEREZRIEKAY Requestld,
4. FEIRS
PAMBIE T 5O S B ERXAEIRD , EfbERISFEN A R,
EIRY A
ResourceNotFound

WRFRE - BRmERMEX 25351 00 #595%,



O BASTCE

REBTERE

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

EOEKES : cwp.api3.finance.cloud.tencent.com,
RFREFEENENFET WIS,
BUAEOERITERRE) © 200%/%5,

EOESAE : 2022-12-12 15:15:05,

FNZzE (CWP)

OB E NN,
A s
2. MASE
UIFERSEGIRNGIE T EOBSRSEMESO AR | REAHSHBPIRDALERSL,
SHEIR Wik FRUFNULL 3R bi::7%
Action =2 5 String NH2%, KIZOBYE : ModifyAutoOpenProVersionConfig
Version z B String AHSBE, AEORYE : 2018-02-28
Region 2 & String NHBH , AEORFTEERLSEL,
AutoRepurchaseRenewSwitch & & Uint64  BEsNWASTERIEFEENEEER 2HA0 ,0%F, 1775
AutoRepurchaseSwitch = = Uinte4 — Bt/ SEATTFX E0A 1, 0K, 175
HBEIIMATT AL,
ProtectType = & String DNERA#F#EL < br>PROVERSION_POSTPAY TlhR-1% 8112 <br>PROVERSION_PREPAY &
A hR-EEE B <br>FLAGSHIP_PREPAY [EflR-BEE 8
Status 2 & String BEBETFREKD. <br><li>CLOSE : %#</li> <br> <li>OPEN : $JFF</li>
A g
3. s
SHER il A
Requestld String W—iEX ID , 8XEKRESIRE]., EARAEERHZRIEKA Requestld,
HxE3
4. 3eiRh5
LA T 5O S B IERXAEIRD , BfbERISEN A R,

FRIRED

InternalError
InvalidParameterInvalidFormat
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

6352 1 H#595m
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O BASTCE

R ESE

EILEFATE: 2024-10-18 10:38:44

1. #OfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
REPO-FINEE RN EEEE2E
EOANEZOIBRIREIRS : 200%/70,

EOEFAE : 2022-05-27 11:43:44,

EOBEIRESE EN,

2. ANSE

FNZzE (CWP)

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SHBIR Bik  FIFNULL ESis fid
Action 2 5 String NH2%, AZEOBYE : ModifyLicenseBinds
Version = = String NHEBE , AEOBYE : 2018-02-28
Region = a String AHBY , AEOFFEEBISH,
IsAll & a Bool RS (SRR T LRI S o BT, 2RSS EENT)
LicenseType 2 & Uint64 RANRE
QuuidList = B Array of String FEEGERINNZEquuidFIER, HsAll = false FIE 2 RIRIZSE. HAIKE=2000
Resourceld = = String HIRID
3. S
SHEWR ESidl A
Taskld Uint64 {E53ID
Requestld String W—iEK ID , ®XIEKEBSIRE], ERITMANFEEREZRIEK Requestld,

4. (EIRES

PUMRFIH T 12O SSIBIERRA0EIRIS | EthERIDF I A EIRE

fRIRIG
InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue

WS : BRmEmEX

U=}
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O BASTCE

R SRR

BRITEFATE: 2024-10-18 10:38:44

1. EgOEis

EOEkiER © cwp.api3.finance.cloud.tencent.com,
REFO-FINEE WEMEH BRSNS
BOMZERIEIRE) © 200%/%0,

FOEHATE : 2022-05-27 11:43:31,

EOBIOEE &N,

2. NS

FHZE (CWP)

UIFBERSEFIRNGIE T EOBRSERESOAHSE |, REAHSHPIRD A LS RS,
SHETR WhiskE FREFNULL ESicl ik
Action =2 & String NHBE , AEOBYE : ModifyLicenseUnBinds
Version 2 & String AHSE, AEORE : 2018-02-28
Region 2 & String AHESY, FEOATEEBISH,
IsAll & & Bool BRI (H ST LR T o] ST, SR SwEENTD)
) IBESIMATIL,
IsShrink = = Bool
s>nrn = = °° EEEHRES MEBARIRL NS TE
LicenseType 2 5 Uint64 e
QuuidList &= & Array of String HELPEAINLESquuidFIFE, HIsAll = false BfIE ;22 BBEIZE L. <br>EHAKE=100
Resourceld 2 & String ZIRID
A s
3. S
SHETR ESicl R
ErrMsg LicenseUnBindRsp REMREPEMINABZE.
Requestld String W—iEk ID , ®XIEKESIRE], EAIUMNFEEREZRIEKE Requestld,
_-ti\
4. %EIBI:IEEE.,J

PUTMMRFH T 1RO SSIBIERXA0ERND | EthERISFE AT IR,

FHIRAD
InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue

WRFRE - BRmERMEX

%6354 1 H595m

\|



O BASTCE iz (CWP)

FRIRMG R

FailedOperation

iR

WS : BRmEmEX 28355 @ #595;

\|



O BASTCE 4z (CWP)
v A
1. #Z0OkA
EOiEkEA . cwp.api3.finance.cloud.tencent.com,
ST B RiE
BN IS RITERIR S : 200%/70,
EOEFATE : 2022-05-27 11:37:33,
BEOREIOEE XN,
A g
2. WMASE
UIFERSEFIRNGIE T EOBRSEMESLAHESE |, REAHSHPIRD A TS RSE,
SHER D%vi FBEFNULL E-Sit) A
Action =3 & String AHBE, AEORE : ModifyOrderAttribute
Version 2 S String NHEBE , AEOBYE : 2018-02-28
Region 2 = String AHBH , AEORFEEBISH,
AttrName 2 S String AIYRENEMRTR  HEsdFNE: alias BRAIE
AttrValue = = String BMHE
LicenseType = = Uint64 SRR 0 BlR-1%Eit#:, 15 R-BFE8 | 2 EMiR-SF88
Resourceld 2 FiS String ZiIRID
A s
3. S
SHER ESil A
Requestld String H—iEK ID , BRIERESIRE, TR HEE=RHZRIERE Requestld,
it\
4. s5iRS
PARBI T 8O S IERXAEIRD | BERGIFE N A HEIRD
=) A
InternalError
InvalidParameter.MissingParameter
ResourceNotFound
InvalidParameter
InvalidParameterValue
FailedOperation
WRIFRA : Bl emEX 5356 T #5951



O BASTCE

BENEERE

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
EREERE

BUAZEOERITERIRE] © 200%/%5,

EOEFRASE : 2022-12-23 11:48:21,

EOBEIRESE EN,

2. NS

IUTFERSHGIRGIH T HOBERSENBO LS, TBLOHSHGIERIL

SHBIR Wik FEYFNULL ESid
Action — & String
Version 2 = String
Region 2 & String
WarningObjects = S
A s

3. FitHEE
SHER ESid Tk
Requestld String

4. EIRAY

PUTMMRFIH T 1RO SSIBIERXA0ERND | EtbERISFE AR,

U=}

iRt
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
MissingParameter
InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX

Array of WarningObject

FNZzE (CWP)

HiERSH.
R
AHSE, AMEOBYE : ModifyWarningSetting

NHSE, AEOBYE : 2018-02-28

RHEBH, FEOFFTEERLSH.

E—ER ID , ®RIERERE, EUDREHERAZKXIZRAY Requestld,

%357

\|
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O BASTCE

FrreEExEn
ENE = 2 i

SRS E: 2024-10-18 10:38:44

1. B

EOEKES ;. cwp.api3.finance.cloud.tencent.com,
A0 ( DeleteMachine ) A FHERRE i,

BRI CIERINEIRE] © 200%/%,

$EOEFRASE : 2022-05-26 17:06:53,

FEOBHOEE N,

2. NSEY

TFERSHGIRNGIH T ZOBERSEIRD ALY, REAHSHGIRDAHISERSY

SHER DA FEYFNULL ESid] A

Action 2 = String AHSH , AEORYE : DeleteMachine
Version 2 & String NHSE, AEORYE : 2018-02-28
Region = B String AHEH, MEOLFEEBRLSE,
Uuid = B String =EEFiRUUId,

3. FitHE4]

SEETR e Sl A
Requestld String HE—iEK ID , 8REREIRE], EFARAFHEREIZXIERKA Requestld,

4. FEIRAY

PUMMEIH 73O SSBEERAEIRT , BtERDF N AR

U]

FRIRIG

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
InvalidParameterlllegalRequest
FailedOperation.MachineDelete
InternalError.MainDBFail

FailedOperation.APIServerFail

WS : BRmEmEX

FNZzE (CWP)

%358

\|

£595m



O BASTCE iz (CWP)

RS A
InvalidParameterValue

FailedOperation

MPRARSS RR R ERAYAREE

EITEFAYE: 2024-10-18 10:38:44

WS : BRmEmEX $8359 T #595]

\|



O BASTCE 4z (CWP)
1. ZE=OFEmAR
EOiEkEA . cwp.api3.finance.cloud.tencent.com,
HHIPRARSS 2R REARITRES
BOAREOIERITRIRS) : 200R/%5,
EOEFAE : 2022-05-20 15:13:13,
BRI E N,
A M2,
2. NS
TFERSEGIRGIE T EOEKRSEFRBO AHESE , RBEAHSEGIRNAHLERSE,
SHER Wi FBFNULL ESidl 7%
Action = & String AHSE, AEORYE : DeleteMachineTag
Version 2 & String AHSE, ANZOEYE : 2018-02-28
Region p= B String AHSH, MEOLFEEGRLSEH,
Rid = &= Uint64 KEXHIAREID
3. iS4
SEER E3id) b0
Requestld String H—iEX ID , XIEKESIRE]., BRI EEREIZRIERR Requestld
4. $EIRRG
ARG T O 5B ERAIERED , BRI AR,
FRI=tG T

InternalError
InvalidParameter.MissingParameter
MissingParameter
ResourceNotFound
InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX

26360 @

#5953



O BASTCE

MPRIREE

BILEFATE: 2024-10-18 10:38:44

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,

HHpRIRES
BRAEOISRIRERRS] : 200R/%0,
$EOEEATE : 2022-05-20 15:13:13,

EOBRIOEE NEN,

2. NS

IUFERSHGIRGIH T ZOERSEE D 25t

SHER WAl
Action —
Version =
Region =
Ids =

3. S

SHER ESid]
Requestld String

4. EIRAY

PUTMMRFIH T 1RO SSIBIERXA0ERND | EtbERISFE AR,

HiRhD
InternalError
InvalidParameter.ParsingError
MissingParameter
ResourceNotFound

FailedOperation

WS : BRmEmEX

FFNULL

iy

iy

iy

E—EKID , &

%

\

String
String
String

Array of Uint64

U=}

N

NHESE, AEOBYE : 2018-02-28

N

AHSH , FEOFFEREBLSH.

FREEID (A100 %)

RERME, ENRREERGZXIERE Requestld,

FNZzE (CWP)

%361 ™

\|
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O BASTCE

SRENIK S Se11512R 40

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

A%£0 (DescribeAccountStatistics) FAFRENKSFitFIREIE.
EOANEZOIBRIREIRS : 200%/70,

EOEFRAIE : 2022-05-20 15:13:13,

EOBEIRESE EN,

2. ANSE

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

FNZzE (CWP)

SHER DA FEEFNULL A A
Action =2 & String nHE2# , ANZOEYE : DescribeAccountStatistics
Version = = String NHEBE , AEOBYE : 2018-02-28
Region 2 e String AHBH , MEORZEEBLSE,
Filters & &= Array of Filter TiEsE. <br><li>Username - String - E&WE : & - IKERAFP&</li>
Limit S 5 Uint64 REEE |, BIAN10 , AEH100,
Offset S a Uint64 fREE  BAA0,
3. S
SHER ESid) ik
AccountStatistics AccountStatistics ST,
TotalCount Uint64 KSHITFIRCREEL.
Requestld String KE—iEK ID , §REKRESRE. EUREREREIZRIERE Requestld,

4. EIRIS
AT GUH T O SSBIERRA0ERTD , EftbiERIGIFE N AR,
HIRAD
InternalError
InvalidParameter.ParsingError
InvalidParameterInvalidFormat
MissingParameter
InvalidParameterlllegalRequest
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

%362

\|
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O BASTCE

BNy

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,

ERR YR
BRAEOISRIRERRS : 200R/%0,
O A : 2022-09-28 15:55:30,

EOBEIRESE EN,

2. NS

IIFERSHGIRGIH T ZROBERSENRO 2HEH  mBAHSHGIRDAERS,

BEER A FBIEFNULL St
Action = & String
Version 2 a String
Region £ a String
By = = String

. Array of
== =
Filters = = AssetFilters
imt & & Uint64
Offset & a Uint64
Order & a String
Quuid = & String
~ g

3. s
SHER eSS
Apps AssetAppBaselnfo
Total Uint64
Requestld String

4. (EIRS

UMMNEIH 7O SSSEERAEIRT , BRI N ARG,

$EIRIG
InternalError

InvalidParameter.ParsingError

WRFRE - BRmERMEX

2%, ANEOEYE : DescribeAssetApplList

~HSE, AEOBYE : 2018-02-28

\

HEH  FROLFEEGBLSHL.

>

HEFEAR © [FirstTime|ProcessCount]

FHZE (CWP)

TESAE., <br><li>AppName- string - 25048 : & - AR EZR </li> <br> <li>IpOrAlias - String - &%
i & - ElipEiBIETHiE</li> <br><li>Type - int - 2BWE © & - 2280 (Winux<br>0: £5<br>1: iz4E
<br>2 : #iEEE<br>3 : g <br>4 : AIEERA<br>5 : RFLEKI<br>6 : RFER A <br>7 : WEBIRSS <br>99:E
ftB</li><br><li>OsType - uint64 - EEMIE : & - windows/linux</li> <br> <li>Os -String 2EME: & - 2

YEZ4:( DescribeMachineOsList 1521 {& ) </li>
FERERIEE  BIAN10 , BAMEH100
fRE , BIAA0,

HFE75E0 , ascH Bl desclg

EEEQuUIdENIES

fiwk
RIFEIER

BEE

E—ERID , ®XEIESRE., EREERAZXIERAI Requestld,

U=}

%363

\|
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O BASTCE iz (CWP)

FHIRED Tk
InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

ResourceNotFound

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 28364 TW #595]

\|



O BASTCE

SREER - RERHAES SR

BRITEFATE: 2024-10-18 10:38:44

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
SREER (M RERIHTED 2=

BOMZCERINEIRE) © 200%/%0,

O EFHATIE : 2022-09-28 15:55:30,

BEOBFREE NN,
2. MASE
LIMERSHGIRIIE T ROBRSHFRO NS,
SHER Witk FB¥FNULL
Action = &
Version 2 =
Region = =
Limit S S
Name = S
Offset = =)
Quuid = =
Uuid = =

3. S

BEER el
Process AssetAppProcessinfo
Total Uint64

Requestld String

4. EiRMY

PUMMRFIE T O SSIBIERRAEIRNG , BRI N A HEIRT.

FHIRAD
InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FHZE (CWP)
FTENHBHGIRNATIERSH,
ESidl i
String NS, AEOBYE : DescribeAssetAppProcessList
String NHSE, AEORE : 2018-02-28
String AHESH, FEOATEEBISH,
Uint64 FEREMEE |, BOAN10 , mAEH100
String App&
Uint64 fRIEE , BAZ0.
String FH1Quuid
String F#Uuid
R
prigEdlE S
W—iERK ID , ®XEREPLIRE. ENDRSHEERMEZXIEK Requestld,
3
ik
%365 Tn #5950



O BASTCE

SREN IR RIS

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

HEOERIES : cwp.api3.finance.cloud.tencent.com,
IRENIZIERIEE
BRAEOISRIRERRS : 200%/%0,

O A : 2022-09-28 15:55:30,

ORI B NS,
A s
2. MASE
IFERSEGIRGIE T EOBSRESEMESBO AHSE |, TEARSHFIRI A LEREL
SEETR WA FBUFNULL St b
Action 2 S String NS, AEOBYE : DescribeAssetCoreModulelnfo
Version E & String AHEHSE, AEORYE : 2018-02-28
Region = = String AHSH , AEOLTEERISEH,
d = S String PIZIELRID
Quuid — & String fR55-28Quuid
Uuid = & String BR%28Uuid
A p
3. WtHE
SHER il A
Module AssetCoreModuleDetail RIZAEREE
Requestld String W—iEK ID , ®RIEKREPSIRE., EAIMAHEEREIZRIEKAY Requestld,
ﬁ\
4, I'EEI'L?:IE
LA T 2O SBIERXAEIRD , EibEREEFE N A SR,
FEIRED HhA

InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FHZE (CWP)

%6366 T

#5953



O BASTCE 122 (CWP)

ENR- SR NZIERSER

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
BRR-SEARERTIER

BOMZOERIEIRE) © 200%/%,

O EFHATIE : 2022-09-28 15:55:30,

EOBRIOEE NEN,

2. NS

LITERSHGIRGIE T EOBKRSHIH D A LS, RERAHSHGIRIA SRS,
SHER % RIFNULL KR R
Action =2 5 String nHE2# , NZOEYE : DescribeAssetCoreModulelList
Version 2 & String AHESE, AEORYE : 2018-02-28
Region = B String AHEBY , MEORFEEBLSEH,
By a B String HEFFIKIE[Size|FirstTime|ProcessCount|ModuleCount]
Filters = = Array 9f &M, <br> <I.i>IpOrAIi.as - String - ERNE: B - I$J'Lip§3?,%ﬂ§ff;’ﬁi§j</li> <br><li>Name- string - &
AssetFilters W & - B8 </li><br><li>User- string - E8W%1E : & - BP</li>
Limit = a Uint64 FTERERIEE | BUAB10 , &AEHN1L00
Offset B a Uint64 REE  BAA0,
Order a S String HEF ST | ascFtfe Bk descigfn
Quuid &5 &= String fR5588Quuid
Uuid = & String fR$5&8Uuid
3. IS4
SEER ESis] fk
Modules AssetCoreModuleBaselnfo iiES
Total Uint64 ISt
Requestld String H—EK ID , BRIEKREPSIRE], FENIARRATHRERAZRIERE Requestld,

4. $EiRAY

PUMMMFIH T O S3BEERAEIRN , BRI ARG,

U]

fRIRIG 1%
InternalError
InvalidParameter.ParsingError

InvalidParameter.MissingParameter

WS : BRmEmEX 28367 T #595]

\|



O BASTCE iz (CWP)

RS Tk
InvalidParameterInvalidFormat

MissingParameter

ResourceNotFound

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 25368 TW 595

\|



O BASTCE

R B IREIREEFE

BRITEFATE: 2024-10-18 10:38:44

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
R SRS
BOAREOIBRITRRS) : 200R/%5,

RO FRATE : 2022-09-28 15:55:30,

OIS ER,
2. MNSH
LIMERSHGIRIIE T ROBRSHFRO NS,
SHEWR Wik FEYFNULL
Action = &
Version = =
Region = a
Id = a
Quuid 1 ES
Uuid = =

3. FitH24g

BHETR el
Database AssetDatabaseDetail
Requestld String
H 2
4. %EIBEﬁE_'I

PUTMRFIH T 1A SSIZIERXA0ERN , EthERIFE AR,

fRIRMG
InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

RE ik
String NHESE , AEOBYE : DescribeAssetDatabaselnfo
String NHSH, AEOBYE : 2018-02-28
String NESY , FEOTFEECBISH,
String FHUREEID
String BR$328Quuid
String fRg5E8Uuid
Tk
b GEERE S

W—EK D , BXERERE., ETRITEEREEZRIERAT Requestld,

U=}

FNZzE (CWP)

%6369

\|
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O BASTCE

BRI EEUEEY IR

BRITEFATE: 2024-10-18 10:38:44

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
AR EIBRIRESIE

EONEZOIBRIREIRS]  200%/7D,

$EOSEFAE : 2022-09-28 15:55:30,

BOBEIOS S L,

2. NS

FNZzE (CWP)

IIFERSHGIRGIH T ZROBERSERDO HEH | RBAHSHGIRDATERS,

SEEFR ik RIFNULL HR
Action = = String
Version 2 = String
Region = & String
By = £ String
Filters & S Array of

AssetFilters

Limit a a Uint64
Offset & &= Uint64
Order & & String
Quuid S & String

3. BitHE4g

SHER el

Databases AssetDatabaseBaselnfo
Total Uint64

Requestld String

4. EiRAY

PIMRFIH T 12O SSIBIERXA0ERN | EthERIFE AR,

i)
InternalError

InvalidParameter.ParsingError

WRFRE - BRmERMEX

R
NS, AEEOBYE : DescribeAssetDatabaselist

NHEHSE, AEOBYE : 2018-02-28

N

NHBE , AEOATEERLSH,

HEFEA, @ [FirstTime]

iSE&M. <br><li>IpOrAlias - String - 2&®E : & - ElipaBI&THIE</li> <br><li>User- string - 2&WIE

BEME : 5 - 48FIP</li> <br><li>Port - Int - 2FME : & - i </li><br><li>Name - Int - 2E%IE : & -
<br>1:MySQL<br>2:Redis<br>3:Oracle<br>4:MongoDB <br>5:MemCache <br>6:PostgreSQL<br>7:HBase «
<br><li>Proto - String - E&MIE : & - #1MY : 1:.TCP, 2:UDP, 3:5k40</li> <br><li>OsType - String - EFWIE :

<li>Os -String 2EMIE: 7 - #BEZRS( DescribeMachineOsList £ {& ) </li>

FHREMEE  BARL0 , HKEH1L00

REE  BAA0,

HEAE | ascFHE B deschERr

EEEQuUIdENIES

KIS
REE

E—ERID , ®RIEFRERE., EUDEAHERAZXIFERA Requestld,

U=}

6370 T H595ma

\|



O BASTCE iz (CWP)

RS )
InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

ResourceNotFound

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 28371 T #595]

\|



O BASTCE 122 (CWP)

SRINENATERIRHE

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
REEN A SIRSE

BOMZOERIEIRE) © 200%/%,

BEEOEHASE : 2022-09-28 15:55:30,

EOBRIOEE NEN,

2. NS

IIFERSHGIRGIH T ROBRSETDO 2HEH | mBAHSHGIRDATERS,

SHEWR Wik FEFNULL ESidl A

Action =2 & String NS, AEOBYE : DescribeAssetHostTotalCount
Version 2 & String NS, AEOEYE : 2018-02-28

Region 2 & String AHSE , NMEORTEEBUL S,

Quuid =2 B String F#H1Quuid

Uuid 2 & String FAHUuid

3. mHSE

SHER Sl A
BINFIREE <br>system : &Rz <br>account: S <br>port: %[ <br>process: #i2 <br>app: MK <br>database:#dE
Types AssetKeyVal  EE<br>webapp: WebzF§ <br>webframe: WebiE2Z2 <br>webservice: WebfR%3 <br>weblocation: Webifiga <br>systempackage:
R dE@ <br>jar: jar@ <br>initservice: BEIRSS <br>env: SREZEE <br>coremodule: PIiZiELR

Requestld  String —iEK ID , ®RIEKEPSIRE, EIAIMAFEEREZRIEKE Requestld,

4. EIRAY
UG T O SSBIERRAERID , EfthSERIGIF N2 H5IRD,
HIRY A
InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WIS : B emEX 6372 T H595m

\|



O BASTCE 122 (CWP)

SRENR 2N EHR

BRITEFATE: 2024-10-18 10:38:44

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,

SRENESH0E © ENE. IS InOE. HIEE. WAL BUEREEL. WebRIFEL. WebiEZE%). WebfRS35%1. Weblfim#l
BOMZCERINEIRE) © 200%/%0,

FEOEFHATIE : 2022-09-28 15:54:33,

BEOBFREE NN,
2. NS
LITERSHGIRGIE T EOBKRSHIH D A LS, RERAHSHGIRIA SRS,
SHER WhI%E FBEFNULL ESidl faEk
Action = S String NHEHSE , AEOBYE : DescribeAssetinfo
Version =z B String AHBE, AEORE : 2018-02-28
Region 2 B String AHBH , FEORFTEEBISH,
3. S
SHBR eSit) fEk
AccountCount Uint64 TS
AccountNewCount Int64 iS= RO =]
DatabaseCount Uint64 HREEEL
DatabaseNewCount Int64 HURES BE
MachineCount Uint64 FHNE
MachineNewCount Int64 ENSBEFIL
PortCount Uint64 i G-
PortNewCount Int64 b mECH = Fetyi
ProcessCount Uint64 BHEEL
ProcessNewCount Int64 BHES AL
SoftwareCount Uint64 LI
SoftwareNewCount Int64 RS HE
WebAppCount Uint64 WebRZFE21
WebAppNewCount Int64 WebR A4 B#iE
WebFrameCount Uint64 WebiE2881
WebFrameNewCount Int64 WebHEZR4 B
WebLocationCount Uint64 Webih sz
WebLocationNewCount Int64 Webiitisi4 B

WIS : B emEX 6373 T H595m

\|



O BASTCE iz (CWP)

SHER ESidl fEk

WebServiceCount Uint64 WebfR55%1

WebServiceNewCount Int64 WebfR55<4 B #ig

Requestld String W—EKID , ®XERERE., EJENTEEREEZRIBERAT Requestld,

4. $EiRMY

PUMMFIH T OLSSSEERAEIRN , BRI ARG,

U]

fRIRMG )%
InternalError

MissingParameter

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 28374 TW #5951

\|



O BASTCE 122 (CWP)

ERR e EERSYIR

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
BRR-ESEENIRSIER

BOMZOERIEIRE) © 200%/%,

BEEOEHASE : 2022-09-28 15:55:30,

ORI B NS,
A s
2. MASE
UFERSEFIRGIE T EOBSRKSEMED AHLSE |, REAHSHPIRDALERSL,
SEER ik SRIFNULL R b
Action =2 5 String 2%, ANZEOEYE : DescribeAssetlnitServiceList
Version E B String NHBE, AEORE : 2018-02-28
Region 2 & String NHEHSH , KEORTEERLLSEH,
By = & String HEFR7A © [FirstTime]

ESA. <br><li>IpOrAlias - String - 2EWE : & - EHlipakal& sk </li> <br> <li>Name- string -
W F - B&</li> <br><li>User- string - 28%4E : & - P </li><br><li>Status- string - E50E : &
Array of - BABRIRS - OREH , 12H Xlinux</li><br> <li>Type- string - EBWE : & - 28 R (Y
AssetFilters  windows : <br>1:4538% <br> 2:IEfH 4 <br> 3:/EZIRMHE <br> 44555015 <br> 5:.LSAIR(HE
<br>6:KnownDLLs <br>7:E&147 < br>8:WMI<br> 9:1+%IHESS <br> 10:Winsocki2 (it <br> 11:FTENLA15sE
<br>12:&EEEEE <br> 13 IKFNIRS <br>14:FF </li>

Filters S B

Limit & & Uint64 FERERIEE , BUARL0 , HKAEHL00
Offset = & Uint64 = , A0,
Order a B String HEF ST | ascFtfe 8k descigfn
Quuid & = String fR5585Quuid
Uuid 5 5 String IRS3E8Uuid

A p

3. mHSE
SEAR ESit) g
Services AssetlInitServiceBaselnfo e
Total Uint64 BEE
Requestld String W—iEK ID , ®RIEKEPSIRE, EIAMAFEEREZRIEK Requestld,
H 2
%EIBE

UM T O SSIBIERXANEIRIS , BEERFEIAHEIRE.
FEIRED A

InternalError

WRFRE - BRmERMEX 28375 70 #5953,



O BASTCE iz (CWP)

FRIRIG 1%
InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

ResourceNotFound

WS : BRmEmEX 28376 TW #595]
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O BASTCE

SREJar&iF(5

BRITEFATE: 2024-10-18 10:38:44

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
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IIFERSHGIRGIH T ZROBERSERDO HEH | RBAHSHGIRDATERS,

SHER WAL FBEFNULL ESidl A

Action = & String AHBE, NEORE : DescribeAssetJarlnfo
Version 2 & String AHSH, AEOEYE : 2018-02-28

Region £ B String AHBH , MEOFTEEBI S,

Id =2 S String Jar&ID

Quuid =2 &5 String AR5528Quuid

Uuid = = String PR55E8Uuid

3. FitH24g

SHER ESidl R
Jar AssetJarDetail Jar@i¥fE
Requestld String

4. (EIRES

PUTMRFIH T 1A SSIZIERXA0ERN , EthERIFE AR,

U=}

fRIRIG
InternalError
MissingParameter
InvalidParameter

InvalidParameterValue
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$EOSEFAE : 2022-09-28 15:55:30,

OIS E X EN,
2. MANSH
LITERSHGIRGIE T EOBKRSHIH D A LS, RERAHSHGIRIA SRS,
SHER % RIFNULL KR R
Action =2 5 String 2%, NZOEYE : DescribeAsset)arList
Version 2 & String AHESE, AEORYE : 2018-02-28
Region B B String AHBY , MEORFEEBLSE,
By & = String HEFEA, @ [FirstTime]
. Array of 1iEgE. <br><li>IpOrAlias - String - 2&WIE : Effmpjz;ﬂ%j?ﬁ;_qlw <br><li>Name- string -
Filters = & AssetFilters WA & - B8 </li> <br><li>Type- umt %ézia - KA <br>1: }"'Fﬁ&}%<br>2 : %éﬁ*}?{:<br>3
WebfREZBEHE<br>4: Eﬂiﬂ,ﬁ@ﬁ@x/l»<br><||>Status string - 2EME : & - 2REHIT ¢ L 12</li>
Limit = a Uint64 FERENHE , BIABS10 , ZXEH100
Offset ey B Uint64 fRHeE , BUARA0,
Order & a String HEF ST | ascFtfe 5k desci#f
Quuid & S String fR5588Quuid
Uuid FiS & String fRS388Uuid
3. B
SHER ESid] fk
Jars AssetJarBaselnfo RIFRFIR
Total Uint64 REE
Requestld String BE—iEK D , BREREPSIRE. ERDMEIHEERAEZRIERAT Requestld,

4. $ERAG
LA T 2O SBIERXAEIRD , EfbaREFE N A SR,

iEllBE }ﬁiiﬁ
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InvalidParameter.ParsingError
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OIS E EN,
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2. NS
LITERSHGIRNGIE TEOBKRSHIH D AHEH | RERAHSHGIRNAHIERKSEH,
SHER Wik FBFNULL
Action — =
Version =2 &
Region 2 a
Quuid — &
Uuid — =

3. mHSE

SEER il
MachineDetail AssetMachineDetail

Requestld String

HIRAS
PUMMMFIH T OS5 SEERAEIRT | BRI
IR
InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

ESidl 1290

String NS, AEEOBYE : DescribeAssetMachineDetail
tring NS, FEORYE @ 2018-02-28

String AHBY, NEORFRERILSH.

String fR55288Quuid
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SHEWR Wk RFENULL KR8

Action = = String

Version 2 B String

Region 2 S String

By = & String
Array

Filters & a of
Filter

Limit S S Uint64

Offset & a Uint64

Order & S String

A e
3. WS

SHER RE

Machines AssetMachineBaselnfo

Total Uint64

Requestld String

4. FEIRAY
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I

Jus
N

ZAEOHYE : DescribeAssetMachineList

2450
NS, AEOEE @ 2018-02-28

I

I

YHEH, KEOAZTEERLSE,

alisEHERR[FirstTime|PartitionCount]

iTiEEA. <br><li>IpOrAlias - String - 2BWE © & - FEHlipakBl&TFiE</li> <br> <li>OsType - String - &%
IH : & - windowsaglinux</li> <br> <I|>CpuLoad Int ERWE : & - <br>0: K50 1 (Kfagi<br>2: thfaz 3. 5
faEk</li> <br><li>DiskLoad - Int - EBWMIE : & - <br>0: 0%akzk%0 1: 0% ~ 20%<br>2: 20% ~ 50% 3: 50% ~
80%<br>4: 80% ~ 100%</li> <br> <|i>MemLoad -Int - EBWE : & - <br>0: 0%aR50 1: 0% ~ 20%<br>2:
20% ~50% 3: 50% ~ 80%<br>4: 80% ~ 100%</li> <br> <li>Quuid : F#1Quuid </li> <br> <li>Os -String &%
B B - BIERS( DescribeMachineOsList 31 18 ) </li>

FEERERESE , AN, HAEH100
RIEE , BIANO0.,
HF AL ascHHF 5% descl&RF

1%
iERFIE
R

HE—iEK ID , ®RIEKRERIRE]. EIRATHEEREIZRIERE Requestld,

PUMMNFIH T O S3SEERAEIRNT , BRI ARG,

RS
InternalError
InvalidParameter.MissingParameter
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IFERSHGIRNGIH T EZOBERSEHSO NHESH , RBAHSHGIRDAERSH,

SEER ik SFENULL KB ik
Action =2 = String NHSE, AEOBYE : DescribeAssetPlanTaskList
Version £ B String NHSE, AEOBYE : 2018-02-28
Region = a String NHBY , MEOFFEGBUSH,
By & S String HEFE AR, : [FirstTime]
Filters = = Array gf B <br>.<li>IpOr/§|ias - Strir}g -EENE B - E’fﬂipéﬁ%ﬂ%ﬁiﬁdlb<br><|i>US§r- string - &%
AssetFilters & : & - AP </li> <br><li>Status- int - E8%E : & - WABBRES : OREA , 128 </li>
Limit & B Uint64 TEREREE , BIABR10, HAEHL00
Offset B S Uint64 REE  BIAA0,
Order 5 & String HEFEAT, . ascHE 8y descfgE
Quuid & & String BR5588Quuid
Uuid B B String fRs5 28 Uuid
3. S
SHER KA R
Tasks AssetPlanTask VIS
Total Uint64 BHE
Requestld String W—iEK ID , 8XEKESIRE]., ERAFEEREZXIEKA Requestld,

4. ERD
PUMMRFIH T3 O SSIBIERRA0ERND | EtERISFE AR,

RS i
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InvalidParameter.ParsingError
InvalidParameter.MissingParameter
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ResourceNotFound
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UTBREEFIRBIL T EOBREEARS A, TRARSEGIRN RS,

SHEWR Wk RPFENULL R s

Action = B String AHBE, ANEORYE : DescribeAssetPortInfolist

Version 2 & String NHESE, AEOHYE : 2018-02-28

Region 2 S String AHBH , MEORTEERBI S,

By = = String HEFE A @ [FirstTime|StartTime]
IdiESA, <br><li>Port - uint64 - 2EE 1 7 - ik </li><br><li>Ip - String - 2BXIE : & - 45EIP</li>
<br> <li>ProcessName - String - E""M\iﬁ 5 "'Uﬁiﬁfi</li> <br><li>Pid - uint64 E”‘Miﬁ % - PID</li>

Array <br><li>User - String - RAWE : & - iz{7HF </li> <br> <li>Group - String - E&WM%IE : & - fREAFPA</li>
Filters & B of <br><li>Ppid - uint64 - EFWIE : & - PPID</li> <br> <li>Proto - string - 2&W \iE 1 & - tep/udpER” (BERTEH
Filter TEERAMRE) </li> <br> <li>OsType - uint64 - 2EMIE : & - windows/linux</li><br> <li>RunTimeStart -

String - 2BWE : & - iIE{TFFARIEI</li> <br> <li>RunTimeEnd - String - 2&WE : & - i5/T455ATE</li> <br>
<li>Os -String 2EWE: & - BIERSF( DescribeMachineOsList 0 8 ) </li>

Limit & & Uinte4  FEREIRVEE , BOAR10 , &AES100

Offset & & Uinte4  {REEE , BIAAO,

Order & & String HEFEA | ascHHF B¢ descf&fE

Quuid = a String BIFEEQuUIdENAYER

A sz
3. s

BB &S] A

Ports AssetPortBaselnfo HE

Total Uint64 ICREEL

Requestld String H—EK ID , ®REKREPSIRE, EfIEMATHEEREZRIEKAY Requestld,
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BURRBI T LSS BB AT |, EULHRIBRE I/ 00,

IR A
InternalError

InvalidParameter.MissingParameter

MissingParameter
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BRI S S R,

2. NS

IFERSHGIRNGIH T EZOBERSEHSO NHESH , RBAHSHGIRDAERSH,

SHEWR Wk RPFENULL R

Action = & String
Version 2 &= String
Region = £ String
By = = String
Array
Filters & S of
Filter
Limit = = Uint64
Offset = a Uint64
Order & & String
Quuid & S String

3. S

SHER ESitl

Process AssetProcessBaselnfo
Total Uint64

Requestld String

4. FEIRMY

s

ANHSE, AEOBYE : DescribeAssetProcessInfolist

N

NHS%, AEOEYE : 2018-02-28

HBY AROFFEEGBULUSH.

5

HERF7TE © [FirstTime|StartTime]

iEE4. <br><li>IpOrAlias - String - AWE : & - FHlipakBl& L </li> <br> <li>Name - String - &4

H:E J&fz%</ll><br><l|>User-Strlng 25 ztE 7 - BEERER</li> <br> <li>Group - Strlng Ez:%ig
& - HREAEPHE</li> <br><li>Pid - uint64 - E'KMiE - HFEID</li> <br> <li>Ppid - uint64 - EFWIE : 5 -
RHFEID</li> <br> <li>OsType - uint64 - EFEWMIE : W|ndows/I|nux</I|> <br><li>Status - strmg 25

1 & - IR <br> LR AH1fT<br>2:S _JEPIiE<br>3.D AEJrhlif <br>4:T EIEREHIRERRES <br>5:Z EFIK

B<br>6:X BHREHE </li> <br><li>RunTimeStart - String - E&WE 1 & - J:?-__raiF!z“Hj|‘Eﬂ</li><br>
<I|>RunT|meEnd String - 2BWIE | B - IB1TERAYE </li> <br> <li>InstallByPackage - uint64 -

BWIE A -

BERELE 08, 12</li><br><li>0s -String EFME: 7 - BIEZRS( DescribeMachineOsList I‘%EI & )</I|>

FEREREE  BUAN10 , &ZXEH100
w2 , B0,

HF7E0 | ascFti B¢ desch#fz
EHEEQuUUIdENAIEE

1IBREE]
W—EK ID , ®RIEKRESIRE., EAITEHEEREIZRIEKAY Requestld,

LA T 2O S BIERXAEIRD , EibiaREFE N A SR,

IR
InternalError
InvalidParameter.MissingParameter

MissingParameter
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EOBEI S S L,
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IFERSHGIRMGIH T ZOBERSEHEO NHEH  RBAHSHGIRDATERSL,

SHER WAL FEVFNULL ESis) ik
Action 2 S String NHESH, AEOBYE : DescribeAssetRecentMachinelnfo
Version =2 & String NHSEH, AEOBYE : 2018-02-28
Region 2 & String AHBY , MEORFEEBLSEH,
BeginDate 2 &5 Date FHARTE , @0 : 2020-09-22
EndDate 2 B Date £E5RATE) , 40 2020-09-22
3. MBS
SHER ESidl )
LiveList AssetKeyVal EEHETIER
OfflineList AssetKeyVal HEHEYER
RiskList AssetKeyVal XEEETIZER
TotalList AssetKeyVal REETIFER
Requestld String ME—iEK ID , RIEKEPSIRE., ELIRRRHEEREZRIEKA Requestld,

4. RIS
PUMMRFIH T O SSIBIRRXAEIRNG , BRI A IR,
FHIRED E)a
InternalError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
InvalidParameterlllegalRequest
InvalidParameter.DateRange

UnknownParameter
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e
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Action =2 5 String NH2E, KIZOHBYE : DescribeAssetSystemPackagelist

Version B & String AHSE, AEOBYE : 2018-02-28

Region 2 ) String  AHSBH, AEOAFECRLSE,

By & & String HEF/A =A% © [FistTime|InstallTime: 222508
Array RS, <br><li>Name - String - &M% : & - & & </li> <br><li>StartTime - String - E5ME : 5§ - £%

Filters 5 = of FreaRdiE) </li> <br><li>EndTime - String - 2FWIE : & - LEFFARATIE </li> <br><li>Type - int
Filter LEZHEA : <br>Lirmp<br>2:dpkg<br>3;java<br>4:system</li>

Limit = a Uinte4  FERERIEE  BAA10 , HZXEHL00

Offset ey B Uinte4  {RigE , BARO.,

Order & & String  HEFAT , asc-FHF B desc-PERr. ZRIA : desc-ER

Quuid 2 & String F#H1Quuid

Uuid = &= String FAHUuid

3. B

SHER ESis) g

Packages AssetSystemPackagelnfo FlZ=

Total Uint64 IBREE

Requestld String ME—iEK ID , RIEKEPSIRE., EAIERBEREZRIEKE Requestld,

4. $ERAG
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iEllBE
InternalError
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EOSEFATE : 2022-09-28 15:55:30,

EOBEI S S L,

2. NS

IFERSHGIRMGIH T ZOBERSEHEO NHEH  RBAHSHGIRDATERSL,

SER WAl FEFNULL el A
Action - & String AHBE, AEORE : DescribeAssetUserInfo
Version 2 & String AHSE, AEORYE : 2018-02-28
Region = FS String NHBH , KEOFRFTEERLSEL,
Name 2 = String T
Quuid 2 " String =hRSSEEUUID
Uuid = = String FHZLUUID
3. MBS
SHER ESig) R
User AssetUserDetail FFPHRER
Requestld String H—iEK ID , 8XEKRESIRE], EIHHEEREIZXEKA Requestld,
4. HESH
PATRZIE T O S5 iEERA0ERES |, BRI A EIRE,
HIRAD ik

InternalError
InvalidParameter.MissingParameter

InternalError.MainDBFail
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$EOSEFAE : 2022-09-28 15:55:30,

EOBRIOEE NEN,

2. NS
LUNERSEFIRGH TEOERSEFNHO ALSE , RBAHESHFIRINATLEKSE,

SHEWR s RFENULL KA s
e

Action — & String NHESE, AEOBYE : DescribeAssetUserList

Version 2 & String AHSH, AEORYE : 2018-02-28

Region 2 = String AHSE , NMEORTEEBUL S,

By FS S String AEHERS © [FirstTime|LoginTime|PasswordChangeTime|PasswordDuaTime] <br>PasswordLockDays
i_;‘}‘,-,-\ﬁ: <br><li>IpOrAlias - String - 2AWE : & - EHlipgkdl& sk </li> <br> <li>Name - String - 2844

- AR (ﬁﬁ}jl&ﬁa) </I|><br><||>NameStr|ct String - %'57:' ME & - KPR (FHEIREL ) </li><br>
<I|>U|d uint64 - EBWE : & - Uid</li> <br><li>Guid - uint64 - EH/WIE : & - Guid</li><br>
<Ii>LoginTimeStart - String - 2&WE | & - FHARTE , a0 : 2021-01-11</Ii><br> <li>LoginTimeEnd - String -
EEMNE | 7 - £55ATE , 80 : 2021-01-11</li> <br><li>LoginType - uint64 - 27&W4IE : & - O-FAIER ; 1-Hiy
Arra FkeyER ; 2RATFERER ; 3-701FkeyFIZHS {Xlinux</li> <br> <li>OsType - String - 2548 : & - windows
Filters = = of Y :SZImux</I|><br><||>Status uint6d - 2ENIE : & - WEIRE : 0-2A ; 1-BA</li><br><li>UserType - uint64
= = Filter - BENE A - WEKE  Oi5EAR , BRnERR | 28EREP 12wmdows</ll><br> <li>IsDomain - uint64 -
Eziﬁ & - EEEZHX? 0 A2, 12 Xwindows<br> <I|>IsRoot uint64 - EEMIE : & - 2ERootiR : 0 Z‘
, 182 {2I|nux<br><l|>IsSudo uint64 - EEWE . & - EBSudoffR : 0 72 , 12 Mlinux</li><br>

<I|>IsSshLog|n uint64 - EEWE & - EBsshER . OTE, 12 {2I|nux</l|><br><||>SheIILog|nStatus -
uinted - EENWE : & - E""shell"‘%fi 0AE ; 18 {Rlinux</li> <br> <li>PasswordStatus - uint64 - 2&MIE :
B - BRIRE | 1EE 28051dHA 38U H 4E€ﬁim {Rinux</li><br><li>Os -String 2BXE: 5 - Tﬁ'ﬂ’ﬁ%ﬁ(
DescribeMachineOsList 3 & ) </li>

Limit & ) Uinte4  FERERIEE  BKIAR10 , HZAEH100

Offset i & Uinté4  {@iE= , BARO,

Order S 5 String HEFAR | ascFFF 5k descl&Fe

Quuid FS & String EHEHEEQuUIdENAER

A g
3. S

SHER &3t i

Total Uint64 ICREEL

Users AssetUserBaselnfo KEFE

Requestld String W—iEk ID , ®XRIEKESIRE, EAIUMANFEEREZIRIEKE Requestld,

4. EIRMY

WRFRE - BRmERMEX 25393 11 #595%,



O BASTCE iz (CWP)

PUMMNFIH T O S3SEERAEIRNT | BtERIF ARG,

fu=|

FRIRIG 1%
InternalError

InvalidParameter.ParsingError

InvalidParameter.DateRange

InvalidParameter

InvalidParameterValue

WS : BRmEmEX $5394 TW #595]

\|



O BASTCE 122 (CWP)

IREEF-EEWebM FE%IZ

EITEFTAYE: 2024-10-18 10:38:44

1. gOEA

EOEKES © cwp.api3.finance.cloud.tencent.com,
FREVEF-E 1 Web FA5IZE

EONEZOIBRIREIRS]  200%/7D,

EOSEFATE : 2022-09-28 15:55:30,

BOBEIOS S L,

2. MANSH
TSRS EFIETBIL T EOBREENES AHEH , REARSEFIENAEREH,
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B

&

Action 2 = String NFESE, ANEOEYE : DescribeAssetWebApplList
Version 2 B String NHSH, AEOBYE : 2018-02-28
Region 2 ) String  AHSBH, AEOAFECRLSE,
By S &5 String ali%HERs © [FirstTime|PluginCount]
iR, <br><li>IpOrAlias - String - 2&%E & - EHlipaBI& ik </li> <br> <li>Name - String - 251 : £
Array <br><li>Domain - String - E&WE : & - ihmlg& </li> <br><li>Type - int - EEWE : & - REFEEL : <br>0: 2
Filters & S of <br>1:Tomcat<br>2:Apache<br>3:Nginx<br>4:WebLogic<br>5:Websphere <br>6:JBoss<br>7:Jetty <br>8:IHS <
Filter <br><li>OsType - String - E&ME : & - windows/linux</li> <br> <li>Os -String 2&MIE: 7 - #2ER%( Describ
0 {E)</li>
Limit a a Uinte4  FERERIEE  BAR10 , HAEHL00
Offset = & Uinte4  {RiEE , BIARO0,
Order a a String HEFF T, | ascHHE i desci&fn
Quuid 5 = String ERHEEQUUIdEHIANSR
3. S
SHER ESid) iR
Total Uint64 IBREEL
WebApps AssetWebAppBaselnfo iIES
Requestld String W—iEK ID , ®RIEKEPSIRE, EIIMAFEEREZRIEKE Requestld,

4. EIRAY

PUMMRFH T 1RO SSIBIERRA0EIRND | EthERIFE AT IR,
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EIRAD R
InternalError

InvalidParameter.MissingParameter
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FHZE (CWP)

AHESE, AEORYE : 2018-02-28
AHBH , AEORFEEBI S,
WebRzFID

FEREEHE , BIABN10 , HAEH100
R , BIARO,

F#H1Quuid

F#1Uuid

FEOBRIOE S L,
A e
2. NS
TNERSEHGIRNGIE T EOSKSEFRD AHESEH , RBAHSHGIRDALERSE,
SHER Whise FEFFNULL eSit)
Action = = String
Version =3 a String
Region =3 & String
1d 2 & String
Limit a a Uint64
Offset B B Uint64
Quuid 2 &= String
Uuid — &5 String
A s
3. s
SEER ESit) g
Plugins AssetWebAppPluginInfo MIES
Total Uint64 PEBE
Requestld String

4. FEIRMY
UMM T O SSIBIEREXAEIRNG , BRI A IR,
FEIRAD
InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WRFRE - BRmERMEX

B—iEK D , BRERESIRE. ERDRIEHERAEZRIERA Requestld,

$6397 T H595m

\|



O BASTCE

KBRS IEWebiEZR% 3

BRITEFATE: 2024-10-18 10:38:44

1. EgOEis

EOERES :
IREVRF-ESEWebiE2E5 %
BOMZCERINEIRE) © 200%/%0,

RO FRATE : 2022-09-28 15:55:30,

cwp.api3.finance.cloud.tencent.com,

BB E .
2. MANSH

TR EFIETIIL T EOBREEAERS A, 5
BHEM i AENUL  ER R

NHSE, AEORE

NHSHGIRI

AHS¥, AEOBYE : DescribeAssetWebFramelList

2018-02-28

REBY, MEOFFTEECRLSH.

[FirstTime|JarCount]

<br><li>IpOrAlias - String -
<I|>NameStr|ct String - 2%

IR
SIE 1 & *E%%(F*%IE@E)</I|><br><||>Lang String -

BE A& - IRSBSEEL : <br>0 : 280

FNZzE (CWP)

- FHipak & THE</li> <br><li>Name - Strlng

EEVIE

SR 7
E?Eln%ij

<br> 1:Tomcat<br> 2:Apache<br>3:Nginx<br>4:WebLogic<br>5:Websphere <br>6:JBoss <br>7:WildFly<br>8:Je

<br><li>OsType - String - E&%4E : & - windows/linux</li> <br><li>Os -String EBWE: & - #EZRSF( Describ

Action = = String

Version 2 B String Vi

Region = & String

By B B String  ANEHER -

et

Array

Filters & &= of String -
Filter

Limit a a Uint64

Offset 5 = Uint64

Order S & String

Quuid & & String HiFEE

3. iS4

SHER KA

Total Uint64

WebFrames AssetWebFrameBaselnfo

Requestld String

HixhY

LA T O S ZERXAEIRS |, BAEIRGFEL
i)
InternalError

MissingParameter

WRFRE - BRmERMEX

FEIREAVEE

fRzE | BAA0,

QuuidEHHHSE

\

fik

ICREE

e

EAA10 , H&AEA100

HEFAR | ascHF 5% desciERe

W—EK D , ®REREPSRE., ETRNTEIRAEZRIERAT Requestld,

%398

#5953



O BASTCE iz (CWP)

HiRh A
InvalidParameter

InvalidParameterValue

SEEYWebih s s

EITEFAYE: 2024-10-18 10:38:44

WS : BRmEmEX 8399 T #595]

\|



O BASTCE

1. g

EOEKES © cwp.api3.finance.cloud.tencent.com,
FRERWebiksri¥iE

BOAREOIERITEIRS) : 200R/%5,

EOEFRATE : 2022-09-28 15:55:30,

EMBEINSE L,

2. NS

IFERSHGIRNGIH T EZOBERSEHSO NHESH , RBAHSHGIRDAERSH,

SHER WhIE FE¥FNULL it ik
Action =2 & String NHSE, AEOBYE : DescribeAssetWeblLocationInfo
Version = S String NHEBE, AEOBYE : 2018-02-28
Region = A String RNHBY , MEOFFEGBUSH,
Id = =& String Py te}
Quuid 2 & String fR55E8Quuid
Uuid =2 & String IRSS28Uuid
3. FitHEE
SHBR et (%
WebLocation AssetWeblLocationInfo UERER
Requestld String W—iEK ID , 8REKESIRE]., EBAIHENEEREZRIEKA Requestld,
4. $EIRRG
UG T O SSBIERRAERID , EfthSERIGIF N2 HEIRD,
FHIRED R

InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

%5400 @

\|
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O BASTCE

SEEYWebiih 255136

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

EOEKES
FRENWebiif 513
BUNEOIERIRRIRS : 200%/70,

O A : 2022-09-28 15:55:30,

FHZE (CWP)

cwp.api3.finance.cloud.tencent.com,

IIFERSHGIRGIH T ROBRSETDO 2HEH | mBAHSHGIRDATERS,

OB E NN,
A s
2. MABSEH
SHEWR  WE RYENULL
Action — 5
Version = &=
Region 2 a
By B £

Filters = a5

Limit & &
Offset & &
Order S =
Quuid = =
A g
3. IHSE
SHER i)
Locations
Total Uint64
Requestld String
HxE3
. FEIRAD

PUMMNGIH T O S3SEERAERT , bR

RS

InternalError

WRFRE - BRmERMEX

s
String
String
String

String

Array
of
Filter

Uint64
Uint64
String

String

AssetWebLocationBaselnfo

t5% |, ABEOBYE : DescribeAssetWeblLocationList
PHSH, ANEOEYE : 2018-02-28
NS, MEOFBEERISL,
AJIEHERF © [FirstTime|PathCount]

iTyELE, <br> <Ii>IpOrAIias String BE : & - ENipakBI&FHE</li> <br><li>Name - String - 2RI : 7
<br> <Ii>User - String - E&WIE ¢ E1:rFﬁF’</I|><br> <li>Port - uint64 - EFWIE : & - i </li> <br><li
uint64 - 2EMIE : & - ihmiY 1 HTTP2 HTTPS</li><br> <li>ServiceType - uint64 - 2EME : & - IRBEE :
<br>1:Tomcat<br>2 :
Apache<br>3:Nginx<br>4:WebLogic<br>5:Websphere <br>6:JBoss <br>7:WildFly<br>8:Jetty <br>9:IHS <br>10:
<br><li>OsType - String - 2&ME : & - windows/linux</li> <br> <li>Os -String 2&MIE: 75 - ERS(
DescribeMachineOsList #[1 {& ) </li>

FERENEE , BKIAR10 , HZAEAL00
%8 , BARO0,
HEFA R | ascFtiF 58 desch&F

EFHEEQuUUIdENAIEE

fik
iR
IEREEL

HE—iEK ID , BRIEKRESIRE, EAARR R R HIZRIERE Requestld,

NS

265401 1 H595m



O BASTCE iz (CWP)

FHIRED A
MissingParameter
InvalidParameter

InvalidParameterValue

EHAR-EEWebfRSB7IZE

WS : BRmEmEX 28402 TW #595]

\|



O BASTCE

IR E#ATE: 2024-10-18 10:38:44

1. FOfEA

EOiEKkER . cwp.api3.finance.cloud.tencent.com,

B SEWebRSTIR
BUAZCIERITEIRE : 200R/7D.
REOSEHATIE] : 2022-09-28 15:55:30,

EOBEINSE R,

2. NS

FNZzE (CWP)

IFERSEGIRNGIH T HZOBERSESO N1, RBEAHSHGIRDAERSH.

SHEEMR K% RIFNULL KB
Action = a String
Version = a String
Region = a String
By & = String
Filters = = Array of

AssetFilters

Limit & S Uint64
Offset & a Uint64
Order &5 &= String
Quuid E & String
A s
3. WS
SEER ESidl
Total Uint64
WebServices AssetWebServiceBaselnfo
Requestld String
N
4. I'EEI]?E

NS, ANEOBYE : DescribeAssetWebServicelnfolist

HS8, AEORYE : 2018-02-28

>

\

NS, AEOFATEREBISH.

A EHER? © [FirstTime|ProcessCount]

1LiEsE, <br><li>User- string - 2AME : & - BfTAF </li> <br> <li>Name- string - 2AWE : & - WebfR
<br>1:Tomcat<br>2:Apache<br>3:Nginx<br>4:WebLogic<br>5:Websphere<br>6:JBoss <br>7:WildFly <br:
<br><li>OsType- string - &M1& : & - Windows/linux</li> <br> <li>Os -String E&WIE: & - BIERS( Des
FEREREE , BIABR10 , ZAEH1L00

fRHEE , BAR0. <br><li>IpOrAlias - String - E&EME : & - EHipaiBl& fik</li>

HFE75E , ascH Bl descl&

HIFEEQuUUIdEHIIER

B

&

s

e
ilES

HE—EK ID , IRIEKREPSIRE, EIERAHREREZIRIEKA Requestld,

PUMMFIH T O S3BEERAEIRN , BRI ARG,

IR

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat

MissingParameter

WRFRE - BRmERMEX

6403 1 H595m



O BASTCE iz (CWP)

IR AR
ResourceNotFound
InvalidParameter

InvalidParameterValue

SREXWebfr55 RERHIZSIZR

WS : BRmEmEX 28404 TW #595]

\|



O BASTCE

IR E#ATE: 2024-10-18 10:38:44

1. FOfEA

EOBEKES © cwp.api3.finance.cloud.tencent.com,

IRENWebfRSS KECHIZS IR
BOMECERINEIRE) © 200%/%0,
EOSEsAATE : 2022-09-28 15:55:30.

BOBEIO S8 L,

2. NS

IURERSHG RGN T E#OERSEE D 25t

SHER Wi FEFFNULL
Action 2 -
Version = =
Region = B
Id 2 A
Limit = =
Offset & P
Quuid — &
Uuid — &

3. S

SHER ESid)

Process AssetAppProcessinfo
Total Uint64

Requestld String

4. FEIRMY

UMMFIH T O SSEEERAEIRN | BtERIF N ARG,

fRIRIG
InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WRFRE - BRmERMEX

A

KA ik
String NHSE, AEOEYE : DescribeAssetWebServiceProcessList
String NHESE, AEOBYE : 2018-02-28
String AHSH, AEOAFTEEGBLSH,
String WebfRSSID
Uint64 FEREREE , BIAR10 , &XEH1L00
Uint64 e , BIAAO0,
String FH1Quuid
String FHUuid

Tk

B2

BE

WE—EK ID , XIERERE. EATEATFEEREIZRIER Requestld,

U=}

FNZzE (CWP)

%5405 @

\|

£595m



O BASTCE
SREVZR {451 51ZR
BIAEHATE: 2024-10-18 10:38:44

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,

FNZzE (CWP)

A0 (DescribeComponentStatistics) FAF3REVEHFITFIZFREUR.

BRAEOISRIRERRS] : 200R/%0,
O A : 2022-05-20 15:13:13,

EOBRIOEE NEN,

2. NS

IUTFERSHGIRMGIH T ROBERSEO HSE

SHER Witk FEYFNULL i
Action — ES String
Version 2 = String
Region 2 & String
Filters & & Array of Filter
Limit S S Uint64
Offset = = Uint64
A g
3. S
SHER e}

ComponentStatistics ComponentStatistics

TotalCount Uint64

Requestld String

4. 15IRM5
AT GUH T O SSBIERRAERED  EftsERIGIF N A EiIRA
HIRAD
InternalError
InvalidParameter.ParsingError
InvalidParameterInvalidFormat
MissingParameter
InvalidParameterlllegalRequest
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

BAHSHPIRN NGRS,
R
AHBE, ANMEOBYE : DescribeComponentStatistics

TS, AEOBYE : 2018-02-28

I

HEH  FROLFEEGBLSH.

>

idELE, <br>ComponentName - String - 2&WE : & - BHEFR
REEE , BAA10 , &XAEH100,

fRIZE , BAZ0,

fik
BRI,
BHFHFIRICREE.

E—ERID , ®RIERERE., EUDERFHERAZXIZRAY Requestld,

U=}

=

%5406 T

\|
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O BASTCE 122 (CWP)

SHXEFENIIZE

EITEFTAYE: 2024-10-18 10:38:44

1. gOEA

EOiEKkER . cwp.api3.finance.cloud.tencent.com,
A0 (DescribeExportMachines) BFSH X FHIFIZE.
EONEZOIBRIREIRS]  200%/7D,

FOSE#RATE : 2022-05-20 15:00:52,

BEOBIOEE XEN,
A g

2. NS
TFERSEHGIRRGIE T EOSKSEFRBD AHESE , RBEAHSHGIRDAHLERSE,

SHER Wik RFFNULL 288 fak

Action = & String AHBE, AEORE : DescribeExportMachines

Version 2 & String AHSE, AEORYE : 2018-02-28

Region £ & String  AHBH, REOAFEERISE,

Array e, <br><li>Keywords - String - 2B04E : & - BiEKEE </li> <br><li>Status - String - 2841

H B - BPWEERS (OFFLINE.%’@%|ONLINE.7‘§£|UNINSTALLED.iki‘i%)</I|><br><l|>VerS|on

Filters a7 | & (F)|fl - String B : 7 - BT ( PRO_VERSION : SALH | BASIC_VERSION : HEHHR ) </li> <br>f
MEBFMRSIF—ME | BRUFEME S KRENR
Limit &= ) Uint64 REEE , BIAR10 , &AEAN1L00.
MachineRegion £ S String H28ATENBE,. 40 : ap-guangzhou , ap-shanghai
MachineType 2 = String ZEMEE, <br><li>CVM : TRERIENL</li> <br> <li>BM: FREAYIEN</li>
Offset = a Uinted  {miEE , BUARO0,
Array
Projectlds = = of HERFT/ELLS51DFIZR
Uint64
3. B
SHER ESis] ik
Taskld String {E55id
Requestld String H—EK ID , ®RIEKRESIRE., @ HEEREIZRIEKA Requestld,
4. RS

UMM T O SSIZBIERERAEIRN , BRI N AT EIRT.

RS A
InternalError
InvalidParameter.ParsingError

InvalidParameter.MissingParameter

WRFRE - BRmERMEX 28407 T3 #5953



O BASTCE iz (CWP)

RS )
InvalidParameter.InvalidFormat
MissingParameter

InvalidParameterValue

SRENIK S3EEHSEFIR

WS : BRmEmEX 28408 TW 595

\|



O BASTCE 4z (CWP)
B EFATE: 2024-10-18 10:38:44
v NN
1. #Z0OkA
EOiEKkER : cwp.api3.finance.cloud.tencent.com,
A0 (DescribeHistoryAccounts) FAF3RERIKSZEE S5 IREHE,
BOAREOISRIMEIRS) : 200R/%5,
EOSEHHAHE : 2022-05-20 15:13:13,
REORIOEE XN,
A e
2. MASE
UIFERSEFIRGIE T EOBSRSERESOAHESE |, REAHSHPIRD A SRS,
SHER WAYSS FEVFNULL il Ak
Action = & String NHSE, AEOEYE : DescribeHistoryAccounts
Version 2 & String NHESE , AEOBYE : 2018-02-28
Region 2 = String AHBH, MEORFTEEBI S,
Filters & & Array of Filter 1TiEKM, <br><li>Username - String - EBMIE : & - kSR </li>
Limit 5 5 Uint64 REEE , BUAR10 , &AEH100,
Offset 5 5 Uint64 fwizE , BAA0,
Uuid = FS String EEAEE—Uuid,
A s
3. S
SHER Sl R
HistoryAccounts HistoryAccount S EHREEEE,
TotalCount Uint64 K ELEHEFIFRCFEEE.
Requestld String W—iEK ID , ®RIEKREPSIRE., EAIMATEEREIZRIEKAY Requestld,
it\
4. %EIBCIE
LA T 5O S B ERXAEIRD , EfbiEREFE N A SR,
EIRIY R
InternalError
InvalidParameter.ParsingError
InvalidParameter.InvalidFormat
MissingParameter
InvalidParameterlllegalRequest
InvalidParameter
InvalidParameterValue
RS - B e EX 5409 Tm #5951



O BASTCE

EEHESAYRER

BILEFATE: 2024-10-18 10:38:44

1. EOfEA

BOEREE
BEIHESANNSEER
BOABEOIERIRERIRS « 20R/F2,
EOEHHAE : 2022-06-16 12:16:37,

cwp.api3.finance.cloud.tencent.com,

EOBRIOEE NEN,

2. NS

IUFERSHGIRGIH T HOBERSENBOI A HS

SHER Wik ARYENULL kR

Action — E String

Version = = String

Region 2 B String
Array

Filters & = of
Filters

ImportType = = String

IsQueryProMachine & & Bool
Array

MachineList 2 & of
String

A e
3. S
BHETR il

EffectiveMachinelnfolList
InvalidMachinelList String

Requestld String

4. EIRMY
PUMNFIH T2 OS5 SEERAEIRTS | RSl
RS

InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameter

WRFRE - BRmERMEX

N
=

EffectiveMachinelnfo

\

FNZzE (CWP)

t2# , KZEOEYE : DescribelmportMachinelnfo
RHESH, NEOBYE : 2018-02-28

RHESY , FEOTFEECBLSH,
IS« <br><li>Version - String 254238 : & - ZEIFHFARA ( PRO_VERSION : ElhR |

BASIC_VERSION : Efitifi | Flagship : FEAAR | ProtectedMachines - Bl AR+FEARRR ) |

BASIC_PROPOST_GENERAL_DISCOUNT : ZEhR+ LW iRiRE T2 + EitilREH] | UnFlagship : BALARTR
(FE+ B AR ST 2+ ERbHR + Z kR </li>

HESNEIESEE  Ip. Name, Id =i%E—

ZEHEFR.

ARSSEEAIMIP (ERIA ) / ARSSERETR / ARSSERID 24 (A 100057

175
BREWEEIIER « M2EBR, 2R R/AMip. Hlastnes
BPH#ESANEREEESIZR (NI EES.. )

H—EK D , ®RIEREPSRE, ESENRERAEZRIERAT Requestld,

%5410 T H595m



O BASTCE iz (CWP)

FRIRIG R
OperationDenied

InvalidParameterValue

SREH 2+ 15

WS : BRmEmEX 411 Tm #595]

\|



O BASTCE

1. B

EOEKES © cwp.api3.finance.cloud.tencent.com,

A0 ( DescribeMachinelnfo ) BT3B SR,
BN OIERIREIRS : 200%/%,

B E#AAETE) : 2022-05-20 15:11:35,

EMBEINSE L,

2. NS

IFERSHGIRNGIH T EZOBERSEHSO NHESH , RBAHSHGIRDAERSH,

SHER
Action
Version
Region
Quuid

Uuid

3. FtHE4g

SHEIR
AgentVersion
FreeMalwaresLeft
FreeVulsLeft
HasAssetScan
Instanceld
IsProVersion
Machinelp
MachineName
MachineOs
MachineRegion

MachineStatus
MachineType

MachineWanlp

PayMode

ProVersionDeadline

ProVersionOpenDate

ProtectDays

ProtectType

WS : BRmEmEX

s
String
Uint64
Uint64
Uint64
String
Bool
String
String
String
String

String

String

String
String
String
String
Uint64

String

FEFFNULL RE ik

& String NHSEH , AEOBYE : DescribeMachinelnfo
FS String NHEBE, AEOBYE : 2018-02-28

= String NHBY , MEOFFEGBUSH,

FS String Quuid , Uuid WE—TR

= String ~REEFiRE—Uuid,

ik

agentiRAcs

REARDRIFCNEE.

RERRERRCNETE.

ERERSAMCR , 0%, 18

CVMEZBMENME—HRR,

EEFEE WM, <br><li>true : E</li><br><li>false : F</li>
2&ip.

ENETR.

BERS.

HSSFT/EitblE. %N : ap-guangzhou , ap-shanghai

LIRS, <br><li>ONLINE : 7££5</li><br><li>OFFLINE : B4k </li>

FNZzE (CWP)

ZIRSEEHKAL, <br><li>CVM: BB =ARSEE </li> <br> <li>BM: AL </li> <br> <li>ECM: DS+ EIRS S8 </li> <br>

<li>LH: BEBR ARS8 </li> <br> <li>Other: JE&=H12E</li>

FEHNIRIP,

FHIRZ. <br><Ili>POSTPAY: £50%: , Bl&RE112S </li><br><li>PREPAY: 12 , BMEESB </li>

BV hiREIHAR ) (RS 28)
Bl hRFFIER .
ZRGERIPRE.

BA#kRAS BASIC_VERSION ik, PRO_VERSION Eulff Flagship HEAIAR.

%412

£595m

\|



O BASTCE iz (CWP)

SHER £ R

Quuid String CVMzBMEHHE—Uuid,

Uuid String mREFiRE—Uuid,

Requestld String H—iEK ID , BRIEREIRE, EERRAHERMZRIERE Requestld,

4. $EiRMY

PUMMFIH T OLSSSEERAEIRN , BRI ARG,

U]

FEIRAD 1%
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

ResourceNotFound

InvalidParameterValue

WS : BRmEmEX 28413 TW #595]

\|



O BASTCE

ERHRER TSR

BRILEFATE: 2024-10-18 10:38:45

1. #ZFOFER

HEOERIES : cwp.api3.finance.cloud.tencent.com,
BRI HERERATIER.

BRAZCIERITERIRE] © 200%/%,

EOEFRAIE : 2022-05-20 15:13:13,

ORI B NS,
A s
2. MABSEH
UFERSEFIRGIE T EOBSRKSEMED AHLSE |, REAHSHPIRDALERSL,
SHEWR Wi FEYFNULL ESidl i)
Action 2 & String NS, AEOBYE : DescribeMachineOslList
Version = B String NHEBH, AEOBYE : 2018-02-28
Region 2 = String AHBH, NMEOFZTELBLLSEL,
A sy
3. S
SEETR il A
List OsName BIERGHIE
Requestld String —iEK ID , ®RIEKEPSIRE], EAIUHHEERHZRIBERKA Requestld,
it\
4. %Ell%

PUTMMRFIH T 1RO SSIBIERXA0ERND | EtbERISFE AR,

IR

InternalError

WS : BRmEmEX

FNZzE (CWP)

%414 ™

#5953



O BASTCE 4z (CWP)
—I—I: (] >
SREXH 28 itBiE % 2=
RIS FATE): 2024-10-18 10:38:45
sz R
1. #ZOfA
BBk © cwp.api3.finance.cloud.tencent.com,
SRERH 22 aisiFI
EONEOIBRIMRRE] : 200R/%5,
ZEOEHHAE - 2022-05-20 15:12:33,
OB E NN,
A s
2. MASE
UTBERSEHGIRGIE T EHOEKRSEFRD AHESE , RBAHSHGIRDAHLERSE,
SEETR D250 FEFNULL St b
Action 2 & String NHE2#, KIZOHYE : DescribeMachineRegions
Version 2 & String NHEHBE, AEORYE : 2018-02-28
Region 2 & String AHSH , AMEORTEEBL S,
A sy
3. S
SEETR Bl Ak
ALL RegionInfo FrEitiEIR (@ S LA LFraibiE)
BM RegionInfo BM EAsibimsIz
CVM RegionInfo CVM =fRSSEatting I
ECM RegionInfo ECM Init EiRSeSHblgF Iz
LH RegionInfo LH B 2R AR EsbIETIZ%R
Other RegionInfo Other [BA=HbiEFIE
Requestld String W—iEk ID , ®REKEPSIRE], EAIIHENFEEREZRIEKA Requestld,
4. 55IREG
ARG T O S5 ERAERED , BRI AR,
IR R
InternalError
InvalidParameter.MissingParameter
InvalidParameter.InvalidFormat
MissingParameter
InvalidParameterValue
WRIFRA : Bl emEX 415 T H595m



O BASTCE 4z (CWP)
—— IS
SREN Xt FEA5Z=
BIAEHATE): 2024-10-18 10:38:45
1. EOHA
BBk © cwp.api3.finance.cloud.tencent.com,
A0 (DescribeMachines) RBFERENKEENTIZ.
AR ISRITERIR S : 200%/70,
EOSEHHASE : 2022-10-18 17:27:47,
BOREIEE NN,
A s
2. MASE
LUIFERSEFIRNGIE T EOBSRSERESDAHLSE | REAHSHPIRD A LS RSL,
SHETR Wik RVFNULL K3 A
Action = B String AHBE, AEORYE : DescribeMachines
Version 2 & String AHBE, AEORYE : 2018-02-28
Region £ & String  AHBH, REOAFEERISE,
i, <br><li>Ips - String - EA0E : & J_lpﬁ@ </I|><br> <li>Names - String - 2HBWIE :
- BB EE </li> <br><li>Instancelds - Strmg BEME 7 - BEseflideia </li> <br>
<li>Status - String - EEMIE : & - BPURTELIRTS ( OFFLINE: %ﬁ/;sm | ONLINE: 7££% |
Array UNINSTALLED : k222 | AGENT_OFFLINE B4 AGENT_SHUTDOWN 234 ) </li> <br><li>Version -
Filters & & of String 2&4E © & - HEib5IFARA ( PRO_VERSION : Fllhf | BASIC_VERSION : £tk | Flagship : 5EA1
Filter hiz | ProtectedMachines: &k +5EARAR ) </li><br><li>Risk - String 2FWE: & - XEEHL(yes ) </li>
<br><li>Os -String WA & - BIEZRSF( DescribeMachineOsList }zEl &) <br>8MNTESERIIF—
ME , ERES/ME" S X EET<br> <li>Quuid - String - EEME: & - =RSSE8uuid HA1005%.</li>
<br><li>AddedOnTheFifteen- String EFMIE: & - EBEREALSKRFIEHEN(L : 8) </li>
Limit S = Uint64 REEE |, 2AN10 , &RAEANL00,
MachineRegion £ S String H28AT/EBE,. 40 : ap-guangzhou , ap-shanghai
. . HEEFTBEX LR <br>CVM =REZSE <br>BM BH<br>ECM iH%+E <br> LH 22/ FAIRESE <br>Other
MachineType =2 = String
n:m:xE%E
Offset & = Uinte4  fmiB= , BAR0,
Array
Projectlds & = of HEEFFRLSSIDTIZ
Uint64
A e
3. mHSE
SHER il R
Machines Machine FHFIE
TotalCount Uint64 FgE
Requestld String W—iEK ID , ®RIEKREPSIRE., EAIMITHEEREZRIEKAY Requestld,
it\
. IR

PUMMRFE T O SSIBIERRAEIRNG , BRI A IR,

WRFRE - BRmERMEX

%6416 T H595m



O BASTCE iz (CWP)

fRIRIG A
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 28417 TW #595]

\|



Ny —
O BASTCE 4z (CWP)
B Al .
SRR St IZR
EIAEHETE): 2024-10-18 10:38:45
3z g
1. #ZOFA
BBk © cwp.api3.finance.cloud.tencent.com,
ZA$Z0 (DescribeOpenPortStatistics) FIFFAEIROSE 53R,
AR ISRITERIR S : 200%/70,
FEOEHAHE : 2022-05-20 15:13:13,
ORI B NS,
A s
2. MASE
LUIFERSEFIRNGIE T EOBSRSERESDAHLSE | REAHSHPIRD A LS RSL,
SHEWR Wi FEEFNULL S R
Action 2 5 String NH2E , AZOBYE : DescribeOpenPortStatistics
Version = = String NHEBE , AEOBYE : 2018-02-28
Region =z & String AHSH, AEOLFTEEGRSEH,
Filters &= &5 Array of Filter T8, <br><li>Port - Uint64 - EBWIE : & - igS</li>
Limit = = Uint64 REIEE |, BAA10 , &XEH100,
Offset B S Uint64 %= , BUAA0,
A g
3. tHEE
SHER HE i)
OpenPortStatistics OpenPortStatistics ISR IR
TotalCount Uint64 InOFTFIREEL
Requestld String —iEK ID , ®RIEKREPSIRE], BT FEERHIZIXIBERKAY Requestld,
H 2
4. 35iRS
IATMBIHE T O BEERIEIRD | BhEREiFE N A EIRE
i) i

InternalError
InvalidParameterInvalidFormat
MissingParameter
InvalidParameterlllegalRequest
InvalidParameter

InvalidParameterValue

WS : BRmEmEX
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O BASTCE

SREHTESE LT IZR

BRILEFATE: 2024-10-18 10:38:45

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,

420 (DescribeProcessStatistics) FiFIRBUATESITFIFREDE.

BRAEOISRIRERRS] : 200R/%0,
$EOSEHATE : 2022-07-28 23:46:05,

EOBRIOEE NEN,

2. NS

IIFERSHGIRGIH T ROBRSETDO 2HEH | mBAHSHGIRDATERS,

FNZzE (CWP)

SHER WA FEYFNULL St R
Action =2 5 String nHE2# , ANZEOEYE : DescribeProcessStatistics
Version 2 & String AHESE, AEORYE : 2018-02-28
Region = B String AHSH , AEOFLFTEERNSEH,
Filters P & Array of Filter IS, <br><li>ProcessName - String - 270 : & - HiEZ </li>
Limit ) £ Uint64 REE , BIAN10 , BAEN100,
Offset S a Uint64 w¥E B0,
3. B
SHER ESidl R
ProcessStatistics ProcessStatistics RS FIREIREE.
TotalCount Uint64 HIERITFIRICREEL,
Requestld String KE—iEK ID , §RERESIREl. EERERERMHIZRIERE Requestld,

4. EIRAY

PUMMRFH T 1RO SSIBIERXA0EIRNS , EthERISFE AT IR,

HIRAD

InternalError
InvalidParameter.ParsingError
InvalidParameterInvalidFormat
MissingParameter
InvalidParameterlllegalRequest

InvalidParameterValue

WS : BRmEmEX

U=}

%419 ™
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O BASTCE

SREGEEIRERERRIIRSS=RER

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
KRB EIRE REARIIRSS 2HER

BOMZCERINEIRE) © 200%/%0,

FEEOEFHASE : 2022-05-20 15:13:13,

BOBEIOS S L,

2. NS

IIFERSHGIRMGIH T ROBERSHIO S,

SHER Wi FEFFNULL ESid)
Action = = String
Version 2 = String
Region 2 & String
Id = S Uint64
A g

3. S
SHEWR ESid R
List TagMachine FIREUE
Requestld String

4. FEIRMY

PUMMMGIH T 3O S3SIEERAIHEIRI , iR AR

FRIRED

InternalError
InvalidParameter.ParsingError
MissingParameter
ResourceNotFound
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

de

NHSE, AEOBYE : DescribeTagMachines
AHSE, FEORE : 2018-02-28

AHBH , FEOFFEEBLSH.

HE—EK ID , BRERERRE, EATEAFEEMHZRIER Requestld,

FNZzE (CWP)

%420 @

\|
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O BASTCE 122 (CWP)

SRENFT B EAIREE

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,
SRENRTE A AREE

BOMZOERIEIRE) © 200%/%,

FOEHATE : 2022-12-29 09:47:48,

BEOBFREE NN,

2. MASE

LITERSHGIRGIE T EOBKRSHIH D A LS, RERAHSHGIRIA SRS,
SHETR WAE AUFNULL 28 A
Action =2 5 String NH2E , AZOBYE : DescribeTags
Version 2 = String QLS , AEOEYE : 2018-02-28
Region 2 B String  AHBH, MEOFFTEEBLSEH.

TiEsE, <br><li>Keywords - String - E&WM%E : & - EiEXBEFWHESFZFR/HEEIP </li> <br> <li>Status -
String - BRME : & - BPEHELIAZE ( OFFLINE: B4E | ONLINE: 7£48 | UNINSTALLED : k%% |

Filters = | = A1 SHUTDOWN BI€#1) </li> <br> <li>Version - String S : 7 - SIS (PRO.VERSION :
= = Filtere MR |BASIC_VERSION : £l ) </li><br><li>Risk - String 2EIE: & - MIEH( yes ) </li><br><li>Os

-String EEMIE: 7 - BIEERS( DescribeMachineOsList 30 {& ) <br> @MNTEEHFRE—ME , HAZIS
ZME'HFKREZ</i>

MachineRegion &5 5 String HESFrEREE,. 40 : ap-guangzhou
. . ZEHER, <br><li>CVM : EREIREEE</li> <br> <li>BM: =R=BEAMIEN, </li> <br> <li>ECM: ERib%5
MachineType &= &= String . . ) o . . A — .
THERSEE < /li> <br> <li>LH: FRIEZFEMAIRSEE</li> <br> <li>Other: FTRIBEZIREZE</li>
A g
3. mHSE
SHER Sl A
List Tag FIFRER
Requestld String H—EK ID , ®RIEKRESIRE]., @ EEREIZRIEKA Requestld,

4. ERD

PUMMRFIE T O SSIBIERRAEIRNG , BRI N A HEIRT.

FHIRAD Tk
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

WRFRE - BRmERMEX 28421 1 #595%,



O BASTCE iz (CWP)

HIRAD Tk
ResourceNotFound

InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX 58422 TW #595]
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O BASTCE 122 (CWP)

FTIBE R TR

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
SSRGS

EONZOIBRIREIRS] : 200%/7D,

EOEFRAIE : 2022-05-20 15:13:13,

EOBRIOEE NEN,

2. NS

IUTFERSHGIRGIH T ROBERSENRDO 2HEH | mBAHSHGIRD GRS,

SEETR WA FEFNULL St b
Action =2 &5 String NH2%, KZOBYE : EditTags
Version E & String AHBE, AEORE : 2018-02-28
Region ! = String AHBH , MEORTEERBI S,
Id = B Uint64 FREEID
Name = & String o
Quuids = = Array of String Quuid
A g
3. mHSE
SHER il A
Requestld String H—EK ID , ®RIEKRESIRE]., EIEEEREIZRIEKA Requestld,
Hyx3
4. lf'ElliE
LA T 5O S B IERXAEIRD , EfbiERIEEFEN AR,
FHIRED R

InternalError

InvalidParameter.ParsingError
MissingParameter
LimitExceeded.AreaQuota
ResourceNotFound
InvalidParameterValue.TagNameLengthLimit
InvalidParameter

OperationDenied

InvalidParameterValue

WIS : B emEX %5423 71 H595m



O BASTCE

SHEEENRERIZR

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

EOERES :
SHEF-EERIRERTIZER
BOAROIERIERIRS : 200R/8).
RO FRATE : 2022-09-28 15:55:30,

cwp.api3.finance.cloud.tencent.com,

FNZzE (CWP)

BEOBFREE NN,
A g
2. MASE
LIBERSHG IR IH T EOBRSEIH D A LS, RERAHSHGIRIAHIE S,
SEER ik SVFNULL KB Tk
Action 2 B String NHSE, AEOEYE : ExportAssetCoreModulelist
Version 2 & String NHEHSE, AEOBYE : 2018-02-28
Region B B String AHBY , MEORFEEBLSEL,
By &= S String HEFFAKIRE[FirstTime|Size|ProcessCount|ModuleCount]
. Array of 15, <br><li>Name- string - 2548 : & - @& </li> <br><li>User- string - 2&WE :
Filters &= = ; .
AssetFilters RBF</li>
Order a a String HEF ST | ascFtfe 5k desch#fw
Quuid & S String fR5588Quuid
Uuid & sy String fR558§Uuid
A sge
3. S
SHER ESid] E:)a
Taskld String BETEHESID , EEFEAExportTasksiEzf#EA
Requestld String W—iEXK ID , XEKESIRE]., EARAEERHZRIEKA Requestld,
N
4. 1Exh3
UG T O SSBIERRAERID , EfthERIGIF N2 H5EIRD,
FHIRED R
InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound
WRIFRA : Bl emEX 58424 T0 H595m



FNZzE (CWP)

O BASTCE

IR
InvalidParameter

InvalidParameterValue

=~

SHEAEEWebiRSHIZE

EITEFTAYE: 2024-10-18 10:38:45

5425 71 H595m

\|

WS : BRmEmEX



O BASTCE

1. gOER

EOiEREE . cwp.apil.finance.cloud.tencent.com,

SHEFEEWebiRSFIFE
BUMZECERINEIRE) © 200%/%,
EOSEsAATE : 2022-09-28 15:55:30.

BRI S S R,

2. NS

FNZzE (CWP)

IFERSHGIRGIH T HOBERSEHRO 1Y RBAHSHGIRIAERSE

SHER W% SRIFNULL R
Action = a String
Version £ " String
Region = a String
By &= = String
Filters B a Array of

AssetFilters

W
&
:

B}

\

"
NS, AEOBYE : ExportAssetWebServicelnfolist

H2% , AMZOBYE : 2018-02-28

>

{24, FEOTFREBUSH.

=

BJIEHER © [FirstTime|ProcessCount]

1TiEsE, <br><li>User- string - 2AWE : & - BfTAF </li> <br> <li>Name- string - 2AWE : & - WebfR
<br>1:Tomcat<br>2:Apache<br>3:Nginx<br>4:WebLogic<br>5:Websphere <br>6:JBoss <br>7:WildFly <br:
<br><li>OsType- string - 25148 : & - Windows/linux</li>

Order a a String HEF ST | ascFtfe 5k desci#f
Quuid FS & String HHIEEQuUUIdENAIEE
A e
3. S
SEETR i) R
Taskld String SETHESID , FEESExportTaskskEE{ER
Requestld String H—iEK ID , XERESIRE], EEAFEERHEIZIXIEKA Requestld,

4. HIRG

PITMRFIH T 12O SSIBIERXA0EIRIS | EthERIFE AR,

FHIRED

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
ResourceNotFound

InvalidParameterValue

WS : BRmEmEX

565426 T H595m



O BASTCE 122 (CWP)

ERENZFEER

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
ERENEEER
AR ISRITERIR S : 200%/70,

EOEEAE : 2023-02-15 10:32:23,

OB E NN,
A s
2. MASE
LUIFERSEFIRNGIE T EOBSRSERESDAHLSE | REAHSHPIRD A LS RSL,
SHEIR D25 FEEFNULL ESidl 2%
Action 2 & String AH2E , AZOBYE : ModifyMachineRemark
Version = B String NHEBE, KEOBYE : 2018-02-28
Region = B String AHSH , AEOFLTEERSEH,
Quuid = oS String FHLQuuid
Remark & = String =R

3. mHSE

BHER i) D
Requestld String W—iEX ID , 8XEKRESIRE]., EIRAEEREZXIEKA Requestld,
it\
4, %EIB:IE

PUMMRFIH TR O SSIBIERKAEIRN , EERIF AT EIRE.

[

FEIRIY fi
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

MissingParameter

InvalidParameter

InvalidParameterValue

WIS : B emEX 5427 71 H595m



O BASTCE 122 (CWP)

A=A = ]

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,
RrEfesUEshia

EONEZOIBRIREIRS]  200%/7D,

$EOSEFAE : 2022-09-28 15:55:30,

BOBEIOS S L,

2. NS

IIFERSHGIRGIH T ROBRSETDO 2HEH | mBAHSHGIRDATERS,

SHER WA FEEFNULL Sl R
Action = & String AHBE, AEORE : ScanAsset
Version 2 & String AHBE, ANEORE : 2018-02-28
Region 2 B String AHBH , MEORFEEBISH,
AssetTypelds & & Array of Uint64 ppi=treSitileIIES
Quuids 5 & Array of String QuuidFz

3. S
SHER ESid] ik
Taskld Uint64 {E55id
Requestld String W—iEK ID , @RIEKREPSIRE., EAIMATHEEREZRIEKAY Requestld,

4. FERMY

PUMMMFIH T O S3SEERA0EIRIT | BRI ARG,

U]

FRIRMG Tk
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

ResourceNotFound

InvalidParameterlllegalRequest

InternalError.MainDBFail

FailedOperation.NoProfessionHost

OperationDenied

WIS : B emEX 55428 T H595m
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RS A

FailedOperation

FEIEER

al
\fr
B

WS : BRmEmEX 28429 TW #595]



O BASTCE 122 (CWP)

1. gOER

EOEKES © cwp.api3.finance.cloud.tencent.com,
ELERFHHER

BUMZECERINEIRE) © 200%/%,

B ERAETE) : 2022-09-28 15:55:30,

BRI S S R,

2. NS

IFERSHGIRNGIH T EZOBERSEHSO NHESH , RBAHSHGIRDAERSH,

SHER Wi FEFFNULL ESit) TR

Action 2 & String AHBE, AEORYE : SyncAssetScan
Version £ B String NS, AEOBYE : 2018-02-28
Region 2 & String AHBH , KEOFRTEERLSEL,
Sync 2 S Bool FEABRE : true-2 false-5& ; Eilfalse

3. HmIHESE

SEER ESit) %
LatestEndTime String EHTEEEREIC AT (A
LatestStartTime String BT AR E)
State String KEMEB(KS) : NOTASK (iRBRIE(ESS ) , SYNCING ([E£H ) |, FINISHED ( [FE£5ERK )
Taskld Uint64 551D
Requestld String W—iEK ID , ®RIEKREPSIRE., EAIMIREEREIZRIEKAY Requestld,
4. $EIRRY

PUMMRFIH TR O SSIBIERKAEIRN , EERIF AT EIRE.

FRI=MG Tk
InternalError

InvalidParameter.MissingParameter

ResourceNotFound

InvalidParameterlllegalRequest

InternalError.MainDBFail

FailedOperation.APIServerFail

FailedOperation

WS : BRmEmEX 54301
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O BASTCE

RERHBREESIZR

BRILEFATE: 2024-10-18 10:38:45

1. EgOEis

BOEREE
KEAHBRIReETIR
BOABEOIERIRERIRS « 20R/F2,
EOEHHASE - 2022-05-20 15:13:13,

cwp.api3.finance.cloud.tencent.com,

OIS E EN,
A 2
2. NS
UTBERSHGIRGIE T ROBRSHIRD AHSE
SHER Dyvie FBYFNULL
Action = &
Version = &=
Region = =
MachineArea = &
MachineRegion = S
Quuid 2 &
Taglds B &
A a4
3. S
SHEWR ESit] Tk
Requestld String
N
4. FBiR1S

PUMMBIH T3 OLSSSEERAEIRT | BtERDFER

IR

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
ResourceNotFound
InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX

TEAHSHGIRN A TGRS

String
String
String
String
String
String

Array of Uint64

AHFEIRG.

FHZE (CWP)

R
ANHSE, AEOBYE : UpdateMachineTags

T2, AEOBYE : 2018-02-28

>

HEH , AEOLTEGBLSH.

>

PR45882554(CVM|BM|ECM|LH|Other)
IRSSEEHtEX 4N: ap-guangzhou

188 Quuid

EID |, M ERBEREIIRETIR

H—EK ID , ®RERESIRE], EfIEMAFEEREIZRIEKAT Requestld,

%431 ™
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O BASTCE

SRFEEREN

I LRI BRSS 25

EILEFATE: 2024-10-18 10:38:45

1. #OfEA

HEOERIEES © cwp.api3.finance.cloud.tencent.com,

AN ELBIRARSS BR
FONZOIERITERIRA : 200R/7D,

EOSEHRATE : 2022-05-20 15:12:33,

EOBIGEE &N,

2. ANSEL

IUTFERSHGIRNGIH T EOBERSEIRD NHLSH , REAHSHGIRD ISR,

SHEWR Wi
Action =
Version P
Region Z
ProtectDir =3
ProtectHostConfig 2

3. S

SHER ESidl
Requestld String
ﬂ\
4. 55IREG

PUTMRFIH T 1RO SSIBIERXA0EIRND | EthERISFE AR,

TEIRG

InternalError
InvalidParameter.ParsingError
MissingParameter
InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX

FEVFNULL ESidl

a String

a String

a String

& String

a Array of ProtectHostConfig

FNZzE (CWP)

AHSE, FEORE : 2018-02-28

RHBH, FEOFFEERLSH.
Ftr B Rtk
FatFHLEs (ER

E—ERID , ®RIERERE., EUDRHERAGZXIFRA Requestld,

U=}

%432
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O BASTCE

BRRILS I B &

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,
G G R

BOMZOERIEIRE) © 200%/%,

BEOEFHATIE : 2023-02-10 10:14:54,

EOBRIOEE NEN,

2. NS

IUTFERSHGIRMGIH T ROBERSEO HSE

FNZzE (CWP)

SHETR Wik FEFFNULL eSit) b
Action 2 5 String AH2E , AEOBYE : DeleteAttackLogs
Version 2 & String NHSE, AEORE : 2018-02-28
Region 2 B String AHBY  AEORFEEBLSEH,
Ids & & Array of Uint64 BEIDEE |, = K100%%,
IsAll S S Bool EEEERMER
A s
3. mHSE
SHER il A
Requestld String HE—iEK ID , BRIEKRESIRE, EAARRA R =R HIZRIERE Requestld,

4. FEIRMY

PUMMRFIH TR O SSIBIERKAEIRN , EERIF AT EIRE.

FRIRED

InternalError
InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
LimitExceeded.AreaQuota
InvalidParameterlllegalRequest
InvalidParameter

InvalidParameterValue

WS : BRmEmEX
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O BASTCE

BRIBREG I MG

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

OB
TBRBHF g
BOAROIERIERIRS : 200R/8).

FEOSEERAYE) : 2022-05-20 15:13:13,

cwp.api3.finance.cloud.tencent.com,

BOBEIOS S L,

2. NS

IURERSHGIRGIH T EROBRSHNDO N HSH , 5T

SHER Wi FFNULL
Action 2 &
Version 2 &
Region 2 =
Ids 2 S
A sle,
3. mHSE
BB it E)a
Requestld String H—iF%k ID
H >
4. %EIBE

PUTMMRFH T 1RO SSIBIERRA0EIRND | EbEIRIDIFED
FHIRED

InternalError

InvalidParameter.ParsingError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat

MissingParameter

InvalidParameterlllegalRequest

InvalidParameter

OperationDenied

InvalidParameterValue

FailedOperation

WS : BRmEmEX

ioES

=N

Flze (CWP)
NHEBHFIRDANTIERSE,
ESidl i)
String 2HSE, AEOBYE : DeleteProtectDir
String AHSE, AEOEYE : 2018-02-28
String AHBH , FEORTEEBI S,
Array of String MPRAIERID HA100%
SKEPRIRE]. 7R RERMHZRIERAI Requestld,

FHIRD,
R
2434 Ta H#595m@



O BASTCE

MIFREHHER

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,

SRS - MRS HE R
BRAEOISRIRERRS] : 200R/%0,
O A : 2022-05-20 15:13:13,

EOBRIOEE NEN,

2. NS

IURERSHGIRGIH T HOBERSENSOI A 1S

SHER Witk FBFNULL
Action =2 &
Version = B
Region 2 &
Ids 2 &

3. FitHE4]

£, TRAHSHIIRNLHERSLL,

ESidl fiEk
String NH2%, KIZOBYE : DeleteWebPageEventLog
String AHSE, AEORE : 2018-02-28
String AHBY , FEOLFEECBLSEH,
S ETSSMAAT L,

Array of Uint64 SEROEAID £A BA1005

SHER it b0
Requestld String HE—iEK ID , 8REREIRE], EfFARAFHERHEIZXIERKA Requestld,
H3 0
4, I'EEI'L?EEE.'I

PUMMNFIH T3 OLSSBEERAEIRN , BRI ARG,

RS

InternalError
InvalidParameterInvalidFormat
MissingParameter
InvalidParameter
InvalidParameterValue

FailedOperation

WS : BRmEmEX

U]

FHZE (CWP)
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O BASTCE

PSS HIFTB

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,
yunapi response

EONZOIBRIREIRS] : 200%/7D,

O EFHHATE - 0001-01-01 00:00:00,

OB E NN,

2. MBS

LIFERSEFIRGIE T EOBRSEMESpI A HS
SHER Wik FFNULL
Action 2 -
Version 2 =
Region 3 F
Id 2 =

3. S

SHER ESis)
NetAttackEventInfo NetAttackEventInfo
Requestld String
Hyx2
4. RS

PUMNFIH T O S3SEERAHEIRS | RSl

RS

InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue

WS : BRmEmEX

#

\

E-Sidl )0
String AHSE, AEOEYE : DescribeAttackEventInfo
String ANHS¥, KEORE : 2018-02-28
String AHBY , NEORFERERILSH.
Uint64 H4id
5%
MBI SRS

FNZzE (CWP)

ME—i5K ID , RIFKREPSIRE, ELIRRRRFHEEREZIRIEKE Requestld,

IR,

%436 @
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O BASTCE

B T R E IS5

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
yunapi response

EONEZOIBRIREIRS]  200%/7D,

O EFHHATE - 0001-01-01 00:00:00,

BEOBIOEE XEN,
A s

2. NS

TFERSEHGIRRGIE T EOSKSEFRBD AHESE , RBEAHSHGIRDAHLERSE,
BHETR Wi RYENULL 3
Action — a8 String
Version — a5 String
Region =z = String
By & & String
Filters = = Array of

Filter

<li>Type - String AT 0: iR 1: WHEMTH - BEME F</li>

<li>Status - String SHFMIBRE 0 FME 1 BIE2 . BiINE 3 : BRR4: Bl

b - EEE B</li>

<li>SrcIP - String SRIRIP - 2FME: & </li>

<li>Uuids - String EH1Z2uuid - EEXVIE: F</li>
<li>Quuids - String cvm uuid - 2&WE: F</li>

<li>DstPort - String ik BirimA - EBME: F</li>
<li>MachineName - String EH&#R - EEME: F</li>
<li>InstancelD - String EHLHIID - 2EWIE: F</li>
<li>AttackTimeBegin - String EEFFIARTIE) - 2EXE: T</li>
<li>AttackTimeEnd - String I{TE45RATE) - 2BME: F</li>

<li>VulSupportDefense - String iBBEEE MM 0RSHF , 1574 - EEME &

</li>
Limit a & Uint64
Offset ) B Uint64
Order B B String
A s
3. mHS

WS : BRmEmEX

FNZzE (CWP)

A

AHBE, AEONE :
DescribeAttackEvents

AHSE, FEOE : 2018-02-
28

RHEBY, FEROFFELRLS
#,

2353

URE SN

RE¥E  &AEHNL00,
REE , BAR0,

HERR7 =, ASC,DESC

56437 T H595m

\|



O BASTCE iz (CWP)

SHER ESid] ik

List NetAttackEvent WhEEyIE

TotalCount Uint64 REH

Requestld String E—EK ID , BRERESRE, EPRNFERAEZRIERA Requestld,

4. (EIRS

PUMMFIH T OLSSSEERAEIRN , BRI ARG,

U]

fRIRMG ik
InternalError

MissingParameter

ResourceNotFound

InvalidParameter

OperationDenied

InvalidParameterValue

WS : BRmEmEX 28438 TW #595]

\|



O BASTCE 122 (CWP)

PSR HESIFTE

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
MBI H SIS
BOAREOIBRITRRS) : 200R/%5,

$EOEHATE : 2022-10-31 15:59:56,

BEMBRIEE R,
2. NS
LIBERSHG IR IH T EOBRSEIH D A LS, RERAHSHGIRIAHIE S,
SHER Wik FBEFNULL ESidl i)
Action 2 S String NHBE , KEOBYE : DescribeAttackLoglnfo
Version 2 & String AHSE, AEOEYE : 2018-02-28
Region 2 B String AHBH , FEORFTEEBIESH,
Id = & vint64 H=5ID
3. FHS4Y
SHER ESid] Tk
CreatedAt String IEATIE)
Dstlp String W BARIP
DstPort Uint64 W BiRimO
HttpCgi String WEERE
HttpContent String WEAS
HttpHead String EHLER
HttpHost String WEBEREN
HttpMethod String WETE
HttpParam String WHSE
HttpReferer String BEKIR
HttpUserAgent String W& NI ESRR
Id Uint64 HEID
Quuid String FEMHID
Srclp String WERIRIP
SrcPort Uint64 EskiRERO
VulType String BRiNEEY
Requestld String HE—iEK ID , SRIEKREPRE. ERRERMZRIERA Requestld,

WIS : B emEX %5439 T H595m

\|



O BASTCE iz (CWP)

4. EIRD

PUMMRFIH T O SSIBIERRAEIRN , EERISFE I A TEIRT.

B

RS T
InternalError

InvalidParameter.ParsingError

InvalidParameter.MissingParameter

InvalidParameterInvalidFormat

MissingParameter

ResourceNotFound

InvalidParameterlllegalRequest

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 55440 T H5957



O BASTCE 122 (CWP)

BWEHTYIZR

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

EOiERES ;. cwp.apil.finance.cloud.tencent.com,
RO RTMERE RS IR
BOMZCERINEIRE) © 200%/%0,

BEOSEHATE : 2022-05-20 15:13:13,

BOBEIOS S L,

2. MANSH
TSRS EFIETBIL T EOBREENES AHEH , REARSEFIENAEREH,

SEER Wik FENULL 38 R

Hi

Action = B String AHBE, AEORYE : DescribeAttackLogs
Version 2 B String NHSH, AEOBYE : 2018-02-28
Region 2 ) String  AHSBH, AEOAFECRLSE,
g, <br><li>HttpMethod - String - EAWE : & - L AiA(POST|GET) </li> <br> <li>DateRange -
Array String - EFWIE : & - HESEE(FERE3NBIEEE) | !zusiﬁ—/\ﬁ[ 2019-11-17", "2019-12-17"]</li> <br>
Filters a &5 of <li>VulType - String E#EEEL - BEWIE: B </li> <br><li>Srclp - String IHIRIP - BEMIE: F</li><br>
Filter <li>Dstlp - String IZEBE#RIP - Em%iﬁ A </li><br> <li>SrcPort - String IHiRHA - BEME: & </li><br>
<li>DstPort - String I BiRim BWIE: B</li>
Limit & a Uinte4  ixMEI#E  &A(E100,
Offset B " Uinté4  {miEE , BIAAO0,
Quuid i & String =EHH=EID
Uuid & & String  EHRELEFIHKID
3. S
SHER ESidl fk
AttackLogs DefendAttackLog ERIES
TotalCount Uint64 REEE
Requestld String HKE—iEK ID , §RERESIRE. EU AR RERHIZRIERE Requestld,

4. RS
IURRBIH T O B ORIRE | EASIGEIASi2,

FEIRAD 1%
InternalError
InvalidParameter.ParsingError

InvalidParameter.MissingParameter

WS : BRmEmEX 55441 M H595]



O BASTCE iz (CWP)

RS Tk
InvalidParameterInvalidFormat

MissingParameter

ResourceNotFound

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 28442 TW #H595]

\|



O BASTCE

EWEIRSELT

BRITEFHATE: 2024-10-18 10:38:45

v A
1. EOHAR
EOiERES ;. cwp.apil.finance.cloud.tencent.com,

yunapi response
BOMZCERINEIRE) © 200%/%0,
O #RAYE : 0001-01-01 00:00:00,

BOBEIOS S L,

2. NS

IIFERSHGIRMGIH T ROBERSHIO S,

SHER Vv FEEFNULL
Action 2 a
Version = a
Region 2 a
3. S
SHER ESi)
AttackSrcIpCount Uint64
AttackedAssetCount Uint64
AttackedPortCount Uint64
NewAttackSrcIpCount Uint64
NewAttackedAssetCount Uint64
NewAttackedPortCount Uint64
PendingAttackCount Uint64
PendingNewAttackCount Uint64
PendingSuccAttackCount Uint64
PendingTryAttackCount Uint64
Requestld String
4. RIS

PUMMMFIH T O S3SEERAEIRT | EibERSER

iEllBE
InternalError

MissingParameter

WS : BRmEmEX

TEAHSHGIRDATERSH,

E-Sid] T
String NHBE, AEOEYE : DescribeAttackStatistics
String AHSE, AEORYE : 2018-02-28
String AHESY , FEOATEEBISH,
ik
REERIpHE
BEWEATHE
BERHROHE
S BIBEERIRipEE
SHESRERTHE

AFMESREROHE
BIERE
4 BFIEBEIREL
IR EL
REREIRE

W—iEK ID , ®RIEKREPSIRE., EAIDMAIHEEREZRIEKAY Requestld,

AR,

FNZzE (CWP)

%6443 T H595m



O BASTCE iz (CWP)

iRt R
ResourceNotFound

InvalidParameter

OperationDenied

InvalidParameterValue

WS : BRmEmEX 55444 TM H595T

\|



O BASTCE 122 (CWP)

PRI T top SEUES!IZR

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

BBk © cwp.api3.finance.cloud.tencent.com,
yunapi response

EONZOIBRIREIRS] : 200%/7D,

O EFHHATE - 0001-01-01 00:00:00,

EOBRIOEE NEN,

2. NS

LUIFERSEFIRNGIE T EOBSRSERESDAHLSE | REAHSHPIRD A LS RSL,
SHETR WhIsE FEFFNULL ESicl A
Action =2 5 String NH2%, AZOBYE : DescribeAttackTop
Version 2 & String AHBE, AEORE : 2018-02-28
Region g =" String AHBH , FEORFTEEBISH,
Filters & o Array of Filter e,
<li>BeginTime - String &iRAGE, BOAL7R- 2EWIE: & </li>
A s
3. mHSE
SHER S A
NetAttackTopInfo NetAttackTopInfo topFitEUE
Requestld String H—EK ID , ®RIEKRESIRE]., EAITEEEREIZRIEKAT Requestld,
4 3
4. 551xf8
ARG T O SSBEERRERD , BRI AR,
IR A

InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue

WIS : B emEX 5445 1 H595m

\|



O BASTCE

PRI S 4R

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

FNZzE (CWP)

EOEKES © cwp.api3.finance.cloud.tencent.com,

yunapi response
BOMZCERINEIRE) © 200%/%0,
O #RAYE : 0001-01-01 00:00:00,
OIS ER,

2. NS

IIFERSHGIRGIH T ZROBERSERDO HEH | RBAHSHGIRDATERS,

SHER
Action
Version
Region
Filters

<li>BeginTime - String #24aR3iE), FIAL7X-

3. mHESE

SEAR E3id)
NetAttackTrend NetAttackTrend
Requestld String

4. FEIRMY

PUMMMFIH T O S3SEERA0EIRIT | BRI ARG,

FRIRMG
InternalError
MissingParameter
ResourceNotFound
InvalidParameter
OperationDenied

InvalidParameterValue

WS : BRmEmEX

Wk FSIFENULL KU A
2 & String NHE2%, KIZOHBYE : DescribeAttackTrends
= & String AHSE, ANEORYE : 2018-02-28
2 & String RIS, MEOTFEEBRUSH.
= &= Array of Filter TS,
1 &</li>
ik
WHaBsRITHEE (X)

E—iEK ID , BREREPLIRE. EDREFERMAIZRIERAT Requestld,

U]

5446 Tq H595T

\|



O BASTCE

SREX AR I RIS ELSIZR

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
SRENMLR IR RN SRS

BOMZCERINEIRE) © 200%/%0,

FEEOEFHASE : 2022-05-20 15:13:13,

BEOBIOEE XEN,
A s
2. NS
LITERSHGIRGIE T EOBKRSHIH D A LS, RERAHSHGIRIA SRS,
SHER WhI% FEYFNULL et R
Action = =& String NHBE, AEORYE : DescribeAttackVulTypelist
Version = & String NHEBE , AEOBYE : 2018-02-28
Region 2 B String AHBY , MEORFEEBIESEL,
A s
3. BItHEE
SHBR ESis) R
List String BiESIR
Requestld String W—iEK ID , XEKRESIRE], EEEEREIZXIEKA Requestld,
_-ti\
4. FEIRIB

UG T O SSIB IR AEIRS |, BRI N AR,
EIRAD T

InternalError

WS : BRmEmEX

FNZzE (CWP)

%447

#5953



O BASTCE

I TIBn R SGREN X s EH15113=

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,

T MTUHEBGRE X ENFIE.
BRAEOISRIRERRS] : 200R/%0,
$EOSEHATE : 2022-05-20 15:13:13,

ESidl

String
String
String
Array of
AssetFilters

Uint64

String

String

Uint64

ik
ENFIE
EIE

OIS E EN,
A s
2. NS
LITERSHGIRNGIH T EOBKRSEMHL A HEH, =
SHER Wi SEFNULL
Action — =
Version = =
Region = a
Filters Sy &5
Limit & &
MachineRegion 2 =
MachineType 2 a
Offset & &
A g
3. S
BYETR i)
Machines Machine
TotalCount Uint64
Requestld String

4. EiRMY

FHZE (CWP)

NS4, AEOBYE : DescribeMachinelList

AHSE, FEORE : 2018-02-28

AHSH , AEOFLTEERSE,

i8S, <br><li>Keywords - String - E&WME : & - EiFXEF </li> <br><li>Status - String - 2
FWE 7 - BPISESIRTS (OFFLINE: B34 | ONLINE: 7245 | UNINSTALLED : 5k%2% ) </li><br>
<li>Version - String 2&WIE : & - LFIBAFMRAS ( PRO_VERSION : )l | BASIC_VERSION : Efit
b ) </li> <br>8MNMEEBRURZF—NME , EAFFEME'HKRZEH

IREEE , BAR10 , &AEH100,

HLBSFr/EbiEg. %0 : ap-guangzhou , ap-shanghai

ZENZERL, <br><li>CVM : FREBIENL</li> <br> <li>BM: FREBEYIEN, </li> <br> <li>ECM: &
NHGTERRSSES </li> <br> <li>LH: REERFIRSSES </li> <br> <li>Other: FRBE=MES</li>

fRE , BAA0.

E—iEK D , BREREPLIRE. ENDHEFERAZRIERAT Requestld,

PUMMMFIH T O S3SIEERAEIRNT , BtERIF ARG,

RS
InternalError
InvalidParameter.ParsingError

InvalidParameter.MissingParameter

WRFRE - BRmERMEX

%5448 T H595m

\|



O BASTCE iz (CWP)

FRIRMG Tk
InvalidParameterInvalidFormat

MissingParameter

FailedOperation.APIServerfFail

InvalidParameter

InvalidParameterValue

WS : BRmEmEX 28449 TW #H595]

\|



O BASTCE

ERRRIEIRE

ERITEFTAYE: 2024-10-18 10:38:45

1. gOEA

EOEKES © cwp.api3.finance.cloud.tencent.com,

yunapi response
BOMZCERINEIRE) © 200%/%0,
¥ O&E#RAYE : 0001-01-01 00:00:00

BOBEIOS S L,

2. NS

IIFERSHGIRMGIH T ROBERSHIO S,

SHER DAy
Action =
Version =
Region =
Memberld S

3. mHSE

SHEWR

Autolnclude
Excludelnstancelds
Instancelds
NetAttackAlarmStatus
NetAttackEnable
Scope

Requestld

4. EiRMY

°

FREFNULL

iy

iy

iy

ESidl
Uint64
String
String
Uint64
Uint64
Uint64

String

PUMMMFIH T O S3SIEERAEIRNT , BtERIF ARG,

RS
InternalError
MissingParameter
ResourceNotFound
InvalidParameter

OperationDenied

WS : BRmEmEX

S (CWP)
TENHBHGIRDAHLIERSE,
St} R
String NHBE , KEOBE : DescribeNetAttackSetting
String NESE, ABEOEYE © 2018-02-28
String AHBY , NEORFEERILSEH.
Array of String ERAKSHIRRID
i)
FSETEHES 0 78S 188
BEISHEBREN
BikEA
0 FBEEHHEONMGLIE | IINEEESHEASKE | 3FNEEEHHEOARES
0 KAL) , 1FFEMILEIR TS
1 £EBEMMRENL , 0 InstanceldsFlIZEEH,
E—iEK ID , BRBERERIRE. B FERAZRIBERAT Requestld,
R
28450 T8 #5951



O BASTCE iz (CWP)

RS HhA

InvalidParameterValue

BaiR BRI

WS : BRmEmEX 28451 TW #595]

\|



O BASTCE

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,

TR E B B RIE
BOAEOISRIRRRS : 200R/%0,
FEOSEFRAYE) © 2022-05-20 15:13:13,

EOBEI S S L,

2. NS

IIFERSHGIRNGIH T HOBERSEHEO NHEH , TBRAHSHGIRD

SHER U5y FEEFNULL ESid)
Action 2 = String
Version 2 = String
Region 2 S String
By & B String
Filters & S Array of AssetFilters
Limit = a Uint64
Offset = a Uint64
Order ES & String
3. S
SHER S R
List ProtectDirInfo PR ERFIFRER
TotalCount Uint64 R
Requestld String H—EKID,
4. RS

PUMMNFIH T O S3SEERAEIRN , BRI ARG,

IR

InternalError
InvalidParameter.MissingParameter
InvalidParameterInvalidFormat
MissingParameter
InvalidParameterlllegalRequest
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

i)
NS, ANEOBYE : DescribeProtectDirlist

T2, AZEOBYE : 2018-02-28

>

HB¥ , AEOLTEEBLSH.

>

HEF=rER
DirName RubZ %R <br>DirPath fubEhH H itk

DI HAL005
IwizE

asc : Ftf7/desc : &R

BRERERE. EAUEREERAGZRIERE Requestld,

FNZzE (CWP)

%452 ™

#5953



O BASTCE

EEGFERREIRS 25

BRILEFATE: 2024-10-18 10:38:45

1. EOfEA

BBk © cwp.api3.finance.cloud.tencent.com,

EHARF B RKERIRS EEFIRER
BRAEOISRIRERRS] : 200R/%0,
$EOSEHATE : 2022-05-20 15:13:13,

OB E NN,
A 1
2. MASE
LATBERSEHFIRRFIE TEOIERSEFEBD NS, TBAHSE
SHER WAYSS FEFFNULL Bl
Action — & String
Version 2 = String
Region 2 B String
By & B String
Filters 5 & Array of Filter
Id = a String
Limit = B Uint64
Offset 2 £ Uint64
Order E & String
A s
3. mHSE
BB et
List ProtectDirRelatedServer
ProtectServerCount Uint64
TotalCount Uint64
Requestld String
H >
4. %EIBEEE_'I

PUTMRFIH T 12O SSIBIERRA0EIRITS , EthERIDF I A EIR

FEIRED
InternalError
MissingParameter

InvalidParameter

WRFRE - BRmERMEX

U=}

FHZE (CWP)

28, AMEOBYE : 2018-02-28

>

N

AHSH , FEOFFEREBLSH.
HrE

1238244 ProtectStatus

M—ID
DI HAL005%
R
A
fEk
ML REXARSS RRTIRIER
B EpREE
BE

H—EK ID , ®XERERE, ETREATEERIEZRIERE Requestld,

°

%453 ™

\|

£595m



O BASTCE iz (CWP)

FERAD R

InvalidParameterValue

HiERSHRREKERIFE

BILEFATE: 2024-10-18 10:38:45

WS : BRmEmEX 28454 TW #5951

\|



O BASTCE

1. B

ZEOiEKkERA : cwp.api3.finance.cloud.tencent.com,
ERRSXREERIFS

BUNZCIERINEIRE] © 200%/%,

RFEOSEFATE] : 2022-05-20 15:13:13,

EMBEINSE L,

2. NS

LINBERSEG IR IE TEOBRSEHRO AL, REAHSEGIRNAHERSE
SHER WhIE FEFNULL &Sit) ik
Action =2 & String ANHSEH , AEOBYE : DescribeServerRelatedDirlnfo
Version 2 B String AHSE, AEOBYE : 2018-02-28
Region 2 & String NHBH , AEORFTEERLSH,
Id = & Uint64 H—ID
3. EHSE
SHER ESidl ik
Hostlp String RS ERIP
HostName String RSS2 ER
ProtectDirNum Uint64 fhiREREE
ProtectFileNum Uint64 Yo AR a L s
ProtectLinkNum Uint64 PRk E
ProtectTamperNum Uint64 PrEEE
Requestld String W—iEK ID , §RERESRE. EUEEREREIZRIERE Requestld,

4. (EIRES

PUTMRFIH T 1A SSIZIERXA0ERN , EthERIFE AR,

U=}

SR filk

InternalError
MissingParameter
InvalidParameter

InvalidParameterValue

WS : BRmEmEX

FNZzE (CWP)

%455 ™

\|

£595m



O BASTCE

ERENEMHYIER

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

BOSREE
EREREMTIE
BOABECERIRERIRS : 200R/FY,
EOEHHASE - 2022-05-20 15:13:13,

cwp.api3.finance.cloud.tencent.com,

FNZzE (CWP)

IIFERSHGIRGIH T ZROBERSERDO HEH | RBAHSHGIRDATERS,

BEOBIOEE XEN,
A g
2. NS
SHER ik ARFENULL R
Action = = String
Version 2 = String
Region 2 S String
By & B String
. Array of
Filt = =
ers = = AssetFilters
Limit &= = Uint64
Offset S B Uinte4
Order = = Uint64
A g
3. S
SHER it
List ProtectEventLists
TotalCount Uint64
Requestld String
H 33
. HIR0S

W

B

A
NFHSE, AEOEYE : DescribeWebPageEventList

NHEHSE, AEOBYE : 2018-02-28

N

AHSH , FEOFFTEREBLSH.

HEF AT - CreateTime &) RestoreTime , EkiAf3CreateTime

1iE&& <br> <li>IpOrAlias - String - &8 : & - FHlipaial& s </li> <br> <li>EventType - String -
BE A - ${¢#i”</li><br><|i>EventStatus Strlng SEENE & - BHERES</li>

REEE , BUAA10 , &AE100,
fRiEE , BAZ0.

HFFs , OB&Rs , 17 BAIA90

Tk
PHIFEHPIERER
I\b\é&

HE—EK ID , BRIERESRE., EMIHERAEZRIERAT Requestld,

PUMMRFIE T O SSIBIEREIAEIRN , BEAERIFE I AR,

RS

InternalError
InvalidParameter.MissingParameter
MissingParameter
InvalidParameter

InvalidParameterValue

WRFRE - BRmERMEX

25456 T1 H595m



O BASTCE

ML ESRGEER

BRILEFATE: 2024-10-18 10:38:45

1. #ZFOFER

BOEREE :
EHEMuE P EREER
BOABEOIERIRERIRS « 20R/F0,
FEOSEFRAIE : 2022-05-20 15:12:33,

cwp.api3.finance.cloud.tencent.com,

ORI B NS,
A s
2. MABSEH
UFERSEFIRGIE T EOBSRKSEMED AHLSE |, REAHSHPIRDALERSL,
SHEIR Wi FEEFNULL ESid] %
Action = = String NHBE , AEOBYE : DescribeWebPageGeneralize
Version 2 B String NHESE , AEOBYE : 2018-02-28
Region 2 e String AHBH , MEORZEEBMLSE,
A s
3. S
SEETR ESitl A
ProtectDirNum Uint64 PHIR B R
ProtectFileNum Uint64 B3PSZILEEL
ProtectHostNum Uint64 FAFREMNEL
ProtectMonitor Uint64 FHiFEl 0 RS 1 BFFE 2 B&E
ProtectToday Uint64 SHFPEL
TamperFileNum Uint64 U
TamperNum Uint64 R
Requestld String HE—EK ID , BRIERERRE, ENTRAFEEMHZRIERA Requestld,
H >
4. %EIEE

PUMMRFE T O SSIBIEREKRAEIRN , BRI AR,
R

InternalError

WS : BRmEmEX

FNZzE (CWP)

%457

#5953



O BASTCE

BRI E KBRS

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,

MRS - E RS ER
BOAROIERIERIRS : 200R/8).

FEOSEERAYE) : 2022-05-20 15:13:13,

OIS ER,
A a4
2. NS
LIMERSHGIRIIE T ROBRSHFRO NS,
SHER Wi FEFFNULL
Action = &
Version = a
Region 2 =
A a4
3. B
SHER ESidl
FileTamperNum ProtectStat
ProtectFileType ProtectStat
Requestld String

4. FEIRMY

UG T O S3SEERAERT | BRIl

R

InternalError

WS : BRmEmEX

XHERER
PP RER

NHIEIRD.

28, ANEOEYE : DescribeWebPageProtectStat

2%, AEOBYE : 2018-02-28

D\

RHEBH, FEOFFTEERLSH.

KE—EK D , BRIERESRE, ETENFEEHZRIERA Requestld,

FHZE (CWP)

%458

#5953



O BASTCE 122 (CWP)

BN REEERS(ER

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

EOEKES © cwp.api3.finance.cloud.tencent.com,
WRuEREE A - E iR M B R RS SR E R MRS R ER
BOMZCERINEIRE) © 200%/%0,

FEEOEFHASE : 2022-05-20 15:13:13,

BEOBIOEE XEN,
A s
2. NS
UTBERSEHGIRGIE T EHOEKRSEFRD AHESE , RBAHSHGIRDAHLERSE,
SHER WAYSS FEFFNULL ESidl fk
Action 2 S String NHESE , AEOBYE : DescribeWebPageServicelnfo
Version 2 & String AHBE, ANEORE : 2018-02-28
Region 7 & String RHEBH, FEOFFTEERLSH.
A s
3. S
SHBR ESis) R
AllAuthorizedMachines ProtectMachinelnfo eI ER
BuyNum Uint64 ML
ExpireAuthorizedMachines ProtectMachine [EFEI RN SER
ExpireNum Uint64 ImERIRREE
ExpiredNum Uint64 B HAREL
ProtectDirNum Uint64 B RE
ResidueNum Uint64 RIRIEIEL
Status Bool EREWRS : true-2 |, false-&
UsedNum Uint64 [SIESZEIE
Requestld String H—iEK ID , BRIERESIRE, EERERYHEE=RHZRIERE Requestld,
H >0
4. $ERAG

PUTMRFIH T 12O SSIBIERRA0EIRITS , EthERIDF I A EIR

HIRY

InternalError

WRFRE - BRmERMEX

U=}

5459 1 H595m

\|



O BASTCE

SHMWEIEEH

BRITEFHATE: 2024-10-18 10:38:45

1. EgOEis

EOiERES ;. cwp.apil.finance.cloud.tencent.com,
yunapi response

EONEZOIBRIREIRS]  200%/7D,

$EOSEFATE : 0001-01-01 00:00:00,

BOBEIOS S L,

2. MANSH
TSRS EFIETBIL T EOBREENES AHEH , REARSEFIENAEREH,

SHEWR Wk RFENULL KR8 fiik

FNZzE (CWP)

S - EHlipEkBIATHiE</li> <br><li>FilePath - String - &%

TWHE & - BRI

Action = & String  AHESE, AEOEYE : ExportAttackEvents
Version = a String  AHSE, ANEOEYE : 2018-02-28
Region 2 ) String  AHSE , MEOLFBERISEH,
By = & String  HEFF{E CreateTime
Array iiESE, <br><li>IpOrAlias - String -
Filters = = of b= E%{é?”)?_%</l|><br> <I|>V|rusName Strmg BEWIE : 5 - EAiEE</li> <br> <I|>CreateBeg|nT|me -
Filters String - ERWIE : & - BIZEAEFEE-FFHAATE </li> <br> <li>CreateEndTime - String -
@.ggﬁag@qlb <br><li>Status - String - &R 1 & - KL </li>
Order & e String  HEF A= , ASC, DESC
3. WS
SHER ESicl E)a
TaskId String {FBIDFEREN " BE S TS "ExportTaskssREXDownload Url &bk
Requestld String W—iEXK ID , XEKRESIRE]., ERAEEREZRIEKA Requestld,
4. EIRIS

PUTMMRFH T O SSIBIERKA0ERN , BEtERIFE A TEIR,
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FNZEE [0:RF|1:EEN]

LRIARDIRZ, <li>UN_OPERATED : RA4ME</li> <li>SEGREGATED : EBgES</li><li>TRUSTED : E{5(E</li>
<li>SEPARATING : fg&dh</li><li>RECOVERING : k& </li>

#HaNT#O51/A : DescribeScreenEventsCnt, DescribeScreenGeneralStat, DescribeScreenRiskAssetsTop

B ik FREFNULL

Name p=3 =

Value 2 &
CanNotSeparatelnfo
FAREADAHEEES

#ANTFEOS|A : DescribeCanNotSeparateMachine

B Wi FEFFNULL

WS : BRmEmEX

s
String

Uint64

fiik
FEiTRE AREANNARNAE

FitHE
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E= Wi FEFFNULL ESic] ik
Alias = B String FiE
Privatelp = S String ARip
Publiclp = B String HMNRip
Quuid 2 S String F#Hlquuid
Reason 2 & Uint64 FREAMIRER lagentELk
Uuid 2 &= String FHluuid
RansomDefenseEvent
BN RS HE R
AT O5 | : DescribeRansomDefenseEventsList
R V%55 FEFFNULL ESid) i
BaitFilePath 2 S String WEBCUHER R
CreateTime b3 B String HHRIERTE
FileMd5 2 & String TESHmMdS
FilePath 3 & String EENHERR
FileSize 2 & Uint64 TRXERN
Hostlp 2 B String EMHMip
HostName =2 & String FHBFR
Id = &= Uint64 ={4id
Instanceld = = String cvm 3&f5lid
ModifyTime = B String EHEME
Pid =2 = Uint64 TRUHEId
PidParam 2 = String EEHTESEL
ProcessStartTime 2 Fi String HEERIAT A
PsTree 2 S String HFERS base64 json
Quuid = S String cvm uuid
SnapshotNum = B Uint64 FHIRBIREEMHE
Status b3 a Uint64 EHRS OfFALIE | 1BAME | 2BEE , 3BT, AERESED
Strategyld b3 B Uint64 %HHgid
StrategyName = & String HIRZFR
Type = B Uint64 BRE  ONNEHER  IXNHEN
Uuid 2 & String FAHluuid
Wanlp 2 & String FHARIp
SecurityEventInfo
REFMHFITTIR

WS : BRmEmEX 28481 TW #595]
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#WANTHEO3IA : DescribeSecurityEventsCnt

BR
EventCnt

UuidCnt

fim

InsertProtectPathInfo

FENZRE-FE SR

WA EEOSIA -
2R Wi
Fail 2
Offline 2
Success 2

BaselinePassword
D
WAREOEIA ;

R

Password

Username

ImageVirus
BRREREHSEER
HAIT™EOSIA -

=4

Category

Desc

Path

RiskLevel

Tags

VirusName

BaselineDetail

BEFIS

AN TEO5| A : DescribeBaselineDetail

B

Description

WS : BRmEmEX

FEFNULL

=
=1
=
E=

=
=

FEFFNULL ESit)
= Uint64
a Uint64
]
Array of ConfigUUIDInfo

Array of ConfigUUIDInfo

Array of ConfigUUIDInfo

FEEFNULL

|

FBEFNULL

iy

i

iy

FEEFNULL

=
=

FHZE (CWP)

1%
REHEME

SENANEREL

s

KIMAIBIF BRIDFIUVUID
ELAIpIR BRIDFIVUID

M Rz R EhERHR B RIDFIUUID

ESid] ik

String o)

String BFR&
eSS ik
String P
String i)
String R
Uint64 RpEEER
String v
String TSR
e A
String HihmA
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2R

Level

Name
PackageName

Parentld

RuleInfo

W

#HaN #0031/ : DescribeLogIndex

BFR AT

FullText 2

KeyValue —

Tag =
BroadcastInfo
REBIRNEFS

Whisk

WD HD  HD

o

FEEFNULL

=
[=]
=

=
(=]

N T#EO5|F : DescribeSecurityBroadcastinfo

BIR Wi
Content 2
CreateTime —
GotoType =
Id =
Subtitle 2
Title =
Type =
TaskStatus
ESFISTIR

FEEFNULL

AN TEOS| A : DescribeScanTaskStatus

B Witk
Fail 2
Ok b=
Scanning 2
Stop p=3
Valuelnfo

FEFNULL

Py
=

=
=

iy

Hm

WS : BRmEmEX

s
String
String
Uint64
Uint64
String
String

Uint64

S]]
String
String
String

String

FHlZe (CWP)
FEFFNULL ESid] ik
= Uint64 BEER
2 String Hi5
2 String packagesd
=3 Uint64 REid

FullTextInfo SN RS |IEXEE

KeyValuelnfo BERSIIEXEE

KeyValuelnfo TTFRRSIRE

RAETE

BREE(IE : 0= BkEL , 1=X&ER , 2=IREEH  3-2284%
XEE—Id

BItRRR

XEEF

KA 0=FUBN , 1=T08EEHT , 2=1TWERE | 3=hRAKTm

fiwk

=S

PRI (BERIES)

i (BaWEt)

RN (IRRERRE  SEEN, EPRRAE. ZFiREL)
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5 |Hvalueliii
#WaN O3S : DescribeLogIndex

FNZzE (CWP)

FBR Wik FEFFNULL RE Tk
ContainZH = = Bool EREaHX
SqlFlag 2 = Bool FEREBFEDFIIRE
Tokenizer 2 & String FERNDIER
Type 2 &= String FERSEAY
BruteAttack
BDWRSZR
AN 4031/ : DescribeBruteAttacks
B W% FRFNULL KR i35
BanStatus I3 = String PEBTIAZS,
City 2 & Uint64 1ASID,
Count = = Uint64 SIHBRRIREL,
Country 2 S Uint64 EZxRID,
CreateTime 2 & Datetime = &4EAtiA],
Id = = Uint64 S=4ID,
IsProVersion 2 = Bool EETR,
Machinelp 2 S String EHUIP,
MachineName £ & String FHER.
Province 2 & Uinte4 51D,
Quuid =} & String H18gUUID
Srclp 2 5 String SRIRIP,
TERRSR{IRTS <li> BRUTEATTACK_FAIL_ACCOUNT : NS LM EEHKE) </li>
Status 2 & String <li>BRUTEATTACK_FAIL_NOACCOUNT : 2R - KM (K SFEFIE) </li>
<li>BRUTEATTACK_SUCCESS : SIBES- I </li>
UserName =2 & String FAFP&TR.
Uuid 2 & String “REFIRE—FRRUUID,
BashEventNew
B EUE)
A0 T™EO3|F « DescribeBashEventsNew
R Wik FE¥FNULL RE g
BashCmd B B String HiTdn
CreateTime B 5 String REERTE]
DetectBy B =3 Uint64 0: bashB& 1: SERTISIS(EER)
Exe & 2 String HIERFR

WS : BRmEmEX
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E= Wik
Hostlp &
Id a
MachineExtralnfo B
MachineName =
MachineType &
ModifyTime B
Pid =
Platform 5
Quuid B
RegexBashCmd B
RuleCategory =
Ruleld =
RuleLevel B
RuleName =
Status a
User =
Uuid a

MalwareWhiteListAffectEvent

AEEEBMMEHER

U TIEOS| A : DescribeMalwareWhiteListAffectList

B
CreateTime
FilePath
Hostlp

Id

Md5

Account

KEFIREEEIE.
#HaN #0031/ : DescribeAccounts

= Wit
AccountCreateTime =3
Groups =
Id =

o

LastLoginTime

WS : BRmEmEX

FEEFNULL

a

|

o

i =1 R i

iy

WD  HD

iyl

o o

il

Wi

Al KD HD MWD

Falil

FEEFNULL

n o

iy

RE Tk
String FEHMAIMIP
Uint64 HUREID
MachineExtralnfo HESFUMER
String FiA
Int64 0:3Z18 1. ZVhR 2:FERRRR
String PSR
String #Higid
Uint64 A= Sit]
String FHUD
String B ENFRIAT
Uint64 MR 0=FFHN , 1=FFMN
Uint64 AID
Uint64 ML : 1-3 2-7 3%
String MNEZFR
Uint64
String HATRFPE
String =REID
FEEFNULL ESi
= String
& String
& String
&5 Uint64
= String
ESidl ik
Datetime S EUEERTIE,
String KSETBE.
Uint64 E—ID,
Datetime Kk SREERAIE,

FNZzE (CWP)

AERIATS - 0 = 1F40E 1= B4R, 2 = BINE | 3 = BRI

Tk
pyililing)a)]
X
FHlip
H—ID,

FMMAImMdS

%5485 ™
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FER Wi FEFFNULL ESid] ik
Machinelp = = String FHAKIP,
MachineName 2 & String FHAFR.
Privilege =2 = String MHEA, <li>ORDINARY : ZiEMKE </li> <li>SUPPER : B REERME </li>
Username - & String S
Uuid = = String =IEEFiRE—Uuid

SecurityTrend

REBBFRITEIE,

#0458 : DescribeEventTrend, DescribeSecurityTrends
E=N WAL FEYFNULL eSit) R
Date = & Date EHETIE,
EventNum = = Uint64 .

FileTamperRuleDetail

TS SRS

#HaNT#EO51/A : DescribeFileTamperEventRulelnfo, DescribeFileTamperRulelnfo

EZIR Wik FEFNULL ESidl fiEk
CreateTime 2 & String BUEERTIE)
Id = a Uint64 MMid
IsGlobal = B Uint64 EA2EANEAE)0: T/ 18
Level 2 & Uint64 REEER0: &, LdfE, 29E, 3:&E
ModifyTime 2 & String BEHHTIE
Name 2 2 String HNZFR
Rule 2 B Array of FileTamperRule Fimy
Status = S Uint64 K& 0: BF 1 BXiF
UuidTotalCount e & Uint64 AENEE
Uuids 2 2 Array of String EENuuid FRAEFHEY , BT SHAIEHIREIRISRE
AssetLoadSummary
BIRGAH
#HanT#EO5|/A : DescribeAssetLoadInfo
R Wik FFNULL KB R
Counts =3 B Array of Uint64 REBEE | HORB 1 [0%EFREE , 0% ~20% , 20% ~50% , 50% ~ 80% , 80% ~ 100%]
Top5 2 2 Array of AssetLoadDetail fhEkTop5

WIS : B emEX 26486 T1 H595m
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CKafkaTopicInfo

Ckafkaz=RRE R

AN TEOS|A : DescribeLogDeliveryKafkaOptions

BFR WA
TopicID 2
TopicName =

BaselineFix

BEmBEsE

WA TEO5| /A : DescribeBaselineFixList

EIR Wik
CreateTime a
FixTime a
Hostlp &
Id a
ItemName a
MachineExtralnfo a
ModifyTime a

BaselineHost

BEENER

7t

=

iy

|

il

FBEFNULL Bl
= String
&= String
FFNULL it

String

String

String

Int64

String

MachineExtralnfo

String

#HaNT#O51/A : DescribeBaselineHostIgnoreList, DescribelgnoreHostAndItemConfig

EZIR W5
Hostld a
Hostlp &
HostName a
HostTag a
MachineExtralnfo a
Wanlp a

MonthInspectionReport

THRIRSS-BIaRE

#HenT#EO51/A : DescribeMonthInspectionReport

R WA
ModifyTime 2
ReportName —

WS : BRmEmEX

FEVFNULL ESid)

ES String

= String

< String

= String

P MachineExtralnfo

= String
FFNULL Bl
& String
& String

FNZzE (CWP)

ik
BRI A E)
1ESrdE

FEMIp
BLaMITIEERID
{ESINEFR
ENMEFIMEE

AR

1%

F#Id
RIp
FEHEFR
EHURE
FHNEIMER
SMIp

iR
KR E B
KAGHR SRR
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R Wik
ReportPath =3
AssetJarBaselnfo
AP EEjartbE

FEFNULL

a
[=)

#A0TEOS | : DescribeAssetlarList, DescribeAssetWebFramelarList

IR Wit

FirstTime S =
Id S A
IsNew = a
MachineExtralnfo B =
Machinelp & =
MachineName B a
MachineWanlp B a
Md5 B A
Name a a
OsInfo B a
Path B a
Quuid a a
Status a a
Type B a
UpdateTime B =
Uuid = a
Version B a

TagInfo

ENFIREREOENEIEHostListAITagList 15

AN TEO3| A : DescribeHostList

B Wi

Tagld P

TagName =
HostTagInfo
ENSENRERER

WA~ 203|F : DescribeHostInfo

E= WAlsE FEFNULL

WS : BRmEmEX

FEFNULL

S
String
String
Int64

MachineExtralnfo

String
String
String
String
String
String
String
String
Uint64
Int64
String
String

String

FEFNULL

=
=

il

FNZzE (CWP)

E-Sid] ik

String KAGHR S bt
i)
BERREERTE)
Jar&ID

REME0:F|1:2]

MIMER

PRSSEEIP

IRSSEEETR

PRSSE8HMRIIP

JarMd5

IR

BERS

=

FEHNQuuid

EREHIT : kA, 12, 28

KA INFER , 2ER5HKE |, 3WebRSETE , 8:H b,

HiEE A

F#luuid

R
ESidl T
String F#HlTagld
String FHlTagName
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FNZzE (CWP)

BtPRRZA BASIC_VERSION £fhitihiz, PRO_VERSION E)lkf Flagship FEARkR

FER Wik FEFFNULL ESidl ik
AliasName S = String FNZ
CloudTags P 2 Array of Tags SIFEER
Hostlp = =3 String FHNAMIp
InstancelD & = String FHlinstance ID
KernelVersion & = String RIZhRAS
MachineStatus & g String FEHFELARZ ONLINE , OFFLINE
MachineWanlp & 2 String EHARip
ProtectType = = String
Quuid a =3 String F#HQuuid
TaglList =& 2 Array of String FHIRESEEE
Uuid & 2 String FHluuid
VulNum = 2 Int64 BREL
CKafkaRoutelnfo
CKafkalfig{s8
HENTEOS|F : DescribeLogDeliveryKafkaOptions
R Wik FEFNULL ESid)
AccessType = = Int64
Domain = ES String
DomainPort 2 = Uint64
RouteID = S Int64
Vip = B String
VipType = & Int64
VulFixStatusInfo
BEERRIESIERE
WA TEO3|A : DescribeVulFixStatus
HZR Wi FEFFNULL ESidl
FailCnt = = Uint64
FixSuccessCnt P o Uinte4
HostList P = Array of VulFixStatusHostInfo
Progress = = Uint64
Vulld = = Uint64
VulName 2 2 String
AttackSourceEvent

WS : BRmEmEX

%
i Z 0
BEID
REilip
FElipHny

1%
imRIEERMEN LS
1EERINA0EE
AR ENEERS
IBRIESEHE 1-100 ;
iimid

IREETR
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WERRSE M

AN T4EO31A : DescribeAttackSourceEvents

BIR

Content 2

CreatedTime 2

EventType
Id

Level
LevelZh

Uuid

Malwarelnfo

TEHFE

WA TF#EEO3|F : DescribeMalwarelnfo

B

Breadth
CheckPlatform
CreateTime
FileCreateTime
FileModifierTime
FileName
FilePath

FileSize
HarmDescribe
Heat

Hostlp

Id
LatestScanTime
Level

MD5
MachineExtralnfo
MachineStatus

MachineWanlp

WRFRE - BRmERMEX

WD WD WD KD

el

iy

o o o oy oy

iy

o o o

iy

H

|

iy

|

|

Wik FFENULL

FYFNULL KA

=
=

=

B o D

iy

M0 Mo DY WD DY DY DY HD DN

Jalil

FHZE (CWP)

ESid] Tk
[>2&ER] 5% VirusName, {44 FileName, X4E&1Z FilePath, XK/ FileSize, 3Z{#MD5 MD5,
EREIRTE CreateTime. &imielIAfiELatestScanTime, fB=EHA HarmDescribe, {552
SuggestScheme [FEER] KIRIP Srclp, KiFEHE Location, ERFEFE UserName, ERATE
LoginTime [ZR3H#2] SJRIP Srclp, &b City,Country . 1M Protocol, EFMEF&UserName | iz
String Port, SER%E Count, BENRILERTE CreateTime, FRIARATE ModifyTime [BEBR] EBEBRKEHS
Url, ###2ProcessName . MD5 ProcessMd5. PID Pid, i&&KRE AccessCount, ERiTiERATE MergeTime,
fB=H4A HarmDescribe, {E5#iXSuggestScheme [E8#< ] MM RuleName, NS
RuleCategory, @< HZA BashCmd, HUERIR DetectBy, ERFIF User, PID Pid, &4HAdiE CreateTime |
fEEfER HarmDescribe, &85 SuggestScheme
String NN ]
Uinte4d SR 0. XMHER, 1 RESR, 2 TBERRE, 3 BREK, 4 5@
Uint64 =fid
Uinted SR EHHE—SR0 3R, 1 {E 2 $f& 3 5 4 : &
String ERPNRRTFRES
String F#luuid
)
String AT // SRR
String AOMTEERE HE 1=ER3|2,. 2TAV, 3binaryAi, 48ETH. SEIMER
String BEREIATE
String BRI TAYE
String BIE—IREITE
String HEFR
String Sk
Int64 RN
String EEfR
String EHARE // GRARM
String PRS5=RIP
Uint64 ME—ID
String sl i)
Uint64 RBEER O, UR. 270, 3:. 47&E
String XAMD5
MachineExtralnfo ISR

String

String

FHTELARZ OFFLINE ONLINE

Aip

%490 @
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E=TH Wik FRFNULL
ModifyTime = =
ProcessID = =
ProcessName & =
PsTree & =
Reference &= a
ServersName S a
Status B =
StrFileAccessTime & =
SuggestScheme & &
Tags a =
Uuid B =
VirusName = &=
DefendAttackLog
ML EFEHE

#WaIT#EO3| A « DescribeAttackLogs

2R
CreatedAt
Dstlp

DstPort
HttpCgi
HttpContent
HttpMethod
HttpParam

Id
MachineExtralnfo
Machinelp
MachineName
Srclp

SrcPort

Uuid

VulType

MaliciousRequest

WS : BRmEmEX

ESid] R
String BIEAT A
String HFEID
String HIEETR
String ssh_service: SSHERSip, ssh_soure:EFiR
String SEGkEE
String PRSSREEHR
Uint64 R 415002 |, 5-Bf5E, 6-ERE
String $=alinyal l=1[:n =)
String =AY
Array of String RS
String F#uuid
String REER
W35 FREFNULL ESit
& & String
5 = String
& & Uint64
& & String
& & String
& &= String
& & String
= & Uint64
= <3 MachineExtralnfo
& 5 String
& & String
&5 & String
= = Uint64
& & String
& & String

FNZzE (CWP)

BHER json pid:#Eid , exeSUEER |, account#HEFBAEMAR cmdlineiiTms |

ik
WA
Bi#RIP
BiximE
Wk
WERE
UGy
WESH
HEID
FNEIMEE
BRIRSSEEIP
BtRiRSS 2R
SKIRIP
SeilRimE
EFiRID

|51 =Si
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#A0T™EOS| A « DescribeMaliciousRequests

2R Wik FRVENULL 2R3
CmdLine =3 &= String
Count = & Uint64
CreateTime — & Datetime
Description = & String
Domain 2 & String
Id = = Uint64
Machinelp 2 & String
MachineName = & String
MergeTime =3 & Datetime
Pid = = Uint64
ProcessMd5 2 & String
ProcessName = & String
Reference = & String
Status =3 & String
Uuid =3 & String

City

HER

HIIT™EOSIA -
2R Wi
Cityld =
Provinceld =z

NetAttackTopInfo

#HanT#EO51 /A : DescribeAttackTop
=1 Wik FEYFNULL
Agent a —
DstPort S =
Srclp & =
vul B 2

HostRiskLevelCount

EHRPEIHEL

AN TEOS| A : DescribeBaselineHostRiskTop

WS : BRmEmEX

TEERE.

RIASE),

TRERE A,

TRE

ERIES.

1IERID,

EHAKMIP,

EHA.

IERGFHAIE.

#HFEPID,

HFEMDS5(E,

HEE.

SEHE,

BRI,

</li>

RREEFIRUUID,

FEFNULL

=
(=)

a

e
Array of TopInfo
Array of TopInfo
Array of Topinfo

Array of TopInfo

FHZE (CWP)

<li>UN_OPERATED : #54M& </li> <li> TRUSTED : Ef5fE</li> <li>UN_TRUSTED : EEUEISIE

ESic) Ak
String Ild
String Hipld

fik

MBI EH R topSeit £z
MR I S B i L 4 topFeiH 2R
BB EipRRERE top SR
MBI ERmRAERE top St 2R
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=t
HighCount
Hostld
HostName
LowCount
MediumCount

SeriousCount

BanWhiteList

PEETES SR A

WD WD KD AHD

falil

#HANTFEOS A : CreateBanWhiteList, ModifyBanWhiteList

2R Wik
CreateTime &
Id =
IsGlobal =
ModifyTime &
Quuids &5
Remark S
Srclp =
Uuid &

LoginWhiteLists

BUBEREEH
#HaN #2031/ : DescribeLoginWhitelList

2R A3
CreateTime 2
EndTime 2
Hostlp =
Id =
IsGlobal =
MachineName =
ModifyTime —
Places =
Srclp =
StartTime =
UserName =
Uuid =

WS : BRmEmEX

FBIEFNULL

iy

O o W0 I HD

Ho

FEEFNULL

=

=

iy

iy

i

iy

i

iy

FEEFNULL

B

=

[=]

ﬂEE

=

[ )

E\

=

[=]
S
Datetime
String
Bool
Datetime

Array of String

String
String

String

%

ft

Datetime
String
String
Uint64
Bool
String
Datetime
Array of Place
String
String
String

String

Flze (CWP)
S iR
Int64 SR
String EHUD
String EHNA
Int64 Vet
Int64 BN
Int64 FEEN
i35
BIERZ AT,
B&EID,
BEREELR
1EBERZ R,
BESENESIR
BH&EBE.
PEBTRIRIP,
B& SRR,
i35
BUE A AT
SRR
HE&IP
1ICRID
EAAEEHR
HEEE
BB SAT )
SEtehivicy
BRE&IP ( ZMPIESIEFT )
FeARE
BEEBEAF (SMEPESET )
REEFIHID
2493 Tu #595m@
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FileProtectAutoRecoverInfo

FiZRe- IR ESIREFX

HANTEOSIA

BFR
Fail
Offline

Success

WD HD

Ho

CreateVulFixTaskQuuids

SIS ESMquuids

#ANTEOS A © CreateVulFix

BFR WA
Quuids =2
Vulld =

FEEFNULL

B

=
=}

VulEffectHostList

IBREsEENSIZR

#WANT™EEO3|A : DescribeVulEffectHostList

2R

AliasName
CloudTags
Description
Eventld
FirstDiscoveryTime
FixStatusMsg
Hostlp

HostVersion

InstanceState

IsSupportAutoFix

LastTime

Level
MachineExtralnfo
PublicIpAddresses

Quuid

i

iy

iy

iy

iy

i

i

iy

FEFNULL
=
=

=]
E=

WD WD KD HD

il

Ho

Jalil

WO WD KD D

el

WS : BRmEmEX

FREFNULL
b=
2

=
=

ESit
Array of String

Uint64

et

String

Array of Tags
String
Uint64
String

String

String

Uint64

String

Uint64

String

Uint64
MachineExtralnfo
String

String

FNZzE (CWP)

B i34

Array of Uint64 KA ERID
Array of Uint64 BEAFHRERID
Array of Uint64 R INAIBEHR B RID

)
FEESRBNEN , FIEENWAEIdIX NERERFHESIRE.

iRimid

fk

EMNBIE

SIFEER

WiEA

Eid

BERRIATE

KRR

FHHostlp

IRAER  0-Efibhi 1-BAlhR 2-5EMAR 3-ERhR

SCAIARS : "PENDING" -8l "LAUNCH_FAILED"-8lE5M "RUNNING"-iz175h
"STOPPED"-%#]|, "STARTING"-Z&=FF4/leR "STOPPING"-FR3%#15 "REBOOTING"-Ef5+
"SHUTDOWN -7 S L4488 "TERMINATING"-ZR 88

EEEEMES 0 REATBEMES , 1: TEMES , 2 BFRREHEL , 3 ENAZEN
WRRBEFMES , 4 NBARIT , 5: 1884 ,6: BE, 7:®ilH 9EEXNK, 1022
g 11mRRSZRHinux Az R Windows 12 : iERRFWindows A3z #Flinux , 1318EXME
IHATEHNEREE , 14ESXWERRENAZENR . 15EFNES

RETEE

BEER : 1-RE; 2-91E ; 3-8 ; 4-T&

ENEFIMEE

ShRip

FHQuuid
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O BRTTCE EH22 (CWP)
2R Wik RFFNULL kB 1%
Status = 2 Uint64 W& ¢ 0: 4R 1208 3:B8E Stalld 6254 7: BIRF 885K
Tags = = Array of String FHRE
Uuid & 2 String FHUuid
VullnfoHostInfo
HEEERRGEE
#ANT™EO3 | A : DescribeCanFixVulMachine
2R Wik FSRPENULL  3REY b}
Hostlp = = String FMip
HostName =2 = String FH=
Instanceld = = String F#Instanceld
0 REAEMES , 1: AIEmEE , 2 BFRESEL, 3 ENAREMRREFMES , 4 2R
IsSupportAutoFix &2 2 Uinte4  #iF , 5: 188+ , 6: BIES, 7 : 1, 985X, 10:828 , 1 LRRERSHS inuxAsziFWindows,
12 : iBARSTFEWindows A3z linux
Quuid 2 2 String FHlquuid
Array
Tags = = of EHRE
String
Uuid = =3 String Ftluuid
WeeklyReportVul
Bl ERREEE.
#a0™EEO5 | : DescribeWeeklyReportVuls
BIR Wik SBFNULL KB R
Description 2 = String IBIEHEA,
LastScanTime 2 S Datetime  &RE1IHEATE.
Machinelp 2 = String FEHARIP,
VulName 2 = String RRETR.
VulStatus 2 £ String FMARS. <li> UN_OPERATED : #5438 </li> <li> SCANING : 13 </li> <li> FIXED : BI85 </li>
VulType 2 = String iEZEEL, <li> WEB : WebifiE</li> <li> SYSTEM :REeBAHmiA</li> <li> BASELINE : Z&EZ</li>
VulDefenceEvent
REFAER
#AN™EO3| A : DescribeVulDefenceEvent
2R Wik FFFNULL ESid) R
Alias B S String FNZ
City B B String WhiRipibit R

WS : BRmEmEX
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FNZzE (CWP)

R

BHRERE

BIESEHATE)

cvelRS

0: =X E(WeDetect) LZ=IHIRE M (WeDetect) 2:raspBifiIzE{s-
0 AZIHES , 1 HEE

imRSEFd

FHEIMER

EETEHRTA)

ARip

2Wip

F#quuid

WEHFip

WiRimO

RS 0: IFA0IE 1ERHH 2:24ME 3: B 4: EMER

0 Elkhiz, 1 BEATAR, 2 LHEREAR ({XBRLHEER ) .3 CVMETEIR ({PRCVMIER )
FAHluuid

imEID

PENEEE

HSATEZER, <li>CREATE : FRFHIENKS </li> <li>MODIFY : FREHMKS </li> <li>DELETE : FMlfk

2R Wik FRFFNULL RE
Count ) = Int64
CreateTime a & String
Cveld a & String
EventType B = Uint64
FixType = = Int64
Id & 5 Int64
MachineExtralnfo & 2 MachineExtralnfo
MergeTime B = String
Privatelp = = String
Publiclp B S String
Quuid & &5 String
Sourcelp a5 & String
SourcePort = = Array of Uint64
Status ) a Int64
UpgradeType S S Int64
Uuid B S String
Vulld S S Uint64
VulName B S String
HistoryAccount
I SEEHEHIE.
#ANTEOS A : DescribeHistoryAccounts
R Wik FREENULL K8 Ei:%
Id 2 - Uint64 ME—ID,
Machinelp 2 & String FEHAKIP,
MachineName 2 B String FEHAE.
ModifyTime 2 & Datetime  ZXEERAY(A],
ModifyType = & String B </l
Username 2 a String KS2,
Uuid =3 S String

VulDefenceEventDetail

IREFRES

AN TEO5| A : DescribeDefenceEventDetail

B

WS : BRmEmEX

FEFNULL

~EEFIRE—Uuid,
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BFR WAYEE
Alias &
City a
Count B
CreateTime &
Cveld =
Description B
EventDetail B
EventType a
ExceptionPstree a
Fix a
Id a
MachineExtralnfo =
MachineStatus B
MainClass &
MergeTime B
NetworkPayload a
Pid a
Privatelp &
Publiclp &
Quuid &
Sourcelp a
SourcePort &
StackTrace B
Status a
VulName a

VulHostInfo

EHNFIRIE
WRIT™#EO3|F : DescribeHostList
B
AliasName
Hostlp
IfProfessional
Quuid
TagList

Uuid

WS : BRmEmEX

FBEFENULL

oy o o D

|

iy

o o

il

oy o

o o ]|

oy

i

7l

iy

%

2

String
String
Int64
String
String
String
String
Uint64
String
String
Int64
MachineExtralnfo
String
String
String
String
Int64
String
String
String
String
Array of Uint64
String
Int64

String

FEFNULL

=]
=

WD HD  HD KD

o

FNZzE (CWP)

1%

ENE

WERiptEt FT7EST

BHRERE

EliEE=EhE)

cvelRS

IREAMER

imIRIDHERAIEHFIB(json arrayf&zl raspts)
0: i (WeDetect) 1= (WeDetect) 2:raspBfHiZ4
FHRBESEHHTER (jsontETl WeDetectfF5)
E=TEaN

RS d

FHNEMER

ONLINE OFFLINE

KERHFEERS

TR

Kihpayload

KEk#HEpid

ARip

2Rip

F#lquuid

WERip

WERRO

HEER (raspiFA)

KT 0: 540E 1T 2:5AE 3: B2 4: RS

IBEETR
ESidl 1%
String FEHAIE
String FEHUP
Bool BEETWREN
String FEHNQuuid
Array of TagInfo FHXRBENTaglER
String F#HUuid
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VulHostTopInfo

PRSSERMBS top SSLfR

#U0T™EOS| « DescribeVulHostTop

&R Wit
HostName =3
Quuid 2
Score 2
VulLevellList 2

BashEventsInfoNew

e EIREB)

FEFNULL

=
E

=]
=

Hm

o

AN T4EO3| A : DescribeBashEventsinfoNew

BR Wik FRPFNULL
BashCmd 2 &5
CreateTime = &
DetectBy 2 =
Exe = =
HarmDescribe = 2
Hostlp L &
Id = A
MachineName 2 =
MachineStatus = =3
MachineType = =
MachineWanlp — —
ModifyTime 2 <
Pid = =
Platform = )
PsTree = =
Quuid — ES
References = =
RegexBashCmd £ b=
RuleCategory 2 =
Ruleld = =
RuleLevel = &
RuleName = =
Status = =

WS : BRmEmEX

%

e

String
String
Int64
String
String
String
Uint64
String
String
Int64
String
String
String

Uint64

String

String

Array of
String

String
Uint64
Uint64
Uint64
String

Uint64

String
String
Uint64

Array of VulLevelCountInfo

fihk

SF

i

RAEERTE)

HSRIR 0:bash A& 1:30RT iats
HRERR

R

FEHARIIP

HUEID

FNE

EHIELARZS OFFLINE ONLINE
0:3ZiE LEUhR 2 5EANAR
EHINRip

QhEER A

HEs

Faxm

FNZzE (CWP)

5%
FE
FH1Quuid
topifs

mRERSHERITIIZE

PHER json pid:#HFRid , exe SRR |, accountHIZFTBAAMAF ,cmdline:ifT8< |, ssh_service:

SSHERSSip, ssh_soure:BERiR

FEAHUD

SEER

ERESnAES "

MNZEH 0=ZFRGHN , 1=FAFHN

FMNID,EFoRTRENN EHMMPFRAEITTESEH

MNELR : 1-55 2- 3%
MNZFR

SMBIRE ¢ 0 = FME 1= BRME 2 = ENR , 3= ERI
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SR it

SuggestScheme 2

Tags =

User 2

Uuid 1
Screenlnvasion
KENEE S

FEFENULL

=
E=

=]
E=

fim

iy

FHZE (CWP)

&3] Tk
String fEINGRES
Array of e
String i
String BERAR
String =HID

AN~ 203|F3 : DescribeScreenHostInvasion

E=H Wik FIFNULL
Content =3 &

CreatedTime 2
EventType =3
Id 2
Level 2
LevelZh 2
Uuid =3
EventStat

RENZEEHRIHER

7|

7|

iy

iy

iy

7|

ESidl fibk

HHEENjson, BMEMAR , [SUFESR] B4 VirusName, X4 FileName, SIHBRZ FilePath, 32ft
K/ FileSize, XEMD5 MD5, BERAIIATE CreateTime, FiFi&MIATE]LatestScanTime, BEHEA
HarmDescribe, &£ SuggestScheme [FEZER] KIRIP Srclp. Rt Location, EREFE
UserName, ERAi8 LoginTime [ZREHEAE] SRIRIP Srclp. Ei&iE City,Country, #MY Protocol. BEREFE
UserName . [0 Port, Z5#RE Count. ERIZTEETE CreateTime, SIFKERT A ModifyTime [FE&EiBK]
EEIEKIFE Url, ##EProcessName . MD5 ProcessMd5, PID Pid. i&3Kx# AccessCount, HifiEsKkATIE]
MergeTime, fEEi#A HarmDescribe, &5 SuggestScheme [B2@m<] amNIE RuleName, #IMZE
Bl RuleCategory. @< HZA BashCmd, #iERIR DetectBy, ZERFF User, PID Pid, &4:HAdiE) CreateTime
. fEEH#5A HarmDescribe, 1857 SuggestScheme [ZAHEN] =AAF UserName, RHFE
ParentProcName . Ri#FERF/EAF ParentProcGroup, &IRRTE CreateTime, fEEiA HarmDescribe, {88
7Y SuggestScheme [fz3#shell] EEZHFE ProcessName, #11T785<CmdLine, RifEParentProcName, H
FREHDstlp, BFRHODstPort, &IATE CreateTime, fBESiA HarmDescribe, &5 SuggestScheme

String

String NELp|iE]

EHER 0 XMHER, 1 BREER, 2 BEE, 3 BEIEK, 4 BEhS, 5 AEN, 6 k5#
shell

Uint64
Uinte4  Zffid

Uinte4  SHEH—FR0: &, 1:8E 2: 98, 3 : &8 4 : "E
String FRPER

String F#luuid

#0458 : DescribeSecurityEventStat, DescribeStat

E WA FREFNULL ESicl ik
EventsNum 2 & Uint64 E=tl= ¢
MachineAffectNum = & Uint64 SMATENEL
VullnfoByCveld
RiEcve idEiRBRIER
WA T™#EO3|F : DescribeVulCveldinfo
EIR Wik ARYFENULL 38U R

WS : BRmEmEX
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2R Wik SVENULL - 3884 Tk
FixSwitch 2 & Uint64 o
Vulld 2 S Uinte4  EiREId

AssetWebFrameBaselnfo

BREEWebR ATIRIES

N T™#EEOS | : DescribeAssetWebFramelList
=1 Wik FEYFNULL ESi
FirstTime a E String
IsNew & & Int64
Lang = = String
MachineExtralnfo & 2 MachineExtralnfo
Machinelp & S String
MachineName B S String
MachineWanlp B & String
Name = = String
Oslnfo & 5 String
Projectld B & Uint64
Quuid B & String
ServiceType S & String
Tag = = Array of MachineTag
UpdateTime a5 = String
Uuid B S String
Version = = String

AttackSourceNode

W R

AN TEOS| A : DescribeAttackSource
B Wik FBUFNULL 3R iR
EndTime 2 S String ZETRATIE)
Eventld 2 B Uintéd  HHID , HZARHEFRTIREXIREH
Fuentiype 2= SUING i35, TIME_ORDER : BRI
Ip 2 & String Tmip HHR/AHOSTRS
Level =2 & Uinted R 0:382x,1: KB, 2: 9B, 3: 56, 4: ==&
NodeDesc = & String BT RAEA
NodeDetail P S String BREE

WS : BRmEmEX

FNZzE (CWP)

EEXIFBER : 0-windows/linuxtIARZTIFHES ;1-windows/linux HIFHEE ;2-{inuxsZHHES,; 3-(Nwindows 3z

UEpINEISY
FEHAMIP
EMETR
FEMHNIIP
RS
BIERRIER
EINIZ=EN
FEHQuuid
FeEESi
EHIRE
RS RAA)
FA#Uuid

A

BRUTEFORCE:Z#3H##. MALWAREARD, BASH:Sf@an<. RISK_ DNSEEIFRK, LOGIN:FthER, HOST:
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E=H Wik RPFNULL 38 A
Nodeld = S String FmID
StartTime 2 & String FreaatE]

TimeLineNum =

iy

Uinted  MALRS , B—MwSHTRETRE— I EL

LicenseOrder

BRITRENSRAE

#HaNT#EO51/A : DescribelmportMachinelnfo, DescribeMachinesSimple

FZR Wik FEFFNULL &3] ik

Licenseld =2 & Uint64 BRID

LicenseType 2 & Uint64 =Y

Resourceld = = String ZRIRID

SourceType 2 & Uint64 TTEASREY

Status 2 & Uint64 BUTRERRS
Filter

FRRREITIEES , ATRGTIRER. fIILEIRID. B, REF
BFESAFilterfit |, FilterBIIXRERIBIES (AND ) XK, BE—FilterfFEZMalues , [E—Filter FValuesiBHIXZE B8k (OR ) K&K,

* HZREEE5Filter
* [E— FilterfFfESMalues |, ValuesBEHE RS ABEBIL5,

AN TEO5| A : DescribeAccountStatistics, DescribeAccounts, DescribeAgentVuls, DescribeAssetMachinelList, DescribeAssetPortInfolist,
DescribeAssetProcessinfolist, DescribeAssetSystemPackageList, DescribeAssetUserList, DescribeAssetWebAppList, DescribeAssetWebFrameList,
DescribeAssetWebLocationList, DescribeAttackEvents, DescribeAttackLogs, DescribeAttackTop, DescribeAttackTrends, DescribeBanWhiteList,
DescribeBaselineDetectList, DescribeBaselineDownloadList. DescribeBaselineFixList, DescribeBaselineHostDetectList. DescribeBaselineltemDetectList,
DescribeBaselineltemIgnorelList, DescribeBaselineltemInfo, DescribeBaselineltemList, DescribeBaselinePolicyList, DescribeBaselineRuleDetectList,
DescribeBaselineRulelgnorelList, DescribeBaselineRuleList, DescribeBaselineWeakPasswordList, DescribeBashEvents, DescribeBashEventsNew,
DescribeBashPolicies, DescribeBashRules, DescribeBruteAttackList, DescribeBruteAttacks, DescribeComponentStatistics, DescribeComponents,
DescribeEventList, DescribeEventTrend, DescribeEventlog, DescribeExportMachines, DescribeHistoryAccounts, DescribeHostList, DescribeHostLoginList,
DescribelgnoreHostAndItemConfig, DescribelmpactedHosts, DescribeLicenseBindSchedule, DescribeLoginWhiteCombinedList, DescribeLoginWhiteList,
DescribeLoginWhiteListNew, DescribeMachineDefenseCnt, DescribeMachineRiskCnt, DescribeMachines, DescribeMachinesSimple, DescribeMalWarelList,
DescribeMaliciousRequests, DescribeMalwareWhiteList, DescribeMalwareWhiteListAffectList, DescribeMalwares, DescribeNetAttackWhiteList,
DescribeNonlocalLoginPlaces, DescribeOpenPortStatistics, DescribeOpenPorts, DescribePrivilegeEvents, DescribePrivilegeRules, DescribeProcessStatistics.,
DescribeProcesses, DescribeProtectDirRelatedServer, DescribeReverseShellEvents, DescribeReverseShellRules, DescribeRiskDnsEventList,
DescribeRiskDnsList, DescribeRiskDnsPolicyList, DescribeRiskProcessEvents, DescribeSecurityEventStat, DescribeVulDefenceEvent,
DescribeVulDefencelList. DescribeVulDefencePluginDetail, DescribeVulDefencePluginStatus, DescribeVulEffectHostList, DescribeVulEffectModules,
DescribeVulStorelList, DescribeVuls, DescribeWebHookRules, ExportAssetMachinelList, ExportAssetPortInfoList, ExportAssetProcessInfoList,
ExportAssetSystemPackagelList, ExportAssetUserList, ExportAssetWebApplList, ExportAssetWebFramelList, ExportAssetWebLocationList,
ExportBaselineFixList, ExportBaselineHostDetectList, ExportBaselineltemDetectList, ExportBaselineltemList, ExportBaselineRuleDetectList,
ExportBaselineWeakPasswordList, ExportEventlog. ExportFileTamperRules, ExportlavaMemShellPlugins, ExportlavaMemShells,
ExportNonlocalLoginPlaces, ExportRiskDnsEventList, ExportRiskDnsPolicyList, ExportRiskProcessEvents, ExportVulDefenceEvent, ExportVulDefencelist,
ExportVulDefencePluginEvent, ExportVulEffectHostList, ExportVulList, ModifyBaselinePolicy, ModifyBaselineRule, ModifyBaselineRulelgnore

EFR DA FEFNULL ESid] TG
ExactMatch & & Bool RIS R
Name = Sy String TR ETR,

WIS : B emEX 26501 1 #5957
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E=TH Wi FEFNULL
Values — &
VulEffectModulelnfo
TSRS IEHFS
#HANTO5|F : DescribeVulEffectModules
E1 1 Wik FEEFNULL
FixCmd =3 =
Name = &
Path — &
Quuids I3 &
Rule - =
Uuids - &
Version = &
BaselineRiskItem
HEaMItop5
N T™#EOS| A « DescribeBaselineltemRiskTop
BIR WAL FEYFNULL
HostCount 2 =
Itemld P! 2
ItemName = &
Level 2 &
Item
I

Array of String

ESid

String

String

String

Array of String
String

Array of String

String

AN O5|FA : DescribeBaselineRulelgnorelList, DescribeBaselineRuleList, ModifyBaselineRule

BFR WAL FEFFNULL
ItemId = )
ItemName &= )

AssetDiskPartitionInfo

BrEEEHRSXER

#ANTEOS | : DescribeAssetDiskList, DescribeAssetMachineDetail

BIR WAIE FEVFNULL
Name 2 5

WS : BRmEmEX

FNZzE (CWP)

fR

—EEZMNTIRE.

Tk

W

S

B

HHERE
FEAquuid
BB
FImAY=ENuUid

AR

ik
FBARSS AR EY
HMTId
HIRE

RpEER
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BR Wi FEEFNULL il b0
Path 2 & String HEHER
Percent 2 & Float DXERZER
Size =t S Uint64 PR BEIG
Type P = String MR GRE
Used 2 B Uint64 EFE=E : BAIG
VulLevellnfo
IRREEIRER S TRIHERIA
#ANTEOS A : DescribeVulLevelCount
E WA FEEFNULL ESicl R
Count 2 a Uint64 HE
VulLevel = & Uint64 /] BEER 1R ; 2-9f8 ; 3-5f8 ; 478
EmergencyResponselnfo
EXRRS-RAMA(EE
#HanT#EO51/A : DescribeEmergencyResponselList
B D25 FEEFNULL ESid) R
EndTime = = String PFRSSEEERHATIE)
HostNum —= & Uint64 FEMNEL
ReportPath 2 S String RES T EHBIE
StartTime =2 & String RS FFHRRTIE)
Status p=3 = Uint64 PRSSRTS OKSzh | MR |, 200K 5ER%
TaskId 2 S String {£55id
MachineTag
ARS3ESREE(E R

U0 F#EOS|A : DescribeAssetApplList, DescribeAssetDatabaseList, DescribeAssetMachinelList, DescribeAssetPortInfolist, DescribeAssetProcessInfolist,
DescribeAssetWebApplList, DescribeAssetWebFramelList, DescribeAssetWebLocationList, DescribeAssetWebServicelnfolList, DescribelmportMachinelnfo,
DescribeLoginWhiteHostList, DescribeMachinelList, DescribeMachines, DescribeMachinesSimple, DescribeRansomDefenseMachinelList,

DescribeRansomDefenseStrategyMachines

EFR Wik FEFFNULL ESidl A
Name =2 5 String S5
Rid = = Int64 KEKHRESID
Tagld 2 = Uint64 FREID
PortInfo
WRIFRA : Bl emEX 5503 T0 #595m
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BHRLEIROEEIIER
WINTEOSIA -
2R
ContainerName
ContainerPID
ContainerPort
HostID
HostIP

ListenContainer

ListenHost

ProcessName

PublicIP

PublicPort

RunAs

Type
LoginWhiteDimension
SHERAIHEEEE
BATFEOSIA -

B Wit

EndTime a

Locale S

Places =

Remark a

Srclp &

StartTime B

UserName B
AssetAppProcessinfo

R FARERHTR (S

FEEFNULL

B B B B B D

iy

FEFNULL

o oy

iy

o o o o o

iy

s
String
String
Array of Place
String
String
String

String

U0 T#EOS| A : DescribeAssetAppProcesslList, DescribeAssetlarinfo, DescribeAssetWebServiceProcessList

2R
Name
Path
StartTime
Status

User

WS : BRmEmEX

WD WD HD

el

FEFNULL

=

il

oy

iy

FHlZe (CWP)
ESid) R
String DA
Uint64 AEEAPID
Uint64 S|
String FAid
String Flip
String AEENETibIE
String BRItk
String BHEE
String XJ5hip
Uint64 FimA
String ETIKS
String ESicl
R
CEEREYIE)
Mol ER
A& St
=iE
HEZEIP ( S MPESHIT)
FraRdIE]
BEE/RF (Z1BrREskEr)
ESit) ik
String ER
String B®E
String EnhAdiA)
String RS
String FAF
%5504 Ta #5951
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B

Version

LogInfo

HIFE

N EO5|F « SearchLog

B

Content =

FileName =

Source 2

TimeStamp =
LicenseBindDetail
FSEFEER

#4038 : DescribelicenseBindList

E= WAL
AgentStatus =
IsSwitchBind =
IsUnBind =
MachineExtralnfo S
Machinelp a
MachineName S
MachineWanlp &
Quuid S
Tags a
Uuid =

ReverseShellRule

ZEEShel FRM)

FEFNULL

=

117 17 B B 7 R 1 B 17

iy

#WHANT™EOS|A : DescribeReverseShellRules

=4
CreateTime
Destlp
DestPort
Hostip

Id

WS : BRmEmEX

Wi

i =1 Y 1 1

Ho

FEFENULL

A

FEFNULL

iy

iy

iy

e
String

Bool

Bool
MachineExtralnfo
String

String

String

String

Array of String

String

FEFNULL

il

o

iy

|

]|

ik

Flze (CWP)
ESid] i)
String HERRA
i)

BEASH)sonFAIt =
BESSER
BESSRIRIP

BSAE , FfiZms

B PR, OFFLINE B34, ONLINE 7E4%, UNINSTALL skgedE

EEFUFRED false RIIFRE

RERVFRY false RATFESD

ENFIMER

HERPAIRIIP
MEFHIE

HERARKIP

=ARSSESUUID

IREER

=EEFIHRUUID

s
String
String
String
String

Uint64

i
BUERAE
BI#RIP
Biwi0
FEHUP

FAID
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2R

IsGlobal
ModifyTime
Operator
ProcessName
Status

Uuid

RiskProcessEvent

SEHESEN

WD WD KD AHD

Hm

#4038 : DescribeRiskProcessEvents

2R Wik
CheckPlatform 5
CmdLine S
DetectTime a
Eventld a5
FilePath 5
HandleStatus B
Hostlp a
HostName 5
MachineExtralnfo &=
OnlineStatus S
Processld &
Referencelink &
StartTime &
SuggestSolution B
ThreatDesc S
Uuid S
VirusName a5
VirusTags B
Wanlp a
MachineLicenseDetail
HERSERIUER

#WHENT™EEOS|A : DescribeMachineLicenseDetail

B

InquireKey

WS : BRmEmEX

FEEFNULL

Py

B B o W B B B B I B D

iy

|

iy

iy

o

iy

A3

Ho

FEFNULL

a

|

il

o

iy

|

ESidl

Array of String
String

String

Int64

String

Int64

String

String
MachineExtralnfo
Int64

Int64

String

String

String

String

String

String

Array of String

String

FBEFNULL

=
(=)

ESidl i)

Uint64 =Ea2EA

String 1&BRTE

String BEA

String HIZERR

Uint64 R (0: B L T
String EFiRID

5%

ABIEUFE [LZERSIZE[2:TAV|3:binaryAil4:R&174(5
TS

I E)

HHID

SRR

QLIRS [ORFRLIE, 1 BAME, 2B 3R, 3B 4 EIR H; 57288]
EHIP

FHEIR

MR

FHIELATS

BHEID

SEGHE

HREEIRTIA)

BYR

RUBHEA

F#luuid

REEIR

REnE

HMRIIP

FNZzE (CWP)

BUER]
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E= Wik FEFFNULL KA ik
PayMode 2 B Uint64 XX
Quuid 2 & String FHlquuid
Resourceld = & String XXX
SourceType = B Uint64 XXX

AssetUserBaselnfo

RREEWSELRER

WRITF#EO3|F « DescribeAssetUserList
BT Wik FRENULL KR fik
FirstTime =& & String BERREERTIE]

Gid B & String HEGID

HomePath = = String HomeB%

IsDomain =& & Uint64 EEEKS : 05, 12, 25, 9994 {Xwindows
IsNew = =" Int64 ERIE0ALE]

IsRoot & & Uint64 EEArootfR : 0-F ; 12, 9994%: {Xlinux
IsSshLogin & & Uint64 BEEARFsshBER , 12, 08, 99945, {Rlinux

IsSudo S S Uint64 2ABsudoi¥fR , 12, 08, 9995, {Xlinux
LastLoginTime S B String ERERATE

LoginType = = Uint64 zigﬁiuf-xﬁlﬁi 1-RieifkeyER | 2RAFEIEER ; 3-7oiFkeyFIZRD , 99979
MachineExtralnfo & — MachineExtralnfo

FHIER

Machinelp = = String FHAKIP

MachineName & & String FHIEFR

MachineWanlp & &= String EHHMIP

Name = & String WSZFFR

Oslnfo & = String BIERFEE

PasswordChangeTime & & String ERHEHIATE)

PasswordDueTime = & String ZROITHARTE) (Xlinux

PasswordLockDays iy & Int64 BOSITERTE) « BAIR, -1IRARBIE 99985 , Rlinux
PasswordStatus S & Int64 FRIRE © 11IEE 28MIEI9HE 3EITHE 4B 8EE 9998 {Rlinux
Projectld B " Uint64 FHALSSEID

Quuid & = String FH1Quuid

Shell & & String Shellfg42 {Xlinux

ShellLoginStatus = & Uint64 FEAshelEFRE , 02 ; 12 Xlinux

Status & S Uint64 MEIRZ : 0-2H ; 1-EH

Uid =& & String MKEUID

WS : BRmEmEX
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FER WE ARFNULL 2R3
UpdateTime S = String
UserType S a Uint64
Uuid &= - String
LicenseBindTaskDetalil
BRBEESFR
e T#EO51 A : DescribelicenseBindSchedule
EF Wik FEFFNULL
ErrMsg 2 &
Quuid 2 &
Status = =
UsualPlace
FERESM
#WINT O3 : DescribeUsualLoginPlaces
HBR Wik FEEFNULL
Cityld = a
Countryld = &
Id = a
Provinceld = a
Uuid = a

WebHookRuleDetail

AR ARNIFE

AN TEOS|A : DescribeWebHookRule, ModifyWebHookRule

B Wi FEEFNULL
HookAddr =2 &
Hostlds a a
HostLabels & &=
IsDisabled & &=
Ruleld a a
Ruleltems = a
RuleName = a
RuleRemark S &

WS : BRmEmEX

fiwk

A1)

FHZE (CWP)

IKSKE : OFAR , WnERF , 2BERAF 99987 Xwindows

FE#Uuid

%

e

String
String

Uint64

]
Uint64
Uint64
Uint64
Uint64

String

et

String

Array of String

Array of WebHookHostLabel
Int64

Int64

Array of WebHookEventKv
String

String

R
HEIRMER
=RSSEEUUID

0 HUUT, 1 pth, 258

fiik
Y 1D,
E% ID.
ID,
&fp ID.

SEEFIRE—RRUUID,

Tk

GIEIN il
FHUdFIZE

FHEE
EEER1ER|0:/5H]
AMmid

HHRE

MEZFR

#ER
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ImageHost

BaERe ENREGKRETIE
WANTEOSIA

BFR
HostID

ImagelD

Broadcasts

RERERY IR

il

el

AN~ EO5|F : DescribeSecurityBroadcasts

B Wi
CreateTime —
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Status = & Uint64
SuggestScheme 2 B String

WS : BRmEmEX

FHlZe (CWP)
it i35
String IR
String FEHUP
Uint64 iBRID
Datetime SEFfERE
Uint64 ImEREID
String BRRESYHIGH : EfEMIDDLE : fgLOW : {KfENOTICE : 7R
String RS
Ak
WOHFIE
FEEERTIE]
7=
B#RIP
BiRis0
R
9%
FEHMAIMIP
ID 4
FNE
FEHELARTS OFFLINE ONLINE
FHIMRIp
QhFRRTIE]
RQiREPE
RFHFER
QPREER
RUFRFAF
2R
HFER json pid:HFRId , exeSUEERIR |, accountHFERFEREIRAF cmdline#t{Ta< |, ssh_service:
SSHARSZip, ssh_soure:BRiR
FEHUD
SRR

MR ¢ 0-F5ALIE 2-B 758 3-EAME 4-5Bm
=N ES
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2R Wik FSRVENULL  3R8Y 3%
Tags b= A" ':trrri?; of &
UserGroup = B String WTRFE
UserName 2 &5 String HITRRF
Uuid =2 5 String =EUUID
NetAttackEventInfo
e T#EO51 A : DescribeAttackEventInfo
BR wiE AEFNULL ESi
AbnormalAction S 2 String
AttackLevel & — Uint64
CVEId & = String
Count & = Uint64
DstPort S = Uint64
HostOpProcessTree a = String
HostOpType & = Uint64
Id & 2 Uint64
Location B 2 String
MachineExtralnfo & 2 MachineExtralnfo
MergeTime & F<3 String
NetPayload & p3 String
PayVersion B 2 Uint64
Quuid & =2 String
SrcIP & — String
Status & = Uint64
SvcPs & 2 String
Type a £ Uint64
Uuid & — String
VulDefenceStatus & = Uint64
Vulld & = Uint64
VulName & 2 String
VulSupportDefense & =2 Uinte4

ScreenDefendAttackLog

KERELHEE

#HIFHEEO2|F : DescribeScreenHostInvasion

WS : BRmEmEX

FNZzE (CWP)

IBEERE

BRCVERS

WHIREL

Binima

IR, TEMbase64 fi#3

0:F55KRFE1TA 1: ree(@#14T) 2: dnslog 3: writefile
Hftrid

iRt

FHNEUMER

WHRERTE)

WEEiEL

HEBSTERRRA , 0 ERthR , 1%l , 25EMAR | 3EBIR
cvm uuid

WEiRip

SMBIRES | 0 54012 1 ELME 2 BINE 3 B2 4 EMIRR 5: EFEHE
IRZ51HFE base64

0: Zifd e LIERD

F#luuid

IREEMAT , 0% , 173

mimid

e

RS , O 133%

26525 1 #595m

\|



O BASTCE

IR WiE
CreatedTime =
Dstlp =
DstPort 2
HttpMethod 2
Id 2
Quuid =
Srclp =z
SrcPort P
Uuid =
VulType =

ProtectHostConfig

PR ER

FEFENULL

a

il

il

o o oY o

iyl

#ENT™#EOS | © CreateProtectServer, ModifyWebPageProtectDir

B Wik
AutoRecovery =
ProtectSwitch =2
Quuid =2

VulDefencePluginStatus

ENRRELEEER

#0458 : DescribeVulDefencePluginStatus

=i Wi
Alias 2
CreateTime 2
Exception =3
ModifyTime 2
Privatelp 2
Publiclp =
Quuid =

AssetScanTaskHostDetail

AR RES P ENENRESRS

WA T3 | : DescribeAssetScanTaskDetail

B Whisk

WS : BRmEmEX

FBEFNULL

iy

iyl

FBEFNULL

iy

iyl

]|

iy

oy

FBIEFNULL

FHlZe (CWP)

String WERYIE
String BRIP
Uint64 BiximC
String BEHH
Uint64 HID
String =41 quuid
String SRIRIP
Uint64 S|
String E KD
String BRNEEY

el i)

Uint64 BaikEFX 0 Xi@ 1FFE

Uint64 BEIRFFR 0 307 1555

String HEEME—ID

ESidl 5%

String FENBIE

String BIEERTIE

Int64 RS 0 R, 1 8%

String IR A

String Aip

String 2Mip

String FHlquuid
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FER Wik FEFFNULL ESidl ik
ErrorMessage = & String 2EER
Machinelp 2 &= String FHIP
MachineName 2 = String FHEFR
Quuid — & String F#H1Quuid
Status = B Uint64 ESRTS : 0BtfTh , 1A, 2550
WeeklyReportNonlocalLoginPlace
T ER RIS SRR,
#0358 : DescribeWeeklyReportNonlocalLoginPlaces
E=N Wik FEFNULL KA R
City g2 B Uint64 1HFBID,
Country = & Uint64 EZRID,
LoginTime 2 S Datetime ERAJiE,
Machinelp 2 &5 String FEHP,
Province 2 &5 Uint64 H%ID,
Srclp 2 S String JRIP,
Username =2 &5 String BFR4a.
Filters

FRREITIEES , ATRGTIRER. fIILTIIRID. B, KEF
EFESAFilterfit |, FilterBIIXRERIBIES (AND ) XK, BE—FilterfFEZMalues , [F—Filter FValuesiBlIXZE B4R (OR ) K&K,

#0458 : DescribeBaselineEffectHostList, DescribeBaselineList, DescribeCanNotSeparateMachine, DescribeEmergencyResponselList,
DescribeEmergencyVulList, DescribeExpertServiceList, DescribeExpertServiceOrderList. DescribeFileTamperEvents, DescribeFileTamperRules,
DescribelgnoreRuleEffectHostList, DescribelmportMachinelnfo, DescribeJavaMemShellList, DescribeJavaMemShellPluginInfo,
DescribeJavaMemShellPluginList, DescribeLicenseBindList, DescribeLicenseList, DescribeMachineClearHistory, DescribeMaliciousRequestWhiteList,
DescribeProtectNetList, DescribeRansomDefenseBackuplList, DescribeRansomDefenseEventsList, DescribeRansomDefenseMachinelList,
DescribeRansomDefenseRollBackTaskList, DescribeRansomDefenseStrategyList, DescribeRansomDefenseStrategyMachines, DescribeScanState,
DescribeScanTaskDetails, DescribeTags. DescribeVulList, ExportAttackEvents, ExportAttackLogs. ExportBaselineEffectHostList, ExportBaselinelList,
ExportBashEvents, ExportBashEventsNew, ExportBashPolicies, ExportBruteAttacks, ExportFileTamperEvents, ExportlgnoreRuleEffectHostList,
ExportlLicenseDetail, ExportMaliciousRequests, ExportMalwares, ExportPrivilegeEvents, ExportRansomDefenseBackuplist,
ExportRansomDefenseEventsList, ExportRansomDefenseMachinelList, ExportRansomDefenseStrategyList, ExportRansomDefenseStrategyMachines,
ExportReverseShellEvents, ExportScanTaskDetails, ExportVulDetectionReport, ModifyEventAttackStatus, ModifyRiskEventsStatus, OpenProVersionActivity

R WAL FEFNULL &S] fk

ExactMatch & & Bool ERIEHIICED , RWERST L, LA
Name 2 ) String DRI ZFR,

Values — = Array of String — N EHEZMNTEE.

Tags

FEinE
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AN T#EOS|F : CreateLicenseOrder, DescribeHostInfo, DescribelmportMachinelnfo, DescribeLicenselist, DescribeMachinelList, DescribeMachines,

DescribeMachinesSimple, DescribeVulEffectHostList, ExportlLicenseDetail

B Wi FEHFNULL -] fiR
TagKey = a String IREHE
TagValue = & String TRESE
Eventlog
REEMFE

#WANTEOS|A © DescribeEventlog

R WhiE FEFNULL KR TR
Detail 2 5 String FIBEX
EventOperateStatus 2 S String BRI
EventStatus 2 = String FIRES
EventTime 2 & String REERTIE)
EventType 2 S String =i Sid)
Hostip 2 = String FHLUP
Id 2 & String FHID
MachineName 2 & String FNE
Memo P S String XKEEE
Quuid 2 5 String FHLID
SeverityClass P & String EINER
Uuid 2 a String =EID

RecordInfo

BFiRREERES

AN T#EOS|A : DescribeClientException
FZR Wik FEFNULL E3id) fk
HostIP 2 & String FHip
InstancelD 2 = String FEH1LHlid
OfflineTime = = String B i LA A
UninstallCmd 2 B String EFnENEEFEE
UninstallTime 2 5 String ZFREIEATE
Uuid 2 S String EFiguuid

RiskDnsList

TRIEKRTIZR
AN #2033 : DescribeRiskDnsInfo, DescribeRiskDnsList
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=1 Wik FEYFNULL el
AccessCount = Uint64
Alias 2 & String
CmdLine b= S String
CreateTime = S String
Description = & String
GlobalRuleld 2 & Uinte4
Hostlp 2 & String
Id = & Uint64
MachineStatus = = String
MachineWanlp 2 2 String
MergeTime — & String
Pid 2 S Uint64
ProcessMd5 = & String
ProcessName = & String
Quuid — & String
Reference = & String
Status = & Uint64
SuggestScheme = S String
Tags 2 & Array of String
Url = & String
UserRuleld P S Uint64
Uuid = & String

ProVersionMachine

FEFESRNERER,

#a0F#EOS|H : InquiryPriceOpenProVersionPrepaid, OpenProVersionPrepaid

BR Wk ARPFNULL 288 R
MachineRegion 2 = String
MachineType =2 S String
Quuid = &= String
ComponentStatistics
BiHFTHEE.

HENTEO3| A : DescribeComponentStatistics

BFR W FEFFNULL ESid)

WS : BRmEmEX

FNZzE (CWP)

U
IBIEREL
Foll=

AL
AR~

T

BURITIRATE

it

EEAEBAN , 0& , 12

FEHlip

Ie—ID

FHIELARZR[OFFLINE:ESZE| ONLINE:7E4 | UNKNOWN:ZRAT]
Hhip

BRI 3R E)

H

il
uin

[

HFEMD5

5
Hio
n

w

— Quuid

%
&

R O-F5ME | 2-B008 | 3-3HEERE , 4-BE , 5-BRK
EESNYES

IREFIE

XFFMTIIENE S

FAFHid

E—UUID

FHUFTEME. %0 : ap-guangzhou, ap-beijing

EMKE, <li>CVM: =IRSES </li> <li>BM: BEYIE </li> <li>ECM: 1Dk ERSSES </li> <li>LH: £25
FAIRSS 88 </li> <li>Other: B =H18E</li>

FHMME—RRUUidEE. BAmInstanceld , CVMASUuid J85iHERIVUId , RENARSS2EAUuId JBE T
£8M9Quuid . HFISEERAKERSI20
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2R
ComponentName
ComponentType
Description

Id

MachineNum

Wi APNULL
£ &
2 &
£ 5
2 &
2 &

ScreenProtectionCnt

KFEATMHENZERESEEE

AN TIEO5| A : DescribeScreenProtectionCnt

R DA
Count —

Name 2

Type =

SEFNULL k3

=

=
(=)

a

Uint64
String

String

cloud : ZERS|Z , detect : G|

%

iz

String
String
String
Uint64

Uint64

ik
BB,

YRR, <li>WEB : Web%E{#</li><li>SYSTEM

B,
BHID,

FHHE.

, defend : I5F51E |, threat : EBMEHR | analysis

FNZzE (CWP)

L R </li>

C RESHT, ai t AI5|E

cloud : ZEFB|E , detect : 1&M3|Z8 , defend : TR , threat : FAHMEIR , analysis : BEDHT , ai : AI3|E

JavaMemShellPluginSetting

JavaFSiEMHECE

N T™#EOS| A : DescribeJavaMemShellPluginList

B

Alias

CreateTime
Exception

Hostlp
JavaShellStatus
MachineExtralnfo
ModifyTime
Quuid

Uuid

Wik

WD WD DN WD WD RO WD AD

|

VulDefencePluginDetail

BN HEREMEREIRS

FEEFNULL

iy

iy

]|

iy

el

]|

el

#WINT#O3|FA : DescribeVulDefencePluginDetail

2R
ErrorLog
InjectLog

MainClass

=
=
=
=

=
=

FEEFNULL

iy

iy

WS : BRmEmEX

*7&

2

String
String

String

7
String
String
Uint64
String
Uint64
MachineExtralnfo
String
String
String
fhx
HRAE
EANEE
ENHEERS

A
fRosaes

elliEE ]

HHEAFESRE 0.5 1. 8%

RS 88ip

javashell#&4Fx 0: %4 1: FFig

ENFUMEE
1E2ETE)
Aegquuid

fR5585uuid
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BFR WAYSE FFNULL
Pid = &
Status 2 &5

Int64

Int64

fik

JENEREPId

FHZE (CWP)

RIS © 0 FEN, LN, 2: fEIHERT, 3: SRR, 4 IENKM 5: ik

RansomDefenseStrategyMachinelnfo

PrENZA B R E

#WEIT™ZEOS| A © CreateRansomDefenseStrategy

BFR Wil FEFNULL
DiskInfo & =
Uuid 2 &

MalwareRisk

TR NISIRTIIRER

%

gg

String

String

#2051/ : DescribeMalwareRiskWarning

=4
CreateTime
Id
Machinelp

VirusName

ImageVul

BRELZEHERREER
WANTEOSIA
2R
CVEID
CVSSV3Desc
CVSSV3Score
Category
CategoryType
Component
DefenseSolution
Des
Level
Name
OfficialSolution

Reference

WS : BRmEmEX

WD WD HD HD MDD WD KD MDD WD HD  HO

Ho

1%

IEEMETIR , WSRRRATEREL ; disk_id1|disk_namel;disk_id2|disk_name2

F#luuid

FEFNULL

=
(=)

iyl

|

FEFNULL

a

|

oy

o o o o oy

oy

]
String
Uint64
String

String

ESid
String
String
Float
String
String
String
String
String
Uint64
String
String

String

Tk
R
H—ID
HESIP

2=t

1A

iiRid

CVSS V3fEik
CVSS V3538
PaES

32

A

sy ES
1A
RS,
RS
fRRTIZ
EL:]

26531 i1 H595m

\|



O BASTCE

FNZzE (CWP)

FER A FEFNULL ESid) fEk
SubmitTime 2 S String bl
Version 2 & String WA
BruteAttackInfo
O RS ZRSLR
A0 T™EOS| A « DescribeBruteAttackList
R WIE ARFNULL 23R8 g
BanStatus = = Uint64 PEMIRZ : 1-PEMFALTD ; FF1-PEMTSEI
City = 2 Uint64 rid
Count = 2 Uint64 RERE
Country S = Uint64 Exid
CreateTime & = String BlFEATIE
DataStatus B 2 Uint64 0: 748, 1: 28, 5: BAME, 6 : IIAEREH
EventType = = Uint64 BMRE  200-FRDBHESM , 300-BIEMINEM ( NERETR) | 400- 2RI
=
Id = = Uint64 IfE—Id
Instanceld a 2 String SLAFIID
IsProVersion & = Bool BANEBAR (true/false )
MachineExtralnfo =~ & — MachineExtralnfo ISR
Machinelp FS = String FHlip
MachineName & =) String FHA
ModifyTime = 2 String RIEIEERTE]
Port = = Uint64 M|
Protocol A 2 String WIERIBRSHIRFE
Province S 2 Uint64 21pid
Quuid = = String H128UUID
Srclp S 2 String EiRip
Status & 2 String SUCCESS : Bf#RkI ; FAILED : BRI
UserName & — String ARZ
Uuid = = String SREFIRE—RRUUID
BruteAttackList
RIIRET IR
AT EOSIA -
R AT FREFNULL ESid] R
Agentld = S String Agentld

WS : BRmEmEX
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2R

City

Count
Country
CreateTime
EventType
HostName
Id

Machinelp

MachineName

Mid
Province
Srclp
Status

Username

Wik FEFFNULL
ZEE Py
= a
= a
= a
= a
= a
= &
= a
= a
= a
2 &
= a
= a
= a

DeliverTypeDetails

BEIRERE TS
#0358 : DescribeLogKafkaDeliverInfo, ModifyLogKafkaAccess
IR Wik FREFENULL K8 E:)a
Errinfo & & String HIRMER
ogtpe | B | B N meppTRRTRE
Int64
SecurityType =2 = Uint64
Status 5 = Uinted  1IBIRE , OFXFFE 1IEE 28E
StatusTime &= & Int64 BRIE—IRIRS LIRATEE | s
Switch = &= Uinted  $BFFX 0XiF 1HEF
Topicld = = String kafka topic id
TopicName = = String kafka topic name
FullTextInfo
EXFR5AEXRE
AN TEOS|A : DescribeLoglndex
B Wik FEYFNULL
CaseSensitive = &
ContainZH = &
Tokenizer = &

WRFRE - BRmERMEX

ESid)
String
Uint64
String
Datetime_iso
String
String
String
String
String
String
String
String
String

String

FNZzE (CWP)

BlEERTA)
ESteSidl
HostName
HHd
EHUP
FNE

Mid

&in
SRIFIP
FP&ER

http://imgcache.finance.cloud.tencent.com:80tapd.woa.com/Teneyes/markdown_wikis/show/#12101317510(

LRERIA 1 NRIGN 2: KRS 3: B4EE 4 SR 5SEFIREX 6: Brgx

1%
REXNSHH
REEEHTX
DR
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AssetWebAppPluginlnfo

BB Web [ FfEHFE

#HaNTEEO3| A : DescribeAssetWebAppPluginList

B Wik
Desc 2
Link =
Name =
Version =

FileTamperRulelnfo

RO EB 2=
WINT O3 : DescribeFileTamperRules

2R Wi
AddWhiteType a
CreateTime =
FileAction =
HostCount =
Id =
IsGlobal =
Level =
ModifyTime 2
Name =

ReadRuleCount 2
ReadWriteRuleCount —
RuleCategory =
Status 2
WriteRuleCount P
BashEvent
#ANT4ZO5|/ : DescribeBashEvents
B Wik FEFNULL
BashCmd =3 =
CreateTime 2 &
DetectBy 2 =z
Exe = =

WS : BRmEmEX

FEFNULL

a
=
[=]
=
[=]
=
[=}
FEFENULL
=
=
[=]
=
b=
=
=
[=]
=
[==)
=
ZEE
=
[=]
=
Py
)
E\
=
[=]
5]
String
String
Uint64
String

FNZzE (CWP)
ESid) ik
String R
String R
String BIR
String hRAs
ESidl b}
String BE PR HEicur FrERFaHE:all
String BIEERTE
String FileAction
Uint64 SOMENEL
Uint64 MNid , REATRNAS S0,
Uint64 RERERN0:E 12
Uint64 MpEER 0 : T, LBe, 29, 3 &R
String EHRIE
String AMEZFR
Uint64 ReadRuleCount
Uint64 ReadWriteRuleCount
Uint64 AMNUZEEL 0« ZRFEHN 1 - FBFAIM
Uint64 W& 0: 2R 1L EXF
Uint64 WriteRuleCount
7%
hiTEe
REERT(E)
0: bashB& 1: LA IS (BRERR)
FHIEEHR
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R wWhisk
Hostip =
Id =
MachineName =
ModifyTime =
Pid p=3
Platform =
Quuid =
RegexBashCmd =
RuleCategory p=3
Ruleld 2
RuleLevel 2
RuleName =
Status 2
User =
Uuid 2

HostLoginList

BREIHIRLMR

FRIEFNULL

B o W R D D R MDD B O

il

iy

il

#ANT#EOS | : DescribeHostLoginList

R WAL
City a
Country &
Desc =
Id a
IsRiskArea =
IsRiskSrcIp a
IsRiskTime &
IsRiskUser S
Location =
LoginTime a
MachineExtralnfo =
Machinelp =
MachineName =
ModifyTime a
Province =
Quuid =

WS : BRmEmEX

FEFNULL
=

=
E

WD WD A0 WD RD RD KD KD KD MWD MWD O

Ho

;(7&

iz

String
Uint64
String
String
String
Uint64
String
String
Uint64
Uint64
Uint64
String
Uint64
String

String

ESidl
Uint64
Uint64
String
Uint64
Uint64
Uint64
Uint64
Uint64
String
String
MachineExtralnfo
String
String
String
Uint64

String

Tk
FEMAIMIP
#UREID
EMNZ
QIR

#gid

FEAHID

BEEhERRIERIZRIA

MNZEF) 0=ZFZTHMN , 1=FAFHIN
FRID

MUWELR - 1-5 2-7h 3%
MNZFR
SRR
PATRRPE

ES )

ik
Hhid

Ezxid

FHZE (CWP)

0=fHME1=- B4R 2 = B8, 3 = BRE

BE{E51588 : ABROAD - {85MP ; XTI - EifiMER

icRld

EEWTRERRRE LRTRTURRE, 0FRARHmH

RAEWTFEIPRE IRRGaPHERE, 0RTRamT

EARTFENERE LRTHPIESFE, 0RRRHmH

RESTFERFRRE IRRHPILEESE,

MHIMEE
F#lip
FMNEZ
1ERATa)
&pid

F#Hlquuid

OFTARwBH
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& Witk FEYFNULL SIS
RiskLevel & = Uint64
Srclp = = String
Status ES & Uint64
UserName &= = String
Uuid S = String

PrivilegeEscalationProcess

AR

a0 T™#EO5| A : DescribePrivilegeEvents
BIR Wik FEFFNULL
CmdLine & &

CreateTime & &=
FullPath a =)
Hostip = B
Id & &
MachineExtralnfo B =
MachineName = &
ParentProcGroup = )
ParentProcName & &
ParentProcPath & &=
ParentProcUser = =)
ProcFilePrivilege a B
ProcTree = S
ProcessName & &
Quuid = B
Status & a
UserGroup = B
UserName & &
Uuid a 5

Baselinelnfo

BEER

#WRAITF#EO3|F : DescribeBaselinelList
=1 Wi FEYFNULL
BaselineFailCount = =
Categoryld p=3 =

WS : BRmEmEX

FNZzE (CWP)

ik
BRER : 0 Bl Ajg
kiRip
LIERER ; 2RSSR SEMA; 14 : B8 ; 15 : BRK,
BF&
Uuidgs
ESidl )0
String HUTE<S
String REERTIA]
String 2R
String FENAKIP
Uint64 #EID
MachineExtralnfo FIMER
String HEsE
String RFFEFAFE
String RHFES
String IR
String RFERFE
String BHRESUHER
String HRER
String HER
String FEHUD
Uint64 SHBRES : 0-FFAIE 2-B & 5 3-TME 4- B2
String )
String 2]
String =RID
et 1%
Uint64 E=2= vl
Uint64 Hid
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FER
HostCount
LastScanTime
Level
MaxStatus
Name
RuleCount

Status

JavaMemShellDetail

java N FREMHFARER

WD HD KD HD HD

o

WHIT™#EO3|F : DescribelavaMemShelllnfo

BR WA
Annotations B
Args =
ClassContent =
ClassContentPretty a
ClassLoaderName &
ClassName &
CreateTime &
Description a
EventDescription B
Exe =
InstanceName =
InstanceState =
Interfaces &
MachineExtralnfo &
MachineState =
Md5 a
Pid =
Privatelp =
Publiclp =
RecentFoundTime =
SecurityAdvice =
Status B
SuperClassName =
Type =

WS : BRmEmEX

FEFENULL

O B o o B o

iy

I B R

iy

O B o B B HD

iy

7|

iy

iy

FEEFNULL
2
=
=
b=

=
pa=4

fim

il

%

i

String
String
String
String
String
String
String
String
String
String
String
String
String
MachineExtralnfo
String
String
Uint64
String
String
String
String
Uint64
String

Uint64

FNZzE (CWP)

-] T35
Uint64 RS E
String =2 =yl U[: V)]
Uint64 BEELR : 1R ; 2-98 ; 3-58 ; 4-&E
Uint64 WIS 5
String BEE
Uint64 M E
Uint64 BPRE0REE, 1.EEd
3%
pE5 2
javaitiEa 175

javaRZEE Zi#FI A (base64)
javalFB R ImEED
javalnEEeks

e

ERRIAETIE

88

SR

javalHfERgR

BEE
SCAIRRS - RUNNING,STOPPED,SHUTDOWN...

YEAEEO

FHEIMER

SCAIRRS : RUNNING,STOPPED,SHUTDOWN...

SEHHEMD5

#igEpid

AP

NEip

T IETE)

REFEY

QMRS 0 -- 15N 1 -- BINA 2 -- Efflkk 3 - EREE 4 - EFshitiE
REE

AREFE52EE! O:FilterB! 1:Listenerfy 2:Servlet®! 3:nterceptorsZ! 4:AgentE! 5:Hfth
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MachineSnapshotinfo

HERRARER

AN TEOS|A : DescribeMachineSnapshot

2R
CreateTime
Diskld
Hostlp
HostName
Instanceld
Quuid
RegionId
Snapshotld

SnapshotName

VulLevelCountInfo

#WEIT™#EO3| A « DescribeVulHostTop

BR WA
VulCount 2
VulLevel —
AttackSource
IR

#WHIT™#EO3|F : DescribeAttackSource

2R Witk
Edges =
EventInfoParam =
Nodes —

BaselineEffectHost

EEMENER

WD WD HD KD WD HD KD AD

Ho

FEHFNULL
2
2

=
=

AN THEO3| A : DescribeBaselineEffectHostList

HBR Wik
AliasName p=3
FailCount 2
FirstScanTime P

WS : BRmEmEX

FEFNULL
<
=

=

FEFFNULL eSit)
&= String
& String
a String
& String
&= String
&= String
S Uint64
& String
& String

FEFNULL ESidl

= Uint64

S Uint64
St

Array of AttackSourceEdge
String

Array of AttackSourceNode

S i)

String ENBIE
Uint64 Plisatiy
String BRI

FNZzE (CWP)

A
TREREUEEATE)
HaRid
FMip
EHER
Seffild

cvm id
HiXid

RERId

TREREFR

fiwk
BRI
mRER

fiwR
IR B E
R REREHFBISE

IR A
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2R

Hostlp
LastScanTime
MaxStatus
PassCount
Quuid

Status

Uuid

HostInfo

WD WD WD KD KD

Ho

RINERETTASBNETESLAE

FEFNULL

=
=

WD WD WD WD RO

Ho

#HaNTEEO31A : AddLoginWhiteLists, ModifyLoginWhiteRecord

R
Quuid

Uuid

Jalil

D

DefaultStrategylnfo

BUASRERERLER

AN TEOS| A : DescribeBaselineDefaultStrategyList

2R
Strategyld

StrategyName

PrivilegeEventInfo

AHBRAE R

#HanTEO51 /A : DescribePrivilegeEventinfo

=4

CmdLine
CreateTime
FullPath
HarmDescribe
Hostlp

Id
MachineName
MachineStatus

MachineWanlp

=
=
=
=

=
E=

WO HD WD KD RO

Jalil

FFNULL
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oy o o Dy
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o
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WS : BRmEmEX

e
String
String
String
String
String
Uint64
String
String

String

String
String
Uint64
Uint64
String
Uint64
String
FEEFNULL
a
a
FRIEFNULL
B
=
sk
TR
REERTE]
HREE
BEAMER
EHAMIP
#EID
MEsE

fiwk

EHUP
BEIEATE
RS
E#Quuid

ST RRSIRE : 0-KEd |, 1-8d

F#1Uuid

o+
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String

String

Sl
Uint64
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FEHELIRZS OFFLINE ONLINE

EHNINip

FHZE (CWP)
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Sligid
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E= Wik APENULL 258U fk
ModifyTime = B String pSER|
NewCaps 2 B String BRFIZR|PEFT
ParentProcGroup £ = String RFEAFAE
ParentProcName 2 a String RPFER
ParentProcPath = & String RHFERER
ParentProcUser 2 & String RHFEAFZ
ProcFilePrivilege 2 S String BHESHIR
ProcessName 2 & String HER
PeTree = = String i&fiffx\jjspn pid:#Fgid , exg}‘(ﬁ—ﬂ%@ , account: #HFZFRBAEMAF cmdline#hifTa< |, ssh_service:
SSHPRSSip, ssh_soure:ERR
Quuid 2 & String FEHUD
References = B Arr.ay of SEE
String
Status = S Uint64 QIR 1 O-FF4LIE 2-B B 3-BE 4- B2
SuggestScheme = = String FENRES
Tags = B strrriigof IR
UserGroup 2 = String BFA
UserName 2 B String Brs&
Uuid 2 5 String =HEID
MalWarelList
REFRES
AN TEOS| A : DescribeMalWarelList
B ik FFFNULL eSS 5%
Alias B B String ENBIE
CheckPlatform = & String REWNTEESESE 1=E3K3|2. 2TAV, 3binaryAi, 488178, SEIER
CreateTime & & String BlEEATIE)
FileCreateTime = 2 String BRafThRE
FileExists & & Uint64 AEXHREBFE OFFE , LFE
FileModifierTime & =2 String RImzfTRTE
FilePath & S String oS
Hostlp & = String fRSSE8ip
Id = = Uint64 IE—ID
LatestScanTime S S String ERITIERT A
Level A B Uint64 XBGER OFKEN. 11K, 270, 3@, 4™&
MD5 & & String AEEARmMdS
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2R Wik FIFNULL
MachineExtralnfo S =
ProcessExists B 5
Quuid B &
Status B a
Tags B ~
Uuid = 5
VirusName & a

BaselinePolicyDetect

BEIISRES

#WAITO3|A : DescribeBaselineDetectList
2R
FailedCount
FinishTime
HostCount
PolicyDetectStatus
Policyld
PolicyName
StartTime
SuccessCount
TaskId

TimeoutCount

OpenPort

IRO5IR

#HANT#EOS A : DescribeOpenPorts

2R Wik
CreateTime =
Id 2
Machinelp 2
MachineName =
ModifyTime =
Pid =
Port 2
ProcessName —
Uuid =

WS : BRmEmEX

MachineExtralnfo

FNZzE (CWP)

fihk

MIIMER

Uint64 AEHIEREFE OMFE , LFE
String cvm quuid
Uint64 RE 45018 | 5-BFE , 6-8RE | 8-3HEMR, 148008
Array of String RS | ERAETFR  AeBREGE | #EPASREREER
String H—UUID
String Tk
Wit FEEFNULL ESid] g
= & Int64 ESE S5
=2 = String LEERATIE
=2 = Int64 KEXEHEL
2 g2 Int64 LA 248 5T
= = Int64 HERId
= & String EERRETR
=2 B String FroARTIE]
= = Int64 BRTHENEL
=2 & Int64 HESSId
2 ES Int64 KIMEHE
FHFNULL ESid fx
= Datetime ICREUEERYEL,
= Uint64 itE—ID,
& String FAHUIP,
& String FMNE.
= Datetime ICREIRAE,
= Uint64 ORI RIHFZPId,
&= Uint64 FisimaS.
= String In NS RIHFES.
& String =EEFIRHE—UUID,
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AssetCoreModuleDetail

BrEERNIZIERIEE
AT 2033 : DescribeAssetCoreModulelnfo

B Wi FBEFNULL
Desc = &
Modules = =
Name 2 &
Params — =
Path 2 &=
Processes — &
Size 2 &
UpdateTime = =2
Version = B

OrderModifyObject

1T B ES IR

WRIF#EO3|F « CreateLicenseOrder
BIR AT FEFNULL
InquireNum B B
NewSubProductCode & B
Resourceld a a

ProtectEventLists

PiFRHFIRER
#HaNT#EO51/A : DescribeWebPageEventList

=1 Wik FEENULL KA
CreateTime = & String
EventDir E & String
EventStatus S S Uint64
EventType & & Uint64
FileType & & Uint64
Hostlp = £ String
HostName S & String
Id S S Uint64
MachineExtralnfo =~ & = MachineExtralnfo
RestoreTime & & String
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String R
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Array of AssetCoreModuleParam SHIER
String iized
String IR
Uint64 S
String HHEEFAT A
String hAs
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String RIRID
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BHRS 1 BIRE 0 kikE
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StandardModeConfig
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#WHENT™EEO3|A : DescribeBanMode

=4 Wi
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Ho

ScanTaskDetails

IS FEIIRER

AN TEOS | : DescribeScanTaskDetails

B
Description
FailType

Hostlp
HostName

Id
MachineExtralnfo
MachineWanlp
OsName
Quuid
RiskNum
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ScanEndTime
Status

Uuid

FileTamperRule
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Uint64 PEUFAIS , BA07 - B
et g
String R
Uint64 KWFE
String fRS5=RIP
String PRSSREEFR
Uint64 idngE—
MachineExtralnfo FIMER
String SMip
String BRMERSR
String HE—Quuid
Uint64 M
String FHEFHART(E)
String FAEEEIRATE)
String RS
String E—Uuid

#HanT#O5|/A : DescribeFileTamperEventRulelnfo, DescribeFileTamperRulelnfo, DescribeMachineFileTamperRules, ModifyFileTamperRule

E=

Action
FileAction
ProcessPath

Target

HostEvent
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A
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WINTEOSIA -
HZR WAL FEHFNULL E3id) R
Alias 2 S String FHNBR
Appld =2 = Uint64 FFID
Configld =2 & Uinte4 BHIFERID
HasRecovered P S Uint64 NHEREERE  0-KkIKE ; 1-BRE
Hostlp = = String FHUP
Id = = Int64 AIE)ESEID
Path — & String [aializyES
Quuid = & String CVM uuid
RecoverType = = Uint64 TRE2KEY
UpdatedAt 2 B String UR=L
LicenseUnBindRsp
BIRGMER
AN TEOSIA - ModifyLicenseUnBinds
E= P%5si FFFNULL ESit] R
ErrMsg = = String ESEES|
Quuid £ B String QUUID =fR$Esuuid FERSESUUid BEITE uuid
AssetCoreModuleBaselnfo
R EERZERGZR
a0 T™#EOS | : DescribeAssetCoreModuleList
BR WAL FEFFNULL ESig) A
Desc S S String R
FirstTime FS S String BERREERTE]
Id & = String TERID
IsNew & &= Int64 EEFIE0EI1LE]
MachineExtralnfo & =2 MachineExtralnfo Kepl IS
Machinelp & = String BR$388IP
MachineName & = String IRSSESBTR
MachineWanlp & S String RS 2EHMIIP
ModuleCount & S Uint64 IRFTHEREL
Name a5 & String BFR
OsInfo S S String BAERS
Path & & String itz
ProcessCount & = Uint64 WREHTEEL
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58544 T0 H595m



O BASTCE
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Quuid
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UpdateTime
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Version

AssetJarDetail

Br-EjarEi¥E

AN TIEOS| A : DescribeAssetlarinfo
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]

Name

Hm
izl

OsInfo

o
o

Path

o
iy

Process
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Status
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AssetUserDetail
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WA TFHEOS|A : DescribeAssetUserInfo
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IsSshLogin
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LastLoginIp
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String 52
ESidl fiEk
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LastLoginTerminal 2

LastLoginTime =
Machinelp =
MachineName =
Name =
PasswordChangeTime 2
PasswordChangeType =
PasswordDueTime =
PasswordLockDays 2
PasswordWarnDays 2
Quuid =
Remark =
Shell <
ShellLoginStatus 2
Status —
Uid 2
UpdateTime 2
UserType =
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ImageName
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IWSHE : OERF , WnERF , 28R 9994% (X windows

FHUuid
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String ALES
Uint64 ES IS
String BEERIE
Uint64 FKERENEL
String Fgid
String RIEEIR
Bool EEAEGRE
String FERS
Uint64 RBEAT 7958
String R EIAEEIR
String RS
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E= WAL FEFNULL

ScanTime =
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VirusCnt =
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VulCnt =

Id
SET
WATTEO31R -

B Wik FEFFNULL

Id = &

DuplicateHosts

HEFNEESR | ESERESIFRLEK

BN TEEOS|A : AddLoginWhitelLists, CreateBanWhiteList
2R Wi FEVFNULL
Id 2 &
Quuid 2 =z

Uuid

o

=

RegionSet
HEHER
AN TEOS|F : DescribeBanRegions

R Wi FEFNULL
RegionName = =

ZoneSet = B

ScreenRegionInfo

HiEER

#RIT™ZEOS| A « DescribeScreenMachineRegions

2R Wi FEFNULL
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Uint64
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Uint64
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ESid)
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BURIEISE
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fiwk
HiEFR

ATAKER

Region 2 & String Hbis#Rs | 40 ap-guangzhou , ap-shanghai , ap-beijing

RegionCode 2
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o
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2R Wi FEFFNULL ESid R
RegionNameEn 2 5 String b=y v

AssetFilters

DiaRe MARENEIERE , BTF&TEES. flIndifID. B, KREF BFRES M Filterly , FilterBIIXENBES (AND ) XK, HE—FilterFEZ1
Values , E—Filter FValues/alf9x& MiZtEa ( OR ) K&,

#0351 : DescribeAssetApplist, DescribeAssetCoreModulelList, DescribeAssetDatabaselist, DescribeAssetEnvlList, DescribeAssetInitServicelList,
DescribeAssetJarList, DescribeAssetPlanTaskList, DescribeAssetWebServicelnfolist, DescribeLoginWhiteHostList, DescribeMachineList,
DescribeProtectDirList, DescribeWebPageEventList, ExportAssetApplList, ExportAssetCoreModulelList, ExportAssetDatabaselList. ExportAssetEnvList,
ExportAssetlnitServiceList, ExportAssetlarList, ExportAssetPlanTaskList, ExportAssetWebServicelnfoList, ExportProtectDirlList, ExportWebPageEventList

FZR Witk FEFNULL &3] fk
ExactMatch = " Bool EREMESR
Name = a String SRR ETR,
Values 2 S Array of String —NEHREZMNTEE.
CKafkalnstancelnfo
CKafkaSEfifER
#WRIT™EO3| A « DescribeLogDeliveryKafkaOptions
HBR Wik FEFNULL il fk
Az 2 = String i
Bandwidth 2 5 Int64 LIS |, BfZMbps
DiskSize B & Int64 HREE , B(IGB
Healthy =z a Int64 W& IR 2RAEE , 3 RIS RE
InstancelD P S String SEfFIID
InstanceName I3 & String SEAIIEFR
KafkaVersion 2 S String A5
RoutelList = B Array of CKafkaRoutelnfo i=d=plEs
Subnetld = B String FMid
TopiclList 2 2 Array of CKafkaTopicInfo FEyIE
Vpcld 2 = String vpcd , MNRAZ |, 7R ER ML
Zone = B String AKX
PrivilegeRule
AHBRAHNY
#HaNT#2031 /A : DescribePrivilegeRules
EIR Wik FEFNULL ESidl i)
CreateTime 2 5 String BlzERTE)
Hostip 2 S String EHUP
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FER Wi FEFFNULL ESidl fEk

Id = & Uint64 HINID

IsGlobal = B Uint64 EEREREH
ModifyTime = & String (EBCRIE

Operator 2 S String BIEA
ProcessName 2 S String BHEZ

SMode = B Uint64 EESKUR

Status 2 S Uint64 RE0: B L: T3
Uuid =3 & String EZFiKID

JavaMemShellPluginStatus

javaNFRIEPRSER

W TEOSIA
B WA FEYFNULL Eid) A
Alias 2 =) String IRS5 RS
ErrorLog = = String EiRHE
HostIp 2 = String RS5E8ip
MainClass = " String ENHEERE
Pid 2 & Uint64 FEABHEpId
Status = B Uint64 FERPIRES © 0 3EAT, LENARTD, 2: fEAHERT, 3: fE(HRE, 4 iEAKM 5: 2Rk

ImpactedHost

SHMENER

#WINT O3 : DescribelmpactedHosts

EZR Wik SSVENULL KB R
Description = = String TEEREA,
Id = = Uint64 imAID,
IsProVersion 2 & Bool =EATIR.
LastScanTime £ " Datetime  BREHNAIEL,
Machinelp = = String P,
MachineName 2 & String EHER.
Uuid 2 3 String SREFIHE—RMRUUID,
Vulld = a Uint64 imIRFREID,
VulStatus 2 S String RIS, <li>UN_OPERATED : 134hHR</li> <li>SCANING : $3#ih </li> <li>FIXED : & </li>
MachineExtralnfo
RS EEMER
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AN TEOS|F : DescribeAssetApplist, DescribeAssetCoreModuleList, DescribeAssetDatabaselist, DescribeAssetEnvList, DescribeAssetlnitServicelList,
DescribeAssetlarList, DescribeAssetMachineDetail, DescribeAssetMachinelList, DescribeAssetPlanTaskList, DescribeAssetPortInfolList,
DescribeAssetProcessinfolist, DescribeAssetUserList, DescribeAssetWebAppList, DescribeAssetWebFramelarList, DescribeAssetWebFramelList,
DescribeAssetWebLocationList, DescribeAssetWebServicelnfoList, DescribeAttackEventInfo, DescribeAttackEvents, DescribeAttackLogs.,
DescribeBaselineFixList, DescribeBaselineHostDetectList., DescribeBaselineHostIgnoreList, DescribeBaselineltemList, DescribeBashEventsNew,
DescribeBruteAttackList, DescribeDefenceEventDetail, DescribeFileTamperEvents, DescribeHostLoginList, DescribelgnoreHostAndItemConfig.
DescribeJavaMemShelllnfo, DescribeJavaMemShellList, DescribeJavaMemShellPluginList, DescribelLicenseBindList, DescribeMachineList.
DescribeMachines, DescribeMalWareList, DescribeMalwarelnfo, DescribePrivilegeEvents, DescribeProtectDirRelatedServer, DescribeReverseShellEvents,
DescribeRiskDnsEventInfo, DescribeRiskDnsEventList, DescribeRiskProcessEvents, DescribeScanTaskDetails, DescribeScreenMachines,

DescribeVulDefenceEvent, DescribeVulEffectHostList, DescribeWebPageEventList
BIR i FEEFNULL ESidl ik
HostName & 2 String FH3Z
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NetworkName
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WEEE , vpcEER F=IREIvpc_id
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Q
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AIRIP
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AKIP
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A
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Q

FullMachine

EHER

AN E2O3|F3 : DescribeAllMachines

R Wik FEFNULL

Tk
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ik
IsProVersion =2 & Bool BEBREEAR true : 2* false : &

Machinelp 2

iy

String FHUP,

MachineName —

iy

String EHER.

MachineWanlp =
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String FEHINIIP,

Quuid 2 & String FENMHE—HRRUuid,

WebHookEventKv

SR

#HanT#O51A : DescribeWebHookRule, DescribeWebHookRules, ModifyWebHookRule
B Wik FEFFNULL ESidl ik
ControlBit 2 B String =MRE

Type = & Int64 EVEE ]

Component

BFIREE.
N TEO3|A : DescribeComponents

EFR 0%5vid FEEFNULL St R
ComponentName ! & String PEZR,
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BR Wil FEYFNULL
ComponentType = a
ComponentVersion = &
Id = a
Machinelp = a
MachineName 2 =
ModifyTime 2 =
Uuid 2 a
WarningInfoObj
SHERRTIE
#WINT#EO3|FA : DescribeWarningList
BR Wik FRFENULL 58
BeginTime = B String
ControlBit 2 & Uinte4
ControlBits — & String
Count = P Int64
DisablePhoneWarning 2 ) Uint64
EndTime 2 B String
HostRange & = Int64
Offlinelnterval 2 Int64
TimeZone 2 & String
Type 2 & Uint64
AssetProcessBaselnfo
RRESEHEENER

AN T#EOS|FA : DescribeAssetProcessInfolist

2R

Desc

FirstTime
GroupName
HasSign
InstallByPackage
IsNew

MachineExtralnfo
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KA 134
String RHEEY, <li>SYSTEM : RGeBH</li> <li>WEB : Web{t</li>
String AERAS,
Uint64 E—ID,
String FHAMIP,
String FHAE.
Datetime B NEERATE.
String =EEFIRE—Uuid,

%

FreaRSE , &= HH:mm
TRSRIEHINL ( IRIDBRIHHHITFHE )
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% ,13: BE , 14 : BEIEK , 15: MEIE |, 16 : WindowsESGeimiE , 17 : LinudX{ERiE , 18 : &
IO HIEIREEE | 19 BPIREIEEE, 20  BPIREASE

ESitl Tk

String HEZIEA

String ERREERTE)

String HIEFPE

Uint64 HF&ER0% , 185, 999 =, {Xwindows

Uint64 ERETREGRE 087, 12, 999 &, {inux
Int64 EEME0:5|1:2]
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2R Wi
MINER

Machinelp S S
MachineName a a
MachineWanlp B S
Md5 £ B
Name 5 5
Oslnfo = =
PackageName B B
Param B B
ParentProcessName & &
Path = =
Pid a a
Ppid S S
Projectld &= &
Quuid & &
StartTime B a
Status & =
Tag & 2
Tty & =
UpdateTime B =3
User B B
Uuid S S
Version = =

CanFixVullnfo

HEEERETEE RRAEIEE
AN TEO35| A : DescribeCanFixVulMachine

B WhIE FEFNULL
FixTag 2 =
HostList = =
Vulid = b3
VulName = =
Strategy
BSReAPRIRES

#HaNT#2O51/A : DescribeBaselineStrategyList
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String
String
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String
String
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String
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String
String
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Array of MachineTag
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String
String

String
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Array of String
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FNER
FEHHNAIP
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HIEEMR
BERAER
wHEEE
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LHEETR
HIZERER
HHEID
RHFEID
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[EFATIE]
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2R
Categorylds
Enabled
HostCount
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PassRate
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ScanAt
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FEEFNULL

=]
=

WD WD HD HMD WD KD MO HD

Hm

AN T™EO5|F : DescribeBaselineWeakPasswordList, ModifyBaselineWeakPassword
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ModifyTime
PasswordId

WeakPassword

Machinelnfo

BMEANFERER

#WINTEOSIA -
BFR
Machinelp
ProtectDays
ProtectLevel
Region
RegionType

VipOpenTime

AssetDatabaseBaselnfo

BIREESIREEIRER

AN #203|F3 : DescribeAssetDatabaselList
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EEUH
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BinPath
ConfigPath
DataPath
ErrorLogPath
FirstTime

Id
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IsNew
LogPath
MachineExtralnfo
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#HANT#2O351A : DescribeFastAnalysis
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#WINT O3 : DescribeFileTamperEvents
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ExeName &
ExePermission =
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Level a
MachineExtralnfo a
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Ruleld =
RuleName a
Status =
Suggestion =
Target S
TargetCreatTime a
TargetModifyTime &
TargetName &
TargetPermission =
TargetSize =
Type )
UserGroup &
UserName S
Uuid &

BaselinePolicy

BEERRER

HENTEOS| A : DescribeBaselinePolicyList, ModifyBaselinePolicy

EZIR Wi
AssetType =
DetectInterval 2
DetectTime p=3
HostCount =
Hostlds &
Hostlps =
IsDefault &
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E= Wik
PolicyName = =
RuleCount 5 &
Rulelds B &

SecurityButlerInfo

REBEFRIIFRER

#WHIT™#EO3|F : DescribeExpertServicelList
FZR Wi
EndTime = =
Hostlp = &
HostName = S
Id =z =
Orderld 2 F
Quuid j=3 &
RiskCount 2 S
StartTime =2 &
Status = =
Uuid =3 &

BaselineCustomRuleldName

& BEMNIDIEF

SEEFNULL

FEFNULL

FNZzE (CWP)

AN #EO5 A : DescribeBaselineltemIgnorelist, DescribeBaselineltemInfo, DescribelgnoreHostAndItemConfig

&R it
Ruleld <3
RuleName =

AssetWebAppBaselnfo

FIREIEWebRIFFIEIER

#ENT#EOS| A « DescribeAssetWebAppList

IR Wik
Desc &5
Domain &
FirstTime =
Id =
IsNew &5
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ESid) R
String RIREAR KEA BT 1285 FFF
Int64 KEREEIEE
Array of Int64 A
ESid R
String BRSS4EERATIE]
String Fillp
String FEHEZR
Uint64 HiiEid
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String PBRSSFFEART A
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FE¥FNULL S A
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FER Wik FEFFNULL ESidl ik
MachineExtralnfo a 2 MachineExtralnfo MIINER
Machinelp S 5 String FHRIMIP
MachineName & FS String FENEFR
MachineWanlp & & String EHNINIIP
Name & S String AR
OsInfo & S String BIERFRER
PluginCount B & Uint64 RIS
Projectld & & Uint64 EINIZZ N
Quuid S a String FHQuuid
RootPath 5 5 String IREEE
ServiceType S S String RSS2
Tag & 2 Array of MachineTag RS
UpdateTime B = String HHEE A
Uuid & & String FAHLUuid
Version = = String %N
VirtualPath B B String R

BillingDefineParams

HETHREENSH

e T#EOS| A : CreatelicenseOrder
B Wik FEEFNULL ESidl R
AutoBindSwitch S S Bool B4EFX
AutoRepurchaseRenewSwitch & & Bool BaiiniiT RS BaseEs
AutoRepurchaseSwitch " A" Bool EENIIAPESS
ProtectType B B String BRhRA

NonLocallLoginPlace

SER

N TEOS|A : DescribeNonlocalLoginPlaces

B W AIFNULL KA AR
City 2 &= Uint64 IFEHID,
Country p3 = Uint64 EZxRID,
Id = = Uint64 =4ID,
LoginTime 2 = Datetime TRATE,
Machinelp 2 & String FEHP,
MachineName 2 S String e ZFR,
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Province 2 & Uint64 &EHID,
Srclp =z = String ERIP,
Status 2 &= String EFIRE<li>NON_LOCAL_LOGIN : BithZEFR </li> <li>NORMAL_LOGIN : IEE&EF</li>
UserName 2 a String AFZ.
Uuid 2 S String =EEFinE—MRUuid,
Exportlnfo
BETHIESTIER
#ANTEOS A : DescribeLogExports
=4 ik SRPENULL -3 TR
CosPath = & String  BHESHEKEER
Count <3 A Int64 AESH#HE
CreateTime &£ & String HESHEIZEATE
EndTime 2 B Int64 AESHEERE |, uinkZTETER
Exportld 2 & String  BHESHESID
FileName 2 = String  BESHMXHE
FileSize = B Inted  HEZMHAN
Format 2 S String  BESHIEH
Order 2 & String SR EHERE
Query 2 5 String HESHEESED
StartTime 2 B Int6d  HESHERIARE , vinZEZFPadEE
Status = = String EQZ;?@EVS Processing:SHIEE# T+ , Complete:SH5epk , Failed:SHHEM , Expired: AESHEINE (=
FileTamperRuleCount
FENREAZ OV EREE
#ANTEOS A : DescribeFileTamperRuleCount
EFR Wi FEEFNULL ESidl ik
Count = & Uint64 REAMINIEI£ e
Name 2 2 String KREHINIEIEZRR ((NEREP—F)
Uuid 2 B String F#luuid
StandardConfig
T ERRRTRE AR E
HIIT™EOSIA -
BFR Wi FEEFNULL ESid Tk
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2R Wi FEFNULL
Ttl 2 S

NetAttackEvent

IO 3|F : DescribeAttackEvents
BR wiE  FREFNULL ESi
Count — Uint64
DstPort & = Uint64
Id & = Uint64
Location B 2 String
MachineExtralnfo &= =2 MachineExtralnfo
MergeTime S 2 String
New = 2 Bool
PayVersion & 2 Uinte4
Quuid & 2 String
SrclP & = String
Status & = Uint64
Type 5 = Uinte4
Uuid &5 2 String
VulDefenceStatus & 2 Uinte4
Vulld S 2 Uint64
VulName B 2 String
VulSupportDefense & 2 Uinte4

AssetPlanTask

AF-EEHIMESTIE

AN TEOS|A : DescribeAssetPlanTaskList
2R Wi FEFNULL
Command = &=
ConfigPath B &
Cycle = &
FirstTime 5 &
IsNew = =
MachineExtralnfo a =
Machinelp = &
MachineName & S
MachineWanlp = &=
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R Wik FEFFNULL
OsInfo S &
Quuid = &
Status 5 E
UpdateTime = =z
User a =
Uuid £ =

ScreenRegionMachines

KFEEHIDE FIR

AN TEOS|A : DescribeScreenMachines
=i Wi FEFFNULL
AttackCnt = a
IgnoreCnt = B
Machines =2 &
Region = &
RegionName <3 a
RiskCnt = a
SafetyCnt = B
TotalCount — 8
UnAgentOfflineCnt = B

WarningObject

HETHHBBANISH
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String
Uint64
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String
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Uint64

Uint64

Array of ScreenMachine
String
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Uint64

Uint64
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Uint64

#HanT#EO51/A : DescribeSaveOrUpdateWarnings, ModifyWarningSetting

BIR Wk ARYENULL R
BeginTime & a String
ControlBits 5 & String
DisablePhoneWarning ES a5 Uint64
EndTime = B String
HostRange & = Int64
Type & & Uint64

BashPolicy

iSRS

WS : BRmEmEX
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#WANT#EOS| A : DescribeBashPolicies, ModifyBashPolicy

2R Wik FFFNULL ESid]
BashAction =3 S Int64
Category = = Int64
CreateTime a8 E String
DealOldEvents & = Int64
Descript = 2 String
Enable 2 &5 Int64
Eventld & — Int64
Id & = Int64
Level p== & Int64
ModifyTime S & String
Name — E String
Quuids & = Array of String
Rule = & String
Scope 2 5 Int64
Uuids S & Array of String
White b3 a Int64

ProtectDirlnfo

PR BRFIxRSE

#HanT#O51/A : DescribeProtectDirList
ER Wi FEFNULL
AutoRestoreSwitchStatus P S
DirName b= B
DirPath 2 S
Id =z 5
NoProtectServerNum 2 &
ProtectException = a
ProtectServerNum = &
ProtectStatus = &=
RelatedServerNum P S

BruteAttackRuleList

BIREFIERNTIZ

AN TEOS| A : DescribeBruteAttackRules
2R Wi FEFFNULL
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FER A
Enable =
LoginFailTimes 2
LoginFailTimesDefault 2
TimeRange =3
TimeRangeDefault 2
AssetMachineBaselnfo

B RN PIRSSEIIRIIERER

WA T3 |8 - DescribeAssetMachineList

2R Wi
Cpu a5
Cpuload B
CpuSize =
DiskLoad =
DiskSize &
FirstTime a
IsNew =
MachineExtralnfo =
Machinelp &
MachineName a
MachineWanlp &5
MemLoad &=
MemsSize &
Oslnfo 5
PartitionCount B
Projectld a
Quuid =
Tag =
UpdateTime &5
Uuid &=
AssetMachineDetail

BFENhIRS SIIRIIERER

#4203 : DescribeAssetMachineDetail
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AgentVersion B B
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Array of MachineTag o
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BootTime a
BuyTime a
CoreVersion &
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Cpuload a
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CpuSize B
DeviceVersion =
DiskLoad a
DiskSize B
Disks B
EndTime a
FirstTime a
InstallTime a
Instanceld B
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MachineExtralnfo )
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MachineName B
MachineWanlp =
MemLoad a
MemSize a
NetCards B
OfflineTime S
Oslnfo a
OsType &
PartitionCount B
Producer B
Projectld a
ProtectDays B
ProtectLevel B
Quuid B
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a

BaselineHostToplList

BEEnIRS2a5IREE

FBEFENULL

AN TEOS| A : DescribeBaselineHostTop

EIR
EventLevellList
HostName
Quuid

Score

Malware

ABEXER
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=

=
E
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#HANT#EOS | : DescribeMalwares

E= Wik FREFFNULL
Description p=3 =
FileCreateTime =& 5
FilePath 2 &
Id = =
Machinelp 2 5
MachineName 2 =
ModifyTime 2 &
Status = B
Uuid 2 &
LoginWhiteListsNew
FEREEH

FHlZe (CWP)
ESid] R
String fR5588uuid
FEHFNULL ESit] i
B2 Array of BaselineEventLevellnfo BEHFRERYGIE
2 String FHNEFR
= String FHQuuid
B Uint64 IHENENS
ESid] fk
String AR,
Datetime ARE SRR A,
String RNERTERIEER,
Uint64 EM4ID,
String P,
String FHEFR,
Datetime_iso  ARSI{HEXETIAL.

String
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AN TEO5|A : DescribeLoginWhiteListNew
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CreateTime
EndTime
Hostlp

Id

IsGlobal

Locale

WS : BRmEmEX
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EFR D FEEFNULL Sl 1%
MachineName 2 = String Hess
ModifyTime 2 B String &2 SRR E)
Places 2 2 Array of Place SRk e
Quuid = & String FEHMQuuid
Remark 2 2 String #=iE
Srclp 2 B String BZEIP ( ZMIPEERIT)
StartTime 2 = String FroaRdTE)
UserName 2 & String BHE2EAF (S1MNHEFESER)
Uuid 2 B String =EEFIRID
WebHookHostLabel
RINEEATHEE

#HWANT#EEO5 A : DescribeWebHookRule, DescribeWebHookRules, ModifyWebHookRule

R Wik FEFFNULL ESig)
Type — & Int64
Values = & Array of String

170
EHERILAEIE |2:BRAIRE 3 EZerE|4 Bt = AN

FNRETIFERS

RansomDefenseStrategyMachineBackupInfo

PRI E N SIS

AN TEO5| A : DescribeRansomDefenseMachinelList

BR Wik RYFNULL 25
BackupCount 2 2 Uint64
BackupSuccessCount P 2 Uint64
CloudTags = 2 Array of Tag
DiskInfo = = String
Instanceld 2 5 String
LastBackupMessage = = String
LastBackupStatus = 2 Uint64
LastBackupTime = 2 String
Machinelp 2 & String
MachineName — ES String
MachineWanlp 2 2 String
Quuid = & String
RegionInfo 2 2 RegionInfo
RollBackPercent — — Uint64
RollBackStatus = = Uint64

WS : BRmEmEX
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BEEER , NEIFraEEE - ;98 diskld1|diskNamel;diskld2|diskName2
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E= Wik FREFNULL it
Status = = Uint64
Strategyld 2 2 Uint64
StrategyName = = String
Tag = = Array of MachineTag
Uuid = & String

MalwareWhiteListInfo

AEEEHER

#HaNT#EO51A : DescribeMalwareWhitelList
BIR Whisk FEFFNULL
CreateTime 2 5
EventsCount = =
FileDirectory = a
FileExtension = &
FileName 2 5
Id = a
IsGlobal 2 5
MatchType = a
Md5List 2 a
Mode 2 5
QuuidList = a

BaselineCancelParam

BB SH

I EEOSIA -
BR Wik FEYFNULL
Policyld 2 =
Taskld = &=

BaselineDetectParam

BEsH

WRITF#ZEO3|F - StartBaselineDetect
R Wik FEFNULL
Hostlds = =
Itemlds & &

WS : BRmEmEX

FHlZe (CWP)
T30
BHIPIRTS © 0% , 153
SEHgid , FIORTREYBESNG
SREEER
TR
F#HUuid
Bl A
String G etlF=atE )
Uint64 SZHIMCR
String XHEER ; ZoE
String XHEE ;R 9E
String & ; BRoEl
Uint64 —ID,
Uint64 EREHEN; 08, 12
Uint64 DUFRtEE, ; OFSHAILED , LUEHATLAT
String md53E &, 5 El
Uint64 BgEEs ; 0 MD5 |, 1Y
String cvm quuid 1% 58,
i) R
Int64 EVHAIREEID
Int64 EVERYESSID
-] T30
Array of String HMAIENIDES
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Policylds &
Rulelds &

AssetDatabaseDetail

AREIEAERSIR(SE

AT #2033 : DescribeAssetDatabaselnfo

2R

BinPath
ConfigPath
DataPath
ErrorLogPath
Ip

LogPath
Machinelp
MachineWanlp
Name
OsInfo
Param
Permission
PlugInPath
Port

Proto

Quuid
UpdateTime
User

Uuid

Version

ScreenAttackHotspot

WA ™03/ « DescribeScreenAttackHotspot

2R
CreatedTime
Dstlp
EventName

Region

WS : BRmEmEX
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& Array of Int64
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R Wik
Srclp =

ExpertServiceOrderInfo

ERRSITRER

FHZE (CWP)
FEFNULL ESidl ik
& String WEHEIP

AN TEO5|F : DescribeAvailableExpertServiceDetail, DescribeExpertServiceOrderList

=1 Wik FEYFNULL
BeginTime 2 a
EndTime = &
InquireNum = =
InquireType = =
Orderld — ES
ServiceTime = S
Status = =
BruteAttackRule
FRERE BRI
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=1 Wik FEYFNULL
LoginFailTimes — a
TimeRange = =

ScreenBaselinelnfo

KFELEER

U TEOS|FA : DescribeScreenHostInvasion

E= D50 FEFNULL
BaselineFailCount =3 =
Categoryld = =
LastScanTime = =
Level = =
Name = =
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ATAXER
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#WANT#EO5 A : DescribeAssetUserInfo, DescribeAssetUserKeyList

IR Wi
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EncryptType p=3
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BRAEZREERER

N E2O5|F : DescribelicenseWhiteConfig
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Deadline Z
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LicenseNum 2
SourceType =

RansomDefenseStrategy

FHFFREIZEOENESYEHostListAYTagList T =

#HeNT#EO5|A : DescribeRansomDefenseStrategyList

BFR A3
BackupType 2
CreateTime 2
Description —
ExcludeDir 2
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Id b=
IncludeDir 2
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MachineCount =
ModifyTime 2
Name —
SaveDay b3
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=

=
rE

Ho

RO O

el

oy

FFNULL

iy

oy

FREFNULL

iy

iy

iy

%

2

Uint64
String
String
String
String
Int64
String
Uint64
Uint64
String
String

Uint64

FHZE (CWP)

String ATRAXER
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#WINT O3 : DescribeWeeklyReports

2R
BeginDate

EndDate

AssetlnitServiceBaselnfo

BrEERHMRSYIR
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=
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B wiE  SFNULL
FirstTime &= a
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Machinelp & &
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MachineWanlp = S
Name = =
OsInfo = =
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Type B a
UpdateTime = a
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AN T#EOS| A : DescribeAssetWebLocationPathList
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FHZE (CWP)
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& String XAtFREE
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AN T™EEOS|F : CreateSearchTemplate, DescribeSearchTemplates
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Flag -
Id FS
LogType 2
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TimeRange 2
ProtectNetInfo

ERIRS-IEARMER
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WA T3 | : DescribeProtectNetList

=i Wi
EndTime =2
ProtectDays -
ReportPath 2
StartTime =
Status b=
TaskId 2
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BERSIEE

#HanT#EO51 /A : DescribeLogIndex
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CaseSensitive —

WS : BRmEmEX

FBEFNULL

o O o o

iy
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=
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ESid
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String
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String
String
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String N
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2 =
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EE VRIS

#WaNTEOSIMA : DescribeVulEmergentMsg

R Wik
Name =
PublishTime =2
Vulld =3
ScreenBroadcasts
KETIRLIERNS

#ENT4EOS|A : DescribeScreenBroadcasts

&R WA FFNULL £t

Id = = Uint64

Level 2 & Uint64

Time = = String

Title = B String
AssetWebLocationInfo
BrrEgmBWebitmgRER

AT 203 A : DescribeAssetWebLocationInfo

2R
Command
Ip

MainPath
Name

Port

Proto
SafeStatus
ServiceType
UpdateTime

User

ScreenMachine
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String b2
String PRy Sur |
String RN
Uinte4
String PRo52RE
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KEENFIREE

AN~ 22MO3|F : DescribeScreenMachines

2R
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CoreVersion
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CpuSize
CyberAttackNum
DiskLoad
DiskSize
InvasionNum
MachineExtralnfo
Machinelp
MachineName

MachineOs

MachineStatus

MachineType

MachineWanlp
MemLoad
MemSize
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SecurityStatus
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=
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=
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CreateTime =3 & String
Description =3 & String
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HostIp = & String
Interfaces 2 & String
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Pid = = Uint64
RecentFoundTime =3 & String
SecurityAdvice 2 &5 String
SuperClassName — E String
Type 2 & Uint64

RansomDefenseStrategyDetail

ENFIREEEOEMEEHstListiTagList 5 =

#HanT#EO51/A : DescribeRansomDefenseStrategyDetail

R WA FEFNULL
BackupType 2 =
CreateTime — —
Description 2 p=3
EventCount = =
ExcludeDir 2 2
Hour — a
Id = a
IncludeDir 2 =
IsAll = a
MachineCount 2 2
ModifyTime = =
Name = a
SaveDay = =
Status = B
Uin = =

WS : BRmEmEX
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IR REETR
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HIEGRLITEH
eSS
BEURRINATE
WiBA
ESLEEn
BRI’
ARSSHRIP
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ATFEDEA O:Filters! 1:ListenerB! 2:Servletf! 3:InterceptorsBy 4:AgentB! 5:Elfth
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2R Wi FEFNULL

e
2
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Weekday = = String SWERRE (1-7) 1,234

LogHistogram
B ERRRITERFS
AN TEOS|A : DescribeLogHistogram
=4 Wi FEFNULL ESid fik
Count 2 & Int64 St REHARAI R TSR

TimeStamp 2 & Int64 % period BYEEHI unix timestamp : BA(7EFD

OsName
BIERFEZIR
WA T™#EEO3|F : DescribeMachineOsList
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MachineOSType = = Uint64 BERFRRENEE
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Name & String RFEZBWR
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ScreenProtection
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#WANTHEO3|A © DescribeScreenProtectionStat
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AN TIEO5| /A : DescribeVulOverview
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AttackCounts
Date
DefendCounts
DefendHostCount
Enable

ExceptionCount

UpdateHostLoginWhiteObj

FRIERBERLR
W ™#EO3|A - ModifyLoginWhitelnfo

2R Whisk
EndTime =
Id 2
Places =2
Remark =
Srclp =
StartTime &
UserName P
ScreenEventsCnt
SR
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AN T3 F3 : DescribeScreenEventsCnt

R Wik FRVFNULL 288U
Category 2 a
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Total 2 & Uinte4
BaselineRuleType
B HNRE
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GoodsDetail 2
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PayMode =
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AssetType

RETEBERE IR

AN TEOS| A : DescribeAssetTypes

E WA
Id 2
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BaselineHostDetect

B ENUEN

AN TEO5| /A : DescribeBaselineHostDetectList

EZIR Wi
DetectStatus
FirstTime =
Hostld &
Hostlp &
HostName a
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LastTime 5
MachineExtralnfo B
NotPassedItemCount )
PassedItemCount =
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Wanlp &
AssetAppBaselnfo
RREEHEEANER

AN TEOS A : DescribeAssetApplList
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MachineName &= a
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Name a &
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ProcessCount S S
Projectld & =
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Tag a 2
Type & S
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String
String
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=
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=

AN TEOS| A : DescribeScreenHostInvasion
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EndTime 2
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Disks
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