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S BRERSER, BEEMER HMAC-SHAL EiEY E—S RSN ERFOIFFRHITES | ARKBEMNE S SER Base6s #1745
13, BIEIRIGRERIE SRR,
BRI | LA PHP BS54
$secretKey = 'Gu5tIXGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE& Timestamp=1465185768&Ver
sion=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

REBEINEEEN:
EliP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR ARG TERIIE , BRNERHS6IFHhaI—EEE.

3. ERHIwG

ERRIS R BT REEIRIFNIBRESE , FEXHET URL %3,

N F— S RIS Z A EliPOYW3pW28FpsEdkXt/+WcGel= , B{EFIR0RE HRIBREE ( Signature ) 7
EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Ei5RTFEMSRAER URL,

AR NRAPKRIEKSER GET , Bi&i5KA%58 POST @it Content-Type A application/x-www-form-urlencoded , MI&iXiEK
RAEERSHEIREM URL RS , SHRN-ASARERG. IF ASCI FRHE URL RISAIFREStLL UTF-8 #{T4%i8.

IR | FLREIESH http BE2EEAFTESEHT urlencode , ZEXMMERT , MATREXIERBHT URL K37 , BUAX URL 4
EeSHERLM.

IR RthSBUEbBEHR{ TR , MESRA RFC 3986, i8R %XY MEHFRPUINFHTES R  HP "X T"Y A+
(0-9 KB A-F) , BRINSESIRER.

4. ZZEM

HRIESSIREN | FEUTERRMANEIRS | SHRIESIREAE

RS fEIREA
AuthFailure.SignatureExpire EHIIH
AuthFailure.SecretldNotFound IR
AuthFailure.SignatureFailure ERHER
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RS HoSEIAR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE ( RE= APl Z3EZEAY )

5. BRIER

TESCRRAFE APL 3.0 Y , i ERRENBRASSMEX SDK 3.0 |, SDK SHETERMTRE , FAM RS- RIghEMEOe, ¥
SESI SDK b, MRTSISORIBRS -

e Python

* Java

* PHP

* Go

e JavaScript
e .NET

ATEBRNFERERTRE , THUSMREES A6, B OANERTERRIIL. BXkES. ERIROMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERMN | TRTAIBRERA SDK.

BEEHAY url BJ8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-
09dx96dg&.Limit=208&Nonce=11886&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signat
ure=EliPOYW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPREERENN | HEBEARRSHEIRE |, RIaNSRELL url FEXSEEHH I FEER curl Em<SERISIREESN
Hix | ERH. ATEE—NMTLUEERER url |, FEERUREIFH] Secretld 1 SecretKey NESLAVESE | FHERRFHBIRTEEUE
79 Timestamp ,

IR ETENTRAT  ARREES  EER—ESEXITEREIR url JEEEEMAR , RIASHNINFARR | (EXHAIER
. REMAESHEE  BESITEIERRIE.,

TR LIMURB(ERT APL 3.0 , FEEERATHEMNERRE | BMERIERN APl , BTFEATERBLSHERUEER |, B
XS R BYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
/] EFRBERurRXISEIRF B ER

for (String k : params.keySet()) {

// BEEXFEKBHTUrlencode , BT keyEERRNFE , Bt XIHvalueitfTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LAEEIHEF

// SCRmVEFBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // A&

// SRR R R 2 e R A2 Bkt ] , 5140 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~"FHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // A48

params.put("Action”, "Describelnstances"); // 2"H5%

params.put("Version", "2017-03-12"); // ~H5%

params.put("Region”, "shjr"); // ~AHS#

params.put("Limit", 20); // 53&%§

params.put("Offset", 0); // S5

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // "%t
S

System.out.printin(getUrl(params));

}

}

Python
IR (IRETE Python 2 IMEBHEST , EBELREE requests (KIS :  pip install requests
-*- coding: utf8 -*-
import base64
import hashlib

import hmac
import time

import requests
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IbSSCRRER | AShiaaTeer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)

WS : BRmEmEX 2526 T H55

=i



O BASTCE KR (TBDS )

= Aol

EOSHV3

BIFEAYE: 2025-10-20 17:05:52

B ZEREX APl S8 MAEBERKFITEMEIE , IS MEREPTEET \/itla:k%éizq:’tﬂéxgﬁ ( Signature ) LASIIESKES

B, EBEEHTEFIIERN , ZEEIUEELE Secretld 7 SecretKey ; ERFERSEREFIL , BRIERAPIZSARERE , SNLERE
BZ=APEEO.,

‘EEI—‘—I =3
1. HiEREFIE
EFERERTAPIZAD , BRESAPIEHNEABEREFEIE. REFEIEELE Secretld # SecretKey :

e Secretld FAF#rR APLERRESH
o SecretKey FIFINEEE F T BFIIRS S mIGIE S E FRTRAIVEA.
s FAFPWIITISREZSREIE , BRitEE,

RIS ZIENEARLS BT :
1. EZBN=EREX SRR OEFIA.

2. BHE=APIZSERUEHI A TE
3. E=APIESETIHE , mis [F7] RIRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELUABRNT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data P | json IEXERARTBISEOSTE , multipart 18z
REFEWSEONE , WHZEORREERR json 8UER , SF BRSO RA,

THEURRSSHREA MNXEHFIRIEAFIF  SEBRNBERRHEITRE. BAWBERTERSTAZIZRMNSEL : Limit 7 Offset ,
{£F8 GET 7558,

BRiIZFIFAY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAEIE R
RIS HHEHIEIERKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , AR GET ;
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e CanonicalURI : URI £%§ , API 3.0 EEAERKT (/)

* CanonicalQueryString : &€ HTTP i& URL FRINENE=RE , }F POST K , BRENTFRE |, JTF GET iEK , WA URL FF
5 (?) GENFZAERS , ARFIBYES : Limit=10&O0ffset=0, jF= : CanonicalQueryString &4 URL 4R/A3.

e CanonicalHeaders : £5&&ZRILIER , EPEE host F content-type FENLER , BATIMABEXHLSHSESBIIREEEE
SKEYE—MEFNZ M. HHENN : 1) k&6 key #0 value Si—#ER/\E |, FEISERETIE | 1R key:value\n #8z{HE ; 2) 2/ LE,
HRRBSLER key (/NE ) ROFEEHEFRHITHHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £5&ZAEMER | IRBALLXIERBMLLIS 5 TER , #1 CanonicalHeaders B ZHILEREE—XIMNAY,
content-type #[1 host J9usifEsLEB, HHENN : 1) L3R key ZB—HA/NE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ : content-type;host

* HashedRequestPayload : IEKIEXHIIEHE |, itE 5%/ Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 33 HTTP i5
KEE/NEX payload fff SHA256 5% , AF+7 #HmD , RERIDHREEMR/NEFE., = : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload Bl HTTP i&SKIEX payload,

HRIELLEAIN | OIRERIRAGEIERENT (ATRNEW , \n BITFHIEESRITEHFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER TR
AU RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BATEEA TC3-HMAC-SHA256 ;

e RequestTimestamp : EKRAFEE; , BIiERLERAY X-TC-Timestamp BU& , A1 ERBIERS 1539084154 ;

e CredentialScope : EIFEE , #&= /9 Date/service/tc3_request , @& HER. FHERARSFIZRIEZFFFE (tc3_request ) , Date 79
UTC tRERTEIRBHRE , BYEREM LS X-TC-Timestamp #&5AY UTC iRAERBIERE—3 ; service AF-@m& , WASEBINR
BZ—2, 180 cvm, SN ERFLEKR , BYEJ 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASBHHEFTENECIEREBNGHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

P

1. Date /MBS AR X-TC-Timestamp i+E15%) , BRFX UTC+0, WMERIMARFARXEE , FIE/\KX |, BSHEX8E
AR, ERZEMBERVERM. RigiTiE&/s 1551113065 , f£4/\XAYAYEE 2019-02-26 00:44:25 , EEITEEE
#9 Date BY UTC+0 BYEHEARIS 2019-02-25 , MAE 2019-02-26,

WRFRE - BRmERMEX 5528 T #55
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2. Timestamp X/REXRIRFATE , BFEBERRSEHENERAERSH , MREEETASHPNSERM. MNRKAIEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

MR LA | REIPERIRFERFRHRUT (AT RREN , \n RITFAESSRITER—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23. i8S
1) HEIREREEE , (hRBUIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date =E¥=8. , a0 45~ , 792018-10-09 ;
e Service : B Credential opY Service FEHEE , A0 LM, 9 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRES ZER ;
e StringToSign : AIZB2ATEBRINSFSEFRE ;

2.4. 8 Authorization
AN ™R E Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
e Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M X , EIEEHE ;

* SignedHeaders : L £EX , 258 ZHLIHER ;

e Signature : £

HRIBA AN | IR EEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl174c474
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RETREIERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&0Offset=0

REWEEM (TBDS

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr

. BRKW

HRIESSIRER | FAEUTERKMANERG | iSRIEIRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

ol e —
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX

I PSS
BRITH
BRI
BEER
token iR

ZRIEE ( ARE= API Z5EEHY )

%530 ;1 55

)

=i



O BASTCE KR (TBDS )

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "shjr";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ;#?%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk 5% 3 o .L-l.%ég kkhkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkhkkk $‘9¥ 4 j:}’fl:g Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);
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TreeMap <String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkhkkhkkk 53% 1 o }#;%%m;ﬁiﬁ*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# kkkkkkkkhkkkkk 5% 2 : T#*%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# kkhkkkkhkkkhkkkhkk ig% 3 : H’%Eg kkhkkkkhkkkkhkkkhkk

# ITEESBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk 55;’% 4 : ?#*% Authorization kkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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15 KE5H4)

BIFESAYE: 2025-10-20 17:05:52

1. fRSSHbtt

REWEEM (TBDS

)

btz (Region ) RIYBERIEHEH OAMIEXE, BRZEMEXZIWIEAREETERE | RIEARtbESERAEEISEE

BiElt. ATRHEHEE. B THRE  @EIEREELEEFRIbE.
ERTLUEIT APIED EiiHSIR B ArtbETIxR.

2. BIEhY

BN=ERMEX APl UFFEIEOMNET HTTPS TS | RESZ2HNEEEE.

3. BKITE
S50 HTTP IS0 E:

* POST (##%)
o GET

POST iE3kz#569 Content-Type 28! :

o application/json (7 ) , X/RfEA TC3-HMAC-SHA256 & 757%,
e application/x-www-form-urlencoded , %4Z{FFE HmacSHAL 8 HmacSHA256 && 757X,
e multipart/form-data ( {NEBEOSF ) , WRER TC3-HMAC-SHA256 &2 75%.

GET B3SRBS RE A/ NARE#BIT 32 KB, POST iERFEAESEAEHN HmacSHAL, HmacSHA256 BAE#8iZ 1 MB, POST i&EKEAE

#&FiEA TC3-HMAC-SHA256 Ffz3% 10 MB,

4, FRIwAS

FEFAUTF-84%%3.

WS : BRmEmEX
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O BASTCE KR (TBDS )

IR[EIZER

BIFESAYE: 2025-10-20 17:05:52

IF@REIEEER

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HIEFAT) , EeTaerORELIT

{

"Response”: {

"TotalCount": O,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response RENERH Requestld REENFE , TiCIFKRHEINEE , RE APIMET , UHESIRE,

* Requestld FBF—> APLiERAIME—IRIR , W5 API HILRE |, SJLABKEREA] , FHREZ ID KiFRERE,

* [RTEEMNFERS  HRIWARKEOENNTER  AENEOMRENFES IO SXEFREN. HFIHE TotalCount
InstanceStatusSet 59 DescribelnstancesStatus £ OENXIFER , BT EREKRNAFREMEZE=RSTLH , Bl TotalCount
FULCER FEBRENES 0, InstanceStatusSet FIRI9%,

tHIRIREIER
£, SRR

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMEEZISKARKM, Error FEREREAERRY Code F1 Message FERTE LM AT 2 EIREIRY,

* Code FREMHBIIERID . B kBT LS RIBZ RIS E A HEIRST SRR O M AYE IR IR EmE X SR EFIRR
BE,

Message BRHTXMEIREENERERE , BESEESAEMN | WAL BFRISTEREH , P ARKEXMRE]
&.

* Requestld FBF— API iEREUE—HIRIR , N8R APL HIIEE , STLABCRIRA] , FHEMIZ ID SEARREE,

RIHTEIRTG

IREIZERPUNRIFAE Error FER , NIZRRBA APLIECIKM,  Error iy Code FERFRTMEIRD , ATB SR REHINAYEIRAS A AL
IREG , TERIIH T ARG,

WS : BRmEmEX 2835 #55
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]
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

REYEEM (TBDS)

TRIRIEA
ERAEE (A2 API AR ) |
MFA $5ig,

AR,

R

SEZIULIN

%

SRR,

k

token $&iR,

Bk CAM 1Y,

DryRun #F , RRIERESEMINA . REZET DryRun &4,
(=SS

REBFEIR.

EORFHE.

SHGER.

SHEYERIR.

TR ECEIPRS] .

BROSEEIR,

EORARFE.

TERADREGET T 3RZPRS.

BIRM S .

RIFAE.

BIRFE.

RIFAETA,

RIZRURLE.

RASHGER.

BEARSHF.

http(s)iERIPSEIR , R3ZHF GET #1 POST 15K,

EORSHSRTEhEL,

%536 Ta 55
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O BASTCE

\H5

VAN

VTSR SRR 2025-10-20 17:05:52

REYEEM (TBDS)

HEYRATRRBFIZOLSNENNSE , WIFE | A MEORBAROAP AR XLSHHTRE  ESRERETEE
}i XL, AREIEBEAREEK.

ERTTE V3

58 TC3-HMAC-SHA256 &&757ART

SHETR St

X-TC-Action String

X-TC-Region String

X-TC-

. Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

alil

alil

i

alil

i

AHBHEES—HEI HTTP Header iEkLE+ , 20T :

fik

BEIEOSR, ESEEOXEPMASEATESE Action B9RE. FIIN=IRSENE
ESEFI5IZRIED |, BUYE Describelnstances,

WIS, SRR BRI EI M ERIEE. RORZAEEESE R OXETRRAS
NS4 Region AUGHR, 1R | EEROATFEELEZSY , BOEPIILATHI5R
B9, RSB EEEBIZSHBARERL.

=1 UNIX BJE)E , ElicRAH#S APLiERAGATE), g0 1529223702, & : (IRSMRSS
RHEHEEBE St , 25 EERITHIER,

R APL BURRA, EUESHEOSEHRASRILSE] Version BiRBE. HIAIZARSSERAIR
& 2017-03-12,

HTTP fRAESDIAIESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : €£75,% , BRIEENZE ;

- Credential : £&1EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EFENRHSE X-TC-Timestamp #E/Y UTC FRAERNBEIREE—E ; service AFm& , &
RSB mRIEE—E, flgicvm ;

- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9uwsifksLEp ;

- Signature : EZFWE,

IEEERATAAY Token , BEESRIGIIEE—FSER. IGHZEF0 Token EEZHQETRIR
SREBZEOKE, KEIZHATEE Token,

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (0T

SHETR &St
Action String

WS : BRmEmEX

=
=

fik

BENEOSIR. BESEEOSETMASENTESE Action B9IREA. FIaN=IRSEE
EIRsLHIZIZREO |, BUEA Describelnstances,
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SHETR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

s

s

String

Integer

Integer

String

String

String

String

String

i

alil

i

il

alil

i

i

REYEEM (TBDS)

fk

Wi Sy, SRR B EI MBIEAIEIE. FOESZAMEREESE EZ O REA
SRS Region RUGER, 1R | BUEOATEECRZSEH , EOEH I
BIRER , LATEMEEEBZS AL,

2457 UNIX FHE)E , AlieR &S APLiEkAYATE], 1901529223702 , N8R 52FiIRTE
HET X , £3[REFTHEIR.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHH_E ERBERIFRREDHY Secretld , —4 Secretld XFRME—HY SecretKey |, i
SecretKey SFRARLIEREE Signature,

BRESR , FRBIERERNGEN | FERFRIELFRBMASEITESEH. Bkt
BREE2NEROSSME,

B{FRY APLESRRA., BUESEROXERASATSL Version B, AIN=RSES
A9RRA 2017-03-12,

25, , BaixiE HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Z{#EF HmacSHA256 EiEIIFER , EttiERIIERE HmacSHAL I8IEES.

IRESEFRFTAEAY Token , FELSIGRIZHE—EMEA. IGRTEHEM Token FEELRE
ERSERZORE. KEZHERFE Token .

bl (Region ) RIEYIEREUET OAMIEXE, BRZEMEXZMIEAEE TSRS | RIEFRtESERAEREIREE
it ATRENRRE. B8 TEEE 2 GERRFEIIEEFathE.

EaLAUEIE APIEC ENAMIESIER EESTRAIIETISR.

WS : BRmEmEX
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O BASTCE KR (TBDS )

BN AKEIEEN

BmsCreateCluster

ERITEHHYE): 2025-10-20 17:05:52

=z A
1. EOHA

EOEkigE& : tbds.api3.finance.cloud.tencent.com,
BIEETBDSEREY , FRIEBMSHIRE , FHEILH| =8 LERETBDSELERT.
BOAEZEOISRIRERPRE : 200K/FD,

EOSEFRATAE - 2021-12-07 10:25:24,

EORWESRREN.

2. NS

LINERSHGIRNGIH T EOERSEIRD LIRS, TEAHSHPIRNAHERSLY
SHEBR ik FREFNULL i 5%
Action = & String ~HSE, KIZFOBYE : BmsCreateCluster
Version =2 &5 String NS ANEOEYE : 2020-01-16
Region 2 & String NHSH  WHERREOFITEERILSH.
Name =2 &5 String ERETR
Creator S & String BIEA
CvmlImageld = = String Dockerizf&1D
Zoneld 2 = String SEAIFrER FBIXID
Vpcld = B String FABMLEID
Subnetld = = String BmsFID
Desc = = String EERHIA
MasterInstancelnfo 2 & BmsInstancelnfo master T RS%]
PortalInstancelnfo = = Instancelnfo portal TS E
Workerlnstancelnfo =2 & BmsInstancelnfo worker TTERE%{
CvmSubnetld = = String cvmAgFMid
OperatingSystem = & String BERSGZIR , 90 : Centos 7.5 for x86_64

WS : BRmEmEX 839 T #55
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3. S

e C KA Tk

REYEEM (TBDS)

Requestld String HE—iEK ID , @RiEKESIRE], EfAMATEERAZXIERKA Requestld,

4. FEIRS

ZEOE RS ZEARAERD  EERGF N ATE

WS : BRmEmEX

=

=9

°

5540 7a 55
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O BASTCE

BmsDescribelnstancesByName

BIFEAYE: 2025-10-20 17:05:52

1. #OfEA

EOBKIEE : tbds.api3.finance.cloud.tencent.com,
HRIBESLAIBFRIREbmsLHHE S

BOAEZEOISRIRERPRE : 200%/F,

EOEFAYE - 2021-11-15 16:12:56,

BORMER LN,

2. NS

UTNBERSEGIFRGIH T ROBERSEHBO NHSE , TBAHSHIIRDAHERSH,

SHER W%k FRFFNULL i fA
Action 2 = String AHSE, AEOBYE : BmsDescribelnstancesByName
Version = & String NHSE, KEORYE : 2020-01-16
Region 2 B String AHEHSH , MWEHERAEOAFTEELRLSEL,
InstanceNames = = Array of String LA ZFRENE
A MM
3. S
SR it A
Requestld String W—i5K ID , 8XIEREPSIRE. EENEERAZRIERKE Requestld,

4. FEIRS

ZEOGLWSZEEXRAERD , BtEREF A HER

P14
™
s}
°

WS : BRmEmEX

REYEEM (TBDS)
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ClusterExists

BIFESAYE: 2025-10-20 17:05:52

1. #EOfER

EOEREE :
%
BONEOIBRIRERIRE] - 200R/F,
RBSE#AYE : 2020-03-23 21:43:06,

BORMER LN,

2. NS

LATBREHGIRIGH TEROBERSEHIED AHSE |, T8
SHBR Wik FEFFNULL ES
Action = e String
Version 2 = String
Region = B String
Name = = String

A MM

3. S
SHER St fiik
Requestld String

H
. (HIR0D

ZEOGLWSZEEXAERD , BtEREFE A HER

WS : BRmEmEX

tbds.api3.finance.cloud.tencent.com,

P4
=
dA
°

28, AEOBYE : ClusterExists

NHSE, FEOBYE : 2020-01-16
REBE, HiE(E!

SREFEIR

BE—EK ID , RIEREPIRME., ELIDRATFERAEZRIBERAI Requestld,

REYEEM (TBDS)

SR EOFFEEELSEH.
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CreateCluster

BIFESAYE: 2025-10-20 17:05:52

1. #OfEA

EOBKIEE : tbds.api3.finance.cloud.tencent.com,

BUEETBDSERY | ERIECVMALER , HTEIHAR EERETBDSERRY

FRAZCEISRERIRS : 200R/7D.

EOEFATE : 2020-12-01 20:03:21,

BORMER LN,

2. NS

LINBERSEGIRNG I TEOBERSEFIRD RHSE

SHER

Action

Version

Region

Name

Creator

Imageld

Zoneld

Vpcld

Subnetld

Desc
MasterInstancelnfo
Portallnstancelnfo
WorkerInstancelnfo

DisasterRecoverGrouplds

3. s

WS : BRmEmEX

I HD DY #®0 A MD MDD MDD

i

FBEFNULL

Py
[}

117 IS 17/ B 17/ R /B 17, R 7 B 17/ B 17/ IS 17 IS 17 IS 17 N I

1y

String
String
String
String
String
String
String
String
String
String
Instancelnfo
Instancelnfo
Instancelnfo

Array of String

REYEEM (TBDS)

NHESE, AEOBYE : 2020-01-16

H24 , EERRROFFTEEBI S,

B

SN
BIEA
Dockerf&#{&ID
SEAIRFE R ARIXID
FABMILEID
FRID

S

master ThES#]
portal RS
worker TS

ENEAd , JCHFHEE—.

%43 Ta H#55
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e C RE
Requestld String
H
. FHIR0D

fiik

REYEEM (TBDS)

E—EK ID , RIERESIRE. EAIERISFEERAIZRIEKR Requestld,

ZEOE LI SBERXAYEIRE , M EREEN A R,

WS : BRmEmEX



O BASTCE KR (TBDS )

DescribeClusterDetail

BIFEAYE: 2025-10-20 17:05:52

7 4
1. #FOfEA

EOBEKIEE : tbds.api3.finance.cloud.tencent.com,
IRENERRFIFIS

EOMZECERINERS) - 200%/70,

EOSEFRAETE : 2020-09-07 19:44:50,

BORMER LN,

2. NS

UTNBERSEGIRGIH T ROBERSEIRBO DHSE |, TBAHSHFIRDAHERSH,

SEER D%3vis FEEFNULL Sl R
Action = S String nHESE , ANEOEYE : DescribeClusterDetail
Version 2 B String NS, AEOBYE : 2020-01-16
Region 2 B String AHSE , WEHEBRANEORFTEGERSH.
Clusterld = = String &Efid
A MM
3. WS
SHAER E-Sit) R
Requestld String W—i5K ID , 8XIEREPSIRE. EENEERAZRIERKE Requestld,

4. FEIRD

ZEOGLWSZEEXRAERD , BtEREF A HER

P14
™
s}
°

WS : BRmEmEX
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DescribeClusterNodes

BIFEAYE: 2025-10-20 17:05:52

1. #EOfER

EOBEKIEE : tbds.api3.finance.cloud.tencent.com,
IRENERF R

BOAEZEOISRIREPRE : 200%/F0,

EOEFAYE : 2020-09-09 11:24:54,

EORMER LN,

2. NS

SHBR Wik FEYFNULL el
Action = a String
Version 2 N String
Region = a String
Clusterld = &= String
Pagelndex = B Uint64
PageSize &= &= Uint64

3. WS

SHER ESid) R
Requestld String H—iEK ID , BRIEKREPSIRE,
> I:l
4. $EiRS

ZEOGLWSZEEXIERTD , BtEREFE A ERE,

WS : BRmEmEX

REYEEM (TBDS)

NHSEY, AEOBYE : DescribeClusterNodes
RESE, AFORYE : 2020-01-16

RNESY , WEHEEREOFRTEEBI S,
sRE¥id
MOFFIRRYTREIndex
TRE AN

EITIRRAT S ERHIZIXIERA Requestld,



O BASTCE

DestroyCluster

BIFESAYE: 2025-10-20 17:05:52

1. #OfEA

EOBKIEE : tbds.api3.finance.cloud.tencent.com,

HEERRE

FRAZCEISRERIRS : 200R/7D.

EOEFAYE : 2020-09-07 15:49:00,

EORMER LN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

SHER Whi%E
Action =
Version 2
Region =
Clusterld =

3. S

SHER St
Requestld String
H
. (HIR0D

ZEOGRWSEERRAERG , AfbERGIFEN A

WS : BRmEmEX

FBEFNULL

Py
[}

H D

o

fik

s
String
String
String

String

REYEEM (TBDS)

NHBE, AEEOBYE : DestroyCluster

HE% , AEOBYE : 2020-01-16

B

A
a

B

BE—IEK ID , RIEREPIRME., ELIDMATFEERAEZRIBERAI Requestld,

SHEEIR

P4
=
dA
°

HE2H | WEEENMEOATEEERLSEH.



O BASTCE

GetClusters

BIFEAYE: 2025-10-20 17:05:52

=7 R
1. #FOfEA
EOBEKEE : tbds.api3.finance.cloud.tencent.com,
7c
EOMZECIERINERS) - 200%/70,
EOSEFRAETAE - 2021-12-08 10:41:45,

EORMER LN,

2. NS

SHBR Wik FEYFNULL et
Action = e String
Version = =5 String
Region = B String
Pagelndex = B Uint64
PageSize = = Uint64
Keyword = = String
Type B ) String
A M2
3. WHEE
BB eSS fEik
Requestld String
-3
4. 35103

ZEOERWSZEEXRAERD  EtEREF A RS,

WS : BRmEmEX

REYEEM (TBDS)

NESY , WREEREORNTEERLLSE,
MOFFERRYITIEIndex
TREAN

KiF | XFHDRETKREF

*}éﬂ , iE;E“CVmHEE“bmS"

E—EK ID , BRIEREPIRME., EMIDMATFEERALZRIERAI Requestld,

%548 Ta 55

=i



X BIHSTCE KRS (TBDS )
GetProgress
I EEFRATIE: 2025-10-20 17:05:52
= +-
1. EOfAR
EOIEKRES : tbds.api3.finance.cloud.tencent.com,
7
EOMZECERINERS) - 200%/70,
EOE#AYE : 2020-03-02 10:56:35,
BORGE BN,
A M2
2. NS
LATBREHGIRIGH TEOBERSHIED AHSE | TBAHSHGIRDALERSE,
SHER WAl FEVFNULL et fEA
Action = & String NHBE, KIEOBYE : GetProgress
Version 2 = String NHBE, AFEOBYE : 2020-01-16
Region 2 B String AHBE , WHERAEOFAFTEEBL S,
Clusterld = &= String EBFID
A MM
3. S
SR it A
Requestld String W—i5K ID , 8XIEREPSIRE. EENEERAZRIERKE Requestld,
j:l:\
4. $EiRS
ZEOERWSZEBERAIERE , EttERiFE N AR,

WS : BRmEmEX
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TestApplyBms

BIFESAYE: 2025-10-20 17:05:52

<7 A
1. #FOfEA
EOBKIEE : tbds.api3.finance.cloud.tencent.com,
bms gl SCAiE N
EOMZECERINERS) - 200%/70,
EOSEFRATAE - 2021-11-23 14:35:40,

BORMER LN,

2. NS

UTNBERSEGIRGIH T ROBERSEIRBO DHSE |, TBAHSHFIRDAHERSH,

SHER whI%E FEEFNULL et TR

Action 2 S String NHSE, KEOBYE : TestApplyBms
Version = &= String ~HSE, AEOBYE : 2020-01-16
Region 2 = String AHSBY , WEHEBRAEORFTEGRRSH.
Name = B String ERFHIRBTR

Creator = S String BIEA

Zoneld 2 s String SLIRrER ABXID

Vpcld 2 = String FABMLEID

Subnetld = B String FMID

Desc =2 &5 String EERHEIA

Password & & String FHEZRG

InstanceName & &5 String SCAIEZFR

HostName = &= String FHNAFR

PrivatelpAddresses = B Array of String RS 2EAIMipETLE

InternetAccessible & B InternetAccessible NNHREER

InstanceCount B B Uint64 SCREIANEL

Flavorld = S String E&id

OperatingSystemType &= = String bms, Z&2E8Y |, 440 : Linux

WS : BRmEmEX 2550 T #£55
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SHRER
OperatingSystem
EnhancedService

RaidType

3. WS

SHER E-Sit)
Requestld String
H >3
EllBEﬁE_'J

H O

i

i

j%

FBEFNULL

H o

iy

S]]
String
Bool

String

R
bms, RFZZR
bms FEFNLZ LIRS

RAIDZEAITFfi#EREY

REYEEM (TBDS)

BE—EK ID , SRIEREPRIRME., ELIDRATFERAEZRIFRAI Requestld,

ZEOGRWSZERARERD , HibERIGiFER

WS : BRmEmEX

NHEEEIRS,



O BASTCE

NG

BIFEAYE: 2025-10-20 17:05:52

DataDisk

HEENSR

AN T™EOS| A - BmsCreateCluster, CreateCluster

BFR Wk SSIFNULL 38U
DiskType = B String
DiskSize P = Uint64

REYEEM (TBDS)

fk

HERRA

FREAN | B GB, B/NARISKANI0G , FAREIEEXEETD
EAE , BAREER : CYVMELAIEE. BOMEA0 , RFAESLEE
2. BERENFELF R

HIEEEAMEFIHESR. TRUE : FHIHESRE , HSREIRERE , JSdHz/

DeleteWithInstance = & Bool
=" RIE(I2aAE. FALSE : FHIESAT , (REBEUEAL. BRIABUE : TRUE
InternetAccessible
NT S
WA TEOS A : TestApplyBms
PublicIpAssigned B B Bool EARDEAMIp
InternetMaxBandwidthOut B & String THERAN
InternetServiceProvider &5 & String SRR
SSLVpnServer
SSL VPNARSS %A,
WA T™EOSIA -
B Wik SBIFNULL ESid) )%
Vpcld 2 & String vpcid
VpnSslServerld = = String ssl vpn server id
VpnGatewayld = a String vpngw id
SSLVpnServerName = = String SSLVpnServerName

WS : BRmEmEX
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BFR
LocalAddress
RemoteAddress
MaxConnection

Wanlp

BmsInstancelnfo

bms SLEIER

#2038 : BmsCreateCluster

BFR
Flavorld
InstanceCount

RaidType

Instancelnfo

CVMAIER

AN T™EOS|A : BmsCreateCluster, CreateCluster

BFR

InstanceType
InstanceCount
DiskType
SystemDiskSize
LocalStorageDiskCount
DataDisks

DisasterRecoverGrouplds

WS : BRmEmEX

=

=

=
E

=
=

=
E

i

i

i

WAIZE FEFNULL St
= = String
= ®a String
= B Int64
= a String

FEVFNULL &S]

=5 String

£ Uint64

N String

RYENULL

B String

a Uint64

= String

a Uint64

£ Uint64

= Array of DataDisk

" Array of String

REYEEM (TBDS)

1%
RERSE
Xttt
LS

Wanlp

%
bms#1EY
EERECIEAIBMSLHINEL

RAIDZEBUTFi#LTY

%

CVMLfeE
BERBEEAIICYMLHINEY
RipRRA

RGN, B : GB, EIAEA 50
AR L

E6

ENEFRd , JCHHEE— .
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HIRhS

BIFESAYE: 2025-10-20 17:05:52

Il
WSBRELEHEE Error 268 , MR APLECISN. D

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}

Error FfJ Code FNHIRAS , Message FRNZIB=AIEAEE.

HIRIDYIZR

NIHFERY
i) Rzl
AuthFailure.InvalidSecretld FRIEEL (AR API BERRY ) |
AuthFailure.MFAFailure MFA f&iR.

B FE. FEEHENEERESCHMREESR  INSIER | BaEERES

AuthFailure.SecretldNotFound e
ESIE i TERIEMEEETR.

g T . Az il &= l:l\\ I\ ‘35‘9' Hia RS I_\\‘ -
AuthFailure.SignatureEXpire HRITH, Timestamp RSB AEENMSBEI RS , BIEEA MBS IR

BEE,
AuthFailure.SignatureFailure BERER. SRITEER  BYBRARARNPIZEOLECERES Bt EEE.
AuthFailure.TokenFailure token fHiR,

AuthFailure.UnauthorizedOperation &3k CAM 184X,

DryRunOperation DryRun #{F , RFBFIGLEMING , RRZET DryRun 2,
FailedOperation BRAER,

InternalError MEREEIR,

InvalidAction BEORNFHE,

InvalidParameter SHEER.

InvalidParameterValue SHEYEEIR,

WS : BRmEmEX 5854 T H55
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HIRAD 18H
LimitExceeded BT ACEPRE,
MissingParameter ROSEERIR,
NoSuchVersion BEORATRGFE.
RequestLimitExceeded TERADREGET T 3RZRPRS.
ResourcelnUse RIFR G,
Resourcelnsufficient RIFAE.
ResourceNotFound RIFAFE,
ResourceUnavailable RIFEARTF,
UnauthorizedOperation RIFTURLE,
UnknownParameter RISEEEIR,
UnsupportedOperation BMEARSTHE,
UnsupportedProtocol http(s)iEkIPGEIR , R3ZHF GET #1 POST 15K,
UnsupportedRegion BEOARISAEMIE,

A S5HERAS

WS : BRmEmEX

REWEEM (TBDS
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