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1. &#&. 5% JSON
. BRTEEIEHE , mE=issE> Dashboard>Dashboard 3%,
ii. ¥EIRITRAY Dashboard , 7E Dashboard &HETHEFIZERH>JSON,

iii. A LA—#EEH) JSON 1815 Dashboard EEREHNEERS.

JSON ##RE& Dashboard fIEIE. HIREE. HRERNETFR , BRFRAFESETX.

2. JSON = EgiiiBe

"Description": "",

"Refresh": "close",

"Title": "JSONTEST",

"UUID": "jdqg4joy56is4w60q",

"Version": 1,
"Templating": [],
"Links": [],
"Panels": [],
"Time": {
"From": "now-12h",
"To": "now"
b
}
E=1 pzlE]
Description 24a1 Dashboard &iF
Refresh SRS E ]
Title 24851 Dashboard B#R
uuID Dashboard He—#xiR ID
Version Dashboard HUkRZAS , ER{F7E Dashboard £3£1E10
Templating Dashboard 1tz & | i¥IEEE% Templating
Link Dashboard §% , I¥FIEES% Link
Panels EXREE |, i55% Panels
Time Dashboard BIRTESEE
1. Templating

"Templating": [ // 1#&iRZEE

{

"Label": "cvmIEBIETR", // HEIREEEIE
"Multi": true, // BES%

"Name": "cvm", // #R&s

"Selected": [], // HEHRZEERIE

"Type": "monitor”, // {EHRETEHIZKE

WS : BRmEmEX
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"TemplatingType": "basics", // FRESHIZEED « ERtE

"TemplatingType™: '123', // Z& id
}
]

2. Link

w

"Links": [ // Dashboard$&iz
{

"IncludeVars": true, // FHESHE T LIEREE
"KeepTime': true, // $EES 4R BT LHTEITE

"TargetBlank": true, // REFFTIEIE
"Title": "xxx", // $EEERR

"Type': "other", // §EREXR : BN SERERIBKE EiftEDashboar Ay

BEM iR

=itz ( BARAD)

"Url": "/monitor/dashboard2/dashboards/d/64295985640140800hh640j49rru3ctk/dashboard2-0yan-shi-an-li-xia-zuan-lian-jie", // 5&iZtbiE

"ID": 0 // 1D
}
]

. Panels

"Panels": [ // panelBt&
{
"Collapsed": false, // BRBEFITZ
"Datasource": null, // #ER
"GridPos": { // BIZRNIE
H": 1,

"6,

23 E

"0,
"0

<

2
"ID": 1595472129140, // B% ID

"Panels": [], // Panel AEFRENFER , BEFHF Panel

"Title": "BRIABIZRA", // TRk
"Type": "row" // EIZRER

b

{

"Datalinks": [], // EIZRECERISUREHER:
"Description": "", // BIZRMEE
"GridPos": {

"H": 5,

"W": 6,

"X": 0,

"Y'l

b

"ID": 1595471392817,

"Links": [1, // EIRER:
"Settings": { // EIRRIRIILECE
"aliasColors": {},

"bars": false,

"dashLength": 10,

"dashes": false,

"datasource": null,

"decimals": 2,// EIffIEE
"fieldConfig": {

"defaults": {

"custom": {}

)8

"overrides": []

b
"fill": "0.8",// EIFRIEFIEHE
"fillGradient": 0,
"gridPos": {

"h": 8,

"w": 12,

"x": 0,

WS : BRmEmEX
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"y": 0
)2
"hiddenSeries": false,

"id": "1595471392817",// Bz panel §9 id

"legend": {// B E

1

"current”: [// BREETEFE ['1'] Htrue ;

"
1

"max": [// RRETRAE. ['1'] Atrue ;

UL
]
"1
]

1
1

"alignAsTable": [// EfIREUFEF RS

"avg": [// REERFIE ['1'] Atrue ;

['0"] Hufalse

['0") Hfalse
’min“: [/ REERE/ME. ['1'] Jtrue ; ['0'] Ffalse

"rightSide": [// RBMIEGA. ['1'] Ftrue ; ['0'] JFfalse

"show": [// REEREHGI. ['1'] Htrue ; ['0'] Hfalse

"
1

"total": [// RERBREIME. ['1'] JAtrue ; ['0'] Hfalse

"
1

"values": false

}

"
]

"linewidth": "2",// Bi£EEERE
"markline": {// mark i&&
"marklineMax": {

"1
]

}
2

"nullPointMode": "1"// HiEHhERTAR | 0-EETEHE ; 1-~MER ; 2-BaERA0

"options": {

"dataLinks": [1// datalinks %42
b
"percentage": false,
"pointradius": 2,
"points": false,
"renderer": "flot",
"seriesOverrides": [,
"spacelLength": 10,

"stack": [// BREHHRER. ['1'] Htrue ;

e
1

"steppedLine": false,
"targets”: [

{

"refld": "A",

"scenariold": "random_walk"
}

b
"thresholds": [,
"timeFrom": null,
"timeRegions": [],
"timeShift": null,
"title": "FER",

WS : BRmEmEX

“'Iines": [/ BEExZk. ['1'] Strue ; ['0'] Afalse

"linesType": true,// BBERFEBHLZ. ['1'] Htrue ; ['0'] Sfalse

"max": [// REEREE. ['1'] Htrue; ['0'] Hfalse

['0") Hfalse

['0") Hfalse
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"tooltip": {

"shared": true,

"sort": 0,

"value_type": "individual"

b

"type": "graph”,

"xaxis": {

"buckets": null,

"mode": "time",

"name": null,

"show": true,

"values": []

)8

"yaxes": [

{

"decimals": 2,// &Ml y kSR
"format": "%",// =M y 4 label {1
"label": null,

"logBase": 1,

"max": 2,// =M y AR AR
"min": 0,// &M y $hHAARER/IME

"show": [// BBRERAM y . ['1'] Jtrue ; ['0'] Ffalse

"

)

{

"decimals": 2,

"format™: "",

"label": null,

"logBase": 1,

"max": null,

"min": null,

"show": [

e

1

}

b

"yaxis": {

"align": false,

"alignLevel": null

}

)

"Targets™: [ // 18t ECE

{

"Aggregate”™: "", // FEitH=
"ComparelastWeek'": false, // FKEL,
"CompareYesterday": false, // [EEt
"Conditions": [ // Tifksk(4

{

"Dimension": [
"{\"Instanceld\":\"ins-19827u5b\"}",
"{\"Instanceld\":\"ins-xxooxxoo\"}",
"{\"Instanceld\":\"ins-19719mfp\"}"
b

"Region": "ap-guangzhou",

"Type": "normal”

}
]

Configld": "cvm”,

"Datasource”: "DS_QCEMetric", // FEEREE!

"DimensionKey": [
"Instanceld”

I
"GroupBy": [ // groupby
"Instanceld"

I
"MetricNames": [ // 18¥r&

"BaseCpuUsage"
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b
"Namespace": "QCE/CVM", // &p&ZS/E)
"Period": 60 // KifE

%

1
"Title": "EA1EHR - BUARE", // BREMR
"Type": "graph” // BEZREEY

b

]
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Ro WEE R . GIHEELSH . >85%. FEINER. SREER. SNNHTE . FiHEHLSH . 100Mbps, FHELINER. SREER.
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o BEVENR : ATLUKIEFF RREIABRIENR , SRR,

3. BEBSSRE | BRSeRRANET.
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BIREFETE: 2024-10-17 17:10:00

SEERET SHAENBAFANRRERE | FEdSHREESBEEEE—ERERr.

i BIEEELRIEE BREER—FARERI. TR  BREsSAIREBRNAL | (RETBAFRETEER TR ARIREES. BRYE
FRETFEEHE—=nEEHE  WRENRFREENASERRE. TSERE5ERK. CREFATEMNNEZRETSSN  TREREN 8
NMEBY EEBETNSHAREMERFPRBFNESR, BET SEREANSTERE  SBIEE/MMIEHINMNARR ;| FSUsES L. S8K
WENRE | HWAFMETEESENRMERSENREFIEERR. BRTIEIRESEBETHIEEZONE  £RESLEEMERINRAS X3
SREEERHTH—PIRSSHE.

BEEENERNEE B nENEEMSE , ERFREEEEMNTEERSHLMEINEVSENLR  FEAFEIRISE. BT ERERES
Z REEANAESZEAINSERNR  EREKETESSENELD ; BILTEE |, LSRR REMNRRNSELNE. BRATEISEER
IRiTFAZIDashboardfy75 =, , FEN SENEFRRERESHZSE THRRSRES. ISFRERENE. TR, BEidiTRsLfIRRmNE~TS
I, #EDashboard H#R LR TEAI MRESIRRIESYIL, MNTRIRERF , B ITIIR/ MR THURSEUE | AEDashboard EiR L ERENEE SRR
REEE |, FFEER FRANIARMERTESX. TS XitEmss . BINERINSER  WUEHRERNHFIREE | EURIERERS
SEZNE , #HTH—PIREEAHE,

2. BEHHE B EEERTUEFENS BREREK/ BEEISEERN , IERER-TAREHE | RbniEE> IS,

i. EEMSN—RSREASER | TRS MR TRRSERNR TEISHEEEMSEI6eE  MSSEREE,

2. BESENSHE  WEERTRISENE. o misRisRIS BB SRS EN R ERER,

3. REHEEAISRAID |, ATBEESAISITIFEIE , REAFEHERR | BESEEMAFHESR.
o SENEHE , RUBFEEZFENSRARNSHRERNIE. BUMRELSKELEER  BEBFESRRE.

o BWIRMBEITEIR  RUAFSREENRRMEEEE. TTSR—ISrSREE S EEURHTR SR | B AREIEIRER AT ERAV SR (U THERE.

3. {@id Dashboard EIFHEIIG BREFERFE , mE=E> Dashboard>Dashboarddlz, # A\ Dashboard 3RAITIA.

i. BISEERPHIMSEED  BEREALAFIREE AR TISRANMLGIRAEIFSIR. BEHFIIR TR ESEIHERESR.

2. AEHRFSIRPAINSETR , THEEENSRAEEFERE |, RUBFERHSEIRR  BHSEEMNAFRER.
o SHMEHE , RUBFEEZFENSRARNSHRERNE. BIMRELESRELEER  HEBFIIESHRE.

o WRMBERITAIR  IRUAFREENRRMEERIE. FISE—ISrSREE S EEIRHITR SN | BI AR EISRER AT ERAVEE R (U THERE.
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REBP—ARERENMMIRESE | BiRHEERIRSEELAins-12345678 (Tt ) Y CPU RIFZRIEER2AN RS #HEI AT 80%ITRIXEEE LRSS

12345678888,

BIFPR

1 #AZTFaEHE.

2. EEMSHES , REEEEE > SERE , #HABERHE.

3. BAhEE | BLELATIEDL.

4. BLERIATREEAIET,

HERRZFR - CPU alarm,

RERREL | mERSS - Bz,

5 EEEEMR, E'HENKERT , AR EERONR" , FIEERIRSSEELH.

6. eEfMASRMY. T IMAFRGERT , BEUTEM.

Wi B EMAREM.

D IS < CPU FIFSE > 80% 5 534 2 VA

E=S
® =]

g

EEFEE : 15 9

7. RESEEAIER., PEREER  ESEAERER, ERRIR (S1512345678888 ) FHEEEICERE.

8. Bah5eRk , BIRT Al B S EHISRIRA.

9. kAT, ZZSLHIRY CPU RIRSRIEER2AN A D IPAISIEIRER AT 80%AT , S1312345678888 15U 2| R It AR RIS LIS,
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=T
ZEF R R
SRS E: 2024-10-17 17:10:00

1. EERKS

o

LA« EEASSHI EIRIELR, deos, LARFH , S EEBERIAgentkFeAREN LR | FHSEH LB IbaradiZ \serverfIimiaiER , Fra Lk
K2 Ibarad RAtRHAIS—RIEEFCgi, RAttpMZEH T LR,

o HUEAME : FFlinkiBERAOMAMIEESRY | BIEE \server-NWS flkafkafRitiHSEH.

o HuEfEhE | RActsdbISFIEEIEFE | T IREAE THEPAITH .

o SEAEER | GREEPOMEHHO , SINEFTESNTEREREFENENEE , URPAIOMAITEE.
o HERFER | TEARSRHITFEMEEEAETFANE  ERELRK LN —LEERTENVEFRIHITHIE,
o BENHBER | REUSTHEFRINERAXHERRMER | ReB T E,

© Api : 3/3customApifibaradApiFiE , BIEEREXIEyunApi Gateway, AJHEFIHEMA ; FEEEXERE | WalnFm —IFHEERISE | BRRMt—
e E B TERITIRE,

o BEEARS  EERER , RIPEEARDFN. MIFERVEERSMIAUERE , REEESFNEFRIEE R S5k &S ZI0ER6e.
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BHETBENE
BIREFATE: 2024-10-17 17:10:00

Barad Zi8F 4
1. FKEfA

° BRK : BTHITBEMTR. BRERTIZRAZTR  TERSBERNSRET.

o EROMK - BTHUTHOEST R SRS RAREINTR TS RSIBERITERRT.

o E{NEE : ATHITEANIRKE | ST RAERATIEA,
2. HUEGEER
1 #EmE
o {EFFAER
SH N
R qce/cvm
Ei=1on cpu_usage
HMEATE 120s
eSS 98615d0b-5c29-46ec-8426-257da08b5494
o IEEFSH

MERBREFENK , #EEFE/120s |, BRI,

N

. Kafka #l&,

1aE FEkafkafEiE

fEFiEA

ABFnwsZlkafkafiiRHIIGES,

it 4
ETE gce/cvm
b=t cpu_usage
HZRATIE] 600

WS : BRmEmEX 8551 70 #319m



O BASTCE

iHZEATIE) 1 600

HEREE - 20

w

. 1E FEkafkaZiz
o {FFIREA
AFflinkZkafkag9#dzE
51
ETE
Ei7
RIS
HEGE
o HEFSH
AFnwsElkafkafElR G E,

4. ApiEEify

* fERIREA

&skid : FiikYseqid

vl

ARG

TR RSER

* SRR

BNl
20

98615d0b-5c29-46ec-8426-257da08b5494

G|
qce/cvm
cpu_usage
600

20

98615d0b-5c29-46ec-8426-257da08b5494

B qee/tsTYRINEER | I —BEIRNEIRAHFE.

6. Oceanusff&

WS : BRmEmEX
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o {SFFIREA
& oceanusfUE AEBEIEE.

3. LR

i e

o {EFEUEA
ErEEHRIHIERREARERIRR | BT RAINEER | FETRISSENT.
policyld:FiimeIE SRR ERAIpolicyld

o
policyld : policy-6vmfyugf

2 EHEE

o EAmSR—  WTAREMARENEGEE,

c ERERT  TEFRMMARNSHEEEE EREEAARTE.
ESEMETR , ISP, OccurTime
PUTEAHERAVIEE.
* fERIREA
SRR, IBLp) , FHARNE) , RAE , FUTHRL , EPTRURREE FIEHIEER S &KX Iseqid
TSRS seqid HUTHEIS2-3 STRE S EIEN.

4. ECERER
i. KBRS

. (A

BRpodIBIR : HEBEREEREpodESHR
o =fl

barad-api-go

o HEESH
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AT EREEmasterty I LRIFTE podiYERELE | HEFEMpodIBMSH TENERNRESMER.
EHEERRS

5. Flink & F2(E

i. Bah. Z1ERES
fEtcloud-barad-skywalkerfiy/usr/local/services/barad-skywalker/jobBRT
o HfTrun-job.shiSEhEZ

o iTstop-job.shiSzhEIZ

ii. Flink#h st
o BEMHNEA

job.properties

kafkaStartTimestamp JokafkaiBZHI=F AT EEL
validBegin J9iRERIANEAIFFIARZER B ()2
validEnd J9IRTERIANEAILERAVEER B 02K
=3

#EfzvalidBeginfkafkaStartTimestampiR & H—#E,

w

BIAANER

create-supplement-job.sh JABIEAMNERNESS | FHETANERIELL,
run-supplement-job.sh AFEEITHERNES.

stop-supplement-job.sh AFFHELLANEANES.

HELE

o #HAZltcloud-barad-skywalker&szgshfd/usr/local/services/barad-skywalker/jobBRT.

o {EMjob.properties 3{4ehfkafkaStartTimestamp , validBegin , validEnd , $validBegin , kafkaStartTimestampi&EHI*NEATHAIZFPRTEIEY |
validEndiZ BRI NERYEETRAVEFD AT IR,

e i=f7create-supplement-job.sh , &&/usr/local/services/barad-skywalker/logs Fflink-supplement-job.loghI&FHIAE. BEAIHEtranceld T4
AIRTIE) , BTLARIERT BREREN B SRS H TSR,

WNRER IAEFRICR | NIRBACIEANEESFIEITES A, AL flink-ui EEEHNESZ TR,
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SHEESHITRANE | SRR EUEREmanagersRRIExpectStatusiPIRSEIE | TR EES A2 B EMESBES ISR MURFETICRE , 85X

EESEIAOHE | FERNEES. BIMMNEES SR,

AL EERE FESRIXBENENER | BRI EESIERT. THIETREM10.41-10.5189%5.,
R

MREMIEFS—EIREELE , ILLFEH Tstop-supplement-job.sh , #H{TEIEANEES.

. Kafkal@Eam<

KafkaTs 2250

cd /usr/local/services/kafka_2.11-1.1.1/bin/
/kafka-server-start.sh-daemon
../config/server.properties

BEEshEE

tailfkafkaServer.out

jps B2EkafkaHHEEBIER

BE topic &

./kafka-topics.sh--zookeeper {zookeeperlP}:{zookeeperPort}/kafka —list

BEIgEtopica¥E

./kafka-topics.sh--describe --zookeeper {zookeeperlP}:{zookeeperPort}/kafka --topic {topicname}
fflp&topic

./kafka-topics.sh-delete --topic {topicname} --zookeeper {zookeeperlP}:{zookeeperPort}/kafka

Bl topic

./kafka-topics.sh--create --zookeeper {zookeeperlP}.{zookeeperPort}/kafka --replication-factor{x} -partitions {y} --topic {topicname}

EstBXan<

BEEIESEN EHUT,

EERHEBPIAZS: curl -XGET http://imgcache.finance.cloud.tencent.com:80localhost:9200/_cluster/health\?pretty
EBEnode{SE: curl -XGET http://imgcache.finance.cloud.tencent.com:80localhost:9200/_nodes/process?pretty

BEEERLRZ: curl http://imgcache.finance.cloud.tencent.com:80localhost:5100/_search/clusters
BEAmetric: curl http://imgcache.finance.cloud.tencent.com:80localhost:9200/_metrics

BES HE[ERZE: curl http://imgcache.finance.cloud.tencent.com:80localhost:9200/_cat/allocation?v

BED IR curl -XGET http://imgcache.finance.cloud.tencent.com:80localhost:9200/_cat/shards
BEZRSAZ: curl -XGETlocalhost:9200/_cat/indices?v&amp;pretty
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HEKE

BIREFETE: 2024-10-17 17:10:00

1

N

w

IEHEKIR RS

s KT WiBH

1 BEKIGTFIR HEKQTUTELS

2 eEiEEEEE EELIEEARERESIES
3 & zookeeperik7Z BEzookeeperEHIEE

4 teEKafkalk7zs BHEkafkaZBIEE

5 tEElasticsearchik7z& #HEElasticsearch@FIER
6 FEEFlinkiAZS BEFInkZBIES

7 WEHMpodIRZS EEHMERESIER

8 o EE R EERMESLER
eEEEENE

BEFREFREHE  EERERRIER. BNMFISE (FEFREFEFM) .

BEHRSRM

EIRBAEFIRIKS.

BIFPR

EFREFRRREENG LT minESEIIEEIIE.

o IFR : WELHKE , I siRME IR LUERRT.

o RE : EBHKE  sknEE.

FEE

BR (EEFN) PElRES TR THE SE,

IR
7o
. B zookeeperikZ

EFRzookeeperZpEHEE , 1EzookeeperEEIERE.

BURREM -

WRFRE - BRmERMEX
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EkENzookeepergBbE &8 pFIERET,
o IRMELE

ERBZKT A | #ElzookeeperaHR ( BhiA/usr/local/services/zookeeper ) , #AbIinBR , i&517./zkServersh status, BT RLEREELE | BRT
followersh , H1Meader , MizkE&=ERERIE/TIEE.

HAbINBRT , i517./zkClish , BT Is/ , EEBRER.
o MELHER
o IFE : REIWBER+HH /storm110, /kafka , /kfkSpout,

o 5 RERBRPERK /storml10 , /kafka , /kfkSpout, FREERNAFANRAVEHFESRS (LA EERIRAVELHIKRS storm , kafka , storm ) ,

o SEQME
#zookeeperHEAFEE , WHAbINESR , izf7sh zkServer.sh starti§zookeepergEFiite,
o BRI
ZookeepergPET mEENN_Ecrontab , 2R EEBEIHIE,
4. 1 &kafkaikzs
BRzkfkafkaTim |, iEkafka SR BIER.
° BUREM
BFEBzk TS mfikafka T B RER.
o BMESR:
HANZKEBERIbINERT |, iz17zkCli.sh , =17 Is kafka/kafka/brokers/ids,
o MELER:
o WSRME[L 2, 3184[0,1,2] MFRTE3SkafkaTTmfEizfTH , MRMRD> , BT RERE , EFA—EHNRS , BHBRRES.

o MR EABSIREIDTIN , IRBETASE | HTget kafka/kafka/brokers/ids/0 , BILIEZET MipSR (idAV RSN LOAGRELZRE ) |, HiRERidER
47 , BRkafkaZPBHYIpIIEE , BEAANERE R kafka T =5 R,

o SRR

EREFENkafkaTI R |, ps -ef|grep kafkaBEHEREBFE , WIAFE , HAbINER , #4Tsh kafka-server-start.shUEFHLEE,
o R

KafkaTs SaBREH 28RN L crontab , AIMHFR NI EEIAE,

5. #&Elasticsearchjkz

WRFRE - BRmERMEX 8557 TR #319m
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& &EElasticsearchRSEBIEE.
o BMELE:
curlesl.barad:9200/_cat/health?v , EEIREIfYstatusE75Agreen,
curlesl.barad:5100/search/clusters, &R R AP FIER B FHE.
o WMELER
o IFE : IR Igreen, HaETEEFAYdisk_used / capacity.disk <= 0.8,

o BE : £RPRS Iredalyellow , ZHEiEEE AIdisk_used /capacity.disk > 0.8,

o SENME
ERRRS redflyellown]BEResiInodetffE , EEERnodeBEHIEE RS , MNRIEHEEEH(T./bin/elasticsearchEH A,
££8¥disk_used /capacity.disk > 0.8 , RIFEHRERE , TEHTV A.
o BRI
#&Elasticsearch5 mAYRL R F R ITITHER,
6. FEFlinkik7ZS
WEFinkREEBIEE,
o BESR:

EFRHegyarniFiAI AL , #110.19.0.34:8088

HUEEMAE , B7rE , FshfdaE
BEHERG

o WEER

o IFE : TAEZAHREE , Status running , BURREBEUE.

(o]

FE  WEASHRSE , 5 Status A2 running,

QIR

10
R
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UNEERE  EEREAS.

Ziaiz (BARAD

WNEEEREStatus A2 running , EFHRERES. Emastertmi AZlbarad-skywalker ,cd /usr/local/services/barad-skywalker/job, 147 sh run-job.sh

o GRS
/usr/local/services/barad-skywalker/job
BRFHTIEE. . FLE flink{ESa98IA,

7. teEH BpodiAZ
EFRtcs-masterEHl, , BFbaradiBXpod2EIEE.

o RUREMF
B3k tcs-masterEHEREE,

o BIFER:

EFRtce-masterEEtl,
Hi7i<$ kgtcloud-barad’ , EEpod & Erunningihzs.

o MELER:

o IFHE : baradifXpod&BEiEiTH.

o BE : baradiBXAIpodBIRETHAIRE.

EEFEpodlIATHISEMER | RIESMHEEHITE.

o EHHE

BENMRBRFEpod , ALK EFpod.
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e

BIREFATE: 2024-10-17 17:10:00
1. PR IR ER
i. BUENERS

AgentiSiSiEHUE. EHEUE. B XEER LiREIbarad-nws , barad-nws#EEEEEIELGEFEIkafka , kafka#dBRmAZIflink , flinkEISEUIRITELS
RimtNkafka , kafkaFBEUES Awriter , writerS \es , BEFERIREESIE . FHapi , apiestiBEIRRT.

i, e

BT HERBZE  AEEaiAL S LRSS EMNEadpEERN |, adpEERUSNEZEkafka kBUEESIEH TN EFESEAN , a0
FlampEERIX , ampEERIXRXHEALIER , FEBEEDLFEEFE estRiz.

HEEEES
1. DHEMNES | 48IEE.
2. §xdERcaseHHr.

3. £SO E—HE.

N

. PSR ERCASE
i. FrBF- RERIIREE

o HIERK:
IREIERER A EE— MM,

o HIFEMISR
PRSI S RTEr mEPE TR iR,

o HUSTEINRALE :
a. INEESEERRESIERERNE :

fEpodMcurl esl.barad:9200/_cat/health?v , a1REEFRES SIgreenNIEE,

BEFEREBEEMRMN : curl esl.barad:9200/_metrics , IEERIRSviewName indextI5E | BIRIIRI L Zindex , NIBIEEEF IR SEER
B, BTSN, R0 RREctsdb |, BISERHERENOIE.

2. BEERNMEIEIEERIES : curl esl.barad:9200/_metric/cvm_device-60,£iREfIformatgepoch_secondMAIEE , & 9epoch_millsRIARE,
NSEEEGZENEERE (NSENIRNRGE , TEXIRLEEBINE | AEimetriciisSEFHITIIRLHA ) .

WRFRE - BRmERMEX 5560 T #£319m@
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N

3. MLALEBIER | BEMASIEEE—BRIEESRAIREIE  TEEesHEE TSR,
curl esl.barad:9200/cat/allocation?viidisk.indicesr]&E HaIEEARINode=E |,

curl esl.barad:5100/_search/clusters BILABZIRI R EEEF RS E o ECHInodeB=siEl, MBREINESE  WEEWESHITT & ¢

4. iBEzkflkaftkaBBIEH :

BRKTR , HNZkZEBR , HEAbINBR , #147./zkServersh statusip< , IEERIRE]leadersifollower, ERfENTIREZkFRFH , H11Tps -ef|grep zooke
eperBEZkERIERAE.

EZKIERE , WTEZkAIbin B R THAT./zkCli.shBFENzkfshell ( iFEleaderts mihifT, followertBaILA , ANERHUTESHRMRL , TEIXSR ) | SAEHITIs /kafk
a/brokers/ids , IEEN&IREIFFBRkafkaTimid , —A&A[0,1,218(1,2, 3= . HOTF3MAEEGZR S kafkaTim & |, get /kafka/brokers/ids/1a[&
EE{kafka nodefSE, endpointsihost AEANIT RIER, LM pE B SR W podifalEl,

5. &6 okafkaTREE | REME Likbrokersd , MFEBEERkaftkabmaEkafkaTRERIER. HendpointsiiptitAA25MRATLABEip , WibeE
kafkaBtEBIR , FEFkafkaT e EkafkafIELE X {4server.propertiesshadvertised.host.name 2 BECE NANMip , IRAE | FXAARIp , ARERS
kafkatir , Bt LA,  ( kafkaERFEFHMbin B R ThIkafka-server-stop.shfllkafka-server-start.sh , EEfGps -ef|grep kafkaWlz FHHZHIEEN
EEE/AXERE ) .

6. kafka TR EBHEERTHESXWESH , BN TR FUT - IhEESXFERZR, FRifiaEkatkafltEXHHlog.dirsRBEENRERAN#ER
5, MEITHREAC Rl og.cleanup.policy , log.retention.hours2&AIK ( IEFAEITHRA A 93dEITT ) .

7. &% —EkafkaREEIRE , WEBEFIRZESEflink , FEmasterTs s \ZElbarad-skywalker ,cd /usr/local/services/barad-skywalker/job, #1417 sh ru
n-job.sh,

- BT REEIRE | MO T mITERE

HEERRE

XMERT I SENREERREE. BoTmiEREEE

PSS

BT MR AT BREEEE | B0 mERE.

HPEERL -
i. A LRI RE LR,

ii. ANRSE R | 10 E HIRAIATEBE S LRIREE , BOAEE TR AR ETT.

il EENE  WEEIFNERSIER | BiETHiRggRERSok |
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EEbaradiEUEEE , StormDictionary e FXIRAIZREBS R BHEMANCR.

EHRCTRAREE W :

=itz ( BARAD)

o WNREBcvmILB , MEEbarad-scriptEesifbarad_sync_server2&IEE ( ps -ef|grepsync_tool ) [RBEBIES , FLBEAICCDBIIIERIFH,

o MRBIFcvm=G , MFHHAVSHEE HIRENFEUE , MRE LR , WEEBbarad-scriptF2EEHIdict_accessFldict_sync_tool2&IEE ( ps -

ef|greptornado_cgi.py, ps -ef|grep translate_tool.py ) JIAIEE , MEEXMAHHIBE (T /data/logT),

iv. FIAESE RIS BRI EIER.

WEFRITHARSREER (—RABMISEANTZEE) .

v. HEEnwsHIflinkBE ( nwsB&{F/usr/local/services/barad-nws-1.0/log , flink B ERERIHRES.

o HAREALIE

N EIRTIAR LR Mk EiRTTAbE,

EEFAMHRTEREESRSIRSEE  WEHkERERbarad-scriptags.

HESEFIEIR | WISERMIREEZE.

MG S EIRNEESRTTI.

EHEHMERNIRIERSERHTEMN. EHaT B EEMEREIER.

o IEHERL

SRR F—EE M.

BEAEIEICAERE.

w

. CVMEBS TRt ER

o HIEIR

CVMRg CPUERER | NTFEMEMNFEARAETEE.

o HRERENL

i. EFH LA agent@/ %% , agentfiiF/usr/local/qcloud/monitorBR T,

ii. ZagentB&EE |, HihagentElBRIEHE 2SN , R ERAESIEEMENT , agentBt&{7F/usr/local/qcloud/monitor/barad/etc/plugin.ini,

iii. HagentkhLEE , MEEFlstargateRBIEEIRIT(ps -ef|grepsgagent) , HEEEE R E(/usr/local/qcloud/stargate/logs).
iv. MZEFHlagentHEBGTIREE(/usr/local/qcloud/monitor/barad/log)
o BFRALER

v. HagentkZH , MZzagent,

WRFRE - BRmERMEX
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vi. BB , NWFZENN_EbaradtBRIEZAIFT.
- (S
e LRI LIERICYMAT ISR,

4. FEEREE

uug%}

284

ISR ERE LS IENFISE

. B

EE4HHtcloud-barad-alarm-synchronizer

& Li%tcloud-barad-alarm-amp

“&iiitcloud-barad-alarm-detector

& StormCloudConf , alert_management_platform_new , manager

. IEFHEE

1. EERDHLRENIE  ERBEMIE  NERR (Er- milRhaizddR) #ITEl

2. EEREHEELEE  WREEESEAMNET  RIEASREHTHIE

u
o
3
=
hrg
cH
of
g

BEOTRALINEISE | SO RIKAEIEE
o IR |
BEROHREHNE.

EELNISIERERESEAMIFENTE (BETRESHINIRE T > BRI I0MER , RMARESERMNTSEE) | FENNFHRERESR
N+INFERISEE (IHRETHE—EH  UFEEEENRNEERMNREERTSEE) .

HEalarm-ampEEBKZEHE(tcloud-barad-alarm-ampZss) , MRBLIEHSE , BE6ERE , AMREEEZEOERSZEORE , SREENREEEHE
=

NS alarm-ampF&iZAE , NFEHEEcloud-barad-alarm-synchronize pod IFIAE , MNHEFEBEKRRISESANER , WEHTkatka kR HXZEERSH.

o HEIIREKE :

EHESEIIRTUBIINAZISENTREEMKRIYER | FERKEIEERIESTIER.
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6. VMEEIET AT
. SRS -

CVMIERSIA HEHIR , BRIREISE,
. BIETERIRANE :

KIFERAFEFRRIERNINE , fEisd.barad L, qce/cvmicvm_devicetlE T , EEX N uuidiappld @5 AR Rappld , #Rappld A2 appld , N
RAFHFRRIEEINE

#Ebaradfiydb , StormDictionary.tDictionary_1xXEEEGXMuUIdiIER , (N1RE , NaTseRdict_loadersRIERINE , EESbarad-nws pod,

WNERJbE T NEHFICS , NETgERbarad_sync_serverELBRUccdbittiHfEiR , i N\barad-script B S MRS EERE
(/usr/local/services/barad_sync_server-1.0)f1E & 314

- (o
MFREEERMHICVM |, FHE EALERICVMIIEERER.
7. TRHEHER
(i
EANFERRETENS  BRERHP OIS A BRI HER.
i. BRI AR
ii. WEIWEHES LR,
iii. {8 &kafka2EIES :

EEbarad-eventZ2EAAInws_event_frontH7& ( /usr/local/services/nws_event_front-1.0/log ) 2EESkafkaskMHIHE. WNSREHBRIEAIXLM , T
AlhEkafkaf B IERELE FRAIAML topic , EHFEkafkaft&EFIkafkafJtopichlz.

WNRSkafkalE® ( LIRAID , Bnws_event_frontGiaiREE ) | {BRevent_handletBERIIHE B EZEkafkafIHE , MnTgEkafkaiztopicHHE. AI=itit
—Mopic# T , BlfEkafka E#EE— Mopic , REEHnws_event_frontflevent_handlefIERE Y , BifatopichFiTtopicName , AFERBXF R
%

@ BESEERIEARIES © curlesl.barad:9200/_metric/tce_bm_lost_agent ,iR[EIftimestampfdformat=E&i epoch_second , MIRIREIRIGSEREIF
E&9epoch_mills , NIRBIRERTGELRRE | ShlissERHERER.

o HEER
FEEHHOERIET LA RSN SEMER.
8 BEMELEE
o RIS
B OILBRSEMRE  BREEIFRERD  FRITRT SENARKRIEERES.

o BUBEAIRAME :

WS : BRmEmEX 564 T 3197



X BIHSTCE Ziki (BARAD)
BIEHFOEICHESETIRLICR. BEEZSMHFINREREE 7 SEREE , IIKEE | WEHHPONICREBSETKRER |, ZBRAEERBR  NEFEEZE,
N SR NE NS P e EZI R,

EEMPETEE  ARLEECR  WEEEEAMSHERTHEE.

o HEER :

MNTEHESERNE , EEHeEERTUBIERESMNETECR | ClIRNEENAREBKREIEE,
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oy
IENA

BRITEFATE: 2024-10-17 17:10:00

o

SFZEPod B iR

HETbaradTERFAIBMHHIBEREEN , Kubernetes&R¥{#Alivenessprobe ( FEIRET ) SKIAERINERZRES | £Freadiness probe ( #ZEIRE ) KRES
BERCEMETLUIETRE, EtesEMPEERTIMERTIENNT ¢

livenessProbe:

exec:

command:

- bash

- /tce/healthchk.sh
failureThreshold: 3
initialDelaySeconds: 30
periodSeconds: 5
successThreshold: 1
timeoutSeconds: 5

readinessProbe:

exec:

command:

- bash

- /tce/healthchk.sh
failureThreshold: 5
initialDelaySeconds: 30
periodSeconds: 5
successThreshold: 1
timeoutSeconds: 3

P REHEFRRIEBRMIAS/ tee/healthchk sh#{TIRE | HEARFREUHASARIEEEPNEGHITEN  WREAMHSTERENLIRE , ZMLIAFOGRY. E8fFE
BRETIR IR T kubenetsSERHRIE IV SS1BRATIE RN IE,

2. MBS

BB , BB crontabEEX RIS | MRIHHIDRERISETSHEEIER | Bifkubemetesiipod ERTHSRARIRL. WiEbarad-
apiEeE , EEAN TERMES :

[root@tcloud-barad-api-7b5dc6d55b-6hd65/]# crontab -l|grep monitor.sh

*/1 * * * */usr/local/services/ConfigClient-1.0/admin/monitor.sh >/usr/local/services/ConfigClient-1.0/log/crontab.log 2> &1 &

*/1 * * * */usr/local/services/barad-php-5-6-29-1.0/admin/monitor.sh >/usr/local/services/barad-php-5-6-29-1.0/log/crontab.log 2>&1 &
*/3 * * ** Jusr/local/services/barad-php-5-6-29-1.0/tools/php-master-monitor.sh&

*/1 * * * */usr/local/services/tnginx_1_0_0-1.0/admin/monitor.sh >/usr/local/services/tnginx_1_0_0-1.0/log/crontab.log 2>&1 &
[root@tcloud-barad-api-7b5dc6d55b-6hd65/]#

w

. Barad B8R

YiBarad BB IS TSN IR RIBEET =ERIER Siprometheusi#{ThY, Prometheus Server&ighdiizElbarad exporter EFIEIZEE | FFAEZITSDBH , AT
RERERE , NRHEEMNE T alertManagertE R TISEMME S, HehbaradfUERsUEEBNITRS

=5 KARIRT L]

1 HERRITEL CPU, W7F

2 Flink 2 Ef&tR BEBEFETXF—MIZR | S— M FARGEIENEERS T EE— MR IKT REELIREHE.
3 KafkaZEfAEE Kafka topicHRiEERESE

4 NWsHsizE NWSEKEIREEHERTT
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X BIHSTCE

BIREFATE: 2024-10-17 17:10:00
1. M= EETREE
o HPERM :

HBETTRER T, =, TUEEIEE e ESRRSERRR R SHRSHERRERE | SIS,

i. (EFREMNARS | IARBIREHIFIRENSERN.
ii. FIAEHER LIETHHER B CIERALE.

iii. FgtAstorm/kafka/esfRSS /25N , ATMZRXS Ui ENIZR.

iv. BIERRWIRSS SR | BANEH , HIZfER | BaikE.

v. NFRIERIIRSENREE)  FEMAZKIRSERIER.

vi. {FERAMzk-FUESG | IkEzk , REEME LIRS EHIER.
vii. WizRkafkaiz B R M-EBIEREHT.
viii. MEEstorm-uiFIBESTEEITE.

2. KafkafRs3 B EERF SR RTNSS

° HIBAE :
taEkafkal kS 2EER

R

HNZKEBERIbINERT , 1zf7zkCli.sh , 1&17 Is/kafka/kafka/okers/ids

=itz ( BARAD)

MR EIABHIREDTFIN , RIABETREE | #ifTget /kafka/kafka/brokers/ids/0 , ATLASEITR2.ipER (idARSM LIAMNREZLERE ) | BRERIidEKR

AT, iRkafkaBBEANIPMIRR | BEATANES HATkafkaTTRER.

o BRI

KafkafRSBZIEANEEEIRIET TR  BRIHTENEE , EBER TEEETIF. SHERG  BETEENER  SEEEEIETT | isd barad¥dR

TERT. WESELTAERRY  FEXMEE.

i. RRIREEspEkafkaiRsses |, FHEEIXIRIHATE.

ii. ABNERTIEE , FESH—AFRFHEEEENE.
iii. #itlgHIkafka =idZFIAHEE—E , kafka-idEERATLAMZKEREL,
iv. REkafkat 2RSS , *EI#HAkafkafiiERE.

v. Zhtkafkatl28 , HiTkafka-topic-describefs< , FREVSEATIAE.
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=FEIopl"is
:I:*Eli%
SREHATIE: 2024-10-17 17:10:00

1 MEEAMTABE. TEMXTTHE

me: -

1. BmMERTEUR | F125EENAZMfrontNameSpacefifrontMetricName

2. BEIHNES528frontNameSpacefifrontMetricName22|EiHMBEERESEEUE HR | FiE #baradSuRREEEE ( —i&mysql22003aTLABERSH A
R, BT BIR. WREFIREmyYsql220033ER% , IESPHISIRERE )

g0 : select *from StormCloudConf.cApiMetric where frontNameSpace = 'qce/dc’;

BRI EiR R S EM GRS , BZbarad-nwspod BHHTINEAILD - tcpdump -i any -sO -nn -A 'dst port 80'|grep'qce/dc’ |grep ‘inbandwidth’

3. RARERSERRA | BliniREMEER  BESUEREREEXnamespcefEANEE | IRIFEH.dbIZ A4, FTE/VMARERAI LI ARSEAEEE
B, & AIqce/dc qce/dexqce/dcgi@HIEA.

° WiZbarad-isdiRHtHI ISR B ONEAMZ RERMBXRAIGE A, ~EIE
http://imgcache.finance.cloud.tencent.com:80isd.barad.Example.com ( BE{ffizZ 7T tcs masterfKEY , kubectl get ingress -A |grepisd.barad )

o fFlantEStormCloudConfEEE#H{Tselect * from cShowProductConfig where namespace = '{$namespace}’ ; EiFICHE.
o select * from cApiMetric where namespace = '{$namespace}; TCEURFHELIEN AR L | 2 SEEApHEIRMN.
o select * from cObservationMetric where namespace = '{$namespace}’ TR E B L.
4 FRIRITE -
ENSANIREANERE. BNEFEFEE barad-isdR&E.
FEE&E (ZE&barad-isdFE&HENEEqce/dc qce/dexqee/deg Z5FH9 )
#tA\barad-isd pod ,
cd /data/release/product.pkg/tools , shsync_product.sh qce/dc qce/dcx qce/dcg
WTEIRERE  BENEEERENERTESRE.
2. CRISETEEE | SSRBEHEE

o WKWT :

WRFRE - BRmERMEX 2869 T #319m
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w

w

SIRBHEE | TREIERE

TREESERE

baradfIEREHN , MREETRETSN , WALERZANRSEHE  RZVERSHT—HE | WRRBIEFEFV/NSRIETE | 5551 , ER1oH.

FRIRTIER

FEMERTTERISQL , MBRERETI | FEREIARISH HRITE3600/IEUE | TR FRIE N IFEURRE.

DELETEa from cAssociationMiningRule as a, cDimensionView as b, cDimensionGroup as cwhere a.outputDimGroupld=c.dimGroupld and a.outputP
eriod>300 andb.dimensionGroup=c.dimensionGroup and b.namespace=c.namespace and b.namespacein("qcce/nat_gw_bm","qce/bm_Ib","qce/c
mq","qce/cvm","qce/vpc_region_conn","qce/cmongo”,"qce/bm_intra_lb","qce/cmqtopic”,"qce/internal_loadbalance_rs","qce/docker","qce/Ib","tn
m/vsr_vpnconn","qce/nat_qos_stats","qce/cbs","qce/dcg","qce/cos","qce/pcx”,"qqce/dc”,"qce/dcx", "qce/Ib_total","qce/cdp”,"qce/cdn","qce/ckafk
a","qce/bm_pcx","qce/scf","qce/ov_cdn","qce/apigateway”,"qce/loadbalance”,"qce/qaap”,"qce/nat_rs_bm","qce/internal_scf","qce/rlb","qce/cdb","q
ce/redis","qce/phy_host","qce/bm_rlb","qcce/sqlserver”,"qce/tdsql","qce/ctsdb","qce/iotmq","qce/csg","qce/vpc_net_detect","qce/ces","qce/em
r","pce/bm","pce/cos","pce/netdevice","pce/stgw_Ib_Id","pce/lb_Id","pce/cfs_resource”,"qce/vpc_gateway","qce/vpc_nat","qce/vpc_jnsgw","pce/cd
b_privaate","pce/redis","pce/ccb_weblogic");

. VMBS IR =T AR

i. BRI

CVMEY CPUERIER , NiF(ERENINFEREAREE.

ii. barad_agentZiEinigE

. barad_agentZiEiiig

FBFFERENR , NESEPEREE.

=ENMBIERINIZ G . £Mhdfsid/images/qcloudagentE R N EEFRAAIstargateZ 20— Rstargate_linux_install_v1.2.6.tar.gzkas.,
LEFEsgagentiRSS.,

sgserverffifEfyZSEstcloud-barad-update? , EPXERIRIRHESHIThdfs_clientR5SH<.

hdfd_client&\hdfsf/barad B R FEi&FhRAYbarad_agentZ 46 TCE—i#&E/barad/baradagent_installer , 527t
fY/data/www/update2.agent.tencentyun.com/update B R , FHEIRASEBNEIRERE.

sgagentfamn /s . RIFAsgserverE , Hiffbarad_agentZhRAER.
FMsgserverfy/data/www/update2.agent.tencentyun.com/update B3R F&barad_agentZicty,
REFErNbarad_agentiRss.,

BAREF

WS : BRmEmEX 2570 T #319m
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© barad_agentZ&EHvmEBMRA , FHRHESMNZEAERE LEFIhdfsh/baradBR £
© barad_agentZiEBLAREEEZcvmBIRAER |, sgagentRERETH. T&EME.

4. cvmEiE HRIRIERIE P

o SefEnwstilgs EMEMIA , EEEEELR.

o Eidcvmiguuid{EAXEFME.,

tcpdump-i any -nn -s0 -A 'dst port 80" | grep '8d8bf61d-e938-4f0d-95cc-b455d9f778al

FRENIdREFTIIE  BURMERNREEH HRAVEEE | cvmFNFHTTEYE LR

== (BARAD)

o FRLIEIMEHIAHE , EIHERRFES : tcpdump -i any-nn -sO -A 'dst port 80" | grep '8d8bf61d-e938-4f0d-95cc-b455d9f778al' | grep'"cpu_usage'

o IRIMEISEHE  TEEFFIIRREHIA

° BRmFEA
o TEEEmEIUIdEIR—HP

- BRE

BENFTAERRRROBRAL , tan:M14

fEFEroot ik S&F , B3R : Tcdn@2007 ( Btk tcefIRSHEM )
[M14@TENCENT64 ~]$ ssh root@10.19.0.21

B uuidERcvmFHl

virsh console 8d8bf61d-e938-4f0d-95cc-b455d9f778al

BLEMFNERZTEFIRWSTIED ( BT cvmFHIRERRM )

VM_0_34_centos login: root

Password:

Last failed login: Sun May 24 12:52:59 CST 2020 on ttyAMAO
There were 2 failed login attempts since the last successful login.
Last login: Thu May 21 14:34:53 on ttyAMAO

Welcome to tlinux 2.4 for aarch64

Version 2.4 20191012

tlinux-2.4-kvm-guest-aarch64-20200115

[root@VM_0_34_centos ~]#

e HfgiAsgagentREEIERERE
BEsgagentiHiERRIEE D5

ps -aux | grep agent

WS : BRmEmEX
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- fNEsgagentRidE , BEMAFS

- BFREE=ENR , EEEEHERRE

- hdfsg9/images/qcloudagentfd B R L 2B EsgagentiiZE=a
o EFhdfsHzt

o EhdfsHIBRER

o j#Atcloud-barad-update2Fzs

o BEtcetlBXIREZEESRvim/tce/conf/cm/local json

o HB|hdfsiBxEE

o ZRhdfs
fEARrootikSERhdfsHlzg , ZRE—RE : Tcdn@2007 ( EffAtBALAKtcelIRSIZM )

[M14@TENCENT64 ~]$ ssh root@10.23.0.133

o BHEhISBREE
#HEsgagentLiEa

hadoop fs -Is/images/qcloudagent

&HZEbarad_agentZZg

hadoop fs -Is /barad

* f&sgagent&ity
WNRENdfsi&BEEEI/images/qcloudagent/stargate_linux_install_v1.2.6.tar.gz&3&4 ,
AIRER A TRt product-barad-sgagentZE LM S
o MNRENEAEYfL. uosE , FEEHqCRE  HFNLEHMRESE TCEEERT 0
o MREBEFINE A FTE—XAREHLTE.
=3

product-barad-sgagent4 =Rt I e F B R T2

BJRIaRIstargate_linux_installZ3=EMEE , HiEtcelME FEHMBXNERE  AEBEENIE
EITENZES , EEFhdfsgy/images/qcloudagent/BR k.

- MRRIFFE | TAERE S Fa) LiEZRxaEhdfs &

WS : BRmEmEX
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hadoop fs -put /tmp/stargate_linux_install_v1.2.6.tar.gz /images/qcloud

- fatRhdfsBsgagentZikB 25 | AFFEIB=ENFISETERNEY G , REH THF%&sgagent.

* ffsikbarad_agent2EHEIEHE

o BHRCVMFH|SEHAbarad_agent2&BIEF B

ps -aux | grep agent

o WN&Rbarad_agent#EEEE , BRHATEUE LR , TEEEAEAMAEbarad_agentfl ERRSHBAR cvmilltceFELE

WALURRIA TS BIGE |, FHREMEXERS cvmitcefIRZEN

o HEiAplugininiftEEFIEE

cd /usr/local/qcloud/monitor/barad/

[root@VM_0_17_linux barad]# catetc/plugin.ini

o &HZEdispatcherlogHE executorlog@BEREEEHH

o [AB FmetadatalB &

=itz ( BARAD)

curl metadata_url/uuid 2ReEEEIREIEIELCINcuUr] http://imgcache.finance.cloud.tencent.com:80product-cvm-metadata.chongqing.yf-

1.tcepoc.fsphere.cn:80/meta-data/uuid

* YN5%barad_agentk/Ezh

o HHARBBsgagentFESHbarad_agentZa=k M

&% /usr/local/qcloud/stargate/etc/base.conf FREJurl2&EEIEEVIIEEE/usr/local/qcloud/stargate/logs/stargate.log EEBREHE

o tNRbase.confiEkAIttlithttp://imgcache.finance.cloud.tencent.com:80update2.agent.tencentyun.com/interface.phpifa)&&E

# A\ tcloud-barad-update238s , #iAsgserverfREZE2EIERE

o ffaiAtcloud-barad-update2Z528_E/data/www/update2.agent.tencentyun.com/update FEE B &FAbarad_agentZ 4ty

o MRSERMTEL , JLlBEZhdfs_client\hdfs FERHHNE

cd /usr/local/services/hdfs_client/ && ./hdfs_client -f/barad/baradagent_installer

o ehdfs_client&gsEM

SteEhdfs_clientlt B2 AN  EEREENSIMSH , BRtce@SHLE

ETEEhdfs FigHbarad_agentiEERRvmEFALE

* TfgiAsgserverGiiifibarad_agentZEE 25 , EFRcvmFHEEESsgagentiRES IR Bai& 0G50,
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TRER

BRITEFATE: 2024-10-17 17:10:00

1 P RERELE

NEFREMTRNAE. R 8.

R/ S8R

tcloud-
barad-
update?

tcloud-
barad-
event

tcloud-
barad-isd

tcloud-
barad-
dispatch-
tsm

tcloud-
barad-
script

tcloud-
barad-
dataapi

tcloud-
barad-

nws

tcloud-
barad-
alarm

tcloud-
barad-api

OS]

Bee

BENE

A& stargate serverlA R & ENIEARSS.

2. stargate servergcvmi188 ERSstargate agent ( ps aux | grep sgagent ) I2IRS , FEFTIER. EFcvmRSERURT
Z&barad agent

3. EENNEARSE iR stormiTsupervisorfiEEEIEMIRITHIR —EHIRSS | CREEEPISEREHREF—HIISHEN
f9/data/www/alarmdb.barad.tencentyun.com/alarm_fileBRT , F@EInginxE&EhttpiR$Ststorm supervisorfiEX

BESFMHFPOcgiliRhandlerfgss

1. Bl cgif@fthttpiRSHEMERR LIRS | 3 HRNSBHHTE R EE N\kafkalEEBA! , topicEtE/Icm_event
2. handlerfzs3 M kafkaiBEBAFIIEZEE | WES HIRAVSEHHTIE ( E5 HIRAMMKIER | RAR—&ENS—H
StormCloudConf.cEventProductConfig.astrictDimension=ERTE , LARUTERAT 2]
StormCloudConf.cEventProductConfig. astricPeriod ) fI#%3 , HIG M EEEE T HZHKEE , FHEEIEF Aes. MRERECEES
RS, WA HhttpiERElamsi#{TEE

3. SitF RS MR EEEBZE tcloud-barad-event &

BRENEEEERSIIMAE., overlayFHl agent EIREBRMENARSS (BIETER ) LiKkbaradEeEOECERIEIRSS , — RS
SEf5
Hithg N Assh—rESB ConfClientBf , BskEfEbarad R & O E

REE—MEbaradfnmE=EEIES NargushIiRSS

BE6NERS

4. barad_sync_server BaficcdbFEIEcvmAHEEEIERESR | Mnws{E4EEENE

5. cm_php_script FBFRIS EERNSERIRE SR b E

6. dict_access AEfh=m CIREEENFEEIIRSH , BEEUEEFEIkafkaiHEBAT, TopiclzR/StormDictionaryEH
tDictionary_*B3% , B Mopic i REIER M partition , BNBHREE AHEE ZHRERNER

7. dict_sync M kafka iBEFIIEZELEREENRER | AREFEIEIEE ( Sdict_accessHRTEAIIRS )

8. getAppTraffic FIfEFFRERINE M gce/Ib FIERRESE | (CETEEMAFNEEANRESIqce/Ib_total , F/REHEF
IR R i —=

9. monitor_cvm_msg_forward BFREIE cvmAISLHIEERIER. | RS RAREORRYIE T iZcvmiIEERIEHIIER

& dataapilA&newdataapi® MRS, AIRED , BRASHRYD |, EEATEETE,

BE3INMRS

nws [RSETIZRFT EIREER | NEIRETEIEMEHING | PUTHERIE | B AkafkalBEBAFF

nwsH{THEENENIIEER Hdict_loader{RIZER , iZABHELEETIFER MM dbPEFEIZREEMAY/data/storm/local_dict/BRT
( dbrRR9{5E Htcloud-barad-scripthddict_accessfldict_syncE A\ )

BINBREFEE—HARIcgi , FcustomAlarmNwsIRHRIEE N SHEEUTNEE , BFPALABE cvm_ERJcagent_tools TEBHTH

ENEE, TS RANHRES , TIASER,

REE—MRSScloud_alarm , HEZMIMEHI MRS | — M EEWstormA EZIRNSHTHIAER (IER-) B8-) &
) ER) | B EFaEMRIRS

B &customapi, baradapi, ams, customAlarm, policyapi

customapi S=EXE |, IRHFIHEORERS FHEEN
baradapifiZE T ABeshBiE , 84T — N EEbaradfiesClient
amsft-Ftcloud-barad-alarmpyTifF , AFICREZERUREEERL , RIEEE
customAlarm BENXEZ , Stcloud-barad-nwsigx , FBFi&clientkeyRI A ckv
policyapi 34251 , fifiaTF customapi

. BRoemEX 74T H319]
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BRY/RE PRRE AHNAR

tcloud-

barad- aes BEFinkiRit RN R EEEMA

skywalker

Emﬁ“‘ s HEAETEN , BAFTASRE  HREHAZATEA , WTCE/tools/fix MaESesktimestampALmillsty TR

£;& = fix_es_table_err , LARIESHUREMENHEOSFEEAMNTESX ft_host , HEEAAIURBEIALE

product-

barad- Stargate agenttREVAN | HiiTdeployEEiEREstargate agenttnELFHERINdfs |, HENFEvmFHNAT TS

sgagent

yunapi- Barad iy REEE

barad

LC;?:;_' X/MEbaradapi V3R , KERDEBEXSpolicyapifeia) , E/apolicy@v2AIRA , (BERINETHREEEBFRAVIIRA , FlA

api-go tcloud-barad-api-goff T —EHIE |, EMXIEKRapivIHIERH T —ES8ltie , #Higmv2i880ARAkIAMApolicy api
0. —f&fER FpodEf=

—RIER TEEERAMTERNpod , k8sEBEMTMARIRERY | delete REBIHRFFEITIFIER.

i. JkBXbarad pod%lZ : kubectlget pod --all-namespaces -o wide |grep barad

ii. Delete Pod : kubectl delete pod -n tce ${pod}

i, SRR -

=

RAMER

i. JkBYbarad pod%lZ : kubectl get pod --all-namespaces-o wide |grep barad-nws

ii. #A\pod : kubectl exec -it -n tce ${pod}bash

iii. —MRBERBEFIERER : /usr/local/services/

N

. sh/usr/local/services/barad_nws-1.0/admin/restart.sh all

EE:

WS : BRmEmEX 8875 TR #319m
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T EES

IR EFATE: 2024-10-17 17:10:00
1. podis
i B KIE
IREZK , Kafka , ESHYBENIEE | BaradBLHINTRSIRS | DLHARUHNE , REREARERERHT 50T :
MR AT S0% T T 2,
T RS B SR po RS E ST 2,
il 4 ESRE
HHTEE RS | FRHEKEEyamifreplica N,

2. HDFS+Yarn¥ &

i RERIGE
R

BFRIEIGE hdfsSERESUE ;

B &ERBactive namenode ; standbya]IEETIH#ALA active,

1. i &SR Inamenode TR EFIER :

hdfs haadmin -getServiceState namenodel
hdfs haadmin -getServiceState namenode?2
2. BRAnEIEEINE R RS RIFNSRR TR EUE.
hadoop dfsadmin -report

3. BRZERThdfSEREFANIEA S

hadoop fs -put ./AHBIZH /tmp/xxx

hadoop fs -get /tmp/xxx ./xxnew

N

TRERME
i. BRI, HEAhDISYIRIBER | #HFRKAhosHEEMEEER
xxx/product-tcenter-support-hdfs/configl#cp vars.yml vars.yml.bak; cp hdfs_hosts hdfs_hosts.bak

ii. {&2varymix it | IRIEIIASCIRERIE -

WRFRE - BRmERMEX

=itz ( BARAD)
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3. {&&thdfs_hosts {4 , ZEBY A datanode T mAVA Ky BT M (IBFFERIEEIpSEAE] idc1sFfinodemanager ) ,Efth server rolefipEiEiEET
&

4. 434 : hdfs_install.yml
product-tcenter-support-hdfs]# cpTCE/ansible/scripts/hdfs_install.yml TCE/ansible/scripts/hdfs_install.yml.bak

5. EREAEHMRSHILE ;. (IEE 29447 start journalnode LISFTBRHESEEIER )

6. ERMAHERMFIER , T TE< : (BRI=FHIvars.ymifihdfs_hosts3UHEHIZ!)
xxxx/product-tcenter-support-hdfs/TCE/ansible/scripts]# cp../../../config/vars.yml ./
xxxx/product-tcenter-support-hdfs/TCE/ansible/scripts]#cp ../../../config/hdfs_hosts ./
xxxx/product-tcenter-support-hdfs/TCE/ansible/scripts]#ansible-playbook -i hdfs_hosts hdfs_install.yml
7. SHIZhdfsERE nnAIECE R BHIMES

BERI=S , HROXIEINE =8 hadoopBLEIFHIES :

cd/usr/local/services

scp-P36000 -r old-hdfs-ip-nnl:/usr/local/services/hadoop-3.2.1/etc/usr/local/services/hadoop-3.2.1/
scp-P36000 -r old-hdfs-ip-nn1l:/usr/local/services/Hadoop-3.2.1/check_* /usr/local/services/hadoop-3.2.1/
8. BRI BAWRE | [FahdatanodefInmARSS
/usr/local/services/hadoop-3.2.1/sbin/hadoop-daemon.sh start datanode
/usr/local/services/hadoop-3.2.1/sbin/yarn-daemon.shstart nodemanager

PUTINT e TR SR SRS SR ER B IINER | BRI ERERIIN

hadoopdfsadmin -report

3. EAERME
i. ZRhdfsEIFA nn i RHATINTHEE -
/usr/local/services/hadoop-2.9.2]# vim etc/hadoop/excludes_datanodes
BEhIfSHI=ENERiIpENIZFF;
PATI o< (@annEhFIN_LEIAZhdfs ipf5E , E—&nniiTan Ta<$aIE) ¢
hdfs dfsadmin -refreshNodes

BEEHUTA N SRR TIABERER BHERA2E4TF Decommission in progress A7 , BEIdecommissioned A7
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2. &R resourcemanager FEEE , HFUTUITHRIE

cat /usr/local/services/hadoop-3.2.1/etc/hadoop/excludes_nodemanagers
hdfs-10-10-129-133

10.10.129.133

IMNETLAIRRp | MNREBENS , WBENZBEE

4. 198
i. iR ER I namenode TR EHIFE :
hdfs haadmin-getServiceState namenodel
hdfs haadmin-getServiceState namenode2
ii. FRdnEIEE IR S S BRI A E SR
hadoop dfsadmin-report
iii. FHRZSEThdfSEEFRNEA S !
hadoop fs -put./AHESZH /tmp/xxx
hadoop fs -get/tmp/xxx ./xxnew
3. barad flink-yarniI &

iR :
T BAERETMEYENNS , MRASEIEYIEN , (UXRZ2ESLinkfESERE | REBETY BHARNA,

1. #Ehnunderlayf9cvmfiy&EiR

2.yarnfI' &
i. #AZltcloud-barad-skywalkerZsggeh | jFRsflinkfcornt@ &S

2. 5ERyarni9y E , SELUT10.2ET558H :

3. {=Eflinkf9ES

izfTstop-job.shIHIA , HUTRINE | ICRETHANZWLRE , BTHNERYESFFRI0REERL , &&flink-job.loghIE3AE , AILIEEIITRIE , BIHER
BIERESS.

WRFRE - BRmERMEX 5578 TR #319m@
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ERf#Ehadoop I TRE AT LABRNES EEHklllE

4. 7 &wflink{Es
i. {RIEY BREMyarnElE |, 1&Xjob.propertiessyarn.cpufllyarn.resf9&iz , Eehyarn.cpuRFRE N yarnBcputzdy , yarn.resKEREAERNE DL,

2. i5f7scale-flink-config.shifiAs , HUTH BflinkiIZEEE | FuEREmanagerfiic_res_flinkalLIBEHEKEERE , ¥ BSER . BEHE B2 860
BE , ¥ BahisuccessiIBE.

3. #EhadoopYE A ABE BEAIFIAETrunningik7 |, flink-uiEBRNESIERHT , TLIESIITRIE , NIKERT B, ICRE TRIRIZRaEE |
1ERIE TN ESS HOLERAT IV EL.

5. SeRANEIESS

RIES=SMNEILERGRaEMIER , STRHNEES.
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BIDRE

BIRE AT E): 2024-10-17 17:10:00
1 #uErE

mysqIEIBEFEFENAIREES LRI, TR ARE  NEERBERE | B EbEE , S EpEEEE | hiETe MESEE— L
., BUEREERELAS#Ehttp://imgcache.finance.cloud.tencent.com:80docs.qq.com/sheet/DVFICU3pUVU53WHRK?tab=3xe6sf,

#inEEREE , LAStormCloudConf/affl , RIfERII T <.
o FINEE :

mysqldump-h${host} -P22001 -umysql_user -p'mysql_passwd' StormCloudConf >StormCloudConf_22001.sql

o FINFE

mysqldump-h${host} -umysql_user -pmysql_passwd -P22001 StormCloudConf cStormTransmitMapcDictionaryConf > StormCloudConf_22001.sql

HrhcDictionaryConfflcStormTransmitMap2#i#EREStormCloudConfehfyER.

o WREHIEE | EREIASHIXMHTIRE

mysql-h${host} -P22001 -umysql_user -pmysql_passwd -D StormCloudConf < StormCloudConf_22001.sq|

2. ISR
i. ElasticSearch3| NG R SIREBRIIEL-SSCH T RIS D SIRE.
o BIEGE:

curl-xPOST http://imgcache.finance.cloud.tencent.com:80${ES_IP}:9200/_snapshot/my_backup_1 -d'{
"type": "fs",

"settings": {

"location":"\/data\/elasticsearch-5.1.1\/data\/back\/my_backup_1",
"max_snapshot_bytes_per_sec":"20mb",

"max_restore_bytes_per_sec":"20mb",

"compress": true

}

¥

o HAhSHERINT
type : BEMREIAHEHRE
location:iERE B EEAYERTE |, /liJgpath.repo FER
max_snapshot_bytes_per_sec:tREBEUEIHN CEERT, iZS 4T LUz HIS AR IS SA A EFI20M
max_restore_bytes_per_sec: \NGEKRSEUER, ZSHu=HIERRRIAER . FME : 8720M
compress HiEE R ESE

xR

NFREARREAITEERA |, MZGEREZE , AFETRERER S,

WRFRE - BRmERMEX 2580 ;1 #319m
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2. RERZRSI

RERFTEFTFFRIZRS |

curl-XPUT http://imgcache.finance.cloud.tencent.com:80${ES_IP}:9200/_snapshot/my_backup_1/snapshot_1?wait_for_completion=true

IREFEEZS|

curl-XPUT http://imgcache.finance.cloud.tencent.com:80${ES_IP}:9200/_snapshot/my_backup_1/snapshot_3 -d'{
"indices":"my_index_1,my_index_2",

"ignore_unavailable": true,

"include_global_state": true

}

3. IREHRER

curl-XPOST http://imgcache.finance.cloud.tencent.com:80${ES_IP}:9200/_snapshot/my_backup/snapshot_1/_restore?wait_for_completion=true

4. REBER

SRENERMRERRYE R

curl-XGET http://imgcache.finance.cloud.tencent.com:80${ES_IP}:9200/_snapshot/my_backup/snapshot_1

- RV TN ATERIRAIER

curl-XGET http://imgcache.finance.cloud.tencent.com:80${ES_IP}:9200/_snapshot/my_backup/_all

WS : BRmEmEX £581 T #319m



O BASTCE

73":?1|:|:U\

== (BARAD)

BRITEFATE: 2024-10-17 17:10:00

1 EEENHTIE

HEa
ocloud-barad-customize

tcloud-barad-alarm

tcloud-barad-event

tcloud-barad-isd

tcloud-barad-nws

tcloud-barad-storm

tcloud-barad-update2

tcloud-barad-dispatch-tsm

tcloud-barad-script

2. BEE MR

HERE ECEMHE ECEM 4R

tbarad config.ini /usr/local/services/barad/ocloud/conf/

cloud_alarm local json /tce/conf/cm/

barad.cm.event arm_event_fro.n'F_nws.conf /tce/conf/config/barad.cm.event/
event_handle.ini

barad.cm.isd local json /tce/conf/cm

Barad.cm.nws custom_alarm_nws.conf /tce/conf/config/barad.cm.nws/

nws_nws.conf

Barad_Comm_config.ini CloudMIC_config.ini
NWS_CAT1_config.ini

Storm-nimbus UpdateConf_config.ini /tce/conf/config/storm.cm
alarm_loader_client.config.ini
storm.yaml
stargate server N .
N alarm_loader_config.ini /tce/conf/config/barad.cm.update2
LIRS g g P
barad_dispatch_argus barad_dispatch_argus.toml /tce/conf/config/
barad_sync_server sync_config.ini /tce/conf/config/barad.cm.script/

i. tbarad ((RLEEIHEHRIEORSS)

config.iniEtEEEimEHIEAER

=]

INS_URL

INS_JSON

DB_MODE
HOST
PORT
USER
PASS
NAME

NAS_ACCESS_IP_LIST

|
http://imgcache.finance.cloud.tencent.com:800ocloud-cfs-ops.cfs:80/cfs_api/tce/get_barad_dimention

{"version":"1.0","caller":"CGW","password":"CGW","callee":"cdn",
"eventld":1097532882,"timestamp":1427732027,"
interface":{"interfaceName":"Qcloud.Cfs.GetBaradDimessions","para":{}},
"postOperation":[]}

mysq|
db-2.db.gaia-1.yfm17.shanghai.yf-m17.tcecqpoc.fsphere.cn
22003

43068ui4qcd|

a97o03faahcf

cnas

["10.28.12.33","10.28.11.37"]

2. cloud_alarm ( HERESHAER FEEHERRSS )

WRFRE - BRmERMEX 82 I

#3191
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local.json cloud_alarmfR$BZELE

B &N Gl

iEKiEZ alarm.barad.tencentyun.com

ip 192.168.192.224

url http://imgcache.finance.cloud.tencent.com:80alarm.barad.tencentyun.com:8000/barad.cgi?
port 8000

w

. barad.cm.event ( S HIRIRSS )

arm_event_front_nws.conf EE&ZE{4(cgi

FCEIN ~fl

listen_port *:45008

maximum_connections 100000

maxfds 65535

log_level debug

log_rotate_size 10

max_cachesize 131072

working_threads 4

kfk_broker_list kafka-1.kafka.gaia-1.yfm17.shanghai.yf-m17.tcecgpoc.fsphere.cn:9092
kfk_request_timeout 1000

kfk_message_timeout 2000

kfk_statistics_intervals 1000

datafile_path /data/backup/eventdata

conf_db_host db-1.db.gaia-1.yfm17.shanghai.yf-m17.tcecqpoc.fsphere.cn
conf_db_port 22001

conf_db_user wtn34rkf5mld

conf_db_pass z4czfz3ro58x

conf_db_base StormCloudConf

log_path ../log/event_front

topic_name cm_event

4. event_handle.inihandlefRSHELE

FCEIN {5l

LOG_PATH ../log/event_handle
LOG_LEVEL 3

PARTITION_NUM 8

WS : BRmEmEX

=itz ( BARAD)

fid
HEFRMIE
EMNtbAE
urlitsik

ki

ik

IRSS EiTim T
BARIERY
BRI
ASER
AR/
BAREFEAN
TIritiEs
KafkajZizitiit
KafkaigiBRtad A
Kafkaif S BRI ATTE)
SEiHERATE
HEEMRE
BCEHIREENS
HERERO
HBEEWS

=h

KafkaZ=/iz

%83 ;1 #319m



O BASTCE

=10
KFK_BROKER
KFK_TOPIC_NAME
KFK_GROUP_ID
ES_URL

DB_PORT

DB_IP

DB_PWD
DB_CHARSET
DB_USER
DB_NAME
ALARM_DB_NAME
AMS_URL
CKV_HOST_LIST
REDIS_HOST
REDIS_PORT
REDIS_BID

REDIS_PWD

ol

- BENHARS

<l
db-1.db.gaia-1.yfm17.shanghai.yf-m17.tcecqpoc.fsphere.cn
cm_event

cm_event_grp

zcac3j77.ces.infra.tce.io:48104

22001
db-1.db.gaia-1.yfm17.shanghai.yf-m17.tcecqpoc.fsphere.cn
z4czfz3ro58x

utf8

witn34rkf5m1ld

StormCloudConf

CloudAlarmV2

ams-producteventalarm.tcloud-barad-api.barad/ams/productEventAlarm.php

ckvl.barad:9101,ckv2.barad:9101,ckv3.barad:9101
gmbiaz.credis.infra.tce.io

40620

redis-barad

redis

alarm_loader_config.ini Bt B &EMNEIRSS

FCEIN
host
port
dbname
timeout
path
level

size

)]

. barad-nws#HEEN)

il
127.0.0.1:9393
22003
StormDictionary
2000

./log/

info

256

custom_alarm_nws.confEEN HEEE 4

ECEIN
listen_port

maximum_connections

|
*: 8880

200000

WS : BRmEmEX

=itz ( BARAD)

R
KafkajZzitbit
Kafkaigiles
kafka4HID
EStE =
HiERERO
el
G EERA T
SRR
HIEEIRS
RS
=8
AWSIERStE
CKVEAthE
redistiiit
redisig
redis®

redisZR5

fik
BT EN RO
iRm0
HiEES
EEERT AT TE)
ASE®E
ASER

=R VN
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i1l

maxfds

log_level
log_rotate_size
max_cachesize
working_threads
servername

accesslog
accesslog_level
accesslog_rotate_num
accesslog_rotate_time
accesslog_rotate_size
module

receiver_uri
alarm_center_uri=/ams/customAlarm.php
alarm_center_domain
alarm_center_hostip
alarm_center_timeout
retry_times
limit_per_key_per_minute
failed_save
failed_send
failed_report_filepath
failed_report_file_row

failed_report_file_time

~

. nws.nws.conf nwsHIEZANEE

=]

zookeeper_host
zookeeper_timeout
zookeeper_logfile
zookeeper_log_level
zookeeper_update_interval
namespace_cgi_rootpath

kfk_broker_listpath

WS : BRmEmEX

=l

65535

error

100

131072

4

NWS

./log

normal

10

300

1000
../lib/libalarmreport.so
/sendAlarm.cgi
/ams/customAlarm.php
customalarm.tcloud-barad-api.barad
192.168.252.73

30

3

120

1

1

/data/alarmlog

100

30

|
10.28.0.9:2181,10.28.0.11:2181,10.28.0.10:2181
20000

../log/zookeeper.log

error

60

/storm110/cloud/TransConf

/kafka/kafka/brokers/ids

=itz ( BARAD)

)%

BRI
AEEFR
A/

ZEFNIN

T1REAEEL

irear=

I8 A SRR

MR AEER

Pl e s s

i7318) B SR EE R B

i8] B EEAN
BENEE , WEEIEEPD
BRECQiIR EINEIRE

HEEEPORSES

oarS SUVESRIEDN

g/ NappclientkeyRyE 53 FHIREER
EEFRERENERE
BEFRRFAXMIIRERERIRIX
R RIER R

BNHRISREN

BN HRIEERTRY

i)

zkTm

R A
kAR
BEER
AT R)ERE
EFRESIR)cgitRERE

kafka e &
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ECEIN
kfk_max_message_len
kfk_message_timeout
send_thread_num
dictConfPath
dictDBConfPath
localDictStorePath

transRuleConfPath

~l

499000

180000

8

/storm110/cloud/DictConf
/storm110/cloud/ExtendConf/DictAndPlugConf
/data/storm/local_dict

/storm110/cloud/translateConf

8. barad_dispatch_argus ( barad&oas&==EEIES \argus )

barad_dispatch_argus.toml

=itz ( BARAD)

5%
BRHEKE
RS EERT AT TE)
eSS T
BHEFHRE
ENEAUREE
PP EEFIRER

S ZES

../log/barad_dispatch_argus.log

http://imgcache.finance.cloud.tencent.com:80internal.ocloud-osppro-argus2-
interface.osppro/report/ArgusCustomReport

93tp38qmns44:i28ytm4t93vb@tcp(db-2.db.gaia-1.yfm17.shanghai.yf-
m17.tcecqpoc.fsphere.cn:22003)/StormCloudConf?autocommit=true

FoEIN ]l
LogPath

LogLevel 5
Tsminterface

Dsn

TickerSecs 30

9. barad_sync_server ( ZEIRZEE )

ECEI

dictdb

confdb

log

server

Al

db_name = StormDictionary

db_host = db-2.db.gaia-1.yfm17.shanghai.yf-m17.tcecqpoc.fsphere.cn
db_port = 22003

db_user = 4qzhoiObz17y

db_passwd = kcq2depb8hnv

db_host = db-2.db.gaia-1.yfm17.shanghai.yf-m17.tcecqpoc.fsphere.cn
db_port = 22003

db_user = 93tp38qmns44

db_passwd = i28ytm4t93vb

db_name = StormCloudConf

log_path = ../log/
log_level = info
#log size (MB)
log_size = 100

[server]
server_host = 1.1.1.1
server_port = 9090

0. barad-isd ( \SisECEHL) )

WRFRE - BRmERMEX

fA
BEER

HE&EZE K Critical-0 Error-1 Warning-2
Notice-3 Info-4 Debug-5

Otk

fg&barad db

EFINEIER

B
5

i

F
ot

e

BCEAUE ISR E

AR, SR KNEE

BRSSIPIR R E
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=0 il R
Bk confbarad.tencentyun.com BoE itk
ip 192.168.192.222 FEHthE

url http://imgcache.finance.cloud.tencent.com:80conf.barad.tencentyun.com urliteiik

port 80 BEkiRO
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H&S4

BRITEFATE: 2024-10-17 17:10:00

BHEE

RER

alarm-policy

alarm-
synchronizer

metric-writer

oceanus-
ctcwl

oceanus-
galileol

oceanus-
servantl

alarm-amp

alarm-
consumption

script

script

script

event_handle

update?

of
g
1

=

Of
g
l
fH

Of
g
i
i

api

api-go
query-api
nws-tke

monitor-
dashboard

manager-api

Jusr/local/services/barad_nws-1.0

/usr/local/services/kafka/logs

/usr/local/services/barad-skywalker/log

/datal/containers/1529781375000001609/es/logs

/data/zookeeper/zookeeper.log

/usr/local/services/barad_sync_server-1.0/log

/usr/local/services/cm_php_script-1.0/log

/usr/local/services/dict_access-1.0/log

/usr/local/services/dict_sync_tool-1.0/log

/usr/local/services/getAppTraffic/log

/usr/local/services/monitor_cvm_msg_forward-1.0

tcloud-barad-eventZ2§ T /data/log/event_handle-1.0
/data/www/update2.agent.tencentyun.com/conf/logs

tcloud-barad-alarm-synchronizerZ=gg
“N/usr/local/services/barad-alarm-synch/log

tcloud-barad-alarm-ampZ&§ T /usr/local/services/barad-
alarm-amp/log

tcloud-barad-alarm-detector g8 ~
/usr/local/services/barad-alarm-detector/log

tcloud-barad-api&azs
/data/www/api.barad.tencentyun.com/app/storage/logs

/usr/local/services/consoleApi/log
/usr/local/services/queryApi/log

/usr/local/services/barad-nws-tke/log

/usr/local/services/monitor-dashboard/log

/usr/local/services/barad-manager-api/log

WRFRE - BRmERMEX

== (BARAD)

H5ER

nws ARSSFTRIFT_ EIREUE | ISURHITEIEMEARRE | UTHER)
%, EENkafkaiEER\GIH
nwsHHTHEERNERIIIEER M dict_loader{RIERY
EMNdbhEFRIAEN

BEICHT HRERERE

R RN

IERT kafkafIEFASIARIRIERS

IERflinkAYRIEEE

1IBR 7T BP1EManageOneZ& i EHIATAIS
ZRManageOneFiR{E,

JRFZERUEIE  FI4N

ZookeeperfIFaNER. , EFERNEE

MecdbEEcvmiYE S EEIERAIBE

B EENSERKERIMRENRE
FEfF R EREEFEEARS RIIEE

M kafka JEEB\FIHBEEIIFER , AREEFISIEENESE

HIMES getAppTrafficligIZz=IE R A&

ﬁicvmﬂ’];t{ﬂ%’ RIEE  RERBEOMIRERE TizcvmA B L5
FRYERHIRE

eI

FERAFIER., EFHcvmKHEE LK T ARbarad agent

EeNAS

HiRHES

ApiEOHEEFFRAE |

iaplﬁzl:l HEEEEKESE  BREESE
apiMesTHEEIEEAERIBAE
HErtke HREEE HIRAIBEES

dashboard&igHE

P ERapiiS B
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HRER

config-
center

ctsdb-
manager

alarm-amp

alarm-
consumption

alarm-
detector

alarm-policy

alarm-
synchronizer

metric-writer

oceanus-
ctcwl

oceanus-
galileol

oceanus-
servantl

BEUE

/usr/local/services/barad-config-center/log

/usr/local/services/ctsdb-manager/log

/usr/local/services/barad-alarm-amp/log

/usr/local/services/consumption/logs

/usr/local/services/barad-alarm-detector/log

/usr/local/services/policy/log

/usr/local/services/barad-alarm-synchronizer/log

/usr/local/services/metric-writer/log

/data/logs/tstream_cluster_admin
/data/logs/tstream_cluster_master
/data/logs/tstream_taskcenter
/data/logs/tstream_watchdog

/data/logs/tstream_galile
/data/logs/tstream_netcenter

/data/logs/tstream_servant

WS : BRmEmEX

=itz ( BARAD)

HE5ER

R ERERSAS

IR RUENELE |, TEctsdbrhgiEmetriciEiR HE

F—EEREAT

HERHEERRE
HENEE
HERBIENNERS
HERSEHRE

kafkaiBZEEIEE NesHE&

ESHTRIBERAS

XIINEOEE

RSIENEE

%89 ;1 #319m



X BIHSTCE st (BARAD)

[ WV =S4+
I |:||:|1:||:|:|. fE]: EI*ZF
—HRA&ZE [l 12
=iRSSEE (CVM) Infstatn
— =L N Vs w7 s =y
RS RS InIsElR
SIrEEATE: 2024-10-17 17:10:00
RGBSR EEREBEYRIRS R IRREREST , AP BT WIS A= SRl o s Ey | sl s B ES | Fahgs,
SR ATIRSG RSB (CVM ) IRHUATIISIEE ¢
Bt/ 41D Ein/SHETR B TEtRIEIA
CPUUsage CPURFZ % HENE THAE)SERS 5B CPU B
MemUsage AERIAEE % FFXIRERNNERE | AMEEETXSERAEFHRENNE
MemUsed RNEERE MB BFPIRMERNRESE | AMEEETXKSEAEFHRENNE
CvmDiskUsage — B{SFIFEX % AR ARG

LanInpkg A[ZPN=] N ARSI AEE
LanOutpkg AMHEE MR ARSI THEE
WanlIntraffic SMRINTES Mb/s  SMRIRRAIFSEARE
WanOuttraffic  SMRIHTHES Mb/s  SMNRIR-RASESER RS
Wanlnpkg SMINEE N SNNRRR-RISEAEE

WanOutpkg S E MR SNRRRRESER T EE

TcpCurrEstab TCPiZEREEL 0 TCPiERE sz
ERECPUFIF Eiti CPU FRARBIEBENRE LR | TSR EESIE | TESREER MPaFEReE -

%

BaseCpuUsage = BE

WS : BRmEmEX 2890 T #319m



O BASTCE ZUsi ( BARAD )

ESe i Sp SR AE Ly

BIREFETE: 2024-10-17 17:10:00

ERAFEEERTTAKEEE DRSGH BEHE-EEE , FESRSHE LIERRERREAMN | SRSHERSER SR T Is=E M,
T ARIEEESIEES LR . AFPRICYMEEtcp dport 80iRM.

LinuxZ3=f55|
APEF Linux LR , ATHRITIATSSHEITRE | BFE0T -

wget http://imgcache.finance.cloud.tencent.com:80update2.agent.tencentyun.com/update/linux_stargate_installer
chmod +x linux_stargate_installer
Jlinux_stargate_installer

LA T ERS -

Windows Z3E55 |

1. AP &5 Windows =LfIfF , )IMIAA http://imgcache.finance.cloud.tencent.com:80update2.agent.tencentyun.com/update/windows-stargate-

installerexe T %%/ windows-stargate-installer.exe ,
2. I TZAEFHIT R R,

LM T ERfS

WS : BRmEmEX 2891 70 #319m



X BIHSTCE Ziki (BARAD)

AN BEEENRRR RS E

BRITEFATE: 2024-10-17 17:10:00

ISR AFIRTR
S—ERSNERAMHFES DR LIREYE | FEANZERSSHREEAGCETELRRE.

TRFE IR B eI TOPIREE R XS RIAYIAIRAHEE

1. AFREUEHAHEGSTIRERIRSS ]

TIRSHBERNELT RS | 2SSEEAMBEFRREEE.

BREZRRSHEHEHEEMARSES  BIFER  ARaRESH  BE | WFRGESELNAIRSHIZERT , BERRSHEEYE LIRENSHEL.
EREHFEA : TLMRIE SN RHE R RSBRESHATEXEHERE | RERTTLUHA RS BTHENAHREEEHEE,

2, mIRFBERLE

=fkSSE: CPU Sz AFEAGH  HREAaniiaSEhEaMt CIREERE.

ERHES : ATUERARSHRAEEERENERSEFE CPU NG , HEEMIAE 100% KIER  MNRIXE 100% , JLURIEERRERRY SRS,
3. =fRSSEEMER DNS ECEIEIR

=R AAMDNSE SRR SEUREEATTE iREE.

[FREHFESR | = FAAMNDNSEETLISE ARDNSIAEFIZE.

WRFRE - BRmERMEX 5892 T #319m



O BASTCE

&aalksS (TKE) miz

BiREFATE: 2024-10-17 17:10:00

||/¢},"‘z
miT

BRI SRR IRS IR T LA T AR

SRS I R

8HRID

K8sClusterNodeTotal
K8sClusterPodsUsedTotal
K8sClusterAllocatablePodsTotal
K8sClusterCpuCoreTotal
K8sClusterRateCpuCoreUsedCluster
K8sClusterCpuCoreUsed
K8sClusterRateCpuCoreRequestCluster
K8sClusterEksCpuCoreUsed
K8sClusterMemoryTotal
K8sClusterRateMemUsageBytesCluster
K8sClusterRateMemNoCacheBytesCluster
K8sClusterMemUsageBytes
K8sClusterMemNoCacheBytes
K8sClusterEksMemUsageBytes
K8sClusterRateMemRequestBytesCluster
K8sClusterNetworkTransmitBytes
K8sClusterNetworkReceiveBytes
K8sClusterNetworkTransmitBytesBw
K8sClusterNetworkReceiveBytesBw
K8sClusterNetworkTransmitPackets
K8sClusterNetworkReceivePackets
K8sClusterFsReadTimes
K8sClusterFsWriteBytes
K8sClusterEtcdDbTotalSizeBytes
K8sClusterFsWriteTimes
K8sClusterFsReadBytes

K8sClusterGpuTotal

WS : BRmEmEX

IETRER
Node 5=
Pod#E
AT Pod #iE
CPUREE
CPURIAEZE
CPUfFR&E
CPUZ g
CPUfEFE
2T
SEEZRIRERS

WFFIAR (FScache)

WFERE

WEFERE (A &cache)

NEERE
WEDEER
LB HRE
ZEIN =
R HTHES
RIENTHEE
W HEE
MENEE
BRIGEIRBURE
BRIES AR/
etcdfFfEE
PUREBNRE
BRIGEZ A/

GPUEE

=54 ( BARAD )

B

%
%

%

GB

%

%
MB
MB
MB/S
%
MB
MB

MB/S

N

A

MB

MBytes

MB

r

593 ;1 #319m



O BASTCE

8HRID

K8sClusterRateGpuRequestCluster
K8sClusterRateGpuMemoryUsedCluster
K8sClusterGpuMemoryUsedBytes
K8sClusterGpuUsed
K8sClusterRateGpuMemoryRequestCluster
K8sClusterRateGpuMemoryUsedCluster
K8sClusterRateGpuUsedCluster

K8sClusterGpuMemoryTotalBytes

T RHER I IEIR

FEHRID
K8sNodePodRestartTotal
K8sNodeCpuUsage
K8sNodeMemUsage
K8sNodeLanIntraffic
K8sNodelLanOuttraffic
K8sNodeWanlIntraffic
K8sNodeWanOuttraffic
K8sNodeTcpCurrEstab

K8sNodeGpuUsed

Pod#E/& inf=HEhR

8HRID

K8sPodCpuCoreUsed
K8sPodRateCpuCoreUsedNode
K8sPodRateCpuCoreUsedRequest
K8sPodRateCpuCoreUsedLimit
K8sPodMemUsageBytes
K8sPodMemNoCacheBytes
K8sPodRateMemUsageNode
K8sPodRateMemNoCacheNode
K8sPodRateGpuMemoryUsedRequest

K8sPodRateMemNoCacheRequest

WS : BRmEmEX

=itz ( BARAD)

IEIRER B
GPUS B %
GPUM#ZFIFEER %
GPURNTFERE MB
GPUfEFRE ~
GPURES LS %
GPURTFFIFZ %
GPUFIFZ %
GPURFHE GB
TEER =2l
5L Pod EfZiREL N
CPU R %
N EEZRIRERS %
RRINTE MB/S
MR HHES MB/S
SN MB/S
HNRHES MB/S
TCP & ™
GPU = %
(A= N
CPU fEFE

CPU FIFE ( 5Bm)
CPU FIFE= ( & request )

CPU FIAEZ ( & limit)

B
%
%
%

%

WFERE MB
REERE (783 cache ) MB
REFIBE (5PR) %
REFIAER (5TR, F88 cache) %
GPU A7FRIAER ( (5 request) %
MTEFIFEER ( (5 request , A& cache ) %
%94 T

#3191



O BASTCE

8HRID
K8sPodRateMemUsageLimit
K8sPodRateMemNoCacheLimit
K8sPodNetworkReceiveBytesBw
K8sPodNetworkTransmitBytesBw
K8sPodNetworkReceiveBytes
K8sPodNetworkTransmitBytes
K8sPodNetworkReceivePackets
K8sPodNetworkTransmitPackets
K8sPodRateGpuUsedNode
K8sPodRateGpuUsedRequest

K8sPodGpuUsed

BRI IEIR

8HRID

K8sContainerCpuCoreUsed
K8sContainerRateCpuCoreUsedNode
K8sContainerRateCpuCoreUsedRequest
K8sContainerRateCpuCoreUsedLimit
K8sContainerMemUsageBytes
K8sContainerMemNoCacheBytes
K8sContainerRateMemUsageNode
K8sContainerRateMemNoCacheNode
K8sContainerRateMemUsageRequest
K8sContainerRateMemNoCacheRequest
K8sContainerRateMemUsageLimit
K8sContainerRateMemNoCacheLimit
K8sContainerFsReadBytes
K8sContainerFsWriteBytes
K8sContainerGpuUsed
K8sContainerGpuMemoryUsedBytes
K8sContainerRateGpuUsedNode
K8sContainerRateGpuMemoryUsedNode
K8sContainerRateGpuUsedRequest

K8sContainerRateGpuMemoryUsedRequest

WS : BRmEmEX

=itz ( BARAD)

IERETR

REFIAE (4 limit)
REFIAR(Y limit, 82 cache)
REENTE

RSB

MEENTEE

ML iR

MEENEE

MEHEE

GPU A& ( AHR)
GPU FIF= ( /5 request )

GPU fEFE

IEIRETR

CPU {EFE ( B2 MAAITY CPU 28))
CPU RFE=E ( 5HR)

CPU FIFEZR ( 5 Request )

CPU FIF3ER (g limit)

WFERE

WFERE (787 cache)

WEFIRE (HTR)

REFIBER (5= AEE cache )
WTFAIAEZE (& Request )

M7FERIFZ (5 Request , FEA cache )
RITFRIFEZR (& limit)

WTFRIEEEE (5 Limit , 2 cache)
BRIREIRERES

RIREBNHER

7588 GPU fsfE

GPU Wfz{£RE

GPU FFEZ ( AHR)

GPU WFFIFRE ( 5T9m)

GPU R ( 5 request )

GPUEEFFIAER ( GRequest)

sy
%

%
MB
MB/S
MB
MB
A
A
%

%

MB

L
%

%

%

%
MB
MB
%

%

%

%

%

%
MB/S
MB/S
MB
MB
%

%

%

%

5595 ;1 #319m



X BIHSTCE Zists (BARAD )

EFRID IEIRETR BAfig
K8sContainerNetworkTransmitBytes L& TS MB

TrRBEE TSR

FEHRID FEIRETR Baf
K8sWorkloadPodRestartTotal PodEEIREL R
K8sWorkloadCpuCoreUsed CPUfERE %
K8sWorkloadMemUsageBytes REFFERE MB
K8sWorkloadNetworkReceiveBytesBw ML NFES MB
K8sWorkloadNetworkTransmitBytesBw W& H TS MB
K8sWorkloadNetworkReceiveBytes RILENTRE MB
K8sWorkloadNetworkTransmitBytes B HIRE MB
K8sWorkloadNetworkReceivePackets MENBE N
K8sWorkloadNetworkTransmitPackets Mg HEE Ny
K8sWorkloadGpuUsed GPUfERE B
K8sWorkloadGpuMemoryUsedBytes GPURTEERE MB

WS : BRmEmEX 2596 T #319m@



O BASTCE

HEBEIRS:E ( BMS) Iiststn

BRITEFATE: 2024-10-17 17:10:00

RERRSHREL T IS=ER

845D

cpu_usage

cpu_loadavg

MemUsage
MemUsed
Wanlntraffic
WanOuttraffic
WanlInpkg
WanOutpkg

TcpCurrEstab

Etn/ B HBAR
CPURIF=

CPU1lmin¥Ey ;R
E24

NEEZRINERS
WiFERE
HMRINHES
HMRIHTES
SMRINBE
SR E
TCPIEEE]

WS : BRmEmEX

By

%

%
MB
Mb/s
Mb/s
A/
0%

i

(AR

CPURIF=

=iz ( BARAD

15$hPICPUSEE, , BY /proc/loadavg 55—5IE0E ( windowsiE{ERFATIIEIR ) |, KEtlEizEHR

eI RS

WiFERE
HMRM-RESFHIEARE
SMRRRAIESEHIRE
SRR -RASES BB E
SRR RS ER HEE

TCPIERREL

597 TW #319

)



O BASTCE

g I (CLB) Im

BiREFATE: 2024-10-17 17:10:00

iR EIE (CLB ) IRMELITIEEER

CLB-4 =3l 18tR

fEt/EHID
connum
new_conn
intraffic
outtraffic
inpkg

outpkg

CLB-7 =L ghn

fEhT/EHID
connum
new_conn
intraffic
outtraffic
inpkg

outpkg

WS : BRmEmEX

IEIETR

IEIRETR
T

HERIERRE

=itz ( BARAD)

By

o
Mbps
Mbps
NED

A

By

A
Mbps
Mbps
NED

N

5898 T H319T



O BASTCE

=54 ( BARAD )

FAEML (VPC) Yisigkn

BiREFATE: 2024-10-17 17:10:00

ISR ARAEREE (VPC) RELIT Ifetais -

Ehn/ZHID IEARER Cliv2 EhrtEd

Outbandwidth NI TR Mb/s VPN R8I HRE
Inbandwidth INRINTEEE Mb/s VPN RXIBR NS
Outpkg tHes AN/ VPN XS f e s
Inpkg NG AN/ VPN RXFgEF N8
OutBandwidth N BiEHE Mb/s VPN BEFSEHHiRE
InBandwidth VPN JBEATE Mb/s VPN BEHISWARE
OutPkg VPN EEHEE AN/ VPN BEFIEHHEE
InPkg VPN BEASE AN/ VPN BEFIEHNEE
OutBandwidth ML RS Mb/s T MRS S
InBandwidth MIEENTE R Mb/s TEMBERMBENEE
OutPkg tHes AN/ TEmEHEE

InPkg NG AN LHEMENEDE
OutBandwidth W48 e bps YT
InBandwidth R YNGHE bps SHEERENT R

OutPkg HeEs AN/ SNEEEESVHERE
InPkg NG AN WEEEESUANEE
PkgDrop ESaES SRR IR E TR S RURSHIE LR -

Outbandwidth NI TR Mb/s NAT p& e HiRE
Inbandwidth SMRINTE Mb/s NAT XIS NRE
Outpkg SMHEE ANED NAT RXFigEfHESE
Inpkg SMINEE AN/ NAT XS NEE
Conns SRR AN/ NAT pISEHISERIH RS
VipOuttraffic RS Mb/s MNP TR
VipIntraffic NHE Mb/s SR PIP NTE RS
VipOutpkg Hes NEY M ARIPHE S
VipInpkg N5 el M ARIPABRE

WRFRE - BRmERMEX

599 T #319



X BIHSTCE st (BARAD)

EHIEN (DC) BISIEIR

BRITEFATE: 2024-10-17 17:10:00

FUSSNEEE R F IS -

YR E SR I i=iEiR

ST/ BID EHTEFR S sy
InBandwidith REENHE MIEENA AR ) VPC STEIIHEEAN , SLOHMESH HRENNHELIE bit/s
OutBandwidth RS M VPC BUEAA AR FSTEIIREA , SLAHESH AR ES4IE bit/s
OutPkg HEE LEEEHEE i
InPkg N1 | S NG A

CRIBIERRITIER

Et/ZEH4ID fEIREFR Ei=(AR )u =2tv]
OutBandwidth REBHITHES YIBEL TSV HRE Mbps
InBandwidth RERNHES YIBEATIOEWNRE Mbps

WS : BRmEmEX 2100 7@ #319m|



O BASTCE

=hEEE ( CBS) WEiiEtR

BRITEFATE: 2024-10-17 17:10:00

TR ARERIRH T e

SRR ETEIR

fEt/EHID
disk_read_iops
disk_read_traffic
disk_write_iops
disk_write_traffic
disk_await
disk_svctm

disk_util

SRR RARSE I RN

FEIR/E4ID
snap_capacity_usage

snap_count_usage

WS : BRmEmEX

1ERER

BERRIE IOPS
BEERIERE
RS IOPS
BRERE

152 10 E15ATA]
LR 10 ARSSAYE
TR 10 Zirhs

TERER
CBSHRIREREE

CBSHRIR(ER%E

== (BARAD)

bR
EREIENRRE
EREIERE
ERFVINEIRE
ERSVERE
T 10 ER5ATR)
W 10 BRSSHTIA)
BERRIO St

2l
GB

count

%6101 |1 #319m)



O BASTCE

XIgAFfE ( COS ) ImiEtain

BRITEFATE: 2024-10-17 17:10:00

TEANSRE (COS ) 1R TISIEER

A EILEE AR

fEt/EHID
2xxResponseRate
2xxResponse
3xxResponseRate
3xxResponse
400ResponseRate
4xxResponse
403ResponseRate
403Response
404ResponseRate
404Response
4xxResponseRate
500ResponseRate
501ResponseRate
502ResponseRate
503ResponseRate
5xxResponseRate

5xxResponse

Rl

et/ HID
StdReadRequests

StdWriteRequests

=

=

IEPRER

2xx PREFB L
2xx RS
30K S
30 RS

400 RSB AL
Axx RTHB

403 RSB AL
403 A7

404 KT
404 RS/

Axx RSB L
500 KRB HEL
501 KRB L
502 K& L
503 KRB L
Sxx RZRB L

5xx IRESH3

IERER
IR EEIER
INEFESIER

WS : BRmEmEX

B

%

%
%
%
%
%

%

/N IRETFIESENSENEROREL , ERRERIERIXERE
N INEFEREIB NIBHOREL | BRRBIRERIEBRIES

(AR

(AR

IREMAZSIEA 2xx BIBROREFELSIBIORE AT SEE
EPAZSEEA 2xx FOBSORER
[EMAZSAD T 3xx AUEFOREIESIERREFHISLL

EMRZEBA 3xx BUEFRIRER

[EMASAD 9 400 RUBFORETESIBRIREFHISLL

[EMRZEBA 4xx BIERIREL

EMAZAD A 403 HOBFORETERIBERIREFHISLL

EIAZSHS 7 403 RUIEHIREL

&

&

e

&

&

T

&

IREMAZSHD /S 404 FOIEFOREUERIEFROREFRISLL
IREMAZSIB A 404 BOESORE

REPRZSIG 4xx AOEROREUERIESOREFRISEL
IREIAZAS79 500 ABRREBIERBRREFAIHEL
IREIAZAS 501 AERIREBIESIBERREFAIEEL
REMAZSEEA 502 ROBESOREIESIBFOREFIISEL
IREIRZAS79 503 AIBRREBIERSIBRREFAIHEL
IREMATSADS Sxx FOBESOREIERIBFOREFRI S
e

[EMAZSES A Sxx HOIEFRIREL

SHORERLTE
BORESEITE

%102 @

== (BARAD)

#3191



O BASTCE

S 4TFE ( CFS ) WEER

BRITEFATE: 2024-10-17 17:10:00

USSR T Ut

ST A TR

EtR/ZHID (RN

DataReadloBytes AN

DataWriteloBytes BANW®E

IESREER TR

fEtR/ZE4ID
DataReadloCount

DataWriteloCount

FhiERisisaiR

Etm/ZHID

Storage

EIRERR
A IOPS

EANIOPS

ERER
XHRGHFEE

SERS SR tatR

et/
DataReadlolLatency

DataWriteloLatency

WS : BRmEmEX

FEIRETR
TEBNRER

SR

=itz ( BARAD)

B (AR
KB/s X RGBSR R
KB/s MRS HENNESIER
By E=(AN D
RIFY BINEX M RGRIRE
N BUSXMHRGRIRE
B (AR
GB NHRFERINZINFEE

bi=ln 3%
MR IEEERT
M RGOS NERT

%6103 1 #319m

\|



O BASTCE

XIZIFE ( CSP ) EER

BiREFATE: 2024-10-17 17:10:00

TEEAIREFME (CSP ) IRAHLIT ISR

Etm/ZHID
2xx_response
2xx_response_pct
3xx_response
3xx_response_pct
400_response
400_response_pct
403_response
403_response_pct
404 _response

404 _response_pct
4xx_response
4xx_response_pct
500_response
500_response_pct
501_response
501_response_pct
502_response
502_response_pct
503_response
503_response_pct
5xx_response
5xx_response_pct
bucket_storage
inbound_traffic
outbound_traffic
std_read_requests

std_write_requests

IEPRER

2 4R7R
2RSS L
3R
3I0RZSIG Ll
4004RZSH
4004REB SEE
403IR75H

403 RZAB L
A0MRTSRD
A04RRB L
AR
AxxIR[EIRS LY
5004K7HD
500478 ALl
501K
S0LRZSHS AEL
5024R7HD
502478 EL
5034K7H3
503478 atL
SRS
SxxRAEB L
waE
EERE
TERE
IREFEIEIEK
IREFIESIER

WS : BRmEmEX

By
Count
%
Count
%
Count
%
Count
%
Count
%
Count
%
Count
%
Count
%
Count
%
Count
%
Count
%
Bytes
Bytes
Bytes
Count

Count

(AR

IREMRZSRD S 2xx FIIBIRKREL

IREMAZSAG S 3xx FIIBEIOREL

IREMAZSEEA 4xx BOEFOREL

IREIMAZSESA 500 HESIREL

IREMAZSEEA 501 BIESREL

IREMAZSHEA 5029i530RE

IREMAZSHS 9 503 ROIEFIREL

IREMAZSHEA Sxx RIEFOREL

FHEREEAR/N

=itz ( BARAD)

IREFEREIEEIERORE , BRREIRERIEERIESHIRESITE

INEFMEREIE NSRS , IBRREIRIEREERIES

RORERE

%104 @

\|

£319m



S BRASTCE

SR EUERE (Redis )

BRITEFATE: 2024-10-17 17:10:00

TR MR EUER IR T SRR

SHDERiEREITER

et/ ZHID FEIRETR
LatencyAvgProxy SEESHATRTRE
LatencyMax BRAHATATRE
qps I SIBEREQPS)
CmdErr HUTEIR
CmdHits Sk
CmdHitsRatio EEKERE
CmdMiss EiEKMiss
CmdOther EifhizRk
CmdRead E PR
CmdSlow 12Eif
CmdWrite 5igK
Commands RiEK
Connections EREHE
ConnectionsUtil EEREERE
CpuUtil CPU fEFa
Evicted Key IKiZEL
Expired Key iEA%R
InBandwidthUtil NREERZE
InFlow PAir==s
InFlowLimit NTRERfiR
Keys Key SN
LatencyOther Eifthan STHIRIIE
LatencyRead ETSRIHE
latency_write SRR
LatencyWrite SYORIHE
MemUsed WEFERE
MemUtil AEZFIZEES
OutBandwidthUtil HimEERER
OutFlow HRE

WRFRE - BRmERMEX

=itz ( BARAD)

it

By fEiRA

ms Proxy #l| Redis Server BB TRIREFIE

ms Proxy % Redis Server FIH{TRIIER AIE

Count/s

N OPUTRIRADREL , Ia0 , AR, SHIEREER

PN AR Key FERINE . XML info @Sty keyspace_hits 181%
% Key @57 / (Key #59R + KeyMiss) , IZIBARATLARRL Cache Miss (915
N EEEK Key AFERIMNY , JIRL info fS#iHAY keyspace_misses 154K
R/ BIESmSZINISmSHITIREL

WR/FD BINEGRSHUTIRE

N HATRIEEAT slowlog - log - slower - than EEEAIGHSIREL
RIS B SHRSHUTIRE

RIFY QPS | SSHUTIREL

A UERERISLAIAY TCP RS

% SCfiR TCP JEEMETRAERELL

% 44 CPU fEFIZE

0 BB AIBEKERRY Key N, JIR info @S #iHAY evicted_keys
~ FTEIERBEEAR Key N, XIML info #3SHIHHAY expired_keys
% AN E LR ERMEAREL

Mb/s MR E

/N N E MR BRITATREL

a» SCHIFFRERTE Key N (—4% Key )

ms Proxy %l Redis Server FNiESan<$Z2/MIan S EIHATAIE

ms Proxy Zl| Redis Server f9isEas< I TRITE

ms .

ms Proxy | Redis Server (95 &< FIHITAIZE

MB IhMERRNESE | SaEIENEFSY

% SRR EFRAFMEBIBRAEFEZLL

% AR iR B SRR AR ELL

Mb/s AR E

26105 1 #319m

\|



O BASTCE

fEtR/Z4ID FEIRETR
OutFlowLimit HIRERTAA
CommandsProxy BBk

155 4hisHaRe

fEIR/EH4ID
Connections
CpuUs
InFlow

Keys
OutFlow
StatGet
StatSet
Storage

StorageUs

Qps

WS : BRmEmEX

IBIRERR
CPUfERI=
NiE
Key/ Mg

HiRE

55K
WiFERE
e

BB

yALi=17R

B
0

%
Mb/5354
0
Mb/53%
RIS
R/
MB/5>%
%

R/FLER

=Ly} 1EFRIEA
R iR E AR IRIAIRER
IR/ Proxy H{THIERSEY
iRy
15 LSRN

CPULTFIE=RIRSHIB L | B/ proc/statEiEiEEH
1IDHRNRESF

15$hkeySEBNRAIE

1o tPALiIRESH

155%HP get. hget, hgetall. hmget. mget. getbit, getrange s<iEREL

=itz ( BARAD)

15¥hP set, hset. hmset, hsetnx. Iset. mset, msetnx, setbit, setex. setrange. setnx ap<iEIKEL

IS HNEEBRENSEAE
1IoHREERRENESLEAE
1oHhRE S BEFRIEA60

%106 @

\|

£319m



O BASTCE

TDSQL MYSQL ik ( TDSQL ) i5f=sigfr

BRITEFATE: 2024-10-17 17:10:00

SEATEEATEYRELS (MySQL ) 1R SRR |

-Ijl\\\%'é”/\_; TE*T

fEt/EHID
ActiveThreadCountNode
BinlogDiskAvailableNode
BinlogUsedDiskNode
ConnUsageRateNode
CpuUsageRateNode
DataDiskAvailableNode
DataDiskUsedRateNode
DeleteTotalNode
IOUsageRateNode

InnodbBufferPoolReadsNode

InnodbBufferPoolReadAheadNode

InnodbBufferPoolReadRequestsNode

InnodbRowsDeletedNode
InnodbRowsInsertedNode
InnodbRowsReadNode
InnodbRowsUpdatedNode
InsertTotalNode
LongQueryCountNode
MemAvailableNode
MemHitRateNode
ReplaceSelectTotalNode
ReplaceTotalNode
RequestTotalNode
SelectTotalNode
SlaveDelayNode
UpdateTotalNode
ThreadsConnectedNode
ConnMaxNode

IsMaster

WS : BRmEmEX

IEIRETR
TRERERIEEL
FlR Binlog HEREZSE)
B Binlog AEH£ZSE
B iR
CPU FIFE=
B REE A=)
HUEH RSN R
DELETE i53k#¢
10 FfE=
innodb BAEIETUREL
innodb /A FRISECURER
innodb & 4ithsEETUREL
innodb 11T DELETE 174§
innodb #1117 INSERT/7%%
innodb #14T READ 172§
innodb 11T UPDATE 174§
INSERT i&5k#8
1EBEIEE]
A REFEE
EEGHE
REPLACE_SELECT i53k#)
REPLACE &5k
RIEREL
SELECT &k
IR
LA TFIERE
UPDATE &3k
KIS
2&/AE DB

B

GB
GB
%

%

== (BARAD)

fEfREA

DB 5 ekttt ERELAZ R

DB T &FI4: Binlog AEHiARZE)
DB A Binlog BrSHEE S A)
DB FraiEEEFER=R |, i8S ThreadsConnected/ConnMax
DB F5/ CPU {fEER

DB 15 mr] &R A=)

DB 5 a2 =S mF A

DB F51 Delete i55KE)

10 FFg==

DB 5 innodbBAEHETUREL

DB 55 innodb%E it FisEBURE]
DB 55 innodb%Z HitBiEBUREL
DB T3 innodb#1#T DELETE 174§
DB 551 innodb#1fT INSERT 174§
DB 51 innodb#fifT READ 17
DB T innodb#ifT UPDATE 174
DB F5% INSERT ik,

DB TRIEEIE

DB e EF=IA

DB T mEFa R

DB F552 REPLACE-SELECTiEk#
DB T miEkEl

DB HREIEKRES

DB T35 SELECT i53k#

DB B REIER

DB 55 UPDATE i&55K#1

DB T ruEES , ITE AT show processlist 152 session M)
DB H R AIEEE

=X DB TRREAEDB, 1=2, 0=%&
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SEIR i ETR

Sir/ZEHID

ActiveThreadCount

BinlogDiskAvailable

BinlogUsedDisk

ConnUsageRate
CpuUsageRate

DataDiskAvailable

DataDiskUsedRate

DeleteTotal
InnodbBufferPoolReads
InnodbBufferPoolReadAhead
InnodbBufferPoolReadRequests
InnodbRowsDeleted
InnodbRowslnserted
InnodbRowsRead
InnodbRowsUpdated

InsertTotal

LongQueryCount
MemAvailable

MemHitRate

ReplaceSelectTotal
ReplaceTotal
RequestTotal
SelectTotal

SlaveDelay

WRFRE - BRmERMEX

(AR
TEEREAEEL

Fl Binlog HE
HE2=s|A)

B/ Binlog B#&
W2 =S8

DB EiE{E=E
CPU FUm%

B R A=A
R R =RRIA

2=

=

DELETE 153k}

innodb B4E&EHm
IREL

innodb 22)%;tFR
EETUREL

innodb ZZ/HithisE
TUREL

innodb #17
DELETE 472§

innodb #17
INSERT 472§

innodb H1T
READ 178

innodb H1T
UPDATE 1724

INSERT i53k#
1EEIE
JREFTH

FlrahE

REPLACE_SELECT
ERE

REPLACE i&E3k#g
RERE
SELECT i&3k#

BEFER

B

GB

GB

%

%

GB

%

R
B

%

"
®

"
®

xR/
14

®

b

E=0N 3%

SEIER B EEIERR |

SR B RS |

SR B RS |

SERIER B dEtE |

SEAIER B SRR |

SEIZR B EEEIER |

SR B RS |

SR B EIER |

SR B RS |

SERIER B dEtEr |

SERIER B dastEr |

SERIER B dEtE |

SERIER B dEtE |

SERIER B dEstE |

SERIER B SEE |

SEAIER B SEESE |

SEAIER B SEE |

SEIR B R tEER

]

SR B RS |

SLIRBIEEER |

SERIER B SEESE |

SERIER B SRR |

SEAIERBY SRR |

=itz ( BARAD)

HEHSNARMAES FEE T RIEREIEE

HEFHXAEINZNDH BinlogDiskAvailableShard EiRisiE

HEAXARME NS FETBRCSH Binlog BE#EZZS(A)

BYEALHIFTE S R ES T =AY DB IEZEARRAE
BEAEGIFES FEDH CPU FRRNSEAE
HEARXNARME NS FET R BEE#ET R

BEAHIEND R ET RER#E=T A AR AE
HEHGXARMELGIZND R ET RAT Delete iBHE
HEAXARMNLAIES FEETIR innodb HAEISRIUREL
HEGARMELGIFED FES TR innodb i FHETURE
HEAXARMLAIES FEETR innodb ZHithEIUREL
HEHBXARMELGIZNDFET A innodb 14T DELETE 1788
HEAXARMEGIEZNDFET S innodb 4T INSERT 1741
HEAXARMELAIFES FEET A innodb H117 READ 17%

HEAHARMELAIE N2 FET R innodb H117 UPDATE 174

HEAAZRMELAIE N2 FET <R INSERT i55KE

HEAXARMELAIE N D AETRIEEIAE
HEAXARMEHEN D R ET R REFTE
BEALHIZN D AET R EFR P RR/IVE

HEAHARMLAIE N2 FET R REPLACE-SELECT iF5KE

HEAAZRMLAIE NS FET R REPLACE iERE

HEAXARMELAIFEED REEREFTESET AY SELECT i5

RS ARMELAIES FESET R SELECT ik

SEAIERBIEEERER | SR ES N FRIEER | AR RAEIFX D EFIRIEIE
B, 5 REIEERARND AR ST REERRIE&R/VME
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EtR/ZHID
UpdateTotal

ThreadsConnected

ConnMax
ClientConnTotal

SQLTotal
ErrorSQLTotal

SuccessSQLTotal

TimeRange0
TimeRangel
TimeRange2

TimeRange3

MasterSwitchedTotal

IOUsageRate

TDSQLERsIER

et/ HID
CpuUsageRateShard
DataDiskAvailableShard
DataDiskUsedRateShard
DeleteTotalShard

IOUsageRateShard

InnodbBufferPoolReadsShard

InnodbBufferPoolReadAheadShard

InnodbBufferPoolReadRequestsShard

InnodbRowsDeletedShard

InnodbRowsInsertedShard

InnodbRowsReadShard

WRFRE - BRmERMEX

1EIRBRR By
UPDATE i&53K#8 it
w

LRI TIHERE R

RAIERE a»

EFURIEEE ™

SQL #EREL %
SQL 2% &
SQL FZZhER ™
FERT(<5ms)iFsk R/
# ﬂ‘
FERT(5~20ms)iE R/
FERF(20~30ms)iE R/
FERT(KTF30ms) R/
BERE s
FEMTHREL R
10 A= %

IEIREER

CPU ==

B FUERL A=)

BERL R =SRR R

DELETE i&Rk&

10 FFE==

innodb BAEIETUREL
innodb 424t FER
RE

innodbZZ/HtHiIsETUR
#

innodb #1717 DELETE
178

innodb 11T INSERT
E

innodb 11T READ
178

(AR

=itz ( BARAD)

SR Bl miEtEty , A ARIMTAIEN D AET R UPDATE iS5k

SR BlmistEty , RS ARINEPIRE S R T R SR THIER

SEhIR AR | TR ARMEAIE S R £ T RERKIERE

SEHIRBIEEEIER | TTEANRMSES Proxy ERIFIEIERE. X MERELRR 7 &

BN EFImERERREL £
SRR EisEly , RERS
SRR mistES , FRES

SERIERBISEEIER | FRAIIHATRY SQL #&8

SEIRBIMEESIER | FRHTEIEVNTSmsHIEREL

SEIRBIMEESIER | FHUTRIES-20mshHIIBREL

SR BIEESIER | FHTATIE20 ~ 30mshIiERE

SR BIESIER | RHTRIEIR T 30msATERE

SEIRBIEISIER | FRSEBIEMTIIRAERIREL

SQL RIFEERESLH)

SR BlmiEEly | BUEAEAIEN S RETR 10 FIARI&EAE

B (AR

% LI R RBIISTETER
GB LIS R R B EERER
% L5 R R B EERER

R LI R B ESIETErR

% LIS R R B ESERE R
" SEI5 R R B et
BIETURE
" L5 R R B R

IPEFRETURES
" L5 R R Bt
IFHEIETURES
R L5 R R B R
R L5 R RBI St
. L5 R R BISEETER
N

1T READ 3%

 BUEASERID RER R CPU RS
 BUERERIS R ET R SRR
 BUBENERIS R ET RAgRH R = AR AR
 BUBENZRISD A ETS R DELETE iEREL
 BUERSERID RET R 0 %
HEAXARNERD RFFAEESETIA innodb

HEAXARNERD AFFEESETIM innodb 4

HEAXARNERD AFFEESETA innodb 4

, BUBEEEIS FET A innodb #1417 DELETE 17

, BB RIS FET A innodb #14T INSERT 1741

HEAARNERD AFEESETIM innodb #
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Shr/ZHID
InnodbRowsUpdatedShard

InsertTotalShard
LongQueryCountShard
MasterSwitchedTotalShard
MemAvailableShard

MemHitRateShard
ReplaceSelectTotalShard
ReplaceTotalShard

RequestTotalShard

SelectTotalShard
SlaveDelayShard
ThreadsConnectedShard

UpdateTotalShard

ActiveThreadCountShard

BinlogDiskAvailableShard

BinlogUsedDiskShard
ConnMaxShard

ConnUsageRateShard

WRFRE - BRmERMEX

1ERETR

innodb #1717 UPDATE
17%

INSERT i&3k&
1EEIAL
FEMIHRIREL
HREFTH
FiraphER

REPLACE_SELECT i&

REPLACE i53k&§

RIEREY

SELECT i&Ek#8

FEIEIR

= EEAPAPESES

UPDATE i53k%4
TEREREAEEL

Fl# Binlog AHIER
=8

B Binlog HEHRE
2

DREREZE

DRIERERR

GB

%

R

R

N

b= ia

L5 R R BISTETER
%

L5 R R B STETER
LI R R BISIEIErR
LIS R R B R
L5 R R Bt
LI R B ISIETErR

LIS R R B EERER

LIS R R B EERER

L5 R R B R
T mSelectizkig

L5 R R Bt

L5 R RBI st

LI R R B SIEIErR
EEE

LI R R BIESIEIErR
LIS R R B EERER

L5 R R B et
=2\ =N

L5 R R Bt

L5 R R B SEEER

LI R B IEIErR
KE

=itz ( BARAD)

 BUEAHARIS FET A innodb #1#7 UPDATE 17

, BUEIERISD R ETI R INSERT i55KE]

, BIEASEID R ET RIEEITE

, RNEAIXND R EE TR ERNREL

, BUEASRIXNM Y R E D R AEFEE
, BUE ARSIy R E T RE TR

. BUBRZERNXANS FET = REPLACE_SELECT 15

 BUEAERIXAND FET R REPLACE i53RE1

HEAXARNERD A ETRSIEREFFER

HEAXARNERD FFEESETR SELECT i

 BUENERIS R ra SIS ERe/IVE
HESARNMERD A EE T REVERHTH

 BUBNERISD R ETIR UPDATE i53KkE(
. BINBEID A EET RUGIREAZE
. BUEREHIS R ESET R Binlog HiSH A=

. BB R ET RER Binlog HE#EZE

. BUEANREINERD RFEEE T R AEEE
 BUEASERID AT EET R DB EEERARNR
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MARSSHESR ( TSF) EEifEiR

BRITEFATE: 2024-10-17 17:10:00

TUEEIRIRS SR T SR

AR5 Rz iEiR

fEt/EHID
RequestAverageTime
RequestErrorPercentage

RequestCount

B EXR R IEIER
EtR/ZHID
HealthylnstancePercentage

ORI ER

Etm/ZHID

RegCount

WS : BRmEmEX

IERER
EIOERTIRER
LR ESINES
EnEROREE

ERETR
BEATRERER

IEIRER
TEREGERIERAN)

2l
ms

%

B

%

== (BARAD)

(AR

HIRRAIAR SRR ZERI TR B
WIBKIIRSERAFBENEDL
WABRAVREL

bE{AR N

TSF EMARRIRRT REERS

B
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HEBS (CMQ)

BRITEFATE: 2024-10-17 17:10:00

i
milT

RISERHEEGI (CMQ ) {RALIT USSR |

Bin/ZH1D

batch_delete_message_number

batch_receive_message_number

send_message_count
send_message_number
send_message_size

receive_message_size

batch_receive_message_size

batch_send_message_count
batch_send_message_size
delete_message_count
delete_message_number
receive_message_count

msg_heap_num

WS : BRmEmEX

=17

IEER
HEMREEREE
HEZKESRE
RIEHERIFFRIRE
REHBEH
oarSicISUNIN
BECHE AN
HEZUTHEA/N
HEREEBIERRE
HEREESA/N
B RIEFRIREL
BlESIEISES 51
BKTERIEROREL

HEHERASREL

=itz ( BARAD)

B
%

%

MB
MB

MB
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BEBAS (TDMQ ) mf=fASl

BRITEFATE: 2024-10-17 17:10:00

ZiEEENGI (TDMQ ) R4 T LA T4 EAIREER -

Etm/Z 41D

msgratein
msgrateout
msgthroughputin
msgthroughputout
numconsumers
numproducers
numtopics
percentdirectmemory
percentusagecpu
percentusagememory
numberofentries
rop_consumers_count
rop_producers_count
storagesize
averagemsgsize
numsubscriptions
pulsar_producer_msg_average_size
msgbacklog
msgdelayed
msgrateexpired
msgrateredeliver

unackedmessages

pulsar_subscription_msg_rate_expired

sub_unack_limit_percentage

WS : BRmEmEX

IEIRETR

BIHEEFIIEE
BURHEHERR
BUEFHRNEIREN
SUHEEHENEIREAN

RIS

LA EMEIIRS IR LS R

TopicHE

HESMNATR(ERR

ropiEEEEE
ropArrEHE

FEEEARAN

LRI REFERITIEIRE RN

LRSS R R S R
BTN

ENE

msgdelayed

g

RSB

SKEABES

R

TFEunackfREESEL

== (BARAD)

2l
Count
Count
Bytes/s
Bytes/s
Count

Count

%

%

%
Count
Count
Count
Count
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Count
Bytes

Count

s
Count
Count/s

%
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'BEBAS ( Ckafka ) H5iztErR

BRITEFATE: 2024-10-17 17:10:00

ZISHEEEBAGI ( Ckafka ) IRALLATMEIIEHR

TopicKistztgtn

FEIR/E4ID 1EIRETR =:livi
CtopicProFlow FREFRE MB
CtopicConFlow FREFERE MB
CtopicMsgHeap FRERH R EESE MB
CtopicProCount FREFEHEHE %
CtopicMsgCount ESE Ay SISt %
CtopicConCount FREBRERHE &%
LSRN ETR
FER/Z4ID FEIRETR L=2liv}
InstanceProCount PR %
InstanceConCount THEREEL N
InstanceMsgCount EEIHERE -3
InstanceProFlow & ST MB/min
InstanceConFlow HERE MB/min

InstanceDiskUsage

HREREDI %

Topic £ & ( FEERIATERE

=itz ( BARAD)

(AR ENU

. FRARFTIIRAOR R B SR SRAD

Topic [HERE ( TESEIFATERNRE ) | RRATSEEIREAER TR
Topic BEAFRE (BEEIF) | RARFMERIR AW EE R E

Topic RISERRAEF=HERE | IRRATGERAIR A ST A,

Topic SFRATHBEFH (TEEEIE ) | RRRAMERIN R ERERTE
Topic [HZHESRE | FRIRATEERAIRNEAI S KA

E={AN DU

SLRIRISERRAEF-THE SR | FRARPTIIRAIRT AR ST R4,
SLHTHEEESE | RRMERRR R E ST RN
LHFERMEEORE (FEREE ) | RGN E R RHTE
SLHIEFRE (FEIRAENRE ) | RRAMARAR AR ST RAN
LHIRZERE (FEIRATENRE ) | BRSO ERIESTHRN
SR e S RSEINEEESSENE S

InstanceMaxConFlow HEEERS MB/s IHEHHEIEERE (IHENTTRIANHES )
InstanceMaxProFlow ErEgEERE MB/s IHIEF-HEIEERE ( AEAEIARERIHE )
InstanceConnectionCount SLHEREE ™ BRI SIERESE
InstanceMsgHeap SRR E MB R ERE (BREIAF ) | REMMEEN BN ENGE
:\ 4 a4 /\— ,'L'\ b -
B AR IRITIETR
FEIR/Z4ID ISR BAfig fEiRREA
CgroupMaxOffset YD XKEAX offset % HEDETHISK Offset
CtopicMsgOffset LATHEZE offset % HESHTHIZAT Offset
CtopicUnconsumeMsgCount ENEE NSt 2 % HESE TR BEHEEES

WRFRE - BRmERMEX

%114 |1 H319m

\|



O BASTCE

APISZRY

=542 ( monitor)
hRA (2017-03-12)
APIfL'%S

EITEFATE): 2024-10-18 10:38:28

APIRg AN

V3

=it EREN

BEOEMR
DescribeBaseMetrics

GetMonitorData

WS : BRmEmEX

FZOTRE
SREVERTERFE
RIS =GR
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RAEAI
EOEAV]

ST SEHATE: 2024-10-18 10:38:28

tcecloud API SX4&MAIRKERETEMIE | B MERERTEELHERSHTEEEERER (Signature ) ISIEERES M. EREEHREFIIER , &

2EUFEHE Secretld 7 SecretKey ; HEREPIRIRBLEEIL | BRIT=APIZERERIE , BT EEAR=APEEO.

SoE s

1. HiEL2FEIE

EE—RERRAPIZR] , BRIFRAPIEENHPREREREIE. T2 FEIUFEHE Secretld 1 SecretKey :
* Secretld FBF#RR APLERES?D

o SecretKey FAFINEEE FRIBTIRSEIHIGIEEZ FRTBEAIEA.

* BRPLATHSRERESEIE , BRiHE,

HiERESEIINERSEBNT

1. ZRtcecloudEEHIEHIA.
2. BIE=APIERIIEHI A TRE
3. E=APIEETNE , i [Fr2] BIeJLIEJE—XdSecretld/SecretKey

TR FREIKSRSAILUABERNT Secretld / SecretKey,

2. ERER

BTREEIESecretld Fl SecretKeyfs , MAIMARMERET. IFRERSHBOFMIE :
RIZFAFRY Secretld # SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

AR BRI, SiREAEFSCiREEN Secretld F SecretKey BHTIREHUR(E |
LARBRSS 2 EELGIFIZR (Describelnstances)idxkAfl , HRFEAX—ZEOR , EiEkeHmlseanT:

SHETR H3Z S8
Action prc= Describelnstances
Secretld =$Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp EEEEE 1465185768
Nonce REAIEEEEL 11886
Region SCHIFFTER IS, ap-guangzhou
Instancelds.0 FFEIRRISEAIID ins-09dx96dg
Offset RiEE 0
Limit BRI 20
Version BEORAS 2017-03-12
2.1. e ¥HF
WIS : B emEX #1116 ™
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BENEERS RS HENTERF ( ASCIEE) AFHIF. T8 1) RRSHSHTHF | SEEHRIREIT , R85/ ; 2) #2 ASCILHEBEL R/, 10
Instancelds.2 ZEHEE Instancelds.12 [5H , AEEFERE  BAEIREE. AP ALMEEBRIEES PHEXHEF RECRECIIX—I08E | 20 php A9 ksort EREL,
ERRGISEEHEFRE R T:

{

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
'Limit' : 20,

'Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12,

}

EAECREFIHESTIRR , N LERAITESEETHR | BEIRER B0,

2.2, JHEBRFFIER

WWEBERBERFRTR, BB L —SHIRFINERSEISIULL SEETR ="SE8(E 1 | W%T Action &8, HESEEFRA "Action” , SHUES
"Describelnstances" , EIAER LS/ Action=Describelnstances , & : "S¥UE" HRGEETIEUrdREERE,

REBEERNS I SHA & PHEE—E | REERRNERFFHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yK
BZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHES BRI F/R
WS BERSBRN TR, SRENFHFRHUT/INSEMI6:
‘Eikﬁif 3245 POST #1 GET A= , IXE(ER GET 15K , IFEAEAEAE.
BRENEFLAIFIZFR(Describelnstances)i¥igskigZ /9 : cvm.finance.cloud.tencent.com, SLFRAVIEKIGZRBEZOMBERNABNAR  FERSEOR
A,
3. BERIEZ: LERAEAPIRERIZRERES / .
4. ERFRTER: B E—HEmIE KRGS,
BRBFSCERIFHERNA: BRKAE + BKEN +BRBR + 7 + BRFGH
RFIBIHHEESR R

GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=ap-gu
angzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

24 EREFR

PR PSR R, B5EER HMAC-SHAL B3 E—SohRSHISRFOFRERHTES | ARBEMRIER H(ER Base6d HITHID , AIFBRERENESR
£,

BIRAHRSINT , LL PHP IES 96

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETevm finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=08&Regi
on=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBEIREZH:

EliPOYW3pW28FpsEdkXt/+WcGel=

EREEEFHESTARN , TR LERGPRRSGHTERIGE , FRINERBSHFHI—ER0A.

WS : BRmEmEX %117 W #319m|
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=itz ( BARAD)

3. BREHIwY

ERRIE R BFHTREERFAERESE , FEXMERT URL i3,

W0 E—AR IR SR A ElIPIYW3pW28FpsEdkXt/+WcGel= |, SRZEFIRSEZERIBFRSEL ( Signature ) 3 : EliIPOYW3pW28FpsEdkXt%2f%2bWcGel%3d ,
TERTERRLZRISK URL,

IR ERAFRERAER GET , BiEE KL POST @AY Content-Type 73 application/x-www-form-urlencoded , M &ZXERITFAEIBEREHHEITIE
B4} URL 4518 , SEEN=-FSAREMB. IE ASCI FFHE URL fRiBATTRESELL UTF-8 BHT4HRIS.

R BLREESH http EESEMARTESEEIT urlencode , TEXMERT , MABEXSERHMT URL T , BUWRK URL FHiSSSEHERLM.

AR S EEthMEH{TMED . fREZRA RFC 3986, fiEF3 %XY XA FRIFIINFRHITES AR . HP XY 175 =R (0-9 FIXEFE A-
F) , SERINEREIRER.

4. BZKW

HRIESCRREIR | FEUTERKMATEIRED | iSHRIESCAR R R

RS FEIRREA
AuthFailure.SignatureExpire SHIIH
AuthFailure.SecretldNotFound EHAEE
AuthFailure.SignatureFailure EEER

AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

token &2

HiRARE (R APLERER )

5. BRER

FESCIRIERS APL3.0 BT, #EFFERIECERItcecloud SDK 3.0 , SDK 5T &EFAITRE | PRI RKE-RIBHAIEMRZEDOR., FMESSH SDK b, HFIszHs
RmIEIESH -

e Python

* Java

* PHP

* Go

e JavaScript
* NET

NTEERNFERESRIIRE | TELRREES G |, B OANSERIREMLH. Ekiiga. ARMEOFMSEAEES A9 0E | KBRAER
SRERE  FAESERN | L RBERERSR SDK .,

REEHAY url BTBEA @ http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&0ffset=08&Region=ap-
guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=14651857
68&Version=2017-03-12

IR BT RAFHNZEEEEN  HEEBARERSLERTE , EIINSREL url 75X FaE A curl S5 ARNSIREISIUER | £RI19Hl, ATER
— M LUIEEIRER url |, BEEHRGIFAT Secretld F SecretKey NESLHIZRSE , FHERRSLFIRTEEES Timestamp .

IR EENREF  ARREES EER—ESERNTEEI url IREERBRIAR , RIMASHENINFAR , BXHATINIERE. REFRESEEVE, B
ERITEIEREE,

R UTMUEEERT APL 3.0 , FEEERATHEMNESE | BMERIERAT APl , BTHFEADERBSSHERITEER | BLUIRAIERR A,

Java

WIS : B emEX %118 T #319m
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import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRERISEFTFHAFR | bR TreeMapfRIEIT

for (String k : params.keySet()) {

s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// EFRERA U SIS EER

for (String k : params.keySet()) {

// BEEXIEKEBHTUrlencode , BT keyEBRENFE , BN Hvaluei#{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapaILABEIHERE

// SCBRiE FERT M 24 {5 FEREEY , 5140 : params.put("Nonce", new Random().nextInt(java.lang.Integer.MAX_VALUE));
params.put("Nonce", 11886); // A5

// SERRR BT R 2 E RS2 RIRG ] , 140 : params.put("Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // "FHE#

params.put("Secretld", "AKIDszrst5yKBZQpn74WkaLPx3EXAMPLE"); YIR/N=%>5 5

params.put("Action", "Describelnstances"); // ~NHE#

params.put("Version", "2017-03-12"); // AH2%1

params.put("Region”, "ap-guangzhou"); // A%

params.put("Limit", 20); // 5551

params.put("Offset", 0); // \E&

params.put("Instancelds.0", "ins-09dx96dg"); // WESE%

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL"); // NS
System.out.printin(getUrl(params));

}

}

Python

R WNSRETE Python 2 IMBHIE T , BRI requests (KERE ©  pip install requests

-*- coding: utf8 -*-
import base64
import hashlib
import hmac
import time

WS : BRmEmEX %119 @ #319m|
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import requests

secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =='_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action' : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

‘Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region' : "ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version": '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# R SCBRER | AERTREF =it 2R

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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EOS8v3
BRIFEFATE: 2024-10-18 10:38:28

tcecloud APl £XIEMAEERETHHIIE , IS MNERBTEELTLEIRSHPEIERER (Signature ) ISIEERESH. EREERRETIEER , B
LFEIEEIE Secretld ] SecretKey ; ZERFEREZEFIE , BRERAPIZRNERE , SNLEBASAPEEO.

B s
1. EEZEEIE
EE—IRERTAPIZE] , BRIFRAPIZHNHREREREIE. T2 FEUFEHE Secretld 1 SecretKey :

* Secretld xR APLEAESH
* SecretKey FIFINZERFRBIIRS sRm LI &R F BRI,
* APYIFRRERSEIE , BRHE,

REREFIENERLSENT

1. BRtcecloudEEHPOEHIA,
2. BiIE=APIEBREHI S TR
3. E=APEESATNE , M [FrE] AIAILABIEE—XySecretld/SecretKey

TR FFREKSRSAILUEERNT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &£ 75:%

R WTFGETHE , R378F Content-Type: application/x-www-form-urlencoded Y&z, X3FPOST/% , BEISZEF Content-Type: application/json LAK
Content-Type: multipart/form-data FifiUAEC | json IEHEARTB LSS OISR , multipart i8R BRFEWSIEOSIF | AHZEOAEEGERR json 18
WA, &E BRSO S5A,

THURRSSEER MXEFBFIRIEAGF  SEBNMBSZA0HEITR. (B TERLAIZIZRAIM NS Limit 71 Offset , £/ GET 7557,

BRIZFFRY Secretld #1 SecretKey 9552 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #1 Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

2.1. PHEAREERS
FRAITMERHHENSBIERE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + \n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&E3k/5i% ( GET, POST ) , ARfilsh GET ;

 CanonicalURI : URI £#f , API 3.0 EEAIERHT (/) ;

e CanonicalQueryString : &#2 HTTP {53k URL FhRIEE=ZE |, 33F POST i53K , BIENEF/RHE , 3T GET 5K , M URL Hhjas (?) EENFHFER
B, ARBIEYER : Limit=10&Offset=0, & : CanonicalQueryString FE4d URL w3,

e CanonicalHeaders : 258 ZR9LEHEE , ZEE host # content-type F/NLED , Bl IIANBENXALES 5EZ LIRS BB RNE— IR et, #E
FU @ 1) 3LEB key 1 value Z—HRNE , HERERETHE |, 1818 keyvalue\n (L ; 2) S0 LED |, 1RERLED key (/N5 ) BIFEHEFRHTHHE. HHIH
73 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £25&EZRIEBER | WIALLRIEREMLLES S 7TESE , fl CanonicalHeaders B8EHISLEBNBE——XIRAY. content-type # host /3
WAESLER, HHENIN @ 1) SLEB key R—EEM/NE | 2) Z40KER key (B ) IREBFHAFHTHHE , HELUSS (;) 98, HHIFA : content-type;host

* HashedRequestPayload : {5 KIEXHIGEFE , iHE /5% Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , X HTTP i&EREEANES payload {8
SHA256 1875 , AAfET7NHIRID | RIGRIDSBHIEH/NEFHE. 2 : }TF GET i5K , RequestPayload EEAZTFHRE , XIF POST iEK ,
RequestPayload B9 HTTP i53KIESZ payload.

\|
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HRIRLAERN | REIPERIRINTEIEREBNT (AT AN \n TR BRITEDF—TE3N) -

GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2 BHEER TR
ARG E R TR |

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &85% , BRIEE TC3-HMAC-SHA256 ;

* RequestTimestamp : iEKAJIERY , BNIERLERHY X-TC-Timestamp BUE , 40 ERFliERK S 1539084154 ;

e CredentialScope : EiEEHE , #8379 Date/service/tc3_request , BEHHA. FHEKARRSTILIEFRFER (tc3_request ) . Date Jy UTC #eERITEIROEA , BX
EREMATLSH X-TC-Timestamp $EAY UTC FRERTEIREE—2 ; service AF=RE , WRSERANFRIRE—E, Hlf0 cvm, W ERFER , BUES
2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIALEHHZFSHIEIEREBINGHE , iTEFIES Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))),

=
1. Date W/IATEIEL X-TC-Timestamp IHE45E] , BRFXJ9 UTC+0, MMRIMARZAMKER , fIINF/\K , BSHEXMG CERMT  BRREN
ERYERMN. RIRAIEEE 1551113065 , 4/ \KAJAHERZ 2019-02-26 00:44:25 , {ER1ESZIR Date BY UTC+0 RIRHAR 2019-02-25 , fiA
7& 2019-02-26,
2. Timestamp Z/REHRIRSNNE , BEFFHERAFHEIREN BEELSH , MFEEET RS HPUSERY, MFIKEEAFRERERS |, ATaeSEuslT
—RIEE | BROERY (REEZTEHSER ) .

IRIEA LN | TEIPERIRFES R /BT (AT REREN  \n BTABRE BRITEHRI—TEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9c192¢14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23.1 882
1) iHERESEENE , BB T

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIAAY SecretKey ;
e Date : B Credential 2 Date FE¥ER , 80_L7=~fl , /92018-10-09 ;
e Service : B Credential 909 Service FEER , W ExBI , 3 cvm ;

2) iHBEE , (BN

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA LT EBERRESZES ;

WS : BRmEmEX 122 W #319m|
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e StringToSign : B2 EISZINERSE TS ;

2.4. #HE Authorization
AT HHE Authorization :

Authorization =

Algorithm + "' +

'Credential="+ Secretld + /' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

* Algorithm : &&757% , B/ TC3-HMAC-SHA256 ;
* Secretld : Z4AXIHHY Secretld ;

¢ CredentialScope : W EX , FiIEEE ;

e SignedHeaders : I 32 , £5&EREMER ;

e Signature : £&H

IR LA | IS EIREDS :

=itz ( BARAD)

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047

e5df4582db9e9bf4672ba50567dbalbcoccfl74c474

RETERERERNT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=cont
ent-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c474

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

3. EEKRM
IRIESSRRENR | PR TEBLMAVERS | SRIELIR B
SRR
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

L N = J—
4, BZER
Java

import java.io.BufferedReader;
import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

WS : BRmEmEX

=S
BRIIH
TR
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import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm";

String host = "cvm.finance.cloud.tencent.com";

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

[/ ERRX , ENESHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdfformat(new Date(Long.valueOf(timestamp + "000")));

// kkkkkkkkkhkkkhk ./Ijg% 1 : ?#*%*m;‘éi%*% khkkkhkkkhkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.println(canonicalRequest);

// *kkkkhkkkkhhkk 55% 2 o m}g%ﬁﬁg?ﬂ_ﬁ% Kkkkkhkkkhhkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// Khkkkhkkkhkkk _}jg% 3 :L_I_ﬁgg *hkkkkhkkkkhkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *ARkRkKAKKRKKAKKKK $5¥ 4 . m}sﬁz Authorization kkkkkkkkkkkkkx
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String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_ WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# IS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkkhkk _/I’J‘;g% l : ?#E;m;‘ii%i*% kkkkkkkkkkkhkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"”

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# khkkhkkkkkkkk _/IJJ}E% 2 : ?#E?%Eg?ﬁ% *hkkkhkkkhkkkkk

credential_scope = date + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)
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J FFEEA KKK KKK ig% 3 0 H’%&g dkkkkkkkkhkhk

# T ESEHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkkkkkkkkk _,Ijg?% 4 mg AUthOI’IZatIOﬂ K*hkkkkkkkkkkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", "
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

+

# NHESERINENERLED

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

WS : BRmEmEX 126 W #319m|
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5RE5H

ERITEFATE: 2024-10-18 10:38:28

1. ARSSHbAE

=itz ( BARAD)

tbiz; ( Region ) ZIEMIEAGEIRTORIMIEXIE, tcecloudZIGIEREIEZ AZERE | RIEFERESRAEERELMSEE. ATHEHEE. 2

= NEERE |, EEIEEREILEE PRI,
BRI APIEC ENfEtiSIR EETARAET IR,

2. BEhN

tcecloud AP (UFFEEOEIT HTTPS #TE(S | IRMtE LS MNEEEE.

3. 1EKRGE
S50 HTTP 51

e POST (#75F)
* GET

POST &Kz Content-Type 257! :

e application/json (#7F ) , WRfER TC3-HMAC-SHA256 &2 753X,

* application/x-www-form-urlencoded , ¥ZifiF8 HmacSHAL & HmacSHA256 &&75i%.

e multipart/form-data ({XEBo¥EOSF ) | WIER TC3-HMAC-SHA256 &2 757X,

GET iEKkENERBAR/NAEBIL 32 KB, POST iEKk{ERER A/ HmacSHAL, HmacSHA256 FIASi#EIE 1 MB, POST iEkERE& 5%/ TC3-HMAC-

SHA256 Bi3z#F 10 MB,

4. FFFwmhS

fEFUTF-84RtS.
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IR [B145

ERITEFATE: 2024-10-18 10:38:28

IEffR[EILE
L=IRSE2eMIEOEELHIRSFIZR (DescribelnstancesStatus) 2017-03-12 irAAF , EEEMKY , ErTsefRENTA

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response RERERY Requestld 2EEMNFER , TiCHEKRBINEGS . RE APIQMET , MMERIRE,

* Requestld FFF— APLiERAIHE—IRIR , AR AP HEIRE |, ATLABREREA] , FHEHIZ ID ski#RAI,

° [RTEEMNFERI  ERWARMEOENNFE , AENEAMMRERNFRS EOSEHRIIEN. 1FIFH TotalCount F1 InstanceStatusSet 159
DescribelnstancesStatus #EXNFER , BT RAMSKNAFEMERE=RSEELH , Bl TotalCount ZEIER FABRENE 0, InstanceStatusSet 7

ERIR AR
ERRAN , EOREIERPIITH -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

* Error WHIMRFEZERARELMY. Error FEREREMZEHY Code F1 Message FEEAFALMAT 2L EREN,

o Code FREMHHEAKAIRE , HiEKHERA LUR B S RIS E A TS RS I SR X R AV RS R B E SR N R EFIRE T =,
* Message B/r TIXMEREENENRER , EEWSEEHARMY , WAL ERFEENER , APARKEX NREE.

¢ Requestld BF— APLiEkHIME—IRIR , tN5R API HIIERE |, aTLABKERFA] , FHEMZ ID REERAR,

NIHEIRED (TODO: EE(EE, ER5ENEE?)

IREIEESRAPINRFFE Error B, MIFRRAR APL O,  Error Y Code FERRTEIRIG , AW SSERREHIMAVERIGALNHIER | PRI T AHER
.

fHIRAG SEIRIA
AuthFailure.InvalidSecretld ZREE (AR APLEHZEEY)
AuthFailure.MFAFailure MFA &R,
AuthFailure.SecretldNotFound EIAAETE.
AuthFailure.SignatureExpire BEILH,
AuthFailure.SignatureFailure HEER,
AuthFailure.TokenFailure token $5iR.

WIS : B emEX %128 T1 #319m
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)b
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

FERIEA

BRAK CAM 1Y,

DryRun ##F , RFIBFFIGSEMIIN , REZSET DryRun &4,

BRERIL.
RIERSEIR.
EORFE.
SHEIR,
SHEEER.
B ECERPR .
BROSEER,
EORATFE.
TERADREGET T SRR,
HER A A,
BFENE.
BIFEAFE.
HEAATA.
RIZRURLE.
RASEER,

BRI

http(s)iERIMMEIR , ]R32HF GET #1 POST i53K,

BEOARSHFFE .

=itz ( BARAD)

%129 1 #319m
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RHESHERTIRRAFIZEOSNENNSE , L E | A MEORMAEO P ABX LS TR , EEREREIFTEETXLSH , THRIEFR
tEiEK,

BEFTIE V3
f$5F8 TC3-HMAC-SHA256 &E75 /AR | ARSHEER—HE) HTTP Header I5KLERH , 21T -
BHET wm omik

BENEOSR. ESEROXEPRANSERHESE Action IHEA. FINIRSSB{HEIDSLAIZIRED |, BYES

X-TC-Acti Stri =
ction rng = Describelnstances,

WS E , ARIRRA BRI MEIREOAE. EOEZAREESE BT RASHAESE Region AYR

XTCRegion  Sing B g v MEE REESRIEN , BTSN | IR MRS,

X-TC- Integer | £ BT UNIX BHE)E; , EliCRARE APLiERAORIIEL. 40 1529223702, (& : MR SIRSGSEMEEERIYSHH , 23|
Timestamp 9 = BEFISHER,

X-TC-Version String = RER APLRORRA, EVESEROSEHPASATESE Version SREE, FIIN=ARSSERAMZA 2017-03-12,

HTTP FRESDIAIESLERFER , g :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,
Authorization  String 2 - TC3-HMAC-SHA256 : & 757% , BRIEERIXE ;
- Credential : Z4Z4EF , AKIDEXAMPLE £ Secretld ; Date £ UTC tR&RTEIEER , BUEZEEMATESE X-TC-
Timestamp #ERY UTC tRERNBIHER—2 ; service AF=me , WARSTERSmIZE—% , fficvm ;
- SignedHeaders : £58Z1TERILEHMER | content-type 0 host J9wsisesLEl ;
- Signature : ELHE,

IGRHEFRFTARY Token , FELESIGIZE—EMERA. IGRIZHH Token FEIHDEERSBEAZEOREN. K%

X-TC-Tok tri &
C-Token String & {EREE Token,

BEFE V]

{£F HmacSHAL 1 HmacSHA256 R 75iARS | AHSHFRR—HEIERET , T

SHER ESiS wik R
Acti ' = BFREOSR. RESHEOXXEPRANSHAHSE Action RIREE. FIIRIRSRAIEIRNSLAIZIEED | B
ction String P

{879 Describelnstances,

iESE , ARIRRR BRI M EIRAIEE. EOESAMREESE RO ASHATESE Region A9

Region MG R n e SUEOREEOEREY , B STIISEIN | KRR SRR,
Ti = 47T UNIX BRI , AlicSkie APLiEskAvRdaE], 1701529223702 , iNRS5LFIREMEET K , 25 ESZi1TH
imestamp Integer =2 s
=] o
Nonce Integer 2 BEHIEEEEL , 5 Timestamp BAG#Ek . BT LSRRGS,
. E=APIZE_EHRBEAIFRRSHAY Secretld , —4 Secretld XIRzME—HY SecretKey , i SecretKey SFAEAR IS
Secretld String = e .
k&3 Signature,
i . = BREE , ARIERERNE AN | FERPIREDRMASETESH. BRTERES IROSER
ignature String =3 1
Version String = BIERY API BURRA, BUESEZOSIEPAS LTS E] Version AiBE, BlUI=ARSS 5094 2017-03-12,
RS - B e EX 130 10 #£319m
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SHER ESid) ik fER

A BEisdF HmacSHA256 1 HmacSHAL, RAEIEEIHSE0I HmacSHA256 Bt ,

Si tureMethod Stri &5
1gnaturelietho M9 B HmacSHA256 EEIESE , EbERIER HmacSHAL BiF5SE,

IFESIERATRAY Token , FERESIGIER—RMERM. IGRIEHET Token FEZIHAERIRSFEBROKN. K

Tok Stri =
oxen fng = ARZEAFE Token

nUICZIIES

e (Region ) ZIEYBEAIEIEH OAIMIEXI., tcecloudXMIIEREIEZ AEERE , MEFRMESHERATZEERNREMAIRENR. N T REAEE. &
BN EIEE | ENERREIEE PR,

ERILABIE APLEC EMIREIR EESARTETIE.

WIS : B emEX %131 |1 #319m
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=imiEtEREO
SRENERLIEIRIFS

I EHATE: 2024-10-18 10:38:29

1. EOHA

ZEOBEKER © monitorapi3.finance.cloud.tencent.com,
IRENERIETRENS

EUMZEOIERIERRE : 200R/F0,

EOSEFRATE : 2022-10-24 18:12:59,

EORGERAEN,

2. NS

IUERESHFIFRGIH T ROERSEFNDD AHSH , TEAHSHGIRDA TGRS,

SHER WA FEFNULL ESicl R

Action 2 S String NHEESH | AZOEYE : DescribeBaseMetrics
Version 2 &5 String NS ANZEOEYE : 2017-03-12

Region =z B String NESEY, FENFRSIFIHERFIZR(TODO)
Namespace 2 = String WSS ErE=sa)

MetricName &5 5 String b=t

3. S

SHEMR S} A
MetricSet MetricObject EHERINIEREARTIE
Requestld String W—iEK ID , ®RiEkEPIRE., BRI EERMZRIERA Requestld,

4. $ERRY
BUFRGI T RSB IBIEAOREIRIS |, FESOE A IR0,

Himhg A

InternalError

WIS : B emEX %132 |1 #319m
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PR 2R

EBRITEFATE: 2024-10-18 10:38:29

1. gOEA

ZEOIEKER © monitorapi3.finance.cloud.tencent.com,

RN MR EEE. ENTRIBETE., MNREEATIISEEIRRIAT:
ROfEtR. NSREE | UREFEEMRSRHIAECMANER | BIRERIEIIRAaEEIIRM.

BUAZOIEIGRERIRE] © 3000IR/5D,

FEOEFATE : 2024-05-20 19:42:39,

FEOBRIaEE NN,

2. NS

IIERSHFIFRGIH T ROERSEFIDDI AHSH , TEAHSHGIRILL

SHETR
Action
Version
Region
Namespace
MetricName
Period
StartTime
EndTime
Dimensions

Statistics

3. miHs#

SHETR
MetricName
StartTime
EndTime
Period
DataPoints

Requestld

4. $EIRMS

D% FBEFNULL

=
= B
= =@=
= =}
= =
= =)
= =
= =)
= =
E =}
= =
=
= =
n
= =
=) =)
= =@~
= =]
= =
[=] [=]
-
s
String

Datetime_iso
Datetime_iso
Uint64

PointsObject

String

WS : BRmEmEX

String

String

String

String

String

Uint64
Datetime_iso
Datetime_iso
Array of String

String

fik

USRI
HiEmEEART )
R REEERATA)
HEGEIHEIER
ISEEIRIR

pav/i=|

IR1F

=itz ( BARAD)

MERIAYESEEE,  EOVEARSRERIRSI : SOR/EY , 5000%/53%8.

HIERSHL,

NHESE, AEORE : 2017-03-12

B
%
%
%

. VU= FASZISAOREIZR(TODO)

WETE , FraTReE—MHEEE

IEIRER

SRR, BOANBUEZ300 , BRI

HCHRAYIE) , %0 2018-01-01 00:00:00

LEERAYIE) , BIANHAIRNE, endTimeZRge/\FstartTime
SEHIIRAVEERS

#Eit7at

WE—EK ID , BIRIEHREIRE, EERIFERHZRIERR Requestld,

%133 ™
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LAMYZIE T RO SSZEEEXANEIRG | EftEiRFFEN A HEIR,
SRS )
InternalError

InvalidParameterValue

WS : BRmEmEX %134 W #319m|
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SRS

EBRITEFATE: 2024-10-18 10:38:29

AlertField
BENEERE
WO -
&R Wi
Key g
Value g

AttributeServerInfoOutput

AttributeServerInfoOutput
WIS

=R

Serverld

ServerName

Ip

Idcld

IdcName

PeriodsSt
RS
WA EO3IR -
&R it

Period

il

StatType

alil

AttributeldOutput
RiD
WIS

B

Attributeld

FEFNULL

=

=
=

FBEFNULL

=@

=
(=]

AttributeValuelnfoOutputData

WS : BRmEmEX

FEEFNULL
2
2
2
2

=
E

FEFNULL

=
E

et
String
String
Uint64
String
String
Int64
String
ESidl
String
Array of String
e
Uint64

fik

=itz ( BARAD)

BENEEFR

BENELE

R
RS588ID
RS REER
ARS5=8ip
HHID

HbiE R

gt

fEk

JBHEID

%135 0 H#319m

\|



O BASTCE

AttributeValuelnfoOutputData

AN TEOSIA -

B Wi FEFNULL
Data 2 B
TotalCount <=3 &

CreatePolicyGroupCondition

ORI ENR B E S LR

WINTEOSIA -

E= WiE FRVFNULL  2R8Y

Metricld = &= Int64
CalcType S &= Int64
CalcValue =5 & Float
CalcPeriod & E Int64
ContinuePeriod S S Int64
AlarmNotifyType = & Int64
AlarmNotifyPeriod <=3 & Int64
Ruleld & & Int64

AttributeUnitInfoOutputData

AttributeUnitInfoOutputData

WANTEOSIA -

E= W FEFNULL
Data = =
TotalCount =2 &

PointsObject

LIRS RIAT SRS 2R

#WANTHEO3IA : GetMonitorData

BFR WAL FEFNULL

Dimensions 2 &

Points = =
History

WS : BRmEmEX

=itz ( BARAD)

e R

Array of AttributeValuelnfoOutput Bt HIREUES IR

Int64 BUEIRTIRAN SN

5%

¥E#5ld

EUEEREY | SBEI0-6 , DBIRIRI[>, <,>=,<=,== =], WRIETFERERALBSRIETLATE,

LEIRAOME |, ANSRIEIR A RCalcValueRT ANE

StormiGUERRERRD | BIEtEBIAMERAE
SEETUMENE R AN S5

EERIITHEREY, OGRS | LigsEe

EERIEXEIRMFD. <0 FihR, 0 REE—R, >0 BfFtriggerTimefbitk—X

NSRBI EREIE | BEENERTIZIERI93IMRuleld

KA i)
Array of AttributeUnitInfoOutput EeEslive el
Int64 BHERAEES IR
ESid) R
Array of String ISESLRIREEES
Array of Float ISIREUR AR , B RRRAIEBEA— M Period{E

%136 T #319m
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==X
[=]

5

S
WIS
R
Topicld
TopicName
OwnerUin
SubUin
Id
OccurTime
ReceiveTime
Status
ReceiverGroups

NotifyWays

LogFilterRule

=Rt st S bl

W™ EOSIA -

BFR Wik
Relation =
Field =z
Operator =
Value =
Id =
CreatedAt &=
UpdatedAt =
MetricSetld &=
Attributelnfolnput
BiER
AN EEOSIA -
BFR
AttributeName
AttributeTypeld
DataType
AttributeLevel

WS : BRmEmEX

iy

i

iy

FEEFNULL
7=
[ )

Py

i

oy

I

i

FEFNULL
)

a

iy

iy

FEEFNULL

a

=

o o o o I D Y

iy

=]
String
Uint64
Int64

Int64

=itz ( BARAD)

il 1255
String EHERid
String EEIRETR
Int64 EMSuin
Int64 FSuin
String HEid
Int64 RERTE
Int64 IR
String FERE
Array of Int64 BE
Array of Int64 REAR
R

%% 1AND 20R

FERA

BRAERF

&

%EID (RS, ASFH)
elEERdE (RIFHS , ASFIR)
EHRGIE (RUFHS , ASFEH)

BEID (RUEHS , ASRIE)

fik

[ EZ=
JE=Sid)
Bl R

e Gl

%137 T H#319m
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B

Unit
StatisticalPeriod
Ownerld
Description

AttributeUniqueName

Xxx1

ArgusigiRFEL

WA EOSIA -
E=
Id
Namespaceld
EnName
CnName
AggType
Unit
Category
CreateUin
CreateTime
UpdateUin

UpdateTime

IdcData

IdcData

WA HEEOSIA

BR WAl
Id =
Name 2

DimensionsDesc

ﬁ

S
AT EOSIA -

air

S|
=

B

WS : BRmEmEX

=itz ( BARAD)

Wik FEFNULL ESit] fik
a = Int64 B
= S Int64 SRR
& RS Array of Uint64 REAFIERID, BIASEFAFsub_uin
& & String AR
= = String BHME—ER. BFE. 8F. BIIE T IZER
WhiE FEFFNULL ESidl ik
= & Uint64 Id
= B Uint64 namespacefyld
= = String Eyves
= = String SR vE=
2 S String REHNK
= = String By
= 2 String fa]
= & String BIEEA
= = Uint64 BIEERYAT AR,
= & String BEfHA
2 & String b
FEFNULL ESid] fak
& Int64 idc id 7EBS = _EfiZRzoneld
& String idc id, BB = _ EXFEzone BIR
S FEFFNULL &g fEk

%138 T #319m
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E=10 WAIGE
Dimensions =

AttributeldDeleteOutput

EHID

HINTEOSIA -
E= Wik
DeleteCount o
Attributeld =

AttributeIlnfoOutputData

[BIEEESI=
W™ EOSIA -

E= Wi AEFNULL
Data = =
TotalCount =2 5

AttributeServerlnfoOutputData

AttributeServerInfoOutputData

HINTEEOSIA -
BFR WA FEFFNULL
Data 2 &=
TotalCount 2 =

FEFNULL i
& Array of String
FEFNULL it
= Int64
= Array of Uint64
sy

Array of AttributeInfoOutput

Int64

iy
Array of AttributeServerInfoOutput

Int64

AttributeTimestampValueOutput

AttributeTimestampValueOutput

WANTEOSIA -

=
Timestamp

Value

CatTaskDetail

ESERMEERRA
WATEOSIA

WS : BRmEmEX

FBIFNULL

=
=

a

=itz ( BARAD)

R

HEEZHA

fiR
il g
/BtEID

fik
BRI IR
BMEEIRETIRA

fiR
RE ERiZEERIIRSS AR
RE ERIZEMAIARSS 2R5IRN L

Sl 5
Int64 AR,
Int64 BiE
%139 T #319m
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B

TaskId
TaskName
Period
CatTypeName
Status

CgiUrl
AddTime
AgentGroupld

PolicyGroupld

iy

alil

i

il

FBEFNULL

=
=
Py
=

Py
[=]

iy

M

iy

o

e
Uint64
String
Uint64
String
Uint64
String
Datetime
Uint64

Uint64

AttributeAggrValuelnfoOutputData

AttributeAggrValuelnfoOutputData

WANTEOSIA -

AR
Data

TotalCount

ReceiverInfo

RIRIEIRY IRBBAGER

WIS
E=
EndTime
NeedSendNotice
NotifyWay
PersonlInterval
ReceiverGrouplList
ReceiverType
ReceiverUserList
RecoverNotify
RoundInterval
RoundNumber
SendFor
StartTime

UIDList

WS : BRmEmEX

FEEFNULL

=
=

=
E

7

=

iy

]

B W0 B M R ORD D HD

fim

FFNULL

ESidl

Array of AttributeTimestampValueOutput

Int64

Int64
Int64
Array of String
Int64
Array of Int64
String
Array of Int64
String
Int64
Int64
Array of String
Int64

Array of Int64

fiR
E531d
(E==E=T

=itz ( BARAD)

A5, BADASH. BRISTEL, 5, 15, 30/LMEE

PRMZERY, http, https, ping, tcp Z—

ESNE, 1RTEE , 2R/RNETH , OIS

RESSAIUA
(E=ZpelfEanl
R 4RId

HERIRAId

Tk
BT EREERATE)

iy

==
[=]

g

RRE

FRIEEEYIABR (7))

HERI A=

ERERE

Bt
=

IREREHIESIR
IRERSHIETIR ML

BIATIER, B FEEOTAZIIRIEAIJTIR

HERSENT

RIRSEERER ()

IR SERH

FEIE BRI, ATiE"OCCUR" (FHEATiEAN),"RECOVER" (RERTIEAN)

BRESEFHHART(A)
RIS EEKE

%140 @
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AttributeUnitInfoOutput

AttributeUnitInfoOutput

WANTEOSIA -

BR Wik FEEFNULL ESid] 1%
Unitld 2 & Uint64 TEFRERLIID
UnitName = 5 String IEIRERAIEFR
NameType
NameType
WIS
BFR Wi FEPFNULL ESis) fHk
Name =2 g String name
Id = &= Int64 id
MetricSet
XSS HERRAY SRR ST AL B HRRIA
WA EOSIA -
= WAL FEEFNULL ESidl b
Namespace 2 = String BEEE , BNETRSE I HETE
MetricName = & String IEIRATR
Unit = = String SlpREIEN A
UnitCname = & String TEARERRIERAL
Period 2 & Array of Int64 iR IFgTERR | BALER |, 160, 300
Periods 2 == Array of PeriodsSt ST EEERIERA T
Meaning = &= MetricObjectMeaning FIHEIRES R
Dimensions 2 & Array of DimensionsDesc HEHAMER
ModifyConditionsTemplateRequestEventCondition
ModifyConditionsTemplateRequestEventCondition
WIS
= Wik FEFFNULL ESid] R
AlarmNotifyPeriod = & String EEBANEE
AlarmNotifyType 2 = String EZBEANAR
EventID = = String EHID

WS : BRmEmEX %141 Tm #319m|
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K=

RulelD

IdcInfo

IdcInfo
WINTEOSIA -
BIR
Idcld
ServerCount

IdcName

Al D

]

Wik FEFNULL

el

Py
=

FBEFNULL

Py
[==}
=

=
(=}

ESid)

String

DescribePolicyConditionListConfigManualCalcValue

DescribePolicyConditionList.ConfigManual.CalcValue

WAITEOSIA
B
Default
Fixed
Max
Min

Need

IdcInfoData
IdcInfoData
WA EOE A -

E=107
Data

TotalCount

Metrics
— B/ B ES
WA ORI -

BIR
Metricld

Value

WS : BRmEmEX

FEEFNULL
2

=
=

alil

]

iy

FEEFNULL

@
(==}

=
=

FEFNULL
=
[

=
[

Float
Float

Bool

%

tr2

Array of IdcInfo

Int64

]
Uint64

Uint64

=itz ( BARAD)

fiBR

AMID

fik
HBtID
LIS
MR

ik

EAME
EEE
BAE
ME

o

D
o
&
=

fik

IREEHE

fiik
fB#RID

fEfRA9E
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AttributeValuelnfoOutput

AttributeValuelnfoOutput

wWan™EOS1A -
BR WATE
Values =
StartTime =2
EndTime p=3
StartPosition 2
EndPosition =

AttributelnfoOutput

BEER

WIS
=R
Attributeld
AttributeName
AttributeLevel
Description
AttributeType
DataType
CreateTime
OwnerName
Unitld
UnitName
StatisticalPeriod

AttributeUniqueName

MetricObjectMeaning

TEIRE R
WAITEOSIA
BIR W
En =
Zh =

WS : BRmEmEX

FAFNULL
=
=
)
=
[=]
=
==
=
[ )
WS FIFNULL
= =
E= =
= =
= =
= =
= =
= =
= =
= =]
= =
= =
E= ~=
= =
= =
= =
E= =
= =]
= ~=
= =
= =
= =
E= =
= =
= =
FEEFNULL
=
=
=
[

*7;

fr2

Array of AttributeTimestampValueOutput

String
String
Int64

Int64

Uint64
String
Int64
String
String
Int64
String
String
Int64
String
Int64

String

fik
JEHEID
[ EZ=
BIERA
Tk

fr2

m

B R
ellf=tinjie
ek
EA{yID
BURFR
FEiHEE

=itz ( BARAD)

fik

BB

FroaRtiE
LEERATIE
FHEME

ERME

BitE—fFER , . T ST %A

fik
BRSSP
BRI

%143
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MetricObject

XAl SRR SN ST LT EIEAROHEA

WANT#EEO3 | : DescribeBaseMetrics

BR Wi FEFFNULL ESid] ik
Namespace 2 = String BEEE , B ErREE— I WETE
MetricName 2 = String IBIREFR
Unit B 5 String EinERE
Period 2 ES Array of Int64 FEIRSFROSTLTEER |, BRAZERY , 4060, 300
WIS : B emEX 58144 70 #3191
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AR

EBRITEFATE: 2024-10-18 10:38:29

ThgeiseRA

=itz ( BARAD)

WMERIREIERPFTE Error FER , MIZRZSVAR APLIEOIKM. flan

{
"Response": {
"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct."

2

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

Error 89 Code FRIEIRES , Message RNZIBRIEMNEE.

SIS
RS
=)
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure
AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire
AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse

Resourcelnsufficient

WS : BRmEmEX

i8R
BIRAEE (A2 APLERRE ) |
MFA $5iR,

TR, FEEHONEEREECHIRSESER  WINSIER | BRERHESESIER  TRREAE
BEE.

EEPH. Timestamp RS HRAEEENSBIRDH , BREANBEEIRENERS.
BRER. SRUEER  BYRERSXTIROSACEeES Rt ETE.
token $&i,

KR CAM B,

DryRun ##F , KRIBRISLEMIIN , RESET DryRun 24,

RAFRRL.

HEREIR.

BORMFIE.

SHEER.

SHEAUEHR.

BT ECEPRS.

BROSHEER,

BOMRATFE.

TERADNREGEE T IERERG,

B S .

BETR.

%145 1 H#319m
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HIRIS B8
ResourceNotFound BRAFE.
ResourceUnavailable BRATHA.
UnauthorizedOperation RIFRURLE,
UnknownParameter RESEER.
UnsupportedOperation BEARST,
UnsupportedProtocol http(s)iERIMNEEIR | R3Z#F GET #1 POST i53K,
UnsupportedRegion BOARSHS e,
W BSEIRED
HIRD 88

InvalidParameter
InternalError
MissingParameter
ResourceUnavailable
UnknownParameter
ResourceNotFound
ResourcelnUse
UnauthorizedOperation
ResourcesSoldOut
LimitExceeded
InvalidParameterValue
Resourcelnsufficient
FailedOperation

UnsupportedOperation

WS : BRmEmEX 146 TW #319m|
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X BIHSTCE

hRZS (2018-07-24)

APIEESS

SIS HATE: 2024-10-18 10:38:29

APIRRZAR

V3

iR RO

EOSTR

BindingPolicyObject
CreateAlarmNotice
CreatePolicyGroup
DeleteAlarmNotices
DeletePolicyGroup
DescribeAbnormalObjects
DescribeAccidentEventList
DescribeAgentStatusHistory
DescribeAlarmHistories
DescribeAlarmNotice
DescribeAlarmNoticeCallbacks
DescribeAlarmNotices
DescribeAlarmPolicies
DescribeAllNamespaces
DescribeBaseMetrics
DescribeBasicAlarmList
DescribeBindingPolicyObjectList
DescribeMonitorProducts
DescribePolicyConditionList
DescribePolicyGrouplInfo
DescribePolicyGrouplList
DescribeProductEventList
DescribeProductHealthStatusList
DescribeProductList
DescribeStatisticData

DescribeUnifyDashboards

WRFRE - BRmERMEX

=itz ( BARAD)

ZOT8EE

HERIEIR

BURIBAIER

TR

MRS EEAER (8
il e

AIBGA — PN RESERIW LA (FEEE )
RECFEEMIR

SRENFAL SRS
HE20-ELHEFIER
EifRMNERIEIRAFE
HiKS TAEREIEURLIZE
EiREAERT IR
EiEEHRIRIIR
BB TEE
IREVERIERFE

IREVERL IR
SRENESPENSRIIE
BN m
SREVE R RIR A
SREVE SRR AR
SRENEISRIR S E AT IR
RE-mEBHIR

RIEE NS4/ iR R ST
BnEETmyR

IR E R ER R

$%EY dashboard %3

%147
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BOER REOThRE
GetMonitorData RIEEIR ISR
ModifyAlarmNotice 1EBUBRIER
ModifyAlarmPolicyCondition RIBEEREMR RN
ModifyAlarmPolicyNotice 1 S E RIS ER FEBAIER
ModifyAlarmPolicyTasks IEREERIRAIRRIES
ModifyAlarmReceivers IEREE A
PutMonitorData B X st HREE
SetDefaultAlarmPolicy IRAFINEERRE
UnBindingAllPolicyObject TRIBR S ERRIRERR IR
UnBindingPolicyObject THIBREEAEAIRBARTSR
Hftbz
BOER REOIhRE
DescribeLogTopics HRIEYAEERR

SEHEXEO

BOER REOTNRE
CreateAlarmPolicy B EERAS
DescribeAlarmEvents BREEEHTIR
DescribeAlarmMetrics BREERERIIR
DescribeAlarmPolicy RN EERIGIFE
ModifyAlarmPolicyInfo REETEREELAER
ModifyAlarmPolicyStatus B EERE

WS : BRmEmEX %148 TW #319m|
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RAEAI
EOEAV]

I EHATE: 2024-10-18 10:38:29

tcecloud API SX4&MAIRKERETEMIE | B MERERTEELHERSHTEEEERER (Signature ) ISIEERES M. EREEHREFIIER , &

2EUFEHE Secretld 7 SecretKey ; HEREPIRIRBLEEIL | BRIT=APIZERERIE , BT EEAR=APEEO.

SoE s

1. HiEL2FEIE

EE—RERRAPIZR] , BRIFRAPIEENHPREREREIE. T2 FEIUFEHE Secretld 1 SecretKey :
* Secretld FBF#RR APLERES?D

o SecretKey FAFINEEE FRIBTIRS SRS ZFRTRAIEA.

* BRPLATHSRERESEIE , BRilE,

HiERESEIINERSEBNT

1. ZRtcecloudEEHIEHIA.
2. BIE=APIERIIEHI A TRE
3. E=APIEETNE , i [Fr2] BIeJLIEJE—XdSecretld/SecretKey

TR FREIKSRSAILUABERNT Secretld / SecretKey,

2. ERER

BTREEIESecretld Fl SecretKeyfs , MAIMARMERET. IFRERSHBOFMIE :
RIZFAFRY Secretld # SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

AR XBERER , SREAEF SRS Secretld F SecretKey BHTIREUR(E |
LARBRSS 2 EELGIFIZR (Describelnstances)idxkAfl , HRFEAX—ZEOR , EiEkeHmlseanT:

SHETR H3Z S8
Action prc= Describelnstances
Secretld =$Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp EEEEE 1465185768
Nonce REAIEEEEL 11886
Region SCHIFFTER IS, ap-guangzhou
Instancelds.0 FFEIRRISEAIID ins-09dx96dg
Offset RiEE 0
Limit BRI 20
Version BEORAS 2017-03-12
2.1. e ¥HF
WIS : B emEX %149 ™
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BENEERS RS HENTERF ( ASCIEE) AFHIF. T8 1) RRSHSHTHF | SEEHRIREIT , R85/ ; 2) #2 ASCILHEBEL R/, 10
Instancelds.2 ZEHEE Instancelds.12 [5H , AEEFERE  BAEIREE. AP ALMEEBRIEES PHEXHEF RECRECIIX—I08E | 20 php A9 ksort EREL,
ERRGISEEHEFRE R T:

{

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
'Limit' : 20,

'Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12,

}

EAECREFIHESTIRR , N LERAITESEETHR | BEIRER B0,

2.2, JHEBRFFIER

WWEBERBERFRTR, BB L —SHIRFINERSEISIULL SEETR ="SE8(E 1 | W%T Action &8, HESEEFRA "Action” , SHUES
"Describelnstances" , EIEL/EH /9 Action=Describelnstances , & : "S¥YE" HRGEETIEUrdREERE.,

REBEERNS I SHA & PHEE—E | REERRNERFFHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=ap-guangzhou&Secretld=AKIDz8krbsJ5yK
BZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHES BRI F/R
WS BERSBRN TR, SRENFHFRHUT/INSEMI6:
‘Eikﬁif 3245 POST #1 GET A= , IXE(ER GET 15K , IFEAEAEAE.
BRENEFLAIFIZFR(Describelnstances)i¥igskigZ /9 : cvm.finance.cloud.tencent.com, SLFRAVIEKIGZRBEZOMBERNABNAR  FERSEOR
A,
3. BERIEZ: LERAEAPIRERIZRERES / .
4. ERFRTER: B E—HEmIE KRGS,
BRBFSCERIFHERNA: BRKAE + BKEN +BRBR + 7 + BRFGH
RFIBIHHEESR R

GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0Offset=0&Region=ap-gu
angzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

24 EREFR

P RAERE R R, B5EER HMAC-SHAL 813 E—SohRSHISRFOFRERHTES | ARBAEMRIER H(ER Base6d #ITHID , AIFBRERENESR
£,

BIRAHRSINT , LL PHP IES 96

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';

$srcStr = 'GETevm finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118868&0ffset=08&Regi
on=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

REBEIREZH:

EliPOYW3pW28FpsEdkXt/+WcGel=

EREEEFHESTARN , TR LERGPRRSGHTERIGE , FRINERBSHFHI—ER0A.
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3. BREHIwY

ERRIE R BFHTREERFAERESE , FEXMERT URL i3,

W0 E—AR IR SR A ElIPIYW3pW28FpsEdkXt/+WcGel= |, SRZEFIRSEZERIBFRSEL ( Signature ) 3 : EliIPOYW3pW28FpsEdkXt%2f%2bWcGel%3d ,
TERTERRLZRISK URL,

IR ERAFRERAER GET , BiEE KL POST @AY Content-Type 73 application/x-www-form-urlencoded , M &ZXERITFAEIEREHHEITIE
Efif URL 4518 , SEEBN=-FSAREmMB. IE ASCI FRHE URL fRiBRTTRESELL UTF-8 BHT4HRIS.

R BLREESH http EESEMARTESEEIT urlencode , TEXMERT , MAREXNERHMT URL T , BUWRK URL FHSSSEHERLM.

AR S EEthMEH{TMED . fREZRA RFC 3986, {iEF3 %XY XA FRIFIMINFRHITES AR , HP XY J+75H =R (0-9 FIXEFE A-
F) , SERINEREIRER.

4. BZKW

HRIESCRREIR | FEUTERKMATEIRED | iSHRIESCAR R R

RS FEIRREA
AuthFailure.SignatureExpire SHIIH
AuthFailure.SecretldNotFound EHAEE
AuthFailure.SignatureFailure EEER

AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

token &2

HiRARE (R APLERER )

5. BRER

FESCIRIERS APL3.0 BT, #EFFERIECERItcecloud SDK 3.0 , SDK 5T &EFAITRE | PRI RKE-RIBHAIEMRZEDOR., FMESSH SDK b, HFIszHs
RmIEIESH -

e Python

* Java

e PHP

* Go

e JavaScript
* NET

NTEERNFERESRIIRE | TELRREES G |, B OANSERIREMLH. Ekiiga. ARMEOFMSEAEES A9 0E | KBRAER
SRERE  FAESERN | L RBERERSR SDK .,

REEHAY url BTBEA @ http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&0ffset=08&Region=ap-
guangzhou&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=14651857
68&Version=2017-03-12

IR BT RAFHNZEEEEN  HEEBARERSLERTE , EIINSREL url 75X FaE A curl S5 ARNSIREISIUER | £RI19Hl, ATER
— M LUIEEIRER url |, BEEHRGIFAT Secretld F SecretKey NESLHIZRSE , FHERRSLFIRTEEES Timestamp .

IR EENREF  ARREES EER—ESERNTEEI url IREERBRIAR , RIMASHENINFAR , BXHATINIERE. REFRESEEVE, B
ERITEIEREE,

R UTMUEEERT APL 3.0 , FEEERATHEMNESE | BMERIERAT APl , BTHFEADERBSSHERITEER | BLUIRAIERR A,

Java

WIS : B emEX %151 |1 #319m
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import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] SENERGSEHITFHHERF |, At TreeMap{RIEIifF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap<String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// ERRERBPurlFISHIRF B ERXK

for (String k : params.keySet()) {

// EEXIEKEBH TUrlencode , B FkeyEBRENFHE , BN Hvaluei#tiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMapa] LABZIHEF

// SCBRVAFBRT R 24 EFEREANEY | 5140 : params.put("Nonce", new Random().nextInt(java.lang.Integer.MAX_VALUE));
params.put("Nonce", 11886); // A5

// SChRE B N 2 R R A4 BIRTE) , 5140 : params.put("Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // "FHE#L

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // "Ht28)

params.put("Action", "Describelnstances"); // ~NHE#

params.put("Version", "2017-03-12"); // AES#

params.put("Region", "ap-guangzhou"); // NS

params.put("Limit", 20); // \/555#1

params.put("Offset", 0); // W5E£41

params.put("Instancelds.0", "ins-09dx96dg"); // \/555%L

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // AHESE
System.out.println(getUrl(params));

}

}

Python
R WNSRETE Python 2 IMBHE T , BRI requests (KERE ©  pip install requests

-*- coding: utf8 -*-
import base64
import hashlib
import hmac
import time

WS : BRmEmEX 2152 0 #319m|
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import requests

secret_id = "AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =='_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action' : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

‘Limit' : 20,

'Nonce': 11886,

'Offset' : 0,

'Region' : "ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version": '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# R SCBRER | AERTREF =it 2R

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)

WS : BRmEmEX
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EOSEV3
RIFEHATE: 2024-10-18 10:38:29

tcecloud AP X3 MAENEREITHHIGE , MG MEREBBEELLERSHHEIEEER (Signature ) LISIEERESH, SEEEHREFEER , &
2EUFEHE Secretld ] SecretKey ; EFRFPIRRBLREEILE | BRIE=APIZBERERIE , BNTEBR=APHEEO,

B s
1. EEEZEEIE
EE—IRERTAPIZE] , BRIFRAPIZHNHREREREIE. T2 FEIUFEHE Secretld 1 SecretKey :

* Secretld FBF#RR APLIERESH
* Secretkey FIF NGRS TR BAIIRSS BRIRIO S E FH B,
© APYRFERIRERS R , SR,

RIEREFIENERLSERNT

1. BRtcecloudEEHPOEHIA,
2. BiE=APIEBREHI A TR
3. EAPIEEE , M [Fr2] BJLIBJE—XdSecretld/SecretKey

TR FREIKSRESAILUABEINT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &£ 75%

AR WTFGETHE , R378F Content-Type: application/x-www-form-urlencoded Y&z, X3 FPOST/i% , BEISZHEF Content-Type: application/json LAK
Content-Type: multipart/form-data FFHIMAET | json XENARTBEEOISSRF , multipart I8N RABSEWSEOSE |, ETiZEOAEEER json 1830
WA &E BRSO SR,

THURRSSEER MXEFFIRIENGF  SEBNMBSZAHEITR. (B TERLAIFIZRAIMNSE : Limit 71 Offset , M GET 7557,

BRIZFAFAY Secretld 0 SecretKey 25512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAEERS
FRAITMERHHENSBIERE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + "\n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&E3k/5i% ( GET, POST ) , A/Rfilsh GET ;

e CanonicalURL : URI 2%, API 3.0 BERIERIAT (/) ;

e CanonicalQueryString : &#2 HTTP i&E3k URL FRIEE=RE |, 33F POST i5Kk , BEIEATEMH |, IF GETiEk , WA URL a5 (7)) EENF/RERN
B, ARBIEYER : Limit=10&Offset=0, j£& : CanonicalQueryString FE4d URL 4wA3.

* CanonicalHeaders : 25&EHILEER , 2B host 7 content-type FINLED , BATIIABENAILES SR L LNESESERIIE—EME e, FHz
I - 1) SLED key F value H—EHRVING | FEIEERTHE | 1258 keyvalue\n 18z0HHE ; 2) S LED , 1RERSLER key (/N5 ) BFHHFFRHTHHE. 1At
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £5&EZRIEBER | WIALLRIEREMLLES S TEE , fl CanonicalHeaders B8EHISLEPNBE——XIRAY, content-type # host /3
WAESLER, HHENIN @ 1) SKEB key R—HEM/NE | 2) Z40KER key (B ) REBFHAFHTHHE , HELUSS () 98, HHIFA : content-type;host

* HashedRequestPayload : {5 KIEXHIGFE , iHE /5% Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , X3 HTTP i&EREEANES payload {8
SHA256 1875 , SAIE+7\HEIRTD , RIGmIBREIEM/INSFE. F5 | }WTF GET iEK , RequestPayload EEAZEZFE , T POST iEK
RequestPayload B9 HTTP i53KIESZ payload.

\|
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HRIRLAERN | REIPERIRINTEIEREBNT (AT AN \n TR BRITEDF—TE3N) -

GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2 BHEER TR
ARG E R TR |

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : €85% , BRIEE N TC3-HMAC-SHA256 ;

* RequestTimestamp : iEKAJIERY , BNIERLEBHY X-TC-Timestamp BUE , 40 LRGSR 1539084154 ;

* CredentialScope : EiEEHE , #8379 Date/service/tc3_request , & HHA. FHEKAIRSTILEFRFER (tc3_request ) . Date Jy UTC #eERTEIAOEAA , BX
EREMATLSE X-TC-Timestamp $EAY UTC FRERTEIREE—2L ; service AF=RE , WRSERNFRIZE—E, Hlf0 cvm, W EREER , BUES
2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIALEHHIZFSHIEIEREBINSHE , iTE A/ Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))),

=
1. Date W/IATEIEL X-TC-Timestamp IHE45E] , BRFXJ9 UTC+0, MMRIMARZAMKER , fIINF/\K , BSHEXMG CERMT  BRREN
ERYERMN. RIRAIEEE 1551113065 , 4/ \KAJAHERZ 2019-02-26 00:44:25 , {ER1ESZIR Date BY UTC+0 RIRHAR 2019-02-25 , fiA
7& 2019-02-26,
2. Timestamp Z/REHRIRSNNE , BEFFHERAFHEIREN BEELSH , MFEEET RS HPUSERY, MFIKEEAFRERERS |, ATaeSEuslT
—RIEE | BROERY (REEZTEHSER ) .

IRIEA LN | TEIPERIRFES R /BT (AT REREN  \n BTABRE BRITEHRI—TEN) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9c192¢14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23.1 882
1) iHERESEENE , BB T

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIAAY SecretKey ;
e Date : B Credential 2y Date FE¥ER , 80 L7l , 792018-10-09 ;
e Service : B Credential 909 Service FEER , W LB, 3 cvm ;

2) iHBEE , (BN

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA LT EBERRESZES ;

WS : BRmEmEX 28155 @ #319m|
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e StringToSign : B2 EISZINESE TS ;

2.4. #HE Authorization
AT HHE Authorization :

Authorization =

Algorithm + "' +

'Credential="+ Secretld + /' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ',

'Signature=" + Signature

* Algorithm : &&757% , B/ TC3-HMAC-SHA256 ;
o Secretld : Z4AXIHHY Secretld ;

¢ CredentialScope : W EX , FIEEE ;

e SignedHeaders : I 32 , £5&ERLEMER ;

e Signature : £&H

IR LA | IS EIREDS :

=itz ( BARAD)

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047

e5df4582db9e9bf4672ba50567dbalbcoccfl74c474

RETERERERNT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=cont
ent-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c474

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

3. EEKRM
IRIESSRRENR | PR TEBLMAVERS | SRIELIR B
SRR
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

L N = J—
4, BZER
Java

import java.io.BufferedReader;
import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

WS : BRmEmEX

=S
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import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte][] key, String msg) throws Exception {

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm";

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

/) EERX , BUEZHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdfformat(new Date(Long.valueOf(timestamp + "000")));

// *hkkkkkhkkkhkkkhk ./Ijg% 1 : ?#g%m:}éi%*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.println(canonicalRequest);

// Fkkkkkkkkkkkk ig% 2 o m}%%ﬁég?—-_fg% Kkkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// kkkkkkkkkhkkkhk 53% 3 : .‘L_l_ﬁgg kkkkkkhkkkhkkkhk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *ARRRRRKRRRKKK ig% 4 . m}sﬁz Authorization kkkkkkkkkkkkk
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String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_ WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# IS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkkhkk _/I’J‘;g% l : ?#E;m;‘ii%i*% kkkkkkkkkkkhkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"”

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# khkkhkkkkkkkk _/IJJ}E% 2 : ?#E?%Eg?ﬁ% *hkkkhkkkhkkkkk

credential_scope = date + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)
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J AREEA KKK KKK ﬁg% 3 0 i‘l’%ég dkkkkkkkkhhkkk

# RS EHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

#f Fwmicicos JDTIR 4 ¢ JHE Authorization *xxsseein
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", "
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

L

# NHESERINENERLED

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,
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EBRITEFATE: 2024-10-18 10:38:29

1. ARSSHbAE

=itz ( BARAD)

tbiz; ( Region ) ZIEMIEAGEIRTORIMIEXIE, tcecloudZIGIEREIEZ AZERE | RIEFERESRAEERELMSEE. ATHEHEE. 2

= NEERE |, EEIEEREILEE PRI,
BRI APIED ENftiSIR EETARAETIR.

2. BEhN

tcecloud AP (UFFEEOEIT HTTPS #TE(S | IRMtE LS MNEEEE.

3. 1EKRGE
S50 HTTP 51

e POST (#75F)
* GET

POST &Kz Content-Type 257! :

e application/json (#E7F ) , WRfER TC3-HMAC-SHA256 &2 753X,

* application/x-www-form-urlencoded , ¥ZifiF8 HmacSHAL & HmacSHA256 &&75i%.

e multipart/form-data ({XEBo¥EOSF ) | WIER TC3-HMAC-SHA256 &2 757X,

GET iEKkENERBAR/NAEBIL 32 KB, POST iEKk{ERER A/ HmacSHAL, HmacSHA256 FIASi#EIE 1 MB, POST iEkERE& 5%/ TC3-HMAC-

SHA256 Bi3z#F 10 MB,

4. FFFwmhS

fEFUTF-84RtS.
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IR [Bl45

ERITEFATE: 2024-10-18 10:38:29

IEffR AL
V=IRSE2eIEOEELHIRSFIZR (DescribelnstancesStatus) 2017-03-12 irAAF , EEEMKY , ErTsefRENTA

{

"Response": {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response RERERHY Requestld 2EEMNFER , TiCHEKRBINES . RE APIQET , MKERIRE,

* Requestld FBF— APLiERAIHE—IRIR , AR AP HEIRE | ATLABREREA] , FHEMHIZ ID kAR,

° BRTEEMNFERI  ERWARMEOENNFE , AENEAMMRENFRS EOSEHRIIEN. 1FIFH TotalCount F1 InstanceStatusSet 159
DescribelnstancesStatus #EXHIFER , BT RMSKNAFEMERE=RSEELH , B TotalCount ZEIER FABRENE 0, InstanceStatusSet 7

=S EIEEES
ERBAN , SREERANTR -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
)

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

* Error WHIRFEZERARELM. Error FEREREMZEHY Code F1 Message FEEAALMAT 2L EIREN,

o Code FREMHHEAKEIRE , HiEKHER A U REZ S RIDE A TS RS I LR X R AV RS R B E SR N R R IRA T =,
* Message B/rt TIXMEREENENER , EEWSEKEHARML , WATTRELSEEFRFEENER , APARKEX NREIE.

* Requestld FFF— APLiERAIME—IRIR , AN API HEIRE | ATLABRERFA] , FHEMZ ID k@R,

\ \% i%ﬁt_'l (TODO Eg{mluv ZEI:IEE/’J g?)

ERFYUNSRIFAE Error FER , MZRER APHIEOIRN.  Error 9 Code FERERMEIRTG , ATAUSSESRTRSHIMAOEIRID A ARG , TRIIH T AR

EEL

fHIRA SEIRIA
AuthFailure.InvalidSecretld ZREE (AR APLEHZEEY ) ,
AuthFailure.MFAFailure MFA $&iR.
AuthFailure.SecretldNotFound BIRTEE.
AuthFailure.SignatureExpire BEILH,
AuthFailure.SignatureFailure BEER,
AuthFailure.TokenFailure token $HiR.
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Hixhg
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion
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BRAK CAM $EHY,

DryRun ##F , RFIFFIGSEMIIN , RZSET DryRun &4,

= SIS
RIBRSEIR.
EORFE.
SHEIR,
SHEERR.
B ECEPR .
EROSEIER,
EORATFE.
TERADREGES T IRERPRH.
B A A,
BFEE.
BIFEAFE.
HEAAA,
RIZRURLE.
RASEER,

ARSI

http(s)iERIMMEIR , ]R3 GET #1 POST i53K,

BEOARSHFFE .
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RHESHERTIRRAFIZEOSNENNSE , L E | A MEORMAEO P ABX LS TR , EEREREIFTEETXLSH , THRIEFR
tEiEK,

BEFTIE V3
f$5F8 TC3-HMAC-SHA256 &E75 /AR | ARSHEER—HE) HTTP Header I5KLERH , 21T -
BHET wm omik

BENEOSR. ESEROXEPRANSERHESE Action IHEA. FINIRSSB{HEIDSLAIZIRED |, BYES

X-TC-Acti Stri =
ction rng = Describelnstances,

WS E , ARIRRA BRI MEIREOAE. EOEZAREESE BT RASHAESE Region AYR

XTCRegion  Swing B g g BEEOREEGRREN , BTN | ISR R RSN,

X-TC- Integer | £ BT UNIX BHE)E; , EliCRARE APLiERAORIIEL. 40 1529223702, (& : MR SIRSGSEMEEERIYSHH , 23|
Timestamp 9 = BEFISHER,

X-TC-Version String = RER APLRORRA, EVESEROSEHPASATESE Version SREE, FIIN=ARSSERAMZA 2017-03-12,

HTTP FRESDIAIESLERFER , g :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,
Authorization  String 2 - TC3-HMAC-SHA256 : & 757% , BRIEERIXE ;
- Credential : Z4Z4EF , AKIDEXAMPLE £ Secretld ; Date £ UTC tR&RTEIEER , BUEZEEMATESE X-TC-
Timestamp #ERY UTC tRERNBIHER—2 ; service AF=me , WARSTERSmIZE—% , fficvm ;
- SignedHeaders : £58Z1TERILEHMER | content-type 0 host J9wsisesLEl ;
- Signature : ELHE,

IGRHEFRFTARY Token , FELESIGIZE—EMERA. IGRIZHH Token FEIHDEERSBEAZEOREN. K%

X-TC-Tok tri &
C-Token String & {EREE Token,

BEFE V]

{£F HmacSHAL 1 HmacSHA256 R 75iARS | AHSHFRR—HEIERET , T

SHER ESiS wik R
Acti ' = BFREOSR. RESHEOXXEPRANSHAHSE Action RIREE. FIIRIRSRAIEIRNSLAIZIEED | B
ction String P

{879 Describelnstances,

iESE , ARIRRR BRI M EIRAIEE. EOESAMREESE RO ASHATESE Region A9

Region MG R n e SUEOREEOEREY , B STIISEIN | KRR SRR,
Ti = 47T UNIX BRI , AlicSkie APLiEskAvRdaE], 1701529223702 , iNRS5LFIREMEET K , 25 ESZi1TH
imestamp Integer =2 s
=] o
Nonce Integer 2 BEHIEEEEL , 5 Timestamp BAG#Ek . BT LSRRGS,
. E=APIZE_EHRBEAIFRRSHAY Secretld , —4 Secretld XIRzME—HY SecretKey , i SecretKey SFAEAR IS
Secretld String = e .
k&3 Signature,
i . = BREE , ARIERERNE AN | FERPIREDRMASETESH. BRTERES IROSER
ignature String =3 1
Version String = BIERY API BURRA, BUESEZOSIEPAS LTS E] Version AiBE, BlUI=ARSS 5094 2017-03-12,
RS - B e EX 163 T1 #£319m
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SHER ESid) ik R

&2 . BaisziF HmacSHA256 #1 HmacSHAL, RAEEIES%9 HmacSHA256 Bt , (%A

Si tureMethod Stri &
\gnaturelvietho M9 T HmacSHA256 EEMITFES , EAbERISER HmacSHAL IESE,

IFEHIERATRAY Token , FRESIGIER—RMERM. IGRIEET Token FERZHAERIRSAEBRORN. K

Tok Stri =
oxen M9 F gpmemrems Token ,

HiEGIER

e (Region ) EIEYBEAIEIREHOAIMIEXI., tcecloudZMIIEREIEZ AFEERE , MIEFRMESHERATEERNREMAISENR. N TREAEE. &
BN EIEE | EERREIEE PR,

ERILABIYE APLEC EIRSIR EESARtETIR.
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I SEHATE: 2024-10-18 10:38:29

1. EgOfEA

ZEOBEKER © monitorapi3.finance.cloud.tencent.com,
BEERR RN ENTSR
EUMZEOIERIERRE : 200R/F0,

FEOEFATE : 2021-03-12 12:00:48,

FEOREIESE NEN,
2. NS
LINERSHFIRNGIE T ROBRSEFED AHSH , RBEAHSHGIRNAHLERSL,
SHETR Wik FeEENULL &Sig)
Action =2 =S String
Version ] S String
Region = & String
Groupld =2 5 Int64
InstanceGroupld 5 S Int64
Dimensions &= & Array of BindingPolicyObjectDimension

=itz ( BARAD)

NHESE, AEOEYE : 2018-07-24

)\

>
H
W
&

. HUF ERSTSHOMIEBIZ=(TODO)
S5 4ALd
SEfI534EID

FEHEINSREERER

Module = S String WiE, EEE"monitor”
Policyld = & String HERRKID |, [FRLLFERATGrouplde[fE NER(E
A "
3. MHESE
SEER il A
Requestld String W—1EK ID , &XiEkESIRE., EMRENEEREZRIEKE Requestld,

4. $EIR

ZEOSE R SSZERRAIEIRTG , BEthEHREFE N AR,
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ERITEFATE: 2024-10-18 10:38:29

1. BgOEA

ZEOEKER © monitorapi3.finance.cloud.tencent.com,
BIEEERIENR
BOABECEIIREERE : 200%/FD,

EEOEATE : 2022-07-25 20:37:38,

== (BARAD)

FEOREIEE NEAN,

2. NS

INBREHFIRIGIL TEOBRSEFED AL, RBAHSHGIRIAHISRSE,
SEER Wik FEFNULL ESidl A
Action 2 &5 String nNHESE | AZOEYE : CreateAlarmNotice
Version 2 & String NHESE, AEOBYE @ 2018-07-24
Region = & String NHBH, FEFRSHSHIHBIRFIZR(TODO)
Module 2 = String HEERE | XEE"monitor”
Name = B String IBRIENRETR 60FFFLAR
NoticeType = B String BANZEEY ALARM=3KIREIEH] OK=EIREEH ALL=EFEBAN
NoticeLanguage =2 & String BFHES zh-CN=r3Z en-US=83Z
UserNotices & & Array of UserNotice APEs &5
URLNotices = = Array of URLNotice EIEE 231
ExtraChannels & & Array of String HplEATHEREESIZR
BigCustomerNotices & & Array of BigCustomerNotice KEFBM HZ11D

3. MHESE
SHER &S] ik
Noticeld String HZBRNEIRID
Requestld String W—iEK ID , ®RIEkERE. BTG TEERMZRIEKA Requestld,

4. $EIRD
AR T O SSZERXAMERD , EERIGIFERN A HLERE,
FHIRAG

InvalidParameter
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FEIRMG fk
InvalidParameterValue

AuthFailure.UnauthorizedOperation

InternalError

ResourceNotFound

FailedOperation
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EBRITEFATE: 2024-10-18 10:38:29

1. gOEA

ZEOEKER © monitorapi3.finance.cloud.tencent.com,

BN A

EUAZECIBIORERIRE] : 200R/50,

EOEHHESE : 2020-12-01 11:34:23,

OB ER XN,

2. NS

LINERSHFIRNGIE T ROBRSEFE D AHSE

SHER

Action

Version

Region

GroupName
ViewName

Projectld
ConditionTempGroupld
IsShielded

Remark

InsertTime

Conditions

EventConditions
Module

BackEndCall

IsUnionRule

3. S

SHETR ES
Groupld

Requestld

i

Int64

String

o

o oy oy

oy

iy

il

o

o

WRFRE - BRmERMEX

N

FEFFNULL 23

& String

& String

= String

& String

&5 String

S Int64

& Int64

= Int64

& String

= Int64

= Array of
CreatePolicyGroupCondition

a é:tre?:efolicyGroupEventCondition

& String

= Int64

= Int64

)

B IhAIRAR AL

=itz ( BARAD)

NHESE, AEOBYE : 2018-07-24

b
i
o
g

5, IR RSHOMESIZR(TODO)

PERARBIR

RIRARBERISTR  SEEREIE , ATRMEAN
RISERTBINEL | SHTERIRE

HRhRARER AL, B EROUER A R EE

REFMRIRA , ORTAFR , 1T AERIAN0
RIBENEIERER

NS, BAETCAUNXETER | MENHRE SR EIETS

RIRAHRISIESZERN

SRESE RIS E AN

EE{E , 79"monitor"

EEAEREARE. SENHEALN , EERBERIEMR I
NEFE A\ ConditionsL AR EventConditions=2E&

NS EMNREERR , ORTHEHN(HEESHNMEE) |
1FRTREMN (BRATEMNZ EE)

E—ER ID , SRIEREPRE., EARNFERIZRIBERA Requestld,
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4. $EIRAD

UG T O SSIBIERRAIEIRD , BtERIGIFENAHER,

FEIRTY

InternalError
InvalidParameter
FailedOperation
MissingParameter
UnknownParameter
UnauthorizedOperation
UnsupportedOperation
ResourceNotFound
LimitExceeded
ResourceUnavailable
Resourcelnsufficient
FailedOperation
ResourcelnUse

ResourcesSoldOut
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EBRITEFATE: 2024-10-18 10:38:29

1. BgOEA

ZEOEKER © monitorapi3.finance.cloud.tencent.com,

ISR S B AIER
FAZOIEIIREIRS : 200%/70,
EOEHHESE : 2021-03-31 11:10:40,

RO ER XN,

2. NS

LINERSHFIRNGIE T ROBRSEFE D AHSE

SHER Whise FBEFNULL
Action = =
Version = B
Region = B
Module 2 &
Noticelds j=3 a
A 74

3. WS
SEER it A
Requestld String

4. 5=

N
String
String
String
String

Array of String

UG T O SSIBIERRAIEIRD , BERIGIFEN A==,

IR
InternalError
InvalidParameter
ResourceNotFound
FailedOperation

AuthFailure.UnauthorizedOperation

WS : BRmEmEX

NS, AZEOBYE : DeleteAlarmNotices
RESE, AEORYE - 2018-07-24
REBY, FERF W RSHMIRZIZRTODO)
BHRE |, IXEE " monitor”

HEEAMERIdTIZR
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1. BgOEA

ZEOIEKER © monitorapi3.finance.cloud.tencent.com
il |

BONEMIESIREIRSE] : 2007/,

EOEFRASE : 2020-11-30 19:34:04,

RO ER XN,

2. NS

°

INBREHFIRIGIL TEOBRSEFED AL, RBAHSHGIRIAHISRSE,
SEER WhisE FEFNULL B3] A
Action =2 & String NHSE, AZOEUE : DeletePolicyGroup
Version 2 & String NHSE, AEOBE : 2018-07-24
Region 2 RS String NHSE, FEFTRIFNHEFIZR(TODO)
Module 2 & String EE{E , 79"monitor"
Groupld 2 & Array of Int64 FE84AId

3. S
SHER &Sic) R
Requestld String W—iEK ID , ®RIEKRERE. ERIARIEEREIZXIERE Requestld,

4. EiRES

UG T O SSIBIERRAIEIRD , BERIGIFEN A==,

IR

InvalidParameterValue

InternalError
InvalidParameter.InvalidParameterParam
InvalidParameter.InvalidParameter
InvalidParameter
InternalError.ExeTimeout
FailedOperation

MissingParameter
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UnknownParameter
UnauthorizedOperation
UnsupportedOperation
ResourceNotFound

LimitExceeded

ResourceUnavailable

Resourcelnsufficient

FailedOperation

ResourcelnUse

DryRunOperation

ResourcesSoldOut
LimitExceeded.MetricQuotaExceeded
FailedOperation.ServiceNotEnabled
FailedOperation.AlertPolicyCreateFailed
FailedOperation.DbRecordCreateFailed
FailedOperation.DbTransactionBeginFailed
FailedOperation.DbRecordDeleteFailed
FailedOperation.DbQueryFailed
FailedOperation.DbTransactionCommitFailed
FailedOperation.DbRecordUpdateFailed
AuthFailure.UnauthorizedOperation
FailedOperation.DuplicateName
FailedOperation.DruidQueryFailed
FailedOperation.DimQueryRequestFailed
FailedOperation.AlertPolicyDescribeFailed
FailedOperation.AlertPolicyDeleteFailed
FailedOperation.AlertPolicyModifyFailed
FailedOperation.AlertTriggerRuleDeleteFailed

FailedOperation.AlertFilterRuleDeleteFailed
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1. gOEA

ZEOEKER © monitorapi3.finance.cloud.tencent.com,
RIEUAZ VNS REFERMSIE) (SEEE )
BUABECESSRERIRS) : 200%

EOEFHESE : 2022-10-24 15:08:03,

LY )

== (BARAD)

REOBRINES B Y,
A s
2. WMASE]
LAITERSHFGIFRNGE TEROBERSENE O LS, REAHSHEPIRIAHLERSE,
SHETR Wik FSFENULL SRR A
Action =2 5 String NHBE, KZOEYE : DescribeAbnormalObjects
Version 2 & String PHSE, AEOBYE : 2018-07-24
Region 2 & String NHEHBH, FERFRSHSHIHBIEFIZR(TODO)
Module 2 S String EE{&E , 3"monitor"
ViewName — S String HEERIZFR
StartTime S S String tCeaRdiE |, #8=:"2019-01-01"
Projectlds S & Array of InRid%IFE
= = Int64
. FERE , "all"RRBLGI , "abnormal" FBREFELA ( FEFRIKE ) |, "warning"RRERE
AbnormalStatus =~ & = Strin =
= |7 g S ((SEERE )
GroupBy B = String BAELR , MEFRALR |, "instance" RNRLFLCR
Dimensions & & String RIS | jsonZ=RFER
A ss,
3. mHES%
SEEMR it A
ThresholdObjects DescribeAbnormalObjectsThresholdObject IBIFEZERENSRIIR
EventObjects DescribeAbnormalObjectsEventObject FREGEERENRYIE
Requestld String W—iEK ID , ®RIEKREPIRE]., EUIIRATSERHIZRIERKA Requestld,
H >3
=X

UG T 52O SSIBIEaRAIEIRD , BthERIGIF N AR,

FEIRI
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HIRD #

5

InvalidParameterValue

InternalError
InvalidParameter.InvalidParameterParam
InvalidParameter.InvalidParameter
InvalidParameter
InternalError.ExeTimeout
FailedOperation

MissingParameter

UnknownParameter
UnauthorizedOperation
UnsupportedOperation
ResourceNotFound

LimitExceeded

ResourceUnavailable
Resourcelnsufficient

FailedOperation

ResourcelnUse

DryRunOperation

ResourcesSoldOut
LimitExceeded.MetricQuotaExceeded
FailedOperation.ServiceNotEnabled
FailedOperation.AlertPolicyCreateFailed
FailedOperation.DbRecordCreateFailed
FailedOperation.DbTransactionBeginFailed
FailedOperation.DbRecordDeleteFailed
FailedOperation.DbQueryFailed
FailedOperation.DbTransactionCommitFailed
FailedOperation.DbRecordUpdateFailed
AuthFailure.UnauthorizedOperation
FailedOperation.DuplicateName
FailedOperation.DruidQueryFailed
FailedOperation.DimQueryRequestFailed
FailedOperation.AlertPolicyDescribeFailed

FailedOperation.AlertPolicyDeleteFailed
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HIRD fix
FailedOperation.AlertPolicyModifyFailed

FailedOperation.AlertTriggerRuleDeleteFailed

FailedOperation.AlertFilterRuleDeleteFailed

FailedOperation.DruidTableNotFound

FailedOperation.DivisionByZero
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REVFEEMFIR

EOAZELIBSRERIRE] « 200R/50,

EOEFRASE : 2020-03-01 17:38:44,

FEOBRIESE L,
A s
2. MANBE
UTERSEFIRGIH T EOBKSHER o HESE
SHER Wk SSIFNULL 288
Action =2 5 String
Version = &= String
Region = a String
Module =2 5 String
StartTime 5 &= Int64
EndTime = = Int64
Limit & = Int64
Offset B a5 Int64
UpdateTimeOrder & S String
OccurTimeOrder " B String
. Array of
AccidentT & &
ccidentType & i Int64
. Array of
AccidentEvent & &
ccidentEven & & Inte4
. Array of
AccidentStat & &
ccidentStatus & & Intée4
AccidentRegion 5 5 Arr.ay of
String
AffectResource B & String

3. IS

SHER
Alarms

Total

%

Int64

WRFRE - BRmERMEX

DescribeAccidentEventListAlarms
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REBY, FNFRESHIMIREIZRTODO)
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BHER i) A
Requestld String W—iEK ID , ®RIEREPIRE]., EAIURAEERZRIEKRKE Requestld,
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4. %EIBEEE.,J

PUIMRGIH T #2OM SSIBIEaRAIEIRD , EthERIGF N ARG,
FEIRI R
InvalidParameterValue
InternalError
InvalidParameter

LimitExceeded
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EOBERER : monitor.api3.finance.cloud.tencent.com,

IRELFHUBSEARZS
EUAZEDIBSSRERIRE] : 200R/50,

FEOSFEHATE : 2022-08-27 21:47:02,

FEOBRIOEE WA,
A s
2. WMANSE
LINBREHFIRIGIL TEABRSEFED NS, REAHSHIIRIA
SHETR Witk FEYFNULL
Action =2
Version = =
Region = B
Module 2 &
StartTime j=3 &
UnlnstancelDs 2 =
EndTime &5 &
A s
3. S
SHETR ESit]
Data DescribeAgentStatusHistoryData
Requestld String
:H:‘l:l
4. $EiR15

UG T # O S5 BEERAIEIRD | EthiERISIED
SRR
InternalError
InvalidParameter
FailedOperation
UnauthorizedOperation

UnsupportedOperation
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String
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Array of String
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HERSH,
R
AHSE, AEOBYE : DescribeAgentStatusHistory
PHSE, AEOBYE : 2018-07-24
KIS, FNFRSISHMIRFIZR(TODO)

EE{E , monitor
HifFFAATE
SCHIDFIZE

EiFLIERE

W—ER ID , BREREBLRE, EDREHRERFIZRIBERAT Requestld,

AR SN

%178 ™

#3191



X BIHSTCE Uk (BARAD )

Hishg ik

FailedOperation

2 0- LI

WS : BRmEmEX %179 T #319m|

\|



O BASTCE

ISR a: 2024-10-18 10:38:29

L. O

EOBEKRER . monitor.api3.finance.cloud.tencent.com,
HE2.0-FERBIIE

EONEIESIRERIRSE] - 200%/F5.

FEOEHATA : 2023-01-17 15:40:22,

EOBFIRESE N,

2. NS

UTERSEFIRMNGIE T ROBRSEFED ALY, B LS

SHER Wk AIENULL 368

Action p<=3 & String

Version = & String

Region = &= String
PageNumber S E Int64

PageSize & & Int64

Order S & String
StartTime & & Int64

EndTime S & Int64
MonitorTypes & & Array of String
AlarmObject & & String
AlarmStatus & & Array of String
Projectlds 5 &g Array of Int64
InstanceGrouplds ES & Array of Int64
Namespaces S a

PolicyName S & String

Content S E String
ReceiverUids S S Array of Int64
ReceiverGroups &= &= Array of Int64
Module =2 E String
Policylds & & Array of String
MetricNames S a Array of String
Uniquelds S & Array of String
Dimensions S & String

WRFRE - BRmERMEX

MonitorTypeNamespace

=itz ( BARAD)

HOVRMATERSEL,

AHSE, AEORYE : 2018-07-24

HEH, FIFRSIFIMIEEIZR(TODO)

>

T, M1 FHATHER, BOA 1

BRYEE |, BYEL~100 , FRIA20
EOMREIR IR EMEIFRHES] "ASC" =1EFF "DESC" =¥
fEyaRtiE , BUA—RATAIATIEEL

LETRAYIE) , BRIA S RIRTEIRL

TRIB ISR MEBIABRERE "MT_QCE" === R
"MT_CUSTOM" =X 5#= "MT_PROME"=prometheusii&iz

IR EENRITIR FRAREEER

IREEEREITIR ALARM=RKE OK=E&E NO_CONF=E5 NO_DATA=
HEAR | MESAERE

IRIEREDITE , -1="-"TNH 0=EAE
HRABSCAIBIDIT
IRIESRERRES IR

IRIERER RS R
IR ENDRHIER
IRIERE AR

IRER AR

EE(E . /3"monitor”

IRIE RIS 1d FIRER
IREEIR RIS
IRIEEESLA) Uniqueld 3R

SLHIREERER

6180 1 #319m

\|



X BIHSTCE Zists (BARAD )

3. S

SHER ESidl R

TotalCount Int64 B

Histories AlarmHistory EE AT

Requestld String WE—EK ID , ®RiEkESRE, ENORNREREHZRIERE Requestld,

4. $EIRAD
UG 7 # O SSIBIERRAIEIRD , BtERIGIFE N AR,
tHIRI ik
InternalError
InvalidParameter
LimitExceeded
InvalidParameterValue

MissingParameter

WS : BRmEmEX %181\

\|
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O BASTCE ZUsi ( BARAD )

ERRMERERAFS

ERITEFATE: 2024-10-18 10:38:29

1. BgOfEA

ZEOIEKER © monitorapi3.finance.cloud.tencent.com,
ERRMNEIIERAES
BN OESRIERIR S © 200%/%D,

EOEFRASE : 2021-03-16 18:31:33,

OIS E N SN,
A s
2. NS
UFERSEFIRGIH T EOBKRSEFLOLNLSH , TEAHRSEGIRDN A ALERSE,
SHER D% vit FOUFNULL ESit) £
Action 2 & String nNHEEE | AEZEOEYE : DescribeAlarmNotice
Version = & String ANHESE, ANEOBYE : 2018-07-24
Region = S String AHSE  FENFERSIEHMESIZR(TODO)
Module 2 S String &2 |, IXBEIE"monitor”
Noticeld 2 S String EEZBAIENR id
A g
3. BiHS
SEER il A
Notice AlarmNotice EEBIEIRIFHES
Requestld String HW—FK ID , XIERESIRE]., IR RERHIZRIERA Requestld,

4. $ERAY
AR T O SSBIERRAMEIRD , EfhERIGIFEN A SR,
FEIRIG R
InternalError
InvalidParameter
ResourceNotFound
FailedOperation
UnsupportedOperation
AuthFailure.UnauthorizedOperation

InvalidParameterValue

\|

WIS : B emEX %6182 1 H#319m



O BASTCE ZUsi ( BARAD )

EiEKS TR RIEURLYIER

ERITEFATE: 2024-10-18 10:38:29

1. #FOfA

ZEOiEKER © monitorapi3.finance.cloud.tencent.com,
SR E AR B EEURL
FRIAZEOIEIIREIRS : 200%/70,

EOEFHAE : 2021-03-01 14:40:46,

EOBEIRESE N,

2. NS

IUTERSEGIFRGIH T ROBEREHFDDO AHEH , TEAHSHGIRNA TGRS,

SHER D% vict FBEFNULL it £
Action =2 & String nNHE2E | AEZEOEYE : DescribeAlarmNoticeCallbacks
Version 2 S String NH2E, AEOEYE : 2018-07-24
Region = ) String AHSBH  FERFERSIFMERFIZR(TODO)
Module 2 & String &= |, IXEIE"monitor”
A s
3. BiHS
SHER il A
URLNotices URLNotice EEEEEH
Requestld String H—iEK ID , XEKRESIRE, EAIRRRATEERHEIZRIEKAY Requestld,

4. $EIRD
AR T O SSEBERXAMERD , BEhRRIGIFRN A HLERD,
HiRhg fEk
InvalidParameter
InvalidParameterValue
UnsupportedOperation
AuthFailure.UnauthorizedOperation
InternalError
ResourceNotFound
FailedOperation

MissingParameter

WIS : B emEX 6183 1 #319m

\|



O BASTCE

EREAIRRSIZR

EBRITEFATE: 2024-10-18 10:38:29

1. BgOfEA

ZEOIEKER © monitorapi3.finance.cloud.tencent.com,

EiREBrERT IR

EUAZECIBIORERIRE] : 200R/50,

EOEHAE : 2022-11-22 16:04:12,

FEOBRIaEE N,

2. MANSE

IUMERSHFIRRFIH TROBRSEFE O RS,

SHETR
Action
Version
Region
Module
OwnerUid

Name

ReceiverType
Userlds

Grouplds

PageNumber
PageSize

Order

AMPConsumerlds

Noticelds

3. HiHESE

SHER
TotalCount

Notices

WEE  AFNULL
ZEE =
=

= B
2 S
2 &
= =
= =
(==} (==}
= =
[==} (==}
= =
[==] (==}
B =
2 &
=]

f= &
2 S
= =
[==] A
= =
[==} (==}

ESit]
Int64

AlarmNotice

WS : BRmEmEX

String
String
String
String
Int64

String

String

Array of
Int64

Array of
Int64

Int64
Int64
String

Array of
String

Array of
String

.

ik
B8

==X
=

HEEERT IR

AR DEL

=itz ( BARAD)

NHESE, AEOEYE : DescribeAlarmNotices
AHSBE, AEOBYE : 2018-07-24

HBH, FRFRSIFEFIZR(TODO)

>

&R |, IXEIE"monitor”
FMKS uid FAFEIETuLER
EEBAMEIRETR FRIEMHEER

REEREAS RS EENIERE2EEEAAF2E USER=FF GROUP=RFA E==14%
BAILE

EELSEYIES

REleRs IR

TS &Nl
STRA/N 1~200

REFEAHEF S ASC=1E DESC=£IF

TRIBfEE amp consumer id FIZRiTiE , EE=REE

IRIEEAIER id 1378, =HER/AMENRLE

%6184 1 H#319m

\|



X BIHSTCE Zists (BARAD )

SHER i) i)
Requestld String KE—EK ID , ERIERESIRE], DR FRERHIZRIERAY Requestld,

4. FEIRID
AR T O SSBIERXANEIRD , BfhiERIGIF N A SR,
AR fk
InternalError
InvalidParameter
ResourceNotFound
FailedOperation
UnsupportedOperation
AuthFailure.UnauthorizedOperation

InvalidParameterValue

WS : BRmEmEX 25185 @ #319m|

\|



O BASTCE

EEERREYIR

ERITEFATE: 2024-10-18 10:38:29

1. BEOEA

EOBERER : monitor.api3.finance.cloud.tencent.com,

EiRELRIIIER

EOAZELIBSRERIRE] « 200R/50,

EOEHATE : 2022-06-28 11:20:11,

EOBEIRESE N,

2. NS

=54 ( BARAD )

IUERSEFIFRGIH T ROERSEFNDDI AHEH , TEAHSHGIRNA TGRS,

SHETR
Action
Version
Region
Module
PageNumber
PageSize

PolicyName

MonitorTypes

Namespaces

Measurements

Dimensions

ReceiverUids

ReceiverGroups

PolicyType

Field

Order

Projectlds

AlarmStatus

WS : BRmEmEX

=
=

=]
=

]

ali

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

FEEFNULL

=

of o o oy oy

iy

iy

iy

iy

iy

iy

iy

i

i)

iy

iy

iy

String
String
String
String
Int64
Int64
String

Array of
String

Array of
String

Array of
String

String

Array of
Int64

Array of
Int64

Array of
String

String
String

Array of
Int64

Array of
Int64

Tk
+t

H2% , ANEOBYE : DescribeAlarmPolicies

>

D\

“H2E, AEOEYE @ 2018-07-24

24, FIFRSIFEEIZR(TODO)

>

EEE , 9"monitor”
TUEL, M 1 FRRTHES, BOA L
BRA9EE , BYEL~100, EAIA20

R B MEREER

IREI SR AT IR NEEOAERTERE "MT_QCE == Rz

RER R

TRIEEREEAY (viewName ) 38 ( =R )
HEWIERHIR

RIEERIAIER

TRIE RS R

IRTEEOA SRR Tl MERRE AN DEFAULT=/RREIASES NOT_DEFAULT=/R3F
BROAZRES

HF=EL
HEFIRRE : FHE : ASC p& : DESC

mEid#AE

FRER . BF.1:BR0: ELE

26186 1 #3191

\|



O BASTCE

SHETR AT
Noticelds 5
RuleTypes B
Enable a5

NotBindingNoticeRule a
InstanceGroupld =
ConditionTemplateld &
Like a
Limit S
Offset =
A g
3. S
SEEMR el
TotalCount Int64
Policies AlarmPolicy
Requestld String
H >
4. $EiR5

UG T 5O S5iBAE R ATEIRED | EAhERIGIFEL

FEIRTY
UnsupportedOperation
InternalError

FailedOperation

WS : BRmEmEX

FEFNULL 23

=
=

iy

iy

o oy o o o

i

Array of
String

Array of
String

Array of
Int64

Int64
Int64
Int64
String
String

Int64

ik
RIRISEY
SREREA

E—ER ID , SRERESIRE. EAETFERIEZRIFRA Requestld,

NHEEIRAS.

i3]

g

HEBEHMIdFIR

IRER RS MERRE AR STATIC=R7E
BERIE

BfE. 1:BR0: =1k

EAAREEEMNHN , 1: K&, 0: BE
SEfRid

FHEMRId

TRRATCED

PR

R E

== (BARAD)

B DYNAMIC=ERiE

%187

#3191



O BASTCE

NEFrE R F=E

EBRITEFATE: 2024-10-18 10:38:29

1. BgOEA

EOBERER : monitor.api3.finance.cloud.tencent.com,
HEFrERF=E

BONEMIESIRERIRSE] - 200%/FD.

EEOEHATE : 2022-10-27 19:42:25,

RO ER XN,

2. NS

IUERSEIIFRGIH T ROBERSHFDO RS, TBAHS

=

SHETR Wik FRIFENULL R
Action 2 & String
Version P = String
Region = & String
SceneType = & String
MonitorTypes B B Array of String
Ids & & Array of String
Module =2 & String

3. S
SHER ESidl
QceNamespaces CommonNamespace
CustomNamespaces CommonNamespace
CommonNamespaces String
CustomNamespacesNew String
QceNamespacesNew DashboardNamespace
Requestld String

4. SERD

ZEOSE R SZERRAIERT | EthiHREFERL

WRFRE - BRmERMEX

AR,

\;

== (BARAD)

HPVRM NSRS,
fik
#He

t2% , AEOBYE : DescribeAllNamespaces

>

HS8, AEOEYE : 2018-07-24

>

HEY, FIFRSESIZR(TODO)

>
§

RIBIEIRSEENTIE "ST_DASHBOARD === iz "MT_CUSTOM" =B & X 51z
fRiEnamespacefiIdidiE MERIAEIARE
RABEEHEIEYE "ST_DASHBOARD" =Dashboard2:8: 5 "ST_ALARM"=

EE(E , J9"monitor"

Tk

SRR TR

BENM tEEaa =
CommonNamespaces
CustomNamespacesNew
QceNamespacesNew

E—iER ID , SRIEREPSRE., EARNFEREZRIERA Requestld,

%188

g
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O BASTCE

IRINER SRS

ERITEFATE: 2024-10-18 10:38:29

1. BgOEA

ZEOiEKER © monitorapi3.finance.cloud.tencent.com,
IREVERHEIRES

EONEMIESIRERIRSE] - 200%/FD.

EOEFRASE : 2021-03-31 19:56:55,

RO ER XN,

2. WA

UTNBREHFIRIGIL TEOABRSEFRD RHEEH , RBAHSHGIRIAHISRSE,
SHETR Wik FEVFNULL ESit) R
Action 2 5 String NS ANZOEYE : DescribeBaseMetrics
Version 2 B String AHSE, AEORE : 2018-07-24
Region 2 S String AHBE, N RZESRBERFIZR(TODO)
Namespace 2 S String M=z
MetricName S S String s

3. IS

SHER il A
MetricSet MetricSet EEERIRERRMEIRTIZE
Requestld String KE—iEK ID , BIRERESRE], EAINRRATHEREIZRIEKE Requestld,
H >
4, %EBE

ZEOE RS BIERERAEIRG | EbERIFENATEIRG,

WS : BRmEmEX

== (BARAD)

%189
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O BASTCE

SRENEALSEESIR

EBRITEFATE: 2024-10-18 10:38:29

1. BgOEA

ZEOiEKER © monitorapi3.finance.cloud.tencent.com,
IREVERH SRS IR

EUAZECIBIORERIRE] : 200R/50,

EOSEHATE : 2020-09-25 15:17:37,

RO ER XN,

2. NS

LINBREHFIRIGIL TEOABRSEFED NS, T
SHETR Witk FEEFNULL
Action = =
Version = =
Region = B
Module = =
StartTime & &=
EndTime &= &=
Limit S &
Offset = =
OccurTimeOrder & S
Projectlds & B
ViewNames & &=
AlarmStatus S B
ObjLike S B
InstanceGrouplds 5 &5

3. BB
SHETR ESidl
Alarms DescribeBasicAlarmListAlarms
Total Int64
Requestld String

£270

WS : BRmEmEX

String
String
String
String
Int64
Int64
Int64
Int64
String
Array of Int64
Array of String
Array of Int64
String

Array of Int64

sk
=S
s

=% ( BARAD)

NHBHHIRNATIERSEL,

ﬁ’f

Jus
~HS

\

t2¥y , ANEOEYE : DescribeBasicAlarmList

~HESE, AEOBYE @ 2018-07-24

N

AHBEH, FIFESISHIMEEIZR(TODO)
EO&RE |, ZeiEEmonitor

EegaRtiEl , BIA—RRAIRIATEIEL

LEERATIE) , BRIA SRR R

DIRSY , FURERIKE , BYEL~100 , BHA20
DS, WRBE . MOFFIATHEL , BAUAO

RIERERS AR | BUEASCELDESC
RIEIMBAIDTIE

IRERERSREUSIR

RS ERSITR
REEENSITIR

HRYESLBILRIDIT

HE—EK ID , 8RIERESIRE, ERIT@ENFREREIZIERE Requestld,

6190 T #319m
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UG T O SSBIERRANEIRD , BtbERIGIFE N A SR,
PR Tk
InvalidParameterValue
InternalError
InvalidParameter
MissingParameter

LimitExceeded

WS : BRmEmEX 2191 Tm #319m|
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X BIHSTCE

SRENESPERYIZER

ERITEFATE: 2024-10-18 10:38:29

1. BgOEA

EOBERER : monitor.api3.finance.cloud.tencent.com,

RENEYENIRTIZ
FRIAZEOIEIIREIRS : 200%/70,
BEOFEHRATE : 2022-11-22 16:13:15,

BRORBERTEN,

2. NS

LITNERSEFIRMNGIE TROBRSEFE D AHSE

SHETR Wik FSFNULL KR

Action =2 E String
Version = & String
Region = & String
Module = = String
Groupld =2 & Int64
Limit & & Int64
Offset & & Int64

Array of

Dimensions & =

TR

DescribeBindingPolicyObjectListDimension

3. BIHSE
SHETR ESis) fk
List DescribeBindingPolicyObjectListInstance SBERIRTSRILBIFIZR
Total Int64 SPERINISRLAISEL
NoShieldedSum  Int64 KRNI SLAIES
InstanceGroup DescribeBindingPolicyObjectListInstanceGroup SBERISLEIDEEE |
Requestld String

4. $EIRMG

=54 ( BARAD )

B
£ B

RHSE, AROBUE
DescribeBindingPolicyObjectList

\J

/,

NHESEH, AEOBYE @ 2018-07-24
AHBE , FNFERIFMERFIZE(TODO)

EEE , 79"monitor”

TUREIRGEE | BYEL~100 , BA20

(=
DISE , WRBE , NOFFHATTHEL , BUAO

I RAVHEEER

IREEBESLGIS BN =

H—iEX ID , BRIEREPRE., EAERFEERIZRIERAT Requestld,

UG T 5O S aRRIEIRD , BthERISiIF N AR,

FEIRIG

WRFRE - BRmERMEX

%6192 T #319m

\|



X BIHSTCE Zists (BARAD )

FEIRMY .

=4

InvalidParameterValue

InternalError
InvalidParameter.InvalidParameterParam
InvalidParameter.InvalidParameter
InvalidParameter
InternalError.ExeTimeout
FailedOperation

MissingParameter

UnknownParameter
UnauthorizedOperation
UnsupportedOperation
ResourceNotFound

LimitExceeded

ResourceUnavailable
Resourcelnsufficient

FailedOperation

ResourcelnUse

DryRunOperation

ResourcesSoldOut
LimitExceeded.MetricQuotaExceeded
FailedOperation.ServiceNotEnabled
FailedOperation.AlertPolicyCreateFailed
FailedOperation.DbRecordCreateFailed
FailedOperation.DbTransactionBeginFailed
FailedOperation.DbRecordDeleteFailed
FailedOperation.DbQueryFailed
FailedOperation.DbTransactionCommitFailed
FailedOperation.DbRecordUpdateFailed
AuthFailure.UnauthorizedOperation
FailedOperation.DuplicateName
FailedOperation.DruidQueryFailed
FailedOperation.DimQueryRequestFailed
FailedOperation.AlertPolicyDescribeFailed

FailedOperation.AlertPolicyDeleteFailed

WS : BRmEmEX 2193 T #319m|
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X BIHSTCE Uk (BARAD )

HiRhg fk
FailedOperation.AlertPolicyModifyFailed

FailedOperation.AlertTriggerRuleDeleteFailed

FailedOperation.AlertFilterRuleDeleteFailed

FailedOperation.DruidTableNotFound

FailedOperation.DivisionByZero

WS : BRmEmEX 194 Tm #319m|

\|



O BASTCE

i

ERITEFATE: 2024-10-18 10:38:30

1. BgOfEA

ZEOIEKER © monitorapi3.finance.cloud.tencent.com,

EifEErmylR
EUAZEDISISRERIRE] : 200R/50,
EOEHATE : 2022-08-25 14:20:38,

OB ER NN,

2. NS

IIMERSHFIRRGIH T ROERSEFDD TS, TEAHSHGIRDA TGRS,

SHER WATE FEEFNULL ESid] HA

Action 2 &5 String NS, AEZEOEYE : DescribeMonitorProducts
Version 2 & String AHSE, AEOBYE : 2018-07-24

Region =z B String AHSH, HENFRSHFIHRFIZR(TODO)
Module 2 & String EE(E , 79"monitor"

3. iS4

SHER ESidl
ProductList String
Requestld String
H >
HIx

A
IR | json F=FE#

BE—iEK ID , BREREPSRE., EERNFEEREIZRIERA Requestld,

UG T O SSIBIERRAIEIRD , BtERIGIFENAHER.,

iElliE
InvalidParameterValue

InternalError

InvalidParameter.InvalidParameterParam

InvalidParameter.InvalidParameter
InvalidParameter
InternalError.ExeTimeout
FailedOperation

MissingParameter

WS : BRmEmEX

== (BARAD)

%195 ™
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O BASTCE

R

UnknownParameter
UnauthorizedOperation
UnsupportedOperation
ResourceNotFound

LimitExceeded

ResourceUnavailable

Resourcelnsufficient

FailedOperation

ResourcelnUse

DryRunOperation

ResourcesSoldOut
LimitExceeded.MetricQuotaExceeded
FailedOperation.ServiceNotEnabled
FailedOperation.AlertPolicyCreateFailed
FailedOperation.DbRecordCreateFailed
FailedOperation.DbTransactionBeginFailed
FailedOperation.DbRecordDeleteFailed
FailedOperation.DbQueryFailed
FailedOperation.DbTransactionCommitFailed
FailedOperation.DbRecordUpdateFailed
AuthFailure.UnauthorizedOperation
FailedOperation.DuplicateName
FailedOperation.DruidQueryFailed
FailedOperation.DimQueryRequestFailed
FailedOperation.AlertPolicyDescribeFailed
FailedOperation.AlertPolicyDeleteFailed
FailedOperation.AlertPolicyModifyFailed
FailedOperation.AlertTriggerRuleDeleteFailed

FailedOperation.AlertFilterRuleDeleteFailed

WS : BRmEmEX

=itz ( BARAD)

%196 T
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O BASTCE

SRENER S E RIS

EBRITEFATE: 2024-10-18 10:38:30

1. BgOfEA

ZEOIEKER © monitorapi3.finance.cloud.tencent.com,
SREVELAL S SRR S

BONEMIESIRERIRSE] - 200%/FD.

EOEHATIE : 2022-10-27 16:28:47,

FEOBRIaEE N,

2. MANSE

=itz ( BARAD)

IIMERSHFIRRGIH T ROERSEFDD TS, TEAHSHGIRDA TGRS,

SHETR WAl FEFNULL ESi)
Action =2 5 String
Version = & String
Region = & String
Module = = String
A s

3. BiHS
SHER &l i)
Conditions DescribePolicyConditionListCondition =
Requestld String

4. TEIRMY
AR 7 O SSBERXAMERD , ERRIGIFERN A HLERE,
FEIRTY
InvalidParameterValue
InternalError
InvalidParameter.InvalidParameterParam
InvalidParameter.InvalidParameter
InvalidParameter
InternalError.ExeTimeout
FailedOperation

MissingParameter

WS : BRmEmEX

-
v

5>

HS40 , AEOEYE : 2018-07-24
AHBE, FNFERIFIMRFIZR(TODO)

EE{E , /9"monitor"

RERSRMIIE

E—ER ID , SRIEREPSRE., EAENFERIEZRIFRAY Requestld,

%197 ™

\|
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R

UnknownParameter
UnauthorizedOperation
UnsupportedOperation
ResourceNotFound

LimitExceeded

ResourceUnavailable

Resourcelnsufficient

FailedOperation

ResourcelnUse

DryRunOperation

ResourcesSoldOut
LimitExceeded.MetricQuotaExceeded
FailedOperation.ServiceNotEnabled
FailedOperation.AlertPolicyCreateFailed
FailedOperation.DbRecordCreateFailed
FailedOperation.DbTransactionBeginFailed
FailedOperation.DbRecordDeleteFailed
FailedOperation.DbQueryFailed
FailedOperation.DbTransactionCommitFailed
FailedOperation.DbRecordUpdateFailed
AuthFailure.UnauthorizedOperation
FailedOperation.DuplicateName
FailedOperation.DruidQueryFailed
FailedOperation.DimQueryRequestFailed
FailedOperation.AlertPolicyDescribeFailed
FailedOperation.AlertPolicyDeleteFailed
FailedOperation.AlertPolicyModifyFailed
FailedOperation.AlertTriggerRuleDeleteFailed

FailedOperation.AlertFilterRuleDeleteFailed

WS : BRmEmEX

=itz ( BARAD)

%198 I
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X BIHSTCE

SRENERHRIREIFS

RITEFATE: 2024-10-18 10:38:30

1. BgOEA

EOBERER : monitor.api3.finance.cloud.tencent.com,

FRENER SRAS IS
FRIAZEOIEIIREIRS : 200%/70,
EOEATE : 2020-10-12 11:25:49,

RO ER XN,

2. NS

LITNERSEFIRMNGIE TROBRSEFE D AHSE

SHER Wi FEEFNULL
Action = &
Version = a
Region = =
Module = a
Groupld = 5
3. WS4
SHEWR ESidl
GroupName String
Projectld Int64
IsDefault Int64
ViewName String
Remark String
ShowName String
LastEditUin String
UpdateTime String
Region String
DimensionGroup String

ConditionsConfig
EventConfig
Receiverlnfos

Callback

WRFRE - BRmERMEX

N
String
String
String
String

Int64

DescribePolicyGroupInfoCondition
DescribePolicyGroupInfoEventCondition
DescribePolicyGroupInfoReceiverInfo

DescribePolicyGroupInfoCallback

=itz ( BARAD)

NHSE, AEOHYE : DescribePolicyGrouplnfo

H2%, AEOBYE : 2018-07-24

>

AHBE, FENFRZISIRERFIZE(TODO)
EE{E , 3"monitor"

RAgZHId

ik

SRESLEETR
SRERARTERIIAId
RENBARES | OFRTIREOASRE | IRTROARE
pHiESi

SRER A
SRERSEBLETR
RITRIEAIAF uin
RIRERTE)

X ERBE ST AT,
SRERRBUAOYEEDIR
EHEAIIES
RS HNZIER
PRSI

FBREEES

%199 ™

\|
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O BASTCE ZUsi ( BARAD )

SHER ESid) Tk

ConditionsTemp DescribePolicyGroupInfoConditionTpl T e

CanSetDefault Bool RETLIREMEIASRES

IsUnionRule Int64 EREAN

Requestld String W—ER ID , SRIEREPRE. EDRIHEERZRIERAT Requestld,

4. $ERMY
BUFZGI T OSBRI AOREIRAD |, FHEROE A IR0,

IR 1

=4

InvalidParameterValue

InternalError
InvalidParameter.InvalidParameterParam
InvalidParameter.InvalidParameter
InvalidParameter
InternalError.ExeTimeout
FailedOperation

MissingParameter

UnknownParameter
UnauthorizedOperation
UnsupportedOperation
ResourceNotFound

LimitExceeded

ResourceUnavailable
Resourcelnsufficient

FailedOperation

ResourcelnUse

DryRunOperation

ResourcesSoldOut
LimitExceeded.MetricQuotaExceeded
FailedOperation.ServiceNotEnabled
FailedOperation.AlertPolicyCreateFailed
FailedOperation.DbRecordCreateFailed
FailedOperation.DbTransactionBeginFailed
FailedOperation.DbRecordDeleteFailed

FailedOperation.DbQueryFailed

WIS : B emEX 6200 T #319m

\|



O BASTCE

FHIRAS
FailedOperation.DbTransactionCommitFailed
FailedOperation.DbRecordUpdateFailed
AuthFailure.UnauthorizedOperation
FailedOperation.DuplicateName
FailedOperation.DruidQueryFailed
FailedOperation.DimQueryRequestFailed
FailedOperation.AlertPolicyDescribeFailed
FailedOperation.AlertPolicyDeleteFailed
FailedOperation.AlertPolicyModifyFailed
FailedOperation.AlertTriggerRuleDeleteFailed

FailedOperation.AlertFilterRuleDeleteFailed

WS : BRmEmEX

=itz ( BARAD)

%201 ™

\|
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O BASTCE

SRENEH SRR S EHYIFR

RITEFATE: 2024-10-18 10:38:30

1. BgOEA

EOBERER : monitor.api3.finance.cloud.tencent.com,

IREVERSRIR E LAY IR

EOAZELIBSRERIRE] « 200R/50,

EOEFHHESE : 2022-10-24 10:18:55,

RO ER XN,

2. NS

=itz ( BARAD)

IUERSEFIFRGIH T ROERSEFNDDI AHEH , TEAHSHGIRNA TGRS,

SHETR

Action

Version

Region

Module

Limit

Offset

Like
InstanceGroupld
UpdateTimeOrder

Projectlds
ViewNames
FilterUnuseReceiver

Receivers
ReceiverUserList

Dimensions

ConditionTempGroupld

ReceiverType

3. iS4

SHETR ESid)

I BT

oy

iy

iy

o

o

iyl

iyl

oy

WS : BRmEmEX

FEEFNULL

Py

iy

i

o o o o oy

iy

iy

iy

iy

iy

iyl

iyl

iy

String
String
String
String
Int64
Int64
String
Int64
String
Array of Int64

Array of
String

Int64

Array of
String

Array of
String

String

String

String

NHESE, AEOEYE : 2018-07-24

24, FIFESOFEFIZR(TODO)

>

EZE(E , 73"monitor”

DRSH , FREHE , BYE1~100
DS, WREE , NOFIRITEL
RERIREER

SIS 4EId

IREHAEHER, asc 8¢ desc

TRid7ZE
HERIRRETER
EEIRTRRAREE, 1F=RdiE 0ORNNIIE

e, EWRYI=

B, BRATI=R

HREESFR(json=F/FER), FIGN[[{"name":"unInstanceld","value":"ins-
6e4b2aaa"}]

BiRREgAEd, ZNdBESHR
B, B ASE A, userFRNEIIA, groupREIiE

6202 71 #319m

\|



O BASTCE ZUsi ( BARAD )

SEER ESidl i)y

GrouplList DescribePolicyGroupListGroup REELETIZR

Total Int64 SRISLEREL

Requestld String M—iEk ID , &RIEREPSIRE., ERRATHERENZXIERA Requestld,

4. $ERRY
BUFRGI T B S BRI AOREARIS |, FHESORE A IR0,

PR 1t

2

InvalidParameterValue

InternalError
InvalidParameter.InvalidParameterParam
InvalidParameter.InvalidParameter
InvalidParameter
InternalError.ExeTimeout
FailedOperation

MissingParameter

UnknownParameter
UnauthorizedOperation
UnsupportedOperation
ResourceNotFound

LimitExceeded

ResourceUnavailable
Resourcelnsufficient

FailedOperation

ResourcelnUse

DryRunOperation

ResourcesSoldOut
LimitExceeded.MetricQuotaExceeded
FailedOperation.ServiceNotEnabled
FailedOperation.AlertPolicyCreateFailed
FailedOperation.DbRecordCreateFailed
FailedOperation.DbTransactionBeginFailed
FailedOperation.DbRecordDeleteFailed
FailedOperation.DbQueryFailed

FailedOperation.DbTransactionCommitFailed

WIS : B emEX 6203 T #319m

\|
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FERTD 1t

B

FailedOperation.DbRecordUpdateFailed
AuthFailure.UnauthorizedOperation
FailedOperation.DuplicateName
FailedOperation.DruidQueryFailed
FailedOperation.DimQueryRequestFailed
FailedOperation.AlertPolicyDescribeFailed
FailedOperation.AlertPolicyDeleteFailed
FailedOperation.AlertPolicyModifyFailed
FailedOperation.AlertTriggerRuleDeleteFailed

FailedOperation.AlertFilterRuleDeleteFailed

WS : BRmEmEX 25204 TW #319m|

\|



O BASTCE

SREmS 4y

EBRITEFATE: 2024-10-18 10:38:30

1. BgOEA

EOBERER : monitor.api3.finance.cloud.tencent.com,

D TGRE = mEH95 IR
EUAZECIBIORERIRE] : 200R/50,

EOEATE : 2020-01-02 10:12:28,

RO ER XN,

2. NS

IUMERSHFIFRFIH T ROBERSHAED RS, TBAHSHGIRIAH

SHETR
Action
Version
Region
Module
ProductName
EventName

Instanceld

Dimensions

RegionList

Type

Status

Project
IsAlarmConfig
TimeOrder
StartTime
EndTime
Offset

Limit

3. S

WhisE
=
=
=
=
=
=
=
=
=
&)
=
[ )

=
[=]

iy

iy

iy

|

I I D 1 I i i 1|

iy

FREFNULL

=@

iy

iy

iy

M

iy

iy

iy

o

iy

I I 7 D 17 I R B |

iy

WRFRE - BRmERMEX

String
String
String
String
Array of String
Array of String
Array of String

Array of

DescribeProductEventListDimensions

Array of String

Array of String

Array of String

Array of String
Int64
String
Int64
Int64
Int64

Int64

=54 ( BARAD )

BRESH,

B

&
t

L2380 , AEOBYE : DescribeProductEventList

B

HS4 , AEOEYE : 2018-07-24

5>

HEH, FRIFRSIFEFIZR(TODO)

>

BEOBRE | EEE"monitor”
FEREELTE | i ovm "R RTIRS SR
EHEFRLIE | tban"guest_reboot" R 2SER

EXISR , tbadins-19708ino
HEREITIE | EbansmIIP:10.0.0.1

Wi , Eeingz

E{HREYTE |, BUESBE['status_change”,"abnormal"] , 31T
SEE. FESEH

FHPREILIR , BUESBE recover”,"alarm”,"-"] , RIFTEWRE.

BIDE

HERSREDLR , 1RTCEE  0FFARRE
ZEFISEHE | ASCRAFR , DESCERTIER , BUADESC
i2gaRda) , BIA—RAUARTAIEL

Z5ERAdA) , BIA SRR AR

REE , BOA0

BRIREIRVEE  B0A20

26205 1 #319m

\|
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SHETR ESidl

Events DescribeProductEventListEvents
OverView DescribeProductEventListOverView
Total Int64

Requestld String

4. iRt

R

ES LIPS
St
HHEH

=itz ( BARAD)

E—IEK ID , SRIERERE., EUAREFEREEZXIERAI Requestld,

PUIMRGIH T #OM SSIBIEaRAIEIRD , EthERIGF N A H SRS,

IR

InvalidParameterValue

InternalError
InvalidParameterInvalidParameterParam
InvalidParameter.InvalidParameter
InvalidParameter

MissingParameter

LimitExceeded

WS : BRmEmEX

%6206 @

\|

£319m



O BASTCE

RIEE M SR 24/ B R R IE g1t

EBRITEFATE: 2024-10-18 10:38:30

1. BgOfEA

ZEOIEKER © monitorapi3.finance.cloud.tencent.com,
RIEE M S4B B R gt
BONEMIESIRERIRSE] - 200%/FD.

EOEFATE : 2022-08-31 15:04:45,

FEOBRIRES B L,
A s
2. ANSH
LUIFERSEFIRGIH T EOBSKSEFBO QLS TEAHRSHIIE
SHETR WAl FEFFNULL ESi)
Action 2 & String
Version = &= String
Region = a String
Module 2 & String
ViewName E & String
AllRegions a S Int64
Projectlds & a Array of Int64
A s
3. mHESE
SHER &l 00
List ProductHealthStatus B mARERIRSTIE
Requestld String HE—iE
H >
4. %EEE

PAMYBH 7 O SZERXAMERD , BEhERIGIFENAHLER
FEIRTY
InvalidParameterValue
InternalError
InvalidParameter.InvalidParameterParam
InvalidParameter.InvalidParameter

InvalidParameter

WS : BRmEmEX

K ID , EREKREIRE], ENIRRRA HEER M

== (BARAD)

, KEEOBYE : DescribeProductHealthStatusList
HS¥, AEORE : 2018-07-24

NHBE, FEIFRSEFIZR(TODO)

EE{E , /9"monitor”

ERAEEILNE |, Hban"cvm_device'

1= UBAETE I, 0FER

RIEMRididiE

ZRIEKAY Requestld,

6207 71 #319m
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IR )

=4

InternalError.ExeTimeout
FailedOperation
MissingParameter
UnknownParameter
UnsupportedOperation
LimitExceeded

FailedOperation

WS : BRmEmEX 25208 TW #319m|
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BT myIR

RITEFATE: 2024-10-18 10:38:30

1. BgOEA

EOBERER : monitor.api3.finance.cloud.tencent.com,

BT miIER
EOAZELIBSRERIRE] « 200R/50,

EOFEHATE : 2021-01-25 19:29:02,

OIS ENEN,
A s
2. WMANSE
LATERSEGIFRNGE TEROBERSERNE O LS, TEBA
SHER WhisE FEEFNULL &l
Action = & String
Version = & String
Region = = String
Order &= &= String
Offset = = Uint64
Limit = S Uint64
Module =2 & String
A s
3. mHE%
SHER eSSt ik
ProductList ProductSimple FEREREIER
TotalCount Uint64 FREE
Requestld String

4. SERAD

UG T 5O SSBAERRATEIRED , EERISIFEN A HHEIRE.

= )b
InvalidParameter
InvalidParameterValue
UnsupportedOperation

FailedOperation.AlertPolicyCreateFailed

WS : BRmEmEX

=itz ( BARAD)

HEHFIRN NGRS,

B

&
NHESE, AEOEYE : DescribeProductList

NHESE, AEOBYE : 2018-07-24

N
7

AHBEH, FIFESISHIMEEEIZR(TODO)
HEFF75= : DESC/ASC (RDANE ) |, BRIAEDESC
DREANREE , FOMEO

DEANSEES | BUAME20

EE{E{Emonitor

5K ID , BRIEREPSIRE., EARNFEERMZRIERA Requestld,

\|
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FERTD i

H
[

InternalError
InvalidParameter.InvalidParameter
InvalidParameter.InvalidParameterParam
ResourceNotFound

FailedOperation

MissingParameter

InternalError.ExeTimeout

WS : BRmEmEX 2210 7@ #319m|

\|



O BASTCE

IR R ER N TR

EBRITEFATE: 2024-10-18 10:38:30

1. BgOEA

ZEOIEKER © monitorapi3.finance.cloud.tencent.com,
RIBEERGER TR

BONEMIESIRERIRSE] - 200%/FD.

FEEOEHATE : 2021-04-21 15:13:52,

RO ER XN,

2. NS

IIMERSHFIRRFIH T ROBERSEAE D AHSH , TBEAHSHGIRI A

SHETR Wik FEEFNULL ESit]
Action = S String
Version P & String
Region = & String
Module =2 =S String
Namespace = & String
MetricNames = B Array of String
Conditions & 5 Array of MidQueryCondition
Period & S Uint64
StartTime B & String
EndTime = a String
GroupBys & & Array of String
3. BB
SHETR St R
Period Uint64 FEtEER
StartTime String FriaRTIE]
EndTime String LEERATIE)
Data MetricData IEisEE
Requestld String
4. FEIRD

UGS T O S5iSAEaRA0EIRD | EERIGIFE N A HHEIRS,

WS : BRmEmEX

=itz ( BARAD)

RHEBHY, AEOBYUE : DescribeStatisticData

RESE, AEOEE : 2018-07-24

NHEHBH, FERFRSHSHIHBIRFIZR(TODO)

FEIELR , EE{E , J9monitor

aEzsE) , BRIRSZRFQCE/TKE

BtrEsIR

HEEEM , BERSE=. in

FithE. BOABUER300 , Bfs

ECHRRtE) , ERIAJ9ZBURYE) , 212020-12-08T719:51:23+08:00
ZETRATIE) , BIANZHBIRYIE) , %02020-12-08T19:51:23+08:00

KRS MR groupBy

HE—iER ID , SRERESRE. EATFERIEZRIZRA Requestld,

\|
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FEIRIG fER
AuthFailure.UnauthorizedOperation
InvalidParameterValue.InvalDashboardNameExists
FailedOperation
FailedOperation.DbRecordUpdateFailed
InvalidParameter.InvalidParameter
MissingParameter
FailedOperation.DataQueryFailed
InvalidParameter.InvalidParameterParam
UnauthorizedOperation
FailedOperation.DbTransactionCommitFailed
InvalidParameter
FailedOperation.DataTableNotFound
FailedOperation.DbRecordDeleteFailed
Resourcelnsufficient
FailedOperation.DbQueryFailed
FailedOperation.DimQueryRequestFailed
ResourcelnUse

ResourceNotFound
FailedOperation.DbRecordCreateFailed
InternalError

LimitExceeded
FailedOperation.DataColumnNotFound
FailedOperation.DbTransactionBeginFailed
InvalidParameterValue
InvalidParameterValue.VersionMismatch

UnknownParameter

WS : BRmEmEX 212 Tn #319m|

\|
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¥%HY dashboard %|3&

EBRITEFATE: 2024-10-18 10:38:30

1. BgOEA

EOBERER : monitor.api3.finance.cloud.tencent.com,
¥REY dashboard %Iz

BONEMIESIRERIRSE] - 200%/FD.

FEOEHATE : 2022-08-27 21:53:11,

RO ER XN,

2. NS

=itz ( BARAD)

IUERSEFIFRGIH T ROERSEFNDDI AHEH , TEAHSHGIRNA TGRS,

SHETR WAL FEFNULL il
Action = 5 String
Version P = String
Region = a String
IsStarred & 5 String
Keyword &= B String
IsFolder B & String
Caller & &5 String
A s
3. BiHS
SHER &l A
Dashboards UnifyDashboardMeta dashboard%l|Z&
Requestld String H—ERID,
HSNE
4. %EIBEEE.,J

UG T #OM SSIBIERRAIEIRD , BEtERIGIFENAHER,
tHIRt
UnsupportedOperation
InternalError
InvalidParameter.InvalidParameter
LimitExceeded

ResourceUnavailable

WS : BRmEmEX

KEFER
BAENMHER

/NFEFF : applet

BREKREBEE, ERRRERHZRIER Requestld,

2
4

%213 71 #319m
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FERTD

i
4

UnknownParameter
LimitExceeded.MetricQuotaExceeded
ResourcelnUse

MissingParameter
UnauthorizedOperation
InvalidParameter

FailedOperation

Resourcelnsufficient

ResourceNotFound

WS : BRmEmEX 214 T #319m|
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PSR AR

EBRITEFATE: 2024-10-18 10:38:30

1. BgOEA

EOBERER : monitor.api3.finance.cloud.tencent.com,

R MAOMEEEEE. ENTRIBETE. MREEATSEREI A RS ENAEEEE. EOERRERRE : 20%/8 , 12000/, HEFEREA
BOfEIR. WSREE | TREFEEMRRHIRESRMAYER | BIRERIERIRA A EI IR,

EUAZELIBSORERIRE] : 200R/50,

EOEFRASE : 2022-11-30 19:22:03,

FEOBRIRES B Y,
2. NS
LINBERSHFIRIGIL TEROBRSEFRD RHEESH , RBAHSHGIRIA TSRS,
SEEMR WIE SBIFNULL kB A
Action 2 S String NHEE2EH | AEZEOEYE : GetMonitorData
Version 2 5 String NHSE, AEORE : 2018-07-24
Region = = String AHSH, FENFRIFIEFIZR(TODO)
Namespace 2 S String BRTE
MetricName 2 &= String IEIRER
Period B = Uint64 B8R,
StartTime & & Datetime_iso FBYARTIE] |, ¥102018-09-22T19:51:23+08:00
EndTime = = Datetime_iso LEERRTIE] , #102018-09-22T20:51:23+08:00 , FRAKXEIATE., EndTimeA&g/\FStartTime
Instances 2 & Array of Instance = SLEIRISRAVEERS , 1K okey-valueB B ANES.
3. S
SHER &g fER
Period Uint64 SItEER
MetricName String it
DataPoints DataPoint HUEREE
StartTime Datetime FraamtE
EndTime Datetime ZEERAYIE)
Requestld String W—iEK ID , ERIEKREPIRE]., EUIIRATSREREIZRIERKA Requestld,

4. EIRD

PUIMGIH T 5O SSIBAEaRRIEIRD , EthERiSiF N A =R,

WIS : B emEX 6215 1 #319m
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SRS R
InvalidParameterValue

InternalError

WS : BRmEmEX 2216 TW #319m|

\|
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(ZHUERIENR

EBRITEFATE: 2024-10-18 10:38:30

1. BgOfEA

== (BARAD)

ZEOIEKER © monitorapi3.finance.cloud.tencent.com,

SR EREEE

EONINE WP T

EEOEATE : 2021-02-24 20:11:26,

OB ER NN,

BRIMER
<BRED  200R/70,

2. WINSE
LITERSHIIRNGIE T ROBRSEFAED AHSH , RBEAHSHGIRNAHLERSLH,
SHETR Wik FEPFNULL ESit] fEk
Action =2 & String NHESE, AZOEYE : ModifyAlarmNotice
Version 2 & String NHSE, AEOBE : 2018-07-24
Region b= & String NHBH, FENFRSISHIHBIEFIZR(TODO)
Module 2 &5 String & | IXEIE"monitor”
Name 2 B String HZBEMMNEZFR 60ZRFLARN
NoticeType = a String BENZEEY ALARM=RIREIEA OK=CEREEH ALL=#FiEN
NoticeLanguage = 5 String BANES zh-CN=613 en-US=3EX
UserNotices & &5 Array of UserNotice P& %50
URLNotices S S Array of URLNotice ElEEE &Z31
Noticeld P & String HZBANIER 1D
ExtraChannels & & Array of String HpIEATHERNEES IR
3. iS4
SHETR ESit] fEk
RequestId String H—iEK ID , BRIEKERE], ERTRATFEERIZRIEKE Requestld,
4. $EIRMS

UG T £ O SSiBAEaRA0ERD , EfhERGIFEN A

FHIRES

InvalidParameter

InvalidParameterValue

WS : BRmEmEX

%217 ™

#3191



X BIHSTCE Uk (BARAD )

FER )
AuthFailure.UnauthorizedOperation

InternalError

ResourceNotFound

FailedOperation

WS : BRmEmEX 2218 TW #319m|
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PRtE S = Rl A ST

RITEFATE: 2024-10-18 10:38:30

1. BEOEA

EOBERER : monitor.api3.finance.cloud.tencent.com,
TRIE RIS

EONEMIESIRERIRSE] - 200%/FD.

EEOEHATE : 2021-03-21 19:47:17,

EOBEIRESE N,

2. NS

LITNERSEFIRMNGIE TROBRSEFE D AHSE

(=l
JGiE

SHETR Wik FeEFENULL ESidl
Action P &= String
Version = & String
Region = = String
Module P & String
Policyld = & String
PolicyExpression & & String
ConditionTemplateld 5 & Int64
Condition S &5 Alarm
EventCondition & & Alarm
3. iS4
SHETR ESid] R
Requestld String

4. $ERMY
AR T # O SSBIERRAMEIRD , EfhiERIGIFEN A S
Himhg
InternalError
InvalidParameter
ResourceNotFound

FailedOperation

WS : BRmEmEX

BRAHSHGIRN TSRS,

PolicyCondition

PolicyEventCondition

SR

=itz ( BARAD)

1&R% |, [EIREfE monitor

HERIE ID

REEMAMN., HRFRHEERATHIEEAN
R SHER Id | S30ERFRS

B SA

BpREME

5K ID , SRIERESRE., EUAENFERMIZRIBERA Requestld,

56219 1 #319m
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HiRhg fEk
UnsupportedOperation

InvalidParameterValue

WS : BRmEmEX 8220 7@ #319m|
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(B EERRAENSEE

EBRITEFATE: 2024-10-18 10:38:30

1. BgOEA

BRER

EOBERER : monitor.api3.finance.cloud.tencent.com,

SEEEEENEERBIENS
EUAZECIBIORERIRE] : 200R/50,

LEFIEIR

EOEHHESE : 2021-03-01 11:48:43,

RO ER XN,

\

== (BARAD)

HERSHL,
124
AHSE, AZEOBYE : ModifyAlarmPolicyNotice

HS4 , AEOEYE : 2018-07-24

5>

N

WIS, I RSHSHIBIRSIZR(TODO)
TRRE | XEBE "monitor”

HERI ID

HEBAER 1D 5%

HE—EK ID , 8REKRESIRE, EIT@ENFRERHIZIERE Requestld,

A s
2. WMANSE
LINBREHFIRIGIL TEABRKSEFED LHLSH , TEAHSHIIRT
SHETR Wik FEYFNULL ESit]
Action 2 E String
Version P & String
Region = & String
Module =2 g String
Policyld = E String
Noticelds & & Array of String
A 3 73
3. B
SHEIR ESit] ik
Requestld String
>
4. %EI =

UMRGUH T 5O SSEAERXAEIRED , EERISIFEN AT HEIRS.

FEIRM

InvalidParameterValue

InternalError
ResourceNotFound

FailedOperation

WS : BRmEmEX

6221 |1 H#319m
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(E S L RISRIRRA(ESS

VTEFRATE: 2024-10-18 10:38:30

1. BgOEA

EOBERER : monitor.api3.finance.cloud.tencent.com,

R A MR TS | TriggerTasksRERRALAESAIRE | TriggerTasksiS2SAuaRT , AAARLRLENSMFTERAITS,
EONEMIESIRERIRSE] - 200%/FD.

EOSEHATE : 2021-03-01 11:43:16,

RO ER XN,

2. NS
INERSEFIR(GIE TEOBRSEFE D AHLSH , TEAHSHGIRNAHLERSL,
SHER Wik FEYFNULL ESidl TR
Action 2 &= String NS, AEOEYE : ModifyAlarmPolicyTasks
Version 2 B String AHSE , AEOBYE : 2018-07-24
Region 2 S String AHBE , FEFEISHEERZIZR(TODO)
Module 2 &= String HIRE | IXEHE"monitor”
Policyld 2 & String HERRE ID
TriggerTasks =& & Array of AlarmPolicyTriggerTask HERRR AR ESTIR | SEIRRELS
3. BIHSE
SHER ESid] 2%
Requestld String KE—iEK ID , ®RIERERE. EIARIFEEREUIZXIERE Requestld,
4. $EIRD
UG T # O SSIBIEaRRIEIRD , RS A =R,
R A

InvalidParameter
InvalidParameterValue
InternalError
ResourceNotFound

FailedOperation

WIS : B emEX 6222 71 #319m
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(ZREERBA

EBRITEFATE: 2024-10-18 10:38:30

1. BgOEA

EOBERER : monitor.api3.finance.cloud.tencent.com,
IEEERBA
BOABECEIIREERE : 200%/FD,

EOEHHESE : 2020-12-01 11:15:09,

FEOBRIES B L,
A s
2. ANBE
LAITERSHFIFRNGE TEROBERSENE O LS, RBEAHSHIRIL
SHETR AT FEFNULL i
Action 2 String
Version 2 = String
Region = = String
Groupld =2 & Int64
ReceiverInfos a8 = Array of ReceiverInfo
Module = & String
A Ml
3. S
SEER il b5
Requestld String H—iEX ID , ®RiE
H 3D
4. %EBE

ZEOE RS BIERERAEIRG | EbERIFENATEIRG,

WS : BRmEmEX

== (BARAD)

HERSH,

S, AEOBYE : ModifyAlarmReceivers
AHESE, AEOEYE : 2018-07-24

NHEBH, FERFRSISHIHIRFIZR(TODO)
HRERIRKARIRIRAL

TERBAER IREESURRRTEEIA

B, EES"monitor”

BIRERESIRE], ELICMNEERHZRIERE Requestld,

6223 71 #319m



X BIHSTCE st (BARAD)

B iz EiEdE

BRITEFATE: 2024-10-18 10:38:31

1. BgOEA

ZEOIEKER © monitorapi3.finance.cloud.tencent.com,
BOABECEISREIRS) : S0R/F>, BUARMEFERLIR : 1004, BUREREZ 30 Matn/EX |, BREREERE , ERPEHiE/ ESTSRIRE.

EiRAYBSER IR R AR AR | ENGOIE A M ZIRTR AR, AR B SRS AU HRTRTIAIE] 300 METZIE. E— IP IERIAVEERETRIRS MRS
iR,

BUAZOISISRERIRE] : SR/,

#EOEHAYE : 2019-12-13 19:17:02,

BORKSEREN,
o "
2. MASH
LATFERSHFGIFRNGE TEROERSENS O AL, RBEAHSHPIRI LTSRS,
SHEMR WATS FEEFNULL il A
Action 2 &5 String NHESE | AEOEYE : PutMonitorData
Version = & String NHSE, AEOBYE : 2018-07-24
Region = B String AHBE, N RSSREEHFIZR(TODO)
Announcelp & String LiRRB1THEER IP
AnnounceTimestamp = =" Uint64 _HiREBITHE R
Metrics = & Array of MetricDatum —RIgTRNEURE
Announcelnstance & & String BT B1THEER) IP 5 F=&RsLBIID
N "
3. mHE%
SHETR el A
Requestld String H—5K ID , XIEKRESIRE]., IR RERHIZRIERAY Requestld,
+H> e
4. %EI =5

AR T O SSBIERRAMEIRD , BRI N A HERD,
FHIRES A
InvalidParameterValue
InternalError
InvalidParameter.InvalidParameterParam
InvalidParameter.InvalidParameter

InvalidParameter

WIS : B emEX 56224 71 #319m



X BIHSTCE Uk (BARAD )

IR )

=4

InternalError.ExeTimeout
FailedOperation
MissingParameter
UnknownParameter
UnauthorizedOperation
UnsupportedOperation
ResourceNotFound
LimitExceeded
ResourceUnavailable
FailedOperation
DryRunOperation
LimitExceeded.MetricQuotaExceeded

FailedOperation.ServiceNotEnabled

WS : BRmEmEX 582250 #319m|
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RN S E R

BRITEFATE: 2024-10-18 10:38:31

1. BgOEA

EOBERER : monitor.api3.finance.cloud.tencent.com,

=itz ( BARAD)

BRE—RIRIZ SRR, ZRANESASTERE., B—HE TERNSEERIRRE  aiRENIERA.

BONEMIESIRERIRSE] - 200%/FD.
EOSEHAYE : 2021-03-01 11:52:23,

RO ER XN,

2. NS

LITNERSEFIRMNGIE TROBRSEFE D AHSE

SHER Wil FEFNULL
Action = &
Version — &
Region 2 5
Module = &
Policyld 2 &
A 3

3. s
SHER E-Sie] R
Requestld String

4. EiRES

UG T O SSIBIERRAIEIRD , BtERIGIFENAHER.,

FEIRTY
InvalidParameter
InvalidParameterValue
UnsupportedOperation
InternalError
ResourceNotFound

FailedOperation

WS : BRmEmEX
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IdcData
IdcData
#AT#EOS|A : DescribeldcTree
BFR Whise FBEFNULL E-Sit) A
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Dashboard2.0 #4BRER
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Password =2

User = =
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Description = )
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MonitorTypeNamespace

P Sl

FANT4EO3| A : DescribeAlarmHistories

BFR WA FEFFNULL
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Tag =
TagType =
Productld =

AttributeServerInfoOutput

AttributeServerInfoOutput

WAl

WS : BRmEmEX

FBEFNULL
=
[ )

Py
[=]

FBEFNULL

=@
=
pacy

=
=

HeEAN
FEEFNULL ESidl 5%
& Int64 FEHEMHid
= String FEEHEMR
= String FEEHIEER
UnbindingPolicyTag
B3l R
String TR&EKey
String & Value
ESidl b
String SR
String TRERE

FKEAHOF=RID ( Ehfisis )

26255 1 #319m

\|



O BASTCE ZUsi ( BARAD )

AN TEO31A : DescribeAttributeAllServer, DescribeldcServer

B Wi FEFNULL E Sl s
Serverld 2 2 Uint64 fRS5E8ID
ServerName 2 2 String RS 882K
Ip = 2 String IR55E8ip
Idcld 2 2 Int64 HsID
IdcName = =2 String IR ZFR

ModifyPolicyGroupEventCondition
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DescribePolicylnfoByInstancelnstanceGroup
DescribePolicyInfoBylnstancelnstanceGroup
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E= D%vi FBEFNULL it} HnA
Dimension = & Array of String HEBTTENjsonFHII R
Region = & String 1ZBFR , 40 : ap-guangzhou
AttributeldDeleteOutput
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ContinuousCycleCount 2 2 Int64 FFEEHANL
NoticeFrequencySec = = Int64 B (1BFERRRLER )
MetricFormula & 2 String SaiginRic (EiliERET)
StrategyldInfo
StrategyldInfo

#WaNT#O51F : CreateStrategy

B Wi FEEFNULL ESid fix
Strategyld = S Int64 HERERID

ArgusDimensionOut

Argus#EE=ER

WINTEOSIA -
BFR whisE FEEFNULL &l b
Id b = Uint64 Id
Namespaceld = S Uint64 namespacefyId
EnName 2 2 String WYZ
CnName 2 = String =Shvg=
CreateUin = S String BIEEA
CreateTime 2 =" Uint64 BERAIRT TR
UpdateUin 2 B String BIHA
UpdateTime = B Uint64 BRI IEIE

ClmAnalysisFilter

CLMZBHESHTRRIT B

#HaN M5 : DescribeDimensionAnalysisData, DescribeMetricAnalysisData
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BFR WhisE FBEFNULL St it
Field 2 & String FERE
Operator 2 & String EEM BRIRSS = ( ZHvalue#BAZ/MERTAINKER )
Value = B Array of String =l

Subscribelnfo

DescribeSubscribelnfoflyH&

N T™EOS|A : DescribeSubscribelnfo
BIR WAI FFNULL il R
Businessld 2 2 Int64 EE{4AId
BusinessName 2 2 String ElLE
Accidentld = = Int64 [AlERSEEId
AccidentName 2 2 String =1
NotifyWay 2 2 Array of Int64 BAIA=
Receivers 2 2 Array of SubscribelnfoReceiver BKATIER
Tips = =2 String 2=
UserConfig 2 =2 String FFEE |, jsonF/E8

DescribeBaseMetricsForConsoleFontEndData

DescribeBaseMetricsForConsoleFontEndData

AN TEO31A : DescribeBaseMetricsForConsoleFontEnd

BR Wik FEEFNULL il T
NameSpace 7 & String BZFzE
MetricName - S String it
MetricCNName 2 & String B &
MetricENName 2 = String e
Dimensions = & String YHERE

Unit = & String =2Tiv]
UnitCNName 2 & String BfhFE
PeriodAndStatTypes 2 2 Array of DescribeBaseMetricsDataPeriod BESgZitAR
Meaning 2 2 Array of DescribeBaseMetricsDataMeaning sa=Y4

HistoryAlarmInfo

DescribeAlarmHistoryByAlarmIdiZ[1iR[EI£4]

AN THEOS|A : DescribeAlarmHistoryByAlarmld

WIS : B emEX 6263 T1 #319m

\|



O BASTCE ZUsi ( BARAD )

AR AT FEFNULL E S A

Id = & Int64 HEId

GroupId = = Int64 HREEZEId

AlarmStatus = = String HBERE

AlarmType 2 < Int64 EFEXRR 0 (EREE) | 2 (FasHEE) | 3 (FEaHEE)
Content = & String LHERE

CurrentValue 2 2 String EEIE]

FirstOccurTime 2 2 String EpNLystE]

LastOccurTime 2 2 String RERARTE

Duration = = Int64 Sz

Objld 2 2 String 34EId

ObjName = = String PUE T

Projectld = = Int64 g

ProjectName = = String I=SE

Region 2 2 String b

Status = = Int64 R HRORTRIKE | IRREIRE | 4ARTERY , 2/3/5FmEEARE
ViewName P . String MEZ

ClmAlertPolicy

B

AN THEO5|F : CreateAlertPolicy, DescribeAlertPolicies, DescribeAlertPolicy, ModifyAlertPolicy

B Wik ARIENULL 80 ok
Name 2 2 String SRERETR

MetricSetld = = Int64 BIRERID (TTHEE)

Status 2 z2 Int64 K& 1=BFF 2=FKF=

AlertGroupld 2 2 String £E0BID EEDTR

AlertChannel 2 2 String HEYISIE "SMS”, "EMAIL", "WECHAT", "CALL" ZMNESESE
NoticePeriodBegin 5 2 Int64 EANATERFTRARTIE] ( MO0:00:00FFi&iTHERIRVER )
NoticePeriodEnd 2 2 Int64 BRIBTEREEERATIE) ( A00:00:00FF4ATHEATRVEL )

UrlScheme & 2 String ElEurlgyscheme

CallbackUrl & =2 String ElEurl A8 &schemeZps

AlertFilterRules & 2 Array of CImAlertFilterRule HETERETIER

AlertTriggerRules P 2 Array of CImAlertTriggerRule LA SHTIE

Id & =z Int64 HEREID (HE)

CreatedAt & 2 String BIEERTE (HE)
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RILEZME (1)
WIRRMZERIRER 15 28]
AR ZBRIRE 15 28]

B WEE  SIFENULL KA

UpdatedAt E =2 String
AlertUserld & = String
LatestAlertTime = = String
FilterRelation = 2 Int64
TriggerRelation P = Int64
MetricSetCID & & Float

DescribeBindingPolicyObjectListinstanceGroup

DescribeBindingPolicyObjectListiR[ERIZSEHISEER

AN THEOS| A : DescribeBindingPolicyObjectList

BFR WATSS FeEFNULL
InstanceGroupld = =
ViewName =2 5
LastEditUin = =
GroupName = &=
InstanceSum =2 &5
UpdateTime 2 =
InsertTime = B
Regions = =

DescribeStorageDurationData

DescribeStorageDurationData

#aN OS5 A : DescribeStorageDuration
R WAL FEFNULL
Period =2 =
Duration ~ &

DescribeAccidentConfigAccident

DescribeAccidentConfigiZORIFEEH

#HaNT#EOS A : DescribeAccidentConfig

BFR Whis FEFFNULL ESidl
Businessld = &= Int64
BusinessName = &= String
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String LIS EZTR
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BFR DA FEFNULL ESil HGR
BusinessEnName 2 B String WSS EZFR
PolicyShowName 2 B String RESRETR
PolicyShowEnName =2 & String RIS BRIL AR
PolicyViewName 2 &= String REESERIZTR
AccidentTypelnfo = & Array of DescribeAccidentConfigAccidentTypelnfo FEEHERTIR

CustomAlarmInfo

DescribeCustomAlarmList

WAL

2R Wi FREFNULL it} A
Caller = = String VEARE
LocallP 2 2 String P
Msg 2 = String HEAE
OccurTime 2 2 String REERTE]
DescribeDashboardsList
DescribeDashboardsList
AN TEOS|A : DescribeDashboards
E= D%vis FEFFNULL ESidl A
DashboardID = S String DashboardID
DescName 2 & String HEABFR
Meta 2 & String TCEE
CvmAgentStatus
DescribeCvmAgentStatusiz iR ElfYagentikz&
HANTEEO5| 8 : DescribeCvmAgentStatus
BFR DA FEFNULL it b
Instanceld = &5 String SCAAID
Agentlnstalled = S Bool Agent2ELE
MetricObjectMeaning
IETREIEAARTE
WANT#EO3 | : DescribeBaseMetrics
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NoticePeriodEnd =
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Array of PCLMAlertTriggerRule
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RESENE (HS)
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0 FEOS|A : CreateConditionsTemplate, ModifyConditionsTemplate

BFR
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EventID
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StrategyChannellnfo

StrategyChannellnfo

AN TEOS A - ModifyStrategyChannels

BR WA FBIEFNULL Sl R
Strategyld = = Uint64 HERREID
AlarmChannel & & Array of String HEEREDIR

CustomMetisAbnormlInput

SRz 2o

WATEOSIA -
E= Wi FBFNULL E:Sit] Tk
Viewld 2 " Uint64 BE X IEEEID
Attrld = S Array of Uint64 BHEMXEEEMID

DescribePolicyGroupListGrouplnstanceGroup

DescribePolicyGroupListiE [ #I&ALFERILEINBER

a4 O5|A : DescribePolicyGroupList

BFR WAIE FEFNULL &3id) R
InstanceGroupld = B Int64 Ll ¢EEZFRId
ViewName P & String REESREINE TR
LastEditUin =2 &5 String RIRENEFUIn
GroupName = & String SCHISBZFR
InstanceSum = S Int64 L E
UpdateTime = " Int64 A
InsertTime 2 = Int64 BUEERTIE]
PCLMMetricSet
BEisisiEiReE
HANTEEOSIF - CLMDescribeMetricSets
BFR whisE FEFNULL &3t} ik
Logsetld = 2 String CLSHZ&EID
LogsetName 2 2 String CLSHEER
Logtopicld 2 =2 String CLSHZE=ERID
LogtopicName =2 2 String CLSHEFERA
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LogFilterRules = =
MetricBasicltems = =
MetricCustomlItems 2 =
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CID B =
CreatedAt & =
UpdatedAt B =
Appld = =
Uin B =z
Region S =
LogProfileltems = =
SubAccountUin B =
ProductSimple
SEEXRREEER
A T™EOS|A - DescribeProductList
BFR WhiE
Namespace =
ProductName =
ProductEnName =2

CustomAlarmList

CustomAlarmList

#WHNT™#EOS|A - DescribeCustomAlarmList

E= Wik
LocallP =
Msg =
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=
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CreatePolicyGroupEventCondition
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N T™EOS|A : CreatePolicyGroup

R Wik FEFNULL ESid)
Ruleld & 5 Int64
Eventld = S Int64
AlarmNotifyType = B Int64
AlarmNotifyPeriod 2 S Int64
Point
SRR
WIS
BIR Wik FEFFNULL
Timestamp 2 =
Value = =

ProductHealthStatus

DescribeProductHealthStatusListi#[1iR[ERIHealthStatus

#WANT4EO3| B : DescribeProductHealthStatusList

BFR WhisE FEEFNULL
ViewName = =
HealthStatus = =
WarningCount — =3
AbnormalCount — =3
AlarmRegions = =

AttributeServerInfoOutputData

AttributeServerInfoOutputData
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HERIFWNET, OELREE , LHEHEE

BEREFSEMURD. <0 FHE, 0 REYE—R, >0 SfFtriggerTimef ik —X
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Array of String

WA ™03 : DescribeAttributeAllServer, DescribeldcServer

B Wit AEFNULL i)
Data = &=
TotalCount =2 S Int64

DescribeBaseMetricsDataMeaning

DescribeBaseMetricsDataMeaning

WS : BRmEmEX

Array of AttributeServerInfoOutput
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#2031/ : DescribeBaseMetricsForConsoleFontEnd

== (BARAD)

B Wik FEFFNULL ESit) fik
Language 2 a String 1
Meaning = a String aX
DescribeDashboardViewList
DescribeDashboardViewList
N ™EOS|A : DescribeDashboardViews
BR Witk FEYFNULL ESid] ik
ViewID = & Int64 MEID
DescName 2 & String HiAZ
Namespace = & String BAF=E
MetricName = = Array of String st =dIES
Meta = & String JTEREjson
Instances 2 2 Array of String SLFIZR
PCLMDescribeMetricSetsData
CLMDescribeMetricSets iREI%HE
#WaTFEOS|RA : CLMDescribeMetricSets
B Wi FBEFNULL Sl A
MetricSets = = Array of PCLMMetricSet TEIREEDIRER
TotalCount = = Int64 BE
MetricSet
XSS HERRAO SN STF SR L EIHARTHA
L TFEOS|A : DescribeBaseMetrics
E= WAL FEEFNULL ESidl ik
Namespace =S = String BETE , BNETRSE— I WETE
MetricName 2 = String BRI
Unit 2 = String fEtE AR
UnitCname = & String SrRMEFERYERL
Period 2 = Array of Int64 IERSZISSTTERR | A2, 7060, 300
Periods 2 & Array of PeriodsSt FEITEERIERA T
Meaning 2 & MetricObjectMeaning FIHEIRS MAERE

WS : BRmEmEX
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BR WhisE FEFNULL Sl A
Dimensions 2 & Array of DimensionsDesc HREHIAMSER
StrategyData
StrategyData
U OS5I : DescribeCCMGroupViewStrategy. DescribeStrategys
BFR WA FEHFNULL &S] A
Data 2 a Array of StrategyEntry IR[EIEER
TotalCount = = Int64 EEIEIETIREE

AlarmPolicyFilter

RIS

e T#EO5|F : CreateAlarmPolicy, DescribeAlarmPolicies, DescribeAlarmPolicy, ModifyAlarmPolicyCondition

E= Wik FIFNULL
Type = =

Expression & &

Dimensions & &

sy
String

String

String

£
135545 R) DIMENSION ={$/ Dimensions fi#idiE
BEERIAN

AlarmPolicyDimension —##EFFILERYsonFRIE | —HEUAZBENERR , —HHERNTRE
VSSES S

DescribeBindingPolicyObjectListDimension

DescribeBindingPolicyObjectListiZfJDimension

WU TE20O31 A : DescribeBindingPolicyObjectList

BIR
Regionld
Region
Dimensions

EventDimensions

=

=
=
=
=
=

=
E

FEHFNULL i R

) Int64 bigid

5 String HBiEFR

= String HEEESjsonFRrE

= String EHHEEASjsonFF S

DescribePolicyQuotaV3ResponseDataQuota

DescribePolicyQuotaV3ResponseDataQuota

#HANTEEO5|F : DescribePolicyQuota

E=1 AT
Used j<=3
Total =

WS : BRmEmEX
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BEEAER

I T™EOSIA - ModifyAlarmReceivers

BR Wik FRFNULL KR
Id & - Int64
StartTime = & Int64
EndTime =2 5 Int64
. Array of
NotifyW. = &
otty¥vay = = String
SendFor = 8 Arr.ay of
String
- Array of
UidList & &
oS 7| B Int64
RoundNumber & = Int64
PersonInterval & = Int64
RoundInterval 5 5 Int64
RecoverNotify = &= Arr.ay of
String
NeedSendNotice & & Int64
. Array of
ReceiverType = a
vertyp = = String
. . Array of
ReceiverGrouplList = =
versrouptist | & | = Int64
. . Array of
ReceiverUserList = =
v ! = = Int64
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HERTBERTTIARTIE], SEE0,86400) , YEAuNixAYEIBEERAtRATEIEEI=EER | 51907200
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LR EEREERATE., &Y FEIStartTime
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RGBS, F'SMS”
SEEBLELEMAILT, OFRE, 18
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BIERSIER, B FEEOEREIRIAIdTIR
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DescribePolicyConditionListConfigManualCalcValue

DescribePolicyConditionList.ConfigManual.CalcValue

AN THEOS|A : DescribePolicyConditionList

BIR WAL
Default =
Fixed =2
Max <
Min =
Need =

FEVFNULL &3t R
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=2 String EEE
= String BXE
2 String &/ME
& Bool RPN

DescribeProductEventListEventsGroupInfo
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DescribeProductEventListiR[EIfJEventsEEAIGrouplnfo

AN TEO3|A : DescribeProductEventList

AR Wik FEFFNULL ESig)
Groupld = =2 Int64
GroupName = = String

DescribeAgentStatusHistoryData

DescribeAgentStatusHistoryData

HANTEOS|F : DescribeAgentStatusHistory

BFR WA FEFFNULL ESit)

UnInstancelD = & String

Status = = Int64

Histories =2 E Array of DescribeAgentStatusHistory

AlarmPolicyBasic

HE20EERBELRER

#WHNT™#EO31A - DescribeAlarmPoliciesBasic

B D25 FEFNULL Sl
MonitorType = 7 String
Originld = = String
Policyld 5 = String
PolicyName E =2 String
CCMDashboardData
BE W 5fE CCMDashboardData
WIS
BIR 05w FEEFNULL ESid)
Data = S Array of CCMDashboardEntry
TotalCount = B Int64

DescribeAlarmSmsQuotaQuota

DescribeAlarmSmsQuotaiZEZISE

WA TIEO3|A : DescribeAlarmSmsQuota
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fEix , TRTRESE. B4R

AN T4EOS | : DescribeAlarmMetrics

BFR Wi FEFFNULL
Namespace = =
QceNamespace 2 &
MetricName =2
Description = =
Aggregations 2 =
Min = 5
Max = 5
Dimensions = =
Unit = S
Tooltip = =z
MetricConfig 2 2
Operators & &
Periods 5 &

DescribeAgentStatusHistory

DescribeAgentStatusHistory

WA T#M51F : DescribeAgentStatusHistory

E= WAk
Timestamp =2
Status =

FEFNULL

=
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fr2
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String

String

String

Array of MetricAggregation
Float

Float

Array of String
String
MetricTooltip
MetricConfig
Array of String

Array of Int64
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=

=
=

DescribeEventPolicyConfigDimension

DescribeEventPolicyConfigDimension

#E0TFEOS|A - DescribeEventPolicyConfig
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BFR Wik FEFNULL e St TN
Name — &5 String HEZFR
Key = & String HErEkeylE
CgrpGroupNode
CgrpGroupNode

e T™=OS|A : CreateGroup, DeleteGroup, DescribeGroup., InitGroup, ModifyGroup

E= WAl FEFNULL ESis) fEk
Appld 5 2 Int64 4HID
High e & Int64 HRE
Id = &= Int64 24EID
IsLeaf 5 & Bool EEEMFHR
Level 3 3 Int64 HETERFRIER
Name & & String SORsl=t
Parentld & = Int64 R mld
SubUin S = String SubUin
Typeld = " String TR F15 R AL {25 B
Uin ES j=3 String Uin
PCLMMetricAnalysisData
ClmigtrmHrdatassia
#HaNT#EO5|A : DescribeMetricAnalysisData
E= WA FEFNULL &3it) ik
Compare = = Array of PCLMMetricAnalysisPoint YItvEHE
Current = = Array of PCLMMetricAnalysisPoint HRIEUE
Granularity 2 2 Int64 BYEIRIEE (7))
DescribePolicyConditionListConfigManualCalcType
DescribePolicyConditionList.ConfigManual.CalcType
WU T3 A : DescribePolicyConditionList
B D5 FEEFNULL ESid) R
Keys = = Array of Int64 CalcType BUE
Need = B Bool f Y
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AlarmPolicyQuota

HE2 ORI B ECER

#HANT™EOSIA - DescribeAlarmObjectQuota, DescribeAlarmPolicyQuota

= Wik FEFNULL ESi] fk

Appld = a Int64 KEID

Namespace 2 S String ERRSERY " =T ERRRERY
Projectld = = Int64 InH Id -1=%Im#
Total =3 & Int64 BLESEL

Used = = Int64 EftFRE

AttributeTimestampValueOutput

AttributeTimestampValueOutput

AT EOSIF : DescribeAttributeAggregateData, DescribeCCMInstanceDatas, DescribeServerData, DescribeServerDatas, DescribeViewData

BFR WAL FBEFNULL ESit) £
Timestamp 2 S Int64 iDE1E3
Value = =2 Int64 BEE

PCLMAlertFilterRule

CLMEET IR
WaTEOSIA
E= Wi FEFNULL et R
AlertPolicyCID 2 2 String KEAIEERAECID
Key B 2 String RRR T
Operating 2 = String BMER
Value 2 2 String THEE (S MEESHR)
CreatedAt = = String BUFERT A
UpdatedAt 2 2 String E: i)
AttributeAggrValuelnfoOutputData
AttributeAggrValuelnfoOutputData
WA T#051F : DescribeAttributeAggregateData
E= Wi FEHFNULL ESid) fR
Data 2 = Array of AttributeTimestampValueOutput REEREEIETIR
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BENX 1= CCMDashboardEntry

WANTEOSIA
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DashboardId = B Int64
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DashboardType = S Uint64
ProductType = &= Uint64
Attributeld =2 &5 Uint64
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Creatorld 2 S Uint64
CreateTime =2 = String
Updaterld 0 & Uint64
UpdateTime = &= String
Instanceld & &5
DashboardMetricData

Dashboard2.0 &EifigtRRER L REEE

AN TEO3|A : DescribeDashboardMetricData
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Value = &5 String
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. Array of
Conditions = &5

= = DashboardMetricCondition
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Error = &5 String
Code = S String
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{
"Response": {
"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct."

2

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}
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