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2. EIEXIRIAG Dashboard , 7E Dashboard BERSEEIRERH> [HEREE] .

3. IR EATEENX Dashboard k54 , £ Dashboard EIE A fEFAEIRI EHIERTHIESLA],

4. FmEtEiRE e, BE (EREER] > (] | <iERE (HE)] 809,

fERRIREE
Bl ERISBEAES Dashboard FlMsiEEZRAYERIERE,

* 7 Dashboard {5 : 7 Dashboard SR FRIAIFHEIRZZEXS Dashboard BREUEHITHLE.

o EWEERGER  EEREER | RIEEEITEHTH BRARREOIEIE.
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1. ZER=FEEHE  RE [mEiE] > [Dashboard] > [Dashboard 71I%R] .

2. FEPEXIRIAY Dashboard , 7£ Dashboard BB IRERH> [HHESE] .

3. HHZEHEATBREN Dashboard REEBHEHEE. HREHRGINHES. KB HRBEIRISE,
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o HEEE | BEMIHERTR
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BRIEEHATE: 2024-06-12 15:06:00

1. &%F. 8%lJSON

i BRT=FERFE , Rt [=##2] > [Dashboard] > [Dashboard 51IZ&] .

ii. EEXIMAY Dashboard , £ Dashboard &ERSEHIZEZH> [JSON] .

iii. #BETLA—42EH) JSON #8=(#& Dashboard ZPEIENBERE RS,

JSON ##rE& Dashboard RUEME. HIREE. EREANEFFR  BRFRIRFIESE T,

2. JSON =FRi5iAH

{

"Description": "",

"Refresh": "close",

"Title": "JSONTEST",

"UUID": "jdq4joy56is4w60q",

"Version": 1,

"Templating": [],

"Links": [],

"Panels": [],

"Time": {

"From": "now-12h",

"To": "now"

b

}

B Lzl

Description 2487 Dashboard &

Refresh EmplERNEEE

Title 2457 Dashboard BFR

uuID Dashboard t—#xiR ID

Version Dashboard g9kRZ , 8%{F1F Dashboard #&110
Templating Dashboard #&EiREZE |, #I15ES% Templating
Link Dashboard §#% , #EES# Link

Panels BXEE , i55% Panels

Time Dashboard RYRTEREE
i. Templating

"Templating”: [ // {&iRZEE

{

"Label": "cvmILfFIETR", // IR ERIE

"Multi": true, // BESi%

"Name": "cvm", // #5%&

"Selected": [], // HEHRZERYE

"Type": "monitor", // 1EiREEERIZEE

"TemplatingType": "basics", // ireERIZEES | ERlsE. BENEE
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"TemplatingType": '123', // 258 id
}
]

ii. Link

"Links": [ // Dashboard$&#z
{

"IncludeVars": true, // $#HESHEES LIEREZE
"KeepTime": true, // §HESHES S LITEIZE

"TargetBlank": true, // B&FHFHEI<
"Title": "xxx", // $EEEBTR

"Type": "other", // {EE2EEY « BRE N AEEIDEEtEDashboard f94iEHs

=i5#E ( BARAD

"Url": "/monitor/dashboard2/dashboards/d/64295985640140800hh640j49rru3ctk/dashboard2-0yan-shi-an-li-xia-zuan-lian-jie", // f&zibit

"ID": 0//1D

iii. Panels

"Panels": [ // panelfic&

{

"Collapsed": false, // EIFRARSITE
"Datasource": null, // #3ER
"GridPos": { // BIZFRAIE

"H" 1,

"W": 6,

"X": 0,

"Y": 0

b
"ID": 1595472129140, // B ID

"Panels": [], // Panel AEZREHIFER , BEFHF Panel

"Title": "ERIABIZRA", // TRl

"Type": "row" // BIZR3ERY

2

{

"Datalinks": [1, // BB EHIEUREE
"Description”: "", // EIZH9&E
"GridPos": {

H": 5,

"6,

"0,
"1

2=

<

b
"ID": 1595471392817,

"Links": [1, // BAZRHEE
"Settings": { // EIFRAIRTIMLECE
"aliasColors": {},

"bars": false,

"dashLength": 10,

"dashes": false,

"datasource": null,

"decimals": 2,// BEIEE
"fieldConfig": {

"defaults": {

"custom”: {}

%

"overrides": []

b
"fill": "0.8" // EFREFERE
"fillGradient": 0,

"gridPos": {

"h": 8,

"w": 12,

"x": 0,

"y": 0

WS : BRmEmEX
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}

"hiddenSeries": false,
"id": "1595471392817",// E% panel #9 id
"legend": {// EfRE
"alignAsTable™: [// BfIR SRS RS

1

L

"avg": [// REERFSE. ['1] Htrue; ['0'] Hfalse
"

L

"current™: [// BEEREE. ['1'] Atrue ; ['0'] Ffalse
"

L

"max": [// BERREAE. ['1'] Btrue; ['0'] Hfalse
"

1

"min": [// BEE&/IME. ['1'] Btrue ; ['0'] Hfalse
"

1

"rightSide": [// REMERAA. ['1'] Ftrue ; ['0'] Hfalse
"

I

"show": [// BRERERF. ['1'] Htrue ; ['0'] Hfalse
"

1

"total": [// EBRRREINE. ['1'] Htrue; ['0'] Hfalse
"

1

"values": false

b

"lines": [// BEEREI%. ['1') Htrue ; ['0'] Ffalse
.

L

"linesType": true,// EERREBHL. ['1'] Htrue ; ['0'] Hfalse
"linewidth": "2",// BhZeEEEE

"markline": {// mark ig&

"marklineMax": {

"max": [// BEEREE. ['1'] Htrue; ['0'] FHfalse

oL
]

}

)2

"nullPointMode": "1"// #iEF=ERT~A | 0-EETHIE | 1-F~ER ; 2-BaERA0
"options": {

"dataLinks": []// datalinks #%48

}?

"percentage": false,

"pointradius”: 2,

"points": false,

"renderer": "flot",

"seriesOverrides": [],

"spacelLength": 10,

"stack": [// REHRER. ['1'] Htrue ; ['0'] Hfalse

"1

Ik

"steppedLine": false,
"targets”: [

{

"refld": "A",

"scenariold": "random_walk"
}

]

"thresholds": [],
"timeFrom": null,
"timeRegions": [],
"timeShift": null,
"title": "FHEIXR",
"tooltip": {
"shared": true,

WS : BRmEmEX
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"sort": 0,
"value_type": "individual”

}

type": "graph",

"xaxis": {

"buckets": null,

"mode": "time",

"name": null,

"show": true,

"values": []

b

"yaxes": [

{

"decimals": 2,// Ml y HH5RE
"format": "%",// ZMll y 4 label A
"label": null,

"logBase": 1,

"max": 2,// =M y AR AIE
"'min": 0,// &M y A TRER/IME

"show": [// BEREREM y ih. ['1'] Jtrue ; ['0'] FHfalse

"y
]

)3

{

"decimals": 2,

"format": ",

"label": null,

"logBase": 1,

"max": null,

"min": null,

"show": [

"

1

}

I

"yaxis": {

"align": false,

"alignLevel": null

}

b

"Targets": [ // IgtrBiE

{

"Aggregate”: ", // Gt AR
"CompareLastWeek": false, // #Rtt
"CompareYesterday": false, // Lt
"Conditions": [ // k&4

{

"Dimension": [
"{\"Instanceld\":\"ins-19827u5b\"}",
"{\"Instanceld\":\"ins-xxooxxoo\"}",
"{\"Instanceld\":\"ins-19719mfp\"}"
Ik

"Region": "ap-guangzhou",

"Type": "normal”

}
]

Configld": "cvm”,

"Datasource": "DS_QCEMetric", // F=FA3EHEY

"DimensionKey": [
"Instanceld”

Ik
"GroupBy": [ // groupby
"Instanceld”

Ik
"MetricNames": [ // 1§54
"BaseCpuUsage"

1

"Namespace": "QCE/CVM", // fniZ=Sia)

"Period": 60 // KIEE
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b
L
"Title": "BAYEHR - BIABCE", // BB
"Type": "graph" // B8

2

]
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S=IRSS
=L
EUTEHTHTIE: 2024-06-12 15:06:00
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iii. BeESefE , B ((RF] BAT,
3. Qe
i AR EEHRS BESERE.
ii. B [(FHE] | RERERTH TEE.
o RIREMR : IEEENX.

o RERSEE! | EERERIRSS R —ERSE,

o
of
3

XI5« HHRSLGIE—AFRALSS

HEMESFM. CPURIRXR . RitEBLISM . >85%. FHEINEH. 8XREE—X. AT FAEX . RiHEABH1ISM . >85%. FEINMEH. SREE—
R, HEFIRE . FIHESELSM . >85%. FHEINER. SREER. HMWMEHE . FitAEABLISH . 100Mbps, FHERINEHE. BREE—XR.

WS : BRmEmEX 5845 T #3147



O BASTCE

o IBIMENR : BJLUSERAF RAINBRIEN |, SETEER.
iii. BeESeRfE , B (5eRc] BPAT.
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= R ERAESCH

BRIEEHATE: 2024-06-12 15:06:00

EERET SMAOABHBFANERERS Rl S REEREEESE—IEmARR.

i B SEEERNRE BESER S FERNKIN. THRE , BREEIRASEBRAR ; RETAFEEEUER THERNANSEER. AFUER
~FEEHE—ZEEENE  WXEINRREERNNSERE. ISSRESERE. CEEFATEMNNEREN TSN  ERESTEN , KR
BYEEBETNSHEAREMABFRAFNRS. BET7SERNEANSERE | SRIEE/MHSHARMRMIARR | FFEEEE. SBRSED
88, HMAFMEIEESENRMEREENEFNTERL. BRITEIRESEBETIRERONE  FRESEEEMABFNRS , NREEE

SR TH—LHRAGSAE,

-

ii. BISEENERRSE BENEEURE R RELEEMITIER S REHETNENRENAN  FERFENRISE, ST —EREES

Z REEMNFEZRINSERNR | AT EKeTET EEE AT ; AT EE , ALSBBRAERERNERNSENE. BFRTETEEEERET
gZIDashboardf75s, , BN FEMNERRERESMHR THRRFEERS. ISERERENE. NTNRIE , @ iTRsFiRARERS £
DashboardE#R L {ERIMFHITSEOMERESIRROESIL, WTRIRER | BT RRNER TIRSHIE | fEDashboardER_EERE Mt EE SRR IRIE
SR TERNIOIMERTESX. ISEAMENETR . BINERINSER  WUBTNENHFIIRIE  ENEIEFRRSFEIE
|, #TH—ENREEAHE.

2. BEHE B RERSUESENR BRERREKR/REEIEEERN  TERERTTaRHE | /f (] > RS,

i. BRI —=RSREINSER , TREMUSTERSENL TEESEESMSIEE 1SS,

ii. BESENSHE  WEERTREENE. = RISEisERRE B BRHEHS BRI E RS,

i. BEEAXRAID , ATEENSRAITIFERE |, REEFPERHSERR | BISEEMANTRES.

o SEMEH , REMFEEZSENSRIRISHLEENINE. BINEELSREERERER  HEAFIESRRE.

o WRUREISIEEIE | IRUBFREENEIRMEELIE. THRE—ISrIEUES IR TR SN | BRIt RISRER AT ERAVEIE A THEE,

3. i@)F Dashboard BB ENSE BRE=FEE4E , Bt [E14538] > [Dashboard)] > [Dashboard%3E] . ¥\ Dashboard %3RAYTAE.

i. SIEEERPHNSEES  BERIFLAPIFRE | MAE TTSRIINLAIRIHFSIR. BIHFIIR IS FEHNERNR.

ii. BEHIRFIRPRIMSRER , TP ENSRIREFERE  RERFPEHH RN , HEREEVIFRER.
o SEMAEH  RHBFEEZFENRIRSHLERNE. BILESESREETEER , HEBFHFESRRE.

o RRMREISITHIRE | IRUAFREENEIRMLELIE. TER—IETAURIEIE SRR TR SR | Bt RIS ER A RAVEIER I THEE,

WS : BRmEmEX 547 I 3147
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=i5#E ( BARAD

)

BEpR XELU—NRORERIARESE | RIRFEELIRSLins-12345678 ( Mtk ) B9 CPU RIBERIEE2MADHERAT 80%ITAIXEESEEIS

7812345678888, BIFEE

1. BIA=FEEHE.

2. EEMSHET , B [FEERE] > [FERK] | #AEERE.

3. B [FnE] | EeELATER

4. B BRI BTREERIEIN,

o FMREZFR : CPU alarm,

o HREERE : RARSSER-ERtini.

5 BEESENR, A'&ENSRERT , QI IEEBONR" , FERIRS L.

6. EEBfARRM. EMRFMERT  BEENTFM.

o WIEEEMKREMY.

o WIEEINEE"  CPU RIAE > 80% 5 H8 2 VAR

o BEESEE: 15 o

7. EEEELENER. Bl (FEER] | ESENRIRER. EEREIR ( S4312345678888 ) FIfE(EEMCERE.

8 B [5pk] | B EEENLHRE.

9. AT, ZNZSLHIRY CPU FIFRES2AN A MPAIMEIEEIRER AT 80%HT , S512345678888 KRR Imi= AR RAIELIG(E.

WS : BRmEmEX
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E4EF
EHER R

1 RS
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LS PSEEIPSTLE
ERUTEHHTIE: 2024-06-12 15:06:00

1. BRigLT

2. RS

o HiRERS : FEBWSAILIRIER, deos, LIRFH , B EEBERIAgent RFThREF LR | FHLSEW L1985 baradiZ \serverfiHiaizE , g LiRIIRE!
barad RGHRMHAIF—AIEEZFCcgi, KEBhttphhlHT EIR.

o HUEALIE : FFlinkiBRATRAMESERT | RIEE \server-NWS FlkafkafRtiHEE .

o HiEFhE | RActsdbRIFFIEEEETRE | BT AR THEPAIT .

o SENMEER  GFESFEDONSEMHL , SIEFESINTEEERENFERENSE | URBAINMAEEE.
o HERFER : FRAESRHIITEIEEERETFaE  BREERK | URN—LEEERTFENDEFRIATHIE,
o BEMHBMER | REUATEFIRRIERRINHBIREAIMER | Ao TG,

o Api: 3/9customApifbaradApiFE , BIEBEREXIEyunApi Gateway, AI{EfEFIRER | EEBEREXEFE | WalsFR—IEEERMIEE | BESIRH—L
EANECE S TEAITNEE.

o BEENRR : EERER  APEEARSTSERN. MIREREERSISTTERE , XERESSEFRNIEE R EE M E S L0ERIRE.

WS : BRmEmEX 5851 T #3143
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A=AV

BRIEEHATE: 2024-06-12 15:06:00

Barad & &
1. FokEefnk

* Bofitk : BTHTENTR. BRERMZRNZTR  TERSKEENSRET.

o EOfA : BTHTEDEST R IBFERMERARENTR  TLBRSEENSRET.

o EiR - BTHUTENKE | ISEDRIERTES,
2. HuEhER
i. BHEE
o {sEFFiRAA
28 ]l
CEE=ResE) gce/cvm
Ei=tan cpu_usage
MEAdE 120s
TS 98615d0b-5c29-46ec-8426-257da08b5494

o IEESH

MBRBERERELK , HEFIEN120s , B EH255H,

ii. Kafka #l&

162 FEkafkafvEiE

o {EFFA

BT nwsZlkafkafBATHEE.
£
G
b=
THZRAT(E)
HERE

WS : BRmEmEX

Nl
qce/cvm
cpu_usage
600

20

98615d0b-5c29-46ec-8426-257da08b5494

== (BARAD)
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o HEFSH
iHZERT A : 600

HEREE : 20

i. 10E ~Ekafka#iE

o {EFEA

T flinkZlkafkaf 9%z

2%

R
IBHR

TH AT
HESE
RS

o HEFEFSH

FFnwsZlkafkafBAIaE,

iv. Apigif)

o {EFEAA

EKid : FmEseqid

v. HRYGERS

RN SRR

o {EFEA

=~
qce/cvm
cpu_usage
600

20

98615d0b-5c29-46ec-8426-257da08b5494

BTt qee/tsTHIEIMETE | BRI —IBEIEREIRATHEE.

vi. OceanusHf&

o {HEFFIRER
aBoceanusfE AR SRS,

3. SRR

WS : BRmEmEX

=itz ( BARAD)
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[ i=tn=y

o {EFRIAA
BN EHIEIHE R EBRIERIAR , Bai— NP RANEITM , FETRASRENT.
policyld:aii BIEESRREERAIpolicyld

o =Ml :

policyld : policy-6vmfyugf
ii. R

o FERAE— T AREMARNENEGSEE,

o FRFSRT  FTEMMIANSHEEaE ERESHRRRE.,
HEHEMEEFR , B , OccurTime
PTEREEANE.
o {EFULEA
EEEMER , IIELA] , FHARE , £ERENE , PUTTRL , EPRIETERPSEHRENSELENseqid
ESHRAES seqid HITHERE2-3, SER RIS ZAYG,
4. FREBhER

i EENE

o fEFRAA
FRpodiIBIR | NEEERECEICEPod&ETR
o 7Rl :
barad-api-go
o HEEFSH
AT EREEmasteri AN LAIFTEpodiNEREE | HEFERpodNBTRETERENEREERER.
EHERRGS

5. Flink& P14

WS : BRmEmEX
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o

i [Ba. EIERES

fEtcloud-barad-skywalkerfi9/usr/local/services/barad-skywalker/jobBRT

H{Trun-job.shZENHIA

H{Tstop-job.shiEEIHIA

i. Flink&hiBdE

BCEXMHNR

job.properties

kafkaStartTimestamp JykafkaiEZ&AI=RATIEIEL

validBegin FIREAHNERIFFIARIERD AT IENEL

validEnd J9IRERIHNE RIS RIVET R EIEL
o=

#EfZvalidBeginflkafkaStartTimestampi& & H—#E.

- ANE

create-supplement-job.sh J98UZANERYESS | FHEITHNERIELL,

run-supplement-job.sh AF MBI THNEAIES .

stop-supplement-job.sh AFEEILHEANES.

HESE

#A\ZFltcloud-barad-skywalkerZs28/fd/usr/local/services/barad-skywalker/jobERT.

=itz ( BARAD)

{&3job.properties 32{4=fgkafkaStartTimestamp , validBegin , validEnd , J&validBegin , kafkaStartTimestampi&ERI*NERIFFIRHIZFOATIEIEE |

validEndiREAHMIAIEEERAVERDRT [A1EL,

1zf7create-supplement-job.sh , &&/usr/local/services/barad-skywalker/logsTflink-supplement-job.logfGRFAIAE. ERABEranceld iz THIA

BYRTTE) , AT LARYERTIEISREREEE SRS HU TR,

WMREE BAEPRICS | MRBBRANEES TR TESS AN, AL link-ui EEFHEE

LHEESHUTRARGE | SEEEIE~REmanagerffIExpectStatusiPIASEERE | HUTEIEANEESHNASBEEHESBES ENX MUEFETIORS | BR

EESFILLRER | BREES. BMINEESESR.

WRFRE - BRmERMEX
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ATLANEE FEERIXEAEERNER | BRIGIXERAALEUEETR. RAETEM10.41-10.5145%ME,
o=

MREMAIEFS—EREFLE , TTAFFH Tstop-supplement-job.sh , TS NEESS,
6. Kafkat@{Edps

Kafka s /s

cd /usr/local/services/kafka_2.11-1.1.1/bin/

./kafka-server-start.sh-daemon

../config/server.properties

BEEHMAE

tailfkafkaServer.out

jps EEkafkaHHEEBIEE

BE topic §IE

./kafka-topics.sh--zookeeper {zookeeperIP}:{zookeeperPort}/kafka —list

BEIEEtopicEE

./kafka-topics.sh--describe --zookeeper {zookeeperIP}:{zookeeperPort}/kafka --topic {topicname}
flBRtopic

./kafka-topics.sh—-delete --topic {topicname} --zookeeper {zookeeperIP}:{zookeeperPort}/kafka
BllEtopic

./kafka-topics.sh--create --zookeeper {zookeeperIP}:{zookeeperPort}/kafka --replication-factor{x} -partitions {y} --topic {topicname}

7. EstER®E

ERRRIESEMN AT,

EERHEBRIAZ: curl -XGET http://imgcache.finance.cloud.tencent.com:80localhost:9200/_cluster/health\?pretty
EEfnodefS&: curl -XGET http://imgcache.finance.cloud.tencent.com:80localhost:9200/_nodes/process?pretty
BEERIRZ: curl http://imgcache.finance.cloud.tencent.com:80localhost:5100/_search/clusters
BEEFEmetric: curl http://imgcache.finance.cloud.tencent.com:80localhost:9200/_metrics
BEDRBEHFEAZE curl http://imgcache.finance.cloud.tencent.com:80localhost:9200/_cat/allocation?v
BEDFIRE: curl -XGET http://imgcache.finance.cloud.tencent.com:80localhost:9200/_cat/shards
BEZRSMZE: curl -XGETlocalhost:9200/_cat/indices?v&amp;pretty

WS : BRmEmEX 5856 T #H314m
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=5

BRIEEHATE: 2024-06-12 15:06:00

1.

2.

w

IEHEIRRNE
s
1

2

skt pagl)

BEREFLEHG  EEREESIER. BINRMEISE (FARREEFR) .

B

ESREFEFIRK S,

BMESR

KAGTR
BEKIGTRSIE
wEkEEte

& zookeeperikzS
eEKafkal s

& Elasticsearchikz&
FREFlinkIkZS
eEE{bpodikZS
EEER

BEREPRZEEENE  EERTRIEEREIENS LR,

BEER

o IEH : TUELHREE |

o BE : NEBHRE .

FELNME

SRS IR LIERERT.

TR,

R (EHFM) PifEtEE T THIE S,

IR

Toe

feEzookeeperihzs

EFRzookeeperiBEHEE , tEzookeeperEHBIEER.

B

EkBNzookeeperEfE a5 pFIE FRERI.

WRFRE - BRmERMEX

== (BARAD)

UL

B BT
BEEGEEARERSER
BEzookeeperERIEH
BHEkafkaRBIERE
&HEElasticsearch2E1EH
BHEFIInkEFIEE
BEHEMERES
BERMESLER
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o BFER:

Ziaiz (BARAD

EREZKT A |, EzookeeperzZEH R ( BkIA/usr/local/services/zookeeper ) , BAbINBR , i&17./zkServersh status, FrE B mEigiREE |, BT

follower4bh , H1Meader , MzkEEFRIZITIEER.

HAbINBRT , i517./zkClish , BT s/ , BEEERER.

o IEE : IREIMNBER+E /storm110, /kafka , /kfkSpout,

o JE IREINBERFERK /storm110 , /kafka , /kfkSpout, TRoKERUIRANMAIBHFERE (LI ELBRXIRAVEHMKIRSS storm |, kafka , storm ) ,

o RELE :

#zookeeperHiERFE , MEHEAbINBSR , izfTsh zkServer.sh starti§zookeeperEHhric,

o R

ZookeeperfiE T R EN Lcrontab , ZHAFEiEREEIALE,

4. th&EkafkalR7zs

BRzkflkatka i | HeEkafka A SREIER.

o BHERHM

ERBzk TS mflkafka I RERER.

o BFER:

HANZKEPERIbINERT | 1517zkClish , 1517 Is kafka/kafka/brokers/ids,

o ISRE[L, 2, 318¢[0,1,2] NFFA3Bkafka b mfEE T , (IR , BAURELTRERE , BF—

o W ERGSIREDTF3IA |, BB REE , HifTget kafka/kafka/brokers/ids/0 , AILA

17 , IRkafkaBREMGIpIIRR , BERTAIER HEHkafka TSR,

o RELE :

ERFERNkafkaTIR |, ps -eflgrep kafkaBEHEREFE  YIAEE , HAbInBR , Hif7sh kafka-server-start.shEFHitE,

o UL

Kafka¥s sEPEH8S RN L crontab , AR ERNI B EIHLE,

wu

. ¥ Elasticsearchikz
& ElasticsearchASEHIERE.

o BFPR:

WRFRE - BRmERMEX

NaBRss | (BIHHERIMES.,
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[&)]

curlesl.barad:9200/_cat/health?v , EEIRERIstatus 27 Agreen,

curlesl.barad:5100/search/clusters, EEIREZE R L ATER M FERE,

GEER ¢

o IFH : E=RPRESgreen, HaTEERFAIdisk_used / capacity.disk <= 0.8,

o BE . &EEHRS Hredyellow , ZiFTER#AYdisk_used /capacity.disk > 0.8,

FELNE

SRR Soredflyellowr]gERestInodetifE , EEEFRnodeBEHZETIER , NRIEREENIT./bin/elasticsearchEFffiitE.,

££¥disk_used /capacity.disk > 0.8 , REFEHFEARE , FEHTT B.

TR

#§Elasticsearch T3 AR R IEIEESR,

. FEBFlinkAZS

WEFlinkREEBIESR.

BIESE

ERegyarniziEI AL |, £010.19.0.34:8088

AILIERIRE | 15178, BEifdEE

BEEMERM

o IEX : TUELHRSE . Status running , BUBRAGEUE.

o B : TUAHIRE , 3 Status A2 running.

SELE

wmEEkE  EEREEE.

WS : BRmEmEX
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~

WEWEAREStatus RE running |, EFIRES. Emasterti =t AZElbarad-skywalker ,cd /usr/local/services/barad-skywalker/job,#1#T sh run-job.sh

TR

/usr/local/services/barad-skywalker/job

BRTHTRE. I, Z1E flink(ESA9Z.,

- IEEfpodiATS

EFtcs-masterEH], , EFbaradigXpod 2EIEE.

BIHRSM

E5kBltcs-masterEHBREE,

BMESR

B Ftce-master=EAl,

HiTa< 'kgtcloud-barad’ , EEpod 2B ErunningikZ.

TREER

o IEX : baradifxpod#BfEizfTH.

o FH : baradtEXAIpodBIREITHAIRT.

SELE

BEEFEpodNETHSEMHER , IRIESMHHERHTAE.

1B

BEMNRBEREpod , AILIEIKEFpod.

WS : BRmEmEX
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EEeE

BARSEFATAL 2024-06-12 15:06:00
1. SEEAERE
i. BEHERS

AgentiGiSinEiE. SHEUE. BEHER EREIbarad-nws , barad-nws34EE = EBHELEEFS kafka , kafka#dBmAZIflink , flink EEEURITELER
Akafka , kafkafFigERS Awriter , writerS \es , EFERILEESYE , VMFapi , apil\eshiBEUERET.

ii. R

IR T SRR E AL BaiASEEREINEZMNEadpEERN , adpEEE NSNS Ekafkaf B EEIRHTIONEE S SEMN , FEUE
ampEERIX , ampEERERILHRATIEF , FEBEEHLEHEE T ez,

HEERRE

a. DITEMIHS | 48/EE.,
b. $t33BfKcase D4,

c. 2RO, B—HE.

2. SRR CASE
i. BRI EuE

o HEERK :

REgIERR EEE— A,
o HPEIIS :

TP S FTar MR E AR MR,
o HUPEEAINE :

a. IEESERFRBIERE

fEpodWcurl esl.barad:9200/_cat/health?v , SNEREEHRESSogreenNIEE.

BEFHEEBIEEWANI © curl esl.barad:9200/_metrics , IEERIRSviewName indexfI&EE , ERFTIPRIFZindex , NIBIEEEHIWIBNSEER
B, FETEN , SRRt R REctsdb , BISERIHREFCIE.

b. BEERNIMNEIENERES : curl esl.barad:9200/_metric/cvm_device-60,ZiREIformatHepoch_secondMAIEE , & epoch_millsUHSE. 0
SEFEEZENESER (WEERINKGEE  FEHIELHREING | TigAimetriclis SEHHUTHIRMEIA ) .

WS : BRmEmEX 5561 T #3147
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c ML LEIEE , BEEHASIEEE— BT EERAISEIRE  iTEgesFHEESHEH,
curl esl.barad:9200/cat/allocation?viidisk.indicesaI &85 A2 {EAAINodeZSE ,

curl esl.barad:5100/_search/clusters RILABZEIRI M EEEFRSCH ECHINode#BZSE, WEAEISWEE , WEEWESHITT B :

d. 8B zkfkafka2BIEE :

BRZkTDR , BNZKZERR , #AbInBR , $147./zkServersh statusiz< , IEENRElleadersifollower, EIRFENRTBEZKKEN , H4Tps -eflgrep
zookeeper&EzkESIEFEHIE,

EZkIEE , NEzkASbin B R THAT./zkClishi# Nzkishell ( BiFtEleaderts siihiT, followertBBTLA , dISRHUTHSKRIAR , TTH=IXSLR ) |, AEHTIs
/kafka/brokers/ids , IEENSIREIEFARkafkaTssid , —#%9[0,1,2]8%[1,2, 3] =5 . &OF3MaTsea R kafkat mEE |, get /kafka/brokers/ids/1
AIEEERHIkafka nodefS8, endpointsilhost AEREIT =S, b iip R BRI podifiaEl,

Eanbokafka s mEE |, REITE Likbrokersh , NIFEEERkafkaTimmEBkafka T REBIERE., HendpointsshiipttAZINART AR , NiER
kafkafCBEHBIR , TERkafkaTsmiaEkafkafECE X fHserver.propertiesRadvertised.host.nameRBEEAARYip , IRTZE | FRAPMNip , RRES
kafkaym , EftTomLUtEHE, ( kafkaEBEFEAbinE R Fhikafka-server-stop.shillkafka-server-start.sh , EE/Eps -ef|grep kafkallz= FHIZHIEEN
AEEEAZRIRE ) .

]

f. kafka T R EBHEEATHES XWEH , AJEEN TR YTl -IEESXERR, EfttEkafkafiE X4 log.dirsERRBENSBRANMEZER |
B EARTEEL & log.cleanup.policy , log.retention.hours2Z A ( [EHE SIS HARIE3dEIE ) .

g HE—EkatkaBREEIRE , WEEEIIERESEIfink , FEmasterti gk \Elbarad-skywalker ,cd /usr/local/services/barad-skywalker/job,#14T sh run-
job.sh,

ii. BOTEEEIE | BT RICERE
o HEEEE :
XHERT LS ENEERERER. BOT RS REEE
o HFEIISR
AT RICEH AT IAERSERSE | BOTRERE.
o HHFEENT :

a. A LIRS RS Lk,

WS : BRmEmEX 5562 T #3147
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b. WAL E , 0E CIRAIAIARES SRIRER , BOABE 3/ R RS E .

c WEEE  WEEMFRERGIER  Sh¥FHRMIERTok

BEEbaradf9EERE , StormDictionaryfE FXMAIRESREENANCRE.

EERRCRAERE W

= NRFBcvmHILB , MEFEbarad-scriptzasgifbarad_sync_server&1IEH ( ps -ef|grepsync_tool ) REERIEE , FoEBEAICCDBItIERIEH,

= NRFBIEcvmiti , NFEHALLS S EE CIRENEEUE , INERE LR , NE&EFbarad-scriptZFgsEAdict_accessfidict_sync_tool2&EIEE ( ps -
ef|greptornado_cgi.py, ps -ef|grep translate_tool.py ) ANARIEE , NEESMAEHIBEITF/data/logF).

d. FETAESEERAR RIBHEU R EIER.

SEFITANEGHREER (—RREMLSENTSEE) .

e. HEEnwsHIflink A& ( nwsB7&R1F/usr/local/services/barad-nws-1.0/log , flink B S ERIIRES.

o HEAhE

W R IR, MBI iR 4h .

ERAMHTESERSERSRE  WEHEESERFbarad-scriptE:s.

BESEFER | WERMISEER.

WFEH T ERNEESH 5.

EREEMERNREASERHTEN. EHaTUERRESEREIER.

o B

SRR F—EE M.

B ENEEIICAERE.
i. CVMEBSIEIR iz EE

o HFEIISR
CVMEJ CPUERIR , NTF(E ST ERRTIEEUE.
o HUETEAL :
a. FEFHl EHfiAagent2&%E< , agentfiiF/usr/local/qcloud/monitorBR T,
b. ZagentB%%s | fiiAagentfL ERVIHE REIER , BB EDRBIEREMNT , agentBt&{IF/usr/local/qcloud/monitor/barad/etc/plugin.ini,
c. HagenthZ® | MIIGEFHstargate 2B IEHIEIT(ps -eflgrepsgagent) , HEEEEIRE(/usr/local/qcloud/stargate/logs),
d. MEEFHlagentHEB TSRS (/usr/local/qcloud/monitor/barad/log)

o HRFEAME

WS : BRmEmEX 5563 0 #314
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e FHagent k& , NZdkagent,

f. B BB , NFEI_EbaradiBREHZRIFET.
o HEER

EEFA L LERICVMAEEEER,
iv. FESIITEE

= HELE

IS S EEREN S A

o HELAM:
F:5 484 tcloud-barad-alarm-synchronizer
&HEkixtcloud-barad-alarm-amp
EHZi@Ntcloud-barad-alarm-detector
& StormCloudConf , alert_management_platform_new , manager

o HIERLIZIE :

a2 BEEROERIENE  BRRNIR | WERR (Frar- Rt TisissgR) el

b. EALEHIRELEE  WFEEEELAMNET , RIERTREHITHE
- BB TEE

<

o MK :

BEDT A LEIEE | BT RIRFRIEE,

o HFEENIMANE

AROHLREHE.

EELRINAIERDRE S ERMFIFEMRE (BIRIRESHIIRE T > 0ERLIRHLEA0NIERN X NHESERMIITaEE) |
N+INFERISEE (FINRETRHE—ES  NEEEEENRMNEERHNSERS

HEalarm-ampEBAKIEHE (tcloud-barad-alarm-ampAER) , MIRERIEAS , (BEEIRE |

&=

KRRV OIERI S EOMRE

=i5#E ( BARAD

)

FEEN EEAR RS

. BIREEREES

WNRalarm-ampFT Az , MFEHEcloud-barad-alarm-synchronize pod WEIHE , IBEHREEREIFERNIEK , WEHFkafka R HXFERSE,

o EEEIBEE -

EHEEEIRALUERIN AR EENREEMARER  FFEKEISERYESEaM .

WRFRE - BRmERMEX
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S BRASTCE Uk (BARAD )

vi. VmEHIELEE
o HIEIIS

CVMAERHIE LBHE | (BRIAZIEE
o MIEERIRALE :

KIFRAFEHFRIEFRINZ, , #Eisd.barad E , gce/cvmicvm_deviceflE T , EEXIMuvidiappld 25 AXAFappld , (1R appld <2 Happld , N
REAFHFRIEEME

&HEbaradfdb , StormDictionary.tDictionary 1FREEEEIIMUUidRIIER , 0RE , NaTsERdict_loadersRIEFENZE; , FEFbarad-nws pod,

WNRAbEFIIMEHFICR , NATsEREbarad_sync_serverfig EfccdbitiitiEiR , T Nbarad-scriptZesI MR ESEERE
(/usr/local/services/barad_sync_server-1.0)fIEC &1,

o HEE

MFHESERMAICVM |, =8 ERTLIBRICVMIIEERER.
FTEMHER

vii.
o HPEIIS :
ENREETENSM  ERESEHH OIS E RIS MHER.
a. B RAE
b. 1B ST RE Lk,
c. ieEkafkaREBIES :

BEbarad-eventF2EAAInws_event_frontH7& ( /usr/local/services/nws_event_front-1.0/log ) . 2B ESkafkaslkMAIEE. NREEAIEAIZERM , T
TlhEkafkaBe BARIEREE RAIMA topic , EHFEkafkaEi BfkafkaftopichlIZ,

WNERSkafkalEE ( _ERATD , Enws_event_frontFZ4EREE ) |, B Revent_handletRfHER A EZRkafkafI B , MIagtkafkaiZtopicHiE, T=itie
—Mopic Tz , Bl7Ekafka L#rE—"Mopic , SAREFInws_event_frontflevent_handlefIELE S , EiffatopichFRfItopicName , ARERIXFE MR
.

16 BESERERIES : curlesl.barad:9200/_metric/tce_bm_lost_agent ,iR[EIfJtimestampiIformat=E&R/ Hepoch_second , ISR EIRETEREAIZF
E&/gepoch_mills , MIFRIAFRERTERRE | BiEdERIERER.

o HEE

AEEHP OISR LIERIESEMHER.
viii. BEHTEE

o RIS
EHROTLUENEHEE  BREEIERERR , FEITHT SENARKAEISEER.
o HIEEMIRAE :

BEHPOBICRESLEIIRLTICR. EEZFMHINREESET SLHRE , IREE , WEAPONCRESRTRES  ZBERXNERBR  IRESE,
NFEEESERBUEAREMPESETR.
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| /o 2]

ZAmiT ( BARAD )

EEMHETEE  BRLEEICR  WEEEEAMSHSHITHIE.

o HEE

NTEHEEENNE , AEHEEEIRAUENEREEMNEECR , BITREENARBEBIEIEE
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X BIHSTCE st (BARAD)

1l
ENEA

RIFE#ATE: 2024-06-12 15:06:00
1. f/SfZEPod BlisiE

Hribarad FIERIFIAHIBEREEN . KubernetestEEHE A livenessprobe ( FiEIRE ) SRIAEMIESAES | {£Freadiness probe ( Fi&&IREt ) KifED S
BEAMETLIEFRE. EtesERTERRHFIMERINEXNT

livenessProbe:

exec:

command:

- bash

- /tce/healthchk.sh
failureThreshold: 3
initialDelaySeconds: 30
periodSeconds: 5
successThreshold: 1
timeoutSeconds: 5

readinessProbe:

exec:

command:

- bash

- /tce/healthchk.sh
failureThreshold: 5
initialDelaySeconds: 30
periodSeconds: 5
successThreshold: 1
timeoutSeconds: 3

P REHERRERRMA/tce/healthchk shiTHE | EARFRGIHASARIBERETPIEMHAHTENL , MRAMHETIERNLIRE , ZNLIIF0RY. EEFE
RETIRL R HkubenetsEREHRIEV SSIERAIIER L,

2. FEBIGE

ERBRAE , @I crontabESIHETEIIEE , ARIHERBEINENEHEEMER | #ftkubernetesXipod EEHRATMEIRL. t7Ebarad-api
Bt REBWTNERMES

[root@tcloud-barad-api-7b5dc6d55b-6hd65/]# crontab -l|grep monitor.sh

*/1 * * * */usr/local/services/ConfigClient-1.0/admin/monitor.sh >/usr/local/services/ConfigClient-1.0/log/crontab.log 2>&1 &

*/1 * * * */usr/local/services/barad-php-5-6-29-1.0/admin/monitor.sh >/usr/local/services/barad-php-5-6-29-1.0/log/crontab.log 2>&1 &
*/3 * *** Jusr/local/services/barad-php-5-6-29-1.0/tools/php-master-monitor.sh&

*/1 * * * */usr/local/services/tnginx_1_0_0-1.0/admin/monitor.sh >/usr/local/services/tnginx_1_0_0-1.0/log/crontab.log 2> &1 &
[root@tcloud-barad-api-7b5dc6d55b-6hd65/]#

3. Barad B &1=4EIR

SiBarad BEMIEITIRSH SR EBI =EIER Fprometheusi##{THY. Prometheus Server&ERTfiiElbarad exporter EfYLEIEEERE , FHEZITSDBY |, EREE
KRG | WRBESE #HJudaIertManagerffiﬁéuﬁﬂ{*jzﬂlllﬁ . HepbaradIEEEIREIRINTAS ¢

s KAGTR L

1 Ik E=7 CPU, K%F

2 Flink R FE$5tR BEBEFETXE—MES | S— P RARKEIENERS T EE— MR PR EEL IR,
3 Kafka¥EtEE Kafka topicHiHEFELE

4 NWSHE NWSEKEIRESEERLT

5 ESHPRZS Wtz SRl Balnis , 5 lEE
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X BIHSTCE

IWESSTES

SIFEATE: 2024-06-12 15:06:00
1. HSiaeB b EBTEE
o IBESI :
HUSETRER TR, =, YEEEs e IEERRSEURE R R SHRS SRR R EEE | SIS,
o IRESE
i. (EFRLEMARSS | WIARBTREFNFREMEIEEL.
i. FIAREE DETHIHER A EIEEE,
iii. fgtAstorm/kafka/esfRSSEEH , ATNIERII NI FRENER.
iv. BURRIKNAIRSS SR | RIS, SHENER | BaliRE.
v. MNRAERIRSERR SN , FERIAZKIRSEEESR.
Vi, {ERA k- BRI | Ezk , AEEMERL LIRS BEHIER.
vii. MZRkafkadfiE BRI FERIEREEH.
viii. WZEstorm-uiFIEEBEFITE.

2. KafkafRSS IR EERFIFRALIET IS

° RHIBME :
teEkafkakA S EEER

HNZKZEERIbINBRT , izf7zkCli.sh , =17 Is/kafka/kafka/okers/ids

=itz ( BARAD)

MR BAHSREDTFIA |, HIBETARE , HiiTget /kafka/kafka/brokers/ids/0 , JLMBRIFE2.ipfESR (idIHEMN EINAGREILERE ) |, ERERIidERH

17 . IRkafkaBREAGIPIIRR , BERTALES HERkafka T miER.

o ERRERNE |

KafkafRSIEAEEEENEFTR , BRAHBENEEZE I , EBER TEEHETE. SiERE  $ELESNET , SEUREEIETT , isd.baraddiEx

ERR., ISREERLEEERY  FFERNIEE.
o IRELE
i. RS EEFEkafkalREES |, FEEIRINOHE,
ii. NEHNEBETES , FESH—ENIFEEENSEAE.
iii. Hril28AIkafka=idZ=FIBH2E—5L , kafka-idEERTLAMZKEREY,
iv. FERkafkatZREE , BB kafkadiEIRE.

v. Bfkkafkat/l28 , HfTkafka-topic-describeds< , FRENSEATIRTS.

WRFRE - BRmERMEX
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X BIHSTCE ZUiz (BARAD

= 430
Ex{E5CH
BRIAE#EATE): 2024-06-12 15:06:00

1 MIBLEAMTLIEE. TANXEETHE

me:

. BRI TEGE | F123REVASMfrontNameSpacefifrontMetricName

i, BT HIR. MREFHEMYsql22003#7% | LB FEISKIRERE )

{5140 - select *from StormCloudConf.cApiMetric where frontNameSpace = 'qce/dc’;

BEEEIHIEinm A=A RIS , BXkbarad-nwspod B TMEMRIAN : tcpdump -i any -sO -nn -A 'dst port 80'|grep'qce/dc’ |grep ‘inbandwidth’

i EANEEEEE T  BlRENEER , EEMEE YA XnamespcefHENRE |, IRIFRYAY.dbSTEELR, FE/VMARERT AR EENRER
B, B A qce/dc qce/dexqee/dcgiRBIEN.

i
= MzZRbarad-isdi#HH R EH O RNELM=RSHREXRGEZE, EME
http://imgcache.finance.cloud.tencent.com:80isd.barad.Example.com ( Efflz#Z Al 7Etcs mastersKEX , kubectl get ingress -A |grepisd.barad )
= f07EStormCloudConfEEH4Tselect * from cShowProductConfig where namespace = '{$namespace}’ ; EiFFLICHE.
= select * from cApiMetric where namespace = '{$namespace}; TEUEHE IR AL , 1B 2IREEApPIFEITHY.,
= select * from cObservationMetric where namespace = '{$namespace}’ ToHUESELIET AL,
iv. RIS
BFRSAMIENEE. BNEFEHEESEHbarad-isdRE&E.
BIEGE (BiEbarad-isdRERIENELE qce/dc qce/dcxqce/deg 2EFHT )
# \barad-isd pod ,
cd /data/release/product.pkg/tools , shsync_product.sh qce/dc qce/dcx qce/dcg
MTERERE  BENHEEGEHERTEERE.
2. ERIEETHIE | SREAUE

o WS :

WS : BRmEmEX 5569 0 #314
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O BASTCE ZUsi ( BARAD )

IHBEHE  TREERE

o TREERFEREA :

baradfIREMN , MREETREI  WLSEERZANREEE , RZVWEORSHT—HRIE | JIRRFVEIEA/N\RIESE | K550t  BR1DH.
o MRERTIEE

FEMNEFAITIEAISQL , MBRREREH , EREOARISS HskiTE3600/I40E | TR FRISMIFEIERE.

DELETEa from cAssociationMiningRule as a, cDimensionView as b, cDimensionGroup as cwhere a.outputDimGroupld=c.dimGroupld and a.outp
utPeriod>300 andb.dimensionGroup=c.dimensionGroup and b.namespace=c.namespace and b.namespacein("qcce/nat_gw_bm","qce/bm_|
b","qce/cmq","qce/cvm”,"qce/vpc_region_conn","qce/cmongo”,"qce/bm_intra_lb","qce/cmqtopic”,"qce/internal_loadbalance_rs","qce/docker","q
ce/lIb","tnm/vsr_vpnconn","qce/nat_qos_stats","qce/cbs","qce/dcg","qce/cos","qce/pcx”,"qqce/dc”,"qce/dcx", "qce/Ib_total","qce/cdp”,"qce/cd
n","qce/ckafka","qce/bm_pcx","qce/scf","qce/ov_cdn","qce/apigateway","qce/loadbalance”,"qce/qaap","qce/nat_rs_bm","qce/internal_scf","qce/r
Ib","qce/cdb","qce/redis","qce/phy_host","qce/bm_rlb","qcce/sqlserver","qce/tdsql","qce/ctsdb”,"qce/iotmq","qce/csg","qce/vpc_net_detect”,"qc
e/ces","qce/emr","pce/bm","pce/cos","pce/netdevice","pce/stgw_Ib_ld","pce/lb_Id","pce/cfs_resource","qce/vpc_gateway","qce/vpc_nat","qce/vp

c_jnsgw","pce/cdb_privaate","pce/redis","pce/ccb_weblogic");

3. CVMERDEIRISIE AR
i. BRI
CVMEY CPUfERIER , NTFEREFAFERERTITEUE.

ii. barad_agentZeiEiizE

barad_agentZiEig

o FAFFHE=INA , MREFFERERE.

o mEWBIEMINZE , £Mhdfsh/images/qcloudagentB R T EEFhR A IstargatezedEt, [—fEstargate_linux_install_v1.2.6.tar.gziR4] .
o REHBRIsgagentiRss.

o sgserverFfifEAIA=ES [tcloud-barad-update2] , BIREHAIEHEREHIThds_clientiRSZ <.

o hdfd_clientaMhdfsgl/barad B R TN E&HhRAYbarad_agentZiEt, [TCE—f&E/barad/baradagent_installer] , HEIA#E
f9/data/www/update2.agent.tencentyun.com/updateBR , FHEMAEERENEIERE.

o sgagentEF1Z/g , &V@Rsgserveri# , Eifbarad_agentZERASE.
o FFMsgserverff/data/www/update2.agent.tencentyun.com/update B3R T #kbarad_agentZ4ct
o EFHfErhbarad_agentfR53.

o BAMET
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= barad_agentZiEEHvMERARGE | FHRIHESRFNZEEES LEEIhdfsgy/baradER £

= barad_agentZEEBLAREEEBRvmBIALR |, sgagentRERETE. LEFE60.

iv. cvm#iE HRITEIERER S
o SefEnwsHlEE HIMEMIA , EE5EEE LR,
= @ cvmiuuidER X EE,
tcpdump-i any -nn -s0 -A 'dst port 80' | grep '8d8bf61d-e938-4f0d-95cc-b455d9f778al"
BEETuidREFEIE  BURMEINRZEN ERAEEE | cvmFNFHTELE HIR
= FTLUEEITERRHR | EIHERAHET © tcpdump -i any-nn -s0 -A 'dst port 80' | grep '8d8bf61d-e938-4f0d-95cc-b455d9f778al’ | grep'"cpu_usage'
" RIMEIREHE  FEERFIRERRERIA,
o BFRoevmFHIRELI

= AEEmETuuidEREANIP

BERE

BENFFEIMSAIBERAL | tban:M14

{FERArootlkSER , BIE—RE : Tcdn@2007 ( 2RIk tcelIRIERR M )
[M14@TENCENT64 ~]$ ssh root@10.19.0.21

BiFuuidBERcevmFHl

virsh console 8d8bf61d-e938-4f0d-95cc-b455d9f778al
BEVMmFHERFTEFBRWSHER (BAETLRvmFHI ISR )

VM_0_34 _centos login: root

Password:

Last failed login: Sun May 24 12:52:59 CST 2020 on ttyAMAO
There were 2 failed login attempts since the last successful login.
Last login: Thu May 21 14:34:53 on ttyAMAO

Welcome to tlinux 2.4 for aarch64

Version 2.4 20191012

tlinux-2.4-kvm-guest-aarch64-20200115

[root@VM_0_34_centos ~]#

o ffiksgagentE2HEIEFHLLE
HEsgagenti#HERBIEE S

ps -aux | grep agent
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" WRsgagent Rk , FEMARS

= AFEIR=EN , EEEFETEREE

= hdfsfd/images/qcloudagentf§ BR L2 EHsgagentiiZit,
o ZRhdfsHz

= BhdfSHITEER

= j#Atcloud-barad-update27528

= HEtcelBXIRSECE(ERvim/tce/conf/cm/local json

= HEIhdfsEXEE

o EFhdfs
fERrootik SERhdfsHgE , BB—HRE : Tedn@2007 ( BfRtEATLAIKtcelIRISEIR M )
[M14@TENCENT64 ~]$ ssh root@10.23.0.133

o BEhIFSEHRER
EEsgagentZEL
hadoop fs -Is/images/qcloudagent
#HEbarad_agentZiER
hadoop fs -Is /barad

o fEsgagentziEt
wNRELIfsi§EEZE/images/qcloudagent/stargate_linux_install_v1.2.6.tar.gz& %6 |
ATBER4EF A tproduct-barad-sgagentZ22ELL M SEL
= WIREWEBARYfL, uosE , FEEMqCE , HFaIRE FARESE TCERMR(I]

" MREEFINE | FERAREHRTE.
=

product-barad-sgagent4 A LIS IIEF B R TTH 24 S
IBERsARstargate_linux_install R4EMEE , HiftcelME FERBXNES , AEBEFTE
EITENZES , HEEIhdfsh/images/qcloudagent/BF L.,

= MRRIGETNE , TERE ST LiERE@Shdfs £

hadoop fs -put /tmp/stargate_linux_install_v1.2.6.tar.gz /images/qcloud
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= fRhdfsEsgagentZxE G . BFRFtIEENFERFERRECE | S8 FEFH%SEsgagent,
o fHfiikbarad_agent2BHIER
BHRCVYMTFH2EHiAbarad_agent2BIEEEE

ps -aux | grep agent

o WNERbarad_agentHEIEESH , (BE{BATEIELIR . AIRERNMERRIEE barad_agentBiERRESE [BAREcvmilltce@FMIE]
HETLURERLI TS RIGE | FHEHMEXERA cvmFltce IR EL
= HgAplugininillBE2RES
cd /usr/local/qcloud/monitor/barad/
[root@VM_0_17_linux barad]# catetc/plugin.ini
= &HZEdispatcherlogHEHexecutorlog@BBEREEEHH
* 19E Fmetadatal@fNiE

curl metadata_url/uuid EREEEFEREEIELLAcur] http://imgcache.finance.cloud.tencent.com:80product-cvm-metadata.chongqing.yf-
1.tcepoc.fsphere.cn:80/meta-data/uuid

o $NERbarad_agentRKiZwh
= AR BREsgagentHESHbarad_agentZiELi
&%&/usr/local/qcloud/stargate/etc/base.conf FEJurl2EEEIEFE &S/ usr/local/qcloud/stargate/logs/stargate.log E5EFEHE
= tNRbase.confiEkfgibiithttp://imgcache.finance.cloud.tencent.com:80update2.agent.tencentyun.com/interface.phpifial &
#Atcloud-barad-update288 , #iiksgserverlRSEBIER
= Hihtcloud-barad-update27558 E/data/www/update2.agent.tencentyun.com/update F &G &HIbarad_agentZ i
" RSERHNRES , ALABEhdfs_client\hdfs FEEHHIE
cd /usr/local/services/hdfs_client/ && ./hdfs_client -f/barad/baradagent_installer
= ehdfs_client&EgEse
SeieEhdfs_clientic ERBIEH , BEERE [ENEHSE , BRtceREE]
taTgehdfs Li&Bbarad_agentZiEG, [BXERcvmEZEAMIE]

o HiksgserverGiiibarad_agentZEB 25 , BERcvmFHESESsgagentiRS IR B &5,
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X BIHSTCE

TRER

== (BARAD)

BRIEEHATE: 2024-06-12 15:06:00

1 P mEbELE

NEBEF RSN

1R/ =2

tcloud-
barad-
update2

tcloud-
barad-
event

tcloud-
barad-isd

tcloud-
barad-
dispatch-
tsm

tcloud-
barad-
script

tcloud-
barad-
dataapi

tcloud-
barad-
nws

tcloud-
barad-
alarm

tcloud-
barad-api

WRANFRE :

TREEE. 1FR. B

BN

W& stargate serverl AR EENIEIRS .

2. stargate servergcvmifl28 FAYstargate agent ( ps aux | grep sgagent ) 2RSS , FEAFIER. BEFcvmIRSEEUNT
&barad agent

3. FEMEIRS 2R stormilsupervisorgiEEEIRMZITIS—EIARS | BREEEFINSEEREHREF—HEIBERN
fY/data/www/alarmdb.barad.tencentyun.com/alarm_fileBRT , FHi@iInginx&E&EhttpfRSS{itstorm supervisorfiiEY

BEFHPLcgibARhandlerfgss
1 =it cgifithttpfRBERMEE M LIREM |, W ERAOSHHITHRERILEE NkafkaiBEBAF] | topicEcE/Icm_event
2. handlerfigs3 MkafkaiBEBAFIHZREE , X}ES LIRATSMHFHITEEL ( EEJ:?%U&'ER‘GEE | RER—EENR—H

StormCloudConf.cEventProductConfig. astricPeriod ) FO{%5 , #Tﬁiﬂﬂ%’éﬁﬂ%?%%%m@ , FHIEEIEFE ) es, NRECEES
LR, WREhttpiEKElamsiifTEZ
3. St EE MbiEEESEtcloud-barad-eventiE g

BEENEAEEIRSHMA. overlayF#l agent HIRBIENIARSS ( BPETER ) K baradEEEROEEERENRS  —REES
S
EHthRANSETh—EL B ConfClientBY , FskEFbaradi B HELS

NEE&—EbaradZH AT BEIESNargustIiRS

BE6N SRS

4. barad_sync_server ExIMccdbFREE cvmBHSERIENER | HnwsELEERIE

5. cm_php_script BFEZFENSEERR S SR bNE

6. dict_access Ef R HREEIIFEENRS T , BEEIEEFEIkafkalBERT, TopichlZ/AStormDictionaryZEH
tDictionary *#9% , B/ MopicEIN REIEEF MNpartition , BNBESEAHELSHNRRFIERS

7. dict_sync M kafka [EEBFIEELEEEIRER | AREFRISIEE ( Sdict_accessHpkTEAIARSS )

8. getAppTraffic FYEFRRREE MbERIqce/Ib FRIERIRESEE | (LEITHESMAFEENRESIqce/Ib_total , BRIEREF
IR R e

9. monitor_cvm_msg_forward FiFREIE cvmBSLAlEHEE: , ESARREOMBREIE TiZcvmEERIEPIESE

8 dataapiliRnewdataapifi MBS, 1RIBED , BRASRD , BT,

BE3INRS

nws IRSFATFIEIFT HIREUE | NEUEHITEIEMFIRTG | BUTHEERNE | BFEAkafkaiBERAGIH
nwsHHTHEEEIFAIIN8EEMdict_loaderfRIERY | IZBHHISHEEENFEEMdbFEFEIZREEMAY/data/storm/local_dict/BRT
( dberAYfEE Htcloud-barad-scriptfiddict_accessFidict_syncEN )

B EEERIRE—RRRIcgi , FHcustomAlarmNwsIRIIEE X EZ=IThES . BRI LABT cvm_Efdcagent_tools TE#HITH
ENEE, ZMRESRBHRES: , EHASER,

REE—MIRScloud_alarm , HEBWIMEHFEMES , — N ERKstormF I EERSHTHEIER (IEE-) BE-) &
=) ER)  B— 1 EFeEHIEKIRS

& customapi, baradapi, ams, customAlarm, policyapi

customapi S=ENIEE | RAURTREOLRERS FREED
baradapifiZ 7 EResiiBiE , AT — 1 EEbaradflesClient
amsft-Ftcloud-barad- aIarmESTF?E’? BFEREEERURMEERFL , KIXEE
customAlarm BEXEZ , Stcloud-barad-nwstE% , FiF#&clientkeyRI A ckv
policyapi 342§ , HFEHAi’Zcustomam
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RR/Ae  TREE BHNE

tcloud-

barad- B BEFinkiItEIZIEAH R ESE#A

skywalker

Em":ft‘ s HEAETAN , BEFARE  HPESHTAIA , MTCE/tools/fix s EesHtimestampAELymillsfI TH
d::()y = fix_es_table_err , LUR{ESHIREREIBZENS ISR TESix_ft_host , BERETLFEZIAMN

product-

barad- Stargate agenttmELAEM | HiiTdeploylgBEiEiEstargate agentinENFFHEEINfs | HEAFE VMR Tz
sgagent

yunapi- Baradfy=ERE

barad

Lc;?:;__ XANEbaradapi v3lRAS , KEBDEBENIpolicyapifigah , Bl Apolicy@v2HINRA , (ERMBERTEEEFRAVINRA |, ATl
api-go tcloud-barad-api-goffi 7 —E{IE , EMXEKRapivRIEIUM T — B2 8%EH | inmkv209280ARA kB Apolicy api

2. —fRIER Fpod&ER

—RER TEEERAMFENpod | k8sEEMFTMABIMER | deleteZ B AGEH RIIZIER.

i. $kBbarad pod%lIZ& : kubectlget pod --all-namespaces -o wide |grep barad

ii. Delete Pod : kubectl delete pod -n tce ${pod}

iii. FFARPASH

w

RANER
i. JkBXbarad pod%li3& : kubectl get pod --all-namespaces-o wide |grep barad-nws
ii. #A\pod : kubectl exec -it -n tce ${pod}bash

iii. —ARIERBERFERIBR . /usr/local/services/

iv. sh/usr/local/services/barad_nws-1.0/admin/restart.sh all

EE:
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T SES

BIRSESRATE): 2024-06-12 15:06:00
1. podfi &
i BEIE
BREZK , Kafka , ESAYIEENIEEE | BaradBIHINTIRSIRS  ELHSHBUME , RERBEERERRETT ST
LHERERRAT 80% BT &
BT REHTE S po I E BB T &.
ii. R
HTESY RS BREXEREyamlidreplica™,
2. HDFS+Yarni &

i. e E
R
BERIENE hdfsEREEIE ;
EAYIERES ;

EAEBactive namenode ; standbyAJIEETIHEALA active,

a. B ERInamenode FEEBIFE :
hdfs haadmin -getServiceState namenodel
hdfs haadmin -getServiceState namenode2

b. FRANAIEE RS EIEARIFISER TR R,
hadoop dfsadmin -report

c. FRURIhdfSEERFAIEAS ¢
hadoop fs -put ./ZAHESHF /tmp/xxx
hadoop fs -get /tmp/xxx ./xxnew

ii. AIRME

a. BFWEWL. FEAhISHIRIBR | FHFRhostERMEEER

xxx/product-tcenter-support-hdfs/config]#cp vars.yml vars.yml.bak; cp hdfs_hosts hdfs_hosts.bak

b. {&2varymIszt | HRIEIBASEIREMEN -

WRFRE - BRmERMEX
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5876 TW #H314m



O BASTCE ZUsi ( BARAD )

c. [&%thdfs_hosts 314 , 1#ZHRY BRdatanode T mBIA R BT = (IERTERIWESipSE AR idcl®finodemanager ) ,Hifth server rolefVip#BE ST
%

d. &34 : hdfs_install.yml
product-tcenter-support-hdfs]# cpTCE/ansible/scripts/hdfs_install.yml TCE/ansible/scripts/hdfs_install.yml.bak

e ERIEATEEMIRSHILSE © (IEE 29417 start journalnode L AIGFTBRUESHBETRE )

. ERPRWVERIMER , FUTWTa<  (BRI=ZRIvars.ymlfihdfs_hostsXX{HEHIZ])
xxxx/product-tcenter-support-hdfs/TCE/ansible/scripts]# cp../../../config/vars.yml ./
xxxx/product-tcenter-support-hdfs/TCE/ansible/scripts]#cp ../../../config/hdfs_hosts ./
xxxx/product-tcenter-support-hdfs/TCE/ansible/scripts]#ansible-playbook -i hdfs_hosts hdfs_install.yml

g ElIZhdfsEE NN EZI SIS
BRAHES  RORIENEYES hadoopBEIHES |
cd/usr/local/services
scp-P36000 -r old-hdfs-ip-nnl:/usr/local/services/hadoop-3.2.1/etc/usr/local/services/hadoop-3.2.1/
scp-P36000 -r old-hdfs-ip-nnl:/usr/local/services/Hadoop-3.2.1/check_* /usr/local/services/hadoop-3.2.1/

h. B BARE | BaidatanodefInmfRss
/usr/local/services/hadoop-3.2.1/sbin/hadoop-daemon.sh start datanode
/usr/local/services/hadoop-3.2.1/sbin/yarn-daemon.shstart nodemanager
PATIN T an <SRRI A0 FESERIE R EaIFINNGERT | BRRFERASIpERERIIA

hadoopdfsadmin -report

iii. FEEIR(E
a. BRhdfSEIF nnTI BT TRME
/usr/local/services/hadoop-2.9.2]# vim etc/hadoop/excludes_datanodes
BEhdfsiI=atRipBNIZ S HF+;

RTINS @EEnnERRIN_LiAZhdfs ipfg , El—&nniiTa Fap<$R0A]) !
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hdfs dfsadmin -refreshNodes

FEEHITAN T SR B TR S ER B2 EEMNATH282TF Decommission in progress A7 , B1%ldecommissioned JR7

% resourcemanager FIREHIRS , HUUTAITER(E :

cat /usr/local/services/hadoop-3.2.1/etc/hadoop/excludes_nodemanagers
hdfs-10-10-129-133

10.10.129.133

IMIE TEARRp | MREENS , MEENERE L

OE

a. B ERfInamenode TREFIEE :
hdfs haadmin-getServiceState namenodel
hdfs haadmin-getServiceState namenode2

b. BRANAIEE RS Z B A RIFISER T = 8
hadoop dfsadmin-report

c. FRERIhdfs SR EA S
hadoop fs -put./ZA#B3Z244 /tmp/xxx
hadoop fs -get/tmp/xxx ./xxnew

3. barad flink-yarn¥ &
A -
ZH BARRETHEMENNAR | NRAFEMGIEN , (UNR2EHInkiESEE |, REBETY B4R,

i. #ENunderlayfJcvmBgEiR
ii. yarn{ &

a. HAZFltcloud-barad-skywalkerzsgs |, jFBaflinkfcornt@&E(ESS

b. SERkyarnfIy s , £ELAT10.2ET5586 ¢

WRFRE - BRmERMEX
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iii. E1=flinkg9ESE

izfTstop-job.shASEIZ , HUTRINIG | ICRIZITHIARZM AR, , ATHENESTHaRIIER , E5flink-job.loglIESHE , AILIERIITHIE , BIRE
BINEIRES.

ERf7EhadooplINE A LIEENES EEHKillIE

iv. I &flink{E5

a. 1RIEY BEMyarnBtE |, 1&8job.propertiesdryarn.cpufllyarn.resfI#8F , Eryarn.cpuftRE AN yarniicpuizil , yarn.res KRR AERIBES L.

b. i&fTscale-flink-config shiiZ , HTH SNKAIEEEE , #iE—Emanagerflic_res finkeTVBEIEMENES , T SoEa , SERG , BIN SENE
B, I &aIhfsuccessIAE,

c. fEhadoopfYER LABEN BERM AL FrunningiR7 |, flink-uiBRIESIESERIT , TLABRINTIE , NIRRT BS6Th. ICRIETRIINERTEE | (£
FE THNEE S RIS ERAT R,

v. SERANEIESS

RIES =S ISERIRNRAE IR | SRR EES.
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BIDRE

RIFE#ATE: 2024-06-12 15:06:00
1. BuERE

mysqIBIEEFTEFENSIREREERE IR AEE | MEREEES ST REitbiRE | TR ETitE |, RETEE M EE— L.
HIERES R LA & http://imgcache.finance.cloud.tencent.com:80docs.qq.com/sheet/DVFICU3pUVUS53WHRK?tab=3xe6sf,

EiNEUERE |, LAStormCloudConfaffl , RIfEFRIN F&@ <.
o BinEE:

mysqldump-h${host} -P22001 -umysgl_user -p'mysql_passwd' StormCloudConf >StormCloudConf_22001.sq|

o #BiNFE:

mysqldump-h${host} -umysql_user -pmysql_passwd -P22001 StormCloudConf cStormTransmitMapcDictionaryConf > StormCloudConf_22001.s
ql

HrhcDictionaryConfficStormTransmitMap2&dEEEStormCloudConfrhadEk,
o REHIREE , A DA HXHHITIRG
mysql-h${host} -P22001 -umysql_user -pmysql_passwd -D StormCloudConf < StormCloudConf_22001.sq|
2. IR
i. ElasticSearch3I NG SHRIBAIESSII 7 HURA0S1H SIRE.
o BIEGEE :

curl-xPOST http://imgcache.finance.cloud.tencent.com:80${ES_IP}:9200/_snapshot/my_backup_1 -d'{
"type": "fs",

"settings": {

"location":"\/data\/elasticsearch-5.1.1\/data\/back\/my_backup_1",
"max_snapshot_bytes_per_sec":"20mb",

"max_restore_bytes_per_sec":"20mb",

"compress": true

}

y

o HSHRRIT |
type : BEREEAHEHRS
location: 8B CREAVRER , Wi apath.repo IFBE SR
max_snapshot_bytes_per_sec:IREBEUEH N\ CEERT, iZS A LUSHIT 2R B ZIA S EF 20M
max_restore_bytes_per_sec \NBEREHUERT, iZ28I=FIIERAER . BOAME : &P20M

compress:EUEEEESE
R

MREENREAEEERN , NMiZABEREZE , FAETNERERSH.
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ii. tRERZRS] -

RERFFEF TS|

curl-XPUT http://imgcache.finance.cloud.tencent.com:80${ES_IP}:9200/_snapshot/my_backup_1/snapshot_1?wait_for_completion=true

IRERFEERS

curl-XPUT http://imgcache.finance.cloud.tencent.com:80${ES_IP}:9200/_snapshot/my_backup_1/snapshot_3 -d'{
"indices":"my_index_1,my_index_2",

"ignore_unavailable": true,

"include_global_state": true

}

iii. IRERER

curl-XPOST http://imgcache.finance.cloud.tencent.com:80${ES_IP}:9200/_snapshot/my_backup/snapshot_1/_restore?wait_for_completion=true

iv. (REB(ER
IREVEAMARARRIER

curl-XGET http://imgcache.finance.cloud.tencent.com:80${ES_IP}:9200/_snapshot/my_backup/snapshot_1

* RENCE FTEREBRIER

curl-XGET http://imgcache.finance.cloud.tencent.com:80${ES_IP}:9200/_snapshot/my_backup/_all
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7{7%%“3 N

BRIEEHATE: 2024-06-12 15:06:00

1. BEENHTIER

%5a 1 BB S BB AR
ocloud-barad-customize tbarad config.ini /usr/local/services/barad/ocloud/conf/
tcloud-barad-alarm cloud_alarm local json /tce/conf/cm/

arm_event_front_nws.conf .
tcloud-barad-event barad.cm.event N T /tce/conf/config/barad.cm.event/
event_handle.ini

tcloud-barad-isd barad.cm.isd local json /tce/conf/cm

custom_alarm_nws.conf .
tcloud-barad-nws Barad.cm.nws - - /tce/conf/config/barad.cm.nws/
nws_nws.conf

Barad_Comm_config.ini CloudMIC_config.ini
NWS_CAT1_config.ini
tcloud-barad-storm Storm-nimbus UpdateConf_config.ini /tce/conf/config/storm.cm
alarm_loader_client.config.ini
storm.yaml

stargate server

tcloud-barad-update2 N alarm_loader_config.ini /tce/conf/config/barad.cm.update2
P EEEIRS 9 g P
tcloud-barad-dispatch-tsm barad_dispatch_argus barad_dispatch_argus.toml /tce/conf/config/
tcloud-barad-script barad_sync_server sync_config.ini /tce/conf/config/barad.cm.script/
2. BB AR

i. tbarad (Rt EimEH HEEORS)
config.inift BizEinEHIrEAER

[i=1i =~

INS_URL http://imgcache.finance.cloud.tencent.com:80ocloud-cfs-ops.cfs:80/cfs_api/tce/get_barad_dimention

{"version":"1.0","caller":"CGW","password":"CGW","callee":"cdn",
"eventld":1097532882,"timestamp":1427732027,"

INS_ISON interface":{"interfaceName":"Qcloud.Cfs.GetBaradDimessions","para":{}},
"postOperation”:[]}

DB_MODE mysq|

HOST db-2.db.gaia-1.yfm17.shanghai.yf-m17.tcecqpoc.fsphere.cn

PORT 22003

USER 43068ui4qcd|

PASS a97o03faahcf

NAME cnas

NAS_ACCESS_IP_LIST ["10.28.12.33","10.28.11.37"]

ii. cloud_alarm ( HERHEE R FESEHEIIRSS )

local.json cloud_alarmiRSEE

WRFRE - BRmERMEX 5582 T0 #H314m
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ECETH il

BEKiHZ alarm.barad.tencentyun.com

ip 192.168.192.224

url http://imgcache.finance.cloud.tencent.com:80alarm.barad.tencentyun.com:8000/barad.cgi?
port 8000

iii. barad.cm.event ( {4 HRIRSS )

arm_event_front_nws.conf Be&Z=4lcgi

ECEIN

listen_port
maximum_connections
maxfds

log_level
log_rotate_size
max_cachesize
working_threads
kfk_broker_list
kfk_request_timeout
kfk_message_timeout
kfk_statistics_intervals
datafile_path
conf_db_host
conf_db_port
conf_db_user
conf_db_pass
conf_db_base
log_path

topic_name

=t

LOG_PATH
LOG_LEVEL
PARTITION_NUM
KFK_BROKER
KFK_TOPIC_NAME

KFK_GROUP_ID

WS : BRmEmEX

5l

*45008

100000

65535

debug

10

131072

4
kafka-1.kafka.gaia-1.yfm17.shanghai.yf-m17.tcecqpoc.fsphere.cn:9092
1000

2000

1000

/data/backup/eventdata
db-1.db.gaia-1.yfm17.shanghai.yf-m17.tcecqpoc.fsphere.cn
22001

wtn34rkf5mld

z4czfz3ro58x

StormCloudConf

../log/event_front

cm_event

iv. event_handle.inihandlefRSEE

<l

../log/event_handle

3

8
db-1.db.gaia-1.yfm17.shanghai.yf-m17.tcecqpoc.fsphere.cn
cm_event

cm_event_grp

=itz ( BARAD)

.

ju
fx

B

EEEk it
A
urlitbik

BKin

fiEk

BRS5 EalTin Ol
BT
BN
BEER
BEREAN
BAEFARN
TARHTEEL
KafkaZeszitit
Kafkai5iBrAia)
KafkaiE/S AT E)
SEitEPRATIE
HiEEERE
BCEEUEEENS
EEEEm
HIREKS

i)

2=

AR

KafkaZF=g&Z

BEER
REEHE
KafkaiZEithiit
KafkaiBE@&

kafkaZBID
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ECEIN ~fl AR
ES_URL zcac3j77.ces.infra.tce.io:48104 ESig&
DB_PORT 22001 HErER T
DB_IP db-1.db.gaia-1.yfm17.shanghai.yf-m17.tcecqpoc.fsphere.cn HuEEE It
DB_PWD z4czfz3ro58x HURERD
DB_CHARSET utfs FRIRAD
DB_USER wtn34rkfsm1d HEEWRS
DB_NAME StormCloudConf RS
ALARM_DB_NAME CloudAlarmV2 x2
AMS_URL ams-producteventalarm.tcloud-barad-api.barad/ams/productEventAlarm.php AWSiEK itk
CKV_HOST _LIST ckvl.barad:9101,ckv2.barad:9101,ckv3.barad:9101 CKVZEH e
REDIS_HOST gmb5iaz.credis.infra.tce.io redisibik
REDIS_PORT 40620 redisigz O
REDIS_BID redis-barad redisg
REDIS_PWD redis redisZg
v. HEMEIRSS
alarm_loader_config.ini EEEESZINEARS
ECEIN =~ ik
host 127.0.0.1:9393 RGO
port 22003 R
dbname StormDictionary HiERES
timeout 2000 EEREERTRSE)
path ./log/ BERE
level info BEER
size 256 HEARN
vi. barad-nws#EIEEN)
custom_alarm_nws.confEE N EEBLE 4
=101 ~fl HnA
listen_port *: 8880 Eyycam|
maximum_connections 200000 BRAIEEE
maxfds 65535 BRI
log_level error BEER
log_rotate_size 100 BHEREEAN
max_cachesize 131072 BIFAN

WS : BRmEmEX
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working_threads
servername

accesslog
accesslog_level
accesslog_rotate_num
accesslog_rotate_time
accesslog_rotate_size
module

receiver_uri

alarm_center_uri=/ams/customAlarm.php

alarm_center_domain
alarm_center_hostip
alarm_center_timeout

retry_times

limit_per_key_per_minute

failed_save
failed_send
failed_report_filepath
failed_report_file_row

failed_report_file_time

vii. nws.nws.conf nwsEHEIZNEE

ECEIN
zookeeper_host
zookeeper_timeout
zookeeper_logdfile

zookeeper_log_level

zookeeper_update_interval

namespace_cgi_rootpath

kfk_broker_listpath
kfk_max_message_len
kfk_message_timeout
send_thread_num
dictConfPath

dictDBConfPath

WS : BRmEmEX

=l

4

NWS

./log

normal

10

300

1000
./lib/libalarmreport.so
/sendAlarm.cgi
/ams/customAlarm.php
customalarm.tcloud-barad-api.barad
192.168.252.73

30

3

120

1

1

/data/alarmlog

100

30

~f5l
10.28.0.9:2181,10.28.0.11:2181,10.28.0.10:2181
20000

../log/zookeeper.log

error

60
/storm110/cloud/TransConf
/kafka/kafka/brokers/ids
499000

180000

8
/storm110/cloud/DictConf

/storm110/cloud/ExtendConf/DictAndPlugConf

=itz ( BARAD)

1%

TAREFZE

IRSSE=

niREEEE

e EEER

RS ESE

i) BT A)

B BRI/
BENSE , WEIEEPO
1EECgiR R
HEEEPOAETR

BEAMEAIR

g /happclientkey 3 FHREEIRE]
EEFREREME RS
BTN ks 5
(RSB

BB

B PHOSHRRTRY

N

ZkTIm
R AT
zkHEER
BEER
EEshinpalEfE
BRR=SEcgitREsZ
kafkaTsmELE
BRHEKE
ISV 1]
BRCHBEARE
g

RS S e
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=t

localDictStorePath

transRuleConfPath

]
/data/storm/local_dict

/storm110/cloud/translateConf

viii. barad_dispatch_argus ( barad&B#s2aiasiES Nargus )

barad_dispatch_argus.toml

ECETN

LogPath

LoglLevel

Tsminterface

Dsn

TickerSecs

BNl

../log/barad_dispatch_argus.log

http://imgcache.finance.cloud.tencent.com:80internal.ocloud-osppro-argus2-

interface.osppro/report/ArgusCustomReport

93tp38gmns44:i28ytm4t93vb@tcp(db-2.db.gaia-1.yfm17.shanghai.yf-
m17.tcecqpoc.fsphere.cn:22003)/StormCloudConf?autocommit=true

30

ix. barad_sync_server ( ZEERIRSHEHE )

[Tty

dictdb

confdb

log

server

il

db_name = StormDictionary

db_host = db-2.db.gaia-1.yfm17.shanghai.yf-m17.tcecqpoc.fsphere.cn
db_port = 22003

db_user = 4qzhoiObz17y

db_passwd = kcg2depb8hnv

db_host = db-2.db.gaia-1.yfm17.shanghai.yf-m17.tcecqpoc.fsphere.cn
db_port = 22003

db_user = 93tp38gmns44

db_passwd = i28ytm4t93vb

db_name = StormCloudConf

log_path = ../log/
log_level = info
#log size (MB)
log_size = 100

[server]
server_host = 1.1.1.1
server_port = 9090

x. barad-isd ( YaiEEcEFIL) )

E=101
BREE
ip

url

port

Gl

conf.barad.tencentyun.com

192.168.192.222
http://imgcache.finance.cloud.tencent.com:80conf.barad.tencentyun.com

80

WRFRE - BRmERMEX

=itz ( BARAD)

ik
I EEFIRE

EhENERE

)%
BAEER

HEEHKCritical-0 Error-1 Warning-2
Notice-3 Info-4 Debug-5

Ottt

fe&Ebarad db

FEEFINEER

B EHIRREEIRECE

AR, SR KNEE

RS IPIHORCE

fiR
BBtk
FEtt
urlitsk

BHRiRO
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=FSvaL:

BRIFEATE: 2024-06-12 15:06:00

BEHEE
&R BEME
alarm-policy /usr/local/services/barad_nws-1.0
alarm-

. /usr/local/services/kafka/logs
synchronizer

metric-writer /usr/local/services/barad-skywalker/log

:tcci";‘;“s‘ /datal/containers/1529781375000001609/es/logs
SZE?enouls - /data/zookeeper/zookeeper.log

oceanus- /ust/local/services/barad_sync_server-1.0/log
servantl

alarm-amp /usr/local/services/cm_php_script-1.0/log

alarm-

. /usr/local/services/dict_access-1.0/log
consumption

script /usr/local/services/dict_sync_tool-1.0/log
script /usr/local/services/getAppTraffic/log
script /usr/local/services/monitor_cvm_msg_forward-1.0

event_handle tcloud-barad-eventz&zg /data/log/event_handle-1.0

update2 /data/www/update2.agent.tencentyun.com/conf/logs
. tcloud-barad-alarm-synchronizer&gs
[=1 EEE

F/usr/local/services/barad-alarm-synch/log

tcloud-barad-alarm-ampZF28 T~ /usr/local/services/barad-

HEEHE
= alarm-amp/log

e tcloud-barad-alarm-detector&Sg§ T
=B /usr/local/services/barad-alarm-detector/log
api tcloud-barad-api=es

P F/data/www/api.barad.tencentyun.com/app/storage/logs
api-go /usr/local/services/consoleApi/log
query-api /usr/local/services/queryApi/log
nws-tke /usr/local/services/barad-nws-tke/log
(r:a(;rl:ll;(c)):rd /usr/local/services/monitor-dashboard/log
manager-api /usr/local/services/barad-manager-api/log

config-center /usr/local/services/barad-config-center/log

WRFRE - BRmERMEX

== (BARAD)

BEER

nws BRSSFTIRICFT LIREURE | XMEURHITEIEMHAMIG | UTHEER
%, EFAkafkaiEERAT IS
nwsEH{THEEEHEATTNAEE M dict_loaderfRIERT , X BHHISHEREIIFER
MdbﬂFET |55

HICH T LIRERSERIE

IER T kafkafUE(FREUARIREEE

IBRfinkARERS

IBR 7T FAFPEManageOneZEFif EHITHR MR AR SRR , flanE
FManageOnesHR1{E,

ZookeeperfIFahER | IBTEEMIBEE

MecdbrhEEcvmiYEE EIBHERIBEE
ELEENEERRERIIMEENEE
FE R EREE SN ERAIRSIRAIEE

M kafka JEEAFIEEEEIIFER , REERFIEIEENEE
IHRMES getAppTraffichIBIFRIBE R AE

B cvmBISEHEERIER | REERROMRIE TiZzcvmiI S LSRR+
HEERIBE

BHROEE
FERFICR. EfcvmiRSERLAR T ibarad agent

==
=

I3

BEHE

SERERE

HERNET

ApiEMNATEEBRES | HRAE

ZapiEOHESEIEEKAT | HRAT
apiMesTFiESIEEIALERIIEE

ltke SR FRAIBE
dashboard&ifIH&
hAEEapilRESHEE

ISR ERERS S
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&R

ctsdb-
manager

alarm-amp

alarm-
consumption

alarm-
detector

alarm-policy

alarm-
synchronizer

metric-writer

oceanus-
ctewl

oceanus-
galileol

oceanus-
servantl

BEME

/usr/local/services/ctsdb-manager/log

/usr/local/services/barad-alarm-amp/log

/usr/local/services/consumption/logs

/usr/local/services/barad-alarm-detector/log

/usr/local/services/policy/log

/usr/local/services/barad-alarm-synchronizer/log

/usr/local/services/metric-writer/log

/data/logs/tstream_cluster_admin
/data/logs/tstream_cluster_master
/data/logs/tstream_taskcenter
/data/logs/tstream_watchdog

/data/logs/tstream_galile
/data/logs/tstream_netcenter

/data/logs/tstream_servant

WS : BRmEmEX

=itz ( BARAD)

BE&ER

EEEIEERIGENES | fEctsdbshEEmetricii HE

G A

HEHREREE

SHEENEE

HERBIEHNERS

FERLSAHET

kafkaiBZEIEE NesHE

ESHTHIERAS

INEORE

RStENAE
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[ SR 2 =t
z?ﬂﬁ%%% (CVM) mi=fatn
LIRSS SR stE

RIEEHATE: 2024-06-12 15:06:00

oRGSHR T RRY RSB HREEANRESE | BRYUESWL RN OGmmR MR e A | B ni A TRk, ciEATRS
#RSLf (CVM ) 1RELAT Ity

Ehm/Z 44D iR B iEEER

CPUUsage CPURIFE=R % MBS THAESERY SRR CPU B2tk

MemUsage ezl % FFENMERNNETR | FMEETXSRAET S RANAE
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DB W RGIEREL

DB TR RiERE

DB ¥55 SELECT 55RkE

DB T REIER

DB 53 UPDATE i53KE1

DB T siEEs , itE A9 show processlist 15ZIAY session N
DB TS AR

Fr XA DB UREENEDB, 1=, 0=8
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LRI IS TEE R

1Et5/Z=41D

ActiveThreadCount

BinlogDiskAvailable

BinlogUsedDisk

ConnUsageRate
CpuUsageRate

DataDiskAvailable

DataDiskUsedRate

DeleteTotal
InnodbBufferPoolReads
InnodbBufferPoolReadAhead
InnodbBufferPoolReadRequests
InnodbRowsDeleted
InnodbRowsInserted
InnodbRowsRead
InnodbRowsUpdated

InsertTotal

LongQueryCount
MemAuvailable

MemHitRate

ReplaceSelectTotal
ReplaceTotal
RequestTotal
SelectTotal

SlaveDelay

WRFRE - BRmERMEX

b={aR=T
EEREAEEL

Flz Binlog HE
WE=R)

BEF Binlog B
Rl 2zsiE)

DB JEfERR
CPU FFg==
IR S )
HiEm A= EF A

2R

=

DELETE i53k&)

innodb R4AE
IREL

innodb £Z)M;thFR
BETUREL

innodb itz
TR

innodb H11T
DELETE 174

innodb #147
INSERT 174

innodb #1147
READ 174

innodb #1417
UPDATE 172§

INSERT i55kE)

12ERE
AJREETH
Eramhx

REPLACE_SELECT
EREL

REPLACE i53k#)
RiERE
SELECT i53RE)

BESER

Llivi

GB

GB

%
%

GB

%

R/
%’/"

w”
B

X
GB
%

xR/
i

R/
%’/"

R/
b

w”/
B

B

(AN

SEIRBIEIERENR |

SEIR B EIERERR |

SR BRI |

SEIR BRI |
LR BIEEEIER |

SR B IERETR |

SR B IERETR |
LR B IEIER |
LR BIEEEIER |
SRR B ESHERET |
SR B ESIRET |
SR BRI |
SR BRI |
SLHIRBIMEIEIER |
SLHIRBIEIEIER |

SEIR BRI |

SLHIRBIEIETER |
LR BRI |

SR BRI |
SR B IERER |
SR B IERETR |

SR B IERER |

#

LR BIEIETER |

LR B EERER

=itz ( BARAD)

HEAXARIMAESD R EE T RIGREAEE

HEARABEME NS H BinlogDiskAvailableShard 18R 1E

HEAXARINEND FET KRB Binlog BE#A=SA)

BEAEHIES FEET R DB EEFERENSEAE
BEALHIES FERR CPU ERRIRAE
HEAGXARMEN S R ET < BEEm R

BEALHIEND R ED iR ar ARRAE

HEGXARIMELAIEN D R ET R Delete iEREL

HEARARINEHIFE D FEETIR innodb BAISRTUREL

HEAXARMLHIFRES FES TR innodb EFithFUETURE

HEAARINELHIFIE S FEET M innodb ZHithiETURE

HEAXARINEAIEN S FET A innodb #1147 DELETE 7%

HEALARILEEN 5 FET R innodb H147 INSERT 17§

HEASRARINEAIIE S FEETR innodb #1117 READ {781

HEANARINEAIZN S FET R innodb #1417 UPDATE 173

HEAXARINLHIE NS FET RAT INSERT EREL

HEAXARMLHIE D R ETRANEETE
HEGRARMELAIEN D R ED RN REF=A
BEALHIEN D R ETRIEFRER/IVE

HEBLARINLEIEAN 5 FET R REPLACE-SELECT i53KEL
HEHGRARINEAIEN D FET R REPLACE iSKE

HEAX AR E T RSB REFNFEET RAY SELECT iFK

HEAXNEIEGIFRED FES T SELECT iEREL

FHESIMDRNSER | KRR RAEFAXNLFIRISEER.

2 RIEEREARAN D FHFTEET RERRIME
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=54 ( BARAD )

WRFRE - BRmERMEX

#

READ 1724

47/ B4HID SEHRETR sy A
N
UpdateTotal UPDATE sk ﬁ/ SERIRAINISERT | TN BAISEAIE N H 555 UPDATE iskEy
rd
ThreadsConnected SETTREES R SOMRSIEEE R BRI B S e A T
ConnMax A A TPMRSISEIE | SRR RIS S A
. e L SCRIRSIEIR , HERONRINSTE Proxy LRSI, X MERESER TEES
ClientConnTotal 22 i iU ] N P B MRS
sQLTotal SQL iRk £ SASSIERISE  BREESME SQL REIEET
ErrorSQLTotal SQL A £ TORSIGEET  BREEOS SQLIYTES
SuccessSQLTotal SQL FIhEL AN SRS  ERAIITH SQL 48
TimeRange0 iw“sms)iﬁ* %Al/ SERBIIIENT , ERMTAHENFSmssRey
e
TimeRangel Zﬁg”omshﬁ {T/ SEOMRANIERT | FRHTATIES-20msfEsReg
rd
TimeRange2 ;ﬁg(zo””msﬁﬁ ;l/ STPIRBIESENT | FRATATE120~ 30msHaimREY
e
TimeRange3 RERIATI0mS) R ey | ST AT 30msHERE
Bk »
MasterSwitchedTotal MRS R SERMRBISEE  ERAIE AR ERRE
I0UsageRate 10 FiFE% % SEOURBINEE  BUEREEIS A B 10 RIRMEAE
TDSQLZE G ER
$h7/ D SRR By A
CpuUsageRateShard CPU RIF= % LIy FERBISSIEIER , BUENSAIS RET R CPU FIFX
DataDiskAvailableShard TR GB SEIS> HRINESET | EUEDN MBS H o e PR
DataDiskUsedRateShard WEMSTENEE % SEIS R BIMEHT , EREN AT H T AR SRR
DeleteTotalShard DELETE & WA Sols FOREIEET | EUEMETS H AT A DELETE iR
I0UsageRateShard 10 R % SEfIS> HRBINSENT | EREDN M5 5 1O RIS
= N g s = el = ooy N TTAY +|—“~
InnodbBufferPoolReadsShard innodb BAETUREL R %WU?E‘—&?JU&?&E*E*T  HELRRRMZRIS RS EE A innodb B
SRR
InodbBufferPoolResdaheadsharg oD EHBERER SIS RIS | WBTRUS RIS HFA-E& 57 innodb )¢
o SFRETURE
. NIANTIRE by = N n,\.ﬁal—\ N 3 NP TVAN . f;
InnodbBufferpoolReadRequestsshard | MMOIPEHBRTIR SIS KBNS | WBTRUR RUARIS HFA-E& 57 innodb 3¢
?& ;ﬂ.’nﬁﬁ//’(?ﬂl
InnodbRowsDeletedShard ;;;;db #fT DELETE SEfflss ERBIMIENT | EUES 484 F 335 innodb 14T DELETE 454
InnodbRowsInsertedShard ;’;gdb PATINSERT SEflsy R BIMIENT | BB AT K5 innodb #0147 INSERT /7%
innodb #43 READ 17, SEfls H RIS | BN RINSETS R A& A innodb 35
InnodbRowsReadShard » IR

%6108 T1 #314m
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Bi5/ZHID
InnodbRowsUpdatedShard

InsertTotalShard
LongQueryCountShard
MasterSwitchedTotalShard
MemAuvailableShard

MemHitRateShard
ReplaceSelectTotalShard
ReplaceTotalShard

RequestTotalShard

SelectTotalShard
SlaveDelayShard
ThreadsConnectedShard

UpdateTotalShard

ActiveThreadCountShard

BinlogDiskAvailableShard

BinlogUsedDiskShard
ConnMaxShard

ConnUsageRateShard

WRFRE - BRmERMEX

IEtRER

innodb #1T UPDATE
178

INSERT &3R8
1EEia
FEMITHRRE
REF=E
BiFarhEe

REPLACE_SELECT {5

REPLACE &3k

RUERE

SELECT 53k

B|IER

EIEAPAREE S

UPDATE i&53k#§

TREREAEEL

F& Binlog BREHLER
=S[a]

EF Binlog H&wE:

GB

%

R

RIFS

RIFS

RIF

B

GBytes

GBytes

%

(AR

L9 R BIESIEIEE |

SEI9 R BB |
SIS R BSIETT |
LI RIS |
SEI9 R B ESIEEEE |
SEI5 R B MSIEIER |

LI RIS |

#

SEI5y R B MSIEIER |

L5 R BIESIEIEHT |

mSelectiEkE

L9 R BISIEIET |

#

LIS R BSEIER |

L5 R BISIEIET |

7=

LI R ESIETEE |
LI5S R BIESIEIEE |

SEfI93 R BB |

=IME

L9 RIS |

LI FERBISIEIEHT |

SEI5 R BB |

(=]

=itz ( BARAD)

BUEA RIS FET R innodb #1717 UPDATE 174

BB FET = INSERT 153Kk
BUENZSRID A ET RIS
FRERIXANY FESTIRRERNIRE
BEALSEXAND FEDRAIBEETE
BENSRIXM D R EDREFRTE

BUEAZHENX NS FET s REPLACE_SELECT &3k

EUENLENX N B ET5 s REPLACE i535KEL

HEARAEMYHS B ET RS REFIREET
HEAXAEMNERIS FFEEST = SELECT &K

BUEN SRS RATE SIS TR R/IVE
HEAXAEMNLED FFrEEETHRRISRHTE

BYERZRID R ET R UPDATE i55KkEL
FNNZRID A EE T RIGREEE
EEAEHIS R EE T RFRIR Binlog ASHAE=SE

BENSESIS R ET REHR Binlog B Z=SH)

BEARMIRD A EET REAKEZE
EEAZHEID RFTEEET R DB EEERFARX
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MARSSHESR ( TSF ) mmiztatn

BRIFEATE: 2024-06-12 15:06:00

T NHARSELRR LA T 8T

AR5z iEhR

fEt5/34ID
RequestAverageTime
RequestErrorPercentage

RequestCount

EREER TR

Bim/ZE 4D

HealthyInstancePercentage

EORSER

1EtR/Z=41D

ReqCount

WS : BRmEmEX

(AR
EROER IR
EELNER S SIVES
EuEIOREE

fEtETR
BPEAT RRE

BT
TERE (A ERAN)

B

BB

%

== (BARAD)

(AR

WIERAIRSS A IRFE 2R AT AT
WIERBIRSBERAFENEI
WIERADREL

(AR

TSF EMAHHRET EERDH

B
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HERF (CMQ)

BRIFEATE: 2024-06-12 15:06:00

1l
mmlT

THEEAEBBG (CMQ ) IREEITIISIER -

B/ 4D

batch_delete_message_number

batch_receive_message_number

send_message_count
send_message_number
send_message_size
receive_message_size
batch_receive_message_size
batch_send_message_count
batch_send_message_size
delete_message_count
delete_message_number
receive_message_count

msg_heap_num

WS : BRmEmEX

1ER

1ERER
HERBREESEE
HERKHEEE
REHERIERREL
REHEBRN
LISV
HERUGEEA/N
HERXERIFERRE
HEREBERARAN
HERERIERRE
BillEHEISE <41
BUYGHRIBHRIREL
HEHEFRSRE

=itz ( BARAD)

BB
3

%

=
MB
MB

MB
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BRI (TDMQ ) U51xBAF

RIFE#ATE: 2024-06-12 15:06:00

ZIEFEBIS (TDMQ ) FRE T A4 E AT TEER -

BiT/ZHID

msgratein
msgrateout
msgthroughputin
msgthroughputout
numconsumers
numproducers
numtopics
percentdirectmemory
percentusagecpu
percentusagememory
numberofentries
rop_consumers_count
rop_producers_count
storagesize
averagemsgsize

numsubscriptions

pulsar_producer_msg_average_size

msgbacklog
msgdelayed
msgrateexpired
msgrateredeliver

unackedmessages

pulsar_subscription_msg_rate_expired

sub_unack_limit_percentage

WRAETE  BRmEREX

FEIRETR
BIHBEFIIRE
BURHEEER

BUEFHRINEIEER/N
BIHEBHERAEIRER)N

HEER

LREREMRRS IRNEFEHE

TopickiE

HEHNATFERE

cpufsER=E

WFERE

LIS ENREHETT TS OKES

ropiHEEHE

ropEr=EEE

IS ENEISPNIN

SRR EF RS EIRE A/

HEBMEMRRS IRITESRE N E
HEISEB RPN

RENSH

msgdelayed

SRR

HEERRE

KA

HEIS HApRIER

1TEunackBRFEESEE

== (BARAD)

L2l
Count
Count
Bytes/s
Bytes/s
Count

Count

%

%

%
Count
Count
Count
Count
Bytes
Count
Bytes

Count

3
Count
Count/s

%
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HEBA%I ( Ckafka )

BRIFEATE: 2024-06-12 15:06:00

1l =) =
s EETEW/T
ZUSETORSEBAG ( Ckafka ) 1A RISt

TopicE = igtR

=54 ( BARAD )

SVES LI FEPRETR B TR

CtopicProFlow FREFRE MB Topic £/ & ( FERRAFENRE ) | RIBAMEFENEEREST K

CtopicConFlow TEHERE MB Topic [HERE (FERBIAFENRE ) | KIBAMEENRERESIT R

CtopicMsgHeap TREEHAERESE MB Topic B SFAE (BEERA ) | IRRAMSEINIE SR &EHRE

CtopicProCount TREFHREE 3 Topic HISERRAEF=IHE SRS , RABFMEEAIRT ARSI SKAD,

CtopicMsgCount FRE B R % Topic ZRIEESSEE (FLREIA) | REBMMERNREN ENGHE

CtopicConCount FREEERHE 3 Topic JHZEESRE , REBFMERAIRI BRI E SR
SCHRESTSIEIR

EhR/Z4ID IBIRETR By fEtniER

InstanceProCount EFEERE 3 SLAIRYSERRAE =R RARES , IRARFTE R AR R B SE i KA,

InstanceConCount HEESE R SCHEZNHESRE  RIBAME AR R E ST R

InstanceMsgCount ERIEESH % SEFFRISEEREE (FEEEIE ) | RIBFMAEA AR E NS E

InstanceProFlow ErFEnE MB/min SpIEFERE (AERBIAFENRE ) | RIS ESTT R

InstanceConFlow HERE MB/min ILHESERE (TEESRIAFENRE ) | RIBFMEEAR AR ERTT R

InstanceDiskUsage WAERES % LRI SRS LS ES S BNEDEL

InstanceMaxConFlow HEEERE MB/s SLAEFERIEERE (HZENTEIANETS )

InstanceMaxProFlow EFFIEERE MB/s IHIEFERIEERE (FMEESRIREFHIHE )

InstanceConnectionCount SEREREE 0 SLBIMEIREIEREE

InstanceMsgHeap LAESE MB SR EAE (B84 ) | REBAMEENREN SR E
IHERER ISR

1Ehn/Z841D IEIRER B TEtrHEA

CgroupMaxOffset HRID K&K offset % HBDHETHIRAK Offset

CtopicMsgOffset HFIEZ offset % HERDETRIZAD Offset

CtopicUnconsumeMsgCount ESEEIEISES S % HBDETRIREZEESRE

WRFRE - BRmERMEX
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APISZHH

=¥ ( monitor )
hRAS (2018-07-24)
APH;EEIII—

EBRITEHATE: 2024-06-18 14:31:27

APIhAS

DeleteAlarmNotices
DeletePolicyGroup

DescribeAbnormalObjects

V3

=iiEEREO
BOSMR EOT0EE
BindingPolicyObject SRERIERIR
CreateAlarmNotice BIRRBANER
CreatePolicyGroup IEINSRREE

MR EEBAIER (L8
MRS RIRAE
FIEGA IV NTRESFERM S (FE4EE)

DescribeAccidentEventList REVFESEMHIR
DescribeAgentStatusHistory IRENFHLI SRR

DescribeAlarmHistories

DescribeAlarmNotice

DescribeAlarmNoticeCallbacks

HE2.0-FEHBIIR
iR MNENRIREFE
HAWS TArEREIBURLYIZE

DescribeAlarmNotices EREAERY %R
DescribeAlarmPolicies BEIREERIRTIR
DescribeAllNamespaces REFTEEF=E
DescribeBaseMetrics REVERHSTRES
DescribeBasicAlarmList IREVERL & ESIFR
DescribeBindingPolicyObjectList RENESBENRTIZFR
DescribeMonitorProducts aREER
DescribePolicyConditionList IREVER RIS
DescribePolicyGrouplnfo IREVESRLERIREIFE
DescribePolicyGrouplList FREVERHRAR HEESFR
DescribeProductEventList REV=mEB 45z

DescribeProductHealthStatusList

DescribeProductList

WRFRE - BRmERMEX

RIS M SSIR 24/ iR EEIE RS

BiisETmylR
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EOSTR
DescribeStatisticData
DescribeUnifyDashboards
GetMonitorData
ModifyAlarmNotice
ModifyAlarmPolicyCondition
ModifyAlarmPolicyNotice
ModifyAlarmPolicyTasks
ModifyAlarmReceivers
PutMonitorData
SetDefaultAlarmPolicy
UnBindingAllPolicyObject

UnBindingPolicyObject

Hitizzr

EOZMR

DescribeLogTopics

SEHEXEO

OB
CreateAlarmPolicy
DescribeAlarmEvents
DescribeAlarmMetrics
DescribeAlarmPolicy
ModifyAlarmPolicyInfo

ModifyAlarmPolicyStatus

WRFRE - BRmERMEX

#OThee

IR E R AR
$KEX dashboard %lIZ
RIBGEITR SR
1EBUERER
IRIEEERIERMA R
(R ERIRGBER S EBAMER
1N EERIAMRARIESS
EREEREA

BE M iR HREE
RENAEE R

PR EBAIKERRIS
TPRERREAIREARTSR

#OIhaEg

HIBYEHEER

FEOThREE

ol SR
EREEEMTIR
BERSERERIR
IRENERN S ERIEIFIS
RIEELHRIRELRER
EEEERE

=itz ( BARAD)
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JAFAI
EOSHAVL
BIAEHATE: 2024-06-18 14:31:27

tcecloud APl £X3EMEFERIHTHHIE , IEMERBBEELHBERSHTEESEEER ( Signature ) LIMIEERES, SSECHRSTIEEN B2
EIFHHE Secretld Fl SecretKey ; HERFERBREEIE , HAIERAPIEARERE  BNFTHBRZAPIEO.

soE s

1. HigREFEIE

HEERERTAPIZE , iERERAPIEFNERIELEEIE. T2 FEIFEE Secretld #1 SecretKey :
* Secretld FAF#RiR APL EREESH

* SecretKey AT INEEE FHFEMIRS SRR ZFRFEEH.

* AFRAFISRERSFEIL | BRtEE,

HRIERSEIENERSENT

1. EFtcecloudEERHILEFIE.
2. FIE=APIERIEFI G TRE
3. E=APIESHNHE |, RiE [F72] BDRTLAEJE —XdSecretld/SecretKey

IR FFREIKSRESTLURBMN Secretld / SecretKey,

2. ERER

BT ZeFiSecretld 1 SecretKeyfg , BIRTLAERERET ., LU TNEEMEREANFMIIE
1RIZFFHY Secretld 70 SecretKey SBIE :

o Secretld: AKIDz8krbs)J5yKBZQpn74WFkmLPx3EXAMPLE
* SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

R XBERET |, iERIERFSCRREHER Secretld #1 SecretKey BHTESHRE !
L=RSEEEELHGIFIZE(Describelnstances)igsk Al , ZEFERX—EOR , EiEkSHAE00T:

SHETR H3Z S¥E
Action Vabr Describelnstances
Secretld Z4AId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp EEning 1465185768
Nonce WEHIEREEL 11886
Region SCIRFTE X, ap-guangzhou
Instancelds.0 FEIERISCHID ins-09dx96dg
Offset fRiE2 0
Limit BASIHEIH 20
Version EORESS 2017-03-12

2.1 WS HHF

BSENAEIERSUES MR ( ASCIRR) AR, 5 1 1) RIZSHSHTHIR | SHERSINEA , R&SHAN | 2) & ASCILRBEEAN ,
Instancelds.2 Z2H7E Instancelds.12 [FH , MEERFEER , WAEREE. AFRYLEEREES PIEXHEFRECRTINX—I08E | 40 php A9 ksort &, LA

\|
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THISHEHEFERAT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

‘Region’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',

}

ERHEERFRIHESAN | A EERGIPASEH TR | SEINER XA,

2.2. BHEE RS

WEBERISKFHFER. BB L—SHRTFHERSEIEUR SHETR ="S8E "I | WIXT Action 28 , HS#ERA "Action” , SHER
"Describelnstances” , EIETLEHA Action=Describelnstances , ¥ : "S¥{E"HRABETIEUrFEENE.

REFEIHENS N SHA" O HHRE—E | REERIIERFFEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZ
Qpn74WFkmLPXx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12

2.3. PHESBRFRH

WS BEREBRNFHER, SRR FRHEHUT/ NS

1. &Kk 85 POST 1 GET A=, , XEfFHA GET ik , iTBHEALAE.

2. IERENEFELAIFIZR(Describelnstances){iEkizZ 7 : cvm.finance.cloud.tencent.com, SLFRAVIEKIFZREZEOFMBEERNARNAR , FRSEO5E,
3. IERIRIR: MEARATAPIRERIEREE N / .

4. ERERFE: i E—S4RER=FEa,

BRIFBAHHENA: BKGE + IBREY +BEKRER + ? + BRFHH

RGIRHHELER A ¢

GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208Nonce=11886&Offset=0&Region=ap-guan
gzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

24. EpERER
IS BAEREZER, SR HMAC-SHAL Hikx F—S kSNSRI FRBHTES | WEBLEMNIEEBER Base64 HTHED , AIRNERENESH.
BOFET |, LA PHP B4

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETevm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region
=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12";
$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;
RESEINE RS
EliP9YW3pW28FpsEdkXt/+WcGel=

ERHECERFRIHESITAN , AR EERAIFIRSGHTERWIE | SRS BSHFHr—EE0m.

3. BB BRI

ERRIE R BT REERIFAERSH , FEXNHEHIT URL i3,

WS : BRmEmEX 5117 W H314m
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N E—SAERRESE RS ElIPIYW3pW28FpsEdkXt/+WcGel= |, SZEEFINEZEBIFERKSEL ( Signature ) A : ElIPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , ©
BRTAEMRREZRERK URL,

AR MRAFIBRITIER GET , Si&iER/3i% POST [t Content-Type J3 application/x-www-form-urlencoded , NI ZXiERIFEBERSHIEIITEMN
URL i3 , S5 =-FSAEE5RG. JE ASCI S7E URL FHIZATEZSELL UTF-8 T4,

R FUERISSH http BERENAMESEEHT urlencode , FEXFMERT , BIABEXERHMHT URL MiET , BUFX URL HESSHESLM.

R Rt BUEth TR TR | MI2KRA RFC 3986, fiE/ %XY XMSHFRIFIINFHITEO RS , HP " XT"Y Jo+7SHFfF (0-9 IXEF8 A-F) |, &
RINEE3IRIER.

4. FZKM

IRIESCIRES | FEUTESLMAEIRD | SRELRERE

RS HERRENA
AuthFailure.SignatureExpire BRIIH
AuthFailure.SecretldNotFound ERAEE
AuthFailure.SignatureFailure SEER
AuthFailure.TokenFailure token $&iR
AuthFailure.InvalidSecretld BRAEE (2= API B5EZEY )

5. BEFER

fESCFRIARAE APL 3.0 R, #EfE(#REIERItcecloud SDK 3.0 , SDK 3 TEZMNTIE , FFARRFERIBHOEMREORNT, HMAEESN SDK iy, HisriF
RIEEER -

* Python

* Java

e PHP

* Go

e JavaScript
* .NET

ANTEEBIORRERLE , THUSRREES A0 | B DRNSSTREAII. BRES. BREOMSHNIEEEI LRERIENE  ABRRES
RiIRE  AFESERN | LT AIBREMER SDK.

EZHEHAY url ATEER ¢ http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=208&Nonce=11886&0Offset=08&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768
&Version=2017-03-12

TR BT RAIPREREEEN  HEBREARRALFE , FILINSISLE url FEXEEEPIIFRER curl EHSRANSREEMNER | ST, ATER—
ANTLAEEIRER url |, BEEBTRFIPH Secretld 7 SecretKey NESLHIZIR , FHERRFURIRTEREES Timestamp .

FR  mTNERGIT  ARHEES  EERESERHUTEEIR url FAIREEREATARE , RINASHIFAR |, BXAAHINERYE. RERESHEE  BE
BT EIERRDA.

R LIMIB(UERT API 3.0, FEEERATHNEZRE , BIERIERM APL , BFFEATERTSSHEZITERER | IBANRAISERR XIS,
Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

\|
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import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getInstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] EBRBERNSEFTFIEEER | At TreeMapfRilEliiFF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
/] ERERAUrlSSHIF LA ERK

for (String k : params.keySet()) {

/] BEEXIEKEHTUrlencode , BT keyERRENFH , HUtIMIIEvaluei#{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa LAE &R

// SERRIE RS N 4R FEREMNEY , 5190 : params.put("Nonce", new Random().nextInt(java.lang.Integer.MAX_VALUE));
params.put("Nonce", 11886); // 22544

// SERRR AR N I R SRR ) , 4N © params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // AHE%

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // ANHESE

params.put("Action”, "Describelnstances"); // 5%

params.put("Version", "2017-03-12"); // NS

params.put("Region", "ap-guangzhou"); // A3t&#

params.put("Limit", 20); // /5551

params.put("Offset”, 0); // A55£#1

params.put("Instancelds.0", "ins-09dx96dg"); // WE&1

params.put("Signature", sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL"); // AHE#
System.out.printin(getUrl(params));

}

}

Python
IR (NSRETE Python 2 IRBHIELT , FBES L requests {KERE :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE"
secret_key = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"
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query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action' : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg',

"Limit" : 20,

'Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# WAhSERRER | BIhERTREF=4it 2%

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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o L
3’3z IZI\_‘Lg V3
RIFEHATE: 2024-06-18 14:31:27

tcecloud API 2338/ MAITEKHITEHIGIE , IS MNERBBECLARBERSHHPEATRER (Signature ) LISIEERESD. SREEHLETIEER  £2
ENEEHE Secretld 1 SecretKey ; EFFIRSELREEIL , BRIESAPIEZARERE , BNLEBAB=APEEO.,

N s
1. RigZeFiE
S REREAPIZE] , BEAEAPIEI AR SELEE, 22 EFEIE Secretld Fl SecretKey :

o Secretld BFHrR APLERESH
o SecretKey FAFINEEEFRFEFIRSS sSimI IS 2 F R,
* AFPIAFIRIREREREIE , BRtE,

RisZ2FEIENERLENT

1. ZERtcecloudEEFNEFIE.
2. BIfERAPIES BRI AT
3. E=APIEESAINE , R [#r] BPeJLABIiE—XdSecretld/SecretKey

IR FREKSRESTLUBAEMX Secretld / SecretKey,

2. TC3-HMAC-SHA256 &£ 755%

R WTFGETAE , Rz Content-Type: application/x-www-form-urlencoded #Yig&=t. XFFPOSTA% , BEISZHF Content-Type: application/json LAK
Content-Type: multipart/form-data FIFAETL |, json IETUBRARB WSO . multipart SR BFEWSEOXRE | ANZEOAEEER json 18
H  &E B SEOSE,

THURRSSHER MNKEFZIREANTF , SLEBENMBSEAHETRE. BANAEITERLHFIRNFAANSE : Limit 7 Offset , £/ GET 7358,

BRI Secretld 0 SecretKey 25512 : AKIDz8krbs)5yKBZQpn74WFkmLPX3EXAMPLE #1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. HHEEE RS
ATV ESIBEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + "\n' +
HashedRequestPayload

* HTTPRequestMethod : HTTP i&3k75i% ( GET, POST ) , A7RfIFA GET ;

 CanonicalURL : URI £%§ , AP1 3.0 EEANERMT (/)

* CanonicalQueryString : &2 HTTP i3k URL FRYEIAIZRFE , XF POST ik , EEATFRE , X}WF GET i5Kk , W URL FaS ( ?) GENFHERS ,
ARHEUER : Limit=10&Offset=0, jF= : CanonicalQueryString EE&Y URL 413,

e CanonicalHeaders : 258 ZRLEMEE , ZDES host # content-type FINLER , (BRI IIABEXAELES 5SS B RS B SEKRNE—EZ M. FHEM
M- 1) 3LE8 key 70 value H—EEpING , HFERERETHE | 128 key:value\n 18TUHHE | 2 ) 20 L80 , 1RERSLER key (/NG ) RUFERREFHTHEE. A4
79 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £5&ZHILERER | RBALXIERBMLLES 5 TES , #l CanonicalHeaders B &AILEBRNE R —XIRIAY. content-type #1 host aws
BESLER, HHEHIM @ 1) LEB key Z—HANG ; 2 ) Z21LEB key (NB ) IRIBFHEHFHTHE , FHFEUSS () PFR. WHIFJ : content-type;host

¢ HashedRequestPayload : {&ERIEXHIIAEE , iTE AN Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , ¥ HTTP i5KEEANEX payload 4
SHA256 187 , AR+ \HEIRID , REHLEEEANEFRE, T3 | }WF GET &K , RequestPayload EEATZFFE , XJF POST i53K , RequestPayload
B0J9 HTTP 3EKIEX payload,

TRIEA AN |, IR ERIRAEBIEREBNT (AT RNEHT , \n BITFEE BERITEIIN—TEK ) -

\|

WS : BRmEmEX 5121 W H314m



X BIHSTCE

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host

e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, PHESSEF/RR
TR SSRGS

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

e Algorithm : &Z&% , HAIEEA TC3-HMAC-SHA256 ;

 RequestTimestamp : ERAFIERL , BIEHRLERAY X-TC-Timestamp BUE , W1 L7RAISERA 1539084154 ;
e CredentialScope : EIEGERE |, #8209 Date/service/tc3_request , & HE. FIERAIIRSIRIEFE (tc3_request)

== (BARAD)

Date J5 UTC #ERTRIEIERE , BUE

EEMAHSH X-TC-Timestamp EEHY UTC FRERSAIBEE—2 ; service AF=mE , WARSERIF=RIZE— , FIg0 cvm, 0 ExpliEK , BYES 2018-10-

09/cvm/tc3_request ;

¢ HashedCanonicalRequest : IR L ERHIZFENEEIEREMAHE , itE7555 Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

eI =

1. Date WJRMATEIRL X-TC-Timestamp 18155 , BRX UTC+0, MRIMARZAMBXES , AIINFE/\X , S

ARG LR |, BRERER

WER, BigAIEELS 1551113065 , 4R/ \XAYASEIZ 2019-02-26 00:44:25 , (BEi+E152IAY Date BY UTC+0 FYBHEARLA 2019-02-25 , MIAE

2019-02-26,

2. Timestamp WREHRIRRAE , BRHRAREIRENEERDSH , MREEETADHULERY. MFIKISEAIRERERLE |

BRiIEfE |, IERGERW (GRESZTEHER ) .

HRIELA LN , O EEIRGESFFRUT (ATRIEN , \n TRBT BRI TN —TEK) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6c1ffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23.itEER
1) IERESEE |, RIS T

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request"”)

e SecretKey : JRIAHY SecretKey ;
e Date : B] Credential fy Date FERER , @1 L7=f1 , 792018-10-09 ;
e Service : B Credential ify Service FERSE , a0 ERBI, 79 cvm ;

2) iHESE , MRBIT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA Bt EERIRIRESZEIA ;
e StringToSign : Bl 2T ESEIRFEEF/E ;
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2.4. $#t8 Authorization
RN THERHHE Authorization :

Authorization =
Algorithm + "' +

'Credential=" + Secretld + '/* + CredentialScope + ', ' +
+ SignedHeaders + ', '

'SignedHeaders=
‘Signature=" + Signature

* Algorithm : &£75)% , EE/ TC3-HMAC-SHA256 ;

e Secretld : Z$AXIAY Secretld ;

e CredentialScope : W EX , FiEEHE ;
e SignedHeaders : L EX , £5&EFRLIES

* Signature : £&(&

HRIELA LR | RBIRSRIRIES

=itz ( BARAD)

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5

df4582db9e9bf4672ba50567dbalbcbecfl74c474

RETENERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&80Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content
-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6cbccfl74c474

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1539084154
X-TC-Region: ap-guangzhou

3. BRKMW

HRIESEIRER | FEUTSRLMAMERD | SRIECRERE

RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure InvalidSecretld

4. SRER
Java

import java.io.BufferedReader;
import java.io.InputStream;
import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;

import java.util.Date;
import java.util.Map;
import java.util.TimeZone;

WS : BRmEmEX
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import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)J5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data®;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com"”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//ERRKX , ENESHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkhkkkkkhkkkk 5&% 1 g ;#;%m?‘éi%*% *kkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// kkkkkkkkkkkkk $g¥ 2 0 ﬁg?%%g?ﬁ% Kkkkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// kkkkkkkkkkkkk $g¥ 3 0 i—l—ﬁ%g *kkkkkkkkkkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// kkkkkkkkkhkkkk il% 4 0 ;#g Authorization *kkkkhkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printin(authorization);

TreeMap <String, String> headers = new TreeMap <String, String>();
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headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);
headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);
headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# RS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# *kkkkkkkkkkkk 5% 1 0 ?#E%mﬁi%*% kkkkkkkkkkhkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"”

payload = ""

if http_request_method == "POST":
canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)

signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()

canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# kkkkhkhkkkkkkk 55% 2 : }#E%Eg?ﬁ% kkhkkkkkhkkhkhkk
credential_scope = date + "/" + service + "/" + "tc3_request”

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()

string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkkkkk .}j_ﬁ 3 .l.l_%%% *hkhkhkhkhkkk

# ITESERERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
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secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *kkkkkkkkkkkk 55% 4 0 }#}% Authorization kkkkkkkkhkkkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# AHSERIIEIERER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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15REEH

RIEEHATE: 2024-06-18 14:31:27

1. fRS53thiE

=itz ( BARAD)

btz ( Region ) ZIEEAIAIRHOIMIERE. tcecloud Z(IGIERRIEZAFEREE | MEARMHESAEERNSEEMSET. ATHERONE. 25

HEE |, EEERRFEIREE I,
ERTLLEY APLED EMiREIER EESTRAIIESIE.

2. B(SthY

tcecloud API (FTBREOII9@IT HTTPS HTIR(E |, IREtEZ2HIBERE.

3. BERTE
S0 HTTP W5

e POST (##)
e GET

POST i53k3z#5#9 Content-Type 8! :

e application/json (#7F ) , WRBEA TC3-HMAC-SHA256 & 754,

e application/x-www-form-urlencoded , 4if#F HmacSHAL & HmacSHA256 &&75i%,

* multipart/form-data ({N&Bo#EOEE ) |, WIRER TC3-HMAC-SHA256 & 754,

GET iERANEREANAERIT 32 KB, POST i5KFEHAEE AN HmacSHAL, HmacSHA256 FIAERBIT 1 MB, POST i5K({EBEZ5iEH TC3-HMAC-

SHA256 R3z#% 10 MB,

4. FFFmE3

{EFRUTF-84%%3.,
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EILEES

RIEEHATE: 2024-06-18 14:31:27

IEHHIRMEIES
WRRFS A0 OEELAIRESIZ (DescribelnstancesStatus) 2017-03-12 figAsifl , EEMRAE , HA8A0RENTS :

{

"Response”: {

"TotalCount": O,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response RERNEBH Requestld REIENFER , TiCERMINES , RE APIMET , IHNESIRE,

* Requestld FBF— APLiEKROE—IRR , AN APl IS |, STLABERIA] , FHEMIZ ID KRR

o [RTEENFERI  ERARMENENHNFE  ARNEOMRENFERS EANIEFNEN. HAIHEY TotalCount # InstanceStatusSet 59
DescribelnstancesStatus #OEXIFE , BT RARSKNAFENEIE IR , B TotalCount FEIER FANRENES 0, InstanceStatusSet 5l

=S IS
BN, EEEHERIITN

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
B

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error IHIIAFEZIEREMAM. Error FEGEREMIEAY Code 1 Message FERIEAMKMAT R EIREIRI.

* Code RREMALIBIEIRG , HiERHEN LS TRE S ERBE AR SRR O RAVE RIS R E M S N REAIRR TS =,
* Message B7RH TIXMERRENEARRE , BEWSKESAEMN , WXATRESERRSEENEN , AR AKX MRETE,

* Requestld FAF— AP iEKAIME—HRIR , A0SR API HILRE | ATLABKEREA] , FHEANZ ID SREFRAIE

IREEERFPINRIFE Error FE , MZFRRVAR API #2050,  Error 9 Code FERRNEIRD , FrBSSE T SEHIEVERISANHEIZIRE , TRIIH T AHER
3.

RS AR
AuthFailure.InvalidSecretld FIRARE (2= API ZEZERY ) ,
AuthFailure. MFAFailure MFA $5iR.,
AuthFailure.SecretldNotFound BRI,
AuthFailure.SignatureExpire BRILH,
AuthFailure.SignatureFailure BEBIR.
AuthFailure.TokenFailure token &R,
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FRIRIG
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

FHIRIEA

BEREK CAM 1Y,

DryRun 12 , {FBEKRESEMINH , RES{ET DryRun 244,

SIS S
MEREEIR.
BEONFHE.
SHGER.
SHEVEER.
B ECEPRS.
BROSEER,
BEOMANFE.
TERAOREET T SRERPR .
BIEH A,
BEAE.
BRI,
BRIFEARTA.
RIZBURE.
RANSHEER,
BEARSR.

http(s)IEKINNEEIR , R3zHF GET #1 POST 153K,

BEOARSTSA S,

=itz ( BARAD)
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RNHSE

Tf >

.

BRI V3

=itz ( BARAD)

HEYEATHRAFPMZOENENNSE , NIE | A MNEORIRAYROSETREXLESHHTRE | EEREKIITEETXYSY , TRERLE

M TC3-HMAC-SHA256 &Z2 AR , AHSHEESR—EI HTTP Header iEKkLEB+ , 40T ¢

SHEW

X-TC-Action

X-TC-Region

X-TC-
Timestamp

X-TC-Version

Authorization

X-TC-Token

BEBHiE V]

String

String

Integer

String

String

String

Jali

Jalil

Jali

o

ik

REREOBRR. BESEZEOXRETMASEATESE Action BUREE. FIII=IRSSSEELAZIZFRED , BYEA

Describelnstances,

RS BRRRHREREI MR, EORZIOEBESE RTINS IS Region AR,
IR REROAFEERIZSH , BOXNP ISR | IEEESZSHEAEN.

L7 UNIX BI/E1E , ATCR&RE APLIERAUATIE., FiaN 1529223702, iR : MR SRS SAEIEERI S , 23
BRI,

ERERY APLRORRAE, BUBSEEOXIEHPAS QIS Version FEE, FISN=ARSSERAMRA 2017-03-12,

HTTP R ESDIAIESLER=ER | a0 :

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024

Hep,

- TC3-HMAC-SHA256 : §875% , BRIEERIZE ;

- Credential : &&EIF , AKIDEXAMPLE £ Secretld ; Date 2 UTC fRERTEIBEES , BUEEZEE A3 X-TC-
Timestamp &/ UTC FRERTBIHER—EL ; service AF-@& , WRSERNFRIEE— , fltlcvm ;

- SignedHeaders : 258 Z1ERILEMSE | content-type #0 host J9wsisesLER ;

- Signature : EZFE,

IGBTIERATARY Token , FELSIGRTZA—HC(ERA. IGREESHH] Token FERHASIERSBRAREREL. KEBH
AREE Token,

{5 HmacSHAL #0 HmacSHA256 E£&75iE0) , ARSHEESR—HEEKSED , (0T

SHEW

Action

Region

Timestamp

Nonce

Secretld

Signature

Version

SignatureMethod

WRFRE - BRmERMEX

ESidl

String

String

Integer

Integer

String

String

String

String

=
E

=
=

alil

D

D

WD RO

iy

f#A

IREEOER. BUESEEOSETEASEATESE Action (IR, FINN=IRSSEMNEALGFIRED , BUER

Describelnstances,

iS4, FARIORF R EI MESAORIE. EOEZAMEEES S EOXETMASH AT S Region AU
B, IR BEBOAFRERIZSH , BOXKKPT ISR | EIEEEZSHEAEN.

Z4F7 UNIX BFEIE , ANSR&HRS APLIERAYRTIAL, #iIa01529223702 , MNRSLFIRTEHEEITK , S5BSZLHE

=
BEHIEEESL , 5 Timestamp BX&iEsk , FAATFREERINE.

E=APIZSH_EERIERIFRRBANAY Secretld , —4 Secretld JIRME—RY SecretKey , T SecretKey S FsRERBER
%% Signature,

BERER  BREIIIRAEROGEYE | FSERFRESTREASEITESH, BATEDESUEOSR00H.
{ERY APLEURRAE, EUESEREOSUERASAIESE Version RUIREE, BIMN=ARSSEEAMZA 2017-03-12,

230 . BRIsZE HmacSHA256 1 HmacSHAL, RBEIEEESE09 HmacSHA256 AT, A HmacSHA256
EROIFSE , 2ibERI9#ER HmacSHAL BIFESE.

%130 1 #314m
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SHEW ESic) ik fEk

IGRERFTARY Token | FELESIGRIEBR MM, IRAIEETN Token FEZNHOSEIRSEAECREL, K

Token String a BAREE Token ,
MBI

i ( Region ) ZfEMIERVEIREHOAIMIEXE. tcecloudXIINIEARRMEZ AR | (REARMREARATEERRERASENL. ATRELRNE. ST
HEE g ERRELEE PRI,

ERTLAEIS APIEE EMEIEEIR EESTAAIBIETIE,

WS : BRmEmEX 131 0 H314m
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O BASTCE ZUsi ( BARAD )

PSSP SEI
HERIERIR

BIAEHATE: 2024-06-18 14:31:27

L. EOEA

EOEKIHE © monitor.api3.finance.cloud.tencent.com,
BEEREIEENSENR

BIARECIBRIREIRS] : 200R/FD.

EOEHATE : 2021-03-12 12:00:48,

BB EE NN,
2. NS
PINBERSHFIRNGH TEOBERSHEIH O RS , TEAHSHFIRIALERSE,
SHEWR WAl FYFNULL &3t R
Action 2 =& String ~HSE, AEOYE : BindingPolicyObject
Version 2 S String NHEBE, AEOBYE : 2018-07-24
Region = & String AHSE , FENFRSISHMEFIZR(TODO)
Groupld = B Int64 HAgI4EId
InstanceGroupld & & Int64 SLffS34EID
Dimensions S S Array of BindingPolicyObjectDimension FEYHENSUEEER
Module = & String WiE, [EE{E"monitor”
Policyld = 5 String EZRIRID , FRLFERGrouplda{E NERE
3. IS
SHER &S] )4
Requestld String H—iEK ID , ®RIEKEPSIRE. EAIGRRATEEREZRIERE Requestld,

4. EIRET

ZEOE L SBEEXAERD , BOERGIEN ARG,

£314m

\|

WS : BRmEmEX %132\



O BASTCE

BlIEERIENR

RIEEHATE: 2024-06-18 14:31:27

1. #EFOFER

#EOEkEA © monitorapi3.finance.cloud.tencent.com,
BIEEAIER

EUAZECIERIREIRS : 200R/FD.

BEOEFASE : 2022-07-25 20:37:38,

EOBEINES XL,

2. NSHL

IUTNERSHFIFRFIE T ZOBEREHFRBO DHSH , TEAHSHGIRN ISR

SHEW Wik FeEFNULL ESidl
Action 2 & String
Version 2 & String
Region —= & String
Module = S String
Name 2 & String
NoticeType = & String
NoticeLanguage 2 = String
UserNotices &= &= Array of UserNotice
URLNotices = = Array of URLNotice
ExtraChannels a5 a5 Array of String
BigCustomerNotices ES E Array of BigCustomerNotice
3. S
SHETR ESid] ik
Noticeld String EEEAERID
Requestld String
4. FEIRID

PUMRBUE T OS5 ZERRAIEIRT . BRI ARG,

%EBE
InvalidParameter

InvalidParameterValue

WRFRE - BRmERMEX

=

.

== (BARAD)

ik
ANHS¥, ANEOEYE : CreateAlarmNotice

HE% , AEOEYE : 2018-07-24

>

>

HBE, HIPRSTSH0BIERSIZR(TODO)

R | XEIE" monitor”

BAVEIREFR 60FRFLIA

BRIZEE ALARM=RIKSIER] OK=CIRSiE ALL=#EH
BANES zh-CN=H13 en-US=2%&X

P& &&51

EEiER &E34

HtAEATHERERESIR

REFEN RZ1D

HE—EX ID , RIEKREPSIRE], E(ARATFREREIZRIERA Requestld,

%133 1 #314m
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FRIRED iR
AuthFailure.UnauthorizedOperation
InternalError
ResourceNotFound
FailedOperation
WRFRE - BRmERMEX 8134 T0 H314W



X BIHSTCE

IRINERERH

ERITEHHTIE: 2024-06-18 14:31:28

L. EOEA

EOEKEA © monitorapi3.finance.cloud.tencent.com,

I

BOAZOERIRERRS © 200%/70,

EOSEHATE : 2020-12-01 11:34:23,

MBI E S XL,

2. NS

UTERSHFIRNGIH TEOBRSHFRRO AHSEH

SHEWR
Action
Version
Region
GroupName
ViewName

Projectld

ConditionTempGroupld

IsShielded
Remark

InsertTime

Conditions

EventConditions
Module

BackEndCall

IsUnionRule

3. WS4

SHETR
Groupld

Requestld

WRFRE - BRmERMEX

17 I 17 B v B 1 B 17 B N ]

iy

iy

i

alil

i

iy

FEFNULL  3RBY

& String
= String
= String
& String
& String
& Int64
& Int64
= Int64
= String
& Int64
= Array of

CreatePolicyGroupCondition

= Array of

= CreatePolicyGroupEventCondition
= String

a Int64

= Int64

A

BUERThAYSRAR AL

FEAHBHGIRNAHIERSH,

=itz ( BARAD)

NHEBE, AMEOEYE : 2018-07-24

RIEBH, N RIIFHIMIEEIZR(TODO)

RISEFENERNEZR , SBRTEREIE , AIRMEA
SRIBEFTEIELD , ST TERUR(E

RhRSRERAEL, B SRR A R EE

REFRRIE  ORTARR  1RTFR. NESKIAN0
RIBARIEIERER

fRARTE , BigUAUNIXETEIRL | MENZES IR AR

RERA PRI ESZAN

SRERZEPRIRE) AN

EE(& , A"monitor"

E2ENEHRER. BENHENLE , EERECRISERFAINIE
Z A ConditionsL AR EventConditions=E&

EfREEMNAEERR | ORTEHHN (FRIEEMNMEE) , 1
FrEAN (HEMEANZ &%)

W—iEK ID , SRERERIRE. EUARANHEERFZRIER Requestld,

%135 T #314m
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4. $EIRG
IR RBH T RS BRI ARID |, SR A S0,

FEIRD

InternalError
InvalidParameter
FailedOperation
MissingParameter
UnknownParameter
UnauthorizedOperation
UnsupportedOperation
ResourceNotFound
LimitExceeded
ResourceUnavailable
Resourcelnsufficient
FailedOperation
ResourcelnUse

ResourcesSoldOut

WS : BRmEmEX

=itz ( BARAD)
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PR EEEAENR (8

ERITEHHTIE: 2024-06-18 14:31:28

L. EOEA

EOEKEA © monitorapi3.finance.cloud.tencent.com,
SR RIS S ERAMER

BONEOIBFIRERRE] : 200/70.

ZEOEHATE : 2021-03-31 11:10:40,

MBI E S XL,

2. NS

B RSHFIRNGIH TEOBRSHFMOAHSH , TEAHSHGIRD SR

SEER WAE FEFNULL il
Action 2 & String
Version 2 &5 String
Region —= & String
Module =2 5 String
Noticelds =2 5 Array of String
A s,
3. HESE
SHER Bt A
Requestld String
H >
4. i51xRS

UM T O SSZIERRAIEIRT | EERIDF I A RS,
FHIRE
InternalError
InvalidParameter
ResourceNotFound
FailedOperation

AuthFailure.UnauthorizedOperation

WS : BRmEmEX

B

"
g2

D\

NS, AEOEYE - DeleteAlarmNotices

HE4, FNEOEYE : 2018-07-24

>

HEE , HI=MIISHIHBIEFIZR(TODO)

>

RS | XEE"monitor”

HEBAEIRIdSIZR

E—IEXK ID , BRIERIBSRE. EATRSTFERHZXIEKRA Requestld,

=itz ( BARAD)
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O BASTCE

MpREEREEE

ERUTEHHTIE: 2024-06-18 14:31:28

L. EOEA

#EOEkEA © monitorapi3.finance.cloud.tencent.com,

MRS RIS A

FROABE A RERZIRE) : 200%/70,
EOFEHAYE : 2020-11-30 19:34:04,

MBI E S XL,

2. NSHL

IUTNERSHFIFRFIE T ZOBEREHFRBO DHSH , TEAHSHGIRN ISR

SHEW
Action
Version
Region
Module

Groupld

3. iS4

SHEW

Requestld

HiRfD

Wi FEFNULL ESid)

2 & String

=z = String

= = String

2 & String

=2 = Array of Int64
ESid] A
String

UM T O SSZIERRAIEIRT | EERIDF I A RS,

EIRIG

InvalidParameterValue

InternalError

InvalidParameter.InvalidParameterParam

InvalidParameter.InvalidParameter

InvalidParameter

InternalError.ExeTimeout

FailedOperation

MissingParameter

UnknownParameter

WS : BRmEmEX

@

30
ANHSE, AEORYE : DeletePolicyGroup

HE¥, ANEOEYE : 2018-07-24

5

AHBE I RSSHIERFIZR(TODO)
EE(E , 3"monitor"
RiEEid

E—IEXK ID , BRIERIBSRE. EATRSTFERHZXIEKRA Requestld,

== (BARAD)

%138 ™
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X BIHSTCE Zists (BARAD )

R 5

=

UnauthorizedOperation
UnsupportedOperation
ResourceNotFound

LimitExceeded

ResourceUnavailable

Resourcelnsufficient

FailedOperation

ResourcelnUse

DryRunOperation

ResourcesSoldOut
LimitExceeded.MetricQuotaExceeded
FailedOperation.ServiceNotEnabled
FailedOperation.AlertPolicyCreateFailed
FailedOperation.DbRecordCreateFailed
FailedOperation.DbTransactionBeginFailed
FailedOperation.DbRecordDeleteFailed
FailedOperation.DbQueryFailed
FailedOperation.DbTransactionCommitFailed
FailedOperation.DbRecordUpdateFailed
AuthFailure.UnauthorizedOperation
FailedOperation.DuplicateName
FailedOperation.DruidQueryFailed
FailedOperation.DimQueryRequestFailed
FailedOperation.AlertPolicyDescribeFailed
FailedOperation.AlertPolicyDeleteFailed
FailedOperation.AlertPolicyModifyFailed
FailedOperation.AlertTriggerRuleDeleteFailed

FailedOperation.AlertFilterRuleDeleteFailed

WS : BRmEmEX 139 W H314m
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O BASTCE

NEGE— P NTRER BRI SSA ( SEHE )

ERITEHHTIE: 2024-06-18 14:31:28

v B
1. FOfA
EOEKEA © monitorapi3.finance.cloud.tencent.com,
RIEUA IR E S ERW S (SEEE )
EUAEOIERIERIRS] : 200R/%D.
EOEFRATE : 2022-10-24 15:08:03,

MBI E S XL,

2. NS

UTNERSHFIFRFIHE TZOBREBFD NHEH , TBAHSHPIRN TSRS,

== (BARAD)

SHETR Wik SSIFENULL 358 fak
Action 2 & String NEESE, AEOBYE : DescribeAbnormalObjects
Version =2 & String NHBE, AEOEYE : 2018-07-24
Region 2 S String AHBE, FERFRSHFIMIESIZR(TODO)
Module 3 & String EEE , "monitor"
ViewName = 5 String EERAIZIR
StartTime ES ES String EesaRtE |, 183(:"2019-01-01"
. Array of .
Project] 5 & RRid3!
rojectlds &5 A Int64 mEid5IZR
tl:ﬁ_ " N — = n ngs— u B nZE—tERETT
AbnormalStatus 7 = String RS , "all"RnFALA] , "abnormal" RRFESLS ( FERIKE ) | "warning"REEESL
Bl ( EEEHRE)
GroupBy & & String BEHLR , NERRALER | "instance" RRLANCER
Dimensions & & String RUEETIR |, jsonFRFE
A s
3. S
SHEIR ESit) R
ThresholdObjects DescribeAbnormalObjectsThresholdObject BN EERENRIIE
EventObjects DescribeAbnormalObjectsEventObject FREMEEESENERYIE
Requestld String W—iEK ID , RBKRESRE. EMARAHEERHIZRIBEKE Requestld,

4. FEIRND
IUTRBH TN BRSNS |, SRS A SR,

%EBE

InvalidParameterValue

WRFRE - BRmERMEX
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R 5

5%

InternalError
InvalidParameter.InvalidParameterParam
InvalidParameterInvalidParameter
InvalidParameter
InternalError.ExeTimeout
FailedOperation

MissingParameter

UnknownParameter
UnauthorizedOperation
UnsupportedOperation
ResourceNotFound

LimitExceeded

ResourceUnavailable
Resourcelnsufficient

FailedOperation

ResourcelnUse

DryRunOperation

ResourcesSoldOut
LimitExceeded.MetricQuotaExceeded
FailedOperation.ServiceNotEnabled
FailedOperation.AlertPolicyCreateFailed
FailedOperation.DbRecordCreateFailed
FailedOperation.DbTransactionBeginFailed
FailedOperation.DbRecordDeleteFailed
FailedOperation.DbQueryFailed
FailedOperation.DbTransactionCommitFailed
FailedOperation.DbRecordUpdateFailed
AuthFailure.UnauthorizedOperation
FailedOperation.DuplicateName
FailedOperation.DruidQueryFailed
FailedOperation.DimQueryRequestFailed
FailedOperation.AlertPolicyDescribeFailed
FailedOperation.AlertPolicyDeleteFailed
FailedOperation.AlertPolicyModifyFailed

FailedOperation.AlertTriggerRuleDeleteFailed

WS : BRmEmEX 141 W H314m
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FRIRIG Rk
FailedOperation.AlertFilterRuleDeleteFailed
FailedOperation.DruidTableNotFound

FailedOperation.DivisionByZero

WS : BRmEmEX 142 M H314m
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O BASTCE

SRECFESH5IR

ERUTEHHTIE: 2024-06-18 14:31:28

L. EOEA

EOEKEA © monitorapi3.finance.cloud.tencent.com,

RELFEEMT IR
BUAZECIERERERIRE] : 2000/70,
EOEATE : 2020-03-01 17:38:44,

MBI E S XL,

2. NSHL

=itz ( BARAD)

ITBRSHFIRGIH TEOBRSHFRO ALY TEAHSHGIRDATERSH,

SEER PAE FBUENULL 33
Action 2 & String
Version 2 & String
Region = = String
Module = 5 String
StartTime & & Int64
EndTime = = Int64
Limit = = Int64
Offset & & Int64
UpdateTimeOrder & S String
OccurTimeOrder =S & String
. Array of
AccidentT & &
ccidentType & & Int64
. Array of
AccidentEvent &= =
ccidentEven & & Int64
. Array of
A 7= =
ccidentStatus & & Int6a
AccidentRegion & &5 Arr.ay of
String
AffectResource S S String
A s
3. mHsE
SEIER i)
Alarms DescribeAccidentEventListAlarms
Total Int64

WRFRE - BRmERMEX

RESE, FFOBYE : 2018-07-24

REBY, FERFRSHHIMIESIZR(TODO)
EOERE |, HETEOE{Emonitor

HRIARTIE) |, BRUA—RRBIRIAIEEL

LEPRATIE) , BRIAKRIAT AR

AR, BIURERIEE  BYEL~100 , 20120
DS, WREE , MOFFATHEL , BRAO
HRBUpdateTimeHEFFAIMN , BV{Eascaidesc

HRIEOCccurTimeHEFFAIFMN , B{Eascakdesc ( {iRIEUpdateTimeOrderHERs )
RIESMEENTIE | 1IRRIRSIORE | 2R REMITR

IRIESMHTIR , IRTRSHFRETR | 2R FRSEMNEZEE TR | 3R RSHETR
® 202N E R MEE

RESHREITIR , ORTREIRE | IRTKIRE

IRIESIETIE , gz M |, shim Lig%

RIERIMERIFUDIE , tilins-19a06bka

)%
FEHEMTIER
FESEMHRIDE

%143 71 #314m
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BHEMR e it AR
Requestld String W—iEK ID , RIBEKRESRE., BN HEERAIZRIEKRE Requestld,

4. FEIRND
UM T OS5 ZERRAIEIRT | BRI A RS,
TR A
InvalidParameterValue
InternalError
InvalidParameter

LimitExceeded

WS : BRmEmEX 144 W H314W
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SRENF AL SRS

ERITEHHTIE: 2024-06-18 14:31:28

L. EOEA

EOEKEA © monitorapi3.finance.cloud.tencent.com,

RENF A SR
FONZOISFERERIRS : 200%/%0.
EOEFASE : 2022-08-27 21:47:02,

EMBEIREE XL,

2. NS

== (BARAD)

UTNERSHFIFRFIHE TZOBREBFD NHEH , TBAHSHPIRN TSRS,

SHEWR D5 FBEFNULL
Action 2 =
Version = a
Region = =
Module = B
StartTime = =
UnlnstancelDs —< &=
EndTime & &

3. IS

SHEIR ESid)
Data DescribeAgentStatusHistoryData
Requestld String
+
4. 55IREG

UM T O SSZIERRAIEIRT . BERDFER

FEIRAD

InternalError
InvalidParameter
FailedOperation
UnauthorizedOperation
UnsupportedOperation

FailedOperation

WS : BRmEmEX

String

String

String

String
Datetime_iso
Array of String

Datetime_iso

A

FHIRERFIFR

fA
240, ANEOBYE : DescribeAgentStatusHistory

TS, AEORE : 2018-07-24

>
)

N

AHSE , WIS (TODO)
EE{E , monitor

EIFIARTIE)

SLEIDFIR

EifLRIEEE

E—EK ID , BRERIBSRE. EATRSTERAZXIERA Requestld,

jj\:['falfﬁq
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O BASTCE ZUsi ( BARAD )

£ 0-EE B E5IE

ERITEHHTIE: 2024-06-18 14:31:28

L. EOEA

EOEKEA © monitorapi3.finance.cloud.tencent.com,
EE2.0-EEHRIIER

BONEOIBFIRERRE] : 200/70.

EOSEHHATE : 2023-01-17 15:40:22,

MBI E S XL,

2. NS

UTNERSHFIFRFIHE TZOBREBFD NHEH , TBAHSHPIRN TSRS,

SHETR Wik SEENULL 268 it

Action =2 & String INHEESE, AEZEOBYE : DescribeAlarmHistories

Version 2 & String NHESE, AEOBYE : 2018-07-24

Region 2 B String AHBH, IS HERZIZR(TODO)

PageNumber & & Int64 TUE, M 1 FReRLTER, BA L

PageSize a S Int64 BIAYEE , BYEL~100 , BAIA20

Order FS =& String FANREIR AT EEIFHES "ASC" =1EFs "DESC" =¥

StartTime = = Int64 FRIARTIE) , BRIA—RATAYAT L

EndTime = = Int64 Z5ERATIE) |, BAAZBIAT AR

MonitorTypes & & Array of String $E}EE&:?§§2Q,}E Zﬁi%iiAEFﬁﬁ%ﬂ ' M,_T;QCE" =PRSS "MT_CUSTOM" =
BEN 5 "MT_PROME"=prometheus!iiz

AlarmObject = = String TRIEEENISITIR FRFERERIEER

AlarmStatus & & Array of String $E§E%%24k?5ﬂ,}‘ﬁ ALARM=A1RE OK=EiE NO_CONF=BK NO_DATA=
AR  NEHAERS

Projectlds = S Array of Int64 HYEIIBIDISE , -1="-"N8 0=E0AIIER

InstanceGrouplds & S Array of Int64 RIBLAILRIDITE

Namespaces = & MonitorTypeNamespace  tRIESREGEELSE

PolicyName 5 = String RIS BT RIERIE R

Content 5 5 String RIEEZNBEIER

ReceiverUids 5 =5 Array of Int64 RIBENRAER

ReceiverGroups B B Array of Int64 TR R R

Module =2 & String EEE , A"monitor"

Policylds = & Array of String TRIEE LR Id 5IRER

MetricNames & ES Array of String RIBIEIRRITIE

Uniquelds 5 5 Array of String ARSI Uniqueld 182

WS : BRmEmEX 55146 T H314m
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BB W% SREFNULL 28U R
Dimensions 5 5 String SLHIREREER

3. S

SHER el R

TotalCount Int64 B

Histories AlarmHistory HERBHIE

Requestld String W—iEX ID , ®RIEKEPIRE. EAIGRRATEEREIZRIERE Requestld,

4. FEIRND
UG T O SSEEERAMERD , BbERDEN A LSRG,
FHIRED 1%
InternalError
InvalidParameter
LimitExceeded
InvalidParameterValue

MissingParameter

WS : BRmEmEX 55147 W H314m
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O BASTCE

ERRNBAIEIRANFS

ERITEHHTIE: 2024-06-18 14:31:28

=z £

1. FOfA

EOEKEA © monitorapi3.finance.cloud.tencent.com,
ERRMERIERINFS

EUAEOIERIERIRS] : 200R/%D.

FEEOSEHRATE : 2021-03-16 18:31:33,

MBI E S XL,

2. NS

UTNERSHFIFRFIHE TZOBREBFD NHEH , TBAHSHPIRN TSRS,

SEER D%5vi FEFNULL it R
Action =2 & String NHSE  AEZOBYE : DescribeAlarmNotice
Version =2 &5 String NS, ANEOBYE : 2018-07-24
Region = B String AHBH, N RISHMEREIZR(TODO)
Module = & String B |, XEE"monitor”
Noticeld = &5 String EEYBEAENT id
A s,
3. HESE
SHER S A
Notice AlarmNotice RS ERNETREATRIS
Requestld String W—iEX ID , ®RIEKEPEIRE. EAIRRATEEREZRIERE Requestld,
33
4. %EI'L?E

PN 7O SSIBERRNERD , BfERIGIFERN A HLEIRD,
FEIRAD
InternalError
InvalidParameter
ResourceNotFound
FailedOperation
UnsupportedOperation
AuthFailure.UnauthorizedOperation

InvalidParameterValue

WS : BRmEmEX

== (BARAD)

B
5
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EiEKS B REIFURLYIZR

ERITEHHTIE: 2024-06-18 14:31:28

L. EOEA

EOEKEA © monitorapi3.finance.cloud.tencent.com,
i R R S R AMRIRATA EIURL

BONEOIBFIRERRE] : 200/70.

ZEOFEHATE : 2021-03-01 14:40:46,

EMBEIREE XL,

2. NS

UTNERSHFIFRFIHE TZOBREBFD NHEH , TBAHSHPIRN TSRS,

SHEWR D5vid FEFNULL E-Sid] )0

Action 2 & String NHESE, AEZEOBYE : DescribeAlarmNoticeCallbacks
Version =2 &5 String NS, AEOBYE : 2018-07-24

Region = = String i

Module =2 & String B |, XEE"monitor”

3. S

SHEMR ESit) R

URLNotices URLNotice SEA)EE

Requestld String K—iEK ID , ®RIEKEPLIRE], BRI EEREZXIERA Requestld,
FTaY=]
iR

UM T O SSZERRAIEIRT | BRI A RS,

FEIRED

InvalidParameter
InvalidParameterValue
UnsupportedOperation
AuthFailure.UnauthorizedOperation
InternalError

ResourceNotFound
FailedOperation

MissingParameter

WS : BRmEmEX

NHBE, FIFRIISHIHBIEEIZR(TODO)

== (BARAD)

5
4
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O BASTCE

ERBAIERY IR

ERITEHHTIE: 2024-06-18 14:31:28

L. EOEA

EOEKEA © monitorapi3.finance.cloud.tencent.com,
EiBAIERY IR

BONEOIBFIRERRE] : 200/70.

BEOSEFHASE : 2022-11-22 16:04:12,

MBI E S XL,

2. NS

UNBRSHFIRNGIH TEOBRSHERMOALSH =

SEER W% REENULL KR
Action 2 & String
Version 2 & String
Region = = String
Module = 5 String
OwnerUid & & Int64
Name &= = String
ReceiverType S = String
Array of
Userld & &
serids 7 | B Int64
Array of
G Id = =
roupds = = Int64
PageNumber 2 &5 Int64
PageSize 2 = Int64
Order =2 5 String
AMPConsumerlds 5 a5 Arr.ay of
String
Noticelds 5 & Array of
String

3. S

=itz ( BARAD)

R
NS, AEEOBYE : DescribeAlarmNotices

HE8, AEOBYE : 2018-07-24

>

RESH, FRFmISFHIMIRFIZR(TODO)
RS |, XEH "monitor”

FEWKS vid AT IETURER
BEEUEREIR FRIEHIEER

REEE AT S SRR FEEEEAAFREE USER=FF GROUP=FFH £a5=11%H
AR

EEOSETIES

sz

UER=Z\voNl
STAN 1~200

REFREHER5 T ASC=1EF DESC=fI%

RIBEE& amp consumer id ZIRILIE , EE=ALIE

IRIEEAENR id i3I8, A/ AMENRIIE

SHETR ESit) fak

TotalCount Int64 FEBIMEREE

Notices AlarmNotice HEBIERY IR

Requestld String H—iEK ID , BRERESIRE, FEUERRIFEEREHZRIERA Requestld,

WS : BRmEmEX
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X BIHSTCE Uk (BARAD )

it ~
4, %EI'L?':IEEE.'J
ARG 7O SSBEERAEIRS , EtERBiFE N A SRS,

R

=
4

InternalError

InvalidParameter
ResourceNotFound

FailedOperation
UnsupportedOperation
AuthFailure.UnauthorizedOperation

InvalidParameterValue

WS : BRmEmEX 55151 T H314m
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ESERIBYIR

ERITEHHTIE: 2024-06-18 14:31:28

L. EOEA

EOEKEA © monitorapi3.finance.cloud.tencent.com,

EREEHRIRIIR

BOAZOERIRERRS © 200%/70,

EEOSEHATE : 2022-06-28 11:20:11,

MBI E S XL,

2. NS

UTERSHFIRGIH T EOBERSEFBO QRS mBAHSE

SHER
Action
Version
Region
Module
PageNumber
PageSize

PolicyName

MonitorTypes

Namespaces

Measurements

Dimensions

ReceiverUids

ReceiverGroups

PolicyType

Field

Order

Projectlds

AlarmStatus

WRFRE - BRmERMEX

B o W0 WD KD HD

iy

iy

i

I

i

i

i

i

i

i

i

i

FEFNULL

Py
=

ol o o o o

o

iy

i

i

iy

iy

iy

i

iy

i

i

iy

s
String
String
String
String
Int64
Int64
String

Array of
String

Array of
String

Array of
String

String

Array of
Int64

Array of
Int64

Array of
String

String
String

Array of
Int64

Array of
Int64

=itz ( BARAD)

HE% , AZOEYE : 2018-07-24

>

AHSH, FIFRSHSHMESIZR(TODO)
EE{E , /3"monitor”

DU, M1 FHALTER, BOA L

BIIREE |, BUEL1~100 , BAIA20

RRIEATEIER

IRTEMEERENTIE NERABRTAZEE "MT_QCE" == misiE

RE S LR

HRIERIESEE (viewName ) WiE ( =/~ RiafEA )
HENRIIE

IR AR

RIERIRE R

TRIBBIASRESIHiE NMEBREERHRME DEFAULT = B/REIAZEREE NOT_DEFAULT = @/~3E2k
TAZRHE

HF=ER

HEFIRR © FHis - ASC f&FRs : DESC

TRRid%iE

FREE BEFE,1:BRA0: EL
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BHER Wi
Noticelds a
RuleTypes &
Enable 5
NotBindingNoticeRule &
InstanceGroupld a
ConditionTemplateld 5
Like &
Limit B
Offset =

A e

3. mHEE

SEEMR it
TotalCount Int64
Policies AlarmPolicy
Requestld String

ol =

%EI'L?E

PUMRBUH T RO SSZERRAIEIRT . BRI

IR
UnsupportedOperation
InternalError

FailedOperation

WS : BRmEmEX

FEFNULL 358

@
=

i

o o o o o

iy

Array of
String

Array of
String

Array of
Int64

Int64
Int64
Int64
String
String

Int64

A
RIRSEY
SRR

W—iEK ID , §RiE

IR,

== (BARAD)

ik
HEBAIdFIZR

TRIERR SR NMERREEBERNE STATIC =R/ S B ERAE DYNAMIC=ZnaisH
{E5RRE

BE,1:BR0: &Ik

EAREEBENHN , 1: K&, 0: &&
SLf4Rid

FHRIRId

TRHAPCEC

PRI

fRizE

KEPIRE, EUEENFERHZRIERAI Requestld,
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NEFrE R F=E

ERUTEHHTIE: 2024-06-18 14:31:28

L. FOfER

#EOEkEA © monitorapi3.finance.cloud.tencent.com,
R FTERF=A

EOMZECERIREIRS : 200R/7D.

BEOEFASE : 2022-10-27 19:42:25,

EORES NN,

2. NSHL

UTNERSHFIFRGIH TIZOBEREMFBD LHSH , TBAHSHPIRN LTSRS,

=itz ( BARAD)

SHEW Wik FRIFNULL ESis) R
Action =2 &5 String NHBE, AEOHBYE : DescribeAllNamespaces
Version =2 5 String niEsE , ANEOBYE : 2018-07-24
Region 2 & String RIESH, FERFRIIFHIMIEREIZR(TODO)
SceneType 2 & String IRIBIEIZESEANT)E "ST_DASHBOARD " ==F=RlEfE "MT_CUSTOM"=BENX iz
MonitorTypes B & Array of String tRiEnamespaceIIdidiE NEIATIBFRIE
Ids &= = Array of String RIEFERH SIS "ST_DASHBOARD"=Dashboard2$E! g, "ST_ALARM" =235
Module =2 & String EE(E , 3"monitor"
3. BitHE4)
SHER ESicl TR
QceNamespaces CommonNamespace =i ETE
CustomNamespaces CommonNamespace BEM i mE=E
CommonNamespaces String CommonNamespaces
CustomNamespacesNew String CustomNamespacesNew
QceNamespacesNew DashboardNamespace QceNamespacesNew
Requestld String W—iEK ID , RIEKEPEIRE]., EAIRRATEEREZRIERD Requestld,

4. FEIRID

ZEOERSBEERAERD , BMOERGIEN ARG,

WRFRE - BRmERMEX
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SRENESLETRFIS

ERITEHHTIE: 2024-06-18 14:31:28

L. EOEA

EOEKEA © monitorapi3.finance.cloud.tencent.com,
IRENER SRS

BONEDIBRIERE : 200R/5D

EOSEHATE : 2021-03-31 19:56:55,

MBI E S XL,

2. NS

UTNERSHFIFRFIHE TZOBREBFD NHEH , TBAHSHPIRN TSRS,

SEER D%5vi FFNULL il R
Action 2 & String NHSE , AEOBYE : DescribeBaseMetrics
Version =2 &= String NHBE, AEOEYE : 2018-07-24
Region p=3 5 String AHBE N RSSHERFIZR(TODO)
Namespace 2 & String SR ZsE
MetricName & &= String it
A "
3. HESE
SHEER it A
MetricSet MetricSet EHHEEIIEMERIATIZR
Requestld String W—iEX ID , ®RIEKEPIRE. EAIRRRATEEREZRIERE Requestld,
>
4. %EI'L?E

ZEOE L SBEERAERD , BMOERGIEN ARG,

WS : BRmEmEX

== (BARAD)
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SRENEALEESIZR

ERITEHHTIE: 2024-

L. EOEA

EOEKEA © monitorapi3.finance.cloud.tencent.com,

IRENERH ST IR

06-18 14:31:28

BUAZECIERERERIRE] : 2000/70,

O HATE : 2020-09-25 15:17:37,

MBI E S XL,

2. NS

UTBRSHFIRNGIH TEOBRSHFRMO AHLSEH

FEFNULL

=
[==)

=

11 IS v NS 17/ RS 17/ IS 17 D 17 IS 17/ I 17 S 17 1

iy

DescribeBasicAlarmListAlarms

SHEW Wi
Action 2
Version 2
Region =
Module =
StartTime &
EndTime =
Limit =
Offset 5
OccurTimeOrder S
Projectlds &
ViewNames &
AlarmStatus =
ObjLike a
InstanceGrouplds &
3. S
SHETR ESidl
Alarms
Total Int64
Requestld String
4. FEIRI

WRFRE - BRmERMEX

String
String
String
String
Int64
Int64
Int64
Int64
String
Array of Int64
Array of String
Array of Int64
String

Array of Int64

A
HEII=R
BE

B—iEK ID , BRIERHBRIR

== (BARAD)

R
NS, AEEOBYE : DescribeBasicAlarmList

2%, ANEOEYE : 2018-07-24

b

RESH, FRFmSSFIMIRFIZR(TODO)
EOERE |, BEIEYEmonitor

FEIARTIE) , BRIA—RRIRORYEEE

ZEERATIE) , BUA RIS

PR, BURERIEE , BYEL~100 , BAIA20
DRBH , WREE  MOFHATTEL, BN
IRIEREREHES | BYEASCEDESC
RIERE DI

IRIESRRE B TR

RIEE BRI

RIS EYSITIE

HRHESLHIAEIDIT S

B, EfzaRREERAHZRIBERE Requestld,
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UM T OS5 EERRIERED . BRI A ER

s}
°

EIRAD %S
InvalidParameterValue

InternalError

InvalidParameter

MissingParameter

LimitExceeded

WS : BRmEmEX 55157 T H314m
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ERITEHHTIE: 2024-06-18 14:31:28

L. EOEA

OB © monitorapi3.finance.cloud.tencent.com,
RENESBENRFIFR

EOAZECERIREIRS : 200R/7D.

EEOSEHATE : 2022-11-22 16:13:15,

BEORBERTEN.

2. NS

UTNERSHFIFRFIHE TZOBREBFD NHEH , TBAHSHPIRN TSRS,

SHER W% SRYENULL %3
Action 2 & String
Version 2 5 String
Region = = String
Module 2 &= String
Groupld 2 & Int64
Limit = = Int64
Offset &5 &5 Int64
Dimensions & &

3. EHEE
SHETR ESidl
List DescribeBindingPolicyObjectListInstance
Total Int64

NoShieldedSum Int64

InstanceGroup DescribeBindingPolicyObjectListinstanceGroup
Requestld String
H >3
4. FEIRS

PUMRBUE T O ZERRAIEIRT . BRI ARG,

%5195
InvalidParameterValue

InternalError

WRFRE - BRmERMEX

ik

== (BARAD)

AHS , AEOBYE : DescribeBindingPolicyObjectList

D)

N

EE(E , A"monitor”
ZRrg4HId

ARSY  BUREHE  BUEL~
DISH , WRBE | NOFHALTE

Array of DescribeBindingPolicyObjectListDimension TR SRAVEREER

A

SPEAINISRELAITIZR

HPEAINISILBISER

RFFREIRSSRSLAIEL

SERISLHIDAER | IREHESLGIS AN =S

H24, AEEOBYE : 2018-07-24

AHBE, FIFRSISHIESIZR(TODO)

100, #A1A20
ZRAO

E—ER ID , BRIERBSRE, EATRSFERAZXIEKRA Requestld,

B
4
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FRIRMG
InvalidParameterInvalidParameterParam
InvalidParameterInvalidParameter
InvalidParameter
InternalError.ExeTimeout

FailedOperation

MissingParameter

UnknownParameter
UnauthorizedOperation
UnsupportedOperation
ResourceNotFound

LimitExceeded

ResourceUnavailable

Resourcelnsufficient

FailedOperation

ResourcelnUse

DryRunOperation

ResourcesSoldOut
LimitExceeded.MetricQuotaExceeded
FailedOperation.ServiceNotEnabled
FailedOperation.AlertPolicyCreateFailed
FailedOperation.DbRecordCreateFailed
FailedOperation.DbTransactionBeginFailed
FailedOperation.DbRecordDeleteFailed
FailedOperation.DbQueryFailed
FailedOperation.DbTransactionCommitFailed
FailedOperation.DbRecordUpdateFailed
AuthFailure.UnauthorizedOperation
FailedOperation.DuplicateName
FailedOperation.DruidQueryFailed
FailedOperation.DimQueryRequestFailed
FailedOperation.AlertPolicyDescribeFailed
FailedOperation.AlertPolicyDeleteFailed
FailedOperation.AlertPolicyModifyFailed
FailedOperation.AlertTriggerRuleDeleteFailed

FailedOperation.AlertFilterRuleDeleteFailed

WS : BRmEmEX

=itz ( BARAD)
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FRIRIG fEk
FailedOperation.DruidTableNotFound

FailedOperation.DivisionByZero

A

WS : BRmEmEX 55160 T H314m
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L. Z=OfER

EOiEKEHS © monitor.api3.finance.cloud.tencent.com,

BEilEErERy IR
BUAZECIERERERIRE] : 2000/70,
BEOISEFRAYIE : 2022-08-25 14:20:38,

FEORINEE NE,

2. NSEL

UTBRSHFIRGIH TEOBRSHIRO ALY TEAHSHGIRDAHERSH,

SHER WA FEFNULL St A
Action 2 &5 String NHSE, AZOBYE : DescribeMonitorProducts
Version 2 & String NHESE, AEOBYE : 2018-07-24
Region 2 S String REBL, N RIISHREEFIZR(TODO)
Module 2 &5 String EEE , A"monitor"
A s
3. imHEE
SHEMR - St ik
ProductList String =IEmYIER | json FFE
Requestld String H—iEK ID , RIEKRESRE., EMIARANHEEREIZRIEKRE Requestld,
H >
iR
LATYGIH T O S5 EERANEIRS | EtERBIFE N A TSRS,

fHIRES

InvalidParameterValue

InternalError
InvalidParameter.InvalidParameterParam
InvalidParameter.InvalidParameter
InvalidParameter
InternalError.ExeTimeout
FailedOperation

MissingParameter

UnknownParameter

UnauthorizedOperation

WS : BRmEmEX

== (BARAD)

%161 ™

#3141



X BIHSTCE Zists (BARAD )

FRIRED fEk
UnsupportedOperation
ResourceNotFound

LimitExceeded

ResourceUnavailable

Resourcelnsufficient

FailedOperation

ResourcelnUse

DryRunOperation

ResourcesSoldOut
LimitExceeded.MetricQuotaExceeded
FailedOperation.ServiceNotEnabled
FailedOperation.AlertPolicyCreateFailed
FailedOperation.DbRecordCreateFailed
FailedOperation.DbTransactionBeginFailed
FailedOperation.DbRecordDeleteFailed
FailedOperation.DbQueryFailed
FailedOperation.DbTransactionCommitFailed
FailedOperation.DbRecordUpdateFailed
AuthFailure.UnauthorizedOperation
FailedOperation.DuplicateName
FailedOperation.DruidQueryFailed
FailedOperation.DimQueryRequestFailed
FailedOperation.AlertPolicyDescribeFailed
FailedOperation.AlertPolicyDeleteFailed
FailedOperation.AlertPolicyModifyFailed
FailedOperation.AlertTriggerRuleDeleteFailed

FailedOperation.AlertFilterRuleDeleteFailed

WS : BRmEmEX 55162 T H314m

\|



O BASTCE

SRENEM S ERIR R

ERITEHHTIE: 2024-06-18 14:31:29

L. EOEA

EOEKEA © monitorapi3.finance.cloud.tencent.com,
SREVEA R SRR

BONEOIBFIRERRE] : 200/70.

EOEFASE : 2022-10-27 16:28:47,

EORRES NN,

2. NS

UTERSHFIRNGIH TEOBRSHFRRO AHSEH

SHEWR Wi FEFNULL ESic]
Action 2 & String
Version 2 & String
Region = & String
Module =2 & String
A e,
3. S
SHER ESicl
Conditions DescribePolicyConditionListCondition
Requestld String
H >3
4. FEix03

PUMNGIE T O SSBIEERAMERTD , BbiERDEN A SR,
FRIRIG
InvalidParameterValue
InternalError
InvalidParameter.InvalidParameterParam
InvalidParameterInvalidParameter
InvalidParameter
InternalError.ExeTimeout
FailedOperation
MissingParameter

UnknownParameter

WS : BRmEmEX

=itz ( BARAD)

t5% , N BVE : DescribePolicyConditionList
AHBE, AEOEE : 2018-07-24
ARBE | ENFRSHSMEFIZR(TODO)

EE{E . A"monitor”

Ttk
HERBEMTIR

E—ER ID , SRERBSRE. EATEATTERAZXIERA Requestld,
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X BIHSTCE Zists (BARAD )

R 5

5%

UnauthorizedOperation
UnsupportedOperation
ResourceNotFound

LimitExceeded

ResourceUnavailable

Resourcelnsufficient

FailedOperation

ResourcelnUse

DryRunOperation

ResourcesSoldOut
LimitExceeded.MetricQuotaExceeded
FailedOperation.ServiceNotEnabled
FailedOperation.AlertPolicyCreateFailed
FailedOperation.DbRecordCreateFailed
FailedOperation.DbTransactionBeginFailed
FailedOperation.DbRecordDeleteFailed
FailedOperation.DbQueryFailed
FailedOperation.DbTransactionCommitFailed
FailedOperation.DbRecordUpdateFailed
AuthFailure.UnauthorizedOperation
FailedOperation.DuplicateName
FailedOperation.DruidQueryFailed
FailedOperation.DimQueryRequestFailed
FailedOperation.AlertPolicyDescribeFailed
FailedOperation.AlertPolicyDeleteFailed
FailedOperation.AlertPolicyModifyFailed
FailedOperation.AlertTriggerRuleDeleteFailed

FailedOperation.AlertFilterRuleDeleteFailed

WS : BRmEmEX 55164 T H314mM
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SRENEHRIBHIFS

ERITEHHTIE: 2024-06-18 14:31:29

L. EOEA

EOEKEA © monitorapi3.finance.cloud.tencent.com,
SREVERERIRAEIFIS

BONEOIBFIRERRE] : 200/70.

BEOEFASE : 2020-10-12 11:25:49,

MBI E S XL,

2. NS

UTERSHFIRNGIH TEOBRSHFRRO AHSEH

SHEWR Wi FBEFNULL ESidl

Action 2 & String

Version 2 & String

Region —= & String

Module 2 & String

Groupld 2 & Int64
3. EHEE

SHETR ESidl

GroupName String

Projectld Int64

IsDefault Int64

ViewName String

Remark String

ShowName String

LastEditUin String

UpdateTime String

Region String

DimensionGroup String

ConditionsConfig DescribePolicyGroupInfoCondition

EventConfig DescribePolicyGrouplInfoEventCondition
ReceiverInfos DescribePolicyGroupInfoReceiverInfo
Callback DescribePolicyGroupInfoCallback

WRFRE - BRmERMEX

=itz ( BARAD)

HE% , AEOBYE : 2018-07-24

B

HBE, HIFMSTSHBIEREIZR(TODO)

>

EEE , /3"monitor"

sB%eRid

1%

SRERARAR
SRERERTEAYINEId
ERNRARE | ORTIFBUARE | LRTEIASER
SRERREY

SRBgIAA
SRERSRBIETR
RIEHRIEIAFuin
RIREEATE
TZERIE ST A
RESSEEIRILERESIZR
EERNIZIZR
FEERSE NG IR
FFEAG IR
FRFEREER
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SHETR KA wR

ConditionsTemp DescribePolicyGroupInfoConditionTpl TR RS E

CanSetDefault Bool AR LUR BB KRS

IsUnionRule Int64 =REHN

Requestld String W—ER ID , ®REKRBIIRE. BT FERAZXRIERA Requestld,
4. 45570

PUMNGIE 7OV SSZIEERAMERTD , BbiERRIDEN A SR,
FRIRIG ik
InvalidParameterValue
InternalError
InvalidParameter.InvalidParameterParam
InvalidParameterInvalidParameter
InvalidParameter
InternalError.ExeTimeout
FailedOperation
MissingParameter
UnknownParameter
UnauthorizedOperation
UnsupportedOperation
ResourceNotFound
LimitExceeded
ResourceUnavailable
Resourcelnsufficient
FailedOperation
ResourcelnUse
DryRunOperation
ResourcesSoldOut
LimitExceeded.MetricQuotaExceeded
FailedOperation.ServiceNotEnabled
FailedOperation.AlertPolicyCreateFailed
FailedOperation.DbRecordCreateFailed
FailedOperation.DbTransactionBeginFailed
FailedOperation.DbRecordDeleteFailed
FailedOperation.DbQueryFailed

FailedOperation.DbTransactionCommitFailed

WS : BRmEmEX 55166 T0 FH314M
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HIR fEk
FailedOperation.DbRecordUpdateFailed

AuthFailure.UnauthorizedOperation

FailedOperation.DuplicateName

FailedOperation.DruidQueryFailed

FailedOperation.DimQueryRequestFailed

FailedOperation.AlertPolicyDescribeFailed

FailedOperation.AlertPolicyDeleteFailed

FailedOperation.AlertPolicyModifyFailed

FailedOperation.AlertTriggerRuleDeleteFailed

FailedOperation.AlertFilterRuleDeleteFailed

WS : BRmEmEX 55167 T H314mW

\|



O BASTCE
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L. EOEA
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SREVERHRES S ETI=

EOAZECERIREIRS : 200R/7D.

FEEOSEHATE : 2022-10-24 10:18:55,

BEOBRES NN,

2. NS

UTNERSHFIFRFIHE TZOBREBFD NHEH , TBAHSHPIRN TSRS,

=itz ( BARAD)

WRFRE - BRmERMEX

SHETR Wik SSIEENULL 38 E:)a

Action =2 & String NHSE, AEOBYE : DescribePolicyGrouplList

Version 2 5 String AHSE, AEOBYE : 2018-07-24

Region = S String AHBE  FEIFERSISEFIZR(TODO)

Module =2 & String EEE , 3"monitor”

Limit = = Int64 DRESH , BUREREE , BYEL~100

Offset = & Int64 DB , WREE , NOFFIRITEL

Like 5 5 String RRIR IR

InstanceGroupld B & Int64 his>4Rid

UpdateTimeOrder = =& String IREFRTEHEF, asc 2i& desc

Projectlds S S Array of Int64 IMRidyIZE

ViewNames & & Array of String  HEZSRRESEE IR

FilterUnuseReceiver & & Int64 EETIETERAKIEE, 1RRIR, 0F TR

Receivers & & Array of String IS, BEUERSIZR

ReceiverUserList = & Array of String LB, BATIZE

Dimensions =& s String HEREEAFER(jsonZFHFER), FIEN[[{"name":"unInstanceld","value":"ins-6e4b2aaa"}]]

ConditionTempGroupld =~ & FS String EIRERESEId, ZNdBEES SR

ReceiverType = = String RS, B A E KR, userFRZEILA, groupFiEiiia
3. S

SHER ESid) A

Grouplist DescribePolicyGroupListGroup FRIRLBFIZE

Total Int64 RESLREEL

%168 T1 #H314m

\|



O BASTCE ZUsi ( BARAD )

SHER e S A
Requestld String W—iEK ID , XEKRESRE. B IR BEERMEZXIEKE Requestld,

4. FHIRMY
PUMNGIE 7O SSZIEERAMERTD , BfbERIEN A SR,
FRIRIG Tk
InvalidParameterValue
InternalError
InvalidParameter.InvalidParameterParam
InvalidParameterInvalidParameter
InvalidParameter
InternalError.ExeTimeout
FailedOperation
MissingParameter
UnknownParameter
UnauthorizedOperation
UnsupportedOperation
ResourceNotFound
LimitExceeded
ResourceUnavailable
Resourcelnsufficient
FailedOperation
ResourcelnUse
DryRunOperation
ResourcesSoldOut
LimitExceeded.MetricQuotaExceeded
FailedOperation.ServiceNotEnabled
FailedOperation.AlertPolicyCreateFailed
FailedOperation.DbRecordCreateFailed
FailedOperation.DbTransactionBeginFailed
FailedOperation.DbRecordDeleteFailed
FailedOperation.DbQueryFailed
FailedOperation.DbTransactionCommitFailed
FailedOperation.DbRecordUpdateFailed
AuthFailure.UnauthorizedOperation

FailedOperation.DuplicateName

WS : BRmEmEX 55169 T H314m
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FRIRIG A
FailedOperation.DruidQueryFailed

FailedOperation.DimQueryRequestFailed

FailedOperation.AlertPolicyDescribeFailed

FailedOperation.AlertPolicyDeleteFailed

FailedOperation.AlertPolicyModifyFailed

FailedOperation.AlertTriggerRuleDeleteFailed

FailedOperation.AlertFilterRuleDeleteFailed

WS : BRmEmEX 55170 T H314m
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SREmB 5=

ERITEHHTIE: 2024-06-18 14:31:29

L. EOEA

EOEKEA © monitorapi3.finance.cloud.tencent.com,

D TGREN - 97 I=
BUAZECIERERERIRE] : 2000/70,

EEOSESATE : 2020-01-02 10:12:28,

MBI E S XL,

2. NS

B RSHFIRNGIH TEOBRSHFMOAHSH , TEAHSHGIRD SR

SHEW
Action
Version
Region
Module
ProductName
EventName

Instanceld

Dimensions

RegionList

Type

Status

Project
IsAlarmConfig
TimeOrder
StartTime
EndTime
Offset

Limit

=
=
=
=

=
=

o oy

oy

il

o

11 IS 7 NS 17 RS 17 B 7 R 17|

il

3. S

SHEIR

ESidl

FREFNULL

Py

o o o I o

o

il

i

11 IS 7 NS 17 RS 17 S 17 N 1|

il

WRFRE - BRmERMEX

e

String

String

String

String

Array of String
Array of String
Array of String

Array of

DescribeProductEventListDimensions

Array of String

Array of String

Array of String

Array of String
Int64
String
Int64
Int64
Int64

Int64

B
£

=

=itz ( BARAD)

.

B

"
g2

I

t23 , ANHEOEYE : DescribeProductEventList

HE4, FNEOEYE : 2018-07-24

>

HEE , H I RISHIHBIEFIZR(TODO)

>

EOERE |, EEE" monitor”
FERERNTIE | b ovm B aIRS S
EHEIITIE | than"guest_reboot" FIBSER

SIS , Ebilins-19708ino
HEREIDIE | EbanshIP:10.0.0.1

i | thgngz

EHRENTIR , BUBSEE"status_change”,"abnormal"] , SBIFRVAZS
THE. BESH

EHRSIEIE  BUESERE"recover”,"alarm”,"-"] , FRIFRERE. K

REIDitE

SENRTERETE , IRTCRE , (R AREE
REHNEHER | ASCRRFHE , DESCERRER: , BRADESC
F2RETE) , BRIA—RATRIBT AR

Z5ERATIE) | BAAZBIRY AR,

TREE , BIAO

BIURERIEE | BIA20
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SEER ESi) fEk

Events DescribeProductEventListEvents LIPS

OverView DescribeProductEventListOverView 4t

Total Int64 BHEH

Requestld String K—EK ID , BRIEREBKIRE, ENIERHERFHZREKA Requestld,

4. tHIRMY
PUMNGIE 7OV SSZIEERAMERTD , BbiERRIDEN A SR,
FRIRIG R
InvalidParameterValue
InternalError
InvalidParameter.InvalidParameterParam
InvalidParameterInvalidParameter
InvalidParameter
MissingParameter

LimitExceeded
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R M SSIE 24/ B iR R B geit
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3z R

1. FOfA

EOEKEA © monitorapi3.finance.cloud.tencent.com,
RIENE M SR 24/ N R IE Rt
EUAEOIERIERIRS] : 200R/%D.

EOEEFRATIE) : 2022-08-31 15:04:45,

EMBEIREE XL,

2. NS

UTNERSHFIFRFIHE TZOBREBFD NHEH , TBAHSHPIRN TSRS,

== (BARAD)

SHETR WA FSEFNULL et ik
Action =2 & String INHEESE , AEZEOBYE : DescribeProductHealthStatusList
Version =2 &5 String NIESE , AEOBYE : 2018-07-24
Region 2 & String REBH, FERFRSHHIMIESIZR(TODO)
Module =2 & String EIEE , 3"monitor"
ViewName & &5 String EMEZILTE , k" cvm_device"
AllRegions = S Int64 1SR , 0K
Projectlds S S Array of Int64 RIBINRidigiE
3. IS
SHER Bt R
List ProductHealthStatus B mIRRIRSSIER
Requestld String W—iEK ID , XEKRESRE. EIIRAEEREZXIEKE Requestld,

4. $EIRG
BT RBIH T BN BRI ARIO |, EURI I A S0,

RS

InvalidParameterValue

InternalError
InvalidParameter.InvalidParameterParam
InvalidParameter.InvalidParameter
InvalidParameter

InternalError.ExeTimeout

WS : BRmEmEX
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FRIRIG R
FailedOperation

MissingParameter

UnknownParameter

UnsupportedOperation

LimitExceeded

FailedOperation

WS : BRmEmEX 174 W H314m
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O BASTCE

|I/-

NI P St AT R

ERITEHHTIE: 2024-06-18 14:31:29

L. EOEA

OB © monitorapi3.finance.cloud.tencent.com,
B EEFEmIIR
EUAEOIEFIRERIRS : 200%
EOEFHASE : 2021-01-25 19:29:02,
S N,

D,

BEOBRE

2. NS

LIMBERSHFIRINGH TEOERSHIH O NS, TBEAHS
SHEWR D25vid FEEFNULL KA
Action 2 & String
Version 2 & String
Region = & String
Order & 5 String
Offset &5 5 Uinte4
Limit S S Uint64
Module =2 &5 String

3. BtHEE
SHER &S] FEus
ProductList ProductSimple FRERSIE
TotalCount Uint64 PR
Requestld String

4. FEIRNG

PUMRBUE T OIS ZERRAIEIRT . BRI
HIRE3
InvalidParameter
InvalidParameterValue
UnsupportedOperation
FailedOperation.AlertPolicyCreateFailed

InternalError

WS : BRmEmEX

H—ER D , ®RERBRIERE. EETFERELE

=% ( BARAD)

ORI A TGRS,
R
NS, ANEOBYE : DescribeProductList

NS, FEOE : 2018-07-24

N

NS

=

FEUF= SR IMIREIZR(TODO)
HEFF7530 : DESC/ASC (RHANS ) | BAIABEDESC
SREARREE  FIAME0

DREARISREIRSE , BOAME20

EEfE{Emonitor

ZRIEKAY Requestld,

NHLFEIRAD.

B
&

%175 T #314m
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FRIRIG 1110
InvalidParameterInvalidParameter

InvalidParameter.InvalidParameterParam

ResourceNotFound

FailedOperation

MissingParameter

InternalError.ExeTimeout

WS : BRmEmEX 55176 T H314m
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O BASTCE

IR R ER R TR

ERITEHHTIE: 2024-06-18 14:31:29

L. EOEA

OB © monitorapi3.finance.cloud.tencent.com,
RS ISR

EOAZECERIREIRS : 200R/7D.

FEOSEHANE : 2021-04-21 15:13:52,

BEOBRES NN,

2. NS

UTERSHFIRNGIH TEOBRSHFRRO AHSEH

=itz ( BARAD)

FEAHBHGIRNAHIERSH,

SHETR WA FE¥FNULL ESicl fiA
Action =2 & String INHESE , AZOBYE : DescribeStatisticData
Version =2 &= String NHSE, AEOEYE : 2018-07-24
Region =2 &= String AHBH FEIFERSTSHRBIRFIZR(TODO)
Module 2 & String FriEtELR , EE(E , JImonitor
Namespace 2 & String E=TE , BRIRSHFQCE/TKE
MetricNames 2 S Array of String e asIE
Conditions & & Array of MidQueryCondition HEESY | IBMERSIE=. in
Period & & Uint64 SIthIE, EOABUEN300 , BfiLfs
StartTime ES S String FesaRTE) , BIAHEIRTE) , 202020-12-08T19:51:23+08:00
EndTime & & String ERAIE) , BRIAD4F0RE) , 412020-12-08T19:51:23+08:00
GroupBys & 5 Array of String RIS EHEE groupBy
3. WS
SEER ESis) HaA
Period Uint64 et
StartTime String FraRAdIE]
EndTime String LEERATIE)
Data MetricData IRiEE
Requestld String W—iEX ID , ®XIEKEPSIRE. EAIRRRAEEREZXIERE Requestld,

4. FEIRND

PUMRBUH T O SSZERRAIEIRT . BERIDFEI

WRFRE - BRmERMEX

RS,

\|
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FEIRD
AuthFailure.UnauthorizedOperation
InvalidParameterValue.InvalDashboardNameExists
FailedOperation
FailedOperation.DbRecordUpdateFailed
InvalidParameter.InvalidParameter
MissingParameter
FailedOperation.DataQueryFailed
InvalidParameterInvalidParameterParam
UnauthorizedOperation
FailedOperation.DbTransactionCommitFailed
InvalidParameter
FailedOperation.DataTableNotFound
FailedOperation.DbRecordDeleteFailed
Resourcelnsufficient
FailedOperation.DbQueryFailed
FailedOperation.DimQueryRequestFailed
ResourcelnUse

ResourceNotFound
FailedOperation.DbRecordCreateFailed
InternalError

LimitExceeded
FailedOperation.DataColumnNotFound
FailedOperation.DbTransactionBeginFailed
InvalidParameterValue
InvalidParameterValue.VersionMismatch

UnknownParameter

WS : BRmEmEX

=itz ( BARAD)

%178 ™
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O BASTCE

¥xHY dashboard %3

ERITEHHTIE: 2024-06-18 14:31:29

L. #=OfER

== (BARAD)

#EOEkEA © monitorapi3.finance.cloud.tencent.com,

¥KEX dashboard %13
FIAEOERIRERIRE © 200%/FD,
EOSEFRETE : 2022-08-27 21:53:11,

FEMBEIREE XL,

2. NS

UTNERSHFIFGIH T ZOBEREHFRD NHSH |, RBAHSHPIRN TSRS,

SHEWR Witk FEHFNULL
Action = &
Version 2 )
Region = &
IsStarred FS &
Keyword = =
IsFolder & &=
Caller S &

3. IS

SHEW ESic)
Dashboards UnifyDashboardMeta
Requestld String
H >3
4. RS

UM T O SSZERRAIEIRT . EERDFER

FEIRD

UnsupportedOperation
InternalError
InvalidParameter.InvalidParameter
LimitExceeded
ResourceUnavailable

UnknownParameter

WS : BRmEmEX

ESidl ik
String NHEBE, AEOBYE : DescribeUnifyDashboards
String NHSE, AEOBYE : 2018-07-24
String AHSE , FRFRSHSHMESIZR(TODO)
String R
String FKREFHR
String BAXME
String INER : applet
R
dashboard?%llZ

W—ER ID , ®REKRBRIRE. EMEREFERHEZRIERA Requestld,

NHEERIRE,

%179 1 #314m
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FRIRMG 1

=

LimitExceeded.MetricQuotaExceeded
ResourcelnUse

MissingParameter
UnauthorizedOperation
InvalidParameter

FailedOperation

Resourcelnsufficient

ResourceNotFound

WS : BRmEmEX 55180 T H314m
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O BASTCE ZUsi ( BARAD )

PG ER I EE

ERUTEHHTIE: 2024-06-18 14:31:29

L. EOEA

EOEKEA © monitorapi3.finance.cloud.tencent.com,

REAT AR, ENFRAIRETE. MREERBATISIEIERE PSS ENAY TR, ROERMEIRT | 20%/8) , 12000R/53%. EEFEEMBA
fEiR. WREZ |, FTRFERRIHIRERAER | IR ERE IR AR,

BOMZOIERIRERIRS © 200%/70,

FEOEHATE : 2022-11-30 19:22:03,

EOMIRESE SR,
2. NS
PAINERSEGIRGIE T EROBRSEFRO AL, REAHSHGIRDAHLERSE,
SHETR Wik FNULL 2R3 E)a
Action =2 & String NHESE, AZOBYE : GetMonitorData
Version = & String AHSE, AEOEE : 2018-07-24
Region = & String REBH, FERFRSIHIMIESIZR(TODO)
Namespace 2 & String AR EE
MetricName = = String IBIREBIR
Period = & Uint64 5L
StartTime &5 & Datetime_iso FEEARTIE) , 702018-09-22T719:51:23+08:00
EndTime & & Datetime_iso £EERATE) , 902018-09-22720:51:23+08:00 , BRANZFIATIE., EndTimeAR B/ FStartTime
Instances 2 5 Array of Instance  SCRINSRAVEEARS |, 18 okey-valuelBEXIFRES.
3. S
SHEWR ESidl R
Period Uint64 SRITEEA
MetricName String 18R
DataPoints DataPoint b=t e
StartTime Datetime FFaaRTE]
EndTime Datetime L5ERATA)
Requestld String H—iEK ID , BRIEKRESRE., BN HEERAIZRIEKRE Requestld,

4. EIRES

UM T OS5 ZIERRAIEIRT | BRI A RS,

£314m

\|
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$EZAD ik
InvalidParameterValue

InternalError

(ESUERIENR

WS : BRmEmEX 55182 T H314m
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O BASTCE

ERUTEHHTIE: 2024-06-18 14:31:29

L. Z=OfER

EOiEKEHS © monitor.api3.finance.cloud.tencent.com,

ZEEEERESEEIER

BOAZECIERERERIRE] © 200%/70,

EOSEATE : 2021-02-24 20:11:26,

MBI ES XER,

2. MIANSEL

== (BARAD)

UTBRSHFIRGIH TEOBRSHIRO ALY TEAHSHGIRDAHERSH,

SHETR WA
Action =
Version 2
Region =
Module =
Name 2
NoticeType =
NoticeLanguage P
UserNotices &
URLNotices =
Noticeld =
ExtraChannels 5
3. BitHS4)
SHETR ESi]
Requestld String
4. ERD

UM T H OS5 IERRRIEIRT |, BEIRDFER

fEHIRES
InvalidParameter

InvalidParameterValue

AEFNULL

=

117 IS v S v RS 17 B |

H

i

i

A

uﬁ_

AuthFailure.UnauthorizedOperation

InternalError

WRFRE - BRmERMEX

ESidl

String
String
String
String
String
String

String

Array of UserNotice

Array of URLNotice

String

Array of String

&K ID , ERiEREIRE

ARG,

RHEBY, AEORYE : 2018-07-24

REBLH, FENFRISMEFIZR(TODO)

BHRE | XEIE " monitor”

HEBNEFR 607N

BANZEEY ALARM =R SIBH] OK=EWRSEAN ALL=45EN
BANES zh-CN=HX en-US=ZXZ

FAFEMN 8251

EEER &E34

HEBHER 1D

HftdF A FFERRET IR

. BN EERMZRIEKAY Requestld,

B
4

6183 1 #314m
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FRIRMG

B
4

ResourceNotFound

FailedOperation

PRiE S ORI A SR

WS : BRmEmEX 55184 T H314m
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ERUTEHHTIE: 2024-06-18 14:31:29

1. EOfEx

#EOEkEA © monitorapi3.finance.cloud.tencent.com,
RIS ERIRMR R

EUMZECTERIREIRS : 200R/FD,

BEOEFASE : 2021-03-21 19:47:17,

EORRER NN,

2. NSEL

UTERSHFIRGIH TEOBRSHEIMO ALY TEAHSHGIRDLHERKSE

SEER AT FEFNULL
Action = a
Version = &
Region = a
Module = a
Policyld = a
PolicyExpression B =
ConditionTemplateld = &=
Condition ) =
EventCondition B B

3. WS
SEER &S] R
Requestld String

4. FHIRMY

PUMRBUE T OS5 ZIERRAIEIRT . EERIDF I A HEERG,

FRIRIG

InternalError
InvalidParameter
ResourceNotFound
FailedOperation
UnsupportedOperation

InvalidParameterValue

WRFRE - BRmERMEX

RE

String

String

String

String

String

String

Int64
AlarmPolicyCondition

AlarmPolicyEventCondition

=itz ( BARAD)

g

"
NHSE, AEOBYE : ModifyAlarmPolicyCondition
NHSE, FEOEYE : 2018-07-24

NESE, FENFRIISHMEREIZR(TODO)

&R | EIE{E monitor

=)

BEQEMANN, SEFMEERBIOEERN
fRASIHEIR Id , SRS TS

FER AR

RS

E—IEK ID , BRIERIBSRE. ETRSFERHZRXIERA Requestld,

6185 1 #314m
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(EEE R ENSEEAIER

ERUTEHHTIE: 2024-06-18 14:31:29

L. EOEA

EOEkEA © monitorapi3.finance.cloud.tencent.com,
S RN S R IER S LB AR
EUAZECIEFIREIRS : 200%/70

FEEOFEHANE : 2021-03-01 11:48:43,

EOBEINES XL,

2. NSHL

B RSHFIRNGIH TEOBRSHIMO ALY TEAHSHGIRDAHIEK

SHER WA FIEFNULL Sl R
Action =2 &5 String NHSBE, AEOBYE : ModifyAlarmPolicyNotice
Version =2 = String nNHESE, AEORBYE : 2018-07-24
Region = & String AHBE , FEIFERSISHEFIZR(TODO)
Module =2 &5 String fR=HREZ , XEIE"monitor”
Policyld =2 = String LEEERR ID
Noticelds S S Array of String EEEAENR ID 7%
N g
3. mHSE
SEEWR e i
Requestld String HE—iEK ID , ®REREPSIRE, EURRITEERAIZXIERE Requestld,
e ol =
4. %EI'L?E

UM 7 O SSEEERA0ERED , BRI A SR,
FHIRED
InvalidParameterValue
InternalError
ResourceNotFound

FailedOperation

WS : BRmEmEX

5
4

== (BARAD)
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(EEERBAIRRAES

ERITEHHTIE: 2024-06-18 14:31:29

L. EOEA

EOIERER © monitor.api3.finance.cloud.tencent.com,

TR EEEREERIRNMARES | TriggerTasksFREAAR(ESFIZE | TriggerTaskstEE4ART , RRMBLNZRIBAIFTEMAIES.
BUAE OIS RERERIRE] 2000/

EOEFASE : 2021-03-01 11:43:16,

EMBEIREE XL,

2. NS

ITBRSHFIRGIH TEOBRSHFRO ALY TEAHSHGIRDATERSH,

SEER D%5vi FEFNULL S R
Action =2 & String NHBE, AMEOBYE : ModifyAlarmPolicyTasks
Version =2 &5 String NS, ANEOBYE : 2018-07-24
Region 2 & String NHEBE, FENRSHEEFIZR(TODO)
Module =2 & String B |, IXEE"monitor”
Policyld 2 & String HELR ID
TriggerTasks = S Array of AlarmPolicyTriggerTask EEEIRAN (TSR | SEUREREYR
N s
3. mHSE
SEEWR e i
Requestld String HE—iEK ID , ®RIEKESIRE. EAIGRRATEEREIZRIERE Requestld,
e ol =
4. %EI'L?E

PUMRBUE T O ZERRAIEIRT . BRI A HEERS,

fHIRAS

o
5

InvalidParameter
InvalidParameterValue
InternalError
ResourceNotFound

FailedOperation

WS : BRmEmEX 55187 T H314m



X BIHSTCE st (BARAD)

ZMEEEITA

ERITEHHTIE: 2024-06-18 14:31:29

v A
1. #FOHA
#EOEkEA © monitorapi3.finance.cloud.tencent.com,
1B EERIA
FABOERINEIRS) - 200%/7)
EOEHHATE : 2020-12-01 11:15:09,

EMBEIREE XL,

2. NS

UTNERSHFIFGIH T ZOBEREHFRD NHSH |, RBAHSHPIRN TSRS,

SEER WhiE FEFNULL -l AR
Action =2 S String NHBE, AMEOBYE : ModifyAlarmReceivers
Version = a String NHESE, ANEOBYE : 2018-07-24
Region = = String NHBE, IR SSERFIZR(TODO)
Groupld 2 = Int64 FEERURRARRREA
ReceiverInfos S & Array of ReceiverInfo FERRAGE, IREESNRIRTERBA
Module = & String WA, EE"monitor”
o s
3. mHESE
SEEMR S A
Requestld String HE—iEK ID , ®RIEKESIRE. EAIGRRATEEREIZRIERE Requestld,
i =
4. %EI'L?E

ZEOE LS BEERAERD , BMOERGIEN ARG,

WS : BRmEmEX 188 ™
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BN mfs EiREUE

ERUTEHHTIE: 2024-06-18 14:31:29

L. EOEA

EOEKEA © monitorapi3.finance.cloud.tencent.com,
EUAZECIESIRERIRS] - SOR/FP. ENABRMEFER LR : 1004, SR ER&ZEE 30 MEG/EX , BEXRREERET | iERFPETEREH/ B EHRT.

RSB AIIEREFRIAERL | EGOEEM S W ZARIER. AEBRESEE LN SRIRIEER] 300 MaTZiE. E— IP IEtRdrIsiERZR s fheEIT L
Re

BAZECERIREIRS : S0R/F,
EOEHATE : 2019-12-13 19:17:02,
BEORKSEREN,

2. NSEL

ITBRSHFIRGIH TEOBRSHFRO ALY TEAHSHGIRDATERSH,

SHETR WA FEFFNULL ESis) g
Action =2 & String NHSH | AEOBYE : PutMonitorData
Version = & String NS, AEOBYE : 2018-07-24
Region 2 sy String AHBH, N RISHMEREIZR(TODO)
Announcelp e 5 String HiRpB1TsEN IP
AnnounceTimestamp & & Uint64 HiRBTBITIE ARt EIEL
Metrics 1=} & Array of MetricDatum —BISIRFIEUE
Announcelnstance & & String iR B{TEER 1P 8 FEERSLfIID

3. IS
SHER B3t R
Requestld String HE—iEK ID , EREREEIRE, TR RERAIZXIERE Requestld,

4. $EIRES
PUIMNGIE T O SSEEERA0ERTD | BbERIDEN A SR,
FEIRAD fEk
InvalidParameterValue
InternalError
InvalidParameter.InvalidParameterParam
InvalidParameterInvalidParameter

InvalidParameter

\|
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FRIRIG R
InternalError.ExeTimeout
FailedOperation

MissingParameter
UnknownParameter
UnauthorizedOperation
UnsupportedOperation
ResourceNotFound

LimitExceeded

ResourceUnavailable

FailedOperation

DryRunOperation
LimitExceeded.MetricQuotaExceeded

FailedOperation.ServiceNotEnabled

WS : BRmEmEX 55190 T H314m
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IRABOASE R

ERUTEHHTIE: 2024-06-18 14:31:30

1. FOfA

EOEKEA © monitorapi3.finance.cloud.tencent.com,

RE—NRIEHIZEEREED, ZMBNBASERE. F—RE TERENSERIERE  emiREHIFEIA.
BOANBEDIESIREIRE) - 200/70,

EOEFRATE : 2021-03-01 11:52:23,

BEOBRES NN,

2. NSHL

ITBRSHFIRGIH TEOBRSHFRO ALY TEAHSHGIRDATERSH,

SEER WA FEFNULL it R
Action =2 &5 String NHBE, ANEOBYE : SetDefaultAlarmPolicy
Version =2 &5 String NS, ANEOBYE : 2018-07-24
Region = B String AHBE I RSSHERFIZR(TODO)
Module =2 & String % |, EEE monitor
Policyld =2 5 String LEEEERR ID
A s,
3. HESE
SHEER it AR
Requestld String HE—iEK ID , BRIEKEPSIRE], EAIRREATFRE 2R EIZRIERE Requestld,
H O
4. i51xRS
ARG T O SBEERAYEIRS | EtERBiFE N AR,
EIRIG b

InvalidParameter
InvalidParameterValue
UnsupportedOperation
InternalError
ResourceNotFound

FailedOperation

WS : BRmEmEX SB191 0 H314m
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PR EBRIREANT SR

BRIFEHATE: 2024-06-18 14:31:30

L. #=OfER

EOIERERZ © monitor.api3.finance.cloud.tencent.com,
THRRLEBAIKEBRII SR

ERAZECERIRERIRS : 200R/FD.

EOEHATE : 2020-01-20 09:27:50,

BEOBRES NN,

2. NS

UTNERSHFIFGIH T ZOBEREHFRD NHSH |, RBAHSHPIRN TSRS,

SEER WA FEFNULL it A
Action =2 & String NHESE, ANEOBYE : UnBindingAllPolicyObject
Version = a String NHSE, ANZEOBYE : 2018-07-24
Region = & String AHBE I RSISHIERFIZR(TODO)
Module =2 & String EEE , A"monitor"
Groupld = a Int64 FhgHId
A s,
3. mHEE
SHEER it AR
Requestld String W—iEK ID , XEKESIRE. BRI BERMEZXIEKE Requestld,
Fray=]
4. sEiRfS
ARG 7O SBEERAYEIRD , EtEREiF N AR,
RIS i

InvalidParameterValue

InternalError
InvalidParameter.InvalidParameterParam
InvalidParameter.InvalidParameter
InvalidParameter
InternalError.ExeTimeout
FailedOperation

MissingParameter

UnknownParameter

WS : BRmEmEX 55192 T H314m
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R 5

=

UnauthorizedOperation
UnsupportedOperation
ResourceNotFound

LimitExceeded

ResourceUnavailable

Resourcelnsufficient

FailedOperation

ResourcelnUse

DryRunOperation

ResourcesSoldOut
LimitExceeded.MetricQuotaExceeded
FailedOperation.ServiceNotEnabled
FailedOperation.AlertPolicyCreateFailed
FailedOperation.DbRecordCreateFailed
FailedOperation.DbTransactionBeginFailed
FailedOperation.DbRecordDeleteFailed
FailedOperation.DbQueryFailed
FailedOperation.DbTransactionCommitFailed
FailedOperation.DbRecordUpdateFailed
AuthFailure.UnauthorizedOperation
FailedOperation.DuplicateName
FailedOperation.DruidQueryFailed
FailedOperation.DimQueryRequestFailed
FailedOperation.AlertPolicyDescribeFailed
FailedOperation.AlertPolicyDeleteFailed
FailedOperation.AlertPolicyModifyFailed
FailedOperation.AlertTriggerRuleDeleteFailed

FailedOperation.AlertFilterRuleDeleteFailed

WS : BRmEmEX 55193 T H314m
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MHPRERESAIREART SR

ERUTEHHTIE: 2024-06-18 14:31:30

1. EOfmd

EOEkEA © monitorapi3.finance.cloud.tencent.com,
TR SRR AIRER TS

EUAZECIERIREIRS : 200R/FD.

O FATE : 2020-03-02 00:28:36,

EOBEINES XL,

2. NSHL

=itz ( BARAD)

ITBRSHFIRGIH TEOBRSHFRO ALY TEAHSHGIRDATERSH,

SHEW Wi FEFNULL ESidl
Action 2 & String
Version 2 a String
Region = B String
Module = & String
Groupld 2 B Int64
Uniqueld = S Array of String
InstanceGroupld S & Int64
3. BitHE4)
SHER ESic] fifik
Requestld String

4. EIRD
AR 7O SSIBIEERAERD , BERIGIF N AHEIRD,
HiRtY
InvalidParameterValue
InternalError
InvalidParameter.InvalidParameterParam
InvalidParameterInvalidParameter
InvalidParameter
InternalError.ExeTimeout

FailedOperation

WS : BRmEmEX

NILBY, AEORYE : 2018-07-24
RIS, FENFRIISHMEFIZR(TODO)
EE{E , 79"monitor”

SRiE4Rid

PRI AIRIE—idFIZR

SCBIS34EId, JNSRIRSLAIS EMIFRATEUNIqueldSEE TR

E—iEK ID , BREREPRE. ERATFEERAZXIEKE Requestld,

\|
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TR 5

5%

MissingParameter

UnknownParameter
UnauthorizedOperation
UnsupportedOperation
ResourceNotFound

LimitExceeded

ResourceUnavailable

Resourcelnsufficient

FailedOperation

ResourcelnUse

DryRunOperation

ResourcesSoldOut
LimitExceeded.MetricQuotaExceeded
FailedOperation.ServiceNotEnabled
FailedOperation.AlertPolicyCreateFailed
FailedOperation.DbRecordCreateFailed
FailedOperation.DbTransactionBeginFailed
FailedOperation.DbRecordDeleteFailed
FailedOperation.DbQueryFailed
FailedOperation.DbTransactionCommitFailed
FailedOperation.DbRecordUpdateFailed
AuthFailure.UnauthorizedOperation
FailedOperation.DuplicateName
FailedOperation.DruidQueryFailed
FailedOperation.DimQueryRequestFailed
FailedOperation.AlertPolicyDescribeFailed
FailedOperation.AlertPolicyDeleteFailed
FailedOperation.AlertPolicyModifyFailed
FailedOperation.AlertTriggerRuleDeleteFailed

FailedOperation.AlertFilterRuleDeleteFailed

WS : BRmEmEX 55195 0 H314m
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Hfthz]
A SR

BIAEHATE: 2024-06-18 14:31:30

L. EOEA

OISR © monitorapi3.finance.cloud.tencent.com,
FIEXCLSHEERR
BRARE ARG « 200R/%0,

O EgAYE : 2022-08-27 22:31:17,

BEORKRSEREN,
A s,
2. NS
PAIFBEREHFIRGIE TEOBRSEIT D AHSE |, REAHSHFIRIATLERSE,
SHER WA FREFNULL i) R
Action =2 & String AHSE , AEOBYE : DescribeLogTopics
Version j= &5 String NHESE, ANZEOBYE : 2018-07-24
Region = &) String AHBE, ENFRSEHEFIZR(TODO)
LogSetld = a String HEE&ID
A s
3. S
SHER it A
Data String FERHME son
Requestld String H—iEK ID , ®RIEKEPSIRE. EAIGRRATEEREZRIERE Requestld,

4. FEIRIG
BUFZGI T B S B IS AOHEIRAD | EUBERIGIE I HE RS,

HIRTD 5

[

InternalError
InvalidParameter
FailedOperation
MissingParameter
UnauthorizedOperation

FailedOperation

\|
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SEEXEO
Bl S LR

BIAEHATE: 2024-06-18 14:31:30

L. EOEA

EOEKES © monitor.api3.finance.cloud.tencent.com,
BUESERIK

BUMZOIBRIREIRS © 200%/70,

O SEFATE : 2023-01-10 14:33:02,

BOBINES EM,

2. NS

B RSEHFIRNGIH TEOBRSEFRO AHESH , REAHSHGIRIAHT
SHETR wigE  AYENULL 23
Action = & String
Version p<=3 a5 String
Region 2 S String
Module = & String
PolicyName = & String
Remark = 5 String
MonitorType = = String
Enable = = Int64
Projectld = 5 Int64
Namespace = &= String

AlarmPolicyEventCondition

PolicyExpression &= &= String
ConditionTemplateld & & Int64
Condition a5 S
EventCondition & S Array of
Noticelds 5 S Array of String
TriggerTasks & &
A e,
3. mHEE

SHEW eSS A

Policyld String  £EE5EEE ID

WRFRE - BRmERMEX

Array of AlarmPolicyCondition

Array of AlarmPolicyTriggerTask

== (BARAD)

B

"
ANHBE, AEOBYE : CreateAlarmPolicy

28, AEORYE @ 2018-07-24

>

H28, I ESISHIBIEFIZR(TODO)

b

EIE(E , 3" monitor”

REIRBIR | RS20 55

2T, NEIL00FFF | (CUFFEX, iz, T, -
SRR MT_QCE==~miEiE

EBER 0={A 1=Ff , ™M BiAnl
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Status =
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EventEName =
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REERTIA]
RERE)
ZHEmd5
#Hid
HER
id
R
FELBR
TETR
=
={tid

HEEHEMS

DescribePolicyConditionListConfigManualCalcType
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UpdateUin 2
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=
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FEFNULL
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E= Whide
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BFR WAIE FEFNULL ESid)
CreatedAt = S String
UpdatedAt 2 S String
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DescribeAppFlowConverterResponseDataPoint

DescribeAppFlowConverterResponseDataPoint

WA T#EO3|A : DescribeAppFlow

BFR WAYEE FEFNULL il
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DescribePolicyInfoByInstanceConditionsTemp
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B Wik FEEFNULL it
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LastEditUin = = Int64
IsUnionRule 2 2 Int64
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UseSum j=3 =2 Int64
Projectld 2 2 Int64
ProjectName = = String
Namespace = = String
Measurement 2 = String
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ConditionTemplateld &= p=3 String
Condition 2 2 AlarmPolicyCondition
EventCondition =3 0~ AlarmPolicyEventCondition
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Notices 2 2 Array of AlarmNotice
. Array of

T Task: = =

riggeriasks = = AlarmPolicyTriggerTask
OriginID S =2 String
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UpdateTime = = Int64
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Taglnstances = = Array of TagInstance
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=itz ( BARAD)

fihik

SRRRAGPERISLAIZS

B Id -1=FI0E 0=ERAIE
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RIERIENAF uin

EHENEER | HFERATAERE] null , RREAREIERIE.
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DescribePolicylnfoBylnstanceGroupList

DescribePolicylnfoByInstanceGrouplList
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IR Wik FEFNULL
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GroupName 2 B
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ViewName = &
LastEditUin =2 &
IsDefault = a
CanSetDefault p= S
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Remark = =
IsUnionRule = a
ProjectID = =
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UnlInstancelD 2
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AlarmBindinglInstance
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BIR
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Field = =
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s
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UuID = &5 String DataSource ME—#r~

Name = & String  FIRREBFR

Type 2 & String  #URIRSEE! , aIMySQL , Prometheus

TypeLogoUrl 2 = String  HUERER

Access = = String  i5A B

Url =2 P String  FUETRSEEE

Password 2 S String BB, ILUATERFS

User 2 = String  BFE , LIRS FRE
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256, &#34;timeField&#34;: &#34;@timestamp&#34;}"

ReadOnly 2 B Bool HIRREIEER RIE
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DescribePolicyQuotaV3ResponseDataQuota
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#en OS5 IF : DescribelnstanceGrouplist
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AttributeValuelnfoOutputData
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AR

ERUTEHHTIE: 2024-06-18 14:31:30

THRESLER
USRS Error 6 , MEIEFG APLEECISERL, I

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

Error FfY Code FRIAIRMS , Message RNz ERIIEK(ER.

HIRIDFIZR

IR
RS Il
AuthFailure.InvalidSecretld BIHAEE (A2 API BA%ERY ),
AuthFailure.MFAFailure MFA $&iR.

AuthFailure SecretidNotFound TIAEE. FEEFHSNERPEOCHMREESR | WASIER | BRERHESESIER  IEREMEES

&,
AuthFailure.SignatureExpire SEIIH, Timestamp MIRSH/NEEENSBIRS M , BleEAMEREFIRENERZ,
AuthFailure.SignatureFailure SEER, SEUHEER  BYREARSRPIREOSICENES ST EITRE,
AuthFailure.TokenFailure token {5,

AuthFailure.UnauthorizedOperation  #&3ksk CAM Y,

DryRunOperation DryRun 12F , RFBEKBLSEMINN , RES(ET DryRun 84,
FailedOperation RN,

InternalError HEBEEIR,

InvalidAction BOAEE,
InvalidParameter SRR,
InvalidParameterValue SHIEREIR,
LimitExceeded RIS ECETPR S .
MissingParameter ROSHEEIR,
NoSuchVersion BEORAARFE,
RequestLimitExceeded TBERADREGET T SRR,
ResourcelnUse RIF S A,
Resourcelnsufficient BRIFAE.
ResourceNotFound RIFAFE,

WS : BRmEmEX 55280 T H314m

\|



O BASTCE ZUsi ( BARAD )

FRIRAD Lz
ResourceUnavailable BEATH.
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FHIRAS Lz

FailedOperation.DataTableNotFound
FailedOperation.DbRecordUpdateFailed
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InvalidParameterValue
FailedOperation.DruidQueryFailed
UnknownParameter
InvalidParameter.InvalidParameterParam
ResourcesSoldOut

Resourcelnsufficient

MissingParameter
FailedOperation.DbTransactionCommitFailed
FailedOperation.DimQueryRequestFailed
InternalError

ResourceNotFound
LimitExceeded.MetricQuotaExceeded
LimitExceeded

InvalidParameterValue InvalDashboardNameExists
InvalidParameter

UnauthorizedOperation
FailedOperation.AlertPolicyModifyFailed
FailedOperation.AlertPolicyDescribeFailed
FailedOperation.AlertPolicyDeleteFailed
FailedOperation.DbRecordDeleteFailed
FailedOperation.DbQueryFailed
FailedOperation.AlertTriggerRuleDeleteFailed
DryRunOperation

FailedOperation.DbTransactionBeginFailed

WS : BRmEmEX 55281 W H314m
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FRIRAD izl
InvalidParameterInvalidParameter
AuthFailure.UnauthorizedOperation
FailedOperation
FailedOperation.DuplicateName
FailedOperation.DivisionByZero
UnsupportedOperation
FailedOperation.DataColumnNotFound
FailedOperation.DataQueryFailed
FailedOperation.ServiceNotEnabled
FailedOperation.DruidColumnNotFound
ResourceUnavailable
FailedOperation.DbRecordCreateFailed
ResourcelnUse
InvalidParameterValue.VersionMismatch
FailedOperation.AlertFilterRuleDeleteFailed
InternalError.ExeTimeout

FailedOperation.DruidTableNotFound
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hRAS (2017-03-12)
APIIEEYS

RIR AT E: 2024-06-18 14:31:30

APIERZ

V3

=imfEEREN

EOEZR
DescribeBaseMetrics

GetMonitorData

WS : BRmEmEX
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JAFAI
EOSHAVL
BIAEHATE: 2024-06-18 14:31:30

tcecloud API XS MAIENERITRNIGIE , IS MNERBBEELTLERSHTEIERZER (Signature ) LUSIEERESD. SEREEHREFILER , &2
FEUEEIE Secretld #] SecretKey ; ZERFEIRELRLEIE | BRIESAPIZHNEARE , BULEBA=APIEL.

soE s

1. BELEEiIE

EEIRER=APIZE , IERIE=APIZUERIEREEIE. T2EIEELE Secretld 1 SecretKey :
o Secretld BF#HrR APLERESH

* SecretKey FAFINEE R F A EFIRS SRS Z FRARIVER.

° FAFWAFSIRERSREIE , BRitEE,

HBELZSEIENERSERNT :

1. EFtcecloudBEHILEFIE.
2. BIE=APIEBRUIEHI A TE
3. E=APIESHNHE , RiE [#72] BDATLAEJE —XdSecretld/SecretKey

IR FFREIKSRESTLUBEBMN Secretld / SecretKey,

2. EpEZ

BT Z&EFiSecretld f1 SecretKeyfg , MIALAEREEET . ATFEERSEBNFHETRE
1RIZFFHY Secretld 70 SecretKey SBIE :

o Secretld: AKIDz8krbs)J5yKBZQpn74WFkmLPx3EXAMPLE
* SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

AR RERER , BIRIERFLRREEN Secretld f1 SecretKey #{T/REHR(F !
U ZIRSSEEBLAIFIR (Describelnstances)iERk MG , BEFEMX—HEOR , iERSHETALNT:

SHER 22574 SHE
Action Vabr Describelnstances
Secretld Z4AId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E 1465185768
Nonce WEHIEREEL 11886
Region SCIRFTE X, ap-guangzhou
Instancelds.0 FEIERISCHID ins-09dx96dg
Offset IREE 0
Limit BASIHEIH 20
Version EORESS 2017-03-12

2.1 WS HHF

BSENAEIERSUESHERMFHRE ( ASCIRR) FFHT. 5 1 1) RIZSHSHTHIR | SHERSIMEA , R&SHAN | 2) #& ASCILRBEEAN , 0
Instancelds.2 Z2H7E Instancelds.12 [FH , MEERFEER , WAEREE. AFYLEEREES PIGEXHEFRECRTINX—TI08E | 41 php AT ksort &, A

WS : BRmEmEX 55284 T H314m
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THISHEHEFERAT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,

'Nonce' : 11886,

'Offset' : 0,

‘Region’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12',

}

ERHEERFRIHESAN | A EERGIPASEH TR | SEINER XA,

2.2. BHEE RS

B RIERFRER, BB L —SHIFFIERSEIEURL S8BT ="S8E 1O/ | W3S Action 281, HBHEFRA "Action” , SEUER
"Describelnstances" , EIEXILER S Action=Describelnstances , & : "S#E"NFAETIEurRLEEANE,

REFEIHENS N SHA" O HHRE—E | REERIIERFFEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZ
Qpn74WFkmLPXx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12

2.3. PHESBRF/RE

WS BEREBRNFHER, SRR FRHEHUT/ NS

1. &Kk 85 POST #1 GET 5=, , XEfFH GET ik , iTBHENLAE.

2. 15 KENEELHIFIZR(Describelnstances) iEKi%#= /9 : cvm.finance.cloud.tencent.com, SEFRAVEKISEZRIEREOFBERNARMAR | FEISERAE,
3. IERIRIR: MEARATAPIRERIEREE N / .

4. ERERFE: i E—S4RER=FEa,

BRFBIHHENA: IBK5E + IBREY +BEKRER + ? + BRFRHS

RGIRHHELER A ¢

GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208Nonce=11886&Offset=0&Region=ap-guan
gzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

24. SRR
IS BAEREZER, SR HMAC-SHAL Hikx F—S kSN SRRFRBHTES | WEBLEMNIEZBER Base64 HTHD , AIRERELNES R,
BOF5T |, LA PHP B 7941

$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETevm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&8&Nonce=11886& Offset=08&Region
=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12";
$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;
BABRINSESHA:
EliP9YW3pW28FpsEdkXt/+WcGel=

ERHECERFRIHESITAN , AR LIRS TERWIE | FRINSSBSHFHr—EE0m.

3. BB BRI

ERRIS R BT REEIRIFAEREH , FEXNHEHIT URL i3,

WS : BRmEmEX 552850 H314m
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N E—SAERRESE RS EIIPIYW3pW28FpsEdkXt/+WcGel= , SZREFINEZEBIFERKESEL ( Signature ) A : ElIPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , ©
BRTAEMRRZNERK URL,

AR MERAFRIER/AER GET , &ER75i%ES POST Y Content-Type J3 application/x-www-form-urlencoded , NIAZXERIFAEBERSHVEITEMN
URL i3 , S4EM=-FSAEERG. JE ASCI S&7E URL fHIZATEZSCLL UTF-8 #1740,

R BLREIESH http E2EIFTESEET urlencode , TEXMMER T , MAREXNER ST URL HiZT , BUAR URL HISSHERLM.

R Rt BUEtREH TS | ME2RA RFC 3986, fi5/ %XY XMSHFRIFIMINFHITE SRS , B XY I/t (0-9 IXEFZ A-F) |, &
RINBE3IRER.

4. FZEM

TRIESCIRES | FEMUTERLMAERD | SRELRERE

ERAED SRR
AuthFailure.SignatureExpire SRIIH
AuthFailure.SecretldNotFound ERAEE
AuthFailure.SignatureFailure SEER
AuthFailure.TokenFailure token §5IR
AuthFailure.InvalidSecretld BRI (2= API B5EZEY )

5. BFEXR

PRI APL 3.0 B, #7=# A Etcecloud SDK 3.0 , SDK 23 TEZMSRE , FAAR R EH=RIRENEMEOT, FMEESN SDK Fity, Haismsm
REESH -

* Python

* Java

e PHP

* Go

e JavaScript
* .NET

ATEEBORREREE , THUSRREES A0 | B DRNSSTREEAII. BRES. BREOMSHIEEEI LRERIIENE AR RES
RigRE  AFESERN | LT AIBEREMER SDK.

ERZEHAY url AT8ER ¢ http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=208Nonce=11886&0Offset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768
&Version=2017-03-12

IR BT RAIPREREEEN  HEEEARRALFE , BIINSIELE url FEXEESEPIIFRER curl EHSRANSREENER | ST, ATER—
ANTLAERIRER url |, BEETRFIFPHY Secretld 7 SecretKey NESLHIZIR , FHERRFHRIRTERES Timestamp .

IR mTNETRGIF  FARFEES  EERESERHUTEEIR url AIREERBATARE , RINASHNIUFAR |, BXAFHINERE. RERESHEE  BS
BT EIERRRDA.

R LIMIB(UERT API 3.0 , FEEERATHNEZME , BIERIERM APL | BFFEATERTSSHEZITERER | 1BLANRAISCRR XIS .
Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

\|
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import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getInstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] EBRBERNSEFITFIEER | At TreeMapfRIiElFF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// EFRERurlFISHIRRF R EEK

for (String k : params.keySet()) {

/] BESHEKRSB#H Turlencode , BT keyERENFH , HutbAMIdHvaluei#{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa LAB&HER

// SERRIE RS N 4R FEREMNEY , 5190 : params.put("Nonce", new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // A2%4

// SERREFRRY R 2 F RS ZR0RTIE , 40 : params.put("Timestamp®, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // AHE4

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHESE

params.put("Action”, "Describelnstances"); // 5%

params.put("Version", "2017-03-12"); // NS

params.put("Region", "ap-guangzhou"); // A&

params.put("Limit", 20); // \'5Z5%1

params.put("Offset", 0); // WSS

params.put("Instancelds.0", "ins-09dx96dg"); // WE&41

params.put("Signature", sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL"); // AHE#
System.out.printin(getUrl(params));

}

}

Python
IR ANSRETE Python 2 IRBHIELT , BB L requests {KERE :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE"
secret_key = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):
s = method + endpoint + "/?"

WS : BRmEmEX 55287 T H314m
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query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com"
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg',

‘Limit' : 20,

'Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# WAhSERRER | BIhERTREF=4it 2%

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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s L
j:iz D‘\i'g V3
BRIFEHATE: 2024-06-18 14:31:30

tcecloud API 2B MARINERHETEMHIGIE , BIEMEREBTEELALSKSHHEEERER (Signature ) LISIESKRESH. SREBHZEFIEEN T2
ENEEHE Secretld 1 SecretKey ; EFFIRSELREEIL , BRIESAPIEZARESRE , BNLEEAB=APEEO,

1. HigRERFIE
EB—REBEAPLZE] , BEHERAPIEBIREARAZLBIE, R2SFOIE Secretld 71 Secretkey :

e Secretld FBF#RIR APLEAESH
* SecretKey BT INEEEFFBMIRS SIS & FrFERAYER.
* FAPLATBREREFIL , BRHE,

RisR2FEIENERLENT

1. ZERtcecloudEEFLNEFIE.
2. BIfE=APIEBREH A TAE
3. FERAPIESHUE |, =i [#7E] BDATLAGIE—SdSecretld/SecretKey

R FFREIKSRESELUBEINT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &£ 755%

R WTFGETAZE , Rz Content-Type: application/x-www-form-urlencoded #Yi&=t. XFFPOSTA% , BEISZHF Content-Type: application/json AR
Content-Type: multipart/form-data FEFMMUAETC | json IEHBLMARTE LS OIT5TE . multipart IR BFESEOSES | AiZEOAEE(ER json 18z
F  &E BRSO,

TEU=RSSEE D MXEFFIREAFT , DEBNMBESEANTEIIRE. BAIUBEI 7TEILAFIRAIFNSEL : Limit 70 Offset , £/ GET /5iAEH.
IRIZEFRY Secretld ] SecretKey £BIE : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHElEIEKRE
RIS HHENDEIEKES ( CanonicalRequest )

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + \n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + "\n' +
SignedHeaders + "\n' +
HashedRequestPayload

* HTTPRequestMethod : HTTP i&3k75i% ( GET, POST ) , A7RfIFA GET ;

e CanonicalURI : URI £#§ , API1 3.0 EiERIERHT (/) ;

* CanonicalQueryString : &2 HTTP i53K URL FRYEIAIZRFE , X}F POST iEK , EEATFRAE , X}WF GET i5Kk , W URL A5 ( ?) GENFZRERS ,
ARHEUER : Limit=10&Offset=0, jFE : CanonicalQueryString EE&Y URL 413,

e CanonicalHeaders : 258 ZRLEMEE , ZDES host # content-type FINLER , (BATIIABEXAELES 5EBIRS B SEKRNE— TS, FHEM
M- 1) 3LEB key 70 value H—ERING |, FEIRERETHE | 128 key:value\n 18TUHHE | 2 ) 20 L80 , 1RERSLER key (/NG ) RUFERREFHTHHE. LA
73 : content-type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £5&ZRIENER | IRBBLORIERBMPLLES S TEE | f CanonicalHeaders @ BRILEBNBTE—XIMAY. content-type #1 host Jgus
BESLER, HHEHIM : 1) LEB key Z—HANG ; 2 ) Z1LEB key (NB ) IRIBFHEHEFHTHE , FHFEUSS () PFR. WHIFH : content-type;host

* HashedRequestPayload : {&ERIEXHIIAEE , iTEE Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , ¥+ HTTP i5KEENEX payload 1
SHA256 1875 , SAE 17 HIGRD , RERISE&IEM/NEFE. T8 | XIF GET i5K , RequestPayload EEAZEFRFE , 33F POST i&EK , RequestPayload
BD79 HTTP 153KIEX payload.

RIEA AN |, OIRERIRAEBIEREBINT (AT RNEHT , \n BITAEE BRITEIIN—TEK) -
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GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fclc149afbf4c8996092427ae41e4649b934ca495991b7852b855

2.2, PHEGSEF/RR
TR SSRGS

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &Z&% , HAIEEAR TC3-HMAC-SHA256 ;

* RequestTimestamp : ERAFIERL , BIEHRLERAY X-TC-Timestamp BUE , W1 L7RAIERA 1539084154 ;

* CredentialScope : EIEBE , #§x(/9 Date/service/tc3_request , @S HHEA. FERAVIRSTNLLLFFE (tc3_request ) , Date Jg UTC fRgRTEIAIBEHT , BUE
BENQLSH X-TC-Timestamp EEAY UTC FRAERNBIRIE—2L ; service AF=@ma , LMASARNFRIZE 2, H150 cvm, 0 E/RfEliEk , BUYEA 2018-10-
09/cvm/tc3_request ;

e HashedCanonicalRequest : IR LR IZFENEEIEREMAFHE , itE/5755 Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

R
1. Date WJRMATIEEE X-TC-Timestamp i+E152] , BRFXJ UTC+0. MERMARFAMNXES , FI0FE/\K | ESEAXNR SERRD |, B2%EER
LM, BSAEELA 1551113065 , 754/ \XAIATEIE 2019-02-26 00:44:25 , {B2i+E18589 Date BY UTC+0 BIEERRIA 2019-02-25 , FIAE
2019-02-26,

2. Timestamp WREHRIRFRAE , BRHRAREDIRENEERSH , MREEELTADHULERY. MEKIEAINERNERY | TESEET—
BRiIEfE |, IERGERW (GRESZTEHER ) .

HRIELALERN , RO EEINGSSFFHRUT (ATRREN | \n TRHBISEITENHRN—TEN)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6c1ffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23.itEER
1) IHERESEE |, RIS T

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request"”)

e SecretKey : JRIAHY SecretKey ;
e Date : B] Credential 7y Date FERER , @0 L7=f , 792018-10-09 ;
e Service : B Credential ifY Service FERER , a0 ERA, 9 cvm ;

2) iHESE , MRBIT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA Bt EERIRIRESZZIAE ;
e StringToSign : Bl 2T ESEIRFEEFRE ;
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2.4. $#t8 Authorization
AN THERHHE Authorization :

Authorization =
Algorithm + "' +

'Credential=" + Secretld + '/* + CredentialScope + ', ' +
+ SignedHeaders + ', '

'SignedHeaders=
‘Signature=" + Signature

* Algorithm : €&75% , ElE/ TC3-HMAC-SHA256 ;

e Secretld : Z$AXIHAY Secretld ;

* CredentialScope : W EX , FiEEHE ;
* SignedHeaders : Il EX , £5&ZRLIES

* Signature : £&(&

TRIEA RN | Z=BIHERIEYED |

=itz ( BARAD)

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5

df4582db9e9bf4672ba50567dbalbcbecfl74c474

RETENERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&80Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content
-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c474

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1539084154
X-TC-Region: ap-guangzhou

3. BRKMW

HRIESEIRER | FEUTSRLMAMERD | SRIECRERE

RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure InvalidSecretld

4. SRER
Java

import java.io.BufferedReader;
import java.io.InputStream;
import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;

import java.util.Date;
import java.util.Map;
import java.util. TimeZone;

WS : BRmEmEX

TEIRA
BEILH
BIEAERE
BEER
token iR

HRARE (2= APL E5EERE )

%291 ™

\|

£314m



X BIHSTCE Zists (BARAD )

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)J5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data®;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com"”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

/) EERK , NS HE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkhkhkkkk 5&% 1 : ;#;%m;‘éi%*% *kkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host”;

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// kkkkkkkkkkkkk $g¥ 2 0 ﬁg?%ﬁg?ﬁ% Kkkkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkkkkhkhk $g¥ 3 o i.l.ﬁ%g Kkkkkkkkkhkkk

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// kkkkkkkkhkhkkkk il% 4 0 }#E Authorization Kkkkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

TreeMap <String, String> headers = new TreeMap <String, String>();
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headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);
headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);
headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# RS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE"
secret_key = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# *kkkkkkkkkkkk ./Ijg% 1 0 ?#ﬁ%mﬁi%*% *kkkkkkkkkhkkk
http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":
canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)

signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()

canonical_request = (http_request_method + "\n" +
canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# kkkkhkhkkkkhkk 55% 2 : }#E%Eg?ﬁ% khkkkkkkkhkkhkk
credential_scope = date + "/" + service + "/" + "tc3_request”

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()

string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *kkkkkkkkkkkk .}j_ﬁ 3 i-l-%%% *kkkkkkkhhkkk

# ITHSEHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)

WS : BRmEmEX

=itz ( BARAD)

%293 ™

\|

£314m



X BIHSTCE Zists (BARAD )

secret_signing = sign(secret_service, "tc3_request")
signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *kkkkkkkkkkkk 55% 4 0 }#}% Authorization kkkkkkkkhkkkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# AHSEGRINRIERER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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15REEH

ERUTEHHTIE: 2024-06-18 14:31:30

1. ARSSHbLE

=itz ( BARAD)

btz ( Region ) EIEEAIAIREHOINMIERE. tcecloudZ Z(IIGIERRIEZAFEREE | MEARMEESAEERNSERMSET. ATHERENE. 25

BEE  BSERERRIEE PRI,
ERTLLEY APLED EMEEIER EESTRAIIESIE.

2. BEMY

tcecloud API (IFTBREOII9@IT HTTPS HTIR(E | IREtEZ2HIIBERE.

3. 1BEKRTE
S0 HTTP 5

e POST (##F)
e GET

POST i53k3z#5#9 Content-Type 8! :

e application/json ( #7% ) , WRfER TC3-HMAC-SHA256 & 75i%.

e application/x-www-form-urlencoded , 4if#F HmacSHAL & HmacSHA256 &&73i%,

* multipart/form-data ( {X&B¥E0%HEF ) |, WER TC3-HMAC-SHA256 EE75%,

GET & RATBEREANARERIT 32 KB, POST i5KFEHAEEH AN HmacSHAL, HmacSHA256 FIAEREIT 1 MB, POST i&sK{EREZiEH TC3-HMAC-

SHA256 BJ3ZHF 10 MB,

4. FRIRED

I9fERAUTF-84RA,
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EILEES

BRIFEHATE: 2024-06-18 14:31:30

1275
MZRFS A0 OEELAIRESIZ (DescribelnstancesStatus) 2017-03-12 higAsjfl , EEFRRE , EAREANRENTS :

{

"Response”: {

"TotalCount": O,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMEEH Requestld REENFER , TiCERMIISE . RE APIMETY , MIMERIRE,

* Requestld FBF— APLIERAIME—IRIR |, GN5R AP HERSE |, RILABRETRA] , FHRMEZ ID KRIRIAIRE

° [RTETENFERI  ERIARMENENNFE  ARNEOMRENFERS IEANEFEN. HHIHEY TotalCount # InstanceStatusSet 59
DescribelnstancesStatus ¥ OEXNFE , BT RARSKNAFENEIERIRSS2ELA , Bl TotalCount FEIER FAURENES 0, InstanceStatusSet 5l

=S EIEERES
SRR, EEEHERAITTH

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
B

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error FIHIIAFEZIEREMAM. Error FEIEREMREAY Code 1 Message FERIEAMKMAT 2 EIR BRI,

* Code RREMALIBIEIRIG , HiERUEN LSRR ARG E AR NS AR O RAYE RS IR E M E X N REAIRRR T 2.
* Message B TIXMERRENERRE , BEWSKESAGMN , WXATRESERRFEENEN , AR ARREX MRETE,

* Requestld FFF— APLiERAIME—IRR , 1SR APL ISR | ATLABRERIRA] , FHEMHZ ID SkERREIL.

NHEEIRED (TODO: EEEE, ERENEE?)

IREIERPUNRFIE Error FE , NZRNEAR APLEEOIKM.  Error i Code FERFRNEIRG , FTA L SEAsEHIMAVERIB ARG , TRIIM T AHER
g,

RS AR

AuthFailure.InvalidSecretld FRARE (A2 API Z5EZERY ) ,

AuthFailure.MFAFailure MFA $5iR,

AuthFailure.SecretldNotFound FEAARFE,

AuthFailure.SignatureExpire BEILHE,

AuthFailure.SignatureFailure BEBIR.

AuthFailure.TokenFailure token $HiR,
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FRIRIG
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

FHIRIEA

ExER CAM 51,

DryRun i#(F , RRIBRBSEMING , REZSET DryRun £#.

SIS S
PIEREEIR.
BORFE.
SHIER.
SHEVEER,
B ECEPRS.
RS,
BEOMATFE.
TERAOREEET T SRR,
B .
BFEAE.
BRI,
BIFEAATA.
RIZBURME.
RANSHGEER,
ARSI

http(s)IEKIMNEEIR , R3zHF GET #1 POST 153K,

BEOARSTSAE g,
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RNHSE

T >

.

BRI V3

=itz ( BARAD)

HEYERTFRAFPMZOENENNSE , NE |, A MNEARIRAUROSETAEXLESHHTRE | EEREKIITEETXYSY , TRERLE

M TC3-HMAC-SHA256 &Z2 AR , AHSHEESR—EI HTTP Header iEKkLEB+ , 40T ¢

SHEW

X-TC-Action

X-TC-Region

X-TC-
Timestamp

X-TC-Version

Authorization

X-TC-Token

BEBHiE V]

s

String

String

Integer

String

String

String

Wi

=
E

=
E

Jali

Jalil

Jali

I

%

REREOBRR. BESEZEOXRETMASEATESE Action BUREE. FIII=IRSSSEELAZIZFRED , BYEA

Describelnstances,

RS BRRRHREREI MR, EORZIOEBESE RTINS IS Region AR,
IR REROAFEERIZSH , BOXNP ISR | IEEESZSHEAEN.

L1 UNIX BI[E1E , ATiCR&RE APLIERAUATIEL, FiIaN 1529223702, iR : MR SRS ESAEIEERI S , 23
BRI,

EBERY APLRORRAE, BUBSEREOSXEHPASQESE] Version F9EE, FISN=ARSSERAMRA 2017-03-12,

HTTP R ESDIAIESLER=ER | a0 :

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024

Hep,

- TC3-HMAC-SHA256 : §875% , BRIEERIZE ;

- Credential : &&EIF , AKIDEXAMPLE £ Secretld ; Date 2 UTC fRERTEIBEES , BUEEZEE A3 X-TC-
Timestamp &/ UTC FRERTBIHER—EL ; service AF@a& , WRSHERNFmIEE—E , fliicvm ;

- SignedHeaders : 258 Z1ERILEMSE | content-type #0 host J9wsisesLER ;

- Signature : EZFE,

IRBFIERATARY Token , FELESIGRTZA—HE(ERA. IGRTEESHH] Token FERHASERSARRERE. KEBH
EE Token,

{5 HmacSHAL #0 HmacSHA256 E£&75iE0) , ARSHEESR—HEEKSED , (0T

SHEW

Action

Region

Timestamp

Nonce

Secretld

Signature

Version

SignatureMethod

WRFRE - BRmERMEX

ESid)

String

String

Integer

Integer

String

String

String

String

WA

=
E

=
=

il

D

D

WD RO

iy

f#A

IREEOER. BUESEEOSETEASEATESE Action (IR, FINN=IRSSEMNEALGFIRED , BUER

Describelnstances,

Wi SEL , ARORF R EI MSAORIE. EOEZAMEEES S EZ OIS H AT S Region U
B, IR BEBOAFRERIZSH , BOXKKPT ISR | EIEEEZSHEAEN.

2451 UNIX Bf[E)2% , RICR&R APLEREATEL. #I201529223702 , (IRSHRIMEEEDTK , 251ESHIHE

=R
BEHIEEESL , 5 Timestamp BX&iEsk , FAATFREERINE.

FE=APIZSH_EBIBEAIFRREAA) Secretld , —4 Secretld SHRzME—HI SecretKey , [ SecretKey SFAsRAERLIEHR
%% Signature,

BERER  BREIIAEROGEYE | SERFRESTREASEITESE, BATEDESEOSN00H.
{ERY APLEURRAE, EUESEREOSUERASAIESE Version RUIREE, BIMN=ARSSEEAMZA 2017-03-12,

275, BaiszdE HmacSHA256 f1 HmacSHAL, RBEIEEISE9 HmacSHA256 B , ZH{#F HmacSHA256
BRI E |, HtbERI9ER HmacSHAL IRIFSE,

$6298 T #314m

\|



X BIHSTCE Zists (BARAD )

SHEW ESic) ik fEk

IGRFIERFTFARY Token | FELESIGAIEBR MM, IRAIEETN Token FEZNHD SRS AR, K1

Token String a ESARES Token .
AEZT| RS

i ( Region ) ZfEMIERVEIREHOAIMIEXE. tcecloudXIINIEARRMEZ AR | (REARMREARATEERRERASENL. ATRELRNE. ST
HEE g ERRELEE PRI,

ERTLAEIS APIE EMEIEEIR EESTAIIBIETI,
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PSSP SEI
SRENESLEIRFIS

BIAEHATE: 2024-06-18 14:31:30

L. gOiEA

EOEKES © monitor.api3.finance.cloud.tencent.com,
SREVERHEINFS

BUMZOIBRIREIRS © 200%/70.

SRR : 2022-10-24 18:12:59,

String
String
String
String

String

ENSRIREIREATIR

=itz ( BARAD)

AHSE, AEOBYE : 2017-03-12
AHSE, FENFRBSNMERFIZR(TODO)
W EmEzE

(]

BORWSEREN,
A s,
2. MASE
PINERSHGIRGE T EOBERSHEEO AL, REAHSHFIRDAHLERSE,
SHEW % FEEFNULL
Action = =
Version = a
Region = a
Namespace = =
MetricName & &
A s
3. S
SHETR et i)y
MetricSet MetricObject
Requestld String HE—iEKID,

4. RS

BRERERIRE. EMIRREFERMIZRIBERAT Requestld,

UM T O SSZIERRAIEIRT | EERIDF I A HEERE,

R

InternalError
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P AR

BRIFEHATE: 2024-06-18 14:31:30

L. #=OfER

#EOEkEA © monitorapi3.finance.cloud.tencent.com,

REAT- AR, AN RIS ETE. NREEBATISEERE A IRMGENAS LR,  ROERRERRG | S0R/F , 500K/, EEHEERBE
IR NRIRE |, ATRGFERSRHIMRBURNAIER | IR BRI RIRA a4,

BOAZOERIARRS : 30000%/F),
EOEHATE - 2024-05-20 19:42:39,

BEOBRES NEN.

2. NS

UTFERSHFIFGIH T EOBEREHFRD IHESH , RBRAHSHIIRN TSRS,

SHETR Witk FEFNULL et R

Action 2 = String NHESE, AZEOBYE : GetMonitorData
Version 2 & String AHSE, AEORE : 2017-03-12
Region = & String AHSE, FIFRSISHMEFIZR(TODO)
Namespace = " String BEZEE , BNETREE I HETE
MetricName =3 S String FEIREFR

Period A B Uint64 SRR, BOAEUEA300 , B{7s
StartTime & &= Datetime_iso F2PARTIE) , 20 2018-01-01 00:00:00
EndTime & & Datetime_iso ZEERATE) , BOANEEIRTE, endTimeRgg/\FstartTime
Dimensions 2 B Array of String ARSI ERS

Statistics B ® String FIH

3. IS

SHER ESitl i)

MetricName String IR

StartTime Datetime_iso R RS AR 1E)

EndTime Datetime_iso B R ERATIE]

Period Uint64 HiRSIEHR

DataPoints PointsObject ISisEEy IR

Requestld String W—iEK ID , ®RIEKEPSIRE. EARRATEEREHZRIERD Requestld,

4. fEIR1S

PUMRBUE 7O SSZERRAIEIRT . BRI ARG,
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FRIRMG A
InternalError

InvalidParameterValue

RN
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AttributeServerInfoOutputData

AttributeServerInfoOutputData

WA EOSIA

B sk FEYFNULL
Data = a
TotalCount 2 S

PeriodsSt

BEARRSET S

WanT™EOSIA
BTR Wik
Period =
StatType =

History

sEmE

WINTEASIA -
= Wi
Topicld =
TopicName P
OwnerUin 2
SubUin =
Id =z
OccurTime 2
ReceiveTime 2
Status =
ReceiverGroups 2
NotifyWays =

CatTaskDetail

ESERMEERKE

WINTEASIA -
B Dris FEVFNULL

WS : BRmEmEX

s

Array of AttributeServerInfoOutput

Int64

FEFNULL
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=

FEEFNULL
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oy

ESidl
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[

ESid]
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Int64
Int64
String
Int64
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Array of Int64
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fiik
RE ERiZEERIIRSS 251
IRE ERiZEERIIRSS 25 IR
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g
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HERZIR
ERSuin
FKSuin
HEid
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ez
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BFR WAYSS FeEFNULL ESid) A
Taskld 2 = Uint64 1E1d
TaskName =2 5 String (FEBIR
Period = a Uint64 X558, Bfesth. BRIsFL, 5, 15, 30/LMEVE
CatTypeName 2 B String RMZERL, http, https, ping, tcp Z—
Status " & Uint64 AESRE. 1F=rEE, 25FnETh  0ARS
CgiUrl - S String PRMMESHIUr
AddTime = = Datetime 1ES T E
AgentGroupld = B Uint64 S Hid
PolicyGroupld 2 B Uint64 EERMRAI
Attributelnfolnput
BHER
WINTEASIA -
IR V%55 FEFNULL ESid) R
AttributeName 2 = String BEIER
AttributeTypeld & &5 Uint64 EERy
DataType =2 5 Int64 BIEEUELEE
AttributeLevel 5 & Int64 BIERA
Unit FS FS Int64 B
StatisticalPeriod S & Int64 St EER
Ownerld 5 & Array of Uint64 TAEAFFEID, BIAAZEREFsub_uin
Description = = String A
AttributeUniqueName 2 & String BHE—ER, BFE. HF. W P gREs
AttributeTimestampValueOutput
AttributeTimestampValueOutput
WanT™EOSIA
B Wi FEEFNULL RE ik
Timestamp 2 & Int64 A )&%
Value = B Int64 EitE

CreatePolicyGroupCondition

ORI N E S E M
BT EOSIA
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B

Metricld

CalcType
CalcValue
CalcPeriod
ContinuePeriod
AlarmNotifyType
AlarmNotifyPeriod

Ruleld

NameType
NameType
WanT™EOSIA

BT

Name

IdcData
IdcData
HWanTEOSI8 -
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Id

Name

AEFNULL 38
& Int64
B Int64
= Float
& Int64
& Int64
S Int64
= Int64
& Int64
=
=
FIFNULL
=
ES
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1A
f8tRld
LUERZERS | SBEI0-6 , HRIRIRI[>, <,> =,<=,==,!=1], MRIEIFEERESIARERETTE,

EUHYE | dNSRIEIRALZRCalcValuerT FME

Stormi@NEHARF) | EiSFERIMER A
FENAMEUERBMA NS EE

HERIROEET, OEEEE  URHEE

BEREFIBRMAL, <0 Tk, 0 Rk —X >0 ShatriggerTimef il —R

MRBEEIRENE | FEENERPZISFAIXIRRuleld

AttributeAggrValuelnfoOutputData

AttributeAggrValuelnfoOutputData

Wan™EOSIA

% YRS
Data

TotalCount

PointsObject

SERIRS RIA SRR IR

FEFNULL
2

=
E

WAITEEOS|A - GetMonitorData

=R

FEEFNULL
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MetricObject

XAl SRR AR AN STF e ERART A
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BFR WA FEYFNULL ESidl A
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MetricName 2 =5 String FEFRATR
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WNEREIERPIFFE Error FER , NIZEA APLIROSKM. fian :

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

L

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
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