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o rwuser ( MONGODB-CR iAIE ) URI 7=:61l rwuser 2ME—(5H MONGODB-CR AR, :

mongodb://rwuser:password@10.66.100.186:27017/admin?authMechanism=MONGODB-CR

&

mongodb://rwuser:password@10.66.100.186:27017/somedb?authMechanism=MONGODB-CR&authSource=admin

¢ mongouser ( SCRAM-SHA-1 AME ) URI 7=ffl mongouser LIRTE MongoDB #=#lE IR 18#EA SCRAM-SHA-1 JANE :

mongodb://mongouser:password@10.66.100.186:27017/admin

&

mongodb://mongouser:password@10.66.100.186:27017/somedb?authSource=admin

INIESEERE

ZEERE MongoDB F—{s:F admin FE{EAERENAGAUESIERE | FrLATE URL g OfFELUNLE"/admin” LUSEINIEEE | BIFIAIE
[EBHREIEMRI S EIERFHITIESERF , URL A

mongodb://username:password@IP:27017/admin

LR BB EEEEIEE BirSUBEFISYMIAIEES S ( authSource=admin ) SREIABREWERE , URI 7=

mongodb://username:password@IP:27017/somedb?authSource=admin

WS : BRmEmEX
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SE, EwiEE—MA RS admin fERIAEERAN URI A,

NIk

MongoDB SHFEZFAIENEl , BRIESH#EE SCRAM-SHA-1, =&dERE MongoDB 373 MONGODB-CR #] SCRAM-SHA-1 FFiA
WA, =EUEE MongoDB Wi TRNEAARRF rwuser 1 mongouser , RIRTIARI7E MongoDB =& SIEEMAR | XLRFH
DT, DRIRBEARISAENS , 22E0TF -

FF#& TAUERTLE URI &b
rwuser MONGODB-CR WRIN_ES%L “"authMechanism=MONGODB-CR”

mongouser LAREIEHIGEIEZEAEBF SCRAM-SHA-1 (#E7=) REIMEESE

BEHRIFRIEM MR

Z=HUEZE MongoDB =2t 7 —MazidE IP BFhREANEIASE | NEISEIHRIMNEEE | 157E URI BiRE readPreference 281 , B
BESXNT :

& ax BEEIA
primary REETA =
primaryPreferred FURMST , METRATA , WENTR B
secondary HENT R, AT RATRSIRE B
secondaryPreferred NTRISE , SINDRATA , MEETR =

IRENICIEBN T R LUZRAIHER URL

mongodb://username:password @IP:27017/admin?readPreference=secondaryPreferred

ESE- AN

shell 538

* Shell iE£7R15I

URI A=

* PHP &R

¢ Node,js i&EZEmRAI

* mongoose &R
* Java EZRA)

* Python &7l

o &M
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SCA A e FEIER
Er=ZSLA)
ShelliZ$z3~

=ITEHTHYE): 2025-02-18 16:02:00

E=IRSSEE CVM 1] MongoDB 124tH] shell ZFin ( BEELENY ) EEREIERE MongoDB #T8UESE | &5 FEFEREIR
89 MongoDB ZFigEH,

RiEFE
HAFIERG ST ¢

mongo 10.66.187.127:27017/admin -u mongouser -p thepasswordAl
A iR R S B

SFAE SRS

£ EESL) BiREA , =EUERE MongoDB BRIAIR( rwuser 1 mongouser AN |, $8I57#F MONGODB-CR #1 SCRAM-SHA-1
FIANEAR. MNFXBEHAEST | shell HSHEFR—HH , BINEE T,

SCRAM-SHA-1 AME ( mongouser )

BUARF mongouser LAREEFHIGQIBNATEFAFE A SCRAM-SHA-1 IAIE , H shell IEESHS WiEiis Ehxe—H  £F
ININEINEEL | I

mongo 10.66.187.127:27017/admin -u mongouser -p thepasswordAl

INRIEFHEER MongoDB IRBEEEHAZIRE— db , fI40 singer , IEZGIERE :

mongo 10.66.187.127:27017/singer -u mongouser -p thepasswordAl --authenticationDatabase admin
2 : AR bR S BER)

MONGODB-CR IAJE ( rwuser )
IR, REBABF rwuser {5 MONGODB-CR INIE , & shell EESHEESEIALA LI MONGODB-CR , REI0F :

mongo 10.66.187.127:27017/admin -u rwuser -p thepasswordAl --authenticationMechanism=MONGODB-CR

20 : #MONGODB-CRINESERI iSRIEFE R MongoDB IRSEEEANEIE— db , FIR0 singer , EHTBIRE :

mongo 10.66.187.127:27017/singer -u rwuser -p thepasswordAl --authenticationMechanism=MONGODB-CR --authentic
ationDatabase admin
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0 ;B NEAdbESEER S EE R

55F8 shell #HTEIESNNSH

X FHARERFMAE S BT LATE shell B TEURSANISE |, 580 &
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PHPIZER7R {5

BRITEHTAYE: 2025-02-18 16:02:00

=P S

ongoDB)

Z=EUERE MongoDB BRIARE(HE rwuser #1 mongouser TANAFE | £50573F MONGODB-CR #] SCRAM-SHA-1 WRHAIEA= , 3IF

XFFMAIESS T | & URI TEMARRNE | BIRSI %00,
£ PHP B , B MEIN) AJ AT ERIR(E MongoDB #iEE | EfIN5IR

* mongodb ( PHP B/ ) - MongoDB B75#E#F mongodb 1Kzl , {BEEE PHP 5.4 LA LR,
* mongo ( PHP E/3Z14 ) - mongo LYiRIB , (BRI |, ANEREREIEE 1.6 iRA.

TES BB LA N EEER YRR MongoDB HiftTixs.

{5/ mongodb IKzh

mongodb R%75i%x8% E%L%S . mongodb IRENATLAA MONGODB-CR 1 SCRAM-SHA-1 BRHAIESR, , Bifs
I8

HMAES:

<?php

// HHEERE URI

$uri = 'mongodb://mongouser:thepasswordA1@10.66.187.127:27017/admin’;
$manager = new MongoDB\Driver\Manager($uri);

/] EBENEIE
$documentl = [
‘username’ => lily’,
'age' => 34,

‘email' => 'lily@qq.com’

I

// WEIFAMIEEEE | IXEATLAEE] MongoDB #Y _id 2IRzh&ERARY
$bulk = new MongoDB\Driver\BulkWrite;
$_id1 = $bulk->insert($documentl);

$result = $manager->executeBulkWrite('tsdb.tablel’, $bulk);

// B ER R REF R TEAIERREIEE NS H T R
// $writeConcern = new MongoDB\Driver\WriteConcern(MongoDB\Driver\WriteConcern::MAJORITY, 1000);
// $result = $manager->executeBulkWrite('testdb.testcollection, $bulk, $writeConcern);

// &Eif

$filter = ['_id"' => $_id1];

$query = new MongoDB\Driver\Query($filter);

$rows = $manager->executeQuery(‘tsdb.tablel’, $query); // tBRTEIFL MM EEE
foreach($rows as $r){

print_r($r);

}

i

UIBES SN
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stdClass Object

(

[Lid] => MongoDB\BSON\ObjectID Object
(

[oid] => 582c001618c90al6363abc31

)

[username] => lily
[age] => 34

[email] => lily@qq.com
)

{#5F8 mongo 3Kz

MiLEUERE ( MongoDB

mongo JXaR37F MONGODB-CR TAME , SIRIFIREER rwuser #HTiER: , BIRSI iEESLA,

THMES:

<?php
// #EZ(ER URL B9750ESR , A URI (EIEE—

$uri = "mongodb://rwuser:thepasswordA1@10.66.187.127:27017/admin?authMechanism=MONGODB-CR";
$uri = "mongodb://rwuser:thepasswordA1@10.66.187.127:27017/?authMechanism=MONGODB-CR&authSource=admin";

$connection = new MongoClient($uri);

/ *
/] BEXAEBATLA

$connection = new MongoClient("mongodb://10.66.116.103:27017/admin",

array(

"username" => "rwuser",

"password" => "password",
"authMechanism" => "MONGODB-CR"
)

)i

*/

$db = $connection->tsdb;

$collection = $db->tablel;

$q = array(

id' => 1,

‘testl' => 'xxx',

'sS" => "XXXXXXXX',

)i

$collection->save($q);

$one = $collection->findOne();
var_dump($one);

#7655 PHPLIB EE ( EF mongodb IXRhE 3 )

{88 mongodb IRFNHEFEHEES PHPLIB (/8 , EEEKIHE,

Kz,
AN AR

<?php
require_once __DIR__. "/vendor/autoload.php”;

WS : BRmEmEX
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/] 4Rt
$mongoClient = new MongoDB\Client('mongodb://mongouser:thepasswordA1@10.66.187.127:27017/admin’);

// R demo EETRY users &£5
$collection = $mongoClient->demo->users;

/] BA—5E0R

$insertOneResult = $collection->insertOne(['name’ => 'gomez']);

printf("Inserted %d document(s)\n", $insertOneResult->getlnsertedCount());
var_dump($insertOneResult->getlnsertedld());

/] EVEERE

$document = $collection->findOne(['name’ => 'gomez']);

var_dump($document);

i

Inserted 1 document(s)
object(MongoDB\BSON\ObjectID)#11 (1) {
["oid"]=>

string(24) "57e3bf20bf605714a53e69c1"

}
object(MongoDB\Mode\BSONDocument)#16 (1) {
["storage":"ArrayObject":private] = >
array(2) {

["id"]=>
object(MongoDB\BSON\ObjectID)#14 (1) {
["oid"]=>

string(24) "57e3bf20bf605714a53e69c1"

}

["name"]=>

string(5) "gomez"

}

}
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Node.jsiEzm45l

BRITEHAYE: 2025-02-18 16:02:00

=P ST

=EERE MongoDB ERARRM rwuser #1 mongouser BANFE |, 575323 F MONGODB-CR #1 SCRAM-SHA-1 BFMAIES T , XF
XFFIAIEST | &8 URI BEMARLE | BRSI EE00,

Node.js MongoDB 3X534

(PSESAR'E]

Node.js [RERBIHTHE
Shell Z%IRENE, :

npm install mongodb --save
(IMBEREARRINETLAZIRKE TR , npm config set registry http://imgcache.finance.cloud.tencent.com:80registry.cnpmjs.org
)

npm init
FERPACES

'use strict’;

var mongoClient = require('mongodb’).MongoClient,
assert = require(‘assert’);

// % URI
var url = 'mongodb://mongouser:thepasswordA1@10.66.161.177:27017/admin’;

mongoClient.connect(url, function(err, db) {
assert.equal(null, err);

var db = db.db('testdb’); // i&ZE—" db

var col = db.collection('demoCol'); // iERF—NESEFE)
/1 ENEE

col.insertOne(

{

a: 1,

something: "yy"

e

//AESE

1/

// w: 'majority’ // T "KEH 1B | (RIESUYES A Secondary TR
//h

function(err, r) {
console.info("err:", err);
assert.equal(null, err);

/] BiEBNAEH

assert.equal(l, rinsertedCount);

/] EiREE
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col.find().toArray(function(err, docs) {
assert.equal(null, err);
console.info("docs:", docs);
db.close();

D

}

)i
Dk

B

[root@VM_2_167_centos node]# node index.js
docs: [ { _id: 567albf26773935b3ff0b42a, a: 1, something: 'yy' } ]

Node.js mongoose &4l

var dbUri = "mongodb://" + user + ":" + password + "@" + host + ":" + port + "/" + dbName;
var opts = {

auth: {

authMechanism: 'MONGODB-CR', // tN5R{#F SCRAM-SHA-1 IANENIAREE I 221

authSource: 'admin’

}

%

var connection = mongoose.createConnection(dbUri, opts);

WS : BRmEmEX
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JavailEz~

BRITEHTAYE: 2025-02-18 16:02:00

=P ST

MiLEUERE ( MongoDB

)

=EWERE MongoDB ERARR{ME rwuser #1 mongouser BANFE |, 95I323F MONGODB-CR #1 SCRAM-SHA-1 BFAIES T , XF

XEFIAIES T | &R URI FEMARRIGE | BARST &R0,
Java MongoDB IRF3Z#Y

Java Jar &, 1BIEE3.2LA LA

HUEFF IR
B4 Java ~EIHCES

package mongodbdemo;
import org.bson.*;

import com.mongodb.*;
import com.mongodb.client.*;

public class MongodbDemo {

public static void main(String[] args) {

String mongoUri = "mongodb://mongouser:thepasswordA1@10.66.187.127:27017/admin";

MongoClientURI connStr = new MongoClientURI(mongoUri);

MongoClient mongoClient = new MongoClient(connStr);

try {

// €& someonedb AYEHERE

MongoDatabase database = mongoClient.getDatabase("someonedb");

// BUSEEE /7 someonetable iR

MongoCollection<Document> collection = database.getCollection("someonetable”);

/] ERENEIE

Document doc = new Documenty();
doc.append("key", "value");
doc.append("username”, "jack");

doc.append("age”, 31);

/] BNEHE
collection.insertOne(doc);
System.out.printin("insert document: " + doc);

// EEEEE
BsonDocument filter = new BsonDocument();
filterappend("username”, new BsonString("jack"));
MongoCursor<Document> cursor = collection.find(filter).iterator();
while (cursor.hasNext()) {
System.out.printIn("find document:

}

+ cursor.next());

WS : BRmEmEX
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} finally {

[/ RIS
mongoClient.close();
}

}

}

B

INFO: Opened connection [connectionld{localValue:2, serverValue:67621}] to 10.66.122.28:27017

insert document: Document{{key=value, username=jack, age=31, _id=56a6ebb565b33b771f9826dd}}

find document: Document{{_id=56a3189565b33b2e7cal50ba, key=value, username=jack, age=31}}

Jan 26, 2016 11:44:53 AM com.mongodb.diagnostics.logging.JULLogger log

INFO: Closed connection [connectionld{localValue:2, serverValue:67621}] to 10.66.122.28:27017 because the pool has bee
n closed.

Spring Data MongoDB Eg& 7l
ARBIEZERTEIE TAIEE admin BBEEETS L |, BNEESEE(FERRY Spring #1 Spring Data MongoDB HIRATIRE.

<bean id="mongoTemplate" class="org.springframework.data.mongodb.core.MongoTemplate" >
<constructor-arg name="mongoDbFactory" ref="mongoDbFactory" />

</bean>

<bean id="mongoDbFactory" class="org.springframework.data.mongodb.core.SimpleMongoDbFactory" >
<constructor-arg name="mongo" ref="mongo" />

<constructor-arg name="databaseName" value="{ZfIBRE" />

<constructor-arg name="credentials" ref="userCredentials" />

<constructor-arg name="authenticationDatabaseName" value="admin" />

</bean>

<bean id="userCredentials" class="org.springframework.data.authentication.UserCredentials">
<constructor-arg name="username" value="FF&" />

<constructor-arg name="password" value="%#3" />

</bean>
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Pythoni&EZ= 1l

BRITEHTAYE: 2025-02-18 16:02:00

=P ST

=EWERE MongoDB ERARR{ME rwuser #1 mongouser BANFE |, 95I323F MONGODB-CR #1 SCRAM-SHA-1 BFAIES T , XF
XFFIAIEST | &8 URI BEMARLE | BRSI EE0,

Python 3Xz &k

RIEFIA
Python -3 1

#1/usr/bin/python
import pymongo
import random

mongodbUri = 'mongodb://mongouser:thepasswordA1@10.66.187.127:27017/admin'

client = pymongo.MongoClient(mongodbUri)
db = client.somedb

db.user.drop()

element_num=10

for id in range(element_num):

name = random.choice(['R9’,'cat’,'owen’,'lee’,')'])
sex = random.choice(['male’,'female'])
db.user.insert_one({'id":id, 'name":name, 'sex':sex})

content = db.user.find()
foriin content:
print i

Python IS 2

#1/usr/bin/python

import pymongo

mongodbUri = 'mongodb://mongouser:thepasswordA1@10.66.187.127:27017/admin'
client = pymongo.MongoClient(mongodbUri)

db = client.someonedb

inserted_id = db.somecoll.insert_one({"somekey":"yigihapi"}).inserted_id
print inserted_id

for doc in db.somecoll.find(dict(_id=inserted_id)):
print doc

for doc in db.somecoll.find({"somekey":"yigihapi"}):
print doc

WS : BRmEmEX 5835 0 #2541



O BASTCE

B

5734431e101e2f6d699b37ef
{u'somekey": u'yigihapi', u'_id": Objectld('5734431e101e2f6d699b37ef")}
{u'somekey": u'yigihapi', u'_id": Objectld('5734431e101e2f6d699b37ef")}
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PHPEEZE~:51

BRITEHTAYE: 2025-02-18 16:02:00

Pl

=EHERE MongoDB f2HAYAZRE A mongod 518 , F[EIBFIBENE—MaElyE P, It IP GESERESI—FRFIZEE mongos —
HEAENEEEANE. BRRIENSEIREIIE IP SEANEI—MOERE | JERGTRIPEERASE |, BAIFASXESEHT
Fi , (EREKERNENERISIXRE (HEESEERANATERE ) |, BHEANESBIEZIERE. —kR  ERiRKEISSH—
NEMEENIRE  BREERDESHRIHIKEL. MTRELNENEEESE , BAPEA— EERHeIEER=E
5Z=#WERE MongoDB 1B{ERA8E=5%! "Remote server has closed the connection” ZZRASERER , ATLAFFIIHITEIE , X35
H— PHP &% demo,

HF php mongo IXFHAYERIESLH

¥

<?php

function getConnection() {

$connection = false;

$uri = 'mongodb://rwuser:1234567a@10.66.148.142:27017/admin?authMechanism=MONGODB-CR’;
$maxRetries = 5;

for( $counts = 1; $counts <= $maxRetries; $counts++ ) {

try {

$connection = new MongoClient($uri);

} catch( Exception $e ) {

// & RIEREFERATENcatch{UBT , iFEI—\" , RLERERGETENEERZ.
// '} catch(\Exception $e ) {

continue;

}

break;

}

return $connection;

}

$connection = getConnection();
if($connection) {

$db = $connection->testdb;
$collection = $db->testcollection;

$one = $collection->findOne();

var_dump($one);

}
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AEHRSLA)
=S8y

ERITEHHYE): 2025-02-18 16:02:00

BEp=
TR MongoDB HUSEHARTRTE , BRI R Mongos FIEFRS Mongod Py, BT BSSAIIRISHIN , HEIRER

Mongod Rt , {IRBELUES NATRERIERK rollback , HMEXEIE. EESHIE , Z&¥EE MongoDB SEFNSTERMIEREIRS | BRI
P | LARINSSIERFIE. BRI, BE Mongod &:FHBZEEH] | F 22 TH KR, EEESCEF  HEENE,

BFTR

1. &x MongoDB #=Hla , HEARIASESE D FEFIFIE.
2. IRFEEEKLA LSBT (ER] | SELFIRRMEIIERE (E2] > (ER] .
3. TESRHROHEIE , AERESENEN , BE (L] | SHESTHEI.
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FIEHEEIRE

BRITEHTAYE: 2025-02-18 16:02:00

ZEER MongoDB SN B EARNI B TEIE.
FEIEN LR

o HUERESLOEIN R B TR EAIRES] , AEFBSEIRSIMEHAIIRSS.
* BPAEHMESLBIRT ATHEEBRIME | an [(BOARA] .

e CiEEMBNAIIET ZHE 19 (DEENE] IhseEFsE2/2MnE.
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I8 S PR E]
BRITEHTAYE: 2025-02-18 16:02:00
BIEn=

HEHPRIERS F=EERE MongoDB MERIFEEZIMS | HRIEBAIZEYERE MongoDB SLARSEY | FERAS A EHAEAFE
BRI SEGIRH THEFIRIE, BINERTILSSSEAIRE B CrEZA04ERRTE | —ARIREEISSRIER | Rl SaR R &R(E.

BIFTR
1. &x MongoDB =5 , FELAIFIR | HEIFEEKAILA , RELAIZTHRFII [(E2] > [EE].

2. ESEHRFBTRRY 4EPRE) 4L, B (18] .
3. TESRHAURNEE | R4EPRYiRfRERE (#IA] RO seRksEhI4EPRtiEIR &,
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L
EEESLBIANAS
RITEHHYE): 2025-02-18 16:02:00

ZEUERE MongoDB STFRHREEEEESLAIRIMAS | IREERIERT BEERE. BAURERSAIISERER (WSHHE. WS HRERRE
Hi. WSS, WSESHE ) RIFHREEE MongoDB SLAIRINNE . NMEFHERFIRFFRD M BMMASLIHER R, +

ECEAN

1. ZEYERE MongoDB LR EATRERAISEFISEFIERIRE T (15179 ) FHEARIREES T A S R EEECEIR(F,

2. FREEIRET , FRrBIERNREREECERF.

3. ERECERIREAIRIETR. hiE) [P, pREAEARERL,

4. FERESET TSP REEIEIIT | BiR=EUEE MongoDB SEAIRTIEER , WESARZRME.

5. R AR A RERP R LFINIHE | EWGERFE BalEENRE | FrERXGEBGSELA AT 4HRRI BT, BXREEFREEESN &
BSLAIEFRT AL

AR ECE
L. 5% MongoDB #4lE , ZESEhIBIE , YERIRTieEL

2. EPIRIEIRREREEALA , £ 85, B (REEE] .
3. TESRHIN , iSFERERNERE | BE (1BX] .

WS : BRmEmEX 41T H254T



X BIHSTCE STRYEIERE ( MongoDB )

THELSLH

BRITEHTAYE: 2025-02-18 16:02:00

37—

REWSHER , EOLEES e BERERETH ZEFE AL,

c BFBAXMIRAE  THMBAREIEFERIKULRETX , BASSHIFEEAE. WMEEIREIZLH) , AITEEWEHITEZRIRE.
o ZREMBRIPIRREE  SEEHER , TREY , HEREFE.

BEHRESS , LHRRS—BEXN"ERE "I, BiABrES%LEXZER.

o LPREREEURGIIEKE | BIRRIEMDLOIEE.
o SLPIEERSR IP WIRERITEL , WRIZLHIEERAIRIERREL)
o RIESLANSRIFTIEER.
o RELBUSUTHRLSIERE , BEIFtRAELH.
o LHIERSE , BIAE :
o SKEEMBBTIESIESEEEENZERMET XK,
o HEEMEFNSIISRESLHERNRESNEEES M HIREEEHENZSME XK.

BIFTR
Lol

1. &% MongoDB &5 , FELAIFIRR"BE TG , it [E£] > [IBEIR#E] .

BFEAXS  SREREATAN  FRNZKSEERTEFE R BMBERRE  RBEFRAAILEFHER e
SR

2. FESHAOSHERES |, BRAKIRE | B [FA] .

3. EBRMERR , WAKLIRE , BE [HHAE] .

BB
4. &F MongoDB =5 , FESEHIFIRAT BIE SR , 1% [EZ] > [H#K] .

5. ESAHAEES |, BIATTIRG |, B (FA] .
B [#\] EAISERER KRB | BEREE.
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FHDSKE
HiDEUE
ERITEHHYE): 2025-02-18 16:02:00

TR MongoDB EUASE#HTEE , AP AILHTFNER. FCHENBETEHARDREIERE MongoDB HIRE,
R
SEIEA IS AR AR SS (5.

T|insE

Bs&l « FERERS  SREEHMAESED  FARETRERLEIENAESHIE , RAURENDBIRME. FI&M 8/, )
EESHE  FILEEHIUE.

=tk )

1. &R =#UER MongoDB =G , FESLAIFIRT , BELfISHENEERE , &% (EHh5EE] > [BFEHIRE] &’

2. iEFEENSE , BE (RF] . SEORBUT :
24 15t88

HEEHIR

e EOAMREBTXR, Brifat  FESHTEKREZHERTER.

BHHE SRS NTIEEED. TCESIFRESED.

gﬁ;‘ﬁ BRI im0 R — R4 N B —R, BSR4/ | BMEREH R,
=]
oy | SPFREIE, BATHARIEIA0100-0200 , BVRGAFESROL00-02 00 ENFHAR S, BUKIFF
- . taR SR S TS EMEETIZS .
S SR 2Nk , U FHART 2D R & ) FHAR ),
BHSRER e nmenicoumemEnmn, MongoDB MEIESISEIES NEHIE
- g TRENESEN . Mongo =R MHESNEHFIER,
3. BRI
TR BHESETR EEE WBRE ng@ A QHERS AT
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FHPER

Ffn oplog
N

AR

ENI;

HR=REHE
R

S/
Rollback

FaED

SHEER

oploglnsufficient

connectionOverlimit

primarywitch

instanceOutOfDisk

instanceRollback

NodeCPUAbnormal

1. aEENENA LARE (Fasn] .

ESLeSitl

SEBM

SESH

SEBM

SESH

SESH

SESM

NE4EE

=GR
MongoDB
SEApISERE

R
MongoDB

SR

=GR
MongoDB
SEASERE

R
MongoDB

SLSERE

EERE
MongoDB
SERIERE

mEIRERE
MongoDB
SLASERE

2. SEMXSE , ERHRNEERMIEEES  BE (FA] B0,

WS : BRmEmEX

BE

XiSEUWEE (MongoDB )

SH{HEA QIR TTIERNERIY

BiE
=EIEE MongoDB #Z#l&
MongoDB & AR REHERE
R, AEREl  MongoDB oplog
PREMBEIRRE  HANREDIRE ;
PRI oplog,  WMERFEEZHMHE
XEHIMENEE A, TLE
FEEIR4EI 7 KA MongoDB =&
HOERRTIE S BHREHTIRELL

KIANZEHER]

PP S RISCAIRTELE

EEHETHRRELS
SLEEREERE  BK, MRFEEKX
I PR HOIEERCERN , T+

345 Primary #0
Secondary tJjia

RS &

FRSEBIRIE

SCIBEERE rollback

ERhET—TE
CPUFEFE=RIAZ
80% , RNk 5EE

ZxMongoDB #uE
i E

IR AR AT AL
SRURIZEM | 1B
INLHIRERBIES

B A ESE

SETRBEMOEE
B RESREEZIN
T REET REEF
EEEMUJ?@‘I@E%
fRiZEM | A
s‘”‘EﬁMkﬁ%’:‘TIE.%

BEOREBRAFRELS)
BRENMIRAER
=, ESIEER
P’“ﬁiﬁl%ﬁﬂﬂ;&ﬁﬁl
ITRSFHREGTET
1E , WERTFR
MongoDB #iEZE
SThlfE
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EEE

BRITEHAYE: 2025-02-18 16:02:00

BETR

FXAENBEIIEHEREZEWEE MongoDB HiERIR(E. SLHIRY oplog ZAINEIESS ( Capped Collection) |, HEG=EA
sofa  BIEANTENSBERBHILIIITER. oplog HEHMEEIRESHEMIIRERN , LIRFTERIEUERENRIER | i51R
B SIFESEIRE oplog ZEIA/N.

BRTE - LPIEER (Rehnz] B8 (oploghfaE] infEiatr , WS EMEBA. EFFBBREIERTS , ZfstmEv)\ , oplog #
BEERINLEA,

B
BEMLEEEE  BEN S idE.
BMELER

1. &R =#ER MongoBD =6 |, TEEAIFIRT , BESLAIZENLEIEERRE.

2. i5%8% (BipSE] > [EHFIR] T, AREEHOSHXMS) , BF [ERsE] .

3. EEAEE , AEREEIRER , LURERESEE, % [BLfiRn] B, RENEREBIE T — NGRS, BT EMEREDE | I
RISEBIRRBP B FIER SRS, [REOURIEAE | AXUSSERE @M, BLPIERERRTTRER48/NER , BFREEN
IR SERITA ISR, X3 TIRRTSERIERTIERLATERE |

o "BEIE" : KIGASSEBIEE IR FIRSEHIRIIETCSER | HllS56ER.
o "Ef" : BIRRISLHIE e RLA (RSEFIRM IP SEZIGRSSER) ) .
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WNESZE
IR EE
THIR ETEELA

=ITEHTHYE): 2025-02-18 16:02:00

FE
SRIETET Z S RE R AT RIRGE. WS, SHEESSIRS  KURSHFANASE  (BHELSEORKSESR ,
TR0 -

s BREIPHZALE | HEXKRS.
o BRFRFECARILIASIR | ZrERREEmZE X,

RRIRTIZE
EELiEE IS SCAARNAEEARRS AR LREE. FABR T , FIKSIREERRIRSIINFISEEREIRIIR,
It , BT ECERIE R F ISR TR ER R RSAUR.

iHEEE ( Cloud Access Management , CAM ) 2B ZESREXIEHII—E Web RS , TERTHEIAFRZ2EEEN=SRIEX
WA TERAGEIENER. B CAM |, EaILIeIE. SEMERHAF (1)  FEESHh SRR EEREIISEAFrLERNB R TS
BMEXER.

LIEER CAM BIRHE , JLASRIES — NP E—HAPXKEAER | RIS A BB EREE R RRIEEES. BX CAM
REENEZEAMER | 1580 RHIE L.

HEAFENFIRFPH TR AXERILREE | BB ET. BHSXLED RERERS A ERER D AIIRAEFNE .

BRIENI]

CAM ERIR/UZIUER—1 8% MongoDB #(F , BiE LE4EER—EiZ 1 MongoDB #(F , ERfIALISET AR TRIFIIR
iR (AILREHAER , FERMEEIUERSRR) | REEILUSSRERRMRENSY.
o ZINAFEA CAM REEREE MongoDB HiFEFZIX MongoDB ##(F , MTFESMBEMRINAFRIEARE , EREINEYE

ERS T B EER R SIRUR(E.
* MongoDB BRI ASHFHEXREMFMRE.

LEPSSES L3S

TR E AL RIGIEE

TESRIE e XIR(F MongoDB HJE{E

RSP EN TR MongoDB HE RIS
BIRFAUR MongoDB SZHFEIRARANPR

WS : BRmEmEX 5847 T FH254T



O BASTCE SRR (MongoDB )

AT M TS
R EE)
BEEFATE): 2025-02-18 16:02:00
CAM KR

{
"version":"2.0",
"statement”:

[

{

"effect":"effect”,
"action":["action"],
"resource":["resource"],
"condition”: {"key":{"value"}}
}

]

}

* K4 version : WEIN , BRIXAIHESR"2.0",
* iEf) statement : FISREA—EHSEBURMNFEMER. 1ZTTHREIE effect. action. resource, condition EENEAtTRAMRE
PPRES. —5FRIFBEENE— statement JTE.
o B effect : WIEIR , IMAFBF4ENERE R KRR BUEM". IFE allow ( 7iF ) 1 deny ( BRIEH ) FFPER.
o {E action : WA , FSREIAAIFSIBMAVIEIE. BIERTLLE API kB THEEEE (—LE45EMI AP |, LA permid BISRHEA ) .
o HR resource : WIEIN , EIANNEREIE, BREMAABRIEA , B RHNERENFBBAXE,
o HEHFM condition : IEIT , EIARISAEMRILIRE M. KMEIERIER. BIERIRIEERR. KHERTEERE. P titEE
B, BURSATFEERGHEERME,

MongoDB BJ{E

£ CAM FIEGT , HaT LM CAM FYHTRS HIESE(ESAI APL #2(E. 33F MongoDB , #&fEFLL mongodb: JEIZRAI APL,
a0 mongodb:BackupDBInstance & mongodb:CreateAccountUser, ISRIEEERMEQHIEES MY ENIHZE , BFERESHEN
BF , WA

"action":["mongodb:action1"”,"mongodb:action2"]

BB LAERBEFHEE S TUR(E. g , BRILUEERFLASIE" Describe "FLAIRTAIRE , (AR

"action":["mongodb:Describe*"]

YNSRIEEISE MongoDB HFTER(E | iBER * BERT , MFATR

"action" : ["mongodb:*"]

MongoDB HIZRERR
81 CAM RESEOHEERTECHRR. RREEN—RFUT

gcs:project_id:service_type:region:account:resource

e project id : HIATNEER , (NATFHE CAM BEiZIE , THES.

WS : BRmEmEX SB48 T F254T
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* service_type : F=ER{&FR , 40 mongodb,

* region : #FHEE , W bj.

* account : WRABENEWSEE , 40 uin/12345678,

e resource : EFFMAIEARIRIFE , 40 instance/instance_id B¢& instance/*,

fuan | fERTLAERSESER ( cmgo-awbglg0z ) FHEAIFEEE , MR :
"resource":[ "qcs:mongodb:bj:uin/12345678:instance/cmgo-aw6g1g0z"]

SRR LAER * BECAHEE R TRIEWFRIFTESEA , WA
"resource":[ "qcs:mongodb:bj:uin/12345678:instance/*"]

BEIEEMBRR , B UNFSE AP HEASHFRIRRIUR | 157 resource TR * BECA , WA
"resource": ["*"]

MREEEE—FIECTEHEES N AR , BERESKEIRT , AR AEER N RIRAIGF

"resource":["resourcel”,"resource2"]

TEEIAT MongoDB 8 FERIEIRFIIN AR REA LA, Heb , $ ARSI ARFR , project I8IIE ID , region $gib, ,
account gk ID,

&R BRI P RIRREIATTE

S]] qcs:mongodb:$region:$account:instance/$instanceld
VPC qcs:vpc:$region:$account:vpc/$vpcld

=2 qcs::cvm:$region:$account:sg/$sgld

WIS : B emEX 549 ;1 254
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authresourtype

BRITEHTAYE: 2025-02-18 16:02:00

BRI ER 255 E R L TR E B I TIRIERIAE . MongoDB EBHSTFERIRRIIR , BRI STF & RRIPRAY
MongoDB #(F , & LUzH IR RiFBFHTIRFEEAITRFERFERIR. HEEE CAM haliZNAYSIRSEEMNT

MongoDB sEfilfEx

AR PR IREA T %

gcs:mongodb:$region:instance/*
gcs:mongodb:$region:$accountiinstanceld/$instanceld

TERENALRHFTRIRRRE MongoDB APLHE(E , LIREMNRIESIIRIR. ISERRBEMER , SRILIEREDER * @i

¥

RPRFIBHIZEER APl IB(F |, BIRTZZEUERE APl IBEASTHFRIREIR, SHRIRSHFRIRRRAIZEGERE APL2(E | &
R LR R TR ERUR | (ERBEONEIRTROUEEN *.

MongoDB {3

API i5{F

BackupDBInstance

CreateAccountUser

CreateDBInstance

CreateDBInstanceHour

DeleteAccountUser

DescribeAccountUsers

DescribeBackupAccess

DescribeBackupRules

DescribeClientConnections

DescribeDBBackups

DescribeDBInstances

WRFRE - BRmERMEX

AR

qcs:
qcs:

qcs:
qcs:

gcs:
qcs:

qcs:
qcs:

qcs::
qcs:

qcs:
qcs:

qcs:
qcs:

qcs:
qcs:

qcs:
qcs:

qcs:
qcs:

qcs:
qcs:

:mongodb:$region:$account:instanceld/*
:mongodb:$region:$account:instanceld/$instanceld

mongodb:$region:$account:instanceld/*

:mongodb:$region:$account:instanceld/$instanceld

mongodb:$region:$account:instanceld/*

:mongodb:$region:$account:instanceld/$instanceld

mongodb:$region:$account:instanceld/*

:mongodb:$region:$accountinstanceld/$instanceld

mongodb:$region:$accountiinstanceld/*

:mongodb:$region:$accountinstanceld/$instanceld

mongodb:$region:$account:instanceld/*
mongodb:$region:$accountinstanceld/$instanceld

mongodb:$region:$account:instanceld/*
mongodb:$region:$account:instanceld/$instanceld

:mongodb:$region:$account.instanceld/*

mongodb:$region:$accountinstanceld/$instanceld

:mongodb:$region:$account:instanceld/*

mongodb:$region:$account:instanceld/$instanceld

:mongodb:$region:$account.instanceld/*

mongodb:$region:$accountinstanceld/$instanceld

:mongodb:$region:$account:instanceld/*

mongodb:$region:$account:instanceld/$instanceld

5550 T #£254

NH4EWERE (MongoDB)



O BASTCE

API #2{E

DescribelnstanceDB
DescribelnstanceTaskInfo
DescribeSlowLog
DescribeSlowLogPattern
DescribeSpecInfo
Exchangelnstance
IsolateDBInstance
ModifyDBInstanceSpec
OfflinelsolatedDBInstance
RemoveClonelnstance
Renamelnstance
Renewlnstance
ResizeOplog
RestartInstance
RestoreDBInstance
SetAccountUserPrivilege
SetAutoRenew

SetBackupRules

WS : BRmEmEX

BRI

qcs:
qcs:

qcs:
qcs:

qcs:
qcs::

qcs:
qcs:

qes:
qcs:

qcs:
qcs:

qcs:
qcs::

gcs:
qcs:

qcs:
qcs:

qcs:
gcs:

qcs:
qcs:

qcs:
qcs:

qcs:
qcs:

qcs:
qcs:

qcs:
qcs:

qcs:
qcs::

qcs:
qcs:

qcs:
qcs:

:mongodb:$region:$accountinstanceld/*
:mongodb:$region:$accountinstanceld/$instanceld

mongodb:$region:$account:instanceld/*
mongodb:$region:$accountinstanceld/$instanceld

:mongodb:$region:$accountiinstanceld/*

mongodb:$region:$accountiinstanceld/$instanceld

mongodb:$region:$account:instanceld/*
mongodb:$region:$accountinstanceld/$instanceld

mongodb:$region:$account:instanceld/*

:mongodb:$region:$account:instanceld/$instanceld

mongodb:$region:$account:instanceld/*
mongodb:$region:$accountinstanceld/$instanceld

:mongodb:$region:$account:instanceld/*

mongodb:$region:$account:instanceld/$instanceld

mongodb:$region:$account:instanceld/*

:mongodb:$region:$account:instanceld/$instanceld

mongodb:$region:$account:instanceld/*
mongodb:$region:$account:instanceld/$instanceld

:mongodb:$region:$account:instanceld/*

mongodb:$region:$account:instanceld/$instanceld

mongodb:$region:$account:instanceld/*
mongodb:$region:$accountinstanceld/$instanceld

mongodb:$region:$accountiinstanceld/*

:mongodb:$region:$accountinstanceld/$instanceld

:mongodb:$region:$account.instanceld/*

mongodb:$region:$accountinstanceld/$instanceld

mongodb:$region:$account:instanceld/*
mongodb:$region:$account:instanceld/$instanceld

mongodb:$region:$account:instanceld/*

:mongodb:$region:$accountinstanceld/$instanceld

mongodb:$region:$account:instanceld/*
mongodb:$region:$account:instanceld/$instanceld

:mongodb:$region:$account:instanceld/*

mongodb:$region:$accountinstanceld/$instanceld

mongodb:$region:$account:instanceld/*

:mongodb:$region:$account:instanceld/$instanceld
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API #2{E

SetInstanceFormal
SetInstanceMaintenance
SetPassword
SetReadOnlyToNormal
TerminateDBInstance
TerminateDBInstanceHour
UpgradeDBInstance

UpgradeDBInstanceHour

WS : BRmEmEX

BRI

qcs:
qcs:

qcs:
qcs:

qcs:
qcs::

qcs:
qcs:

qes:
qcs:

qcs:
qcs:

qcs:
qcs::

gcs:
qcs:

:mongodb:$region:$accountinstanceld/*
:mongodb:$region:$accountinstanceld/$instanceld

mongodb:$region:$account:instanceld/*
mongodb:$region:$accountinstanceld/$instanceld

:mongodb:$region:$accountiinstanceld/*

mongodb:$region:$accountiinstanceld/$instanceld

mongodb:$region:$account:instanceld/*
mongodb:$region:$accountinstanceld/$instanceld

mongodb:$region:$account:instanceld/*

:mongodb:$region:$account:instanceld/$instanceld

mongodb:$region:$account:instanceld/*
mongodb:$region:$accountinstanceld/$instanceld

:mongodb:$region:$account:instanceld/*

mongodb:$region:$account:instanceld/$instanceld

mongodb:$region:$account:instanceld/*

:mongodb:$region:$account:instanceld/$instanceld
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EETY

BRITEHTAYE: 2025-02-18 16:02:00

BIEm=

RIESBEREXLHEERENT , BIZEYERE MongoDB ZHIaHTEEIRME.

BIFLE

NH4EWERE (MongoDB)

1. &% MongoDB &5 , EEfFIzR , BELAIZERE TN (EZ] > [EE] , EASERE.

2. EpIEER , i (HEREEE] > (KRSEE] I, £ #F78RE (EXEn] .
3. ERHAIHEE , MAFERHES  BE (FA] BIE.
o HIERFEISEINERER  RIKERAEE3MNA.

o HIRFETIAMEEES-161FFF , AIHIA [A-Za-z0-9'@#%"*()] SEEIRRIFHT , A8

WRFRE - BRmERMEX

ENBE—HFEEET.
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Wik

ZHUERE MongoDB BRI ERBE ISR | I EENRERUT

AEES R SRy
V247N
JE24/NeF

VT 24/ )NB
VT24/)N8F
E7R

1E7R

E7R

ST RISEAISREY

TR MongoDB SZiFESLA. RIESLBIRIRESLBIAY

R

BT XEENZEIERE MongoDB SLHRALIT ISE5HE |

Bt E
BAIEK
EEUEK
EFIEK
BB

count iFK
Aggregates &K
SEFERE
SENEENES

HEIRERN
inserts
reads
updates
deletes
counts
aggregates
conn

connper

WS : BRmEmEX

ASEESEE
053%Hh - 15%h
095%F - 59%f
O/NBT -1/)\a
0X -1k
0X - 22K
2K -7TX

7X - 30X

By

D™ ™ D R R

>

15tes
miT ,

R
S

mom oM oM oM oom m

B

USRI
154
15
154
15
15
15

15

FREA AR A SR,

EtmiER
EETESENEYNER -
LRIERRFANERGERE
EENESENEE R
LRISERAIMIBRIEREL
EENES ISR
LRIERRFIRGIERE

fREARHS

31Xk

31X

31K

31X

31X

31X

31X

SRFDIEIREY | fERUSSET proxy IEIRTIERZER

EEIE SIS OS] SIS Sl =123 41]]
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=i B BTN & BAfg HE iEtnnEA

BEMFRR diskusage % £ SHEASr O REMEES SRR B
QPS aps R £EF SRR, 85 CRUD #&(F

10=# - 502} 10ms /N £BE HTHEEL0OEMTIS0=M Z EATIERE
50%F) - 100=F) 50ms P/ SEF PTHEESOZERFN100=R Z [ERNIEREL
1007 100ms /N £EB PTHERBE 100=AGERE

Bt timeouts P/ f=5:c3 BTETERBRTASIE R &L

FMNFER slavedelay 0 St I MFEIRATE

oplog FflElZE oplogreservedtime /NBF £ oplog IERFHREKIEFAEIXIZ(EREE
CPU {§E=% cpuusage % TR LIS EAY CPU R

NIFEER memusage % e HET RNAEERR

ar ar ™ TR FHRERMENEFRAIHKE

qw qw » TR SEEERENEFIRINIHKE

R conn 0 TR 28I mongod T3 RAYEREE

netin netin MB/s TR NIGRE

netout netout MB/s TR HibRE
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BE K imizsk e

BRUTEHTAYE: 2025-02-18 16:02:00

B3R MongoDB =I5 |, fEEAIFIZR , BELAISHEAEERE , #EALFIFERIMARGE R EEFMAER.
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Ex{ESLH
73 h SRR E R IEL
ERITEHHYE): 2025-02-18 16:02:00

7 R B3 MongoDB WA #IURA |, 1HRRIAS | H R EESIEEIYENSHERARS A+, MUKIEER TEMNEENEIESE L
IR, EEENENSBEIRRS F  LERREIASMREHRIMAINERR , B RSN EINSESR , ANERNAFERABIaSHMEX
MongoDB 73 & AT AN RN,

R ERFRN

— MongoDB 3 R &R T ="MEHFR . B—FH] :

* shard : 8BNS FEBAEIEN—D F&E | BNMD REHBNEIRE,
* mongos : ZEEHIEHES , RHE RN AERS AR ZEEO,
* config servers : ECEIRSFEEAESEFIITEUEIIACE | BFESIRIAIEEX,

95 FE&EE¥ sharding F5z0 R 4RER/ T

MongoDB 73 FEEEHRM = Sharding ( #UEDTE ) B , DBIAETEBE. &ETF Hash, ETF zone/tag. AEAY Sharding FH=\{FEH
FRKSE |, BEITHREFEARRERIEA,

o ETEEMD o TEEIRERT  SHRRT. 5% BRSNS, FERA.
o BT Hash (ii%5 : $UESHIYS , GHRRY  ERTHS. MENESSHATR., 5%  CEEIRERR.
o BT zone/tag EHIEESE—LRANXS , IETE, HEHRE , ZUETUETRERMRS. K%  ZESIHTRAGHE.

73 R AR

DRAERETNE—FR , AR TREER , DREEFTEN , BYRERS|. EESENREX sharding EHRERA , £
ZETUTHUMER :

o EEEH BVEESGENRTREX , MRANEHNRSE  RASREER  BMARNESHEFHEIR |, EESUEIES | RS
K, SEUKE ENBoRSIEERE. M9  SRERN—EY , SEERSREL001 , BEHIEENZ , B—MED RIS,
SE7 chunck BOEEEH chuncksize BB , 51#E jumbo chunk , NTIEZER , SEEUESHAIS | MBS,

o HEST BUESHEINVERENS PRI ESERELRNIEEIEEX , BHE LEEIESHAYS | MASRIRYERE,

o EffFO R mANENE LS R | FRS FEHTREEENR , mongos AILAEREEMNEIERS . BN mongos BEEERNAE
MBS R . BEFBLALRE],

o BRPRERESBR FHIEBIER sharding key , BIEXHE) , BEARET , SHRE—RIOSIEEFEEX , MRETE
IR,

Gt WERAENEERULANRY  ROUEHREESHIRM | 8K MoveChuncks XMRERIFNE , NTIERISRILAIIEREMIE.
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5 FEEE¥ balance NMEBRIBEFXSE

E— 9 HEREARES , MongoDB £1B#ES I chunks , [FABHE balancer $a35 chunk B9 , TI9EEA shard server B9tazg ,

B chunk B8&—EB0EEE | chunk BIF-ENTFRESSE balance AIF=4E.

PRGEHNANAA chunk , chunk size ERIA{E64MB,

chunck ITERTSIERER NS MAE TR , A EEBHELELS balance SEEIEOSEE balance ShVESIEERRISZNE , tBATLUEE

S 3EXF balance,

TEMEEE balance fIBXAS | ERLIESTAIRNIT | 15 252 T BRERFA IR,

o &ZE mongo EHEEFFFT balance

mongos> sh.getBalancerState()
true

WENEISHIT sh.status() Z2F balance K7,

- HERSIEERENENIR

mongos> sh.isBalancerRunning()
false

o iZHE balance B

o (&3 balance BOMIATIAE :

db.settings.update(

{ _id: "balancer" },

{ $set: { activeWindow : { start : "<start-time>", stop : "<stop-time>"}}},
{ upsert: true }

)

o k& balance &0 :

use config
db.settings.update({ _id : "balancer" }, { $unset : { activeWindow : true } })

o XA balance

o XA balance BUEITRILATE(REEYE , EFBREETBH chunk , 4155%F balance , AIHIYT IS :

sh.stopBalancer()
sh.getBalancerState()

WS : BRmEmEX
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o {21k balace f7 , EEREBIBHEIEEIT , AIHUT &< :

use config

while( sh.isBalancerRunning() ) {
print("waiting...");

sleep(1000);

}

¢ ¥TFF balance
o YIREBEERETIRITFF balance , THITTFHIGS :

sh.setBalancerState(true)

o HIRFIARAASZEF sh.startBalancer() Bt , AIH4T F5Ia<REFFIFF balance :

use config
db.settings.update( { _id: "balancer" }, { $set : { stopped: false } } , { upsert: true })

o £419 balance
o XKAFEANESR balance :

sh.disableBalancing("students.grades")

o FIFEAESH balance :

sh.enableBalancing("students.grades”)

o BEENESGREERFT balance :

db.getSiblingDB("config").collections.findOne({_id : "students.grades"}).noBalance

WS : BRmEmEX
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MongoDBMYELHTES 3l

BRITEHAYE: 2025-02-18 16:

02:00

MiLEUERE ( MongoDB

)

A3ZLA Python RABRAIKIET MongoDB 73 RESEFRIEIEEAIEEIRME. BTEEtlati@s RERsh) , SEsemefs , kS

F RS
MRS
#!/usr/bin/python

import pymongo
import random

mongodbUri = 'mongodb://mongouser:1234567a@10.66.153.111:27017/admin’

client = pymongo.MongoClient(mongodbUri)

db = client.test

if 'num’ in db.collection_names():

db.drop_collection('num’)

#create database and shardkey,shardkey is name

db_admin=client.admin

db_admin.command('enableSharding’, 'test’)

db_admin.command('shardCollection’, ‘test.num’, key = {'name’:1})

#insert data

print 'insert docs'
db.num.insert_one({'id":1, '
db.num.insert_one({'id":2, '
db.num.insert_one({'id":3,
db.num.insert_one({'id":4,
print 'list all docs'

name
name
name
name

for i in db.num.find(): print i

#insert update doc

"'R9', 'des':"pretty'})
"'BOY', 'des":'handsome'})
"'cat’, 'des':'nice'})

"'dog’, 'des":'clever'})

print 'update R9 and delete BOY"

db.num.update_one({"name":"R9"},{"$set":{"des":"good"}})

db.num.delete_one({"name":"BOY"})
db.num.update_one({"id":3}, {"$set":{"des":"kind"}})

print 'print R9'

foriin db.num.find({"name":"R9"}): print i

print 'list all docs'

for i in db.num.find(): print i

EITER
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= =

BIFEFATE: 2025-02-18 16:02:00

local #IRREFEFMEEIAENESSE. oplog Z7THUE ; admin #IEENEEFMEAF. AESEE. ATIHLEEUEERL. SKH
SWMSKE | =HIEE MongoDB £ 114 local #0 admin #3EES AL,

£ CVM 5] MongoDB 2#tfY shell EFimEZ=EIRE MongoDB I TEIRSANSY | BERERRHIRAR MongoDB ZH
mEM , BTSN R0,

AN
SHENGS
MongoDB 5 1afit TRRESIES ASHTE -

* mongodump ] mongorestore

* mongoexport 1 mongoimport

mongodump 1 mongorestore

HITEESHENR , BEFEA mongodump F1 mongorestore , IX—XIEEIEIEHIEUER BSON &z , #17K&E dump 0 restore F

WER .
¢ mongodump SHHBSUT :

mongodump --host 10.66.187.127:27017 -u mongouser -p thepasswordAl --authenticationDatabase=admin --db=test
db -o /data/dump_testdb

lrimongodumpi /e

* mongorestore SAGSUT :

mongorestore --host 10.66.187.127:27017 -u mongouser -p thepasswordAl --authenticationDatabase=admin --dir=/d
ata/dump_testdb

lr-mongorestore A& E

mongoexport 1 mongoimport
HITRENESSHENR , BEFER mongoexport 1 mongoimport , X—XESERIEHIEIREE JSON & , TS,
* mongoexport SHHSUTF :

mongoexport --host 10.66.187.127:27017 -u mongouser -p thepasswordAl --authenticationDatabase=admin --db=tes
tdb --collection=testcollection -o /data/export_testdb_testcollection.json

BHMEERLUNLE -f SEISERENTE | -q 28— N ER&ERREESHIIEUE.
* mongoimport SNBSS :

mongoimport --host 10.66.187.127:27017 -u mongouser -p thepasswordAl --authenticationDatabase=admin --db=tes
tdb --collection=testcollection2 --file=/data/export_testdb_testcollection.json
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ZIMAIE S TURISER A

£ i) PR |, =EUERE MongoDB BRARM T “rwuser” F] “mongouser” FIANAFE RIS “MONGODB-CR” ]
"SCRAM-SHA-1" FFRAIES T,

* XFF “mongouser” LIREEHIGEIRIMEHER , ERSHSAGSIER | iRIE L SORGIRIERNET,
o YJF “rwuser” , EEEF M HSEINASEL “--authenticationMechanism=MONGODB-CR",

mongodump 74 :

mongodump --host 10.66.187.127:27017 -u rwuser -p thepasswordAl --authenticationDatabase=admin --authentication
Mechanism=MONGODB-CR --db=testdb -o /data/dump_testdb
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&38R
3.6hRA AR <L STHFIBIT
ERITEHHYE): 2025-02-18 16:02:00

MongoDB B/ #<iES N BMI1E,

BH=ERMEXEIERE MongoDB 3.6 MRAARSHHIGSU RN

Sharding Commands

Query and Write Operation Commands

Role Management Commands

Replication Commands

Administration Commands

WS : BRmEmEX

N15EERE (MongoDB )

RHHE <

addShard

removeShard
getPrevError
dropAllRolesFromDatabase
replSetAbortPrimaryCatchUp
replSetFreeze
replSetGetConfig
replSetGetStatus
replSetlnitiate
replSetMaintenance
replSetReconfig
replSetResizeOplog
replSetStepDown
replSetSyncFrom

resync

cloneCollection
cloneCollection
cloneCollectionAsCapped
compact

connPoolSync

logRotate

setParameter

shutdown
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Diagnostic Commands

System Events Auditing Commands

WS : BRmEmEX

availableQueryOptions
dbHash
getCmdLineOpts
getLog
shardConnPoolStats

logApplicationMessage
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F iz
3.6 R4

RITEFHHYE): 2025-02-18 16:02:00

ARSI

MongoDB 3.6hRALAINRRE drop —4 Database ZA8IE—MERIEFHY Database , IEEa#E drop i%Database BfAJgeRsE
‘database does not exist’ , BRI TERR :

73 3
ﬁ#lji"'jj‘lz_.f
ZABE— PN HEMEE, BINZEAEREZ mongos AIEERBEHE metadata cache, ERBESEEGH, WTEFR

RRINEET | EEER—H

1. /8 mongos , IZIEERTLATEEHI 81T,
2. BFE4T flushRouterConfig < , PIBH#ELHAR,
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CPUER=ERRHIE

I EEFAYE): 2025-02-18 16:02:00

FAF#ERA MongoDB BRI CPU %S , SJLANLI TN ERHFERIR.

1 BAEREREUSEEERENRELIEEE, BEERFSRRER  BRITENR : HS5S QPS s | BiHEEaRESt
RLBIFE, HWSS QPS HAR , N EEHERTEEIEEN.

2. &EYH mongod EEIREEHDE. i&%iE : command, COLLSCAN. IXSCAN, keysExamined, docsExamined &&=,

c BRE  FERRTAEER , thENIRE.
e command {518 HEFICRAURE.
* COLLSCAN FizEf#H{T 72K , ISSCAN RFRHIT 7R [, BEZHNFREAESE MongoDB BN,
o keysExamined fXZRZES 195 H , docsExamined RIS E. keysExamined # docsExamined AR REEZRS 5L
ERINXDEARS. BWARSIHEIEFER. EZRIAERAIBESE MongoDB EX

WS : BRmEmEX 5566 T 25411



O BASTCE STHSIEEE (MongoDB )

[EEIIRRAFE
BRUTEHTAYE: 2025-02-18 16:02:00

{&1EfER MongoDB RYRILIERIEIRIAR LAY , AHRIRAI PSR THIE ¢
1. BEELFREREREEIENETRE. NELAINEEEE  ATENR | SR ErEERIGNENEREAENEEEAE

SREIZEFIGAIATE., EEKEERS  WEEE mongod LEREEERE.

SELEEINT : 2. B5FYH mongod FERBIEHRE. B%E : command, COLLSCAN, IXSCAN, keysExamined. docsExamined
E£XEr , EENATRBIES%E MongoDB BN, EIEMXEFIT :

* command {5HIEAEHICRAFERIE.

* COLLSCAN {FRiZE {7 7 2R3 , ISSCAN FR#T TR 1. ESHFRIBARIFESE MongoDB B,

¢ keysExamined {{ZRZR3 1345 H , docsExamined (R R4S H. keysExamined #1 docsExamined #MARKIREEERS 5H
FEINXDERS. BEHARSIRIEEFR.

3. ERAREERIERRE SHIEREIE. MRWSEAMAERS IFHER , BALRESE LSS T TRIESEER5 IR,
LH—NESBERS IINEIAL N ARIETS ( background SETHIES false ) . ZIREBEEBEMAIFFEIRIE . BRIRIETRES|E!
2., BMRXBEEHANERS| , WEEIEZRS|HAE , MongoDB KIAFTLIEEREIEEERERS N , BEERSIAREERM
19, BIEEANERS e SHERs CEEE K, BARCIERS M%IiES% MongoDB B/,

AT currentOp S REBLRIERS INHE , BFRIGIUT :

db.currentOp(

{

$or: [

{ op: "command", "query.createlndexes": { $exists: true } },
{ op: "insert”, ns: /\.system\.indexes\b/ }

]

}

)

RERITERR , msg FERAKRT HRIERS AIHE | locks FRAVRIZIFEIIMEEE , EEZHHREIES®E MongoDB BN,

4. 10ERE mongos AFIEE., EEEERTEERIFNENEREIXRNEEELETREIZFiRRIEE , ZEMIA mongod EigHE
1BI(F , (BIEKAIERS , TEER mongos REITE SR, i mongos EENREESH , N SEREE I ASEETES
. mongos fEITE | & | 210 FREIEEEL DB AsERIER, mongos fEiE. ATATLAHIT mongos E/F. E/F mongos
BILATESE I BT, BRILABTT

'&/F mongos SSHLAIFMERIEEESEFN—BHEFYT , WSEEHTEERT , NMEERFEEeml ShIeTEE,
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eSS Il
BT FAYE: 2025-02-18 16:02:00

&1E(EA MongoDB KT FEEBNMSSERAE , TEMEIUSEIIHIEER.

ERERRS
BRI R | AT SRR,

1. A SR SR T EREL,
MongoDB RIRRSSIEELZ B MEIEREH —NEIRAIZAR ( one-thread-per-connection ) SR4ME |, HRILEREINSHET | B SR
BLSH F T XUHEFHETX , BRAEFEBRR LK, SREREEDERIISNSRARIRmMELE. Bt , ZREISSAIREREE
R EATEEEERY |, S EMERED. FrY, MongoDB &/MNESHI Driver EAESITE— TS , MiZ/EFERHE—
LRINSG , AREEEINEKPERZEBNERAXIFKALH]. Driver INSBBANERS AN , B LAEISENSRAHER
maxPoolSize FEIREIZ BERE A/,

2 MREBERETEE , BRBVSEEERKFE.

o FIANSEREAHEE  NIBEERESEEIAEERE,
o BNERAHIEEMRE  AAAX (VM LA EEENESRE.
o BFAISEREABEIRAIERK.

3. FERARIEENSEEER S A.

o EASERE  BRERSIZEERE  fINZEEHNERS BRI,
o BREIEEE  BMELNELEAEEEN. EERNSHER—ELARER , Bt SETESANERE,

BEXE : command, COLLSCAN, IXSCAN. keysExamined. docsExamined Z&x#2¥ , EZRHTNIBES%E MongoDB BN ,
REERIREFOT

1. command 518 AEPICRANR(E.
2. COLLSCAN fkiz&Eiai#{7 7 £k , IKSSCAN RFHT T RS 13, ESHFRIEAIESE MongoDB EN,
3. keysExamined RS #1315 H , docsExamined (AR5 HE. keysExamined 1 docsExamined AR SBEEZRS [FE
R |NXDEAE. BRARSINCEFER.
iv. BRI\ ESERISERS I SEUEREUE
BV SERRARS IHEER , BHANRIEAELSEICH R T TRIEERERS BIF. BA— M EE80IERs INKIAAXRIE
I ( background IEIAYEN false ) . ZIRIEGIEEEMNFAIEIRGE  BEIRISTRESICIE. BNRRAGEHRAERS| , WE
BIi2Z3 54| , MongoDB {KIHFTLAEERMRMHESRIERS |, BEREERS I FRAEERNN , NEEARERS ITREESHES)
ERtEERK, BAGIEERS IIEIES%E MongoDB BN,
BB currentOp S REELRIEZRS IRNHE , BFRIGIUT ¢

db.currentOp(

{

$or: [

{ op: "command", "query.createlndexes": { $exists: true } },
{ op: "insert", ns: /\.system\.indexes\b/ }
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]
}
)

REINTEFRR , msg FERAGKRT HREERSIAGEE | locks FRARIZIREAISERE , BLHR0RBIES%E MongoDB B,

5. HMESLHIRCERAHRBI S ER
BRI EREEIEYXDESNRS I ZEMNEHIE R FRWSAIEREREMARS | TR fREEEEREHE S5 IhR
FESH. I, FEGREESWSER  REIEE. QPS M TPS FERKIHELIrRE RIS EFRIEFEF R,

EEE
SRR T ERES | BEE TSRS,

1. FRALBIEEFERARERIATII00%, BF B SSMEX MongoDB 54|48 , EERHaMEEsFIEEFRARSEER , TE
Fs -

ELBIEZERFRI00% , FHFEEBISEEERE  B—HTEEARBERIIBIEEHEER mongos RIRERIE.

! IR mongos 2 SHEEAIFTERNEEREERRI—BHRTET , WWSEEHTEIER , AMEEFEm ST, EERRS
ERENRIE NN SEEEERE100% , WiRASHIFAEAERENER  FETERRINZR. TR SERAES
SAREERNRE |, JSEERERESRIENAIES X,

2 WNBFRESEEERER. FHRMAFSMENER  EE  FREEHeEN. BEN (KEEEE] > (KSEE] | Bk
TERf7

3. #5A Mongoshell fR7, F{RELINALTLD , i5%%E Mongo Shell 3.0 LA LARZA, RELSEESE 57571,

4. FHAANIEEE 2B 1ER.

FEEREHGRIERNAFEIAERESA admin , EEBAFRERMNEESIEINEES admin, BisS{TEI2IAF |, B0 test
e TP ERRISEANAIEED test,
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~ls T NS E
7 I AR
abit =18
DIREAFIEIa)RT
BT EHTETE): 2025-02-18 16:02:00
IMARRERSLFIRME A ?
EHB=MongoDBf* i , EMEMEL TH/EREBATIIR. NRFTEERT  BHRAFAEERINETIREL
MongoDB 2&5ZFMNIIE ?
BASE  BPOAINNER  FEEREENE , WX CVM | BERRAS N TIEE.
MongoDB B&SFFTERIIE ?
ETZR2/RE , MongoDB A FHFEEBHIA.
YMERZEMEE dump ?
£ mongodump BIS#+iE readPreference=secondaryPreferred,
=HAREE MongoDB B &SRR Secondary 55 ?
EEIEES-ZER
ZYEERF MongoDB 5EH& MongoDB IR BIRHA ?
FANEBIBFEN - miis .

oplog X/NES , BERSHRIEE ?
oplog K/NERARLHISEM10% , FAFEEEHEREER/) , S/NHLHSEMN10% , BAALHISEMI0%, oplogEAsTiFiss
s, SEMHIEFEHESE—RY .

BN EFRREBES oplog ?
HTF oplog 77 MongoDB H3RENER , Frl S GFELHIRNMEEE | BAZE10%.

SR T ERLL A AR ?

HRIRFFIY RoleDBAdminAny#{IRoleReadWriteAny FIMEEAIIER , ERIAFFY root BUR , RESESHT—EAUR , LIRFHRES
RS AR EIEEH S TR B R LASASRAYEMA.

BREFASRIARII00%2REHA?

IERSSEAMEAETHEERE | RS T AT BAEEE | REEMISRE , SIHBAEREIERBWKA. BRIXKEESWS K RILAIE
BiER  SREERAE—EREREEST &.

MongoDB RISZERPTF S AR ?
MongoDB RA—MRRIESREHEA BINFRIEER , LIREIEE  BNESN 550,

MongoDB B RiZiFHpLS & ?
BRIz WiredTiger3 |2,

MongoDB R 54 ?
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EEIEZ S 2N

73tt4 MongoDB MR/ BEMEE R ?
PR T ESEMN db SRS EAbiER FHRREUE MongoDB FHASEIEAL.  WiredTiger 3| BM=sAmBISRIBSI B77 301,
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Z\ =11
9 EREF AR
BRUTEHTAYE: 2025-02-18 16:02:00

MongoDB B&E3Z: 9 A (sharding ) ?

XFF FEEN flES R

+42 MongoDB 4348 ?

Z=#IERE MongoDB BRIBESTH: 55 R IEg.

° DRERBHIERBRESHEHEESSMIENL | WENY Ese , IEEIEMRT TB 5 PB RAVEIEFHIZE.

* P RERGFLAIRANSHIIERSRRIESES TR, 80N FRXRAZTREMNERAWE |, RIERS =,

o ILUERBR=E/MERX MongoDB 5 R ERESMIEESEN N FHEREL.

W{AIEIEE MongoDB 43 K EER¥ ?

TR MongoDB WIsET |, fE"SLRIREY 158 (D R&EF] | IRE\EES RIS, FRTRE, URTRIE. 8 M98
BIALE , FAZTREHER , RIERSSYTH.

HHTESi) MongoDB 4> HEEBEER ?

£ =56 PRLAEES RERELAIRNEAER 5 RRMERK , AT RATHISHIEERESE | R alLAEESIE EHTSIfIRY 402558
H LR 7B S8E.

MongoDB %3 R 5B &5 E ML ?

BRIFSHRSAMETRETR—T & EAFBERIT RGN T &, & =6l IAFIRREE (RERE] | SEFEET 3
NEENSE.

MongoDB H{AISCHRSS Fr EERESLflkstEs ?

=EIEE MongoDB 73 R SERFSLR M= MEERIIRIEIER | SR TN SR ISR IR,

o IR
s RH#EE
° TRYEE

REURFEK , REMA  RBFZIUEARREE I (Renix] REE.

MongoDB i R ERIg R4 ?

o ¢# hash key B9 B,
o STRFEKEFERRY shard key,
o SHEELBITABHIEESWIRERSF |, BNERD FREUERR SRR ARSI T,

MongoDB % RiAENHIRMH4 ?
MongoDB 5223 A %1% SCRAM-SHA-1 1 MONGODB-CR FEfbl4l,

MongoDB %3 R 88 S SRHEMR ?

B2 N 1 &R S SFER.
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= =1E

SN EPSIRET

BT EEFTAYE: 2025-02-18 16:02:00

MongoDB JTEELAIFE ?

ELpFIE  PELpIETLSN SR SR

WN{aT%518 MongoDB 3L ?
ZEUERE MongoDB 12 ZFMES &R, , W Shell, PHP , Node,js , Java , Python, ERESRARESN R0 ERNA ,

MongoDB HIAHESEHINEIEERR B SEHEREEE XS ?
FHRELHIHIE AT RN EEATIAIEREE | A EflsrE—RTIE | TFHEsEMEENAREE , K+HEAR.
MongoDB SlEsLAIRTRE ?

FIEY WSETT IR R AR | B (SZBWSE] Ugesefl.

WEEIRE 2 MongoDB B4 ECRERIsLH ?
B EHEIBRISES , a7£%4E0 DescribeMongoDBInstances EARIAESLHIFIER.

MongoDB SLAIRERSNIER S ? RESRFFAHRIER ?
SEOIREREARISLONUREAESE | FAFECIR/ MSESCAI A EEEE SR UBT RS AR BN A S,

MongoDB {fTEELAIRNEES ?
EH=MongoDB*fa , EARFHEAEERIEEN.

MongoDB EifjrT SIEEAISLAIRIE?
BILAEIT DescribeMongoDBProduct £ EIRIA] GIFERAISCAIRIAE .
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(A A

BRITEHTAYE: 2025-02-18 16:02:00

MongoDB & HEa& K IF A& UaReE ?
=EHERE MongoDB SHFRMIEN A, —MEBHBEMED  —MEFNEMN. SHEWEIAMRETX,

o BahED TOEHREEXR—RNBEEN , BULEBAESMEX MongoDB =& SLAFERN (E5%EH] +&E.
o FRIED ELOIEERN (ESEH] b BEALAN [(FaiEhn] | BRMEPRASHIET | XA TRFIED.

[EIRIEEEAT T ERRME | REEATLABRE TIER ?
TR, BIREREHXHEETBERTRINELS , TEBERHTERS , AP GRS RIS SHIA.

MongoDB EHSRIBFEEURFAA ?

ERERETRIN—XEEEHNEZ +oplog HTHY , EHRERIRHEEBURATEI oplog HE. MREEHFMHAIAERIEEEREAIATER
A, HEBRKIAEHTT oplog AIEIK.

MongoDB ESHYZIEMERHAER ?

RIERIEERENII SR A — D EFRISSENETT | 1ZSLFSIREEGITT R ANRERR. BIASIGRISLHIRE2RAIEER | 1B RATEL
#.

MongoDB WaISEREIASESEFIRIF D ER ?

BIA 305 B s SL IR IR R R R BRI S (D FO B,

o #&ip E EHE LOFERES (FogK] | SESHSERIUHTENSENIRE.

o B EERRMEIRET , FERMAFTENEINALE , BRSOSSHRNESRBER , EHRRREEEFEMAES ( KIHEIF oplog
SRS ) 2R ERETER. MRREREIFMOBHIIT IR FED .

MongoDB fA5eAkss SR SLAIRI D EIR ?

2 R &R B RIS LR BRI E AR,

o #&f 7 =66 IOFERRE (FaEm] | SESEH SERRHTENERHIRE.

e [E# LAY oplog [AINEIEES ( Capped Collection) , HEATEMTRE , BEANTENSBERAIRAILENTER. HTE
% oplog TEAREZSHEDIRERY , BIRBLSIFESIERE oplog EIA/N. BWSEN. MERIEFFIRERER , BT
LEPRRE DI EIRZER) oplog #7E , AILAREERENEIR. MAEDIIERZIER oplog TERESR , FIRELERIESIERE
AIRTTA)S.
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O BASTCE SRR (MongoDB )

IR EK AR

BRUTEHTAYE: 2025-02-18 16:02:00

MongoDB EEHTFHEARE ?

BE EERA HEBRAEE,

MongoDB HBll“Remote server has closed the connection"{E/& ?

BEEN IEETR) HBRAEER |, (NREE LEREASHINX/NEE |, aleeREZLH—MEENE |, FBEEl =&,

WiredTiger 3.2 FHEHIZRIAE , =hivds MongoDB BEFESIRE ?

FEREENEESYT , FIIRARRSISESMER , LURBFHAT fsynclock @sS 2S8R, SHREIRERFR—IIEE | AEFF
RIBER—FSEE , IEBRNSRSAR , REAMISIERETHHALL

MongoDB RAZiSEER M RAHIIRADTERF ?

KRR IRA , i PHP 5JLA%E mongo-1.6 BZLA L,

MongoDB REBENESERES ?

ZEUERE MongoDB 12t iESEEST , Bkl Shell, PHP, Node,js. Java., Python , #FE&EEN &R0,

=#IEE MongoDB WRSTRFBLIE SRS Fimit TiERE ?

=E#UEE MongoDB st B FimEEL58a MongoDB , REEE7 MongoDB MiSiSiIEFin , ~EURESIRSTE. Mg C.

C++. C#, Java. Nodejs, Python, PHP, Perl & , #5524 MongoDB B34,

#E shell ERAZEREMongoDB ?

HIBBS I Shell JEERMA,

A3 FERRERIZERE MongoDB i URI AR ?

HHEESI ISR,

F meteor SRIHELR, HKEEFRZERZMongoDB , JN{a/4bE ?
—iRskinERiEE A, URI HHEER | BeaEst.

£ PHP & , 3{li&E MongoDB BAZERR ?

MongoDB IKXzf) ( PHP B/ ) AJLABIE %R URL FEZE maxPoolSize S¥UZ4ERES. MongoDB IKzf ( PHP BRI ) &1L
1Bi¥ Mongo::setPoolSize() FiXiREiERES , 1¥IEBES M MongoPool:setSize,

MongoDB EEEPREIRE D ?
eSS EERE LR
2GB 1500
4GB 2000
6GB 2500
8GB 3500
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REAE R EIR
16GB 6000
24GB 8000
32GB 9500
64GB 16000
128GB 18000
240GB 18000
512GB 20000

T RIRER , ERE EREHNBENLOIN , FRBNTR | WTDREERR |, ERE RIS shard |, FU AR
.

FRIEE MongoDB EARME ?

MongoDB #iEFEIRSS IRHAIREEEA mongod 1518 , LLRIFAFIBREINE—NMAEIE IP |, It IP FERIEREEI—FFIZ(U mongos
—HFEREHENR. BFHIEHSIEE REE P SEANET—MOERE | SERGTFRKBEERASE |, Bz EXR
SYWEMHEIFR , ERSKERREN DRI IR ( IBSEERATATERE ) |, HRANESBIRZERE. —8KN , B
IRFISSLM— N EFEETRE | (ERBERSESHREIFHRELI. MTHRELNENEEMESKD , AP ER— R G
RiEERSIX SBN=2/ERX MongoDB RSESITA8LE152] “Remote server has closed the connection” ZZREIRER |, FrLA
FEFHHTEE , XBLE— PHP EiEH demo,

ETF PHP mongo IRRIAYEESCHL

WHIER mongoose EE=EHREE MongoDB ?
mongoose EEBIN=ERIERX MongoDB SN :

var dbUri = " mongodb:// " + user + " : " +password + " @ " +host + ":" +port + " /" + dbName;

var opts = {
auth : {
authMechanism : ' MONDODB-CR'

}
¥

var connection = mongodb.createConnection(dbUri, opts);

MongoDB 37F5MNRZERS ?

MongoDB BRIRZIHMMIER , EEREN EErl . BRERRFHEINRISE , MREEEAERE MongoDB , AILUERS
MongoDB E—ikSE—mRM FHIIRS 28 Mim D4E &SI,
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by am 4=l

BRUTEHTAYE: 2025-02-18 16:02:00

M MongoDB ¥UEERSHEEE , TiES¥ ?

mongodump FY2E+iRE --readPreference=secondaryPreferred,

MongoDB SZRFFFLHURTR ?
BRSSPSR | ZH0EE (VM BECONER. SMISORER , &SI MongoDB £iETHE.

{$5F mongodump ( EEE ) B mongoexport ( BMRS ) |, WfTHE MongoDB H¥HES B ?

FECVM hETF MongoDB $24##9 shell Z i EE=EUERE MongoDB #{THUES Y , BFEEARITRAM MongoDB ZFikE
4. MongoDB E/SFIRHETRELSIESHTE , —KRi , #TEESHAER mongodump |, IREAIEUER BSON &= , #{TKE
dump EER ; HTRNMESSHAIER mongoexport , IRERIEIER JSON 18 , AliEMRmS. 1. £ mongodump H{TEES
HED SHHSWT :

mongodump --host 10.66.187.127:27017 -u mongouser -p thepasswordAl --authenticationDatabase=admin --db=testdb
-0 /data/dump_testdb

2. 5 mongoexport HITRANMESSHED SHHGSWT:

mongoexport --host 10.66.187.127:27017 -u mongouser -p thepasswordAl --authenticationDatabase=admin --db=testd
b --collection=testcollection -o /data/export_testdb_testcollection.json

HELAILANN L -f 24UEEFTENFR | -q SHISE— I EIRERIREESHAVEUE.
3. XF rwuser fl mongouser FAFRBAESSHBSIAVSEIRER £ 1250 R HIRE , BRZEMEX MongoDB BRUARM T
rwuser 1 mongouser MBS , £8I37#F MONGODB-CR #1 SCRAM-SHA-1 FFHAIES .

* XFF mongouser LIRS CIRFTEFER | FERSH G T ERIRER EXIREIRIERIA,
o IF rwuser , EEES M SEINASE --authenticationMechanism=MONGODB-CR ,

mongodump 7fli5ieA :

mongodump --host 10.66.187.127:27017 -u rwuser -p thepasswordAl --authenticationDatabase=admin --authentication
Mechanism=MONGODB-CR --db=testdb -o /data/dump_testdb

{85F8 mongorestore ( EEE ) Bi&E mongoimport ( BENES ) |, AEBEERNAE S AT MongoDB ?

£ CVM E]F MongoDB 129 shell =i EREREHEE MongoDB HTHIESA | ImEEERSRIIRAH MongoDB EFIRE
. MongoDB ENRMETHRESIESATER , —iRR , HITEESHANER mongorestore , ##EARVEHER BSON 18z , T KE
mongorestore RS ; FHTRNMESSHATERA mongoimport , R2{ERUEEER JSON 8= , FlEtRES.

1. 5F mongorestore H{TEESAEL SAHSUT :

mongorestore --host 10.66.187.127:27017 -u mongouser -p thepasswordAl --authenticationDatabase=admin --dir=/dat
a/dump_testdb
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2. {EFmongoimportH#fTERMEESAEN SAGSUT:

mongoimport --host 10.66.187.127:27017 -u mongouser -p thepasswordAl --authenticationDatabase=admin --db=testd
b --collection=testcollection2 --file=/data/export_testdb_testcollection.json

3.5XF rwuser 1 mongouser FFBESSN\GSIHISEIA 7T EEn 0 S3UEEHEE , B =2mEX MongoDB ZRIARM T
rwuser ¥ mongouser FNEFE , 25378 MONGODB-CR #1 SCRAM-SHA-1 FFHAIES (.

* IFF mongouser LR EEFHIGEIRIFEFER | FERSAG S TERIREE EXOREIRIERIA,
o YJF rwuser , EEEF M HSEINAESEL --authenticationMechanism=MONGODB-CR,

H mongorestore 7= :

mongorestore --host 10.66.187.127:27017 -u rwuser -p thepasswordAl --authenticationDatabase=admin --authentication
Mechanism=MONGODB-CR --db=testdb -o /data/dump_testdb

FH2EHESAZI MongoDB 3LfifE , SAZEEZER MongoDB /) ?
AEEEFELLTIIANRR ¢

o JRIRAUERRATENE TIRR T K EAUEIHI TR,

* SE{FiF MongoDB T 4HREE [T AN ECRT D EC T AT SEFrEuEaI=SE.

* MRESIERR=ERENEAFA. FETRSEEMNIEFETIN=RERS | MSASIERBS T T RS EEEIRARE |
ESNEREEREFEENRE | FILERREIER/NT .

MongoDB i mongodump F5ESHEHE , AT ?
mongodump ARSI SASH , mongodump TEEIN{EF3.2.10LA AR,
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HithE Wia)Et

BRUTEHTAYE: 2025-02-18 16:02:00

MongoDB ZHGREEEAER , BIHIEFEZES BRI ?

=EHEE MongoDB SLAIFIHAE A B EHEER  BEWAHSMHENE. BUEEHazR 158 (BF] > [E£] > [IBKR
28] HUTEBIHEERIRME,

MongoDB T ERERESFEIE ?

FRERAT APLZHI , BFEEAER (VM £HE LHBERESEIE, LT2EIFEHE Secretld 1 SecretKey :

* Secretld : FBF+xR APLIERESMD.

* SecretKey : AFINIEEEFRIEBFIRS HRIRIVEE S FRIEIZEH,

APl ZiRRME R APLIERIIEZRRFEIE , - API ILURMEEBE THAMERER , ATEHNUFRS R | BEEREFNEHE
BREH , SEERERE | EREMREEEN | FERER ER/ITE.

MongoDB RIF&{ERMREIRM4 ?

SLAIAEE T rwuser 1 mongouser FIMNEAARIF. WERAFRIAEA readWriteAnyDatabase+dbAdmin , BMERTLARBFESER
iR | (EFEESGERIEIGR. MongoDB kAR , EBHELHIRE rwuser ( SIFIXRELHISHITHE , AHRZBISBKERLE) .
EBALAUER MongoDB =HIEH TIKSTINIREEIIHR SRS HEE | FI5SW [RHE,
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BRZE
EREZE
BT EFATE: 2025-02-18 16:02:00

R EBENBEITEYERE MongoDB LA THREWAMERENNT | MidSHAMMREEURIBF &%,

U5 e S

o MiALE : 2020584,
s EFImIE : =niRSSES CVM Hit&H81%32GB, &FIGIE , SEIRIEE/NET , —1N81%32GBRY CVM ENBIATEEIALEI CPU #Ti% , B
WERBLLZA CVM BIF—L , 21— CVM [ERZI100%8T , BTFE4N CVM 1R AEF2ECREN,

W TR

YCSB &gtk

Wiz SR

TEREIEA10GB |, W FE—FHIE , B YCSB 98I 0.5read/0.5update 1 0.95read/0.05update 175 Y throughput(ops/sec).
RAL(us) SESIERTRE. WAL(us) SHYSRIIE , FEXiF100F 1200 & FFHIER FRIMERESUE.

ARE

CVM % MongoDB LA RTFES0.35ms,  AFFE : Minimum = 0.30ms, Maximum = 0.44ms, Average = 0.35ms

HXp$

1. ESEIE (4910GB) ™ nohup ./ycsb-0.15.0/bin/ycsb load mongodb -s -P workloads/workloada

-p mongodb.url=mongodb://mongouser:password@10.216.0.30:27017,10.216.0.28:27017,10.216.0.5:27017/admin?w=0 -p
table=test -threads 300 -p recordcount=10000000>loadlog.txt &

2. 0.5read/0.5update

nohup ./ycsb-0.15.0/bin/ycsb run mongodb -s -P workloads/workloada -p mongodb.url=mongodb://mongouser: password
@10.216.0.30:27017,10.216.0.28:27017,10.216.0.5:27017/admin?w=0 -p table=test -p recordcount=10000000 -p
readproportion=0.5 -p updateproportion=0.5 -p insertproportion=0 -p operationcount=100000 -threads 100 >runlog.txt &

3. 0.95read/0.05update
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nohup ./ycsb-0.15.0/bin/ycsb run mongodb -s -P workloads/workloada -p mongodb.url=mongodb://mongouser: password
@10.216.0.30:27017,10.216.0.28:27017,10.216.0.5:27017/admin?w=0 -p table=test -p recordcount=10000000 -p
readproportion=0.5 -p updateproportion=0.5 -p insertproportion=0 -p operationcount=100000 -threads 100 >runlog.txt &

* -p operationcount=100000 {RIEEAHITEHEZNSER , FEFEIEHFITRIEE oA L , BRESEEFRME.

o ?2w=0 Y w R/~ write concern,

o wil (NEABAN ) BXIARIFOAEEREENRD mongod SLAIEEIREESLA , RENL.
e w0 (FENEXBAN ) FREEHAMWAL , FRLAFTZERIES ARG , EXTEAREXANERFEASENESEIESREIRE

.

B/

o w>l (BTEIASENR ) ZHERTRESATRIINE  8FEHR.

W EUE

BR&EEHTEL50:50
MongoDB #i#&
21ZAGB
21ZAGB
41%8GB
41%8GB
61%16GB
61%16GB
12#%32GB
12#%32GB
241%64GB
241%64GB
241%128GB
241%128GB
321%240GB
321%240GB
48t%512GB

48t%512GB

EEQEEHTEL95:5

threads

100

200

100

200

100

200

100

200

100

200

100

200

100

200

100

200

WRFRE - BRmERMEX

throughput(ops/sec)
3188
5510
7058
13590
8970
10041
29462
47815
107047
51046
130811
49274
154253
52148
174284

121713

RAL(us)
24091
34475
8355
14391
22132
28696
6727
4673
1826
7802
1486
8054
1254
8243
1103

3237

WAL(us)
38254
38022
19887
14983
51

10966

3681
33
27
32
27
32
1108
28

32

CPU FIF=
100%
100%
100%
100%
100%
100%
100%
100%
100%
100%
100%
100%
100%
100%
100%

100%
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MongoDB #i#&
21ZAGB
21ZAGB
41%8GB
4#%8GB
61%16GB
61%16GB
12#%32GB
12#%32GB
241%64GB
241%64GB
241%128GB
241%128GB
321%240GB
321%240GB
481%2512GB

48t%512GB

threads

100

200

100

200

100

200

100

200

100

200

100

200

100

200

100

200

WS : BRmEmEX

throughput(ops/sec)
2738
10093
14380
26459
13707
45796
115529
56751
160227
112755
159130
112993
167518
172424
173768

211986

RAL(us)
38216
20178
6864
7651
7650
4383
902
3658
668
1876
659
1936
634
1244
608

1012

N15EERE (MongoDB )
WAL(us) CPU FFBE=
178 100%
11561 100%

7631 100%
5369 100%
56 100%
3928 100%
37 100%
31 100%
29 100%
32 100%
26 100%
32 100%
28 74%

35 100%
31 50%

33 85%

82 T ##254
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ARSSZFRIMN
EAREHAIE): 2025-02-18 16:02:00

=FE¥EEEMongoDBIRSZS S &MY

LIRSAE

T EHIEEMongoDBEEFEET2REE B NINFHENoSQLAIEEMongoDBEVATIERNEHRER TR EUEFERS . 100%7%S
FEMongoDB 1Y , IERFHEAIERRELIEEITS.

ER=FEEIEEMongoDBIRIt TEMEE. 0%, ZA. EENMongoDBERIRS , 8— M LAEE L —F—NNEIFESHEZES
SNEIREND REEE , (RIET APEIESTA.

2 HIERAMY
R3S EHAR (RD A W3EAIMongoDBRYARSSERM) % & B A BRIESL ARV SR ERIIFA14999.9996%. RIAF&H 51000000 Lf!
BIFRERIS | SR RBEANEAIEEIEERRAIATREN.

3 BERIHERE AP ERREIES B IRSIREFEHREE | MRSIEEIREFE. BENR TR 2R URI D
[EHBREFRTEEEE ALEER | EREIEHRERSH TIHL.

4 FUEAIBIY

A BIREFER SRR OIS,

B.AIES D HEIR SN EIEFMEIEIED OE.

CHBBPIEEMEZMSEREE MR | RENRRERFANBERNSOE , BFRRALTEREEROMSEHOIE.
DR OEETHSAGERIPE ARKIERREE.

ERFFEHIEASRMSESSEDS  REFRES JEEFIFE. BRI THEESBETHIRFERITRSIEIES T  BFRS3I5h
EUAP T ANEEETE.

5. EEFAEE
S EBIRENXERE , RARSRTIRNEIHTMERE  BIMongoDBILFINMEFE , ZRBAMREHITHIRERER —E IR
RR#EEARTW.

6. HIERTHE M
ZPEEREINGEAEIMERT | HTFRSEAFRER INEERRZERIIEAESFRENEE | ENGMENFETEHBERT | JLA
RESUEREEXER | GEXREAMNETAT. CEARRFCR. BFERFCREFER.

7 BRSSHE At

A =ZFEEIEEMongoDBRE99.95%ANI ST A, BIRNSUIRESLAIE MRS BEFE N B8/ RS EHIAMETF99.95%., HAhllss
o] BHgE BT I P B RSB

B SSHPZAIRE IEERTES DT , N AUSATBEMTES , Aol EiEE S AR RZIR S IEFEFRIRTE |, IR
=18

8. RIS RE
T EIRHE AV BB\ 7x24/ NS ER B4R,
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1miCER

BEEFATE): 2025-02-18 16:02:00

QPS

EUEIFR QPS EXN— MFENE IS SEENE BRFMMERES PHESEINE.
HOBEEEAE

AT AR EESIEESIEI A SN R EEE SR,

HoEEEER
R EE R LR PR S IE AL,

LazpeiT
FEERIFLSSAIEEL | SUREEM— TR EIB— R, NS IDC EREIE L, NN ETREIB— 5 L.

YOEREsCA

FERFSLARE RIS THYRM BUERF S | B2 TencentDB (UEAHIZEIER, — MNEUERELAII LIS S hEUEERFIZINEZ N UE
B . FEAILAERSIREGRFFSL B RS Fin T RN AR T,

YoErEEs 1%

RS IZRAT M. AMEMRIFEERRIOMRSS. FIREIERES |ZE AT E=Hhn AR RIEAMESRSS | NTTRE RS HREELE
REHIENONAEFIER. SN EERELOISSSERES 2.
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BRUTEHTAYE: 2025-02-18 16:02:00

PAEFETE

S PREUERFSR P , JUERSEERAR | SREMAIHEED.
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X BIHSTCE

APIN 14

=#&HEZE MongoDB ( mongodb )
ARZS (2019-07-25)

APIHEYS

BITEFAYa): 2024-10-18 10:38:26

APIERZ

V3

ESEXEO

RO

DescribeAsyncRequestInfo

FiptEXEO

EORTR

DescribeDBBackups

SuYlEP S

OB

AssignProject
CreateDBInstance
CreateDBInstanceHour
DescribeDBInstanceDeal
DescribeDBInstances

DescribeSpecinfo

InquirePriceCreateDBInstances
InquirePriceModifyDBInstanceSpec

InquirePriceRenewDBInstances

WRFRE - BRmERMEX

NH4EWERE (MongoDB)

#EOIhEE
BRRSESREERNO

EZOThRE
BEiLhIERTIZR

#OThRE
IEETEERESLAIRIPTEI R
IR EIERSL (BFRA)
BB ZEERESL) (RE1THER )
SRENEURERESCHRT BRIFS
BER=EERESLAIFIZR

BN EIRFERIESZE
BUESEHLEM

LEFCEIEMN

LRERSLBIEAT
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EOFMR EOIhEE

IsolateDBInstance IRE=HUERESL

ModifyDBInstanceSpec BERIEELIEE

OfflinelsolatedDBInstance TSRS =EUEZESLH

Renamelnstance 1EHELFIEFR

RenewDBInstances SRR EURELS]
KStExEO

EOFMR EON8E

ResetDBInstancePassword 1EHISLI P ARG
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BB

EOSH7V]

BEEFATE): 2024-10-18 10:38:26

tcecloud APl £XE/MAIENEKIFITEMIGIIE , BB MNEREBZTEELATBEREHTEEEREE ( Signature ) LISIHEKRES D, &

BIERHRTEFIEER , T2 FIERE Secretld 7] SecretKey ; ERFPEIREZEFEIE | BRIECAPIZARNHEES , BNTEERATAP
#ZM.,

= .

1. RiFReFEiE

HEEIXER=APIZE] , BRIERAPIZSANHRIELEEIE. L2 EIUFELE Secretld 1 SecretKey :
e Secretld FBF#RR APL REBH

* SecretKey BFIIEEE F A BMIRS SRS E FRTRIVER.

* APRITEREREEIE , BRtE,

HiBLZeEIINEREERNT -

1. EFRtcecloudEEBFIEHIE,
2. BHE=APIZSRRUEHI A TUE
3. E=APIESETUHE , M [F7] RPRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELIBBIRT Secretld / SecretKey,

2. ERE R R

BT ZeEiESecretld f SecretKeyf5 , MATLAERESZERT. IATREEMRSSHRNIFMSFE :
BRIZFFHY Secretld #1 SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

AR RERERA , ERIERFRRERIEN Secretld 1 SecretKey B TIREHR(E !
LA=RRSS 2R EEXLIFIZR(Describelnstances)iEk A6l , SRAFERX—EOR , HiERSHETRENT:

SHER 3L 248

Action 555 Describelnstances

Secretld #=5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E I[Nl 1465185768

Nonce PEHLIEEEEY 11886

Region SCAIRRTEX ap-guangzhou
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e C 3L SHE

Instancelds.0 FFEIRRILBIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. SR

EAEMEERSERSHEBNFEE ( ASCHRE ) FAEHF. T8 1) RIESHSHTHIR | SRERTINET , 7&85tA/0 ;
2) #% ASCI 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARREE. ARTLUERRIZES PHIE%
HERFRESRSLIIX—INAE , 1 php B8 ksort i, HIRRBISEIHEFERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

ERAECERRINESAN , X EERAIFRISEEITHIRF | ERIRER—EEA.

2.2. BHEEKRF R

WWEBERMBERFGER. HE L —THERFRERSEISTN R SRR ="S81E I | 11X Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIAEXER A Action=Describelnstances . ¥ : “S&E"HERIAETIEurRREE.

REBBINENS IS8R HEE—E | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESEFOFRER
WSBAENS BRI RS, SRELFHREUT/LNSEHI

1. iEKAE: S2RF POST #1 GET 5= , XEB(EF GET i53K , TR HENEKE.

2. IERENBEESLIFZE (Describelnstances) 19I5 K14 5 : cvm.finance.cloud.tencent.com, SCRRAVIE K RIEEZEOFREERIIAR
EARE |, #F S5,

3. BRI HRIMRAZAPIFIERIEREERN / .

4. iERFRIE: B E—ERRNERFRIE,

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES
TOIRIHERERS
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&V
ersion=2017-03-12

24, EpSREA

S BRAERSER, EEMER HMAC-SHAL EiEY E—S RSN ERFOIFFRHTES | ARKBEMNE S S Base6s #H1T4R
13, BIERIGRERIER A,
BRI | LA PHP BS54
$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE&Timestamp=14651
85768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

BRI E BN
EliP9YW3pW28FpsEdkXt/+WcGel=

ERRECERRIHESTAN , IR ARG TERIIE , BRNERHES6IFHhaI—EEE.

3. ERRIRG

ERRIS R BT REEIRIFNIBRESEH , FEXNHET URL %3,

8N F— RIS Z A ElIPOYW3pW28FpsEdkXt/+WcGel= , BEFIR0RE HRiBREE ( Signature ) 7
EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Ti5RTFEMSRAER URL,

AR MRAFREKRSER GET , BiEBR7G:%8 POST [RY Content-Type 73 application/x-www-form-urlencoded , MI&XiER
RAEERSHEIREM URL RS , SHRN-ASARERIG. IF ASCI FRHE URL RISAIFRESELL UTF-8 #{T4%88.

R LREIESH http BE2EESFTESEHT urlencode , FEXMMEN T , MATEXIERBHIT URL 3T , BUAX URL 4
HEeSHERLM.

AR : RS BEthTER TR , ISR RFC 3986, fEA %XY XFRFRIFIINR TR SR , AP XY o+ HsrrF
(0-9 KB A-F) , BRINEE5IRER.

4. ZZEM

HRIESSIREN | FEUTERRMANEIRS | iSHRIESSIREAE

R fEIREA
AuthFailure.SignatureExpire BEILHR
AuthFailure.SecretldNotFound BIPAFHE
AuthFailure.SignatureFailure ER2HER
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RS iR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 APl ZHE3EAY )
\,—\-. —_—
5. &%&"

FESTRRERD APL 3.0 B , HE7EAIREEItcecloud SDK 3.0 , SDK EEETRRMNLRE , FAN R RRIBMEOE, HMEs
SJ7 SDK iy, SATSTRAREIES

e Python

* Java

* PHP

* Go

e JavaScript
e .NET

ATEBRNERERTRE , THUSMREES A6, B OANERTERARIIL. BXkES. EREOMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN | TRTAIBRERMA SDK.

REEHHAY url TJ8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPRZERENN | HEBEARRSHEIRE |, RIaNSRELL url FEXSEEHF I FEE R curl Em<SERINSIREESN
Hix | SRH. ATEE—NMTLUEERER url |, EEERUREIFH Secretld 0 SecretKey NESLAVZESE , FHERRFHBIRTEEUE
79 Timestamp ,

IR A NENTRG , FARREES  BEER—ESSRITEEIR url JEEEEMARE , RMASHIRNFAR |, (BXHAFIER
. REMESHEE , BESITEIERRIE.,

IR LIMURB(ERT APL 3.0 , FEEERATHEMNERRE | BIERIERN APl , BTFEATERBRSHERUEER |, B
XS R BYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretkKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// SEFRERur RS SEIRF S B ER

for (String k : params.keySet()) {

/] BFEXSEKEB#Turlencode , BT keyEBRRNFH , #ltA NI Hvalueit{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMapa LB &HEF

// SEFRE RS R 2 EEFRREEL , 140 - params.put("Nonce", new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // AHESE

// SRR R R 2 e R A2 Bkt ] , 5140 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~H5#

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AE544

params.put("Action"”, "Describelnstances"); // 2NHE%(

params.put("Version", "2017-03-12"); // A5

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // 53585

params.put("Offset", 0); // WE5#1

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // A+t
28

System.out.printIn(getUrl(params));

}

}

Python

SR NERETE Python 2 IMEFIETT , BEALEE requests (K :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# ISSCRRER | AShiaaTer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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w2 S8

EOZERV3

BT EE#ATA: 2024-10-18 10:38:26

tcecloud API SX$E/MARNERE TEBIGIE | ED’EN%T%BWET"A%EX’*éﬂ@@@xg{* (Signature ) LBSIEERESD, &

ZIEEHTeEIILER , TEFIEEIE Secretld 71 SecretKey ; EFRFIRRBLZEEIUE , BRITF=APIZHETUERE | BNFLEEAZ=API
=0,

‘EEI—‘—I £
1. RigLEEit
EE—RERTAPIZH] , BRI CAPIZENERIELEEIL, L2EIEIE Secretld 71 SecretKey :

e Secretld FAF#rR APLERESH
o SecretKey FIFINEEE = BIIIRS S mICIE S E FATRIEA.
» AFPWIITIRRERZSREIE , BRitEE,

RIS ZIENEARLS BT :

1. EFtcecloud BRI ZHIE,

2. BIfE=APIZSERYIEHI & TRE

3. E=APIZSATIHE , M [FiE] BIALAGIEE—XISecretld/SecretKey

IR FREKSRESELUABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &L 753%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data PN | json IEXERARTBISEOSTE |, multipart 8=
RENEWSEONE: | IWEHZEOAEEER json 18IUER | &5 BRSO A,

THUSRSHRERT MNXSEGFIREAGIF  DEBNMBERANTEIRE. HAMBETERSAIFIRFANSE : Limit 71 Offset ,
{£F8 GET 73:58R.

RiIZFIFHY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. BHEAEIE KR
RIS HHEHIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&k/5i% ( GET, POST ) , Awflchg GET ;
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e CanonicalURI : URI £%¢ , API 3.0 E@AIERHT (/)

e CanonicalQueryString : &#2 HTTP &K URL FRIUEIH=/FER , 33F POST 5K , BIEAZSFE , }TF GET &K , W9 URL hid
£ (?) EENFERFERS , 2REIBYES : Limit=10&0ffset=0, ;£ : CanonicalQueryString EE47 URL 4#f3.

* CanonicalHeaders : 258 FA0LEYMEE | ZE3 host F content-type FINLER , BRI IIABENXRILSPSEERLIESEEIE
REOE—MEIR e M, FHERN - 1) SLE8 key 1 value Si—3ER/NE |, HEISEESTHE | 1ZAR key:value\n i8=XHHE ; 2) SMLER,
HRABSLER key (/NE ) ROFEEHFFRB THHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £25&ZAEMER | IRBALXIERBMLLIS S5 TER , #1 CanonicalHeaders B ZHILEABE—XIMNAY,
content-type [ host JusifEskEB, HHENIN : 1) L3R key ZB—HA/NE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHIFJ ;. content-type;host

¢ HashedRequestPayload : {&RIEXHINEFE |, itE /5% Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , X HTTP &
KEE/NEX payload fff SHA256 5% , AF+7\#HlmD | RERIDHREEM/NEFE., & : XJF GET i53K , RequestPayload [
ERTFRHE , WF POST i5K , RequestPayload By HTTP i53KIEFX payload,

HRIELLEANIN | OIRERIRAGEIERENT (ATRNEW , \n BITFHIESSRITEHFI—TEK ) -

GET

/

Limit=108&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER IR
IR HHERGER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BAIEEA TC3-HMAC-SHA256 ;

e RequestTimestamp : ERAFEE; , BIERLERHY X-TC-Timestamp BUE , A1 ERHIERA 1539084154 ;

e CredentialScope : EIFEE , #&= 9 Date/service/tc3_request , @& HER. FHERARSHIZRIEZFFFE (tc3_request ) , Date 79
UTC AR EIRIBRE , BUBREMATESH X-TC-Timestamp #HAY UTC #RERNBIERE—3 ; service Ar-m& , WRSEABIFMHR
BEZ—5, g0 cvm, S0 ERBLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASBHHEFTENECIEREBNEHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date Z/RMBTEIEL X-TC-Timestamp ITE152 , BRfX A UTC+0, MNRMARZAHEKER , HIIIFR/\X , ESHEXE
ERERmI , BERREMERCERY. RigitER/ 1551113065 , 4/ \XAJRTiELE 2019-02-26 00:44:25 , (BRI HEE
89 Date BX UTC+0 FYHHEARS 2019-02-25 , A2 2019-02-26,
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2. Timestamp X/REHRIRFATE , BFEBERRFEHENERBERSH , MREEETASHPNSERM. MNRKAEAFIR
EREREY |, JRESEIE T —RIYEE , BROERW (IREEZSHHER ) .

HRIELA LA | REIPERIRFERFRHRUT (AT RREN , \n RTFAESSRITENFI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. iH8SE
1) HEREREEE , (hRBUIT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date =E&=8. , a0 3~ , 792018-10-09 ;
e Service : B Credential g4 Service ZEREE. , W0, 79 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EIEBRIIRES EZIA |
e StringToSign : Bl BRI EBRIRESEF/HH ;

2.4. #H8 Authorization
AN ™RRCHHE Authorization :

Authorization =

Algorithm + "' +

'Credential="+ Secretld + '/ + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ', '

‘Signature=" + Signature

* Algorithm : B&75% , B TC3-HMAC-SHA256 ;
e Secretld : ZEAXIHAY Secretld ;

e CredentialScope : M tX , EIEEHE ;

* SignedHeaders : I £ , £5&ZRLIER |
 Signature : &

MR LA | IR EEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ecfl74c474
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RETREIERERAT

MiLEUERE ( MongoDB

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&80Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRKW

RIESSIRER | FEUTERKMANERG | iSRIESRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

ol e —
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpg86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ;#?%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk i_ﬁ 3 o .\L-l-%ég kkhkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkkkkkk ig% 4 j:}‘fl:ﬁ Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# Kkhkkkhkkkhkkhk 535% 1 o *#;%m;ﬁiﬁ*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkkkkkk 5% 2 : T#%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkkhkk ig% 3 : -‘L-I-gﬁg *hkkkkhkkkkhkkkhkk

# ITEEBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk 552’% 4 : ?#*i?: Authorization khkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}

WS : BRmEmEX 55100 70 #2541

\|



O BASTCE SRR (MongoDB )

15 K451

ERITEFHYE): 2024-10-18 10:38:26

1. fRSSHbiE

355l ( Region ) EASIERIGKIEOMMIERI. tcecloudSTIERRIEEZ B2 IER | (RN RbaR AR BRI
P, ATRHGAIERIE, 1R TR , BGERE MG,

ERTLUBIT APIED EiiHSIR B TARItE xR,

2. SEEHY

tcecloud API RIFFEREIY@IT HTTPS #TIR(E | RHEREMHNBEEE.

3. 1BKITE
S50 HTTP B5057%:

e POST (%)
e GET

POST i&ER37#35#9 Content-Type 8 :

o application/json (% ) , X/RfEA TC3-HMAC-SHA256 & 757%,

* application/x-www-form-urlencoded , #7f#F HmacSHA1 g HmacSHA256 &&755%.

¢ multipart/form-data ( {NE8EOSE ) |, WRER TC3-HMAC-SHA256 &2 5%.

GET iERAIEREANAEHBIT 32 KB, POST iEKEAEETAN HmacSHAL, HmacSHA256 RIAS#Bid 1 MB, POST i&Ek{EFE%
27355 TC3-HMAC-SHA256 Bd37# 10 MB,

4. FrFmhS

IFEFAUTF-84%%3.
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IS

BRUTEHTAYE): 2024-10-18 10:38:26

RS

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HEFAT) , EeJaerOREIT )

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMEBH Requestld REERFER , TiCiEKRMINESE , RE APIET |, MAERIREL

* Requestld FEF— APLiEKHUME—HRR |, AN APL HIISE , STLABCRIA] , FHEAHZ ID SRR,

* RTEENFES , HERAEMEONENHFE , AREOMRENFERS O FHEN., WHIFH TotalCount #0
InstanceStatusSet $5/9 DescribelnstancesStatus £ OEXIFER , BT EAREKNAFREMEZE=RSTLH , Et TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tEHIRIREIER
£, EEEERATN

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMEEZISKARKM, Error FEREREAERRY Code 1 Message FERTEERLMAT 2 EIREIAY,

e Code FREMHIEAEIRD , HiEKH BT RIEZ B IRISEA RS Ha0E O RAY SRS R EEmE R MRERERFIRR
BE,

Message BRHTXMEIREENERRE , BEUSEESAEMNE | WAL B FRISTEREN , P ARRKEXMRE]
E.

* Requestld FBF— APl iERAUE—HRIR , N8R APL HIIEE , STLABCRIRA] , FHEMIZ ID SEARREIE,

~IIEIRY (TODO: EEERE, REAENEER?)

IREIZERPUNRIFAE Error R , NZRRBA APLIECIKM,  Error iy Code FERFRTMEIRD , ATE SR BEHINAYEEIRAS A AL
IREG , TRFIH T ARG,
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure. MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

TRIRIEA
EIRAEE (A2 API AR ) |
MFA $5ig,

BIRFIE.

R

SZZIULLN

%

SRR,

k

token f&i%.

Bk CAM 1L,

DryRun #{F , RFBFRGLEMING , RRSET DryRun 2,

HERAERIL
REREIR.
EORMFE.
SHIEIR.
SHEYEEIR.
B ECAPR .
FROSEGEIR.
EOMARFE.
IERAVREGET T IRERPRAE
BIR S,
BIFEAE.
BIRMFE.
BIRAEI A,
RIRBUE(E,
RAISEGER.

SIS TN

http(s)IEXRIMIIEIR , R3ZHF GET #1 POST 153K,

BORSHFATEbEL,

%103 @

\|
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\H5

VAN

VTSR A E): 2024-10-18 10:38:26

XiSEUWEE (MongoDB )

HEYRATRRBFIZOLSNENNSE , WIFE | A MNEORBAEO AP ABXLSHEHTRE  ESRERKIETEE
}i XL, AREIEBEAREEK.

ERTTE V3

58 TC3-HMAC-SHA256 &&757ART

SHETR St

X-TC-Action String

X-TC-Region String

X-TC-

. Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

alil

alil

il

alil

i

AHBHEES—HEI HTTP Header iEkLE+ , 20T :

%

BEREOSR, ESEEOXEPMASEATESE Action B9RE, FIIN=IRSENE
EEFI5IZRIZED , BUYES Describelnstances,

WS FSRIRRA B EI MbERIEE. RORZAEEESE R OXETRAS
NS4 Region AUGHR, 1R | EEROATFEELEZSY , BOEPIILATHI5R
B9, RSB EEEBIZSHBARERL.

=41 UNIX BJE)E , EliCRAH#S APLiERAIATE), g0 1529223702, & : (IRSMRSS
RHEMEEBE St , 25 EERITHIER,

R APL BURRA, EUESHEOMEHRASLRISE] Version BiRBE. HIAIZARSSERAIR
A& 2017-03-12,

HTTP fRAESHIAIESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : €£75)% , BRIEENZE ;

- Credential : £&1EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nERTEIRIEER , BX
EFENLHSE X-TC-Timestamp #E/Y UTC FRAERNBEIREE—E ; service AF-m®& , &
RSB mRIEE—E, Flgicvm ;

- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9wsifksLEp ;

- Signature : EZFWE,

IEEERATAEAY Token , BELERIGIIEE—FEHER. IGHZEF0 Token EEZHAETRIR
SREBZEOKE, KEIZHATEE Token,

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (0T

SHETR St
Action String

WS : BRmEmEX

=
=

fik

BEEOSR. BESEEOSETMASEATESE Action A9IREA. FIaN=IRSEE
REIsLHIZIZREO , BUES Describelnstances,

%6104 T1 H254m



O BASTCE

SHETR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

s IR

s

String

Integer

Integer

String

String

String

String

String

i

alil

ali

ali

alil

oy

i

XiSEUWEE (MongoDB )

fik

Wi Sy, SRR B EI MBIEAIEIE. FOESZHEREESE E O REA
S NS Region RUGRER, R | RUEONATEECRZSEH , EOEP I
BIRER , LRSEMEEEBZS AL,

Za0 UNIX Bf[a)8% , FJicRARE APLIERAYRTEL. FI01529223702 , MRS =F1H(E
BETK , 25EERTHER.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHAE_E ERBERIRREDHY Secretld , —4 Secretld XFRME—HY SecretKey |, i
SecretKey FRARLIEREEE Signature,

BRESR , FRBRIERERNGEN | FERFRIEFRMASEITESEH. Bkt
BREES NEROSSHE,

B{FRY APLESRRA., BUESEROXETASATSL Version B, AIN=RSES
A9RRAS 2017-03-12,

25, , BaixiE HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIFER , EttiERISEHAE HmacSHAL I8IEES.

IERPEBFTER Token , BEESIGII AR, IGRIEEF0 Token EEEHRE
EIRSTARZEOKE. KEIZHAFZE Token .

i ( Region ) BEMIRAIEHR ORIEIE XIS, tcecloudAZMIIERREIE 2 BE2iEE | (RIERRMRBRARERELESE
t. ATREHRRE. B8 TEERE , BERRFELEEFatbE,

EELAUEIE APIEEC ENAMIESIER EESTRAIIETIER.

WS : BRmEmEX

26105 1 H254m;m

\|



O BASTCE SRR (MongoDB )

(EESLEPSE-m
RS ESREEO

ERITEHTHYE): 2024-10-18 10:38:26

v s
1. EOHA
EOEKi®E : mongodb.api3.finance.cloud.tencent.com,
BEAFSESIEEA
BOAEZEOISRIRERPRE : 200%/FD,
EOSFEHAYE : 2020-10-09 12:11:26,

EORERREN,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE |, TBEAHSHFIRDAHIERSH,

SHEWR WAk ARYFNULL kR DU
Action = S String ~HSE, KIZFOBYE : DescribeAsyncRequestinfo
Version =2 & String NHESE | ANEOEYE : 2019-07-25
Region = S String  AIHBH, FIFmIIFIHBIEEIZR(TODO)
AsyncRequestld =2 & String SEERI | SR EBIREREEOIRE] , 20CreateBackupDBInstance
A s
3. s
SHBR S A
Status String RS
Requestld String W—iEK ID , @RiEKEPSIRE]., EURMAEERAZXIEKA Requestld,

:tl: ~
4. 3Ei=A5
PATBH T #OWSSZERXRAEIRIE , BEERIGIFN AL ERE,
HIRD A

InternalError

WS : BRmEmEX 55106 T4 #2540

\|
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HIRD A
InvalidParameterValue.StatusAbnormal

InvalidParameter.PermissionDenied

WS : BRmEmEX 55107 TW #2541

\|



O BASTCE

FipHEXEO
ERSLIEDTIER

EITEFAYE): 2024-10-18 10:38:26

1. O

XiSEUWEE (MongoDB )

EOEki®E : mongodb.api3.finance.cloud.tencent.com,

A0 ( DescribeDBBackups ) FF&EIASLAIEHFTIZR , BRIRSIF/ KRNSO EI,

RONEIERERERIRE]  200%/%0,
HEOSEFHATE : 2019-10-11 21:28:02,

EORWERREN.

2. NS

LINERSHGIRNGIH T EOBRSEFIED RHSEL

SHEBR wik FREFNULL
Action = &
Version = &5
Region = =
Instanceld = &=

A e

3. S

SHER RE
BackuplList BackupInfo
TotalCount Uinte4
Requestld String

H >3

. FHIR0D

UG T O S5BEERA0EIRD | EfhERABFE R A5

THIRD

WS : BRmEmEX

KA A

String B, AEOEYE : DescribeDBBackups

String  AHSEL, AEOEYE : 2019-07-25

String  QHBE, FRFEESIFHMEFIZR(TODO)

String  SCHIID , #8240 : cmgo-p8vniprS, SEUREEEH S TRE S ERAIsEAIDAER
10
anrdEs
Enpstst

H—i5K ID , ®XIEREPSIRME. EEBNEERAZRIEKE Requestld,

EIEIER

l_':|

%6108 1 #2541
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IR A
InvalidParameter
InvalidParameterValue.NotFoundInstance

InvalidParameter.PermissionDenied

WS : BRmEmEX 55109 T #2540

\|



O BASTCE SRR (MongoDB )

SLIMER RO
IEEEUEESLGIRIRTEINE

ERITEHTHYE): 2024-10-18 10:38:26

=z R

1. EOHA

EOEki®E : mongodb.api3.finance.cloud.tencent.com,
A (AssignProject) BFHEE R EIREESLAIRFTEINE.
EOMZOERINERS : 200%/70,

EOEFATE : 2019-09-05 17:14:17,

EORERREN,

2. NS

LUTERSEFIRNGIE TEROBRSEFNRL 2 1S, RBEAHSHGIRDNATLERSE]
SHEWR g FSIFENULL 58 A
Action 2 & String ~HSE, AEOBYE : AssignProject
Version =2 & String NS ANEOEYE : 2019-07-25
Region 2 £ String RNEBE, FEIFRSHIMIEHEIZR(TODO)
= . _ H K val-= | PN | = otV
Instancelds 2 = Arr.ay of fﬁUIDﬁU% . 1240 : cmgo-p8vniprs, SREEEEFIGTRE S BRI
String SCAIIDAER]
Projectld = = Uinte4 ImBID
A Y 4
3. HESE
SHEWR i ik
FlowIds Uint64 IRERIZEAESIDTIZER
Requestld String K—EK ID , ®REREBRIRE]. EfERRERAIZRIEKRA Requestld,

4. ER
BRI T B BSOS | EABERITE I A IR0,

HIRAD 1

st

WS : BRmEmEX 55110 70 #2541

\|
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IR A
InvalidParameterValue.NotFoundInstance

InvalidParameterValue.LockFailed

InvalidParameter.PermissionDenied

InvalidParameterValue.ProjectNotFound

WS : BRmEmEX 111 W H2541

\|



O BASTCE SRR (MongoDB )

BIE=EWEESY (BF8R)

RUTEHTAYE: 2024-10-18 10:38:26

Sz A
1. EOHR
EOEki®E : mongodb.api3.finance.cloud.tencent.com,

A4 (CreateDBInstance) BRI EFE ARIMongoDBREUERESLA. #OSTFAIESENE | AT NEIAREURENE SIS
( DescribeSpecInfo ) $KEX,

RN OIBISRRIRE © 200R/F,
EOSEFATE : 2020-10-09 12:19:35,

EORBESRER,

2. MNSEL

LUITBRESHIIRIGE TEROBERSEFRD AHSE | TBAHSHGIRDALERS,
SEEFR Wik FNULL 358 A
Action =2 &5 String NESE , AEOBYE : CreateDBInstance
Version 2 & String AHSE, AEOBYE : 2019-07-25
Region 2 S String NHSE, FIFRIFHEHFIZR(TODO)

BMEIRERATRMNL , SRRIAETREERERN3 | 7 AN =EA

NodeNum = & Uint64 ) R -
= - it , BIASREAS SRR SRR ES
Memory =2 S Uint64 SLEINTERN |, BBf7 : GB
Volume 2 & Uinte4 SCBIRERZ /N |, BRI : GB
IRAS , BAISNEEIRANES BEI=EUREN SIS
( DescribeSpecinfo ) IREIZER, SESRATNERE
MongoVersion 2 & String MONGO_3_WT : MongoDB 3.2 WiredTigerfzfi&5 12254 |
MONGO_3_ROCKS : MongoDB 3.2 RocksDBfFfi#5 |22k |,
MONGO_36_WT : MongoDB 3.6 WiredTigerfzi#5 |ZEhRA
GoodsNum = B Uinte4  CfIEE, SJVEL , &AEHN1L0
Zone = B String SLAIFFEXIGEFR , #8040 : ap-guangzhou-2
Projectld & & Int64 IREID , MgERBARE
Period = B Uint64 LS, 8y - B, AIE(EedE [1,2,3,4,5,6,7,8,9,10,11,12,24,36]
MachineCode =2 & String H28288Y |, HIO : BIOA! ; HIO10G : BIOHJKEY
Vpcld & & String FAEML ID |, WIRAMENERAEIREMLE | iBFF EafAEMNEYIE

WS : BRmEmEX 112 W H2541

\|



O BASTCE

SHETR

Subnetld
Password
ClusterType
ReplicateSetNum

Tags

AutoRenewFlag

AutoVoucher
Clone

Father

SecurityGroup

3. S

SHAR
Dealld
Instancelds

Requestld

4. FEIRD

UTMMRFIH T 3Ol S EERAEIRE . EfhiEREFER

HHIRD

InvalidParameter

o

alil

i

i B

i

ok
&

String
String

String

o

o

iy

i

iy

m o

i

iy

BIFNULL kR

= String

String

String

Uint64

Array
of

Taglnfo

Uint64

Uint64
Int64
String

Array
of
String

fk
1TEAID
BIERISLAIIDSIZR

XiSEUWEE (MongoDB )

%

FAERMETHIFM ID , f15IZE T UnigVpcld , T UnigSubnetld 4
18, {5ER EgTMIIE

AR , MRERSHNEET LR eEET IR E TR OVIALE
Bz, ZRORES-16FF , BEEVEIFE. HFNFH |@#%
() PRI

SC{FI2EEY , REPLSET-BIA%S , SHARD- H58%

BIRENE, QIERIARESLOIRT , ZSHWIRENL ; SlEs REhl
i, BRSRERNZEIEFENEEARREISE

SLHNFERER

BNEEEIRC , AIAERN 1 0 - REERE ; 1 - Bahs#E. BANAREH
ERBEMEEAES , REN:1-2,0-5; BAR0
LIER A5, 2: A SEAI, 3: RUSESLA |, 4« SRESEHI

ERRIE, REXLPH , Father/UES |, RIESLHIID

BE—IEK ID , &RIEREZIRE., EIARISFEERAZRIEKAT Requestld,

InvalidParameterValue.ReplicaSetNumError

InvalidParameterValue.MongoVersionError

WS : BRmEmEX

TR,

l_':|

2
5

%113 1 #254m)
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FEIRD

&
5

InvalidParameterValue.RegionError
InvalidParameterValue.SpecNotOnSale
InvalidParameterValue.VpcldOrSubnetldNotFound
InvalidParameterValue.ProjectNotFound
InvalidParameterValue.MachineTypeError
InvalidParameterValue.SecondaryNumeError
InvalidParameterValue.ZoneClosed
InvalidParameterValue.ZoneError
InvalidParameterValue.TagNotFound
InvalidParameterValue.PasswordRuleFailed
InvalidParameterValue.InvalidTradeOperation

InvalidParameter.PermissionDenied

WS : BRmEmEX 114 W H2541

\|



O BASTCE

XiSEUWEE (MongoDB )

BIE=EWEESLY (REITE)

ERITEFHYE): 2024-10-18 10:38:26

1. O

EOEki®E& : mongodb.api3.finance.cloud.tencent.com,

A$ZO(CreateDBInstanceHour) BT 8lgiz &1t 2 IMongo DB =R LA,

FOAZCEISRERIRS : 200R/7D.
BOSE#ATE : 2022-08-11 16:50:32,

BORWERREN,

2. NS

LINERSHGIRNGIH TEOBRSEFIED RHSE

SHBR Wik FRFFNULL
Action = B
Version = &
Region = &
Memory = &
Volume = a
ReplicateSetNum 2 B
NodeNum = &
MongoVersion = &5
MachineCode = &
GoodsNum = &
Zone 2 &
Vpcld = &
Subnetld 2 &

WS : BRmEmEX

»

\

String
String
String
Uint64

Uinte4

Uint64

Uint64

String

String
Uint64
String
String

String

ik

AHS# , AEOBYE : CreateDBInstanceHour
REBH, FFORYE : 2019-07-25

REBE, FRFEESIFHMIEFIZR(TODO)
SERIRTFER/N | B - GB

SERIRERE AR/ | B3 - GB

BRSNS, CIRRIASSLANY | ZSHWREN]L ; tlEo RsLfl
i, BASRERRSIEFNEZIEREISE

BNEARERNT AN, YREAETREEEN3 | 2N AREE
%, BEARSIEEAREIEENSLMIEIREISE]

RAS , BARSHSHNESEIRANSSREIEIREEIEEENE

( DescribeSpecinfo ) IREIZER, SESRATTNERE
MONGO_3_WT : MongoDB 3.2 WiredTigerfZfi35 |27 |,

MONGO_3_ROCKS : MongoDB 3.2 RocksDBfZfi#5 |Z2hR A |,
MONGO_36_WT : MongoDB 3.6 WiredTigerfzfi#5 |ZEhRA

H188258Y , HIO : B|IOZ! ; HIO10G : BIOKJk
L | BIVEL , RAERL0

ATAXER , &40 : ap-guangzhou-2
FABMILEID |, MNRANREIZSEHNEAIGEERL N

FAEME TRIFMID |, tNRIRE T Vpcld , U Subnetldid

%115 |1 #254m)

\|



O BASTCE SRR (MongoDB )

SHBR Wik FNULL 88 i)
ClusterType 2 B String SCI2REY |, REPLSET-EIAES , SHARD-9 R &R
IR , MREZSHNIFEELIE RGBT IREEBE OV
Password & & String FIZRE, BRHAES-16(FFT , BEEVEBEFHE. HEM=R 1@#% N+
() #PAIFEFR
Projectld B = Int64 TEID , MEEREKIAIRE
Array
Tags B B of IHRFEER
TagInfo
Clone S & Int64 LIEFCSCA, 2: GRS ST, 3: RIS | 4 @ KREFSLA)
Father & & String RSLfilld , 2CloneS3eiE 40T , IXMNAIRIE
Array
SecurityGroup 2 S of ZeH
String
InstanceName & & String SLAIZFR

3. S

SHBIR il fEA

Dealld String 1JERID

Instancelds String BIEERICHIIDFIZR

Requestld String HE—EK ID , ®XiEKREPIRE., EUORATEERAZRIEKA Requestld,

4. FEIRAS

UG T OSSR A0EIRD | BERITEN A THEIRD,

[

tHIRAS fii
InvalidParameterValue.ClusterTypeError

InvalidParameter

InvalidParameterValue.ReplicaSetNumError

InvalidParameterValue.MongoVersionError

InvalidParameterValue.RegionError

InvalidParameterValue.SpecNotOnSale

WS : BRmEmEX 55116 TW #2547

\|
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FEIRD 1)

=

InvalidParameterValue.ProjectNotFound
InvalidParameterValue.MachineTypeError
InvalidParameterValue.ZoneClosed
InvalidParameterValue.ZoneError
InvalidParameterValue.TagNotFound
InvalidParameterValue.PasswordRuleFailed
InvalidParameterValue.InvalidTradeOperation
InvalidParameter.PermissionDenied

InvalidParameterValue.PostPaidInstanceBeyondLimit

WS : BRmEmEX 55117 W FH2541

\|



O BASTCE SRR (MongoDB )

FEHY % S BT BE L
SRENEHE EESL I T BRI

T EHETE): 2024-10-18 10:38:27

1. EOfA

EOBEKER © mongodb.api3.finance.cloud.tencent.com,

A3$zO ( DescribeDBInstanceDeal ) FFF3XEIMongoDBIGSE, 4528 K ZACi ] BA1F4H,
AR OIERINZEIRS : SIR/FD,

EOEFATE : 2020-04-21 10:41:31,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wiisk FEIEFNULL S A
Action = 5 String &, AEOBEYE : DescribeDBInstanceDeal
Version =2 5 String NESE, AEOBYE : 2019-07-25
Region 2 & String RESH, FENFRSISHMRFIZR(TODO)
Dealld = = String 1JEAID , i@ ¥ CreateDBInstanceZ R[]
A s
3. s
SHAER i IR

Status Int64 RS, 1 R&T, 2: B3, 3: &g, 4 REp, 5 REKM, 6 1B, 7 : 1T8X
i, 8 : BRI KA.

OriginalPrice Float TR,

DiscountPrice ~ Float VT BTN,

S /—“ . 3z s . . 82 o 4{_&(‘
Action String 1TE1T , purchase : i , renew : £&£%% , upgrade : g , downgrade : [&E , refund : 1IBERIE

e
Requestld String ME—IEKID , 8XIEKRESIRE. EMEENEERMZRIEKE Requestld,
H A3
4. 151=05

PAIMRFIE 7O SZEEXANERE | EtERGFEN A TERE.

U]

WS : BRmEmEX 55118 T FH254

\|
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HiRtD A
InvalidParameter

InternalError

WS : BRmEmEX 119 W H2541

\|



O BASTCE SRR (MongoDB )

ER=EEESLHIFIZR

BT HTAYE): 2024-10-18 10:38:27

7 A
1. EOHAR
EOEki®E& : mongodb.api3.finance.cloud.tencent.com,

M (DescribeDBInstances) BT EIRAEIRRSLHIFIER | SHHEBIINEID, LD, SEAMASSIIBSRMRIFELE]. STIFERESL
B, RELHIFRIELHHEEIIZR.

RN OIBISRRIRE © 200R/F,
EOEHATE : 2022-01-05 22:49:17,

EORBESRER,

2. MNSEL

UTNERSEGIRMGIE TEROERSEIPO LIS, TBAHRSEGIRDN TGRS,

SHER Wik SBIFNULL 388U A
Action =2 & String NHES# | ANEOEYE : DescribeDBInstances
Version — & String AHSE, AEOBYE : 2019-07-25

Region 2 & String AHSE, FRFRSIFHMEFIZR(TODO)

Array of SLBIIDFIZR | T80 : cmgo-p8vnipr5, SEEUEEESIASTRE S BRI

iy

Instancelds &

String SCAIIDAERE
= = SCFIZERY |, BEUESBE : O-FrasLfl, 1-1EZUSLf) |, 2-IIfmAdsEfl, 3-_isEst
nstanceType | & & fntes B, -1-TE=t Sl + Ris+ SR seh)
ClusterType S B Int64 SERERTY | BUETTRE : 0-BIARSESLHl , 1-5 /LB, -1-FrEsefl
Status . . Array of LR |, BUESEE : O-FF40%ait , 1-miEihiTH , 2-SEf1B% , -2-3241
= = Int64 [=huE:l
Vpcld ) ) String FABRERID , ERRMENARAMEZSE
. FABRERFMID , ENENAMEZEE. ASREIZSHNER , £70
i =
Subnetld A A String SRR Vpdd
PayMode ) ) Int64 {F#22R8 | UETRE : 0-%k&Eit#% , 1-8F88 | -1-ZEi+&#+8588
Limit B " Uint64 BRIEKIREIRIEE , &/IMENL , &RKEHL00, EIAMEH20
Offset = B Uint64 REE , BHAENO
OrderBy = = String IRMEIERERFIIFER , BRIz : "Projectld”, "InstanceName”,

"CreateTime" , BRANTFHFHEIF

WS : BRmEmEX 55120 T #2547

\|
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SHAR Wik FRFNULL SR8 R
OrderByType & & String REERERRE AT, . HRisz - "ASC"s;& "DESC"
. Array of
P tld = = Il ID
rojectlds s 5 Uint64 S|
SearchKey a & String BRI |, SOFLAId, SLHIEFR. SSREIP
Array of -
5 & =)
Tags = = TagInfo Tagf=i
por s
3. Eﬂuﬂjéjs&
SEER it R
TotalCount Uint64 HEEIRMHRISTHIREL
InstanceDetails InstanceDetail SLHFMRERTIR
Requestld String H—iEXK ID , SRiEKESIRE], BN EEREZXIEKE Requestld,

4. FEIRS

UG T OSSR A0EIRD | BfERIRFE N AR,

2
5

IR

InvalidParameterValue.RegionError
InvalidParameterValue IllegallnstanceStatus
InvalidParameterValue.VpcldOrSubnetldNotFound
InvalidParameterValue.ZoneError

InvalidParameter.PermissionDenied

WS : BRmEmEX 5121 W H2541

\|
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BRI EURERE SIS

ERITEFHYE): 2024-10-18 10:38:27

1. O

EOiBKIEE : mongodb.api3.finance.cloud.tencent.com,
A4z (DescribeSpeclnfo) B FEIAISLHIRIEE ST,
BOAEZEOIERIREPRE - LOX/FD,

EOEFAYE : 2019-10-15 16:12:47,

BORWERREN,

2. NS

SHER Wik FEYFNULL e i) A

Action = & String NHBE, KIZFOBYE : DescribeSpecinfo
Version =2 &5 String NHESE, AEOBYE : 2019-07-25
Region ~ S String RNESH, FENFRSISRMRZIZR(TODO)
Zone B & String FEFTAX

3. S

e C St fiik

SpecInfolist SpecificationInfo SCHIESERISEESIER

Requestld String H—iEK ID , ®RiEKESIRE], EUEMATEERAZXIERKA Requestld,
H 3=
4. =S

PAIMRFIE 7O SSZEERaERND | BERGFE N AT ER.
FHIREG A
InvalidParameterValue.RegionError

InvalidParameter.PermissionDenied

WS : BRmEmEX 55122 W FH2541



O BASTCE SRR (MongoDB )

BllEZsLAhEM

BT HTAYE): 2024-10-18 10:38:27

7 A
1. EOHAR
EOEki®E& : mongodb.api3.finance.cloud.tencent.com,

AEORTOIRSIRESLOION. AEOSHFPYBMAEAregionSH , ENTHBIRIL. AEORIIF IMSLRHFEEPIISLHIERE
EATIEM .

RN OIBISRRIRE © 200R/F,

JECIEESATIE) : 2020-04-20 20:37:09,

EORBESRER,

2. WNSEL

UTNERSEGIRMGIE TEROERSEIPO LIS, TBAHRSEGIRDN TGRS,

SEEFR Wik FNULL 358 HA
Action =2 &5 String NHBE, KEOBYE : InquirePriceCreateDBInstances
Version 2 & String  AHSE, ABEOBYE : 2019-07-25
Region 2 S String  AHBE, FESISHMIEFIZR(TODO)
Zone 2 & String  LEIFTEXIHEFR , 48040 : ap-guangzhou-2
GABIAER SN, MBTRIAES SEEE N3, 9 RS B |
NodeRlum = ' L sttt et it
Memory = & Int64 SCHINTEARN | BT : GB
Volume 2 & Inte4d  SEHIERA/N, BB : GB
AT , BEASHFNESRIRAESREA IR ESE
( DescribeSpecInfo ) IR[EIEER, SHERARKRZZE
MONGO_36_WT : MongoDB 3.6 WiredTiger{z&3 [E2hR A |
MONGO_40_WT : MongoDB 4.0 WiredTigerfZfia &2k A
MachineCode = = String  #1882KA , HIO : FIOR! ; HIO10G : BIOAJKEY ; STDSS : AR
GoodsNum 2 B Inted  SHIBE FIVEL , /RAEHRL0
Period = & Int64 LIRS, BB - B, antEREL2,3,4,5,6,7,8,9,10,11,12,24,36]
ClusterType 2 & String  SLfpIZEAY , REPLSET-BIAEE , SHARD-9> H 58 , STANDALONE-ET5 5

WS : BRmEmEX 55123 T FH2541

\|
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SEER Wik AEENULL k8 faik
BIAREANEL , QIERRIASESLAIRT |, ZESHWIRE AL ; SES R SEAIRT
ReplicateSetNum 2 B Inte4  BEFRSREARHIEFNESHRRESE  EARTRIN  1Z88RE
790

3. WS

SR it faidk

Price DBInstancePrice intg

Requestld String EE—iEK ID , @RiEREIRE, TR FEERMZRIEREN Requestld,
HAE
4. 5EIR1S

PAIMRFIE 7OV SSZEERaEIRND , BERGFE N AT ERE.

FHIREG A
InvalidParameter

InternalError

WS : BRmEmEX 55124 W FH2541
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LEEEIRN

BT HTAYE): 2024-10-18 10:38:27

Sz A

1. EOfAR

EOiEKRE® : mongodb.api3.finance.cloud.tencent.com,

A0 (InquirePriceModifyDBInstanceSpec) FBFAEEsLHIRIECEITMN .
EOMZECIERINERS) - 200%/70,

EOEFAYE : 2020-04-20 17:04:40,

EORMER LN,

A sles
2. NS
L BRSSPI TSI T EOE RS ST AL S | SEARSHFIRIALEREH,

SHETR Wi FRIFNULL &3 Tk
1t

Action 2 S String  AHSE, AIZEOBYE : InquirePriceModifyDBInstanceSpec

Version =2 & String NS ANEOEYE : 2019-07-25

Region B S String  AHBH, FRFRISFHMRZIZR(TODO)

Instanceld 2 B String LD , #8040 : cmgo-p8vniprs, SEEUEREREHIATRE S ERAYSTHIDAERE.
Memory 2 B Inte4  TEEEBFIFINFAR/, 87 : GB,

Volume z a Int64 TEAREELOIMEA /N, B : GB,

3. WS

SHER ekl R
Price DBInstancePrice N5,
Requestld String H—iEK ID , BRiEKESIRE], EREAEEREZRIEKE Requestld,

4. TR

ZEOERWSZEEXRAERD  EtEREF A RS,

WS : BRmEmEX 55125 0 FH2541
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1. #EOfER

EOBEKER © mongodb.api3.finance.cloud.tencent.com,

Z4Z0 (InquiryPriceRenewDBInstances) FAF 42568 B sLHaN.,
BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2020-04-20 20:53:09,

O RGEE LN,
A M2
2. MINSE
LATBREHGIRIGH TEOBERSHIED AHSE , TBAHSHGIRIALERSE,
SHER Wik FIFNULL 58 fEA
5% = :
Action =2 = String RIS, AEORE -
InquirePriceRenewDBInstances
Version = & String NS, ANZEOBYE : 2019-07-25
Region = ) String AHSE, FIFRIFERFIZRTODO)
SCEIID |, #8240 : cmgo-p8vnipr5, SEEGEREE
Instancelds = ) Array of String EHEREAERSAIDER , #ORREEZR
KIFSN LB TIRIE,
FfIEE (BIEFRA ) BXSHIRE. Bidiz
InstanceChargePrepaid =~ 2 B InstanceChargePrepaid ~ S¥EILUEERFEOALHNEERK. 2BRE
HalEEREg.
A M2
3. BitHEE
SHER St fA
Price DBInstancePrice N
Requestld String H—IEK ID , ®XiEkEPSIRE, BAARIEEREIZRIEKA Requestld,

4. iRt

UG T 3O S5 EERA0EIRD | BRI A THEIRD,
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1. EOHA
EOEki®E& : mongodb.api3.finance.cloud.tencent.com,

A (IsolateDBInstance) B TIREMongoDBAEUERFZEIT LA, FRE/ELAIRBAERIKILS , FEEBEALIE. RE—Er A
& SEOISAIEmER | EMELRFRENS S ERETT ERIRS T, ERBTINRETERLITERE | ISEIREF.

RO OIBISRRIRE : 200R/F,
EOEHATE : 2020-10-09 12:07:05,

EORBESREM,

2. NS
TSRS PG T EOERE SRS AEH | SEARBHPIEIN IR,

e C Wik FRFFNULL 33 ik
23

Action =2 &5 String NESE , AEOEYE : IsolateDBInstance

Version 2 & String  AHSE, AEOBYE : 2019-07-25

Region = a String NS, FEFESIFHHIESIZR(TODO)

Instanceld 2 & String  SZIID , #8=40 : cmgo-p8vniprs, SEEUEREH & TUE R E~AISLHIIDER

3. liHESE

SEER it A
AsyncRequestld String BHESHIER D, aERL D TEESSESAIITER,
Requestld String HE—EX ID , ®XiEKRESIRE, BRI EEREIZRIEKAY Requestld,
H-
4, EllBEﬁE_'J

PUNREIH T30\ 52 4EERAEIRD | EfhERDIFE N 2 TR,
HIRhD A
InvalidParameter

InternalError
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InvalidParameterValue.LockFailed
InvalidParameterValue.PrePaidInstanceUnableTolsolate
InvalidParameterValue.InstanceHasBeenlIsolated
InvalidParameterValue.NotFoundInstance

InvalidParameterValue.InstanceHasBeenDeleted
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1. EOHAR
EOEki®E& : mongodb.api3.finance.cloud.tencent.com,

A (ModifyDBInstanceSpec) - FAEMongoDBREUWREELGIECE ., #EOSHSRIESME | I NERAREURRERIE SIS
( DescribeSpecinfo ) $XEX,

RN OIBISRRIRE © 200R/F,
EOEHATE : 2021-12-22 17:32:26,

EORBESRER,

2. MNSEL

UTNERSEGIRMGIE TEROERSEIPO LIS, TBAHRSEGIRDN TGRS,

SEEFR Wik FNULL 358 HEA
Action =2 &5 String NHBE, AZOBYE : ModifyDBInstanceSpec
Version 2 & String AHSE, AEOBYE : 2019-07-25

Region 2 & String RS, FESSHIEFIZR(TODO)

SCHIID |, #8070 © cmgo-p8vniprs, SEEUEREEHIATRE T EAISCE

i

String

il

Instanceld

IDAER]
Memory g | = Uintes | SPVEREBEEQRAEAN , B4 : GB, PIPRIRAR TR AR
3
Volume . - Uintgs | EPRETEEMESEAN , BT : GB, PFIMA AR RS
= = BEER, PEEERT , SEURS S ST RS B2
. . SR BT SoploghiA/ , B4 : GB , BUANBLSZSENIL10% , foiF
OplogS 5 5 Uinte4
plog-ize = = " BB IMERTR10% |, BAEAREEI90%
ReplicateSetNum & S Uinte4  EIZAZEL
A sl
3. BiHES#
SHEIR A HoR
Dealld String 1TERID
Requestld String W—i5K ID , &RIEREPSIRE. EAEENBEREZRIEKE Requestld,
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InvalidParameterValue.NotFoundInstance
InvalidParameterValue.StatusAbnormal
InvalidParameter.ZoneClosed
InvalidParameterValue.SpecNotOnSale
InvalidParameterValue.OplogSizeOutOfRange
InvalidParameterValue.ModifyModeError
InvalidParameterValue.SetDiskLessThanUsed

InvalidParameterValue.InvalidTradeOperation
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Sz A

1. EOHAR

EOiEKRE® : mongodb.api3.finance.cloud.tencent.com,

A% (OfflinelsolatedDBInstance) AT ZB) FEPREN RSO TSRS, AT ERISCRPRZS DRI,
BOAEZEOIERIREPRE - LOX/FD.

EOEFAYE : 2020-06-29 16:58:51,

EORMER LN,

A sles
2. NS
L BRSSPI TSI T EOE RS ST AL S | SEARSHFIRIALEREH,

SHETR Wik ASIFNULL 288 1A
3t

Action = & String &, AEOEYE : OfflinelsolatedDBInstance
Version 2 & String  AHSE, AEORE : 2019-07-25
Region £ S String  AHSE, FERFESISHIMIEFIZR(TODO)
Instanceld 2 B String  SCIID , #ZAN : cmgo-p8vniprs, SEEUEEEEH A TUE R ER~AILAIIDER
A MM
3. HESEL
SHER it fEA
AsyncRequestld String SEASHNEK ID , AIEAL ID EERSESHHITESR.
Requestld String E—EK ID , 8RERESIRE. EAIAREHERAZRIBEKAT Requestld,

4. $EIRD
IUTRRBI T LSS BRI | BRGS0,

HiRAD 5

S

InvalidParameterValue.NotFoundInstance
InvalidParameterValue.LockFailed

InvalidParameter.PermissionDenied
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1. 3O

A
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EOEki®E : mongodb.api3.finance.cloud.tencent.com,

A$EO(Renamelnstance) BFHER = EUIRZESLAIRIEFR.

FUAZ OB ISRERIRS : 200R/7D.

EOEFATE : 2019-09-05 17:26:34,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER
Action
Version
Region
Instanceld

NewName

=
=
=
=
=
=
=
=

=
~=

3. S

SHETR

Requestld

4. TR

Wik FPFENULL K3 R

sy String  AHSE, AEOBYE : Renamelnstance
S String  QHSE, AEOEYE : 2019-07-25
S String  AHSE, FERFRIFHIIEFIZRTODO)
S String  SCIID , #8240 : cmgo-p8vnipr5, S=EEUREEH S RE S ERIILAIDER
& String  SCHIEFRR

il R

String BE—iEK ID , 8RiERESIRE, ERRRFEERMIZRIERE Requestld,

UG T 2O SSIZAEERA0EIRD | BERIIFER AR,

HixhD

InvalidParameterValue.NotFoundInstance

InvalidParameterValue.InstanceHasBeenDeleted

InvalidParameterValue.InstanceHasBeenlIsolated

WS : BRmEmEX
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=7 R
1. #FOfEA
EOBEKER © mongodb.api3.finance.cloud.tencent.com,
A$£O(RenewDBInstance) BFEEEFUERELA , (CHFHIBEXNNEBFERNLA. KRETELFIATELRZE,
EOAEOIERINERIRS] : 200R/FD,
EOSEFRAETAE : 2020-04-20 15:27:13,

EORMER LN,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik AEFNULL k8 AR
Action = & String NS, AEOEYE . RenewDBInstances
Version =2 &5 String NESE , AEOEBYE : 2019-07-25

Region 2 = String NHEBH, FIFRSERIMHEIZR(TODO)

—NEEMFHEFRISLHIID, i

Instancelds = = Array of String DescribelnstancesiziREMESIInstanceldFk
B, ®RiEkitt 2L R /9100,
fdEEL , BEFEREXSHRE. BEZE

InstanceChargePrepaid = 2 B InstanceChargePrepaid ~ #AILUSEEFEAIHINEZENK. EBIRER
HEBEEREY., BFARLIZSENNMESEH,

A M2
3. IHEE
SHER it Tk
Requestld String H—iEK ID , ®RiEKEPSIRE]., ERMATEERAZXIEKA Requestld,

4. TR

ZEOERWSZEERERTD , BOERDFEN A AHERE.
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v s
1. EOHA
EOEKi®E : mongodb.api3.finance.cloud.tencent.com,
BB IR
BOAEZEOISRIRERPRE : 200%/FD,
EOSEFATE : 2020-10-09 11:49:16,

EORERREN,

2. NS

UTNBERSEGIFRGIE TEROBSRSEFIHDANLESE , TEAHSHGIRDATERSEL,
SEER WA AIFNULL i) U
Action 2 S String NHSE, KIZOBYE : ResetDBInstancePassword
Version =2 & String NHESE, AEOEYE : 2019-07-25
Region = B String AHBE, FEFRSTISHIRBISSIZR(TODO)
Instanceld =2 & String sc/5Id
UserName =3 = String SLHIKS43
Password = = String RS
A MM
3. BiHS%
SEEFR 5] U
AsyncRequestld String BLIEKId , BFREIIZREEI TS
Requestld String H—iEK ID , RiEKESIRE], BN EERAZXIEKE Requestld,
+ 01
4. sE1R05

ZEOERWSZEERAERTD , BOERDFEN AT ERE.
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InstanceSummary

LHFEES

#HUN O3] 8 : DescribeDBInstanceSummaries

BFR WisE
Instanceld =
InstanceName 2
Status =
MongoVersion =
Ip =
NodeNum =

ReplicateSetNum =

Resourcelnfo

WA EOSIA -
BFR
InstanceNum
ReplsetNum
ShardNum
TotalCPU
UsedCPU
UsedCPURatio
TotalMemory
UsedMemory
UsedMemoryRatio

TotalVolume

WS : BRmEmEX

FEEFNULL
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[==)

=

[=}

=
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=

[=}

=
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=

[=}
Py
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=
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=
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=
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=
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=
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a
=
=
[==)
Pz
(==}

ES

e

String

String

Int64

String
String
Uint64

Uint64

A
SLHIID

SLHIEFR

E Y

mongodbhRA
SLfflip
TR

BIARENE

AEFNULL

a

oy o o o oy o oY oY

o

s
Uinte4
Uint64
Uint64
Uint64
Uint6e4
String

Uint64
Uint64
String

Uint64
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SEHIATS | O-SERIRFIIAML ; 1-SEFIAES | 2-SLBiE T ; -2-LAIER

1%
SLhIEE
BIRELfIHE
DREGIEE
=CPU
2FACPU
BRCPUSLEL
BRF
CRRE
ERREFAHEE
R
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BFR
UsedVolume

UsedVolumeRatio

BackupFile

BINNHHFEER
#EIT™EOSIA

% N
ReplicateSetld

File

ShardInfo

SLhID RFE

#HANTEM03| 8 : DescribeDBInstances

BR
UsedVolume
ReplicaSetld
ReplicaSetName
Memory
Volume
OplogSize
SecondaryNum

RealReplicaSetld

Specltem

mongodb& g

#WaN O3 : DescribeSpecinfo

g N

SpecCode

WS : BRmEmEX

143G FEFNULL
S =
= =
Whiske FRFNULL SR
= & String
= & String
Wi FFFNULL R
= & Float
= a String
= & String
= a Uint64
= a Uint64
= B Uint64
= a Uint64
= a String
Wik ARFFNULL KT
= & String
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il R
Uint64 O R
String B A,

fik
BN FRREIRSE/DRID
BIDXHRFER

1%

DREKBSE

2 HID

PhRE

D RAFIRE  BAAMB
DRHENE | BAIMB
73 Oplog X/ , BB /AMB
PDRMTRE

7 RYEid

fiik

HUBERIRIR
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EFR Wi

Status =z a
Cpu = a
Memory = )
DefaultStorage = =
MaxStorage z a
MinStorage = B
Qps p=3 =
Conns =z a
MongoVersionCode = =
MongoVersionValue = B
Version = =
EngineName = a
ClusterType = =
MinNodeNum = a
MaxNodeNum = =
MinReplicateSetNum = B
MaxReplicateSetNum = B
MinReplicateSetNodeNum = B
MaxReplicateSetNodeNum <3 B
MachineType = B

Inbound
REENEHIN

a0 T™ZO5 | : DescribeProjectSecurityGroups

BFR WhisE FEFFNULL
Action = &
AddressModule = =
Cidrlp = a

WS : BRmEmEX

FBEFNULL

e
Uint64
Uinte4
Uint64
Uinte4
Uint64
Uinte4
Uint64
Uint64
String

Uint64
String

String

Uint64
Uint64
Uinte4
Uint64
Uinte4
Uint64
Uinte4

String

=]
String
String

String
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M EMIRS , BUYE : 0-{=1EEsE , 1-FrEssE
MISEMIRS , BUYE : 0-{=LEEEsE , 1-FHEssE
RFAE , BALAMB

BOANHLERINS | SAAIMB

RAHEMIE , BAIMB

B/\HLERINE |, SAIMB

A EEHgpsiER

EEREEIPRS)

tfilmongodbiRANSE

sEflmongodbiRAS

seffimongodbiRAS (48 )

7B %

SRYSEE  BUE : 1-oR&EF, 0-BIARSSRY
RBIRENTT R

BARIAENTIREL

=2\V g

AR

BN RN RE

BAD RN REL

#2888 |, BYE : 0-HIO , 4-HIO10G

fiik
k% , ACCEPT=EDROP,
eI AR RS,

SFRIpEKIpE: | 141192.168.0.0/16,
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BFR A5G FEFNULL
Desc = B
IpProtocol 2 a
PortRange 2 5
ServiceModule 2 &
Id 2 &
ClientConnection
EFIREEER , SRS imIPAIEES
WA~ EASIA -
BR WAisk FEIEFNULL
IP = &5
Count 2 iy
Outbound
LA HuEN

A0 TZO5 | - DescribeProjectSecurityGroups

2R i FEEFNULL
Action = &
AddressModule 2 &
Cidrlp = &
Desc b= a
IpProtocol = &
PortRange 2 &
ServiceModule = B
Id Z =)

NetworkAddress

G SRS kil

WS : BRmEmEX

s
String
String
String
String

String

=]
String

Uint64

String
String
String
String
String
String
String

String
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B B

W& |, s2dFudp, tep&E.
i,
IRSAIRRAIMANIROES.

LRPEIMURATBIEES.

fik
KRR FIRIP

X RIZE FimIPHIEREES

R

ZRH% , ACCEPTE&DROP,
HAFRIdAURAMEIIE S,
SEYRIPRIPER , 51401192.168.0.0/16,
i)

MBI, ZHFudp, tcpF,

i
IRSSAIMARAIMMYIIROES.

LRPEIMURAIBUIES.
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BR Witk FBEFNULL St U
NetworkType = &S String MIERRE | ANIAERSE : VPC (EBMES ) . BASIC ( EAtiRNL )
UnigVpcld P = String IPHBLLFTEFAE B AR —ID , HAEMMNLE , ZFRAS.
UnigSubnetld = = String IPHBLEFR B FMFE—ID , HAEMMLE | ZFERAZ.
IPAddress = = String IPitbiit,
Port = & Uint64 was
SlowLogPattern
FBFi#EiAMongoDBHIEEIEHERITHER
U TEOSIA -
2R Wik FIFNULL xS AR
Pattern =2 & String 2EEER
MaxTime P B Uint64 BRAHITRE
AverageTime = B Uint64 SELSHATRIE)
Total 2 5 Uint64 ZEERERE
DBInstancelnfo
SLHUEE
AN T3]/ : DescribeDBInstances
Instanceld = = String SLHID
Region 2 B String M ER
InstanceDetail
SRS
AN T™EOS| A : DescribeDBInstances
2R Wik FIFNULL 58 R
Instanceld =2 & String SCHIID

WS : BRmEmEX
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BFR Wi AIFENULL 28 fER
InstanceName = & String SCAIEFR
PayMode = & Uint64 (T8 |, TJRENRENE : 1-BEE8A ; 0-REitE
Projectld = = Uint64 IMBID
ClusterType 2 a Uint64 SERFRA | DJRERUIRENE : O-BIASESLA) , 1-55 AEfl
Region P & String i ER
Zone 2 & String THAXER
NetType 2 a Uint64 MIZEEE | ATREANIRENE : O-EAREMLE , 1-FABMLE
Vpcld 2 B String FABRILERIID
Subnetld = & String FABMZEHIFRIID
SEMAZS | BTRERUIR D O-1FW0sa1E | 1-REab B | 2-15

Status = = Int64 zg%_z_g_géﬁgﬂzfﬁ =L i (ST
Vip = S String SLAITP
Vport = &5 Uint64 was
CreateTime g2 & Datetime S BYFERT IR
DeadLine 2 S Datetime SCAUEIEARTE]
MongoVersion 2 S String SRR AER
Memory B B Uinte4 LIRS | BfRIAMB
Volume = B Uint64 SERIREERINS | BB AMB
CpuNum 2 B Uint64 SCHICPURRILEL
MachineType =2 S String SLAIESSEEY
SecondaryNum 2 S Uint64 SEBIMTE R
ReplicationSetNum £ S Uint64 Ll RE
AutoRenewFlag b= ) Int64 ;szgjgﬁigg . FIRERRENE : O-Faime , 1-BalR
UsedVolume 2 & Uint64 ER%E | BfIMB
MaintenanceStart 2 & String HEPE HCIARTE)
MaintenanceEnd s 5 String HEPE 45 ERATIE
ReplicaSets 2 sy g:gar)é;; ffo SRER
Readonlylnstances 2 & Array of HIELHHER

DBInstancelnfo
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fEA
KeELHUSR
[T IS

KEEHHER , WFIEXEH | ZFRFREMIGRISEHNE
B WTFIRRSSES] , MFRTERIEXSEONER AR A RIE/ KE
S MR ESLHER

LHTEERES

SEHIRRAARIC
SLHIRRAARIC
SR , AJRERYIRENE : 1-mongodb , 2-dynamodb

SCHISREY | BTREAGRENE , 1-TEXCSER | 2-IEBSSER) , 3- Rk
S, 4-SRESLH

SEAPRR IR
SERIRSRZAPIRSEGid | ERFFE RIS RISTAIERRER

Instanceld#Reallnstanceld , MbaradFESIEEGEEIZ S
EEEYIERIdIREL

=St 1%

2R Wik ARYFNULL 38
Array of
I = T
Standbylnstances = = DBInstancelnfo
Array of
Clonelnst = B
oneinstances = = DBInstancelnfo
RelatedInstance = = DBInstancelnfo
Array of
T = =
ags = - TagInfo
InstanceVer = = Uint64
ClusterVer 2 & Uint64
Protocol = = Uint64
InstanceType = = Uint64
InstanceStatusDesc =~ 2 = String
Reallnstanceld = = String
SpecificationInfo
SLHRISER
WA T™20O3|F : DescribeSpecinfo
2R WAE SBIFNULL
Region 2 &
Zone 2 a
Specltems p3 =
SecurityGroup
g ==

N T™EO5|A : DescribeProjectSecurityGroups

BR Dyviv
CreateTime =

WS : BRmEmEX

FAFNULL K8
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String HE(EE
String AAXERS
Array of Specltem ELEER
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BIERYE) , RHERER : yyyy-mm-dd hh:mm:ss,
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Projectld =
SecurityGroupld 2
SecurityGroupName 2
SecurityGroupRemark =
Outbound =
Inbound =

TagInfo

IHNFERER

FBEFNULL

oy o oY oY oY

iy

ESig) )%
Uinte4 IMEID,
String Z24AID,
String REHER,
String AT,
Array of Outbound AR,
Array of Inbound NS

A0 T™2O3 | : CreateDBInstance, CreateDBInstanceHour, DescribeDBInstances

BFR WhIE
TagKey =
TagValue =
Operation
TEAIFARME

#ANTEOSIA -
g N
ReplicaSetName

NodeName

OplId

CommonDBInstancelnfo

KSR

AN T™EOS| A : DescribeCommonDBInstances

=2 Wi
Appld =
Region =

WS : BRmEmEX

FBEFNULL

a

=
=

AIFNULL it
) String
a String
FEFFNULL il
& String
) String
) Int64
ESid) fi
Uint64
String higg
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fiik
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BERTERT R
BEFS
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AR Wi FEEFNULL ESic A

Zone 2 & String ATAKX
Projectld = & Uint64 IGEID
PayMode = B Uint64 NEL
Instanceld =2 5 String SCAFID
InstanceName = &= String SLAAIBFR
Status =2 & Uint64 IR
NetType 2 S Uint64 (Ep=ESid]
Vpcld 2 & String FABRLEID
Subnetld = B String FMID
Vips 2 & Array of String VipfEE
Vport —= & Uint64 Vip(ER
CreateTime 2 RS String CUFEAT A
ClusterType 2 = Uint64 SRR 0 BIAE ; L ok

InstanceChargePrepaid

TR T LR 2R R

#eNEAS| A : InquirePriceRenewDBInstances, RenewDBInstances
B Wk SIFNULL 2R3 U

MISESEHIRIRHS |, B - B, BUYESEE : 1,2, 3,4,5,6,7, 8,9, 10, 11, 12, 24,
36. EAML,

Period iy &5 Int64

BnhsEEimR, BYESSE : NOTIFY_AND_AUTO _RENEW : @ENidHEEE BEheezs
NOTIFY_AND_MANUAL_RENEW : {BALTHEAEGhEE2E
DISABLE_NOTIFY_AND_MANUAL_RENEW : F@EITEAAB N2 SARE

a~ A~ H
RenewFlag & = SUING  \OTIFY AND_MANUAL RENEW. iz
NOTIFY_AND_AUTO_RENEW , EkPREFEENIE R T , SLAFIHIREZB R
MongodNodelnfo
mongodTRER
WA EOSIA -
B Whsk FSIFNULL S R
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Productld =
ProductldDescribe &=
UsageUnit &=
UsageValue &=
BackuplInfo
BHER

#Han~EAS|F : DescribeDBBackups

SR Wik
Instanceld = =
BackupType = =
BackupName = ra
BackupDesc = =
BackupSize 2 =
StartTime = =
EndTime = =
Status = =
BackupMethod = =

ModifyNetworkAddress

ISR B

#ANTEEOSIA -
BR Wiisk
NewIPAddress =
OldIpAddress =

CurrentOp

ZHURERESCHI SRR

WS : BRmEmEX
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iy
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Uint6e4
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FEEFNULL
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Uint64 FmAgE

fk

SEIID
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BIDER
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BRI |, BAfIKB
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BN LERATIE
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BFR %yvis
Opld =
Ns =
Query =
Op =
ReplicaSetName 2
State p=
Operation =
NodeName =

MicrosecsRunning =

DBInstancePrice

HURRESLHUNTS

FBEFNULL

=
=

=
=

=
=

alil

iy

ali

i

m

Jalil

ok
&2

Int64
String

String

String

String
String
String
String

Uinte4

N15EERE (MongoDB )

fEA

BEFS

BEFTERIaRE =) , AZztandb.collection

BEITIED

1B | TTREAYENE : aggregate, count, delete. distinct. find,
findAndModify, getMore. insert. mapReduce, updatefQ]
command

BERTERI D AR

s  DRAT , AJRERYEEDD : Primary, Secondary
BEFEER

BRI D RETR

BFEHATAIE (ms)

N T™EOSIA : InquirePriceCreateDBInstances, InquirePriceModifyDBInstanceSpec, InquirePriceRenewDBInstances

% N
UnitPrice
OriginalPrice

DiscountPrice

WS : BRmEmEX

=
=
=
E=

=
=

FEFFNULL &St R
2 Float BN
A Float BN
B Float o
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HIRh

ERITEFHYE): 2024-10-18 10:38:27

TseEeRR

XiSEUWEE (MongoDB )

INFRIREERFTFE Error FER , MISRZSERA APL LM, 590

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."

}

}
}

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error Ff Code FNHIRAS , Message FRNZIBRAIEAER.

HIRIDYIZR

/A\E

HIRAD
AuthFailure.InvalidSecretld

AuthFailure. MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

WS : BRmEmEX

=l
ZIRAER (A2 API B3R ) |
MFA $&i%,

BIEAEE. BEEHENETRERCHMRRERR | WIKSES | BEwRRS
BEIFH  TERIEMEETS.

ERTH. Timestamp MRSBIRGEMEENMESBIODH , IBRERINEEREMNER
BEL.

B SEUEER  BURBASNPIROLICEEES Z I EIRE,
token &R,

Bk CAM =L,

DryRun #F , RRIBERESEMINA . RESET DryRun 24,

S S

REBFEIR.

EORNFE.

SHGEIR.

SR EEIR.

%149 T #2541
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HIRAD 1RH
LimitExceeded TR ACEPRE .
MissingParameter ROSEERIR,
NoSuchVersion BEORATRGFE.
RequestLimitExceeded TERADREGET T 3RZRPRS.
ResourcelnUse RIFR G,
Resourcelnsufficient RIFAE.
ResourceNotFound RIFAFE,
ResourceUnavailable RIFARTF,
UnauthorizedOperation RIFTURLE,
UnknownParameter RISEEEIR,
UnsupportedOperation BMEARSTHE,
UnsupportedProtocol http(s)iEkIPGEIR , R3ZHF GET #1 POST 15K,
UnsupportedRegion BEOARISAEMIE,

A S5HERS
ERAD

InvalidParameterValue InvalidTradeOperation
InvalidParameterValue.SpecNotOnSale
InvalidParameterValue.PostPaidInstanceBeyondLimit
FailedOperation.UpdatelnstancelnfoFailed
InternalError.GetSecurityGroupDetailFailed
ResourceNotFound.InstanceNotFound
FailedOperation.DisassociateSecurityGroupsFailed
InvalidParameterValue IllegallnstanceStatus
InvalidParameterValue.lllegallnstanceName
InvalidParameterValue.PrePaidInstanceUnableTolsolate
InvalidParameter
InvalidParameterValue.SecondaryNumeError

InvalidParameterValue.MachineTypeError

WS : BRmEmEX

N15EERE (MongoDB )
il
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FHIRAD 15288
InternalError.UpdateDatabaseFailed
InvalidParameterValue.ClusterTypeError
InvalidParameterValue.NotFoundInstance
InternalError.RouteNotFound
ResourceUnavailable.InstanceStatusAbnormal
InvalidParameterValue.ModifyModeError
InvalidParameterValue.MongoVersionError
InvalidParameterValue.ReplicaSetNumError
InvalidParameter.ZoneClosed
InvalidParameterValue.LockFailed
InvalidParameterValue.ProjectNotFound
InternalError.ReadDatabaseFailed
InternalError.QueryDatabaseFailed
FailedOperation.ClearInstancelnfoFailed
InvalidParameterValue.PasswordRuleFailed
InvalidParameterValue lllegalStatusToOffline
UnauthorizedOperation.PermissionDenied
InvalidParameterValue.ZoneClosed
InvalidParameterValue.TagNotFound
InvalidParameter.InstanceNotFound
InvalidParameterValue.RegionError
FailedOperation.AddInstancelnfoFailed
InvalidParameterValue.VpcldOrSubnetldNotFound
InvalidParameterValue.ZoneError
InvalidParameterValue.InstanceHasBeenlIsolated
InvalidParameterValue.SetDiskLessThanUsed
InvalidParameterValue InstanceHasBeenDeleted
FailedOperation.SetRuleLocationFailed

InvalidParameterValue.OplogSizeOutOfRange

WS : BRmEmEX SB151 0 #2541
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FHIRAD Lzl
InvalidParameterValue.StatusAbnormal

InvalidParameter.PermissionDenied

InternalError

FailedOperation.AssociateSecurityGroupsFailed

WS : BRmEmEX 55152 T #2541
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X BIHSTCE

RS RlRSS (dts)
WA (2018-03-30)

APIHEYS

ITEHHYE): 2025-02-18 17:50:19

APIhRZAS

V3

SURCRRSEXRED

EORR
CompleteMigrateJob
CreateMigrateCheckJob
CreateMigrateJob
DeleteMigrateJob
DescribeMigrateCheckJob
DescribeMigrateJobs
ModifyMigrateJob
StartMigrateJob

StopMigrateJob

SR R EO

EORR
ActivateSubscribe
ConfigureSubscribe
CreateConsumerGroup
CreateSubscribe
CreateSubscribeCheckJob

DeleteConsumerGroup

WRFRE - BRmERMEX

BEOIhAEE

STR AR ERS(ESS
BRI IER(ES
IR TS
IR ERERBESS
IRENIIRIER
R ERES
(e EIRER S
[EEEERERES
RHEIRIER S

ZOTI8E

BRI EE

e EXIRIT R
BIEHZEA

BT IFERISR
IEEIRT RN TR

R 2R T iR 2R A

NH4EWERE (MongoDB)

%153 T1 #2541
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EOBR
DescribeAsyncRequestInfo
DescribeConsumerGroups
DescribeKafkaSubscribeConf
DescribeOffsetByTime
DescribeRegionConf
DescribeSubscribeCheckJob
DescribeSubscribeConf
DescribeSubscribeRunningJob
DescribeSubscribes
IsolateSubscribe
ModifyConsumerGroupDescription
ModifyConsumerGroupPassword
ModifySubscribeAutoRenewFlag
ModifySubscribeConsumeTime
ModifySubscribeName
ModifySubscribeObjects
ModifySubscribeVipVport
OfflinelsolatedSubscribe
ResetSubscribe
ResumeSubscribe

StartSubscribe

WRFRE - BRmERMEX

NH4EUERE (MongoDB )
EOThae
ERESHUTER

ERHIETRERARER
EaHIETRkafkahR A B BEE
BN EEREREEEE

B &It
HRIRSRIREERER
EiTRpIRE
BRESIETER
SRENEGELTRSERIF IR
PRRSITIFRIsEl
IERTEEERAMEE

1ECHZR AT
1ETFISERI B a4 mR
(eI IRSL A EERTHEE R R R
ISR T RSLAIRI SRR
ISR FBIERILT TR
(eI RSEAIRIIPAIIR S
T ERBRIEIET LA
EEHETIREA

WEEIETR

[EEhEEELT I
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BB

EOSH7V]

BEEFATE): 2025-02-18 17:50:19

tcecloud API £XE/MAEIEKRIFITEMIIE , BB MNERBZTEEATIBEREHTEEEREE ( Signature ) LISIHEKRES D, &

BIERHATEFIEER , T2 FIERE Secretld F] SecretKey ; ERFPEIREZEFEIE | BRIECAPIZRANHERS , BNEEERATAPI
#Z=0.

soE e .

1. RiFReFEiE

EFE—RER=APIZH] , BRIF=APIZSHENERBLZEEIE, T2FEIFEIE Secretld 70 SecretKey :
e Secretld FBF4RR APL & BH

* SecretKey FIFINZESEE FRIEF RS SHmIE S B F R BNEHE.

* BRI RIREREREIE , BRitsE,

HELEEIINERSBUT ¢

1. EFtcecloudBEFIZHIA,
2. B =APIZSERYIEHI & TRE
3. E=APIZSATIHE , =i [FE] BIFLARIE—XISecretld/SecretKey

IR AREKSRESELIBIRT Secretld / SecretKey,

2. EpE R R

BT ZeEiESecretld #1 SecretKeyfg , MIATLAERSEET ., LITEREMSEEANFMEITRE
BIZFIFHY Secretld 1 SecretKey £BIE :

¢ Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

R XERERE , iSRIEAF RSN Secretld f1 SecretKey #HT/EEHRME |
VARG 2EEELAIFIZR(Describelnstances)iEsk a6l , HAFERX—ZOR , HiSkESHEaeT:

SHBIR Fh3Z S8

Action Vakrc =t Describelnstances

Secretld #=5Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp MBIt EEE 1465185768

Nonce PEHLIEEEEY 11886

Region SCHIRRTEX ap-guangzhou

WS : BRmEmEX 58155 T #2541
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SHETR 3L SHE

Instancelds.0 FFEIRRILBIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. S EHEFF

EAEMEERSERSHEBNFEE ( ASCHRE ) FAEHF. T8 1) RIESHSHTHIR | SRERTINET , 7&85tA/0 ;
2) ¥ ASCII 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARIREE, AATLUERRIEES PHIE%
HERFRECRSLINX—INAE , 1 php B8 ksort R, HIRRBISEHIHEFRERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

ERAECERRINESAN , X EERAIFRISEEITHIRF | ERIRER—EEA.

2.2, BHEBRF R

WWEBERMBERFGER. HE L —THERFRERSEISTN R SRR ="S81E I | 11X Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIAEER A Action=Describelnstances . & : “S&E"HERIAETIEurRREROE.

REBBINENS IS8R HEE—E | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESBRSCFRTE

WEBERESBRNFHR., SERNFHAEAUTIINSE0T6:

1. 15k 7Ai%: 3% POST #0 GET 5=t , XEBFER GET 5K , iFRAEAEXE.

2. IERENBEELIFFE (Describelnstances)§9i5 K14 5 : cvm.finance.cloud.tencent.com, SCRRAVIE KIS RIEEOFREERIIAR
BEfmAR , FNEEORE.

3. {BEKERZR: HEIRAZAPIRIEKRIRZREEN / .

4. BRFERER: B E—SERAEKRFRT R,

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES
TOIRIHERER

WS : BRmEmEX 55156 T #2540
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&V
ersion=2017-03-12

24, EpSEREA

S BRERSER, FEMER HMAC-SHAL EiEY E—S R SNERFOIFFRHTES | ARKBEMNES S Base6s #1745
13, BIEIRIGRERIER A,
BRSNS |, LA PHP BS54
$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE&Timestamp=14651
85768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

BRI E BN
EliP9YW3pW28FpsEdkXt/+WcGel=

ERRECERRIHESTAN , IR LERGIFRERGHTERIIE , BRNERHBS6IFHhaI—EEE.

3. ERRIwG

RIS R BT REEIRIFNIBRESE , FEXHET URL %3,

8N F— RIS Z A ElIPOYW3pW28FpsEdkXt/+WcGel= , BEFIR0RE HRiBREE ( Signature ) 7
EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Ei5RTFEMSRAER URL,

AR MRAFREKRSERR GET , BiEBR7F:%8 POST [RY Content-Type 73 application/x-www-form-urlencoded , MI&XiERK
RAEERSHEIREM URL RS , SHRN-ASARERIG. IF ASCI FFHE URL RISAIFRESELL UTF-8 #{T4%88.

IR | LREIESH http BE2EESFTESEHT urlencode , ZEXMMENT , MATREXIERBHIT URL 3T , BUAX URL 4
EeSHERLM.

AR : RS BEthTER TR , ISR RFC 3986, fEF %XY XFRFRIFIINRFHTE SR , AP XY o+ HsrrF
(0-9 FIXE=rE A-F) , BRINEE5IRER.

4. ZZEM

HRIESSIREN | FEUTERRMANEIRS | iSHRIESSIREAE

R fEIREA
AuthFailure.SignatureExpire BEILHR
AuthFailure.SecretldNotFound IR
AuthFailure.SignatureFailure EEER

WS : BRmEmEX 55157 TW #2541
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RS TEIES U
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 API B3R )

5. ERIER

FESTRRER APL 3.0 B , HE7EERIREEtcecloud SDK 3.0 , SDK EEETRRANLE , FANRE = RRIBMEOET, HMAEE
S0 SDK iy, SASTRARRIESTS |

* Python

* Java

* PHP

* Go

e JavaScript
e .NET

ATEBRNERERTRE , THUSIMREES A0, B OANERTERRIIL. BXkES. ERIROMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN , TRTAIBRERA SDK.

REEHHAY url TT8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPREERENN | HEBEARRSHEIRE |, RIanSRELL url FEXSEEHF I FEE R curl ER<SERISIREESN
Hix | SRH. ATEE—NMTLUEERER url |, EEERUREIFH Secretld 0 SecretKey NESLAVZESE , FHERRFHBIRTEEUE
79 Timestamp ,

IR ETENTAT  ARREES  EER—ESEXITEEIR url JEEEEMAR , RIASHNINFARR | (EXHARIER
. REMESHEE , BESITEIERRIE.,

IR LIMURB(UERT APL 3.0 , FEEERATREMINERRE | BIEZIERN APl , BTFEATERBRSHERUEIER | B
XS R AYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);

WS : BRmEmEX 55158 TN #2540
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// SEFRERur RS SEIRF S B ER

for (String k : params.keySet()) {

/] BFEXSEKEB#Turlencode , BT keyEBRRNFH , #ltA NI Hvalueit{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LAEEIHEF

// SCRRVEFBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHESE

// SEFREARER N XM EFE RS XRIRTE |, FI20 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~NFHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIEE5%4

params.put("Action"”, "Describelnstances"); // 2NHE%(

params.put("Version", "2017-03-12"); // A5

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // \'535%§

params.put("Offset", 0); // W51

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // A%t
28

System.out.printin(getUrl(params));

}

}

Python

TR (IRETE Python 2 IMEHET , EBESLREE requests (KB :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

WS : BRmEmEX SB159 TN FH254
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# ISSCRRER | AShiaaTer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)

WS : BRmEmEX 55160 T0 #2541
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= Ao

EOZERV3

B EHAYE: 2025-02-18 17:50:19

tcecloud API £33 MAENEIHITEMNIGIE , BB MEKREBBERL ’A/itlatkﬁéﬂqﬂ’aﬁxg{* ( Signature ) LESTEBERES D, &

ZIEEHTEEIILER , TeFIEEIE Secretld 71 SecretKey ; ERFPIRRBLZEEIE , BRITF=APIZHETUERE | BSNFEEEA=API
=0,

‘EEI—‘—I =
1. HiEREFIE
EFEREBTAPIZAD , BRIECAPIEHNHEABEREFEIE. REFEIFELE Secretld # SecretKey :

e Secretld FBF#rR APLERESH
o SecretKey FIFINEE AR Z R BFIIRS S ImIGIE S E FRTRIEA.
» AFPWIIFIRRETSREIE , BRitEE,

RIEReFIIRERSEBUIT

1. ERtcecloudEBFIEHIE,

2. BIE=APIZSEUEHI G TAE

3. E=APIZSETIHE , M [F7] RIRJLARYEE—XdSecretld/SecretKey

IR FREKSRESELUABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &L 753%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data PN | json IEXERARTBISEOSTE |, multipart 8=
RENEWSEONE: | IWEHZEOAEEER json 18IUER | &5 BRSO A,

THUSRSHRERT MNXSEGFIREAGIF  DEBNMBERANTEIRE. HAMBETERSAIFIRFANSE : Limit 71 Offset ,
{£F8 GET 73:58R.

RiIZFIFAY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAEIE R
RIS HHEHIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&k/5i% ( GET, POST ) , Awf5lchg GET ;

WS : BRmEmEX 55161 T0 #2540
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e CanonicalURI : URI £#{ , API 3.0 EEAIERHT (/)

e CanonicalQueryString : &#2 HTTP i&K URL FRIUEIH=/FER , 33F POST ik , BIEAZSFE , }TF GET &K , W9 URL hid
5 (?) GENFFERS , ARFIBYES : Limit=10&O0ffset=0, jF= : CanonicalQueryString &4 URL 4R/A3.

* CanonicalHeaders : £25&8FR0LEYMEE | 263 host F content-type FINLER , BRTIIABENRILESBSEEBLIESEEIE
KREgE—MFIZ e, BHENN : 1) 3LE8 key # value Fi—4ER/NG |, FEEERTHE |, IREE key:value\n #&=UHHE ; 2) SLER,
HRABSLER key (/NE ) ROFEEHFFRB THHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £5&ZRILEMER | IRBALLXIERAMPLLES 5 TES |, 1 CanonicalHeaders BEAILERETE—XI AT,
content-type [ host J9usifkEB, HHENIN : 1) k3B key ZB—HMINE ; 2) Z1KEB key (/NE ) 1RERFHHAERF#HITHHE , FELL
25 (;) PR, WHIFJ : content-type;host

¢ HashedRequestPayload : {&3KIEXHINSEE |, itE /5% Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , X HTTP &
KEE/NEX payload ffff SHA256 157% , AE+7NHEIRS | REwIDHEREA/NEFE. 18 | X}TF GET 153X , RequestPayload
ERTFRHE , WF POST 5K , RequestPayload By HTTP i53KIEX payload,

HRIELLEAIN | OIRERIRAGEIERENT (ATRNEW , \n BITFRIESSRITEHFI—TEK ) -

GET

/

Limit=108&0ffset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER TR
IR HHERGER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BAUEEH TC3-HMAC-SHA256 ;

e RequestTimestamp : ERAFEE; , BIiERLERHY X-TC-Timestamp BUE , AN ERBIERA 1539084154 ;

e CredentialScope : EIFEE , #&= /9 Date/service/tc3_request , @& HER. FHERARSFIZRIEZFFFE (tc3_request ) , Date 79
UTC R4 EIRIBRA , BUEREMATESH X-TC-Timestamp #HAY UTC #RERNBIERE—3 ; service AF=m& , WRSEABIFMHR
BEZ—5, 180 cvm, 8N ERBLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASBHHEFTENECIERENRHE  1HESEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date W/RMATEIEE X-TC-Timestamp ITE152] , BRFX UTC+0, MIRMARFANXER | FIUNFE/\K |, ESEB X8R
LIERRTL , BREZERERNERY. BIRATEEA 1551113065 , £/ \XKAASEIR 2019-02-26 00:44:25 , (BEITEEZ
89 Date BX UTC+0 FYHHEARS 2019-02-25 , A2 2019-02-26,

WS : BRmEmEX 55162 T #2547
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2. Timestamp X/REXRIRGFATE , BFEBERRFEHENERBERSH , MREEETAS NS ERM. MNRKAIEAFIIR
EREREY |, JRESEIE T —RIYEE , BROERW (IREEZSHHER ) .

HRIELA LA | REIPERIRFERFRHRUT (AT RREN , \n RTFAESSRITENFI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. i8S
1) HEIREREE , (hRBUT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request”)

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #7f9 Date =FE=E. , a0 3~ , 792018-10-09 ;
e Service : B Credential g4 Service ZEREE. , W00, 79 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EHESRIRGREE R ER |
e StringToSign : BRI EBRIRGFERFRE |

2.4. #H8 Authorization
AN ™RRCHHE Authorization :

Authorization =

Algorithm + "' +

'Credential="+ Secretld + '/ + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ',

‘Signature=" + Signature

* Algorithm : £&75% , EEA TC3-HMAC-SHA256 ;
e Secretld : ZEAXIHAY Secretld ;

e CredentialScope : M tX , EIEEHE ;

* SignedHeaders : W EX , 258 ZHLIBES ;

e Signature : &

MR LA | IR EEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ecfl74c474

WS : BRmEmEX 55163 T #2541
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http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&80Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

HRIESSIRER | FEUTERRMANERG | iSRIEIRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX

I PSS
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AR
BRER
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ZiREE (A2 APL AR )

%164 M

\|

£254



O BASTCE STR4HREE (MongoDB )

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com";

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpg86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERKX , BUEZHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ?#;%?%gg?f{r% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk i_ﬁ 3 o .‘L_l_%ég kkhkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkkkkkk ig% 4 j:}‘fl:ﬁ Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

WS : BRmEmEX 55165 TN #2541
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TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkhkkkk 53% 1 o ;#;g;m;ﬁi%*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkkkkkk 5% 2 : T#%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"

WS : BRmEmEX 55166 T0 #2540
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkkhkk ig% 3 : -‘L-I-gﬁg *hkkkkhkkkkhkkkhkk

# ITEEBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk 552’% 4 : ?#*i?: Authorization khkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}

WS : BRmEmEX 55167 0 #2541
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15 K451

B EHAYE: 2025-02-18 17:50:19

1. fRSSHbiE

ot ( Region ) EISIRIOSIEROMMEIRRY, tcecloud S TIMERRMEZ B£8R | (RIENRiEaR AR BRI
P, ATRHGAIERIE, 1R TR , BGERE MG,

ERTLUEIT APIED EiiRSIR B TARtE xR,

2. BEMY

tcecloud API RUFRB#EZECIIYEIE HTTPS TIB(E | IRItEZSMIBEEEE.

3. 1BKITE
SeF549 HTTP i35

* POST (75 )
e GET

POST iE3ksz#569 Content-Type 258! :

* application/json (#7F) , RER TC3-HMAC-SHA256 E& 754,

* application/x-www-form-urlencoded , #%7f#R HmacSHA1 g HmacSHA256 &&75i%.

e multipart/form-data ( {NE8EOSF ) , WREER TC3-HMAC-SHA256 &2 5%,

GET iERRIEREA/NFE#BIT 32 KB, POST iEXRFAEREA HmacSHAL, HmacSHA256 BFAR5#Bid 1 MB, POST iEKERE
BFiEN TC3-HMAC-SHA256 Bz 10 MB,

4. FrFmhS

IFEFAUTF-84%%3.

WS : BRmEmEX 55168 TN #2540
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IS

B EHAYE: 2025-02-18 17:50:19

RS

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HEFAT) , EeJaerOREIT )

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
1

}

* Response REMEBH Requestld REERFER , TiCiEKRMINESE , RE APIET |, MAERIREL

* Requestld FBF— APLiERAIME—FRIR , W15 APL HIISE , STLABRREA] , FHRMALZ ID KARREEH,

* [RTEEMNFES  HRIWARKEOENNTFER  AENEOMRENFES IO XEFREN. HEIHE TotalCount I
InstanceStatusSet 5 DescribelnstancesStatus £ OENXFER , BT EREKNAREMEZE=RS2TLH , Bl TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tEHIRIREIER
£, EEEERATN

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMFEEZISKARAKM, Error FEREREAERRY Code 1 Message FERTEERLMAT 2 EIREIAY,

e Code FREMRHIEAIEIRID , HiERHER A LS RIEZ ISR E A RS aiE O M AV RS R B m e X MR EFfER
.

Message BRHTIXMEREENERER , EVSERSREIL , WX ATEESELBFRFTERFTH , AP AKX MER(E
E.

* Requestld FBF— API iERIUE—HRR , N8R APL HIIEE , STLABCRIRA] , FHEMIZ ID SkARREE,

~IIEIRY (TODO: EEERE, REAENEER?)

IREIZERPUNRIFAE Error R , NZRRBA APLIECIKM,  Error iy Code FERFRTMEIRD , ATE SR BEHINAYEEIRAS A AL
IREG , TERFIH T ARG,

WS : BRmEmEX 55169 TN #2540
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure. MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

TRIRIEA
EIRAEE (A2 API AR ) |
MFA $5ig,

AR,

R

SZZIULLN

%

SRR,

k

token f&i%.

Bk CAM 1L,

DryRun #{F , RFBFRGLEMING , RRSET DryRun 2,

HERERIL
REREIR.
EORMFE.
SHIEIR.
SHEYEEIR.
B ECAPR .
FROSEGEIR.
EOMANFE.
IERAVREGET T SRERPRHE]
RiRH G .
BIFEAE.
BIRMFE.
BIRAEI A,
RIRBUE(E,
RASEGER.

SIS EEN

http(s)IEXRIMIEEIR , R3ZHF GET #1 POST 153K,

BORSHFATEbEL,
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VAN

VTSR FRAE): 2025-02-18 17:50:19

XiSEUWEE (MongoDB )

HEYRATRRBFIZOLSNENSE  WIFE | A MEORBRARO AP ABXLSHEHTRE  EERERKIETEE
}E XLESH , FREERKIERIEK.

ERTTE V3

58 TC3-HMAC-SHA256 &&757ART

SHBR St

X-TC-Action String

X-TC-Region String

X-TC-

. Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

=
=

alil

alil

el

alil

o

AHBHEES—HEI HTTP Header iEkLE+ , 20T :

%

BEREOSR, ESEEOXEPMASEATESE Action A9RE, FIIN=IRESEENE
EEFIFIRZEO |, BUYES Describelnstances,

WIS SRR BRI EI MbERIEE. RORZAEEESE R OXETRAS
NS4 Region AUGHR, 1R | EEROATFEELEZSY , BOEPIILATHI5R
B9, RSB EEEBIZSHBARERL.

=41 UNIX BJE)E , EliCRAH#S APLiERAIATE), g0 1529223702, & : (IRSMRSS
RHEMEEBI St , 25 EEERITHIER,

R APL BURRA, EUESHEOSEHRASLRISE] Version BiRBE. HIAIZARSSERAIR
& 2017-03-12,

HTTP fRAESHIAIESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : ££75)% , BRIEENZE ;

- Credential : £&1EiUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EFENRHSE X-TC-Timestamp #E/Y UTC FRAERNBEIRHE—E ; service AFm& , &
RSB mREE—E, flgicvm ;

- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9wsifksLEp ;

- Signature : EZFWE,

IGRSEFFTAEAY Token , FELSIRRIER—EMEMA. IRRIER Token FEZNHDEER
SEARBEZORE. KEZAAFE Token,

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (0T

SHETR St
Action String

WS : BRmEmEX

=
=

fik

BENEOSR. BESEEOSNETEMASENTESE Action B9IREA. HIAN=IRSSE
REIsLHIZIZREO |, BUEA Describelnstances,
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e C
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

MR

S

String

Integer

Integer

String

String

String

String

String

el

alil

i

ali

alil

oy

i

XiSEUWEE (MongoDB )

fik

Wi Sy, SRR B EI MBIEAIEE. FOESIAMEREESE EZ O REA
S NS Region ROGER, 1R | RUEOATEECRZSEH , EOEP RIS
BIRER , LRSEMEEEBZS AL,

Za0 UNIX Bf[a)8% , FJicRARE APLIERAYRTEL. FI01529223702 , MRS =F1H(E
BETK , 25EERTHER.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHA_E ERiBERIFRREDH] Secretld , — Secretld XFRME—HY SecretKey |, 7
SecretKey & FRARIEXEH Signature,

BRESR , FRBIERERNGEN | FERFRIELFRBMASEITESH. Bkt
BIEESNEROSSHE,

B{FRY APLESRRA., BUESEROXETASATSL Version B, AIN=RSES
A9RRAS 2017-03-12,

B2Z5, , Baixi: HmacSHA256 #1 HmacSHAL, REiIETEHES%E05 HmacSHA256
BY , Z{#EF HmacSHA256 EiEIIEER , EttiERIIEHERE HmacSHAL I8IEEE.

IRRSEFRFTAEAY Token , FELSIRRIZHE—EMEMA. IRRTEEM Token FEENLRE
EIRSSEMEORE. KEARPAFE Token .

i ( Region ) EBEWIRAVEHRH ORIEIEXI. tcecloudAZMIIEREIESZ B2 | RIERRSBRARERELESE
t. ATRHEHRRE. 5 TEERE , BERRFELEEFatbE,

EEJLAUEIY APIEC ENAMIESIER EESTRAIIETISR.
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SRR EXEO
SoREIRIERAESS

RITEHHYE): 2025-02-18 17:50:19

1. FOfEE

EOiEKig : dts.api3.finance.cloud.tencent.com,

A0 ( CompleteMigratelob ) FITSERMEIRIERATSS. EERMIGETHHNES, FECTBHEH NERTRMNERE, WRASE
H, EIET#ResdE. @dDescribeMigratelobsiZOEAZENESHIRENES TSR ( status=8 ) RY , LRSI LUAAAZOZSRIERAE
3.

FOAZ OB ISRERIRS : 200R/7D.
EOEFAYE : 2020-06-08 15:41:36,

EORNERREN,

2. NS

UTNBERSEGIRGIH T ROBERSHHBO OHSE |, TBAHSHIIRDAHIERSH,

SHER Wil FEYFNULL i) N
Action 2 & String AHSE, AEOBYE : CompleteMigrateJob
Version =2 &5 String NS AEOEYE : 2018-03-30
Region 2 & String REBE, FRFESIFHIEFIZR(TODO)
JoblId 2 B String HUETBESID
A s
3. HmHSE
SR e St A
Requestld String W—iEK ID , XIEREPSIRE. EBNEERAZRIEKE Requestld,

j:l: ~
%El 155'
PATYZIE T O S5ZEIERREIRT , EthiEnRASiF N AR,
IR A

InternalError.DatabaseError
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IR fER
InternalError.DuplicateJob

InternalError.ProtocolError

InvalidParameter

FailedOperation.NotAllowOperation

ResourceNotFound.JobNotExist
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BRI RB(ESS

B EHAYE: 2025-02-18 17:50:19

=7 R
1. #FOfEA
EOBERIEE : dts.api3.finance.cloud.tencent.com,

BUERIGITR(ESS fEFHaiEienl, MUERAROSERE, BRISAHINEA BEFHiad . RIGRILERAILIEZ DescribeMigrateCheckJob
BE. REAE ITRESEBEY, Ne/aEHEIEREF BTG, 48

RO OIBISRRIRE : 200R/F,
EOSEHATE : 2020-07-15 17:36:01,

EORBESREM,

2. WNSEL

SHBR Witk FIFNULL it U
Action =2 & String NHBE, KZEOBYE : CreateMigrateChecklob
Version = & String NS, AEOEYE : 2018-03-30
Region 2 £ String RIS, FIFRSHFAIMIEEIZR(TODO)
JobId = = String FIEIERB(ESSID
ForceCheck & =5 Bool BEREHNE
A s
3. s
SHBR il IR
Requestld String W—i5K ID , @XIEREPSIRE. EENBEERAZRIEKE Requestld,

4. FEIRD

UG T Ol S5 IEERA0EIRD | BERIDER A THEIRD,

Jdr

EIREE A
InternalError.DatabaseError

InternalError.DuplicateJob
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FHIRAD fER
InternalError.ProtocolError

InvalidParameter

FailedOperation.NotAllowOperation

ResourceNotFound.JobNotExist

InternalError.AddTaskError

InternalError.LockError

LimitExceeded.MaxUnusedJobs
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BlEEIRIRAESS

BIFEAYE: 2025-02-18 17:50:19

27
1. EFOEA
EOBRIEE : dts.api3.finance.cloud.tencent.com,
4420 ( CreateMigrateJob ) FATF I HIRITRIES.
WRESRXER, iB#MEA: dts.ap-shenzhen-fsi.tencentcloudapi.com
FOAZOIBERIRIRS : 200%/F2,

EOFEHAYE : 2021-07-20 21:05:24,

BEORIGE BN,
A M2
2. MASH
LUTERSHIIFRNGIE TEROBRESEFR O 2 HESY , RBEAHSHGIRDATLERSE,
SHBR Wik AYENULL KA fEk
Action 2 & String AHBE, NEORYE : CreateMigrateJob
Version 2 = String NHBE, ANZEOBYE - 2018-03-30
Region 3 S String REBE, FEFESFHIMBEEIZR(TODO)
JobName = = String BTSSR
MigrateOption 2 & MigrateOption  TA(ESECEIXIR
TRSLHIBURERESREY , BRI - mysql, redis
SrcDatabaseType =2 &5 String mongodb , postgresqgl , mariadb , percona, AEHEHEL
EERNEASIFER  BEEEH a0 EBRAE.
IR NZEEY | (BE4E : extranet(FMK),cvm(CVM BT
SrcAccessType P S String 151),dcg(ZLIENRIZLAHI), vpncloud(=VPNIEAAYSE
1)), cdb (B = EHERESLA1), con (= EXKISLA)
SrcInfo 2 & SrcInfo RLOIEE , BEARNSIREBESEEMEX
BERLHIEEREEESREY , BRIsF : mysql , redis
DstDatabaseType = & String mongodb , postgresql , mariadb , percona, AEHEFHEL
EEERNEARTRER 555 et RE.
DstAccessType 2 B String ERCHHENSER , BEISHS : cdb ( BM=EURELS )
Dstlnfo 2 & DstInfo BtrsLpER

WS : BRmEmEX 5177 W FH2541

\|



O BASTCE SRR (MongoDB )

e C Wik AIEENULL k8 fik

FEIBNFEUBRERER . Ajsont§NNFrFEms, X
MigrateOption.MigrateObjectfeE 2 (I8EEXRITH )
RtwsE, <br>33Fdatabase-tableFIgR EHIRIEIRRE |
<br>[{Database:db1,Table:[tablel,table2]},
{Database:db2}]<br>¥3Fdatabase-schema-table=2x 45

D Inf & & i
atabaselnfo = = String 3 : <br>[{Database:dbl,Schema:sl<br>Table:

[tablel,table2]},{Database:dbl,Schema:s2 <br>Table:
[tablel,table2]},{Database:db2,Schema:sl<br>Table:
[tablel,table2]},{Database:db3},
{Database:db4<br>Schema:sl}]

MigrateEngineVersion & & String FEEEkRA:v1.0 v2,0

. redis I , BT A€ "simple" , &AL "cluster” , &
SrcNodeType a a Strin
P 5 | B J feE R —En "
SrcInfoMulti & & Array of SrcInfo(éH , FIFredis&EEHER
SrcInfo
A sl
3. WS

SEER i) A

JoblId String HUEEB(ESID

Requestld String W—i5K ID , 8RIEREPSIRE. EERNBEEREZRIERKE Requestld,

4. FEIRAS
PATMBH 7O SSZEERREIRID | BfbsERIGIF N IR,
FHIRAD TR
InternalError.DatabaseError
InternalError.Duplicatelob
InternalError.ProtocolError
InvalidParameter
FailedOperation.NotAllowOperation
UnauthorizedOperation.NotEnoughPrivileges

LimitExceeded.MaxUnusedJobs

WS : BRmEmEX 55178 TW #2541

\|



O BASTCE SRR (MongoDB )

FREGEERATS

B EHAYE: 2025-02-18 17:50:19

=7 R
1. #FOfEA
EOBERIEE : dts.api3.finance.cloud.tencent.com,

A0 ( DeleteMigrationJob ) FEFHIRSEIETR(ES. MiBidDescribeMigrate)obsiEOEAENTESZAVATSA : #I+ ( status=3) .
BT (status=7) . EFETERK (status=8) . HEEH (status=11) HEFTRH ( status=12) Bt , ARIFHIBRIES.

RN OIBISRRIRE © 200R/F,
EOEHATE : 2020-06-08 15:40:42,

EORBESRER,

2. WNSEL

UTNERSEGIRGIH TEROBRSENPO LIS, mBAHSEPIRDNATLERES,

Y

SHBR Wik SEIFNULL ESit) R
Action 2 &5 String NHZE, KZEOBYE : DeleteMigrateJob
Version = & String NS, AEOEYE : 2018-03-30
Region 2 & String NHSE , FENFRXIFIEZIZR(TODO)
JobId = B String HIEEB(ESID
A Y 4
3. s
SHER i) U
Requestld String H—iEK ID , ®RIEKEPRIRE], ENIEIRRRT =S flizRiEKA Requestld,

j:t ~
4. i81=f8
LA T O SSZERXAVEIRD , EEREEN AT ERD,
HIRD A
InternalError.DatabaseError

InternalError.Duplicatelob

InternalError.ProtocolError

WS : BRmEmEX 179 W FH2541

\|



O BASTCE STR4HREE (MongoDB )

HIRD %
InvalidParameter
FailedOperation.NotAllowOperation

ResourceNotFound.JobNotExist

WS : BRmEmEX 55180 T #2540

\|



O BASTCE SRR (MongoDB )

SRR SR

RITEFHYE): 2025-02-18 17:50:19

1. O

EOBKRIEE : dts.api3.finance.cloud.tencent.com,

FEORATOERINRE RBRICHIER. SEEIZIHRRIAASIIHE. EBidRde, MA@ StartMigrate)ob' FHAIER. EREIR
18, NeEAZIREAMARE. Bi%iER S, @i ModifyMigrate)ob EXUTHEL B 2 AR/ BRLAIRIER S L

RO OIBISRRIRE : 200R/F,
EOEHATE : 2021-07-22 18:45:36,

EORBESREM,

2. WNSEL

UTBRESHIIR(GE TEOBERSEFRD AHSE | TBAHSHGIRDALERSE,
SEEFR DAy FEFFNULL E S A
Action =2 & String NHBE, KEOBYE : DescribeMigrateChecklob
Version 2 & String NHBE, KEFOBYE : 2018-03-30
Region = a String AHSE, FIFRIFHEHFIZR(TODO)
Jobld = S String HIRITRB(ESID
3. WtHESE
SRR &g TR
Status String  IRIESIR © unavailable4BIARA ), starting(FHAS) , running(#&3&eh) |, finished (B&5EH%)
ErrorCode Int64 ESA0EIRS
ErrorMessage  String  {ESHUEIREE
Progress String = Check{EEEHEE AN : "30"FKxR30%
CheckFlag Inte4d  RIOEEET 0-FEY , 1-BI0EH, 3-KkKR5%
Requestld String  ME—IEKID , ®RIEKRESIRE], EAARAREREZXIEKE Requestld,

4. FEIRD

WS : BRmEmEX 55181 T #2541



O BASTCE STR4HREE (MongoDB )

UG T O S5BEERA0EIRD |, BfhERADIFE N A iEiRE

Jdr
°

FEIRIG fEA
InternalError.DatabaseError

InternalError.ProtocolError

InvalidParameter

ResourceNotFound.JobNotExist

FailedOperation.NotAllowOperation

WS : BRmEmEX 55182 T FH254

\|



O BASTCE

EREIERIRES

BIFEAYE: 2025-02-18 17:50:19

L. g

ZEOBEKREE ¢ dts.api3.finance.cloud.tencent.com,

XiSEUWEE (MongoDB )

BHIHIETRES. NRESRIXHER, BFERER: http://imgcache.finance.cloud.tencent.com:80dts.ap-shenzhen-

fsi.tencentcloudapi.com
RO OIBFIRERIRE : S0R/FD,
#ESE#ATIE) : 2020-06-09 22:11:06,

EORBESRER,

2. MNSEL

SEEFR Wik FBFNULL
Action 2 &
Version = )
Region 2 &
Jobld & =
JobName &= &=
Order &= &=
OrderSeq = &
Offset 5 &=
Limit & &
Status = )
SrcInstanceld & &

WS : BRmEmEX

ES

2

String
String
String
String

String

String

String
Uint64

Uint64

Array
of
Int64

String

PNHEHSE, NMEORE @ 2018-03-30
REBE, FFRSHSHHRGIZR(TODO)
FUEERAESSID

RIS B

HEFR=FER , TJLABYE S9Jobld, Status, JobName, MigrateType,
RunMode, CreateTime

HeF A=, FHFRAASC , [ ADESC
RiEE , BAA0
IREISLAHIEE | BA20 , BRX(E(1,100]

HIBTHESKSES | TBUESE | E5IKE 1-8J# 5 (Creating),2-8l
#2520k (Created), 3-136 1 (Checking)4-1%5618id (CheckPass), 5- 136 il
i$ ( CheckNotPass ) ,6-/#£51547(ReadyRun), 7-{F551E1T(Running), 8-/
#55hk ( ReadyComplete ) ,9-1F BTN ( Success ) , 10-{EEELMK

( Failed ) ,11-mR1EA ( Stoping ) ,12-58R% ( Completing ) , 13- A
f% ( Removed )

JRSCEIEID |, #=40 : cdb-c1nl9rpy , SiE4ATRE S ERIVSLAIDIER
(jsonEBEif , BEEATRELLRHE)

6183 1 H254m)

\|



O BASTCE

SHER Wk SRFENULL 38
SrcRegion B B String
Array
SrcDatabaseType e e of
String
Array
SrcAccessType &= &= of
String
DstInstanceld & & String
DstRegion B & String
Array
DstDatabaseType & &5 of
String
Array
DstAccessType & &= of
String
RunMode &5 &5 Int64
CreateTimeStart B B String
CreateTimeEnd =5 =5 String
DstInfoPattern a a String
SrcInfoPattern = = String
A MM
3. S
SHER St fk
TotalCount Uint64 558
JoblList MigrateJobInfo {E5EEEEE
Requestld String

4. FEIRD

AR 7O 3@ E s

HIRAD

WS : BRmEmEX

XiSEUWEE (MongoDB )

%

EHEIE R |, #0:ap-guangzhou, FIERAYE=F region]ld: 133 (jsonE
&Hif) , BEEATHEELRYE)

IRSCHEHERSREY |
mysql,redis,percona,mongodb,postgresql,sqlserver,mariadb

TRSLAIENER | (EEE © extranet(9M),cvm(cvmEESLA), deg (B4
NBISEA), vpncloud(=mvpniE NRISEA), vpnselfbuild (BEvpniE NRISE
) , cdb(Z_Ecdbszfi)

BARsLBIEID |, #8240 : cdb-c1nl9rpv , Sk ATUE A E~AYSLBIIDAR
& (jsonEEENf) , BERATRELLEHIE)

BiriiEZE 4 | d0:ap-guangzhou, FIERAIESFregionld: 133 (json
EBEif) , BEEATEEHRE)

BETSERIEERRRE ( ST

B8 ) ,mysql,redis,percona,mongodb,postgresql,sqlserver,mariadb

BiMEANZEE , BE84E : extranet(9MN),cvm(cvmBEESLH), dcg(BELIEN
AYSLAI), vpncloud(z=vpnig NBISLH), vpnselfbuild (B2 vpnig NAYSE

f5) , cdb(z=_cdbsLfl)
ERiETiEs , B - 1T, 2-SitHeT
EIARESIRRERRAS |, 88 yyyy-mm-dd hh:mm:ss
EIARIESIRRIRESRS |, =8 yyyy-mm-dd hh:mm:ss
iR BirLflisE SRS ER

HRiE IRCHNER ERCACIEER

HE—EK ID , RIEREIRME., EAIARISFERAZRIEKAT Requestld,

RS, BfERIGFE N A ERE,

%6184 1 H254m)

\|
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HiRtD fER
InternalError.DatabaseError

InternalError.ProtocolError

InvalidParameter

FailedOperation.NotAllowOperation

WS : BRmEmEX 55185 T #2541

\|



O BASTCE SRR (MongoDB )

(R RAESS

BIFEAYE: 2025-02-18 17:50:19

=7 R
1. #FOfEA
EOBERIEE : dts.api3.finance.cloud.tencent.com,

A0 ( ModifyMigrateJob ) BFHEXEURTBES. LTHBESLT IRRESE , AFRABRNZOEEITHEES | TEtlEs
(status=1) . REERIN(status=4). KEEKM (status=5). TFBEM(status=10), {EJRSCHI. BFRSCHISEEIFN BARSLAIBIFA T E
.

WMRESHXHER, iB#FEA: dts.ap-shenzhen-fsi.tencentcloudapi.com
BONZOERIRERIRS] : 200%/70,
EOEFRATAE : 2020-07-06 20:03:36,

EORGERREN,

2. NS

UTNERSEGIRMGIH TEOERSEIMO LIRS, TBARSEHGIRDNATERSL,

SR W% REENULL 3R A
Action 2 S String ~ISE, KEORBUE . ModifyMigratelob
Version 2 = String S8, AEOEYE : 2018-03-30
Region 2 S String RNEBE, FRFRSHFIIBIEFIZR(TODO)
Jobld B 5 String HEMAIEIREB(ESID
JobName & & String RIS ES AR
MigrateOption = = MigrateOption  ITRAESBECEILIN
JBSLE KRR | ([E8IE : extranet(9MN),cvm(CVYMEEESE
SrcAccessType & & String f5),dcg(ZLAZENRIZLAHI), vpncloud (= VPNIEAAISLA), cdb(= £
CDB=LA)
SrcInfo = = Srcinfo TESLBNEE , BEARNSIRITBESREMREX
BEIRSCHENZERY | ([EE4E : extranet(9MN),cvm(CVMEBFEST
DstAccessType B B String B),dcg(ELFENRIZESH), vpncloud (ZVPNEANRISES) , cdb(=
L CDBsLfl). BRIAR sZHFcdb.
DstInfo S S DstInfo BirLpER, B BRsCElEEs A i g,

WS : BRmEmEX 55186 TN #2540

\|



O BASTCE SRR (MongoDB )

SHBR P FFENULL K8 iR

LIEFIECER TBRHNME FEREGFIBNREIRERER.
F&jsongUBIs =P ERRR, SO RFfl. <br><br>X4F
database-tablefRZREEMIMISUREE : <br>
[{"Database":"db1","Table":["tablel","table2"]},
{"Database":"db2"}] <br>3JFdatabase-schema-table=4 %5

A f
Databaselnfo a B rray o # : <br>[{"Database":"db1","Schema":"s1","Table":
Databaseltem
["tablel”,"table2"]},{"Database":"db1","Schema":"s2","Table":
["tablel”,"table2"]},{"Database":"db2","Schema":"s1","Table":
["tablel”,"table2"]},{"Database":"db3"},
{"Database":"db4","Schema":"s1"}]<br> <br> 3R E"EE/NsC
B BERBAE AFIRBIZFER
. redis IF% , BT YT "simple" , S5RHFRE(E "cluster” , EfthiE
SrcNodeType &5 &5 Strin
P = |7 ? AR
SrclnfoMulti = = Array of RedisSERERIE N S MR AIEE
SrcInfo
SrcDatabaseType o a5 String TEEEREREY
DstDatabaseType a & String BEtREURRERRY
A A 4
3. WS
SEER ESit] ik
Requestld String W—iEK ID , 8RIEREPSIRE. EAEENBEERAZRIERKE Requestld,

4. iRt

PATMBH 7O SSZEERREIRID | BfbiERGIF N TR,

FHIRAD fk
InternalError.DatabaseError

InternalError.Duplicatelob

InternalError.ProtocolError

InvalidParameter

FailedOperation.NotAllowOperation

ResourceNotFound.JobNotExist

UnauthorizedOperation.NotEnoughPrivileges

WS : BRmEmEX 55187 W #2541



O BASTCE SRR (MongoDB )

SR RAESS

VTSR SRAE): 2025-02-18 17:50:19

L. g

ZEOBEKREE ¢ dts.api3.finance.cloud.tencent.com,

A$EO ( StartMigrationJob ) BFEsNIRES. EETBESSTRABRMEITETR | EESNSTFRELTR. EARLEO
B , 1BS W SLERACreateMigrateCheck)obiIEEIETE(ES | FH@EIIDescribeMigrate)obsizOEIAENES RS ARECET
(status=4) BY , A BEEHIEURTREES.

BONEOIBRIRERIRE] : 200R/FD,
RBSE#ATE : 2020-06-08 15:40:12,

EORMERREN,

2. NS

SEEFR WS FBEFNULL Sl A
Action = & String NHSE, KZFOBYE : StartMigratelob
Version = &= String NHBE, AZEOBYE : 2018-03-30
Region = & String AHBE, FENFRSTISHRBHSIZER(TODO)
Jobld 2 & String HIEEB(ESID
A s
3. HIHSE
SHER E-Sit) b
Requestld String H—i5K ID , &XIEREPSIRME. EERNBEERAZRIEKE Requestld,

4. FEIRAS
IR RBIH TS BB AOARID | BRI HEi200,

FEIRIG fEA
FailedOperation.StartJobFailed

InternalError.DatabaseError

WS : BRmEmEX 55188 TN #2541



O BASTCE STR4HREE (MongoDB )

EiRfD fER
InternalError.DuplicateJob
InternalError.ProtocolError
InvalidParameter
FailedOperation.NotAllowOperation
ResourceNotFound.JobNotExist
InternalError.AddTaskError
InternalError.LockError

LimitExceeded.MaxUnusedJobs

WS : BRmEmEX SB189 TN FH254

\|



O BASTCE SRR (MongoDB )

REEEIRERAESS

BIFEAYE: 2025-02-18 17:50:19

=7 R
1. #FOfEA
EOBERIEE : dts.api3.finance.cloud.tencent.com,

A0 ( StopMigratelob ) BTFHREESUERTI®ES. AIBIETRIFERZEORETR, BIETBHESSAW. B
DescribeMigrateobsiEAEIRENESSIRSNIEITH ( status=7 ) BiEETTAL ( status=8 ) Y , A BERHEIRERAES.

ERNZOIERIRRRE : 200%/70,
ZEOEHAYE : 2020-06-08 15:40:28,

EORBESRER,

2. MNSEL

U TFBERSEHFIRGIH T EOEKSEMNE D S E , RBAHSHIIRN A HIERESE],
SHBR Wik SEIFNULL ESid) A
Action =2 &5 String NHBE, KZOBYE : StopMigratelob
Version = & String nNESE , AEOEYE : 2018-03-30
Region 2 & String NHBE, FENFRXISFHIEZIZR(TODO)
JoblId = B String HIEEB(ESID
A Y 4
3. WS
SHER it A
Requestld String W—iEK ID , ®RiEKREPSIRE], ERMATEERAZXIEKA Requestld,

j:t ~
4. i81=f8
LA T O SSZERXAVEIRD , EEREEN AT ERD,
FHIRAS A
InternalError.DatabaseError

InternalError.Duplicatelob

InternalError.ProtocolError

WS : BRmEmEX 55190 T #2540

\|



O BASTCE STR4HREE (MongoDB )

HIRD %
InvalidParameter
FailedOperation.NotAllowOperation

ResourceNotFound.JobNotExist

WS : BRmEmEX 191 W FH2541

\|



O BASTCE

SR R RO
=t A E E

RITEFHAYE): 2025-02-18 17:50:19

1. O

EOEKiEA . dts.api3.finance.cloud.tencent.com,

FEORTEERETE  RAEEREERSANT LA seE ALz,

BONEOIBRIRERIRE] - 200R/FD,

EOSEHAYE : 2021-10-26 10:50:03,

XiSEUWEE (MongoDB )

UTNBERSEGIRGIH T ROERSEHBO NHSE |, TBEAHSHIIRNAHIERSH,

ZEOBRIRER N,
A sl

2. MINSH
SEER Wik FEEFNULL
Action = )
Version = B
Region = =
Subscribeld =2 =
Instanceld = Fa
SubscribeObjectType 2 &
Objects & &
UniqSubnetld = =
Vport = =
SubscribeName B ray
DbAccount & &5
DbPassword B o

3. mHSE

WS : BRmEmEX

e
String
String
String
String

String

Int64

SubscribeObject
String
Int64
String
String

String

NHBE, KIZEOEYE : 2018-03-30

\|

AHBE , RN RSISHIRFIZR(TODO)
1T FISEAIID,
#ERESLBIID

EIRITFSRBL0-2LHINT 15 | LRI , 265/T1 | 330
EITRSEETY

PALEINSES

HIRITIIRSATE TN, BROAIEIREESLGIRTER R,
RSSO ; #IAA7507

1T FISEAIRAR

£V

G ER A

6192 T H254m)

\|



O BASTCE STR4HREE (MongoDB )

SHAR St fER
AsyncRequestld String FEHURITRESID,
Requestld String E—i5X ID , BRIEKRESIRE, TR FERHIZRIERE Requestld,
H S
4. sEixh5

UG T 2O SSIBAEERA0EIRD | BfERIBFEN A IR,

IRt 1)

5t

InternalError.DatabaseError
InvalidParameter
InvalidParameter.InstanceNotFound
UnsupportedOperation
InternalError

ResourceNotFound
OperationDenied.OperationDenied

OperationDenied

WS : BRmEmEX 55193 T #2541

\|



O BASTCE SRR (MongoDB )

BeEZUELT IR

RITEFHYE): 2025-02-18 17:50:19

ARy N

1. EOHA

EOEkig& : dts.api3.finance.cloud.tencent.com,
ZA4Z0(ConfigureSubscribe) BT BB HUET 5
EOMZECERINERS) - 200%/70,

EOEFAYE : 2021-10-26 11:52:47,

EORKWSEREN.
2. MINSE
LITNBERSEHGIRFIE TEOIBRSHFRD AHESH |, TEARSHIIRDAHLERSEL,
SRR W ARYFNULL 368 R
Action 2 & String ~HEE, AEOBYE : ConfigureSubscribe
Version =2 & String NS ANEOEYE : 2018-03-30
Region 2 S String RESH, FIFRSERIMEHEIZR(TODO)
Subscribeld 2 & String HUEITFSLAIRID
SubscribeMode = = String TiEtER , BYES : all, dml, ddl, dml,dmlAndDdlI
SubscribeObjects = = Array of SubsObject = EOE
AccessType & & String BENRE, B Acdb
Instanceld = =y String FUERESLBIID
DbAccount & & String EEEESLAINK
DbPassword &= & String FEEESLAI=1G
Architecture & 5 String single,cluster BAT5 raE A E5RF
Endpoints & &= Array of Endpoint HIEELHI T RER
KafkaConfig & 5 KafkaConfig 1T %kafkafic &
3. MHEE
SHBIR it TR

WS : BRmEmEX 55194 W FH254

\|



O BASTCE STR4HREE (MongoDB )

SEER E-Sit) ik

Requestld String HE—iEXK ID , ®XiEKRESIRE, BRI EEREIZRIEKA Requestld,
-
EllBEﬁE_'J

ZEOE LI SBERXAY SR , EEREEN A LR,

WS : BRmEmEX 55195 T #2541



O BASTCE

BlEIHZRHE

RITEHHYE): 2025-02-18 17:50:19

7 ek p
1. #FOfEA
EOBKRIEE : dts.api3.finance.cloud.tencent.com,
Z4Z0(CreateConsumerGroup) BT BlIE— N GRITiEZR4AE,
EOAEOERINEIRE] : 200R/FD,
EOSEFRATAE - 2021-10-26 11:58:24,

BORMER LN,

2. NS

UTNBERSEGIRGIH T ROBERSHHBO NHSE | TBAHSHFIRDAHIERSH,

XiSEUWEE (MongoDB )

SEER WAsE FEFNULL ESid] iR
Action 2 & String AHSE, AEEOBYE : CreateConsumerGroup
Version =2 &5 String & ANEOEYE : 2018-03-30
Region 2 S String RESH, FEIFRSISRMREIZR(TODO)
Subscribeld 2 B String HUEITIRMESID
ConsumerGroupName = B String HERLERR
AccountName = & String AF&Z
Password 2 S String =5
Description & S String HIMER
& ¥
3. S
SEEFR E-Sit) )
Requestld String W—i5K ID , 8XIEREPSIRME. BRI EEREZRIEKE Requestld,
M
4. iEi=iE

s

ZEOGLWSZEEXAERD , BtEREFE A SR,

WS : BRmEmEX

26196 T1 254

\|



O BASTCE

BT IFRISR

BIFEAYE: 2025-02-18 17:50:19

32 HEA
1. #EOEA
ZEOBEKREE ¢ dts.api3.finance.cloud.tencent.com,
A0 (CreateSubscribe) BFAIE—MUELT IS,
FNBEOERIEIRS : 200R/FD.
EOSEFATAE - 2021-10-26 10:45:14,

ORI E S &N,

2. NS

0

LINERSHGIRNG I TEOBERSEIRBO R H S, T,

SHEBR Wik FSRVFNULL 33
Action = e String
Version = = String
Region = B String
Product = & String
PayType = B Int64
Duration = = Int64
Count iy iy Int64
AutoRenew = ey Int64
Array of
Tags = =
g - - Tagltem
SubscribeVersion & B String
Name iy iy String
A M
3. IHSE
SHER ESid) fER

Subscribelds FIRITIRSLBIRYIDENZA

WS : BRmEmEX

XiSEUWEE (MongoDB )

AHESE, AEOBYE : 2018-03-30

RESE, FRFRSHSHIEFIZR(TODO)

TTFRIEERERE | BRISHHAYE mysql

SCHMGERRE |, LNEGiTER , 0BEFER

T3ERtI<, PayType SORTIAE, BfIAH , &xAIF120
MISLENE BIAANL , &RAH10

%E\iﬁﬁiﬁ , BUARO0 | 1R7RENEEE, NI ELAIREZIR
IRFTH.

LIRS

VT FISEBIRRAS txdts- | BRREHEIT Y | kafka-kafkahR A EdE1T 1Y

FUEITTIRISTAIB AR

%6197 T H254m)

\|



O BASTCE STR4HREE (MongoDB )

SHEWR Sl iR
Requestld String H—iEXK ID , BRiEKESIRE., EAEEAEEREIZRIEKE Requestld,
4 %:H:‘I:I
EllaE

UG T OS5I EERA0EIRD | BERIDEN A HHEIRD,

Jila]

iRt ik
InvalidParameter

InternalError

OperationDenied.OperationDenied

OperationDenied

WS : BRmEmEX 55198 T #2540



O BASTCE

A==l

BIFEAYE: 2025-02-18 17:50:19

1. #EOfER

EOBERIEE : dts.api3.finance.cloud.tencent.com,
ZA#E[O(CreateSubscribeCheckJob) BT BIE— N EUET e E= Rk,
BOAEZEOISRIREPRE : 200%/F0.

EOEFAYE : 2021-10-26 12:02:25,

EORMER LN,

2. NS

LINBERSEGIRNGIE TEOBRSEFED AHSE , TEAHS

SHER WA FEIEFNULL et TR

Action = & String yN=S

Version = = String nit

Region 2 B String nE
Subscribeld = S String HIRITIESID

3. S

"

>x

Sy, AEOBYE : 2018-03-30

XiSEUWEE (MongoDB )

, ZN¥EBYE : CreateSubscribeCheckJob

HSE , RN RSISHIRFIZR(TODO)

SHAER E-Sit) ik

Requestld String W—i5K ID , 8XIEREPSIRE. EENEERAZRIERKE Requestld,
-3
EllBEﬁE_'J

ZEOGLWSZEEXIERD , BtEREF A SR,

WS : BRmEmEX

%199 ™

25411



O BASTCE

\\

HlPRZ

BIFEAYE: 2025-02-18 17:50:19

IS

1. #EOfER

EOBERIEE : dts.api3.finance.cloud.tencent.com,
740 (DeleteConsumerGroup) FEF MBS EUREI T R 2R 4R,
BOAEZEOISRIREPRE : 200%/F0.

EOEFAYE : 2021-10-26 12:06:56,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

XiSEUWEE (MongoDB )

SEER WA FEIEFNULL it A
Action = & String NHSE, KZFOBYE : DeleteConsumerGroup
Version 2 & String ~HSE, AEOBYE : 2018-03-30
Region 2 S String RNESH, FENFRSSRMEHEZIZR(TODO)
Subscribeld = B String FEITIRSLAIRID
AccountName 2 B String HEBAWKFBTR
ConsumerGroupName 2 S String IHERERFR

A s

3. WS

SEEFR ekl )
Requestld String W—i5K ID , &XIEREPSIRE. BRI EEREZRIEKE Requestld,

H

%EIBE

ZEOGRWSZEEXIERD , BtEREiFE A SR,

WS : BRmEmEX

26200 1 H254mm



X BIHSTCE STAHARRE (MongoDB )
N 211~
HiRESHITER
T EHETE): 2025-02-18 17:50:19
Sz R
1. #E=OfAR
EOEkig& : dts.api3.finance.cloud.tencent.com,
ZA4Z0 ( DescribeAsyncRequestinfo ) BFEIIMESHITER
EOMZCERINERS) : 200%/70,
EOEFAYE : 2021-10-13 17:52:57,
BEORGEE LN,
A M2
2. MANSE
LATBREHGIRINGH TEOBERSHIED AHSE , TBAHSHGIRDALERSE,
SRR WAL FeIEFNULL il R
Action 2 S String NHBE, KIZFOBYE : DescribeAsyncRequestinfo
Version =2 &5 String NS AEOEYE : 2018-03-30
Region 2 B String RHEHBH, R mIIFHOHBIEEIZR(TODO)
AsyncRequestld =2 &5 String ¥ 1D

3. S

SHEWR ESid] ik
Info String ESHITERER
Status String ESPUTIRE | TTREAYES : success , failed , running
Requestld String BE—EK ID , RIEREPIRME., ELIDMATFERAEZRIBFRAI Requestld,
H
4. $EiRS

UG T 32Ol S5BEERA0EIRD |, EhERABIFE R A iEiRe

hira
°

EIREE
InvalidParameter

UnsupportedOperation

WS : BRmEmEX

6201 1 H254m)
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O BASTCE STR4HREE (MongoDB )

HIRD A
InternalError
ResourceNotFound
OperationDenied.OperationDenied
RINFRE : Bl asfEX 55202 70 #2541



O BASTCE

\\

IS

RITEFHYE): 2025-02-18 17:50:19

1. FOfEE

EOBERIEE : dts.api3.finance.cloud.tencent.com,

A4z (DescribeConsumerGroups) B FEIEEUEIT FiEEEER.

FOAZCEISRERIRS : 200R/7D.

EOEFAYE : 2021-10-26 12:10:13,

XiSEUWEE (MongoDB )

EORKEEREN,
A M2
2. NSEL
UTBERSEGIFRGIE TEROBSKRSEFITDANLESE , TBEAHSHGIRDATIERSEL,
SEER WS FEFNULL i A
Action P S String NHBE, KIZFOBYE : DescribeConsumerGroups
Version 2 & String NS AEOEYE : 2018-03-30
Region ! S String RNEBH, FIFRSIFRIMEEIZR(TODO)
Subscribeld 2 B String HURIT RELAIID
Limit = ) Int64 BRREIRNCREE
Offset & B Int64 RENERAEHRREE
A MM
3. WS
SEEFR E-Sit) R
Requestld String W—i5K ID , 8XIEREPSIRE. ERNEEREZRIEKE Requestld,
H
%EIBE
ZIEOE L SZERXAERD , RGN A HE IR,

WS : BRmEmEX

6203 1 #H254m)



O BASTCE SRR (MongoDB )

EHiFEIETT FkafkalR A EER

BIFEAYE: 2025-02-18 17:50:19

Sz HE A
1. EOEA
EOBERIEE : dts.api3.finance.cloud.tencent.com,
N4 (DescribeKafkaSubscribeConf) BF&EiaEiEL] [HkafkaiR A B B E.
FNBEOERIEIRS : 200R/FD.

EOEFATE : 2021-10-26 12:30:22,

EORKEFREN,
A M2
2. NSE]
UTBERSEGIFRSGIE TIEROBSRSEFIHDALESE , TBEAHSHGIRDATERSEL,
SEER WS FEEFNULL E:Sid] R
Action = & String NS, AEOBYE : DescribeKafkaSubscribeConf
Version = & String NHBE, AEOBYE : 2018-03-30
Region 2 & String RESH, FENFRSIERMRFIZR(TODO)
Subscribeld = S String FHRITIRSLIID
A MM
3. BiES#
SEEFR it R
Subscribeld String 1TRISCFIID
SubscribeName String 1T FISERIZFR
Product String AN eSS
Instanceld String LT RAISEAIID
InstanceStatus String BT IRAOSLHIRVIATS | BJ8EAYER running,offline isolate
TSRS BTAbHe ) i o ) )
SubsStatus String W IASLHPAZ | RIRERYEB Unconfigure-RECE , configuring-ECEH , configured-B&
i
ModifyTime String PSS EIERERE)
CreateTime String 1T FISL I BEERTE]

WS : BRmEmEX 55204 T #2541

\|



O BASTCE SRR (MongoDB )

SHEWR ESid] ik

IsolateTime String 1T IFSL 45 R FE et )

ExpireTime String LSRR

OfflineTime String 1T FSL R £eRTE)

AutoRenewFlag Int64 Bn4REnR 0- A B a4z , 1-Bahsesk

Region String b

PayType Int64 VTFILfiT2RRE |, 1-/\itE: |, 0-B58A

Status String iTI‘FEiW{JE.ﬁJ%Hﬂﬁ%? , ATREAYER : normal-1IEE , isolating-f@E , isolated-EfF
B, offlining-T&&

Tags Tagltem VIS HIRTHRES

SubscribeVersion String 1T SRR txdts- | HhREHEIT IR , kafka-kafkahRASEHELT 5

Topic String 1T 59Lf5IChannelld

Broker String 1T sLflkafkafBroker{S 2

S . . . W IRXISEEL0-2 LT , 1-DDLEGRITIE , 2-DMLEEEITIR , 3-DDLEUREITIR
ubscribeObjectType  String

+DMLEEHTIT)
SubscribeObjects SubsObject  EEEANIRENSER
Errors SubsErr WUIERER
KafkaConfig KafkaConfig  kafkafeEEE
Requestld String HE—EK ID , &XiEKREPSIRE, BUuARIEEREIZRIEKAY Requestld,

4. R

ZEOGLWSZEEXIERD , EtEREF AR,

WS : BRmEmEX 55205 70 #2541



X BIHSTCE STAHARRE (MongoDB )
BT EBRE R E(ER
SIFEHAYE: 2025-02-18 17:50:19
= +
1. EOEA
EOiEKREE : dts.api3.finance.cloud.tencent.com,
Z4Z0 ( DescribeOffsetByTime ) AT @I EXEUREESE.
FNBEOIERIRIRS « 200R/FD.
EOSEFATAE : 2021-10-26 12:37:02,
EOREEFAREN,
A s
2. NSEL
UINERSEHFIRNGIH T EOBEKRSEIESS AHSE , RBAHSHFIRNAHERSE,
SHER Wiisk FEEFNULL St A
Action 2 B String NS, AEORYE : DescribeOffsetByTime
Version =2 & String NHSH, AEOBYE : 2018-03-30
Region 2 = String AHBE, FEFRSTSH0RBISSIZR(TODO)
Subscribeld 2 B String 1T I8SL45IID
Time & & String A=/ |, #8040 - 2006-01-02 15:04:05
A s
3. s
SHER et U
Items OffsetTimeMap RZEER
Requestld String HE—iEK ID , &XiEKESIRE, BRI EEREIZRIEKA Requestld,
= g
%EIBE

ZEOGRWSZEEXIERD , BtEREiFE A SR,

WS : BRmEmEX

26206 T1 #2541



O BASTCE SRR (MongoDB )

EfA A &5

BIFEAYE: 2025-02-18 17:50:19

L. g

ZEOBEKREE ¢ dts.api3.finance.cloud.tencent.com,
A4 ( DescribeRegionConf ) FIFEIARI &2 TIRSLBIRIb
FNBEOERIEIRS : 200R/FD.

EOEFAYE : 2021-10-13 17:52:55,

EORSEREN.
2. MINSE
LITNBERSHGIRNFIE TEOIBRSHFED NS |, TEARSHGIRDAHLERSE,
SHER whi%E FEVFNULL &Sic) fEA
Action = & String NHSE, KEOBYE : DescribeRegionConf
Version 2 & String AHSE, AEEOBYE : 2018-03-30
Region £ S String AHSE, FEIFRIFERFIZR(TODO)

3. S

SHER i) ik
TotalCount  Int64 A SRR IS E
Items SubscribeRegionConf A ES SR ETE
Requestld String E—iEK ID , BRIEKREIRE, TR FEERHIZRIER Requestld.
+ 01
4. 93RS

UG T 2O SSIBAEERA0EIRD | EfERISFER AR,

FEIRD 1)

5t

InvalidParameter
UnsupportedOperation

InternalError

WS : BRmEmEX 55207 T0 #2541



O BASTCE

HRRLIRIEEERER

RITEFHYE): 2025-02-18 17:50:19

1. FOfEE

EOBERIEE : dts.api3.finance.cloud.tencent.com,

ZA420 ( DescribeSubscribeCheckJob ) BFEIGAEEEIREERER.,
BOAEZEOISRIREPRE : 200%/FD,

EOEFAYE : 2021-10-26 14:27:10,

BORMER LN,

2. NS

XiSEUWEE (MongoDB )

UTNBERSHGIRNFIE TEOIBRSHFED AHESH , TEARSHIIRDAHLERSLH
SRR Wik FEYFNULL KA ik
Action P B String HSE, KIZEOBYE : DescribeSubscribeChecklob
Version 2 & String NHE2E, AEOBYE : 2018-03-30
Region B S String AHBH, FRFRSISHMRZIZR(TODO)
Subscribeld 2 & String 1TRISCBIID
3. HItHEE
SHBIR ESig) TR
Subscribeld String 1T 59sEAID
Message String FEASHRIRSER
Status String LIRS, BYE : success,failed,running
Progress Int64 HEBDL
StepAll Int64 BEBE
StepNow Int64 LI E
Steps StepInfo BRLRFMER
Requestld String W—iEK ID , RIERESIRE. EMRRANEERMZRIEKA Requestld,

WS : BRmEmEX

%208 @

25411
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4. FEIRS

ZEOGLWSZEEXRAERD  EtEREiFE A SR,

WS : BRmEmEX 55209 T #2540

\|



O BASTCE

EEJ LA E

RITEFHYE): 2025-02-18 17:50:19

1. FOfEE

XiSEUWEE (MongoDB )

EOBKRIEE : dts.api3.finance.cloud.tencent.com,

ZAN420 ( DescribeSubscribeConf ) BBFEIET RLAIEE

FOAZCEISRERIRS : 200R/7D.
ROSE#RAYE : 2021-10-13 17:52:30,

EOBEIOES NN,

2. NS

LINERSHGIFRNG I T EOBERSEFIERS 23

SHBR Witk FEEFNULL
Action = &
Version = &
Region = &
Subscribeld = &=
A M

3. s
SHER St
Subscribeld String
SubscribeName String
Channelld String
Product String
Instanceld String
InstanceStatus String
SubsStatus String
Status String

WS : BRmEmEX

HEH , TEAHSHIIRDAHLERSH

RE fEk
String AHSE , AEOBUE : DescribeSubscribeConf
String ~HBE, AEOBYE : 2018-03-30
String REBE, FRFERSHFHIEFIZR(TODO)
String 1T FSEAIID

fk

1JFISERIID

VI FISERBIETR

iEE

VI PR RE

HATFRISESI

T RRISEFIRTIRE . FT8ERYEB running,offline isolate

ITIRSLHMAZ | aTRERYERunconfigure-REEE , configuring-FL&H ,
configured-EE &

VT IFISERIAE AR | ETRERYES : normal-IER | isolating-f@ES , isolated-
BIFE , offlining- T4

6210 T1 H254m)

\|
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SR ESig) fER

CreateTime String 1T FISEFIBIERRTIE)
IsolateTime String 1T SSE PR A &)
ExpireTime String 1T RSCFIEIHRRT &)
OfflineTime String 1T SSEf N LehdiE)
ConsumeStartTime String VRS hlE 2 e .
PayType Int64 JIISERIT2235EY |, 1-/M\eitE: , 0-B58AR
Vip String 1TEBEVip

Vport Int64 1T @iEPort
UniqVpcld String W FE@ERTEVpcld
UnigSubnetld String 1T @R ESubnetld
SdkConsumedTime String LEISDKIEZERT BRI
SdkHost String 1T%SDK IPithit

SubscribeObjectType  Int64 JFIISEA0- LT , 1-DDLEYEITY , 2-DMLEEHEITER , 3-DDLEUEITI

+DMLEEHEITIS)
SubscribeObjects SubscribeObject  TEJRIS , ZSubscribeObjectType 0BT , WFERAZSEA
ModifyTime String 1EBATIE]
Region String bt
Tags Tagltem VT ISEAIRTHRES
AutoRenewFlag Int64 BoE#inR 0-FBahsesk |, 1-Bahsesk
Requestld String W—ER ID , BREKREBIRME, ELIDRMATFERMIZRIBRE Requestld,

4. SEIRAS
PAMRZIE 7O SSZEERaIERI | BERIDFE N A E R,
IR R
InvalidParameter
InternalError
ResourceNotFound
InvalidParameterValue.InvalidParameterValue

ResourceNotFound.ResourceNotFound

WS : BRmEmEX 55211 W H2541
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O BASTCE

EMESIEITIE

ERITEFHYE): 2025-02-18 17:50:20

32 A
1. #FO#R
EOBERIEE : dts.api3.finance.cloud.tencent.com,
A0 ( DescribeSubscribeRunningJob ) BFEIEESIETER.
EAREOIERINEIRS : 200R/FD,
EOSEFRAETAE - 2021-10-26 14:36:46,

EORMER LN,

2. NS

XiSEUWEE (MongoDB )

PITNBERSHGIRNFIE TEROIBERSHFED NHESH , TEARSHGIRDAHLERSLH
SRR Wi FEEFNULL KA T
Action 2 S String NHBE, KIZFOBYE : DescribeSubscribeRunningJob
Version =2 &5 String NS AEOEYE : 2018-03-30
Region B S String NHEBH, FIFRSFAIMEHEIZR(TODO)
Subscribeld 2 & String 1T FELFIID
3. HItHEE
SHBIR ESig) TR
Subscribeld String 1T 59sEAID
Message String FEASHRIRSER
Status String LIRS, BYE : success,failed,running
Progress Int64 HEBDL
StepAll Int64 BEBE
StepNow Int64 E Nz
Steps StepInfo BRLRFMER
Requestld String EE—iEK ID , @RIEREIRE, EERRAFEERHIZRIER Requestld,

WS : BRmEmEX

%212 ™

\|
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4. FEIRS

ZEOGLWSZEEXRAERD  EtEREiFE A SR,

WS : BRmEmEX 55213 W FH2541

\|



O BASTCE

IRENEHELT

B EAYE: 2025-02-18 17:50:20

1. #EOfER

RISEHIBIER

EOBERIEE : dts.api3.finance.cloud.tencent.com,

A (DescribeSubscribes) SREVEEITSEAISESIZR , BUADTT ,

BONEOIBRIRERIRE] : 200R/FD,
RESE#AYE : 2021-10-26 10:59:50,

String
String
String
String
String
String
String
String

Array of
String

Array of
String

Inte4

Int64

String

Array of

EORBEZAREN,
A s

2. MANSH

UNERSEFIRNGIH T EOBERSEFESL LS,
SEER Wik FRIFNULL
Action =2 &
Version =2 =
Region = =
Subscribeld S =
SubscribeName & B
Instanceld & )
Channelld &5 &
PayType B &
Status = =
SubsStatus B )
Offset & &
Limit & sy
OrderDirection 5 &5
TagFilters & &

WS : BRmEmEX

TagFilter

XiSEUWEE (MongoDB )

BIRIRE20%

AHEBE, FEORYE : 2018-03-30

\)

REBH, FRFESISAHBIEEIZR(TODO)
FIREITFAYSEAIID

RITFIRISEAIZ AR

SEEHURAESLAIRIID
HRITRSLAIRYEIEID

THERREULE , TIREAYE | O-BEFRA | 1-REitE

EIRITIISLBIRIRTS | creating - 8 , normal - IEEIETT ,
isolating - f@ESH , isolated - @& , offlining - T&

AR ALAINEERT |
f1, configured - BE&E

unconfigure - REcE , configuring - Ec&

IREHERANER RIS E
BRREIRNCREE

Hepam |, BIERY{E/9"DESC'RI"ASC" , BAIA/9"DESC" | #2OIEERT A
FFHER?

IRETIBSRM

%214 71 #2541

\|
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SHER Wik IFNULL K8 fEA

SubscribeVersion =~ & &5 String TTRISCHIMR A txdts- | BMREUEIT I | kafka-kafkahRASEIREITIS

QToken B S String TokenfE&

ClientIP & = String ZFimlP
A MM

3. BiHS%

SHAER el R

TotalCount Int64 FEEIERMRIAIDE

Items Subscribelnfo FURTRLAIRYEESIZR

Requestld String H—igK ID , ®XiEkEPSIRE. BRI EERAIZRIEKA Requestld,
H N3
. THIR0S

PUNREIH T30 S5 ZEERAEIRD |, B EnRaDIE N 2 HEIRE,
EIREE A
InvalidParameter

InternalError

WS : BRmEmEX 552150 FH2541



O BASTCE SRR (MongoDB )

PRELTI

ERITEFHYE): 2025-02-18 17:50:20

1. #EOfER

EOBERIEE : dts.api3.finance.cloud.tencent.com,

A0 (IsolateSubscribe ) FATFMRE/NTITERNTIRSA. ARG | ITFRSANSAREER  REHELIETHEE,
BONEOIERIRERIRE] - 200R/FD,

EOSEHAYE : 2021-10-13 17:38:58,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wiisk FBEFNULL il A
Action = & String NS, AEOEYE : IsolateSubscribe
Version =2 &5 String NS AEOEYE : 2018-03-30
Region = = String NHSE, T RSIERRBRFIZR(TODO)
Subscribeld = = String 1T IFSLAFIID
A s
3. s
SHAER ] IR
Requestld String W—i5K ID , 8XIEREPSIRE. EENEERAZRIERKE Requestld,

4. ER
AN 7OV S EERAIERID | BEERIDFE N SR,
FHIRAS A

InvalidParameter
UnsupportedOperation

ResourceNotFound

WS : BRmEmEX 55216 T #2547



O BASTCE SRR (MongoDB )

(ZGEZRERAMER

ERITEFHYE): 2025-02-18 17:50:20

1. #EOfER

EOBERIEE : dts.api3.finance.cloud.tencent.com,

A0 ( ModifyConsumerGroupDescription ) FBFHEXIHEEMASE
EOMZECERINERS) - 200%/70,

EOSEHAYE : 2021-10-26 14:52:49,

EOREEFAREN,
A sl
2. MANSE
UINERSEHFIRNGIH T EOBEKRSEIESS AHSE , RBAHSHFIRNAHERSE,
SHER WAiisE FEIEFNULL i iR
Action = & String ~HSE, KZEOBYE - ModifyConsumerGroupDescription
Version =2 & String NS ANEOEYE : 2018-03-30
Region 2 S String  AHSE, FENFESIFIMIEFIZR(TODO)
Subscribeld = a String 1TIEMESID
Description = 5 String HIAMEE
AccountName 2 &= String HEBANKF
ConsumerGroupName = o String IEEBEZIR
A s
3. s
SHER it A
Requestld String H—iEK ID , ®RiEKEPSIRE]., EEMATEERAZXIEKA Requestld,

4. TR

ZEOERWSZEEXRAERD  EtEREF A RS,

WS : BRmEmEX 55217 W #2541



O BASTCE SRR (MongoDB )

(ERWEE R

B EAYE: 2025-02-18 17:50:20

v -
1. EOfAR
EOBERIEE : dts.api3.finance.cloud.tencent.com,
&40 ( ModifyConsumerGroupPassword ) FEFHESGHERARRD.
EOMZECIERINEIRS) : 200%/70,
EOEFAYE : 2021-10-26 14:56:18,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FFFNULL it b
Action 2 S String nHSE, KEOBYE - ModifyConsumerGroupPassword
Version = &= String ~HSE, AEORYE : 2018-03-30
Region 2 & String  AHBE, FFTRIFMEIRFIZFR(TODO)
Subscribeld 2 & String 1TEESID
AccountName = &= String IHERAEIKF
ConsumerGroupName 2 S String THZRERFR
OldPassword = & String |HRYZ=Z1G
NewPassword 2 = String RS
o b
3. HESE
SHER ESid) ik
Requestld String W—iEK ID , &XIEREPSIRE. EAEENBEEREZRIEKE Requestld,
H >
4. 3E1xA5

ZEOGLWSEEREXIERD , EtEREFE A HERD,

=]

WS : BRmEmEX 55218 T #2541
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O BASTCE

(ZBGTIRSEAI B ansezzimR

B EAYE: 2025-02-18 17:50:20

=7 R

1. #FOfEA

EOBERIEE : dts.api3.finance.cloud.tencent.com,
1EBLTIFISL B ahEegeimii

EOMZECIERINEIRS) : 200%/70,

EOSEFRATE - 2021-10-13 17:38:58,

EORMER LN,

2. NS

LINERSHGIRNGIE TEOBRSEIMO RS, T

SHBR i FPFNULL ESit]
Action = a String
Version 2 N String
Region = "B String
Subscribeld = = String
AutoRenewFlag = & Int64
v X
3. BitHE
SHBR RE R
Requestld String
H >
4. 35103

UG T 2O SSIBEERA0EIRD | BEREL L

EIRAD
InvalidParameter
InvalidParameterInstanceNotFound

ResourceNotFound

WS : BRmEmEX

XiSEUWEE (MongoDB )

NHESE, AEORYE : 2018-03-30

2%, FURSIFIMIESIZR(TODO)

>

1TIFISEAIID |, 5030 : subs-8uey736k

B IRR. 1-Bahse#E , 0-FBahses

BE—EK ID , SRIEREPIRME., EMDMATFEERALZRIERAI Requestld,

HERIRD,

6219 1 H254m)
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ERITEFHYE): 2025-02-18 17:50:20

1. FOfEE

EOBKRIEE : dts.api3.finance.cloud.tencent.com,

XiSEUWEE (MongoDB )

BIERYHZER AR

A (ModifySubscribeConsumeTime) i HE M URT FIBIEAEZER AR

FRAZ OB ISRERIRS : 200R/7D.
RESE#AYE : 2021-10-13 17:38:58,

EOBEIOES NN,

2. NS

LINERSEGIRNG I T EOBRSEFIED RHSE

SEER s RIFNULL 2R3 A
Action = B String  AHESE, AEOBYE : ModifySubscribeConsumeTime
Version =2 & String NHESE  AEOEYE : 2018-03-30
Region 2 S String  AHSE, HRFRSHSAIIEFIZR(TODO)
Subscribeld = B String  EUEITIRLIRIID
. . B AR |, R EIEETT HEGRRIATERE R |, BTEE=an : Y-m-d
C StartT o & St '
onsumeStartTime 2 P ring EESEIS 24N
A M2
3. ®HSE
SEER it R
Requestld String W—iEK ID , BREKREPSIRE]., EEMATEERAZXIEKA Requestld,

4. iR

UG T 2Ol S5ZEERAUEIRD |, EhiERBFR

TS
InvalidParameter

InternalError

WS : BRmEmEX

HEEIRG,

6220 T H254m)
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HIRD A
ResourceNotFound
FailedOperation.StatusInConflict
OperationDenied
WRFRE - BRmERMEX 58221 0 #2541



X BIHSTCE STAHARRE (MongoDB )
RIFE#RATIE: 2025-02-18 17:50:20
= +
1. EOfAR
EOiEKREE : dts.api3.finance.cloud.tencent.com,
A0 (ModifySubscribeName) B FHE &R L HIRI B TR
EOMZECERINERS) - 200%/70,
EOEFRAYE : 2021-10-13 17:38:58,
RO S 2 41N,
A M2
2. WMANSE
LATBREHGIRINGH TEOBERSHIED AHSE , TBAHSHGIRDALERSE,
SRR WhIS FEVFNULL et R
Action = S String ~HSE, KIZFOBYE : ModifySubscribeName
Version 2 S String NHBE, AEOBUE : 2018-03-30
Region 2 S String RNEBH, FIFRSFAIMEEIZR(TODO)
Subscribeld = = String ORI T FsCAIRYID
SubscribeName = B String HUEITRLAIRBTR | KERFIA[1,60]
A M
3. BitHZE
SHER ESid) fiEA
Requestld String W—iEK ID , ®RiEKEPSIRE], EEMATEERAZXIEKA Requestld,

4. $ERE

LATAE T O SSBERRAYEIRS , EEREEN AT ERD,
FEIRED

InvalidParameter

InternalError

ResourceNotFound

WS : BRmEmEX

)
4
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O BASTCE

(LT REIEAYLT RN

B EAYE: 2025-02-18 17:50:20

=7 R
1. #FOfEA
EOBERIEE : dts.api3.finance.cloud.tencent.com,
A4ZH(ModifySubscribeObjects) BFE &R BB T AN
EOMZECIERINEIRS) : 200%/70,
EOSEFRATAE : 2021-10-26 11:20:23,

XiSEUWEE (MongoDB )

EORISE R R,
A s
2. MINSH
UINERSEHFIRNGIH T EOBEKRSEIESS AHSE , RBAHSHFIRNAHERSE,
SEER Wk REFNULL 28 iR
Action 2 B String NH2SH, KZFOBYE : ModifySubscribeObjects
Version 2 & String ~HEE, AEOBYE : 2018-03-30
Region 2 S String NEBE, FIFESHIMBIEHEIZR(TODO)
Subscribeld = S String FERITIRSLFIRYID
. . HURITIRVEEY |, ARYES : 0 - SARTE ; 1 - #UET
SubscribeObjectType = & Inte4 . — RN .
JeCYPE 1 =1 H ;2 - 25497 ; 3 - BURITIE+GHETI
Objects 5 = Array of TR
SubscribeObject L'
DistributeRules i i Array of 73 XA
DistributeRule
A sl
3. s
SEER eS| T
AsyncRequestld String BHEAESHID
Requestld String HE—EK ID , &XiEKREPSIRE, BRI EEREIZRIEKA Requestld,

4. FEIREE

WS : BRmEmEX

6223 71 #254m)
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UG T 2Ol S5BEERA0EIRD | EhERADIFE R A iEiRE

Jdr
°

FEIRD

%
5

InvalidParameter

InternalError
ResourceNotFound
FailedOperation.StatusInConflict

OperationDenied

WS : BRmEmEX 55224 M FH2541
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B EAYE: 2025-02-18 17:50:20

1. #EOfER

EOBERIEE : dts.api3.finance.cloud.tencent.com,
ZA$ZO(ModifySubscribeVipVport) B FHEMEWETT FLAIRIPAIR O S
BOAEZEOISRIREPRE : 200%/FD,

EOEFAYE : 2021-10-13 17:38:58,

RO S 2 41N,
A M2
2. MANSE
LATBREHGIRIGH TEOBERSHIED AHSE , TBAHSHGIRIALERSE,
SHER WAIE FEEFNULL i fEA
Action 2 S String NHSE, KEOBYE : ModifySubscribeVipVport
Version 2 & String ~HSE, AEOBYE : 2018-03-30
Region 2 S String RNESH, FENFRSISRMEHZIZR(TODO)
Subscribeld 2 B String R TIRSLFIRYID
DstUnigSubnetld & & String IBEBIFR , WRELSEL , Dstlp/iE BaFMA
Dstlp & ) String B#RIP , 5DstPortZE/ME—>
DstPort B S Int64 B+RPORT , X BEA : [1025-65535]
A M2
3. IHSE
SHER St A
Requestld String HE—iEK ID , ERiEKRESIRE], ENRRITREERHIZIRIEKE Requestld,
H S
4. FEIRAS

UG T OSSR A0EIRD | BfERISFER A IR,

IRt 5

>

InvalidParameter
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InternalError
ResourceNotFound
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TERER

ERITEFHYE): 2025-02-18 17:50:20

1. #EOfER

EOBERIEE : dts.api3.finance.cloud.tencent.com,

A4z0 ( OfflinelsolatedSubscribe ) T M&ERBRIEIEIT LS
BOAEZEOISRIREPRE : 200%/FD,

EOEFRAYE : 2021-10-13 17:38:58,

EOBEIOES NN,

2. NS

UTNBERSEGIRGIH T ROBERSHHBO NHSE | TBAHSHFIRDAHIERSH,

SEER WS AIFNULL S iR
Action = & String &, AEOEYE : OfflinelsolatedSubscribe
Version =2 & String nNH&# , AEOEYE : 2018-03-30
Region B S String RESH, FEIFRSERMERZIZR(TODO)
Subscribeld 2 ES String FRITIRSLFIRYID
A s
3. HIHSE
SHATR i) IR
Requestld String W—EK ID , 8RiERERE, ELICRRAHEERMIZRIBFRA Requestld,

4. ER
AN 7OV S EERAIERID | BEERIDFE N SR,
FHIRAS A

InvalidParameter
InternalError
ResourceNotFound

FailedOperation.StatusInConflict
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B EEUELT RS

B EAYE: 2025-02-18 17:50:20

=7 R
1. #FOfEA
EOBERIEE : dts.api3.finance.cloud.tencent.com,

A (ResetSubscribe) BT EEHIEIT LA , ELEUERIEIEITIILA , EEEALAERActivateSubscribefZ 4B ER thAIZHERFST
51

RO OIBFSRRIRE © 200R/FD,
EOSEFATE : 2021-10-26 11:24:26,

EOBRIRES EM,

2. MNSEL

UTNERSEGIRMGIE TEROERSEIPO LIS, TBAHRSEGIRDN TGRS,

SHAR 43w FeEFNULL it R
Action 2 &5 String NS, AEOBYE : ResetSubscribe
Version = & String NS, ANEOEYE : 2018-03-30
Region 2 & String AHSE , FIFRIFHEHFIZR(TODO)
Subscribeld 2 & String HWET FISLAIRIID
A Y 4
3. s
SEER it U
AsyncRequestld String FEIEKID
Requestld String H—IEK ID , ®RERERIRE]. EfIORNHERHIZRIEKA Requestld,
H N3
Z3 EllBEﬁE_'J

PUNREIH T 3O 52 EERAEIRD |, BRI 2 HEIRD,
HIRID AR
InvalidParameter

InternalError
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HIRD HA
ResourceNotFound
FailedOperation.StatusInConflict
OperationDenied
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SR

ERITEFHYE): 2025-02-18 17:50:20

7 ek p

1. #FOfEA

EOBERIEE : dts.api3.finance.cloud.tencent.com,
ZA$#EO ( ResumeSubscribe ) BFIREEIEITIE
EAREOIERINEIRS : 200R/FD,

EOSEFRATE : 2021-10-26 15:07:08,

EORMER LN,

2. NS

XiSEUWEE (MongoDB )

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHETR D25 FBEFNULL
Action = &
Version 2 &
Region = a
Subscribeld 2 &
A kY74
3. MBS
SHER St ik
AsyncRequestld String H /KD
Requestld String
H >
4. 35103

s
String
String
String

String

ZEOERISZEERAERTD , BOERDFEN A AHERE.

WS : BRmEmEX

AHEBH, AEORYE : 2018-03-30
NEBH, RIS HIHBIRSIER(TODO)

ITEMESSID

E—IEK ID , 8RIERESIRE]. EMIAEISFERAZRIBERAT Requestld,
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JEEIEELT 15

RITEHHYE): 2025-02-18 17:50:20

ARy N

1. EOHA

EOEkig& : dts.api3.finance.cloud.tencent.com,
A$Z0 ( StartSubscribe ) BFEIEIETR
EOMZCERINERS) : 200%/70,

EOSEHAYE : 2021-10-26 15:09:06.

XiSEUWEE (MongoDB )

UTNBERSEGIRGIH T ROBERSHHBO NHSE | TBAHSHFIRDAHIERSH,

EORKWSEREN.
A Ry 73
2. MASE
SHETR W35 FEEFNULL
Action = &
Version = a
Region 2 &
Subscribeld 2 &
A Ry 74
3. s
SHER ESic) fER
AsyncRequestld String BEEKID
Requestld String
e
4. 35103

ZEOE RS ZEEXRAERTD  EtEnREF A HERE,

WS : BRmEmEX

s
String
String
String

String

NHSE, AEOBYE : 2018-03-30
NHSH, FE T RSIERRBRSIZR(TODO)

ITEMESSID

E—iEX ID , SRIEKRESIRE, EURRESFERHIZRIERE Requestld,
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SRS

B EAYE: 2025-02-18 17:50:20

SupportSubscribeDBItem

AT EERE

AN T™EOS| A : DescribeSubscribeDBInstances

BFR whi% FEVFNULL
Region = =
Instanceld = a
InstanceName 2 =
EngineVersion = B
UnigVpcld = a
UnigSubnetld = B
Vip = &
Port = =
Usable = a
Hint P =
MigrateDetaillnfo
HRFETRIEE

AN T™ZOS | : DescribeMigrateJobs

BFR Wik SeFNULL 2R3
StepAll = = Int64
StepNow = a Int64
Progress = =5 String
CurrentStepProgress = e String
MasterSlaveDistance = B Int64
SecondsBehindMaster =2 & Int64

WS : BRmEmEX

HE
e

String
String
String
String
String
String
String
Int64
Bool

String

XiSEUWEE (MongoDB )

R

EREE LR
HuREESLIID

SERIZFR

SEfbRA

SEIRFTEVPC
SLffIFfrEsubnet
cdbSLAIRIVip
cdbsLflIVport

LI RERTLMEABIT ISR

SLIARERAE TR SR AIRE

e ex B
o & B
N
O

eIk
R

UHELGN - "10"

-

B RE 0" L

FNELE , MB ; EIEEREMERER , BRIsIS
Ga9 : redisfimysql

ENEIR , ¥ FEERLMERE , BRI R
79 : mysql
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% N

StepInfo

Dblnstances

AERBAISEGIFIZR
#AOT™EOSIA -

E=H WA
Instanceld =
InstanceName =2
Vip =
Vport =
Usable =
Hint 2
JobAttr

ik FREENULL

=
~x=

BEFNULL
£
2
2
b=

=
~x=

=
=

JobAttr ERAEZHBEEAER

A
[}

=S
String
String
String
String

Int64

String

#aN O35 | : DescribeMigrateJobs4DevOps

BFR

Id

Appld
OwnerUin

Uin

UJobld

Name
RunMode
ExpectRunTime
Status

CreatedAt

WS : BRmEmEX

=
=
=
E
=
=
=
=
=
=
=
=
=
=
=
=
=
=

=
=

BEFNULL

=
=
=
E=
=
=
=
=
=
=
=
=
=
=
=
=
=
=

=
~x=

s

Array of
MigrateStepDetaillnfo

55
scfpild
SLHIEFR
LIVip

SEffIVport

XiSEUWEE (MongoDB )
fEA
TRER

SLHIRERA , 199, ORI

AR AZS key , #8TU2 @ "msg-F MBS -HFmS" , Lmysqlh

1 : “msg-mysql-1"

s
Int64
Int64
String
String
String
String
String
String
String

String

iR

LR SERRERAIID

Appld

J3/ERAFUin

SRIAFUIn

E551D, dts-FFL5GID
ESTRAFRBIRIE

immediate: 780147 , timed: ERIHAT
ERMESIREEREERTE

ESIRE

BlEATE
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R WhIE
StartedAt =
UpdatedAt =
FinishedAt b=

DistributeRule

RS XA

FIFNULL

=
=

=
=

=
=

W
i

String
String

String

fik

[EEhRE]
Rl
SThKATE]

U TEOS | : ConfigureSubscribe, DescribeKafkaSubscribeConf, ModifySubscribeObjects

BR Wik
RuleType =
Pattern =
DbPattern &
TablePattern B
Columns =

SyncJoblnfo

REREESER
#ANTEOSIA -
SR
Jobld
JobName
SyncOption
SrcAccessType
SrcDatabaseType
SrcInfo
DstAccessType
DstDatabaseType
DstInfo

Detail

WS : BRmEmEX

FEFNULL

7=

B

B

B

B
Wit FEFNULL
2 a
I~ S
= a
= S
KEIE =
= £
2 a
2 ES
3 S
2 ES

String
String
String

String

Array of String

5%

XiSEUWEE (MongoDB )

HMsERtable,pk,cols

PRIER

ILECDBEFR

PtEZTableZ#R

S

&2

String

String
SyncOption
String

String
Synclnstancelnfo
String

String
Synclnstancelnfo

SyncDetaillnfo

ILECHIEZ AR

fik
REES5id
RE(EFH
ESEL
IRIENEEY
IREERE
IRSEHHER
REENKE
REHERE
RELBUEE

ESER
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AR

Status
Databaselnfo
CreateTime
StartTime

EndTime

SubsObject

IR TIISRER

N ™EEOSIA : ConfigureSubscribe, DescribeKafkaSubscribeConf

R Whi%E
ObjectType B
Database =
Tables =

FEFNULL

T
[}

a
=

Py
[}

KeyValuePairOption

" ES% Key Value X4

FBEFNULL

B o I D

i

ESic)
String

String

Array of String

M HEERE (MongoDB )
RE 1%
Int64 EFNRE
String EEER
Datetime el
Datetime FHiaRTiE)
Datetime LEEREYIE)

iR
ITEIRG S8 | 0-database,1-table, EkiAdatabase
HUERES

TRRES

#HanTEO5|F : CreateConnectTestlob, DescribeMigrateJobs4DevOps

BFR
ParameterName

ParameterValue

Endpointltem

HEFEIBLAITRER

WA T4#2O3 |8 : CreateConnectTestJob

SR Wik
AccessType =
Supplier B

WS : BRmEmEX

FREFNULL

=
(=)

as
[}

ok
i

String

String

FEFNULL

=
[=]

T
A

KA fik
String T RSB
String TR2ERE

fHA

WILESERY
extranet,cvm,dcg,vpncloud,cdb,vpnselfbuild,intranet

HRRFIR AR
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SR WhisE
AccessKey 5
RdsInstance B
Region =

Cvminstanceld o

UnigDcgld =
UnigVpnGwId B
CenGwid =
Vpcld &
Subnetld ray
Instanceld &
HostName =
Port 5
User =
Password 5
ExtraAttr &
MigrateJobInfo
IRESFERE

FIFNULL

A

117 IS 17/ NS 17/ B 1/ B i/ R 7, B 7 B 17/ IS 17/ IS 17 D 7 N 1

iy

iy

AN T™ZOS |8 : DescribeMigratelobs

SR Wi
Jobld =
JobName =3
MigrateOption =
SrcDatabaseType P
SrcAccessType =
SrcInfo =

WS : BRmEmEX

FEFNULL

=
[=]
=
[m]

a
[=]

H

iy

Iy

S

2

String
String
String
String
String
String
String
String
String
String
String
Int64
String
String

Array of

KeyValuePairOption

&2

%
String
String

MigrateOption

String

String

SrcInfo

XiSEUWEE (MongoDB )

fEk

AccessKey
RdssEfIID

i

CvmsEfFIID
TLMLEID
Z=VpnIEANRISLHIID
=EARISEBIID
VPCLAIID
VPCELHIFRID
CDBSLAIID
$yRRESLhIE Rt
RS R m
HRRESLE =

R SLHE R A E D

TR

fik
HRERAESSID
RIS B
TS ECEER

TBESCHEUREZRE: mysql , redis , mongodb , postgresql ,
mariadb , percona

TRSCHIENZERY | (EE4E  extranet(MM),cvm(cvm BT
1), dcg(ELLIENRISLH), vpncloud(mvpniE NBISESR), cdb (&
M=EIBEESLA), con(=EARISLA)

IRLOER | BRASIREIRESREMEX
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BFR Dvin

DstDatabaseType =2

DstAccessType P
DstInfo 2
Databaselnfo =
CreateTime p<=3
StartTime =2
EndTime =
Status =
Detail =2
ErrorIinfo 2

Endpoint

R ILAIT RIER

FBEFNULL

as
A

H

iy

iy

17

iy

iy

iy

)

#aN ™03 : ConfigureSubscribe

BFR
DatabaseType
Instanceld
Cvmlnstanceld
UnigDcgld
UniqVpnGwId
Ccnld

Vpcld
Subnetld
HostName

Port

WS : BRmEmEX

oy o I o oy o oY oY

iy

S

String

String

DstInfo

String

Datetime
Datetime

Datetime

Inte4

MigrateDetaillnfo

Array of ErrorInfo

BEFNULL

A

17 I S 17 R i IS 17 N 7 B 17 N

iy

XiSEUWEE (MongoDB )

fik

BirsLIEuRERESER:mysql , redis , mongodb ,
postgresql , mariadb , percona

ERSEBIENREL | BRI | cdb(BE=EERRSLA)
BirsLhlER

FEIBRNRMEERER  IRFEIBNEENLN , %
FERAI

ESSEIR (1RA2) A A

{ESFHIRATATIE

{FEHITERRTIE

{EEIRS BB : 1-852h(Creating),3-#%3&4 (Checking)4-
1681 (CheckPass), 5-188AEid ( CheckNotPass ) ,7-1F

£iz17(Running),8-1E& ek ( ReadyComplete ) ,9-1F5 A%

I ( Success ) , 10-1EEL ( Failed ) ,11-#iE+

( Stopping ) ,12-58Ak+ ( Completing )

EB1FE

ESBRERER , AMESKREERN , AAnullsE=E

KRB ik

String ERERE

String CDBSLAFIID

String CvmsEfAlID

String L MLEID

String VPNEARISEAIID
String EXRISCAIID
String VPCSEfIID

String VPCELAFIFRID
String ERESLE R tIE
Int64 RS R
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BFR
DbAccount

DbPassword

KafkaConfig

kafkamy XECE

N T™EEOS|A : ConfigureSubscribe, DescribeKafkaSubscribeConf

% N
NumberOfPartitions

DistributeRules

SrcInfo

IRLHHER

MALEERE (MongoDB )
FBEFNULL St ik
= String HIREESLhIERE A
= String HHERE LSRR
FEFNULL - it iR
B Int64 kafkap> X%, RE 1, 4, 8, 16J1/NE
& Array of DistributeRule XA

HUNTEEOS|A : CreateMigrateJob, DescribeMigrateJobs, ModifyMigrateJob

BR D
AccessKey =
Ip &
Port B
User B
Password P
RdsInstanceld )
Cvminstanceld &
UnigDcgld &
Vpcld B
Subnetld e
UnigVpnGwId =
Instanceld B
Region =

WS : BRmEmEX

FBEFNULL

=

117 B 1 B R

H

iy

oy o o o oY

iy

e

”
String
String
Int64
String
String

String

String

String
String
String
String
String

String

fER

fIEEZ=AccessKey, JREZMEZRRDS5.6i&H
SCAIRYIPELE

SEAIRSER O

SEAIRIREFE

SERIRYERD

PR ZRDSLAIID, JREFEMEZRDSS5.6/5.61&H

CVMSLHIFEID , #&=040 : ins-olgl39y8 , 5=ARSS &= HI A TE B/AISLHFIID
HE. RBCVMBZELS , FEEBLFR

E4MKID , #7040 - dcg-Orxtqaxb

FABMILEID , #8040 : vpc-92jblixto

FABWE THIFMID , #3040 : subnet-3paxmkdz
VPNRIXKID , #&=0a0 : vpngw-9ghexg7q
¥REESLAIID |, #7040 © cdb-powigx8q

MiEEEs74% |, 4 - ap-guangzhou
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BFR Wik FRFNULL 2R3
Supplier B B String
Cenld B P String
EngineVersion = = String
SyncSrcDstInfo
RERLIR. BIREHIEE
WA T EOSIA -
2R Wik FeEFNULL
Region = =
Instanceld = B
SubscribeRegionConf
IR TR ESEER
WA T™E2O3|F : DescribeRegionConf
AR i FEVFNULL
RegionName = =
Region = =
Area = =
IsDefaultRegion = =
Status = =

MigrateJobBasicltem

MigrateJobBasicltemiEiAEREEITBES 1F1E

A T™ZOS | : DescribeMigrateJobs4DevOps

BR Dvir
BasicInfo =
SrcInfo =
DstInfo =

WS : BRmEmEX

FBEFNULL
=
=

=
=

XiSEUWEE (MongoDB )

ik
SLFRDSSEHIRT |, HES Hvaliyun, EfttiER9ESothers
Z=EAWID |, 40 : ccn-afp6kltc

$UERERRAS |, SLI9RDSSEAIRTABRY , 182040 « 5.684E&5.7 , BAJ5.6

St fER
String MEEESCE |, 40 : ap-guangzhou
String SEAIEId

ESidl ik

String B FR , 20
String WXARR , @Wap-guangzhou

String MUEEFR , ARt

Int64 RENFAEEL , 0 - ~2, 1- 269

Int64 HEMIRESESER 1 - EE, 2-KE, 3-8
S T
JobAttr FRESEMRERER
DBEndpointInfo ERESRLHIER
DBEndpointInfo FRESBIREAIER
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JobStatusInfo

RIS ISIIE

AT |/ : DescribelJobStatus

BFR WAsE
Id =
Jobld b=
JobName =
OwnerUin =
Uin 2
Appld 2
Status =
CreateTime =
UpdateTime =
RegionInfo

P HBERARERB BB

B T™ZO5 | : DescribeMigrateSurvey

BR WAisE

Totallnstances =

Normallnstances =z

Abnormallnstances =2

Region =
ErrorInfo

TR AESEREERRR

N T™EEO5| A : DescribeMigrateJobs

B Wi FEFNULL
ErrorLog = &=
HelpDoc = &=

WS : BRmEmEX

FBEFNULL

o o o Dy Dy Doy Oy O

i

FBEFNULL

P

H o

i

ok
e

Int64
Int64
Int64

String

1%

N15EERE (MongoDB )

fER
IRESHS
ERAESSID
ERESER

T ESOwnerUin

EEESUin
EBESAppld
FRAESIRES
eliE:n) )
RITE A
R
IR S TR LA
IEELf)
FELA

\u76ee\u6807\u5b9e\u4f8bid

BARIEAT, BSERIEHERER

IR NAYFS B SIS Ur
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Testltems

S G K A

AN T™EOS| A : DescribeConnectTestResult

BFR Wik FEIFNULL i

TestName = 5 String

Code = B Int64

Message = = String
DstInfo

BRILBIER . BRASIRIEBAESREUMEX

N15EERE (MongoDB )

iR
REGIR , BJaEaY{E A Telnet,Connect
SEIRMD , Heh- 2R KFA | -1ERRUEEY |, 0F s EiY

RIERESR

AN~ #EOS | : CreateMigrate)ob, DescribeMigrateJobs, ModifyMigrateJob

R Wi FEEFNULL KA T
Instanceld = S String BHRsLHIID |, Wcdb-jd92ijd8
Ip FiS FiS String BirsLhivip, BER , TEES
Port S B Int64 BirLfHivport, BEFH , THES
Region 2 & String BtrsLflitbts; , #Nap-guangzhou
ReadOnly = = Int64 BRIRAXMySQLER, ZHAELFITRES , 1-Rigk , 0-5EE,
User B & String Bt EUEEIS
Password & & String BirEURESS
SyncStepDetaillnfo
EHESHE
wANTEEOSIA -
BFR wAIFE FEFFNULL il )%
StepNo = =S Uint64 TEIRS
StepName = & String T2
CanStop 2 & Int64 BEALE
Stepld 2 B Int64 TRS
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MigrateOption

TS ECEER

AN~ EOS | : CreateMigratelob, DescribeMigratelJobs, ModifyMigrateJob

BFR WE FSUFNULL R ik
RunMode = B Int64 FSifrE , B8IE | 13T, 2-EiiT
tB1h 7= A+ A4 =B 12 = EQA ol
= : yyyy-mm-dd hh:mm:ss
Y S ST . _Qﬂ: S _ =R} _ =
MigrateType = = Int64 éﬁ?&gﬁ?x: BEIE | 1-EaTR.2-28T%.3-28
+IBEFH
MigrateObject & & Int64 TSR, 1- BN, 2-48EER
. EESIE—EUENESE , 1-RECE, 2-2 =i, 3- i
C t T & & Int64
onsistenaylype 1 = | ® " T, A- (U — B, 5
. EAFEERoOtIKFBEBNE | (BEIE : 0-4A8% , 1-
IsOverrideRoot & & Int64 FEETE X
Sovermaeroo = | F " B, iR ORI IZ N0
REEYEERZIRVERSMSELLUSONISIEA. RedisAIENX
WNTEYSEL { "ClientOutputBufferHardLimit":512, M#1,
FEMXAEHFERE(MB)
"ClientOutputBufferSoftLimit":512, MM XAVERIEES
£PRHI(MB) "ClientOutputBufferPersistTime":60, M4
ExternParams & & String X AVER M BREIFLLATIEI(FD) "ReplBacklogSize":512, IR

FERXAEREI(MB) "ReplTimeout”:120 , S##BRAT
[8(#>) }MongoDBETTE X A FHISEL: {
'SrcAuthDatabase":'admin’, 'SrcAuthFlag": "1",
'SrcAuthMechanism':"SCRAM-SHA-1"}MySQLEASTIF
NS E.

{UFRT HREIE— BRI, ConsistencyTypefit & o

ConsistencyParams =~ & = ConsistencyParams RERRTIRT . DA
MigrateProxyEndPoint
MigrateProxyEndPoint ;IFBRETRER

#HaN O35 : DescribeMigrateJobs4DevOps

IR WE SEFNULL el A

DatabaseType & 2 String HREEZER mariadb
Instanceld & 2 String HUERETS msLf5)
TrsfRoutelnfold & 2 Int64 BHEREERTNRS
Proxylp &5 2 String IEIP
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BFR
ProxyPort
Snatlp
ProxyRegion
ForUJobId
User
Password
AddTimeStamp
IsVpc

Attr
EndPointld
NeedReturn
HasReturned
ReturnAt

ExtraAttr

SyncDetaillnfo

ERFRESESTE
WA T™EOSIA -
BFR
StepAll
StepNow
Progress
CurrentStepProgress
MasterSlaveDistance
SecondsBehindMaster

StepInfo

StepTip

H o

|

o D

i

oy

iy

WS : BRmEmEX

FEFFNULL
=
=
=
=
=
=
=
~=
=
E
=
=
=
E
=
~=
=
E
=
=
=
E
=
=
=
E

=
=

Int64

String

String

String

String

String

String

Int64

String

String

Bool

Bool

String

Array of KeyValuePairOption
FEFFNULL KA
= Int64
) Int64
= String
= String
= Int64
B Int64
) Array of SyncStepDetaillnfo

XiSEUWEE (MongoDB )

fk

KEPort

nat ip

R HATEXE
£551d

User

Password

PR INBdIE)

BB RvVpcSiE
HHEFRY RER
EndPointld NERRE
NeedReturn
HasReturned
ReturnAt

TEFR

B
Er

ok
N
<

SRIPR

=

Tk

it

I u\ﬁ
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BIC B E
FMNERE , MB
ENER , B
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TRIEREE

#ANT™EO5 | : DescribeSubscribeCheckJob, DescribeSubscribeRunningJob

BR 1455
Message )

HelpDoc e

SyncCheckStepInfo

REESRIST

HAIT 31 -
2R Wi
StepNo =
StepName B
StepCode =

StepMessage =

Databaseltem

A ERIEEN KRR
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{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
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