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EHATE  HRNAEFEE. MRAESTHR  BREKRSEEEMME.

BATFENEETITEAD ?

o AR . BELIP B ping AaA , AR MAC ittt ; 4R EPEERRSEANSKEIBESEES.

o LRRRHIATRHT
o WIELMBENTFE  BRERIMAZTFEEREN , —RERXT , TLHEER , FKEIBEERE LREEHRE.
o MELMBENAFR  NFEHEFRIZERRE  EREaTaEGBRRERHER.

TLAVSTENE ping FEEAT ?

o IBHIANSEDAFERMER , WAFERWER , ZihkEEcEKE.

s HIER LEARRESHEETEMRIEAEEMX , MAE iR REEHEaTARIEHE.

* WMANZIRREBEXRKELHE. W ACL Fxeflt , WAZFRRESHIRE iptables R 2414,
c MNMRAEHERE  BRIHEERGERERE.

BXARE IR R , R 5T ?
LETHEEITRRTRR  ESRIRR  RERBRETES , B THERE

o [lER , REEEW,

* BRREAYIR / BAY IP bR,

° LEEARIMIRER.

* TEKX ID,

o HPERT ping / traceroute EE,
* iptables, NAT (=8,

o BENRFMEL
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APIS A

=N (dc)

FRZS (2018-04-10)
APIEES

BIEEHAYE: 2024-09-11 15:04:55

APIERZ

V3

TERNEXEO

EORMR
ApproveDirectConnectTunnel
CreateDirectConnect
CreateDirectConnectTunnel
DeleteDirectConnect
DeleteDirectConnectTunnel
DescribeAccessPoints
DescribeCloudBgpAsn
DescribeDirectConnectPortPrice
DescribeDirectConnectTunnels
DescribeDirectConnects
ModifyDirectConnectAttribute
ModifyDirectConnectTunnelAttribute

UpdateVifAssociated

WRFRE - BRmERMEX

#ZOThee
Hit = EERE
EEHIIEE L

R EmEE

pillE Sk oy 53

k& RiEE
EIWBELLRAR
SRENBGPEYEEL L EFAAIBGP ASN
BT im0 BHEZENE
ENTRBEIIE
BEWBEEE SR
2B L LR
ENEREERNT
BETREEH

ELEIEN (DC)
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BB

EOSH7V]

BEEFATE): 2024-09-11 15:04:55

tcecloud APl £XEMAIEIEKIFITEMIIE , BB MNEREBFTEEATBEREHTEEEREE ( Signature ) LISIEEKRES D, &

BIEEHRTEFIEER , T2 FIERE Secretld 7] SecretKey ; ERFPEIRELZEFEIE , BRIECAPIZARNHEHRS , BNTEERATAPI
#ZM.,

s=E e .

1. iR eFEiE

HEEIXER=APIZE] , BRIERAPIZSANHRIELEEIE. LE2FIUFELE Secretld ] SecretKey :
e Secretld FBF#RR APL & BH

* SecretKey BFIIEEE F A BMIRS SRS E FITRIER.

* APRITEREREEIE , BRtE,

HBLZeEIINEREERIT -

1. ERtcecloudEEBFIEHIE,
2. BHE=APIZSERUEHI A TE
3. E=APIESETUHE , M [#7] RIRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELIABILT Secretld / SecretKey,

2. ERE R R

BT ZeEiESecretld f SecretKeyfs , MATLAERSEZERT . IUTREMRSSHRNIFMSRE :
BRIZFFHY Secretld # SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

AR RERERA , ERIERFRRERIER Secretld 1 SecretKey B TIREHR(E !
LA=RRSS 2R EEXLfI7IZR(Describelnstances)iEk A6l , SRAFEMRX—EOR , HiERSHERENT:

SHER 5354 248

Action 555 Describelnstances

Secretld #ZAId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp ZRIET AL 1465185768

Nonce PEHLIEEEEY 11886

Region SERRTEXIE, ap-guangzhou
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SHETR 3L S¥E

Instancelds.0 FFEIRRILHBIID ins-09dx96dg

Offset REE 0

Limit RAIFEIL 20

Version EOWRAS 2017-03-12
2.1. S EHEFF

EEMNEBERSERSHEBNFEE ( ASCHRE ) AFHF. I8 1) RIESHSHTHR | SRERTINETE , F&85tA/0 ;
2) #% ASCI 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFHEER |, UARREE., AATLUERRIEES PHIE%
HERFRECRSLINX—INAE , 1 php B8 ksort R, HIRRBISEHIHEFRERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

ERAECERRINESAN , X EERAIFRISEEITHIRF | ERIRER—EEA.

2.2. BHEBKRF AT

WWEBERMBERFGER. HE L —THIRFRIERSEIST R SEER ="S81E I | W% Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIAELER A Action=Describelnstances . ¥ : “S&E"HEIAETIEurRREOE.

REBBINENS IS8R HEE—E | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHEERIRFHER
WERENRERIRNFMH. SRIRFHFEHEUT LI SEHE5:

1. iEKAE: S2RF POST 71 GET 5= , XEB(EM GET i53Kk , TR A ENEKE.

2. IERENBEESLIFZE (Describelnstances) 19I5 K14 5 : cvm.finance.cloud.tencent.com, SCRRAVIE K RIEEZEOFREERIIAR
EMARE , FEEECwA.

3. BRI HRIMRAZAPIFIERIEREERN / .

4. iERFRIE: B E—ERANERFRIE,

ERFEBRRIHEAN A BRTE + BKREN +BEKER + 7 + BERFRES
TOIRIHERER
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GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&V
ersion=2017-03-12

24, EpSREA

S BRAERSER, BEMER HMAC-SHAL EiEY E—S RSN ERFOIFFRH{TES | ARKBEMNE S SEMR Base6s #1745
13, BIERIGRERIER A,
BRSNS |, LA PHP BS54
$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651
85768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

BRI E BN
EiP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR ARG TERIIE , BRNERHES6IFHhaI—EEE.

3. ERRIRG

ERRIS R BT REEIRIFNIBRESEH , FEXNHET URL %3,

8N F— RIS Z A ElIPOYW3pW28FpsEdkXt/+WcGel= , BEFIR0RE HRiBREE ( Signature ) 7
EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Ei5RTFEMSRAER URL,

AR NRAPKRIEKSER GET , Bi&iEK51%58 POST it Content-Type A application/x-www-form-urlencoded , MI&iXiEK
RAEERSHEIREM URL RS , SHRBN-ASARERG. IF ASCI FFHE URL fRISAIFRESELL UTF-8 #1T4%88.

R | FLREIESH http BEREESFTESEHT urlencode , ZEXFMEN T , MATREXIERBHT URL 3T , BUAX URL 4
HEeSHERLM.

IR RthSBUEbBEARITHME , MESRA RFC 3986, {87 %XY MEHFRPUINFHTES RS  HP XY A7
(0-9 FIAE=rE A-F) , BRINSE5IRER.

4. ZZEM

HRIESSIREN | FEUTERRMANEIRS | SHRIESIREAE

R fEIREA
AuthFailure.SignatureExpire BEILHR
AuthFailure.SecretldNotFound IR
AuthFailure.SignatureFailure ERHER
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RS EIES U
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 API B3R )

5. ERIER

FESTRRERD APL 3.0 B , HE7EAIREEItcecloud SDK 3.0 , SDK EEETRRMNLRE , FAN R RRIBMEOE, HMEs
S0 SDK iy, SASTRARRIESTS |

e Python

* Java

* PHP

* Go

e JavaScript
e NET

ATEBRNERERTRE , THUSMREES A6, B OANERTERARIIL. BXkES. EREOMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN , TRTAIBRERA SDK.

REEHHAY url TT8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPREERENN | HEBEARRSHEIRE |, RIanSRELL url FEXSEEHF I FEE R curl ER<SERISIREESN
Hix | SRH. ATEE—NMTLUEERER url |, EEERUREIFH Secretld 0 SecretKey NESLAVZESE , FHERRFHBIRTEEUE
79 Timestamp ,

IR ETENTAT  ARREES  EER—ESEXITEEIR url JEEEEMAR , RIASHNINFARR | (EXHARIER
. REMESHEE , BESITEIERRIE.,

IR LIMURB(ERT APL 3.0 , FEEERATHEMNERRE | BIERIERN APl , BTFEATERBRSHERUEER |, B
XS R AYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// SEFRERur RS SEIRF S B ER

for (String k : params.keySet()) {

/] BFEXSEKEB#Turlencode , BT keyEBRRNFH , #ltA NI Hvalueit{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LABEEIHEF

// SCRRVEFBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHESE]

// SEFRE RSN RS E0RTE) |, 130 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~"FHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIES5#4

params.put("Action"”, "Describelnstances"); // 2NHE%(

params.put("Version", "2017-03-12"); // ~H5%

params.put("Region”, "ap-guangzhou"); // AHE#

params.put("Limit", 20); // 53&%§

params.put("Offset", 0); // \E5%1

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // "%t
28

System.out.printin(getUrl(params));

}

}

Python

IR (IRETE Python 2 IMEBHEST , EBELREE requests (KIS :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IbSCRRER | AShiaaTeer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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2 Aol

EOSHV3

BIFEAYE: 2024-09-11 15:04:55

tcecloud API £33 MAENEIHITEMNIGIE , BB MEKREBBERL ’L\\/itlatjv*éﬂqﬂ’@@x%{* ( Signature ) LESTEERES D, &

ZIEEHTeEIILER , TEFIEEIE Secretld 71 SecretKey ; EFRFIRRBLZEEIUE , BRITF=APIZHETUERE | BNFLEEAZ=API
=0,

‘EEI—‘—I =
1. FigREeFEiE
EFE—RER=APIZE] , BRIEEAPIZEUERIELZESEIE. LEEIEEIE Secretld 1 SecretKey :

e Secretld FBF#rR APLEFESH
o SecretKey FIFINEEE T BFIRS 2 mICIE S E FATRIEH.
» AFPWIITIRREZSREIE , BRitEE,

RIS ZIENEARLS BT :

1. EFtcecloud BRI ZHIA,

2. BIfE=APIZSERYIEHI & TRE

3. E=APIZSATIHE , M [FiE] BIALAGIEE—XISecretld/SecretKey

IR FREKSRESELUABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &L 753%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data B , json HXEARTBEISEOYSZE , multipart 8=
RERREWSEOSE: , WRHZEOREEER json 18ZVERA , S5 REMMISEOARA.

THUSRSHFEAT MNXEGFIREAGIF  DEBNMBELANTEERE. HAMBETERSAIFIRFANSE : Limit 71 Offset ,
{£F8 GET 73508,

RiIZFIFHY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. BHEAEIE R
RATTME X HHEIEIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&k/5i% ( GET, POST ) , Awflchg GET ;

WS : BRmEmEX 8551 T4 #106m



S BRASTCE SEEA (DC)

e CanonicalURI : URI £%¢ , API 3.0 EE@AIERHT (/)

e CanonicalQueryString : &#2 HTTP &K URL FRIUEIE=/FER , 33F POST ik , BIEAZFE , 3TF GET &K , W9 URL hid
£ (?) EENFFERS , AREIBUES : Limit=10&0ffset=0, ;£ : CanonicalQueryString EE437 URL 473,

* CanonicalHeaders : £25&8FA0LEYMEE | ZEE host # content-type FINLER , (BRI IIABENRILESPSEERLIEEEEIE
REOE—MEIR e M, FHERN - 1) SLE8 key 1 value Si—3ER/NE |, HEISEESTHE | 1ZAR key:value\n i8=XHHE ; 2) SMLER,
HZABSLER key (/NE ) ROFEEHAFFRB THHE. A ¢ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £25&ZAEMER | IRBALXIERBMLLIS S5 TER , #1 CanonicalHeaders B ZHILEABE—XIMNAY,
content-type [ host JusifEskEB, HHENIN : 1) L3R key ZB—HA/NE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ . content-type;host

* HashedRequestPayload : IEKIEXHIIEHE , itE /5% Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , X3 HTTP i5
KEE/NEX payload fff SHA256 5% , AF+7\#HlmD | RERIDHREEM/NEFE., & : XJF GET i53K , RequestPayload [
ERTFRHE , WF POST i5K , RequestPayload By HTTP i53KIEFX payload,

HRIELLEANIN | OIRERIRAGEIERENT (ATRNEW , \n BITFHIESSRITEHFI—TEK ) -

GET

/

Limit=10&0ffset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER IR
RITTMERHHRGER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BATEEA TC3-HMAC-SHA256 ;

e RequestTimestamp : ERAFEE; , BIiERLERHY X-TC-Timestamp BUE , A1 ERBIERA 1539084154 ;

e CredentialScope : EIEEE |, 1829 Date/service/tc3_request , @& HHR. FEKARSINLIEFFE (tc3_request ) , Date A
UTC tRERTTEIREHE , BYEREM LS X-TC-Timestamp #25AY UTC iRAERIBIHE—3 ; service AF-mE , XWRASEBNR
BEZ—5, g0 cvm, S0 ERBLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : IS BHHEFTENECIEREBNRHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

PR

1. Date Z/RMBTEIEL X-TC-Timestamp ITE152 , BRfX A UTC+0, MNRMARZAHEKER , HIIIFR/\X , ESHEXE
ERERmI , BERREMERCERY. RigitER/ 1551113065 , 4/ \XAJRTiELE 2019-02-26 00:44:25 , (BRI HEE
89 Date BX UTC+0 FYHHEARS 2019-02-25 , A2 2019-02-26,
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2. Timestamp X/REHRIRFATE , BEBERRSEHENEREERSH , MREEETADHPNSERM. MNRKASEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZISHHER ) .

MR LA | REIPERIRFERFRHRUT (AT RREN , \n RITFAESSRITER—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. i8S
1) HEIREREEE , (hRBUIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date =E=8. , a0 L5~ , 792018-10-09 ;
e Service : B Credential g4 Service ZEREE. , A L7R=0 , /3 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRES ZER ;
e StringToSign : BIZB2ATEBRINSFSEFRE ;

2.4. 8 Authorization
AN ™R E Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ', '

'Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
e Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M tX , EIEEH ;

* SignedHeaders : L £ , 258 ZHLIHER ;

* Signature : 28

HRIBA AN | IR EEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl174c474
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RETEIERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&80Offset=0

EH5FEN (DC

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

RIESSIRER | FAEUTERRMANERG | iSRIESIRIEAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpg86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ;#?%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk 5% 3 o '\L-I'%E% kkhkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkkkkkk ig% 4 j:}‘fl:ﬁ Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkhkkkk 53% 1 o ;#;g;m;ﬁi%*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *kkkkkkkkkkkk 5% 2 : T#*%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkkhkk ig% 3 : -‘L-I-gﬁg *hkkkkhkkkkhkkkhkk

# ITEERHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk 552’% 4 : ?#*% Authorization khkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEORINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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15 K451

BIFEAYE: 2024-09-11 15:04:55

1. frsSHbit

EH5FEN (DC

btz (Region ) RIEYBERIEHEH OAIMIEXEL, tcecloudFIIEAREIHZ E7E2RE |, MIEAEHERNERATEEATSEENEE

th. ATIHEHRME. RS THEE  ESEREREIIEF I,
ERTLUEIT APIED EiiSIR B ARtbET xR,

2. BEMY

tcecloud API RUFRB#EZECIIYEIE HTTPS TIB(E | IRItEZSMIBEEEE.

\E > :
3. IBKITE
ST HTTP ik
e POST (#7F)
o GET
POST iE3ksz#569 Content-Type 258! :

e application/json (7 ) , X/RfEA TC3-HMAC-SHA256 BE 5%,
* application/x-www-form-urlencoded , #7f#F HmacSHA1 g HmacSHA256 &&75i%.
e multipart/form-data ({XE2EOZE ) |, WER TC3-HMAC-SHA256 &2 7575,

)

GET B3SRBS RE A/ NARE#BIT 32 KB, POST iERFEAEEAEHN HmacSHAL, HmacSHA256 BfAE#8iZ 1 MB, POST i&EK{EAE

#&F5iEA TC3-HMAC-SHA256 Aiz3% 10 MB,

4. F5mhG

FEFAUTF-84%%2.
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IS

BIFEAYE: 2024-09-11 15:04:55

IF@REIEEER

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HIEFAT) , EeTaerORELIT

{

"Response”: {

"TotalCount": O,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMEBH Requestld REERFER , TiCiEKRMINSE , RE APIET |, MAERIREL

* Requestld FBF—> APLiEKAIME—IRIR , W5 API HILRE |, SJLABKERERA] , FHREZ ID KRR,

* [RTEEMNFES  HRIWARKREOENNTER  AENEOMRENFES IO XEFREN. HAFIHE TotalCount
InstanceStatusSet 5 DescribelnstancesStatus £ OENXFER , BT EREKNAREMEZE=RS2TLH , Bl TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tHIRIREIER
£, SRR

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMEEZISKARKM, Error FERMEREAERRY Code 1 Message FERTE LM AT 2 EIREIRY,

e Code FREMHEAEIRD , HiEKH BT RIEZEIRISEA RS Ma0E O RAYE RS R BEEmE R MREEFIRR
BE,

Message BRHTXMEIREENERERE , BEISEESAEMN | WAL B FRISTEREH , AP ARRKEIXMRE]
&.

* Requestld FBF— API iEREUE—HRIR , N8R APL HIIEE , STLABCRIRA] , FHEMIZ ID SEARREE,

IR (TODO: EEERE, REEENFEER?)

IREIZERPUNRIFAE Error FER , NIZRRBA APLIECIKM,  Error iy Code FERFRTMEIRD , ATB SR REHINAYEIRAS A AL
IREG , TERFIH T ARG,
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure. MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion
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BIRAEE (A2 API AR ) |
MFA $5ig,

AR,

k3

SEZIULLN

%

SRR,

k

token $&iR,

Bk CAM 1Y,

DryRun #F , RRIERESEMINA . REZET DryRun &4,
(=SS

REBFEIR.

EORFHE.

SHGER.

SHEYERIR.

FRIS ECEPR S .

BROSEEIR,

EORARFE.

TERADREGET T 3RZPRS.

BIRH G .

RIFAE.

BIRFE.

RIFAETA,

RIZIURLE.

RASHGER.

BEARSHF.

http(s)iERIPSEIR , R3ZHF GET #1 POST 15K,

EORSHSATEhEL,
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NS

7

VTERERATE): 2024-09-11 15:04:55

RHSYEBTHRAFMZOLSNENNSE , MIENE | £ MNENRRIROSME P A ENXESHHI TR |, BERERIFE
EHXLSH , FREIERREBK.

A X

BBHIE V3

{8 TC3-HMAC-SHA256 25750 , ARSHEZR—NE HTTP Header i&3kLE0+ , 40F :
SEEFR ESid) Wik iR

BERROSMR. BESEROXETRASEHALSE Action RO, FINIRIRSHEHNE

X-TC-Acti i =
C-Action String = EELHIFIZRED |, BYE Describelnstances,

WIS . SRR B IR EI M ERIEE. RORZAEEESE RO RAS

X-TC-Region String 2 HNHSE Region BEA. ER | REEOARTEERZSH , EOSHEPRXIURRINR
B9 | IESBMEEBIZ S ARER.

X-TC- Integer & 2481 UNIX BIEB , eliCRARS APLiEKA9ATIE]L, fIa0 1529223702, T4 : WIRERSS=E

Timestamp = EHEEEEIT S8 , K5 IRERITHIER.

X-TC-Versi , = EFRY APL RORRA. BUESHEOXEPASLIELSE Version RUIREA, FIANI=ARSS /AR

-TC-Version String 2

7 2017-03-12,
HTTP fRAESHIAIESLERFER |, g0
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

Authorization  String 2 - TC3-HMAC-SHA256 : && 7% , BRIEERZE ;
- Credential : £&EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EFENRHESE X-TC-Timestamp #E/Y UTC FRAERNBEIRHE—E ; service AF-m®& , &
MBI mREE—E, flticvm ;
- SignedHeaders : 25&RITEAISLEMSE , content-type #0 host J9wsifksLEp ;
- Signature : EZFHE,

XTC-T , = IEEHIEBETFERY Token | FEEASIGSZR—RGERA. IREIEE Token FEFDEERR

-TC-Token String A

SEARBEZORE. KEZAAFE Token,

BEHE V]

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—HMEEKES , (T

SHETR sm Wik A
Action Suing | g CRFESEDEN. BESFECTHEHASHARSH Action W5, PRI

EIRsLHIZIZREO , BUEA Describelnstances,
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SHBR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

ss IR

s

String

Integer

Integer

String

String

String

String

String

i

alil

i

ali

alil

i

i

ELEIEN (DC)

fk

Wi Sy, SRR B EI MBIEAIEIE. FOESZAMEREESE EZ O REA
SRS Region RUGER, 1R | BUEOATEECRZSEH , EOEH I
BIRER , LRSEMEEEBZS AL,

Za0 UNIX Bf[a)8% , FJicRARE APLIERAYRTEL. FI01529223702 , MRS =F1H(E
BETK , 25EERTHER.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHAE_E ERiBERIRREDH] Secretld , —4 Secretld XFRME—HY SecretKey |, i
SecretKey SFRARLIEREE Signature,

BRESR , FRBIERERNGEN | FERFRIELFRBMASEITESEH. Bkt
BREE2NEROSSME,

B{FRY APLESRRA., BUESEROXETASATSL Version B, AIN=RSES
A9RRAS 2017-03-12,

25, , BaixiE HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIFER , EttiERIIEHERE HmacSHAL I8IEES.

IRESHEFFTAEAY Token , FELSIRRIEZHE—EMEMA. IRRTEEM Token FEELRE
ERSERZORE. KEZHERFE Token .

i ( Region ) BEMIRAIEHERH ORIIEXIE. tcecloudAZIIERREIS 2 B2 | RIERRMSBRAREELESE
t. ATRERRRE. B8 TEERE , BERRFELEEFatbE,

EaJ LAY APIEC ENAMIESIER EESTRAIIETISR.
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TR NBXEO
i EEERE

BITEFATE: 2024-09-11 15:04:55

v s
1. EOHA
EOEkig : dc.apil.finance.cloud.tencent.com,
A ERENHEEERE
BOAEZEOISRIRERPRE : 200K/FD,
EOSEFRATAE : 2022-11-29 15:53:09,

EOBRIRE R EM,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE |, TBEAHSHFIRDAHIERSH,

SHER Wik FIFNULL  KE ik

Action = S String ~HSE, KIZFOBYE : ApproveDirectConnectTunnel
Version =2 5 String NS, AEOEYE : 2018-04-10

Region = B String AHEE, FENFRIFHEHFIZR(TODO)
DirectConnectTunnelld =2 & String EiEBiElD

DirectConnectTunnelName = & String EHRIBIESR

Approved 2 & Bool LR, True: =, False: AEE

Comments & & String &F

3. S

SHER ESid) U
Requestld String —iEK ID , &XiEkEaIRE]l, EAAMATEERMZXIEK Requestld,
+H O
4. =S

PAIMRFIE 7O S EERaERN , BERGFE N AT ERE.
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InternalError

InvalidParameter
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FRISHYIES

BIFEHAYE: 2024-09-11 15:04:56

1. #EOfER

EOBKEE . dcapi3.finance.cloud.tencent.com,

EEYIRTEEN.

FUAZ OB ISRERIRS : 200R/7D.

EOEFAYE : 2022-11-29 15:52:08,

EOBIIOEE NN,

2. NS

ELEIEN (DC)

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SHBR
Action
Version
Region

DirectConnectName

AccessPointld

LineOperator

Location

CloudPortType

Bandwidth

RedundantDirectConnectld

CustomerName

WS : BRmEmEX

il

il

il

i

il

il

FBEFNULL

H o

iy

o

i

iy

i

iy

i

iy

s
String
String
String

String

String

String

String

String

Int64

String

String

s

A
NHSE, FEOBYE : CreateDirectConnect
REBY, AEOEUE : 2018-04-10
REBE, FEIFESHIMIEHEIZR(TODO)
YIRS ELAIZR.

YIRS ELREREAR, <br> &l LAUBIS R
DescribeAccessPointsiEZREMEIHID, FriEiRANE N Mz
EBATFARNAVRE.

REHENYIRELANEER. ChinaTelecom : REHE(S ,
ChinaMobile : fE#5N , ChinaUnicom : HEEE , In-
houseWiring : #%% , ChinaOther : REHE(H ,
InternationalOperator : #E4MEAt,

AHbEEH ORIMIRE.,

YIBRE NI 258 BYE : 100Base-T : BJkEE[,1000Base-
T (ZRNME ) : FIKEE,1000Base-LX : FIkeatEsn ( 10F
3K ) ,10GBase-T : FJkEE[10GBase-LR : FIkE#SEO ( 10F
X)), BOME , FIkERERO (10F3K) .

MEELENEOTE | BALHIMbps , FUAMEZ1000 , BUESE
B [2, 10240],

TURYBEELAIID,
VIR ELHRBEERS. BANKFAZRIREL.
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SHAER A5G
CustomerContactMail =
CustomerContactNumber =
IdcPortType =
IdcCity 2

3. S

SHBR RE
DirectConnectldSet String
Requestld String
H >
4. $EiR1E

UG T Ol 558 IEERA0TEIRAD

RS

InternalError
LimitExceeded
UnsupportedOperation

ResourceNotFound

FEFNULL  KE

N String
= String
= String
= String
ik
YIREEAIID,

EH5FEN (DC

fik

YRECLEBEIRRERE. BOANIKFIAZRIREL.

YR ELEHBERFR SIS, BUANKFRZRIREL

YIRE A NIDCUIROZEEL EYE : 100Base-T : HkHE
[,1000Base-T ( BAAME ) : FJKFEMO,1000Base-LX : FIkEatE

Y60 (10F3K ) ,10GBase-T : FJkEE[110GBase-LR : J7keatE
YO (102K ) |, BOAME , FIkEEssO (10FK) .

AHEEIR P ORTESS

H—iEXK ID , BRIEKREPIRE], EAIIRATSREEREIZXIERKE Requestld,

, BB ERADIER A HEIRD,

LimitExceeded.DirectConnectLimitExceeded

UnauthorizedOperation

InvalidParameter.PortBandwidthMismatch

InvalidParameter.DcBandwidthOutOfRange
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BlETHEER

BIFEHAYE: 2024-09-11 15:04:56

7 ek p
1. #FOfEA
EOBKEE . dcapi3.finance.cloud.tencent.com,
FATFelEEmEENEN
EOMZECIERINERS) - 200%/70,
EOSEFRAETE - 2022-11-29 15:49:17,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik AEENULL 38 Ak
Action = & String &, NEOEYE : CreateDirectConnectTunnel
Version = &5 String nNHESE , ANZEOEYE : 2018-04-10
Region 2 S String RNESH, FEIFRSIERIMEEIZR(TODO)
DirectConnectld = = String L& 1D, 5140 : dc-kd7d06of
DirectConnectTunnelName =2 5 String ERBEER

. . BEL owner , IRENHFIE # owner
DirectConnectOwnerAccount = = String i@b%i?; - jﬁﬁéf?;fg_% ;g;(ggiii o I)D
VpcName 2 B String FAEMES— ID SERAMEZSR— ID
DirectConnectGatewayld 2 & String E&RX ID , fig0 dcg-d545ddf
Bandwidth b= & Int64 L4, B - Mbps<br>BARYIEE & RE
RouteType = = String I;GP : BGPE&HH <br>STATIC : &2 <br>2 A9 BGP %
BgpPeer & & BgpPeer ~ BgpPeer , FAFibgplSE , BiEAsnFIAuthKey
IdcRoutes = = String B45E8E , BFIDCHIM ERItE
Vlan =2 &5 Inte4 Vlan, S8 : 11 ~ 4000 , EEFHEFMIAEgvIan id—2
CloudAddress = & String TencentAddress , BEHMIEEL IP
CustomerAddress = & String CustomerAddress , FAFUIEEX IP
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SHAER Wik IFENULL 288 iR
RelatedDirectConnectTunnelld & & String FERI L SEIEID
. BEREIEED : <br>None ETRER
LoadMod = & St
oadlviode = = rng <br>LoadBalance : faE19# <br>MasterSlave : =%
Vpcld = = Int64 vpcHI=FID
EnableBfd 2 S Bool EAFEBFD
BfdInterval &5 &5 Int64 BFDtNintervalfid&
ConnectSubnetMask 2 & Uint64 EE IHETE
NetworkRegion = &= String VpCRTTEithiaY,
IpType & & String BIEIPHNEREY
A sl
3. s
SHBR it A
DirectConnectTunnelldSet String EHEIEBEID
Requestld String W—iEK ID , ®XIEREPSIRE., BRI BERMZRIEKE Requestld,

4. iR

LAY 7O SSZEIERREIRD , ARSI AR,
HIRD A
MissingParameter
InternalError
InvalidParameter
InvalidParameterValue
InvalidParameterValue.VlanConfLict
LimitExceeded.DirectConnectTunnelLimitExceeded
InvalidParameter.UinIsNotExist
LimitExceeded
ResourceUnavailable.InsufficientBalance

UnsupportedOperation
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InvalidParameter.AddressError
ResourcelnUse.DcVpclsExist
UnsupportedOperation.CrossBorderDirectConnectTunnel
InvalidParameter.DirectConnectldIsNotUin
LimitExceeded.DirectConnectLimitExceeded

InvalidParameter.DcxBandwidthOutOfRange
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1. #OfEA

EOBEKIER . dcapi3.finance.cloud.tencent.com,

bR L2,
BONEOIBRIRERIRE] - 200R/F,
RBOSE#AYE © 2022-11-29 15:51:50,

EOBIIOEE NN,

2. NS

ELEIEN (DC)

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WAIE FEEFNULL
Action = &
Version = =
Region = =
DirectConnectld = )

3. S

SHER St fiik
Requestld String

4. RS

PUMNFUH T 2Ol S5BIEERA0EIRD |, BfhiERBiER

FEIRIG

InternalError
InvalidParameter
InvalidParameterValue

UnsupportedOperation
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String
String
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ARG,

Jila]

S¥ , ANZOHYE : DeleteDirectConnect
NHSE, AEOBE : 2018-04-10

HBE , FRNFRSISHEFIZR(TODO)

P>

IR T LAYID,

BE—IEK ID , RIEREPIRME., ELIDMATFEERAEZRIBERAI Requestld,

5870 T@ #1063



O BASTCE SN (DC)

HiRtD fER
ResourceNotFound

FailedOperation
InvalidParameter.DirectConnectldIsNotUin

UnauthorizedOperation
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1. #EOfER

EOBKEE . dcapi3.finance.cloud.tencent.com,
M EREE

EOMZECIERINERS) - 200%/70,

EOEFAYE : 2022-11-29 15:52:28,

EOBIIOEE NN,

2. NS

ELEIEN (DC)

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WAL FEFFNULL i fiA
Action 2 e String NHSE, AEOHYE : DeleteDirectConnectTunnel
Version = &= String NS, AZEOBYE : 2018-04-10
Region 2 S String NHBH, FIFRSSRIMEHEIZR(TODO)
DirectConnectTunnelld = = String EREEID
A MM
3. S
SHEWR it A
Requestld String W—i5K ID , &XIEREPSIRME. EAEENBEERAZRIEKE Requestld,
N
. FEIRND
PATYFIE T OS5 B EIERREIRD , Bt EnRSiF N AR,

IR

InternalError

InvalidParameter
UnsupportedOperation.StateConfLict
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BIFEFAYE: 2024-09-11 15:04:56

1. #EOfER

EOBEKIER . dcapi3.finance.cloud.tencent.com,
ENEIE Y53 YN

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2022-11-29 15:52:45,

EOBIIOEE NN,

2. NS

SHER whi%E FEFFNULL ESic) A

Action = 5 String NS, AEOBYE : DescribeAccessPoints

Version = &= String NS, AEOEYE : 2018-04-10

Region £ & String NHSE, FEINF R ISIREZIZR(TODO)

Offset B = Int64 fmizE , BIAA0,

Limit B = Int64 REIZE , BiAA20 , &RA(EH1L00,

Filters = 5 Array of Filter RS, EETIENSID(AccessPointld)#4RidiE
3. MBS

SHER &g A

AccessPointSet AccessPoint BEANRER.

TotalCount Uint64 BARHE,

Requestld String E—IEK ID , @RERESIRE, EfT@AHEERHIZRIEKA Requestld,

4. 4S5

PAIMRFIE 7O SZEEXANERE | EERGFE N SR
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°
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SAENBGPZEEYE B = F{FARYBGP ASN
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EOBEKIER . dcapi3.finance.cloud.tencent.com,
FRENBGPREYEIE _EEFIRIBGP ASN
BOAEZEOISRIRERPRE : 200%/F,

EOEFAYE : 2022-11-29 15:49:59,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WA FEEFNULL &<t TR

Action 2 S String ~HBE, KIZEOBYE : DescribeCloudBgpAsn
Version = & String NHESE , ANZEOEYE : 2018-04-10

Region B & String AHSH, FIFRIFRFIZRTODO)

3. BitH&%

SEEFR it G

CloudBgpAsn Int64 BGPZEYEIE= L{EFRAIBGP ASN

Requestld String HE—EX ID , ®XiEKRESIRE, BRI EEREIZRIEKA Requestld,
-3
EllBEﬁE_'J

UG T OSSR A0EIRD | BfERISEN A HHEIRD,

FHIRAS A
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EOBKEE . dcapi3.finance.cloud.tencent.com,
BT LnROBHEENE , Blikah
EOMZECIERINERS) - 200%/70,
EOSEFRAETE : 2022-11-29 15:50:35,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER whi%E FEIEFNULL &3ic) TR
Action = 5 String &8, ANEOEYE : DescribeDirectConnectPortPrice
Version 2 5 String NHESE | ANEOEYE : 2018-04-10
Region B S String AHBH, FENFRSISRMERZIZR(TODO)
PortType = a String EINAROEE
3. HItHEE
SR ESic) fER
PortType String o Wi
TotalCost Float im0 BFRZEMNTE
RealTotalCost Float iR BN , MBS
Requestld String H—igK ID , &XiEKEPIREl, EAITRATEERMZXIEKA Requestld,

4. sE=S
UG T O SSIBIEERA0EIRD , BfERIEN ARG,
HIRAD A
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RTFEaERBEYIx.

BOAEZEOIERIRERPRE : 200K/F0,

EOSEFTE : 2022-11-29 15:48:27,

EORIRESE EN,
2. MINSE
LITNBERSHGIRFIE TEROIBRSHFRD AHESH |, TEARSHGIRDAHLERSEL,
SHER Wik FEFFNULL &2t fEA
Action P S String NHBE, KIZFOBYE : DescribeDirectConnectTunnels
Version 2 S String NHBE, AEFOBYE : 2018-04-10
Region B S String AHSE, FEIFRIFERFIZR(TODO)
Offset & & Int64 fmizE , BAR0
Limit B B Int64 REEE , EBIA820 , & AEHL00
Filters B ) Array of Filter TSN |, BT T AEEIDSR BRI TIERITIE

3. WS

SHETR ESis 155

DirectConnectTunnelSet DirectConnectTunnel EHEEEYIE

TotalCount Int64 FEEHNEEREE
=S N VYED YA [y BEAdEE =] :HZ‘ B e v E
RequestId Strlng I]E 15* ID ' E/Alﬁ*%BK@@o E{Mlﬂﬂﬁj’ﬁﬁgh{/\ﬁ/Alﬁ*E’J
Requestld,
o m ol |
4. i81=iE

PAIMRFIE 7O SZEEXANERES | EERGFE N ISR

=]
°

WS : BRmEmEX 5578 TR #106m



O BASTCE SN (DC)

FEIR T
InternalError
ResourceNotFound

ResourceNotFound.DirectConnectTunnelldIsNotExist

WS : BRmEmEX 8579 I #1063



O BASTCE

ERMHETSYIR

BIFEFAYE: 2024-09-11 15:04:56

1. #EOfER

ELEIEN (DC)
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EAMETAIIR.
BONEOIERIRERIRE] - 200R/F,
BOSEHAYE : 2022-11-29 15:51:16,

EOBIIOEE NN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

SEER Wik FRIFNULL
Action 2 o
Version 2 )
Region = =
Offset & &
Limit o o
Filters & =
DirectConnectlds iy 5
A sl

3. WS
SEEFR i)
DirectConnectSet DirectConnect
TotalCount Int64
Requestld String

4. $EIRMS
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268 A

String nHEESE , ANEOEYE : DescribeDirectConnects
String AHSE, AEORE : 2018-04-10

String NHEBH, FEIFRSIERIMHFIZR(TODO)

Int64 mizE , B0

Int64 REEE |, BiA820 , &AEHRL00

Array of WiESFM | STisStateldig |, 35BS TLIDE LR MR TIRM
Filter 5%

o e

A

WIEELTIR,

REMEEEIIREE.

BE—IEK ID , SRIEREPIRME., EMIDMATFEERALZRIBERAI Requestld,
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EOBKEE . dcapi3.finance.cloud.tencent.com,
EXEEENEL.

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2023-07-21 17:22:13,

EOBIIOEE NN,

2. NS

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SHER W%k SIFNULL E3id) TR
Action 2 S String ~HSE, KZEOBYE : ModifyDirectConnectAttribute
Version =2 & String NHESE | ANEOEYE : 2018-04-10
Region 2 S String AHBH, FERFRSISHMRZIZR(TODO)
DirectConnectld 2 & String YIIBRE LMD,
DirectConnectName 2 & String YIBELETR,
CustomerContactMail 2 B String YIRS EERRRNE. BUAMKFREIREL,
CustomerName = B String MBEEEREENSR. BANKPAZIRE.
CustomerContactNumber 2 B String YIEEEARIEERESE. BANKFIREIREL,
Bandwidth B B Uint64 YR E .
IsShare S S Bool ERHE,

3. BitHZ4
SHER ESid) R
Requestld String H—iEK ID , ®RIEKREPIIRE]. EfERRA TR EREIZRIEKREN Requestld,

4. tER
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InternalError
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ResourceNotFound
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InvalidParameter.DirectConnectldIsNotUin
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1. #EOfER

EOBKEE . dcapi3.finance.cloud.tencent.com,
EREREEREE

BOAEZEOIERIREPRE : 200K/FD.

EOEFRAYE : 2023-03-09 18:54:52,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FBEFNULL k8 A
N

Action = = String G;i:ilffsélrjff?iﬂrﬂ%ﬂunnelmtnbute

Version = & String NS, ANZEOEYE : 2018-04-10

Region 2 S String AHBH, FENFRSISRMERZIZR(TODO)

DirectConnectTunnelld = = String EH@EEID

DirectConnectTunnelName & & String TRBEZR

IdcRoutes B B String FBP kI ER Btk

Bandwidth 5 5 Int64 THEEG®E  BAM,

Comments 5 e String BEEE

EnableBfd S S Bool EAFEBFD

BfdInterval &= &= Int64 BFDiR3Zintervalfd(a]

EnableMulticast S B Bool BATRERE

MulticastGroups S S String IBIEA A

BgpPeer B B BgpPeer =~ BGP ASNFIPASSWORD

3. S
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Requestld String W—i5K ID , 8XIEREPSIRE. ERNEERAZRIEKE Requestld,
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PUNREIH T 3O S5ZEERAEIRD |, EfhERDIFE N 2 TR,

HIRAD 5
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InternalError
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FailedOperation
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EOBEKIER . dcapi3.finance.cloud.tencent.com,
EinEERER
EOAEOIERINERIRS] : 200R/FD,

EOEFAYE : 2022-11-29 15:53:40,

EOBIIOEE NN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SEER Wik IFNULL 388U A
Action = & String NHSE, KZFOBYE : UpdateVifAssociated
Version = &5 String nNHESH , ANEOEYE : 2018-04-10
Region 2 S String  AHBH, FRFRISHMRZIZR(TODO)
DirectConnectTunnelld =2 &= String  EZBIEID, tkaNdcx-nsurd338
. BIEREIIEIES : <br>None JETRER
LoadMode = & St &=
= = fng <br>LoadBalance : faE5# <br>MasterSlave : =&
RelatedDirectConnectTunnelld & B String  KEXELZIEEID |, Ebaldex-nsurd338
A s
3. HIHSE
SHEWR St ik
Requestld String W—i5K ID , 8XIEREPSIRME. BRI EEREZRIEKE Requestld,
H
4. iEi=i8

UG T 3O SSIBIEERA0EIRD | BRI A THEIRD,

ila]

FEIRD A

FailedOperation
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DirectConnect

YIBEEE(EESIR

N T#EOS|A : DescribeDirectConnects

g N
DirectConnectld
DirectConnectName

AccessPointld

State

CreatedTime

EnabledTime

LineOperator

Location

Bandwidth
RedundantDirectConnectld
CustomerName
CustomerContactMail
CustomerContactNumber
FaultReportContactPerson
FaultReportContactNumber
IdcCity

CloudPortType

Applyld

IsShare

DcOwnerUin

WS : BRmEmEX
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FBEFNULL
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String

String

String

String

String
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String
Inte4
String
String
String
String
String
String
String
String
Uint64
Bool
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A

YIIBEXID,

YIIRELLHIETR.

YIIBERANENRID,

YIRELRAZS., 5% . PENDING HiE5X[E] : REJECTED #
1&h : ALLOCATED B2FF& : AVAILABLE fllf& : DELETING
SMIE& : DELETED .

YIIRELLRERTE),

YR E AAIFHEAY ),

RBEEANYEEENNEER. ChinaTelecom : FEE(S ,
ChinaMobile : FE#E5 , ChinaUnicom : FEEGE , In-

houseWiring : #MR% , ChinaOther : hEEA(D ,
InternationalOperator : 1ZE5MEt,

REHEHOAIRUE,
MEBEEENEOTER , B AMbps,
TURYEEE4MID,

MR ERRIEEUE. FANKFIRZRIREL,
VMIEELRIFERRMME, BOAMIKFARZIREL,
MIETEHRIEEKRSH, BANKPARIRKR,
REEERR A

HRPEEX R A,

IDCFRTEST

pay i el

FRIBID

ERH=,

THIRMTTKS.
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TunnelCount = = Uinte4d  ELBEIHE.
Appld £ £ Uinte4  EZAppld,
TcapVif
tcap BB

#ANTEOSIA -

BFR Wk SRENULL K8

Id a e Uint64
Instanceld & & String
VifName = 5 String
Bandwidth B B Uinte4
Connlocallp = = String
ConnPeerlp B P String
RouteType = = String
BgpKey B = String
BgpAsn = 2 String
AccessPointld & =2 Uint64
Status = = Uint64
ApplyTime B e Datetime
ChargeOrNot & & Bool
ReadyTime 5 = Datetime
PhysicalPortType = = String
AccessPointName &5 = String

TcapAccessPoint

Tcap BEEARER

#AOT™EOSIA -

WS : BRmEmEX

tcapi@aid

&?
=

BiE
tcapi@i&EsLflid
tcapiBiE®
tcapiBEHE
FAFIEEXIP

RN EEXIP

BREIEEY , BIAbgp

bgp #A
bgp Asn &

EANRID

EH5FEN (DC

)

tcapi@EIRZ; Enuml0, 1, 2, 5] 5IFR[ready, applying, deploying,

deleted]
ERiBRT(E]
EAE
HEERTE)

S M S s

BASER : $city-$idc
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BR WA
Id =
Country &
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Idc =
Type B
Valid &

FEVFNULL

oy o oY oY oY

iy

CloudAttachGetPingTask

IRENSIE EZRMKPingfES351%
AN TEOSIA -

g N
UnigCasGwId

Taskld

BgpPeer

bgpZ&#) , @#EAsn , AuthKey

FBEFNULL

iy

17|

ELEIEN (DC)

fik

EARID
BARATEEZR
BN RFTERT
BRI
BAREE

BARZSAIRETA

o
(S

—_

Il

E=MIRILFIID

=

WO : CreateDirectConnectTunnel, DescribeDirectConnectTunnels, ModifyDirectConnectTunnelAttribute

BFR D43V
Asn B
AuthKey a

Tag

TREEENT

waNTEOSIA -
BR WAisE
Key =
Value =

WS : BRmEmEX

AIFNULL

=
[=]

Py
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FBEFNULL
=
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=
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S
Int64

String
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A
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FBFMIBGPZER
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SwitchPort
A S ] e
W TFEOEIE |

% N
Portld

PortName

CloudAttachlaplnfo

=R ERIRSSIREEER
#AIT™EOSIA

BFR A5G

Appld b~

Filter

BT&HTiRER

FIFNULL

=@
[

FIFNULL

iy

H

W
&

-
H

String =

ELEIEN (DC)

ESid A
Uint64 IHO#EFID

String IROEFR

J

£
R ERRSEEBNApPIdEE

AN T™EOS| A : DescribeAccessPoints, DescribeDirectConnectTunnels, DescribeDirectConnects

BFR D43
Name =

Values =

BEFNULL

A
A

=
[=]

CloudAttachPricelnfo

EiE ERIRSSITHERER
AN T™EOSIA -
BFR
Discount
DiscountPrice

OriginalPrice

WS : BRmEmEX
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HEIIEIFER.
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SwitchNetdevice

RIFEDCOSR AP IRE
WA T™EOSIA -

BIR Wik FRTFNULL &g fER

Managementlp = = String ~iEHIREE RSP

ManagementPort 2 = String  =ITHIRSERNEERKO , AH, WSHERSGAME

Name 2 &5 String ATHAHLZFR

Manufacturer =2 & String TN B, Eba0A cisco, h3c, huawei Z2— , Bftt =B SiF
Model = S String THANELS

CloudAttachServiceGatewayPingTaskInfo

=i ERARSS MK pingIRMEER
WA EOSIA -

B i VENULL  3:8Y 135

UnigCasGwId = B String IR FBRSSMIKSLBIID

AddressFamily =& & String PingiRMIPHN 3SR

ConnPeerlp 2 £ String ARSI B

Count = a Uint64 RIREL

Size = & Uint64 R/

Interval 2 a Uint64 wliaks , B NER

Status = = String ?fiﬂﬂ’lﬁ%}running : (ESSIEfEi# Tdone : S TS error | AT
=

Taskld 2 & String HUHESSID

SuccessRatio j=3 & Uint64 Ping#RmlpLIhER

LatencyMin B & String BR/NERT

LatencyAvg = & String SEYSFERT

LatencyMax — & String EOARRERTS

CreateTime 2 & Datetime  {E55FFHARTIA]

EndTime 2 & Datetime  {E53455RATE
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ISP

BARSHEEREEHIA

WA T™EOSIA -

E=H WhIE FEFNULL i A
Ispld = 5 Uint64 ISP#¢=ID
IspName = S String ISPER , EfruhAppldiR[EIZEIZ

CloudAttachServiceGatewayPingInfo

BiE ERIREMFEAIPIngiRUSE
WU EOSIA -

BFR Wi FEFFNULL i) TR

UniqCasGwId 2 B String BiE FRIRSEMFESLHIID
Count = = Uint64 PingiRMREL

Size = = Uinte4 PingiRMEAIA/N
Interval & & Uint64 PingiRMErE , Bu=
ConnPeerlp 2 B String B EIRMAIRSimI Pt

CloudAttachGatewaylnfo
BiE L REEEE
AT 31 -
B W% AENULL 38U A

B FEIRSEM XSS E CreateCloudAttachServiceGateway : NS E
DeleteCloudAttachServiceGateway : ASWiE

Instanceld & & Strin
= = N9 DescribeCloudAttachServiceGateways : N&i%iE
UpdateCloudAttachServiceGateway : ASWiE
EiE FRARSSLAIIDCreateCloudAttachServiceGateway : NSwHE
. BT
UnigCasld 7 7 String DeIett.eCIoudAttachSerwce.Gateway : )\/T%
DescribeCloudAttachServiceGateways : ASi5EiE
UpdateCloudAttachServiceGateway : ASAE
BiE E=IREMAZFRCreateCloudAttachServiceGateway : NS4 E
. B
Name = = String DeleteCloudAttachServiceGateway : A& E

DescribeCloudAttachServiceGateways : ASAE
UpdateCloudAttachServiceGateway : ASj%iE
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AR DAy
lapld B
Dcld &=
Vlanld )
Bandwidth B

Connlocallp B
ConnPeerlp B
ConnlpMask B

CircuitNumber B

RouteType &
Peerlp B
BgpAsn =
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String

String

Uint64
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String

String
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String
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BYEkERAppId, RIEAHSER

E#%IDCreateCloudAttachServiceGateway : ASWiE
DeleteCloudAttachServiceGateway : ASAE
DescribeCloudAttachServiceGateways : N&i%iE
UpdateCloudAttachServiceGateway : ASAE

vlan IDCreateCloudAttachServiceGateway : NSWHE
DeleteCloudAttachServiceGateway : NS4 E
DescribeCloudAttachServiceGateways : NS5
UpdateCloudAttachServiceGateway : A&HRIE

welsE , BB AMBCreateCloudAttachServiceGateway : ASWiE
DeleteCloudAttachServiceGateway : ASAE
DescribeCloudAttachServiceGateways : NSi%iE
UpdateCloudAttachServiceGateway : A&i%iE

BETMIEELIPCreateCloudAttachServiceGateway : ASWiE
DeleteCloudAttachServiceGateway : A& E
DescribeCloudAttachServiceGateways : A& E
UpdateCloudAttachServiceGateway : ASj%iE

FFMIEEXIPCreateCloudAttachServiceGateway : NS4 E
DeleteCloudAttachServiceGateway : ASAE
DescribeCloudAttachServiceGateways : ASAE
UpdateCloudAttachServiceGateway : A&i%iE

HEXIP#&EECreateCloudAttachServiceGateway : ASWHE
DeleteCloudAttachServiceGateway : A& E
DescribeCloudAttachServiceGateways : ASAE
UpdateCloudAttachServiceGateway : ASj%iE

FRIR4RAZCreateCloudAttachServiceGateway : ASWHiE
DeleteCloudAttachServiceGateway : ASAE
DescribeCloudAttachServiceGateways : ASAE
UpdateCloudAttachServiceGateway : A&i%iE

WIKEEFSER | BRSIR A E BGPIRHEVESEE : static,
bgpCreateCloudAttachServiceGateway : A& E
DeleteCloudAttachServiceGateway : A& E
DescribeCloudAttachServiceGateways : ASAE
UpdateCloudAttachServiceGateway : A&j%iE

FAFMIIPER{S B CreateCloudAttachServiceGateway : A&~ E
DeleteCloudAttachServiceGateway : ASAE
DescribeCloudAttachServiceGateways : ASAE
UpdateCloudAttachServiceGateway : A£i%iE

BGPEEHAIASN{EE CreateCloudAttachServiceGateway : NS E
DeleteCloudAttachServiceGateway : ASAE
DescribeCloudAttachServiceGateways : ASAE
UpdateCloudAttachServiceGateway : A&i%iE
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BgpKey

UniqgVifld

UnigVpgld

Region

BgpStatus

Type
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Appld
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H
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FEFNULL
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String

String
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fik

BGPEEHAIKEY{SE CreateCloudAttachServiceGateway : ASWE
DeleteCloudAttachServiceGateway : NS4 E
DescribeCloudAttachServiceGateways : ASAE
UpdateCloudAttachServiceGateway : A&i%iE

SR ERTHLBESLHID, REAHSER

SR ERELMASLAIID, RIEAHSFER

BiE FMXATEbE, CreateCloudAttachServiceGateway : NS E
DeleteCloudAttachServiceGateway : ASAE
DescribeCloudAttachServiceGateways : ASAE
UpdateCloudAttachServiceGateway : ASAE

BGPIRZ. RIFAHSER

MFZER : cas . EiE ERMASERdcg | ZEMEER ( VXLANIEEHA )
CreateCloudAttachServiceGateway : N£i9EiE
DeleteCloudAttachServiceGateway : ASAE
DescribeCloudAttachServiceGateways : ASAE
UpdateCloudAttachServiceGateway : ASAE

W XFriEregionfdzone®ZFRCreateCloudAttachServiceGateway : ASWHiE
DeleteCloudAttachServiceGateway : NS4 E
DescribeCloudAttachServiceGateways : ASAE
UpdateCloudAttachServiceGateway : ASAE

FAFAppld

AccessPointListEntry

BAR FTRInOESEE
#AOT™EOSIA -

BT Wik FBFNULL - 3E

AccessPointld = &= Uint64

Region = = String

VpcRegion P = String

Visible = & Bool
AccessPointName = &= String

Isp 2 5 Array of ISP
PhysicalPort = = Array of SwitchPort
PhysicalPortSort = 5 Array of Uint64
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IdcPhysicalPortSort =

IdcPhysicalPort =
TcapPartPriceDetail

tcap SRFHERENIEER.
#ANTEOSIA -
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Discount
DiscountPrice

OriginalPrice

TcapPriceDetail

tcap MIEER
WanT™EOSIA -
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"Code": "AuthFailure.SignatureFailure”,
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