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BT &eFEiESecretld 7l SecretKeyfs , MATLIEMESERT ., LITRERSEBINFMSTE :
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e Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9xGARNpg86cd98joQYCN3EXAMPLE

AR RBERERS , SRR SCRREE Secretld 1 SecretKey BTSSR !
LU=fRSSEsEELHIFIZFR (Describelnstances)iEk Al , HEPERX—ZOR , EiERkSHETENT:

SHEWR 225°8 SHE
Action Yahrx=] Describelnstances
Secretld Z$Ald AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E IR 1465185768
Nonce FEHIEEEET 11886
Region SCRIRFERX S, ap-guangzhou
Instancelds.0 RFERRYSLHIID ins-09dx96dg
Offset fmigE 0
Limit RASIFRE 20
Version BEORAS 2017-03-12
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{

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset’ : 0,

'Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version": '2017-03-12',

}

ERHECERRINESARR , X LERGIFRSERHTHIR | BRIRER .

2.2. PHeEE R

I BERIERFS, BEL—SHIFFIERSEIERI R SHETR ="S5E 1R |, 033 Action %1, HSEERA "Action” , SE&EN "Describelnstances”
. B EEHEA Action=Describelnstances ., F&& : "S¥E" ARBETMIFUrRBEE.

AREBIEUEIE N SHA & THEE R | REEMITERF/RSEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn7
4WFkmLPx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12

2.3. PHES B IRFAS

HWEBERSBENFER. SRRLFFRHELUTUNSE09K:

1. iEkAiA: S2RF POST #1 GET A= , IXE{ER GET i53Kk , iZEAEAEXE.

2. IERENLEELHIFIZR(Describelnstances)iYiExK1IHZ A : cvm.finance.cloud.tencent.com, SLFRAVIEKIGZRIEZOFRFBERNARDMAR | HELZZEORE,
3. ERIBE: MBRATAPIHIERISZETER / .

4. {ERFE R B E— S ERIE RS,

BRIESEBAIPHENNA: ERTE + BREN +BEKER + 7 + BREH

TRBIEHHESR R

GETcvm . finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzho
u&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&Version=2017-03-12

24. ERESEER
AR R, YA HMAC-SHAL EiEsd F— SRS S BN FHREHTES | AEISLERMNES B Base6d HHTHID , AT REALNERE,
BHRATEIT , LA PHP B 19fI:

$secretkKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=08&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12';
$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;
REBENSEZHA:
EliPOYW3pW28FpsEdkXt/+WcGel=

ERECEFRIHESIIARN , AT A EERIRRIFESGHTERINE | SRIRESSSHIF R —ZEa.

3. R BRI

ERMRIERBHEEREABERSH , FEWEBT URL R,

W E—ELERAIR B & A ElIPOYW3pW28FpsEdkXt/+WeGel= , SEEFINEZEEREE ( Signature ) 7 : EliPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Bi5RT
HEREREEATIEK URL,
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R ANRAPEERISAR GET , Bi&EERI5i%A POST @Rt Content-Type A application/x-www-form-urlencoded , MIA&5%ERATFAEERSEHEESTSMH URL
WG, SHEN=-FFSAREMB. IF ASCI FRFE URL FRIBRIRES I UTF-8 BHT4RAS.

R PRREESH http EEREENFTESEUA{T urlencode , FEXHERT , AREXNESHMHT URL KT , UK URL FHSLSHEZLM.

R : Rt S BB TR TR . HESRA RFC 3986, M %XY SIRFHFFRHMINFHTED R  HF XY A+NHHFRH (0-9 MAEFE AF) |, ERNS
HEIRMEIR,

4. BZKM

IRIESERRIEN , A FERRMANEHRD | BIRECRERE

HRA SEIRER
AuthFailure.SignatureExpire SEILH

AuthFailure SecretldNotFound EHAFE
AuthFailure.SignatureFailure BEER
AuthFailure.TokenFailure token $HiR
AuthFailure.InvalidSecretld ESHIEE (RR= API 5§88 )

5. ERIER

fESCORVER APL 3.0 BY , #E7ZERIECERItcecloud SDK 3.0 , SDK HETERANIRE , FARMRKEmIRHIEMEZEORR. FMEESN SDK b, HATTFHIREE

e Python

* Java

* PHP

* Go

* JavaScript
* NET

NTEERARSRITRE , TEUERREES AP, B LArER SRR, SROES. ERNEONSHNEERLL EASE TR E AR NBREERY
2, FrEsERY , TRFAIBRE[ER SDK.

B&EHAY url AT8ER ¢ http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=14651857688&Versi
on=2017-03-12

IR BT RAIRRESREEEN | B EARRSLEE , FLIISREL url TEXEESFRITHHER curl EHSARNSRESIUER | €238, ATEEI—MTLL
IEEIRER url | FBEEBURGIFHI Secretld # SecretKey AESLHIZSR , FHMERRFZHBIRIEELEA Timestamp

IR EFENTS  ARRRES  EERESENTEEIR url TEEEEARE , RIWASENIUFAR  BXHAFAHBERE. REMGSHEE  BERITE
IERRRPTA],

IR LITMUES(UERT APL 3.0, FEEEEATRMNEZRE | AERIBRN APl , HTFFEADERTSSHESBITESER | B RAISEIRSAE AL,
Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

=i
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public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] EEZWERNSEHITFIHAER | b ATreeMapfRIEIRE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// EPRERAIurFRS SRR R B EK

for (String k : params.keySet()) {

/] FEXS KA R Turlencode , AT keyEBRENFE , #ILLA G Hvaluei{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMapaILAEFHEFE

// SEFREFERT R 24 {FEFERENLER , 5140 : params.put("Nonce", new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // AHS%]

// EBREFRR R R R ZZHRIRTE |, 5140 : params.put("Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~NHS%

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AHE2]

params.put("Action”, "Describelnstances"); // AHE5%

params.put("Version", "2017-03-12"); // A&

params.put("Region", "ap-guangzhou"); // A%

params.put("Limit", 20); // 55541

params.put("Offset", 0); // \5Z555

params.put("Instancelds.0", "ins-09dx96dg"); // WEE%L

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHAL")); // A%
System.out.println(getUrl(params));

}

}

Python

R WNERETE Python 2 SRIBHIE(T , EEALEE requests (KB :  pip install requests .

-*- coding: utf8 -*-
import base64
import hashlib
import hmac
import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9IXGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params|k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
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data = {

'Action' : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

"Limit" : 20,

'Nonce' : 11886,

'Offset' : 0,

'Region' : ‘ap-guangzhou’,

'Secretld' : secret_id,

"Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12'

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IHAbSCRRER | BENERIREF AT

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)
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EOE7V3
BIAEHATE: 2024-06-18 14:31:24

tcecloud APl SXBMAEEIERHITESHIE , B MERETELALBERSHYHEEESER (Signature ) LIIEERESH. EEERHREFEEEN  R2FIFE
1& Secretld #[] SecretKey ; EFFIERBELREFIE , IBRIESAPIEHARERE , BT EBERA=APEEN,

sEEr ~
1. RigZEFIE
S REREAPIZE , BEEEAPIEARARERS ST, RS Secretld Fl SecretKey :

* Secretld F3TFHRR APLIERES D
* SecretKey AT IIEERFFFRTIIRS SRIGIEE S PR BN,
* BPYTRREZ SR , BRitE.

REREFENERSERUNT :

1. EFtcecloudEEFIEFHIA.
2. HF=APIEZSHAIEHI S TRE
3. E=APIESARE , M [#2] BPRTLABIEZE—XdSecretld/SecretKey

R FFRAWSRSTLUAER Secretld / SecretKey,

2. TC3-HMAC-SHA256 && 7%

R WFGETAE . K235 Content-Type: application/x-www-form-urlencoded t¥ig&=t. X3FPOSTH% , BRisiF Content-Type: application/json LK
Content-Type: multipart/form-data FFHMIER , json IEREARTE W SEOITSE |, multipart 18X RBRFESSEOXRT , WENZEOARBEER json 18UER , &
BRI SS RO AER,

THURRSHFEAT MXEAFIREAGF , DEBNMESZANTEERE. FHIIBETEILAFIRNANSE : Limit 71 Offset , (83 GET 7515EMA.

BIZFFEY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. HHENISEERER
FRATTSHHENBEIERKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + "\n' +
SignedHeaders + "\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&k75i% ( GET, POST ) , Al GET ;

e CanonicalURI : URI 2%, API 3.0 EERIERAT (/) ;

* CanonicalQueryString : &i#2€ HTTP i3k URL FEIAFRIE , X3F POST 1K , EEATFRE , }WF GET &k , WA URL F[aS (?) FEMNFHFERS , A75MF)
BYES : Limit=10&0ffset=0, j£& : CanonicalQueryString &4 URL 47%3.

e CanonicalHeaders : 25&EH9EHMER , EVEE host 1 content-type FIANSLER , BATINABEXAILAS 5EEURSESIERNE—EMT e, FHENN
1) 3LEP key # value Zi—HR/NE |, FEIRERETIE | 1288 keyvalue\n #8ZHHE ; 2) S0 LEB | IR key (N5 ) WFHHEFRTHEE, A : content-
type:application/x-www-form-urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £25&FHELEMER | IRBBLLRIERBGHLELERS S TES |, 1 CanonicalHeaders B&HILENBR—XIRAY. content-type F host Jawiizesk
BB, HHEMN : 1) SLEB key F—HRNG ; 2) Z0LEE key (N5 ) REBFEHHFRHTHE , HEUSS () DR, WHIFA : content-type;host

¢ HashedRequestPayload : IERIEXHIGA{E , I8 £ Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 3F HTTP i&ERk#EEANIEX payload f# SHA256 &
7 ARET/NHEIRD |, SERESEERNINEFE, 5 3T GET i53%K , RequestPayload BEEATFRFER , XF POST i&EK , RequestPayload BPJg HTTP i&3KIE
X payload,

IRIELA LRI |, OIPERIAEIERBUT (T RAEHT , \n BTFBE BRI —78K) -
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GET

/

Limit=10&Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996f092427ae41e4649b934ca495991b7852b855

2.2. PSS B TR
AT RS E

StringToSign =

Algorithm +\n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : §88i% , BRIEEHN TC3-HMAC-SHA256 ;

e RequestTimestamp : EXATER, , BEMERLERAY X-TC-Timestamp BYE , W E7RfliEKA 1539084154 ;

* CredentialScope : &iESBE , #8349 Date/service/tc3_request , AIEEHA. FRBRAMRSMLLEFRIER (tc3_request ) , Date J3 UTC FRERNEINELT , BUETRER
LB X-TC-Timestamp A UTC HRERTEIENE—EK ; service =@ , WRSEMAFRISE—E, fIf0 cvm. 0 ERGIER , BYEY 2018-10-
09/cvm/tc3_request ;

* HashedCanonicalRequest : BIRSBHHZFEMEIEREBIAEE , iTE75%N Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

R

1. Date /MBS EIEL X-TC-Timestamp #5155 , BRfXA UTC+0, MRIMARGAMIXER | flIFR/\X | SSEERMG EERMRT , BREEEARMER
M. (BIRATIER 1551113065 , 74K/ \KAORHE)E 2019-02-26 00:44:25 , {BEi+E{SZR Date B UTC+0 RIHHEBRIA 2019-02-25 , AR 2019-02-26,

2. Timestamp Z/NZHAIRGANE , ERWHRAFHETWRENEERLSHN  MFEEBThDHUMERY. MRRIEATIRENEREL | JsESEE TR
& ERBERY (REEZSHHER ) .

IRIELA LRI, ROIPEEINSESFABRUT (ATRREN , \n BTRBIBRITEHI—TEK) -

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91¢9¢192c14460df6clffc69e34e6c5e90708de2ab6d282cccf957dbflaa7f3a7

23. HESH
1) HERERZES , BT

SecretKey = "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIAHY SecretKey ;
* Date : B Credential i Date FE{=E. , @7~ , /92018-10-09 ;
e Service : B Credential 8 Service FEEE. , W_LREI, 9 cvm ;

2) irESs , RBUT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : RILA LI EBEIRIRESZ IR
e StringToSign : BIE BRI EEZINESEFES |

2.4. #§2 Authorization
RN T™H&EHHE Authorization :
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Authorization =

Algorithm + "' +

'Credential="+ Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ', '

'Signature=" + Signature

e Algorithm : &8&75i% , EES TC3-HMAC-SHA256 ;
e Secretld : Z$BXIHAY Secretld ;

¢ CredentialScope : W.EX , EIEEHE ;

* SignedHeaders : . EX , 258 BHLIES

¢ Signature : E&({E

HRIELAERI | REIREEIRIES |

Z=a ( CloudAdvisor )

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582

db9e9bf4672ba50567dbalbc6ccfl74c474

BRETREIORBESNT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-type;
host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

3. &ER/KM

RIESEIRENR | FAEL TERAMANERG | SRIESRERAE
=S ae
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

4 ~LE N

BRER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util.TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;
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import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {

private final static String CHARSET = "UTF-8";

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data";

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getInstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//FERRK , BUESHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkhhhhkkk ./Ijgj% 1 0 ﬁ}%%mg@i%*% Kkhkkkhhkkhkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/";

String canonicalQueryString = "Limit=10&8Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printin(canonicalRequest);

// dkkkkkkkhkkkkk ﬂ;g% 2 0 ﬁ;%%ég?ﬁ% dkkkkkkkhkkkkk

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.println(stringToSign);

// Kkkkkkhkkkkkk ‘}fﬁ 3: :L_I_%/\-ﬁ'-% Kkkkkkhkhkkkk

bytel[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *kkkkkkkhkhkhkkk .,IJJ}E’% 4 0 ?#;% Authorization *kkkkkkhhkkkkk
String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.println(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

WS : BRmEmEX 5526 T #4610



X BIHSTCE ZiE ( CloudAdvisor )

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# Kkkkkkhkhkkkkkkk 53% 1 0 ﬁ?%m;‘ii%gz% khkkkkkkkkkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# *hkkkkkhkkkkkhk ig% 2 : ﬁ?%?%%g?ﬁ% kkkkkkkhkkkhk

credential_scope = date + "/" + service + "/" + "tc3_request”

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# dhkkkkkhhkkkhkhk 53% 3 : .‘L-I—%Eg dhkkkkkhkkkhkhk

# I ESERHER

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# dhkkkkkhhkkkhkhk ig; 4 0 ﬁ;sﬁz Authorization kkkkkkkkkkkkhk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", "
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSERINEERKED
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headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

BREEH
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RIFEHATE): 2024-06-18 14:31:24

1. IRS5HbtE

iz (Region ) 2IEYIRAIEIRETOAIMIEXIE, tcecloudJIRIEARRME BE2iRR | REARMMHERAEEAREIISEL. ATIHENENE. e THE
B, EERRRERIEE R,

ERTLUEE APLED EifFtiRSIR BESARIETIE.

2. BIEHmY

tcecloud API FIEFEROIEIE HTTPS HHTIE(E | IRtERSMNBEEEE.

3. 1BKAA
S HTTP 53K 7554%:

* POST (#E=)
o GET

POST i53K3#5A9 Content-Type 38 :

e application/json (#% ) , “/AfERA TC3-HMAC-SHA256 E&731%,
* application/x-www-form-urlencoded , #%RfsEF HmacSHAL & HmacSHA256 && 754,
* multipart/form-data ({X&BSHEOSE ) , XAER TC3-HMAC-SHA256 87534,

GET iERANERBA/NREHBIT 32 KB, POST iER{ERAER7TEH HmacSHAL, HmacSHA256 RIARS#BIT 1 MB, POST 1&EK{EF%E A%/ TC3-HMAC-SHA256 B
245 10 MB,

4. FRIImES

19fEFUTF-84w%3.,

=i
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O BASTCE

IR[EIZER

BILEFATE: 2024-06-18 14:31:24

IEfER AR
IR SRR CIE B AURASIE (DescribelnstancesStatus) 2017-03-12 KAl , EVAFBALT , ELPTAEROREATT

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34bbclc”

}

}
* Response RREMEPH Requestld REENFE , TILIEKRAINESE , RE APLQET , WHESIRE,
e Requestld FBF— APLiEXKHOME—FRIR , 2058 API HISE |, ATLABAERRA] | FHEMIZ ID KRR,

° [RTEENFERS , ERWARMENEYMNFE , ARNEOMMRENFERS EOSXAEHRIEN. HAIHRRY TotalCount #1 InstanceStatusSet 1579
DescribelnstancesStatus #OENXNFE , HTFARBERNAFEMERE =RSSELA , Bt TotalCount FEMIER FANRENE 0, InstanceStatusSet FIFRAZS,

ERIREIZER
SRS, EEEHERORTT -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
b

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

Error (IHIIEE ZIEKIERLM. Error FEOERIEMAERRY Code F1 Message FERTEEARAMAT 24 ERERY.

Code RREMHBAIEIRIG , HiERBEAT I LS TRIBIZ RIS A SRS S A O X R ARSI R R E I M R EFRR S 2.
* Message B TIXMERRENEARRR , BEUSKERARMN | LA TRESEBRSEEREN , AP AKX MR EIE,

* Requestld FEF—/ APLiEREIME—HRR , 2R AP HISE , TTLABERS] , FHEAHZ ID SRR,

NHEEIRED (TODO: EEER, EAENEE?)

[EEESRAPINSRAFA Error R , MIZR/~ER APLEEOISEM.  Error #hRY Code FERFMEIRD , TRV SEATREHIAEIRIG ANIIEIRIS | TRIE T AHEIRG

FEIRED

AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

WS : BRmEmEX

SEIRIA

BRARE (2= APLEEER ) ,
MFA $&i8,

BT,

foztu

token $&£i2,
Bk CAM 1Y,

DryRun #2(F , RFBERIGEZMINET . RESET DryRun 24,
(S SV
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FHIRED

InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

HHIRIEA
PRBBHEIR.
EONMFE.
SHEER.
SHEYEER.
BRI ECAPRS.
FROSHEIR.

EORAAFE.

TERANREHETD 7 4RI,

B G A,
BFEAE.
BEIRFE.
RIFEAATA.
RIRIUERLE.
RINSHGER.

BFR,

http(s)iEkiMUEIR . R32#F GET 1 POST i&K,

BOARSTHEAT S,

==Jpial ( CloudAdvisor )
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@ BHETCE ZiA ( CloudAdvisor )

D\

YHESEL

BILEFATE: 2024-06-18 14:31:24

N

AHSHERTPRBFTHEOSNENNSE, HE | 8 MEDRIRAEOX AP AEXLSHH TR , EEBRERIOTEETXLSY , FRIEFREER.

BRBHIE V3
83 TC3-HMAC-SHA256 &Z 7515 , AHSHEESH—1ME HTTP Header iEKLEB+ , 41T :
SEATR i) wiE R

X-TC-Acti - = BEEORR. BESEEOXEPERASEATLSE Action AIREE. FIIN=IRSSSNEIISLAIFIZFRED |, BUES

-TC-Action String b3 .
Describelnstances,

X-TC-Region String = i S% , FRIRRE R EE MUHAVEEE. BOESHREESEEOXETMASHLLSE Region 9HE, T :

= FUBENATEERZSE , BOXEPSXIIASENREE | R B HEEEZSHEASE.

X-TC- Integer La7 UNIX B8, , alicsRA&#e APLIEKAIETIE], iI0 1529223702, iFE : MR SRS HBEEHEERESSH , £3RESK/YT

Timestamp 9 IR,

Hm

X-TC-Version  String BAERY APLBORRAE, EUESEROXERANSAESE Version BikEE, FIAN=RSS28AMA 2017-03-12,

Ho

HTTP #RESMIAMESLERRES |, gD

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024

Her,

- TC3-HMAC-SHA256 : &£ 75i% , BRIEIEEZE ;

- Credential : & EiE , AKIDEXAMPLE 2 Secretld ; Date & UTC #rERTEIIIRER , BUBFZEFINTESE X-TC-Timestamp
BER UTC fRERTBIRER—3 ; service iF=mE , WASBRNFRISHE—E, flflcvm ;

- SignedHeaders : 258 &1+ ERILEHMER |, content-type F host J9wsiseskiER ;

- Signature : EEZHE,

el

Authorization  String

IREHEBFTFEAI Token |, BELSIGRSZEIE—ERMER. IIRTEEF] Token FEZHEIERSBARZEORN, KHEZHELATE

X-TC-Token String Token

iyl

BEBHAE V]

{6 HmacSHAL 71 HmacSHA256 E&75i58 , AHSHFEESR—MEERSF , 1T

SHER ESitl Wik R
Acti . = BENEOBIR. BESEEOSXETREASHLESE Action B9iREE. HIIN=IRSESNEIASLFEZIZFED , BUES
ction String =

Describelnstances,

S, FSRmRF R MR, EORZEEESEROXETRASHATLSEH Region RURE. £

Redi stri o
egron TG R m . ReEORRBORRSN , B ATIEIE | ISR SR ERA Y,
Timestamp Integer 2 437 UNIX BHEE , BliCR AR APLiERAOETE, 1011529223702 , (R 5MERHEEEST A , 23 S ITHIER,
Nonce Integer 2 FEHIEEEEL , 5 Timestamp BX&#SR , FIFBHLEEMING.
. E=APIEZA FERIERIFRREHAY Secretld , —4 Secretld S3RIME—RY SecretKey , M SecretKey SFRAERIBERER
Secretld String = .
Signature,
Signature String 2 ERER , AEERERERNE AN | EERPRBESRUEASEITEEH. BRNTESES BN,
Version String 2 BERY APL BORRA, BUESEZEOXRASATESE Version A3RIE. BHIAN=IRSSEAMA 2017-03-12,
SianatureMethod | Strin = EB753 , BAISHS HmacSHA256 1 HmacSHAL, REFEEIESEN HmacSHA256 Bt , {8 HmacSHA256 Bkl
9 9T IEE, BEERIYER HmacSHAL BIEEE,
Token String = IRRHIERATARRY Token , BEESIGIIEHE—EMER. IGRZEHET Token FEEFDSERSERZEORE. KEBHER
ZEE Token ,

WRFRE - BRmERMEX 5532 I 46T



X BIHSTCE ZiE ( CloudAdvisor )

usagdlEs

iz (Region ) 2IEYIRAIEIRET OAIMIEXIS, tcecloudZJIRIERRIME Be2iRR | REARMSERAEEAREEISEL. ATREHENE. RETHE
E , @NERRERERIEE PR,

ERTLUEE APLED EifFtiRSIR BESARRIETIE.

(E=YIEPSEIN
EITHEIIXBESEAIFIER

=i

WS : BRmEmEX 533 T #H46



O BASTCE

BIASE#HATE: 2024-06-18 14:31:25

1. gOEs

EOEKES : cloudadvisor.api3.finance.cloud.tencent.com,
ERHETR LG
EOANEOIBRIREIRS]  200%/7D,

EOEFATE : 2021-12-02 21:32:48,

Z=a ( CloudAdvisor )

REORIOEE XN,
A e
2. MASE
TFERSEGIRNGIE T EOESKSEFRBO AHESEH , RBAHSEGIRDALERSE,
SHER Wik FRPFNULL 358 A
Action = & String NHBE, AEORYE : DescribeTaskStrategyRisks
Version 2 & String AHSE, AEORE : 2020-07-21
Region 2 = String AHBY , MEORFEEBLSH,
Strategyld = & Uint64 FHIRID
Limit &= & Uint64 PRIEE, BAIAL100
Offset S & Uint64 {R#R 2IA0
) ISERIIN AT,
TaskID & a St
as A & ring 5D
Array of BB,
Filters = = Filters RSN, 3F<br>1. level 4, 2 : FXIG , 3 : BN <br>2. fuzzy &R , BIEIDSHEFRT
pit
) ISERIINARTIL,
IncludeAllFields & = Bool -
EEEaMEFR
N s
3. S
BHETR e A
HRIBILLECE |, PUECKBRSEHIFIZR ( Risks ) JIR=FER |, f5l4N0:<br>{"Response":{"Requestld":"111","RiskFieldsDesc":
[{"Field":"Instanceld","FieldName":"ID","FieldType":"string","FieldDict":{}},{"Field":"InstanceName","FieldName":"%&
FR","FieldType":"string","FieldDict":{}},{"Field":"InstanceState","FieldName":"JkZ","FieldType":"string","FieldDict":{"LAUNCF}
Z5M","PENDING":" gl k", "REBOOTING":"&E =", "RUNNING":"{&1T","SHUTDOWN": "{&= L 15458, " STARTING " "FFrl ", "
#1","STOPPING":"&A#154","TERMINATING":"$58%¢="}},{"Field":"Zone","FieldName":"B] X", "FieldType":"string","FieldDict":{
{"Field":"PrivatelPAddresses","FieldName":"IP#tiE(F)", "FieldType":"stringSlice","FieldDict":{}},{"Field":"PublicIPAddresses",'
- - HbikE(2Y)","FieldType":"stringSlice","FieldDict":{}},{"Field":"Region","FieldName":"#blz","FieldType":"string","FieldDict":{}},
RiskFieldsD RiskFieldsD:
skhieldsbesc pireldsbesc {"Field":"Tags","FieldName":"#5&","FieldType":"tags","FieldDict":{}}],"RiskTotalCount":3,"Risks":"[{&#34;Instanceld &#34;:&
xxx1&#34;,8#34;InstanceName&#34;:8#34,xxx1&#34;, &#34;InstanceState&#34;:&#34,RUNNING&#34;, &#34;PrivatelPA
[8#34;1.17.64.28#34;],&#34;PubliclPAddresses&#34;:null, &#34;Region&#34;:8#34;ap-
shanghai&#34;,&#34;Tags&#34;:null, &#34;Zone&#34;:8#34;ap-shanghai-28#34;} {&#34;Instanceld &#34;:8#34;ins-
xxx28#34;, &#34;InstanceName&#34;:&#34,xxx28#34;, &#34;InstanceState&#34;:&#34;,RUNNING&#34;, &#34;PrivateIPA
[&#34;1.17.64.11&#34;],8#34;PubliclPAddresses&#34;:null, &#34;Region&#34;:&#34;ap-
shanghai&#34;, &#34;Tags&#34;:null, &#34;Zone&#34;:8#34;ap-shanghai-2&#34;}]"," Strategyld":9}}
Strategyld Uint64 FREIRID
RiskTotalCount ~ Uint64 XSS
Risks String RBESLHIEBFIZR , FEjson decode

WRFRE - BRmERMEX
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SHEWR ESitl
Requestld String

4. EIRAY

PUMMRFH T 1RO SSIBIERXA0EIRND | EthERIFE AR,

FEIRIY
InvalidParameter.ParamError
InternalError.System
InternalError.DependsDb
InvalidParameter
InternalError
ResourceNotFound

InvalidParameterValue

WS : BRmEmEX

ik

BE—ER ID , ®RIERERE, EUDRAHERAEZXIERAY Requestld,

U=}

==Jpial ( CloudAdvisor )
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HittiBxzO
BIEHEIER

RITEFATE: 2024-06-18 14:31:25

1. MR

EOiEKES : cloudadvisor.api3.finance.cloud.tencent.com,

BTEmHMEIRRES
EOAECIERITEIRE : 200R/7D.
EOFEHATE : 2021-12-02 21:27:41,

FEOBHOEE &N,

2. MNSEY

IUFERSHGIRNGIH T EOBERSEIED ALY, REAHSHGIRD
SHEWR Witk FEFNULL ESi
Action P S String
Version = & String
Region = = String

A 2

3. FitH 24y
SHENR ESig i
Strategies DescribeStrategie THLEIZIR
Requestld String H—FX D, 8K

ﬁ\
4. IR
UMM T O SSIBIERXANEIRIG , BhERFEIN A IR,

$EIRIG

InternalError.System
InternalError.DependsDb
InvalidParameter

ResourceNotFound

WS : BRmEmEX

H2%, AEOBYE : 2020-07-21

>

RHBY, FEOFFTEERLSH.

REl, EARRIRERGZXIERE Requestld,

Z=a ( CloudAdvisor )

%36,
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SRS

BRILEFATE: 2024-06-18 14:31:25

Progress

HE

#WEIT™#EO3|F « DescribeTaskProgress

B AT

ScannedCount 2

TotalCount =
StrategySummary

M TSR LA RIS,

#HanT#O51/A : DescribeOverview, DescribeTaskSummary

R Wik FIFNULL
Strategyld = =
Code = &
Groupld = =
HighRiskCount = =
MediumRiskCount p=3 &
LowRiskCount 2 5
NoRiskCount 2 S
IgnoredInstanceCount = =
StrategyName = =
Count = =
ConfigGroup
RESERAIRERNER
#aNT™#2O5|M : DescribeConfig
B 05y FEFNULL
Groupld = =
Name =3 &
Strategies = =
RiskFieldsDescDetall
XBESEfIFER B E

#WaN ™03/ : DescribeRiskDisplay

WS : BRmEmEX

Z=a ( CloudAdvisor )

FEEFNULL ESidl )
= Int64 EHHsIhIEE.
& Int64 SLfEE
ESidl ik
Int64 Rmgld
String SRESAIIIATS, SRESHVTIEN: init #D9A1K running BHT9R success AT fail L.
Int64 REEXIRIAIS2E1d,
Int64 IZREE TS XBRAISEAIE B (A EIEBRR LA E).
Int64 IZREE T RS AISERIEN R (A EIEBRESLAIE )
Int64 ZEREE MR AISERIE S (N EIE BRESEIEE).
Int64 IZREE T TG AISERIE 8 (A 15 BRRSE A4 E) .
Int64 2RI TR REAISEAIEE,
String REEEFR
Uint64 XS + XS + T XS

yem
Int64
String

Array of ConfigStrategy

b}

SRIRLERIID
RIRBRR T Hln=e
RIRERSHISRERAY IR

%537 I 46
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2R Wik FEVFNULL
Strategyld = =z
Url = 2
RiskFieldsDesc = 2
LinkId =z =
Prild = =
ConfigCondition
SRIRATFIRRT S
#WanTEOSIA : DescribeConfig
BIR V2 FE¥FNULL ESic)
ConditionId 2 S Int64
Level = S Int64
Desc =3 S String
RiskFieldsDesc

IpE S ER A

AN T™EEO5|F : DescribeRiskDisplay, DescribeTaskStrategylgnores, DescribeTaskStrategyRisks

=1 Wik FEFNULL 2R

Field — ES String

FieldName 2 = String

FieldType = = String

. . Array of
= =

FieldDict = = KeyValue
SubscriptionTimelnfo
TR ENE A

7%
FERID

FRRETR

s
Uint64

String

Array of RiskFieldsDesc
String

String

R

ZHID

Z=a ( CloudAdvisor )

fiwR

KARIRID
KARTISLFIRIRIAIURL
AR N ACE
THRERTRID

RERIEFERID

LEEMRIR 2 ER, LERGE 250XE 3EXSE

LERMAEIRER eg: FTE A LAGFIIMBRISIAUR

FEEER string: FRFERRE! , ffla0"aa"int: BHZ , a0 111stringSlice : FRFEBEAZTY , Fign["a", "b"Itags: R
S2ERY, fBIan: [{"Key":"kkk","Value":"vwv"},{"Key":"kkk2","Value":"vwv2"}]

FRIEXI N

e T#EO51 /A : DescribeSubscriptions, UpdateSubscription

R WAisE
Period 2
DayOfWeek 5
Time =
RiskDay
BEBEE

AN T™#EO5|F : DescribeOverview

WS : BRmEmEX

FEFNULL
=
=
2

s
[=]

ESid)
String
Int64

String

fik

1TEEE , AIADaily (8K ) BiWeekly (=)

{N7EPeriodgWeeklyRIaT A , BUEAL-7 , }MNE—Z=REH

TTIFRIIE) ( 24/0Nads) ) |, 18=09"00:00" ,

BB\ EE AT A
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E= WA FEEFNULL
Date = B
Count — &
ResultCondition
I RBE RIS AIRES
WA T#EO2|F : DescribeTaskResult
BFR WAL FEFNULL
Conditionld 2 &
Unsafelnstances = =

SubscriptionEmaillnfo

T RRIEBREER

HENT O3 : DescribeSubscriptions, UpdateSubscription

B Wik FEYFNULL
EmailAddrs = &
Ignorelnstance

RIS BIRER

ESit)
String

Uint64

s
Int64

Array of Instance

s

Array of String

#HaNT#EO5|A : Listignorelnstances, Modifylgnorelnstance, Modifylgnorelnstances

BFR WA FBEFNULL
1d £ &
Region a &
SubscriptionInfo
TS

#ANTEOS A : DescribeSubscriptions, UpdateSubscription

2R Wik FRFFNULL ESid

Id = = Int64

IsSubscribed = & Bool

Timelnfo 2 & SubscriptionTimelnfo
Emaillnfo = & SubscriptionEmaillnfo
Language = = String

Name & = String

Tplld & 2 Uinte4

TpIName & — String

WS : BRmEmEX

oA
i

String

String

1%

Z=a ( CloudAdvisor )

ARPEISRARIID
A PR ARISERIRISIZR

Tk

1T HERRE

fR
SEIRIID

SEAIRYHEX

ITFHEERID , -1%5mHE  ERIFRERTENNEEEH

HEITFPIRT |, falseRREUEITIA | trueRmiJ i@

TEREER

TRERFERER

TREEERINES. BRI zh-CN @ Xk, en-US : 3832, BIAMEN zh-CN

ITEEFR
XIRIATITEIERRID
XIRIAGT FIHERR B R

%39 ;@ 46
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Filters

s

Z=a ( CloudAdvisor )

#ANT#EO5 A : DescribeGloballgnoreTags, DescribeSubscriptionTemplates, DescribeSubscriptions, DescribeTaskStrategylgnores,

DescribeTaskStrategyRisks, DescribeTaskSummary

E=E WA FEFFNULL
Name = Z
Values = =3

ProductSummary

FERUEERL S EUE

HENTFEO51F © DescribeOverview
BIR Wik FEFFNULL e
HighRiskCount = S Uint64
MediumRiskCount 2 = Uint64
NoRiskCount = & Uint64
Count =2 & Uinte4
RiskRate — ES Float
StrategyCount 2 = Uint64
RiskCount = & Uint64
Product 2 &5 String

Groups

GroupsZaY

#HANTEOS|A : DescribeProductConfigList
IR WAL
Id =z
GroupName =

Instance

FHERISLHIRIERER

KA R
String IHIBEFR
Array of String HiEE

iU

ZDE BRI R (AR RIS E).

ZIE TP RIEARIR AR (AR RIS E).

ZSE T TGRSR B (R EOIE RIS RIRE ).

ZHET (BREE+hXEE+TXE ) BRI E (R RIE IR AE).

M= SRR EY (R EFF ERIREIKIRIN)

KARTEE
ZOET (BN +RXEE ) ARIBEE (FEERRRIRSE).
FERTERR
FFNULL St ik
& Uint64 ESiElle
= String KRIZIR

#0458 : DescribeTaskResult, DescribeTaskStrategylgnoredDetail, DescribeTaskStrategyUnsafeDetail

R WA FEFFNULL
Id = =
Region 2 P
Extra = =

WS : BRmEmEX

KA fik

String SLAFIRYID, FilgN:ins-e4frg13
String LRI, BiEN:ap-guangzhou
String SLAIRIM ISR Alan:cvmig S =

%540 ] 46
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TplSets

template sets

AN TEOS| A : DescribeSubscriptionTemplates

2 Wi

Grouplds =

Id 2

Products =3

Name =

Tags P
DescribeStrategie
THMEIER

AN TEOS| A : DescribeStrategies

&R Wit
Strategyld 2
Name =
Desc Z2
Ignore Z
Notice p=3
Product P
ProductDesc 2
Repair =3
Groupld =
GroupName =
Conditions =

RegionCode

XIS

#WANT#EOS|/A : ListRegionCodes

HZR Wi
Region =
Code =
KeyValue
SRMEY

FeEFNULL
2
£
2
2
£
FeFNULL
B
=
2
B
B
=
2
B
B
=
2
FBEFNULL
=
[=]
=
(=)

ES

ft

Uint64

String
String
String
String
String
String

String

Uint64

String

s
Array of Uint64
Uint64

Array of String
String

Array of Tags

Array of DescribeStrategiesCondition

AN T™EO5| A : DescribeRiskDisplay, DescribeTaskStrategylgnores,

WS : BRmEmEX

Z=a ( CloudAdvisor )

Tk

group ids
template id
template products
template name

template tag

iR
FRAAIID
FAETETR

PRAETEA

FHETIRI R FRID
AT R R B AR
PRAAETUAMERIY
BaEITESE
TRAETERAIE AR

RTINS

ESid) fEk
String #BIX , 40: ap-guangzhou
Int64 HXAYYRED, 4n:1

DescribeTaskStrategyRisks

%41 ;I H46m
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IR WAl FE¥FNULL
Key & a
Value B =&
ProductProgress
PRI E
AN TEOS|A : DescribeTaskProgress
E=N Witk FE¥FNULL
Name 2 =
Progress = a
DescribeStrategiesCondition
TS SN
#HaNTEO51 /A : DescribeStrategies
=1 Witk FEYFNULL
Conditionld b3 -
Level = =2
LevelDesc = =
Desc = &
ConfigStrategy
KRIEAHER
AN TZO5|A : DescribeConfig
B Wi ARYENULL R
Strategyld = & Int64
Product = & String
Name 2 & String
Desc P = String
Repair — ES String
Notice = = String
Ignore = = String
-, Array of
= Py
Conditions | & = ConfigCondition

UnsafeDetail

BXELAIFE

WS : BRmEmEX

Z=a ( CloudAdvisor )

ESid] )%
String i
String SEENIRE
E-Sid] )
String FEmER
Progress e,
ESidl R
Uint64 BERMID
Uint64 BERF, 250X, 3B
String BERBIEA
String LERHHA
ik
SRBERYID

FrE TN =5 Bla0:cvm, cos

RIERIE T BIaN:COSTRBRBINIR

FRIGAYEA, HIAN R ECOSHEEFIHARIRSNEHIEEE SMNERICAMBRILE i

1

RIERIIE S BUaN: 5" COSRE LE 2 FEifia) " szl

SIS IV RIRRAHRAIERIA, BUAN: % d NMFHETEE F 2 BiH AR

RIBHR BEREHRATHEA, HI40:%d M HEHI 2

RIRBERISRMTIER

%42 7 46
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#HaNT#EO31A : DescribeTaskStrategyUnsafeDetail

R Wik FEFFNULL
Conditionld = &
IgnoredStatus 2 B
Instance 2 a
IgnoredDetail
RESLBES

#HaN #0351/ : DescribeTaskStrategylgnoredDetail

R Wik FFFNULL

IgnoredStatus = =)

Instance = &
GroupSummary

DERSFIHERE.

AN O5 A : DescribeOverview, DescribeTaskSummary

B Wi FEEFNULL e

Groupld 2 = Int64
HighRiskCount 2 B Int64
MediumRiskCount 2 &= Int64
LowRiskCount — & Int64
NoRiskCount 2 = Int64

IgnoreStrategylnstance

RIRAISTHIRNFRER

HENT#EEOS|F © ListAlllgnorelnstances

R Wi FEFNULL
Id = a
Region — a8
Strategyld p=3 a5

ResultStrategy

SRERIRIIER

U TEOS| A : DescribeTaskResult

BR AT FEHFNULL ESid)
Conditions 2 2

WS : BRmEmEX

Array of ResultCondition

Z=a ( CloudAdvisor )

i) i)
Int64 ZLBIERAISRID,
Bool SCRIRRBRIRT | true R 288,
Instance SLHNEE.
ESid] i)
Bool SLHIRNBISIRES | true R~ 208,
Instance SLHHER.
DG

DA, -1 B, 1:Re, 2: 7%, 3 IRSBIRGI, 4 A, 5 8L,
ZOETENICITRIEE (T EERIRIRSE).
ZAE TSI SR (OB R RIR ).
ZOEMEXAVRIRE B (IR RIRIREE).
ZDETTNILEIRISE R (AR IRIRAE).

ESid] fER
String SLAIRYID
String SEHIRHX RS eg:ap-guangzhou
Int64 RREHIZRASAIID
fEk

FIROSRMIIR
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R WAl FEFFNULL
Allinstances 2 Z
Strategyld 2 5
Code = a
Message 2 =z
Tags
Hifjtagid MR

=

ESidl
Array of Instance
Int64
String

String

==Jpial ( CloudAdvisor )

T30

SRERIIHERISLHIRNG IR

SREZRYID

SHIRHUTIEN: init #4414 running #HT9 success B failsLMg
ANSRERREHUT R I BRI R RS

AN T#EEO5|F : CreateSubscriptionTemplate, DescribeGloballgnoreTags. DescribeSubscriptionTemplates, DescribeTags. DownloadReportFileAsync,
ModifyGloballgnoreTags, ModifySubscriptionTemplate

R DA
TagKey =
TagValues =

WS : BRmEmEX

FEEFNULL
=

=
=

ESid) ik
String TagXyRzfkey
Array of String tagXdizfdvalues
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AR

BRILEFATE: 2024-06-18 14:31:25

TREAA

WNERIREIEESRAFFE Error TR , NIFRAR APLIZOISER. 40

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,
"Message": "The provided credentials could not be validated. Please check your signature is correct.”

}

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error Y Code FRREIRFD , Message FRNZIBIRIEMREE.

HiRILyIZR

AIIEIRG
FEIRAD
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable

UnauthorizedOperation

WS : BRmEmEX

Wi8E
BRARE (2= APLERER) ,

MFA $5iR,

BIAER. BEEHORERRERCHRMEESR | WISES |

Z=a ( CloudAdvisor )

BRERREDIESIER  IRRRETEET.
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