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qcs::ssm:ap-guangzhou:uin/${uin}:*
gcs::ssm:ap-guangzhou::*

EERIIEOIEEA VIN SEZRIRRERERE  WERRER

gcs:ssm:$region:uin/$uin:secret/creatorUin/*

EERIROLRREDNRARESE | NEREEN

gcs:ssm:$region:uin/$uin:secret/creatorUin/$creatorUin/$secretName

He .

* $region : fEfHb,

e $uin :IEREWKS ID,

e S$creatorUin : IEREIFBIZERAIKS ID,
* $secretName : IEREZEREBNEIESR.

RIFRIRZEN

30~ API ##[0 DeleteSecretVersion, UpdateDescription, RestoreSecret, EnableSecret, PutSecretValue, DescribeSecret,
UpdateSecret, DeleteSecret, GetSecretValue, DisableSecret, ListSecretVersionlds FRE&EEZEN :

qcs:ssm:$region:uin/$uin:secret/*
qcs:ssm:$region:uin/$uin:secret/creatorUin/*
gcs:ssm:$region:uin/$uin:secret/creatorUin/$creatorUin/$secretName

EOKBIRNGIZR

API 0 HAER

CreateSecret BRI,

GetRegions SREXAI A region %R , BFiEHI&RR.
GetServiceStatus KBRS, BTFHERSEREHE,
ListSecrets SREVFTE ERFIRIER.
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MNEENH+ |, 2R, EEREERFXEHRBALERINIETE | RE3UE AR IR RS R AIX LT,

VISRFERFEMOSIEERS , NMEEFANERTENERATR.

. DB BEREBMUBRFEENAR AT , HiEiEEFRNRFEMO<S,

. DB B R7E SSM REEERG eI —MERENSR , BRNEFEESRITRENBAEMO<.

. NFRSFELIEUEER , FER SSM EEEERFERIDREE.

. SSM EEEERFBRENETFHEIEREE X , BEEBEREENGET HTTPS iIRESNBERE.

- MRRFEEEFET SSM REEERFRENEIREEY , NMERBBFEMN0O<$ , FaERzKSIhR BiridErgE.
. DB EERAAZROIES MIARS , I ERERRAAS , TNEERS. RASHE. KRR,

o U b~ W N
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MNARSMS , EIEA SSM EIREERFAI AP B SDK SGREBURRIEIEIAN | AIEREEFSEET , PXXREERETRIER
MEEXS |, JEREXIELAIT

o [ERTMFHELIEFEERER  EREEBNRFEMEENREEXMT , SREREZME.
o FREVESEBASCRANCES

func GetDBConfig() string {
dbConnStr := "user:password@tcp(127.0.0.1:3306)/test"
return dbConnStr

}
°o {FEREIEASRAIES

conn, err := sql.Open("mysql", GetDBConfig())
if err 1= nil {
// error handler

}

* M SSM EIREEAFRIEELIERE DB Y , (FSMAMEEPIFIANFiE DB RIEEER.
o ZREVEEBASCRANCES

func GetDBConfig(secretName, version *string) string {
credential := common.NewCredential(

secretld,
secretKey,
)
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cpf := profile.NewClientProfile()
cpf.HttpProfile.Endpoint = endpoint
client, _:= ssm.NewClient(credential, region, cpf)

request := ssm.NewGetSecretValueRequest()
request.SecretName = secretName
request.Versionld = version

resp, err := client.GetSecretValue(request)
if err = nil {

// error handler

}

return *resp.Response.SecretString

}
- EREREIASRANE

secretName := "MySecretl"

version := "MyVersionl"

conn, err := sql.Open("mysql", GetDBConfig(&secretName, &version))
if err = nil {

// error handler

}
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FEEMRIPESE

o Wl : DB EBIERBIZEEHE MySecret , FHEEMRA MyVersionl , EEIREEREEIZH SSM INEEFME. FIEE KMS ZHRT , SSM
KBEEE— M EUAEIR.

var (

secretName = "MySecretl"

version = "MyVersionl1"

plainText = "user:password@tcp(127.0.0.1:3306)/test"
)

func ExampleCreateSecret() {

credential := common.NewCredential(

secretld,

secretKey,

)

cpf := profile.NewClientProfile()
cpf.HttpProfile.Endpoint = endpoint

client, _:= ssm.NewClient(credential, region, cpf)

request := ssm.NewCreateSecretRequest()
request.SecretName = &secretName
request.Versionld = &version
request.SecretString = &plainText

resp, err := client.CreateSecret(request)
if err = nil {
// error handler

}

fmt.PrintIn(*resp.Response.SecretName)

// create ok

}

EERRETHEER
- I : SRRSHETEREETARISR,

func ExampleListSecrets() {

credential := common.NewCredential(

secretld,

secretKey,

)

cpf := profile.NewClientProfile()
cpf.HttpProfile.Endpoint = endpoint

client, _:= ssm.NewClient(credential, region, cpf)
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request := ssm.NewListSecretsRequest()

resp, err := client.ListSecrets(request)

if err = nil {

// error handler

}
fmt.Printin(resp.Response.SecretMetadatas)
// get secrets metadata

W =

}

o B2 : RIEBFRIREUEEMYySecret LIMRAER

var (

secretName = "MySecretl"

)

func ExampleListSecretVersionlds() {
credential := common.NewCredential(
secretld,

secretKey,

)

cpf := profile.NewClientProfile()
cpf.HttpProfile.Endpoint = endpoint
client, _:= ssm.NewClient(credential, region, cpf)

request := ssm.NewListSecretVersionldsRequest()
request.SecretName = &secretName

resp, err := client.ListSecretVersionlds(request)
if err 1= nil {
// error handler

}

fmt.Printin(resp.Response.Versions)

// get version list
// ...
}

SREN SSM 7ZiERIBAS BUREUR

o =l : RESEASRIBERESMR MySecretl FHEEIRZA MyVersionl $XEX DB iEZENEE.

var (
secretName = "MySecretl"
version = "MyVersionl"

)

func ExampleGetSecretValue() {
credential := common.NewCredential(
secretld,

secretKey,
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)
cpf := profile.NewClientProfile()

cpf.HttpProfile.Endpoint = endpoint
client, _:= ssm.NewClient(credential, region, cpf)

request := ssm.NewGetSecretValueRequest()
request.Versionld = &version
request.SecretName = &secretName

resp, err := client.GetSecretValue(request)
if err 1= nil {
// error handler

}

fmt.PrintIn(*resp.Response.SecretString)

// get plain text, connect db
/..
}

EHMERERE

o ol : RIBEIEBFR MySecretl FHEERA MyVersionl F5 DB EZBENER.

var (

secretName = "MySecretl"

version = "MyVersionl"

newSecretValue = "user2:password2@tcp(127.0.0.1:3306)/test"

)

func ExamplePutSecretValue() {

credential := common.NewCredential(

secretld,

secretKey,

)

cpf := profile.NewClientProfile()
cpf.HttpProfile.Endpoint = endpoint

client, _:= ssm.NewClient(credential, region, cpf)

request := ssm.NewPutSecretValueRequest()
request.SecretName = &secretName
request.Versionld = &version
request.SecretString = &newSecretValue

resp, err := client.PutSecretValue(request)
if err = nil {

// error handler

}
fmt.PrintIn(*resp.Response.SecretName)
// secret updated

M

}
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var (

secretName = "MySecret1"

)

func ExampleDisableSecret() {
credential := common.NewCredential(
secretld,

secretKey,

)

cpf := profile.NewClientProfile()
cpf.HttpProfile.Endpoint = endpoint
client, _:= ssm.NewClient(credential, region, cpf)

request := ssm.NewDisableSecretRequest()
request.SecretName = &secretName
resp, err := client.DisableSecret(request)

if err 1= nil {

// error handler

}
fmt.PrintIn(*resp.Response.SecretName)
// secret disabled

M

}

o B2 : MBRENE , FTLUREITRIMIBRESE |, FETRIRBRETERT , STLUREEE.

' REERARIETET REMmER.

func ExampleDeleteSecret() {

credential := common.NewCredential(

secretld,

secretKey,

)

cpf := profile.NewClientProfile()
cpf.HttpProfile.Endpoint = endpoint

client, _:= ssm.NewClient(credential, region, cpf)

request := ssm.NewDeleteSecretRequest()
request.SecretName = &secretName
request.RecoveryWindowInDays = &recoverWindowsInDays

resp, err := client.DeleteSecret(request)
if err 1= nil {

// error handler

}
fmt.Printin(*resp.Response.DeleteTime)
// secret deleted

)

}
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func ExampleRestoreSecret() {

credential := common.NewCredential(

secretld,

secretKey,

)

cpf := profile.NewClientProfile()
cpf.HttpProfile.Endpoint = endpoint

client, _:= ssm.NewClient(credential, region, cpf)

request := ssm.NewRestoreSecretRequest()
request.SecretName = &secretName

resp, err := client.RestoreSecret(request)
if err = nil {

// error handler

}
fmt.Printin(*resp.Response.SecretName)
// secret restored

// ..

}
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= el

BRITEHAYE: 2025-10-11 18:10:00

HAREREERR?

EIRETRS (Secrets Manager , SSM ) AFBFIRHUERIVCIE. MR, B, HRS2EHAMNEERS  SARRRAEENR
SEABHRETHEE | RO SRS — S,

I LB ERTIEEERS ?
FREBRFALCINSIRESE. AP BEHIRME. JRRESERNETES. ERURNEE R, TEREEFERES
BIORASOHER. IARARA RN SN,

HoR%=?
EREATONAEFHTSOMENSREIEES , MSIEESRE. WSHM0. APIEA. SSH ZBSNE. BHFILIEY Name-
Value H975= , EEREERGHFESTAEREEENERAS | FINGEMLL. 1P RASRERE.
FEGREEERGR N ARETERAEERSE (KMS) ?

TREERAEAENZSHEREREERS (KMS) RA/PIEEE (CKM) fEANEESE , BETUEKFBOAIRIERE |
WALERFEEXENTRS , SHNSANARFRANETEE  AETESRSERANBENBRAEERL (KMS).
MFHENFEEEERRS ?

B SN REFTICEBTZSMEXNERBAZSHERS: , WaERU TR RN SHER SREERS |

o BYFEREERS APL 5 SDKEREEEERSR.
BY EEEEASEE EETEeEHE.

2
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R N
1miCER
BEEFATE): 2025-10-11 18:10:00

FiE

EREEATYNAEFHTEHRIEAISEEILER , MEBIEEREE. WSHE. APIER. SSH ZREFRE. EEalLliEY Name-
Value 95T , EREESERFATFESMIEGREIRFAERERS | MINsUEetit, P ixOFREAS.

BE4RES
RIS RS R R RN ZIE B R AT I TSR IS PRI 4 T & L.
BIREERR

ZIHEEERS ( Key Management Service , KMS ) —R &L EEIERRS , TLULAFPENCIEINSESSE | (RIFSHEESRME. =&
RO | HEAFPSNASISHERSETEK , FaUNsSNalERK,

T

EEREEERSF , BFPEZ$A ( Customer Master Keys , CMK ) EHBN=SMEX ABPRENEER | XUTZHASEETE=
FINERE L 2IER (HSM ) BYRIP | BT 2RISR SEE.

TLS ¥

Z2fEHIE ( Transport Layer Security , TLS) , TLS 223 EERE TCP iz LAY , IRSTFREE | L T BN EERSGH T
INEZEEAZH TCP T EHmEIThEE,

WS : BRmEmEX %26 T $#77
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X BIHSTCE

APISTRY
EIEEERSS (ssm)
AR (2019-09-23)
API 53

BITE#AYa): 2025-10-20 17:05:51

APIERZ

V3

HELeEXEO

BEORMR
CreateSecret
DeleteSecret
DeleteSecretVersion
DescribeSecret
DisableSecret
EnableSecret
GetRegions
GetSecretValue
GetServiceStatus
ListSecretVersionlds
ListSecrets
PutSecretValue
RestoreSecret
UpdateDescription

UpdateSecret

WRFRE - BRmERMEX

FEREERS (SSM)

FEOIhAEE

Bl

MR EE

IR EERR AR AR
REVERIFRER
ER%ERE

[ER%ERE
IREUEHI S Rregiondlzk
SRENEARIAS

R IRSTHEIRS
SREUEE SR TRRASIRER.
REVERANFMERIIER
TR A AR

ST RIMBRHRIESR
EHERESAMER

BIREAS
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\ :l: N
ARSI
v o <y
EOSEV]
BEEFATE): 2025-10-20 17:05:52
BR=E/MEX APl X8 MAEERETEMIIE , BIEMEREZTEEATLBERSHHPEEEZEE ( Signature ) LUISIHERES

7. ELZEEHLREEEER , REFEIEEIE Secretld 1 SecretKey ; EFFEZELREEIL | IBRIESAPIZARNERIE , BUTEAE
FBz=APIEO.

s=E e .

1. RiEReFEiE

HEEIXER=APIZE] , BRIERAPIZSANEBRIELEEIE. L2 EIUFELE Secretld ] SecretKey :
e Secretld FBF4RR APL REBH

* SecretKey B FIIEEE F A BMIRS SRS Z FRTRIER.

o FAPRITEEREREEIE , BRtE,

HBELZEEIINEREERIT -

1. ERBA=SREXEEPOEHIE.
2. BI{E=APIZSARYIEHIETAE
3. E=APIZSETUHE , M [#7] RIRJLARYEE—XdSecretld/SecretKey

TR AREKSRESELIABILT Secretld / SecretKey,

2. ERE R R

BT ZeEiESecretld f SecretKeyfs , MATLAERSZERT. IATREMRSZHIIFMIFE :
BRIZFFHY Secretld #1 SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

AR RERERA , SRR RRERIER Secretld f SecretKey B TIREHR(E !
LA=RRSS 2R EEXLfI7IZR(Describelnstances)iEk A6l , SRAFERX—EOR , HiERSHETRENT:

SHER 3L 248

Action Vakrc =t Describelnstances

Secretld #ZAId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp E I[N 1465185768

Nonce PEHLIEEEEY 11886

Region SLIRRTEX shjr

WS : BRmEmEX 528 T #77
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e C 3L SHE

Instancelds.0 FFEIRRILGIID ins-09dx96dg

Offset REE 0

Limit RASIFEIL 20

Version EORAS 2017-03-12
2.1. SR

BAEMEERSERSHEBNFEE ( ASCHRE ) FAFHF. T8 1) RIESHSHTHIRF | SREFRTINET , F&5tA/0 ;
2) #% ASCI 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFEER |, UARREE. ARTLUERRIZES PHIE%
HEFFRESRSLIIX—INAE , 1 php B8 ksort i, HIRRBISEHIHEFRERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

‘Region’ : 'shjr’,

'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

EREEEFRINESAR , X EERGIFRSEHTHR | SRINER—SEH.

2.2, BHEERF R

WWEBERMBERFGER. HE L —THERFRERSEISTN R SRR ="S81E I | 11X Action 281 , HSEEFRA "Action”
, BHYEA "Describelnstances" , EIAE SR Action=Describelnstances . ¥ : “S&E"HERIAETIEurRREROE.

REBEIHENS IS8R HEE—R | REERBERFRHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=08&Region=shjr&Secretld=AK
IDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHESEFOFRER
WSBAENS BRI RS, SRELFHREUT/LNSEHI

1. iEKAE: S2RF POST #1 GET 5= , XEB(EF GET i53K , TR HENEKE.

2. IERENBEESLIFIZE (Describelnstances)§9i5K1E4Z 5 : cvm.finance.cloud.tencent.com, SCRREVIE KIS RIEEOFEERIIAR
EARE |, #F S5,

3. BRI HRRAZAPIFIERIEREERN / .

4. iERFRIE: B E—ERRNERFRIE,

ERFBRRIHEAN: BERTE + BKREN +EKER + 7 + BRFRES
TOIRIHERERS

WS : BRmEmEX 29T #77
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FREEERS (SSM

GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=shjr&Secretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651857688&\Version=201

7-03-12

24, EpSREA

)

EEBAENSEER, BIEER HMAC-SHAL EiEX E—PiRiSHERIRFRRHTES , ARBEMIESS6ER Base6d #H1T4R

13, BIEIRIG RIS R A,

BB , LA PHPES 41

$secretKey = 'Gu5tIXGARNpPq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE& Timestamp=1465185768&Ver

sion=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;
REBEINERHA:

EliP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR ARG TERIIE , BRNERHES6IFHhaI—EEE.

3. ERHIwG

ERRRIS R B TREEIRIFNIBRESE , FEXHEBT URL %3,

N E—HE RIS RSN ElIPIYW3pW28FpsEdkXt/+WcGel=

, BRESEINE R BRIERESE (Signature ) 79

EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , TiSRTFEMSRAER URL,

AR NRAPKRISKSER GET , Bi&iEKA1%58 POST @it Content-Type 3 application/x-www-form-urlencoded , MI&iXiEkK
RAEERSHEIREM URL RS , SHRMN-ASARERIG. IF ASCI FRHE URL fRISAIFREStLL UTF-8 #{T4%i8.

IR FLREIESH http BERBESFTESEHT urlencode , ZEXMMER T , MATREXIERBHT URL 3T , BUAX URL 4

BESHERLM.

IR RittSEERR TR , MISKA RFC 3986, /A %XY MRFHFFRRULIRFHITES RS , B XY 9+ H+F/F
(0-9 KB A-F) , BRINSESIRER.

4. ZZEM

WRIESCRREN | T T ERRAEIRD |

RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound

AuthFailure.SignatureFailure

WS : BRmEmEX
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RS iR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZHRIEE ( RE= API ZHEZERY )
\,—\-. —_—
5. &%&"

TESChRER AP 3.0 BY |, EEFFRARENBA=SMERX SDK 3.0 , SDK #ETEEMNITRE , FFRNRX T migMiEAEOE ., i#
MEREN SDK iy, HRISTHFAIRIEIES

e Python

* Java

* PHP

* Go

e JavaScript
e .NET

ATEBRNERERTRE , THUSMREES A6, B OANERTERARIIL. BXkES. EREOMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN | TrTAIBRERA SDK.

REEHHAY url TJ8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-
09dx96dg&.Limit=208&Nonce=118868&0Offset=08Region=shjr&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signat
ure=EliPOYW3pW28FpsEdkXt%2F%2BWcGel%3D&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPRZERENN | HEBEARRSHEIRE |, RIaNSRELL url FEXSEEHF I FEE R curl Em<SERINSIREESN
Hix | SRH. ATEE—NTLUEERER url |, EEERUREIFH Secretld 1 SecretKey NESLAVZESE | FHERRFHBIRTEEUE
79 Timestamp ,

IR A NENTRG , FARREES  BEER—ESSRITEEIR url JEEEEMARE , RMASHIRNFAR |, (BXHAFIER
. REMAESHEE  BESITEIERRIE.

IR LIMURB(ERT APL 3.0 , FEEERATHEMNERRE | BIERIERN APl , BTFEATERBRSHERUEER |, B
XS R BYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);

WS : BRmEmEX 31 H77TI
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// SEFRERur RS SEIRF S B ER

for (String k : params.keySet()) {

// BEEXFEKBHTUrlencode , BT keyEERRNFE , Bt XIHvalueitfTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LAEEIHEF

// SCRRVEFBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // A&

// SRR R R 2 e R A2 Bkt ] , 5140 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~"FHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // A48

params.put("Action"”, "Describelnstances"); // 2NHE%(

params.put("Version", "2017-03-12"); // ~H5%

params.put("Region”, "shjr"); // ~AHS#

params.put("Limit", 20); // A53&%§

params.put("Offset", 0); // S5

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // "%t
S

System.out.printin(getUrl(params));

}

}

Python
IR (IRETE Python 2 IMEBHEST , EBELREE requests (KIS :  pip install requests
-*- coding: utf8 -*-
import base64
import hashlib

import hmac
import time

import requests

WS : BRmEmEX 32 W H77TH
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'shjr’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IbSSCRRER | AShiaaTeer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)

WS : BRmEmEX 2833 70 #77
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2 Ao

EOSHV3

BIFESAYE: 2025-10-20 17:05:52

B ZEREX APl S8 MAEBERKFITEMEIE , IS MEREPTEET \/itla:k%éizq:’tﬂéxgﬁ ( Signature ) LASIIESKES

B, EBEEHTEFIIERN , ZEEIUEELE Secretld 7 SecretKey ; ERFERSEREFIL , BRIERAPIZSARERE , SNLERE
BZ=APEEO.,

‘EEI—‘—I =
1. HiFREFIE
EFERERTAPIZAD , BRESAPIEHNEABEREFEIE. REFEIEELE Secretld # SecretKey :

e Secretld FAF#rR APLERESH
o SecretKey FIFINEEE = BFIIRS S mICIE S E FATRAIEA.
s AFPWIIFIRREZSREIE , BRitEE,

RIS ZIENEARLS BT :
1. EZBN=EREX SRR OEFIA.

2. BHE=APIZSBREHI A TE
3. E=APIZSETIHE , mis [F7] RIRJLARYEE—XdSecretld/SecretKey

TR AREKSRESELUABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &2 7%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data PN | json IEXERARTBISEOSTE |, multipart 18z
RENEWSEONE: | IWEHZEOAEEER json 18IUER | &5 BRSO A,

THEURRSSHREA MNXEHFIRIEAFIF  SEBRNBERRHEITRE. BAWBERTERSTAZIZRMNSEL : Limit 7 Offset ,
{£F8 GET 7558,

BRiIZFIFAY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAEIE R
RIS HHEHIEIERKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

e HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , AR GET ;

WS : BRmEmEX 34 W H7TH
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e CanonicalURI : URI £2%§ , API 3.0 EEAERIFT (/)

* CanonicalQueryString : &2 HTTP ik URL FEIEIRFHFE , XF POST 15K , EIEATFRIE , 3F GET iEK , W9 URL Aija)
£ (?) EENEFERS , AREIBYES : Limit=10&0ffset=0, ;£ : CanonicalQueryString EE47 URL 4773,

e CanonicalHeaders : 25&ZRILEHER , ZES host 0 content-type FINLER , tBATIIABEXAELSBS 5E B LIREEEE
SREOME—EFIZ 2, FHEMN @ 1) k26 key 7 value F—4ER/NE |, FHERITEHRETIE | 1KER key:value\n 1&(HHE ; 2) &/ kS0,
HRRBSLER key (/NE ) ROFEEHEFRITHHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £25&ZAEMER | IRBALXIERBMLLIS S5 TER , #1 CanonicalHeaders B ZRILEABE—XIMNAY,
content-type #[1 host J9usifEsLEB, HHENN : 1) L3R key ZB—HA/NG ; 2) Z41KEB key (/NE ) 1RERFEHEF#HITHHE , 7B
25 (;) PR, WHEIFJ . content-type;host

* HashedRequestPayload : IEKIEXHINEHE , itE/5i%/9 Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 33 HTTP i5
KEE/NEX payload fff SHA256 5% , AE+7\#HmS | RERIDHREEM/NEFE., =2 : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload By HTTP i&SKIEX payload,

HRIELLEAIN | OIRERIRAGEIERENT (ATRNEW , \n BITFREESRITEFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER IR
ARSI RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BATEREA TC3-HMAC-SHA256 ;

e RequestTimestamp : EKREFEEE , BIiERLERAY X-TC-Timestamp BUE , AN RGBSR 1539084154 ;

e CredentialScope : EIFEE |, 1829 Date/service/tc3_request , @& HHR. FNEKARSINLRIEFFE (tc3_request ) , Date A
UTC tRERTTEIRBHE , BYEREM LS H X-TC-Timestamp #&5AY UTC FRAERIBIERE—3 ; service AF-RE , WRASEBNR
BEZ—5, 180 cvm, 8N ERFLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASBHHEFTENECIEREBNGHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

P

1. Date /MBS EIEE X-TC-Timestamp i+E15%) , BRFX UTC+0, WMERIMARFAMRXEE , FIE/\KX |, BSEEX8E
AR, EREEMBERMERM. RiZiTE&/s 1551113065 , 4/ \XAYAYEE 2019-02-26 00:44:25 , EEITEEE
#9 Date EXY UTC+0 AYEHEARIS 2019-02-25 , MAE 2019-02-26,

WRFRE - BRmERMEX 283570 #77
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2. Timestamp X/REHRIRFATE , BEBERRSEHENEREERSH , MREEETADHPNSERM. MNRKASEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZSHHER ) .

HRIELA LA | REIFPERIREFERFRHRUT (ATRREN , \n RTFAEESEITENRI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. i8S
1) HEIREREEE , (hRBUIT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date =E=8. , a0 L3~ , 792018-10-09 ;
e Service : B Credential g4 Service ZERER. , A L7=0 , 73 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRES ZER ;
e StringToSign : AIZB2ATEBRINSFSEFRE ;

2.4. #H8 Authorization
AN ™RRCHE Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ', '

'Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
e Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M tX , EIEEHE ;

* SignedHeaders : L £ , 258 ZHLIHER ;

* Signature : &8

HRIBLA LA | IR EEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

WS : BRmEmEX %36 T4 $#77
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RETEIERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&0Offset=0

FREEERS (SSM

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: shjr

. BRERW

HRIESSIRER | FAEUTERKMANERG | iSRIEIRIERAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";

WS : BRmEmEX

I PSS
BRITH
BRI
BRER
token iR

ZRIEE ( RE= API Z$EEHY )

%37 H®H77

)

2



O BASTCE EIRBERS (SSM)

private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "shjr";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkhkkkkk 55% 2 ;#?%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkikkk ./If_ﬁ 3 o .L-l.%ég khkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkhkkk $‘9¥ 4 j:}’fl:g Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

WS : BRmEmEX 2838 0 #77
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TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com"

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "shjr"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# khkkkhkkkhkhkkhkkk 53% 1 o ;#;g;m;ﬁi%*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# kkkkkkkkhkkkkk 5% 2 : T#*%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# *khkkkkhkkkhkkhkhkk ig% 3 : H’%Eg *khkkkkhkkkhkkkhkk

# ITEESBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *khkkkkhkkkhkhkhkk 552’% 4 : ?#*% Authorization khkkkhkkkhkkkhkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEOMINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}

WS : BRmEmEX
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15 KE5H4)

BIFEAYE: 2025-10-20 17:05:52

1. fRSSHbtt

FREEERS (SSM

)

btz (Region ) RIYBERIEHEH OAMIEXE, BRZEMEXZIWIEAREETERE | RIEARtbESERAEEISEE

BiElt. ATRHEHEE. B THRE  @EIEREELEEFRIbE.
ERTLUEIT APIED EiiSIR B ArtETIxR.

2. BIEY

BN=ERMEX APl UFFEIEOMNET HTTPS TS | RESZ2HNEEEE.

3. BKTTE
S50 HTTP 505 E:

* POST (##%)
o GET

POST iE3kz#569 Content-Type 258! :

o application/json (7 ) , X/RfEA TC3-HMAC-SHA256 & 757%,
e application/x-www-form-urlencoded , %4ZR{FFE HmacSHAL 8 HmacSHA256 && 757X,
e multipart/form-data ( {NE8EOSF ) , WRER TC3-HMAC-SHA256 &2 /5%,

GET B3SRBS REA/NAE#BIT 32 KB, POST iERFEMAESEAEHN HmacSHAL, HmacSHA256 BfAE#8iZ 1 MB, POST i&EK{EAE

#&75iEA TC3-HMAC-SHA256 Aiz3% 10 MB,

4, FRIwAS

FEFAUTF-84%%3.
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IS

BIFESAYE: 2025-10-20 17:05:52

RS

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HIEFAT) , EeTaerORELIT

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMEBH Requestld REERFER , TiCiEKMINSE , RE APIET |, MAERIREL

* Requestld FBF—> APLiEKAIME—IRIR , 2R API HILRE |, STLABKERERA] , FHREZ ID KRR,

* [RTEEMNFERS , HRIWARKREOENNTER  AENEOMMRENFES IO SXEFIEN. HFIHE TotalCount
InstanceStatusSet 5 DescribelnstancesStatus £ OENXFER , BT EREKNAREMEZE=RS2TLH , Bl TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tHIRIREIER
£, SRR

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMEEZISKARKM, Error FEREREAERRY Code 1 Message FERTE LM AT 2 EIREIAY,

e Code FREMHEAEIRD , HiEKH BT RIEZEIRISEA RS Ha0E O RAYE RS R BEEmE R MREFIRR
BE,

Message BRHTXMEIREENERERE , BEISEESAEMN | WAL B FRISTEREH , AP ARRKEIXMRE]
&,

* Requestld FBF— API iEREUE—HIRIR , N8R APL HIIEE , STLABCRIRA] , FHEMIZ ID SEARRBE,

RIHTEIRTG

IREIZERPUNRIFAE Error FER , NIZRRBA APLIECIKM,  Error iy Code FERFRTMEIRD , ATB SR REHINAYEIRAS A AL
IREG , TERIIH T ARG,
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FHIRAD
AuthFailure.InvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX

TRIRIEA
ERAEE (A2 API AR ) |
MFA $5iZ,

AR,

k3

SEZIULLN

%

SRR

k

token f&i%.

Bk R CAM 1Y,

FEREERS (SSM)

DryRun #{F , RFBFGSEMING , RRSET DryRun 2.

AR

REREIR.

EORMFE.

SHIEIR.

SHEYEEIR.

B ECRPRH].
BROSEGEIR.
EOMANEFE.
IERAVREGET T IRERPRHE
RiRH G .

BIRE.

BIFFE.

BIRAEI A,

RIRBUE(E.

RAISEGER.

BRI,
http(s)iERIMMYEEIR . R>2FF GET # POST iE3K.

EORSHSRTEhEL,
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\H5

VAN

VTSR SRR 2025-10-20 17:05:52

FEREERS (SSM)

HEYRATRRBFIZOLSNENSE  WIFE | A MEORBRARO AP ABXLSHEHTRE  EERERKIETEE
}E XLESH , FREERKIEIEK.

ERTTE V3

{888 TC3-HMAC-SHA256 && 7507 ,

SHETR St

X-TC-Action String

X-TC-Region String

X-TC-

. Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

alil

alil

el

alil

i

NHBHEBEFZ—HZ) HTTP Header i53KLEBeh , 10T :

%

BERZEOSR, ESEEOXETMASEATESE Action B9RE, FIIN=IRSENE
ESEFI5IZRIED |, BUYE Describelnstances,

WIS SRR BRI EI MbERIEE. RORZAEEESE R OXETRAS
NS4 Region AUGHR, 1R | EEROATFEELEZSY , BOEPIILATHI5R
B9, RSB EEEBIZ S M BARERL.

=1 UNIX BJE)E , ElicRAH#S APLiERAGATE), g0 1529223702, & : (IRSMRSS
RHEMEEBE St , 25 EEERITHIER,

R APL BURRA, EUESHEOSEHRASRILSE] Version BiRBE. HIAIZARSSERAIR
& 2017-03-12,

HTTP fRAESDIAIESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : €£75,% , BRIEENZE ;

- Credential : £&1EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EFENLHSE X-TC-Timestamp 5/ UTC FRAERNBEIREE—E ; service AF=m& , &
RSB mREE—E, flgicvm ;

- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9wsifksLEp ;

- Signature : EZRWE,

IEEERATAAY Token , BEESRIGIIEE—FSER. IGHZEF0 Token EEZHQETRIR
SREBZEOKE, KEIZHEAEE Token,

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—MEEKES , (0T

SHETR RE
Action String

WS : BRmEmEX

=
=

fiik

BENEOSIR. BESEEOSETMASENTESE Action B9IREA. FIaN=IRSEE
REIRsLHIZIZREO , BUEA Describelnstances,
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SHETR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

s IR

s

String

Integer

Integer

String

String

String

String

String

i

alil

il

i

Jalil

oy

i

FEREERS (SSM)

fik

Wi Sy, SRR B EI MBIEAIEIE. FOESZHEREESE E O REA
SHNHESE Region RUGER, 1R | BUEONATEECRZSH , EOEP IR
BIRER , LATEMEEEBZS M AL,

2457 UNIX FHE)E , AlieR &S APLiEkAYATE], 1901529223702 , 4NER 5XFiIRTE
HET X , £3REFTHEIR.

BEHNIEEESEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHH_E ERBERIRREDH] Secretld , — Secretld XFRME—HY SecretKey |, i
SecretKey FRARLIEREEE Signature,

BRESR , FRBRIERERNGEN | FERFRIEFRMASEITESEH. Bkt
BREESNEROSRSME,

B{FRY APLESRRA., BUESEROXEPASATSL Version B, AIN=RSES
A9RRA 2017-03-12,

BEZ5, , BaixziE: HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Zf5F HmacSHA256 ELALIIES S , EftBiER9ER HmacSHAL IGIEEE.

IERPEBFTER Token , BEESIGII AR, IGRIEEF0 Token EEEHRE
EIRSTARZEOKE. KEIZHAFZE Token .

bl (Region ) RIEYIEREUET OAMIEXE, BRZEMEXZMIEAEE TSRS | RIEAREtESERAEREREE
it ATRHENRRE. B8 TEEE BN GGERRFEIIEEFathEL.

EEJ LA APIEC EAMIESIER EESTRAIIETIE.
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SRR EHEXEO

CreateSecret

ERITEHHYE): 2025-10-20 17:05:52

v s
1. EOHA
EOEkig © ssm.api3.finance.cloud.tencent.com,
SIEFRIERGER | BIKMSHTIIERIP. 81 RegionRZ ol GIEEFE1000MEREES.
BOAEZEOISRIRERPRE © 100X/FD,
EOSEFATE : 2020-11-24 17:35:59,

EORBESREN.

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE |, TBEAHSHFIRDAHIERSH,

SHETR Wik EENULL %A A
Action 2 & String A5, AEOBYE : CreateSecret
Version =2 & String NHESE, AEOEYE : 2019-09-23
Region = = String  ~HESE, EESA@EII DescribeRegionstE I EE @ IFAIIHTIZR
SecretName % @ Strlng %}Egﬁj{ ! ﬁ_regionmxﬂig 1 HElit/(]-zs?:ﬁ- 1 {iﬁﬁ?‘s ﬁ?ﬁ% - Eg
- BE BN FROMNFERENF.
Versionld = = String FEAERA , EREREERSHFEERIESecretName 1 Versionldi#{TEHIA , &IK
= = 64 F , FRFE. HFHE - _ . WESHBEUFEHHFL.

Description S B String  HAMEE , BTFHERARRS , RASHF2048=FT,

IBENEREHITIIERIKMS CMK, R AZNZRIEASecrets Manager A&
KmsKeyld & £ String  BRIABUZBMICMKEHTING, EHBaAILIEEERregion FTEITRIZEMIKMS CMKi#

1ThnEE,
SecretBinar = = Strin THFEIRE R base644RiSEAIRASL. SecretBinary 1 SecretString AMER

EE I tegE—A, BASHHA096FF,
. . NAKBVEIRERIAN ( AEE#H Tbase644wtY ) . SecretBinary Fl
S St & F St
ecretting & & "9 Secretstring ARELRBERE—1 , , BALH0963F.
Array
Tags B B of e ]IES
Tag
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3. S

SHER it R
SecretName String e EIRESR.
Versionld String FrelEAERRAR.,
TagCode Uint64 IRESRERIREID. 0: BRTH ; 1: WEREER ; 2: WSSAMEER
TagMsg String IREERERIREIER
Requestld String E—i5X ID , ®RIERERIRE., TR FERHIZRIERE Requestld,
4. EiRhY

PATBH 7O SSZEEXAEIRID | BfbhimRGIF =R,
IR R
LimitExceeded RIS ECRRPRS .
InvalidParameterValue SHEUEEIR,
InternalError REBFEIR,
ResourcelnUse.SecretExists EESERFE.
UnauthorizedOperation RIFBURLE,
FailedOperation.AccessKmsError KMSHEAEL.
ResourceUnavailable.NotPurchased IRSSARME,
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DeleteSecret

BIFEAYE: 2025-10-20 17:05:52

7
1. #FOfEA
EOBKIEE : ssm.api3.finance.cloud.tencent.com,

ke ERER . ATLUEIdRecoveryWindowInDays&#ug B 7 BIIBRE & TTRIMER. XFitRIMBREERE | EERBEIZIAZ AR
&7 PendingDelete , FraJLUEIdRestoreSecret #HTIRE , dBHIEEMIRBEIZ ESBAIRMER. SWstiBid DisableSecret (FH%E
EREATRLAHT (11X ) MBREIE.

FOAZCEISRERIRS : SOR/ED.
RS HATE : 2019-12-26 14:20:46,

BORMER LN,

2. NS

LATERSEHFIFRNGIE TEROBRESEINL O LS, RBEAHSHGIRDATERSE,
SHEWR Wk FBIFNULL 2R3 A
Action = &5 String NS, ANEOEYE : DeleteSecret
Version = 5 String ~HESEH, AEOBYE : 2019-09-23
TN BT . onsIE BB Rkt
Region = = String i?gi:j\z/;ui , M= S AN@id DescribeRegionsiE B E =R 15
SecretName = B String 1B EEEMRAVEIREZR.
: : EETIMBREES , B4 (X) , 0 (BUA) FRZBMIRR , 1-30
R WindowInD B B Uint64 — - . ,
scoveryWindowinbays | & | & " ETIBIIFE , BB SRS,
A M
3. BitHE#
SHEWR it A
SecretName String 1ETEMBREVEIRZFR.
DeleteTime Int64 EAEMBRAYBRA , unixBt{EEL,
Requestld String HE—EK ID , BRiERESIRE], EMCRRIHRERHIZIRIEKRE Requestld,

4. R
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PN 7O SZEEXAEIRE , AERIEFEN A SR,
FEIR R
InvalidParameterValue SHIEREIR,
InternalError AEREIR.
UnauthorizedOperation RIZRURLE,
ResourceNotFound RIFAFE,
FailedOperation BRI,
ResourceUnavailable.NotPurchased ARSSARMIE,
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DeleteSecretVersion

BIFESAYE: 2025-10-20 17:05:52

1. #OfEA

EOBKES :

ssm.api3.finance.cloud.tencent.com,

OB TERNIMEEERE TRS MRAERE | MIRRIEZRIAER , MRS TRIEERAE TR,

FUAZ OB ISRERPRS : SOR/ED.
RBSE#AYE : 2019-12-26 14:20:58,

BORMER LN,

2. NS

LINERSHGIRNGIE TEOERSEIBO LIRS, RBEAHSHPIRNAHLERSL,

SHEWR Wik AFENULL kB
Action = = String
Version 2 = String
Region = B String
SecretName = &5 String
Versionld 2 & String

gory X

3. ZFHU ngjszf(

SEER it R
SecretName String EIRBFR,
Versionld String ERRAE,
Requestld String

H 3=

%EIEE

UG T OSSR a0EIRD , BfEREL L

FEIRD

InvalidParameterValue

WS : BRmEmEX

EE—iEK ID , ®RiFRES

S¥ , ANEOEYE : DeleteSecretVersion

~HEHSEH, AEOBYE : 2019-09-23

FEREERS (SSM)

AHEBE , S8 0Ed DescribeRegionsiEz &&= TSI FIE

BRI,
BB T HENRIEREIRES.

HERIRIG,
ik
SHIEEIR.

RE], ENERRR R ERALZRIEKRE Requestld,
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HIRD
InternalError
UnauthorizedOperation
ResourceNotFound

ResourceUnavailable.NotPurchased

WS : BRmEmEX
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REREEIR.
RIRBURL(E,
BT,

RS ARME,
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DescribeSecret

BIFEAYE: 2025-10-20 17:05:52

27

1. #FOfEA

EOBKIEE : ssm.api3.finance.cloud.tencent.com,
REVERIEAEMER.

BOMZECERINERS) - 40%/70,

EOSEFRAETE - 2019-12-26 14:21:41,

EORWERREN,

2. NS

FEREERS (SSM)

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SHBR WE  FREFNULL 3R

Action = = String
Version = iy String
Region = B String
SecretName = = String

3. S

N

NIESE, AEOBYE : 2019-09-23

\)

N

AHBE, tuiR(EEANEd DescribeRegionsiE & &R FHIHBIRTIZ

IEERERNEREFHERRERESTR.

SR ESig) R

SecretName String EERTR,

Description String EEmAMER.

KmsKeyld String FBFINZHIKMS CMK 1D,

CreateUin Uint64 BlEEEUIN,

Status String EIRIR7S © Enabled, Disabled. PendingDelete

DeleteTime Uint64 MBREER , uinx BHEIEY , FTRUMIBRARSASENE /90,

CreateTime Uint64 elfE=D-R

Requestld String E—ER ID , BXIEKREBRE, ELIDRMATFEERMIZRIBFRA Requestld,
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4. FEIRS

UG T 2O S5BEERA0EIRD | EfhERADIFER At

IR
InvalidParameterValue
InternalError
UnauthorizedOperation
ResourceNotFound

ResourceUnavailable.NotPurchased

WRAETE  BRmEREX

NHEER

EIREEEERS (SSM)

1554
SHEVEEIR.
REREIR.
KIZHURLE.
BIRAFE.
IRSSARMWE,
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DisableSecret

BIFESAYE: 2025-10-20 17:05:52

1. #OfEA

EOBRIEE : ssm.api3.finance.cloud.tencent.com,

FEREERS (SSM)

EFIEERENR | (FRBIAES Disabled , FoiRBITHSRENZ EHEAIBASL,

FUAZ OB ISRERPRS : SOR/ED.
BOSEHATE : 2019-12-26 14:22:13,

BORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SEER Wik FIFENULL St R
Action = S String nHE&E , ANEOEYE : DisableSecret
Version = B String NS, KZEOBYE : 2019-09-23
Region = B String NS, SR EEIY DescribeRegionsiE &&= F ST
SecretName = S String IBEERINEIESR.
A MM
3. WS
SEEFR ESit] R
SecretName String ERNERER,
Requestld String K—iEK ID , ®REKREPRIRE]. ENIERRRT R ERALZRIEKE Requestld,

4. TR

UG T 2O SSIZAEERA0EIRD | BERIIFER AR,

EIRAD
InvalidParameterValue
InternalError

UnauthorizedOperation

WS : BRmEmEX

fhik
SEEYEEIR.
REBEIR.

RIRBUE(E.
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FEIRS

ResourceNotFound

ResourceUnavailable.NotPurchased

WS : BRmEmEX

fik
BRI,

ARSSARMIE,

EIREEEERS (SSM)
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EnableSecret

BIFEAYE: 2025-10-20 17:05:52

1. #EOfER

EOBKIEE : ssm.api3.finance.cloud.tencent.com,

ZEORTHEER | A& HEnabled, AJLUEIT GetSecretValue EOREBUEIRIAX. 4bTFPendingDeletel kS EIEAREEIRTE | &
E@idRestoreSecret RESBEITEEEMA.

RN OIBISRERIRE © S0R/FD.
EOEHATE : 2019-12-26 14:21:25,

EORBESREM,

2. MNSEL

UTNERSEGIRMGIH TEROERSEIPO LHSE | TBAHSEPIRDNATLERES,

SHAR Wik FIFENULL St A
Action =2 & String NS ANEOEYE : EnableSecret
Version = & String  AHSE, AEOBE : 2019-09-23
Region 2 & String  AHBE, hlESEEED DescribeRegionsiZ & E RS A0 IZE
SecretName = B String BB RERNER.
A M2
3. BitHE%
SEER -t R
SecretName String ERIEREER.
Requestld String H—5K ID , ®XiEkEPSIRE. BRI EERAIZRIEKE Requestld,

4. $Ei=ig
UG T O SSIBEERA0EIRD , BfERIE N AR,
IR R
InvalidParameterValue SHEYERIR.
InternalError REBEEIR,

WS : BRmEmEX 5856 T 771
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HIRID
UnauthorizedOperation
ResourceNotFound
FailedOperation

ResourceUnavailable.NotPurchased

WS : BRmEmEX

EIREEEERS (SSM)

fik
RIZRURLE.
BIRFE.
ERAERIL.

RS AR,

%57 @ H®77

2



O BASTCE EIRBERS (SSM)

GetRegions

BIFEAYE: 2025-10-20 17:05:52

1. #EOfER

EOBKIEE : ssm.api3.finance.cloud.tencent.com,
REUEH & BRregiondlZ

BOAEZEOIERIREPRE : 200K/FD.

EOEFAYE : 2019-12-26 14:26:27,

EORWERREN,

A sles
2. NS
L TR A SIS T B RS MR AL | SR AL SHFIRT A LER A,

SHER ik RIFNULL E 1A
#*=

Action 2 sy String PHSE , AEOBYE : GetRegions
Version =2 & String NHESE  AEOEYE : 2019-09-23
Region = ) String AHSE , WS EAEIE DescribeRegionsiE B E RS iFHItE IR

3. S

SHER it fiA

Regions String region%3&.

Requestld String W—EK ID , BRiEKRERE, ELICRRAEERMEIZRIBFRA Requestld,

H >

Z3 %EIBE

PATYFIE T OS5 B EIERREIRD , Bt EnRSiF N AR,

IR R

InternalError MEREIR.
UnauthorizedOperation RIFURE,

WS : BRmEmEX 58 I 77
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GetSecretValue

BIFESAYE: 2025-10-20 17:05:52

27

1. #FOfEA

EOBRIEE : ssm.api3.finance.cloud.tencent.com,
REUEEEREBTRAIMARERAXES | RIS ARSHNEIRAN.
EONZOERINZIRSE - 3000%/%5,

EOSEFRAETE - 2019-12-26 14:20:31,

BORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

FEREERS (SSM)

SEER Wik FIFENULL S A
Action = S String nNHESE, ANEOEBYE : GetSecretValue
Version = B String NS, KZEOBYE : 2019-09-23
Region = B String NS, SR EEIY DescribeRegionsiEZ &&= F ST
SecretName 2 &5 String IEEEIRETR,
Versionld 2 = String  IEENIMNEEIMRAS,
A s
3. ®HSE
SEER it A

SecretName  String  ‘EHEHIBFR,

Versionld String  IZEEXIRNARRAES,

SecretBinary  String

SecretString String SecretString RE— MR,

Requestld String  HE—IEKID , @XIEKRESIRE. EBNEERAIZRIEKE Requestld,
H X3
4. i81x08

WS : BRmEmEX

ERIEEEIE (CreateSecret)AY , WISRIEEMNE THHIEUE | WIZFERAIREIZER | FHEEMRbasebdi#H (T
RIS, N REH{Tbasebdf#iBEIRENGRIAEUE. SecretBinaryfISecretString RE— 1N FAZE,

TEBIER(CreateSecret)iy , ANRISERIRETIENAEIE | MiZFERREILZEER. SecretBinaryfll
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O BASTCE EIRBERS (SSM)

PATBH 7O SSZEBEXAEIRIE , BfbERGIF N AL ERE,
ERfD f#A
InvalidParameterValue SHIEEIR,
InternalError HEBEIR.
UnauthorizedOperation RIFURLE,
ResourceNotFound RIFAFE,
FailedOperation.AccessKmsError KM SHEESY.
ResourceUnavailable.ResourceDisabled ERWER,
ResourceUnavailable.ResourcePendingDeleted EEGSTF RIS,
ResourceUnavailable.NotPurchased IRSSARME,

WS : BRmEmEX 2560 7O 77
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O BASTCE EIRBERS (SSM)

GetServiceStatus

BIFEAYE: 2025-10-20 17:05:52

AR N

1. #=OfAR

EOEkiEE © ssm.api3.finance.cloud.tencent.com,
ZEZ O FFRENAF SecretsManager RS FHEIAT.
EOMZEOERINERS - S0X/FD,

EOEHAYE : 2019-12-26 14:26:47,

EORWERREN,

A sles
2. NS
L BRSSPI TSI T EOE RS ST AL S | SEARSHFIRIALEREL,

SHER ik RIFNULL EE 1A
3t

Action 2 = String NHEH, AEOBYE : GetServiceStatus
Version =2 & String NHESE  AEOEYE : 2019-09-23
Region = B String AHBE, HiESEAEIY DescribeRegionsiZ & E S iFHItE %

3. S

SHER Sl iR
ServiceEnabled Bool trueRRIRSEFHE |, false FRIRSHFFFE.
InvalidType Int64 IRSAPTAEE : 0- KWL, 1-IEE , 2-XBEER , 3-BIREH,
Requestld String W—iEK ID , ®RiEKESIRE], EEMATEERAZXIERKA Requestld,
O
4. =S

PAIMRFIE 7O SSZEERaERND | BERGFE N AT ER.

HIRD A
InternalError WEREIR.
UnauthorizedOperation RIZRURAE,

WS : BRmEmEX 61T #77
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ListSecretVersionlds

BIFEAYE: 2025-10-20 17:05:52

1. #EOfER

EOBKIEE : ssm.api3.finance.cloud.tencent.com,

ZEOATIRBEEEE FRINRAFIRER
BONEOIBRIRERIRE] - 400R/FD,
EOEFTE : 2019-12-26 14:24:23,

EORMER LN,

2. NS

UTNBERSEGIRGIH T ROERSBFHBO NHSE |, mBAHSE

SHER Wik AIFNULL KR TR

Action = = String a=s

Version 2 = String yN=—

Region = B String V

SecretName 2 &5 String EIEZR,
3. iS4

SR ESid) fER

SecretName String EVERTR.

Versions VersionInfo Versionld%l3k,

Requestld String HE—EK ID , BXiE

4. FEIRD

UG T 2O S5BIEERA0EIRD |, BfhERADIFE N A iEiRE

EIRED
InvalidParameterValue

InternalError

WS : BRmEmEX

FEREERS (SSM)

NHSE, AEOBYE : 2019-09-23

AHBH, 2 rNEd DescribeRegionsiE & &R FHIHBIRTIZ

KEPSIRE], BRI REEREZRIERA Requestld,

hira)
°

fiik
SHEYEER.

REREIR.
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HIRID
UnauthorizedOperation
ResourceNotFound

ResourceUnavailable.NotPurchased

WS : BRmEmEX

EIREEEERS (SSM)

fik

RIZRURLE.
BIRFE.
IRSAWE.
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ListSecrets

BIFESAYE: 2025-10-20 17:05:52

27
1. #FOfEA
EOBRIEE : ssm.api3.finance.cloud.tencent.com,
ZEORTHREBFEEENFRSIER | FTLMEERFR. HiFhT%,
EOMZECIERINERS) : 300%/70,
EOSEFRAETE : 2019-12-26 14:24:40,

FEREERS (SSM)

EORMER LN,

2. NS

LINBERSHGIRNG I TEOBERSEFIED RHSE

SHER Wik FBFNULL 58 A
Action = & String NS, ANEOBYE : ListSecrets
Version = B String NHSE, KiZEOBYE : 2019-09-23
T R EER . ionsE s ST
Region = = String %,\/%Z , S ETiEid DescribeRegionsiZ B &= M sz 0itiE 5
Offset & & Uinted  EEFIRAEIARME | LAOFFAR | MREEAAO,
Limit = = Uinte4  BUREEIREIRVERAEE | 05 MgENFERZIAE 20,
| ol ) l:l‘ IS ni 2 ,_\
OrderType = = Uint64 IRIECIZRTBRVHERR A= |, ORE MR ENFEREFHE . 1 A
.
RIBEERIASHEHTEE , BAROERTEIBILE , 1 FrEiGEnabed &
State & & Uinte4 = #EFIZR | 25k/~E18Disabled EHEFIZE , 3 F~&ifPendingDelete &
EyIZE.
SearchSecretName & B String RBEERSREH TR | AEFRRATIE.
A A 4
3. S
SEEFR ESit] A
TotalCount Uint64 fRiEStatef1SearchSecretName THiEHIEIRSEL,
SecretMetadatas SecretMetadata REEIREESEE,
Requestld String H—iEkK ID , RiEkESIRE], EUREEERZXIEKE Requestld,

WS : BRmEmEX
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O BASTCE EIRBERS (SSM)

4. FEIRS

UG T OSSR A0EIRD | BERITFER A HHEIRD,

FEIRD ik
InvalidParameterValue SHEYEEIR.
InternalError MEREEIR,
UnauthorizedOperation RIFRURLE,
ResourceUnavailable.NotPurchased ARSSHRME,

WS : BRmEmEX 5565 I H77I
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PutSecretValue

BIFEAYE: 2025-10-20 17:05:52

7
1. #FOfEA
EOBKIEE : ssm.api3.finance.cloud.tencent.com,

ZEOESESMIERE MEMFIRANERERS | —MERETRESTLSIFLONMRE. REERF T Enabled #1 Disabled IRZSAIFESER
DOFEORRAS.

FOAROIERIRERIRSE] - 1002%/70,
EOSEFATE : 2019-12-26 14:25:17,

EORBESREM,

2. MNSEL

UTNERSEGIRMGIH TEROERSEIPO LHSE | TBAHSEPIRDNATLERES,

SHAR Wik FIFNULL 58 R
Action =2 &5 String NESE , AEOBYE : PutSecretValue
Version — & String S, AEORYE : 2019-09-23
Region 2 B String A2, thiE(SEEEd DescribeRegionsiE & E @S0 IZ%E
SecretName 2 & String  IEEEEEIRAEESTR.
Versionld = = String IEEFIZNNRAS | &K64 =15 , FRFE. HFa®E - _ NEEHBEUF
= - BREFIFL.
[ ERE S sparm i ing WJRE RAL
SecretBinary = 7 = String ;L%JN}E{:.,._, , {#iFAbase644wt3, SecretBinary # SecretString #JE R EE
‘E—
. , NARBEREEEN ( AHEE#H Tbase64475 ) , SecretBinary fl
= =
SecretString ) ) String SecretString HREREHGE 1,
A s
3. S
SEEFR bS] R
SecretName String ERBTR,
Versionld String FEINRORRAS.,
Requestld String H—iFK ID , ®XiEKREPSIRE. BRI BERMZRIEKE Requestld,
RINFRE : Bl asfEX 566 T H£77]



O BASTCE EIRBERS (SSM)

4. FEIRS

UG T OSSR A0EIRD | BERITFER A HHEIRD,

FEIRD T
LimitExceeded RIS ECRRPRS] .
InvalidParameterValue SHEUBEREIR,
InternalError REBFEIR,
UnauthorizedOperation FIZRURAE.
ResourceNotFound RIFAFE,
FailedOperation.AccessKmsError KMSHEAEL.
FailedOperation BERL
ResourcelnUse.VersionldExists IRASERFE.
ResourceUnavailable.NotPurchased IRSSARME,

WS : BRmEmEX 5567 I H77TH
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RestoreSecret

BIFEAYE: 2025-10-20 17:05:52

1. #EOfEA

EOEkiEE © ssm.api3.finance.cloud.tencent.com,

ZEORTIRET R ( PendingDeletelkZ ) FAYER | BCEITIMER. BUBITRIMBRAYEIEFELTF Disabled A% , WNFIREFER |
iBiZEnableSecret EOFREEIRE,

FOAROIBFIRERIRE : S0R/FD.
EOSEFATE : 2019-12-26 14:21:12,

EORBESREM,

2. WNSEL

UTNERSEGIRGIH TEROBRSENPO LIS, mBAHSEPIRDNATLERES,

SHAR Wik FIFENULL St R
Action 2 & String NHESE | ANEOEYE : RestoreSecret
Version = S String  AHSE, AEOBE : 2019-09-23
Region 2 & String  Atts¥, SR ENET DescribeRegionsiEZ B E RS 0T IZ=
SecretName = & String EERERSNEREER.
A s
3. HiHSE
SEER it A
SecretName String ERER.
Requestld String H—EK ID , ®XiEREPSIRME. BRI EERAIZRIEKE Requestld,

4. FEIRD

UG T Ol S5 IEERA0EIRD | BERIDER A THEIRD,

FHIRAS A
InvalidParameterValue SHEVEREIR.
InternalError AIEBEEIR.

WS : BRmEmEX 5568 I 77
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HIRID
UnauthorizedOperation
ResourceNotFound
FailedOperation

ResourceUnavailable.NotPurchased

WS : BRmEmEX

EIREEEERS (SSM)

fik
RIZRURLE.
BIRFE.
ERAERIL

RS AR,
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UpdateDescription

BIFESAYE: 2025-10-20 17:05:52

32 A

1. #FOfEA

EOBRIEE : ssm.api3.finance.cloud.tencent.com,
ZEORTESISEEREAEAER | (NaEEKEnabled ] Disabled JRZSHIEHE.
EOMZECERINERS) - 200%/70,

EOSEFRATE : 2019-12-26 14:19:45,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Wik FREFFNULL &Sic) TR
Action 2 = String ~HSE, KIEOBYE : UpdateDescription
Version = B String NS, KZEOBYE : 2019-09-23
Region Z & String  AHBE, HEEEANEI DescribeRegionsiEz OB A=z HIEIEFIZE
SecretName = a String EEREENHMERNERES.
Description 2 S String  FHEAGER  RAKE204810FT5,
3. WHEE
SHER =it fiA
SecretName String EREBR.
Requestld String H—EK ID , ®XiEREPSIRME., BRI EERAIZRIEKE Requestld,

4. FEIRD

DA 7OV S EERAERID | BERIDFE N HEIRT,
=] ik
InternalError REBIEIR.
UnauthorizedOperation RIFTURME,

WS : BRmEmEX 70T #77
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HIRAD ik
ResourceNotFound RIFAFE,
FailedOperation BRI,
ResourceUnavailable.NotPurchased ARSSARMIE,

WS : BRmEmEX 710 #77
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O BASTCE EIRBERS (SSM)

UpdateSecret

BIFEAYE: 2025-10-20 17:05:52

7
1. #FOfEA
EOBKIEE : ssm.api3.finance.cloud.tencent.com,

ZEORTEREESESMIRASHRS | BRZEOSYFTNESERNSNEEEEIANRE. (XeirEHEnabled f1 Disabled 1K
SHEHE.

FOAROIBFIRERIRE : S0R/FD.
EOSEFATE : 2019-12-26 14:21:59,

EORBESREM,

2. MNSEL

UTNERSEGIRMGIH TEROERSEIPO LHSE | TBAHSEPIRDNATLERES,

SEEFR Wik IFENULL 88 A

Action =2 &5 String NHBE, KEOBYE : UpdateSecret

Version = & String  AHS#, AEOEYE : 2019-09-23

Region = B String  Aits¥y , S E e @EIdDescribeRegionsiE &&= R iEMMIFIZ

SecretName 2 & String  IEEREEHERATER.

Versionld = a String  IEEREEMEEABTHNRAES.

SecretBinary = & = String %ﬁ%ﬁ?&ﬁ@%:‘#ﬁﬂE’\Jﬁ%ﬁﬁﬁiﬁ?—ﬁﬁ z#ﬁﬁﬁhase&ﬁﬁﬁﬁﬁgo
SecretBinary F SecretString REE—PRAZS,

SecretString 7 = String %ﬁﬂ‘]%i&?\]ﬁ?ﬂ?zﬁﬂgiﬁ%{fﬁﬁﬁ?—ﬁﬁ , AEEbase644gfd, SecretBinary
SecretString REE—MAAZ,

3. EitHZ4

SRR &g R

SecretName String EIRATR,

Versionld String RIS,

Requestld String H—iFK ID , ®XiEKREPSIRME. BRI EERMIZRIEKE Requestld,

WS : BRmEmEX 72T #77
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4. FEIRS

UG T 2O S5BEERA0EIRD | EfhERDIFER At

IR

InvalidParameterValue
InternalError
UnauthorizedOperation
ResourceNotFound
FailedOperation.AccessKmsError
FailedOperation

ResourceUnavailable.NotPurchased

WS : BRmEmEX

NHEER

EIREEEERS (SSM)

A
SHEYEEIR.
EBEEIR,
RIFBURLE,
BRFE.
KMSIZIESRTY,
BRI
ARSSARME,

737 H77TR
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SRS

BIFESAYE: 2025-10-20 17:05:52

Tag

IrEREAEE

WA T™EEOS| A : CreateSecret

BR WAisE

TagKey b

TagValue =
VersionInfo
EERASTIRER

W T#£M3| /A : ListSecretVersionlds

BR Wiisk

Versionld =

CreateTime 2
SecretMetadata
EIRNEMER

WA O3 | : ListSecrets

2R Wik APFNULL
SecretName — a
Description 2 5
KmsKeyld = )
CreateUin 2 &5
Status 2 =
DeleteTime 2 5
CreateTime = =

WS : BRmEmEX

EIEEERSR (SSM
FEFFNULL it R
= String IR
= String TEE
FEFFNULL & 3ic) R
& String RAE,
& Uint64 BUERATIE) | unixAdiE)Ek.
St R
String  EIEER.
String  EEAEEREE.
String BFzEEERIKMS Keyld,
Uinte4  BIEEUIN,
String EHEIRE : Enabled. Disabled, PendingDelete
Uinte4  EiEMIFSEHED , Y FstatusgPendingDelete B934 , unixAEE,
Uinte4  EHREIERTAE , unixBdiEEk.
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BFIZEIEAIKMS CMKSEEY |, DEFAULT ZRSecretsManager lIFEAYZIA

KmsKeyType =2 & Strin
ylype = & 9 mME, CUSTOMER ERAFISEESA.

WS : BRmEmEX 8751 #77

2



O BASTCE

HIRhS

BIFESAYE: 2025-10-20 17:05:52

TREeRR

FEREERS (SSM)

INFRIREERFTFAE Error FER , MIZRZSERA APL KM, 540 :

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

12

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

Error FfJ Code FNHIRAS , Message FRNZIB=AIEAEE.

SHETEVIES
LHERDB
EIRAD
AuthFailure.InvalidSecretld

AuthFailure. MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

WS : BRmEmEX

15488
ZIRAER (A2 API B3R ) |
MFA $&i%,

B FE. FEEHENEERESCHMREESR  INSIER | BaEERES
HEIFH  TERIEMEETE.

ERTH. Timestamp MRSBIRAGEMEENMSBIODT , IBRERINEERETER
BEL.

BELER. SEUEER  BYRBEAANPHIROLICEEES Z I AR,
token $&iR,

Bk CAM 1Y,

DryRun #F , RFRIBERESEMINA . RESET DryRun 24,

(=SS

REBFEIR.

EORFE.

SEGER.

SR EER.
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IR

LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

W SEEIRES

]
ResourceUnavailable.ResourceDisabled
InternalError

UnauthorizedOperation

B
FENEGETEGEI
BROSEGEIR.
EOMAREFE.
IERAVREGET T IRERPRHE]
BRIRKaA.
BB E.
RIFAFIE.
BIRAA A,
RIRBUEL(E.
RASHGER.

SIS TN

EIREEEERS (SSM)

http(s)IEXRIMIEEIR , R3ZF GET #1 POST 153K,

BORSHFRATEhEL,

ResourceUnavailable.ResourcePendingDeleted

ResourceNotFound
FailedOperation

LimitExceeded
ResourcelnUse.SecretExists
FailedOperation.AccessKmsError
InvalidParameterValue
ResourceUnavailable.NotPurchased

ResourcelnUse.VersionIdExists

WS : BRmEmEX

1288
TSR,
REBEIR.
RIZBUR(E.
TR RIMBRATS.
HFEAFE.
BRAERL
FENEGETEGE
FREEERFE.
KMSHE{ERIL.
SHEYEER.
RS ARME,
IRASEFE.
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