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qcs::ssm:ap-guangzhou:uin/${uin}:*
gcs::ssm:ap-guangzhou::*

EERIIEOIEEA VIN SEZRIRRERERE  WERRER

gcs:ssm:$region:uin/$uin:secret/creatorUin/*

EERIROERREABRARESE | NEIREEN

gcs:ssm:$region:uin/$uin:secret/creatorUin/$creatorUin/$secretName

Hep :

e S$region : fgftithis,

e $uin : IEREMWKS ID,

e S$creatorUin : #5RBIEIZERNKS ID.

e $secretName : IERFEEBEIESZR.

RIRRIERIRO

0T API 0 DeleteSecretVersion, UpdateDescription, RestoreSecret, EnableSecret, PutSecretValue, DescribeSecret,
UpdateSecret, DeleteSecret, GetSecretValue, DisableSecret, ListSecretVersionlds FRIEZEA :

qcs:ssm:$region:uin/$uin:secret/*
qcs::ssm:$region:uin/$uin:secret/creatorUin/*
qcs:ssm:$region:uin/$uin:secret/creatorUin/$creatorUin/$secretName

ERORBIERTIZR

API #2000 HRER
CreateSecret BIEEFTAYEIR.
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GetServiceStatus RERSIRES , BTFHERSEETE.
ListSecrets REFTEERVIRER.
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NAEFSRSS  ATFSHIENSMIALSE  0<. S, EH. SSH BHak APl 2505 | BEER FNEEENRFENRRER
MNEENH+ |, 2R, EEREERFXEHRBALERINIETE | RE3UE AR IR RS R AIX LT,

VISRFERFEMOSIEERS , NMEEFANERTENERATR.

. DB BEREBMUBRFEENAR AT , HiEiEEFRNRFEMO<S,

. DB B R7E SSM REEERG eI —MERENSR , BRNEFEESRITRENBAEMO<.

. NFRSFELIEUEER , FER SSM EEEERFERIDREE.

. SSM EEEERFBRENETFHEIEREE X , BEEBEREENGET HTTPS iIRESNBERE.

- MRRFEEEFET SSM REEERFRENEIREEY , NMERBBFEMN0O<$ , FaERzKSIhR BiridErgE.
. DB EERAAZROIES MIARS , I ERERRAAS , TNEERS. RASHE. KRR,

o U b~ W N

Rz FERER

MNARSNS  EIEA SSM EIREERSAI AP B SDK SEREBURRIEIEAN | AIEREEFSEET , PXREEETRIER
MEEXS |, JEREXIELAIT

o [ERTMFHELIEFEERER  EREEBNRFEMEEREEXMT , SRERERME.
o FREVESEBASCRANCES

func GetDBConfig() string {
dbConnStr := "user:password@tcp(127.0.0.1:3306)/test"
return dbConnStr

}
°o {FEREIEASCRANLES

conn, err := sql.Open("mysql", GetDBConfig())
if err 1= nil {
// error handler

}

* M SSM EIREEAFRIEELIERE DB Y , (FSMAMEEPILFIANFiE DB RIEEER.
o ZREVEEBASCRANCES

func GetDBConfig(secretName, version *string) string {
credential := common.NewCredential(

secretld,
secretKey,
)
WRFRE - BRmERMEX 19 W H79W
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cpf := profile.NewClientProfile()
cpf.HttpProfile.Endpoint = endpoint
client, _:= ssm.NewClient(credential, region, cpf)

request := ssm.NewGetSecretValueRequest()
request.SecretName = secretName
request.Versionld = version

resp, err := client.GetSecretValue(request)
if err = nil {

// error handler

}

return *resp.Response.SecretString

}
- (EREEIASRANE

secretName := "MySecretl"

version := "MyVersionl"

conn, err := sql.Open("mysql", GetDBConfig(&secretName, &version))
if err '= nil {

// error handler

}
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FEEMRIPESE

» Wl : DB EIEREIZEEHE MySecret , FHEEMRA MyVersionl , SEIREEREEZH SSM INEEFME. FIEE KMS ZHRS , SSM
KB EIE— M EUAEIR.

var (

secretName = "MySecretl"

version = "MyVersionl1"

plainText = "user:password@tcp(127.0.0.1:3306)/test"
)

func ExampleCreateSecret() {

credential := common.NewCredential(

secretld,

secretKey,

)

cpf := profile.NewClientProfile()
cpf.HttpProfile.Endpoint = endpoint

client, _:= ssm.NewClient(credential, region, cpf)

request := ssm.NewCreateSecretRequest()
request.SecretName = &secretName
request.Versionld = &version
request.SecretString = &plainText

resp, err := client.CreateSecret(request)
if err = nil {
// error handler

}

fmt.PrintIn(*resp.Response.SecretName)

// create ok

}

EERRETHEER
- I : SRRSHESEREEARSR,

func ExampleListSecrets() {

credential := common.NewCredential(

secretld,

secretKey,

)

cpf := profile.NewClientProfile()
cpf.HttpProfile.Endpoint = endpoint

client, _:= ssm.NewClient(credential, region, cpf)
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request := ssm.NewListSecretsRequest()

resp, err := client.ListSecrets(request)

if err = nil {

// error handler

}
fmt.Printin(resp.Response.SecretMetadatas)
// get secrets metadata

W =

}

o B2 : RIEBFRIREUEEMYySecret LIMRAER

var (

secretName = "MySecretl"

)

func ExampleListSecretVersionlds() {
credential := common.NewCredential(
secretld,

secretKey,

)

cpf := profile.NewClientProfile()
cpf.HttpProfile.Endpoint = endpoint
client, _:= ssm.NewClient(credential, region, cpf)

request := ssm.NewListSecretVersionldsRequest()
request.SecretName = &secretName

resp, err := client.ListSecretVersionlds(request)
if err 1= nil {
// error handler

}

fmt.Printin(resp.Response.Versions)

// get version list
// ...
}

SREN SSM 7ZiERIBAS SR EUR

o =l : RESEASRIBERESMR MySecretl FHEEIRZA MyVersionl $XEX DB iEZANEE.

var (
secretName = "MySecretl"
version = "MyVersionl"

)

func ExampleGetSecretValue() {
credential := common.NewCredential(
secretld,

secretKey,
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)
cpf := profile.NewClientProfile()

cpf.HttpProfile.Endpoint = endpoint
client, _:= ssm.NewClient(credential, region, cpf)

request := ssm.NewGetSecretValueRequest()
request.Versionld = &version
request.SecretName = &secretName

resp, err := client.GetSecretValue(request)
if err 1= nil {
// error handler

}

fmt.PrintIn(*resp.Response.SecretString)

// get plain text, connect db
/..
}

EHMERERE

o o : tRIBEIEBFR MySecretl FHEERA MyVersionl F5 DB EZBENER.

var (

secretName = "MySecretl"

version = "MyVersionl"

newSecretValue = "user2:password2@tcp(127.0.0.1:3306)/test"

)

func ExamplePutSecretValue() {

credential := common.NewCredential(

secretld,

secretKey,

)

cpf := profile.NewClientProfile()
cpf.HttpProfile.Endpoint = endpoint

client, _:= ssm.NewClient(credential, region, cpf)

request := ssm.NewPutSecretValueRequest()
request.SecretName = &secretName
request.Versionld = &version
request.SecretString = &newSecretValue

resp, err := client.PutSecretValue(request)
if err = nil {

// error handler

}
fmt.PrintIn(*resp.Response.SecretName)
// secret updated

M

}
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var (

secretName = "MySecretl1"

)

func ExampleDisableSecret() {
credential := common.NewCredential(
secretld,

secretKey,

)

cpf := profile.NewClientProfile()
cpf.HttpProfile.Endpoint = endpoint
client, _:= ssm.NewClient(credential, region, cpf)

request := ssm.NewDisableSecretRequest()
request.SecretName = &secretName
resp, err := client.DisableSecret(request)

if err 1= nil {

// error handler

}
fmt.Printin(*resp.Response.SecretName)
// secret disabled

M

}

o B2 : MBRENE , FTLUREITRIMIBRESE , FETRIRBRETERT , STLAREEHE.
' REZRARINETET REMER.

func ExampleDeleteSecret() {

credential := common.NewCredential(

secretld,

secretKey,

)

cpf := profile.NewClientProfile()
cpf.HttpProfile.Endpoint = endpoint

client, _:= ssm.NewClient(credential, region, cpf)

request := ssm.NewDeleteSecretRequest()
request.SecretName = &secretName
request.RecoveryWindowInDays = &recoverWindowsInDays

resp, err := client.DeleteSecret(request)
if err 1= nil {

// error handler

}
fmt.PrintIn(*resp.Response.DeleteTime)
// secret deleted

M

}
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o 7BI3  REERE ST MBS EETUERIREHE.

func ExampleRestoreSecret() {

credential := common.NewCredential(

secretld,

secretKey,

)

cpf := profile.NewClientProfile()
cpf.HttpProfile.Endpoint = endpoint

client, _:= ssm.NewClient(credential, region, cpf)

request := ssm.NewRestoreSecretRequest()
request.SecretName = &secretName

resp, err := client.RestoreSecret(request)
if err = nil {

// error handler

}
fmt.Printin(*resp.Response.SecretName)
// secret restored

// ..

}

WS : BRmEmEX
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= el

B EAYE: 2024-10-17 17:10:00

HLRTIREERR?

EAREERS (Secrets Manager , SSM ) ARFREEREOE. R B HirSetaRRNEERS SR RIAERNN
SEHANNEFEITER | BNSIISRERENS—SE.

LB ERTIEEERS ?
FREBRFALCINSIRESE. AP BEHIRME. JRRESERNETES. ERURNEE R, TEREEFERES
BIORASOHER. IARARA RN SN,

HoR%=?
EREATONAEFHTSOMENSREIEES , MSIEESRE. WSHM0. APIEA. SSH ZBSNE. BHFILIEY Name-
Value H975= , EEREERGHFESTAEREEENERAS | FINGEMLL. 1P RASRERE.
FEGREEERGNHTARETERREERS (KMS) ?

TREERAEAENZSHEREREERS (KMS) RA/PIEEE (CKM) fEANEESE , BETUEKFBOAIRIERE |
WALERFEEXENTRS , SHNSANARFRANETEE  AETESRSERANBENBRAEERL (KMS).

NSRS ?
B SN REFTICEBTZSMEXNERBAZSHERS: , WaERU TR RN SHER SREERS |

o BUEREEERS APl 5 SDKEAREREEERA.

e BY ZEEERGEY G EEEReEHEE.

=
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e N
1aiCE&
BIREHAYE: 2024-10-17 17:10:00

FHE

ERERTYNAEFHTESHRIIANSREIHES | EEREEE. WSEG. APLEE. SSH BAFRA. ShaILUEE Name-
Value 95T , EREESERATFESMIEGREIRFAZRERS | MINsUgstit, P ixOFREARS.

YRS
RIS RS IR R RN EE B R AT I TSR IS PRI 4 T A L.
BIREERR

ZIHEEERS ( Key Management Service , KMS ) —R&LEEIERRS , TLULAFPENCIEINSESSE | (RIFPSHERESRME. =&
MFIRT AR | HEAFPSNAS I SHEREETEK , FaUsSNalERK,

FEH

EEREEERSF , BFPEZ$A ( Customer Master Keys , CMK ) EHBN=SMEX ABPRENEER | XUTZHASEETE=
FINERE L 2IER (HSM ) BYRIP | BT 2RISR SEE.

TLS ¥

Z2fEHIE ( Transport Layer Security , TLS) , TLS 223 EERE TCP iz LAY , IRSTFREE | L T BN EERSGH T
INEZEEAZH TCP T EHmEIThEE,

WS : BRmEmEX 528 T #79
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APISTRY
EIEEERSS (ssm)
AR (2019-09-23)
AP

BITE#AYa): 2024-10-18 10:38:36

APIERZ

V3

HiELeEXEO

BEORMR
CreateSecret
DeleteSecret
DeleteSecretVersion
DescribeSecret
DisableSecret
EnableSecret
GetRegions
GetSecretValue
GetServiceStatus
ListSecretVersionlds
ListSecrets
PutSecretValue
RestoreSecret
UpdateDescription

UpdateSecret

WRFRE - BRmERMEX

FEREERS (SSM)

FEOIhAEE

ol

MR EE

IR EERR AR SR
REVERIFRER
ER%ERE

[ER%ERE
IREUEHI S Rregiondlzk
SRENEARIAS

R IRSTHEIRS
SREUEERSE TRRASIRER.
REVERANFMERIIER
TENMFRR A AR

ST RIMBRHRIESR
EHERESAMER

BIREAS

%29 H#79

=
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BB

EOSH7V]

BEEFATE): 2024-10-18 10:38:36

tcecloud APl £XEMAIEIEKIFITEMIIE , BB MNEREBFTEEATBEREHTEEEREE ( Signature ) LISIEEKRES D, &

BIEEHRTEFIEER , T2 FIERE Secretld 7] SecretKey ; ERFPEIRELZEFEIE , BRIECAPIZARNHEHRS , BNTEERATAPI
#ZM.,

s=E e .

1. RiEReFEiE

HEEIXER=APIZE] , BRIERAPIZSANHRIELEEIE. LE2FIUFELE Secretld ] SecretKey :
e Secretld FBF#RR APL & BH

* SecretKey BFIIEE R F A BMIRS SRS E FRTRIVER.

* FAPRITEREREEIE , BRtE,

HBLZeEIINEREERIT -

1. EFRtcecloudEBFIEHIE,
2. BHE=APIZSBRNEHI A TUE
3. E=APIZSETUHE , M [#7] RIRJLARYEE—XdSecretld/SecretKey

IR AREKSRESELIABILT Secretld / SecretKey,

2. ERE R R

BT ZeEiESecretld f SecretKeyfs , MATLAERSZERT. IATREMRSZHIIFMIFE :
BRIZFFHY Secretld # SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
e SecretKey: Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE

AR RERERA , SRR RRERIER Secretld 1 SecretKey B TIREHR(E !
LA=RRSS 2R EEXLfI7IZR(Describelnstances)iEk A6l , SRAFEMRX—EOR , HiERSHERENT:

SHER 5354 248

Action Vakrc =t Describelnstances

Secretld #ZAId AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp ZRIET AL 1465185768

Nonce PEHLIEEEEY 11886

Region SERRTEXIE, ap-guangzhou

WS : BRmEmEX %30 #79
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SHETR 3L S¥E

Instancelds.0 FFEIRRILHBIID ins-09dx96dg

Offset R E 0

Limit RAIFEIL 20

Version EORAS 2017-03-12
2.1. S EHEFF

EEMNEBERSERSHEBNFEE ( ASCHRE ) AFHF. I8 1) RIESHSHTHR | SRERTINETE , F&85tA/0 ;
2) #% ASCI 1BEE AN |, 90 Instancelds.2 EHEE Instancelds.12 |5 , AREFHEER |, UARREE., AATLUERRIEES PHIE%
HERFRECRSLINX—INAE , 1 php B8 ksort R, HIRRBISEHIHEFRERNT:

{

'Action’ : 'Describelnstances’,
‘Instancelds.0' : 'ins-09dx96dg’,
‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region' : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
‘Timestamp' : 1465185768,
'Version': '2017-03-12",

}

ERAECEFRRINESAN | X EERAIFRISEEITHIF | ERIRER—EEA.

2.2, BHEERF AT

WWEBERMBERFGER. HE L —THIRFRIERSEIST R SEER ="S81E I | W% Action 281 , HSEEFRA "Action”
, BB "Describelnstances" , EIAEXEH A Action=Describelnstances . ¥ : “S&E"HERIAETIEurRREROE.

REBEINENS IS8R HEE—R | REERIBERFRHERN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&S
ecretld=AKIDz8krbsJ5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. PHEERIR TR
WERENRERIR MR, SRIRFAFEHEUTI LI SEHE:

1. iEKAE: S2RF POST 71 GET 5= , XEB(EM GET i53Kk , TR A ENEKE.

2. IERENBEELIFZE (Describelnstances)§9i5 K14 5 : cvm.finance.cloud.tencent.com, SCRRAVIE KN RIEEOFEEREIAR
EMARE , FEEECwA.

3. BRI HRIMRAZAPIFIERIEREER / .

4. iERFRIE: B E—ERANERFRIE,

ERFEBRRIHEAN: BRTE + BRIV +EKER + 7 + BERFRES

BIRIHHEER S
WRFRE - BRmERMEX 31 W H79]
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FREEERS (SSM

GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&
Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&V

ersion=2017-03-12

24, EpSREA

)

EEBAENSEER, BIEER HMAC-SHAL EiEX E—PiRiSHERIRFRRETES , ARBEMIIESS6ER Baseod #H1T4R

13, BIEIRIG RIS R A,

BB , LA PHPES 41

$secretKey = 'Gu5tIXGARNpPq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.finance.cloud.tencent.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce
=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=14651

85768&\Version=2017-03-12";

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;
REBEINERHA:

EiP9YW3pW28FpsEdkXt/+WcGel=

ERECERRIHESTAN , IR ARG TERIIE , BRNERHES6IFHhaI—EEE.

3. ERHIwG

ERAIS R BT REEIRIFNIBRESE , FEXHET URL %3,

N E—HE RIS RS ElIPIYW3pW28FpsEdkXt/+WcGel=

, BREESEIRE R BRIERESE (Signature ) 79

EiPOYW3pW28FpsEdkXt%2f%2bWcGel%3d , Ei5RTFEMSRAER URL,

AR NRAPRISKSER GET , Bi&iEK51%58 POST @it Content-Type A application/x-www-form-urlencoded , MI&iXiEK
RAEERSHEIREM URL RS , SHRN-ASARERG. IF ASCI FRHE URL fRISAIFREStLl UTF-8 #1T4%i8.

IR FLREIESH http BEREESFTESEHT urlencode , ZEXMMEN T , MATREXIERBHIT URL 3T , BUAX URL 4

BESHERLM.

IR RthSBUEbBERITHRE , MESRA RFC 3986, 87 %XY MEHFRPUINFHTES MRS , Hp XY A7
(0-9 FIXE=FE A-F) , BRINSESIRER.

4. ZZEM

HRIESCRRIEN | T T ERRAEIRD |

RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound

AuthFailure.SignatureFailure

WS : BRmEmEX
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RS ISR
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretld ZRIEE (A2 APl ZHE3EAY )

5. BRIER

FESTRREA APL 3.0 B , HEFERIREEItcecloud SDK 3.0 , SDK EEETRRMNLRE , FAN R RRIBMEOET, HMAEE
S0 SDK iy, SATSTRARRIEET |

e Python

* Java

* PHP

* Go

e JavaScript
e .NET

ATEBRNERERITRE , THUSIMREES A0 B OANERTERRIIL. BXkES. ARIROMISANEEERLL LA
BigfENE  ABRABRSETRE  FAESERN | TRTAIBRERMA SDK.

REEHHAY url TJ8EA  http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?
Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt%2F%2BWcGel%3D
&Timestamp=1465185768&Version=2017-03-12

IR BT RAIPREERENN | HEBEARRSHEIRE |, RIaNSRELL url FEXSEEHH I FEER curl Em<SERISIREESN
Hix | ERH. ATEE—NMTLUEERER url |, FEERUREIFH] Secretld 1 SecretKey NESLAVESE | FHERRFHBIRTEEUE
79 Timestamp ,

IR A TENTAT  ARREES [ EER—ESEXITEEIR url JEEEEMAR , RIASHNINFAR | (EXHARIER
. REMAESHEE  BESITEIERRIE.

TR LIMURB(UERT APL 3.0 , FEEERATHEMINERRE | BMERIERN APl , BTFEATERBLSHERUEER | B
XS R BYSERR AL A E

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.LRandom;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TceCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
Mac mac = Mac.getInstance(method);

WS : BRmEmEX %33 T #79
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SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.finance.cloud.tencent.com/?");
/] ERRNERISEHITFHHET |, A TreeMapfRIEIRF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");

}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {

StringBuilder url = new StringBuilder("http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?");
// SEFRERur RS SEIRF S B ER

for (String k : params.keySet()) {

/] FEXSEKEB# Turlencode , BT keyEBRRNFH , #ltA{XXIHvalueit{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap <String, Object> params = new TreeMap<String, Object>(); // TreeMapa] LABEEIHEF

// SCRRVEFBR R 24 R FRREHLES , B4 : params.put("Nonce", new Random().nextInt(java.lang.Integer MAX_VALUE));
params.put("Nonce", 11886); // AHESE]

// SEFRE RN RS ZE0RTE) |, 130 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~"FHEE

params.put("Secretld", "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"); // AIES5#4

params.put("Action"”, "Describelnstances"); // 2NHE%(

params.put("Version", "2017-03-12"); // ~H5%

params.put("Region”, "ap-guangzhou"); // ~HE#

params.put("Limit", 20); // A53&%§

params.put("Offset", 0); // \E5%1

params.put("Instancelds.0", "ins-09dx96dg"); // WEES#

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpg86cd98joQYCN3EXAMPLE", "HmacSHA1"); // "%t
28

System.out.printin(getUrl(params));

}

}

Python

IR (IRETE Python 2 IMEBHEST , EBELREE requests (KIS :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

WS : BRmEmEX 34 T #79
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secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get_string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&" join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)

if _name__ =="'_main_"
endpoint = "cvm.finance.cloud.tencent.com”
data = {

'Action’ : 'Describelnstances’,

‘Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'‘Region’ : 'ap-guangzhou’,

'Secretld' : secret_id,

‘Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)
print(data["Signature"])

# IbSCRRER | AShiaaTeer=4Eit#

# resp = requests.get("http://imgcache.finance.cloud.tencent.com:80" + endpoint, params=data)
# print(resp.url)

=
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w2 S8

EOZERV3

B EE#ATA: 2024-10-18 10:38:36

tcecloud API SX$E/MARNERE TEBIGIE | ED’EN%T%BWET"A%EX’*éﬂ@@@xg{* (Signature ) LBSIEERESD, &

ZIEEHZeEIILER , TeFIEEIE Secretld 71 SecretKey ; ERFIRSBLZEEIE , BRITF=APIZHETUERE | BNFEEEA=API
=0,

‘EEI—‘—I =
1. HFLEEIE
EFE—RERAZAPIZH , BRI CAPIZENERIELEEIL, LT2EIEIE Secretld 71 SecretKey :

e Secretld FBF#rR APLERE S %D
o SecretKey FIFINEEE Z T BIIRS S mICIE S E FATRIEH.
* AFPWIITIRRERTSEIE , BRitEE,

RIS ZIENEARLS BT :

1. EFtcecloud BRI ZHIE,

2. BIfE=APIZSERYIEHI & TRE

3. AE=APIZSATIHE , Mz [FiE] BIALAGIEE—XISecretld/SecretKey

TR AREKSRESELUABIRT Secretld / SecretKey,

2. TC3-HMAC-SHA256 &L 753%

T2 WFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=. X3FPOST/% , BREISZIF Content-
Type: application/json LA Content-Type: multipart/form-data PN | json IEXERARTBISEOSTE |, multipart 18z
RENEWSEONE: | IWEHZEOAEEER json 18IUER | &5 BRSO A,

THEURRSSHREA MNXEHFIRIEAFIF  SEBRNBERRHEITRE. BAWBERTERSTAZIZRMNSEL : Limit 7 Offset ,
{£F8 GET 7558,

RiIZFIFHY Secretld #0 SecretKey 3512 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

2.1. PHEAEIE R
RIS HHEHIEIERKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + \n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HashedRequestPayload

* HTTPRequestMethod : HTTP i&3K75i% ( GET, POST ) , AR GET ;

WS : BRmEmEX 5536 I 791
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e CanonicalURI : URI £%§ , API 3.0 EEAERKT (/)

* CanonicalQueryString : &€ HTTP i&X URL RINENE=RE , }F POST iEK , BRENTFRE |, JTF GET iEK , WA URL FF
5 (?) GENFZAERS , ARFIBYES : Limit=10&O0ffset=0, jF= : CanonicalQueryString &4 URL 4R/A3.

e CanonicalHeaders : 258 &ZRILIER , EPEA host Fl content-type FNLER , BAIIMABEX LSS ESBIIREEEE
SKEYE—MEFNZ M. HHENN : 1) k&6 key #0 value Si—#ER/\E |, FEISERETIE | 1R key:value\n #8z{HE ; 2) 2/ LE,
HRRBSLER key (/NE ) ROFEEHEFRHITHHE. A @ content-type:application/x-www-form-
urlencoded\nhost:cvm.finance.cloud.tencent.com\n

* SignedHeaders : £5&ZAEMER | IRBALLXIERBMLLIS 5 TER , #1 CanonicalHeaders B ZRILENEE—XIMNAY,
content-type #[1 host J9usifEsLEB, HHENN : 1) L3R key ZB—HA/NE ; 2) Z1KEB key (/NE ) 1RERFEHEF#HITHHE , FHELL
25 (;) PR, WHEIFJ : content-type;host

* HashedRequestPayload : IEKIEXHIIEHE |, itE 5%/ Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , 33 HTTP i5
KEE/NEX payload fff SHA256 5% , AF+7 #HmD , RERIDHREEMR/NEFE., = : XJF GET i53K , RequestPayload [
FEATFHE , WF POST 53K , RequestPayload Bl HTTP i&SKIEX payload,

HRIELLEAIN | OIRERIRAGEIERENT (ATRNEW , \n BITFREESRITEFI—TEK ) -

GET

/

Limit=10&0Offset=0
content-type:application/x-www-form-urlencoded
host:cvm.finance.cloud.tencent.com

content-type;host
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

2.2, FHEFER IR
ARSI RS ER TS

StringToSign =

Algorithm + \n +
RequestTimestamp + \n +
CredentialScope + \n +
HashedCanonicalRequest

* Algorithm : &5&% , BATEREA TC3-HMAC-SHA256 ;

e RequestTimestamp : EKREFEE; , BIiERLERAY X-TC-Timestamp BUE , a1 ERBIERS 1539084154 ;

e CredentialScope : EIFEE |, 1829 Date/service/tc3_request , @& HHE. FNEKAIRSINLRIEFFE (tc3_request ) , Date A
UTC tRERTEIREHRE , BYEREMNLSH X-TC-Timestamp #25AY UTC iRAERIBIERE—3 ; service AF-RE& , WRASEBNR
BEZ—5, 180 cvm, 8N ERFLEKR , BYEJS 2018-10-09/cvm/tc3_request ;

* HashedCanonicalRequest : BIASBHHEFTENECIERENGHE  1HEHEN
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

P

1. Date /MBS AR X-TC-Timestamp i+E15%) , BRFX UTC+0, WMERIMARFARXEE , FIE/\KX |, BSHEX8E
AR, ERZEMBERVERM. RigiTiE&/s 1551113065 , f£4/\XAYAYEE 2019-02-26 00:44:25 , EEITEEE
#9 Date BY UTC+0 BYEHEARIS 2019-02-25 , MAE 2019-02-26,

WRFRE - BRmERMEX 2837 71 #79
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2. Timestamp X/REHRIRFATE , BEBERRSEHENEREERSH , MREEETADHPNSERM. MNRKASEAFIIR
EREREY |, JRESEIE T —RITEE , BROERW (IREEZSHHER ) .

HRIELA LA | REIFPERIREFERFRHRUT (ATRREN , \n RTFAEESEITENRI—T8K)

TC3-HMAC-SHA256

1539084154

2018-10-09/cvm/tc3_request
91c9¢192c14460df6clffc69e34e6c5e90708de2a6d282cccf957dbflaa7f3a7

23. iH8SE
1) WEIREREE , (hRBUT

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

e SecretKey : JRIARY SecretKey ;
e Date : B Credential #f9 Date =E=8. , a0 L3~ , 792018-10-09 ;
e Service : B Credential g4 Service ZERER. , A L7R0 , 79 cvm ;

2) iHEER , BT

Signature = HexEncode(HMAC_SHA256(SecretSigning, StringToSign))

* SecretSigning : BILA EITEBRINIRESZER ;
e StringToSign : AIZB2ATEBRINSFSEFRE ;

2.4. 8 Authorization
AN ™RRCHE Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
‘SignedHeaders=" + SignedHeaders + ', '

‘Signature=" + Signature

* Algorithm : &£75% , EE/ TC3-HMAC-SHA256 ;
e Secretld : ZEEAXIHAY Secretld ;

e CredentialScope : M X , EIEEHE ;

* SignedHeaders : L £ , 258 ZHLIHER ;
 Signature : £

HRIBLA LA | IR EEIRYED

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host, Signature=5
da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbc6ccfl74c474

WS : BRmEmEX 38T #79
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RETEIERERAT

http://imgcache.finance.cloud.tencent.com:80cvm.finance.cloud.tencent.com/?Limit=10&80Offset=0

FREEERS (SSM

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reques
t, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbalbcbecfl74c4

74

Content-Type: application/x-www-form-urlencoded
Host: cvm.finance.cloud.tencent.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

. BRERW

RIESSIRER | FAEUTERRMANERG | iSRIESIRIEAE
RS
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretld

S N J—
4. 2 ER
Java

import java.io.BufferedReader;

import java.io.InputStream;

import java.io.InputStreamReader;
import java.net.URL;

import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.Map;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.net.ssl.HttpsURLConnection;
import javax.xml.bind.DatatypeConverter;

import org.apache.commons.codec.digest.DigestUtils;

public class TceCloudAPITC3Demo {
private final static String CHARSET = "UTF-8";
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private final static String ENDPOINT = "cvm.finance.cloud.tencent.com”;

private final static String PATH = "/";

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";

private final static String SECRET_KEY = "Gu5t9XGARNpq86cd98joQYCN3EXAMPLE";

private final static String CT_X_WWW_FORM_URLENCODED = "application/x-www-form-urlencoded";
private final static String CT_JSON = "application/json";

private final static String CT_FORM_DATA = "multipart/form-data”;

public static byte[] sign256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(CHARSET));

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.finance.cloud.tencent.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12%;

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1539084154";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
//EERK , BUESHE
sdfsetTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk 55% 1 : m;%%m:;ﬁiﬁﬁi*% kkkkkkkkkkkkk

String httpRequestMethod = "GET";

String canonicalUri = "/*;

String canonicalQueryString = "Limit=10&Offset=0";

String canonicalHeaders = "content-type:application/x-www-form-urlencoded\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String hashedRequestPayload = DigestUtils.sha256Hex("");

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;
System.out.printIn(canonicalRequest);

// K*kkkkkkkkkhkkk 55% 2 ;#?%%gg?ﬁ% *kkkkkkkkkhkkk

String credentialScope = date + "/" + service + "/" + "tc3_request”;

String hashedCanonicalRequest = DigestUtils.sha256Hex(canonicalRequest.getBytes(CHARSET));

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkhkkkkk ./If_ﬁ 3 o .L-l.%ég kkhkkkkhkkkhkkkhkkx

byte[] secretDate = sign256(("TC3" + SECRET_KEY).getBytes(CHARSET), date);

byte[] secretService = sign256(secretDate, service);

byte[] secretSigning = sign256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(sign256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// K*kkkkkkkhkkhkkk $‘9¥ 4 j:}’fl:g Authorizatlon *kkkkkkkkkhkkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);
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TreeMap <String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);

headers.put("Host", host);

headers.put("Content-Type", CT_X_WWW_FORM_URLENCODED);
headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZRSE
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm"

host = "cvm.finance.cloud.tencent.com”

endpoint = "http://imgcache.finance.cloud.tencent.com:80" + host
region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1539084154

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 10, "Offset": 0}

# kkhkkkhkkkhkhkkkk 53% 1 o *#;%%m;ﬁiﬁ*% *kkkkkkkkhkkk

http_request_method = "GET"

canonical_uri = "/"

canonical_querystring = "Limit=10&0Offset=0"

ct = "x-www-form-urlencoded"

payload = ""

if http_request_method == "POST":

canonical_querystring = ""

ct = "json"

payload = json.dumps(params)

canonical_headers = "content-type:application/%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

# kkkkkkkkhkkkkk 5% 2 : T#*%{%gg?ﬁ% kkkkkkkkkkkkk
credential_scope = date + "/" + service + "/" + "tc3_request"
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hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# kkhkkkkhkkkhkkkhkk ig% 3 : H’%Eg kkhkkkkhkkkkhkkkhkk

# ITEESBHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *hkkkkhkkkhkkkkk 55;’% 4 : ?#*% Authorization kkkkkkkkkkhkhkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

# NHSEOMINENSSRLER

headers = {

"Authorization": authorization,

"Host": host,

"Content-Type": "application/%s" % ct,
"X-TC-Action": action,
"X-TC-Timestamp": str(timestamp),
"X-TC-Version": version,
"X-TC-Region": region,

}
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15 KE5H4)

BT HTAYE: 2024-10-18 10:38:36

1. fRSSHbtt

btz (Region ) RIEYBERIEHEH OAIMIEXE,, tcecloudFIIEARRIHZ EE2RE |, MIEARHRERATEEATSEEINEE

t. ATIHEHRME. RS THEE  ENGERERELEEF I,
ERTLUEIT APIED EiiHSIR B ARtE xR,

2. BEMY

tcecloud API FIFFE#EO@EIE HTTPS IHTE(E | IRIAEREMNEEEE.

\E > :
3. IBKTE
STHEEY HTTP iS5k
e POST (#7F)
o GET
POST iE3kz#569 Content-Type 28! :

* application/json ( ##F ) , 4fFA TC3-HMAC-SHA256 &&75%.
* application/x-www-form-urlencoded , #%7f#R HmacSHA1 g HmacSHA256 &&75i%.
* multipart/form-data ({X&EBHDEEASTE ) , LERA TC3-HMAC-SHA256 E&737%,

GET iERRIBREANAREHBIT 32 KB, POST iER(FEAZER /%A HmacSHAL, HmacSHA256 BAARE#BiE 1 MB, POST i&EKERA%

#&FiEA TC3-HMAC-SHA256 Ffz3% 10 MB,

4, FRIwAS

FEFAUTF-84%%3.
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IS

BT HTAYE: 2024-10-18 10:38:36

RS

PARBRSS 2RO BB LAMAEFIZR (DescribelnstancesStatus) 2017-03-12 kx4l , HIEFAT) , EeTaerORELIT

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"
}

}

* Response REMEBH Requestld REERFER , TiCiEKRMINSE , RE APIET |, MIAERIREL

* Requestld FBF— APLiEKAIME—IRIR , W5 API HILRE |, SJLABKEREA] , FHREZ ID KRR,

* [RTEEMNFERS  HRIWARKREOENNFER  AENEOMMRENFES IO SXEFREN. HFIHE TotalCount
InstanceStatusSet 5 DescribelnstancesStatus £ OENXFER , BT EREKNAREMEZE=RS2TLH , Bl TotalCount
FLER TAURENES 0, InstanceStatusSet FIFRAZS,

tHIRIREIER
£, SRR

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

)
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

* Error IHIMEEZISKARKM, Error FEREREAERRY Code 1 Message FERTEERLMAT 2 EIREIRY,

e Code FREMHEAEIRD , HiEKH BT RIEZ B IRISEA RS Ha0E O ARSI R BEEmE R MREFIRR
BE,

Message BRHTXMEIREENERERE , BEISEESAEMN | WAL B FRISTEREH , AP ARRKEIXMRE]
&,

* Requestld FBF— API iEREUE—HIRIR , N8R APL HIIEE , STLABCRIRA] , FHEMIZ ID SEARRBE,

IR (TODO: EEERE, REAENFER?)

IREIZERPUNRIFAE Error FER , NIZRRBA APLIECIKM,  Error iy Code FERFRTMEIRD , ATB SR REHINAYEIRAS A AL
IREG , TERIIH T ARG,
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]
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

WS : BRmEmEX
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TRIRIEA
BIRAEE (A2 API AR ) |
MFA $5iZ,

AR,

k3

SEZIULLN

%

SRR,

k

token $Hi%.

B3Rk CAM 1Y,

DryRun 2 , KRIBRESEMINN , REZ(ET DryRun 24,
EAERIL

MEBREEIR,

BEOAFHE,

SRR,

SHEUEEIR.

BT ACEPRE .

TRDSHIEIR.

BEORATGFE.

TBERAVREGERT T IREPRE .

B SR,

BB E.

RIFAFE,

EIRAAT F,

RIZRURLE,

RANSEGER,

BAEARSSS,

http(s)iERIMEIR , 328 GET #1 POST iE3K.

EORSHSATEhEL,
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\H5

VAN

VTEEHAYE): 2024-10-18 10:38:36

FEREERS (SSM)

HEYRATRRBFIZOLSNENSE  WIFE | A MEORBRARO AP ABXLSHEHTRE  EERERKIETEE
}E XLESH , FREERKIEIEK.

ERTTE V3

{888 TC3-HMAC-SHA256 && 7507 ,

SHETR St

X-TC-Action String

X-TC-Region String

X-TC-

. Integer
Timestamp g

X-TC-Version String

Authorization  String

X-TC-Token String

BEHE V]

alil

alil

el

alil

i

NHBHEBEFZ—HZ) HTTP Header i53KLEBeh , 10T :

%

BERZEOSR, ESEEOXETMASEATESE Action B9RE, FIIN=IRSENE
ESEFI5IZRIED |, BUYE Describelnstances,

WIS SRR BRI EI MbERIEE. RORZAEEESE R OXETRAS
NS4 Region AUGHR, 1R | EEROATFEELEZSY , BOEPIILATHI5R
B9, RSB EEEBIZ S M BARERL.

=1 UNIX BfE)E , EliCRAH#E APLiERAIATE), g0 1529223702, & : (IRSMRSS
RHEMEEBE St , 25 EEERITHIER,

R APL BURRA, EUESHEOSEHRASRILSE] Version BiRBE. HIAIZARSSERAIR
& 2017-03-12,

HTTP fRAESHIAIESLERFER |, g0

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : €£75,% , BRIEENZE ;

- Credential : £&1EUF , AKIDEXAMPLE & Secretld ; Date 2 UTC #nEREIRIHEER , BX
EFENRHSE X-TC-Timestamp #E/Y UTC FRAERNBEIRHE—E ; service AFm& , &
RSB mREE—E, flgicvm ;

- SignedHeaders : 25&RITEAILEMER , content-type #0 host J9wsifksLEp ;

- Signature : EZFWE,

IREHEBETRE Token , EELESIGIIZA—RER. IGETZ5EF0 Token FEEZ5 0 STEIR
SREBZEOKE, KEIZHEAEE Token,

{£F HmacSHAL #1 HmacSHA256 &8 7558 , ARSHFEER—MEEKES , (0T

SHETR RE
Action String

WS : BRmEmEX

=
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fiik

BENEOSIR. BESEEOSETMASENTESE Action B9IREA. FIaN=IRSEE
REIsLHIZIZREO |, BUEA Describelnstances,
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SHETR
Region
Timestamp

Nonce

Secretld
Signature
Version
SignatureMethod

Token

s IR

s

String

Integer

Integer

String

String

String

String

String

i

alil

i

i

alil

i

i

FEREERS (SSM)

fik

Wi Sy, SRR B EI MBIEAIEIE. FOESZAMEREESE EZ O REA
SRS Region RUGER, 1R | BUEOATEECRZSEH , EOEH I
BIRER , LATEMEEEBZS AL,

Za0 UNIX Bf[a)8% , FJicRARE APLIERAYRTEL. FI01529223702 , MRS =F1H(E
BETK , 25EERTHER.

BEHNIEEEEY , 5 Timestamp BX&iesk , FBFRHLEERIGE.

FE=APIZHAE_E ERBERIRREDHY Secretld , —4 Secretld XFRME—HY SecretKey |, i
SecretKey SFRARLIEREE Signature,

BRESR , FRBIERERNGEN | FERFRIELFRBMASEITESEH. Bkt
BREE2NEROSSME,

B{FRY APLESRRA., BUESEROXETASATSL Version BB, AIN=ARSES
A9RRAS 2017-03-12,

25, , BaixiE HmacSHA256 #1 HmacSHAL, REIETEHESE05 HmacSHA256
BY , Z{#F HmacSHA256 EiEIIFER , EttiERISEHAE HmacSHAL I8IEES.

IRESEFRFTAEAY Token , FELSIRRIZE—REMEA. IGRTEEM Token FEELRE
ERSERZORE. KEZHERFE Token .

i ( Region ) BEMIRAIEHR ORIEIE XIS, tcecloudAZMIIERREIE 2 BE2iEE | (RIERRMRBRARERELESE
t. ATRERRRE. B8 TEERE , BERRFELEEFatbE,

EEJLAUEIE APIEC ENAMIESIER EESTRAIIETIER.
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SRR EHEXEO
BlIE

BITEFAYa): 2024-10-18 10:38:36

v s
1. ZFOfEA
EOiBEKig : ssm.api3.finance.cloud.tencent.com,
SIEFAVERER  BIEKMSHITIIZERIP. 81 RegionmxZ A 8IEEFiE1000MEIEER.
EOMZCERINZRS : 1000%/FD,
EOFEHAYE : 2020-11-24 17:35:59,

EORERREN,

2. NS

UTNBERSEGIRGIH T ROBERSEHHBO NHSE |, TBEAHSHFIRDAHIERSH,

SHETR Wik FBIFNULL %R A
Action 2 & String  AHSE, AEOEYE : CreateSecret
Version =2 & String NHESE, AEOEYE : 2019-09-23
Region 2 S String  AHBE, HFRSHFIIIRFIZR(TODO)
SecretName = 2 - String FEARBIR , E—regionARAIEE , &IK128FT , FAFE. #HFHE-_M
- BE B NFROMNFEREYF.
Versionld = = String FEAERA , EREREERSHFEERIESecretName 1 Versionldi#{TEHIA , &IK
= = 64 F5 , FERFE. #FSE - | NESHEUFEEEHFL.

Description S B String  HAMEE , BTFRERARRS  RASHF2048=FT,

IBENEREHITIIERIKMS CMK, R AZNZRIEASecrets Manager A&
KmsKeyld B B String  ERAGIEZAICMKHITINE. SRS EERrregion TEITEIZEAIKMS CMKi

700,
SecretBinar = = Strin THFIEIREERbase644miSIEAIRASL. SecretBinary 1 SecretString AMER

AR I EpE—A BASH4096FT,
. . NARBEREEPN ( FFEZ#H Tbase644RlD ) . SecretBinary fl
S St & F St
ecretting & & "9 Secretstring WRELRBERE—1 , , BALH0963F.
Array
Tags B B of e ]IES
Tag
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3. iS4

e C RE

SecretName String

Versionld String

TagCode Uint64

TagMsg String

Requestld String
4. SEIRAS

UG T Ol S5BIEERA0EIRD |, EERABIFE R 2 iR

RS
LimitExceeded
InvalidParameterValue

InternalError

1%

el EERR.

FelEREIERAS.

IREIRERGRERS. 0: BTh ; 1 REREIR ; 2: WWSSAbIEEEIR
IRE R ERIRENEE

EIREEEERS (SSM)

HE—EK ID , ®XiEKRESIRE, BRI EEREZRIEKA Requestld,

l_':|
°

ResourcelnUse.SecretExists
UnauthorizedOperation
FailedOperation.AccessKmsError

ResourceUnavailable.NotPurchased
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HipRERER

BT HTAYE: 2024-10-18 10:38:36

1. #OfEA

EOBRIEE : ssm.api3.finance.cloud.tencent.com,

MFRISEEIRER | BJLUBIZRecoveryWindowInDays&#ig B 7 BMBREE i+ RIMBR. XSFitRIMBRAYEE | FEMBR B EIRAZ AR
&9 PendingDelete , FeJLAE I RestoreSecret #1TIRE , EBHIEEMIRBHEZ EEWANKMER. E/m5TEE DisableSecret (£FE
REEATTLUHT (1)) MERIRME,

FUAZ OB ISRERIRS : SOR/ED.
BOSEHAYE : 2019-12-26 14:20:46,

EORMERREN,

2. NS

UTNBERSEGIRGIH T ROBERSEHBO LDHSE , TBAHSHIIRDAHERSE,

SRR Wik FRFNULL 2R3 TR
Action = B String ~HSE, KIZFOBYE : DeleteSecret
Version 2 & String NHESE, AEOBYE : 2019-09-23

Region 2 S String  AHSE, FRFERSHFHBIEFIZR(TODO)
SecretName = S String 1B EEEMERAVEIREZR.
: . EETRIMBREES , B (X) , 0 (BUA) FRZBMMRR , 1-30

R WindowInD B B Uint64

ccoveryWindowinbays | & | & " STIREBMIFE , B A AU,

A s
3. BiHE#

SHEMR 3] T}
SecretName String 1EEMBREVEIEZFR.
DeleteTime Int64 EIEMIBRAIBER |, unixAd R,
Requestld String EE—iEK ID , @RIEREIRE, ERRRAFEERHIZRIERA Requestld,

4. FEIRtS

UG T 2O SSIBAEERA0EIRD | BERISFER A TR,
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FHIRAD A
InvalidParameterValue

InternalError

UnauthorizedOperation

ResourceNotFound

FailedOperation

ResourceUnavailable.NotPurchased
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MFRIEERRAHYEYE

ERUTEHTAYE): 2024-10-18 10:38:37

27
1. ZOEA
EOBKIEE : ssm.api3.finance.cloud.tencent.com,
ZEORTEERRIEEEE THRENMNMRAERE | HIBRRIEIEIAR , WA TSR AER T LARIER.
FOANBEOIERIRR S : S0R/FD.
BEOSEFATE : 2019-12-26 14:20:58,

EORWERREN,

2. NS

UTNBERSEGIRGIH T ROBERSHHRBO LNHSE , TBAHSHFIRDAHERSH,

SHER WhI%E FEFFNULL et fEA
Action = S String NHSE, KIZOBYE : DeleteSecretVersion
Version =2 &5 String NHE&# |, AEOEYE : 2019-09-23
Region £ S String RNESH, FENFRSERMEHEZIZR(TODO)
SecretName 2 & String IBEEIRAR.
Versionld 2 = String IBEIZATR FTEEMR SRR S,
3. BiHHEE
SHER St TR
SecretName String EREBR.
Versionld String ERRAE,
Requestld String K—iEK ID , ®RIEKRERIRE]. ENERRAT R ERALZRIEKRKE Requestld,

4. $EIRAS
UTMRFIH T Ok S5 EERA0EIRE , RS A IR,
FHIRAS A

InvalidParameterValue
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HIRD iR
InternalError

UnauthorizedOperation
ResourceNotFound

ResourceUnavailable.NotPurchased
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X BIHSTCE ERBERSG (SSM
SEHUAE R AT =
éﬁﬂyruj:)gligﬁﬂn:%\
EITEFAYE): 2024-10-18 10:38:37
3z HEA
1. EOfAR
EOIEKRER © ssm.api3.finance.cloud.tencent.com,
REVERRFARMTES.
EOMZOERINERS) - 40%/70,
EOEFATE : 2019-12-26 14:21:41,
BEORKSERER.
A M2
2. MANSE
LATBREHGIRIGH TEOBERSHIED AHSE , TBAHSHGIRIALERSE,
SHER WAL FEYFNULL it fEA
Action 2 & String NHBE, AEORYE : DescribeSecret
Version = S String NHSE, KZEOEYE : 2019-09-23
Region £ & String RNESH, FIFRSIERIMEEIZR(TODO)
SecretName = B String BRI AR EE N EREMR.
A MM
3. S
SR ESig) i)
SecretName String EIERTR,
Description String EEmAMER.
KmsKeyld String FBFINZHIKMS CMK 1D,
CreateUin Uint64 BIEEUVIN,
Status String EIBIRZ : Enabled. Disabled, PendingDelete
DeleteTime Uint64 HBREER , uinx B , IFTRIMBRRZSAVERE /90,
CreateTime Uint64 BlIEEHEA,
Requestld String E—EK ID , 8RIERESIRE. EMIARISFEERAZRIEKRA Requestld,
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4. SRR
AN 7O SSZEERaIERID | BERIDFE N A ER .
FEIRD T
InvalidParameterValue
InternalError
UnauthorizedOperation
ResourceNotFound

ResourceUnavailable.NotPurchased
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(ERSE

ERUTEHTAYE): 2024-10-18 10:38:37

1. #EOfER

EOBKIEE : ssm.api3.finance.cloud.tencent.com,

FEREERS (SSM)

ERIEEIER | FRRIREA Disabled , TAE I EOREUZZIRAIBA.,

FRAZCEISRERIRS : SOR/ED.
BOSEHATE : 2019-12-26 14:22:13,

EORMER LN,

2. NS

SEEFR WS AEFNULL it U
Action = & String nNESE , AEOBYE : DisableSecret
Version = &5 String NS, ANEOBYE : 2019-09-23
Region £ S String AHSE, FEIFRISHEEFIZR(TODO)
SecretName 2 B String IEEERNEIRER.
A s
3. HIHSE
SHER ESit] R
SecretName String ERNERER,
Requestld String K—iEK ID , ®REKREPRIRE]. ENIERRRT R ERALZRIEKE Requestld,
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ZEORTHEER | A& HEnabled, AJLUEIT GetSecretValue EOREBUEIRIAX. 4bTFPendingDeletel kS EIEAREEIRTE | &
E@dRestoreSecret RESEITEEMA.

FOAROIBFIRERIRE : S0R/FD.
EOSEFATE : 2019-12-26 14:21:25,

EORBESREM,

2. MNSEL

UTNERSEGIRMGIH TEROERSEIPO LHSE | TBAHSEPIRDNATLERES,

SHAR Wiisk FEIFNULL 5] b
Action =2 &5 String NESE , AEEOEYE : EnableSecret
Version — & String AHSE, AEOBYE : 2019-09-23
Region 2 £ String AHSE, FEINFRIFHEHZFIZR(TODO)
SecretName = ) String BB RERENETR.
A Y 24
3. ®mHSE
SEER it R
SecretName String ERIEREER.
Requestld String H—5K ID , ®XiEkEPSIRE. BRI EERAIZRIEKE Requestld,

4. FEIRD

UG T OSSR A0EIRD | BfERIDE N AR

P4
™
dA
°

EIREE A
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1. #OfEA

EOBRIEE : ssm.api3.finance.cloud.tencent.com,
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BOAEZEOISRIRERPRE : 200%/F,

EOEFAYE : 2019-12-26 14:26:27,

BORMER LN,

2. NS

UTNBERSEGIRGIH T ROBERSEIRBO DHSE |, TBAHSHFIRDAHERSH,

SHER Wik FEEFNULL e i) A

Action = & String ~HSE, KZFOBYE : GetRegions
Version = &5 String NS, ANEOEYE : 2019-09-23
Region B S String RNESH, FENFRSIERMEHZIZR(TODO)

3. iHESE

SRR ESid) fEA

Regions String region%Z&.

Requestld String W—i5K ID , 8XIEREPSIRE. EENEERAZRIERKE Requestld,
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. FEIRD
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EOBKRIEE : ssm.api3.finance.cloud.tencent.com,
RBUSEEREBTRMARERR]ES | REERINEARSHNERAN.
EOMZOERITZIRS - 3000%/%5,

EOSEFRAETAE - 2019-12-26 14:20:31,

EORWERREN,

2. NS

FEREERS (SSM)

LITNBERSHGIRFIE TEROIBRSHFRD AHESH |, TEARSHGIRDAHLERSEL,
SHER Wi FEEFNULL KA T
Action 2 = String NHSE, KEOBUE : GetSecretValue
Version 2 & String NESE , AEOBYE : 2019-09-23
Region £ S String AHSE, FENFRIFEFIZR(TODO)
SecretName = & String IEEEIENER,
Versionld = & String IEEXREIRAMRAS,

3. BiHHEE
SHER St fEA
SecretName  String  ‘EHEHIRFR,

Versionld String  IZEEXIRNARRAES,

SecretBinary  String

SecretString String SecretString RE— MR,

Requestld String

4. $5IRS

WS : BRmEmEX

TERIFEEIR (CreateSecret)iy , WISRISEMNR THHFIZUE | WIZFEOREIZER , HEEMHbaseb4i#t (T
RS, RAAHEH 1 ThasebAfRIBEIRENRIAEIE. SecretBinaryfiSecretStringRE— 1A AZ,

LI ENE(CreateSecret)B , AIFHSEMNERZBNALIE | NIZFRAIIREILER, SecretBinaryfl
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ResourceUnavailable.ResourcePendingDeleted

ResourceUnavailable.NotPurchased
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1. #FO#R
EOBRIEE : ssm.api3.finance.cloud.tencent.com,
Z#E O FFIRENEF SecretsManagerfiRSFHBIRE.
EAEOERINEIRS : S00R/FD,
EOSEFRAETE - 2019-12-26 14:26:47,

EORMER LN,

2. NS

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER WA FEEFNULL ESic) faEA

Action = & String NS, AEOBYE : GetServiceStatus
Version = &5 String NS, ANEOEYE : 2019-09-23
Region B S String RNESH, FEIFRSISRMRZIZR(TODO)

3. iHESE

SHER it A
ServiceEnabled Bool trueR~IREBEFHE , false FRIRSEEFRFFE,
InvalidType Int64 IRBATTHEZEE : 0-KWL , 1-1E%E , 2-R&EBER , 3-FEFHR.
Requestld String H—EK ID , @XiEkEPIRE. EURBNFEERAZRIEKE Requestld,
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ZEOATIRBEEERE FRIRAFIRER
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EOEFTE : 2019-12-26 14:24:23,

EORMER LN,
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TR FTHRATIERER.
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ssm.api3.finance.cloud.tencent.com,

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SEER WA
Action P
Version =
Region =
SecretName 2
A s
3. s
SEEFR ESit]
SecretName String
Versions VersionInfo
Requestld String
H
%EIBE

UG T Ol S5 EERA0EIRD | BRI A THEIR

EIRED
InvalidParameterValue

InternalError

WS : BRmEmEX

FEFFNULL &g R
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Versionld%lz&,
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FEREERS (SSM)

ZEOATIREATEEREFRFIER , ILUSETIRTFR. fiFhHE.
FUAZCEISRERIRS : 300R/ED.

EOEFTE : 2019-12-26 14:24:40,

EORMER LN,
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LINBERSHGIRNG I TEOBERSEFIED RHSE

SHER
Action
Version
Region
Offset
Limit

OrderType

State

SearchSecretName

3. mHSE

SEEFR
TotalCount
SecretMetadatas

Requestld

Wi FRFFNULL 3
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= = Uint64
= ) Uint64
= = Uint64
) = Uint64
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ESis) ik
Uint64

SecretMetadata
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E24, FIF ST AOIBIEEIZR(TODO)
BEiRFIRAGIEIAME |, LIOFR | FREFIANO0.
BREEREINSEAIE |, 0s MR ENERSAIAME 20,

RIEEZRIARIHEFS | OB RRENERMEFAT . 1 Rt
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RERERISHITIIR | MARORRE AL , 1 FrnEifEnabed &
E5IZ |, 2% EifDisabled E#E5IZ , 3 &R&EifPendingDelete £
EFIR,

REERESREITILIR , AR,

FRIEStateFISearchSecretName TEISA SRS,
REERERTIZE.

HE—IEK ID , 8RERESIRE., BRI FERAZRIBEKAT Requestld,
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1. EOHAR
EOEkiEE © ssm.api3.finance.cloud.tencent.com,

ZEOESESMIERE MEMFIRANERERS | — P MEETRESTLSIFLONMRE. REERFETEnabled #1 Disabled IRESAIFESER
DOFEORRAS.

FOAROIERIRERIRSE] - 1002%/70,
EOSEFATE : 2019-12-26 14:25:17,

EORBESREM,

2. WNSEL

UTNERSEGIRGIH TEROBRSENPO LIS, mBAHSEPIRDNATLERES,

SHAR Wik FIFNULL 58 b

Action =2 &5 String NESE , AEOBYE : PutSecretValue

Version — & String RS, ANEORYE : 2019-09-23

Region 2 S String RIS, FENFRSISHIMIEFIZR(TODO)

SecretName 2 & String  IEEEEEIRAEESTR.

Versionld = = String IEEFIZNNRAS | &K64 =15 , FRFE. HFa®E - _ NEEHBEUF

= S

(S ESIS
[ ERE S Py i ing WEL QAL

SecretBinary & = String ;J_#%J;JE{:.,._, , {#iFAbase644wt3, SecretBinary # SecretString WJE R &
‘E—

. , NARBEREEEN ( AHEE#H Tbase64475 ) , SecretBinary fl
S tSt & & St
ecrettring - = = "I secretstring MRELREGEE—,
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3. HIHSE

SEEFR it iR

SecretName String EIRATR,

Versionld String FEINRORRAS.,

Requestld String H—iFK ID , ®XIEKREPSIRME. BRI EERMIZRIEKE Requestld,
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ZEOATIRETHIMER ( PendingDeleted 7S ) FhaIEHE , BURTHIMMR. BUETHIMPRAIEREIGAL T Disabled 7, 10

BiZEnableSecret EOFREEIRE,
FNEOIBRIRIRS : S0R/FD,
EOEHE : 2019-12-26 14:21:12,

EORBESRER,

2. MNSEL

LUITBRESHIIRIGE TEROBERSEFRD AHSE | TBAHSHGIRDALERS,
SHEWR WAIEE FFNULL e St A
Action =2 &5 String NESE , AEOEYE : RestoreSecret
Version = S String NHSE, AEOBYE - 2019-09-23
Region 2 £ String AHSE , FEIFRIFHEHFIZR(TODO)
SecretName = & String IEERERENEESR.

3. BiHSE

SEER -t HA

SecretName String EIREBR.

Requestld String H—5K ID , ®XiEkEPSIRE. BRI EERAIZRIEKE Requestld,
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UG T 3Ol SSIBIEERA0EIRD | BRI A HHEIRD,

BREER
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InternalError
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EORMER LN,
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ssm.api3.finance.cloud.tencent.com,

FEREERS (SSM)

£ Enabled F Disabled JRZSHIEIR,

NBERSEGIRGIH T ROBERSEHBO NHSE , TBAHSHFIRDAHIERSH,

SHER Whi%E FEFNULL
Action = &
Version = &=
Region = &
SecretName = &
Description = s

v P

3. &y ngjszf(

SHER =it fiA
SecretName String EIRZR,
Requestld String

H >

%EIBE

s
String
String
String
String

String

UG T Ol S5BEERA0EIRD |, EfhERADIFE N 24t

EIRED
InternalError

UnauthorizedOperation
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SHEHE.

RN OIBISRERIRE © S0R/FD.
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EORBESRER,

2. MNSEL

UTNERSEGIRMGIE TEROERSEIPO LIS, TBAHRSEGIRDN TGRS,

SHBIR Wik RPENULL 28 i)

Action =2 &5 String NHBE, KEOBUE : UpdateSecret

Version = & String  AHS#, AEOEYE : 2019-09-23

Region 2 S String RIS, FENFRSISHIMIEIZR(TODO)

SecretName 2 & String  IEEREEMERNSHETR.

Versionld = B String  IEEREEMEEABTHNRAES.
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SecretBinary F SecretString REE—PRAZS,
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SecretString REE—MAAZ,

3. EitH&4

SHER &g fER

SecretName String EIRATR,

Versionld String RIS,

Requestld String H—iEK ID , ®XiEKREPSIRME. BRI BERMIZRIEKE Requestld,
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ResourceNotFound
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ResourceUnavailable.NotPurchased

WS : BRmEmEX

EIREEEERS (SSM)

%757 H79

=



O BASTCE

SRS

BRITEHAYE): 2024-10-18 10:38:37

SecretMetadata

EENEMER
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B Wik FSIFNULL
SecretName = &=
Description p =
KmsKeyId = &5
CreateUin pr3 =
Status 2 =
DeleteTime = =
CreateTime 2 &5
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KmsKeyType =&

VersionInfo

FRRASHIRER

WA T™EZOS| A : ListSecretVersionlds

g R v
Versionld 2
CreateTime 2
Tag
RS IR E

WA T3 | : CreateSecret

BR Wik
TagKey =

WS : BRmEmEX

FEREERS (SSM)

i) f#A
String EHEEFR.
String EREEAER.
String FFINZEIEAIKMS Keyld,
Uinte4  BIEEUIN,
String EEIRS - Enabled, Disabled, PendingDelete
Uint64 EIEMIBRBEER , X FstatusIPendingDelete YR , unixAtEIEL,
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FEREERS (SSM)

INFRIREERFTFAE Error B , MISRZSERA APL LM, 50

{
"Response”: {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
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"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

Error FfY Code FNHIRAS , Message FRNZIBI=IEAEE.

TEIRIDYIZR
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HIRAD
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AuthFailure. MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
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ResourcelnUse RIFR G,
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